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TRUSTED PAIH SUBSYSTEM FOR WORKSTATIONS

5 Background of the Invention

Field of the Invention

The present invention relates to an apparatus

and method for providing a trusted computer system based

on untrusted computers, and more particularly to an

10 apparatus and method for providing a trusted path

mechanism between a user node based on an untrusted

computer or workstation and a trusted subsystem.

Background Information

15 Advances in computer and communications

technology have increased the free flow of information

within networked computer systems. While a boon to

many, such a free flow of information can be disastrous

to those systems which process sensitive or classified

20 information. In response to this threat, trusted

computing systems have been proposed for limiting access
to classified information to those who have a sufficient

level of clearance. Such systems depend on identifying

the user, authenticating (through password, biometrics,

25 etc.) the user's identity and limiting that user's

access to files to those files over which he or she has

access rights. In addition, a trusted path mechanism is

provided which guarantees that a communication path

established between the Trusted Computer Base (TCB) and

30 the user cannot be emulated or listened to by malicious

hardware or software. Such a system is described in

0.5. Patent Nos. 4,621,321; 4,713,753; and 4,701,840

granted to Boebert et al. and assigned to the present

assignee, the entire disclosures of which are hereby '

35 incorporated by reference.

The last decade has marked a shift in the

distributing of computational resources. Instead of

connecting a large number of relatively "dumb" terminals

to a mainframe computer, the automatic data processing
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environment has gradually shifted to where a large

number of current systems are file server systems. In a

file server system, relatively low cost computers are

placed at each user's desk while printers and high

5 capacity data storage devices are located near the

server or servers. Files stored in the high capacity

data storage devices are transferred to the user's

computer for processing and then either saved in local

storage or transferred back to the storage devices.

10 Documents to be printed are transferred as files to a

print server; the print server then manages the printing
of the document.

An even more loosely coupled distributed

computing approach is based on the client-server

15 paradigm. Under the client-server paradigm, one or more

client processes operating on a user*s workstation gain

access to one or more server processes operating on the

network. As in file server systems, the client

processes handle the user interface while the server

20 processes handle storage and printing of files. In

contrast with file server systems, however, the client

processes and the server processes share data processing

responsibilities. A more complete discussion of

distributed computing is contained in "Client-Server

25 Computing” by Alok Sinha, published in the July 1992

issue of Communications of the ACH.
Both the file server and the client—server

paradigms depend heavily upon the availability of low-

cost computer systems which can be placed at each user's

30 desk. The 1ow—cost systems are then connected through a

network such as a LAN or a WAN to the server systems.

Such a networked system is illustrated in the block

diagram shown in Fig. 1.

In Fig. 1, a workstation processing unit 40 is

35 connected through a network 50 to a host computer 60.

workstation unit 40 is also connected through video port
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44 and keyboard port 46 to display unit 10 and keyboard

20, respectively.

In a typical distributed computer system, the

workstations 40, the host computers 60 and the

5 connecting networks 50 are all at great risk of a

security breach. Trusted computer systems based on host

computers such as the Multilevel Secure (MLS) Computer

60 shown in Fig. 1 make security breaches at the host

computer more difficult by partitioning the system to

10 isolate security critical (trusted) subsystems from

nonsecurity critical (untrusted) subsystems. Such

computers do little, however, to prevent security
breaches on network 50 or at user workstation 40.

A nulti-Level Secure (MLS) Computer such as is

15 shown in Pig. 1 is capable of recognizing data of

varying sensitivity and users of varying authorizations

and ensuring that users gain access to only that data to

which they are authorized. For example, an MLS computer

can recognize the difference between company proprietary

20 and public data. It can also distinguish between users

who are company employees and those who are customers.

The MLS computer can therefore be used to ensure that

company proprietary data is available only to users who

are company employees.

25 Designers of MLS computers assume that

unauthorized individuals will use a variety of means,

such as malicious code and active and passive wiretaps,

to circumvent its controls. The trusted subsystem of an

MLS computer must therefore be designed to withstand

30 malicious software executing on the untrusted subsystem,
to confine the actions of malicious software and render

them harmless. one mechanism for avoiding malicious

software is to invoke a trusted path, a secure

communications path between the user and the trusted

35 subsystem. A properly designed trusted path ensures

that information viewed or sent to the trusted subsystem

is not copied or modified along the way.
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Extension of the trusted path through the network to the

user is, however, difficult. As is described in a

previously filed, commonly owned U.S. patent application

entitled "Secure Computer Interface" (U.S. Patent

5 Application No. 07/676,885 filed March 28, 1991 by

William E. Boebert), "active" and "passive" network

attacks can be used to breach network security. Active

attacks are those in which masquerading "imposter"

hardware or software is inserted into the network

10 "communications link. For example, hardware might be

inserted that emulates a user with extensive access

privileges in order to access sensitive information.

"Passive" network attacks include those in which a

device listens to data on the link, copies that data and

15 sends it to another user. A system for ensuring secure

data communications over an unsecured network is

described in the above-identified patent application.

That application is hereby incorporated by reference.

Active and passive attacks can also be used to

20 breach computer security through software running on an

untrusted user computer, an untrusted host or in the

untrusted subsystem of a Multilevel Secure Computer.

For example, malicious software running in the

workstation could present itself to an authorized user

25 as the trusted subsystem, and cause that user to enter

highly sensitive data, such as a password. The data is

then captured and given to the attacker. Under a

passive software attack, data which is intended for one

user could be copied and sent to a user who is not

30 authorized to work with it. ‘

Systems for ensuring secure communications over
an unsecured network have been limited to date to

scrambling devices which encrypt data written to the

network and decrypt data received from the network.

35 Such systems are limited in that they provide no

assurance that the user's computer is secure or that the

user has, in fact, established a trusted path to the
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trusted subsystem. Therefore, despite the fact that the

communications link is secure, it is possible for a user

on the computer to be misled into believing that a

program executing on his computer is actually running on

5 the host computer.

What is needed is a mechanism for extending the

trusted path from the trusted subsystem of the host

computer to the user of an untrusted computer or

workstation. Such a method should provide access to the

10 workstation for normal workstation activities while

shielding confidential data so that it cannot be read by

software executing on the unsecured workstation.

Summary of the Invention

15 The present invention provides a method and

apparatus for ensuring secure communication over an

unsecured communications medium between a user working

on an unsecured workstation or computer and a host

computer. A secure user interface is created by

20 inserting a trusted path subsystem between input/output
devices to the workstation and the workstation itself.

Data transferred from the input/output devices is

intercepted, encrypted and transmitted in packets to the

host computer. Packets of screen display data from the

25 host computer are decrypted and presented within a user-

defined screen overlay.

According to another aspect of the present

invention, a method is disclosed for ensuring secure’

file transfers between an unsecured workstation and a

30 host computer. A file to be transferred is downloaded

to a trusted path subsystem inserted between the

workstation and its keyboard and display device.’ The

trusted path subsystem presents a representation of the

file on the display device where the user can verify

35 that the file is as expected. The verified file is then

encrypted and transferred as packets to the host

computer.
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Brief Description of the Drawings

FIG. 1 is a system level block diagram

representation of a networked computer system.

5

FIG. 2 is a system level block diagram

representation of a secure networked computer system

according to the present invention.

10 FIG. 3 is a block diagram representation of a

user node including a trusted path subsystem according

to the present invention.

FIG. 4 is a block diagram representation of a

15 user node including a different embodiment of a trusted

path subsystem according to the present invention.

FIG. 5 is an electrical block diagram

representation of one embodiment of the trusted path

20 subsystem according to the present invention.

FIG. 6 is a representation of a secure window

overlay according to the present invention.

25 Detailed Description of the
Preferred Embodiments

In the following Detailed Description of the

Preferred Embodiments, reference is made to the

gaccompanying Drawings which form a part hereof, and in

30 which are shown by way of illustration specific

embodiments in which the invention may be practiced. It

is to be understood that other embodiments may be

utilized and structural changes may be made without

departing from the scope of the present invention.

35 The present invention provides a method and

apparatus for ensuring secure communication over an

unsecured communications medium between a user working

on an unsecured workstation or-computer and a host
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computer. A secure user interface is created by

inserting a trusted path subsystem between input/output

devices to the workstation and the workstation itself.

Data transferred from the input/output devices is

5 intercepted, encrypted and transmitted in packets

through the workstation to the host computer. Packets

of screen display data from the host computer are

decrypted and presented within a user-defined screen

overlay.

10 Cryptographic entities in the trusted path

subsystem and the host computer apply end-to-end

encryption to confidential data transferred to and from

the network. End-to-end encryption is a technique

whereby data is encrypted as close to its source as

15 possible and decrypted only at its ultimate destination.

This technique differs from link encryption, in which

data is decrypted, then encrypted again as it moves from
the sender to the receiver.

The present invention extends the notion of

20 end-to-end encryption by performing the

encryption/decryption closer to the originator and

receiver than prior systems. In the present invention,

the encryption/decryption is performed as the data

enters and leaves the input/output device. The data is

25 therefore protected from malicious software which might

be operating on the workstation and from active or

passive attacks on the network.

A secure networked computer system constructed

according to the present invention is illustrated

30 generally in Pig. 2. In Fig. 2, a workstation

processing unit 40 is connected through a network 50 to

a host computer 60. Workstation 40 can be any computer,

workstation or X terminal which has a separate data path

for comunication between a trusted path subsystem 30

35 and the workstation. For instance, workstation 40 can

be a comercially available workstation such as the UNIX

workstations manufactured by Sun nicrosystems, Mountain
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View, California, an IBM PC compatible such as those

available from Compaq, Houston, Texas or an X terminal

such as Model NCD19g from Network Computing Devices,

Inc, Mountain View, California.

5 Trusted path subsystem 30 is connected to

workstation 40 (through auxiliary data port 42),

keyboard 20 and display 10. Trusted path subsystem 30

includes cryptographic entity 35 for encrypting and

decrypting information transferred between display 10,

10 keyboard 20 and workstation 40.

Host computer 60 is a Multi—Level Secure

computer which includes a trusted subsystem 67 and an

untrusted subsystem 63. Trusted subsystem 67 includes a

cryptographic entity 69 for encrypting and decrypting

15 data transferred between trusted subsystem 67, untrusted

subsystem 63, and network 50. In another embodiment of

the present invention, host computer 60 is a computer

running a trusted subsystem software package. In that

embodiment, cryptographic entity 69 would be implemented

20 in software.

In the embodiment shown in Pig. 2, all

communication between trusted path subsystem 30 and host

computer 60 is done via workstation 40. In one such

embodiment, auxiliary data port 42 is an RS-232 line

25 connecting workstation 40 and subsystem 30.

comunications software running on workstation 40

receives encrypted packets from the trusted path

subsystem and sends them to the host computer.’ In a

like manner, encrypted packets from host computer 60 are

30 received by workstation 40 and transferred to subsystem

30 for decrypting. This type of interface is

advantageous since a standard comunications protocol

can be defined for transfers between subsystem 30 and

host computer 60. workstation 40 then implements the

35 standard protocol for the comunications media

connecting it to host computer 60.
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Network 50 can be implemented in a wide range

of comunications protocols, from FDDI to a simple

telecommunications line between two modems. In a

network implementation, subsystem 30 provides only the

5 encrypted file; workstation 40 provides the layers of

protocol needed for reliable communication on network

50.

Fig. 3 provides more detail of trusted path

subsystem 30. Trusted path subsystem 30 consists of a

10 processor 31 connected to a keyboard manager 37, a video

manager 38 and cryptographic entity 35. Trusted path

subsystem 30 operates in normal mode and in trusted path

mode. when in normal mode, workstation trusted path

subsystem 30 is transparent to workstation 40. Logical

15 switches 37 and 38 are in the UP position, connecting

workstation processor 40 directly to keyboard 20 and

display 10. This permits the free transfer of

information from keyboard 20 to workstation 40 and from

workstation 40 to display 10. In normal mode,

20 wbrkstation processor 40 runs software and communicates

with host computer 60 via network 50.

when the user invokes trusted path mode,

however, workstation processor 40 is disconnected from

keyboard 20 and display 10 by logical switches 37 and

25 38, respectively. Keyoard 20 and display 10 are then

connected to their respective managers in workstation

trusted path subsystem 30.

As is shown in Pig. 6, while in trusted path

mode, video manager 34 creates a trusted window 82 which

30 is overlaid on the screen display 80 generated by

workstation 40 for display 10. Since window 82 is

created outside of workstation 40, by trusted elements,
'it is not possible for malicious software in workstation

40 to control any of the video in trusted window 82. In

35 the preferred embodiment the size of trusted window 82

can vary; if sufficient video RAM is present, window 82

may be as large as the entire display screen.
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In a like manner, while in trusted path mode,

keyboard manager 36 intercepts keyboard data intended

for workstation 40. The data is then routed to

cryptographic entity 35, where it is encrypted before

5 being passed over auxiliary port 42 to workstation

processing unit 40. Thus, keyboard inputs are protected

from eavesdropping and undetected modification until

they are decrypted by cryptographic entity 69 on host

computer 60.

10 In one embodiment of the trusted path subsystem

of Fig. 3, cryptographic entity 35 uses a pair-wise key

to encrypt data to be transmitted from keyboard 20 to

host computer 60. At the same time, cryptographic

entity 35 decrypts data transmitted from host computer

15 60 to display 10. The encryption and integrity

mechanisms protect the data from eavesdropping and

undetected modification as it is passed through

workstation processor 40, network 50 and host computer

untrusted subsystem 63. other types of symmetric

20 encryption algorithms such as the Data Encryption

Standard (DES) and asymmetric cryptographic techniques

such as public key can also be used. Furthermore, the

encryption algorithm can either be implemented in

software, programmable hardware, or custom hardware.

25 Trusted path mode can be invoked in a number of

ways. In one embodiment, a switch on trusted path

subsystem 30 can be used to manually activate trusted

. path mode. A second method would be to invoke trusted

path mode by a combination of keys pressed

30 simultaneously on keyboard 20 (like the

control/alt/delete key sequence on a PC-compatible

computer). A third embodiment would require that the

user insert some sort of token device into subsystem 30.

A token device might range from a smart card to a

35 cryptoignition key. In the preferred embodiment,

subsystem 30 would also have a feedback mechanism such

Petitioner Apple inc. - Ex. 1025, p. 1011



Petitioner Apple Inc. - Ex. 1025, p. 1012

W0 94/01821 A I PCT/US93/06511
' L

"_ 11

as a light to notify the user that subsystem 30 was in

trusted path mode. _

The trusted path mode, used in conjunction with

cryptographic entity 69 on host computer 60, provides

5 security services such as user authentication, data

confidentiality, data integrity and data origin

authentication and confinement of malicious software.

The user is authenticated to trusted path subsystem 30

and this authentication is securely passed to trusted

10 subsystem 67 in MLS computer 60. Data passed between

cryptographic entities 35 and 69 is protected from

unauthorized disclosure and undetected modification.

Cryptographic entities 35 and 69 also assure that the

data was sent from one cryptographic entity to its peer
15 cryptographic device. In addition, malicious software

on workstation 40, network 50 or untrusted subsystem 63

is confined so that it cannot dupe the user or trusted

subsystem 67 into performing an insecure action.
The user can be authenticated to the trusted

20 computing system by either authenticating himself

directly to trusted path subsystem 30 or by going

through subsystem 30 to host computer 60. In the first

method, the user can authenticate himself to subsystem

30 via such means as a personal identification number

25 (PIN), a password, biometrics or a token device such as

a smart card or a cryptographic ignition key. Once the

user has authenticated himself to subsystem 30, I

subsystem 30 relays the authentication to trusted

subsystem 65. The step of relaying authentication can

30 be done by either automatically entering trusted path

mode as part of the authentication process or by having

subsystem 30 relay the authentication data at a later

time.

A second method for authenticating a user would

35 be to first enter trusted path mode and then

authenticate the user directly to host computer 60.

Petitioner Apple Inc. - Ex. 1025, p. 1012



Petitioner Apple Inc. - Ex. 1025, p. 1013

W0 94/01821 v_ PCT/U593/06511
' >

“‘ 12

This approach would reduce the processing power needed

on subsystem 30.

In its simplest form, trusted path subsystem

30, in conjunction with workstation 40, display 10 and

5 keyboard 20, forms an assured terminal. Data typed on

keyboard 20 or extracted from a pointing device such as

a mouse is encrypted and transferred over network 50 to

host computer 60. Screen display data transferred from

host computer 60 is decrypted and displayed within

10 trusted window 82. Such a terminal might be implemented

as a relatively dumb terminal such as a VT100, or it

could be implemented as a X Windows terminal. The X

Window embodiment would be useful since it would allow

the creation of multiple trusted windows 82 and would

15 permit the assigning of a different security level to

each window. Such a mechanism would permit qualified

users to out information from a document of one

sensitivity and paste it into a document of a different

sensitivity.

20 » An assured terminal is especially useful in an

environment where you are trying to maintain a number of

security levels despite having a workstation which will

only operate at one level. An example is a trusted

computing system mixing single level secure workstations

25 with a multi-level computer with three security levels:

unclassified (least sensitive), secret (much more

sensitive), and top secret (most sensitive). Trusted

path subsystem 30 can be used to expand the capabilities

of the single level workstation since subsystem 30

30 allows the user to essentially disable subsystem 30, do

all his work at the level permitted by the workstation

(say, secret) using all the capabilities of his

workstation and whatever facilities are available on the

multilevel computer. Then, if the user has a small)

35 amount of work that he or she needs to do at top secret,

the user can invoke trusted mode in subsystem 30,

isolate their workstation, its processor memory and
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storage devices, and he has, in effect, a keyboard and a

terminal connected to a secure communications device

through a multilevel host. The user can then do the

operations required at top secret.

5 The cryptographic techniques applied in

subsystem 30 will ensure that none of the top secret

information going to or from the multilevel secure

computer is linked to files within workstation 40 or is

captured and copied on the network.

10 Likewise, if a user had to do a small amount of

unclassified work, he could put the workstation into

trusted path mode using subsystem 30. The user could,

through a trusted path, invoke an unclassified level and

again the cryptographic techniques applied at each end

15 of the link would prevent secret information from being

mixed in with the unclassified information. The system

essentially provides a pipe to keep data from one

security level from being mixed into data at a different

security level.

20 Trusted subsystem 30 is not, however, limited

to a role as an assured terminal. In a file server

application, files stored at host computer 60 or within

workstation 40 could be transferred to subsystem 30 for

data processing tasks such as editing, reviewing the

25 file or transferring it as electronic mail. In a client

server application, processor 31 could execute one or

more client processes such as an editor or a

comunications process. Software and firmware which

could be implemented inside trusted path subsystem 30

30 would be limited only by the amount of storage within

subsystem 30 and the review and approval process

required to provide clean software.

Trusted path subsystem 30 has access not only

to files on host computer 60 but also on workstation 40.

35 Files transferred from either computer 60 or workstation

40 can be manipulated and transferred to other computers

or workstations. »Por example, a secure electronic mail
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system could be implemented in which trusted path

subsystem 30 is used for reviewing, reclassifying, and

electronically signing messages. A document file from

computer 60 or workstation 40 can be displayed and

5 reviewed. If appropriate, the user may downgrade its

sensitivity level by attaching a different security

level to the document. The finished file can then be
sent via electronic mail to other users.

In one embodiment of such an electronic mail

10 function, subsystem 30 would go out on the network to

the directory server to retrieve the names, electronic

mail addresses and public key information of the

intended recipients. The directory server could be

implemented as either a trusted or an untrusted process

15 on host computer 60 or on another network computer.

Subsystem 30 would then attach the addresses to the

file, affix a digital signature, encrypt the final

product and send it through host computer 60 to the

designated addresses. ’

20 ' In another embodiment of such a function, in a

system without a MLS computer, secure electronic mail is

possible by first establishing a trusted path from the

user to processor 31. The user then accesses files of

workstation 40 (or on other network computers), displays

25 and reviews the file, accesses an unsecured directory

server to retrieve the names, electronic mail addresses

and public key information and sends the encrypted

message via electronic mail to its recipient.

Processor 31 can also be used to control video

30 manager 34 in order to implement and control the user

interface. Such an approach would permit the use of a

graphical user interface (GUI) within trusted window 82
that would reduce the amount of screen information

transferred by host computer 60. This approach also

35 permits the user to implement, through processor 31,

multiple trusted windows 82 at the user node in order to

perform the cut-and-paste function referred to above.
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In the preferred embodiment, subsystem 30 is a

modular design in which processor 31 and cryptographic

entity 35 are kept constant and video manager 34 and

keyboard manager 36 are designed so that_they can be

5 replaced easily to handle different displays and

keyboards. In one embodiment, subsystem 30 is designed

to be portable. A portable subsystem 30 can be used to

turn any modem equipped computer with the requisite

auxiliary data port into a secure data terminal or

10 computer.

Fig. 4 is a block diagram representation of an

alternate embodiment of trusted path subsystem 30. In

Fig. 4, processor 31 is connected through network

interface 39 to network 50 and through communication

15 port 48 to workstation 40. In the embodiment shown in

Pig. 4, workstation processing unit 40 is isolated from

the network. This approach allows the encryption of all

network traffic associated with the user node. In the

embodiment shown in Pig. 4, communication port 48 can be

20 a communication medium ranging from Rs0232 to an

unsecured Ethernet.

A more detailed representation of one

embodiment of trusted path subsystem 30 is shown in Fig.

5. In Fig. 5, keyboard logical switch 37 receives data

25 from keyboard 20 and routes it to processor 31. During

normal mode, processor 31 then sends the received

keyboard data directly over keyboard port 46 to

workstation 40.

In contrast, in trusted path mode, processor 31

30 captures the received keyboard data and sends it to

cryptographic entity 35 for encrypting. No information

is sent over keyboard port 46 to workstation 40. The

resulting encrypted keyboard data is instead sent

through auxiliary data port 42 to workstation 40 and

35 from there to computer 60.

Video data from workstation 40 is transmitted

from video port 44 to video manager 34. During normal
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mode, the video data is sent through to display 10

without modification. During trusted path mode,

however, the video data transferred from video port 44

is overlaid, at least in some part, by video data

5 generated by video manager 34.

A representative video manager 34 is shown

generally in Fig. 5. Video manager 34 consists of video

synchronization hardware 72, video RAM 74, video driver

78 and video multiplexer 76. Video synchronization

10 hardware 72'receives synchronization signals from video

port 44 and uses the signals to coordinate the display

of data from video RAM 74 with the display generated by

workstation 40. During normal mode data from video RAM

74 is not used; video is transferred directly from

15 workstation 40 through video multiplexer 76 to display

10. When, however, trusted path subsystem 30 is placed

into trusted path mode, video data stored in video RAM

74 is used instead of the normal video stream to create

trusted window 82.

20 In one embodiment synchronization hardware 72

uses the synchronization signals received from

workstation 40 to control the reading of data from video

RAM 74 and the conversion of that data into a video

signal by video driver 78. The output of video driver

25 78 is then used to drive video multiplexer 76.

Synchronization hardware 72 controls video multiplexer

76 in order to switch between the video generated by

workstation 40 and the video being read from video RAH

74. The output of video multiplexer 76 is driven

30 through video amplifiers to display 10.

The design of the video hardware needed to

overlay one display on top of another is well known in

the art. Window 82 can be synched up to the video going

to display 10. Typically, if window 82 is not full

35 screen, video synchronization hardware 72 counts the

number of lines to the first line of window 82, counts

in the number of pixels, and inserts the video at that
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point. Trusted path video data is then written for the

desired number of pixels and video multiplexer 76 is

switched back to normal video for the remainder of the

video line. This mechanism provides flexibility in

5 placement and sizing of window 82 on screen 80.

Video multiplexer 76 can be built using a

crosspoint video switch such as the MAx456 manufactured

by Maxim Integrated Products. Video data to and from

the crosspoint video switch can be buffered using the

10 MAx457 by Maxim Integrated Products. Video RAM 74 can

be any commercial video RAM. A typical video RAM is the

MT42C8256 manufactured by Micron Technologies Inc. It

should be obvious that the given design can be easily

adapted for either a color or a black and white display

15 or even for a black and white overlay of a color

display.

In one embodiment, host coputer 60 transmits,

as encrypted packets, video data to be displayed within

trusted window 82. The encrypted packets are passed to

20 processor 31 by workstation 40 and then on to encryption

device 35. Encryption entity 35 decrypts the video data

and places it into video RAM 74. Synchronization

hardware 72 then activates video multiplexer 76 and

video RAM 74 in order to display the decrypted secure
25 video data.

In a second embodiment (not shown), processor

31 creates the video overlay data and writes that data

to video RAM 74. Display of the data is as above.

A trusted computing system based on unsecured,

30 comercially available, workstations, trusted path

subsystems and multilevel secure computers provides a

powerful, highly secure computing environment. The’

ability of such a system to compensate for unsecured

workstations allows the designers of such systems to use

35 the latest versions of commercially available hardware

and software without compromising the security of the

system. ‘
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For instance, a user of a workstation may wish

to edit a secret document and reclassify the edited

document as unclassified. The document can be loaded

into the workstation, edited with the user's favorite

5 word processing software package, and saved. Then, in

order to classify the document as unclassified, the user

would invoke trusted path mode, the trusted window would

be displayed and the user could review the revised

document to verify that no additional information had

10 been attached to the file. The reviewed document could

then be released as an unclassified document and the

user would then returns to normal mode.

T The unique placement of cryptographic entity 35

relative to workstation 40 allows a single workstation

15 to be used at different levels of security sensitivity.

Therefore, instead of systems in which a workstation is

required for each level of security sensitivity, in the

present system a single commercial workstation may be

used to protect and access a range of security levels.

20 Finally, the end-to-end characteristic of the

encryption permits secure comunication without the need

to perform costly analysis of complex elements such as

network controllers. The invention also allows use of

comercial off-the-shelf workstations and network

25 components and can be used with a variety of keyboards

and displays.

Although the present invention has been

described with reference to the preferred embodiments,

those skilled in the art will recognize that changes may

30 be made in form and detail without departing from the

spirit and scope of the invention.
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What is claimed is:

1. A secure computing network, comprising:

a network computer, wherein the computer comprises

a trusted subsystem; and

5 encryption means for encrypting and

decrypting data transferred to and from the

trusted subsystem;

_communications means, connected to the network

computer, for permitting data transfer between the

10 network computer and other computers;

an input/output device;

a workstation comprising:

first communications interface means,

connected to the communications means, for

15 transferring data between the workstation and

the network computer;

input/output device interface means for

transferring data between the workstation and

the input/output device; and

20 . second communications means for

transferring data between the workstation and

another processor; and

trusted path means, inserted between the

input/output device and the input/output device
25 interface means and connected to the second

communications means, for intercepting data transfers

between the input/output device interface means and the

input/output device, wherein the trusted path means

comprises encryption means for encrypting and decrypting

30 the data transfers and for routing such transfers over

the second communications means to the trusted

subsystem.

2. The secure computing network of claim 1 wherein the

35 network computer is a multilevel secure computer capable

of recognizing data of varying sensitivity and users of

varying authorizations.
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3. The secure computing network of claim 1 wherein the

input/output device comprises a keyboard.

5 4. The secure computing network of claim 1 wherein the

input/output device comprises a display device.

5. The secure computing network of claim 1 wherein the

input/output device comprises a pointing device.
10

6. A secure computing network, comprising:

a network computer, wherein the computer comprises
a trusted subsystem; and '

encryption means for encrypting and

15 decrypting data transferred to and from the

. trusted subsystem; '

communications means, connected to the network

computer, for permitting data transfer between the

network computer and other computers;

20 an input/output device; A

a workstation comprising:

input/output device interface means for

transferring data between the workstation and

the input/output device; and

25 workstation communications means for

transferring data between the workstation and

another processor; and

trusted path means, inserted between the

input/output device and the input/output device

30 interface means and connected to the workstation

communications means, for intercepting data transfers

between the input/output device interface means and the

input/output device, wherein the trusted path means

comprises encryption means for encrypting and decrypting
35 the data transfers and network interface means,

connected to the communication means, for transferring
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the encrypted data transfers between the trusted path

means and the trusted subsystem.

7. The secure computing network of claim 6 wherein the

5 network computer is a multilevel secure computer capable

of recognizing data of varying sensitivity and users of

varying authorizations.

8. The secure computing network of claim 6 wherein the

10 input/output device comprises a keyboard.

9. The secure computing network of claim 6 wherein the

input/output device comprises a display device.

15 10. The secure computing network of claim 6 wherein the

input/output device comprises a pointing device.

11. A trusted path subsystem capable of being connected

between an input/output device and a processor of a

20 workstation in order to provide secure communication
with a multilevel secure computer network server, the

subsystem comprising:

input/output manager means for selectively

intercepting, under user control, data transferred from

25 the input/output device to the processor and from the

processor to the input/output device;

encryption means for encrypting the intercepted data

before transferring the encrypted data to the processor;

and _

30 decryption means for decrypting the intercepted data

before transferring the decrypted data to the

input/output device.

12. The trusted path subsystem according to claim 11

35 wherein the input/output manager means comprises

keyboard manager logic, wherein the keyboard manager

logic comprises:
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a keyboard interface which captures information

generated by a keyboard; and

processing means for transferring the captured

information to a workstation processor, wherein the

5 processing means transfers the captured information on a

first path when in a first mode and on a second path

when in a second mode.

13. The trusted path subsystem according to claim 11

10 wherein the input/output manager means comprises a video

manager which can be used to generate a trusted window

overlay on a video screen, wherein the video manager

comprises:

a video multiplexer having first and second input

15 ports and_an output port, wherein the first input port

can be connected to an external video signal and wherein

the output port can be connected to a video display;

a video data memory;A

converter means, connected to the video data memory

20 and the second multiplexer input port, for converting~

data read from the video data memory into a trusted

video signal representative of that data and for

applying the trusted video signal to the second video

multiplexer input port; and

25 video synchronization means, connected to the video

data memory and the video multiplexer, for controlling

the video data memory and the video multiplexer so as to

insert the trusted video signal into the video signal

generated at the video multiplexer output port.

30

14. A method of securely transferring data in a network

comprising an unsecured workstation connected to a

multilevel secure computer server, wherein the

workstation comprises a processor and an input/output
35 device and wherein the multilevel secure server

comprises a trusted subsystem and encryption means for

encrypting and decrypting data transferred to and from

Petitioner Apple Inc. - Ex. 1025, p. 1023



Petitioner Apple Inc. - Ex. 1025, p. 1024

W0 94/01821 . PCT/US93/065ll

‘ 23

the trusted subsystem, the method comprising the steps
of:

providing trusted path means for providing a user

selectable secure communications path between the

5 input/output device and the trusted subsystem; and

inserting the trusted path means between the

input/output device and the processor.

15. A method for providing secure file transfer

10 capability on an unsecured workstation connected over a

network to a second computer, wherein the workstation

comprises a workstation processor and an input/output

device and wherein the second computer comprises a

trusted subsystem and encryption means for encrypting

15 and decrypting data transferred to and from the trusted

subsystem, the method comprising the steps of:

providing means for creating a trusted path between

the input/output device and a trusted subsystem, said

trusted path means including a trusted processor capable

20 of executing a secure electronic mail program;

inserting the trusted path means between the

input/output device and the workstation processor;

downloading from the workstation processor to the

trusted processor a file to be transferred to the second

25 computer;

disp1aying,‘on the input/output device, a

representation of the file to be transferred;

if the file is as expected, transferring the file to

the second computer; and

30 if the file is not as expected, generating an error

message.

16. The method according to claim 15 wherein the step of

generating an error includes allowing secured processing

35 on the file.
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ABSTRACT:

The present invention relates to a method and a system for managing a data object so as to
comply with predetermined conditions for usage of the data object To control the usage of the
data object, a set of control data, defining usages of the data object which comply with the
predetermined conditions, is created for the data object The data object is oonwtenated with
the user set of control data, encrypted and transferred to the user. When the user wants to use
the data object, a special user program checks whether the usage complieswith the control
data. If so, the usage is enabled. Otherwise it is disabled. ~
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A METHOD AND SYSTEM FOR MANAGING A DATA OBJECT SO AS TO
COMPLY WITH PREDETERMINED CONDITIONS FOR USAGE______________________________________________

Technical Field

The present invention relates to data processing and

more particularly to a method and a system for managing
data objects so as to comply with predetermined condi-

tions for usage.

Background

Much has been written recently regarding the puzzle

of universal connectivity. A typical vision of the data

highway has long distance high speed data carriers inter-

‘connecting regional networks which provide telecommunica-

tions services and a wide range of interactive on-line

services to consumers. Many of the pieces are already in

place, others are in development or testing. In fact,

even though the data highway is under construction it is

currently open to limited traffic. on-line services are

springing up daily and video on demand services are

currently being tested.

The potential to benefit society is immense. The

scope of information available to consumers will become

truly global as the traditional barriers to entry for

distribution of, and access to, information are lowered

dramatically. This means that more diverse and specia-

lized information will be made available just as con-

veniently as generic sources from major vendors used to

be. The end result is that organizations and individuals

will be empowered in ways heretofore only imagined.

However, a fully functioning data highway will only

be as valuable as the actual services which it provides.

Services envisioned for the data highway that involve the

delivery of data objects (e.g. books, films, video, news,

music, software, games, etc.) will be and are currently

limited by the availability of such objects. Library and

educational services are similarly affected. Before

owners will allow their data objects to be offered they
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must be assured of royalty payments and protection from

piracy.

Encryption is a key component of any solution to

provide copy protection. But encryption alone is not

enough. During transmission and storage the data objects

will be protected by encryption, but as soon as anyone is

given the key to decipher the content he will have un-

limited control over it. Since the digital domain permits

data objects to be reproduced in unlimited quantities

with no loss of quality, each object will need to be pro-

tected from unlimited use and unauthorized reproduction
and resale.

The protection problem must not be solved by a sepa-

rate solution for each particular data format, because

then the progress will indeed be slow. It is important to

consider the effect of standardization on an industry.

Consider how the VHS, the CD and the DAT formats, and the

IBM PC compatibility standards have encouraged growth in

their respective industries. However, if there is to be

any type of standardization, the standard must provide

universal adaptability to the needs of both data provi-
ders and data users.

The data object owner may want to have permanent

secure control over how, when, where, and by whom his

property is used. Furthermore, he may want to define

different rules of engagement for different types of

users and different types of security depending on the

value of particular objects. The rules defined by him

shall govern the automated operations enabled by data

services and networking. The owner may also want to sell

composite objects with different rules governing each

constituent object. Thus, it is necessary to be able to

implement variable and extensible control.

The user on his part wants to be able to search for

and purchase data objects in a convenient manner. If

desired, the user should be able to combine or edit

(i.e.purchased objects for creating a presentation).
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Furthermore, the user may want to protect his children

from inappropriate material. A complete solution must
enable these needs as well.

What is needed is a universally adaptable system and

5 method for managing the exchange and usage of data

objects while protecting the interests of data object
owners and users.

Prior Art

A method for enforcing payment of royalties when

10 copying softcopy books is described in the European

patent application EP 0 567 800. This method protects a

formatted text stream of a structured document which

includes a royalty payment element having a special tag.
when the formatted text stream is inputted in the user's

15 data processor, the text stream is searched to identify
the royalty payment element and a flag is stored in the

memory of the data processor. When the user for instance

requests to print the document, the data processor

requests authorization for this operation from a second

20 data processor. The second data processor charges the

user the amount indicated in the royalty payment element

and then transmits the authorization to the first data
processor.

one serious limitation of this method is that it can

25 only be applied to structured documents. The description
of the above-mentioned European patent application de-

fines a structured document as: a document prepared in‘

accordance with an SGML-compliant type definition. In

other words it can not be applied to documents which are

30 not SGML compliant and it cannot be applied to any other
types of data objects.

Furthermore, this method does not provide for vari-

able and extensible control. Anyone can purchase a soft-

copy book on a CD, a floppy disc or the like, and the

35 same royalty amount is indicated in the royalty payment
element of all softcopy books of the same title.
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Thus, the method described in EP 0 567 800 does not

satisfy the above-mentioned requirements for universally

adaptable protection of data objects.

Summary of the Invention

Accordingly, it is a first object of the invention

to provide a method and a data processing system for

managing a data object in a manner that is independent of

the format and the structure thereof, so as to comply

with predetermined conditions for usage control and

royalty payment.

It is a further object of the invention to provide

such a method and system which is universally adaptable

to the needs of both the owner and the user of the data

object.

A further object of the invention is to provide such

a method and system which enables a data object provider

to distribute his data object while maintaining control

of the usage thereof.

Yet another object of the invention is to provide a

method and system which allows a data object provider to

select the level of security for his data object in a

flexible way.

Yet another object of the invention is to provide

such a method and system which makes it possible to

establish an audit trail for the data object.

Yet another object is to provide such a method and

system which makes it possible to sell and buy data

objects in a secure way.

The above-mentioned objects are achieved by a method

and a system having the features of claims 1, 16, 21, 24

and 27. _

Particular embodiments of the inventions are recited

in the subclaims.

More particularly, a data object provider, e.g. the

owner of a data object or his agent (broker), stores the

data object in a memory device, e.g. a bulk storage

device, where it is accessible by means of the data
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provider's data processor. The data object can consist of

digital data, analog data or a combination or hybrid of
analog and digital data.

A general set of control data, which is based on the

predetermined conditions for usage of the data object, is
created and stored in the same memory device as the data

object or another memory device where it is accessible by
the data provider's data processor. The predetermined

conditions for usage may be defined by the data object

owner, by the broker or by anyone else. They may differ
between different data objects.

The general set of control data comprises at least

one or more usage control elements, which define usages
of the data object which comply with the predetermined

conditions. These usages may encompass for instance the

kind of user, a time limit for usage, a geographical area

for usage, allowed operations, such as making a hard copy
of the data object or viewing it, and/or claim to royalty
payment. The general set of control data may comprise

other kinds of control elements besides the usage control

element. In a preferred embodiment, the general set of

control data comprises a security control element which

defines a security procedure which has to be carried out

before usage of the data object. It also comprises an

identifier, which uniquely identifies the general set of
control data.

The general set of control data is concatenated with

a copy of the data object. Thus, the control data does

not reside in the data object, but outside it, which

makes the control data independent of the format of and

the kind of data object and which allows for usage
control independently of the data object format.

At least the usage control element(s) and the data

object are encrypted, so that the user is unable to use

the data object without a user program which performs the

usage control and which decrypts the data object. Alter-
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natively, the whole set of control data and the copy of
the data object may be encrypted.

A user may request authorization for usage of a data
object residing at a data provider's processor via a data

network or in any other appropriate way. The authoriza-

tion may or may not require payment. When a request for
authorization for usage is received, a user set of con-

trol data is created by the data provider's processor.

The user set of control data comprises the general set of

control data or a subset thereof including at least one

of said usage control elements which is relevant for the

actual user. It typically also includes a new identifier

which uniquely identifies this set of control data. If

relevant, the user set of control data also comprises an
indication of the number of usages authorized.

than one kind of usage is authorized, the number of each

kind of usage may be specified. Finally, the user set of

data is concatenated with a copy of the data

and at least the usage control elements and the

If more

control

object,

copy of the data object are encrypted to create a secure

data package ready for transfer to the user.

Before the data package is transferred to the user,
it should be confirmed that the request for authorization

for usage has been granted. The check is preferably
carried out before the user set of control data is crea-

ted. However, it can also be carried out in parallel with

or after the creation of the user control data. In the

latter case, the number of usages requested by the user

is tentatively authorized and included in the user set,
but if the request is refused the user set is cancelled

or changed. _ g .

The data package may be transferred to the user by
electronic means or stored on bulk storage media and

transferred to the user by mail or by any suitable‘
transportation means.

Once the data object has been packaged in the above-

described manner, it can only be accessed by a user
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program which has built-in usage control and means for

derypting the data package. The user program will only‘
permit usages defined as acceptable in the control data.

Moreover, if the control data comprises a security con-
5 trol element, the security procedure prescribed therein

has to be complied with. In one embodiment, the usage
control may be performed as follows. If the user decides

to use a data object, the user program checks the control

data to see if this action is authorized. More particu-

l0 larly, it checks that the number of authorized usages of
this kind is one or more. If so, the action is enabled

and the number of authorized usages decremented by one.

Otherwise, the action is interrupted by the user program
and the user may or may not be given the opportunity to

15 purchase the right to complete the action.

After the usage, the user program repackages the _
data object in the same manner as it was packaged before.

when a data object is redistributed by a user or a

broker, new control elements are added in the control
20 data to reflect the relation between the old user/broker

and the new user/broker. In this way, an audit trail for
the data object may be created.

According to another aspect of the invention at

least two data packages are stored on a user's data

25 processor, which examines the usage control elements of

the data packages in order to find a match. If a match is

found, the user's data processor carries out an action

which is specified in the user set of control data. This

method can be used for selling and buying data objects.
30 Brief Description of Drawings

Fig. l is a flow diagram showing the general data
flow according to the invention.

Fig. 2 is a system block diagram of a data object
provider's data processor.

35 Fig. 3 is a block diagram showing the different

modules of a data packaging program according to the
invention.
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Fig. 4 is a data flow diagram of a data packaging
process.

Fig. 5 is an example of a header file.

Fig. 6 is an example of a usage data file.

5 Fig. 7 is a data flow diagram of loading an object
to the data object provider's data processor.

Figs 8a and 8b are examples of control data for a

data object on the data object provider's data processor

and for an object ready to be transferred to a user,

10 respectively.

Fig. 9 is a data flow diagram of data packaging on
the data object provider's data processor.

Fig. 10 is a flow diagram of a data packaging proce-
dure. 1

15 Fig. 11 is a memory image of a data object and its
control data.

Fig. 12a is a memory image of the concatenated con-

trol data and data object.

Fig. 12b is a memory image of the concatenated and

20 encrypted control data and data object. ‘

Fig. 13 is a system block diagram of a user's data

processor.

Fig. l4 is a block diagram showing the different

modules of a user program according to the invention.

25 Fig. 15 is a flow diagram of using a data object on
the user's data processor.

Fig. 16 is a flow diagram of how the user program

operates in a specific application example.

Fig. 17 is an example of various data package struc-

30 tures for composite objects. I

Description of the Best Mode for Carrying Out the
Invention 

General Overview

Fig. 1 is a flow diagram showing the general data

35 flow according to the invention. The flow diagram is

divided into a data object provider part 1 and a user

part 2.
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In the data object provider part 1, a data object 24

is created by an author. The data object can consist of

digital data, analog data or a combination or hybrid of

analog and digital data. The primary difference between

analog data objects and digital data objects is the means

for storage, transfer and usage.

The author also determines the conditions 42 for the

usage of the data object 24 by a user. The data object 24

and the usage conditions 42 are input to a data packaging

which creates a secure data package 40 of the

and of control data which are based on the

program 19,

data object

input usage

data object can only be accessed by a user program 35.
The data object may be packaged together with a

general set of control data, which is the same for all

users of the data object. This may be the case when the

data object is sent to a retailer or a bulletin board,

wherefrom a user may obtain it. The data object may also

conditions 42. Once packaged in this way, the

be packaged as a consequence of a request from a user for

usage of the data.object. In that case, the package may

include control data which is specifically adapted to

that user. This control data is called a user set of

control data. It may for example comprise the number of

usages purchased by the user. Typically, the user set of

control data will be created on the basis of the general

data and include at least a subset there-

of control data need not always be adapted

user. All sets of control data which are

created on the basis of a general set of control data

will be called a user set of control data. Thus,

control data can be a general set in one phase and a user

set of control

of. A user set

for a specific

a set of

set in another phase.

The above—mentioned data packaging can be carried

out by the author himself by means of the data packaging

program 19. As an alternative, the author may send his

data object to a broker, who inputs the data object and

the usage conditions determined by the author to the data

Petitioner Apple Inc. - Ex. 1025, p. 1046



Petitioner Apple Inc. - Ex. 1025, p. 1047

WO 96124092

10

15

20

25

30

35

PCT3EMMOH5

10

packaging program 19 in order to create a secure package

3. The author may also sell his data object to the

broker. In that case, the broker probably wants to apply

his own usage conditions to the data packaging program.

The author may also provide the data object in a secure

package to the broker, who repackages the data object

and adds further control data which is relevant to his

business activities. Various combinations of the above

alternatives are also conceivable.

In the user part 2 of the flow diagram, the secure

package 40 is received by a user, who must use the user

program 35 in order to unpackage the secure package 40

and obtain the data object in a final form 80 for usage.

After usage, the data object is repackaged into the

secure package 40.

The different parts of the system and the different

steps of the method according to the invention will now

be described in more detail.

The data provider's data processor:

Fig. 2 is a system block diagram of a data object
the data

object provider may be an author of a data object, an

provider's data processor. As mentioned above,

owner of a data object, a broker of a data object or

anyone else who wants to distribute a data object, while

retaining the control of its usage. The data processor is

a general or special purpose processor, preferably with

network capabilities. It comprises a CPU 10, a memory 11

and a network adapter 12, which are interconnected by a

bus 13. As shown in Fig. 2, other conventional means,

such as a display 14, a keyboard 15, a printer 16, a bulk

storage device 17, and a ROM 18, may also be connected to

the bus 13. The memory 11 stores network and telecommuni-

cations programs 21 and an operating system (05) 23. All

the above-mentioned elements are well-known to the

‘ skilled person and commercially available. For the pur-

pose of the present invention, the memory 11 also stores

a data packaging program 19 and, preferably, a database
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20 intended for control data. Depending upon the current

operation, one or more data objects 24 can be stored in

the memory 11 as shown or in the bulk storage 17. The

data provider's data processor is considered secure.

The Data Packaging Program:

The data packaging program 19 is used for creating

control data for controlling the usage of a data object

and for packaging the data object and the control data

into a secure package.

As shown in Fig. 3, it comprises a program control

module 301, a user interface module 302, a packaging
module 303, a control data creation module 304, an en-

cryption module 305,.one or more format modules 306, and

one or more security modules 307.

The control module 301 controls the execution of the

other modules. The user interface module 302 handles

interaction with the data object provider. The packaging

module 303 packages the control data and the data object.
It uses the control data creation module 304, the format

modules 306, the security modules 307 and the encryption
module 305 as will be described more in detail below.

The format modules 306 comprise program code, which

is required to handle the data objects in their native

format. They can fulfill functions such as data compres-

sion and data conversion. They can be implemented by any

appropriate, commercially available program, such as by
means of a routine from the PKWARE Inc. Data Compression

Library for Windows and the Image Alchemy package from

Handmade Software Incorporated, respectively. They can

also be implemented by custom designed programs.

The security modules 307 comprise program code re-

quired to implement security, such as more sophisticated
encryption than what is provided by the encryption module

305, authorization algorithms, access control and usage

control, above and beyond the basic security inherent in

the data package. m
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The data packaging program 19 can contain many

different types of both format and security modules. The

program control module 301 applies the format and secu-
rity modules which are requested by the data provider.

The encryption module 305 may be any appropriate,

commercially available module, such as ”FileCrypt” Visual

Basic subprogram found in Crescent Software's QuickPak

Professional for Windows - PILECRPT.BAS, or a custom

designed encryption program.

The control data creation module 304 creates the

control data for controlling the usage of the data

object. An example of a control data structure will be

described more in detail below.

The Control Data:

The control data can be stored in a header file and

a usage data file. In a preferred embodiment, the header

file comprises fields to store an object identifier,

which uniquely identifies the control data and/or its

associated data object, a title,

security code. The format code may represent the format

or position of fields in the usage data file. Alterna-

a format code, and a

tively, the format code may designate one or more format

modules to be used by the data packaging program or the

user program. The security code may represent the en-

cryption method used by the encryption module 305 or any

security module to be used by the data packaging program

and the user program. The header file fields will be

referred to as header elements.

The usage data file comprises at least one field for

storing data which controls usage of the data object. One

or more usage data fields which represent one condition

for the usage of the data object will be referred to as a

usage element. In a preferred embodiment, each usage ele-

ment is defined by an identifier field, e.g. a serial

number, a size field, which specifies the size of the

usage element in bytes or in any other appropriate way,

and a data field.
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The header elements and the usage elements are con-

trol elements which control all operations relating to

the usage of the object. The number of control elements

is unlimited. The data provider may define any number of

‘ 5 control elements to represent his predetermined condi-

tions of usage of the data object. The only restriction

is that the data packaging program 19 and the user pro-

gram 35 must have compatible program code to handle all

the control elements. This program code resides in the

10 packaging module and the usage manager module, to be

described below.

Control elements can contain data, script or program

code which is executed by the user program 35 to control

usage of the related data object. Script and program code

15 can contain conditional statements and the like which are

processed with the relevant object and system parameters

on the user's data processor. It would also be possible

to use a control element to specify a specific proprie-

tary user program which can only be obtained from a par-

20 ticular broker.

It is evident that the control data structure de-

scribed above is but one example. The control data struc-

ture may be defined in many different ways with different

control elements. For example, the partitioning of the

25 control data in header data and usage data is not manda-

tory. Furthermore, the control elements mentioned above

are but examples. The control data format may be unique,

e.g. different for different data providers, or defined

according to a standard.

30 The operation of the data packaging program

The operation of a first embodiment of the data

packaging program will now be described with reference

to the block diagram of Fig. 3 and the flow diagram of

Fig. 4.

35 First a data provider creates a data object and

saves it to a file, step 401. When the data packaging

program is started, step 402, the user interface module
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302 prompts the data object provider to input, step 403,

the header information consisting of e.g. an object iden-

tifier, a title of the data object, a format code speci-

fying any format module to be used for converting the

format of the data object, and a security code specifying

any security module to be used for adding further secu-

rity to the data object. Furthermore, the user interface

module 302 prompts the data object provider to input

usage information, e.g. his conditions for the usage of

the data object. The usage information may comprise the

kind of user who is authorized to use the data object,

the price for different usages of the object etc. The

header information and the usage information, which may

be entered in the form of predetermined codes, is then

passed to the control module 301. which calls the packa-

ging module 303 and passes the information to it.

The packaging module 303 calls the control data

creation module 304, which first creates a header file,

then creates header data on the basis of the header

information entered by the data object provider and

finally stores the header data, step 404-405. Then a

usage data file is created, usage data created on the

basis of the usage information entered by the data pro-

vider, and finally the usage data is stored in the usage
data file, step 406-407.

The packaging module 303 then applies any format and

security modules 306, 307 specified in the header file,

steps 408-413, to the data object.

Next, the packaging module 303 concatenates the

usage data file and the data object and stores the result

as a temporary file, step 414. The packaging module 303

calls the encryption module 305, which encrypts the tem-

porary file, step 415. The level of security will depend

somewhat on the quality of the encryption and key methods
used.

Finally, the packaging module 303 concatenates the

header file and the encrypted temporary file and saves
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the result as a single file, step 416. This final file is

the data package which may now be distributed by file

transfer over a network, or on storage media such as CD-

ROM or diskette,

Example 1

An example of how the data packaging program 19 can

or by some other means.

be used will now be described with reference to Figs 5
and 6.

puter graphics artist, who wants to distribute an image

In this example the data object provider is a com-

that can be used as clip art, but only in a document or

file which is packaged according to the method of the

invention and which has usage conditions which do not

permit further cutting or pasting. The artist wants to

provide a free preview of the image, but also wants to be

paid on a per use basis unless the user is willing to pay

The artist

will handle payment and usage authorization on a dial—up

line to his data processor.

The artist uses some image creation application,

a rather substantial fee for unlimited use.

such as Adobe's Photoshop to create his image. The artist

then saves the image to file in an appropriate format for

distribution, such as the Graphical Interchange Format

(GIF). The artist then starts his data packaging program

and enters an object identifier, a title, a format code

and a security code, which in this example are

”l23456789”, ”image",”a”, and "b", respectivelys In this

example, the format code "a" indicates that no format

code need be applied,

the GIF format is appropriate and already compressed.

Furthermore, the security code ”b” indicates that no

security module need be applied and this code is selected

and this code is selected since

since the security achieved by the encryption performed

by means of the encryption module 305 is considered

appropriate by the artist.

Then the artist enters his dial-up phone number, his

price for a single use of the image and for unlimited use

of the data object, a code for usage types approved, and
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for number of usages approved. For this purpose, the user

interface module 302 may display a data entry form.

The data packaging program 19 creates control data

on the basis of the information entered by the artist and
stores the data in the header file and in the usage data

file as shown in Figs 5 and 6, respectively. This data

consitutes a general set of control data which is not

specifically adapted to.a single user, but which indi-

cates the conditions of usage determined by the artist
for all future users.

Then the package program 19 concatenates the data

object and the control data in accordance with steps

414-416 of Fig. 4 to achieve the secure package. No for-

mat module or security module is applied to the data

object, since they are not needed according to the data
in the header file.

when the secure package has been obtained, the

artist sends it to a bulletin board, from where it can be

retrieved by a user.

Example 2

Below, another embodiment of the data packaging pro-

gram 19 will be described with reference to Figs 7412b.

In this example, the data object consists of a video

film, which is created by a film company and sent to a

broker together with the predetermined conditions 42 for

usage of the video. The broker loads the video 24 to the

bulk storage 17 of his data processor. Then, he uses his

data packaging program 19 to create a general set of

control data 50 based on the predetermined conditions 42

for usage indicated by the film company. Furthermore, the

address to the video in the bulk storage 17 is stored in

an address table in the control database 20 or somewhere

else in the memory 11. It could also be stored in the

general set of control data 50. Finally, the general set

of control data 50 is stored in the control database 20.

It could also be stored somewhere else in the memory 11.
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After these operations, which correspond to steps 401-407

of Fig. 4, the data packaging program is exited.

Fig. 8a shows the general set of control data for

the video according to this example. Here the control

data includes an identifier, a format code, a security

code, the number of usage elements, the size of the data

object, the size of the usage elements and two usage ele-

ments, each comprising an identifier field, a size field .

and a data field. The identifier may be a unique number

in a series registered for the particular broker. In this

example, the identifier is ”123456789", the format code

"0010", indicates the format of a

AVI video and the security code is ”O0l0”. Furthermore,
the first

the video

number of

which, in this example,

usage element defines the acceptable users for

and the second usage element data defines the

viewings of the video purchased by a user. The

first usage element data is 1 which, for the purposes of

this example will signify that only education oriented

users are acceptable to the film company. The data field

of the second usage element data is empty, since at this

stage no viewings of the video has been purchased.

Managing Object Transfer:

The broker wants to transfer data objects to users

and enable controlled usage in return for payment of

usage fees or royalties. Managing the broker-user busi-

ness relationship and negotiating the transaction between

the broker and the user can both be automated, and the

control data structure can provide unlimited support to

these operations. The payment can be handled by trans-

mitting credit card information, or the user can have a

debit or credit account with the broker which is password

activated. Preferably, payment should be confirmed before

the data object is transferred to the user.

Data packaging:

When a user wants to use a data object, he contacts

the broker and requests authorization for usage of the

data object. When the request for authorization is recei-
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ved in the broker's data processor, a data program compa-

res the usage for which authorization is requested with

the usage control elements of the control data of the

data object to see if it complies with the predetermined

conditions for usage indicated therein. The comparison

may include comparing the user type, the usage type, the

number of usages, the price etc. If the requested usage

complies with the predetermined conditions the authoriza-

tion is granted, otherwise it is rejected. «

V Fig. 9 is a data flow diagram of the data packaging
on the broker's data processor, which occurs in response

to a granted request from a user for authorization for

usage of the video, e.g. a granted request for the pur-
chase of two viewings.

In response to a granted request, the broker again

applies the data packaging program 19. The general set of

control data 50 and the data object 24 are input to the

program from the control database 20 and the bulk storage

17, respectively. The program creates a user set of con-

trol data 60 on the basis of the general set of control

data 50 and concatenates the user set 60 and the data

object 24 to create a secure data package 40, which may

then be transferred to the user by any suitable means. A

copy of the user set of control data is preferably stored

in the broker's control database. This gives the broker a

record with which to compare subsequent use, e.g. when a

dial-up is required for usage.

Fig. 10 is a flow diagram of an exemplary procedure

used for creating a user set of control data and for

packaging the user set of control data and the video into

a secure package. Here, the procedure will be described

with reference to the general set of control data shown

in Fig. 8a.

The user set of control data 60, i.e. a set of con-

trol data which is adapted to the specific user of this

example, is created in steps 1001-1003 of Fig. 11. First,

the general set of control data 50 stored in the control
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database is copied to create new control data, step 1001.

Second, a new identifier, here ”123456790”, which unique-

ly identifies the user set of control data, is stored in

the identifier field of the new control data 60, step

5 1002. Third, the data field of the second usage element

is updated with the usage purchased, i.e. in this example

with two, since two viewings of the video were purchased,
step 1003.

The thus-created user set of control data, which

10 corresponds to the general set of control data of Fig. 8a
is shown in Fig. 8b.

The user set of control data is stored in the con-

trol database 20, step 1004. Then, the video, which is

stored in the bulk storage 17, is copied, step 1005. The

15 copy of the video is concatenated with the user set of

control data, step 1006. The security code 0010 specifies

that the entire data package 40 is to be encrypted and

that the user program 35 must contain a key which can be

applied. Accordingly, the whole data package is encryp-

20 ‘ted, step 1007. Finally, the encrypted data package is

stored on a storage media or passed to a network program,
step 1008, for further transfer to the user.

Fig. 11 is a memory image of the video 24 and the

user control data 60. The user control data and a copy of

25 the video 24 are concatenated as shown in Fig. 12a. The

encrypted data package 40 is shown in Fig. 12b.

The procedure of Fig. 10 can be implemented by the

data packaging program of Fig. 3. As an alternative to

the procedure of Fig. 10, the user set of control data

30 can be created as in steps 1001-1003 and saved in a

header file and in a usage data file, whereafter steps

408-416 of the data packaging program of Fig, 4 can be

performed to create the secure package.

The above-described process for creating a user-

35 adapted set of control data may also be used by a user

who wants to redistribute a data object or by a broker

who wants to distribute the data object to other brokers.
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Obviously, redistribution of the data object requires

that redistribution is a usage approved of in the control

data of the data object. If so, the user or the broker

creates a user set of control data by adding new control

elements and possibly changing the data fields of old

control element to reflect the relation between the

author and the current user/broker and between the cur-

rent user/broker and the future user/broker. In this way,

an audit trail is created.

The user's data processor:

The user's data processor, which is shown in Fig.

13, is a general or special purpose processor, preferably

with network capabilities. It comprises a CPU 25, a

memory 26, and a network adapter 27, which are intercon-

nected by a bus 28. As shown in Fig. 13, other conven-

tional means, such as a display 29, a keyboard 30, a

printer 31, a sound system 32, a ROM 33, and a bulk

storage device 34, may also be connected to the bus 28.

The memory 26 stores network and telecommunications pro-

grams 37 and an operating system (05) 39. All the above-

mentioned elements are well-known to the skilled person

and commercially available. For the purpose of the pre-

sent invention, the memory 26 also stores a user program

35 and, preferably, a database 36 intended for the con-

trol data. Depending upon the current operation, a data

package 40 can be stored in the memory 26, as shown, or

in the bulk storage 34.

The user program:

The user program 35 controls the usage of a data

object in accordance with the control data, which is in-

cluded in the data package together with the data object.

14,

program control module 1401 a user interface module 1402,

As shown in Fig. the user program 35 comprises a

a usage manager module 1403, a control data parser module

1404, a decryption module 1405, one or more format modu-

les 1406, one or more security modules 1407, and a file.

transfer program 1409.
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The control module 1401 controls the execution of

the other modules. The user interface module 1402 handles

interactions with the user. The usage manager module 1403

unpackages the secure package 40. It uses the control

5 data parser module 1404, the decryption module 1405, the

format modules 1406, and the security modules 1407.

The format modules 1406 comprise program code, which

is necessary to handle the data objects in their native

format, such as decompression and data format procedures.

10 The security modules 1407 comprises program code required

to implement security above the lowest level, such as

access control, usage control and more sophisticated de-

cryption than what is provided by the basic decryption

module 1405. p

15 The user program 35 can contain many different types

of both format and security modules. However, they should

be complementary with the format and security modules

used in the corresponding data packaging program. The

usage manager module 1401 applies the format and security

_ 20 modules which are necessary to use a data object and

which are specified in its control data. If the proper

format and security modules are not available for a par-

ticular data object, the usage manager module 1401 will

not permit any usage.

25 The decryption module 1405 can be the above-mentio-

ned Filecrypt Visual Basic subprogram or some other com-

mercially available decryption program. It can also be a

custom designed decryption module. The only restriction

is that the decryption module used in the user program is

30 complementary with the encryption module of the data
packaging program. .

The control data parser module 1403 performs the

reverse process of the control data creation module 304

in Fig. 3. A

35 The user program 35 can have code which controls use

of the program by password or by any other suitable

method. A password may be added in a password control
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element during packaging of the data object. The password

is tranferred to the user by registered mail or in any

other appropriate way. In response to the presence of the

password control element in the control data structure,

the user program prompts the user to input the password.

The input password is compared with the password in the

control data, and if they match, the user program conti-

nues, otherwise it is disabled.

The user program 35 can also have procedures which

alter the behavior of the program (e.g. provide filters

for children) according to the control data of the user

object 41. It is important to mention that the user pro-

gram 35 never stores the object in native format in user

accessible storage and that during display of the data

object the print screen key is trapped.

The file transfer program 1409 can transfer and

receive files via network to and from other data pro-

cessor.

Since the data object is repackaged into the secure

package after the usage, the user program should also

include program code for repackaging the data object. The

program code could be the same as that used in the cor-

responding data packaging program 19. It could also be a

separate program which is called from the user program.

Operation of the user program:

The operation of an embodiment of the user program

35 will now be described with reference to the block

diagram of Fig. 14 and the flow diagram of Fig. 15.

First the user receives a data package 40 via file

transfer over a network, or on a storage media such as

CD3ROM or diskette, or by any other appropriate means,

step 1501. He then stores the data package as a file on

his data processor, step 1502.
when the user wants to use the data object, he

starts the user program 35, step 1503. Then he requests

usage of the data object, step 1504. The request is

received by the user interface module 1402, which noti-
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fies the control module 1401 of the usage request. The
control module 1401 calls the usage manager module 1403
and passes the usage request.

The usage manager module 1403 reads the format code

5 from the data package to determine the control data for-

mat. Then it calls the decryption module 1405 to decrypt
and extract the control data from the data package- The
usage manager module 1403 applies the decryption module

1405 incrementally to decrypt only the control data.

10 Finally, it stores the control data in memory, step 1505.’
The usage manager module 1403 then calls the control

data parser module 1404 to extract the data fields from
the usage elements. ‘

The usage manager module 1403 then compares the user

15 request for usage with the corresponding control data,
steps 1506-1507. If the requested usage is not permitted

in the control data, the requested usage is disabled,
step 1508. However, if the requested usage is approved of
in the control data, the usage manager module 1403 app-

20 lies any format and security modules 1406, 1407 specified
in the header data or usage data, steps 1509-1514, to the
data package.

Then the usage manager module 1403 calls the decryp-
tion module 1405, which decrypts the object data, step

25 1515, whereafter the requested usage is enabled, step
1516. In connection with the enabling of the usage, the
control data may need to be updated, step 1517. The con-

trol data may for instance comprise a data field indica-

ting a limited number of usages. If so, this data field
30 is decremented by one in response to the enabling of the‘

usage. When the user has finished usage of the data

object, the user program 35 restores the data package in
the secure form by repackaging it, step 1518. More

particularly, the data object and the usage elements are

35 reconcatenated and reencrypted. Then the header elements

are added and the thus-created package is stored in the
user's data processor.
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Example 1 contd.

A specific example of how the user program operates

will now be described with reference to Figs 6 and 15.

The example is a continuation of Example 1 above, where

an artist created an image and sent it to a bulletin
board.

Assume that a user has found the image at an elec-

tronic bulletin board (BBS) and is intrested in using it.

He then loads the data package 40 containing the image to
his data processor and stores it as a file in the bulk

storage. The user then executes the user program 35 and

requests to preview the image. The user program then per-

forms steps 1505-1507 of the flow diagram in Fig. 15. The

request for a preview of the image is compared with the

data field of the usage element "code for usage type

approved”. In this example, the code "9" designates that

previews are permitted. Thus, the requested preview is

OK. Then, the user program 35 performs step 1509-1515 of

Fig. 15. Since the format code "a" and the security code

"b" of the header data indicate that neither conversion,

nor decompression, nor security treatment is required,

the user program only decrypts the object data. The usage
manager module 1403 then displays the preview on the

user's data processor and passes control back to the user
interface 1402.

when the user is finished previewing the image, the

user interface module 1402 displays the costs for usage

of the image in accordance with the price usage data of

the control data ("price for single use” and "price for

unlimited use" in Fig. 6) and prompts the user to enter a

purchase request. The user decides to buy unlimited use

of the image, and the user interface module 1402 inputs

purchase information, such as an identification, billing,

and address for that request and passes the request to

the control module 1401. The control module calls the

file transfer program 1409, which dials the artist's

dial-up number as indicated in the usage data ("control
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element for artist's phone number” in Fig. 6) and trans-

fers the request and purchase information to a broker

program on the artist's data processor. Upon approval of

the purchase, the broker program returns a file contain-

5 ing an update for "usage type approved” control elements.

The update is "10" for the usage type approved, which in

this example indicates that unlimited use by that user is

permitted. The file transfer program 1409 passes this

update to the usage manager module 1403 which updates the

10 control data with the "usage type approved” code. The

user interface module 1402 then displays a confirmation

message to the user.

Subsequently, the user interface module inputs a

request to copy the image to a file packaged according to

15 this invention, on the user's machine. The usage manager

module then compares the user request control data. The

usage manager module examines the data filed for "usage

type approved”, which now is "10". The usage manager

module copies the image to the file. '

20 When the user is finished with the image, the usage

manager module 1403 repackages the image as before except

with updated control data. This repackaging process is

exactly like that shown in Fig. 4, except that the header

and usage data already exist, so the process starts after

25 step 406 where control data is created.

Improved security

If the data object provider wants to improve the

security of a data package containing a data object, a

security module 307 containing a sophisticated encryption

30 algorithm, such as RSA, could be used. In that case the

packaging module 303 calls the security module 307 in

step 412 of the flow diagram of Fig. 4. The security

module encrypts the image and passes a security algorithm

code to the control data creation module 302, which adds

35 a control element for the security module code, which

will be detected by the user program 35. Then the data

packaging continues with step 414. When the data package
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is sent to the user, the public key is mailed to the user

by registered mail. when the user program is executed in

response to a request for usage of this data object, the

usage manager module will detect the security module code

in the control data and call the security module. This

module passes control to the user interface module 1402,

which requests the user to input the public key. If the

key is correct, the user security module applies comple-

mentary decryption using that key and passes a usage

approved message to the usage manager module, which en-

ables the usage.

As another example of improved security, a security

module may implement an authorization process, according

to which each usage of the data object requires a dial-up

to the data processor of the data object provider. When

the corresponding security module code is detected by the
user program 35, the relevant security module is called.

This module passes a request for authorization to the

control module 1401, which calls the file transfer pro-

gram 1409, which dial the data object provider's dial-up

number, which is indicated in a usage element and trans-

fers the request for authorization of usage. Upon a

granted authorization, the data provider's data processor

returns a usage approved message to the user security
module, which forwards the approval t1 the usage control
module,

further
which enables one usage. If the user requests

usages of the data object, the authorization pro--
cess is

data object security.

Example 2 contd.

A further specific example of how the user program

repeated. This procedures results in a permanent

35 operates will now be described with reference to Fig.

16. The example is a continuation of Example 2 above,

where a user purchased two viewings of a video film from
a broker.

The user wants to play the video which was purchased

and transferred from the broker. The user applies the
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user program 35, step 1601, and requests to play the

video, step 1602. The user program 35 first examines the

user set of control data 60, step 1603. In this example,
the user program 35 contains only those format and secu-

5 rity modules for objects with format code of 0010 and

with a security code of 0010. Consequently, only those

types of data objects may be used. If the program encoun-

ters other codes it will not enable the usage action,
step 1604-1605.

10 Next, the user program 35 compares the first control

element data which is l, for educational users only, to 0

user information entered by the user on request of the

user program. Since the user type entered by the user is

the same as that inicated in the first usage element the

15 process continues, steps 1606-1607. Then the user program

checks the second control element data which specifies

that the number of plays purchased is 2. Consequently,

the usage is enabled, step 1609. The user program applies

the decryption module with the universal key and the AVI

20 format video is displayed on the display unit 29. Then,

the second control element data is decremented by one,

step 1610. Finally, the video is repackaged, step 1611

Implementation of Variable and Extensible Object Control:
Object control is achieved through the interaction

25 of the data packaging program 19 and the usage program 35

with the control data. Variation of object control can be

applied to a particular object by creating a control data

format with control elements defining the control varia-

tion and the circumstances in which the variation is app-

30 lied. Program procedures should then be added to program

modules to process the control elements. For example,

suppose a broker wants to allow students to print a par-

ticular article for free but require business users to

pay for it. He defines control elements to represent the

35 user types student and business and the associated costs

for each. He then adds program logic to examine the user

type and calculate costs accordingly. Object control is
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extensible in the sense that the control data format can

have as many elements as there are parameters defining
the rules for object control.

Implementation of Variable and Extensible Object
Security:

Object security is also achieved through the inter-

action of the data packaging program 19 and the user pro-

gram 35 with the control data. Security process and en-

cryption/decryption algorithms can be added as program

modules. Variation of object security can be applied to a

particular object by creating a control data format with

control elements defining the security variation and the

circumstances in which the variation is applied. Program

procedures should be added to program modules to process

the control elements. For example, suppose a broker wants

to apply minimal security to his collection of current

news articles but to apply tight security to his encyclo-

pedia and text books. He defines a control element for

security type. He then adds program logic to apply the

security algorithms accordingly. Object security is

extensible in the sense that multiple levels of security

can be applied. The level of security will of course be

dependent on the encryption/key method which is implemen-

ted in the security modules. One level of security may be

to require online confirmation when loading a data object

to the user's data processor. This can be implemented in

program code in a security module. This permits the bro-

ker to check that the object has not already been loaded

as well as double check all other parameters.

It is also important to have version control with

time stamping between the usage program and the user's

control database. Otherwise the database can be duplica-

ted and reapplied to the user program. The user program

can place a time stamp in the control database and in a

hidden system file each time the control database is

accessed. If the time stamps are not identical, the con-

trol database has been tampered with and all usage is
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disabled. Program code for handling time stamps can

reside in a security module.

Handling Composite Objects:

A composite object can be handled by defining a con-

5 trol data format with control elements defining relation-

ships between constituent objects and by defining a

parent/child element and a related object id element. For

example, suppose a broker wants to include a video and a

text book in an educational package. He creates a parent

10 object with control elements referring to the video and

textbook objects. He also includes control elements in

the control data for the video object and the textbook

object referring to the parent object. Finally, he adds

program procedures to program modules to process the

15 control elements.

In other words, when the data object is a composite

data object including at least two constituent data

objects, a respective general set of control data is

created for each of the constituent data object and the_

20 composite data object. In response to a request from a

user, a respective user set of control data is created

for each of the constituent data objects as well as for

the composite data object.

Examples of various data package structures for

25 composite objects are given in Fig. 17. .

Another side of composite objects is when the user

wants to combine data objects for some particular use.

Combination is a usage action that must be permitted in

each constituent data object. A new data object is

30 _created with control data linking the constituent data

objects. Each constituent data object retains its origi-

nal control data which continues to control its subse-

quent usage.

when a user requests authorization for usage of one

35 constituent data object in a composite data object, a

user set of control data is created only for that consti-
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tuent data object and concatenated only with a copy of

that constituent data object.

Scaleable Implementation:

The flexible control data structure and modular pro-

gram structure permit almost boundless extensibility with

regard to implementation of the owner's requirements for

usage control and royalty payment. The control data

structure can include control elements for complex user

types, usage types, multiple billing schemes, artistic or

ownership credit requirements and others. Security modu-
les can be included which interact

the control data structure and the

with any variation of

control data. Security

modules could require a dial up to the brokers data pro-

cessor to approve loading or usage actions and to imple-

ment approval authentication mechanisms.

User acting as a broker:

A limited or full implementation of the broker's

data packaging program can be implemented on the user's

machine to permit further distribution or reselling. How-

ever, only those data objects with control data permit-

ting further distribution or reselling are enabled in

that way.

Rebrokering

An author of a data object may want to allow his

original broker to distribute his data objec to other

brokers whom will also distribute his image. He then

includes a control element which enables rebrokering in

tne control data before distributing the data object with

its associated control data to the origingal broker. Upon

request for rebrokering, the original broker copies the

general set of control data and updates the copy to

create a user set of control data which will function as

the general set of control data on the subsequent brokers

data processor. The original broker packages the data

object with the user set of control data and transfers

the package to the subsequent broker. The subsequent

broker then proceeds as if he were an original broker.
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Automated transaction negotiation

This is an example of how the predetermined condi-

tions for usage included in the control data can be used

for achieving automated transaction negotiation.

Suppose some company wnats to provide a computer

automated stock trading. Buy and sell orders could be

implemented in the form of data packages and a user pro-

gram could process the data packages and execute trans-

actions. Data packages could carry digital cash and

manage payment based on conditions defined in the control
data.

In this example, the buy order is created using a

data packaging program according to the invention on the

buyer's data processor. The sell order is created using

the data packaging program on the seller's data proces-

sor. Both orders are used by the the user program on the

stock trader's data processor. The usages would take the

form of using a sell order data package to sell stock and

a buy order data package to buy stock. The rules or con-

ditions for buying and selling stocks could be indicated

in the control data of the packages. The data object con-

sists of digital money. In this context it is important

to remember that digital money is merely data which

references real money or vitual money that is issued and

maintained for the purpose of digital transactions.

In this example the buyer starts with a digital

money data file. He uses the data packaging program to

create control data, e.g. kind of stock, price, quantity,

for the purchase, and he then packages the digital money

data file and the control data into a secure package as
described above.

The seller starts with an empty.data file. This

empty file is analogous to the digital money data file

except it is empty. The seller creates control data, e.g.

kind of stock, price, quantity, and packages the empty

file and the control data into a secure package.
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Both the sell order package and the buy order pack-

age are transferred to the data processor of the stock

trading company, where they are received and stored in

the memory. The user program of the stock trading company

5 examines the control data of the buy and sell order

packages in the same way as has been described above and

looks for a match. Upon identifying matched buy and sell

orders the user program executes a transaction, whereby

the digital money is extracted from the buy order data

10 package and transferred to the sell order package. Then

the control data of the data packages is updated to

provide an audit trail. Both packages are repackaged in

the same manner as they were previously packaged and then
transferred back to their authors.

15 The above described technique could be used for

selling and buying any object as well as for automated

negotiations. Payment may be carried out in other ways

than by digital money. _

In the general case, the data processor of the user

20 decrypts the usage control elements of the user sets of

control data and examines the usage control elements to

find a match. In response to the finding of a match, the

user's data processor carries out an action which is

specified in the user set of control data.

25
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CLAIMS

1. A method for managing a data object so as to

comply with predetermined conditions for usage of the

data object, comprising the steps of:

- storing the data object in a memory device, where

it is accessible by means of a data object provider's

data processor;

- creating, by said data processor, a general set of

control data for the data object based on said predeter-

mined conditions for usage, said general set of control

data comprising at least one or more usage control ele-

ments defining usages of the data object which comply

with said predetermined conditions;

— storing said general set of control data in a

memory device, where it is accessible by said data pro-
cessor;

- concatenating the general set of control data with

a copy of the data object; and g

- encrypting at least the copy of the data object

and said one or more usage control elements to create a

secure data package which is ready for transfer to a
user.

2. A method as set forth in claim 1, wherein the

step of encrypting comprises encrypting the data object

and the general set of control data. '

3. A method as set forth in claims 1 or 2, wherein

the step of creating control data comprises creating an

identifier which uniquely identifies the general set of

control data.

4. A method as set forth in claims 1, 2 or 3,

in the step of creating a general set of control data

where-

comprises creating a security control element which iden-

tifies a security process to be applied before usage of

the data object is allowed.

5. A method as set forth in any of the preceding

claims, wherein the step of creating a general set of
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control data Comprises creating a format control element

which identifies the format of the control data.

6. A method as set forth in any of the preceding

claims, comprising the further steps of:

- creating, in response to‘a request for authoriza-

tion for usage of the data object by a user, a user set

of control data, which comprises at least a subset of the

general set of control data, including at least one of

said usage control elements;

- using the user set of control data instead of the

general set of control data in said concatenating step;

- using the at least one usage control element of

the user set of control data instead of the one or more

usage control elements of the general set of control data

in the encrypting step;

— checking, before allowing transfer of the data

package to the user, that said request for authorization

for usage of the data object has been granted.

7. A method as set forth in any of the preceding_
claims, further comprising the steps of receiving in said

data processor the request for authorization for usage by

a user; comparing the usage for which authorization is

requested with said one or more usage control elements of

the general set of control data and granting the authori-

zation if the usage for which authorization is requested

complies with the usages defined by said one or more

usage control elements.

8. A method as set forth in claim 7, further compri-

sing the step of securing payment for the requested

authorization for usage before granting the authoriza-
tion. ‘

9. A method as set forth in any one of claims 6-8,

wherein the data object is composed of at least two con-

stituent data objects and wherein the user set of control

data,

usage of one of said constituent data objects by a user,

is created only for that constituent data object and

in response to a request for authorization for
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concatenated only with a copy of that constituent data

object.

10. A method as set forth in any one of claims 6-9,

wherein the data provider's data processor is connected

to a data network and the request for authorization is

received from a data processor of the user, which is also

connected to the data network, further comprising the

step of transferring the data package through the data

network to the user's data processor.

11. A method as set forth in any one of claims 6-8

or 10, wherein the data object is a composite data object

including at least two constituent data objects and

wherein the step of creating a general set of control

data comprises the step of creating a respective general

set of control data for each of the constituent data

objects and the composite data object and wherein the

step of creating a user set of control data comprises the

step of creating a respective user set of control data

for each of the constituent data objects and the compo-

site data object.

12. A method as set forth in any one of claims 6-11,

comprising the further step of storing a copy of the user

set of control data in the data object provider's proces-
sor.

13. A method as set forth in any of the preceding

claims, comprising the further steps of:

- receiving the data package in a user's data pro-
cessor;

— storing the data package in a memory device where

it is accessible by means of the user's data processor;

- decrypting said one or more usage control ele-

ments;

— checking, in response to a request by the user for

usage of the data object, whether the requested usage

complies with the usage defined by the at least one usage

control element of the general set of control data;
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— decrypting, in response to the requested usage

complying with the usage defined by the at least one

usage control element of the general set of control data,

the data object and enabling the requested usage, other-
wise disabling it.

14. A method as set forth in any one of claims 6-12,

comprising the further steps of:

- receiving the data package in a user's data pro-
cessor;

- storing the data package in a memory device where

it is accessible by means of the user's data processor:

- decrypting the at least one usage control element

of the user set of control data;

- checking, in response to a request by the user for

usage of the data object, whether the requested usage

complies with the usage defined by the at least one usage
control element of the user set of control data;

- decrypting, in response to the requested usagev

complying with the usage defined by the at least one

usage control element of the user set of control data,

the data object and enabling the requested usage, other-
wise disabling it.

15. A method as set forth in claims 13 or 14, com-

prising the further steps of reconcatenating, after the
usage of the data object, the data object and the one or

more usage control elements, reencrypting at least the

data object and the one or more usage control elements,

and storing the thus-repackaged data package in the
memory of the user's data processor.

16. A method for controlling the usage by a user of

a data object so as to comply with predetermined condi—.

tions for usage of the data object, comprising the steps

of: _

- storing a data package in a memory device, where

it is accessible by means of a data processor of the

user, said data package comprising the data object and

control data, which comprises at least one usage control
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element defining a usage of the data object which comp-

lies with the predetermined conditions, the data object

and said at least one usage control element being en-

crypted; ’

5 — receiving a request by the user for usage of the

data object;

- decrypting the control data:

- checking, in response to the request by the user

for usage of the data object, whether the requested usage

10 complies with the usage defined by the at least one usage
control element of the control data;

- decrypting, in response to the requested usage

complying with the usage defined by the at least one

usage control element of the control data, the data

15 object and enabling the requested usage, otherwise dis-

abling 1:. . '

17. A method as set forth in claim 16, wherein the

usage control element is updated after the usage of the

data object.

20 18. A method as set forth in claims 16 or 17, where-

in said control data comprises an indication of the

number of times the user is authorized to use the data

object in accordance with said at least one user control

element; wherein the requested usage of the data object

25 is only enabled when said number of times is one or more;

and wherein said number of times is decremented by one

when the requested usage is enabled.

19. A method as set forth in any one of claims

16-18, wherein the control data comprise a security con-

3O trol element, and further comprising the step of carrying

out, before each usage of the data object, a security

procedure defined in the security control element.

20. A method as set forth in any one of claims

16-19, wherein the step of checking whether the requested

35 usage complies with the usage defined by the at least one

usage control element comprises the step of checking that

the user's data processor is capable of carrying out the
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security procedure specified in the security control ele-

ment of the user set of control data, and if not, dis-

abling the usage.

2l. A method as set forth in any one of claims

16-20, comprising the further steps of reconcatenating,

after the usage of the data object, the data object and

the one or more usage control elements, reencrypting at

least the data object and the one or more usage control

elements, and storing the thus-repackaged data package in

the memory of the user's data processor.

22. A system for managing a data object so as to

comply with predetermined conditions for usage of the

data object, comprising

- first means in the data object provider's data

processor for creating a general set of control data for

the data object based on the predetermined conditions for

usage, said general set of control data comprising at

least one or more usage control elements defining usages

of the data object which comply with the predetermined

conditions;

- storing means, which are accessible by means of

said data processor, for storing the data object and the

general set of control data:

- concatenating means for concatenating the general

set of control data with a copy of the data object; and

- encrypting means for encrypting the copy of the

data object and at least said one or more usage control

elements to create a secure data package, which is ready

for transfer to a user.

23. A system as set forth in claim 22, further com-

prising

- second means in said data processor for creating,

in response tofla request for authorization for usage of

the data object by a user, a user set of control data,

which comprises at least a subset of the general set of

control data, which subset comprises at least one of said

usage control elements; and
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— checking means in said data processor for checking

that said request for authorization for usage of the data

object has been granted before allowing transfer of the

data package to the user.

5 24. A system as set forth in claims 22 or 23, where-

in the general set of control data comprises a control

data element which defines the right to further distribu-

tion of the data object by the user.

25. A system for controlling the usage by a user of

10 a data object so as to comply with predetermined condi-

tions for usage of the data object, comprising

— storing means for storing a data package which

comprises a data object and a control data comprising at

least one usage control element defining a usage of the

15 data object which complies with the predetermined condi-

tions;

- means for decrypting the at least one usage con-

trol element and the data object:

- checking means for checking whether a usage re-

20 quested by the user complies with the usage defined by

said at least one usage control element;

- enabling means for enabling the usage requested by

the user when the usage complies with the usage defined

by said at least one usage control element; and

25 - disabling means for disabling the usage requested

by the user when the usage does not comply with the usage

defined by said at least one usage control element.

26. A system as set forth in claim 25, further

"comprising means for repackaging the data object after

30 usage thereof.

27. A method for controlling the usage by a user of

data objects so as to comply with predetermined condi-

tions for usage of the data objects, comprising the steps
of:

35 - storing at least two data packages in a memory

device, where they are accessible by a data processor of

the user, each said data package comprising a data object
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and a user set of control data, which comprises at least

one usage control element defining a usage of the data

object which complies with the predetermined conditions,

the data object and said at least one usage control

elements being encrypted;

— decrypting the usage control elements of the user
sets of control data;

- examining the usage control elements of said at

least two data packages to find a match;

- using, in response to the finding of a match, the

data processor to carry out an action, which is specified
in the user sets of control data.

28. A method as set forth in claim 27, comprising
the further steps of updating the usage control element

of each data package, reconcatenating after the usage of
the data objects, each of the data object and its usage
control element, reencrypting each of the concatenated

data objects and its usage control element and trans-

ferring the repackaged data objects to their creators.
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ABSTRACT:

In accordance with a first aspect of the present invention, a security sensitive program that
operates with a secret is made tamper resistant by distributing the secret in space as well as in
time. in accordance with a second aspect of the present invention, a security sensitive program is
made tamper resistant by obfuscating the program. In accordance with a third aspect of the
present invention, a security sensitive application is made tamper resistant by isolating its security
sensitive functions, and making the isolated security sensitive functions tamper resistant by
distributing the secrets of the security sensitive functions in time as well as in space, and/or
obfuscating the security sensitive functions. In one embodiment where obfuscation is employed,
the pseudo-randomly selected pattem(s) of mutations is (are) unique for each installation. in
accordance with a fourth aspect of the present invention, a security sensitive system with security
sensitive applications is made further tamper resistant by deploying an interlocking trust

mechanism. In accordance with a fifth aspect of the present invention, a content industry _
association, in conjunction with content manufacturers, content reader manufacturers, and
content player manufacturers of the industry joiniiy implement a coordinated

encryption/decryption scheme, with the player apparatus manufactured by the content player
manufacturers employing playing soflware mat include tamper resistant decryption functions.
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e Res tant _e r us

FT IVR0

1. I vn'

The present invention relates to the field of system security. More

specifically, the present invention relates to the tamper resistant methods and

apparatus.

2, n In

Many applications. e.g. financial transactions, unattended authorizations

and content management, require the basic integrity of their operations to be

assumed. or at least verified. While a number of security approaches such as

encryption and decryption techniques are known in the art. unfortunately, the security

approaches can be readily compromised, because these applications and the

secun'ty.approaches are implemented on systems with an open and accessible
architecture, that renders both hardware and software including the security '

approaches observable and modifiable by a malevolent user or a malicious program.

Thus, a system based on open and accessible architecture is a

iundarnentally insecure platform, notwithstanding the employment of security

measures. However, openness and accessibility offer a number of advantages.

contributing to these systems‘ successes. Therefore. what is required are techniques

that will render sottware execution virtually unobservable or unmoditiable on these

fundamentally insecure platforms, notwithstanding their openness and accessibility.‘

As will be disclosed in more detail below. the present invention of tamper resistant

methods and apparatus achieve these and other desirable results.

 

In accordance with a first aspect of the present invention, a security

sensitive program that operates with a secret is made tamper resistant by distributing

the secret in space as well as in time. The secret is partitioned into a number of

subparts, and the security sensitive program is unrolled into a number of subprograms
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that operate with the subparts, one subpart per subprogram. The subprograms are
then executed over a period of time. In one embodiment, the subprograms are further
interleaved with unrelated tasks. In one application. the security sensitive program is

a decryption program and the secret is a private key.

In accordance with a second aspect of the present invention, a security

sensitive program is made tamper resistant by obfuscating the program. The security

sensitive program is divided into a number of subprograms. and a plaintext

appearance location schedule is selected for the subprograms. An appropriate
mutated initial state is determined for each of the subprograms, except for the

subprogram where the program‘s entry point is located. The mutated initial states are
determined based on one or more pseudo-randomly selected patterns of mutations

that return the program to the initial state at the end of an execution pass. During

. execution. the subprograms are recovered when they are needed, one or more but

15 ' not all at a time, following the pseudo-randomly selected pattem(s) of mutations. In

one embodiment. each pseudo-randomly selected pattern of mutations is detennined

using a predetermined partnership function in conjunction with an ordered set of

pseudo—random keys. In one application, the security sensitive program is a

decryption program that operates with a secret private key. The decryption program
may or may not have been made tamper resistant by distributing the secret private key

in time as well as in space.

In accordance with a third aspect of the present invention, a security

sensitive application is made tamper resistant by isolating its security sensitive

functions. and making the isolated security sensitive functions tamper resistant by

distributing the secrets of the security sensitive functions in time as well as in space.

and/or obfuscating the security sensitive functions. In one embodiment where

obfuscation is employed. the pseudo-randomly selected pattem(s) of mutations is

(are) unique for each installation. In one application. the application is a content

management application having a decryption function.

In accordance with a fourth aspect of the present invention, a security

sensitive system with security sensitive applications is made further tamper resistant

by providing a system integrity verification program having tamper resistant integrity

verification kernels, that jointly deploy an interlocking trust mechanism with the tamper

resistant security sensitive functions of the security sensitive applications. In one
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application, the system is a content manipulation system. and the application is a
content management application.

In accordance with a fifth aspect of the present invention, a content

industry association, in conjunction with content manufacturers, content reader
manufacturers, and content player manufacturers of the industry jointly implement a
coordinated encryption/decryption scheme, with the player apparatus manufactured

by the content player manufacturers employing playing software that include tamper
resistant decryption functions.

IP D

The present invention will be described by way of embodiments, but not
limitations. illustrated in the accompanying drawings in which like references denote

similar elements, and in which:

Figure ‘I is a block diagram illustrating a first aspect of the present
invention for making a security sensitive program tamper resistant by distributing the

program's secret(s) in time and in space:

Figure .2 is a block diagram illustrating one embodiment of the first

aspect of the present invention including a subprogram generator for generating the
subprograms that operate with corresponding subparts of the distributed secret(s):

Figure 3 is a flow diagram illustrating one embodiment of the

operational flow of the subprogram generator of Figure 2;
Figure 4 is a block diagram illustrating a second aspect of the present

invention for making a security sensitive program tamper resistant by obfuscating the

various subparts of the security sensitive program;

Figure 5 la a block diagram illustrating one embodiment of a subpart of‘

the obfuscated program;

Figure 8 is a block diagram illustrating one embodiment of the second

aspect of the present invention including an obfuscation processor for generating the

obfuscated program:

Figure 7 is a graphical diagram illustrating distribution of key period for

the second aspect of the present invention;

Figures 8a - 8b are flow diagrams illustrating one embodiment of the

operational flow of the obfuscation processor of Figure 8;
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Figure 9 is a flow diagram illustrating one embodiment of the

operational logic of an obfuscated subprogram of the obfuscated program:
Figures 10 - 14 are diagrams illustrating a sample application of the

second aspect of the present invention;

Figure 15 is a block diagram illustrating ‘a third aspect of the present

invention for making a security sensitive application tamper resistant;

Figure 16 is a block diagram illustrating a fourth aspect of the present
invention for making a security sensitive system tamper resistant;

Figure 17 is a block diagram illustrating a fifth aspect of the present

invention for making security sensitive industry tamper resistant; and

Figures 18 - 19 are block diagrams illustrating an example computer

system and an embedded controller suitable for programming with the venous

aspects of the present invention.

 

in the following description. various aspects of the present invention will

be described. However, it will be apparent to those skilled in the en that the present

invention may be practiced with only some or all aspects of the present invention, For

purposes of explanation, specific numbers. materials and configurations are set forth in
order to provide a thorough understanding of the present invention. However. it will
also be apparent to one skilled in the art that the present invention may be practiced

without the specific details. in other instances, well known features are omitted or

simplified in order not to obscure the present invention.

Parts of the description will be presented in terms of operations performed

by a computer system, using terms such as data. flags, bits, values, characters, strings,
numbers and the like. consistent with the manner commonly employed by those skilled

in the art to convey the substance of their work to others skilled in the art. As well

understood by those skilled in the en. these quantities take the tom of electrical.

magnetic. or optical signals capable of being stored, transferred, combined. and

otherwise manipulated through mechanical end electrical components of the computer

system; and the term computer system include general purpose as well as special

purpose data processing mechines, systems, and the like. that are standalone. adjunct
or embedded.
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Various operations will be described as multiple discrete steps in turn in a
manner that is most helpful in understanding the present invention, however, the order
of description should not be construed as to imply that these operations are necessarily
order dependent, in particular, the order of presentation.

Referring now to Figure 1, a block diagram illustrating a first aspect of
the present invention is shown. In accordance with this first aspect of the present
invention. security sensitive program 100 is made tamper resistant by distributing its
secret in space as well as in time. The secret (not shown in totality) is ‘partitioned’
into subparts 101, and program 100 is unrolled into a number of subprograms 102
that operate with subparts 101; for the illustrated embodiment, one subpart 101 per
subprogram 102. Subprograms 102 are then executed over a period of time. As a
result. the complete secret cannot be observed or modified in any single point in
space nor in any single point in time.

For example, consider the artificially simple “security sensitive‘ program

for computing the result of X multiply by S. where S is the secret. Assuming S equals
to 8, S can be divided into 4 subparts, with each subpart equals 2, and the “security
sensitive‘ program can be unrolled lnto’4 subprograms with each program computing
A = A + (X multiply by 2). Thus, the complete secret 8 can never be observed or

modified in any point in space nor time. '

As a further example. consider the ‘security sensitive“ program for

computing the result of (X to the power of S) modulo Y, where S again is the secret.
if S equals 16. S can be divided into 8 subparts. with each subpart equals 2, and the
‘security sensitive‘ program can be unrolled into 8 subprograms with each program
computing A = (A multiply by ((X to the power of 2) modulo Y)) modulo Y. Thus. the
complete secret 16 can never be observed or modified in any point in space nor time.

As will be appreciated by those skilled in the art, the function (X to the

power of S) modulo Y is the basis function employed in many asymmetric key
(private/public key) schemes for encryption and decryption. Thus, by practicing this
first aspect of the present invention, an encryption/decryption function can be made

tamper resistant.
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In one embodiment. the subprograms are further interleaved with

unrelated tasks to further obscure the true nature of the tasks being performed by the

unrolled subprograms. The tasks may even have no purpose to them.

Figure 2 illustrates one embodiment of the first aspect of the present
invention including a subprogram generator for generating the subprograms. For the
illustrated embodiment, subprogram generator 104 is provided with the secret as

input. Furthermore. subprogram generator 104 is provided with access to library 105
having entry, basis and prologue subprograms 106. 108, and 109 for used in
generating subprograms 102 of a particular security sensitive program in view of the
secret provided. In other words, entry and basis subprograms 108 and 108

employed are different for different security sensitive programs. For the above
illustrated examples. in the first case, entry and basis subprograms 106 and 108 will
initialize and compute A = A + (X multiply by a subpart of S). whereas in the second '
case. entry and basis subprograms 106 and 108 will initialize and compute A = (A

multiply by ((X to the power of a subpart of S) modulo Y)) modulo Y. Prologue

subprogram 109 is used to perform post processing. e.g. outputting the computed

results as decrypted content. - ‘

For the illustrated embodiment. entry subprogram 108 is used in

particular to initialize an appropriate runtime table 1 10 for looking up basis values by

basis subprogram 108. and basis subprogram 108 is used to pertonn the basis

computation using runtime table 110. For the module function example discussed

above, runtime table 1 10 is used to return basis values for (X to the power of a

subpart of secret) modulo Y for various subpart values, and basis subprogram 108 is

used to perform the basis computation of A = (A multiply by (basis value of a subpart

of secret)) modulo Y. where A equals the accumulated intermediate results. A's initial
value is 1.

For example, entry subprogram 108 may initialize a runtime table 110

of size three for storing the basis values of bv1, bv2 and bv3. where bv1. bv2 and bv3V
equal (X to the power of 1) modulo Y, (X to the power of 2) modulo Y. and (X to the

power of 3) modulo Y respectively. For the modulo function (X to the power 5) modulo
Y. subprogram generator 104 may partition the secrets into two subparts with

subpart values 3 and 2, and generate two basis programs 108 computing A = (A '

Lkup(3)) modulo Y and A = (A ' Lkup(2)) modulo Y respectively.
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Figure 3 illustrates one embodiment of the operational flow of
subprogram generator 104 of Figure 2. For the illustrated embodiment, upon
invocation. subprogram generator 104 first generates an instance of entry

subprogram 106 for initializing at least an appropriate runtime lookup table 110
(Lkup) for returning the basis values of a modulo function for various subparts of a
secret, and an accumulation variable (A) to an appropriate initial state. step 112.
Subprogram generator 104 then partitions the secret into subparts. step 114. in one
embodiment. the partition is perfonned to require the least number of basis programs,
within the constraint of the basis values stored in mntime table 110.

Next, subprogram generator 104 sets a subpart of the secret as the

lookup index (LIDX), steps 116. Then. subprogram generator 104 generates the
cun'ent basis subprogram to compute A = [A multiply by Lkup (LlDX)] modulo Y, step A
118. Subprogram generator 104 repeats steps 116 - 118 for all subparts, until a
basis program has been generated for each subpart of the secret, step 120. Finally.

‘subprogram generator 104 generates an instance of prologue subprogram 109 for
perfonning post processing. as described earlier, step 122.

Figure 4 illustrates a second aspect of the present invention. In
accordance with this second aspect of the present invention. security sensitive

program 203 is made tamper resistant by obluscating the program. Security sensitive
program 203 is divided and processed into a number of obfuscated subprograms

.204. A plalntext (i.e. unmutated) appearance location schedule (i.e. where in
memory) is selected for obfuscated subprograms 204. For the illustrated
embodiment. the plalntext appearance location schedule is formulated in tenns of the

memory cells 202 of two memory segments, memory segment 201a and memory
segment 201 I). initially, except for the obfuscated subprogram 204 where the
program's entry point is located. all other obfuscated subprograms 204 are stored in
mutated states. obfuscated subprograms 204 are recovered or made to appear in

plalntext form at the desired memory cells 202, one or more at a time, when they are
needed for execution. and mutated again. once executions are completed. As will be

described in more detail below, the initial mutated states, and the process of recovery

are determined or performed, in accordance with one or more pseudo-randomly

selected pattem of mutations. The pseudo-randomly selected pattem(s) of mutations

is (are) determined using a predetermined mutation partnership function in
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conjunction with one or more ordered sets of pseudo-random keys. As a result.
obfuscated subprograms 204 cyclically mutate back to their respective initial states
after each execution pass. Actually. obfuscated subprograms 204 implementing the
same loop also cyclically mutate back to the loop entry states after each pass through
the loop.

For the illustrated embodiment. each obfuscated subprogram 204 and

each cell 202 are of the same size, and first memory segment 201a is located in high
memory, whereas second memory segment 201!) is located in low memory.
Furthermore, there are even number of obfuscated subprograms 204, employing

dummy subprogram if necessary.

Figure 5 illustrated one embodiment of subprogram 204. In
accordance with the present invention, for the illustrated embodiment, in addition to
original subprogram 102, obfuscated subprogram 204 is provided with mutation
partner identification function 200. mutation function 207. partner key 208 and jump
block 209. Original subprogram 102 performs a portion of the functions performed
by program 200. Original subprogram 102 may be an entry/basis/prologue
subprogram 106/108/109 in accordance with the first aspect of the present _
invention. Mutation partner identification function 206 is used to identify the partner

memory cells 202 for all memory cell 202 at each mutation round. In one
embodiment, the partner identification function 206 is the function: Partner Cell ID =
Cell ID XOR Pseudo-Random Key. For a pseudo-random key, mutation partner

identification function 206 will identify a memory cell 202 in the second memory

segment 201b as the partner memory cell for of a memory cell 202 in the first
memory segment 201a. and vice versa. Only ordered sets of pseudo-random keys
that will provide the required periods for the program and its loops will be employed.
The length of a period is a function of the pseudo-random keys‘ set size (also referred
to as key length). Mutation function 207 is used to mutate the content of the various
memory cells 202. In one embodiment. mutation function 207 XORs the content of
each memory cell 202 in first memory segment 201a into the partner memory cell
202 in second memory segment 201b in an odd mutation round. and XOFlS the

content of each memory cell 202 in second memory segment 201!) into the partner

memory cell 202 in first memory segment 201a in an even mutation round. Partner
key 208 is the pseudo-random key to be used by mutation partner identification
function 206 to identify mutation partners of the various memory cells 202 for a
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mutation round. Jump block 209 transfers execution control to the next obfuscated-
subprogram 204, which at the time of transfer, has been recovered into plaintext
through the pseudo-random pattern of mutations.

In one embodiment, an obfuscated subprogram 204 may also include

other functions being performed for other purposes or simply unrelated functions

being performed to further obscure the subpart functions being performed.

Figure 6 illustrates one embodiment of the second aspect of the

present invention including an obfuscation processor for processing and transforming
subprograms into obfuscated subprograms. For the illustrated embodiment.
obfuscation processor 214 is provided with program 200 as inputs. Furthermore.
obfuscation processor 214 is provided with access to pseudo-random keys‘ key
length lookup table 212, mutation partner identification function 200, and mutation
function 207. For the illustrated embodiment, obfuscation processor 214 also uses

two working matrices 213 during generation of obfuscated program 203. ‘

Key length lookup table 212 provides obfuscation processor 214 with

key lengths that provide the required periods by the program and its loops. Key
lengths that will provide the required periods is a function of the mutation technique
and the partnership function. Figure 7 illustrates venous key lengths that will provide
various periods for the first and second memory segment mutation technique and the
partnership function described above.

Flefen-lng back to Figure B. mutation partner identification function 206

identifies a mutation partner memory cell 202 for each memory cell 202. In one

embodiment, mutation partner Identification function 206 identifies mutation partner

memory cells in accordance with the ‘XOR’ mutation partner identification function
described earlier. Mutation function 207 mutates all memory cells 202. in one

embodiment. mutation function 207 rnutates memory cells 202 in accordance with

the two memory segments. odd and even round technique described earlier.

For the illustrated embodiment. working‘ matrices 213 include two

matrices M1 and M2. Working matrix M1 stores the Boolean functions of the current

state of the various memory cells 202 in terms of the initial values of memory cells

202. Working matrix M2 stores the Boolean functions for recovering the.plaintext of
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the various obfuscated subprograms 204 in terms of the initial values of memory cells
202.

Referring now to Figures 8a - ab, two block diagrams illustrating one
embodiment of obfuscation processor 214 are shown. For the illustrated
embodiment. as shown in Fig. 8a in response to a program input (in object form).
obfuscation processor 214 analyzes the program, step 216. In particular,
obfuscation processor 214 analyzes branch flow of the program, identifying loops
within the program. using conventional compiler optimization techniques known in the
art. For the purpose of this application. any execution control transfer. such as a call
and subsequent return. is also considered a ‘loop’.

Next, obfuscation processor 214 may perform an optional step of

peephole randomization. step 218. During this step, a peephole randomization pass
over the program and replaces code patterns with random equivalent patterns chosen
from an optional dictionary of such patterns. Whether it is performed depends on
whether the machine architecture of the instructions provide alternate ways of

accomplishing the same task.

Then, obfuscation processor 214 restructures and partitions the

program 200 intoa number of equal size subprograms 204 organized by their loop
levels. padding the subprograms 204 if necessary, based on the analysis results.
step 220. Except for very simple program with a single execution path, virtually all
programs 200 will require some amount of restructuring. Restructuring includes e.g.
removing as well as adding branches. and replicating instmctions in different loop
levels. Restructuring is also performed using conventional compiler optimization

techniques.

Finally. obfuscation processor 214 determines the subprograms'

plaintext appearance location schedule. and the initial state values for the various
memory cells 202, step 221. '

Fig. 8!: illustrates step 221 in further detail. As shown, obfuscation

processor 214 first initializes first working matrix M1, step 222. Then. obfuscation
processor 214 selects a memory cell for the program's entry subprogram to appear in
plaintext, step 223. In one embodiment, the memory cell 202 is arbitrarily selected
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(within the proper memory segment 201a or 201 b). Once selected. obfuscation
processor 214 updates the second working matrix M2, step 224.

Next, obfuscation processor 214 selects an appropriate key length
based on the procedure‘s period requirement. accessing key length table 212, step
226. Obfuscation processor 214 then generates an ordered set of pseudo-random
keys based on the selected key length. step 228. For example, if key length equals 5
is selected among the key lengths that will provide a required period of 30.
obfuscation processor 214 may randomly select 17. 18, 20, 24 and 16 as the ordered
pseudo-random keys.

Next. obfuscation processor 214 determines the partner memory cells
202 for all memory cells 202 using the predetermined mutation partner identification
function 206 and the next key in the selected set of ordered pseudo-random keys.
step 230. Upon making the determination, obfuscation processor 214 simulates a
mutation. and updates M1 to reflect the results of the mutation. step 232.

Once mutated. obfuscation processor 214 selects a memory cell for the

next subprogram 204 to appear in plaintext, step 234. Having done so. obfuscation
processor 214 updates M2, and incrementally invert M2 using the Guassian Method.
step 235. In one embodiment, instead of incremental inversion, obfuscation
processor 214 may just verify M2 remains invertable instead. If M2 is not invertable.
obfuscation processor 214 cancels the memory cell selection. and restores M2 to its
prior state. step 237. Obfuscation processor 214 repeats steps 234 - 236 to select
another memory cell 202. Eventually. obfuscation processor 214 becomes
successful. It

Once succeeded. obfuscation processor 21 4 determines if there was a

loop level change. step 238. If there was a loop level change. obfuscation processor
214 further determines if the loop level change is down level or up level change, i.e.
the subprogram is an entry subprogram of a new loop level or a return point of a
higher loop level. step 239. If the loop level change is “down”, obfuscation processor
214 selects another appropriate key length based on the new loop's period

requirement, accessing key length table 212. step 241. Obfuscation processor 214
then generates a new ordered set of pseudo-random keys based on the newly
selected key length, step 242. The newly generated ordered set of pseudo-random
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keys becomes the "top' set of pseudo-random keys. On the other hand, if the loop
level change id "up", obfuscation processor 214 restores an immediately "lower" set
of pseudo random keys to be the 'top" set of pseudo-random keys. step 240.

Upon property organizing the "top' set of pseudo-random keys or upon

determining there's no loop level change, obfuscation processor 214 again
detennines the partner memory cells 202 for all memory cells 202 using the

predetermined mutation partner identification function 206 and the next key in the
'top' set of ordered pseudo-random keys. step 243. Upon making the determination.
obfuscation processor 214 simulates a mutation, and updates M1 to reflect the results
of the mutation, step 244.

Once mutated. obfuscation processor 214 determines if there are more

subprograms 204 to process. step 245. If there are more subprograms 204 to
process, obfuscation processor 214 returns to step 234 and proceeds as described
earlier. Otherwise, obfuscation processor 214 inserts the mutation partner

identification function 206, the partner key to be used to identify mutation partner

memory cells, the mutation function, the jump block. and the address of the next
subprogram 204 into each of the obfuscated subprograms 204, step 246. Finally,
obfuscation processor 214 computes the initial values of the various obfuscated 4
subprograms 204, and outputs them. steps 247 - 240.

Figure 9 illustrates one embodiment of the operational flow of an

obfuscated subprogram 204. For the illustrated embodiment, obfuscated subprogram

204 first executes the functions of the original subprogram, step 250. For

embodiments including additional and/or unrelated functions. they may be executed

also. Then obfuscated subprogram 204 executes mutation partner identification

function 206 to identify the mutation memory cell partners for all memory cells 202

using the stored partner key. step 252. Having identified the mutation partners,

obfuscated subprogram 204 executes mutation function 207 to mutate the memrry

V cells based on the identified partnership.

Next, depending on whether obfuscated subprogram 204 is the last

subprogram in an execution pass. obfuscated subprogram 204 either jumps to the

next obfuscated subprogram (which should be in plaintext) or returns to the ‘caller’.
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Note that if obfuscated subprogram 204 returns to the "caller', all other obfuscated
subprograms 204 are in their respective initial states.

Figures 10 - 14 illustrate a sample application of this second aspect of
the present invention. Figure 10 illustrates a sample security sensitive program 200
having six subprograms SPGMO - SPGM5 implementing a simple single level logic,
for ease of explanation. with contrived plaintext values of "000", "001", '010", '011',
'100' and '111'. Thus, the required period is 6. For ease of explanation. a keylength
of one will be used, and the pseudo-random key selected is 3. Furthermore. the
mutation partnership identification function is simply Partner Cell ID = Cell ID + 3. i.e.
cello always pairs with cell 3. cell 1 pairs with cell 4. and cell 2 pairs with cell 5.

Figure 10 further illustrates at invocation (mutation 0), memory cells (co
- c5) contains initial values (ivo - iv5), as reflected by M1. Assuming. cell co is chosen
for SPGMO, M2 is updated to reflect that the Boolean function for recovering the
piaintext of SPGMO is simply ivo. Figure 10 further illustrates the values stored in
memory cells (co - c5) after the first mutation. Note that for the illustrated mutation
technique, only the content of the memory cells (c3 - c5) have changed. M1 is
updated to reflect the current state. Assuming. cell c3 is chosen for SPGM1, M2 is
updated to reflect that the Boolean function for recovering the piaintext of SPGM1 is
simply ivo XOR Iva. Note that for convenience of manipulation. the columns of M2
have been swapped.

Figure 11 illustrates the values stored in memory cells (co - c5) after
the second, third and fourth mutations. As" shown, the content of half of the memory

cells (co - cs) changed altematingly after each mutation. in each case, M1 is updated
to reflect the current state. Assuming, cells c1, 04 and c2 are chosen for SPGM2.
SPGM3 and SPGM4 respectively after the second, third and fourth mutations

respectively. in each case M2 is updated to reflect that the Boolean functions for
recovering the plaintexts of SPGM2, SPGM3 and SPGM4, i.e. N4. N1, and iv2 XOR
IV5.

Figure 12 illustrates the values stored in memory cells (co - c5) after
the fifth mutation. As shown, the content of memory cells (c3 - cs) changed as in

previous odd rounds of mutation. M1 is updated to reflect the current state.
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Assuming. cell c5 is chosen for SPGM5, M2 is updated to reflect that the Boolean
function for recovering the plaintext of SPGM5 is iv5.

Figure 13 Illustrates how the initial values ivo - iv5 are calculated from

the inverse of M2, since M2 x ivs = SPGMs. lvs = M2-1 x SPGMs. Note that a "1' in

. M2-1 denotes the corresponding SPGM is selected, whereas a '0' ln M2-1 denotes

the corresponding SPGM is not selected, tor computing the initial values (ivo - ivs).

Figure 14 illustrates the content of the memory cells of the above

example during execution. Note that at any point in time, at most only two of the

subprograms are observable in their plaintext forms. Note that the pairing of mutation
partners is fixed only because of the single pseudo-random key and the simple
mutation partner function employed. for ease of explanation. Note also that with
another mutation. the content of the memory cells are back to their initial states. In

other words, after each execution pass, the subprograms are in their initial states,

ready for another invocation. ‘

As will be appreciated by those skilled in the art. the above example is

unrealistically simple for the purpose of explanation. The plaintext of a subprogram

contains many more '0' and '1 ' bits, making it virtually impossible to distinguish

memory cell storing an obtuscated subprograrn in a mutated state from a memory cell

storing an obfuscated subprogram in plaintext tonn. Thus. it is virtually impossible to

infer the plaintext appearance location schedule from observing the mutations during
execution.

Figure 15 illustrates a third aspect of the present invention. In

accordance with this aspect of the present invention. security sensitive application

300 may be made tamper resistant by isolating its security sensitive functions 302

and making them tamper proof by incorporating the first and/or second aspects of the

present invention described above. ' '

ln employing the above described second aspect of the present

invention, different sets of pseudo—random keys will produce a different pattern of

mutations, even with the same mutation partner identification function. Thus, copies of

the security sensitive application installed on different systems may be made unique

by employing a different pattern ol mutations through different sets of pseudo—random
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keys. Thus, the security sensitive applications installed in different systems are further
resistant from class attack, even if the obfuscation scheme is understood from
observation on one system.

Figure 16 illustrates a fourth aspect of the present invention. in
accordance with this aspect of the present invention. a security sensitive system 400
may be made tamper resistant by making its security sensitive applications 400a and
400b tamper resistant in accordance with the first. second and/or third aspects of the
present invention described above. Furthermore. security of system 400 may be
further strengthened by providing system integrity verification program (SIVP) 404
having a number of integrity verification kernels (|VKs). For the illustrated
embodiment. a first and a second level lVK 406a and 406b. First level IVK 406a
has a published external interface for other tamper resistant security sensitive
functions (SSFs) 402a - 402b of the security sensitive applications 400a '- 400b to
call. Both lVKs are made tamper resistant in accordance with the first and the second
aspects of the present invention described earlier. Together, the tamper resistant
SSFs 402a - 402b and lVKs 406a - 40Gb implement an interlocking trust
mechanism.

in accordance with the interlocking trust mechanism, for the illustrated

embodiment. tamper resistant SSF1 and SSF2 402: - 402b are responsible for the
integrity of security sensitive applications 400a - 400b’ respectively. IVK1 and lVK2
406: - 406b are responsible for the integrity of SIVP 404. Upon verifying the
integrity of security sensitive application 4003 or 400b it is responsible for.
SSF1/SSF2 4023 - 402b will call IVK1 400a. In response, IVK1 406a will verify

the integrity of SIVP 404. Upon successfully doing so. IVK1 406a calls lVK2 406D.
which in response. will also verify the integrity of SIVP 404.

Thus, in order to tamper with security sensitive application 400a, SSF1

402a, IVK1 406a and lVK2 40Gb must be tamper with at the same time. However,
because IVK1 and IVK2 406a - 406b are also used by SSF2-and any other SSFs

on the system, all other SSFs must be tamper with at the same time.

Figure 17 illustrates a filth aspect of the present invention. In
accordance with this aspect of the present invention, content industry association
500, content manufacturers 502, content reader manufacturers 510 and content
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player manufacturer 506 may jointly implement a coordinated encryption/decryption
scheme, with content players 508 manufactured by content player manufacturers
506 employing playing software that include content decryption function made
tamper resistant in accordance with the above described various aspects of the
present invention.

Content industry association 500 owns and holds secret private

encryption key Kciapri. Content industry association 500 encrypts content
manufacturers secret content encryption key Kc and content player manufacturers
public encryption Kppub for the respective manufacturers 502 and 506 using Kciapri.
i.e. Kciapri[Kc] and Kciapri[Kppub].

Content manufacturer 502 encrypts its content product Kc[ctnt] and

includes with the content product Kciapri[Kc]. Content reader manufacturer 510
includes with its content reader product 512 the public key of content industry

association Kciapub. whereas content player manufacturer 506 includes with its
content player product 508 content player manufacturers secret private play key
Kppri. content industry association's public key Kciapub. and the encrypted content
player public key Kclapri[Kppub].

During operation. content reader product 512 reads encrypted content
Kc{ctnt] and the encrypted content encryption key Kciapri[Kc]. Content reader product
512 decrypts Kc using Kciapub. Concurrently. content player product 508 recovers
its public key Kppub by decrypting Kciapri[Kppub] using content industry association's
public key Kciapub. Content reader product 512 and content player product 508 are
also in communication with each other. Upon recovering its own public key. content

player product 508 provides it to content reader product 512. Content reader product
512 uses the provided player public key Kppub to encrypt the recovered content

encryption key Kc. generating Kppub[Kc]. which is returned to content player product
508. in response, content player product 508 recovers content encrypt key Kc by
decrypting Kppub[i<c] using its own private key Kppri.

Thus. as content reader product 512 reads encrypted content Kc[ctnt],
and fonlvards them to content player product 508. content player product 508

decrypts them with the recovered Kc. generating the unencrypted content (ctnt). in
accordance with the above described aspects of the present invention, the decryption
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functions for recovering the content player's manufacturer's public key, and
-recovering the content encryption key Kc are made tamper resistant.

As will be appreciated by those skilled in the art. in addition to being
made tamper resistant, by virtue of the interlocking trust. tampering with the content
player product's decryption functions will require tampering of the content industry
association, content manufacturer and content reader manufacturers
encryptionldecryption functions, thus making it virtually impossible to compromise the
various encryptionldecryption functions’ integrity.

As will be also appreciated by those skilled in the art.‘ a manufacturer

may play more than one role in the above described tamper resistant industry security
scheme, e.g. manufacturing both the content reader and the content player products,
as separate or combined products.

Figure 16 illustrates a sample computer system suitable to be
programmed with security sensitive programs/applications with or without SIVP,
including industry wise security mechanism. ‘made tamper resistant in accordance
with the first, second, third, fourth andlor fifth aspect of the present invention. Sample
computer system 600 includes CPU 602 and cachefmemory 604 coupled to each
other through processor bus 605. Sample computer system 600 also includes high
performance l/O bus 608 and standard lIO bus 616. Processor bus 605 and high
perfonnance l/O bus 606 are bridged by host bridge 606, whereas high perfonnance
V0 bus 606 and standard I/O bus 618 are bridged by bus bridge 610. Coupled to
high perfonnance I/O bus 606 are main memory 612. and video memory 614.
Coupled to video memory 614 is video display 616. Coupled to standard l/O bus
618 are mass storage 620. and keyboard and pointing devices 622.

These elements perform their conventional functions. In particular. mass

storage 620 is used to provide permanent storage for the executable instructions of
V the various tamper resistant programs/applications, whereas main memory612 is
used to temporarily store the executable instructions tamper resistant

programs/applications during execution by CPU 602.

Figure 19 illustrates a sample embedded controller suitable to be
programmed with security sensitive programs for a security sensitive apparatus, made
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tamper resistant in accordance with the first, second, third, fourth and/or filth aspect of

the present invention. Sample embedded system 700 includes CPU 102. main

. memory 704, ROM 106 and V0 controller 708 coupled to each other through system

bus 710. These elements also perform their conventional functions. in particular.

ROM 706 may be used to provide permanent and execute—in-place storage for the

executable instructions of the various tamper resistant programs, whereas main

memory 704 may used to provide temporary storage for various working data during
execution of the executable instructions of the tamper resistant programs by CPU

702.

Thus, various tamper resistant methods and apparatus have been

described. While the methods and apparatus of the present invention have been

described in terms of the above illustrated embodiments, those skilled in the art will

recognize that the invention is not limited to the embodiments described. The present

invention can be practiced with modification and alteration within the spirit and scope

of the appended claims. The description is thus to be regarded as illustrative instead

of restrictive on the present invention.
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QLAIMS

What is claimed is:

1. An apparatus comprising:
an execution unit for executing programming instructions; and
a storage medium coupled to the execution unit, having stored therein a

plurality of programming instruction blocks to be executed by the execution unit during
operation, the programming instruction blocks operating on corresponding subparts of
a secret distributed among them. and the execution being distributed over a period of
time.

2. The apparatus as set forth in claim 1, wherein the programming instruction
blocks jointly implement a decryption function, and the secret is a private key.

3. The apparatus as set forth in claim 1. wherein one or more of the programming
instruction blocks further perform one or more unrelated tasks to further obscure the
operations on the subparts of the secret.

4. A machine implemented method for executing a program that operates on a

secret in a tamper resistant manner, the method comprises the steps of:
a) executing a first unrolled subprogram of the program at a first point a time,

with the first unrolled subprogram operating on a first subpart of the secret; and
b) executing a second unrolled subprogrnm of the program at a second point a

time. with the second unrolled subprogram operating on a second subpart of the
secret.

5. The method as set forth in claim 3. wherein the first and second unrolled

subprograms are unrolled subprograms of a decryption function; and the secret is a
private key.

6. The method as set forth in claim 3. wherein

step (a) further includes the first unrolled subprogram performing at least a first
unrelated task; and

step (b) further includes the second unrolled subprogram performing at least a
second unrelated task;

Petitioner Apple Inc. - Ex. 1025, p. 1114



Petitioner Apple Inc. - Ex. 1025, p. 1115

WO 97/48203 PCT/US97/10359

20

said at least a first and a second unrelated task are performed to further

obscure the first and second unrolled subprograms' operation on the first and second

subparts of the secret.

5 7. An apparatus comprising:

an execution unit for executing programming instructions; and

a storage medium having stored therein a plurality of programming instructions
to be executed by the execution unit during operation, wherein when executed, in
response to a secret being provided. the programming instructions partition the secret

10 into a plurality of subparts, and generate a plurality of programming instruction blocks
that operate on the subparts.

8. The apparatus as set forth in claim 7, wherein the apparatus further includes a
library having an entry programming instruction block. and a basis programming

15 instruction block, to be accessed by the programming instructions in generating the

programming instmction blocks.

9. The apparatus as set forth in claim 7, wherein during execution.

the entry programming instruction block initializes a table of values for use by

20 the basis programming blocks to operate on their corresponding subparts of the
secret; and

the basis programming blocks‘ operations on their corresponding subparts of
the secret. include looking up values initialized in the table using the basis

programming blocks’ corresponding subparts of the secret.
25

10. A machine implemented method for generating a tamper resistant program to

operate on a secret. the method comprising the steps of:

a) receiving the secret;

b) partitioning the secret into a plurality of subparts; and

30 c) generating a plurality of subprograms to correspondingly operate on the

subparts of the secret.

11. ‘lite method as set forth in claim 10, wherein step (c) includes accessing a

library having an entry subprogram. and a basis subprogram to generate the

35 subprograms.
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12. The method as set forth in claim 11, wherein during execution,
the entry subprogram initializes a table of values for use by the basis

subprograms to operate on their corresponding subpans of the secret; and
the basis subprograms' operations on their corresponding subparts of the

corresponding subparts of the secret.

13. An apparatus comprising:

an execution unit for executing programming instructions; and
10 a storage medium having stored thereon a plurality of programming instruction 1

blocks to be executed by the execution unit. the programming instruction blocks being
stored in a mutated fonn. except for at least one, which is stored in a plaintext fonn.
wherein the mutated programming instruction blocks are recovered into the plaintext
form during execution on an as needed basis. one or more but not all at a time.

15 ' ‘

14. The apparatus as set forth in claim 13. wherein each programming instmction
block includes a first programming instruction sub-block for performing a task. a
second programming instruction sub-block for computing mutation partners for a
plurality of memory cells. a key to be employed in said computation of mutation

20 partners, a third programming instruction sub-block for mutating memory cells in
accordance with the computed mutation partnering. and a fourth programming
instruction sub-block for transferring execution control to another programming
instruction block.

25 15. The apparatus as set forth in claim 14. wherein the first programming
instruction sub-block operates on a subpart of a secret.

16. The apparatus as set forth in claim 14, wherein the second programming
instruction sub-block computes the mutation partnering by performing a logical XOR

30 operation on a memory cell's identifier and the key.

17. The apparatus as set forth in claim 14, wherein the key is a member of an
ordered set of pseudo-randomly selected members. the ordered set having a set size
that will provide a required period for a pattern of memory cell mutations. with the

35 memory cells being partnered for mutation in accordance with the computed mutation
partnering using the key.
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18. The apparatus as set forth in claim 14. wherein the memory cells are divided
into two memory cells groups, and pair-wise partnered by the second programming

instruction sub-block, with the partnered memory cells being in different group; and

the third programming instruction sub-block performs a logical XOR operation on the
contents of each pair of partnered memory cells, and alternating between the two

memory cell groups for odd and even mutation rounds. in storing the results of the

logical XOR operations

19. A machine implemented method for executing a program. the method

comprising: '
a) executing a first of a plurality of subprograms generated to obfuscate the

program;

b) computing mutation partners for a plurality of memory cells storing the

plurality of subprograms. using a key, the subprograms being stored initially in the
memory cells in a mutated lonn. except for at least one, which is stored initially in a

plaintext form;

c) mutating the memory cells in accordance with the computed mutation

partnering to recover a second of the plurality of subprograms for execution.

20. The method as set forth in claim 19. wherein the first and second subprograms

operate on a first and a second subpart of a secret.

21. The method as set forth in claim 19, wherein step (b) comprises performing a

logical XOR operation on a memory cell's identifier and the key for each memory cell.

22. The method as set forth in claim 19, wherein the key is a member of an ordered

set of pseudo-randomly selected members. the ordered set having a set size that will

provide a required period for a pattern of memory cell mutations, with the memory

cells being partnered for mutation in accordance with the computed mutation

partnering using the key. '

23. The method as set forth in claim 19, wherein step (c) comprises performing

logical XOR operations on the contents of memory cells of a first memory cell group

and the contents of memory cells of a second memory cell group, and storing the

results of the logical XOR operations into the first memory cell group if step (c) is being.
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performed for an odd number of times, and the second memory cell group if step (c) is
being performed for an even number of times.

24 The method as set forth in claim 19, wherein the method further comprises the
steps of:

cl) executing the second of the plurality of subprograms;
a) computing mutation partners for the plurality of memory cells; and
f) mutating the memory cells in accordance with the computed mutation

partnering to mutate the first of the plurality of subprograms, and recover a third of the
plurality of subprograms for execution.

25. An apparatus comprising:

an execution unit for executing programming instructions; and

a storage medium having stored therein a first plurality of programming
Instructions to be executed by the execution unit. wherein when executed, in
response to a program input, the first plurality of programming instructions generate a
plurality of subprograms for the program to obfuscate the program, the subprograms
being generated in a mutated form, except for at least one. which is generated in a
plaintext form, the subprograms being further generated with logic to recover the
subprograms in plaintext form on an as needed basis, one or more but not all at a
time.

26. The apparatus as set forth in claim 25. wherein the storage medium further
having stored therein a table of keylengths to be accessed by the first plurality of
programming instructions in generating the subprograms. the keylengths denoting
sizes of ordered sets of pseudo-randomly selected members that will provide various

required mutation periods. ‘

27. me apparatus as set forth in claim 25. wherein the storage medium further
having stored therein a second plurality of programming instructions to be
incorporated into each of the generated subprograms by the first plurality of
programming instructions for identifying mutation partners for a plurality of memory
cells storing the subprograms. for a mutation round, using a key, the key being a
member of an ordered set of pseudo-randomly selected members that will provide a

mutation period required by the generated subprograms.
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28. The apparatus as set forth in claim 25. wherein the storage medium further

having stored therein a second plurality of programming instructions to be
incorporated into each of the generated subprograms by the first plurality of
programming instructions for mutating memory cells storing the generated
subprograrns in accordance with computed mutation partnerings for a mutation round.

29. The apparatus as set forth in claim 25, wherein the first plurality of
programming instructions include logic for analyzing the program for branch flow.

30. The apparatus as set forth in claim 25, wherein the first plurality of

programming instructions include logic for perfonning peephole randomization on the
program.

31. The apparatus as set forth in claim 25. wherein the first plurality of
programming instmctions include restructuring and partitioning the program into the
subprograms.

32. The apparatus as set forth in claim 25. wherein the first plurality of

programming instructions include logic for scheduling memory cells for the generated
subprograms to be recovered in the plaintext form. and determining the appropriate
initial values for the memory cells.

33. The apparatus as set forth in claim 32. wherein the first plurality of

programming instructions include logic for detennining a mutation period requirement

for the program. a keyiength for the required mutation period, the keylength denoting
a safe set size, the set being an ordered set of pseudo-randomly selected members

that will provide the required mutation period.

34. The apparatus as set forth in claim 32. wherein. the first plurality of

programming instructions include logic for selecting a memory cell for a generated

subprogram to be recovered in the plaintext form. and determining a Boolean function

for recovering the generated subprogram in the piaintext tonn in terms of initial state

values of the memory cells used for storing the generated subprograrns.

35. The apparatus as set forth in claim 32, wherein the first plurality of

programming lnstmctions include logic for determining mutation partners for a
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plurality of memory cells storing the generated subprograms. using a key of an
ordered set of pseudo-randomly selected keys, simulating memory cell mutations in
accordance with the determined mutation partnering. and determining a plurality of
Boolean functions for the memory cells, the Boolean functions expressing the post
mutation states of the memory cells in terms of the memory cells‘ initial values.

36. A machine implemented method for generating a plurality of subprograms for a
program to obfuscate the program. the method comprising the steps:

a) analyzing the program for branch flow:
b) restructuring and partitioning the program into a plurality of subprograms:

and

c) determining a schedule in terms of a plurality of memory cells for recovering
the subprograms in a plaintext form for execution. and initial state values for the
memory cells to store the subprograms in the memory cells in a mutated form. except
for at least. which is stored in one of the memory cells in the plaintext form.

37. The machine as set forth in claim 36. wherein step (a) further includes
performing peephole randomization on the program.

38. The method as set forth in claim 36. wherein step (c) includes determining a
mutation period requirement for the program, a keylength for the required mutation
period. the keylength denoting a set‘s set size. the set being an ordered set of
pseudo-randomly selected members that will provide the required mutation period.

39. The method as set forth in claim 36. wherein step (c) includes selecting a

memory cell for a generated subprogram to be recovered in the plaintext form, and
detennining a Boolean function for recovering the generated subprogram in the
plaintext form in terms of initial state values of the memory cells used for storing the
generated subprograms.

40. The method as set forth in claim 36. wherein step (c) includes determining
mutation partners for a plurality of memory cells storing the generated subprograms,
using a key of an ordered set of pseudo-randomly selected keys, simulating memory
cell mutations in accordance with the determined mutation partnering, and

determining a plurality of Boolean functions for the memory cells, the Boolean
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functions expressing the post mutation states of the memory cells in terms of the

memory cells‘ initial values.

41. The method as set forth in claim 36, wherein the method further includes step

(d) inserting a function and a key into each of the generated subprograms, the
function being used for identifying mutation partners for a plurality of memory cells

storing the subprograms, for a mutation round, using the key. the key being a member
of an ordered set of pseudo-randomly selected members that will provide a mutation

period required by the generated subprograms.

42. The method as set forth in claim 36, wherein the method further includes step

(d) inserting a function into each of the generated subprograms for mutating memory

cells storing the generated subprograms in accordance with computed mutation

partnerings for a mutation round.

43. An apparatus comprising:

an execution unit for executing programming instructions;

a storage medium having stored therein a first and a second plurality of

programming instructions to be executed by the execution unit, the first and second

plurality of programming instructions implementing an application with the first

plurality of programming instructions implementing a security sensitive function of the

application and the second plurality of programming instructions implementing a non-

security sensitive function of the application, the first plurality of programming

instructions having incorporated a first defensive technique of distributing a secret in

space and in time andlor a second defensive technique of obfuscation to render the

first plurality of programming instmctions virtually unobservable and unmodifiable

during execution.

44. The apparatus as set forth in claim 43, wherein the first plurality of

programming instructions incorporated the second defensive technique of

obfuscation. including one or more unique ordered sets of pseudo-randomly selected

members for generating one or more patterns of memory cell mutations, rendering the

application unique from other copies of the application installed on other apparatus.

45. An apparatus comprising:

an execution unit for executing programming instmctions;
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a storage medium having stored thezrzin a first, a second. a third, and a fourth,
plurality of programming instnrctions to be executed by the execution unit, the first and
second plurality of programming instructions implementing a first and a second

integrity verification function for a first and a second application respectively. whereas
the third and fourth programming instructions implementing a third and a fourth

integrity verification function for a system integrity verification program, all four
pluralities of programming instructions having incorporated defensive techniques
rendering them tamper resistant, the four pluralities of programming instructions jointly
implementing an interlocking tmst mechanism, requiring the first and the second
pluralities of programming instructions each to cooperate with both the third and fourth
pluralities of programming instructions to complete any integrity verification on the
apparatus.

46. A machine implemented method for verifying integrity on an apparatus, the

method comprising the steps of:

a) a first and a second tamper resistant integrity verification function of a first
and a second application of the apparatus individually calling a third tamper resistant

integrity verification function of a system integrity verification program to jointly perform
integrity verification with the first and second tamper resistant integrity verification
functions respectively;

b) in response, the third tamper resistant integrity verification function calling a

‘fourth tamper resistant integrity verification function of the system integrity verification

program to jointly perform the requested integrity verifications;

c) the fourth tamper resistant integrity verification function providing the first and

the second tamper resistant integrity verification functions with respective results of

the requested integrity verifications.

47. An apparatus comprising:

an execution unit for executing programming instructions;

a storage medium having stored therein a first and a second plurality of

programming instructions to be executed by the execution unit, and a first secret

private key, the first and second pluralities of programming instructions implementing
a first and a second tamper resistant decryption function,

the first tamper resistant decryption function being used for recovering a

first public key asymmetric to the first secret private key. using a second public
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key. the first public key having been previously encrypted using a second
secret private key asymmetric to the second public key,

the second tamper resistant decryption function being used for

recovering a content encryption key using the first secret private key, the
content encryption key having been previously encrypted using the first public
key.

48. The apparatus as set forth in claim 47, wherein the storage medium further
having stored therein a third plurality of programming instmctions to be executed by
the execution unit. the third plurality of programming instmctions implementing a third '
decryption function for recovering content using the recovered content encryption key.
the content having been previously encrypted using the content encryption key.

49. A machine implemented method for recovering content, the method comprising

the steps of:

a) recovering a first public key using a second public key, the first and second
public keys having a first and a second asymmetric private key respectively, the first
public key having been previously encrypted by the second private key;

b) providing the recovered first public key to be used for encrypting a content
encryption key;

c) receiving the encrypted content encryption key; and
d) recovering the content encryption key using the first private key.

50. The method as set forth in claim 47. wherein the method further comprises the

steps of: ‘ ’
e) receiving encrypted content; and

f) recovering content using the recovered content encryption key.
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In re Patent Application of:

Xin WANG et al. _

Serial No. 10/162,212
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Commissioner for Patents

Washington, DC 20231
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The Commissioner is hereby authorized to charge any fees connected with this filing

which may be required now, or credit any overpayment to Deposit Account No. 19-2380
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Marc S. Kaufman
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PATENT
Attorney Docket No.: 1 1 1325-104 (230300)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
 

In re Patent Application of: )

Xin WANG, et al. ) Examiner: Unassigned

Application No.: 10/162,212 3 Group Art Unit: 3621
Filed: June 5, 2002 5

F01‘: RIGHTS OFFERING AND GRANTING 5

Commissioner of Patents

U.S. Patent and Trademark Office

220 20”‘ Street s.

Customer Window

Crystal Plaza Two, Lobby, Room 1B03

Arlington, VA 22202

Sir:

INFORMATION DISCLOSURE STATEMENT UNDER 37 C.F.R. § 1.97 (b)

In accordance with the duty of disclosure as set forth in 37 C.F.R. §1.56, Applicants

hereby submit the following information in conformance with 37 C.F.R. §§ 1.97 and 1.98.

Pursuant to 37 C.F.R. § 1.98, a copy of each of the documents cited is enclosed.

The listed documents were cited in a communication fi'om the European Patent Office

in a counterpart foreign application. The Search Report was mailed on April 26, 2004,

which is less than three months ago, therefore no fee or certification is required under 37

C.F.R. § 1.97(b). Enclosed is a copy of the European Search Report dated April 26, 2004.

It is requested that the accompanying PTO-1449 be considered and made of record in

the above-identified application. To assist the Examiner, the documents are listed on the

attached form PTO-1449. It is respectfully requested that an Examiner initial a copy of this

form be returned to the undersigned.
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Application No.: 10/162,212

Attorney Docket No.: 1 11325-104 (230300)

(230400)

The Commissioner is hereby authorized to charge any fees connected with this filing

which may be required now, or credit any overpayment to Deposit Account No. 19-2380

(111325-104/230300).

Respectfully submitted,

NIXON PEABODY, LLP

By: /
Marc S. Kaufman

Registration No.: 35,212

Dated: July 1, 2004

NIXON PEABODY LLP

Customer No.: 22204

401 9”‘ Street, N.W., Suite 900

Washington, DC 20004-2128

Telephone: (202)585-8000

FAX: (202) 585-8080
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SYSTEM FOR TRACKING END-USER ELECTRONIC CONTENT USAGE

BACKGROUND OF THE INVENTION

1. Field ofthe Invention

The invention disclosed broadly relates to the field of electronic commerce and more particularly to a

system and related tools for the secure delivery and rights management of digitalassets, such as print media, films,

games, and music over global communications networks such as thelntcmet and the World Wide Web.

2. Description of the Related Art

The use of global distribution systems such as the Internet for distribution of digital assets such as music.

film, computer programs, pictures, games and other content continues to grow. At the same time owners and

publishers of valuable digital content have been slow to embrace the use of the Internet for distribution of digital

assets for several reasons. One reason is that owners are afraid of unauthorized -copying or pirating of digital

content. The electronic delivery of digital content removes several barriers to pirating. One barrier" that

removed with electronic distribution is the requirement of the tangible recordable medium itself (e.g., diskettes or

CD ROMs). It costs money to copy digital content on to tangible media, albeit. in manycases less than a dollar for

A a blank tape or recordable CD. However, in the case of electronic distribution, the tangible medium is no longer

"needed. The cost of the tangible medium "is not a factor because content is distributed electronically. A second

barrier, is the format ofthe content itself i.e. is the content stored in an analog format versus a digital format.

Content stored in an analog format, for example, a printed picture. when reproduced by photocopying, the copy is

of lesser quality than the original. Each subsequent copy of a copy, sometimes called a generation, is of less

quality than the original. This degradation in quality is not present when a picture is stored digitally, Each copy,

and every generation‘ of copies can be as clear and crisp as the original. The aggregate effect of perfect digital ‘

copies combined with the very low cost to distribute content electronically and to distribute content widely over the

Internet makes it relatively easy to pirate and distribute unauthorized copies. With a couple of keystrokes, a pirate

can send hundreds or evenof thousands of perfect copies of digital content over the Internet. Therefore a need

exists to ensure the protection and security of digital assets distributed electronically.

Providers of digital content desire to establish a secure, global distribution system for digital content that

protects the rights ofcontcnt owners. The problems with establishing a digital content distribution system includes

developing systems for digital content electronic distribution, rights management, and asset protection. Digital

content that is distributed electronically includes content such as print media, films, games, programs, television,

multimedia, and music.

The deployment of an electronic distribution system provides the digital content providers the ability to

achieve fast settlement of payment through immediate sales reporting and electronic reconciliation as well as gain

0®8909A2 I :-
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secondary sources of revenue through redistribution of content. Since the electronic digital content distribution
system is not afiected by physical inventory outages or returns, the digital content providers and retailers may
realize reduced costs and improved margins. Digital content providers could facilitate new, or augment existing,
distribution channels for better timed—release of inventory. The transactional data from the electronic distribution

5 system could be used to obtain information regarding consumer buying patterns as well as to provide immediate
feedback on electronic marketing programs and promotions. In order to meet these goals. a need exists for digital
content providers to use an electronic distribution model to make digital content available to a wide range of users
and businesses while ensuring protection and metering ofdigital assets. ‘C

Other commercially available electronic distribution systems fiir digital content. such as realvaudio. A213
10 from AT&T, Liquid Audio Pro from Liquid Audio Pro C0rp., City Music Network florfl Audiosoft and others’

offer transmission of digital data over secured and unsecured electronic networks. The use of secured electronic

The use of unsecured networks such as ‘the Internet and Web allows the digital content to arrive to an end- user

securely such as through the use ofencryption. However, once the encrypted digital content is dc-encrypted on the’
15 end-'user’s' machine,‘ the digital content is readilyiavailable to the end—user for unauthorized,re-distribution.

Therefore a need exists for a secure digital content electronic distribution system that provides protection of digital
assets and ensures that the Content Provider(s)"rights are protected even after the digital content is delivered to:
consumers and businesses. A need thus exists for rights management to allow for secure. delivery, licensing
authorization, and control of the usage of digital assets. _

20 Another reason owners of digital content have been slow to embrace electronic distribution is their desire
to maintain and foster existing channels of distribution. Most content owners sell through retailers. 1n the music

market these U.S. retailers include Tower Records, Peaches, Blockbuster, Circuit City and others._ Many of these
retailers have Web sites that allow Internet users to makes selections over the Internet and have selections mailed.
to the end-user. ._Example music Web sites include @tower, Music Boulevard and Columbia House. The use of

25 electronic distribution can remove the ability of the retail stores from differentiating themselves from each other _
and differentiate themselves fi'om the content owners, especially on the Web. Therefore a need exists to provide
retailers of electronic content such as pictures, games. music, programs and videos a way to differentiate
themselves from each other and the content owners when selling music through electronic distribution. _

Content owners prepare their digital content for electronic distribution through distribution sites such as

30 electronic stores. Electronic stores on the Internet, or through other online services, want to differentiate
themselves from each other by their product offerings and product promotions. A traditional store, i.e. - the

non-electronic, non-online analogs to electronic stores - use product promotions, product sales, product samples, .
liberal return policies and other promotional programs to differentiate themselves from their competitors.
However, in the online world where the content providers impose usage conditions on the digital content, the

35 ability of electronic stores to differentiate themselves may be severely limited. Moreover even if the usage .
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with the digital content from the content providers to promote and sell products electronically. Electronic s1ores

need to manage several requirements when processing the mctadata. First, the electronic store is required to

receive the metadata associated with the digital content from the content providers. Many «times. parts of this

mctadata may be sent encrypted, so thecontent provider must create a mechanism todecrypt theencryptodcontcnt.

5 Second, the electronic store may wish to preview mctadata from the content provider either before the content is

received from the content provider or afier the content is received by the electronic "store, in ‘order to assist with

product marketing. product positioning and other promotional considerations for the content. Third, the electronic
store is required to extract certain metadata used for promotional materials such as graphics and artist information.

Ofien, this promotional material is used directly by the electronic ‘store in its online promotions." Fourth. the

10 electronic stores may wish to differentiate themselves from one another by modifying some of the permitted usage

conditions to create different offerings of the digital content. Fifih, the electronic store may have to insert oralter '

certain address, such as URLs, in the metadata to direct payment reconciliation to an account reconciliation house

automaticallylby the purchaser without the need to go through the electronic store for payment clearance. Sixth,

the electronic store may need to create licenses for the permitted use of the copyrighted ‘digitalcontent that match

15 usage conditions. For example, the license may grant the permission to make a limited number of copies of the

digital content. A license is needed to reflect the terms and conditions of the permission granted.

In light of all these requirements, to process the metadata related to the digital content, many electronic

stores write customized sofiware programs to handle these requirements. Theltime, cost and testing needed to
create these customized sofiware programs can be large. Accordingly. a need exists to provide a solution to these

20 requirements. .

, Still, another reason owners of digital content have been slow to embrace electronic -distribution is the

difficulty in preparing content for electronic distribution. Today, many providers of content have thousands or,

even tens ofthousands oftitles in their portfolio. In a music example, it is not unusual for a content owner to have

a single master sound recording available on several different formats simultaneously (e.-g. C_D, tape and

25 MiniDisc). In addition. a single format can have a master sound recording rc—mastered or re-mixed for a specific

distribution channel. As an example,‘the mixing for broadcast radio may be different than the mixing for a dance

club sound track. which may be different than a generally available consumer CD. lnventorying and keeping track

of these different mixes can be burdensome. Moreover, many owners of master recordings ofien times re-issue old

recordings in various subsequent collections. such as “The Best Of’, or in compilations for musical sound tracks

30 to movies and other collections ‘or compilations. As more content is ofiered digitally, the need to re-mix and

encode the content for electronic distribution -grows. Many times providers need to use old -recording formats as

guides to select the correct master sound recordings and have these sound recordings reprocessed and encoded for

release for electronic distribution. This may be especially true for content providers that wish to use their old

formats to assist them in re- releasing the old sound recording for electronic distribution. Providers will look

35 through databases to match up titles, artists and sound recordings to set the encoding parameters. This process of

manually searching databases for recording portfolios is not without its shortcomings. One shortcoming is the
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need to have an operator manually search a database and set the processing parameters appropriately. Another
shortcoming is the possibility of operator transcription error in selecting data from a database. Accordingly. a need-
exists to provide content providers a method to automatically retrieve associated data and master recordings for
content, such as audio.

Content owners prepare their digital content for. electronic distribution through a process known as

encoding. Encoding involves taking the content, digitizing it, ifthe content is presented in an analog format, and.
compressing it. The process of compressing allows the digital content to be transferred over networks and stored

' on recordable medium more efficiently because the amount of data transmitted or stored is reduced. However.

compression is not without its shortcomings. Most compression involves the loss of some information. and is.
10. called lossy compressionj Content providers must make decisions on what compression algorithm to use and the

compression level required. For example, in music, the digital content or song may have very different

characteristics depending on the genre of the music. The compression algorithm and compression level selected

for ‘one genre may not be the optimal choice for another genre of music. Content ‘providers may find certain
combinations of compression algorithms __and compression levels work very well for one genre of music, say

l5 7 classical. but provide unsatisfactory results for another genre of music such as heavy metal. Moreover. audio

in engineers must ofien equalize the music, perform dynamic range adjustments and perform other preproeessing and 7
processing settings to ensure the genre of music encoded produces the desired results. The requirement toalways T

have to manually set these encoding parameterssuch as setting the equalization levels and the dynamic range
settings for each digital content can be burdensome. Returning to the music example, a content provider for music

20 -with a collection covering a variety ofmusical genre would have to manually select for each song or set of songs to
' be encoded, the desired combination of encoding parameters. Accordingly, a need exists to overcome the need for

manually selection of process parameters for encoding.-, V

A I The process to compress content can require a large amount of dedicated computational resources.

especially for larger content items such as full-length feature movies. Providers of compression algorithms ofier
25 various tradeofis and advantages associated. with their compression techniques. These tradeoffs include: ‘the

amount of time and computational resources needed to compress the content; the amount of compression achieved
from the original content; the desired bit rate for playback; the performance quality of the compressed content; and

other factors. Using an encoding program which take as input a multimedia file and generate an encoded output ‘
filewith no interim indication of progress or status is a problem. Moreover, in many circumstances, other

30 programs are used to call or to manage an encoding program with no interim indication of progress. This leaves
the calling application with no way to gaugethe amount of content that has been encoded as a percentage of the
entire selection of designated to be encoded. In circumstances where the calling program is trying to schedule
several different programs to run at once this can be a problem. Furthermore, this can be especially burdensome in

cases where batches of content have been selected for encoding and the content provider wants to determine the

35 progress of the encoding process. Accordingly. a need exists to overcome these problems.
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Yet, still another reason digital content providers have been slow to adopt electronic distribution for thei-r

content is lack of standards for creating digital players on end—user devices for electronically delivered content;

Content providers, electronic stores, or others in the electronic distribution chain may want to offer customized

players on a variety of devices such as PCS, set-top boxes, hand-held devices and more. A set of tools that can

5 ' handle the decryption ofthc digital content in.a-tamper resistant environment, that is-. an environment to deter the

unauthoriaed access to the content during playing by a third party is needed. Moreover, a set of tools is needed to

enable an end user to manage of a local library of digital content without allowingthe end user to have access to

the content for uses other than what was purchased. _ H
Further information on the background of protecting digital content can be found from the following three’

10 sources. “Music on the Internet and the Intellectual Property Protection Problem” by Jack Lacy, James Snyder,

David Mahcr, of AT&T Labs, Florham Park, N..l. available online URL

‘ http://www.a2bmusic.com/about/papers/musicipp.htm. Cryptographically protected container, called DigiBox, in

the article “Securing the Content, Not the Wire for Information Commerce” by Olin Sibert, David Bernstein and

David ’ Van Wie; InterTrust Technologies Corp. Sunnyvale, CA available _online URL

l5 http://www.intertrust.com/architecture/stc.html. And “Cryptolope Container Technology”, an IBM »White Paper,"

available online URL http:///eyptolope.ibm.com/white.htm. I

SUMMARY OF THE INVENTION

It is an object of the present invention to remove the above—mentioned-drawbacks and to provide a ‘system

, 20 for tracking usage of content data. One embodiment of the present invention provides a system for tracking usage

of digital content on user devices. Electronic stores coupled to a network sell licenses to-play digtal content data

to users. Content players, which receive from the network the licensed content data, are used to play the licensed ,

content data. Additionally, a logging site that is coupled to the network tracks the playing ofthe content data. In

particular, the logging site receives play information fiom the network,'and the play information includes the

25 number of times that the content data has been played by the associated content player. V
A further embodiment of the present invention provides a method for tracking usage of digital content on

user devices. According to the method, a license to play digital content data is sold to a" user, and the licensed

content data is transmitted to a content player for the user. Further, information is transmitted to a logging site

whenever the content data is played by the content player or copied from the content player to an external medium

30 so that usage of the licensed content data can be tracked.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. I is a block diagram illustrating an over view of a Secure Digital Content Electronic Distribution

System according to the present invention. I I

35 FIG. 2 is a block diagram illustrating an example Secure Container (SC) and the associated graphical
representations according to the present invention.
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FIG. 3 is a block diagram illustrating an overview of the encryption process for a Secure Container (SCI
according to the present invention. 5

FIG. 4 is a block diagram illustrating an overview ofthe dc-encryption process for a Secure Container
(SC) according to the present invention.

FIG. 5 is a block diagram illustrating an overview of the layers for the Rights Management Architecture

of the Secure Digital Content Distribution System of FIGJI according to the present invention.

_ FIG. 6 is a block diagram illustrating an overview ofthe Content Distribution and Licensing Control as it
applies to the License Control Layer of FIG. 5.

FIG. 7 is an illustration of an example user interface f()I‘ the Work. Flow Manager Tool of FIG. I_
according to the present invention.

FIG. 8 is a block diagram of theimajor tools. components and processes of the Work Flow Manager

corresponding to the user interface in FIG. 7 according to the present invention. V FIG. 9 is a block diagram

illustrating the major tools, components and processes of an‘ Electronic Digital Content Store of FIG. 1 according
to the present invention.

FIG. 10 is a block diagram illustrating the major components and processes of an End— User Dcvicc(s) of
FIG. I according to the present invention. 5

FIG. 11 is a flow diagram ofa method to calculate an encoding rate factor for the Content Preprocessing

and Compression tool of FIG. 8 according to the present invention.

FIG. 12 is a flow diagram‘ of a method to automatically retrieve additional information for the Automatic
Metadata Acquisition Tool of FIG. 8 according to the present invention.

FIG. 13 is a flow diagram of a method to automatically set the Preprocessing and Compression parameters

of the Preprocessing and Compression Toolof FIG. 8_according'to the present invention.

FIG, 14 is an example of user interface screens of the Player Application downloading content to a local

library as described in FIG. 15 according to the present invention.

FIG. 15 is a block diagram illustrating the major components and processes of a Player'AppIication
running on End—User Device of FIG. 9 according to. the present invention.

‘ FIG. I6 is an example user interface screens ofthe Player Application of FIG. IS according to the present
invention.

FIG. 17 is a flow diagram of an alternate embtxliment to automatically retrieve additional information for

the Automatic Metadata Acquisition Tool of FIG. 8 according to the present invention.

DETAILED DESCRIPTION OF AN EMBODIMENT

A Table of Contents is provided for this present invention to assist the reader in quickly locating different
sections in this embodiment.

I. SECURE DIGITAL CONTENT ELECTRONIC DISTRIBUTION SYSTEM
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A. System Overview

1. Rights Management

2. Metering

3. Open Architecture

5 B. System Functional Elements

1 . Content Providcr(s)

2. Electronic Digital Content Store(s)_
3. Intermediate Market Partners

4. Clearinghouse(s) _

I 0 5. End-User Device(s)

.6. Transmission Infrastructures
C. System Uses

II. . CRYPTVOGRAPI-IY CONCEPTS AND THEIR APPLICATION TO THE SECURE DIGITAL CONTENT

'15 V ELECTRONIC DISTRIBUTION SYSTEM ' ’ ‘

A. ' Symmetric Algorithms

B. ’ Public Key Algorithms

C. Digital Signature

V D. Digital Certificates

‘.20 - E. Guide To The SC(s) Graphical Representation

F. Example of a Secure Container Encryption I

III. SECURE DIGITAL CONTENT ELECTRONIC DISTRIBUTION SYSTEM FLOW

25 IV. RIGHTS MANAGEMENT ARCHITECTURE MODEL

I A. _ Architecture Layer Functions
B. Function Partitioning and Flows

I 1. Content Formatting Layer

2. Content Usage Control Layer

30 3. Content Identification Layer

4. License Control Layer

C. Content Distribution and Licensing Control

V. SECURE CONTAINER STRUCTURE

35 A. General Structure

B. Rights Management Language Syntax and Semantics
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Overview of Secure Container Flow and Processing

Metadata Secure Container 620 Format

Offer Secure Container 64] Format

Transaction Secure Container 640 Fomtat

Order Secure Container 650 FomiatF'F7-"".”’F7!'7
License Secure Container 660 Format

Content Secure Container Format

Vl. SECURE CONTAINER PACKING AND UNPACKING

10 ~ A. Overview

B. Bill of Materials (BOM)_Part

C. Key Description Part

VII. CLEARlNGHOUSE(S)

l5 V Overview

Rights Management Processing

Country Specific Parameters

Audit Logs and Tracking

Reporting of Results

20 Billing and Payment Verification
ca'.~w.m,=:r>r~'°.>

Retransmissions I

V111." CONTENT PROVIDER

A. Overview

25 B. . Work Flow Manager

1. Products Awaiting Action/Infomtation Process

New Content Request Process

Automatic Metadata Acquisition Process

Manual Metadata Entry Process

30 Usage Conditions Process

Supervised Release Process

Metadata SC(s) Creation Process

Watermarking Process
‘$°°\l°‘!-".*".-"E"

Preprocessing and Compression Process
35 ._. .3

Content Quality Control Process

.
Encryption Process
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12; Content SC(s) Creation Process

13. Final Quality Assurance Process

_ 14. Content Disperscrnent Process

15. Work Flow Rules

5 V C. Metadata Assimilation and Entry Tool

1. Automatic Mctadata Acquisition Tool

2 Manual Metadata Entry Tool

3 H Usage Conditions Tool

4. Parts of the Metadata SC(s)

10 S Supervised Release Tool

D. Content Processing Tool

1. Watermarking Tool

2. Preprocessing and Compression Tool

3. ' ' Content Quality Control Tool

] 5 4. Encryption Tool

E. Content SC(s) Creation Tool

F. Final Quality Assurance Tool

G. Content Dispersemcnt Tool

H. Content Promotions Web Site

20 1. Content Hosting

1_. ’ Content Hosting Sites

2. Content Hosting Site(s) l l 1 provided by the Secure Digital

Content Electronic Distribution System

25 IX. ELECTRONIC DIGITAL CONTENT STORE(S)

A. Overview — Support for Multiple Electronic Digital Content Store(s) ‘

B. Point-to—Point Electronic Digital Content Distribution Service

1. Integration Requirements

2. Content Acquisition’Tool

30 3. Transaction Processing Module

4. Notification Interface Module

5. Account Reconciliation Tool

C. Broadcast Electronic Digital Content Distribution Service

35 X. END-USER DEVlCE(S)

A. Overview
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B. Application Installation

C. Secure Container Processor

D. The Player Application

1. Overview

5 2 End-User lnterface.Components .

3. Copy/Play Management Components

4. Decryption I505, Decompression I506 and Playback Components
5. Data Management 1502 and Library Access Components

6. ‘Inter-application Communication Components

10 7. Other Miscellaneous Components’
‘ The Generic Player

1. SECURE DIGITAL CONTENT ELECTRONIC DISTRIBUTION SYSTEM

15 T A. . System Overview

1 The Secure Digital Content Electronic Distribution System is a technical platform that encompasses the
technology, specifications, tools, and sofiware needed for the secure delivery and rights management of -Digital ‘
Content and digital content—rela'ted content to an end-user, client device. The End-User Device(s) include PCS, set
top" boxes (IRDS), and Internet appliances. These devices may copy the content to external media or portable,

20 A consumer devices as permitted by the content proprietors; The term -Digital Content or simply Content, refers to
I 1 1 information and data‘ stored in a digital format including: pictures. movies, videos, music, programs. multimedia

and games. b p
I ' The technical platform specifies how Digital Content is prepared, securely distributed through
point-to-‘point’ and broadcast infrastructures (such as cable, Internet, satellite, and wireless) licensed. to ‘End-User

25 Device(s), and protected against unauthorized copying or playing. In addition, the architecture of the technical

A I platform allows for the integration and migration of various technologies such as watermarking, »
compression/encoding, encryption, and other security algorithms as theylevolve over time.

The basecomponents of the Secure Digital Content Electronic Distribution System are: (1) rights
management _for the protection of ownership rights of the content proprietor; (2) transaction metering for

30 immediate and accurate compensation; and (3) an open and well-documented architecture that enables Content

Provider(s) to prepare content _and permit its secure delivery over multiple network infrastructures for playback on
any standard compliant player.

I. Rights Management
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Rights management in the Secure Digital Content Electronic Distribution System is implemented through

a set of functions distributed among the operating components of the system.‘ Its primary functions include:

licensing authorization and control so that content is unlocked only by authorized intermediate or End-User(s) that

have secured a license; and control and enforcement of content usage according to the conditions of purchase or

5 license, such as permitted number of copies,. number ofiplays, and the titne interval or tcrn1 the license may be

valid. A. secondary function of rights management is to enable a means to identify the origin of unauthorized
copies of content to combat piracy.

Licensing authorization and control are implemented through the use of a Clcaringhouse(s_) entity and

Secure Container (SC) technology. The C1earinghousc(s) provides licensing authorization by enabling

10 intermediate or End—User(s) to. unlock content after verification of a successful completion of a licensing

transaction. Secure Containers are used to distribute encrypted content and information among the system

components. A SC is a cryptographic carrier of information ‘or content that uses encryption, digital signatures, and

digital certificates to provide protection against unauthorized interception or modification ofeleetronic information

and content. lt also allows for the verification of the authenticity and integrity of the Digital Content. The
‘l 5 advantage of these rights management fimetions is that the electronic Digital Content distribution infrastructure

does not have to be secure or trusted. Therefore allowing transmission over network» infrastructures such as the

Web and Internet. This is due to the fact that the Content is encrypted within Secure Containers and its storage

and distribution are separate from the control of its unlocking and use. Only users who have decryption keys can

, unlock the encrypted Content, and the Clearinghousets) releases decryption keys only for authorized and

205 . appropriate usage requests. The Clearinghouse(s) will not clear bogus requests from unknown or unauthorized

parties or requests that do not comply with, the content‘s usage conditions as set by the content proprietors. In

‘addition, if the SC is tampered with during its" transr_nission,.the soflware in the Clearinghouse(s) determines that
the Content in a SC is corrupted or falsified and repudiate the transaction.

The control of Content usage is enabled through the —End-User Player Application 195 running on an

.25 End—User Deviee(s). The application embeds a digital code in every copy of the Content that defines the allowable «

number of secondary copies and play backs. Digital watermarking technology is used to generate the digital code,

to keep it hidden from other End- User Player Application 195. and to make it resistant to alteration attempts. Vln_
an alternate embodiment, the digital code is just kept as part ofthe usage conditions associated with the Content

113. the Digital Content 1 13 is accessed in a compliant End—User Device(s), the End-User Player

30 Application 195 reads the watermark to check the use restrictions and updates the watermark as required. lf-the

requested use of the content does not comply with the usage conditions, e.g., the number of copies has been
exhausted, the End—User Device(s) will not perform the request.

Digital watermarking also provides the means to identify the origin of authorized or unauthorized copies

of Content. An initial watermark in the Content is embedded by the content proprietor to identify the content
35 proprietor. specify copyright information, define geographic distribution areas, and add other pertinent

information. A second watermark is embedded in the Content at the End-User Deviee(s) to identify the content
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PUFCIJBSCT (OT HCCDSBC) Sand End-User Device(s), specify the purchase or license conditions and date, and add any
other peninent information. V

Since watermarks become an integral part of the Content. they are carried in the copies independent of.
whether the copies were authorized or not. Thus the Digital Content always contains information regarding its‘

5 source and its permitted use regardless of where the content resides or where it comes from. This information may
be used .4, combat illegal use ofthc Content.

2. ‘ _ Metering

As part of its rights management functions, the Clearinghouse(s)_keeps a record of all transactions where
10 a key exchange is cleared through the.Clearinghouse(s). This record allows forithe metering of licensing’

authorization and the original conditions of use. The transaction record can be reported to responsible parties,

such as, content proprietors or Content Provider(s), retailers, and others. on an immediate or periodic basis "to , '
facilitate electronic reconciliation of transaction payments and other uses.‘

15 3. Open Architecture _ _
The Secure Digital Content Electronic Distribution System (System) is an open architecture with

published specifications and interfaces to facilitate broad implementation and acceptance of the Syste-main the

market place while maintaining rights protection for the content proprietors. The flexibility and openness of the

System architecture also enable the System to evolve over time as various technologies, ‘transmission

20 infrastructures, and devices are delivered to the marketplace. I S V _ S
The architecture is open .regarding the nature of the Content and its format. Distribution of audio,

programs, multimedia, video, or other typesiof Content is supported by the architecture. The Content could be in a
native format , such as linear PCM for digital music, or a format achieved by additional preprocessing or "encoding,
such as filtering,_compression, or pre/de— emphasis, and more. The architecture is open to various encryption and

— 25 watermarking techniques. It allows for the selection of specific techniques to accommodate different Content types

and formats and to allow the introduction or adoption of new technologies as they evolve. This flexibility allows
Content Provider(s) to pick and evolve the technologies they use for data compression, encryption, and formatting
within the Secure Digital Content Electronic Distribution System. V

The architecture is also open to different distribution networks and distribution models. The architecture
30 < supports content distribution over low-speed Internet connections or high—speed satellite and cable networks -and

can be used with point-to-point or broadcast models. In addition, the architecture is designed so that the functions

in the End-User Device(s) can be implemented on a wide variety of"devices, including low cost consumer devices. ,

This flexibility allows Content Provider(s) and retailers to offer Content to intermediate or End-User(s) through a
‘variety of service offerings and enables the users to purchase or license Content, play it back, and record it on

35 various compliant player devices.
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B. System Functional Elements

Turning now to FIG. I, there is shown a block diagram illustrating an overview of a Secure Digital

Content Electronic Distribution System «I00 according to the present invention. The Secure Digital Content
Electronic Distribution System 100 encompasses several business elements that comprise an end—to-end solution.

including: Content Provider(s) lol or the proprietors of the Digital Content, Electronic Digital Content ‘Store(s)

103, lntermediate Market Partners (not shown), Clearinghouse(s) 105, Content Hosting Site 11], Transmission

Infrastructures l07, and End-User Device(s) 109. Each of these business elements use various components of the

Secure Digital Content Electronic Distribution System -100. A high level description of these business elements

and system components, as they pertain specifically to electronic Content l 13 distribution, follows.

1. Content Provider(s) 101

Content Provider(s) 101 or content proprietor(s)'are owners of original Content 113 and/or distributors

authorized to package independent Content M3 for further distribution. Content Providcr(s) 101 may exploit their

- rights directly or license Content 113 to the Electronic Digital Content Store(s) 103, or lntermediate Market

Partners (not shown), usually in return for "Content usage payments related to electronic commerce revenues
Examples of Content Provider(s) 101 include Sony, Time-Wamer, MTV, IBM, Microsoft, Turner, Fox and others. ’

Content Provider(s) 10] use tools provided as part of the Secure Digital Content Electronic Distribution

System 100 in order to prepare their Content 1 l3 and related data for distribution. A Work Flow Manager Tool

_ I54 schedules Cont_ent ll3 to be processedand tracks the Content ll'3 as it flows through the various steps of

Content l 13 preparation and packaging to maintain high quality assurance. The term metadata is used throughout

this document to mean data related to the Content 1 l_3 and in this embodiment does not include the Content 113

"itself; As an example, metadata for a song may be a song title or song credits but not the sound recording of the

song. The Content I 13 would contain the sound recording. A Metadata Assimilation and Entry Tool 161 is used

to extract metadata from the Content Provider(s)’ Database 160 or data provided by the Content Provider(s) in a

prescribed format (for a music example the Content 113 information such as CD title, artist name. song title, CD ~

artwork, and more) and to package it for electronic distribution. The Metadata Assimilation and ‘Entry Tool 161 is

also used to enter the Usage Conditions for the Content H3. The data in Usage Conditions can include copy

restriction rules, the wholesale price, and any business rules deemed necessary. A Watermarking Tool is used to
hide data in the Content 113 that identifies the content owner. the processing date, and other relevant data. For an

embodiment where the Content 113 is audio, an audio preprocessor tool is used to adjust the dynamics and/or

equalize the Content 1 l3’or other audio for optimum compression quality. compress the Content 1 13 to the desired

compression levels, and encrypt the Content 113. These can be adapted to follow technical advances in digital V

content compression/encoding, encryption, and formatting methods, allowing the Content Provider(s) l0l to

utilize best tools as they evolve over time in the marketplace.

The encrypted Content 113. digital content—related data or metadata. and encrypted keys are packed in

SCs (described below) by the SC Packer Tool and stored in a content hosting site and/or promotional web sitefor

OOOBEIOQAQ I :-
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electronic distribution. The content hosting site can reside at the Content Providcr(s) lol or in multiple locations,
including Electronic Digital Content Store(s) 103 and Intermediate Market Partners (not shown) facilities. Since

both the Content 1 13 and the Keys (described below) are encrypted and packed in SCs, Electronic Digital Content”
Store(s) 103 or any other hosting agent can not directly access decrypted Content 113 without clearance from the

5 Clearinghouse(s) and notification to the Content Providcr(s) l0l .

2. Electronic Digital Content'Store(s) 103

Electronic Digital Content Store(s) 103 are the entities who market theV‘Content H3 through a wide

variety of services or applications, such as Content ll3 theme programming or electronic merchandising of
10 Content 113. Electronic Digital Content Store(s) 103 manage the design, development, business operations,~

settlements, merchandising, marketing, and sales of their services. Example online Electronic Digital Content
Store(s) I03 are Web sites that provide electronic downloads of software; 1

Within their services, Electronic Digital Content Store(s) 103 implement certain functions of the Secure

Digital Content Electronic Distribution System 100. Electronic Digital Content Store(s) 103 aggregate’ C
15 information from the Content Providcr(s) 101, pack content and metadata in additional SCs, and deliver those SCs

' to consumers or businesses as part of a service or application. Electronic Digital Content Storets) 103 use tools
provided by the Secure Digital Content Electronic Distribution System 100 to assist with: metadata extraction.‘

secondary usage conditions, SC packaging, and tracking of electronic content transactions. The secondary usage

conditions data can include retail business oflers such as Content 113 purchaseprice. pay-per-listen price, copy
20 authorization and target device types, or timed-availability restrictions. 1 A 7 K

Once an Electronic Digital Content Store(s) 103 completes a valid request for electronic Content I 13 from

an End-User(s), the Electronic Digital Content Store(s) 103 is responsible for authorizing the Clearinghouse(s) 105

to release the decryption key for the Content 113 to the customer. The Electronic Digital Content Store(s) also
authorizes the download of the SC containing the Content 1 13. The Electronic Digital Content Store(s) may elect

25 tohost the SCs containing the Digital Content at its local site and/or utilize the hosting and distribution. facilities
of another Content hosting site. _

The Electronic Digital Content Store(s) can provide customer service for any questions or problems that

an End-User(s) may have using the Secure Digital Content Electronic Distribution System 100, or the Electronic

Digital Content Store(s) _l 03 may contractthcir customer service support to the Clearinghouse(s) 105.
30

3. [ntennediate Market Partners (not shown)
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In an alternate embodiment, the Secure Digital Content Electronic Distribution System 100 can be used to

provide Content I 13 securely to other businesses called Intermediate Market Partners. These partners may include

digital content-related companies ofi°ering a non-electronic service, such as televisions stations or video clubs,

radio stations or record clubs, that distribute Content 1 13. These Partners may also include other trusted parties

5' who handle material as part of making or marketing soundlrecordings; such as record studios. replicators, and

producers. These intermediate Market Partners requires clearance from the Clcaringhouse(s) l()5 in order to
decrypt the Content 1 13. in

4.. Clearinghouse(s) 1'05

10 The Clcaringhouse(s) 105 provides the licensing authorization and record keeping for all transactions that

relate to the sale and/or permitted use of the Content 113 encrypted in a SC. When the Clearinghouse(s), I05 ‘

receives a request for a decryption key for the Content 113 from an intermediate or End-User(s). the
Clearinghouse(s) 105 validates the integrity and authenticity of the information in the request; verifies that the

request was authorized by an Electronic Digital Content Store(s) or Content Provider{s) 101; and verifies thatlthe
15 requested usage complies with the content Usage Conditions as defined by the Content Provider(s) 101. Once

these verifications are satisfied. the Clearinghouse(s) 105 sends the decryption key for the Content 113 to the
requesting End-User(s) packed in a License SC. The key is encrypted in a manner so that only the authorized user

can retrieve it. If the End-Uscr’s request is not verifiable, complete, or authorized, the Clcaringhouse(s) 105
repudiates the request for the decryption key. A 0

20 The Clearinghouse(s) 105 keeps a record of all transactions and can report them to responsible-parties,

such as Electronic Digital Content Store(s) 103 and Content Provider(s) 101, on an immediate, periodic, or

restricted basis. This reporting is'a means by which Content Providcr(s) 101 -can be informed of the sale of_
Content I 13 and the Electronic Digital Content Store(s) 103 can obtain an audit trail of electronic-delivery to their

customers. The Clearinghouse(s) 105 can also notify the Content Provider(_s) 101 and/or Electronic Digital

25 Content Store(s) 103 if it detects that information in a SC has been compromised or does not comply with the
Content’s Usage Conditions. The transaction recording and repository capabilities of the Clearinghouse(s) 105

database is structured for data mining and report generation.

In another embodiment, the Clearinghouse(s) 105 can provide customer support and exception processing

for transactions such as refunds, transmission failures. and purchase disputes. The Clearinghouse(s) 105 can be

30 operated as an independent entity, providing a trusted custodian for rights managcrnenl and metering. It provides

billing and settlement as required. Examples of electronic Clcaringhouse(s) includesecure-Bank.com and Secure

Electronic Transaction (SET) from Visa/Mastercard. In one embodiment, the Clcaringhouse(s) 105 are Web sites

accessible to the End-User Device(s) 109. ln another embodiment, the Clearinghousc(s) 105 is -part of the

Electronic Digital Content Store(s) 103. -

35

5. End-User Device(s) 109
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The End-User Device(s) 109 can be any player device that contains an End-User Player Application 195
(described later) compliant with the Secure Digital Content Electronic Distribution System l00 specifications.
These devices may include PCS, set top boxes (IRDs), and Internet appliances. The End-User Player Application
195 could be implemented in soflware and/or consumer electronics hardware. In addition to performing play,
record, and library management functions, the End-User. Player Application 195 performs SC processing to enable
rights management in the End-User Device(s) 109. The End-User Device(s) 109 manages the download and.
storage ofthe SCs containing the Digital Content; requests and manages receipt of the encrypted Digital Content
keys from the Clearinghouse(s) 105; processes the watcrmark(s) every time the Digital Content is copied or played;
manages the number of copies made (or deletion ofthe copy) in accordance with the Digital Content‘s Usage
Conditions; and performs the copy to an external media or portable consumer device if permitted. The portable
consumer device can perform a subset of the End-User Player Application l95 functions in order to process the

195 are used throughout this to mean through the use or running—on an End-User Device(s) 109.

J 6. , Transmission Infrastructures 107

The Secure Digital Content Electronic Distribution System 100 is independent of the transmission
network connecting the Electronic Digital Content Store(s) 103 and End-User Device(s) 109. It supports both ‘
point-to-point such as the Intemet and broadcast distribution models such as digital broadcast television.

Even though the same tools and applications are used to acquire, package, and track, Content ll3
.transactions over various" Transmission Infrastructures 107, the presentation and method in which services are

delivered to the customer may vary depending on the infrastructure and distribution model selected. The quality of

the Content ll3 being transferred may also vary since high bandwidth infrastructures can deliver high-quality
digital content at more acceptable response times than lower bandwidth infiastructures. A service application
designed for a point-to-point distribution model can be adapted to support a broadcast distribution model as well.

C. System Uses I

The Secure Digital Content Electronic Distribution System 100 enables the secure delivery of

high-quality, electronic copies of Content ll3 to End-User Device(s) 109, whether consumer or business, and to
regulate and track usage of the Content I 13.

The Secure Digital Content Electronic Distribution System 100 could be deployed in a variety of
consumer and business-to-business services using both new and existing distribution channels. Each particular
service could use a different financial model that can be enforced through the rights management features of the

Secure Digital Content Electronic Distribution System I00. Models such as wholesale or retail purchase,
pay-per-listen usage, subscription services, copy/no-copy restrictions, or redistribution could be implemented

through the rights management of the Clearinghouse(s) 105 and the End-User Player Application 195 copy
protection features.
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The Secure Digital Content Electronic Distribution Syst-em 100 allows Electronic Digital Content Stor.e(s)

I03 and Intermediate Market Partners a great deal of flexibility in creating services that sell Content l 13. At the

sametimc it provides Content Provider(s) lOl a level of assurance that their digital assets are protected and

metered so that they can receive appropriate compensation for the licensing of Content I I3.

II. CRYPTOGRAPHY CONCEPTS AND THEIR APPLICATION TO THE SECURE DIGITAL

CONTENT ELECTRONIC DISTRIBUTION SYSTEM ‘

License Control in the Secure Digital Content Electronic Distribution System l0O is based on the use of

cr_yptography. This section introduces basic cryptography technologies of the present invention. The use of public

key encryption, symmetric key encryption, digital signatures, digital watermarks and digital certificates is known.

A. Symmetric Algorithms

In the Secure Digital Content Electronic Distribution System 100 the Content Provider(s) ltll encrypts the

content using symmetric algorithms. They are called symmetric algorithms because the same key is used to encrypt
and decrypt data. The data sender and the message recipient must share the ‘key. The shared key is referred to here

as the symmetric key. The Secure Digital Content Electronic‘ Distribution System 10() architecture is independent
ofthe specific symmetric algorithm selected for ‘a particular implementation. _

Common symmetric algorithms are DES, RC2 and RC4. Both DES and RC2 are block cipher. A block

. cipher encrypts the datausing a block of data bits at a time. DES is an official US government encryption standard,

‘has a 64-bit block size, and uses a 56-bit key. Triple-DES is commonly used to increase the security achieved with

simple DES. RSA Data Security designed RC2. RC2.uses a variable-key-size cipher and has a block size of 64 bits.

' RC4, also designed by RSA Data Security, is a variablc—key-size stream cipher. A stream cipher operates on a ‘

single data bit at a time. RSA Data Security claims that eight to sixteen machine operations are required for RC4

per output byte. .

IBM designed a fast algorithm called SEAL. SEAL is a stream algorithm that uses a variable-length key -

and that has been optimized for 32-bit processors. SEAL requires about five elementary machine instructions per

data byte. A 50 486-based computer runs the SEAL code at 7.2 megabytes/second if the I60-bit key used has

already been preprocessed into internal tables. I I

Microsofi reports results of encryption performance benchmark in its Overview of CryptoAPI ‘document.

These results were obtained by an application using Microsofl’s CryptoAPl, running on a I20-MHZ,

Pentium-based computer with Windows NT 4.0. V
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B. - 9 Public Key Algorithms

in the Secure Digital Content E-leetronic Distribution System l()t), symmetriekcys and other small data

5 pieces are encrypted usingpublic keys. Public key algorithms use two keys. The two keys aremathematically‘
related so that data encrypted with one key can only be decrypted with the other key. The ownerlof the keys keeps

one key private (private key) and publicly distributes the second key (public key). V V A

I To secure the transmission of a" confidential message using a ‘public key algorithm, one must use the
reeipient’s public key to encrypt the message. Only the recipient. who has the associatedprivate key. can decrypt '

10 g the message. Public key algorithms are also used to generate digital signatures. The private key islused for that
purpose. The following section provides information on digital signatures. _ _

The most common used publie~kcy algorithm. is the RSA publie—key cipher. It has become the de-facto: I
public key standard in the industry. Other algorithms that alsowork well for encryption and digital signatures are

ElGamal and Rabin. RSA is a variable-key length cipher. _ V . A I '
1S Symmetric key algorithms are much faster than the public key algorithms. In nsofiware. DES is generally

at least 100 times as fast as RSA. Because of this, RSA is not used to encrypt bulk data. RSA Data Security V

reports that on a 90 MHZ Pentium machine, RSA Data Security’s toolkit BSAFE 3.0 has a throughput for
private-key operations (encryption or decryption, using the private key) of 21.6 kilobits/second with a 512-bit_
modulus and 7.4 kilobits/second with a I024-bit modulus. . ,

20 ‘ '

C. Digital Signatu re

In the Secure Digital Content Electronic Distribution System 100, the issuer of SC(s) protects the integity
of SC(s) by digitally signing it. In general, to create a digital signature of a message. a message owner first

computes the message digest (defined below) and then encrypt the message digest using the owner's private key.

25 The message is distributed with its signature. Any recipient ofthe message can verifygthe digital signature first by
decrypting the signature using thekpublic key of the message owner to recover the message digest. Then, the -

recipient computes the digest of the received message and compares it with the recovered one. If the message has

not being altered during distribution, the calculated digest and recovered digest must be equal.

In the Secure Digital Content Electronic Distribution System 100. since SC(s) contain several data parts, a

30 digest is calculated for each part and a summary digest is calculated for the concatenated part digests. The
summary digest is encrypted using the private key ofthe issuer of the SC(s). The encrypted summary digest is the
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issuer's digital signature for the ‘SC(s). The part digests and the digital signature are included in the body ofthe

SC(s). The recipients of SC(s) can verify the integrity of the SC(s) and parts by means of the received digital
signature and part digests. '

A one-way hash algorithm. is used to calculate a message digest. A hash algorithm takes a

variable-length-input message and converts it into a fixed length string, the message digest. A one-way hash

algorithm operates only in one direction. That is, it is easy to calculate the digest for an input message. but it is

very difficult (computationally infeasible’) to generatethe input message from its digest. Because of the properties

of the one—way hash functions, one can think of a message digest as a fingerprint of the message.
The more common one-way hash functions are MDS from RSA Data Security and SHA designed by the

US National Institute of Technology and Standards (NITS).

D. Digital Certificates

A digital certificate is used to authenticate or verify the identity of a person or entity that has sent a

digitally signed message. A certificate is a digital document issued by a certification authority that binds a public

key to a person or entity. The certificate includes the public keyfthe name of the person or entity, an expiration

date, the name ‘of the certification authority, and other information. The certificate also contains the‘di.gital

signature of the c_ertification authority. .

VVhen an entity (or person) sends a message signed with its private key and accompanied with its digital

certificate, the recipient of the message uses the entity’s name from the ‘certificate to decide whether or not to

accept the message.

_ In the Secure Digital Content Electronic Distribution System 100, every SC(s),except those issued by the V
End-User Device(s) 109, includes the certificate of the creator of the SC(s). The End-User Device(s) 109 do not

need to include certificates in their SC(s) because many End— User(s) dounot bother to acquire acertificate or have

certificatesissued by non bona-fide Certification Authorities. In the’Secure Digital Content Electronic Distribution

System 100, the Clearinghouse(s) 105 has the option of issuing certificates to the Electronic Digital Content

Store(s) I03. This allows the End-User Device(s) 109 to independently verify that the Electronic Digital Content

Store(s) 103 have been authorized by the Secure Digital Content Electronic Distribution System 100. I

E. Guide To The SC(s) Graphical Representation
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This d0CUmCn| uses a drawing to graphically represent SC(s) that shows encrypted parts, non—encrypted
parts, the encryption keys, and certificates. Referring now to FIG. 2 is an example drawing of SC(s) 200. V The
following symbols _are used in the SC(s) figures. Key 20] is a public or private key. The teeth of the key e.g.
CLRNCH for Clearinghouse indicate the key owner. PB inside the handle indicates that it is a public key thus

5 - ‘ key 201 is a Clearinghouse public key. PV inside the handle indicates that it is a private key. Diamond shape is
an End— User Digital Signature 202. The initials indicate which private key was used to create the signature thus
in EU is the End-User(s) digital signature from table below". Symmetric key 203 is used to encrypt content. An

I encrypted syrnmetric key object 204 comprising a symmetric key 203 encrypted with "a PB of CLRNGH. The key
on the top border of the rectangle is the key used in the encryption of the object. The symbol or text inside the

10 rectangle indicates the encrypted object (a symmetric key in-this case). Another encrypted object, in this examplc’a
‘ Transaction ID encrypted object 205 is shown. And Usage Conditions 206 for content licensing management as

described below. ‘The SC(s) 2(l0 comprises Usage Conditions 206. Transaction ID encrypted object 205. an
Application lD encrypted object 207, and encrypted symmetric key object 204, all signed with an End-User Digital
Signature 202.

1.5 ; A ThetablebelowshowstheinitialslhatidentifythesignerofSC(s).H

 Component
_ V Content Provider(s) 101

Electronic Digital Content Store(s) 103
‘Content Hosting Site(s) 11.1

‘ End-User Device(s) 109
' _ Clearinghouse(s) 105

certification authority(ies_) (not shown)

F. Example of a Secure Container Encryption

 
 

 

  
  
  

  
    

20 The tables and diagrams below provide an overview of the encryption and decryption process used to 0
create and recover information from SC(s). The SC(s) that is created and decrypted in this process overview is a

general SC(s). lt does not represent any of the specific SC(s) types used for rights management in the Secure

Digital Content Electronic ‘Distribution System 100. The process consists of the steps described in FIG. for
encryption process.

25 . _
Process Flow for Encryption Process of FIG. 3

Step Process

301 Sender generates a random symmetric key and uses it to encrypt the content.

302 Sender runs the encrypted content through a hash algorithm 10 produce the content digest.
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303 Sender encrypts the symmetric key using the recipient's public key. PB RECPNT refers to the recipient's
public key.

304 Sender runs the encrypted "symmetric key through the ‘same hash algorithm used instep 2 to produce the
symmetric key digest.

5 H 305 Sender runs the concatenation of the content digest and symmetric key digest through the same hash
algorithm used in step 2 to produce the SC(s) digest.

306 b Sender encrypts the SC(s) digest with the sender's private. key to produce the digital signature for the

SC(s). PV SENDER refers to the sender’s private key. I

307B Sender creates a SC(s) file that includesthe encrypted content. encrypted symmetric key, content digest,

l0 symmetric key digest, sender’s certificate‘, and SC(s) signature. I

307A Sender must have obtained .the certificate from a certification authority prior to initiating secure

communications. The certification authority includes in the certificate the sender’s public key, the

sender’s name and signs it. PV CAUTHR refers to the certifications'authority’s private key. Sender‘

transmits the SC(s) to the recipient.

15

Process Flow for Decryption Process of FIG. 4

$9 Process .

408 Recipient receives the SC(s) and separates its parts.

409 Recipient verifies the digital signature in the sender’s certificate by decrypting it with the public key of the

20 certification authority. if the certificate’s digital signature is valid, recipient acquires the sender’s public

key from the certificate. V I A
410 Recipient decrypts the SC(s) digital signature using the sender’s public key. This recovers the ‘SC(s) V

digest. PB SENDER refers to the sender’s.public key. I

41] Recipient runs the concatenation of the received content digest and encrypted key digest through thesame

25 hash algorithm used by the sender to compute the SC(s) digest’. _ V _

' 412 Recipient compares the computed SC(s) digest with the one recovered from the sender's digital signature.

If they are the same, recipient confirms that the received digests have not been altered and continues with
the decryption process. If they are not the same, recipient discards the SC(s) and notifies the sender.

413 Recipient runs the encrypted symmetric key through the same hash algorithm used in step 411 to compute

30 the symmetric key digest; .

414 Recipient compares the computed symmetric key digest with the one received in the SC(s). If it is the

same, recipient knows that the encrypted symmetrickey has not been altered. Recipient continues with

the decryption process. If not valid, recipient discards the SC(s) and notifies the sender.

415 Recipient runs the encrypted content through the same hash algorithm in step 4ll to compute the
35 content digest. I
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416 Recipient Compares the computed content digest with the one received in the ‘SC(s). If it is the same,
recipient knows that the encrypted content has not been altered. Recipient then continues with the»
decryption process. If not valid. recipient discards the SC(s) and notifies the sender.

417 7 Recipient decrypts the encrypted syrmnetric kcyusing the recipient’s private key. This recovers the
5 ' symmetric key. PV RECPNT refers to the recipient’s private key.

418 Recipient uses the symmetric key to decrypt the encrypted content. This recovers the content.

III. SECURE DIGITAL CONTENT ELECTRONIC DISTRIBUTION SYSTEM FLOW
~ The Secure Electronic Digital Content Distribution System I00. consists of several components that are

10 used by the different participants ofthe system. These participants include the Content Provider(s) I01, Electronic
Digital Content Store(s) 103, End—User(s) via End-User Device(s)_ 109 and the Clearinghouse(s) 105. A high level
system flow is used as an overview of the Secure Digital Content Electronic Distribution System 100. This flow I
outlined below tracks Content as it flows throughout the System 100 Additionally ll outlines the steps used by the
participants to conduct the transactions for the purchase unlocking and use of the Content 113 Some of the

15 U assumptions made in the system flow include:

This is a system flow for a Digital Content service (Point—to-Point Interface to a PC). H
Content Provider(s) l0l submits audio Digital Content in PCM uncompressed format (as a music audio
example). . g

20 .- ‘Content Provider(s) 101 has metadata in an ODBC compliant database or Content Provider(s) l01 will
I t‘ ’ enter the data directly into the Content Information Processing Subsystem, or will have provided data in

A prescribed ASCII file fom1at(s). _ I
Financial settlement is done by the Ele'ctronie.Digital Content Store(s).
Content 1 I3 is hosted at a single Content Hosting Site(s) .1 l 1.

25

It should be understood by.those skilled in the art that these assumptions can be altered to accommodate »

the exact nature of the Digital Content e.g. music, video and program and electronic distribution system
broadcast. _ - -

30 The following process flow in illustrated in FIG. 1.

Step Process A
121 A uncompressed PCM audio file is provided as Content 113 by the Content Provider(s) 101. Its filename A

is input into the Work Flow Manager 154 Tool along with the Content Provider(s)‘ 101 unique identifier
35 for the Content 113.
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122 Metadata is captured from the Content Provider(s)’ Database I60 by the Content Information Processing

Subsystem using the Content Provider(s)’ l()l unique identifier for the Content 113 and information

provided by the Database Mapping Template.

123 The Work Flow Manager Tool 154 is used to direct the content flow through the acquisition and

5 preparation process at the Content Provider(s) l()l. It can also be used to track the status of any piece of
content in the system at any time.

124 The Usage Conditions for the Content 113 are_entered into the Content Information Processing

Subsystem, this can be done either manually or automatically. This data includes copy restriction rules

and any other business rules deemed necessary. All of the metadata entry can occur in parallel with the

10 Audio Processing for the data. A C

125 The Watermarking Tool is used to hide data in the Content 113 that the Content Provider(s) ll)l deems
necessary to identify the content. This eould.include when it was captured, where it came from (this

Content Provider(s) 101). or any other information specified by the Content Provider(s) 10]‘.

The Content Processing Tool 125 performs equalization, dynamics adjustments and re—sampling

‘I5 to the Content 113 as necessary for the different compression levels supported. _

H I The Content H3 is compressed using the Content Processing Tool 125 to the desired
A compression‘ levels. The Content 113 can then be played back to verify that the compression‘

produces the required level of Content ll3 quality. If necessary the equalization, dynamics

_ V _ adjustments, compressionand playback quality checks can be performed as many times as

'2?) . ~ desired.

The Content 113 and a subset of its metadata is encrypted with a Symmetric Key by the SC

Packer. This tool then encrypts the key using the Public Key of the Clearinghouse(s) 105 to '

produce an Encrypted Symmetric Key. This key can be transmitted anywhere without

A comprising the security of the Content 113 since the only entity that can decrypt it is the

25 Cle'aringhouse(s) 105.

126 The Encrypted Symmetric Key, metadata and other information about the Content 1 13 is then packed into

a Metadata SC by the SC Packer Tool 152.

127 The encrypted Content l13 and metadata are then packed into a Content SC. At this point the processing

on the Content 1 13 and metadata is complete.

30 128 The Metadata SC(s) is then sent to the Content Promotions Web Site 156 using the Content Disbursement

Tool (not shown). _
129 The Content Disbursement Tool sends the Content ‘SC(s) to the Content Hosting Site(s) 1 ll. The Content

Hosting Site(s) can reside at the Content Provider(s) l0l , the Clearinghousets) 105 or a special location

dedicated for Content Hosting. The URL for this site is part of the metadata that was added to the

35 Metadata SC.
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The Content Promotions Web Site 156 notifies Electronic Digital Content Store(s) I03 of new Content
113 that is added to the System 100. i 5

Using the Content Acquisition Tool, Electronic Digital Content Store(s) 103 then download the Metadata
SCs that correspond to the Content l 13 they wish to sell.

The Electronic Digital Content Store(s) 103 will use the Content Acquisition Tool to pull out any data
from the Metadata SC(s) that they want to use to promote the Content I l3.on their Web Site. Access to
portions of this metadata can be secured and charged for if desired.

The Usage Conditions for the Content l 13, specific to this Electronic Digital Content Store(s) 103, are

entered using the Content Acquisition Tool. These Usage" Conditions include the retail prices and
copy/play rcstrictions_for the different compression levels of the Content I I3. 5

The Electronic Digital Content Store(s) l03 specific Usage Conditions and the original Metadata SC(s)
are packed into an Offer SC by the SC Packer Tool.

After the Electronic Digital Content Store(s) l()3 Web Site isupdated, the Content 113 is available to
End-User(s) surfing the Web. A

When an End‘-User(s) finds Content ll3 that they want to buy, they clickon a content icon, such as a

music icon, and the item is added to his/her shopping cart which maintained by the Electronic Digital
Content Store(s) 103. When the End-User(s) completes shopping they submit the purchase.requeSt to the
Electronic Digital Content Store(s) 103 for processing. '

The Electronic Digital Content Store(s) 103 then interacts with credit card clearing organizations to place
a hold on the funds in the same way they do business today.

Once the Electronic Digital Content Store(s) 103 receives the credit card authorization number back from

the credit card clearing organization, it stores this into a database and invokes the SC Packer Tool to build

a Transaction SC. This Transaction SC includes all of the Offer SCs for the Content ll3 that the
End-User(s) has purchased, a Transaction ID that can be tracked back to the Electronic Digital Content

Store(s) 103, information that identifies the End-User(s), compression levels. Usage Conditions and the
price list for the songs purchased.

This Transaction SC is then transmitted to the End-User Device(s) I09. I

When the Transaction SC arrives on the End—User Device(s) 109, it kicks off the End- User Player
Application 195 which opens the Transaction SC and acknowledges the End- User's purchase. The

End-User Player Application 195 then opens the individual Offer SCs and in an alternate embodiment,
may inform the user with an estimate of the download time. It then asks the user to specify when they
want to download the Content 1 13.

Based on the time the End-User(s) requested the download. the End—User Player Application 195 will

wake up and initiate the start of the download process by building a Order SC that contains among other

things the Encrypted Symmetric Key for the Content 113, the Transaction ID, and End-User(s) '
information.-
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This Order SC is then sent to the Clearinghousc(s) 105 for processing. _
The Clearinghousets) l()5 receives the Order SC, opens it and verifies that none of the data has been

tampered with. The Clearinghouse(s) 'l()5 validates the Usage Conditions purchased by the End-Uscrts).

These ‘Usage Conditions "must comply with those specified by the Content Provider(s) l()l. This
information is logged in a database. . '

Once all the checks are complete, the Encrypted Syrrunetric Key is decrypted using the private key ofthe
Clearinghouse(s) 105. The Symmetric Key is then encrypted using theupublic key of the’End-User(s).

This new Encrypted Symmetric Key is then packaged into a License SC by the SC Packer.
The License SC is then transmitted to theEnd-User(s). I ' T" I

When the License SC is received at th'e’End-User Device(s) 109 it is stored in memory until the Content
SC is downloaded.

The End-User Device(s). l()9 request from the Content Hosting Facility lll, sending the corresponding
License SC for the purchased Content 1 13.

-Content 1 1-3 is sent to the End-User Device(s) I09. Upon the receipt the Content I 13 is de—encrypted by
the End-User Device(s) 109 using the Symmetric Key.

RIGHTS MANAGEMENT ARCHITECTURE MODEL

Architecture Layer Functions

FIG. 5 is a block. diagram of the Rights Management Architecture of the Secure Digital Content

Electronic Distribution System 10(). Architecturally, four layers represent the Secure Digital Content Electronic

Distribution System 100: the License Control Layer 501, the Content Identification Layer "503, Content Usage

Control Layer 505, and the Content Formatting Layer 507. The overall" functional objective of each layer and the

individual ‘key functions for each layer are described in this section. The functions in each of the layers are fairly

independent of the functions in the other layers. Within broad limitations, functions in a layer can be substituted

with similar functions without affecting thefunctionality of the other layers. ‘Obviously-, it is required «that the

output from one layer satisfies format and semantics acceptable to the adjacent layer.

The License Control Layer 501 ensures that:

the Digital Content is protected during distribution against illegal interception and tampering;

the Content 113 originates from a rightful content owner and is distributed byla licensed distributor,~e.—g.

Electronic Digital Content Store(s) 103;

the Digital Content purchaser has a properly licensed application;

the distributor is paid by the purchaser before a copy ofthe Content 113 is made available to the purchaser

or End-User(s); and i

a record of the transaction is kept for reporting purposes.
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The Content Identification Layer 5t)3 allows for the verification of the copyright and the identity of the
content purchaser. The content’s copyright information and identity of the content purchaser enables the source
tracking of any, authorized or not, copy ofthe Content l 13. Thus, the Content Identification Layer 503 provides a
means to combat piracy. A I T

5 - i The Content Usage Control Layer 505 ensures that the.copy of the Content 1 l3 is used in the purchaser’s
device according to the Store Usage Conditions 519. The Store Usage Conditions 519 may specify the number of
plays and local copies allowed for the Content 113, and whether orgnot the Content 113 may recorded to an

external portable device. The functions in the Content Usage Control Layer ‘505 keep track of the content’s .
copy/play usage and update the copy/play status. _ _ _ H V

10 The Content Formatting Layer 507 allows for the format conversion of the Content 1 l3 from its native
. "representation in the content owner’s facilities into a form that is consistent with the service features and

distribution means of the Secure Digital Content Electronic Distribution System 100. The conversion processing"
may include compression encoding and its associated preprocessing, such as frequency equalization and amplitude
dynamic adjustment. For Content 1 13 which is audio, at the purchaser's side, the received Content 1 l3,alsoAneeds

15 _— to be processed to achieve a fonnat appropriate for playback or transfer to a portable device.

B. _ ' Function Partitioning and Flows 1 7
The Rights Management Architectural Model is shown in FIG. 5 and this illustrates thetmapping of the

architectural layers to the operating components making up the Secure Digital Content Electronic Distribution
System 100 and the key functions in each layer.

20 .

-1. Content Formatting Layer 507

The general Functions associated with the C_ontent.For'matting Layer 507 are Content Preprocessing 502
‘and Compression 511 at the Content Provider(s) l0l, and Content De— scrambling 513 and Decompression 5l5 at
the End—User Device(s) 109. The need for preprocessing and the examples of specific functionswere mentioned

25 above. Content Compression 51 l is used to reduce the file size of the Content 1 13 and its transmission time. Any
compression algorithm appropriate for the type of Content l l3 and transmission medium can be used in the Secure _

Digital Content Electronic Distribution System I00. For music, MPEG '/Hz/4, Dolby AC-2 and AC-3, Sony
Adaptive Transform Coding (ATRAC), and low-bit rate algorithms are some-of the typically used compression

algorithms. The Content 113 is stored in the End-User Device(s) 109 in compressed form to reduce the storage
30 size requirement. It is decompressed during active playback. De-scrambling is also performed during active

playback. The purpose and type of scrambling will be described later during the discussion of the Content Usage
Control Layer 505. A

2. Content Usage Control. Layer 505
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The'Content Usage Control Layer 505 permits the specification and enforcement of the conditions-or

restrictions imposed on the use of Content 113 use at the End-User Device(s) 109. The conditions may specify the

number of plays allowed for the Content ll3, whether or not a secondary copy ofthe Content I 13 is allowed. the

number of secondary copies. and whether or not the Content 113 may be copied to an external portable ‘device.

The Content Provider(s) l()l sets the allowable Usage Conditions 5l7 and transmits them to the Electronic Digital

Contcnt.Storc(s) I03 in a SC (see the License Control Layer 50] section). The Electronic Digital Content pStore(s)
l03l can add to or narrow the Usage Conditions 517 as long_ as it doesn‘t invalidate the original conditions set by
the Content Provider(s) l()l. The Electronic Digital Content Store(s) 103 then transmits all Store Usage
Conditions 519 (in a SC) to the End-User Device(s) 109 and the C_learinghouse(s) 105. The Clcaringhouse(s) 105

‘ perform Usage Conditions Validation 521 before authorizing the Content 113 release to an End-User Device(s)
l()9.

The enforcement of the content Usage Conditions‘ 517 is performed by the’Content Usage Control Layer
505 in the End-User Device(s) 109. First, upon reception ofthc Content l 13 copy from the Content ldentification

Layer 503 in the End-User Device(s) l'()9 marks the Content 113 with a" Copy/Play Code 523 representing the

initial copy/play permission. Second, the Player Application 195 eryptographically scrambles the Content ]l_3
before storing it in the End-User Device(s) 109. The Player Application 195 generates a scrambling key for each

Content item, and the key is encrypted and hidden in the End-User Device(s) l()9. Then, every time the End- User
Device(s) 109 accesses the Content 113 for copy or play, the End-User Device(s) l()9 verifies the copy/play code

before allowing the de—scrambling of the Content H3 and the execution of the play or copy. The End-User

- Device(s) 109 also appropriately updates the copy/play code in the original copy of the Content’ 113 and on any

new secondary copy. The copy/play coding is performed on Content l l3 that has been compressed. That is, there

‘ is no need to_decompress the Content 1 13 before the embedding of the copy/play code.

The End-User Device(s) I09 uses a License Watermark 527 to embed the copy/play ‘code within the
Content 113. Only the End-User Player Application 195 that is knowledgeable of the embedding algorithm‘ and

the associated scrambling key is able to read or modify the embedded data. The data is invisible or inaudible to a

human observer; that is, the data introduces no perceivable degradation to the Content I l3. Since the watermark

survives several steps of content processing, data compression, D-to-A and A-to—D conversion, and signal

degradation introduced by normal content handling, the watermark stays with the Content 113 in any

representation form, including analog representation. ln an alternate embodiment. instead of using a License

Watermark 527 to embed the copy/play code within the Content H3, the End- User Player Application 195 -uses

securely stored Usage Conditions 519.

‘3. Content Identification Layer 503

Petitioner Apple Inc. - Ex. 1025, p. 1185



Petitioner Apple Inc. - Ex. 1025, p. 1186

WO 00/08909 . PCT/US99/18333 - .
28

, obtained in an authorized manner or not, and subject to audio
processing that preserves the content quality, carries the copyright and license watermarks. The Content
Identification Layer 503 deters piracy.

10 t A

4. License Control Layer 501

The License Control Layer 501 protects the Content 113 against unauthorized interception and ensures.
that the Content is only released on an individual basis to an End- User(s) that has properly licensed End-User
Deviee(s) 109 and successfully completes a license purchase transaction with an -authorized Electronic Digital

15 Content Store(s) 103. The License Control Layer 501 protects the Content 113 by double Encryption 531. The
Content 1 13 is encrypted using an encryption symmetric key generated by the Content Provider(s) 101, and the
symmetric key "is encrypted using the public key 621 ofthe Clearinghouse(s). Only the tClearitnghouse(s)a 105 can
initially recover the syrnrnetric key." _

License control is designed with the C1earinghouse(s) 105 as the “trusted party”. Before releasing
20 permission for the License Request 3537, (i.e. the Symmetric Key 623 ‘for the Content 1 13 to an End-User Device(s)

109), the Clearinghouse(s)_105 verifies that the Transaction 541 and the License Authorization 543 are complete
and authentic, that the Electronic Digital Content Store(s_) 103 has authorization from the Secure Digital Content’-
Electronic Distribution Systerri 100 for the sale of electronic Content 113, and that the End-User(s) has a properly
licensed application. Audit/Reporting 545 allowsthe generation of reports and the" sharing of licensing transaction _

25 information with other authorized panics in the Secure Electronic Digital Content Distributiontsystem 100
License control is implemented through SC Processing 533. SC(s) are used to distribute encrypted

Content 113 and information among the system operation components (more about the _SC(s) detailed structure »
sections below).

signatures and digital certificates to provide protection against unauthorized interception and modification of the
30 electronic information or Content 1 13. It also allows for the authenticity verification ofthe electronic data.

A SC is cryptographic carrier of information that uses cryptographic encryption, digital »’

License control requires that the Content Provider(s) 101. thc'Electronic»Digital Content Store(s) 103', and_ I
the Clearinghouse(s) l()5 have bona-fide cryptographic digital certificates fi‘om reputable Certificate Authorities

that ‘are used to authenticate thosecomponents. The End-User Devicc(s) 109 are not required to have digital
certificates. ‘

35

C. Content Distribution and Licensing Control
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FIG. 6 is a block diagram illustrating’ an overview ofthe Content Distribution and Licensing Control as it

applies to the License Control Layer of FIG. 5. The figure depicts the case in which the Electronic Digital Content

Store(s) I03, End-User Device(s) 109 and the C1earingbouse(s) 105 are interconnected via the Internet, and
unicast (point—to-point) transmission is used among those components. The communication between the Content

Provider(s) I01 and the Electronic Digital Content Store(s) 103 could also be over the Internet or other network. It

is assumed that the Content—purchase commercial transaction between the End-User Device(s) I09 and the

Electronic Digital Content Store(s) 103 is based on standard Internet Web protocols. As part of the Web-based
interaction, the End-User(s) makes the selection ofnthe Content 113 to purchase, provides personal and financial

information, and agrees to the conditions of purchase. The Electronic Digital Content Store(s) 103 could obtain

' payment authorization from angacquirer institution using a protocol such as SET.

It is also assumed in FIG. 6 that the Electronic Digital Content Store(s) 103 has downloaded the End-User

Player Application 195 to an End-User Device(s) 109 based on standard Web protocols. The architecture requires
that the Electronic Digital Content Store(s) l()3 assigns a unique application ID to the downloaded Player

Application 195 and that the End- User Device(s) 109 stores it for later application license verification (see below).

I The overall licensing flow starts at the Content Provider(s) 101. The Content Provider(s) 101 encrypts the
Content I 13 using an encryption symmetric key locally generated, and encrypts the Symmetric Key 623 using the

Clearinghouse’s 105 public key 621. In an alternate embodiment, the symmetric key instead of being locally
generated my be sent to the Content ‘Provider(s) 101 from the Clearinghouse(s) 105. The Content Provider(s) I01

creates "a. Content SC(s) 630 around the encrypted Content 113, and a Metadata SC(s) 620 around the encrypted

» Symmetric Key 623. Store Usage Conditions 519, and other Content 113 associated information. There is one

Metadata‘ SC(s) 620 and one Content SC(s) 630 for every. Content 113 object. The Content 113 object may be a

compression level one same song or the Content 113 object may be each song on the album or the Content 113'

‘object maybe the entire album. For each Content 1 13 object, the Metadata SC(s) 620 also carries the Store Usage

Conditions 519 associated with the Content Usage Control Layer 505.

The Content Provider(s) 101 distributes the Metadata SC(s) 620 to one or more Electronic Digital Content.

Store(s) 103 (step 601) and the Content SC(s) 630 to one or more Content Hosting Sites (step 602). Each

Electronic Digital Content Store(s) 103, in turn creates an Offer SC(s) 641. The Ofier SC(s) 641 typically carries

much of the same information as the Metadata SC(s) 620, including the Digital Signature 624 of the Content

‘ Provider(s) 101 and the Certificate (not shown of the Content Provider(s) 101. As mentioned above, the Electronic

Digital Content Store(s) 103 can add to or narrow the" Store Usage Conditions 519 (handled by the Control Usage

Control Layer) initially defined by the Content Provider(s) 101. Optionally, the Content SC(s) 630 and/or "the

Metadata SC(s) 620 is signed with a Digital Signature 624 of the Content Provider(s) I01. I

Afler the completion of the Content-purchase transaction between the End-User Device(s) I09 and the

Electronic Digital Content‘ Store(s) 103 (step 603), the Electronic Digital Content ‘Store(s) I03 creates and

transfers to the End-User Device(s) 109 21 Transaction SC(s) 640 (step 604). The Transaction SC(s)-640 includes a

unique Transaction ID 535, the purchaser's name (i.e. End—User(s)‘) (not shown), the Public Key 661 of the
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End—User Device(s) I09, and the Offer SC(s) 64] associated with the purchased Content I13. Transaction Data
642 in FIG. 6 represents both the Transaction ID 535 and the End-Uscr(s) name (not shown). The Transaction
Data 642 is encrypted with the Public Key 621 ofthc CIearinghouse(s) I05. Optionally, the Transaction SC(s) 640
is signed with a Digital Signature 643 of the Electronic Digital Content Store(s) 103. -

Upon reception’ of the‘Trans_action1SC(_s) 640 (and the Offer" SC(s) 641 included in it), the End-User
Player Application I95 running on End—User Device(s) 109' solicits license authoriyation from" the
Clearinghouse(s) 105 by means of an Order SC(s) 650 (step 605). The Order SC(s) 650 includes the encrypted
Symmetric Key 623 and Store Usage Conditions 5l9 from the Ofier 'SC(s) 64l_,’thc encrypted Transaction Data
642 from the Transaction SC(s) 640, and the encrypted Application ID 551 from the End—User Device(s)-I09. In

10 another Afler the completion of the Content

Electronic Digital Content Store(s) 103 (step 603), the Electronic Digital Content Store(s) I03 creates and-
transfers to the End—User Device(s) 109 a Transaction SC(s) 640 (step 604). The Transaction SC(s) 640 includes a .
unique Transaction ID 535, thc.purchascr’s name (i.e. Enid-User(s)‘)' (not shown), the Public Key 661 of the
End—User Device(s) I09, and the Offer SC(s) 64] associated with the purchased Content 113. Transaction Data

1) 642 in FlG.‘6 represents both the Transaction ID 535 and the End-Uscr(s) name (not shown). The Transaction

is signed with a Digital Signature 643 of the Electronic Digital Content Store(s) 103. _ ,
0 Upon reception of the Transaction SC(s) 640 (and the Offer "SC(s) 64I includedin it), the End—User

Player Application 195 running on End~User Device(s)‘ I09 solicits . license authorization from ‘the
20 Clearinghouse(s) 105 by means of an Order SC(s) 650 (step 605). The Order SC(s) 650 includes the encrypted

Syrrtrnetric Key 623 and Store Usage Conditions 519 from the Offer SC(s) 641, the encrypted Transaction Data"

Data 642 is encrypted with the Public Key 621 ofthe Clearinghouse(s) 105; Optionally, the Transaction SC(s) 640

642 from the Transaction SC(s) 640, and the encrypted Application ID 551 from the End—User Device(s) 109. In 0
another embodiment, the Order SC(s) 650 is signed with a Digital Signature 652 of the End—User Device(s) 109.

Upon reception of the Order SC(s) 650 from the End—User "Device(s) I09, the Clearinghouse(s) 105
25 verifies:

I. that the Electronic Digital Content Store(s) 103 has authorization ‘from’ the Secure Digital Content
Electronic Distribution System 100 (exists in the Database 160 of the Clearinghouse(s) I05);

2. that the Order SC(s) 650 has not been altered; ‘ '

30 3. that the Transaction Data 642 and Symmetric Key 623 are complete and authentic;
4.

that the electronic Store Usage Conditions 519 purchased by the End-User'Device(s) 109 are consistent

with those Usage Conditions 517 set by the Content Provider(s) I01; and _ i
5. that the Application ID 551 has a valid structure and that it was provided by an authorized Electronic

Digital Content Store(s) 103.

35 If the verifications are successful, the CIcaringhouse(s) 105 decrypts the Symmetric’Key 623 and the-
Transaction Data 642 and builds and transfers the License SC(s) 660 to the End—User Device(s)‘ I09 (step 606).
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The License SC(s) 660 carries the Symmetric Key 623 and the Transaction Data 642, both encrypted using the

Public Key 661 of the End-User Device_(s) 109. If any verification is not successfirl, the Clearinghouse(s) 105

denies the license to the End-User Deviee(s) I09 and informs the End-User Deviee(s) 109. The Clearinghouse(s)

105 also immediately informs the Electronic Digital Content Store(s) 103 of this verification failure. In an

alternate embodiment, the Clearinghouse(s) 105 signs the License SC(s) 660 with its Digital Signature 663.

Afier receiving the License SC(s) 660, the End—User Device(s) l()9 decrypts the Symmetric Key 623 and

the-Transaction Data 642 previously received from the Clear_inghouse(s) 105 andrequcsts the Content ‘SC(s) 630

(step 607) from a Content Hosting Site(s) l l l._ Upon arrival of the Content SC(_s) 630 (step 608), the End-User

Device(s) 109 decrypts the'Content ll3 using the Symmetric Key 623 (step 609); and passes the'Content 113 and

the Transaction Data 642 to the other layers for license watermarking, copy/play coding, scrambling, and further

Content I 13 processing as described previously for FIG. 5.

. Finally, the Clearing,house(s) 105 on a periodic basis transmits summary transaction reports to the

Content Provider(s) 101 and the Electronic Digital Content ‘Store(s) l03 for auditing and tracking purposes

(step 610).

v. V SECURE CONTAINER STRUCTURE

‘ A. General Structure

A Secure Container (SC) is a structure that consists of several parts which together define aiunit of
Content ll3 or a portion of a transaction, and which also define related information "such as Usage Conditions,

metadata, and encryption methods. SC(s) are designed in such a way that the integrity. completeness, and

authenticity of the information canbc verified. Some of the information in SC(s) may be encrypted so that it can

only be accessed afier proper authorization has been obtained. I

SC(s) include at least one bill of materials (BOM) part which has records of information about the’SC(s)

and about each of the parts included in the SC(s). A message digest is calculated, using a hashing algorithm such

as MD-5, for each part and then included in the BOM record for the part. The digests of the parts are

concatenated together and another digest is computed fi'om them and then encrypted using the private key of the

entity creating the SC(s) to create a digital signature. Parties receiving the SC(s) can use the digital signature to

verify all of the digests and thus validate the integrity and completeness of the.SC(s) and all of its pans.
The following information may be included as records in the BOM along with the records for each part.

The SC( s) type determines which records need to be included:

SC(s) version

SC(s) ID

Type of SC(s) (c.g. Offer, Order, Transaction, Content, Metadata or promotional and License.)
Publisher of the SC(s) I

Date that the SC(s) was created
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Expiration date of the SC(s)

Clearinghouse(s) URL

Description ofthe digest algorithm used for the included parts.(default is MD-5)
Description of the algorithmused for the digital signature encryption (default is RSA)

Only parts addedby the Electronic Digital
Content Store(s) l()3 and the Metadata Sds) 620 BOM have records in the new BOM.

SC(s) may also include a Key Description part. Key Description parts include records that contain the
following information about encrypted parts in the SC(s):

The name of the encrypted part.

' The name to use for the part when it is decrypted.
I The encryption algorithm used to encrypt the pan.

Either a Key Identifier to indicate the public encryption key that was used to encrypt the part or an
‘ encrypted symmetric key that, when decrypted,_ is used to decrypt the encrypted part.

The encryption algorithm used to encrypt the symmetric key. This field is only present when the record in
the Key Description part includesan encrypted symmetric key that was used to encrypt the encrypted part.
A Key Identifier of the public encryption key that was used to encrypt the symmetric key. This field is.
only present when the record in the Key Description -part includes an encrypted symmetric key and the
encryption algorithm identifier of the symmetric key that was used to encrypt the encrypted part.
If the SC(s) does not contain any encrypted pans, then there is no Key Description part.

B. Rights Management Language Syntax and Semantics
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The Rights Management Language "consists of parameters that can be assigned values to define

restrictions on the use of the Content H3 by an End-User(s) afier the Content 1 l3 purchase. The restrictions on

the use of the Content H3 is the Usage Conditions Sl7. Each Content Provider(s) 101 specifies the Usage
Conditions 517 for each of its Content ll} items. Electronic Digital Content Store(s) 103 interpret the Usage

Conditions 517 in Metadata SC(s) 620 and use the information to provide select options they wish to ofi°cr their

customers as well as add retail purchase information for the Content, ll3. After an End-User(s) has selected a

Content I I3 item for purchase, the End-User Device(s) 109 requests authorization for the Content I I3 based on

Store Usage Conditions 519. Before the C|earinghousc(s) I05 sends a License SC(s) 660 .to the End-User(s), the
Clearinghouse(s) I05 verifies that the Store>Usagc Conditions S19 being requested are in agreement with the

"allowable Usage Conditions 517.that were specified by the Content Provider(s) 101 in the Metadata SC(s) 62().

When an End—User Device(s) I09 receives the Content l 13 that was purchased, the Store Usage

Conditions 519 are encoded into that Content I13 using the'Watermarking Tool or encoded in thesecurely stored

Usage Conditions 519. The End-User Player‘ Application 195 running on End-User Device(s) 109 insures that the

Store Usage Conditions 519 that were encoded into the Content l 13 are enforced.

The following are examples of Store Usage Conditions 519 for an embodiment where the Content 1 I3 is
music:

Song is recordable.

Song can be played it number of times.

‘C. Overview of Secure Container Flow and Processing

Metadata SC(s) 620 are built by Content Provider(_s) 10,1 and are used to define Content l 13 items-such as

"songs". The Content 113 itself is not included in these SC(s) because the size of the Content 113 is typically too

large for Electronic Digital Content Store(s) 103 and End— User(s) to efficiently download the containers just for

the purpose of accessing the descriptive metadata. Instead, the SC(s) includes an external URL (Uniform Resource

Locators) to point tothe Content 113. The SC(s) also includes metadata that provides descriptive information -

about the Content 1 13 and any other associated data, such as for music, the CD cover art and/or digital audio clips

in the case of song Content l 13.

Electronic Digital Content Store(s),l()3 download the Metadata SC(s) 620, for which they are authorized.

and build Offer SC(s) 64]. In short, an Offer SC(s) 641 consists of some of the parts and the BOM from the

Metadata SC(s) 620 along with additional information included by the Electronic Digital Content Store(s) 103‘. A

new BOM for the Offer SC(s) 641 is created when the Offer SC(s) 641 is built. Electronic Digital Content Store(s)
103 also use the Metadata SC(s) 620 by extracting metadata information frotn them to build HTML pages on their

web sites that present descriptions of Content 1 13 to End-User(s), usually so they can purchase the Content 113.

The information in the Offer SC(s) 64] that is added by the Electronic Digital Content 'Store_(s) 103 is

typically to narrow the selection of Usage Conditions 517 that are specified in the Metadata SC(s) 620 and

promotional data such as a graphic image file of the store's logo and a URL to the store's website. An Offer SC(s)
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Content Store(s) lO3.in the Offer SC(s) 641 and what, if any, additional information is required by the Electronic
Digital Content Store(s) I03 and what parts are retained in the embedded Metadata SC(s) 620.

10 Information is included from the Offer SC(s) 641; from the Transaction SC(s) 640 A‘ i *

15

20 623. Having the Content Provider(s)’ I01 name encrypted togeth-

instructions and encrypts them again using a new Symmetric Key 623. The Symmetric Key 623 is then
re—enerypted using the Public Key 661 of the End-User Device(s) 109. The CIear'inghouse(s) l05'al'so decrypts the
other Symmetric Keys 623 in the SC(s) and encrypts them again with the Public Key 66] of the End-User

30 Keys 623 and updated watermarking instructions and sends it to the End-User Device(s) 109 in response to the
Order SC(s) 650. If the processing of the Order SC(s) 650 does not complete successfully, then the
Clearinghouse(s) 105 returns to the End-User Device(s) 109 an HTML page or equivalent reporting the failure of
the authori7ation process. 3

A License SC(s) 660 provides an End-User Device(s) 109 withgeverything that is needed to access a
35 Content I13 item. The End-User Device(s) 109 requests the appropriate Content SC(s) 630 from the Content

Hosting Site(_s) ll 1. Content SC(s) 630 are built by Content Provider(s) 101 and include encrypted Content 113

BNSDOCID: <WO__ 0(DB909A2_ I_ >
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and metadata parts. ' The End-User Player Application 195 uses the Symmetric Keys 623 from the License ‘SC(s)

660 to decrypt the Content I I3, metadata, and watermarking instructions. The watermarking instructions are then

affixed into the Content 1 13 and the Content I 13 is scrambled and stored on the End-User Dcvice(s) 109.

D. Metadata Secure Container 620 Fonnat

The following table shows the parts that are included in a Metadata SC(s) 620. Each box in the Parts

column is a separate object included in the SC(s) along with_the BOM (with the eitception of part names that are

surrounded by [] characters). The BOM contains a record for each par_t included in_thc_SC(s). The Part Exists

column indicates whether the.part itself is actually included in the'SC(s) and the Digest column indicates whether
a message digest is computed for the part. Some parts may not be propagated when a SC(s) is included in other

SC(s) (as determined by the associated template), although the entire original BOM is propagated. This isdone

because the entire BOM is required by the Clearinghouse(s) 105 to verify the digital signature in the original
SC(s). '

The Key Description Part columns of the following table define the records that are included in the Key

Description part of the SC(s). Records in the Key Description part define information about the encryption keys

and algorithms that were used to encrypt parts within the SC(s) or parts within another ‘SC(s). Each" record

includes the encrypted part name and, if necessary. a URL that points to another SC(s) that includes the encrypted
part. The Result Name column defines the name that is assigned to the part aflerlit is decrypted. The Encrypt Alg
column defines the encryption algorithm that was used to encrypt the part. The Key ild/Enc Key _column defines

either an identification of the encryption key that was used to encrypt the part or ‘a base64 encoding of the

encrypted Symmetric Key 623 bit string that was used to encrypt the part. The Sym Key Alg column is an optional

parameter that defines the encryption algorithm that was used to encrypt the ‘Symmetric Key 623 when the_

previous column is an encrypted Symmetric Key 623. The Sym Key ID column is an identification of the
encryption key that was used to encrypt the Symmetric Key 623 when the Key ld/Enc Key columnlis an encrypted
Symmetric Key 623. '
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The following describes the terms that are used in the above Metadata SC(s) table:

[Content URL] - A parameter in a record in the Key Description part. This is a URL that points to the
5 encrypted Content I13 in the Content SC(s) 630 that is associated with this Metadata SC(s) 620. The.

Metadata SC(s) 620 itself does not contain the encrypted Content 1 13. « I

[Metadata URL] - A parameter in a record in the Key Description part. This is a URL that points to the
I encrypted metadata in the Content SC(s) 630 that is associated with this Metadata SC(s) 620. , The

Metadata SC(s) 620 itself does not contain the encrypted metadata.

I0 - Content ID — A part that defines a unique ID assigned to a Content 113 item. There is more than one
Content ID included in this part if the Metadata SC(s) 620 references more than one Content I 13 item. ‘
Metadata - Parts that contain information related to a Content 113 item such as the artist name and CD
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Usage Conditions — A part that contains information that describes usage options. rules, and restrictions to
be imposed on an End-User(s) for use of the Content I 13. i '

SC(s) Templates — Parts that define templates that describe .the required and optional information for

building the Offer, Order, and License SC(s) 660.

5 -- Watermarking Instructions - A part that contai_ns the encrypted instructions and parameters‘ for

implementing watermarking in the Content I 13. The watermarking instructions may be modified by the

Clearinghouse(s) I05 and returned back to the End_- User _Device(s) l09“wi_thin the License SC(s) 660.

There is a record in the Key Description part that defines the encryptionalgorithm that was used to

encrypt the watermarking instructions, the output part name to use when the watermarking instructions

10 are decrypted, a base64 encoding of the encrypted Symmetric Key 623 bit string that is was used to

encrypt the watermarking instructions, the encryption algorithm that was used to encrypt the ‘Symmetric ‘

Key 623, and the identification ofthe public key that is required to decrypt the Symmetric Key 623.

Clearinghouse(s) Certificate(s) - A certificate from a certification authority or from the Clearinghouse(s)

105 that contains the signed Public Key 621 of the Clearinghouse(s) l()5. There may be more than one

15 certificate, in which case a hierarchical level structure isused with the highest level certificate containing

the public key to open the next lowest level certificate is reached which contains the Public Key 621 ofthe

Clearinghouse(s) I()5. H

Certificate(s) - A certificate from a certification authority or from the Clearinghouse(s) I()5 -that«con~tains

the signed Public Key 62] ofthe entity that created the SC(s). There may be more than one certificate, in
20 which case a hierarchical level structure is used with the highest level certificate containing the public -key

to open the next level certificate, and so on, until the lowest level certificate is reached which contains the

public key of the SC(s) creator. ‘

SC Version - A version number assigned to the SC(s) by the SC Packer Tool.

SC ID - A unique ID assigned to the SC(s) by the entity that created the SC(s).

25 - SC Type - Indicates the type of SC(s) (c.g. Metadata, Offer, Order. etc.)

' SC Publisher - Indicates the entity that created the SC(s).

Creation Date - Date that the SC(s) was created.

Expiration Date — Date the SC(s) expires and is no longer valid. _

Clearinghouse(s) URL — Address of the Clearinghouse(s) 105 that the End-User Player Application I95

30 should interact with to obtain the proper authorization to access the Content I I3». 4

Digest Algorithm ID - An identifier of the algorithm used to compute the digests of the parts.

Digital Signature Alg ID - An identifier of the algorithm used to encrypt the digest of the concatenated

pan digests. This encrypted value is the digital signature.

Digital Signature - A digest of the concatenated part digests eneryptedwith the public key of the entity '

35 that created the SC(s).

Output Part - The name to assign to the output pan when an encrypted part is decrypted.
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a SC(s) part.

CH Pub Key’— An identifier that indicates that the Clcaringhouse‘s 105 Public Key 62] was used to
encrypt the data. _

E. Offer Secure Container 64] Format

SC(s) 641

, Key Description Part _ '
BOM Result Encrjvpt Key 1D/ Sym Key S)-tm Key

Paris Part Exists‘ Digest Name Alg Enc Key Alg ID
-----------------------—-—--———----------—--—--— Mctadata SC Parts ------—-—--—---——-——-———-----—---~--—------—----————--—————

V - [Content URL] Output RC4 Enc Sym _ RSA CH Pub
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5

-<-<8 
Yes

Some Ye

Yes

Metadata

Usage Conditions

—._.——-::—.————j-:———-jj:-
 

-<-<

g

7S

7<

Watennarking Yes
Instructions

Key Description Pan -

Clearinghouse(s)
Ccr1ificate(s)
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The following describes the terms that are used in the above Offer SC(s) 641 that were not previously

described for another SC(s):

5 - Metadata SC(s) BOM - The BOM from the original Metadata SC(s) 620. The record in the Offer SC(s)_
641 BOM includes the digest ofthe Metadata SC(s) 620 BOM.

‘Additional and Ovcrridden Fields -‘ Usage conditions information that was overridden by the Electronic

Digital Content Store(s) 103. This information is validated by the Clearinghouse(s) 105, by means of the

received SC(s) templates, to make sure that anything that the Electronic Digital Content Store(s) 103

I0 ' overridesis within the scope of its authorization.

Electronic Digital Content Store(s) Certificate - A certificate provided to the Electronic Digital Content

Store(s) 103 by the Clearinghouse(s) 105 and signed by the Clcaringhouse(s) 105 using its private key.

This certificate is used by the End-User Player Application 195 to verify that the Electronic Digital

Content Store(s) 103 is a valid distributor of Content 113. The End—User Player Application 195 and

I5 Clearinghouse(s) 105 can verify that the Electronic Digital Content Store(s) 103 is an authorized

distributor by decrypting the certificate’s signature with the Clearinghouse’s 105 Public Key .621. . The

End-User Player Application 195 keeps a local copy of the Clearinghouse’s 105 Public Key 621 that it

receives as part of its initialization during installation.

20 F. Transaction Secure Container 640 Format

The following table shows the parts that are included in the Transaction SC(s) 640 as well as its BOM

and Key Description pans.
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Electronic Digital
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The following describes the terms that are used in the above Transaction SC(s) 640 that were not
previously described for another SC(s):

5 I - Transaction ID 535 - An ID assigned by the Electronic Digital Content Store(s) .103 to uniquely identify
the transaction. 1 I

End-User(s) 1D - An identification of the End—User(s) obtained by the Electronic Digital Content Store(s)
103 at the time the End—User(s) makes the buying selection and provides the credit card information.

End—User(s)‘ Public Key - The End-User(s)’ Public Key 661 that is used by theiClearinghouse(s) 105 to
10 re—encrypt the Symmetric Keys 623. The End—Uscr(s)‘ Public Key 661 is transmitted to the Electronic

Digital Content Store(s) I03 during the purchase transaction.
Offer SC(s) - Offer SC(s) 641 for the Content 1 13 items that were purchased.

Selections of Content Use - An array of Usage Conditions for each Content I 13 item being purchased by ~
the End—User(s). There is an entry for each Offer SC(s) 641.

15 - HTML to Display - One or more HTML pages that the End-User Player Application 195 displays in the
Internet browser window upon receipt ofthe Transaction SC(s) 640 or during the interaction between the I
End—Use_r Device(s) 109 and the Clcaringhouse(s) 1()S.
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When the'End-User Devicc(s) 109 receives a Transaction “SC(s) 640, the following -steps may be

performed to verify the integrity and authenticity of the ‘SC(s):

1. Verify the integrity of the Electronic Digital Content Store(s) 103 eertificateusing theaPublic Key 621 of

the Clearinghouse(s) 105. The Public Key 621 of the Clearin'ghouse(_s) l05 was stored at the End—User

Device(s) 109 after it was received as part of the initialization of the End-User Player Application 195
during its installation process.

2. Verify the Digital Signature 643 of the SC(s) using the public key from the Electronic Digital Content
Store(s) lO3 certificate. I '

Verify the hashes of the SC(s) parts.

4. Verify the integrity and authenticity of each Offer "SC(s) 641 included in the Transaction ‘SC(s) 640. .

G. Order Secure Container 650 Format

The following table shows the parts that are included in the Order SC(s) 650 as well as its BOM and Key

Description parts. These parts either provide information to the Clearinghouse(s) l05 ‘for decryption and

verification purposes or is validated by the Clearinghouse(s) 105. The parts and BOM fromithe Ofi‘cr’SC(s) 64.1

are also included in the Order S_C(s) 650. The Some string in the Part Exists column of the Metadata‘SC(s) BOM

indicates that the some of those parts are not included in the Order SC(s) 650. The.BOM from the Metadata SC(s)
620 is also included without any change so that theClearinghouse(_s) 105 can validate the integrityof the Metadata

SC(s) 620 and its parts. V I

0$8E¢09A2,_l ‘ >
Petitioner Apple Inc. - Ex. 1025, p. 1199



Petitioner Apple Inc. - Ex. 1025, p. 1200

WO 00/08909
PCT/US99/I 8333-

' 42 .

l\"e_I' De.s'cripIimI Part

_ BUM Result Encrjvpl Key 1D/ Sym Key Svm Key,
ParI.\' Part Exists Digest Name A/g Enc Key A lg ID

--------------------«-------—— Metadata SC(s) Parts

* _ [Content URL] Output RC4 Enc Syrn R A CH Pub
[Mctadata URL] ‘Output _ RC4‘ Enc Syrn RSA CH PubInIn3.1‘

7‘?3

I

7"75
g

SC(s) Publisher

Expiration Date

Clearinghouse(s)

Digest Algorithm ID

Digital Signature Alg

Instructions

I _— :

 I I—- -
 I Yes‘ Yes‘ _— =
IYes _— :
I_‘ —
IYes Yes —— _
lYes Yes Output EncS RSA CH Pub7‘? 75II

I Pan
.IYes Ijj j

I Cemficate(s) . ““ I11 1
IYes No ljj j

‘ ‘ ' Iljj jIII IIIIII IIIIIIIIIIIIIIIIIIIIIIIIIIIII
g0 ‘'1 Cl) .3

D
:1: u} "UW:1 In

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

SC(s) Publisher

Expiration Date

Digest Algorithm ID

IDI11
IYes I_‘

Overridden FieldsIY“ I11

Electronic Digital Yes NoContent

SIore(s) Certificate

IYes No I-—

8N5DOc,D<wo_,,wmm_._, 1 Petitioner Apple Inc. - Ex. 1025, P- 1200



Petitioner Apple Inc. - Ex. 1025, p. 1201

WO 00/08909 PCT/US99/I 8383 -
43

|l———:_
------------------------------------------------- Transaction SC(s) Parts —--———-——----------------------------------------------

Transaction ID

End-Uscr(s) ID

End—User(s)’ Public Ke'~<

_ Offer SC(s)

Selections of Content

HTML to Display in
. Browser Wdw

Key -Description Part

C. %

Electronic Digital
Content

Store(s) Certificate

Offer SC(s) BOM

Transaction SC(s) BOM

Encrypted Credit Card
8’IE

Key Description Part

II———:_
l|——‘——
l|——_—— '
ll:-———
 _:2‘ .
||—————

4 Digest Algorithm ID |:————
Digital Signature Alg

ID A _.

I _Ycs Yes Output RSA CH PubPart ' Key

I Yes . Yes Output RSA CH PubPan Key

I Yes |——:——
One Y .‘

Offer 6‘ .
SC(s) - '

IIXXTII
IIIZIXI
Ilmn

. |l_——__ _
------------------------------------------------------ Order SC(s) Parts —----—~------——-——--------—-----—-—-—--—------——~----

‘ ‘ ||—=:——
ll- 
I|——‘——
||————:
 ::——
||———‘_
I Digest Algorithm ID |—n——

ID| 11111
I Yes Yes |————j
||_2:——

l Yes Yes | Output RSA CH PubPart Key

I Yes Yes |—=__=
|l———_—

BNSDQIID: <WO___UCDB90SA2_ l >
Petitioner Apple Inc. - Ex. 1025, p. 1201



Petitioner Apple Inc. - Ex. 1025, p. 1202

wo o0/o3909 ’ PCT/US99/18383 -

The following describes the terms that are used in. the above Order SC(s) 650 that were not previously
described for another SC(s):

Transaction SC(s) BOM - The BOM in the original Transaction SC(s) 640. The record in the Order
SC(s) 650 BOM includes the digest ofthe Transaction SC(s) 640 BOM.

the Clearinghouse(s) 105 may handle the billing.

10 H. Licenscselcuré Container 660 Format »

I5 Symmetric Keys 623 and use them to access the encrypted parts from the License SC(s) 660 and the Content S‘C(s)
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The following describes the terms that are used in the above License SC(s) 660 that were not previously

described for another SC(s): ’

5 '~ EU Pub Key — An identifier that indicates that the End—User(s)’ Public Key 661 was used to encrypt the
data.

Order SC(s) 650 ID - The SC(s) ID taken from the Order SC(s) 650 BOM. 7

Certificate Revocation List — An optional list of certificate IDs which were previously issued and signed

by the Clearinghousc(s) 105, but are no longer considered to be valid. Any SC(s) that have a signature

10 which can be verified by a certificate that is included in the revocation list are invalid SC(s)- The

End—Uscr’Player Application 195 stores a copy of the Clearinghouse’s I05 certificate revocation list on

the End-User Device(s) 109. Whenever a revocation list is received, the End-User Player Application‘ 195

replaces its local copy if the new one is more up to date. Revocation lists includes a version number or a

time stamp (or both) in order to determine which list is the most recent.

15

l. Content Secure Container Format

The following table shows the parts that are included in the Content SC(_s) 630 as well as the BOM:
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BOM

URL

Digest Algorithm ID .

Digital Signature Alg

The following describes the terms used in the above Content SC(s) 630 that were not previously described '
5 for another SC(s): Z A C ‘ I

Encrypted Content - Content 113 that was encrypted bya Content ‘Provider(s) ‘101 using a Symmet'ric‘I_(ey623. A ' A

Encrypted Mctadata - Metadata associated with the Content I 13 that was encrypted by a Content V '
VProvider(s) 101 using a Symmetric Key 623. ' ‘A

10 -There is no Key Description part included in the Content SC(s) 630 since the keys required to decrypt the
' encrypted pans are in the License SC(s) 660 that is built at the Clearinghouse(s)‘105. '

VI. SECURE CONTAINER PACKING-AND UNPACIGNG

15 A. Overview
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The SC(s)" Packer is a 32-bit Windows’ program with an APl'(Application Programming Interface) that

can be called in either a multiple or single step process to create a SC(s) with all of the specified parts. The SC(s)

. Packer l5l , 152, 153 variety of hardware platforms supporting Windows‘ program at the Content Provider(s) l0l ,

Clearinghouse(s) 105, Electronic Digital Content Storetys) l03 and other sites requiring SC(s) Packing. A BOM

and, if necessary, a Key Description part are created and included in the'SC(s). A set of packer APls allows the

caller to specify the information required to generate the records in the BOM and Key Description parts and to
include parts in the SC(s). Encryption of parts and Symmetr_ic Keys 623 as well. computing the digests and the

digital signature is also be performed by the packer. Encryption and digest algorithms that are supported by the

packer are included in the‘ packer code or they are called through an external interface.

10 The interface to the packer for building a SC(s) is done by an AP] that accepts the following parameters as
input:

A pointer to a buffer of concatenated structures. Each structure in the buffer isa command to the packer

with the information that is required to execute the command. Packer commands include adding a part to

the SC(s) with an associated BOM record, adding a record to the BOM, and adding records to the Key
15 Description part. A A

A value indicating the number of concatenated structures contained in the above described buffer.

Name and location ofthe BOM part. 1

A value with each bit being a defined flag or a reserved flag for future use. The following flags are

currently defined: I I I g _ A
20 - Indication as to_whether all of the parts ofthe SC(s) should be bundled together into a single file

after all of the structures in the bufferhave been processed. Bundling the parts into a single

object is the last step that is performed when building a SC(s). A _

- Indication as to whether the digital signature is omitted from the BOM part. If this flag is not

set, then the digital signature is computed right before the SC(s) is bundled into a single object.
25 [n an alternate embodiment, the interface to the packer for building a ‘SC(s) is done by APls that accept

the following parameters as input: A

First, an API is called to create a Bill of Materials (BOM) part by passing in pointer to a structure that

consists of information that is used to initialize SC(s) settings that are denoted as IP records in the SC(s)

BOM part, the name to use for the BOM part, a default location to look for parts that will be added, and a

30 flags value. This API returns a SC(s) handle that is used in subsequent Packer APIs.

The Packer has an API that is used whenever a part is added to a SC(s). This AP] accepts a SC(s) handle, .

which was previously returned by a previous Packer AP], a pointer to a ‘structure that consists of

information about the part that is being added, and a flags value.- lnformation about the part being added

includes the name and location ofthe part, the name to use in the BOM for the-part, the type of-part that
35 is being added. a hash value for the pan, flags, etc.
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After all of the parts have been added to the SC(s) a Packer AP] is called to pack ‘all of the parts,
including the BOM part, into a single SC(s) object, which is typically a file. This API accepts a SC(s)
handle, which was previously returned by a previous Packer AP], the name to use for the packed SC(s), a
pointer to a structure with infomiation for signing the SC(s),- and a flags value.

5 .

Either the packer or the entity calling the packer can use a SC(s) template to build a SC(s). SC(s)
templates have information that define parts and records that are required in the SC(s) that is being built.
Templates can also define encryption methods and key references to use for encrypting Symmetric Keys 623 and
encrypted pans.

10 The packer has an API that is used to unpack a SC(s). Unpacking a SC(s) is the process oftaking a SC(s)
and separating it into its individual parts. The packer can then be called to decrypt any of the encrypted parts that
were unpacked from the SC(s).

‘B. Bill of Materials (BOM) Part _
15 A The BOM part is created by thezpacker when a SC(s) is being built’. The BOM is a text file that contains

records of information about the SC(s) and about the parts that are included in the SC(_s). Each record in the BOM
is on a single line with a new line indicating the start ofa new record. The BOM usually includes digests for each
part and a digtal signature that can be used to validate the authenticity and integrity ofthe SC(s).

20 The record typeswithin "a BOM are as follows:

IP An IP record contains a set of Name=Value pairs pertaining to the SC(s). - The following Names are
reserved for specific propenies of SC(s): I

25 V maj0r.mjnor.fix

The V property specifies the version of the SC(s). This is the version number of the SC(s) specification
that the SC(s) was created under. The string that follows should be of the form major.minor.fix, where

major, minor, and fix are the major release number, minor release number, and fix level, respectively.

30 ID value '

The ID property is a unique value that is assigned to this specific SC(s) by the entity that is creating this
SC(s). The format ofthe value is defined in a later version of this document.

T value

35 The T propeny specifies the type of the SC(s), which should be one of:
ORD — An Order SC(s) 650. _
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OFF - An OfferSC(s) 641.

LIC - A License SC(s).

TRA — A Transaction SC(s) 640.

MET - A Metadata SC(s) 620.

5 CON - A Content SC(s) 63.0.

A value

The A property identifies the author or publisher of the ‘SC(s). Author/publisher identities should be

unambiguous and/or registered with_thc Clearinghouse(s) l_(_)5.
10

D value H V
The D property identifies the date. and optionallygthe time that the SC(s) was created. The value should

be of the form yyyy/mm/dd{@,hh:mm[:ss[.fsec]]{(TZ)]] -representing

year/month/day@hourzminutezsecond.decimal—fraction-of—second

' 15 A (time-zone). Optional parts of the value are enclosed in [] characters.

E value ,

The E property identifies the date, and optionally, the time that the SC(s) expires. The value should be

the same formlused in the D property that was previously defined. The expiration date/time should be

20 A ' compared, whenever possible, with the date/time at the Clearinghouse(s) 105.

CCURL’ value p -

The CCURI. property identifies the URL of the Clearinghouse(s) I05. The value should be "of the form of

a valid external URL.

25

A H value

The H property identifies the algorithm that was used to calculate the message digests for the parts
included in the SC(s). An example digest algorithm is MDS.

30 D ‘ A D record is a data or part entry record that contains information that identifies the type of part; the

name of the part, the (optional) digest of the part, and an (optional) indication that the part is not included
in the SC(s). A - Sign immediately afier the type identifier is used to indicate that —the part is not

included in the SC(s). The following are reserved types of data or pan records:

35 K part_namc [digest]

Specifies the Key Description pan.
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W part_name [digest]

Specifies the watermarking instructions pan.

5 ‘C part_name [digest] _

' ‘ Specifies the certificate(s) used to validate the digital signature.’

T part_name [digest]

Specifies the Usage Conditions pan.
10 '

YF part_name [digest] V

Specifies the Template pan for the Offer SC(s) 64].

YO part_name [digest]

I5 Specifies the Template pan for the Order SC(s) 650.

YL part_name [digest]

Specifies the Templatcipart for the License SC(s) 660.‘

20 ID part__name [digest] V _ . _
Specifies the ID(s) of the Content 1 13 of the item(s) of Content 113 being referenced. ’

CH part_name [digest] ’ [

Specifies the Clearinghouse(s) 105 certificate part.
25 ‘

SP part_narne [digest]

Specifies the Electronic Digital Content Store(s) 103 certificate part.

B part_name [digest] [ A .

30 ‘ Specifies a BOM part for another SC(s) Ihat has its pans or a subset ofits parts included in this SC(s)‘.

BP part_name sc_pan_name [digest] _

Specifies a BOM part for another SC(s) that is includcxi as a single part in this SC(s). The sc_part_name
parameter is the name of the SC(s) part that is included in this SC(s) and that this BOM‘ part defines. A

35 BOM that is identical to this one is also included in the _SC(s) that is defined by the sc_pan_name
parameter.
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D part_name [digest]

Specifies a data (or metadata) part.

An S record is a signature record -the is used to define the digital signature of the SC(s). The digital

signature is specified as follows:

S key_identifier signature_string signature_algorithm

The S record contains the key___identifier to indicate the encryption key of the signature, the

signature_string, which is the base64 encoding of the digital signature bitstring, and the signature

algorithm that was used to encrypt the digest to create the digital signature.

Key Description Part

The Key Description part is created by the packer to provide information about encryption keys that are

needed for decryption of SC(s) encrypted parts. The encrypted parts may be included in the‘SC(s) being built or

may be in other SC(s) which are referred to by the SC(s) being built. The Key Description part is a text file that

contains records of information about the encryption keys and the parts for which the encryption keys are used.

Each record in the Key Description pan is on a single line with a new line indicating the start of a new record.

VII.

The following record type is used within a Key Description pan and is defined as follows:

encrypted_part_name; result_pan_name; part_encryption__algorithm__identifier; public_key_identifier

key_encryption_a1goriLhm and encrypted_syrrmietric_key.

A K record specifies an encrypted part that may be included in this SC(s) or may be included in another

SC(s) that is referred to by this record. The encrypted_part__name is either the name of a part in this

SC(s) or a URL pointing to the name of the encrypted part in another SC(s). The result_part_name is the

name that is given to the decrypted part. The part_encryption_algorithm_identifier indicates the

encryption algorithm that was used to encrypt the part. The public__key_identifier is an identifier of the

key that was used to encrypt the Symmetric Key 623.

The key_encryption_algoritl1m_identifier indicates the-encryption algorithm that was used to encrypt the

Symmetric Key 623. The encrypted symmetric key is a base64 encoding of the encrypted ‘Symmetric Key

623 bit string that was used to encrypt the pan.

CLEARlNGHOUSE(S) 105
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A. Overview

The Clearinghouse(s) 105 is responsible for the rights management fi.ll’lCll0I'lS.0f the Secure Digital
Content Electronic Distribution System 100. Clearinghouse(s) I05 functions include cnablement of Electronic
Digital Content Store(s) I03, verification of rights to Content 113, integrity and authenticity validation of the
buying transaction and related information,.distribution of Content encryption keys or Symmetric Keys 623 to
End-User Device(s) 109, tracking the distribution of those keys, and reportingof transaction summaries to

Electronic Digital Content Store(s) 103 and Content Provider(s) 101. Content encryption keys are used by
-User Devicc(s) 109 to unlock Content ll3 for which they have obtained ‘rights, typically by a purchase

transaction from an authorized Electronic Digital Content Store(s) I03; Before a Content encryption key is sent to
10 an End—User Devicc(s) 109, the Clearinghouse(s) 105 goes through a verification "process" to validate the

the entity that is selling the Content 1 13 and the rights that the End-User Devicc(s) 109 has to the

Content 1 13. This is called the SC Analysis Tool 185. In some configurations the Clearinghouse(s) 105 may also —
handle the financial settlement of Content I 13 purchases by co-

authenticity of

locatingia system at the Clearinghouse(s) 105 that

performs the Electronic Digital Content Store(s) 103 functions of credit card authorization and billing. The
15 Clearinghouse(s) 105 uses OEM packages such as lCVerify and Taxware to handle the credit card processing and

local sales taxes.

Electronic Digital Content Store(s) Embodiment

An Electronic Digital Content Store(s) I03 that wants to participate as a seller of Content 113 in the

20 Secure Digital Content Electronic Distribution System I00 makes a request to one or more of the Digital Content
Provider(s) 101 that provide Content 113 to the Secure Digital Content Electronic Distribution System 100. There

is no definitive process for making the request so long as the two parties come to an agreement. Afier the digital C

content label such as a Music Label e.g. Sony, Time-Warner, etc. decides to allow the Electronic'Dig-ital Content
Store(s) 103 to sell its Content 113, the Clearinghouse(s) 105 is contacted, usually via E-mail, with a request that

25 the Electronic DigitalContent Store(s) 103 be added to the Secure Digital Content Electronic Distribution System
loo. The digital content label provides the name of the Electronic Digital Content Store(s) 103 and any other
information that may be required for the Clearinghouse(s) 105 to create a digital certificate for the.Electronic
Digital Content Store(s) 103. The digital certificate is sent to the digital content label in a secure fashion, and then

forwarded by the digital content label to the Electronic Digital Content Store(s) 103.’ The Clearinghouse(s) 105
30 maintains a database of digital certificates that it has assigned. Each certificate includes a version number, a

unique serial number, the signing _algorithm, the name of the issuer (e.g., the name of Claringhouse(s) 105), a
range of dates for which the certificate is considered to be valid, thenamc Electronic Digital Content Store(s) 103,
the public key of the Electronic Digital Content Store(s) I03, and a hash code ofall of the other information signed
using the private key of the Clearinghouse(s) I05. Entities that have the Public Key 621 of the Clearinghouse(s)

35 105 can validate the certificate and then be assured that a SC(s) with a signature that can be validated using the-
public key from the ceniflcate is a valid SC(s).
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After the Electronic Digital Content Store(s) l()3 has received its digital certificate that was created by the

Clearinghouse(s) I05 and the necessary tools for processing the ‘SC(s) from the digital content label, it can begin
offering Content l 13 that can be purchased by End—User(s). The Electronic Digital Content Store(s) I03 includes
its certificate and the TransactionVSC(s) 640 and signs the SC(s) using its Digital ‘Signature 64}. The End-User

Device(s) I09 verifies that the Electronic Digital Content Store(s) l()3’is a valid distributor of Content 1 13 on the

Secure Digital Content Electronic Distribution System 100 by first checking the digital certificate revocation list
and then using the Public Key 621 of the Clearinghouse(s) 105 to verify the information in the digital certificate

for the Electronic Digital Content Store(s) 103. A digital certificate revocation list is maintained‘ by the
Clearinghouse(s) 105. ‘The revocation list may be included as one of the parts in a License SC(s) 660 that is
created by the Clearinghouse(s) 105. End-User'Device(s) 109 keep a copy of the revocation list on the End-User

Device(s) 109 so they can use it as part of the Electronic Digital Content Store(s) I03 digital certificate validation. -

Whenever the End-User Device(s) 109 receives a License SC(s) 660 it determines whether a new revocation list is"

included and if so, the local revocation list on the End-User Device(s) 109 is updated.

B. Rights Management Processing

Order SC(s) Analysis

1 The Clearinghouse(s) 105 receives an Order SC(s)_ 650 from an End-User(s) after the End-User(_s) has
received the Transaction SC(s).640, which include the Offer SC(s) 64l,.from the Electroni_c Digital Content
Store(s) 103. The Order SC(s) 650 consists of parts that contain information relative to the Content ll3iand its
use, information about the Electronic Digital Content Store(s) 103 that is selling the Content ll 13, and information

about the End-User(s) that is purchasing the Content 1 I3. Before the Clearinghouse(s) ‘105 begins processing the

information in the Order SC(s) 650, it first performs some processing to insure that the SC(s) is in fact valid and
the data it contains has not been corrupted in any way.

Validation

The Clearinghouse(s) 105 begins the validation of Order SC(s) 650 by verifying the digital signatures,
then the Clearinghouse(s) 105 verifies the .integrity of the Order SC(s) 650 parts. . To validate the digital

signatures, first the Clearinghouse(s) l05 decrypts the Contents 631 of the signature itself using the Public Key

661 of the signing entity included if signed. (The signing entity could be the Content Provider(s) l0l, the

Electronic Digital Content Store(s) 103, the End User Device(s') I09 or any combination of them.) Then, the

Clearinghouse(s) 105 calculates the digest of the concatenated part digests of the ‘SC(s)’ and compares it with«the

digital signature’s decrypted Content 1 13. If the two values match, the digital signatureis valid. To verify the _

integrity of each part, the Clearinghouse(s) 105 computes the digest of the part and compares it to the digest value

in the BOM. The Clearinghouse(s) I05 follows the same process to verify the digital signatures and «part integrity

for the Metadata and Offer SC(s) 641 parts included within the Order SC(s) 650. ’ ’

The process of verification of the Transaction and Offer SC(s) 641 digital signatureslalso indirectly

verifies that the Electronic Digital. Content Store(s) l03 is authorized by the Secure Digital Content Electronic
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Distribution System 100. This is based on the fact that the.Clcaringhous :‘
A113031313’. [he C-1C3Fingh0U50(S) 105 would be able to successfully verify

Then; the Store Usage Conditions 519 of the Content I13 which the End-User(s) is purchasing are
validated by the Clearinghouse(s) l05 to insure thatthey fall within the restrictions that were set in the Metadata

10 SC(s) 620. Recall that the Metadata SC(s) 620 is included within the Order SC(s) 650. n S
— Key Processing _ in V

Processing of the encrypted Symmetric Keys 623>and of the watermarking’ instructions are done by the
Clearinghouse(s) 105. after authenticity and the integrity-check of the Order SC(s)T6SO, the validation of the

Electronic Digital Content Store(s) 103, and the validation of the Store Usage Conditions 5 l 9 have been completed
15 _ successfully. The Metadata SC(s) 620 portion of the Order SC(s) 650 typically has several Symmetric Keys 623

located in the Key Description part that were encrypted using the Public Key 621 of the Clearinghouse(s) 105.
Encryption of the Symmetric Keys 623 are ‘done by the Content Provider(s) I0] when the Metadata SC(s).620 was
created. I ' C

One Symmetric Key 623 are used for decrypting the watermarking instructionsiand the others for
20 H decrypting the Content 113 and any encrypted metadata. Since Content 113 can represent a single song oran

I ’ . entire collect of songs on a CD, a different Syrrunetric Key 623 may be used for each song. The watermarking
instructions are included within the Metadata SC(s) 620 portion in the Order SC(s) 650. The Content 113 and

- encrypted metadata are in the Content SC(s) 630 at a.Content Hosting Site(s) 1 1 l. The URL and part names of the ‘-
encrypted Content 113 and metadata parts. within the Content SC(s) 630, are included in the Key Description part

25 of’ the Metadata SC(s) 620 portion of the ‘Order SC(s) 650. The Clearinghouse(s) 105 uses its private key to
decrypt the Symmetric Keys 623 and then encrypts each ‘of them using the Public Key 661 of the End-User.
Device(s) 109. The Public Key 661 of the_End-User Device(s) 109 is retrieved from the Order SC(s) 650. The
new encrypted Symmetric Keys 623 are included in the Key Description part of the License SC(s) 660 thatthe

30 During the time of processing the Symmetric Keys 623, the Clearinghouse(s) 105 may want to make
modifications to the watermarking instructions. If thisiis the case, then after the Clearinghouse(s) 105 decrypts the
Symmetric Keys 623. the watermarking instructions are modified and re—encrypted. The new watermarking
instructions are included as one'of the parts within the License SC(s) 660 that gets returned to the End-User
Device(s) 109.
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If all of the processing of the Order SC(s) 650 is successful. then the Clearinghouse(s) 105 returns a_

License SC(s) 660 to the End-User Device(s) 109. The End-User Device(s) 109 uses the License SC(s) 660

information to download the Content SC(s) 630 and access the encrypted Content 113 and metadata. The

watemiarking instructions are also executed by the End-User Device(s) 109. I

If the Clearinghouse(s) 105 is not able to successfully process the Order SC(s) 650. then an HTML page is

returned to the End-User Device(s) I09 and displayed in an lntcrnct browser window. The HTML page indicates

the reason that the Clearinghouse(s) 105 was unable to process the transaction. '

In an alternate embodiment, ifthe user haspurchased a copy of the Content 1 13 prior to the release date

set for the sale, the License(s) SC 660 is returned without the Symmetric Keys 623. The License(s) SC 660 is

returned to the Clearinghouse(s) 105 on or afler the release date to receive the Symmetric Keys 623. As an
example, the Content Provider(s) 101 allow users to download a new song prior to the release date for the song to

enable customers to "download the song and be prepared to play the song before a date set by the Content

Provider(s) 101. This allows immediate opening of the Content 1 13 on the release date without having to content

for bandwidth and download time on the release date.

C. I Country Specific Parameters

Optionally, the Clearinghouse(s) 105 uses the domain name of the End-User Device(s) 109 and, whenever

possible, the credit card billing address to determine theicountry location of the End-User(s). If there are any

restrictions for the sale of Content 1 13 in the country where the End—User(s) resides, then the Clearinghouse(s) I05

' insures that the transaction being processed is not violating any of those restrictions before transmitting License

SC(s) 660 to the End-User Device(s) 109. The Electronic" Digital Content Store(s) 103 is also expected to

' participate in managing the distribution of Content _l 13 to various countries by performing the same checks as the ‘

Clearinghouse(s) 105. The Clearinghouse(s) 105 does whatever checking that it can in case the ‘Electronic Digital

Content Store(s) 103 is ignoring the country specific rules set by the Content Provider(s) 101.

D. Audit Logsand Tracking '

The Clearinghouse(s) 105 maintains a Audit Logs 150 of information for each operation that is performed

during Content ll3 purchase transactions and report request transactions. The information can be used for a
variety of purposes such as audits of the Secure Digital Content Electronic Distribution System 100, generation of

reports, and data mining.

The Clearinghouse(s) 105 also maintains account balances in Billing Subsystem 182 for the Electronic

Digital Content Store(s) 103. Pricing structures for the Electronic Digital Content Store(s) 103 is provided to the
Clearinghouse(s) 105 by the digital content labels. This information can include things like current specials,
volume discounts, and account deficit limits that need to be imposed on the Electronic Digital Content Store(s)

V103. The Clearinghouse(s) l05 uses the pricing information to track the balances of the Electronic Digtal Content
Store(s) 103 and insure that they do not exceed their deficit limits set by the Content Provider(s) 101.

The following operations are typically logged by the Clearinghouse(s) 4 ()5:
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End-User Device(s) I09 requests for License SC(s) 660

Credit cardlauthorization number when the Clearinghouse(s) I05 handles the billing
Dispersement of License SC(s) 660 to End-User Device(s) I09
Requests for reports

Notification from the End-Userts) that the Content SC(s) 63() and License SC(s) 660 were received and
validated ' " g I
The following information is typically logged by theiClearinghouse(s) "l 05 for a License SC(s) 660:
Date and time of the request I‘

Date and time of the purchase transaction

Content ID of theiitem being purchased _ V

Identification of the Content Provider(s-)‘l0l
Store Usage Conditions 519 ’ Z

Watermarking instruction modifications _ _ _
Transaction ID 535 that was added by the Electronic DigitalContent Store(s) I03
Identificationof the Electronic Digital Content Store(s) 103

Identification of the End-User Device(s) 109

Date and time of the request

Amount charged to the credit -card

Content ID of the item being purchased

K Transaction ID 535 that was added by the Electronic Digital Content Store(s) 103
Identification oftbe Electronic Digital Content Store(s) 103 i '
Identification of the End-User(sI)

End-User(s)-credit card information _ _
Authorization number received from the clearer of the credit card

The following information is typically logged by the Clearinghouse(s) I05 when a License SC(s) 660 is
sent to an End-User Device(s) 109:

Date and time of the request

Content ID of the item beingpurchased

Identification of Content Provider(s) I01
Usage Conditions 517 ‘

Transaction ID 535 that was added by the Electronic Digital Content Store(s) I03
Identification of the Electronic Digital Content Store(s) I031 '
Identification of the End-User(s)
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The following infomtation is typically logged when a report request is made:

Date and time of the request

Date and time the report was sent out

Type of report being requested

5 - Parameters used to generate the report

Identifier of the entity requesting the report

E. Reporting of Results

Reports are generated by the Clearinghouse(s) I05 usingthe information that the Clearin-ghouse(s) 105
10 logged during End-User(s) purchase transactions. Content Provider(s) l0] and Electronic Digital Content Store(s)

103 can request transaction reports from the Clearinghouse(s) 105 via a Payment Verification Interface 183 so they

can reconcile their own transaction databases with the information logged by the Clearinghouse(s) 105. The

Clearinghouse(s) 105 can also provide periodic reports to the Content Provider(s) 101 and Electronic Digital

Content Store(sl 103. I

' 15 _ The Clcaringhouse(s) 105 defines a secure electronic interface which allows Content Provider(s)" 101 and

Electron_ic Digital Content Store(s) 103 to request and receive reports. The Report Request SC(s) includes a

certificate that was assigned by the Clearinghouse(s) 105 to the entityinitiating the request. -The Clearinghouse(s)

105 uses the certificate and the SC’s digital signature to verify that the request originated from an authorized

entity. ‘The request also includes parameters, such as time duration. that define the scope of the report. The

'20 - ' Clearinghouse(s) 10$ validates the request parameters to insure that requesters can only receive information for
which they are permitted to have.

If the Clearinghouse(s) 105 determines that the ileport Request SC(s) is authentic and valid, then the

Clearinghouse(s) 105 generates a report and pack it into a Report ‘SC(s) to be sent to the entity that initiated the

request. Some reports may be automatically generated at defined timeintervals andstored at the Clearinghouse(s)

25 105 so they can be immediately sent when a request is received. The ‘format of the data included in _the report is

defined in a later version of this document.

F. Billing and Payment Verification
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pl I3, the Electronic Digital Content Store(s) 103 separates the End-User(s)’ order into electronic goods and,'if
applicable, physical goods. The Electronic Digital Content Store(s) I03 then, notifies the Clearinghouse(s) l05'of

that are being purchased. Aficr each electronic item is vdolwnloaded by the End-User Device(s) l09, the
10 Clearinghouse(s) 105 is notified so the End—User(s)’ credit card can be charged. Thisoccurs as the last step by the

End— User Device(s) 109 before the Content l 13‘ is enabled for use at the End-User Device(s) 109.
In the case where the Electronic Digital Content Store(s) 103 handles the billing of the electronic Content -

113, the Clearinghouse(s) 105 is not notified about the transaction until the End-User. Device(s) 109 sends the
Order SC(s) 650 to the Clearinghouse(s) 105. The Clearinghouse(s) 105 is still notified by the End-User Device(s)

15 109 afiereaeh electronic item is downloaded. When the Clearinghouse(s) 105 is notified it sentisa notification to

G. Retransmissions

20 The Secure Digital Content Electronic Distribution Systein 100' provides the ability to handle

25 Retransmissions of Content 113 are done when an End-User(s) requests a new copylof a previously

downloaded is not usable. The Electronic Digital Content Store(s) 103 determinesiwhether the'End—User(s) is
entitled to do a retransmission of the Content 113. If the End-User(s) is entitled to a retransmission, then the

30 Content 1l3_item(s) being retransmitted. The Transaction SC(s) 640 is sent to the End-User Device(s) 109 and'the

35 Electronic Digital Content Store(s) I03 includes a flag in the Transaction SC(s) 640 that is carried forward to the
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‘ Clearinghouse(s) 105 in the Order SC(s) 650. The Clearinghousc(s) l()5 interprets the flag in the Order SC(s) 650
and proceed with the transaction without charging the End-User(s) for the purchase of the Content 1 13.

VIII. CONTENT PROVIDER

A. Overview

The Content Provider(s) 101 in the Secure Digital4Content Electronic -Distribution System 100 is the
digital content label or the entity who owns the rights to the Content 113.. The role ofthe Content Provider(s) 101

is to prepare the Content 113 -for distribution andmake information about the Content I 13 available to Electronic

Digital Content Store(s) 103 or retailers of the downloadablc electronic versions of the Content I 13. To provide
the utmost security and rights con_trol to the Content Provider(s) I01, a series of tools are provided to enable the 1

Content Provider(s) 101 to prepare and securely package their Content I13 into SC(s) at their ‘premises so that the

Content 113 is secure when it leaves the Content Provider(s)’ 101 domain and never exposed or accessible by

unauthorized parties." This allows Content I I3 to be freely distributed throughout a non-secure network, such as

the lntemet, without fear of exposure to hackers or unauthorized parties. V
The end. goal of the tools for the Content Provider(s) 101 is to prepare and package a Content 1 13 ‘such as

a song or series of songs into Content SC(s) 630 and to package information describing the song, approved uses of

the song (content Usage Conditions 517), and promotional informationfor the song into a Metadata SC(s) 620. To
accomplish this, the following set of tools are provided:

Work Flow Manager 154 .— Schedules processing activities and manages the required synchronization of

processes- ' 1

Content Processing Tools 155 -‘A collection of tools to control Content 113 file preparation including.

Watermarking, Preprocessing (for an audio example any required equalization, dynamics adjustment, or

re-sampling)‘ encoding and compression. V V V '

Metadata Assimilation and Entry Tool 161 - A collection of tools used to gather "Content 113 description

information from the Database 160 of the Content Provider(s) and/or third party database or data import
files and/or via operator interaction" and provides means for specifying contentiUsa.ge Conditions 517.
Also provided is an interface for capturing or extracting content such as digital audio content for ODS or

DDP files. A Quality Control Tool enables to preview of prepared content and metadata. Anycorreetions

needed to the metadata or resubmission of the content for funher processing can be conducted.

SC(s) Packer Tool 152 - Encrypts and packages all Content ll3_ and information and calls the SC(s)
Packer to pack into SC(s).

Content Dispersernent Tool (not shown) — Disperses SC(s) to designated distribution «centers, such as

Content Hosting Site(s) 1 1 1 and Electronic Digital Content Store(s) 103.

Content Promotions Web Site 156 - stores Metadata SC(s) 620 and optionally additional promotional

material for download by authorized Electronic Digital Content Store(s) I03.
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I}. Work Flow Manager 154

10 corresponding to FIG. 7. The major processes in FIG. 8 summarizes the Content ll3 processing fiinctions

15 _ - _ indicate successful completion of a process

indicate unsuccessful completion ofa process and reason for the failure

provide interim status of a process (to allow initiation of processes that require only partial completion of
a dependent process) V I

add comments to a product which are made available to the designated processes
20 _ ‘The Work_Flow Manager 154 also has a user interface, an example Work Flow Manager User Interface

A 700 is illustrated in FIG. 7 which providesthe following functions:

a configuration panel to allow specification of default values and conditions to be assigned and performed
during various stages of processing ‘

customimtion of the work flow rules and automated processing flows
25 - job scheduling

status queries and reports

add comments or instructions for a job associated to one or more processes

job management (i.e. suspend, release, remove, change priority (order of processing))
Each process has a queue associated with it managed by the Work Flow Manager 154. All processes

30 requesting jobs from the Work Flow Manager 154 results in the Work Flow Manager 154 either suspendingthe
process_(tool) in a wait state if there are no jobs currently in its associated queue or returning to the process all
information about the job needed to perform its respective process. If a process is suspended in a wait state, it
resumes processing when a job is placed on its queue by the Work Flow Manager I54. I

The Work Flow Manager 154 also manages the flow or order of processing based on a set of defined rules.
35 These rules can be customized by the Content Provider(s) I01 if it has special processing requirements or

configures specific defaults rules. When a process reports completion ofits assigned task, it notifies the Work
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Flow Manager 154 of this status and the Work Flow Manager 154 -decides what queue the job gets placed on next

based on the defined rules. I

Comments indicating special handling instructions or notices may also -be attached to the product at any

of the processing steps via either the programming.APl or manually through the Work Flow Manager User
Interface 700 or processor interfaces.

The processes in the Work Flow Manager 154 are implemented in Java in the preferred embodiment but

other programming languages such as C/C++, Assembler and equivalent can be used. It should be understood that

the processes described below for the Work Flow Manager 154 can run on a variety of hardware and soflware

platforms. The Work Flow Manager 154 as a complete system. or as any of it's constitute processes maybe

distributed as an application program in a computer readable medium including but not limited to electronic

distribution such as the web or on floppy diskettes, CD ROMS and removable hard disk drives.

Turning now to FIG. 8 is a block diagram of the major processes of the Work Flow Manager 154

corresponding to FIG. 7. The following sections summarize each process and describes the information or action
required by each process.

1. Products Awaiting Action/Inforrnation Process 801

Jobs are placed on specific processes queues once all information required by that process is available and the job

has already successfully completed all dependent processing. A special queue exists in the Work _Flow Manager

154 which is used to hold jobs that are not currently available for processing due to missing information or a

' failure that prevent further processing. These jobs are placed in the Products Awaiting Action/Information Process

801 queue. Each job in this queue has associated status to indicate the action or information it is waiting on, the

‘ last process that worked on this job, and the next p_rocess(es) this job is queued to once the missing or additional

informationis provided or the required action is successfully completed.

Completion of any process causes the Work Flow Manager 154 to check this -queue and determine if any

job in this queue was awaiting the completion of this process (action) or information provided by this process. If -

so, that job is queued to the appropriate process queue.

2. New Content Request Process 802
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The Content Provider(s) I0] determines those products (for example, a product may be a song or a
collection 0fS0n_gS)~it wishes to sell and deliver electronically. The initial function ofthe Work Flow Manager 154
is to enable an operator to identify these products and to place them on the queue of the New Content Request
Process 802. The Content Provider(s) 10] may specify through configuration options, what information‘ is

10 and capabilities of the Content H3 in the Database 160 of the Content Providcr(s) determines the Content
selection process. '

If the required information needed to perform a query to the Database I60 of the Content Provider(s) 101
is specified, the job is processed by the Automatic Metadata ‘Acquisition Process 803._ In a music embodiment, to
properly schedule the product for audio processing, the product’s genre and the desired compression levels are

15 specified as well as- the audio PCM or WAV filename(s). This information may be entered as part of the product
selection process or selected via a customizediquery interface or Web browser fimction. Specification of this
information enables the product to be scheduled for content processing.

20 added to the queue of the New Content Request Process 802 awaiting further action to complete data entry and/or
release the product for processing. Once the product is released, the Work Flow Manager 154 evaluates the
infom1ation specified and detem-tines which processes the job is ready to be passed to.

25 has not been configured for the Automatic Metadata Acquisition Process 803, the job is queued for Manual

30 If any of the required information is missing when the job is released, the job is queued to the queue of the

If the’ status indicates that the filename of the Content 1 l3. for example where the Content 113 is audio.
and the PCM or WAV file is missing, this may indicate that a capture (or digital extraction fiom digital media) is
required. The audio processing functions require that the song files be accessible via a standard file system

35 interface. If the songs are located on external media or a file sys1em that isnot ‘directly accessible to the audio
processing tools, the files arc first be copied to an accessible file system. If the songs are in digital format but on
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CD or Digital Tape, they are extracted to a file system accessible to the audio processing tools. Once the files are

accessible, the Work Flow Manager User interface 700 is used to specify or select the path and filename for the job

so that it can be released t_o the watermarking process, assuming all other information required for watermarking
has also been specified.

3. Automatic Metadata Acquisition Process 803

The Automatic Metadata Acquisition Process 803 performs a series of queries to the Database l60 of the

Content Provider(s) _l0l or a staging database where data has been imported, in an attempt to obtain. as much of

the product information as possible in an automated fashion. The Automatic Metadata Acquisition ‘Process 803'

10 requires the following information prior to allowing items to be placed on its queue:

database mapping table with adequate information to generate queries to the Database 160 of the Content

Provider(s) 101 i '

product information required to perform queries

adequate product information to uniquely define product , _ _ _

15 An automated query is performed to the Database l60'of the Content Prt)vider(s) 101 to obtain the

information necessary to process this Content 113. For example, if the Content H3 "is music, the information

needed to perform this query could be the album name or may be a UPC or a specific album or selection ID ‘as

defined by the Content Provider(s) 101. Of the information to be obtained, someis designated as required (see the
section on Automatic Metadata Acquisition Process 803 for details). If all required information is obtained, the job

. 20 is next queued for Usage Conditions Process 805. If any required information is missing, the song is queued for

Manual Metadata Entry Process 804. If any‘ jobs in the Products Awaiting Action/Information Process 801 queue

are waiting for any of the information obtained in this step, the jobs status is updated to indicate that it is no longer ,

waiting for this information. If that job no longer has any outstanding requirements, it is queued to the next
defined queue.

4. Manual Metadata Entry Process 804

The Manual Metadatae Entry Proeess'804 provides a means for an operator to enter missing information.

It has no dependencies. Once all requiredinformation is specified, the job is queued foriusage Conditions Process
805.

30

5. Usage Conditions Process 805
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6. Supervised Release Process 806

The Supervised Release Process 8()6 allows a quality check and validation of information specified for the
It does not have any dependencies. Comments previously attached tothe job at any stage

of the processing for this product can be reviewed by the Supervisor and appropriate action taken. Afier reviewing
all infonnation and comments, the Supervisor has the following options: 1

approve release and queue the product for Mctadata SC(s) Creation Process 807

modify and/or add information and queue the product for Mctadata ‘SC(s) Creation Process 807
add comments to the job and re-queue for Manual Mctadata Entry.P_rocess 804
add comments and queue the job to the queue for Products Awaiting Action/lnforrnation Process 801

7._ Metadata SC(s) Creation Process 807 I .

other information required for the Metadata SC(s) 620 and calls the SC(s) Packer Process to create the Mctadata
SC(s) 620. This tool requires the following as input: g

the required metadata

the usage conditions

the encryption keys used in the encryption stage of all quality levels for this product

This last dependency requires that the associated audio objects completed the audio processing phase.
before the Metadata SC(s) 620 can be created. Upon completion of the Mctadata SC(s) Creation Process 807. the
job is queued to either the queue for Final Quality Assurance Process 8_l3 or Content Dispersement Process 814
based on defined work flow rules. \

8. Watermarking Process 808

The Watermarking Process 808 adds copyright and other information to the Content ll3. For‘an
embodiment where the Content l 13 is a song, this tool requires the following as input: .

song filename(s) (multiple filenames if album)

watermarking instructions

watermarking parameters (inforrriation to be included in the watermark)
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Upon completion of the Watermarking Process 808, the job is queued for Preproeessing and Compression

Process 809 if its required input is available or otherwise queued to the Products Awaiting Action/Information
Process 801. A

5 9. Preprocessing and Compression Process 809

The Preprocessing and Compression Process 809 encodes the Content 1 l3 to the specified compression

level performing any required preproeessing first. Queuing a job.to this queueuactually create multiple queue

entries. A job is created for each compression level of the product desired. The encoding processes can be

performed in parallel on multiple systems. This tool requires the following input:’ I

10 - watermarked content filename(s) (multiple filenames if Content 1 13 is an album)

quality levels for product _(could be preconfigured)

compression algorithm (could be preconfigured)

product genre (if required by preprocessor)

Upon completion of the encoding process, the jobs are queued to the Content Quality Control Process 810

15 if configured by the work flow rules. If not, thejobs are queued for Encryption Process 81 1. _

If third party providers of encoding tools do not provide a method to display the percentage of the Content

113, such as audio, that has been processed or a method to indicate the amount of Content 113 that has been

encoded as a percentage of the entire selection of Content 113 selected, in I-"lG. 1 there is shown a flow diagram
1 100 of a method to determine the encoding rate of Digital Content for the Content ' Preprocessing and

20 Compression tool of FIG. 8. The_method begins with the selection of the desired encoding algorithm and a bit

rate, step 1101. Next, a query is made to determine ifthis algorithm and encoding rate has a previously calculat-ed

rate factor, step 1102. The rate factorwis the factor used to determine the rate of compression for a "specific,

encoding algorithm and a specific bit rate. If no previously calculated rate factor is stored, a sample of the Content
113 is encoded for a predetermined amount of time. The predetermined period of time in the preferred

25 embodiment is a few seconds. This rate of encoding for a predetermined period oftime is used to calculate a new

rate factor Rmzw. Calculating a new rate factor Rusw "knowing the amount of time and the amount of Content 113

encoded is Rmaw = (length of Digital Content encoded)/(amount of time), step 1108. The Content 113 is encoded

and the encoding status is displayed using the previouslycalculate rate factor Rmgw, step 1 109. This encoding rate
factor Rugw is then stored, step 1107, for future use for this encoding algorithm and encoding bit rate. If the

30 selected algorithm has a previouslycalculated rate factor RSTORED, step 1103. The Content 113 is encoded and‘ the

progression displayed using the previously calculated rate factor RsToR£D, step 1104. In the meantime, a current

rate factor, Rcurrent is calculated for this selected algorithm and bit rate, step l 105. This current rate factor R...,..,. is

used to update the stored rate factor Rmzw = AVERAGE 01-‘ (Rsmm, + Rcumgm), step 1106. The iterative update

of the rate factor enables the determination of the encoding rate to become more and more accurate with each
35 subsequent use for a particular encoding algorithm and bit rate. The new rate Ruew is then ‘stored for future use,
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step 1 I07. ‘The updating of Rgmm, may not be made ifthc current rate factor Rm-,¢,.. is out range for the previously
stored Tale faclor Rsromzo by a given range or threshold.

another program that may invoke the calling process. This can help supervisory progams to encoding or
co-dependent programs on encoding be operated and be batched for processing more efiiciently. lt_ should be

10 understood, in an alternative embodiment, that encoding can include the step of watermarking.

15 7. noudcpendencies other than completion of the Watermarking Process 808 and the encoding portion of the

20 _ Process 809.

‘ The last option requires that the unencoded watermarked version of the song file remain available until
afier Content Quality Control Process 810. V I

1 1. Encryption Process 81 1

25 The Encryption Process 811 calls the appropriate Secure Digital Content Elmtronic Distribution Rights

job is queued for Content SC(s) Creation Process 812.

30 12 Content SC(s) Creation Process 812

The Content SC(s) Creation Process 812 Process may require some metadata files to be included in the
Content" SC(s) 630. If "files-other than the Content 113 are required, the files are gathered and the SC(s) Packer
Process is called to create a Content SC(s) 630 for each compression level of the Content 1 l3 (e.g. a song) created.
Upon completion of the Content SC(s) Creation Process 812, the song is queued. to either the Final Quality

35 Assurance Process 813 or Content Dispersement Process 814 queue based on defined work flow rules.
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13. Final Quality Assurance Process 813

Final Quality Assurance Process 813 is an optional step thatgallows aicross reference check between the

associated Metadata and Content SC(s) 630 to verify that they match up correctly and that all information and

Content I 13 contained therein are correct. Upon completion of Final Quality Assurance Process 813, the jobs are

5 queued for Content Dispersement Process 814. If a problem is found, the job in most cases has to be re-queued to

the failing stage. Rework at this stage is much more costly since the product has to go through re—cncryption and

repacking in. addition to the reprocessing required to correct the problem. It is highly recommended that the prior
assurance stages be used to assure the quality of the Content 113 and accuracy and completeness of the
information.

10

14. Content l)ispersement Process 814

The Content Dispersement Process 814 Process is responsible for transferring the SC(s) to the appropriate

hosting sites. After the successful transfer of the SC(s), the job completion status is logged and the job is deleted

from the queue. Ifa problem occurs in transferring the SC(s), afier a defined number of r-etries, the job is flagged

'1 5 in the Workflow Manager Tool 154 as having failed along with the error encountered.

15. Work Flow Rules

The Work Flow Rules for FIG. 8 operate in three major systems as follows:

.20. A _ A: Work Flow Manager Tool 154
1. New Content Request Process 802.

A 2. 8 Products Awaiting Action/Inforrnation Process 801 1

3. Final Quality Assurance Process 813

. 4. Content Dispersement (and Notification) Process 814

25 _ B: Metadata Assimilation and Entry Tool 161

1. Automatic Metadata Acquisition Process 803

2. Manual Metadata Entry Process 804

3. Supervised Release Process 806

4. Metadata SC(s) Creation Process 807

30

C: Content Processing Tools 155

1. I Watermarking Process 808 (requires copyright data)

2. Preprocessing and Compression Process 809

3. Content Quality Control Process 810

35 4. Encryption Process 81 1

5. Content SC(s) Creation Process 812
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Work Flow

The Content 113 selection operator inputs a new product and it starts out queued onto A] (New Content
Request Process 802).

or step B3 (Supervised Release Process 806) V
10 A on its way to step Before (the Metadata SC(s) Creation Process 807)

[ needs the encryption keys ]. , V _
coming from step Before (the Metadata SC(s) Creation Process 807)

on its way to either step A3 (the Final Quality Assurance Process 813) or step A4 (the Content
Dispcrsernent Process 814)

15 A [ needs the Content SC(s) 630].

corrting from step C] (the Watennarking Process 808)

on its way to step C2 (the Preprocessing and Compression Process 809)

[ needs the metadata for Preprocessing and Compression Process 809]._
coming from step C4 (the Encryption Process 81 1) I

20 on its way to step C5 (the Content SC(s) Creation Process 812)
[ needs the metadata foreContent SC(s) 630 Packing].

coming from step C5 (the Content SC(s) Creation Process 812)

on its way to either step A3. (the Final Quality Assurance Process 813) (or step A4 (the Content-
Dispersernent Process 814) A

25 [ needs the Metadata SC(s) _62O ].

A3: Afier step A3 (the Final Quality Assurance Process 813),_
place onto queue B2 (Manual Metadata Entry Process 804),

or place onto queue B3 (Supervised Release Process 806),

or place into queue as required by the quality assurance operator.
30 A4: After step A4 (Content Disperscrnent Process 814),

the Work Flow Manager Tool 154 is done for this product.

B]: After step B] (the Autorrtatic Metadata Acquisition Process 803),

if the metadata needed for step C1 (the Watermarking Process 808) is present, then place an entry
35 representing this product onto queue Cl.

(do thc_fol1owing logic also)
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if either l-' any required metadata is missing. or 2- there are comments directed to the manual metadata

providers, then also place the product onto queue B2 (Manual Metadata Entry Process 804),

else if_ supervised release was requested for this product, then place the product onto queue B3
(Supervised Release Process 806).

else ifthe product has all the information from the Content Processing Tools 155 for all of the requested
quality levels, then place the product onto queue Before (the Metadata SC(s) Creation Process
807), A

else flag the product as needs the encryption keys and place the product onto queue A2 (Products

Awaiting Action/Information Process 80] ). A I I A

10 B2: During step B2 (Manual Metadata Entry Process 804),

if step C] (the Watermarking Process 808) has not been done g the metadata needed for step C1 is

present, then place an entry representing this product onto queue Cl.

(do the following logic also)

if metadata needed for step C2 (the Preprocessing and Compression Process 809) justbeen provided,
15 then ' '

(do the following logic also)

if all the metadata that can be gathered by the Metadata Assimilation and Entry Tool l6l is present,
then

if supervised release was requested for this product, then place the product onto queue B3

. 20 (Supervised Release Process 806)
else

if all the informationfiom step C4 (the Encryption Process 81 l) of the Content Processing.

Tools 155 is present, then place this product onto queue Before (the Metadata SC(s)

Creation Process 807)

25 else flag the product as needs the encryption keys and place this product onto queue'A2
A (Products Awaiting Action/Information Process 801). i '

else _ .

if the metadata provider requested a forced supervised release, then place the product onto

queue B3 (Supervised Release Process 806) _ .

_ 30 else do nothing (keep the product on queue B2 (Manual Metadata Entry Process 804)).
B3: During step B3 (Supervised Release Process 806),

if this operator is sending the product back to step B2 (Manual Metadata Entry Process 804). then place

the product on queue B2. ' 2

else if this operator released the product. then
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5 I Awaiting Action/lnforrnation Process 801).
else the product remains on queue B3 (Supervised Release Process 806).

Before: After step Before (the Metadata SC(s) Creation Process 807),
flag the product Metadata has been packed .
ifall the (product/quality level) tuples have been packed, then

10 ifthe Content Provider(s)’ 10] configuration specifies Quality Assure the SC(s). then place this
product onto queue A3 (the Final Quality Assurance Process-813)

else place this product onto queue A4 (the Content Disperscment Process 814).
else flag the product as needs the Content 113 8C(s) and place this product onto queue A2 (Products

Awaiting Action/Information Process 801).
15 _

8 C]: After step C1 (the Watermarking Process 808),

if the metadata needed for step C2 (the Preprocesstng and Compression Process 809) is present. then
create an entry for each (product/quality level) tuple and place them onto queue C2,

else flag the product as needs the metadata for Preprocesstng/Compression and place this product onto
_20_ queue -A2 (Products Awaiting Action/lnforrnation Process 801).

A I ‘C2: After step C2 (the Preprocessing and Compression Process 809),

if the Content Provider(s)’ 101 configuration specifies Content Quality Control Process 810 , then b V
place this (product/quality level) tuple onto queue C3 (the Content Quality Control Process 810),

else place this (product/quality level) tuple onto queue C4 (the Encryption Process 81 1).
25 C3: Afier step C3_(the Content Quality Control Process 810), then place this (product/quality level) tuple onto

queue C4 (the Encryption Process 811). A

C4: Afier step C4 (the Encryption Process 81 1),

provide the needed information (i.e.,V the Symmetric Key 623 generatedby the Process and used to
encipher the Content 113) to the Metadata Assimilation and Entry Tool 161.

30 if all the metadata that’s required for the Content SC(s) 630 is present, then place this (product/quality
level) tuple onto queue C5 (the Content SC(s) Creation Process 812),

else flag the product as needs the metadata for Content SC(s) 630 Packing and place this
(product/quality level) tuple onto A2 (Products Awaiting Action/Inforrnation Process 801).

C5: Afier step C5 (the Content SC(s) Creation Process 812),
. 35
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if all the information from step C4 (the Encryption Process 81 1) of the Con
tent Processing Tools

155 is present,
then place this product onto queue Before (the Metadata SC(s) Creation

Process) ‘

else flag the product as needs the encryption keys and place this" product onto queue A2 (Products

flag the quality level the Content 1 13 at this quality level has been packed .
if all the (product/quality level) tuples have been packed, then
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if the product is flagged Metadata has been packed , then

if the Content Provider(s)' 101 configuration specifies Quality Assure the SC(s), then place

this product onto queue A3 (the Final Quality Assurance Process 81 3)

else place this product onto queue A4 (the Content Dispersernent Process 8| 4)

else flag the product as needs the Metadata SC(s) 620 and place this product onto queue A2

(Products Awaiting Action/Information Process 801).

else (all the (product/quality level) tuples have not been packed) do nothing (another (product/quality
level) tuple triggers an action).

Metadata Assimilation and Entry Tool

Metadata consists of the data describing the Content l 13 for example in music, title“ of the recording, artist,

author/composer. producer and length of recording. The following description is based upon Content 113 being

music but it should be understood by those skilled in the art that other content types e_g., video, programs,

multimedia, movies, and equivalent, are within the true scope and meaning of the present-invention.

This Subsystem brings together the data the Content Provider(s) l0l provides to the Electronic Digital

Content Store(s) 103 to help promote the sale of the product (e.g., for music, sample clips by this artist, history_oi'

this artist, list of albums on which this recording appears. genres associated with this artist" and/or product), the

‘data the Content Provider(s) 10} provides to the End-User(s) with the purchased product (c.g.. artist, producer,

. album cover. track length), and the different purchase options (the Usage Conditions 5 17) the Content Provider(s)

‘lOl wants to offer the End-User(s). The data is packaged into a Metadata SC(s) 620 and made available to the

Electronic Digital Content Store(s) 103. To accomplish this, the following tools are provided:

Manager 154.

' Automatic Metadata Acquisition Tool

Manual Metadata Entry Tool

Usage Conditions Tool

Supervised Release Tool

These tools enable Content Provider(s) 10] to implement the processes "described above for Work Flow
Tools described here are a toolkit based on Java in the preferred embodiment but other

programming languages such as C/C++, Assembler and equivalent can be used.

Automatic Metadata Acquisition Tool
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Configuration methods are available to automate this procms. The Content Provider(s) 101 can tailor the default
5 metadata template to identify the types of data this Content Provider(s) 10] wants to provide to End- User(s) (e.g.,

composer, producer, sidemen, track length) and the types of promotional data the Content Providerts) 10] provides

10 optionally provided to the End-User Device(s) 109 and a sample set of data fieldsftargeted to thc Electronic Digital

15 specify that mapping table for their environment.

20 packing into a Metadata SC(s) 620.

25 the missing data. If the operator determines that the missing data is unavailable, the operator can attach a
comment to the product and request supervised release. The Content Provider(s) 101 may require, _for,quality
assurance reasons, that the product undergo supervised release. Once all the required data’ is present, and if
supervised release has not been requested, then the product is available for packing into a Metadata SC(s) 620.

30 3. Usage Conditions Tool

described above. The process of offering Content 113 for sale or rent (limited use), using electronic delivery, V
involves a series of business decisions. The Content Providcr(s) 10] decides at which compression level(s) the
Content 1 13 is made available. Then for each compressed encoded version of the Content I 13, one or more usage

35 conditions are specified. Each usage condition defines the rights of the End-User(’s), and any restrictions on the '
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As part of Content Processing Tools I55, a set of usage conditions (End-User(s) rights and restrictions) ‘is
attached to the product.

A usage condition defines:

1.

2.

3.

°°>l.°‘$"

the compression encoded version of the Content 1 13 to which this usage condition applies.

the type of user covered by this usage condition (e.g., business,.private consumer)

whetherthis usage condition allows for the purchase orthe rental of the Content 1 13.

For a rental transaction: A I

the measurement unit which is used to limit the term of the rental (e.g., days, plays).

the number of the above units after which the Content 1 13 will no longer play.
For a purchase transaction: C

the number of playable copies the End-User(s) is allowed to make.

onto what kinds of media can he/she make those copies (e.g., CD-Recordable (CD-R), MiniDisc,

Personal Computer).

the period of time during which the pu'rchase/rental transaction is allowed to occur (i.e., an End-Use'r(s) can

purchase/rent under the terms of this usage condition only after the beginning availability date _a_ngl_ before
the last date of availability).

the countries from which an End-User(s) can transact this purchase (or rental).

the price of the purchase/rental transaction under this usage condition

the watermarking parameters. '

the types of events which require notification of the Clearinghouse(s) 105.

An Exarnpleof a Set of Usage Conditions

The Content Provider(s) 10] may decide to test the North American market’s acceptance to the re-release of the

children's song by a popular children’s vocalist during- the fourth quarter 1997. The test will make the song ’

available in two different compression encoding versions: 384Kbps and 56Kbps. The 384Kbps version can be

bought _(and one copy made onto MiniD_isc) or rented (for two weeks), while the rS6Kbps version can only be

bought (and no copies made). The watermarking instructions is the same for any purchase/rental, and the Content

Provider(s) 101 wants the Clearinghouse(s) I05 to count every copy made. This would create Usage Conditions as
follows:

 

BNSDOCID: <WO___(XD8909A2 L 2

 Usae Condition 1 Usa - e Condition 2 Usage Condition 3
compressed encoded
version

I e of user rivare consumer
re of transaction urcbase
availability dates 1 Oct 1997 - 3] Dec 1 Oct 1997 - 31 Dec

1997 1997

  
  
  
 

384Kbps 384Kbs 56KbpS

 

 

lOet 1997 -31 Dec
1997
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Usage Condition 1 Usage Condition 2 Usage Condition 3

t e of user  private consumer
type of transaction @ 

384Kbs

availability dates 1 Oct 1997 — 31 Dec - 1 Oct 1997 — 3] Dec 1 Ocl_ I997 — 3] Doc
‘ - 1997 V . ' . I997 I997 -

USA and Canada USA and Canada , SA and Canada
waterrnarking @@M
notifying evts 
number of copies ___
onto ‘What media  —
 
 

USA and Canada ‘ USA and Canada USA and Canada
watermarking MMnotifying events

number of come: —_a

     compressed encoded
version

  
  
 
ill

  
 

  
   

  
   

 
iii

   
  
  
 

onto what media.

term of rental . 

 

and destination.

product ID ' [srczcontent provider;]
S H [dest: everybody;]

IO licensor label company - V ' ‘ [desti EMS; end-user;]-
licensee label" company — ' ' ' [dest: EMS; "end-user;]
source (publisher) of this object (sublicensee label company) _ [dest: everybody;]
type of object (i.e., a single object or an array-of obj ects) S

object ID ~ , * ' [dest: everybody;]
I5 lntemational Standard Recording Code (ISRC)

International Standard Music Number (ISMN)

usage conditions (src: content provider; dest: EMS, end—user, Clearinghouse(s) 105)
purchased usage conditions (src: EMS; dest: end-user, C1earinghouse(s) 105)

20 the set of usage conditions (consumer restrictions and rights) for the use of the object (sound recording)
an individual entry in the array of usage conditions

the compression encoded version of the Content 1 13 to which this usage condition applies
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whether this usage condition allows for the purchase or the rcntal of the Content 1 l3

for a rental transaction:

the measurement unit which is used to limit the term of the rental (e.g., days, plays).
the number ofthe above units after which the Content 113 will no longer play.

' 5 5 5 - for a purchase transaction: ' i A _
the number of playable copies the End-User(s) is allowed to make.

onto what kinds of media can (s)hc_ make ‘those copies .(e.g.. CD—Rccordable (CD-R),
MiniDisc, personal computer). I

the period of time during which the purchase/rental transaction is ‘allowed to occur (ie, an"
10 End-User(s) can purchase/rent under the terms of this usage condition fly aflcr the beginning

availability date a_rg before the last date of availability)

a pointer to the countries from which an End-User(s) can transact this purchase (or rental)
the price of the purchase/rental transaction under this usage condition
a pointer to the encrypted watermarking instructions and parameters

I 5 a pointer to the types of events which require notification of the Clearinghou_se(s) I05

purchase data (encrypted; optional info; src: EMS; dest: end.-user. Clearinghouse(s) 105)
purchase date

purchase price

20 bill to name and address‘

consumer name and address

country of the consumer (best guess)

metadata l (src: content provider; dest: EMS, end-user)

25 an array of { A

copyright information

for the composition

for the sound recording

title of song

30 principal artist(s)

}

a pointer to {

the artwork (e.g., album cover);

the format of the artwork (e.g., GIF, JPEG);

35 }
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optional info:

an array of additional information (
composer

5 ’ publisher

producer

sidemen

date of recording

date of release

] 0 lyrics 7
track name (description) / track length

list of"albums on which this recording appears
gcnre(s)

l 5

metadata 2(src: content provider; dest: EMS)

an array of structures, each representing different quality levels of the same sound recording {
' the sound recording;

the quality level of the sound recording;

'20 A the size (in bytes) of the (probably compressed) sound recording;
}

metadata 3(src: content provider; dest: EMS, end-user)
optional info: I

25

promotional material:

a pointer to artist promotion material {

a URL to the ax1ist’s web site;

background description(s) of the artist(s);
30

artist-related interviews (along with format of the interview (e.g., text, audio, video));
reviews (along with format of the reviews (e.g., text, audio, video));
sample clips (and its format and compression level);

recent and upcoming concertS/appearances/events - their dates and locations;

35 }

a pointer to album promotion material ‘(
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sample clip (and its format and compression level);

background description(s) of the producer, and/or thecomposer, and/or the movie/play/cast. and/or
the making of the album. etc.;

non—artist-related interviews (along with fomiat of the interview (e.g., text. audio, video));

reviews (along with format of the reviews (e.g., text. audio, video));

genre(s) ;

}

single promotions:

sample clip (and its fonnat and compression level)

background dcscription(s) of the producer, and/or the composer, and/or the movie/play/cast, and/or
the making of the single, etc.

reviews (along with fomiat of the reviews (e.g., text, audio. video))

5. _ Supervised Release Tool

Supervised Release Tool provides a user the abilityto implement the Supervised Release Process 806
described above. An individual designated by the Content Provider(s) l()l as having supervised release authority,

may call up a product awaiting supervised release (i.e., a product on the queue of the Supervised Release Process

806), examine its Contents 1 13 and its accompanying comments, and either

approve its Contents 1 13 and release the product for packing into a Metadata‘SC(s) 620, or

make any necessary corrections and release the product for packing into a Metadata SC(s) 620 or

add acomment specifying the corrective action to take and resubmit the product to the Manual Metadata '

Entry Process 704

In another embodiment, after the creation of the SC(s), therelis another optional quality assurance. step

where the Content 113 of the SC(s) can be opened and examined for completeness and accuracy, and,_at that time,-

final approval can be given or denied for the product’s release to the retail ‘channel.

D. Content Processing Tools
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digital content file to create watermarked. encoded, and encrypted copies of the content.
The tools makes use of

industry standard digital content processing tools to allow
pluggable replacement of watermarking, encoding and

encryption technologies as they evolve. If the selected industry tool can be loaded via a command ' T

10 ~ A generic version of the Content Processing Tools 155 is desc '

15

20 requirement on the Metadata Assimilation and Entry Tool 161 to assure that it has acquired this information prior

25 occur once per song.

Various watermarking technologies are known and commercially available. The front endjwatermarking
Tool though is capable of supporting a variety of industry Watermarking Tools.

30
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The Content" Provider(s) l()l may, therefore. choose to ofier a variety of digital content qualities for
download to appease both the impatient and low bandwidth customers who don t want to wait hours for a

download and the audiophile or high bandwidth customers whoeither only buys high quality Content H3 or has a
' higher speed connection.

Compression algorithms vary in their techniques to generate lower bit ratereproductions of Content .1 13.

The techniques vary both by algorithm (i.e. MPEG, AC3, ATRAC) and by levels of compression. To achieve
higher levels of compression, typically the data is re~sampled at lower sampling rates prior to being delivered to
the compression algorithm. To allow for more efficicnt compression with less loss of fidelity or to prevent drastic

dropout of some frequency ranges, the digital content may sometimes require adjustments to equalization levels of

10 certain frequencies or adjustments to the dynamics of the recording. The content preprooessing requirements are

directly related to the compression algorithm and the level of compression required. In some cases, the ‘style of '

Content 113 (e.g. musical genre) can be successfully used as a base for determining preprocessing requirements

since songs from the same genre typically have similar dynamics. With some ‘compression tools, these

preprocessing functions are part of the encoding process. With others, the desired preprocessing is performed prior
1 5 to the compression.

Besides the downloadable audio file for sale, each songalso has a Low Bit Rate (LBR) encoded-clip to allow

the song to be sampled via a LBR streaming protocol. This LBR encoding also the responsibility of the Content

Processing Tools 155. This clip is either provided by the Content Provider(s) .l0‘1. asia separate PCM file or as
parameters of offset and length. I I

20 As with watermarking, it is hoped that the encoding tools can beloaded via a DLL or command line system

call interface and passed all the required parameters for preprocessing and compression. The front end Encoding

Tool may have a synchronization requirement with the Metadata Assimilation and Entry Tool 161, for example if

the content is music, and if it is determined that the song’s genre is acquired from the Database 160 of the Content
Pi-ovider(s)_ prior to performing any audio pre-processing. This depends on the encoding tools selected and how

25 indeterminate the genre for the song is. If the Content Provider(s) l0l varies the choice of«encoded quality levels
per song, this information is also be provided prior to.the encoding step and agrees with the mctadata being

generated by the Metadata Assimilation and Entry Tool 161.

A variety of high quality encoding algorithms and tools are known today. The fiont end Encoding Tool

though is capable of supporting a variety of industry encoding tools.

30 Turning now to FIG. 12 is shown a flow diagram of one embodiment for the Automatic Metadata

Acquisition Tool of FIG. 8 according to the present invention. The process starts with reading an identifier from .

the media the Content Provider(s) 10] is examining.‘ One example ofcontent in an audio CD embodiment. In an

‘audio CD embodiment, the following codes may be available Universal Price Code (UPC), International Standard

Recording Code (ISRC), International Standard Music Number (ISMN). Thislidentifier is read in the appropriate
35 player for the content, for example an audio CD Player for audio CD, DVD player for DVD movie, DAT recorder

for DAT recording and equivalent, step 1201. Next this Identifier is used to index a Database I60 for the Content
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10 Content Provider(s) automatically. Referring now to FIG. 13 is a flow diagram of a method to automatically set
' the Preprocessing and Compression parameters of the Preprocessing and Compression Tool of FIG. 8 according to

the present invention. In this embodiment. the Content 113 is music. In step 1301, music (Content 113) is

_ 15 — process described in FIG. 12. Theaudio compression level and audio compression algorithms selected are than

20 ‘The Content Quality Control Tool provides a user the ability to implement the Content Quality Control

' 25 ‘This process step can be configured by the Content Provider(s') 10] as an optional or required step of the

30 opposed to waiting until final completion of all processing.

4. Encryption Tool
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The Encryption Tool provides a user the ability to implement the Encryption Process 81]. as described

above. Content encryption is the final step of the Content Processing Tools 155. Each of the versions of the

content that were created by the Encoding Toolis now encrypted. The encryption tool is a fiinction of the SC(s)

Packer. The SC(s) Packer is called to encrypt the song and returns the generated encryption key used. This key is

later passed into the SC(_s) Packer for use in creation of the Metadata SC(s) 620.

E. - VContent SC(s) Creation Tool

Once all metadata has been gathered the Content SC(s) Creation Tool groups the metadata into categories

based on their intended use. -These groups of metadata are written into files to passed in to the SC(s) Packer

Tool as Metadata parts for the Metadata SC(s) 620. Each part (file) has uniquelprocessing requirements. Once the

associated songs have been processed and encrypted and the target destination (URL of Content Hosting Site(s)

lll) has been determined, the Content SC(s) 630 for the Content 113 are ready to be created. The Content H3

which have completed processing and havemet all the requirements described above, are queued for packing in the
packer queue of. the Work Flow Manager 154. _ _, 4

The Content SC(s) Creation Tool now retrieves all the required files created by the previous steps of the

Metadata Assimilation and Entry Tool 161 and calls the SC(_s) Packer functions to create the Metadata SC(s) '620

and Content SC(s) 630. This process creates a single MetadatavSC(s) 620 and multiple Content SC(s).630 for each
song. For example, if the content is music, each of the audio files created during audio processing for the various

quality levels of the fiill song is packed into separate Content SC(s) 630. The audio file created’ for the'sample clip

is passed as a metadata file to be included in the Metadata SC(s) 620. A

F. Final Quality Assurance Tool _
The Final Quality Assurance" Tool provides a user. the ability to implement the Final Quality Assurance

Process 813 as described above. Once all the SC(s) have been built for a content file, the content is available for a

final quality assurance check. Quality assurance can be pcrformedat various stages of the Content_ l_l3 preparation

process. The Content Provider_(s) 101 can choose to perform quality assurance as each major step is completed to

prevent excessive rework later or may choose to wait until all audio preparation processes are complete and

perform quality assurance on everythingat once. If the latter is chosen, quality assurance is performed at this"

, point upon completion of the creation of the‘ SC(s). This tool allows -each SC(s) for the song to be opened,

examined, and the audio played. ‘

Any problem discovered, even minor text changes requires that the ‘SC(s) be rebuilt due to internal security

features of SC(s). To avoid unnecessary re—processing time, it is highly recommended that the interim quality

assurance steps be utilized to assure accuracy of the metadata and that this specific quality assurance step be
reserved for validating appropriate cross references between the SC(s) associated with this song. If problems are

found, the assurer can enter a problem description to be attached to the song and have it re-queued to the

appropriate processing queue for reprocessing. Status is updated appropriately in the Work Flow Manager l54 to
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' or flagged as ready for release.

G. Content Dispersement Tool

10 Content Dispersemcnt'Tool to automatically hold all SC(s) in this queuc until-they are manually flagged for

hold up delivery of the SC(s) but this manual release option can still be used for this purpose or‘ used tomanage
I5 y network bandwidth required to transfer these large files. A

' 20 ‘ FIG. 17 is. a flow diagram of an alternate embodiment to automatically retrieve additional information for

25 eliminates the steps of unpacking the Content 113 and the associated Metadata SC(s) 620. In addition, in this

30 to the Metadata Assimilation and Entry Tool 161 and the Content Processing Tool 155. Finally, it is important to

Automatic Metadata Acquisition‘803 step.

H. Content Promotions Web Site
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To most efiectivcly disperse information on what the Content Provider(s) l()l is making available for sale I

via digital download, and to get the necessary files to the Electronic Digital Content Store(s) 103 to enable it to

make this Content 113 available for download to its customers. each Content Provider(s) 101 should have a secure

web site housing this information. This is similar to the method used today by some Content Provider(s) 101 to

make promotional content available to their retailers and others with a need for this information. In the case

where this type of service already exists, an additional section can be added to the web site where Electronic

Digital Content Store(s) 103 can go to see a list of the content available for sale via download.

The Content Provider(s) 101 has complete control over the design and layout of this site or can choose to use

a turnkey web server solution provided as partuof the toolkit for Secure Digital Content Electronic Distribution

System 100. To implement their own designifor this service, the Content Provider(s) l()l need only provide links

to the Metadata SC(s) 620 for Electronic Digital» Content Store(s) 103 who access their site. This is accomplished
using the toolkit for the Secure Digital Content Electronic Distribution System 100. The selection process and

what information is shown is the discretion of the Content Provider(_s) 101. S

MetadataiSC(s) 620 received intoia new content directory via FTP from the Content Dispersement Tool is

processed by the Content Promotions Web Site 156. These containers can be opened with the SC(s) Preview Tool

to display or extract information fiom the container. This information can then be used to update HTML Web
pages and/or add information to a searchable database maintained by this service. The SC_(s) Preview Tool is

actually a subset of the Content Acquisition Tool used by the Electronic Digital Content Store(s) l03 to open and

process Metadata SC(s) 620. See the Content Acquisition Tool section for more details. The Metadata ‘SC(s) 620

v file should then be moved to a permanent directory maintained by the Content Promotions Web Site 156.

Once the Metadata SC(s) 620 has been integrated into the Content Promotions Web ‘Site 156, its availability

‘ is publicized. The Content Provider(s) 101 can send a notification to all subscribing Electronic Digital Content ’

Store(s) 103* as each new Metadata SC(s) 620 is added to the site or can perform a single notification daily (or any

defined periodicity) of all Metadata SC(s) 620 added that day (or period). This notification is performed via a

standard HTTP exchange with the Electronic Digital Content Store(s) ‘l 03 Web Server by sending a defined CGI ~

string containing parameters referencing the Metadata SC(s) 620 added. This message is handled by the

Notification Interface Module of the Electronic Digital Content Store(s) 103 which is described later.

1. Content Hosting

The Entertainment Industry produces thousands of content titles, such as CDS, movies and games every

year, adding to the tens of thousands of content titles that are currently available. The Secure Digital Content
Electronic Distribution System 100 is designed to support all of the content titles available in stores today.

The numbers of content titles that the Secure Digital Content Electronic Distribution System 100 may

eventually download to customers on a daily basis is in the thousands or tens of thousands. For a large number of

titles, this requires a large amount of bandwidth. The computer disk space and bandwidth needs call for a
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10 will represent a large percentage of the bandwidth used on the system. The secondary sites arebrought on lineas

15 as a single Content Hosting Site 11] with or without additional Secondary Content Sites This allows them to
build their own scalable distributed system In another embodirnent, Electronic Digital Content Store(s) l03 can
also act as Content Hosting Site(s) 111 for certain Content 113. This embodiment requires a special financial
agreement between the Electronic Digital Content Store(s) 103- and the Content Provider(s) 101.

20 1. Content Hosting Sites

on tape, CD Rom, flash, or other computer readable media. The Metadata SC(s) 620 created by the Content
Provider(s) 101 contain a field that indicates the "URL locating the Content SC(s) 630 for this Content 113. This

25 URL corresponds to a Content Hosting Site(s) ll 1. Electronic Digital Content Store(s) 103 can override this URL
ii‘ allowedflby the Content Provider(s) 101 in the Ofi°er SC(s) 641. _ The End-User Device(s) 109 communicates to
this Content Hosting Site(s) I l 1 when it wants to download the Content SC(s) 630. C

The End-User Device(s) 109 initiates the request for a Content SC(s) 630 by sending the License SC(s) 660
to the Content Hosting Site(s) ll 1. This is the same License SC(s) 660 returned bythe Clearinghouse(s) l05. The

30 Digital Signature of the License SC(s) 660 can be verified to determine if it is a valid License SC(s) 660. If it is a

Content Hosting Site(s) I 1 l.

2. Content Hosting Site(s) ll 1 provided by the Secure Digital Content Electronic Distribution System 100

%$DXlD: <WO__GX38909A2_lV >
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IV-‘or the Secure Digital Content Electronic Distribution System IOQ the decision of which sitc.should be used
to download the Content 113 is made by the primary content site that received the initial’ request ‘for a Content
SC(s) 630. This site uses the following infomtation to make this decision:

Are there secondary content sites that host the Content I 13 requested? (The majority of Content 1 l3 offered
5 by the Secure Digital Content Electronic Distribution System 100' is only located at primary sites);

Where is the End-User Device(s) I09 geographically located? (This information can be obtained from the

End-User Device(s) l()9 when the request is initiated at the End-User Device(s) 109, this is passed up to the
Clearinghouse(s) 105 in the Order SC(s) 650; I

Is the appropriate secondary site up and operational? (Sometimes the secondary sites may be olff-line);
10

What is the load of the secondary sites?’ (In some cases where a secondary site is swamped with activity
another site that is less busy may be selected. 4
Before transmitting the Content SC(s) 630 to the End-User Device(s) I09, analysis and verifications are

perfomted on the End-User's request. A database is kept of all of the License SC IDs that have been used to

download Content 113. This database can be checked to ensure that the End-User Device(s) 109 only makes one

15 request for each piece of Content 113 purchased. This prevents malicious users from repeatedly accessing the
Content Hosting Site(s) 1 ll in hopes of slowing down the Content Hosting Site(s) Ill and prevents un'authorized_
download of the Content SC(s) _630.

The promotion and demotion of Content 113 to the Secondary Content sites is done periodically based on
customer demand for the individual pieces of Content 1 13.

20
/

Content Hosting Router

The Content Hosting RouterA(not shown) resides in the Content Hosting Site(s) l 1 l and receives all requests
from End—User(s) wanting to download Content 1.13. It performs validation checks on the End—User(s) request to
ensure they indeed bought the Content 113. A database is maintained on the status of the Secondary Content Sites

25 that includes what Content 113 is on them and their current status. This current status includes the _amount of
activity on the sites and whether a site is down for maintenance.

The only interface to the Content Hosting Router is the License SC(s) 660 thatis sent by the End-User

Device(s) 109 when Content 113 is required to be downloaded. The License SC(s) 660 includes information that

indicates the user is allowed to download the Content 1 13.

30

Secondary Content Sites _

The Secondary Content Sites (not shown) host the popular Content I13 of the Secure Digital Content

Distribution System 100. These sites are geographically dispersed across the world and are located near Network

Access Points (NAPS) to improve download times. These sites are added to thesystem as demandon the primary
35 Content Hosting Site(s) l I l nears maximum capacity
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IX. ELECTRONIC DIGITAL CONTENT STORE(S) ’

A. Overview - Support for Multiple Electronic Digital Content Store-(s) 103
Electronic Digital Content Store(s) 103 are essentially the retailers. They are the entities who market the

10 103 is accomplished via a set of tools developed for the Electronic Digital Content Store(s) l03 as part of the

15 _- - 7 create Offer SC(s) 641 describingithe downloadable Content l I3 they are offering for sale

m_anagc a transaction log of sales of downloadable Content l l3 and the status of each download
handle status notifications and transaction authentication requests

T20 ' _ - perform accountreconciliation

25 service their customers and handle the financial transactions themselves, including providing promotions and

30 The tools for the II-Electronic Digital Content Stores(s) 103 are implemented in Java in the preferred

35 including but not limited to electronic distribution such as the web or on floppy diskettes, CD ROMS and
removable hard disk drives.
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In another embodiment, the components of the Electronic Digital Content Stores(s) 103 is part of a

programmer's sofiware toolkit. This toolkit enables predefined interfaces to the components of the generic

Electronic Digital Content Storcs(s) 103 components and tools discussed below. -These predefined interfaces are in
the form of APls or Application Programming interfaces. A developer using these AP1s can implement any of the

functionality of the components from a high.lcvel application program. By providing APls to these components, a

programmer can quickly develop a customized Electronic Digital Content Stores(s) 1()3 without the need to

re-created these functions and resources of any of these components.

Electronic Digital Content Store(s) 103 are not limited to Web based service offerings. The tools provided

are used by all Electronic Digital Content_Store(s) 103 wishinggto sell downloadable electronic Content 113

' regardless of the transmissioninfrastructure or delivery mode used to deliver this Content 113 to End—User(s).

Broadcast services offered over satellite and cable infrastructures also use these same tools to acquire, package, and

track electronic Content 113 sales. The presentation of electronic merchandise for sale and the method in which

these offers are delivered to the End-User(s) is the main variant between the broadcast based service offering and

the point-to-point interactive web service type offering.

B. Point-to-Point Electronic Digital Content Distribution Service

Point-to-‘Point primarily means a one-to—one interactive service between the Electronic Digital Content

Store(s) 103 and the End-User Device(s) 109. This typically represents an Internet web based service provided via

telephone or cable modem connection. Networks other than the Internet are supported in this model as well, as

‘ long as they conform to the Web Server/Client Browser model. FIG. 9 is a block diagram illustrating the major

tools, components and processes of an Electronic Digital Content Store(s) 103.

'1. Integration Requirements

The Secure Digital Content Electronic Distribution System 100 not only creates new online businesses but

provides a method for existing businesses to integrate the sale of downloadable electronic Content 113 to their

current inventory. The suite of tools provided to the Electronic Digital Content Store(s) 103 simplify this

integration effort. The Content Acquisition Tool 171 and SC(s) Packer Tool 153 provides a method forithe

Electronic Digital Content Store(s) l()3 to acquire information from the participating Content Provider(s) 101 on

what they have available for sale and to create the files required to reference these downloadable objects as items in

their own inventory. This process is batch driven and can be largely automated and is executed only to integrate

new Content 113 into the site. ,3

The tools for the Secure Digital Content Electronic Distribution have been designed to allow integration of

sale of electronic downloadable Content 113 into typical implementations of web based Electronic Digital Content

Store(s) 103 (i.e. Columbia House online, Music Boulevard, @Tower) and equivalent with minimal change to their

current Content 113 retailing paradigm. Several methods of integration are possible and in the. preferred
embodiment, the Electronic Digital Content Store(s) 103 provides support for all product searches, previews.
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10 downloads. lt simply passes the required information and all processing from that point on" is handled by the

15 To handle the ‘downloading of merchandise, the ElectronicVDigital Content Store(s) 103 is given a Product

product. The Product ID is what the Electronic Digital Content Store_(s) I03 passes to the Transaction Processor

20 describe the products, are isolated from the Electronic Digital Content Store(s) 103 and kept in an Offer ‘Database -

25 functions handle run time processing" for End—User(s) interactions and optional interactions. with the
Clearinghouse(s) 105. These functions interact with the web server’s commerce services to create and download to
the End-User Device(s) 109 the files necessary to initiate the Content 113 download process. They also handle
optional interactions to provide authorizations and accept notifications ofcompletion ofactivities.

30 in contacting the Clearinghouse(s) 105 to reconcile accounts based on its own and the transaction logs of the A
Clearinghouse(s) I 05.

2. Content Acquisition Tool l7l,
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The Content Acquisition Tool l7l is responsible for interfacing with the Content Promotions Web Site 156

to preview and download Metadata SC(s) 620. Since the Content Promotions site is a standard web site, a web

browser is used by the Electronic Digital Content Store(s) 103 to navigate this site. The navigation features varies

based on the site design of the Content Provider(s) 101; Some sites may provide extensive search capabilities with

many screens of promotional information.- Others may have a simple browser interface with lists of titles,

performers or new releases to select from. All sites include the selection of Metadata SC(s) 620 containing all the
promotional and descriptive information of a song or album. a

Alternatively, the Electronic Store(s) I03 may subscribe to content updates and receive updates
automatically via FTP.

Viewing Metadata

The Content Acquisition Tool 171 is a web browser helper application which launches whenever a Metadata

SC(s) 6220 link selected at the Content Promotions Web Site 156. Selection of the SC(s) causes it‘ to be

downloaded to the Electronic Digital Content Store(s) 103, and launch the helper application. The Content
Acquisition Tool l7l opens the Metadata SC(s) 620 and display the non-encrypted information containedtherein.
Displayed information includes Extracted Metadata 173, for a music example, the graphic image(s) associated with

the song and the information describing the song, a preview clip of the song can also be listened to if included in

the Metadata SC(s) 620. In an example where the Content H3 is music, promotional information about the song

- or album, the album title, and the artist is also shown if provided by the Content Provider(s) 10]. This information

is displayed as a series oflinked HTML pages in the browser window. Purchasable Content 1 I3 such as the song

and the lyrics and whatever other metadatavthe Content‘ Provider(s) I01 wishes to protect, is not accessible to the

' Retail Content Web ‘Site 180.

In another -embodiment, the Content Provider(s) 101 provides optional promotional content for a fee. In this

embodiment such promotional content is encrypted in the Metadata SC(s) 620. Financial settlement to open this

data can be handled via the Clearinghouse(s) 105 with the account for the Electronic Digital Content Store(s) I03 '
being charged the designated fee. .

Extracting Metadata

Besides the preview capabilities, this tool provides two additional features: metadata «extraction and

preparation of an Offer SC(s) 641. Selection of the metadata extraction option prompts the Electronic Digital
Content Store(s) 103 to enter the path and filenames to where the metadata is to be stored. Binary metadata such as

graphics and the audio preview clip is stored as separate files. Text metadata is stored in an ASCII delimited text

file which the Retail Content Web Site 180 can then import into its database. A table describing the layout of the

ASCII delimited file is also be created in a separate TOC file. Additional options is available to allow extraction

into other National Language Support (NLS) supported formats.
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The Electronic Digital Content Store(s) J03 has full control over how it presents theoffer of downloadablc Content
113 on its site. It only needs to retain a cross reference of the Content ll3'being offered to this Product ID to

10 its inventory and sales pages_(database) in parallel with the Offer SC(s) 64l creationiprocess since both processes

15 downloadable Content" ll3 that is for sale. Most of the information that goes into the Offer SC(s) 641 is derived

Metadata S_C(s) 620

calling the SC(s) Packer 153 to pack this information into the SC(s) fonnatu

25 109 is kept in the Metadata SC(s) 620. Other promotional metadata that was only used by the Electronic Digital
Content Store(s) 103‘ as input to his web service database is removed from the Metadata SC(s). 620. Rights
management information provided by the Content Provider(s) 10], such as watermarkinginstructions, encrypted
Symmetric Keys 623, and Usage Conditions 517 defining the permitted uses of the object, are also retained.

This stripped down Metadata SC(s) 620 is then included in the‘Ofi‘er SC(s) 641. TheElectronic Digital
30 Content Store(s) 103 also attaches its own Usage Conditions called Storevusage Conditions 519 or purchase

options to the Ofler SC(s) 641. This can be accomplished interactively or automatically through a set of defaults.

35 process automatically, the Electronic Digital Content Store(s) 103 configures a set. of default purchase options to be
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Conditions 517 defined by the Content Provider(s) 10] and is set in the Offer ‘SC(s) 641 if. there are no
discrepancies. 0

Once the _Ofi‘er SC(s) 641 is created, it isistored in an Offer Database l8] and is indexed with the Product lD

pre-assigned in the Metadata SC(s) 620. This Product ID is used later by the Electronic Digital Content Store(s)

103 to identify the downloadable Content 1. 13 being purchased bya customer when interfacing with the Offer

Database l8l to retrieve the Offer SC(s) 641 for packaging and transmittal to the End-User(s). See the
Transaction Processor Module 175 section for more details. _ in

In another embodiment, the Electronic Digital Content Store(s).l03 hosts the Content SC(s) 641 at his site.
This embodiment requires changes to the Offer" SC(s) 641 such as the replacement of the URL of the Content

10 Hosting Site(s) l 1 l with the URL of the Electronic Digital Content Store(s) 103.

3. Transaction Processing Module 175

Electronic Digital Content Store(s) 103 directs billing to Clcaringhouse(s) 105. Alternatively, the

Electronic Digital Content Store(s) 103 may request financial elearancedirect from the Clearinghouse(s) _l05.
15 There are two basic modes for processing End—User(s) purchase requests for downloadable Content 113. If the

Electronic Digital Content Store(s) 103 does not wish to handle the financial settlement of the purchase and has no_

. special promotions or incentives_ governing the sale of the merchandise and does not use a shopping cart metaphor

for batching the purchase requests, it may opt to provide links on its.Content ll3 download pages directly to the

Offer SC(s) 641 files. These Offer SC(s) 64] would have to have been bui_lt with retail pricing information

20 included in the metadata. Also included in the Offer SC(s) 641 is a special HTML. ofi‘er page presenting the

i purchase options with terms and conditions of the sale. This page is built from a template createdwhen the Offer

SC(s) 64] was built. When the End- User(s) clicks on the direct link to the Ofier SC(s) 641. the Offer SC(s) 641 is

downloaded to the browser End-User Device(s) 109 launching a helper application which opens the container and
present the ofi‘er page included in the Ofi”er SC(s) 641. This page contains a form to collect customer information

25 including credit card information and purchase option selection; The form then -gets submitted directly to the

‘ Clearinghouse(s) 105 for financial settlementand processing. Optionally, this form may contain the fields needed

to use the End-User(s)‘ credit information or industry standard local transaction handler. I

An embodiment where the Electronic Digital Content Store(s) 103 handles billing is now described. The

more typical mode of handling purchase requests is to allow the Electronic Digital Content Store(s) 103 to process

30 the financial settlement and then‘ submit the download authorization to the End-User(s). This method allowsthe

Electronic Digital Content Store(s) 103 to integrate sale of downloadable Content 113 with other merchandise »

offered for sale at his site, allows batch processing of purchase requests with only one consolidated charge to the

customer (via a shopping cart metaphor) instead of individual charges for’ each download request, and allows the

Electronic Digital Content Store(s) 103 to directly track his customers buying patterns and offer special promotions

35 and club options. In this environment, the offer of downloadable Content 113 is included in hisshopping pages

which get added to a shopping cart when selected by the End-Uscr(_s) and get processed and financially-settled as is
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Once the financial "settlement is

completed, the commerce handling process of the Electronic Digital Content Store(s) 100 then calls the
Transaction Processor Module 175 to complete the transaction.

Transaction Processor Module 175

the Content 113 that was sold, which Electronic Digital Content Store(s) 103 sold it and the associated Transaction
Data 642 including the End-User's Name and a Transaction ID 535. The Transaction ID 535 provides a reference
to the financial settlement transaction. This information is later returned by the C1earinghouse(s) 105 to the

the Contt Provider(s) l0l (or hisagent). The Clearinghouse Transaction Log 178 can'be used by the Content
Provider(s) 101 to determine what Content "113 of his has been sold and enables him to create a bill to each
Electronic Digital Content Store(s) I-03 for royalties owed him.- Other electronic means besides billing can

This request for

In this scenario, the
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Electronic Digital Content Store(s) 103 before the charge to his account and the release of the encryption Key 623.

The Transaction ID 535 is passed to the Electronic Digital Content Store(s) 103 from the Clcaringhouse(s) 105 as

part of this authentication request to enable the Electronic Digital Content Store(s) 103 to associate this request to

a prior transaction performed with the End-User(s).- This Transaction ID 535 can be any unique value the

5 Electronic Digital Content Store(s) 103 wishes to use and is "solely for its benefit.

The Transaction Data 642 also containsa customer name. This name can be from the user name field of the

purchase form filled out by the user when making his purchase, or from information logged previously during
some user registration process with the Electronic Digital Content Store(s) 103, or the ofiicial name obtained from

credit card information associated with thecard used in this transaction. Thislname is later included in the
10 License Watermark 527. I

The Transaction Data 642 also contains.the Store -Usage Conditions 519 purchased by the End-Userts).
This information is included in the License Watermark‘ 527 and used by the End- Dcvice(s) 109 in Copy and

Play Control. _

The final parameter required -by the Transaction Processor Module 175 is the HTML page or CGI URL
‘ 15 aclcnowledging the purchase settlement. The purpose of this is to allow the Electronic Digital Content Stords) 103

to respond to the End—User(s) with an acknowledgment of the financial settlement and whatever other information
he wishes to include in the response. This HTML page or CGI URL is included in the Transaction SC(s) 640 and

is displayed in the browser window of the End-User Dcvice(s) 109 when the Transaction SC(s) 640 is received and

processed.

120 - ' The Transaction SC(s) 640 is the HTTP response to the End—User(s) from the Electronic Digital Content

Store(s) 103 after processing the purchase subrnission.- Sending a ‘SC(s) as the direct ll-lTTP response forces the

‘ automatic loading on the End-User Dcvice(s) 109 of a SC(s) Processor Helper Application thus allowing automatic‘

completion of the transaction without depending on further" End-User(s) initiated actions. This process is

described in more detail in the End-User Dcvice(s) 109 and Player Application 195 section later. 1

25 When the Transaction Processor Module 175 is called with the required parameters, it builds a Transaction‘

1 SC(s) 640 containing the ,Transaction Data 642, the transaction aclcnowledgmcnt HTML page or reference
other required security features of the SC(s), and retrieves and imbeds the Ofi‘er ‘SC(s) 64] associated with the

purchase. It also logs information about this transaction for later use by the Notification Interface Module 176 and

the Account Reconciliation Tool 179.

30

4. Notification Interface Module I76 .

The Notification Interface Module 176 is a Web Server side executable routine (CGI or function callable by

NSAPI, ISAPI or equivalent). It handles optional requests and notifications from the Clearinghouse(s) 105, the

End-User Device(s) 109, the Content Hosting Site(s) Ill, and the Content Provider(s) 101. The events that the

1 35 Electronic Digital Content Store(s) 103 can optionally request notification for are:
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10 V Promotions Web" Site l_56.

15 transpired since financial settlement of the transaction or what errors occurred ‘during an attempt to complete the
sale. Alternatively, much of this status can be obtained fiomthe AClearinghouse(s) 105 through the Customer
Service Interface l84 as needed. S

Frequency of notification of new Content 113 available at the Content Promotions Web Site l56
determined by the Content Provider(s) 10], Notification may be provided as each new Mctadata SC(s) 620 is

20 added or just daily with all new Metadata SC(s) 620 added that day; I Z

25 5. Account Reconciliation Tool 179

Distribution System 100.

30 In another embodiment, this tool can be updated to providctelectrionic funds transfers for automated periodic
payments to the Content Provider(s) 101 and the C1earinghouse(s) ‘I05. It can also be designed to automatically

against the Transaction Log 178.

35 ‘C. Broadcast Electronic Digital Contentibistribution Service
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Broadcast primarily refers to a one to many transmission method where there is no personal interaction
-demand

viewing and listening. This is typically provided over a digital satellite or cable infiastructure where the Content
1 13 is preprogrammed so that all End-User Deviee(s) l()9 receive the same stream.

between the End—User Deviee(s) 109 and the Electronic Digital Content ‘Store(s) l()3 to customize on

A hybrid model can also be defined such that an Electronic Digital Content Store(s) 103 provides a digital
content service organized in such a way that it can offer both a web distribution interface via an Internet

connection as well as a higher bandwidth satellite or cable distribution interface via a broadcast service, with a

great ‘deal of commonality to the site design. 1f the IRD backchannclnscrial interface were connected to the web,
and the IRD supported web navigation,» the End-User(s‘) could navigate the digital content service in the usual way
via the backchannel lnternet interface, previewing and selecting Content 1 13 to purchase. The user can select high
quality downloadablc Content 1 I3, purchase these selections, and receive the required License ‘SC(s) 660 all via an 1

Internet connection and then request delivery of the Content 113 (Content SC(s) 630) over the higher bandwidth

broadcast interface. The Web service can indicate which Content 113 would be available for download in this

manner based on the broadcast schedule or could build the broadcast streams based totally on purchased Content

113. This method would allow a Web based digital content service to contract with a broadcast facility to deliver

high quality Content 113 to users equipped with the proper equipment making a limitedinumber of specific
Content 1 13 (e.g. songs or CD3) available daily in this manner and the entire catalog available for. download in

lower quality via the web interface. _ V _
Other broadcast models can be designed where there is no web interface to the End—User Deviee(s) 109.‘ In

this model, promotional content is packaged in specially formatted digital streams for broadcast delivery to the

End—User Deviee(s) 109 '(i.e. IRD) where special processing is performed to decode the streams and present the

End-User(s) with the promotional contentlfrom which purchase selections can be made.

The actual purchase selections would still be initiated via backchannel communications fiom the End-User
Deviee(s) 109 to the Clearinghouse(s) 105 and would utilize SC(s) to perform all data exchange. The toolset

provided to the Electronic Digital Content Store(s) 103 has been architectcd and developed in such a way that most

of the tools apply to both a point-to-point Internet service offering as well as a broadcast satellite or cable offering.

The tools used by a Digital Content Web Site Electronic Digital Content Store(s) 103110 acquire and rrtanage
Content 1 13 as well as prepare SC(s) is also used by a satellite based Electronic Digital Content Store(s) 103 to

manage and prepare Content 1 13 for distribution on a broadcast infrastructure. The SC(s) distributed over a Web
service are the same as those distributed over a broadcast service.

X. ' END-USER DEVICE(S) 109
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The applications in the End-User Device(s) l09 for the Secure Digital Content ‘Electronic Distribution
System l00 perform two main functions: first the SC(s) processing and copy control; and second playback of
mcrypted Content l 13. Whether the End-User Dcvi'ce(s) lO9 is a Personal Computer or a specialized electronic
consumer device, it has to be capable of performing these base fiinctions. The End—User Device(s) 109 also

designed for. V

l 0 A. Overview

Referring now to FIG. _l0, shown" isiithe major components and processes and End—User Device(s) l09
Functional Flow.‘ The applications designed to support a PC based web interface Content 1 13 service consists of
two executable sofiwarc applications: the SC(s) Processor 192 and the Player Application 195. The SC(s)

_l5 . Browser l9l to handle SC(s) File/M_lME Types. This application is launched by the Browser whenever SC(s) are

20 ' Content‘ 113 in his Digital Content Library 196, manage his Digital Content Library 196 and create copies of the

'25 I The searching and browsing of Content 113 information, previewing of, for example, song clips,‘ and

30 Store(s) 103 has other merchandise available for sale in addition to the downloadablc objects, the End-User(s) ‘may

Content Electronic Distribution End—User Device(s) l09 are not involved until after the End-User(s) checks out
and submits his final purchase authorization to the Electronic Digital Content Store(s) l03. Prior to this point, all
interaction is between the Web Server for the Electronic Digital Content Store(s) l03 and the Browser l9l on the

35 End—User Device(s) 109. This includes preview of sample Digital Content clips. Digital Content clips are not
packaged into SC(s) but instead are integrated into the web service of the Electronic Digital Content Store(s) 103
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as downloadable files or fed fiom a streaming server. The format of the Content 113 clip is not dictated by the
system architecture. In another embodiment, the Player Application l9S could interact directly with the Electronic
Digital Content _Store(‘s) 103 or Clearinghouse(s) 105 or offline using a promotional CD.

B. ‘ Application Installation

The Player Application 195 and the Helper Application 1981 are packagedinto a self installing executable
program which is available for download from many web‘ sites. The Clearinghouse(s) 105 acts as a central
location which hosts the master download page at a public web site. lt contains links to the locations "from which
the installation package can-be downloaded. The installation package is available at all Content Hosting Site(s)

ill to provide geographic dispersal of the download requests. Each participating Electronic Digital Content

Store(s) l()3 can also make the package available for download from their site or may just provide a link to the" ‘

master download page at the public web site of the Clearinghouse(s) 105.

Any End—User(s) wishing to purchase downloadable Content 1 I3, downloads andinstall this package. The
installation is self contained in this downloadable package. It unpacks and installs both the Helper Application

198 and the Player Application 195 and also configure the HelperApplication 198 to the installed Web Browser(s).

As part of the installation, a Public/Private Key 66] pair is created for the End-User De_vice(s) 109 for use in

processing Order and License SC(s) 660. A random Symmetric Key (Secret User Key) is also generated for use in

protecting song encryption keys in the License Database 197. The Secret User (not shown) is protected by
breaking the key into multiple parts and storing pieces of the key in multiple locations throughout the End—User(s)'

computer. This area of the code is protected with Tamper Resistant Sofiwarc technology so as not to divulge how

the keyis segmented and where it is stored. Preventing access to" this key by even the End-User(s) helps to prevent
piracy or sharing of the Content 113 with other computers. See the‘SC(s) Processor 192 section for more details

on how these keys are used. I ’
Tamper-resistant software technology is a method to deter unauthorized entry into a computer sofiware

application by a hacker. Typically a hacker wants to understand and/or modify the software to remove the

restrictions on the usage. Ln practicality, no computer program exists that cannot be hacked; that is why

tamper—resistant soflware is not called "tamper-proof". But the amount of effort required to hack a

tamper-resistance protect application usually deters most hackers because the effort is not worth the possible gain.

Here the effort would be to gain access to a key to one piece of Content 1 I3, perhaps agsingle song on a CD.

One type of tamper-resistant software technology is from IBM. One product this code was introduced is in

the IBM ThinkPad 770 laptop computer. Here, the tamper-resistant software was used to protect the DVD movie .

player in the computer. Digital Content Provider(s) such as Hollywood studios. concerned about the advent of

digital movies and the case at which perfect copies can be made. have insisted that movies on DVD dise(_s) contain

copy protection mechanisms. IBM's tamper-resistant sofiware made it difficult to circumvent thesecopy protection ’

mechanisms. This is a very typical application for tamper-resistant software; the software is used to enforce rules

on the usage of some protected type of Content I 13.
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15 the Player Application 195 downloading content to a local libra

‘ 20 along with the projected download times are extracted from them, step 140]. A new window is then displayed

113 (e.g. for music, songs or entire albums), step 1402. The ‘End-User(s) can select immediate download or can
. schedule the download to occur at a later ‘time. Ifa later time is selected, the download schedule information is.

saved in a log and the download is initiated at the scheduled time ifthe End—Uscr Device(s) 109 is powered on at
25 that time. If the computer is not active at the scheduled download time or the communication link is not active,

the End-User(s) is prompted to reschedule the download when the computer is next powered up.

30 Clearing.house(s) 105. When the Clearinghouse(s) I05 r-cturns thc License SC(s) 660 the Helper Application 198

35 again. The SC(s) Processor" 192 displays the name of the Content H3 being down]
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As the Content 113 is being received by the SC(s) Processor 192, it loads the Content l 13 data into memory

buffers for decryption. The size of the buffers depends on the requirements of the encryption algorithm and
watermarking technology I93 and is the minimum size possible to reduce the amount of unencrypted Content 1 l3
exposed to hacker code. As a buffer is filled, it is decrypted using the Key 623 (corresponding to the Public Key

5 661) of the End-User(s) extracted from the License SC(s)i66(), which itself is first decrypted using the Private Key.
The decrypted buffer is then passed to the watermarking function.

The watermarking 193 extracts the watermarking instructions from the License 'SC(s) 660 and decrypt the
instructions using the Private Key of the End-User(s).' The watermarking data is then extracted from the License

SC(s) 660 which includes transaction information such as the purchaser’s name as registered with the Electronic

10 Digital Content Store(s) 103 fiom which this Content 1 13 was purchased or derived fiom the credit card

registration information if the Electronic Digital. Content Store(s) 103 does not provide a registration function.

Also included in the watermark is the purchase date and-the Transaction ID 535 assigned by the Electronic Digital

Content Store(s) 103 to reference the specific records logged for this transaction. The Store Usage Conditions 519

are also included to be used by the Copy Control of the Player Application 195.

'15 The Watermarking 193 is protected "with Tamper Resistant Code technology so as not to divulge the
watermarking instructions thus preventing a hacker from discovering the location and technique of the wat»errnar_k.
This prevents removal or modification of the watermark by a hacker.

Afier inscribing any required watermark to this content buffer, the bufi‘er is passed to the scrambling

function ‘for Re-Encryption 194. A processor efficient secure encryption algorithm such as IBM's SEAL

20-A ‘encryption technology is used to re-encryptthe Content 113 using a random Symmetric Key. Once the download

and Decryption and Re-Encryption I94 process is complete; the encryption Key 623 used by the Content
'Provider(s) 101 to originally encrypt the Content 113 is now destroyed and the new SEAL key is itself encrypted

using the Secret User Key created and hidden at installation time. This new encrypted Seal Key is now stored in
the License Database I07.

Ix) Ur

Deviee(s) 109 may need to become an industry standard to be effective. These standards are still evolving. The
technology is available to allow control information to be embedded in the music and updated a number of times.

Until such time as the copy control standards are more stable, alternative methods of copy control have been
provided in the Secure Digital Content Electronic Distribution System 100 so that it does not rely on the copy

30 control watermark in order to provide rights management in the consumer device. Storage and p lay/record usage

conditions security is implemented utilizing encrypted DC Library Collections 196 that are tied to the End User

Deviee(s) 109 and protected via the Tamper Resistant Environment. Software hooks are in place to support copy

control watermarking when standards have been adopted. Support exists today for watermarking AAC and other

encoded audio streams at a variety of compression levels but this technology is still somewhat immature at this

35 time to be put to use as a sole method of copy control.
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The Decryption and Re-Encryption I94 process is another area of the code that is protected with Tamper
Resistant Code technology so as not to divulge the original Content 1 13 encryption key, the new SEAL key, the

Application 195 to perform a real~time concurrent deeryption—Vdecode—playback.of the Contmt I I3 without the need
to first decrypt the mtire file for the Content 113 prior to decode and playback. The efficiency of the SEAL

10 the encrypted file) but also allows this process to occur on a much lower powered system processor. Thus this

15 Industry acceptance of the Secure Digital Content Electronic Distribution System 100.

20 the clear only in memory and for a very short time. During this execution phase, the Key 623 is protected -via

25 for use by the Player Application 195, is extracted from the associated Offer SC(s) 641 and alsoystored in the

30 D. The Player Application 195
1. Overview
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Thehsecurc Digital Content Electronic Distribution Player Application 195 (referred to here as the Player
Application 195) is analogous to both a CD, DVD or other Digital Content player and to a CD, DVD. or other

digital content storage management system. At its simplest, it performs Content I13, such as playing songs" or

videos. 2At another level, it provides the End— User(s) a l(X)1 for managing his/her Digital Content Library 196.
5' And just as importantly, it provides for editing and playing of collections of content. such as songs, (referred to

here as iPlay-lists). A s
The Player Application 195 is assembled from a collection of components-that may be individually selected

and customized to the requirements of the Content Provider(s) lol and Electronic Digital Content 'Store(s) I03. A
generic version of the player is described, but customization is possible. ‘ . H

10 Referring now to FIG. 15 there is shown a block diagram of the major components and processes of the
Player Application 195 running on End-User Dcvice(s) 109 of FIG. l().

There are several component—sets that make up the subsystems of the Player Object Manager 1501:
1. End-User Interface Components 1509

2. Copy/Play Management Components 1504 , _ , .

15 3. Decryption 1505, Decompression I506, Playback Components 1507 and may include recording.
4. Data Management I502 and Library Access Components 1503 l

5. lnter—application Communication Components I508 _ . '

6. Other miscellaneous (Installation. etc) Components

20 Components from within each of these sets may be selected, based on the requirements of:

the platform (Windows, Unix, or equivalent)

communications protocols (network, cable, etc)

Content Provider(s) 101 or Electronic Digital Content Store(s) 103

Hardware (CD, DVD, etc)

25 - Clearinghouse(s) 105 technology and more.

The sections below detail the various component sets. The final section details how these components are
put together in the generic player, and discusses how the components can be customized.

1n another embodiment, the components of the Player Application I95 and the SC(s) Processor I92 are

30 available as part of a prograrnmer’s soflware toolkit. This toolkit enables predefined interfaces to the components

of the generic player application listed above. These predefined interfaces are in the form of APls or Application

Programming Interfaces. A developer using these APls can implement any of the functionality of the components

from a high level application program. By providing APIs to these components, a programmer can quickly
develop a customized Player Application 195 without the need to rc—created these functions and resources of any

35 of these components.
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handlc controls called End—User Controls 1511 used for such low-level functions as audio‘ playback , and
presentation of mctadata. Next, the End-User Display Component 1510 is further divided by special function‘
groupings (Play—list, Digital Content Library), and‘ then object-container components used for grouping and

10 placing of those lower-levcl components. 1

Also note that the term CD in that context is a geric one, that can also represent various other external
« recording devices, such as MiniDisc or DVD. _

15 FIG. 16 is an example user intcriiaccu screens of the Player Application 195 of FIG. 15 according to the
present invention. Function for the End-User Controls‘ 1511 include (corresponding screens of an End—User
Interface are shown l6()l—l605):

_ Controls for performing the Content 1 13: .

20 - ‘ Play/Stop button

I . ‘Play button 1

Stop button

Pause button

Skip forward button

25 - Skip backward button

Volume control

Track position control/display

Audio channel volume level display and more.

30 Controls for the displaying metadata associated with the Content 113
Cover Picture button A

Cover Picture object

Artist Picture button

Artist Picture object

35 - Track List button I I

Track List lnfomtation object
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Track List Selector object (click to play)

Track Name object

Track Information object

Track Lyrics button

5 - Track Lyrics object

5 Track Artist Name object
Track Credits button

Track Credits object

CD Name object

10 - CD Credits button

CD Credits object

Generic (Configurable) Metadala button

Generic Metadata object and more.

15 Function for the End-User Display 1510 include (corresponding screens of an End-User Interface are shown

1601 - 1605):

Play-list of display container

Play-list Management button

Play-list Management window

20 -. Digital Content search button

' Digital Content search Definition object

Digital Content search Submit button

Digital Content search Results object

Copy Selected Search Result Item ToAPlay—list button

25 - Play-list object (editable)

Play-list Save button

Play-list Play button

Play-list Pause button

Play-list Restart button

30 ~ Create CD from Play-list button and more.

’ Display of Digital Content Library 196

Digital content library button

Digital content librarian window

35 - Digital content categories button

Digital content categories object
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By-anist button

By—genrc button

By—labcl button

By—category button

5 - Delete button

Add-to—Play-list button

Copy to CD button

Song List object

Song List display container and more
10

Containers and Misc.

Player window container

Audio controls container

Metadata controls container

15 - Metadata display container

I Toolbar container object
Sample button

V Download button

V Purchase button

20 - ’ Record button

I ‘Player Name object

Label/Provider/Store Advenisernent object
Label/Provider/Store URL button ’

Artist URL Button and more
25

3. Copy/Play Management Components 1504

30 Cmrently, the communications to the Clearinghouse(s) 105 functions are handled by the SC(s) Processor 192.

35 This transmission can be scheduled at predetermined times to upload the usage information to a logging site. One
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congested with network trafiic. The Player Application l95 using known techniques. wakes-up at a schuiuled
time, and transmit the information from the local logging database to the logging site. By reviewing the logging
site information. the Content Provider(s) lO| can measure the popularity of their Content I 13.

In another embodiment, the instead oflogging the usage of Content 1 l3 for later uploading to a loggingsite,

the use ofthe Content 1 13' is uploaded to the.logging site during every use ofthe Content l 13. For example, when
duplicating or copying the Content 113 stored at the End'User Device(s) 109, on to an external device such as

DVD Disc, digital tape, flash memory, mini Disc or equivalent read/writeablc removable media, the use is updates
to the logging site. This may be a precondition to copying the Content 1 13 in the usage conditions 206 that is
transmitted when the Content 113 is purchased. This ensures the Content Provider(s) 101 can accurately track the

10 usage of their Content 1 13 during their playing, duplicating or other actions upon the Content 1 13.

In addition, other information about the Content 113 can be uploaded to the logging site. ‘For example the
last time (e.g., hour and day) the Content 1 13 was performed; how many times the Content 1 13 was performed; if

the Content 1 13 has been duplicated or copied to an authorized external device such as DVD Disc, digital tape or
mini-Disc. In cases where there are multiple distinct users of a single Player Application l95 on the End User

‘15 Device(s) 109, such as different members ‘of a family, the identifications of the user of the Content 113 is
transmitted along with the usage information to the logging site. By reviewing the usage information uploaded to
the logging site; the Content Provider(s) l0l can measure the popularity of the Content 113, base on the actual .

usage, the identification of the user and the number of times the Content ll3 has been performed. The actual

, usage measurement makes this system more factual driven over systems using sampling methods, such as a

200 . Nielsen Rating scheme for televisions, or telephone surveys, where only a limited number of users are sampled at
any one time and the results extrapolated. . In this present embodiment, the actual usage can be measures for the

' users logging back onto a designated web site such as the Electronic Digital Content 'Store(s) 103 or Content 4
Provider(s) 101.

25 4. Decryption 1505, Decompression 1506 and Playback Components 1506

I These components use the keys acquired by the Copy/Play Management components to unlock the audio
data acquired from the Data Management and Library Access-components, apply the appropriate decompression to

prepare it for playback, and use system audio services to play it. In an alternate embodiment, the audiodata

acquired from the Data Management and Library Access components may be copied to removable media such as

30 CDS, diskettes, tapes or MiniDisks.

5. Data Management 1502 and Library Access Components 1503

These components are used to store and retrieve song data on various storage devices on the End-User(s)’

system, as well as handle requests for information about the stored songs.
35

6. Inter-application Communication Components 1508
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Player and other applications (e.g., Browser, helper-app and/or plug-in, etc) that may invoke the Player
Application l95. or that the Player Application 195 needs to use when carrying out its fiinctions.

7. Other Miscellaneous Components

Individual components that don I fall into the categories above (eg, Installation) are grouped here.

8. A The Generic Player
10

customization by being based on sofiware objects. The Player Object Manager 1501 is a software framework"

15 on such things as form of encryption or scrambling being used. types of audio compression, access methods for
the Content 1 l3 library, and more. in

Above the Player Object Manager 1501‘ are Variable Objects 1512, which are mostly derived from the '

20 1511. All objects are configurable, and the layouts of all containers are customizable. These objects may be

Using the Player Application 195

The following embodiment is for an example where the Player Application 195 running on End-User
25 Device(s) 109 is an audio player where Content H3 is music. It should be understood to those skilled in the art

30 _ CDS are stored as Play—lists. In some cases a Play-list exactly emulatcs a CD (e.g.,_all tracks of a commercially
available CD has been purchased from an Electronic Digital Content Store(s) 103 as an on-line version of the CD
and is defined by a Play-list equivalent to that of the CD). But most Play-lists is put together by End-User(s) to .

ensuing discussions, an example of a custom made music CD is used when the term a Play- list is mentioned.
35 When the End-User(s) starts the Player Application 195 explicitly, rather than having_it start ‘up via

invocation from the SC(s) Processor 192 Application, it pre-loads to the last Play-list that was accessed. If no
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Play-lists exist in the Digital Content Library 196, the Play-
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list editor isstartcd automatically (unless the user has

turned off this feature via a preference setting). See The Play-list, below for further details,

The Player Application 195 may also be invoked with a specific song as an argument, in which case it

immediately enters Song—play m_ode.. Optionally, the song may be prepared for play but await action by the
End-User(s) before proceeding. See Song Play, below for more on thissituation.

- The Play-list (corresponding screen of an End-User Interface 1603):

When the End-User(s) has invoked the Play¢list function, these are the available functions:

Open Play-list ' '

Digital Content Librarian is invoked to display a list of stored Play—lists for selection. Also see Digital
Content Librarian below‘ for more info.

Edit Play-list

lnvokes the Play-list Editor (see below), primed with the current Play-list if one'has been loaded already.
Otherwise the editor creates an empty Play-list to start with,

Run Play-list

Songs are played one at a time starting with theselected song (or the beginning ofthe play-list, ifnoisong is

selected). Options set in the Play-list Editor affect the sequencing of the playback. However there is
controls available here to ov_erride those options for this play of thc Play-list.

Play song

Only the selected song fromthe Play-list is played. Sec Song l’|ay below for more info.
Play-list Info ‘ A

Display information about the Play-list.
Song Info

Display information about the selected song within the Play-list.
Visit web site

Load web site associated with this Play-list into browser.

Librarian 1

Open the Digital Content Librarian window. Also see Digital Content Librarian below for more info.
The Play-list Editor (corresponding screen of an End-User Interface 1603):

When invoking the Play-list editor, these are the End-User(s)’ options:

View/Load/Delete Play-lists

Digital Content Librarian is invoked to display a list of stored Play-lists for selection of one to load or

delete. Also see Digital Content Librarian below for more info.

Save Play-list

Current version of Play-list is saved in the Digital Content Library 196.

Delete Song

Petitioner Apple Inc. - Ex. .1025, p. 1265
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* Currently selected song is deleted from Play-list.

*' Add Song g
* Digital Content Librarian is invoked in song-search mode, for selection ofsong to add to the Play—list. Also

see Digital Content Librarian below for more info. i
5_ - * , ‘Set Song Infonnation

Display and allow changes to information about the selected song within the play-list. This information is
stored within the Play—list, and does not alter information about the song stored within the Digital Content
Library 196. These things can be changed:

* ’ Displayed Song Title

10 * End-User(s) notes about the song

Lead-in delay on playing the song

Follow-on delay after playing the song

Start—point within song when playing‘

End-point within song when playing

15 A ‘ A Weighting for random mode A

* Volume adjustment for this song and more. .

Set Play-list attributes: Display and allow changes to the attributes of this Play-list. These attributes may beSCI:

* '. Play-1ist title

20 I * ' Play-list mode (random, sequential, etc)
I * Repeat mode (play once, restart when done, etc)

* End-User(s) notes about this Play-list T g

— Librarian (corresponding screen of an End-User Interface 1601):

* Open the Digital Content Librarian window. Also see Digital Content Librarian below for more info.
25 A

Song Play

When a song has been prepared for play, either by invoking the Player Application 195 with the song as an
argument or by selecting a song for play from a Play-list or within the Digital Content Librarian, these are the
End—User(s)‘ options: (corresponding screen of an End-User Interface 1601):

30 - Play '

* Pause

" Stop

* Skip Backward

“‘ Skip Forward

35 * Adjust Volume

" Adjust Track Position
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View Lyrics

" View Credits

" View CD Cover
" View Artist Picture

View Track lnfonnation

* View other metadata

" - ‘Visit web site

" Play-list

Librarian and more. '

Digital Content Librarian

The Digital Content Librarian can be invoked implicitly when selecting songs or Play-lists (see above) or

may be opened in its own window for management of the Song Library on the End-User(s)‘ ‘system. In that case,

these are the End-User(s)’ options:

Working with songs:

Sort All by Artist, Category, Label, other

Select Songs by Anist, Category, Label, other

Add selected songs to Current Play-list

Copy Song to CD (if enabled)

Delete Song

Add Song to Category and more. I

Work with Play-lists:

Sort by Name

Sort by Category

Search by Keyword

Search by Included Song Title

Load Selected Play-list

Rename Play-list

Delete Play—Iist

Create CD from Selected Play-list (if enabled) and more.

Although a specific embodimentof the invention has been disclosed, it will be understood by those having
skill in the art that changes can be made to this specific embodiment without departing from the spirit and scope of

the invention. The scope of the invention is not to be restricted, therefore, to the specific embodiment, and it is

intended that the appended claims cover any and all such applications, modifications, and embodiments within the
scope of the present invention.
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_WHAT IS CLAIMED ts;

decryption of a first decryption key from the encrypted first decrypting key; and
transferof the decrypted first decrypting key to a system.

encryptionofa first decrypting key by a second encrypting key to generate an encrypted first decrypting key;
transfer of the encrypted data to a second system; A

3.: The system of claim 2, further comprising, prior to the transfer of the first decrypting key re-encryption of
_ the first "decrypting kcyby a third -encrypting key and where the transfer of the first decrypting key to a second

system is the transfer of the decrypted and rc—encrypted first decrypting key to a second system."

7. I A system of securelyiproviding data to a second system, the data being encrypted so as to be deeryptable by a
data decrypting key, the data decrypting key being encrypted using a first public key. said method comprising the
steps of: 1 V ’

receiving the encrypted data decrypting key by a clearinghouse;
decrypting the data decrypting key using a first private key;

re-encrypting the data decrypting key using a second public key, the second public key having a
corresponding second private key; and;

Petitioner Apple Inc. - Ex. 1025, P- 1268
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transferring the re—encrypted data decrypting key to a second system.

8. l _ The system of claim 7, wherein the encrypted data decrypting key is received from another system.

9. The system of claim 8, further comprising authorization for the data prior to transferring the encrypted data
decrypting key to a second system.

10. A system for managing content data, associated metadata, and associated usage condition data »
comprising:

metadata and usage condition data for associated content data;

altering at least one of the metadata and the usage condition data to create promotional data; and

transferring the promotional data. i

ll._ The system of claim 10 wherein the content data includes music data, and the usage condition data

includes at least one of a time restriction on the playing of the music data, a’ maximum number of copies of the

music data that-can be made and a maximum number of times the music data can be played.

12'. The system of claim 10,

wherein the content data includes music data, and

the metadata includes at least one of a link to a content data host, a description of the contentof the music

data, artwork associated with the music data. and a selected portion of the music data.

13. An electronic content management system for managing content data, associated metadata, and associated

usage condition data, said system comprising:

a content provider capable of transmitting associated’ metadata of content data, and associated usage

condition data of content data; and

an electronic store capable of receiving the metadata and the usage condition data from the content

provider and generating altered promotional data from at least one of a portion of the metadata and a portion of the
usage condition data.

14. The system of claim 13 wherein the content provider is further capable of encrypting the content data with

a first encrypting key, encrypting the first encrypting key with a second encrypting key; and transmitting the
encrypted fil'Sl encrypting key. .

15. The system of claim 13,

wherein the content data includes music data, and
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can be played.

16. The system of claim 13,

20. A system for tracking usage of digital content comprising:
a license to play or copy digital content data;
licensed digital content data; and

number of times’ the licensed digital content data was played or copied, the time the licensed digital content data
was played or copied and the identification of a user that plays or copies the licensed digital content data.

21. The system of claim 20 further comprising prohibiting further playing or copying based on the infonnation.

22. The system in claim 20, wherein the digital content data includes digital music data.

23. The system of claim 20, wherein the information is transmitted at a predetermined time or at a
predetermined interval.

26. A computer readable medium containing program instructions for tracking usage of digital content data on .
user devices, comprising instructions for:
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obtaining a license to play or copy digital content data;

accepting the licensed digital content; and

transmitting information on at least one of playing ofthe digital content data, copying of the digital content

data, the time the digital content datawas played or copied and the identification of a user that plays or copies the
5 4 digital content data.
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(54) System for controlling the distribution and use of digital works utilizing a usage rights
grammar

(57) A system for controlling use-and distribution of
digital works. The present invention allows the owner of
a digital work to attach usage rights (1450) to their work.

The usage rights define how the individual digital work -
may be used and distributed (1451). Instances of usage
rights are defined using a flexible and extensible usage
rights grammar. Conceptually, a right in the usage rights

grammar is a label associated with a predetermined be-

havior and conditions to exercising the right. The behav-

ior of a usage right is embodied in a predetermined set
(1452) of usagetransactions steps. The usage transac-
tion steps further check all conditions (1453-1457)
which must be satisfied before the right may be exer-
cised. These usage transaction steps define a protocol

for requesting the exercise of a right and the carrying
out of a right. '
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Description

The present invention relates to the field of distribution and usage rights enforcement for digitally encoded works.

A fundamental issue facing the publishing and information industries as they consider electronic publishing is how
5 to prevent the unauthorized and unaccounted distribution or usage of electronically published materials. Electronically

published materials are typically distributed in a digital form and recreated on a computer based system having the
capability to recreate the materials. Audio and video recordings, software. books and multimedia works are all being
electronically published. Companies in these industries receive royalties for each accounted for delivery of the mate-
rials, e.g. the sale of an audio CD at a retail outlet. Any unaccounted distribution of a work results in an unpaid royalty

10 (e.g. copying the audio recording CD to another digital medium.) , _

The ease in which electronically published works can be "perfectly" reproduced and distributed is a major concern.
The transmission of digital works over-networks is commonplace. One such widely used network is the Internet. The

Internet is a widespread network facility by’which computer users in many universities, corporations and government
entities communicate and trade ideas and information. Computer bulletin boards found on the Internet and commercial

.75 networks such as CompuServ and Prodigy allow for the posting and retrieving of digital information. Information services
suchas Dialog and LEXIS/NEXIS provide databases of current information on a wide variety of topics. Another factor

which will exacerbate the situation is the development and expansion of the National Information Infrastructure (the

NH). It is anticipated that, as the NH grows, the transmission of digital works over networks will increase many times
_ over. It would be desirable to utilize the NI! for distribution of digital works without the fear of widespread unauthorized

20 _copying. V _
The most straightforward way to curb unaccounted distribution is to prevent unauthorized copying and transmis-

- sion. For existing materials that are distributed in digital form, various safeguards are used. In the case of software,

copyiprotection schemes which limit the number of copies that can be made or which corrupt the output when copying
V is detected have been employed. Another scheme causes software to become disabled after a predetermined period

25 of time has lapsed. A technique used for workstation based software is to require that a special hardware device must

be present on the workstation in orderforthe software to run, eg, see US-A-4,932,054 entitled "Method and Apparatus
for Protecting Computer Software Utilizing Coded Filter Network in Conjunction with an Active Coded-Hardware Device.

" Such devices are provided with the software and are commonly referred to as dongles. ‘ g
Yet another scheme is to distribute software, but which requires a "key" to enable its use. This is employed in

_30 distribution schemes where "demos" of the software are provided on a medium along with the entire product. The ’
‘ demos can_ be freely used, but in order to use the actual product, the key must be purchased. These, schemes do not

hinder copying of the software once the key is initially purchased.

It is an object of the present invention to provide an improved system and method for controlling the use and
distribution of digital works. ' V ' .

35 The invention accordingly provides a system and method as claimed in the accompanying claims.
' A system for controlling use and distribution of digital works is disclosed. A digital work is any written, aural, graph—

ical or video based work that has been translated to or created in a digital form, and which can be recreated using
suitable rendering means such as software programs. The present invention allows the owner of a digital work to attach
usage rights to their work. The usage rights define how the digital work may be used and distributed. These usage

40 . rights become part of the digital work and are always honored. '

Instances of usage rights are defined using a flexible and extensible usage rights grammar. Conceptually. a right
in the usage rights grammar is a label associated with a predetermined behavior and conditions to exercising the right. -
For example, a COPY right denotes that a copy of thedigital work may be made. A condition to exercising the right is
that the requester must pass certain security criteria. Conditions may also be attached to limit the right ‘itself. For

45 example, a LOAN right may be defined so as to limit the duration of which a work may be LOANed.

In the present invention a usage right is comprised of a right code along with the various conditions for exercising
the right. Such conditions include a copycount condition for limiting the number of times a right can be concurrently
exercised (e.g. limit the number of copies on loan to some predetermined number), a security class condition for insuring
that a repository has an appropriate level of security, access conditions for specifying access tests that must be passed,

50 a time specification for indicating time based constraints for exercising a right and a fee specification for indicating T
usage fees for the exercise of a right. A digital work may have diflerent versions of a right attached thereto. A version

of a right will have the same right code as other versions, but the conditions (and typically the fees) would be different.
Digital works and their attached usage rights are stored in repositories, Digital works are transmitted between

repositories. Repositories interact to exchange digital works according to a predetermined set of usage transactions
55 steps. The behavior of a usage right is embodied in a predetermined set of usage transactions steps. The usage

transaction steps further check all conditions which must be satisfied before the right may be exercised. These usage
transaction steps define a protocol used by the repositories for requesting the exercise of a right and the carrying out
of a right.
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A systemand method in accordance with the invention will now be described, by way of example, with reference
to the accompanying drawings, in which:-

Figure 1 is a flowchart illustrating a simple instantiation of the operation of the currently preferred embodiment of
the present invention.

5 Figure 2 is a block diagram illustrating the various repository types and the repository transaction flow between

‘ ‘ them in the currently preferred embodiment of the_present invention. I
' Figure 3 is a block diagram of a repository coupled with a credit server in the currently preferred embodiment of

the present invention. ,

Figures 4a and 4b are examples of rendering systems as may be utilized in the currently preferred embodiment
10 of the present invention. . - -

Figure 5 illustrates a contents file layout for a digital work as may be utilized in the currently preferred embodiment

of the present invention. ' ' . I ' _

Figure 6 illustrates a contents file layout for an individual digital work of the digital work of Figure 5 as may be
utilized in the currently preferred embodiment of the‘ present invention.

15 Figure 7 illustrates the components of a description block of the currently preferred embodiment of the present
invention. ,

Figure 8 illustrates a description tree for the contents file layout of the digital work illustrated in Figure 5.
Figure 9 illustrates a portion of a description tree corresponding to the individual digital work" illustrated in Figure6.

Figure 10 illustrates a layout for the rights portion of a description block as may be utilized in -the currently preferred
20 embodiment of the present invention.

Figure 11 is a description tree wherein certain d-blocks have PRINT usage rights and is used to illustrate "strict".
and "lenient" rules for resolving usage rights conflicts. "

Figure 12 is a block diagram of the hardware components of a repository as are utilized in the currently preferred
embodiment of the present invention. ' ' ‘

25 Figure 18 is a block diagram of the functional (logical) components of a repository as are utilized in the currently .

preferred embodiment of the present invention. ' i , ' '
Figure 14 is diagram illustrating the basic components of a usage right in the currently preferred embodiment of

the present invention. ' I ' . V
Figure 15 lists the usage rights grammar of the currently preferred embodiment of the present invention. _

30 Figure 16 is a flowchart illustrating the steps of certificate delivery, hotlist checking and performance testing as
performed in a registration transaction as may be performed in thecurrently preferred embodiment of the present
invention. ’ ' V .

Figure 17 is a flowchart illustrating the steps of session information exchange and clock synchronization as may
be performed in the currently preferred embodiment of the present invention, altereach repository in the registration

35 transaction has successfully completed the steps described in Figure 16. A ' _
Figure 18 is a flowchart illustrating the basic flow for a usage transaction,»including the common opening and

closing step, as may be performed in the currently preferred embodiment of the present invention. ’
Figure 19 is a state diagram of server and client repositories in accordance with a transport protocol followed when"

moving a digital work from the server tothe client repositories, as may be performed in the currently preferred embod-
40 iment of the present invention.

OVERVIEW

A system for controlling use and distribution of digital works is disclosed. The present invention is directed to
45 supporting commercial transactions involving digital works. ' »

Herein the terms "digital work", "work" and "content" refer to any work that has been reduced to a digital repre-

sentation. This would include any audio, video, text. or multimedia work and any accompanying interpreter (e.g. soft-
ware) that may be required for recreating the work. The lermcomposite work refers to a digital work comprised of a
collection of other digital works. The term "usage rights“ or‘ "rights" is a term which refers to rights granted toa recipient

50 of a digital work. Generally, these rights define how a digital work can be used and if it can be further distributed. Each

usage right may have one or more specified conditions which must be satisfied before the right may be exercised. _
Figure 1 is a high level flowchart omitting various details but which demonstrates the basic operation of the present

invention. Referring to Figure 1, a creator creates a digital work, step 101. The creator will then determine appropriate

usage rights and fees, attach them to the digital work, and store them in Repository 1, step 102. The-determination of
55 appropriate usage rights and fees will depend on various economic factors. The digital work remains securely in Re-

pository 1 until a request for access is received. The request for access begins with a session initiation by another
repository. Here a Repository 2 initiates a session with Repository 1, step 103. As will be described in -greater detail

below, this session initiation includes steps which helps to insure that the respective repositories are trustworthy. As-
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suming that a session can be established, Repository 2 may then request access to the Digital Work for a stated
purpose, step 104. The purpose may be, for example, to print the digital work or to obtain a copy of the digital work.
The purpose will correspond to a specific usage right. In any event, Repository 1 checks the usage rights associated
with the digital work to determine if the access to the digital work may be granted, step 105. The check of the usage

5 rights essentially involves a determination of whether a right associated with the access request has been attached to
the digital work and if all conditions associated with the right are satisfied. If the access is denied, repository 1 terminates
the session with an error message, step 106. If access is granted, repository 1 transmits the digital work to repository
2, step 107. Once the digital work has been transmitted to repository 2, repository 1 and 2 each generate billing infor-
mation for the access which is transmitted to a credit server, step 108. Such double billing reporting is done to insure

10 against attempts to circumvent the billing process. _ .

Figure 2 illustrates the basic interactions between repositorytypes in the present invention. As will become apparent
from Figure 2, the various repository types will serve different functions. It is fundamental that repositories will share
a core set of functionality which will enable secure and trusted communications. Referring to Figure 2, a repository
201 represents the general instance of a repository. The repository 201 has two modes of operation; a server mode

. 15 and a requester mode. When in the server mode, the repository will bevreceiving and processing access requests to
digital works. When in the requester mode, the repository will be initiating requests to access digital works. Repository

20_ pository transaction protocol 205.

25 involved in an access to a digital work. .

Communication with a rendering repository 203 occurs in connection with the rendering of a digital work. As will .
be described in greater detail below, a rendering repository is coupled with a rendering device (eg. _a printer device)
to comprise a rendering system.

Communication with a master repository 205 occurs in connection with obtaining an identification certificate. Iden-
_30 .tification certificates are the means by which a repository is identified as "trustworthy". The use of identification certif-

' icates is described below with respect to the registration transaction. .
Figure 3 illustrates the repository 201 coupled to a credit server 301. The credit server 301 is a device which

accumulates billing information for the repository 201. Thecredit server 301 communicates with repository 201 via
billing transactions 302 to record billing transactions. Billing transactions are reported to a billing clearinghouse 303

35 by the credit server 301 on a periodic basis. The credit server 301 communicates to the billing clearinghouse 303 via
clearinghouse transactions 304. The clearinghouse transactions 304 enable a secure and encrypted transmission of
information to the billing clearinghouse 303.

RENDERING SYSTEMS
40 .

repository with the rendering device may occur in a manner suitable for the type of rendering device. _ »
45 Figure 4a illustrates a printer as an example of a rendering system. Referring to Figure 4, printer system 401 has

contained therein a printer repositow 402 and auprint device 403. It should be noted that the the dashed line defining
printer system 401 defines a secure system boundary. Communications within the boundary are assumed to be secure.
Depending on the security level, the boundary also represents a barrier intended to provide physical integrity. The _
printer repository 402 is an instantiation of the rendering repository 205 of Figure 2. The printer repository 402 will in _

50 some instances contain an ephemeral copy of a digital work which remains until it is printed out by the print engine
403. In other instances, the printer repository 402 may contain digital works such as fonts, which will remain and can
be billed based on use. This design assures that all communication lines between printers and printing devices are
encrypted, unless they are within a physically secure boundary. This design feature eliminates a potential “fault” point
through which the digital work could be improperly obtained. The printer device 403 represents the printer components

55 used to create the printed output.

Also illustrated in Figure 4a is the repository 404. The repository 404 is coupled to the printer repository 402. The
repository 404 represents an external repository which contains digital works. .

Figure 4b is an example of a computer system as a rendering system. A computer system may constitute a "multi-
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function‘ device since it may execute digital works (e.g. software programs) and display digital works (e.g. a digitized

photograph). Logically, each renderingdevice can be viewed as having its own repository. although only one physical
repository is needed. Referring to Figure 4b, a computer system 410 has contained therein a display/execution repos-
itory 411. The display/execution repository 411 is coupled to display device, 412 and execution device 413. The dashed

box surrounding the computer system 410 represents a security boundary within which communications are assumed
to be secure. The display/execution repository 411 is further coupled to a credit sewer 414 to report any fees to be
billed for access to a digital work and a repository 415 for accessing digital works stored therein.

STRUCTURE OF DIGITAL WORKS

Usage rights are attached directly to digital works. Thus. it is important to understand the structure of a digital work.
The structure of a digital work, in particular composite digital works, may be naturally organized into an acyclic structure

such as a hierarchy. For example, a magazine has various articles and_photographs which may have been created
and are owned by different persons. Each of the articles and photographs may represent a node in a hierarchical

structure. Consequently, controls, i.'e. usage rights, may be placed on each node by the creator. By enabling control
and fee billing to be associated with each node, a creator of a work can be assured that the rights and fees are not
circumvented. .

In the currently preferred embodiment, the file information for a digital work is divided into two files: a "contents"
file and a “description tree" file. From the perspective of a repository, the "contents" file is a stream of addressable
bytes whose iormatdepends completely on the interpreter used toplay, display or print the digital work. The description

' tree file makes it possible to examine the rights and fees for a work without reference to the content of the digital work.

30

-J0

45

50

55

BNSDXID: <EP .

It should be noted that the term description tree as used herein refers to any type of acyclic structure used to represent
the relationship between the various components of a digital work.

Figure 5 illustrates the layout of a contents file. Referring to Figure 5, a digital work is comprised of story A 510,
advertisement 511,- story B 512 and story C 513. It is assumed that the digital work is stored starting at a relative

address of 0. Each of the parts of the digital work are stored linearly so that story A 510 is stored at approximately
addresses 0-30,000. advertisement 511 at addresses 30,001-40,000, story ‘B 512 at addresses 40,001-60,000 and

story 0 513 at addresses 60,001-85K. The detail of story A 510 is illustrated in Figure 6. Referring to Figure 6. the
story A 510'is further broken down to show text 614 stored at address 0-1500. soldier photo 615 at addresses

1501-10.000, graphics 616 stored at addresses 10,001-25,000 and sidebar 617 stored address 25,001-30,000. Note
that the data in the contents file may be compressed (for saving storage) or encrypted (for security).

From Figures 5 and 8 it is readily observed that a digital work can be represented by its component parts as a

hierarchy. The description tree for a digital work "is comprised of a set of related descriptor blocks (d—blocks). The

contents oi each d—block is described with respect to Figure 7. Referring to Figure 7, a d—block 700 includes an identifier
701 which is a unique identifier for the work in the repository. a starting address 702 providing the start address of the
first byte oi the work, a length 703 giving the number of bytes in the work, a rights portion 704 wherein the granted‘
usage rights and their status data are maintained, a parent pointer 705 for pointing to a parent d-block and child pointers
706 for pointing to the child d-blocks. in the currently preferred embodiment, the identifier 701 has two parts. The first

part is a unique number assigned to the repository upon manufacture. The second part is a unique number assigned
to the work upon creation. The rights portion 704 will contain a data structure, such as a look-up table, wherein the
various information associated with a right is maintained. The information required by the respective usage rights is
described in more detail below. D-blocks form a strict hierarchy. The-top d—block of a work has no -parent; all other d-

blocks have one parent. The relationship of usage rights between parent and child dblocks and how conflicts are
resolved is described below.

A special type of d—block is a "shell" d—block. A shell d—block adds no new content beyond the content of its parts.
A shell d—block is used to add rights and fee information, typically by distributors oi digital works.

Figure 8 illustrates a description tree for the digital work of Figure 5. Referring to Figure 8, a top d—block 820 for
the digital work points to the various stories and advertisements contained therein. Here, the top d—block 820 points to

d—block B21 (representing story A 510), d—block 822 (representing the advertisement 511), d—block 823 .(r'epr‘esenting
story B 512) and and d—block 824 (representing story 0 513).

The portion of the description tree for Story A 510 is illustrated in Figure 9. D-block 925 represents text 614, d-
block 926 represents photo 615, d—block 927 represents graphics 616 by and d~block 928 represents sidebar 617.

The rights portion 704 of a descriptor block is further illustrated in Figure 10. ‘Figure 10 illustrates a structure which

is repeated in the rights portion 704 for each right. Referring to Figure 10, each right will have a right code field 1050

and status information field 1052. The right code field 1050 will contain a unique code assigned to a right. The status
information field 1052 will contain information relating to the state of a right and the digital work. Such information is

indicated below in Table 1. The rights as stored in the rights portion 704 may typically be in numerical order based on
the right code.

0715244A1 l >
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. TABLE 1 ‘

DIGITAL WORK STATE INFORMATION‘

Property 
A_counter of the number of copies of a work that are in use. incremented when

Copies-in-Use Number

another copy is used: decremented when use is completed.

Indicator of the. maximum number of time-units that a-document can be loanedout '

Loaner—Copy Indicator that the current work is a loaned out copy of an authorized digital work.
Indicator of the remaining time of use on a metered document right.

Document-Descr ' String A string containing various identifying information about a document. The exact
' format of this is not specified. but it can include information such as a publisher

A name, author name, ISBN number, and so on.

Flevenue~Owner R0-Descr A handle identifying a revenue owner for a digital work. This is used for reporting _
usage fees. -

History-list History—Flec A list of events recording the repostories and dates for operations that copy,
transfer, backup, or restore a digital work.

The approach for representing digtal works by separating description data from content assumes that pans of a
file are contiguous but takes no position on the actua|.representation of content. In particular, it is neutral to the question
of whether content representation may take an object oriented approach. It would be natural to represent content as
objects. In principle,-it may be convenient to have content objects that include the billing structure and rights information
that is represented In the d-blocks. Such variations in the design of the representation are possible and are viable
alternatives but may introduce processing overhead, eg. the interpretation of the objects. ’ A
' Digital works are stored in a repository as part of a hierarchical file system. Folders (also termed directories and »
sub—directories) contain the digital works as well as other folders. Digital works and folders in a folder-are ordered in
alphabetical order. The digital works are typed to reflect how the files are used. Usage rights can be attached to folders
so that the folder itself is treated as a digital work. Access to the folder would then be handled in the same fashion as
any other digital work As will be described in more detail below, the contents of the folderare subject to theirown rights.
Moreover, file management rights may be attached to the folder which define how folder contents can be managed.
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ATTACHING USAGE RIGHTS TO A DIGITAL WORK

It is fundamental to the present invention that the usage rights are treated as part of the digital work. As the digital
work is distributed, the scope of the granted usage rights will remain the same or may be narrowed. For example, when
a digital work is transferred from a document server to a repository, the usage rights may include the right to loan a
copy for a predetermined period of time (called the original rights). When the repository loans out a copy of the digital
work, the usage rights in the loaner copy (called the next set of rights) could be set to prohibit any further rights to loan
out the copy. The basic idea is that one cannot grant more rights than they have.

The attachment of usage rights into a digital work may occur in a variety of ways. If the usage rights will be the
same for an entire digital work, they could be attached when the digital work is processed for deposit in the digital work
sewer. In the case of a digital work having different usage rights for the various components, this can be done/as the
digital work is being created. An authoring tool or digital work assembling tool could be utilized which provides for an
automated process of attaching the usage rights.

As will be described below, when a digital work is copied, transferred or loaned, a “next set of rights‘ can be
specified. The"next set of rights‘ will be attached to the digital work as it is transported.

-'10

45

50

Resolving Conflicting Rights

Because each part of a digital work may have its own usage rights, there will be instances where the rights of a
‘contained part‘ are different from its parent or container pan. As a result, conflict rules must be established to dictate
when and how a right may be exercised. The hierarchical structure of a digital work facilitates the enforcement of such
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rules. A "strict" rule would be as follows: a right for a part in a digital work is sanctioned if and only if it is sanctioned
for the part, for ancestor d-blocks containing the part and for all -descendent dblocks. By sanctioned, it is meant that
(1) each of the respective parts must have the right, and (2) any conditionsfor exercising the right are satisfied.

It also possible to implement the present invention using a more lenient rule. In the more lenient rule. access to

5 ‘ the part may be enabled to the descendent parts which have the right, but access is denied to the descendents which

do not. _ .
An example of applying both the strict rule and lenient is illustrated with reference to Figure 11. Referring to Figure

11, a root d-block 1101 has child d-blocks 1102-1105. In this case, root d-block represents a magazine. and each of

the child d-blocks 1102-1105 represent articles in the magazine. Suppose that a request is made to PRINT the digital
10 ' work represented by root d-block 1101 wherein the strict rule is followed. The rights for the root d-block 1101 and child.

' d-blocks 1102-1105 are then examined. Root d-block 1101 and child d-blocks 1102 and 1105 have been granted PRINT
rights. Child d-block 1103 has not been granted PRINT rights and child d-block 1104 has PRINT rights conditioned on
payment of a usage fee. ‘ _

Llnder the strict rule the PRINT right cannot beexercised because the child d-block does not have the PRINT right.
15 Under the lenient rule, the result would be different. The digital works represented by child d_-blocks 1102 and 1105

could be printed and the digital work represented by d-block 1104 could be printed so long as the usage fee is paid.

Only the digital work represented by d-block 1103 could not be printed. This same result would be accomplished under
the strict rule if the requests were directed to each of the individual digital works. i

The present invention suppons various combinations of allowing and disallowing access. Moreover. as will be

20 _ described below, the usage rights grammar permits the owner of a digital work to specify if constraints may be imposed
' on the work by a container part. The manner in which digital works may be sanctioned because of usage rights conflicts

would be implementation specific and would depend on the nature of the digital works. '

V REPOSITORIES
25 . t

In the description of Figure 2, it was indicated that repositories come in various forms. All repositories provide a

coreset of services for the transmission of digital works. The manner in which digital works are exchanged is the basis
for all transaction between repositories. The various repository types differ in the ultimate functions that they perform.

‘ V , Repositoriesmay be devices themselves, or they may be incorporated into other systems. An example is the rendering
30 ~ repository 203 of Figure 2. '

A repository will have associated with it a repository identifier. Typically, the repository identifier would be a unique
number assigned to the repository at the time of manufacture. Each repository will also be classified as being in a

particular security class. Certain communications‘ and transactions may be conditioned —on a repository being in a

particular security class. The various security classes are described in greater detail below.
35 As a prerequisite to operation, a repository will require possession of an identification certificate. Identification

cenificates are encrypted to prevent forgery and are issued by a Master repository. A master repository plays the role —
of an authorization agent to enable repositories to receive digital works. Identification certificates must be updated on

a periodic basis. Identification certificates are described in greater detail below with respect to the registration trans-
action.

40 A repository has both a hardware and functional embodiment. The functional embodiment is typically software
executing on the hardware embodiment. Alternatively, the functional embodiment may be embedded in the hardware

embodiment such as an Application Specific Integrated Circuit (ASIC) chip.

The hardware embodiment of a repository will be enclosed in a secure housing which if-compromised, may cause"
the repository to be disabled. The basic components of the hardware embodiment of a repository are described with

-15 reference to Figure 12. Referring to Figure 12, a repository is comprised of a processing means 1200, storage system

1207, clock 1205 and external interface 1206. The processing means 1200 is comprised of a processor element 1201
and processor memory 1202. The processing means 1201 provides controller, repository transaction and usage rights
transaction functions for the repository. Various lunctions in the operation of the repository such as decryption and/or

decompression of digital works and transaction messages are also performed by the processing means 1200. The

'50 processor element 1201 may be a microprocessor or other suitable computing component. The processor memory
1202 would typically be further comprised of Read Only Memories (ROM) and Random Access Memories.(RAM). Such
memories would contain the software instructions utilized by the processor element 1 201 in performing the functions
of tho rcpository.

The storage system 1207 is further comprised of descriptor storage 1203 and content storage 1204. The description

55 tree storage 1203 will store the description tree for the digital work and the content storage will store the associated
content. The description tree storage 1203 and content storage 1204 need not be of the same type of storage medium,
nor are they necessarily on the same physical device. 80 for example, the descriptor storage 1203 may be stored on
a solid state storage (for rapid retrieval of the description tree information), while the content storage 1204 may be on
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a high capacity storage such as an optical disk.

The clock 1205 is used to time-stamp various time based conditions for usage rights or for metering usage fees
which may be associated with the digital works. The clock 1205 will have an uninterruplable power supply, e.g. a
battery. in order to maintain the integrity of the time-stamps. The external interface means 1206 provides for the signal

5 connection to other repositories and to a credit server. The external intertace means 1206 provides for the exchange
of signals via such standard interfaces such as RS-232 or Personal Computer Manufacturers Card Industry Association
(PO MCIA) standards, or FDDI. The external interlace means 1206 may also provide network connectivity.

The functional embodiment of a repository is described with reference to Figure 13. Referring to Figure 13, the
functional embodiment is comprised of an operating system 1301, core repository services 1302, usage transaction"

70 handlers 1303, repository specific functions, 1304 and a user interface 1305. The operating system 1301 is specific
to the repository and would typically depend on the type of processor being used. The operating system 1301 would
also provide the basic services for controlling and interlacing between the basic components of the repository.

The core repository services 1302 comprise a set of functions required by each and every repository -The core
repository services 1302 include the session initiation transactions which are defined in greater detail below. This set

75 of services also includes a generic ticket agent which is used to 'punch" a digital ticket and a genericauthorization
server for processing authorization specifications. Digital tickets and authorizations are specific mechanisms for con-
trolling the distribution and use of digital works and are described in more detail below. Note that coupled to the core
repository services are a plurality of identification certificates 1306. The identification certificates 1306 are required to

enable the use of the repository. 1
20 The usage transactions handlers 1303 comprise functionality for processing access requests to digital works and

for billing fees based on access. The usage transactions supported will be different for each repository type. For ex-
ample, it may not be necessary for some repositories to handle access requests for digital works.

The repository specific functionality 1304 comprises functionality that is unique to a repository. For_examp|e, the
master repository has special functionality for issuing digital certificates and maintaining encryption keys. The repository

25 specific functionality 1304 would include the user interface implementation forthc repository. ’

Repository Security Classes

For some digital works the losses caused by any individual instance of unauthorized copying is insignificant and
30 the chief economic concern lies in assuring the convenience of access and low-overhead billing. ln such cases, simple

‘and inexpensive handheld repositories and network-based workstations may be suitable repositories. even though the
measures and guarantees of security are modest. A ' '

At the other extreme, some digital works such as a digital copy of a first run movie or a bearer bond or stock
certificate would be ofvery high value so that it is prudent to employ caution and fairly elaborate security measures to

35 ensure that they areinot copied or forged. A repository suitable for holding such a digital work could have elaborate
measures for ensuring physical integrity and for verifying authorization before use.

By arranging a universal protocol, all kinds of repositories can communicate with each other in principle, However,
creators of some works will want to specify that their works will only be transferred to repositories whose level of security
is high enough. For this reason, document repositories have a ranking system for classes and levels of security, The

40 security classes in the currently preferred embodiment are described in Table 2.

I TABLE 2

 
 

 

 

 
 

45 Description of Security

Open system. Document transmission is unencrypted. No digital certificate is required for identification.
The security of the system depends mostly on user honesty, since only modest knowledge may be needed
to circumvent the security measures. The repository has no provisions for preventing unauthorized
programs from running and accessing orcopying files. The system does not prevent the use of removable
storage and does not encrypt stored files. '

 
   50
  

 Minimal security. Like the previous class except that stored files are m
on removable storage. '  inimally encrypted, including ones

  
 

 Basic security. Like the previous class except that special tools and knowledge are required to
compromise the programming, the contents of the repository, or the state of the clock. All digital
communications are encrypted. A digital certificate is provided as identification. Mediurn level encryption
is used. Repository identification number is unforgeable.
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TABLE 2 (continued)

FlEPOSlTOFlY SECURITY LEVELS

Description of Security
General security. Like the previous class plus the requirement of special tools are neededto compromise

the physical integrity of the repository and that modest encryption is used on all transmissions. Password
protection is required to use the local user interface. The digital clock system cannot be reset without
authorization. No works would be stored on removable storage. When executing works as programs, it
runs them in their own address space and does not give them direct access to any file storage or other

memory containing system code or works. They can access works only through the transmission
transaction protocol.

Like the previous class except that high level encryption is used on all communications. Sensors are
used to record attempts at physical and electronic tampering. After such tampering, the repository will

not perform other transactions until it has reported such tampering to a designated server.

Like the previous class except that if the physical or digital attempts at tampering exceed some preset

threshold that threaten the physical integrity of the repository or the integrity of digital and cryptographic
barriers. then the repository will save only document description records of history but will erase or destroy
any digital identifiers that could be misused if released to an unscrupulous party. It also modifies any
certificates of authenticity to indicate that the physical system has been compromised. It also erases the
contents of designated documents.

Like the previous class except that the repository will attempt wireless communication to report tampering
and will employ noisy alarms.

This would correspond to a very high level of security. This server would maintain constant
communications to remote security systems reporting transactions, sensor readings, and attempts to
circumvent security.

, The characterization of security levels described in Table 2 is not intended to be fixed. More important is the idea
of having different security levels for different repositories. It is anticipated that new security classes and requirements
will evolve according to social situations and changes in technology.

Repository User Interface

A user interface is broadly defined as the mechanism by which a user interacts with a repository in order to invoke

transactions to gain access to a digital work, or exercise usage rights. As described above, a repository may be em-
bodied in various forms. The user interface for a repository will differ depending on the particular embodiment. The

user interface may be a graphical user interface having icons representing the digital works and the various transactions

that may be performed. The user interface may be a generated dialog in which a user is prompted for information.
The user interface itself need not be part of the repository. As a repository may be embedded in some other device.

the user interface may merely be a part of the device in which the repository is embedded. For example, the repository
could be embedded in a "card" that is inserted into an available slot in a computer system. The user interface may be.

a combination of a display. keyboard, cursor control device and software executing on the computer system.
At a minimum, the user interface must permit a user to input information such as access requests and alpha

numeric data and provide feedback as to transaction status. The user interface will then cause the repository to initiate
the suitable transactions to service the request. Otherfacets of a particular user interface will depend on the functionality
that a repository will provide.

CREDIT SERVERS

In the present invention, fees may be associated with the exercise of a right. The requirement for payment of fees
is described with each version of a usage right in the usage rights language. The recording and reporting of such fees
is performed by the credit server. One of the capabilities enabled by associating fees with rights is the possibility of
supponing a wide range of charging models. The simplest model, used by conventional software, is that there is a

single fee at the time of purchase, after which the purchaser obtains unlimited rights to use the work as often and for
as long as he or she wants. Alternative models, include metered use and variable fees. A single work can have different
fees for different uses. For example, viewing a photograph on a display could have different lees than making a hardcopy
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or including it in a newly created work. A key to these alternative charging models is to have a low overhead means
of establishing fees and accounting for credit on these transactions. ‘

A credit server is a computational system that reliably authorizes and records these transactions so that fees are
billed and paid. The credit server reports fees to a billing clearinghouse. The billing clearinghouse manages the financial

5 transactions as they occur. As a result. bills may be generated and accounts reconciled. Preferably, the credit server ,
would store the fee transactions and periodically communicate via a network with the billing clearinghouse for recon- '
ciliation. In such an embodiment, communications with the billing clearinghouse would be encrypted for integrity and
security reasons. In another embodiment, the credit server acts as a “debit card‘ where transactions occur in ‘real-
time“ against a user account. _ . _ '

10 A credit server is comprised of memory, a processing means, a clock, and interface means forcoupling to a re-
pository and a financial institution (eg. a modern). The credit server will also need to have security and authentication
functionality. These elements are essentially the same elements as those of a repository. Thus. a single device can
be both a repository and a credit server, provided that it has the appropriate processing elements for carrying out the
corresponding functions and protocols. Typically, however, a credit server would be a card-sized system in the pos—

75 session of the owner of the credit. The credit serveris coupled to a repository and would interact via financial trans-
actions as described below. Interactions with a financial institution may occur via protocols established by the financial
institutions themselves. _ ‘

In the currently preferred embodiment credit servers associated with both the server and the repository report the
financial transaction to the billing clearinghouse. For example, when a digital work is copied by one repository to another

20 for a fee, credit servers coupled to each of the repositories will report the transaction to the billing clearinghouse. This
is desirable in that it insures that a transaction will be accounted for in the event of some break in the communication
between a credit sewer and the billing clearinghouse. However, some implementations may embody only a single
credit server reporting the transaction to minimize transaction processing at the. risk of losing some transactions.

25 USAGE RIGHTS LANGUAGE

The present invention uses statements in a high level “usage rights language" to define rights associated with
digital works and their parts. Usage rights statements are interpreted by repositories and are used to determine what
transactions can be successfully carried out for a digital work and also, to determine parameters for those transactions.

30 For example, sentences in the language determine whether a given digital work can be copied, when and how it can
be used, and what fees (if any) are to be charged for that use. Once the usage rights statements are generated. they’
are encoded in a suitable form for accessing during the processing of transactions.

Defining usage rights in terms of a language in combination with the hierarchical representation of a digital work
enables the support of a wide variety of distribution and fee schemes. An example is the ability to attach multiple

35 versions of a right to a work. So a creator may attach a PRINT right t_o make 5 copies for $10.00 and a PRINT right to
make unlimited copies for $100.00. A purchaser may then choose which option best fits his needs. Another example
is that rights and fees are additive. So in the case of a composite work, the rights and fees of each of the components
works is used in determining the rights and fees for the work as a whole.

The basic contents of a right are illustrated in Figure 14. Referring to Figure 14, a right 1450 has a transactional
40 component 1451 and a specifications component 1452. A right 1450 has a label (e.g. COPY or PRINT) which indicates

’ the use or distribution privileges that are embodied by the right. The transactional component 1451 corresponds to a
particular way in which a digital work may be used or distributed. The transactional component 1451 is typically em-
bodied in software instructions in a repository which implement the use or distribution privileges for the right. The
specifications components 1452 are used to specify conditions‘ which must be satisfied prior to the right being exercised

45 or to designate various transaction related parameters. In the currently preferred embodiment, these specifications
include copy count 1453, Fees and Incentives 1454, Time 1455, Access and Security 1455 and Control 1457. Each
of these specifications will be described in greater detail below with respect to the language grammar elements.

The usage rights language is based on the grammar described below. A grammar is a convenient means for
defining valid sequence of symbols for a language. In describing the grammar the notation ‘[alblc]' is used to indicate

50 distinct choices among alternatives. In this example, a sentence can have either an "a", "b" or "c". It must include
exactly one of them. The braces {} are used to indicate optional items. Note that brackets, bars and braces are used
to describe the language of usage rights sentences but do not appear in actual sentences in the language.

In contrast, parentheses are pan of the usage rights language. Parentheses are used to group items togethcr_ in
lists. The notation (x') is used to indicate a variable length list. that is, a list containing one or more items of_type x. The

55 notation (x)' is used to indicate a variable number of lists containing x.
Keywords in the grammar are words followed by colons. Keywords are a common and very special case in the

language. They are often used to indicate a single value, typically an identifier. In many cases, the keyword and the
parameter are entirely optional. When a keyword is given, it often takes a single identifier as its value. In some cases,

10
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the keyword takes a list of identifiers.

tn the usage rights language, time is specified in an hours:minutes:seconds (or hhtmmtss) representation. Time
zone indicators, e.g. PDT for Pacific Daylight Time, may also be specified. Dates are represented as year! month/day

(or YYYY/MMM/DD). Note that these time and date representations may specify moments in time or units of time
5 ' Money units are specified in terms of dollars.

Finally, in the usage rights language, various "things" will need to interact with each other. For example, an instance
of a usage right may specify a bank account, a digital ticke etc.. Such things need to be identified and are specified
herein using the suffix ”—ID."

The Usage Rights Grammar is listed in its entirety in Figure 15 and is described below.
10 Grammar element 1501 "Digital Work Rights:= (Ftights")' define the digital wor rights as a set of rights. The set

' of rights attached to a digital work define how that digital work may be transferred, used, performed or played. A set
of rights will attach to the entire digital work and in the case of compound digital works, each of the components of the

digita work. The usage rights of components of avdigital may be different.
Grammar element 1502 "Right: = (Right-Code {Copy~Count} {Control-Spec} {Time-Spec} {Access-Spec}

75 {Fee-spec})" enumerates the content of a right. Each usage right must specify a right code. Each right may also

optionally specify conditions which must be satisfied before the right can be exercised. Theseconditions are copy
count, control, time, access and fee conditions". In the currently preferred embodiment. for the optional elements, the

following defaults apply: copy count equals 1, no time limit on the use of the right, no access tests or a security level
required to use the right and no fee is required. These conditions will each be described in greater detail below

20 It is important to note that a digital work may have multiple versions of a right, each having the same right code.
The multiple version would provide alternative conditions and fees for accessing the digital work.

Grammar element 1503 "Flight-Code : = Render-Code l Transport-Code I File-Management-Codel Derivative-

Works- Code Configuration-Code" distinguishes each of the specific rights into a particular right type (althougheach
right is identified by distinct right codes). In this way, the grammar provides a catalog of possible rights that can be

25 associated with parts of digital works. In the following, rights are divided into categories for convenience in describing
them. ' -

Grammar element 1504 ‘Render-Code: = [Play:{Player:Player-ID}l Print: {Printer: Printer-lD}]" lists a cate-
gory of rights all involving the making of ephemeral, transitory, or non—digital copies of the digital work. After use the
‘copies are erased. '

30 .

- Play A process of rendering or performing a digital work on some processor. This includes such things as
playing digital movies, playing digital music. playing a video game, running a computer program, or displaying a
document on a display.

- Print To render the work in a medium that is notfurther protected by usage rights, such asprinting on paper.
35

Grammar element 1505 "Transport-Code : = [Copy I Transfer l Loan (Remaining-Rights: Next-Set-of-Rights}] V
{(Next-Copy-Rights: Next-Set of Rights)}" lists a category of rights involving the makingof persistent, usable copies

of the digital work on other repositories. The optional Next-Copy-Flights determine the rights on the work after it is
transported. If this is not specified, then the rights on the trans-poned copy are the same as on the original. The optional

40 Remaining-Flights specify the rights that remain with a digital work when it is loaned out. If this is not specified, then
the default is that no rights can be exercised when it is loaned out.

- Copy Make a new copy of a work
- Transfer Moving a work from one repository to another.

45 - Loan Temporarily loaning a copy to another repository for a specified period of time.

Grammar element 1506 "FlIe-Management-Code: = Backup {Back-Up-Copy-Rights: Next-Set -of Hights}I
Restore l Delete l Folder l Directory {Name:Hide-Local I Hide - Remote}{Parts:Hide-Local l Hide-Remote}" lists
a category of rights involving operations for file management, such as the making of backup copies to protect the copy

50 owner against catastrophic equipment failure.

Many software licenses and also copyright law give a copy owner the right to make backup copies to protect against
catastrophic failure of equipment. However, the making of uncontrolled backup copies is inherently at odds with the
ability to control usage. since an uncontrolled backup copy can be kept and then restored even after the authorized

copy was sold. '

55 The File management rights enable the making and restoring of backup copies in a way that respects usage rights,
honoring the requirements of both the copy owner and the rights grantor and revenue owner. Backup copies of work
descriptions (including usage rights and fee data) can be sent under appropriate protocol and usage rights control to
other document repositories of sufficiently high security. Further rights permit organization of digital works into folders

11
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which themselves aretrealed as digital works and whose contents may be 'hidden' from a party seeking to determine
the contents of a repository. "

- Backup To make a backup copy of a digital work as protection against media failure.
5 0 Restore To restore a backup copy of a digital work.

- Delete To delete or erase a copy of a digital work.

- Folder To create and name folders, and to move files and folders between folders.
- Directory To hide a folder or its contents.

10 Grammar element 1507 “Derivative-Works-Code: [Extract l Embed I Edit {Process: Process—lD}] {Next-Copy-
Rights : Next-Set-of Rights}" lists a category of rights involving the use of a digital work to create new works.

- Extract To remove a portion of a work, for the purposes of creating a new work.
- Embed To include a work in an existing work. ' . _ _

15 - ‘Edit To alter a digital work by copying, selecting and modifying portions of an existing digital work.

Grammar element 1508 "Configuration-Code: = Install l Uninstall“ lists a category of rights for installing and
uninstalling software on a repository (typically a rendering repository.) This would typically occur for the installation of

— a new type of player within the rendering repository. '20 .

- Install: To install new software on a repository.
- Uninstall: To remove existing software from a repository.

Grammar element 1509 "Next-Set-of-Rights: = {(Add: Set-Of-Ftights)} {(Delete: Set-Of—Rights)} {(Replace:
25 Set-Of-Rights)} {(Keep: Set-Of-Rights)}" defines how rights are carried forward for a copy of a digital work. |f_the

Next—Copy-Rights is not specified, the rights for the next copy are the same as those of the current copy. Otherwise,
the set of rights for the next copy can be specified. Versions of rights after Add: are added to the current set of rights.
Rights after Delete: are deleted from the current setof rights. If only right codes are listed after De|ete:, then all versions
of rights with those codes are deleted. Versions of rights after Replace: subsume all versions of rights of the same type

30 in the current set of rights. _ ' . i _
If Remaining-Rights is not specified, then there are no rights for the original after all Loan copies are loaned out.

If Remaining-Rights is specified. then the Keep; token can be used to simplify the expression of what rights to keep
behind. A list of right codes following keep means that all of the versions of those listed rights are kept in the remaining
copy. Thisspecification can be overridden by subsequent Delete: or Replace: specifications.35

Copy Count Specification

_For various transactions, it may be desirable to provide some limit as to the number of “copies” of the work which
may be exercised simultaneously for the right. For example, it may be desirable to limit the number of copies of a digital

40 work that may be loaned out at a time or viewed at a time. _ .
Grammar element 1510 "Copy-Count : = (Copies: positive-integer I 0 l unlimited)" provides a condition which

defines the number of “copies” of a work subject to the right . A copy count can be 0, a fixed number, or unlimited. The
copy-count is associated with each right, as opposed to there being just a single copycount for the digital work. The
Copy-Count for a right Is decremented each time that a right is exercised. When the Copy-Count equals zero, the right

45 can no longer be exercised. If the Copy-Count is not specified, the default is one.

Control Specification

Rights and fees depend in general on rights granted by the creator as well as further restrictions imposed by later
50 distributors. Control specifications deal with interactions between the creators and their distributors governing the im-

position of further restrictions and fees. For example, a distributor of a digital work may not want an end consumer of
a digital work to add fees or otherwise profit by commercially exploiting the purchased digital work.

Grammar clcment 1511 "Control-Spec : = (Control: {fiestrictablel Unrestrictable} {unchargeable I charge-
able})" provides a condition to specify the effect of usage rights and fees of parents on the exercise of the right. A

55 digital work is restrictable if higher level d~blocks can impose further restrictions (time specifications and access spec-
ifications) on the right. It is unrestrictable if no further restrictions can be imposed. The default setting is restrictable.
A right is unchargeable if no more fees can be imposed on the use of the right. it is chargeable if more fees can be
imposed. The default is chargeable.

12
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Time Specification

It is often desirable to assign a start date or specify some duration as to when a right may be exercised. Grammar
element 1512 "Time-Spec 2 : ({Fixed-Interval I Sliding-Interval I Meter-Time} Until: Expiration-Date)" provides

5 for specification of time conditions on the-exercise of a right. Flights may be granted for a specified time. Different kinds

of time specifications are appropriate‘ for different kinds of rights. Some rights may be exercised during a fixed and

predetermined duration. Some rights may be exercised for an interval that starts thelfirst time that the right is invoked"
by some transaction. Some rights may be exercised or are charged according to some kind of metered time. which
may be split into separate intervals. For example, a right to view a picture for an hour might be split into six ten minute

10 viewings or four fifteen minute viewings or twenty three minute viewings. A '
The terms "time" and "date" are used synonymously to referto a moment in time. There are several kinds of time

specifications. Each specification represents some limitation on the times over which thejusage righttapplies. The
Expiration—Date specifies the moment at which the usage right ends. For example, if the Expiration-Date is "Jan 1,
1995," then the right ends at the first moment of 1995. if the Expiration—Date is specified as ‘forever’, then the rights

75 are interpreted as continuing without end. If only an expiration date is given, then the right can be exercised as often
as desired until the expiration date. _

Grammar element 1513 "Fixed-Interval : = From: Start-Time" is used to define a predetermined interval that

runs from the start time to the expiration date. 5 ' V '
Grammar element 1514 "Sliding-Interval: = Interval: Use-Duration" is used to define an indeterminate (or

20 "open") start time. it sets limits on a continuous period of time over which the contents are accessible. The period starts
on the first access and ends after the duration has passed or the expiration date is reached, whichever. comes first.,

For example, if the right gives 10 hours of continuous access, the use-duration would begin when the first access was
made and end 10 hours later. . " , '

Grammar element 1515 "Meter-Time: = Time-Remaining: Remaining-Use" is used to define a "meter time,"

25 that is, a measure of the time that the right is actually exercised. It differs from the‘S|iding-lnterval specification in that _

the time that the digital work is in use'need not be continuous. For example, if the rights guarantee three days of access,
those days could be spread out over a month. With this specification, the rights can be exercised until the meter time
is exhausted or the expiration date is reached, whichever comes first. i ' '

30 Remaining-Use: : Time-Unit
Start-Time: : Time-Unit»

Use-Duration: : Time-Unit V
All of the time specifications include time-unit specifications in their ultimate instantiation.

35 Security Class and Authorization Specification

The present invention provides for various security mechanisms to be introduced into a distribution or use scheme.
Grammar element 1516 "Access-Spec :({SC: Security-Class} {Authorizatiom Authorization-1D‘} {0ther—Author-
ization: Authorization-lD"} {Ticketz Ticket-lD})",provides a means for restricting access and transmission. Access

40 specifications can specify a required security class for a repository to exercise a right or a required authorization test
that must be satisfied. ' '

The keyword "SC:" is used to specify a minimum security level for the repositories involved in the access. lf "SC:
" is not specified, the lowest security level is acceptable. '

The optional "Authorizationz" keyword is used to specify required authorizations on the same repository as the

45 work. The optional "Other-Authoriza_tion:" keyword is used to specify required authorizations on the other repository
in the transaction, ' '

The optional "Ticket" keyword specifies the identity of a ticket required for the transaction. A transaction involving

digital tickets must locate an appropriate digital ticket agent who can "punch"vor'otherwise validate the ticket before
the transaction can proceed. Tickets are described in greater detaii below.

50 In a transaction involving a repository and a document server, some usage rights may require that the repository

have a particular authorization, that the server have some authorization, or that both repositories have (possibly dif-

ferent) authorizations. Authorizations themselves are digital works (hereinafter referred to as an authorization object)
that can be moved between repositories in the same manner as other digital works. Their copying and transferring is
subject to the same rights and fees asother digital works. A repository is said to have an authorization if that author-

55 ization object is contained within the repository.
In some cases, an authorization may be required from a source other than the document "server and repository.

An authorization object referenced by an Authorization-ID can contain digital address information to be used to set up
a communications link between a repository and the authori7alion source. These are analogous to phone numbers.

13
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For such access tests. the communication would need to be established and authorization obtained before the rightcould be exercised.

For one-time usage rights, a variant on this scheme is to have a digital ticket. A ticket is presented toa digital ticket
agent, whose type is specified on the ticket. In the simplest case, a certified generic ticket agent, available on all

5 repositories, is available to "punch" the ticket. In other cases, the ticket may contain addressing information for locating
a "special" ticket agent. Once a ticket has been punched, it cannot be used again for the same kind of transaction
(unless it is unpunched or refreshed in the manner described below.) Punching includes marking the ticket with a
timestamp of the date and time it was used. Tickets are digital works and can be copied or transferred between repos-
itories according to their usage rights.

10 In the currently preferred embodiment, a “punched” ticket becomes 'unpunched' or "refreshed" when it is copied
or extracted. The Copy and Extract operations save the date and time as a property of the digital ticket. When a ticket
agent is given a ticket, it can simply check whether the digital copy was made after the last time that it was punched.
Of course, the digital ticket must have the copy or extract usage rights-attached thereto.

The capability to unpunch a ticket is inportant in the following cases:15

- Adigital work is circulated at low cost with a limitation that it can be used only once.
- A digital work iscirculated with a ticket that can be used once to give discounts on purchases of other works.
- A digital work is circulated with a ticket (included in the purchase price and possibly embedded in the work) that

can be used for a future upgrade. ' ‘20

In each of these cases, if a paid copy is made of the digital work (including the ticket) the new owner would expect
_ to get a fresh (unpunched) ticket, whether the copy seller has used the work or not. In contrast, loaning a work or simply

transferring it to another repository should not revitalize the ticket.

25 Usage Fees and Incentives Specification

The billing for use of a digitalwork is fundamental to a commercial distribution system. Grammar Element 1517
"Fee-Spec: = {Scheduled-Discount} Regular-Fee-Spec l Scheduled-Fee-Spec I Markup—Spec" provides a range
of options for billing for the use of digital works. _ _

A30 A key feature of this approach is the development of low-overhead billing for transactions in potentially small
amounts. Thus, it becomes feasible to collect f_ees of only a few cents each for thousands of transactions.

The grammar differentiates between uses where the charge is per use from those where it is metered by the time
unit. Transactions can support fees that the user pays for using a digital work as well as incentives paid by the right
grantor. to users to induce them to use or distribute the digital work.

35 The optional scheduled discount refers to the rest of the lee specification--discounting it by a percentage over
time. If it is not specified, then there is no scheduled discount. Regular fee specifications are constant over time.
Scheduled fee specifications give a schedule of dates over which the fee specifications change. Markup specifications
are used in d-blocks for adding a percentage to the fees already being charged.

Grammar Element 1518 "Scheduled-Discount: = (Scheduled-Discount: (Time-Spec Percentage)*)" A Sched-
40 » uled—Discount is a essentially a scheduled modifier of any other fee specification for this version of the right of the

digital work. (It does not refer to children or parent digital works or to other versions of rights.). It is a list of pairs of
times and percentages. The most recent time in the list that has not yet passed at the time of the transaction is the ’
one in effect. The percentage gives the discount percentage. For example, the number 10 refers to a 10% discount.

‘ Grammar Element 1519 ‘Regular-Fee-Spec : = ({Fee: I lncentivez} [Per—Use-Spec I Metered-Rate-Spec I Best-
45 Price-Spec I Call-For—Price-Spec] {Min: Money-Unit Per: Time-Spec}{Max: Money-Unit Per: Time-Spec} To: Ac-

count-ID)" provides for several kinds of fee specifications.

Fees are paid by the copy-owner/user to the revenue—owner if Fee: is specified. Incentives are paid by the revenue-
owner to the user if Incentive: is specified. If the Min: specification is given, then there is a minimum fee to be charged
per time—spec unit for its use. If the Max: specification is given, then there is a maximum fee to be charged per time- _

50 spec for its use. When Fee: is specified. Account-ID identifies the account to which the fee is to be paid. When In-
centive: is specified, Account-ID identifies the account from which the fee is to be paid.

Grammar element 1520 “Per-Use-Spec: = Per-Use: Money-unit“ defines a simple fee to be paid every time the
right is exercised. regardless of how much time the transaction lakes.

Grammar element 1521 "Metered-Rate-Spec : = Metered: Money-Unit Per: Time-Spec“ defines a-metered-rate
55 fee paid according to how long the right is exercised. Thus, the time it takes to complete the transaction determinesthe fee.

Grammar element 1522 "Best-Price-Spec : = Best-Price: Money-unit Max: Money-unit" is used to specify a
best-price that is determined when the account is settled. This specification is to accommodate special deals, rebates,
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and pricing that depends on information that is not available to the repository. All fee specifications can be combined

with tickets or authori7ations that could indicate that the consumer is a wholesaler or that he is a preferred customer,

or that the seller be authorized in some way. The amount of money in the Max: field is the maximum amount that the 4
use willcost. This is the amount that is tentatively debited from the creditserver. However. when the transaction is

5 ultimately reconciled, any excess amount will be returned to the consumer in a separate transaction.
Grammar element 1523 ‘Call-For-Price-Spec: = Call-For-Price " is similar to a "Best-Price-Spec" in that it is

intended to accommodate cases where prices are dynamic. A Call-For-Price Spec requires a communication with a
dealer to determine the price. This option cannot be exercised if the repository cannot communicate with a dealer at

the time that the right is exercised. It is based on a secure transaction whereby the dealer names a price to exercise
10 the right and passes along a deal certificate which is referenced or included in the billing process. '

' Grammar element 1524 "Scheduled-Fee-Spec: = (Schedule: (Time-Spec Regular-Fee—Spec)‘)" is used to pro-
vide a schedule of dates over which the fee specifications change. The fee specification with the most recent date not
in the future is the one that is in effect. This is similar to but more general than the scheduled discount. It is more

general, because it provides a means to vary the fee agreement for each time period.
75 Grammar element 1525 'Markup~Spec: = Markup: percentage To: Account-ID" is provided for adding a per-

centage to the fees already being charged. For example. a 5% markup means that a fee of 5% of cumulative fee so

far will be allocated to the distributor. A markup specification can be applied to all of the other kinds of fee specifications.
It is typically used in a shell provided by a distributor. It refers to fees associated with d—blocks that are pans of the
current d-block. This might be a convenient specification for use in taxes, or in distributor overhead.

20 ‘ - ’

' HEPOSITOHY TRANSACTIONS

When'a user requests access to a digital work, the repository will initiate various transactions. The combination

of transactions invoked will depend on the specifications assigned for a usage right. There are three-basic types of
25 transactions, Session Initiation Transactions, Financial Transactions and Usage Transactions. Generally, session ini-

tiation transactions are initiated first to establish a valid session. When a valid session is established, transactions

corresponding to the various usage rights are invoked. Finally, request specific transactions are performed.

Transactions occur between two repositories (one acting as a server), between a repository and a document play-

. back platform (e.g. for executing or viewing), between a repository and a credit server or between a repository and an
30 » authorization server. When transactions occur between more than one repository, it is assumed that there is a reliable

communication channel between the repositories. For example, this could be a TCP/IP channel or any other commer-

cially available channel that has built-in capabilities for detecting and correcting transmission errors. However, it is not

assumed that the communication channel is secure. Provisions for security and privacy are part of the requirements
for specifying and implementing repositories and thus form the need for various transactions.35

Message Transmission

Transactions require that there be some communication between repositories. Communication between.reposi—
tories occurs in units termed as messages. Because the communication line is assumed to be unsecure, allcommu—

40 nications with repositories that are above the lowest security class are encrypted utilizing a public key encryption
technique. Public key encryption is a well known technique in the encryption ans. The term key refers to a numeric

code that is used with encryption and decryption algorithms. Keys come in pairs, where "writing keys" are used to
encrypt data and "checking keys" are used to decrypt data. Both writing and checking keys may be public or private.‘
Public keys are those that are distributed to others. Private keys are maintained in confidence.

45 Key management and security is instrumental in the success of a public key encryption system. In the currently
preferred embodiment, one or more master repositories maintain the keys and create the identification certificates
used by the repositories.

When a sending repository transmits a message to a receiving repository. the sending repository encrypts all of
its data using the public writing key of the receiving repository. The sending repository includes its name, the name of

'50 the receiving repository, a session identifier such as a nonce (described below), and a message counter in each mes-
sage.

In this way, the communication can only be read (to a high probability) by the receiving repository, which holds the

private checking key for decryption. The auxiliary data is used to guard against various replay attacks to security. If
messages ever arrive with the wrong counter or an old nonce, the repositories can assume that someone is interfering

55 with communication and the transaction terminated.

The respective public keys for the repositories to be used for encryption are obtained in -the registration transaction
described below.

15
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Session Initiation Transactions

A usage transaction is carried out in a session between repositories. For usage transactions involving more than
one repository. or for financial transactions between a repository and a credit sewer. a registration transaction is per-

5 formed. A second transaction termed a Iogin transaction, may also be needed to initiate the session. The goal of the
registration transaction is to establish a secure channel between two repositories who know each others identities. As
it is assumed that the communication channel between the repositories is reliable but not secure, there is a risk that
a non-repository may mimic the protocol in order to gain illegitimate access to a repository.

The registration transaction between two repositories is described with respectto Figures 16 and 17. The steps
10 described are from the perspective of a “repository-1 ' registering its identity with a "repository-2'. The registration must

be symmetrical so the same set of steps will be repeated for repository-2 registering its identity with repository—1.
Fleferring to Figure 16, repository-1 first generates an encrypted registration identifier, step 1601 and then generates
a registration message, step 1602. A registration message is comprised of an identifier of a master repository, the
identification certificate for the repository-1 and an encrypted random registration identifier. The identification certificate

15 is encrypted by the master repository in its private key and attests to the fact that the repository (here repository-1) is
a bona fide repository. The Identification certificate also contains a public key for the repository the repository security
level and a timestamp (indicating a time after which the certificate is no longer valid.) The registration identifier is a
number generated by the repository_for this registration. The registration identifier is unique to the session and is
encrypted in repository-1's private key. The registration identifier is used to improve security of authentication by de-

20 tecting certain kinds of communications based attacks. Ftepository-1 then transmits the registration message to repos-
itory-2, step 1603. '

Upon receiving the registration message, repository-2 determines if it has the needed public key for the master
repository, step 1604. If repository-2 does n_ot have the needed public key to decrypt the identification certificate. the_
registration transaction terminates in an error, step 1618, ' '

25 Assuming that repository~2 has the proper public key the identification certificate is decrypted, step 1605. Flcpos—
itory-2.saves the encrypted registration identifier, step 1606, and extracts the repository identifier. step 1607. The
extracted repository identifier is checked against a "hotlist" of compromised document repositories, step 1608. In the
currently preferred embodiment, each repository will contain "hotlists" of compromised repositories. if the repository
is on the "hotIist', the registration transaction terminates in an error per step_ 1618. Repositories can be removed from

30 the hotlist when their certificates expire, so that the list does not need to grow without bound. ‘Also, by, keeping a short
list of hotlist certificates that it has previously received, a repository can avoid the work of actually going through the
list. These lists would be encrypted by a master repository. A minor variation on the approach to improve efficiency
would have the repositories first exchange lists of names of hotlist certificates. ultimately exchanging only those lists
that they had not previously received. The "hotlists" are maintained and distributed by Master repositories.

35 Note that rather than terminating in error, the transaction could request that another registration message be sent
based on an identification certificate created by another master repository. This may be repeated until a satisfactory
identification certificate is found, or it is determined that trust cannot be established. A '

Assuming that the repository is not on the hotlist, the repository identification needs to be verified. in other words,
repository-2 needs to validate that the repository on the other end is really repository-1. This is termed performance

40 testing and is performed in order to avoid invalid access to the repository via a counterfeit repository replaying a re-
cording of a prior session initiation between repository-1 and repository-2. Performance testing is initiated by repository-
2 generating a performance message, step 1609. The performance message consists of a nonce, the names of the
respective repositories, the time and the registration identifier received from repository-1. A nonce is a generated
message based on some random and variable information (e.g. the time or the temperature.) The nonce is used to

45 check whether repository-1 can actually exhibit correct encrypting of a message using the private keys it claims to
have, on a message that it has never seen before. The performance message is encrypted using the public key specified
in the registration message of repository-1. The performance message is transmitted to repository-1, step 1610, where
it is decrypted by repository-1 using its private key, step 1611. Repository-1 then checks to make sure that the names
of the two repositories _are correct, step 1612, that the time is accurate, step 1613 and that the registration identifier

50 corresponds to the one it sent, step 1614. If any of these tests fails, the transaction is terminated per step 1616.
Assuming that the tests are passed, repository-1 transmits the nonce to repository-2 in the clear, step 1615. Repository-
2 then compares the received nonce to the original nonce, step 1617. If they are not identical, the registration transaction
terminates in an error per step 1618. If they are the same. the registration transaction has-successfully completed.

At this point, assuming that the transaction has not terminated. the repositories exchange messages containing
55 session keys to be used in all communications during the session and synchronize their clocks. Figure 17 illustrates

the session information exchange and clock synchronization steps (again from the perspective of repository-1.) Fle-
ferring to Figure 17, repository-1 creates a session key pair, step 1701. A first key is kept private and is used by
repository-1 to encrypt messages. The second key is a public key used by repository-2 to decrypt messages. The
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second key is encrypted using the public key of repository-2, step 1702 and is sent to repository-.2. step 1703. Upon
receipt. repository-2 decrypts the second key, step 1704. The second key is used to decrypt messages in subsequent
communications. When each repository has completed this step. they are both convinced that the other repository is
bona tide and that they are communicating with the original. Each repository has given the other a key to be used in

5 decrypting further communications during_the session. Since that key is itself transmitted in the public key of the re-

ceiving repository only it will be able to decrypt the key which is used to decrypt subsequent messages.

' After the session information is exchanged. the repositories must synchronize their clocks. Clock synchronization’

is used by the repositories to establish an agreed upon time base for the financial records of their mutual transactions.
Referring back to Figure 17, repository-2 initiates clock synchronization by generating a time stamp exchange message,

10 step 1705, and transmits it to repository— 1. step 1706. Upon receipt, repository-1 generates its own time stamp mes-

sage, step 1707 and transmits it back to repository-2, step 1708. Repository-2 notes the current time. step 1709 and

stores the time received from repository-1 , step 1710. The current time is compared to the_time‘_received from repository—

1, step 1711. The difference is then checked to see if it exceeds a predetermined tolerance (e.g. one minute), step
1712. If it does, repository-2 terminates the transaction as this may indicate tampering with the repository, step 1713.

15 If not repository-2 computes an adjusted time delta, step 1714. The adjusted time delta is the difference between the

clock time of repository-2 and the average of the times from repository-1 and repository-2.

To achieve greater accuracy. repository-2 can request the time again up to a fixed number of times (e.g. five times)",
repeat the clock synchronization steps, and average the results. i .

A second session initiation transaction is a Login transaction. The Login transaction is used tocheck the authenticity
20 of a user requesting a transaction. A Login transaction is particularly prudent for the authorization of financial transac-

tions that will be charged to a credit server. The Login transaction involves an interaction between the user at a user_

interface and the credit server associated with a repository. The information exchanged here is a login -string supplied
by the repository/credit server to identify itself to the user, and a Personal Identification Number (PIN), provided by the
user to_ identify himself to the credit server. In the event that the user is accessing a credit server on a repository different

25 from the one on which the user interface resides. exchange of the information would be encrypted using the public and _

private keys of the respective repositories. ' V ‘

Billing Transactions

30 Billing Transactions are concerned with monetary transactions with a credit server; Billing Transactions are carried
out when all other conditions are satisfied and a usage fee is required for granting thevrequest. For the most part. billing

transactions are well understood in the state of the art. These transactions are between a repository and a credit server,

or between a credit server and a billingclearinghouse. Briefly, the required transactionslinclude the following:

35 - Registration and LOGIN transactions by which the repository and user establish their bona fides to a credit server.

These transactions would be entirely internal in cases where the repository and credit server are implemented as

a single system.
- Registration and LOGIN transactions, by which a credit server establishes its bona fides to a billing clearinghouse.

- An Assign-fee transaction to assign a charge. The information in this transaction would includea transaction iden-
40 tifier, the identities of the repositories in the transaction, and a list of charges from the parts of the digital work. If

there has been any unusual event in the transaction such as an interruption of communications, that information
is included as well. "

o A Begin-charges transaction to assign a charge. This transaction is much the same as an assign—fee transaction
except that it is used for metered use. It includes the same information as the assign-fee transaction as well as

45 the usage fee information. The credit-sewer is then responsible for running a clock. '
0 An End-charges transaction to end a charge for metered use. (In a variation on this approach, the repositories

would exchange periodic charge information for each block of time.) p
- A report-charges transaction between a personal credit server and a billing clearinghouse. This transaction is

invoked at least once per billing period. It is used to pass along information about charges. On debit and credit
50 cards, this transaction would also be used to update balance information and credit limits as needed. .

All billing transactions are given a transaction ID and are reported to the credit severs by both the server and the
client. This reduces possible loss of billing information if one of the panics to a transaction loses a banking card and

provides a check against tampering with the system.55

Usage Transactions '

After the session initiation transactions have been completed. the usage request may then be processed. To sim-
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plify the description of the steps carried out in processing a usage request, the term requester is used to refer to a
repository in the requester mode which is initiating a request, and the term server is used to refer to a repository in the
server mode and which contains the desired digital work. In many cases such as requests to print or view a work, the
requester and server may be the same device and the transactions described in the following would be entirely internal.
In such instances, certain transaction steps, such as the registration transaction, need not be performed.

There are some common steps that are part of the semantics of all of the usage rights transactions. These steps
are referred to as the common transaction steps. There are two sets -- the 'opening" steps andthe "closing" steps.
For simplicity, these are listed here rather than repeating them in the descriptions of all of the usage rights transactions.

Transactions can refer to a part of a digital work. a complete digital work, or a Digital work containing other digital
works. Although not described in detail herein, a transaction may even refer to a folder comprised of a plurality of digital
works. The term 'work" is used to refer to what ever portion or set of digital works is being accessed.

Many of the steps here involve determining if certain conditions are satisfied. Recall that each usage right may
have one or more conditions which must be satisfied before the right can be exercised. Digital works have pans and
parts have parts. Diflerent parts can have different rights and fees. Thus, it is necessary to verify that the requirements
are met for ALL of the parts that are involved in a transaction For brevity, when reference is made to checking whether
the rights exist and conditions for exercising are satistied, it is meant that all such checking takes place for each of the
relevant parts of the.work. _

Figure 18 illustrates the initial common opening and closing steps for a transaction. At this point it is assumed that
registration has occurred and that a 'lrusted' session is in place. General tests are tests on usage rights associated
with the folder containing the work or some containing folder higher in the file system hierarchy. These tests correspond
to requirements imposed on the work as a consequence of its being on the particular repository, as opposed to being
attached to the work itself. Referring to Figure 18, prior to initiating a usage transaction, the requester performs any

' general tests that are required before the right associated with the transaction can be exercised, step, 1801. For ex-
ample, install, uninstall and delete rights may be implemented to require that a requester have an authorization certif-
icate before the right can be exercised. Another example is the requirement that a digital ticket be present and punched
before a digital work may be copied to a requester. If any of the general tests fail, the transaction is not initiated, step,
1802. Assuming that such required tests are passed, upon receiving the usage request, the server generates a trans- ‘
action identifier that is used in records or reports of the transaction, step 1803. The server then checks whether the
digital work has been granted the right corresponding to the requested transaction, step 1804. If the digital work has
not been granted the right corresponding to the request, the transaction terminates, step 1805. If the digital work has
been granted the requested right, the server then determines if the various conditions for exercising the right are
satisfied. Time based conditions are examinedjstep 1806. These conditions are checked by examining the time spec-
ification for the the version of the right. If any of the conditions are not satisfied, the transaction terminates per step 1805.

Assuming that the time based conditions are satisfied, the server checks security and access conditions, step
1807. Such security and access conditions are satisfied if:_ 1) the requester is at the specified security class, or a higher
security class, 2) the server satisfies any specified authorization test and 3) the requester satisfies any specified au-
thorization tests and has any required digital tickets. if any of the conditions are not satisfied, the transaction terminates
per step 1805. »

Assuming that the security and access conditions are all satisfied, the server checks the copy count condition,
step 1808. If the copy count equals zero, then the transaction cannot be completed and the transaction terminates perstep 1805.

Assuming that the copy count does not equal zero, the server checks if the copies in use for the requested right V
is greater than or equal to any copy count for the requested right (or relevant parts), step 1809. If the copies in use is
greater than or equal to the copy count, this indicates that usage rights for the version of the transaction have been
exhausted. Accordingly, the server terminates the transaction, step 1805. If the copy count is less than the copies in
use for the transaction the transaction can continue, and the copies in use would be incremented by the number of
digital works requested in the transaction, step 1810.

The server then checksif the digital work has a 'Loan' access right, step 1811 . The "Loan' access right is a special
case since remaining rights may be present even though all copies are loaned out. If the digital work has the "Loan"
access right, a check is made to see if all copies have been loaned out, step 1812. The number of copies that could
be loaned is the sum of the Copy-Counts tor all of the versions of the loan right of the digital work. For a composite
work, the relevant figure is the minimal such sum of each of the components of the composite work. if all copies have
been loaned out, the remaining rights are determined, step 1813. The remaining-rights is determined from the remaining
rights specifications from the versions of the Loan right. If there is only one version of the Loan right, then the deter-
mination is simple. The remaining rights are the ones specified in that version ot the Loan right, or none if Remaining-
Rights: is not specified. If there are multiple versions of the Loan right and all copies of all of the versions are loaned
out, then the remaining rights is taken as the minimum set (intersection) of remaining rights across all of the versions
of the loan right. The server then determines if the requested right is in the set of remaining rights. step 1814, If the
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requested right is not in the set of remaining rights, the server terminates the transaction, step 1805.
If Loan is not a usage right for the digital work or if all copies have not been loaned out or the requested right is in

the set of remaining rights, lee conditions for the right are then checked, step 1815. This will initiate various financial
transactions between the repository and associated credit sewer. Further. any metering of usage of a digital work will

5 ' commence. If any financial transaction fails. the transaction terminates per step 1805. i

It should be noted that the order in which the conditions are checked need not follow the order of steps 1806-1815.
At this point, right specific steps are now performed and are represented here as step 1816. The right specific

steps are described in greater detail below.
The common closing transaction steps are now performed. Each of the closing transaction steps are performed

10 ' by the server after a successful completion of a transaction. Referring back to Figure 18, the copies in use value-for
' the requested right is decremented by the number of copies involved in the transaction, step 1817. Next, if the right

had a metered usage fee specification, the server subtracts the elapsed time from the Remaining-Use-Time associated

with the right for every part involved in the transaction, step 1818. Finally, if there are lee specifications associated
with the right. the server initiates End-Charge financial transaction to confirm billing, step 1819.

15 ' -

Transmission Protocol

An important area to consider is the transmission of thedigital work from the server to the requester. The trans-
mission protocol described herein refers to events occurring after a valid session has been created. The transmission

20 protocol must handle the case of disruption in the communications between the repositories. It is assumed that inter»
' ference such as injecting noise on the communication channel can be detected by the integrity -checks (e.g., parity,
checksum, etc.) that are built into the transport protocol andare not discussed in detail herein.

The underlying goal in the transmission protocol is to preclude certain failure modes, such as maliciousvor accidental

_ interference on the communications channel. Suppose, for example, that a user pulls a card with the credit server at
25 a specific time near. the end of a transaction. There should not be a vulnerable time at which “pulling the card" causes

the repositories to fail to correctly account for the number of copies of the work that have been created. Restated. there
should be no time at which a‘ party can break a connection as a means to avoid payment after using a digital work.

If a transaction is interrupted (and fails), both repositories restore the digital works and accounts to their state prior
to the failure; modulo records of the failure itself. '

30 . ‘ Figure 19 is a state diagram showing steps in the process of transmitting information during a transaction. Each

box represents a state of a repository in either the server mode (above the central dotted line 1901 ) or in the requester
mode (below the dotted line 1901). Solid arrows stand for transitions between states. Dashed arrows stand for message

communicalionsybetween the repositories. A dashed message arrow pointing to a solid transition arrow is interpreted
as meaning that the transition takes place when the message is received. Unlabeled transition arrows take place

35 unconditionally. Other labels on state transition arrows describe conditions that trigger the transition. 7
Referring now to Figure 19, the server is initially in a state 1902 where a new transaction is initiated via start-

message 1903. This message includes transaction information including a transaction identifier and a count of the
blocks of data to be transferred. The requester, initially in a wait state 1904 then enters a data wait state 1905.

The server enters a data transmit state 1906 and transmits a block of data 1907 and then enters a wait for ac-

40 knowledgement state 1908. As the data is received, the requester enters a data receive state 1909 and when the data
blocks are completely received it enters an acknowledgement state 1910 and transmits an Acknowledgement message
1911 to the server. ' .

lf there are more blocks to send, the server waits until receiving an Acknowledgement message from the requester."

When an Acknowledgement message is received it sends the next block to the requester and again waits for acknowl-
45 edgement. The requester also repeats the same cycle of states.

If the server detects a communications failure before sending the last block, it enters a cancellation state 1912

wherein the transaction is cancelled. Similarly. if the requester detects a communications failure before receiving the
last block it enters a cancellation state 1913.

If there are no more blocks to send, the server commits to the transaction and waits for the final Acknowledgement
'50 in state 1914. If there is a communications failure before the sewer receives the final Acknowledgement message, it

still commits to the transaction but includes a report about the event to its credit server in state 1915. This report serves

two purposes. It will help legitimize any claims by a user of having been billed for receiving digital works that were not

completely received. Also it helps to identify repositories and communications lines that have suspicious patterns of
use and interruption. The server then enters its completion state 1916.

55 On the requester side, when there are no more blocks to receive, the requester commits to the transaction in state
1917. If the requester detects a communications failure at this state, it reports the failure to its credit server in state
1918, but still commits to the transaction. When it has committed, it sends an acknowledgement message to the server.
The server then enters its completion state 1919.
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The key property is that both the server and the requester cancel a transaction if it is interrupted before all of the
data blocks are delivered, and commits to it if all of the data blocks have been delivered. ‘

There is a possibility that the server will have sent all of the data blocks (and committed) but the requester will not
have received all of them and will cancel the transaction. In this case. both repositories will presumably detect a com-

5 munications failure and report it to their credit server. This case will probably be rare since it depends on very precise
timing of the communications failure. The only consequence will be that the user at the requester repository may want
to request a refund from the credit services -» and the case for that refund will be documented by repons by bothrepositories.

To prevent loss of data, the server should not delete any transferred digital work until ‘receiving the final acknowl-
70 edgement from the requester. But it also should not use the file. A well known way to deal with this situation is called

‘two-phase commit“ or 2PC. .

Two-phase commit works as follows. The first phase works the same as the method described above. The server
sends all of the data to the requester. Both repositories mark the transaction (and appropriate files) as uncommitted.
The server sends a ready-to-commit message to the requester. The requester sends back an acknowledgement. The

15 server then commits and sends the requester a commit message. When the requester receives the commit message,it commits the file. -

If there is a communication failure or other crash, the requester must check back with the server to determine the
status of the transaction. The server has the last word on this. The requester may have received all of the data, butif
it did not get the final message, it has not committed. The server can go ahead and delete files (except for transaction ’

20 records) once it commits, since the files are known to have been fully transmitted before starting the 2PC cycle.
There are variations known in the art which can be used to achieve the same effect. For example, the server could

use an additional level of encryption when transmitting a work to a client. Only after the client sends a message ac-
knowledging receipt does it send the key. The client then agrees to pay for the digital work. The point of this variation
is that it provides a clear audit trail that the client received the work. For trusted systems, however, this variation adds

25 a level of encryption for no real gain in accountability. ' '
The transaction for specific usage rights are now discussed.

The Copy Transaction

30 A Copy transaction is a request to make one or more independent copies of the workwith the same or lesser
usage rights. Copy differs from the extraction right discussed later in that it refers to entire digital works or entire folders
containing digital works. A copy operation cannot be used to remove a portion of a digital work. '

- The requester sends the server a message to initiate the Copy Transaction. This message indicates the work to
35 be copied, the version of the copy right to be used for the transaction, the destination address information (location

in a folder) for placing the work, the file data for thework (including its size), and the number of copies requested.
0 The repositories perform the common opening transactionsteps. '

- The server transmits the requested contents and data to the client according to the transmission protocol. If a
Next-Set-Of-Rights has been provided in the version of the right, those rights are transmitted as the rights for the

-10 work. Otherwise, the rights of the original are transmitted. ln any event, the Copy_-Count field for the copy .'of the
digital work being sent right is set to the numberof-copies requested. , '

- The requester records the work contents, data, and usage rights and stores the work. It records the date and time
that the copy was made in the properties of the digital work.

- The repositories perform the common closing transaction steps.45

The Transfer Transaction

A Transfer transaction is a request to move copies of the work with the same or lesser usage rights to another
repository. In contrast with a copy transaction, this results in removing the work copies from the server.50

- The requester sends the server a message to initiate the Transfer Transaction. This message indicates the work
to be transferred, the version of the transfer right to be used in the transaction, the destination address information
for placing the work, the file data for the work, and the number of copies involved. -

- The repositories perform the common opening transaction steps. V
55 - The server transmits the requested contents and data to the requester according to the transmission protocol. if

a Next-Set—Of—Flights has been provided, these rights are transmitted as the rights for the work. Othenrvise, the
rights of the original are transmitted. In either case, the Copy—Count field for the transmitted rights are set to the
number-of-copies "requested.

20
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0 The requester records the work contents, data. and usage rights and stores the work.
0 The server decrements its copy count by the number of copies involved in the transaction.

- The repositories perform the common closing transaction steps.

- lf the number of copies remaining in the server is now zero, it erases the digital work from its memory5

The Loan Transaction

A loan transaction is a mechanism for loaning copies of a digital work. The maximum duration of the loan is de-

termined by an internal parameter of the digital work. Works are automatically returned alter a predetermined time
10 period.

- The requester sends the server a message to initiate the Transfer Transaction. This message indicates the work

to be loaned. the version of the loan right to_be used in the transaction, the destination address information for
placing the work. the number of copies involved. the file data for thelwork, and the period of the loan.

15 - The server checks the validity of the requested loan period, and ends with an error if the period is not valid. Loans
for a loaned copy cannot extend beyond the period of the original loan to the server.

0 The repositories perform the common opening transaction steps.
- The server transmits the requested contents and data to the requester. If a Next-Set-Of—Rights has been provided,

those rights are transmitted as the rights for the work. Otherwise, the rights of the original are transmitted, as
20 modified to reflect the loan period.

~ 0 The requester records the digital work contents, data, usage rights, and loan period and stores the work.

o The server updates the usage rights information in the digital work to reflect the number of copies loaned out.
0 The repositories perform the common closing transaction steps.

- The server updates the usage rights data for the digital work. This may preclude use of the work until it is returned

25 from the loan. The user on the requester platform can now use the transferred copies of the digital work. A user
accessing the original repository cannot use the digital work , unless there are copies remaining. What happens
next depends on the order of events in time.

Case 1. ll the time of the loan period is not yet exhausted and the requester sends the repository a Return
30. - message. '

- The return message includes the requester identification, and the transaction ID.
' o The server decrements the copies-in-use field by the number of copies that were returned. (If the number

_ of digital works returned is greater than-thenumber actually borrowed, this is treated as an error.) This
35 step may now make the work available at the server for other users.

' - The ‘requester deactivates its copies and removes the contents from its memory.

Case 2. If the time of the loan period is exhausted and the requester has not yet sent a Return message.

40 - The server decrements the copies-in-use field by the number digital works that were borrowed.
- The requester automatically deactivates its copies of the digital work. It terminates allcurrent uses and

erases the digital work copies from memory. One question is why a requester would ever return a work

earlier than the period of the loan, since it would be returned automatically anyway. One reason for-early
return is that there may be a metered fee which determines the cost of the loan. Returning early may

45 reduce that fee.

The Play Transaction

A play transaction is a request to use the contents of a work. Typically, to "play" a woi'k is to send the digital work
50 through some kind of transducer, such as a speaker or a display device. The request implies the intention that the

contents will not be communicated digitally to any other system. For example, they will not be sent to a printer, recorded
on any digital medium. retained after the transaction or sent to another repository

This term “play” is natural for examples like playing music, playing a movie, or playing a video game. The general
form of play means that a "player" is used to use the digital work. However. the term play covers all media and kinds

55 of recordings. Thus one would "play" a digital work, meaning, to render it for reading, or play a computer program,
meaning to execute it. For a digital ticket the player would be a digital ticket agent.

- The requester sends the server a message to initiate the play transaction. This message indicates the work lobe
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played. the version of _the play right to be used in the transaction, the identity of the player being used, and the filedata for the work. ‘

- The server checks the validity of the player identification and the compatibility of the player identification with the
player specification in the right. It ends with an error if these are not satisfactory.

5 - The repositories perform the common opening transaction steps.
- The server and requester read and write the blocks of data as requested by the player according to the transmission

protocol. The requesterplays the work contents, using the player.

- When the player is finished, the player and the requester remove the contents from their memory.
- The repositories perform the common closing transaction steps. '10

The Print Transaction

A Print transaction is a request to obtain the contents of a work for the purpose of rendering them on a "printer."
We use the term "printer" to include the common case of writing with ink on paper. However, the key aspect of "printing"

15 in our use of the term is that it makes a copy 01 the digital work in a place outside of the protect_ion of usage rights. As
with all rights, this may require particular authorization certificates.

Once a digital work is printed, the publisher and user are bound by whatever copyright laws are in effect. However,
printing moves the contents outside the control of repositories. For example, absent any other enforcement mecha-
nisms, once a digital work is printed on paper, it can be copied on ordinary photocopying machines without intervention

20 by a repository to collect usage fees. If the printer to a digital disk is permitted, then that digital copy is outside of the
‘ control of usage rights. Both the creator and the user know this, although the creator does not necessarily give tacit

consent to such copying, which may violate copyright laws.

- The requester sends the server a message to initiate a Print transaction. This message indicates the work to be
25 played, the identity of the printer being used, the file dataifor the work, and the number of copies in the request.

- The server checks the validity of the printer identification and the compatibility of the printer identification with the
printer specification in the right. it ends with an error if these are not satisfactory. ‘

- The repositories perform the common opening transaction steps.
0 The server transmits blocks of data according to the trensmissionprotocol.

30 - The requester prints the work contents, using the printer.

o When the printer is finished, the printer and the requester remove the contents from theirmemory.
0 The repositories perform the common closing transaction steps. ‘ A

The Backup Transaction

35 V
A Backup transaction is a request to make a backup copy of a digital work, as a protection against media failure.

in the context of repositories, secure backup copies differ from other copies in three ways: (1) they are made under
the control of a Backup transaction rather than a Copy transaction, (2) they do not count as regular copies, and (3)
they are not usable as regular copies. Generally, backup copies are encrypted.

40 Although backup copies may be transferred or copied, depending on their assigned rights, the only way to, make
them useful for playing, printing or embedding is to restore them. ' .

The output of a Backup operation is both an encrypted data file that contains the contents and description of a
work, and a restoration file with an encryption key for restoring the encrypted contents. In many cases, the encrypted
data file would have rights for ' printing“ it to a disk outside-of the protection system, relying just on its encryption for

45 security. Such files could be stored anywhere that was physically safe and convenient. The restoration file would be
held in the repository. This file is necessary for the restoration of a backup copy. It may have rights for transfer betweenrepositories. ‘

- The requester sends the server a message to initiate a backup transaction. This message indicates the work to
50 be backed up, the version of the backup right to be used in the transaction, the destination address information

for placing the backup copy, the file data for the work.

- The repositories perform the common opening transaction steps. .

- The server transmits the requested contents and data to the requester. If a Next-Set-Of-Rights has been provided.
those rights are transmitted as the rights for the work. Otherwise, a set of default rights for backup files of the

55 original are transmitted by the server.

0 The requester records the work contents, data, and usage rights. It then creates a one-time key and encrypts the
contents file. It saves the key information in a restoration file.

- The repositories perform the common closing transaction steps.
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in some cases, it is convenient to be able to archive the large, encrypted contents file to secure offline storage,

such as a magneto-optical storage system or magnetic tape. This creation of a non-repository archive file is as secure
as the encryption process. Such non-repository archive storage is considered a form of "printing" and iscontrolledby

a print right with a specified "archive-printer." An archive-printer device is programmed to save the encrypted contents
5 file (but not the description file) offline in such a way that it can be retrieved. '

The Restore Transaction

A Flestore transaction is a request to convert an encrypted backup copy of a digital work into a usable copy. A
10 restore operation is intended to be used to compensate for catastrophic media failure. Like all usage rights, restoration

rights can include fees and access tests including authorization checks.

- The requester sends the server a message to initiate a Restore transaction. This message indicates the work to
. be restored, the version of the restore right for the transaction, the destination address information for placing the

15 work, and the file data for the work. '

- The server verifies that the contents file is available (i.e. a digital work corresponding to the request has been
backed-up.) If it is not, it ends the transaction with an error. '

- The repositories perform the common opening transaction steps.

- The server retrieves the key from the restoration file. It decrypts the work contents, data. and usage rights.
20 0 The server transmits the requested contents and data to the requester according to the transmission protocol. If

a Next-Set-Of-Flights has been provided, those rights are transmitted as the. rights for the work. ‘Otherwise, a set
of default rights for backup files of the original are transmitted by the server.

- The requester stores the digital work. . '
- The repositories perform the common closing transaction steps.

25

The Delete Transaction

A Delete transaction deletes a digital work or a number of copies of a<digital'work'from a ‘repository. Practically" all
digital works would have delete rights. - '

30 -

- The requester sends the server a message to initiate a delete transaction. This message indicates the work to be
deleted , the version of the delete right for the transaction.

- The repositories perform the common opening transaction steps.

- The server deletes the file, erasing it from the file system.
35 0 The repositories perform the common closing transaction steps.

The‘Directory Transaction

A Directory transaction is a request for information about folders, digital works, and their pans. This amounts to

40 roughly the same idea as protection codes in a conventional file system like TENEX, except that it is generalized to

the full power of the access specifications of the usage rights language. ' e
The Directory transaction has the important role of passing along descriptions of the rights and fees associated

with a digital work. When a user wants to exercise a right, the user interface of his repository implicitly makes a directory
request to determine the versions of the right that are available. Typically these are presented to the user -- such as

45 with different choices of billing for exercising a right. Thus, many directory transactions are invisible to the user and
are exercised as pan of the normal process of exercising all rights. '

- The requester sends the server a message to initiate a Directory transaction. This message indicates the file or
folder that is the root of the directory request and the version of the di rectory right used for the transaction.

50 - The server verifies that the information is accessible to the requester. In particular. it does not return the names
of any files that have a HIDE-NAME status in their directory specifications, and it does not return the parts of any

folders or files that have HlDE—PARTS in their specification. If the information is not accessible, the serverrends
the transaction with an error. '

- The reposifories.perform the common opening transaction steps.
55 - The server sends the requested data to the requester according to the transmission protocol.

- The requester records the data.
- The repositories perform the common closing transaction steps.
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The Folder Transaction

A Folder transaction is a request to create or rename a folder. or to move a work between folders. Together with
Directory rights. Folder rights control the degree to which organization of a repository can be accessed or modified

5 from another repository.

- The requester sends the server a message to initiate a Folder transaction. This message indicates the folder that
is the root of the folder request, the version of the folder right for the transaction, an operation, and data. The
operation can be one of create, rename, and move file. The data are the specifications required forthe operation, ’

10 such as a specification of a folder or digital work and a name.

- The repositories perform the common opening transaction steps.
- The server performs the requested operation -- creating a folder, renaming a folder, or moving a work between

folders. , '

0 The repositories perform the common closing transaction steps.15

The Extract Transaction

A extract transaction is a request to Copy a pan of a digital work and to create a new work containing it. The
extraction operation differs from copying in that it can be used.to separate a pan of a digital work from d-blocks or

20 shells that place additional restrictions or fees on it. The extraction operation differs from the edit operation in that it
does not change the contents of a work, only its embedding in d-blocks. Extraction creates a new digital work.

‘ - The requester sends the server a message to initiate an Extract transaction. This message indicates the part of
the work to be extracted, the version of the extract right to be used in the transaction, the destination address

25 information for placing the part as a new work, the file data for the work, and the number of copies involved.
- The repositories perform the common opening transaction steps. K _
o The server transmits the requested contents and data to the requester according to the transmission protocol. If

a Next-Set-Of—Flights has been provided, those rights are transmitted as the rights for the new work. Otherwise,
the rights of the original are transmitted. The Copy—Count field forthis right is set to the number-of-copies requested.

30 go The requester records the contents, data, and usage rights and stores the work. lt records the date and time that
' new work was made in the properties of the work.

0 The repositories perform the common closing transaction steps.

The Ernbed Transact ion35

An embed.transaction is a request to make a digital work become a pan of another digital work or to add a shell
d-block to enable the adding of fees by a distributor of the work. ‘

- The requester sends the server a message to initiate an Embed transaction. This message indicates the work to
40 _ be embedded, the version of the embed right to be used in the transaction, the destination address information

for placing the part as a a work. the file data for the work, and the number of copies involved.
- The server checks the control specifications for all of the rights in the part and the destination. If they are incom- A

patible. the server ends the transaction with an error. '

- The repositories perform the common opening transaction steps. .
45 - The server transmits the requested contents and data to the requester according to the transmission protocol. If

a Next-Set—Of-Rights has been provided, those rights are transmitted as the rights for the new work. Otherwise,
the rights of the original are transmitted. The Copy-Count field for this right is set to the number-of-copies requested.

- The requester records the contents, data, and usage rights and embeds the work in the destination file.
- The repositories perform the common closing transaction steps. 'so

The Edit Transaction

An Edit transaction is a request to make a new digital work by copying, selecting and modifying ponions of an
existing digital work. This operation can actually change the contents of a digital work. The kinds of changes that are

55 permittedvdepend on the process being used. Like the extraction operation. edit operates on portions of a digital work.
In contrast with the extract operation, edit does not affect the rights or location of the work. It only changes the contents.
The kinds of changes permitted are determined by the type specification of the processor specified in the rights. tn the
currently preferred embodiment, an edit transaction changes the work itself and does not make a new work, However.
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it would be a reasonable variation to cause a new copy of the work to be made.

- The requester sends the server a message to initiate an Edit transaction. This message indicates the work to be
edited. the version of the edit right to be used in the transaction. the file data for the work~(including its size). the

5 ' process-ID for the process, and the number of copies involved.
- The server checks the compatibility of the process—lD to be used by the requester against any process4D speci-

fication in the right. If they are incompatible,’ it ends the transaction with an error.
- The repositories perform the common opening transaction steps.

V - The requester uses the process to change the contents of the digital work as desired. (For example, itcan select

10_ ' and duplicate pans of it; combine it with other information; or compute functions based on the information. This
can amount to editing text, music, or pictures or taking whatever other steps are useful in creating a derivative work.)

- The repositories perform the common closing transaction steps.

The edit transaction is used to cover a wide range of kinds of works. The category-describes a process that takes
15 as its input any portion of a digital work and then modifies the input in some way. For example, for text, a process for

editing the text would require edit rights. A process for "summarizing" or counting words in the text would also be
considered editing. For a music file. processing could involve changing the pitch or tempo. or adding reverberations,
or any other audio effect. For digital video works, anything which alters the image would «require edit rights. Examples
would be colorizing, scaling, extracting still photos, selecting and combining frames into story boardsysharpening with

20 signal processing, and so on.
’ Some creators may want to protect the authenticity of their works by limiting the kinds of processes-that can be

performed on them. If there are no edit rights, then no processing is allowed at all. A processor identifier can be included
to specilywhat kind of process is allowed. If no process identifier is specified, then arbitrary processors-can be used.

, For an example of a specific process, a photographer may want tooallow use of his photograph but may not wantit to
25 be colorized. A musician may want to allow extraction of portions of his work but not changing of the tonality.

Authorization Transactions

_ There are many ways that authorization transactions can be defined. In the following, our preferred way is to simply
30 A define them in terms of other transactions thatwe already need for repositories. Thus. it is convenient sometimes to

speak of "authorization transactions." but they are actually made up ofvother transactions that repositories already have.
A usage right can specify an authorization-ID. which identifies an authorization object (a digital work in a file of a

standard format) thatthe repository must have and which it must process. The authorization is given to the generic
authorization (or ticket) server of the repository which begins to interpret the authorization.

55 As described earlier, the authorization contains a server identifier, which may just be the generic authorization
server or it may be another server. When a remote authorization server is required, it must contain a digital address. ’
It may also contain a digital certificate. . ~

It a remote authorization server is required, then the authorization process first performs the following. steps:

40 - The generic authorization server attempts to set up the communications channel. .(lf the channel cannot be-set
up, then authorization fails with an error.)

- When the channel is set up, it performs a registration process with the remote repository_f(lf registration fails, then
the authorization fails with an error.) ' V

- When registration is complete. the generic authorization sewer invokes a "Play" transaction with the remote re-
45 pository, supplying the authorization document as the digital work to be played, and the remote authorization server

(a program) as the 'player." (lf the player cannot be found or has some other error, then the authorization fails with
an error.) '

- The authorization server then “plays" the authorization. This involves decrypting it using either the public key of

the master repository that issued the certificate or the session key from the repository that transmitted it. The
50 authorization server then performs various tests. These tests vary according to the authorization sewer. They

include such steps as checking issue and validity dates of the authorization and checking any hot~lists of known

invalid authorizations. The authorization server may require carrying out any other transactionson the repository
as well, such as checking directories, getting some person to supply a password, or playing some other digital
work. It may also invoke some special process for checking information about locations or recent events..The

55 "script" for such steps is contained within the authorization server.

- It all of the required steps are completed satisfactorily, the authorization server completes the transaction normally,

signaling that authorization is granted. ‘

2s

a~sooclo:<es= _ons2-«ms > Petitioner Apple Inc. - Ex. 1025, p. 1325



Petitioner Apple Inc. - Ex. 1025, p. 1326

EP 0 715 244 A1 ‘

The Install Transaction

An lnstall transaction is a request to install a digital work as runnable software on a repository. In a typical case,
the requester repository is a rendering repository and the software would be a new kind or new version of a player.

5 Also in a typical case, the software would be copiedto file system of the requester repository before it is installed.

- The requester sends the sewer an install message. This message‘ indicates the work to be installed, the version
of the Install right being invoked, and the file data for the work (including its size).

- The repositories perform the common opening transaction steps. .
10 - The requester extracts a copy of the digital certificate for the software. If the certificate cannotbe found or the

master repository for the certificate is not known to the requester. the transaction ends with an error.

- The requester decrypts the digital cenificate using the public key of the master repository, recording the identity
of the supplier and creator, a key for decrypting the software, the compatibility information, and a tamper’-checking
code. (This step certifies the software.) A V - .

15 - The requester decrypts the software using the key from the certificate and computes a check code on it using a
1-way hash function. If the check~code does not match the tamper-checking code from the certificate. the instal-
lation transaction ends with an error. (This step assures that the contents of the software, including the various
scripts, have not been tampered with.) . i

- The requester retrieves the-instructions in the compatibility~checking script and follows them. If the software is not
20 compatible with the repository, the installation transaction ends with an error. (This step checks platform compat-ibility.)

- The requester retrieves the instructions in the installation script and follows them. If there is an error in this process
(such as insufficient resources), then the transaction ends with an error. Note that the installation process puts the-
runnable software in a place in the repository where it is no longer accessible as a work for exercising any usage

25 rights other than the execution of the software as part of repository operations in carrying out other transactions.
- The repositories perform the common closing transaction steps.

The Uninstall Transaction

30 An Uninstall transaction is a request to remove software from a repository. Since uncontrolled or incorrect removal _
of software from a repository could compromise its behavioral integrity, this step is controlled.. '

- The requester sends the server an Uninstall message. This message indicates the work to be uninstalled, the
version of the Uninstall right being invoked, and the file data for the work (including its size). '

35 - The repositories perform the common opening transaction steps.
- The requester extracts a copy of the digital certificate for the software. if the certificate cannot be_lound or the

master repository for the certificate is not known to the requester, the transaction ends with an error.
0 The requester checks whether the software is installed. If the software is not installed. the transaction ends with

an error. . . _ _ A
-10 - The requester decrypts the digital certificate using the public key of the master repository, recording the identity

of the supplier and creator, a key for decrypting the software, the compatibility information, and a tamper-checking
code. (This step authenticates the certification of the software, including the script for uninstalling it.)

- The requester decrypts the software using the key from the certificate and computes a check code on it using a
1-way hash function. If the check-code does not match the tamper-checking code from the certificate, the instal-

45 lation transaction ends with an error. (This step assures that the contents of the software, including the various
scripts, have not been tampered with.) '

- The requester retrieves the instructions in the uninstallation script and follows them. If there is an error in this
process (such as insufficient resources), then the transaction ends with an error.

- The repositories perform the common closing transaction steps.50

Claims

1. A distribution system for distributing digital works, said digital works having one or more usage rights attached
55 thereto, said distribution system comprising:

a grammar for creating instances of usage rights indicating a manner by which a possessor of an associated
digital work may transport said associated digital work;
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means for creating usage rights from said grammar;
means for attaching created usage rights to a digital work;
a requester repository for accessing digital works, said requester repository having means for generating usage

transactions. each said usage transaction specifying a usage right;
5 a server repository for storing digital works with attached created usage rights. said sewer repository having

means for processing usage transactions from said requester repository to determine if access to a digital

work may be granted. ' A

2. The distribution system as recited in Claim 1 wherein said grammar further specifies a default plurality of conditions
10 for an instance of a usage right, wherein said one or more conditions must be satisfied before said usage right

may be exercised. ‘

3. The distribution system as'recited in Claim 2 wherein said means for creating usage rights from said grammar is
further comprised of means for changing said default plurality of conditions for an instance of a usage right.

15

4. The distribution system as recited in Claim 1 wherein said digital work is a software program.

5. The distribution system as recited in Claim 1 wherein said grammar is further for creating a first version of a usage

- right having a first set of conditions and a second version of said usage right having a second set of conditions.
20 '

6. A computer based system for controlling distribution and use of digital works. comprising:

a usage rights grammar for creating instances of usages rights which define how a digital work may be used
. or distributed. said usage rights grammar comprising a first plurality of grammar elements for defining transport

25 usage rights and a second plurality of grammar elements fordefining rendering usage rights;

means for attaching usage rights to digital works; ' I - _
a plurality of repositories for storing and exchanging digital works, each of said plurality of repositories
comprising : ' ' - ‘
means for storing digital works and their attached usage rights;

30 transaction processing means having a requester mode of operation for requesting access to a requested
digital work. said request specifying a usage right, and a server mode of operation for processing requests to
access said requested digital work based on said usage right specified in said request and the usage rights
attached to said requested digital work; and _
a coupling means for coupling to another of said plurality of repositories across a communications medium.

35

7. The computer based system for controlling distribution and use of digital works as recited in Claim '6 wherein said
first plurality of grammar elements is comprised of:

a loan grammar element for enabling a digital work to be loaned to another repository;
40 a copy grammar element for enabling a copy of a digital work to be made and transported to another repository;

and

a transfer grammar element for enabling a digital work to be transferred to another repository.

8. The computer based system for controlling distribution and use of digital works as recited in Claim 6 or Claim 7
45 wherein said second plurality of grammar elements is comprised of: '

a play grammar element for enabling a digital work to be rendered on a specified class of_player device; and
a print grammar element [or enabling a digital work to be printed on a specified class of printer device.

50 9. The computer based system for controlling distribution and use of digital works as recited in any one of Claims 6

to 8 wherein said grammar comprises one or more further pluralities of grammar elements, for defining file man-

agement usage rights, for enabling a digital work to be used in the creation of a new digital work,for enabling the
secure installation and uninstallation of digital ‘works comprising of software programs, or for providing a set of
creator specified.conditions which must be satisfied for each instantiation of a usage right defined by a grammar

55 element.

10. A method for controlling distribution and use of digital works comprising the steps of:
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a) creating a set of usage rights from a usage rights grammar, each of said usage rights defining a specific
instance of how a digital work may be used or distributed, each of said usage rights specilying one or more

‘ conditions which must be satisfied in order for said usage right to be exercised; '
b) attaching said set of usage rights to a digital work:

5 c) storing said digital work and its attached usage rights in a first repository:
» d) a second repository initiating a request to access said digital work in said first repository. said request
specifying a usage right;

e) said first repository receiving said request from said second repository;
f) said first repository determining if said specified usage right is attached to said digital work;

10 g) said first repository denying access to said digital work if said identified usage right is not attached to said
digital work;

h) if said identified usage right is attached to said digital work, said first repository determining if conditions
specified by said usage right are satisfied; '

i) if said conditions are not satisfied, said first repository denying access to said digital work;
75 j) if said conditions are satisfied, said first repository transmitting said digital work to said second repository.

\

20

40

45

50

55
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1501 -«Digital Work Rights:= (Rights‘)

1 502 ~/Right := (Right-Code {Copy-Count} {Control-Spec} {Time~Spec }
{Access—Spec} {Fee-Spec})

1503-Right-Code : = Render-Code I Transport-Code I File-Management
Code|De1_-ivative-Works- Code I Configuration¢CodeA ' .

1504 ~—Render-Code 2 = [ Play 2 {Player: Player-ID} I Print:A{Printer: Printer,-iD}]
1505-~—'I‘ransport-Code := [Copy I Transfer I Loan {Remaining-Rights:

‘Next-Set-of-Rights}]{(Next-Copy-Rights: Next.-Set-of-Rights)}
7 505"'File-Management-Code : = Backup {Back-Up-Copy-‘Rights:

' Next-Set-of-Rights} I Restore I Delete I Folder

I Directory{Name: Hide-Local I Hide-Remote}
{Parts: Hide-Local I Hide-Remote}

1507-Derivative-Works-Code := [Extract I Embed I Edit{Pro'cess:
I Process-IDI] {Next-Copy-Rights :

I . Next-Set-of Rights}

1508~«Configuration-Code := Install I Uninstall "

15_09~«Next-Set-of-Rights := {(Add: Set-Of-Rights)} {(Delete: _ '
se:-or.mgms)} {(Replace: Set-Of—Right.a )}{(Keep: Set-Of-Rig-hts )}

1510~«Copy-Count 2 = (Copieszpositive-integerl 0 I Unlimited)
1 51 1 ~«C'ontrol-Spec : = (Control: {Restrictable I Unrestrictable} ’

{Unchargeable I Chargeable}) .

1512--Time-Spec := ({Fixed-Interval Isliding-Interval I Meter-Time}
. Until: Expiration-Date) I I

1513~« Fixed-Interval : = From: Start-Time

‘ 1.514~—'Sliding-Intenfal := Interval: Use-Duration

1515-Meter-Tinnez = Time-Remaining: Remaining-Use

151 5~v Access-Spec : = ({SC: Security-Class} (Authorization: Authorization-!D‘}'
{Other-Authorization: Authorization-ID‘) {Ticket: Ticket-IDI)

1 51 7'-Fee-Spec: = {Scheduled-Discount} Regular—Fee-Spec I Scheduled-Fee-Spec I
Markup-Spevc V ' I

1518-Scheduled-Discount: = Scheduled-Discount: (Scheduled-Disconnt:
' (Time-Spec Percentage)*) I _

1519~—Regular-Fee-Spec := ({Fee: I Incentive: } [Per-Usespec I Metered-Rate
Spec. I Best-Price-Spec I Call-For-Price-Spec]
{Minx Money-Unit Per: Time-Spec}{Max‘:

Money-Unit Per: Time-Spec} To: Account-ID)

1520-«Per-Use-Spec: = Per—Use: Money—unit I

1521 -Metered-Rate-Spec := Metered: Money-Unit Per: Time-Spec
1522 -Best-Price—Spec : = Best-Price: Money-unit Max: Money-unit
1523-—Call-Fo r-Price-Spec := Call-For -Price ' ~

1524-\« Scheduled-Fee-Spec: = (Schedule: (Time—Spec Regular-Fee-Spec)‘ )
1525--Markup-Spec: = Markup: percentage To: Account-ID

Fig. 15
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Description

The present invention relates to the field of distribution and usage rights enforcement for digitally encoded works.
A fundamental issue facing the publishing and information industries as they consider electronic publishing is how r

to prevent the unauthorized and unaccounted distribution or usage of electronically published materials. Electronically
published materials are typically distributed in a digital form and recreated on a comp'uter_based system having the
capability to recreate the materials. Audio and video recordings, software. books and multimedia works are all being
electronically published. Companies in these industries receive royalties for each accounted for delivery of the mate-
rials, e.g. the sale of an audio CD at a retail outlet. Any unaccounted distribution of a work results in an unpaid royalty
(e.g. copying the audio recording CD to another digital medium.)

The ease in which electronically published works can be “perfectly” ‘reproduced and dis_tributed is a major concern.
’ The transmission of digital works overnetworks is commonplace. One such widely used network is the Internet. The.

Internet is a widespread network facility by which computer users in many universities, corporations and govemmenl
entities communicate and trade ideas and information. Computer bulletin boards found on the Internet and commercial

‘networks such as CompuServ and Prodigy allow for the posting and retrieving of digital information. Information services
such as Dialog and LEXIS/NEXIS provide databases of current information on a wide variety of topics. Another factor
which will exacerbate the situation is the development and expansion of the National Information Infrastructure (the
NH). It is anticipated that, as the NH grows, the transmission of digital works over networks will increase many times
over. It would be desirable to utilize the NH for distribution of digital works without the fear of widespread unauthorized
copying.

The most straightforward way to curb unaccounted distribution is to prevent unauthorized copying and transmis-
sion. For existing materials that are distributed in digital form, various safeguards are used. In the case of software,

’ copy protection schemes which limit the number of copies that can be made or which corrupt the output when copying
is detected have been employed. Another scheme causes software to become disabled after a predetermined period
of time has lapsed. A technique used for workstation based software is to require that a special hardware device must

V be present on the workstation in order for the software to run, eg, see US-A-4,932,054 entitled "Method and Apparatus
for Protecting Computer Software Utilizing Coded Filter Network in Conjunction with an Active Coded Hardware Device.
" Such devices are provided with the software and are commonly referred to as dongles. ‘ '

Yet another scheme is to distribute software, but which requires a "key" to enable its use. This is employed in
distribution schemes where "demos" of the software are provided on a medium along with the entire product. The

. demos can be freely used, but in order to use the actual product, the key must be purchased. Theseschemes do not
hinder copying of the software once the key is initially purchased.

It is an object of the present invention to provide an improved system and method for controlling the use and
distribution of digital works. ' '

The invention accordingly provides a system and method as claimed in the accompanying claims.
. In a system for the control ofdistribution and use of digital works, a fee reporting mechanism for reporting fees

associated with such distribution and use is disclosed. The system includes a means for attaching usage rights to a
digital work. The usage rights define how the digital work may be used or further distributed by a possessor of the‘
digital work. Usage fees are specified as part of a usage right. The ability I? report usage fees may be a condition to
the exercise of a usage right. Further, different fees may be assigned to different usage rights. _' '

The present invention enables various usage fee scenarios to be used. Fees may be assessed on a per use basis,
on a metered basis or based on a predetermined schedule. Fees may also be discounted on a predetermined schedule,
or they can be marked-up a predetermined percentage (e.g. as a distributor fee). Fee reporting may also be deferred
to a later time, to accommodate special deals, rebates or some other external information not yet available. _

The present invention supports'usage fees in an additive fashion. Usage fees may be reported for a composite
digital work, ie. a digital work comprised of a plurality of discrete digital works each having their own usage rights, and
for distributors of digital works. Accordingly, feesto multiple revenue owners can be reported.

Usage lee reporting is done to a credit server. The credit server collects the fee information and periodically trans-
mits it to a billing clearinghouse.’Alternatively, the credit server may have a pre—allocated credit which is decremented
as fees are incurred. In this alternative embodiment, the credit server would have to be periodically reallocated withcredits to enable further use.

A system and method in accordance with the invention will now be described, by way of example, with reference
to the accompanying drawings, in which:- a

Figure 1 is a flowchart illustrating a simple instantiation of the operation of the currently preferred embodiment of
the present invention.

Figure 2 is a block diagram illustrating the various repository types and the repository transaction flow between
them in the currently preferred embodiment of the present invention.

Figure 3 is a block diagram of a repository coupled with a credit server in the currently preferred embodiment of
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the present invention. .

Figures 4a and 4b are examples of rendering systems as may be uti|i7ed in the currently preferred embodiment

of the present invention.

Figure 5 illustrates a contents file layout for a digital work as may be utilized in the currently preferred embodiment
5 of the present invention. . _ .

Figure 6 illustrates a contents file layout for an individual digital work of the digital work of Figure 5 as may be
utilized in the currently preferred embodiment of the-present invention. ‘ ‘

Figure 7 illustrates the components of a description block of the currently preferred embodiment of the present
invention. v .»

10 Figure 8 illustrates a description tree for the contents file layout ofthe digital work illustrated in Figure 5.

Figure 9 illustrates a portion of a description tree corresponding to the individual digital work illustrated in Figure 6.
Figure 10 illustrates a layout lorthe rights portionot a description block as may be utilizedin the currently preferred

embodiment of the present invention. ' ' '

Figure 11 is a description tree wherein certain d-blocks have PRINT usage rights and is used to illustrate "strict"
15 and "|enient" rules for resolving usage rights ‘conflicts.

Figure 12 is a block diagram of the hardware components of a repository as are utilized in the currently -preferred
embodiment of the present invention. ' . A

Figure 13 is a block diagram of the functional (logical) components of a repository as are utilized in the currently
preferred embodiment of the present invention.-

20 Figure 14 is diagram illustrating the basic components of a usage right in the currently preferred embodiment of
the present invention. . , .

Figure 15 lists the usage rights grammar of the currently preferred "embodiment of the present invention.
Figure 16 is a flowchart illustrating the steps of certificate delivery. hotlist checking and performance testing as

performed in a registration transaction as may be performed in the currently preferred embodiment of the present
25 invention. .

Figure 17 is a flowchart illustrating the steps of session information exchange and clock synchronization as may
be performed in the currently preferred embodiment of the present invention, a_fter each repository in the registration
transaction has successfully completed the steps described in Figure 16. ' ' V '

Figure 18 is a flowchart illustrating the basic flow for a usage transaction. including the common opening and

30 closing step, as may be performed in the currently preferred embodiment of the present invention. '
Figure 19 is a state diagram of server and client repositories in accordance with a transport protocol followed when

moving a digital work from the server to the client repositories, as may be performed in the currently preferred.embod-
iment of the present invention.

35 OVERVIEW

A system for controlling use and distribution of digital works is disclosed. The present invention is directed to

supporting commercial transactions involving digital works. ' g V g _
Herein the terms “digital work". "work" and -"content" refer to any work that has been reduced to a digital repre-

40 sentation. This would include any audio. video, text, or multimedia work and any accompanyingiinterpreter '(e.g. soft-
ware) that may be required for recreating the work. The term composite work refers to a digital work -comprised of a
collection of other digital works. The term "usage rights" or “rights" is a term which refers to rights granted to a recipient

of a digital work. Generally. these rights define how a digital work can be used and if it can be further distributed. Each
usage right may have one or more specified conditions which must be satisfied before the right may be exercised.

45 Figure 1 is a high level flowchart omitting various details but which demonstrates the basic operation of the present
invention. Referring to Figure 1. a creator creates a digital work, step 101. The creator will then ‘determine appropriate

usage rights and fees. attach them to the digital work. and store them in Repository 1, step 102. The determination of
appropriate usage rights and fees will depend on various economic factors. The digital work remains securely in Re-

pository 1 until a request for access is received. The request for access begins with a session initiation by another
50 repository. Here a Repository 2 initiates a session with Repository 1. step 103. As will be described in greater detail

below. this session initiation includes steps which helps to insure that the respective repositories are trustworthy. As-

suming that a session can be established, Repository 2 may then request access to the Digital Work for a stated
purpose, step 104. The purpose may be, for example, to print the digital work or to obtain a copy of the digital work.
The purpose will correspond to a specific usage right. In any event. Repository 1 checks the usage rights associated

55 with the digital work to determine if the access to the digital work maybe granted, step 105. The checkof the usage

rights essentially involves a determination of whether a right associated with the access request has been attached to

the digital work and if all conditions associated with the right are satisfied. If the access is denied. repository 1 terminates
the session with an error message, step 106. If access is granted. repository 1 transmits the digital work to repository
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2, step 107. Once the digital work has been transmitted to repository 2, repository 1 and 2 each generate billing infor~
mation for the access which is transmitted to a credit server, step 108, Such double billing reporting is done to insure
against attempts to circumvent the billing process.

Figure 2 illustrates the basic interactions between repository types in the present invention. As will become apparent
5 from Figure 2, the various repository types will serve different functions. lt'is fundamental that repositories will share

a core set of functionality which will enable secure and trusted communications. Referring to Figure 2, a repository
201 represents the general instance of a repository. The repository 201 has two modes of operation; a server mode
and a requester mode. When in the server mode, the repository will be receiving and processing access requests to
digital works. When in the requester mode, the repository will be initiating requests to access digital works. Repository

10 201 is general in the sense that its primary purpose is as an exchange medium for digital works. During the course of
operation, the repository 201 may communicate with a plurality of other repositories, namely authorization repository

’ 202, rendering repository 203 and master repository 204. Communication between repositories occurs utilizing a re-
pository transaction protocol 205. "

Communication with an authorization repository 202 may occur when a digital work being accessed has a condition
75 requiring an authorization. Conceptually, an authorization IS a digital certificate such that possession of the certificate

V is required to gain access to the digital work: An authorization is itself a digital work that can be moved between
repositories and subjected to fees and usage rights conditions. An authorization may be required by both repositories
involved in an access to a digital work. _ _

Communication with a rendering repository 203 occurs in connection with the rendering'of a digital work. As will
20 be described in greater detail below, a rendering repository "is coupled with a rendering device (eg. a printer device)

to comprise a rendering system. '

Communication with a master repository 205 occurs in connection with obtaining an identification certificate. Iden-
‘ tification certificates are the means by which a repository is identified as "trustworthy". The use of identification certif-

icates is described below with respect to the registration transaction. . ' ’

25 Figure 3 illustrates the repository 201 coupled to a credit server 301. The credit server 301 is a device which
accumulates billing information for the repository 201. The credit server 301 communicates with repository 201 via
billing transactions 302 to record-billing transactions. Billing transactions are reported to a billing clearinghouse 303 K
by the credit server 301 on a periodic basis. The credit server 301 communicates to the billing clearinghouse 303 via

_ clearinghouse transactions 304. The clearinghouse transactions 304 enable a secure and encrypted transmission of
30 information to the billing clearinghouse 303.

RENDERING SYSTEMS

A rendering system is generally defined as a system comprising a repository and a rendering device which can
35 render a digital work into its desired form. Examples of a rendering system may be a computer system, a digital audio

system, or a" printer. A rendering system has the same security features as a repository. The coupling of a rendering
repository with the rendering device may occur in a manner suitable for the type of rendering device.,

Figure 4a illustrates a printer as an example of a rendering system. Referring to Figure 4, printer system" 401 has
contained therein a printer repository 402 and a print device 403._ It should be noted that the the dashed line defining

40 printer system 401 defines a secure system boundary. Communications within the boundary are assumed to be secure.
Depending on the security level, the boundary also represents a barrier intended to provide physical integrity. The
printer repository 402 is an instantiation of the rendering repository 205 of Figure 2. The printer repository 402 will in
some instances contain an ephemeral copy of a digital work which remains until it is printed out-by the print engine
403. In other instances. the printer repository 402 may contain digital works such as fonts, which will remain and can

45 be billed based on use. This design assures that all communication lines between printers and printing devices are
encrypted. unless they are within a physically secure boundary. This design feature eliminates a potential "fault" point
through which the digital work could be improperly obtained. The printer device 403 represents the printer components
used to create the printed output. .

Also illustrated in Figure 4a is the repository 404. The repository 404 is coupled to the printer repository 402. The '
50 repository 404 represents an external repository which contains digital works. '

Figure 4b is an example of a computer system as a rendering system. A computer system may constitute a “multi-
function” device since it may execute digital works (e.g. software programs) and display digital works (e.g. a digitized
photograph). Logically. each -rendering device can be viewed as having its own repository, although only one physical
repository is needed. Referring to Figure 4b, a computer system 410 has contained therein a display/execution repos~

55 itory 411. The display/execution repository 411 is coupledto display device, 412 and execution device 413. The dashed
box surrounding the computer system 410 represents a security boundary within which communications are assumed
to be secure. The display/execution repository 411 is further coupled to a credit server 414 to report any fees to be
billed for access to a digital work and a repository 415 for accessing digital works stored therein,
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STRUCTURE OF DIGITAL WORKS

Usage rights are attached directly to digital works. Thus. it is important to understand the structure of a digital work.
The structure of a digital work. in particular composite digital works. may be naturally organized into an acyclic structure

5 ' such as a hierarchy. For example. a magazine has various_artic|es and photographs which may have been created
and are owned by different persons. Each of the articles and photographs may represent a node in a hierarchical
structure. Consequently, controls, i.e. usage rights. may be placed on each node by the creator. By enabling control

and fee billing to be associated with each node, a creator of a work can be assured that the rights and fees are not
circumvented. ‘

10 In the currently preferred embodiment, the file information tor a digital work is divided into two files: a "contents"
file and a “description tree“ file. From the perspective of a repository, the "contents" file is a stream of addressable

bytes whose format depends completely on the interpreter used to play, display or print the digital work. The description
tree file makes it possible to examine the rights and fees for a work without reference to the content of the digital work.

It should be noted that the term description tree asused herein refers to any type of acyclic structure used to represent
15 the relationship between the various components of a digital work,

Figure 5 illustrates the layout of a contents tile. Referring to Figure 5. a digital work is comprised of story A 510,
advertisement 511, story B 512 and story C 513. It is assumed that the digital work is stored starting at a relative
address of 0. Each of the parts of the digital work are stored linearly so that story A 510 is stored at approximately
addresses 0—30,000, advertisement 511 at addresses 30,001-40,000, story B 512 at addresses 40,001—60,000 and

20 story C 513 at addresses 60,001-85K. The detail of story A 510 is illustrated in ‘Figure 6. Referring to Figure 6, the
’ story A 510 is further broken down to show text 614 stored at address 0-1500, soldier photo 615 at addresses

1501-10,000, graphics 616 stored at addresses 10,001 -25,000 and sidebar 617 stored address 25,001-30,000. Note
that the data in the contents file may be compressed (for saving storage) or encrypted (for security).

From Figures 5 and 6 it is readily observed that a digital work’ can be represented by its component parts as a
25 hierarchy. The description tree for a digital work is comprised of a set of related descriptor blocks (d-blocks). The

contents of each d-block is described with respect to Figure 7. Reterring to Figure 7, a d-block 700 includes an identifier
701 which is a unique identifier for the work in the repository, a starting address 702 providing the start address of the
first byte of the work, a length 703 giving the number ol bytes in the work, a rights portion 704 wherein the granted
usage rights and their status data are maintained, a parent pointer 705 for pointing to a parent d-block andchild pointers

30 « 706 for pointing to the child d-blocks. In the currently preferred embodiment, the identifier 701 has two parts. The first

part is a unique number assigned to the repository upon manufacture. The second part is a unique number assigned
to the work upon creation. The rights portion 704 will contain a data structure, such as a look-up table, wherein the
various information associated with a right is maintained. The information required by the respective usage rights is
described in more detail below. D-blocks form a strict hierarchy. The top d-block of a work has no parent; all other d-

35 blocks have one parent. The relationship of usage rights between parent and child d-blocks and how conflicts are
resolved is described below.

A special type of d-block is a "shell" d-block. A shell d~block adds no new content beyond thecontent of its parts.

A shell d-block is used to add rights and fee information, typically by distributors of digital works.

V Figure 8 illustrates a description tree for the digital work of Figure 5. Referring to Figure 8, a top d-block 820 for
-'10 the digital work points to the various stories and advertisements contained therein. Here, the top d-block 820 points to

d-block 821 (representing story A 510), d-block 822 (representing the advertisement 511), d-block 823 (representing
story B 512) and and d-block 824 (representing story C 513).

The portion of theldescription tree for Story A 510 is illustrated in Figure 9. D—block 925 represents text 614, d-
block 926 represents photo 615. d-block 927 represents graphics 616 by and d-block 928 represents sidebar 617.

-'15 The rights portion 704 of a descriptor block is further illustrated in Figure 10. Figure 10 illustrates a structure which
is repeated in the rights portion 704 for each right. Referring to Figure 10, each right will have a right code field 1050
and status intormation field 1052. The right code field 1050 will contain a unique code assigned to a right. The status

information field 1052 will contain intormation relating to the state of a right and the digital work. Such information is
indicated below in Table 1. The rights as stored in the rights portion 704 may typically be in numerical order based on

50 the right code.

55
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' TABLE 1

I DIGITAL WORK STATE INFORMATION
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5 Copies-in-Use Number A counter of the number of copies of a work that are in use. incremented when
- another copy is used; decremented when use is completed.

Loan-Period Time-Units Indicator of the maximum number of time.-units that a document can be loanedout I ‘ '

70 Loaner-Copy Indicator that the current work is a loaned out copy of an authorized digital work.
Time-Units Indicator of the remaining time of use on a metered document right.

Document-Descr _ A string containing various identifying information about a document. The exact
A , format of this is not specified, but it can include informationsuch asa publisher

75 ” name. author name, ISBN number, and so on.

Flevenue»Owner RO-Descr A handle identifying a revenue owner for a digital work. This is used reporting
usage fees. .

— Publication—Date The date that the digital work was published.20 , . '
 
 
 

A list of events recording the repostories and dates for operations that copy, I
transfer, backup, or restore a digital work,

The approach for representing digtal works by separating description data from content assumes that parts of a
25‘ file are contiguous but takes no position on the actual representation of content. In particular, it is neutral to the question

‘of whether content representation may take an object oriented approach. It would be natural to represent content as
objects. In principle, it may be convenient to have content objects that include the billing structure and rights information
that is represented in the d-blocks, "Such variations in the design of the representation are possible and are viable
alternatives but may introduce processing overhead, e.g. the interpretation of the objects. I -

30 Digital works are stored in a repository as pan of a hierarchical file system." Folders (also termed directories and
sub—directories) contain the digital works as well as other folders. Digital works and folders in a folder are ordered in I
alphabetical order. The digital works are typed to reflect how the files are used. Usage rights can be attached to folders
so that the folder itself is treated as a digital work. Access to the folder would then be handled in the same fashion as
any other digital work As will be described in more detail below, the contents of the folderare subject to t_heirown rights.

35 Moreover, file management rights may be attached to the folder which define how folder contents can be managed.

 

ATTACHING USAGE RIGHTS TO A DIGITAL WORK

It is fundamental to the present invention that the usage rights are treated as part of the digital work. As the digital
40 work is distributed, the scope of the granted usage rights will remain the same or may be narrowed. For example, when

a digital work is transferred from a document server to a repository, the usage rights may include the right to loan a
copy for a predetermined period of time (called the original rights). When the repository loans out a copyof the digital
work, the usage rights in the loaner copy (called the next set of rights) could be set to prohibit any further rights to loan
out the copy. The basic idea is that one cannot grant more rights than they have. ’ I

45 The attachment of usage rights into a digital work may occur in a variety of ways. If the usage rights will be the
same for an entire digital work, they could be attached when the digital work is processed for deposit in the digital work
sewer. In the case of a digital work having different usage rights for the various components, this can be done as the
digital work is being created. An authoring tool or digital work assembling tool could be utilized which provides for an
automated process of attaching the usage rights.

50 As will be described below, when a digital work is copied, transferred or loaned, a ‘next set of rights“ can be
specified. The"next set of rights‘ will be attached to the digital work as it is transported.

Resolving Conflicting Rights

55 Because each part of a digital work may have its own usage rights. there will be instances where the rights of a
"contained part“ are different from its parent or container part. As a result. conflict rules must be established to dictate
when and how a right may be exercised; The hierarchical structure of a digital work facilitates the enforcement of such
rules. A 'strict' rule would be as follows: a right for a part in a digital work is sanctioned if and only if it is sanctioned
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for the pan, for ancestor d-blocks containing the part and for all descendent dblocks. By sanctioned, it is meant that
(1) each of the respective parts must have the right, and (2) any conditions for exercising the right are satisfied.

It also possible to implement the present invention using a more lenient rule. In the more lenient rule, access to

the part may be enabled to the descendent pans which have the right. but access is denied to the descendents which
do not. A

An example of applying both the strict rule and lenient is illustrated with reference to Figure 11. Referring to Figure
11. a root d—block 1101 has child d-blocks 1102-1105. In this case, root d—block represents a magazine, and each of

the child d-blocks 1102-1105 represent articles in the magazine. Suppose that a request is made to PRINT the digital

work representedby root d—block 1101 wherein the strict rule is followed. The rights for the root d-block 1101 and child

d-blocks 1102-1105 are then examined. Root d—block 1101 and child d-blocks 1102 and 1105 have been granted PRINT
rights. Child d—block 1103 has not been granted PRINT rights and child d—block 1104 has PRINT rights conditioned on

payment of a usage fee. 5 -
Under the strict rule the PRINT right cannot be exercised because the child d—block does not have the PRINT right.

Under the lenient rule, the result would be different. The digital works represented by child d-blocks 1102 and 1105
could be printed and_the digital work represented by d—block 1104 could be printed so long as the usage fee is paid.
Only the digital work represented by d—block 1103 could not be printed. This same result would be accomplished under
the strict rule if the requests were directed to each of the individual digital works. _ ' '

The present invention supports various combinations of allowing and disallowing access. Moreover, as will be
described below, the usage rights grammar permits the owner of a digital work to specify if constraints may be imposed

on the work by a container part. The manner in which digital works may be sanctioned because ol usage rights conflicts
' would be implementation specific and would depend on the nature of the digital works.

25
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REPOSITORIES

In the description of Figure 2, it was indicated that repositories come in various forms. All repositories provide a
core set of services for the transmission of digital works. The manner in which digital works are exchanged is the basis

for all transaction between repositories. The variousrepository types differ in the ultimate functions that they perform.
Repositories may be devices themselves, or they may be incorporated into other systems. An example is the rendering

repository 203 of Figure 2.
‘ A repository will have associated with it a repository identifier. Typically, the repository identifier would be a unique

number assigned to the repository at the time of manufacture. Each repository will also be classified as being in a
particular security class. Certain communications and transactions may be conditioned on a repository -being in a
particular security class. The various security classes are described in greater detail below.

. As a prerequisite to operation, a repository willrequire possession of an identification certificate. Identification
certificates are encrypted to prevent forgery and are issued by a Master repository. A master repository plays the role
of an authorization agent to enable repositories to receive digital works. Identification certificates must be updated on-

a periodic basis, Identification cenificates are described in greater detail below with respect to the registration trans-
action. ,

A repository has both a hardware and functional embodiment. The functional embodiment is typically software

executing on the hardware embodiment. Alternatively, the functional embodiment may be embedded in the hardware
embodiment such as an Application Specific |_ntegrated Circuit (ASIC) chip. -

The hardware embodiment of a repository will be enclosed in a secure housing which if compromised, may cause

the repository to be disabled. The basic components of the hardware embodiment of a repository are described with
reference to Figure 12. Referring to Figure 12, a repository is comprised of a processing means 1200, storage system
1207, clock 1205 and external interface 1206. The processing means 1200 is comprised of a processor element 1201

and processor memory 1202. The processing means 1201 provides controller, repository transaction and usage rights
transaction functions for the repository. Various functions in the operation of the repository such as decryption and/or
decompression of digital works and transaction messages are also performed by the processing means 1200. The

processor element 1201 may be a microprocessor or other suitable computing component. The processor memory

1202 would typically be further comprised of Read Only Memories (ROM) and Random Access Memories (RAM). Such
memories would contain the software instructions utilized by the processor element 1201 in performing the functions

of the repository.

The storage system 1207 is further comprised of descriptor storage 1203 and content storage 1204. The description
tree storage 1203 will store the description tree for the digital work and the content storage will store the associated
content. The description tree storage 1203 and content storage 1204 need not be of the same type of storage medium,
nor are they necessarily on the same physical device. So for example, the descriptor storage 1203 may be stored on
a solid state storage (for rapid retrieval of the description tree information), while the content storage 1204 may be on

a high capacity storage such as an optical disk.

07152-:3Ai_i_>
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The clock 1205 is used to time-stamp various time based conditions for usage rights or for metering usage fees
which may be associated with the digital works. The clock 1205 will have an uninterruptable power supply, eg. a
battery, in order to maintain the integrity of the time-stamps. The external interface means 1206 provides for the signal
connection to other repositories and to a credit server. The external interface means 1206 provides for the exchange

5 of signals via such standard interfaces such as RS-232 or Personal Computer Manufacturers Card Industry Association
(PCMCIA) standards, or FDDI. The external interface means 1206 may also provide network connectivity.

The functional embodiment of arepository is described with reference to Figure 13. Ffeferring to Figure 13, the
functional embodiment is comprised of an operating system 1301, core repository services 1302, usage transaction
handlers 1303, repository specific functions. 1304 and a user interface 1305. The operating system 1301 is specific

70 to the repository and would typically depend on the type of processor being.used. The operating system 1301 would
also provide the basic services for controlling and interfacing between the basic components of the repository.

The core repository services 1302 comprise a set of functions required by each and every repository. The core
repository services 1302 include the session initiation transactions which are defined in greater detail below. This set
of services also includes a generic ticket agent which is used to ‘punch’ a digital ticket and a generic authorization

75 server for processing authorization specifications. Digital tickets and authorizations are specific mechanisms for con-
trolling the distribution and use of digital works and ‘are described in more detail below. Note that coupled to the core
repository services are a plurality of identification certificates 1306. The identification certificates 1306 are required to
enable the use of the repository. _

The usage transactions handlers 1303 comprise functionality for processing access requests to digital works and
20 for billing fees based on access. The usage transactions supported will be different for each repository type. For ex-

ample, it may not be necessary for some repositories to handle access requests for digital works.
The repository specific functionality 1304 comprises functionality that is unique to a repository. For example, the

master repository has special functionality for issuing digital certificates and maintaining encryption keys. The repository
_ specific functionality 1304 would include the user interface implementation for the repository.25 ‘

Repository Security Classes

For some digital works the losses caused by any individual instance of unauthorizedcopying is insignificant and
the chief economic concern lies in assuring the convenience of access and low-overhead billing. In such cases, simple

30 and inexpensive handheld repositories and network-based workstations may be suitable repositories,. even thoughzthe
measures and guarantees of security are modest. _

At the other extreme, some digital works such as a digital copy of a first run movie or a bearer‘ bond or stock
certificate would be of very high value so that it is prudent to employ caution and fairly elaborate security measures to
ensure that they are not copied or forged. A repository suitable for holding such a digital work could have elaborate

35 measures for ensuring physical integrity and for verifying authorization before use. '

By arranging a universal protocol, all kinds of repositories can communicate with each other in principle. However,
creators of some works will want to specify that their works will only be transferred to repositories whose level of security
is high enough. For this reason, document repositories have a ranking system for classes and levels of security. The
security classes in the currently preferred embodiment are described in Table 2.40

TABLE 2

HEPOSITORY SECURITY LEVELS

' _ Description of Security
Open system.Document transmission is unencrypted. No digital certificate is required for identification.
The security of the system depends mostly on user honesty, since only modest knowledge may be needed
to circumvent the security measures. The repositery has no provisions for preventing unauthorized
programs from running and accessing or copying files. The system does not prevent the use of removable
storage and does not encrypt stored files.

  
     
 
 

 
45

 
  

 

 
 

 

50

Minimal security. Like the previous class except that stored files are minimally encrypted, including ones
on removable storage.  

 
 

 Basic security. Like the previous class except that special tools and knowledge are required to
compromise the programming, the contents of the repository, or the state of the clock. All digital
communications are encrypted. A digital certificate is provided as identification. Medium level encryption
is used.Flepository identification number is unforgeable.

 
 

55

 
   

Continuation of the Table on the next page
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TABLE 2 (continued)

REPOSITORY SECURITY LEVELS

Description of Security

General security. Like the previous class plus the requirement of special tools are needed to compromise
the physical integrity of the repository and that modest encryption is used on all transmissions. Password
protection is required to use the local user interface. The digital clock system cannot be reset without
authorization. No works would be stored on removable storage. When executing works as programs, it

runs them in their own address space and does not give them direct access to any file storage or other
memory containing system code or works. They can access works only through the transmission
transaction protocol.

Like the previous class except that high level encryption is used on all communications. Sensors-are

used to record attempts at physical and electronic tampering. Alter such tampering, the repository will
not perform other transactions until it has reponed such tampering to a designated server.

_

5 Like the previous class except thatif the physical or-digital attempts at tampering exceed some preset

thresholds that threaten the physical integrity of the repository or the integrity of digital and cryptographic
barriers. then the repository will save only document description records of history but will erase or destroy
any digital identifiers that could be misused if released to an unscrupulous. it also modifies any certificates
of authenticity to indicate that the physical system has been compromised. it also erases the contents
of designated documents.

Like the previous class except that the repository will attempt wireless communication to report tampering
and will employ noisy alarms. ‘

This would correspond to a very high level of security. This server would maintain constant
communications to remote security systems reporting transactions, sensor readings, and attempts to
circumvent security.

The characterization of security levels described in Table 2 is not intended to be fixed. More important is the idea
of having different security levels for different repositories. it is anticipated that new security classes and requirements
will evolve according to social situations and changes in technology.

Repository User Interface

A user interface is broadly defined as the mechanism by which a user interacts with a repository in order-to invoke
transactions to gain access to a digital work, or exercise usage rights. As described above, a repository may be em-
bodied in various forms. The user interface for a repository will differ depending on the panicular embodiment. The
user interface may be a graphical user interface having icons representing the digital works and the various transactions
that may be performed. The user interface may be a generated dialog in which a user is prompted for information.

The user interface itself need not be part of the repository. As a repository may be embedded in some other device,

the user interface may merely be a part of the device in which the repository is embedded. For example. the repository
could be embedded in a "card" that is inserted into an available slot in a computer system. The user interface may be
a combination of a display, keyboard, cursor control device and software executing on the computer system.

At a minimum, the user interface must permit a user to input information such as access requests and alpha
numeric data and provide feedback as to transaction status. The user interface will then cause the repository to initiate
the suitable transactions to service the request. Other facets of a panicular user interface will depend on the functionality
that a repository will provide.

CREDIT SERVERS

In the present invention. fees may be associated with the exercise of a right. The requirement for payment of fees
is described with each version of a usage right in the usage rights language. The recording and reporting of such fees
is performed by the credit server. One of the capabilities enabled by associating fees with rights is the possibility of
supponing a wide range of charging models. The simplest model, used by conventional software, is that there is a

single fee at the time of purchase, after which the purchaser obtains unlimited rights to use the work as often and for
as long as he or she wants. Alternative models, include metered use and variable fees. A single work can have different

fees for different uses. For example, viewing a photograph on a display could have different fees than making a hardcopy

D715243A1 I >
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