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00011 83 c4 04 add esp, 4

00014 p 8b f0 mov esi, eax

; Line 25

00016 8b 44 24 0c mov eax, DWORD PTR_b$[esp]

5 ' 0001a 50 ' push eax

0001b e8 00 00 00 00 call _TestSquare

00020 83 c4 04 add esp, 4

00023 03 c6 add eax, esi

; Line 28

I0 00025 5e pop esi

00026 c3 ret 0

_TestSum ENDP

_TEXT ENDS

; COMDAT_TestSqua.re .

15 _TEXT SEGMENT

_x$ = 8

_TestSquare PROC NEAR ; COMDAT

; Line 30 V

00000 56 ' push esi

20 ; Line 32

0000] 8b 74 24 08 mov esi, DWORD PTR _x$[esp]

00005 0f a.f f6 imul esi, esi

; Line 34

00008 ‘ 56 push esi

_ 25 00009 ff 15 00 O0 00

00 call DWORD PTR _lpCallBackFunc2

0000f 83 c4 04 add esp, 4

00012 Sb c6 mov eax, esi

;Line 36

30 00014 5e pop esi

00015 c3 ret 0

_TestSquare ENDP
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Such information also is available from .map output files from the linker where the "f" between

the address (i.e., 0a406100) and the object file (i.e. Algorithms.obj) means it is a "flat" address

(i.e., hard coded by the linker) and the lack of "f" means that it is an address pointer to be

supplied at run time (load time) where the address that is contained in that address location is

5 used and not the actual address location (i.e., the address that is contained at address location

0a406100 and not 0a406100 itself):

0001200000000 _TestSum 0a40l000 f Algorithmsobj.

0001100000030 _TestSquare 0a40l03O f Algorithmsobj

l0 V

0003:0000] 100 __lpCallBackFunc2 0a406100 Algorithms.obj

0003:0000] 104 __lpCallBackFuncl 0a406]04 Algorithms.obj

When the code inside the .dll makes a "call" to a dereferenced pointer, it would jump to the

15 correct function in the outer code and return the expected return value (if any). For example:

void CallBackFunctionl (){

// This is the first function that exists in the Stub executable

// whose address has been placed at the appropriate location inside the "dll" code

20 // that has now been decrypted in a block of memory. The code inside the "dll"

// makes a function call to this function. In its encrypted state, the "dll" does not contain

// this address, but merely has a placeholder for the address. The “dll” has enough space

allocated to hold an .

// address of this size. After the “dll” has been decrypted at run time, its address is

v 25 // placed in that location so the code inside the "dll"'that references (or more
// appropriately dereferences) that address can jump (which is function call) to this

// address.

AfxMessageBox(

_T("This is the FIRST Stub.exe call back function being called from the dll."));

30 _ return;
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void CallBackFunction2(DWORD nNumber){

// See comment for CallBackFunction1 except this function receives a parameter off

// of the stack. It could also return a value as well.

CString

5 cString(

T("This is the SECOND Stub.exe call back function being called from the dll"));

har buffer[20];

ltoa(nNumber, buffer, 10);

l0

cString += _T(" with a parameter of ");

cString += buffer;

cString += _T(".");

AfxMessageBox(cString.GetBuffer(0));

l 5 return;

The outer stub.exe would make the same kinds ofjumps or function calls into the now protected

decrypted code block as follows:

20

DWORD c;

// This command declares a function pointer. This command is different for difierent function

// calls. Here the called function takes two integer parameters and

25 // passes back a DWORD.

DWORD (*lpFunc)(DWORD,DWORD);

// The function pointer is then pointed to the starting address of the function in the

// block of memory that now holds the decrypted DLL.

30 lpFunc = (DWORD ("‘)(DWORD,DWORD)) UnwrapFixUpAndRelocateDll();

// Now call that "function" which is really like all function calls, i.e., ajump to
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// the address where that function exists. In this case, two

// variables are passed to that function and returning a value from that function. This function

illustrates that the function call

// can be more complicated than merely a simple jump

// to an address. Inline assembler code may be used to push the variables onto ‘

// the stack frame and return the variable from the eax register, but this function enables

// the C++ compiler to do the same function.

c = (DWORD) (*lpFunc)(a, b);

This mechanism requiresthe unwrap procedure and the now decrypted code to have intimate

knowledge about procedural interfaces of each other but no knowledge about each other's

implementation. This is the way most executable .exe files and .dll files behave but with the

addition of a series of "wrapper" functions on either side for communication. This method works

under Windows 95 and Windows NT 4.0 operating systems and should work under Windows NT

3.51 and other operating systems. ' 5
Another modified version of this mechanism that works under the Windows NT 4.0

operating system because of functions specific to Windows NT 4.0 would be to have another

hidden and/or encrypted executable within the digital information product. This executable

would be copied to a physical disk in an unencrypted form, launched or loaded with the

CreateProcess() command in its current form but called with a parameter to load the executable

in suspended mode:

BOOL success = CreateProcess(cFrontEndExe.GetBuffer(O), 0, 0, 0, TRUE,

CREATE_NEW_CONSOI_.El CREATE_SUSPENDED,

0, 0, &startUpInfo, &processInfo);

Then the first process would copy the encrypted dll into its own process and decrypt it, allocate

enough memory using VirtualAllocEx() in its current form in the second process that has just

loaded the expendable front end executable in a suspended state as follows:

LPVOID lpvBlockEx = VirtualAllocEx(processInfo.hProcess,
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(LPVOID) nPreferredLoadAddress, nPhantomFileSize,

MEM_RESERVE | MEM_COMMIT,

PAGE_READWRITE);

The decrypted code is copied from the first process to the second suspended process using

WriteProcessMemory() in its current form:

BOOL bWriteProcessMemory = WriteProcessMemory((l-IANDLE) processlnfo.hProcess,

(LPVOID) lpvBlockEx, (LPVOID) nPreferTedAddress,

(DWORD) nPhantomFileSize, (LPDWORD) &nBytesWritten);

The primary thread of the previously launched second process is then resumed:

DWORD nRcsumed = ResumeThread(processlnfo.hThread);

Any necessary function pointers are then placed in the correct locations by the second process,

the area of memory is locked to prevent any writes to a swap file, and the memory protection is

changed to execute only as follows:

WriteAddress((char*) 0x0a406lO4, (DWORD) &CallBackFunction1);

WriteAddress((char*) 0x0a406l00, (DWORD) &Cal1BackFunction2);

BOOL bVLock = VirtualLock((LPVOID) nPreferredLoadAddress, nPhantomFileSize);

DWORD lpflOldProtect; // variable to get old protection

BOOL bVProtect = \«'irtualProtect((LPVOID) nPreferredLoadAddress,

nPhantomFi1eSize,PAGE_EXECUTE, &lpflOldProteet);

The program can continue running by making and receiving calls to and from the decrypted

dynamic link library that now resides in the protected memory of its process using commands

such as the following:

DWORD c;
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DWORD (*lpFunc)(DWORD,DWOi{D);

lpFunc = (DWORD (*)(DWORD,DWORD)) ExpendableGetEntryAddress();

c = (DWORD) (*.lpFunc)(a, b);

The first process can either close down or launch another instance of that same process.

In either of these implementations using the same process or launching into a second

process, the hiddeniencrypted code never passes through a file system driver or memory resident

program in decrypted form. Code can be split up among different dynamic link libraries so that

no two would reside in memory at the sa.me time in order to protect code further. Both of these

systems can be implemented using the Win32 function calls. If additional functions, similar to a

CreateProcess() command or a LoadLibrary() command but that take a process identifier and

address location in memory to load in an executable instead of a physical file, are provided in an

operating system then the entire executable and dynamic link library can be hidden, encrypted,

and protected on the physical disk and then decrypted within protected memory and use the

operating system loader to load it directly to the operating system from memory without residing

in decrypted form on any physical medium.

Having described the operation and use of the computer program product in accordance

with the invention, embodiments of which are described above in connection with Figs. 3-8, and

the operation of the unwrap procedure and device driver it contains, the process of constructing

such -a computer program product will now be described in more detail. Referring now to Fig. 9,

an embodiment of this process for creating a computer program product is shown. This process

can be applied to any digital information including an arbitrary executable computer program,

dynamic link libraries and related files of data. All digital information is treated as mere data by

this process. Each separate data file is combined into a single file by this process, with an

executable program for performing the unwrap procedure,’ and optionally executable program

code for a virtual device driver, into the computer program product. Each file of hidden

information has a unique location and is identified by its own begin and end markers as shown in

Fig. 3. The first step of this process is opening a new data file for the computer program using a '

name that will be used to indicate an executable file (step 200). For example, an executable

word processing program may be named “word_processor.exe” in the Windows95 operating

system.
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The three portions of the computer program product are then inserted into the open data

file. First. the unwrap procedure is inserted at the beginning of the file in an executable format in

step 202. The begin tag for the optional device driver is then inserted in step 204. The

executable device driver program code is then inserted in step 206, followed by its corresponding

end tag in step 208. For each hidden file to be inserted into this computer program product, steps

210 to 216 are performed. First, the begin tag is inserted in step 210. The begin tag also may

include an indication of a unique name of the file which will be used as its name in the phantom

directory created by the unwrap procedure. The hidden file is then encrypted and/or compressed

in step 212 and inserted into the data file in step 214. The end tag for the hidden file is then

inserted in step 216. The device driver and all of the tags may be encrypted also if the unwrap

procedure has suitable decryption procedures. The computer program file is closed when the last A

hidden file is processed.

Using the present invention digital information, such as executable program code or

various kinds of data, is loaded and unloaded as needed, and thus does not take up any more

memory than is necessary. At no time does unencrypted digital information, such as computer

program code, exist on disk in accessible and complete decrypted form. Because the original

digital information is available as a read only file in one embodiment of the invention accessible

only to the device driver, the digital information may be accessed over networks, from a CD-

ROM or from a DVD, and can be made to have a limited number of uses. This mechanism is

particularly useful for controlling distribution of computer programs, digitized movies or other

information while reducing the cost of such distribution and control. For example, software may

be distributed over a network on a single use basis, and charges may be levied on a per use basis.

The ability to reverse engineer an application program also may be reduced.

One benefit with this system over some other systems for preventing unauthorized access

to digital information is that the content provider maintains control of the encryption applied to

the information how it may be decrypted. Any need for either a centralized facility or a

predetermined decryption program is eliminated. ‘An operating systems manufacturer or other

platform vendor merely provides the capability for the information to be accessed and decrypted

on the fly. Since the valuable information and any other tables of authorization codes,

passwords, or hardware identifiers that the content provider may use to secure the information

resides in one large encrypted file, it becomes difficult, if not impossible, for someone to

determine just where any of this information exists.
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A potential scenario with authorization procedure in which the present invention may be

used is the following. A consumer purchases a DVD disk containing a movie. The user puts the

disk into the player. This is the first time the disk is installed. The content provider’s functions

are loaded into the DVD chip, which looks in the encrypted table and sees that this is the first

time this disk is being played. The player then displays on a screen a numeric identifier and toll

free phone number. The consumer calls the toll free phone number and inputs the numeric

identifier that was displayed on the screen. The content provider provides a numeric password

based on the numeric identifier that the user inputs into the DVD. The content provider may

develop a database of information about its consumers that also may be used to detect pirating of

the digital information product. Now that thislauthorization has taken place, the software that the

content provider wrote, and is now in the DVD chip, takes a hardware identifier from the DVD

and encrypts it and puts it in the encrypted and buried table on the disk. Alteratively, the data

may be decrypted in memory and re-encrypted back onto the disk using the hardware identifier

as part of a key. Now that disk will run and show the movie and will only run on that DVD and

no other. The content provider could allow for a table of hardware id’s so they could limit the

number of DVD‘s that disk would run on or a limited number of times it can be shown. It should

be understood that many other authorization procedures may be used.

In the foregoing scenario, the movie is encrypted on the same disk inside of the encrypted

filethat contains the table and functions the content provider distributed. The movie is decrypted

by the decryption functions contained in the file directly to the DVD chip. At no time does the

movie reside anywhere in decrypted form. _The content provider can protect the movie with any

desired level of security (for both encryption and authorization).

In the present invention, the onus of protection of content does not reside with a hardware

manufacturer or platform provider but in the hands of the content provider. The hardware

manufacturer only provides the mechanism to protect the digital information through the

operating system. The technique and implementation of protection resides in the hands of the

content provider. This mechanism allows the content providers to change the level of security as

i needed without any modifications to the hardware. The security of the content is provided by the

encryption/decryption algorithms, public/private keys, and authorization methods which are

determined by the content provider. Even each individual product can have its own

encryption/decryption algorithms and/or public/private keys. All of these can be changed and

enhanced as the market demands.
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The present invention also could be used for on-line or live use of digital information.

For example, a movie could be retrieved on demand and recorded by a consumer. A set top box

could receive the digital information, decrypt it, and then re-encrypt and store the information

using, for example, a hardware identifier of the set top box. Since home movies digitally

recorded would be encrypted using the hardware identifier of the device used in recording, that

home movie could not be played on another or only on a limited number of other devices and/or

for only a specified number of times depending on the wishes of the content provider. Since the

algorithms are downloaded at the time of recording from a service provider, e.g., the cable

company, the content provider (movie company) would provide the encrypted data to the service

provider to present to their customers. The service provider need not be concerned with the
encryption/decryption and authorization functions used by the content provider. Similar uses are
possible with other data transmission systems including, but not limited to. telephone, cellular

communications, audio transmission including communication and the like.

In another embodiment, the stub executable program is a first process that is implemented

similar to a debugging tool such as the Softlce debugger from NuMega Technologies or the

WinDebug debugger from Microsoft Corporation for Ring 0 kemel level debugging for an Intel

processor based architecture, or the CodeView debugger for ring 3 application level debugging.
Such a debugger controls execution of a program to be debugged as a second process and steps

through each program statement or opcode of the debugged program. The debugging tool could

be modified to monitor each opcode that indicates a jump to a program fragment, such as each

instruction or a block code. If the program fragment to be executed is not decrypted, the

modified debugger decrypts the program fragment before the jump command is allowed to

execute. Each program fragment may be re-encrypted after execution. Clearly, unnecessary

debugging commands may be omitted from the modified debugger.

Having now described a few embodiments of the invention, it should be apparent to those

skilled in the art that the foregoing is merely illustrative and not limiting, having been presented

by way of example only. Numerous modifications and other embodiments are within the scope

of one of ordinary skill in the art and are contemplated as falling within the scope of the

invention as defined by the appended claims and equivalent thereto.
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CLAIMS

1. A computer-implemented process for executing encrypted computer program logic while

maintaining protection against copying of corresponding decrypted executable computer

program logic, wherein the encrypted computer program logic is stored in association with first

5 . executable computer program logic, the process comprising the steps of:

through an operating system of a computer, reading, loading and executing the first

executable computer program logic as a first process having a protected memory area defined by

the operating system;

the first process decrypting the encrypted computer program logic into second executable

10 computer program logic and storing the second executable computer program logic in the

protected memory area; and

the first process causing loading and execution of the decrypted second computer

program logic in the protected memory area.

15 2. The process of claim 1, wherein the encrypted computer program logic and the first

executable computer program logic are stored in a single data file accessible through the

operating system.

3. The process of claim 1, wherein the execution of the decrypted second computer program

20 logic is performed as a second process having a second protected memory area defined by the

operating system.

4. A digital information product including a computer readable. medium having digital

information stored thereon, the digital information including computer program logic defining

_ 25 first executable computer program logic, wherein the first executable computer program logic

when executed performs the following steps:

storing the encrypted computer program logic in a data file accessible through an

operating system of a computer, wherein the data file also includes first -executable computer

program logic; I

30 through the operating system, reading, loading and executing the first executable

computer program logic from the data file as a first process having a protected memory area;
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the first process decrypting the encrypted computer program logic into second executable

computer program logic and storing the second executable computer program logic in the

protected memory area; and

the first process causing loading and execution of the decrypted second computer

program logic in the protected..memory area.

5. A computer system comprising:

a processor for executing computer program logic;

a main memory operatively connected to the processor for storing digital information

including executable computer program logic at memory locations addressed by the processor;

and

an operating system defined by executable computer program logic stored in the memory

and’ executed by the processor and having a command which when executed by the processor

defines means for creating a- process in response to a request specifying a process identifier and a

memory location in the main memory, wherein the process identifier indicates the process

making the request and the memory location stores executable computer program logic which

when executed defines the process.

6. A computer system having an operating system, for decrypting digital information,

comprising:

means for storing the encrypted computer program logic in a data file accessible through

the operating system, wherein the data file also includes first executable computer program logic;

means, invokable through the operating system, for reading, loading and executing the

first executable computer program logic from the data file as a first process having a protected

memory area;

the first process defining means for decrypting the encrypted computer program logic

into second executable computer program logic and storing the second executable computer

program logic in the protected memory area; and

the first process defining means for causing loading and execution of the decrypted

second computer program logic in the protected memory area.
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7. The computer system of claim 6, wherein the encrypted computer program logic and the

first executable computer program logic are stored in a single data file accessible through the

operating system.

8. The computer system of claim 6, wherein the execution of the decrypted second computer

program logic is perfonned as a second process having a second protected memory area defined

by the operating system.

9. A digital information product, including a computer readable medium with computer readable

information stored thereon, wherein the computer readable infomiation comprises:

a first portion of executable computer program logic; and

a second portion of encrypted digital information; and

wherein the first portion of executable program logic, when executed, defines means,

operative in response to requests for digital infonnation, for accessing the second portion of

encrypted digital infonnation, for decrypting the encrypted digital information, and for

outputting the decrypted digital information.

10. The digital information product of claim 9, wherein the encrypted digital information is

encrypted executable computer program logic.

1 1. A computer program product including a self-decrypting encrypted executable computer

program, comprising:

a computer readable medium having computer program logic stored thereon, wherein the

computer program logic defines:

a first module,

a second module,

wherein the first module, when executed by a computer, definesimeans for loading the

second module into memory of the computer, and

a third module defining the encrypted executable computer program,

wherein the second module, when executed by a computer, defines means for

«communicating with an operating system of the computer to receive requests for program code

from the encrypted executable computer program from the third module, and for processing the

BNSDXIDJ <W0__9811690A1_lA>
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requests to access and decrypt the encrypted executable computer program and for providing the

decrypted executable code from the third module to the operating system.

12. A process for executing encrypted executable computer programs on a computer system

5 having a processor, memory and operating system, comprising the steps of:

receiving computer program logic having a first module defining a start up routine, a

second module, and a third module containing the encrypted executable computer program;

executing the first module of the received computer program logic using the processor,

wherein the step of executing causes the second module to be loaded into the memory of

lo the computer system, and

generating requests from the operating system for data from the encrypted executable

computer program which are received by the second module, and

accessing and decrypting the encrypted executable computer program and returning the

decrypted executable computer program to the operating system.

15
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DIGITAL PRODUCT RIGHTS MANAGEMENT TECHNIQUE

EACKGRQUND

1.  Jnnmmn

5 The invention relates to controlled distribution

of digital products in a manner that tends to ensure

that authors receive proper royalty payments for their
work.v

10 2.  

Digitally encoded products, such as "software,

‘music, images and video segments are extremely

important in today's economy. However, the ease and

economy with which perfect copies can be made of

15 digitally encoded products has promoted the widespread

unauthorized copying and distribution of such products

through such channels as user-to-user copying and

sharing, digital data networks such as the Internet,

and CD-ROM publishing. These distribution channels

20 have made it difficult for the creators and copyright

‘holders of such products to regulate the use of their

products or to receive payment and registration

information from their users. Consequently, digital
product producers often forfeit substantial revenues

25 and valuable information about their customer base and

potential markets, while businesses and universities

find themselves subject to legal prosecution and

intimidation for copyright infringement.

But the problem of unauthorized distribution of

30 digital products is not limited to the simple loss of

revenues which rightfully belong to the original

developer of the product, although that problem can be

substantial by itself. There is also the additional

problem that developers will be less willing to spend

BNSD%|D: <WO__9842098A |_|_>

Petitioner Apple Inc. — Exhibit 1024, p. 1025



Petitioner Apple Inc. - Exhibit 1024, p. 1026

WO 98/42098 ‘ . PCT/US98/04658

-2-

substantial time and money in developing new digital

products if they cannot depend on a market which pays

fair value for their products.,

In the past, when copying and distribution of

5 products was more expensive, time consuming and

imperfect, the creators of digital products could

depend in part on economic factors as well as legal

protections to minimize unauthorized copying and

distribution. Neither is effective today with digital

10 products, ’ easy and inexpensive channels of

distribution, and huge numbers of people participating

in the illicit trade. 9

One technique that has been developed to deter

unauthorized copying of digital products involves copy

15 protection mechanisms built into hardware or software.

However, copy protection mechanisms sometimes can

inconvenience users who have a legitimate need for

making copies. Copy protection mechanisms also can

prevent digital product developers from taking
20 advantage of the new distribution channels, such as the

Internet.

Another method for controlling the distribution

of digital products is described in Commerce Direct

International (CDI), “Electronic Comerce", World Wide

25 Web URL http://www.cdi.net/electron/commerce.htm

(visited March 23, 1996) and CDI, “CDI In Action", World

Wide Web URL http://www.cdi.net/cdiactio/cdinactn.htm

(visited March 23, 1996), both incorporated herein by

reference. The mechanisms described in these documents

30 call for a customer to review an on-line catalog of

products and choose one to buy. The customer's

software then sends encrypted credit card information

to the product distributor, and the product distributor

transmits the product to the customer in a strongly

BNSDUJIDL <WO__9842098A1_|_>
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encrypted form. The customer's software then uses a

“secret key" to decrypt the product and use it. Secure

direct modem connections may be used instead of

Internet connections at various parts of the process in

order to further ensure that no one else can use the

encrypted product.

The CDI technique suffers from at least two

problems. First, while the encryption of a data

product during transmission may be very strong, it is

still theoretically possible for an unauthorized third

party to decipher it. Second, even if the product

remains secure during transmission, once it is

decrypted. by -the customer, CDI's strong encryption

techniques no longer protect the product against

further unauthorized distribution. The above-cited

documents indicate that content as well as executables

can be "locked" to a specific registered machine while

still allowing for unrestricted distribution of the

software in a. crippled or time-dated umde,_but the

documents do not explain how this is to .be

accomplished.

In Schull U.S. Patent No. 5,509,070, incorporated

by reference herein, Schull describes a technique for

distributing digital products (specifically software)

by selling a password to the user. The user uses the

password to unlock advanced features of the product,

but the password is usable only on one machine. Thus,

the technique allows users to freely distribute

software to other machines and other potential users,

but does not allow other users to take advantage of

advanced features of the software without obtaining a

new password which is specific to the new machine.‘ In

the Schull method, the user generates a “passwordable-

UN either from the user's voice, by reading the serial

Petitioner Apple Inc. — Exhibit 1024, p. 1027
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number of the machine's CPU, or by any of a number of

other suggested methods. The passwordable-ID is

transmitted to a licensing system which uses the

passwordable-ID to generate an encrypting seed for the

software advanced features. The encrypted encrypting

seed is then transmitted back to the user as a key for

unlocking the advanced features of the software.

One drawback.of the Schull method is that the

password ultimately provided by the licensing system to

Without

mechanisms

the user is stored on the user's machine.

extraordinary copy protection

applied to the password, the password could simply be

copied to a new machine, thereby allowing a different

user to use the advanced features of a pirated version

of the product without paying a fair licensing fee.

The extraordinary methods suggested by Schull to

protect the password as stored on the user's machine,

reimposes many of the same problems that formed the

basis for finding non-objectionable copy protection

mechanisms in the first place.

Several other
technologies for preventing

unauthorized distribution of digital products are set

forth in the following World Wide Web pages: Northeast

Consulting Resources, Inc., “Digital Rights Management

Technologies”, Web page URL http://www.ncri.com/articles

/rights_management/ (October 1995: visited November 19,

1996); Intertrust Technologies Corporation, Web pages

http://www.intertrust.com/architecture/overview.html,

http://www.intertrust.com/architecture/flow.html,

http://www.intertrust.com/architecture/stc.html,

http://www.intertrust.com/products/applications.html,

http://www.intertrust.com/products/sdk.html,

http://www.intertrust.com/about/whoweare.html,

http://www.intertrust.com/about/vision.html (all

Petitioner Apple Inc. — Exhibit 1024, p. 1028
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visited November 19, 1996, and all incorporated herein

by reference). However, all of the technologies

described in these references suffer from one or all of

the problems mentioned above, as well as others.

Accordingly, there is a deeply felt need for a

new technology which will control the distribution of

digital products via the Internet and other

uncontrolled distribution channels such that a fair

return to the originator of the product can be ensured

without unduly hampering wide and free distribution of

sufficient information about the digital product to

enable customers to decide whether to purchase a

license.

SHMMARX_QE_IHE_IN¥ENEIQN

According to the invention, roughly described, a

digital product is freely distributed through

uncontrolled channels in encrypted form. Unencrypted

preview material may also be provided in order to help

the customer decide whether to purchase a license. In

an aspect of the invention, one or more fragments of

the encrypted product are withheld from uncontrolled

distribution, and provided only upon communication with

a license server. Unlike prior art mechanisms, which

rely on practical limitations of computing power in

order to prevent unauthorized product decryption, the

technique of the present invention renders it literally

impossible for an eavesdropper to recover the complete

decrypted product without contacting the licensor. The

product is not merely encrypted; to the extent of the

security fragments, it is not even there.

In a second aspect of ‘the invention, again

roughly described, the customer purchases a license

through the use of reader software which examines the

Petitioner Apple Inc. — Exhibit 1024, p. 1029
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components then present on the reader system to develop

a reader system signature (RSS). The reader system

signature is transmitted to a license server which uses

it either to encrypt the product decryption key, or to

further encrypt the security fragments, or both, before

sending them to the reader system. The reader system

signature is not stored on the reader system. Rather,

at the time that the customer would like to use the

digital product (view an image or movie, listen to a

sound or execute software, for example), a new reader

system signature is generated in the same manner as the

original reader system signature.

system signature is used to decrypt the product

decryption key and/or the double-encrypted security

fragments, only at the time of use. If the user is

attempting to use the digital product on a different
machine, such as would be the case in the event of

unauthorized distribution, then the new reader system

signature will not work properly and the unauthorized

user will not be able to use the digital product.

The above second aspect of the invention could be

problematical in the event that the user upgrades or

modifies the reader A mechanism thatsystem.

regenerates the reader system signature each time a

digital product is to be could prevent a

legitimate user from using the product after such an

upgrade.

used

Accordingly, in another aspect of the

the machine authorization of the reader

system allows a certain amount of “upgrade drift” before

it is deemed advisable to check for unauthorized use.

In an embodiment, the reader system signature is

invention,

determined by examining various components

and/or software)

(hardware

of the reader system, to determine

individual signatures for each component. The

Petitioner Apple Inc. — Exhibit 1024, p. 1030
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individual component signatures are then combined to

form the overall reader system signature, for example

by a weighted sum of the individual component

signatures or by concatenating the individual component

signatures together. If the reader system signature is

determined on the basis of a weighted sum (or

equivalently, a weighted average) of the individual

component signatures, then the amount of permissible

upgrade drift can be expressed as a percentage; that

is, if the reader system signature generated upon usage

of the digital product differs from the reader system

signature generated at the time the product is

purchased by no more than a predetermined percentage or

fraction, then the usage is considered authorized. If

the reader system signature is generated as a

concatenation of the individual component signatures,

then the number of components which differ at usage

time relative to purchase time can be specified not to

exceed a specific count.

In a situation where the reader system signature

generated at the time of purchase is not stored on the

reader system, it can instead be uploaded to a license

server. If the reader system signature generated at

usage time is found by the reader system not~ to

properly decrypt either the product decryption key or

the product itself, then in an embodiment, the reader

system can automatically contact the license server for

reauthorization. The reader system uploads the newly

generated reader systeni signature, and the license

server performs the upgrade drift test in comparison

with the reader system signature that was stored on the

license server at the time of purchase. If the license

server determines that the newly generated reader

systent signature is within the permissible upgrade

Petitioner Apple Inc. — Exhibit 1024, p. 1031
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drift parameter, then it transmits a new product

decryption key and/or new product security fragments,

back to the reader system, encrypted according to the

new reader system signature. The reader system is then

5 able to decrypt the digital product and play, view or

otherwise use it in the desired manner. (In order to

assist in evaluating the permissibility of an upgrade

drift, one embodiment of the reader system also uploads

the raw component signatures of the computer system.

10 This allows customer support to determine which

components have changed.)

In an embodiment of the invention, the reader

system signature is generated in dependence upon a

component whose individual component signature carries

15 with it external assurances of substantial uniqueness

among all computer systems which could reasonably pose

as authorized reader systems. Such a component

signature can be used by itself, or in conjunction with

other component signatures, in order to generate the

20 overall reader system signature. If used by itself,

then upgrade drift is usually not permissible without

manual re-validation.

BRIEE_DES£RIEIIQN_QE_IHE_DRAflINGS

25 The invention will be described with respect to

particular embodiments thereof, and reference will be

made to the drawings, in which:

Fig. 1 is an overall symbolic diagram of a system

according to the invention.

30 Fig. 2 is a block diagram illustrating the

structure of a typical reader system of Fig. 1.

Fig. 3 illustrates the overall system flow for

the authoring system of Fig. 1.

BNSDOCID: <wo__9a42o9aA1_:_§
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Fig. 4 is a flow chart illustrating the flow of

a product registration segment of Fig. 3.

Fig. 5 is a flow chart illustrating the general

operation of the reader system of Fig. 1.

5 Fig. 6 is a flow chart of the product purchase

preparation step of Fig. 5.

Fig. 7 is a flow chart illustrating one technique

for generating the reader system signature.

Figs. 8 and 9 together constitute a flow chart of

10 steps which takes place in the license server 104 in

response to receipt of a product purchase package.

Fig. 10 is a flow chart of the step in Fig. 8 in

which the license server processes the customer's

payment information.

15 ' Figs. 11-13 together constitute a flow chart of

the step in Fig. 5 in which the reader system plays“the

digital product.

Fig. 14 is a flow chart illustrating the license

server's operations in response to receipt of a re-

20 validation package.

Figs. 15 and 16 are alternative details of the

step in Fig. 14 in which the license server determines

whether the difference between the two RSS's exceeds a

threshold.

25

DEEAILED_DES£RI2IlQN

Fig. 1 is an overall symbolic diagram of a system

according to the invention. The systen1 has three

primary components: an authoring system 102, a license

30 server 104 and a reader system 106. In addition, the

overall system is most useful when used with an

uncontrolled distribution channel such as an insecure

public distribution network 108 (e.g., the Internet).

In general operation, the author or proprietor of one

BNSRXIDZ <W0_9842098A|_|_>
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or more digital products first uses the authoring

system 102 to register with the license server 104 as

an author. Author registration information is

transmitted from the authoring system 102 to the

5 license server 104, and an author ID is returned to the

authoring system. I

When the author has a digital product to market,

the product is provided to the authoring system 102,

together with certain usage parameters. The usage

10 parameters include a set of free usage parameters and

one or more sets of paid usage parameters. The

authoring system compresses and encrypts the digital

product (compression is optional), extracts one or more

security fragments from the encrypted product and then

15 packages the product for broadcast via the uncontrolled

distribution network 108 and for upload to the license

server 104. The authoring system then transmits the

product registration package up to the license server

104 and receives a product ID in return. The authoring

20 system also makes the product broadcast package

available on the uncontrolled distribution network 108.

Note that as used herein, a.“product' can include one or

more sub-products, all of which are considered herein

to themselves be “products”.

25 When a customer is interested in a particular

digital product, he or she can download the product

broadcast package from the uncontrolled distribution

network 108. The customer utilizes the reading system

106 to perform those functions of the digital product

30 which are freely authorized according to the free usage

parameters that were previously specified by the

author. Such functions can include, among other

things, a preview of "the digital product, and an

indication of one or more licensing options which the

BNSDxlD: <WO_9B42098A1_I_>
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customer can purchase. If the customer chooses to

purchase one of the license options, the reader system

106 examines certain components of the reader system

and, in dependence thereon, generates a reader system

5 signature (RSS). The reader system assembles a product

purchase package including the RSS and payment

information, and uploads it to the license server 104.

The license server 104 processes the payment

information and, if successful, transmits a product

10 server download package back to the reader system. The

reader system uses the product server download package

to unlock the functions of the digital product which

are authorized under the license option that the

customer has purchased, and allows the user to use the

15 product accordingly. In addition, the reader system

106 performs fingerprint and/or watermark insertion as

described hereinafter. 4

The license server 104 perforns a number of

functions, including naintaining a database” of

20 registered authors and storing all of the product

registration packages. The license server 104 also

stores reader system signatures from customers,

performs customer payment validation, as well‘ as

certain fraud detection functions as described below.

25 The license server 104 also performs the functions of

royalty payment clearing. Specifically, license

royalties received from (or on behalf of) customers are

properly accounted for and transferred to the proper
authors after deduction of a commission.

30 In Fig. 1, the authoring system 102, the license

server 104 and the reader ‘system 106 are each

illustrated as a respective individual block.

Depending on the embodiment, each block might contain

no more than a single computer, or in different

ansoocuo; <WO_98t-$20984 |__l_>
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embodiments, different blocks can contain more than one

computer. In one embodiment, one or more of the blocks

102, 104 and 106, for example the license server.104,

contains a number of computers spread out over a great

5 geographical area and interconnected by a network. The

illustration of the authoring system 102, the license

server 104, and the reader system 106 as single blocks

is not intended to indicate that each must constitute

only a single computer system or that each must be

10 located at a respective single location.

Nor is there any requirement that computers used

to form the authoring system 102, the license server

104, and the reader system 106 have any particular

structure. Fig. 2 is a symbolic block diagram

15 illustrating the structure of a typical computer system

which may be used as an authoring system, a reader

system or a license server. It comprises a CPU 202 and

cache memory 204, both connected to a CPU bus 206.

Interface circuitry 208 is also connected to the CPU

20 bus 206. The interface circuitry’ 208 is further

connected to a main memory 210, as well as to two I/O

buses: PCI-bus 212 and ISA-bus 214. Connected to the

PCI-bus 212 are sound and game controllers 216, a

network adapter 232 and a display adapter 218, the last

25 of which is further connected to a monitor 220.

Connected to the ISA-bus 214 is a hard disk drive

controller 222, a CD-ROM drive controller 224, a floppy

disk drive controller 226, various I/O ports 228, and

a boot PROM 230. Most of the peripheral components

30 illustrated in Fig. 2 include on-board configuration

data which can be read by the CPU 202. In addition,

the boot PROM 230 includes a portion which is writeable

by the CPU 202 to store configuration data. In

general, the software to operate the authoring system

BNSDOCID: <WO:9B42098A1_I_>
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102, the license server 104 or the reader system 106 is

stored on the disk drive controlled by the disk drive

controller 222, and brought into main uemory 210 as

needed for execution. The computer system of Fig. 2_

5 comunicates with the other systems of Fig. 1, and with

the distribution network 108, if appropriate, via the

network adapter 232. I

Fig. 3 illustrates the overall system flow for

the authoring system 102. The authoring system flow is

10 generally divided into two segments: an author

registration segment 302 followed by one or more

product registration segments 304. In the author

registration segment 302, the author (or other

proprietor) of one or more digital products enters his

15 or her identification information. Such information

can include, for example, the author's name, address,

Social Security or other tax ID number, password or

other challenge information (for confirmation of

identity during customer service calls), e-mail address

20 and/or telephone number (step 306). In a step 308, the

authoring system uses this information to create an

author registration package which is transmitted, in

step 310, to the license server 104. I The license
server 104 adds the author and the author's

25 identification information to its registered. author

database, and in step 312, the authoring system 102

receives and stores and author ID from the license

server 104. The communication between the authoring

system 102 and the license server 104 in the author

30 registration segment 302 should take place via digital

certificate and one-time secure channel, or by secure,

signed electronic mail. I

Fig. 4 is a flow chart illustrating the flow of

a product registration segment 304 (Fig. 3). In a step

BNSDQZID: <WO__9342098A1_|_>
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402, the author identifies one of possibly many digital
products to the authoring system 102 and enters usage

parameters. The digital product is identified, for

example, by identifying a filename within which the

5 digital product is stored. The usage parameters can

include such parameters as the number of copies which

will be permitted to be made on the reader system,

whether the reader system will be authorized to save

the digital product to a hard disk, whether printing

10 will be enabled, whether preview is enabled, and the

amount of RSS drift which will be permitted on a reader

system before manual reauthorization will be required.

The usage parameters may be specified as several

options, including a set of free usage parameters (for

15 which no payment is required) and one or more options

of purchasable usage parameters (functions requiring a

purchased license). In an embodiment, the author can

also indicate at this point whether the product should

be compressed.

20 In a step 404, if preview is to be enabled, the

reader system extracts the appropriate preview material

with the assistance of the author. The entire digital

product is then encrypted in a step 406. In the

product encryption step 406, the product is first

25 compressed (step 408) by any known algorithm. For

example, the product can be compressed using a Lempel-

Ziv algorithm or by a Huffman encoding algorithm. The

compression step 408 is considered part of the product

encryption step 406 because compression is, in effect,

30 a form of encryption; it is very difficult to recover

the original uncomressed product unless the algorithm

used for compression is known. Compression is optional

because for certain kinds of products, the benefits to

be gained by compression are outweighed by the

BNSDOCID: <WO__9642098A1_I_>
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performance degradation that compression/decompression

often entails.

In a step 410, a product encryption key is

generated. The key can be generated in any known

example, by a number

generator using a seed derived from the time period

between two successive user key strokes. In step 412,

the compressed digital product is encrypted using the

encryption key developed in step 410.

manner; for pseudo-random

Again, any known

key-based symmetric encryption algorithm can be used

(as long as the correct complementary algorithm is used

for decryption on the reader system 106).

well—known encryption algorithm is DES, described in

National Institutes of Standards and Technology, "Data

Encryption Standardfl'FIPS Publication No. 46-1 (January

1988), incorporated by reference herein. Another is

Triple DES (also known as DES-3), and yet another is

RC-5. RC—5 is described in R. W. Baldwin and R.

Rivest, "The RC5, RC5-CBCp RC5-CBC-Pad, and RC5-CTS

Algorithmsfi INTERNET-DRAFT (March 1996). available

from ftp://ftp.nordu.net/internet-drafts/draft-baldwin-

rc5-00.txt, visited March 4, 1997,

by reference.

One such

incorporated herein

The result of product encryption step 406 is

referred to herein as an encrypted “version” of the

digital product. As used herein, a “version” of a

digital product is still considered to be the digital

product, because it continues to include all the

information of the digital product. A native “version”

of a product also is nevertheless “the productfl A

digital product can exist in several versions, each of

which is a reversibly processed version of the native

version.
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After the product encryption step 406, in step

414, the authoring system 102 generates a digest of the

encrypted product. Any suitable digesting algorithm

can be used for this purpose including, for example, an

5 error-correcting code (ECC) generator or the well-known

SHA-1 algorithm} The SHA-1 digesting algorithm is

described National Institute of Standards and

Technology (NIST), FIPS Publication 180: Secure Hash

Standard (SHS) (May 1993), as amended by National

10 Institute of Standards and Technology (NIST)

Announcement of Weakness in the Secure Hash Standard

(May 1994), both incorporated herein by reference.

In a step 416, the authoring system 102 separates

one or more "security fragments" in the encrypting

15 product. The security fragments preferably constitute

only a small portion of the overall digital products;

for example, 1-5% of the byte count of the overall

product not to exceed, for example, 30K bytes. The

number and size of the security fragments can be

20 predetermined and constant for all digital products, or

it can be dynamically selected or optimized for

different digital products. It is desirable to

minimize the size of the security fragments while

maximizing the effect that their absence would have in

25 helping to prevent unauthorized usage of the digital

products. One way of maximizing such effect is to

include the beginning of the digital product in one of

the security fragments. For many encryption algorithms,

as well as data compression algorithms, it is much more

30 difficult to decrypt (decompress) the portions that

remain, if the beginning portion is missing. Also, if

the digital product includes a header at the beginning,

absence of the beginning portion of the product often

makes it difficult to use any of the remaining portion

BN5DOC|D: <WO__9642098A1_l_>
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of the product even if such remaining portion can be

decrypted.

In a step 418, the authoring system 102 generates

a digest of the encrypted product less the security

S fragments. Again any digesting algorithm, such as SHA-
1, can be used in this step. In step 420, the

authoring system 102 creates a product registration

package and transmits it to the license server in step

422. The license registration package can form part of

10 a digital certificate in one embodiment. The license

server stores the product registration. package and

returns a product ID to the authoring system 102 (step

424). The reason that the security fragments should be

kept as small as possible is to minimize the storage

15 capacity requirements of the license server. In a step

426, the authoring system 102 creates a product

broadcast package for the digital product and makes it

available (step 428) via any uncontrolled distribution

network, such as the Internet.

20 The product registration package, which can also

be digitally certified, includes the following items:

'0 author ID A

0 usage parameters (both the free usage

parameters and the usage parameters at

25 various purchasable options)

0 the encrypted security fragments

0 a product decryption key (complementary to

the product encryption key of step 410)

0 the digest of the encrypted product less

30 security fragments

0 digest of the full encrypted product

The product decryption key referred to above is

whatever key is required to decrypt the results of the

encryption process of step 412. For symmetric

8NSDx|D: <WO_9842098A1_l_>
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encryption algorithms, such as for DES or RC-5, the

product decryption key will be the same as the key used

for product encryption in step 410; for asymmetric

encryption algorithms (such as for public key

5 encryption), the product decryption key might be

different than the product encryption key (such as for

RSA encryption). In both cases, the product decryption

key is referred to herein as being "complementary" to

the key used for product encryption in step 410.

10 The product decryption key is the only segment of,

the product registration package which should be

transmitted to the license server securely. Other

segments can be transmitted securely if desired or

convenient, but this is not necessary. Security of the

15 product decryption key can be ensured, for example, by

public/private key encryption of the product decryption

key itself, or by connecting to the license server 104

via a secure network.

The product broadcast package contains the

20 following items. If umre than one sub-product is

included in the product broadcast package, then the

package contains a set of these items for each sub-

product.

0 product ID-

25 0 preview material (unencrypted)

0 free usage parameters

0 purchasable usage parameter options

0 Universal Resource Locator (URL) of license
server 104

30 0 copyright notice

0 contact information for assistance or

questions

0 encrypted product less security fragments

ansoocxo: <wo_9e42o9aA1_:_>
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As can be seen, whereas the great bulk of the

product is transmitted via the uncontrolled

distribution network 108, not only is it encrypted, but

it is also incomplete so that even if it could be

5 decrypted, for example by a powerful computer system,

important fragments of the product simply are not‘

there.

Fig. 5 is a flow chart illustrating the general

operation of the reader system 106. When a user

10 installs the reader software on the reader system 106,

the reader software automatically generates an

installation ID. The installation ID, which is stored

on disk in the reader system 106, is a substantially

unique identifier of the installation. The installation

15 ID is stored in such a way that if the particular

installation of the reader system software was to‘be

copied to a different system, the installation ID would

likely be copied as well.

In a step 502, the customer/user of the reader

20 system 106 downloads the product broadcast package for

a digital product that he or she wishes to examine. In

a step 504, the customer performs one or more of the

freely authorized functions, including a preview of the

material in the digital product (if available). For

25 example, if the digital product is a sound, the preview

material might be a portion of that sound. If a

digital product includes a. movie, then the preview

ndght be a portion of the movie, or a trailer. If the

digital product is an image, then the preview material

30 might include a thumb nail of the image. If the

digital product is text, then the preview naterial

might include an abstract.

In a step 506, the customer chooses to buy a

license in accordance with one of the license options

BNSDOCID: <WO_9842098A1_I_>
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made available in the usage parameters. In step 508,

the customer enters his or her identification

information, payment and contact information. The

identification information can include the customer's

5 name, address and phone, or optionally an arbitrary

privacy ID. Such identification is desirable so that

the licensing authority can identify the customer if

and when the customer calls in for support. The

payment information can include a credit card number

10 and authorization and/or digital nmney information.

Various forms of digital money are described in Daniel

C. Lynch, "Digital Money" (John Wiley & Sons, 1996),

incorporated herein by reference.

In a step 510, the reader system 106 prepares a

15 product purchase package described hereinafter, and in

a step 512, the reader system 106 uploads the product

purchase package to the license server 104 at the URL

identified in the product broadcast package. Note that

multiple or bounce URLs may be available for this

20 purpose. The product purchase package may be

transmitted by secure channel and/or encrypted in a

digital certificate. Assuming the product purchase

package is in order, then in a step 514, the reader

system receives the product server download package for

25 the desired digital product. The product server

download package need not be transmitted by secure

channel. In a step 516, the reader system stores the

product broadcast package on the reader system (or at

least accessibly to the reader system) in conjunction

30 with the product server download package. Either at

that time or at a later time, at the customer's

request, the reader system plays (or otherwise uses)

the product (step 518). All further use of the product

BNSDOCID: <WO__9842098A1-l_>
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by the customer occurs on the reader system 106 through

the reader system software. ’

Fig. 6 is a flow chart of the step 510 (Fig. 5)

in which the reader system 106 prepares the product

5 purchase package. In a step 602, the reader system 106

generates a reader system signature (RSS) for the

reading system 106. The manner in which the RSS is

generated is described hereinafter. In a step 604, the

reader system 106 retrieves the previously generated

10 installation ID, and in a step 606, the reader system

_generates a digest of the encrypted product less the

security fragments (as obtained from the product

broadcast package). The digest performed in step 606

should be the same as that performed by the authoring

15 system 102 in step 418 (Fig. 4).

In a step 608, the reader system 106 extracts the

product ID from the product broadcast package and in a

step 610, the reader system assembles the product

purchase package.

20 The product purchase package includes the

' following items:

‘ 0 product ID

0 customer's installation ID

0 customer's identification information (or

25 privacy ID)

0 customer's payment information

0 customer's contact infornation (including

information on where to send the product
server download package) '

30 - RSS of the reader system 106

0 generated digest of the encrypted product
less security fragments

ausoocloz <wo_9a42o9amJ_)
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The reader system signature can be generated in

a number of different ways in different embodiments.

In one embodiment, the system takes advantage of serial

numbers or other identifying data which may be present

5 in the reader computer system, and which carry external

assurances of substantial uniqueness. That is, many

computers when manufactured are assigned a serial

number or other indicator which the manufacturer of the

computer, or some other authority, guarantees to be

10 unique. For example, Apple MacIntosh computers, when

manufactured, are assigned an Ethernet address which is

unique to that specific computer. Alternatively, the

identifier can be assigned in software, such as in the

operating system of the computer. It is not essential

15 that whatever authority assigns the serial number

guarantee uniqueness; it is sufficient only in that it

be extremely unlikely that two computer systems which

can act as reader systems ‘I06 carry the same‘

identifier. This is the case where, for example, the

20 number carries external assurances of substantial

uniqueness, such as in the case of Ethernet addresses.

In another embodiment, the reader system

signature does not rely on a component having an

identifier that carries external assurances of

25 substantial uniqueness. Instead, a plurality of

components (hardware or software) are examined to

determine individual component signatures. The

individual component signatures are then combined to

form the overall reader SYSCEHI signature.‘ In one

30 embodiment, the individual component signatures are all

concatenated together in a predetermined sequence to

form the overall reader system signature. The

individual component signatures may be digested prior

to concatenation in order to limit their size to the

BNSDOCID:<w0_9B4209aA1_I_>
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predefined field size. In another embodiment,

optionally after digesting, the individual component

signatures are averaged or summed together to form the

overall‘ reader system signature. The individual

5 component signatures can be weighted prior to

combination, in order to reduce the impact on the

reader system signature that would result from changes

in components that are more frequently subject to

upgrade or replacement.

10 In one embodiment, the reader system 106

generates the reader system signature in dependence

upon component signatures from the following

components, to the extent present in the system.

Except as indicated below, most of the component

15 signatures set forth in this list are readable either

from the CMOS or from a device manager driver. Thisvis

only an illustrative list; other embodiments can refer

to other components not on this list.

2o _
0 drive ID

0 numbers of cylinders, sectors and heads

0 drive defective sector map (obtained from
sector 0%

25 0 drive name

0 drive manufacturer

 

0 I/O addresses and settings

30 0 interrupt assignments

0 manufacturer name

BNSDQIID: <WO;9B-42098A1_l_>
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Mgnitgr

0 monitor name

0 monitor type

5 ' .

0 device name

0 on-board memory

Mo_thez:_B_Qard

10 0 CPU type

0 CPU speed.

0 total memory present

0 total cache present

- cache timings (measured empirically)

15

EQILLS

0 I/0 addresses and settings

0 interrupt assignments

2o 

0 device name

0 driver name

0 driver version

25 

0 CMOS profile

In yet another embodiment, a combination of

individual component signatures also includes one or

30 more component signatures that carry external

BNSDOCID: <WO_9842098A1_|_>
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assurances of substantial uniqueness, to the extent

such a component exists in the machine.

Fig. 7 is a flow chart illustrating one technique

for generating the reader system signature for reader

5 system 106. In a step 704, it is determined whether

the reader system 106 includes a component which has an

ID that carries external assurances of substantial

uniqueness. If so, then the reader system signature is

given by the comonent ID of that component (step 706).

10 If not, then in step 708, the reader system 106 obtains

the data regarding the above-listed components to the

extent present in the reader system 106. In a step

710, each of the individual component signatures is

digested, and they are combined in step 712 to form the

15 reader system signature.

Returning to Fig. 5, as previously mentioned,

after the reader system prepares and uploads a product

purchase package to the license server (step 512), the

license server 104, if everything is in order, returns

20 a product server download package to the reader system

106 (step 514). ‘Fig. 8 is a flow chart of the steps

which takes place in the license server 104 in response

to receipt of a. product purchase package. As used

herein, steps which take place “in response to" a

25 predecessor event, do- so if the predecessor event

influenced the performance of such steps. If there is

an intervening time period, the performance of the

steps can still be considered "responsive" to the

predecessor event. If the performance of the steps

30 depends on more than one predecessor event, then the

steps are considered performed in response to each of

the predecessor events.

In a step 802, the license server 104 compares

the digest from the product purchase package with the

BNSDXID: <WO_9842098A‘l_|_>
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digest of the encrypted product less security fragments

as stored on the server 104 with the product

registration package for the product ID referred to in

the newly received product purchase package. If the

5 two digests do not match, then it is very likely that

either the product broadcast package has been tampered

with prior to generation of the digest on the reader ,

system 106, or the customer is attempting to obtain the

product server download package fraudulently. In this

10 case, the license server 104 returns a package to the

reader system 106 indicating that the attempt to

purchase a license was unsuccessful (step 804).

If the two digests do match, then in step 806,

the license server 104 processes the customer's payment

15 information. If there is an error in this process,

then again the license server returns an indication to

the reader system 106 that the customer's attempt to

purchase a license has been unsuccessful (step 804).

20 Assuming the customer's payment information was

processed successfully, in step 808, the license server

104 stores the customer's RSS obtained from the product

purchase package in conjunction with the customer's

installation ID, also obtained from the product

25 purchase package. This information need not be stored

"on" the license server 104 itself, as long as it is

stored in a manner in which it is "accessible" to the

license server 104 at a future time.

In a step 810, the license server 104 performs

30 certain fraud detection checks. This step is optional

in different embodiments, as indicated by the dotted

line surrounding the box in Fig. 8. If performed, the

fraud detection step 810 can include a check of the

installation ID from the product purchase package

BN5DxID: <WO_9842098A1_1_>
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against the installation IDs that have been stored

previously on the license server for other product

purchases. If a large number of purchases have been

made using product purchase packages specifying the

same installation ID, then it is likely that someone

installation of the reader system

passing it

has altered an

software and is different

The

same is true if the same license has been purchased

around to

customers who are using it to purchase licenses.

several times from the same installation ID, or if

several significantly varying reader system signatures
have been stored in the license server's database in

A number of

other fraud detection mechanisms can also be employed.

In any event, an investigation is warranted if step 810

suggests that an altered version of the reader system

software might be being distributed.

The flow chart of Fig. 8 continues after step 810

with step 902 in Fig. 9, as indicated by the symbol "9"

in both Figs. 8 and 9.

In Fig. 9,

conjunction with the same installation ID.

in step 902, the license server'104

further encrypts the already once-encrypted security

fragments (from the product registration package) using

the customer's RSS as a key. The key used in step 902

need not be the RSS exactly; it can be some other

number which depends on the RSS. it can

be a digest reduction of the RSS from the customer's

product purchase package. step 902

For example,

In any event,

results in "double—encrypted" security fragments from

the digital product.

In step 902, the product decryption key from the

product registration package is also encrypted using

the customer's RSS (or a number derived therefrom) as

a key. Note that in a different embodiment, either
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step 902 or step 904 can be omitted, although such an

omission would likely reduce the security of the

overall system.

In a step 906, the license server 104 assembles

5 the product server download package, and in a step 908,

it transmits the product server download package back

to the reader system 106. Processing then resumes in

the reader system 106 at step 514 (Fig. 5).

The product server download package includes the

10 following items:

0 product ID

0 paid usage parameters

0 payment confirmation information (such as a

credit card payment confirmation)

15 0 digest of full encrypted product (from the
product registration package stored on the
license server 104)

0 encrypted product decryption key (product
decryption key encrypted with the customer's

20 RSS)

0 double-encrypted security fragments
(encrypted security fragments further
encrypted with the customer's RSS)

Fig. 10 is a flow chart of the step 806 (Fig. 8),

25 in which the license server 104 processes the

customer's payment information. Fig. 10 illustrates

the process where the customer is paying by credit

card; a similar process would take place where the

customer is paying with digital money or in some other

30 payment form.

In step 1002, the license server 104 transmits

the charge information to a credit card clearing house.

The credit card clearing house returns either an

approval code or an error. In step 1004, if an error

35 was received, then the license server 104 returns an

BNSDOCID: <WO_934209BA1_|_>
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error to step 806 (Fig. 8) (Step 1006). If an approval

code was received, then in step 1008, the license

server 104 credits the author's account with the amount

of the approved purchase price less a comission. In

5 step 1010, the license server 104 returns successfully

to the step 806 (Fig. 8).

Returning to Fig. 5, as previously mentioned,

each time the customer desires to use the digital

product, he or she does so using the reader system

10 software on the reader system 106. Fig. 11 is a flow

chart of the step 518 in which the reader system plays

the digital product. (The terns “playfi “view” and “use”

are used interchangeably herein as regards a digital

product.) Referring to Fig. 11, in a step 1102, the

15 reader system 106 regenerates the RSS for the reader

system. This step takes place using the same algorithm

that was used in step 602 (Fig. 6) when the RSS was

generated for preparation of the product ‘purchase

package. In a step 804, the reader system 106 decrypts

20 the double—encrypted security fragments using the new

RSS as a key. As mentioned with respect to step 904

(Fig. 9), the key used in step 1104 need not be the RSS

identically; another number which depends on the RSS

can be used instead. However, whatever algorithm is

25 used to derive the key from the RSS in step 1104 should

be the same as that used in step 904.

In step 1106, the reader system 106 merges the

encrypted security fragments into the encrypted product

less the encrypted security fragments, thereby

30 assembling a complete, but still encrypted, version of

the digital product. In step 1108, the full encrypted

digital product is digested using the same algorithm as

was used originally by the authoring system 102 in step

414 (Fig. 4). In step 1110, the reader system 106

BNSfi|D' <WO__9842098A1_|,>
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determines whether the newly calculated digest matches

the digest which was provided by the license server 104

in the product server download package. If so, then

usage of the product on the reader. system 106 is

5 authorized. Flow continues with the flowchart of Fig.

12 (as indicated by the number “12" in the small circles

in both Figs. 11 and 12). If the two digests do not

match in step 1110, then usage of the product on the

reader system 106 is not immediately authorized. Flow

10 continues with the flowchart of Fig. 13, as indicated

by the number "13" in the small circles in both Figs. 11

and 13.

Referring to Fig. 12, since the two digests match

in step 1110, the current reader system signature has

15 been confirmed to be the same as that which was used

when the reader system 106 first uploaded its product

purchase package in step 512 (Fig. 5). It is also the

same RSS that was used to encrypt the product

decryption key as downloaded from the license server

20 104 to the reader system 106 in steps 908 and 514.

Accordingly, in step 1202, the reader system 106

decrypts the product decryption key from the product

server download package using the current RSS. Again,

the actual key used to decrypt the product decryption

25 key in step 1202 need not be identical to the current

RSS, as long as it is dependent thereon, and as long as

the algorithm to generate the key is the same as that

which was used to generate the key with which the

product decryption key was originally encrypted in step

30 904 (Fig. 9).

In step 1204, the reader system 106 decrypts the

merged encrypted product using the product decryption

key that was decrypted in step 1202. In step 1206, if

the decrypted product was compressed, it is now

snsoocno; <WO__9842096A1‘_I_>
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decompressed using an algorithm complementary to that

used by the authoring system in step 408 (Fig. 4). The

resulting decompressed digital product is transmitted

in step 1210 to an appropriate viewer.

5 It will be appreciated that once the digital

product is transmitted in step 1210 to a viewer, which

may be any standard viewer appropriate to the content

of the digital product, the output stream is no longer

secured by the mechanisms built into the overall system

10 as described herein. Accordingly, a step 1208 is

optionally inserted between steps 1206 and 1210 of Fig.

12. In an embodiment ‘which includes step 1208, a

fingerprint and/or a watermark is (are) inserted into

the digital output stream prior to or while it is being

15 provided to the viewer. Watermarking is a technique

using a visible identifier that will let the user know

that he or she has been associated with this particular

instance of the content. It acts primarily as a’

deterrent. Fingerprinting embeds and hides codes into

20 the output stream itself that are retrievable only by

the author or by the licensing authority. Such codes

uniquely associate the particular copy of the digital

product with the individual who purchased -it.

Fingerprinting is used primarily for criminal

25 prosecution and court proceedings.

If fingerprinting is used, preferably the

fingerprint is inserted in a nanner which does not

affect the resulting viewing experience. For example,

if the output stream includes CD audio, then the

30 fingerprint can be spread over a large number of the

audio samples, either substituting for the low-order

bit or modifying the low-order bit in an exclusive OR

manner in each sample. Alternatively, to avoid

differential cryptanalysis, the data stream can be

susoocuo; <WO_9B42098A I_l_>
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transformed into the frequency domain, modified in the

frequency domain to insert the fingerprint codes, and

then transformed back to the time domain. Also for

images, steganographic techniques can be used to insert

5 the fingerprint into the image. Steganography is

described in Neil F. Johnson, "Steganography", available

at http:// adams.patriot.net/ 'johnson/ html/ neil/

stegdoc/ stegdoc.html, visited March 4, 1997,

incorporated by reference herein. The fingerprint to

.10 be inserted in the digital output stream should

preferably be either the installation ID of the reader

system 106, or the reader system signature that was

generated at the time of product usage (step 1102).

Optionally, the output stream can also be randomly

15 seeded to further hamper differential cryptanalysis. In

this manner, if pirated copies of a digital product do

begin to appear, the author of the product or the

licensing authority should be able to determine the

original source of the pirated copies by examining the

20 fingerprint.

Returning to Fig. 11, if the two digests do not

match (step 1110), then the reader systenx 106 has

determined that the newly generated reader system

signature is not the same as that which was generated

25 in step 602 (Fig. 6) at the time of product purchase.

In an aspect of the invention, this determination does

not immediately preclude usage of the product by the

customer on the reader system 106. Instead, proceeding

in Fig. 13, in a step 1302, the reader system 106

30 prepares a re-validation package. The re-validation

package can be the same as set forth above with respect

to the product purchase package, except that the

customer's payment information can be omitted. In step

1304, the reader system 106 uploads the re-validation

BNSDOCID: <WO__9842098A1_l_>
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package to the license server 104 at the URL identified

in the product broadcast package. The license server's

operations in response to receipt of a re-validation

package are set forth in Fig. 14.

5 Referring to Fig. 14, in a step 1402, it is first

determined whether the RSS in the re-validation package

was based (N1 a component in the reader system 106

having external assurances of substantial uniqueness.

If so, then re-validation is considered unsuccessful

10 (step 1404) and this result is returned to the reader

system 106. If the RSS in the re-validation package

was not based on a component having external assurances

of substantial uniqueness, then in step 1406, the

license server 104 compares the new RSS from the re-

'15 validation package to- the RSS‘ previously stored

accessibly to the server for the same reader system 106

(as identified by the installation ID specified in the

re-validation package). If the difference between the

two RSS's exceeds the threshold that was specified by

20 the author in the usage parameters stored on the server

104 for the product ID specified in the re-validation

package (step 1408), then, again, re-validation is

unsuccessful and such a result is returned to the

reader system 106 .(step 1404). In different

25 embodiments, the threshold can be specified as a

percentage of one or the other RSS, or as a number of

component signatures which differ between the two

RSS's, or by a number of other different

specifications.

30 If the difference between the two RSS's does not

exceed the designated threshold (step 1408). then the

re-validation is considered successful. The license

server 104 prepares a new product server download

package using the same algorithms as set forth above

BNSDCCID: <W0_9642098A1_l_>
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with respect to Fig. 9, but using the new RSS for

encryption instead of the RSS that was used to download

the original product server download package upon

purchase. The new product server download package is

S then transmitted back to the reader system 106 with re-

validation. Optionally, in order to assist

investigation of any potential fraud, in step 1410, the

license server 104 also stores the new RSS in

conjunction with the installation ID specified in the

10 re-validation package. A history of such ostensible

reader system upgrades is maintained on the server 104.

Fig. 15 is a detail of step 1408 (Fig. 14) in

which the license server 104 determines whether the

difference between the two RSS's exceeds the threshold

15 specified by the author in the usage parameters for the

digital product. The flowchart set forth in Fig. 15

represents one embodiment, in which the threshold has

been specified as a percentage. In a step 1502, the

server 104 calculates the weighted sunl of the RSS

20 received in the product re-validation package. In a

step 1504, the server 104 makes the same calculation

with respect to the RSS previously stored on the server

104. In step 1506, the license server 106 determines

whether the difference between the two calculated
25 values exceeds the threshold specified by the author in

the usage parameters. If so, then in step 1508, the

routine returns to Fig. 14 affirmatively. If not, then

in step 1510, the routine returns to Fig. 14

negatively.

30 Fig. 16 is a detail of step 1408 (Fig. 14) as

performed in a second embodiment, in which the upgrade

drift percentage is specified as a maximum number of

components whose individual component signatures can

differ between the two RSS's. In step 1602, the server

BNSDOCIDI <WO__984209BA1_|_>

Petitioner Apple Inc. — Exhibit 1024, p. 1058



Petitioner Apple Inc. - Exhibit 1024, p. 1059

WO 98/42098

10

15

20

25

30

BNSDxlD: <WO_9642098A1_|->

PCT/US98/04658

-35-

104 counts the number of components of the RSS in the

re—validation which differ from the‘

corresponding components of the RSS previously stored

on the server 106 from the original product purchase

package. If the count exceeds the predetermined drift

threshold, then the routine returns affirmatively (step

1606).

package,

If not, then it returns negatively (step 1608).

Returning to the reader system flow as

illustrated in Fig. 13, after the reader system 106

uploads the re-validation package to the license server

104, in a step 1306, the reader system 106 receives the

re-validation result. If the re—validation was

(step 1308),

displays an error message to the user and requests the

customer to call customer service of the licensing

authority (step 1310).

unsuccessful then the reader system

In this situation, automatic

re—validation has failed, and manual re—validation as

in step 1310 is necessary. During the call, a customer

service representative can determine whether the

customer's license should be extended to cover the

reader system 106 as it now stands. If automatic re-

validation was successful (step 1308), then the reader

system returns to step 514 (as indicated by the numeral

"5" in the small circle in both Figs. 13 and 5) to store

and process the new product server download package in

the same manner as it processed the original product

server download package received upon purchase.

It can be seen that a secure product distribution

mechanism has been described which takes advantage of

the benefits of an uncontrolled distribution network,

while ensuring that authors and proprietors of digital

products are paid an appropriate royalty for their

efforts at creativity.

ensures that once a customer is licensed to use a

Petitioner Apple Inc. — Exhibit 1024, p. 1059
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digital product on a particular reader system, that

product cannot be. used on any other reader system
without re-validation. The mechanism allows for a

certain amount of upgrade drift within which re-

5 validation can be entirely automated. I V

The foregoing description of preferred

embodiments of the present invention has been provided

for the purposes of illustration and description. It

is not intended to be exhaustive or to limit the

10 invention to the precise forms disclosed. Obviously,

many modifications and variations will be apparent to

practitioners skilled in this art. For example, whereas

the flowcharts described herein illustrate steps being

performed in a particular sequence, it will be

15 appreciated that in many instances the sequence of the

steps can be reversed, or the steps can be performed in

a pipelined, overlapping manner, or both, without

departing from the scope of the invention. The

embodiments herein were chosen and described in order

20 to best explain the principles of the invention and its

practical application, thereby enabling others skilled

in the art to understand the invention for various

embodiments and with various modifications as are

suited to the particular use contemplated. It is

25 intended that the scope of the invention be defined by

‘ the following claims and their equivalents.
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CLAIMS

1. A method for preparing a digital product for

controlled distribution using a distribution network,

5 ’comprising the steps of:

encrypting said product;

separating at least one encrypted fragment from

said encrypted product;

transmitting said encrypted product less said at

10 least one encrypted fragment onto said distribution

network; and ’

withholding said at least one encrypted fragment

from said distribution network.

15 2. A method according to claim 1, further

comprising the step of transmitting said at least.one

encrypted fragment to‘a license server.

3. A method according to claim 2, further

20 comprising the step of transmitting to said license

server a decryption key that can be used to decrypt

said product.

4. A method according to claim 1, wherein said

25 encrypted product includes a header portion followed by

a remainder portion, '

and wherein said step of separating at least one

encrypted fragment from said encrypted product

comprises a step of separating from said encrypted

30 product an encrypted fragment that includes at least

part of said header portion.

ausoocno: <wO_954209BA1_I_>
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5. A method according to claim 1, wherein said

encrypted product consists of a starting byte followed

at least logically by all remaining bytes,

and wherein said step of separating at least one

5 encrypted fragment from said encrypted product

comprises a step of separating from said encrypted‘

product an encrypted fragment that includes said

starting byte.

10 . 6. A method according to claim 1, wherein said

encrypted product consists of a plurality of data

bytes,

and wherein said at least one encrypted fragment

consists of not more than five percent of said data

15 bytes. I

7. A method for controlling usage of a digital

product, comprising the steps of:

' storing accessibly to a server at least one

20 fragment of an encrypted version of said digital

product;

receiving product request information for

acquisition by a user, of a usage license for said

digital product; and

25 , transmitting a version of said at least one

fragment as stored accessibly to said server to said

user in response to receipt of said product request

information, transmissions of said at least one

fragment to said user in response to receipt of said

30 product request information being limited to less than

all of said digital product.

BNSDOCIDJ <WO_9B42098A1_|_>
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8. A method according to claim 7, wherein less

than all of said digital product is accessible to said
server.

5 9. A method according to claim 7, wherein said

product request information includes payment

information,

further comprising a step of transmitting paid

usage parameters to said. user in response to said

10 receipt of said product request information.

10. A method according to claim 7, wherein said

product request information further includes a digest

of a portion of a version of said digital product, said

15 portion being non-co-extensive with said at least one

fragment, further comprising the steps of:

storing a digest of said portion accessibly to

said server prior to said step of receiving product

request information; and

20 A in response to receipt of said product request

information, comparing said digest in said. product

request information with said digest stored accessibly‘

to said server.

25 11. A method according to claim 7, wherein said

product request information further includes a reader

system signature of a particular reader system,

further comprising a step of encrypting at least

one of said at least one fragment as stored accessibly

30 to said server, in dependence upon said reader system

H signature, to form a further encrypted version of said

at least one fragment as stored accessibly to said

server,

s~soocID: <wo_9s42o9aA1_u_>

Petitioner Apple Inc. — Exhibit 1024, p. 1063



Petitioner Apple Inc. - Exhibit 1024, p. 1064

W0 98/42098 PCT/US98/04658

-40-

the version transndtted to said user in said step

of transmitting including said further encrypted

version of said at least one fragment.

5 ‘ 12. A method according to claim 7, wherein said

product request information further includes a reader

system signature of a particular reader system, further

comprising the steps of:

storing a product decryption key accessibly to

10 said server prior to said step of receiving product

request information;

encrypting said product decryption key in

dependence upon said reader system signature, to form

an encrypted product decryption key; and

15 transmitting said encrypted product decryption

key to said user in response to receipt of said product

request information.

13. A method according to claim 7, wherein said

20 product request information further includes a first

reader system signature of a particular reader system,

further comprising the step of storing said

reader system signature accessibly to said server, in

response to receipt of said product request

25 information;

and further comprising the steps of, subsequently

to said step of transmitting:

receiving a product re-validation request

identifying said particular reader system and including

30 a second reader system signature;

determining whether differences between said

first and second reader system signatures satisfy

predetermined re-validation criteria.
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14. A method according to claim 13, wherein said

differences between said first and second reader system

signatures satisfy said re-validation criteria, further

comprising a step of encrypting at least one of said at

5 least one fragment as stored accessibly to said server,

in dependence upon said first reader system signature,

to form a first further encrypted version of said at

least one fragment,

the version transmitted to said user in said step

10 of transmitting including said first further encrypted

version of said at least one fragment;

said method further comprising the steps of:

encrypting said at least one of said at least one

fragment as stored accessibly to said server, in

15 dependence upon said second reader system signature, to

form a. second further encrypted version of said at

least one fragment; and

transmitting said second further encrypted

version of said at least one fragment to said user in

20 response to said step of determining.

15. .A method according to claim 13, wherein said

differences between said first and second reader system

signatures satisfy said re-validation criteria, further

25 comprising the steps of:

storing a product decryption key accessibly to

said server prior to said step of receiving product

request information;

encrypting said product decryption key in

30 dependence upon said first reader system signature, to

form a first encrypted product decryption key; and

transmitting said first encrypted product

decryption key to said user in response to receipt of

said product request information,
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said method further comprising the steps of:

encrypting said product decryption key in

dependence upon said second reader system signature, to

form a second encrypted product decryption key; and

5 transmitting said second encrypted_ product

decryption key to said user in response to said step of

determining.

16. A method for controlled usage of a digital

10 product, comprising the steps of:

developing a first signature of a first reader

system in dependence upon a first group of at least one

component as present in said first reader system at a

first time;

15 at a second time subsequent to said first time,

developing a second signature of a second reader system

in dependence upon a second group of at least one

comonent present in said second reader system at said

second time;

20 using a digital product at said second time if

and only if said first and second signatures satisfy

predetermined reader system drift criteria, said

predetermined reader systenx drift criteria not

requiring identity between said first and second

25 signatures.

17. A method according to claim 16, wherein said

digital product comprises a sound, and wherein said

step of using said digital product comprises a step of

30 playing said sound.

18. A method according to claim 16, wherein said

digital product comprises software and wherein said
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step of using said digital product comprises a step of

executing said software.

19.

and

A method according to claim 16, wherein said

first second signatures do not satisfy said

predetermined reader systenl drift criteria, further

comprising the steps of:

manually communicating with a licensing authority

for re-authorization; and

using said digital product at a time subsequent

to said second time in response to said re-

authorization.

20. A method according to claim 16, wherein said

second reader system is said first reader system.

21.

step of using said digital product at said second time

A method according to claim 16, wherein said

if and only if said first and second signatures satisfy

predetermined reader system drift criteria, comprises

the steps of:

said second reader system making a determination

that said first and second signatures match; and

using said digital product in response to said

determination.

22.

comprising the steps of:

A pmethod according to claim 21, further

storing accessibly to said second reader system

a first digest of at least a covered portion of said

digital product; and

storing, at said first time and accessibly to

said second reader system, at least one fragment of

said digital product encrypted in dependence upon said
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first signature, said at least one fragment overlapping

said covered portion of said digital product,

and wherein said step of said second reader

systent making a determination that said first and

5 second signatures match, comprises the steps of:

4 decrypting said at least one fragment in

dependence upon said second signature, to form at least

one decrypted fragment;

digesting said covered portion of said digital

10 product, using said at least one decrypted fragment, to

form a second digest; and '

comparing said second digest to said first

digest.

15 23. A. method according to claim 16, further

comprising the step of storing said first signature

accessibly to a server different from said second

reader system, '

and wherein said step of using said digital

20 product at said second time if and only if said first

and ‘second signatures satisfy predetermined reader

system drift criteria, comprises the steps of:

transmitting said second signature to said

server; and V

25 said server determining whether said first and

second signatures satisfy said predetermined reader

system drift criteria.

24. A method according to claim 16, wherein said

30 reader system drift criteria are specified in

conjunction with said digital product.

25. A method according to claim 16, wherein said

first group includes more than one component, and
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wherein said step of developing a first signature

comprises the steps of:

developing a first component signature of each

respective component in said first group as present in

said first reader system at said first time; and

combining said first component signatures into a

first combined signature.

26. A method according to claim 25, wherein said

second group includes more than one component, and

wherein said step of developing a second signature

comprises the steps of:

developing a second component signature of each

respective component in said second group as present in

said second reader system at said second time; and

combining said second component signatures into

a second combined signature,

wherein said first and second combined signatures

constitute numerical combinations,

and wherein said step of using said digital

product at said second time if and only if said first

and second signatures satisfy predetermined ‘reader

system drift criteria, comprises the step of using said

digital product at said second time if and only if said

second combined signature differs from said first

combined signature by no more than a predetermined

maximum drift percentage.

27. A method according to claim 25, wherein said

step of combining comprises a step of concatenating

said first component signatures into ,said first

combined signature,

wherein said second group includes more than one

component,
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and wherein said step of developing a second

signature comprises the steps of:

developing a second component signature of each

respective component in said second group as present in

5 said second reader system at said second time; and

_ concatenating said second component signature

into a second combined signature,

and wherein said step of using said digital

product at said second time if and only if said first

10 and second signatures satisfy predetermined reader

system drift criteria, comprises the step of using said

digital product at said second time if and only if a

count of the number of said second component signatures

in said second combined signature which differ from

15 corresponding first component signatures in said first

combined signature is no greater than a predetermined

maximum drift number.

28. A, method according to claim 16, further

20 comprising the step of storing a version of said

digital product accessibly to said second reader

system, at least a portion of said version being

encrypted in dependence upon said first signature.

25 29. A method according to claim 28, wherein said

step of using said digital product at said second time

if and only if said first and second signatures satisfy

predetermined reader system drift criteria, comprises

a step of decrypting said portion of said version in

30 dependence upon said second signature.

30. A method according to claim 16, wherein said

step of using said digital product comprises the steps
Of:
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inserting into said digital product a fingerprint

that substantially uniquely identifies said second

reader system, said fingerprint being recoverable from

said digital product; and

5 using said digital product with said fingerprint

inserted. ‘

31. A method according to claim 16, wherein said

_ step of using said digital product comprises the steps

10 Of:

inserting into said digital product a'watermark

that substantially iuniquely identifies said second

reader system, said watermark being recoverable from

said digital product; and

15 using said digital product with said watermark

inserted.
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Docket No. 111325-113 (290100) /

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

., 0.-

)‘}''r, .99.“ Qn re Patent Application of: Xin WANG, et al. ) Examiner: Unassignedrn

Application No. 10/162,701 )

Filed: June 6, 2002 ) Group Art Unit: 2122

3:0 For: METHOD AND APPARATUS MANAGING )
*1 THE TRANSFER OF RIGHTS ) Confinnation N05 6475

)
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U.S. Patent and Trademark Office

220 20”‘ Street s.

‘ Customer Window, Mail Stop Non-Fee Amendment

Crystal Plaza Two, Lobby, Room 1B03

Arlington, VA 22202

PRELIMINARY AMENDMENT

Sir:

Prior to examination on the merits, please amend the above-identified patent application

as follows.
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Docket No. 111325-113 (290100)

Amendments to the Claims:

1. (Currently amended) A method for transferring rights adapted to be associated with

items from a rights supplier to a rights consumer, said method comprising:

obtaining a set of rights associated with an item, said set of rights including meta-rights

specifying derivable rights that can be derived t-he1=efi=e1=n from the meta-rights by the rights

consumer; and

determining whether the rights consumer is entitled to derive the derivable rights

specified by the meta-rights, and at least one of deriving the derivable rights, and generating a

license including the derived rights -1 if the 

rights consumer is entitled to derive the derivable rights specified by the meta-rights.

2. (Original) A method recited in claim 1, further comprising, transmitting the set of

rights, in the form of a license to the item, from the rights supplier to the rights consumer.

3. (Original) A method as recited in claim 1, wherein the derived rights are rights

disposal rights.

4. (Original) A method as recited in claim 1, wherein the items are content.

5. (Original) A method as recited in claim 1, wherein the derived rights include usage

rights.

6. (Original) A method as recited in claim 1, wherein the derived rights include meta-

rights that the rights consumer may transfer to another rights consumer in the form of a license.

7. (Original) A method as recited in claim 4, wherein the consumer is a content

distributor.

8. (Original) A method as recited in claim 4, wherein the consumer is a content retailer.

9. (Original) A method as recited in claim 4, wherein the consumer is a, content publisher.

NVA29899‘).| - 2 —
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10. (Currently amended) A license associated with an item and adapted to be used within

a system for managing the transfer of rights to the item from a rights supplier to a rights

consumer, said license comprising:

a set of rights including meta—rights specifying derivable rights that can be derived

therefrom from the meta—rights by the rights consumer;

a principal designating at least one rights consumer who is authorized to derive the

derivable rights; and

a mechanism for providing access to the item in accordance with the set of rights.

11. (Original) A license as recited in claim 10, wherein the derived rights are rights

disposal rights.

12. (Original) A license as recited in claim 10, wherein the items are content.

13. (Original) A license as recited in claim 10, wherein the derived rights include usage

rights.

14. (Original) A license as recited in claim 10, wherein the derived rights include meta-

rights that the rights consumer may transfer to another rights consumer in the form of a license.

15. (Original) A license as recited in claim 12, wherein the consumer is a content

distributor.

16. (Original) A license as recited in claim 12, wherein the consumer is a content retailer.

17. (Original) A license as recited in claim 12, wherein the consumer is a content

publisher.

18. (Original) A license as recited in claim 10, fiirther comprising a digital signature

corresponding to a party issuing the license.

19. (Currently amended) A license as recited in claim 10, further comprising at least one

condition that must be satisfied to exercise at least on one of said meta—rights.

_ 3 _NVA298999.l
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20. (Original) A license as recited in claim 19, further comprising at least one state

variable related to said at least one condition.

21. (Currently amended) A method for deriving rights adapted to be associated with items

from meta-rights, said method comprising:

obtaining a set of rights associated with an item, said set of rights including meta-rights

specifying derivable rights that can be derived tl=xe1=efi=en=t from the meta-rights by the rights

consumer; and A

generating a license associated with said item and including the derived rights.

22. (Original) A method as recited in claim 21, wherein the derived rights are rights

disposal rights.

23. (Original) A method as recited in claim 21, wherein the items are content.

24. (Original) A method as recitedin claim 21, wherein the derived rights include usage

rights.

25. (New) A license as recited in claim 10, wherein said derivable rights comprise at least

one condition that is associated with at least one state variable. _

26. (New) A method as recited in claim 1, comprising:

generating said license including the derived rights with the rights consumer designated

as a principal.

27. (New) A method as recited in claim 1, comprising:

generating said license including the derived rights with a party other than the rights

consumer designated as a principal.

N\’AZl)x999.| - 4 -
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REMARKS

The present amendment amends claims 1, 10, and 21 to correct discovered informalities

and adds new claims 25-27 directed to further features of Applicant’s invention. No new matter

is introduced.

In view of the foregoing, examination on the merits of claims 1-27 is respectfinlly

requested. The Examiner is invited to contact the undersigned attorney to expedite the

prosecution of the present case.

Respectfully submitted,

 
Registration No. 43,224

Date: July 15, 2004

NIXON PEABODY LLP

CUSTOMER NO.: 22204

401 9th Street, N.W., Suite 900

Washington, DC 20004
Tel: 202-585-8000

Fax: 202-585-8080"
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DISTRIBUTING ACCESS TO A DATA ITEM

Background of the Invention

A computer data item such as a file that contains the text of a book or

an arrangement of data that represents an audio or video rendering or

recording may be copied and distributed via removable media such as a floppy

diskette or a CD-ROM or over a computer network such as the Internet. In

some cases, a data item is intended to be copied and distributed freely, with

little or no control over access to the data item. In other cases, control over

access is attempted by. physical means, such as by exercising some control over

the number of pieces of removable media that are produced, or by copy

protection methods that impede the ability of a computer to produce a copy of

the data item.

As shown in Fig. 1, in existing electronic book distribution systems, a

data item that represents the contents of a book ("book data") is copied (e.g.,

across a network connection) from a central source to book reading devices

(i.e., book viewing devices) in a hub—and-spoke arrangement.

Summary of the Invention

In general, in one aspect, the invention features a method for use in

distributing access to a data item. The method includes allowing multiple

transfers between computers of a single instance of permission to gain access

to the data item, the transfers occurring across data connections and including

a first transfer between a first computer and a second computer and a

subsequent transfer between the second computer and a third computer,

wherein at any one time only one computer retains the instance of permission

and is able to use the instance of permission to gain access to the data item.
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Implementations of this or another aspect‘ of the invention may include

one or more of the following features. The method may include using an

encryption key to impede unauthorized access to the data item. At least one of

5 the transfers of permission may include the transfer of a first encryption key,

and the method may include using a second encryption key to encrypt the first

encryption key prior to transfer. The first encryption key may include a secret
!

key and the second encryption key may include one of the keys in a

10 public /private key set. The method may include using highly secure circuitry

to help ensure that at any onetime only one of the computers retains and is’
able to use the instance. The highly secure circuitry may include a smartcard

computer or a de-encryptor. The method may include storing an encryption
15

key in the highly secure circuitry, and may include using the encryption key

only within the highly secure circuitry. The method may include determining

whether a computer is authorized to receive the instance of permission to gain

20 access to the data item, or, according to an expiration time, rendering at least
one of transfers temporary. The method may include, in the temporary

transfer, transmitting a copy of an encryption key from a sender computer to a

recipient computer, and, at the expiration time, erasing the copy of the

25 encryption key from the recipient computer. The method may include, in one

of the transfers, transmitting a copy of an encryption key from a sender

computer to a recipient computer, and erasing the copy of the encryption key

from the sender computer. The method may include associating at least one of

30 the transfers with a transfer of funds, or distinguishing between different

instances of permission to gain access to the data item. At least one of the

computers may include a Web server computer or a book viewing device. The

BNSDOCI D: <WO___0O2095OA1_|_>
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"book viewing device may include a viewing screen and data communications

circuitry.

In general, in another aspect, the invention features a method including:

in accordance with access distribution parameters that are specific to a data

item and that were established by a first computer, transferring, across a data

connection from a second computer to a third computer and independently of

the first computer, permission to gain access to the data item.

In general, in another aspect, the invention features a method including:

impeding a change to the number of computers that are allowed to gain access

to a data item, independently of data connection transfers between computers

of permission to gain access to the data item.

In general, in another aspect, the invention features a method for use in

distributing access to a data item. The method includes providing a first

computer with permission to gain access to the data item; providing the

permission by data connection to a second computer substantially

simultaneously with removing the permission from the first computer; and

providing the permission by data connection to a third computer substantially

simultaneously with removing the permission from the second computer.

In general, in another aspect, the invention features a method including:

rendering accountably fungible an instance of permission data that allows a

computer to gain access to book data.

In general, in another aspect, the invention features a method for use in

distributing access to a book data item. The method includes associating

highly secure circuitry with a device that is able to send and receive access

data that is necessary to gain access to the book data item, the highly secure
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circuitry including a computer processor and a program memory and being

able to substantially prevent annunauthorized transfer of the ‘accessdata from

the device.

In general, in another aspect, the invention features a method for use in

distributing access to a book data item. The method includes: at a publisher

computer, storing publisher permission data that allows a number A of end-

user computers to gain access to the book data item; based on the publisher

permission data, providing a distributor computer with distributor permission

data that allows a number B of end-user computers to gain access to the book

data item; changing the publisher permission data so that the publisher

permission data allows only a number A-B of end-user computers to gain

access to the book data item; based on the distributor permission data,

providing a retailer computer with retailer permission data that allows a

number C of end-user computers to gain access to the book data item;

changing the distribution permission data so that the distributor permission

data allows only a number B-C of end-user computers to gain access to the

book data item; based on the retailer permission data, providing an end-user

computer with end-user permission data that allows 1 end-user computer to

gain access to the book data item; and changing the retailer permission data so

that the retailer permission data allows only a number C~1 of end-user

computers to gain access to the book data item.

Among the advantages of the invention are one or more of the

following. Access to a data item (i.e., permission to use the data item) can be

controlled without excessively burdening users (e.g., consumers) of the data

item or excessively hindering the scalability of distribution by traditional data
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copying techniques. In at least some cases, acquiring the data item under

authorization can be made easier than acquiring a corresponding physical

rendering (e.g., a paper book or a music compact disc), and nearly instant

gratification can be achieved for the end-user. Access to the data item can be

made fungible and therefore valuable. The distribution of works (e.g., books,

audio recordings, pictures) can be limited in number without conventional

reliance on physical manufacturing, which limiting can help maintain the value

of the works. An accounting can be made of the number of end—users that

have access to a data item.‘ An entity can lend a data item to an end—user

much as a library lends a book. A data item can be transferred across a data

connection but can made fully usable regardless of whether the data

connection is available at the time of use. Full or nearly full advantage may be

taken of the Internet and the World—Wide Web in the distribution of access to a

data item.

Other features and advantages will become apparent from the following

description, including the drawings, and from the claims.

Brief Description of the Drawings

Fig. 1 is a block diagram of a prior art book data distribution system in

which book reading devices receive book data directly from a central source.

Fig. 2 is a block diagram of a book data distribution system in which

book data is passed from a publisher computer to distributor computers to

retailer computers to end-user computers.

Fig. 3 is a block diagram of transfers of permission among publisher,

distributor, retailer, and end-user computers.
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Fig. 4 is a block diagram of transfers of permission data among user

computers.

Fig. 5 is a flow diagram of a usage permission transfer procedure.

Fig. 6 is a block diagram of a smartcard computer.

Fig. 7 is a block diagram of groups and private keys.

Figs. 8-11 are block diagrams of data flows in a usage permission

transfer procedure.

Figs. 12-14 are flow diagrams of a usage permission transfer procedure.

‘-Fig. 15 is an illustration of "a book viewing device.

Detailed Description

Fig. 2 illustrates a controlled data distribution system 10 in which a data

item such as data including the text of a book ("book data") is distributed from

a sender computer (e.g., retailer computer 12) to a recipient computer (e.g.,

end-user computer 14) in accordance with distribution control parameters

determined at least in part by an originating computer (e.g., publisher

computer 16), regardless of whether the originating computer is available at

the time of the distribution from the sender computer to the recipient

computer. Thus, distribution is not only convenient but also private, because

in at least some cases the only computers that ever have any information about

a particular instance of distribution are the sender computer and the recipient

computer.

Fig. 3 shows a general example in which an original copy 18 of a book

data item is held at the publisher computer which has permission data 20 to

allow up to 10,000 end~user computers (e.g., book reader computers) to have
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access to the book data item. In such a case, the publisher computer provides

a distributor computer 22 with a copy 24 of the book data item and permission

data 26 to allow access by 1,000 end-user computers, which leaves the

publisher computer with permission data to allow access by 9,000 end-user

computers. Further, in turn, the distributor computer provides the retailer

computer with a copy 28 of the book data item and permission data 30 to

allow access by 50 end-user computers, and the retailer computer provides

end-user computer 14 with a copy 32 of the book data item and permission

data 34 to allow access. Thus, the publisher, distributor, retailer, and end-user

computers form a distribution network in which permission is distributed from

the publisher computer to end-user computers much as printed books are

distributed from a print publisher to consumers in a printed book distribution

system: permitted access may be regarded as a fixed resource such that the

maximum number of end-user computers that are allowed to gain access to the
'\

book data item is not affected by distribution.

As shown in Fig. 4, controlled distribution as described above need not

take place in a hierarchy (e.g., from publisher computer down to end-user

computers), and may occur between any two computers that execute according

to a usage permission transfer procedure 36 illustrated in Fig. 5 (a more

detailed example is described below in connection with Figs. 8-14). At the

sender computer (e.g., User A's computer 38), it is determined whether the

recipient computer (e.g., User B's computer 40) has been certified by an

organization that certifies devices intended to make use of data items, and is

therefore authorized to be granted access to the data item (e.g., item 42) (step

1010). The purpose of the organization is to help ensure that only devices that
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conform to rules of the organization are allowed to gain access to data items

associated with the organization. ‘For example, the organization may not

certify a device that lacks a highly secure clock or a highly secure program

memory, or that has not been demonstrated to use encryption tools reliably.

If the recipient computer has been certified, the sender computer

transmits permission data (eg., usage permission data B based on usage

permission data A) in a highly secure way to the recipient computer (step

1020). If a copy of the data item is stored at the sender computer, a copy of

the data item (e.g., data item 44) may be transmitted in a highly secure way

from the sender computer to the recipient computer (step 1030). The recipient

computer gains access to the data item in accordance with the permission data

(step 1040).

It is important that formulation and transmission of the permission data

be accomplished in a highly secure way, because control over distribution

depends on such formulation and transmission being performed only under

authorized conditions. While it may be impossible to Completely block

unauthorized actions by determined actors with significant resources (e.g.,

professional pirates), high security can be effective to help to discourage others

(e.g., student hackers), and to help to make clear that the distribution is

intended to be controlled and is not intended to add the data item to the

public domain.

To help ensure high security, each of the sender computers and recipient

computers may rely on encryption devices known as secret keys and

public /private key sets, and may include a highly secure mechanism, which

may handle one or more of the keys or key sets, or encrypted or unencrypted
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data, or both. A secret key (also known as a symmetric key) is alstring of data»

(e.g., 40 bits) that may be used to encrypt other data in a way that allows the

other data to be de—encrypted using the same secret key. A public/private key

set includes two strings of data (e.g., 1024 bits each) that cannot be derived

from each other and that are matched such that other data that has been

encrypted by using either one of the two strings can be de—encrypted only by

using the other of the two strings. Typically, one of the two strings ("public

key") is not kept confidential and the other of the two strings ("private key") is

kept highly confidential. See Public Key Cryptography Standards, RSA

Laboratories, Security Dynamics, Inc., Nov. 1993, and RSA Public Key Crypto

System, RSA Data Security Division, Security Dynamics, Inc., 1982.

A conventional genera1—purpose computer can be used to generate the

secret key and the public/private key set, which can be stored in conventional

computer files, as can data that has been or is intended to be encrypted by

using one or more of the keys. In at least some cases, security is enhanced if

the highly secure mechanism handles the keys and includes a smartcard

computer 46 (Fig. 6) (e.g., a Gemplus Gemxpresso), which is physically sealed

to impede unauthorized access to internal components, and has connection

circuitry 48 that provides the only authorized means for exchanging data with

circuitry outside the smartcard computer. The smartcard computer also has a

program memory 50, a data memory 52, and a processor 54 that communicates

with the connection circuitry and executes according to software stored in the

program memory to implement a public/private key encryptor 56, a

public/private key de—encryptor 58, a secret key encryptor 60, and a secret key

de-encryptor 62. A permission data bank 64, a public key 66, a private key 68,
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and a digital signature‘7O are stored in the data memory (e.g., uwhenthe

“smartcard computer is manufactured). The digital signature (also referred to '

as the encrypted digest) is the result produced by generating a digest version

5 of the public key (e.g., by applying a hash function to the public key) and then

using a group private key (Fig. 7) to encrypt the digest version.

Each smartcard computer's public/private key set is different (i.e.,

unique), but the group private key is the same for every smartcard computer

10 in a group. In a specific embodiment, the smartcard computer also stores an

identification of the entity with which the smartcard computer is associated, if

the entity is a publisher, distributor, or retailer, and stores an anonymous

serial number instead if the entity is an end-user (e.g., a consumer), to help

15 protect the ‘privacy of the end-user. In alternative versions of the specific
embodiment, the digital signature is supplemented or replaced by a digital

certificate, which is the result created by using the group private key to

20 encrypt the identification.

The smartcard computer may be able to execute software programs

formatted according to a programming language known as Iava.

In a specific embodiment, only the publisher computer is provided with

25 a secret key encryptor (e.g., because the other computers are not originators of

encrypted data items) and only the end-user computer is provided with the

secret key de—encryptor (e.g., because the other computers do not display or

otherwise make significant use of the data items).

30 Figs. 8-14 illustrate a detailed example 72 of the usage permission

transfer procedure. A secret key 74 (e.g., a randomly-generated 40-bit number)

is used to encrypt book data 76 to produce secret key encrypted book data 78

BNSDOCID: <wo_oo2o95oA1_I_> P€titiOIl€1‘ IHC. -
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(step'2010), which is stored at a sender computer (step 2020). (In a specific

embodiment, the secret key is also appended to the secret key encrypted book

data-)

The encrypted digest and the recipient computer's unique public key are

transmitted from the recipient computer to the sender computer (steps 2050,

2060). At the sender computer, a group public key 84 is used to de—encrypt the

encrypted digest to produce a de-encryption result 86 (step 2070), and a digest

result 88 is produced from the recipient's unique public key (step 2080). At the

sender computer-, the digest result is compared to the de-encryption result to

determine whether the recipient computer has been certified as described

above and is therefore authorized to receive book data (step 2090), and if it is

determined that the recipient computer has not been certified, the recipient

computer's requests for book data are refused (step 2100).

As shown in Fig. 10, a request for book data 90 and the recipient

computer's unique public key are transmitted from the recipient computer to

the sender computer (steps 2110, 2120). (In a specific embodiment, the request

is associated at the recipient computer with a unique request serial number

and with a request expiration time such as 60 seconds so that the request is

cancelled at the request expiration time if a response is not received from the

sender computer in time, and any response from the sender computer to the

request is associated with the same unique request serial number so that the

response can be matched to the request at the recipient computer.) At the

sender computer, secret key encrypted book data and a secret key and voucher

corresponding to the request are selected (step 2130), and the recipient's unique

public key is used to produce a public key encrypted secret key and voucher
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94 (step 2140), which is transmitted along with the secret key encrypted book

data to the recipientcomputer .from the sendericomputer (steps 2150, 2160).’

At the recipient computer (Fig. 11), the recipient's unique private key is

5 used to produce a secret key and voucher 98 (step 2180), and the secret key is

used to produce unencrypted book data 100 from the secret key encrypted

book data (s.ep 2190).

At this point, the unencrypted book data may be displayed or otherwise

10 used at the recipient computer.

In at least some cases, it may be advantageous if the unencrypted book

data is in a format (e.g., a version of an Adobe format known as Portable

Document Format or "PDF") that allows the data to be displayed in a specified

15 way (e.g., by Adobe display software) but renders printing the data or

reformatting the data difficult or impossible. See Portable Document Format

Reference Manual, Version 1.2, November 1996, Adobe Systems, Inc. Thus, the

20 originator of the unencrypted book data (e.g., a publisher) can have a high

degree of confidence that the integrity of the book data will survive

distribution and that the book data will be displayed in accordance with the

originator's intent (e.g., in the intended fonts and type sizes and with intended

25 line and page breaks).

The usage permission transfer procedure may be applied when

permission to use a data item is lent (e.g., by a library), leased, given (e.g., as a

birthday present), or sold (e.g., by a book retailer). If the permission is lent or

30 leased, the procedure also specifies that the secret key is associated with

matching expiration times 1025 and 102R (e.g., each corresponding to a two-

week period) at the sender and recipient computers, respectively, so that the
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secret key cannot be used (and therefore the data" item cannot be used) at the

sender computer until expiration time 1028 is reached, and can be used at the

recipient computer only until expiration time 102R is reached. In this way, the

permission is effectively returned to the sender computer from the recipient

computer when the expiration time is reached. If the sender computer or the

recipient computer has permission data for multiple end-user computers for

the same data item (e.g., in the case of a library that is able to lend to multiple

end-user computers), matching serial numbers 1045 and 104R are retained in

each lend or lease transaction so that different instances of permission maybe

distinguished from each other. The voucher specifies the expiration times and

the serial numbers, and also specifies a quantity 106 if the recipient computer

is to be provided with permission data to allow more than one end-user

computer to gain access to the data item (e.g., where a publisher computer

provides a distributor computer with permission data with respect to 50 end-

user computers). The voucher may also specify whether the recipient

computer is permitted during the term of the lending or lease to serve as a

sender computer for the specified data item in another usage permission

transfer procedure with another recipient computer (e.g., to effectively sub-lend

or sub-lease the permission).

In a case of giving or selling, the recipient computer is entitled to retain

the secret key indefinitely, and to serve as a sender computer in a subsequent

transaction. If at the start of the execution of the usage permission transfer

procedure in a giving or selling context the sender computer had permission

data to allow only one end-user computer (e.g., itself) to gain access to the data
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item, the secret key is erased at the sender computer after the recipient

computer is provided with the secret key.’ I H

In a case of leasing or selling, the permission may be provided in

exchange for funds, the delivery of which may be handled completely

independently of the usage permission transfer procedure, or may be handled

b" ano.her procedure that is tied to the usage permission transfer procedure to

help ensure that permission is not provided before the funds are delivered.

The sender computer may also create an audit file to permit revenue

accounting.

At least because the data item, access to the data item, or both can be

transferred from computer to computer (e.g., end-user computer to end—user

computer) in accordance with the usage permission transfer procedure, the

access or the data item or both are fungible and have a resale value, much as

an automobile is fungible and has a resale value. For example, the usage

permission transfer procedure makes it possible for an end-user to purchase or
lease an instance of access to a book data item from a retailer for five dollars,

enjoy the book data item (e.g., by reading the text of the book data item), and

then sell the instance of access to another end-user (e.g., for more or less than

five dollars, depending on whether the instance has appreciated for a reason

such as scarcity or has depreciated for a reason such as a lack of a warranty

against corrupted data).

In at least some cases, it is advantageous if at least the audit file, the

secret key, the public/private key set, the permission data bank, the group

private key, and the de—encryptors at each sender computer and recipient

computer are stored and used in a highly secure way, e.g., in a smartcard
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computer as described above.‘ If thelsmartcard computer 46 is used, security is

enhanced if the group private key and the smartcard computer's unique

private key are never transmitted in any form outside the smartcard computer

5 (i.e., are never presented at the connection circuitry), and if the secret keys are

never transmitted in unencrypted form. The encrypted data item may be

stored separately from the keys (e.g., in a persistent memory such as a hard

disk outside the smartcard computer due to limited data storage space within

10 the smartcard computer). In any case, security is further enhanced if the

encrypted data item is de-encrypted in only a piece at a time as necessary (e-g.,

a page at a time for display purposes). .

5 Security may also be enhanced by the use of a secure network1

connection between the sender computer and the recipient computer. For

example, in a specific embodiment, the sender computer includes a Web server

computer to which the recipient computer is connected via a network that

20 conforms at least in part to Internet standards such as HTML, HTTP, and

TCP/IP (an ”Internet network"). See Hyper Text Transfer Protocol -- I-ITTI’

1.1. RFCIZO68. In such a case, security is enhanced if the Internet network

connection between the sender computer and the recipient computer operates

25 according to a Secure Sockets Layer ("SSL") standard. See Secure Sockets Layer

Specifications 3.0, Netscape, Inc. The Web server may serve as a demand-

driven distribution center (e.g., for a publisher, a distributor, or a retailer) from

which the recipient computer (e.g., for a distributor, a retailer, or an end-user)

30 can download data items, which may be selectable (e.g., via a Web page on the

Web server) at the recipient computer (eg., running a Web browser). The

recipient computer may download software (e.g., display software or software
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implementing at least a portion of the usage permission transfer procedure)

from the sender computer.

The connection between the sender computer and the recipient

5 computer may be accomplished by one or more wired or wireless data

transmission technologies (e.g., modern dialup over telephone lines, cellular

telephone, or infrared transmission).

In a specific embodiment, the sender computer or the recipient computer

10 includes a special purpose book viewing computer 110 (Fig. 15) ("book reader")

as now described. The book reader is a hand—held, battery-powered device

that can be used to display book data (including textual information) clearly,

and includes a 32-bit microcomputer (e.g., a Philips Semiconductor PR3710O

15 MIPS processor or an Intel StrongARI\/I 1100 processor, and UCBIZOO

peripheral control chips) running an operating system such as Microsoft

Windows CE 2.1. A portrait-mode liquid crystal display ("LCD") screen 112

20 with supporting electronics (e.g., a Sharp I-IR—TFT LQO84V2DSO1 8.4-inch VGA

(640 x 480) reflective TFT color LCD, driven by an S—MOS Systems SED1355

video controller chip if the PR371OO processor is used) is also included in the

book reader, which lacks a keyboard and a mouse. The book reader also has a

25 4-wire resistive touch screen with anti—glare coating, 16MB DRAM, 8MB Flash

ROM for the operating system and built-in software, a compact Flash memory

slot with an 8MB flash memory card for book data storage, and an IrDA

infrared interface capable of using built-in capabilities of the microcomputer

30 for personal computer connectivity. Further, the book reader has an R]-11

telephone jack, a DAA and modern interface using built—in capabilities of the

microcomputer and Softmodem software for a direct Internet connection, "Next
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Page", "Prev Page", "Menu", "Enter", and "Reset" pushbuttons, and a sliding

mode switch having "Off", “Read", "Books", "Library", and 7'Bookstore"

positions. Also included in the book reader are four AA batteries (if alkaline,

good for more than 40 hours of operation) and an AC—adapter power supply

with support for power-conservation modes (e.g., of the microcomputer), a

high—quality touch—screen stylus, and a smartcard slot for the smartcard

computer.

The book reader is packaged to resemble or suggest a leather—bound

book, is approximately 8 inches high by 5.25 inches wide, and is as thin and

light-weight (e.g., about 1.5 pounds) as is practical in view of the included

components. The LCD screen is oriented vertically (i.e., 480 x 640) and an LCD

bezel around the LCD screen is as small as practical without unduly degrading

durability. The "Next Page" and "Prev Page" pushbuttons are recessed and

substantially centered on the right and left sides of the LCD bezel. The "Menu"

and related pushbuttons are disposed on the bottom of the LCD bezel. The

pushbuttons are comfortable and easy to press, and are nearly completely

silent but provide significant tactile feed—back when pressed. The sliding mode

switch is recessed and is disposed on the right side of the book reader. The

Reset button is deeply recessed so that a ball-point pen or similar device is

required to cause activation of the Reset button. An infrared transceiver bezel

is disposed on the top edge of the book reader, the RI-11 and AC power

adapter jacks are disposed on the bottom edge of the book reader, and the

compact Flash memory slot is disposed on the back of the book reader. The

book reader's exterior is made of magnesium, which enhances the aesthetics
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and durability of the book reader, and is covered by an attached folding

leather cover 114 to protect the book reader and the book reader's LCD screen.

In at least some cases, it is advantageous if the book reader is visually

elegant, with fine detailing, includes rich—looking materials (e.g., leather, glass,

magnesium) and plastic rubber-like hand grips, and is substantially weather-

proof (e.g., has gaskets around the display and the buttons) and highly

durable.

In other specific embodiments, the sender computer or the recipient

computer may include a notebook computer or a desktop computer. In either

case, the highly secure mechanism may include highly secure data files or

highly secure software or both, or may include a smartcard computer (e.g.,

attached to a serial, parallel, or USB port, plugged into a PCMCIA smartcard

adapter, or integrated in the form of a device embedded on a motherboard).

The technique (i.e., the procedures described above) may be

implemented in hardware or software, or a combination of both. In at least

some case, it is advantageous if the technique is implemented in computer

programs executing on programmable computers (e.g., a personal computer

running or able to run Microsoft Windows 95, 98, or NT, or Maclntosh OS)

that each include a processor, a storage medium readable by the processor

(including volatile and non—volatile memory and/or storage elements), at least

one input device such as a keyboard, and at least one output device. Program

code is applied to data entered using the input device to perform the method

described above and to generate output information. The output information

is applied to one or more output devices such as a display screen of the

computer.
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In at least some cases, it is advantageous if each program is

implemented in a high level procedural or object-oriented programming

language such as Java or C++ to communicate with a computer system.

5 However, the programs can be implemented in assembly or machine language,

if desired. In any case, the language may be a compiled or interpreted

language.

In at least some cases, it is advantageous if each such computer program

10 is stored on a storage medium or device (e.g., ROM or magnetic diskette) that

is readable by a general or special purpose programmable computer for

configuring and operating the computer when the storage medium or device is

15 read by the computer to perform the procedures described in this document.
The system may also be considered to be implemented as a computer—readable

storage medium, configured with a computer program, where the storage

medium so configured causes a computer to operate in a specific and

20 predefined manner.

Other embodiments are within the scope of the following claims. For

example, the recipient computer may include a desktop or portable computer

that includes circuitry (e.g., a dongle that attaches to a port of the computer, or

25 a plug-in or PCMCIA card with memory devices embedded in epoxy) that

helps to perform at least some of the functions performed by the smartcard

computer as described above. In such a case, the data item may be displayed

on the desktop or portable computer's display screen.

30 At least some of the functionsperformed by the smartcard computer

may be performed completely or substantially in software instead, which may

not be an arrangement that is as secure as the use of the smartcard computer.
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The data item may include any type of ‘data, including the text of a

periodical (e.g., a magazine), audio data (e.g., music), or visual data (e.g., still

pictures or video).

Other techniques may be used to help to prevent unauthorized

dissemination of the group private key or the negative consequences of such

dissemination. For example, it may arranged that the group private key is

retrievable only by a complex spread-spectrum wireless transfer technique or is

otherwise further protected in hardware, or is effective only temporarily.

For a reason such as a reduction in transaction time between the sender

computer and the recipient computer, the encrypted data item may be stored

in a publicly accessible location (e.g., on the Internet) so that only the

permission data need be transferred from the sender computer to the recipient

computer. In such a case, the encrypted data item may be freely transferred

and copied by anyone, but the permission data is transferred only under the

control of the usage permission transfer procedure.

What is claimed is:

1. A method for use in distributing access to a data item,

comprising:

allowing multiple transfers between computers of a single instance of

permission to gain access to the data item, the transfers occurring across data

connections and including a first transfer between a first computer and a

second computer and a subsequent transfer between the second computer and

a third computer, wherein at any one time only one computer retains the
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instance of permission and is able to use the instance of permission to gain

access to the data item.

2. The method of claim 1, further comprising:

5 using an encryption key to impede unauthorized access to the data item.

3. The method of claim 1, wherein at least one of the transfers of

permission includes the transfer of a first encryption key.

4. The method of claim 3, further comprising:

10 using a second encryption key to encrypt the first encryption key prior

to transfer.

5. The method of claim 4, wherein the first encryption key includes

a secret key and the second encryption key includes one of the keys in a
15

public/private key set.

6. The method of claim 1, further comprising:

using highly secure circuitry to help ensure that at any one time only

one of the computers retains and is able to use the instance.20

7. The method of claim 6, wherein the highly secure circuitry

includes a smartcard computer.

8. The method of claim 6, wherein the highly secure circuitry

25 includes a de-encryptor.

9. The method of claim 6, further comprising:

storing an encryption key in the highly secure circuitry.

10. The method of claim 9, further comprising:

30
using the encryption key only within the highly secure circuitry.

11. The method of claim 1, further comprising:
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determining whether a computer is authorized to receive the instance of

permission to gain access to the data item".

12. The method of claim 1, further comprising:

5 according to an expiration time, rendering at least one of transfers

temporary.

13. The method of claim 12, further comprising:

in the temporary transfer, transmitting a copy of an encryption key from

10 a sender computer to a recipient computer, and, at the expiration time, erasing

the copy of the encryption key from the recipient computer.

14. The method of claim 1, further comprising:

in one of the transfers, transmitting a copy of an encryption key from a

15 sender computer to a recipient computer, and erasing the copy of the

encryption key from the sender computer.

15. The method of claim 1, further comprising:

20 associating at least one of the transfers with a transfer of funds.
16. The method of claim 1, further comprising:

distinguishing between different instances of permission to gain access

to the data item.

25 17. The method of claim 1, wherein at least one of the computers

includes a Web server computer.

18. The method of claim 1, wherein at least one of the computers

includes a book viewing device.

30 19. The method of claim 18, wherein the book viewing device

includes a viewing screen and data communications circuitry.

20. A method comprising:
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in accordance with access distribution parameters that are specific to a

data item and that were established by a first computer, transferring, across a

data connection from a second computer to a third computer and

5 independently of the first computer, permission to gain access to the data item.

21. A method comprising:

impeding a change to the number of computers that are allowed to gain

access to a data item, independently of data connection transfers between

10 computers of permission to gain access to the data item.

22. A method for use in distributing access to a data item,

comprising:

providing a first computer with permission to gain access to the data
15

item;

providing the permission by data connection to a second computer

substantially simultaneously with removing the permission from the first

20 computer; and

providing the permission by data connection to a third computer

substantially simultaneously with removing the permission from the second

computer.

25 23. A method comprising:

rendering accountably fungible an instance of permission data that

allows a computer to gain access to book data.

24. A method for use in distributing access to a book data item,

30 . .
comprising:

associating highly secure circuitry with a device that is able to send and

receive access data that is necessary to gain access to the book data item, the
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highly secure circuitry including a computer processor and a program memory

and being able to substantially ‘prevent an unauthorized transfer of the access

data from the device.

5 25. A method for use in distributing access to a book data item,

comprising:

at a publisher computer, storing publisher permission data that allows a

number A of end-user computers to gain access to the book data item;

10 based on the publisher permission data, providing a distributor

computer with distributor permission data that allows a number B of end-user

computers to gain access to the book data item;

5 changing the publisher permission data so that the publisher permission1

data allows only a number A—B of end—user computers to gain access to the

book data item;

based on the distributor permission data, providing a retailer computer

20 with retailer permission data that allows a number C of end—user computers to

gain access to the book data item;

changing the distribution permission data so that the distributor

permission data allows only a number B-C of end—user computers to gain

25 access to the book data item;

based on the retailer permission data, providing an end—user computer

with end—user permission data that allows 1 end—user computer to gain access

to the book data item; and

30 . . . . . . .
changing the retailer permission data so that the retailer permission data

allows only a number C-1 of end—user computers to gain access to the book

data item.
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26. A system for use in distributing access to a data item, comprising:

data processing apparatus for allowing multiple transfers between

computers of a single instance of permission to gain access to the data item,

the transfers occurring across data connections and including a first transfer

between a first computer and a second computer and a subsequent transfer

between the second computer and a third computer, wherein at any one time

only one computer retains the instance of permission and is able to use the

instance of permission to gain. access to the data item.

27. A system comprising:

a transferor, in accordance with access distribution parameters that are

specific to a data item and that were established by a first computer,

transferring, across a data connection from a second computer to a third

computer and independently of the first computer, permission to gain access to

the data item.

28. A system comprising:

an impedor impeding a change to the number of computers that are

allowed to gain access to a data item, independently of data connection

transfers between computers of permission to gain access to the data item.

29. A system for use in distributing access to a data item, comprising:

a first permission provider providing a first computer with permission

to gain access to the data item;

a second permission provider providing the permission by data

connection to a second computer substantially simultaneously with removing

the permission from the first computer; and
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a third permission provider providing the permission by data connection

to a. third computer substantially simultaneously with removing thepermission

from the second computer.

30. A system comprising:

a renderor rendering accountably fungible an instance of permission

data that allows a computer to gain access to book data.

31. A system for use in distributing access to a book data item,

comprising:

a device including highly secure circuitry, the device being able to send

and receive access data that is necessary to gain access to the book data item,

the highly secure circuitry including a computer processor and a program

memory and being able to substantially prevent an unauthorized transfer of

the access data from the device.

32. A system for use in distributing access to a book data item,

comprising:

at a publisher computer, a storer for storing publisher permission data

that allows a number A of end—user computers to gain access to the book data

item;

a first permission provider for, based on the publisher permission data,

providing a distributor computer with distributor permission data that allows a

number B of end—user computers to gain access to the book data item;

a first permission changer for changing the publisher permission data so

that the publisher permission data allows only a number A-B of end—user

computers to gain access to the book data item;
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a second permission provider for, based on the distributor permission

data, providing a retailer computer with retailer permission data that allows a

number C of end-user computers to gain access to the book data item;

5 a second changer for changing the distribution permission data so that

the distributor permission data allows only a number B-C of end-user

computers to gain access to the book data item;

a third permission provider for, based on the retailer permission data,

10 providing an end-user computer with end-user permission data that allows 1

end-user computer to gain access to the book data item; and

a third changer for «changing the retailer permission data so that the

retailer permission data allows only a number C—1'of end-user computers to
15

gain access to the book data item.

33. Computer software, residing on a computer-readable medium,

comprising instructions for use in distributing access to a data item, the

20 instructions causing a computer to:

allow multiple transfers between computers of a single instance of

permission to gain access to the data item, the transfers occurring across data

connections and including a first transfer between a first computer and a

25 second computer and a subsequent transfer between the second computer and

a third computer, wherein at any one time only one computer retains the

instance of permission and is able to use the instance of permission to gain

access to the data item.

30 . . .
34. Computer software, residing on a computer-readable medium,

comprising instructions for causing a computer to:
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in accordance with access distribution parameters that are specific to a

data item and that were established by a first computer, transfer, across a data

connection from a second computer to a third computer and independently of

5 the first computer, permission to gain access to the data item.

35. Computer software, residing on a computer-readable medium,

comprising instr-.ictio..s for -ausi_ng a computer to:

impede a change to the number of computers that are allowed to gain

10 access to a data item, independently of data connection transfers between

computers of permission to gain access to the data item.

36. Computer software, residing on a computer-readable medium,

comprising instructions for use in distributing access to a data item, the
15

instructions causing a computer to:

provide a first computer with permission to gain access to the data

item;

20 provide the permission by data connection to a second computer

substantially simultaneously with removing the permission from the first

computer;

provide the permission by data connection to a third computer

25 substantially simultaneously with removing the permission from the second

computer.

37. Computer software, residing on a computer-readable medium,

comprising instructions for causing a computer to:

30
render accountably fungible an instance of permission data that allows a

computer to gain access to book data.
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38. Computer software, residing on a computer-readable medium,

comprising instructions for use in distributing access to a book data item, the

instructions causing a computer to:

5 associate highly secure circuitry with a device that is able to send and

receive access data that is necessary to gain access to the book data item, the

highly secure circuitry including a computer processor and a program memory"

and being able to substantially prevent an unauthorized transfer of the access

10 data from the device.

39. Computer software, residing on a computer—readable medium,

comprising instructions for use in distributing access to a book data item, the

instructions causing a computer to:
15

at a publisher computer, store publisher permission data that allows a

number A of end—user computers to gain access to the book data item;

based on the publisher permission data, provide a distributor computer

20 with distributor permission data that allows a number B of end—user computers

to gain access to the book data item;

change the publisher permission data so that the publisher permission

data allows only a number A-B of end—user computers to gain access to the

25 book data item;

based on the distributor permission data, provide a retailer computer

with retailer permission data that allows a number C of end—user computers to

gain access to the book data item;

30 . . . . . . .
change the distribution permission data so that the distributor

permission data allows only a number B-C of end-user computers to gain

access to the book data item;
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based on the retailer permission data, provide an end-user computer

with end-user permission data that allows 1 end-user computer to gain access

to the book data item; and

5 change the retailer permission data so that the retailer permission data

allows only a number C-1 of end-user computers to gain access to the book

data item.
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This Page is Inserted by IFW Indexing and Scanning
Operations and is not part of the Official Record

BEST AVAILABLE IMAGES

Defective images within this document are accurate representations Of the original
documents submitted by the applicant.

Defects in the images include but are not l_i_mited to the items checked:

El BLACK BORDERS

El IMAGE CUT OFF AT TOP, BOTTOM OR SIDES

El FADED TEXT OR DRAWING

' El BLURRED OR ILLEGIBLE TEXT OR DRAWING

CI SKEWED/SLANTED IMAGES

E/COLOR OR BLACK AND WHITE PHOTOGRAPHS

El GRAY SCALE DOCUMENTS

%.INES OR MARKS ON ORIGINAL DOCUMENT A '

D REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY

El OTHER: .

IMAGES ARE BEST AVAILABLE COPY.

As rescanning these documents will not correct the image
problems checked, please do not report these problems to
the IFW Image Problem Mailbox.
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Application No. Applicant(s)

10/162,701 WANG ET AL.

Examiner Art Unit

James A. Reagan 3621

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE Q MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUN|CAT|ON.
- Extensions of time may be available under the'provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

atter SIX (6) MONTHS from the mailing date of this communication.
- li NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
— Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35‘U.S.C. § 133).

Any reply received by the Oifce later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Office Action Summary

Status

1)[Z Responsive to communication(s) filed on 06 June 2002.

2a)[] This action is FINAL. 2b)lZ This action is non-final.

3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)E Claim(s) 1-:27 is/are pending in the application.

4a) Of the above claim(s)j is/are withdrawn from consideration.

5)[] Claim(s)? is/are allowed.

6)E C|aim(s)‘1-:27 is/are rejected.

7)[] Claim(s) __ is/are objected to. .

8)l] Claim(s)j are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.

10)[] The drawing(s) filed on? is/are: a)l:l accepted or b)l:l objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action orforrn PTO-152.

Priority under 35 u.s.c. § 119

12)l] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[j All b)lIl some * c)El None of:

1.l:l Certified copies of the priority documents have been received.

2.l:l Certified copies of the priority documents have been received in Application No. __

3.E] Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) [Z Notice of References Cited (PTO-892)
2) D Notice of Draftsperson's Patent Drawing Review (PTO-948)
3) Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08)

Paper No(s)/Mail Date

US atenl and Trademark Office

PTL-326 (Rev. 7-05)

4) El Interview Summary (PTO-413)
Paper No(s)/Mail Date. .

5) [3 Notice of Informal Patent Application (PTO-152)
6) [:1 Other: ___.

Office Action Summary Part of Paper No./Mail Date 20050928
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Application/Control Number: 10/162,701 Page 2

Art Unit: 3621

DETAILED ACTION

Status of Claims

1. This action is in response to the application filed on 06 June 2002.

2. Claims 1-27 have been examined.

Information Disclosure Statement

3. The lnforrnation Disclosure Statements have been considered. lnitialed copies of the Fonn 1449

are enclosed herewith.

Claim Rejections - 35 USC § 101

4. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or

composition of matter, or any new and useful improvement thereof, may obtain a patent therefor,
subject to the conditions and requirements of this title.

5. Claims 10-19 and 25 are rejected under 35 U.S.C. 101 because the claimed invention is directed

to non-statutory subject matter. In this case, a license is non-statutory because it is not tangibly

embodied.

Since the application currently before the Examiner is a utility patent, the claims must be

directed to systems, methods, or articles of manufacture that have a clear utility. See MPEP

706.03(a). Over the years, numerous court decisions have analyzed the content of various claim

language for meaningful, useful differences in structure or acts performed between the claims

and the prior art. Some of these decisions have found that certain language adds little, if

Petitioner Apple Inc. — Exhibit 1024, p. 1154
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Application/Control Number: 10/162,701 Page 3

Art Unit: 3621

anything, to the claimed structure or acts and therefore do not serve as a limitation on the claims

to distinguish over the prior art. Thus, the limitations on the claim can broadly be thought of then

as its ability to make a meaningful contribution to the definition of the invention in a claim. In

other words, language that is not functionally interrelated with the useful acts, structure,_ or

A properties of the claimed invention will not serve as a limitation. See In re Gulack, 217 USPQ

401 (CAFC 1983), Ex parte Carver, 227 USPQ 465 (bd Pat App &l nt 1985) and In re Lowry, 32

USPQ2d 1031 (CAFC 1994), where language provided certain limitations because of specific

relationships required by the claims. In the computer arts we frequently examine claims that are

directed to systems, methods, and articles (computer program products) that process data. In

these specific cases, nonfunctional descriptive material is material that cannot exhibit any

functional interrelationship with the way in which computing processes are perfonned.

As a result, when analyzing claim language for its limited effect, the Examiner will

perform two basic steps:

i) Review the claimed as a whole to see whether or not any descriptive material is being

recited; and

ii) If a descriptive material is found, determine how this descriptive material is being used

in the claim as a whole.

In this case, the claim language contains nonfunctional data in the form of derived rules

from non-statutory subject matter. This nonfunctional data is not processed by the computer, nor

does it alter the process steps. It only means something to the human mind.
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Application/Control Number: 10/162,701 Page 4

Art Unit: 3621 '

Claim Rejections - 35 USC § 102

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for

the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or

in public use or on sale in this country, more than one year prior to the date of application for
patent in the United States.

7. Claims 1-27 are rejected under 35 U.S.C. 102(b) as being clearly anticipated by Ginter et al. (US

5,892,900 A).

Claims 1, 10, and 21:

Ginter discloses usage rights associated with digital works evolving as publishers and

distributors provide the digital content to consumers. See at least column 47, line 56 to column

48, line 33; column 4, lines 14-27; column 5, lines 29-41, as well as other relevant and related

Figures and text. Gintertherefore discloses the following limitations:

o obtaining a set of rights associated with an item, said set of rights including meta-

rights specifying derivable rights that can be derived from the meta-rights by the

rights consumer; and

o determining whether the rights consumer is entitled to derive the derivable rights

specified by the meta-rights, and at least one of deriving the derivable rights, and

generating a license including the derived rights if the rights consumer is entitled

to derive the derivable rights specified by the meta-rights.
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Application/Control Number: 10/162,701 Page 5

Art Unit: 3621

Claim 2:

With regard to the limitation of transmitting the set of rights, in the form of a license to the

item, from the rights supplier to the rights consumer, see at least column 4, lines 14-27; column 5,

lines 29-41, as well as other relevant and related Figures and text.

Claims 3, 11, and 22:

With regard to the limitation of the derived rights are rights disposal rights, see at least

column 4, lines 14-27, as well as other relevant and related Figures and text.

Claims 4, 12, and 23:

With regard to the limitation of the items are content, see at least column 5, lines 29-41,

as well as other relevant and related Figures and text.

Claims 5, 13, and 24:

With regard to the limitation of the derived rights include usage rights, see at least column

9, lines 19-32, as well as other relevant and related Figures and text.

Claims 6 and 14:

With regard to the limitation of the derived rights include meta- rights that the rights

consumer may transfer to another rights consumer in the form of a license, see at least column

47, line 56 to column 48, line 33, as well as other relevant and related Figures and text.

Petitioner Apple Inc. — Exhibit 1024, p. 1157



Petitioner Apple Inc. - Exhibit 1024, p. 1158

Application/Control Number: 10/162,701 Page 6

Art Unit: 3621 1

Claims 7-9 and 15-17:

With regard to the limitations of:

o the consumer is a content distributor;

o the consumer is a content retailer;

o the consumer is a content publisher;

See at least column 5, lines 29-41, as well as other relevant and related Figures and text.

Claims 25-27:

With regard to the limitations of:

c said derivable rights comprise at least one condition that is associated with at

least one state variable.

o generating said license including the derived rights with the rights consumer

designated as a principal. V

o generating said license including the derived rights with a party other than the

rights consumer designated as a principal.

See at least column 5, lines 29-41, as well as other relevant and related Figures and text.
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Application/Control Number: 10/162,701 Page 7

Art Unit: 3621

Any inquiry of a general nature or relating to the status of this application or concerning

this communication or earlier communications from the Examiner should be directed to James A.

Reagan whose telephone number is 571.272.6710. The Examiner can normally be reached on

Monday-Friday, 9:30am-5:00pm. If attempts to reach the examiner by telephone are

unsuccessful, the Examiner's supervisor, James Trammell can be reached at 571.272.6712.

Infonnation regarding the status of an application may be obtained from the Patent

Application Infonnation Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status infonnation for unpublished

applications is available through Private PAIR only. For more information about the PAIR system,

see httg://pgrtal.uspto.gov/extemal/gortal/pair . Should you have questions on access to the

Private PAIR system, contact the Electronic Business Center (EBC) at 866.217.9197 (toll-free).

- Any response to this action should be mailed to:

Commissioner of Patents and Trademarks

Washington, D.C. 20231

or faxed to:

571-273-8300 [official communications, After Final communications labeled "Box AF"]

571-273-8300 [lnfonnal/Draft communications, labeled "PROPOSED" or “DRAFT"]

Hand delivered responses should be brought to the United States Patent and

Trademark Office Customer Service Window:

I Randolph Building

401 Dulany Street

Alexandria, VA 22314.

JAR

28 September 2005
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Application/Control No. App|icant(s)/Patent Under
Reexamination

10/152,701 WANG ET AL
Notice of References Cited Examiner Art Unit

James A. Reagan 3621 Page 1 of 1
U.S. PATENT DOCUMENTS

Document Number Date , .
Country Code-Number-Kind Code MM_YYYY C|as5'fi°au°”

US-5,892,900 A 04-1999 Ginter et al 726/26

 

  
  

 
 
 

FOREIGN PATENT DOCUMENTS

‘ Document Number _ _
Country Code-Number-Kind Code MM-vYvy C'aSS'fi¢at|°"

UE(‘D

‘A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20050928
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
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Name of Pumice or
Applicant of G_tr.-d Document

    FOREIGN PATENT DOCUMENTS

Fordp Patent Docucnmt Ptlbliwim 0:1: Name of Parana: er
Kind c - MM—D|>YYYY Application or Cited

counuycodanmba‘ - (ifbrann)

WO 00/20950 Aril 13 2000

 

OTHER PRIOR ART —NON PATENT LITERATURE DOCUMENTS   
 
 

Include name oflhe author (in CAPITAL LETTERS), title of the article (when appropriate), title of the
item (book, magazine, journal, serial, symposium. catalog, etc.)., date. page(s), volume-issue numbcr(s).

' publisher. city and/or country where published.

European Search Report dated April 14, 2004

(Euro can Patent _oA- lication No. 02 739 715.7

‘ Dat ,
Z555? 0;

‘EXAMINER: nitial if reference considered. whether or not citation is in conformance with MPEP 609. Draw line through citation if not
in conformance and not considered. Include copy of this form with next communication to applicant.

  
' Applicant's unique citation desiyiation number (optional). 1 See Kinds Codes of USPTO Patent Documents at www.usgtn.gov or MPEP
901.04. ’ Enter Office um issued the document, by the two-letter code (wrro Standard s'r.3). ‘ For Japanese patent documems. the
indication ofthe yer of the reiyi of the Emperor must precede the serial number of the patent document. ’ Kind of document by the
appropriate symbols as indicated on the document under WIPO Standard ST.l6 if possible. ‘ Applicant is to place a check mark hen: if
English language Translation is attached. -

' Applicant's unique citation designation number (optional). 1 Applicant is to place a check mark here if English language Translation isattached.

W325l04.l
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Filing Date: June 06, 2002
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Application No. 10/162,701

Docket No. 111325-113 (290100) 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: ) Group Art Unit: 3621

Xin WANG, et al. ) Examiner: REAGAN, James A.

Application No. 10/ 1 62,701 ) Conf. No.: 6475

Filed: June 6, 2002 )

For: METHOD AND APPARATUS ) Date: February 21, 2006

MANAGING THE TRANSFER )

OF RIGHTS )

AMENDMENT

U.S. Patent and Trademark Office

Customer Service Window, Mail Stop Amendment

Randolph Building

401 Dulany Street

Alexandria, VA 22314

Sir:

In response to the Office Action of October 21, 2005, please amend the above-

identified application as follows:

Amendments to the Claims begin on page 2 of this paper.

Remarks begin on page 6 of this paper.
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Docket No. 111325-113 (290100)

Page 2 of 8

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

1. (Currently Amended) A method for transferring rights adapted to be

associated with one or more items from a rights supplier to a rights consumer, said method

comprising:

obtaining a set of rights associated with an item, said set of rights including

meta—rights specifying derivable rights that can be derived from the meta—rights by the rights

consumer; and

determining whether the rights consumer is entitled to derive the derivable

rights specified by the meta-rights;[[,]] and

if the rights consumer is entitled to derive the derivable rights specified by the

meta—rights,  eriving one or more of the derivable rights[[,]] and generating a

license including the derivedrights 

. I .E H I . 1 .

2. (Original) A method recited in claim 1, further comprising, transmitting the set

of rights, in the form of a license to the item, from the rights supplier to the rights consumer.

3. (Original) A method as recited in claim 1, wherein the derived rights are rights

disposal rights.

4. (Original) A method as recited in claim 1, wherein the items are content.

5. (Original) A method as recited in claim 1, wherein the derived rights include

usage rights.

6. (Original) A method as recited in claim 1, wherein the derived rights include

meta—rights that the rights consumer may transfer to another rights consumer in the form of a

license.

W692395.I
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Page 3 of 8

7. (Original) A method as recited in claim 4, wherein the consumer is a content

distributor.

8. (Original) A method as recited in claim 4, wherein the consumer is a content

retailer.

9. (Original) A method as recited in claim 4, wherein the consumer is a content

publisher.

10. (Currently Amended) A license associated with an item and adapted to be used

within a system for managing the transfer of rights to the item from a rights supplier to a

rights consumer, said license being adapted to be stored on a computing device, said license

comprising:

a set of rights including meta-rights specifying derivable rights that can be

derived from the meta-rights by the rights consumer;

a principal designating at least one rights consumer who is authorized to

derive the derivable rights; and

a mechanism for providing access to the item in accordance with the set of

rights.

11. (Original) A license as recited in claim 10, wherein the derived rights are

rights disposal rights.

12. (Original) A license as recited in claim 10, wherein the items are content.

13. (Original) A license as recited in claim 10, wherein the derived rights include

usage rights.

14. (Original) A license as recited in claim 10, wherein the derived rights include

meta-rights that the rights consumer may transfer to another rights consumer in the form of a

license.

W692395.l
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15. (Original) A license as recited in claim 12, wherein the consumer is a content

distributor.

16. (Original) A license as recited in claim 12, wherein the consumer is a content

retailer.

17. (Original) A license as recited in claim 12, wherein the consumer is a content

publisher.

18. (Original) A license as recited in claim 10, further comprising a digital

signature corresponding to a party issuing the license.

19. (Previously Presented) A license as recited in claim 10, further comprising at

least one condition that must be satisfied to exercise at least one of said meta-rights.

20. (Original) A license as recited in claim 19, further comprising at least one state

variable related to said at least one condition.

21. (Currently Amended) A method for deriving rights adapted to be associated

with one or more items from meta-rights, said method comprising:

obtaining a set of rights associated with an item, said set of rights including

meta-rights specifying derivable rights that can be derived from the meta-rights by the—g

rights consumer; and

generating a license associated with said item and including one or more the

derived rights.

22. (Original) A method as recited in claim 21, wherein the derived rights are

rights disposal rights.

23. (Original) A method as recited in claim 21, wherein the items are content.

W69239S.l
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24. (Original) A method as recited in claim 21, wherein the derived rights include

usage rights.

25. (Previously Presented) A license as recited in claim 10, wherein said derivable

rights comprise at least one condition that is associated with at least one state variable.

26. (Previously Presented) A method as recited in claim 1, comprising:

generating said license including the derived rights with the rights consumer

designated as a principal.

27. (Previously Presented) A method as recited in claim 1, comprising:

generating said license including the derived rights with a party other than the

rights consumer designated as a principal.

W692395.l
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REMARKS

The Office Action of October 21, 2005 has been received and its contents reviewed.

Claims 1-27 are pending in this application, and claim 10 is amended. Thus, claims 1-27

remain pending. In view of the above amendments and the following remarks,

reconsideration and allowance of the application is respectfully requested.

Claims 10-19 and 25 stand rejected under 35 U.S.C. § 101 as being directed to non-

statutory subject matter. In particular, the Office asserts that a license is non-statutory

because it is not tangibly embodied. However, claim 10 as amended herein recites a license

that is “adapted to be stored on a computing device,” which Applicants submit is clearly

statutory subject matter. Accordingly, Applicants respectfully request that this rejection be

reconsidered and withdrawn.

In addition, claims 1-27 stand rejected under 35 U.S.C. § 102(b) as being 9_l_e§.r_ly

anticipated by U.S. Patent 5,892,900 to Ginter et al. In particular, the Office asserts that

Ginter discloses usage rights associated with digital works evolving as publishers and

distributors provide the digital content to consumers. (Col. 47, line 56, to C01. 48, line 33,

C01. 4, lines 14-27; Col. 5, lines 29-41, as well as “other relevant and related Figures and

text”).

However, Ginter fails to teach, disclose, or suggest each and every feature of the

claims. For example, Ginter fails to teach, disclose, or suggest that rights associated with an

item can include “meta-rights specifying derivable rights that can be derived from the meta-

rights by the rights consumer”, that a determination is made regarding whether the rights

consumer “is entitled to derive the derivable rights specified by the meta-rights”, or that, “if

the rights consumer is entitled to derive the derivable rights specified by the meta-rights,

deriving one or more of the derivable rights and generating a license including the derived

rights” as is recited in claim 1. Similarly, Ginter fails to teach, disclose, or suggest a license

that comprises “a set of rights including meta-rights specifying derivable rights that can be

derived from the meta-rights by the rights consumer” or “a principal designating at least one

rights consumer who is authorized to derive the derivable rights” as is recited in claim 10.

Moreover, Ginter fails to teach, disclose, or suggest a method for deriving rights adapted to

W692395.|
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be associated with one or more items from meta-rights comprising “obtaining a set of rights

associated with an item, said set of rights including meta-rights specifying derivable rights

that can be derived from the meta-rights by a rights consumer” or “generating a license

associated with said item and including one or more derived rights” as is recited in claim 21.

Instead, the cited portions of Ginter merely relate to a VDE, or a Virtual Distribution

Environment, capable of protecting the electronic rights of distributors, including licenses,

and suggest that VDE agreements may be modified such that a given piece of content may be

subject to different control information at different times or places of handling, depending on

the evolution of its content control information. In addition, Ginter discloses that a certain

party or group of parties may be subject to content control information that differs from

another party or group of parties. In this regard, Ginter appears to disclose that distributors

and consumers can be subject to different content control information for the same piece of

content.

However, there is no apparent suggestion or disclosure in Ginter whatsoever that

usage rights associated with a piece of content can include meta-rights that specify derivable

rights that can be derived from the meta-rights by a rights consumer, as is recited in the

claims. In addition, there is no suggestion or disclosure in Ginter whatsoever that a

determination may be made whether the rights consumer is entitled to derive derivable rights

specified by meta-rights, as is recited in the claims. Accordingly, Applicants respectfully

request that the rejection of claim 1-27 under 35 U.S.C. § 102(b) in view of Ginter be

reconsidered and withdrawn.

Moreover, the Examiner broadly asserts other relevant and related Figures and text of

Ginter disclose the invention. As is evidenced by the arguments presented above, Applicants

have clearly distinguished Ginter from the claimed invention. However, given the extreme

size of the Ginter patent (i.e., 163 drawing sheet and 380 columns of text), if the Examiner

disagrees with Applicants arguments for any reason and decides to issue any further

rejections in view of Ginter, Applicants respectfully request the Examiner provide a more

detailed explanation of the factual basis of this rejection and more clearly point out the

specific portions of Ginter which the Examiner believes teach the claimed features. See

M.P.E.P. § 707.07(f); (“Where the applicant traverses any rejection, the examiner should, if

W692395.l
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he or she repeats the rejection, take note of the applicant's argument and answer the substance

of it.”).

In view of the foregoing, Applicants submit that the present application is in condition

for allowance and a notice to that effect is respectfully requested. If, however, the Examiner

deems that any issue remains after considering this response, the Examiner is invited to

contact the undersigned attorney to expedite the prosecution and engage in a joint effort to

work out a mutually satisfactory solution.

Respectfully submitted,

 
Date: February 21, 2006

Stephen M. ertzler

Registration No. 58,247

NIXON PEABODY LLP

Suite 900, 401 9"‘ Street, N.W.

Washington, D.C. 20004-2128

(202) 585-8000
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UNITED STATES PATENT AND TRADEMARK OFFICE ‘/
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Omce
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450

 
www.usplo.gov

I0/162,70] os/05/2002 Xin Wang 111325-113 5475

NIXON PEABODY, LLP ' R£AGAN,JAMEs A
401 9TH STREET, NW
SUITE 900
WASHINGTON, DC 20004-2128 ~ 352:

DATE MAILED: 05/24/2006

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)
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Application No. Applicant(s)  

 

 
10/162,701 WANG ET AL.

Examiner Art Unit

James A. Reagan 3621

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment See 37 CFR 1.704(b).

 
 

Office Action Summary

Status

1)IZ Responsive to communication(s) filed on 21 February 2006.

2a)IZ This action is FINAL. 2b)l:] This action is non-final.

3)l:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)IZ Claim(s) 1-_2Z is/are pending in the application.

4a) Of the above claim(s)_ is/are withdrawn from consideration.

5)lj Claim(s) __ is/are allowed.

6)IZ Claim(s) 1-_27 is/are rejected.

7)EI Claim(s)j is/are objected to.

8)EI Claim(s) ___'_ are subject to restriction and/or election requirement.

Application Papers

9)E] The specification is objected to by the Examiner.

10)E] The drawing(s) filed on_ is/are: a)Ij accepted or b)D objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)Ij The oath or declaration is objected to by the Examiner. Note the attached Office Action orfonn PTO-152.

Priority under 35 U.S.C. § 119

12)l:] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)E] All b)lj Some * c)El None of:

1.Ij Certified copies of the priority documents have been received.

2.Ij Certified copies of the priority documents have been received in Application No. __

3.Ij Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) I] Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) PEPE’ NOISI/Ma" D3‘e- .2
3) E] Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) CI Notice of Informal Patent Application (PTO-152)

Paper No(s)/Mail Date :_. 6) C] Other: .
U.S. Patent and Trademark Office ,

PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 20060522
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Application/Control Number: 10/162,701 Page 2

Art Unit: 3621

DETAILED ACTION

Status of Claims

1. This action is in response to the amendment filed on 21 February 2006.

2. Claim 10 has been amended.

3. Claims 1-27 have been examined.

RESPONSE TO ARGUMENTS

4. Applicant's arguments received on 21 February 2006 have been fully considered but they are not

persuasive. Referring to the previous Office action, Examiner has cited relevant portions of the

references as a means to illustrate the systems as taught by the prior art. As a means of

providing further clarification as to what is taught by the references used in the first Office action,

Examiner has expanded the teachings for comprehensibility while maintaining the same grounds

of rejection of the claims, except as noted above in the section labeled "Status of Claims.” This

infonnation is intended to assist in illuminating the teachings of the references while providing

evidence that establishes further support for the rejections of the claims.

With regard to the limitations of claims 1, 10, and 21, Applicant argues, “Ginter fails to

teach, disclose, or suggest that rights associated with an item can include meta-rights specifying

derivable rights that can be derived from the meta-rights by the rights consumer, that a

determination is made regarding whether the rights consumer is entitled to derive the derivable

rights specified by the meta-rights, or that, if the rights consumer is entitled to derive the derivable

rights specified by the meta-rights, deriving one or more of the derivable rights and generating a

license including the derived rights as is recited in claim 1." The Examiner respectfully disagrees

and points to Ginter, column 31, line 26 to column 32, line 60 wherein Ginter discloses deriving
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Application/Control Number: 10/162,701 Page 3

Art Unit: 3621

content control information by following different branches of controls to modify and evolve the

control information for a digital file i.e. meta-rights.

It should be noted that the Examiner is not required to map each limitation to a cited

passage within the prior art of reference, as is suggested by the Applicant, nor is it the Examiner's

responsibility to translate the technology, techniques, and/or methods of the prior art of record,

since it is the assumption of the Examiner that the Applicant and the Applicant's representatives

are those of at least ordinary skill in the art. Since the Examiner assumes that the Patents used

in making the rejections with regard to and in light of the instant claims have complied with the

enablement standards at set for the by the United States Patent and Trademark Office, the

Examiner correctly deduces that one of common skill would be able to read, understand, and

manufacture the innovation as disclosed by the inventors. Subsequently, since the Applicants

and their representatives are considered to be at least fundamentally schooled in the arts of the

instant invention, it is also correct for the Examiner to infer that the same are capable of

comprehending and appreciating the prior art as disclosed by the inventors and accredited by the

USPTO. Ergo, the passages cited by the Examiner are a courtesy meant not only to lay a

foundation of rejection of the claim limitations, but also to introduce the prior art of record as a

benchmark of knowledge currently employed by artisans of the past and present, and also for

establishing a pathway for continued prosecution. It is incumbent upon the Applicant and the

Applicant’s representative, then, to evaluate the prior art of record, point out misconceptions or

other inaccuracies made by the Examiner, assert limitations that have not been properly

addressed or that are novel, and, if deemed necessary, amend the claims to overcome the prior

art of record, each and all in pursuit of an allowance.
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Application/Control Number: 10/162,701 Page 4

Art Unit: 3621

Claim Rejections - 35 USC § 102

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for

the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or
in public use or on sale in this country, more than one year prior to the date of application for
patent in the United States.

6. Claims 1-27 are rejected under 35 U.S.C. 102(b) as being cleany anticipated by Ginter et al. (US

5,892,900 A).

Examiner's Note: The Examiner has pointed out particular references contained in the prior art

of record within the body of this action for the convenience of the Applicant. Although the

specified citations are representative of the teachings in the an and are applied to the specific

limitations within the individual claim, other passages and figures may apply. Applicant, in

preparing the response, should consider fully the entire reference as potentially teaching all or

part of the claimed invention, as well as the context of the passage as taught by the prior art or

disclosed by the Examiner.

Claims 1, 10, and 21:

Ginter discloses usage rights associated with digital works evolving as publishers and

distributors provide the digital content to consumers. See at least column 47, line 56 to column

48, line 33; column 4, lines 14-27; column 5, lines 29-41, as well as other relevant and related

Figures and text. Gintertherefore discloses the following limitations:
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Application/Control Number: 10/162,701 Page 5

Art Unit: 3621

- obtaining a set of rights associated with an item, said set of rights including meta-

rights specifying derivable rights that can be derived from the meta-rights by the

rights consumer; and

o determining whether the rights consumer is entitled to derive the derivable rights

specified by the meta-rights, and at least one of deriving the derivable rights, and

generating a license including the derived rights if the rights consumer is entitled

to derive the derivable rights specified by the meta-rights.

Claim 2:

With regard to the limitation of transmitting the set of rights, in the form of a license to the

item, from the rights supplier to the rights consumer, see at least column 4, lines 14-27; column 5,

lines 29-41, as well as other relevant and related Figures and text.

Claims 3, 11, and 22:

With regard to the limitation of the derived rights are rights disposal rights, see at least

column 4, lines 14-27, as well as other relevant and related Figures and text.

Claims 4, 12, and 23:

With regard to the limitation of the items are content, see at least column 5, lines 29-41,

as well as other relevant and related Figures and text.

Claims 5, 13, and 24:

With regard to the limitation of the derived rights include usage rights, see at least column

9, lines 19-32, as well as other relevant and related Figures and text.
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Application/Control Number: 10/162,701 Page 6

Art Unit: 3621

Claims 6 and 14:

With regard to the limitation of the derived rights include meta- rights that the rights

consumer may transfer to another rights consumer in the form of a license, see at least column

47, line 56 to column 48, line 33, as well as other relevant and related Figures and text.

Claims 7-9 and 15-17:

With regard to the limitations of:

o the consumer is a content distributor;

o the consumer is a content retailer;

o the consumer is a content publisher;

See at least column 5, lines 29-41, as well as other relevant and related Figures and text;

Claims 25-27:

With regard to the limitations of:

c said derivable rights comprise at least one condition that is associated with at

least one state variable.

o generating said license including the derived rights with the rights consumer

designated as a principal.

o generating said license including the derived rights with a party other than the

rights consumer designated as a principal.

See at least column 5, lines 29-41, as well as other relevant and related Figures and text.
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Application/Control Number: 10/162,701 Page 7

Art Unit: 3621

Conclusion

7. Applicant's amendment necessitated the new ground(s) of rejection presented in this Office

action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is

reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

8. A shortened statutory period for reply to this final action is set to expire THREE MONTHS from

the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the

mailing date of this final action and the advisory action is not mailed until after the end of the

THREE-MONTH shortened statutory period, then the shortened statutory period will expire on the

date the advisory action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be

calculated from the mailing date of the advisory action. In no event, however, will the statutory

period for reply expire later than SIX MONTHS from the date of this final action.
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Application/Control Number: 10/162,701 Page 8

Art Unit: 3621

Any inquiry of a general nature or relating to the status of this application or concerning

this communication or earlier communications from the Examiner should be directed to James A.

Reagan whose telephone number is 571.272.6710. The Examiner can normally be reached on

Monday-Friday, 9:30am-5:00pm. If attempts to reach the examiner by telephone are

unsuccessful, the Examiner's supervisor, James Trammell can be reached at 571.272.6712.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR system,

see http://portal.uspto.gov/external/Qrtal/pair . Should you have questions on access to the

Private PAIR system, contact the Electronic Business Center (EBC) at 866.217.9197 (toll-free).

Any response to this action should be mailed to:

Commissioner of Patents and Trademarks

Washington, D.C. 20231

orfaxed to:

571-273-8300 [ofiicial communications, After Final communications labeled "Box AF"]

571-273-8300 [Informal/Draft communications, labeled "PROPOSED" or “DRAFT"]

Hand delivered responses should be brought to the United States Patent and

Trademark Office Customer Service Window:

Randolph Building

401 Dulany Street

Alexandria, VA 22314.

JAMES A. REAGAN

Primary Examiner  .
Art Unit 3621

JAMES A. REAGAN

22 May 2006 PRIMARY EXAMINER
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TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING Docket Number (Optional)
REJECTION OVER A PENDING SECOND APPLICATION

111325—290100

In re Application of: Xin WANG, er al.

Application No.: 10/162,701

Filed: June 6, 2002

For: METHOD AND APPARATUS MANAGING THE TRANSFER OF RIGHTS

The owner*, CONTENTGUARD HOLDING, INC., of 100 percent interest in the instant
application hereby disclaims, except as provided below, the terminal part of the statutory term of any patent
granted on the instant application, which would extend beyond the expiration date of the full statutory term
defined in 35 U.S.C. 154 to 156 and 173 as shortened by any terminal disclaimer filed prior to the grant of any
patent granted on pending second Application Number 10/162,211, filed on June 5, 2002, of an patent on the
pending second application. The owner hereby agrees that any patent so granted on the instant application
shall be enforceable only for and during such period that it and any patent granted on the second application
are commonly owned. This agreement runs with any patent granted on the instant application and is binding
upon the grantee, its successors or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of any patent granted
on the instant application that would extend to the expiration date of the full statutory term as defined in 35

U.S.C. 154 to 156 and 173 of any patent granted on the second application, as shortened by any terminal
disclaimer filed prior to the patent grant, in the event that any such granted patent: expires for failure to pay a
maintenance fee, is held unenforceable, is found invalid by a court of competent jurisdiction, is statutorily
disclaimed in whole or terminally disclaimed under 37 CFR 1.321, has all claims canceled by a reexamination
certificate, is reissued, or is in any manner terminated prior to the expiration of its full statutory term as
shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2, if appropriate.

1. El For submissions on behalf of an organization (e.g., corporation, partnership, university, government
agency, etc.), the undersigned is empowered to act on behalf of the organization.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these statements were

made with the knowledge that willful false statements and the like so made are punishable by fine or

imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record.

/Carlos R. Villamar, Reg. # 43,2M/ ll/09/06

Signature Date

Carlos R. Villamar, Reg. 43,224
Typed or printed name

Terminal disclaimer fee under 37 CFR 1 .20(d) is included.

WARNING: Information on this form may become public. Credit card information should
not be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CF 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this statement. See MPEP § 324.

W299140.1
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Electronic Patent Application Fee Transmittal

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

E

 

Post -Al |owance—and-Post—|ssu ance:

Extension-of-Time:
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Miscellaneous:

Total in USD ($)
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International Application Number: 

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

Payment information:

Payment wee eeeeeeefe"v reeeivee in RAM
RAM eeefirmeeee Number
Deeeeeeeeeeet
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

 
File Listing:
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Document . . . . Multi PagesDocument Description  File S|ze(Bytes) Part/lip (ifappm
111325_290100_Termina|_D

Terminal Disclaimer Filed isc|aimer_Over_US_Applicati 29261 no 1
on_No_10_162_21 1 .pdf

Fee Worksheet (PTO—875) fee—info.pdf 8147

Warnings:

Information:

Warnings:

Information:

T°ta' Fies Size 0" bvte=~=>=

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see

37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the

application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.
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TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING Docket Number (Optional)
REJECTION OVER A PENDING SECOND APPLICATION

111325—290100

In re Application of: Xin WANG, er al.

Application No.: 10/162,701

Filed: June 6, 2002

For: METHOD AND APPARATUS MANAGING THE TRANSFER OF RIGHTS

The owner*, CONTENTGUARD HOLDING, INC., of 100 percent interest in the instant
application hereby disclaims, except as provided below, the terminal part of the statutory term of any patent
granted on the instant application, which would extend beyond the expiration date of the full statutory term
defined in 35 U.S.C. 154 to 156 and 173 as shortened by any terminal disclaimer filed prior to the grant of any
patent granted on pending second Application Number 10/162,212, filed on June 5, 2002, of an patent on the
pending second application. The owner hereby agrees that any patent so granted on the instant application
shall be enforceable only for and during such period that it and any patent granted on the second application
are commonly owned. This agreement runs with any patent granted on the instant application and is binding
upon the grantee, its successors or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of any patent granted
on the instant application that would extend to the expiration date of the full statutory term as defined in 35

U.S.C. 154 to 156 and 173 of any patent granted on the second application, as shortened by any terminal
disclaimer filed prior to the patent grant, in the event that any such granted patent: expires for failure to pay a
maintenance fee, is held unenforceable, is found invalid by a court of competent jurisdiction, is statutorily
disclaimed in whole or terminally disclaimed under 37 CFR 1.321, has all claims canceled by a reexamination
certificate, is reissued, or is in any manner terminated prior to the expiration of its full statutory term as
shortened by any terminal disclaimer filed prior to its grant.

Check either box 1 or 2, if appropriate.

1. El For submissions on behalf of an organization (e.g., corporation, partnership, university, government
agency, etc.), the undersigned is empowered to act on behalf of the organization.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these statements were

made with the knowledge that willful false statements and the like so made are punishable by fine or

imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record.

/Carlos R. Villamar, Reg. # 43,2M/ ll/13/06

Signature Date

Carlos R. Villamar, Reg. 43,224
Typed or printed name

Terminal disclaimer fee under 37 CFR 1 .20(d) is included.

WARNING: Information on this form may become public. Credit card information should
not be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CF 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this statement. See MPEP § 324.

W10187297.1
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Electronic Patent Application Fee Transmittal

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

E

 

Post -Al |owance—and-Post—|ssu ance:

Extension-of-Time:
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Miscellaneous:

Total in USD ($)
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International Application Number: 

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

Payment information:

es

Pevmeet wee eeeeeeefe"v reeeivee in RAM
RAM eeefirmeeee Number
eeeeeiteeeeeee
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

 
File Listing:
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Document . . . . Multi PagesDocument Description  File S|ze(Bytes) Part/lip (ifappm
111325_290100_Termina|_D

Terminal Disclaimer Filed isc|aimer_Over_US_Applicati 29266 no 1
on_No_10_162_212.pdf

Fee Worksheet (PTO—875) fee—info.pdf 8147

Warnings:

Information:

Warnings:

Information:

T°ta' Fies Size 0" bvte=~=>=

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see

37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the

application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.
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AppIicant(s)IPatent under
Reexamination -Application Number Applicationlcontrol No.

10/162,701 WANG ET AL.mlmwm In mm IN ___
Document Code .msa T i Interhal Docunient e no NOT-iMA|L
    

TERMINAL

DISCLAIMER I i J tD’iiAPPjROVEDi " I E D'SA'°PRi°VEDi

i This patent is subject
Date Filed : 11/9/06 to a Terminal

Disclaimer

DGOODWYN

U.S. Patent and Trademark Office
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Docket Number (Optional)
NOTICE OF APPEAL FROM THE EXAMINER TO THE 1 1 1325 _290100BOARD OF PATENT APPEALS AND INTERFERENCES

In re Application ofCEK'l'll*'lCA'l'E OF MAILLNG OR TRANSMISSION

[37 CFR 1-39(3)] Xm WANG, er al.

Ihereby certify that this correspondence is being deposited with the Application Number I0/162,701 Filed June 6, 2002
United States Postal Service with sufficient postage for first class
mail in an envelope addressed to Mail Stop AF, Commissioner for V , , , ‘ V V _ , ‘ , , ‘ ‘ ‘
Patents, PO. Box I450, Alexandria, Virginia 223 I 3- I450, or being For ME‘ IHOD AND APPARAI Us MANAGING IHE‘ 1 RANSB ER
facsimile transmitted to the USPTO at iiiiiiiiiii, on OF RIGHTS

Group Art Unit: 3621 Examiner: James A. Reagan
Signature:
Name:

Applicant hereby appeals to the Board of Patent Appeals and Interferences from the decision of the
examiner.

The fee for this Notice of Appeal is (37 CFR l .l 7(b)) 3% 500.00

Applicant claims small entity status. See 37 CFR 1.27. Therefore, the fee
shown above is reduced by half, and the resulting fee is:

A check in the amount of the fee is enclosed.

Payment by credit card. Form PTO-2038 is attached.

The Commissioner has already been authorized to charge fees in this application to a
Deposit Account. I have enclosed a duplicate copy of this sheet.

The Commissioner is hereby authorized to charge any fees which may be required, or credit
any overpayment to Deposit Account No. l9—2380.

A petition for an extension of time under 37 CFR l.136(a) (PTO/SB/22) is enclosed.

WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038.

I am the

El applicant/inventor. /Carlos R. Villamar, Reg. # 43,224/
Signature

El assignee of record of the entire interest. See 37 CFR
3.7l. Statement under 37 CFR 3.73(b) is enclosed.
(Form PTO/SB/96)

attorney or agent of record Carlos R. Villamar
Typed or printed name

attorney or agent acting under 37 CFR 1.34(a).
Registration number if acting under 37 CFR l.34(a) 43,224 . November 22 2006

Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit
multiple forms if more than one signature is re uired, see below*.

D *Total of forms are submitted.

102025461
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Electronic Patent Application Fee Transmittal

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

E

 
Patent-Appeals-and-Interference:

Post -Al |owance—and-Post—|ssu ance:

Extension-of-Time:

€t1t10n€1‘ ‘ pp 6 nc. — x 11t ‘ , p.
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Miscellaneous:

Total in USD ($)
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International Application Number: 

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

Payment information:

Payment wee eeeeeeefe"v reeeivee in RAM
RAM eeefirmeeee Number
Deeeeeeeeeeet
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

 
File Listing:
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Document . . . . Multi PagesDocument Description  File S|ze(Bytes) Part/lip (ifappm

Notice of Appeal Filed 1 1325—29O10O-Notice-OLA 28853 no 1
ppeal.pdf

Fee Worksheet (PTO—875) fee—info.pdf 8305

Warnings:

Information:

Warnings:

Information:

T°ta' Fies Size 0" bvte=~=>=

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see

37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the

application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCEUnited States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P40. Box I450
Alexandria, Virginia 22313-1450
www.usplo.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

 
I0/l62,70l 06/06/2002 Xin Wang 111325-: 13 5475

NIXON PEABODY, LLP REAGAN. JAMES A
401 9TH STREET, NW ,
sums 900
WASHINGTON, DC 20004-2128 362l

DATE MAILED: 12/01/2006

Please find below and/or attached an Office communication concerning this application or proceeding-

PTO-90C (Rev. 10/03)

Petitioner Apple Inc. — Exhibit 1024, p. 1206
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Application No. Applicant(s)

10/162,701 WANG ET AL.

Office Action Summary Examine, A" Unit

James A R9393” -
-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under me provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date ofthis communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute. cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IZ Responsive to communication(s) filed on 13 November 2006.

2a)E] This action is FINAL. 2b)lZ This action is non-final.

3)Ij Since this application is in condition for allowance except for fonnal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)|Z| Claim(s) jfi is/are pending in the application.

4a) Of the above claim(s)_ is/are withdrawn from consideration.

5)[j Claim(s) __ is/are allowed.

6)lZI Claim(s) 131$/are rejected.

7)Ij Claim(s) __ is/are objected to.

8)CI Claim(s) are subject to restriction and/or election requirement.

Application Papers

9)CI The specification is objected to by the Examiner.

10)D The drawing(s) filed onj is/are: a)D accepted or b)Ij objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)l] The oath or declaration is objected to by the Examiner. Note the attached Office Action or fomi PTO-152.

Priority under 35 U.S.C. § 119

12)Ij Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)E] All b)Ij Some * c)D None of:

1.Ij Certified copies of the priority documents have been received.

21] Certified copies of the priority documents have been received in Application No. __ .

3.Ij Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) E Notice of References Cited (PTO-692) 4) E] Interview Summary (PTO-413)
2) I] Notice of Draflsperson's Patent Drawing Review (PTO-948) Pal-3°’ N°(5)/Ma" DaI°- 1..-
3) E Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) D N°tI°° °f I"‘f°"“aI Patel“ APPII°3tI°“ (PT°'152)

Paper No(s)/Mail Date ___. 6) X Other: Examinefs Amenment.
U.S. Patent and Trademark Office

PTOL-326 (Rev. 7-05) Offlce Action Summary Part of Paper No./Mail Date 20061115
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Application/Control Number: 10/162,701 Page 2

Art Unit: 3621

DETAILED ACTION

Status of Claims

1. This action is in response to the terminal disclaimer filed on 13 November 2006.

2. Claims 1, 3, 5, 6, 10, 11, 13, and 14 have been amended by Examiner's amendment below.

3. Claims 19-27 have been canceled by Examiner’s amendment below.

4. Claims 1-18 are currently pending and have been examined.

EXAM|NER’S AMENDMENT

5. An examiner's amendment to the record appears below. Should the changes and/or additions be

unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To ensure

consideration of such an amendment, it MUST be submitted no later than the payment of the

issue fee.

6. Authorization for this examiner's amendment was given in a telephone interview with Carlos

Villamar on 09 November 2006.

The application has been amended as follows:

1. (Currently amended) A method for transferring rights adapted to be associated with

eneepmere items from a rights supplier to a rights consumer, said method comprising:

obtaining a set of rights associated with an item, said set of rights including meta-rightsat

least one meta-right that is enforceable by a repositom and specifies at least one speeifying

derivable rights right that can be derived from exercising the meta-rights meta-right by the rights

Petitioner Apple Inc. — Exhibit 1024, p. 1208
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Application/Control Number: 10/162,701 Page 3

Art Unit: 3621

consumer, said derivable right being another meta-right or a usage right, whereby the meta-right

is distinct from any usage rights sgecifying how the item can be used and distributed;

determining by a regositogg whether the rights consumer is entitled to exercise the meta-

Ligmjtgderive the derivable rightsjgm specified by the metarrights meta-right; [[and]]

if the rights consumer is entitled to exercise the meta-right to derive the derivable fights

[jgm specified by the meta-rights meta-right, deriving eneepmere-ef the derivable rightsg'gh_t and

generating a license including the derived rights right, said license being enforceable by a

 :

at least one condition that must be satisfied to exercise said meta-right; and

at least one state variable related to said at least one condition.

2. (Original) A method recited in claim 1, further comprising, transmitting the set of rights,

in the form of a license to the item, from the rights supplier to the rights consumer.

3. (Currently amended) A method as recited in claim 1, wherein the derived rights right

are isg rights disposal rights right.

4. (Original) A method as recited in claim 1, wherein the items are content.

5. (Currently amended) A method as recited in claim 1, wherein the derived rights right

include includes usage rights.

6. (Currently amended) A method as recited in claim 1, wherein the derived rights right

include includes meta-rights that the rights consumer may transfer to another rights consumer in

the form of a license.
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Application/Control Number: 10/162,701 Page 4

Art Unit: 3621

7. (Original) A method as recited in claim 4, wherein the consumer is a content

distributor.

8. (Original) A method as recited in claim 4, wherein the consumer is a content retailer.

9. (Original) A method as recited in claim 4, wherein the consumer is a content publisher.

10. (Currently amended) A license associated with an item and adapted to be used within

a system for managing the transfer of rights to the item from a rights supplier to a rights

consumer, said license being adapted to be stored on a computing device, said license

comprising:

a set of rights associated with an item, said set of rights including meta-rights at least one

meta-right that is enforceable by a repositog and specifies at least one speeif-ying derivable rights

right that can be derived from exercising the meta-rights meta-right by the rights consumer, said

derivable right being another meta-right or a usage right, whereby the meta-right is distinct from

any usage rights specifying how the item can be used and distributed;

a principal designating at least one rights consumer who is authorized to exercise the

meta-right to derive the derivable rights right specified by the meta-right; and

a mechanism for providing access to the item in accordance with the set of rights.

11. (Currently amended) A license as recited in claim 10, wherein the derived rights right

are is_a rights disposal rights right.

12. (Original) A license as recited in claim 10, wherein the items are content.

13. (Currently amended) A license as recited in claim 10, wherein the derived rights right

inelude includes usage rights.
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Application/Control Number: 10/162,701 Page 5

Art Unit: 3621

14. (Currently amended) A license as recited in claim 10, wherein the derived rightsLigm

include includes meta-rights that the rights consumer may transfer to another rights consumer in

the form of a license.

15. (Original) A license as recited in claim 12, wherein the consumer is a content

distributor.

16. (Original) A license as recited in claim 12, wherein the consumer is a content retailer.

17. (Original) A license as recited in claim 12, wherein the consumer is a content

publisher.

18. (Original) A license as recited in claim 10, further comprising a digital signature

corresponding to a party issuing the license.

Double Patenting

7. The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in

public policy (a policy reflected in the statute) so as to prevent the unjustified or improper

timewise extension of the “right to exclude" granted by a patent and to prevent possible

harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection

is appropriate where the conflicting claims are not identical, but at least one examined application

claim is not patentably distinct from the reference cIaim(s) because the examined application

claim is either anticipated by, or would have been obvious over, the reference claim(s). See, e.g.,

In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29

USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re
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Application/Control Number: 10/162,701 Page 6

Art Unit: 3621

Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ

619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

8. A timely filed tenninal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used to

overcome an actual or provisional rejection based on a nonstatutory double patenting ground

provided the oonflicting application or patent either is shown to be commonly owned with this

application, or claims an invention made as a result of activities undertaken within the scope of a

joint research agreement.

9. Effective January 1, 1994, a registered attorney or agent of record may sign a terminal disclaimer.

A terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b).

10. Claims 1-18 are rejected on the ground of nonstatutory obviousness-type double patenting as

being unpatentable over claims 1-49 of U.S. Patent No. 6,954,738 B2. Although the oonflicting

claims are not identical, they are not patentably distinct from each other because the limitations of

the present invention claim:

c at least one condition that must be satisfied to exercise said meta-right; and

- at least one state variable related to said at least one condition; and

o the derived right includes meta-rights that the rights consumer may transfer to

another rights consumer in the form of a license.
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Application/Control Number: 10/162,701 Page 7

Art Unit: 3621

Any inquiry of a general nature or relating to the status of this application or concerning

this communication or earlier communications from the Examiner should be directed to James A

Reagan whose telephone number is 571.272.6710. The Examiner can normally be reached on

Monday-Friday, 9:30am-5:00pm. If attempts to reach the examiner by telephone are

unsuccessful, the Examiner's supervisor, ANDREW J. FISCHER can be reached at

571.272.6779.

Information regarding the status of an application may be obtained from the Patent

Application lnforrnation Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR system,

see http://portal.uspto.gov/external/portal/pair . Should you have questions on access to the

Private PAIR system, contact the Electronic Business Center (EBC) at 866.217.9197 (toll-free).

Any response to this action should be mailed to:

Commissioner of Patents and Trademarks

Washington, D.C. 20231

or faxed to 571-273-8300.

Hand delivered responses should be brought to the United States Patent and

Trademark Office Customer Service Window:

Randolph Building

401 Dulany Street

Alexandria, VA 22314.

JAMES A. REAGAN

Primary Examiner JAMES A. REAGAN
PRIMARY EXAMINER

Art Unit 3621

15 November 2006  ’
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 U.S.Department of Commerce
Patent and Trademark Office Atty Docket “B254 13 Serial No. 10/162,701

Applicants: Xin WANG ' . STATEMENT

Filing Date: June 06, 2002 Group Art Unit:

U.S. PATENT DOCUMENTS

Examiner Document Number Date Class Filing Date
(if appropriate)

4,796,220 01/03/1989 Wolfe

E‘2.-H- FOREIGN PATENT DOCUMENTS

Country Translation
Yes No

Document Number Date
5.eaIn

I

 
4

:l

06/05/1996 JP

12/21/1992 JP

10/15/1993 JP

06/24/1994 JP

oa/os/1994 JP

03/31/1995

03/04/1995

09/19/1995

10/21/1937

03/14/1939 JP

01/20/1994 PcT

08/08/1996 PCT

12/18/1997 pct

03/19/1998 PCT

09/24/1993 PCT _

Q (7-'1 $0 715 241

04-369068

4 05-26841 5

06-1 75794

06-21 501 0

07-084852

07-20031 7

07—244639

62-241061

64-068835
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WO 96/24092

WO 97/48203
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WQ98/42098

_' _ EngAbst._Llng§Il
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JP

JP

IE
- I._I

I

-Eng AbsE11111111111111lilillllll‘lira

OTHER DOCUMENTS (Including Author, me, Date, Pertinent Pages, Etc.)

E—IIIIIIIIIIIIIII
Henry H. Perritt, Jr., "Technological Strategies for Protecting Intellectual Property in the Networked Multmedia
Enviroment“. - ril 2-3, 1993. Knowbots. Pennissions Headers 8. Contract Law

11 15 2006James Reagan

 
09/25/2002
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STATEMENT BY APPLICANT
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Puts. Columns. Linen. What
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FOREIGN PATENT DOCUMENTS
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OTHER PRIOR ART — NON l’ATEl'Tl' LITERATURE DOCUMENTS

 
 

  

 
  

Examiner Cite
‘ Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate). title of thelnitiaIs' No. item (hook, magazine, journal, serial, symposium. catalog, ete.).. date. page(s). volume-issue nurnbel(s).

publisher, city and/or country when published.

European Search Report dated April 14, 2004

Euro can Patent p- _-lication No. 02 739 715.7
F0

 
/JamesRea9an/ <11/15/2°06? _

‘EXAMINER: Initial il' refaence considered, whether or not citation is in confonnance with MPEP 609. Draw line through citation if not
in eonfonnance and not considered. Include copy of this form with next communication to applicant.

' Applicant's unique citation decimation number (optional). ' See Kinds Codes of USP1'O Patent Documents at  m1or MPEP
90 I .04. ’ Enter Ofiice that issued the document. by the two—lena' code (W[PO Standard SL3). ‘ For Japanese patent doeumatts. the
indication of the yar of the reign of the Emperor must precede the serial number of the patent docummt. ’ Kind ofdocummt by the
appropriate symbols as indicated on the document under WIPO Standard ST. I6 ifpossible. ‘ Applicant is to place a chair mark hue if
English language Translation is attached. '

' Applicant's unique citation designation number (optional). ’ Applicant is to place a check mark here if English language Translation isattached.

W325l04.I
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Application/Control No. Applicant(s)/Patent Under
Reexamination

10/162,701 WANG ET AL Notice of References Cited Examiner Art Unit

James A Reagan 3621 Page 1 of 1
U.S. PATENT DOCUMENTS

coun»3%%%'2‘i%‘m“iiTi?fi5 n
M005

-

  
 )>

 

U

Document Number

Country Code-Number-Kind Code MM-YYYY C°“”"'Y

IIIIIIIIIIIIIE
 

 

 

 

FOREIGN PATENT DOCUMENTS

DE’.tn
Classification

NON-PATENT DOCUMENTS

Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

U

V

————nIIIIIIIIIIIIIIIIIIIIII
EH-I

‘A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20061115
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TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number (optional)

REJECTION OVER A PRIOR PATENT 11325090100

In re Application of: Xin WANG, er al.

Application No.: 10/162,701

Filed: June 6, 2002

For: METHOD AND APPARATUS MANAGING THE TRANSFER OF RIGHTS

The owner*, ContentGuard Holdings, Inc., of 100 percent interest in the instant application hereby
disclaims, except as provided below, the terminal part of the statutory term of any patent granted on the
instant application, which would extend beyond the expiration date of the full statutory term defined in 35

U.S.C. 154 to 156 and 173, as presently shortened by any terminal disclaimer, of prior Patent No. 6,954,738
The owner hereby agrees that any patent so granted on the instant application shall be enforceable only for
and during such period that it and the prior patent are commonly owned. This agreement runs with any patent
granted on the instant application and is binding upon the gra11tee, its successors or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of any patent granted
on the instant application that would extend to the expiration date of the full statutory term as defined in 35
U.S.C. 154 to 156 and 173 of the prior patent, as presently shortened by any terminal disclaimer, in the event
that it later: expires for failure to pay a maintenance fee, is held unenforceable, is found invalid by a court of
competent jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321, has
all claims canceled by a reexamination certificate, is reissued, or is in any manner terminated prior to the

expiration of its full statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2, if appropriate.

1. El For submissions on behalf of an organization (e. g., corporation, partnership, university, government
agency, ctc.), the undersigned is empowered to act on behalf of the organization.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these statements were

made with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued thereon.

2. IZI The undersigned is an attorney or agent of record.

/Carlos R. Villamar, Reg. # 43,224/ 01/12/07

Signature Date

Carlos R. Villamar Reg. No. 43,224
Typed or printed name

IZI Terminal disclaimer fee under 37 CFR 1.20(d) is included.

WARNING: Information on this form may become public. Credit card information should
not be included on this form. Provide credit card information and authorization on l"l'()-2038.

*Statement under 37 CF 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this statement. See MPEP § 324.

10254974.1
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Electronic Patent Application Fee Transmittal

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

E

 

Post -Al |owance—and-Post—|ssu ance:

Extension-of-Time:
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Miscellaneous:

Total in USD ($)
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International Application Number: 

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

Payment information:

es

Pevmeet wee eeeeeeefew reeeivee in RAM
RAM eeefirmeeee Number
Deeeeiteeeeeet
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

 
File Listing:
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Document . . . . Multi PagesDocument Description  File S|ze(Bytes) Part/lip (ifappm
111325_290100_Termina|_D

Terminal Disclaimer Filed isclaimer_Over_USP_6_954 29037 no 1
_738.pdf

Fee Worksheet (PTO—06) fee—info.pdf 8147

Warnings:

Information:

Warnings:

Information:

T°ta' Fies Size 0" bvte=~=>=

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see

37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the

application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.
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‘ Application Number 

 

App|icant(s)IPatent under
Reexamination

l | WANG Em"
Document Code - DISQ ‘ Internal Document — DO NOT. MAIL

TERMINAL ‘

DISCLAIMER _ [:I APPROVED IX] DISAPPROVED

This patent is subject
to a Terminal

Disclaimer

  

 

 

                              
  
 

  
  

  

 

 Date Filed : 1/12/07

ApprovedIDisapproved by: 2

DGoodwyn

U.S. Patent and Trademark Office

Petitioner Apple Inc. — Exhibit 1024, p. 1222



Petitioner Apple Inc. - Exhibit 1024, p. 1223

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number (optional)

REJECTION OVER A PRIOR PATENT 11325090100

In re Application of: Xin WANG, er al.

Application No.: 10/162,701

Filed: June 6, 2002

For: METHOD AND APPARATUS MANAGING THE TRANSFER OF RIGHTS

The owner*, ContentGuard Holdings, Inc., of 100 percent interest in the instant application hereby
disclaims, except as provided below, the terminal part of the statutory term of any patent granted on the
instant application, which would extend beyond the expiration date of the full statutory term defined in 35

U.S.C. 154 to 156 and 173, as presently shortened by any terminal disclaimer, of prior Patent No. 6,954,738
The owner hereby agrees that any patent so granted on the instant application shall be enforceable only for
and during such period that it and the prior patent are commonly owned. This agreement runs with any patent
granted on the instant application and is binding upon the gra11tee, its successors or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of any patent granted
on the instant application that would extend to the expiration date of the full statutory term as defined in 35
U.S.C. 154 to 156 and 173 of the prior patent, as presently shortened by any terminal disclaimer, in the event
that it later: expires for failure to pay a maintenance fee, is held unenforceable, is found invalid by a court of
competent jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321, has
all claims canceled by a reexamination certificate, is reissued, or is in any manner terminated prior to the

expiration of its full statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2, if appropriate.

1. El For submissions on behalf of an organization (e. g., corporation, partnership, university, government
agency, ctc.), the undersigned is empowered to act on behalf of the organization.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these statements were

made with the knowledge that willful false statements and the like so made are punishable by fine or
imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued thereon.

2. I21 The undersigned is an attorney or agent of record.

/Marc S. Kaufman, Reg. # 35,212/ 02/12/07

Signature Date

Marc S. Kaufman Reg. No. 35,212
Typed or printed name

I21 Terminal disclaimer fee under 37 CFR 1.20(d) is included.

WARNING: Information on this form may become public. Credit card information should
not be included on this form. Provide credit card information and authorization on l"l'()-2038.

*Statement under 37 CF 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this statement. See MPEP § 324.

10254974.1
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Electronic Patent Application Fee Transmittal

Title of Invention: Method and apparatus managing the transfer of rights

First Named Inventor/Applicant Name:

E

 

Post -Al |owance—and-Post—|ssu ance:

Extension-of-Time:
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Miscellaneous:

Total in USD ($)
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International Application Number: 

Title of Invention: Method and apparatus managing the transfer of rights

Customer Number: 22204

Marc S. Kaufman

Attorney Docket Number: 111325-113

Payment information:

Payment wee eeeeeeefe"v reeeivee in RAM
RAM eeefirmeeee Number
Deeeeeeeeeeet
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

 
File Listing:
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Document . . . . Multi PagesDocument Description  File S|ze(Bytes) Part/lip (ifappm
111325-2901 O0_—_Termina|_

Terminal Disclaimer Filed Disclaimer_Over_USP_6_95 29065 no 1
4_738_msk.pdf

Fee Worksheet (PTO—06) fee—info.pdf 8132

W Fies Size 0" bvte=~=>=

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

Warnings:

Information:

Warnings:

Information:

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see

37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date

shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the

application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary

components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the

International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due

course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement

Receipt will establish the international filing date of the application.
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’. ApprovedlDisapproved by: i

    
  

   
- - Application/Control No. Applicant(s)/Patent under
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Document Code - DISQ Internal Document — DO NOT MAIL

TERMINAL A A A
DISCLAIMER g APPROVED 1:] DISAPPROVED

 

This patent is subject
Date Filed : 12 FEB 2007 to a Terminal

Disclaimer

  SHANETTE BROWN ' .
RECONSIDERED APPROVED

US. Patent and Trademark Office
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22311-1450
www.usp\o.gov

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I0/I62,7OI 06/06/2002 Xin Wang Ill325-290100 ' 6475

22204 ' 7590 08/10/2007

NIXON msopy, LLP
40] 9TH STREET, NW ' AUGUSTIN, EVENSJ
SUITE 900

.WASHINGTON, DC 20004-2128 _ PAPER "UMBER
3621

DELIVERY MODEMAIL DATE

08/10/2007 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

10/162,701 WANG ET AL.

Office Action Summary Examine, Art Unit

Evens Augustin 3621

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)XI Responsive to communication(s) filed on 12 February 2007.

2a)I:I This action is FINAL. 2b)EI This action is non-final.

3)|:I Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)|XI Claim(s)1-:18is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.

is/are allowed.

is/are objected to.

are subject to restriction and/or election requirement.

Application Papers

9)l:] The specification is objected to by the Examiner.

10)I:] The drawing(s) filed on __ is/are: a)I:I accepted or b)I:] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

11)I:] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)I:] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)l:] All b)I:] Some * c)I:] None of:

Certified copies of the priority documents have been received.

Certified copies of the priority documents have been received in Application No.

Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IX] Notice of References Cited (PTO-892) 4) |:] Interview Summary (PTO-413)
2) E] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper N°(5)/Ma” Damj ~
3) |:] Information Disclosure Statement(s) (PTO/SB/08) 5) I:I N°ti°e 0‘ '"f°"“a' Patent APP“°3"°"

Paper No(s)/Mail Date . 6) I:I Other: ___... 
US. Patent and Trademark Office

PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20070805
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Application/Control Number: 10/162,701 Page 2

Art Unit: 3621 20070804

DETAILED ACTION

1. Examiner James Reagan was previously handling this application. Evens Augustin is

currently examining this application, and all subsequent correspondence must be addressed to

him. Claims 1-18 are pending. Claims 1-18 have been examined.

Claim Interpretation

2. In determining patentability of an invention over the prior art, the USPTO has considered all

claimed limitations, and interpreted as broadly as their terms reasonably allow (In re Zletz 13

USPQ2d 1320 (Fed. Cir. 1989)). Additionally, all words in the claims have been considered

injudging the patentability of the claims against the prior art.

3. It should also be noted that, in the office action that:

A. Items in the rejection that are in quotation marks are claimed language/limitations.

B. Passages in prior art references may be mere rephrasing/rewording of claimed

limitations, but the implicit/explicit meaning of the references vis-a-vis the claimed

limitation remains intact.

C. Functional recitation(s) using the word “for” or other functional terms (e. g. "a

mechanism for providing access to the item in accordance with the set of rights" as

recited in claim 10) have been considered but given less patentable weight‘ because

they fail to add any steps and are thereby regarded as intended use language. To be

' See e.g. In re Gulack, 703 F.2d 1381, 217 USPQ 401, 404 (Fed. Cir. 1983)(stating that
although all limitations must be considered, not all limitations are entitled to patentable weight).
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Application/Control Number: 10/162,701 Page 3

Art Unit: 3621 20070804

especially clear, the Examiner has considered all claim limitations. However the A

recitation of the intended use of the claimed invention must result in additional steps.

See Bristol-Myers Squibb Co. v. Ben Venue Laboratories, Inc., 246 F.3d 1368, 1375-

76, 58 USPQ2d 1508, 1513 (Fed. Cir. 2001) (Where the language in a method claim

states only a purpose and intended result, the expression does not result in a

manipulative difference in the steps of the claim.).

D. Word(s) that are separated by “/” are being examined as being synonymous or

equivalent.

E. Since these terms are not lexicographically defined, they will interpreted as being

equivalent to:

0 Usage Rights = Usage conditions such as copy protection

0 Meta-rights = Sub-rights, or additional usage conditions derived from

the usage rights

0 Consumer = digital content store or distributor

0 License = Digital certificate given to distributor

o Supplier = Content provider

F. The claims are being analyzed as steps for collecting, analyzing business data and

providing decisions based on the data collected and analyzed.

G. The USPTO interprets claim limitations that contain statement(s) such as “if may,

might, can, could, when, potentially, possibly”, as optional language (this list of

examples is not intended to be exhaustive). As matter of linguistic precision, optional

claim elements do not narrow claim limitations, since they can always be omitted (In
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Application/Control Number: 10/162,701 Page 4

Art Unit: 3621 20070804

re Johnston, 77 USPQ2d 1788 (Fed. Circ. 2006)). They will be given less patentable

weight, because language that suggests or makes optional but does not require steps

to be performed or does not limit a claim to a particular structure does not limit the

scope of a claim or claim limitation.

H. Independent claims are examined together, since they are not patentable distinct. If

applicant expressly states on the record that two or more independent and distinct

inventions are claimed in a single application, the Examiner may require the applicant

to elect an invention to which the claims will be restricted.

1. Any official notices taken by the USPTO that are not adequately traversed by

applicant will be taken to be admitted prior art.

J. The USPTO interprets common computer related words that are not lexicographically

defined the word in accordance to Computer Dictionary, 3“ Edition, Microsoft Press,

Redmond, WA, 19972. The USPTO also uses published patent applications and

issued patents for meanings of common computer related words that are not

lexicographically defined.

K. Since the word “disposal” is not lexicographically defined the USPTO will interpret

the word in accordance to Merriam Webster’s dictionary. According disposal is

2 Based upon Applicants’ disclosure, the art of record, and the knowledge of one of ordinary skill
in this art as determined by the factors discussed in MPEP §214l .03 (where practical), the

Examiner finds that the Microsoft Press Computer Dictionary is an appropriate technical

dictionary known to be used by one of ordinary skill in this art. See e. g. Altiris Inc. v. Symantec
Corp., 318 F.3d 1363, 1373, 65 USPQ2d 1865, 1872 (Fed. Cir. 2003) where the Federal Circuit

used the Microsoft Press Computer Dictionary (3d ed.) as “a technical dictionary” to define the

term “flag.” See also In re Barr, 444 F.2d 588, 170 USPQ 330 (CCPA 1971)(noting that its

appropriate to use technical dictionaries in order to ascertain the meaning of a term of art) and

MPEP §2173.05(a) titled ‘New Terminology.’
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Application/Control Number: 10/162,701 Page 5

Art Unit: 3621 20070804

defined as: 1: the power or authority to dispose or make use of as one chooses <the

car was at my disposal> 2: the act or process of disposing: as a: orderly placement or

distribution b: regulation, administration c: the act or action of presenting or

bestowing something <disposal of favors> d: systematic destruction; especially :

destruction or transformation of garbage 3[garbage disposal unit] : a device used to

reduce waste matter (as by grinding). Therefore, Usage conditions which include

copy authorization and target device types, or timed-availability restrictions (col. 10,

11.15-18) is classified as regulation, administration.

Claim Rejections - 35 USC § 102

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

A person shall be entitled to a patent unless -

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this
or a foreign country, before the invention thereof by the applicant for a patent.

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date of application for patent in the United States. . . .

(e) the invention was described in (1) an application for patent, published under section l22(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 35l(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.
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Application/Control Number: 10/162,701 . Page 6

Art Unit: 3621 20070804

5. Claims 1-18 are rejected under 35 U.S.C. l02(b) as being anticipated by Downs et al. (U.S

6226618).

6. As per claims 1-18, Downs et at. discloses an invention comprising of the following:

A. Content stores or distributors can add or narrow the original usage rights (sub-rights)

(column 21, lines 30-36)

B. Content providers set and transmit (equivalent to presenting) the usage conditions to

the content stores (column 21, 30-32), which are the first customers or distributors of

the content providers.

C. Distributors (first customer) making a request to digital content owners to sale digital

content (column 42, lines 65-67, column 43, lines 1-2). The two parties then come to

an agreement (column 43, lines 4-5). Inherently, the content provider receives the

request - Content providers (entity that supplies the content), providing (equivalent to

generating) usage conditions (equivalent to usage rights) - The content providers also

stipulate that the content stores or distributors can add or narrow the original usage

rights - ("obtaining a set of rights associated with an item, said set of rights

including meta-rights specifying derivable rights that can be derived from the

meta-rights by the rights consumer ")

D. The Content Provider(s) 101 sets the allowable Usage Conditions 517 and transmits

them to the Electronic Digital Content Store(s) 103 in a SC (see the License Control

Layer 501 section). The Electronic Digital Content Store(s) 103 can add to or narrow

the Usage Conditions 517 as long as it doesn't invalidate the original conditions set by

the Content Provider(s) (Col. 21, 11.30-36). Each Content Provider(s) 101 specifies
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Application/Control Number: 10/162,701 Page 7

Art Unit: 3621 20070804

the Usage Conditions 517 for each of its Content 113 items. Electronic Digital

Content Store(s) 103 interpret the Usage Conditions 517 in Metadata SC(s) 620 and

use the information to provide different options or Store Usage Conditions 519 to the

End-User(s) for purchase of Content 113 (col. 26, 11. 10-16) -- ("determining

whether the rights consumer is entitled to derive the derivable rights specified by

the meta-rights")

E. Distributors (first customer) making a request to digital content owners to sale digital

content (column 42, lines 65-67, column 43, lines 1-2). The two parties then come to

an agreement (column 43, lines 4-5). Inherently, the content provider receives the

request - After the agreement between the content provider and the distributor (first

customer), a digital certificate is created and sent to the distributor (column 43, lines

14-18). Inherently the agreement and certificate is for the content/usage rights

request --("if the rights consumer is entitled to derive the derivable rights

specified by the mete-rights, at least one of deriving one or more of the derivable

rights and generating a license including the derived rights ") - ("transmitting

the set of rights, in the form of a license to the item, from the rights supplier to

the rights consumer ")

F. Usage conditions include copy authorization and target device types, or timed-

availability restrictions (col. 10, 11.15-18, Col. 60, 11.15-30) - ("the derived rights are

rights disposal rights. "); ("rights include usage rights ")
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Application/Control Number: 10/162,701 Page 8

Art Unit: 3621 20070804

G. Content, refers to information and data stored in a digital format including: pictures,

movies, videos, music, programs, multimedia and games (col. 6, ll. 45-48) --("the

items are content ")

H. Content store distributes to the end user information relative to the Content 113 and

its use (col. 43, 11. 62-67) - The Electronic Digital Content Store(s) 103 also attaches

its own Usage Conditions called Store Usage Conditions 519 or purchase options to

the Offer SC(s) 641 (Col. 74, 11.37-40) - ("derived rights include meta-rights that

the rights consumer may transfer to another rights consumer in the form of a

license ")

1. Electronic Digital Content Store(s) 103 are the entities who market the Content 113

through a wide variety of services or applications, such as Content 1 13 theme

programming or electronic merchandising of Content 113. Electronic Digital Content

Store(s) 103 manage the design, development, business operations, settlements,

merchandising, marketing, and sales of their services. Example online Electronic

Digital Content Store(s) 103 are Web sites that provide electronic downloads of

software (retailer and publisher) --(col. 9, 11. 61-67, col. 10, 11. 1-3) - Content stores

being licensed distributors of content (col. 19, 56-58) -- ("the consumer is a content

retailer, distributor and publisher ")

Conclusion

7. Examiner has pointed out particular references contained in the prior arts ofrecord in the

body ofthis actionfor the convenience ofthe applicant. Although the specified citations are
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Application/Control Number: 10/162,701 Page 9

Art Unit: 3621 20070804

representative ofthe teachings in the art and are applied to the specific limitations within the

individual claim, other passages andfigures may apply as well. It is respectfully requested

that ifthe applicant is preparing to respond, to considerfully the entire references as ‘

potentially teaching all or part ofthe claimed invention, as well as the context ofthe passage

as taught by the prior arts or disclosed by the examiner.

8. Any inquiry concerning this communication or earlier communications from the examiner

should be directed to Evens Augustin whose telephone number is 571-272-6860. The

examiner can normally be reached on Monday thru Friday 8 to 5 pm.

9. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,

Andrew Fischer can be reached on 571-272-6779.

/Evens J. Augustinl

Evens J. Augustin

August 5, 2007
Art Unit 3621
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Application/Control No. App|icant(s)/Patent Under
Reexamination

10/152701 WANG ET AL.
Notice of References Cited Examiner Art Unit

U.S. PATENT DOCUMENTS

Document Number Date _ ,
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2
II-
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FOREIGN PATENT DOCUMENTS

Document Number Date
Country Code-Number-Kind Code MM-YYYY COUNTY

  
Classification  

 
NON-PATENT DOCUMENTS

Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
US. Patent and Trademark Office

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20070805
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Application No. 10/162,701
Docket No. 111325—290100

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Xin WANG, et al.

Application No. 10/162,701

Filed: June 6, 2002

For: METHOD AND APPARATUS

MANAGING THE TRANSFER

OF RIGHTS

Group Art Unit: 3621

Examiner: Augustin, Evens J.

Conf. No.: 6475

Date: January 10, 2008g/g/g/g/g/g/Q
AMENDMENT

MAIL STOP AMENDMENT

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Office Action of August 10, 2007, please amend the above-

identified application as follows:

Amendments to the Claims begin on page 2 of this paper.

Remarks begin on page 5 of this paper.
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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

1. (Currently Amended) A method for transferring rights adapted to be

associated with items from a rights supplier to a rights consumer‘, said method comprising:

obtaining a set of rights associated with an item, said set of rights including a

&t—le&st—ene meta—right, wherein the meta—right is provided in digital form, is t-hat—i-s

enforceable by a repository, and specifiesg derivable right that can be derived

from exercising the meta—right by the rights consumer a condition that must be satisfied to
 

exercise the meta—right, and a state variable related to the condition, said derivable right being

another meta—right or a usage right, whereby the meta—right is distinct from any usage rights

specifying how the item can be used and distributed;

determining by a repository whether the rights consumer is entitled to exercise

the meta—right to derive the derivable right specified by the meta—right; and

if the rights consumer is entitled to exercise the meta—right to derive the

derivable right specified by the meta—right, deriving the derivable right and generating a

license including the derived right, said license being enforceable by a repository, [[;]]

 

2. (Original) A method recited in claim 1, further comprising, transmitting the set

of rights, in the form of a license to the item, from the rights supplier to the rights consumer.

3. (Currently Amended) A method as recited in claim 1, wherein the derived

derivable right is a rights disposal right.

4. (Original) A method as recited in claim 1, wherein the items are content.

5. (Currently Amended) A method as recited in claim 1, wherein the derived

derivable right includes usage rights.

W692395.1
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6. (Currently Amended) A method as recited in claim 1, wherein the derived

derivable right includes meta—rights that the rights consumer may transfer to another rights

consumer in the form of a license.

7. (Original) A method as recited in claim 4, wherein the consumer is a content

distributor.

8. (Original) A method as recited in claim 4, wherein the consumer is a content

retailer.

9. (Original) A method as recited in claim 4, wherein the consumer is a content

publisher.

10. (Currently Amended) A license associated with an item and adapted to be used

within a system for managing the transfer of rights to the item from a rights supplier to a

rights consumer, said license being adapted to be stored on a computing device, said license

comprising:

a set of rights associated with an item, said set of rights including a at—least—one

meta—right, wherein the meta—right is provided in digital form, is that—is enforceable by a

repository, and specifies 2_1 &t—leasdt—er-1e derivable right that can be derived from exercising the

meta—right by the rights consumer a condition that must be satisfied to exercise the meta-
 

right, and a state variable related to the condition, said derivable right being another meta-

right or a usage right, whereby the meta—right is distinct from any usage rights specifying how

the item can be used and distributed;

a principal designating at least one rights consumer who is authorized to

exercise the meta—right to derive the derivable right specified by the meta—right; and

a mechanism for providing access to the item in accordance with the set of

rights.

11. (Currently Amended) A license as recited in claim 10, wherein the derived

 right is a rights disposal right.

12. (Original) A license as recited in claim 10, wherein the items are content.

W692395.1
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13. (Currently Amended) A license as recited in claim 10, wherein the derived

derivable right includes usage rights.

14. (Currently Amended) A license as recited in claim 10, wherein the derived

 right includes meta—rights that the rights consumer may transfer to another rights

consumer in the form of a license.

15. (Original) A license as recited in claim 12, wherein the consumer is a content

distributor.

16. (Original) A license as recited in claim 12, wherein the consumer is a content

retailer.

17. (Original) A license as recited in claim 12, wherein the consumer is a content

publisher.

18. (Original) A license as recited in claim 10, further comprising a digital

signature corresponding to a party issuing the license.

19-27. (Canceled)

28. (New) A method of claim 1, further comprising:

receiving a request from the rights consumer to exercise a right; and

determining whether the rights consumer is authorized to exercise the

requested right according to the set of rights.

29. (New) A method of claim 28, further comprising:

receiving a request from the rights consumer to modify a right included in the

set of rights; and

determining whether the rights consumer is authorized to modify the requested

right based on the meta—right.
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REMARKS

Claims 1-18 were pending in this application prior to the office action. By this

amendment, claims 1, 3, 5-6, 10-11, and 13-14 are amended, and new claims 28-29 are

added. Thus, claims 1-1 8 and 28-29 are now pending. In view of the above amendments and

the following remarks, reconsideration and allowance of the application is respectfully

requested.

Claim Interpretation

On pages 2-5 of the office action, the Examiner attempts to define many of the terms

recited in the claims by asserting that these claims are not lexicographically defined. These

terms include usage rights, meta—rights, consumer, license, and supplier. Applicants object to

the definitions arbitrarily as signed by the Examiner, and provide herein the portions of the

specification that clearly define these terms for the purposes of this application. If a further

office action is deemed to be necessary by the Examiner, these terms should be interpreted

based on the definitions provided in the specification.

Usage Rights: The term “Usage Rights” is defined at least in paragraph [0021] of the

published application, which provides that “rights 44a can include usage rights,

a manner of use”. For example, usage rights can include usage conditions, but are more than

usage conditions; they must indicate what kind of usages (e.g., play, print, edit) those usage

rights refer to. Thus, usage rights are rights that specify a manner of use, and they are not, in

any way, restricted to “usage conditions such as copy protection” as asserted by the

Examiner. If the Examiner is still confused about what is meant by the term “usage rights,”

Applicants invite the Examiner to review U.S. Patent No. 5,634,012, which provides, in the

Abstract, that “usage rights define how the digital work may be used or further distributed”

and further provides, in its Glossary, that usage rights include “a language for defining the

manner in which a digital work may be used or distributed, as well as any conditions on

which use or distribution is premised.”

Meta—rights: The term “meta—rights” is first defined at least in paragraph [0021] of the

published application, which provides that meta—rights “permit other rights to be derived.”

Paragraphs [0028]-[0029] of the published application further provide that “meta—rights are

the rights that one has to generate, manipulate, modify, dispose of or otherwise derive other

W692395.1
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rights”, and that “meta—rights can be thought of as usage rights to usage rights (or other meta-

rights).” In addition, “meta—rights can include derivable rights to offer rights, grant rights,

negotiate rights, obtain rights, transfer rights, delegate rights, expose rights, archive rights,

compile rights, track rights, surrender rights, exchange rights, and revoke rights to/from

others. Meta—rights can include the rights to modify any of the conditions associated with

other rights. For example, a meta—right may be the right to extend or reduce the scope of a

particular right. A meta—right may also be the right to extend or reduce the validation period

of a right. Meta—rights can be hierarchical and can be structured as objects within objects. For

example, a distributor may have a meta—right permitting the distributor to grant a meta—right

to a retailer which permits the retailer to grant users rights to view content. Just as rights can

have conditions, meta—rights can also have conditions. Meta—rights can also be associated

with other meta—rights.” Thus, the definition of meta—rights asserted by the Examiner is

incorrect, as this term is clearly defined in the specification.

Consumer: According to paragraph [0009] of the published application, for example,

a “consumer” is a “rights consumer who is authorized to derive the derivable rights,” not

necessarily a “digital content store or distributor” as the Examiner asserts. It is clear that the

consumer is a user of the rights and is not necessarily a content store or distributor. Such a

definition would be contrary to the customary meaning of the term consumer. Thus, the

definition of consumer asserted by the Examiner is incorrect, as this term is clearly defined in

the specification.

License: According to paragraph [0020] of the published application, for example,

licenses are issued by a license server, and “embody the actual granting of usage rights to an

end user.” More generally, a license is a digital work that grants usage rights. A license is in

no way limited to a “digital certificate given to distributor” as asserted by the Examiner.

Thus, the definition of license asserted by the Examiner is incorrect, as this term is clearly

defined in the specification.

Supplier: According to paragraph [0028] of the published application, for example, a

“supplier” grants “rights to a consumer downstream in the distribution channel.” For

example, suitable suppliers found in typical business models for distributing digital content

include “owners, publishers, distributors, and users.” A supplier is not limited to a “content

W692395.1
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provider” as asserted by the Examiner. Thus, the definition of supplier asserted by the

Examiner is incorrect, as this term is clearly defined in the specification.

In addition, in sub—section “K” of the Claim Interpretations section of the office action

(i.e. on page 4-5), the Examiner asserts that the term “disposal” is not defined. However, as

was discussed at the Interview with the Examiner on October 17, 2007, there is no such term

in the claims.

Re'ecti0ns under 35 U.S.C. 102

Claims 1-18 stand rejected under 35 U.S.C. § 102(b) as being anticipated by U.S.

Patent No. 6,226,618 to Downs et al. However, as was discussed with the Examiner during

the Interview, Downs fails to disclose, suggest, or render obvious each and every feature

recited in the claims.

For example, claim 1, as amended, recites a method for transferring rights adapted to

be associated with items from a rights supplier to a rights consumer, said method comprising

obtaining a set of rights associated with an item, said set of rights including a meta—right,

wherein the meta—right is provided in digitalform, is enforceable by a repository, and

s eci ies a derivable ri ht that can be derived rom exercisin the meta—ri ht b the ri hts

consumer, a condition that must be satisfied to exercise the meta—right, and a state variable

related to the condition, said derivable right being another meta—right or a usage right,

whereby the meta—right is distinct from any usage rights specifying how the item can be used

and distributed; determining by a repository whether the rights consumer is entitled to

exercise the meta—right to derive the derivable right specified by the meta—right; and if the

rights consumer is entitled to exercise the meta—right to derive the derivable right specified by

the meta—right, deriving the derivable right and generating a license including the derived

right, said license being enforceable by a repository.

In addition, claim 10, as amended herein, recites a license associated with an item and

adapted to be used within a system for managing the transfer of rights to the item from a

rights supplier to a rights consumer, said license being adapted to be stored on a computing

device, said license comprising a set of rights associated with an item, said set of rights

including a meta—right, wherein the meta—right is provided in digital form, is enforceable by a

repository, and sgecities a derivable right that can be derived from exercising the meta—right
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by the rights consumer, a condition that must be satisfied to exercise the meta—right, and a

state variable related to the condition, said derivable right being another meta—right or a

usage right, whereby the meta—right is distinct from any usage rights specifying how the item

can be used and distributed; a principal designating at least one rights consumer who is

authorized to exercise the meta—right to derive the derivable right specified by the meta—right;

and a mechanism for providing access to the item in accordance with the set of rights.

Downs fails to disclose, suggest, or render obvious each and every feature recited

above. Instead, Downs discloses, at Col. 21, lines 30-42:

The Content Provider(s) 101 sets the allowable Usage Conditions

517 and transmits them to the Electronic Digital Content Store(s) 103

in 21 SC (see the License Control Layer 501 section). The Electronic

Digital Content Store(s) 103 can add to or narrow the Usage

Conditions 517 as long as it doesn't invalidate the original conditions

set by the Content Provider(s) 101. The Electronic Digital Content

Store(s) 103 then transmits all Store Usage Conditions 519 (in 21 SC)

to the End—User Device(s) 109 and the Clearinghouse(s) 105. The

Clearinghouse(s) 105 perform Usage Conditions Validation 521

before authorizing the Content 113 release to an End—User Device(s)
109.

While this portions of Downs discloses that the Electronic Digital Content Store may

add to or narrow the Usage Conditions as long as it doesn’t invalidate the original conditions

set by the Content Provider, there is no suggestion whatsoever in Downs to utilize meta-

rights as set forth in the claims and described in the specification.

For example, there is no suggestion whatsoever in Downs that a set of rights is

obtained which includes a meta—right which is provided in digitalform. In addition,

according to the claims, the meta—rights specify (1) a derivable right that can be derivedfrom

exercising the meta—right by the rights consumer, (2) a condition that must be satisfied to

exercise the meta—right, and (2) a state variable related to the condition. Downs fails to

disclose any of these features.

First and foremost, Downs fails to disclose meta—rights generally. The usage

conditions disclosed by Downs are usage rights for consumers. They are not meta—rights for

the content store or distributor to exercise for issuing rights to consumers. The store or

distributor simply passes the usage conditions on to the consumers. The concepts of usage

conditions and meta—rights are distinctly different. One of the most practical differences
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between meta—rights and usage conditions for consumers is the utility meta—rights provide by

enabling the rights to distribute content and issue rights to consumers to be specified and

governed via technology means.

As was discussed with the Examiner during the interview, simply adding to or

narrowing usage conditions “as long as it doesn’t invalidate the original conditions” is

different from specifying and exercising meta—rights to derive the derivable rights specified

by the meta—rights. For example, Downs has no teaching on how to specify and control what

usage rights and conditions can be added or narrowed. Simply disclosing that the content

store may “add to or narrow the Usage Conditions” provided “it doesn't invalidate the

original conditions set by the Content Provider” does not anticipate or render obvious at least

these features recited in the claims.

Furthermore, there is no disclosure whatsoever in Downs providing that a meta—right

is obtained by the content store in the system of Downs. lnstead, according to Downs,

content distributors make requests to digital content owners to sell digital content. Downs

fails to disclose obtaining a meta—right, deriving a derivable right, and generating a license, as

is recited in the claims.

It should also be pointed out that a meta—right is distinguishable from a derivable

right. The later is what the meta—right, when exercised, is able to derive. For example, the

meta—right of issuing a play right to a song is different from the play right, and when

exercising the meta—right, the play right is derived or issued to its existence.

Accordingly, for at least the above reasons, Downs fails to disclose, suggest, or render

obvious the features recited in the claims. Therefore, Applicants respectfully request that the

rejection of claim 1-18 under 35 U.S.C. § 102(b) in view of Downs be reconsidered and

withdrawn.

Withdrawal of Terminal Disclaimers

In view of the amendments to the claims set forth herein, Applicants respectfully

request that the Terminal Disclaimers previously filed in this case over U.S. Patent

Application No. 10/162, 211, U.S. Patent Application No. 10/162,212, and U.S. Patent No.

6,954,738, be immediately withdrawn.
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The Terminal Disclaimers filed over the ‘211 and ‘212 applications were filed to

overcome provisional obviousness—type double patenting rejections, which are moot in View

of the amendments made herein. None of the claims of the ‘211 application or the ‘212

application render the claims of the present application as presented herein obvious.

The Terminal Disclaimer filed over the ‘738 patent was filed to overcome an

obviousness—type double patenting rejection, which is moot in view of the amendments made

herein. None of the claims of the ‘738 patent render the claims of the present application as

presented herein obvious.

If the Examiner disagrees with this request to withdrawn the Terminal Disclaimers for

any reason, Applicants respectfully request that the Examiner make his objections of record

in the next office action.

Conclusion

In view of the foregoing, Applicants submit that the present application is in condition

for allowance and a notice to that effect is respectfully requested. If, however, the Examiner

deems that any issue remains after considering this response, the Examiner is invited to

contact the undersigned attorney to expedite the prosecution and engage in a joint effort to

work out a mutually satisfactory solution.

Respectfully submitted,

Date: January 10, 2008 /Stephen M. Hertzler, Reg. No. 58,247/

Stephen M. Hertzler

Registration No. 58,247

NIXON PEABODY LLP

Suite 900, 401 9* Street, N.W.

Washington, D.C. 20004-2128

(202) 585-8000
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preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2
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Application Number

1 l 1325-290100

 
 TRANSMITTAL

FORM

((0 be usedfor all correspondence after initialfiling)

Filing Date

 
 

First Named Inventor

 
Group Art Unit

 

 

 
Examiner Name

Total Number of Pages in This Submission Attorney Docket
Number

ENCLOSURES (check all that apply)

 

 
 
 

 

 
 

 
 

  Fee Transmittal Form

  
  

    
 

     
 

  

   
 

  
   

D Diawing(s) D Afier Allowance Communication

D _ _ to Group
D Fee Attached Licensing-related Papers D ' ‘

D _ _ Appeal Communication to Board
D Amendment / Reply P°m‘°“ of Appeals and lnterferences

D ' D Petition to Convat to a Provisional D Appem communication to Group
Aha Fmal APP1iCati0Tl (Appeal Notice, Briefl Reply Brief)

D Affidavits/declarations) D Power of Attorney, Revocation D Proprietary [nformation
Change of Correspondence Address D S Le“. . tu

Extension of Time Request D Terminal Disclaimer ta S C‘: —X Other Enclosure(s) (please
Express Abandonment Request U Request for Refund 1-dent,-fy beww):

El co, Number ofCD(s) 1- PTO F011“ 1449  
Information Disclosure Statement   

2. One Box including 1 l2 cited
references  

   
 Certified Copy of Priority

Document(s)
 

 
 
 

 

ElEIIZIEIEI
Response to Missing Partsl
Incomplete Application
 
 
  
 

required or credit any overpayments to Deposit Account No. 19-2380 for

D Response to Missing Pans the above idmtified docket number.
under 37 CFR 1.52 or L53

GNATURE OF APPLICANT, ATTORNEY, OR AGENTSI

Firm Marc S. Kaufman

0, Registration No. 35,212

Individual name Nixon Peabody LLP
401 9th Street, N.W., Suite 900

Washington, D.C. 20004-2128

/Marc S. Kaufman, Reg. # 35,2l2/Signature

CERTIFICATE OF MAILING OR TRANSMISSION

I hereby certify that this correspondence is being deposited with the United States Postal Service with sufficient postage as
First class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, Virginia 22313-1450, or
facsimile transmitted to the U.S. Patent and Trademark Office (Fax No. (571) 273-8300) on the date shown below.

 

     

  

  
  
  
 
 Name (Print/Type)
 

 
Signature
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Complete ifKnown

10/162,701

June 6» 2°02
Xm WANG, et al.

M 111325-290100

METHOD OF PAYMENT (check all that app ly)

El Check El Credit Card El Money Order CI None El Other (please identify):

13 Deposit Account Deposit Account Number: 19-2380 Deposit Account Name: Nixon Pea body LLP
For the above-identified deposit account, the Director is hereby authorized to: (check all that apply)

13 Charge fee(s) indicated below El Charge fee(s) indicated below, except for the filing fee
IE Charge any additional fee(s) or underpayments of fee(s) E Credit any overpayments

under 37 CFR 1.16 and 1.17

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit card information
and authorization on I’I‘O-20238.

FEE CALCULATION

1. BASIC FILING, SEARCH AND EXAMINATION FEES
FILING FEES SEARCH FEES EXAMINATION FEES

Small Entity Small Entity Small Entity
Application Type I-‘e_e(§_)_ I~‘g(§)_ I<‘g(_§)_ F§@ I~‘e:e_(§)_ I<‘§(§)_ Fees Paid Q)

Utility 310 155 510 255 "“ 210 105

Design 210 105 100 50 130 65

Plant 210 105 160 80

Reissue 310 155 _ 310

Provisional 210 105

2. EXCESS CLAIM FEES Small Entity
Fee Description Fee (5) Fee §§|

Each claim over 20 (including Reissues) 50 25

Each independent claim over 3 (including Reissues) 210 105

Multiple dependent claims 370 185

Total Claims Extra Claims Multiple Dependent Claims

M - 20 0|’ HP = M X M. M 13(1). 1 
HP =- highest number of total claims paid for, if greater than 20

Indep. Claims Extra Claims Fee Q) Fee Paid ($1
- 3 or HP = x

HP =- highest number of independent claims paid for, if greater than 3

3. APPLICATION SIZE FEE

If the specification and drawings exceed 100 sheets of paper, the application size fee due is $260 ($130 for small entity)
for each additional 50 sheets or fraction thereof. See 35 U.S.C. 4l(a)(l)(G) and 37 CFR l.l6(s).

Total Sheets Extra Sheets Number ofeach additional 50 or fraction thereof Fee (§) Fee Paid (§)
- 100 = / 50 = (round up to a whole number)

4. OTHER FEE(S) Fees Paid (§)

Non-English Specification, $130 fee (no small entity discount)

Other: Information Disclosure Filin Fee $180.00

SUBMITTED BY

Signature /Marc S. Kaufman, Reg. # 35,212/ Registration No. 35,212 Telephone (202) 585-8000
(Attomey/Agent) '

Name (Printffype) Marc S. Kaufman Date February 20, 2008

CERTIFICATE OF MAILING OR TRANSMISSION [35 CFR l.8(a)]

I hereby certify that this correspondence is being deposited with the United States Postal Service with sufficient postage for first class mail in an envelope
addressed to: Mail Stop Amendment, Commissioner for Patents, PO. Box 1450, Alexandria, VA 22313-1450, on _

Signature:

 
Name:

SEND TO: Commissioner for Patents
P.O. Box 1450

Alexandria, VA 223l3— 450 .
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U.S. Patent Application No. 10/162,701

Attorney Docket No. 111325-290100 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Confirmation No.2 6475

Group Art Unit: 3621

In re Patent Application of:

Xin WANG et al.

Application No.: 10/162,701

Filed: June 6, 2002

For: METHOD AND APPARATUS

MANAGING THE TRANSFER OF

RIGHTS

Examiner: Augustin, Evens J.

Date: February7—_Q 2008%\./\./\./$1&/\/
INFORMATION DISCLOSURE STATEMENT

United States Patent and Trademark Office

Customer Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

Dear Sir:

In accordance with the duty of disclosure as set forth in 37 C.F.R. § 1.56, Applicants

hereby submit the following information in conformance with 37 C.F.R. §§ 1.97 and 1.98.

Pursuant to 37 C.F.R. § l.98(a)(2)(ii), copies of the cited U.S. patents (i.e., Reference Cite

Nos. 1-101) are not enclosed. Copies of the cited Foreign patents (i.e., Reference Cite Nos.

102-173) are enclosed. Copies of the cited non-patent references (i. e., Reference Cite Nos.

174-213) are enclosed. The references have been cited in recent oppositions in the European

Patent Office relating to cases owned by assignee.

The Commissioner is hereby authorized to charge the Deposit Account No. 19-2380

in the amount of $180.00 representing filing fees.

It is requested that the accompanying PTO/SB/08A be considered and made of record

in the above-identified application. To assist the Examiner, the documents are listed on the

attached form PTO/SB/08A. It is respectfully requested that an Examiner initialed copy of

this fonn be returned to the undersigned.

The Commissioner is hereby authorized to charge any fees connected with this filing

which may be required, or credit any overpayment to Deposit Account No. 19-2380.

02/21/2008 HBELETE1 00000029 192380 10162701

01 FC:1B6 180.00%

108861 33.1

Petitioner Apple Inc. — Exhibit 1024, p. 1259



Petitioner Apple Inc. - Exhibit 1024, p. 1260

U.S. Patent Application No. 10/162,701

Attorney Docket No. 1 1 1325-2901 00

Respectfully submitted,
NIXON PEABODY LLP

Date: FebruaryZ_O, 2008 By: /Marc S. Kaufman, Reg. # 35,212/
Marc S. Kaufinan

Registration No. 35,212

NIXON PEABODY LLP

CUSTOMER NO.: 22204

401 9th Street, N.W., Suite 900

Washington, DC 20004
Tel: 202-585-8000

Fax: 202-585-8080
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PTO/SB/08A (10-01)
Approved for use through 10/ 31 /2002. OMB 0651-0031

U.S. Patent and Trademark Officc: U.S. DIEPARTMENT OF COMMERCE

Complete ifKnown

Application Number 11
Filing Date me 6, 2002
First Named Inventor Wan Ct Ell.
An Unit 3621

Examiner Name All stin, EVCHS .

U.S. PATENT DOCUMENTS

US. Patent Document

 
 
 

Under the Pa 0 rk Reduction _.

Substitute for form 1449A

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(III! 1-15 I/mtg’ Jbtt/J’ nu’ IlttEJ'.\‘dD)

 

 

 
  
 

 

 
 

 

 

  
P58“. Columns, Lines,

When: Relevant Passages
or Relevant Figures Appmr

  
 

 
 
 

 
   

 

Cite No.‘ Publication Date
MM-DDVYYYY

Name of Patentee or
Applicant ofCited Document

 
 

Number — Kind Code’ (if known)

  

j-

08—02—2001 —H 3 Us 20010014206 A1 08-16-2001_
j-

‘ 6 Us 20020001387 A1 01-03-2002T11-08-2001 —
j-

9 US 20020056118 A1 —-—
j_
jj
j—
j0522-2003 Teraoetal.jKmznelson
j-

— 17 Us 4,200,700 04-29-1980 Miider1%
j-

20 US 4,429,385 01-31-1984 Cichellj etal. —1'1‘
j—

HU8 4,736,422 Mason —23 US 4,740,890 William —
j—
j-
j-

j-jR der er =11
j—
j0507-1991 Edwards
j07-07-1992 Cu11ere1a1-
j—

— 44_US 5,204,897 04-20-1993 W man
j-

:Us 5,276,444 01-04-1994 McNair
jj
jLoiacono

  
Examiner Date

Si ature Considered

"EXAMINEK~ Initial if reference considered, whether or not citation is in conformance with l\{PEI’ 609. Draw line through Citation if not in conformance and not considered.
lncludc copy of this form with next communication to applicant.
' Applicant’s unique citation designation number (optional). 1 See Kinds Codes of USPTO Patent Dooxmcnts at 222.uspto.gov or MPEP 901.04. 3 Enter Officc that issued the
document, by the two-lcttcr code (\Vll’O Standard 5'l‘.3). ‘ Forjapanesc patent documents, the indication of the year of the reign of the Emperor must precede the serial
number of the patent document. 5 Kind ofdocument by the appropriate symbols as indicated on the document under \Vl PO Standard ST.‘l6 if possible. 5 Applicant is to place
:1 check mark here if English language Translation is attached.
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]"l‘O/SB/O8/\ (10-01)
Approved for use through 10/31/2002. Oi\il3 0651-0031

U.S. Patent and 'l'r-ademark Office: U.S. l)l3l’ART1\llZNT OF COMMERCE
“ - , are re uired to res nd to a collection ofinformation unless it contains a valid OMB control number.

Complete ifKnown

10/162,701
Filing Date “I16 6:
First Named Inventor Xin Wan; et al.

3621
Examiner Na.me Augustifl, EVCHS

Attorney Docket Number

US. Patent Document

 

 
 

 
 
 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Me a: may 5/15!!! at maxing)

 

 
Pages, Columns, lines,

 Cite No.‘ Publication Dare Name of Patenrcu or vvhc,-E Rglevayn P155335
Nu,.,.,b¢l._ K;nd Codcz (‘If known) MM-DD-Y\'\’\' Applimnt ofCitcd Document or Rclevam 17,5“,-5 APW 

 
US 6,091,777 07-18-2000
US 6,112,239

Examiner Date

Si ature Considered

*EX/\MINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
lnclude copy of this forth with next communication to applicant.

Guetz ct al.
Kermer et al.

-US 5,337,357 08-09-1994 Chou etal.
mm
mm
mm

45 us 5,504,816 04-02-1996 Hamilton etal. -E
jj
mm
mm

51 US 5,638,443 06-10-1997 Stcfiketal.Zj
mm
Tm
mm

"'1’“‘““““‘*‘”1a %
mm
mm
jm

mm
mj
mm
mm
jj

67TIUS5,933,498 08-03-1999T
mm

70 US 5,982,891 Gime; et al. —
mm
mm
mm

j T
j T

08-29-2000  

‘ Applicant’s unique citation designation number (optional). 1 See Kinds Codes of USPTO Patent Documents at 2H.uspto.go\' or l\{PEP 901.04. 5 Enter Office that issued the
document, by the two-letter code (\VIPO Standard STt3)A ‘ Forjapanese patent documents, the indication of the year of the reign of the Emperor must precede the serial
number of the patent document. 5 Kind ofdocumcnt by the appropriate symbols as indicated on the document under \Vl PO Standard STJ6 if possible. 5 Applicant is to place
a check mark here if English language Translation is attached. '
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 l"l‘O/SB/08A (10-01)
Approved for use through 10/31/2002, OMB 0651-003]

U.S. Patent and Tradernark Office: U.S. DEI’1\RTMEN'l‘ OI?‘ COMMERCE
uited to res nd to a collection ofinforrnation unless it contains a valid OMB comm] numbcn

Complete iffizown

Application Number

I 
i@—

1=.wm-ncrNm-
Attorney Docket Number 11

Under the Pa rwork Reductio

   
 

 
 

 Substitute for form 1449A/PTO

INFORIVIATION DISCLOSURE

STATEMENT BY A_PPLICANT
(111: at ma/9' I/lttll ax nmnrsag)

 
 
 

 
 

 
 

  

 

 

    

U.S. PATENT DOCUMENTS

US. Patent Document
Pages, Columns, lines.

Publication Date Name of Patcntec or \Vhere Relc\'a.ntI"assages
Numbe, _ Kind Qfig (if known) Ml\i-DD-YYYY Applicant of Cited Document or Rglevam Figures Appen-

US 6,135,646 10-24-2000 Kahn et al.

Us 6,141,754 10-31-2000 Cho
US 6,157,719 12-05-2000 Wasflewski et al.

US 6,169,976 B1 01-02-2001 Colosso
Gintet et al.00 U3 US 6,185,683 B1 02-06-2001

US 6,189,037 B1 02-13-2001 Adams et al.
US 6,189,146 B1 02-13-2001 Ivlista et al.

US 6,209,092 B1 03-27-2001
US 6,216,112 B1 04-10-2001 Fuller et al.

US 6,219,652 B1 04-17-2001
US 6,236,971 B1 05-22-2001 tefik et al.

US 6,307,939 B1 10-23-2001 Viarie
US 6,353,888 B1 03-05-2002 Kakehi et al.

US 6,397,333 B1 05-28-2002 ohne et al.
US 6,401,211 B1 06-04-2002 ezak r. et 2.1.

US 6,405,369 B1 06-11-2002 '
US 6,424,717 B1 07.23.2002

US 6,424,947 B1 07-23-2002
US 6,487,659 B1 11-26-2002
US 6,516,052 B2 02-04-2003

Us 6,516,413 B1 02.04.2003

US 6,523,745 B1 02-25-2003
US 6,796,555 B1 09-28-2004

 ®®O\U'1-51 EE.‘

m\l

arter: et al.

 U 
H 
indet et al.

suria ct al.

'0 et al.
oudouris

Aratani et al.

Blahut

:1<5**”*’.:*3E :1.”

E_\'aminer Date

Si _ ature Considered

‘EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered,
Include copy of this form with next communication to applicant.
‘ /\pplicant’s unique citation designation number (optional). 1 See Kinds Codes of USPTO Patent Documents at 2Z2.uspto.gov or MPEP 901.04. 3 Enter Office that issued the
document, by the two-letter code (\VlI’O Standard ST,3), 4 Forjapanese patent documents, the indication of the year of the reign of the Emperor must ptecede the serial
number of the patent document. 5 Kind of document by the appropriate symbols as indicated on the document under \VIPO Standard ST.16 if possible. ‘* Applicant is to place
a check mark here if Engish language Tmiislztion is attached,
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Vro/SB/08A (10-01)
Approved for use through 10/31/2002. OMB 0651.003]

U.S. Patent and Trademark Office: US. DEPAR'l'MEN'l” O17 COMMERCIQ
1-sons am reuircd to res nd to a collection ofinformation unless it contains a valid OMB conuol numbcn

Complete iflfizown

Application Number 10/1 622701
Filing Date une 6:

  
Substitute for form 1449A/PTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(14.1: as may .r/ml: a.r necusag)

 
 
 

 
 

 
 

First Named Inventor W30 et 31-
Art Unit 3621

Am... Name

“W “I325/29°10“

FOREIGN PATENT DOCUMENTS

Cite No.‘ Foreign Patent Document Pages, Columns,
Publication Date Name of Patentec or lines, Where

Kind Code’ MM'DD-YYYY Applicant ofCited Document Relevant Passages
Country Code‘ Number‘ fifermn-n) or Relevant FiguresA s . v

W0 83/04461 A1 12-22-1983 Western Electric Company,

 
 

  
Inc

W0 92/20022 A1 Digital Equipment
Co oration

W0 93/01550 A1 01-21-1993 Infoloic Software, Inc.

1 05 W0 93/ 1 1 480 A1 06-10-1 993 Intergrjtph Corporation
106 W0 94/03003 A1 02-03-1994 Crest Industries, Inc.

W0 96/24092 A2 08-08-1996 Benson

W0 96/27155 A2 09-06-1996 Electronic Publishing
Resources, Inc.

W0 97/25800 A1 07-17-1997 M tec Technoloes Inc.
W0 97/37492 A1
W0 97/41661 A2

10-09-1997 Macrovision Co oration
1 1-06-1997 Motorola Inc.

W0 97/43761 A2 11-20-1997 Interttust TechnologiesCo .

W0 98/09209 A1 Inter-trust Technologies
W0 98/10561 A1
W0 98/11690 A1

116 WO 98/19431 A1
117 WO 98/43426 A1

W0 98/45768 A1

W0 99/24928 A2
W0 99/34553 A1 O7-08-1999 V-One Co oration
W0 99/35782 A1 07-154999

W0 99/48296 A1 09-23-1999
W0 99/60461 A1

11-12-1992

13

03-05-1998

03-12-1998 Telefonaktiebolaget LM
Ericsson

03-19-1998
O5-07-1 998

10-01-1998

10-1 5-1998
05-20-1 999

Glover

Qualcomm Incoxflnated
Canal+Societe Anon me

Northern Telecom Limite

Intertrust Technologies

0O

G.

C ‘u to a h Research, Inc.
Intertrust Technologies
Co u oration

1 1-25-1 999 International Business
I\Iachines Co a oration

O

 
124 WO 99/60750 A2 11-25-1999 Nokia Networks Oy
125 W0 00/04727 A2 01-27-2000 Koninklijke Philips

Electroincs N.V.

126 W0 00/05898 A2 02-03-2000 0 Iivision, Inc.

131 EP 0 067 556 B1 12-22-1982 Data General C0 oration   ‘Examiner Date
Si nture Considered

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this fonn with next communication to applicant.

'l\pplicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language '1‘;-.;ns|au'on is attached‘
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PTO/SB/08A (10-01)
Approved for use through 10/31/2002. OMB 0651-0031

U.S. Patent and Trstdemark Office: U.S. l)El’/\R'l‘l\fENT OF COMMERCE
-rsons are re uircd to res nd to a collection ofinformation unless it contains a valid OMB control number.

 

 

  
 

Complete 1'fKnown

10/162,701
une 6, 2002

Xin Wan et al.
3621

Au stin, Evens .

111325/290100

Application Number
Filing Date INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(wt 01' /Irargr .r/ml; a.r I!tt‘€.f.|'flD/)  
  
 
 

 
 
 
 

First Named Inventor
Art Unit

Examiner Name

FOREIGN PATENT DOCUMENTS

Cite No.‘ Foreign Patent Document
Publicanon Date Name of Patentee or

Kind Code‘ MM'DD*\'Y\'Y Applicant of Cited Document
Country (‘Jade-‘ Number‘ (flumn-1|)

133 EP 0 332 304 A2

  

 
 

 

Pages, Columns,
Lina, \Vl'icre

Relevant Passages
or Relevant Figures

Agpear

 

 

 

 
 

 

 
 

 

 

 
  
  

09-13-1989 Digital Equipment
Co oration

134 EP 0 393 806 A2 10-24-1990 TRW Inc.

135 EP 0 450 841 A2 10-09-1991 GTE Laboratories

Incorporated
136 EP 0 529 261 A2

  
 

03-03-1993 International Business

Machines Corporation
International Computers
Limited

138 EP 0 678 836 A1 10-25-1995 Tandem Computers--
139 EP 0 679 977 A1 11-02-1995 International Business

140 EP 0 715 243 A1 06-05-1996 Xerox Co oration

141 06-05-1996 Xerox Co oration
142
143 EP 0 731 404 A1 09-1 1-1996 International Business

_K
1 EP 0 763 936 A2 03-19-1997 LG Electronics Inc.

146 EP 0 840 194 A2 05-06-1998 Matsushita Electric

147
GB 1483282

 

    
  

>—A U3 \l EP 0 613 073 A1 08-31-1994

  

  

 

08-17-1977
  Compagnie Internationale

Pour L’Informa tique C11-

l-Ioneywell—Bull
 
   149 GB 2236604 A 04-10-1991 Sun l\/Iicros stems Inc.

150 GB 2309364 A 07-23 1997 Northern Telecom Limited

151 GB 2316503 A 02 25 1998 ICL Personal S stems Oy

 
152 BR 9810967 A 10-30 2001 Scientific Atlanta Inc.

(Abstract onlY)_
153 EP 0 934 765 A1 08 11-1999 Canal-+'Societe Anon me   
154 EP 0 946 022 A2 09-29 1999 Nippon Telegraph and

Telehone Co oration
155 EP 0 964 572 A1 12-15 1999 Canal+Societe Anon me
156 EP 1 103 922 A2 05 30 2001 CIT Alcatel

Abstract onl )
157 GB 2022969 A 12-19-1979 Data Recall Limited

1 58 03-14-2001 Barron McCann Limited

159 JP 11031130 A2 02-02-1999 Fuji Xerox Co. Ltd.
Abstract only

‘Examiner Date
Si ature Considered

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation ifnot in conformance a.nd not considered.
lnclude copy of this form with next communication to applicant.

h—|
3%K

003 NU) U1 4: #5 oN 3° 
 
 
 

  
   

 

 

' Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached.
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I’l‘O/SB/08A (10-01)
Approved for use through 10/31/2002. OMB 0651-0031

U.S. Patent and 'l‘radcrn:1rk Office: US. Dl3l’AR'l'Ml3N'l‘ OF COMM ERCE
Under the Pa -nvork rsons are re uired to res nd to a collection ofinfom-nation unless it contains a valid OM13 control number.

Complctc ifKnown

Application Number 1 1

Filing Date June 6, 2002

First Named Inventor Wang et al.
Art Unit 3621

Exmner Name

FOREIGN PATENT DOCUMENTS

Cite No.‘ Forcigt Patent Document Pages, Columns,
Vublicadon Date Name of Patentee or Lines, \Vhcre

Kind Codé MM-DD-YYYY Applicant ofCited Document Relevant Passages
Country Code’ Number‘ (fknan-rt) or Relevant FiguresA ear

160 JP 11032037 A2 02-02-1999 Fuji Xerox Co. Ltd.
(Abstract only)

161 JP 1 1205306 A2 07-30-1999 Fuji Xerox Co. Ltd.
(Abstract onl )

(Abstract onl

(Abstract onl ) Telehone

(Abstract onl )

165 JP 2005253109 A2 09-15-2005 Scientific Atlanta Inc.
--

166 JP 2006180562 A2 07-06-2006 Intarsia Software LLC;
—

167 JP 5168039 A2 07-02-1993 Sony Corp.
(Abstract only)

168 W0 96/ 13814 A1 05-09-1996 Vazvan

169
170 W0 00/62260 A1 10-19-2000 Swisscom Mobile AG

(Abstract onl )
WO 01 /03044 A1 01-1 1-2001 Transcast International, Inc.
WO O4/103843 12/02/2004 SZF Flexico

WO 04/34223 A2 04-22-2004 Leal IGamin, Inc.

  
Substitute for form 1449/\/PTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(III! HI lIldI_l)' _rI1e(Ir HI Imttragy)

 
 
 

 
 

 
 

>—n>—- \l\l [\)>—l

>—A \l D3

‘Examiner Date

Si arure Considered

EXAMINER: Initial if reference considered, whether or not citation is in confom-iance with MPEP 609. Draw line through citation if not in conformance and not considered.
Include copy of this form with next communication to applicant,
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Encryption systems typically rely
on the distribution of cipher keys between
terminals for scrambling and unscram-
bling transmitted messages. Elaborate sec-
urity precautions are necessary to protect
the cipher keys since a compromise of the
key could result in a compromise of the
transmission. There is disclosed a key dis-
tribution method and apparatus which
uses a channel (14, 15, 18) from identified
terminals (A, B, X) to a central key dis-
tribution center (KDC) for the establish-
ment, on a one-session basis, of the key
which is to be used for the next session

between those terminals. The key esta-
_ blishing link (16) is itself encoded using a
cipher key which changes after each
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each new connection, that a compromise
has not priorly occurred.

mt councuamon

Pefitionei‘ Apple Inc. — Exhi~ 



Petitioner Apple Inc. - Exhibit 1024, p. 1271

AT
AU
BE
BR
CF
CG
CH
CM
DE
DK
Fl
FR
GA
GB
HL’
JP
KP

FOR 1% PURPOSES OFDVFORMAHON ONLY

Austria
Australia
Belgium
Brazil
Central Afrian Republic
Congo ‘
Switzerland
Cameroon
Germany. Federal Republic of
Denmark
Finland
France
Gabon
United Kingdom
Hungary
Japan
Dernocr-arir:'People‘s Republic of Korea

 
Codes used to identify States party to the PC!‘ on the front pages ofpamphlets publishing international ap-

plications under the PCT.

Liechtenstein
Sri Lanka
Luxembourg
Monaco
Madagascar
Mauritania .A
Malawi ‘
Netherlands
Norway
Romania
Sweden
-Senegal
So‘vier'L'niori
Chard
Togo '-A‘ .__ ‘
United Snares of America

Petitioner Apple Inc. — Exhibit 1024, p. 1271

‘I2)

4‘)

I’)

Q.



Petitioner Apple Inc. - Exhibit 1024, p. 1272

A)

«I

A

I)

W0 83/0446]

10

15

20

25

30

35

PCT/U583/00030

ENCRYPTION SYSTEM KEY DISTRIBUTION

METHOD AND APPARATUS

Background of the Invention I.
This invention relates to the establishment and

distribution of cipher keys in a cryptographic system.

Cryptographic systems are now gaining favor, both

for voice as well as data transmission. In such systems it

is typically necessary that the parties to a particular

transmission each have cryptographic keys to encrypt and

decrypt the cipher transmissions. It follows that a

compromise to a cryptographic key will in turn reduce the

security of subsequent transmissions involving that key.

Thus, great precautions must be taken to distribute the

cryptographic keys among the system users. Such
distribution, for example, using secure couriers to

manually update the keys may be possible when the community

of users is priorly known but becomes increasingly more

difficult when either the number of parties is large or

parties who seldom communicate with each other wish to do

so. The responsibility for keeping the cryptographic key

secure after distribution rests with each user and the

longer the key remains effective the greater the risk of it

becoming compromised.

Thus, from a practical_point of view it is

desirable to have the cryptographic key effective for a

single session, requiring a new key for each new session.
when couriers are used, however, this becomes costly and I

time consuming, especially when a party wishes to place

many secure calls or have many secure sessions.

' Attempts have been made to electronically
distribute cryptographic keys between users from a key

distribution center. One such example is shown in

Rosenblum Patent No. 4,182,933, issued January 8, 1980.

while such attempts have found some degree of success they
all suffer from the problem that they are subject to

 SUBS1-lTuT$e5ti'$H5‘%pp1e Inc — Ex ‘
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compromise because they usually rely on the security of the

transmission media between the key distribution center and

the terminal for the distribution of session key I‘)

information. Thus, an intruder need only compromise the

key distribution channel to obtain subsequent session keys. e

Elaborate systems have sometimes been established to detect

such a compromise, all of which are either costly or

minimally effective.

Another problem with key distribution centers is

that the center can derive the information used to decrypt

the secure data exchange between users and thus could

theoretically monitor the secure session transmission.’

Summary of the Invention

We have solved the above-identified problems_by

arranging a key distribution center (KDC) which

communicates over a channel with the individual terminals.

The channel, or data link, can be a dial-up telephone line,

a packet-switched data network, dedicated lines, or other

communications channel types, over which secure

communication is possible. The terminals operate in

conjunction with the KDC to establish a session key for

The

session key at a terminal is constructed from information

secure transmission between two or more terminals.

generated at that terminal in conjunction with information

communicated from the KDC and is known fully only to the

terminals involved in the session and not to the KDC.

Thus, when two terminals have established a session key,

they may securely communicate with each other for the

duration of that session.

At the conclusions of the secure data exchange,

the session keys should be destroyed, and when either

station wishes to establish additional secure communication

either between themselves or to other stations, a new

session key will be established in cooperation with the
KDC. ‘ A

T)

‘It

Both the terminal-KDC channel and the KDC;

terminal channel, as mentioned above, are secure links in
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that they are protected by cryptographic key information

which is unique to each terminal and to the KDC on a one-

call-only basis. Accordingly, whenever a connection is

established between a terminal and the KDC, each has

information previously stored, referred to as terminal-

unique key information, and this priorly stored information

is used to establish both new KDC-terminal link keys,

referred to as call-setup key information,

During the establishment

and new session

of the session

their respective

key information.

keys, the terminal and the KDC each modify

terminal-unique key information so that on a next call
between the KDC and the same terminal, this new key

information must be used in order to establish a secure

The precise manner in which this

In this manner, an

communication path.

happens will be discussed hereinafter.

intruder on the key distribution between a terminal and the

KDC must be adding and substituting information on the

channel from the beginning and must stay on the channel

throughout several calls, since once the intruder leaves it

is possible to detect, at least by hindsight, that a

compromise has occurred. This is a result of the fact that

the intruder is substituting random information that may be

monitored.

One aspect of our system is that an intruder, in

order to obtain useful information exchanged between two

valid users of the system, must gain the terminal-unique

information that is stored at the terminal, and.he must
also gain the terminal-unique information that is stored in

the key distribution center for that specific terminal.

The intruder then, on the very next key exchange involving

that terminal and the key distributing center, must

actively participate, i.e., substitute his own generated

key information on that channel. Then the intruder must
also substitute information on the channel between the two

communicating terminals, and also must continue the above

substitutions on the channels for an indefinite period of

time or risk detection.

SUBSTITUTE SHEET
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Brief Description of the Drawing

These attributes of our invention, together with

the operation and utilization of the invention in a

specific embodiment, will be more fully apparent from the

illustrative embodiment shown in conjunction with the

drawing which:

FIG. 1 shows an overall system using a KDC and

several terminals;

FIG. 2 shows an implementation of the initial

establishment of information in both the KDC and the

terminal within a secure area;

FIGS. 3 and 4 show a flow chart detailing what

occurs within each terminal;

FIG. 5 shows a flow chart detailing what occurs

within the KDC;

FIGS. 6-19 show, in sequence, an implementation

of the establishment of key information and contiol data

within each terminal; and

FIGS. 21-28 show, in sequence, an implementation
of the establishment of key information and control data

within the KDC.

terminals.

General Description

FIG. 1 shows a number of terminals, A, B and X,

In this system we have a variety of

connectable to each other and to KDC 10 via some transport

network (e.g., public switched network). These terminals

should be able to set up a secure channel between

themselves in order to exchange secure information. In

this process they must both communicate with the KDC. The

transmission line 12 from terminal A is connected through

link 16 to transmission line 13 to initiate a secure call

to terminal B. Once the users decide to initiate a secure

data exchange, each terminal sets up a transmission line,

such as link 14 for terminal A, to the KDC.

An exchange of information will then occur from

terminal A to the KDC and from terminal 8 to the KDC.

the KDC has received both of these messages, itswill

Once
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formulate two distinct messages that will be sent

respectively to terminal A via link 14 and to terminal B
via link 15.

session key information, as well as other pertinent
This session key information

These individual messages will contain

information described below.

has originated at terminal A and at terminal B and is
exchanged through the KDC. Once the exchange has taken
place between the two terminals and the KDC, link 14, which
is the key distribution link between terminal A and the

KDC, is then taken down, and key distribution link 15
between the KDC and terminal B is taken down. Link 16,

which is the session link between terminals A and B, is

re-established. Further key information is exchanged based
on the prior partial exchanges so as to derive

independently at both terminals the session key, and

finally using that session key information, data (i.e.,

digital data or digital voice) can be transmitted in secure
fashion on data link 16.

Since further session information was derived

between terminals A and 8 independent of the KDC, a

malicious operator of the KDC cannot derive the key

information need to decrypt the secure messages sent

between terminals A and B without actively substituting

information on the session channel.

Also, at this point, as will be seen, contained

within the messages that were sent between the KDC and the

terminals was new terminal-unique key information to secure

the next key distribution between the terminals and the

KDC. This new information is independent of the previous

information and therefore is unique to it.

Detailed Description

Turning now to FIG. 2 the initial setup between

the terminal and the KDC must be made in an authentic

manner such that the information transported to the

terminals from the KDC is not modified. One implementation

is where the transport is made within a secured area, such

$UR£AU
OMH

as secured area 23."Since subsequent communications
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between the KDC and each terminal depend upon the prior

communication, it is important that at some period in time

they both contain the proper information for start-up, and

ideally this is done in the secured area so that there can

‘I:

5 be no breach of security. _ S

On the initial system setup (based on the secured

area implementation shown in FIG. 2) the terminals are

brought within the secured area 23, and the KDC can

generate terminal-unique key pairs for each terminal. The

10 exact function of these key pairs will be described later.

The KDC will generate a terminal-unique decryption key for

each terminal and the corresponding encryption key. This

encryption key must be placed in the terminal-unique key

storage for each terminal with the corresponding decryption

15 key stored in the terminal-unique key storage at the KDC

under the address of that terminal. In addition, a random

‘number, Ua for'terminal A, unique to each terminal is"

stored in the verification information storage at the KDC

also at the address of this terminal. This same random

20 number must be loaded and stored in the verification

information storage in the terminals and will be used for a

verification check on the first call setup to the KDC.

_FIGS. 3 and 4 are flow charts representing the

action that occurs within a terminal, for example,

25 terminal A. '

FIG. 5 is a flow chart representing what actions

occur within the key distribution center.

The discussion which will follow is a discussion

with respect to a time sequence between the terminal and

30 the KDC to illustrate both how terminal-unique keys are
7)

updated, and how call-setup and session keys are

distributed. This discussion will occur with respect to

FIGS. 6 through 28. FIGS. 6 through 19 show the apparatus $

within the terminal and show on a step-by-step basis how

35 the call-setup keys and the session keys are established.

FIGS. 20 through 28 show the apparatus within the KDC, each

figure showing a specific operational aspect of the

' §T3‘:TE1w
$UB$TlTUTE SHEET 2m

-14, v.-'n>o “.
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establishment of the keys.

Turning now to FIG. 6, we will discuss the

specific apparatus used in the terminals. The actual
numbers will be discussed hereinafter.

random number generator which is a device

produces bits (zeros and ones) that are

occur. This generation may be based upon

any number of algorithms can be used to

generation of the

Apparatus 72 is a

or algorithm that

equally likely to

a noisy diode and

attain statistically independent output of 0's and 1's.

The more equally likely these random number generators are,

i.e., the more random this function is, the higher the

security level will be. The output of the random number

generator is a serial stream of zeroes and ones where the
correlation between one or a group of bits is zero. The

bidirectional asymmetric key generator, apparatus 73, takes

as input a random number from random number generator 72

and will compute an encryption key and the matching

decryption key such that the encryption key cannot be

derived from the decryption key and vice versa. The

generation of these keys as an example could be done in

accordance with the RSA algorithm, as described by Rivest,

Shamir, and Adleman in a paper entitled, "A Method for

Obtaining Digital Signatures and Public Key Crypto

Systems," which publication is hereby incorporated by

reference, which appeared in CACM, Vol. 21, No. 2,

February, 1978, on pages 120-126.

Apparatus 74 implements a bidirectional

asymmetric cryptographic algorithm (e.g., the RSA

algorithm) that is, a cryptographic algorithm based on two

distinct keys where the encryption key cannot be derived

Apparatus 74 has

The input I is

The input K is the

from the decryption key and vice versa.

two inputs (I and K) and one output (0).

the bits to be encrypted or decrypted.

key, either encryption or decryption (the RSA algorithm

performs the same function regardless of encryption or

The output will be the inputted bits
This

decryption).

encrypted or decrypted with the supplied key.
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algorithm is also described in the aforementioned paper;

Functionally, apparatus 75 is the embodiment of two

functions f and g such that: given f(R, P) and P, one

cannot determine R; g(Rl, f(R2, P), P) = g(R2, f(Rl, P),

P); and given f(Rl, P), f(R2, P), and P one cannot ;

determine R1, R2, or g(Rl, f(R2, P), P).

Apparatus 75 performs the above functions via,

for example, the Diffie-Hellman algorithm, which is

described in a paper by Diffie and Hellman entitled "New

Directions in Cryptography,“ published by the IEEE

‘WI

Transactions 33 Information Theory, Vol. IP-22, November,

1976, on pages 644-655, which is hereby incorporated by

reference. The input to this algorithm is a base Y, a

modulus Q and an exponent EXP. The output is Y raised to

the EXP power modulus the Q.

same as discussed above in this example.

The functions f and g are the

The storage requirements are depicted by

registers 71, 70 and 76.

register 71 which contains both the verification

information Va and the terminal-unique key information Eak

These are the semi-permanent

used to encrypt messages to the KDC. Temporary register 70

during the

The

address (i.e., a

public piece of information that uniquely identifies A to

the KDC) of the terminal (terminal A in this case) where it

can be in any state initially and is used

interaction with the KDC on a secure call setup.

address register permanently contains the

is located. During a secure session (or call) setup, the

address register will also contain the address of the

terminal which is being called. The registers containing

verification information and encryption and decryption
Y}

information may vary in size depending upon the specific

algorithm used but in this example should be on the order

of 1,000 bits each.

symmetric session key and the random number should be on

‘I!
Information pertaining to the

the order of 100 bits, and the address information will be

dependent upon a terminal numbering plan both unique and

known to the KDC. For example, it could be the telephone
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number of the specific terminal or it could be the serial

number of the terminal.

Turning to FIG. 20, we will now discuss the

working of the modules within the key distribution unit.
register 200, performs the

The
The address register at the KDC,

same function as the address register at the terminal.

RSA function at the KDC, apparatus 210, performs the same

function as the RSA function at the terminal, as previously

described. The random number generator, apparatus 211,

performs the same function as the random number generator
at the terminal previously mentioned. The generator of the

encryption and decryption keys apparatus 212 has the same
function as described previously in the terminal.

Apparatus 213 is a generator of the parameters used as
inputs to the apparatus 75 described previously. For this
particular example these parameters are the base and
modulus for the Diffie-Hellman algorithm. It requires as

input the output of the random number generator,
The method of generation is described in

the aforementioned paper by Diffie.

There is a semi-permanent storage at the KDC,

registers 214 and 216, which stores verification
information Va and terminal-unique decryption key

information Dak between calls. Semi-permanent

registers 215 and 217 are used to store information during
the call setup progress. These registers have the same

functions as described previously for the terminal.

System Operation

The operation of the system will now be explained

beginning with FIG. 3. Initially the key management

equipment in the terminal will be in the wait state until a
request is received from the terminal controller processor
to initiate a secure call. At this point, as discussed,

there is stored in the terminal the terminal-unique

encryption key that will be used to encrypt information
that is sent to the KDC. Also stored is the verification
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from the last call (or from the initial setup) that was

This is shown in FIG. 6 as Va andmade by this terminal.

Eak.
N}

Once-a request is received to initiate a secure

call, the address of the called party must be given to the ‘

key management equipment via the controller processor.

box 31.

generated new call-setup keys.

in FIG. 7 as Eka and Dka.

generation of partial session keys that will be used to

This is seen in FIG. 3, At this point, there are

This is shown in box 32 and
In box 33 there is shown the

encrypt data on the link from terminal B to terminal A.

This is shown in FIG. 8 as Eba and Dba.

At this point, the verification information is

updated using the keys that were just generated. The

update function is specified as follows:

va1' = 5 (Val, El) and Va2' = 5 (vaz, E2)

where ' denotes updated and ValVa2 = Va. Va is the stored

verification information and the E's are the just-generated

encryption keys. The properties of f are as follows:

(1) for every V, E1, E2: f(V, E1) # f(V, E2) where

El¥E2;

(2) for every V21, V2, E: f(Vl, E) # f(V2, E) where

Vl#V2;

(3) given V and V‘ # f(V, B) it is difficult to

determine E; and

(4) in the case where E is an asymmetric encryption

key, D cannot be determined from E.

For this example, Va‘ = Va1'|Va2' where Va = VallVa2, Val’

is equal to Val encrypted with Eka, and Va2' is equal to

0

Va2 encrypted with Eba. This update process is depicted in
FIG. 9.

is read from storage and provided as an input to

‘II

The first half of the verification information Val

the RSA

algorithm. The key that is used to encrypt this .

information is the call-setup key, Eka, that was just

This becomes Val‘ and overwrites Val as seen in

' gUREAU
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FIG. 10. Next, the second half of the verification

information Va2 is encrypted using Eba just generated. The

result Va2' overwrites Va2 in the storage register. This

is shown in FIG. 3, box 34, and in summary, the updated

verification information Va" is the verification

information stored from the previous call, or given to the

terminal on the initial setup from the KDC, where half is

encrypted using the encryption part of the partial session

key generated on this call and the other half is encrypted

using the call-setup key for that call.

At this point, as shown in box 36, FIG. 3, and in

FIG. 11, the message can be formatted to the KDC. The

contents of this message are the encryption parts of the

two keys that were just generated. Both the partial

session key to be established between terminal A and B,

Eba, and the new call-setup key Eka are encrypted using the

terminal-unique encryption key Eak stored from the previous

call from the KDC to the terminal or given to the terminal
on the-initial setup. At this point, the information that

can be destroyed from the terminal is the terminal-unique

encryption key, Eak, stored at the terminal from the

previous call, and both the call-setup encryption key, Eka,

and the partial session encryption key, Eba, that were

generated by the terminal. The encrypted message is then
appended to the address, A, of the originating terminal

followed by the address, B, of the called terminal. This

message is now sent to the KDC.

The terminal now will enter a wait state waiting

for the information to be received from the KDC. This is

depicted in box 37 of FIG. 3.

As shown in FIG. 5, the KDC will be in a wait

state until a message is received from terminal A. This is

shown in FIG. 5, box 50. Once the message is received, the

KDC reads the address information within the message into

the address register which gives it the index of the

decryption key that must be used to decrypt the message.

The KDC has in its storage from the previous call the
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matching verification information for each terminal and the

terminal-unique decryption key for each terminal. This is

boxes 214 and 216.

The message from terminal A is decrypted using

the terminal-unique decryption key corresponding to that

terminal, Dak. The keys, both the new call setup key Eka

and the partial session key Eba (to be distributed to

terminal B) is temporarily stored in the KDC memory as

depicted in FIG. 21.

At this point, as shown in FIG. 22, the KDC can

update its verification information in the exact same

manner as the terminal. This is done by encrypting each

half of the stored verification information Va with the

received session key information Eba and the received

call-setup key information Eka, shown in FIG. 23. This

produces the update verification information Va‘.

The key distribution center, as shown in FIG. 24,

will now generate a bidirectional asymmetric

encryption/decryption key pair, Eak', Dak'.

denote updated information. Eek‘ will be distributed to

terminal A to be used on the next call setup to the key

‘The primes

distribution center. The decryption key Dak' overwrites

the decryption key Dak that was stored from the previous

call.

Two other pieces of information are also

generated at this time. These are the parameters that will

be used by the terminals to create symmetric session keys;

in this case they are the parameters of the Diffie-Hellman

algorithm. One is the base Y and the other is the
the

amount of information that is generated at the KDC and sent

modulus Q as previously described. Functionally,

to each terminal may vary depending upon the precise

algorithm.- This information is stored in temporary storage

and will be used as part of the message sent_back to both

terminal A and terminal B.

depicted in FIG. 25 and refers to the flow chart box 55,

FIG. 5. By this point, as shown in FIG. 26, the KDC must

This generation process,is

3!} 387575.375 SJi"‘:EE

1..-
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have received a message from terminal B in order to

complete the call to terminal A. If not, the KDC process

for terminal A must wait until the process for terminal B

has reached this point. This is so it can give terminal A

the partial session key information Bab generated at
terminal 8 and also to be able to give terminal B the

partial session key Eba generated at terminal A.
Coordination between the processes must take place so that

the same parameters generated by one process overwrites the

parameters generated by the other process. This insures
that the parameters sent to the terminals for the purpose

of generating symmetric session keys are the same.
Once the internal exchange is made between the A

registers and the B registers to coordinate the information
inside the key distribution center, the messages can now be

formatted for the terminals. This is shown in FIG. 27.

The message to terminal A will consist of the new

key information Eek‘ that will be used on a

subsequent call to the KDC. It will also consist of the

partial session key information Eab which it received from
will also consist of the verification

or a known reduction of Va" in terms of the

It will also consist of the base Y and the

These five

terminal-unique

terminal B. It

information Va"

number of bits.

modulus Q of the Diffie-Hellman algorithm.

pieces of information will be encrypted using the call-

setup key Eka received in the message from terminal A.

KDC destroys Eka, Eba, Eak', Y, and Q corresponding to

terminal A and destroys Ekb, Eab, Ebk', Y, and Q

The KDC will then send this

An analogous encrypted

At this point

The

output message back to terminal A.

message is sent from the KDC to terminal B.

the KDC is finished with its processing.

FIG. 28 shows the configuration of the KDC after

the call to terminal A has been dropped. The KDC has

updated verification information Va" and updated terminal-

unique decrypt key information Dak' which will be used on a

subsequent call between terminal A and the KDC.
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Referring back to the flow chart, FIG. 3, for

terminal A, the key management equipment at the terminal

has been in a wait state while the KDC has been

FIG. 12 shows the key information stored at

the terminal during this wait state. It is the

verification Va" information and both decrypt keys Dka and

functioning.

updated

Dba corresponding to the previously generated encryption

keys.

FIG. 13 shows how the information received from

the KDC is used in accordance with the box 38, FIG. 3. The

call-setup decryption key Dka is used to decrypt the

message received from the KDC. The five values (previously

discussed) sent from the KDC are now used in the following

way. The first piece of information is the new

distribution key Eak' that is stored in the semi-permanent

register 71 and will be used on a following call made from

this terminal to the KDC.

The second piece of information is

It is the updated terminal-

unique encryption key.

the partial session key Eab which was generated at B and

sent through the KDC to terminal A.‘ The third piece of

information is the updated verification information Va",

which can now be compared with the verification information

The fourth and fifth pieces of

information are the parameters to the Diffie-Hellman

stored at terminal A.

algorithm, the base Y and the modulus Q, which terminal A

stores in temporary storage.

Referring to FIG. 4, box 40, at this point the

terminal will compare the verification information it

received from the KDC and either the verification

information which is presently stored or some known

14. If

this matches, then the process will continue as normal. If

reduction of that verification information - FIG.

this does not match, an alarm could be given to the

terminal controller processor of a potential intruder

threat on a previous call. -

Assuming a success of the compared verification,

the terminal can now take down the channel to the KDC and
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establish a channel to terminal B, if not already

established. At this point, terminal A and terminal B can

communicate data securely using the asymmetric session keys

Bab and Eba. If a symmetric session key is needed, the

5 following steps can be taken. The calculation of the

message to be sent to terminal B is shown in FIG. 15.
First, the base Y and modulus Q of the Diffie-Hellman

algorithm are used along with a random number Ra generated
by the random number generator 72. These inputs are given

10 to the Diffie-Hellman algorithm 75 and the output is then

an input to the RSA function 73. The random number Ra is
also stored in temporary storage. Eab is used as the key

to the RSA function 73. At this point the session key

information Bab received from terminal B and the base

15 number Y may be destroyed. The output of the RSA algorithm
is sent to terminal B.

Terminal A‘ key management equipment will now

enter a wait state shown in FIG. 4, box 44, waiting for a

message to be returned from terminal B. The idle state is
20 depicted in FIG. 16 and in storage is the decrypt session

key Dab which terminal A generated, the modulus Q of the
Diffie-Hellman algorithm generated by the KDC and the
random Ra number that was generated by terminal A.

As shown in FIG. 17, upon receipt of the message

25 from terminal B, terminal A will decrypt the message using

its decryption key Dba stored from the initial generation
of the partial session key. Dba can now be destroyed. The

output of this will be fed into the Diffie-Hellman

algorithm as the base. The exponent will be the random
30 number Ra which was priorly generated and the modulus Q is

also input into the algorithm. The output of the Diffie-
Hellman algorithm will be symmetric session key information
which will equal the session key information that terminal
B has calculated. Q and Ra can now be destroyed.

35 At this point, terminals A and B have established

symmetric session key information between themselves that
is not derivable by the KDC. This-key information may be
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Used in 3 SYmmetfi¢ KEY algorithm like the Data Encryption
Standard (DES) to encrypt data. what is stored now in the

terminal until the next request for a secure session (or

call), as shown in FIG. 18, is the updated verification

information Va” and the terminal-unique key Eak' which it

received from the KDC to be used to encrypt the next
message to the KDC.

It should be noted that the actual generation of

the desired data at the terminal and at the KDC is

operative under control of a computer processor and is

programmed in accordance with the flow charts shown in

FIGS.'3-5 to perform the sequence of data transfers

detailed herein. Such a processor, while not shown, can be

any one of several well-known microprocessors, such as for

example, the Intel 8086 microprocessor, working in

conjunction with the terminal and KDC apparatus shown and

-detailed herein above.

It should also be noted that one skilled in the

art.cod1d use different encryption algorithms and different

equipments to achieve the same results disclosed herein

without departing from the spirit and scope of our
invention.
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Claims

1. A key distribution method for communicating

cipher keys between two terminals via a key distribution

center, KDC, said method comprising

establishing between any one terminal and said key

distribution center a terminal-unique cipher key,

cooperating between said KDC and said one terminal

on a subsequent connection between said KDC and said one

terminal to establish a session key for use by said one

terminal in a subsequent secure transmission between said

one terminal and a second terminal, and

changing in response to said subsequent connection

between said one terminal and said KDC said priorly

established terminal-unique cipher key.

2. The invention set forth in claim 1 wherein

said session key is generated from the asymmetric exchange

of information between said one terminal and said KDC plus

the subsequent exchange of information between said first

and second terminals.

3. The invention set forth in claim 2 wherein

said session key at said one terminal is random with

respect to information at said KDC.

4. The invention set forth in claim 2 wherein

said session key at said one terminal is underivable with

respect to any information at said KDC.

S. A key distribution center for controlling the

dissemination of session cipher keys between remotely

located terminals, said center arranged for switched access

to a plurality of said terminals, said center comprising
means for establishing communication cipher keys

between said center and each said terminal having access

thereto, each cipher key unique to each said terminal,

means operative when one of said terminals

accesses said center for bidirectional asymmetrically

exchanging information with said accessed terminal using,
as a foundation for said exchange, said priorly established

communication cipher keys, and
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means responsive to said exchanged information for

communicating to said terminal information allowing said

terminal to establish a session cipher key for use with an

identified other terminal also having access to said

center. ,

I 6. The invention set forth in claim 5 wherein '

said key distribution center further comprising means for

changing said established communication cipher keys as a

result of said exchanged information.

7. The invention set forth in claim 5 wherein

said cipher key establishing means uses information from a

prior transmission from a particular terminal for

establishing said cipher keys to said particular terminal.

8. The invention set forth in claim 5 wherein

said exchanged information includes information generated

in part at said center for the random generation of said

session key allowing said session key to be underivable

with respect to any information at said center.

9. A key distribution center for controlling the

distribution of cipher control information among a number

of terminals, said center comprising

means for individually exchanging encoded

information between any of said terminals, said exchange

for any particular terminal based partially upon a last

information exchange between said particular terminal and

said center,

means for identifying at least two terminals where

encrypted session information is to be exchanged and for

accepting from said identified terminals certain encryption

control information, and

means for modifying, according to a

pre-established pattern, accepted information from said

identified terminals and for communicating said modified

information to the other of said terminals so as to allow

each of said terminals to thereafter establish, independent

of any information available at said center, a cipher key
allowing said session information to be encrypted.
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SYSTEM AND METHOD FOR NETWORK LICENSE ADMINISTRATION

.Technica; Eield

The present invention relates to systems and methods

for controlling and monitoring the use, on computers and

computer networks, of computer programs.

Background Art

As computers have proliferated in availability, the

investment in computer software has also grown, and there

have been developed various methods for charging the

computer user for use of computer software products.

Typically computer software products are licensed, rather

than sold, to the computer user under various arrangements.

The simplest common license arrangement gives the user the

right to use a software product on a single computer, i.e.,

to employ only one central processing unit (CPU) in

connection with operation of the software product. Although

many such licenses are for indefinite periods of time, a

license may also be for a limited duration and extendable,

so that the entity marketing the product can charge a

periodic fee (for example, annually) for use of the software

product. or use may be absolutely time-limited (for

example, one-day), so that the user may evaluate the

software product for possible purchase of a regular license.

Since software can be copied and moved easily from one

like machine to another, companies have invented methods to

prevent unauthorized use of their software products. some

licensors require passwords to activate software on a

particular machine. The password may be keyed to the
hardware's identification number as a condition for

operation of the software. Such systems can effectively

lock software to a particular machine, but do not address
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software that is licensed for concurrent or simultaneous

use. some licensors use hardware locks that attach to a

parallel printer port or a serial port on a machine: each
time the software is activated, it looks for a specified

code, in the hardware lock, as.a condition for operation of

the software. Using hardware locks resolves the-problem of

unauthorized moving of software among machines: however,

hardware locks do not handle multiple software products on a

single machine, and they require time and expense to deliver
to the end user.

When computer software products are used in a network

environment (which may include computers running in various

roles as workstations and servers of various types linked

together over a data path), additional licensing challenges

are present. For example, a network may permit a user at

one node (which may be a terminal or workstation, for

instance) to utilize a software product running at another

node (which may be the network server or even another work-

station). Consequently, the terms of the single-computer

type of software license might not cover the usage of the

software product on the network, or worse still (from the

point of view of the licensor) might actually permit such a

usage without additional compensation to the licensor. one

approach to network licensing is to grant permission to use

the program based on all of the nodes on the network, and to

require a license for each node. Then typically the license

fee may be increased as the number of nodes on the network

increases. Another approach bases the license fee for a

software product running on a network on the total number of

individual users who might actually run the software,

regardless of the number of nodes either on the network or

running the software product at a given time. These

approaches, however, have usually required the cooperation

of the licensee, because additional nodes may be added to

the network, or additional users may utilize the software,

without the knowledge of the licensor, who is typically not

present on the premises of the licensee. The licensor may

*9
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reserve the right to audit the licensee's site, but such an

audit is intrusive, expensive, and may alienate potential or

actual customers for licenses. Although other approaches

exist under which one might charge a single fee per server

or per site or per entity, often on an individually

negotiated basis, these approaches are often impractical or

inflexible, in that they also typically do not take into

account the possible wide variation over time in the number

of nodes or users and also require reliance on licensee

cooperation.

The same circumstances that make license enforcement

difficult for the licensors of software products for a

network environment also make license compliance difficult

for the conscientious administrator, for example, of a

Management Information System (MIS) or Computer Aided Design

(CAD) department of a company using software products. The

administrator may be called upon to ensure that the number

of workstations using a variety of software products in a

network environment complies with the terms of a variety of

license agreements. Such an administrator may have to

develop and promulgate a series of directives about the

terms of permitted workstation usage and must depend

primarily upon the goodwill and voluntary compliance of unit

personnel with such directives.

Recently it has become practical in some network

environments to determine and limit the number of nodes that

may access a software product at a given time, and to charge

a license fee based on the maximum number of nodes that are

permitted to use the software product concurrently. This is
called "concurrent licensing". In these environments, a

computer program, acting as "librarian" and running on a

computer node designated as a license server, is typically

used to distribute license keys (sometimes called "tokens")

over the network to nodes requesting access to run a

software product; the number of keys is tracked by the

librarian; and if at a given time, the permitted maximum

number of keys would be exceeded by usage of the software

Petitioner Apple Inc. — Exhibit 1024, p. 1313
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product on a requesting node, the node can be denied, at

such time, access to invoke the software product.

Examples of software-based concurrent licensing

arrangements may be found in Unix applications running in

5 connection with software products sold under the trademarks

NetLS (available from Gradient Technologies, Inc., 577 Main

street, Suite 4, Hudson, Massachusetts 01749), and sunLic

(available from Sun Microsystems, Inc., Mountain View,

California), and Flexible License Manager (available from

10 Highland Software, Inc., 1001 Elwell Court, Palo Alto,

California 94303 ). However these arrangements suffer from

a number of disadvantages. NetLS, for example, includes

mechanisms for tracking which nodes have been given keys to

run a given software product and the number of keys

15 available for running such software product.‘ However, it is

up to the designers of each software product to program such

product to implement the terms of any license agreement,

and, in particular, to program into the product calls to the

Netns software to provide information to the computer

20v running the software product and to write code in the

applicable product to prevent use of the product when the

license terms have not been obeyed. Thus a computer system

utilizing ten different software products that rely on NetLS

for license enforcement will generally have ten different

25 substantial software portions (one in each computer product)

to achieve license enforcement. In addition to this

complexity, if the license server running NetLS fails, of if
the network itself fails, then a workstation loaded with the

software product cannot run the software product, since the

30 product requires NetLs interaction to be activated.

The foregoing difficulties are applicable generally not

just to NetLS but to "metering software" generally. The

Microcomputer Managers Association has issued a White Paper 5

(October 2, 1991), reprinted in Infoworld, pages 46-42

35» (October 14, 1991) on the problems of network licensing,

Commenting on the problem that each software product

requires its own interface to the metering software (as well

fll
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"supra, at page 51, column 4.
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as possible input of administrative information), the White

Paper suggests that "[i]t makes much more sense to have a

single package provide the metering for all application

Infoworld (October 14, 1991),

Such an approach has its own

software on the network."

difficulty, however. Each application would still have to

interface with the single metering package, and the

interface to such a package must somehow deal with the

varying licensing terms of each software product. Moreover,

with the metering package running on the license server, a

failure of the server or the network would prevent all

software applications from running anywhere on the network.

Summary of the Invention

In a preferred embodiment, the present invention

provides an improved system for administration, on a

computer network, of license terms for a software product on

the network. The improved system is of the type having an

arrangement, such as NetLS, for tracking software product

usage, associated with one of the computers acting as a

license server. This arrangement permits the license server

(i) to identify the current set of nodes that are using the

software product at a given time, (ii) to handle license

data concerning conditions under which usage of the software

product is permitted at any given node, and (iii) to

determine whether at any given time the conditions would

still be satisfied if a given node is then added to this set

of nodes. The software product may thus include

instructions-to interface with the license server to cause

The improvement, in oneenforcement of the license terms.

embodiment, to the system includes a policy server database

maintained on each node, containing data specifying

conditions under which usage of the software product is

permitted on such node. Each node also has a policy server

"daemon" (which may be implemented in software) in

association with the corresponding policy server database,

for (i) communicating with the license server, (ii)

interfacing with both the software product and the
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corresponding policy server database, (iii) making a

permission-to-run availability determination, with respect

to local usage of the software product, on the basis of

applicable data from the license server and the

5 corresponding policy server database, so that enforcement of

license terms applicable to the software product at a given

local node is achieved on the basis of both license policy

maintained at such local node as well as applicable data

from the license server. .

10 In a further embodiment, each policy server database

contains data specifying conditions under which usage of

each of a plurality of software products is permitted on the

node on which the database is maintained. Additionally,

each policy server daemon interfaces with each software

15 product. In this manner, enforcement of license terms

applicable to-each software product at a given node is

achieved on the basis of both locally maintained license

policy and applicable data from the license server. i
In a further embodiment, each node has a log file

20 maintained, in association with each policy server daemon,

to record recent software product usage on that node. The

policy server daemon is accordingly configured to handle
instances when data from the license server is

unavailable -- for example, when the computer acting as the

25 license server is non-operational or when the network is

non-operational. In particular, the policy server daemon

may permit a node to run a software product, in the absence

of license server data, if the node's log file indicates a

sufficient level of recent usage of the software product on

30 the node. The circumstances under which such a permission-

to-run availability determination is favorable may be ;

established by the node's policy server database.

In yet further embodiments, the policy server database ‘

and the log file may be encrypted. Furthermore the

35 interface between the policy server daemon and each software

product may be made secure. When one or more of the

software products are subject to concurrent licensing
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restrictions specified in the policy server databases, the

policy server daemon may be permitted to reserve a

predetermined time interval over which the applicable node

has a guaranteed opportunity to utilize a given software

5 product. The reservation is accomplished by having the

node's policy server daemon communicate to the license

server over the predetermined time interval that the node is

using the given software product, regardless whether the

software product is actually being used.

10 It can be seen that the present invention permits a

single database at each node to specify all of the

conditions under which the node may access any of the

software products on the network. Furthermore, as described

in further detail below, in order to invoke the licensing

15 administration function carried out in accordance with the

present invention, each software product need contain only a

simple and short segment including the instruction:

ILic-get_license
20

followed by parameters identifying license details for the

particular software product. A branching routine (which may

made available to all the software products, and called by

the particular software product after this instruction) then

25 specifies program flow depending on whether a license is

available (the remainder of the program can be run) or not

(the program operation is terminated and a message is

displayed to the user).

Brief Description of the Drawings

30 The foregoing features of the invention will be more

readily understood by reference to the following description

taken with the accompanying drawings in which:

Fig. 1 is a block diagram showing operation of a

preferred embodiment of the invention in a network;

35 Fig. 2 is a block diagram illustrating the

interrelation of important modules of the embodiment;

Fig. 3 is a block diagram of the main logical flow of
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the computer program used in the embodiment;

Fig. 4 is a block diagram of the main processing of a

validated "get license" message;

Fig. 5 is a block diagram of the manner in which the

policy server database is structured;

Fig. 6 is a block diagram providing more detail than

Fig. 4 of the logical flow of the processing of a "get

license" message;

Fig. 7 is a block diagram of license acquisition

processing referred to as item 623 in Fig. 6:

Fig. 8 is a block diagram of clock message processing

for licenses on the main list of licenses that have been

established; and

Fig. 9vis a block diagram of clock message processing

for licenses moved to the recovery list by item 88 of Fig.

80

Detailed Description of Specific Embodiments

The invention is applicable to computer networks of the

type having an arrangement, such as NetLs, for tracking

software product usage, associated with one of the computers

on the network acting as a license server. The present
embodiment is described with respect to a Unix network:

however, the software used by the license server in

implementing such an arrangement, and the particular network

type, are a matter of design choice.

Fig. 1 shows the manner in which a preferred embodiment

of the invention may be implemented on a Unix network. Each

computer node 11 of the network may be running a variety of

software products, such as PDS (item.12a), EMS (item 12b),

and so forth (shown through item 12j). Each of these

products includes a call "get_license" to the local policy

server daemon 16 for a determination whether a license is

available to run the product in question. As used in this

detailed description, the term "license" refers not to a

written document between the licensor and the licensee, but

rather to the availability of permission to run the software

product. The local policy server daemon 16 operates at the
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computer node 11 and makes the permission-to-run

availability determination by reference to its associated

policy server database 14, also located at the node, to

identify the rules specifying the circumstances under which

The daemon 16 also communicates

In

this figure, three separate license servers are shown: one

(item 18a) running NetLS; another (item 18b), SunLic: and

another (item 18c), Highlands. The license server

communicates with the daemon 16 using the applicable license

software NetLS (item 17a), SunLic (item 17b), or Highlands

(item 17c), and informs the daemon whether usage of the

over the network with the applicable license server.

software product on the network is such that a license may

be granted in accordance with the policy established by the
database 14.

the applicable software product 12, and to the applicable

If so, the daemon 16 reports the license to

license server 18. If there is no successful communication

with the applicable license server 18, if the database 14 so

permits, the daemon 16 will consult a log file 15 recording

instances of recent software product usage, and if there has

been a sufficient level of recent software product usage

that has been licensed, the daemon will grant a temporary

user license (TUL) to run the software product.

The communication between the applicable software

product 12 and the local policy server daemon 16 is handled

as an interprocess communication in Unix. Here the Unix

"message" is used as the means of communication, but this is

a matter of choice, and other means of communication, such

as pipes or shared memories, may be used. In order to

reduce to risk of tampering by the licensee with the license

availability determination made by the policy server daemon

16, the rules database 14 and the log file 15 may be

encrypted using techniques known in the art. Similarly, the

message communication from the application to the policy

server daemon 16 can be subject to validation using

techniques known in the art to assure that the message is

indeed from the pertinent software product.
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The embodiment described herein has been implemented

for use with a variety of types of licenses. (Numerous

license types may be created and enforced by the invention,

but the following types are illustrative.) one type is the

concurrent use license. A concurrent use license is issued,

from the server running the Licensing System (sometimes

called the "license server" in this description-and the

claims following), with respect to a software product being

used on a node in a network. The license server controls

the levels of concurrent usage of the software product.

when they are no longer needed. For example, if the

Licensing System on the server permits five concurrent

licenses for a given software product, then five users on

the network can run the software product concurrently.

The concurrent use license is actually implemented as

part of a two-tier structure. The first tier is a "base

license,“ and the second tier is a "version-specific"

The base license controls the number of

The version

license.

simultaneous users of a software product.

license controls the version of the software product that
The base license typicallymay be utilized by the user.

The
expires at the end of each year, and may be renewed.

version license typically never expires. The version

license provides a mechanism for controlling how many base

licenses are for a software product that is under a

maintenance agreement. As an example, a user may have

purchased a license to five copies of version A of a
software product, but kept maintenance on only three copies.

In such a case the user would receive five base licenses

(which expire each year and were replenished unless the

applicable computers were sold), plus five version A
licenses that never expire. This user would subsequently

receive only three version B licenses for the three copies

under maintenance. Under such an arrangement, the user

could still run five copies of version A of the software

product, or a mix of_version A.and version B software as
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long as the mix does not exceed five copies in total and

does not exceed three copies of version B.

The policy server database file 14 of a computer node

stores the license requirements for each software product to

be run at that node. For each software product, the

database may identify the number of base license "tokens"

and version license "tokens", obtained from the server

running the Licensing System, that are necessary for

operation of that software product on the particular

computer consituting the node. (The particular computer,

for example, may be particularly fast in processing, and

therefore a higher license fee may be required for running

the software product on such computer, resulting here in a

larger number of tokens required for the base and version

licenses.)

Another type of license is a node-locked license, which

is tied to.a particular computer node and cannot be used by

The node-locked license token is designated

In a further variation

other nodes.

for a particular node when created.

of the node-locked license, a "reserved" license may be

established, that is, the policy server daemon may be

permitted to reserve a predetermined time interval over

which the applicable node has a guaranteed opportunity to

utilize a given software product. (The reservation is

accomplished by having the node's policy server daemon

communicate to the license server over the predetermined

time interval that the node is using the given software

product, regardless whether the software product is actually

being used.)

A single use license can be used only for one

invocation of the software product. Single use licenses are

useful for emergency situations, peaks in usage, or

demonstrations. A day use license is similar to a single

use license, except that a day use license remains available

on the computer node that acquired it for 24 hours after the

time of acquisition.

A temporary user license (TUL), described above, is
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issued on a temporary basis when.the server running the

Licensing System becomes unavailable. A TUL is designed for

emergency situations and is grated on a per user, per node,

per software product, per usage history basis.

5 Fig. 2 illustrates the structure of a program

implementing the embodiment of Fig. 1 for a single license
server running one or more Licensing Systems, such as NetLS.

A communication

0

The program is written in standard C.

module 21 handles communication with the various.software

10 products, one of which is here shown as item 26. If the

software product includes the "get_license" instruction, the

communication module 21 refers to the licensing dispatch

module 22. The licensing dispatch module 22, by reference

to the policy server database 14 and the applicable

15 Licensing System, makes the license availability

determination. The Licensing system shown here is No. 1,

and client portion 25 is accessed by licensing dispatch 22,

which may access other Licensing Systems depending on the

software product 26 and information in the policy server

20 database file 14. The client portion of the Licensing

System 25 communicates over the network with the server

portion 251. In the event that there is no successful
communication with the server portion 26, the communication

module may trigger the temporary user license (TUL) module

25 27 to consult with the history log file 15 to determine if

there is a sufficient level of recent licensed usage of the

software product at this node to permit the grant of a

temporary user license (TUL). In any event, the

communication module 21 reports the license availability

301 determination by directing a message to the software

product's process. The communication module is also _

responsible for sending a periodic signal (a "ping") to the ‘

license server to indicate continued use of a license.

Another module 28 causes recordation of license usage in .
35 license usage file 281 for reporting purposes. A file 252

of node-locked licenses is maintained locally. The

comunication module 21 is controlled by timer interval
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handler 29, which in turn receives periodic signals from PS

driver 291 that has been incorporated into the operating

system.

Fig. 3 illustrates the main logical flow of the program

5 carried out by the communication module 21. After

initialization 31, the program gets the next message from

any processes, and, in particular, from any software

products that may be invoked from the node on which the

program is running. Next the message is validated (item

10 33), and then the message is processed (item 34). After

processing of the current message, the program loops to seek

the next message again.

The most important message is "get_license", and this

message is processed as shown in Fig. 4. The first step 41

15 is to determine the availability of a license. The license

availability determination is made in the licensing dispatch

module 22.

After the license availability determination is made as

shown in step 41 of Fig. 4, if a license is granted, that

20 fact is reported to the software product in step 43. If the

license is not granted because of a lost connection to the

server running the Licensing System (determination in step

44), there is a check to see if usage of the software

product is possible "under grace", that is, whether there

25 has been sufficient recent licensed usage of the software

product at the node to permit granting of a TUL. If so, a

TUL is granted (step 47). If not, or if the license was

denied for reasons other than a lost connection, the program

communicates (step 46) the fact of no license availability

30 to the software product.

Additionally, the communication module of the policy

server daemon may reserve a predetermined time interval over

which the applicable node has a guaranteed opportunity to

utilize a given software product. The reservation is

35 accomplished by having the module communicate to the license

server over the predetermined time interval that the node is

using the given software product, regardless whether the
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software product is actually being used.

The construction of the policy server database is shown

in Fig. 5. License prices are initially established by
management decision in price book 51, which forms the basis
for assigning token values (step 52) required for license
grant. The license cost to use a software product can also
vary as a function of the hardware platform (i.e., the model
of the computer) on which the product is running.

Accordingly, the platform indicator data 54 and'the rules

defining the different types of licenses 53 all form a part
of the structure of the policy server database 55. In order

to assure integrity of the database, it is encrypted.

Fig. 6 is a block diagram providing more detail than
Fig. 4 of the logical flow of the processing of a "get
license" message. Initially (step 61), memory is allocated

for the structure of the applicable license to be added to

the list of license structures in memory. Unless the

structure shows a reserved license (tested in block 62), the

policy server database file 14 of Figs. 1 and 2 is accessed
(step 621) to determine the applicable license terms. If
access is successful (tested in block 622), than license

acquisition processing (described in connection with Fig. 7)
follows (step 623).

If, as a result of license acquisition processing, a
license is granted (tested in block 625), the history log

file 15 of Figs. 1 and 2 is then updated.(step 631) to

reflect this event. Thereafter, the policy server driver

291 of Fig. 2 is informed (step 63), the license usage file
281 of Fig. 2 is updated for use in generating later reports

(step 64), the return status the operation is checked (step
641), and a status message is built and sent (step 65) to
the software product that had included the "get license"
call. If the return status is a failure (tested in step

641), the license structure is removed from memory (step
642) before sending the the status message to the software
product.

If, as a result of the license acquisition processing
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of step 623, a license has not been granted, the error

messages produced by the Licensing System are analyzed to a

single reason (step 626), and the return status for the

software product is determined. If the embodiment described

herein is not in the enforcement mode (determined in step

627), then the return status is simply a warning (generated

in step 643). If the embodiment is in the enforcement mode,

there is a check (step 647) to determine if the connection

with the license server is lost. If there is no lost

connection, the policy server database file 14 is checked

(step 646) for the appropriate license failure conditions,

and then the return status is determined (step 644). If

there is a lost connection, processing follows (step 645),

to determine on the basis of the history log file 15 and

data in the_policy server database file 14 whether a TUL is

available. If a TUL is available, the return status is a

warning (step 643), as in the case when the system is not in

the enforcement mode. Once the return status has been

determined, processing is the same as if a license has been

granted; that is, the driver is informed, the license usage

file is updated, the return status is checked and if

necessary the license structure is removed from memory, and

the appropriate status message is built and sent to the

software product (steps 63, 64, 641, 642, and 65).

If after the determination (step 647) that there is a

lost connection, and a TUL is not available (step 645),

processing loops back to license acquistion processing (step

623) to attempt again to get a license from the license

server. If the policy server database file 14 cannot be

successfully accessed in step 621 to determine the relevant

license rules (a matter checked in step 622), the processing

goes to determine (in step 627) whether the system is in the

enforcement mode and to generate an appropriate return

status. If in step 62, the license structure shows a

reserved license, access to the policy server database file

14 is skipped altogether, and the driver is informed (step

63) directly.
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Fig. 7 is a block diagram of the license acquisition
processing referred to as item 623 in Fig. 6. In accordance
with this processing, there is first sought a "base" license
token and then a "version" license token, where "base" and
"version" have the meanings described above following the

description of Fig. 1. Initially, the policy server
database file 14 is cycled through to determine the enabled

base token type (step 71)--for example node-locked, or

concurrent access, or use once. The Licensing System on

the server is then called (step 711) to seek the designated
enabled token. If the base token is granted (checked at

step 712), the policy server database file 14 is then cycled
through to determine the enabled version token type (step
72). If the version token is granted (checked at step 722),
the return is "license granted" (step 73). In each case if

processing through the policy server database is not
complete (checked for, in the case of the base token at step
713 and in the case of the version token.at steop 723), the

database in cycled through again, the Licensing system is
called to seek an enabled token, and there is a test to see

if the token is granted. If the end of the list has been

reached (tested at step 713 for the base token and 723 for
the version token) and the applicable token has not been

obtained, a failure is returned (step 725). If the base

token has been granted, but the version token denied, then

the base token is first freed (step 724) before the failure

is returned in step 725.

Fig. 8 is a block diagram of clock message processing
for licenses on the main list of licenses that have been

established. First, a license is picked as part of a cycle

through the main list of licenses in memory (step 81). Next
there is a check whether a process exists for this license

If there is no process, the license is returned

to the Licensing System, and associated housekeeping is done

(step 821), and the program then picks the next license
(step 81) to begin processing again. If it is determined
that there is a process, then it is determined whether the
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license needs to be "pinged" to satisfy requirements of the

Licensing System to keep the license (step 83). The

implementation here generates a ping every 10 minutes. If

no ping is currently necessary, the program again picks the

5 next license (step 81) to begin processing again. If a ping

is necessary, it is sent (step 84), and if successful (i.e.,

the Licensing System reports that the license is still valid

(tested in step 85), the program again picks the next

license (step 81) to begin processing again.

10 If the ping is unsuccessful, a failure counter is

incremented (step 86), and there is a test (step 87) to

determine if the failure counter is above an established

threshhold. If it is, then the failure counter is cleared

(step 88) and the license in question is moved to the

15 recovery list (step 89). If it is not, then the program

again picks the next license (step 81) to begin processing

again.

Fig. 9 is a block diagram of clock message processing

for licenses moved to the recovery list in step 89 of Fig.

20 8. First, a license is picked as part of a cycle through

the recovery list of licenses in memory (step 91). Next

there is a check whether a process exists for this license

(step 911). If there is no process, any remaining part of

the license is returned to the Licensing System, and

25 associated housekeeping is done (step 94), and the program

then picks the next license (step 91) to begin processing

again. A check (in step 912) is made to determine whether

the exit flag had been set in step 935, and if so, the

process of the software product (application) is signalled

30 to exit (step 913), the exit counter is decremented (step

914), and a test (step 915) is made to determine if the exit

counter has reached zero. If so, the application process is

killed (step 916). In either event, the next license is

picked from the recovery list (91), and processing for the

35 next license resumes as before.

If the exit flag had not been set, then a replacement

license is sought (step 921), and a test (922) is made to
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determine whether a license has been granted. If a

replacement license has been granted, then

If a replacement license has not been granted, the

replacement failure counter is incremented (step 93) and
5 then tested (step 931) to determine if it is above a

10

15

20

threshhold (here typically 3). If it is not above the

threshhold, then the next license is picked from the

recovery list (91), and processing for the-next license

resumes as before. If it is above the threshhold, the

polciy server database file 14 is consulted (step 932) to
determine whether running of the software product is

permitted (step 933). If not, then the exit counter and

exit flag are set up; if running is permitted, the‘

replacement failure counter is decremented (step 934).

either case, the next license is picked from the recovery

list (91), and processing for the next license resumes as

In-

before. p

Many other implementations of the invention described
For example, the particular types of

The use of
herein are possible.

licenses described here are merely examples.

base and version licenses are thus a matter of design

choice. The manner in which the failure to obtain a license

is handled can also be tailored to suit the policies of the

licensor of the software products in question.
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What is claimed is:

1. An improved system for administration, on a computer

network, of license terms for use of a software product on

the network, the system being of the type wherein the

network has a plurality of digital computers, each computer

at a node, in communication with each other over a data

path, and the system has usage tracking means, associated

with one of the computers acting as a license server, for

(i) causing the storage of the number of licenses available

for running the software product on nodes of the network,

(ii) identifying the current set of nodes with respect to

which a license has been granted to run the software product

at a given time, and (iii) determining whether at any given

time any licenses remain to be granted for permitting an

additional node to run the software product, so that the

software product may include instructions to cause

enforcement of the license terms;

wherein the improvement comprises:

(a) a policy server database containing data

specifying conditions under which usage of the software

product is permitted on any given node; and

(b) policy server means, maintained and operating

locally as an independent process, on each computer, with

respect to which the license terms are to be enforced, in

association with the policy server database, for (i)

communicating with the license server, (ii) interfacing with

both the software product and the policy server database,

and (iii) making a permission-to-run availability

determination, with respect to local usage of the software

product, on the basis of applicable data from the license

server and the policy server database, so that enforcement

of license terms applicable to the software product at a

given local node is achieved on the basis of both license

policy maintained in the policy server database as well as

‘applicable data from the license server.

2. A system according to claim 1, wherein each computer at

a node with respect to which license terms are to be
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enforced includes means for maintaining locally a policy

server database, containing data specifying conditions under

which usage of the software product is permitted on such
node.

3. A system according to claim 1, further comprising:

(c) log means for recording and maintaining a log file
of recent software product usage on each computer at a node

with respect to which license terms are to be enforced, such

log file being accessible to such policy server means, and

wherein such policy server means includes means for making a

permission-to-run availability determination in the absence

of data from the license server on the basis of data from

the policy server database and the log file, so-that a

favorable determination is possible if the log file

indicates a sufficient level of recent usage of the.

pertinent software product on the computer on which such

policy server means is operating.

4. A system according to claim 2, wherein

(i) each policy server database contains data

specifying conditions under which.usage of each of plurality
of software products is permitted on the computer on which

the database is maintained, and

(ii) each policy server means includes means for

interfacing with each of the software products,

so that enforcement of license terms applicable to

each software product at a given local node may be achieved

on the basis of both license policy maintained at such local

node as well as applicable data from the license server.

5. A system according to claim 4, further comprising:
(c) log means, maintained locally in association with

each policy server means, for recording and maintaining a

log file of recent software product usage on the computer on

which such log means is maintained, such log file being

accessible to such policy server means, and wherein such

policy server means includes means for making a permission-
to-run availability determination in the absence of data

from the license server on the basis of data from the policy

4‘!

ti
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server database and the log file, so that a favorable

determination is possible if the log file indicates a

sufficient level of recent usage of the pertinent software

product on the computer on which such policy server means is

operating.

6. A system according to claim 1, wherein the policy

server database is encrypted.

7. A system according to claim 5, wherein the policy

server database and the log file are encrypted.

8. A system according to claim 4, wherein the policy

server means include means for maintaining a secure“

interface with each of the software products.

9. A system according to claim 7, wherein the policy

server means includes means for maintaining a secure

interface with each of the software products.

10. A system according to claim 4, wherein one of the

policy server databases includes a limit on the number of

nodes that may simultaneously use a given software product

and wherein the corresponding policy server means associated

with such policy server database includes reservation means

for informing the license server, over a predetermined time

interval, that the node associated with such policy server

means is using the given software product, regardless

whether such software product is actually being used, so

that such node will always be available to use such software

product, despite attempts to use the software product at

other nodes which if successful would otherwise foreclose

use at such node of such software product, with the effect

that the reservation means reserves use of such software

product at such node over the predetermined time interval.

11. A system according to claim 5, wherein one of the

policy server databases includes a limit on the number of

nodes that may simultaneously use a given software product

and wherein the corresponding policy server means associated

with such policy server database includes reservation means

for informing the license server, over a predetermined time

interval, that the node associated with such policy server
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means is using the given software product regardless of
whether such software product is actually being used, so

that such node will always be available to use such software

product despite attempts to use the software product at
other nodes which if successful would otherwise foreclose

use at such node of such software product, with the effect

that the reservation means reserve use-of such software

product at such node over the predetermined time interval.
12. A system according to claim 9, wherein one of the

policy server databases includes a limit on the number of
nodes that may simultaneously use a given software product
and wherein the corresponding policy server means associated

with such policy server database includes reservation means

for informing the license server, over a predetermined time

interval, that the node associated with such policy server

means is using the given software product, regardless

whether such software product is actually being used, so

that such node will always be available to use such software

product, despite attempts to use the software product at
other nodes which if successful would otherwise foreclose

use at such node of such software product, with the effect

that the reservation means reserves use of such software

product at such node over the predetermined time interval.
13. A computer network comprising:

(a) a plurality of digital computers, each computer at

a node, in communication with each other over a data path;

(b) usage tracking means, associated with one of the

computers acting as a license server, for (i) causing the

storage of the number of licenses available for running the
software product on nodes of the data path, (ii) identifying
the current set of nodes with respect to which a license has

been granted to run the software product at a given time,

and (iii) determining whether at any given time any licenses

remain to be granted for permitting an additional node to

run the software product;

(c) a policy server database, maintained locally on

such computer with respect to which it is desired to enforce
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license terms applicable to usage of the software products,

containing data specifying conditions under which usage of

any given one of the software products is permitted on the

computer on which the database is maintained: and

(d) policy server means, maintained and operating

locally, on each computer with respect to which it is

desired to enforce license terms applicable to usage of the

software products, and in association with the corresponding

policy server database, for (i) communicating with the

license server, (ii) interfacing with both (aa) each of the

,software products and (bb) the corresponding policy server

database, and (iii) making a permission-to-run availability

determination, with respect to local usage of any given

software product, on the basis of applicable data from the

license server and the corresponding policy server database,

so that enforcement of license terms applicable to the given

software product at a given node is achieved on the basis of

the license policy maintained at such local node as well as

applicable data from the license server.

14. A computer network according to claim 13, further

comprising:

(e) log means, maintained locally in association with

each policy server means, for recording and maintaining a

log file of recent software product usage on the computer on

which such log means is maintained, such log file being

accessible to such policy server means, and wherein such

policy server includes means for making a permission-to-run

availability determination in the absence of data from the

license server on the basis of data from the policy server

database and the log file, so that a favorable determination

is possible if the log file indicates a sufficient level of

recent usage of the pertinent software product on the

computer on which such policy server is operating.

15. A computer network according to claim 14, wherein the

policy server database and the log file are encrypted.

16. A computer network according to claim 12, wherein the

policy server means includes means for maintaining a secure
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interface with each of the software products.

17. A computer network according to claim 15, wherein the

policy server means includes means for maintaining a secure
interface with each of the software products.

18. A digital storage medium encoded with instructions for
a given computer in a computer network of the type having:

(i) a plurality of digital computers, each computer at
a node, in communication with each other over a data path:

(ii) usage tracking means, associated with one of the

computers acting as a license server, for (i) causing the
storage of the number of licenses available for running the
software product on nodes of the network, (ii) identifying
the current set of nodes with respect to which a license has

been granted to run the software product at a given time,
and (iii) determining whether at any given time any licenses
remain to be granted for permitting an additional node to

run the software product, _

the instructions when loaded into the given computer

establishing:

(a) data structure for a policy server database,

maintained locally on the given computer, containing data

specifying conditions under which usage of any given one of
the software products is permitted on the given computer;'

and

(b) policy server means, maintained and operating
locally, on the given computer, and in association with the

policy server database, for (i) communicating with the
license server, (ii) interfacing with both (aa) each of the

software products and (bb) the policy server database, and

(iii) making a permission-to-run availability determination,
with respect to local usage of any given software product,
on the basis of applicable data from the license server and

the policy server database, so that enforcement of license
terms applicable to the given software product at the given
computer is achieved on the basis of the license policy
maintained at the given computer as well as applicable data

from the license server.
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19. A system, for administration of license terms for use

of a software product on a computer, comprising:

(a) a policy server database containing data specifying

conditions under which usage of the software product is

5 permitted on the computer;

(b) policy server means, operating on the computer, in

association with the policy server database, for (i)

interfacing with the software product and the policy server

database and (ii) making a permission-to-run availability

10 determination, with respect to usage of the software

product, on the basis of data from'the policy server
database.

15
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(57) Abstract

An encryption/decryption unit (EDU) that handles management of em‘,-yption kc-1:‘ used in the secure exchange of data
over non-secure communication links. Each EDU includes a central processing unit (C‘..7"'.'.?',a that controls its operation, random
access memory (RAM) in which tables of key exchange keys (KEKS) are stored, and a data encryption standard (DES) coproces-
sor that implements a data encryption algorithm developed by the U.S. National Bureau of Standards - all comprising a module
that is embedded in a potting material. Attempts to remove the potting material either by mechanical or solvent means are likely
to result in loss of the data and program code stored in the module. The CPU includes special circuitry enabling it to operate in
an encrypted mode so that it can not be interrogated to discover the program or data stored therein. This program enables the
EDU (20) to establish secure communications with another similar E_DU (28) over a non-secure link. Each EDU establishing a
secure communications session randomly generates a portion of a session data encryption key (DEK) that is encoded by using a
KEK from either a public or private table of keys stored in the embedded RAM. The two EDUs exchange the encrypted portions
of the DEK, decrypt the portions, and then logically combine them to determine the current session DEK. Use of a stored EDU
ID in each EDU comprising the link prevents a third EDU from bridging the link to tap into the communications between two
stations.

Petitioner Apple Inc. — Exhibit 1024, p. 1348



Petitioner Apple Inc. - Exhibit 1024, p. 1349

O.

FOR THE PURPOSES OF INFORMAHON ONLY

Codes used to identify States party to the PC!‘ on the front pages of pamphlets publishing international
applications under the PCI‘.

France Mauritania
Gabon Malawi
United Kingdom Niger
Guinea Netherlands
Greece Norway
Hungary New Zealand
Ireland Poland
Italy Portugal
Japan Romania

Canada Democratic People‘: Republic Rusian Federation
Central African Republic of Korea Sudan

Austria FR
CA
63
CN
GR
HU
IE
IT
JP
KP

Congo Kl Republic of Korea Swedenxz
Ll
us
LU
LV
MC
MG
ML
MN

AT
All Australia
BB Barbados
BE BelgiumBF Burkina Faso

Bulgaria
Benin
Brazil
Belarus

Switzerland Kazakhstan Slovenia
Cote d‘Ivoire Liechtenstein Slovak Republic
Gimeroon Sri Lanka Senegal
China Luxembourg Chad
Czechoslovakia Latvia Togo
Qech Republic Monaco Ukraine
GermanyDenmark
Spain
Finland

Madagasca United State: of America
Mali Uzbekistan
Mongolia Viet Nam

BC
3]
BR
BV
CA
CF
CG
CH
CI
CM
CN
S
Q
DE
DK
3
Fl

Petitioner Apple Inc. — Exhibit 1024, p. 1349



Petitioner Apple Inc. - Exhibit 1024, p. 1350

WO 94/03003

10

15

20

ENCRYPTION/DECRYPTION APPARATUS WITH NON-ACCESSIBLE

TABLE OF KEYS

Field 9f the Invention

The present invention generally pertains to apparatus for encrypting and

decrypting data, and more specifically, to apparatus for implementing the encryption

and decryption process with secret encryption keys.

Background ofthe Invention

Procedures for encrypting and decrypting data for transmission over non-

secure radio or telephone links have been highly refined to meet the needs of the

military and industry. An encryption algorithm that is virtually unbreakable in any

reasonable time fi'a.me, by even the most powerful of high-speed computers, has been

developed and published by U.S. National Bureau of Standards and sanctioned for use

by industry in this country as an acceptable method for protecting computerized data

conveyed over non-secure charmels. In fact, integrated circuits designed specifically

for encryption and decryption of data in accordance with this Data Encryption

Algorithm (DEA) are readily available from several vendors, such as Western

Digitalm. p The algorithrrg like most encryption schemes, uses an encryption key to
encrypt data. Successful use of the DEA, and almost any other encryption/decryption

algorithm commonly employed, requires that the station receiving the encrypted

transmission have the same key used to encrypt the data in order to decrypt it.

Accordingly, no unauthorized party should know or have access to the encryption key

that is being used. .

Unfortunately, for any prior art encryption/decryption system using the DEA

or similar algorithms, extensive security measures are required for managing and
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periodically changing the encryption keys that are used. Any third party that gains

access to the encryption key being used to encrypt data can tap into a non-secure line

over which encrypted messages are transmitted and then use the key to decrypt

messages that are intercepted. Even if knowledge of the encryption key used is

limited to those operating the encryption/decryption equipment, there can be no

assurance that others outside an organization ‘will not breach security and learn the

encryption key due to failure of someone in the organization to follow security

procedures. As the size of a network over which secure communications must be

maintained expands, the difiiculty in managing the encryption keys used on the

network grows exponentially.

Since any person with access to the encryption keys can breach the security of

encrypted communications between members of the network, encryption keys must be

changed on a regular basis. Frequent changes in the encryption keys in use

the risk of disclosure by individuals that previously had access to the keys. However,

any such change requires that the new encryption keys be distributed to all stations in

the network. Typically, the new encryption keys are hand carried to each station site

by bonded couriers; nevertheless, it is possible that a courier may compromise

security. Even if a security breach does not occur, the cost of regularly distributing

encryption keys to each station ofa large network in this manner may be prohibitive.

For these reasons, it is preferable to use encryption keys at each station in a

network that are not known operating the

encryption/decryption apparatus. Various techniques have been developed to access

encryption keys stored in an electronic memory for this purpose. For example, a new

encryption key can be selected for subsequent encryption of communications between

stations based on the last encryption key that was used, by applying a secret formula

to generate the new key. However, if the formula is discovered or otherwise becomes

known by someone who is outside the organizational network, security of the

encryption system is breached, since that person can generate the encryption keys that

will subsequently be used, simply by applying the formula to any previously

discovered key. '

Clearly, it would be preferable to randomly generate the encryption key that is

used to encrypt data transmitted to another station each time that communications are

initiated. Yet, random generation of an encryption key at one station inherently

renders the receiving station unable to decrypt the message, because it does not have

the encryption key used. What is therefore required are means for transmitting the

encryption key fi'om one station to another in an encrypted form, with some provision

to anyone, even those
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