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[57] ABSTRACT 

A method and apparatus to create, distribute. sell and control 
access to digital documents using secure cryptographic 
envelopes. An envelope is an aggregation of information 
parts. where each of the parts to be protected are encrypted 
with a corresponding part encryption key. These encrypted 
information parts along with the other information parts 
become part of the envelope. Each part encryption key is 
also encrypted with a public key. and these encrypted part 
encryption keys are also included in the envelope. The 
envelope also includes a list of parts where each entry in the 
list has a part name and a secure hash of the named part. The 
list is then signed with a secret key to generate a signature. 
which is also included in the envelope. The signature can be 
veri?ed using a second public key associated with ?rst secret 
key. and the integrity of any information part in the envelope 
can be checked by computing a second hash and comparing 
it with the corresponding hash in the list of parts. Also, the 
information content of any encrypted part can only be 
recovered by knowledge of a second secret key correspond 
ing to the public key that was used to encrypt the part 
encryption keys. 

8 Claims, 6 Drawing Sheets 
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