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METHOD FOR INTERDEPENDENTLY VALIDATING A DIGITAL CONTENT

PACKAGE AND A CORRESPONDING DIGITAL LICENSE

CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a continuation of U.S. Patent Application No.

09/290,363, filed April 12, 1999 and entitled “ENFORCEMENT ARCI-HTECTURE

AND METHOD FOR DIGITAL RIGHTS MANAGEMENT". and claims the benefit

of U.S. Provisional Application No. 60/21,614, filed March 27, 1999 and entitled

“ENFORCEMENT ARCHITECTURE AND METHOD FOR DIGITAL RIGHTS

MANAGEMENT”, both of which are hereby incorporated by reference.

TECHNICAL FIELD

The present invention relates to an architecture for enforcing rights in

digital content. More specifically, the present invention relates to such an enforcement

architecture that allows access to encrypted digital content only in accordance with

parameters specified by license rightsacquired by a user of the digital content.

BACKGROUND OF THE INVENTION

Digital rights management and enforcement is highly desirable in

connection with digital content such as digital audio, digital video. digital text, digital

data, digital multimedia, etc., where such digital content is to be distributed to users.

Typical modes of distribution include tangible devices such as a magnetic (floppy)

disk, a magnetic tape, an optical (compact) disk (CD). etc., and intangible media such

as an electronic bulletin board, an electronic network, the Internet, etc. Upon being

received by the user, such user renders or ‘plays’ the digital content with the aid of an

appropriate rendering device such as a media player on a personal computer or the like.

Typically, a content owner or rights-owner. such as an author, a

publisher, a broadcaster, etc. (hereinafter “content owner"). wishes to distribute such

digital content to a user or recipient in exchange for a license fee or so1ne other

consideration. Such content owner, given the choice. would likely wish to restrict what
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PCT/US00/04983



Petitioner Apple Inc. - Exhibit 1002, p. 2019

10

15

20

25

W0 00/59152

-2-

the user can do with such distributed digital content. For example, the content owner

would like to restrict the user from copying and re-distributing such content to a second

user, at least in a manner that denies the content owner a license fee from such second

user.

In addition, the content owner may wish to provide the user with the

flexibility to purchase different types of use licenses at different license fees, while at

the same time holding the user to the terms of whatever type of license is in fact

purchased. For example, the content owner may wish to allow distributed digital

content to be played only a limited number of times, only for a certain total time, only

on a certain type of machine, only on a certain type of media player, only by a certain

type of user, etc.

However, after distribution has occurred, such content owner has very

little if any control over the digital content. This is especially problematic in view of

the fact that practically every new or recent personal computer includes the software

and hardware necessary to make an exact digital copy of such digital content, and to

download such exact digital copy to a write-able magnetic or optical disk, or to send

such exact digital copy over a network such as the Internet to any destination.

Of course, as part of the legitimate transaction where the license fee

was obtained, the content owner may require the user of the digital content to promise

not to re-distribute such digital content. However, such a promise is easily made and

easily broken. A content owner may attempt to prevent such re-distribution through

any of several known security devices, usually involving encryption and decryption.

However, there is likely very little that prevents a mildly determined user from

decrypting encrypted digital content, saving such digital content in an un-encrypted

form, and then re-distributing same.

A need exists, then, for providing an enforcement architecture and

method that allows the controlled rendering or playing of arbitrary forms of digital

content, where such control is flexible and definable by the content owner of such

digital content. A need also exists for providing a controlled rendering environment
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on a computing device such as a personal computer. where the rendering environment

includes at least a portion of such enforcement architecture. Such controlled rendering

environment allows that the digital content will only be rendered as specified by the

content owner, even though the digital content is to be rendered on a computing device

which is not under the control of the content owner.

Further, a need exists for a trusted component running on the

computing device, where the trusted component enforces the rights of the content

owner on such computing device in connection with a piece of digital content, even

against attempts by the user of such computing device to access such digital content

in ways not permitted by the content owner. As but one example. such a trusted

software component prevents a user of the computing device from making a copy of

such digital content, except as otherwise allowed for by the content owner thereof.

SUMMARY OF THE INVENTION

The aforementioned needs are satisfied at least in part by an

enforcement architecture and method for digital rights management, where the

architecture and method enforce rights in protected (secure) digital content available

on a medium such as the Internet, an optical disk. etc. For purposes of making content

available, the architecture includes a content server from which the digital content is

accessible over the Internet or the like in an encrypted form. The content server may

also supply the encrypted digital content for recording on an optical disk or the like,

wherein the encrypted digital content may be distributed on the optical disk itself. At

the content server, the digital content is encrypted using an encryption key, and public

/ private key techniques are employed to bind the digital content with a digital license

at the user’s computing device or client machine.

When a user attempts to render the digital content on a computing

device, the rendering application invokes a Digital Rights Management (DRM) system

on such user’s computing device. If the user is attempting to render the digital content

for the first time, the DRM system either directs the user to a license server to obtain

a license to render such digital content in the manner sought. or transparently obtains
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such license from such license server without any action necessary on the part of the

user. The license includes:

- a decryption key (KD) that decrypts the encrypted digital content;

- a description of the rights (play, copy, etc.) conferred by the license

and related conditions (begin date, expiration date, number of plays,

etc.), where such description is in a digitally readable form; and

- a digital signature that ensures the integrity of the license.

The user cannot decrypt and render the encrypted digital content without obtaining

such a license from the license server. The obtained license is stored in a license store

in the user’s computing device.

Importantly, the license server only issues a license to a DRM system

that is ‘trusted’ (i.e., that can authenticate itself). To implement ‘trust’. the DRM

system is equipped with a ‘black box’ that performs decryption and encryption

functions for such DRM system. The black box includes a public / private key pair,

a version number and a unique signature, all as providediby an approved certifying

authority. The public key is made available to the license server for purposes of.

encrypting portions of the issued license, thereby binding such license to such black

box. The private key is available to the black box only. and not to the user or anyone

else, for purposes of decrypting information encrypted with the corresponding public

key. The DRM system is initially provided with a black box with a public / private key

pair, and the user is prompted to download from a black box server an updated secure

black box when the user first requests a license. The black box server provides the

updated black box, along with a unique public/private key pair. Such updated black

box is written in unique executable code that will run only on the user’s computing

device, and is re-updated on a regular basis. When a user requests a license. the client

machine sends the black box public key. version number. and signature to the license

server, and such license server issues a license only if the version number is current

and the signature is valid. A license request also includes an identification of the

digital content for which a license is requested and a key ID that identifies the
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decryption key associated with the requested digital content. The license server uses

the black box public key to encrypt the decryption key. and the decryption key to

encrypt the license terms, then downloads the encrypted decryption key and encrypted

license terms to the user’s computing device along with a license signature.

Once the downloaded license has been stored in the DRM system

license store, the user can render the digital content according to the rights conferred

by the license and specified in the license temts. When a request is made to render the

digital content, the black box is caused to decrypt the decryption key and license terms,

and a DRM system license evaluator evaluates such license terms. The black box

decrypts the encrypted digital content only if the license evaluation results in a decision

that the requestor is allowed to play such content. The decrypted content is provided

to the rendering application for rendering.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary, as well as the following detailed description

of the embodiments of the present invention. will be better understood when read in

conjunction with the appended drawings. For the purpose of illustrating the invention,

there are shown in the drawings embodiments which are presently preferred. As

should be understood, however, the invention is not limited to the precise arrangements

and instrumentalities shown. In the drawings:

Fig. 1 is a block diagram showing an enforcement architecture in

accordance with one embodiment of the present invention;

Fig. 2 is a block diagram of the authoring tool of the architecture of

Fig. 1 in accordance with one embodiment of the present invention:

Fig. 3 is a block diagram of a digital content package having digital

content for use in connection with the architecture of Fig. 1 in accordance with one

embodiment of the present invention;

Fig. 4 is a block diagram ofthe user's computing device of Fig. 1 in

accordance with one embodiment of the present invention;
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Figs. 5A and 5B are flow diagrams showing the steps performed in

connection with the Digital Rights Management (DRM) system of the computing

device of Fig. 4 to render content in accordance with one embodiment of the present

invention;

Fig. 6 is a flow diagram showing the steps performed in connection

with the DRM system of Fig. 4 to determine whether any valid, enabling licenses are

present in accordance with one embodiment of the present invention;

Fig. 7 is a flow diagram showing the steps performed in connection

with the DRM system of Fig. 4 to obtain a license in accordance with one embodiment

of the present invention;

Fig. 8 is a block diagram of a digital license for use in connection with

the architecture of Fig. 1 in accordance with one embodiment ofthe present invention;

Fig. 9 is a flow diagram showing the steps performed in connection

with the DRM system of Fig. 4 to obtain a new black box in accordance with one

embodiment of the present invention;

Fig. 10 is a flow diagram showing the key transaction steps performed

in connection with the DRM system of Fig. 4 to validate a license and a piece ofdigital

content and render the content in accordance with one embodiment of the present

invention;

Fig. 11 is a block diagram showing the license evaluator of Fig. 4 along

with a Digital Rights License (DRL) of a license and a language engine for interpreting

the DRL in accordance with one embodiment of the present invention; and

Fig. 12 is a block diagram representing a general purpose computer

system in which aspects of the present invention and/or portions thereof may be

incorporated.
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Detailed Description of the Invention

Referring to the drawings in details, wherein like numerals are used to

indicate like elements throughout, there is shown in Fig. 1 an enforcement architecture

10 in accordance with one embodiment of the present invention. Overall, the

enforcement architecture 10 allows an owner ofdigital content 12 to specify license

rules that must be satisfied before such digital content 12 is allowed to be rendered on

a user’s computing device 14. Such license rules are embodied within a digital license

16 that the user / user’s computing device 14 (hereinafter, such terms are

interchangeable unless circumstances require otherwise) must obtain from the content

owner or an agent thereof. The digital content 12 is distributed in an encrypted form,

and may be distributed freely and widely. Preferably, the decrypting key (KD) for

decrypting the digital content 12 is included with the license 16.

COMPUTER ENVIRONMENT 

Fig. 12 and the following discussion are intended to provide a brief

general description of a suitable computing environment in which the present invention

and/or portions thereof may be implemented. Although not required, the invention is

described in the general context of computer-executable instructions. such as program

modules, being executed by a computer, such as a client workstation or a server.

Generally, program modules include routines. programs. objects, components, data

structures and the like that perfomi particular tasks or implement particular abstract

data types. Moreover, it should be appreciated that the invention and/or portions

thereof may be practiced with other computer system configurations, including

hand-held devices, multi-processor systems, microprocessor—based or programmable

consumer electronics, network PCs, minicomputers. mainframe computers and the like.

The invention may also be practiced in distributed computing environments where

tasks are performed by remote processing devices that are linked through a

communications network. In a distributed computing environment. program modules

may be located in both local and remote memor_\' storage devices.

As shown in Fig. 12, an exemplary general purpose computing system
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includes a conventional personal computer 120 or the like. including a processing unit

121, a system memory 122, and a system bus 18 that couples various system

components including the system memory to the processing unit 121. The system bus

18 may be any of several types of bus structures including a memory bus or memory

controller, a peripheral bus, and a local bus using any of a variety of bus architectures.

The system memory includes read—only memory (ROM) 19 and random access

memory (RAM) 20. A basic input/output system 21 (BIOS). containing the basic

routines that help to transfer information between elements within the personal

computer 120, such as during start-up, is stored in ROM 19.

The personal computer 120 may further include a hard disk drive 22 for

reading from and writing to. a hard disk (not shown). a magnetic disk drive 128 for

reading from or writing to a removable magnetic disk 129, and an optical disk drive

25 for reading from or writing to a removable optical disk 13] such as a CD-ROM or

other optical media. The hard disk drive 22. magnetic disk drive 128, and optical disk

drive 25 are connected to the system bus 18 by a hard disk drive interface 27, a

magnetic disk drive interface 28, and an optical drive interface 29. respectively. The

drives and their associated computer-readable media provide non-volatile storage of

computer readable instructions, data structures, program modules and other data for the

personal computer 20.

Although the exemplary enviromnent described herein employs a hard

disk, a removable magnetic disk 129, and a removable optical disk 131. it should be

appreciated that other types of computer readable media which can store data that is

accessible by a computer may also be used in the exemplary operating environment.

Such other types of media include a magnetic cassette. a flash memory card. a digital

video disk, a Bernoulli cartridge, a random access memory (RAM). a read—only

memory (ROM), and the like.

A number of program modules may be stored on the hard disk,

magnetic disk 129, optical disk 131. ROM 19 or RAM20. including an operating

system 30. one or more application programs 136. other program modules 137 and
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program data 138. A user may enter commands and information into the personal

computer 120 through input devices such as a keyboard 35 and pointing device 142.

Other input devices (not shown) may include a microphone, joystick, game pad,

satellite disk, scarmer, or the like. These and other input devices are often connected

to the processing unit 121 through a serial port interface 41 that is coupled to the

system bus, but may be connected by other interfaces, such as a parallel port, game

port, or universal serial bus (USB). A monitor 42 or other type of display device is

also connected to the system bus 18 via an interface, such as a video adapter 148. In

addition to the monitor 42, a personal computer typically includes other peripheral

output devices (not shown), such as speakers and printers. The exemplary system of

Fig. 12 also includes a host adapter 50, a Small Computer System Interface (SCSI) bus

156, and an external storage device 162 connected to the SCSI bus 156.

The personal computer 120 may operate in a networked environment

using logical connections to one or more remote computers, such as a remote computer

149. The remote computer 149 may be another personal computer. a server, a router,

a network PC, a peer device or other common network node, and typically includes

many or all of the elements described above relative to the personal computer 120,

although only a memory storage device 150 has been illustrated in Fig. l2. The logical

connections depicted in Fig. 12 include a local area network (LAN) 46 and a wide area

network (WAN) 47. Such networking environments are commonplace in offices,

enterprise-wide computer networks, intranets, and the Internet.

When used in a LAN networking environment. the personal computer

120 is connected to the LAN 46 through a network interface or adapter 48. When used

in a WAN networking enviromnent. the personal computer I20 typically includes a

modem 49 or other means for establishing communications over the wide area network

47, such as the Internet. The modem 49. which may be internal or external, is

connected to the system bus 18 via the serial port interface 4|. In a networked

environment, program modules depicted relative to the personal computer I20, or

portions thereof, may be stored in the remote memory storage device. It will be
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appreciated that the network connections shown are exemplary and other means of

establishing a communications link between the computers may be used.

ARCHITECTURE

Referring again to Fig. 1, in one embodiment of the present invention,

the architecture 10 includes an authoring-tool 18, a content-key database 20, a content

server 22, a license server 24, and a black box server 26, as well as the aforementioned

user’s computing device 14.

ARCHITECTURE - Authoring Tool 18

The authoring tool 18 is employed by a content owner to package a

piece of digital content 12 into a form that is amenable for use in connection with the

architecture 10 of the present invention. In particular. the content owner provides the

authoring tool 18 with the digital content 12, instructions and/or rules that are to

accompany the digital content 12, and instructions and/or rules as to how the digital

content 12 is to be packaged. The authoring tool 18 then produces a digital content

package 12p having the digital content 12 encrypted according to an encryption /

decryption key, and the instructions and/or rules that accompany the digital content 12.

In one embodiment of the present invention. the authoring tool 18 is

instructed to serially produce several different digital content 12 packages 12p, each

having the same digital content 12 encrypted according to a different encryption /

decryption key. As should be understood, having several different packages 12p with

the same digital content 12 may be useful for tracking the distribution of such packages

12p / content 12 (hereinafter simply “digital content 12”, unless circumstances require

otherwise). Such distribution tracking is not ordinarily necessary, but may be used by

an investigative authority in cases where the digital content 12 has been illegally sold

or broadcast.

In one embodiment of the present invention. the encryption / decryption

key that encrypts the digital content 12 is a symmetric key. in that the encryption key

is also the decryption key (KD). As will be discussed below in more detail, such

decryption key (KD) is delivered to a user’s computing device 14 in a hidden form as
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part of a license 16 for such digital content 12. Preferably. each piece of digital content

12 is provided with a content ID (or each package 12p is provided with a package ID),

each decryption key (KD) has a key ID, and the authoring tool 18 causes the

decryption key (KD), key ID, and content 1D (or package ID) for ‘each piece of digital

content 12 (or each package 12p) to be stored in the content-key database 20. In

addition, license data regarding the types of licenses 16 to be issued for the digital

content 12 and the terms and conditions for each type of license 16 may be stored in

. the content-key database 20, or else in another database (not shown). Preferably, the

license data can be modified by the content owner at a later time as circumstances and

market conditions may require. a

In use, the authoring tool 18 is supplied with information including,

among other things:

- the digital content 12 to be packaged;

- the type and parameters of watermarking and/or fingerprinting to be

employed, if any;

- the type and parameters of data compression to be employed, if any;

— the type and parameters of encryption to be employed;

- the type and parameters of serialization to be employed, if any; and

- the instructions and/or rules that are to accompany the digital content

12.

As is known, a watermark is a hidden, computer-readable signal that is

added to the digital content 12 as an identifier. A fingerprint is a watermark that is

different for each instance. As should be understood. an instance is a version of the ,

digital content 12 that is unique. Multiple copies of any instance may be made, and

any copy is of a particular instance. When a specific instance of digital content 12 is

illegally sold or broadcast, an investigative authority can perhaps identify suspects

according to the watermark / fingerprint added to such digital content 12.

Data compression may be performed according to any appropriate

compression algorithm without departing from the spirit and scope of the present
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invention. For example, the .mp3 or .wav compression algorithm may be employed.

Of course, the digital content 12 may already be in a compressed state, in which case

no additional compression is necessary.

The instructions and/or rules that are to accompany the digital content

12 may include practically any appropriate instructions. rules, or other information

without departing from the spirit and scope of the present invention. As will be

discussed below, such accompanying instructions / rules / information are primarily

employed by the user and the user’s computing device 14 to obtain a license 16 to

render the digital content 12. Accordingly, such accompanying instructions / rules /

information may include an appropriately formatted license acquisition script or the

like, as will be described in more detail below. 1n addition. or in the alternative, such

accompanying instructions / rules / information may include ‘preview’ information

designed to provide a user with a preview of the digital content 12.

With the supplied information, the authoring tool 18 then produces one

or more packages 12p corresponding to the digital content 12. Each package 12p may

then be stored on the content server 22 for distribution to the world.

In one embodiment of the present invention, and referring now to Fig.

2, the authoring tool 18 is a dynamic authoring tool 18 that receives input parameters

which can be specified and operated on. Accordingly. such authoring tool 18 can

rapidly produce multiple variations of package 12p for multiple pieces of digital

content 12. Preferably, the input parameters are embodied in the fonn of a dictionary

28, as shown, where the dictionary 28 includes such parameters as:

- the name of the input file 29a having the digital content 12;

- the type of encoding that is to take place

- the encryption / decryption key (KD) to be employed,

- the accompanying instructions / rules / information (‘header

information’) to be packaged with the digital content 12 in the package

12p.

- the type of muxing that is to occur: and
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- the name of the output file 29b to which the package 12p based on the

digital content 12 is to be written.

As should be understood, such dictionary 28 is easily and quickly

modifiable by an operator of the authoring tool 18 (human or machine), and therefore

the type of authoring performed by the authoring tool 18 is likewise easily and quickly

modifiable in a dynamic manner. In one embodiment of the present invention, the

authoring tool 18 includes an operator interface (not shown) displayable on a computer

screen to a human operator. Accordingly, such operator may modify the dictionary 28

by way of the interface, and further may be appropriately aided and/or restricted in

modifying the dictionary 28 by way of the interface.

In the authoring tool 18, and as seen in Fig. 2. a source filter 18a

receives the name of the input file 29a having the digital content 12 from the dictionary

28, and retrieves such digital content 12 from such input file and places the digital

content 12 into a memory 29c such as a RAM or the like. An encoding filter 18b then

performs encoding on the digital content 12 in the memory 29c to transfer the file from

the input format to the output format according to the type of encoding specified in the

dictionary 28 (i.e., .wav to .asp, .mp3 to .asp, etc.). and places the encoded digital

content 12 in the memory 29c. As shown. the digital content 12 to be packaged

(music, e.g.) is received in a compressed format such as the .wav or .mp3 fomiat, and

is transformed into a format such as the .asp (active streaming protocol) format. Of

course, other input and output formats may be employed without departing from the

spirit and scope of the present invention.

Thereafter, an encryption filter 18c encrypts the encoded digital content

12 in the memory 29c according to the encryption / decryption key (KD) specified in

the dictionary 28, and places the encrypted digital content 12 in the memory 29c. A

header filter l8d then adds the header information specified in the dictionary 28 to the

encrypted digital content 12 in the memory 29c.

As should be understood, depending on the situation. the package 12p

may include multiple streams of temporally aligned digital content 12 (one stream
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being shown in Fig. 2), where such multiple streams are multiplexed (i.e., ‘muxed’).

Accordingly, a mux filter 18e perfonns muxing on the header infonnation and

encrypted digital content 12 in the memory 29c according to the type of muxing

specified in the dictionary 28, and places the result in the memory 29c. A file writer

filter 18f then retrieves the result from the memory 29c and writes such result to the

output file 29b specified in the dictionary 28 as the package 12p.

It should be noted that in certain circumstances. the type of encoding

to be performed will not normally change. Since the type of muxing typically is based

on the type of encoding, it is likewise the case that the type of muxing will not

normally change, either. If this is in fact the case, the dictionary 28 need not include

parameters on the type of encoding and/or the type of muxing. Instead, it is only

necessary that the type of encoding be ‘hardwired’ into the encoding filter and/or that

the type of muxing be ‘hardwired’ into the mux filter. Of course, as circumstance

require, the authoring tool 18 may not include all of the aforementioned filters, or may

include other filters, and any included filter may be hardwired or may perform its

function according to parameters specified in the dictionary 28, all without departing

from the spirit and scope of the present invention.

Preferably, the authoring tool 18 is implemented on an appropriate

computer, processor, or other computing machine by way of appropriate software. The

structure and operation of such machine and such software should be apparent based

on the disclosure herein and therefore do not require any detailed discussion in the

present disclosure.

ARCHITECTURE - Content Server 22 

Referring again to Fig. 1, in one embodiment of the present invention,

the content server 22 distributes or otherwise makes available for retrieval the packages

12p produced by the authoring tool 18. Such packages 12p may be distributed as

requested by the content server 22 by way of any appropriate distribution channel

without departing from the spirit and scope of the present invention. For example,

such distribution channel may be the Internet or another network. an electronic bulletin
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board. electronic mail, or the like. In addition. the content server 22 may be employed

to copy the packages 12p onto magnetic or optical disks or other storage devices, and

such storage devices may then be distributed.

It will be appreciated that the content server 22 distributes packages

12p without regard to any trust or security issues. As discussed below, such issues are

dealt with in connection with the license server 24 and the relationship between such

license server 24 and the user’s computing device 14. In one embodiment of the

present invention, the content server 22 freely releases and distributes packages l2p

having digital content 12 to any distributee requesting same. However, the content .

server 22 may also release and distribute such packages 12p in a restricted manner

without departing from the spirit and scope of the present invention. For example, the

content server 22 may first require payment of a pre-determined distribution fee prior

to distribution, or may require that a distributee identify itself. or may indeed make a

determination of whether distribution is to occur based on an identification of the

distributee.

In addition, the content server 22 may be employed to perform

inventory management by controlling the authoring tool 18 to generate a number of

different packages 12p in advance to meet an anticipated demand. For example, the

server could generate 100 packages 12p based on the same digital content 12. and serve

each package 12p 10 times. As supplies of packages l2p dwindle to 20. for example.

the content server 22 may then direct the authoring tool 18 to generate 80 additional

packages 12p, again for example.

Preferably, the content server 22 in the architecture 10 has a unique

public / private key pair (PU-CS, PR-CS) that is employed as part of the process of

evaluating a license 16 and obtaining a decryption key (KD) for decrypting

corresponding digital content 12, as will be explained in more detail below. As is

known, a public / private key pair is an asymmetric key. in that what is encrypted in

one ofthe keys in the key pair can only be decrypted by the other of the keys in the key

pair. In a public / private key pair encryption system. the public key may be made
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known to the world, but the private key should always be held in confidence by the

owner of such private key. Accordingly, if the content server 22 encrypts data with its

private key (PR-CS), it can send the encrypted data out into the world with its public

key (PU—CS) for decryption purposes. Correspondingly. if an external device wants

to send data to the content server 22 so that only such content server 22 can decrypt

such data, such external device must first obtain the public key of the content server

22 (PU-CS) and then must encrypt the data with such public key. Accordingly, the

content server 22 (and only the content server 22) can then employ its private key (PR-

CS) to decrypt such encrypted data.

As with the authoring tool 18, the content server 22 is implemented on

an appropriate computer, processor, or other computing machine by way of appropriate

software. The structure and operation of such machine and such software should be

apparent based on the disclosure herein and therefore do not require any detailed

discussion in the present disclosure. Moreover. in one embodiment of the present

invention, the authoring tool 18 and the content server 22 may reside on a single

computer, processor, or other computing machine, each in a separate work space. It

should be recognized, moreover, that the content server 22 may in certain

circumstances include the authoring tool 18 and/or perform the functions of the

authoring tool 18, as discussed above.

Structure of Digital Content Package 12p

Referring now to Fig. 3, in one embodiment of the present invention,

the digital content package 12p as distributed by the content server 22 includes:

- the digital content 12 encrypted with the encryption / decryption key

(KD), as was discussed above (i.e.. (KD(CONTENT)));

- the content ID (or package ID) of such digital content 12 (or package

12px

- the key ID of the decryption key (KD):

- license acquisition‘information. preferably in an un-encrypted form;
and
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- the key KD encrypting the content server 22 public key (PU-CS),

signed by the content server 22 private key (PR-CS) (i.e., (KD (PU-CS)

S (PR-CS))).

With regard to (KD (PU-CS) S (PR-CS)). it is to be understood that

5 such item is to be used in connection with validating the digital content 12 and/or

package 12p, as will be explained below. Unlike a certificate with a digital signature

(see below), the key (PU-CS) is not necessary to get at (KD (PU-CS)). Instead, the

key (PU-CS) is obtained merely by applying the decryption key (KD). Once so

obtained, such key (PU-CS) may be employed to test the validity of the signature (S

10 (PR-CS)).

It should also be understood that for such package 12p to be

constructed by the authoring tool 18, such authoring tool 18 must already possess the

license acquisition information and (KD (PU-CS) S (PR-CS))_. presumably as header

information supplied by the dictionary 28. Moreover. the authoring tool 18 and the

15 content server 22 must presumably interact to construct (KD (PU-CS) S (PR-CS)).

Such interaction may for example include the steps of:

— the content server 22 sending (PU-CS) to the authoring tool 18;

- the authoring tool 18 encrypting (PU-CS) with (KD) to produce (KD

(PU-CS));

20 - the authoring tool 18 sending (KD (PU-CS)) to the content server 22;

- the content server 22 signing (KD (PU-CS)) with (PR-CS) to produce

(KD (PU-CS) S (PR-CS)); and

- the content server 22 sending (KD (PU-CS) S (PR-CS)) to the

authoring tool 18.

25

ARCHITECTURE - License Server 24

Referring again to Fig. l, in one embodiment ofthe present invention,

the license server 24 performs the functions of receiving a request for a license 16 from

a user’s computing device 14 in connection with a piece of digital content 12,
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determining whether the user’s computing device 14 can be trusted to honor an issued

license 16, negotiating such a license 16, constructing such license 16, and transmitting

such license 16 to the user’s computing device 14. Preferably. such transmitted license

16 includes the decryption key (KD) for decrypting the digital content 12. Such

license server 24 and such functions will be explained in more detail below.

Preferably, and like the content server 22, the license server 24 in the architecture 10

has a unique public / private key pair (PU-LS. PR-LS) that is employed as part of the

process of evaluating a license 16 and obtaining a decryption key (KD) for decrypting

corresponding digital content 12, as will be explained in more detail below.

As with the authoring tool 18 and the content server 22. the license

server 24 is implemented on an appropriate computer. processor. or other computing

machine by way ofappropriate software. The structure and operation of such machine

and such software should be apparent based on the disclosure herein and therefore do

not require any detailed discussion in the present disclosure. Moreover, in one

embodiment of the present invention the authoring tool 18 and/or the content server

22 may reside on a single computer, processor, or other computing machine together

with the license server 24, each in a separate work space.

In one embodiment of the present invention. prior to issuance of a

license 16. the license server 24 and the content server 22 enter into an agency

agreement or the like, wherein the license server 24 in effect agrees to be the licensing

authority for at least a portion of the digital content 12 distributed by the content server

22. As should be understood, one content server 22 may enter into an agency

agreement or the like with several license servers 24. and/or one license server 24 may

enter into an agency agreement or the like with several content servers 22. all without

departing from the spirit and scope of the present invention.

Preferably, the license server 24 can show to the world that it does in

fact have the authority to issue a license 16 for digital content 12 distributed by the

content server 22. To do so, it is preferable that the license server 24 send to the

content server 22 the license server 24 public key (PU-LS). and that the content server
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22 then send to the license server 24 a digital certificate containing PU—LS as the

contents signed by the content server 22 private key (CERT (PU-LS) S (PR—CS)). As

should be understood, the contents (PU-LS) in such certificate can only be accessed

with the content server 22 public key (PU-CS). As should also be understood, in

general, a digital signature of underlying data is an encrypted form of such data, and

will not match such data when decrypted if such data has been adulterated or otherwise

modified.

As a licensing authority in connection with a piece of digital content

12, and as part of the licensing function, the license server 24 must have access to the

decryption key (KD) for such digital content 12. Accordingly. it is preferable that

license server 24 have access to the content-key database 20 that has the decryption key

(KD), key ID, and content ID (or package ID) for such digital content 12 (or package

12p).

ARCHITECTURE — Black Box Server 26 

Still referring to Fig. 1, in one embodiment of the present invention, the

black box server 26 perfonns the functions of installing and/or upgrading a new black

box 30 in a user’s computing device 14.’ As will be explained in more detail below,

the black box 30 performs encryption and decryption functions for the user’s

computing device 14. As will also be explained in more detail below, the black box

30 is intended to be secure and protected from attack. Such security and protection is

provided, at least in pan, by upgrading the black box 30 to a new version as necessary

by way of the black box server 26, as will be explained in more detail below.

As with the authoring tool 18. the content server 22, and the license

server 24, the black box server 26 is implemented on an appropriate computer,

processor, or other computing machine by wa_v of appropriate software. The structure

and operation of such machine and such software should be apparent based on the

disclosure herein and therefore do not require any detailed discussion in the present

disclosure. Moreover, in one embodiment of the present invention the license server

24, the authoring tool 18, and/or the content server 22 ina_v reside on a single computer.
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processor, or other computing machine together with the black box server 26, each in

a separate work space. Note, though, that for security purposes. it may be wise to have

the black box server 26 on a separate machine.

ARCHITECTURE - User’s Computing Device 14

Referring now to Fig. 4, in one embodiment of the present invention,

the user’s computing device 14 is a personal computer or the like. having elements

including a keyboard, a mouse, a screen, a processor, RAM. ROM, a hard drive, a

floppy drive, a CD player, and/or the like. However, the user’s computing device 14

may also be a’ dedicated viewing device such as a television or monitor, a dedicated

audio device such as a stereo or other music player, a dedicated printer, or the like,

among other things, all without departing from the spirit and scope of the present
invention.

The content owner for a piece ofdigital content 12 must trust that the

user’s computing device 14 will abide by the rules specified by such content owner,

i.e. that the digital content 12 will not be rendered unless the user obtains a license 16

that permits the rendering in the manner sought. Preferably. then, the user’s computing

device 14 must provide a trusted component or mechanism 32 that can satisfy to the

content owner that such computing device 14 will not render the digital content 12

except according to the license rules embodied in the license 16 associated with the

digital content 12 and obtained by the user.

Here, the trusted mechanism 32 is a Digital Rights Management

(DRM) system 32 that is enabled when a user requests that a piece of digital content

12 be rendered, that determines whether the user has a license 16 to render the digital

content 12 in the manner sought, that effectuates obtaining such a license 16 if

necessary, that determines whether the user has the right to play the digital content 12

according to the license 16, and that decrypts the digital content 12 for rendering

purposes if in fact the user has such right according to such license 16. The contents

and function of the DRM system 32 on the user's computing device 14 and in

connection with the architecture 10 are described below.
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DRM SYSTEM 32

The DRM system 32 performs four main functions with the

architecture 10 disclosed herein: (1) content acquisition. (2) license acquisition, (3)

content rendering, and (4) black box 30 installation / update. Preferably, any of the

fimctions can be performed at any time, although it is recognized that some of the

functions already require that digital content 12 be acquired.

DRM SYSTEM 32 - Content Acquisition

Acquisition of digital content 12 by a user and/or the user’s computing

device 14 is typically a relatively straight-forward matter and generally involves

placing a file having encrypted digital content 12 on the user’s computing device 14.

Of course, to work with the architecture 10 and the DRM system 32 disclosed herein,

it is necessary that the encrypted digital content 12 be in a form that is amenable to

such architecture 10 and DRM system 32, such as the digital package 12p as will be

described below.

As should be understood, the digital content 12 may be obtained in any

manner from a content server 22, either directly or indirectly. without departing from

the spirit and scope of the present invention. For example, such digital content 12 may

be downloaded from a network such as the Internet, located on an obtained optical or

magnetic disk or the like, received as part of an E—mail message or the like, or

downloaded from an electronic bulletin board or the like.

Such digital content 12, once obtained, is preferably stored in a manner

such that the obtained digital content 12 is accessible by a rendering application 34 (to

be described below) running on the computing device I4. and by the DRM system 32.

For example, the digital content 12 may be placed as a file on a hard drive (not shown)

of the user’s computing device 14, or on a network server (not shown) accessible to the

computing device I4. In the case where the digital content 12 is obtained on an optical

or magnetic disk or the like, it may only be necessary that such disk be present in an

appropriate drive (not shown) coupled to the user’s computing device 14.

In the present invention, it is not envisioned that any special tools are
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necessary to acquire digital content 12. either from the content server 22 as a direct

distribution source or from some intermediary as an indirect distribution source. That

is, it is preferable that digital content 12 be as easily acquired as any other data file.

However, the DRM system 32 and/or the rendering application 34 may include an

interface (not shown) designed to assist the user in obtaining digital content 12 . For

example, the interface may include a web browser especially designed to search for

digital content 12, links to pre-defined Internet web sites that are known to be sources

of digital content 12, and the like.

DRM SYSTEM 32 — Content Rendering, Part 1

Referring now to Fig. 5A.; in one embodiment of the present invention,

assuming the encrypted digital content 12 has been distributed to and received by a

user and placed by the user on the computing device 14 in the form of a stored file, the

user will attempt to render the digital content 12 by executing some variation on a

render command (step 501). For example, such render command may be embodied as

a request to ‘play’ or ‘open’ the digital content 12. In some computing environments,

such as for example the “MICROSOFT WINDOWS" operating system, distributed by

MICROSOFT Corporation of Redmond, Washington. such play or open command

may be as simple as ‘clicking’ on an icon representative of the digital content 12. Of

course, other embodiments of such render command may be employed without

departing from the spirit and scope of the present invention. In general, such render

command may be considered to be executed whenever a user directs that a file having

digital content 12 be opened, run. executed, and/or the like.

Importantly, and in addition. such render command may be embodied

as a request to copy the digital content 12 to another form. such as to a printed form,

a visual form, an audio form, etc. As should be understood. the same digital content

12 may be rendered in one form. such as on a computer screen. and then in another

form, such as a printed document. In the present invention. each type of rendering is

- performed only ifthe user has the right to do so. as will be explained below.

In one embodiment of the present invention. the digital content 12 is in '
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the form of a digital file having a file name ending with an extension, and the

computing device 14 can determine based on such extension to start a particular kind

of rendering application 34. For example, if the file name extension indicates that the

digital content 12 is a text file, the rendering application 34 is some form of word

processor such as the “MICROSOFT WORD”. distributed by MICROSOFT

Corporation of Redmond, Washington. Likewise, if the file name extension indicates

that the digital content 12 is an audio, video. and/or multimedia file, the rendering

application 34 is some form of multimedia player, such as “MICROSOFT MEDIA

PLAYER”, also distributed by MICROSOFT Corporation of Redmond, Washington.

Of course, other methods of detemtining a rendering application may

be employed without departing from the spirit and scope of the present invention. As

but one example, the digital content 12 may contain meta-data in an un-encrypted form

(i.e., the aforementioned header information). where the meta-data includes

information on the type of rendering application 34 necessary to render such digital

content 12. I

Preferably, such rendering application 34 examines the digital content

12 associated with the file name and determines whether such digital content 12 is

encrypted in a rights-protected form (steps 503. 505). If not protected. the digital

content 12 may be rendered without further ado (step 507). Ifprotected. the rendering

application 34 determines from the encrypted digital content 12 that the DRM system

32 is necessary to play such digital content 12. Accordingly, such rendering

application 34 directs the user’s computing device l4 to run the DRM system 32

thereon (step 509). Such rendering application 34 then calls such DRM system 32 to

decrypt the digital content 12 (step 51 1). As will be discussed in more detail below.

the DRM system 32 in fact decrypts the digital content 12 only ifthe user has a valid

license l6 for such digital content 12 and the right to play the digital content 12

according to the license rules in the valid license 16. Preferably. once the DRM system

32 has been called by the rendering application 34, such DRM system 32 assumes

control from the rendering application 34. at least for purposes of determining whether
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the user has a right to play such digital content 12 (step 513).

DRM System 32 Components

In one embodiment of the present invention, and referring again to Fig.

4, the DRM system 32 includes a license evaluator 36, the black box 30, a license store

5 38, and a state store 40.

DRM System 32 Components - License Evaluator 36

The license evaluator 36 locates one or more licenses 16 that

correspond to the requested digital content 12, determines whether such licenses 16 are

valid, reviews the license rules in such valid licenses 16, and determines based on the

10 reviewed license rules whether the requesting user has the right to render the requested

digital content 12 in the manner sought, among other things. As should be understood,

the license evaluator 36 is a trusted component in the DRM system 32. In the present

disclosure, to be ‘trusted’ means that the license server 24 (or any other trusting

element) is satisfied that the trusted element will carry out the wishes of the owner of

15 the digital content 12 according to the rights description in the license 16, and that a

user cannot easily alter such trusted element for any purpose. nefarious or otherwise.

The license evaluator 36 has to be trusted in order to ensure that such

license evaluator 36 will in fact evaluate a license 16 properly, and to ensure that such

license evaluator 36 has not been adulterated or otherwise modified by a user for the

20 purpose of bypassing actual evaluation of a license 16. Accordingly, the license

evaluator 36 is run in a protected or shrouded environment such that the user is denied

access to such license evaluator 36. Other protective measures may of course be

employed in connection with the license evaluator 36 without departing from the spirit

and scope of the present invention.

25 DRM Svstem 32 Components - Black Box 30

Primarily, and as was discussed above. the black box 30 performs

encryption and decryption functions in the DRM system 32. ln particular. the black

box 30 works in conjunction with the license evaluator 36 to decrypt and encrypt

certain information as part of the license evaluation function. In addition. once the
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license evaluator 36 determines that a user does in fact have the right to render the

requested digital content 12 in the manner sought. the black box 30 is provided with

a decryption key (KD) for such digital content 12, and performs the function of

decrypting such digital content 12 based on such decryption key (KD).

The black box 30 is also a trusted component in the DRM system 32.

In particular, the license server 24 must trust that the black box 30 will perform the

decryption function only in accordance with the license rules in the license l6, and also

trust that such black box 30 will not operate should it become adulterated or otherwise

modified by a user for the nefarious purpose of bypassing actual evaluation of a license

16. Accordingly, the black box 30 is also run in a protected or shrouded enviromnent

such that the user is denied access to such black box 30. Again, other protective

measures may be employed in connection with the black box 30 without departing

from the spirit and scope of the present invention. Preferably, and like the content

server 22 and license server 24, the black box 30 in the DRM system 32 has a unique

public / private key pair (PU—BB, PR~BB) that is employed as part of the process of

evaluating the license 16 and obtaining a decryption key (KD) for decrypting the

digital content 12, as will be described in more detail below.

DRM System 32 Components - License Store 38

The license store 38 stores licenses l6 received by the DRM system 32

for corresponding digital content 12. The license store 38 itself need not be trusted

since the license store 38 merely stores licenses 16. each of which already has trust

components built thereinto, as will be described below. In one embodiment of the

present invention, the license store 38 is merely a sub-directory of a drive such as a

hard disk drive or a network drive. However. the license store 38 may be embodied

in any other fomt without departing from the spirit and scope of the present invention,

so long as such license store 38 performs the function of storing licenses 16 in a

location relatively convenient to the DRM system 32.

DRM Svstem 32 Components - State Store 40

The state store 40 performs the function of maintaining state
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information corresponding to licenses l6 presently or formerly in the license store 38.

Such state infonnation is created by the DRM system 32 and stored in the state store

40 as necessary. For example, if a particular license 16 only allows a pre-determined

number of renderings of a piece of corresponding digital content 12, the state store 40

maintains state information on how many renderings have in fact taken place in

connection with such license 16. The state store 40 continues to maintain state

infonnation on licenses 16 that are no longer in the license store 38 to avoid the

situation where it would otherwise be advantageous to delete a license 16 from the

license store 38 and then obtain an identical license 16 in an attempt to delete the

corresponding state information from the state store 40.

The state store 40 also has to be trusted in order to ensure that the

information stored therein is not reset to a state more favorable to a user. Accordingly,

the state store 40 is likewise run in a protected or shrouded environment such that the

user is denied access to such state store 40. Once again, other protective measures may

of course be employed in connection with the state store 40 without departing from the

spirit and scope of the present invention. For example. the state store 40 may be stored

by the DRM system 32 on the computing device 14 in an encrypted form.

DRM SYSTEM 32 - Content Rendering, Part 2

Referring again to Fig. 5A. and again discussing content rendering in

one embodiment of the present invention. once the DRM system 32 has assumed

control from the calling rendering application 34. such DRM system 32 then begins the

process of determining whether the user has a right to render the requested digital

content 12 in the manner sought. In particular. the DRM system 32 either locates a

valid, enabling license 16 in the license store (steps 515. 5l 7) or attempts to acquire

a valid, enabling license 16 from the license server 24 (Le. performs the license

acquisition function as discussed below and as shown in Fig. 7).

As a first step, and referring now to Fig. 6. the license evaluator 36 of

such DRM system 32 checks the license store 38 for the presence of one or more

received licenses 16 that correspond to the digital content l2 (step 60] ). Typically. the
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license 16 is in the form ofa digital file. as will be discussed below. although it will

be recognized that the license 16 may also be in other forms without departing from

the spirit and scope of the present invention. Typically, the user will receive the digital

content 12 without such license 16, although it will likewise be recognized that the

digital content 12 may be received with a corresponding license 16 without departing

from the spirit and scope of the present invention.

As was discussed above in comtection with Fig. 3. each piece of digital

content 12 is in a package 12p with a content ID (or package ID) identifying such

digital content 12 (or package 12p), and a key ID identifying the decryption key (K.D)

that will decrypt -the encrypted digital content 12. Preferably, the content ID (or

package ID) and the key ID are in an un-encrypted form. Accordingly. and in

particular, based on the content ID of the digital content 12. the license evaluator 36

looks for any license 16 in the license store 38 that contains an identification of

applicability to such content ID. Note that multiple such licenses 16 may be found,

especially if the owner of the digital content 12 has specified several different kinds

of licenses 16 for such digital content 12, and the user has obtained multiple ones of

such licenses 16. If in fact the license evaluator 36 does not find in the license store

38 any license 16 corresponding to the requested digital content 12. the DRM system

32 may then perform the function of license acquisition (step 519 of Fig. 5), to be

described below.

Assume now that the DRM system 32 has been requested to render a

piece of digital content 12, and one or more licenses 16 corresponding thereto are

present in the license store 38. In one embodiment of the present invention. then, the

license evaluator 36 of the DRM system 32 proceeds to detennine for each such license

16 whether such license 16 itself is valid (steps 603 and 605 of Fig. 6). Preferably. and

in particular, each license 16 includes a digital signature 26 based on the content 28 of

the license 16. As should be understood, the digital signature 26 will not match the

license 16 if the content 28 has been adulterated or otherwise modified. Thus. the

license evaluator 36 can determine based on the digital signature 26 whether the
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content 28 is in the form that it was received from the license sewer 24 (i.e.. is valid).

If no valid license 16 is found in the license store 38. the DRM system 32 may then

perfonn the license acquisition function described below to obtain such a valid license

16.

Assuming that one or more valid licenses 16 are found, for each valid

license 16, the license evaluator 36 of the DRM system 32 next determines whether

such valid license 16 gives the user the right to render the corresponding digital content

12 in the manner desired (i.e., is enabling) (steps 607 and 609). In particular, the

license evaluator 36 determines whether the requesting user has the right to play the

requested digital content 12 based on the rights description in each license 16 and

based on what the user is attempting to do with the digital content 12. For example,

such rights description may allow the user to render the digital content 12 into a sound,

but not into a decrypted digital copy.

As should be understood, the rights description in each license 16

specifies whether the user has rights to play the digital content 12 based on any of

several factors, including who the user is. where the user is located, what type of

computing device 14 the user is using, what rendering application 34 is calling the

DRM system 32, the date, the time. etc. In addition, the rights description may limit

the license 16 to a pre-determined number of plays. or pre—determined play time, for

example. In such case, the DRM system 32 must refer to any state information with

regard to the license 16, (i.e., how many times the digital content 12 has been rendered,

the total amount of time the digital content 12 has been rendered. etc.), where such

state information is stored in the state store 40 of the DRM system 32 on the user’s

computing device 14.

Accordingly, the license evaluator 36 of the DRM system 32 reviews

the rights description of each valid license 16 to detemiine whether such valid license

16 confers the rights sought to the user. In doing so. the license evaluator 36 may have

to refer to other data local to the user's computing device 14 to perform a

determination of whether the user has the rights sought. As seen in Fig. 4. such data‘
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may include an identification 42 of the user's computing device (machine) 14 and

particular aspects thereof, an identification 44 of the user and particular aspects thereof,

an identificafion of the rendering application 34 and particular aspects thereof, a system

clock 46, and the like. If no valid license 16 is found that provides the user with the

right to render the digital content 12 in the manner sought. the DRM system 32 may

then perform the license acquisition function described below to obtain such a license

16, if in fact such a license 16 is obtainable.

Of course, in some instances the user cannot obtain the right to render

the digital content 12 in the manner requested. because the content owner of such

digital content 12 has in effect directed that such right not be granted. For example,

the content owner of such digital content 12 may have directed that no license 16 be

granted to allow a user to print a text document. or to copy a multimedia presentation

into an un-encrypted form. In one embodiment of the present invention, the digital

content 12 includes data on what rights are available upon purchase of a license 16, and

types of licenses 16 available. However, it will be recognized that the content owner

of a piece of digital content 12 may at any time change the rights currently available

for such digital content 12 by changing the licenses 16 available for such digital

content 12. .

DRM SYSTEM 32 - License Acguisition

Referring now to Fig. 7, if in fact the license evaluator 36 does not find

in the license store 38 any valid, enabling license 16 corresponding to the requested

digital content 12, the DRM system 32 may then perform the function of license

acquisition. As shown in Fig. 3, each piece of digital content 12 is packaged with

information in an un-encrypted form regarding how to obtain a license 16 for rendering

such digital content 12 (i.e., license acquisition information_).

In one embodiment of the present invention. such license acquisition

information may include (among other things) types oflicenses 16 available, and one

or more Internet web sites or other site information at which one or more appropriate

license servers 24 may be accessed, where each such license server 24 is in fact capable
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of issuing a license 16 corresponding to the digital content 12. Of course. the license

16 may be obtained in other manners without departing from the spirit and scope of the

present invention. For example, the license I6 may be obtained from a license server

24 at an electronic bulletin board, or even in person or via regular mail in the form of

a file on a magnetic or optical disk or the like.

Assuming that the location for obtaining a license 16 is in fact a license

server 24 on a network, the license evaluator 36 then establishes a network connection

to such license server 24 based on the web site or other site information, and then sends

a request for a license 16 from such connected license server 24 (steps 70], 703). In

particular, once the DRM system 32 has contacted the license server 24, such DRM

system 32 transmits appropriate license request information 36 to such license server

24. In one embodiment of the present invention, such license 16 request information

36 may include:

- the public key of the black box 30 of the DRM system 32 (PU-BB);

- the version number of the black box 30 of the DRM system 32;

- a certificate with a digital signature from a certifying authority

certifying the black box 30 (where the certificate may in fact include

the aforementioned public key and version number of the black box

30);

- the content ID (or package ID) that identifies the digital content 12 (or

package 12p);

— the key ID that identifies the decryption key (KD) for decrypting the

digital content 12;

- the type of license 16 requested (if in fact multiple types are

available);

- the type of rendering application 34 that requested rendering of the

digital content 12;

and/or the like, among other things. Of course, greater or lessor amounts of license 16

request infonnation 36 may be transmitted to the license server 24 by the DRM system
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32 without departing from the spirit and scope of the present invention. For example,

information on the type of rendering application 34 may not be necessary, while

additional information about the user and/or the user’s computing device 14 may be

necessary.

Once the license server 24 has received the license 16 request

information 36 from the DRM system 32, the license server 24 may then perform

several checks for trust / authentication and for other purposes. In one embodiment of

the present invention, such license server 24 checks the certificate with the digital

signature of the certifying authority to determine whether such has been adulterated or

otherwise modified (steps 705, 707). If so, the license server 24 refuses to grant any

license 16 based on the request information 36. The license server 24 may also

maintain a list of known ‘bad’ users and/or user's computing devices 14, and may

refuse to grant any license 16 based on a request from any such bad user and/or bad

user’s computing device 14 on the list. Such ‘bad’ list may be compiled in any

appropriate manner without departing from the spirit and scope of the present
invention.

Based on the received request and the infonnation associated therewith,

and particularly based on the content ID (or package ID) in the license request

information, the license server 24 can interrogate the content-key database 20 (Fig. 1)

and locate a record corresponding to the digital content 12 (or package 12p) that is the

basis of the request. As was discussed above, such record contains the decryption key

(KD), key ID, and content ID for such digital content 12. In addition. such record may

contain license data regarding the types of licenses 16 to be issued for the digital

content 12 and the terms and conditions for each type of license 16. Alternatively,

such record may include a pointer. link, or reference to a location having such

additional information.

As mentioned above. multiple types of licenses 16 may be available.

For example, for a relatively small license fee. a license I6 allowing a limited number

of renderings may be available. For a relatively greater license fee, a license 16
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allowing unlimited renderings until an expiration date may be available. For a still

greater license fee, a license 16 allowing unlimited renderings without any expiration

date may be available. Practically any type of license 16 having any kind of license

terms may be devised and issued by the license server 24 without departing from the

spirit and scope of the present invention.

In one embodiment of the present invention, the request for a license 16

is accomplished with the aid of a web page or the like as transmitted from the license

server 24 to the user’s computing device 14. Preferably, such web page includes

information on all types of licenses 16 available from the license server 24 for the

digital content 12 that is the basis of the license 16 request.

In one embodiment of the present invention, prior to issuing a license

16, the license server 24 checks the version number of the black box 30 to determine

whether such black box 30 is relatively current (steps 709, 71 1). As should be

understood, the black box 30 is intended to be secure and protected from attacks from

a user with nefarious purposes (i.e., to improperly render digital content 12 without a

license 16, or outside the terms of a corresponding license 16). However, it is to be

recognized that no system and no software device is in fact totally secure from such an

attack.

As should also be understood. if the black box 30 is relatively current,

ie, has been obtained or updated relatively recently. it is less likely that such black

box 30 has been successfully attacked by such a nefarious user. Preferably, and as a

matter of trust, if the license server 24 receives a license request with request

information 36 including a black box 30 version number that is not relatively current,

such license server 24 refiises to issue the requested license 16 until the corresponding

black box 30 is upgraded to a current version. as will be described below. Put simply,

the license server 24 will not trust such black box 30 unless such black box 30 is

relatively current.

In the context of the black box 30 of the present invention. the term

‘current’ or ‘relatively current’ may have any appropriate meaning without departing
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from the spirit and scope of the present invention. consistent with the function of

providing trust in the black box 30 based on the age or use thereof. For example,

‘current’ may be defined according to age (ie. less than one month old). As an

alternative example, ‘current’ may be defined based on a number of times that the

black box 30 has decrypted digital content 12 (i.e., less than 200 instances of

decryption). Moreover, ‘current’ may be based on policy as set by each license server

24, where one license server 24 may define ‘current’ differently from another license

server 24, and a license server 24 may further define ‘current’ differently depending

on the digital content 12 for which a license 16 is requested. or depending on the type

of license 16 requested, among other things.

Assuming that the license server 24 is satisfied from the version

number of a black box 30 or other indicia thereof that such black box 30 is current, the

license server 24 then proceeds to negotiate terms and conditions for the license 16

with the user (step 713). Alternatively, the license server 24 negotiates the license 16

with the user, then satisfies itself from the version number of the black box 30 that

such black box 30 is current (i.e., performs step 713. then step 71 1). Of course, the

amount of negotiation varies depending on the type of license 16 to be issued, and

other factors. For example, if the license server 24 is merely issuing a paid-up

unlimited use license 16, very little need be negotiated. On the other hand, if the

license 16 is to be based on such items as varying values. sliding scales, break points,

and other details, such items and details may need to be worked out between the

license server 24 and the user before the license 16 can be issued.

As should be understood, depending on the circumstances, the license

negotiation may require that the user provide further information to the license server

24 (for example, information on the user. the user’s computing device 14, etc.).

Importantly, the license negotiation may also require that the user and the license

server 24 determine a mutually acceptable payment instrument (:1 credit account, a

debit account, a mailed check, etc.) and/or payment method (paid-‘up immediately,

spread over a period of time, etc.), among other things.
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Once all the terms of the license 16 have been negotiated and agreed to

by both the license server 24 and user (step 715). a digital license 16 is generated by

the license server 24 (step 719), where such generated license 16 is based at least in

part on the license request, the black box 30 public key (PU-BB). and the decryption

key (KD) for the digital content 12 that is the basis of the request as obtained from the

content-key database 20. In one embodiment of the present invention, and as seen in

Fig. 8, the generated license 16 includes:

- the content ID of the digital content 12 to which the license 16

applies;

- a Digital Rights License (DRL) 48 (i.e.. the rights description or

actual terms and conditions of the license 16 written in a predetermined

form that the license evaluator 36 can interrogate), perhaps encrypted

with the decryption key (KD) (i.e.. KD (DRL));

- the decryption key (KD) for the digital content 12 encrypted with the

black box 30 public key (PU—BB) as receive in the license request

(i.e.,(PU-BB (KD));

- a digital signature from the license server 24 (without any attached

certificate) based on (KD (DRL)) and (PU-BB (KD)) and encrypted

with the license server 24 private key (i.e.. (S (PR-LS))); and

- the certificate that the license server 24 obtained previously from the

content server 22, such certificate indicating that the license server 24

has the authority from the content server 22 to issue the license 16 (i.e.,

(CERT (PU-LS) S (PR-CS))).

As should be understood, the aforementioned elements and perhaps others are

packaged into a digital file or some other appropriate form. As should also be

understood, if the DRL 48 or (PU-BB (KD)) in the license 16 should become

adulterated or otherwise modified, the digital signature (S (PR-LS)) in the license 16

will not match and therefore will not validate such license 16. For this reason. the

DRL 48 need not necessarily be in an encrypted fonn (i.e.. (KD(DRL)) as mentioned
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above), although such encrypted fonn may in some instances be desirable and

therefore may be employed without departing from the spirit and scope of the present

invention.

Once the digital license 16 has been prepared. such license 16 is then

issued to the requestor (i.e., the DRM system 32 on the user's computing device 14)

(step 719 of Fig. 7). Preferably, the license 16 is transmitted over the same path

through which the request therefor was made (i.e., the lntemet or another network),

although another path may be employed without departing from the spirit and scope

of the present invention. Upon receipt, the requesting DRM system 32 preferably

automatically places the received digital license 16 in the license store 38 (step 721).

It is to be understood that a user’s computing device 14 may on

occasion malfunction, and licenses 16 stored in the license store 38 of the DRM system

32 on such user’s computing device 14 may become irretrievably lost. Accordingly,

it is preferable that the license server 24 maintain a database 50 of issued licenses 16

(Fig. 1), and that such license server 24 provide a user with a copy or re-issue

(hereinafter ‘re-issue’) of an issued license 16 if the user is in fact entitled to such re-

issue. In the aforementioned case where licenses 16 are irretrievably lost. it is also

likely the case that state information stored in the state store 40 and corresponding to

such licenses 16 is also lost. Such lost state infomiation should be taken into account

when re-issuing a license 16. For example. a fixed number of renderings license 16

might legitimately be re-issued in a pro—rated form after a relatively short period of

time, and not re-issued at all a.fier a relatively longer period of time.

DRM SYSTEM 32 - Installation/Upgrade of Black Box 30

As was discussed above, as part of the function of acquiring a license

16, the license server 24 may deny a request for a license 16 from a user if the user’s

computing device 14 has a DRM system 32 with a black box 30 that is not relatively

current, i.e., has a relatively old version number. In such case. it is preferable that the

black box 30 of such DRM system 32 be upgraded so that the license acquisition

function can then proceed. Of course. the black box 30 may be upgraded at other times
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without departing from the spirit and scope of the present invention.

Preferably, as part of the process of installing the DRM system 32 on

a user’s computing device 14, a non-unique ‘lite’ version of a black box 30 is provided.

Such ‘lite’ black box 30 is then upgraded to a unique regular version prior to rendering

a piece of digital content 12. As should be understood, if each black box 30 in each

DRM system 32 is tmique, a security breach into one black box 30 cannot easily be

replicated with any other black box 30.

Referring now to Fig. 9, the DRM system 32 obtains the unique black

box 30 by requesting same from a black box server 26 or the like (as was discussed

above and as shown in Fig. 1) (step 90]). Typically, such request is made by way of

the Internet, although other means of access may be employed without departing from

the spirit and scope of the present invention. For example, the connection to a black

box server 26 may be a direct connection, either locally or remotely. An upgrade from

one unique non-lite black box 30 to another unique non-lite black box 30 may also be

requested by the DRM system 32 at any time, such as for example a time when a

license server 24 deems the black box 30 not current. as was discussed above.

Thereafter, the black box server 26 generates a new unique black box

30 (step 903). As seen in Fig. 3, each new black box 30 is provided with a version

number and a certificate with a digital signature from a certifying authority. As was

discussed above in connection with the license acquisition function, the version

number of the black box 30 indicates the relative age and/or use thereof. The

certificate with the digital signature from the certifying authority. also discussed above

in connection with the license acquisition function, is a proffer or vouching mechanism

from the certifying authority that a license server 24 should trust the black box 30. Of

course, the license server 24 must trust the certifying authority to issue such a

certificate for a black box 30 that is in fact trustworthy. It may be the case. in fact, that

the license server 24 does not trust a particular certifying authority. and refuses to

honor any certificate issued by such certifying authority. Trust may not occur, for

example, if a particular certifying authority is found to be engaging in a pattern of
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improperly issuing certificates.

Preferably, and as was discussed above. the black box server 26

includes a new unique public / private key pair (PU-BB, PR—BB) with the newly

generated unique black box 30 (step 903 of Fig. 9). Preferably. the private key for the

black box 30 (PR-BB) is accessible only to such black box 30. and is hidden from and

inaccessible by the remainder of the world, including the computing device 14 having

the DRM system 32 with such black box 30. and the user thereof.

Most any hiding scheme may be employed without departing from the

spirit and scope of the present invention, so long as such hiding scheme in fact

performs the function of hiding the private key (PR-BB) from the world. As but one

example, the private key (PR-BB) may be split into several sub-components, and each

sub-component may be encrypted uniquely and stored in a different location. In such

a situation, it is preferable that such sub-components are never assembled in full to

produce the entire private key (PR-BB).

In one embodiment of the present invention. such private key (PR-BB)

is encrypted according to code-based encryption techniques. In particular, in such

embodiment, the actual software code of the black box 30 (or other software code) is

employed as encrypting key(s). Accordingly. if the code of the black box 30 (or the

other software code) becomes adulterated or otherwise modified, for example by a user

with nefarious purposes, such private key (PR-BB) cannot be decrypted.

Although each new black box 30 is delivered with a new public /

private key pair (PU—BB, PR-BB), such new black box 30 is also preferably given

access to old public / private key pairs from old black boxes 30 previously delivered

to the DRM system 32 on the user’s computing device l4 (step 905). Accordingly, the

upgraded black box 30 can still employ the old key pairs to access older digital content

12 and older corresponding licenses 16 that were generated according to such old key

pairs, as will be discussed in more detail below.

Preferably, the upgraded black box 30 delivered by the black box server

26 is tightly tied to or associated with the user's computing device 14. Accordingly.
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the upgraded black box 30 cannot be operably transferred among multiple computing

devices 14 for nefarious purposes or otherwise. In one embodiment of the present

invention, as part of the request for the black box 30 (step 901) the DRM system 32

provides hardware information unique to such DRM system 32 and/or unique to the

user’s computing device 14 to the black box server 26, and the black box server 26

generates a black box 30 for the DRM system 32 based in part on such provided

hardware information. Such generated upgraded black box 30 is then delivered to and

installed in the DRM system 32 on the user’s computing device 14 (steps 907, 909).

If the upgraded black box 30 is then somehow transferred to another computing device

14, the transferred black box 30 recognizes that it is not intended for such other

computing device 14, and does not allow any requested rendering to proceed on such

other computing device 14.

Once the new black box 30 is installed in the DRM system 32, such

DRM system 32 can proceed with a license acquisition function or with any other

function.

DRM SYSTEM 32 - Content Rendering, Part 3

Referring now to Fig. 5B, and assuming, now, that the license evaluator

36 has found at least one valid license 16 and that at least one of such valid licenses 16

provides the user with the rights necessary to render the corresponding digital content

12 in the manner sought (i.e., is enabling), the license evaluator 36 then selects one of

such licenses 16 for further use (step 519). Specifically, to render the requested digital

content 12, the license evaluator 36 and the black box 30 in combination obtain the

decryption key (KD) from such license 16. and the black box 30 employs such

decryption key (KD) to decrypt the digital content 12. In one embodiment of the

present invention, and as was discussed above. the decryption key (KD) as obtained

from the license 16 is encrypted with the black box 30 public key (PU-BB(KD)). and

the black box 30 decrypts such encrypted decryption key with its private key (PR-BB)

to produce the decryption key (KD) (steps 52]. 523). However. other methods of

obtaining the decryption key (KD) for the digital content 12 may be employed without
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departing from the spirit and scope of the present invention.

Once the black box 30 has the decryption ke_\;' (KD) for the digital

content 12 and permission from the license evaluator 36 to render the digital content

12, control may be returned to the rendering application 34 (steps 525. 527). In one

embodiment of the present invention, the rendering application 34 then calls the DRM

system 32/ black box 30 and directs at least a portion of the encrypted digital content

12 to the black box 30 for decryption according to the decryption key (KD) (step 529).

The black box 30 decrypts the digital content 12 based upon the decryption key (KD)

for the digital content 12, and then the black box 30 returns the decrypted digital

content 12 to the rendering application 34 for actual rendering (steps 533, 535). The

rendering application 34 may either send a portion of the encrypted digital content 12

or the entire digital content 12 to the black box 30 for decryption based on the

decryption key (KD) for such digital content 12 without departing from the spirit and

scope of the present invention.

Preferably, when the rendering application 34 sends digital content 12

to the black box 30 for decryption, the black box 30 and/or the DRM system 32

authenticates such rendering application 34 to ensure that it is in fact the same

rendering application 34 that initially requested the DRM system 32 to run (step 531).

Otherwise, the potential exists that rendering approval may be obtained improperly by

basing the rendering request on one type of rendering application 34 and in fact

rendering with another type ofrendering application 34. Assuming the authentication

is successful and the digital content 12 is decrypted by the black box 30. the rendering

application 34 may then render the decrypted digital content 12 (steps 533. 535).

Seguence of Key Transactions

Referring now to Fig. 10, in one embodiment of the present invention,

a sequence of key transactions is perfonned to obtain the decryption key (KD) and

evaluate a license 16 for a requested piece of digital content 12 (i.e.. to perfomi steps

515-523 of Figs. 5A and 5B). Mainly, in such sequence. the DRM system 32 obtains

the decryption key (KD) from the license 16. uses information obtained from the
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license 16 and the digital content 12 to authenticate or ensure the validity of both, and

then determines whether the license 16 in fact provides the right to render the digital

content 12 in the manner sought. If so, the digital content 12 may be rendered.

Bearing in mind that each license 16 for the digital content 12, as seen

5 in Fig. 8, includes:

- the content ID of the digital content 12 to which the license 16

applies;

- the Digital Rights License (DRL) 48, perhaps encrypted with the

decryption key (KD) (i.e., KD (DRL));

10 - the decryption key (KD) for the digital content 12 encrypted with the

black box 30 public key (PU-BB) (i.e..(PU-BB (KD));

- the digital signature from the license server 24 based on (KD (DRL))

and (PU-BB (KD)) and encrypted with the license server 24 private key

(i.e., (S (PR-LS))); and

15 - the certificate that the license server 24 obtained previously from the

content server 22 (i.e., (CERT (PU-LS) S (PR-CS))),

and also bearing in mind that the package 12p having the digital content 12. as seen in

Fig. 3, includes:

- the content ID of such digital content 12:

20 — the digital content 12 encrypted by KD (i.e.. (KD(CONTENT)));

- a license acquisition script that is not encrypted: and

- the key KD encrypting the content server 22 public key (PU-CS),

signed by the content server 22 private key (PR-CS) (i.e.. (KD (PU-CS)

S (PR-CS)))_,

25 in one embodiment of the present invention. the specific sequence of key transactions

that are performed with regard to a specific one of the licenses 16 for the digital

content 12 is as follows:

1. Based on (PU-BB (KD)) from the license 16. the black box 30

of the DRM system 32 on the user’s computing device 14 applies its private key (PR-
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BB) to obtain (KD) (step 1001). (PR-BB (PU-BB (KD)) = (KD)). Note, importantly,

that the black box 30 could then proceed to employ KD to decrypt the digital content

12 without any further ado. However, and also importantly, the license server 24 trusts

the black box 30 not to do so. Such trust was established at the time such license

server 24 issued the license 16 based on the certificate from the certifying authority

vouching for the trustworthiness of such black box 30. Accordingly, despite the black

box 30 obtaining the decryption key (KD) as an initial step rather than a final step, the

DRM system 32 continues to perform all license 16 validation and evaluation

functions, as described below.

2. Based on (KD (PU—CS) S (PR-CS)) from the digital content 12,

the black box 30 applies the newly obtained decryption key (KD) to obtain (PU—CS)

(step 1003). (KD (KD (PU—CS)) = (PU—CS)). Additionally. the black box 30 can

apply (PU—CS) as against the signature (S (PR-CS)) to satisfy itself that such signature

and such digital content 12 / package 12p is valid (step 1005). If not valid, the process

is halted and access to the digital content 12 is denied.

3. Based on (CERT (PU-LS) S (PR-CS)) from the license 16, the

black box 30 applies the newly obtained content server 22 public key (PU—CS) to

satisfy itself that the certificate is valid (step 1007). signifying that the license server

24 that issued the license 16 had the authority from the content server 22 to do so, and

then examines the certificate contents to obtain (PU-LS) (step 1009). If not valid, the

process is halted and access to the digital content 12 based on the license 16 is denied. g

4. Based on (S (PR—LS)) from the license 16, the black box 30

applies the newly obtained license server 24 public key (PU-LS) to satisfy itself that

the license 16 is valid (step 1011). If not valid. the process is halted and access to the

digital content 12 based on the license 16 is denied.

5. Assuming all validation steps are successful. and that the DRL

48 in the license 16 is in fact encrypted with the decryption key (KD), the license

evaluator 36 then applies the already-obtained decryption key (KD) to (KD(DRL)) as

obtained from the license 16 to obtain the license temis from the license 16 (i.e., the
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DRL 48) (step 1013). Of course. if the DRL 48 in the license 16 is not in fact

encrypted with the decryption key (KD), step 1013 may be omitted. The license

evaluator 36 then evaluates / interrogates the DRL 48 and determines whether the

user’s computing device 14 has the right based on the DRL 48 in the license 16 to

render the corresponding digital content 12 in the manner sought (i.e., whether the

DRL 48 is enabling) (step 1015). If the license evaluator 36 determines that such right

does not exist, the process is halted and access to the digital content 12 based on the

license 16 is denied.

6. Finally, assuming evaluation of the license 16 results in a

positive determination that the user’s computing device 14 has the right based on the

DRL 48 terms to render the corresponding digital content 12 in the manner sought, the

license evaluator 36 informs the black box 30 that such black box 30 can render the

corresponding digital content 12 according to the decryption key (KD). The black box

30 thereafter applies the decryption key (KD) to decrypt the digital content 12 from the

package 12p (i.e., (KD(KD(CONTENT)) = (CONTENT)) (step 1017).

It is important to note that the above-specified series of steps represents

an alternating or ‘ping-ponging’ between the license 16 and the digital content 12.

Such ping-ponging ensures that the digital content 12 is tightly bound to the license 16,

in that the validation and evaluation process can only occur if both the digital content

12 and license 16 are present in a properly issued and valid fonn. In addition. since the

same decryption key (KD) is needed to get the content server 22 public key (PU-CS)

from the license 16 and the digital content 12 from the package 12p in a decrypted

form (and perhaps the license terms (DRL 48) from the license 16 in a decrypted

form), such items are also tightly bound. Signature validation also ensures that the

digital content 12 and the license 16 are in the same form as issued from the content

server 22 and the license server 24, respectively. Accordingly. it is difficult if not

impossible to decrypt the digital content 12 by bypassing the license server 24, and

also difficult if not impossible to alter and then decrypt the digital content 12 or the

license 16.
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In one embodiment of the present invention. signature verification, and

especially signature verification of the license 16, is alternately performed as follows.

Rather than having a signature encrypted by the private key of the license server 16

(PR-LS), as is seen in Fig. 8, each license 16 has a signature encrypted by a private

5 root key (PR-R) (not shown), where the black box 30 of each DRM system 32 includes

a public root key (PU-R) (also not shown) corresponding to the private root key (PR-

R). The private root key (PR-R) is known only to a root entity, and a license server 24

can only issue licenses 16 if such license server 24 has arranged with the root entity to

issue licenses 16.

10 In particular, in such embodiment:

1. the license server 24 provides its public key (PU-LS) to the root

entity;

2. the root entity retums the license server public key (PU-LS) to such

license server 24 encrypted with the private root key (PR-R) (i.e.,

15 (CERT (PU-LS) S (PR-R).)); and

3. the license server 24 then issues a license 16 with a signature

encrypted with the license sewer private key (S (PR-LS)). and also

attaches to the license the certificate from the root entity (CERT

(PU-LS) S (PR-R)).

20 For a DRM system 18 to validate such issued license 16. then. the DRM

system 18:

1. applies the public root key (PU-R) to the attached certificate (CERT

(PU-LS) S (PR-R)) to obtain the license server public key (PU-LS);

and

25 2. applies the obtained license server public ke_v (PU-LS) to the

signature of the license 16 (S (PR-LS).

Importantly, it should be recognized that just as the root entity gave the

license server 24 permission to issue licenses 16 by providing the certificate (CERT

(PU-LS) S (PR-R)) to such license server 24. such license server 24 can provide a

Petitioner Apple Inc. — Exhibit 1002, p. 2060



Petitioner Apple Inc. - Exhibit 1002, p. 2061

l0

15

20

25

W0 00/59152

-44-

similar certificate to a second license server 24 (i.e.. (CERT (PU-LS2) S (PR-LSl)),

thereby allowing the second license server to also issue licenses 16. As should now

be evident, a license 16 issued by the second license server would include a first

certificate (CERT (PU-LS1) S (PR-R)) and a second certificate (CERT (PU-LS2) S

(PR-LSl)). Likewise, such license 16 is validated by following the chain through the

first and second certificates. Of course, additional links in the chain may be added and

traversed.

One advantage of the aforementioned signature verification process is

that the root entity may periodically change the private root key (PR-R), thereby

likewise periodically requiring each license server 24 to obtain a new certificate

(CERT (PU-LS) S (PR-R)). Importantly, as a requirement for obtaining such new

certificate, each license server may be required to upgrade itself. As with the black box

30, if a license server 24 is relatively current. i.e., has been upgraded relatively

recently, it is less likely that license server 24 has been successfully attacked.

Accordingly, as a matter of trust, each license server 24 is preferably required to be

upgraded periodically via an appropriate upgrade trigger mechanism such as the

signature verification process. Of course, other upgrade mechanisms may be employed

without departing from the spirit and scope of the present invention.

Ofcourse, if the private root key (PR—R) is changed. then the public root

key (PU-R) in each DRM system 18 must also be changed. Such change may for

exa.mple take place during a normal black box 30 upgrade. or in fact may require that

a black box 30 upgrade take place. Although a changed public root key (PU-R) may

potentially interfere with signature validation for an older license 16 issued based on

an older private root key (PR—R), such interference may be minimized by requiring that

an upgraded black box 30 remember all old public root keys (PU-R). Alternatively,

such interference may be minimized by requiring signature verification for a license

16 only once, for example the first time such license 16 is evaluated by the license

evaluator 36 of a DRM system 18. In such case. state information on whether

signature verification has taken place should be compiled. and such state information
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should be stored in the state store 40 of the DRM system 18.

Digjtal Rights License 48

In the present invention, the license evaluator 36 evaluates a Digital

Rights License (DRL) 48 as the rights description or terms ofa license 16 to determine

if such DRL 48 allows rendering of a corresponding piece of digital content 12 in the

manner sought. In one embodiment of the present invention, the DRL 48 may be

written by a licensor (i.e., the content owner) in any DRL language.

As should be understood, there are a multitude of ways to specify a

DRL 48. Accordingly, a high degree of flexibility must be allowed for in any DRL

language. However, it is impractical to specify all aspects of a DRL 48 in a particular

license language, and it is highly unlikely that the author of such a language can

appreciate all possible licensing aspects that a particular digital licensor may desire.

Moreover, a highly sophisticated license language may be unnecessary and even a

hindrance for a licensor providing a relatively simple DRL 48. Nevertheless, a licensor

should not be uimecessarily restricted in how to specify a DRL 48. At the same time,

the license evaluator 36 should always be able to get answers from a DRL 48 regarding

a number of specific license questions.

In the present invention, and referring now to Fig. 1 1, a DRL 48 can be

specified in any license language, but includes a language identifier or tag 54. The

license evaluator 36 evaluating the license 16. then, performs the preliminary step of

reviewing the language tag 54 to identify such language, and then selects an

appropriate license language engine 52 for accessing the license 16 in such identified

language. As should be understood, such license language engine 52 must be present

and accessible to the license evaluator 36. If not present. the language tag 54 and/or

the DRL 48 preferably includes a location 56 (typically a web site) for obtaining such

language engine 52.

Typically, the language engine 53 is in the form of an executable file

or set of files that reside in a memory of the user's computing device 14, such as a hard

drive. The language engine 52 assists the license evaluator 36 to directly interrogate
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the DRL 48, the license evaluator 36 interrogates the DRL 48 indirectly via the

language engine 48 acting as an intermediary, or the like. When executed, the

language engine 52 runs in a work space in a memory of the user’s computing device

14, such as RAM. However, any other form of language engine 52 may be employed

without departing from the spirit and scope of the present invention.

Preferably, any language engine 52 and any DRL language supports at

least a number of specific license questions that the license evaluator 36 expects to be

answered by any DRL 48, as will be discussed below. Accordingly, the license

evaluator 36 is not tied to any particular DRL language; a DRL 48 may be written in

any appropriate DRL language; and a DRL 48 specified in a new license language can

be employed by an existing license evaluator 36 by having such license evaluator 36

obtain a corresponding new language engine 52.

DRL Languages

Two examples of DRL languages. as embodied in respective DRLs 48,

are provided below. The first, ‘simple’ DRL 48 is written in a DRL language that

specifies license attributes, while the second ‘script’ DRL 48 is written in a DRL

language that can perform functions according to the script specified in the DRL 48.

While written in a DRL language, the meaning of each line of code should be apparent

based on the linguistics thereof and/or on the attribute description chart that follows:

Simple DRL 48:

<LICENSE>

<DATA>

<NAME>Beastie Boy's Play</NAME>
<ID>39384</ID>

<DESCRIPTION>Play the song 3 times</DESCRIPTION>
<I‘ERMS></TERMS>

<VALIDITY>

<NOTBEFORE>l9980l02 3:20:l4Z</NOTBEFORE>

<NOTAFTER> 1 9980102 23:20: l4Z</NOTAFTER>

</VALIDITY>

<ISSUEDDATF->1 9980] 02 23:20: 1 4Z</ISSUEDDATE>

<LICENSORSlTE>http://www.foo.com</LlCENSORSITE>

7
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<CONTENT$

<NAMB>Beastie Boy's</NAME,>
<ID>392</ID>

<KEYID>39292</KEYID>

<TYPE>MS Encrypted ASF 2.0</TTYPE>
</CONTEND

<OWNER>

<ID>939KDKD393KD</ID>

<NAME>Universal</NAME>

<PUBLlCKEY></PUBLICKEY>

</OWNER>

<LICENSEE>

<NAMF)Arnold</NAME>

<ID>939KDKD393KD</ID>

<PUBLICKEY></PUBLICKEY>

</LICENSEE>

<PRINCIPAL TYPE=’AND’>

<PRINCIPAL TYPE=’OR’>

<PRINClPAL>

<I‘YPE>x86Computcr</TYPE>
<lD>3939292939d9e939</ID>

<NAME>Personal Computer</NAME>
<AUTHTYPE>lntel Authenticated Boot PC

SHA-l DSAS12</AUTHTYPE>

<AUTHDATA>29293939</AUTHDATA>

</PRINCIPAL>

<PRINCIPAL>

<TYPE>Application</TYPE>
<ID>2939495939292</ID>

<NAME>Window’s Media Player</NAME>
<AUTHTYPE>Authenticode SHA-

1</AUTHTYPE>

<AUTHDATA>93939</AUTHDATA>

</PRINCIPAL>

</PRINCIPAL>

<PRINCIPAL>

<I‘YPE>Person</TY’PE>

<ID>39299482010</ID>

<NAMF>Arnold BIinn</NAME>

<AUTHTYPE>Authenticate user</AUTHTYPE>

<AUTHDATA>\\redmond\arnoldb</AUTHDATA>

</PRINCIPAL>

</PRINCIPAL>
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<DRLTYPE>Simple</DRLTYPE> [the language tag 54]
<DRLDATA>

<START>l 9980] 02 23 :20: 1 4Z</START>

<END>19980102 23:20: l4Z</END>

<COUNT>3</COUNT>

<ACTION>PLAY</ACTION>

</DRLDATA>

<ENABLINGBITS>aaaabbbbccccdddd</ENABLINGBITS>
</DATA>

<SIGNATURF>

<SIGNERNAME>Universal</SIGNERNAME>

<SIGNERID>93 82ABK3 93 9DKD</SIGNERID>

<HASHALGORITHMID>MD5</HASHALGORITHMID>

<SIGNALGORITHMID>RSA 128</SIGNALGORITHMID>

<SIGNATURE>xxxyyyxxxyyyxxxyyy</SIGNATURE>
<SIGNERPUBLICKEY></SIGNERPUBLICKEY>

<CONTENTSIGNEDSIGNERPUBLICKEY></CONTENTSIGNEDSI
GNERPUBLICKEY>

</SIGNATURF)

</LICENSE>

Script DRL 48:

<LICENSE>

<DATA>

<NAMI~>Beastie Boy's P1ay</NAME
<ID>39384</ID> ‘

<DESCRIPTION>Play the song unlimited</DESCRIPTION>
<1"ERMS></TERMS>

<VALIDITY>

<NOTBEFORE>19980102 23 :20: 14Z</NOTBEFORE>

<NOTAFTER>19980102 23:20: 14Z</NOTAFTER>

<NALIDITY>

<ISSUEDDATE>19980102 23 :20: 1 4Z</ISSUEDDATE>

<LICENSORSITE>http://www.foo.com<./LICENSORSITE>
<CON'I'ENT>

<NAME>Beastie Boy's</NAME
<ID>392</ID>

<KEYID>3 9292</KEY.ID>

<TYPE>MS Encrypted ASF 2.0<fITYPE>
</CONTEN1>

<OWNER>

<ID>939KDKD393KD</ID>
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<NAME>Universal</NAME>

<PUBLICKEY></PUBLICKEY>
</OWNER>

<LICENSEE>

<NAME>Arnold</NAME?

<ID>939KDKD393KD</lD>

<PUBLICKEY></PUBLICKEY>

</LICENSEE>

<DRLTYPE>Script</DRLTYPE>
<DRLDATA>

function on_enable(action. args) as boolean
result = False

if action = "PLAY" then

result = True

[the language tag 54]

end if

on_action = False
end function

</DRLD‘A.TA>
</DATA>

<SIGNATUR.E>

<SIGNERNAME>Universal</SIGNERNAME>

<SIGNERID>93 82</SIGNERlD>

<SIGNERPUBLICKEY></SlGNERPUBLICKEY>

<HASHID>MD5</I~IASHID>

<SIGNID>RSA l28</SIGNlD>

<SIGNATUR.E>xxxyyyxxxyyyxxxyyy</SIGNATURE>
<CONTENTSIGNEDSIGNERPUBLlCKEY></CONTENTSIGNEDSI

GNERPUBLICKEY>

</SIGNATUR.E>

</LICENSE>

In the two DRLS 48 specified above. the attributes listed have the

following descriptions and data types:

Name of the license
ID ofthe content
ID for the encryption key of the content
Name of the content

  

 
ID ofthe license

 

 
 
 Type of the content  
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ID of the owner of the content GUID
Name of the owner of the content

Owner Public Key Public key for owner of content. This is String
a base-64 encoded public key for the
owner of the content.

Licensee Id Id of the person getting license. It may GUID
be null. _

Licensee Name Name of the person getting license. It Stringmay be null. _‘
Licensee Public Key Public key of the licensee. This is the String

base-64 encoded public key of the

licensee. It may be null.

Description Simple human readable description of String-
Terms Legal terms of the license. This may be String

a pointer to a web page containing legal
prose.

“SIMPLE” or “SCRIPT”

Enabling Bits These are the bits that enable access to String

the actual content. The interpretation of

these bits is up to the application. but

be base-64 encoded. Note that these bits 
are encrypted using the public key of the
individual machine.

the signer.

Public key for person signing the license

that has been signed by the content

server private key. The public key to

verify this signature will be encrypted in

     
   

  
 
 
 

 

 

 

 

 
 

 

   
 
 

  
  

  

  

  
   

   
 
 

 
 

 
 

  
  
  

    
 

 

 

 
 

typically this will be the private key for

Signer Public Key Public key for person signing license.

decryption of the content. This data will

This is the base-64 encode public key for

String

 
 

 
 

 

 
 

Content Signed Signer Public

Key  
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Hash Alg Id Algorithm used to generate hash. This is String-
Signature Alg Id Algorithm used to generate signature. StringThis is a string, such as “RSA 128". -
Signature Signature of the data. This is base-64 String--

Methods

As was discussed above, it is preferable that any language engine 52

    
  
  

and any DRL language support at least a number of specific license questions that the

digital license evaluator 36 expects to be answered by any DRL 48. Recognizing such

supported questions may include any questions without departing from the spirit and

scope of the present invention, and consistent with the tenninology employed in the

two DRL 48 examples above, in one embodiment of the present invention, such

supported questions or ‘methods’ include ‘access methods‘. ‘DRL methods’, and

‘enabling use methods’, as follows:

Access Methods

Access methods are used to query a DRL 48 for top-level attributes.

VARIANT QueryAttribute (BSTR key)

Valid keys include License.Name, License.Icl. Content.Name, Content.Id,

Content.Type, Owner.Name, Owner.ld. Owner.PublicKe_\-'. Licensee.Name,

Licensee.Id, Licensee.PublicKey, Description, and Terms. each returning a BSTR

variant; and Issued, Validity.Start and Validity.End. each returning a Date Variant.

DRL Methods

The implementation of the following DRL methods varies from DRL

48 to DRL 48. Many of the DRL methods contain a variant parameter labeled ‘data’

which is intended for communicating more advanced information with a DRL 48. It
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is present largely for future expandabilit_\'.

Boolean IsActivated(Variant data)

This method returns a Boolean indicating whether the DRL 48 / license 16 is activated.

An example of an activated license 16 is a limited operation license 16 that upon first

play is active for only 48 hours.

Activate(Variant data)

This method is used to activate a license 16. Once a license 16 is activated, it cannot

be deactivated.

Variant QueryDRL(Variant data)

This method is used to communicate with a more advanced DRL 48. It is largely about

future expandability of the DRL 48 feature set.

Variant GetExpires(BSTR action, Variant data)

This method returns the expiration date of a license 16 with regard to the passed-in

action. If the return value is NULL, the license 16 is assumed to never expire or does

not yet have an expiration date because it hasn’t been activated. or the like.

Variant GetCount(BSTR action, Variant data)

This method returns the number of operations of the passed-in action that are left. If

NULL is returned, the operation can be performed an unlimited number of times.

Boolean IsEnabled(BSTR action, Variant data)

This method indicates whether the license l6 supports the requested action at the

present time.

Boolean IsSunk(BSTR action, Variant data)
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This method indicates whether the license 16 has been paid for. A license 16 that is

paid for up front would return TRUE, while a license 16 that is not paid for up front,

such as a license 16 that collects payments as it is used, would retum FALSE.

Enabling Use Methods.

These methods are employed to enable a license 16 for use in

decrypting content.

Boolean Validate (BSTR key)

This method is used to validate a license 16. The passed-in key is the black box 30

public key (PU-BB) encrypted by the decryption key (KD) for the corresponding

digital content 12 (i.e.,( KD(PU—BB))) for use in validation of the signature of the

license 16. A return value of TRUE indicates that the license 16 is valid. A return

value of FALSE indicates invalid.

int OpenLicense l6(BSTR action, BSTR key. Variant data)

This method is used to get ready to access the decrypted enabling bits. The passed-in

key is ( KD(PU-BB)) as described above. A return value of 0 indicates success. Other

return values can be defined.

BSTR GetDecryptedEnablingBits (BSTR action. Variant data)

Variant GetDecryptedEnablingBitsAsBinary (BSTR action. Variant Data)

These methods are used to access the enabling bits in decrypted form. If this is not

successful for any of a number of reasons. a null string or null variant is returned.

void CloseLicense 16 (BSTR action, Variant data)

This method is used to unlock access to the enabling bits for perfomiing the passed-in

action. If this is not successful for any of a number of reasons. a null string is netumed.

Petitioner Apple Inc. — Exhibit 1002, p. 2070

PCT/US00/04983



Petitioner Apple Inc. - Exhibit 1002, p. 2071

10

15

20

25

W0 00/59152 PCT/US00/04983

-54-

Heuristics

As was discussed above, if multiple licenses 16 are present for the same

piece of digital content 12, one of the licenses 16 must be chosen for further use.

Using the above methods, the following heuristics could be implemented to make such

choice. In particular, to perform an action (say “PLAY") on a piece of digital content

12, the following steps could be perfonned:

1. Get all licenses 16 that apply to the particular piece of digital

content 12.

2. Eliminate each license 16 that does not enable the action by

calling the IsEnabled function on such license 16.

3. Eliminate each license 16 that is not active by calling

IsActivated on such license 16.

4. Eliminate each license 16 that is not paid for up front by calling

IsSunk on such license 16.

5. If any license 16 is left, use it. Use an unlimited-number-of-

plays license 16 before using a 1imited-number-of-plays license 16,

especially if the unlimited-number-of—plays license 16 has an expiration

date. At any time, the user should be allowed to select a specific

license 16 that has already been acquired. even if the choice is not cost-

effective. ,Accordingly, the user can select a license 16 based on

criteria that are perhaps not apparent to the DRM system 32.

6. If there are no licenses 16 left. return status so indicating. The

user would then be given the option of:

using a license 16 that is not paid for up front. if available;

activating a license 16. if available; and/or

performing license acquisition from a license server 24.

CONCLUSION

The programming necessary to effectuate the processes performed in

connection with the present invention is relatively straight-forward and should be
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apparent to the relevant programming public. Accordingly. such programming is not

attached hereto. Any particular programming, then. may be employed to effectuate the

present invention without departing from the spirit and scope thereof.

In the foregoing description. it can be seen that the present invention

comprises a new and useful enforcement architecture 10 that allows the controlled

rendering or playing of arbitrary forms of digital content l2, where such control is

flexible and definable by the content owner of such digital content 12. Also, the

present invention comprises a new useful controlled rendering environment that

renders digital content 12 only as specified by the content owner, even though the

digital content 12 is to be rendered on a computing device 14 which is not under the

control of the content owner. Further, the present invention comprises a trusted

component that enforces the rights of the content owner on such computing device 14

in connection with a piece of digital content 12, even against attempts by the user of

such computing device 14 to access such digital content 12 in ways not permitted by

the content owner.

It should be appreciated that changes could be made to the

embodiments described above without departing from the inventive concepts thereof.

It should be understood, therefore, that this invention is not limited to the particular

embodiments disclosed, but it is intended to cover modifications within the spirit and

scope of the present invention as defined by the appended claims.
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CLAIMS

1. A method for a device to interdependently validate:

a digital content package having a piece of digital content in an

encrypted form; and

a corresponding digital license for rendering the digital content,

5 the method comprising:

deriving a first key from a source available to the device;

obtaining a first digital signature from the digital content package;

applying the first key to the first digital signature to validate the first

digital signature and the digital content package;

10 deriving a second key based on the first digital signature;

obtaining a second digital signature from the license; and

applying the second key to the second digital signature to validate the

second digital signature and the license.

2. The method of claim 1 wherein deriving the first key comprises:

15 obtaining a first encrypted key from the license;

applying a key available to the device to the first encrypted key to

decrypt the first encrypted key;

obtaining a second encrypted key from the digital content; and

applying the decrypted first encrypted key to the second encrypted key

20 to produce the first key.
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3. The method of claim 2 wherein the encrypted digital content is decryptable

according to a decryption key (KD), and wherein the first encrypted key is the

decryption key (KD) encrypted with the device public key (PU-D) (i.e.,(PU—D (KD))).

4. The method of claim 2 wherein the device has a public key (PU-D) and a

private key (PR-D), and wherein the key available to the device is (PR—D).

5. The method of claim 2 wherein the encrypted digital content is decryptable

according to a decryption key (KD), wherein the digital content package is provided

by a content provider having a public key (PU-C) and a private key (PR-C), and

wherein the second encrypted key is the content provider public key (PU-C) encrypted

with the decryption key (KD) (i.e.. KD (PU-C)).

6. The method of claim 2 wherein the second encrypted key is the basis for the

first digital signature.

7. The method of claim 1 wherein deriving the second key comprises:

obtaining a signed certificate from the license. the signed certificate

having contents therein; and

applying the first key to the signature of the signed certificate to

produce the contents of the certificate and also to validate the signature.
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8. The method of claim 7 wherein the digital license is provided by a license

provider having a public key (PU-L) and a private key (PR-L), and wherein the

contents of the certificate is (PU—L).

9. The method of claim wherein the digital content package is provided by a

content provider having a public key (PU-C) and a private key (PR-C), and wherein

the signed certificate is a certificate containing the license provider public key (PU-L)

and signed by the content provider private key (PR—C) (i.e.. (CERT (PU-L) S (PR-C))).

10. The method of claim 8 wherein the digital content package is provided by a

content provider authorized by a root source to provide the package, wherein the root

source has a public key (PU-R) and a private key (PR-R) and wherein the signed

certificate is a certificate containing the license provider public key (PU-L) and signed

by the root source private key (PR~R) (i.e.., (CERT (PU-L) S (PR—R))).

11. The method of claim 1 wherein the digital content package is provided by a

content provider having a public key (PU-C) and a private key (PR—C), and wherein

the first key is (PU-C).

12. The method of claim 11 wherein the encrypted digital content is decryptable

according to a decryption key (KD), and wherein the first digital signature is based on

the content provider public key (PU-C) encrypted with the decryption key (KD) and
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is signed by the content provider private key (PR-C) (i.e.. (KD (PU—C) S (PR-C))).

13. The method of claim 12 wherein deriving (PU—C) comprises:

deriving (KD) from a source available to the device;

applying (KD) to (KD (PU—C) S (PR-C)) to produce (PU-C).

5 14. The method of claim 13 wherein the device has a public key (PU-D) and a

private key (PR-D), wherein the license has the decryption key (KD) encrypted with

the device public key (PU-D) (i.e.,(PU—D (KD))). and wherein deriving (KD)

comprises:

obtaining (PU-D (KD)) from the license;

10 applying (PR—D) to (PU-D (KD)) to produce (KD).

15 The method of claim 14 wherein the license has a license rights description

specifying terms and conditions that must be satisfied before the digital content may

be rendered, the license rights description being encrypted with the decryption key

(KD) (i.e., (KD (DRL))), the method further comprising applying (KD) to (_KD(DRL))

15 to obtain the license terms and conditions.

16. The method of claim 14 wherein the license has a license rights description

specifying tenns and conditions that must be satisfied before the digital content may

be rendered, the method further comprising:
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evaluating the license terms and conditions to determine whether the

digital content is permitted to be rendered in the manner sought;

if so, applying (KD) to the encrypted digital content to decrypt such

encrypted digital content; and

rendering the decrypted digital content.

17. The method of claim 11 wherein the encrypted digital content package is

provided by a content provider authorized by a root source to provide the package,

wherein the root source has a public key (PU-R) and a private key (PR—R) and wherein

the first digital signature is a signed certificate containing the content provider public

key (PU—C) and signed by the root source private key (PR—R) (i.e., (CERT (PU—C) S

(PR-R))).

18. The method of claim 1 wherein the digital license is provided by a license

provider having a public key (PU—L) and a private key (PR-L). and wherein the second

key is (PU—L).

19. The method of claim 18 wherein the second digital signature is a digital

signature encrypted with the license provider private key (i.e.. (S (PR—L))).

20. The method of claim 19 wherein the digital content package is provided by a

content provider having a public key (PU—C) and a private key (PR-C), wherein the
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license has a certificate containing the license provider public key (PU-L) and signed

by the content provider private key (PR-C) (i.e., (CERT (PU-L) S (PR-C))), and

wherein deriving (PU-L) comprises:

deriving (PU-C) from a source available to the device;

5 obtaining (CERT (PU-L) S (PR-C)) from the license; and

applying (PU-C) to (CERT (PU-L) S (PR-C)) to validate (CERT (PU-

L) S (PR-C)), to produce (PU-L) and also to validate the content provider.

21. The method of claim 20 wherein the encrypted digital content is dccryptable

according to a decryption key (KD), wherein the first digital signature is based on the

10 content provider public key (PU-C) encrypted with the decryption key (KD) and is

signed by the content provider private key (PR-C) (i.e.. (KD (PU-C) S (PR-C))), and

wherein deriving (PU-C) comprises:

deriving (KD) from a source available to the device;

applying (KD) to (KD (PU-C) S (PR-C)) to produce (PU-C).

15 22. The method of claim 21 wherein the device has a public key (PU-D) and a

private key (PR-D), wherein the license has the decryption key (KD) encrypted with

the device public key (PU-D) (i.e.,(PU—D (KD)).). and wherein deriving (KD)

comprises:

obtaining (PU-D (KD)) from the license;

20 applying (PR-D) to (PU-D (KD)) to produce (KD).
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23. The method of claim 22 wherein the license has a license rights description

specifying terms and conditions that must be satisfied before the digital content may

be rendered, the license rights description being encrypted with the decryption key

(KD) (i.e., (KD (DRL))), the method further comprising applying (KD) to (KD(DRL))

to obtain the license terms and conditions.

24. The method of claim 22 wherein the license has a license rights description

specifying terms and conditions that must be satisfied before the digital content may

be rendered, the method further comprising:

evaluating the license terms and conditions to determine whether the

digital content is permitted to be rendered in the manner sought;

if so, applying (KD) to the encrypted digital content to decrypt such

encrypted digital content; and

rendering the decrypted digital content.

25. A method for a device to interdependently validate a piece of digital content

and a corresponding digital license for rendering the digital content. the digital content

being encrypted, the encrypted digital content being decryptable according to a

decryption key (KD) and being packaged in a digital content package. the digital

content package being provided by a content provider having a public key (PU-C) and

a private key (PR-C), the digital license being provided by a license provider having
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a public key (PU-L) and a private key (PR—L). the device having a public key (PU—D)

and a private key (PR-D), the digital content package comprising:

the encrypted digital content; and

the content provider public key (PU-C) encrypted with the

5 decryption key (KD) and signed by the content provider private key

(PR-C) (i.e., (KD (PU-C) S (PR-C)))_:

the digital license comprising:

the decryption key (KD) encrypted with the device public key

(PU-D) (i.e.,(PU-D (KD)))_:

10 a digital signature from the license provider (without any

attached certificate) based on (KD (DRL)) and (PU-D (KD)) and

encrypted with the license provider private key (i.e., (S (PR—L))); and

a certificate containing the license provider public key (PU-L)

and signed by the content provider private key (PR-C) (i.e., (CERT

15 (PU-L) S (PR-C)));

the method comprising:

obtaining (PU-D (KD)) from the license;

applying (PR-D) to (PU-D (KD)) to produce (KD);

obtaining (KD (PU-C) S (PR-C)) from the digital content

20 package;

applying (KD) to (KD (PU-C) S (PR-C)) to produce (PU-C);

applying (PU-C) to (S (PR-C )) to validate (KD (PU-C) S (PR-

C)), thereby validating the digital content package:
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obtaining (CERT (PU-L) S (PR-C)) from the license;

applying (PU-C) to (CERT (PU-L) S (PR-C)) to validate

(CERT (PU-L) S (PR-C)), thereby validating the content provider, and

also to obtain (PU-L);

obtaining (S (PR—L)) from the license; and

applying (PU-L) to (S (PR—L)). thereby validating the license.

26. The method of claim 25 wherein the digital content package further comprises

a content / package ID identifying one of the digital content and the digital content

package, and wherein the license further comprises the content / package ID of the

corresponding digital content / digital content package, the method further comprising

ensuring that the content / package ID of the license in fact coiresponds to the content

/ package ID of the digital content / digital content package.

27. The method ofclaim 25 wherein the license further comprises a license rights

description (DRL) specifying terms and conditions that must be satisfied before the

digital content may be rendered, the method further comprising;

evaluating the license temis and conditions to determine whether the

digital content is permitted to be rendered in the manner sought;

if so, applying (KD) to the €l1CI'_\'pICd digital content to decrypt such

encrypted digital content; and

rendering the decrypted digital content.
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28. The method of claim 27 wherein the license rights description is encrypted with

the decryption key (KD) (i.e., (KD (DRL))). the method further comprising applying

(KD) to (KD (DRL)) to obtain the license terms and conditions.

29. A computer-readable medium having computer-executable instructions for

5 performing a method for a device to interdependently validate:

a digital content package having a piece of digital content in an

encrypted form; and

a corresponding digital license for rendering the digital content,

the method comprising:

10 deriving a first key from a source available to the device;

obtaining a first digital signature from the digital content package;

applying the first key to the first digital signature to validate the first digital signature

and the digital content package;

deriving a second key based on the first digital signature;

15 obtaining a second digital signature from the license; and

applying the second key to the second digital signature to validate the

second digital signature and the license.

30. The method of claim 28 wherein deriving the first key comprises:

obtaining a first encrypted key from the license;

20 applying a key available to the device to the first encrypted key to
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decrypt the first encrypted key;

obtaining a second encrypted key from the digital content; and

applying the decrypted first encrypted key to the second encrypted key

to produce the first key.

31. The method of claim 30 wherein the encrypted digital content is decryptable

according to a decryption key (KD), and wherein the first encrypted key is the

decryption key (KD) encrypted with the device public key (PU-D) (i.e.,(PU-D (KD))).

32. The method of claim 30 wherein the devicehas a public key (PU-D) and a

private key (PR-D), and wherein the key available to the device is (PR-D).

33. The method of claim 30 wherein the encrypted digital content is decryptable

according to a decryption key (KD), wherein the digital content package is provided

by a content provider having a public key (PU—C) and a piivate key (PR-C). and

wherein the second encrypted key is the content provider public key (PU—C) encrypted

with the decryption key (KD) (i.e., KD (PU—C)).

34. The method of claim 30 wherein the second encrypted key is the basis for the

first digital signature.

35. The method of claim 29 wherein deriving the second key comprises:
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obtaining a signed certificate from the license. the signed certificate

having contents therein; and

applying the first key to the signature of the signed certificate to

produce the contents of the certificate and also to validate the signature.

36. The method of claim 35 wherein the digital license is provided by a license

provider having a public key (PU-L) and a private key (PR—L). and wherein the

contents of the certificate is (PU-L).

37. The method of claim 36 wherein the digital content package is provided by a

content provider having a public key (PU-C) and a private key (PR-C), and wherein

the signed certificate is a certificate containing the license provider public key (PU-L)

and signed by the content provider private key (PR-C) (i.e.. (CERT (PU-L) S (PR-C))).

38. The method of claim 36 wherein the digital content package is provided by a

content provider authorized by a root source toprovide the package. wherein the root

source has a public key (PU-R) and a private key (PR-R‘) and wherein the signed

certificate is a certificate containing the license provider public key (PU-L) and signed

by the root source private key (PR-R) (i.e.. (CERT (PU-L) S (PR-R))).

39. The method of claim 29 wherein the digital content package is provided by a

content provider having a public key (PU-C) and a private key (PR-C), and wherein
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40. The method of claim 39 wherein the encrypted digital content is decryptable

according to a decryption key (KD), and wherein the first digital signature is based on

the content provider public key (PU—C) encrypted with the decryption key (KD) and

5 is signed by the content provider private key (PR—C) (i.e., (KD (PU-C) S (PR-C))).

41. The method of claim 40 wherein deriving (PU-C) comprises:

deriving (KD) from a source available to the device;

applying (KD) to (KD (PU-C) S (PR—C)) to produce (PU-C).

42. The method of claim 41 wherein the device has a public key (PU-D) and a

10 private key (PR-D), wherein the license has the decryption key (KD) encrypted with

the device public key (PU-D) (i.e.,(PU-D (KD))). and wherein deriving (KD)

comprises:

obtaining (PU-D (KD)) from the license;

applying (PR-D) to (PU-D (KD)) to produce (KD).

15 43. The method of claim 42 wherein the license has a license rights description

specifying terms and conditions that must be satisfied before the digital content may

be rendered, the license rights description being encrypted with the decryption key

(KD) (i.e.. (KD (DR_L))), the method further comprising applying (KD) to (KD(DR.L))
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to obtain the license terms and conditions.

44. The method of claim 42 wherein the license has a license rights description

specifying terms and conditions that must be satisfied before the digital content may

be rendered, the method further comprising:

5 evaluating the license terms and conditions to determine whether the

digital content is permitted to be rendered in the manner sought;

if so, applying (KD) to the encrypted digital content to decrypt such

encrypted digital content; and

rendering the decrypted digital content.

10 45. The method of claim 39 wherein the encrypted digital content package is

provided by a content provider authorized by a root source to provide the package,

wherein the root source has a public key (PU-R) and a private key (PR-R) and wherein

the first digital signature is a signed certificate containing the content provider public

key (PU-C) and signed by the root source private key (PR—R) (i.e._. (CERT (PU-C) S

15 (PR-R))).

46. The method of claim 29 wherein the digital license is provided by a license

provider having a public key (PU-L) and a private key (PR—L)_. and wherein the second

key is (PU-L).
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47. The method of claim 46 wherein the seconddigital signature is a digital

signature encrypted with the license provider private key (i.e.. (S (PR-L))).

48. The method of claim 47 wherein the digital content package is provided by a

content provider having a public key (PU-C) and a private key (PR-C), wherein the

license has a certificate containing the license provider public key (PU-L) and signed

by the content provider private key (PR-C) (i.e.. (CERT (PU-L) S (PR—C))), and

wherein deriving (PU-L) comprises:

deriving (PU-C) from a source available to the device;

obtaining (CERT (PU-L) S (PR-C)) from the license; and

applying (PU-C) to (CERT (PU-L) S (PR-C)) to validate (CERT (PU-

L) S (PR-C)), to produce (PU-L) and also to validate the content provider.

49. The method of claim 48 wherein the encrypted digital content is decryptable

according to a decryption key (KD), wherein the first digital signature is based on the

content provider public key (PU-C) encrypted with the decryption key (KD) and is

signed by the content provider private key (PR-C) (i.e.. (KD (PU-C) S (PR-C))), and

wherein deriving (PU-C) comprises:

deriving (KD) from a source available to the device:

applying (KD) to (KD (PU-C") S (PR-C)) to produce (PU-C).

50. The method of claim 49 wherein the device has a public key (PU-D) and a
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private key (PR-D), wherein the license has the decryption key (KD) encrypted with

the device public key (PU-D) (i.e.,(PU-D (KD))), and wherein deriving (KD)

comprises:

obtaining (PU-D (KD)) from the license:

applying (PR-D) to (PU-D (KD)) to produce (KD).

51. The method of claim 50 wherein the license has a license rights description

specifying terms and conditions that must be satisfied before the digital content may

be rendered, the license rights description being encrypted with the decryption key

(KD) (i.e., (KD (DRL))), the method filrther comprising applying (KD) to (KD(DRL))

to obtain the license terms and conditions.

52. The method of claim 50 wherein the license has a license rights description

specifying terms and conditions that must be satisfied before the digital content may

be rendered, the method further comprising:

evaluating the license terms and conditions to determine whether the

digital content is permitted to be rendered in the manner sought;

if so, applying (KD) to the encrypted digital content to decrypt such

encrypted digital content; and

rendering the decrypted digital content.
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METHOD AND SYSTEM FOR ENFORCING LICENSES

ON AN OPEN NETWORK

BACKGROUND

FIELD or THE INVENTION

This invention relates generally to an electronic commerce system and more

particularly to a commerce system supporting restricted use of a resource, and even more

particularly to a commerce system supporting N-user license agreements.

B.-\CKGROL'.\'D OF THE INVENTION

It is common for a library, corporation, or other organization to purchase content that

will be made available to members of the organization. Often, theicontent is subject to a

license restriction limiting distribution of the content. For example, a corporation may

license or purchase a magazine and then distribute the magazine to interested employees.

Typically, the corporation is restricted by the licensing agreement or copyright law from

photocopying the magazine. Accordingly, the corporation must either obtain multiple copies

of the magazine or circulate the single copy through the organization.

Similarly, the content licensed or purchased by the organization may be in electronic

form. For example, the corporation may license a CD—ROM holding an electronic version of

the magazine. While the CD-ROM can be loaded onto a server accessible to employees of

the corporation via a computer network, the content may be restricted by an N-user license

that forbids the corporation from allowing more than N users to simultaneously access the

CD-ROM. To implement the restriction, software executing on the server tracks the number

of people currently accessing the CD—ROM and blocks usage that exceeds the scope of the

license.
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In existing systems, the license control is performed by a combination of a specialized

lock server and a client program. The lock server validates users’ requests for access to the

content and maintains the status of active users. The client program interacts with the lock

server to acquire a lock and to provide access to the content.

There are many existing implementations of lock servers. However, they all are

subject to one or more of the following undesirable restrictions:

each content source has its own, separate, and proprietary lock server;

the user’s system already has the content (protected from direct access) and

the client program gets the lock to access the content;

acquiring a lock is a complicated action; and/or

the set of valid users is limited.

For these reasons, existing lock servers are undesirable on an open network.

A lock server providing an N-user license on an open network should also support the

following requirements:

an unrestricted set of potential users;

no single administrative domain covers all users;

the users do not need to have a separate user application for each source of

content;

access to the content can be easily restricted; and

the content exists on the server and not with the user.

Accordingly, there is a need for a way to provide restricted access to electronic

content that works with a wide variety of possible access schemes. Preferably, the solution

will allow enforcement of an N-user license for content located on an open network like the

Internet.

Ix)
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SUMMARY OF THE INVENTION

The above needs are met by a method and system for electronic commerce that uses

special scrip - called “license scrip” - to provide temporary licenses to consumers accessing

content. Scrip is primarily used as a form of electronic currency, however it can be more

generally considered as a one-time token representing a general value. When scrip is used as

an electronic currency, its value is monetary. When scrip is used as a temporary license, its

value is the permission to access specific content. This permission may be unlimited or it

may be for only a relatively brief period of time, say a few minutes to a few hours.

Accessing content with license scrip is very much like buying regular content with

monetary scrip. Instead of having a price specified in monetary tenrts. Each page of content

has a price (which may be zero) given in terms of license scrip. A consumer obtains license

scrip from the vendor, preferably exchanging regular vendor scrip for the license scrip.

The vendor uses the license scrip to enforce an N-user license agreement - granting up

to N people simultaneous access to the content. The vendor tracks the number and identity of

consumers currently having licenses to access the content (i.e., consumers currently

possessing valid license scrip).

A consumer initially lacks the license scrip needed to access the content. Upon

receiving an access request from the consumer, the vendor determines whether a license is

available. If a license is not available, the vendor tells the consumer to try again later and,

optionally, provides the consumer with an estimate of when a license will be available.

If a license is available, then the vendor directs the consumer to obtain license scrip.

Normally, the consumer obtains license scrip by requesting it from the vendor, but the

consumer may get the license by any acceptable means. After receiving a license scrip
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request. the vendor verifies that the consumer belongs to a class entitled to have a license.

For example, if licenses are available to residents of only a certain state, the vendor ensures

that the consumer resides in the state before granting the consumer a license.

If a license is available, then the vendor provides the consumer with the license scrip

and remembers the granted license. The license scrip is preferably set to expire after a brief

time period, but the duration of the license may vary depending upon business or legal

concerns. To access content covered by the license, the consumer provides the license scrip

when requesting content from the vendor. Each time the consumer accesses the content, the

vendor returns replacement license scrip having the same or a later expiration time.

Accordingly, the consumer can access the content as long as their license remains valid.

When the consumer has not accessed the content for a while, the license scrip expires and the

consumer can no longer access the content without obtaining new license scrip.

BRIEF DESCRIPTION 01-‘ THE DRAWINGS

FIGURE 1 is a top-level block diagram illustrating a computerized system for

conducting electronic commerce;

FIGURE 2 is a block diagram illustrating a computer system used in the system of

FIG. 1;

FIGURE 3 is a flow diagram illustrating the operations of the system of FIG. 1;

FIGURE 4 is a block diagram illustrating the data fields of a piece of scrip used in the

system of FIG. 1;

FIGURE 5 is a diagram illustrating transactions between a consumer and a vendor

utilizing license scrip to enforce an N—user license agreement according to the present

invention; and
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FIGURE 6 is a flow chart illustrating steps for determining whether to grant a license

to El COIISUITICT.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A preferred embodiment of the present invention restricts access to electronic content

through the use of an electronic commerce system. Accordingly, it is useful to describe the

electronic commerce system before detailing how the system is utilized according to the

present invention.

FIG. 1 shows a computerized system 100 for conducting electronic commerce. The

system 100 includes a broker system 1 10, a vendor system 120, and a consumer system 130

interconnected by a communications network 140.

For clarity, the system 100 depicted in FIG. 1 shows only single broker, vendor, and

consumer systems. In actual practice, any number of broker, vendor, and consumer systems

can be interconnected by the network 140. The network 140 can be public or private, such

as, for example, the Internet, an organization’s intranet, a switched telephone system, a

satellite linked network, or another form of network. The broker 111 using the broker system

110 can be a bank, a credit provider, an Internet service provider, a telephone company, or

any institution the consumer trusts to sell electronic currency called “scrip.”

The vendor system 120 is operated by a vendor 121. The vendor 121 provides

products and/or content 150 of any type to consumers and, in one embodiment, provides

content which is available by subscription. Each subscription page (i.e., page of data that is

available for “purchase”) has a price of zero but requires a special type of scrip, called

“subscription scrip," before it can be accessed. Since the price of a page is zero, the

consumer 131 can “purchase” an unlimited number of pages once the consumer 131 has the
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proper subscription scrip 330. The subscription expires when the subscription scrip 330

expires.

A consumer 131 can use the consumer computer system 130 to electronically acquire

the products or content 150 of the vendor 121. As used herein, “consumer” refers to an

organization such as a library or corporation, a member of the organization, such as a

librarian or an employee, or an individual, such as a person visiting a library or a home

computer user. Of course, actions attributed to the organization are usually performed by a

member of the organization.

A computer system 200 suitable for use as the broker, vendor, and consumer systems

is shown in FIG. 2. The computer system 200 includes a central processing unit (CPU) 210,

a memory 220, and an input/output interface 230 connected to each other by a

communications bus 240. The CPU 210, at the direction of users 250, e.g. brokers, vendors,

and/or consumers, executes software programs, or modules, for manipulating data.‘ The

programs and data can be stored in the memory 220 as a database (DB) 221. The DB 221

storing programs and data on the consumer computer system 130 is referred to as a “wallet.”

In a preferred embodiment of the present invention described herein, many of the operations

attributed to the consumer are, in fact, performed automatically by the wallet 221.

The memory 220 can include volatile semiconductor memory as well as persistent

storage media, such as disks. The I/O interface 230 is for communicating data with the

network 1-40, the users 250, and other computer system peripheral equipment, such as

printers, tapes, etc.

The computer system 200 is scaled in size to function as the broker, vendor, or

consumer systems. For example, when scaled as the consumer computer system 130, the

computer system 200 can be a small personal computer (PC), fixed or portable. The
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configurations of the computer system 200 suitable for use by the broker 111 and the vendor

121 may include multiple processors and large database equipped with “fail-safe” features.

The fail-safe features ensure that the database 221 is securely maintained for long periods of

time.

FIG. 3 shows an operation of the electronic commerce system 100. The consumer

131 uses currency to purchase electronic broker scrip 320 generated by the broker 111. Here,

purchasing means that upon a validation of the authenticity of the consumer 131 and the

consumer's currency 310, the broker system 110 generates signals, in the form of data

records. The signals are communicated, via the network 140, to the consumer system 130 for

storage in the wallet 221 of the memory 220 of the consumer system 130.

The scrip is stamped by the generator of the scrip to carry information that is

verifiable b_\-' the originator, and any other system that has an explicit agreement with the

originator. In addition, each scrip is uniquely identifiable and valid at only a single recipient.

After a single use, the recipient of the scrip can invalidate it, meaning that the signals of the

data record are no longer accepted for processing by the recipient computer system.

In one embodiment, the consumer 131 exchanges the broker scrip 320 with the broker

111 for vendor scrip 330. To complete this transaction, the broker system 110 executes

licensed software programs which generate scrip 330 for consumers as needed.

Altematively, the broker 111, in a similar transaction 303, exchanges currency 310 for bulk

vendor scrip 330 which is then sold to consumers.

In another embodiment, the consumer 131 exchanges currency with the vendor 121

for regular vendor. In this latter embodiment, there is no need for a broker 111. In addition,

the vendor scrip may be free, meaning that the consumer 131 does not need to exchange _

currency for the scrip.
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The consumer 131. in a transaction 304, provides the scrip 330 to the vendor 121.

The vendor 121 checks the stamp of the scrip 330 to verify its authenticity, and also checks to

make sure the value of the scrip covers the requested content and has not expired. Approval

of the transaction results in the delivery of the desired content 150 to the consumer 131. The

vendor 121 can also return 304 modified scrip 330 to the consumer 131 as change.

FIG. 4 is a block diagram illustrating the data fields of a single piece of scrip 400.

The scrip 400 is logically separated into seven data fields. The Vendor field 410 identifies

the vendor for the scrip 400. The Value field 412 gives the value of the scrip 400. The scrip

ID field -"114 is the unique identifier of the scrip. The Customer ID field 416 is used by the

broker 111 and vendor 121 to verify that the consumer has the right to spend the scrip. The

Expires field 418 gives the expiration time for the scrip 400. The Props field 420 holds

consumer properties, such as the consumer’s age, state of residence, employer, etc. Finally,

the Stamp field 422 holds a digital stamp and is used to detect tampering with the scrip 400.

The present invention uses “license” scrip, which can be thought of as special purpose

scrip having a short period of validity. A consumer with license scrip has a license to view

the content covered by the license until the scrip expires.

FIG. 5 is a diagram illustrating transactions between a consumer 510 and a vendor

512 utilizing license scrip to enforce an N-user license agreement according to the present

invention. In the transactions of FIG. 5, the vendor 512, for example, can be a library located

at a state university. Assume the library purchases a four user license for a CD-ROM and

makes the CD-ROM available to other terminals in the library via a local area network and

residents of the state via the Internet. To conform with the license, the library must ensure

that no more than four consumers are simultaneously accessing the CD-ROM. In this
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example, the library is the vendor 512 and the people who can access the CD-ROM, either in

the library or elsewhere, are the consumers 510.

In another example, a newspaper publisher operates a web site. Assume that a

corporation purchases a 20 user license allowing up to 20 people from the corporation to

simultaneously access content on the web site. To police its license, the publisher tracks the

users of its web site and block users who are not licensed or who have exceeded the scope of

the applicable license. Accordingly, the newspaper publisher is the vendor 512 and the

corporation and its employees are the consumers 510.

Although neither the illustrated transactions nor the above examples directly utilize a

broker, there may be circumstances where it is desirable to use a broker 111 to perform one

or more of the transactions described below. Those of ordinary skill in the art will

understand that certain transactions attributed to the consumer or the vendor can be

performed instead by a broker 111. For example, the library and/or newspaper may issue

vendor and license scrip directly or rely on a third-party broker for this task.

Turning to FIG. 5, the consumer 510 initially requests 520 content from the vendor

512 without valid license scrip. In response, the vendor 512 checks to determine whether

there is an available license (i.e., whether an additional consumer is allowed to view the

content under the license). Preferably, the vendor 512 maintains a data structure associated

with the licensed content that can be quickly scanned to determine whether a license is

available. In one embodiment, this data structure is a simple N-entry array, with each entry

holding fields for the expiration time and Customer ID of the consumer 510 having the

license. As licenses are granted, the vendor 512 fills in the array until no more entries are

available.
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If no licenses are available, then the vendor 512 instructs 522 the consumer 510 to try

again later. In one embodiment, the vendor 512 scans the data structure to determine when

the first license may become available and provides the consumer 510 with that time as a

suggestion of when to try to access the content again. If a license is available, then the

vendor 512 instructs the consumer 510 to go and obtain license scrip.

In response, the consumer 510 attempts 524 to obtain license scrip from the vendor

512. The vendor 512 determines whether the consumer 510 is entitled to a license (i.e.,

entitled to View the content). FIG. 6 is a flow chart 600 illustrating steps for determining

whether to grant license scrip to the consumer 510. When the vendor 512 receives the

request from the consumer 510, the vender retrieves 610 information about the consumer.

The vendor 514 may retrieve this information by asking the consumer 510 to provide it, from

the scrip used to request the license scrip, from a “cookie” on the consumer’s computer

system, or from a table of information shared by the vendor S12 and the consumer 510 or a

broker 11 1. Additionally, the wallet 221 on the consumer’s computer system 130 may be

configured to automatically provide information about the consumer 510 when requested by a

vendor 512. Depending on the needs of the vendor 512 and the license agreement for the

content, the information that may be gathered in this manner includes whether the consumer

510 is a member of an organization, the state of residence of the consumer, the consumer’s

age, or any other information that is relevant to determining whether to provide access to the

consumer 510.

The vendor 512 uses this information to determine 612 whether the consumer belongs

to a class that has access to the content held by the vendor S12. If the consumer does not

belong to a class having access, for example, if the consumer is not a state resident, then the

ID
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vendor denies 614 access to the consumer 510. Preferably, the vendor 512 directs the

consumer 510 to a web page explaining why access was denied.

If the consumer 510 belongs to a class having access, the vendor 512 scans the data

structure identifying the current licensees of the content and determines 616 whether an

additional license is available. Since there may be a delay between the time the consumer

510 is told to buy license scrip and when the wallet 221 tries to buy the scrip, it is possible

that the available license may have been acquired by another consumer during that time. If

no licenses are available, then the consumer 510 is told to try again later and optionally given

a time when a license may be available.

If a license is available, then the vendor 512 grants 618 the license to the consumer

510. The vendor 512 provides 526 the consumer with license scrip that allows the consumer

510 to access the content. The license scrip preferably has a relatively short validity period,

say a few minutes to an hour, and allows the consumer 510 full access to the licensed

material for the duration of the scrip. The choice of expiration time for the scrip is a business

or legal decision. Since the intention of the license scrip is to hold onto one license slot while

the consumer 510 is actively using the content, the duration of the license should cover the

time that the consumer 510 is expected to be active. In another embodiment, the duration of

the scrip is determined, at least in part, by the type of content accessed by the consumer 510.

In addition, the vendor 512 preferably records data about the granted license, including the

Customer ID of the consumer 510 and the expiration time of the license in the appropriate

data structure.

Each time the consumer 510 wishes to access 528 content held by the vendor 512, the

consumer provides the license scrip to the vendor. If the scrip is expired or otherwise invalid.

then the consumer’s request for access is treated as a request without scrip as illustrated by

11
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transaction 520. If the scrip is valid, then the vendor 512 allows the consumer 510 to access

the content. In addition, the vendor 512 provides 530 the consumer 510 with replacement

license scrip having an updated expiration time. Typically, the updated. expiration time is

later than the old expiration time, although it can be the same or earlier. In one embodiment,

the vendor 512 grants the consumer 510 less additional time each time the vendor issues new

license scrip to ensure that the consumer’s license eventually expires and other consumers

may eventually access the content. The vendor 512 also updates its data structure to reflect

the new expiration date of the consumer’s license.

Periodically, the vendor 514 preferably scans the data structure to determine whether

any licenses have expired. If so, the entry is purged from the data structure, thereby freeing

up a license for another consumer 510. Accordingly, the present invention uses license scrip

to enforce an N-user license agreement.

It should be understood that FIG. 5 illustrates only one possible set of transactions.

FIG. 3. in combination with FIG. 5, provides insight into other possible transactions. For

example, a corporation could purchase an N-user license agreement from a broker 111 to

access content on a vendor’s system 120. The broker 1 11 can verify that the corporation is

entitled to a license and then issue the license scrip from a special scrip series corresponding

to the number of users covered by the license. The vendor 121 knows from the scrip series to

restrict access from consumers using that license scrip.

Having described a preferred embodiment of the invention, it will now become

apparent to those skilled in the art that other embodiments incorporating its concepts may be

provided. It is felt therefore, that this invention should not be limited to the disclosed

invention, but should be limited only by the spirit and scope of the appended claims.

12
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CLAIMS

We claim:

1. A method of restricting simultaneous access to content, comprising the steps

of:

receiving a request to access the content from a consumer;

detenninjng whether the consumer is entitled to access the content; and

responsive to a positive detennination, providing the consumer with license scrip

allowing access to the content.

2. The method of claim 1, wherein the request to access the content is

accompanied by license scrip having an expiration time and wherein the providing step

provides the consumer with additional license scrip having an updated expiration time.

3. The method of claim 1, wherein the license scrip has an expiration time and

further comprising the steps of:

receiving a second request to access the content from the consumer, the second

request including the license scrip; and

responsive to the second request, providing the consumer with replacement

license scrip having an updated expiration time.

4. The method of claim 1, wherein the step of determining whether the consumer

is entitled to access the content comprises the steps of:

determining whether the consumer belongs to a class having access to the content;

and

determining whether a license to access the content is available.

3. The method of claim 4, wherein the step of determining whether the consumer

belongs to a class having access to the content comprises the step of:

determining information about the consumer from scrip utilized to request access

to the content.

13
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6. The method of claim 4, wherein the step of determining whether a license to

access the content is available comprises the steps of:

determining a number of consumers that have licenses to access the content; and

determining a number of allowed licenses;

wherein a license to access the content is available if the number of consumers

that have licenses to access the content is less than the number of allowed

licenses.

7. The method of claim 4, further comprising the step of:

responsive to a determination that no licenses to access the content are available,

providing the consumer with an estimate of when a license will be

available.

8. A computer program product having computer—readable instructions embodied

thereon for restricting access to content stored on a computer system, the computer-readable

instructions comprising instructions for:

receiving a request to access the content stored on the computer system, the

request accompanied by scrip;

determining whether the scrip authorizes access to the content;

responsive to a determination that the scrip does not authorize access to the

content, determining whether scrip authorizing access to the content is

available; and

responsive to a determination that scrip authorizing access to the content is

available, providing the scrip.

9. The computer program product of claim 8, further comprising instructions for:

responsive to a determination that the scrip authorizes access to the content,

providing replacement scrip having an updated expiration time.

14
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10. The computer program product of claim 8, wherein the instructions for

determining whether the scrip authorizes access to the content further comprise computer

instructions for:

determining a type of the scrip accompanying the request; and

responsive to a determination that accompanying scrip is license scrip,

determining whether the license scrip has expired, wherein unexpired

license scrip authorizes access to the content.

11. The computer program product of claim 8, wherein the instructions for

detennining \vhether scrip authorizing access to the content is available comprise instructions

for:

determining a maximum number of requesters that can be authorized to access the

content;

determining whether a current number of requesters authorized to access the

content is less than the maximum number of requesters; and

responsive to a determination that the current number of requesters authorized to

access the content is less than the maximum number of requesters,

determining that scrip authorizing access to the content is available.

12. The com uter ro am roduct of claim 8, further com risinv instructions for:P F ST P P a

responsive to a determination that scrip authorizing access to the content is not

available, calculating an estimate of when the scrip authorizing access will

be available.

15
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13. A computer system for limiting a number of users that can access content

stored on a sewer associated with the computer system, the computer system comprising:

a module for receiving a request from a user to access the content stored on the

server;

a module for determining the number of users currently having rights to access the

content; and

a module for providing the user with license scrip if the number of users currently

having rights to access the content is less than a number of users allowed

to access the content, the license scrip granting the user the right to access

the content.

14. The system of claim 13, wherein the module for determining the number of

users currently having access rights to content comprises:

a module for scanning a data structure stored in a memory of the computer

system, the data structure having one or more entries indicating the

number of users having access rights to the content.

15. The computer system of claim 14, wherein the data structure indicates when

users’ rights to access the content expire, further comprising:

:1 module for purging the entries of users whose right to access the content has

expired.

16. The system of claim 13, wherein only a privileged class can access the

content. further comprising:

a module for determining whether the user is a member of the privileged class.

17. The system of claim 13, wherein the license scrip grants the user the right to

access the content until an expiration time.

lS. The system of claim 17, funher comprising:

a module for receiving a second request from the user to access the content stored

on the server accompanied by the license scrip; and

I6
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a module for providing the user with replacement license scrip having a later

expiration time.

l7
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CONTENT DELIVERY SYSTDI
1

BACKGROUND OF THE INVEN'I'ION

Field of the Invention

This invention relates to the transmission and storage of digital information across a

network. More particularly, the invention relates to an improved system and method for

caching and/or delivering various types of digital content using a plurality of network

protocols.

Description of the Related Art

The World Wide Web (hereinafter “the Web") is a network paradigm which links

documents known as “Web pages” locally or remotely across multiple network nodes (i.e.,

Web servers). A single Web page may have links (a.k.a., “hyperlinks”) which point to

numerous other Web pages. When a user points and clicks on a link using a cursor control

device such as a mouse, the user can jump from the initial page to another page, regardless of

where the Web pages are actually located. For example, the initial Web page might be stored

' on a Web server in New York and the second page (accessed via the hyperlink in the first

page) might be stored on a Web server in California.

The underlying principles of the Web were developed 1989 at the European Center for

Nuclear Research (CERN) in Geneva. By 1994 there were approximately 500 Web servers on

the Internet. Today there are more than a million, with new sites starting up at an

extraordinary rate. In sum. the Web has become the center of Internet activity and is the

primary reason for the explosive growth of the Internet over the past several years.

In addition to providing a simple point-and-click interface to vast amounts of

information on the Internet. the Web is quickly turning into a content delivery system. Well

known Internet browsers such as Netscape Navigator” and Microsoft Internet Explorer”

frequently provide plug-in software which allow additional featmes to be incorporated into the

browser program. These include, for example, support for audio and video streaming.

telephony, and videoconferencing.

The unparalleled increase in Web usage combined with the incorporation of high

bandwidth applications (i.e., audio and video) into browser programs has created serious
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perforinance/bandwidth problems for most Internet Service Providers (hereinafter “ISPs").

Moreover, the network traffic resulting from non-Web-based Internet services such as Internet

News (commonly known as “Usenet" News) has increased on the same scale as the increase

in Web traffic, thereby further adding to the bandwidth problems experienced by most ISPs.

These issues will be described in more detail with respect to Figure 1 which illustrates

an ISP 100 with a link 160 to a larger network 150 (e.g., the Internet) through which a

plurality of clients 130, 120 can access a plurality of Web servers 140-144 and/or News

servers 146-148. Maintaining a link 160 to the Internet 150 with enough bandwidth to handle

the continually increasing traffic requirements of its clients 120, 130 represents a significant

cost for ISP. At the same" time, ISP 110 must absorb this cost in order to provide an adequate

user experience for its clients 120, 130.

One system which is currently implemented to reduce network traffic across link 160

is a proxy server 210 with a Web cache 220, illustrated in Figure 2. When client 120 initially

clicks on a hyperlink and requests a Web page (shown as address “www.isp.com/page.html")

stored on Web server 144, client 120 will useproxy server 210 as a “proxy agent.” This

means that proxy server 210 will make the request for the Web page on behalf of client 120 as

shown. Once the page has been retrieved and forwarded to client 120, proxy server will store

a copy of the Web page locally in Web cache 220. Thus, when client 120 or another client-

e.g., client 130 - makes a subsequent request for the same Web page. proxy server 210 will

immediately transfer the Web page from its Web cache 210 to client 130. As a result, the

speed with which client 130 receives the requested page is substantially increased, and at the

same time, no additional bandwidth is consumed across Internet link 160.

While the foregoing proxy server configuration alleviates some of the network traffic

across Internet link 160, several problems remain. One problem is that prior Web cache

configurations do not have sufficient intelligence to deal with certain types of Web pages (or

other Web-based information). For example, numerous Web pages and associated content

can only be viewed by a client who pays a subscriber fee. As such. only those clients which

provide proper authentication should be permitted to download the information. Today, proxy

servers such as proxy server 210 will simply not cache a Web document which requires

authentication.
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In addition, Web caches do not address the increasing bandwidth problem associated

with non-Web based Internet information. Inparticular, little has been done to alleviate the

increasing bandwidth problems created by Usenet news strearns. In fact, ISPs today must set

aside a substantial amount of bandwidth to provide a continual Usenet news feed to its clients.

Moreover, no mechanism is currently available for caching other data transmissions such as

the streaming of digital audio and video. The term “streaming” implies a one-way

transmission from a server to a client which provides for unintemipted sound or video. When

receiving a streaming transmission, the client will buffer a few seconds of audio or video

infonnation before it starts sending the information to a pair of speakers and/or a monitor,

thus compensating for momentary delays in packet delivery across the network.

Accordingly, what is needed is a content delivery‘ system which will reduce the

bandwidth requirements for ISP 110 while still providing clients 120, 130 with an adequate

user experience. What is also needed is a system which will work seamlessly with different

types of Web—based and non-Web—based information and which can be implemented on

currently available hardware and software platforms. What is also needed is an intelligent

content delivery system which is capable of caching all types of Web-based information,

including infonnation which requires the authentication of a client before it can be accessed.

What is also needed is a content delivery system which is easily adaptable so that it can be

easily reconfigured to handle the caching of new Internet information and protocols. Finally,

what is needed is a data replication system which runs on a distributed database engine,

thereby incorporating well known distributed database procedures for maintaining cache

coherency.

SUMMARY OF THE INVENTION

Disclosed is a network content delivery system configured to: select a first content

routing technique for processing a first set of network content; and select a second content

routing technique for processing a second set of network content, wherein the rust and second

content routing techniques are selected based on one or more content routing variables.

Also disclosed is a content delivery system comprising: a network node for storing

network content; a first transmission medium communicatively coupled to the network node

for transmitting a first set of network content to the network node; and a second transmission

medium communicatively coupled to the network node for uansmitting a second set of
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network content to the network node, wherein the first and second sets of network content are

selected based on one or more routing variables.

BRIEF DESCRIPTION OF THE DRAWINGS

A better understanding of the present invention can be obtained from the following

detailed description in conjunction with the following drawings, in which:

FIG. 1 illustrates generally a network over which an ISP and a plurality of servers

communicate.

FIG. 2 illustrates an ISP implementing a proxy server Web cache.

FIG. 3 illustrates one embodiment of the underlying architecture of an Internet content

delivery system node.

FIG. 4 illustrates a plurality of Internet content delivery system nodes communicating

across a network.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

One embodiment of the present system is a computer comprising a processor and a

memory with which software implementing the functionality of the intemet content delivery

system described herein is executed. Such a computer system stores and communicates

(internally or with other computer systems over a network) code and data using machine

readable media, such as magnetic disks, random access memory, read only memory, carrier

waves, signals, etc. In addition, while one embodiment is described in which the parts of the

present invention are implemented in software. alternative embodiments can implement one

or more of these parts using any combination of software, firmware andlor hardware.

The underlying architecture of one embodiment of the present intemet content delivery

system (hereinafter “ICDS”) is illustrated in Figure 3. A single ICDS node 300 is shown

including a cache 330, an ICDS application programming interface (hereinafter “API") 360

which includes a distributed database engine 361, and a plurality of software modules 310-326
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which interface with the ICDS API 360. ICDS node 300 may communicate over a network

340 (e.g., the Internet) over communication link 370 and may also interface with a plurality of

clients 350-35! and/or other ICDS nodes (e.g., through link 380).

As is known in the art, an API such as ICDS API 360 is comprised of a plurality of

subroutines which can be invoked by application software (i.e., software written to operate in

conjunction with the particular API). Thus, in Figure 3 each of the plurality of software

modules 310-326 may be uniquely tailored to meet the specific needs of a particular ISP. The

modules interface with API 360 by making calls to the API’s set of predefined subroutines.

Another significant feature of ICDS API 360 is that it is platforrn-independent. Accordingly, ‘

it can be implemented on numerous hardware platforms including those that are Intel-based,

Macintosh-based and Sun Microsystems-based.

In one embodiment. a portion of API 360's subroutines and a set of prefabricated

modules can be marketed together as a Software Development Kit (hereinafter “SDK”). This

will allow ISPs, corporations and/or end-users to customize the type of intemet content

delivery/caching which they require. In addition, because modules 310-326 may be

dynamically linked, they may be loaded and unloaded without having to reboot the hardware

platform on which cache 330 is executed.

I. Distributed Content Processing

As illustrated, ICDS node 300 includes a plurality of network protocol modules 310-

319 which interface with API 360. These modules provide caching support on ICDS node

300 for numerous different Internet protocols including, but not limited to, Web protocols

such as the Hypertext Transfer Protocol (hereinafter “H'I'l'P") 310, Usenet news protocols

such as the Network News Transport Protocol (hereinafter “NNRP") 312, directory access

protocols such as the Lightweight Directory Access Protocol (hereinafter “LDAP”) 314, data

streaming protocols such as the Real Time Streaming Protocol (hereinafter “RTSP") 316, and

protocols used to perform Wide Area Load Balancing (hereinafter “WAI..B") 318. Because

the underlying architecture of the present ICDS system includes an open API, new protocol

modules (e.g., module 319) can be seamlessly added to the system as needed.

One embodiment of the ICDS system includes a plurality of standardized service

definitions through which individual service modules 320-326 may be configured to interface

Petitioner Apple Inc. — Exhibit 1002, p. 2134



Petitioner Apple Inc. - Exhibit 1002, p. 2135

WO 00/73922 PCT/US00/11078

6

with the ICDS API 360. These service modules provide the underlying functionality of ICDS

node 300 and may include a data services module 320, an access services module 322, a

transaction services module 323. a commercial services module 324, a directory services

module 325, and a resource services module 326. The functionality of each of these modules

will be described in more detail below.

In one embodiment of the ICDS system, the ICDS API includes a distributed relational

database engine 361. As a result. a plurality of ICDS nodes 410-440 can be distributed across

ISP 400's internal network and still maintain a coherent, up-to-date storage of Internet

content. For example, if a particular data object is updated at two nodes simultaneously, the

underlying distributed database system may be configured to resolve any conflicts between the

two modifications using a predefined set of distributed database algorithms. Accordingly, the

present system provides built in caching support for dynamically changing Internet content

(e.g., Web pages which are modified on a regular basis). Such a result was not attainable with

the same level of efficiency in prior art caching systems such as proxy server 210 of Figure 2

(which are executed on, e.g., standard flat file systems such as UND( or NFS file servers).

Data Services

Data services modules such as module 320 running on each ICDS node 410-440

provide support for data replication and distribution across ISP 400's internal network 480.

This includes caching support for any data protocol included in the set of protocol modules

310-319 shown in Figure 3 as well as for any future protocol which may be added as a

module to the ICDS API 360. Because the ICDS API 360 provides a set of standardized

service definitions for data services module 320, an ISP using a plurality of ICDS nodes 300

as illustrated in Figure 4 can replicate data across its network without an extensive knowledge

of distributed database technology. In other words, the ISP can configure its plurality of nodes

by invoking the standardized service definitions associated with data services module 320 and

leave the distributed database functionality to the distributed database engine 361.

Generally. three different types of data replication may be implemented by the present

system: dynamic replication, database replication (or "actual" replication), and index

replication. Using dynamic replication. if client 472 requests content from internal ICDS

server 460 or from a server across network 490, the content will be delivered to client 472 and

replicated in ICDS node 430. If client 473 (or any other client) subsequently requests the
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same content, it will be transmitted directly from ICDS node 430 rather than from its original

source (i.e., a second request to server 460 or a server across network 490 will not be

required). Accordingly, bandwidth across ISP 400's internal network and across Internet link

405 is conserved.

The dynamic replication mechanism just described works well for replicating static

content but not for replicating dynamically changing content. For example, if the replicated

content is a magazine article then caching a copy locally works well because it is static

information - i.e., there is no chance that the local copy will become stale (out of date).

However, if the replicated content is a Web page which contains continually changing

infonnation such as a page containing stock market quotes, then dynamic replication may not

be appropriate. No built in mechanism is available for proxy cache server 210 to store an up- '

to-date copy of the information locally.

The present ICDS system, however, may use database replication to maintain up-to-

date content at each ICDS node 410-440. Because the present system includes a distributed

database engine 361, when a particular piece of content is changed at one node (e.g., ICDS

server 460) a store procedure may be defined to update all copies of the information across the

network. This may be in the form of a relational database query. Thus, the present system

may be configured to use dynamic replication for static content but to use database replication

for time-sensitive, dynamically changing content.

The third type of database replication is known as index replication. Using index

replication a master index of content is replicated at one or more ICDS nodes 410-440 across

the network 480. Once again, this implementation is simplified by the fact that the underlying

ICDS node engine is a distributed database engine. Certain types of information distributions

are particularly suitable for using index replication. For example, news overview information

(i.e., the list of news articles in a particular newsgroup) is particularly suited to index

replication. Instead of replicating each individual article, only the news overview information

needs to be replicated at various nodes 410-440 across the network 480. When a client 473

wants to view a particular article, only then will the article be retrieved and cached locally

(e.g., on ICDS node 430).
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ICDS node 430 is capable of caching and delivering various types of Internet data

using any of the foregoing replication techniques. While prior art proxy servers such as proxy

server 210 may only be used for caching Web pages, ICDS node 430 is capable of caching

various other types of intemet content (e.g., news content) as a result of the protocol modules

310-319 interfacing with ICDS API 360. Moreover, as stated above, ICDS node 430 (in

conjunction with nodes 410, 420 and 440) may be configured to cache dynamic as well as

static Web-based content using various distributed database algorithms.

One specific example of a data service provided by one embodiment of the present

system is Wide Area Load Balancing (hereinafter “WALB”) using layer 7 switching as

described in the co-pending U.S. Patent Application entitled “WIDE AREA LOAD BALANCING"

(Serial No. ____), which is assigned to the assignee of the present application and which is

incorporated herein by reference. The present system may also perform dynamic protocol

selection, dynamic query resolution, and/or heuristic adaptation for replicating content across

a network as set forth in the co-pending U.S. Patent Application entitled Dynamic Protocol

Selection and "QUERY RESOLUTION FOR CACHE SERVERS" (Serial No. __), which is

assigned to the assignee of the present application and which is incorporated herein by

reference. Finally, the present system also may include network news (e.g., Usenet news)

services set forth in the co-pending U.S. Patent Applications entitled “HYBRID NEWS SERVER"

(Serial No. _), and "SELF-MODERATED VIRTUAL COMMUNITIES" (Serial No. _), each

assigned to the assignee of the present application and each incorporated herein by reference.

Access Services

As stated above, prior art proxy server cache systems such as proxy server 210 are

only capable of caching static, publicly available Web pages. A substantial amount of Web-

based and non-Web-based content, however, requires some level of authentication before a

user will be permitted to download it. Thus, client 472 (in Figure 4) may pay a service fee to

obtain access to content on a particular web site (e.g., from server 460 or from another server

over network 490). As a result, when he attempts to access content on the site he will initially

be prompted to enter a user name and password. Once the user transmits this information to

the Web server, he will then be permitted to download Web server content as per his service

agreement.
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A problem that arises, however, is that prior art cache systems such as proxy server

210 are not permitted to cache the requested content. This is because proxy server 210 has no

way of authenticating subsequent users who may attempt to download the content. Thus,

documents which require authentication are simply uncacheable using current network cache

systems.

The present ICDS system. however, includes user authentication support embedded in

access services module 322. Thus, when client 473, for example, attempts to access a Web

page or other information which requires authentication, ICDS node will determine whether

the requested content is stored locally. If it is, then ICDS node 430 may communicate with

the authentication server (e.g., server 460 or any server that is capable of authenticating client

473's request) to determine whether client 473 should be granted access to the content. This

may be accomplished using standardized authentication service definitions embedded in

access services module 322. Using these def1nitions,ICDS node 430 will not only know what

authentication server to use, it will also know what authentication protocol to use when it

communicates to the authentication server. As a result of providing local access services V

module 322 for authentication. network information which requires authentication can now be

cached locally in ICDS node 430, thereby conserving additional bandwidth across network

link 405 and/or ISP network 480.

One particular embodiment of the present system replicates Remote Authentication

Dial In User Service (hereinafter “RADIUS") information across network 480. RADIUS is an

application-level protocol used by numerous ISP’s to provide user authentication and profile

services. This is achieved by setting up a central RADIUS server with a database of users,

which provides both authentication services (i.e., verification of user name and password) and

profile services detailing the type of service provided to the user (for example, SLIP, PPP,

telnet, rlogin).

Users connect to one or more Network Access Servers (hereinafter “NASs") which

operate as a RADIUS clients and communicate with the central RADIUS server. The NAS

client passes the necessary user information to the central RADIUS server, and then acts on

the response which is returned. RADIUS servers receive user connection requests,

authenticate users, and then return all configuration information necessary for the client to

deliver service to the user.
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One problem associated with the RADIUS protocol is that it does not provide any built

in facilities for replication of RADIUS information. Accordingly, on large ISP's such as

America Online (“AOL"), which may have tens of millions of users. RADIUS servers are

hard hit, potentially handling thousands of logon requests a minute. This may create severe

perforrnance/bandwidth problems during high traffic periods. In response, some ISP’s have

taken a brute-force approach to distributing RADIUS information by simply copying the

information to additional servers across the network without any built in mechanism to keep

the RADIUS data coherent and up-to-date.

One embodiment of the present ICDS system provides an efficient, dynamic

mechanism for distributing RADIUS information. Specifically, a RADIUS module is

configured to interface with ICDS API 360 in this embodiment (similar to the way in which

protocol modules 310-319 interface with the ICDS API 360). RADIUS information can them

be seamlessly distributed across the system using distributed database engine 361. For

example. the RADIUS module in conjunction with access services module 322 on ICDS node

430 may maintain radius information for local users. [Exactly how will this work? I assume

that access services module will be used but there will be a separate RADIUS protocol

module to support the protocol??] Thus, when client 472 first logs in to the system. ICDS

node 430 may communicate with a second ICDS node (e.g., central ICDS server 460) which

contains the necessary RADIUS authentication and user profile information. Client 472 will

input a user name and password and will then be permitted access to the network as per his

service agreement with ISP 400.

Unlike previous RADIUS systems, however, ICDS node 430 in the present

embodiment may locally cache client 472's RADIUS information so that the next time client

472 attempts to login to the network, the information will be readily available (i.e., no access

to a second ICDS node will be necessary). ICDS node 430 may be configured to save client

472’s RADIUS infomiation locally for a predetermined period of time. For example. the

information may be deleted if client 472 has not logged in to local ICDS node 430 for over a

month.

Thus, if client 472 represents a user who frequently travels across the country and logs

in to ISP 400's network 480 from various different ICDS nodes. the present system provides a

quick, effective mechanism for dynamically replicating client 472's user information into
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those geographical locations from which he most commonly accesses ISP 400. This reduces

the load which would otherwise be borne by a central RADIUS server and also improves

client 472's user experience significantly (i.e., by providing him with a quick login).

Database replication can also be used to update RADIUS information distributed

across multiple ICDS nodes 410-440. This may be done using known store procedures

defined in relational database 361. For example, if client 472 cancels his service agreement

with ISP 400, he should not be able to continually log in to local ICDS node 430 using the

RADIUS information which has been cached locally. Thus, under the present ICDS system,

ISP 400 may simply issue a relational database query such as [let’s add another update query

here using database tenninology as an example] to immediately update ICDS node 430's

radius information.

One of ordinary skill in the art will readily recognize from the preceding discussion

that alternative embodiments of the structures and methods illustrated herein may be

employed without departing from the principles of the invention. Throughout the foregoing

' description, specific embodiments of the ICDS system were described using the RADIUS .

protocol in order to provide a thorough understanding of the operation of the ICDS system. It

will be appreciated by one having ordinary skill in the art, however, that the present invention

may be practiced without such specific details. For example, the ICDS system may also

distribute authentication and user profile information in the form of the Lightweight Directory

Access Protocol (“LDAP"). In other instances, well known software and hardware

configurations/techniques have not been described in detail in order to avoid obscuring the

subject matter of the present invention.

Access services module 322 may also provide local encryption/decryption and

watermarking of intemet content. Audio or video content delivery systems, for example,

commonly use encryption of content to protect the rights of the underlying copyright holder.

When a user requests a particular piece of content some delivery systems encrypt the content

using a unique client encryption key. Only a client who possesses the encryption key

(presumably the client who paid for the content) will be permitted to play the content back.

Other systems provide for the “watermarking" of content (rather than encrypting) so that the

rightful owner of the content may be identified. This simply entails embedding a unique “tag"
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which identifies the source of the content and/or the owner of the content (i.e.. the one who

paid for it).

Prior art caching systems such as proxy sewer 210 are not capable of dealing with

encrypted or watennarked content because the encryption/watennarking functionality was not

provided locally (i.e., proxy server 210 was not ‘‘smart’' enough). In one embodiment of the

present ICDS system, however, access services module 322 of ICDS nodes 410-440 includes

a local encryption module and/or a local watennarking module. For example, if client 473

requests specific content such as a copyrighted music content stored on a music server (e.g.,

ICDS server 460), the initial request for the content will be made from ICDS node 430 on

behalf of client 473. ICDS node 430 will retrieve the requested content and cache it locally.

If the requested content requires encryption, ICDS node 430 will use its local encryption

module to encrypt the requested content using a unique user encryption key for client 473.

If a second client — e.g., client 472 - requests the same content, the copy stored locally

on ICDS module 430 can be used. ICDS module 430 will simply encrypt the content using a

dlflerent encryption key for user 472. Thus, frequently requested multimedia content (which,

as is known in the art, can occupy a substantial amount of storage space) may be cached

locally at ICDS node 430 notwithstanding the fact that the content requires both user

authentication and encryption.

The same functionality may be provided for watennarking of content. ICDS node will

use a watermarking module (which may comprise a component of access services module

322) to individually watermark multimedia information requested by individual clients,

thereby protecting the rights of the copyright holder of the underlying multimedia content.

This information can then be regularly communicated back to a central database repository.

As is known in the art, multimedia files can be extremely large and. accordingly. take

substantially more time to communicate across a network than do, for example. generic Web

pages. As such, the ability to locally cache multimedia files significantly reduces traffic

across network 480, and also significantly improves the user experience for local users when

downloading multimedia information.
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Transaction Services

In addition to replicating data services and access services information across a

network, the present ICDS system also provides for the replication of transaction services.

Transaction services includes maintaining infonnation on client payments for use of ISP 400's

services as well as information relating to the client’s online access profile (i.e., recording of

the times when the user is online).

When a client logs in to an ISP today, the client's online information is maintained on

a single central server. The central server maintains records of when and for how long the

client logged in to the network and may also include information about what the client did

while he was online. As was the case with maintaining a central RADIUS server, maintaining

a central transaction server for all users of a large ISP is inefficient and cumbersome. The

present system solves the performance and bandwidth problems associated with such a

configuration by storing transaction information locally via transaction module 323 and

algorithms build around distributed database engine 361.

Thus, if client 472 only logs on to ISP 400's network 480 via ICDS node 430, all of

his transaction and billing information will be stored locally. The information may then be

communicated across network 480 to a central billing server at predetermined periods of time

(e.g., once a month). [We didn't go into great detail on transaction services and the rest;

please add information as you feel appropriate]

Commercial Services

Commercial services module 324 provides a significantly improved local caching

capability for add rotation and accounting. An add rotation system operating in conjunction

with a typical proxy cache server will now be described with respect to Figure 2. When client

120 downloads a web page from Web server 142 the Web page may contain an ad tag or an

add tagmay automatically be inserted. The add tag will identify add server 170 and will

indicate that an add should be inserted into the requested Web page from add server 170. Add

server will then identify a specific add to insert into the downloaded Web page from add

content server. The Web page plus the inserted add will then be forwarded to proxy server

210 and on to client 120.
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Add server 170 will keep an accounting of how many different users have downloaded

Web pages with adds inserted as described above. However, one problem with accounting on

this system is that proxy server 210 requests Web pages on behalfof its clients. Accordingly,

once the requested Web pages has been cached locally in Web cache 220, add sewer will only

receive requests from proxy server 210 for any subsequent requests for the Web page. This

will result in an inaccurate accounting of how many unique clients actually requested the Web

page (and how many adds were viewed by unique users).

Because one embodiment of the present system provides built in caching support for

ad rotation services. an accurate accounting of the number of hits that a particular ad receives

may be maintained. More specifically, one embodiment of the present ICDS system solves

this problem by providing a commercial services module that monitors and records how often

individual clients request Web pages containing particular adds from add content server 171.

This information than then be communicated to a central server (e.g., ICDS server 460) at

predetermined intervals for generating add rotation usage reports.

Directory Services

Directory services provide the ability to cache locally a directory of information across

network 480 or 490. That is, the question here is not whether the particular information is

available but where exactly over networks 480 or 490 it is located. It should be noted that

there may be some overlap between the directory services concept and the index replication

concept described above with respect to data services. [I'm still not 100% sure what this is —

please elaborate with an example]

II. Content Routing

The term “content routing" refers to the ability to select among various

techniques/protocols for maintaining a coherent set of content across a network. The selection

of a particular technique may be based on several routing variables including, but not limited

to, the type of content involved (i.e., FTP. H'I'l'P . . . etc). the size of the content involved (i.e.,

small files such as HTTP vs. large files such as audio/video streaming), the location of the

content on network 480 and/or network 490, the importance of a particular piece of content

(i.e., how important it is that the content be kept up-to-date across the entire network), the

particular user requesting the content and the terms of his subscription agreement (i.e., some

users may be willing to pay more to be insured that they receive only the most up-to-date
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content without having to wait), the frequency with which the content is accessed (e.g., 5%-

10% of content on the Internet represents 90% of all the requested content), and the

underlying costs and bandwidth constraints associated with maintaining up-to—date, coherent

content across a particular network (e.g., network 480).

Three content routing techniques which may be selected (based on one or more of the

foregoing variables) to maintain coherent content across the plurality of nodes illustrated in

Figure 4 are content revalidation, content notification, and content synchronization.

Content Revalidation

When content validation is selected, the original content source will be checked only

when the content is requested locally. For example, client 473 may request an installation

program for a new Web browser (e.g., the latest version of Microsoft's1-M Internet

Explorerm). The file may then be transmitted form ICDS server 460 to client 473 and a copy

of the file cached locally on ICDS node 430. Consequently, if client 472 requests the same

program, for example, two weeks later. ICDS node 430 may be configured to check ICDS

server 460 to ensure that it contains the most recent copy of the file before passing it on to

client 472 (i.e., ICDS node 430 “revalidates" the copy it has locally).

ICDS node 430 may also be configured to revalidate a piece of content only if has

been stored locally for a predetermined amount of time (e.g., 1 week). The particular length

of time selected may be based on one or more of the variables discussed above. Moreover, in

one embodiment, the age/revision of a particular piece of content is determined based on tags

(e.g., HTML metatags) inserted in the particular content/file.

Revalidation may work more efficiently with certain types of content than with others.

For example, revalidation may be an appropriate mechanism for maintaining up—to-date copies

of larger files which do not change very frequently (i .e., such as the program installation files

described above). However, revalidation may not work as efficiently for caching smaller

andlor continually changing files (e.g., small HTML files) because the step of revalidating

may be just as time consuming as making a direct request to ICDS server 460 for the file

itself. If the file in question is relatively small and/or is changing on a minute-by-minute basis

(e.g., an HTML file containing stock quotes) then one or more other content routing

techniques may be more appropriate.
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Of course, other routing variables may influence the decision on which technique to

use, including the issue of how strong the data transmission connection is between ICDS node

430 and ICDS server 460 (i.e.. how reliable it is. how much bandwidth is available . . . etc)

and the necessity that the underlying information cached locally (at ICDS node 430) be

accurate. The important thing to remember is that ICDS node 430 — because of its underlying

open API architecture — may be configured based on the unique preferences of a particular

client.

Content Notification

Content notification is a mechanism wherein the central repository for a particular

piece of content maintains a list of nodes, or “subscribers," which cache a copy of the content

locally. For example. in Figure 4, a plurality of agents may run on ICDS server 460 which

maintain a list of content subscribers (e.g.. ICDS node 430, ICDS node 420 . . . etc) for

specific types of content (e.g.. HTML, data streaming files, FTP files . . . etc). In one

embodiment of the system, a different agent may be executed for each protocol supported by

I¢DS server 460 and/or ICDS nodes 410-440.

When a particular piece of content is modified on ICDS server 460, a notification of

the modification may be sent to all subscriber nodes (i.e.. nodes which subscribe to that

particular content). Upon receiving the notification, the subscriber node - e.g., ICDS node

430 — may then invalidate the copy of the content which it is storing locally. Accordingly, the

next time the content is requested by a client (e.g.. client 472), ICDS node 430 will retrieve

the up-to-date copy of the content from ICDS server 460. The new copy will then be

maintained locally on ICDS node 430 until ICDS node 430 receives a second notification

from an agent running on ICDS server 460 indicating that a new copy exists.

Alternatively, each time content is modified on ICDS server 460 the modified content

may be sent to all subscriber nodes along with the notification. In this manner a local, up-to-

date copy of the content is always ensured. In one embodiment of the system, notification

and/or transmittal of the updated content by the various system agents is done after a

predetermined period of time has elapsed (e.g., update twice a day). The time period may be

selected based on the importance of having an up-to-date copy across all nodes on the network

480, 490.
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As was the case with content revalidation, the different varieties of content notification

may work more efficiently in some situations than in others. Accordingly, content notification

may be selected as a protocol (or not selected) based on one or more of the routing variables

recited at the beginning of this section (i.e.. the “content routing” section). For example.

content notification may be an appropriate technique for content which is frequently requested

at the various nodes across networks 480 and 490 (e.g., for the 5-10% of the content which is

requested 90% of the time). but may be a less practical technique for larger amount of content

which is requested infrequently. As another example, large files which change frequently may

not be well suited for content notification (i.e.. particularly the type of content notification

where the actual file is sent to all subscribers along with the notification) due to bandwidth

constraints across networks 480 and/or 490 (i.e., the continuous transmission of large,

frequently changing files may create too much additional network traffic).

Content Synchronization

Content synchronization is a technique for maintaining an exact copy of a particular

type of content on all nodes on which it is stored. Using content synchronization, as soon as a

particular piece of'content is modified at, for example, ICDS node 430, it will immediately be

updated at all other nodes across networks 480 and/or 490. If the same piece of data was

concurrently modified at one of its other storage locations (e.g., ICDS node 410) then the

changes may be backed off in order to maintain data coherency. Alternatively, an attempt

may be made to reconcile the two separate modifications if it is possible to do so (using, e.g.,

various data coherency techniques).

Once again, as with content notification and content revalidation, content

synchronization is more suitable for some situations than it is for others. For example,

content synchronization is particularly useful for infomtation which can be modified from

several different network nodes (by contrast, the typical content notification paradigm

assumes that the content is modified at one central node). Moreover, content synchronization

may be useful for maintaining content across a network which it is particularly important to

keep current. For example, if network 480 is an automatic teller machine (hereinafter

“ATM") network, then when a user withdraws cash from a first node (e.g., ICDS node 440),

his account will be instantly updated on all nodes (e.g., ICDS node 410, 420, 460, and 430) to

reflect the withdrawal. Accordingly, the user would not be able to go to a different node in a

different part of the country and withdraw more than what he actually has in his account.
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As another example, a user's account status on a network (i.e., whether he is a current

subscriber and/or what his network privileges are) may be maintained using content

synchronization. If, for example, a user of network 480 were arrested for breaking the law

over network 480 (e.g., distributing child pornography). it would be important to disable his

user account on all network nodes on which this infonnation might be cached. Accordingly,

using content synchronization, once his account was disabled at one node on network 480 this

change would automatically be reflected across all nodes on the network.

As previously stated, the choice of which content routing technique to use for a

particular type of content may be based on any of the variables set forth above. In one

embodiment, the frequency with which content is accessed across the networks 480 and/or

490 may be an important factor in deciding which protocol to use. For example, the top 1%

accessed content may be selected for content synchronization, the top 2%~l0% accessed

content may be selected for content notification. and the remaining content across networks

480, 490 may be selected for content revaildation.

III. Content Deliverv Medium Selection

In addition to the content routing flexibility provided by the content delivery system as

set forth above, one embodiment of the system allows content delivery nodes such as ICDS

node 430 to select from a plurality of different transmission media. For example, ICDS node

430 may receive content from ICDS server 460 via a plurality of communication media,

including. but not limited to, satellite transmission. wireless RF transmission, and terrestrial

transmission (e.g., fiber).

Moreover, as with the selection of a particular content routing technique, the selection

of a particular transmission medium may be based on any of the variables set forth above (see,

e.g., routing variables listed under counter routing heading; page 24, line 18 through page 25,

line 9). Moreover, the choice of a particular transmission medium may be dynamically

adjustable based on performance of that medium. For example, ICDS node 430 may be

configured to receive all of its content over terrestrial network 480 as long as network 480 is

transmitting content at or above a threshold bandwidth. When transmissions over network

480 dip below the threshold bandwidth, ICDS node 480 may then begin receiving certain

content via satellite broadcast or wireless communication.
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In addition. a transmission medium may be selected for transmitting specific content

based on how frequently that content is accessed. For example, the top 10% frequently

accessed content may be continually pushed out to ICDS node 430 via satellite broadcast

while the remaining content may be retrieved by (i.e., “pulled” to) ICDS node 430 over

network 480 upon request by clients (e.g., client 473). Accordingly. those employing ICDS

nodes such as node 430 can run a cost—benefit analysis to determine the most cost effective

way to implement their system by taking in to consideration. for example, the needs of their

users, the importance of the content involved and the expense of maintaining multiple

transmission connections into ICDS node 430 (e.g., the cost associated with maintaining an

ongoing satellite connection).

In one embodiment of the system, tags (e.g., HTML metatags) may be inserted into

particular types of content to identify a specific transmission path/medium for delivering that

content to ICDS node 480. The tags in this embodiment may identify to various nodes (and/or

routers) across networks 480 and/or 490 how the particular content should be routed across

the networks (e.g., from node 410 to node 420 via terrestrial network 480; from node 420 to

node 430 via wireless transmission).

One of ordinary skill in the art will readily recognize from the preceding discussion

that alternative embodiments of the structures and methods illustrated herein may be

employed without departing from the principles of the invention. Throughout this detailed

description. numerous specific details are set forth such as specific network protocols (i.e.,

RADIUS) and networks (i.e., the Internet) in order to provide a thorough understanding of the

present invention. It will be appreciated by one having ordinary skill in the art. however, that

the present invention may be practiced without such specific details. In other instances, well

known software and hardware configurations/techniques have not been described in detail in

order to avoid obscuring the subject matter of the present invention. The invention should,

therefore, be measured in terms of the claims which follow.
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CLAIMS

What is claimed is:

l. A network content delivery system configured to:

select a first content routing technique for processing a first set of network content;

and

select a second content routing technique for processing a second set of network

content, wherein said first and second content routing techniques are selected based on one or

more content routing variables.

2. The network content delivery system as claimed in Claim 1 wherein one of said

selected content routing techniques is a content revalidation technique.

3. The network content delivery system as claimed in Claim 1 wherein one of said

selected content routing techniques is a content notification technique..

4. The network content delivery system as claimed in Claim 1 wherein one of said

selected content routing techniques is a content synchronization technique.

5. The network content delivery system as claimed in Claim 1 wherein one of said

content routing variables is the frequency with which said network content is accessed by
users.

6. The network content delivery system as claimed in Claim 1 wherein one of said

content routing variables is the size of said network content.

7. The network content delivery system as claimed in Claim 1 wherein one of said

content routing variables is the frequency with which said network content is modified.

8. The network content delivery system as claimed in Claim 1 wherein one of said

content routing variables is the type of network content (e.g.. HTML. Usenet News).

9. The network content delivery system as claimed in Claim 1 wherein one of said

content routing variables is identity of the user requesting said network content.

10. The network content delivery system as claimed in Claim 2 wherein said content

revalidation technique is selected based on the size of said network content.

1 1. The network content delivery system as claimed in Claim 2 wherein said content

revalidation technique is selected based on the frequency with which said network content is

accessed.

12. The network content delivery system as claimed in Claim 3 wherein said content

notification technique is selected based on the size of said network content.
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13. The network content delivery system as claimed in Claim 3 wherein said content

notification technique is selected based on the frequency with which said network content is
accessed.

'14. The network content delivery system as claimed in Claim 4 wherein said content

synchronization technique is selected based on the size of said network content.

15. The network content delivery system as claimed in Claim 4 wherein said content

synchronization technique is selected based on the frequency with which said network content

is accessed.

16. The network content delivery system as claimed in Claim 1 including the

additional step of selecting a first transmission medium for a first group of network content

based on one or more of said content routing variables.

17. The network content delivery system as claimed in Claim 16 including the

additional step of selecting a second transmission medium for a second group of network

content based on one or more of said content routing variables.

18. The network content delivery system as claimed in Claim 1 including an

_ application prograrnrriing interface for interfacing with a plurality of network protocol and
service modules.

19. A content delivery system comprising:

a network node for storing network content;

a first transmission medium communicatively coupled to said network node for

transmitting a first set of network content to said network node; and

a second transmission medium communicatively coupled to said network node for

transmitting a second set of network content to said network node,

wherein said first and second sets of network content are selected based on one or

more routing variables.

20. The content delivery system as claimed in Claim 19 wherein said first

transmission medium is a satellite transmission.

21. The content delivery system as claimed in Claim 19 wherein said first

transmission medium is a wireless radio frequency transmission.

22. The content delivery system as claimed in Claim 19 wherein said first

transmission medium is terrestrial-based transmission.

23. The content delivery system as claimed in Claim 19 wherein said network node

monitors transmission bandwidth of said first transmission medium and reallocates content
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from said first set to said second set if said first transmission medium drops below a

predetermined threshold value.

24. The content delivery system as claimed in Claim 23 wherein said first

transmission medium is terrestrial and said second transmission medium is non-terrestrial.

25. The content delivery system as claimed in Claim 19 wherein content is included

in said first set based on the frequency with which said content is accessed.

26. The network content delivery system as claimed in Claim 19 including an

application programming interface for interfacing with a plurality of network protocol and

service modules.

27. An article of manufacture including a sequence of instructions stored on a

computer—readable media which, when executed by a network node, cause the network node

to perform the acts of:

establishing a plurality of groups of network content to be cached on said network

node based on one or more content routing variables;

selecting a first content routing technique for maintaining data coherency in a first

group of said plurality; and

selecting a- second content routing technique for maintaining data coherency in a

second group of said plurality.

28. The article of manufacture as claimed in claim 27 wherein said first content

routing technique is content revalidation.

29. The article of manufacture as claimed in Claim 28 wherein said second content

routing technique is content notification.

30. The article of manufacture as claimed in Claim 28 wherein said second content

routing technique is content synchronization. A

31. The article of manufacture as claimed in Claim 28 wherein said content routing

variable used to select said content for said f'u‘st group is the frequency with which said

content is accessed.

32. The article of manufacture as claimed in Claim 29 wherein said content routing

variable used to select said content for said first group is the frequency with which said

content is accessed.

33. The article of manufacture as claimed in Claim 30 wherein said content routing

variable used to select said content for said first group is the frequency with which said

content is accessed.
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34. A network node comprising:

an application programming interface (“API“), said API including a distributed

relational database engine;

a plurality of protocol modules for interfacing with said API, said protocol modules

configured to allow said system to communicate over a network using a plurality of network

protocols;

a cache memory for caching data communicated to said cache memory using said
plurality of protocol modules; and

a data services module for maintaining coherency between said data stored in said

cache memory and data stored at other nodes across said network.
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KEY ENCRYP'I'ION SYSTEM AND METHOD,

PAGER UNIT, AND PAGER PROXY FOR

A TWO-WAY ALPHANUMERIC PAGER NETWORK

BACKGROUND OF THE INVENTION

5 1. Field of the Invention

10

This invention relates to a system and method of encrypting messages for

transmission and/or receipt by a pager, and in particular to a system and method for

which uses a standard two-way wireless pager protocol to send encrypted messages over

an existing paging infrastructure. The invention also relates to a pager unit capable of

sending and receiving encrypted alphanumeric messages over a wireless pager network,

and to a pager proxy server which provides key management ftmctions for enabling

transmission ofencrypted alphanumeric messages over the wireless pager network.

2. Description of Related Art

Paging systems capable of transmitting simple alphanumeric messages and

displaying the messages on a miniature two-way pager are becoming increasingly

popular. Such two-way paging systems enable messages like "Meet me at the gym at

6:00" or "I love you" to be both transmitted and received by equipment that is smaller,

less complex, and less intrusive than a wireless telephone. The messages are transmitted

as packets containing source and destination address data formatted for transmission over
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the response channel of a wireless paging network, using a protocol that allows users to

respond to messages directly from their pager units without having to use a telephone.

Two-way pagers are currently offered by Motorola and Wireless Access, with

national paging services being provided by MTEL, which uses Motorola's Re-FLEX”

paging protocol. The Re-FLEXT“ paging protocol allows users to respond to messages

using a selection ofpre-prograrmned responses or by formatting a free-form text reply,

and in addition includes a TCP/1}’ protocol stack that allows the user to initiate messages

to subscribers on wired networks, including e-mail and fax machine addresses.

The present invention concerns a method and system for encrypting and

authenticating messages transmitted over the existing pager system, using the Re-

FLEXW protocol, or over other yet-to-be-irnplemented paging systems in the U.S. and

elsewhere which may or may not use the Re-FLEXT“ protocol. Unlike previously

proposed arrangements, which either rely on complex encoding schemes and.

sophisticated hardware at the sending and destination ends of a transmission, over

transfer of keys and authentication of keys using a telephone rather than the wireless

network, the present invention offers the advantages of (i) providing authenticable key

encryption of messages at the source of the transmission and key decryption at the

destination, with protection ofthe communication by keys that are unique to each pager,

rather than shared, and yet with no need for a key exchange between the sending and

destination pagers, (ii) using existing two-way pager designs and paging system

infiastructure, and (iii) providing the encryption capabilities without adding to carrier

overhead. The addition of full key encryption and authentication capabilities to an

existing pager system without adding to carrier overhead or capital costs distinguishes

the system and method of the -invention fiom all previously proposed pager encryption
schemes.

An example of a previously proposed pager encryption scheme is described in
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U.S. Patent Nos. 5,452,356 and 5,481,255, assigned to Data Critical Corp.. Although the

term "encryption" is used in these patents, the patents are directed primarily to a data

compression and encoding protocol for enabling transmission of large volumes of data

over a wireless pager network using modified t:ra.nsmitting and receiving hardware,

including separate computers at each end of the nansmission. The only discussion of

encryption in these patents is a cursory reference to "encryption" as an added security

layer provided by utilizing a "commercially available algorithm" (see, e.g. , col. 1 1, lines

15-32 of U.S. Patent ‘No. 5,452,356) during encoding of the files by a computer

connected to the pager. Because all encryption and decryption in the Data Critical

patents is disclosed as being carried out by software on computers connected directly to

the sending and receiving pagers, the only possible ways that true key encryption could

be provided for would be to use encryption keys corresponding to decryption keys

common to all possible recipients of the message, to use unique keys for each potential

recipient but to store the corresponding encryption keys in the sender's computer, or to

exchange keys prior to a transmission. While these alternatives might be reasonable in

the context of, for example, a medical paging system in which all transmissions are

between doctors or trusted medical personnel, none of them are suitable for use in

connection with a paging system designed to transmit simple text messages using

miniature handheld paging units and which is open to the general public, both because

of the hardware intensive nature of the encoding scheme and the problem of key

management.

In addition to the wireless pager protocol described in the Data Critical patents

the prior art includes a number of patents describing authentication or encryption

schemes that are used in connection with wireless paging, but are carried out over a

telephone line. The systems described in these patents are more suited to traditional one-

way paging environments than with two-way protocols, even though one of the patents

issued only recently, and none disclose systems that can be practically applied to the

current two-way paging networks.
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U.S. Patent No. 5,668,876, for example, discloses a modified" pager which

provides authentication ofa caller. The modified pager calculates a unique response code

based on a transmitted challenge code, an input personal identification number, and an

internal key. The resulting response code is converted into DTMF tones and transmitted

by telephone to a central computer which authenticates the caller. This system does not

provide for encryption of messages, or authentication by the receiving party of

communications forwarded by the central computer, and yet requires a challenge

response form ofauthentication which requires simultaneous two-way communications,

which is currently neither possible nor required by existing two-way wireless pager

protocols.

U.S. Patent No. 5,285,496 describes a paging system with two options: the first

is to send and receive encrypted messages using private key encryption by transmitting

a clear text message over a private communications line to a local client of the pager

network where the message is encrypted using a private key, and broadcast over a pager

network, and the second is to send the message in clear text by telephone directly to the

central control system of the pager network, where the message is encrypted. However,

neither of the two options provides for encryption of the original pager transmission,

which must be sent in clear text form over a telephone line, and which, in the case where

a local client computer is used, provides no way to maintain centralized control. In

addition, for the local client computer option, in which the address is encrypted together

with the message, the destination pager must decrypt every message sent over the system

in order to determine whether a message is addressed to it, which is only possible in
pager networks with a very limited number of participants.

In the system described in U.S. Patent No. 5,638,450, on the other hand, reception

by a pager ofencrypted messages over a radio frequency pager network is made possible

by having the pager transmit an encryption key via DTMF tones over a telephone line to

a central office, the central office then encrypting the messages before forwarding them

Petitioner Apple Inc. — Exhibit 1002, p. 2162



Petitioner Apple Inc. - Exhibit 1002, p. 2163

WO 99/34553

10

20

25

PCT/US98/27531

to the recipient. This system does not permit outgoing messages to be encrypted, and

provides no way of key encrypting messages between two pagers on the network, and

again is not applicable in the context" of the present invention.

It will be appreciated that none ofthe above patents, representing the known pager

message protection proposals, describes a system that enables true key encryption and

authentication capabilities to be added to a conventional two-way wireless alphanumeric

paging system ofthe type with which the present invention is concerned, using existing

pager protocols and equipment,’ and in which any individual can send a simply

alphanumeric message by keying the message into a miniature two-way pager (or

choosing from a menu of pre-stored messages), entering a destination address, and

pressing a send button, the message then being retrievable by the intended recipient by

a simple keystroke on the recipient's pager, with the message being encrypted by a key

unique to the sending pager and decrypted by a key unique to the destination pager. In

contrast, the present invention not only provides these capabilities, but adds further levels

ofsecurity by using strong secret or private key based encryption algorithms, with multi-

tier authentication of a transmitted packet, while permitting central registration and

billing for encryption services and recovery of messages by legal authorities without

adding to carrier overhead or increasing the costs of the paging service for users who do

not require encryption.

All of the above advantages of the system and method of the invention are made

possible through the use of a proxy sewer to "intercept an encrypted message and

repackage it for delivery to the intended recipient in a form that the intended recipient is

capable of reading, thus eliminating the need for shared keys or key exchange between

the sender and ultimate recipient of the message or complex, hardware-intensive

encoding schemes, and allowing encrypted messages to be transmitted using existing

two-way alphanumeric pager protocols. Because the invention involves key encryption

and not encoding of the message, and requires knowledge by the sending and receiving
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units of only one or two keys (for example, a private key unique to the pager and a

server's public key), encryption being simpler to implement than encoding since it merely

involves performing arithmetically combining the message with the key, the present

invention can be used with existing pager hardware and protocols, and by avoiding the
need for challenge/response authentication, the present invention can be used with

existing charmels and therefore with the existing pager infrastructure. None of the

previously proposed systems and methods has these capabilities.

Not only does the use ofa proxy server relieve the sending and receiving pagers

of key management functions, but the manner in which the invention utilizes strong
encryption capabilities, by separately encrypting the session key, further minimizes the

processing resources required by the sending and receiving pagers. Essentially,

encryption ofthe message itself can be carried out with a relatively short session key to

usage of the processor, while the relatively short session key can be protected

by a snong encryption algorithm. Because the session key is not re-used, key integrity
can easily be maintained.

SUMMARY OF THE INVENTION

It is accordingly a first objective of the invention to provide a system of adding

full key encryption services to a pager network, allowing key encrypted alphanumeric

messages to be sent by any pager unit registered with the encryption service provider to

any other registered pager unit via the network, as well as to e-mail addresses, fax
machines and other destinations capable ofreceiving text messages.

It is a second objective of the invention to provide a method of adding fiill key

encryption services to a pager network, allowing key encrypted messages to be sent by

any pager unit registered with the encryption service provider to any other registered

pager unit via the network, as well as e-mail addresses, fax machines and other
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destinations capable of receiving text messages.

It is a third objective ofthe invention to provide a system which allows encryption

of alphanumeric messages by a paging unit for wireless transmission over a paging

network in a manner which is transparent to the person sending the message, and which

allows decryption and display of the messages by a receiving pager in a manner which

is transparent to the person receiving the message.

It is a fourth objective of the invention to provide a method which allows

encryption ofmessages by a paging unit for wireless transmission over a paging network

in a manner which is transparent to the person sending the message, and which allows

decryption and display of the messages by a receiving pager in a manner which is

transparent to the person receiving the message.

It is a fifth objective of the invention to provide a system and method of adding

encryption capabilities with centralized key management and unique secret keys for each

user, without modification of existing pager network infrastructure or paging

transmission protocols.

It is a sixth objective of the invention to provide a system and method of

encrypting text messages capable ofbeing transmitted over a pager network, which can

be provided as an add—on or option to the services provided by the pager network,

and which can be centrally managed using a proxy server connected to the network to

provide the encryption services to subscribers who select the encryption option.

It is a seventh objective of the invention to provide a system and method of

authenticating messages transmitted in encrypted form over a pager network, without the

need for an authentication channel or challenge/response protocol.
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It is an eighth objective of the invention to providing a standard alphanumeric

pager unit with the capability of encrypting, decrypting, and authenticating messages
transmitted using a two-way alphanumeric pager protocol, with minimal or no hardware
modification.

It is a ninth objective of the invention to provide a proxy server arrangement
which can be connected to the network operations center of a pager network in order to

manage transmission ofkey encrypted messages over the network.

These objectives are achieved, in accordance with the principles of a preferred
embodiment of the invention, by using a pager proxy sewer to carry out decryption of a

message encrypted by a session key and received from the sending pager, and to have the

pager proxy generate a new session key for re-encryption of the message transmitted to

the receiving pager, with the original session key being encrypted at least by a secret key

shared by the sending pager and the pager proxy server or by a public key corresponding
to aprivate key ofthe pager proxy server, and the new session key being encrypted either

by a secret key shared by the pager proxy server and the destination pager or a public key

corresponding to a private key held by the destination pager, thereby fleeing the sending

and destination pagers from having to store more than one secret key or of having to
carry out a direct exchange of keys, and allowing each pager on the network to be

provided with a unique key.

In accordance with the principles of an especially preferred embodiment of the

invention, in order to encrypt a message, the sending pager must have hard-coded into

memory a unique identification number and a secret key associated with the identification

number. When a user is ready to send an encrypted message, he or she begins by
entering the message to be sent, after which the user is prompted for an access code to

gain access to the encrypted shared key, the encrypted shared is decrypted, and a session

key is generated. The message that was entered by the user is then encrypted with the
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session key, and the session key is encrypted with the public key of the pager proxy

sewer, or a shared secret key of the sending pager, and appended to the encrypted

message for transmission via the network operations center to the pager proxy server.

Pager messages are formatted in accordance with standard pager protocols to

include a destination header, which is generally the address or telephone number of the

receiving pager, and with an additional space in the headerto indicate that the message

‘is encrypted, as will be explained in more detail below. When the network operations

center receives a message that is’ in encrypted fomi, it forwards it to the encryption

service center, which must at least include a pager proxy server, using an appropriate

protocol, examples of which include but are not limited to TME-X and TNPP. In the

illustrated embodiment, the pager proxy server isincluded in a gateway server in order

to enable the system to package e-mail messages for transmission in encrypted form to

pagers on the pager network, or to package pager messages according to an e-mail

protocol for transmission over a wired network such as the Internet to an e-mail address,

but it will be understood by those skilled in the art that the pager proxy may be operated

as a separate unit.

In the illustrated embodiment of the invention, the pager proxy server has the role

ofverifying the authenticity ofthe message sent by the sending pager, decrypting the data

with its private key or alternatively with a secret key shared with the sending pager to

obtain the session key that was generated by the sending pager, and decrypting the

message with the session key generated by the sending pager. Once this is accomplished,

the server generates a new session key to encrypt the message with, and then encrypts the

session key with a secret key shared with the destination pager or with a public key

corresponding to the private key of the destination pager, or alternatively with a secret

key shared with the destination pager, the two entities being appended together and sent
to the recipient pager. The destination pager, afier receiving the encrypted message,

alerts the user and, when the user is ready to read the encrypted page, prompts him or her
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for the access code to begin decryption of the appropriate shared secret key or private

key, which is then used to decrypt the session key used to decrypt theimessage.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a schematic diagram showing the principal elements of a pager

encryption system constructed according to the principles of a preferred embodiment of
the invention.

Fig. 2 is a schematic illustration summarizing the operation of the two-way pager

for sending an encrypted message over a wireless network in accordance with the

principles of a preferred embodiment of the invention.

Fig. 3 is a functional block diagram of a module used by a two-way pager to

encrypt a message and package it for wireless transmission over a pager network to a

network operations center.

Fig. 4 is a functional block diagram of a module used by a pager proxy server to

authenticate the sender of an encrypted message, authenticate the message, and extract

information from the message which can be used to re-package the message for
transmission a destination address.

Fig. 5 is a functional block diagram of a module used by the pager proxy server

to repackage a message and send it to the network operations center for transmission for

re-transrnission over the wireless pager network to a destination pager.

Fig. 6 is a functional block diagram showing the principal elements of a module

used by a destination pager to decrypt and display a message received in encrypted form

from the network operations center over the wireless paging network.
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Fig. 7 is a flowchart of a preferred process corresponding to the functional block

diagram of Fig. 3.

Fig. 8 is a flowchart of a preferred process corresponding to the functional block

diagram of Fig. 4.

Fig. 9 is a flowchart of a preferred process corresponding to the functional block

diagram of Fig. 5.

Fig. 10 is a flowchart ofa preferred process corresponding to the functional block

diagram of Fig. 6. I

DETAILED DESCRIPTION OF THE PREFERRED EMBODINIENTS

As illustrated in Fig. 1, the system of the preferred embodiment of the invention

allows encrypted communications between a sending pager and a receiving pager via a

two—way wireless paging system such as M-TEL's system, using two-way alphanumeric

pagers such as, but not limited to, the Motorola and Wireless Access pagers. The basic

elements ofthe system are a sending pager 1, a receiving pager 2 which may be identical

to the sending pager, and a network operations center (NOC) 3 which provides basic

message forwarding and subscription management services for all communications

carried by the system.

As is conventional, the sending and receiving or destination pagers (or pager

units) 1 and 2 include function and data entry keys 4, and/or a stylus 5 or other data entry

device, for allowing a user to. input and send alphanumeric messages, and an LCD or

other device 6 which allows received alphanumeric messages to be displayed. The pagers

can also provide other functions such an alarm fimction to alert the user that a message

has been received, and includes a microprocessor and circuiuy capable of formatting an
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input message and transmitting it to the network operations center according to an

appropriate protocols, including but not limited to the ReFLEXT” protocol. The sending

and receiving or destination pagers also include a memory for storing a unique user

identification number (UID) that identifies a particularpager for addressing purposes, and

other information such as a password that can be used to prevent unauthorized users from

accessing the transmission or message display functions of the pager, as well as an

addressing mode (AM) generator that is used in the pager protocol to indicate the type

of addressing used by the paging system, and a timer that can be used to generate a
message number.

In order to be used with the system and method of the illustrated embodiment of

. the invention, the pager memory must also have stored therein at least a private key of

the pager unit, a corresponding public key of the pager unit, and a public key

corresponding to a private key of the server, for encrypting either the message itself or

a session key used to encrypt the message, and software capable of running on the

included processor for performing an encryption algorithm and a decryption algorithm.

In addition, according to the preferred embodiment of the invention illustrated in Figs.

2-10, the pager must be capable of generating a session key for each message to be

transmitted, storing a private key unique to the pager which is used to authenticate the

pager, and computing a message authentication code which is used to authenticate the

message being transmitted or received.

It will be appreciated by those skilled in the art, however, that whenever a public

key or private key is required, a shared secret key could be substituted using an

appropriate algorithm, and that while the use ofsession keys is highly advantageous-, the

session key could also be eliminated in favor of public-private key encryption. In

addition, while the illustrated system provides both encryption and decryption

capabilities in at least two pagers, so that each pager can send or receive messages, the

system and method ofthe invention could also be applied to systems in which some or
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all of the pagers have reception capabilities only, i. e., in which some or all ofthe pagers

are designed to allow the pagers to receive encrypted messages originating from e-mail

addresses and/or two-way pagers, but not to originate messages. Conceivably, the system

and method of the invention could even be applied to systems in which at least some of

the pagers are capable of sending encrypted messages, but not receiving and decrypting

them, although such a system would seem to make little commercial sense. In any case,

it will be appreciated that the system and method illustrated in Figs. 2-10 are intended as

being illustrative in nature only, and should not be interpreted as being limitative of the

scope of the invention.

As indicated above, the numberofkeys required ofa pager to encrypt and decrypt

messages is at most two, so that the key storage requirements are minimal. The

encryption algorithms themselves simply involve a series ofmathematical steps, and are

well within the capabilities ofthe microprocessors used in the conventional pagers, as are

message authentication code generating techniques such as CRC or SHAI. The session

key used in the preferred embodiment to encrypt the message itselfconsists, in a practical

implementation, of just sixteen characters (128 bits), and thus encryption of the
alphanumeric‘ message using RC4 or a similar cipher or other algorithm which

makes use of a shared secret key can be accomplished without a large amount of

processing resources, while strong overall protection of the transmission is still provided

because the more processor intensive encryption algorithms are reserved for encryption

of the relatively small session key rather than the alphanumeric message itself. Of

course, the session key is not limited to a particular bit size, and it is possible for example

to use 256 bit session keys, or longer or shorter session keys as desired.

In the preferred embodiment, encryption ofthe session key is carried out by RSA

(1024 bits) but other stronger private key algorithms such as ECC PKl (~2500 bits) can

also be used, as well as shared secret key-based encryption methods such as RC4. The

public-private key encryption algorithms are preferred not only because of the strong
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encryption provided, but also because the permit authentication of the sender, as

explained below, but legal or other considerations may also affect the choice of

encryption algorithm, and thus the system ofthe invention is designed to permit the use

of different mutually exclusive encryption algorithms by the sending and destination
pagers.

The sending pager 1 illustrated in Fig. 1 tra.nsmits messages to the network

operations center 3 in the form of a packet that includes a clear text applications header

that tells the center to forward the text to the pager proxy server 7, which is conveniently

though not essentially included in a gateway 8 capable of network communications as

well as the pager encryption and decryption functions required by the present invention.

Forwarding of the packet to the pager proxy or gateway server preferably involves use

of a network data transfer protocol such as TME-X, although the manner in which the

packet is forwarded to the proxy will depend on the wireless protocol used by the pager

network and the capabilities of the network operations center. TME-X is a preferred

transfer protocol for use with Re-FLEX encoded packets because of the presence of a

TCP/l'P stack in the standard format packets that allows the Re-FLEXT“ protocol to

communicate directly with computer networks.

The gateway 8 may include a general purpose proxy server 10 such as the one

described in U.S. Patent No. 5 ,602,9l 8, entitled "Application Level Security System And

Method," and also inU.S. Patent Application Ser. No. 08/917,341, filed August 26, 1997,

entitled "Multi-Access Virtual Private Network," both ofwhich are incorporated herein

by reference. The two patent documents describe a system currently available from V-

One Corporation of Gennantown, Maryland under the name SmartGateT” (SG in the

figures) which is especially suitable for use with the pager proxy ofthe present invention,

although the pager proxy server of the invention could also be used with other gateway

servers, or without any network connection capabilities.
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As illustrated, gateway 8 also includes a dedicated e-mail server or gateway 1 1,

and e-mail protocol message transfer agent (MTA) 12 for transfening messages from the

gateway server 10 to the e-mail gateway. Both the e-mail gateway 11 and pager proxy

7 maybe physically incorporated in the gateway server or provided on independent or

separate computers, and are connected to a pager authentication module 13 which may

be physically incorporated into a general purpose gateway authentication module 14 of

a separate authentication server 15, combined with the gateway server, or may be

provided as an independent unit.

Computers on the network with capabilities of communicating with the general

purpose proxy server are represented in Fig. 1 by computer 16, and include gateway

client sofiware that permits the computer to establish a secured communications path to

the gateway server, as well as ‘an e-mail program which packages messages in an

appropriate format such as that provided by the SMTP protocol for transmission over the

secured communications path established by the gateway client sofiware. An example

of an e-mail program is "Eudoram," although the use of standard protocols such as

SMTP and Re—FLEX"‘ allows any e-mail program to communicate with the gateway and

thence with the pager network, so that the system of the invention is not limited to use

in connection with any particular e-mail program, the conventional pager network already

being equipped to handle e-mail transmissions to or from the wireless network. The

invention may be considered to apply equally to pager-to-pager communications, pager-

to-email communications, and email-to-pager communications. In addition, it is possible

that the invention could be adapted to communications originating from a fax machine,

in which case the clearpacket transmitted by the fax machine over a telephone line would

be processed by a facsimile proxy for packaging and encryption by the pager proxy, and

messages addressed to the fax machine would be decrypted by the pager proxy and

forwarded to the facsimile proxy for transmission as clear text over a telephone line, the

principles of the invention still being applicable to the encryption and decryption of the

messages by the pager proxy and sending or receiving pagers.
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Turning to the specific embodiment illustrated in Figs. 2-10, the system and

method "of the invention take the form ofmodifications to the header ofthe transmission

packet sent by the sending pager 1 and/or the pager proxy 7. Essentially in order to send

messages over the paging system, the sending pager and pager proxy, (or pager proxy
alone in the case of a message originating from computer 16 or a source of clear text

messages such as a facsimile machine) generates a header which includes the

information necessary to enable processing by the recipient ofthe packet, and in the case

ofthe pager proxy, for forwarding ofa repackaged packet to a destination address. The

header should at least include the session key encrypted message, the encrypted session

key, a sender identification number, and a destination header or address, but because the

header format will vary if a protocol other than Re-FLEXT” is used, it should be

appreciated that the other information contained in the illustrated header, and the position

ofthe information, can be varied without departing from the scope of the invention, and

the invention is intended to encompass headers formatted for other alphanumeric wireless

paging protocols, as well as for encryption algorithms and authentication protocols other

than the specific algorithms and protocols indicated.

Fig. 2 illustrates the format of the preferred header, which is divided into three

fields. It is to be understood that while the illustration refers to the communication

between the sending pager and the pager proxy, the same header will be used for the

communication between the pager proxy and the destination pager, with appropriate

substitutions ofaddresses and keys as explained in more detail below. As shown in Fig.
2, the first field is a clear text field that contains the encryption method indicator EM,

pager addressing mode (AM), and user identification number (UlD) (sometimes referred

to as a PIN, but not to be confused with the password entered by the user to access pager

ftmctions), while the second field contains the encrypted session key (SESKey1) and

various data referred to as "header data" (HdrData) including the destination header or

address (DH) and a message authentication code (MAC), the information in the second

field being encrypted by the unique private key ofthe sending pager (pv.sender) in order
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to authenticate the sender, and by a public key corresponding to a private key held by the

server (pb.server) in order to protect the contents of this field. The third field contains

the message encrypted by the session key.

The various fields illustrated in Fig. 2 may be formatted in any convenient manner

pemiitted or required by the protocol used to package the data in- the fields for

transmission, but in the illustrated example most or all of the data in at least fields one

and two can conveniently be in hexadecimal format. Whenever the drawings illustrate

a hexadecimal number, the number ## will be preceded by a "Ox" to form 0x##.

The encryption method indicator EM indicates which ofthe possible encryption

methods handled by the server is being used to encrypt the session key and other

information in field 2, so that the session key can be recovered and used to decrypt the

encrypted message in field 3. As indicated above, possible encryption methods include

the RC4 secret key encryption method, which requires the parties to the communication

to have a shared secret key that is used for both encryption or decryption, and the RSA

public key encryption method, which is the method illustrated in Fig. 2. The indicator

itselfis simply a number assigned to the encryption method. While any given pager will

generally have only a single encryption method stored in memory, it is possible for the

pager proxy to be arranged to handle multiple different methods and thus need to have

an indication ofthe type ofencryption method, to accommodate different pager systems

or legal requirements, particularly if international pager trafiic is involved.

The addressing mode (AM) indicates the type ofaddress involved. For example,

in the U.S., pager addressing modes are assigned one application header, while e-mail

addressing modes are assigned another application header. This indicator may not be

necessary in all protocols since the destination header may be unique to a specific type

of address, but is included in field 1 as pa.rt of the Re-FLEX” protocol.
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The user identification number (UID) included in clear text in field 1 and in

encrypted form in field 2, is the unique address assigned to the pager, and is used to

indicate the source of the message so as to enable the pager proxy to retrieve the

appropriate public decryption key (pb.sender), and for use in authentication ofthe sender

and for display by a receiving pager. Preferably, this number is hard-coded into memory

so that it cannot easily be altered, and in current U.S. paging systems is in the form of a

ten digit number.

The header data (HdrData) of the second field includes an application header

(AH), which included in a field having variable length and string value, the address mode

and destination header (AM/DH), the user identification number (UID), which is the

same as the one included in field 1, and a message number (MSGNO) and message

authentication code (MAC). In addition, e-mail address protocols require a byte

indicative of address length to be added where the address mode indicates an e~mail

address.

For purposes of the present invention, the message number can be any arbitrary

number, although the use of a time-related reference, as allowed by the Re-FLEX

protocol, is useful for account tracking or billing purposes, and in addition can be used

to ensure that received message is not a recording of a message sent earlier and

intercepted by an unauthorized party. For example, the message number has previously

been defined as the number of seconds since January 1, 1970.

The message authentication code is a checksum used to verify that the recovered

message is identical to the original message, and may be computed using an error

correction code function such the cyclic recovery code (CRC) function, with CRCs being

used in the illustrated embodiment or, alternatively, by computing a hash or one-way

combination ofthe header data with the message and the session key, using an algorithm '

such as SI-IAI. By combining the message with other data to obtain the message
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authentication code in a way that can only recreated if the data used to recreate the code

is the same as the data originally used to generate the code, the code can be used to

authenticate the message, i. e., to verify that the message has not been altered since the

time when the code was first generated, as will be described in more detail below. It will

be appreciated that the exact form ofthe message authentication code is not a part ofthe

present invention, and that any message authentication codemay be used so long as it can

be used to authenticate the message in the manner described below.

The three blocks above the header data in Fig. 2 indicate the source ofthe data for

the various fields. The manner in which the data is combined to form the fields is

described in more detail in connection with Figs. 3-10, but the sources of the data may

be summarized as (i) information entered by the user, which consists of the message

(MSG) and the recipient address which forms the destination header, (ii) information

stored in memory, including private and public keys of the pager, a public key of the

pager proxy server, an access code which is to be compared with an access code input by

the user, the encryption method indicator (EM), the user identification number (UID), and

the application header, and (iii) information generated at runtime, i.e., during assembly

of the packet header, including the session key (SESKey), the message number

(MSGNO), the addressing mode (AM), and the message authentication code (MAC).

The details of the manner in which the data shown in Fig. 2 is assembled by

sending pager 1 to form the header shown in Fig. 2 is illustrated in the fimctional block

diagram of Fig. 3, as well as the flowchart of Fig. 7. As illustrated in Fig. 3, the pager

1 includes a user input 20 connected to keys 4 or stylus 5, which supplies the destination

header (DH) to a fimctional block 21 which assembles the header data (HdrData), and to

a fimctional block 22 which computes the message authentication code (MAC). In

addition, the user input 20 supplies the message to functional block 28, the output of

which is field 3 of the header.
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Pager 1 also includes a memory 24 which stores the encryption method (EM), the

application header (AH), the user identification number (UID) and the encryption method

identifier (EM), which are supplied directly to fimctional block 23 for inclusion in field

1, the user identification number and application header being also supplied to fimctional

block 21 for inclusion in the header data, which in turn is supplied to fimctional block 22

for inclusion in the message authentication code. The address mode (AM), which is

associated with the destination header (DH) in the header data is generated by an address

mode generator 25 which can be in the form of a look-up table, device that reads a

particularidentifying bit in the destination header, or other device, and the message

number can be generated by a counter, timer, or other device 26 depending on the nature

ofthe message number. Finally, the session key (SESKeyl) for this embodiment of the

invention is an eight character string generated by a random or pseudorandom number

generator 27, which supplies the session key to fimctional block 28 for use in encrypting

the message (MSG), to fimctional block 22 for inclusion in the message authentication

code, and to functional block 29 for encryption together with the header data by the

private key of the sender. The output of functional block 29 is supplied to fimctional

block 30 for encryption by the public key ofthe server, the output ofblock 30 serving as

field 2 of the header for the packet transmitted by the sending pager.

It will be appreciated by those skilled in the art that any of the fimctional blocks

and data or number generators illustrated in Fig. 3, or in Figs 4-6, may be implemented

either by hardware or software, and that while distinguishable by fimction, the fimctions

may be carried out using common subroutines, hardware, or software.

Turning to Fig. 4, the pager proxy 7 includes a database of public keys

corresponding to the unique public keys ofpagers registered with the encryption service

provider that operates the proxy server. The database is accessed by fimctional block 31

according to the clear text user identification number (UID) present in the header of a

packet forwarded to the pager proxy by the network operations center. Field 2 is

Petitioner Apple Inc. — Exhibit 1002, p. 2178



Petitioner Apple Inc. - Exhibit 1002, p. 2179

10

20

25

WO 99/34553 PCT/US98/27531

21

decrypted by fimctional block 32 using the private key of the server (pv.server) and by

functional block 33 using the public key ofthe sender (pb.sender) to recover the session

key, and the user identification number (UID) recovered from field 2 is compared by

fimctional block 34 with the user identification number of field 1 to verify the

authenticity of field 2 and recover the session key (SESKeyl). A functional block 35

then uses the session key to decrypt the message (MSG).

The message recovered by the pager proxy is authenticated in functional block

37, by comparing the message authentication code recovered from field 2 with the output

of a fimctional block 36 that computes the message authentication code based on the

destination header (DH), application header (AH), user identification number (UID),

message number (MSGNO), and session key (SESKey1) recovered from field 2, and the

message recovered from field 3. The message, session key, and header data (HdrData)

are then made available by functional block 38 to an encryption or repackaging module,

illustrated in Fig. 5, for repackaging in a way that will enable decryption by a destination

pager.

Asvshown in Fig. 5, the application header (AH) and message number (MSGNO)

received from fimctional block 38 is provided to fimctional blocks 41 and 42 for

inclusion in the header data and message authentication code, while the address mode

(AM) and encryption method (EM) obtained from field 1 ofthe packet received from the

sender is passed to functional block 43 or regenerated for inclusion as clear text in the

packet header. In order to permit decryption and authentication ofthe repackaged header

by the receiving pager, however, the destination header (DH) and user identification

number (UID) are swapped, so that the original destination header is supplied by the

pager proxy to functional blocks 41, 42, and 43 as the user identification number (UID),

and the original user identification number are supplied to fimctional blocks 41 and 42

as the destination header (DH). Functional block 42 generates a message authentication

code based on the new destination header (DH), application header (AH), user
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identification number (UID), message number (MSGNO), while a new session key

(SESKey2) is generated by functional block 44 in the same manner as ftmctional block

27 shown in Fig. 3, and the resulting message authentication code (MAC) together with

the new session key and header data from ftmctional block 41 are encrypted by functional

block 45 using the private key of the server (pv.server) before being sealed by fimctional

block 46 using the public key of the destination pager (pb.recipient) and included in the

header as field 2. Functional block 47 receives the message and new session key and re-

encrypts the message using the new session key and an algorithm such as RC4 to

generate field 3, fields l-3 being assembled into a packet 50 for transmission to the

destination pager 2 via the network operations center 3.

Again, those skilled in the art will appreciate that all of the fimctional blocks

illustrated as being present in the proxy server and/or proxy authentication module may

be implemented as sofiware, hardware, or a combination of sofiware and hardware, and

may be varied depending on the encryption method and requirements of the pager

“protocol.

In addition, those skilled in the art will appreciate that the illustrated embodiment

could be modified by eliminating the session key and instead using public key encryption

ofthe message. Alternatively, instead ofhaving the pager proxy perform any decryption
ofthe message, the original session key could simply be re-encrypted by the pager proxy

using at least the public key of the destination pager as described above, or a secret key

shared with the destination pager, in which the encrypted message would simply be

forwarded to the destination pager unit with the session key re-encrypted so that it can

be recovered by the destination pager. While neither of these options is currently

preferred because elimination of the session key leaves transmissions vulnerable to

recording, and elimination of message decryption by the pager proxy makes message

authentication more difficult, they should nevertheless beiconsidered to be within the

scope of the invention.
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Turning to Fig. 6, the destination pager 2 includes functional blocks mirroring

those ofthe server for decrypting messages and authenticating packets received from the

pager proxy 7 via the network operations center 3. These include functional block 51 for

retrieving the server public key (pb.server) from memory, functional blocks 52 and 53

for decrypting the field 2 using the recipient private key (pv.recipient) and the server

public key, firnctional block 54 for comparing the user identification number recovered

from field 2 with the user identification number in field 1, functional block 56 for

decrypting the message (MSG) using the session key (SESKey2) recovered from field

2, and functional blocks 57 and 58 for generating a message authentication code and

comparing it with the message authentication code recovered from field 2. It will be

noted that functional block 57 may also be used to generate a message authentication

code for an outgoing message, avoiding duplication of the hardware or sofiware which

performs this function.

Finally, destination pager 2 includes a functional block 59 for displaying the

message (MSG) and destination header (DH) corresponding to the user identification

number of the sending pager, and for alerting the user as necessary that a message has

been received. The display is identical to that used for an unencrypted message, and thus

the decryption operation is entirely transparent to the user.

The methodsteps that implement the functions illustrated in Figs. 3-6 are as

follows:

First, as shown in Fig. 7, upon input of a message and destination address by the

user ofa pager (step 100), which may follow the input and verification ofa password (not

shown), a message number, address mode, and session key are generated (step 1 10) and

the encryption method identifier, application header, user identification number, server

public key, and sender private key are retrieved from memory (step 120). The encryption

method identifier, address mode, and user identification number are included in field 1

(step 130), a message authentication code based on the destination header, application
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header, user identification number, message number, message, and session key is

computed (step 140), and the application header, user identification number, destination

header, message number, message authentication code, and session key are encrypted by

the private key of the sending pager (step 150) and then by the public key of the pager

proxy (step 160) to obtain field 2 of the packet header. Finally, the message is encrypted

by the session key (step 170) to obtain field 3, and the packet header is transmitted via

the network operations center to the pager proxy (step 180).

Upon receipt by the pager proxy, as shown in Fig. 8, the public key ofthe sending

pager is retrieved based on the user identification number in field 1 (step 200), and field

2 of the packet is decrypted by the private key of the server (step 210) and then by the

public key ofthe sending pager (step 220) based on the encryption method identified by

the identifier in field 1. Authentication of the sender is provided by comparing the user

identification number recovered from field 2 with the user identification number in field

1 (step 230), the message included in field 3 is decrypted using the session key recovered

from field 2 (step 240), and authentication of the message is provided by generating a

message authentication code based on the destination header, application header, user

identification number, message number, and session key recovered from field 2 together

with the decrypted message (step 250), and by then comparing the computed message

authentication code with the message authentication code recovered from field 2 (step
260).

As illustrated in Fig. 9, afier authenticating the infomiation contained in field 2,

the proxy server generates a new session key (step 300), encrypts the message using the

new session key (step 310), assigns the original user identification as the new destination

header and the original destination header as the new user identification number,

computes a new message authentication code (step 330), encrypts the address header,

message number, new user identification number, new destination header, new session

key, and new message authentication code using the private key ofthe server (step 340),
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encrypts the result of step 340 using the public key of the destination pager (step 350),

and assembles the header and packet for RF transmission to the destination pager via the

network operations center (step 360).

As illustrated in Fig. 10, upon receipt by the destination pager, as shown in Fig.

8, the public key of the pager proxy server is retrieved based on the user identification

number in field 1 (step 400), and field 2 of the packet is decrypted by the private key of

the destination pager (step 410) and then by the public key ofthe pager proxy server (step

420) based on the encryption method identified by the. identifier in field 1.

Authentication of the sender is provided by comparing the user identification number

recovered fi'om field 2 with the user identification number in field 1 (step 430), the

message included in field 3 is decrypted using the session key recovered from field 2

(step 440), and authentication of the message is provided by computing a message

authentication code based on the destination header, application header, user

identification number, message number, and session key recovered from field 2 together

with the decrypted message (step 450), and by then comparing the computed message

authentication code with the message authentication code recovered from field 2 (step

460). Finally, after authentication ofthe user identification number and message, the user

is alerted that a message has been received and the decrypted message and information

contained in the destination header are displayed at the request of the user (step 470).

Having thus described apreferred embodiment ofthe invention in sufficient detail

to enable those skilled in the an to practice the invention, it is nevertheless anticipated

that numerous variations and modifications of the invention will occur to those skilled

in the art, and it is intended that all such variations and modifications be included within

the scope of the invention. For example, although the preferred embodiment of the

invention has the pager proxy re—package the message by first decrypting it, and then re-

encrypting it using a new session key, it is also within the scope of the invention to have

the pager proxy decrypt only the session key and re-encrypt the same session key using
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the public key or shared secret key of the destination pager. Accordingly, it is intended

that the above description not be taken as limiting, but rather that it be defined solely by
the appended claims.
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I claim:

1. A system for adding encryption services to an existing pager network, the pager

10

15

20

25

network including a network operations center which provides a means for receiving an

alphanumeric message from any ofa plurality ofhandheld pager units and forwarding the .

alphanumeric message to another of the plurality of handheld pager units, at least two of

said pager units comprising:

means for inputting an alphanumeric message and a destination

address;

means for including the alphanumeric message in a packet for

transmission to the destination address by wireless transmission via the

network operations center;

means for receiving an alphanumeric message from the network

operations center; and

means for displaying the alphanumeric message received fi'om the

network operations center,

wherein the system for adding encryption services comprises:

means in at least one ofsaid pager units for encrypting a message and transmitting

the encrypted message via the network operations center to another of said pager units;

means in said another one of said pager units for decrypting and displaying the

encrypted message; and

a pager proxy server including means for receiving a packet containing the

encrypted message that has been sent to the network operations center, decrypting at least

a portion of the packet, and re-encrypting said portion ofthe packet for delivery to said

another of said pager units via said network operations center.

2. A system as claimed in claim 1, wherein said means for encrypting the message

comprises means for encrypting the message by a secret key.
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3. A system as claimed in claim 2, wherein said secret key is a first session key

generated by a sending pager unit, said sending pager unit further comprising means for

encrypting said first session key by a public key corresponding to a private key held by

the pager proxy server so that the session key can be recovered only by the paging proxy
SCI'VCI'.

4. A system as claimed in claim 3, wherein said sending pager unit fiirther comprises

means for encrypting at least the first session key by a private key of the sending pager

unit, and wherein said pager proxy server includes means for retrieving a public key

corresponding to the private key of the sending pager unit for use as a first level

authentication of the sending pager unit.

5. A system as claimed in claim 4, further comprising means for appending a unique

user identification number ofthe sending pager unit to the header in clear text form, said

user identification number being hard-coded into the sending pager unit.

6. A system as claimed in claim 5, wherein said means for encrypting at least the

session key by a private key ofthe sending pager unit also encrypts the user identification

number of the sending pager unit, and said paging proxy server includes means for

decrypting the encrypted user identification number together with the first session key

andncomparing it with the clear text user identification number in order to authenticate

the contents of the field containingthe encrypted user identification number and first

session key.

7. A system as claimed in claim 4, wherein the sending pager unit further comprises

means for generating a first message authentication code based on various header data

and the message and encrypting the various information together with the session key and

the first message authentication code using the private key ofthe sending pager unit, and

wherein the pagerproxy server further comprises means for decrypting the various header
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data, first message authentication code, and session key using apublic key corresponding

to the private key of the sending pager unit, decrypting the message using the session

key, generating a second message authentication code based on the message and various

header data, and comparing the first message authentication code with the second

message authentication code in order to authenticate the message.

8. A system as claimed in claim 7, wherein said message authentication code is an

error correction code function.

9. A system as claimed in claim 7, wherein said various header data includes at least

a user identification number ofthe sending pager and a destination header corresponding

to the input address of the destination pager.

10. A system as claimed in claim 9, wherein said various header data firrther includes

a message number and application header.

11. A system as claimed in claim 4, wherein the sending pager firrther comprises

means for adding an encryption method identifier in clear text to the packet header.

12. A system as claimed in claim 4, wherein an encryption algorithm used to encrypt

the first session key is a public-private key encryption algorithm.

13. A system as claimed in claim 4, wherein said secret key is a first session key

generated by a sending pager unit and said first session key is encrypted by a stream

cipher that uses a shared secret key.

14. A system as claimed in claim 2, wherein said sending pager unit further comprises

means for generating an address mode and appending the address mode in clear text to

the packet header.
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15. A system as claimed in claim 14, wherein said address mode indicates an address

type selected fiom the group consisting ofpager address types and e—mail address types,

and wherein the pager proxy server is connected to a computer network gateway server

and includes means for re-packaging said message in an e—mail packet and transmitting

the e—mail packet via said computer network server to an e—mail address.

16. A system as claimed in claim 15, fi.1l'Lh6I' comprising means for receiving e~mail

packets from said computer network gateway server, and re-packaging said e—mail

packets for transmission to the destination pager unit via said network operation center,

and means for repackaging packets received from the network operations center for

forwarding to an e-mail server.

17. A system as claimed in claim 1, wherein said means included in the pager proxy

server for decrypting at least a portion ofthe packet includes means for decrypting, using

a secret key, a portion ofthe packet containing a first session key used by a sending pager

unit to encrypt said portion of the packet.

18. A system as claimed in claim 17, wherein said pager proxy server further includes

means for decrypting said message using said first session key, means for generating a

second session key, and means for re-encrypting the message using the second session

key.

19. A system as claimed in claim 18, wherein said means for re—encrypting said

portion of the packet includes means for encrypting the second session key by a secret

key.

20. A system as claimed in claim 19, wherein said means for encrypting said portion

ofthe packet by a secret key includes means for re—encrypting the second session key by

a public key corresponding to a private key of a destination pager unit.
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21. A system as claimed in claim 20, wherein said means for encrypting said portion

ofthe packet by a secret key fiirther includes means for, before re-encrypting the second

session key by the public key corresponding to a private key of the destination pager,

encrypting the second session key and various additional data by a private key of the

pager proxy server.

22. A system as claimed in claim 21, wherein said additional data includes a second

- user identification number, said second user identification number corresponding to a

first destination header included in said decrypted portion ofthe packet received from the

sending pager unit, and wherein said destination paging unit includes means for

comparing said second user identification number encrypted with said second session key

to a clear text version of the second user identification number received from the pager

proxy server in order to authenticate the pager proxy server.

A 23. A system as claimed in claim 22, wherein said additional data includes a second

destination header corresponding to the first user identification number, and wherein said

second pager unit includes means for displaying information included in said second

destination header in order to indicate an address of the sending pager unit.

24. A system as claimed in claim 22, wherein said additional data includes a second

destination header corresponding to the first user identification number, a message

number recovered from said decrypted portion of the packet received from the sending

pager unit, and an application number.

25. A system as claimed in claim 22, wherein said pager proxy server fiuther

comprises means for generating a message authentication code based on said message,

said second session key, and said additional data, and said destination pager unit includes

means for recovering said additional data and computing a message authentication code

based on the additional data, said second session key, and said message in order to

authenticate said message.
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26. An encryption method according to which encryptionservices may be added to

an existing two-way wireless pager network, the pager network including a network

operations center which provides a means for receiving an alphanumeric message from

any of a plurality ofhandheld pager units and forwarding the alphanumeric message to

another of the plurality of handheld pager units, comprising the steps of:

causing one of said pager units to perform the steps ofencrypting

a message, including the encrypted message in a wireless transmission

packet, and transmitting the encrypted message from said one of said

pager units to a pager proxy" server via the network operations center;

causing the pager proxy server to perform the steps of receiving

the encrypted message and repackaging it for transmission to another of

said pager units via the network operations center; and

causing said another of said pager units to perform the steps of

decrypting and displaying the encrypted message.

27. A method as claimed in claim 26, wherein the step of encrypting the message

comprises the step of encrypting the message by a secret key corresponding to a secret

key of the pager proxy server so that the session key can only be recovered by the paging
proxy server.

28. A method as claimed in claim 26, wherein said secret key is a first session key

generated by a sending pager unit, and wherein said sending pager unit further performs

the step of encrypting said first session key by a public key corresponding to a private

key held by the pager proxy server.

29. A method as claimed in claim 27, wherein said sending pager unit further

performs the step of encrypting at least the first session key by a private key of the

sending pager unit, and wherein said pager proxy server performs the step of retrieving

a public key corresponding to the private key of the sending pager unit for use as a first
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level authentication of the sending pager unit.

30. A method as claimed in claim 29, further comprising of the step of appending a

unique user identification number of the sending pager unit to the header of the

A transmission to the paging proxy sewer in clear text form, said user identification number

being hard-coded into the sending pager unit.

31. A method as claimed in claim 30, wherein said step of encrypting at least the

session key by a private key of the sending pager unit includes the step of encrypting the

user identification number ofthe sending pager unit, and said paging proxy server firrther

performs the steps ofdecrypting the encrypted user identification number together with

the first session key and comparing it with the clear text user identification number in

order to authenticate the contents ofthe field containing the encrypted user identification

number and first session key.

32. A method as claimed in claim 29, wherein the sending pager unit further performs

the step of computing a first message authentication code based on various header data

and the message and encrypting the various information together with the session key and

the first message authentication code using the private key ofthe sending pager unit, and

wherein the pager proxy server fiirther performs the steps of decrypting the various

header data, first message authentication code, and session key using a public key

corresponding to the private key ofthe sending pager unit, decrypting the message using

the session key, generating a second message authentication code based on the message

and various header data, and comparing the first message authentication code with the

second message authentication code in order to authenticate the message.

33. A method as claimed in claim 32, wherein said message authentication code is an

error correction code function.
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34. A method as claimed in claim 32, wherein said various header data includes at

least the user identification number of the sending pager and a destination header

corresponding to the input address of the destination pager.

35. A method as claimed in claim 34, wherein said various header data further

includes a message number and application header.

36. A method as claimed in claim 34, wherein the sending pager further performs the

step of adding an encryption method identifier in clear text to the packet header.

37. A method as claimed in claim 29, wherein an encryption algorithm used to

encrypt the first session key is a public-private key encryption algorithm.

38. A method as claimed in claim 27, wherein said secret key is a first session key

generated by a sending pager unit and said first session key is encrypted by a stream

cipher that uses a shared secret key.

39. A method as claimed in claim 37, wherein said sending pager unit further

performs the step ofgenerating an address mode and appending the address mode in clear
text to the packet header.

40. A method as claimed in claim 39, wherein said address mode indicates an address

type selected from the group consisting ofpager address types and e-mail address types,

and wherein the pager proxy server is connected to a computer network gateway server

and further performs the step of re-packaging said message in an e-mail packet and

transmitting the e-mail packet via said computer network server to an e-mail address.

41. A method as claimed in claim 40, further performs the steps of receiving e-mail

packets from said computer network gateway server, and re-packaging said e-mail
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packets for transmission to the destination pager unit via said network operation center.

42. A method as claimed in claim 26, wherein said step ofrepackaging the encrypted

message for transmission includes the step ofcausing the pager proxy server to encrypt,

using a secret key, a portion ofthe packet containing a first session key used by a sending

pager unit to encrypt said portion of the packet.

43. A method as claimed in claim 42, wherein said pager proxy server further

performs the steps ofdecrypting said message using said first session key, generating a

second session key, and re-encrypting the message using the second session key.

44. A method as claimed in claim 43, wherein said pager proxy server fiuther

performs the step of encrypting the second session key by a secret key.

45. A method as claimed in claim 44, wherein said step ofencrypting said portion of

the packet by a secret key includes the step of re-encrypting the second session key by

a public key corresponding to a private key of a destination pager unit.

46. A method as claimed in claim 45, wherein said step ofencrypting said portion of

the packet by a secret key f1u'ther includes the step of, before re-encrypting the second

session key by the public key corresponding to a private key of the destination pager,

encrypting the second session key and various additional data by a private key of the

pager proxy server.

47. A method as claimed in claim 46, wherein said additional data includes a second

user identification number, said second user identification number corresponding to a

first destination header included in said decrypted portion ofthe packet received from the

sending pager unit, and wherein said destination paging unit perform the step of

comparing said second user identification number encrypted with said second session key
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to a clear text version of the second user identification number received from the pager

proxy server in order to authenticate the pager proxy server.

48. A method as claimed in claim 47, wherein said additional data includes a second

destination header corresponding to the first user identification number, and wherein said

second pager unit performs the step of displaying information included in said second

destination header in order to indicate an address of the sending pager unit.

49. A method as claimed in claim 47, wherein said additional data includes a second

destination header corresponding to the first user identification number, a message

number recovered fi'om said decrypted portion of the packet received from the sending
pager unit, and an application number.

50. A method as claimed in claim 47, wherein said pager proxy server further

performs the step of computing a message authentication code based on said message,

said second session key, and said additional data, and said destination pager unit further

performs the step of recovering said additional data and computing a message

authentication code based on the additional data, said second session key, and said

message in order to authenticate said message.

51. A two-way alphanumeric pager unit, comprising:

means for inputting a message and a destination address; .

means for generating a session key;

means for encrypting the message using the session key;

means for protecting the session key so that it can only be recovered by a pager

proxy server; I

means for transmittingthe message via a wireless pager network to the pager
proxy server;

means for receiving an encrypted message transmitted via the wireless pager

network from the pager proxy server;
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means for decrypting an encrypted session key appended to the message;

means for decrypting the encrypted message transmitted from the pager proxy

server using the decrypted session key; and

means for displaying the message.

52. A pager unit as claimed in claim 5 l , wherein said means for protecting the session

key comprises means for encrypting the session key by a secret key.

53. A pager unit as claimed in claim 52, wherein said secret key is a first session key

generated by the pager unit, said sending pager unit fiirther comprising means for

encrypting said first session key by a public key corresponding to a private key held by

the pager proxy server.

54. A pager unit as claimed in claim 53, further comprising means for appending a

unique user identification number of the pager unit to the header in clear text form, said

user identification number being hard-coded into the pager unit.

55. A pager unit as claimed in claim 54, wherein said means for encrypting at least

the session key by a secretkey also encrypts the user identification number ofthe sending

pager unit, said encrypted user identification number being compared by the pager proxy

server with a clear text version ofthe user identification number transmitted with a packet

header in order to authenticate the pager unit.

56. A pager unit as claimed in claim 55, wherein the pager unit further comprises

means for computing a message authentication code based on various header data and the

message, and means for encrypting the various information together with the session key

and the message authentication code using a private key ofthe sending pager unit in order

to provide a means for authentication by the pager proxy of the message.
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57. A pager unit as claimed in claim 56, wherein said message authentication code
is an error correction code function.

5 8. A pager unit as claimed in claim 57, wherein said various header data includes at

least the user identification number of the pager unit and a destination header

corresponding to the input address of a destination pager.

59. A pager unit as claimed in claim 58, wherein said various header data further

includes a message number and application header.

60. A pager unit as claimed in claim 52, wherein the pager unit further comprises
means for adding a.n encryption method identifier in clear text to a packet header.

61. A pager unit as claimed in claim 60, wherein an encryption algorithm used to

encrypt the first session key is a public-private key encryption algorithm.

62. A pager unit as claimed in claim 60, wherein said secret key is a first session key

generated by a sending pager unit and said first session key is encrypted by a stream

cipher that uses a shared secret key.

63. A pager unit as claimed in claim 62, wherein said pager unit further comprises

means for generating an address mode and appending the address mode in clear text to

the packet header.

64. A pager unit as claimed in claim 62, wherein said address mode is selected fi'om

the group consisting of pager address types and e-mail address types, and wherein the

pager proxy server is connected to a computer network server and includes means for re-.

packaging said message in an e-mail packet and transmitting the e-mail packet via said

computer network server to an e-mail address.
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65. A pager proxy server, comprising:

means for receiving a message encrypted by a session key, the session key being

encrypted and appended to the encrypted message, fi'om a network operations center of

a pager network;

means for recovering the session key using a secret key of the server;

means for authenticating the sender of the message; and

means for re-transmitting the message encrypted by a session key in a manner

which enables decryption of the message only by a holder of a second secret key.

66. A server as claimed in claim 65, wherein said means for re-transmitting the

message comprises means for decrypting the message using the first session key, re-

encrypting the message using a second session key, and encrypting the second session

key.

67. A server as claimed in claim 66, wherein said first secret key is a private key held

by the pager proxy server.

68. A server as claimed in claim 67, further comprising means for retrieving a public

key corresponding to a private key of a sending pager unit for use as a first level

authentication of the sending pager unit.

69. A server as claimed in claim 68, further comprising means for decrypting the a

user identification number of the sending pager unit together with the session key and

comparing it with a clear text user identification number in order to authenticate the

contents ofthe field containing the encrypted user identification number and session key.

70. A server as claimed in claim 69, further comprising means for decrypting various

header data, a first message authentication code, and a session key using a public key

corresponding to the private key ofthe sending pager unit, decrypting the message using
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the session key, generating a second message authentication code based on the message

and various header data, and comparing the first message authentication code with the

second message authentication code in order to authenticate the message.

71. A server as claimed in claim 70, wherein said message authentication code is an

error correction code ftmction.

72. A server as claimed in claim 70, wherein said various header data includes at least

the user identification number of the sending pager and a destination header

corresponding to the input address of the destination pager.

73. A server as claimed in claim 72, wherein said various header data further includes

a message number and application header.

74. A sewer as claimed in claim 73, wherein said encryption method is a public~

private key encryption algorithm.

75. A server as claimed in claim 73, wherein said encryption method is RC4 secret

key encryption.

76. server as claimed in claim 72, further comprising means for receiving e~mail
packets from said computer network server, and re-packaging said e-mail packets for

transmission to the destination pager unit via said network operation center.

77. A system for adding encryption services to an existing pager network, the pager

network including a network operations center which provides a means for receiving an

alphanumeric message from any ofa plurality ofhandheld pager units and forwarding the

alphanumeric message to another of the plurality ofhandheld pager units, at least one of

said pager units comprising:
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means for inputting an alphanumeric message and a destination *

address;

means for including the alphanumeric message in a packet for

transmission to the destination address by wireless transmission via the

5 _ network operations center;

means for receiving an alphanumeric message from the network

operations center; and

means for displaying the alphanumeric message received from the

network operations center, '

10 wherein the system for adding encryption services comprises:

means in at least one of said pager units for decrypting and displaying an

encrypted message; and

a pager proxy server including means for receiving a packet containing the

encrypted message, decrypting at least a portion of the packet, and re—encrypting said

15 portion of the packet for delivery to said at least one of said pager units via said network

operations center.

78. An alphanumeric pager unit, comprising:

means for receiving an encrypted message transmitted via a wireless pager

network from a pager proxy server;

20 means for decrypting an encrypted session key appended to the message;

means for decrypting the encrypted message transmitted from the pager proxy

server using the decrypted session key; and

means for displaying the message.
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5 USE OF AN ENCRYPTION SERVER FOR ENCRYPTING MESSAGES

Field of the Invention

This invention relates to communication systems, including but not

10 limited to encrypted communication systems.

Background of the Invention

15 Encrypted voice and data communication systems are well known.

Many of these systems provide secure communications between two or more

users by sharing one or more pieces of information between the users,

which permits only those users knowing that information to properly

decrypt the message. This information is known as the encryption key, or

2) key for short. Encryption keys may be private keys, where a single key is

utilized for encryption and decryption, or public keys, where multiple keys

are utilized for encryption and decryption.

Methods of encrypting using public-key encryption are well known in the

25 art. Typically, a public-key encryption is a method of encryption by which a

single message is encrypted using a sender's private key and then a

recipient's public key. The recipient then decrypts the message using the

recipient's private key and then the sender's public key. Typically, public

keys are 512 bits long, although some public keys have as few as 256 bits.

30 Some encryption experts recommend using 1024-bit keys. Because the

computational power required to break a key increases exponentially with

the length of the key, longer keys provide more security. ' In addition,

because two keys are needed to decrypt a message, two longer keys are more
difficult to decrypt if neither key is known.

Petitioner Apple Inc. — Exhibit 1002, p. 2215



Petitioner Apple Inc. - Exhibit 1002, p. 2216

W0 97/4166! PCTIUS97/06161

Today, secure communication systems are used to transmit data in an

encrypted fashion. If a user wishes to send the same message to five

different recipients, the user must encrypt the message five difierent times,

each time using the public key of a different recipient for the message. The

user then transmits the five messages to the five recipients. Such a process,

however, is troublesome when the user wishes to transmit to, for example,

100 or more recipients. In this instance, the user must encrypt each

message individually 100 or more times, one for each recipient. If the user

has a portable communication device, such as a laptop computer, the user's

battery may run out of power before encryption and transmission of each

message has occurred. In addition, the encryption and transmission

process can consume a lot of time and processing power for the portable

device, rendering the portable device unavailable for other activities by the

user during the encryption and transmission time period. Thus, such

transmissions would be impractical for portable users.

Accordingly, there is a need for a method of transmitting encrypted data

messages to multiple users without resulting in a time or power barrier to

the user's communication device.

Brief Description of the Drawings

FIG. 1 is a block diagram of a communication system having an

encryption server in accordance with the invention.

FIG. 2 is a block diagram of an encryption server in accordance with the

invention.

FIG. 3 is a flowchart showing a method of transmission of a digital data

message to an encryption server in accordance with the invention.

FIG. 4 is a flowchart showing a method of transmission of an encrypted

message by an encryption server in accordance with the invention.
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Description of a Preferred Embodiment

The following describes an apparatus for and method of using an

encryption server for encrypting messages. Messages are encrypted twice,

once with the sender's private key and then with an encryption server's

public key before transmission of the messages to the encryption server.

The encryption server decrypts received messages with the encryption

server's private key, yielding an encrypted message, a user identification

(ID), and one or more recipient IDs. The encryption server encrypts the

encrypted message and the user ID individually with each of the recipient's

public keys and transmits the resultant message(s) to the appropriate

recipient. Each recipient decrypts the messages using the recipient's

private key and the sender's public key. A secure communication system is

thereby provided, wherein portable communication devices are neither tied

up nor drained of power because the device's user wishes to send a single

encrypted message to multiple recipients.

A method of using an encryption server for encrypting messages

comprises the steps of, at a communication unit operated by a user

generating a digital data message. The digital data message is encrypted

using a first key, yielding a first encrypted message. An identification of

the user and an identification of a first recipient are appended to the first

encrypted message, yielding an appended first encrypted message. The

appended first encrypted message is encrypted using a second key, yielding

a second encrypted message. The second encrypted message is transmitted

to an encryption server. At the encryption server, the second encrypted

message is received. The second encrypted message is decrypted using a

third key, yielding the appended first encrypted message. The first

encrypted message, the identification of the user, and the identification of

the first recipient are determined from the appended first encrypted

message. The first encrypted message and the identification of the user are

encrypted with a fourth key, yielding a third encrypted message. The third

encrypted message is transmitted to the first recipient. In the preferred

embodiment, the first key is a private key associated with the user, the

second key is a public key associated with the encryption server, the third

key is a private key associated with the encryption server, and the fourth key
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is a public key associated with the first recipient. Alternatively, the second

key and the third key may be identical. The transmitting steps may be

performed over wireless communication resources, such as radio frequency

communication resources, or wireline communication resources, such as

standard telephone lines or fiber optic cable.

In addition, the step of appending may further comprise the step of

appending an identification of a second recipient to the first encrypted

message, thereby yielding the appended first encrypted message. In this

case, the method further comprises the steps of encrypting, by the

encryption server, the first encrypted message and the identification of the

user with a fifth key, yielding a fourth encrypted message, and transmitting

the fourth encrypted message to the second recipient. In the preferred

embodiment, the fifth key is a public key associated with the second

recipient. Alternatively, the step of appending may comprise the step of

appending three or more identifications of recipients to the first encrypted

message, thereby yielding the appended first encrypted message.

A block diagram of a communication system having an encryption

server is shown in FIG. 1. An encryption server 101 is shown at the center

of FIG. 1. Further details of the encryption server 101 are shown in FIG. 2

described below. A user of a first communication unit 103 utilizes the first

communication unit 103 to generate an digital data message that is

encrypted in two stages in the preferred embodiment. In the first stage, the

digital data message is encrypted using a first key, which is the user's

private key in the preferred embodiment. The result of this encryption is a

first-stage encrypted message. (In an alternate embodiment, the digital

data message is not encrypted using the first key.) The user's identification

(ID) and one or more recipient IDs are appended to the first-stage encrypted

message, yielding an appended message. The appended message is

encrypted using a second key, yielding a second-stage encrypted message

105. In the preferred embodiment, the second key is the public key

associated with the encryption server 101. The communication unit

transmits the second-stage encrypted message 105 to the encryption server

via a wireless communication link to a wireless communication device 107,

such as a radio frequency (RF) base station, repeater, or radio, or infrared
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communication device. The second-stage encrypted message 105 is

conveyed by the wireless communication device 107 to the encryption server
101.

The encryption server 101 decrypts the second-stage encrypted message

105 using an appropriate key. In the preferred embodiment, the

appropriate key is the encryption server's private key. The encryption

server 101 then determines the user's ID from the decrypted message and

also determines the IDs of all recipients that the user indicated as intended

targets of the first-stage encrypted message. The encryption server 101 then

encrypts the user's ID along with the first-stage encrypted message by

encrypting with the public key of the first recipient. The resultant message

109 is transmitted to the first recipient, who utilizes communication unit

111. The encryption server then encrypts the first-stage encrypted message

along with the user's ID by encrypting with the public key of the second

recipient and transmitting the resultant encrypted message 113 to the

second recipient, who utilizes communication unit 115. This process

continues until the encryption server reaches the last recipient ID on the

user's list, and encrypts the first-stage encrypted message along with the

user's ID by encrypting with the public key of the last recipient and

transmitting the resultant encrypted message 117 to the last recipient, who

utilizes communication unit 119.

The encryption server 101 may also receive user requests for encryption

from wireline communication devices 121 via wireline channels. As with

the wireless transmission, the encryption server decrypts the received

message 123 using the private key of the encryption server, then encrypts

the resultant message individually for each different recipient using the

appropriate recipient's individual public key. These recipients may be

wireline devices 127 and 131, which receive the messages 125 and 129 via
wireline communication channels.

The above examples describe RF to RF transmission and wireline to

wireline transmission of encrypted messages. Nevertheless, the method of

the present invention is equally successful if a wireline device 121 requests

transmission to wireless communication units 111, 115, and 119. Similarly,
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a wireless communication unit 103 may request transmission from the

encryption server 101 to wireline communication devices 127 and 131. In

addition, the recipients may be a combination of both wireless and wireline

communication units 111, 115, 119, 127, and 131, regardless of whether the

sender uses a wireless communication unit 103 or a wireline

communication device 121.

Upon receipt of the encrypted message from the encryption server, each

recipient decrypts the message with the recipient's own private key, and

after determining the user's ID, decrypts the resultant message with the

user's public key, thereby yielding the original digital data message. The

user is also referred to as the sender of the (second-stage) encrypted

message 105.

A block diagram of an encryption server 101, including its input signals

105 and output signals 109, 113, 125, and 117, is shown in FIG. 2. In the

preferred embodiment, the encryption server 101 is a Sun SparcServer2000

in a multiprocessor configuration, available from Sun Microsystems. The

encryption server 101 comprises one or more processors 201, such as

microprocessors or digital signal processors, as are well known in the art.

The processors 201 have access to encryption and decryption algorithm(s)

203, a public key data base 205, and memory 211. The encryption/decryption

algorithms 203 include public key algorithms, private algorithms, and other

algorithms as may be used in the art. The public key data base 205 includes

a list of IDs, as used by senders (users) and recipients, and the public keys

associated with each of these IDs. The memory 211 includes programming

and other data as is necessary to provide functionality as described herein

for the encryption server 101. A receive block for wireline and wireless

communications 207 and a transmit block for wireline and wireless

communications 209 are also connected to the processors 201. The receive

block for wireline and wireless communications 207 performs appropriate

demodulation techniques on received messages 105 and 123. The transmit

block for wireline and wireless communications 209 performs appropriate

modulation techniques on messages 109, 113, 124, and 117 to be transmitted.

In addition, the encryption server 101 may be equipped with hardware
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and/or software to provide the encryption server 101 with over-the-air-

rekeying capabilities.

As shown in FIG. 2, a user message 105 comprises a second—stage

encrypted (encrypted using the encryption server's public key) message

comprising the digital data message 105A, first-stage encrypted with the

user's (sender's) private key, in addition to the user ID and a number of

recipient IDs. Alternatively, the user message 105 may comprise an

unencrypted digital data message 105A, the user ID, and one or more

recipient IDs. The user message 105 is input to the receive

wireline/wireless block 207, the output of which is input to the processor(s)

201. The processor(s) 201 utilize(s) the encryption/decryption algorithm(s)

203 and the public key data base 205 to decrypt the message 105 using the

private key of the encryption server. The processor(s) 201 then determine(s)

the first-stage encrypted message 105A, the user ID, and the first recipient

ID from the decrypted message. The processor(s) 201 then determine(s) the

first recipient's public key from public key data base 205, and the encrypt the

first-stage encrypted message 105A and the user ID by using the

encryption/decryption algorithms 203 and the first recipient's public key.

The processor(s) 201 then append(s) the first recipient ID, thereby yielding a

message 109 that is sent to the transmit wireline/wireless block 209 for

transmitting to the first recipient's communication unit 111, as shown in

FIG. 1. A similar process is performed on the first-stage encrypted

message (or unencrypted digital data message) 105A and the user ID for

each of the recipients listed in the user's message 105.

In an alternate embodiment, the encryption server 101 may be physically

distributed as one or more encryption servers. In this embodiment, the

encryption server 101 encrypts the message using a second set of private

and public keys associated with a second server. The message so encrypted

is transmitted to the second encryption server. The second server decrypts
the message and then encrypts the message using the public key(s) of the

recipient(s). When traffic is heavy, the encryption server 101 may optimize

its efficiency by determining the computation required to transmit directly

to each recipient or transmit the request to one or more distributed servers.

This process is transparent to the user.
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The flowchart of FIG. 3 shows a method for use by a communication unit

in transmitting a digital data message to an encryption server 101. At step

301, a digital data message is generated. If at step 303 the digital data

message is not to be encrypted, the process continues with step 307. If at

step 303 the digital data message is to be encrypted, the process continues

with step 305, where the digital data message is encrypted using the private-

key of the user who wishes to communicate the message. At step 307, it is

determined if the IDs of the user and/or recipient(s) are to be encrypted. If

the IDs are to be encrypted, the process continues with step 309, where the

user ID and recipient ID(s) are appended to the encrypted message from

step 305 or the unencrypted message from step 301 if no encryption took

place. At step 311, the message from step 309, including the appended IDs,

is encrypted using the public key of the encryption server 101. The process

continues with step 317, where the encrypted message is transmitted to the

encryption server 101. If at step 307 the IDs are not to be encrypted, the

process continues with step 313, where the encrypted message of step 305 (or

the unencrypted message from step 301 if no encryption took place) is

encrypted with the public key of the encryption server 101. At step 315, the

user ID and recipient ID(s) are appended to the encrypted message of step

313, and the process continues with step 317.

In an alternative embodiment, i.e., when the digital data message is not

to be encrypted at step 303 of FIG. 3, the sender or user may decrypt the

digital data message and. if desired, the recipient IDs only once, using the

encryption server's public key. The encryption server then decrypts the

message using the encryption server's private key, and encrypts the

message individually for each of the recipients with the recipient's public

key. The recipient then decrypts the message using only the recipient's

private key. This method requires the user to locally store only one public

key, the key of the encryption server. With this method, a single

symmetrical key may be used to encrypt and decrypt the messages between

the user and the encryption server 101, and one or more keys may be used to

encrypt the messages between the encryption server and the recipient.

Nevertheless, for better security, the encryption server 101 engaged in this

embodiment should be a physically secured, e.g., locked away with limited
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access, because" unencrypted information is present inside the encryption

server 101. An advantage of such a system includes enabling law

enforcement officials the ability to read the decrypted message as available

in the encryption server 101.

The flowchart of FIG. 4 shows the method performed by the encryption

server 101 in accordance with the present invention. At step 401, the

encryption server receives the encrypted message transmitted by the

communication unit 103. At step 403, the encryption server decrypts the

message received at step 401 with the private .key of the encryption server

101. At step 405, the encryption server determines the user ID, the recipient

ID(s), and the encrypted (generated at step 305 of FIG. 3) or unencrypted

(generated at step 301 of FIG. 3) data message. In an alternate

embodiment, the encryption server 101 may be equipped with the

appropriate keys to decrypt the digital data message 105A (when the

message 105A is encrypted) so that law enforcement agencies may have full

access to all information transmitted in the system.

At step 407, it is determined if the IDs (i.e., the user ID and/or recipient

ID(s)) are to be encrypted before transmission. If the IDs are to be

encrypted, the process continues with step 409, where the encryption server

encrypts the encrypted data message along with the user ID, and the

recipient's ID if desired, with the recipient's public key. At step 411, the

encryption server transmits the encrypted message to the recipient whose

public key was used at step 409. If at step 413 there are more recipients

identified by the user to which the encryption server has not yet encrypted

and transmitted the message, the process continues with step 407. If there

are no more recipients at step 413, the process ends. If at step 407 , the IDs

are not to be encrypted, the process continues with step 415, where the

encrypted data message is encrypted with the recipient's public key, and the

user ID and the recipient's ID are appended to that encrypted message

without further encryption, and the process continues with step 411.

Optionally, all messages may be encrypted at one time, and then

transmitted in succession at one time, rather than encrypting a first

message with one public key, then transmitting the encrypted first message
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right away, then encrypting a second message using another public key,

and transmitting the encrypted second message immediately, and so forth.

The above text and associated drawings describe a method using

public-key encryption. Private-key encryption, where the same key is used

to encrypt and decrypt a message, may also be used. For example, the key

used to encrypt the message send to the encryption server may be the same

or identical key used to decrypt the encrypted message at the encryption

server. In addition, the encryption method employed by the user to encrypt

the original digital data message 105A may also be private-key encryption,

rather than public-key encryption. In addition, a different encryption

algorithm may be utilized for the user's first stage of encryption than for the

user's second stage of encryption, the result of which is transmitted to the

encryption server.

In the above manner, the encryption server encrypts the user's data

message individually for each different recipient using that particular

recipient's public key. The encryption server has more computing

resources available to it than an individual communication unit, and can

encrypt and transmit a message multiple times to many different users in a

more efficient manner than can an individual communication unit.

Individual communication units need not store all possible recipient's

public keys, but instead need store only the encryption server's public key.

Encryption of the recipient's ID(s) helps to secure the identity of the

recipient(s) and eliminates a source of information for traffic analysis by

undesired readers/interceptors of such information.

What is claimed is:
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Claims

1. A method comprising the steps of:

5 at a communication unit operated by a user:

generating a digital data message;

encrypting the digital data message using a first key, yielding a first

10 encrypted message;

appending an identification of the user and an identification of a first

recipient to the first encrypted message, yielding an appended first

encrypted message;

encrypting the appended first encrypted message using a second key,

yielding a second encrypted message;

transmitting the second encrypted message to the encryption server,

2) wherein the encryption server is not the first recipient.

25 2. The method of claim 1, wherein the first key is a private key associated
with the user and wherein the second key is a public key associated with the

encryption server.

3. The method of claim 1, wherein the step of appending further comprises

30 the step of appending an identification of a second recipient to the first

encrypted message, thereby yielding the appended first encrypted message.
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4. A method comprising the steps of:

at an encryption server:

receiving a first encrypted message;

decrypting the encrypted message using a first key, yielding a decrypted

message comprising a second encrypted message, an identification of a

sender of the first encrypted message, and an identification of a first

recipient;

determining the second encrypted message, the identification of the sender,

and the identification of the first recipient from the decrypted message;

encrypting the second encrypted message and the identification of the

sender with a second key, yielding a third encrypted message;

transmitting the third encrypted message to the first recipient.

5. The method of claim 4, wherein the first key is a private key associated

with the encryption server and wherein the second key is a public key

associated with the first recipient.

6. The method of claim 4, further comprising, when a second identification

of a second recipient is part of the decrypted message, the steps of

encrypting, by the encryption server, the second encrypted message and the

identification of the sender with a third key, yielding a fourth encrypted

message, and transmitting the fourth encrypted message to the second

recipient.
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7. A method comprising the steps of:

at a communication unit operated by a user:

generating a digital data message;

encrypting the digital data message using a first key, yielding a first

encrypted message;

encrypting the first encrypted message using a second key, yielding a

second encrypted message; ' ' i ‘

appending an identification of the user and an identification of a first

recipient to the second encrypted message, yielding an appended second

encrypted message;

transmitting the appended second encrypted message to the encryption
server;

at the encryption server:

receiving the appended second encrypted message;

determining the second encrypted message, the identification of the user,
and the identification of the first recipient from the appended second

encrypted message;

decrypting the second encrypted message using a third key, yielding the

first encrypted message;

encrypting the first encrypted message with a fourth key, yielding a third
encrypted message;

transmitting the third encrypted message to the first recipient.
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8. The method of claim 7, wherein the step of appending further comprises

the step of appending an identification of a second recipient to the second

encrypted message, thereby yielding the appended second encrypted

message.

9. The method of claim 7, wherein the first key is a private key associated

with the user, wherein the second key is a public key associated with the

encryption server, wherein the third key is a private key associated with the

encryption server, and wherein the fourth key is a public key associated

with the first recipient.

10. The method of claim 7, wherein the identification of the user is

encrypted using the second key before the step of appending.
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Codes used to identify Slates party to the PC!‘ on the front pages of pamphlets publishing inlemational applications under the PCI‘.

Albania FS Spain [5 lxecnho Sl Slovenia
Armenia Fl Finland LT Lithuania SK Slovakia
Austria FR France LU Luxembourg SN Senegal
Australia GA Gabon LV Latvia SZ Swaziland
Ambaijan GB United Kingdom MC Monaco TD Chad
Bosnia and Herzegovina Georgia MD Republic of Moldova TG Togo
Barbados Ghana MG Madagascar TJ Tajikistan
Belgium Guinea MK The fonnet Yugoslav TM Tiutmeniatan
Burkina Fuo - Republic of Macedonia TR 1hrkey
Bulgaria ML Mali TI‘ ‘Ii-inidfi and Tobago
Benin MN Mongolia UA Ukraine
Brazil MR Mauritania UG Uganda
Belann MW Malawi US United Sum: of Ametica
Canal: MX Mexico UZ Uzbekistan
Central African Republic NE Niger VN Vie: Nam
Ccngo NI. Netherlands YU Yugoslavia
Switm-land N0 Norway ZW Zimbabwe
Ch d'lvolre NZ New Zealand ‘
Cameroon PI. Poland
Quinn F!‘ Rnugal
Cuba R0 Romania
Czech Republic RU Russian Fetkniion
Germany 8!) Sudan
Dexunark SE Sweden
Euonia SG Singapore

C5I!
GH
GN
GR
HU
IE
ll.
[5
IT
JP
KE
KG
KP

KR
KZ
I13
Ll
LK
LR
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A METHOD FOR CONTROLLING COPY PROTECTION IN DIGITAL VIDEO

NETWORKS

BACKGROUND OF THE INVENTION

Field of the Invention

This disclosure is directed to a method of controlling copy protection in digital

video networks where it is desired to copy protect an analog or digital video output

signal associated with a digital video network.

Background of the Invention

Various well known copy protection schemes for video signals include that

disclosed in U.S. Patent No. 4,631,603, John 0. Ryan, December 23, 1986 and

assigned to Macrovision Corporation, incorporated by reference, directed to

modifying an analog video signal to inhibit making of acceptable video recordings

therefrom. This discloses adding a plurality of pulse pairs to the otherwise unused

lines of a video signal vertical blanking interval, each pulse pair being a negative-

going pulse followed closely by a positive-going pulse. The effect is to confuse

AGC (automatic gaincontrol circuitry) of a VCR (video cassette recorder) recording

such a signal, so that the recorded signal is unviewable due to the presence of an

excessively dark picture when the recorded signal is played back.

Another analog video protection scheme is disclosed in U.S. Patent No. A

4,914,694 issued April 3, 1990. to Leonard, and ‘assigned to Eidak Corp.,

incorporated by reference. The Eidak system (see Abstract) increases or decreases

the length of each video field from the standard length, either by changing the time

duration of the respective horizontal line intervals in each field while keeping a

constant, standard number of lines per frame, or by changing the number of

horizontal line intervals which constitute a frame while maintaining the standard

duration of each line interval.
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These video protection systems modify the video signal to be recorded (for

instance on tape) or to be broadcast (for instance protected pay-per-view television

programs) to make copying by ordinary VCRs difficult or impossible. When a video

tape on which is recorded the copy protected video signal is played back for viewing

using a VCR, the copy protection process is essentially transparent, i.e., it does not

interfere with viewing. However, any attempt made to copy the video signal from the

tape using a second VCR to record the output of the first (playback) VCR yields a

picture degraded to some extent, depending on the efficacy of the particular copy

protection system. These present video copy protection systems protect only

analog video signals, which are the type of video signals broadcast and recorded

using current consumer video technology.

Some digital and hybrid solutions to the copy protection problem were solved

by US Patent 5,315,448, issued May 24, 1994, issued to Ryan and assigned to

Macrovision Corporation, incorporated by reference. This patent is directed to copy

protection for use with digital signal recording where it is desired to copy protect

both an analog and digital signal associated with a digital VCR, and any signal

material where the original source material is not copy protectable.

A fundamental revolution is under way that will dramatically affect the delivery

of home entertainment. Consumers will soon have hundreds of viewing options from

which to choose because of advances in digital compression technologies and the

associated reduction in costs accompanying each advance. Because of the

increased number of channels more channels will be allocated for pay-per-view

(PPV). The increased number of PPV channels will mean video service providers

(VSP), also known as PPV providers or system operators, canlprovide a greater

number of movies and more start times, ultimately changing the way many

consumers purchase and view movies in their homes. Already, market research

experts are predicting that the pay-per-view business will rival today’s videocassette‘

rental and sell—through business within 3~5 years.

Even with such a positive outlook for the future of PPV, the full benefits to the

consumer of PPV programming may be delayed unless new digital video networks

can protect PPV program copyrights. Rights owners are concerned that when digital

programming is delivered to the home any digital set-top box will be able to produce

a commercial quality video when recorded by a consumer VCR.

2
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SUMMARY OF THE INVENTION

In this new world of direct-to—home video programming, video service

providers will be called upon to protect PPV programming against unauthorized

copying. They will be obligated to develop and manage the headend (cable) or

uplink (satellite) systems which monitor, control, track, and report the application of

copy protection on each pay-per-view video program. To this end, the present

invention provides copy protection management framework which meets these

needs while complementing the more technically detailed copy protection

management strategy for video service providers. This framework serves to

integrate all components of copy protection delivery in a digital network, and is

designed to lit the diverse needs of DBS, Telco, and Cable operators while meeting

the requirements of rights owners for a robust and secure environment in which to

deliver copy protected PPV programming.

The value of PPV copy protection is maximized when the appropriate control

and tracking systems are in place at the video service provider's control and billing

centers. These control and" tracking systems are best specified during the design

phase of the digital signal material delivery system. At a minimum, the following

system components are required:

- Copy protection—capable set-top boxes

- Capability to deliver programmable copy protection configuration

- Capability to deliver real time onlofflmode command

- Transaction/billing reporting systems/programs

A control and tracking system in accordance with the invention, for providing

copy protection for a typical digital delivery system can be best understood through

a short case study which begins when a consumer, that is a subscriber, receives a

new set-top box. Each set-top box includes a copy protection capable digital-to-

analog encoder chip. When the set-top box is initially powered on, the encoder chip

is remotely programmed via a video service provider with the desired copy

protection configuration. Thus the video service provider's system management

software (SMS), also tenned hereinafter as system control software (SCS), has the

ability to store and track the designated configuration. The configuration information

3
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applies to all copy protected programming and is updated only when a video service

provider is informed of a change in the process or when a set-top box is initialized.

The copy protection status or option of each program is contained in the

video service provider's system control software database. There are several

potential copy protection status options. For example, a first option is for copy

protection which allows for viewing only at a PPV transaction fee. A second option

is for copy protection which allows for taping at a higher transaction fee. A third

option is for non-protected program material for which no copy protection is required

(for example, broadcast television).

Whenthe consumer selects a viewing choice via an electronic program

guide, a correct menu of options is displayed. Once a PPV program is selected by

the consumer, the correct copy protection status is applied as determined by the

consumer's chosen option and scheduling software of the system control software

database. Either the headendluplink facility's control software or software at the

set-top box can detennine and send the appropriate onloff/mode command to the

copy protection capable digital-to-analog chip of previous mention.

The headendluplink software communicates the onloff/mode command to the

set-top box to correctly set the copy protection for a particular program. The system

scheduling software has the capability to prevent copy protection from being applied

to any type of program other than PPV programming since copy protection is

licensed only for use'_on PPV programming. After a PPV program is viewed by a

consumer, the set-top box is able to communicate to a billing subsystem of the

system control software all relevant transaction data. From this data the billing

subsystem is able to add this information to copy protection activity reports. These

reports contain information such as the number of purchases, retail price, and copy

protection usage fees owed to a Iicensor.

The copy protection process is applied to the analog video signal just prior to

its exiting the consumers set-top box. The application of the copy protection

process is controlled and managed by system control/access software of the system

control software that resides in the video service provider’s operations control and

billing center.

All set-top boxes in the network need to contain copy protection circuitry. if a

set-top box does not have copy protection capability then the video service provider

4
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is able to identify those set-top boxes and deny them copy protected PPV

programming.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram depicting a summary of the functions of the present

invention.

Fig. 2 is a block diagram depicting a typical digital set top boxldecoder of the

present invention.

Fig. 3 is a block diagram illustrating an example of the circuitry and

architecture of the set-top box of Fig. 2 in further detail.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

The basic copy protection which is controlled and tracked in accordance with

the present invention, is the subject of numerous patents and co-pending

applications. The PPV copy protection process works by exploiting the differences

between the way television (TV) sets and VCRs respond to video signals. The two

components of the anticopy process are known as the automatic gain control (AGC)

and Colorstripem processes. The purpose of these two separate components or

processes is to modify the video signal in a manner which has no effect on a TV set

but which inhibits a recording VCR from making a watchable copy.

The combination of the AGC based anticopy process and the Colorstripem

technology developed specifically for PPV applications results in an overall

effectiveness rating of more than 95%. This means that over 95% of unauthorized

copies will be either unwatchable or have substantially reduced entertainment value.

Security is also a major factor in the operational effectiveness of PPV copy

protection. Security is a measure of the difficulty in bypassing or defeating the

anticopy process. Ideally the system is completely undefeatable, but as a practical

matter the copy protection system needs to be secure enough to thwart attempted

breaches by typical consumers, including reasonably sophisticated consumers. The

security system is successful if the vast majority of consumers are prevented from

taping PPV programs in the home.
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Both video .service providers (VSPs), that is, PPV providers, and rights

owners benefit when current movie programming is offered to consumers at the

same time or shortly after these movies are available on videocassette. Subscribers

benefit as well since this scenario provides them with more choices and added

convenience.

As digital PPV programming generates increasing revenue for rights owners

and becomes a viable viewing option to prerecorded videocassettes, video service

providers will be called upon to copy protect PPV programming so that the

videocassette rental and videocassette sell-through businesses are not

compromised. Rights owners also will require video service providers to monitor,

control, track, and report the application of copy protection on each video program

for billing purposes.

Copy protection has emerged as a key element in the delivery of PPV

programming via digital signal delivery networks. The aggregate system implications

of copy protection are very manageable, but only when designed as a part of the

overall digital delivery system architecture.

The description of the present invention is intended to apply to systems

where one or more video service providers are, or will be in the future, connected to

a pay-per-view (PPV) service. The PPV service can be either a video-on-demand

(VOD) format, or a near video-on-demand (NVOD) format and digital delivery

network, and whereset-top boxes (STBs) from multiple manufacturers may be

connected to the network. It is assumed that one class of technology will be

deployed initially [such as Direct Broadcast Satellite (DBS), Multi-point Microwave

Distribution System (MMDS), telephone line or Hybrid-Fiber Coax (HFC)] to be

followed by another class of technology at some future date. Although a different

technology may arise, it is intended that the invention is applicable to use with

multiple platforms and technologies.

Fig. 1 illustrates a control and tracking method and system for enabling and

controlling the application of copy protection of video signals and the like via digital

video networks. Station 1 represents the issuance of instructions to video service

providers by program rights holders who hold the copyrights, for the application by

the providers of copy protection to the programs which are protected by per-per-

view (PPV) or pay-to—tape (F'l'l') requirements.
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Station 2 depicts a control and billing center of the licensed video service

providers who supply copy protection control software for the respective protected

programs being broadcast, to generate the commands required to activate, control

and reconfigure the copy protection process for eachspecific PPV/PTT program

offering. Although a single provider is depicted, it is understood that station 2

represents any plurality of video service providers each with their respective

proprietary control and tracking (billing) software, in accordance with the present

invention.

Station 3 represents the procedure of transmitting the particular copy

protection command codes of the respective providers, for the PPV/PTT program

offerings, via the typical broadcasting networks. Such transmissions may be made

by satellite, by microwave, by phone line or by cable transmission systems as

depicted.

Station 4 represents the subscriber’s home, or other receiving facility, and

includes a set-top box 10 for each of a multitude of subscribers. Each set-top box

contains copy protection circuitry including a digital color encoder integrated chip

(lC), which is adapted to apply selected anticopy wavefonns to the analog or digital

video signal which is supplied therefrom to a television set or monitor. The

receiving facility is further described in Fig. 2.

, Station 5 represents the procedure whereby data identifying each PPV or

PTT transaction, including copy protection usage, is sent by the set-top box 10 back

through the transmission networks of station 3, generally to the respective video

service provider’s control and billing (tracking) center. The center includes billing

procedures which are a subset of the system control software and which process the

return transaction data to provide for billing the subscriber for the PPV or PTT

transaction usage.

Station 6 represents the procedure whereby each of -the licensed video

service providers report the copy protection usage to the program rights holder,

whereby the provider pays the copy protection fees to the rights holde'r, i.e., the

licensor.

Fig. 2 illustrates in further detail the subscriber's facility, station 4 of Fig. 1,

receiving the digital, and usually compressed. pay-per-view transmissions from the

broadcasting networks depicted as station 3 of Fig. 1. The compressed digital video
7
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signal, or the like, is supplied to the respective set-top box 10 of a multitude of set-

top boxes, wherein each box includes conventional circuits for converting and

decoding the digital compressed video signal to an analog (baseband) video signal.

The set-top box 10 also includes a digital color encoder IC 20 of previous mention

which contains copy protection circuitry for applying the selected copy protection

wavefonns to the analog (or digital) video signal, namely, the programs which are

being protected. in this example, the copy protected analog baseband video is

supplied by the set-top box to a TV set 22 where the pay-per-view protected

program clearly is displayed for viewing if the subscriber is authorized to view the

program. If the subscriber is not authorized for a particular PPV protected program,

the corresponding picture is modified so as to be un-viewable.

In the event a subscriber records the PPV protected program via a VCR 24 to

obtain a taped copy 26 without authorization, the unauthorized copy will be

degraded to the degree that it is un-watchable, as depicted by a TV set 28.

However, if the subscriber subscribes to a pay-to-tape transaction and to the

required higher PTT transaction fee, then the copy is authorized and the resulting

taped copy would readily be watchable.

Referring to Fig. 3, there is illustrated in further detail an architecture of the

set-top box(es) 10 of Figs. 1, 2. Upon power up of the set-top box 10 the

configuration bits stored in flash memory 48 are read and written into the

appropriate CP control registers 52 in the NTSCIPAL encoder 20. When the

compressed digital video signal, including the copy protection control commands of

previous and following discussion, are supplied by the delivery network of previous

mention (satellite, HFC, MMDS, phone line) to a demodulator circuit 32, as depicted

by an input lead 30. The demodulated videolaudio and control signals are supplied

to a demultiplexer circuit 34 where the videolaudio signals are separated into

respective channels and supplied to an MPEG-2 decoder and digital decompression

circuit 36. The copy protection control commands are supplied from the

demultiplexer 34 to a conditional access system module 38. The commands are

supplied to a microprocessor in a CPU 40. The CPU processes information located

in memory that is associated with the Electronic Program Guide (EPG) 46 or runs

the copy protection application software 44 residing in memory 42 to deliver the

activation command to the NTSCIPAL encoder 20. The EPG may also have data
8
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which is used to determine if copy protection should be activated. There are

additional methods that may be employed to activate copy protection.

In response to the control commands, the CPU 40 supplies control signals to

the NTSC/PAL encoder IC 20 of previous mention, Fig. 2. The encoder IC 20

includes copy protection control registers 50, 52 for receiving the mode bits and

configuration control bits respectively, of previous and following discussion. The

configuration bits 52 determine the form of the copy protection (i.e., where the

Pseudo Sync and AGC pulses will be located or positions of the colorstripe lines

etc.) The on/offlmode byte 50 determines which components of the copy protection

process will be activated. See table 1 below. The encoder IC 20 also receives

decompressed video from the MPEG-2 decoder and digital decompression circuit

36. Encoder IC 20 outputs a RF signal, a composite video signal and/or an S-video

signal via video leads 54. The decompressed audio signal is supplied from the

circuit 36 to an audio processing circuit 56 which, in turn, outputs left and right

channel stereo signals andlor an AC-3 signal on audio leads 58.

In accordance with the invention, the set-top box needs to satisfy certain

requirements to insure that the copy protection process is correctly generated,

controlled and tracked. Control and tracking of the copy protection process usage

takes place at the VSP's control and billing center, station 2 of Fig. 1. This in turn

requires that certain-capabilities exist which involve the set-top box, the system

control and the billing systems and programs in order to satisfy these requirements.

There follows a description of the requirements which ensure that the copy

protection process or technique is correctly activated and controlled and its usage

tracked. It is expected that if non-compliant set-top box-hardware is attachdt to the

digital delivery network, that each licensed service provider will be able to identify

such hardware as non.-compliant and will withhold copy protected programs from the

respective subscriber.

Implementation of these control requirements over the network (i.e. control of

the anticopy process from the program origination control and billing center)

requires knowledge of the set-top box control system and process, the application

program interfaces (API) present at the box and the dialog between it and the

integrated circuit (IC) which incorporates the copy protection apparatus.

9
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Copy protection control software (CPCS) is a software module or set of

software modules that reside in the service provider's system control software

(SCS). It provides a system operator (that is, the service provider) with an interface

to manage the necessary attributes of the pay-per-view copy protection in

accordance with the present invention.

For security reasons there needs to be the capability to control access to the

CPCS from the system control software. This restriction is designed to limit access

to the CPCS for control of the copy protection process. The operating system

supporting the SCS is generally the first level of security. Every employee is

required to enter a login account and password. Without these an employee is

denied access. The employee's account specifies the respective privileges. A

system administrator of the service provider is responsible for the assignment of the

employee's privileges.

Thus, every executable file residing on the host which is capable of modifying

the operational status of the copy protection process has pennissions restricted to

authorized personnel. Without the proper permissions, the personnel are unable to

run the executable software.

The CPCS is the portion of the video service provider's software control

where the decision to apply the options of pay-per-view and pay-to-tape are applied

on a program-by-program basis.

There is access control to the CPCS either through password control or the

assignment/denial ‘of privileges through software. If password control is the

selected method then once the correct initial password is entered, CPCS forces the

‘selection. of a new password for future access to CPCS. In this way the service

provider can limit access to CPCS to those employees who carry the authority to

modify the copy protection database. The password is valid for a reasonable

amount of time before it expires and selection of a new password is ‘required.

Additionally there is an access control to a subsystem within the CPCS that

allows the modification of selected bits which define the configuration control and

mode, and thus detennine the characteristics, of the copy protection process. Any

unauthorized changes to these bits can result in severe playability and effectiveness

problems. In order to maximize the security of the system the video service provider

needs to have a short list of personnel who are authorized to change these bits.

10
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A mode control group controls access to the mode bits. This group has the

ability to change the contents of the mode byte(s) which is sent with each PPV

program to activate or deactivate the copy protection process. The membership of

this group is controlled by the system administrator. The number of the service

provider's personnel allowed in this group is kept to a minimum.

Similarly, a configuration control group controls access to the configuration

bits. This group has the ability to change the contents of the configuration bits

which define the copy protection process. These are the bits that are sent

periodically to every set-top box to assure that all boxes are using the correct

version of the process. The number of the service provider's personnel allowed in

this group also is kept to a minimum.

Each password described below should be at least eight (8) alpha-numeric

characters in length. The system administrator is responsible for defining and

distributing the current password to the authorized personnel. Each password

described below should have a life of no more than four months before the system

administrator changes the password.

Password access to the software that applies or removes the copy protection

process on a program-by-program basis is designed to query mode or configuration

control group authorized personnel for an authorization password to ensure that

they are a member. if the authorized personnel correctly enter the password they

will be allowed to apply or remove the copy protection for a particular PPV or series

of PPV events. Conversely, if authorized personnel fail to enter the password they

must be denied access to that portion of the database. It is the system

administrator's responsibility to ensure that only authorized personnel know the

password for either the mode or configuration control. An authorized personnel will

be given three attempts to login before a message is generated for the system

administrator that an unauthorized request to modify the application or remove the

copy protection has been made.

Alternative proposals‘ for accessing CPCS and controlling access to the mode

and configuration of the copy protection process may be developed by one skilled in

the art.

The CPCS will perform the following functions: Copy protection on/off and

mode control; copy protection validation; functionally unlocking copy protection

11
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capability in a set-top box; and copy protection process configuration

reprogramming.

The copy protection process which is incorporated in the set-top box is

controlled by the CPCS at the licensed video service provider's control and billing

central location. The need to invoke copy protection on an individual program forms

part of a descriptor for each program. A default for copy protection within the

descriptor needs to be turned off (i.e., no copy protection).

Steps need to be taken to prevent copy protection being applied to non-PPV

program channels, since copy protection can be licensed only for PPV

programming. If the system control software automatically verifies that a program is

designated for PPV use, this requirement may be automated. Similarly, access to

CPCS may be automatically denied for non-PPV programming. If such an automatic

verification is not made, a warning notice is generated when CPCS is accessed to

change the copy protection status of a program. This notice needs to be displayed

until a specific keyboard entry is made to acknowledge the warning.

In the case of MPEG signals, the MPEG copyright header bits on their own

are not sufficient to activate copy protection in the set-top box. The following

reasons are the basis for not allowing the MPEG header bits to be used as the sole

control of the copy protection process. An application routine is required in order to

(a) differentiate between digital-to-digital and digital-to-analog copy protection

conditions, (b) provide sufficient control capacity to set the copy protection operating

mode, and (c) facilitate access to the copy protection system only by licensed video

service providers.

It is preferred that the anticopy process on/off control is achieved by setting

all the individual parameter on/off and mode control bits rather than a master on/off

control. This requires that the N0 (N-zero) bits in the ‘control bit listing be set as

required. Depending on the individual system, this will require the control of from 5

to 8 bits. T

The delivery of the mode byte to the set-top box to activate or deactivate the

copy protection process may be accomplished in several ways. Each method has

its positive aspects as well as its negative aspects. When selecting a mechanism to

control the copy protection technology, a service provider selects one of the

following means or may develop an entirely new means.

12
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One method may be for the mode byte to be delivered via the conditional

access system via the entitlement control message (ECM). Another method might

be to include the mode byte in a private data field in the MPEG transport data

stream.

Another method may deliver the mode byte in a user defined section of the

electronic program guide (EPG) that is not identified in released documentation as

controlling copy protection. This method also requires some additional security to

keep the memory location of the mode byte from being accessed for unauthorized

changes and the setting of a return flag that indicates the actual status of the mode

byte when transmitted to the NTSC encoder.

Another method may be a combination of the conditional access ECM and

EPG. The transport of the mode byte in the EPG could be combined with two bits

within the ECM. To activate the copy protection technology then it would be an or

operation between the ECM bits and the EPG bits. If either is set, the copy

protection technology, both ECM and EPG would have to indicate that deactivation

is necessary.

When a copy protected PPV program is viewed, part of the information that will

need to be tracked will be the actual setting of the mode byte. In this way both the

copy protection process and the service provider will have a means to discover if

copy protection has been circumvented in the set-top box. The return flag may be a

simple bit set to ‘true’ to indicate that the copy protection process was correctly

activated and ‘false’ if it was incorrectly activated. it is required that the mode byte

be sent to the NTSC encoder on a periodic basis. The frequency of the

transmission is on the order of once every minute.

Setting the operating mode of the copy protection process requires

independent activation of the three component parts of the copy protection process

(pulses within the vertical blanking interval, pulses at end of field, colorburst phase

modification) and up to 5 additional mode set parameters using NO bits as indicated

above.

Access to copy protection at the set-top box by the video service provider

needs to be restricted to authorized providers. This should not to be confused with

access to the CPCS as defined earlier. It follows that each system operator or video

service provider is required to procure the means (i.e., keyslcodes, etc.) to activate
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the copy protectionsystem control software on a program-by-program basis. When

a service provider obtains the means to activate copy protection, the provider will

gain access to the copy protection process at the set-top box. The copy protection

process (i.e. on/off/mode or reprogramming commands) at the set-top box needs to

have controlled access such that only authorized providers can issue valid

commands to the box. The set-top box needs to reject commands for the copy

protection process from unauthorized video service providers.

Set-top boxes such as depicted in Figs. 1, 2, may be shipped by the

manufacturer with the copy protection capability installed, but functionally locked.

This means that the set-top box will not respond to any copy protection control

codes. However, the set-top box will be unlocked (i.e. enabled) by a message

initiated via the CPCS or SCS and sent through the system by a licensed video

service provider. This message may be sent as part of the log-on routine when a

subscriber accesses a provider. This message need only be acted upon once by

the set-top box during the lifetime of the box. Only authorized video service

providers are provided with the unlocking message data.

The copy protection unlock message consists of at least 8 bytes. The set-top

boxes are manufactured with an appropriate unlock message code. This code is

provided by the set-top box manufacturer only to a copy protection licensor, who in

turn provides the code to licensed video service providers. The copy protection

unlock message is different for each set-top box manufacturer, but is the same for

all boxes made by that manufacturer.

Alternative proposals on the methodology to enable the copy protection

process in the set-top box will be apparent to those skilled in the art.

To ensure that over the life of the set-top box the copy protection process

provides the maximum effectiveness with VCRs and compatibility with TV sets, the

copy protection system needs to be upgradeable on a system-wide basis by means

of commands initiated by the CPCS. This will result in new process configuration

data being transmitted. In response, the set-top box processes the data to

reconfigure the adjustable parameters of the copy protection process. The set-top

box may be placed in a "diagnostics" mode for this feature implementation, or the

configuration data may be sent and acted on by the box on a routine basis as part of

the program description data or log-on routine.

14

Petitioner Apple Inc. — Exhibit 1002, p. 2248



Petitioner Apple Inc. - Exhibit 1002, p. 2249

wo 97/37492 PC!‘/U897/05257

However, it is recommended that the entitlement control message (ECM) be

used. The ECM is embedded in the conditional access system.

In one version, configuration data of 108 bits is provided to accommodate the

reconfiguration data, however, 108 bits does not fall on a byte boundary. Therefore,

it is recommended that 112 be sent with a pad 0. The data is presented to the

service provider in the fonn of hexadecimal numbers for entry into the CPCS. The

112 bits thus are entered as a string of 28 hexadecimal numbers.

In another version, configuration data of 132 bits is provided to accommodate

the reconfiguration data, however, 132 bits does not fall on a byte boundary. Thus,

it is recommended that 136 be sent with a pad 0. The data is presented to the

provider in the form of hexadecimal numbers for entry into the CPCS. The 136 bits

thus are entered as a string of 34 hexadecimal numbers.

It is possible to verify the current configuration stored by the CPCS by

accessing the current contents of the configuration bits presented as the correct

number hexadecimal characters. An alpha-numeric password of at least 8 bytes is i

required to gain access to change the programming data within CPCS. This

password is separate from the password which allows access to CPCS. The service

provider has the option of receiving the ‘C’ source code of an executable file to

which to pass parameters.

The following wamingnotice is presented on the screen of the operational

control and billing center of a provider after entering the correct password:

WARNING

Changing this copy protection configuration data without

the written authorization carries the serious risk of

problems with the performance of the copy protection

system and degraded picture quality.

This warning notice is displayed until a specific keyboard entry is made to

acknowledge the warning.

By way of example only, Table 1 illustrates a mode control bit listing which

defines the corresponding bit pattern or command, which provides the routine onloff
15
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and mode selection functions when transmitted to the set-top boxes via the delivery

networks. The configuration control bit listing is generally equivalent to that of the

mode control, though relatively longer since it controls considerably more control

and reprogramming functions.
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TABLE 1

Mode Control Bit Listing
Routine Onloff and Mode Selection

N0 Onloff and mode control; 8 bits

NO[7] Reserved CPCO[3]
N0[6] Pay-to-tape allowedlprohibited (Allowed=1, Default=0) CPCO[2]
NO[5] VBI pulses On/Off (VBIP) (ON=1) CPCO[1]
NO[4] End of Field Back Porch Pulses (ON=1) CPCO[O]

on/off (EOFP)

NO[3] Colorstripe process On/Off (CSP) (ON=1) CPC1[3]
NO[2] AGC pulse nonnal (amplitude (Cyc|ing=Defau|t=1) CPC1[2]

cycling)lstatic mode select

(AGCY)

N0[1] H-sync amplitude reduction (ON=1) CPC1[1]
OnIOff (HAMP)

NO[O] V—sync amplitude reduction (ON=1) CPC1[0]
OnlOff (VAMP)

The pay-per-view transaction information is collected by each video service

provider for each subscriber so that monthly copy protection activity reports required

for royalty payments and other_fees may be generated. The reports include

information regarding the number of subscribers accessing each copy protected

program, with subtotals of the copy protection status or options selected by

respective subscribers. The reports further include information sorted by PPV title,

PPV program supplier, copy protection activation status requested by the

subscriber, and by set-top box model code. The reports are provided by the report

generating software of previous mention at the video service provider centers.

The activity report includes a manufacturer and model type descriptor code in

the transaction acknowledgment between the set-top box and the control and billing

system when a PPV purchase transaction is reported to the provider.

The CPCS and the set-top box are capable of applying and reporting

anticopy usage according to the following conditions. The overall system allows the

subscriber's copy protection to be turned off at the box only as permitted by the PPV

program rights holder.

(a) PPV program rights holder permits viewingonlyz

17
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The pay-to-tape mode is prohibited (off). All STBs output copy

protected waveform only. l.e., the copy protection waveform

unconditionally appears on the set-top box analog video output signal.

This is reported to the billing system as a "pay-per-view" copy

protected transaction.

(b) PPV program rights holder permits viewing and recording:

The pay-to-tape mode bit is set for pay-to-tape permitted (on). Under

this option, when the subscriber selects the "pay-to-tape" option, the

copy protection process is turned "off" in the STB to allow the PPV

program to be recorded (taped) for a higher transaction fee than for

"viewing only." |.e., the copy protection waveform will not be present

on the STB analog video output signal.

This is reported to the billing system as a "pay-to-tape" copy protected

transaction.

The following Table 2 provides a summary of the control options and includes

additional information.

18
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TABLE 2

Pay-per-view and Pay-to-tape Control Options
for Pay-per-view Programs

  
 
  
 
 

  
  

Consumer

Request

(Pay-per-view

Program Descriptor of

PPV Program 

 Copy protection NOT ACP off
required

  

 
 

 ACP will be ON.

Pay-per-view transaction

cost incurred by consumer.

Copy protection
REQUIRED

Taping NOT permitted

Pay-per-view 
 
 

  

  
  

 

Copy protection
REQUIRED

Taping NOT permitted

Pay-to-tape Requested option not
available.

ACP will be ON.

Pay-per-view transaction

cost incurred by consumer.

 
  
 
 

 

 
 

  
 

 

 

 
 

Copy protection
REQUIRED

Taping permitted (at

higher transaction cost)

Pay-per-view ACP will be turned ON by

STB control system.

Pay-per-view transaction

cost incurred by consumer.

 
 

 

  
 

Copy protection
REQUIRED

Taping permitted (at
hiher transaction cost

 Pay-to-tape ACP will be turned OFF by

STB control system.

Pay-to-tape transaction
cost incurred b consumer.

 
 
 

It ‘is to be understood that various terms employed in the description herein

are interchangeable. For example, a “video service provider" also is known as a

pay-per-view (PPV) provider or a system operator, and the "system management

software" preferably is referred to as the system control software. Likewise, the

“control and billing centers" of the PPV providers represented by station 2 (and

generally station 5) also may be referred to as operations controlltracking centers,

program originationltermination centers, headend (cable)Iuplink (satellite) control

centers, etc. A licensed PPV provider facility supplies the necessary control

instructions to associated software andlor circuitry in a set-top box to allow a

respective subscriber access to program material to which he or she is entitled, and

also receives at designated times of the week, month, etc., the usage data
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automatically returned by the set-top box. A billing and license fees software subset

of the system control software then enables each PPV provider to bill the

subscribers and to report and pay the attendant licensing fees to the rights holders,

etc.

Accordingly, the abovedescription of the invention is illustrative and not

limiting. Further modifications will be apparent to one of ordinary skill in the art in

light of this disclosure. For example, although the invention is described herein

relative to a video signal, and primarily an analog video signal, it is to be understood

that the invention concepts may be applied to other signals with properties

equivalent to a video signal where copy protection is desired. Likewise, the

invention is applicable to the copy protection of digital as well as analog signal

materials, such as those disclosed in the U.S. Patent No. 5,315,448 of previous

mention. Further, although a specific example of a code word is disclosed herein for

enabling the copy protection process via the set-top box, other combinations and

numbers of bits may be employed. In addition, a selected portion of the control

software for effecting the copy protection process may reside in the set-top box in

the fonn of an insertable “smart” card, wherein for example the smart card contains

the data concerning the subscribers options and privileges.

Thus, the scope of the invention is defined by the following claims and their

equivalents.

20
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What is claimed is:

1. A method of providing copy protection of signal material transmitted

via digital delivery networks, to prevent unauthorized viewing or copying of the

signal material, comprising the steps of:

supplying copy protection controls indicative of desired copy protection for

the signal material;

transmitting commands derived from and in response to the copy protection

controls which activate the copy protection for the signal material; and

applying anticopy waveforms to the signal material in response to the

commands to prevent the unauthorized viewing or copying of the signal material.

2. The method of claim 1 wherein the step of supplying includes:

establishing selected requirements for activating and controlling a process

which enables said copy protection and which reports the corresponding usage

thereof; and I

providing copy protection control software in response to the selected

requirements, which software provides said copy protection controls to activate and

control the copy protection process and the usage reports.

3. The method of claim 2 wherein the step of establishing includes:

establishing requirements which differentiate between digital-to-digital and

digital-to-analog copy protection conditions, which determine a copy protection

process operating mode and configuration, and which ensure that there is only

authorized access to the copy protection process.

4. The method of claim 2 wherein the step of providing includes:

generating the commands in the form of a bit pattern in response to the copy

protection control software; and

said commands including a first bit pattern which enables real time

on/offlmode control, and a second bit pattern which determines a programmable

copy protection configuration.
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5. The method of claim 4 including the step of:

receiving the transmitted first and second bit patterns to activate the copy

protection and to control and reconfigure the copy protection process respectively in

response thereto; and wherein the anticopy waveforms are applied to the signal

material to provide the copy protection.

6. The method of claim 2 including the step of:

limiting access to the steps of establishing and providing to prevent

unauthorized access to the application of the copy protection process or to the copy

protection control software which activates and controls the process.

7. The method of claim 2 wherein the step of applying includes:

storing the copy protection controls in memory at a service provider receiving

facility; and

storing control data in memory at a signal material receiving facility, which

stored control data is responsive to the commands to activate, control and

reconfigure the stored copy protection process.

8. The method of claim 2 including the step of:

collecting periodic copy protection activity information including copy

protection activation status such pay-per-view and pay-to—tape number of signal

material events watched.

9. The method of Claim 8 including the steps of generating reports which

include the number of accessing receiving facilities, the rights holder of the signal

material events, the number of total events watched, and corresponding billing

information.

10. The method of claim 2 wherein the step of applying includes:

modifying a selected synchronizing signal in a corresponding blanking

interval of a television line in response to said commands to degrade a subsequent
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decoding of the synchronizing signal in the event that a recording is made of the

corresponding signal material.

11. The method of claim 2 wherein the signal material is a video analog or

digital signal.

12. Apparatus for controlling copy protection of proprietary signal material

transmitted via digital delivery networks, wherein a service provider enables a copy

protection process which prevents unauthorized copying‘ of the signal material by

consumers, the apparatus comprising:

a controllbilling center for supplying copy protection control signals as

directed by the service provider;

means for transmitting selected commands in response to the copy protection

control signals to selectively control the copy protection process; and

means located with each consumer for applying the copy protection process

to the signal materialin response to the transmitted selected commands to prevent

or allow viewing or copying of the signal material.

13. The apparatus of claim 12 wherein the copy protection control signals

of the service provider include:

a mode command for activating the box means; and

a configuration bit pattern for determining the copy protection process's

operating configuration.

14. The apparatus of claim 13 wherein the copy protection control signals

include an access password for identifying that a service provider’s authorized

personnel have access to and control of the copy protection process.

15. The apparatus of claim 13 wherein the box means includes a set-top

box having encodermeans containing a copy protection circuit adapted to add

anticopy signals to the signal material in response to the command signals.
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16. The apparatus of claim 15 wherein the set-top box includes:

memory means for storing the copy protection configuration andlor copy protection

mode; and said encoder means including means for receiving the mode command

and the configuration bit pattern and for controlling the activation and configuration

of the stored copy protection process in response to the command and bit pattern.

17. The apparatus of claim 15 wherein the set-top box includes software

for returning usage data back to the service provider's control/billing center, said

usage data being used by flue service provider to bill the consumers and to provide

a report of the usage and corresponding license fees.

18. The apparatus of claim 13 wherein the signal material is a pay-per-

view or pay—to-tape video analog or digital signal.

19. The apparatus of claim 12 wherein the control/billing center includes:

instructional information _establishing requirements for activating and

controlling the copy protection process and for reporting the copy protection activity;

and

wherein the service provider supplies copy protection control software

commensurate with said requirements, and said copy protection control signals in

response to the control software.

20. A method of providing copy protection of signal material transmitted

via a digital delivery network, wherein a service provider enables a copy protection

process via a set-top box located at a consumer’s facility, comprising the steps of:

supplying selected control bit patterns from the service provider to the

consumer’s facility via the digital delivery network;

storing a copy protection configuration in the set-top box;

receiving the control bit pattern in said set-top box; and

applying the copy protection process to the transmitted signal material in

response to the control bit pattern each time a selection of the material is made at

the consumer’s facility to prevent or allow the selected signal material to be copied.
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21. The method of claim 20 wherein the step of supplying includes:

developing copy protection control software which describes selected control

signals for applying the copy protection process to the signal material and for

returning to the service provider usage data indicative of the signal material

selected at the consumer’s facility;

generating said selected control bit patterns in response to the copy

protection control software; and

transmitting said selected control bit patterns to the set-top box of the

consumer’s facility when the consumer joins the delivery network and thereafter on a

prescribed routine basis.

22. The method of claim 21 including the steps of:

storing in the set-top box copy protection application software which activates

and controls the copy. protection process; and

enabling the stored application software in response to the transmitted

control bit pattern to selectively activate and/or modify the configuration of the copy

protection process.

23. The method of claim 22 including the steps of:

modifying the configuration control bit pattern commensurate with a desired

change in the copy protection process; and

transmitting the modified configuration control bit pattern to the set-top—box to

effect the change in the copy protection process.

24. The method of claim 21 including the steps of:

storing consumer information in the set-top box which is indicative of viewing

andlor copying options desired at the consumer's facility; and

comparing the control bit pattern to the stored consumer’s information in the

set-top box when a ‘selection of the signal material is made to determine if the

consumer is authorized to view only and/or to copy the material.

25

Petitioner Apple Inc. — Exhibit 1002, p. 2259



Petitioner Apple Inc. - Exhibit 1002, p. 2260

W0 97/37492 PCTIUS97/05257

25. The method of claim 20 wherein:

the signal material is a pay-per-view (PPV) or pay-to-tape (P‘lT) signal; and

the step of supplying includes establishing selected requirements for

activating and controlling the PPV and PTl' copy protection process and for

reporting the corresponding usage activity of the process to the service provider;

and

providing copy protection control software in response to the selected

requirements, which software provides said control bit pattern to activate, control

and modify the PPV and PTT copy protection process.

26. The method of claim 25 including the step of:

providing limited access to the steps of establishing and providing to prevent

unauthorized access to the control of the copy protection process or to the copy

protection control software.

27. The method of claim 25 wherein the signal material is a pay-per-view

or pay-to-tape video analog or digital signal.

28. The method of claim 27 wherein the step of applying includes:

modifying a selected synchronizing signal in a corresponding blanking

interval of a television line in response to said control bit pattern to degrade any

subsequent decoding of the synchronizing signal when an unauthorized attempt is

made to view or copy the pay-per-view signal.

29. A method of providing copy protection of signal material transmitted

via a digital delivery network, wherein a service provider enables a copy protection

process via set-top boxes located at consumers’ facilities, comprising the steps of:

establishing selected requirements for activating, controlling and modifying a

copy protection process for the signal material and for reporting the corresponding

usage thereof;

providing copy protection control software in response to the selected

requirements;
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generating via. the control software, mode and configuration control bit

patterns which enable real time on/off mode control and programmable copy

protection process configuration control respectively;

transmitting the mode control and configuration control code words to the set-

top boxes;

selectively applying the copy protection process to the transmitted signal

material in response to the transmitted mode bit pattern each time a selection of the

signal material is made via the set-top boxes to prevent or allow the selected signal

material to be viewed or copied.

30. The method of claim 29 including the steps of:

storing the application software in the set-top boxes; receiving and writing the

mode bit pattern in the set-top boxes; and 1

wherein the stored application software responds to the transmitted mode bit

pattern to activate. control and modify the copy protection process as defined by

the configuration control bit pattern.

31. The method of claim 30 wherein the set-top box is functionally locked

including: downloading via the service provider a selected bit pattern or

software adapted to functionally unlock the set top box.

32. The method of claim 30 wherein the set-top box is functionally locked

including activating at the service providers facility selected software

adapted to functionally unlock the set-top box ‘
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decryption key which is based on a fingerprint information signal from ‘a user of a first station, a fingerprint infomtation signal from a user
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inputting one of the fingerprint infomtation signals to the cortelator in order to allow recovery of the decryption key, and applying the
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METHOD FOR SECURE DATA TRANSMISSION

BETWEEN REMOTE STATIONS

Background of the Invention

1. Field of the Invention

The present invention provides a method for permitting the secure passing

of data between two remote stations.

2. Background of the Invention

While use of the intemet has increased rapidly, concerns for the privacy and

security of data transferred over the intemet have remained. The present invention seeks

to provide a method for permitting the secure handling of data between remote stations,

such as remote computers hooked to the intemet.

Summgy of the Invention

In accordance with the present invention, there is provided a method for

permitting the secure passing of data between two remote stations, comprising the steps of:

obtaining from a user of a first of two remote stations, a first characteristic information

signal; obtaining from a user of a second oftwo remote stations, a second characteristic

information signal; generating a sequence of random characters to obtain a random key;

obtaining a key function which represents said key; obtaining a Fourier transform of said

key representing function; obtaining at least one encrypted version of said key based on

said Fourier transform of said key representing function, and a least one of said first

characteristic information signal and said second characteristic infonnation signal such that

said key may be recovered by writing said at least one encrypted version of said encrypted

key to a spatial light modulator (SLM) of an optic correlator and inputting either one of

said first characteristic infonnation signal and said second characteristic information signal
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to said optic correlator; storing said at least one encrypted version of said key at each of

said first station and said second station, whereby thereafter any message encrypted in such

a way that it may be decrypted by said key may be decrypted at either of said two remote

stations by retrieving said stored encrypted key, writing said at least one encrypted version

of said encrypted key to a spatial light modulator (SLM) of an optic correlator and

inputting either one of said first characteristic information signal and said second

characteristic information signal to said optic correlator.

In accordance with another aspect of the present invention, there is provided

a method for the secure handling ofdata between two remote stations, comprising the steps

of: at a base station, encrypting a message such that said message may be decrypted by a

decryption key; passing said message to a remote station; at said remote station, obtaining

from a user of said remote station a remote station user optical characteristic information

signal; retrieving from storage an encrypted version of said decryption key, said encrypted

decryption key having the property that when it is written to a SLM of an optical

correlator, the output of said correlator is similar when input with either one of said remote

station user characteristic information signal or a base station user optical characteristic

information signal; writing a remote station optical correlator with said encrypted

decryption key; inputting said remote station correlator with a Fourier transform of said

remote station user optical characteristic information signal; regenerating said decryption

key from an output of said remote station correlator; and decrypting said message with said

decryption key.

Brief Description of the Drawings

Figure 1 is a schematic view of a system for use in the secure handing of

data between two remote stations made in accordance with this invention,

figure 2 is a schematic detail of a portion of figure 1, and

figure 2A is a schematic representation of an alternative embodiment for a

portion of figure 2.
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Detailed Description of the Preferred Embodiments

Turning to figure 1, a system indicated generally at 10 for permitting the

secure passing of data between two remote stations, comprises a base station indicated

generally at 12 and a remote station indicated generally at 14.‘ The base station comprises

a processor 16 linked to a correlator 21, a random character generator 22, a memory 24,

and an operator input device 26. The correlator 21 is optically linked to a characteristic

input device 20. The processor 16 of the base station 12 is connected for two-way

communication with a processor 36 of remote station 14 on line 30. The processor 36 of

the remote station is linked to a correlator 41, a memory 42, and an operator input device

46. The correlator 41 is optically linked -to a characteristic input device 40; '-

The characteristic input device 20 and correlator 21 of base station 12 are

detailed in figure 2. Turning to figure 2, input device 20 comprises a source of coherent

light 222 and input prism 224 with an optical output 225 to correlator 21. The correlator

21 comprises a Fourier transform lens 228, a full—complex spatial light modulator (SLM)

230, an inverse Fourier transform lens 232, a CCD camera 234 with an AD convertor 236

outputting to processor 16 on line 237. The processor outputs to the input of SLM 230

on line 260. The characteristic input device 40 and correlator 41 of remote station 14 may

be identically constructed.

System 10 is used, firstly, to develop an encrypted version of a message

decryption key at the base station which may be transmitted to the remote station without

concern for privacy and, subsequently, to encrypt messages at either of the stations for

transmission to other of the stations where they may be decrypted.

(i) Developing an encrypted decryptionkey

Assuming the user of base station 12 wishes to communicate in a secure

fashion with the user of remote station 14, the user of the base station first agrees upon a

temporary secret key with the user of the remote station. This secret key can, for example,
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be based on a Diffie-Hellman key derivation, an exponential key derivation scheme or

public key system. The user of the remote station then utilizes input device 40 to develop
an information signal impressed with characteristics peculiar to the remote station user.

With the input device 40 and correlator 41 configured as shown in figure 2, the remote

station useriactivates the light source of the input device and causes the processor 36 to
make the SLM of the correlator transparent so that the correlator is effectively bypassed.

Next the remote station user places his finger on the input prism creating an optical signal
impressed with characteristics of the fingerprint of the user. This optical characteristic

signal is imaged at the camera. This characteristic infonnation signal is then digitized and

passed to the processor 36. The previously agreed upon secret key is used to encode the

digitized fingerprint and this encrypted fingerprint may then be passed to the base station
12 on line 30.

At the base station 12, referencing figure 2, the base station user may

activate light source 222 and cause processor 16 to make SLM 230 transparent. The base

station user may then place his fingerprint 226 on the input prism so that a fingerprint
(characteristic) information signal is imaged at the camera 234. The digitized version of

this signal is then passed to processor l6. Returning to figure l, the processor decrypts
the fingerprint information signal from the remote station utilizing the previously agreed

upon method to generate a temporary secret key, which may either be derived by processor

16 and stored in memory 24 or input directly from the operator input 26. Next the

processor 16 numerically determines spatial Fourier transfonns of the remote station

fingerprint information signal and the base station fingerprint information signal.

The processor now prompts random character generator 22 to generate a

sequence of random characters which will comprise a decryption key. The processor 16

then develops a key function which represents the key. For example, the key representing

function could be developed by applying each character of the decryption key as a

coefficient to a set of normalized orthogonal basis functions, preferably, delta-shaped

functions. The processor then numerically calculates a Fourier transform of the key
representing function.
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Next, the processor obtains an encrypted version of the decryption key. In

the first embodiment of the invention, this step includes developing a composite filter

based on the remote station fingerprint information signal, the base station fingerprint

information signal, and the key representing firnction. This composite filter has the

property that when it is written to the SLM, the output of the correlator is similar when

input with either the remote station fingerprint information signal or the base station

fingerprint information signal. Preferably, this output is a set of narrow peaks, the

positions of which correspond to the maxima of the delta-shaped basis functions. Methods

of obtaining a composite filter with these properties are known to those skilled in the art

and described in, for example, an article entitled “Tutorial Survey of Composite Filter

Designs for Optical Correlators” by B.V.K. Vijaya Kumar, Applied Qptics, Volume 31,

No. 23, pages 4773 to 4801. Briefly, the composite filter may be constructed as a linear

combination of the complex conjugate Fourier transforms of the remote station fingerprint

information signal and the base station fingerprint information signal multiplied by the

Fourier transform of the key representing function. The coefficients of the linear

combination are determined from a set of equations derived in accordance with certain

criteria.

To illustrate the process of composite filter development, let us consider a

case of two fingerprints, f,(x) and f2(x), where f,(x) and f2(x) are the base and the

remote station fingerprint information signals, respectively (we use a one-dimensional

spatial coordinate system for simplicity). The Fourier transforms of these signals are F,(q)

and F2(q) respectively, where q is a coordinate in a Fourier domain.

The key representing function may be written as

k(x) = Elk“ 5(x - xn) ,

where 5() is a delta-fiinction; X“ are the coordinates of the narrow peaks and N is the

number of the peaks; kn are numerical coefficients. The Fourier transform of the key

representing function is
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K(q) = n§=lk11 exp(- iqxn)

The composite filter, H(q), may be presented in the form

Hm) = K(q)(ClFl.(q) + CzF2’(q)> .

where coefficients C, , C2 should be determined; “ ' " means complex conjugation.

If this filter is put on a SLM and the SLM is illuminated with the signal f,(x) , we will
get a correlation function, B,(x) , at the output of the correlator, and a correlation function

B2(x) for the signal f2(x) . For the correlation functions we have:

N C u
B.(x) = (1/2n)c. Hg] k, I F.(q)F. (q) exp(xq(x-x,» dq +

<1/27002 gt. I F.(q>F2'(q) exp(iq(x-x.» dq .

II

13200 (1/27r)C. g k,. I F2(q)F1'(<l) eXP(iq(X-X,.)) dq +

(1/2n>c2 ‘gk, I F2(q>F;(q> exp(iq(x—x,» dq

Substituting x = xn , n = l, 2, N into the equations and setting, for example, the sums

ZB,(xn), ZB2(xn) equal to certain values, we can obtain as many algebraic equations as

necessary to find the unknown variables C, , C2 , k“ and to develop the composite filter.

To make sure that the number of the equations equals the number of the unknown

coefficients, one can use different criteria. For example, a sum (or a_sum of squares, or

a product, etc.) of the heights of the output narrow peaks is set equal to a certain value.

In another embodiment, the height of each peak is set equal to a certain value, but in this

case both users (i.e. at the base station and at the remote station) record a few fingerprint
information signals, that is, the number of the signals equals or exceeds the number of the

peaks in the key representing function.
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In the second embodiment of the invention, the step of obtaining an

encrypted version of the decryption key includes dividing the Fourier transform of the key

representing fimction by the Fourier transform of the base station fingerprint information

signal to obtain a first filter, and dividing the Fourier transform of the key representing

function by the Fourier transform of the remote station fingerprint information signal to

obtain a second filter. A concatenation of the two filters can now be stored and this yields

the encrypted version of the decryption key for both base and remote station fingerprint

information signal.

The encrypted version of the decryption key may be stored in memory 24.

Also, because the decryption key is encrypted, it may be passed to the remotestation on

line 30 and will remain secure even if intercepted. The remote station stores the received

encrypted decryption key in its memory 42.

In a third embodiment, the decryption key generated by the base station is

encrypted by the temporary secret key and transmitted to the remote station over line 30.

Each station may then develop a key representing function using the techniques

aforedescribed. Then each station develops a filter based on the developed key

representing function and the characteristic information signal of that station, again using

techniques as aforedesciibed. A number of alternative approaches for generating both key

representing functions and filters are described in U.S. patent application No. 08/508,978

filed July 28, 1995 and PCT/CA95/00509 filed Sept. 6, 1995, the disclosures of which are

incorporated herein by reference.

(ii) Sending messages

Once an encrypted version of the decryption key is present at both the base

and remote stations, encrypted messages may be sent from either station to the other and

decrypted by the recipient station. For example, if the base station user wished to send an

encrypted message to the remote station, he could obtain the decryption key by applying

his fingerprint to the characteristic input device 20 and prompting processor 16 to write
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SLM 230 with the encrypted decryption key. This will return the key representing
function at camera 234 from which the key can be extracted by the processor. The base

station user may then input a message by way of operator input 26 which message may be
encrypted with the decryption key and the encrypted message sent on line 30 to the remote
station.

In the second embodiment of the invention, the processor 16 writes to the

SLM each of the previously concatenated two filters of the encrypted decryption key either
in sequence or simultaneously. If the fingerprint is the same as was used at the base

station during developing the encrypted decryption key, the camera 234 will register a set
of narrow peaks in the case of the fust filter and a random pattern in the case of the

second filter. The positions of the peaks correspond to the maxima of the delta-shaped
basis functions and, thus, determine the decryption key.

At the remote station, the remote user may prompt processor 36 to retrieve

the encrypted decryption key from memory and write same to the filter of correlator 41.

Next this user may input his fingerprint to characteristic input device 40. This will cause

the correlator to return the key representing function to the processor 36 so that the

processor may determine the key from this function. The decryption key may then be used

to decrypt the incoming message.

In a similar fashion, the remote station user could encrypt a message by

obtaining the decryption key in the manner aforedescribed and inputting a message to be

encrypted at operator input 46. The encrypted message could then be decrypted by the

base station in the same fashion as the remote station decrypts messages passed in the other
direction.

The only difference between the base station and the remote station is the

presence of random character generator 22 at the base station. The roles of these stations

may be easily reversed by including a random character generator at the remote station.
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As described, the subject invention is suitable for use in secure

communications between two computers where the decryption key is released only by

applying the fingerprint of the proper user to an input device. Of course, the characteristic

input device may be modified to accept other body parts of a user so that a different

biometric, such as a vein structure, or an iris pattern of a user is input.

Where the base station user is an entity such as a corporation or other

organization, it may not be desirable to have access controlled by a biometric of a single

individual. Figure 2a illustrates an alternative characteristic input device 300 which may

be used in such instance. Turning to figure 2a, input device 300 comprises a SLM 324

held in place by holder 318 in the light path of coherent light source 222. Processor 16

writes a corporation’s proprietary characteristic information (PCI) on the SLM 324 which

impresses the light beam with selected characteristics such that a characteristic information

signal is generated. When not in use, the PCI would be stored in a secure location in the

corporation.

If the base station is sufficiently secure, it may be preferred to store an

unencrypted version of the decryption key in memory 24. In such instance, correlator 21

becomes unnecessary and may be replaced with an imaging lens, CCD camera, and A/D

convertor. The only use made of the base station characteristic input device would then

be during generation of the encrypted decryption key.

System 10 has been described in conjunction with a decryption. key which 2

is a symmetric private key. Alternatively, the decryption key could be the private key for

public key encrypted messages.

Certain parts of the subject invention have been described as using Fourier

Transforms which are an expansion on a set of complex exponential orthogonal basis

functions. Alternatively, other orthogonal expansions on a set of basis function can also

be used such as Walsh and wavelet ftmctions.
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Other modifications will be apparent to those skilled in the art and,
therefore, the invention is defined in the claims.

-10-
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WHAT IS CLAIMED IS:

1. A method for permitting the secure passing of data between two remote stations,

comprising the steps of:

- obtaining from a user of a first of two remote stations, 21 first characteristic information

signal;

- obtaining from a user of a second of two remote stations, a second characteristic

information signal;

- generating a sequence of random characters to obtain a random key;

- obtaining a key function which represents said key;

- obtaining a Fourier transform of said key representing fiinction;

~ obtaining at least one encrypted version of said key based on said Fourier transform of

said key representing function, and a least one of said first characteristic information signal

and said second characteristic information signal such that said key may be recovered by

writing said at least one encrypted version of said encrypted key to a spatial light

modulator (SLM) of an optic correlator and inputting either one of said first characteristic

information signal and said second characteristic information signal to said optic correlator;

- storing said at least one encrypted version of said key at each of said first station and said

second station, whereby thereafier any message encrypted in such a way that it may be

decrypted by said key may be decrypted at either of said two remote stations by retrieving

said stored encrypted key, writing said at least one encrypted version of said encrypted key

to a spatial light modulator (SLM) of an optic correlator and inputting either one of said

first characteristic information signal and said second characteristic information signal to

said optic correlator.

2. The method of claim 1 wherein the step of obtaining a first characteristic information

signal comprises obtaining an optical beam modulated with a biometric image of a first

body part of said user of said first station, registering said optical beam in a two-

dimensional plane and digitizing said registered optical beam.

-11.
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3. The method of claim 2 wherein the step of obtaining a second characteristic information

dimensional plane and digitizing said registered optical beam.

4. The method of claim 3 wherein the step of obtaining said key representing function -

comprises obtaining normalized orthogonal basis functions and, for each basis function,
applying a character of said key as a co-efficient.

5. The method of claim 4 wherein said first characteristic infonnation signal is obtained
at said first station and including the steps of:

- encrypting said digitized registered optical beam modulated with a biometric of a first

body part with a pre-selected key to obtain an encrypted first biometric signal;

- sending said encrypted first biometric signal to said second station;

- utilizing said pre-selected key at said second station to decrypt said encrypted biometric
of said first body part; and

- obtaining said encrypted key at said second station.

6. The method of claim 4 wherein said key representing function is obtained at said first

station and including the steps of:

- encrypting said key representing function with a pre-selected key to obtain an encrypted
key representing function;

- sending said encrypted key representing function to said second station;

- utilizing said pre-selected key at said second station to decrypt said encrypted key
representing function; and

- obtaining said encrypted key at said second station.

7. A method for the secure handling of data between two remote stations, comprising the
steps of:

- at a base station, encrypting a message such that said message may be decrypted by a
decryption key;

-12-
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- passing said message to a remote station;

— at said remote station,

- obtaining from a user of said remote station a remote station user optical characteristic

information signal;

- retrieving from storage an encrypted version of said decryption key, said encrypted

decryption key having the property that when it is written to a SLM of an optical

correlator, the output of said correlator is similar when input with either one of said remote

station user characteristic information signal or a base station user optical characteristic

information signal;

- writing a remote station optical correlator with said encrypted decryption key;

- inputting said remote station correlator- with a Fourier transforrn of said remote station

user optical characteristic information signal;

- regenerating said decryption key from an output of said remote station correlator; and

- decrypting said message with said decryption key.

8. The method of claim 7 wherein the step of encrypting a message at said base station

comprises encrypting said message utilizing said decryption key.

9. The method of claim 8 wherein the step of encrypting a message at said base station

comprises the steps of:

- obtaining from a base station user said base station optical characteristic information

signal, such that said base station optical characteristic signal is impressed with

characteristics of a body part of said base station user; _

- retrieving from storage said encrypted version of said decryption key;

- writing a base station optical correlator with said encrypted decryption key;

- inputting said base station correlator with said base station user optical characteristic

information signal;

- regenerating said decryption key from an output of said base station correlator; and

- encrypting said message with said regenerated decryption key.

-13-
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10. The method of claim 4 wherein said step of obtaining at least one encrypted version

of said key is based on both said first characteristic information and said second

characteristic infonnation signal.

-14-
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(57) Abstract

A digital satellite television system has a plurality of set—top—boxes associated with a plurality of end users’ television receivers,
a modem and a decoder housed in each STB, a Subscriber Authorization System (SAS) incorporating or having associated therewith a

plurality of communication servers, means included in the SAS for generating Electronic Managements Messages (EMM), a back channel
interconnecting each of the S135 individually with the SAS, means included in the SAS and each STB so that the necessary information
required to inject a relevant EMM into the system is supplied directly to the relevant communication server included in or associated with
the SAS to authorise the release of the said EMM and/or means to connect the modem to the back channel and means whereby an EMM
is transmissible to the decoder directly from a relevant communication server included in or associated with the SAS. Funheriimportant
features are also disclosed.
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BROADCAST AND RECEPTION SYSTEM, AND CONDITIONAL ACCESS
SYSTEM THEREFOR

The present invention relates to a broadcast and reception system, in particular to a

mass—market digital interactive satellite television system, and to a conditional access

system therefor.

In particular, but not exclusively, the invention relates to a mass—market broadcast

system having some or all of the following preferred features:—

0 It is an information broadcast system, preferably a radio and/or television

broadcast system

0 It is a satellite system (although it could be applicable to cable or terrestrial

transmission)

0 It is a digital system, preferably using the MPEG, more preferably the MPEG-

2, compression system for data/signal transmission

0 It affords the possibility of interactivity.

More particularly the present invention relates to so—called pay television (or radio)

where a user/viewer selects a programme/film/game to be viewed for which payment

is to be made, this being referred to as a pay—per—view (PPV) or in the case of data

to be downloaded a so—called pay—per-file (PPF).

With such known PPV or PPF systems a significant amount of time is required to be

spent by the user/viewer in order to carry out the actions necessary to actually access

the product being selected.

For example, in one known system the sequence of steps which have to be carried out

are as follows:—

I) The user telephones a so—called Subscriber Management System (SMS)

which in this known system includes a number of human operators which answer the

subscriber's call and to whom the subscriber communicates the necessary information

concerning the selected product and concerning the financial status of the subscriber
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to a so—called Subscriber Authorization System (SAS) which has includedin it or

associated with it a plurality of communications servers.

ii) The operator at the SMS then _,has to check the financial status of the

user before authorising the connection from the communications servers to the user's

television set so that the product can be delivered and viewed by the user.

In another known system the human operator is replaced by an automatic voice server

so that when the user telephones the SMS he/she hears a voice activated recording to

which the user conveys the same information as above.

This second arrangement reduces the delay inherent in the first described arrangement

which can be more easily overloaded when large numbers of users are wishing to

order a product at the same time.

However, even with this second arrangement the user is involved in inputting

significant information in the form of lengthy serial numbers which operation provides

plenty of scope for error as well as being time consuming.

The third known arrangement involves the user making use of existing screen based

systems such as MINITEL in France and.PRESTEL in the United Kingdom, which

systems replace the voice activated server referred to above in connection with the

second arrangement. The MINITEL and PRESTEL systems themselves incorporate

a modem at the consumer end.

In all these known arrangements the user is involved in the expenditure of significant

time and effort in inputting all the information necessary to enable the system to in

effect authorize the transmission of the chosen product to the user's television set.

In the case of a satellite television system there is a further delay involved in the user

actually receiving the product selected.
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In PPV and PPF systems the key element in controlling the user's access to products

are so-called Entitlement Management Messages (EMM) which have to be injected

into the system in order to give the user product access. More particularly the EMMs

are the mechanism by which the encrypted data representative of a product is

decrypted for a particular individual user.

In known satellite television systems the EMMs are transmitted to the user's

televisions via the satellite link at regular intervals in the MPEG-2 data stream. Thus

in the case of a particular user's EMM there can be a significant delay of perhaps

several minutes before the user's next EMM transmission arrives at that user's

television set.

This transmission delay is in addition to the delay referred to earlier which is inherent

in the user having to manually input certain data into the system. The cumulative

effect of these two delays is that it may take perhaps typically five minutes for a user

to be able to gain access to the selected product.

The present inventionis concerned with overcoming this problem.

In a first aspect, the present invention provides a conditional access system

comprising:

means for generating a plurality of (preferably conditional access) messages;

and

means for receiving the messages, said receiving means being adapted to

communicate with said generating means via a communications server connected

directly to said generating means.

Preferably, the message is an entitlement message for transmission (for example by

broadcast) to the receiving means, said generating means being adapted to generate

entitlement messages in response to data received from said receiving means.

The generating means may be arranged to transmit a message as a packet of digital
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data to said receiving means either via said communications server or via a satellite

transponder.

The receiving means may be connectable to ‘said communications server via a modem

and telephone link.

In a related aspect, the present invention provides a conditional access system for

affording conditional access to subscribers, comprising:

a subscriber management system;

a subscriber authorization system coupled to the subscriber management

system; and

a communications server; said server being connected directly to the subscriber

authorization system.

The system may further comprise a receiver/decoder for the subscriber, the

receiver/decoder being connectable to said communications server, and hence to said

subscriber authorization system, via a modem and telephone link.

In a second aspect, the present invention provides a broadcast and reception system

including a conditional access system as described above.

In a third aspect, the present invention provides a broadcast and reception system

comprising: V

means for generating a plurality of entitlement messages relating to broadcast

programs;

means for‘ receiving said messages from said generating means; and

means for connecting the receiving means to the generating means to receive

said messages, said connecting means being capable of effecting a dedicated

connection between the receiving means and the generating means.

The dedicated connection would typically be a hard—wired connection and/or a

modemmed connection, with the possibility of the connection been made via a cellular
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telephone system. In other words, the dedicated connection is capable of forming a

channel of communication (from point to point). This is in contrast to broadcasting

of infonnation through the air or ambient medium. The connecting means would

typically be a modem at the receiving means.

Hence, in a closely related aspect, the present invention provides a broadcast and

reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast

programs;

means for receiving said messages from said -generating means via a modern;

and

means for connecting said modem to said generating means and said receiving

means .

The above features can afford the advantage of providing the user the necessary

viewing authorization (via the EMM) more quickly than has hitherto been possible,

partly because, since the SAS typically uses a smaller amount of computer code than

the SMS, the SAS can operate more efficiently (and in real time), partly because the

SAS can itself, directly, generate the requisite EMM, and partly because the EMM can

be passed to the user or subscriber via a dedicated (typically modemmed) link.

Preferably, the generating means is connected to said modem via a communications

server which is preferably included in or associated with said generating means.

The receiving means may be further adapted to receive said entitlement messages via

a satellite transponder.

The receiving means may be a receiver/decoder comprising means for receiving a

compressed MPEG—type signal, means for decoding the received sigial to provide a

television signal and means for supplying the television sigial to a television.

Preferably, the receiving means is adapted to communicate with said generating means
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via said modem and connecting means. The receiving means may comprise means

for reading a smartcard insertable thereinto by an end user, the smartcard having

stored therein data to initiate automatically the transmission of a message from said

receiving means to said generating means upon insertion of the smartcard by the end

USCI.

In addition, the system may further comprise a voice link to enable the end user of

the broadcast and reception system to communicate with the generating means.

' It will be understood from the above that the“ present invention provides two

arrangements by which the time it takes for an end user to access a desired product

is reduced. Preferably both arrangements are employed to achieve the maximum time

saving but either arrangement can be used individually.

According to a further aspect of the present invention, there is provided a broadcast

and reception system, comprising, at the broadcast end:

a broadcast system including means for broadcasting a callback request;

and at the reception end:

a receiver including means for calling back the broadcast system in response

to the callback request.

By providing that the broadcast system can request the receiver to call it back, the

possibility is afforded of the broadcast system obtaining information from the receiver

about the state of the receiver.

Preferably, the means for calling back the broadcast system includes a modem

connectable to a telephone system. By using a modemmed back channel, a simple

way of putting the invention into effect can be provided.

Preferably also, the means for calling back the broadcast system is arranged to transfer

to the broadcast system information concerning the receiver. This information might

include the number of remaining tokens, the number of pre-—booked sessions, and so
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Preferably, the broadcast system includes means for storing the information, so that

it can be processed at a later time, as desired.

Preferably, the broadcast means is arranged to broadcast a callback request which

includes a command that the callback be made at a given time, and the means for

calling back the broadcast system is arranged to respond to said command. By

arranging for the callback to be later than the actual request, greater flexibility can be

imparted to the system.

The broadcasting means may be arranged to broadcast as the callback request one or

more Entitlement Messages for broadcast.

Preferably, the broadcast system includes means for generating a check message (such

as a random number) and passing this to the receiver, the receiver includes means for

encrypting the check message and passing this to the broadcast system, and the

broadcast system further includes means for decrypting the check-message received

from the receiver and comparing this with the original check message. In this way

it can be checked whether the receiver is genuine.

Any of the above features may be combined together in any appropriate combination.

They may also be provided, as appropriate, in method aspects.

Preferred features of the present invention will now be described, purely by way of

example, with reference to the accompanying drawings, in which:—

Figure 1 shows the overall architecture of a digital television system according to the

preferred embodiment of the present invention;

Figure 2 shows the architecture of a conditional access system of the digital television

system;
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Figure 3 shows the structure of an Entitlement Management Message used in the

conditional access system;

Figure 4 is a schematic diagram of the hardware of a Subscriber Authorisation System

(SAS) according to a preferred embodiment of the present invention;

Figure 5 is a schematic diagram of the architecture of the SAS;

Figure 6 is a schematic diagram of a Subscriber Technical Management server

forming part of the SAS;

Figure 7 is a flow diagram of the procedure for automatic renewal of subscriptions as

implemented by the SAS;

Figure 8 is a schematic diagram of a group subscription bitmap used in the automatic

renewal procedure;

Figure 9 shows the structure of an EMM used in the automatic renewal procedure;

Figure 10 shows in detail the structure of the EMM;

Figure 11 is a schematic diagram of an order centralized server when used to receive

commands directly through communications servers;

Figure 12 illustrates diagrammatically a part of Figure 2 showing one embodiment of

the present invention;

Figure 13 is a schematic diagram of the order centralized server when used to receive

commands from the subscriber authorization system to request a callback;

Figure 14 is a schematic diagram of the communications servers;
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Figure 15 shows the manner in which EMM emission cycle rate is varied according

to the timing of a PPV event;

Figure 16 is a schematic diagram of a Message Emitter used to emit EMMs;

Figure 17 is a schematic diagram showing the manner of storage of EMMs within the

Message Emitter;

Figure 18 is a schematic diagram of a smartcard;

Figure 19 is a schematic diagram of an arrangement of zones in the memory of the

smartcard; and

Figure 20 is a schematic diagram of a PPV event description.

An overview of a digital television broadcast and reception system 1000 according to

the present invention is shown in Figure 1. The invention includes a mostly

conventional digital television system 2000 which uses the known MPEG-2

compression system to transmit compressed digital signals. In more detail, MPEG-2

compressor 2002 in a broadcast centre receives a digital signal stream (typically a

stream of video signals). The compressor 2002 is connected to a multiplexer and

scrambler 2004 by linkage 2006. The multiplexer 2004 receives a plurality of further

input signals, assembles one or more transport streams and transmits compressed

digital signals to a transmitter 2008 of the broadcast centre via linkage 2010, which

can of course take a wide variety of forms including telecom links. The transmitter

2008 transmits electromagnetic signals via uplink 2012 towards a satellite transponder

2014, where they are electronically processed and broadcast via notional downlink

2016 to earth receiver 2018, conventionally in the form of a dish owned or rented by

the end user. The signals received by receiver 2018 are transmitted to an integrated

receiver/decoder 2020 owned or rented by the end user and connectedto the end user's

television set 2022. The receiver/decoder 2020 decodes the compressed MPEG-2

signal into a television signal for the television set 2022.
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A conditional access system 3000 is connected to the multiplexer 2004 and the

receiver/decoder 2020, and is located partly in the broadcast centre and partly in the

decoder. It enables the end user to access digital television broadcasts from one or

more broadcast suppliers. A smartcard, capable of decrypting messages relating to

commercial offers (that is, one or several television programmes sold by the broadcast

supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020 and

smartcard, the end user may purchase events in either a subscription mode or a pay-

per—view mode.

An interactive system 4000, also connected to the multiplexer 2004 and the

receiver/decoder 2020 and again located partly in the broadcast centre and partly in

the decoder, enables the end user to interact with various applications via a

modemmed back channel 4002.

The conditional access system 3000 is now described in more detail.

With reference to Figure 2, in overview the conditional access system 3000 includes

a Subscriber Authorization System (SAS) 3002. The SAS 3002 is connected to one

or more Subscriber Management Systems (SMS) 3004, one SMS for each broadcast

supplier, by a respective TCP—IP linkage 3006 (although other types of linkage could

alternatively be used). Alternatively, one SMS could be shared between two broadcast

suppliers, or one supplier could use two SMSs, and so on.

First encrypting units in the form of ciphering units 3008 utilising "mother" smartcards

3010 are connected to the SAS by linkage 3012. Second encrypting units again in the

form of ciphering units 3014 utilising mother smartcards 3016 are connected to the

multiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a "daughter"

smartcard 3020. It is connected directly to the SAS 3002 by Communications Servers
3022 via the modemmed back channel 4002. The SAS sends amongst other things

subscription rights to the daughter smartcard on request.

The smartcards contain the secrets of one or more commercial operators. The
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"mother" smartcard encrypts different kinds of messages and the "daughter" smartcards

decrypt the messages, if they have the rights to do so.

The first and second ciphering units 3008 and 3014 comprise a rack, an electronic
VME card with software stored on an EEPRPOM, up to 20 electronic cards and one

smartcard 3010 and 3016 respectively, for each electronic card, one (card 3016) for

encrypting the ECMs and one (card 3010) for encrypting the EMMS.

The operation of the conditional access system 3000 of the digital television system

will now be described in more detail with reference to the_ various components of the

television system 2000 and the conditional access system 3000.

Multiplexer and Scrambler

With reference to Figures 1 and 2, in the broadcast centre, the digital video signal is

first compressed (or bit rate reduced), using the MPEG-2 compressor 2002. This

compressed signal is then transmitted to the multiplexer and scrambler 2004 via the

linkage 2006 in order to be multiplexed with other data, such as other compressed.

data.

The scrambler generates a control word used in the scrambling process and included

in the MPEG-2 stream in the multiplexer 2004. The control word is generated

internally and enables the end user's integrated receiver/decoder 2020 to descramble

the programme.

Access criteria, indicating how the programme is commercialised, are also added to

the MPEG-2 stream. The programme may be commercialised in either one of a

number of "subscription” modes and/or one of a number of "Pay Per View" (PPV)

modes or events. In the subscription mode, the end user subscribes to one or more

commercial offers, or "bouquets", thus getting the rights to watch every channel inside

those bouquets. In the preferred embodiment, up to 960 commercial offers may be

selected from a bouquet of channels. In the Pay Per View mode, the end user is

provided with the capability to purchase events as he wishes. This can be achieved
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by either pre—booking the event in advance ("pre-book mode"), or by purchasing the

event as soon as it is broadcast ("impulse mode"). In the preferred embodiment, all

users are subscribers, whether or not they watch in subscription or PPV mode, but of

course PPV viewers need not necessarily be subscribers.

Both the control word and the access criteria are used to build an Entitlement Control

Message (ECM); this is a message sent in relation with one scrambled program; the

message contains a control word (which allows for the descrambling of the progam)

and the access criteria of the broadcast progam. The access criteria and control word

are transmitted to the second encrypting unit 3014"via the linkage 3018. In this unit,

an ECM is generated, encrypted and transmitted on to the multiplexer and scrambler

2004.

Each service broadcast by a broadcast supplier in a data stream comprises a number

of distinct components; for example a television programme includes a video

component, an audio component, a sub—title component and so on. Each of these

components of a service is individually scrambled and encrypted for subsequent

broadcast to the transponder 2014. In respect of each scrambled component of the

service, a separate ECM is required.

Proggamme Transmission

The multiplexer 2004 receives electrical signals comprising encrypted EMMS from the

SAS 3002, encrypted ECMS from the second ‘encrypting unit 3014 and compressed

progammes from the compressor 2002. The multiplexer 2004 scrambles the

programmes and transmits the scrambled programmes, the encrypted EMMS and the

encrypted ECMS as electric signals to a transmitter 2008 of the broadcast centre via

linkage 2010. The transmitter 2008 transmits electromagnetic signals towards the

satellite transponder 2014 via uplink 2012.

Programme Reception

The satellite transponder 2014 receives and processes the electromagnetic signals

transmitted by the transmitter 2008 and transmits the signals on to the earth receiver
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2018, conventionally in the form of a dish owned or rented by the end user, via

downlink 2016. The signals received by receiver 2018 are transmitted to the

integrated receiver/decoder 2020 owned or rented by the end user and connected to

the end user's television set 2022. The receiver/decoder 2020 demultiplexes the

signals to obtain scrambled programmes withiencrypted EMMs and encrypted ECMs.

If the programme is not scrambled, that is, no ECM has been transmitted with the

MPEG-2 stream, the receiver/decoder 2020 decompresses the data and transforms the

signal into a video signal for transmission to television set 2022.

If the programme is scrambled, the receiver/decoder 2020 extracts the corresponding

ECM from the MPEG-2 stream and passes the ECM to the "daughter" smartcard 3020

of the end user. This slots into a housing in the receiver/decoder 2020. The daughter

smartcard 3020 controls whether the end user has the right to decrypt the ECM and

to access the programme. If not, a negative status is passed to the receiver/decoder

2020 to indicate that the programme cannot be descrambled. If the end user does

have the rights, the ECM is decrypted and the control word extracted. The decoder

2020 can then descramble the programme using this control word. The MPEG-2

stream is decompressed and translated into a video signal for onward transmission to

television set 2022.

Subscriber Management System gSMSg

A Subscriber Management System (SMS) 3004 includes a database 3024 which

manages, amongst others, all of the end user files, commercial offers (such as tariffs

and promotions), subscriptions, PPV details, and data regarding end user consumption

and authorization. The SMS may be physically remote from the SAS.

Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006

which imply modifications to or creations of Entitlement Management Messages

(EMMS) to be transmitted to end users.

The SMS 3004 also transmits messages to the SAS 3002 which imply no-
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modifications or creations of EMMs but imply only a change in an end user's state

(relating to the authorization granted to the end user when ordering products or to the

amount that the end user will be charged).

As described later, the SAS 3002 sends messages (typically requesting information

such as call—back information or billing information) to the SMS 3004, so that it will

be apparent that communication between the two is two—way.

Entitlement Mana ement Messa es MMs

The EMM is a message dedicated to an individual~ end user (subscriber), or a group

of end users, only (in contrast with an ECM, which is dedicated to one scrambled

programme only or a set of scrambled programmes if part of the same commercial

offer). Each group may contain a given number of end users. This organisation as

a group aims at optimising the bandwidth; that is, access to one group can permit the

reaching of a great number of end users.

Various specific types of EMM are used in putting the present invention into practice.

Individual EMMs are dedicated to individual subscribers, and are typically used in the

provision of Pay Per View services; these contain the group identifier and the position

of the subscriber in that group. So—called “Group” subscription EMMS are dedicated

to groups of, say, 256 individual users, and are typically used in the administration of

some subscription services. This EMM has a group identifier and a subscribers’

group bitmap. Audience EMMs are dedicated to entire audiences, and might for

example be used by a particular operator to provide certain free services. An

“audience” is the totality of subscribers having smartcards which bear the same

Operator Identifier (OPI). Finally, a “unique” EMM is addressed to the unique

identifier of the smartcard.

The structure of a typical EMM is now described with reference to Figure 3.

Basically, the EMM, which is implemented as a series of digital data bits, comprises

a header 3060, the EMM propcr 3062, and a signature 3064. The header 3060 in tum

comprises a type identifier 3066 to identify whether the type is individual, group,
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audience or some other type, a length identifier 3068 which gives the length of the

EMM, an optional address 3070 for the EMM, an operator identifier 3072 and a key

identifier 3074. The EMM proper 3062 of course varies greatly according to its type.

Finally, the signature 3064, which is typically of 8 bytes long, provides a number of

checks against corruption of the remaining data in the‘EMM.

Subscriber Authorization System {SAS}

The messages generated by the SMS 3004 are passed via linkage 3006 to the

Subscriber Authorization System (SAS) 3002, which in turn generates messages

acknowledging receipt of the messages generated the SMS 3004 and passes these

acknowledgements to the SMS 3004.

As shown in Figure 4, at the hardware level the SAS comprises in known fashion a

mainframe computer 3050 (in the preferred embodiment a DEC machine) connected

to one or more keyboards 3052 for data and command input, one or more Visual

Display Units (VDUS) 3054 for display of output information and data storage means

3056. Some redundancy in hardware may be provided.

At the software level the SAS runs, in the preferred embodiment on a standard open-

VMS operating system, a suite of software whose architecture is now described in

overview with reference. to Figure 5; it will be understood that the software could

alteratively be implemented in hardware.

In overview the SAS comprises a Subscription Chain area 3100 to give rights for

subscription mode and to renew the rights automatically each month, a Pay Per View

Chain area 3200 to give rights for PPV events, and an EMM Injector 3300 for passing

EMMS created by the Subscription and PPV chain areas to the multiplexer and

scrambler 2004, and hence to feed the MPEG stream with EMMS. If other rights are

to be granted, such as Pay Per File (PPF) rights in the case of downloading computer

software to a user’s Personal Computer, other similar areas are also provided.

One function of the SAS 3002 is to manage the access rights to television
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programmes, available as commercial offers in subscription mode or sold as PPV

events according to different modes of commercialisation (pre—book mode, impulse

mode). The SAS 3002, according to those rights and to information received from the

SMS 3004, generates EMMs for the subscriber.

The Subscription Chain area 3100 comprises a Command Interface (CI) 3102, a

Subscriber Technical Management (STM) server 3104, a Message Generator (MG)

3106, and the Ciphering Unit 3008.

The PPV Chain area 3200 comprises an Authorisation Server (AS) 3202, a relational

database 3204 for storing relevant details of the end users, a local blacklist database

3205, Database Servers 3206 for the database, an Order Centralized Server (OCS)

3207, a Server for Programme Broadcaster (SPB) 3208, a Message Generator (MG)

3210 whose function is basically the same as that for the Subscription Chain area and

is hence not described further in any detail, and the Ciphering Unit 3008.

The EMM Injector 3300 comprises a plurality of Message Emitters (MES) 3302, 3304,

3306 and 3308 and Software Multiplexers (SMUXS) 3310 and 3312. In the preferred

embodiment, there are two 1VIEs, 3302 and 3304 for the Message Generator 3106, with

the other two MEs 3306 and 3308 for the Message Generator 3210. MEs 3302 and

3306 are connected to the SMUX 3310 whilst MEs 3304 and 3308 are connected to

‘the SMUX 3312. .

Each of the three main components of the SAS (the Subscription Chain area, the PPV

Chain area and the EMM Injector) are now considered in more detail.

Subscription Chain Area _

Considering first the Subscription Chain area 3100, the Command Interface 3102 is

primarily for despatching messages from the SMS 3004 to the STM server 3104, as

well as to the OCS 3206, and from the OCS to the SMS. The Command Interface

takes as input from the SMS either direct commands or batch files containing

commands. It performs syntactic analysis on the messages coming from the STM
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server, and is able to emit accurate messages when an error occurs in a message

(parameter out of range, missing parameter, and so on). It traces incoming commands

in textual form in a trace file 3110 and also in binary form in a replay file 3112 in

order to be able to replay a series of commands. Traces can be disabled and the size

of files limited.

Detailed discussion of the STM server 3104 is now provided with particular reference

to Figure 6. The STM server is effectively the main engine of the Subscription Chain

area, and has the purpose of managing free rights, the creation of new subscribers and

the renewal of existing subscribers. As shown in the figure, commands are passed on

to the Message Generator 3106, albeit in a different format from that in which the

commands are passed to the STM sewer. For each command, the STM server is

arranged to send an acknowledgement message to the CI only when the relevant

command has been successfully processed and sent to the MG.

The STM server includes a subscriber database 3120, in which all the relevant

parameters of the subscribers are stored (smartcard number, commercial offers, state,

group and position in the group, and so on). The database performs semantic checks

of the commands sent by the C1 3102 against the content of the database, and updates.

the database when the commands are valid.

The STM server further manages a First In First Out (FIFO) buffer 3122 betweenthe

STM server and the MG, as well as a backup disk FIFO 3124. The purpose of the

1-‘r1=os is to average the flow of commands ‘from the CI if the MG is not able to

respond for a while for any reason. They can also ensure that in the case of a crash

of the STM server or MG no command will be lost, since the STM server is arranged

to empty (that is, send to the MG) its FIFOS when restarted. The FIFOs are

implemented as files.

The STM server includes at its core an automatic renewal sewer 3126 which

automatically generates renewals, and, if required by the operators, free rights. In this

context, the generation of renewals may be thought of as including the generation of
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rights for the first time, although it will be understood that the generation of new

rights is initiated at the SMS. As will become apparent, the two can be treated by

roughly the same .commands and EMMs.

Having the STM separate from the SAS, and the automatic renewal server within the

SAS rather than (in known systems) in the SMS 3004, is a particularly important

feature, since it can sigiificantly reduce the number of commands which need to be

passed from the SMS to the SAS (bearing in mind that the SMS and SAS may be in

different locations and operated by different operators). In fact, the two main

commands required from the SMS are merely commands that a new subscription

should be started and that an existing subscription should be stopped (for example in

the case of non—payment). By minimising command exchange between the SMS and

SAS, the possibility of failure of command transfer in the linkage 3006 between the

two is reduced; also, the design of the SMS does not need to take into account the

features of the conditional access system 3000 generally.

Automatic renewal proceeds in the fashion indicated in the flow diagram of Figure 7.

In order to reduce bandwidth, and given that a very high percentage of all renewals

are standard, renewal proceeds in groups of subscribers; in the preferred embodiments

there are 256 individual subscribers per group. The flow diagram begins with the start

step 3130, and proceeds to step 3132 where a monthly activation of the renewal

function is made (although of course it will be appreciated that other frequencies are

also possible). With a monthly frequency, rights are given to theend user for the

current month and all of the following month, at which point they expire if not

renewed.

In step 3134 the subscriber database 3120 is accessed in respect of each group and

each individual within that group to determine whether rights for the particular

individual are to be renewed.

In step 3136, a group subscription bitmap is set up according to the contents of the

subscriber database, as shown in Figure 8. The bitmap comprises a group identifier
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(in this case Group 1 — “G1") 3138 and 256 individual subscriber zones 3140. The

individual bits in the bitmap are set to 1 or zero according to whether or not the

particular subscriber is to have his rights renewed. A typical set of binary data is

shown in the figure.

In step 3142 the appropriate commands, including the group subscription bitmap, are

passed to the Message Generator 3106. In step 3143 the Message Generator sets an

obsolescence date to indicate to the smartcard the date beyond which the particular

subscription EMM is not valid; typically this date is set as the end of the next month.

In step 3144 the Message Generator generates from the commands appropriate group

subscription EMMs and asks the Ciphering Unit 3008 to cipher the EMMs, the

ciphered EMMs being then passed to the EMM Injector 3300, which, in step 3146,

injects the EMMs into the MPEG-2 data stream.

Step 3148 indicates that the above described procedure is repeated for each and every

group. The process is finally brought to an end at stop step 3150.

The flow diagram described above with reference to Figure 7 relates in fact

specifically to the renewal of subscriptions. The STM also manages in a similar way

free audience rights and new subscribers.

In the case of free audience rights, available for specific television programmes or

groups of such programmes, these are made available by the STM issuing a command

to the Message Generator to generate appropriate audience EMMs (for a whole

audience) with an obsolescence date a given number of days (or weeks) hence. The

MG computes the precise obsolescence date based on the STM command.

In the case of new subscribers, these are dealt with in two stages. Firstly, on purchase

the smartcard in the receiver/decoder 2020 (if desired by the operator) affords the

subscriber free rights for a given period (typically a few days). This is achieved by

generating a bitmap for the subscriber which includes the relevant obsolescence date.
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The subscriber then passes his completed paperwork to the operator managing the

subscriber (at the SMS). Once the paperwork has been processed, the SMS supplies

to the SAS a startcommand for that particular subscriber. On receipt by the SAS of

the start command, the STM commands the MG to assign a unique address to the new

subscriber (with a particular group number and position within the goup) and to

generate a special, so—called “commercial offer” subscription EMM (as opposed to the '

more usual “group" subscription EMM used for renewals) to providethe particular

subscriber with rights until the end of the next month. From this point renewal of the

subscriber can occur automatically as described above. By this two stage process it

is possible to grant new subscribers rights until the SMS issues a stop command.

It is to be noted that the commercial offer subscription EMM is used for new

subscribers and for reactivation of existing subscribers. The group subscription EMM

is used for renewal and suspension purposes.

With reference to Figure 9, a typical subscription EMM proper (that is, ignoring the

header and signature) generated by the above procedure comprises the following main

portions, namely typically a 256 bit subscription (or subscribers’ group) bitmap 3152,

128 bits of management ciphering keys 3154 for the ciphering of the EMM, 64 bits

of each exploitation ciphering key 3156 to enable the smartcard 3020 to decipher a

control word to provide access to broadcast programmes, and 16 bits of obsolescence

date 3158 to indicate the date beyond which the smartcard will ignore the EMM. In

fact in the preferred embodiment three exploitation keys are provided, one set for the

present month, one set for the next month, and one for resume purposes in the event

of system failure.

In more detail, the group subscription EMM proper has all of the above components,

except the management ciphering keys 3154. The commercial offer subscription

EMM proper (which is for an individual subscriber) includes instead of the full

subscribers’ group bitmap 3152 the group ID followed by the position in the group,

and then management ciphering keys 3154 and three exploitation keys 3156, followed

by the relevant obsolescence date 3158.
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The Message Generator 3106 serves to transform commands issued by the STM server

3104 into EMMs for passing to the Message Emitter 3302. With reference to Figure

5, firstly, the MG.produces the EMMs proper and passes them to the Ciphering Unit

3008 for ciphering with respect to the management and exploitation keys. The CU

completes the signature 3064 on the EMM (see Figure‘ 3) and passes the EMM back

to the MG, where the header 3060 is added. The EMMS which are passed to the

Message Emitter are thus complete EMMS. The Message Generator also determines

the broadcast start and stop time and the rate of emission of the EMMS, and passes

these as appropriate directions along with the EMMS to the Message Emitter. The

MG only generates a given EMM once; it is the ME which performs its cyclic

transmission.

Again with reference to Figure 5, the Message Generator includes its own EMM

database 3160 which, for the lifetime of the relevant EMM, stores it. It is erased once

its emission duration has expired. The database is used to ensure consistency between

the MG and ME, so that for example when an end user is suspended the ME will not

continue to send renewals. In this regard the MG computes the relevant operations

and sends them to the ME.

On generation of an EMM, the MG assigns a unique identifier to the EMM. When

the MG passes the EMM to the ME, it also_passes the EMM ID. This enables

identification of a particular EMM at both the MG and the ME.

Also concerning the Subscription Chain area, the Message Generator includes two

FIFOS 3162 and 3164, one for each of the relevant Message Emitters 3302 and 3304

in the EMM Injector 3300, for storing the ciphered EMMs.‘ Since the Subscription

Chain area and EMM Injector may be a significant distance apart, the use of FIFOS

can allow full continuity in EMM transmission even if the links 3166 and 3168

between the two fail. Similar FIFO’s are provided in the Pay Per View Chain area.

One particular feature of the Message Generator in particular and the conditional

access system in general concerns the way that it reduces the length of the EMM
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proper 3062 by mixing parameter length and identifier to save space. This is now

described with reference to Figure 10 which illustrates an exemplary EMM (in fact

a PPV EMM, which is the simplest EMM). The reduction in length occurs in the Pid

(Packet or “Parameter” identifier) 3170. This comprises two portions, the actual ID

3172, and the length parameter for the packet 3174 (necessary in order that the start

of the next packet can be identified). The whole Pid is expressed in just one byte of

information, 4 bits being reserved for the ID, and four for the length. Because 4 bits

is not sufficient to define the length in true binary fashion, a different correspondence

between the bits and the actual length is used, this correspondence being represented

in a lool<—up table, stored in storage area 3178 in the Message Generator (see Figure

5). The correspondence is typically as fol1ows:—

0000

0001

0010

0011

0100

0101

0110

0111

1000

1001

1010

1011

1100

1101

1110

1111

llllII Sxoooxloxun-bbatxav-O
ll

»-- >—t

ll
r--- M

II
>—t O\

II
N4?-

II
D) {Q

It will be seen that the length parameter is not directly proportional to the actual

length of the packet; the relationship is in part more quadratic rather than linear. This

allows for a greater range of packet length.
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Pay Per View Chain Area

Concerning the Pay Per View Chain area 3200, with reference to Figure 5 in more

detail the Authorisation Server 3202 has as its client the Order Centralized Server

3207, which requests information about each subscriber which connects to the

Communications Servers 3022 to purchase a PPV product.

If the subscriber is known from the AS 3202, a set of transactions takes place. If the

subscriber is authorized for the order, the AS creates a bill and sends it to the OCS.

Otherwise, it signals to the OCS that the order is not authorized.

It is only at the end of this set of transactions that the AS updates the end users

database 3204 via the database servers (DBAS) 3206, if at least one transaction was

authorized; this optimizes the number of database accesses.

The criteria according to which the AS authorizes purchase are stored in the database,

accessed through DBAS processes. In one embodiment, the database is the same as

the database accessed by the STM.

Depending on consumer authorization denied

(PPV_Forbidden,Casino_Forbidden ...). These kind of criteria are updated by STM

profile, the may be

.3104, on behalf of the SMS 3004.

Other parameters are checked, such as limits allowed for purchase (either by credit

card, automatic payment, or number of authorized token purchases per day).

In case of payment with a credit card, the number of the card is checked against a

local blacklist stored in the local blacklist database 3205.

When all the verifications are successful, the AS:-

1. Generates a bill and sends it to the OCS, which completes this bill and stores

it in a file, this file being later sent to the SMS for processing (customer actual

billing); and
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2. Updates the database, mainly to set new purchase limits.

This check—and—generate—bill—if-OK mechanism applies for each command a

subscriber may request during a single connection (it is possible to order e.g. 5 movies

in a single session).

It is to be noted that the AS has a reduced amount of information concerning the

subscriber, by comparison with that held by the SMS. For example, the AS does not

hold the name or address of the subscriber. On the other hand, the AS does hold the

smartcard number of the subscriber, the subscriber’s consumer category (so that

different offers can be made to different subscribers), and various flags which state

whether, for example, the subscriber may purchase on credit, or he is suspended or his

smaxtcard has been stolen. Use of a reduced amount of information can help to

reduce the amount of time taken to authorize a particular subscriber request.

The main purpose of the DBASs 3206 is to increase database performance seen from

the AS, by paralleling the accesses (so actually it does not make much sense to define

a configuration with only one DBAS). An AS parameter determines how many

DBASes should connect. A given DBAS may be connected to only one AS.

The OCS 2307 mainly deals with PPV commands. It operates in several modes.

Firstly, it operates to process commands issued by the SMS, such as product

refreshment (for instance, if the bill is already stored by the SMS, no bill is generated

by the OCS), update of the wallet in the smaxtcard 3020, and session

cancellation/update.

The various steps in the procedure are:-

1. Identifying the relevant subscriber (using the AS 3202);

2. If valid, generate adequate commands to the Message Generator, in order to

send an appropriate EMM. Commands may be:

Product commands,

Update of the wallet,
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Session erasure.

Note that these operations do not imply creation of billing information, since billing

is already known from the SMS. These operations are assimilated to "free products"

purchase.

Secondly, the OCS deals with commands received from the subscribers through the

Communications Servers 3022. These may be received either via a modem connected

to the receiver/decoder 2020, or by voice activation via the telephone 4001, or by key

activation via a MINITEL, PRES'I'EL or like system where available.

Thirdly, the OCS deals with callback requests issued by the SMS. These last two

modes of operation are now discussed in more detail.

In the second type of mode described above it was stated that the OCS deals with

through the

Communications Servers 3022. These include product orders (such as for a particular

commands received directly from the end user (subscriber)

PPV event), a subscription modification requested by the subscriber, and a reset of a

parental code (a parental code being a code by which parents may restrict the right of

access to certain programmes or classes of programmes).

The way in which these commands are dealt with is now described in more detail with

reference to Figure 11.

Product orders by a subscriber involve the following steps:

1. Identifying through the AS the caller who is making a call through the CS

3022 ordering a particular product;

2. Checking the caller's request validity, again using theAAS (where the order is

placed using the receiver/decoder 2020, this is achieved by verifying the

smartcard 3020 details);

3. Ascertain the price of the purchase;

4. Check that the price does not exceed the caller's credit limit etc;

5. Receiving a partial bill from the AS;
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6. Filling additional fields in the bill to form a completed bill;

7. Adding the completed bill to a billing information storage file 3212 for later

processing; and

8. Sending corresponding command(s)'to the PPV Message Generator 3210 to

generate the relevant EMM(s).

The EMM(s) is sent either on the modem line 4002 if the consumer placed the

product order using the receiver/decoder 2020 (more details of this are described

later), or else it is broadcast. The one exception to this is where there is some failure

of the modem connection (in the case where the consumer places the order using the

receiver/decoder); in this event the EMM is broadcast over the air.

A subscription modification requested by a subscriber involves:

1. Identifying the caller (using the AS);

2. Sending information to the Command Interface; the CI in turn forwards this

information to the SMS; and

3. Via the CI, the OCS then receives an answer from the SMS (in terms of the

cost of the modification, if the modification is possible).

If modification was requested using the receiver/decoder, the OCS generates a

confirmation to the SMS. Otherwise, for example in the case of phone or Minitel, the

subscriber is prompted for confirmation and this answer sent to the SMS via the OCS

and the CI.

Reset of a parental code involves:

1. Identifying the caller (using AS); and

2. Sending a command to the MG to generate an appropriate EMM bearing an

appropriate reset password.

In the case of reset of parental code, the command to reset the code is for security

Only the SMS,

telephone and MINITEL or like can originate such a command. Hence in this

reasons not permitted to originate from the receiver/decoder.
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particular case the EMM(s) are broadcast only on air, never on the telephone line.

It will be understood from the above examples of different modes of operation of the

OCS that the user can have direct access to’ the SAS, and in particular the OCS and

AS, in that the Communications Servers are directly connected to the SAS, and in

particular the OCS. This important feature is concerned with reducing the time for

the user to communicate his command to the SAS.

This feature is illustrated further with reference to Figure 12, from which it can be

seen that the end user's Set—Top-Box, and in particular its receiver/decoder 2020, has

the capability of communicating directly with the Communications Sewers 3022

associated with the SAS 3002. Instead of the connection from the end user to the

Communications Sewers 3022 of the SAS 3002 being through the SMS 3004 the

connection is directly to the SAS 3002.

In fact, as directly mentioned two direct connections are provided.

The first direct connection is by a voice link via a telephone 4001 and appropriate

telephone line (and/or by MINITEL or like connection where available) where the end .

users still have to input a seriesof voice commands or code numbers but time is saved

compared with the communication being via the SMS 3004.

The second direct connection is from the receiver/decoder 2020 and the input of data

is achieved automatically by the end user inserting his own daughter smartcard 3020

thus relieving the end. user of the job of having to input the relevant data which in

turn reduces the time taken and the likelihood of errors in making that input.

A further important feature which arises out of the above discussion is concerned with

reducing the time taken for the resulting EMM to be transmitted to the end user in

order to initiate viewing by the end user of the selected product.

In broad terms, and with reference to Figure 12, the feature is again achieved by
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providing the end user's receiver/decoder 2020 with the capability of communicating

directly with the Communications Sewers 3022 associated with the SAS 3002.

As described earlier the integrated receiver/decoder 2020 is connected directly to the

Communications Servers 3022 by the modemmed ‘ back channel 4002 so that

commands from the decoder 2020 are processed by the SAS 3002, messages generated

(including EMMs) and then sent back directly to the decoder 2020 through the back

channel 4002. A protocol is used in the communication between the CS 3022 and the

receiver/decoder 2020 (as described later), so that the CS receive acknowledgement

of receipt of the relevant EMM, thereby adding certainty to the procedure.

Thus, for example, in the case of a pre—book mode the SAS 3002 receives messages

from the end user via the smartcard and decoder 2020 via its modem and via the

telephone line 4002, requesting access to a specific event/product, and returns a

suitable EMM via the telephone line 4002 and modem to the decoder 2020, the

modem and decoder being preferably located together in a Set—Top—Box (STB). This

is thus achieved without having to transmit the EMM in the MPEG-2 data stream

2002 via the multiplexer and scrambler 2004, the uplink 2012, satellite 2014 and

datalink 2016 to enable the end user t0'view the event/product. This can save

considerably on time and bandwidth. Virtual certainty is provided that as soon as the

subscriber has paid for his purchase the EMM will arrive at the receiver/decoder 2020.

In the third type of mode of operation of the OCS 3207 described above, the OCS

deals with callback requests issued by the SAS. This is illustrated with reference to

Figure 13. Typical callback requests have the purpose of ensuring that the

receiver/decoder 2020 calls back the SAS via the modemmed back charmel 4002 with

the information that the SAS requires of the receiver /decoder.

As instructed by the Command Interface 3102, the subscription chain Message

Generator 3106 generates and sends to the receiver/decoder 202 a callback EMM.

This EMM is ciphered by the Ciphering Unit 3008 for security reasons. The EMM

may contain the time/date at which the receiver/decoder should wake up and perfomi
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a callback on its own, without being explicitly solicited; the EMM may also typically

contain the phone numbers which the terminal must dial, the number of further

attempts after unsuccessful calls and the delay between two calls.

When receiving the EMM, or at the specif1edtime—date‘, the receiver/decoder connects

to the Communications Servers 3022. The OCS 3207 first identifies the caller, using

the AS 3202, and verifies certain details, such as smartcard operator and subscriber

details. The OCS then asks the smartcard 3020 to send various ciphered information

(such as the relevant session numbers, when the session was watched, how many times

the subscriber is allowed to view the session again,"‘the way in which the session was

viewed, the number of remaining tokens, the number of prebooked sessions, etc). This

information is deciphered by the PPV chain Message Generator 3210, again using the

Ciphering Unit 3008. The OCS adds this information to a callback information

storage file 3214 for later processing and passing to the SMS 3004. The information

is ciphered for security reasons. The whole procedure is repeated until there is

nothing more to be read from the smartcard.

One particular preferred feature of the callback.facility is that before reading the

smartcard (so just after the identification of the caller using the AS 3202 as described

above) a check is made by the SAS 3002 that the receiver/decoder is indeed a genuine

one rather than a pirated version or computer simulation. Such a check is carried out

in the following manner. The SAS generates a random number, which is received by

the receiver/decoder, ciphered, and then returned to the SAS. The SAS deciphers this

number. If the deciphering is successful and the original random number is retrieved,

it is concluded that the receiver/decoder is genuine, and the procedure continues.

Otherwise, the procedure is discontinued.

Other functions which may occur during the callback are erasure of obsolete sessions

on the smartcard, or filling of the wallet (this latter also being described later under

the section entitled "Smar1card").

Also as regards the Pay Per View Chain area 3200, description is now made of the
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Communications Sewers 3022. At the hardware level, these comprise in the preferred

embodiment a DEC Four parallel processor machine. At the software architecture

level, with reference to Figure 14, in many respects the Communications Servers are

conventional. One particular divergence from conventional designs arises from the

fact that the Sewers must serve both receiver/decoders 2020 and voice communication

with conventional telephones 4001, as well possibly as MINITEL or like systems.

It will be noted in passing that two Order Centralized Servers 3207 are shown in

Figure 14 (as “OCS1" and “OCS2"). Naturally any desired number may be provided.

The Communication Servers include two main servers (“CS1" and “CS2") as well as

a number of fiontal servers (“Frontal 1" and “Frontal 2"); whilst two frontal sewers

are shown in the figure, typically 10 or 12 may be provided per main server. Indeed,

although two main servers CS1 and CS2 and two frontal servers, Frontal 1 and Frontal

2, have been shown, any number could be used. Some redundancy is usually

desirable.

CS1 and CS2 are coupled to OCS1 and OCS2 via high level TCP/IP links 3230,

whilst CS1 and CS2 are coupled to Frontal 1 and Frontal 2 via further TCP/IP links

3232.

As illustrated, CS1 and CS2 comprise servers for “SENDR” (transmission), “RECVR”

“VI'X” (MINITEL, PRES'I‘EL or the like), “VOX”

communication), and “TRM” (communication with the receiver/decoder). These are

(reception), (voice

coupled to the “BUS” for communication of signals to the Frontal servers.

CS1 and CS2 communicate directly with the receiver/decoders 2020 via their

modemmed back channels 4002 using the X25 public network common protocol. The

relatively low—level protocol between the Communications Servers 3022 and the

receiver/decoders 3020 is in one preferred embodiment based upon the V42 standard

international CCITI‘ protocol, which provides reliability by having error detection and

data re-—transmission facilities, and uses a checksum routine to check the integrity of
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the re—transmission. An escape mechanism is also provided in order to prevent the

transmission of disallowed characters.

On the other hand, voice telephone communication is carried out via the Frontal

Communications Servers, each capable of picking up, say, 30 simultaneous voice

connections from the connection 3234 to the local telephone network via the high

speed “T2" (E1) standard telephony ISDN lines.

Three particular functions of the software portion of the Communications Servers

(which could of course alternatively be implemented fully in hardware) are firstly to

convert the relatively low level protocol information received from the

receiver/decoder into the relatively high level protocol information output to the OCS,

secondly to attenuate or control the number of simultaneous connections being made,

and thirdly to provide several simultaneous channels without any mixing. In this last

regard, the Communications Servers play the role of a form of multiplexer, with the

interactions in a particular channel being defined by a given Session ID (identifier),

which is in fact used throughout the communication chain..

Finally as regards the Pay Per View Chain area 3200, and withreference again to

Figure 5, the Server for Programme Broadcast (SPB) 3208 is coupled to one or more

Programme Broadcasters 3250 (which would typically be located remotely from the

SAS) to receive programme information. The SPB filters out for further use

information corresponding to PPV events (sessions).

A particularly important feature is that the filtered programme event information is

passed by the SPB to the MG which in turn sends a directive (control command) to

the ME to change the rate of cyclic emission of the EMMS in given circumstances;

this is done by the ME finding all EMMS with the relevant session identifier and

changing the cycle rate allocated to such EMMS. This feature might be thought of as

a dynamic allocation of bandwidth for specific EMMS. Cyclic EMM emission is

discussed in more detail in the section below concerned with the EMM Injector.
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The circumstances in which the cycle rate is changed are now described with reference

to Figure 15, which demonstrates how cycle rate 3252 is raised a short while (say 10

minutes) before aparticular PPV progamme event until the end of the event from a

slow cycle rate of say once every 30 minutes to a fast cycle rate of say once every 30

seconds to 1 minute in order to meet the anticipated extra user demand for PPV events

at those times. In this way bandwidth can be allocated dynamically according to the

anticipated user demand. This can assist in reducing the overall bandwidth

requirement.

The cycle rate of other EMMs may also be varied. For example the cycle rate of

subscription EMMS may be varied by the Multiplexer and Scrambler 2004 sending the

appropriate bitrate directive.

EMM Injector

Concerning the EMM Injector 3300, details of the Message Emitters 3302 to 3308,

forming part of the EMM Injector and acting as output means for the Message

Generator, are now described with reference to Figure 16. Their function is take the

EMMs and to pass them cyclically (in the manner of a carousel) via respective links

3314 and 3316 to.the Software Multiplexers 3310 and 3312 and thence to the

hardware multiplexers and scramblers 2004. In return the software multiplexers and

scramblers 2004 generate a global bitrate directive to control the overall cycling rate

of the EMMS; to do so, the MES take into account various parameters such as the

cycle time, the size of EMM, and so on. In the figure, EMM_X and EMM _Y are

group EMMS for operators X and Y, whilst EMM_Z are other EMMS for either

operator X or operator Y.

Further description proceeds for an exemplary one of the Message Emitters; it will be

appreciated that theremaining MES operate in similar fashion. The ME operates

under control of directives from the MG, most notably transmission start and stop time

and emission rate, as well as session number if the EMM is a PPV EMM. In relation

to the emission rate, in the preferred embodiment the relevant directive may take one

of five values from Very fast to Very slow. The numeric values are not specified in
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the directive, but rather the ME maps the directive to an actual numeric value which

is supplied by the relevant part of the SAS. In the preferred embodiment, the 5

emission rates are as follows:-

Very fast - every 30 seconds1.

5 2. Fast — every minute

3. Medium - every 15 minutes

4. Slow — every 30- minutes

5. Very slow - every 30 minutes

The ME has first and second databases 3320 and 3322. The first database is for those

10 EMMs which have not yet achieved their broadcast date; these are stored in a series

of chronological files in the database. The second database is for EMMs for

immediate broadcast. In the event of a system crash, the MB is arranged to have the

ability to re—read the relevant stored file and perform correct broadcast. All the files

stored in the databases are updated upon request from the MG, when the MG wishes

15 to maintain consistency between incoming directives and EMMs already sent to the

ME. The EMMs actually being broadcast are also stored in Random Access Memory

3324.

A combination of the FIFOS 3162 and 3164 in the Message Generator and the

databases 3320 and 3322 in the Message Emitter means that the two can operate in

20 standalone mode if the link 3166 between them is temporarily broken; the ME can

still broadcast EMMs.

The Software Multiplexers (SMUX) 3310 and 3312 provide an interface between the

MES and the hardware multiplexers 2004. In the preferred embodiment, they each

receive EMMs from two of the MEs, although in general there is no restriction on the

25_ number of MEs that can be connected with one SMUX. The SMUXS concentrate the

EMMs and then pass them according to the type of EMM to the appropriate hardware

multiplexer. This is necessary because the hardware multiplexers take the different

types of EMMs and place them at different places in the MPEG-2 stream. The
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SMUX's also forward global bitrate directives fiom the hardware multiplexers to the

MES.

One particularly important feature of the ME!is that it emits EMMs in random order.

The reason for this is as follows. The Message Emitter has no ability to sense or

control what it emits to the multiplexer. Hence it is possible that it may transmit two

EMMs which are to be received and decoded by the receiver/decoder 2020 back to

back. In such circumstances, further, it is possible that if the EMMs are insufficiently

separated the receiver/decoder and smartcard will be unable to sense and decode

properly the second of the EMMs. Cyclically emitting the EMMs in random order

can solve this problem.

The manner in which randomization is achieved is now described with reference to

Figure 17; in the preferred embodiment the necessary software logic is implemented

in the ADA computer language. A particularly important part of the randomization

is the correct storage of the EMMs in the databases 3320 and 3322 (which are used

for backup purposes) and in the RAM 3324. For a particular cycle rate and operator,

the EMMs are stored in a two—dimensional array, by rank'3330 (going say from A to

Z) and number in the rank 3332 (going from 0 to N). A third dimension is added by

cycle rate 3334, so that there are as many two—dimensional arrays as there are cycle

rates. In the preferred embodiment there are 256 ranks and typically 200 or 300

EMMs in each rank; there are 5 cycle rates. A final dimension to the array is added ,

by the presence of different operators; there are as many three-dimensional arrays as

there are operators. Storage of the data in this fashion can permit rapid retrieval in

the event that the MG wants to delete a particular EMM.

Storage of the EMMs takes place according to the “hash” algorithm (otherwise known

as the “one—way hash function”. This operates on a modulo approach, so that

successive ranks are filled before a higher number in the rank is used, and the number

of EMMs in each rank remains roughly constant. The example is considered of there

being 256 ranks. When the MG_ sends the ME an EMM with identifer (ID) 1, the

rank “1" is assigned to this EMM, and it takes the first number 3332 in the rank 3330.
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The EMM with ID 2 is assigned the rank “2", and so on, up to the rank 256. The

EMM with ID 257 is assigned the rank “1" again (based on the modulo function), and

takes the second number in the first rank, and so on.

Retrieval of a specific EMM, for example when deletion of a specific EMM is

requested by the MG, is effected by means of the inverse of the above. The hash

algorithm is applied to the EMM ID to obtain the rank, after which the number in the

rank is found.

The actual randomization occurs when the EMMs."are, on a cyclical basis, retrieved

from RAM 3324 using the randomization means 3340 which is implemented in the

hardware and/or software of the Message Emitter. The retrieval is random, and again

based on the hash algorithm. Firstly, a random number (in the above example initially

in the range 1 to 256) is chosen, to yield the particular rank of interest. Secondly, a

further random number is chosen to yield the particular number in the rank. The

further random number is selected according to the total number of EMMs in a given

rank. Once a given EMM has been selected and broadcast, it is moved to a second

identical storage area in the RAM 3324, again using the hash function. Hence the

first area diminishes in size as the EMMS are broadcast, to the extent that, .once a

complete rank has been used, this is deleted. Once the first storage area is completely

empty, it is replaced by the second storage area before a new round of EMM

broadcast, and vice versa.

In the above fashion, after two or three cycles of the EMMs, statistically the chances

of any two EMMs destined for the same end user being transmitted back to back is

negligible.

At regular intervals whilst the EMMs are being stored the computer 3050 computes

the number of bytes in storage and from this computes the bitrate of emission given

the global bitrate directive from the multiplexer and software multiplexer.

Reference was made above to the backup databases 3320 and 3322. These are in fact
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in the preferred embodiment sequential file stores, which hold a backup version of

what is in the RAM 3324. In the event of failure of the Message Emitter and

subsequent restart, or more generally when the MB is being restarted for whatever

reason, a link is made between the RAM and the databases, over which the stored

EMMs are uploaded to RAM. In this way, the risk of losing EMMs in the event of

failure can be removed.

Similar storage of PPV EMMs occurs to that described above in relation to

subscription EMMs, with the rank typically corresponding to a given operator and the

number in the rank corresponding to the session number.

Smartcard

A daughter, or "subscriber", smartcard 3020 is schematically shown in Figure 18 and

comprises an 8 bit microprocessor 110, such as a Motorola 6805 microprocessor,

having an input/output bus coupled to a standard array of contacts 120 which in use

are connected to a corresponding array of contacts in the card reader of the

receiver/decoder 2020, the card reader being of conventional design. The

microprocessor 110 is also provided with bus connections to preferably masked ROM

130, RAM 140 and EEPROM 150. The smartcard complies with the ISO 7816-1,

7816-2 and 7816-3 standard protocols which determine certain physical parameters

of the smartcard, the positions of the contacts on the chip and certain communications

between the external system (and particularly the receiver/decoder 2020) and the

smartcard respectively and which will therefore not be further described here. One

function of the microprocessor 110 is to manage the memory in the smartcard, as now

described.

The EEPROM 150 contains certain dynamically—created operator zones 154, 155, 156

and dynamically—created data zones which will now be described with reference to

Figure 19.

Referring to Figure 19, EEPROM 150 comprises a permanent "card ID" (or

manufacturer) zone 151 of 8 bytes which contains a permanent subscriber smartcard
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identifier set by the manufacturer of the smartcard 3020.

When the smartcard is reset, the microprocessor 110 issues a signal to

receiver/decoder 2020, the signal comprising‘ an identifier of the conditional access

system used by the smartcard and data generated from data stored in the smartcard,

including the card ID. This signal is stored by the receiver/decoder 2020, which

subsequently utilises the stored signal to check whether the smartcard is compatible

with the conditional access system used by the receiver/decoder 2020.

The EEPROM 150 also contains a permanent "random number generator" zone 152

which contains a program for generating pseudo—random numbers. Such random

numbers are used for diversifying transaction output signals generated by the

smartcard 3020 and sent back to the broadcaster.

Below the random number generator zone 152 a permanent "management" zone 153

of 144 bytes is provided. The permanent management zone 153 is a specific operator -

zone utilised by a program in the ROM 130 in the dynamic creation (and removal) of

zones 154, 155, 156... as described below. The permanent management zone 153

contains data relating to the rights of the smartcard to create or remove zones.

The program for dynamically creating and removing zones is responsive to specific

zone creation (or removal) EMMs which are transmitted by the SAS 3002 and

received by the receiver/decoder 2020 and passed to the subscriber smartcard 3020.

In order to create the EMMs the operator requires specific keys dedicated to the

management zone. This prevents one operator from deleting zones relating to another

operator.

Below the management zone 153 is a series of "operator ID" zones 154, 155, 156 for

operators 1, 2 N respectively. Normally at least one operator ID zone will be

preloaded into the EEPROM of the subscriber smartcard 3020 so that the end user can

decrypt programmes broadcast by that operator. However further operator ID zones

can subsequently be dynamically created using the management zone 153 in response
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to a transaction output signal generated via his smartcard 3020 by the end user _

(subscriber), as will subsequently be described.

Each operator zone 154, 155, 156 contains'the identifier of the group to which the

smartcard 3020 belongs, and the position of the smartcard within the group. This data

enables the smartcard {along with the other smartcards in its group) to be responsive

to a broadcast "group" subscription EMM having that group's address (but not the

smartcard's position in the group) as well as to an "individual" (or commercial offers

subscription) EMM addressed only to that smartcard within the group. There can be

256 member smartcards of each such group and this feature therefore reduces

significantly the bandwidth required for broadcasting EM_Ms.

In order to reduce further the bandwidth required for broadcasting "group" subscription

EMMS, the group data in each operator zone 154, 155, 156 and all similar zones in

the EEPROM of smartcard 3020 and the other daughter smartcards is continually

updated to enable a particular smartcard to change its position in each group to fill

any holes created by e.g. deletion of a member of the group. The holes are filled by

the SAS 3002 as in the STM server 3104 there is a list of such holes.

In this manner fragmentation is reduced and each group's membership is maintained

at or near the maximum of 256 members.

Each operator zone 154, 155, 156 is associated with one or more "operator data

objects" stored in the EEPROM 150. As shown in Figure 19, a series of dynamically

created "operator data" objects 157-165 are located below the operator ID zones.

Each of these objects is labelled with:

a) an "identifier" 1, 2, 3 N corresponding to its associated operator 1, 2, 3

N as shown in its left hand section in Figure 19;

b) an "ID" indicating the type of object; and

c) a "data" zone reserved for data, as shown in the right hand section of each

relevant operator object in Figure 19. It should be understood that each operator is

associated with a similar set of data objects so that the following description of the
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types of data in the data objects of operator 1 is also applicable to the data objects of

all the other operators. Also it will be noted that the data objects are located in

contiguous physical regions of the EEPROM and that their order is immaterial.

Deletion of a data object creates a "hole" 166 in the smartcard, that is, the number of

bytes that the deleted objects had previously occupied are not immediately occupied.

The thus "freed" number of bytes, or "hole" are labelled with:

a) an "identifier" 0; and

b) an "ID" indicating that the bytes are free to receive an object.

The next data object created fills the hole, as identified by the identifier 0. In this

manner the limited memory capacity (4 kilobytes) of the EEPROM 150 is efficiently

utilised.

Turning now to the set of data objects associated with each operator, examples of the

data objects are now described.

Data object 157 contains an EMM key used for decrypting encrypted EMM's received

by the receiver/decoder 2020. This EMM key is permanently stored in the data object

157. This data object 157 may be created prior to distribution of the smartcard 3020,

and/or may be created dynamically when creating a new operator zone (as described

above).

Data object 159 contains ECM keys which are sent by the associated operator (in this

case operator 1) to enable the end user to decrypt the particular "bouquet" of programs

to which he has subscribed. New ECM keys are sent typically every month, along

with a group subscription (renewal) EMM which renews the end user's overall right

to view the broadcast from (in this case) operator 1. The use of separate EMM and

ECM keys enables viewing rights to be purchased in different ways (in this

embodiment by subscription and individually (Pay Per View)) and also increases

security. The Pay Per View (PPV) mode will be described subsequently.
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Since new ECM keys are sent periodically, it is essential to prevent a user from usin

old ECM keys, for example by switching off the receiver/decoder or re—setting a clock

to prevent expiry.of an old ECM key so that a timer in the receiver/decoder 2020

could be overridden. Accordingly operator gone 154 comprises an area (typically

having a size of 2 bytes) containing an obsolescence‘ date of the ECM keys. The

lsmartcard 3020 is arranged to compare this date with the current date which is

contained in received ECMs and to prevent decryption if the current date is later than

the obsolescence date. The obsolescence date is transmitted via EMMS, as described

above.

Data object 161 contains a 64 bit subscription bitmap which is an exact representation

of the broadcast operator's programs to which the subscriber has subscribed. Every bit

represents a program and is set to "1" if it is subscribed to and "0" if it is not.

Data object 163 contains a quantity of tokens which can be used by the consumer in

PPV mode to buy viewing rights to an imminent broadcast e.g. in response to a free

preview or other advertisement. Data object 163 also contains a limit value, which

may be set to e.g. a negative value to allow credit to the consumer. Tokens can be

purchased e.g. by credit and via the modemmed back channel 4002, or by using a

voice server in combination with a credit card, for example. A particular event can

be charged as one token or a number of tokens.

Data object 165 contains a description of a PPV event, as shown with reference to

table 167 of Figure 20.

The PPV event description 167 contains a "session ID" 168 identifying the viewing

session (corresponding to the program and the time and date of broadcasting) a

"session mode" 169 indicating how the viewing right is being purchased (e.g. in pre-

book mode), a "session index" 170 and a "session view" 171.

In respect of receiving a programme in PPV mode, the receiver decoder 2020

determines whether the programme is one sold in PPV mode. If so, the decoder 2020
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checks, using the items stored in the PPV event description 167 whether the session

ID for the programme is stored therein. If the session ID is stored therein, the control

word is extracted from the ECM.

If the session ID is not stored therein, by means ‘of a specific application the

receiver/decoder 2020 displays a message to the end user indicating that he has the

right to view the session at a cost of, say, 25 tokens, as read from the ECM or to

connect to the communications servers 3022 to purchase the event. Using the tokens,

if the end user answers "yes" (by means of remote controller 2026 (see Figure 2)) the

decoder 2020 sends the ECM to the smartcard’, thésmartcard decreases the wallet of

the smartcard 3020 by 25 tokens, writes the session ID 168, the session mode 169, the

session index 170 and the session view 171 in the PPV event description 167 and

extracts and deciphers "the control word from the ECM.

In the "pre—book" mode, an EMM will be passed to the smartcard 3020 so that the

smartcard will write the session ID 168, the session mode 169, the session index 170

and the session view 171 in the PPV event description 167 using the EMM.

The session index 170 can be set to differentiate one broadcast from the other. This

feature permits authorization to be given for a subset of broadcasts, for example, 3

times out of 5 broadcasts. As soon as an ECM with a session index different from

the current session index 170 stored in the PPV event description 167 is passed to the

smartcard, the number of the session view 171 is decreased by one. When the session

view reaches zero, the smartcard will refuse to decipher an ECM with a different

session index to the current session index.

The initial value of the session view depends only on the way in which the broadcast

supplier wishes to define the event to which it relates; the session view for a

respective event may take any value.

The microprocessor 110 in the smartcard implements a counting and a comparison

program to detect when the limit to the number of viewings of a particular program
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has been reached.

All of the session _ID 168, the session mode 169, the session index 170 and the session

view 171 in the PPV event description 167 may be extracted from the smartcard using

the "call—back" procedure as described previously.

Each receiver/decoder 2020 contains an identifier which may either identify uniquely

that receiver/decoder or identify its manufacturer or may classify it in some other way

in order to enable it to work only with a particular individual smartcard, a particular

class of smartcards made by the same or a corresponding manufacturer or any other

class of smartcards which are intended for use with that class of receiver/decoders

exclusively.

In this manner the receiver/decoders 2020 which have been supplied by one broadcast

supplier to the consumer are protected against the use of non—authorised daughter

smartcards 3020.

Additionally or alternatively to this first "handshake" between the smartcard and the

receiver, the EEPROM of the smartcard 3020 could contain a field or bitmap

describing the categories of receiver/decoders 2020 with which it can function. These

could be specified either during the manufacture of the smartcard 3020 or by a

specific EMM.

The ‘bitmap stored in the smartcard 3020 typically comprises a list of up to 80

receiver/decoders, each identified with a corresponding receiver/decoder ID with which

the smartcard may be used. Associated with each receiver/decoder is a level "1" or

"0" indicating whether the smartcard may be used with the receiver/decoder or not,

respectively. A program in the memory 2024 of the receiver/decoder searches for the

identifier of the receiver/decoder in the bitmap stored in the smartcard. If the

identifier is found, and the value associated with the identifier is "1", then the

smartcard is "enabled"; if not, then the smartcard will not function with that

receiver/decoder.
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In addition, if, typically because of an agreement between operators, it is desired to

authorize the use of other smartcards in a particular receiver/decoder, specific EMMs

will be sent to those smartcards to change their bitmap via the transponder 2014.

Each broadcast supplier may differentiate his subscribers according to certain

predetermined criteria. For example, a number of subscribers may be classed as

"VIPs". Accordingly, each broadcast supplier may divide his subscribers into a

plurality of subsets, each subset comprising any number of subscribers.

The subset to which a particular subscriber belongs" is set in the SMS 3004. In turn,

the SAS 3002 transmits an EMM to the subscriber which writes information (typically

of length 1 byte) concerning the subset to which the subscriber belongs into the

relevant operator data zone, say 154, of the EEPROM of the smartcard. In turn, as

events are broadcast by the broadcast supplier, an ECM, typically of 256 bits, is

transmitted with the event and indicating which of the subsets of subscribers may view

the event. If, according to the information stored in the operator zone, the subscriber

does not have the right to view the event, as determined by the ECM, programme

viewing is denied.

This facility may be used, for example, to switch ofi all of a given operator's

smartcards in a particular geographical region during the transmission of a particular

program, in particular a program relating to a sports fixture taking place in that

geographical region. In this manner football clubs and other sport bodies can sell

broadcasting rights outside their locality whilst preventing local supporters from

viewing the fixture on television. In this manner the local supporters are encouraged

to buy tickets and attend the fixture.

Each of the features associated with zones 151 to 172 is considered to be a separate

invention independent of the dynamic creation of zones.

It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the

Petitioner Apple Inc. — Exhibit 1002, p. 2332



Petitioner Apple Inc. - Exhibit 1002, p. 2333

10

15

20

25

WO 98/43426 PCT/EP97/02108

-44-

invention.

. Each feature disclosed in the description, and (where appropriate) the claims and

drawings may be provided independently of any appropriate combination.

In the aforementioned preferred embodiments, certain features of the present invention

have been implemented using computer software. However, it will of course be clear

to the skilled man that any of these features may be implemented using hardware.

Furthermore, it will be readily understood that the functions perfomred by the

hardware, the computer software, and such like are perfomied on or using electrical

and like signals.

Cross reference is made to our co—pending applications, all bearing the same filing

date, and entitled Signal Generation and Broadcasting (Attorney Reference no.

PC/ASB/19707), Smartcard for use with a Receiver of Encrypted Broadcast Signals,

and Receiver (Attorney Reference No. PC/ASB/19708), Broadcast and Reception

System and Conditional Access System therefor (Attorney Reference No.

PC/ASB/19710), Downloading a Computer File from a Transmitter via a

Receiver/Decoder to a Computer (Attorney Reference No. PC/ASB/19711),

Transmission and Reception of Television Programmes and Other Data (Attorney

Reference No. PC/ASB/19712), Downloading. Data (Attorney Reference No.

PC/ASB/19713), Computer Memory Organisation (Attorney Reference No.

PC/ASB/19714), Television or Radio Control System Development (Attorney

Reference No. PC/ASB/19715), Extracting Data Sections from a Transmitted Data

Stream (Attorney Reference No. PC/ASB/19716), Access Control System (Attorney

Reference No. PC/ASB/19717), Data Processing System (Attorney Reference No.

PC/ASB/19718), and Broadcast and Reception System, and Receiver/Decoder and

Remote Controller therefor (Attorney Reference No. PC/ASB/19720). The disclosures

of these documents are incorporated herein by reference. The list of applications

includes the present application.
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CLAIMS

1. A conditional access system comprising:

means for generating a plurality of messages; and

means for receiving the messages, said receiving means being adapted to

communicate with said generating means via a communications server connected

directly to said generating means.

2. A conditional access system according to Claim 1, wherein said message is an

entitlement message for transmission to the receiving means, said generating means

being adapted to generate entitlement messages in response to data received from said

receiving means.

3. A conditional access system according to Claim 1 or 2, wherein said generating

means is arranged to transmit a message as a packet of digital data to said receiving

means either via said communications server or via a satellite transponder.

4. A conditional access system according to any preceding claim, wherein said

receiving means is connectable to said communications server via a modem and

telephone link.

5. A conditional access system for affording conditional access to subscribers,

comprising:

a subscriber management system;

a subscriber authorization system coupled to the subscriber management

system; and

a communications server; said server being connected directly to the subscriber

authorization system.

6. A conditional access system according to Claim 5, further comprising a

receiver/decoder for the subscriber, the receiver/decoder being connectable to said

communications server, and hence to said subscriber authorization system, via a
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modem and telephone link.

7. A broadcast and reception system including a conditional access system

according to any preceding claim.

8. A broadcast and reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast

Pmgfamsi ‘

means for receiving said messages from said generating means; and

means for connecting the receiving means to the generating means to receive

said messages, said connecting means being capable of effecting a dedicated

connection between the receiving means and the generating means.

9. A broadcast and reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast

programs;

means for receiving said messages from said generating means via a modem;

and

means for connecting said modem to said generating means and said receiving
means .

10. A broadcast and reception system according to Claim 9, wherein said

generating means is connected to said modem via a communications server.

11. A broadcast and reception system according to Claim 9 or 10, wherein said

receiving means is adapted to communicate with said generating means via said

modem and connecting means.

12. A broadcast and reception system according to Claim 11, wherein said

receiving means comprises means for reading a smartcard insertable thereinto by an

end user, the smartcard having stored therein data to initiate automatically the

transmission of a message from said receiving means to said generating means upon
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insertion of the smartcard by the end user.

13. A broadcast and reception system according to Claim 11or 12, further

comprising a voice link to enable the end user of the broadcast and reception system

to communicate with the generating means.

14. A broadcast and reception system according to any of Claims 8 to 13, wherein

‘ said receiving means comprises a receiver/decoder comprising means for receiving a

compressed MPEG-type signal, means for decoding the received signal to provide a

television signal and means for supplying the television signal to a television.

15. A broadcast and reception system, comprising, at the broadcast end:

a broadcast system including means for broadcasting a callback request;

and at the reception end:

a receiver including means for calling back the broadcast system in response

to the callback request.

16. A system according to Claim 15, wherein the means for calling back the

broadcast system includes a modern connectable to a telephone system.

17. A system according to Claim 15 or 16, wherein the means for calling back the

broadcast system is arranged to transfer to the broadcast system information

concerning the receiver.

18. A system according to Claim 17, wherein the broadcast system includes means

for storing the information.

19. A system according to any of Claims 15 to 18, wherein the broadcast means

is arranged to broadcast a callback request which includes a command that the

callback be made at a given time, and the means for calling back the broadcast system

is arranged to respond to said command.
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20.

is arranged to broadcast as the callback request one or more entitlement messages for

A system according to any of Claims 15 to 19, wherein the broadcasting means

broadcast.

21. A system according to any of Claims 15 to 20, wherein the broadcast system

includes means for generating a check message and passing this to the receiver, the

receiver includes means .for encrypting the check message and passing this to the

broadcast system, and the broadcast system further includes means for decrypting the

check message received from the receiver and comparing this with the original check

message.

22. A conditional access system or a broadcast and reception system substantially as

herein described with reference to and as illustrated in the accompanying drawings,

and especially Figures 12, 13 or 14 thereof.
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