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[57] ABSTRACT 

A dynamic derivation mechanism is de?ned which enables 
limited permissions to be dynamically and ?exibly derived 
for executables based upon their authenticated description. 
The dynamic derivation mechanism uses the authenticated 
description to determine the maximal permissions that indi 
vidual principals can delegate to the content. A principal’s 
maximal permissions for content de?ne a superset of the 
rights that that principal will actually delegate to that con 
tent. Although the maximal permissions are derived from 
prede?ned speci?cations, the speci?cations can be sensitive 
to runtime state on the downloader’s system or previous 
delegations to enable the dynamic (i.e., runtime) derivation. 
Multiple principals can delegate a subset of their maximal 
permissions for the executable content. The mechanism uses 
policy for combining the delegated permissions into the 
content’s runtime permissions. 
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