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[57] ABSTRACT 

A method and apparatus to create, distribute. sell and control 
access to digital documents using secure cryptographic 
envelopes. An envelope is an aggregation of information 
parts. where each of the parts to be protected are encrypted 
with a corresponding part encryption key. These encrypted 
information parts along with the other information parts 
become part of the envelope. Each part encryption key is 
also encrypted with a public key. and these encrypted part 
encryption keys are also included in the envelope. The 
envelope also includes a list of parts where each entry in the 
list has a part name and a secure hash of the named part. The 
list is then signed with a secret key to generate a signature. 
which is also included in the envelope. The signature can be 
veri?ed using a second public key associated with ?rst secret 
key. and the integrity of any information part in the envelope 
can be checked by computing a second hash and comparing 
it with the corresponding hash in the list of parts. Also, the 
information content of any encrypted part can only be 
recovered by knowledge of a second secret key correspond 
ing to the public key that was used to encrypt the part 
encryption keys. 

8 Claims, 6 Drawing Sheets 

CLEAR TEXT "TEASER" 

201 /-205 -202 

ENcRYPTEO 
ENCRYPTED DOCUMENT PART PEK 

204 //21O 
ENCRYPTED 

ENCRYPTED CONTROL PART PEK 

v205 /zn 

ENcRYPTEO FINGERPRlNTlNG & ENcRYPTEO 
WATERMARKING INSTRUCTIONS PEK 

/206 
TERMS AND CONDITIONS 

_ _ _ _ _ _ _ _ __ C227. F _______ __ I 

: LIST OF PARTS : 
, (PART NAME & SECURE HASHES) l 
l l 

| : 209' I 
I l 

{ SiGNATURE ON LIST OF PARTS : 
l l 

l \\ l I 2 l 
l 80M 08 | 
h _ _ _ _ _ _ _ _ _ _ _ - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ ____| 

22° 

Petitioner Apple Inc. - Exhibit 1013, p. 1
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US. Patent Sep.30, 1997 Sheet 1 of 6 5,673,316 

/102 
BS 

(BUY 
SERVER) 

STEP 4 

103 

CRYPTOLOPE 
0s 

(DOCUMENT 
SERVER) 

USER PC 

DFWM 
SECURITY 
BOUNDARY 

STEP 5 

FIG. 1 

Petitioner Apple Inc. - Exhibit 1013, p. 2
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US. Patent Sep. 30, 1997 Sheet 2 of 6 5,673,316 

CLEAR TEXT "TEASER’ 

201 K203 / 202 
ENCRYPTED 

ENCRYPTED DocUMENT PART PEK 

CRYPTED 
ENCRYPTED CONTROL PART EN PEK 

205 21 1 

ENCRYPTED FINGERPRINTING & ENCRYPTED 
WATERMARKING INSTRUCTIONS PEI< 

20s 

TERMS AND CONDITIONS 

________________________ "5291 
l l 

: LIST OF PARTS } 
I (PART NAME & SECURE HASHES) I 
| . l 

l l I 209 I 
l l 

: SIGNATURE 0N LIST OF PARTS } 
I l 

' l 
l L BOM 208 J 

22.0 

Petitioner Apple Inc. - Exhibit 1013, p. 3
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US. Patent Sep. 30, 1997 Sheet 3 0f 6 5,673,316 

207 

/ 
BOM 

LIST OF PARTS /209 

PART NAME MD5 OF PART 

302 A ABSTRACT 13ABDF77F...~ 501 

ENCRYPTED DOC 
PART 1 24FDEC234... 

ENCRYPTED PEK 3 A56FFE67... 

TERMS & CONDTIONS 13FCD457... 

SIGNATURE ON LTST OF PARTS 

DOCUMENT SERVER’S SECRET KEY 
ENCRYPTION OF MDS OF LIST OF PARTS 

\ 
\ZOB FIGS 

Petitioner Apple Inc. - Exhibit 1013, p. 4
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Petitioner Apple Inc. - Exhibit 1013, p. 5

U.S. Patent Sep. 30, 1997 Sheet 4 of 6 5,673,316

i|l!!ll‘|‘||||'I‘li'||'i
|_

:8I?.._omoi;+.._+:8ozm.._oEitaooHm;lo8_Eu$a8:.._om__o_E32_mos:Eaooma5m5_:%.§2_z_zxH._o_~_n_EfizooE:.._om_o_E__8.$u5_E5:rs|IIII1IIIIIi||li|IiIiIIIIII._
Emaommzm232:4:

Petitioner Apple Inc. - Exhibit 1013, p. 5

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


