
(12) United States Patent 
England et al. 

(54) LOADING AND IDENTIFYING A DIGITAL 
RIGHTS MANAGEMENT OPERATING 
SYSTEM 

(75) Inventors: Paul England, Bellvue; John D. 
DeTreville, Seattle, both of WA (US); 
Butler W. Lampson, Cambridge, MA 
(US) 

(73) Assignee: Microsoft Corporation, Redmond, WA 
(US) 

( *) Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

(21) Appl. No.: 09/227,611 

(22) Filed: Jan. 8, 1999 

Related U.S. Application Data 
(60) Provisional application No. 60/105,891, filed on Oct. 26, 

1998. 

(51) Int. Cl? ...................................................... G06F 9/445 

(52) U.S. Cl. ................................................. 713/2; 713/200 
(58) Field of Search .................................... 713/1, 2, 155, 

713/164-167, 200; 717!11 

(56) References Cited 

U.S. PATENT DOCUMENTS 

4,827,508 5/1989 Shear . 
4,969,189 11/1990 Ohta eta!.. 
4,977,594 12/1990 Shear . 
5,050,213 9/1991 Shear . 
5,140,634 8/1992 Guillou et a!. . 
5,276,311 1!1994 Hennige. 
5,410,598 4/1995 Shear . 
5,473,690 12/1995 Grimonprez et a!. . 
5,473,692 12/1995 Davis. 
5,544,246 8/1996 Mandelbaum et a!. . 
5,654,746 8/1997 McMullan, Jr. et a!. . 
5,721,781 2/1998 Deo eta!.. 
5,796,824 8/1998 Hasebe eta!.. 
5,812,662 9/1998 Hsu eta!.. 

111111 1111111111111111111111111111111111111111111111111111111111111 
US006327652Bl 

(10) Patent No.: 
(45) Date of Patent: 

US 6,327,652 Bl 
Dec. 4, 2001 

9/1998 
4/1999 
6/1999 
6/1999 
6/1999 
7/1999 
8/1999 
8/1999 
8/1999 
9/1999 
9/1999 

11/1999 
11/1999 
12/1999 

5,812,980 
5,892,900 
5,910,987 
5,915,019 
5,917,912 
5,920,861 
5,933,498 
5,940,504 
5,943,422 
5,949,876 
5,953,502 * 
5,982,891 
5,991,876 
6,006,332 
6,009,274 
6,009,401 

* 12/1999 
12/1999 

Asai. 
Ginter. 
Ginter eta!.. 
Ginter eta!.. 
Ginter eta!.. 
Hallet a!. . 
Schneck et a!. . 
Griswold. 
VanWie eta!.. 
Ginter eta!.. 
Helbig, Sr ............................ 713/200 
Ginter eta!.. 
Johnson et a!. . 
Rabne eta!.. 
Fletcher et a!. ...................... 713/1 X 
Horstmann. 

(List continued on next page.) 

OTHER PUBLICATIONS 

Abadi et al., "Authentication and Delegations with Smart­
cards", Jul. 30, 1992, 30 pages. 

(List continued on next page.) 

Primary Examiner-Thomas M. Heckler 
(74) Attorney, Agent, or Firm-Lee & Hayes, PLLC 

(57) ABSTRACT 

The identity of an operating system running on a computer 
is determined from an identity associated with an initial 
component for the operating system, combined with iden­
tities of additional components that are loaded afterwards. 
Loading of a digital rights management operating system on 
a subscriber computer is guaranteed by validating digital 
signatures on each component to be loaded and by deter­
mining a trust level for each component. A trusted identity 
is assumed by the digital rights management operating 
system when only components with valid signatures and a 
pre-determined trust level are loaded. Otherwise, the oper­
ating system is associated with an untrusted identity. Both 
the trusted and untrusted identities are derived from the 
components that were loaded. Additionally, a record of the 
loading of each component is placed into a boot log that is 
protected from tampering through a chain of public-private 
key pairs. 

31 Claims, 10 Drawing Sheets 

Petitioner Apple Inc. - Ex. 1009, p. 1
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,327,652 Bl 
Page 2 

6,073,124 
6,112,181 
6,138,119 
6,148,402 
6,157,721 
6,185,683 

U.S. PATENT DOCUMENTS 

6/2000 Krishnan et a!. . 
8/2000 Shear et a!. . 

10/2000 Hall et a!. . 
11/2000 Campbell . 
12/2000 Shear et a!. . 
2/2001 Ginter et a!. . 

01HER PUBLICATIONS 

Murphy et al., "Preventing Pirvacy: Authorization Software 
May Ease Hollywood's Fear of the Net", Internet World 
Magazine, Apr. 1, 2000, 3 pages. 
"Internet Security: SanDisk Products and New Microsoft 
Technology Provide Copy Protected Music for Internet 
Music Player Market. (Product Announcement)", Edge: 
Work Group Computing Report, Apr. 19, 1999, 2 pages. 

Arbaugh et al., "A Secure and Reliable Bootstrap Architec­
ture", Distributed Systems Laboratory, Philadelphia, PA, 
1997, pp. 65-71. 

Lampson et al., "Authentication in Distributed Systems: 
Theory and Practice", Digital Equipment Corporation,ACM 
Transactions on Computer Systems, vol. 10, No. 4, Nov. 
1992, pp 265-310. 

Clark et al., "Bits: A Smartcard Protected Operation Sys­
tem", Communications of the ACM, vol. 37, No. 11, Nov. 
1994, pp. 66-70, 94. 

Yee, "Using Secure Coprocessors", School of Computer 
Science, Carnegie Mellon University, 1994, 104 pages. 

* cited by examiner 

Petitioner Apple Inc. - Ex. 1009, p. 2
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


S
Y

S
T

E
M

 M
E

M
O

R
Y

 

(R
O

M
) 

24
 

26
 

I 
B

IO
S

 
I 

22
 

21
 

,-
--

--
--

--
--

--
--

--
--

--
--

--
~:

~~
 

48
 

O
P

E
R

A
T

IN
G

 
S

Y
S

T
E

M
 

A
P

P
L

IC
A

T
IO

N
 

P
R

O
G

R
A

M
S

 
37

 
.-I

 _O
_T

_H
_E

_R
---

--.
1-

' 

P
R

O
G

R
A

M
 

M
O

D
U

L
E

S
 

~
=
=
=
=
=
=
~
 3

8 

I 
P

R
O

G
R

A
M

 
r 

D
A

T
A

 
24

 

P
R

O
C

E
S

S
IN

G
 

U
N

IT
 

V
ID

E
O

 
A

D
A

P
T

E
R

 

S
Y

S
T

E
M

 B
U

S
 

H
A

R
D

 D
IS

K
 

D
R

IV
E

 
IN

T
E

R
F

A
C

E
 

M
A

G
N

E
T

IC
 

D
IS

K
 D

R
IV

E
 

IN
T

E
R

F
A

C
E

 

O
P

T
IC

A
L

 
D

R
IV

E
 

IN
T

E
R

F
A

C
E

 

S
E

R
IA

L
 

P
O

R
T

 
IN

T
E

R
F

A
C

E
 

I I I I 

L
-
-
-
-
-
-
-
-
-
-
-

-_
,-

_
,.

-J
'-

--
--

--
-
"
',

-
-
-
-
~
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

-
·-

-

_,
.-"

' 
' 

/ 
' 

_,
.-

"'
 

' 
0 

_,.
-"' 

',
 

2
9

 

-
I 

-~
--
--
--

I 
54

 
_

_
_

_
_

_
 _j

 

_,
.-"

' 
' 

/ 
' 

_,
.-"

' 
' 

/ 
' 

_,.
-"'_

,. 
c
3

5
 

c
3

6
 

c
3

?
 

c
3

s
 '
,
 

t'
 

I 
I 

I 
'-

O
P

E
R

A
T

IN
G

 I A
P

P
L

IC
A

T
IO

N
 I p

~~
~~
~M
 I P

R
O

G
R

A
M

 
S

Y
S

T
E

M
 

P
R

O
G

R
A

M
S

 
M

O
D

U
LE

S
 

D
A

T
A

 

'Ju
t, 

lr
! 

4
2

 36
 

=
 

c
::

J
D

 
4

0
 

A
P

P
LI

C
A

T
IO

N
 

P
R

O
G

R
A

M
S

 

4
7

 

d • \J
l 

• ~
 

~
 

.....
. 

~
 =
 

.....
. 

'J
J.

 =­ ~ ~ .....
 

'"""
' 

0 .....
, 

'"""
' 

c e rJ
'l 

0'
1 
~
 

N
 

""
-l 

'0
-, 

(I
t 

N
 

~
 

1-
-"

 

Petitioner Apple Inc. - Ex. 1009, p. 3

f  

F
in

d
 a

u
th

e
n
ti
c
a
te

d
 c

o
u
rt

 d
o
c
u
m

e
n
ts

 w
it
h
o
u
t 

w
a
te

rm
a
rk

s
 a

t 
d
o
c
k
e
ta

la
rm

.c
o
m

. 

https://www.docketalarm.com/


U.S. Patent Dec. 4, 2001 Sheet 2 of 10 US 6,327,652 Bl 

Suscriber Unit 124 
140 

160 CPU Nonvolatile 

Processor 
Memory 

180 
Operating 

Cryptography System 
Accelerator 

Boot Block 

Key Pair 

(Kcpu•KCPU -1) 

Mfr. Certificate S/W 
Program(s) 

S/W ID Reg. Key 

Boot Stack 

146 

Volatile Memory Network Interface 

Sound System Display 

Petitioner Apple Inc. - Ex. 1009, p. 4
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Dec. 4, 2001 Sheet 3 of 10 US 6,327,652 Bl 

r 200 

,201 202 

CPU l::l- 1--' 

210 
r-209 v 

L=v~---' 
9 APPL 

[220 
8 2i r-205 

206 
1.--- v 

1 
L=- 3 

4 221 """'\ 222\ {223 DRMOS 
5 
6 CONTENT 

L2o3 
.--r ........., 
......... ./ 7 

......... _./ 
'---

207 
~ 

"- ---
...._ 

Petitioner Apple Inc. - Ex. 1009, p. 5
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


