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invention. Referring to Figure 1, a creator creates a digital work, step 101. The creator will then detennine appropriate
usage rights and fees, attach them to the digital work, and store them in Repository 1, step 102. The determination of

appropriate usage rights and fees will depend on various economic factors. The digital work remains securely in Re-
pository 1 until a request for access is received. The request for access begins with a session initiation by another
repository. Here a Repository 2 initiates a session with Repository 1, step 103. As will be described in greater detail
below, this session initiation includes steps which helps to insure that the respective repositories are trustworthy As-
suming that a session can be established, Repository 2 may then request access to the Digital Work for a stated
purpose. step 104. The purpose may be, for example, to print the digital work or to obtain a copy of the digital work.
The purpose will correspond to a specific usage right. In any event. Repository 1 checks the usage rights associated

with the digital work to determine if the access to the digital work may be granted, step 105. The check of the usage
rights essentially involves a determination of whether a right associated with the access request has been attached to
the digital work and if all conditions associated with the right are satisfied. If the access is denied, repository 1 terminates

the session with an error message, step 106. If access is granted, repository 1 transmits the digital work to repository
2, step 107. Once the digital work has been transmitted to repository 2, repository 1 and 2 each generate billing infor-
mation for the access which is transmitted to a credit server, step 108. Such double billing reporting is done to insure
against attempts to circumvent the billing process.

Figure 2 illustrates the basic interactions between repositorytypes in the present invention. As will become apparent
from Figure 2, the various repository types will serve different functions. It is fundamental that repositories will share
a core set of functionality which will enable secure and trusted communications. Referring to Figure 2, a repository
201 represents the general instance of a repository. The repository 201.has two modes of operation; a server mode

and a requester mode. When in the server mode, the repository will be receiving and processing access requests to
digital works. When in the requester mode, the repository will be initiating requests to access digital works. Repository
201 is general in the sense that its primary purpose is as an exchange medium for digital works. During the course of
operation, the repository 201 may communicate with a plurality of other repositories, namely authorization repository

202, rendering repository 203 and master repository 204. Communication between repositories occurs utilizing a re-
pository transaction protocol 205.

Communication with an authorization repository 202 may occur when a digital work being accessed has a condition
requiring an authorization. Conceptually, an authorization is a digital certificate such that possession of the certificate
is required to gain access to the digital work. An authorization is itself a digital work that can be moved between
repositories and subjected to fees and usage rights conditions. An authorization may be required by both repositories
involved in an access to a digital work.

Communication with a rendering repository 203 occurs in connection with the rendering of a digital work. As will

be described in greater detail below, a rendering repository is coupled with a rendering device (e.g. a printer device)
to comprise a rendering system.

Communication with a master repository 205 occurs in connection with obtaining an identification certificate. lden-
tification certificates are the means by which a repository is identified as 'trustworthy'. The use of identification certif-
icates is described below with respect to the registration transaction.

Figure 3 illustrates the repository 201 coupled to a credit server 301. The credit server 301 is a device which

accumulates billing information for the repository 201. The credit server 301 communicates with repository 201 via
billing transactions 302 to record billing transactions. Billing transactions are reported to a billing clearinghouse 303
by the credit server 301 on a periodic basis. The credit server 301 communicates to the billing clearinghouse 303 via
clearinghouse transactions 304. The clearinghouse transactions 304 enable a secure and encrypted transmission of
information to the billing clearinghouse 303.

RENDERING SYSTEMS

A rendering system is generally defined as a system comprising a repository and a rendering device which can
render a digital work into its desired form. Examples of a rendering system may be a computer system, a digital audio
system, or a printer. A rendering system has the same security features as a repository. The coupling of a rendering
repository with the rendering device may occur in a manner suitable for the type of rendering device.

Figure 4a illustrates a printer as an example of a rendering system. Referring to Figure 4, printer system 401 has
contained therein a printer repository 402 and a print device 403. It should be noted that the the dashed line defining
printer system 401 defines a secure system boundary. Communications within the boundary are assumed to be secure.
Depending on the security level, the boundary also represents a barrier intended to provide physical integrity. The
printer repository 402 is an instantiation of the rendering repository 205 of Figure 2. The printer repository 402 will in
some instances contain an ephemeral copy of a digital work which remains until it is printed out by the print engine
403. in other instances, the printer repository 402 may contain digital works such as fonts, which will remain and can

be billed based on use. This design assures that all communication lines between printers and printing devices are
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encrypted, unless they are within a physically secure boundary. This design feature eliminates a potential 'fault' point
through which the digital work could be improperly obtained. The printer device 403 represents the printer components
used to create the printed output.

Also illustrated in Figure 4a is the repository 404. The repository 404 is coupled to the printer repository 402. The
repository 404 represents an external repository which contains digital works.

Figure 4b is an example of a computer system as a rendering system. A computer system may constitute a ‘multi-

function‘ device since it may execute digital works (e.g. software programs) and display digital works (e.g. a digitized
photograph). Logically, each rendering device can be viewed as having its own repository, although only one physical
repository is needed. Referring to Figure 4b, a computer system 410 has contained therein a display/execution repos-

itory 411. The display/execution repository 411 is coupled to display device. 412 and execution device 413. The dashed
box surrounding the computer system 410 represents a security boundary within which communications are assumed
to be secure. The display/execution repository 411 is funher coupled to a credit sewer 414 to report any fees to be

billed for access to a digital work and a repository 415 for accessing digital works stored therein.

STRUCTURE OF DIGITAL WORKS

Usage rights are attached directly to digital works. Thus, it is important to understand the structure of a digital work.
The structure of a digital work, in particular composite digital works, may be naturally organized into an acyclic structure
such as a hierarchy. For example, a magazine has various articles and photographs which may have been created
and are owned by different persons. Each of the articles and photographs may represent a node in a hierarchical

structure. Consequently, controls, i.e. usage rights, may be placed on each node by the creator. By enabling control
and fee billing to be associated with each node, a creator of a work can be assured that the rights and fees are not
circumvented.

In the currently preferred embodiment, the file information for a digital work is divided into two files: a 'contents'
file and a ‘description free‘ file. From the perspective of a repository, the 'contents' file is a stream of addressable
bytes whose format depends completely on the interpreter used to play, display or print the digital work. The description
tree file makes it possible to examine the rights and fees for a work without reference to the content of the digital work.
It should be noted that the term description tree as used herein refers to any type of acyclic structure used to represent
the relationship between the various components of a digital work.

Figure 5 illustrates the layout of a contents file. Referring to Figure 5, a digital work is comprised of story A 510,
advertisement 511, story B 512 and story C 513. It is assumed that the digital work is stored starting at a relative

address of 0. Each of the parts of the digital work are stored linearly so that story A 510 is stored at approximately
addresses 0-30,000, advertisement 511 at addresses 30,001-40,000, story B 512 at addresses 40,001-60,000 and
story C 513 at addresses 60,001-85K. The detail of story A 510 is illustrated in Figure 6. Referring to Figure 6, the
story A 510 is funher broken down to show text 614 stored at address 0-1500, soldier photo 615 at addresses
1501-10,000, graphics 616 stored at addresses 10,001-25,000 and sidebar 617 stored address 25,001 -30,000. Note
that the data in the contents file may be compressed (for saving storage) or encrypted (for security).

From Figures 5 and 6 it is readily observed that a digital work can be represented by its component pans as a
hierarchy. The description tree for a digital work is comprised of a set of related descriptor blocks (d-blocks). The
contents of each d-block is described with respect to Figure 7. Referring to Figure 7, a d-block 700 includes an identifier
701 which is a unique identifier for the work in the repository, a staning address 702 providing the start address of the
first byte of the work, a length 703 giving the number of bytes in the work, a rights portion 704 wherein the granted

usage rights and their status data are maintained, a parent pointer 705 for pointing to a parent d-block and child pointers
706 for pointing to the child d-blocks. In the currently preferred embodiment, the identifier 701 has two pans. The first
part is a unique number assigned to the repository upon manufacture. The second part is a unique number assigned
to the work upon creation. The rights portion 704 will contain a data structure, such as a look-up table, wherein the
various infomtation associated with a right is maintained. The information required by the respective usage rights is
described in more detail below. D-blocks form a strict hierarchy. The top d-block of a work has no parent; all other d-
blocks have one parent. The relationship of usage rights between parent and child d-blocks and how conflicts are
resolved is described below. '

A special type of d-block is a 'shell' d-block. A shell d-block adds no new content beyond the content of its parts.
A shell d-block is used to add rights and fee information, typically by distributors of digital works.

Figure 8 illustrates a description tree for the digital work of Figure 5. Referring to Figure 8, a top d-block 820 for
the digital work points to the various stories and advertisements contained therein. Here, the top d-block 820 points to
d-block 821 (representing story A 510), d-block 822 (representing the advertisement 511), d-block 823 (representing
story B 512) and and d-block 824 (representing story C 513).

The portion of the description tree for Story A 510 is illustrated in Figure 9. D-block 925 represents text 614, d-
block 926 represents photo 615, d-block 927 represents graphics 616 by and d-block 928 represents sidebar 617.
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The rights portion 704 of a descriptor block is further illustrated in Figure 10. Figure 10 illustrates a structure which
is repeated in the rights portion 704 for each right. Referring to Figure 10, each right will have a right code field 1050
and status information field 1052. The right code field 1050 will contain a unique code assigned to a right. The status
information field 1052 will contain information relating to the state of a right and the digital work. Such information is
indicated below in Table 1. The rights as stored in the rights portion 704 may typically be in numerical order based on
the right code.

, TABLE 1

DIGITAL WORK STATE INFORMATION   
Property Value

Copies-in-Use A counter of the number of copies of a work that are in use. lncremented when
another copy is used; decremented when use is completed.

Loan-Period Indicator of the maximum number of time-units that a document can be loaned
OUI

Time-Units  
Loaner-Copy Boolean Indicator that the current work is a loaned out copy of an authorized digital work.

Remaining-Time Time-Units Indicator of the remaining time of use on a metered document right.

Document-Descr A string containing various identifying information about a document. The exact
format of this is not specified, but it can include information such as a publisher
name, author name, lSBN number, and so on.

A handle identifying a revenue ownerfor a digital work. This is used for reporting
usage lees.

Date-Descr The date that the digital work was published.

History-Flec A list of events recording the repostories and dates for operations that copy,
transfer, backup, or restore a digital work.

The approach for representing digtal works by separating description data from content assumes that parts of a
file are contiguous but takes no position on the actual representation of content. In panicular, it is neutral to the question
of whether content representation may take an object oriented approach. It would be natural to represent content as
objects. In principle, it may be convenient to have content objects that include the billing structure and rights information
that is represented in the d—blocks. Such variations in the design of the representation are possible and are viable
alternatives but may introduce processing ovemead, e.g. the interpretation of the objects.

Digital works are stored in a repository as part of a hierarchical file system. Folders (also termed directories and
sub-directories) contain the digital works as well as other folders. Digital works and folders in a folder are ordered in
alphabetical order. The digital works are typed to reflect how the files are used. Usage rights can be attached to folders
so that the folder itself is treated as a digital work. Access to the folder would then be handled in the same fashion as

any other digital work As will be described in more detail below, the contents of the folder are subject to their own rights.

Moreover, file management rights may be attached to the folder which define how folder contents can be managed.

Flevenue~Owner FlO-Descr

Publication-Date

History-list  

ATTACHING USAGE RIGHTS TO A DIGITAL WORK

It is fundamental to the present invention that the usage rights are treated as part of the digital work As the digital
work is distributed, the scope of the granted usage rights will remain the same or may be narrowed. For example, when

a digital work is transferred from a document server to a repository, the usage rights may include the right to loan a
copy for a predetermined period of time (called the original rights). When the repository loans out a copy of the digital
work, the usage rights in the loaner copy (called the next set of rights) could be set.to prohibit any further rights to loan
out the copy. The basic idea is that one cannot grant more rights than they have.

The attachment of usage rights into a digital work may occur in a variety of ways. If the usage rights will be the
same for an entire digital work, they could be attached when the digital work is processed for deposit in the digital work
server. In the case of a digital work having different usage rights for the various components, this can be done as the
digital work is being created. An authoring tool or digital work assembling tool could be utilized which provides for an
automated process of attaching the usage rights.

As will be described below, when a digital work is copied, transferred or loaned, a ‘next set of rights‘ can be
specified. The'next set of rights‘ will be attached to the digital work as it is transported.
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Resolving conflicting Rights

Because each part of a digital work may have its own usage rights, there will be instances where the rights of a
‘contained part‘ are different from its parent or container part. As a result, conflict rules must be established to dictate
when and how a right may be exercised. The hierarchical structure of a digital work facilitates the enforcement of such
rules. A “strict” rule would be as follows: a right for a part in a digital work is sanctioned if and only if it is sanctioned
for the part, for ancestor d-blocks containing the part and for all descendent d-blocks. By sanctioned. it is meant that
(1) each of the respective pans must have the right, and (2) any conditions for exercising the right are satisfied.

It also possible to implement the present invention using a more lenient rule. In the more lenient rule, access to
the part may be enabled to the descendent parts which have the right, but access is denied to the descendents which
do not.

An example of applying both the strict rule and lenient is illustrated with reference to Figure 11. Referring to Figure
11, a root d-block 1101 has child d-blocks 1102-1105. In this case, root d—block represents a magazine, and each of
the child d-blocks 1102-1105 represent articles in the magazine. Suppose that a request is made to PRINT the digital
work represented by root d-block 1101 wherein the strict rule is followed. The rights for the root d-block 1101 and child
d-blocks 1102-1105 are then examined. Root d-block 1101 and child d-blocks 1102 and 1105 have been granted PRINT
rights. Child d-block 1103 has not been granted PRINT rights and child d-block 1104 has PRINT rights conditioned on
payment of a usage fee.

Under the strict rule the PRINT right cannot be exercised because the child d-block does not have the PRINT right.
Under the lenient rule, the result would be different. The digital works represented by child d-blocks 1102 and 1105

could be printed and the digital work represented by d-block 1104 could be printed so long as the usage fee is paid.
Only the digital work represented by d-block 1103 could not be printed. This same result would be accomplished under
the strict rule if the requests were directed to each of the individual digital works.

The present invention supports various combinations of allowing and disallowing access. Moreover, as will be
described below, the usage rights grammar permits the owner of a digital work to specify if constraints may be imposed
on the work by a container part. The manner in which digital works may be sanctioned because of usage rights conflicts
would be implementation specific and would depend on the nature of the digital works.

REPOSITORIES

In the description of Figure 2, it was indicated that repositories come in various forms. All repositories provide a
core set of services for the transmission of digital works. The manner in which digital works are exchanged is the basis
for all transaction between repositories. The various repository types differ in the ultimate functions that they perform.
Repositories may be devices themselves, or they may be incorporated into other systems. An example is the rendering
repository 203 of Figure 2.

A repository will have associated with it a repository identifier. Typically, the repository identifier would be a unique
number assigned to the repository at the time of manufacture. Each repository will also be classified as being in a
particular security class. Certain communications and transactions may be conditioned on a repository being in a
particular security class. The various security classes are described in greater detail below.

As a prerequisite to operation, a repository will require possession of an identification certificate. Identification
certificates are encrypted to prevent forgery and are issued by a Master repository. A master repository plays the role
of an authorization agent to enable repositories to receive digital works. Identification certificates must be updated on

a periodic basis. Identification certificates are described in greater detail below with respect to the registration trans-
action.

A repository has both a hardware and functional embodiment. The functional embodiment is typically software
executing on the hardware embodiment. Alternatively. the functional embodiment may be embedded in the hardware
embodiment such as an Application Specific Integrated Circuit (ASIC) chip.

The hardware embodiment of a repository will be enclosed in a secure housing which if compromised, may cause
the repository to be disabled. The basic components of the hardware embodiment of a repository are described with
reference to Figure 12. Referring to Figure 12, a repository is comprised of a processing means 1200, storage system
1207, clock 1205 and external interface 1206. The processing means 1200 is comprised of a processor element 1201
and processor memory 1202. The processing means 1201 provides controller, repository transaction and usage rights
transaction functions for the repository. Various functions in the operation of the repository such as decryption and/or
decompression of digital works and transaction messages are also performed by the processing means 1200. The
processor element 1201 may be a microprocessor or other suitable computing component. The processor memory
1202 would typically be further comprised of Read Only Memories (ROM) and Random Access Memories (RAM). Such
memories would contain the software instructions utilized by the processor element 1201 in performing the functions
of the repository.
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The storage system 1207 is further comprised of descriptor storage 1203 and content storage 1204. The description
tree storage 1203 will store the description tree for the digital work and the content storage will store the associated
content. The description tree storage 1203 and content storage 1204 need not be of the same type of storage medium,
nor are they necessarily on the same physical device. So for example, the descriptor storage 1203 may be stored on
a solid state storage (for rapid retrieval of the description tree information), while the content storage 1204 may be on
a high capacity storage such as an optical disk.

The clock 1205 is used to time-stamp various time based conditions for usage rights or for metering usage fees
which may be associated with the digital works. The clock 1205 will have an uninterruptable power supply, eg. a
battery, in order to maintain the integrity of the time-stamps. The external interface means 1206 provides for the signal
connection to other repositories and to a credit server. The external interface means 1206 provides for the exchange
of signals via such standard interfaces such as RS-232 or Personal Computer Manufacturers Card Industry Association
(PCMCIA) standards, or FDDl. The external interface means 1206 may also provide network connectivity.

The functional embodiment of a repository is described with reference to Figure 13. Referring to Figure 13, the
functional embodiment is comprised of an operating system 1301, core repository services 1302, usage transaction
handlers 1303, repository specific functions, 1304 and a user interface 1305. The operating system 1301 is specific
to the repository and would typically depend on the type of processor being used. The operating system 1301 would
also provide the basic services for controlling and interfacing between the basic components of the repository.

The core repository services 1302 comprise a set of functions required by each and every repository. The core
repository services 1302 include the session initiation transactions which are defined in greater detail below. This set
of services also includes a generic ticket agent which is used to "punch' a digital ticket and a generic authorization
server for processing authorization specifications. Digital tickets and authorizations are specific mechanisms for con-
trolling the distribution and use of digital works and are described in more detail below. Note that coupled to the core
repository services are a plurality of identification certificates 1306. The identification certificates 1306 are required to
enable the use of the repository.

The usage transactions handlers 1303 comprise functionality for processing access requests to digital works and
for billing fees based on access. The usage transactions supported will be different for each repository type. For ex-
ample, it may not be necessary for some repositories to handle access requests for digital works.

The repository specific functionality 1304 comprises functionality that is unique to a repository. For example, the
master repository has special functionality for issuing digital certificates and maintaining encryption keys. The repository
specific functionality 1304 would include the user interface implementation for the repository.

Repository Security Classes

For some digital works the losses caused by any individual instance of unauthorized copying is insignificant and
the chief economic concern lies in assuring the convenience of access and low-overhead billing. in such cases, simple
and inexpensive handheld repositories and network-based workstations may be suitable repositories, even though the
measures and guarantees of security are modest.

At the other extreme, some digital works such as a digital copy of a first run movie or a bearer bond or stock
certificate would be of very high value so that it is prudent to employ caution and fairly elaborate security measures to
ensure that they are not copied or forged. A repository suitable for holding such a digital work could have elaborate
measures for ensuring physical integrity and for verifying authorization before use.

By arranging a universal protocol, all kinds of repositories can communicate with each other in principle. However,
creators of some works will want to specify that their works will only be transferred to repositories whose level of security
is high enough. For this reason, document repositories have a ranking system for classes and levels of security. The
security classes in the currently preferred embodiment are described in Table 2.

TABLE 2

REPOSITORY SECURITY LEVELS

Description of Security

Open system. Document transmission is unencrypted. No digital certificate is required for identification.
The security of the system depends mostly on user honesty, since only modest knowledge may be needed
to circumvent the security measures. The repository has no provisions for preventing unauthorized
programs from running and accessing or copying files. The system does not prevent the use of removable
storage and does not encrypt stored files.

Minimal security. Like the previous class except that stored files are minimally encrypted, including ones
on removable storage.
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TABLE 2 (continued)

  
 

 REPOSITORY SECURITY LEVELS

Description of Security

Basic security. Like the previous class except that special tools and knowledge are required to
compromise the programming, the contents of the repository, or the state of the clock. All digital

communications are encrypted. A digital certificate is provided as identification. Medium level encryption
is used. Repository identification number is unforgeable.

Level

 
  

  
  

  
  
  
  
 
 
 

  
 
 

  
  

  

General security. Like the previous class plus the requirement of special tools are needed to compromise
the physical integrity of the repository and that modest encryption is used on all transmissions. Password
protection is required to use the local user interface. The digital clock system cannot be reset without
authorization. No works would be stored on removable storage. When executing works as programs, it
runs them in their own address space and does not give them direct access to any file storage or other
memory containing system code or works. They can access works only through the transmission
-transaction protocol.

 Like the previous class except that high level encryption is used on all communications. Sensors are

used to record attempts at physical and electronic tampering. _After such tampering, the repository will
not perform other transactions until it has reported such tampering to a designated server.

 

 Like the previous class except that if the physical or digital attempts at tampering exceed some preset
thresholds that threaten the physical integrity of the repository orthe integrity of digital and cryptographic
barriers, then the repository will save only documentdescription records of history but will erase or destroy

any digital identifiers that could be misused if released to an unscrupulous party. It also modifies any
certificates of authenticity to indicate that the physical system has been compromised. It also erases the
contents of designated documents.

Like the previous class except that the repository will attempt wireless communication to report tampering
and will employ noisy alarms.

This would correspond to a very high level of security. This server would maintain constant
communications to remote security systems reporting transactions, sensor readings, and attempts to
circumvent security.

 

 
    

The characterization of security levels described in Table 2 is not intended to be fixed. More important is the idea

of having different security levels for different repositories. It is anticipated that new security classes and requirements
will evolve according to social situations and changes in technology.

Repository User Interface

A user interface is broadly defined as the mechanism by which a user interacts with a repository in order to invoke
transactions to gain access to a digital work, or exercise usage rights. As described above, a repository may be em-
bodied in various fomis. The user interface for a repository will differ depending on the particular embodiment. The

user interface may be a graphical user interface having icons representing the digital works and the various transactions
that may be perfonned. The user interface may be a generated dialog in which a user is prompted for information.

The user interface itself need not be part of the repository. As a repository may be embedded in some other device,

the user interface may merely be a part of the device in which the repository is embedded. For example, the repository
could be embedded in a 'card' that is inserted into an available slot in a computer system. The user interface may be

a combination of a display, keyboard, cursor control device and software executing on the computer system.
At a minimum, the user interface must pemiit a user to input information such as access requests and alpha

numeric data and provide feedback as to transaction status. The user interface will then cause the repository to initiate
the suitable transactions to service the request. Other facets of a particular user interface will depend on the functionality
that a repository will provide.

CREDIT SEFIVEFIS

In the present invention, fees may be associated with the exercise of a right. The requirement for payment of fees
is described with each version of a usage right in the usage rights language. The recording and reporting of such fees
is performed by the credit server. One of the capabilities enabled by associating fees with rights is the possibility of
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supporting a wide range of charging models. The simplest model, used by conventional software, is that there is a
single fee at the time of purchase, after which the purchaser obtains unlimited rights to use the work as often and for
as long as he or she wants. Alternative models, include metered use and variable fees. A single work can have different
fees for different uses. For example, viewing a photograph on a display could have different fees than making a hardcopy
or including it in a newly created work. A key to these alternative charging models is to have a low overhead means
of establishing fees and accounting for credit on these transactions. I

A credit server is a computational system that reliably authorizes and records these transactions so that fees are
billed and paid. The credit server reports fees to a billing clearinghouse. The billing clearinghouse manages the financial
transactions as they occur. As a result, bills may be generated and accounts reconciled. Preferably, the credit server
would store the fee transactions and periodically communicate via a network with the billing clearinghouse for recon-
ciliation. In such an embodiment, communications with the billing clearinghouse would be encrypted for integrity and
security reasons. in another embodiment, the credit server acts as a ‘debit card‘ where transactions occur in ‘real-

time‘ against a user account.

A credit server is comprised of memory, a processing means, a clock, and interface means for coupling to a re-
pository and a financial institution (e.g. a modem). The credit server will also need to have security and authentication
functionality. These elements are essentially the same elements as those of a repository. Thus, a single device can
be both a repository and a credit sewer, provided that it has the appropriate processing elements for carrying out the
corresponding functions and protocols. Typically, however, a credit server would be a card-sized system in the pos-
session of the owner of the credit. The credit server is coupled to a repository and would interact via financial trans-

actions as described below. Interactions with a financial institution may occur via protocols established by the financial
institutions themselves.

In the currently preferred embodiment credit servers associated with both the server and the repository report the
financial transaction to the billing clearinghouse. For example, when a digital work is copied by one repository to another
for a fee, credit servers coupled to each of the repositories will report the transaction to the billing clearinghouse. This
is desirable in that it insures that a transaction will be accounted for in the event of some break in the communication

between a credit server and the billing clearinghouse. However, some implementations may embody only a single
credit server reporting the transaction to minimize transaction processing at the risk of losing some transactions.

USAGE RIGHTS LANGUAGE

The present invention uses statements in a high level ‘usage rights language‘ to define rights associated with
digital works and their parts. Usage rights statements are interpreted by repositories and are used to determine what
transactions can be successfully carried out for a digital work and also to determine parameters for those transactions.
For example, sentences in the language determine whether a given digital work can be copied, when and how it can

be used, and what fees (if any) are to be charged for that use. Once the usage rights statements are generated, they
are encoded in a suitable form for accessing during the processing of transactions.

Defining usage rights in terms of a language in combination with the hierarchical representation of a digital work
enables the support of a wide variety of distribution and fee schemes. An example is the ability to attach multiple
versions of a right to a work. So a creator may attach a PFllNT right to make 5 copies for $10.00 and a PRINT right to
make unlimited copies for $100.00. A purchaser may then choose which option best fits his needs. Another example
is that rights and fees are additive. So in the case oi a composite work, the rights and fees of each of the components
works is used in determining the rights and fees for the work as a whole.

The basic contents oi a right are illustrated in Figure 14. Fieferring to Figure 14, a right 1450 has a transactional
component 1451 and a specifications component 1452. A right 1450 has a label (e.g. COPY or PFllNT) which indicates
the use or distribution privileges that are embodied by the right. The transactional component 1451 corresponds to a
particular way in which a digital work may be used or distributed. The transactional component 1451 is typically em-
bodied in software instructions in a repository which implement the use or distribution privileges for the right. The
specifications components 1452 are used to specify conditions which must be satisfied prior to the right being exercised
or to designate various transaction related parameters. in the currently preferred embodiment, these specifications
include copy count 1453, Fees and Incentives 1454, Time 1455, Access and Security 1456 and Control 1457. Each
of these specifications will be described in greater detail below with respect to the language grammar elements.

The usage rights language is based on the grammar described below. A grammar is a convenient means for
defining valid sequence of symbols for a language. In describing the grammar the notation ‘[a I b I c] is used to indicate
distinct choices among alternatives. in this example, a sentence can have either an ‘a', ‘b‘ or 'c‘. It must include
exactly one of them. The braces { } are used to indicate optional items. Note that brackets, bars and braces are used

to describe the language of usage rights sentences but do not appear in actual sentences in the language.
In contrast, parentheses are pan of the usage rights language. Parentheses are used to group items together in

lists. The notation (x') is used to indicate a variable length list, that is, a list containing one or more items of type x.
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The notation (x)' is used to indicate a variable number of lists containing x.
Keywords in the grammar are words followed by oolons. Keywords are a common and very special case in the

language. They are often used to indicate a single value, typically an identifier. In many cases, the keyword and the
parameter are entirely optional. When a keyword is given, it often takes a single identifier as its value. In some cases,
the keyword takes a list of identifiers.

in the usage rights language, time is specified in an hours:minutes:seconds (or hhzmmzss) representation. Time
zone indicators, e.g. PDT for Pacific Daylight ‘lime. may also be specified. Dates are represented as year/ month/day
(or YYYYIMMM/DD). Note that these time and date representations may specify moments in time or units of time
Money units are specified in terms of dollars.

Finally, in the usage rights language, various ‘things’ will need to interact with each other. For example, an instance
of a usage right may specify a bank account, a digital ticket, etc.. Such things need to be identified and are specified
herein using the suffix '-ID.‘

The Usage Flights Grammar is listed in its entirety in Figure 15 and is described below.
Grammar element 1501 ‘Digital Work Rights: = (FtIghts')' define the digital work rights as a set of rights. The

set of rights attached to a digital work define how that digital work may be transferred, used, performed or played. A
set of rights will attach to the entire digital work and in the case of compound digital works, each of the components of
the digital work. The usage rights of components of a digital may be different.

Grammar element 1502 ‘Flight : = (Ftlght-Code {Copy-Count} {Control-Spec} {Time-Spec} {Access-Spec}

{Fee-Spec})' enumerates the content of a right. Each usage right must specify a right code. Each right may also
optionally specify conditions which must be satisfied before the right can be exercised. These conditions are copy
count, control, time, access and fee conditions. in the currently preferred embodiment, for the optional elements, the
following defaults apply: copy count equals 1, no time limit on the use of the right, no access tests or a security level
required to use the right and no fee is required. These conditions will each be described in greater detail below.

It is important to note that a digital work may have multiple versions of a right, each having the same right code.

The multiple version would provide alternative conditions and fees for accessing the digital work.
Grammar element 1503 ‘Flight-Code : = Render-Code I Transport-Codel File-Management-Codel Derivative-

Works- Code Configuration-Code‘ distinguishes each of the specific rights into a particular right type (although each
right is identified by distinct right codes). In this way, the grammar provides a catalog of possible rights that can be
associated with parts of digital works. In the following, rights are divided into categories for convenience in describing
them.

Grammar element 1504 ‘Render-code: = [Play: {Playerz Player-lD}l Prlnt: {Prlnter: Printer-|D}]' lists a cat-

egory of rights all involving the making of ephemeral, transitory, or non-digital copies of the digital work. After use the
copies are erased.

- Play A process of rendering or performing a digital work on some processor. This includes such things as playing
digital movies, playing digital music, playing a video game, running a computer program, or displaying a
document on a display.

- Print To render the work in a medium that is not further protected by usage rights, such as printing on paper.

Grammar element 1505 "Transport-Code : = [Copy I Transfer I Loan {Remaining-Rights: Next-Set-of-Rights}]
{(Next-Copy-Rights: Next-Set of Rights)}' lists a category of rights involving the making of persistent, usable copies
of the digital work on other repositories. The optional Next-Copy-Flights determine the rights on the work after it is
transported. If this is not specified, then the rights on the transported copy are the same as on the original. The optional
Flemaining-Rights specify the rights that remain with a digital work when it is loaned out. If this is not specified, then
the default is that no rights can be exercised when it is loaned out.

- Copy Make a new copy of a work
- Transfer Moving a work from one repository to another.

- Loan Temporarily loaning a copy to another repository for a specified period of time.

Grammar element 1506 ‘File-Management-Code: = Backup {Back-Up-Copy-Rights: Next-Set -of Flights}|
Restore I Delete I Folder I Directory {Name:Hide-Local I Hide - Flemote}{Parts:Hide-Local I Hide-Remote}' lists
a category of rights involving operations for file management, such as the making of backup copies to protect the copy
owner against catastrophic equipment failure.

Many software licenses and also copyright law give a copy ownerthe right to make backup copies to protect against
catastrophic failure of equipment. However, the making of uncontrolled backup copies is inherently at odds with the
ability to control usage, since an uncontrolled backup copy can be kept and then restored even after the authorized
copy was sold.
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The File management rights enable the making and restoring of backup copies in a way that respects usage rights,
honoring the requirements of both the copy owner and the rights grantor and revenue owner. Backup copies of work
descriptions (including usage rights and fee data) can be sent under appropriate protocol and usage rights control to
other document repositories of sufficiently high security. Funher rights pennit organization of digital works into folders
which themselves are treated as digital works and whose contents may be 'hidden' from a party seeking to determine
the contents of a repository.

- Backup To make a backup copy of a digital work as protection against media failure.
- Flestore To restore a backup copy of a digital work.
- Delete To delete or erase a copy of a digital work.
- Folder To create and name folders, and to move files and folders between folders.
- Directory To hide a folder or its contents.

Grammar element 1507 “Derivative-Works-code: [Extract I Embed l Edlt {Process: Process-lD}] {Next-Copy-
filghte : Next-Set-of FIlghts}' lists a category of rights involving the use of a digital work to create new works.

- Extract To remove a ponion of a work, for the purposes of creating a new work.
- Embed To include a work in an existing work.

- Edit To alter a digital work by copying, selecting and modifying portions of an existing digital work.

Grammar element 1508 ‘configuration-Code: = Install I Uninstall' lists a category of rights for installing and
uninstalling software on a repository (typically a rendering repository.) This would typically occur for the installation of
a new type of player within the rendering repository.

- Install:
- Uninstall:

To install new software on a repository.
To remove existing software from a repository.

Grammar element 1509 ‘Next-Set-of-Flights: = {(Add : Set-Of-Hlghts)} {(Delete: Set-Of-Hlghts)} {(FIeplace:
Set-Of-fiights)} {(Keep: Set-Of-Fllghts)}" defines how rights are carried forward for a copy of a digital work. If the
Next-Copy-Flights is not specified, the rights for the next copy are the same as those of the current copy Otherwise,

the set of rights for the next copy can be specified. Versions of rights after Add: are added to the current set of rights.
Rights after Delete: are deleted from the current set of rights. If only right codes are listed after Delete:, then all versions

of rights with those codes are deleted. Versions of rights after Fleplace: subsume all versions of rights of the same type
in the current set of rights.

If Remaining-Flights is not specified, then there are no rights for the original after all Loan copies are loaned out.
If Remaining-Flights is specified, then the Keep: token can be used to simplify the expression of what rights to keep

behind. A list of right codes following keep means that all of the versions of those listed rights are kept in the remaining
copy. This specification can be overridden by subsequent Delete: or Fleplace: specifications.

Copy Count Specification

For various transactions, it may be desirable to provide some limit as to the number of 'copies' of the work which

may be exercised simultaneously forthe right. For example, it may be desirable to limit the number of copies of a digital
work that may be loaned out at a time or viewed at a time.

Grammar element 1510 ‘Copy-count : = (copies: posltlvelnteger l 0 I unllmlted)" provides a condition which
defines the number of 'copies" of a work subject to the right . A copy count can be 0, a fixed number, or unlimited. The

copy-count is associated with each right, as opposed to there being just a single copy-count for the digital work. The

Copy-Count for a right is decremented each time that a right is exercised. When the Copy-Count equals zero, the right
can no longer be exercised. If the Copy-Count is not specified, the default is one.

Control Specification

Rights and fees depend in general on rights granted by the creator as well as further restrictions imposed by later
distributors. Control specifications deal with interactions between the creators and their distributors governing the im-
position of further restrictions and fees. For example, a distributor of a digital work may not want an end consumer of
a digital work to add fees or otherwise profit by commercially exploiting the purchased digital work.

Grammar element 1511 ‘Control-Spec : = (control: {Flestrictable I Unrestrictable} {Unchargeablel Charge-
. able})' provides a condition to specify the effect of usage rights and fees of parents on the exercise of the right. A
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digital work is restrictable if higher level d-blocks can impose further restrictions (time specifications and access spec-
ifications) on the right. It is unrestrictable if no further restrictions can be imposed. The default setting is restrictable.
A right is unchargeable if no more fees can be imposed on the use of the right. It is chargeable if more fees can be
imposed. The default is chargeable.

Time Specification

it is often desirable to assign a start date or specify some duration as to when a right may be exercised. Grammar
element 1512 ‘Time-Spec : = ({Fixed-Interval I Sliding-Interval I Meter-Time} Until: Expiration-Date)‘ provides for
specification of time conditions on the exercise of a right. Rights may be-granted for a specified time. Different kinds
of time specifications are appropriate for different kinds of rights. Some rights may be exercised during a fixed and

predetermined duration. Some rights may be exercised for an interval that starts the first time that the right is invoked
by some transaction. Some rights may be exercised or are charged according to some kind of metered time, which
may be split into separate intervals. For example, a right to view a picture for an hour might be split into six ten minute
viewings or four fifteen minute viewings or twenty three minute viewings.

The terms ‘time’ and ‘date’ are used synonymously to refer to a moment in time. There are several kinds of time

specifications. Each specification represents some limitation on the times over which the usage right applies. The
Expiration-Date specifies the moment at which the usage right ends. For example, if the Expiration-Date is ‘Jan 1,
1995,‘ then the right ends at the first moment of 1995. If the Expiration-Date is specified as "forever‘, then the rights
are interpreted as continuing without end. If only an expiration date is given, then the right can be exercised as often
as desired until the expiration date.

Grammar element 1513 ‘Fixed-Interval := From: Start-Time‘ is used to define a predetermined interval that runs
from the start time to the expiration date.

Grammar element 1514 ‘Sliding-Interval : = Interval: UseDuration‘ is used to define an indeterminate (or

'open') start time. It sets limits on a continuous period of time over which the contents are accessible. The period starts
on the first access and ends after the duration has passed or the expiration date is reached, whichever comes first.
For example, if the right gives 10 hours of continuous access, the use-duration would begin when the first access was
made and end 10 hours later.

Grammar element 1515 ‘Meter-Time: = Time-Ftemelnlng: Flemalnfng-Use‘ is used to define a ‘meter time,‘ that
is. a measure of the time that the right is actually exercised. It differs from the Sliding-Interval specification in that the

time that the digital work is in use need not be continuous. For example, if the rights guarantee three days of access,
those days could be spread out over a month. With this specification, the rights can be exercised until the meter time
is exhausted or the expiration date is reached, whichever comes first.

Remaining-Use: = Time-Unit
Start-Time: = Time-Unit
Use-Duration: = 'l’rme-Unit

All of the time specifications include time-unit specifications in their ultimate instantiation.

Security Class and Authorization Specification

The present invention provides for various security mechanisms to be introduced into a distribution or use scheme.

Grammar element 1516 ‘Access-Spec : = ({sc: Security-Class} {Authorlzatlom Authorlzatlon-lD‘} {Other-Au-
thorlzatlon: Authorization-ID‘) {Ticket: Tlcket-lD})' provides a means for restricting access and transmission. Ac-
cess specifications can specify a required security class for a repository to exercise a right or a required authorization
test that must be satisfied.

The keyword 'SC:‘ is used to specify a minimum security level for the repositories involved in the access. lf ‘Sc:
‘ is not specified, the lowest security level is acceptable. ’

The optional ‘AuthorlzatIon:' keyword is used to specify required authorizations on the same repository as the
work. The optional ‘Other-Authorization? keyword is used to specify required authorizations on the other repository
in the transaction.

The optional 'Ticket:‘ keyword specifies the identity of a ticket required for the transaction. Atransaction involving
digital tickets must locate an appropriate digital ticket agent who can ‘punch’ or otherwise validate the ticket before
the transaction can proceed. Tickets are described in greater detail below. V

In a transaction involving a repository and a document sewer, some usage rights may require that the repository
have a particular authorization, that the server have some authorization, or that both repositories have (possibly dif-
ferent) authorizations. Authorizations themselves are digital works (hereinafter referred to as an authorization object)
that can be moved between repositories in the same manner as other digital works. Their copying and transferring is
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subject to the same rights and fees as other digital works. A repository is said to have an authorization if that author-
ization object is contained within the repository.

In some cases, an authorization may be required from a source other than the document server and repository.
An authorization object referenced by an Authorization-lD can contain digital address information to be used to set up
a communications link between a repository and the authorization source. These are analogous to phone numbers.
For such access tests, the communication would need to be established and authorization obtained before the right
could be exercised.

For one-time usage rights, a variant on this scheme is to have a digital ticket. A ticket is presented to a digital ticket
agent, whose type is specified on the ticket. in the simplest case, a certified generic ticket agent. available on all

repositories, is available to ‘punch’ the ticket. In other cases. the ticket may contain addressing information for locating
a ‘special’ ticket agent. Once a ticket has been punched, it cannot be used again for the same kind of transaction
(unless it is unpunched or refreshed in the manner described below.) Punching includes marking the ticket with a

timestamp of the date and time it was used. ‘Tickets are digital works and can be copied or transferred between repos-
itories according to their usage rights.

in the currently preferred embodiment, a 'punched' ticket becomes 'unpunched' or ‘refreshed’ when it is copied
or extracted. The Copy and Extract operations save the date and time as a property of the digital ticket. When a ticket
agent is given a ticket, it can simply check whether the digital copy was made after the last time that it was punched.
Of course, the digital ticket must have the copy or extract usage rights attached thereto.

The capability to unpunch a ticket is inportant in the following cases:

- A digital work is circulated at low cost with a limitation that it can be used only once. .
- A digital work is circulated with a ticket that can be used once to give discounts on purchases of other works.

- A digital work is circulated with a ticket (included in the purchase price and possibly embedded in the work) that
can be used for a future upgrade.

in each of these cases, if a paid copy is made of the digital work (including the ticket) the new owner would expect
to get a fresh (unpunched) ticket, whetherthe copy seller has used the work or not. in contrast, loaning a work or simply
transferring it to another repository should not revitalize the ticket.

Usage Fees and Incentives Specification

The billing for use of a digital work is fundamental to a commercial distribution system. Grammar Element 1517

‘Fee-Spec: = {Scheduled-Discount} Regular-Foe-Spec l Scheduled-Fee-Spec l Markup-Spec’ provides a range
of options for billing for the use of digital works.

A key feature of this approach is the development of low-overhead billing for transactions in potentially small
amounts. Th us, it becomes feasible to collect fees of only a few cents each for thousands of transactions.

The grammar differentiates between uses where the charge is per use from those where it is metered by the time
unit. Transactions can support fees that the user pays for using a digital work as well as incentives paid by the right
grantor to users to induce them to use or distribute the digital work.

The optional scheduled discount refers to the rest of the fee specification—-discounting it by a percentage over
time. If it is not specified, then there is no scheduled discount. Regular fee specifications are constant overtime.

Scheduled fee specifications give a schedule of dates over which the fee specifications change. Markup specifications
are used in d-blocks for adding a percentage to the fees already being charged.

Grammar Element 1518 ‘Scheduled-Discount: = (Scheduled-Discount: (Time-Spec Percentage)")’ A Sched-
uled-Discount is a essentially a scheduled modifier of any other fee specification for this version of the right of the
digital work. (it does not refer to children or parent digital works or to other versions of rights). It is a list of pairs of
times and percentages. The most recent time in the list that has not yet passed at the time of the transaction is the
one in effect. The percentage gives the discount percentage. For example, the number 10 refers to a 10% discount.

Grammar Element 1519 ‘Regular-Fee-Spec : =({Fee: l Incentive: }[Per-Use-Spec I Metered-Rate-Spec l Best-
Price-Spec I Call-For-Price-Spec ] {Minz Money-Unit Per: Time-Spec)(Max: Money-Unit Per: Time-Spec} To: Ac-
count-ID)’ provides for several kinds of fee specifications.

Fees are paid by the copy-owner/usertothe revenue-owner if Fee: is specified. Incentives are paid by the revenue-

owner to the user if incentive: is specified. If the Min: specification is given, then there is a minimum fee to be charged
per time-spec unit for its use. If the Max: specification is given, then there is a maximum fee to be charged per time-
spec for its use. When Fee: is specified, Account-lD identifies the account to which the fee is to be paid. When Incentive:
is specified, Account-ID identifies the account from which the fee is to be paid.

Grammar element 1520 ‘Per-Use-Spec: = Per-Use: Money-unit’ defines a simple fee to be paid every time the
right is exercised, regardless of how much time the transaction takes.
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Grammar element 1521 ‘Metered-Rate-Spec : = Metered: Money-Unit Per: Time-Spec‘ defines a metered-rate

fee paid according to how long the right is exercised. Thus, the time it takes to complete the transaction determines
the fee.

Grammar element 1522 "Best-Price-Spec := Best-Price: Money-unit Max: Money-unit‘ is used to specify a
best-price that is determined when the account is settled. This specification is to accommodate special deals, rebates,
and pricing that depends on infonnation that is not available to the repository. All fee specifications can be combined

with tickets or authorizations that could indicate that the consumer is a wholesaler or that he is a preferred customer,
or that the seller be authorized in some way. The amount of money in the Max: field is the maximum amount that the
use will cost. This is the amount that is tentatively debited from the credit server. However. when the transaction is
ultimately reconciled, any excess amount will be retumed to the consumer in a separate transaction.

Grammar element 1523 ‘Call-For-Prlce-Spec:= call-For-Price‘ is similar to a ‘Best-Price-Spec‘ in that it is
intended to accommodate cases where prices are dynamic. A Call-For-Prlce Spec requires a communication with a
dealer to determine the price. This option cannot be exercised if the repository cannot communicate with a dealer at
the time that the right is exercised. It is based on a secure transaction whereby the dealer names a price to exercise
the right and passes along a deal certificate which is referenced or included in the billing process.

Grammar element 1524 ‘Scheduled-Fee-Spec: = (Schedule: (Tlme-Spec Regular-Fee-Spec)‘)' is used to pro-
vide a schedule of dates over which the fee specifications change. The fee specification with the most recent date not
in the future is the one that is in effect. This is similar to but more general than the scheduled discount. It is more
general, because it provides a means to vary the fee agreement for each time period.

Grammar element 1525 ‘Markup-Spec: = Markup: percentage To: Account-ID‘ is provided for adding a per-
centage to the fees already being charged. For example, a 5% markup means that a fee of 5% of cumulative fee so
far will be allocated to the distributor. A markup specification can be applied to all of the other kinds of fee specifications.
It is typically used in a shell provided by a distributor. It refers to fees associated with d-blocks that are parts of the
current d-block. This might be a convenient specification for use in taxes, or in distributor overhead.

FlEPOSlTOFlY TRANSACTIONS

When a user requests access to a digital work, the repository will initiate various transactions. The combination

of transactions invoked will depend on the specifications assigned for a usage right. There are three basic types of
transactions, Session Initiation Transactions, Financial Transactions and Usage Transactions. Generally, session ini-
tiation transactions are initiated first to establish a valid session. When a valid session is established, transactions

corresponding to the various usage rights are invoked. Finally, request specific transactions are performed.
Transactions occur between two repositories (one acting as a server), between a repository and a document play-

back platform (e.g. for executing or viewing), between a repository and a credit server or between a repository and an
authorization server. When transactions occur between more than one repository, it is assumed that there is a reliable
communication channel between the repositories. For example, this could be a TCP/IP channel or any other commer-

cially available channel that has built-in capabilities for detecting and correcting transmission errors. However, his not
assumed that the communication channel is secure. Provisions for security and privacy are part of the requirements
for specifying and implementing repositories and thus form the need for various transactions.

Message Transmission

Transactions require that there be some communication between repositories. Communication between reposi-
tories occurs in units termed as messages. Because the communication line is assumed to be unsecure, all commu-

nications with repositories that are above the lowest security class are encrypted utilizing a public key encryption
technique. Public key encryption is a well known technique in the encryption arts. The term key refers to a numeric
code that is used with encryption and decryption algorithms. Keys come in pairs, where ‘writing keys‘ are used to
encrypt data and ‘checking keys‘ are used to decrypt data. Both writing and checking keys may be public or private.
Public keys are those that are distributed to others. Private keys are maintained in confidence.

Key management and security is instrumental in the success of a public key encryption system. In the currently
preferred embodiment, one or more master repositories maintain the keys and create the identification certificates
used by the repositories.

When a sending repository transmits a message to a receiving repository, the sending repository encrypts all of
its data using the public writing key of the receiving repository. The sending repository includes its name, the name of

the receiving repository, a session identifier such as a nonce (described below), and a message counter in each mes-
sage.

In this way, the communication can only be read (to a high probability) by the receiving repository, which holds the
private checking key for decryption. The auxiliary data is used to guard against various replay attacks to security. If
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messages ever arrive with the wrong counter or an old nonce, the repositories can assume that someone is interfering
with communication and the transaction terminated.

The respective public keys for the repositories to be used for encryption are obtained in the registration transaction
described below.

Session Initiatlon Transactions

A usage transaction is carried out in a session between repositories. For usage transactions involving more than
one repository, or for financial transactions between a repository and a credit sewer, a registration transaction is per-
formed. A second transaction tenned a login transaction, may also be needed to initiate the session. The goal of the
registration transaction is to establish a secure channel between two repositories who know each others identities. As
it is assumed that the communication channel between the repositories is reliable but not secure, there is a risk that

a non-repository may mimic the protocol in order to gain illegitimate access to a repository.
The registration transaction between two repositories is described with respect to Figures 16 and 17. The steps

described are from the perspective of a 'repository—1 ' registering its identity with a ‘repository-2'. The registration must

be symmetrical so the same set of steps will be repeated for repository-2 registering its identity with repository-1.
Referring to Figure 16, repository-1 first generates an encrypted registration identifier, step 1601 and then generates
a registration message, step 1602. A registration message is comprised of an identifier of a master repository, the
identification certificate for the repository-1 and an encrypted random registration identifier. The identification certificate

is encrypted by the master repository in its private key and attests to the fact that the repository (here repository-1) is
a bona fide repository. The identification certificate also contains a public key for the repository, the repository security
level and a timestamp (indicating a time after which the certificate is no longer valid.) The registration identifier is a
number generated by the repository for this registration. The registration identifier is unique to the session and is

encrypted in repository-1's private key. The registration identifier is used to improve security of authentication by de-
tecting certain kinds of communications based attacks. Repository-1 then transmits the registration message to repos-
itory-2, step 1603.

Upon receiving the registration message, repository-2 determines if it has the needed public key for the master
repository, step 1604. If repository-2 does not have the needed public key to decrypt the identification certificate, the
registration transaction terminates in an error, step 1618. ‘

Assuming that repository-2 has the proper public key the identification certificate is decrypted, step 1605. Repos-
itory-2 saves the encrypted registration identifier, step 1606, and extracts the repository identifier, step 1607. The
extracted repository identifier is checked against a 'hotlist' of compromised document repositories, step 1608. In the

currently preferred embodiment, each repository will contain 'hotlists" of compromised repositories. if the repository
is on the 'hotlist', the registration transaction terminates in an error per step 1618. Repositories can be removed from
the hotlist when their certificates expire, so that the list does not need to grow without bound. Also, by keeping a short
list of hotlist certificates that it has previously received, a repository can avoid the work of actually going through the

list. These lists would be encrypted by a master repository. A minor variation on the approach to improve efficiency
would have the repositories first exchange lists of names of hotlist certificates, ultimately exchanging only those lists
that they had not previously received. The 'hot|ists' are maintained and distributed by Master repositories.

Note that rather than terminating in error, the transaction could request that another registration message be sent

based on an identification certificate created by another master repository. This may be repeated until a satisfactory
identification certificate is found. or it is detennined that trust cannot be established.

Assuming that the repository is not on the hotlist. the repository identification needs to be verified. in other words,

repository-2 needs to validate that the repository on the other end is really repository-1. This is termed perfonnance
testing and is performed in order to avoid invalid access to the repository via a counterfeit repository replaying a re~
cording of a prior session initiation between repository-1 and repository-2. Performance testing is initiated by repository-
2 generating a pertormance message, step 1609. The performance message consists of a nonce, the names of the

respective repositories, the time and the registration identifier received from repository-1. A nonce is a generated
message based on some random and variable information (e.g. the time or the temperature.) The nonce is used to
check whether repository-1 can actually exhibit correct encrypting of a message using the private keys it claims to
have, on a message that it has never seen before. The performance message is encrypted using the public key specified
in the registration message of repository-1. The performance message is transmitted to repository-1, step 1610, where
it is decrypted by repository-1 using its private key, step 1611. Repository-1 then checks to make sure that the names

of the two repositories are correct, step 1612, that the time is accurate, step 1613 and that the registration identifier
corresponds to the one it sent, step 1614. If any of these tests fails, the transaction is terminated per step 1616.
Assuming that the tests are passed, repository-1 transmits the nonce to repository-2 in the clear, step 1615. Repository-
2 then compares the received nonce to the original nonce, step 1617. If they are not identical, the registration transaction
terminates in an error per step 1618. If they are the same, the registration transaction has successfully completed.
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At this point, assuming that the transaction has not terminated, the repositories exchange messages containing

session keys to be used in all communications during the session and synchronize their clocks. Figure 17 illustrates
the session information exchange and clock synchronization steps (again from the perspective of repository-1.) Re-
ferring to Figure 17, repository-1 creates a session key pair, step 1701. A first key is kept private and is used by
repository-1 to encrypt messages. The second key is a public key used by repository-2 to decrypt messages. The
second key is encrypted using the public key of repository-2, step 1702 and is sent to repository-2, step 1703. Upon
receipt, repository-2 decrypts the second key, step 1704. The second key is used to decrypt messages in subsequent
communications. When each repository has completed this step, they are both convinced that the other repository is
bona fide and that they are communicating with the original. Each repository has given the other a key to be used in
decrypting lurther communications during the session. Since that key is itself transmitted in the public key ol the re-
ceiving repository only it will be able to decrypt the key which is used to decrypt subsequent messages.

After the session information is exchanged, the repositories must synchronize their clocks. Clock synchronization
is used by the repositories to establish an agreed upon time base for the financial records of their mutual transactions.

Referring backto Figure 17, repository-2 initiates clock synchronization by generating a time stamp exchange message,
step 1705, and transmits it to repository-1, step 1706. Upon receipt, repository-1 generates its own time stamp mes-
sage, step 1707 and transmits it back to repository-2, step 1708. Repository-2 notes the current time, step 1709 and
storesthe time receivedlrom repository-1, step 1710. The current time is compared tothetime received from repository-
1, step 1711. The difference is then checked to see if it exceeds a predetermined tolerance (e.g. one minute), step
1712. If it does, repository-2 terminates the transaction as this may indicate tampering with the repository, step 1713.
If not repository-2 computes an adjusted time delta, step 1714. The adjusted time delta is the difference between the
clock time of repository-2 and the average of the times from repository-1 and repository-2.

To achieve greater accuracy, repository-2 can request the time again up to a fixed number of times (e.g. five times),
repeat the clock synchronization steps, and average the results.

A second session initiation transaction is a Login transaction. The Login transaction is used to check the authenticity

of a user requesting a transaction. A Login transaction is particularly prudent for the authorization of financial transac-
tions that will be charged to a credit server. The Login transaction involves an interaction between the user at a user
interface and the credit server associated with a repository. The information exchanged here is a Iogin string supplied
by the repository/credit server to identify itself to the user, and a Personal Identification Number (PIN) provided by the
user to identify himself to the credit server. In the event that the user is accessing a credit server on a repository different
from the one on which the user interface resides, exchange of the information would be encrypted using the public and
private keys of the respective repositories.

Bllllng Transactions

Billing Transactions are concerned with monetary transactions with a credit server. Billing Transactions are carried

out when all other conditions are satisfied and a usage fee is required for granting the request. For the most part, billing
transactions are well understood in the state of the art. These transactions are between a repository and a credit server,
or between a credit server and a billing clearinghouse. Briefly, the required transactions include the following:

- Registration and LOGIN transactions by which the repository and user establish their bona fides to a credit server.
These transactions would be entirely internal in cases where the repository and credit server are implemented as
a single system.

- Registration and LOGIN transactions, by which a credit server establishes its bona fides to a billing clearinghouse.
- An Assign-fee transaction to assign a charge. The information in this transaction would include a transaction iden-

tifier, the identities of the repositories in the transaction, and a list of charges from the parts of the digital work. If
there has been any unusual event in the transaction such as an interruption of communications, that information
is included as well.

- A Begin-charges transaction to assign a charge. This transaction is much the same as an assign-fee transaction
except that it is used for metered use. It includes the same information as the assign-fee transaction as well as
the usage fee information. The credit-server is then responsible for running a clock.

- An End-charges transaction to end a charge for metered use. (In a variation on this approach, the repositories
would exchange periodic charge information for each block of time.)

- A report-charges transaction between a personal credit server and a billing clearinghouse. This transaction is
invoked at least once per billing period. It is used to pass along information about charges. On debit and credit
cards, this transaction would also be used to update balance information and credit limits as needed.

All billing transactions are given a transaction ID and are reported to the credit severs by both the server and the
client. This reduces possible loss of billing infonnation if one of the parties to a transaction loses a banking card and

17

Petitioner Apple Inc. — Exhibit 1006, p. 3014



Petitioner Apple Inc. - Exhibit 1006, p. 3015

15

20

25

30

35

40

45

50

55

EP 0 715 245 A1

provides a check against tampering with the system._

Usage Transactions

After the session initiation transactions have been completed, the usage request may then be processed. To sim-
plify the description of the steps carried out in processing a usage request, the term requester is used to refer to a

repository in the requester mode which is initiating a request, and the tenn server is used to refer to a repository in the
server mode and which contains the desired digital work. In many cases such as requests to print or view a work, the

requester and server may be the same device and the transactions described in the following would be entirely internal.
In such instances, certain transaction steps, such as the registration transaction, need not be performed.

There are some common steps that are part of the semantics of all of the usage rights transactions. These steps
are referred to as the common transaction steps. There are two sets -- the ‘opening’ steps and the 'closing' steps.
For simplicity, these are listed here rather than repeating them in the descriptions of all of the usage rights transactions.

Transactions can refer to a pan of a digital work, a complete digital work, or a Digital work containing other digital
works. Although not described in detail herein, a transaction may even refer to a folder comprised of a plurality of digital
works. The term ‘work’ is used to refer to what ever portion or set of digital works is being accessed.

Many of the steps here involve determining if certain conditions are satisfied. Flecall that each usage right may
have one or more conditions which must be satisfied before the right can be exercised. Digital works have parts and
parts have parts. Different parts can have different rights and fees. Thus, it is necessary to verify that the requirements
are met for ALL of the parts that are involved in a transaction For brevity, when reference is made to checking whether
the rights exist and conditions for exercising are satisfied, it is meant that all such checking takes place for each of the
relevant parts of the work.

Figure 18 illustrates the initial common opening and closing steps for a transaction. At this point it is assumed that
registration has occurred and that a 'trusted" session is in place. General tests are tests on usage rights associated
with the folder containing the work or some containing folder higher in the file system hierarchy These tests correspond
to requirements imposed on the work as a consequence of its being on the particular repository, as opposed to being
attached to the work itself. Fleferring to Figure 18, prior to initiating a usage transaction, the requester performs any
general tests that are required before the right associated with the transaction can be exercised, step, 1801. For ex-
ample, install, uninstall and delete rights may be implemented to require that a requester have an authorization certif-
icate before the right can be exercised. Another example is the requirement that a digital ticket be present and punched
before a digital work may be copied to a requester. If any of the general tests fail, the transaction is not initiated, step,
1802. Assuming that such required tests are passed, upon receiving the usage request, the server generates a trans-
action identifier that is used in records or reports of the transaction, step 1803. The server then checks whether the

digital work has been granted the right corresponding to the requested transaction, step 1804. If the digital work has
not been granted the right corresponding to the request, the transaction terminates, step 1805. If the digital work has
been granted the requested right, the server then determines if the various conditions for exercising the right are
satisfied. Time based conditions are examined, step 1806. These conditions are checked by examining the time spec-
ification for the the version of the right. If any of the conditions are not satisfied, the transaction terminates per step 1805.

Assuming that the time based conditions are satisfied, the server checks security and access conditions, step
1807. Such security and access conditions are satisfied if: 1) the requester is at the specified security class, or a higher
security class, 2) the server satisfies any specified authorization test and 3) the requester satisfies any specified au-
thorization tests and has any required digital tickets. If any of the conditions are not satisfied, the transaction terminates
per step 1805.

Assuming that the security and access conditions are all satisfied, the server checks the copy count condition,
step 1808. if the copy count equals zero, then the transaction cannot be completed and the transaction terminates per
step 1805.

Assuming that the copy count does not equal zero, the server checks if the copies in use for the requested right
is greater than or equal to any copy count for the requested right (or relevant parts), step 1809. if the copies in use is
greater than or equal to the copy count, this indicates that usage rights for the version of the transaction have been

exhausted. Accordingly, the sewer terminates the transaction, step 1805. If the copy count is less than the copies in
use for the transaction the transaction can continue, and the copies in use would be incremented by the number of
digital works requested in the transaction, step 1810.

The server then checks if the digital work has a 'Loan' access right, step 1811. The "Loan' access right is a special
case since remaining rights may be present even though all copies are loaned out. If the digital work has the 'Loan'
access right, a check is made to see if all copies have been loaned out, step 1812. The number of copies that could
be loaned is the sum of the Copy-Counts for all of the versions of the loan right of the digital work. For a composite
work, the relevant figure is the minimal such sum of each of the components of the composite work. If all copies have

been loaned out, the remaining rights are determined, step 181 3. The rernaining-rights is determined from the remaining
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rights specifications from the versions of the Loan right. If there is only one version of the Loan right, then the deter-
mination is simple. The remaining rights are the ones specified in that version of the Loan right, or none if Remaining-
Rights: is not specified. If there are multiple versions of the Loan right and all copies of all of the versions are loaned
out, then the remaining rights is taken as the minimum set (intersection) of remaining rights across all of the versions
of the loan right. The server then determines if the requested right is in the set of remaining rights, step 1814. If the
requested right is not in the set of remaining rights, the server terminates the transaction, step 1805.

If Loan is not a usage right for the digital work or if all copies have not been loaned out or the requested right is in
the set of remaining rights, fee conditions for the right are then checked, step 1815. This will initiate various financial
transactions between the repository and associated credit server. Further, any metering of usage of a digital work will
commence. If any financial transaction fails, the transaction terminates per step 1805.

It should be noted that the order in which the conditions are checked need not follow the order of steps 1806-1815.

At this point, right specific steps are now performed and are represented here as step 1816. The right specific
steps are described in greater detail below.

The common closing transaction steps are now performed. Each of the closing transaction steps are performed
by the server after a successful completion of a transaction. Referring back to Figure 18, the copies in use value for
the requested right is decremented by the number of copies involved in the transaction, step 1817. Next, if the right
had a metered usage fee specification, the server subtracts the elapsed time from the Remaining4Jse-Time associated
with the right for every pan involved in the transaction, step 1818. Finally, if there are fee specifications associated
with the right, the server initiates End-Charge financial transaction to confirm billing, step 1819.

Transmission Protocol

An important area to consider is the transmission of the digital work from the server to the requester. The trans-
mission protocol described herein refers to events occurring after a valid session has been created. The transmission

protocol must handle the case of disruption in the communications between the repositories. It is assumed that inter-
ference such as injecting noise on the communication channel can be detected by the integrity checks (e.g., parity,
checksum, etc.) that are built into the transport protocol and are not discussed in detail herein.

The underlying goal in the transmission protocol is to preclude cenain failure modes, such as malicious or accidental
interference on the communications channel. Suppose, for example, that a user pulls a card with the credit server at
a specific time near the end of a transaction. There should not be a vulnerable time at which ‘pulling the card‘ causes
the repositories to fail to correctly account for the number of copies of the work that have been created. Restated, there
should be no time at which a party can break a connection as a means to avoid payment after using a digital work.

It a transaction is interrupted (and fails), both repositories restore the digital works and accounts to their state prior
to the failure, modulo records of the failure itself.

Figure 19 is a state diagram showing steps in the process of transmitting infonnation during a transaction. Each
box represents a state of a repository in either the server mode (above the central dotted line 1901 ) or in the requester
mode (below the dotted line 1901). Solid arrows stand for transitions between states. Dashed arrows stand for message
communications between the repositories. A dashed message arrow pointing to a solid transition arrow is interpreted
as meaning that the transition takes place when the message is received. Unlabeled transition arrows take place
unconditionally. Other labels on state transition arrows describe conditions that trigger the transition.

Referring now to Figure 19, the server is initially in a state 1902 where a new transaction is initiated via start
message 1903. This message includes transaction information including a transaction identifier and a count of the
blocks of data to be transferred. The requester, initially in a wait state 1904 then enters a data wait state 1905.

The server enters a data transmit state 1906 and transmits a block of data 1907 and then enters a wait for ac-

knowledgement state 1908. As the data is received, the requester enters a data receive state 1909 and when the data
blocks are completely received it enters an acknowledgement state 1910 and transmits an Acknowledgement message
1911 to the server.

it there are more blocks to send, the server waits until receiving an Acknowledgement message from the requester.

When an Acknowledgement message is received it sends the next block to the requester and again waits for acknowl-

edgement. The requester also repeats the same cycle of states. ‘
It the server detects a communications failure before sending the last block, it enters a cancellation state 1912

wherein the transaction is cancelled. Similarly, if the requester detects a communications failure before receiving the
last block it enters a cancellation state 1913.

If there are no more blocks to send, the server commits to the transaction and waits for the final Acknowledgement
in state 1914. If there is a communications failure before the server receives the final Acknowledgement message, it
still commits to the transaction but includes a report about the event to its credit server in state 1915. This report serves
two purposes. It will help legitimize any claims by a user of having been billed for receiving digital works that were not
completely received. Also it helps to identify repositories and communications lines that have suspicious patterns of
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use and interruption. The server then enters its completion state 1916.

On the requester side, when there are no more blocks to receive, the requester commits to the transaction in state
1917. If the requester detects a communications failure at this state, it reports the failure to its credit server in state

1918, but still commits to the transaction. When it has committed, it sends an acknowledgement message to the sewer.
The sewer then enters its completion state 1919.

The key property is that both the server and the requester cancel a transaction if it is interrupted before all of the
data blocks are delivered, and commits to it if all of the data blocks have been delivered.

There is a possibility that the server will have sent all of the data blocks (and committed) but the requester will not
have received all of them and will cancel the transaction. In this case, both repositories will presumably detect a com-
munications failure and report it to their credit sewer. This case will probably be rare since it depends on very precise
timing of the communications failure. The only consequence will be that the user at the requester repository may want
to request a refund from the credit sewices -— and the case for that refund will be documented by reports by both
repositories.

To prevent loss of data, the sewer should not delete any transferred digital work until receiving the final acknowl-
edgement from the requester. But it also should not use the file. A well known way to deal with this situation is called
‘two-phase commit‘ or 2PC.

Two—phase commit works as follows. The first phase works the same as the method described above. The sewer

sends all of the data to the requester. Both repositories mark the transaction (and appropriate files) as uncommitted.

The sewer sends a ready-to-commit message to the requester. The requester sends back an acknowledgement. The

sewer then commits and sends the requester a commit message. When the requester receives the commit message,
it commits the file.

if there is a communication failure or other crash, the requester must check back with the sewer to determine the

status of the transaction. The sewer has the last word on this. The requester may have received all of the data, but if
it did not get the final message, it has not committed. The sewer can go ahead and delete files (except for transaction

records) once it commits, since the files are known to have been fully transmitted before starting the 2PC cycle.
There are variations known in the art which can be used to achieve the same effect. For example, the sewer could

use an additional level of encryption when transmitting a work to a client. Only after the client sends a message ac-
knowledging receipt does it send the key. The client then agrees to pay for the digital work. The point of this variation
is that it provides a clear audit trail that the client received the work. For trusted systems, however, this variation adds
a level of encryption for no real gain in accountability.

The transaction for specific usage rights are now discussed.

The Copy Transaction

A Copy transaction is a request to make one or more independent copies of the work with the same or lesser
usage rights. Copy differs from the extraction right discussed later in that it refers to entire digital works or entire folders

containing digital works. A copy operation cannot be used to remove a portion of a digital work.

- The requester sends the sewer a message to initiate the Copy Transaction. This message indicates the work to
be copied, the version of the copy right to be used for the transaction, the destination address information (location
in a folder) for placing the work, the file data for the work (including its size), and the number of copies requested.

- The repositories perform the common opening transaction steps.

- The sewer transmits the requested contents and data to the client according to the transmission protocol. If a
Next-Set-Of-Rights has been provided in the version of the right, those rights are transmitted as the rights for the
work. Otherwise, the rights of the original are transmitted. in any event. the Copy-Count field for the copy of the
digital work being sent right is set to the number-of—copies requested.

- The requester records the work contents, data, and usage rights and stores the work. It records the date and time
that the copy was made in the properties of the digital work.

- The repositories perform the common closing transaction steps.

The Transfer Transaction

A Transfer transaction is a request to move copies of the work with the same or lesser usage rights to another
repository. In contrast with a copy transaction, this results in removing the work copies from the sewer.

0 The requester sends the sewer a message to initiate the Transfer Transaction. This message indicates the work
to be transferred, the version of the transfer right to be used in the transaction, the destination address information

for placing the work. the file data for the work, and the number of copies involved.
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- The repositories perform the common opening transaction steps.
- The server transmits the requested contents and data to the requester according to the transmission protoool. If

a Next-Set-Of~Hights has been provided, those rights are transmitted as the rights for the work. Otherwise, the
rights of the original are transmitted.

In either case, the Copy-Count field for the transmitted rights are set to the number-of-copies requested.

- The requester records the work contents, data, and usage rights and stores the work.
- The server decrements its copy count by the number of copies involved in the transaction.
- The repositories perform the common closing transaction steps.

0 If the number of copies remaining in the server is now zero, it erases the digital work from its memory.

The Loan Transaction

A loan transaction is a mechanism for loaning copies of a digital work. The maximum duration of the loan is de-
termined by an internal parameter of the digital work. Works are automatically returned after a predetermined time
period.

- The requester sends the server a message to initiate the Transfer Transaction. This message indicates the work
to be loaned, the version of the loan right to be used in the transaction, the destination address information for
placing the work, the number of copies involved, the file data for the work, and the period of the loan.

- The server checks the validity of the requested loan period, and ends with an error if the period is not valid. Loans
for a loaned copy cannot extend beyond the period of the original loan to the server.

- The repositories perform the common opening transaction steps.
0 The server transmits the requested contents and data to the requester. If a Next-Set-Of-Flights has been provided,

those rights are transmitted as the rights for the work. Otherwise, the rights of the original are transmitted, as
modified to reflect the loan period.

- The requester records the digital work contents, data, usage rights, and loan period and stores the work.
0 The server updates the usage rights information in the digital work to reflect the number of copies loaned out.
0 The repositories perform the common closing transaction steps.
0 The server updates the usage rights data for the digital work. This may preclude use of the work until it is returned

from the loan. The user on the requester platform can now use the transferred copies of the digital work. A user
accessing the original repository cannot use the digital work , unless there are copies remaining. What happens
next depends on the order of events in time.

Case 1. If the time of the loan period is not yet exhausted and the requester sends the repository a Return message.

- The return message includes the requester identification, and the transaction ID.
- The server decrements the copies-in-use field by the number of copies that were returned. (If the number of

digital works returned is greater than the number actually borrowed, this is treated as an error.) This step may
now make the work available at the server for other users.

- The requester deactivates its copies and removes the contents from its memory.

Case 2. If the time of the loan period is exhausted and the requester has not yet sent a Return message.

- The server decrements the copies-in-use field by the number digital works that were borrowed.

- The requester automatically deactivates its copies of the digital work. It terminates all current uses and erases
the digital work copies from memory. One question is why a requester would 'ever return a work earlier than

the period of the loan, since it would be returned automatically anyway. One reason for early retum is that
there may be a metered fee which determines the cost of the loan. Fietuming early may reduce that fee.

The Play Transaction

A play transaction is a request to use the contents of a work. Typically, to 'play' a work is to send the digital work
through some kind of transducer, such as a speaker or a display device. The request implies the intention that the

contents will not be communicated digitally to any other system. For example, they will not be sent to a printer, recorded
on any digital medium, retained after the transaction or sent to another repository.

This term 'play' is natural for examples like playing music, playing a movie, or playing a video game. The general
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form of play means that a 'player' is used to use the digital work. However, the term play covers all media and kinds

of recordings. Thus one would 'play' a digital work, meaning, to render it for reading, or play a computer program,
meaning to execute it. For a digital ticket the player would be a digital ticket agent.

- The requester sends the server a message to initiate the play transaction. This message indicates the work to be
played, the version of the play right to be used in the transaction, the identity of the player being used, and the file
data for the work.

0 The server checks the validity of the player identification and the compatibility of the player identification with the
player specification in the right. It ends with an error if these are not satisfactory.

- The repositories perform the common opening transaction steps.

0 The server and requester read and write the blocks of data as requested by the player according to the transmission
protocol. The requester plays the work contents, using the player.

0 When the player is finished, the player and the requester remove the contents from their memory.
- The repositories perform the common closing transaction steps.

The Print Transaction

A Print transaction is a request to obtain the contents of a work for the purpose of rendering them on a ‘printer.’

We use the term 'printer' to include the common case of writing with ink on paper. However, the key aspect of 'printing'
in our use of the term is that it makes a copy of the digital work in a place outside of the protection of usage rights. As
with all rights, this may require particular authorization certificates.

Once a digital work is printed, the publisher and user are bound by whatever copyright laws are in eftect. However,
printing moves the contents outside the control of repositories. For example, absent any other enforcement mecha-
nisms. once a digital work is printed on paper, it can be copied on ordinary photocopying machines without intervention

by a repository to collect usage fees. if the printer to a digital disk is permitted, then that digital copy is outside of the
control of usage rights. Both the creator and the user know this, although the creator does not necessarily give tacit
consent to such copying, which may violate copyright laws.

- The requester sends the server a message to initiate a Print transaction. This message indicates the work to be
played, the identity of the printer being used, the file data for the work, and the number of copies in the request.

- The server checks the validity of the printer identification and the compatibility of the printer identification with the
printer specification in the right. It ends with an error if these are not satisfactory.

- The repositories perform the common opening transaction steps.
- The server transmits blocks of data according to the transmission protocol.
- The requester prints the work contents, using the printer.

- When the printer is finished, the printer and the requester remove the contents from their memory.
- The repositories perform the common closing transaction steps.

The Backup Transaction

A Backup transaction is a request to make a backup copy of a digital work, as a protection against media failure.
In the context of repositories, secure backup copies differ from other copies in three ways: (1) they are made under

the control of a Backup transaction rather than a Copy transaction, (2) they do not count as regular copies, and (3)
they are not usable as regular copies. Generally, backup copies are encrypted.

Although backup copies may be transferred or copied, depending on their assigned rights, the only way to make
them useful for playing, printing or embedding is to restore them.

The output of a Backup operation is both an encrypted data file that contains the contents and description of a
work, and a restoration file with an encryption key for restoring the encrypted contents. In many cases, the encrypted

data file would have rights for 'printing' it to a disk outside of the protection system, relying just on its encryption for
security. Such files could be stored anywhere that was physically safe and convenient. The restoration file would be

held in the repository. This file isnecessary for the restoration of a backup copy. It may have rights for transfer between
repositories.

- The requester sends the server a message to initiate a backup transaction. This message indicates the work to
be backed up, the version of the backup right to be used in the transaction, the destination address information
for placing the backup copy, the file data for the work.

- The repositories perform the common opening transaction steps.

- The server transmits the requested contents and data to the requester. If a Next-Set-Of-Rights has been provided,
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those rights are transmitted as the rights for the work. Otherwise, a set of default rights for backup files of the
original are transmitted by the server.

- The requester records the work contents, data, and usage rights. It then creates a one-time key and encrypts the
contents file. It saves the key information in a restoration file.

- The repositories perform the common closing transaction steps.

In some cases, it is convenient to be able to archive the large, encrypted contents‘fi|e to secure offline storage,
such as a magneto-optical storage system or magnetic tape. This creation of a non-repository archive file is as secure
as the encryption process. Such non-repository archive storage is considered a fonn of ‘printing’ and is controlled by
a print right with a specified ‘archive-printer. ' An archive-printer device is programmed to save the encrypted contents
file (but not the description file) offline in such a way that it can be retrieved.

The Ftestore Transaction

A Ftestore transaction is a request to convert an encrypted backup copy of a digital work into a usable copy. A
restore operation is intended to be used to compensate for catastrophic media failure. Like all usage rights, restoration
rights can include fees and access tests including authorization checks.

- The requester sends the server a message to initiate a Restore transaction. This message indicates the work to
be restored, the version of the restore right for the transaction, the destination address information for placing the
work, and the file data for the work.

- The sewer verifies that the contents file is available (i.e. a digital work corresponding to the request has been
backed-up.) If it is not, it ends the transaction with an error.

- The repositories perform the common opening transaction steps.

- The sewer retrieves the key from the restoration file. It decrypts the work contents, data, and usage rights.
- The server transmits the requested contents and data to the requester according to the transmission protocol. If

a Next-Set-Of-Flights has been provided, those rights are transmitted as the rights for the work. Otherwise, a set
of default rights for backup files of the original are transmitted by the server.

- The requester stores the digital work.
- The repositories perform the common closing transaction steps.

The Delete Transaction

A Delete transaction deletes a digital work or a number of copies of a digital work from a repository. Practically all
digital works would have delete rights.

- The requester sends the server a message to initiate a delete transaction. This message indicates the work to be
deleted, the version of the delete right for the transaction.

- The repositories perform the common opening transaction steps.
- The server deletes the file, erasing it from the file system.
- The repositories perform the common closing transaction steps.

The Directory Transaction

A Directory transaction is a request for information about folders, digital works, and their parts. This amounts to
roughly the same idea as protection codes in a conventional file system like TENEX, except that it is generalized to
the full power of the access specifications of the usage rights language.

The Directory transaction has the important role of passing along descriptions of the rights and fees associated
with a digital work. When a user wants to exercise a right, the user interface of his repository implicitly makes a directory
request to determine the versions of the right that are available. Typically these are presented to the user -- such as
with different choices of billing for exercising a right. Thus, many directory transactions are invisible to the user and
are exercised as pan of the normal process of exercising all rights.

- The requester sends the server a message to initiate a Directory transaction. This message indicates the file or
folder that is the root of the directory request and the version of the directory right used for the transaction.

- The server verifies that the information is accessible to the requester. In particular, it does not return the names
of any files that have a HIDE-NAME status in their directory specifications, and it does not return the parts of any
folders or files that have HIDE-PARTS in their specification. If the infomtation is not accessible. the server ends
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the transaction with an error.

The repositories perform the common opening transaction steps.
The server sends the requested data to the requester according to the transmission protocol.
The requester records the data.

The repositories perform the common closing transaction steps.

The Folder Transaction

A Folder transaction is a request to create or rename a folder, or to move a work between folders. Together with

Directory rights, Folder rights control the degree to which organization of a repository can be accessed or modified
from another repository.

The requester sends the server a message to initiate a Folder transaction. This message indicates the folder that
is the root of the folder request, the version of the folder right for the transaction, an operation, and data. The
operation can be one of create, rename, and move file. The data are the specifications required for the operation,
such as a specification of a folder or digital work and a name.

The repositories perform the common opening transaction steps.
The server performs the requested operation -- creating a folder, renaming a folder, or moving a work between
folders.

The repositories perform the common closing transaction steps.

The Extract Transaction

A extract transaction is a request to copy a part of a digital work and to create a new work containing it. The
extraction operation differs from copying in that it can be used to separate a pan of a digital work from d-blocks or
shells that place additional restrictions or fees on it. The extraction operation differs from the edit operation in that it
does not change the contents of a work, only its embedding in d-blocks. Extraction creates a new digital work.

The requester sends the server a message to initiate an Extract transaction. This message indicates the part of
the work to be extracted, the version of the extract right to be used in the transaction, the destination address

information for placing the part as a new work, the file data for the work, and the number of copies involved.
The repositories perform the common opening transaction steps.

The server transmits the requested contents and data to the requester according to the transmission protocol. If
a Next-Set-Of-Flights has been provided, those rights are transmitted as the rights for the new work. Otherwise,

the rights of the original aretransmitted. The Copy—Count field for th is right is set to the number-of-copies requested.
The requester records the contents, data, and usage rights and stores the work. it records the date and time that
new work was made in the properties of the work.

The repositories perform the common closing transaction steps.

The Embed Transaction

An embed transaction is a request to make a digital work become a part of another digital work or to add a shell
d-block to enable the adding of fees by a distributor of the work.

The requester sends the server a message to initiate an Embed transaction. This message indicates the work to
be embedded, the version of the embed right to be used in the transaction, the destination address information
for placing the pan as a a work, the file data for the work, and the number of copies involved.

The server checks the control specifications for all of the rights in the part and the destination. If they are incom-
patible, the server ends the transaction with an error.

The repositories perform the common opening transaction steps.

The server transmits the requested contents and data to the requester according to the transmission protocol. If
a Next-Set-Of-Rights has been provided, those rights are transmitted as the rights for the new work. Othenvise,
the rights of the original are transmitted. The Copy-Count field forthis right is set to the number-of-copies requested.
The requester records the contents, data, and usage rights and embeds the work in the destination file.
The repositories perform the common closing transaction steps.
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The Edit Transaction

An Edit transaction is a request to make a new digital work by copying, selecting and modifying portions of an
existing digital work. This operation can actually change the contents of a digital work. The kinds of changes that are
permitted depend on the process being used. Like the extraction operation, edit operates on portions of a digital work.
In contrast with the extract operation, edit does not aflect the rights or location of the work It only changes the contents.

The kinds oi changes permitted are determined by the type specification oi the processor specified in the rights. In the
currently preierred embodiment, an edit transaction changes the work itself and does not make a new work. However,
it would be a reasonable variation to cause a new copy oi the work to be made.

0 The requester sends the server a message to initiate an Edit transaction. This message indicates the work to be
edited, the version of the edit right to be used in the transaction, the file data for the work (including its size), the
process-ID for the process, and the number oi copies involved.

- The server checks the compatibility oi the process-ID to be used by the requester against any process-lD speci-
fication in the right. If they are incompatible, it ends the transaction with an error.

- The repositories perform the common opening transaction steps.
- The requester uses the process to change the contents oi the digital work as desired. (For example, it can select

and duplicate parts oi it; combine it with other inionnation; or compute functions based on the inionnation. This

can amount to editing text, music, or pictures or taking whatever other steps are useiul in creating a derivative work.)
- The repositories perform the common closing transaction steps.

The edit transaction is used to cover a wide range oi kinds of works. The category describes a process that takes
as its input any portion of a digital work and then modifies the input in some way. For example, for text, a process for
editing the text would require edit rights. A process for 'summarizing" or counting words in the text would also be
considered editing. For a music file, processing could involve changing the pitch or tempo, or adding reverberations,
or any other audio eflect. For digital video works, anything which alters the image would require edit rights. Examples
would be colorizing, scaling, extracting still photos, selecting and combining frames into story boards, sharpening with
signal processing, and so on.

Some creators may want to protect the authenticity of their works by limiting the kinds of processes that can be
performed on them. If there are no edit rights, then no processing is allowed at all. A processor identifier can be included
to specify what kind of process is allowed. If no process identifier is specified, then arbitrary processors can be used.

For an example of a specific process, a photographer may want to allow use of his photograph but may not want it to
be colorized. A musician may want to allow extraction of portions of his work but not changing of the tonality.

Authorization Transactions

There are many ways that authorization transactions can be defined. In the following, our preierred way is to simply
define them in terms of other transactions that we already need for repositories. Thus, it is convenient sometimes to

speak of ‘authorization transactions,‘ but they are actually made up of other transactions that repositories already have.
A usage right can specify an authorization-ID, which identifies an authorization object (a digital work in a file of a

standard format) that the repository must have and which it must process. The authorization is given to the generic
authorization (or ticket) server of the repository which begins to interpret the authorization.

As described earlier, the authorization contains a server identifier, which may just be the generic authorization
server or it may be another server. When a remote authorization server is required, it must contain a digital address.
it may also contain a digital certificate.

If a remote authorization server is required, then the authorization process first performs the following steps:

- The generic authorization server attempts to set up the communications channel. (it the channel cannot be set
up, then authorization fails with an error.)

- When the channel is set up, it performs a registration process with the remote repository. (If registration fails, then
the authorization fails with an error.)

- When registration is complete, the generic authorization server invokes a ‘Play’ transaction with the remote re-
pository, supplying the authorization document as the digital work to be played, and the remote authorization server
(a program) as the 'player.' (if the player cannot be found or has some other error, then the authorization fails with
an error.)

- The authorization server then 'plays' the authorization. This involves decrypting it using either the public key of
the master repository that issued the certificate or the session key from the repository that transmitted it. The
authorization server then performs various tests. These tests vary according to the authorization sewer They
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include such steps as checking issue and validity dates of the authorization and checking any hot-lists of known
invalid authorizations. The authorization sewer may require carrying out any other transactions on the repository
as well, such as checking directories, getting some person to supply a password, or playing some other digital
work. It may also invoke some special process for checking information about locations or recent events. The
'script' for such steps is contained within the authorization server.

- If all of the required steps are completed satisfactorily, the authorization servercompletes the transaction normally,
signaling that authorization is granted.

The Install Transaction

An Install transaction is a request to install a digital work as runnable software on a repository. In a typical case,
the requester repository is a rendering repository and the software would be a new kind or new version of a player.
Also in a typical case, the software would be copied to file system of the requester repository before it is installed.

- The requester sends the server an Install message. This message indicates the work to be installed, the version
of the Install right being invoked, and the file data for the work (including its size).

- The repositories perform the common opening transaction steps.
- The requester extracts a copy of the digital certificate for the software. If the certificate cannot be found or the

master repository for the cenificate is not known to the requester, the transaction ends with an error.

- The requester decrypts the digital cenificate using the public key of the master repository, recording the identity
of the supplier and creator, a key for decrypting the software, the compatibility information, and a tamper-checking
code. (This step certifies the software.)

- The requester decrypts the software using the key from the certificate and computes a check code on it using a
1-way hash function. If the check-code does not match the tamper-checking code from the cenificate, the instal-
lation transaction ends with an error. (This step assures that the contents of the software, including the various
scripts, have not been tampered with.)

- The requester retrieves the instructions in the compatibility-checking script and follows them. If the software is not
compatible with the repository, the installation transaction ends with an error. (This step checks platform compat-
ibility.)

0 The requester retrieves the instructions in the installation script and follows them. If there is an error in this process
(such as insufficient resources), then the transaction ends with an error. Note that the installation process puts the
runnable software in a place in the repository where it is no longer accessible as a work for exercising any usage
rights other than the execution of the software as part of repository operations in carrying out other transactions.

0 The repositories perform the common closing transaction steps.

The Uninstall Transaction

An Uninstall transaction is a request to remove software from a repository. Since uncontrolled or incorrect removal
of software from a repository could compromise its behavioral integrity, this step is controlled.

0 The requester sends the server an Uninstall message. This message indicates the work to be uninstalled. the
version of the Uninstall right being invoked, and the file data for the work (including its size).

- The repositories perform the common opening transaction steps.
0 The requester extracts a copy of the digital certificate for the software. If the certificate cannot be found or the

master repository for the certificate is not known to the requester, the transaction ends with an error.
0 The requester checks whether the software is installed. If the software is not installed, the transaction ends with

an error.

0 The requester decrypts the digital cenificate using the public key of the master repository, recording the identity
of the supplier and creator, a key for decrypting the software, the compatibility information, and a tamper-checking
code. (This step authenticates the cenification of the software, including the script for uninstalling it.)

0 The requester decrypts the software using the key from the cenificate and computes a check code on it using a
1-way hash function. If the check-code does not match the tamper-checking code from the cenificate, the instal-
lation transaction ends with an error. (This step assures that the contents of the software, including the various
scripts, have not been tampered with.)

- The requester retrieves the instructions in the uninstallation script and follows them. If there is an error in this
process (such as insufficient resources), then the transaction ends with an error.

- The repositories perform the common closing transaction steps.
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Claims

1. A system for secure distribution and control of digital works between repositories comprising:

means for creating usage rights, each instance of a usage right representing a specific instance of how a
digital work may be used or distributed;

means for attaching a created set of usage rights to a digital work;
a communications medium for coupling repositories to enable exchange of repository transaction messages;
a plurality of general repositories for storing and securely exchanging digital works with attached usage rights,
each of said general repositories comprising:
a storage means for storing digital works and their attached usage rights;
an identification certificate for indicating that the associated general repository is secure;
an external interface for removably coupling to said communications medium;
a session initiation transaction processing means for establishing a secure and trusted session with another
repository, said session initiation transaction processing means using said identification certificate;
a usage transaction processing means having a requester mode of operation for generating usage repository
transaction messages to request access to digital works stored in another general repository, said usage
repository transaction message specifying a usage right, said usage transaction processing means further

having a server mode of operation for determining if a request for access to a digital work stored in said storage
means may be granted, said request being granted only if the usage right specified in said request is attached
to said digital work; and

an input means coupled to said usage transaction processing means for enabling user created signals to
cause generation of a usage repository transaction message to request access to digital works.

2. The system as recited in Claim 1 further comprising a rendering system, said rendering system comprising:

a rendering repository for securely accessing digital works from a general repository, said rendering repository
comprising;
a storage means for storing digital works and their attached usage rights;
an identification certificate, said identification certificate for indicating that the rendering repository is secure;
an external interface for removably coupling to said communications medium;
a session initiation transaction processing means for establishing a secure and trusted session with a general
repository, said session initiation transaction processing means using said identification certificate;
a usage transaction processing means for generating usage repository transaction messages to request ac-
cess to digital works stored in a general repository, said usage repository transaction message specifying a
usage right;

an input means coupled to said usage transaction processing means for enabling user created signals to
cause generation of usage repository transaction messages to request access to digital works;
a rendering device for rendering digital works.

3. The system as recited in Claim 1 wherein said means for creating usage rights is further for the specification of
different sets of usage rights to be attached to digital works when a corresponding usage right is exercised.

4. The system as recited in Claim 1 wherein said usage rights grammarfurther defines means for specifying conditions
which must be satisfied before a usage right may be exercised and said usage transaction processing means in
said server mode is further comprised of means for detennining if specified conditions for a usage right are satisfied
before access is granted.

5. The system as recited in Claim 1 wherein a first usage right enables copying of a digital work and specification of
a revenue owner who is paid a fee whenever a copy of said digital work is made.

6. A method for controlling distribution and use of digital works comprising the steps of:

a) attaching a set of usage rights to a digital work, each of said usage rights defining a specific instance of
how a digital work may be used or distributed, said usage right specifying one or more conditions which must
be satisfied in order for said usage right to be exercised and a next set of usage rights to be attached to a
distributed digital work;
b) storing said digital work and its attached usage rights in a first repository;
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c) a second repository initiating a request to access said digital work in said first repository, said request
identifying a usage right representing how said second repository desires to use said digital work;
d) said first repository receiving said request from said second repository;
e) said first repository determining if the identified usage right is attached to said digital work;

5 f) said first repository denying access to said digital work if said identified usage right is not attached to said
digital work;

g) if said identified usage right is attached to said digital work, said first repository determining if conditions
specified by said usage right are satisfied;

h) if said conditions are not satisfied, said first repository denying access to said digital work;

10 i) if said conditions are satisfied, said first repository attaching a next set of usage rights to said digital work,
said next set of usage rights specifying how said second repository may use and distribute said digital work; and
i) said first repository transmitting said digital work and said attached next set of usage rights to said second
repository. '

75 7. The method as recited in Claim 6 wherein said step of a second repository initiating a request to access said digital
work in said first repository is further comprised of the steps of:

c1) said second repository initiating establishment of a trusted session with said first repository;
c2) said first repository performing a set of registration transaction steps with said second repository, successful

20 completion of said set of registration transaction steps indicating that said first repository is a trusted repository;
c3) said second repository performing said set of registration transaction steps with said first repository, suc-
cessful completion of said set of registration transaction steps indicating that said second repository is a trusted
repository;

c4) if said first repository and said second repository each successfully complete said set of registration steps,
25 said first and second repository exchanging session encryption and decryption keys for secure transmission

of subsequent communications between said first and second repository; and

c5) if said first repository or said second repository cannot successfully complete said set of registration trans-
action steps, terminating said session.

30 8. A system for controlling distribution and use of digital works comprising:

means for attaching usage rights to said digital work, said usage rights indicating how a recipient may use
and and subsequently distribute said digital work;

a communications medium for coupling repositories to enable distribution of digital works;

35 a plurality of repositories for managing exchange of digital works based on usage rights attached to said digital
works, each of said plurality of repositories comprising:
a storage means for storing digital works and their attached usage rights;
a processor operating responsive to coded instructions;

a memory means coupled to said processor for storing coded instruction to enable said processor to operate

40 in a first server mode for processing access requests to digital works and for attaching usage rights to digital
works when transmitted to another of said plurality of repositories, a second requester mode for initiating
requests to access digital works, and a session initiation mode for establishing a trusted session with another
of said plurality of repositories over said communications medium;
a clock;

45 a repository interface for coupling to said communications medium.

9. The system as recited in Claim 8 further comprising a plurality of rendering systems for rendering of digital works,
each of said rendering systems comprising:

50 a repository for secure receipt of a digital work; and

a rendering device having means for convening digital works to signals suitable for rendering of said digitalworks.

10. A method for secure access of digital works stored on a server repository, said digital works having associated
55 therewith one or more usage rights for specifying how said digital work may be used or distributed, said method

comprising the steps of:

a) a requesting repository performing a first registration transaction with a server repository, said first regis-
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tration transaction for establishing to said server repository that said requesting repository is trustworthy;
b) concurrently with step a), said server repository responding with a second registration transaction, said
second registration transaction lor establishing to said requesting repository that said server repository is
trustworthy;

c) it either said first registration transaction or said second registration transaction tails, said sewer repository
denying access to said digital work;
d) it said first registration transaction and said second registration transaction are successful, said requesting
repository initiating a usage transaction with respect to a digital work stored in said server repository, said
usage transaction indicating a request to access a digital work and specifying a particular usage right;
e) determining if said usage transaction may be completed by comparing said particular usage right specified
in said usage transaction and usage rights associated with said digital work;
1) it said particular usage right is not one 01 said usage rights associated with said digital work, denying access
to said digital work; and

g) it said particular usage right is one of said usage rights associated with said digital work, granting access
to said digital work and perlorrning usage transaction steps associated with said particular usage right.
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1501 -Digital Work Rights: = (Rights’)

1502 '~Right := (Right-Code {Copy-Count} {Control-Spec} {Time-Spec }
{Access-Spec} {Fee-Spec})

1503 -—Right-Code := Render-Code I Transport-Code I File-Management

CodeI Derivative-Worlw Code I Configuration-Code

1504 ~«Render-Code := [ Play 2 {Player: Player-ID} I Print: {Printer Printer-IDI]
1505~vTransport-Code := [Copy I Transfer I Loan {Remaining-Rights:

Next-Set-of-Rights}]{(Next-Copy-Rights: Next-Set-of-Rightsl}

7505*’ File-Management-Code := Backup {Back-Up-Copy-Rights:
Next~Set-of-Rights} I Restore I Delete I Folder

I Directory {Nunez Hide-Local I Hide-Remote}

{Parts: Hide-Local I Hide-Remote}

1507~vDez-ivative-Works-Code := [Extract I Embed I Edit{Process:
Process-ID}] {Next-Copy-Rights :

Next-Set-of Rights}

1503"-'Configuration-Code : = Install I Uninstall

1509 ~vNext-Set-of-Rights := {(Add: Set-Of-R.ights)} {(Delete:

Set-Of-Rightsll {(Replace: Set-Of-Rights )}{(Keep: Set-Of-Rights )}

1510 '*~Copy-Count := (Copieszpositive-integer I 0 I Unlimited)

1511 -Control-Spec := (Control: {Restrictable I Unrestrictable}

{Unchargeable I Chargeable})

1512-Time-Spec := (IFixed-Interval I Sliding-Interval | Meter-Time}
Until: Expiration-Date)

1513-— Fixed-Interval := From: Start-Time

1514"-—Sliding-Interval := Interval: Use-Duration

1 515--—Meter-Tirne: = Time-Remaining: Remaining-Use

1515 -Access-Spec : = ({SC: Security-Class} {Authorizationz Authorization-ID"}
{Other-Authorization: Authorization-ID“} {Ticketz Ticket-ID})

1517~—Fee-Spec: = {Scheduled-Discount} Regular-Fee-Spec I Scheduled-Fee-Spec I
Markup-Spec

1 513*-‘Scheduled-Discount: = Scheduled-Discount: (Scheduled-Discount:

(Time-Spec Percentage)‘)

1519~vRegular-Fee-Spec := ({Fee: I Incentive: } [Per-Use-Spec I Metered-Rate

Spec I Best-Price-Spec I Call-For-Price-Spec]

{Min: Money—Unit Per: Time-Spec}{Max:

Money—Unit Per: Time-Spec} To: Account-ID)

1520 ~—Per-Use-Spec: = Per-Use: Money-unit

1521 ~Metered-Rate-Spec 2 = Metered: Money—Unit Per: Time-Spec

1522 -— Best-Price-Spec : = Best-Price: Money-unit Max: Money-unit
1523 ~—Call-For-Price-Spec := Call-For -Price

1524- Scheduled-Fee-Spec: = (Schedule: (Time-Spec Regular-Fee~Spec)’ )

1525-—Markup-Spec: = Markup: percentage To: Account-ID

Fig. 15
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(57) A video game cartridge that can be plugged
into a video game machine to enable a user to request
and play a video game for a predetermined number of
video frames. The cartridge has a receiver for receiving
the video game program and the predetermined irame
count in response to a request from the user. The pro-
gram and frame count is then stored in a memory 01 the
cartridge. Finally, the cartridge has a counter which

  
 

changes its value when the user is actively playing the
video game program. The counter ceases to change its
value when the user is rtot playing the video game pro-

gram. When the counter reaches a predetermined limit.
the user is no longer authorized to play the video game
program.
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Description

Tfihnigl Figfl

This invention relates to a video game cartridge for
receiving video game programs from a remote server.

Descrigfion Q the Prigr An

Today, there are many video games available for
purchase or for rental at stores. Generally. there is no
trial or test playing of the games in the stores, and there

is no return on purchased games once the game pack-
age has been opened. Therefore. a person who is inter-

ested in any game has to buy it before playing it and
thus may face the risk of not liking the game later. There
is no return or refund of the game since the package
has been opened. A person who rents a game from a
store has to go through the usual VCR tape rental trou-
ble of driving to the store, picking up the game and then
later returning the game to the store.

To make video game rental easier for the consumer.
Sega has created the Sega Channel. In this service. via
cable and using a cable adapter unit which is plugged
into the Sega Genesis game machine, people can play
games that are downloaded to the cable adapter. it
requires the on-line Sega Channel connection as well
as the special adapter while the game is being played.

Down loading a software program to a personal
computer over the modem connection exists today.
Such software can come with a limited life where the life

can be specified by expiration date, or time, or the
number of times of the softvmre usage. These schemes
in limiting the software usage is not applicable to down

loading video games to cartridges which are plugged
imo existing video game base units because these
game base units do not have timer device built in. Thus

a new scheme for controlling the usage of the game is
needed.

The US Patent 4,905,280 to J. D. Wredemer. et al

describes a method for real time down loading of broad-
cast programs for pay-per-view or for subscription.
Descrambling of broadcast programs is done by codes
on a replaceable memory module. which is delivered to
a subscriber by the service provider. This patent is
applicable to the "purchase" of software content or real-

time service, but it is not applicable to limiting the life of
remed software. V

US patent 5,251,909 to Reed et al describes soft-
ware renting or distributing schemes in which access is

granted to a subscriber prior to the actual programs
being transmitted. This patent describes an off-line

process and is not applicable to delivering software for
rental purposes.

Summary of the lnverrtign

It is an object of this invention to provide a portable .
video game cartridge which can be plugged into a video
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game machine base tmit. such as Nintendos, Sega
Genesis&tm. video game machine or Atari‘s Jag-
uar&tm. video game machine. The cartridge will allow a
video game program to be used by receiving the video
program over a telephone network or cable system.

The current invention desaibes a way of distribut-

ing and controlling the usage of a video game program
(or any software program) by using a "watchdog mech-
anism‘ and by limiting the "life" of a game by limiting the
total number of graphic frames that a video machine

can generate. it offers a simple and effective way of soft-
ware renting and distribution where game machines
have no timer.

it is also an object of this invention to prevent piracy
of video programs and programs in general by storing
the frame count in a random location of the memory that
is unknown to a potential pirate. especially if the count
itself is enaypted. Since the count is part of the video
game program or program execution path. the video
game or program cannot be used without knowledge of
the count

This invention is generally an apparatus and
method for enabling a user to request and use a pro
gram where the user receives the program and a frame
count indicating the number of frames of the program
that the user is authorized to execute or use. This pro-
gram and the frame count is then stored in a memory.
When the user is actively providing input to the program.
the frame count changes. The frame count will cease to
change when the user is not providing input to the pro-
gram. When the count reaches a predetermined limit.
the user is prevented from continuing use of the pro-
gram.

This invention is a video game cartridge which can

be plugged into a video game machine for enabling a
user to receive and play a video game for a predeter-
mined number of frames. The cartridge has a receiver
for receiving the video program and for receiving a
frame count indicating the number of video frames of
the video game program that the user is authorized to
play. The video program and frame count is then stored
in a memory of the cartridge. The cartridge also has a
counter which changes the frame count when the user
is actively playing the video game program. When the
user is not playing the video game program. the counter
ceases to change its count. Finally when the counter
reaches a predetermined limit, the user is prevented
from further playing the video game program.

Brief Desgrigtign Q the Drawing;

FIG. 1 schematically illustrates the major compo-
nents of the video game cartridge along with
a video game machine and a remote server.

FIG. 2 is a functional diagram showing the functions
of each of the major components of the video

game cartridge.
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FIG. 3 schematically illustrates the flow chart for the
watch "dog mechanism‘.

D . . H E I E I I.

FIG. 1 illustrates a sample diagram of a electronic

game or program renting system setup. The dotted line
encloses the portable and programmable game car-
tridge unit 100 that can be plugged imo a video game
machine base unit 102. such as Sega Genesis&tm.

video game machine. and remotely be wnnected to a
video game server 101 via a modem connection. The
connection to the remote video server can be through
cable TV. or other telecommunication facilities.

when a video game base unit 102 is powered on, a
user could either play a game (or games) stored in the
programmable game cartridge 100 or place an order of
a new game (either for rental or for purchase) to the
game or program server 101. The cartridge 100 con-
tains screen assistance (and voice assistance) to help
place an order for a video game program to the server
101.

FIG. 2 illustrates the components of the video game
cartridge unit 100. It consists of modem 201. microcon-
troller 202. flash memory 203 and an interface 204 to

the video game base unit 102. The modem 201 per-
forms the interface to the telephone or cable network It

can optionally perform decompression of received
game or software if necessary. The received game is
stored in flash memory 203. The game comes with its
"life" which is indicated by the total number of graphic
frames the video game machine 102 is authorized to
generate when the game is actively played. For enam-

ple. the game machine could render game graphics
frame by frame at the rate of thirty framers per second.

After the number of graphic frames is exhausted.
further playing of the game is prevented by the following
mechanism. The flash memory 203 also stores a
‘watchdog mechanism‘ which keeps track of the
remaining life of the game. An hourglass routine is
embedded in the watchdog mechanism which is exe-

cuted by microcontroller 202. This watchdog mecha-
nism updates and tracks down a specified register in the
flash memory 203 with its location randomly determined
by the game server 101 in FIG. 1 during the down load-
ing of the game.

The use of expiration date or time for voiding the

game is an obvious approach it the video game base
unit 102 comes with a timer. Since this patent applica-

tion assumes a game base unit 102 which has no timer
(which is the case of many existing game machines).
the “life” of the remed game is detennined by the total
number of graphic frames that the base game unit can
generate. This ‘life’, or frame count, is what a renter
gets when a game is down loaded. It is stored imo a
location in the flash memory 203. The location imo
which the frame count is stored in the flash memory is

determined randomly by the video server at the time of
the game downloading. The video game can resume at
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any time when it is being turned on. provided there is
available frame count stored in the designated random

location. The microcontroller 202 can pick up the frame
mum and allow the renting period. and thus the game
or software. to be continued. As the remed game is
being played, the frame count is decremented. \Nhen
the user turns off the power. the hourglass routine in
_memory 203 will first store the remaining frame mum to
a random location in the non- volatile memory 203 and
then shut down the game. The rental expires when
there is no frame count remaining. The microcomroller
202 will not allow any portion of the game to be played
by the game base unit 102 when the frame coum
reaches zero.

FIG. 3 illustrates the watchdog mechanism embed-
ded with the video game program execution path that
wntains the hourglass routine which serves as part of
the watchdog mechanism which can expire the game.
When the user starts the game, the frame count is first
fetched (305) and checked (306). II the frame count
reaches zero. the game is over even though the game
unit still has its power on (306N). If the frame count is
still greater than zero (306Y). the smnner continues to
monitor the game players input in playing the video
game (307). No active input (307) means the player is
not playing the video game. and the scanner continues
to monitor the player inputs from the key pad connected
to the video game. \Nhen there is no active input. the
video game will not render any game graphic frames.
Therefore. the game program execution path will fall
through decisions 308 and 309 and immediately return
to continue scanning (307). When the game is not
actively played and the player leaves the game
machine's power on. the game will be sitting idle without
rendering any new graphic frames. The frame count will
not be consumed until the player becomes active again
in playing the game as detected by the scanner (307
and 308).

If the player's input has been detected as active
(307), a check is made to see if graphic rendering is
required (309). Graphics rendering is required when the
game program determines that the input signals from
the key pad connected to the video game are valid sig-
nals. If rendering is required (309Y). the frame counter
will be decremented (301). The hourglass routine (301

and 302) decrements the frame count and checks for
any frame count left

It the count is valid (302Y). then the program flows
back to (310) which is the game program main wiles-
tions, and then at the same time. 302 Y:sup.':esup.
branches to checkfor power-off condition (303).

It the user decides to power-off the game. the
watchdog mechanism will go through decision (303)
and the shutdown routine (304) to store any remaining
frame count in the flash memory. The shutdown routine
stores the remaining frame coum in the flash memory
and exits the game. In summary flowchart components

(301-306) and their associated flash memory form the
‘watchdog mechanisrn' that contains the hourglass rou-
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tine (301 and 302) to keep track of the games 'life'
(remaining frame count). The watchdog mechanism
also insures that the game can be resumed if there is

still a valid frame coum in the flash memory. Microcon-
troller (202) can also give advance warning when the
rental is about to expire. Rental extension, if desired,

can be downloaded again by the server (101) through a

telephone or cable connection. Thus, sewer (101) in
FIG. 1 has complete control over the game playing time.
which should reflect the users request for renting the
game.

Although this embodiment was described in terms

of a video game program in a cartridge. this invention
can be extended to software programs in general. As
long as the programs monitor user inputs. a scanner
and watchdog mechanism can be implemented in simi-
lar fashion using a non-volatile memory.

The watchdog mechanism can even be made more
secure by encrypting the frame count, which is stored at
a random location in the memory. Evert if the would-be
pirate stumbles across the count in the memory, helshe
wouldn't know what he/she found.

Claims

1. An apparatus for enabling a user to request and use
a program, said apparatus comprising:

a. a receiver for receiving the program and a
frame count indicating a number of frames of
the program that is authorized to be executed
by the user;

b. a memory for storing the program and the
frame count received by the receiver; and

c. a counter for changing the frame count when
the user is actively providing input to the pro-
gram, wherein the counter ceases to change its
count when the user is not providing input to
the program, and wherein the user is prevented
from continuing use of the program when the
counter reaches a predetermined limit.

2. An apparatus as recited in claim 1. further compris-
ing:

means for randomly determining an address in
the memory in which the frame count is to be
stored, and wherein the address is unknown to
the user.

3. A method of enabling a user to request and use a
program. said method comprising:

a. receiving the game program and a frame

count indicating a number of frames of the pro-
gram that is authorized to be used by the user
in response to a request;
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b. a memory for storing the program and the
frame count: and

c. changing the frame count when the user is
actively using the program. wherein the frame
count ceases to change when the user is not
using the program and wherein the user is pre-
vented from continuing use of the program
when the counter reaches a predetermined
limit.

4. A method as recited in claim 3. wherein the frame

count is stored in a randomly determined location in
the memory.

5. A video game rtridge which can be plugged into,
for operation with, a video game machine to enable
a user to request and play a video game program
which is received from a remotely located sewer,
said video game cartridge comprising:

a. a receiver for receiving from the server the
video game program and a frame count indicat-
ing a number of frames of the video game pro-
gram that is authorized to be played by the user
in response to a request:

b. a memory for storing the video game pro-
gram and the frame count received by the
receiver; and

c. a counter for changing the frame count when

the user is actively playing the video game pro-
gram, wherein the counter ceases to change its
count when the user is not playing the video
game program. and wherein the user is pre-
vented from further playing the video game
program when the counter reaches a predeter-
mined limit, indirating that the user has played
said video game for the number of frames.

6. A video game cartridge as recited in claim 5. further
comprising:

means for randomly determining an address in
the memory in which the frame count is to be
stored.

7. A video game cartridge as recited in claim 5, further
comprising:

a modem for transmitting to the server the

request from the user to play a video game pro-
gram.

8. A video game cartridge. as recited in claim 5.

wherein said merncry is a non-volatile memory.
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A video game cartridge, as recited in claim 8,
wherein the frame coum indicated in the counter is

stored in the memory when power for the video
game machine is turned off.

A video game cartridge. as recited in claim 9. fur-
ther comprising:

a means for fetching the frame count stored in
the memory when power for said game
machine is turned on.

A video game cartridge which can be plugged into.
for operation with, a video game machine to enable
a user to request and play a video game program
which is received from a remotely loznted sewer,
said video game cartridge comprising:

a. a modem for transmitting from the user over
a telephone or cable network a request to
receive the video game from the sewer. and for
receiving the video game program and frame
count from the server over the telephone or
cable network. the frame count indicating a
predetermined number of frames of the video
game program that is authorized to be played
by the user in response to the request;

b. a non-volatile memory for storing the video

game program and the frame count;

c. a counter for changing the frame count when
the player is actively playing the video game;

d. a means for storing the changed frame count
of the counter in the memory when the power
to the video game machine is turned off; and

e. a means for fetching the changed frame
count stored in the memory in step (d) when
the player resumes playing the video game,
wherein the user is prevented from further play-
ing of the video game program when the frame
count of the counter reaches a predetermined
limit, indicating that the user has played said

video game for the predetermined number of
frames.
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Description

Background ol the Invention

The present invention relates loan illegalview/copy
protection method and apparatus lor adigital broadcast-
ing system. in which digital broadcasting perton'ned
through broadcasting media such as cable. satellite and
terrestrial broadcasting, or through prerecorded media
such as video cassette tapes. is prevented trom being
illegally viewed or copied tothereby protect its copyright.

For conventional systems lor copyright protection
on digital media. there are Macrovision's intellectual
property protection system (IPPS). which is disclosed in
US Patent No. 5,315,448. and the integrated receiverl
decoder (IFID). a conditional receiving system tor digital
broadcasting media. lor receiving DirecTVs satellite
broadcasting currently transmitted in the US.

The Macrovision's IPPS disclosed in US Patent No.

5.315.448 is a copy protection system tor a hybrid digital
VCR having digital recording lunctions lor both a digital
input signal and an analog input signal.

As shown in Figs. 1 and 2. in operating its copy pro-
tection lunction. Macrovision's IPPS detects, when a
digital signal is input. copy protection control bits trom
an input signal. and when an analog signal is input. de-
tects the analog copy protection wavelorm lrorn the in-
put signal.

More specilically, as shown in Fig. 2. a signal in
which the analog copy protection wavelorm generated
trom an analog copy protection generator is added to
the analog video output ol the output signals ot the dig-
ital VCFI is output and displayed to be normal on an an-
alog TV but distorted on an analog VCR. as shown in
Fig. 1. In digital recording ol the input signal. the copy
protection control bits are changed to prevent digital
copy or to pennit one-time digital copy.

Fielerring to Fig. 3. the IPPS comprises an analog
copy protection detector (ACP) 2 tor detecting the ana-
log copy protection wavelorm trom an input analog NT-
SC video signal 1 . an A/D converter 3 tor A/D-converting
analog NTSC video signal 1 input according to the signal
output I rom the ACP detector. an AC bit detector 5 lor

detecting the AC bit trom input digital video signal 4. an
SCPS bit detector 6 tor detecting the SCPS trom input
digital video signal 4. an AC bit adder 7 tor adding the
AC bit to input digital video signal 4 according to the
SCPS bit output trom SCPS bit detector 6, a switch 8
lor outputting a signal output trom AC bit adder 7 ac-
cording to the AC bit output trom Ac bit detector 5. a
switch 9 tor selecting and outputting the signal output
trom A/D convener 3 and switch 8, a digital tape deck
mechanisrnlcircuit 10 for digitally recording the signal
output trom switch 9 and outputting adigital video signal.
an AC bit detector 11 lor detecting the AC bit trom the
signal output trom digital tape deck mechanismlcircuit
10, an ACP signal generator 12 lor generating the ACP
signal trom the signal output trom AC bit detector 11,
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and a D/A converter 13 lor adding the ACP signal output
lrom ACP signal generator 12 to the signal output trom
digital tape deck mechanism/circuit 10 and D/A conven-

ing the added result which is output as an analog NTSC
video signal.

The operation ol the IPPS will be explained below.
The copy protection control bits are made up ol the

AC and SCPS bits. The AC bit is added to recorded dig-
ital video data so that it the AC bit is set. digital copy is
prohibited and it the SCPS bit is set, one-time digital
copy is allowed.

In playback. when the AC bit is detected by AC bit
detector 11. the analog copy protection wavelorm gen-
erated trom ACP signal generator 12 is added to the an-
alog video signal. which is output to D/A converter 13.
Here. as the position at the copy protection control bits
ot the digital video data. an area oi an MPEC-2 digital
copy protection header where one-bit copyright flag and
one-bit original-or-copy flag or a PES header are placed
is used. or a transpon-privatedata field area ol the
transpon header oi the MPEG-2 is used.

The analog copy protection wavelorm is a signal
which is severely distorted when inserted into the analog
NTSC wavelorm and directly coupled to the analog TV.
A method ol generating such a signal is presented in US
Patents Nos.-1.613.603 and 4,914,694. Using this meth-
ed. the IPPS generates the analog copy protectionwavelorm.

Helerring to Fig. 4. the IFID, as a conditional receiv-
ing system tor digital broadcasting media. tor receiving
the DirecTVs satellite brdcasting currently transmit-
ted in US comprises an outdoor unit (ODU) 21 made up
ol a satellite antenna lor receiving 12GHz-satellite
broadcasting signals and a low noise block converter
(LNB) tor convening down the received satellite broad-
casting signal into a 1GHz-signal. an IFID 20 lor receiv-
ing satellite broadcasting lrcm ODU 21 and oilering au-
dio and video services to a subscribers TV or monitor.
and an access card 22 required lor conditional access
(CA) lor conditional reception.

Here. IFiD 20 pertorrns lorward error correction

(FEC). decoding, transport demultiplexing. MPEG de-
coding, NTSC encoding. and audio processing which is
a D/A conversion.

Access card 22. whose size is similar to that ot a
general credit card. has a built-in IC. With this. the card
receives CA-related inlormation through a broadst bit
stream and telephone line. that is. a telco MODEM. in
order to decide whether a user. subscriber. -selected
channel can be viewed or not and to collect its subscrip-
tion lee.

As shown in Fig. 4. IRD 20 comprises an IR receiver
25 lor receiving and processing the subscriber's remote
controller input. a telco MODEM 26 which is a general
MODEM coupledto the telephone line, a microcomputer
27 made up ol an NDC verifier code including soltware
for the CA lunction and IRD soltware tor IRD driving, a
tuner/demodulator/FEC 28 lor selecting one channel ot

Petitioner Apple Inc. — Exhibit 1006, p. 3050



Petitioner Apple Inc. - Exhibit 1006, p. 3051

3 EPO763936 A2 4

the signal received through ODU 21 and converting the
selected channel into a digital bit stream tor the purpose
oi error correction, a transport IC 29 for selecting one
program of bit streams output from tuner/demodulatorl
FEC 28 and multiplexed with various programs, and
convening the selected program into a bit stream deco-
dable in the MPEG video decoder and MPEG audio de-
coder, a card reader intertace 23 for data communica-

tion between transport IC 29 and access card 22. a sys-
tem memory 24 coupled to transpon IC 29 and for inter-
mediate bullering oi data. an MPEG video decoder 30
tor expanding a video bit stream compressed in the

MPE G lormat. a frame memory 31 for storing video data
expanded in MPEG video decoder 30 in units of frame.
an encodelsynclanti-tape/D/A 33 lor converting the dig-
ital video data expanded in MPEG video decoder 30 into
the analog NTSC lorrnat and inserting horizontal and
venical sync signals H-Sync and V-Sync and a Macro-
vision-mode analog copy protection signal in the con-
version process, an RF modulator 34 for modulating an
NTSC signal of the baseband output from encodelsyncl
anti-tapeID/A 33 into the RF band, an MPEG audio de-

coder 32 tor expanding the audio bit stream compressed
in the MPEG format. and a D/A 35 lor convening the
expanded digital audio data output lrom MPEG audio
decoder 32 irtto analog.

Here. in the procedure of conversion into decodable
bit stream in the MPEG video and audio dwoders trom

transpon IC 29. it is decided whether a program selected
through communication with access card 22 can be
viewed or not. It the bit stream is scrambled, its de-
scrambling is pertonned with the access card's permis-
sion. '

During the process of encodelsynclanti-tapeJD/A
33 prior to NTSC video output. the analog oopy protec-
tion wavelorrn is added to prohibit copying to the analog
VCR.

IRD 20 employs a CA system for conditional recep-
tion so that a subscriber views programs provided
through a broadcasting medium such as satellite broad-
casting.

ln IRD 20. the NDC verifier code. which is software,
and access card 22. which is a smart card for CA, are
used to support CA function. A descrambler 36 is con-
tained in transport IC 29.

The detailed block diagram of CA unit 37 and trans-
port IC 29 for operating the CA function in a manner gen-
erally used in digital broadcasting is shown in Fig. 5.

More specifically. CA unit 37. included in sman (2rd
22, is made up of smart card 38 for CA and microcorn-
puter 39 operated with CA software.

The CA function is perfonned when the lollowing
two kinds of data are transmitted from a broadcasting
station to the IRD. In other words, there are two types
of data such as entitlement control message (ECM) or
control mrd packet (CWP). and entitlement manage-
ment message (EMM) or conditional access packet
(CAP).

15

25

The EMM is accessed. through the telephone line
or satellite broadcasting. tothe sman card of the respec-
tive IRD at the data rate ol 200kbps. The broadcasting
station can access all ol subscrbers' smart cards in a

manner that the EMM is transmitted along with ID or ad-
dress. The EMM has inlomtation required to make a
control word (CW) for descrarnbling from the ECM inlor-
rnation. The ECM. infomtation in which the control word

is encrypted. is transmitted at a speed over 10 per sec-
ond.

For satellite broadcasting. there are Europe's DVB.
Korea‘s DBS. US’ echoster. and the like. aside from Di-

recTV. Their CA lunction commonly uses the ECM and
EMM inlorrnation. though different means is providedlor
the respective broedcastings.

The conventional Macrovlsion's IPPS is a system
havinga good pertormance with respect to the copy pro-
tection of analog NTSC video signal. This is an appro-
priate copyright protection means when a program sup-
plied through a digital medium is convened into analog
audiolvideo signal and recorded or copied through an
analog VCR.

However. the IPPS cannot guarantee a satisfactory
protection it digital data is recorded or copied using a
digital recording medium such as digital VCR. This is
because the IPPS uses a method of operating the head-
er‘s flag bits. without employing, todigital data. encodirtg
methods such as scrambling and encryption. By doing
so, hacking is easy to perform only by modulating the
flag bits. resulting in very low security.

Summag ot the Invemion

It would therefore be desirable to provide an illegal
view/copy protection method and apparatus for a digital
broadcasting system in which intellectual properties
supplied via digital media and protected by copyright are
prohibited from being illegally recorded or copied using
a digital recording medium such as digital VCR by a us-er.

It would also be desirable to provide an illegal viewl
copy protection method and apparatus for a digital
broadcasting system in which data recorded on a (as-

sette tape is always scrambled to make its hacking dil-
ficult and protect its copyright.

It would also be desirable to provide an illegal viewl
copy protection method and apparatus for a digital
broadcasting system in which copyright is proteded ap-
propriately tor respective media which are divided into
broadwsting media and pre-recorded media.

It would also be desirable to provide an illegal viewl
copy protection method and apparatus for a digital
broadcasting system in which intellectual properties
supplied lrom a program provider are reproduced to be
viewed on screen. copying of the intellectual properties
copied and the number of copy are controlled arbitrarily.
and lee tor recording and copying is cottected tor the
purpose ot copyright protection.
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According to a first aspect of the present invention,
there is provided an illegal view/copy protection method
for a digital broadcasting system comprising: an audio!
video signal transmission step for multiplexing and
transmitting audio/video bit stream scrambled in control
words and information where the control words and
CPTC information for illegal view/copy protection are
encrypted; and an audio/video reception step for de-
crypting the transmitted bit stream to analyze the CPTC
information and control words. deciding whether record-
ing is allowed or not to be recorded on cassette tape.
and using the control words, performing descrarnbling
and decoding to output audio/video signals to a monitor.

According to a second aspect of the present inven-
tion. there is provided an illegal view/copy protection ap-
paratus for a digital broadcasting system comprising: a
program producing ponion for multiplexing information
encrypted both with the control word for scrambling and
the CPTC information for prohibiting illegal view/copy,
and the audio/video bit stream scrambled in control
words, to thereby make a program; a distribution medi-
um ponion for distributing programs made in the pro-
gram producing portion througha transmission medium;
and a program receiving ponion for detecting and ana-
lyzing the CPTC inforrnalion from the bit stream trans-
mitted from the distribution medium portion and the bit
stream reproduced from cassette tape. and descrarn-
bling and decoding the bit stream transmitted from the
distribution medium portion.

Brief Description of the Attached Drawings

Figs. 1 and 2 illustrate the operation slate of a con-
ventional IPPS;

Fig. 3 is a block diagram of a conventional IPPS;
Fig. 4 is a block diagram of an IRD system;
Fig. 5 shows a configuration of general hardware
performing CA function;
Figs. 6A and 6B show formats of CPTC infonmtion
of an embodiment of the present invention;

Fig. 7 shows a state of generation copy indirzting
the number of tape recopiable;
Figs. SA-8D show the recording positions of the
CPTC information of an embodiment of the present
invention;

Fig. 9 is a flowchart of showing the transmission
step of an illegal view/copy protection method em-
bodying the present invention;

Fig. 10 is a flowchart of showing the reception step
of an illegal view/copy protection method embody-
ing the present invention;
Fig. 11 is a flowchan of the CPTC infomtation ana-
lyzing step of Fig. 10;
Fig. 12 is a flowchart of showing the reproduction!
rerecording step of an illegal view/copy protection
method embodying the present invention;
Fig. 13 shows the format of an EMM lookup table;
Fig. 14 shows the format ol a tape state signal;
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Fig. 15 is a flowchart of showing the EMM process-
ing step;

Fig. 16 is a block diagram of the whole configuration
of an illegal view/copy protection apparatus embod-
ying the present invention;
F lg. 17 is a block diagram of one embodiment of the
program receiving portion of Fig. 16;
Fig. 18 is a block diagram of another embodiment
of the program receiving ponion of Fig. 16;
Fig. 19 is a block diagram of still another embodi-

ment of the program receiving portion of Fig. 16;
Fig. 20 is a block diagram of yet another embodi-

ment of the program receiving portion of Fig. 16;
Fig. 21 is a block diagram of the lFlD shown in Figs.
17. 19 and 20;

Fig. 22 is a block diagram of the IRD and DVCR of
Fig. 18;

Fig. 23 illustrates the flow ol signals oi Fig. 21;
Fig. 24 is a block diagram of one embodiment of the
smart card of Fig. 17;
Fig. 25 is a block diagram of another embodiment
of the smart card of Fig. 17; and
Fig. 26 is a block diagram of the DVCFI of Fig. 17.

Detailed Desorption of the Invention

An illegal view/copy protection method for a digital
broadcasting system embodying the present invention
is perfonned by aud iofvideo signal transmission and au-
dio/video reception steps.

In the audio/video signal transmission step, audio!
video bit stream scrambled in control words and infor-
mation where the control words and CPTC information
for illegal view/copy protection are encrypted are multi-
plexed and transmitted.

In the audio/video reception step, the bit stream
transmitted in the audio/video signal transmission step
is decrypted to analyze the CPTC information and con-

trol words. By doing so, it is decided whether recording
is allowed or not. This result is recorded on cassette
tape. Using the control words. descrambling and decod-
ing are performed. and then audio/video signals are out-
put to a monitor. Here, the CPTC inlormation separately
manages the ECM, EMM and control words, and con-

tains CA inforrnation. to thereby control illegal view/copy
protection. The CPTC information will be described with
reference to Figs. 6A and 6B.

The CPTC information is formatted in a generation-
al copy control field for limiting the number of copy avail-
able in order to control the depth of generational copy,
and a reproducibility control field for limiting the repro-
duction of a copied program in order to control the
number of copyiable tapes. As shown in Fig. 6A. format-
ting is performed containing a descrambling infomation
field where part of the control words for descrambling
are recorded, or containing a CA field where CA infor-
mation for conditional access is recorded. as shown in
Fig. 6B.
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The CPTC inlomtation may be encrypted separate-
ly to be multiplexed with scrambled digital data. or con-
tained in the ECM information tor CA lor encryption and
multiplexing. Here. the generational copy control lield is
made up ol a permissible generational field tor limiting
the number ol copy permissible and a present genera-
tional field lor indicatingthe present generation ol a pro-
gram copied. it the present generation stored in the
present generational lield is greater than or equal to the
permissible generation stored in the permissible gener-
ational lield. recording or copying is impossible.

A reproduction control field is made up ol a repro-
ducible number field lor limiting the number ol reproduc-
ingacopied program. endamaximum reproducibletime
lield lor limiting time to reproduce the copied program.

Here. the reproducible number stored in the repro-
ducible number field implements a conditional-number
reproducibility lunction according to the current repro-
duction number ol cassette tape. The maximum repro-
ducible time stored in the maximum reproducible time
lield implements the conditional-time reproducibility
lunction ol copied cassette tape according to the current
time inlorrriation ol digital hardware.

The CPTC inlormation may allow the copied cas-
sette tape to be always reproducible, make it never re-
producible. allow it to be reproducible as many as a lim-
ited number. or make the copied cassette tape repro-
ducible tor a limited time alter recording or copying.

Using the permissible generational field and
present generational field ol the generational copy con-
trol lield, the reproducible number lield ol the reproduc-
tion control field. and data ol the maximum reproducible
time field. the depth ol generation copy, recopying ol
copied cassette tape, and reproduction time and
number are controlled. This process controls the
number ol copiable cassette tape copied, and reproduc-
tion time and number.

In other words. as shown in Fig. 7. intomiation
stored in the permissible generational field and present
generational field is used to allow first and second gen-
eration copy to be perlorm. inlormation stored in the re-
producible number field and maximum reproducible
time lield is used to allow reproduction as many as a
limited number or tor a limited time.

In order to prohibit illegal recording or copy of a pro-
gram protected by copyright law. collect lee tor record-
ing or copy. or arbitrarily control the number ot repro-
ducible copied tape to be made lrom a program supplied
by a provider. the depth of generation copy and repro-
duction ot copy tape are controlled to decide how long
the lirst generation recording and copy and second gen-
eration copy are made possible.

For this purpose. the copy tape made to be always
reproducible, it is made never to be reproducible. it is
rriade to be reproducible as many as a limited number.
or it is made to be reproducible lot a limited time after
recording or copy.

The data recorded on cassette tape contains

5

20

25

45

scrambled audiolvideo bit stream and CPTC inlorma-

tion. The CPTC inlormation is recorded on a recording
medium. that is, a rental tape. to prohibit illegal viewl
COPY-

In other words, as shown in Fig. BA. the CPTC in-
lormation is overwritten on the scrambled audiolvideo
bit stream lor the error eltect and recorded on cassette
tape. Otherwise. as shown in Fig. 8B. the CPTC intor-
mation is recorded on a portion ol the audio track ol cas-

sette tape. on the control track ol cassette tape as
shown in Fig. 8C. or on the video track ol cassette tape
as shown in Fig. 8D.

In other words, as shown in Fig. 8A. the CPTC in-
lormation is overwritten in a predetermined position in
the lorrn ol error alter panties tor error correction. that
is, inner and outer parities. are added to the scrambled

digital data. This method reduces error correction capa-
bility but requires no additional tape area tor rwording
the CPTC intormation. Further, during interleaving and
decoding ol ECC. the CPTC inlormation is recognized
as an enor and removed. obtaining the scrambled digital
data. Here. the CPTC inlormation is detected separate-
ly.

in case that the CPTC inlomtation is recorded in

pan ol audio track or control track, as shown in Figs. 8B
and BC. the audio head or control head must be addi-

tionally used as the means tor detecting the CPTC so
that audio track and control track are additionally ac-
cessed to detect the CPTC inlomiation.

The audio/video signal transmission step using the
CPTC intomtation will be exptained with relerence to
Fig. 9.

One embodiment ol the audio/video signal trans-
mission step is to transmit an audio/video signal not con-
taining the CA inlormation tor conditional access. This.
having only the copy protection lunction, is used in case
that a program which can be provided to all viewers is
transmitted.

As shown in Fig. 9, the first embodiment of the au-
dio/video signal transmission step comprises the steps
of: encoding (100) the audio/video bit stream; generat-
ing (105) a control word tor scrambling; scrambling
(104) tor the encoded audiolvideo bit stream using the
generated control word; generating (102) CPTC inlor-
mation for illegal view/copy protection; encrypting (103)
lor encrypting the control word and CPTC inlormation;
and multiplexing and transmitting (106) the scrambled
audio/video bit stream and encrypted CPTC inlom1a-
lion.

In other words. in step 100, the audiolvideo bit
stream is encoded. in step 105. the control word lor
scrambling is generated. In step 104. the encoded au-
dio/video bit stream is scrambled using the generated
control word. In step 102. the CPTC inlomtation lor ille-
gal view/copy protection is generated. In step 103, the
CPTC inlormation and CA inlormation are encrypted us-
ing the generated control word. The scrambled audiol
video bit stream. encrypted CPTC inlomiation and CA

Petitioner Apple Inc. — Exhibit 1006, p. 3053



Petitioner Apple Inc. - Exhibit 1006, p. 3054

9 EP 0 763 936 A2 10

information are multiplexed and transmitted through a
transmission medium in step 106. The audio/video sig-
nal transmitted through the first embodiment ot the au-

dio/video signal transmission step is received through
one embodiment of an audio/video reception step.

Referring to Fig. 10, the first embodiment of the au-

dio/video reception step comprises the steps of filtering
(110) the transmitted bit stream and decrypting (111) the
CPTC inlormation; analyzing (113 and 114) the CPTC
information to generate a control word and a signal for
controlling the protection of copyright and to update the
CPTC inlormation; deciding (115) whether to allow re-
cording according to the signal for controlling the pro-
tection of copyright to record the scrambled and trans-

mitted bit stream on cassette tape; and descrambling
and decoding (116 and 117) the transmitted bit stream

in the control word and outputting an audio/video signal.
in other words, the bit stream transmitted in the first

embodiment of the audio/video signal transmission step
is filtered and the CPTC information is decrypted in
steps 110 and 111. The CPTC information is analyzed
to generate the control word and the signal for control-
ling the protection of copyright, and the CPTC informa-
tion is updated in steps 113 and 114. Whether to allow
recording is determined by the generated signal for con-
trolling the protection ot copyright so that the scrambled
and transmitted bit stream is recorded on cassette tape
in step 115. Then, the transmitted bit stream is descram-
bled and decoded in control words and output as an au-
diolvideo signal in steps 116 and 117. Here, all of the
control word is contained in the CPTC intomtation.

Referring to Fig. 11. the CPTC information analyz-
ing step comprises the steps of detecting (1 30, 131, 132
and 133) the permissible generation ot the permissible
generational field for limiting the available number of
copy of a program of the CPTC information and the

present generation of the present generational field in-
dicating the present generation of the program copied,
to thereby perlorm copy-impossible and update the
CPTC information: and detecting (134, 135, 136 and
137) the reproducible number of the reproducible
number field for limiting the number of reproduction ol
copied programs of the CPTC information, the maxi-
mum reproducible time of the maximum reproducible
time field for limiting time to reproduce the copied pro-
gram, and the number and time of reproduction of tape,
to thereby process reproductiorrimpossible.

The copying number limiting step comprises the
steps of: comparing (130) the permissible generation of
the permissible generational field and the present gen-
eration of the present generational field and deciding
vrrnether the permissible generation is below the present
generation; it the permissible generation is below the
present generation, generating (t 31) an output disable
signal to make copying impossible and destroying the
control word; and it the permissible generation is not be-
lowthe present generation. increasing (1 32) the present
invention by '1' and recording the result on cassette
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tape. it the permissible generation is not below the

present generation. the CPTC inlormation is updated in
step 133, instead of increasing the present generation
by '1.‘

In order to control generation copy, the permissible
generation of the permissible generational field and the
present generation of the present generational field are
compared in step 130. It the permissible generation is
below the present generation, the output disable signal
is generated to make copying impossible and the control
word is destroyed in step 131. If the permissible gener-
ation is not below the present generation, the present
generation is increased by '1 ' and thus recorded on cas-

sette tape in step 132. This enables generation copy.
Here, it can be possible that generation copy is limited
by updating the CPTC inlormation. instead of increasing
the present generation by '1 .'

The reproduction limiting step comprises the steps
of: comparing the reproducible number of the reproduc-
ible number freld and the reproduction number of tape
and deciding (134) whether the reproducible number is
below the reproduction number of tape; it the reproduc-
ible number is not below the reproduction number of
tape, comparing the maximum reproducible time and re-
production time ol tape, and deciding (135) vrmether the
maximum reproducible time is below the reproduction
time ot tape; it the maximum reproducible time is not
below reproduction time of tape, turning off (136) an en-
able erase signal to thereby enable the copied program
to be reproduced; it the reproducible number is below
the reproduction number ot tape or the maximum repro-
ducible time is belowthe reproduction time cl tape, tum-
irrg on (137) the enable erase signal to make the repro-
duction ot the copied program impossible so that part ot
or the whole program recorded on cassette tape iserased.

In order to control reproduction, the reproducible
number of the reproducible number field and the repro-
duction number of tape are compared in step 134. It the
reproducible number is not below the reproduction
number of tape. the maximum reproducible time of the
maximum reproducible time field and the reproduction
time of tape are compared and it is decided whether the
maximum reproducible time is below the reproduction
time ot tape in step 135. In other words. though repro-
ducible, vrfnether it is limited by the reproducible time
must be checked. If the maximum reproducible time is
not below the reproduction time of tape, the enable
erase signal is turned off in step 136 to thereby make
the copied program reproducible. It the reproducible
number is below the reproduction number ot tape or the
maximum reproducible time is below the reproduction
time of tape, the enable erase signal is turned on to pro-
hibit the reproduction of the copied program. By doing
so, part of or the whole program recorded on cassette
tape is erased to make copy and reproduction impossi-
ble in step 137.

Here, the current time is transmitted to the user by
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a provider along with a program. In this case, the copy-
right protection system implements limited time repro-
duction using transmitted time information. In this meth-
od, the program provider manages the whole users‘ time
so that time modulation by a user cannot occur. There-
fore. this is very secure.

The bit stream transmitted in the first embodiment

of the audio/video signal transmission step contains
ECM and EMM. Fan of the control word may be con-
tained in the CPTC information. Its remainder may be
contained in the ECM or EMM. The whole control word
is contained in the ECM or EMM.

The audiofvideo signal containing the control word
and transmitted according to the audiolvideo signal
transmission step is received according to another em-
bodiment of the audio/video reception step.

Referring to Fig. 10. the second embodiment of the
audio/video reception step comprises the steps of filter-
ing (1 1 0) the transmitted bit stream and decrypting (111)
the CPTC information and control word; filtering (118)
the control word; analyzing (113 and 114) the CPTC in-
formation to generate a control word and a signal for
controlling the protection of copyright and to update the
CPTC information; deciding (115) whether to allow re-
cording according to the signal for controlling the pro-
tection of copyright to record the scrambled and trans-
mitted bit stream on cassette tape; and descrambling
and decoding (116 and 117) the transmitted bit stream
in control words and outputting an audiolvideo signal.

In other words. the bit stream transmitted in the au-

diolvideo signal transmission step is filtered and the
CPTC inlomiation and control word are decrypted in
steps 110 and 111. The control word is filtered in step
118. The decrypted CPTC information is analyzed to
generate the control word and the signal for controlling
the protection of copyright. and the CPTC inlorrnation is
updated in steps 113 and 114. Whether to allow record-
ing is determined by the generated signal for controlling
the protection of copyright so that the scrambled and
transmitted bit stream is recorded on cassette tape in
step 115. Then. the transmitted bit stream is descram-
bled and decoded in control words and output as an au-
diolvideo signal in steps 116 and 117.

Referring to Fig. 11. in the same manner as the first
embodiment of the audio/video reception step. the
CPTC information analyzing step comprises the steps
of: generating the control words; detecting (130, 131.
132 and 133) the permissible generation of the permis-
sible generational field for limiting the available number
of copy of a program of the CPTC infomtation and the
present generation of the present generational field in-
dicating the present generation of the program copied.
to thereby pertorm copy-impossible and update the
CPTC information; and detecting (134. 135, 136 and
137) the reproducible number of the reproducible
number field for limiting the number of reproduction oi
copied programs of the CPTC infomtation. the maxi-
mum reproducible time of the maximum reproducfiale
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time field for limiting time to reproduce the copied pro-
gram, and the number and time of reproduction of tape.
to thereby process reproduction-impossible.

The copying number limiting step comprises the
steps of: comparing (1 30) the permissible generation ol
the permissible generational field and the present gen-
eration of the present generational field and deciding
whether the permissble generation is below the present
generation; it the permissible generation is below the
present generation. generating (131) an output disable
signal to make copying impossible and destroying the
control word; and it the permissible generation is not be-
low the present generation, increasing (1 32) the present
invention by '1' and recording the result on cassette
tape. If the permissible generation is not below the
present generation. the CPTC information is updated in
step 133, instead of increasing the present generation
by '1 .'

The reproduction limiting step comprises the steps
of: comparing the reproducible number of the reproduc-
ible number field and the reproduction number of tape
and deciding (134) whether the reproducible number is
below the reproduction number of tape; it the reproduc-
rble number is not below the reproduction number of
tape. comparing the maximum reproducible time and re-
production time of tape. and deciding (135) whether the
maximum reproducible time is below the reproduction
time of tape; it the maximum reproducible time is not
below reproduction time ot tape. turning off (1 36) an en-
able erase signal to thereby enable the copied program
to be reproduced; if the reproducible number is below
the reproduction number of tape or the maximum repro-
ducible time is belowthe reproduction time of tape, turn-
ing on (137) the enable erase signal to make the repro-
duction of the copied program impossible so that part of
or the whole program recorded on cassette tape iserased.

Another embodiment of the audioNideo signal
transmission step is to transmit an audiolvideo signal
containing the CA infomtation for conditional access.

This. having the illegal reception and copy protection
functions. is used in case that a program which can be
provided to limited viewers is transmitted.

As shown in Fig. 9, the second embodiment of the
audio/video signal transmission step comprises the
steps of: encoding (100) the audio/video bit stream; gen-
erating (105) a control word for scrambling; scrambling
(104) for the encoded audio/video bit stream using the
generated control word; generating (102) CPTC infor-
mation for illegal view/copy protection; generating (101)
CA infomiation for conditional reception; encrypting
(103) for encrypting the CPTC information and CA in-
formation; and multiplexing and transmitting (106) the
scrambled audiolvideo bit stream and encrypted CPTC
inforrmtion and CA information.

In other words. in step 100. the audiolvideo bit
stream is encoded. In step 105. the control word for
scrambling is generated. in step 104. the encoded au-
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diolvideo bit stream is scrambled using the generated
control word. In step 102. the CPTC intormation tor ille-

gal view/copy protection is generated. In step 101. CA
intormation tor conditional reception is generated. In
step 103, the CPTC intormation and CA intorrrtation are
encrypted using the generated control word. The scram-
bled audio/video bit stream. encrypted CPTC intorrna-
tion and CA intormation are multiplexed and transmitted
through a transmission medium in step 106. The audio!
video signal transmitted through the second embodi-
ment ol the audio/video signal transmission step is re-
ceived through the second embodiment ot the audio/vid-
eo reception step.

Fleterring to Fig. 10. the second embodiment ol the

audiolvideo reception step comprises the steps ol: fil-
tering (110) the transmitted bit stream and decrypting
(111) the CPTC intormation; analyzing (112. 113 and
114) the CPTC intormation and CA intormation to gen-
erate a control word and a signal tor controlling the pro-
tection ot copyright and to update the CPTC intormation;
deciding (115) whether to allow recording according to
the signal tor controlling the protection ct copyright to
record the scrambled and transmitted bit stream on cas-

sette tape; and descrambling and decoding (116 and
117) the transmitted bit stream and outputting an audio!
video signal. .

Referring to Fig. 11. irt the same manner as the first
embodiment ot the audiolvidec reception step, the
CPTC intormation analyzing step comprises the steps
oi: generating a control word; detecting (130. 131. 132
and 133) the permissible generation ol the permissible
generational field tor limiting the available number ot
copy 01 a program ot the CPTC intormation and the
present generation ot the present generational field in-
dicating the present generation ot the program copied.
to thereby pertorm copy-impossible and update the
CPTC intormation; and detecting (134, 135. 138 and
137) the reproducible number ot the reproducible
number field tor limiting the number 01 reproduction ol
copied programs ot the CPTC intormation. the maxi-
mum reproducnate time ot the maximum reproducible
time field tor limiting time to reproduce the copied pro-
gram, and the number and time ot reproduction ot tape.
to thereby process reproduction-impossible.

In the same manner as the first embodiment ot the

audio/video reception step, the copying number limiting
step comprises the steps ot: comparing (130) the per-
missible generation ot the permissible generational field
and the present generation ot the present generational
tield and deciding whether the permissible generation is
below the present generation; it the permissible gener-
ation is below the present generation, generating (131)
an output disable signal to make copying impossible and
destroying the control word; and it the permissible gen-
eration is not below the present generation. increasing
(132) the present invention by '1' and recording the re-
sult on cassette tape. it the permissible generation is not
below the present generation. the CPTC intormation is

updated in step 133.
The reproduction limiting step comprises the steps

ot: comparing the reproducible number ot the reproduc-
_ ible number field and the reproduction number ot tape
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and deciding (134) whether the reproducible number is
below the reproduction number ol tape; it the reproduc-
ible number is not below the reproduction number ol
tape. comparing the maximum reproducibletime and re-
production time ot tape. and deciding (135) whether the
maximum reproducible time is below the reproduction
time 01 tape; it the maximum reproducible time is not
below reproduction time ot tape, turning ott (1 36) an en-
able erase signal to thereby enable the copied program
to be reproduced; it the reproducible number is below

the reproduction number ot tape or the maximum repro-
ducible time is below the reproduction time 01 tape. tum-
ing on (137) the enable erase signal to make the repro-
duction ot the copied program impossible so that part ot
or the whole program recorded on cassette tape iserased.

The bit stream transmitted in the second embodi-

ment ot the audio/video signal transmission step con-
tains ECM and EMM. Part ot the control word may be
contained in the CPTC intomtation. Its remainder may
be contained in the ECM or EMM. The whole control
word is contained irt the ECM or EMM.

The audio/video signal containing the control word
and transmitted according to the audiolvideo signal
transmission step is received according to another em-
bodiment ot the audiolvideo reception step. The audiol
video signal transmitted in the audio/video signal trans-
mission step containing the control word is received ac-
cording to still another embodiment ot the audiolvideo
reception step.

Reterring to Fig. 10. the third embodiment ot the au-

dio/video reception step comprises the steps ot: filtering
(1 10) the transmitted bit stream and decrypting (111 ) the
CPTC intomtation and CA intormation; analyzing (112,
113. 114 and 118) the CPTC intomtation and CA intor-

mation and filtering the control word to generate a con-
trol word and a signal tor controlling the protection ct
copyright and to update the CPTC intormation; deciding
(1 1 5) whether to allow recording according to the signal
tor controlling the protection 01 copyright to record the
scrambled and transmitted bit stream on cassette tape;
and descrambling and decoding (1 16 and 1 17) the trans-
mitted bit stream and outputting an audio/video signal.

Fieterring to Fig. 11. in the same manner as the first
embodiment ot the audiolvideo reception step, the
CPTC intormation analyzing step comprises the steps
ot: generating the control words; detecting (130, 131.
132 and 133) the permissible generation ot the permis-
sible generational field tor limiting the available number
ot copy of a program ot the CPTC intortttation and the
present generation ot the present generational tield in-
dicating the present generation ot the program copied.
to thereby pertorm copy-impossible and update the
CPTC intomtation; and detecting (134. 135. 136 and
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137) the reproducible number of the reproducible
number field for limiting the number of reproduction of
copied programs of the CPTC information, the maxi-
mum reproducible time of the maximum reproducible
time field for limiting time to reproduce the copied pro-
gram, and the number and time of reproduction of tape,
to thereby process reproduction—impossible.

The copying number limiting step comprises the
steps of: comparing (130) the permissible generation of
the permissible generational field and the present gen-
eration of the present generational field and deciding
whether the permissible generation is below the present
generation; if the permissible generation is below the
present generation, generating (131) an output disable
signal to make copying impossible and destroying the
control word; and if the permissible generation is not be-
lowthe present generation, increasing (1 32) the present
invention by '1‘ and recording the result on cassette
tape, and if the pennissible generation is not below the
present generation, updating the CPTC infomration in
step 133.

The reproduction limiting step comprises the steps
of: comparing the reproducible number of the reproduc-
ible number field and the reproduction number of tape
and deciding (134) whether the reproducible number is
below the reproduction number of tape; it the reproduc-
ible number is not below the reproduction number of
tape, comparing the maximum reproducible time and re-
production time of tape, and deciding (1 35) whether the
maximum reproducrlale time is below the reproduction
time of tape; if the maximum reproducible time is not
below reproduction time of tape, turning off (136) an en-
able erase signal to thereby enable the copied program
to be reproduced; it the reproducible number is below
the reproduction number of tape or the maximum repro-
ducible time is below the reproduction time of tape. tum-
ing on (137) the enable erase signal to make the repro-
duction of the copied program impossible so that pan of
or the whole program recorded on cassette tape is
erased.

The illegal view/copy protection method for digital
‘ broadcasting system embodying the present invention,

alter the audio/video signal transmission step and au-
diolvideo reception step, further comprises a reproduc-
tion and rerecording step of: decrypting the bit stream
recorded and reproduced on cassette tape. analyzing
the CPTC information, deciding whether to allow rere-
cording, recording the result on cassette tape, filtering
the control word, and performing descrambling and de-
coding to output an audio/video signal.

Fleferring to Fig. 12, the audiolvideo reproduction
and rerecording step comprises the steps of: filtering
(120) the bit stream recorded and reproduced on video
tape, and decrypting (121) the CPTC information; ana-
lyzing (122 and 123) the CPTC infomtation to generate
control words and a signal for controlling the protection
of copyright and update the CPTC information; deciding
(124) whether to allow recording according to the signal
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of controlling the protection of copyright, and recording
the scrambled and transmitted bit stream on cassette

tape; descrambling and decoding (125 and 126) the
transmitted bit stream in control words to output an au-
dio/video signal: and deciding whether to allow post-re-
production according to the signal for controllingthe pro
teclion of copyright to thereby erase pan of or the whole
data recorded on cassette tape. ‘

Here, EMM may contain infomiation required for
decoding inlomtation in orderto pertorm the illegal viewl
copy protection method of a broadcasting system. In this
case, a step of storingand processing the EMM is added
in the audio/video reproduction and rerecording step.

In the EMM storing and processing step, in case
that the EMM is updated by a broadcasting station for
the purpose of copyright protection, the EMM having in-
formation required to decode the CPTC infomration is

stored in order to continuously reproduce programs of
copied cassette tape. ‘

Here, an ID number indicative of updating the EMM
is recorded on cassette tape. The EMM is stored to
which the updating state and the ID number of cassette
tape are mapped.

The EMM storing and processing step comprises
the steps o'r. storing all EMM to be updated and corre-
sponding ID information; selecting the latest EMM in re-
cording cassette tape; recording a corresponding ID
number, and selecting an EMM corresponding to the ID
number recorded on cassette tape in reproducing the
cassette tape.

As shown in Fig. 13. all EMMs (EMM1, EMM2,
EMM3,...) to be updated on the EMM lookup table and
corresponding ID information (ID1, lD2, |D3,...) are
mapped and stored.

Referring to Figs. 14 and 15, in recording a program
on cassette tape, that is, when recording is indicated in
the recordinglreproduction mode, an ID number corre-
sponding to the latest, the final, EMM, is recorded.
Thereafter, in reproducing the cassette tape, that is,
when reproduction is indicated in the recordingIrepro-
duction mode, an EMM corresponding to the ID number
recorded on cassette tape is selected from the EMM
lookup table so that the recorded program is reproduced
according to the reproducible number of the reproduci-
ble number field and the reproduction number recorded
on the video tape.

Referring to Fig. 16. an illegal view/copy protection
apparatus of digital broadcasting system embodying the
present invention comprises a program producing por-
tion 200, distribution medium ponion 201, and program
receiving ponion 202.

Program producing ponion 200 otters programs, in
which inlomration encrypted both with the control word

for scrambling and the CPTC infomlation for prohibiting
illegal view/copy. and the audio/video bit stream scram-
bled in control words are multiplexed to make a pro-
gram.

Distribution medium ponion 201 distributes pro-
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grams made in program producing portion 200 through
a transmission medium.

Program receiving portion 202 detects and analyz-
es the CPTC iniomtation lrom the bit stream transmitted
trom distribution medium portion 201 and the bit stream
reproduced lrom cassette tape, and descrambles and
decodes the bit stream transmitted trorn distribution me-
dium portion 201. The descrambled and decoded bit

stream is displayed or recorded on cassette tape.
Program producing portion 200 comprises a control

word generator 203 tor generating a control word tor
scrambling, a CPTC generator 204 tor generating the
CPTC intormation tor prohibiting illegal view/copy, a
scrambling portion 206 tor scrambling the audio/video
bit stream using the control word output lrom control
word generator 203, an encrypting portion 205 tor en-
crypting the control word output lrom control word gen-
erator 203 and the CPTC intormation output trom CPTC
generator 204, and an adder 207 tor multiplexing the
signals output lrom scrambling portion 206 and encrypt-
ing portion 205 and transmitting them to distribution me-
dium portion 201.

Distribution medium portion 201 comprises a
broadcasting medium 208 tor distributing the program
made by program producing portion 200 through cable,
satellite or terrestrial broadcasting, and a recording me-
dium 209 for distributing the program made by program
producing portion 200 through cassette tape.

Program receiving portion 202 comprises a de-
crypting portion 210 tor decrypting the bit stream trans-
mitted lrom broadcasting medium 208. a CPTC detect-

inglanalyzing ponion 211 tor detecting and analyzing
the CPTC intormation from the bit stream output lrom
decrypting portion 210 and recording medium 209, and
outputting signals tor controlling the control word and
illegal view/copy, a descrambling portion 212 lor de-
scrambling the bit stream transmitted lrom broadcasting
medium 208 and recording medium 209 and the bit
stream reproduced lrom cassette tape, a decoding por-
tion 213 tor decoding and displaying the signal output
lrom descrambling ponion 212, and a recordingIrepro—
ducing portion 214 tor recording the bit stream transmit-
ted lrom broadcasting medium 208 and recording me-
dium 209 according to the signal output from CPTC de-
tectinglanalyzing ponion 211, and reproducing cassette
tape. to thereby output the result to descrambling por-
tion 212 and CPTC detectinglanalyzing portion 211.

The operation oi an illegal view/copy protection ap-
paratus tor a digital broadcasting system embodying the
present invention will be described below.

Control word generator 203 generates a control
word tor scrambling. and CPTC generator 204 gener-
ates the CPTC intormation tor prohibiting illegal viewl
copy. Scrambling ponion 206 scrambles the audio/Video

bit stream using the generated control word. Encrypting
portion 205 encrypts the CPTC inlomtation output from
CPTC generator 204 using the generated control word.
The audio/video bit stream scrambled in scrambling por-
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tion 206 is multiplexed with the encrypted CPTC intor-
mation in adder 207. The multiplexed result is transmit-
ted to a reception port through distribution medium por-tion 201.

The signal output lrom adder 207 is transmitted to

program receiving portion 202 through broadcasting
medium 208 such as cable, satellite, and terrestrial
broadcastings, or through recording medium 209 made
ot cassette tape such as rental tape.

The bit stream transmitted through broadcasting
medium 208 is decrypted in decrypting ponion 210. The
CPTC intormation is detected and analyzed in CPTC
detectinglanalyzing ponion 211 so that signals for con-
trolling the control word and illegal view/copy are output.
Here. the bit stream transmitted to cassette tape through
recording medium 209 is reproduced in recordingIrepro-
ducing ponion 214 and input to descrambling portion
212 and CPTC detectinglanalyzing ponion 211. The bit
stream transmitted lrom broadcasting medium 208 and
the bit stream reproduced lrom recording medium 209
through recording/reproducing portion 214 are de-
scrambled in descrambling ponion 212 according to the
control word output trom CPTC detecting/analyzing por-
tion 211. The signal output trom descrambling portion
212 is decoded in decoding portion 213 and displayed.
The bit stream transmitted trom broadcasting medium
208 and recording medium 209 is recorded on cassette

tape in a recordinglreproducing ponion 214 according
to the signal output trom CPTC detectinglanalyzing por-tion 211.

Data received lrom program receiving portion 202
and recorded on cassette tape is made up 01 the scram-
bled audiolvideo bit stream and CPTC intormation. The

contiguration oi the program receiving ponion having
decrypting portion 210. CPTC detectinglanalyzing por-
tion 211, descrambling portion 212, decoding portion
213 and recordinglreproducing ponion 214 will be ex-
plained with relerence to Figs. 17, 18, 19. and 20.

One embodiment ot the program receiving ponion
ot Fig. 17 receives and processes data transmitted via
a broadcasting medium. Specifically, this embodiment
pertorms conditional access and copy protection.

Fleterring to Fig. 17, the first embodiment ot the pro-
gram receiving portion comprises an IRD 222 tor receiv-
ing, decoding and descrambling the bit stream transmit-

ted trom broadcasting medium 208, outputting analog
audio/video data to be displayed and outputting scram-
bled digital audiolvideo data to be recorded on cassette
tape. a smart card 221 tor decrypting the bit stream out-
put lrom IFID 222, detectinglanalyzing the CPTC intor-
mation, and outputting the control word and signals tor
controlling illegal view/copy to IRD 222 in order to per-
torm conditional access and copy protection, a DVCFI
223 tor recording the digital audio/video data and CPTC
intormation scrambled and output lrom lFlD 222 on cas-
sette tape, and reproducing the scrambled digital audio!
video data and CPTC infomtation recorded on cassette
tape to be output to IFID 222, and a lookup table 224 tor,
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in case that the EMM is updated by a broadcasting sta-
tion lor the purpose cl copyright protection. storing EMM
having inlormation required to decode the CPTC inlor-
mation. and outputting CPTC inlorrnation correspond-
ing in reproduction to sman card 221 in order to contin-

uously reproduce the program ol copied cassette tape.
Here. lockup table 221 is mapped and processed as
shown in Figs. 13. 14 and 15.

The operation oi the lirst embodiment ol the pro-
gram receiving portion will be described below.

In case that a bit stream. that is, a program, is re-
ceived through a broadcasting medium. the received
audio/video data is scrambled digital audio/video data.

The received bit stream is decoded in lFlD 222 and
decrypted in smart card 221. its CPTCinlon11ation is de-

tected and analyzed so that a signal tor controlling the
control word and illegal view/copy is output to IRD 222.

|FlD 222 descrambles the decoded bit stream using
the bit stream output lrom smart card 221 and signals
tor controlling illegal view/copy. The descrambled bit
stream is output to display analog audio/video data. |FlD
222 outputs the scrambled digital audiolvideo data and
CPTC inlormation to DVCT 223 in order to record them
on cassette tape.

The scrambled digital audio/video data and CPTC
inlonnation output lrom IHD 222 is recorded on cassette
tape in DVCFI 223. They are in turn reproduced in DVCR
223 and processed in the same manner that the bit
stream transmitted via the broadcasting medium is de-
scrambled and processed in IFtD 222 and smart card
221. The processed result is output to be displayed on
a monitor. or output to the DVCFl and reccpied.

Here. reproduction and recopy are made possible
by the data stored in the permissible generational lield.
present generational field. reproducible number tield.
and maximum reproducible time field contained in the
CPTC inlormation.

Updated EMM is mapped and stored in lockup table
224 so that. when the EMM is updated through a broad-
casting signal in a broadcasting station in order to pro-
tect copyright. the program oi cassette tape copied can
be continuously reproduced.

Lookup table 224 reads out the EMM containing in-
lormation required to decode the CPTC inlom-ration in
reproducing the wssette tape. Corresponding CPTC in-
lonnation is output to sman card 221 to enable repro-
duction.

Another embodiment ol the program receiving por-
tion shown in Fig. 18 is to receive and process data
transmitted through a recording medium. tor instance.
rental tape.

The second embodiment ol the program receiving
portion. as shown in Fig. 18, comprises a DVCR 232 lor
detectinglanalyzing the CPTC intormation lrom the bit
stream transmitted lrom the recording medium. output-
ting a control word and signals tor controlling illegal
view/copy, and reproducing scrambled digital audiolvid-
eo data, and an lFlD 231 tor receiving the control word
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and signals for controlling illegal view/copy output lrorn
DVCFI 232, descrambling the scrambled digital audio/
video data. and outputting analog audiolvideo data to
be displayed or recorded.

The second embodiment ol the program receiving
ponion is to pertorm CPTC detection and processing
carried out in the sman card 01 the lirst embodiment ol

the program receiving portion shown in Fig. 17. The op-
eration ol the second embodiment ol the program re-
ceiving portion will be described below.

In (258 that the bit stream is received through the
recording medium. the audio/video data reproduced
through the DVCFI is scrambled digital audiolvideo data.

The bit stream recorded in DVCFI 232 is repro-
duced. Its CPTC irrlorrnation is detected and analyzed
so that the control word and signal lor controlling illegal
view/copy is output to lFlD 231. The bit stream repro-
duced lrom DVCFI 232 is decoded in lFlD 231. The de-

coded bit stream is descrambled according to the con-
trol word and signal tor controlling illegal view/copy out-
put lrom DVCFI 232 so that analog audiolvideo data is
output to be displayed.

|FlD 231 outputs the scrambled digital audiolvideo
data and CPTC inlorrnation to DVCFI 232 to record them

on cassette tape. The scrambled digital audiolvideo da-
ta and CPTC intormation output lrom IHD 231 is record-
ed on cassette tape and recopied in DVCFI 223.

Here. reproduction and recopy are made possible
by the data stored in the permissible generational field.
present generational field. reproducible number field.
and maximum reproducible time lield contained in the
CPTC inlonnation.

Fleterring to Fig. 19. still another embodiment ol the
program receiving portion is to receive and process data
transmitted through a recording medium, performing
copy protection (CP).

As shown in Fig. 19. the third embodiment ol the
program receiving ponion comprises a DVCR 243 lor
reproducing the scrambled digital audiolvideo data and
CPTC inlormation recorded on cassette tape through a
recording medium. and outputting them to lFlD 242, an
IFID 242 lor decodingldescrambling the bit stream trans-
mitted lrom DVCFI 243. and outputting analog audiolvid-
eo data to be displayed. and a smart card 241 tor de-
crypting the bit stream output trom lFlD 242. detectirrgl
analyzing the CPTC. and outputting the control word
and signals tor controlling copying to lFlD 222 to thereby
pertonn CP. The operation ol the third embodiment ol
the program receiving portion will be explained below.

In case that the bit stream is received via a record-

ing medium. that is. through rental tape, the reproduced
audio/video data is scrambled digital audio/video data.

The scrambled digital audio/video data and CPTC
intormation reproduced lrcm DVCR 243 are decoded in
IRD 242 and decrypted in smart card 241. The CPTC
inlorrmtion is detected and analyzed so that the control
word and signal lor controlling copying are output to lFlD
242.
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|FlD 242 descrambles the decoded bit stream using
the CPTC information output trom smart card 241 and
signals tor controlling copying so that analog audio/vid-
eo data is output to be displayed.

IRD 242 outputs the scrambled digital audio/video
data and CPTC inlormation to DVCR 243 in order to

record them on cassette tape. The scrambled digital au-
dioNideo data and CPTC information output trom IRD
242 are recorded on cassette tape in DVCR 243.

Here, reproduction and recopy are made possible
by the data stored in the permissible generational lield.
present generational field, reproducible number field,
and maximum reproducible time lield contained in the
CPTC information.

Relerring to Fig. 20, yet another embodiment ot the
program receiving ponion is to receive and process data
transmitted through a recording medium. pertonning
conditional access and CP. This embodiment is made

in such a manner that in case of using the same CPTC
intorrnation as the broadcasting medium, the sman card
is commonly used.

As shown in Fig. 20, the fourth embodiment ot the
program receiving portion comprises a DVCR 253 lor
reproducing the scrambled digital audio/video data and
CPTC inlonnation recorded on cassette tape through a
recording medium, and outputting them to IRD 252, an
lFtD 252 lordecodingldescrambling the bit stream trans-
mitted trom DVCR 253, and outputting analog audio/vid-
eo data to be displayed, and a sman card 251 tor de-

crypting the bit stream output trom IRD 252, detecting!
analyzing the CPTC, and outputting the control word
and signals torcontrolling copying tolRD252 to thereby
pertonn CA and CP. The operation of the third embodi-
ment ol the program receiving portion will be explained
below.

In case that the bit stream is received via a record-

ing medium, that is, through rental tape and the DVCR,
the reproduced audio/video data is scrambled digital au-
dio/video data.

The scrambled digital audio/video data and CPTC
intorrnation reproduced trom DVCR 253 are decoded in
lFlD 252 and decrypted in sman card 251. The CPTC
intormation is detected and analyzed so that the control
word and signal tor controlling copying are output back
to IFlD 252.

IRD 252 descrambles the decoded bit stream using
the CPTC inlonnation output trom smart card 251 and
signals tor controlling illegal view/copy so that analog
audio/video data is output to be displayed.

IRD 252 outputs the scrambled digital audiolvideo
data and CPTC inlomiation to DVCFl 253 in order to

record them on cassette tape. The scrambled digital au-
dio/video data and CPTC inlormation output trom lRD
222 are recorded on cassette tape in DVCR 253.

Here, reproduction and recopy are made possible
by the data stored in the permissible generational lield,
present generational field, reproducible number field.
and maximum reproducible time field contained in the
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CPTC intonnation.

IRD 222, 242, or 252 shown in Fig. 17, 19 or 20 is
made in the tollowing contiguration as shown in Fig. 21.

Fleterring to Fig. 21 . IFlD 222. 242 or 252 comprises
a recordingldigital output controller 262 for decoding the
bit stream transmitted trom the broadcasting medium
and DVCR, outputting to sman card 221, receiving the
control word and signals tor controlling illegal viewlcopy
output trom sman card 221, and controlling the output
at the scrambleddigital audiolvideo data tor the purpose
of recording and displaying; a descrambler 263 tor de-
scrambling the scrambled digital audio/Video data out-
put trom recordingldigital output controller 262 accord-
ing to the control word output trom recordingldigital out-
put controller 262, and a display processing ponion 264
tor processing and outputting the digital audioNideo da-
ta output trom descrambler 263 to be displayed. Here,
DVCR 265 pertonns reproduction mainly. DVCR 223 of
the program receiving ponion ot Fig. 18 combines re-
cording therewith. The operation of IRD 266 will be de-
scribed below.

The signal output to smart card 261 trom recording!
digital output controller 262 ct IRD 266 is ECM, EMM
and CPTC intomiation. The signals output trom sman
card 261 to IRD 266 are the control word used to de-

scramble and display the bit stream, and a signal tor
controlling copy protection.

Recordingldigital output controller 262 communi-
cates with the sman card, pertomts recording according
to the signals ot copy protection, outputs them to the
digital output port in order to record them in another set,
and outputs the control word and bit stream to descram-
bler 263.

When output to the recordingldigital output port, up-
dated ECM, EMM and CPTC intormation are output in
addition to the scrambled data trom recordingldigital
output controller 262 so that a copy ditterent trom the_
original script, that is. the broadcast or rental tape.

The ECM, EMM and CPTC are transmitted in vari-
ous combinations. For the tirst combination, the ECM,
EMM and CPTC are independently combined. The sec-
ond combination is that the CPTC is included in the ECM

and the EMM is independently combined. The third is
that the CPTC is included in the EMM and the ECM is
independently combined.

IFtD 231 and DVCR 232 at Fig. 18 use the sman
card, and additionally requires a CPTC detection and
processing portion in the DVCR, which will be shown in
Fig. 22.

DVCR 232 comprises a CPTC detectingIprocess-
ing portion 276 tor detectinglanalyzing the CPTC intor~
mation trom the bit stream transmitted trom recording
medium 209, and outputting the control word and sig-
nals tor illegal view/copy, and a reproducing portion 277
tor reproducing the bit stream transmitted trom record-
ing medium 209 and outpuning it to the IRD.

lFlD 231 comprises a digital output controller 272
tor receiving the control word and signals tor controlling
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illegal view/copy output lrom CPTC detectingIprocess-
ing portion 276, and controlling the otnput ol the scram-
bled digital audio/video data output lrom reproducing
portion 277 in order to display them, a descrambler 273
lor descrambting the scrambled digital audiotvideo data
output lrom digital output controller 262 according to the
control word output lrom digital output controller 262,
and a display processing ponion 274 lor processing and
outputting the digital audio/video data output lrom de-
scrambler 273 in order to display them. The operation
ol |FlD 276 and DVCR 275 will be described below.

CPTC detectinglprocessing ponion 276 operates
separately when reproducing portion 277 reproduces
the scrambled data so that the CPTC inlormation is de-

tected lrom the cassette tape.
lFlD 276 receives the scrambled data, CPTC inlor-

mation and control word lrom CPTC detectingIprocess-
ing portion 276 and reproducing portion 277 lrom DVCR
275. Therelore, lor nonnal descrambling, the scrambled
data and control word are supplied to scramblar 273
lrom digital output controller 272. To the digital output
port, only the scrambled data is output. For this reason.
in case that the reproduced data is scrambled. copying
is made impossible. and vise verse.

Commonly, in order to control tape copying, the
depth ol generation copy and the reproduction ot tape
to be copied are used together. As shown in Fig. 7. this
yields the efiect ol controlling the number of copiable
tape.

However, in order to allow copying tape to be repro-
ducible as many as a predetermined number or tor a
predetermined time, it is necessary to pertomt commu-
nication between the smart card and DVCR.

Ftelerring to Fig. 23, tape state inlomtation such as
the reproduction number ol the current tape is transmit-
ted to smart card 261 lrom DVCR 265. In order to erase

the tape, an enable erase signal is transmitted to DVCH
265 from smart card 261, and the erase head ol the
DVCR operates.

For tape erasing methods, the whole area ol tape
is erased by the lull-width erase head, or only the control
track is erased using the control head. In case that the
CPTC is contained in the EMM, signals are input and
output between the DVCH and smart card.

As the signals input to lFtD 266, there are a broad-
casting signal transmitted lrom a broadcasting medium
and a signal reproduced lrom DVCR 265. The broad-
casting signal inptn to lRD 266 is the scrambled digital
data and a control signal having the EMM, ECM and
CPTC intomtation. The EMM and ECM are required lor
CA, the CPTC for copyright protection.

The scrambled digital data is input to descrambler
263. The control signal is input to smart card 261 tor
pertomting CA and CP. Using the control signal, smart
card 261 restores control word CW and outputs it to de-
scrambler 263. Descrambler 263 descrambles it using
the control word.

The ECM output lrom smart card 261 is output to
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DVCFt 265 or to an external port. This ECM is updated
lrom the ECM input lor copyright protection. The output
disable signal output lrom smart card 261 is a signal to
instruct IHD 266 to prohibit recording or copying. This
signal is input to recordingldigital output controller 262.
The tape state signal is output to smart card 261 lrom
DVCR 265 in order to inlorrn the state ol tape. .

The signal output to DVCH 265 from smart card 261

lor the purpose ol e predeterrnined-number reproduc-
tion or predetermined—time reproduction is an erase en-
able signal. The signal lor allowing recorded and copied
tape to be reproducible even though the EMM inlom1a-
tion ol the smart card is changed is an ID signal.

The ID signal is mapped and stored with corre-
sponding EMM in the lookup table ol smart card 261. ll
necessary. the EMM corresponding to the ID signal is
output.

As shown in Fig. 24, the smart card comprises an
ECM finer 301 lor filtering the ECM lrom the bit stream
output lrorn the IRD. a CPTC/tape state signal litter 302
lor littering the CPTC inlormation and the tape state sig-
nal indicative ol the state ol tape lrom the bit stream out-
put lrom the IRD, an EMM finer 303lortilteringthe EMM
lrom the bit stream output lrom the lFlD. a lookup table
304 lor, in case that the EMM is updated lor copyright
protection by a broadcasting station, storing the previ-
ous EMM containing inlormation required to decode the
CPTC inlomtation, and otnputting CPTC inlormation
corresponding in reproduction in order to continuously
reproduce the program ol cassette tape copied, an EMM
processing portion 307 for processing the EMM using
the EMM output lrom EMM fitter 303 and lookup table
304 and the tape state signal otnput lrom CPTC/tape
state signal fitter 302, a CPTC processing portion 306
lor processing the CPTC inlormation using the signals
output lrom CPTC/tape stale signal lilter 302 and EMM
processing portion 307. and a CA processing portion
305 lor outputting control word CW using the signals
outputtrom ECM finer 301 and EMM processing portion
307.

In case that the CPTC inlormation is contained in

the EMM. as shown in Fig. 25, smart card 221 comprises
an ECM fitter 311 tor littering the ECM lrom the bit
stream output lrom the IRD, an EMM fitter 312 lor filter-

ing the EMM containing the EMM lrom the bit stream
output lrom the IFlD, a tape state signal lilter 313lorfiI-
tering the tape state signal output lrom the lFlD, a looltup
table 314 lor, in case that the EMM is updated for cop-
yright protection by a broadcasting station. storing the
previous EMM containing inlomwation required to de-
code the CPTC inlormation, and outputting CPTC inlor-
mation corresponding in reproduction in order to contin-
uously reproduce the program ol cassette tape copied.
an EMM processing portion 317 lorprocessingthe EMM
using the EMM output lrom EMM filter 312 and looltup
table 314 and the tape state signal output lrom tape
state signal finer 313, a CPTC processing portion 316
lor processing the CPTC inlomtation using the signals
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output lrom EMM litter 312 and tape state signal litter
313, to thereby output ECM, enable erase signal and ID
signal, and a CA processing ponion 315 lor outputting
control wordCW using the signals output lrom ECM litter
311 and EMM processing portion 317.

ECM filter 301 or 311, CPTC/tape state signal lilter
302, EMM litter 303 or 312, and tape state signal litter
S13 extract ECM, CPTC, tape state signal and EMM.
respectively. CA processing portion 305 or 315 gener-
ates a control word and perlorrns CA. EMM processing
portion 307 or 317 outputs the EMM inlormation to CA

processing portion 305 or 315 and CPTC processing
ponion 306 or 316. and additionally stores the received
EMM to the lookup table.

In case that the scrambled digital data and encoded
CPTC inlormation are recorded on tape and that the
EMM inlormation required to decode the CPTC inlorma-

tion is changed, the reproduction ol tape is made impos-
sible. According to this tact, the previous EMM is stored
in a memory such as the EEPROM oi the smart card as
shown in Figs. 13 and 14, Mitch is the same as de-
scribed belore.

Specifically, the lookup table is divided into two
lields and stores ID inlormation and EMM inlormation,
as shown in Fig. 13. In recording and copying, the ID
inlormation is recorded on tape. as shown in Fig. 14 in
order to select corresponding EMM lrom the ID inlorrna-
tion recorded in the reproduction ol tape.

in other words, relerring to Fig. 14, EMM processing
portion 307 receives a recording/playback signal indi-
cating that the current DVCR mode is recording or play-
back, ID. and tape state signal having inlormation ol re-
production number ol tape, selects a proper EMM from
the lookup table, outputs it to CPTC processing portion
306 or 316 and CA processing ponion 305 or 315. and
transmits the ID inlormation lor the purpose ol recording
and copying to record it on tape.

Flelerring to Fig. 11, CPTC processing ponion 306
or 316 pertorms copyright protection lor recording or
copying. The CPTC inlomtation or ECM containing the
CPTC inlomtation is input to output the output disable
signal, enable erase signal, and the CPTC or ECM con-
taining the CPTC.

In order to control generation copy, CPTC process-
ing ponion 306 or 316, in case that the permissible gen-
eration ol the permissible generational field is greater
than the present generation recorded on tape, the
present generational field is increased by 1 and encrypt-
ed again. ll not. the output disable signal is generated
to prohibit recording and copying.

In order to control reproduction. in case that the re-
producible number ot tape is greater than the reproduc-
ible number ol the reproducible number field or the max-
imum reproducible time ot the maximum reproducible
time lield is greater than the current time, CPTC
processing portion 306 or 316 generates enable erase
signal to operate the erase head oi the DVCR.

In case that time delay produced when the CPTC
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or the ECM containing the CPTC is encrypted again be-
comes a problem to solve, CPTC processing portion
306 or 316 transmits the current generation signal to the
DVCR and records it on tape, not modifying the CPTC
or the ECM containing the CPTC.

The illegal view/copy protection apparatus tor a dig-
ital broadcasting system embodying the present inven-
tion has means lor recording and reproducing the repro-
duction number inlormation ol tape in the DVCFI in order

to implement the predeterrnined-number reproducibility
ol recorded or copied tape. Here, the reproduction
number inlormation ol tape is updated and recorded
again during tape reproduction.

As shown in Fig. 26, the DVCFI comprises a deck
mechanism 406, a recordinglreproducing ponion 405
tor recording digital data on cassette tape according to
the deck mechanism and reproducing the digital data
recorded on cassette tape, a reproduction number de-

tecting/updating ponion 401 lor detecting/updating the
reproduction number from the digital data reproduced
lrom recording/reproducing ponion 405, and outputting
it to the lFtD in order to rerecord it in recordingIreproduc-
ing portion 405, a digital data processing portion 402 lor
processing the digital data reproduced lrom recording!
reproducing portion 405. outputting it to the IRD, and
outputting switching position inlormation lor recording
and reproducing, a recording/playback switching por-
tion 404 lor outputting a switching signal lor controlling
the reproduction number, the reproduction ol digital data
and the recording oi the updated reproduction number

using the switching position inlormation output lrom dig-
ital data processing portion 402. and an error correction
encoder/decoder 403 lor correcting the error ol data out-
put from digital data processing ponion 402, and encod-
ing and decoding the data to be output to digital data
processing portion 402.

In order to update and rerword the reproduction
number inlormation ol tape during playback, the repro-
duction number inlormation ol tape is recorded using an
encoding algorithm. Otherwise, the intormation is re-
corded as clear data not encoded.

The recording position ol the reproduction number
inlomtation ol tape uses pan ol audio, control and video
tracks. For error correction to the reproduction number
intonnation ol tape, a repetition coding is employed. The
operation of the DVCFl will be described below.

When reproduced by recording/reproducing portion
405 with the cassette tape loaded on deck mechanism
406, the reproduced digital data is input to reproduction
number detectinglupdating ponion 401 and digital data
processing ponion 402 so that its reproduction number
is detected and the digital data is processed and output.

The reproduction number detected in reproduction
number detecting/updating ponion 401 is updated, that
is, increased by 1, and applied to recording/reproducing
portion 405.

Digital data processing ponion 402 applies the re-
produced digital data output lrom recording/reproducing
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portion 405 to error correction encoder/decoder 403 to

perform error correction. encoding and decoding. The
result is output to the IRD to be displayed or recorded.
At the same time. the switching position intonnation is
output to recording/reproducing switching portion 404 in
order to output a switching signal.

The switching signal output lrom recording/repro
ducing switching portion 404 controls recording/repro-
ducing portion. to thereby record the updated reproduc-
tion number output lrom reproduction number detecting!
updating portion 401, that is, the reproduction number
added by 1. on tape.

Recording/reproducing switching portion 404 con-
trols the reproduction number. the reproduction ot digital
data recorded on tape. and the recording ol the updated
reproduction number.

In another method oi implementing the predeter-
mined-number reproducibility ol recorded or copied
tape. an identilier is given to all tape used tor a user to
record broadcast programs. and the identifier given to
tape and the reproducibility number inlorrnation ot tape
corresponding to the identitier are handled together in
the smart card.

Here. the smart card has a memory device which
can be updated, such as EEPROM. The identitier and
corresponding reproducible number inlormation are
stored in the memory device. For every reproduction ol
tape. the reproducible number inlormation is updated
and whether to playback is determined.

In conclusion. the described embodiments have the

lollowing advantages.
First, by adding CPTC inlormation to data supplied.

and by allowing a digital program to be nomtally viewed
only when a CPTC detecting/analyzing means and de-
scrambling/decrypting means are present at the receiv-
ing stage, illegal viewing is prohibited.

Second. to enhance copyright protection, data re-
corded on cassette tape is always scrambled digital da-
ta. and its CPTC intormation is encrypted to be recorded
on cassette tape. A code lor prohibiting viewable data
lrom being restored lrom the cassette tape only with the
scrambled data and CPTC inlomtation. and allowing the
data to be viewable is provided in adevice excluding the
cassette tape. Otherwise. restoring ol viewable data is
made possmle only with the scrambled data and CPTC
inlomtation, making illegal copy impossible.

Third. using a method ol restoring the viewable data
only with the scrambled digital data and CPTC. rental
tape is made to supply tape. Otherwise, using a method
ol prohibiting the viewable data lrom being restored only
with the scrambled digital data and CPTC. rental tape
is made to supply tape and smart card peculiar to a pro-
gram provider as one set. Using the smart card lor
broadcasting medium, the rental tape is made to prohibit
the viewable data lrom being restored only with the
scrambled digital data and CPTC. Among the three
methods ol supplying tape only, one method is selected.
Digital hardware tor reproducing the data outputs only
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the scrambled digital data to an external port, making
impossible the restoring oi viewable data lrom the out-
put data. without the smart card.

Fourth. the described embodiment prohibits illegal
recording and copying oi a program protected by copy-
right law, collects lee lor recording or copying, and lreely
controls the reproducible number ot copied tape which
can be made lrom a program supplied by a program
supplier. protecting copyright.

Filth. the described embodiment can be used as a

copyright protection system having a high security and
multitunction with respect to a programthrough a broad-
casting medium such as satellite and terrestrial broad-

castings, or. at the same time, as a copy protection sys-
tem having a high security to a program through a re-
cording medium such as rental tape.

Sixth. the descibed embodiment is employed to dig-
ital hardware such as broadcasting receiver and digital
VCR. to thereby perlectly protect a program supplier's
copyright andactivates digital media because ol various
soltware supplied through the digital media.

Claims

1. An illegal viewlcopy protection method tor a digital
broadcasting system comprising:

an audioNideo signal transmission step lor
multiplexing and transmitting audiolvideo bit
stream scrambled in control words and inlor-
rnation where the control words and CPTC in-

lomiation tor illegal view/copy protection are
encrypted; and

an audio/video reception step lor decrypting
the transmitted bit stream to analyze the CPTC
inlorr-nation and control words. deciding wheth-
er recording is allowed or not to be recorded on
cassette tape, and using the control words, per-
tonning descrambling and decoding to output
audio/video signals to a monitor.

2 An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1, wherein
said CPTC inlomtation is lonnatted in a generation-
al copy control lield tor limiting the number oi copy
available. and a reproducibility control field tor lim-
iting the reproduction ol a copied program.

3. An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 2. wherein
said CPTC intorrnation is tom-ratted turther contain-

ing a descrambling inlomtation lield where part ot
the control words tor descrambling are recorded.

4. An illegal viewlcopy protection method tor a digital
broadcasting system as claimed in claim 2. wherein
said CPTC intorrnation is lormatted turther contain-
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ing a CA lield where CA information for conditional
access is recorded.

An illegal view/copy protection method tor a digital
broadcasting system asclaimed in claim 2. wherein

said generational copy control lield is made up of a
pemrissible generational field for limiting the
number ot copy permissible and a present genera-
tional field tor indicating the present generation of
a program copied.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 2, wherein
said reproduction control field is made up ol a re-
producible number tietd lor limiting the number ot
reproducing a copied program, and a maximum re-
producible time field lor limiting time to reproduce
the copied program.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1, wherein
the data recorded on cassette tape contains scram-
bled audio/video bit stream and CPTC inlomration.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 7, wherein
said CPTC information is overwritten on the scram-
bled audio/video bit stream tor the error etlect and
recorded on cassette tape.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 7, wherein
said CPTC intormation is recorded on a portion of
any of the audio track of cassette tape. the control
track of cassette tape, or the video track ol cassette
tape.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1 , wherein
said audio/video signal transmission step compris-
es the steps of: encoding the audio/video bit stream;

generating a control word for scrambling;
scrambling lor the encoded audio/Video bit
stream using the generated control word;
generating CPTC intormation tor illegal viewl
copy protection;
encrypting tor encrypting the control word and
CPTC information; and
multiplexing and transmitting the scrambled au-
dio/video bit stream and encrypted CPTC intor-
mation.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 1, wherein

said audio/video signal transmission step compris-
es the steps ot:

‘I0
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encoding the audio/video bit stream;
generating a control word for scrambling;
scrambling for the encoded audiolvideo bit
stream using the generated control word;
generating CPTC inlomtation tor illegal viewl
copy protection;
generating conditional access intormation tor
conditional reception;
encrypting tor encrypting the CPTC intomration
and CA intonnation; and

multiplexing andtransmitting the scrambled au-
diolvideo bit stream and encrypted CPTC intor-
mation and conditional access intormation.

15 12. An illegal view/copy protection method tor a digital
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broadcasting system as claimed in claim 1 or claim
11, wherein said audiolvideo reception step com-
prises the steps of:

filtering the transmitted bit stream and decrypt-
ing the CPTC intormation;
analyzing the CPTC intormation to generate a
control word and a signal tor controlling the pro-
tecticn of copyright and to update the CPTC in-
tormation;

deciding whether to allow recording according
to the signal tor controlling the protection ot
copyright to record the scrambled and transmit-
ted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
stream in the control word and outputting an au-
diolvideo signal.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 12, where-
in said all ot the control word is contained in the
CPTC intormation.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1. wherein
said bit stream transmitted contains ECM and
EMM.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 14, where-
in said audiolvideo reception step comprises the
steps of:

littering the transmitted bit stream and decrypt-
ing the CPTC intorrration and control word;
littering the control word;

analyzing the CPTC intormation to generate a
control word and a signal torcontrolling the pro-
tection ot copyright and to update the CPTC in-
tomration; -

deciding whether to allow recording according
to the signal tor controlling the protection of
copyright to record the scrambled and transmit-
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ted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
stream in control words and outputting an au-
dioMdeo signal.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in any of claims 12,
14 or 15. wherein said CPTC inlormation analyzing
step comprises the steps ol:

generating a control word;
detecting a permissible generation ol a permis-
sible generational tield lor limiting the available
number ot copy ot a program ot the CPTC in-
tonnation and the present generation ot the
present generational lield indicating the
present generation ol the program copied. to
thereby perlorrn copy-irnpossible and update
the CPTC intomtation; and

detecting the reproducible number ol the repro
ducible number lield for limiting the number oi
reproduction ol copied programs ot the CPTC
intormation. the maximum reproducible time 01
the maximum reproducible time lield tor limiting
time to reproduce the copied program, and the
number and time ol reproduction ot tape. to
thereby process reproduction-irnpossible.

An illegal view/copy protection method tor a digital
broadcasting system asclairned inc|aim12orclaim
16, wherein said copying number limiting step com-
prises the steps ot:

comparing the permissible generation ot the
permissible generational lield and the present
generation ot the present generational field and
deciding whether the permissible generation is
below the present generation;
it the permissible generation is below the
present generation, generating an output disa-
ble signal to make copying impossible and de-
stroying the control word; and
it the permissible generation is not below the
present generation, increasing the present in-
vention by '1' and recording the result on cas-
sette tape.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 17, where-
in said copying number limiting step lurther corn-
prises the step ol, it the permissible generation is
not below the present generation. updating the
CPTC intomation.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 16 or claim
17. wherein said reproduction limiting step compris-
es the steps ol:
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comparing the reproducible number ol the re-
producible number field and the reproduction
number ol tape and deciding whether the repro-
ducmle number is below the reproduction
number ot tape;
it the reproducflale number is not below the re-

production number 01 tape, comparing the max-
imum reproducible time and reproduction time
01 tape. and deciding whether the maximum re-
producible time is below the reproduction time
01 tape;
it the maximum reproducible time is not below
reproduction time ot tape, tuming olt an enable
erase signal to thereby enable the copied pro-
gram to be reproduced; and

it the reproducible number is below the repro-
duction number ot tape or the maximum repro-
ducible time is below the reproduction time ot
tape. turning on the enable erase signal to
make the reproduction ot the copied program
impossible so that part ot or the whole program
recorded on cassette tape is erased.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 14 or claim
15. wherein pan ol the control word is contained in
the CPTC intormation.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 20, where-
in the remainder ot the control word is contained in
the ECM.

. An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 20, were-
in the remainder of the control word is contained in
the EMM_

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 14 or claim
15. wherein the whole control word is contained in
the ECM.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 14 or claim
15. wherein the whole control word is contained in
the EMM.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 14, lurther
comprising a reproduction and rerecording step oi:
decrypting the bit stream recorded and reproduced
on cassette tape. analyzing the CPTC intormation,

deciding whether to allow rerecording, recording
the result on cassette tape, littering the control
word. and performing descrambting and decoding
to output an audiolvideo signal.
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An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 25, where-
in said audio/video reproduction and rerecording
step comprises the steps ol:

filtering the bit stream recorded and reproduced
on video tape. and decrypting the CPTC inlor-
mation;

analyzing the CPTC inlormation to generate
control words and a signal tor controlling the
protection ol copyright and update the CPTC
inlormation;

deciding whether to allow recording according
to the signal cl controlling the protection ol cop-
yright, and recording the scrambled and trans-
mitted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
stream in control words to output an audioNid-
eo signal.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 26. where-
in said audio/video reproduction and rerecording
step comprises the step ol deciding Whether to al-
low post-reproduction according to the signal tor
controlling the protection of copyright to thereby
erase part ol or the whole data recorded on cassette
tape.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 25, where-
in said EMR contains inlomtation required lor de-
coding inlormation

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 28, lunher
comprising the step ot storing and processing EMM
in which. in case that the EMM is updated by a
broadcasting station for the purpose ol copyright
protection, the EMM having inlomtation required to
decode the CPTC inlormation is stored in order to

continuously reproduce programs ol copied cas-
sette tape.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 29. where-
in an ID number indicative ol updating the EMM is
recorded on said cassette tape.

. An illegal view/copy protection method lot a digital
broadcasting system as claimed in claim 30, where-
in the EMM is stored to which the updating state and
the ID number ol cassette tape are mapped.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 31, where-
in said EMM storing and processing step comprises
the steps ol:

storing all EMM to be updated and correspond-
ing ID inlomtation;
selecting the latest EMM in recording cassette
I398:

recording a corresponding ID number; and
selecting an EMM corresponding to the ID
number recorded on cassette tape in reproduc-
ing the cassette tape.

10 33. An illegal view/copy protection apparatus lora dig-

25

35

55

ital broadcasting system comprising:

a program producing portion tor multiplexing in-
lomtation encrypted both with the control word
tor scrambling and the CPTC inlomtation tor
prohibiting illegal view/copy, and the audio/vid-

~ eo bit stream scrambled in control words. to
thereby make a program;
a distribution medium portion for distributing
programs made in said program producing por-
tion through a transmission medium; and
a program receiving portion lor detecting and
analyzing the CPTC inlonnation trom the bit
stream transmitted trom said distribution medi-

um portion and the bit stream reproduced trom
cassette tape. and descrambling and decoding
the bit stream transmitted lrorn said distribution

medium portion.

34. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 33,
wherein said program producing portion compris-
ing:

a control word generator lor generating a con-
trol word lor scrambling;
a CPTC generator tor generating the CPTC in-
tormation lor prohibiting illegal view/copy;
a scrambling portion lor scrambling the audiol
video bit stream using the control word output
trom said control word generator.
an encrypting portion tor encrypting the control
word output trom said control word generator
and the CPTC irtlormation output lrom said
CPTC generator, and
an adder lor multiplexing the signals output
trom said scrambling portion and encrypting
portion and transmitting them to said distribu-
tion medium portion.

35. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 33,
wherein said distribution medium portion compris-es:

a broadcasting medium tor distributing the pro-
gram rnade by said program producing portion
through cable. satellite or terrestrial broadcast-
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39.

ing; and

a recordingmedium lordistributingthe program
made by said program producing portion
through cassette tape.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 35,
wherein said program receiving portion comprises:

a decrypting portion lor decrypting the bit
stream transmitted lrorn said broadcasting me-
dium;

e CPTC detectinglanalyzing portion tor detect-
ing and analyzing the CPTC inlormation lrom
the bit stream output trorn said decrypting por-
tion and recording medium, and outputting sig-
nals lor controlling the control word and illegal
view/copy;
a descrambling portion lor descrambling the bit
stream transmitted trom said broadcasting me-
dium and recording medium and the bit stream
reproduced trom cassette tape;
a decoding portion tor decoding and displaying
the signal output lrom said descrambling portio;and

a recordinglreproducing portion tor recording
the bit stream transmitted trom said broadcast-

ing medium and recording medium according
to the signal output lrom said CPTC detectingl
analyzing portion. and reproducing cassette
tape, to thereby output the result to said do-
scrambling portion and CPTC detecting/ana-
Iyzing portion.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 33.
wherein said CPTC inlormation is lormatted in a

generational copy control field tor limiting the
numberol copy available, anda reproducibility con-
trol field tor limiting the reproduction ol e copied pro-
gram.

An illegal viewlcopy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 37,
wherein said CPTC inlormation is lormatted lurther

containing a descrambling inlormation field where
the whole or part ol the control words tor descram-
bling are recorded.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 37,
wherein said CPTC inlormation is lormatted lunher
containing a CA tield where CA inlormation tor con-
ditional access is recorded.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim
37,wherein said generational copy control lield is
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made up ol a pen-nissible generational tield tor lim-
iting the number ol copy permissible and a present
generational field lor indicating the present gener-
ation ot a program copied.

. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 37,
wherein said reproduction control field is made up
ol a reproduchle number field tor limiting the
number ot reproducing a copied program, and a
maximum reproducible time field for limiting time to
reproduce the copied program.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 33,
wherein the data recorded on cassette tape con-
tains scrambled audio/video bit stream and CPTC
inlormation.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 42,
wherein said CPTC inlomtation is overwritten on
the scrambled audio/video bit stream tor the enor

etlect and recorded on cassette tape.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 42,
wherein said CPTC inlormation is recorded on a

portion ot any ot the audio track ot cassette tape.
the control track ol cassette tape, or the video track
oi cassette tape.

. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 33.
wherein said all ol the control word is contained in
the CPTC inlomtation.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 33,
wherein said bit stream transmitted contains ECM
and EMM.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 46.
wherein part ol the control word is contained in the
CPTC inlormation.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 47,
wherein the remainder ot the control vmrd is con-
tained in the ECM.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 47,
wherein the remainder ol the control word is con-
tained in the EMM.

An illegal view/copy protection apparatus tor a dig-
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ital broadcasting system as claimed in claim 46.
wherein the whole control word is contained in the
ECM.

. An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 46.
wherein the whole control word is contained in the
EMM.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 46.
wherein said program receiving portion comprises:

an IRD for receiving, decoding and descram-
bling the bit stream transmitted from said
broadcasting medium, outputting analog audio/
video data to be displayed and outputting
scrambled digital audio/video data to be re-
corded on cassette tape; and
a smart card for decryptingthe bit stream output
from said |FlD, detectinglanalyzing the CPTC
information. and outputting the control word
and signals for controlling illegal view/copy to
said |FlD in order to perform conditional access
and copy protection.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim
52.wherein said program receiving portion lunher
comprises a lookup table for, in case that the EMM
is updated by a broadcasting station for the purpose
of copyright protection, storing EMM having infor-
mation required to decode the CPTC inlorrnation,
and outputting CPTC information corresponding in
reproduction to said smart card in order to continu-
ously reproduce the program of copied cassette
tape.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 52,
wherein said program receiving portion further com-
prises a DVCFI for recording the digital audio/video
data and CPTC infomiation scrambled and output
from said IRD on cassette tape. and reproducing
the scrambled digital audio/video data and CPTC
information recorded on cassette tape to be output
to said lFlD.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 54,
wherein said smart card comprises:

an ECM finer for filtering the ECM from the bit
stream output from said IRD;
a CPTC/tape state signal filter for filtering the
CPTC information and the tape state signal in-
dicative ot the state of tape from the bit stream
output from said IRD;
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an EMM filler for filtering the EMM from the bit
stream output from said IRD;

a lookup table for, in case that the EMM is up-
dated for copyright protection by a broadcast-
ing station, storing the previous EMM contain-
ing information required to decode the CPTC
information. and outputting CPTC information
corresponding in reproduction in order to con-
tinuously reproduce the program of cassette
tape copied;
an EMM processing portion for processing the
EMM using the EMM output from said EMM fil-
ter and lookup table and the tape state signal
output from said CPTC/tape stale signal filter;
a CPTC processing portion for processing the
CPTC information using the signals output from
said CPTC/tape state signal filter and EMM
processing portion; and
a CA processing portion for outputting control
word CW using the signals output from said
ECM filter and EMM processing portion.

55. An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 54,
wherein said smart card comprises:

an ECM filter for filtering the ECM from the bit
stream output from said lFlD;

an EMM filter for filtering the EMM containing
the EMM from the bit stream output from said
IRD;

a tape state signal filter for filtering the tape
state signal output from said lFlD;
a lookup table for, in case that the EMM is up-
dated for copyright protection by a broadcast-
ing station, storing the previous EMM contain-
ing intom-iation required to decode the CPTC
infomiation. and outputting CPTC information
corresponding in reproduction in order to con-
tinuously reproduce the program of cassette
tape copied;
an EMM processing portion for processing the
EMM using the EMM output from said EMM fil-
ter and lookup table and the tape state signal
output from said tape state signal finer,
a CPTC processing portion for processing the
CPTC inlorrnation using the signals output from
said EMM tiller and tape state signal filter. to
thereby output ECM, enable erase signal and
ID signal; and
a CA processing portion for outputting control
word CW using the signals output from said
ECM filter and EMM processing portion.

57. An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 54,
wherein said DVCR comprises:
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a deck mechanism;

a recording/reproducing ponion lor recording
digital data on cassette tape according to said

60. An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 59,
wherein said lFlD comprises:

deck mechanism and reproducing the digital
data recorded on cassette tape:
a reproduction number detectinglupdating por-
tion lor detecting/updating the reproduction
number lrom the digital data reproduced lrom
said recording/reproducing ponion, and output-
ting it to said lFtD in order to rerecord it in said
recordinglreproducing portion;
a digital data processing portion tor processing
the digital data reproduced trom said recording!
reproducing portion, outputting it to said lFlD.
and outputting switching position inlomtalion
for recording and reproducing;
a recordinglplayback switching ponion lor out-
putting a switching signal for controlling the re-
production number, the reproduction ol digital
data and the recording ol the updated repro-
duction number using the switching position in-
lonnation output trom said digital data process-
ing portion; and
an error correction encoder/decoder lor cor-

recting the error of data output lrom said digital
data processing ponion, and encoding and de-
coding the data to be output to said digital data
processing ponion.

I0

a digital output controller lor receiving the con-
trol word and signals lor controlling illegal view/
copy output from said CPTC detecting!
processing ponion, and controlling the output
ol the scrambled digital audio/video data output
trom said reproducing ponion in order to display
them;

a descrambler lor descrambllng the scrambled
digital audio/video data output from said digital
output controller according to the control word
output lrom said digital output controller, and
a display processing portion lor processing and
outputting the digital audio/video data output
from said descrambler in order to display them.

20 61. An illegal viewlcopy protection apparatus for a dig-

25

ital broadcasting system as claimed in claim 35,
wherein said program receiving portion comprises:

a DVCR lor reproducing the scrambled digital
audio/videodata and CPTC inlorrnation record-

ed on cassette tape through a recording medi-
um. and outputting them to said IRD;
an lFtD tor decoding/descrambllng the bit
stream transmitted trom said DVCR, and out-

S8. An illegal viewlcopy protection apparatus lor a dig- 30
ital broadcasting system as claimed in claim 35,
wherein said program receiving ponion comprises:

putting analog audio/video data to be dis-
played; and
a smart card lor decrypting the bit stream output
trom said |FlD, detecting/analyzing the CPTC,
and outputting the control word and signals lor
controlling copying to said lFtD to thereby per-
lorm copy protection and/or conditional access.

a DVCR for detectinglanalyzing the CPTC in-
lorrnation trom the bit stream transmitted from 35

said recording medium, outputting a control
word and signals lor controlling illegal view/
copy, and reproducing scrambled digital audio!
video data; and

an IRD for receiving the control word and sig— 40
nals tor controlling illegal view/copy output trom
said DVCFt 232, descrambllng the scrambled
digital audiolvideo data, and outputting analog
audiolvideo data to be displayed or recorded.

52. An illegal viewlcopy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 54 or
claim 61, wherein said lFtD comprises:

a recordingldigital output controller lor decod-
ing the bit stream transmitted lrom the broad-

casting medium and DVCR, outputting to said
45 smart card, receiving the control word and sig-

nals lor controlling illegal viewlcopy output lrom
said smart card, and controlling the output of
the scrambled digital audiolvideo data tor the

59. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 58.
wherein said DVCR comprises:

purpose ol recording and displaying;
a CPTC detectinglprocessing ponion lor de- 50 adescrambler lor descrambling the scrambled
tectinglanalyzing the CPTC inlormation lrom digital audio/video data output lrom said re-
the bit stream transmitted trom said recording cordingldigital output controller according to
medium. and outputting the control word and the control word output trom said recordingIdig-
signals lot illegal viewlcopy; and ital output controller; and

a reproducing portion to: reproducing the bit 55 adisplay processing portion lor processing and
streamlransmitledlromsaid recording medium outputting the digital audio/video data output
and outputting it to said |FlD. trom said descrambler to be displayed.

21
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

This invention relates to an operation management
system and an operation management method, and
more particularly to software operation management or
execution management.

Description of the Related Art

As computers and computer use become more
common, more advanced technology is introduced and
a variety of software products are developed for use in
various fields. However, in many cases, the user finds
it difficult to select a product from among a variety of
software products that seem to meet the user's require-
ments; often, the user cannot find the best tool for his
needs.

To reduce such a risk, a service has been available

that supplies the user with a trial-use software product
free of charge. However, most of these trial-use soft-

ware products contain only function descriptions or pro-
vide the user with limited functions (e.g., save function
and/or output function is/are not included). This makes
it difficult for the user to evaluate the actual product (all
the functions) correctly.

A sales system which charges the user according
to how long the user actually uses a software product
(including a trial use) would allow him to buy the product
anytime he wants, to fully evaluate the product, and to
precisely determine the requirements for continued use

(including payment for it). Many users would find this
type of sales system appealing and economical.

In Japanese Patent Laid-Open Publication No. Sho
59-41061 and Japanese Patent Laid-Open Publication
No. Sho 63-153633, a system is disclosed that automat-
ically prevents a program from being used when the us-
age count reaches a specified value. In Japanese Pat-
ent Laid-Open Publication No. Hei 1-147622 a system
is disclosed which accumulates program execution time
(total program execution time) and prevents the pro-
gram from being used when the accumulation time

reaches a specified amount. However, these systems

do not disclose means for extending the program usage
period. Japanese Patent Laid-Open Publication No. Hei
5-134949 discloses a system in which a program and
expiry of the program are downloaded from a host com-
puter to a user computer via a communication line. Also

disclosed is a system in which a new expiry of the pro-
gram is downloaded from the host computer to the user

computer in order to update the expiry. However, the
system only measures the execution time taken for ex-

ecuting the entire program, and does not include any
means for changing the expiry on the user computer.

In Japanese Patent Laid-Open Publication No. Hei

10

20

25

30

35

40

45

50

55

7-234785, a system is disclosed that relates to a soft-

ware rental system. This system connects a computer
in a rental company to a user computer on which a rental
software product is running over a communication line.
When the time elapsed from the rental start time reach-

es the rental limit time, the system makes the program

unavailablefor use. (For example, the program is delet-
ed.) To allow the user to update the rental period, the
rental company sends a rental period extension pro-
gram to the user's computer over a communication line.

The user runs this program to extend the rental period
of the program. A drawback of this system is that the
user must pay for the software product regardless of
whether the user has used it frequently or not. This

means that the amount of money the user has to pay
depends, not on how often he has used it, but on how
long he has used it.

In Japanese Patent Laid-Open Publication No. Hei

7-244585, a system is disclosed that manages the pro-
gram usage period. This system assigns a usage limit
date to a program and, when the current date becomes

greater than the limit date, the program product is made

unavailable. To extend the usage limit date, the system
reads update limit data from a recording medium con-
tainingthat data and re-assignsa usage limit date based
on the update limit data. This system is not reasonable

because the amount of money the user has to pay does
not depend on whether or not the user actually uses the
program.

For example. during execution of a Computer Aided

Design (CAD) software product, the user often spends
much time thinking without entering data. In the system
disclosed by the above mentioned Japanese Patent
Laid-Open Publication No. Hei 7-234785 or Japanese
Patent Laid-Open Publication No. Hei 7-244585, the us-

er must payfor this thinking time. This places unwanted
pressure on the user, especially when he must think
carefully during program execution.

SUMMARY OF THE INVENTION

The present invention seeks to solve the problems
associated with the art described above. In view of the

foregoing, it is an object of the present invention to pro-
vide an operation management system and method

which reasonably manage the operation of a managed
software product.

It is another object of the present invention to pro-
vide an operation management system and method

which levy a charge according to the actual usage
amount of the managed software product (or the amount

of the result generated by the managed software prod-
uct).

It is still another object of the present invention to
provide an operation management system and method
which manage the operation according to the property
of each function of the managed software product.

(1) To achieve the above objects, an operation manage-
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ment system for managing the operation of a managed
software product according to the present invention
comprises: battery value management means for dec-
rementing a battery value according to the operation
amount of the managed software product; operation lim-
it means for limiting the operation of the managed soft-
ware product when the battery value has decreased to

a specified limit value; and charge means for adding a
charge value to the current battery value when the
charge value is entered from external means.

The “battery value‘ mentioned above is a 'vinua|

battery‘ which drives a managed software product. This
battery value is preferably the value of a counter.

The battery value management means decrement
the battery value according to the operation amount of
the managed software product. When the battery value
has reached a specified limit value (for example, 0), the
operation limit means limit all of or a part of the operation

of the managed software product. Upon receiving a
charge value (additional battery value) from the external
means, the charge means add the received value to the
current battery value, thus extending the operation pe-
riod. That is, the battery value is incremented, just as a
battery is charged, to allow the continued use of the
managed software product.

The managed software product described above is
preferably a packaged application software program in-
cluding a CAD program, game program, video program,
language processor, music program, communication
program, or a measurement program.

The battery value management means, operation
management means, and charge means described

above should be implemented preferably as software
programs (management software programs) that run on
a computer. The managed software product and the
management software product may be separate, or the
whole or a part of the management software product
may be included in the managed software product.

A system according to the present invention is im-
plemented on a general-purpose computer or special-
purpose computer having such peripheral units as a disk
drive, display, and input unit. The external means de-

scribed above include recording media such as a mag-
netic disk or an optical disk and other host computers
connected over a network.

(2) An operation management system according to the
present invention may be applied to an application soft-
ware product sales system. The following explains an
example:

A vendor sells an application software product con-
taining the operation management program according
to the present invention. The operation management
program has a battery value defined as the initial value.
in addition to this product, the vendor sells recording
media containing charge values (e.g., floppy disk (FD)).
In this case, it is desirable that a variety of recording
media, each containing a unique charge value, be sup-
plied.
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On the other hand, a user who bought the applica-
tion software product may use the product until the bat-

tery value reaches zero. This allows the user to fully
evaluate and examine the product. A user who wants to
use the product after the battery value becomes zero

must buy a recording medium containing a charge value
to charge the battery. This enables him to add a charge
value to the battery value and to use the product con-
tinuously.

If the specifications of the application software prod-
uct do not satisfy the user's request, the user does not
buy the recording medium. This prevents additional

charges and reduces the cost to the user.
Considering an increase in the sales profit in record-

ing media that will be produced in the future, a combi-

nation of a managed software product and the operation
management program will lower prices significantly. The
operation management system according to the present
invention will increase the profits of both the user and
the vendor, making it possible to build a very reasona-
ble, economical system.

(3) In a preferred embodiment of the present invention,
the battery value management means calculate the op-
eration amount of each function of the managed soft-
ware product, and subtracts a value corresponding to
the operation amount from the battery value.

A continuous decrease in the battery value during
execution of a managed software product, as in a con-
ventional system, decrements the value even when the
user is idle (input wait time), which places pressure on
the user.

Calculating the operation amount of each function
during execution of a managed software product, as in
a system according to the present invention, decreases

the batteryvalue only when the managed software prod-
uct is actually used, enabling the user to do operation
without having to worry about time elapsed while think-
ing.

(4) In a preferred embodiment of the present invention,
function category determination means are also availa-
ble which determine if an execution instruction from the

user activates a management target function or a man-

agement non-target function. And, the battery value
management means decrement the battery value only
when the management target function is executed.

For example, with the data generation function de-
fined as a management target function and with other
functions as management non-target functions, a cost
can be levied only when new data are generated.
(5) In a preferred embodiment of the present invention,
the battery value management means have a weight ta-
ble containing an operation amount weight value for
each of the management target functions. When any of
the management target functions is executed, the bat-

tery value management means decrement the battery
value by the weight value corresponding to the manage-
ment target function.

In a preferred embodiment of the present invention,
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the battery value management means measure the ex-

ecution time of each of the management target functions

and decrement the battery value by the value corre-
sponding to the execution time.

This weight value system is able to calculate the op-
eration amount regardless of the computer speed,

which may differ among computers. In addition. by
measuring time in this manner, the execution time is di-

rectly monitored and therefore the operation mount be-
comes proponional to the CPU load.

(6) In a preferred embodiment of the present invention,
the operation limit means prevent only the management

target functions from being executed when the battery
value has decreased to a specified limit value; manage-
ment non-target functions are executed.

For example, forcing a game program used at home
to terminate when the battery value has reached a spec-
ified value does not cause a serious problem.

However, for a CAD program used in an office,
forced termination when the battery value has reached
a specified value may make already-produced data un-
available, possibly interrupting a job. Therefore, consid-
ering user's advantage and convenience, the embodi-
ment keeps some functions operable even when the
battery value has reached a specified value.
(7) A preferred embodiment of the present invention has
remainder warning means for issuing a remainder warn-
ing message when the battery value has decremented
to a specified warning value because a sudden inoper-
able condition in the managed software product without

prior notice may cause the user unexpected damage.
The remainder warning means alertthe usertothat con-

dition before it occurs. In other words, the waming mes-
sage prompts the user to determine whether to charge
the battery value.

A preferred embodiment of the present invention

has remainder display means for displaying the battery
value on the screen during execution of the managed
software product. This remainder display information
keeps the user informed of the amount by which the
managed software product will be able to continue op-
eration without being charged.

It is also possible to program the system so that,
upon detecting thatthe battery value has been charged
to a specified value, the system can automatically disa-
ble operation management through the battery value to
allow the user to use the product indefinitely.
(8) To achieve the above objects, a method for manag-
ing the operation of a managed software product ac-
cording to the present invention comprises: a count val-
ue management step for changing a count value accord-
ing to the operation amount of the managed software
product; an operation limit step for limiting the operation
of the managed software product when the count value
has reached a specified limit value; and a charge step
for charging the current count value or the limit value
when a charge value is entered from external means.

The above count value is incremented or decre-
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mented according to the operation amount of the man-
aged software product. When the count value is incre-
mented, a charge value is added to the limit value; when
the count value is decremented, a charge value is added

to the current count value. In either case, the usage pe-
riod is extended by charging the battery value.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing a user machine used in

the operation management system according to the
present invention.

Fig. 2 is a diagram showing the data structure of a
charge disk.

Fig. 3 is a diagram showing the concept of the op-
eration management system according to the present
invention.

Fig. 4 is a diagram showing an example of the his-
tory table.

Fig. 5 is a diagram showing an example of the us-
age amount table.

Fig. 6 is a flowchart showing the processing of the
system when a management target function is executed
in the execution time based method.

Fig. 7 is a flowchart showing the processing of the
system when a management target function is executed
in the weight value based method.

Fig. 8 is a flowchart showing the charge disk read
processing.

Fig. 9 is a flowchart showing the charge processing.
Fig. 10 is a diagram showing a user machine used

in another embodiment.

Fig. 11 is a diagram showing the structure of data
sent from the host machine to a user machine.

Fig. 12 is a diagram showing the concept of the sys-
tem in another embodiment.

Fig. 13 is a diagram showing an example of the user
registration table.

Fig. 14 is a flowchart showing the operation of the
user machine and a user machine in another embodi-
ment.

Fig. 15 is a diagram showing another configuration
of the system.

Fig. 16 is a diagram showing an example of an ap-
plication according to the present invention.

Fig. 17 is a flowchart showing the function category
determination processing.

DESCRIPTION OF PREFERRED EMBODIMENTS

Fig. 1 shows a user machine 10. This user machine

10 is a computer which executes various types of appli-
cation programs under control of the operation system
(OS). The user machine 10 is composed of a system
unit 12, display 14, keyboard (not shown in the figure),
output unit (not shown in the figure) such as a printer or
plotter. and so forth. The system unit 12 contains a CD-
ROM disk drive 16 which accesses a CD-ROM and

Petitioner Apple Inc. — Exhibit 1006, p. 3093



Petitioner Apple Inc. - Exhibit 1006, p. 3094

7 EPO818748A2 8

reads data from it and a floppy disk drive 20 which ac-
cesses a floppy disk (FD) and reads data from it.

The CD-ROM shown in Fig. 1 contains a managed
software product 18. In this embodiment, the managed
software product 18, such as a CAD software product,
has an operation management program built in. The op-

eration management program, designed for managing
the operation of the managed software product 18, man-
ages the operation using a ‘battery value‘ which will be

described below. In the example shown in Fig. 1, the
managed software product 18 is installed from the CD-
FIOM to the user machine 10; it may be installed from
any other recording medium or via a communication
line.

A charge disk 22, containing specified data (includ-
ing a charge value) on a floppy disk, functions as a bat-
tery value charger. Inserting this charge disk 22 into the
floppy disk drive 20 causes a charge value to be read

and enables the user to extend the allowable operation
period of the managed software product 18. In this em-
bodiment, several charge disks 22, each containing a
unique charge value, are supplied to allow the user to
select or buy a desired charge disk 22 to add a desired
charge value to the battery value.

The managed software product 18 and the charge
disk 22 are usually supplied from the same vendor. In
this embodiment, the managed software product 18 in-
cludes the operation management program. Of course,
the managed software product 18 and the operation
management program may be separately loaded into
the user machine 10.

In Fig. 1, the display 14 has a remainder information

area 24 where remainder information is displayed and
a remainder warning area 26 where a warning message
is displayed when the remainder drops below the spec-
ified amount. These areas will be described later.

Fig. 2 shows the data structure of the charge disk
22. As shown in Fig. 2, the charge disk 22 contains a
serial number 28, management information 30, and
charge value (additional battery value) 32. The serial
number 28 is a unique identification number that is as-

signed when the floppy disk is formatted. Usually, this
number is not copied when the disk is copied. The man-
agement information 30 is created when the serial
number 28 is encrypted. This management information
30 is copied when the disk is copied. Therefore, when
the disk is copied illegally, the serial number 28 and the
management information 30 do not match, thereby mak-
ing it easy to determine that the disk is copied illegally.
Of course, any other conventional security system may
also be used instead of this method.

The charge value 32 is an additional charge value
to be added to the battery value that is decremented as
the user uses the managed software product 18. Charg-
ing the battery value with this charge value enables the
user to extend the usage period.

When the battery value is managed in the ‘execu-
tion time based method' in which the battery value is
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decremented by the execution time of each function, an
additional time is recorded as the charge value 32. On
the other hand, when the battery value is managed in
the ‘weight value based method‘ in which the battery

value is decremented by the weight value of each func-
tion, the additional value is recorded as the charge value
32. These methods will be described in more detail later.

Although a floppy disk is used as the charge disk
22 in the embodiment shown in Fig. 1, other types of
recording media may also be used. Also, as shown in
another embodiment that will be explained later, a
charge value may be sent over a communication line.

Fig. 3 shows the concept of the operation manage-
ment system which uses the charge disk 22. The system
is composed primarily of the user machine 10, charge
disk 22, and vendor's machine 34. In this embodiment,

the managed software product 18 including the opera-
tion management program 36 is installed in the user ma-
chine 10.

The charge disk 22 is generated on the vendor's
machine 34 owned by the vendor which sold the man-
aged software product 18. More specifically, the ven-
dor's machine 34 has two software modules: the man-

agement information creation module 52 and the charge
value issuance module 54. The management informa-
tion creation module 52 encrypts the serial number 28
recorded on the charge disk 22, and writes the resulting
management information 30 back onto the charge disk
22. Note that the operation management program 36,
which contains the encryption condition or the decryp-
tion condition, can check whether or not the serial

number 28 agrees with the management infon'nation 30.
The charge value issuance module 54 records the
charge value 32, which has been set by the vendor, onto
the charge disk 22. In the execution time based method,
the charge value 32 is recorded, for example, as 100

hours, 200 hours, or 500 hours. Note that the operation
management program 36 contains an initial battery val-
ue (for example, 100 hours).

The operation management program 36 has a
counter 38 which decrements the battery value (battery
value management function). In this embodiment, the
operation management program 36 decrements the
counter 38 each time a ‘management target function‘
provided by the managed software product 18 is exe-
cuted. When the battery value, i.e., the counter value,

has decremented to the limit value of O, the operation
management program 36 prevents management target
functions from being executed. That is, in this embodi-
ment, when the battery value has reached a specified
limit value, the execution of the managed software prod-
uct 18 is limited and. when the battery value is charged
with the charge value 32 contained on the charge disk
22, the charge value is added to the battery value and
the resulting value is used as a new battery value. The
usage period of the managed software product 18 is
thus extended.

A history table 40 managed by the operation man-
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agement program 36 contains history information on

charge values recorded on the charge disk 22. Fig. 4
shows an example. As shown in Fig. 4, the history table
40 is composed of three columns: FD serial number col-

umn 40A, charge data/time column 40B, and charge val-
ue column 40C. The table may have other columns as
necessary.

Referring to Fig. 3 again, the following explains how
the battery value is managed. When the battery value
is managed in the ‘execution time based method‘ de-

scribed above, the execution time of each management
target function, measured based on the internal clock

42, is subtracted from the battery value. On the other
hand, when the "weight value based method‘ described

above is used, the battery value is managed based on
the usage amount table 44. Fig. 5 shows an example of
the usage amount table 44. in this embodiment, the ta-

ble contains entries, each consisting of a function name
44A and the corresponding usage amount 44B. ltshould

be noted that each usage amount is used as a weight
value. For example, a weight value is pre-defined ac-
cording to the processing time of each function. There-
fore, when a management target function is executed,
the corresponding usage amount (weight value) is sub-
tracted from the battery value.

The managed software product 18 shown in Fig. 3
has many user interface programs as well as many in-
ternal functions and common functions used by the pro-
grams. These functions are classified roughly into two:
management target functions and management non-
targetfunctions. Wheneverthe managed software prod-
uct 18 attempts to execute a management target func-
tion, the operation management program 36 references
the battery value and, when it is zero or greater, allows
the managed software product 18 to execute that func-

tion. When the managed software product 18 attempts
to execute a management non-target function, the op-
eration management program 36 does not check the
battery value. For example, when input/output function
for processing generated data 50 from the managed
software product 18 is defined as a management non-
target function, the input/output processing is always ex-
ecuted on the generated data 50, even if the usage pe-
riod of the managed software product 18 has expired.
This ensures that the generated data 50 are always
processed, thus protecting user assets. Examples of
management non-target functions include the data dis-
play function, data print function, and data plotteroutput
function.

Management target functions include the data gen-
eration function. For example, when the managed soft-
ware product is a CAD software product, the data gen-
eration function includes the straight-line drawing func-
tion, curved-line_ drawing function, circle drawing func-
tion, area fill-in function, area hatching function, and
character insertion function.

Fig. 3 conceptually shows management target func-
tion execution module 46 which executes management

20

25

30

35

40

50

55

target functions and management non-target function
execution module 48 which executes management non-
target functions. In this embodiment, the battery value

is decremented only when a management target func-
tion is activated. Note that the battery may be decre-
mented when both a management target function and a
management non-target function are activated.

In addition to the data described above, the charge
disk 22 may contain other types of data. For example,
it may contain the name of the managed software prod-
uct 18 which accepts a charge value. In this case, the
name of the managed software product 18 is used as

follows. When the charge disk 22 is read, the operation
management program 36 checks whether or not the

name of the managed software recorded on the charge
disk 22 matches that of the managed software product
18 installed in the user machine 10 and, only when they
match, accepts the charge value 32.

The battery value described above is stored on the

hard disk and then copied into the computer's RAM. The
battery value in the RAM is decremented whenever a
management target function is executed. Also, at an in-
terval or as necessary, the battery value in the RAM re-
places the battery value on the hard disk. This means

that, even when the computer fails, the battery value is
not erased. The battery value may also be maintained
in some other way.

Fig. 17 is a flowchart showing how the operation
management program operates when it accepts an in-

struction requesting the execution of a managed soft-
ware product function. The following explains this
processing in more detail.

Upon receiving from a user an instruction request-
ing the execution of a function of the managed software
product while the managed software product is in exe-
cution (S601), the operation management program

checks whether the requested function is a manage-
ment target function or a management non-target func-
tion (S602). When the function is a management target
function (S603), the operation management program
performs the processing shown in Fig. 6 or Fig. 7 (S604).
When the function is a management non-target function
(S603), the program executes the function immediately.
(S605). This processing_is repeated whenever an exe-
cution instruction is received.

Next, referring to Fig. 3, the execution of a manage-
ment target function in the execution time based method

is explained with the use of Fig. 6.

When the user requests the execution of a manage-
ment target function while the managed software prod-
uct 18 shown in Fig. 3 is in execution, the routine shown
in Fig. 6 is started. First, the management target function
execution module 46 or the operation management pro-
gram 36 reads the battery value to check if it is greater
than zero. If the battery value is zero or less, the routine
is terminated. That is, the requested managementtarget
function cannot be started. Note that a management
non-target function is started even if the battery value is
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zero.

In S102, the routine gets the start time from the in-

ternal clock 42 before starting the requested manage-

ment target function and, in S103, starts the manage-
ment target function. In S104, the routine gets the end
time from the internal clock 42 and, in S105, subtracts

the start time from the end time to calculate the process-
ing time (execution time) of the processing executed in
S103.

In S106, the routine subtracts the processing time
calculated in S105 from the battery value. In S107, the
routine checks if the resulting battery value is equal to

or less than the warning value and, if so, displays a mes-
sage in the remainder warning area 26 shown in Fig. 1.
If the resulting battery value is greater than the waming
value, the routine does not display the message. As
shown in Fig. 1, the remainder information area 24 is
displayed during execution of the managed software
product 18 (see Fig. 1) to allow the user to check the
remaining amount. This helps the user determine how
long he can execute the managed software product 18.

Fig. 7 shows the processing of a management tar-
get function in the weight value based method.

When the execution of a management target func-
tion is requested as described above, the routine refer-

ences the battery value in S201 to check if it is equal to
or greater than 0. If it is, the routine executes the re-
quested management target function in S202 and, in
8203, references the usage amount table 44 shown in
Fig. 5 to find the usage amount (weight value) of the
executed management target function. Then, in S204,

the routine subtracts the processing amount found in
S203 from the battery value to find a new battery value.
In S205, the routine checks if the battery value is less
than the warning value and, if so, displays a message
in the remainder waming area 26 in S206.

The ‘execution time based method‘ shown in Fig.
6 allows the user to manage operation using a physical
amount that is easy to understand. In addition, the user
can manage operation in a relatively simple configura-
tion. On the other hand, the ‘weight value based meth-
od' shown in Fig. 7 gives the user the same result re-
gardless of the CPU speed of the user's machine.

Next, referring to Fig. 3, the charge disk 22 read
processing is explained with the use of Fig. 8.

This processing is started when the charge disk 22
is inserted into the floppy disk drive 20 as shown in Fig.
1. The routine reads the serial number in S301, and the

management information in S302, both from the charge
disk 22. In S303, the routine encrypts the serial number
according to the encryption condition, or decrypts the
management information according to the decryption
condition, and compares the serial number with the
management infomtatlon. This comparison determines
whether or not the charge disk 22 is legal. For example,
when the disk is illegally copied, the management infor-
mation 30 is copied, but the serial number 28 is not cop-
ied but replaced. This results in a mismatch between the
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serial number 28 and the management information 30,
thereby making it possible to find an illegal copy.

In S304, the routine checks if the charge disk 22 is

valid and, if it is not valid, terminates processing in S308.
If it is valid, the routine references the history table 40,
containing past charge history data, in S305 to check
the validity of the charge value 32 recorded on the
charge disk 22. To do so, the routine first checks to see

if the serial number 28 of the charge disk 22 is in the
history table 40. If the serial number is found, the routine

takes the following steps to check if the charge value 32
recorded on the charge disk 22 is valid. The routine finds

the charge value initially recorded on the charge disk 22
and, from that initial value, subtracts the actual charge
value to find the remainder. The next time the battery
value is charged, the routine compares the remainder

with the charge value currently recorded on the charge
disk. It the charge value on the charge disk 22 is greater
than the remainder, the routine determines in S306 that

the charge disk is not valid and terminates processing
in S308. If the routine finds that the charge value 32 on
the charge disk 22 is valid, it performs the charge
processing, shown in Fig. 9, in S307.

Fig. 9 shows an example of charge processing. In
S401, the routine references the counter 38 to read the

current battery value and, in S402. reads the charge val-
ue from the charge disk 22. In S403, the routine asks
the user to type an actual charge value that does not
exceed the charge value 32 recorded on the charge disk
22. The user types the charge value, for example, from
the keyboard. In S404, the routine checks that the spec-
ified charge value is less than the charge value on the
charge disk 22. If the specified charge value is greater
than the charge value on the charge disk 22, the routine
asks the user to retype the charge value.

In $405, the routine adds the specified charge value
to the battery value, thus charging the battery value. In
S406, the routine subtracts the specified charge value
from the initial charge value and writes the resulting val-
ue on the charge disk 22 as a new charge value 32. If
the initial charge value 32 is exhausted, the routine
writes the value of 0 on the charge disk 22 to virtually
erase the charge value. The value of 0 prevents the
charge disk 22 from being re-used. In S407, a record
relating to the charge processing is added to the history
table 40.

In the above embodiment, the user specifies an ac-

tual charge value. Instead of having the user specify a
value, a pre-defined charge value may be added to the
battery value at that time.

Fig. 10 shows another embodiment according tothe
present invention. In the embodiment described above,

the battery value is charged using a recording medium.
In this embodiment, the battery value is charged via a
communication line 60. For the same components as
those used in the above embodiment, the same num-

bers are assigned and their descriptions are omitted.
The user machine 10 in Fig.10 is connected to the
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host machine 62 via the communication line 60. From

this host machine 62, send data 64 shown in Fig. 11 are
sent tothe user machine 10 to charge the battery value.

In Fig. 11 , address information 68 specifies the ad-
dress of the user machine 10. Management information
70 is created by encrypting the serial number on the re-
cording medium containing the managed software prod-
uct 18. A charge value 72, a value to be added to the
battery value as with the above embodiment, is an ad-
ditional period of time in the execution time based meth-

od, and is an additional amount in the weight value
based method.

Fig. 12 illustrates the system concept of this embod-
iment.

As described above, the user machine 10 is con-
nected to the host machine 62 via the communication
line 60. That is, this host machine 62 is connected to

each of a number of user machines 10 for integrated
operation management. This host machine 62 has a

management information creation module 76, charge
value issuance module 78, user registration table 80,
and billing module 82. The management information
creation module 76 creates the management informa-
tion 70 shown in Fig. 11 , and the charge value issuance
module 78 issues a charge value 72 in response to a
request from the user machine 10. As shown in Fig. 13,
the user registration table 80 is composed primarily of
the user ID column 80A, user name column 80B, and

request charge value column 80C. The billing module
82 references the user registration table 80 to automat-
ically issue a bill for a requested amount whenever a
charge value is issued, or at some specified interval.

Next, referring to Fig. 12, the operation of this em-
bodiment is explained with the use of Fig. 14. The op-
eration of the user machine 10 is shown in the left side

of Fig. 14, while that of the host machine 62 is shown

on the right.
First, in $501 and $502, the user machine 10 is con-

nected tothe host machine 62 via a communication line.

In 8503, the user machine 10 generates a request for a
charge value that will be sent to the host machine 62. In
this case, the request contains at least the serial number

of the CD-ROM containing the managed software prod-
uct 18 and information on the charge value. In 8504, the
user machine sends the request to the host machine
and, in $505, the host machine receives the request.

In $506, the host machine checks the user registra-
tion table 80. If the host machine finds, in $507, that the

requesting user is registered in the host machine 62, the
management information creation module 76 creates
management information based on the serial number in

8508, and the charge value issuance module 78 gener-
ates a charge value in response to the request from the
user. In 8509, the host machine 62 sends the manage-
ment information and the charge value to the user ma-
chine 10 as the send data 64 shown in Fig. 11. In 8510,
the user machine 10 receives the send data 64. In 8511
and $512, the user machine 10 and the host machine
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62 are disconnected.

In 8513, the operation management program 36
compares the serial number 74 with the management

information 70 to check to see if the data received by
the user machine 10 are valid. This prevents the user
from illegally charging the battery value. If it is found in

$514 that the send data are valid, the charge processing
is performed in $515. This charge processing is the
same as that in Fig. 9.

As shown in Fig. 12, this embodiment may also use
the execution time based method or the weight value
based method in order to manage the battery value.

Although the battery value is charged over a com-
munication line such as a telephone line in the above
embodiment, it may also be charged over a communi-
cation satellite (satellite line).

In the above embodiments, the operation manage-
ment program 36 is included in the managed software

product 18. Of course, an external program can manage
the operation of the managed software product 18. Fig.
15 shows the concept of such an embodiment.

As shown in Fig. 15, the operation system (08) 83
is located between the hardware 81 and each of appli-

cation programs 84, 86, and 88. The operation manage-
ment program 36 according to the present invention
may be located between the operation system 83 and
the application program 84.

Operation management program 36 therefore func-
tions as an interface program. Messages are ex-
changed between the operation management program
36 and the application program 84 according to some
specific rule. Messages are also exchanged between
the operation management program 36 and the opera-
tion system 83 according to a specific rule.

To execute a management target function in this
configuration, the operation management program 36
references the battery value when it receives an execu-
tion request from the application program 84. If the bat-
tery value is not zero, the operation management pro-
gram 36 sends an instruction to the operation system
83 while simultaneously decrementing the battery value
by a value corresponding to the function. If the battery
value is zero, the operation management program 36
sends a message back to the application program 84,
indicating that the instruction cannot be executed.

To execute a management non-target function, the
operation management program 36 does not reference
the battery value when it receives an execution request
from the application program 84 but instead sends the
instruction directly to the operation system 83. 7

The battery value is decremented as management
target functions are executed. Charging the battery val-

ue allows the user to extend the usage period of the ap-
plication program 84, which may be supplied separately
from the application program 84.

In the above embodiments, one operation manage-
ment program manages one operation management
program. It is also possible for one operation.manage-

Petitioner Apple Inc. — Exhibit 1006, p. 3097



Petitioner Apple Inc. - Exhibit 1006, p. 3098

15 EP0818748A2 16

ment program to manage several application programs.
Fig. 16 shows an application of the present inven-

tion. The system shown in Fig. 16 is composed of one
host machine 90 and several user machines 92. Within

each user machine 92 are a managed software product
18 and the operation management program 36, which,
in turn, contains the counter 38 where the battery value
to be decremented is stored. In other words, the opera-
tion of the managed software product 18 is controlled
by the value stored in the counter 38. To execute the
managed software product 18 in this system, it is nec-
essary to insert a battery disk 96 into the user machine

92 and to move the battery value from the battery disk
96 into the counter 38. The battery value is decremented
as the operation of the managed software product 18

proceeds. when the user finishes the managed soft-
ware product 18, a sequence of operations are executed
to move the current counter value from the counter 38

to the battery disk 96. This initializes the counter 38 to

zero just as it was before the battery disk 96 was insert-
ed.

The host machine 90 has several disk drives into

which a battery disk 96 is inserted to read the battery
value that was returned to the battery disk 96. This host
machine 90 is also used to charge the battery value on
the battery disk 96.

Integrated management of the battery values on
several battery disks 96 through the host machine 90
brings a benefit of integrally managing several managed
software products 18.

This type of system may be used, for example, in a
school or a business where many computers are in-
stalled. With an individual carrying his or her own port-
able battery disk 96, it is possible to check and control
the software usage amount of each person. In this case,
either the ‘execution time based method‘ or the ‘weight
value based method‘ may be used.

Claims

1. An operation management system for managing
the operation of a managed software product, com-
prising:

battery value management means for decre-
menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation
of said managed software product when said
battery value has decremented to a specified
limit value; and

charge means for adding a charge value to the
current battery value when the charge value is
entered from external means.

2. An operation management system according to

15

20

25

30

35

40

45

50

claim 1, wherein said battery value management
means find the operation amount for each execu-

tion of a function owned by said managed software

product and subtract a value corresponding to said
operation amount from said battery value.

An operation management system according to
claim 2, further comprising:

function category determination means for
determining if a function to which an execution in-
struction is issued is a management target function
ora management non-target function, wherein said
battery value management means decrement said

battery value only when said management target
function is executed.

An operation management system according to
claim 3, wherein

said battery value management means has a

weight table containing pairs of said manage-
ment target function and a weight value repre-
senting said operation amount thereof, and
said battery value management means sub-
tract a weight value corresponding to said man-
agement target function from said battery value
when said management target function is exe-
cuted.

An operation management system according to
claim 3, wherein, when said management target
function is executed, said battery value manage-
ment means measure the execution time and sub-

tracts the execution time from said battery value.

An operation management system according to
claim 3, wherein said operation limit means prevent
said management target function from being exe-
cuted but allows said management non-target func-
tion to be executed when said -battery value has
reached a limit value.

An operation management system according to
claim 3, wherein said managed software product
has a data generation function and a data output
function and wherein said function category deter-
mination means determine said data generation
function as said management target function and
determine said data output function as said man-
agement non-target function.

An operation management system according to

claim 1, further comprising remainder warning
means for issuing a remainder warning when said
battery value has decremented to a warning value.

An operation management system according to
claim 1, further comprising remainder display
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means for displaying said battery value during ex-
ecution ol said managed software product.

An operation management system for managing
the operation of a managed software product, com-
prising:

battery value management means for decre-
menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation
of said managed software product when said
battery value has decremented to a specified
limit value;

read means for reading a charge value from a
recording medium containing the charge value
thereon; and

charge means for adding said charge value to
the current battery value.

An operation management system according to
claim 10, further comprising erase means for eras-
ing the charge value from said recording medium

after said charge value is added.

An operation management system according to
claim 10, further comprising:

specification means for allowing a userto spec-
ify an actual charge value by which the current
battery value is to be actually charged, the ac-
tual charge value not exceeding the charge val-
ue recorded on said recording medium; and
rewrite means for rewriting the charge value on
said recording medium with a remainder value

after said actual charge value is added to the
current battery value.

An operation management system according to
claim 10, in which said recording medium contains
not only said charge value, but also the identifica-
tion number of the recording medium and manage-
ment information generated through encryption of
the identification number, said operation manage-
ment system further comprising:

validity determination means for comparing
said identification number with said management

information considering the condition of said en-
cryption to detennine the validity of said recording
medium.

An operation management system comprising:

a managed machine containing a managed
software product; and
a managing machine connected to said man-
aged machine with a communication line,
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10

wherein

said managed machine comprises:
battery value management means for decre-

menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation
of said managed software product when said
battery value has decremented to a specified
limit value;

charge value receive means for receiving a
charge valueirom said managing machine; and
charge means for adding said charge value to
the current battery value, and wherein
said managing machine comprises:
charge value send means for sending said
charge value to said managed machine.

15. An operation management system according to
claim 14, wherein said managed machine further
comprises:

notification means for notifying said managing
machine of the identification number of a port-

able recording medium initially containing said
managed software product; and
validity determination means for comparing
management information sent from said man-

aging machine with said identification number
to determine the validity of the recording medi-
um; and wherein said managing machine fur-
ther comprises:
management information creation means for
creating said management information gener-
ated by encrypting said notified identification
number and for sending the management infor-

mation to said managed machine.

16. An operation management system comprising:

at least one managed machine containing a
managed software product; and

a managing machine for managing the opera-
tion of said managed machine, wherein said
managed machine comprises:
a counter containing a battery value changing
according tothe operation amount of said man-
aged software product;

first charge means for reading a battery value
from a portable recording medium to store the
battery value into said counter; and
first return means for writing the current battery
value on said recording medium, and wherein,
said managing machine comprises:
second charge means for writing said battery
value on said recording medium; and
second return means for reading said battery
value from said recording medium.
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17. An operation management method comprising: a module for charging the current count value
or said limit value when a charge value is en-

a count value management step for changing tered from external means.
a count value according to the operation
amount of a managed software product; 5

an operation limit step for limiting the operation
of said managed software product when said
count value has reached a specified limit value;
and

a charge step forcharging the current count vaI— 10
ue or said limit value when a charge value is
entered from external means.

18. A medium containing a management software prod-
uct for managing the operation of a managed soft- 15
ware product, wherein said managed software
product and said management software product are
executed on computers, said management soft-
ware product comprising:

20

a module for changing a count value according
to the operation amount of said managed soft-
ware product;

a module for limiting the operation of said man-

aged software product when said count value 25
has reached a specified limit value; and
a module for charging the current count value
or said limit value when a charge value is en-
tered from external means.

so

19. A medium containing a charge value read by a man-
agement software product for use in managing the
operation of a managed software product, wherein
said managed software product and said manage-
ment software product are executed on computers, 35
said management software product comprising:

a module for changing a count value according
to the operation amount of said managed soft-
ware product; 40
a module for limiting the operation of said man-
aged software product when said count value
has reached a specified limit value; and
a module for charging the current count value
or said limit value when said charge value is 45
entered.

20. A computer system having an interface software
product between an operation system and at least
one application software product, wherein said in- 50
terface software product comprises:

a module for changing a count value according
to the operation amount of said application soft-
ware product; 55
a module for limiting the operation of said ap-
plication software product when said oount val-
ue has reached a specified limit value; and
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KEY ENCRYPTION SYSTEM AND METHOD,

PAGER UNIT, AND PAGER PROXY FOR

A TWO-WAY ALPHANUMERIC PAGER NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to a system and method of encrypting messages for
transmission and/or receipt by a pager, and in particular to a system and method for

which uses a standard two-way wireless pager protocol to send encrypted messages over

an existing paging infrastructure. The invention also relates to a pager unit capable of

sending and receiving encrypted alphanumeric messages over a wireless pager network,
and to a pager proxy server which provides key management functions for enabling

transmission of encrypted alphanumeric messages over the wireless pager network.

2. Description ofRelated Art

Paging systems capable of transmitting simple alphanumeric messages and

displaying the messages on a miniature two-way ‘pager are becoming increasingly

popular. Such two-way paging systems enable messages like "Meet me at the gym at

6:00" or "I love you" to be both transmitted and received by equipment that is smaller,

less complex, and less intrusive than a wireless telephone. The messages are transmitted

as packets containing source and destination address data formatted for transmission over
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the response channel of a wireless paging network, using a protocol that allows users to

respond to messages directly from their pager units without having to use a telephone.

Two-way pagers are currently offered by Motorola and Wireless Access, with

national paging services being provided by MTEL, which uses Motorola's Re-FLEXT”

paging protocol. The Re—FLEXT” paging protocol allows users to respond to messages

using a selection of pre-prograrmined responses or by formatting a fi'ee-form text reply,
and in addition includes a TCP/IP protocol stack that allows the user to initiate messages

to subscribers on wired networks, including e-mail and fax machine addresses.

The present invention concerns a method and system for encrypting and

authenticating messages transmitted over the existing pager system, using the Re~

FLEXT“ protocol, or over other yet—to-be-implemented paging systems in the U.S. and

elsewhere which may or may not use the Re-FLEXT“ protocol. Unlike previously

proposed arrangements, which either rely on complex encoding schemes and

sophisticated hardware at the sending and destination ends of a transmission, over

transfer of keys and authentication of keys using a telephone rather than the wireless

network, the present invention offers the advantages of (i) providing authenticable key

encryption of messages at the source of the transmission and key decryption at the

destination pagers, (ii) using existing two-way pager designs and paging system

infiastructure, and (iii) providing the encryption capabilities without adding to carrier

overhead. The addition of full key encryption and authentication capabilities to an

existing pager system without adding to ca.rrier overhead or capital costs distinguishes

the system and method of the -invention from all previously proposed pager encryption
schemes.

An example of a previously proposed pager encryption scheme is described in
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‘ U.S. Patent Nos. 5,452,356 and 5,481,255, assigned to Data Critical Corp. Although the

tenn "encryption" is used in these patents, the patents are directed primarily to a data

compression and encoding protocol for enabling transmission of large volumes of data

over a wireless pager network using modified transmitting and receiving hardware,

including separate computers at each end of the transmission. The only discussion of

encryption in these patents is a cursory reference to "encryption" as an added security

layer provided by utilizing a "commercially available algorithm" (see, e.g., col. 1 1, lines

15-32 of U.S. Patent No. 5,452,356) during encoding of the files by a computer

connected to the pager. Because all encryption and decryption in the Data Critical

patents is disclosed as being carried out by software on computers connected directly to

the sending and receiving pagers, the only possible ways that true key encryption could

be provided for would be to use encryption keys corresponding to decryption keys

common to all possible recipients of the message, to use unique keys for each potential

recipient but to store the corresponding encryption keys in the sender's computer, or to

exchange keys prior to a transmission. While these alternatives might be reasonable in

the context of, for example, a medical paging system in which all transmissions are

between doctors or trusted medical personnel, none of them are suitable for use in

connection with a paging system designed to transmit simple text messages using

miniature handheld paging units and which is open to the general public, both because

of the hardware intensive nature of the encoding scheme and the problem of key
management.

In addition to the wireless pager protocol described in the Data Critical patents

the prior art includes a number of patents describing authentication or encryption

schemes that are used in connection with wireless paging, but are carried out over a

telephone line. The systems described in these patents are more suited to uaditional one-

way paging environments than with two-way protocols, even though one of the patents

issued only recently, and none disclose systems that can be practically applied to the

current two-way paging networks.
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U.S. Patent No. 5,668,876, for example, discloses a modified pager which

provides authentication ofa caller. The modified pager calculates a unique response code

based on a transmitted challenge code, an input personal identification number, and an

internal key. The resulting response code is converted into DTMF tones and transmitted

by telephone to a central computer which authenticates the caller. This system does not

provide for encryption of messages, or authentication by the receiving party of

communications forwarded by the central computer, and yet requires a challenge

response form ofauthentication which requires simultaneous two-way communications,

which is currently neither possible nor required by existing two—way'wireless pager

protocols.

U.S. Patent No. 5,285,496 describes a paging system with two options: the first

is to send and receive encrypted messages using private key encryption by transmitting

a clear text message over a private communications line to a local client of the pager

network where the message is encrypted using a private key, and broadcast over a pager

network, and the second is to send the message in clear text by telephone directly to the

central control system ofthe pager network, where the message is encrypted. However,

neither of the two options provides -for encryption of the original pager transmission,

which must be sent in clear text form over a telephone line, and which, in the case where

a local client computer is used, provides no way to maintain centralized control. In

addition, for the local client computer option, in which the address is encrypted together

with the message, the destination pager must decrypt every message sent over the system

in order to detennine whether a message is addressed to it, which is only possible in

pager networks with a very limited number ofparticipants.

In the system described in U.S. Patent No. 5 ,638,450, on the other hand, reception

by a pager ofencrypted messages over a radio fiequency pager network is made possible

by having the pager transmit an encryption key via DTMF tones over a telephone line to

a central office, the central office then encrypting the messages before forwarding them

Petitioner Apple Inc. — Exhibit 1006, p. 3120



Petitioner Apple Inc. - Exhibit 1006, p. 3121

WO 99/34553

l0

15

20

25

PCT/US98l2753l

to the recipient. This system does not permit outgoing messages to be encrypted, and

provides no way of key encrypting messages between two pagers on the network, and

again is not applicable in the context of the present invention.

It will be appreciated that none ofthe above patents, representing the known pager

message protection proposals, describes a system that enables true key encryption and

authentication capabilities to be added to a conventional two-way wireless alphanumeric

paging system ofthe type with which the present invention is concerned, using existing

pager protocols and equipment, ' and in which any individual can send a simply

alphanumeric message by keying the message into a miniature two-way pager (or

choosing from ‘a menu of pre-stored messages), entering a destination address, and

pressing a send button, the message then being retrievable by the intended recipient by

a simple keystroke on the recipient's pager, with the message being encrypted by a key

unique to the sending pager and decrypted by a key unique to the destination pager. In

contrast, the present invention not only provides these capabilities, but adds further levels

ofsecurity by using strong secret or private key based encryption algorithms, with multi-

tier authentication of a transmitted packet, while permitting central registration and

billing for encryption services and recovery of messages by legal authorities without

adding to carrier overhead or increasing the costs of the paging service for users who do

not require encryption.

All of the above advantages of the system and method of the invention are made

possible through the use of a proxy server to intercept an encrypted message and

repackage it for delivery to the intended recipient in a form that the intended recipient is

capable of reading, thus eliminating the need for shared keys or key exchange between

the sender and ultimate recipient of the message or complex, hardware—intensive

encoding schemes, and allowing encrypted messages to be transmitted using existing

two-way alphanumeric pager protocols. Because the invention involves key encryption

and not encoding of the message, and requires knowledge by the sending and receiving
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units of only one or two keys (for example, a private key unique to the pager and a

server's public key), encryption being simpler to implement than encoding since it merely

involves performing arithmetically combining the message with the key, the present

invention can be used with existing pager hardware and protocols, and by avoiding the

need for challenge/response authentication, the present invention can be used with

existing channels and therefore with the existing pager infrastructure. None of the

previously proposed systems and methods has these capabilities.

Not only does the use of a proxy server relieve the sending and receiving pagers

of key management functions, but the manner in which the invention utilizes strong

encryption capabilities, by separately encrypting the session key, further minimizes the

processing resources required by the sending and receiving pagers. Essentially,

encryption of the message itself can be carried out with a relatively short session key to

usage of the processor, while the relatively short session key can be protected

by a strong encryption algorithm. Because the session key is not re-used, key integrity
can easily be maintained;

SUMMARY OF THE INVENTION

It is accordingly a first objective of the invention to provide a system of adding

' fiill key encryption services to a pager network, allowing key encrypted alphanumeric

messages to be sent by any pager unitregistered with the encryption service provider to

any other registered pager unit via the network, as well as to e—mail addresses, fax

machines and other destinations capable of receiving text messages.

It is a second objective of the invention to provide a method of adding fiill key

encryption services to a pager network, allowing key encrypted messages to be sent by

any pager unit registered with the encryption service provider to any other registered

pager unit via the network, as well as e-mail addresses, fax machines and other
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destinations capable of receiving text messages.

It is a third objective ofthe invention to provide a system which allows encryption

of alphanumeric messages by a paging unit for wireless transmission over a paging L

network in a manner which is transparent to the person sending the message, and which

allows decryption and display of the messages by a receiving pager in a manner which

is transparent to the person receiving the message.

It is a fourth objective of the invention to provide a method which allows

encryption ofmessages by a paging unit for wireless transmission over a paging network

in a manner which is transparent to the person sending the message, and which allows

decryption and display of the messages by a receiving pager in a manner which is

transparent to the person receiving the message.

It is a fifih objective of the invention to provide a system and method of adding

encryption capabilities with centralized key management and unique secret keys for each

user, without modification of existing pager network infrastructure or paging

transmission protocols.

It is a sixth objective of the invention to provide a system and method of

encrypting text messages capable ofbeing transmitted over a pager network, which can

be provided as an add-on or option to the services provided by the pager network,

and which can be centrally managed using a proxy server connected to the network to

provide the encryption services to subscribers who select the encryption option.

It is a seventh objective of the invention to provide a system and method of

authenticating messages transmitted in encrypted form over a pager network, without the

need for an authentication channel or challenge/response protocol.
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It is an eighth objective of the invention to providing a standard alphanumeric

pager unit with the capability of encrypting, decrypting, and authenticating messages

transmitted using a two-way alphanumeric pager protocol, with minimal or no hardware
modification.

It is a ninth objective of the invention to provide a proxy server arrangement

which can be connected to the network operations center of a pager network in order to

manage tra.nsmission ofkey encrypted messages over the network.

These objectives are achieved, in accordance with the principles of a preferred

embodiment of the invention, by using a pager proxy server to carry out decryption ofa

message encrypted by a session key and received from the sending pager, and to have the

pager proxy generate a new session key for re-encryption of the message transmitted to

the receiving pager, with the original session key being encrypted at least by a secret key

shared by the sending pager and the pager proxy server or by a public key corresponding

to a private key ofthe pager proxy server, and the new session key being encrypted either

by a secret key shared by the pager proxy server and the destination pager or a public key

corresponding to a private key held by the destination pager, thereby freeing the sending

and destination pagers from having to store more than one secret key or of having to

carry out a direct exchange of keys, and allowing each pager on the network to be

provided with a unique key. '

In accordance with the principles of an especially preferred embodiment of the

invention, in order to encrypt a message, the sending pager must have hard-coded into

memory a unique identification number and a secret key associated with the identification

number. When a user is ready to send an encrypted message, he or she begins by
entering the message to be sent, after which the user is prompted for an access code to

gain access to the encrypted shared key, the encrypted shared is decrypted, and a session

key is generated. The message that was entered by the user is then encrypted with the
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session key, and the session key is encrypted with the public key of the pager proxy
server, or a shared secret key of the sending pager, and appended to the encrypted

message for transmission via the network operations center to the pager proxy server.

Pager messages are formatted in accordance with standard pager protocols to

include a destination header, which is generally the address or telephone number of the

receiving pager, and with an additional space in the header to indicate that the message

is encrypted, as will be explained in more detail below. When the network operations

illustrated embodiment, the pager proxy server is included in a gateway server in order

to enable the system to package e-mail messages for transmission in encrypted form to

pagers on the pager network, or to package pager messages according to an e-mail

protocol for transmission over a wired network such as the Internet to an e-mail address,

but it will be understood by those skilled in the art that the pager proxy may be operated
as a separate unit.

In the illustrated embodiment ofthe invention, the pager proxy server has the role

ofverifying the authenticity ofthe message sent by the sending pager, decrypting the data

with its private key or alternatively with a secret key shared with the sending pager to

obtain the session key that was generated by the sending pager, and decrypting the

message with the session key generated by the sending pager. Once this is accomplished,

the server generates a new session key to encrypt the message with, and then encrypts the

session key with a secret key shared with the destination pager or with a public key

corresponding to the private key of the destination pager, or alternatively with a secret

key shared with the destination pager, the two entities being appended together and sent
to the recipient pager. The destination pager, after- receiving the encrypted message,

alerts the user and, when the user is ready to read the encrypted page, prompts him or her
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for the access code to begin decryption of the appropriate shared secret key or private

key, which is then used to decrypt the session key used to decrypt the message.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a schematic diagram showing the principal elements of a pager

encryption system constructed according to the principles of a preferred embodiment of
the invention.

Fig. 2 is a schematic illustration summarizing the operation ofthe two-way pager

for sending an encrypted message over a wireless network in accordance with the

principles of a preferred embodiment of the invention.

Fig. 3 is a functional block diagram of a module used by a two-way pager to

encrypt a message and package it for wireless transmission over a pager network to a

network operations center.

Fig. 4 is a functional block diagram ofa module used by a pager proxy server to

authenticate the sender of an encrypted message, authenticate the message, and extract

infonnation from the message which can be used to re-package the message for
transmission a destination address.

Fig. 5 is a fimctional block diagram of a module used by the pager proxy server

to repackage a message and send it to the network operations center for transmission for

re-transmission over the wireless pager network to a destination pager.

Fig. 6 is a fimctional block diagram showing the principal elements of a module

used by a destination pager to decrypt and display a message received in encrypted form

from the network operations center over the wireless paging network.
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Fig. 7 is a flowchart ofa preferred process corresponding to the functional block

diagram ofFig. 3.

Fig. 8 is a flowchart of a preferred process corresponding to the functional block

diagram ofFig. 4.

Fig. 9 is a flowchart of a preferred process corresponding to the ftmctional block

diagram of Fig. 5.

Fig. 10 is a flowchart ofa preferred process corresponding to the fimctional block

diagram ofFig. 6.

DETAILED DESCRIPTION OF THE PREFERRED EMBODINIENTS

As illustrated in Fig. 1, the system of the preferred embodiment of the invention

allows encrypted communications between a sending pager and a receiving pager via a

two—way wireless paging system such as M—TEL's system, using two-way alphanumeric

pagers such as, but not limited to, the Motorola and Wireless Access pagers. The basic

elements of the system are a sending pager 1, a receiving pager 2 which may be identical

to the sending pager, and a network operations center (NOC) 3 which provides basic

message forwarding and subscription management services for all communications

carried by the system.

As is conventional, the sending and receiving or destination pagers (or pager

units) 1 and 2 include fimction and data entry keys 4, and/or a stylus 5 or other data entry

device, for allowing a user to input and send alphanumeric messages, and an LCD or

other device 6 which allows received alphanumeric messages to be displayed. The pagers

can also provide other functions such an alarm fimction to alert the user that a message

has been received, and includes a microprocessor and circuitry capable of formatting an

Petitioner Apple Inc. — Exhibit 1006, p. 3127



Petitioner Apple Inc. - Exhibit 1006, p. 3128

WO 99/34553

10

20

25

PCT/US98/27531

12

input message and transmitting it to the network operations center according to an

appropriate protocols, including but not limited to the ReFLEXT“ protocol. The sending
and receiving or destination pagers also include a memory for storing a unique user

identification number (UID) that identifies a particularpager for addressing purposes, and

other information such as a password that can be used to prevent unauthorized users from

accessing the transmission or message display functions of the pager, as well as an

addressing mode (AM) generator that is used in the pager protocol to indicate the type

of addressing used by the paging system, and a timer that can be used to generate a
message number.

In order to be used with the system and method ofthe illustrated embodiment of

the invention, the pager memory must also have stored therein at least a private key of

the pager u.nit, a corresponding public key of the pager unit, and a public key

corresponding to a private key of the server, for encrypting either the message itself or

a session key used to encrypt the message, and soflware capable of running on the

included processor for performing an encryption algorithm and a decryption algorithm.

In addition, according to the preferred embodiment of the invention illustrated in Figs.

2-10, the pager must be capable of generating a session key for each message to be

transmitted, storing a private key unique to the pager which is used to authenticate the

pager, and computing a message authentication code which is used to authenticate the

message _being transmitted or received.

It will be appreciated by those skilled in the art, however, that whenever a public

key or private key is required, a shared secret key could be substituted using an

appropriate algorithm, and that while the use of session keys is highly advantageous, the

session key could also be eliminated in favor of public-private key encryption. In

addition, while the illustrated system provides both encryption and decryption

capabilities in at least two pagers, so that each pager can send or receive messages, the

system and method of the invention could also be applied to systems in which some or
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all of the pagers have reception capabilities only, i.e., in which some or all of the pagers

are designed to allow the pagers to receive encrypted messages originating fi'om e-mail

addresses and/or two-way pagers, but not to originate messages. Conceivably, the system

and method ofthe invention could even be applied to systems in which at least some of

the pagers are capable of sending encrypted messages, but not receiving and decrypting

them, although such a system would seem to make little commercial sense. In any case,

it will be appreciated that the system and method illustrated in Figs. 2-10 are intended as

being illustrative in nature only, and should not be interpreted as being limitative of the

scope of the invention.

As indicated above, the number ofkeys required ofa pager to encrypt and decrypt

messages is at most two, so that the key storage requirements are minimal. The

encryption algorithms themselves simply involve a series ofmathematical steps, and are

well within the capabilities ofthe microprocessors used in the conventional pagers, as are

message authentication code generating techniques such as CRC or SHA1. The session

key used in the preferred embodiment to encrypt the message itselfconsists, in a practical

implementation, of just sixteen characters (128 bits), and thus encryption of the

alphanumeric message using RC4 or a similar stream cipher or other algorithm which

makes use of a shared secret key can be accomplished without a large amount of

processing resources, while strong overall protection ofthe transmission is still provided

because the more processor intensive encryption algorithms are reserved for encryption

of the relatively small session key rather than the alphanumeric message itself. ' Of

course, the session key is not limited to a particular bit size, and it is possible for example

to use 256 bit session keys, or longer or shorter session keys as desired.

In the preferred embodiment, encryption ofthe session key is carried out by RSA

(1024 bits) but other stronger private key algorithms such as ECC PK1 (~250O bits) can

also be used, as well as shared secret key-based encryption methods such as RC4. The

public-private key encryption algorithms are preferred not only because of the strong
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encryption provided, but also because the permit authentication of the sender, as

explained below, but legal or other considerations may also afiect the choice of

encryption algorithm, and thus the system ofthe invention is designed to permit the use

of different mutually exclusive encryption algorithms by the sending and destination
pagers.

The sending pager 1 illustrated in Fig. 1 transmits messages to the network

operations center 3 in the form of a packet that includes a clear text applications header

that tells the center to forward the text to the pager proxy server 7, which is conveniently
though not essentially included in a gateway 8 capable of network communications as

well as the pager encryption and decryption functions required by the present invention.

Forwarding of the packet to the pager proxy or gateway server preferably involves use

of a network data transfer protocol such as TME-X, although the maimer in which the

packet is forwarded to the proxy will depend on the wireless protocol used by the pager

network and the capabilities of the network operations centers TME-X is a preferred

transfer protocol for use with Re-FLEX encoded packets because of the presence of a

TCP/IP stack in the standard format packets that allows the Re-FLEXT“ protocol to
communicate directly with computer networks.

The gateway 8 may include a general purpose proxy server 10 such as the one

described in U.S. Patent No. 5,602,918, entitled "Application Level Security System And

Method," and also in U.S. Patent Application Ser. No. 08/917,341, filed August 26, 1997,

entitled "Multi-Access Virtual Private Network," both ofwhich are incorporated herein

by reference. The two patent documents describe a system currently available from V-

One Corporation of Gennantown, Maryland under the name SmartGateTM (SG in the

figures) which is especially suitable for use with the pager proxy ofthe present invention,

although the pager proxy server of the invention could also be used with other gateway
servers, or without any network connection capabilities.
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As illustrated, gateway 8 also includes a dedicated e-mail server or gateway 11,

and e-mail protocol message transfer agent (MTA) 12 for transferring messages from the

gateway server 10 to the e-mail gateway. Both the e-mail gateway 11 and pager proxy

7 maybe physically incorporated in the gateway server or provided on independent or

separate computers, and are connected to a pager authentication module 13 which may

be physically incorporated into a general purpose gateway authentication module 14 of

a separate authentication server 15, combined with the gateway server, or may be

provided as an independent unit.

Computers on the network with capabilities ofcommunicating with the general

purpose proxy server are represented in Fig. 1 by computer 16, and include gateway

client software that permits the computer to establish a secured communications path to

the gateway server, as well as an e-mail program which packages messages in an

appropriate format such as that provided by the SMTP protocol for transmission over the

secured communications path established by the gateway client software. An example

of an e-mail program is "EudoraT”," although the use of standard protocols such as

SMTP and Re-FLEXT” allows any e-mail program to communicate with the gateway and

thence with the pager network, so that the system of the invention is not limited to use

in connection with any particular e-mail program, the conventional pagernetwork already

being equipped to handle e-mail transmissions to or fi'om the wireless network. The

invention may be considered to apply equally to pager-to-pager communications, pager-

to-ernail communications, and email-to-pager communications. In addition, it is possible

that the invention could be adapted to communications originating from a fax machine,

in which case the clear packet transmitted by the fax machine over a telephone line would

be processed by a facsimile proxy for packaging and encryption by the pager proxy-, and

messages addressed to the fax machine would be decrypted by the pager proxy and

forwarded to the facsimile proxy for transmission as clear text over a telephone line, the

principles of the invention still being applicable to the encryption and decryption of the

messages by the pager proxy and sending or receiving pagers.
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Turning to the specific embodiment illustrated in Figs. 2-10, the system and

methodofthe invention take the form ofmodifications to the header of the transmission

packet sent by the sending pager 1 and/or the pager proxy 7. Essentially in order to send

messages over the paging system, the sending pager and pager proxy, (or pager proxy

alone in the case of a message originating from computer 16 or a source of clear text

messages such as a facsimile machine) generates a header which includes the

information necessary to enable processing by the recipient ofthe packet, and in the case

of the pager proxy, for forwarding ofa repackaged packet to a destination address. The

header should at least include the session key encrypted message, the encrypted session

key, a sender identification number, and a destination header or address, but because the

header format will vary if a protocol other than Re—FLEXT” is used, it should be

appreciated that the other information contained in the illustrated header, and the position

ofthe information, can be varied without departing from the scope of the invention, and

the invention is intended to encompass headers formatted for other alphanumeric wireless

paging protocols, as well as for encryption algorithms and authentication protocols other

than the specific algorithms and protocols indicated.

Fig. 2 illustrates the format of the preferred header, which is divided into three

fields. It is to be understood that while the illustration refers to the communication

between the sending pager and the pager proxy, the same header will be used for the

communication between the pager proxy and the destination pager, with appropriate

substitutions ofaddresses and keys as explained in more detail below. As shown in Fig.
2, the first field is a clear text field that contains the encryption method indicator EM,

pager addressing mode (AM), and user identification number (UID) (sometimes referred

to as a PIN, but not to be confused with the password entered by the user to access pager

fimctions), while the second field contains the encrypted session key (SESKeyl) and

various data referred to as "header data" tHdrData) including the destination header or

address (DH) and a message authentication code (MAC), the information in the second

field being encrypted by the unique private key ofthe sending pager (pv.sender) in order
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to authenticate the sender, and by a public key corresponding to a private key held by the

server (pb.server) in order to protect the contents of this field. The third field contains

the message encrypted by the session key.

The various fields illustrated in Fig. 2 may be formatted in any convenient manner

permitted or required by the protocol used to package the data in the fields for

transmission, but in the illustrated example most or all of the data in at least fields one

and two can conveniently be in hexadecimal format. Whenever the drawings illustrate

a hexadecimal number, the number ## will be preceded by a "Ox" to form 0x##.

The encryption method indicator EM indicates which of the possible encryption

methods handled by the server is being used to encrypt the session key and other

information in field 2, so that the session key can be recovered and used to decrypt the

encrypted message in field 3. As indicated above, possible encryption methods include

the RC4 secret key encryption method, which requires the parties to the communication

to have a shared secret key that is used for both encryption or decryption, and the RSA

public key encryption method, which is the method illustrated in Fig. 2. The indicator

itself is simply a number assigned to the encryption method. While any given pager will

generally have only a single encryption method stored in memory, it is possible for the

pager proxy to be arranged to handle multiple different methods and thus need to have

an indication ofthe type ofencryption method, to accommodate different pager systems

or legal requirements, particularly if international pager traffic is involved.

The addressing mode (AM) indicates the type ofaddress involved. For example,

in the U.S., pager addressing modes are assigned one application header, while e-mail

addressing modes are assigned another application header. This indicator may not be

necessary in all protocols since the destination header may be unique to a specific type

of address, but is included in field 1 as part of the Re-FLEX” protocol.
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The user identification number (UID) included in clear text in field 1 and in

encrypted form in field 2, is the unique address assigned to the pager, and is used to

indicate the source of the message so as to enable the pager proxy to retrieve the

appropriate public decryption key (pb.sender), and for use in authentication ofthe sender

and for display by a receiving pager. Preferably, this number is hard-coded into memory

so that it cannot easily be altered, and in current U.S. paging systems is in the form of a

ten digit number.

The header data (HdrData) of the second field includes an application header

(AH), which included in a field having variable length and string value, the address mode

and destination header (AM/DH), the user identification number (UID), which is the

same as the one included in field 1, and a message number (MSGNO) and message

authentication code (MAC). In addition, e-mail address protocols require a byte

indicative of address length to be added where the address mode indicates an e-mail

address.

For purposes of the present invention, the message number can be any arbitrary

number, although the use of a time-related reference, as allowed by the Re-FLEX

protocol, is useful for account tracking or billing purposes, and in addition can be used

to ensure that received message is not a recording of a message sent earlier and

intercepted by an unauthorized party. For example, the message number has previously

been defined as the number of seconds since January 1, 1970.

The message authentication code is a checksum used to verify thatithe recovered

message is identical to the original message, and may be computed using an error

correction code function such the cyclic recovery code (CRC) function, with CRCs being

used in the illustrated embodiment or, alternatively, by computing a hash or one-way

combination ofthe header data with the message and the session key, using an algorithm

such as SHA1. By combining the message with other data to obtain the message
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authentication code in a way that can only recreated if the data used to recreate the code

is the same as the data originally used to generate the code, the code can be used to

authenticate the message, i. e., to verify that the message has not been altered since the

time when the code was first generated, as will be described in more detail below. It will

be appreciated that the exact form ofthe message authentication code is not a part of the

present invention, and that any message authentication code may be used so long as it can
be used to authenticate the message in the manner described below.

The three blocks above the header data in Fig. 2 indicate the source ofthe data for

the various fields. The manner in which the data is combined to form the fields is

described in more detail in connection with Figs. 3-10, but the sources of the data may
be summarized as (i) information entered by the user, which consists of the message

(MSG) and the recipient address which forms the destination header, (ii) information

stored in memory, including private and public keys of the pager, a public key of the

pager proxy server, an access code which is to be compared with an access code input by

the user, the encryption method indicator (EM), the user identification number (UID), and

the application header, and (iii) information generated at runtime, i.e., during assembly

of the packet header, including the session key (SESKey), the message number

(MSGNO), the addressing mode (AM), and the message authentication code (MAC).

The details of the manner in which the data shown in Fig. 2 is assembled by

sending pager l to form the header shown in Fig. 2 is illustrated in the fimctional block

diagram of Fig. 3, as well as the flowchart of Fig. 7. As illustrated in Fig. 3, the pager

1 includes a user input 20 connected to keys 4 or stylus 5, which supplies the destination

header (DH) to a firnctional block 21 which assembles the header data (HdrData), and to

a functional block 22 which computes the message authentication code (MAC). In

addition, the user input 20 supplies the message to fimctional block 28, the output of
which is field 3 of the header.
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Pager 1 also includes a memory 24 which stores the encryption method (EM), the

application header (AH), the user identification number (UID) and the encryption method

identifier (EM), which are supplied directly to functional block 23 for inclusion in field

1, the user identification number and application header being also supplied to fimctional

block 21 for inclusion in the header data, which in turn is supplied to functional block 22

for inclusion in the message authentication code. The address mode (AM), which is

associated with the destination header (DH) in the header data is generated by an address

mode generator 25 which can be in the form of a look-up table, device that reads a

particular identifying bit in the destination header, or other device, and the message

number can be generated by a counter, timer, or other device 26 depending on the nature

ofthe message number. Finally, the session key (SESKey1) for this embodiment ofthe

invention is an eight character string generated by a random or pseudorandom number

generator 27, which supplies the session key to functional block 28 for use in encrypting

the message (MSG), to functional block 22 for inclusion in the message authentication

code, and to functional block 29 for encryption together with the header data by the

private key of the sender. The output of fimctional block 29 is supplied to functional

block 30 for encryption by the public key ofthe server, the output ofblock 30 serving as

field 2 of the header for the packet transmitted by the sending pager.

It will be appreciated by those skilled in the art that any ofthe fimctional blocks

and data or number generators illustrated in Fig. 3, or in Figs 4-6, may be implemented

- either by hardware or soflware, and that while distinguishable by fimction, the functions

may be carried out using common subroutines, hardware, or software.

Tuming to Fig. 4, the pager proxy 7 includes a database of public keys

corresponding to the unique public keys ofpagers registered with the encryption service

provider that operates the proxy server. The database is accessed by fimctional block 31

according to the clearitext user identification number (UID) present in the header of a

packet forwarded to the pager proxy by the network operations center. Field 2 is
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decrypted by functional block 32 using the private key of the server (pv.server) and by

functional block 33 using the public key of the sender (pb.sender) to recover the session

key, and the user identification number (UID) recovered from field 2 is compared by

functional block 34 with the user identification number of field 1 to verify the

authenticity of field 2 and recover the session key (SESKey1). A functional block 35

then uses the session key to decrypt the message (MSG).

The message recovered by the pager proxy is authenticated in functional block

37, by comparing the message authentication code recovered from field 2 with the output

of a fimctional block 36 that computes the message authentication code based on the

destination header (DH), application header (AH), user identification number (UID),

message number (MSGNO), and session key (SESKeyl) recovered from field 2, and the

message recovered from field 3. The message, session key, and header data (HdrData)

are then made available by functional block 38 to an encryption or repackaging module,

illustrated in Fig. 5, for repackaging in a way that will enable decryption by a destination

pager.

Asvshown in Fig. 5, the application header (AH) and message number (MSGNO)
received from functional block 38 is provided to functional blocks 41 and 42 for

inclusion in the header data and message authentication code, while the address mode

(AM) and encryption method (EM) obtained from field l ofthe packet received fiom the

sender is passed to functional block 43 or regenerated for inclusion as clear text in the

packet header. In order to permit decryption and authentication ofthe repackaged header

by the receiving pager, however, the destination header (DH) and user identification

number (UID) are swapped, so that the original destination header is supplied by the

pager proxy to functional blocks 41, 42, and 43 as the user identification number (UID),

and the original user identification number are supplied to functional blocks 41 and 42

as the destination header (DH). Functional block 42 generates a message authentication

code based on the new destination header (DH), application header (AH), user
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identification number (UID), message number (MSGNO), while a new session key

(SESKey2) is generated by functional block 44 in the same manner as functional block

27 shown in Fig. 3, and the resulting message authentication code (MAC) together with

the new session key and header data from functional block 41 are encrypted by functional

block 45 using the private key of the server (_pv.server) before being sealed by functional

block 46 usinglthe public key of the destination pager (pb.recipient) and included in the

header as field 2. Functional block 47 receives the message and new session key and re-

encrypts the message using the new session key and an algorithm such as RC4 to

generate field 3, fields 1-3 being assembled into a packet 50 for transmission to the

destination pager 2 via the network operations center 3.

Again, those skilled in the a.rt will appreciate that all of the functional blocks

illustrated as being present in the proxy server and/or proxy authentication module may

be implemented as software, hardware, or a combination of sofiware and hardware, and

may be varied depending on the encryption method and requirements of the pager

protocol.

In addition, those skilled in the art will appreciate that the illustrated embodiment

could be modified by eliminating the session key and instead using public key encryption

ofthe message. Alternatively, instead ofhaving the pager proxy perform any decryption

oftlie message, the original session key could simply be re-encrypted by the pager proxy

using at least the public key of the destination pager as described above, or a secret key

shared with the destination pager, in which the encrypted message would simply be

forwarded to the destination pager unit with the session key re-encrypted so that it can

be recovered by the destination pager. While neither of these options is currently

preferred because elimination of the session key leaves transmissions vulnerable to

recording, and elimination of message decryption by the pager proxy makes message

authentication more difficult, they should nevertheless be considered to be within the

scope of the invention.
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Turning to Fig. 6, the destination pager 2 includes functional blocks mirroring

those ofthe server for decrypting messages and authenticating packets received from the

pager proxy 7 via the network operations center 3. These include functional block 51 for

retrieving the server public key (pb.server) from memory, functional blocks 52 and 53

for decrypting the field 2 using the recipient private key (pv.recipient) and the server

public key, functional block 54 for comparing the user identification number recovered

fiom field 2 with the user identification number in field 1, functional block 56 for

decrypting the message (MSG) using the session key (SESKey2) recovered from field

2, and functional blocks 57 and 58 for generating a message authentication code and

comparing it with the message authentication code recovered from field 2. It will be

noted that functional block 57 may also be used to generate a message authentication

code for an outgoing message, avoiding duplication of the hardware or software which

performs this ftmction.

Finally, destination pager 2 includes a ftmctional block 59 for displaying the

message (MSG) and destination header (DH) corresponding to the user identification

number of the sending pager, and for alerting the user as necessary that a message has

been received. The display is identical to that used for an unencrypted message, and thus

the decryption operation is entirely transparent to the user.

The method steps that implement the functions illustrated in Figs. 3-6 are as
follows:

First, as shown in Fig. 7, upon input of a message and destination address by the

user ofa pager (step 100), which may follow the input and verification ofa password (not

shown), a message number, address mode, and session key are generated (step 110) and

the encryption method identifier, application header, user identification number, server

public key, and sender private key are retrieved from memory (step 120). The encryption

method identifier, address mode, and user identification number are included in field 1

(step 130), a message authentication code based on the destination header, application
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header, user identification number, message number, message, and session key is

computed (step 140), and the application header, user identification number, destination

header, message number, message authentication code, and session key are encrypted by

the private key of the sending pager (step 150) and then by the public key of the pager

proxy (step 160) to obtain field 2 ofthe packet header. Finally, the message is encrypted

by the session key (step 170) to obtain field 3, and the packet header is transmitted via

the network operations center to the pager proxy (step 180).

Upon receipt by the pager proxy, as shown in Fig. 8, the public key ofthe sending

pager is retrieved based on the user identification number in field 1 (step 200), and field

2 of the packet is decrypted by the private key of the sewer (step 210) and then by the

public key of the sending pager (step 220) based on the encryption method identified by

the identifier in field 1. Authentication of the sender is provided by comparing the user

identification number recovered fiom field 2 with the user identification number in field

1 (step 230), the message included in field 3 is decrypted using the session key recovered

fi'om field 2 (step 240), and authentication of the message is provided by generating a

message authentication code based on the destination header, application header, user

identification number, message number, and session key recovered from field 2 together

with the decrypted message (step 250), and by then comparing the computed message

authentication code with the message authentication code recovered from field 2 (step

260)

As. illustrated in Fig. 9, afier authenticatingithe information contained in field 2,

the proxy server generates a new session key (step 300), encrypts the message using the

new session key (step 310), assigns the original user identification as the new destination

header and the original destination header as the new user identification number,

computes a new message authentication code (step 330), encrypts the address header,

message number, new user identification number, new destination header, new session

key, and new message authentication code using the private key ofthe server (step 340),
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encrypts the result of step 340 using the public key of the destination pager (step 350),

and assembles the header and packet for RF transmission to the destination pager via the
network operations center (step 360).

As illustrated in Fig. 10, upon receipt by the destination pager, as shown in Fig.

8, the public key of the pager proxy sewer is retrieved based on the user identification

_ number in field 1 (step 400), and field 2 of the packet is decrypted by the private key of

the destination pager (step 410) and then by the public key ofthe pager proxy server (step
420) based on the encryption method identified by the identifier in field 1.

Authentication of the sender is provided by comparing the user identification number

recovered from field 2 with the user identification number in field 1 (step 430), the

message included in field 3 is decrypted using the session key recovered from field 2

(step 440), and authentication of the message is provided by computing a message

authentication code based on the destination header, application header, user

identification number, message number, and session key recovered from field 2 together

with the decrypted message (step 450), and by then comparing the computed message

authentication code with the message authentication code recovered from field 2 (step

460). Finally, afier authentication ofthe user identification number and message, the user

is alerted that a message has been received and the decrypted message and information

contained in the destination header are displayed at the request of the user (step 470).

Having thus described apreferred embodiment ofthe invention in sufficient detail

to enable those skilled in the an to practice the invention, it is nevertheless anticipated

that numerous variations and modifications of the invention will occur to those skilled

in the art, and it is intended that all such variations and modifications be included within

the scope of the invention. For example, although the preferred embodiment of the

invention has the pager proxy re-package the message by first decrypting it, and then re-

encrypting it using a new session key, it is also within the scope of the invention to have

the pager proxy decrypt only the session key and re-encrypt the same session key using
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the public key or shared secret key of the destination pager. Accordingly, it is intended

that the above description not be taken as limiting, but rather that it be defined solely by

the appended claims.

Petitioner Apple Inc. — Exhibit 1006, p. 3142



Petitioner Apple Inc. - Exhibit 1006, p. 3143

WO 99/34553 PCT/US98/Z7531

27

I claim:

1. A system for adding encryption services to an existing pager network, the pager

network including a network operations center which provides a means for receiving an

alphanumeric message fi'om any ofa plurality ofhandheld pager units and forwarding the

5 alphanumeric message to another of the plurality ofhandheld pager units, at least two of

said pager units comprising:

means for inputting an alphanumeric message and a destination

address;

means for including the alphanumeric message in a packet for

1_0 transmission to the destination address by wireless transmission via the

network operations center;

means for receiving an alphanumeric message fi'om the network

operations center; and

means for displaying the alphanumeric message received fi'o1n the

15 network operations center,

wherein the system for adding encryption services comprises:

means in at least one ofsaid pager units for encrypting a message and transmitting

the encrypted message via the network operations center to another of said pager units;

means in said another one of said pager units for decrypting and displaying the

20 encrypted message; and

a pager proxy server including means for receiving a packet containing the

encrypted message that has been sent to the network operations center, decrypting at least

a portion of the packet, and re-encrypting said portion of the packet for delivery to said

A another of said pager units via said network operations center.

25 2. A system as claimed in claim 1, wherein said means for encrypting the message

comprises means for encrypting the message by a secret key.
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3. A system as claimed in claim 2, wherein said secret key is a first session key

generated by a sending pager unit, said sending pager unit further comprising means for

encrypting said first session key by a public key corresponding to a private key held by

the pager proxy server so that the session key can be recovered only by the paging proxy
Server.

4. A system as claimed in claim 3, wherein said sending pager unit further comprises

means for encrypting at least the first session key by a’ private key of the sending pager

unit, and wherein said pager proxy server includes means for retrieving a public key

corresponding to the private key of the sending pager unit for use as a first level

authentication of the sending pager unit.

5. A system as claimed in claim 4, further comprising means for appending aunique

user identification number ofthe sending pager unit to the header in clear text fonn, said

user identification number being hard-coded into the sending pager unit.

6. A system as claimed in claim 5, wherein said means for encrypting at least the

session key by a private key ofthe sending pager unit also encrypts the user identification

number of the sending pager unit, and said paging proxy server includes means for

decrypting the encrypted user identification number together with the first session key

andcomparing it with the clear text user identification number in order to authenticate

the contents of the field containing the encrypted user identification number and first

session key.

7. A system as claimed in claim 4, wherein the sending pager unit further comprises

means for generating a first message authentication code based on various header data

and the message and encrypting the various information together with the session key and

the first message authentication code using the private key ofthe sending pager unit, and

wherein the pager proxy server further comprises means for decrypting the various header
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data, first message authentication code, and session key using a public key corresponding

to the private key of the sending pager unit, decrypting the message using the session

key, generating a second message authentication code based on the message and va.n'ous

header data, and comparing the first message authentication code with the second

message authentication code in order to authenticate the message.

8. A system as claimed in claim 7, wherein said message authentication code is an

error correction code function.

9. A system as claimed in claim 7, wherein said various header data includes at least

a user identification number ofthe sending pager and a destination header corresponding

to the input address of the destination pager.

10. A system as claimed in claim 9, wherein said various header data further includes

a message number and application header.

11. A system as claimed in claim 4, wherein the sending pager further comprises

means for adding an encryption method identifier in clear text to the packet header.

12. A system as claimed in claim 4, wherein an encryption algorithm used to encrypt

the first session key is a pub1ic—pn'vate key encryption algorithm.

13. A system as claimed in claim 4, wherein said secret key is a first session key

generated by a sending pager unit and said first session key is encrypted by a stream

cipher that uses a shared secret key.

14. A system as claimed in claim 2, wherein said sending pager unit further comprises

means for generating an address mode and appending the address mode in clear text to

the packet header.
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15. A system as claimed in claim 14, wherein said address mode indicates an address

type selected from the group consisting ofpager address types and e-mail address types,

and wherein the pager proxy server is connected to a computer network gateway server

and includes means for re-packaging said message in an e-mail packet and transmitting

the e-mail packet via said computer network server to an e-mail address.

16. g A system as claimed in claim 15, further comprising means for receiving e-mail

packets from said computer network gateway server, and re-packaging said e-mail

packets for transmission to the destination pager unit via said network operation center,

and means for repackaging packets received from the network operations center for

forwarding to an e-mail server.

17. A system as claimed in claim 1, wherein said means included in the pager proxy

server for decrypting at least a portion ofthe packet includes means for decrypting, using

a secret key, a portion ofthe packet containing a first session key used by a sending pager

unit to encrypt said portion of the packet.

18. A system as claimed in claim 17, wherein said pager proxy server further includes

means for decrypting said message using said first session key, means for generating a

second session key, and means for re-encrypting the message using the second session

key.

19. A system as claimed in claim 18, wherein said means for re-encrypting said

‘ portion of the packet includes means for encrypting the second session key by a secret

key.

20. A system as claimed in claim 19, wherein said means for encrypting said portion

ofthe packet by a secret key includes means for re-encrypting the second session key by

a public key corresponding to a private key ofa destination pager unit.
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21. A system as claimed in claim 20, wherein said means for encrypting said portion

of the packet by a secret key firrther includes means for, before re—encrypting the second

session key by the public key corresponding to a private key of the destination pager,

encrypting the second session key and various additional data by a private key of the
pager proxy server.

22. A system as claimed in claim 21, wherein said additional data includes a second

user identification number, said second user identification number corresponding to a

first destination header included in said decrypted portion ofthe packet received from the

sending pager unit, and wherein said destination paging unit includes means for

comparing said second user identification number encrypted with said second session key

to a clear text version of the second user identification number received fiom the pager

proxy server in order to authenticate the pager proxy server.

23. A system as claimed in claim 22, wherein said additional data includes a second

destination header corresponding to the first user identification number, and wherein said

second pager unit includes means for displaying information included in said second

destination header in order to indicate an address of the sending pager unit.

24. A system as claimed in claim 22, wherein said additional data includes a second

destination header corresponding to the first user identification number, a message

number recovered fiom said decrypted portion of the packet received fiom the sending

pager unit, and an application number.

25. A system as claimed in claim 22, wherein said pager proxy server fiirther

comprises means for generating a message authentication code based on said message,

said second session key, and said additional data, and said destination pager unit includes

means for recovering said additional data and computing a message authentication code

based on the additional data, said second session key, and said message in order to

authenticate said message.
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26. An encryption method according to which encryption services may be added to

an existing two-way wireless pager network, the pager network including a network

operations center which provides a means for receiving an alphanumeric message from

any of a plurality of handheld pager units and forwarding the alphanumeric message to

another of the plurality ofhandheld pager units, comprising the steps of:

causing one of said pager units to perform the steps ofencrypting

a message, including the encrypted message in a wireless transmission

packet, a.nd transmitting the encrypted message from said one of said

pager units to a pager proxy" server via the network operations center;

causing the pager proxy server to perform the steps of receiving

the encrypted message and repackaging it for transmission to another of

said pager units via the network operations center; and

I causing said another of said pager units to perform the steps of

decrypting and displaying the encrypted message.

27. A method as claimed in claim 26, whereinthe step of encrypting the message

comprises the step ofencrypting the message by a secret key corresponding to a secret

key of the pager proxy server so that the session key can only be recovered by the paging
A proxy server.

28. A method as claimed in claim 26, wherein said secret key is _a first session key

generated by a sending pager unit, and wherein said sending pager unit further performs

the step of encrypting said first session key by a public key corresponding to a private

key held by the pager proxy server.

29. A method as claimed in claim 27, wherein said sending pager unit further

performs the step of encrypting at least the first session key by a private key of the

sending pager unit, and wherein said pager proxy server performs the step of retrieving

a public key corresponding to the private key of the sending pager unit for use as a first
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level authentication of the sending pager unit.

30. A method as claimed in claim 29, further comprising of the step of appending a

unique user identification number of the sending pager unit to the header of the

transmission to the paging proxy server in clear text form, said user identification number

being hard-coded into the sending pager unit.

31. A method as claimed in claim 30, wherein said step of encrypting at least the

session key by a private key of the sending pager unit includes the step ofencrypting the

user identification number ofthe sending pager unit, and said paging proxy server further

performs the steps ofdecrypting the encrypted user identification number together with

the first session key and comparing it with the clear text user identification number in

order to authenticate the contents ofthe field containing the encrypted user identification

number and first session key.

32. A method as claimed in claim 29, wherein the sending pager unit further performs

the step of computing a first message authentication code based on various header data

and the message and encrypting the various information together with the session key and

the first message authentication code using the private key ofthe sending pager unit, and

wherein the pager proxy server further performs the steps of decrypting the various

header data, first message authentication code, and session key using a public key

corresponding to the private key ofthe sending pager unit, decrypting the message using

the session key, generating a second message authentication code based on the message

and various header data, and comparing the first message authentication code with the

second message authentication code in order to authenticate the message.

33. A method as claimed in claim 32, wherein said message authentication code is an

error correction code function.
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34. A method as claimed in claim 32, wherein said various header data includes at

least the user identification number of the sending pager and a destination header

corresponding to the input address of the destination pager.

35. A method as claimed in claim 34, wherein said various header data further

includes a message number and application header.

36. A method as claimed in claim 34, wherein the sending pager further performs the

step of adding an encryption method identifier in clear text to the packet header.

37. A method as claimed in claim 29, wherein an encryption algorithm used to

encrypt the first session key is a public-private key encryption algorithm.

38. A method as claimed in claim 27, wherein said secret key is a first session key

generated by a sending pager unit and said first session key is encrypted by a stream

cipher that uses a shared secret key.

39. A method as claimed in claim 37, wherein said sending pager unit further

perfonns the step ofgenerating an address mode and appending the address mode in clear

text to the packet header.

40. A method as claimed in claim 39, wherein said address mode indicates an address

type selected from the group consisting ofpager address types and e-mail address types,

and wherein the pager proxy server is connected to a computer network gateway server

and further performs the step of re-packaging said message in an e-mail packet and

transmitting the e-mail packet via said computer network server to an e-mail address.

41. A method as claimed in claim 40, further performs the steps of receiving e-mail

packets from said computer network gateway server, and re-packaging said e-mail
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packets for transmission to the destination pager unit via said network operation center.

42. A method as claimed in claim 26, wherein said step ofrepackaging the encrypted

message for transmission includes the step of causing the pager proxy server to encrypt,

using a secret key, a portion ofthe packet containing a first session key used by a sending

pager unit to encrypt said portion of the packet.

- 43. A method as claimed in claim 42, wherein said pager proxy server fiirther

performs the steps of decrypting said message using said first session key, generating a

second session key, and re-encrypting the message using the second session key.

44. A method as claimed in claim 43, wherein said pager proxy server fin-ther

performs the step of encrypting the second session key by a secret key.

45. A method as claimed in claim 44, wherein said step of encrypting said portion of

the packet by a secret key includes the step of re-encrypting the second session key by

a public key corresponding to a private key of a destination pager unit.

46. A method as claimed in claim 45, wherein said step ofencrypting said portion of

the packet by a secret key further includes the step of, before re-encrypting the second

session key by the public key corresponding to a private key of the destination pager,

encrypting the second session key and various additional data by a private key of the
pager proxy server.

47. A method as claimed in claim 46, wherein said additional data includes a second

user identification number, said second user identification number corresponding to a

first destination header included in said decrypted portion ofthe packet received from the

sending pager unit, and wherein said destination paging unit perform the step of

comparing said second user identification number encrypted with said second session key
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to a clear text version of the second user identification number received from the pager

proxy server in order to authenticate the pager proxy server.

48. A method as claimed in claim 47, wherein said additional data includes a second

destination header corresponding to the first user identification number, and wherein said

second pager unit perfonns the step of displaying information included in said second

destination header in order to indicate an address of the sending pager unit.

49. A method as claimed in claim 47, wherein said additional data includes a second

destination header corresponding to the first user identification number,’ a message

number recovered from said decrypted portion of the packet received from the sending
pager unit, and an application number.

50. A method as claimed in claim 47, wherein said pager proxy server further

performs the step of computing a message authentication code based on said message,

said second session key, and said additional data, and said destination pager unit further

performs the step of "recovering said additional data and computing a message

authentication code based on the additional data, said second session key, and said

message in order to authenticate said message.

51. A two-way alphanumeric pager unit, comprising:

means for inputting a message and a destination address;

means for generating a session key;

means for encrypting the message using the session key;

means for protecting the session key so that it can only be recovered by a pager

proxy server;

means for transmittingnthe message via a wireless pager network to the pager

proxy server;

means for receiving an encrypted message transmitted via the wireless pager

network from the pager proxy server;
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means for decrypting an encrypted session key appended to the message;

means for decrypting the encrypted message transmitted from the pager proxy
server using the decrypted session key; and

means for displaying the message.

52. A pager unit as claimed in claim 5 1 , wherein said means for protecting the session

key comprises means for encrypting the session key by a secret key.

53. A pager unit as claimed in claim 52, wherein said secret key is a first session key

generated by the pager unit, said sending pager unit further comprising means for

encrypting said first session key by a public key corresponding to a private key held by
the pager proxy server.

54. A pager unit as claimed in claim 53, further comprising means for appending a

unique user identification number of the pager unit to the header in clear text form, said

user identification number being hard-coded into the pager unit.

55. A pager unit as claimed in claim 54, wherein said means for encrypting at least

the session key by a secret key also encrypts the user identification number ofthe sending

pager unit, said encrypted user identification number being compared by the pager proxy

server with a clear text version ofthe user identification number transmitted with a packet

header in order to authenticate the pager unit.

56. A pager unit as claimed in claim 55, wherein the pager unit further comprises

means for computing a message authentication code based on various header data and the

message, and means for encrypting the various information together with the session key

and the message authentication code using a private key ofthe sending pager unit in order

to provide a means for authentication by the pager proxy of the message.
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57. A pager unit as claimed in claim 56, wherein said message authentication code

is an error correction code function.

58. A pager unit as claimed in claim 57, wherein said various header data includes at

least the user identification number of the pager unit and a destination header

corresponding to the input address of a destination pager.

59. A pager unit as claimed in claim 58, wherein said various header data further

includes a message number and application header.

60. A pager unit as claimed in claim 52, wherein the pager unit further comprises
means for adding an encryption method identifier in clear text to a packet header.

61. A pager unit as claimed in claim 60, wherein an encryption algorithm used to

encrypt the first session key is a public-private key encryption algorithm.

62. A pager unit as claimed in claim 60, wherein said secret key is a first session key

generated by a sending pager unit and said first session key is encrypted by a stream

cipher that uses a shared secret key.

63. A pager unit as claimed in claim 62, wherein said pager unit further comprises

means for generating an address mode and appending the address mode in clear text to

the packet header.

64. A pager unit as claimed in claim 62, wherein said address mode is selected fi'om

the group consisting of pager address types and e-mail address types, and wherein-the

pager proxy server is connected to a computer network server and includes means for re-

packaging said message in an e-mail packet and transmitting the e-mail packet via said

computer network server to an e-mail address.
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65. A pager proxy server, comprising:

means for receiving a message encrypted by a session key, the session key being

encrypted and appended to the encrypted message, from a network operations center of

a pager network;

means for recovering the session key using a secret key of the server;

means for authenticating the sender of the message; and

means for re-transmitting the message encrypted by a session key in a manner

which enables decryption of the message only by a holder of a second secret key.

66. A server as claimed in claim 65, wherein said means for re-transmitting the

message comprises means for decrypting the message using the first session key, re-

encrypting the message using a second session key, and encrypting the second session

key.

67. A server as claimed in claim 66, wherein said first secret key is a private key held

by the pager proxy server.

68. A server as claimed in claim 67, fiirther comprising means for retrieving a public

key corresponding to a private key of a sending pager unit for use as a first level

authentication of the sending pager unit.

69. A server as claimed in claim 68, further comprising means for decrypting the a

user identification number of the sending pager unit together with the session key and

comparing it with a clear text user identification number in order to authenticate the

contents ofthe field containing the encrypted user identification number and session key.

70. A server as claimed in claim 69, fiirther comprising means for decrypting various

header data, a first message authentication code, and a session key using a public key

corresponding to the private key ofthe sending pager unit, decrypting the message using
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the session key, generating a second message authentication code based on the message
and various header data, and comparing the first message authentication code with the

second message authentication code in order to authenticate the message.

71. A server as claimed in claim 70, wherein said message authentication code is an

error correction code function.

72. A server as claimed in claim 70, wherein said various header data includes at least

the user identification number of the sending pager and a destination header

corresponding to the input address of the destination pager.

73. A server as claimed in claim 72, wherein said various header data further includes

a message number and application header.

74. A server as claimed in claim 73, wherein said encryption method is a pub1ic~

private key encryption algorithm.

75. A server as claimed in claim 73, wherein said encryption method is RC4 secret

key encryption.

76. A server as claimed in claim 72, further comprising means for receiving e-mail

packets from said computer network server, and re-packaging said e-mail packets for

transmission to the destination pager unit via said network operation center.

77. A system for adding encryption services to an existing pager network, the pager

network including a network operations center which provides a means for receiving an

alphanumeric message from any ofaplurality ofhandheld pager units and forwarding the

alphanumeric message to another ofthe plurality ofhandheld pager units, at least one of

said pager units comprising:
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means for inputting an alphanumeric message and a destination

address;

means for including the alphanumeric message in a packet for

transmission to the destination address by wireless transmission via the

5 network operations center;

means for receiving an alphanumeric message from the network

operations center; and

means for displaying the alphanumeric message received from the

network operations center, '

16 wherein the system for adding encryption services comprises:

means in at least one of said pager units for decrypting and displaying an

encrypted message; and

a pager proxy server including means for receiving a packet containing the

encrypted message, decrypting at least a portion of the packet, and re-encrypting said

15 portion of the packet for delivery to said at least one of said pager units via said network

operations center.

78. An alphanumeric pager unit, comprising:

means for receiving an encrypted message transmitted via a wireless pager

network from a pager proxy server;

20 means for decrypting an encrypted session key appended to the message;

means for decrypting the encrypted message transmitted from the pager proxy

server using the decrypted session key; and

means for displaying the message.
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BROADCAST AND RECEPTION SYSTEM, AND CONDITIONAL ACCESS
SYSTEM THEREFOR I

The present invention relates to a broadcast and reception system, in particular to a

mass-market digital interactive satellite television system, and to a conditional access

system therefor.

In particular, but not exclusively, the invention relates to a mass-market broadcast

system having some or all of the following preferred features:—

o It is an information broadcast system, preferably a radio and/or television

broadcast system

0 It is a satellite system (although it could be applicable to cable or terrestrial

transmission)

0 It is a digital system, preferably using the MPEG, more preferably the MPEG-

2, compression system for data/signal transmission

0 It affords the possibility of interactivity.

More particularly the present invention relates to so—called pay television (or radio)

where a user/viewer selects a programme/film/game to be viewed for which payment

is to be made, this being referred to as a pay-per-view (PPV) or in the case of data

to be downloaded a so—called pay—per—file (PPF).

With such known PPV or PPF systems a significant amount of time is required to be

spent by the user/viewer in order to carry out the actions necessary to actually access

the product being selected.

For example, in one known system the sequence of steps which have to be carried out

are as follows:—

I) The user telephones a so—called Subscriber Management System (SMS)

which in this known system includes a number of human operators which answer the

subscriber's call and to whom the subscriber communicates the necessary information

concerning the selected product and concerning the financial status of the subscriber

Petitioner Apple Inc. — Exhibit 1006, p. 3173



Petitioner Apple Inc. - Exhibit 1006, p. 3174

10

15

20

WO 98/43426 PCT/EP97/02108

_ 2 _

to a so—called Subscriber Authorization System (SAS) which has includedin it or

associated with it a plurality of communications servers.

ii) The operator at the SMS theii,has to check the financial status of the

user before authorising the connection from the communications servers to the user's

television set so that the product can be delivered and viewed by the user.

In another known system the human operator is replaced by an automatic voice server

so that when the user telephones the SMS he/she hears a voice activated recording to

which the user conveys the same information as above.

This second arrangement reduces the delay inherent in the first described arrangement

which can be more easily overloaded when large numbers of users are wishing to

order a product at the same time.

However, even with this second arrangement the user is involved in inputting

significant information in the form of lengthy serial numbers which operation provides

plenty of scope for error as well as being time consuming.

The third known arrangement involves the user making use of existing screen based

systems such as MINITEL in France and.PRESTEL in the United Kingdom, which

systems replace the voice activated server referred to above in connection with the

second arrangement. The MINITEL and PRESTEL systems themselves incorporate

a modem at the consumer end.

In all these known arrangements the user is involved in the expenditure of significant

time and effort in inputting all the information necessary to enable the system to in

effect authorize the transmission of the chosen product to the user's television set.

In the case of a satellite television system there is a further delay involved in the user

actually receiving the product selected.
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In PPV and PPF systems the key element in controlling the user's access to products

are so—called Entitlement Management Messages (EMM) which have to be injected

into the system in order to give the user product access. More particularly the EMMS

are the mechanism by which the encrypted data representative of a product is

decrypted for a particular individual user.

In known satellite television systems the EMMs are transmitted to the user's

televisions via the satellite link at regular intervals in the MPEG-2 data stream. Thus

in the case of a particular user's EMM there can be a significant delay of perhaps

several minutes before the user's next EMM transmission arrives at that user's

television set.

This transmission delay is in addition to the delay referred to earlier which is inherent

in the user having to manually input certain data into the system. The cumulative

effect of these two delays is that it may take perhaps typically five minutes for a user

to be able to gain access to the selected product.

The present inventionis concerned with overcoming this problem.

~ In a first aspect, the present invention provides a conditional access system

comprising:

means for generating a plurality of (preferably conditional access) messages;

and

means for receiving the messages, said receiving means being adapted to

communicate with said generating means via a communications server connected

directly to said generating means.

Preferably, the message is an entitlement message for transmission (for example by

broadcast) to the receiving means, said generating means being adapted to generate

entitlement messages in response to data received from said receiving means.

The generating means may be arranged to transmit a message as a packet of digital
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data to said receiving means either via said communications server or via a satellite

transponder.

The receiving means may be connectable to said communications server via a modern

and telephone link.

In a related aspect, the present invention provides a conditional access system for

affording conditional access to subscribers, comprising:

a subscriber management system;

a subscriber authorization system coupled to the subscriber management

system; and

a communications server; said server being connected directly to the subscriber

authorization system.

The system may further comprise a receiver/decoder for the subscriber, the

receiver/decoder being connectable to said communications server, and hence to said

subscriber authorization system, via a modem and telephone link.

In a second aspect, the present invention provides a broadcast and reception system

including a conditional access system as described above.

In a third aspect, the present invention provides a broadcast and reception system

comprising: _

means for generating a plurality of entitlement messages relating to broadcast

programs;

means for receiving said messages from said generating means; and

means for connecting the receiving means to the generating means to receive

said messages, said connecting means being capable of effecting a dedicated

connection between the receiving means and the generating means.

The dedicated connection would typically be a hard—wired connection and/or a

modemmed connection, with the possibility of the connection been made via a cellular
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telephone system. In other words, the dedicated connection is capable of forming a

channel of communication (from point to point). This is in contrast to broadcasting

of information through the air or ambient medium. The connecting means would

typically be a modem at the receiving means.

Hence, in a closely related aspect, the present invention provides a broadcast and

reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast

programs;

means for receiving said messages from said generating means via a modem;- ' -

and

means for connecting said modem to said generating means and said receiving
IIICKDS.

The above features can afford the advantage of providing the user the necessary

viewing authorization (via the EMM) more quickly than has hitherto been possible,

partly because, since the SAS typically uses a smaller amount of computer code than

the SMS, the SAS can operate more efficiently (and in real time), partly because the

SAS can itself, directly, generate the requisite EMM, and partly because the EMM can

be passed to the user or subscriber via a dedicated (typically modemmed) link.

Preferably, the generating means is connected to said modem via a communications

server which is preferably included in or associated with said generating means.

The receiving means may be further adapted to receive said entitlement messages via

a satellite transponder.

The receiving means may be a receiver/decoder comprising means for receiving a

compressed MPEG-type signal, means for decoding the received signal to provide a

television signal and means for supplying the television signal to a television.

Preferably, the receiving means is adapted to communicate with said generating means
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via said modem and connecting means. The receiving means may comprise means

for reading a smartcard insertable thereinto by an end user, the smartcard having

stored therein data to initiate automatically the transmission of a message fiom said

receiving means to said generating means upon insertion of the smartcard by the end

11561’.

In addition, the system may further comprise a voice link to enable the end user of

the broadcast and reception system to communicate with the generating means.

i It will be understood from the above that the“ present invention provides two

arrangements by which the time it takes for an end user to access a desired product

is reduced. Preferably both arrangements are employed to achieve the maximum time

saving but either arrangement can be used individually.

According to a further aspect of the present invention, there is provided a broadcast

and reception system, comprising, at the broadcast end:

a broadcast system including means for broadcasting a callback request;

and at the reception end:

a receiver including means for calling back the broadcast system in response

to the callback request.

By providing that the broadcast system can request the receiver to call it back, the

possibility is afforded of the broadcast system obtaining information from the receiver

about the state of the receiver.

Preferably, the means for calling back the broadcast system includes a modem

connectable to a telephone system. By using a modemmed back charmel, a simple

way of putting the invention into effect can be provided.

Preferably also, the means for calling back the broadcast system is arranged to transfer

to the broadcast system information concerning the receiver. This information might

include the number of remaining tokens, the number of pre—booked sessions, and so
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Preferably, the broadcast system includes means for storing the information, so that

it can be processed at a later time, as desired.

Preferably, the broadcast means is arranged to broadcast a callback request which

includes a command that the callback be made at a given time, and the means for

calling back the broadcast system is arranged to respond to said command. By

arranging for the callback to be later than the actual request, greater flexibility can be

imparted to the system.

The broadcasting means may be arranged to broadcast as the callback request one or

more Entitlement Messages for broadcast.

Preferably, the broadcast system includes means for generating a check message (such

as a random number) and passing this to the receiver, the receiver includes means for

encrypting the check message and passing this to the broadcast system, and the

broadcast system further includes means for decrypting the check-message received

from the receiver and comparing this with the original check message. In this way

it can be checked whether the receiver is genuine.

Any of the above features may be combined together in any appropriate combination.

They may also be provided, as appropriate, in method aspects.

Preferred features of the present invention will now be described, purely by way of

example, with reference to the accompanying drawings, in which:—

Figure 1 shows the overall architecture of a digital television system according to the

preferred embodiment of the present invention;

Figure 2 shows the architecture of a conditional access system of the digital television

system;
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Figure 3 shows the structure of an Entitlement Management Message used in the

conditional access system;

Figure 4 is a schematic diagram of the hardware of a Subscriber Authorisation System

(SAS) according to a preferred embodiment of the present invention;

Figure 5 is a schematic diagram of the architecture of the SAS;

Figure 6 is a schematic diagram of a Subscriber Technical Management server

forming part of the SAS;

Figure 7 is a flow diagram of the procedure for automatic renewal of subscriptions as

implemented by the SAS;

Figure 8 is a schematic diagram of a group subscription bitmap used in the automatic

renewal procedure;

Figure 9 shows the structure of an EMM used in the automatic renewal procedure;

Figure 10 shows in detail the structure of the EMM;

Figure 11 is a schematic diagram of an order centralized server when used to receive

commands directly through communications servers;

Figure 12 illustrates diagrammatically a part of Figure 2 showing one embodiment of

the present invention;

Figure 13 is a schematic diagram of the order centralized server when used to receive

commands from the subscriber authorization system to request a callback;

Figure 14 is a schematic diagram of the communications servers;
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Figure 15 shows the manner in which EMM emission cycle rate is varied according

to the timing of a PPV event;

Figure 16 is a schematic diagram of a Message Emitter used to emit EMMs;

Figure 17 is a schematic diagram showing the manner of storage of EMMs within the

Message Emitter;

Figure 18 is a schematic diagram of a smartcard;

Figure 19 is a schematic diagram of an arrangement of zones in the memory of the

smartcard; and

Figure 20 is a schematic diagram of a PPV event description.

An overview of a digital television broadcast and reception system 1000 according to

the present invention is shown in Figure 1. The invention includes a mostly

conventional digital television system 2000 which uses the known MPEG-2

compression system to transmit compressed digital signals. In more detail, MPEG-2

compressor 2002 in a broadcast centre receives a digital signal stream (typically a

stream of video signals). The compressor 2002 is connected to a multiplexer and

scrambler 2004 by linkage 2006. The multiplexer 2004 receives a plurality of further

input signals, assembles one or more transport streams and transmits compressed

digital signals to a transmitter 2008 of the broadcast centre via linkage 2010, which

can of course take a wide variety of forms including telecom links. The transmitter

2008 transmits electromagnetic signals via uplink 2012 towards a satellite transponder

2014, where they are electronically processed and broadcast via notional downlink

2016 to earth receiver 2018, conventionally in the form of a dish owned or rented by

the end user. The signals received by receiver 2018 are transmitted to an integrated

receiver/decoder 2020 owned or rented by the end user and connected to the end users

television set 2022. The receiver/decoder 2020 decodes the compressed MPEG-2

signal into a television signal for the television set 2022.
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A conditional access system 3000 is connected to the multiplexer 2004 and the

receiver/decoder 2020, and is located partly in the broadcast centre and partly in the

decoder. It enables the end user to access digital television broadcasts from one or

more broadcast suppliers. A smartcard, capable of decrypting messages relating to

commercial offers (that is, one or several television programmes sold by the broadcast

supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020 and

smartcard, the end user may purchase events in either a subscription mode or a pay-

per—view mode.

An interactive system 4000, also connected to the multiplexer 2004 and the

receiver/decoder 2020 and again located partly in the broadcast centre and partly in

the decoder, enables the end user to interact with various applications via a

modemmed back channel 4002.

The conditional access system 3000 is now described in more detail.

With reference to Figure 2, in overview the conditional access system 3000 includes

a Subscriber Authorization System (SAS) 3002. The SAS 3002 is connected to one

or more Subscriber Management Systems (SMS) 3004, one SMS for each broadcast

supplier, by a respective TCP—IP linkage 3006 (although other types of linkage could

alternatively be used). Alternatively, one SMS could be shared between two broadcast

suppliers, or one supplier could use two SMSs, and so on.

First encrypting units in the form of ciphering units 3008 utilising "mother" smartcards

3010 are connected to the SAS by linkage 3012. Second encrypting units again in the

form of ciphering units 3014 utilising mother smartcards 3016 are connected to the

multiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a "daughter"

smartcard 3020. It is connected directly to the SAS 3002 by Communications Servers
3022 via the modemmed back channel 4002. The SAS sends amongst other things

subscription rights to the daughter smartcard on request.

The smartcards contain the secrets of one or more commercial operators. The
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"mother" smartcard encrypts different kinds of messages and the "daughter" smartcards

decrypt the messages, if they have the rights to do so.

The first and second ciphering units 3008 and 3014 comprise a rack, an electronic
VME card with software stored on an EEPROM, up to 20 electronic cards and one

smartcard 3010 and 3016 respectively, for each electronic card, one (card 3016) for

encrypting the ECMS and one (card 3010) for encrypting the EMMs.

The operation of the conditional access system 3000 of the digital television system

will now be described in more detail with reference to the various components of the

television system 2000 and the conditional access system 3000.

Multiplexer and Scrambler

With reference to Figures 1 and 2, in the broadcast centre, the digital video signal is

first compressed (or bit rate reduced), using the MPEG-2 compressor 2002. This

compressed signal is then transmitted to the multiplexer and scrambler 2004 via the

linkage 2006 in order to be multiplexed with other data, such as other compressed.

data.

The scrambler generates a control word used in the scrambling process and included

in the MPEG-2 stream in the multiplexer 2004. The control word is generated

internally and enables the end user's integrated receiver/decoder 2020 to descramble

the programme.

Access criteria, indicating how the programme is commercialised, are also added to

the MPEG-2 stream. The‘ programme may be commercialised in either one of a

number of "subscription” modes and/or one of a number of "Pay Per View” (PPV)

modes or events. In the subscription mode, the end user subscribes to one or more

commercial offers, or "bouquets", thus getting the rights to watch every channel inside

those bouquets. In the preferred embodiment, up to 960 commercial offers may be

selected from a bouquet of channels. In the Pay Per View mode, the end user is

provided with the capability to purchase events as he wishes. This can be achieved
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by either pre—booking the event in advance ("pre-book mode"), or by purchasing the

event as soon as it is broadcast ("impulse mode"). In the preferred embodiment, all

users are subscribers, whether or not they watch in subscription or PPV mode, but of

course PPV viewers need not necessarily be‘ subscribers.

Both the control word and the access criteria are used to build an Entitlement Control

Message (ECM); this is a message sent in relation with one scrambled program; the

message contains a control word (which allows for the descrambling of the program)

and the access criteria of the broadcast program. The access criteria and control word

are transmitted to the second encrypting unit 3014‘via the linkage 3018. In this unit,

an ECM is generated, encrypted and transmitted on to the multiplexer and scrambler

2004.

Each service broadcast by a broadcast supplier in a data stream comprises a number

of distinct components; for example a television programme includes a video

component, an audio component, a sub-title component and so on. Each of these

components of a service is individually scrambled and encrypted for subsequent

broadcast to the transponder 2014. In respect of each scrambled component of the

service, a separate ECM is required.

Programme Transmission

The multiplexer 2004 receives electrical signals comprising encrypted EMMS from the

SAS 3002, encrypted ECMS from the second ‘encrypting unit 3014 and compressed

programmes from the compressor 2002. The multiplexer 2004 scrambles the

programmes and transmits the scrambled programmes, the encrypted EMMS and the

encrypted ECMs as electric signals to a transmitter 2008 of the broadcast centre via

linkage 2010. The transmitter 2008 transmits electromagnetic signals towards the

satellite transponder 2014 via uplink 2012.

Programme Reception

The satellite transponder 2014 receives and processes the electromagnetic signals

transmitted by the transmitter 2008 and transmits the signals on to the earth receiver
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2018, conventionally in the form of a dish owned or rented by the end user, via

downlink 2016. The signals received by receiver 2018 are transmitted to the

integrated receiver/decoder 2020 owned or rented by the end user and connected to

the end user's television set 2022. The receiver/decoder 2020 demultiplexes the

signals to obtain scrambled programmes withiencrypted EMMs and encrypted ECMS.

If the progamme is not scrambled, that is, no ECM has been transmitted with the

MPEG-2 stream, the receiver/decoder 2020 decompresses the data and transforms the

signal into a video signal for transmission to television set 2022.

If the programme is scrambled, the receiver/decoder 2020 extracts the corresponding

ECM from the MPEG-2 stream and passes the ECM to the "daughter" smartcard 3020

of the end user. This slots into a housing in the receiver/decoder 2020. The daughter

smartcard 3020 controls whether the end user has the right to decrypt the ECM and

to access the programme. If not, a negative status is passed to the receiver/decoder

2020 to indicate that the programme cannot be descrambled. If the end user does

have the rights, the ECM is decrypted and the control word extracted. The decoder

2020 can then descramble the programme using this control word. The MPEG-2

stream is decompressed and translated into a video signal for onward transmission to

television set 2022.

Subscriber Management System §SMS) _

A Subscriber Management System (SMS) 3004 includes a database 3024 which

manages, amongst others, all of the end user files, commercial offers (such as tariffs

and promotions), subscriptions, PPV details, and data regarding end user consumption

and authorization. The SMS may be physically remote from the SAS.

Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006

which imply modifications to or creations of Entitlement Management Messages

(EMMS) to be transmitted to end users.

The SMS 3004 also transmits messages to the SAS. 3002 which imply no
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modifications or creations of EMMs but imply only a change in an end user's state

(relating to the authorization granted to the end user when ordering products or to the

amount that the end user will be charged).

As described later, the ‘SAS 3002 sends messages (typically requesting information

such as call—back information or billing information) to the SMS 3004, so that it will

be apparent that communication between the two is two—way.

Entitlement Mana ement Messa es MMS

The EMM is a message dedicated to an individual end user (subscriber), or a group

of end users, only (in contrast with an ECM, which is dedicated to one scrambled

programme only or a set of scrambled programmes if part of the same commercial

offer). Each group may contain a given number of end users. This organisation as

a group aims at optimising the bandwidth; that is, access to one group can permit the

reaching of a great number of end users.

Various specific types of EMM are used in putting the present invention into practice.

Individual EMMS are dedicated to individual subscribers, and are typically used in the

provision of Pay Per View services; these contain the group identifier and the position

of the subscriber in that group. So—called “Group” subscription EMMS are dedicated

to groups of, say, 256 individual users, and are typically used in the administration of

some subscription services. This EMM has a group identifier and a subscribers’

group bitmap. Audience EMMS are dedicated to entire audiences, and might for

example be used by a particular operator to provide certain free services. An

“audience” is the totality of subscribers having smartcards which bear the same

Operator Identifier (OPI). Finally, a “unique” EMM is addressed to the unique

identifier of the smartcard.

The structure of a typical EMM is now described with reference to Figure 3.

Basically, the EMM, which is implemented as a series of digital data bits, comprises

a header 3060, the EMM proper 3062, and a signature 3064. The header 3060 in turn

comprises a type identifier 3066 to identify whether the type is individual, group,
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audience or some other type, a length identifier 3068 which gives the length of the

EMM, an optional address 3070 for the EMM, an operator identifier 3072 and a key

identifier 3074. The EMM proper 3062 of course varies greatly according to its type.

Finally, the signature 3064, which is typically of 8 bytes long, provides a number of

checks against corruption of the remaining data in the‘EMM.

Subscriber Authorization System gSAS)

The messages generated by the SMS 3004 are passed via linkage 3006 to the

Subscriber Authorization System (SAS) 3002, which in turn generates messages

acknowledging receipt of the messages generated the SMS 3004 and passes these

acknowledgements to the SMS 3004.

As shown in Figure 4, at the hardware level the SAS comprises in known fashion a

mainframe computer 3050 (in the preferred embodiment a DEC machine) connected

to one or more keyboards 3052 for data and command input, one or more Visual

Display Units (VDUs) 3054 for display of output information and data storage means

3056. Some redundancy in hardware may be provided.

At the software level the SAS runs, in the preferred embodiment on a standard open-

VMS operating system, a suite of software whose architecture is now described in

overview with reference. to Figure 5; it will be understood that the software could

alteratively be implemented in hardware.

In overview the SAS comprises a Subscription Chain area 3100 to give rights for

subscription mode and to renew the rights automatically each month, a Pay Per View

Chain area 3200 to give rights for PPV events, and an EMM Injector 3300 for passing

EMMS created by the Subscription and PPV chain areas to the multiplexer and

scrambler 2004, and hence to feed the MPEG stream with EMMS. If other rights are

to be granted, such as Pay Per File (PPF) rights in the case of downloading computer

software to a user’s Personal Computer, other similar areas are also provided.

One function of the SAS 3002 is to manage the access rights to television
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programmes, available as commercial offers in subscription mode or sold as PPV

events according to different modes of commercialisation (pre—book mode, impulse

mode). The SAS 3002, according to those rights and to information received from the

SMS 3004, generates EMMS for the subscriber.

The Subscription Chain area 3100 comprises a Command Interface (CI) 3102, a

Subscriber Technical Management (STM) server 3104, a Message Generator (MG)

3106, and the Ciphering Unit 3008.

The PPV Chain area 3200 comprises an Authorisation Server (AS) 3202, a relational

database 3204 for storing relevant details of the end users, a local blacklist database

3205, Database Servers 3206 for the database, an Order Centralized Server (OCS)

3207, a Server for Programme Broadcaster (SPB) 3208, a Message Generator (MG)

3210 whose function is basically the same as that for the Subscription Chain area and

is hence not described further in any detail, and the Ciphering Unit 3008.

The EMM Injector 3300 comprises a plurality of Message Emitters (MES) 3302, 3304,

3306 and 3308 and Software Multiplexers (SMUXS) 3310 and 3312. In the preferred

embodiment, there are two MES, 3302 and 3304 for the Message Generator 3106, with

the other two MES 3306 and 3308 for the Message Generator 3210. MES 3302 and

3306 are connected to the SMUX 3310 whilst MES 3304 and 3308 are connected to

the.SwJX 3312. .

Each of the three main components of the SAS (the Subscription Chain area, the PPV

Chain area and the EMM Injector) are now considered in more detail.

Subscription Chain Area _

Considering first the Subscription Chain area 3100, the Command Interface 3102 is

primarily for despatching messages from the SMS 3004 to the STM server 3104, as

well as to the OCS 3206, and from the OCS to the SMS. The Command Interface

takes as input from the SMS either direct commands or batch files containing

commands. It performs syntactic analysis on the messages coming from the STM

Petitioner Apple Inc. — Exhibit 1006, p. 3188



Petitioner Apple Inc. - Exhibit 1006, p. 3189

10

15

20

25

WO 98/43426 PCT/EP97/02108

.. 17 _

server, and is able to emit accurate messages when an error occurs in a message

(parameter out of range, missing parameter, and so on). It traces incoming commands

in textual form in_ a trace file 3110 and also in binary form in a replay file 3112 in

order to be able to replay a series of commands. Traces can be disabled and the size

of files limited.

Detailed discussion of the STM server 3104 is now provided with particular reference

to Figure 6. The STM server is effectively the main engine of the Subscription Chain

area, and has the purpose of managing free rights, the creation of new subscribers and

the renewal of existing subscribers. As shown in the figure, commands are passed on

to the Message Generator 3106, albeit in a different format from that in which the

commands are passed to the STM server. For each command, the STM server is

arranged to send an acknowledgement message to the CI only when the relevant

command has been successfully processed and sent to the MG.

The STM server includes a subscriber database 3120, in which all the relevant

parameters of the subscribers are stored (smartcard number, commercial offers, state,

group and position in the group, and so on). The database performs semantic checks

of the commands sent by the C1 3102 against the content of the database, and updates.

the database when the commands are valid.

The STM server further manages a First In First Out (FIFO) buffer 3122 between the

STM server and the MG, as well as a backup disk FIFO 3124. The purpose of the

FIFOs is to average the flow of cornmandsifrom the CI if the MG is not able to

respond for a while for any reason. They can also ensure that in the case of a crash

of the STM server or MG no command will be lost, since the STM server is arranged

to empty (that is, send to the MG) its HFOS when restarted. The FIFOs are

implemented as files.

The STM server includes at its core an automatic renewal server 3126 which

automatically generates renewals, and, if required by the operators, free rights. In this

context, the generation of renewals may be thought of as including the generation of
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rights for the first time, although it will be understood that the generation of new

rights is initiated at the SMS. As will become apparent, the two can be treated by

roughly the same .commands and EMMs.

Having the STM separate from the SAS, and the automatic renewal server within the

SAS rather than (in known systems) in the SMS 3004, is a particularly important

feature, since it can significantly reduce the number of commands which need to be

passed from the SMS to the SAS (bearing in mind that the SMS and SAS may be in

different locations and operated by different operators). In fact, the two main

commands required from the SMS are merely commands that a new subscription

should be started and that an existing subscription should be stopped (for example in

the case of non-payment). By minimising command exchange between the SMS and

SAS, the possibility of failure of command transfer in the linkage 3006 between the

two is reduced; also, the design of the SMS does not need to take into account the

features of the conditional access system 3000 generally.

Automatic renewal proceeds in the fashion indicated in the flow diagram of Figure 7.

In order to reduce bandwidth, and given that a very high percentage of all renewals

are standard, renewal proceeds in groups of subscribers; in the preferred embodiments

there are 256 individual subscribers per group. The flow diagram begins with the start

' step 3130, and proceeds to step 3132 where a monthly activation of the renewal

function is made (although of course it will be appreciated that other frequencies are

also possible). pWith a monthly frequency, rights are given to theend user for the

current month and all of the following month, at which point they expire if not

renewed.

In step 3134 the subscriber database 3120 is accessed in respect of each group and

each individual within that group to determine whether rights for the particular

individual are to be renewed.

In step 3136, a group subscription bitmap is set up according to the contents of the

subscriber database, as shown in Figure 8. The bitmap comprises a group identifier
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(in this case Group 1 — “G1") 3138 and 256 individual subscriber zones 3140. The

individual bits in the bitmap are set to 1 or zero according to whether or not the

particular subscriber is to have his rights renewed. A typical set of binary data is

shown in the figure.

In step 3142 the appropriate commands, including the group subscription bitmap, are

passed to the Message Generator 3106. In step 3143 the Message Generator sets an

obsolescence date to indicate to the smartcard the date beyond which the particular

subscription EMM is not valid; typically this date is set as the end of the next month.

In step 3144 the Message Generator generates from the commands appropriate group

subscription EMMS and asks the Ciphering Unit 3008 to cipher the EMMs, the

ciphered EMMs being then passed to the EMM Injector 3300, which, in step 3146,

injects the EMMs into the MPEG-2 data stream.

Step 3148 indicates that the above described procedure is repeated for each and every

group. The process is finally brought to an end at stop step 3150.

The flow diagram described above with reference to Figure 7 relates in fact

specifically to the renewal of subscriptions. The STM also manages in a similar way

free audience rights and new subscribers.

In the case of free audience rights, available for specific television prograrmnes or

groups of such programmes, these are made available by the STM issuing a command

to the Message Generator to generate appropriate audience EMMS (for a whole

audience) with an obsolescence date a given number of days (or weeks) hence. The

MG computes the precise obsolescence date based on the STM command.

In the case of new subscribers, these are dealt with in two stages. Firstly, on purchase

the smartcard in the receiver/decoder 2020 (if desired by the operator) affords the

subscriber free rights for a given period (typically a few days). This is achieved by

generating a bitmap for the subscriber which includes the relevant obsolescence date.
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The subscriber then passes his completed paperwork to the operator managing the

subscriber (at the SMS). Once the paperwork has been processed, the SMS supplies

to the SAS a start.command for that particular subscriber. On receipt by the SAS of

the start command, the STM commands the MG to assign a unique address to the new

subscriber (with a particular group number and position within the group) and to

generate a special, so-called “commercial offer” subscription EMM (as opposed to the '

more usual “group” subscription EMM used for renewals) to providethe particular

subscriber with rights until the end of the next month. From this point renewal of the

subscriber can occur automatically as described above. By this two stage process it

is possible to grant new subscribers rights until the SMS issues a stop command.

It is to be noted that the commercial offer subscription EMM is used for new

subscribers and for reactivation of existing subscribers. The group subscription EMM

is used for renewal and suspension purposes.

With reference to Figure 9, a typical subscription EMM proper (that is, ignoring the

header and signature) generated by the above procedure comprises the following main

portions, namely typically a 256 bit subscription (or subscribers’ group) bitmap 3152,

128 bits of management ciphering keys 3154 for the ciphering of the EMM, 64 bits

of each exploitation ciphering key 3156 to enable the smartcard 3020 to decipher a

control word to provide access to broadcast programmes, and 16 bits of obsolescence

date 3158 to indicate the date beyond which the smartcard will ignore the EMM. In

fact in the preferred embodiment three exploitation keys are provided, one set for the

present month, one set for the next month, and one for resume purposes in the event

of system failure.

In more detail, the group subscription EMM proper has all of the above components,

except the management ciphering keys 3154. The commercial offer subscription

EMM proper (which is for an individual subscriber) includes instead of the full

subscribers’ group bitmap 3152 the group ID followed by the position in the group,

and then management ciphering keys 3154 and three exploitation keys 3156, followed

by the relevant obsolescence date 3158.
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The Message Generator 3106 serves to transform commands issued by the STM server

3104 into EMMS for passing to the Message Emitter 3302. With reference to Figure

5, firstly, the MG .produces the EMMs proper and passes them to the Ciphering Unit

3008 for ciphering with respect to the management and exploitation keys. The

completes the signature 3064 on the EMM (see Figure‘ 3) and passes the EMM back

to the MG, where the header 3060 is added. The EMMs which are passed to the

Message Emitter are thus complete EMMS. The Message Generator also determines

the broadcast start and stop time and the rate of emission of the EMMs, and passes

these as appropriate directions along with the EMMS to the Message Emitter. The

MG only generates a given EMM once; it is the ME which performs its cyclic

transmission.

Again with reference to Figure 5, the Message Generator includes its own EMM

database 3160 which, for the lifetime of the relevant EMM, stores it. It is erased once

its emission duration has expired. The database is used to ensure consistency between

the MG and ME, so that for example when an end user is suspended the ME will not

continue to send renewals. In this regard the MG computes the relevant operations

and sends them to the ME.

On generation of an EMM, the MG assigns a unique identifier to the EMM. When

the MG passes the EMM to the ME, it also_passes the EMM ID. This enables

identification of a particular EMM at both the MG and the ME.

Also concerning the Subscription Chain area, the Message Generator includes two

FIFOS 3162 and 3164, one for each of the relevant Message Emitters 3302 and 3304

in the EMM Injector 3300, for storing the ciphered EMMS. Since the Subscription

Chain area and EMM Injector may be a significant distance apart, the use of FIFOS

can allow full continuity in EMM transmission even if the links 3166 and 3168

between the two fail. Similar FIFO’s are provided in the Pay Per View Chain area.

One particular feature of the Message Generator in particular and the conditional

access system in general concerns the way that it reduces the length of the EMM

Petitioner Apple Inc. — Exhibit 1006, p. 3193



Petitioner Apple Inc. - Exhibit 1006, p. 3194

10

15

20

25

30

W0 98/43426 PCT/EP97/02108

_ 22 ..

proper 3062 by mixing parameter length and identifier to save space. This is now

described with reference to Figure 10 which illustrates an exemplary EMM (in fact

a PPV EMM, which is the simplest EMM). The reduction in length occurs in the Pid

(Packet or “Parameter” identifier) 3170. This comprises two portions, the actual ID

3172, and the length parameter for the packet 3174 (necessary in order that the start

of the next packet can be identified). The whole Pid is expressed in just one byte of

information, 4 bits being reserved for the ID, and four for the length. Because 4 bits

is not sufficient to define the length in true binary fashion, a different correspondence

between the bits and the actual length is used, this correspondence being represented

in a look—up table, stored in storage area 3178 in the Message Generator (see Figure

5). The correspondence is typically as follows:—

0000 = 0

0001 = 1

0010 = 2

0011 = 3

0100 = 4

0101 = 5

0110 = 6

0111 = 7

1000 = 8

1001 = 9.

1010 = 10

1011 = 11

1100 = 12

1101 = 16

1110 = 24

1111 = 32

It will be seen that the length parameter is not directly proportional to the actual

length of the packet; the relationship is in part more quadratic rather than linear. This

allows for a greater range of packet length.
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Pay Per View Chain Area

Concerning the Pay Per View Chain area 3200, with reference to Figure 5 in more

detail the Authorisation Sewer 3202 has as its client the Order Centralized Server

3207, which requests information about each subscriber which connects to the

Communications Sewers 3022 to purchase a PPV product.

If the subscriber is known from the AS 3202, a set of transactions takes place. If the

subscriber is authorized for the order, the AS creates a bill and sends it to the OCS.

Otherwise, it signals to the OCS that the order is not authorized.

It is only at the end of this set of transactions that the AS updates the end users

database 3204 via the database servers (DBAS) 3206, if at least one transaction was

authorized; this optimizes the number of database accesses.

The criteria according to which the AS authorizes purchase are stored in the database,

accessed through DBAS processes. In one embodiment, the database is the same as

the database accessed by the STM.

Depending on consumer profile, the authorization may be denied

(PPV_Forbidden,Casino__Forbidden ...). These kind of criteria are updated by STM

.3104, on behalf of the SMS 3004.

Other parameters are checked, such as limits allowed for purchase (either by credit

card, automatic payment, or number of authorized token purchases per day).

In case of payment with a credit card, the number of the card is checked against a

local blacklist stored in the local blacklist database 3205.

When all the verifications are successful, the AS:-

1. Generates a bill and sends it to the OCS, which completes this bill and stores

it in a file, this file being later sent to the SMS for processing (customer actual

billing); and

Petitioner Apple Inc. — Exhibit 1006, p. 3195



Petitioner Apple Inc. - Exhibit 1006, p. 3196

10

15

20

25

WO 98/43426 PCT/EP97/02108

_ 24 _

2. Updates the database, mainly to set new purchase limits.

This check—and-generate-bill—if—OK mechanism applies for each command a

subscriber may request during a single connection (it is possible to order e.g. 5 movies

in a single session).

It is to be noted that the AS has a reduced amount of information concerning the

subscriber, by comparison with that held by the SMS. For example, the AS does not

hold the name or address of the subscriber. On the other hand, the AS does hold the

smartcard number of the subscriber, the subscriber’s consumer category (so that

different offers can be made to different subscribers), and various flags which state

whether, for example, the subscriber may purchase on credit, or he is suspended or his

smartcard has been stolen. Use of a reduced amount of information can help to

reduce the amount of time taken to authorize a particular subscriber request.

The main purpose of the DBASs 3206 is to increase database performance seen from

the AS, by paralleling the accesses (so actually it does not make much sense to define

a configuration with only one DBAS). An AS parameter determines how many

DBASes should connect. A given DBAS may be connected to only one AS.

The OCS 2307 mainly deals with PPV commands. It operates in several modes.

Firstly, it operates to process commands issued by the SMS, such as product

refreshment (for instance, if the bill is already stored by the SMS, no bill is generated

by the OCS), update of the wallet in the smartcard 3020, and session

cancellation/update.

The various steps in the procedure are:-

1. Identifying the relevant subscriber (using the AS 3202);

2. If valid, generate adequate commands to the Message Generator, in order to

send an appropriate EMM. Commands may be:

Product commands,

Update of the wallet,
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Session erasure.

Note that these operations do not imply creation of billing information, since billing

is already known from the SMS. These operations are assimilated to "free products"

purchase.

Secondly, the OCS deals with commands received from the subscribers through the

Communications Servers 3022. These may be received either via a modem connected

to the receiver/decoder 2020, or by voice activation via the telephone 4001, or by key

activation via a MINITEL, PRESTEL or like system where available.

Thirdly, the OCS deals with callback requests issued by the SMS. These last two

modes of operation are now discussed in more detail.

In the second type of mode described above it was stated that the OCS deals with

through the

Communications Servers 3022. These include product orders (such as for a particular

commands received directly from the end user (subscriber)

PPV event), a subscription modification requested by the subscriber, and a reset of a

parental code (a parental code being a code by which parents may restrict the right of

access to certain programmes or classes of programmes).

The way in which these commands are dealt with is now described in more detail with

reference to Figure 11.

Product orders by a subscriber involve the following steps:

1. Identifying through the AS the caller who is making a call through the CS

3022 ordering a particular product;

2. Checking the caller's request validity, again using the AS (where the order is

placed using the receiver/decoder 2020, this is achieved by verifying the

smartcard 3020 details);

3. Ascertain the price of the purchase;

4. Check that the price does not exceed the caller's credit limit etc;

5. Receiving a partial bill from the AS;
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6. Filling additional fields in the bill to form a completed bill;

7. Adding the completed bill to a billing information storage file 3212 for later

processing; and

8. Sending corresponding command(s)'to the PPV Message Generator 3210 to

generate the relevant EMM(s).

The EMM(s) is sent either on the modem line 4002 if the consumer placed the

product order using the receiver/decoder 2020 (more details of this are described

later), or else it is broadcast. The one exception to this is where there is some failure

of the modem connection (in the case where the consumer places the order using the

receiver/decoder); in this event the EMM is broadcast over the air.

A subscription modification requested by a subscriber involves:

1. Identifying the caller (using the AS);

2. Sending information to the Command Interface; the CI in turn forwards this

information to the SMS; and

3. Via the C1, the OCS then receives an answer from the SMS (in terms of the

cost of the modification, if the modification is possible).

If modification was requested using the receiver/decoder, the OCS generates a

confirmation to the SMS. Otherwise, for example in the case of phone or Minitel, the

subscriber is prompted for confirmation and this answer sent to the SMS via the OCS

and the CI.

Reset of a parental code involves:

1. Identifying the caller (using AS); and

2. Sending a command to the MG to generate an appropriate EMM bearing an

appropriate reset password.

In the case of reset of parental code, the command to reset the code is for security

Only the SMS,

telephone and MINITEL or like can originate such a command. Hence in this

reasons not permitted to originate from the receiver/decoder.
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particular case the EMM(s) are broadcast only on air, never on the telephone line.

It will be understood from the above examples of different modes of operation of the

OCS that the user can have direct access to'the SAS, and in particular the OCS and

AS, in that the Communications Servers are directly connected to the SAS, and in

particular the OCS. This important feature is concerned with reducing the time for

the user to communicate his command to the SAS.

This feature is illustrated further with reference to Figure 12, from which it can be

seen that the end user's Set—Top-Box, and in particular its receiver/decoder 2020, has

the capability of communicating directly with the Communications Servers 3022

associated with the SAS 3002. Instead of the connection from the end user to the

Communications Servers 3022 of the SAS 3002 being through the SMS 3004 the

connection is directly to the SAS 3002.

In fact, as directly mentioned two direct connections are provided.

The first direct connection is by a voice link via a telephone 4001 and appropriate

telephone line (and/or by MINITEL or like connection where available) where the end .

users still have to input a series.of voice commands or code numbers but time is saved

compared with the communication being via the SMS 3004.

The second direct connection is from the receiver/decoder 2020 and the input of data

is achieved automatically by the end user inserting his own daughter smartcard 3020

thus relieving the end user of the job of having to input the relevant data which in

turn reduces the time taken and the likelihood of errors in making that input.

A further important feature which arises out of the above discussion is concerned with

reducing the time taken for the resulting EMM to be transmitted to the end user in

order to initiate viewing by the end user of the selected product.

In broad terms, and with reference to Figure 12, the feature is again achieved by

Petitioner Apple Inc. — Exhibit 1006, p. 3199



Petitioner Apple Inc. - Exhibit 1006, p. 3200

10

15

20

25

WO 98/43426 PCT/El-"97/02108

_ 23 _

providing the end user's receiver/decoder 2020 with the capability of communicating

directly with the Communications Sewers 3022 associated with the SAS 3002.

As described earlier the integrated receiver/decoder 2020 is connected directly to the

Communications Servers 3022 by the modemmed ‘ back channel 4002 so that

commands from the decoder 2020 are processed by the SAS 3002, messages generated

(including EMMS) and then sent back directly to the decoder 2020 through the back

channel 4002. A protocol is used in the communication between the CS 3022 and the

receiver/decoder 2020 (as described later), so that the CS receive acknowledgement

of receipt of the relevant EMM, thereby adding certainty to the procedure.

Thus, for example, in the case of a pre—book mode the SAS 3002 receives messages

from the end user via the smartcard and decoder 2020 via its modern and via the

telephone line 4002, requesting access to a specific event/product, and retums a

suitable EMM via the telephone line 4002 and modem to the decoder 2020, the

modem and decoder being preferably located together in a Set—Top—Box (STB). This

is thus achieved without having to transmit the EMM in the MPEG-2 data stream

2002 via the multiplexer and scrambler 2004, the uplink 2012, satellite 2014 and

datalink 2016 to enable the end user to'view the event/product. This can save

considerably on time and bandwidth. Virtual certainty is provided that as soon as the

subscriber has paid for his purchase the EMM will arrive at the receiver/decoder 2020.

In the third type of mode of operation of the OCS 3207 described above, the OCS

deals with callback requests issued by the SAS. This is illustrated with reference to

Figure 13. Typical callback requests have the purpose of ensuring that the

receiver/decoder 2020 calls back the SAS via the modemmed back channel 4002 with

the information that the SAS requires of the receiver /decoder.

As instructed by the Command Interface 3102, the subscription chain Message

Generator 3106 generates and sends to the receiver/decoder 202 a callback EMM.

This EMM is ciphered by the Ciphering Unit 3008 for security reasons. The EMM

may contain the time/date at which the receiver/decoder should wake up and perform
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a callback on its own, without being explicitly solicited; the EMM may also typically

contain the phone numbers which the terminal must dial, the number of further

attempts after unsuccessful calls and the delay between two calls.

When receiving the EMM, or at the specified time—date‘, the receiver/decoder connects

to the Communications Servers 3022. The OCS 3207 first identifies the caller, using

the AS 3202, and verifies certain details, such as smartcard operator and subscriber

details. The OCS then asks the smartcard 3020 to send various ciphered information

(such as the relevant session numbers, when the session was watched, how many times

the subscriber is allowed to view the session again,"the way in which "the session was 3

viewed, the number of remaining tokens, the number of prebooked sessions, etc). This

information is deciphered by the PPV chain Message Generator 3210, again using the

Ciphering Unit 3008. The OCS adds this information to a callback information

storage file 3214 for later processing and passing to the SMS 3004. The information

is ciphered for security reasons. The whole procedure is repeated until there is

nothing more to be read from the smartcard.

One particular preferred feature of the callbackfacility is that before reading the

smartcard (so just after the identification of the caller using the AS 3202 as described

above) a check is made by the SAS 3002 that the receiver/decoder is indeed a genuine

one rather than a pirated version or computer simulation. Such a check is carried out

in the following manner. The SAS generates a random number, which is received by

the receiver/decoder, ciphered, and then returned to the SAS. The SAS deciphers this

number. If the deciphering is successful and the original random number is retrieved,

it is concluded that the receiver/decoder is genuine, and the procedure continues.

Otherwise, the procedure is discontinued.

Other functions which may occur during the callback are erasure of obsolete sessions

on the smartcard, or filling of the wallet (this latter also being described later under

the section entitled "Smartcard").

Also as regards the Pay Per View Chain area 3200, description is now made of the
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Communications Servers 3022. At the hardware level, these comprise in the preferred

embodiment a DEC Four parallel processor machine. At the software architecture

level, with reference to Figure 14, in many respects the Communications Servers are

conventional. One particular divergence from conventional designs arises from the

fact that the Servers must serve both receiver/decoders 2020 and voice communication

with conventional telephones 4001, as well possibly as MINITEL or like systems.

It will be noted in passing that two Order Centralized Servers 3207 are shown in

Figure 14 (as “OCS1" and “OCS2"). Naturally any desired number may be provided.

The Communication Servers include two main servers (“CS1" and “CS2") as well as

a number of frontal servers (“Frontal 1" and “Frontal 2"); whilst two frontal servers

are shown in the figure, typically 10 or 12 may be provided per main server. Indeed,

although two main servers CS1 and CS2 and two frontal servers, Frontal 1 and Frontal

2, have been shown, any number could be used. Some redundancy is usually

desirable.

CS1 and CS2 are coupled to OCS1 and OCS2 via high level TCP/IP links 3230,

whilst CS1 and CS2 are coupled to Frontal 1 and Frontal 2 via further TCP/IP links

3232.

As illustrated, CS1 and CS2 comprise servers for “SENDR” (transmission), “RECVR”

“VTX” (MINITEL, PRESTEL or the like), “VOX”

communication), and “TRM” (communication with the receiver/decoder). These are

(reception), (voice

coupled to the “BUS” for communication of signals ‘to the Frontal servers.

CS1 and CS2 communicate directly with the receiver/decoders 2020 via their

modemmed back channels 4002 using the X25 public network common protocol. The

relatively low—-level protocol between the Communications Servers 3022 and the

receiver/decoders 3020 is in one preferred embodiment based upon the V42 standard

international CCITT protocol, which provides reliability by having error detection and

data 're—transmission facilities, and uses a checksum routine to check the integrity of
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the re—transmission. An escape mechanism is also provided in order to prevent the

transmission of disallowed characters.

On the other hand, voice telephone communication is carried out via the Frontal

Communications Servers, each capable of picking up, say, 30 simultaneous voice

connections from the connection 3234 to the local telephone network via the high

speed “'I2" (E1) standard telephony ISDN lines.

Three particular functions of the software portion of the Communications Servers

(which could of course alternatively be implemented fully in hardware) are firstly to

information received from theconvert the relatively low level protocol

receiver/decoder into the relatively high level protocol information output to the OCS,

secondly to attenuate or control the number of simultaneous connections being made,

and thirdly to provide several simultaneous channels without any mixing. In this last

regard, the Communications Servers play the role of a form of multiplexer, with the

interactions in a particular charmel being defined by a given Session ID (identifier),

which is in fact used throughout the communication chain..

Finally as regards the Pay Per View Chain area 3200, and withpreference again to

Figure 5, the Server for Programme Broadcast (SPB) 3208 is coupled to one or more

Programme Broadcasters 3250 (which would typically be located remotely from the

SAS) to receive programme information. The SPB filters out for further use

information corresponding to PPV events (sessions).

A particularly important feature is that the filtered programme event information is

passed by the SPB to the MG which in turn sends a directive (control command) to

the ME to change the rate of cyclic emission of the EMMs in given circumstances;

this is done by the ME finding all EMMS with the relevant session identifier and

changing the cycle rate allocated to such EMMS. This feature might be thought of as

a dynamic allocation of bandwidth for specific EMMS. Cyclic EMM emission is

discussed in more detail in the section below concerned with the EMM Injector.
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The circumstances in which the cycle rate is changed are now described with reference

to Figure 15, which demonstrates how cycle rate 3252 is raised a short while (say 10

minutes) before aparticular PPV programme event until the end of the event from a

slow cycle rate of say once every 30 minutes to a fast cycle rate of say once every 30

seconds to 1 minute in order to meet the anticipated extra user demand for PPV events

at those times. In this way bandwidth can be allocated dynamically according to the

anticipated user demand. This can assist in reducing the overall bandwidth

requirement.

The cycle rate of other EMMs may also be varied. For example the cycle rate of

subscription EMMs may be varied by the Multiplexer and Scrambler 2004 sending the

appropriate bitrate directive.

EMM Injector

Concerning the EMM Injector 3300, details of the Message Emitters 3302 to 3308,

forming part of the EMM Injector and acting as output means for the Message

Generator, are now described with reference to Figure 16. Their function is take the

EMMS and to pass them cyclically (in the manner of a carousel) via respective links

3314 and 3316 to,the Software Multiplexers 3310 and 3312 and thence to the

hardware multiplexers and scramblers 2004. In return the software multiplexers and

scramblers 2004 generate a global bitrate directive to control the overall cycling rate

of the EMMs; to do so, the MEs take into account various parameters such as the

cycle time, the size of EMM, and so on. In the figure, EMM_X and EMM _Y are

group EMMs for operators X and Y, whilst EMM__Z are other EMMS for either

operator X or operator Y.

Further description proceeds for an exemplary one of the Message Emitters; it will be

appreciated that the remaining MES operate in similar fashion. The ME operates

under control of directives from the MG, most notably transmission start and stop time

and emission rate, as well as session number if the EMM is a PPV EMM. In relation

to the emission rate, in the preferred embodiment the relevant directive may take one

of five values from Very fast to Very slow. The numeric values are not specified in

Petitioner Apple Inc. — Exhibit 1006, p. 3204



Petitioner Apple Inc. - Exhibit 1006, p. 3205

10

15

20

25.

WO 98/43426 PCT/EP97/02108

_ 33 _

the directive, but rather the ME maps the directive to an actual numeric value which

is supplied by the relevant part of the SAS. In the preferred embodiment, the 5

emission rates are as follows:—

1. Very fast — every 30 seconds

2. Fast — every minute

3. Medium — every 15 minutes

4. Slow — every 30 minutes

5. Very slow - every 30 minutes

The ME has first and second databases 3320 and 3322. The first database is for those

EMMs which have not yet achieved their broadcast date; these are stored in a series

of chronological files in the database. The second database is for EMMs for

immediate broadcast. In the event of a system crash, the ME is arranged to have the

ability to re—read the relevant stored file and perform correct broadcast. All the files

stored in the databases are updated upon request from the MG, when the MG wishes

to maintain consistency between incoming directives and EMMS already sent to the

ME. The EMMs actually being broadcast are also stored in Random Access Memory

3324.

A combination of the FIFOs 3162 and 3164 in the Message Generator and the

databases 3320 and 3322 in the Message Emitter means that the two can operate in

standalone mode if the link 3166 between them is temporarily broken; the ME can

still broadcast EMMs.

The Software Multiplexers (SMUX) 3310 and 3312 provide an interface between the

MES and the hardware multiplexers 2004. In the preferred embodiment, they each

receive EMMs from two of the MES, although in general there is no restriction on the

number of MES that can be connected with one SMUX. The SMUXS concentrate the

EMMS and then pass them according to the type of EMM to the appropriate hardware

multiplexer. This is necessary because the hardware multiplexers take the different

types of EMMS and place them at different places in the MPEG-2 stream. The
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SMUX's also forward global bitrate directives from the hardware multiplexers to the

MES.

One particularly important feature of the MEA_is that it emits EMMs in random order.

The reason for this is as follows. The Message Emitter has no ability to sense or

control what it emits to the multiplexer. Hence it is possible that it may transmit two

EMMs which are to be received and decoded by the receiver/decoder 2020 back to

back. In such circumstances, further, it is possible that if the EMMs are insufficiently

separated the receiver/decoder and smartcard will be unable to sense and decode

properly the second of the EMMs. Cyclically emitting the EMMs in random order

can solve this problem.

The manner in which randomization is achieved is now described with reference to

Figure 17; in the preferred embodiment the necessary software logic is implemented

in the ADA computer language. A particularly important part of the randomization

is the correct storage of the EMMs in the databases 3320 and 3322 (which are used

for backup purposes) and in the RAM 3324. For a particular cycle rate and operator,

the EMMs are stored in a two—dimensional array, by rank 3330 (going say from A to

Z) and number in the rank 3332 (going from 0 to N). A third dimension is added by

cycle rate 3334, so that there are as many two—dimensional arrays as there are cycle

rates. In the preferred embodiment there are 256 ranks and typically 200 or 300

EMMs in each rank; there are 5 cycle rates. A final dimension to the array is added _

by the presence of different operators; there are as many three—-dimensional arrays as

there are operators. Storage of the data in this fashion can permit rapid retrieval in

the event that the MG wants to delete a particular EMM.

Storage of the EMMs takes place according to the “hash” algorithm (otherwise known

as the “one—way hash function”. This operates on a modulo approach, so that

successive ranks are filled before a higher number in the rank is used, and the number

of EMMs in each rank remains roughly constant. The example is considered of there

being 256 ranks. When the MG_ sends the ME an EMM with identifer (ID) 1, the

rank “1" is assigned to this EMM, and it takes the first number 3332 in the rank 3330.
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The EMM with ID 2 is assigned the rank “2", and so on, up to the rank 256. The

EMM with ID 257 is assigned the rank “1" again (based on the modulo function), and

takes the second number in the first rank, and so on.

Retrieval of a specific EMM, for example when deletion of a specific EMM is

requested by the MG, is effected by means of the inverse of the above. The hash

algorithm is applied to the EMM ID to obtain the rank, after which the number in the

rank is found.

The actual randomization occurs when the EMMs‘“are, on a cyclical basis, retrieved

from RAM 3324 using the randomization means 3340 which is implemented in the

hardware and/or software of the Message Emitter. The retrieval is random, and again

based on the hash algorithm. Firstly, a random number (in the above example initially

in the range 1 to 256) is chosen, to yield the particular rank of interest. Secondly, a

further random number is chosen to yield the particular number in the rank. The

further random number is selected according to the total number of EMMs in a given

rank. Once a given EMM has been selected and broadcast, it is moved to a second

identical storage area in the RAM 3324, again using the hash function. Hence the

first area diminishes in size as the EMMs are broadcast, to the extent that, once a

complete .rank has been used, this is deleted. Once the first storage area is completely

empty, it is replaced by the second storage area before a new round of EMM

broadcast, and vice versa.

In the above fashion, after two or three cycles of the EMMs, statistically the chances

of any two EMMs destined for the same end user being transmitted back to back is

negligible.

At regular intervals whilst the EMMs are being stored the computer 3050 computes

the number of bytes in storage and from this computes the bitrate of emission given

the global bitrate directive from the multiplexer and software multiplexer.

Reference was made above to the backup databases 3320 and 3322. These are in fact
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in the preferred embodiment sequential file stores, which hold a backup version of

what is in the RAM 3324. In the event of failure of the Message Emitter and

subsequent restart, or more generally when the MB is being restarted for whatever

reason, a link is made between the RAM and the databases, over which the stored

EMMs are uploaded to RAM. In this way, the risk of losing EMMs in the event of
failure can be removed.

Similar storage of PPV EMMs occurs to that described above in relation to

subscription EMMs, with the rank typically corresponding to a given operator and the

number in the rank corresponding to the session number.

Smartcard

A daughter, or "subscriber", smartcard 3020 is schematically shown in Figure 18 and

comprises an 8 bit microprocessor 110, such as a Motorola 6805 microprocessor,

having an input/output bus coupled to a standard array of contacts 120 which in use

are connected to a corresponding array of contacts in the card reader of the

receiver/decoder 2020, the card reader being of conventional design. The

microprocessor 110 is also provided with bus connections to preferably masked ROM

130, RAM 140 and EEPROM 150. The smartcard complies with the ISO 7816-1,

7816-2 and 7816-3 standard protocols which determine certain physical parameters

of the smartcard, the.positions of the contacts on the chip and certain communications

between the external system (and particularly the receiver/decoder 2020) and the

smartcard respectively and which will therefore not be further described here. One

function of the microprocessor 110 is to manage the memory in the smartcard, as now

described.

The EEPROM 150 contains certain dynamically—created operator zones 154, 155, 156

and dynamically—created data zones which will now be described with reference to

Figure 19.

Referring to Figure 19, EEPROM 150 comprises a permanent "card ID" (or

manufacturer) zone 151 of 8 bytes which contains a permanent subscriber smartcard
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identifier set by the manufacturer of the smartcard 3020.

When the smartcard is reset, the microprocessor 110 issues a signal to

receiver/decoder 2020, the signal comprising! an identifier of the conditional access

system used by the smartcard and data generated from data stored in the smartcard,

including the card ID. This signal is stored by the receiver/decoder 2020, which

subsequently utilises the stored signal to check whether the srnartcard is compatible

with the conditional access system used by the receiver/decoder 2020.

The EEPROM 150 also contains a permanent "raridom number generator" zone 152

which contains a program for generating pseudo—random numbers. Such random

numbers are used for diversifying transaction output signals generated by the

smartcard 3020 and sent back to the broadcaster.

Below the random number generator zone 152 a permanent "management" zone 153

of 144 bytes is provided. The permanent management zone 153 is a specific operator -

zone utilised by a program in the ROM 130 in the dynamic creation (and removal) of

zones 154, 155, 156... as described below. The permanent management zone 153

contains data relating to the rights of the smartcard to create or remove zones.

The program for dynamically creating and removing zones is responsive to specific

zone creation (or removal) EMMs which are transmitted by the SAS 3002 and

received by the receiver/decoder 2020 and passed to the subscriber smartcard 3020.

In order to create the EMMS the operator requires specific keys dedicated to the

management zone. This prevents one operator from deleting zones relating to another

operator.

Below the management zone 153 is a series of "operator ID" zones 154, 155, 156 for

operators 1, 2 N respectively. Nonnally at least one operator ID zone will be

preloaded into the EEPROM of the subscriber smartcard 3020 so that the end user can

decrypt programmes broadcast by that operator. However further operator ID zones

can subsequently be dynamically created using the management zone 153 in response
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to a transaction output signal generated via his smartcard 3020 by the end user _

(subscriber), as will subsequently be described.

Each operator zone 154, 155, 156 contains'the identifier of the group to which the

smartcard 3020 belongs, and the position of the smartcard within the group. This data

enables the smartcard (along with the other smartcards in its group) to be responsive

to a broadcast "group" subscription EMM having that group's address (but not the

smartcard's position in the group) as well as to an "individual" (or commercial offers

subscription) EMM addressed only to that smartcard within the group. There can be

256 member smartcards of each such group and this feature therefore reduces

significantly the bandwidth required for broadcasting EM_Ms.

In order to reduce further the bandwidth required for broadcasting "group" subscription

EMMS, the group data in each operator zone 154, 155, 156 and all similar zones in

the EEPROM of smartcard 3020 and the other daughter smartcards is continually

updated to enable a particular smartcard to change its position in each group to fill

any holes created by e.g. deletion of a member of the group. The holes are filled by

the SAS 3002 as in the S'I‘M server 3104 there is a list of such holes.

In this manner fragmentation is reduced and each group's membership is maintained

at or near the maximum of 256 members.

Each operator zone 154, 155, 156 is associated with one or more "operator data

objects" stored in the EEPROM 150. As shown in Figure 19, a series of dynamically

created "operator data" objects 157-165 are located below the operator ID zones.

Each of these objects is labelled with:

a) an "identifier? 1, 2, 3 N corresponding to its associated operator 1, 2, 3

N as shown in its left hand section in Figure 19;

b) an "ID" indicating the type of object; and

c) a "data" zone reserved for data, as shown in the right hand section of each

relevant operator object in Figure 19. It should be understood that each operator is

associated with a similar set of data objects so that the following description of the
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types of data in the data objects of operator 1 is also applicable to the data objects of

all the other operators. Also it will be noted that the data objects are located in

contiguous physical regions of the EEPROM and that their order is immaterial.

Deletion of a data object creates a "hole" 166 in the smartcard, that is, the number of

bytes that the deleted objects had previously occupied are not immediately occupied.

The thus "freed" number of bytes, or "hole" are labelled with:

a) an "identifier" 0; and

b) an "ID" indicating that the bytes are free to receive an object.

The next data object created fills the hole, as identified by the identifier 0. In this

manner the limited memory capacity (4 kilobytes) of the EEPROM 150 is efficiently

utilised.

Turning now to the set of data objects associated with each operator, examples of the

data objects are now described.

Data object 157 contains an EMM key used for decrypting encrypted EMM's received

by the receiver/decoder 2020. This EMM key is permanently stored in the data object

157. This data object 157 may be created prior to distribution of the smartcard 3020,

and/or may be created dynamically when creating a new operator zone (as described

above).

Data object 159 contains ECM keys which are sent by the associated operator (in this

case operator 1) to enable the end user to decrypt the particular "bouquet" of programs

to which he has subscribed. New ECM keys are sent typically every month, along

with a group subscription (renewal) EMM which renews the end user's overall right

to view the broadcast from (in this case) operator 1. The use of separate EMM and

ECM keys enables viewing rights to be purchased in different ways (in this

embodiment by subscription and individually (Pay Per View)) and also increases

security. The Pay Per View (PPV) mode will be described subsequently.
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Since new ECM keys are sent periodically, it is essential to prevent a user from usin

old ECM keys, for example by switching off the receiver/decoder or re-setting a clock

to prevent expiry.of an old ECM key so that a timer in the receiver/decoder 2020

could be overridden. Accordingly operator gone 154 comprises an area (typically

having a size of 2 bytes) containing an obsolescence‘ date of the ECM keys. The

Ismartcard 3020 is arranged to compare this date with the current date which is

contained in received ECMs and to prevent decryption if the current date is later than

the obsolescence date. The obsolescence date is transmitted via EMMS, as described

above.

Data object 161 contains a 64 bit subscription bitmap which is an exact representation

of the broadcast operator's programs to which the subscriber has subscribed. Every bit

represents a program and is set to "1" if it is subscribed to and "0" if it is not.

Data object 163 contains a quantity of tokens which can be used by the consumer in

PPV mode to buy viewing rights to an imminent broadcast e.g. in response to a free

preview or other advertisement. Data object 163 also contains a limit value, which

may be set to e.g. a negative value to allow credit to the consumer. Tokens can be

purchased e.g. by credit and via the modemmed back channel 4002, or by using a

voice server in combination with a credit card, for example. A particular event can

be charged as one token or a number of tokens.

Data object 165 contains a description of a PPV event, as shown with reference to

table 167 of Figure 20.

The PPV event description 167 contains a "session ID" 168 identifying the viewing

session (corresponding to the program and the time and date of broadcasting) a

"session mode" 169 indicating how the viewing right is being purchased (e.g. in pre-

book mode), a "session index" 170 and a "session view" 171.

In respect of receiving a programme in PPV mode, the receiver decoder 2020

determines whether the programme is one sold in PPV mode. If so, the decoder 2020
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checks, using the items stored in the PPV event description 167 whether the session

ID for the programme is stored therein. If the session ID is stored therein, the control

word is extracted from the ECM.

If the session ID is not stored therein, by means ‘of a specific application the

receiver/decoder 2020 displays a message to the end user indicating that he has the

right to view the session at a cost of, say, 25 tokens, as read from the ECM or to

connect to the communications servers 3022 to purchase the event. Using the tokens,

if the end user answers "yes" (by means of remote controller 2026 (see Figure 2)) the

decoder 2020 sends the ECM to the smartcard, thé~ smartcard decreases the wallet of

the smartcard 3020 by 25 tokens, writes the session ID 168, the session mode 169, the

session index 170 and the session view 171 in the PPV event description 167 and

extracts and deciphers the control word from the ECM.

In the "pre—book" mode, an EMM will be passed to the smartcard 3020 so that the

smartcard will write the session ID 168, the session mode 169, the session index 170

and the session view 171 in the PPV event description 167 using the EMM.

The session index 170 can be set to differentiate one broadcast from the other. This

feature permits authorization to be given for a subset of broadcasts, for example, 3

times out of 5 broadcasts. As soon as an ECM with a session index different from

the current session index 170 stored in the PPV event description 167 is passed to the

smartcard, the number of the session view 171 is decreased by one. When the session

view reaches zero, the smartcard will refuse to decipher an ECM with a different

session index to the current session index.

The initial value of the session view depends only on the way in which the broadcast

supplier wishes to define the event to which it relates; the session view for a

respective event may take any value.

The microprocessor 110 in the smartcard implements a counting and a comparison

program to detect when the limit to the number of viewings of a particular program
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has been reached.

All of the session ID 168, the session mode 169, the session index 170 and the session

view 171 in the PPV event description 167 may be extracted from the smartcard using

the "call—back" procedure as described previously.

Each receiver/decoder 2020 contains an identifier which may either identify uniquely

that receiver/decoder or identify its manufacturer or may classify it in some other way

in order to enable it to work only with a particular individual smartcard, a particular

class of smartcards made by the same or a corresponding manufacturer or any other

class of smartcards which are intended for use with that class of receiver/decoders

exclusively.

In this manner the receiver/decoders 2020 which have been supplied by one broadcast

supplier to the consumer are protected against the use of non—authorised daughter

smartcards 3020.

Additionally or alternatively to this first "handshake" between the smartcard and the

receiver, the EEPROM of the smartcard 3020 could contain a field or bitmap

describing the categories of receiver/decoders 2020 with which it can function. These

could be specified either during the manufacture of the smartcard 3020 or by a

specific EMM.

The ‘bitmap stored in the smartcard 3020 typically comprises a list of up to 80

receiver/decoders, each identified with a corresponding receiver/decoder ID with which

the smartcard may be used. Associated with each receiver/decoder is a level "1" or

"0" indicating whether the smartcard may be used with the receiver/decoder or not,

respectively. A program in the memory 2024 of the receiver/decoder searches for the

identifier of the receiver/decoder in the bitmap stored in the smartcard. If the

identifier is found, and the value associated with the identifier is "1", then the

smartcard is "enabled"; if not, then the smartcard will not function with that

receiver/decoder.
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In addition, if, typically because of an agreement between operators, it is desired to

authorize the use of other smartcards in a particular receiver/decoder, specific EMMs

will be sent to those smartcards to change their bitmap via the transponder 2014.

Each broadcast supplier may differentiate his subscribers according to certain

predetermined criteria. For example, a number of subscribers may be classed as

"VIPs". Accordingly, each broadcast supplier may divide his subscribers into a

plurality of subsets, each subset comprising any number of subscribers.

The subset to which a particular subscriber belongs is set in the SMS 3004. In turn,

the SAS 3002 transmits an EMM to the subscriber which writes information (typically

of length 1 byte) concerning the subset to which the subscriber belongs into the

relevant operator data zone, say 154, of the EEPROM of the smartcard. In turn, as

events are broadcast by the broadcast supplier, an ECM, typically of 256 bits, is

transmitted with the event and indicating which of the subsets of subscribers may view

the event. If, according to the information stored in the operator zone, the subscriber

does not have the right to view the event, as determined by the ECM, programme

viewing is denied.

This facility may be used, for example, to switch off all of a given operator's

smartcards in a particular geographical region during the transmission of a particular

program, in particular a program relating to a sports fixture taking place in that

geographical region. In this manner football clubs and other sport bodies can sell

broadcasting rights outside their locality whilst preventing local supporters from

viewing the fixture on television. In this manner the local supporters are encouraged

to buy tickets and attend the fixture.

Each of the features associated with zones 151 to 172 is considered to be a separate

invention independent of the dynamic creation of zones.

It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the
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invention.

. Each feature disclosed in the description, and (where appropriate) the claims and

drawings may be provided independently or‘ any appropriate combination.

In the aforementioned preferred embodiments, certain features of the present invention

have been implemented using computer software. However, it will of course be clear

to the skilled man that any of these features may be implemented using hardware.

Furthermore, it will be readily understood that the functions performed by the

hardware, the computer software, and such like are performed on or using electrical

and like signals.

Cross reference is made to our co—pending applications, all bearing the same filing

date, and entitled Signal Generation and Broadcasting (Attorney Reference no.

PC/ASB/19707), Smartcard for use with a Receiver of Encrypted Broadcast Signals,

and Receiver (Attorney Reference No. PC/ASB/19708), Broadcast and Reception

System and Conditional Access System therefor (Attorney Reference No.

PC/ASB/19710), Downloading a Computer File from a Transmitter via a

Receiver/Decoder to a Computer (Attorney Reference No. PC/ASB/19711),

Transmission and Reception of Television Programmes and Other Data (Attorney

Reference No. PC/ASB/19712), Downloading Data (Attorney Reference No.

PC/ASB/19713), Computer Memory Organisation (Attorney Reference No.

PC/ASB/19714), Television or Radio Control System Development (Attorney

Reference No. PC/ASB/19715), Extracting Data Sections from a Transmitted Data

Stream (Attorney Reference No. PC/ASB/19716), Access Control System (Attorney

Reference No. PC/ASB/19717), Data Processing System (Attorney Reference No.

PC/ASB/19718), and Broadcast and Reception System, and Receiver/Decoder and

Remote Controller therefor (Attorney Reference No. PC/ASB/19720). The disclosures

of these documents are incorporated herein by reference. The list of applications

includes the present application.
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1. A conditional access system comprising:

means for generating a plurality of messages; and

means for receiving the messages, said receiving means being adapted to

communicate with said generating means via a communications server connected

directly to said generating means.

2. A conditional access system according to Claim 1, wherein said message is an

entitlement message for transmission to the receiving means, said generating means

being adapted to generate entitlement messages in response to data received from said

receiving means.

3. A conditional access system according to Claim 1 or 2, wherein said generating

means is arranged to transmit a message as a packet of digital data to said receiving

means either via said communications server or via a satellite transponder.

4. A conditional access system according to any preceding claim, wherein said

receiving means is connectable to said communications server via a modem and

telephone link.

5. A conditional access system for affording conditional access to subscribers,

comprising:

a subscriber management system;

a subscriber authorization system coupled to the subscriber management

system; and

a communications server; said server being connected directly to the subscriber

authorization system.

6. A conditional access system according to Claim 5, further comprising a

receiver/decoder for the subscriber, the receiver/decoder being connectable to said

communications server, and hence to said subscriber authorization system, via a
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modem and telephone link.

7. A broadcast and reception system including a conditional access system

according to any preceding claim.

8. A broadcast and reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast

programs; A

means for receiving said messages from said generating means; and

means for connecting the receiving means to the generating means to receive

said messages, said connecting means being "capable of effecting a dedicated

connection between the receiving means and the generating means.

9. A broadcast and reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast

programs;

means for receiving said messages from said generating means via a modem;

and

means for connecting said modem to said generating means and said receiving

means.

10. A broadcast and reception system according to Claim 9, wherein said

generating means is connected to said modem via a communications server.

11. A broadcast and reception system according to Claim 9 or 10, wherein said

receiving means is adapted to communicate with said generating means via said

modem and connecting means.

12. A broadcast and reception system according to Claim 11, wherein said

receiving means comprises means for reading a smartcard insertable thereinto by an

end user, the smartcard having stored therein data to initiate automatically the

transmission of a message from said receiving means to said generating means upon
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insertion of the smartcard by the end user.

13. A broadcast and reception system according to Claim 11or 12, further
comprising a voice link to enable the end user of the broadcast and reception system

to communicate with the generating means.

14. A broadcast and reception system according to any of Claims 8 to 13, wherein

' said receiving means comprises a receiver/decoder comprising means for receiving a

compressed MPEG—type signal, means for decoding the received signal to provide a

television signal and means for supplying the television signal to a television.

15. A broadcast and reception system, comprising, at the broadcast end:

a broadcast system including means for broadcasting a callback request;

and at the reception end:

a receiver including means for calling back the broadcast system in response

to the callback request.

16. A system according to Claim 15, wherein the means for calling back the

broadcast system includes a modem connectable to a telephone system.

17. A system according to Claim 15 or 16, wherein the means for calling back the

broadcast system is arranged to transfer to the broadcast system information

concerning the receiver.

18. A system according to Claim 17, wherein the broadcast system includes means

for storing the information.

19. A system according to any of Claims 15 to 18, wherein the broadcast means

is arranged to broadcast a callback request which includes a command that the

callback be made at a given time, and the means for calling back the broadcast system

is arranged to respond to said command.
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20. A system according to any of Claims 15 to 19, wherein the broadcasting means

is arranged to broadcast as the callback request one or more entitlement messages for

broadcast.

21. A system according to any of Claims 15 to 20, wherein the broadcast system

includes means for generating a check message and passing this to the receiver, the

receiver includes means .for encrypting the check message and passing this to the

broadcast system, and the broadcast system further includes means for decrypting the

check message received from the receiver and comparing this with the original check

message.

22. A conditional access system or a broadcast and reception system substantially as

herein described with reference to and as illustrated in the accompanying drawings,

and especially Figures 12, 13 or 14 thereof.
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Czech Republic Saint Lucia RU Russian Federation
Gemiany Liechtenstein SD Sudan
Denmark Sri Lanka SE Sweden
Estonia Liberia S6 Singapore
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METHOD AND SYSTEM FOR NETWORKED INSTALLATION OF

UNIQUELY CUSTOMIZED, AUTHENTICABLE, AND TRACEABLE
SOFTWARE APPLICATIONS

FIELD OF THE INVENTION

This invention relates to a method and system for the

electronic distribution and installation to users via a network

of software applications that are uniquely customized,

authenticable and traceable to the individual user.

BACKGROUND OF THE INVENTION

With the increasing importance and reliance on

networked computer environments such as the Internet,

Electronic Software Distribution (ESD) is assuming an increased

importance as a means of distributing software applications to

users. The on-line infrastructures currently in place enable

users to purchase and install software applications without the

need for physical delivery of shrink-wrapped software,

Typically, a software publisher will prepare a master of the

software application for electronic distribution. A customer

will then go on-line and submit an order to purchase the

software application, which will be received and fulfilled by

the publisher.

application and install it to his/her own computer.

The customer will then download the software

A disadvantage of the current on-line infrastructure

is that it delivers software applications to users in a form

that is identical with those found in retail stores and

catalogues. Absent cryptographic protection, users can freely

share the distribution form of the software amongst themselves.

Even where cryptographic protection are present, the

potential for unauthorized copying is still significant because

all the users possess identical copies (necessarily having

identical encryption schemes) of a software application. There

is in all such cases a single underlying decryption key, and in

most cases this key, or an equivalent variant of it, is entered

by the user, who can then share it with other users who can use

it to obtain unlicensed usage of the program. There exist

today bulletin boards and Internet sites devoted to the sharing

of such keys, which are visited by persons interested in
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obtaining unpaid for usage of programs by applying such keys to

copies of the applications they have obtained.

Further, even where more subtle anti—piracy schemes

are in place in a software application, it is not uncommon for

software "hackers" to produce "crack" programs which can be

used to process a freely-distributed, limited functionality

version of a program to produce a revised, fully-functional

version of the same program which can be used without

purchasing a license. Even the most ingenious forms of single-

key mass distribution, which might involve input of one-time-

only responses to a dynamic challenge to infer the key, are

vulnerable to a "crack" which simply causes the application of

the "true" universal decryption key. Although such "crack"

involves more technical sophistication than sharing of keys as

above, the distribution channels and potential effect on the

product's revenues are very similar.

In addition, software applications distributed by

conventional ESD techniques provide no means to police their

own integrity to prevent unauthorized tampering.

software

distribution system sold under the trade—mark ZipLock” that

Portland Software has produced an electronic

packages software for electronic distribution over the

Internet. The ZipLock“ system discloses a system that

distributes, from a secure server to a client resident on the

user”s computer, a standard executable software application

that is protected by means of a cryptographic key. Data input

by the users is transmitted to the secure server and is used to

construct a customized digital licence certificate that is

transmitted to the user in a separate computer file. The

Ziplock” system does not provide a mechanism to detect

tampering done to the executable software application itself,

nor does it provide traceability if the digital licence

certificate is not included with an unauthorized redistribution

of the software application.

The prior art discloses a number of other systems and

methods to protect unauthorized use of software electronically

distributed to users. In Choudhury U.S. Pat. No. 5,509,074,
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there is disclosed a method of protecting electronically

A first

described embodiment requires special purpose hardware to

This

eliminates the method from general use with personal computers

published materials using cryptographic protocols.

decrypt the document that is transmitted to the user.

In a second method, there is no

In this method, the

publisher modifies the inter-line or inter-word spaces of the

The

unique document is then encrypted and transmitted to the user's

used by the general public.

requirement for special purpose hardware.

document to make each document unique for each user.

computer. Upon receipt of the encrypted document, the user's

computer will prompt the user to enter his/her secret key which

The method

disclosed by this reference does not prevent piracy, it only

is used to decrypt the document for viewing.

discourages piracy by making the pirated document traceable to

the user. In addition, this reference pertains only to data

files, not to the protection of executable files of any type.

In Cane U.S. Pat No. 5,416,840,

method and system for protecting computer program distribution

there is disclosed a

in a broadcast medium, such as radio frequency public broadcast

or computer network. In this reference, the method involves

encrypting at least a portion of a computer program, the user

being supplied with a password for use in decrypting the

computer program so that the computer program can be installed

and used. A unique password is generated and transmitted to

the user for subsequent use in decrypting the selected software

While there

method and system for the generation, transmission and use of

program contained on the medium. is disclosed a

unique passwords that cannot be shared among different users of

the software application, this reference requires the user to

own proprietary hardware that eliminates it from general use

with personal computer owned by the general public.

In Yuval U.S. Pat No. 5,586,186,

method and system for controlling unauthorized access to

there is disclosed a

software distributed to users. The main components of the

system are an encryptor, a user key generator, and a decryptor.

The encryptor generates encryption and decryption keys,
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encrypts the software using the encryption keys, and stores the

encrypted forms of the software of the broadcast medium,

as CD ROM.

numeric representations of identifying information supplied by

such

The user key generator generates a unique key using

users and the decryption keys. The decryptor is responsible

for decrypting the encrypted forms of the software using the

identifying information supplied by the user, and the unique

user keys. The decryption method disclosed by this reference

enables a large number of different but logically similar keys

to be used as decryption keys, each of which is unique to a

particular user. this reference does not disclose aHowever,

means to customize a software application with user—specific

data such that the software application itself can be

authenticated. Furthermore, this reference does not prevent

piracy by sharing of keys; it only discourages it through

traceability of keys.

SUMMARY OF THE INVENTION .

The present invention pertains to a method for the

electronic distribution of a software application from a

distribution computer to an installation computer comprising

the steps of receiving at said distribution computer

identifying information, embedding said identifying information

in said software application at said distribution computer to

form an identifiable software application, generating a

cryptographic signature for said identifiable software

application, embedding said cryptographic signature in said

identifiable software application to form an identifiable and

authenticable software application, and transferring said

identifiable and authenticable software application from said

distribution computer to said installation computer.

The method and system of the present invention

discloses an on-line software customization, delivery and

installation scheme. Instead of distributing a software

application to a user that results in the installation of a

totally generic, untraceable executable file on the

installation computer, the method and system disclosed herein

discloses a means to create, distribute and install on an
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installation computer a uniquely customised instance of a

software application that is authenticable and traceable to a

particular user.

The method and system disclosed herein provides for a

user installation agent (UIA) resident on an installation

computer to establish a connection through a distribution

channel to a secure distribution agent (SDA) resident on a

The UIA and/or SDA prompt the user to

input identifying information that, together with business

distribution computer.

related information such as licensing terms, etc., is used to

create a unique data set that is embedded in the desired

software application by the SDA. By the use of a cryptographic

hash algorithm, and private/public key cryptography wherein a

private key is only known to the SDA, a cryptographic signature

of the desired software application and embedded data set is

calculated and also embedded into the software application.

The software application with embedded data and cryptographic

signature is transmitted via a distribution channel to the

installation computer where it is installed on the installation

computer. Optionally, the installation computer may use the

cryptographic signature to verify that neither the software

application, nor the embedded data have been tampered with.

Public key(s) used to decrypt the cryptographic signatures may

be transmitted to the installation computer with the software

application, or by any other means, such as e—mail, Internet

bulletin boards, Following installation, the embedded

data and cryptographic signature are used in a variety of ways,

etc.

such as to provide a means to trace the software application to

the user, to police the continued integrity of the software

application, to ensure that license conditions continue to be

met, to perform virus checking, or automatic upgrading of the

software application itself.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a system overview

showing the various inputs and components of the system and

method of the present invention;

Petitioner Apple Inc. — Exhibit 1006, p. 3248



Petitioner Apple Inc. - Exhibit 1006, p. 3249

10

15

20

25

30

35

WO 98/45768 PCT/CA98/00241

-6-

Figure 2 is a data flow diagram of the structure and

operation of the Secure Distribution Agent employed by the

present invention;

Figure 3A is a block diagram showing details of the

construction of the aggregate distribution file using a one-

step cryptographic process;

Figure 3B is a block diagram showing details of the

construction of an aggregate distribution file using a two-step

cryptographic process;

Figure 3C is a block diagram showing details of the

construction of an aggregate distribution file using a

cryptographic process that is a variant of the two-step

cryptographic process shown in Figure 3B;

Figure 4 is a block diagram of the structure and

operation of the User Installation Agent employed by the

present invention;

Figure 5 is a block diagram showing the means of

extracting and authenticating embedded data from an installed

distribution file;

Figure 6 is a flow chart of a first embodiment of the

present invention that authenticates embedded data by means of

a common encryption key;

Figure 7 is a flow chart of a second embodiment of

the present invention that authenticates embedded data by means

of a unique per—user encryption key; and,

Figure 8 is a block diagram showing the various uses

of the installed software application delivered to the user by

means of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Figure 1 shows the various inputs and components of

the system and method of the present invention. At the top

level is shown a representation of the Electronic Software

Distribution (ESD) back—end components 10, which include

clearinghouses of software, software manufacturers, publishers,

credit card servers, etc., all of which interact with a Secure

Distribution Agent (SDA) 100 resident on a distribution

computer that forms an essential part of the present invention.
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The SDA 100 interfaces with these ESD back-end components 10

via the Internet or private computer network to provide payment

methods support, loading of software applications from

The exact nature of the ESD back-end

components 10 may vary without affecting the method and system

publishers, etc.

of the present invention.

The SDA 100 is comprised of a system of co-operating

The

nature of the secure environment is immaterial to the invention

software programs, which run in a secure environment.

as long as it ensures the ability to protect the privacy of

user data, authentication of users and possibly other third-

parties, and suitable limitations on the operations which can

be accessed externally. This environment might or might not be

The

structure and operation of the SDA 100 is more fully described

physically separated from an installation computer.

in Figure 2.

One of the inputs to the SDA 100 is a set of

databases 20 of supported software applications, license terms,

licensed users, etc. The SDA 100 transmits and receives

relevant data to/from the databases 20 prior to, and during the

operation of the present invention. The exact nature and

content of the databases 20 is not an essential feature of the

invention.

A distribution channel 300 is illustrated in Figure 1

that can comprise computer networks such as the Internet, or

private network, or a security layer as required to maintain

security if the SDA 100 were located in close proximity with a

user installation agent (UIA) 200. Alternatively, it may

contain some combination of these elements. The distribution

channel 300 is used to connect the UIA 200 to the SDA 100 (and

thus connect the distribution computer to the installation

computer) so that information may be exchanged between these

two agents, and so that an aggregate distribution file 170

can be distributed from the SDA 100 to the

Though the distribution channel 300 is illustrated

(shown in Figure 2)

UIA 200.

between the SDA 100 and the UIA 200, the system of the present
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invention does not require that the SDA 100 be physically

distant from the UIA 200.

At a user's end is the UIA 200 which is an

installation/automatic upgrade software program resident on the

installation computer. This program is used to communicate via

the distribution channel 300 to the SDA 100, and to perform the

required operations, more fully described below, on the

installation computer. Though normally one UIA 200 would be

required for each supported software application, persons

skilled in the art would be familiar with the capability to

develop a UIA 200 that would support multiple software

applications.

of the UIA 200, The nature of the

distribution form 30 of the UIA 200 is immaterial to the

Any of CD ROM, World Wide

etc.

Also shown in Figure 1 is a distribution form 30

including support files.

operation of the present invention.

Web (WWW) download, floppy diskette,

The UIA 200 accepts data 32 input from the user,

could be used.

such

as name, address, payment options, etc., as well as data

pertaining to the acceptance of an end-user license.

Environment sensing data 34 such as speed of CPU, size of hard

disk,

processing.

speed of modem, etc. may also be input to the UIA 200 for

The identifying information processed by the UIA

200 may include any information pertaining to the purchaser,

the seller,

license specifics, etc.

the installation agent, date, serial number,

This

automatic registration of the

data may be used for the

desired software application with

a publisher or its commercial proxies.

As noted above, the identifying data 32, 34

constitutes identifying information concerning the user, its

computer, etc. The identifying data 32, 34 is processed by the

UIA 200 and transmitted to the SDA 100 via the

channel 300.

distribution

Of course, it is understood that the identifying

information does not necessarily have to be transmitted to the

SDA 100 by means of the distribution channel 300.

the identifying information may be locally entered into the SDA

For example,

100 by an agent using information received verbally, in

writing, or in some other non-electronic manner. The SDA 100
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combines the identifying data 32, 34 with the data stored in

the databases 20 to produce an aggregated distribution file 170

that is uniquely customized, authenticable, and traceable to

the user. The aggregate distribution file 170 is transmitted

via the distribution channel 300 to the UIA 200.

from the UIA 200 is a uniquely customized software application

The output

15 (to be referred to below as an "installed aggregate

distribution file") installed on the installation computer,

with identifying information embedded therein.

Though the description of the present invention

implies that the "user" is an individual user of the software

application 15 to be installed on a personal computer, persons

skilled in the art will appreciate that the present invention

would also operate in the context of a networked end—user

environment, where the "user" was a network administrator

responsible for installing software on a central server for use

by a number of end users. '

Figure 2 is a data flow diagram of the structure and

operation of the SDA 100 employed by the present invention. An

original distribution file 130 is shown as an input to a

conversion program 110. In the envisioned implementation, the

original distribution file 130 is input to the SDA 100 by the

It is understood that the

original distribution file 130 does not necessarily have to be

input to the SDA 100 by the databases 20,

distribution file 130 may already be resident on the

databases 20 shown in Figure 1.

since the original

distribution computer containing the SDA 100. The conversion

program 110 has, as additional inputs, the data 140 to be

embedded in the distribution file 130, and required

The embedded data

140 is produced by a user interaction program 120 which

public/private cryptographic key pairs 150.

interacts with the user through the UIA 200 to receive

identifying data 32, 34 (shown in Figure 1) as well as data

from the databases 20 of supported software applications,

license terms, licensed users, etc.

While the embedded data 140 can be of any form and

content, it is anticipated that the embedded data 140 will
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contain information enabling the software application 15 to be
traceable to an individual user and license transaction. For

example, the embedded data 140 can include a unique serial

number used to identify the aggregate distribution file 170 to

be distributed to the user. The would eliminate serial number

fraud that is common in the software industry, whereby current

software applications can only perform simple validity checks,

which can be fooled by widespread fraudulent re-use of a single

The embedded data 140 may take the form

of a complete license agreement customized to the individual

valid serial number.

user, including user name, address, software serial no.,

license terms, etc. Records of the user information collected

by the user interaction program 120 may be kept by the

databases 20.

The output of the conversion program 110 is an

aggregate distribution file 170 which contains both the

contents of the original distribution file 130, the embedded

data 140, as well as a cryptographic signature of the embedded

data 140 and the original distribution file 130. The aggregate

distribution file 170 is then transmitted via the distribution

channel 300 to the UIA 200. The UIA 200 then installs the

aggregate distribution file 170 on the installation computer.

Once the aggregate distribution file 170 is installed, it takes

the form of an installed aggregate distribution file 15.

By means of its connection with the UIA 200, the SDA

100 can negotiate arbitrary license terms with the user,

display an End-User License Agreement (EULA), confirm

acceptance of that agreement, and automatically perform on-line

registration of the software based on the already—established

identity of the user and the specific license terms. Subject
an SDA 100 could offer

different pricing and license terms, and possibly different

to commercial and legal considerations,

executable versions, forto users in different countries,

example. In addition, differential pricing based on attributes

of the installation computer such as CPU power could be

provided.
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The SDA 100 does not require intelligence within

itself for functions such as establishing that a user's stated

andaddress and credit-card number are valid, consistent,

within a given geographical area. Such functions may be

undertaken by the high-level ESD components 10 illustrated in

Figure 1.

Figure 3A shows the procedure for constructing the

For the

sake of illustration, the original distribution file 130 is

aggregate distribution file 170 in greater detail.

assumed to have a structure including header information and

different types of internal sections for code, static data and

so on, such as a Windows" 'Portable Executable’ (PE) program

file. One of ordinary skill in the art can appreciate that the

method and system of the present invention can be applied to a

number of different file formats. Similarly, the inputs 140,

151 to the conversion program 110, and output 170 from the

conversion program 110 are illustrated to be computer files,

but they could be in-memory images, streams from other

processors, etc.

A typical sequence of steps run by the SDA 100 to

construct the aggregate distribution file 170 is described

below.

1. The conversion program 110 is run, as a result of the

user interaction program 120 having determined that a

conversion is required i.e. that a delivery of a particular

aggregate distribution file 170 according to the method of the

present invention is authorized, and that the required embedded

data block 140 has been constructed. All subsequent steps are

executed by the conversion program 110 unless otherwise

indicated.

The object is to obtain what is often referred to as

a "digital signature", or "cryptographic signature" which

inherently has two aspects:

(i) By the use of a cryptographic hash algorithm, the

production of a cryptographic fingerprint that

140;uniquely corresponds to the data "ed" 130, and
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(ii) Protection of that cryptographic fingerprint by

encrypting it with a private key, such that the

recipient of the cryptographic fingerprint may, by

using a public key and the cryptographic algorithm,

verify that the data "ed" 130, 140 is intact, without

having the ability to generate a new cryptographic

fingerprint, and plausibly change the data.

These two steps are essential to realize the advantage of

the present invention, since without both steps a third

party may intervene and alter data without the recipient

being able to detect it. This procedure is to be

distinguished from simply encrypting the data "ed" 130,

140, which is a step that is not necessary to the

operation of the present invention since there is no way

to plausibly alter the data 130, 140 without such

alterations being detectable.

2. The input/output logic 111 of the conversion program

110 reads in the desired original distribution file 130, its

corresponding cryptographic private key 151, and the data to be

embedded 140. Though not required by the conversion program

110, a public key 152 may be passed through in order that it

may be added to the aggregate distribution file 130. Utilizing

cryptographic hash algorithms 112 and Public-Private key (PPK)

encryption algorithms 113, a cryptographic signature 174 is

produced. The basic steps of this process are:

2.1 Apply a one-way hash function "hf" to the data "ed"

130, 140 producing a cryptographic fingerprint "edh", that

is edh = hf(ed). The requirements for this cryptographic

fingerprint are as follows: (i) that it produce a

reasonably compact result i.e. size(edh) << size(ed), and

preferably a fixed-length result; (ii) that the

fingerprint alone cannot be used to ascertain the original

data block back i.e. there is no back-hash function "bhf"

such that bhf(edh)

sensitive to changes in "ed"; say, that a single-bit

ed; (iii) that it be extremely

change in "ed" changes on average 50% of the bits in

"edh", and (iv) that it is extremely difficult to
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construct a false embedded data block "fed" which produces

the same fingerprint as "ed", that is hf(ed) = hf(fed).

There are a number of algorithms which satisfy these

requirements, such as MS (Message Digest 5) and SHA

(Secure Hash Algorithm). other algorithms that also meet

the above criteria that may be employed by the present

invention.

2.2 Encrypt the cryptographic fingerprint "edh" using the

private key 151 "prk" and a public/private encryption

function "ppef" to produce a cryptographic signature “edf"

174, that is: edf = ppef(prk, edh). The requirements for

the encryption function "ppef" are as follows: (i) that it

produce a result not substantially larger than its input;

(ii) that it effectively protect relatively short data

sets, since "edh" will be bytes long rather than kilobytes

long; (iii) that is computationally infeasible to use the

public key 151 ("puk") and the cryptographic signature

"edf" 174, or multiple instances of "edf" 174 (which will

be visible on the installation computer) to infer the

private key "prk", that is, there is no cracking function

"cf" such that: puk = cf(edf,puk); (iv) that there is no

conceivable means of replicating the behaviour of "ppef"

using "prk" without in fact possessing both "ppef" and

"prk". In principle, "ppef" can be inferred from its

corresponding decryption function, so "prk" is the

important secret in practical terms; (v) that the

corresponding public-key decryption function "ppdf" have

acceptable performance on a typical installation computer

for the pertinent file sizes. Note that if a specific

ppef/ppdf is chosen for security reasons and does not

yield acceptable performance, the encryption could be

applied to only a portion of the selected files and still

offer the same benefits; (vi) that it be suitable

(preferably, via established cryptanalysis) for specific

application in this domain i.e. digital signatures. There

are a number of algorithms which might satisfy these

requirements, such RSA and those of Rabin and ElGama1. The
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careful selection of implementation parameters can help

attain required security and performance.

3. The cryptographic signature 174 from step 2.1, and the

data to be embedded 140 are inserted into the original

distribution file 130 to produce the aggregate distribution

file 170. This insertion is not a simple copying of bits into

the middle of a file,

requirements of the particular file types.

since it must be compliant to the format

For example,

headers may have to be updated to identify the new data etc.

The system and method of the present invention does

not require that the embedded data 171 or the cryptographic

signature 174 be positioned in any particular manner in the

aggregate distribution file 170. What is necessary is that:

and the UIA 200

in particular, be able to locate the embedded data 171 and

(i) the software on the installation computer,

cryptographic signature 174,

distribution file 170,

and (ii) that the aggregate

after it is installed on the

installation computer, be able to perform its intended

if it is an executable file, that it

still conform to structural and other platform requirements so

function; for example,

it can load and run on the installation computer as it might

if the file

were in a format common to current computers containing an

have before the conversion process. For example,

Intel” microprocessor and running a Microsoft” Windows”

operating system, the conversion program 110 could inspect the

"header" section of the original distribution file 130 to

determine where there were sections containing static data so

A static data

section would be selected and a suitable location for the

as to avoid sections containing executable code.

embedded data block 171 and cryptographic signature 174 would

be found or created. This would be done by, (i)for example,

determining that an existing static data block had unused

capacity sufficient to add the data, (ii) allocating a new

static data block, or (iii) expanding an existing static data

block.

The method illustrated in Figure 3A discloses a one-

step process wherein cryptographic signature 174 is ascertained
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for the original distribution file 130 and the embedded data

140.

3B, would be to employ a two—step process wherein a

An optional method, such as that illustrated in Figure

cryptographic signature 172 of the embedded data 171 is first

produced using the same algorithm described in step 2 above.

This embedded data cryptographic signature 172 is then itself

embedded into the original distribution file 130. The original

distribution file 130, embedded data 171, and embedded data

cryptographic signature 172 are then input to the second

cryptographic step, wherein an overall cryptographic signature

176 is ascertained using the same algorithm described in step 2

above. The benefit of the two step process is that it augments

the capabilities of the system and method of the present

invention to authenticate and detect tampering in the software

application installed on the installation computer. For

example, separate cryptographic public/private key pairs could

176.

Furthermore, the two—step process allows the embedded data 171

be provided for the two cryptographic signatures 172,

to be extracted and authenticated, even if the original file

contents 173a, 173b have been corrupted.

Another alternative is to construct the aggregate

distribution file 170 using a variation of the two—step "

cryptographic process wherein a first cryptographic signature

173b,

a second cryptographic signature 172 is made of the embedded
data 171.

all the advantages of the two—step process illustrated in

175 is made of only the original file contents 173a, and

This is illustrated in Figure 3C. This scheme has

Figure 3B, and also allows for separate authentication of the

embedded data 171 and the original file contents 173a, 173b.

This would allow a user to verify that original distribution

file 130 provided by the publisher had not been altered by the

on-line installation process disclosed by the present

invention.

One of ordinary skill in the art will appreciate that

174, 175,

Figures 3A, 3B and 3C do not have to be produced using the same

any of the cryptographic signatures 172, 176 shown in

set of cryptographic public/private key pairs, or even the same
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cryptographic algorithms. As well, it is not necessary that

the cryptographic signatures 172, 174, 175, 176 be calculated

each time an aggregate distribution file 170 is distributed to

a user. The SDA 100 could maintain a database of

5 partially-precomputed signatures to speed up the related

calculations. The availability of cryptographic hardware

support such as RSA co-processors in the installation computer,

could be used to attain good responsiveness with maximal

security. As well, it is not essential that the aggregate

10 distribution file 170 be constructed in its entirety by the SDA

100. What is necessary is that the aggregate distribution file

170 be derivable in its entirety by the UIA 200.

Figure 4 illustrates the structure and operation of

the UIA 200 which consists of a transient installation index

15 204, a transient installation input fileset 205, and a UIA

proper executable software program 203. one skilled in the art

will appreciate that there are many ways in which the UIA

program 203 could be implemented. Since a significant part of

the UIA’s 200 functionality involves user interaction and

20 dialog with the SDA 100, options for the implementation of the

UIA 200 include either making it an adjunct to a World Wide Web

(WWW) browser, or implementing it as a stand—alone program

which itself embeds or invokes already-present browser

capability on the installation computer.

25 A typical execution sequence of the UIA 200 is

described below:

1. After the UIA program 203 and its support data 204,

205 have been copied onto the installation computer, the user

runs the UIA program 203. Note that the UIA program 203 could

30 also have been initiated remotely e.g. sent as an active

program within a browser framework by a WWW server. Unless

otherwise stated, all subsequent steps are executed by the UIA

program 203.

2. The installation index 204 and installation input

35 fileset 205 are read by the installation computer to determine

the particular default SDA 100 appropriate for the installation
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of the desired software application (known as the "installed

aggregate distribution file") 15.

3. The installation computer is examined to determine

the probable means of establishing communications with the SDA

100, for example, the presence of TCP/IP network interfaces,

modems etc. If no such means are found, the program optionally

assists the user to find parameters which will work properly,

then fails with a warning. This is because access to the SDA

100 is essential for operation of the invention.

4. The user 1 is prompted with the default data from

steps (2) and (3) i.e. informed where the UIA program

203 will look for the desired SDA 100,

distribution channel 300.

above,

and over what sort of

The user 1 is then given an

opportunity to change this information, either for commercial

reasons (e.g. maybe an SDA has changed names or locations), or

for technical reasons (e.g. the user does not have working

TCP/IP connectivity and wants to use a straight modem link,

perhaps via an 800 number.)

5. Via the distribution channel 300, the UIA program 203

establishes contact with SDA 100. the

UIA program 203, after optionally helping the user determine

If this cannot be done,

parameters which will work properly, fails with a warning.

While the security of the distribution channel 300 is optional

to the operation of this invention, it is expected that the

distribution channel 300 will support appropriate protocols to

protect the SDA 100 from fraud. A common protocol supporting

authentication and privacy, such as Secure Sockets Layer (SSL)

is appropriate.

6. The UIA program 203 acts as an intermediary between

the user and the SDA 100, enabling the user 1 to establish any

legitimate agreement which the SDA 100 supports with respect to

The UIA

program 203 also has the ability to determine whether the

the desired installed aggregate distribution file 15.

available system resources of the installation computer meet

the requirements of the desired installed aggregate

distribution file 15.
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There are no technical limits to the variety of

options that can be displayed to the user, the questions the

user might be asked, the data that might be gathered about the

installation computer, etc. Since the SDA 100 is being run

throughout the data gathering, data embedding, software

distribution and software installation process, the system and

method of the present invention can employ various levels of

cryptography without the user ever being informed of the

cryptographic keys, or any information from which they could be

derived. This is unlike other electronic delivery systems

which typically require subsequent off—line entry of ’secret

keys’ or derivates thereof which have been explicitly divulged

to the user. Of course, public keys used for the

authentication of cryptographic signatures are an exception in

that the user may be able to determine them easily, however

this is not a security issue since they have no fraudulent

application.

7. Assuming that the user 1 meets all the criteria

set out by the SDA 100, the SDA 100 will determine a specific

set of files that must be transmitted to the UIA 200 to

complete installation on the installation computer, notably

including at least one aggregate distribution file 170

in Figures 3A—3C).

(shown

It is immaterial to the system and method

of the present invention what is the nature of the agreement

entered into between the user 1 and SDA 100, or how it is

validated. That is the responsibility of the SDA 100 and its

subtending commercial systems 10, if any. Most importantly,

the UIA 200 does not and cannot itself decide whether an

agreement has been reached between the user and the SDA 100.

The UIA 200 does not have,

the information required to complete the installation, except

through interaction with the SDA 100.

and should not have, access to all

8. The SDA 100 transmits an index of the required

distribution files to the UIA 200 via the distribution channel

300. The UIA 200 uses this index to augment its own local index

204 forming a complete index for the upcoming installation.
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9. The SDA 100 constructs one or more aggregate

distribution files 170 and any other files required for the

and transmits these files to the UIA 200 via the

distribution channel 300.

installation,

10. Using its local index and support files 204, 205

the UIA program 203 completes the installation of the installed

aggregate distribution file 15 in a manner compliant with the

In particular, the UIA

200 installs the aggregate distribution file 170 such that the

cryptographic signature 174 and the embedded data 171 are

platform of the installation computer.

unaffected. Once the aggregate distribution file 170 is

it is referred to as an

The UIA program 203

will also perform other system updates 212 as necessary,

installed on the installation computer,

installed aggregate distribution file 15.

such

as updating the operating system registry (in the case of

Windows 95”), and installing any additional application files.

Other optional operations, such as leaving an appropriate

’uninstall’ utility, may also be involved.

12. If an error should occur, the UIA program 203 may

If no

error has occurred, the UIA program 203 signals the SDA 100

signal the SDA 100 to re-initiate the installation.

that all required data has been received. This could, for

example, be used as the trigger signal for the SDA 100 to

commit to a financial transaction. Leaving the financial commit

to this late part of the process minimizes the probability of"

the user being charged for a software application which has not

been successfully installed, thus reducing one cause of

customer frustration.

13. The UIA program 203 deletes any transient files,

indices etc. that it might have placed on the installation

computer.

14. The UIA program 203 disconnects from the SDA 100

and the distribution channel 300 and exits.

Upon successful completion of the optional

authentication procedures described in further detail below,

the user can then run the installed aggregate distribution file

15 on the installation computer. It should be understood that
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the authentication procedures described below can be done

either before or after the installation is completed.

The method and system of the present invention would

diminish disputes arising from software which is purchased but

The UIA 200 can detect and warn

the user if the installation computer had inadequate resources

not successfully installed.

to run the desired software application, before any financial

transaction has been made. the final financialFurther,

commitment to purchase the software application by the user can

be done late in the installation process so that the

probability of the financial transaction being successful, but

the installation itself failing, would be low.

One of ordinary skill in the art will appreciate that

the UIA 200 may be distributed to users in a mass-produced

media form containing the original distribution file 130, or a

derivative thereof not subject to successful fraudulent re-use

the SDA 100 would

transmit to the UIA 200 only the incremental information which

the UIA 200 would require to construct the

through simple copying. In this scenario,

aggregate

distribution file 170 and complete the installation. Any

attempts to pirate the software application can be defeated by

ensuring that the distribution form of the UIA 200 contains an

incomplete set of executable files, thereby requiring essential

data from the SDA 100 to be capable of executing on the

installation computer.

Figure 5 illustrates the means of authenticating and

extracting user data from an installed aggregate distribution

file 15 to verify that neither the original file contents 173a,

173b, nor the embedded data 171 have been tampered with. This

step is optional to the operation of the present invention

because the installed aggregate distribution file 15 may be run

It should be understood

that the authentication procedures described below can be done

by the user without authentication.

either before or after the installation is completed. If

authentication is done prior to installation on the

installation computer, then the following procedures are
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directed by the UIA 203 to the aggregate distribution file 170,

instead of the installed aggregate distribution file 15.

The process illustrated in Figure 5 is in relation to

an installed aggregate distribution file 15 constructed using

the two—step process illustrated in Figure 3B. The principles

of authenticating and extracting user data from an installed

aggregate distribution file 15 constructed using the one-step

cryptographic process illustrated in Figure 3A, or the variant

of the two—step process illustrated in Figure 3C, are the same

as those described below, with appropriate modifications,

depending on the nature of the cryptographic signatures to be

compared. I
Though a separate authentication and reading program

400 is shown performing the functions of authentication and

reading of embedded data 171, a person skilled in the art will

appreciate that these functions need not be embodied in such a

stand-alone program, and could be incorporated as functions of

such as the UIA 200,

a program loader,

other programs, a license-checker, a
etc. A

and reading

virus-checker, a copy program,

typical execution sequence of the authentication

program 400 is described below:

1. The authentication and reading program 400 is run,

either by a user or by automatic invocation from another

UIA 200.

all executed by authentication and reading

program such as the Unless otherwise indicated, the

following steps are

program 400.

2. Determine which installed aggregate distribution file

15 to process, either by prompting the user or having this

passed as a parameter by the UIA 200. Also determine (if

derivable therefrom in the particular implementation, as

opposed to being contained in the file itself), which

particular public key 152 is applicable to this installed

aggregate distribution file 15.

3. Open the

question and check

installed aggregate distribution file 15 in

that it meets the applicable format

requirements. For example, a given implementation might

support executable (EXE) and dynamic link library (DLL) files

Petitioner Apple Inc. — Exhibit 1006, p. 3264



Petitioner Apple Inc. - Exhibit 1006, p. 3265

10

15

20

25

30

35

WO 98/45768 PCT/CA98/00241

_22_

If the installed

aggregate distribution file 15 fails these basic checks, or is

in the ’PE’ format for Intel” processors.

not found, the authentication and reading program 400 fails

with an appropriate warning.

4. Examine the file to determine the location of the

the embedded data

and the embedded data 171. The

installed aggregate distribution file 15 can be formatted in

overall cryptographic signature 176,

cryptographic signature 172,

various ways to support this, such as including pointers to

these sections in the file header. If applicable in the

particular implementation, (i.e. the public key 152 is included

in the file as opposed to being otherwise determined the

authentication and reading program 400), find and extract the

required public key 152.

If any of the above steps fail, the authentication and

reading program 400 fails with an appropriate warning.

5. Use the public key 152 to decrypt the overall

cryptographic signature 176 into its unencrypted form 176a (the

decrypted remote overall fingerprint).

6. Using the same known cryptographic signature algorithm

as was employed by the SDA 100, calculate a local version 176b

(the locally calculated overall fingerprint) of the overall

cryptographic signature. This calculation will necessarily

exclude the overall cryptographic signature 176 itself i.e.

cover all parts of the installed aggregate distribution file 15

except 176, in order that the locally calculated overall

fingerprint 176b will not depend on itself.

7. Compare the locally calculated overall fingerprint

If they

differ, the authentication and reading program 400 will fail

176b to the decrypted remote overall fingerprint 176a.

with a warning that the installed aggregate distribution file

At this point, the UIA 200 may be

invoked to contact the SDA 100 to re-acquire the installed

15 has been corrupted.

aggregate distribution file 15.

8. Extract the embedded data 171 and present it

graphically to the user, if the program has been user-invoked,
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or pass it in message form to the invoker routine, if

software-invoked.

9. Use the public key 152 to decrypt the embedded data

cryptographic signature 172 into its unencrypted form 172a (the

decrypted remote embedded data fingerprint).

10. Calculate a local version 172b (the locally

calculated embedded data fingerprint) of the embedded data

cryptographic signature 172 using the same known cryptographic

signature algorithm as the SDA 100 used.

11. Compare the locally calculated embedded data

fingerprint 172b to the decrypted remote embedded data

fingerprint 172a. If they differ, the authentication and

reading program 400 will fail with a warning that the embedded

data 171 has been corrupted.

A similar procedure of comparison would be followed

in respect of the cryptographic signature 174 if the one step

process illustrated in Figure 3A had been followed. As well, a

similar procedure of comparison would be followed in respect of

the original file contents cryptographic signature 175 if the

variant of the two-step cryptographic process illustrated in

Figure 3C had been undertaken.

Figure 6 is a flow-chart of a summary of the

procedures described in relation to Figures 2, 3A, 3B, 3C, 4

and 5. It should be noted that the public key 152 used to

authenticate the integrity of the installed aggregate

distribution file 15 could be delivered to the UIA 200 by any

means since it is not a secret and might be useful for more

than one purpose. For example, the public key may be embedded

in the aggregate distribution file 170, it may be explicitly

sent to the user as a separate file or message, or it may be

obtained automatically by the installation computer from a

network trusted authority (e.g. Verisign” Inc.)

Figure 7 is a flow-chart of another set of procedures

that may be employed in accordance with the present invention,

whereby the original file contents 173a, 173b are encrypted

using a unique private key calculated by the SDA 100 for this

particular transaction. A record of this unique private key is
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kept by the SDA 100, and the corresponding unique public key is

transmitted with the aggregate distribution file 170 via the

distribution channel 300 to the UIA 200. The UIA 200 will

decrypt the aggregate distribution file 170 using the public

key. For security reasons, it is preferred that this public

key not be permanently stored on the installation computer.

Instead, the unique public key would exist only in the

computer's Random Access Memory (RAM) for the duration of the

installation. This makes usable redistribution of the

aggregate distribution file 170 practically impossible.

Although the present invention has been described

with reference to the preferred embodiments, one of ordinary

skill in the art will recognize that a number of variations,

alterations and modifications are possible. In Figure 8 there

is an illustration showing the various uses of the installed

aggregate distribution file 15. After installation and

authentication by the UIA 200, the installed aggregate

distribution file 15 may run normally without making use of the

embedded data 171 in any way. To ensure licence compliance,

the installed aggregate distribution file 15 may also be run in

association with a license-enforcement program that verifies

that any license terms comprising part of the embedded data 171

The embedded data 171 and

cryptographic signatures 172, 174, 175,

distribution file 170 was

are being complied with.

176 (depending on the

manner in which the aggregate

constructed) may also be used as an input to a virus checker

that may perform an integrity check on the installed aggregate

distribution file 15 by using the public key 152 and the same

known cryptographic signature algorithm as was employed by the
SDA 100.

15 is run, the authentication and reading program 400 shown in

Each time the installed aggregate distribution file

Figure 5 may also be run, either by itself, or in association

with an authenticating loader that would reject tampered files,

and would not permit a tampered installed aggregate

The embedded data 171 may also

be used simply for display to the user.

distribution file 15 to be run.
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The method and system disclosed herein can also be

used to upgrade an installed aggregate distribution file 15

In this case, the UIA 200

and the SDA 100 would verify of the license status of the

installed aggregate distribution file 15 present on the

present on an installation computer.

installation computer, and then invoke the method and system

disclosed herein to construct, deliver and install an upgraded

version of the installed aggregate distribution file 15 to the

installation computer. The capability to invoke the upgrading

feature of the present invention could be done at the request

of the user, or it could be invoked automatically upon

detection by the UIA 200 of the availability of a new version

of the original distribution file 130.

The uniqueness of the installed aggregate

distribution file 15 can be used to restrict its operation to a

(CPU) on the installation

The identification of the CPU for these purposes

specific central processing unit

computer.

would be done by the UIA 200 during the stage of gathering data

32, 34 for transmission to the SDA 100.

The SDA 100 and UIA 200 disclosed herein are not

restricted to being invoked at the time of installation or

upgrading of the installed distribution file 170. For example,

in a computer game environment, the SDA 100 and UIA 200 could

be invoked when the user reaches a certain point in the game,

giving the user the option to purchase additional

functionalities or levels for the game.

This disclosure does not presuppose that the UIA 200

does not possess added intelligence to increase the

the UIA

200 may possess the intelligence to find and recognize separate

functionality of the present invention. For example,

Personal Digital Certificates on the installation computer

which establish his identity for purposes sufficient to

Such

Personal Digital Certificates and their method of application

authorize all, or part of, the transaction in question.

would conform to established standards such as those used by

commercial certificate provider Verisign” Inc. In addition,

the UIA 200 could possess the intelligence to find and
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recognize digital "coupon" certificates which establish that

the user has some specific privilege, such as an entitlement to

a specific price for a piece of software, or one which

establishes his membership in a specific group, such as a

company. In addition, the UIA 200 could locate pre—existing

files installed according to the method of the present

and examine the embedded data 171. If the UIA 200

determines that there is license information present which may

invention,

affect the terms of the transaction, or which may indicate a

the UIA 200

can transmit this information to the SDA 100 so that it can

user's likely interest in, for example, an upgrade,

suitably mediate the transaction, advertise an upgrade, etc. A

typical example of this would be examining a word-processing

application installed in accordance with the present invention

to determine that the user is entitled to a free upgrade, which

the present invention can then proceed to install.

the

installed aggregate distribution file 15 is one which uses the

principles of Nortel Algorithmic Authorization (NAA), as

disclosed in U.S. Patent Application No. 08/674,037 to add

robust self—policing of

In another set of variations of the invention,

its own integrity. In a first

variation, the run-time NAA algorithms, which already have the

capability of using the installed aggregate distribution file's

15 own code as an input required for proper operation, and thus

of forcing catastrophic failure in the event of tampering, have

the scope of this input expanded to include an

in-memory copy of one or more of the data items added by the

SDA 100, such as the overall cryptographic signature 176.

In a second variation, the "launch stub" component

could go further, extracting and decoding the embedded data 171

in the installed aggregate distribution file 15, and comparing

the license terms therein (e.g. a specific CPU identified by,

say, a certain physical Media Access Control address on a

network card) to those it found by examining its current

environment. In accordance with the principles of Nortel

the "launch stub"

"decide" whether to proceed, since such decision-

Algorithmic Authorization, would not have to
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points are obvious attack points for ’hackers' wishing to

defeat security mechanisms. Rather, it could modify data upon

which proper program operation depended, in such a way that the

program would continue to run properly only if said data

corresponded to the proper environment per the license. As for

the first variation, the application would have been

pre-constructed for the specific instance, as per the

patent-pending technology, in such a way that its proper flow

of control used input data that was initially ’incorrect' in

just such a way as to be ‘corrected’ only by application of the

correct license data, or a simple derivative thereof.

The invention disclosed herein does not necessarily

alter the functionality of the installed form of the installed

aggregate distribution file 15, it only adds information and

authenticability to it. However, there are a number

of means by which the behaviour of the installed aggregate

distribution file 15 can be mediated in new ways enabled by

this invention. In one variation, the SDA 100 would have

access to a variety of executable forms for a given program, or

to software routines which would dynamically construct variant

forms, in order to produce a program which meets

particular customer function/cost requirements, and/or which

actively binds itself to very specific license terms. For

example, in the Microsoft windows” environment, different

behaviour could be embodied by different Dynamic Link Libraries

(DLLS) which could be selectively included.

In another variation, the initial executable form of

the program file would have specific functional and

license-binding choices built-in, and the SDA 100 would inject

(possibly authenticable) data-into the executable file which

caused it to exhibit the desired behaviour. In yet another

variation, the SDA 100 could make use of routines with detailed

knowledge of specific program structures in order to add

variant code to a pre—existing executable program which was not

explicitly designed to accommodate such variation.

The described embodiments of the present invention

focus on a single "core" file of a specific file type as the
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cornerstone of a software application's installation and

security. However the method of the present invention may

certainly be applied to more than one file or file type in a

particular case. For example, all of the static files

associated with an installed software application could receive

embedded information such that they were all authenticable and

associable with the particular application and installation

instance.
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We Claim:

1. A method for the electronic distribution of a

software application from a distribution computer to an

installation computer comprising the steps of:

5 a. receiving at said distribution computer

identifying information;

b. embedding said identifying information in said

software application at said distribution computer to

form an identifiable software application;

10 c. generating a cryptographic signature for said

identifiable software application;

d. embedding said cryptographic signature in said

identifiable software application to form an

identifiable and authenticable software application;

15 and

e. transferring said identifiable and authenticable

software application from said distribution computer

to said installation computer.

2. The method of claim 1, wherein the step of generating

20 a cryptographic signature for said identifiable software

application includes the steps of

a. applying a one—way hash function "hf" to the

identifiable software application "ed" producing a

hash result "edh", where edh = hf(ed); and

25 b. encrypting the hash result "edh" using a

cryptographic key to obtain a cryptographic

signature.
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3. The method of claim 2, wherein the one-way hash

function is generated using any one of a Message Digest 5 (MD5)

algorithm and a Secure Hash Algorithm (SHA) algorithm.

4. The method of claim 2 or 3, wherein the step of

encrypting the hash result "edh" includes the step of using a

public/private encryption function "ppef" and a private

encryption key "prk" to encrypt the hash result "edh" to

produce a cryptographic signature "edf" where edf = ppef(prk,
edh).

5. The method of claim 4, wherein the public/private

encryption function "ppef" is generated using any one of an RSA

algorithm, a Rabin algorithm and an ElGamal algorithm.

6. The method of claim 1, 2, 3, 4 or 5, wherein the

distribution computer and the installation computer are

connected by the Internet.

7. The method of claim 1, 2, 3, 4, 5, or 6, wherein the

identifying information received at said distribution computer

is transmitted from said installation computer.

8. A method of receiving electronically at an

installation computer a software application distributed from a

distribution computer comprising the steps of:

a. receiving an identifiable and authenticable

software application from the distribution computer,

the identifiable and authenticable software

application having embedded therein the identifying

information and a cryptographic signature of the

identifiable and authenticable software application;
and

b. installing the identifiable and authenticable

software application at the installation computer.
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9. The method of claim 8, wherein prior to the step of

receiving an identifiable and authenticable software

application from the distribution computer, the installation

computer transmits identifying information to the distribution

5 computer.

10. The method of claim 8 or 9, wherein prior to the step

of installing the identifiable and authenticable software

application, the installation computer authenticates the

integrity of the software application.

10 11. The method of claim 10, wherein the installation

computer uses the cryptographic signature to authenticate the

integrity of the software application.

12. A method for the electronic distribution of a

software application from a distribution computer to an

15 installation computer comprising the steps of:

a. receiving identifying information at said

distribution computer;

b. embedding said identifying information in said

software application at said distribution computer to

20 . form an identifiable software application;

c. generating a cryptographic signature for said

identifiable software application;

d. embedding said cryptographic signature in said

identifiable software application to form an

25 identifiable and authenticable software application;

e. transferring said identifiable and authenticable

software application from said distribution computer

to said installation computer; and
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f. installing said identifiable and authenticable

software application at said installation computer.

13. The method of claim 12, wherein the distribution

computer and the installation computer are connected by the

Internet.

14. The method of claim 12 or 13, wherein the identifying

information received at said distribution computer is

transmitted from said installation computer.

15. A software distribution computer for distributing an

identifiable and authenticable software application to a user

comprising:

a. a communications link between said software

distribution computer and said user;

b. a storage device for storing a software

application for distribution;

c. a communications interface in communication with

said link, for receiving identification data from

said user, and for transferring said identifiable and

authenticable software application to said user;

d. means for embedding identification data received

from said installation computer in said software

application to form an identifiable software

application;

e. means for generating a cryptographic signature for

said identifiable software application; and

f. means for embedding said cryptographic signature

in said identifiable software application to form

said identifiable and authenticable software

application. 4
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16. A software installation computer for receiving an

identifiable and authenticable software application

distributed by a distribution computer:

a. a communications link between said software

5 installation computer and said software distribution

computer;

b. a storage device for storing identification data,

and for storing an installed software application;

c. a computer communications interface in

10 communication with said link, for transferring said

identification data, and for receiving said

identifiable and authenticable software application,

the identifiable and authenticable software

application having embedded therein the

15 identification data, and a cryptographic signature of

the identifiable and authenticable software

application;

d. means for installing said identifiable and

authenticable software application on said computer

20 storage device.

17. A software distribution computer for distributing an

identifiable and authenticable software application from a

distribution computer to an installation computer comprising:

a distribution computer;

25 an installation computer;

a communications link between said installation computer

and distribution computer;

said distribution computer comprising:
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a. distribution computer storage device for storing a

software application for distribution;

b. a distribution computer communications interface

in communication with said link, for transferring an

identifiable and authenticable software application

to said installation computer and for receiving

identification data from said installation computer;

c. means for embedding identification data received

from said installation computer in said software

application to form an identifiable software

application;

d. means for generating a cryptographic signature for

said identifiable software application; and

e. means for embedding said cryptographic signature

in said identifiable software application to form an

.identifiable and authenticable software application;

installation computer comprising:

a. an installation computer storage device for

storing said identification data, and for storing an

installed software application;

b. an installation computer communications interface

in communication with said link, for transferring

said identification data to said distribution

computer and for receiving said identifiable and

authenticable software application from said

distribution computer; and,

d. means for installing said software application on

said installation computer storage device.
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METHOD FOR SECURE DATA TRANSMISSION

BETWEEN REMOTE STATIONS

Backggound of the Invention

1. Field of the Invention

The present invention provides a method for permitting the secure passing

of data between two remote stations.

2. Background of the Invention

While use of the intemet has increased rapidly, concerns for the privacy and

security of data transferred over the intemet have remained. The present invention seeks

to provide a method for permitting the secure handling of data between remote stations,

such as remote computers hooked to the intemet.

Summgg; of the Invention

In accordance with the present invention, there is provided a method for

permitting the secure passing of data between two remote stations, comprising the steps of:

obtaining from a user of a first of two remote stations, a first characteristic information

signal; obtaining from a user of ‘a. second of two remote stations, -a second characteristic

information signal; generating a sequence of random characters to obtain a random key;

obtaining a key fimction which represents said key; obtaining a Fourier transform of said

key representing fimction; obtaining at least one encrypted version of said key based on

said Fourier transform of said key representing function, and a least one of said first

characteristic infonnation signal and said second characteristic information signal such that

said key may be recovered by writing said at least one encrypted version of said encrypted

key to a spatial light modulator (SLM) of an optic correlator and inputting either one of

said first characteristic information signal and said second characteristic information signal
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to said optic correlator; storing said at least one encrypted version of said key at each of

said first station and said second station, whereby thereafter any message encrypted in such

a way that it may be decrypted by said key may be decrypted at either of said two remote

stations by retrieving said stored encrypted key, writing said at least one encrypted version

of said encrypted key to a spatial light modulator (SLM) of an optic correlator and

inputting either one of said first characteristic information signal and said second

characteristic information signal to said optic correlator.

In accordance with another aspect of the present invention, there is provided

a method for the secure handling ofdata between two remote stations, comprising the steps

of: at a base station, encrypting a message such that said message may be decrypted by a

decryption key; passing said message to a remote station; at said remote station, obtaining

from a user of said remote station a remote station user optical characteristic infomiation

signal; retrieving from storage an encrypted version of said decryption key, said encrypted

decryption key having the property that when it is written to a SLM of an optical

correlator, the output of said correlator is similar when input with either one of said remote

station user characteristic information signal or a base station user optical characteristic

information signal; writing a remote station optical correlator with said encrypted

decryption key; inputting said remote station correlator with a Fourier transfonn of said

remote station user optical characteristic information signal; regenerating said decryption

key from an output of said remote station correlator; and decrypting said message with said

decryption key.

Brief Description of the Drawings

Figure 1 is a schematic view of a system for use in the secure handing of

data between two remote stations made in accordance with this invention,

figure 2 is a schematic detail of a portion of figure l, and

figure 2A is a schematic representation of an alternative embodiment for a

portion of figure 2.
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Detailed Description of the Preferred Embodiments

Turning to figure 1, a system indicated generally at 10 for permitting the

secure passing of data between two remote stations, comprises a base station indicated

generally at 12 and a remote station indicated generally at 14. The base station comprises

a processor 16 linked to a correlator 21, a random character generator 22, a memory 24,

and an operator input device 26. The correlator 21 is optically linked to a characteristic

input device 20. The processor 16 of the base station 12 is connected for two-way

communication with a processor 36 of remote station 14 on line 30. The processor 36 of

the remote station is linked to a correlator 41, a memory 42, and an operator input device

46. The correlator 41 is optically linked to a characteristic input device 40."

The characteristic input device 20 and correlator 21 of base station 12 are

detailed in figure 2. Turning to figure 2, input device 20 comprises a source of coherent

light 222 and input prism 224 with an optical output 225 to correlator 21. The correlator

21 comprises a Fourier transform lens 228, a full-complex spatial light modulator (SLM)

230, an inverse Fourier transform lens 232, a CCD camera 234 with an AD convertor 236

outputting to processor 16 on line 237. The processor outputs to the input of SLM 230

on line 260. The characteristic input device 40 and correlator 41 of remote station 14 may

be identically constructed.

System 10 is used, firstly, to develop an encrypted version of a message

decryption key at the base station which may be transmitted to the remote station without

concern for privacy and, subsequently, to encrypt messages at either of the stations for

transmission to other of the stations where they may be decrypted.

(i) Developing an encrypted decryption key

Assuming the user of base station 12 wishes to communicate in a secure

fashion with the user of remote station 14, the user of the base station first agrees upon a

temporary secret key with the userof the remote station. This secret key can, for example,
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be based on a Diffie-Hellman key derivation, an exponential key derivation scheme or

public key system. The user of the remote station then utilizes input device 40 to develop
an information signal impressed with characteristics peculiar to the remote station user.

With the input device 40 and correlator 41 configured as shown in figure 2, the remote

station user activates the light source of the input device and causes the processor 36 to

make the SLM of the correlator transparent so that the correlator is effectively bypassed.

Next the remote station user places his finger on the input prism creating an optical signal
impressed with characteristics of the fingerprint of the user. This optical characteristic

signal is imaged at the camera. This characteristic information signal is then digitized and

passed to the processor 36. The previously agreed upon secret key is used to encode the

digitized fingerprint and this encrypted fingerprint may then be passed to the base station
12 on line 30.

At the base station 12, referencing figure 2, the base station user may

activate light source 222 and cause processor 16 to make SLM 230 tra.nsparent. The base

station user may then place his fingerprint 226 on the input prism so that a fingerprint

(characteristic) infonnation signal is imaged at the camera 234. The digitized version of

this signal is then passed to processor 16. Returning to figure 1, the processor decrypts

the fingerprint information signal from the remote station utilizing the previously agreed

upon method to generate a temporary secret key, which may either be derived by processor

16 and stored in memory 24 or input directly from the operator input 26. Next the

processor 16 numerically determines spatial Fourier transforms of the remote station

fingerprint information signal and the base station fingerprint information signal.

The processor now prompts random character generator 22 to generate a

sequence of random characters which will comprise a decryption key. The processor 16

then develops a key function which represents the key. For example, the key representing

function could be developed by applying each character of the decryption key as a

coefficient to a set of normalized orthogonal basis functions, preferably, delta-shaped

functions. The processor then numerically calculates a Fourier transform of the key
representing function.
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Next, the processor obtains an encrypted version of the decryption key. In

the first embodiment of the invention, this step includes developing a composite filter

based on the remote station fingerprint information signal, the base station fingerprint

information signal, and the key representing ftmction. This composite filter has the

property that when it is written to the SLM, the output of the correlator is similar when

input with either the remote station fingerprint information signal or the base station

fingerprint infonnation signal. Preferably, this output is a set of narrow peaks, the

positions of which correspond to the maxima of the delta-shaped basis functions. Methods

of obtaining a composite filter with these properties are known to those skilled in the art

and described in, for example, an article entitled “Tutorial Survey of Composite Filter

Designs for Optical Correlators" by B.V.K. Vijaya Kumar, Applied Qptics, Volume 31,

No. 23, pages 4773 to 4801. Briefly, the composite filter may be consuucted as a linear

combination of the complex conjugate Fourier transfonns of the remote station fingerprint

infonnation signal and the base station fingerprint information signal multiplied by the

Fourier transform of the key representing function. The coefficients of the linear

combination are determined from a set of equations derived in accordance with certain

criteria.

To illusuate the process of composite filter development, let us consider a

case of two fingerprints, f,(x) and f2(x), where f,(x) and f2(x) are the base and the

remote station fingerprint infonnation signals, respectively (we use a one-dimensional

spatial coordinate system for simplicity). The Fourier transforms of these signals are F,(q)

and F2(q) respectively, where q is a coordinate in a Fourier domain.

The key representing function may be written as

N

k(x) = Elk“ 5(x - xn) ,

where 8() is a delta-function; xn are the coordinates of the narrow peaks and N is the

number of the peaks; kn are numerical coefficients. The Fourier transform of the key

representing function is
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The composite filter, H(q), may be presented in the form

H<q> = K<q><C.F.'<q) + CzF2‘<q)> .

where coefficients C, , C2 should be determined; “ ° " means complex conjugation.

If this filter is put on a SLM and the SLM is illuminated with the signal f,(x) , we will
get a correlation function, B,(x) , at the output of the correlator, and a correlation function

B2(x) for the signal f2(x) . For the correlation fimctions we have:

N O .
B,(x) = (1/21r)C,n§ll(n I F,(q)F, (q) exp(1q(x-xn)) dq +

(1/2n)c2 “Elk, I F1<q)F;(q> exp(iq<x-x,» dq ,

B2<x> <1/2n>c. lg k.. I I=2(q>F,‘<q> exp<iq<x-x..» dq +

<1/2n)c2 n>':lk, I F2<q>F2'(q) exp<iq(x-x,,» dq

Substituting x = X“ , n = 1, 2, N into the equations and setting, for example, the sums

ZB,(xn), ZB2(xn) equal to certain values, we can obtain as many algebraic equations as

necessary to find the unknown variables C. , C2 , kn and to develop the composite filter.

To make sure that the number of the equations equals the number of the unknown

coefficients, one can use different criteria. For example, a sum (or a sum of squares, or

a product, etc.) of the heights of the output narrow peaks is set equal to a certain value.

In another embodiment, the height of each peak is set equal to a certain value, but in this

case both users (i.e. at the base station and at the remote station) record a few fingerprint

information signals, that is, the number of the signals equals or exceeds the number of the

peaks in the key representing function.
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In the second embodiment of the invention, the step of obtaining an

encrypted version of the decryption key includes dividing the Fourier transform of the key

representing function by the Fourier transform of the base station fingerprint information

signal to obtain a first filter, and dividing the Fourier transform of the key representing

function by the Fourier transform of the remote station fingerprint information signal to

obtain a second filter. A concatenation of the two filters can now be stored and this yields

the encrypted version of the decryption key for both base and remote station fingerprint

infonnation signal.

The encrypted version of the decryption key may be stored in memory 24.

Also, because the decryption key isuencrypted, it may be passed to the _remote.station on

line 30 and will remain secure even if intencepted. The remote station stores the received

encrypted decryption key in its memory 42.

In a third embodiment, the decryption key generated by the base station is

encrypted by the temporary secret key and transmitted to the remote station over line 30.

Each station may then develop a key representing function using the techniques

aforedescribed. Then each station develops a filter based on the developed key

representing function and the characteristic information sigtal of that station, again using

techniques as aforedescribed. A number of alternative approaches for generating both key

representing functions and filters are described in U.S. patent application No. 08/508,978

filed July 28, 1995 and PCT/CA95/00509 filed Sept. 6, 1995, the disclosures of which are

incorporated herein by reference.

(ii) Sending messages

Once an encrypted version of the decryption key is present at both the base

and remote stations, encrypted messages may be sent from either station to the other and

decrypted by the recipient station. For example, if the base station user wished to send an

encrypted message to the remote station, he could obtain the decryption key by applying

his fingerprint to the characteristic input device 20 and prompting processor 16 to write
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SLM 230 with the encrypted decryption key. This will return the key representing
function at camera 234 from which the key can be extracted by the processor. The base

station user may then input a message by way of operator input 26 which message may be
encrypted with the decryption key and the encrypted message sent on line 30 to the remote
station.

In the second embodiment of the invention, the processor 16 writes to the

SLM each of the previously concatenated two filters of the encrypted decryption key either
in sequence or simultaneously. If the fingerprint is the same as was used at the base

station during developing the encrypted decryption key, the camera 234 will register a set
of narrow peaks in the case of the first filter and a random pattern in the case of the

second filter. The positions of the peaks correspond to the maxima of the delta-shaped
basis functions and, thus, determine the decryption key.

At the remote station, the remote user may prompt processor 36 to retrieve

the encrypted decryption key from memory and write same to the filter of correlator 41.

Next this user may input his fingerprint to characteristic input device 40. This will cause

the correlator to return the key representing function to the processor 36 so that the

processor may determine the key from this function. The decryption key may then be used

to decrypt the incoming message.

In a similar fashion, the remote station user could encrypt a message by

obtaining the decryption key in the manner aforedescribed and inputting a message to be

encrypted at operator input 46. The encrypted message could then be decrypted by the

base station in the same fashion as the remote station decrypts messages passed in the other
direction.

The only difference between the base station and the remote station is the

presence of random character generator 22 at the base station. The roles of these stations

may be easily reversed by including a random character generator at the remote station.
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As described, the subject invention is suitable for use in secure

communications between two computers where the decryption key is released only by

applying the fingerprint of the proper user to an input device. Of course, the characteristic

input device may be modified to accept other body parts of a user so that a different

biometric, such as a vein structure, or an iris pattern of a user is input.

Where the base station user is an entity such as a corporation or other

organization, it may not be desirable to have access controlled by a biometric of a single

individual. Figure 2a illustrates an alternative characteristic input device 300 which may

be used in such instance. Turning to figure 2a, input device 300 comprises a SLM 324

held in place by holder 318 in the light path of coherent light source 222. Processor 16

writes a corporation’s proprietary characteristic information (PCI) on the SLM 324 which

impresses the light beam with selected characteristics such that a characteristic information

signal is generated. When not in use, the PCI would be stored in a secure location in the

corporation.

If the base station is sufficiently secure, it may be preferred to store an

unencrypted version of the decryption key in memory 24. In such instance, correlator 21

becomes unnecessary and may be replaced with an imaging lens, CCD camera, and A/D

converter. The only use made of the base station characteristic input device would then

be during generation of the encrypted decryption key.

System 10 has been described in conjunction with a decryption key which

is a symmetric private key. Alternatively, the decryption key could be the private key for

public key encrypted messages.

Certain parts of the subject invention have been described as using Fourier

Transforms which are an expansion on a set of complex exponential orthogonal basis

functions. Alternatively, other orthogonal expansions on a set of basis function can also

be used such as Walsh and wavelet functions.

Petitioner Apple Inc. — Exhibit 1006, p. 3301



Petitioner Apple Inc. - Exhibit 1006, p. 3302

wo 97/25300 PCT/CA96/00847

Other modifications will be apparent to those skilled in the art and,
therefore, the invention is defined in the claims.

-10-
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WHAT IS CLAIMED IS:

1. A method for permitting the secure passing of data between two remote stations,

comprising the steps of:

- obtaining from a user of a first of two remote stations, a first characteristic information

signal;

- obtaining from a user of a second of two remote stations, a second characteristic

information signal;

- generating a sequence of random characters to obtain a random key;

- obtaining a key fiinction which represents said key;

— obtaining a Fourier transform. of said. key representing function;

- obtaining at least one encrypted version of said key based on said Fourier transform of

said key representing function, and a least one of said first characteristic information signal

and said second characteristic infonnation signal such that said key may be recovered by

writing said at least one encrypted version of said encrypted key to a spatial light

modulator (SLM) of an optic correlator and inputting either one of said first characteristic

information signal and said second characteristic information signal to said optic correlator;

- storing said at least one encrypted version of said key at each of said first station and said

second station, whereby thereafter any message encrypted in such a way that it may be

decrypted by said key may be decrypted at either of said two remote stations by retrieving

said stored encrypted key, writing said at least one encrypted version of said encrypted key

to a spatial light modulator (SLM) of an optic correlator and inputting either one of said

first characteristic information signaland said second characteristic information‘ signal to

said optic correlator.

2. The method of claim 1 wherein the step of obtaining a first characteristic information

signal comprises obtaining an optical beam modulated with a biometric image of a first

body part of said user of said first station, registering said optical beam in a two-

dimensional plane and digitizing said registered optical beam.

-11-
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3. The method of claim 2 wherein the step of obtaining a second characteristic information

signal comprises obtaining an optical beam modulated with a biometric image of a second

body part of said user of said second station, registering said optical beam in a two-

dimensional plane and digitizing said registered optical beam.

4. The method of claim 3 wherein the step of obtaining said key representing function

comprises obtaining normalized orthogonal basis functions and, for each basis function,
applying a character of said key as a co-efficient.

5. The method of claim 4 wherein said first characteristic information signal is obtained
at said first station and including the steps of:

- encrypting said digitized registered optical beam modulated with a biometric of a first

body part with a pre-selected key to obtain an encrypted first biometric signal;

- sending said encrypted first biometric signal to said second station;

- utilizing said pre-selected key at said second station to decrypt said encrypted biometric
of said first body part; and

- obtaining said encrypted key at said second station.

6. The method of claim 4 wherein said key representing function is obtained at said first

station and including the steps of:

- encrypting said key representing function with a pre-selected key to obtain an encrypted
key representing function;

- sending said encrypted key representing function to said second station;

- utilizing said pre-selected key at said second station to decrypt said encrypted key
representing function; and

~ obtaining said encrypted key at said second station.

7. A method for the secure handling of data between two remote stations, comprising the
steps of:

- at a base station, encrypting a message such that said message may be decrypted by a
decryption key;

-12-
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- passing said message to a remote station;

- at said remote station,

- obtaining from a user of said remote station a remote station user optical characteristic

information signal;

- retrieving from storage an encrypted version of said decryption key, said encrypted

decryption key having the property that when it is written to a SLM of an optical

correlator, the output of said correlator is similar when input with either one of said remote

station user characteristic information signal or a base station user optical characteristic

information signal;

- writing a remote station optical correlator with said encrypted decryption key;

- inputting said remote station correlator with a Fourier transform of said remote station

user optical characteristic information signal;

- regenerating said decryption key from an output of said remote station correlator; and

- decrypting said message with said decryption key.

8. The method of claim 7 wherein the step of encrypting a message at said base station

comprises encrypting said message utilizing said decryption key.

9. The method of claim 8 wherein the step of encrypting a message at said base station

comprises the steps of:

- obtaining from a base station user said base station optical characteristic information

signal, such that said base station optical characteristic signal is impressed with

characteristics of a body part of said base station user;

- retrieving from storage said encrypted version of said decryption key;

- writing a base ‘station optical correlator with said encrypted decryption key;

- inputting said base station correlator with said base station user optical characteristic

information signal;

- regenerating said decryption key from an output of said base station correlator; and

— encrypting said message with said regenerated decryption key.

-13-
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10. The method of claim 4 wherein said step of obtaining at least one encrypted version

of said key is based on both said first characteristic information and said second

characteristic information signal.

-14-
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(57) Abstract

Encryption systems typically rely
on the distribution of cipher keys between
terminals for scrambling and unscram-

bling transmitted messages. Elaborate sec-
urity precaufions are necessary to protect
the cipher keys since a compromise of the
key could result in a compromise of the
transmission. There is disclosed a key dis-
tribution method and apparatus which
uses a channel (14, 15, 18) from identified
terminals (A, B, X) to a central key dis-
tribution center (KDC) for the establish-
ment, on a one-session basis, of the key
which is to be used for the next session

between those terminals. The key esta-
_ blishing link (16) is itself encoded using a
cipher key which changes afier each
usage. Provision is made to verify, for
each new connection, that a compromise
has not priorly occurred.
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ENCRYPTION SYSTEM KEY DISTRIBUTION

METHOD AND APPARATUS

Background of the Invention A
This invention relates to the establishment and

distribution of cipher keys in a cryptographic system.

Cryptographic systems are now gaining favor, both

for voice as well as data transmission. In such systems it

is typically necessary that the parties to a particular
transmission each have cryptographic keys to encrypt and

decrypt the cipher transmissions. It follows that a

compromise to a cryptographic key will in turn reduce the

security of subsequent transmissions involving that key.

Thus, great precautions must be taken to distribute the

cryptographic keys among the system users. Such

distribution, for example, using secure couriers to

manually update the keys may be possible when the community

of users is priorly known but becomes increasingly more

difficult when either the number of parties is large or

parties who seldom communicate with each other wish to do

so. The responsibility for keeping the cryptographic key

secure after distribution rests with each user and the

longer the key remains effective the greater the risk of it

becoming compromised.

Thus, from a practical point of view it is

desirable to have the cryptographic key effective for a

single session, requiring a new key for each new session.

when couriers are used, however, this becomes costly and

time consuming, especially when a party wishes to place

many secure calls or have many secure sessions.

. Attempts have been made to electronically
distribute cryptographic keys between users from a key

distribution center. One such example is shown in

Rosenblum Patent No. 4,182,933, issued January 8, 1980.

while such attempts have found some degree of success they
all suffer from the problem that they are subject to
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compromise because they usually rely on the security of the

transmission media between the key distribution center and

the terminal for the distribution of session key 1‘)

information. Thus, an intruder need only compromise the

key distribution channel to obtain subsequent session keys. :

Elaborate systems have sometimes been established to detect

such a compromise, all of which are either costly or

minimally effective.

Another problem with key distribution centers is

that the center can derive the information used to decrypt

the secure data exchange between users and thus could

theoretically monitor the secure session transmission.—

Summary of the Invention

We have solved the above-identified problems by

arranging a key distribution center (KDC) which

communicates over a channel with the individual terminals.

The channel, or data link, can be a dial-up telephone line,

a packet-switched data network, dedicated lines, or other

communications channel types, over which secure

communication is possible. The terminals operate in

conjunction with the KDC to establish a session key for

The

session key at a terminal is constructed from information

secure transmission between two or more terminals.

generated at that terminal in conjunction with information

communicated from the KDC and is known fully only to the

terminals involved in the session and not to the KDC.

Thus, when two terminals have established a session key,

they may securely communicate with each other for the

duration of that session.

At the conclusions of the secure data exchange,

the session keys should be destroyed, and when either

station wishes to establish additional secure communication

7‘)

‘It
either between themselves or to other stations, a new

session key will be established in cooperation with the

KDC.

Both the terminal-KDC channel and the KDC;

terminal channel, as mentioned~above, are<secure links in
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that they are protected by cryptographic key information

which is unique to each terminal and to the KDC on a one-

call-only basis. Accordingly, whenever a connection is

established between a terminal and the KDC, each has

5 information previously stored, referred to as terminal-

unique key information, and this priorly stored information

is used to establish both new KDC-terminal link keys,

referred to as call-setup key information, and new session

key information. During the establishment of the session

10 keys, the terminal and the KDC each modify their respective

terminal-unique key information so that on a next call.
between the KDC and the same terminal, this new key

information must be used in order to establish a secure

communication path. The precise manner in which this

15 happens will be discussed hereinafter. In this manner, an

intruder on the key distribution between a terminal and the

KDC must be adding and substituting information on the

channel from the beginning and must stay on the channel

throughout several calls, since once the intruder leaves it

20 is possible to detect, at least by hindsight, that a

compromise has occurred. This is a result of the fact that

the intruder is substituting random information that may be

monitored.

One aspect of our system is that an intruder, in

25 order to obtain useful information exchanged between two

valid users of the system, must gain the terminal-unique

information that is stored at the terminal, and.he must

also gain the terminal-unique information that is stored in
the key distribution center for that specific terminal.

30- The intruder then, on the very next key exchange involving

that terminal and the key distributing center, must

actively participate, i.e., substitute his own generated

key information on that channel. Then the intruder must
also substitute information on the channel between the two

35 communicating terminals, and also must continue the above
substitutions on the channels for an indefinite period of

time or risk detection.
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Brief Description of the Drawing

These attributes of our invention, together with

the operation and utilization of the invention in a

specific embodiment, will be more fully apparent from the

illustrative embodiment shown in conjunction with the

drawing which:

FIG. 1 shows an overall system using a KDC and

several terminals;

FIG. 2 shows an implementation of the initial

establishment of information in both the KDC and the

terminal within a secure area;

FIGS. 3 and 4 show a flow chart detailing what

occurs within each terminal;

FIG. 5 shows a flow chart detailing what occurs

within the KDC;

FIGS. 6-19 show, in sequence, an implementation

of the establishment of key information and control data

within each terminal; and

FIGS. 21-28 show, in sequence, an implementation
of the establishment of key information and control data

within the KDC.

terminals.

General Description

FIG. 1 shows a number of terminals, A, B and X,

connectable to each other and to KDC 10 via some transport

network (e.g., public switched network). These terminals

should be able to set up a secure channel between

themselves in order to exchange secure information. In

this process they must both communicate with the KDC. The

transmission line 12 from terminal A is connected through

link 16 to transmission line 13 to initiate a secure call

to terminal B.

In this system we have a variety of

Once the users decide to initiate a secure

data exchange, each terminal sets up a transmission line,

such as link 14 for terminal A, to the KDC.

_ An exchange of information will then occur from
terminal A to the KDC and from terminal Bgto the KDC.

the KDC has received both of these messages, it will

Once
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formulate two distinct messages that will be sent

respectively to terminal A via link 14 and to terminal B

via link 15. These individual messages will contain

session key information, as well as other pertinent

information described below. This session key information

has originated at terminal A and at terminal B and is

exchanged through the KDC. Once the exchange has taken

place between the two terminals and_the KDC, link 14, which

is the key distribution link between terminal A and the

KDC. is then taken down, and key distribution link 15

between the KDC and terminal B is taken down. Link 16,

which is the session link between terminals A and B, is

re-established. Further key information is exchanged based
on the prior partial exchanges so as to derive

independently at both terminals the session key, and

finally using that session key information, data (i.e.,

digital data or digital voice) can be transmitted in secure
fashion on data link 16.

Since further session information was derived

between terminals A and B independent of the KDC, a

malicious operator of the KDC cannot derive the key

information need to decrypt the secure messages sent

between terminals A and B without actively substituting
information on the session channel.

Also, at this point, as will be seen, contained

within the messages that were sent between the KDC and the

terminals was new terminal-unique key information to secure

the next key distribution between the terminals and the

KDC. This new information is independent of the previous

information and therefore is unique to it.

Detailed Description

Turning now to FIG. 2 the initial setup between

the terminal and the KDC must be made in an authentic

manner such that the information transported to the

terminals from the KDC is not modified. One implementation

is where the transport is made within a secured area, such

as secured area 23. fsince subsequent communications
- = ~2.UP~EAu
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between the KDC and each terminal depend upon the prior

communication, it is important that at some period in time

they both contain the proper information for start-up, and ('1

ideally this is done in the secured area so that there can

be no breach of security. .

On the initial system setup (based on the secured

area implementation shown in FIG. 2) the terminals are

brought within the secured area 23, and the KDC can
The

exact function of these key pairs will be described later.

generate terminal-unique key pairs for each terminal.

The KDC will generate a terminal-unique decryption key for

This

encryption key must be placed in the terminal-unique key

each terminal and the corresponding encryption key.

storage for each terminal with the corresponding decryption

key stored in the terminaleunique key storage at the KDC

under the address of that terminal. In addition, a random

‘number, Ua for'terminal A, unique to each terminal is’

stored in the verification information storage at the KDC

also at the address of this terminal. This same random

number must be loaded and stored in the verification

information storage in the terminals and will be used for a

verification check on the first call setup to the KDC.

FIGS.

action that occurs within a terminal, for example,

3 and 4 are flow charts representing the

terminal A.

FIG.

occur within the key distribution center.

5 is a flow chart representing what actions

The discussion which will follow is a discussion

with respect to a time sequence between the terminal and

the KDC to illustrate both how terminal-unique keys are
1)

updated, and how call-setup and session keys are

distributed. This discussion will occur with respect to

FIGS. 6 through 28. FIGS.

within the terminal and show on a step-by-step basis how

6 through 19 show the apparatus E

the call-setup keys and the session keys are established.

FIGS. 20 through 28 show the apparatus within the KDC, each

figure showing a specific operational aspect of the

‘EU REA 0‘
mm
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establishment of the keys.

Turning now to FIG. 6, we will discuss the

specific apparatus used in the terminals. The actual

generation of the numbers will be discussed hereinafter.

Apparatus 72 is a random number generator which is a device

or algorithm that produces bits (zeros and ones) that are

equally likely to occur. This generation may be based upon

a noisy diode and any number of algorithms can be used to

attain statistically independent output of 0's and 1's.

The more equally likely these random number generators are,

i.e., the more random this function is, the higher the

security level will be. The output of the random number

generator is a serial stream of zeroes and ones where the

correlation between one or a group of bits is zero. The

bidirectional asymmetric key generator, apparatus 73, takes

as input a random number from random number generator 72

and will compute an encryption key and the matching

decryption key such that the encryption key cannot.be

derived from the decryption key and vice versa. The

generation of these keys as an example could be done in

accordance with the RSA algorithm, as described by Rivest,

Shamir, and Adleman in a paper entitled, "A Method for

Obtaining Digital Signatures and Public Key Crypto

Systems,‘ which publication is hereby incorporated by

reference, which appeared in CACM, Vol. 21, No. 2,

February, 1978, on pages 120-126.

Apparatus 74 implements a bidirectional

asymmetric cryptographic algorithm (e.g., the RSA

algorithm) that is, a cryptographic algorithm based on two

distinct keys where the encryption key cannot be derived

Apparatus 74 has

The input I is

The input K is the

from the decryption key and vice versa.

two inputs (I and K) and one output (0).

the bits to be encrypted or decrypted.

key, either encryption or decryption (the RSA algorithm

performs the same function regardless of encryption or

decryption). The output will be the inputted bits

encrypted or decrypted with the supplied key. This

SUBSTITUTE SHEET ‘-913.
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algorithm is also described in the aforementioned paper.

Functionally, apparatus 75 is the embodiment of two

functions f and g such that: given f(R, P) and P, one

cannot determine R; g(Rl, f(R2, P), P) = g(R2, f(Rl, P),

P); and given f(Rl, P), f(R2, P), and P one cannot ;

determine R1, R2, or g(Rl, f(R2, P), P).

Apparatus 75 performs the above functions via,

1:)

for example, the Diffie-Hellman algorithm, which is

described in a paper by Diffie and Hellman entitled “New

Directions in Cryptography,‘ published by the IEEE

Transactions on Information Theory, Vol. IP-22, November,

1976, on pages 644-655, which is hereby incorporated by

reference. The input to this algorithm is a base Y, a

modulus Q and an exponent EXP. The output is Y raised to

the EXP power modulus the Q.

same as discussed above in this example.

The functions f and g are the

The storage requirements are depicted by

registers 71, 70 and 76.

register 71 which contains both the verification

These are the semi-permanent

information Va and the terminal-unique key information Eak

used to encrypt messages to the KDC. Temporary register 70

can be in any state initially and is used during the

The

address (i.e., a

interaction with the KDC on a secure call setup.

address register permanently contains the

public piece of information that uniquely identifies A to

the KDC) of the terminal (terminal A in this case) where it

is located. During a secure session (or call) setup, the

address register will also contain the address of the

terminal which is being called. The registers containing

verification information and encryption and decryption
V)

information may vary in size depending upon the specific

algorithm used but in this example should be on the order

of 1,000 hits each.

symmetric session key and the random number should be on

the order of 100 bits, and the address information will be

'II
Information pertaining to the

dependent upon a terminal numbering plan both unique'and

known to the KDC. For example, it could be the telephone

SUBSTITUTE sm-:r-:1’
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number of the specific terminal or it could be the serial

number of the terminal.

Turning to FIG. 20, we will now discuss the

working of the modules within the key distribution unit.
The address register at the KDC, register 200, performs the

same function as the address register at the terminal. The

RSA function at the KDC, apparatus 210, performs the same

function as the RSA function at the terminal, as previously

described. The random number generator, apparatus 211,

performs the same function as the random number generator

at the terminal previously mentioned. The generator of the

encryption and decryption keys apparatus 212 has the same
function as described previously in the terminal.

inputs to the apparatus 75 described previously.

particular example these parameters are the base and
modulus for the Diffie-Hellman algorithm. It requires as

input the output of the random number generator,
The method of generation is described in

the aforementioned paper by Diffie.

There is a semi-permanent storage at the KDC,

registers 214 and 216, which stores verification
information Va and terminal-unique decryption key

information Dak between calls. Semi-permanent

registers 215 and 217 are used to store information during

the call setup progress. These registers have the same

functions as described previously for the terminal.

System Operation

The operation of the system will now be explained

beginning with FIG. 3. Initially the key management

equipment in the terminal will be in the wait state until a

request is received from the terminal controller processor

to initiate a secure call. At this point, as discussed,

there is stored in the terminal the terminal-unique

encryption key that will be used to encrypt information

that is sent to the KDC. Also stored is the verification

information. These.two pieces of information were stored
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from the last call (or from the initial setup) that was

made by this terminal. This is shown in FIG. 6 as Va and

Eak. N)

Once a request is received to initiate a secure

call, the address of the called party must be given to the ‘

key management equipment via the controller processor.

This is seen in FIG. 3, box 31.

generated new call-setup keys.

in FIG. 7 as Eka and Dka.

generation of partial session keys that will be used to

At this point, there are

This is shown in box 32 and
In box 33 there is shown the

encrypt data on the link from terminal B to terminal A.

8 as Eba and Dba.

At this point, the verification information is

The

This is shown in FIG.

updated using the keys that were just generated.

update function is specified as follows:

va1' = f (Val, El) and Va2' = f (Va2, E2)

Va is the stored

verification information and the E's are the just-generated

where ' denotes updated and ValVa2 = Va.

encryption keys. The properties of f are as follows:

(1) for every V, El, E2: f(V, El) # f(V, E2) where

.El¥E2;

(2) for every V21, V2, E: f(Vl, E) # f(V2, E) where

Vl#V2;

(3) given V and V‘ # f(V, B) it is difficult to

determine E; and

(4) in the case where E is an asymmetric encryption

key, D cannot be determined from E.

For this example, Va‘ = Va1'|Va2' where Va = Val|Va2, Val‘

is equal to Val encrypted with Eka, and Va2' is equal to

Va2 encrypted with Eba.

FIG. 9. The first half of the verification information Val

is read from storage and provided as an input to the RSA

1)

This update process is depicted in ‘CI

algorithm. The key that is used to encrypt this .

information is the call-setup key, Eka, that was just

generated. This becomes Val‘ and overwrites Val as seen in
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FIG. 10. Next, the second half of the verification

information Va2 is encrypted using Eba just generated. The

result Va2' overwrites Va2 in the storage register. This

is shown in FIG. 3, box 34, and in summary, the updated

verification information Va" is the verification

information stored from the previous call, or given to the

terminal on the initial setup from the KDC, where half is

encrypted using the encryption part of the partial session

key generated on this call and the other half is encrypted

using the call-setup key for that call.

At this point, as shown in box 36, FIG. 3, and in

FIG. 11, the message can be formatted to the KDC. The

contents of this message are the encryption parts of the

two keys that were just generated. Both the partial

session key to be established between terminal A and B,

Eba, and the new call-setup key Eka are encrypted using the
terminal-unique encryption key Eak stored from the previous

call from the KDC to the terminal or given to the terminal
on the initial setup. At this point, the information that

can be destroyed from the terminal is the terminal-unique

encryption key, Eak, stored at the terminal from the

previous call, and both the call-setup encryption key, Eka,

and the partial session encryption key, Eba, that were

generated by the terminal. The encrypted message is then

appended to the address, A, of the originating terminal

followed by the address, B, of the called terminal. This

message is now sent to the KDC.

The terminal now will enter a wait state waiting

for the information to be received from the KDC. This is

depicted in box 37 of FIG. 3.

As shown in FIG. 5, the KDC will be in a wait

state until a message is received from terminal A. This is

shown in FIG. 5, box 50. Once the message-is received, the

KDC reads the address information within the message into

the address register which gives it the index of the

decryption key that must be used to decrypt the message.

The KDC has in its storage from the previous call the

SUBSTITUTE SHEET  
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matching verification information for each terminal and the

terminal-unique decryption key for each terminal. This is

20, boxes 214 and 216.

_ The message from terminal A is decrypted using

the terminal-unique decryption key corresponding to that

terminal, Dak. The keys, both the new call setup key Eka

and the partial session key Eba (to be distributed to

terminal B) is temporarily stored in the KDC memory as

depicted in FIG. 21.

At this point, as shown in FIG. 22, the KDC can

update its verification information in the exact same

manner as the terminal. This is done by encrypting each

half of the stored verification information Va with the

received session key information Eba and the received

call-setup key information Eka, shown in FIG. 23. This

produces the update verification information Va‘.

The key distribution center, as shown in FIG. 24,

will now generate a bidirectional asymmetric

encryption/decryption key pair, Eak', Dak'. ‘The primes

denote updated information. Eak' will be distributed to

terminal A to be used on the next call setup to the key

distribution center. The decryption key Dak' overwrites

the decryption key Dak that was stored from the previous

call. _

Two other pieces of information are also

generated at this time. These are the parameters that will

be used by the terminals to create symmetric session keys;

in this case they are the parameters of the Diffie-Hellman

One is the base Y and the other is the

Functionally, the

algorithm.

modulus Q as previously described.

amount of information that is generated at the KDC and sent

to each terminal may vary depending upon the precise

algorithm.- This information is stored in temporary storage

.and will be used as part of the message sent back to both

terminal A and terminal B. This generation process_is

depicted in FIG. 25 and refers to the flow chart box 55,

FIG. 5. By this point, as shown in FTG. 26, the KDC must

3!} 3875'?’-‘..§?E SEES
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‘corresponding to terminal B.

complete the call to terminal A. If not, the KDC process

for terminal A must wait until the process for terminal B

has reached this point. This is so it can give terminal A

the partial session key information Eab generated at

terminal B and also to be able to give terminal B the

partial session key Eba generated at terminal A.

Coordination between the processes must take place so that

the same parameters generated by one process overwrites the

parameters generated by the other process. This insures

that the parameters sent to the terminals for the purpose

of generating symmetric session keys are the same.
Once the internal exchange is made between the A

registers and the B registers to coordinate the information

inside the key distribution center, the messages can now be

formatted for the terminals. This is shown in FIG. 27.

The message to terminal A will consist of the new

terminal-unique key information flak‘ that will be used on a

subsequent call to the KDC. It will also consist of the

partial session key information Eab which it received from

terminal B. It will also consist of the verification

information Va" or a known reduction of Va“ in terms of the

It will also consist of the base Y and the

These five

number of bits.

modulus Q of the Diffie-Hellman algorithm.

pieces of information will be encrypted using the call-

setup key Eka received in the message from terminal A. The

KDC destroys Eka, Eba, Eak', Y, and Q corresponding to

terminal A and destroys Ekb, Bab, Ebk', Y, and Q

The xnc will then send this

An analogous encrypted

At this point

output message back to terminal A.

message is sent from the KDC to terminal 8.

the KDC is finished with its processing.

FIG. 28 shows the configuration of the KDC after

the call to terminal A has been dropped. The KDC has

updated verification information Va" and updated terminal-

unique decrypt key information Dak' which will be used on a

subsequent call between terminal A and the KDC.
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Referring back to the flow chart, FIG. 3, for

terminal A, the key management equipment at the terminal

has been in a wait state while the KDC has been

FIG.

the terminal during this wait state.

12 shows the key information stored at

It is the

verification Va" information and both decrypt keys Dka and

functioning.

updated

Dba corresponding to the previously generated encryption

keys.

FIG. 13 shows how the information received from

FIG. 3. The

call-setup decryption key Dka is used to decrypt the

message received from the KDC. The five values (previously

discussed) sent from the KDC are now used in the following

way. The first piece of information is the new

distribution key Eek‘ that is stored in the semi-permanent

register 71 and will be used on a following call made from

this terminal to the KDC.

unique encryption key.

It is the updated terminal-

The second piece of information is

the partial session key Eab which was generated at B and

sent through the KDC to terminal A.A The third piece of

information is the updated verification information Va",

which can now be compared with the verification information

The fourth and fifth pieces of

information are the parameters to the Diffie-Hellman

algorithm, the base Y and the modulus Q, which terminal A

stores in temporary storage.

Referring to FIG. 4, box 40, at this point the

terminal will compare the verification information it

stored at terminal A.

received from the KDC and either the verification

information which is presently stored or some known

reduction of that verification information - FIG. 14. If

this matches, then the process will continue as normal. If

this does not match, an alarm could be given to the

terminal controller processor of a potential intruder

threat on a previous call. -

Assuming a success of the compared verification,

the terminal can now take down the channel to the KDC and
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establish a channel to terminal B, if not already

established. At this point, terminal A and terminal B can

communicate data securely using the asymmetric session keys

Eab and Eba. If a symmetric session key is needed, the

5 following steps can be taken. The calculation of the

message to be sent to terminal B is shown in FIG. 15.
First, the base Y and modulus Q of the Diffie-Hellman

algorithm are used along with a random number Ra generated
by the random number generator 72. These inputs are given

10 to the Diffie-Hellman algorithm 75 and the output is then

an input to the RSA function 73- The random number Ra is
also stored in temporary storage. Eab is used as the key

to the RSA function 73. At this point the session key

information Eab received from terminal B and the base

15 number Y may be destroyed. The output of the RSA algorithm
is sent to terminal B.

Terminal A‘ key management equipment will now

enter a wait state shown in FIG. 4, box 44, waiting-for a

message to be returned from terminal 3. The idle state is
20 depicted in FIG. 16 and in storage is the decrypt session

key Dab which terminal A generated, the modulus Q of the
Diffie-Hellman algorithm generated by the KDC and the

random Ra number that was generated by terminal A.
As shown in FIG. 17, upon receipt of the message

25 from terminal B, terminal A will decrypt the message using

its decryption key Dba stored from the initial generation

of the partial session key. Dba can now be destroyed. The

output of this will be fed into the Diffie-Hellman

algorithm as the base. The exponent will be the random
30 number Ra which was priorly generated and the modulus Q is

also input into the algorithm. The output of the Diffie-

Hellman algorithm will be symmetric session key information

which will equal the session key information that terminal

B has calculated. Q and Ra can now be destroyed.

35 At this point, terminals A and B have established

symmetric session key information between themselves that
is not derivable by the KDC. This key information may be

UREA.SUBSTITUTE SHEET fl
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Used in 3 SYmmetriC key algorithm like the Data Encryption
Standard (DES) to encrypt data. what is stored now in the

terminal until the next request for a secure session (or

call), as shown in FIG. 18, is the updated verification

5 information Va" and the terminal-unique key Eak' which it

received from the KDC to be used to encrypt the next
message to the KDC.

It should be noted that the actual generation of

the desired data at the terminal and at the KDC is

10 operative under control of a computer processor and is

programmed in accordance with the flow charts shown in

FIGS.'3-5 to perform the sequence of data transfers

detailed herein. Such a processor, while not shown, can be

any one of several well-known microprocessors, such as for

15 example, the Intel 8086 microprocessor, working in

conjunction with the terminal and KDC apparatus shown and
.detailed herein above.

It should also be noted that one skilled in the

art.could use different encryption algorithms and different

20 equipments to achieve the same results disclosed herein

without departing from the spirit and scope of our
invention.
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Claims

1. A key distribution method for communicating

cipher keys between two terminals via a key distribution

center, KDC, said method comprising

establishing between any one terminal and said key

distribution center a terminal-unique cipher key,

cooperating between said KDC and said one terminal

on a subsequent connection between said KDC and said one

terminal to establish a session key for use by said one

terminal in a subsequent secure transmission between said

one terminal and a second terminal, and

changing in response to said subsequent connection

between said one terminal and said KDC said priorly

established terminal-unique cipher key.

2. The invention set forth in claim 1 wherein

said session key is generated from the asymmetric exchange

of information between said one terminal and said KDC plus

the subsequent exchange of information between said first

and second terminals.

3. The invention set forth in claim 2 wherein

said session key at said one terminal is random with

respect to information at said KDC.

4. The invention set forth in claim 2 wherein

said session key at said one terminal is underivable with

respect to any information at said KDC.

5. A key distribution center for controlling the

dissemination of session cipher keys between remotely

located terminals, said center arranged for switched access

to a plurality of said terminals, said center comprising

means for establishing communication cipher keys

between said center and each said terminal having access

thereto, each cipher key unique to each said terminal,

means operative when one of said terminals

accesses said center for bidirectional asymmetrically

exchanging information with said accessed terminal using,

as a foundation for said exchange, said priorly established

communication cipher keys, and
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means responsive to said exchanged information for

communicating to said terminal information allowing said

terminal to establish a session cipher key for use with an

identified other terminal also having access to said

center. ,

T 6. The invention set forth in claim 5 wherein

said key distribution center further comprising means for

changing said established communication cipher keys as a

result of said exchanged information.

7. The invention set forth in claim 5 wherein

said cipher key establishing means uses information from a

prior transmission from a particular terminal for

establishing said cipher keys to said particular terminal.

8. The invention set forth in claim 5 wherein

said exchanged information includes information generated

in part at said center for the random generation of said

session key allowing said session key to be underivable

with respect to any information at said center.

9. A key distribution center for controlling the

distribution of cipher control information among a number

of terminals, said center comprising

means for individually exchanging encoded

information between any of said terminals, said exchange

for any particular terminal based partially upon a last

information exchange between said particular terminal and

said center,

means for identifying at least two terminals where

encrypted session information is to be exchanged and for

accepting from said identified terminals certain encryption

control information, and

means for modifying, according to a -

pre-established pattern, accepted information from said

identified terminals and for communicating said modified

information to the other of said terminals so as to allow

each of said terminals to thereafter establish, independent

of any information available at said center, a cipher key

allowing said session information to be encrypted.
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security is provided by encrypting at least some of the information carried by the media and enabling decryption based on the control set
and/or other limitations. A secure "software container" can be used to protectively encapsulate (e.g., by cryptographic techniques) various
digital property content (e.g., audio. video. game, etc.) and control object (i.e.. set of rules) infomtation. A standardized container format
is provided for general use onlwith variotu mediums and platfomts. In addition. 3 5P°°i8I purpose container may be provided for DVD
medium and appliances (e.g.. recorders. players. etc.) that contains DVD program content (digital property) and DVD medium specific
rules. The techniques. systems and methods disclosed herein are capable of achieving compatibility with other protection standards.
such as for example. CGMA and Matsushita data protection standards adopted for DVDs. Cooperative rights management may also be
provided, where plural networked rights management anangements collectively control a rights management event on one or more of such
arrangements.
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