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invention. Referring to Figure 1, a creator creates a digital work, step 101. The creator will then determine appropriate
usage rights and fees, attach them to the digital work, and store them in Repository 1, step 102. The determination of
appropriate usage rights and fees will depend on various economic factors. The digital work remains securely in Re-
pository 1 until a request for access is received. The request for access begins with a session initiation by another
repository. Here a Repository 2 initiates a session with Repository 1, step 103. As will be described in greater detail
below, this session initiation includes steps which helps to insure that the respasctive repositories are trustworthy. As-
suming that a session can be established, Repository 2 may then request access to the Digital Work for a stated
purpose, step 104. The purpose may be, for example, to print the digital work or to obtain a copy of the digital work.
The purpose will correspond to a specific usage right. In any event, Repository 1 checks the usage rights associated
with the digitat work to determine if the access to the digital work may be granted, step 105. The check of the usage
rights essentially involves a determination of whether a right associated with the access request has been attached to
the digital work and if all conditions associated with the right are satisfied. If the access is denied, repository 1 terminates
the session with an error message, step 106. If access is granted, repository 1 transmits the digital work to repository
2, step 107. Once the digital work has been transmittad to repository 2, repository 1 and 2 each generate billing infor-
mation for the access which is transmitted to a credit server, step 10B. Such double billing reporting is done to insure
against attempts to circumvent the billing process.

Figure 2 illustrates the basic interactions betwsen repository types in the present invention. As will become apparent
from Figure 2, the various repository types will serve different functions. It is fundamental that repositories will share
a core set of functionality which will enable secure and trusted communications. Referring to Figure 2, a repository
201 represents the general instance of a repository. The repository 201.has two modes of operation; a server mode
and a requester mode. When in the server mode, the repository will be receiving and processing access requests to
digital works. When in the requester mode, the repository will be initiating requests to access digital works. Repository
201 is general in the sense that its primary purpose is as an exchange medium for digital works. During the course of
operation, the repository 201 may communicate with a plurality of other repositories, namely authorization repository
202, rendering repository 203 and master repository 204. Communication between repositories occurs utilizing a re-
pository transaction protocol 205.

Communication with an authorization repository 202 may occur when a digital work being accessed has a condition
requiring an authorization. Conceptually, an authorization is a digital certificate such that possession of the certificate
is required to gain access to the digital work. An authorization is itself a digital work that can be moved bstween
repositories and subjected to fees and usage rights conditions. An authorization may be required by both repositories
involved in an access to a digital work.

Communication with a rendering repository 203 occurs in connection with the rendering of a digital work. As wil!
be described in greater detail below, a rendering repository is coupled with a rendering device (e.g. a printer device)
to comprise a rendering system.

Communication with a master repository 205 occurs in connection with obtaining an identification certificate. Iden-
tification certificates are the means by which a repository is identified as “trustworthy". The use of identification certif-
icates is described below with respect to the registration transaction.

Figure 3 illustrates the repository 201 coupled to a credit server 301. The credit server 301 is a device which
accumulates billing information for the repository 201. The credit server 301 communicates with repository 201 via
billing transactions 302 to record billing transactions. Billing transactions are reported to a billing clearinghouse 303
by the credit server 301 on a periodic basis. The credit server 301 communicates to the billing clearinghouse 303 via
clearinghouse transactions 304. The clearinghouse transactions 304 enable a secure and encrypted transmission of
information to the billing clearinghouse 303.

RENDERING SYSTEMS

A rendering system is generally defined as a system comprising a repository and a rendering device which can
render a digital work into its desired form. Examples of a rendering system may be a computer system, a digital audio
system, or a printer. A rendering system has the same security features as a repository. The coupling of a rendering
repository with the rendering device may occur in a manner suitable for the type of rendering device.

Figure 4a illustrates a printer as an example of a rendering system. Referring to Figure 4, printer system 401 has
contained therein a printer repository 402 and a print device 403. It should be noted that the the dashed line defining
printer system 401.defines a secure system boundary. Communications within the boundary are assumed to be secure.
Depending on the security level, the boundary also represents a barrier intended to provide physical integrity. The
printer repository 402 is an instantiation of the rendering repository 205 of Figure 2. The printer repository 402 will in
some instances contain an ephemeral copy of a digital work which remains until it is printed out by the print engine
403. In other instances, the printer repository 402 may contain digital works such as fonts, which will remain and can
be billed based on use. This design assures that all communication lines between printers and printing devices are
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encrypted, uniess they are within a physically secure boundary. This design feature eliminates a potential *fault® point
through which the digital work could be improperly obtained. The printer device 403 represents the printer components
used to create the printed output.

Also illustrated in Figure 4a is the repository 404. The repository 404 is coupled to the printer repository 402. The
repository 404 represents an external repository which contains digital works.

Figure 4b is an example of a computer system as a rendering system. A computer system may constitute a “multi-
function® device since it may execute digital works (e.g. software programs) and display digital works (e.g. a digitized
photograph). Logically, each rendering device can be viewed as having its own repository, although only one physical
repository is needed. Referring to Figure 4b, a computer system 410 has contained therein a display/execution repos-
itory 411. The display/execution repository 411 is coupled to display device, 412 and execution device 413. The dashed
box surrounding the computer system 410 represents a security boundary within which communications are assumed
to be secure. The display/execution repository 411 is further coupled to a credit server 414 to report any fees to be
billed for access to a digital work and a repository 415 for accessing digital works stored therein.

STRUCTURE OF DIGITAL WORKS

Usage rights are attached directly to digital works. Thus, it is important to understand the structure of a digital work.
The structure of a digital work, in particutar composite digital works, may be naturally organized into an acyclic structure
such as a hierarchy. For example, a magazine has various articles and photographs which may have been created
and are owned by different persons. Each of the articles and photographs may represent a node in a hierarchical
structure. Consequently, controls, i.e. usage rights, may be placed on each node by the creator. By enabling control
and fee billing 1o be associated with each node, a creator of a work can be assured that the rights and fees are not
circumvented.

In the currently preferred embodiment, the file information for a digital work is divided into two files: a "contents*
file and a "description tree® file. From the perspective of a repository, the “contents” file is a stream of addressable
bytes whose format depends completely on the interpreter used to play, display or print the digita! work. The description
tree file makes it possible to examine the rights and fees for a work without reference to the content of the digital work.
It should be noted that the term description tree as used herein refers to any type of acyclic structure used to represent
the relationship between the various components of a digital work.

Figure 5 illustrates the layout of a contents file. Referring to Figure 5, a digital work is comprised of story A 510,
advertisement 511, story B 512 and story C 513. It is assumed that the digital work is stored starting at a relative
address of 0. Each of the parts of the digital work are stored linearly so that story A 510 is stored at approximately
addresses 0-30,000, advertisement 511 at addresses 30,001-40,000, story B 512 at addresses 40,001-60,000 and
story C 513 at addresses 60,001-85K. The detail of story A 510 is illustrated in Figure 6. Referring to Figure 6, the
story A 510 is further broken down to show text 614 stored at address 0-1500, soldier photo 615 at addresses
1501-10,000, graphics 616 stored at addresses 10,001-25,000 and sidebar 617 stored address 25,001-30,000. Note
that the data in the contents file may be compressed (for saving storage) or encrypted (for security).

From Figures 5 and 6 it is readily observed that a digital work can be represented by its component parts as a
hierarchy. The description tree for a digital work is comprised of a set of related descriptor blocks (d-blocks). The
contents of each d-block is described with respect to Figure 7. Referring to Figure 7, a d-block 700 includes an identifier
701 which is a unique identifier for the work in the repository, a starting address 702 providing the start address of the
first byte of the work, a length 703 giving the number of bytes in the work, a rights portion 704 wherein the granted
usage rights and their status data are maintained, a parent pointer 705 for pointing to a parent d-block and child pointers
706 for pointing to the child d-blocks. In the currently preferred embodiment, the identifier 701 has two parts. The first
part is a unique number assigned to the repository upon manufacture. The second part is a unique number assigned
to the work upon creation. The rights portion 704 will contain a data structure, such as a look-up table, wherein the
various information associated with a right is maintained. The information required by the respective usage rights is
described in more detail below. D-blocks form a strict hierarchy. The top d-block of a work has no parent; all other d-
blocks have one parent. The relationship of usage rights between parent and child d-blocks and how confiicts are
resolved is described below. ’

A special type of d-block is a "shell* d-block. A shell d-block adds no new content beyond the content of its parts.
A shell d-block is used to add rights and fee information, typically by distributors of digital works.

Figure 8 illustrates a description tree for the digital work of Figure 5. Referring to Figure 8, a top d-block 820 for
the digital work points to the various stories and advertisements contained therein. Here, the lop d-block 820 points to
d-block 821 (representing story A 510), d-block 822 (representing the advertisement 511), d-block 823 (representing
story B 512) and and d-block 824 (representing story C 513).

The portion of the description tree for Story A 510 is illustrated in Figure 9. D-block 925 represents text 614, d-
block 926 represents photo 615, d-block 927 represents graphics 616 by and d-block 928 represents sidebar 617.
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The rights portion 704 of a descriptor block is further illustrated in Figure 10. Figure 10 illustrates a structure which
is repeated in the rights portion 704 for each right. Referring to Figure 10, each right will have a right code field 1050
and status information field 1052. The right code field 1050 will contain a unique code assigned to a right. The status
information field 1052 will contain information relating to the state of a right and the digital work. Such information is
indicated below in Table 1. The rights as stored in the rights portion 704 may typically be in numerical order based on
the right code.

. TABLE 1
DIGITAL WORK STATE INFORMATION
Property Value Use
Copies-in-Use Number A counter of the number of copies of a work that are in use. Incremented when
another copy is used; decremented when use is completed.
Loan-Period Time-Units | indicator of the maximum number of time-units that a document can be loaned
out
Loaner-Copy Boolean Indicator that the current work is a loaned out copy of an authorized digital work.

Remaining-Time | Time-Units | Indicator of the remaining time of use on a metered document right.

Document-Descr String A string containing various identifying information about a document. The exact
format of this is not specified, but it can include information such as a publisher
name, author name, ISBN number, and so on.

Revenue-Owner | RO-Descr | Ahandle identifying a revenue owner for a digital work. This is used for reporting
usage fees.

Publication-Date | Date-Descr | The date that the digital work was published.

History-list History-Rec | A list of events recording the repostories and dates for operations that copy,
transfer, backup, or restore a digital work.

The approach for representing digtal works by separating description data from content assumes that parts of a
file are contiguous but takes no position on the actual representation of content. In particular, it is neutral to the question
of whether content representation may take an object oriented approach. It would be natural to represent content as
objects. In principle, it may be convenient to have content objects that include the billing structure and rights information
that is represented in the d-blocks. Such variations in the design of the representation are possible and are viable
altematives but may introduce processing overhead, e.g. the interpretation of the objects.

Digital works are stored in a repository as part of a hierarchical file system. Folders (also termed directories and
sub-directories) contain the digital works as well as other folders. Digital works and folders in a folder are ordered in
alphabetical order. The digital works are typed to reflect how the files are used. Usage rights can be attached to folders
so that the folder itself is treated as a digital work. Access to the folder would then be handled in the same fashion as
any other digital work As will be described in more detail below, the contents of the folder are subject to their own rights.
Moreover, file management rights may be attached to the folder which define how folder contents can be managed.

ATTACHING USAGE RIGHTS TO A DIGITAL WORK

Itis fundamental to the present invention that the usage rights are treated as part of the digital work As the digital
work is distributed, the scope of the granted usage rights will remain the same or may be narrowed. For example, when
a digital work is transferred from a document server 1o a repository, the usage rights may include the right to loan a
copy for a predetermined period of time (called the original rights). When the repository loans out a copy of the digital
work, the usage rights in the loaner copy (called the next set of rights) could be set to prohibit any further rights to loan
out the copy. The basic idea is that one cannot grant more rights than they have.

The attachment of usage rights into a digital work may occur in a variety of ways. If the usage rights will be the
same for an entire digital work, they could be attached when the digital work is processed for deposit in the digital work
server. In the case of a digital work having different usage rights for the various components, this can be done as the
digital work is being created. An authoring tool or digital work assembling tool could be utilized which provides for an
automated process of attaching the usage rights.

As will be described below, when a digital work is copied, transferred or loaned, a "next set of rights* can be
specified. The"next set of rights” will be attached to the digital work as it is transported.
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Resolving Conflicting Rights

Because each part of a digital work may have its own usage rights, there will be instances where the rights of a
*contained part" are different from its parent or container part. As a result, conflict rules must be established to dictate
when and how a right may be exercised. The hierarchical structure of a digital work facilitates the enforcement of such
rules. A “strict” rule would be as follows: a right for a part in a digital work is sanctioned if and only if it is sanctioned
for the part, for ancestor d-blocks containing the part and for all descendent d-blocks. By sanctioned, it is meant that
(1) each of the respective parts must have the right, and (2) any conditions for exercising the right are satisfied.

it also possible to implement the present invention using a more lenient rule. In the more lenient rule, access to
the part may be enabled to the descendent parts which have the right, but access is denied to the descendents which
do not.

An example of applying both the strict rule and lenient is illustrated with reference to Figure 11. Referring to Figure
11, a root d-block 1101 has child d-blocks 1102-1105. In this case, root d-block represents a magazine, and each of
the child d-blocks 1102-1105 represent articles in the magazine. Suppose that a request is made to PRINT the digital
work represented by root d-block 1101 wherein the strict rule is followed. The rights for the root d-block 1101 and child
d-blocks 1102-1105 are then examined. Root d-block 1101 and child d-blocks 1102 and 1105 have been granted PRINT
rights. Child d-block 1103 has not been granted PRINT rights and child d-block 1104 has PRINT rights conditioned on
payment of a usage fee.

Under the strict rule the PRINT right cannot be exercised because the child d-block does not have the PRINT right.
Under the lenient rule, the result would be different. The digital works represented by child d-blocks 1102 and 1105
could be printed and the digital work represented by d-block 1104 could be printed so long as the usage fee is paid.
Only the digital work represented by d-block 1103 could not be printed. This same result would be accomplished under
the strict rule if the requests were directed to each of the individual digital works.

The present invention supports various combinations of allowing and disallowing access. Moreover, as will be
described below, the usage rights grammar permits the owner of a digital work to specify if constraints may be imposed
on the work by a container part. The manner in which digital works may be sanctioned because of usage rights conflicts
would be implementation specific and would depend on the nature of the digital works.

REPOSITORIES

In the description of Figure 2, it was indicated that repositories come in various forms. All repositories provide a
core set of services for the transmission of digital works. The manner in which digital works are exchanged is the basis
for all transaction between repositories. The various repository types differ in the ultimate functions that they perform.
Repositories may be devices themselves, or they may be incorporated into other systems. An example is the rendering
repository 203 of Figure 2.

A repository will have associated with it a repository identifier. Typically, the repository identifier would be a unique
number assigned to the repository at the time of manufacture. Each repository will also be classified as being in a
particular security class. Certain communications and transactions may be conditioned on a repository being in a
particular security class. The various security classes are described in greater detail below.

As a prerequisite to operation, a repository will require possession of an identification certificate. Identification
certificates are encrypted to prevent forgery and are issued by a Master repository. A master repository plays the role
of an authorization agent to enable repositories to receive digital works. Identification certificates must be updated on
a periodic basis. Identification certificates are described in greater detail below with respect to the registration trans-
action.

A repository has both a hardware and functional embodiment. The functional embodiment is typically software
executing on the hardware embodiment. Alternatively, the functional embodiment may be embedded in the hardware
embodiment such as an Application Specific Integrated Circuit (ASIC) chip.

The hardware embodiment of a repository will be enclosed in a secure housing which if compromised, may cause
the repository to be disabled. The basic components of the hardware embodiment of a repository are described with
reference to Figure 12. Relerring to Figure 12, a repository is comprised of a processing means 1200, storage system
1207, clock 1205 and external interface 1206. The processing means 1200 is comprised of a processor element 1201
and processor memory 1202. The processing means 1201 provides controller, repository transaction and usage rights
transaction functions for the repository. Various functions in the operation of the repository such as decryption and/or
decompression of digital works and transaction messages are also performed by the processing means 1200. The
processor element 1201 may be a microprocessor or other suitable computing component. The processor memory
1202 would typically be further comprised of Read Only Memories (ROM) and Random Access Memories (RAM). Such
memories would contain the software instructions utilized by the processor element 1201 in performing the functions
of the repository.

Petitioner Apple Inc. - Exhibit 1006, p. 3004



10

15

20

25

30

35

40

50

55

EP 0715245 A1

The storage systern 1207 is further comprised of descriptor storage 1203 and content storage 1204. The description
tree storage 1203 will store the description tree for the digital work and the content storage will store the associated
content. The description tree storage 1203 and content storage 1204 need not be of the same type of storage medium,
nor are they necessarily on the same physical device. So for example, the descriptor storage 1203 may be stored on
a solid state storage (for rapid retrieval of the description tree information), while the content storage 1204 may be on
a high capacity storage such as an optical disk.

The clock 1205 is used to time-stamp various time based conditions for usage rights or for metering usage fees
which may be associated with the digital works. The clock 1205 will have an uninterruptable power supply, e.g. a
battery, in order to maintain the integrity of the time-stamps. The extemal interface means 1206 provides for the signal
connection to other repositories and to a credit server. The external interface means 1206 provides for the exchange
of signals via such standard interfaces such as RS-232 or Personal Computer Manufacturers Card Industry Association
(PCMCIA) standards, or FDD!. The extemal interface means 1206 may also provide network connectivity.

The functional embodiment of a repository is described with reference to Figure 13. Referring to Figure 13, the
functional embodiment is comprised of an operating system 1301, core repository services 1302, usage transaction
handlers 1303, repository specific functions, 1304 and a user interface 1305. The operating system 1301 is specific
to the repository and would typically depend on the type of processor being used. The operating system 1301 would
also provide the basic services for controlling and interfacing between the basic components of the repository.

The core repository services 1302 comprise a set of functions required by each and every repository. The core
repository services 1302 include the session initiation transactions which are defined in greater detail below. This set
of services also includes a generic ticket agent which is used to "punch® a digital ticket and a generic authorization
server for processing authorization specifications. Digital tickets and authorizations are specific mechanisms for con-
trolling the distribution and use of digital works and are described in more detail below. Note that coupled to the core
repository services are a plurality of identification certificates 1306. The identification certificates 1306 are required to
enable the use of the repository.

The usage transactions handlers 1303 comprise functionality for processing access requests to digital works and
for billing fees based on access. The usage transactions supported will be different for each repository type. For ex-
ample, it may not be necessary for some repositories to handle access requests for digital works.

The repository specific functionality 1304 comprises functionality that is unique to a repository. For example, the
master repository has special functionality for issuing digital certificates and maintaining encryption keys. The repository
specific functionality 1304 would include the user interface implementation for the repository.

Reposltory Securlty Classes

For some digital works the losses caused by any individual instance of unauthorized copying is insignificant and
the chief economic concern lies in assuring the convenience of access and low-overhead billing. In such cases, simple
and inexpensive handheld repositories and network-based workstations may be suitable repositories, even though the
measures and guarantees of security are modest.

At the other extreme, some digital works such as a digital copy of a first run movie or a bearer bond or stock
centificate would be of very high value so that it is prudent to employ caution and fairly elaborate security measures to
ensure that they are not copied or forged. A repository suitable for holding such a digital work could have elaborate
measures for ensuring physical integrity and for verifying authorization before use.

By arranging a universal protocol, all kinds of repositories can communicate with each other in principle. However,
creators of some works will want to specify that their works will oniy be transferred to repositories whose level of security
is high enough. For this reason, document repositories have a ranking system for classes and levels of security. The
security classes in the currently preferred embodiment are described in Table 2.

TABLE 2
REPOSITORY SECURITY LEVELS
Level Description of Security
0 Open system. Document transmission is unencrypted. No digital certificate is required for identification.

The security of the system depends mostly on user honesty, since only modest knowledge may be needed
to circumvent the security measures. The repository has no provisions for preventing unauthorized
programs from running and accessing or copyingfiles. The system does not prevent the use of removable
storage and does not encrypt stored files.

1 Minimal security. Like the previous class except that stored files are minimally encrypted, including ones

on removable storage.
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TABLE 2 (continued)

REPOSITORY SECURITY LEVELS

Leve! Description of Security

2 Basic security. Like the previous class except that special tools and knowledge are required to
compromise the programming, the contents of the repository, or the state of the clock. All digital
communications are encrypted. A digital certificate is provided as identification. Medium level encryption
is used. Repository identification number is unforgeable.

3 General security. Like the previous class plus the requirement of special tools are needed to compromise
the physical integrity of the repository and that modest encryption is used on all transmissions. Password
protection is required to use the local user interface. The digital clock system cannot be reset without
authorization. No works would be stored on removable storage. When executing works as programs, it
runs them in their own address space and does not give them direct access 1o any file storage or other
memory containing system code or works. They can access works only through the transmission
ransaction protocol.

4 Like the previous class except that high level encrypiion is used on all communications. Sensors are
used 1o record attempts at physical and electronic 1ampering. After such tampering, the repository will
not perform other transactions until it has reported such tampering 1o a designated server.

5 Like the previous class except that if the physical or digital attempts at tampering exceed some preset
thresholds that threaten the physical integrity of the repository or the integrity of digital and cryptographic
barriers, then the repository will save only documentdescription records of history but will erase or destroy
any digital identifiers that could be misused if released 1o an unscrupulous party. It also modifies any
certificates of authenticity to indicate that the physical system has been compromised. It also erases the
contents of designated documents.

6 Like the previous class except that the repository will attempt wireless communication 10 repont tampering
and will employ noisy alarms.

10 This would correspond to a very high level of security. This server would maintain constant
communications to remote security systems reporting transactions, sensor readings, and attempts to
circumvent security.

The characterization of security levels described in Table 2 is not intended to be fixed. More important is the idea
of having different security levels for different repositories. It is anticipated that new security classes and requirements
will evolve according to social situations and changes in technology.

Repository User interface

A user interface is broadly defined as the mechanism by which a user interacts with a repository in order to invoke
transactions 1o gain access to a digital work, or exercise usage rights. As described above, a repository may be em-
bodied in various forms. The user interface for a repository will differ depending on the particular embodiment. The
user interface may be a graphical user interface having icons representing the digital works and the various transactions
that may be performed. The user interface may be a generated dialog in which a user is prompted for information.

The user interface itself need not be part of the repository. As a repository may be embedded in some other device,
the user interface may merely be a part of the device in which the repository is embedded. For example, the repository
could be embedded in a *card" that is inserted into an available slot in a computer system. The user interface may be
a combination of a display, keyboard, cursor contro! device and software executing on the computer system.

Al a minimum, the user interface must pemit a user to input information such as access requests and alpha
numeric data and provide feedback as to transaction status. The user interface will then cause the repository 1o initiate
the suitable transactions to service the request. Other facets of a particular userinterface will depend on the functionality
that a repository will provide.

CREDIT SERVERS

In the present invention, fees may be associated with the exercise of a right. The requirement for payment of fees
is described with each version of a usage right in the usage rights language. The recording and reporting of such fees
is performed by the credit server. One of the capabilities enabled by associating fees with rights is the possibility of

Petitioner Apple Inc. - Exhibit 1006, p. 3006



10

15

20

25

30

40

50

55

EP 0715 245 A1

supporting a wide range of charging models. The simplest model, used by conventional software, is that there is a
single fee at the time of purchase, after which the purchaser obtains unlimited rights to use the work as often and for
as long as he or she wants. Alternative models, include metered use and variable fees. A single work can have difierent
fees for different uses. For example, viewing a photograph on a display could have different fees than making a hardcopy
or including it in a newly created work. A key to these alternative charging models is 1o have a low overhead means
of establishing fees and accounting for credit on these transactions.

A credit server is a computational system that reliably authorizes and records these transactions so that fees are
billed and paid. The credit server reports fees to a billing clearinghouse. The billing clearinghouse manages the financial
transactions as they occur. As a result, bills may be generated and accounts reconciled. Preferably, the credit server
would store the fee transactions and periodically communicate via a network with the billing clearinghouse for recon-
ciliation. In such an embodiment, communications with the billing clearinghouse would be encrypted for integrity and
security reasons. In another embodiment, the credit server acts as a "debit card® where transactions occur in “real-
time" against a user account.

A credit server is comprised of memory, a processing means, a clock, and interface means for coupling to a re-
pository and a financial institution (e.g. a modem). The credit server will also need to have security and authentication
functionality. These elements are essentially the same elements as those of a repository. Thus, a single device can
be both a repository and a credit server, provided that it has the appropriate processing elements for carrying out the
corresponding functions and protocols. Typically, however, a credit server would be a card-sized system in the pos-
session of the owner of the credit. The credit server is coupled to a repository and would interact via financial trans-
actions as described below. Interactions with a financial institution may occur via protocols established by the financial
institutions themselves.

in the currently preferred embodiment credit servers associated with both the server and the repository report the
financial transaction to the billing clearinghouse. For example, when a digital work is copied by one repository to another
for a fee, credit servers coupled to each of the repositories will report the transaction to the billing clearinghouse. This
is desirable in that it insures that a transaction will be accounted for in the event of some break in the communication
between a credit server and the billing clearinghouse. However, some implementations may embody only a single
credit server reporting the transaction to minimize transaction processing at the risk of losing some transactions.

USAGE RIGHTS LANGUAGE

The present invention uses statements in a high level "usage rights language" to define rights associated with
digital works and their parts. Usage rights statements are interpreted by repositories and are used to determine what
transactions can be successfully carried out for a digital work and also to determine parameters for those transactions.
For example, sentences in the language determine whether a given digital work can be copied, when and how it can
be used, and what fees (if any) are to be charged for that use. Once the usage rights statements are generated, they
are encoded in a suitable form for accessing during the processing of transactions.

Defining usage rights in terms of a language in combination with the hierarchical representation of a digital work
enables the support of a wide variety of distribution and fee schemes. An example is the ability to attach multiple
versions of a right to a work. So a creator may attach a PRINT right to make 5 copies for $10.00 and a PRINT right to
make unlimited copies for $100.00. A purchaser may then choose which option best fits his needs. Another example
is that rights and fees are additive. So in the case of a composite work, the rights and fees of each of the components
works is used in determining the rights and fees for the work as a whole.

The basic contents of a right are illustrated in Figure 14. Referring to Figure 14, a right 1450 has a transactional
component 1451 and a specifications component 1452. A right 1450 has a labe! (e.g. COPY or PRINT) which indicates
the use or distribution privileges that are embodied by the right. The transactional component 1451 corresponds to a
particular way in which a digital work may be used or distributed. The transactional component 1451 is typically em-
bodied in software instructions in a repository which impiement the use or distribution privileges for the right. The
specifications components 1452 are used to specify conditions which must be satisfied prior to the right being exercised
or to designate various transaction related parameters. In the currently preferred embodiment, these specifications
include copy count 1453, Fees and Incentives 1454, Time 1455, Access and Security 1456 and Control 1457. Each
of these specifications will be described in greater detail below with respect to the language grammar elements.

The usage rights language is based on the grammar described below. A grammar is a convenient means for
defining valid sequence of symbols for a language. In describing the grammar the notation [a | b | ¢} is used to indicate
distinct choices among altematives. In this example, a sentence can have sither an "a®, "b* or "¢”. It must include
exactly one of them. The braces { } are used to indicate optional items. Note that brackets, bars and braces are used
1o describe the language of usage rights sentences but do not appear in actual sentences in the language.

In contrast, parentheses are part of the usage rights language. Parentheses are used 1o group items together in
lists. The notation (x*) is used to indicate a variable length list, that is, a list containing one or more items of type x.
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The notation (x)* is used to indicate a variable number of lists containing x.

Keywords in the grammar are words followed by colons. Keywords are a common and very special case in the
language. They are often used to indicate a single value, typically an identifier. In many cases, the keyword and the
parameter are entirely optional. When a keyword is given, it often takes a single identifier as its value. In some cases,
the keyword takes a list of identifiers.

In the usage rights language, time is specified in an hours:minutes:seconds (or hh:mm:ss) representation. Time
zone indicators, e.g. PDT for Pacific Daylight Time, may also be specified. Dates are represented as year/ month/day
(or YYYY/MMM/DD). Note that these time and date representations may specify moments in time or units of time
Money units are specified in terms of doliars.

Finally, inthe usage rights language, various *things" will need to interact with each other. For example, an instance
of a usage right may specify a bank account, a digital ticket, etc.. Such things need to be identified and are specified
herein using the suffix *-1D.*

The Usage Rights Grammar is listed in its entirety in Figure 15 and is described below.

Grammar element 1501 *Digital Work Rights: = (Rights*)" define the digital work rights as a set of rights. The
set of rights attached to a digital work define how that digital work may be transferred, used, performed or played. A
set of rights will attach to the entire digital work and in the case of compound digital works, each of the components of
the digital work. The usage rights of components of a digital may be different.

Grammar element 1502 “Right : = (Right-Code {Copy-Count} {Control-Spec} {Time-Spec} {Access-Spec}
{Fee-Spec})" enumerates the content of a right. Each usage right must specify a right code. Each right may also
optionally specify conditions which must be satisfied before the right can be exercised. These conditions are copy
count, control, time, access and fee conditions. In the currently preferred embodiment, for the optional elements, the
following defaults apply: copy count equals 1, no time limit on the use of the right, no access tests or a security level
required to use the right and no fee is required. These conditions will each be described in greater detail below.

It is important to note that a digital work may have multiple versions of a right, each having the same right code.
The mutltiple version would provide altemative conditions and fees for accessing the digital work.

Grammar element 1503 "Right-Code : = Render-Code | Transport-Code | File-Management-Codel Derivative-
Works- Code Configuration-Code* distinguishes each of the specific rights into a particular right type (although each
right is identified by distinct right codes). In this way, the grammar provides a catalog of possible rights that can be
associated with parts of digital works. In the following, rights are divided into categories for convenience in describing
them.

Grammar element 1504 “Render-Code : = [Play: {Player: Player-ID} | Print: {Printer: Printer-ID}]" lists a cat-
egory of rights all involving the making of ephemeral, transitory, or non-digital copies of the digital work. After use the
copies are erased.

* Play A process of rendering or performing a digital work on some processor. This includes such things as playing
digital movies, playing digital music, playing a video game, running a computer program, or displaying a
document on a display.

* Print To render the work in a medium that is not further protected by usage rights, such as printing on paper.

Grammar element 1505 “Transport-Code : = [Copy | Transfer | Loan {Remaining-Rights: Next-Set-of-Rights}]
{(Next-Copy-Rights: Next-Set of Rights)}" lists a category of rights involving the making of persistent, usable copies
of the digital work on other repositories. The optional Next-Copy-Rights determine the rights on the work after it is
transported. If this is not specified, then the rights on the transported copy are the same as on the original. The optional
Remaining-Rights specify the rights that remain with a digital work when it is loaned out. If this is not specified, then
the default is that no rights can be exercised when it is loaned out.

» Copy Make a new copy of a work
* Transfer Moving a work from one repository to another.
e Loan Temporarily loaning a copy to another repository for a specified period of time.

Grammar element 1506 °File-Management-Code : = Backup {Back-Up-Copy-Rights: Next-Set -of Rights}i
Restore | Delete | Folder | Directory {Name:Hide-Local | Hide - Remote}{Parts:Hide-Local | Hide-Remote}" lists
a category of rights involving operations for file management, such as the making of backup copies to protect the copy
owner against catastrophic equipment failure.

Many software licenses and also copyright law give a copy owner the right to make backup copies to protect against
catastrophic failure of equipment. However, the making of uncontrolled backup copies is inherently at odds with the
ability to contro! usage, since an uncontrolled backup copy can be kept and then restored even after the authorized
copy was sold.

"
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The File management rights enable the making and restoring of backup copies in a way that respects usage rights,
honoring the requirements of both the copy owner and the rights grantor and revenue owner. Backup copies of work
descriptions (including usage rights and fee data) can be sent under appropriate protocol and usage rights control to
other document repositories of sufficiently high security. Further rights permit organization of digital works into folders
which themselves are treated as digital works and whose contents may be *hidden* from a party seeking to determine
the contents of a repository.

* Backup To make a backup copy of a digital work as protection against media failure.
* Restore To restore a backup copy of a digital work.

*Delete To delete or erase a copy of a digital work.

* Folder To create and name folders, and to move files and folders between folders.
¢ Directory To hide a folder or its contents.

Grammar element 1507 "Derivative-Works-Code: [Extract | Embed | Edit {Process: Process-ID}] {Next-Copy-
Rights : Next-Set-of Rights}® lists a category of rights involving the use of a digital work to create new works.

* Extract To remove a portion of a work, for the purposes of creating a new work.
* Embed To include a work in an existing work.
 Edit To alter a digital work by copying, selecting and modifying portions of an existing digital work.

Grammar element 1508 “Contiguration-Code : = Install | Uninstall lists a category of rights for installing and
uninstalling software on a repository (typically a rendering repository.) This would typically occur for the instalfation of
a new type of player within the rendering repository.

¢ nstall: To install new software on a repository.
» Uninstall: To remove existing software from a repository.

Grammar element 1509 “Next-Set-of-Rights : = {(Add : Set-Of-Rights)} {(Delete: Set-Of-Rights)} {(Replace:
Set-Of-Rights)} {(Keep: Set-Of-Rights)}" defines how rights are carried forward for a copy of a digital work. If the
Next-Copy-Rights is not specified, the rights for the next copy are the same as those of the current copy. Otherwise,
the set of rights for the next copy can be specified. Versions of rights after Add: are added to the current set of rights.
Rights after Delete: are delsted from the current set of rights. If only right codes are listed after Delete:, then all versions
of rights with those codes are deleted. Versions of rights after Replace: subsume all versions of rights of the same type
in the current set of rights.

If Remaining-Rights is not specified, then there are no rights for the original after all Loan copies are loaned out.
if Remaining-Rights is specified, then the Keep: token can be used to simplify the expression of what rights to keep
behind. A list of right codes following keep means that all of the versions of those listed rights are kept in the remaining
copy. This specification can be overridden by subsequent Delete: or Replace: specifications.

Copy Count Specification

For various transactions, it may be desirable to provide some limit as to the number of "copies® of the work which
may be exercised simultaneously for the right. For example, it may be desirable to limit the number of copies of a digital
work that may be loaned out at a time or viewed at a time.

Grammar element 1510 “Copy-Count : = (Copies: positive-integer | 0 | unlimited)* provides a condition which
defines the number of "copies” of a work subject to the right . A copy count can be 0, a fixed number, or unlimited. The
copy-count is associated with each right, as opposed to there being just a single copy-count for the digital work. The
Copy-Count for a right is decremented each time that a right is exercised. When the Copy-Count equals zero, the right
can no longer be exercised. If the Copy-Count is not specified, the default is one.

Control Specification

Rights and fees depend in general on rights granted by the creator as well as further restrictions imposed by later
distributors. Control specifications deal with interactions between the creators and their distributors governing the im-
position of further restrictions and fees. For example, a distributor of a digital work may not want an end consumer of
a digital work to add fees or otherwise profit by commercially exploiting the purchased digital work.

Grammar element 1511 "Control-Spec : = (Control: {Restrictable | Unrestrictable} {Unchargeable | Charge-

. able})” provides a condition to specify the effect of usage rights and fees of parents on the exercise of the right. A
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digital work is restrictable if higher level d-blocks can impose further restrictions (time specifications and access spec-
ifications) on the right. It is unrestrictable if no further restrictions can be imposed. The default setting is restrictable.
A right is unchargeable if no more fees can be imposed on the use of the right. It is chargeable if more fees can be
imposed. The default is chargeable.

Time Specification

It is often desirable to assign a start date or specify some duration as to when a right may be exercised. Grammar
element 1512 "Time-Spec : = ({Fixed-Interval | Sliding-Interval | Meter-Time} Until: Expiration-Date)* provides for
specification of time conditions on the exercise of a right. Rights may be-granted for a specified time. Different kinds
of time specifications are appropriate for different kinds of rights. Some rights may be exercised during a fixed and
predetermined duration. Some rights may be exercised for an interval that starts the first time that the right is invoked
by some transaction. Some rights may be exercised or are charged according to some kind of metered time, which
may be split into separate intervals. For example, a right to view a picture for an hour might be split into six ten minute
viewings or four fifteen minute viewings or twenty three minute viewings.

The terms "time® and "date® are used synonymously to refer to a moment in time. There are several kinds of time
specifications. Each specification represents some limitation on the times over which the usage right applies. The
Expiration-Date specifies the moment at which the usage right ends. For example, if the Expiration-Date is "Jan 1,
1995,* then the right ends at the first moment of 1995. If the Expiration-Date is specified as *forever*, then the rights
are interpreted as continuing without end. If only an expiration date is given, then the right can be exercised as often
as desired until the expiration date.

Grammar element 1513 “Fixed-Interval := From: Start-Time" is used to define a predetermined interval that runs
from the start time to the expiration date.

Grammar element 1514 "Sliding-Interval : = Interval: Use-Duration® is used to define an indeterminate (or
“open") start time. It sets limits on a continuous period of time over which the contents are accessible. The period starts
on the first access and ends after the duration has passed or the expiration date is reached, whichever comes first.
For example, if the right gives 10 hours of continuous access, the use-duration would begin when the first access was
made and end 10 hours later.

Grammar element 1515 "Meter-Time: = Time-Remaining: Remaining-Use" is used to define a “meter time," that
is, a measure of the time that the right is actually exercised. It differs from the Sliding-Interval specification in that the
time that the digital work is in use need not be continuous. For example, if the rights guarantee three days of access,
those days could be spread out over a month. With this specification, the rights can be exercised until the meter time
is exhausted or the expiration date is reached, whichever comes first.

Remaining-Use: = Time-Unit

Start-Time: = Time-Unit

Use-Duration: = Time-Unit

Ali of the time specifications include time-unit spacifications in their ultimate instantiation.

Security Class and Authorization Specification

The present invention provides for various security mechanisms to be introduced into a distribution or use scheme.
Grammar element 1516 "Access-Spec : = ({SC: Security-Class} {Authorization: Authorization-ID*} {Other-Au-
thorization: Authorization-1D*} {Ticket: Ticket-ID})" provides a means for restricting access and transmission. Ac-
cess specifications can specify a required security class for a repository to exercise a right or a required authorization
test that must be satisfied.

The keyword *SC:*" is used to specify @ minimumn security level for the repositories involved in the access. If *SC:
* is not specified, the lowest security leve! is acceptable. !

The optional “Authorization:* keyword is used to specify required authorizations on the same repository as the
work. The optional "Other-Authorization:® keyword is used to specify required authorizations on the other repository
in the transaction.

The optional *Ticket:" keyword specifies the identity of a ticket required for the transaction. A transaction involving
digital tickets must locate an appropriate digital ticket agent who can "punch” or otherwise validate the ticket before
the transaction can proceed. Tickets are described in greater detail below. )

In a transaction involving a repository and a document server, some usage rights may require that the repository
have a particular authorization, that the server have some authorization, or that both repositories have (possibly dif-
ferent) authorizations. Authorizations themselves are digital works (hereinafter referred to as an authorization object)
that can be moved between repositories in the same manner as other digital works. Their copying and transferring is
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subject to the same rights and fees as other digital works. A repository is said to have an authorization if that author-
ization object is contained within the repository.

In some cases, an authorization may be required from a source other than the document server and repository.
An authorization object referenced by an Authorization-ID can contain digital address information to be used to set up
a communications link between a repository and the authorization source. These are analogous to phone numbers.
For such access tests, the communication would need to be established and authorization obtained before the right
could be exercised.

For one-time usage rights, a variant on this scheme is to have a digital ticket. A ticket is presentedto a digital ticket
agent, whose type is specified on the ticket. In the simplest case, a certified generic ticket agent, available on all
repositories, is available to "punch* the ticket. In other cases, the ticket may contain addressing information for locating
a "special” ticket agent. Once a ticket has been punched, it cannot be used again for the same kind of transaction
(uniess it is unpunched or refreshed in the manner described below.) Punching includes marking the ticket with a
timestamp of the date and time it was used. Tickets are digital works and can be copied or transferred between repos-
itories according 1o their usage rights.

in the currently preferred embodiment, a "punched" ticket becomes "unpunched® or “refreshed" when it is copied
or extracted. The Copy and Extract operations save the date and time as a property of the digilal ticket. When a ticket
agent is given a ticket, it can simply check whether the digital copy was made after the last time that it was punched.
Of course, the digital ticket must have the copy or extract usage rights attached thereto.

The capability to unpunch a ticket is inportant in the following cases:

* Adigital work is circulated at low cost with a limitation that it can be used only once.

* Adigital work is circulated with a ticket that can be used once to give discounts on purchases of other works.

* Adigital work is circulated with aticket (included in the purchase price and possibly embedded in the work) that
can be used for a future upgrade.

In each of these cases, if a paid copy is made of the digital work (including the ticket) the new owner would expect
to get afresh (unpunched) ticket, whether the copy seller has used the work or not. In contrast, loaning a work or simply
transferring it to another repository should not revitalize the ticket.

Usage Fees and Incentives Specification

The billing for use of a digital work is fundamental to a commercial distribution system. Grammar Element 1517
‘Fee-Spec: = {Scheduled-Discount} Regular-Fee-Spec | Scheduled-Fee-Spec | Markup-Spec” provides a range
of options for billing for the use of digital works.

A key feature of this approach is the development of low-overhead billing for transactions in potentially small
amounts. Thus, it becomes feasible to collect fees of only a few cents each for thousands of transactions.

The grammar differentiates between uses where the charge is per use from those where it is metered by the time
unit. Transactions can support fees that the user pays for using a digital work as well as incentives paid by the right
grantor to users to induce them to use or distribute the digital work.

The optional scheduled discount refers to the rest of the fee specification--discounting it by a percentage over
time. If it is not specified, then there is no scheduled discount. Regular fee specifications are constant over time.
Scheduled fee specifications give a schedule of dates over which the fee specifications change. Markup specifications
are used in d-blocks for adding a percentage to the fees already being charged.

Grammar Element 1518 "Scheduled-Discount: = (Scheduled-Discount: (Time-Spec Percentage)*)* A Sched-
uled-Discount is a essentially a scheduled modifier of any other fee specification for this version of the right of the
digital work. (it does not refer to children or parent digital works or to other versions of rights.). It is a list of pairs of
times and percentages. The most recent time in the list that has not yet passed at the time of the transaction is the
one in effect. The percentage gives the discount percentage. For example, the number 10 refers to a 10% discount.

Grammar Element 1518 "Regular-Fee-Spec : =({Fee: | Incentive: } [Per-Use-Spec | Metered-Rate-Spec | Best-
Price-Spec | Call-For-Price-Spec ] {Min: Money-Unit Per: Time-Spec)(Max: Money-Unit Per: Time-Spec} To: Ac-
count-ID)" provides for several kinds of fee specifications.

Fees are paid by the copy-owner/user to the revenue-owner if Fee: is specified. Incentives are paid by the revenue-
owner to the user if Incentive: is specified. If the Min: specification is given, then there is a minimum fee to be charged
per time-spec unit for its use. If the Max: specification is given, then there is a maximum fee to be charged per time-
specfor its use. When Fee: is specified, Account-1D identifies the account to which the fee is to be paid. When Incentive:
is specified, Account-ID identifies the account from which the fee is to be paid.

Grammar element 1520 "Per-Use-Spec: = Per-Use: Money-unit" defines a simple fee to be paid every time the
right is exercised, regardless of how much time the transaction takes.
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Grammar element 1521 "Metered-Rate-Spec : = Metered: Money-Unit Per: Time-Spec® defines a metered-rate
fee paid according to how long the right is exercised. Thus, the time it takes to complete the transaction determines
the fee.

Grammar element 1522 "Best-Price-Spec := Best-Price: Money-unit Max: Money-unit’ is used to specily a
best-price that is determined when the account is settled. This specification is to accommodate special deals, rebates,
and pricing that depends on information that is not available to the repository. All fee specifications can be combined
with tickets or authorizations that could indicate that the consumer is a wholesaler or that he is a preferred customer,
or that the seller be authorized in some way. The amount of money in the Max: field is the maximum amount that the
use will cost. This is the amount that is tentatively debited from the credit server. However, when the transaction is
ultimately reconciled, any excess amount will be retumed to the consumer in a separate transaction.

Grammar element 1523 *Cali-For-Price-Spec:= Call-For-Price" is similar to a 'Best-Price-Spec® in that it is
intended to accommodate cases where prices are dynamic. A Call-For-Price Spec requires a communication with a
dealer to determine the price. This option cannot be exercised if the repository cannot communicate with a dealer at
the time that the right is exercised. It is based on a secure transaction whereby the dealer names a price to exercise
the right and passes along a deal certificate which is referenced or included in the billing process.

Grammar element 1524 “Scheduled-Fee-Spec: = (Schedule: (Time-Spec Regular-Fee-Spec)*)° is used to pro-
vide a schedule of dates over which the fee specifications change. The fee specification with the most recent date not
in the future is the one that is in effect. This is similar to but more general than the scheduled discount. It is more
general, because it provides a means to vary the fee agreement for each time period.

Grammar element 1525 "Markup-Spec: = Markup: percentage To: Account-ID® is provided for adding a per-
centage to the fees already being charged. For example, a 5% markup means that a fee of 5% of cumulative fee so
far will be allocated to the distributor. A markup specification can be applied to all of the other kinds of fee specifications.
It is typically used in a shell provided by a distributor. It refers to fees associated with d-blocks that are parts of the
current d-block. This might be a convenient specification for use in taxes, or in distributor overhead.

REPOSITORY TRANSACTIONS

When a user requests access to a digital work, the repository will initiate various transactions. The combination
of transactions invoked will depend on the specifications assigned for a usage right. There are three basic types of
transactions, Session Initiation Transactions, Financial Transactions and Usage Transactions. Generally, session ini-
tiation transactions are initiated first to establish a valid session. When a valid session is established, transactions
corresponding to the various usage rights are invoked. Finally, request specific transactions are performed.

Transactions occur between two repositories (one acting as a server), between a repository and a document play-
back platform (e.g. for executing or viewing), between a repository and a credit server or between a repository and an
authorization server. When transactions occur between more than one repository, it is assumed that there is a reliable
communication channel between the repositories. For example, this could be a TCP/IP channel or any other commer-
cially available channel that has built-in capabilities for detecting and correcting transmission errors. However, it is not
assumed that the communication channel is secure. Provisions for security and privacy are part of the requirements
for specifying and implementing repositories and thus form the need for various transactions.

Message Transmission

Transactions require that there be some communication between repositories. Communication between reposi-
tories occurs in units termed as messages. Because the communication line is assumed to be unsecure, all commu-
nications with repositories that are above the lowest security class are encrypted utilizing a public key encryption
technique. Public key encryption is a well known technique in the encryption arts. The term key refers to a numeric
code that is used with encryption and decryption algorithms. Keys come in pairs, where *writing keys* are used to
encrypt data and "checking keys" are used to decrypt data. Both writing and checking keys may be public or private.
Public keys are those that are distributed to others. Private keys are maintained in confidence.

Key management and security is instrumental in the success of a public key encryption system. In the currently
preferred embodiment, one or more master repositories maintain the keys and create the identification certificates
used by the repositories.

When a sending repository transmits a message to a receiving repository, the sending repository encrypts all of
its data using the public writing key of the receiving repository. The sending repository includes its name, the name of
the receiving repository, a session identifier such as a nonce (described below), and a message counter in each mes-
sage.

In this way, the communication can only be read (to a high probability) by the receiving repository, which holds the
private checking key for decryption. The auxiliary data is used to guard against various replay attacks to security. It
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messages ever arrive with the wrong counter or an old nonce, the repositories can assume that someone is interfering
with communication and the transaction terminated.

The respective public keys for the repositories to be used for encryption are obtained in the registration transaction
described below.

Session Initiation Transactlons

A usage transaction is carried out in a session between repositories. For usage transactions involving more than
one repository, or for financial transactions between a repository and a credit server, a registration transaction is per-
formed. A second transaction termed a login transaction, may also be needed to initiate the session. The goal of the
registration transaction is to establish a secure channel between two repositories who know each others identities. As
it is assumed that the communication channe! between the repositories is reliable but not secure, there is a risk that
a non-repository may mimic the protocol in order to gain illegitimate access to a repository.

The registration transaction between two repositories is described with respect to Figures 16 and 17. The steps
described are from the perspective of a repository-1" registering its identity witha *repository-2°. The registration must
be symmetrical so the same set of steps will be repeated for repository-2 registering its identity with repository-1.
Referring to Figure 16, repository-1 first generates an encrypted registration identifier, step 1601 and then generates
a registration message, step 1602. A registration message is comprised of an identifier of a master repository, the
identification certificate for the repository-1 and an encrypted random registration identifier. The identification certificate
is encrypted by the master repository in its private key and attests to the fact that the repository (here repository-1) is
a bona fide repository. The identification certificate also contains a public key for the repository, the repository security
level and a timestamp (indicating a time after which the certificate is no longer valid.) The registration identifier is a
number generated by the repository for this registration. The registration identifier is unique to the session and is
encrypted in repository-1's private key. The registration identifier is used to improve security of authentication by de-
tecting certain kinds of communications based attacks. Repository-1 then transmits the registration message to repos-
itory-2, step 1603.

Upon receiving the registration message, repository-2 determines if it has the needed public key for the master
repository, step 1604. If repository-2 does not have the needed public key to decrypt the identification certificate, the
registration transaction terminates in an error, step 1618. )

Assuming that repository-2 has the proper public key the identification certificate is decrypted, step 1605. Repos-
itory-2 saves the encrypted registration identifier, step 1606, and extracts the repository identifier, step 1607. The
extracted repository identifier is checked against a *hotlist® of compromised document repositories, step 1608. In the
currently preferred embodiment, each repository will contain "hotlists" of compromised repositories. |f the repository
is on the "hotlist’, the registration transaction terminates in an error per step 1618. Repositories can be removed from
the hotlist when their certificates expire, so that the list does not need to grow without bound. Also, by keeping a short
list of hotlist certificates that it has previously received, a repository can avoid the work of actually going through the
list. These lists would be encrypted by a master repository. A minor variation on the approach to improve efficiency
would have the repositories first exchange lists of names of hotlist certificates, ultimately exchanging only those lists
that they had not previously received. The “hotlists® are maintained and distributed by Master repositories.

Note that rather than terminating in error, the transaction could request that another registration message be sent
based on an identification certificate created by another master repository. This may be repeated until a satisfactory
identification certificate is found, or it is determined that trust cannot be established.

Assuming that the repository is not on the hotlist, the repository identification needs to be verified. In other words,
repository-2 needs to validate that the repository on the other end is really repository-1. This is termed performance
testing and is performed in order to avoid invalid access to the repository via a counterteit repository replaying a re-
cording of a prior session inttiation between repository-1 and repository-2. Performance testing is initiated by repository-
2 generating a performance message, step 1609. The performance message consists of a nonce, the names of the
respective repositories, the time and the registration identifier received from repository-1. A nonce is a generated
message based on some random and variable information (e.g. the time or the temperature.) The nonce is used to
check whether repository-1 can actually exhibit correct encrypting of a message using the private keys it claims to
have, onamessage that ithas never seen before. The performance message is encrypted using the public key specified
in the registration message of repository-1. The performance message is transmitted to repository-1, step 1610, where
it is decrypted by repository-1 using its private key, step 1611. Repository-1 then checks to make sure that the names
of the two repositories are correct, step 1612, that the time is accurate, step 1613 and that the registration identifier
corresponds to the one it sent, step 1614. If any of these tests fails, the transaction is terminated per step 1616.
Assuming that the tests are passed, repository-1 transmits the nonce to repository-2 in the clear, step 1615. Repository-
2then compares the received nonce tothe original nonce, step 1617. Ifthey are not identical, the registration transaction
terminates in an error per step 1618. If they are the same, the registration transaction has successfully completed.
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At this point, assuming that the transaction has not terminated, the repositories exchange messages containing
session keys to be used in all communications during the session and synchronize their clocks. Figure 17 illustrates
the session information exchange and clock synchronization steps (again from the perspective of repository-1.) Re-
ferring to Figure 17, repository-1 creates a session key pair, step 1701. A first key is kept private and is used by
repository-1 to encrypt messages. The second key is a public key used by repository-2 to decrypt messages. The
second key is encrypted using the public key of repository-2, step 1702 and is sent to repository-2, step 1703. Upon
receipt, repository-2 decrypts the second key, step 1704. The second key is used to decrypt messages in subsequent
communications. When each repository has completed this step, they are both convinced that the other repository is
bona fide and that they are communicating with the original. Each repository has given the other a key to be used in
decrypting further communications during the session. Since that key is itself transmitted in the public key of the re-
ceiving repository only it will be able to decrypt the key which is used to decrypt subsequent messages.

After the session information is exchanged, the repositories must synchronize their clocks. Clock synchronization
is used by the repositories to establish an agreed upon time base for the financial records of their mutual transactions.
Referring back to Figure 17, repository-2 initiates clock synchronization by generating a time stamp exchange message,
step 1705, and transmits it to repository-1, step 1708. Upon receipt, repository-1 generates its own time stamp mes-
sage, step 1707 and transmits it back to repository-2, step 1708. Repository-2 notes the current time, step 1709 and
stores the time receivedfrom repository-1, step 1710. The current time is compared to the time received from repository-
1, step 1711. The difference is then checked to see if it exceeds a predetermined tolerance (e.g. one minute), step
1712. If it does, repository-2 terminates the transaction as this may indicate tampering with the repository, step 1713.
If not repository-2 computes an adjusted time delta, step 1714. The adjusted time delta is the difference between the
clock time of repository-2 and the average of the times from repository-1 and repository-2.

To achieve greater accuracy, repository-2 can request the time again up to a fixed number of times (e.g. five times),
repeat the clock synchronization steps, and average the results.

A second session initiation transaction is a Login transaction. The Login transaction is usedto check the authenticity
of a user requesting a transaction. A Login transaction is particulary prudent for the authorization of financia! transac-
tions that will be charged to a credit server. The Login transaction involves an interaction between the user at a user
interface and the credit server associated with a repository. The information exchanged here is a login string supplied
by the repository/credit server to identify itself to the user, and a Personal Identification Number (PIN) provided by the
user to identify himself to the credit server. Inthe event that the user is accessing a credit server on a repository different
from the one on which the user interface resides, exchange of the information would be encrypted using the public and
private keys of the respective repositories.

Bllling Transactions

Billing Transactions are concerned with monetary transactions with a credit server. Billing Transactions are carried
out when all other conditions are satisfied and a usage fee is required for granting the request. For the most part, billing
transactions are well understood in the state of the art. These transactions are between a repository and a credit server,
or between a credit server and a billing clearinghouse. Briefly, the required transactions include the following:

* Registration and LOGIN transactions by which the repository and user establish their bona fides to a credit server.
These transactions would be entirely internal in cases where the repository and credit server are implemented as
a single system.

* Registration and LOGIN transactions, by which a credit server establishes its bona fides to a billing clearinghouse.

s An Assign-fee transaction to assign a charge. The information in this transaction would include a transaction iden-
tifier, the identities of the repositories in the transaction, and a list of charges from the parts of the digital work. If
there has been any unusual event in the transaction such as an interruption of communications, that information
is included as well.

* A Begin-charges transaction to assign a charge. This transaction is much the same as an assign-fee transaction
except that it is used for metered use. It includes the same information as the assign-fee transaction as well as
the usage fee information. The credit-server is then responsible for running a clock.

s An End-charges transaction to end a charge for metered use. (In a variation on this approach, the repositories
would exchange periodic charge information for each block of time.)

* A reportcharges transaction between a personal credit server and a billing clearinghouse. This transaction is
invoked at least once per billing period. It is used to pass along information about charges. On debit and credit
cards, this transaction would also be used to update balance information and credit limits as needed.

All billing transactions are given a transaction 1D and are reported to the credit severs by both the server and the
client. This reduces possible loss of billing information if one of the parties to a transaction loses a banking card and

17

Petitioner Apple Inc. - Exhibit 1006, p. 3014



10

20

25

30

35

40

45

50

55

EP 0 715 245 A1
provides a check against tampering with the system.
Usage Transactions

After the session initiation transactions have been completed, the usage request may then be processed. To sim-
plify the description of the steps carried out in processing a usage request, the term requester is used 1o refer 1o a
repository in the requester mode which is initiating a request, and the term server is used 10 refer to a repository in the
server mode and which contains the desired digital work. In many cases such as requests to print or view a work, the
requester and server may be the same device and the transactions described in the following would be entirely internal.
In such instances, cerlain transaction steps, such as the registration transaction, need not be performed.

There are some common steps that are part of the semantics of all of the usage rights transactions. These steps
are referred to as the common transaction steps. There are two sets -- the “opening" steps and the "closing” steps.
For simplicity, these are listed here rather than repeating them in the descriptions of all of the usage rights transactions.

Transactions can refer to a part of a digital work, a complete digital work, or a Digital work containing other digital
works. Although not described in detail herein, a transaction may even refer to a folder comprised of a plurality of digital
works. The term "work® is used to refer to what ever portion or set of digital works is being accessed.

Many of the steps here involve determining if certain conditions are satisfied. Recall that each usage right may
have one or more conditions which must be satisfied betore the right can be exercised. Digital works have parts and
parts have parts. Different parts can have different rights and fees. Thus, it is necessary to verify that the requirements
are met for ALL of the parts that are involved in a transaction For brevity, when reference is made to checking whether
the rights exist and conditions for exercising are satisfied, it is meant that all such checking takes place for each of the
relevant parts of the work.

Figure 18 illustrates the initial common opening and closing steps for a transaction. At this point it is assumed that
registration has occurred and that a "trusted” session is in place. General tests are tests on usage rights associated
with the folder containing the work or some containing folder higher in the file system hierarchy. These tests correspond
to requirements imposed on the work as a consequence of its being on the particular repository, as opposed to being
attached to the work itsell. Referring to Figure 18, prior to initiating a usage transaction, the requester performs any
general tests that are required before the right associated with the transaction can be exercised, step, 1801. For ex-
ample, install, uninstall and delete rights may be implemented to require that a requester have an authorization certif-
icate before the right can be exercised. Another example is the requirement that a digital ticket be present and punched
betore a digital work may be copied to a requester. If any of the general tests fail, the transaction is not initiated, step,
1802. Assuming that such required tests are passed, upon receiving the usage request, the server generates a trans-
action identifier that is used in records or reporis of the transaction, step 1803. The server then checks whether the
digital work has been granted the right corresponding to the requested transaction, step 1804. If the digital work has
not been granted the right corresponding to the request, the transaction terminates, step 1805. If the digital work has
been granted the requested right, the server then determines if the various conditions for exercising the right are
satisfied. Time based conditions are examined, step 1806. These conditions are checked by examining the time spec-
ification for the the version of the right. lf any of the conditions are not satisfied, the transaction terminates per step 1805.

Assuming that the time based conditions are satisfied, the server checks security and access conditions, step
1807. Such security and access conditions are satisfied if: 1) the requester is at the specified security class, ora higher
security class, 2) the server salisfies any specified authorization test and 3) the requester satisties any specified au-
thorization tests and has any required digital tickets. If any of the conditions are not satisfied, the transaction terminates
per step 1805. ’

Assuming that the security and access conditions are all satisfied, the server checks the copy count condition,
step 1808. If the copy count equals zero, then the transaction cannot be completed and the transaction terminates per
step 1805.

Assuming that the copy count does not equal zero, the server checks if the copies in use for the requested right
is greater than or equal to any copy count for the requested right (or relevant parts), step 1809. If the copies in use is
greater than or equal to the copy count, this indicates that usage rights for the version of the transaction have been
exhausted. Accordingly, the server terminates the transaction, step 1805. If the copy count is less than the copies in
use for the transaction the transaction can continue, and the copies in use would be incremented by the number of
digital works requested in the transaction, step 1810.

The server then checks if the digital work has a "Loan" access right, step 1811. The "Loan” access right is a specia!
case since remaining rights may be present even though all copies are loaned out. If the digital work has the "Loan"
access right, a check is made to see if all copies have been loaned out, step 1812. The number of copies that could
be loaned is the sum of the Copy-Counts for all of the versions of the loan right of the digital work. For a composite
work, the relevant figure is the minimal such sum of each of the components of the composite work. If all copies have
beenioaned out, the remaining rights are determined, step 1813. The remaining-rights is determined from the remaining
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rights specifications from the versions of the Loan right. If there is only one version of the Loan right, then the deter-
mination is simple. The remaining rights are the ones specified in that version of the Loan right, or none if Remaining-
Rights: is not specified. If there are multiple versions of the Loan right and all copies of all of the versions are loaned
out, then the remaining rights is taken as the minimum set (intersection) of remaining rights across all of the versions
of the loan right. The server then determines if the requested right is in the set of remaining rights, step 1814. If the
requested right is not in the set of remaining rights, the server terminates the transaction, step 1805.

If Loan is not a usage right for the digital work or if all copies have not been loaned out or the requested right is in
the set of remaining rights, fee conditions for the right are then checked, step 1815. This will initiate various financial
transactions between the repository and associated credit server. Further, any metering of usage of a digital work will
commence. If any financial transaction fails, the transaction terminates per step 1805.

It should be noted that the order in which the conditions are checked need not follow the order of steps 1806-1815.

At this point, right specific steps are now performed and are represented here as step 1816. The right specific
steps are described in greater detail below.

The common closing transaction steps are now performed. Each of the closing transaction steps are performed
by the server after a successful completion of a transaction. Referring back to Figure 18, the copies in use value for
the requested right is decremented by the number of copies involved in the transaction, step 1817. Next, if the right
had a metered usage fee specification, the server subtracts the elapsed time from the Remaining-Use-Time associated
with the right for every parn involved in the transaction, step 1818. Finally, if there are fee specifications associated
with the right, the server initiates End-Charge financial transaction to confirm billing, step 1819.

Transmission Protocol

An important area to consider is the transmission of the digital work from the server to the requester. The trans-
mission protocol described herein refers to events occurring after a valid session has been created. The transmission
protocol must handle the case of disruption in the communications between the repositories. It is assumed that inter-
ference such as injecting noise on the communication channel can be detected by the integrity checks (e.g., parity,
checksum, etc.) that are built into the transport protocol and are not discussed in detail herein.

The underlying goal inthe transmission protocol is to preclude certain failure modes, such as malicious or accidental
interference on the communications channel. Suppose, for example, that a user pulls a card with the credit server at
a specific time near the end of a transaction. There should not be a vulnerable time at which *pulling the card” causes
the repositories to fail to correctly account for the number of copies of the work that have been created. Restated, there
should be no time at which a party can break a connection as a means to avoid payment after using a digital work.

It atransaction is interrupted (and fails), both repositories restore the digital works and accounts to their state prior
to the failure, modulo records of the failure itseff.

Figure 19 is a state diagram showing steps in the process of transmitting information during a transaction. Each
box represents a state of a repository in either the server mode (above the central dotted line 1901 ) or in the requester
mode (below the dotted line 1801). Solid arrows stand for transitions between states. Dashed arrows stand for message
communications between the repositories. A dashed message arrow pointing to a solid transition arrow is interpreted
as meaning that the transition takes place when the message is received. Unlabeled transition arrows take place
unconditionally. Other labels on state transition arrows describe conditions that trigger the transition.

Referring now to Figure 18, the server is initially in a state 1802 where a new transaction is initiated via start
message 1803. This message includes transaction information including a transaction identifier and a count of the
blocks of data to be transferred. The requester, initially in a wait state 1304 then enters a data wait state 1805.

The server enters a data transmit state 1906 and transmits a block of data 1807 and then enters a wait for ac-
knowledgement state 1908. As the data is received, the requester enters a data receive siate 1809 and when the data
blocks are completely received it enters an acknowledgement state 1910 and transmits an Acknowledgement message
1911 to the server.

If there are more blocks to send, the server waits until receiving an Acknowledgement message from the requester.
When an Acknowledgement message is received it sends the next block to the requester and again waits for acknowi-
edgement. The requester also repeats the same cycle of states. 4

If the server detects a communications failure before sending the last block, it enters a cancellation state 1812
wherein the transaction is cancelled. Similarly, if the requester detects a communications failure before receiving the
last block it enters a cancellation state 1913.

Ifthere are no more blocks to send, the server commits to the transaction and waits for the final Acknowledgement
in state 1914, If there is a communications failure before the server receives the final Acknowledgement message, it
still commits to the transaction but includes a report about the event to its credit server in state 1815. This report serves
two purposes. It will help legitimize any claims by a user of having been billed for receiving digital works that were not
completely received. Also it helps to identify repositories and communications lines that have suspicious patterns of
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use and interruption. The server then enters its completion state 1916.

On the requester side, when there are no more blocks to receive, the requester commits to the transaction in state
1917. If the requester detects a communications failure at this state, it reports the failure to its credit server in state
1918, but still commits to the transaction. When it has committed, it sends an acknowledgement message to the server.
The server then enters its completion state 1919.

The key property is that both the server and the requester cancel a transaction if it is interrupted before all of the
data blocks are delivered, and commits to it if all of the data blocks have been delivered.

There is a possibility that the server will have sent all of the data blocks (and committed) but the requester will not
have received all of them and will cancel the transaction. In this case, both repositories will presumably detect a com-
munications failure and report it to their credit server. This case will probably be rare since it depends on very precise
timing of the communications failure. The only consequence will be that the user at the requester repository may want
to request a refund from the credit services -- and the case for that refund will be documented by reports by both
repositories.

To prevent loss of data, the server should not delete any transferred digital work until receiving the final acknowl-
edgement from the requester. But it also should not use the file. A well known way to deal with this situation is called
"two-phase commit* or 2PC.

Two-phase commit works as follows. The first phase works the same as the method described above. The server
sends all of the data to the requester. Both repositories mark the transaction (and appropriate files) as uncommitted.
The server sends a ready-to-commit message to the requester. The requester sends back an acknowledgement. The
server then commits and sends the requester a commit message. When the requester receives the commit message,
it commits the file.

If there is a communication failure or other crash, the requester must check back with the server to determine the
status of the transaction. The server has the last word on this. The requester may have received all of the data, but if
it did not get the final message, it has not committed. The server can go ahead and delete files (except for transaction
records) once it commits, since the files are known to have been fully transmitted before starting the 2PC cycle.

There are variations known in the art which can be used to achieve the same effect. For example, the server could
use an additional level of encryption when transmitting a work to a client. Only after the client sends a message ac-
knowledging receipt does it send the key. The client then agrees to pay for the digital work. The point of this variation
is that it provides a clear audit trail that the client received the work. For trusted systems, however, this variation adds
a level of encryption for no real gain in accountability.

The transaction for specific usage rights are now discussed.

The Copy Transaction

A Copy transaction is a request to make one or more independent copies of the work with the same or lesser
usage rights. Copy differs from the extraction right discussed later in that it refers to entire digital works or entire folders
containing digital works. A copy operation cannot be used to remove a portion of a digital work.

* The requester sends the server a message to initiate the Copy Transaction. This message indicates the work to
be copied, the version of the copy right to be used for the transaction, the destination address information (location
in & folder) for placing the work, the file data for the work (including its size), and the number of copies requested.

* The repositories perform the common opening transaction steps.

* The server transmits the requested contents and data to the client according to the transmission protocol. If a
Next-Set-Of-Rights has been provided in the version of the right, those rights are transmitted as the rights for the
work. Otherwise, the rights of the original are transmitted. In any event, the Copy-Count field for the copy of the
digital work being sent right is set to the number-of-copies requested.

*  The requester records the work contents, data, and usage rights and stores the work. It records the date and time
that the copy was made in the properties of the digital work.

* The repositories perform the common closing transaction steps.

The Transfer Transaction

A Transter transaction is a request 1o move copies of the work with the same or lesser usage rights to another
repository. In contrast with a copy transaction, this results in removing the work copies from the server.

+ The requester sends the server a message to initiate the Transfer Transaction. This message indicates the work

to be transferred, the version of the transfer right to be used in the transaction, the destination address information
for placing the work, the file data for the work, and the number of copies involved.
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The repositories perform the common opening transaction steps.

The server transmits the requested contents and data to the requester according to the transmission protocol. If
a Next-Set-Of-Rights has been provided, those rights are transmitied as the rights for the work. Otherwise, the
rights of the original are transmitted.

In either case, the Copy-Count field for the transmitted rights are set to the number-of-copies requested.

The requester records the work contents, data, and usage rights and stores the work.

The server decrements its copy count by the number of copies involved in the transaction.

The repositories perform the common closing transaction steps.

If the number of copies remaining in the server is now zero, it erases the digital work from its memory.

The Loan Transaction

A loan transaction is a mechanism for loaning copies of a digital work. The maximum duration of the loan is de-

termined by an internal parameter of the digital work. Works are automatically returned after a predetermined time
period.

The requester sends the server a message 1o initiate the Transfer Transaction. This message indicates the work
to be loaned, the version of the loan right 1o be used in the transaction, the destination address information for
placing the work, the number of copies involved, the file data for the work, and the period of the loan.

The server checks the validity of the requested loan period, and ends with an error if the period is not valid. Loans
for a loaned copy cannot extend beyond the period of the original loan to the server.

The repositories perform the common opening transaction steps.

The server transmits the requested contents and data to the requester. If a Next-Set-Of-Rights has been provided,
those rights are transmitted as the rights for the work. Otherwise, the rights of the original are transmitted, as
modified to reflect the loan period.

The requester records the digital work contents, data, usage rights, and loan period and stores the work.

The server updates the usage rights information in the digital work to reflect the number of copies loaned out.
The repositories perform the common closing transaction steps.

The server updates the usage rights data for the digital work. This may preclude use of the work until it is retumed
from the loan. The user on the requester platform can now use the transferred copies of the digital work. A user
accessing the original repository cannot use the digital work , unless there are copies remaining. What happens
next depends on the order of events in time.

Case 1. If the time of the loan period is not yet exhausted and the requester sends the repository a Return message.

* The return message includes the requester identification, and the transaction ID.

* The server decrements the copies-in-use field by the number of copies that were retumed. (If the number of
digital works returned is greater than the number actually borrowed, this is treated as an error.) This step may
now make the work available at the server for other users.

* The requester deactivates its copies and removes the contents from its memory.

Case 2. If the time of the loan period is exhausted and the requester has not yet sent a Return message.

* The server decrements the copies-in-use field by the number digital works that were borrowed.

* The requester automatically deactivates its copies of the digital work. It terminates all current uses and erases
the digital work copies from memory. One question is why a requester would'ever return a work earlier than
the period of the loan, since it would be retumed automatically anyway. One reason for early retum is that
there may be a metered fee which determines the cost of the loan. Retuming early may reduce that fee.

The Play Transaction

A play transaction is a request to use the contents of a work. Typically, to “play” a work is to send the digital work
through some kind of transducer, such as a speaker or a display device. The request implies the intention that the
contents will not be communicated digitally to any other system. For example, they will not be sent to a printer, recorded
on any digital medium, retained after the transaction or sent to another repository.

This term *play" is natural for examples like playing music, playing a movie, or playing a video game. The general
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form of play means that a "player" is used to use the digital work. However, the term play covers all media and kinds
of recordings. Thus one would *play” a digital work, meaning, to render it for reading, or play a computer program,
meaning to execute it. For a digital ticket the player would be a digital ticket agent.

* The requester sends the server a message 1o initiate the play transaction. This message indicates the work to be
played, the version of the play right to be used in the transaction, the identity of the player being used, and the file
data for the work.

* The server checks the validity of the player identification and the compatibility of the player identification with the
player specification in the right. It ends with an error if these are not satistactory.

* The repositories perform the common opening transaction steps.

* Theserver andrequester read and write the blocks of data as requested by the player according to the transmission
protocel. The requester plays the work contents, using the player.

*  When the player is finished, the player and the requester remove the contents from their memory.

* The repositories perform the common closing transaction steps.

The Print Transaction

A Print transaction is a request to obtain the contents of a work for the purpose of rendering them on a “printer."
We use the term "printer® to include the common case of writing with ink on paper. However, the key aspect of "printing"
in our use of the term is that it makes a copy of the digital work in a place outside of the protection of usage rights. As
with all rights, this may require particular authorization certificates.

Once a digital work is printed, the publisher and user are bound by whatever copyright laws are in effect. However,
printing moves the contents outside the control of repositories. For example, absent any other enforcement mecha-
nisms, once a digital work is printed on paper, it can be copied on ordinary photocopying machines without intervention
by a repository to collect usage fees. If the printer to a digital disk is permitted, then that digital copy is outside of the
control of usage rights. Both the creator and the user know this, aithough the creator does not necessarily give tacit
consent to such copying, which may violate copyright laws.

* The requester sends the server a message to initiate a Print transaction. This message indicates the work to be
played, the identity of the printer being used, the file data for the work, and the number of copies in the request.

* The server checks the validity of the printer identification and the compatibility of the printer identification with the
printer specification in the right. It ends with an error if these are not satisfactory.

* The repositories perform the common opening transaction steps.

* The server transmits blocks of data according to the transmission protocol.

*  The requester prints the work contents, using the printer.

¢ When the printer is finished, the printer and the requester remove the contents from their memory.

* The repositories perform the common closing transaction steps.

The Backup Transaction

A Backup transaction is a request to make a backup copy of a digital work, as a protection against media failure.
In the context of repositories, secure backup copies differ from other copies in three ways: (1) they are made under
the control of a Backup transaction rather than a Copy transaction, (2) they do not count as regular copies, and 3)
they are not usable as regular copies. Generally, backup copies are encrypted.

Although backup copies may be transferred or copied, depending on their assigned rights, the only way to make
them useful for playing, printing or embedding is to restore them.

The output of a Backup operation is both an encrypted data file that contains the contents and description of a
work, and a restoration file with an encryption key for restoring the encrypted contents. In many cases, the encrypted
data file would have rights for “printing” it to a disk outside of the protection system, relying just on its encryption for
security. Such files could be stored anywhere that was physically safe and convenient. The restoration file would be
held in the repository. This file is necessary for the restoration of a backup copy. It may have rights for transfer between
repositories.

* The requester sends the server a message to initiate a backup transaction. This message indicates the work to
be backed up, the version of the backup right to be used in the transaction, the destination address information
for placing the backup copy, the file data for the work.

* The repositories perform the common opening transaction steps.

* The server transmits the requested contents and data to the requester. If a Next-Set-Of-Rights has been provided,

Petitioner Apple Inc. - Exhibit 1006, p. 3019



20

25

30

40

EP 0715 245 A1

those rights are transmitted as the rights for the work. Otherwise, a set of default rights for backup files of the
original are transmitted by the server.

= The requester records the work contents, data, and usage rights. It then creates a one-time key and encrypts the
contents file. It saves the key information in a restoration file.

* The repositories perform the common closing transaction steps.

In some cases, it is convenient to be able to archive the large, encrypted contents file to secure offline storage,
such as a magneto-optical storage system or magnetic tape. This creation of a non-repository archive file is as secure
as the encryption process. Such non-repository archive storage is considered a form of "printing” and is controlled by
a print right with a specified "archive-printer.® An archive-printer device is programmed to save the encrypted contents
file (but not the description file) offline in such a way that it can be retrieved.

The Restore Transaction

A Restore transaction is a request to convert an encrypted backup copy of a digital work into a usable copy. A
restore operation is intended to be used to compensate for catastrophic media failure. Like all usage rights, restoration
rights can include fees and access tests including authorization checks.

» The requester sends the server a message to initiate a Restore transaction. This message indicates the work to
be restored, the version of the restore right for the transaction, the destination address information for placing the
work, and the file data for the work.

* The server verifies that the contents file is available (i.e. a digital work corresponding to the request has been
backed-up.) If it is not, it ends the transaction with an error.

* The repositories perform the common opening transaction steps.

* The server retrieves the key from the restoration file. It decrypts the work contents, data, and usage rights.

» The server transmits the requested contents and data to the requester according to the transmission protocol. If
a Next-Set-Of-Rights has been provided, those rights are transmitted as the rights for the work. Otherwise, a set
of default rights for backup files of the origina! are transmitted by the server.

s The requester stores the digital work.

¢ The repositories perform the common closing transaction steps.

The Delete Transaction

A Delete transaction deletes a digital work or a number of copies of a digital work from a repository. Practically all
digital works would have delete rights.

* The requester sends the server a message to initiate a delete transaction. This message indicates the work 1o be
deleted, the version of the delete right for the transaction.

s The repositories perform the common opening transaction steps.

* The server deletes the file, erasing it from the file system.

* The repositories perform the common closing transaction steps.

The Directory Transaction

A Directory transaction is a request for information about folders, digital works, and their parts. This amounts to
roughly the same idea as protection codes in a conventional file system like TENEX, except that i is generalized to
the full power of the access specifications of the usage rights language.

The Directory transaction has the important role of passing along descriptions of the rights and fees associated
with a digital work. When a user wants to exercise a right, the user interface of his repository implicitly makes a directory
request to determine the versions of the right that are available. Typically these are presented to the user -- such as
with different choices of billing for exercising a right. Thus, many directory transactions are invisible to the user and
are exercised as part of the normal process of exercising all rights.

* The requester sends the server a message 1o initiate a Directory transaction. This message indicates the file or
folder that is the root of the directory request and the version of the directory right used for the transaction.

* The server verifies that the information is accessible to the requester. In particular, it does not retum the names
of any files that have a HIDE-NAME status in their directory specifications, and it does not retum the parts of any
folders or files that have HIDE-PARTS in their specification. If the information is not accessible, the server ends
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the transaction with an error.
= The repositories perform the common opening transaction steps.
* The server sends the requested data to the requester according to the transmission protocol.
» The requester records the data.
» The repositories perform the common closing transaction steps.

The Folder Transaction

A Folder transaction is a request to create or rename a folder, or to move a work between folders. Together with
Directory rights, Folder rights control the degree to which organization of a repository can be accessed or modified
from another repository.

* The requester sends the server a message to initiate a Folder transaction. This message indicates the folder that
is the root of the folder request, the version of the folder right for the transaction, an operation, and data. The
operation can be one of create, rename, and move file. The data are the specffications required for the operation,
such as a specification of a folder or digital work and a name.

¢ The repositories perform the common opening transaction steps.

* The server performs the requested operation -- creating a folder, renaming a folder, or moving a work between
folders.

* The repositories perform the common closing transaction steps.

The Extract Transaction

A extract transaction is a request to copy a part of a digital work and to create a new work containing it. The
extraction operation differs from copying in that it can be used to separate a part of a digital work from d-blocks or
shelis that place additional restrictions or fees on it. The extraction operation differs from the edit operation in that it
does not change the contents of a work, only its embedding in d-blocks. Extraction creates a new digital work.

* The requester sends the server a message to initiate an Extract transaction. This message indicates the part of
the work to be extracted, the version of the extract right to be used in the transaction, the destination address
information for placing the part as a new work, the file data for the work, and the number of copies involved.

* The repositories perform the common opening transaction steps.

* The server transmits the requested contents and data to the requester according to the transmission protocol. If
a Next-Set-Of-Rights has been provided, those rights are transmitted as the rights for the new work. Otherwise,
the rights of the original are transmitted. The Copy-Count field for this right is set to the number-of-copies requested.

» The requester records the contents, data, and usage rights and stores the work. It records the date and time that
new work was made in the properties of the work.

* The repositories perform the common closing transaction steps.

The Embed Transaction

An embed transaction is a request to make a digital work become a part of another digital work or to add a shell
d-block to enable the adding of fees by a distributor of the work.

* The requester sends the server a message to initiate an Embed transaction. This message indicates the work to
be embedded, the version of the embed right to be used in the transaction, the destination address information
for placing the part as a a work, the file data for the work, and the number of copies involved.

¢ The server checks the control specifications for all of the rights in the part and the destination. If they are incom-
patible, the server ends the transaction with an error.

* The repositories perform the common opening transaction steps.

* The server transmits the requested contents and data to the requester according to the transmission protocol. If
a Next-Set-Of-Rights has been provided, those rights are transmitted as the rights for the new work. Otherwise,
the rights of the original are transmitted. The Copy-Count field for this right is set to the number-of-copies requested.

* The requester records the contents, data, and usage rights and embeds the work in the destination file.

* The repositories perform the common closing transaction steps.
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The Edit Transaction

An Edit transaction is a request to make a new digital work by copying, selecting and modifying portions of an
existing digital work. This operation can actually change the contents of a digital work. The kinds of changes that are
permitted depend on the process being used. Like the extraction operation, edit operates on portions of a digital work.
In contrast with the extract operation, edit does not affect the rights or location of the work. It only changes the contents.
The kinds of changes permitted are determined by the type specification of the processor specified in the rights. In the
currently preferred embodiment, an edit transaction changes the work itself and does not make a new work. However,
it would be a reasonable variation to cause a new copy of the work to be made.

* The requester sends the server a message to initiate an Edit transaction. This message indicates the work to be
edited, the version of the edit right to be used in the transaction, the file data for the work (including its size), the
process-ID for the process, and the number of copies involved.

* The server checks the compatibility of the process-ID to be used by the requester against any process-ID speci-
fication in the right. If they are incompatible, it ends the transaction with an error.

* The repositories perform the common opening transaction steps.

* The requester uses the process to change the contents of the digital work as desired. (For example, it can select
and duplicate parts of it; combine it with other information; or compute functions based on the information. This
can amount to editing text, music, or pictures or taking whatever other steps are useful in creating a derivative work.)

* The reposilories perform the common closing transaction steps.

The edit transaction is used to cover a wide range of kinds of works. The category describes a process that takes
as its input any portion of a digital work and then modifies the input in some way. For example, for text, a process for
editing the text would require edit rights. A process for "summarizing" or counting words in the text would also be
considered editing. For a music file, processing could involve changing the pitch or tempo, or adding reverberations,
or any other audio effect. For digital video works, anything which alters the image would require edit rights. Examples
would be colorizing, scaling, extracting still photos, selecting and combining frames into story boards, sharpening with
signal processing, and so on.

Some creators may want to protect the authenticity of their works by limiting the kinds of processes that can be
performed onthem. If there are ne edit rights, then no processing is allowed at all. A processoer identifier can be included
to specify what kind of process is allowed. |f no process identifier is specified, then arbitrary processors can be used.
For an example of a specific process, a photographer may want to allow use of his photograph but may not want it to
be colorized. A musician may want to allow extraction of portions of his work but not changing of the tonality.

Authorization Transactions

There are many ways that authorization transactions can be defined. In the following, our preferred way is to simply
define them in terms of other transactions that we already need for repositories. Thus, it is convenient sometimes to
speak of "autherization transactions,” but they are actually made up of other transactions that repositories already have.

A usage right can specify an authorization-ID, which identifies an authorization object (a digital work in a file of a
standard format) that the repository must have and which it must process. The authorization is given to the generic
authorization (or ticket) server of the repository which begins to interpret the authorization.

As described earlier, the authorization contains a server identifier, which may just be the generic authorization
server or it may be another server. When a remote authorization server is required, it must contain a digital address.
It may also contain a digital certificate.

If a remote authorization server is required, then the authorization process first performs the following steps:

* The generic authorization server attempts to set up the communications channel. (lf the channel cannot be set
up, then authorization fails with an error.)

*  When the channel is set up, it performs a registration process with the remote repositery. (If registration fails, then
the authorization fails with an error.)

*  When registration is complete, the generic authorization server invokes a "Play” transaction with the remote re-
pository, supplying the authorization document as the digital work to be played, and the remote authorization server
(a program) as the "player.” (If the player cannot be found or has some other error, then the authorization fails with
an error.)

« The authorization server then “plays® the authorization. This involves decrypting it using either the public key of
the master repository that issued the certificate or the session key from the repository that transmitted it. The
authorization server then performs various tests. These tests vary according to the authorization server. They
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include such steps as checking issue and validity dates of the authorization and checking any hot-lists of known
invalid authorizations. The authorization server may require carrying out any other transactions on the repository
as well, such as checking directories, getting some person o supply a password, or playing some other digital
work. It may also invoke some special process for checking information about locations or recent events. The
*script® for such steps is contained within the authorization server.

« Ifallof the required steps are completed satisfactorily, the authorization server completes the transaction normally,
signaling that authonzation is granted.

The Install Transaction

An Install transaction is a request to install a digital work as runnable software on a repository. In a typical case,
the requester repository is a rendering repository and the software would be a new kind or new version of a player.
Also in a typical case, the software would be copied to file system of the requester repository before it is installed.

* The requester sends the server an Install message. This message indicates the work to be installed, the version
of the Install right being invoked, and the file data for the work {including its size).

* The repositories perform the common opening transaction steps.

* The requester extracts a copy of the digital certificate for the software. If the certificate cannot be found or the
master repository for the certificate is not known 1o the requester, the transaction ends with an error.

= The requester decrypts the digital certificate using the public key of the master repository, recording the identity
of the supplier and creator, a key for decrypting the software, the compatibility information, and a tamper-checking
code. (This step certifies the software.)

* The requester decrypts the software using the key from the certificate and computes a check code on it using a
1-way hash function. If the check-code does not match the tamper-checking code from the certificate, the instal-
lation transaction ends with an error. (This step assures that the contents of the software, including the various
scripts, have not been tampered with.)

* The requester retrieves the instructions in the compatibility-checking script and foliows them. If the software is not
compatible with the repository, the installation transaction ends with an error. (This step checks platform compat-
ibility.)

* The requester retrieves the instructions in the installation script and follows them. If there is an error in this process
(such as insufficient resources), then the transaction ends with an error. Note that the installation process puts the
runnable software in a place in the repository where it is no longer accessible as a work for exercising any usage
rights other than the execution of the software as part of repository operations in carrying out other transactions.

* The repositories perform the common closing transaction steps.

The Uninstall Transaction

An Uninstall transaction is a request to remove software from a repository. Since uncontrolled or incorrect removal
of software from a repository could compromise its behaviora! integrity, this step is controlled.

* The requester sends the server an Uninstall message. This message indicates the work 1o be uninstalied, the
version of the Uninstall right being invoked, and the file data for the work (including its size).

* The repositories perform the common opening transaction steps.

* The requester extracts a copy of the digital certificate for the software. If the certificate cannot be found or the
master repository for the cerlificate is not known to the requester, the transaction ends with an error.

* The requester checks whether the software is installed. If the software is not installed, the transaction ends with
an error.

* The requester decrypts the digital certificate using the public key of the master repository, recording the identity
of the supplier and creator, a key for decrypting the software, the compatibility information, and a tamper-checking
code. (This step authenticates the certification of the software, including the script for uninstaliing it.)

» The requester decrypts the software using the key from the certificate and computes a check code on it using a
1-way hash function. if the check-code does not match the tamper-checking code from the certificate, the instal-
lation transaction ends with an error. (This step assures that the contents of the software, including the various
scripts, have not been tampered with.)

» The requester retrieves the instructions in the uninstallation script and follows them. If there is an error in this
process (such as insufficient resources), then the transaction ends with an error.

* The repositories perform the common closing transaction steps.
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Claims
1. Asystem for secure distribution and contral of digital works between repositories comprising:

means for creating usage rights, each instance of a usage right representing a specific instance of how a
digital work may be used or distributed;

means for attaching a created set of usage rights to a digital work;

a communications medium for coupling repositories to enable exchange of repository transaction messages;
a plurality of general repositories for storing and securely exchanging digital works with attached usage rights,
each of said general repositories comprising:

a storage means for storing digital works and their attached usage rights;

an identification certificate for indicating that the associated general repository is secure;

an external interface for removably coupling to said communications medium;

a session initiation transaction processing means for establishing a secure and trusted session with another
repository, said session initiation transaction processing means using said identification certificate;

a usage transaction processing means having a requester mode of operation for generating usage repository
transaction messages to request access to digital works stored in another general repository, said usage
repository transaction message specifying a usage right, said usage transaction processing means further
having a server mode of operation for determining if a request for access to a digital work stored in said storage
means may be granted, said request being granted only if the usage right specified in said request is attached
to said digital work; and

an input means coupled to said usage transaction processing means for enabling user created signals to
cause generation of a usage repository transaction message to request access to digital works.

2. The system as recited in Claim 1 further comprising a rendering system, said rendering system comprising:

a rendering repository for securely accessing digital works from a general repository, said rendering repository
comprising;

a storage means for storing digital works and their attached usage rights;

an identification certificate, said identification certificate for indicating that the rendering repository is secure;
an external interface for removably coupling to said communications medium;

a session initiation transaction processing means for establishing a secure and trusted session with a general
repository, said session initiation transaction processing means using said identification certificate;

a usage transaction processing means for generating usage repository transaction messages to request ac-
cess to digital works stored in a general repository, said usage repository transaction message specifying a
usage right;

an input means coupled to said usage transaction processing means for enabling user created signals to
cause generation of usage repository transaction messages to request access to digital works;

a rendering device for rendering digital works.

3. The system as recited in Claim 1 wherein said means for creating usage rights is further for the specification of
different sets of usage rights to be attached to digital works when a corresponding usage right is exercised.

4. The systemas recited in Claim 1 wherein said usage rights grammar further defines means for specifying conditions
which must be satisfied before a usage right may be exercised and said usage transaction processing means in
said server mode is further comprised of means for determining if specified conditions for a usage right are satisfied
before access is granted.

5. The system as recited in Claim 1 wherein a first usage right enables copying of a digital work and specification of
a revenue owner who is paid a fee whenever a copy of said digital work is made.

6. A method for controlling distribution and use of digital works comprising the steps of:
a) attaching a set of usage rights to a digital work, each of said usage rights defining a specific instance of
how a digital work may be used or distributed, said usage right specifying one or more conditions which must
be satisfied in order for said usage right to be exercised and a next set of usage rights to be attached to a

distribuled digital work;
b) storing said digital work and its attached usage rights in a first repository;
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c) a second repository initiating a request to access said digital work in said first repository, said request
identifying a usage right representing how said second repository desires to use said digital work;
d) said first repository receiving said request from said second repository;
e) said first repository determining if the identified usage right is attached to said digital work;

5 f) said first repository denying access 1o said digital work if said identified usage right is not attached to said
digital work;
g) if said identified usage right is attached to said digital work, said first repository determining if conditions
specified by said usage right are satisfied;
h) if said conditions are not satisfied, said first repository denying access to said digital work;

10 i) if said conditions are salisfied, said firs1 repository attaching a next set of usage rights 1o said digital work,
said next set of usage rights specifying how said second repository may use and distribute said digital work; and
J) said first repository transmitting said digital work and said attached next set of usage rights to said second
repository. i

5 7. The method as recited in Claim 6 wherein said step of a second repository initiating a request 1o access said digital
work in said first repository is further comprised of the steps of:

c1) said second repository initialing establishment of a trusted session with said first repository;

c2) said first repository performing a set of registration transaction steps with said second repository, successful
20 completion of said set of registration transaction steps indicating that said first repository is a trusted repository;

c3) said second repository performing said set of registration transaction steps with said first repository, suc-

cessiul completion of said set of registration transaction steps indicating that said second repository is atrusted

repository;

c4) if said first repository and said second repository each successiully complete said set of registration steps,
25 said first and second repository exchanging session encryption and decryption keys for secure transmission

of subsequent communications between said first and second repository; and

c5) if said first repository or said second repository cannot successfully complete said set of registration trans-

action steps, terminating said session.

30 8. A system for controlling distribution and use of digital works comprising:

means for attaching usage rights to said digital work, said usage rights indicating how a recipient may use
and and subsequently distribute said digital work;
a communications medium for coupling repositories to enable distribution of digital works;
35 a plurality of repositories for managing exchange of digital works based on usage rights attached to said digital
works, each of said plurality of repositories comprising:
a storage means for storing digital works and their attached usage rights;
a processor operating responsive to coded instructions;
a memory means coupled to said processor for storing coded instruction to enable said processor to operate
40 in a first server mode for processing access requests to digital works and for attaching usage rights to digital
works when transmitied to another of said plurality of repositories, a second requester mode for initiating
requests to access digital works, and a session initiation mode for establishing a trusted session with another
of said plurality of repositories over said communications medium;
a clock;
45 a repository interface for coupling to said communications medium.

9. The system as recited in Claim 8 further comprising a plurality of rendering systems for rendering of digital works,
each of said rendering systems comprising:

50 a repository for secure receipt of a digital work; and
a rendering device having means for converting digital works to signals suitable for rendering of said digtal
works.
10. A method for secure access of digital works stored on a server repository, said digital works having associated
55 therewith one or more usage rights for specifying how said digital work may be used or distributed, said method
comprising the steps of:

a) a requesting repository performing a first registration transaction with a server repository, said first regis-
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tration transaction for establishing to said server repository that said requesting repository is trustworthy;

b) concurrently with step a), said server repository responding with a second registration transaction, said
second registration transaction for establishing to said requesting repository that said server repository is
trustworthy;

c) if either said first registration transaction or said second registration transaction fails, said server repository
denying access to said digital work;

d) if said first registration transaction and said second registration transaction are successful, said requesting
repository initiating a usage transaction with respect to a digital work stored in said server repository, said
usage transaction indicating a request to access a digital work and specifying a particular usage right;

e) determining if said usage transaction may be completed by comparing said particular usage right specified
in said usage transaction and usage rights associated with said digital work;

f) if said particular usage right is not one of said usage rights associated with said digital work, denying access
to said digital work; and

g) if said particular usage right is one of said usage rights associated with said digital work, granting access
to said digital work and performing usage transaction steps associated with said particular usage right.
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1501 ~Digital Work Rights: = (Rights*)
1502~Right : = (Right-Code {Copy-Count} {Control-Spec) {Time-Spec }
{Access-Spec} {Fee-Spec})
1503~ Right-Code : = Render-Code | Transport-Code | File-Management-
Code| Derivative-Works- Code | Configuration-Code
1504 ~Render-Code : = [ Play : {Player: Player-ID} | Print: {Printer: Printer-ID})
1505 ~Transport-Code : = [Copy | Transfer | Loan {Remaining-Rights:
Next-Set-of-Rights}){(Next-Copy-Rights: Next-Set-of-Rights)}
1506~ File-Management-Code := Backup {Back-Up-Copy-Rights:
Next-Set-of-Rights} | Restore | Delete | Folder
| Directory {Name: Hide-Local | Hide-Remote}
{Parts: Hide-Local | Hide-Remote}
1507 ~Derivative-Works-Code :=  [Extract | Embed | Edit{Process:
Process-ID}] {Next-Copy-Rights :
Next-Set-of Rights}
1508 ~Configuration-Code : = Install | Uninstall
1509 ~Next-Set-of-Rights : = {(Add: Set-Of-Rights)} {(Delete:
Set-Of-Rights)} {(Replace: Set-Of-Rights )}{(Keep: Set-Of-Rights )}
1510~—Copy-Count : = (Copies:positive-integer | 0 | Unlimited)
1511 ~Control-Spec : = (Control: {Restrictable | Unrestrictable)
{Unchargeable | Chargeable})
1512 ~—Time-Spec : = ({Fixed-Interval | Sliding-Interval | Meter-Time}
Until: Expiration-Date)
1513~ Fixed-Interval:= From: Start-Time
1514~Sliding-Interval : = Interval: Use-Duration
1515~Meter-Time: = Time-Remaining: Remaining-Use
1516 ~— Access-Spec : = ({SC: Security-Class} {Authorization: Authorization-ID*}
{Other-Authorization: Authorization-ID*} {Ticket: Ticket-ID})
1517 ~Fee-Spec: = {Scheduled-Discount) Regular-Fee-Spec | Scheduled-Fee-Spec |
Markup-Spec
1518 ~—Scheduled-Discount: = Scheduled- Discount: (Scheduled-Discount:
(Time-Spec Percentage)®)
1519~Regular-Fee-Spec : = ({Fee: | Incentive: } [Per-Use-Spec | Metered-Rate-
Spec | Best-Price-Spec | Call-For-Price-Spec]
{Min: Money-Unit Per: Time-Spec}{Max:
Money-Unit Per: Time-Spec) To: Account-ID)
1520 ~Per-Use-Spec: = Per-Use: Money-unit
1521 ~Metered-Rate-Spec : = Metered: Money-Unit Per: Time-Spec
1522 ~ Best-Price-Spec : = Best-Price: Money-unit Max: Money-unit
1523 ~Call-For-Price-Spec := Call-For -Price
1524~ Scheduled-Fee-Spec: = (Schedule: (Time-Spec Regular-Fee-Spec)* )
1525~—Markup-Spee: = Markup: percentage To: Account-ID

Fig.15

38

Petitioner Apple Inc. - Exhibit 1006, p. 3035



EP 0715 245 A1

REPOSITORY-1

1601
e

Generate Registration
Identifier

¢ s 1602

Generate Registration
Message

¢ [—-1603

Transmit Registration

Message

1611
o

Message

Repository
Names 0.K.?

Time Accurate?

Registration
Identifier Same
As One Sent?

Decrypt Performance ¢ ‘

REPOSITORY-2

Have
Public Check
Key?

Yes

1605
/_

Decrypt Registration
Message

¢ /-1606

Save Encrypted
Repository-1
Registration Identifier

+ /-1607

Extract Repository-1
Identifier

v

Repository-1
on Hotlist?

No
1609
/—'

Generate Performance
Message

¢ /—1610

Transmit Performance

Message

1615
/_

Transmit Nonce

616
!
> Repository- 1
Terminate Transaction

Fig.16

16718
/—

Repository- 2
Terminate Transaction [€

Petitioner Apple Inc. - Exhibit 1006, p. 3036



EP 0715 245 At

REPOSITORY-1 REPOSITORY-2
o~ 1701 S~ 1704
Create a Session Key Pair Decrypt Second Key
v 1702 v 1705

Encrypt Second Key Using
PubLyc Key of Repository-2

Generate Timestamp
Exchange Message

¢ 1703 ¢ 1706

Transmit Encrypted Second
Key To Repository-2

Transmit Timestamp

Exchange Message

To Repository-1

L~ 1707
Generate Timestamp ¢
Message
= 1709
Transmit Timestamp .
Message To Repository-2 Note Current Time
¢ 1710
Save Time from Repository-1
v 1711
Compare Current Time With
Time From Repository-1

l—_ Terminate Transaction
// 1714
‘Compute Adjusted
@ ¢ Time Delta R

Y

1712
No

Time
Difference Exceed
Tolerance?

Yes

/-1713

Fig.17

40

Petitioner Apple Inc. - Exhibit 1006, p. 3037



EP 0715 245 A1

REQUESTER
1801

Requester

SERVER

1803\

Server Generates
[ > Transaction identifier

Performs General
Tests

Tests Passed J

1804

Tests Failed 1802 Right No
1806 Granted?
Do Not Initiate
Transaction Time N
Yes Based Conditions 2 »
Satisfied?
>
4
1809
Decrement Co Copies in Use For Yes
Count For Rigﬁ{ Right > Copy Count >
¢ Of Request?
1811

Loan
Right Attached
to Work?

Determine Set Of
Remaining Rights

Remaining Set
of Rights?

Terminate Transaction

/-1817

Decrement Copies In Use For

Perform Usage
Transaction Steps

' » Right By Number in Request
v 1818

Initiate End-Charge Financial

Transaction to Confirm Billing

For Metered Use, Subtract
€¢—— Elapsed Time From Remaining
Use Time For Right

Fig.18

41

Petitioner Apple Inc. - Exhibit 1006, p. 3038



EP 0715 245 A1

SERVER
(Cancel)
Fail
1912
More l
Data
New Send |——> :
Transaction |—3{ Next Data |€¢——— Wait For Ack
1902 1906 A 1908
|
H H No | |
| I More :
ll ! Data| | | CommitReport —>» b
| ! L—+»{ To Credit Server }————> 18?:
| 1903 1o !
---- ol | !
I Data, Report Error :
: 1907, To Credit Server
, Lo 1915 |
! | Ak 1Ack _
| 1 11911 i Line
................. OO SN RO UUPRRURRPUPRRRRR IO 1901
l | boovroennenn 0,
CLIENT ! Lo |
| P [
i | | |
i l i ]
Wait For + L= ' !
Transaction | : !._
1904 i I
! : |
N 5
! I
:I No 1
WaitFor |y, : Data “6':{: Commit Report
Data ——+>»! Received ———p{ To Credit Server }—
1905 1909 1917

|
|
t | More
¢ | Data
I .
|
1 Report Error

(C:raaﬁel) Acknowledge To Credit Server
1913 1910 1918

v

Done
> 1919 [€—

Fig.19

42

Petitioner Apple Inc. - Exhibit 1006, p. 3039



9

EPO FORM 150) .4] (POICOL)

EP 0715 245 A1

Eurapean Patent
Office

EUROPEAN SEARCH REPORT

Applicxtion Number

EP 95 30 8420

DOCUMENTS CONSIDERED TO BE RELEVANT
Cur| Ot bt o i, o e vom | s
A W0-A-92 20022 (DIGITAL EQUIPMENT CORP.) 1,6,8,10 GO6F1/00
* page 45, line 10 - page 64, line 17 *
A GB-A-2 236 604 (SUN MICROSYSTEMS INC) 1,6,8,14
* page 9, line 11 - page 20, line 15 *
A US-A-5 291 596 (MITA) 1,6,8,14
* the whole document *
TECHNICAL FIELDS
SEARCHED (ot CL6)
GO6F
The present search report bas been drawn up for all claims
Place of seach Dats «f cempletion of the seoth Exxrtacy
THE HAGUE 1 April 1996 Moens, R
CATEGORY OF QTED DOCUMENTS T : theory er principle mderlying the inventi
E : earlier patent document, bot published on, or
X : particularly redevast if taken alone after the flling date
Y : pard y tf combined with another D : docament dited in the application
document of the same category L : document dted for other reasons
A:.IMEI_MW - -
g;wumml &.mﬂhmpﬂmhmﬂy.m‘mg

43

Petitioner Apple Inc. - Exhibit 1006, p. 3040



EP 0 731 404 A1

(43) Date of publication:
11.09.1996 Bulletin 1996/37

(21) Application number: 96100832.3

(22) Date of filing: 22.01.1996

uro Pate
- _@) o AR ORI EEA e
Office européen des brevets (1) EP 0731 404 A1
(12) EUROPEAN PATENT APPLICATION

(51) Int. C1.5: GO6F 1/00, GO6F 19/00

(84) Designated Contracting States:
DE FR GB

(30) Priority: 07.03.1995 US 401484

(7) Appli>ca'm: Intemational Business Machines
Corporation
Armonk, N.Y. 10504 (US)

(72) Inventors:
» Bakoglu, Halil Burhan
Ossining, New York 10562 (US)
+ Chen, Inching
Wappingers Falls, New York 12530 (US)

« Lean, Andy Geng-Chyun
Merrick, New York 11566 (US)
« Maruyama, Kiyoshi
Chappaqua, New York 10514 (US)
* Yue, Chung-wai
Yorktown Heights, New York 10598 (US)

(74) Representative: Rach, Werner, Dr.
IBM Deutschiand
Informationssysteme GmbH,
Patentwesen und Urheberrecht
70548 Stuttgart (DE)

(54) A universal electronic video game renting/distributing system

(57) A video game cartridge that can be plugged
into a video game machine to enable a user to request
and play a video game for a predetermined number of
video frames. The cartridge has a receiver for receiving
the video game program and the predetermined frame
count in response to a request from the user. The pro-
gram and frame count is then stored in 8 memory of the
cartridge. Finally, the cartridge has a counter which
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changes its value when the user is actively playing the
video game program. The counter ceases to change its
value when the user is not playing the video game pro-
gram. When the counter reaches a predetermined limit,
the user is no longer authorized to play the video game
program.
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Description
Technical Field

This invention relates to a video game cartridge for
receiving video game programs from a remote server.

Description of the Prior Art

Today, there are many video games available for
purchase or for rental at stores. Generally, there is no
trial or test playing of the games in the stores, and there
is no return on purchased games once the game pack-
age has been opened. Therefore, a person who is inter-
ested in any game has to buy it before playing it and
thus may face the risk of not liking the game later. There
is no return or refund of the game since the package
has been opened. A person who rents a game from a
store has to go through the usual VCR tape rental trou-
ble of driving to the store, picking up the game and then
later returning the game to the store.

To make video game rental easier for the consumer,
Sega has created the Sega Channel. In this service, via
cable and using a cable adapter unit which is plugged
into the Sega Genesis game machine, people can play
games that are downloaded to the cable adapter. it
requires the on-line Sega Channe! connection as well
as the special adapter while the game is being played.

Down loading a software program to a personal
computer over the modem connection exists today.
Such software can come with a limited life where the life
can be specified by expiration date, or time, or the
number of times of the software usage. These schemes
in limiting the software usage is not applicable to down
loading video games to cartridges which are plugged
into existing video game base units because these
game base units do not have timer device built in. Thus
a new scheme for controlling the usage of the game is
needed.

The US Patent 4,905,280 to J.D. Wiedemer, et al
describes a method for real time down loading of broad-
cast programs for pay-per-view or for subscription.
Descrambling of broadcast programs is done by codes
on a replaceable memory module, which is delivered to
a subscriber by the service provider. This patent is
applicable to the "purchase” of software content or real-
time service, but it is not applicable to limiting the life of
rented software. '

US patent 5,251,909 to Reed et al describes soft-
ware renting or distributing schemes in which access is
granted to a subscriber prior to the actual programs
being transmitted. This patent describes an off-line
process and is not applicable to delivering software for
rental purposes.

Summary of the Invention

It is an object of this invention to provide a portable

video game cartridge which can be plugged into a video
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game machine base unit, such as Nintendos, Sega
Genesis&tm. video game machine or Atari's Jag-
var&tm. video game machine. The cartridge will allow a
video game program to be used by receiving the video
program over a telephone network or cable system.

The current invention describes a way of distribut-
ing and controliing the usage of a video game program
(or any software program) by using a "watchdog mech-
anism" and by limiting the life” of a game by limiting the
total number of graphic frames that a video machine
can generate. 1t offers a simple and effective way of soft-
ware renting and distribution where game machines
have no timer.

ltis also an object of this invention to prevent piracy
of video programs and programs in general by storing
the frame count in a random location of the memory that
is unknown to a potential pirate, especially if the count
itself is encrypted. Since the count is part of the video
game program or program execution path, the video
game or program cannot be used without knowledge of
the count.

This invention is generally an apparatus and
method for enabling a user to request and use a pro-
gram where the user receives the program and a frame
count indicating the number of frames of the program
that the user is authorized to execute or use. This pro-
gram and the frame count is then stored in a memory.
When the user is actively providing input to the program,
the frame count changes. The frame count will cease to
change when the user is not providing input to the pro-
gram. When the count reaches a predetermined limit,
the user is prevented from continuing use of the pro-
gram.

This invention is a video game cartridge which can
be plugged into a video game machine for enabling a
user to receive and play a video game for a predeter-
mined number of frames. The cartridge has a receiver
for receiving the video program and for receiving a
frame count indicating the number of video frames of
the video game program that the user is authorized to
play. The video program and frame count is then stored
in a memory of the cartridge. The cartridge also has a
counter which changes the frame count when the user
is actively playing the video game program. When the
user is not playing the video game program, the counter
ceases to change its count. Finally when the counter
reaches a predetermined limit, the user is prevented
from further playing the video game program.

Brief Description of the Drawin

FIG. 1 schematically illustrates the major compo-
nents of the video game cartridge along with
a video game machine and a remote server.
FiG.2 is afunctional diagram showing the functions

of each of the major components of the video
game cartridge.
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FIG.3  schematically illustrates the flow chart for the
watch "dog mechanism”.
Description of the Pref Embodi

FIG. 1 illustrates a sample diagram of a electronic
game or program renting system setup. The dotted line
encloses the portable and programmable game car-
tridge unit 100 that can be plugged into a video game
machine base unit 102, such as Sega Genesis&m.
video game machine, and remotely be connected to a
video game server 101 via a modem connection. The
connection to the remote video server can be through
cable TV, or other telecommunication facilities.

When a video game base unit 102 is powered on, a
user could either play a game (or games) stored in the
programmable game cartridge 100 or place an order of
a new game (either for rental or for purchase) to the
game or program server 101. The cartridge 100 con-
tains screen assistance (and voice assistance) to help
place an order for a video game program to the server
101.

FIG. 2 illustrates the components of the video game
cartridge unit 100. k consists of modem 201, microcon-
troller 202, flash memory 203 and an interface 204 to
the video game base unit 102. The modem 201 per-
forms the interface to the telephone or cable network. i
can optionally perform decompression of received
game or software if necessary. The received game is
stored in flash memory 203. The game comes with its
"life” which is indicated by the total number of graphic
frames the video game machine 102 is authorized to
generate when the game is actively played. For exam-
ple, the game machine could render game graphics
frame by frame at the rate of thirty framers per second.

After the number of graphic frames is exhausted,
further playing of the game is prevented by the foliowing
mechanism. The flash memory 203 also stores a
"watchdog mechanism™ which keeps frack of the
remaining life of the game. An hourglass routine is
embedded in the watchdog mechanism which is exe-
cuted by microcontroller 202. This watchdog mecha-
nism updates and tracks down a specified register in the
flash memory 203 with its location randomly determined
by the game server 101 in FIG. 1 during the down load-
ing of the game.

The use of expiration date or time for voiding the
game is an obvious approach if the video game base
unit 102 comes with a timer. Since this patent applica-
tion assumes a game base unit 102 which has no timer
(which is the case of many existing game machines),
the "life” of the rented game is determined by the total
number of graphic frames that the base game unit can
generate. This “life", or frame count, is what a renter
gets when a game is down loaded. It is stored into a
location in the flash memory 203. The location into
which the frame count is stored in the flash memory is
determined randomly by the video server at the time of
the game down loading. The video game can resume at
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any time when it is being turned on, provided there is
available frame count stored in the designated random
location. The microcontroller 202 can pick up the frame
count and allow the renting period, and thus the game
or software, to be continued. As the rented game is
being played, the frame count is decremented. When
the user turns off the power, the hourglass routine in

.memory 203 will first store the remaining frame count to

a random location in the non- volatile memory 203 and
then shut down the game. The rental expires when
there is no frame count remaining. The microcontroller
202 will not allow any portion of the game to be played
by the game base unit 102 when the frame count
reaches zero.

FIG. 3 illustrates the watchdog mechanism embed-
ded with the video game program execution path that
contains the hourglass routine which serves as part of
the watchdog mechanism which can expire the game.
When the user starts the game, the frame count is first
fetched (305) and checked (306). If the frame count
reaches zero, the game is over even though the game
unit still has its power on (306N). If the frame count is
still greater than zero (306Y), the scanner continues to
monitor the game player’s input in playing the video
game (307). No active input (307) means the player is
not playing the video game, and the scanner continues
to monitor the player inputs from the key pad connected
to the video game. When there is no active input, the
video game will not render any game graphic frames.
Therefore, the game program execution path will fall
through decisions 308 and 309 and immediately return
to continue scanning (307). When the game is not
actively played and the player leaves the game
machine's power on, the game will be sitting idle without
rendering any new graphic frames. The frame count will
not be consumed until the player becomes active again
in playing the game as detected by the scanner (307
and 308).

it the player's input has been detected as active
(307), a check is made to see if graphic rendering is
required (309). Graphics rendering is required when the
game program determines that the input signals from
the key pad connected to the video game are valid sig-
nals. If rendering is required (309Y), the frame counter
will be decremented (301). The hourglass routine (301
and 302) decrements the frame count and checks for
any frame count left.

if the count is valid (302Y), then the program flows
back to (310) which is the game program main collec-
tions, and then at the same time, 302 Y:sup."esup.
branches to check for power-off condition (303).

f the user decides to power-off the game, the
watchdog mechanism will go through decision (303)
and the shutdown routine (304) to store any remaining
frame count in the flash memory. The shutdown routine
stores the remaining frame count in the flash memory
and exits the game. In summary flowchart components
(301-306) and their associated flash memory form the
“watchdog mechanism" that contains the hourglass rou-
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tine (301 and 302) to keep track of the games "iife”
(remaining frame count). The watchdog mechanism
also insures that the game can be resumed if there is
still a valid frame count in the flash memory. Microcon-
troller (202) can also give advance warning when the
rental is about to expire. Rental extension, if desired,
can be downloaded again by the server (101) through a
telephone or cable connection. Thus, server (101) in
FIG. 1 has complete control over the game playing time,
which should reflect the user's request for renting the
game.

Although this embodiment was described in terms
of a video game program in a cartridge, this invention
can be extended to software programs in general. As
long as the programs monitor user inputs, a scanner
and watchdog mechanism can be implemented in simi-
lar tashion using a non-volatile memory.

The watchdog mechanism can even be made more
secure by encrypting the frame count, which is stored at
a random location in the memory. Even if the would-be
pirate stumbles across the count in the memory, he/she
wouldn't know what he/she found.

Claims

1. Anapparatus for enabling a user to request and use
a program, said apparatus comprising:

a. a receiver for receiving the program and a
frame count indicating a number of frames of
the program that is authorized to be executed
by the user;

b. a memory for storing the program and the
frame count received by the receiver; and

¢. a counter for changing the frame count when
the user is actively providing input to the pro-
gram, wherein the counter ceases to change its
count when the user is not providing input to
the program, and wherein the user is prevented
from continuing use of the program when the
counter reaches a predetermined limit.

2. An apparatus as recited in claim 1, further compris-
ing:

means for randomly determining an address in
the memory in which the frame count is to be
stored, and wherein the address is unknown to
the user.

3. A method of enabling a user to request and use a
program, said method comprising:

a. receiving the game program and a frame
count indicating a number of frames of the pro-
gram that is authorized to be used by the user
in response to a request;
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b. a memory for storing the program and the
frame count; and

¢. changing the frame count when the user is
actively using the program, wherein the frame
count ceases to change when the user is not
using the program and wherein the user is pre-
vented from continuing use of the program
when the counter reaches a predetermined
limit.

4. A method as recited in claim 3, wherein the frame
count is stored in a randomly determined location in
the memory.

5. Avideo game cartridge which can be plugged into,
for operation with, a video game machine to enable
a user to request and play a video game program
which is received from a remotely located server,
said video game cartridge comprising:

a. a receiver for receiving from the server the
video game program and a frame count indicat-
ing a number of frames of the video game pro-
gram that is authorized to be played by the user
in response 1o a request;

b. a memory for storing the video game pro-
gram and the frame count received by the
receiver; and

c. a counter for changing the frame count when
the user is actively playing the video game pro-
gram, wherein the counter ceases to change its
count when the user is not playing the video
game program, and wherein the user is pre-
vented from further playing the video game
program when the counter reaches a predeter-
mined limit, indicating that the user has played
said video game for the number of frames.

6. Avideo game cartridge as recited in claim 5, further
comprising:

means for randomly determining an address in

the memory in which the frame count is to be
stored.

7. Avideo game cartridge as recited in claim 5, further
comprising:

a modem for transmitting to the server the
request from the user to play a video game pro-
gram.

8. A video game cartridge, as recited in claim 5,

wherein said memory is a non-volatile memory.
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A video game cartridge, as recited in claim 8,
wherein the frame count indicated in the counter is
stored in the memory when power for the video
game machine is turned off.

A video game cartridge, as recited in claim 9, fur-
ther comprising:

a means for fetching the frame count stored in
the memory when power for said game
machine is turned on.

A video game cartridge which can be plugged into,
for operation with, a video game machine to enable
a user to request and play a video game program
which is received from a remotely located server,
said video game cartridge comprising:

a. a modem for transmitting from the user over
a telephone or cable network a request to
receive the video game from the server, and for
receiving the video game program and frame
count from the server over the telephone or
cable network, the frame count indicating a
predetermined number of frames of the video
game program that is authorized to be played
by the user in response to the request;

b. a non-volatile memory for storing the video
game program and the frame count;

¢. a counter for changing the frame count when
the player is actively playing the video game;

d. a means for storing the changed frame count
of the counter in the memory when the power
to the video game machine is turned off; and

e. a means for fetching the changed frame
count stored in the memory in step (d) when
the player resumes playing the video game,
wherein the user is prevented from further play-
ing of the video game program when the frame
count of the counter reaches a predetermined
limit, indicating that the user has played said
video game for the predetermined number of
frames.
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Description

Background of the Invention

The present invention relates toan illegal view/copy
protection method and apparatus for a digital broadcast-
ing system, in which digital broadcasting perfformed
through broadcasting media such as cable, satellite and
terrestrial broadcasting. or through prerecorded media
such as video cassette lapes, is prevenled from being
ilegally viewed or copied tothereby protect its copyright.

For conventional systems for copyright protection
on digital media, there are Macrovision's intellectual
property protection system (IPPS), which is disclosed in
US Patent No. 5,315,448, and the integrated receiver/
decoder (IRD), a conditional receiving system for digital
broadcasting media, for receiving DirecTV's satellite
broadcasting currently transmitted in the US.

The Macrovision's IPPS disclosed in US Patent No.
5,315,448 is a copy protection system for a hybrid digital
VCR having digital recording functions for both a digital
input signal and an analog input signal.

As shown in Figs. 1 and 2, in operating its copy pro-
lection function, Macrovision's IPPS detects, when a
digital signal is input, copy protection contro! bits from
an input signal, and when an analog signal is input, de-
tects the analog copy protection waveform from the in-
put signal.

More specifically. as shown in Fig. 2, a signal in
which the analog copy protection waveform generated
trom an analog copy protection generator is added to
the analog video output of the output signals of the dig-
ital VCR is output and displayed to be nomnal on an an-
alog TV but distorted on an analog VCR, as shown in
Fig. 1. In digital recording of the input signal, the copy
protection control bits are changed to prevent digital
copy or to permil one-time digita! copy.

Referring 1o Fig. 3, the IPPS comprises an analog
copy protection detector (ACP) 2 for detecting the ana-
log copy protection waveform from an input analog NT-
SCvideosignal 1, an A/D converter 3for A/D-converting
analogNTSC videosignal 1 input accordingto the signal
output from the ACP detector, an AC bit detector 5 for
detecting the AC bit from input digital video signal 4, an
SCPS bit dstector 6 for detecting the SCPS from input
digital video signal 4, an AC bit adder 7 for adding the
AC bit to input digital video signal 4 according to the
SCPS bit output from SCPS bit detector 6, a switch 8
for outputting a signal output from AC bit adder 7 ac-
cording to the AC bit output from AC bit detector 5, a
switch 9 for selecting and outputting the signal output
from A/D converter 3 and switch 8, a digital tape deck
mechanism/circuit 10 for digitally recording the signal
output from switch 8 and outputting adigital video signal,
an AC bit detector 11 for detecting the AC bit from the
signal oulput from digital tape deck mechanism/circuit
10, an ACP signal generator 12 for generating the ACP
signal from the signal output from AC bit detector 11,
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anda D/A converter 13 for adding the ACP signal output
from ACP signal generator 12 1o the signal output from
digital tape deck mechanismv/circuit 10 and D/A convert-
ing the added result which is output as an analog NTSC
video signal.

The operation of the IPPS will be explained below.

The copy protection conlrol bits are made up of the
ACand SCPS bits. The AC bit is added to recorded dig-
ital video data so that if the AC bit is set, digital copy is
prohibited and # the SCPS bit is set, one-time digital
copy is allowed.

In playback, when the AC bit is detected by AC bit
detector 11, the analog copy protection waveform gen-
erated from ACP signal generator 12 is added to the an-
alog video signal, which is output 1o D/A converter 13.
Here, as the position of the copy protection control bits
of the digital video data, an area of an MPEC-2 digital
copy protection header where one-bit copyright flag and
one-bit original-or-copy flag of a PES header are placed
is used, or a transporl-private-data field area of the
fransport header of the MPEC-2 is used.

The analog copy protection waveform is a signal
which is severely distorted when inserted into the analog
NTSC waveform and directly coupled to the analog TV.
Amethed of generating such a signal is presented in US
Patents Nos. 4,613,603 and4,914,694. Using this meth-
od, the IPPS generates the analog copy protection
waveform.

Referring to Fig. 4, the IRD, as a conditional receiv-
ing system for digital broadcasting media, for receiving
the DirecTV's satellite broadcasting currently transmit-
tedin US comprises an outdoor unit (ODU) 21 made up
of a satellite antenna for receiving 12GHz-satellite
broadcasting signals and a low noise block converter
(LNB) for converting down the received satellite broad-
casling signal into a 1GHz-signal, an IRD 20 for receiv-
ing satellite broadcasting from ODU 21 and offering au-
dio and video services 10 a subscriber's TV or manitor,
and an access card 22 required for conditional access
(CA) for conditional reception.

Here, IRD 20 performs forward error correction
(FEC), decoding, transport demultiplexing, MPEG de-
coding, NTSC encoding, and audio processing which is
a D/A conversion.

Access card 22, whose size is similar to that of a
general credit card, has a built-in IC. With this, the card
receives CA-related information through a broadcast bit
stream and telephone line, that is, a telco MODEM, in
order to decide whether a user, subscriber, -selected
channel can be viewed or not and to collect its subscrip-
tion fee.

As shown in Fig. 4, IRD 20 comprises an IR receiver
25 for receiving and processing the subscriber's remote
controller input, & telco MODEM 26 which is a general
MODEM couplediothe telephone line, a microcomputer
27 made up of an NDC verifier code including software
for the CA function and IRD software for IRD driving, a
tuner/demodulator/FEC 28 for selecting one channel of
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the signal received through ODU 21 and converting the
selectedchannelinto a digital bit stream for the purpose
of error correction, a transport IC 29 for selecting one
program of bit streams output from tuner/demodulator/
FEC 28 and multiplexed with various programs, and
converting the selected program into a bit stream deco-
dable in the MPEG video decoder and MPEG audio de-
coder, a card reader interface 23 for data communica-
tion between transport IC 29 and access card 22, a sys-
tem memory 24 coupled to transport IC 29 and for inter-
mediate buffering of data, an MPEG video decoder 30
for expanding a video bit stream compressed in the
MPEG format, a frame memory 31 for storing video data
expanded in MPEG video decoder 30 in units of frame,
an encode/sync/anti-tape/D/A 33 tor converting the dig-
ital video data expanded in MPEG video decoder 30 into
the analog NTSC format and inserting horizontal and
vertical sync signals H-Sync and V-Sync and a Macro-
vision-mode anatog copy protection signal in the con-
version process, an RF modutator 34 for modulating an
NTSC signal of the baseband output from encode/sync/
anti-tape/D/A 33 into the RF band, an MPEG audio de-
coder 32for expanding the audio bit stream compressed
in the MPEG format, and a D/A 35 for converting the
expanded digital audio data output from MPEG audio
decoder 32 into analog.

Here. inthe procedure of conversion into decodable
bit stream in the MPEG video and audio decoders from
Iransport IC 29, itis decided whether a program selected
through communication with access card 22 can be
viewed or not. If the bit stream is scrambled, its de-
scrambling is performed with the access card’s permis-
sion. i

During the process of encode/sync/anti-tape/D/A
33 prior to NTSC video output, the analog copy protec-
tion waveform is added lo prohibit copying to the analog
VCR.

IRD 20 employs a CA system for conditional recep-
tion so that a subscriber views programs provided
through a broadcasting medium such as satellite broad-
casting.

InIAD 20, the NDC verifier cods, which is software,
and access card 22, which is a smant card for CA, are
used o support CA function. A descrambler 36 is con-
tained in transport IC 29.

The detailed block diagram of CA unit 37 and trans-
port IC 28 for operating the CA function in a manner gen-
erally used in digital broadcasting is shown in Fig. 5.

More specifically, CA unit 37, included in smart card
22, is made up of smari card 38 for CA and microcom-
puter 39 operated with CA software.

The CA function is performed when the lollowing
two kinds of data are transmitted from a broadcasting
station to the IRD. In other words, there are two types
of data such as entitlement control message (ECM) or
control word packet (CWP), and entitiement manage-
ment message (EMM) or conditional access packet
(CAP).

25

The EMM is accessed, through the telephone line
or satellite broadcasting, tothe smart card of the respec-
tive IRD at the data rate of 200kbps. The broadcasting
station can access all of subscribers' smart cards in a
manner that the EMM is transmitted atong with 1D or ad-
dress. The EMM has information required to make a
contro! word (CW) for descrambling from the ECM infor-
mation. The ECM, information in which the contro! word
is encrypted, is transmitted al a speed over 10 per sec-
ond.

For satellite broadcasting, there are Europe's DVB,
Korea's DBS, US' echoster, and the like, aside from Di-
recTV. Their CA function commonly uses the ECM and
EMM information, though different means is provided for
the respective broadcastings.

The conventional Macrovision's IPPS is a system
havinga good performance with respect to the copy pro-
tection of analog NTSC video signal. This is an appro-
priate copyright protection maans when a program sup-
plied through a digital medium is converted into analog
audioiideo signal and recorded or copied through an
analog VCR.

However, the IPPS cannot guarantee a satisfactory
protection if digital data is recorded or copied using a
digital recording medium such as digital VCR. This is
because the IPPS uses a method of operating the head-
er's flag bits, without employing, todigital data, encoding
methods such as scrambling and encryption. By doing
50, hacking is easy 1o perform cnly by modulating the
flag bits, resulting in very low security.

Summary of the Invention

It would therefore be desirable to provide an iliegal
view/copy protection method and apparatus for a digital
broadcasling system in which intellectual properties
supplied via digitalmedia and protected by copyright are
prohibited from being illegally recorded or copied using
a digital recording medium such as digital VCR by a us-
er.

it would also be desirable lo provide an illegal view/
copy protection method and apparatus for a digital
broadcasting system in which data recorded on a cas-
selte lape is always scrambled to make its hacking dif-
ficult and protect its copyright.

It would also be desirable to provide an illegal view/
copy protection method and apparatus for a digital
broadcasting system in which copyright is protected ap-
propriately for respective media which are divided into
broadcasting media and pre-recorded media.

1t would also be desirable to provide an illegal view/
copy protection method and apparatus for a digital
broadcasting system in which intellectual properties
supplied from a program provider are reproduced o be
viewed on screen, copying of the intellectual properties
copied and the number of copy are controlled arbitrarily,
and fee for recording and copying is coflected for the
purpose of copyright protection.
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According to a first aspect of the present invention,
there is provided an illegal view/copy protection method
for a digital broadcasting sysiem comprising: an audio/
video signal transmission step for mulliplexing and
transmitting audio/video bit strearn scrambled in control
words and information where the control words and
CPTC information for illegal view/copy protection are
encrypted; and an audiovideo reception step for de-
crypting the transmitted bit siream to analyze the CPTC
information and control words, deciding whether record-
ing is allowed or not to be recorded on cassette tape,
and using the conlrol words, performing descrambling
and decoding to output audioivideo signals to a monitor.

According to a second aspect of the present inven-
tion, there is provided an illegal view/copy protection ap-
paratus for a digital broadcasting system comprising: a
program producing portion for muttiplexing information
encrypted both with the control word for scrambling and
the CPTC information for prohibiting iflegal view/copy,
and the audioivideo bit stream scrambled in control
words, to thereby make a program; a distribution medi-
um portion for distributing programs made in the pro-
gram producing portion through a transmission medium;
and a program receiving portion for detecling and ana-
lyzing the CPTC information from the bit stream trans-
mitted from the distribution medium portion and the bit
stream reproduced from cassette tape, and descram-
bling and decoding the bit stream transmitted from the
distribution medium portion.

Brief Description of the Attached Drawings

Figs. 1 and 2illustrate the operaticn state of a con-
ventional IPPS;

Fig. 3 is a block diagram of a conventional IPPS;
Fig. 4 is a block diagram of an IRD system;

Fig. 5 shows a configuration of general hardware
performing CA function;

Figs. 6A and 6B show formats of CPTC information
of an embodiment of the present invention;

Fig. 7 shows a state of generation copy indicating
the number of tape recopiable;

Figs. BA-8D show the recording positions of the
CPTC information of an embodiment of the present
invention;

Fig. 9 is a flowchart of showing the transmission
step of an illegal view/copy protection method em-
bodying the present invention;

Fig. 10 is a flowchart of showing the reception slep
of an illegal view/copy protection method embody-
ing the present invention;

Fig. 11 is a flowchart of the CPTC information ana-
lyzing step of Fig. 10;

Fig. 12 is a flowchan of showing the reproduction/
rerecording step of an illegal view/copy protection
method embodying the present invention;

Fig. 13 shows the lormat of an EMM lookup table;
Fig. 14 shows the format of a tape state signal;
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Fig. 15 is a flowchan of showing the EMM process-
ing step;

Fig. 16 is a block diagram of the whole configuration
ol anillegal view/copy protection apparatus embod-
ying the present invention;

Fig. 17 is ablock diagram of one embodiment of the
program receiving portion of Fig. 16,

Fig. 18 is a block diagram of another embodiment
of the program receiving portion of Fig. 16;

Fig. 19 is a block diagram of still another embodi-
ment of the program receiving portion of Fig. 16;
Fig. 20 is a block diagram of yet another embodi-
ment of the program receiving portion of Fig. 16;
Fig. 21 is a block diagram of the IRD shown in Figs.
17,19 and 20,

Fig. 22 is a block diagram of the IRD and DVCR of
Fig. 18;

Fig. 23 illustrates the flow of signals of Fig. 21;

Fig. 24 is a block diagram of one embodiment of the
smant card of Fig. 17;

Fig. 25 is a block diagram of another embodiment
of the smart card of Fig. 17; and

Fig. 26 is a block diagram of the DVCR of Fig. 17.

Detailed Description of the Invention

An illegal view/copy protection method for a digital
broadcasling system embodying the present invention
is performed by audiotvideo signal transmission and au-
dio/video reception steps.

In the audioivideo signal transmission step, audic/
video bit stream scrambled in control words and infor-
mation where the control words and CPTC information
for illegal view/copy protection are encrypted are multi-
plexed and transmitted.

In the audioivideo reception step, the bit stream
transmitted in the audionideo signal transmission step
is decrypted to analyze the CPTC information and con-
trol words. By doing so, it is decided whether recording
is allowed or not. This result is recorded on cassette
tape. Using the control words, descrambling and decod-
ing are performed, and then audioivideo signals are out-
put to a monitor. Here, the CPTC information separately
manages the ECM, EMM and control words, and con-
tains CA information, to thereby control ilfegal view/copy
protection. The CPTC information will be described with
reference to Figs. 6A and 6B.

The CPTC information is formatted in a generation-
al copy conitrol field for limiting the number of copy avail-
able in order to control the depth of generational copy,
and a reproducibility contro! field for limiting the repro-
duction of a copied program in order to contro! the
number of copyiable tapes. As shown in Fig.6A, format-
ting is performed containing a descrambling information
field where part of the control words for descrambling
are recorded, or containing a CA field where CA infor-
mation for conditional access is recorded, as shown in
Fig. 6B.
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The CPTC information may be encrypted separate-
ly to be multiplexed with scrambled digital data, or con-
tained in the ECM information for CA for encryption and
multiplexing. Here, the generational copy control field is
made up of a permissible generational field for limiting
the number of copy pemissible and a present genera-
tional field for indicating the present generation of a pro-
gram copied. If the present generation stored in the
present generational field is greater than or equal to the
parmissible generation stored in the permissible gener-
ational field, recording or copying is impossible.

A reproduction control field is made up of a repro-
ducible number field for limiting the number of reproduc-
ing a copied program, and a maximum reproducible time
field for limiting time to reproduce the copied program.

Here, the reproducible number stored in the repro-
ducible number field implements a conditional-number
reproducibility function according to the current repro-
duction number of cassette lape. The maximum repro-
ducible time stored in the maximum reproducible time
field implements the conditicnal-time reproducibility
function of copied cassette tape according to the current
time information of digital hardware.

The CPTC information may allow the copied cas-
sette tape to be always reproducible, make it never re-
producible, allow it to be reproducible as many as a lim-
ited number, or make the copied casselte tape repro-
ducible for a limited time after recording or copying.

Using the pemissible generational field and
present generational field of the generational copy con-
trol field, the reproducible number field of the reproduc-
tion controf field, and data of the maximum reproducible
time field, the depth of generation copy, recopying of
copied cassette tape, and reproduction time and
number are controlled. This process controls the
number of copiable cassette tape copied, and reproduc-
tion time and number.

In other words, as shown in Fig. 7, information
stored in the pemissible generational field and present
generational field is used to allow first and second gen-
eration copy to be perform. Information stored in the re-
producible number field and maximum reproducible
time field is used 1o allow reproduction as many as a
limited number or for a limited time.

In orderto prohibit illega! recording or copy of a pro-
gram protected by copynght law, collect fee for record-
ing or copy. or arbitrarily control the number of repro-
ducible copied tape to be made (rom a program supplied
by a provider, the depth of generation copy and repro-
duction of copy tape are controlled to decide how long
the first generation recording and copy and second gen-
eration copy are made possible.

For this purpose, the copy tape made 1o be always
reproducible. it is made never to be reproducible, it is
made 10 be reprodutible as many as a limited number,
or it is made to be reproducible for a limited time after
recording or copy.

The data recorded on cassete tape contains
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scrambled audio/vidso bit stream and CPTC informa-
tion. The CPTC information is recorded on a recording
medium, that is, a rental tape, to prohibit illegal view/
copy.

In other words, as shown in Fig. 8A, the CPTC in-
formation is overwritien on the scrambled audioNvidao
bit stream for the error effect and recorded on cassette
lape. Otherwise, as shown in Fig. 8B, tha CPTC infor-
mationis recorded on a portion of the audio track of cas-
sefte taps, on the control track of cassette tape as
shown in Fig. BC, or on the video track of cassette tape
as shown in Fig. 8D.

In other words, as shown in Fig. 8A, the CPTC in-
formation is overwritten in a predetermined position in
the form of error after parities for error correction, that
is, inner and outer parities, are added to the scrambled
digilal data. This method reduces error correction capa-
bility but requires no additional tape area for recording
the CPTC information. Further, during interleaving and
decoding of ECC, the CPTC information is recognized
asan error and removed, obtaining the scrambled digital
data. Here, the CPTC information is detected separate-
ly.

In case that the CPTC information is recorded in
part of audio track or control track, as shown in Figs. 8B
and 8C, the audio head or control head must be addi-
tionally used as the means for detecting the CPTC so
that audio track and control track are additionally ac-
cessed to detect the CPTC information.

The audia/video signal transmission step using the
CPTC infonmation will be explained with reference to
Fig. 9.

One embodiment of the audioivideo signal trans-
mission step is lo transmit an audio/video signal not con-
taining the CA information for conditional access. This,
having only the copy protaction function, is used in case
that a program which can be provided to all viewers is
transmitted.

As shown in Fig. 9, the first embodiment of the au-
dio/video signal transmission step comprises the steps
of: encoding (100) the audiavideo bit stream; generat-
ing (105) a control word for scrambling; scrambling
(104) for the encoded audio/video bit stream using the
generaled control word, generating (102) CPTC infor-
mation for illegal view/copy protection; encrypting (103)
for encrypting the control word and CPTC information:;
and multiplexing and transmitting (106) the scrambled
audio/video bit stream and encrypted CPTC informa-
tion.

In other words, in step 100, the audioivideo bit
stream is encoded. In step 105, the contro! word for
scrambling is generated. In step 104, the encoded au-
dio/video bit stream is scrambled using the generated
control word. In step 102, the CPTC information for ille-
gal view/copy protection is generated. In step 1083, the
CPTC information and CA information are encrypled us-
ing the generated control word. The scrambled audio/
video bit stream, encrypted CPTC information and CA
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information are multiplexed and transmitted through a
transmission medium in step 106. The audio/video sig-
nal transmitied through the first embodiment of the au-
dioivideo signal transmission slep is received through
one embodiment of an audiaNvideo reception step.

Relerring to Fig. 10, the first embodiment of the au-
dioivideo reception step comprises the sieps of filtering
(110) the transmitted bit siream and decrypting (111) the
CPTC information; analyzing (113 and 114) the CPTC
information to generate a control word and a signal for
controlling the protection of copyright and to update the
CPTC information; deciding {115) whether 10 aliow re-
cording according to the signal for controlling the pro-
tection of copyright to record the scrambled and trans-
mitted bit stream on cassette tape; and descrambling
and decoding (116 and 117) the transmitted bit stream
inthe control word and outputting an audionideo signal.

In other words, the bit stream transmitted in the first
embodiment of the audio/video signal transmission step
is filered and the CPTC information is decrypted in
steps 110 and 111. The CPTC information is analyzed
to generate the control word and the signal for control-
ling the protection of copyright, and the CPTC informa-
tion is updated in steps 113 and 114. Whether to allow
recording is determined by the generated signal for con-
trolling the protection of copyright so that the scrambled
and transmilted bit stream is recorded on cassette tape
instep 115. Then, the transmitied bit stream is descram-
bled and decoded in control words and output as an au-
dioNideo signal in steps 116 and 117. Here, all of the
control word is contained in the CPTC information.

Referring to Fig. 11, the CPTC information analyz-
ing step comprises the steps of detecting (130, 131, 132
and 133) the permissible generation of the permissible
generational field for fimiting the available number of
copy of a program of the CPTC information and the
present generation of the present generational field in-
dicating the present generation of the program copied,
to thereby perform copy-impossible and update the
CPTC information; and detecting (134, 135, 136 and
137) the reproducible number of the reproducible
number field for limiting the number of reproduction of
copied pregrams of the CPTC information, the maxi-
mum reproducible time of the maximum reproducible
time field for limiting time to reproduce the copied pro-
gram, and the number and time of reproduction of tape,
lo thereby process reproduction-impossible.

The copying number limiting step comprises the
steps of: comparing (130) the permissible generation of
the permissible generational field and the present gen-
eration of the present generational field and deciding
whether the permissible generation is below the present
generation; if the permissible generation is below the
present generation, generating (131) an output disable
signal to make copying impossible and destroying the
control word; and if the permissible generation is not be-
lowthe present generation, increasing (132) the present
invention by '1' and recording the result on cassette
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tape. It the pemmissible generation is not below the
present generation, the CPTC information is updated in
step 133, instead of increasing the present generation
by ‘1.’

In order 1o control generation copy, the permissible
generation of the permissible generational field and the
present generation of the present generational field are
compared in step 130. If the permissible generation is
below the present generation, the output disable signal
is generated to make copying impossible and the control
word is destroyed in step 131. If the permissible gener-
ation is not below the present generation, the present
generation isincreased by '1' and thus recorded on cas-
sefte tape in step 132. This enables generation copy.
Here, it can be possible that generation copy is limited
by updating the CPTC information, instead of increasing
the present generation by *1.

The reproduction fimiting step comprises the steps
of: comparing the reproducible number of the reproduc-
ible number field and the reproduction number of tape
and deciding (134) whether the reproducible number is
below the reproduction number of tape; if the reproduc-
ible number is not below the reproduction number of
tape, comparing the maximum reproducible time and re-
production time of tape, and deciding (135) whether the
maximum reproducible time is below the reproduction
time of tape; if the maximum reproducible time is not
below reproduction time of tape, tuming off (136) an en-
able erase signal to thereby enabls the copied program
to be reproduced; if the reproducible number is below
the reproduction number of tape or the maximum repro-
ducible time is below the reproduction time of tape, tum-
ing on (137) the enable erase signal to make the repro-
duction of the copied program impossible so that part of
or the whole program recorded on cassette tape is
erased.

In order to conirol reproduction, the reproducible
number of the reproducible number field and the repro-
duction number of tape are compared in step 134. If the
reproducible number is not below the reproduction
number of tape, the maximurn reproducible time of the
maximum reproducible time field and the reproduction
time of tape are compared and it is decided whether the
maximum reproducible time is below the reproduction
time of tape in step 135. In other words, though repro-
ducible, whether it is limited by the reproducible time
must be checked. If the maximum reproducible time is
not below the reproduction time of tape, the enable
erase signal is turned off in step 136 1o thereby make
the copied program reproducible. If the reproducible
number is below the reproduction number of tape or the
maximum reproducible time is below the reproduction
time of tape, the enable erase signal is tumed on to pro-
hibit the reproduction of the copied program. By doing
so, part of or the whole program recorded on cassetle
tape is erased to make copy and reproduction impossi-
ble in step 137.

Here, the cument time is transmitted to the user by
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a provider along with a program. In this case, the copy-
right protection system implements limited time repro-
duction using iransmitted time information. in this meth-
od, the program provider manages the whole users’ time
so that time modulation by a user cannot occur. There-
fore, this is very secure.

The bit stream transmitted in the first embodiment
of the audioivideo signal transmission step contains
ECM and EMM. Part of the control word may be con-
tained in the CPTC information. Its remainder may be
contained in the ECM or EMM. The whole control word
is contained in the ECM or EMM.

The audio/video signal containing the control word
and transmitted according to the audio/video signal
transmission step is received according to another em-
bodiment of the audioivideo reception step.

Referring to Fig. 10, the second embodiment of the
audio/video reception step comprises the steps of fiier-
ing (110} the transmitted bit stream and decrypting (111)
the CPTC information and control word; filtering (118)
the control word, analyzing (113 and 114) the CPTC in-
formation to generate a control word and a signal for
controlling the protaction of copyright and to update the
CPTC information; deciding (115) whether to allow re-
cording according to the signal for controlling the pro-
tection of copyright to record the scrambled and trans-
mitted bil stream on cassette tape; and descrambling
and decoding (116 and 117) the transmitted bit stream
in control words and outputting an audionvideo signal.

In other words, the bit stream transmitied in the au-
dioivideo signal transmission step is filtered and the
CPTC information and control word are decrypted in
steps 110 and 111. The control word is fitered in step
118. The decrypted CPTC information is analyzed 1o
generate the control word and the signal for controlling
the protection of copyright, and the CPTC information is
updated in steps 113 and 114. Whether to allow record-
ing is determined by the generated signal for controlling
the protection of copyright so that the scrambled and
transmitted bit stream is recorded on cassette tape in
step 115. Then, the transmitted bit stream is descram-
bled and decoded in contro! words and output as an au-
dio/video signal in steps 116 and 117.

Referring to Fig. 11, in the same manner as the first
embodiment of the audio/video reception step, the
CPTC information analyzing step comprises the steps
of: generating the control words; detecting (130, 131,
132 and 133) the permissible generation of the pemis-
sible generational field for limiting the available number
of copy of a program of the CPTC information and the
present generation of the present generational field in-
dicating the present generation of the program copied,
to thereby perform copy-impossible and update the
CPTC information; and detecting (134, 135, 136 and
137) the reproducible number of the reproducible
number field for limiting the number of reproduction of
copied programs of the CPTC information, the maxi-
mum reproducible time of the maximum reproducible
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time field for limiting time to reproduce the copied pro-
gram, and the number and time of reproduction of tape,
to thereby process reproduction-impossible.

The copying number limiting step comprises the
steps of: comparing (130) the permissible generation of
the permissible generational field and the present gen-
eration of the present generational field and deciding
whether the permissible generation is below the present
generation; if the permissible generation is below the
present generation, generating (131) an output disable
signal to make copying impossible and destroying the
control word; and if the permissible generation is not be-
low the present generation, increasing (132) the present
invention by '1* and recording the result on casssette
tape. If the permissible generation is not below the
present generation, the CPTC information is updated in
step 133, instead of increasing the present generation
by'1.’

The reproduction limiting step comprises the steps
of: comparing the reproducible number of the reproduc-
ible number field and the reproduction number of tape
and deciding (134) whether the reproducible number is
below the reproduction number of tape: if the reproduc-
ible number is not below the reproduction number of
tape, comparing the maximum reproducible time and re-
production time of tape, and deciding (135) whether the
maximum reproducible time is below the reproduction
time of tape; if the maximum reproducible time is not
below reproduction time of tape, turning off (136) an en-
able erase signal to thereby enable the copied program
to be reproduced; if the reproducible number is below
the reproduction number of tape or the maximum repro-
ducible time is below the reproduction time of tape, turn-
ing on (137) the enable erase signal to make the repro-
duction of the copied program impossible so that part of
or the whole program recorded on cassetle tape is
erased.

Another embodiment of the audioivideo signal
transmission step is 1o transmil an audioivideo signal
containing the CA information for conditional access.
This, having the illegal reception and copy protection
functions, is used in case that a program which can be
provided to limited viewers is transmitted.

As shown in Fig. 9, the second embodiment of the
audioivideo signa! transmission step comprises the
steps of: encoding ( 100) the audio/video bit stream; gen-
erating (105) a control word for scrambling; scrambling
(104) for the encoded audio/video bit straam using the
generated control word; generating (102) CPTC infor-
mation for illegal view/copy protection; generating {101)
CA information for conditional reception; encrypting
(103) for encrypting the CPTC information and CA in-
formation; and multiplexing and transmitiing (108) the
scrambled audio/video bit stream and encrypted CPTC
information and CA information.

In other words, in step 100, the audiovideo bit
stream is encoded. In step 105, the control word for
scrambling is generated. in step 104, the encoded au-
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dioivideo bit stream is scrambled using the generated
control word. In step 102, the CPTC information for ille-
gal view/copy protection is generated. In step 101, CA
information for conditional reception is generated. In
step 103, the CPTC information and C A information are
encrypled using the generated control word. The scram-
bled audio/video bit stream, encrypted CPTC informa-
tion and CA information are mulliplexed and transmitted
through a transmission medium in step 106. The audio/
video signal transmitted through the second embodi-
ment of the audiaivideo signal transmission step is re-
ceived through the second embodiment of the audiofvid-
eo reception step.

Reterring to Fig. 10, the second embodiment of the
audio/video reception siep comprises the steps of: fil-
tering (110} the transmitted bit stream and decrypting
(111) the CPTC information; analyzing (112, 113 and
114) the CPTC information and CA information to gen-
erate a contro! word and a signal for controlling the pro-
tection of copyright and 1o update the CPTC information;
deciding (115) whether to allow recording according to
the signal for controlling the protection of copyright to
record the scrambled and transmitted bit stream on cas-
selte tape; and descrambling and decoding (116 and
117) the transmitted bit stream and outputting an audio/
video signal. .

Referring to Fig. 11, in the same manner as the first
embodiment of the audio/video reception step, the
CPTC information analyzing step comprises the steps
of: generating a control word; detecting (130, 131, 132
and 133) the permissible generation of the permissible
generational field for limiting the available number of
copy of a program of the CPTC information and the
present generation of the present generational field in-
dicating the present generation of the program copied,
to thereby perform copy-impossible and update the
CPTC information; and detecting (134, 135, 135 and
137) the reproducible number of the reproducible
number field for limiting the number of reproduction of
copied programs of the CPTC nformation, the maxi-
mum reproducible time of the maximum reproducible
time field for limiting time to reproduce the copied pro-
gram, and the number and time of reproduction of tape,
to thereby process reproduction-impossible.

In the same manner as the first embodiment of the
audioivideo reception step, the copying number limiting
step comprises the steps of: comparing (130) the per-
missible generation of the permissible generational field
and the present generalion of the present generational
field and deciding whether the permissible generation is
below the present generation; i the permissible gener-
ation is below the present generation, generating (131)
anoutput disable signalto make copying impossible and
destroying the control word; and if the permissible gen-
eration is not below the present generation, increasing
(132) the present invention by '1' and recording the re-
sult on cassetletape. I the permissible generation is not
below the present generation, the CPTC information is

Updated in step 133.
The reproduction limiting step comprises the steps
of: comparing the reproducible numbers of the reproduc-

. ible number field and the reproduction number of tape
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and deciding (134) whether the reproducible number is
below the reproduction number of tape; if the reproduc-
ible number is not below the reproduction number of
tape, comparingthe maximum reproducibie time and re-
production time of lape, and daciding (135) whether the
maximum reproducible time is below the reproduction
time of tape; if the maximum reproducible time is not
below reproduction time of tape, turning off (136) an en-
able erase signal to thereby enable the copied program
to be reproduced; if the reproducible number is below
the reproduction number of tape or the maximum repro-
ducible time is below the reproduction time of tape, tum-
ing on (137) the enable erase signal to make the repro-
duction of the copied program impossible so that part of
or the whole program recorded on cassette tape is
erased.

The bit stream transmitted in the second embodi-
ment of the audio/video signal transmission step con-
tains ECM and EMM. Part of the control word may be
contained in the CPTC information. Its remainder may
be contained in the ECM or EMM. The whole control
word is contained in the ECM or EMM.

The audioivideo signal containing the control word
and transmitted according to the audioNideo signal
transmission step is received according to another em-
bodiment of the audio/video reception step. The audio/
video signal transmilted in the audio/video signal trans-
mission step containing the control word is received ac-
cording to still another embodiment of the audioivideo
reception step.

Refening toFig. 10, the third embodiment of the au-
dio/video reception step comprises the steps of: filiering
(110) the transmitted bit stream and decrypting (111) the
CPTC information and CA information; analyzing (112,
113, 114 and 118) the CPTC information and CA infor-
mation and filtering the contro! word to generate a con-
trol word and a signa! for controlling the protection of
copyright and to update the CPTC information; deciding
{115) whether to allow recording according to the signal
for controlling the protection of copyright to record the
scrambled and transmitted bit stream on cassette tape;
and descrambling and decoding (116 and 117) the trans-
mitted bit stream and outputting an audioAvideo signal.

Referring to Fig. 11, in the same manner as the first
embodiment of the audio/video reception step, the
CPTC information analyzing step comprises the steps
of. generating the control words; detecting (130, 131,
132 and 133) the pemissible generation of the permis-
sible generational field for limiling the avaitable number
of copy of a program of the CPTC information and the
present generation of the present generational field in-
dicating the present generation of the program copied,
to thereby perform copy-impossible and update the
CPTC information; and detecling (134, 135, 136 and
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137) the reproducible number of the reproducible
number field for limiting the number of reproduction of
copied programs of the CPTC information, the maxi-
mum reproducible time of the maximum reproducible
time field for limiting time to reproduce the copied pro-
gram, and the number and time of reproduction of lape,
to thereby process reproduction-impossible.

The copying number limiting step comprises the
steps of: comparing (130) the parmissible generation of
the permissible generational field and the present gen-
eration of the present generational field and deciding
whether the permissible generation is below the present
generation; if the permissible generation is below the
present generation, generating (131) an output disable
signal to make copying impossible and destroying the
control word; and if the permissible generation is not be-
low the present generation, increasing (132) the present
invention by ‘1" and recording the result on cassette
tape, and if the permissible generation is not below the
present generation, updating the CPTC information in
step 133.

The reproduction limiting step comprises the steps
of: comparing the reproducible number of the reproduc-
ible number field and the reproduction number of taps
and deciding (134) whether the reproducible number is
below the reproduction number of tape; i the reproduc-
ible number is not below the reproduction number of
tape, comparing the maximum reproducible time and re-
production time of tape, and deciding (135) whether the
maximum reproducible time is below the reproduction
time of tape; if the maximum reproducible time is not
below reproduction time of tape, turning off (136) an en-
able erase signal to thereby enable the copied program
to be reproduced; it the reproducible number is below
the reproduction number of tape or the maximum repro-
ducible time is below the reproduction time of tape, tum-
ing on (137) the enable erase signal to make the repro-
duction of the copied program impossible so that pan of
or the whole program recorded on cassette tape is
erased.

The illegal view/copy protection method for digital
" broadcasting system embodying the present invention,
after the audio/video signal transmission step and au-
diovideo reception step, further comprises a reproduc-
tion and rerecording step of: decrypting the bit stream
recorded and reproduced on cassefle lape, analyzing
the CPTC information, deciding whether to allow rere-
cording, recording the result on casselte tape, filtering
the control word, and performing descrambling and de-
coding to output an audio/video signal.

Referring to Fig. 12, the audioivideo reproduction
and rerecording step comprises the steps of: fittering
(120) the bit stream recorded and reproduced on video
tape, and decrypting (121) the CPTC information; ana-
lyzing {122 and 123} the CPTC information to generate
control words and a signal for controlling the protection
of copyright and update the CPTC information; deciding
(124) whether to allow recording according to the signal
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of controliing the protection of copyright, and recording
the scrambled and transmitted bit stream on cassette
tape; descrambling and decoding (125 and 126) the
transmitted bit stream in control words to output an au-
dio/video signal: and deciding whether to allow post-re-
production according to the signalfor controlfing the pro-
tection of copyright to thereby erase part of or the whole
data recorded on cassette tape. .

Here, EMM may contain information required for
decoding information in order to perform the illegal view/
copy protection method of abroadcasting system. in this
case, a step of sloring and processing the EMM is added
in the audic/video reproduction and rerecording step.

In the EMM storing and processing step, in case
that the EMM is updated by a broadcasting station for
the purpose of copyright protection, the EMM having in-
formation required to decode the CPTC information is
stored in order 1o continuously reproduce programs of
copied cassette tape. i

Here, an ID number indicative of updating the EMM
is recorded on cassette tape. The EMM is stored to
which the updating state and the ID number of cassette
{ape are mapped.

The EMM storing and processing step comprises
the steps of. storing all EMM to be updated and corre-
sponding ID information; selecting the latest EMM in re-
cording cassette lape; recording a corresponding 1D
number; and selecting an EMM corresponding to the ID
number recorded on cassette tape in reproducing the
cassette tape.

As shown in Fig. 13, all EMMs (EMM1, EMM2,
EMM3,...) to be updated on the EMM lookup table and
corresponding ID information (ID1, 1D2, ID3,...) are
mapped and stored.

ReferringtoFigs. 14 and 15, in recording a program
on cassetle tape, that is, when recording is indicated in
the recording/reproduction mode, an ID number corre-
sponding to the latest, the final, EMM, is recorded.
Thereatter, in reproducing the cassette tape, that is,
when reproduction is indicated in the recording/repro-
duction mode, an EMM corresponding to the ID number
recorded on cassette tape is selected from the EMM
lookup table sothat the recorded program is reproduced
according 1o the reproducible number of the reproduci-
ble number fietd and the reproduction number recorded
on the video tape.

Referning to Fig. 16, an illegal view/copy protection
apparatus of digital broadcasling system embodying the
present invention comprises a program producing por-
tion 200, distribution medium porticn 201, and program
receiving portion 202.

Program producing portion 200 offers programs, in
which information encrypted both with the control word
for scrambling and the CPTC information for prohibiting
ilegal view/copy, and the audioNvideo bit stream scram-
bled in control words are multiplexed to make a pro-
gram.
Distribution medium portion 201 distributes pro-
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grams made in program producing portion 200 through
a transmission medium.

Program receiving portion 202 delects and analyz-
os the CPTC information from the bit stream transmitied
from distribution medium portion 201 and the bit stream
reproduced from cassette tape, and descrambles and
decodes the bit stream transmitted from distribution me-
dium portion 201. The descrambled and decoded bit
stream is displayed or recorded on cassette tape.

Program producing portion 200 comprises a control
word generator 203 for generating a control word for
scrambling, a CPTC generaltor 204 for generating the
CPTC information for prohibiting illega! view/copy, a
scrambling portion 206 for scrambling the audiovideo
bit stream using the control word output from control
word generator 203, an encrypting portion 205 for en-
crypting the control word output from control word gen-
erator 203 and the CPTC information output from CPTC
generalor 204, and an adder 207 for multiplexing the
signals output from scrambling portion 206 and encrypt-
ing portion 205 and transmitting them to distribution me-
dium portion 201.

Distribution medium portion 201 comprises a
broadcasting medium 208 for distributing the program
made by program producing portion 200 through cable,
satellite or terrestrial broadcasting, and a recording me-
dium 209 for distributing the program made by program
producing portion 200 through cassette tape.

Program receiving portion 202 comprises a de-
crypting portion 210 for decrypting the bit stream trans-
mitted from broadcasting medium 208, a CPTC detect-
ing/analyzing portion 211 for delecting and analyzing
the CPTC information from the bit stream output from
decrypting portion 210 and recording medium 209, and
outputting signals for controlling the contro! word and
illegal view/copy, a descrambling portion 212 for de-
scrambling the bit stream transmitted from broadcasting
medium 208 and recording medium 209 and the bit
stream reproduced from cassetie tape, a decoding por-
tion 213 for decoding and displaying the signal output
from descrambling portion 212, and a recording/repro-
ducing portion 214 for recording the bit stream transmit-
ted from broadcasting medium 208 and recording me-
dium 209 according to the signa! output from CPTC de-
tecting/analyzing portion 211, and reproducing cassette
tape, to thereby output the result to descrambling por-
tion 212 and CPTC detecting/analyzing portion 211.

The operation of an illegal view/copy protection ap-
paratus for a digital broadcasting system embodying the
present invention will be described below.

Control word generator 203 generates a control
word for scrambling, and CPTC generator 204 genei-
ates the CPTC information for prohibiting illegal view/
copy. Scrambling portion 206 scrambles the audiovideo
bit stream using the generated control word. Encrypting
portion 205 encrypts the CPTC information output from
CPTC generator 204 using the generated control word.
The audioNvideo bit stream scrambled in scrambling por-
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tion 206 is multiplexed with the encrypted CPTC infor-
mation in adder 207. The multiplexed result is transmit-
ted to a reception port through distribution medium por-
tion 201,

The signal output from adder 207 is transmitted to
program receiving portion 202 through broadcasting
medium 208 such as cable, satellite, and terrestrial
broadcastings, or through recording medium 209 made
of cassetle tape such as rental tape.

The bit stream transmitied through broadcasting
medium 208 is decrypted in decrypting portion 210. The
CPTC information is detected and analyzed in CPTC
detecting/analyzing portion 211 so that signals for con-
trolling the control word and iflegat view/copy are output.
Here, the bil stream transmitted o cassette tape through
recording medium 209 is reproduced in recording/repro-
ducing portion 214 and input to descrambling portion
212 and CPTC delecling/analyzing portion 211. The bit
stream transmitled from broadcasting medium 208 and
the bit stream reproduced from recording medium 209
through recording/reproducing portion 214 are de-
scrambled in descrambling portion 212 according to the
control wordoutput from CPTC detecting/analyzing por-
tion 211. The signal output from descrambling portion
212 is decoded in decoding portion 213 and displayed.
The bit stream transmitted from broadcasting medium
208 and recording medium 208 is recorded on cassette
tape in a recording/reproducing portion 214 according
to the signal output from CPTC detecting/analyzing por-
tion 211.

Data received from program receiving porlion 202
and recorded on cassetle tape is made up of the scram-
bled audioAvideo bit stream and CPTC information. The
configuration of the program receiving portion having
decrypting portion 210, CPTC detecting/analyzing por-
tion 211, descrambling portion 212, decoding portion
213 and recording/reproducing portion 214 will be ex-
plained with reference to Figs. 17, 18, 19, and 20.

One embodiment of the program receiving portion
of Fig. 17 receives and processes data transmitted via
a broadcasting medium. Specifically, this embodiment
performs conditional access and copy protection.

Referring to Fig. 17, the first embodiment of the pro-
gram receiving portion comprises an IRD 222 for receiv-
ing, decoding and descrambling the bit stream transmit-
ted from broadcasting medium 208, outputting analog
audio/video data to be displayed and outputting scram-
bled digita!l audio/video data to be recorded on cassetls
tape, a smart card 221 for decrypting the bit stream out-
put from IRD 222, detecting/analyzing the CPTC infor-
mation, and oulputting the control word and signals for
controlling illegal view/copy to IRD 222 in order to per-
form conditional access and copy protection, a DVCR
223for recording the digital audioivideo data and CPTC
information scrambled and output from IRD 222 on cas-
sefte tape, and reproducing the scrambled digital audio/
video data and CPTC information recorded on cassette
tape to be output 10 IRD 222, and a lookup table 224 for,
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in case that the EMM is updated by a broadcasting sta-
tion for the purpose of copyright protection, storing EMM
having information required to decode the CPTC infor-
mation, and outputting CPTC information correspond-
ing in reproduction o smart card 221 in order to conlin-
vously reproduce the program of copied cassette tape.
Here, lookup table 221 is mapped and processed as
shown in Figs. 13, 14 and 15.

The operation of the first embodiment of the pro-
gram receiving portion will be described below.

In case that a bit stream, that is, a program, is re-
ceived through a broadcasting medium, the received
audio/video data is scrambled digital audio/video data.

The received bit stream is decoded in IRD 222 and
decryptedin smarl card 221. lts CPTC information is de-
tected and analyzed so that a signal for controlling the
control word and illegal view/copy is output o IRD 222.

IAD 222 descrambles the decoded bit stream using
the bit stream oulput from smart card 221 and signals
for controlling illegal view/copy. The descrambled bit
stream is output to display analog audio/video data. IRD
222 outputs the scrambled digital audio/video data and
CPTC information to DVCT 223 in order to record them
on cassette tape.

The scrambled digital audio/video data and CPTC
information output from IRD 222 is recorded on cassette
tape in DVCR 223. They are in tum reproduced in DVCR
223 and processed in the same manner that the bit
stream transmitted via the broadcasting medium is de-
scrambled and processed in IRD 222 and smart card
221. The processed result is output to be displayed on
a monitor, or output to the DVCR and recopied.

Here, reproduction and recopy are made possible
by the dala stored in the permissible generational field,
present generational field, reproducible number field,
and maximum reproducible time field contained in the
CPTC information.

Updated EMM is mapped and stored in lookup table
224 sothat, when the EMM is updated through a broad-
casting signal in a broadcasting station in order to pro-
tect copyright, the program of cassette tape copied can
be continuously reproduced.

Lookup table 224 reads out the EMM containing in-
formation required to decode the CPTC information in
reproducing the cassette tape. Comresponding CPTC in-
formation is output to smart card 221 to enable repro-
duction.

Another embodiment of the program receiving por-
tion shown in Fig. 1B is to receive and process dala
transmitted through a recording medium, for instance,
rental tape.

The second embodiment of the program receiving
portion, as shown in Fig. 18, comprises a DVCR 232 for
detecting/analyzing the CPTC information from the bit
stream transmitted from the recording medium, output-
ting a control word and signals for controlling illegal
view/copy, and reproducing scramblsd digilal audioivid-
eo dala, and an {RD 231 for receiving the control word
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and signals for controlling illegal view/copy output from
DVCR 232, descrambling the scrambled digital audic/
video data, and outputting analog audio/video data to
be displayed or recorded.

The second embodiment of the program receiving
portion is to perform CPTC detection and processing
carried out in the smart card of the first embodiment of
the program receiving portion shown in Fig. 17. The op-
eration of the second embodiment of the program re-
ceiving portion will be described below,

In case that the bit stream is received through the
recording medium, the audioivideo data reproduced
through the DVCR is scrambled digital audioNideo data.

The bit stream recorded in DVCR 232 is repro-
duced. Its CPTC information is detected and analyzed
so that the control word and signal for controlling illegal
view/copy is output to IRD 231. The bit stream repro-
duced irom DVCR 232 is decoded in IRD 231. The de-
codad bit stream is descrambled according to the con-
trol word and signal for controlling illegal view/copy out-
put from DVCR 232 so that analog audioivideo data is
output to be displayed.

IAD 231 outputs the scrambled digital audioivideo
data and CPTC information to DVCR 232 to record them
on cassette tape. The scrambled digital audio/video da-
ta and CPTC information output from IRD 231 is record-
ed on cassette tape and recopied in DVCR 223.

Here, reproduction and recopy are made possible
by the data stored in the permissible generational field,
present generational field, reproducible number field,
and maximum reproducible time field contained in the
CPTC information.

Refeming to Fig. 19, still another embodiment of the
program receiving portion is o receive and process data
transmitted through a recording medium, performing
copy protection (CP).

As shown in Fig. 19, the third embodiment of the
program receiving portion comprises a DVCR 243 for
rapreducing the scrambled digital audioAvides data and
CPTC information recorded on cassette tape through a
recording medium, and outputting them to IRD 242, an
IRD 242 for decoding/descrambling the bit stream trans-
mitted from DVCR 243, and outputiing analog audio/vid-
60 data o be displayed, and a smart card 241 for de-
crypling the bit stream output from IRD 242, detecting/
analyzing the CPTC, and outputting the contro! word
and signals for controlling copying to IRD 222 o thereby
perform CP. The operation of the third embodiment of
the program receiving portion will be explained below.

In case that the bit streamn is received via a record-
ing medium, that is, through rental tape, the reproduced
audia/video data is scrambled digital audio/video data.

The scrambled digital audio/video data and CPTC
information reproduced from DVCR 243 are decoded in
IRD 242 and decryptad in smart card 241. The CPTC
information is detected and analyzed so that the control
word and signal for controlling copyingare output to IRD
242.
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IRD 242 descrambles the decoded bif stream using
the CPTC information output from smar card 241 and
signals for controlling copying so that analog audioivid-
€0 data is output to be displayed.

IRD 242 outputs the scrambled digital audioAvideo
data and CPTC information to DVCR 243 in order to
record themn on cassette tape. The scrambled digital au-
dia/video data and CPTC information output from IRD
242 are recorded on cassette tape in DVCR 243.

Here, reproduction and recopy are made possible
by the data stored in the permissible generational field,
present generational field, reproducible number field,
and maximum reproducible time fiekd contained in the
CPTC information.

Referring to Fig. 20, yet another embodiment of the
program receiving portion is to receive and process data
transmitted through a recording medium, performing
conditional access and CP. This embodiment is made
in such @ manner that in case of using the same CPTC
information as the broadcasting medium, the smart card
is commonly used.

As shown in Fig. 20, the fourth embodiment of the
program receiving portion comprises a DVCR 253 for
reproducing the scrambled digital audio~ideo data and
CPTC information recorded on casseite tape through a
recording medium, and outputting them to IRD 252, an
IRD 252 for decoding/descrambling the bit stream trans-
mitied from DVCR 253, and outputting analog audio/vid-
eo data to be displayed, and a smart card 251 for de-
crypting the bit stream output from IRD 252, detecting/
analyzing the CPTG, and outputting the control word
and signals for controlling copying to IRD 252 to thereby
perform CA and CP. The operation of the third embodi-
ment of the program receiving portion will be explained
below.

In case that the bit stream is received via a record-
ing medium, that is, through rental tape and the DVCR,
the reproduced audio/video data is scrambled digital au-
dio/video data.

The scrambled digital audioivideo data and CPTC
information reproduced from DVCR 253 are decoded in
IAD 252 and decrypted in smart card 251. The CPTC
information is detected and analyzed so that the control
word and signal for controlling copying are output back
to IRD 252.

IRD 252 descrambles the decoded bit stream using
the CPTC information output from smart card 251 and
signals for controlling illegal view/copy so that analog
audio/video data is output to be displayed.

IRD 252 outputs the scrambled digital audioivideo
data and CPTC information to DVCR 253 in order to
record them on cassefie tape. The scrambled digital au-
dioivideo data and CPTC information output from IRD
222 are recorded on cassette tape in DVCR 253,

Here, reproduction and recopy are made possible
by the data stored in the permissible generational figid,
present generational field, reproducible number field,
and maximum reproducible time field contained in the
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CPTC information.

IRD 222, 242, or 252 shown in Fig. 17, 19 0r 20 is
made in the following configuration as shown in Fig. 21.

Referring to Fig. 21, IRD 222, 242 or 252 comprises
arecording/digital output controller 262 for decoding the
bit stream transmitted from the broadcasting medium
and DVCR, outputting to smart card 221, receiving the
control word and signals for cantrolling illegal view/copy
output from smart card 221, and controlling the output
of the scrambled digital audio/video data for the purpose
of recording and displaying; a descrambler 263 for de-
scrambling the scrambled digital audioNideo data out-
put from recording/digital output controller 262 accord-
ing to the control word output from recording/digital out-
put controller 262, and a display processing portion 264
for processing and outputting the digital audio/video da-
ta output trom descrambler 263 to be displayed. Here,
DVCR 265 performs reproduction mainly. DVCR 223 of
the program receiving portion of Fig. 18 combines re-
cording therewith. The operation of IRD 266 will be de-
scribed below.

The signal output to smart card 261 from recording/
digital output controller 262 of IRD 266 is ECM, EMM
and CPTC information. The signals output from smant
card 261 to IRD 266 are the control word used to de-
scramble and display the bit stream, and a signal for
controlling copy protection.

Recording/digital output controller 262 communi-
cales with the smart card, performs recording according
to the signals of copy protection, outputs them to the
digital output port in order 10 record them in another set,
and outputs the contro! word and bit stream todescram-
bler 263.

When output to the recording/digital output port, up-
daled ECM, EMM and CPTC information are output in
addition 10 the scrambled data from recording/digital
output controller 262 so that a copy diflerent from the.
original script, that is, the broadcast or rental tape.

The ECM, EMM and CPTC are transmitted in vari-
ous combinations. For the first combination, the ECM,
EMM and CPTC are independently combined. The sec-
ond combination is that the CPTC is included in the ECM
and the EMM is independently combined. The third is
that the CPTC is included in the EMM and the ECM is
independently combined.

IRD 231 and DVCR 232 of Fig. 18 use the smart
card, and additionally requires a CPTC detection and
processing portion in the DVCR, which will be shown in
Fig. 22.

DVCR 232 comprises a CPTC detecting/process-
ing portion 276 for datecting/analyzing the CPTC infor-
mation from the bit stream transmitted from recording
medium 209, and outputting the control word and sig-
nals for illegal view/copy, and a reproducing portion 277
for reproducing the bit stream transmitted from record-
ing medium 209 and outputting it to the IRD.

IRD 231 comprises a digital output controller 272
for receiving the control word and signals for controlling
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illegal view/copy output from CPTC detecting/process-
ing portion 276, and controlling the output of the scram-
bled digital audioivideo data output from reproducing
portion 277 in order to display them, a descrambler 273
lor descrambling the scrambled digital audiovideo data
output from digital output controller 262 according to the
control word output from digital output controller 262,
and a display processing portion 274 for processing and
outputting the digital audio/video data output from de-
scrambler 273 in order to display them, The operation
of IRD 276 and DVCR 275 will be described below.

CPTC detecting/processing portion 276 operates
separately when reproducing portion 277 reproduces
the scrambled data so that the CPTC information is de-
tected from the cassette tape.

IRD 276 receives the scrambled data, CPTC infor-
mation and control word from CPTC detecting/process-
ing portion 276 and reproducing portion 277 from DVCR
275. Therefore, for nommal descrambling, the scrambled
data and contro! word are supplied to scramblar 273
from digital output controller 272. To the digital output
port, only the scrambled data is output. For this reason,
in case that the reproduced data is scrambled, copying
is made impossible, and vise versa.

Commonly, in order to control tape copying, the
depth of generation copy and the reproduction of tape
lo be copied are used together. As shown in Fig. 7, this
yields the efiect of controlling the number of copiable
tape.

However, in order to allow copying tape to be repro-
ducible as many as a predetermined number or for a
predetermined time, it is necessary to perform commu-
nication between the smart card and DVCR.

Referring to Fig. 23, tape state information such as
the reproduction number of the current tape is transmit-
ted tosmartcard 261 from DVCR 265. In order to erase
the tape, an enable erase signal is transmitted to DVCR
265 trom smart card 261, and the erase head of the
DVCR operates.

For tape erasing methods, the whote area of tape
is erased by the full-width erase head, or only the contro!
track is erased using the control head. In case that the
CPTC is contained in the EMM, signals are input and
output between the DVCR and smart card.

As the signals input to IRD 268, there are a broad-
casting signal transmitted from a broadcasting medium
and a signal reproduced from DVCR 265. The broad-
casting signal input 1o IRD 266 is the scrambled digita!
data and a control signal having the EMM, ECM and
CPTC information. The EMM and ECM are required for
CA. the CPTC for copyright protection.

The scrambled digital data is inpul to descrambler
263. The control signal is input to smart card 261 for
performing CA and CP. Using the control signal, smart
card 261 restores control word CW and outputs it to de-
scrambler 263, Descrambler 263 dsscrambles it using
the control word.

The ECM output from smart card 261 s output 1o
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DVCR 265 or to an extemnal port. This ECM is updated
from the ECM input for copyright protection. The output
disable signal output from smart card 261 is a signal to
instruct IRD 266 to prohibit recording or copying. This
signal is input to recording/digital output controller 262.
The tape state signal is output to smart card 261 from
DVCR 265 in order to inform the state of taps. .

The signal output to DVCR 265 from smart card 261
for the purpose of a predetermined-number reproduc-
tion or predetermined-time reproduction is an erase en-
able signal. The signal for allowing recorded and copied
tape to be reproducible even though the EMM informa-
tion of the smart card is changed is an 1D signal.

The 1D signal is mapped and stored with corre-
sponding EMM in the lookup table of smart card 261. If
necessary, the EMM comesponding to the ID signal is
output.

As shown in Fig. 24, the smart card comprises an
ECM filter 301 for filtering the ECM from the bit stream
output from the IRD, a CPTCAape state signal filter 302
for filtering the CPTC information and the tape state sig-
nal indicative of the state of tape from the bit stream out-
putfromthe IRD, an EMM filter 303 for filtering the EMM
from the bit stream output from the IRD, a lookup table
304 for, in case that the EMM is updated for copyright
protection by a broadcasting station, storing the previ-
ous EMM containing information required 1o decode the
CPTC information, and outputting CPTC information
corresponding in reproduction in order to continuously
reproduce the program of cassette tape copied, an EMM
processing portion 307 for processing the EMM using
the EMM output from EMM filter 303 and lookup table
304 and the 1ape slate signal output from CPTCAape
state signal filter 302, a CPTC processing portion 306
for processing the CPTC information using the signals
output from CPTCAape state signal fitter 302 and EMM
processing portion 307, and a CA processing portion
305 for outputting control word CW using the signals
outputfrom ECMfitter 301 and EMM processing portion
307.

In case that the CPTC information is contained in
the EMM, as shown in Fig. 25, smart card 221 comprises
an ECM filter 311 for filtering the ECM from the bit
stream output from the IRD, an EMM filter 312 for filter-
ing the EMM containing the EMM from the bit stream
output from the IRD, a tape state signal filter 313 for fil-
tering the tape state signal output from the IRD, a lookup
table 314 for, in case that the EMM is updated for cop-
yright protection by a broadcasting station, storing the
previous EMM containing information required to de-
code (he CPTC information, and outputting CPTC infor-
mation corresponding in reproduction in order to contin-
uously reproduce the program of cassette lape copied,
an EMM processing portion 317 for processing the EMM
using the EMM output from EMM filter 312 and lookup
table 314 and the tape state signa! output from tape
state signal fiter 313, a CPTC processing portion 316
for processing the CPTC information using the signals
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output from EMM filter 312 and tape state signal fiter
313, to thereby output ECM, enable erase signa! and ID
signal, and a CA processing portion 315 for outputting
coniro! word CW using the signals output from ECM filter
311 and EMM processing portion 317.

ECM itter 301 or 311, CPTCAape stale signal fitter
302, EMM filter 303 or 312, and tape state signal fiter
313 extract ECM, CPTC, tape state signal and EMM,
respectively. CA processing portion 305 or 315 gener-
ates a control word and performs CA. EMM processing
portion 307 or 317 outputs the EMM information to CA
processing portion 305 or 315 and CPTC processing
portion 306 or 316, and additionally stores the received
EMM to the lookup table.

In case that the scrambled digital data and encoded
CPTC information are recorded on tape and that the
EMM information required to decode the CPTC informa-
tion is changed, the reproduction of tape is made impos-
sible. According to this fact, the previous EMM is stored
in a memory such as the EEPROM of the smart card as
shown in Figs. 13 and 14, which is the same as de-
scribed before.

Specifically, the lookup table is divided into two
lields and stores ID information and EMM information,
as shown in Fig. 13. in recording and copying, the 1D
information is recorded on tape, as shown in Fig. 14 in
order to select corresponding EMM from the 1D informa-
tion recorded in the reproduction of tape.

In other words, referring to Fig. 14, EMM processing
portion 307 receives a recording/playback signal indi-
cating that the current DVCR mode is recording or play-
back, ID. and tape state signa! having information of re-
production number of tape, selects a proper EMM from
the lookup table, outputs it to CPTC processing portion
306 or 316 and CA processing portion 305 or 315, and
transmils the I1D information for the purpose of recording
and copying to record it on tape.

Referring to Fig. 11, CPTC processing portion 306
or 316 performs copyright protection for recording or
copying. The CPTC information or ECM containing the
CPTC information is input to output the output disable
signal, enable erase signal, and the CPTC or ECM con-
taining the CPTC.

In order to control generation copy, CPTC process-
ing portion 308 or 316, in case that the permissible gen-
eration of the permissible generational field is greater
than the present generation recorded on tape, the
present generational field is increased by 1 and encrypt-
ed again. If not, the output disable signal is generated
to prohibit recording and copying.

In order 1o control reproduction, in case that the re-
producible number of tape is greater than the reproduc-
ible number of the reproducible number field or the max-
imum reproducible time of the maximum reproducible
time field is greater than the curment time, CPTC
processing portion 306 or 316 generales enable erase
signal to operate the erase head of the DVCR.

In case that time delay produced when the CPTC
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orthe ECM containing the CPTC is encrypted again be-
comes a problem to solve, CPTC processing portion
306 or 316 transmits the current generation signal to the
DVCR and records it on tape, not moditying the CPTC
or the ECM containing the CPTC.

Theillegal view/copy protection apparatus for a dig-
ital broadcasting system embodying the present inven-
tion has means for recording and reproducing the repro-
duction number information of tape in the DVCR in order
to implement the predetermined-number reproducility
of recorded or copied tape. Hers, the reproduction
number information of tape is updated and recorded
again during tape reproduction.

As shown in Fig. 26, the DVCR comprises a deck
mechanism 408, a recording/reproducing portion 405
for recording digital data on cassette tape according to
the deck mechanism and reproducing the digital data
recorded on cassette tape, a reproduction number de-
tecting/updating portion 401 for detecting/updating the
reproduction number from the digital data reproduced
from recording/reproducing portion 405, and outputting
ittothe IRD in order to rerecord it in recording/reproduc-
ing portion 405, a digital data processing portion 402 for
processing the digital data reproduced from recording/
reproducing portion 405, outputting it to the IRD, and
outputting switching position information for recording
and reproducing, a recording/playback switching por-
tion 404 for outputting a switching signal for contralling
the reproduction number, the reproduction of digital data
and the recording of the updated reproduction number
using the switching position information output from dig-
ital data processing portion 402, and an error corection
encoder/decoder 403 for correcting the error of data out-
putfrom digfial data processing portion 402, and encod-
ing and decoding the data to be output to digital data
processing portion 402.

In order to update and rerecord the reproduction
number information of tape during playback, the repro-
duction number information of tape is recorded using an
encoding algorithm. Otherwise, the information is re-
corded as clear data not encoded.

The recording position of the reproduction number
information of tape uses part of audio, control and video
tracks. For error correction to the reproduction number
information of tape, a repetition coding is employed. The
operation of the DVCR will be described below.

When reproduced by recording/reproducing portion
405 with the cassette tape foaded on deck mechanism
406, the reproduced digital data is input to reproduction
number datecting/updating portion 401 and digital data
processing portion 402 so that its reproduction number
is detacted and the digital data is processed and output.

The reproduction number detected in reproduction
number detecting/updating portion 401 is updated, that
is, increased by 1, and applied to recording/reproducing
portion 405.

Digital data processing portion 402 applies the re-
produced digital data output from recording/reproducing
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portion 405 to error comection encoder/decoder 403 to
perform error correction, encoding and decoding. The
result is output to the IRD to be displayed or recorded.
Al the same time, the switching position information is
outpul to recording/reproducing switching portion 404 in
order to output a switching signal,

The swilching signal output from recording/repro-
ducing switching portion 404 controls recording/repro-
ducing portion, to thereby record the updated reproduc-
tion number output from reproduction number detecting/
updating portion 401, that is, the reproduction number
added by 1, on tape.

Recording/reproducing switching portion 404 con-
trols the reproduction number, the reproduction of digital
data recorded on tape, and the recording of the updated
reproduction number.

In another method of implementing the predeter-
mined-number reproducibility of recorded or copied
tape, an identifier is given to all tape used for a user to
record broadcast programs, and the identifier given to
tape and the reproducibility number information of tape
corresponding to the identifier are handied together in
the smart card.

Here. the smart card has a memory device which
can be updated, such as EEPROM. The identilier and
corrgsponding reproducible number information are
stored in the memory device. For every reproduction of
tape, the reproducible number information is updated
and whether to playback is determined.

In conclusion, the described embodiments have the
following advantages.

First, by adding CPTC information to data supptied,
and by allowing a digital program to be normally viewed
only when a CPTC dstecting/analyzing means and de-
scrambling/decrypting means are present at the receiv-
ing stage, illegal viewing is prohibited.

Second, to enhance copyright protection, data re-
corded on cassette tape is always scrambled digital da-
ta, andits CPTC information is encrypted to be recorded
on cassetle tape. A code for prohibiting viewable data
from being restored fromthe casselte tape onty with the
scrambled data and CPTC information, and allowing the
data to be viewable is provided in adevice excluding the
cassette tape. Otherwise, restoring of viewable data is
made possible only with the scrambled data and CPTC
information, making illegai copy impossible.

Third, using a method of restoring the viewable data
only with the scrambled digital data and CPTC, rental
tape is made to supply tape. Otherwise, using a method
of prohibiting the viewable data from being restored only
with the scrambled digital data and CPTC, rental tape
is mads 1o supply tape and smart card peculiar to a pro-
gram provider as one set. Using the smart card for
broadcasting medium, the rental tape is made to prohibit
the viewable data from being restored only with the
scrambled digital data and CPTC. Among the three
methods of supplying tape only, one method is setected.
Digital hardware for reproducing the data outputs onty
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the scrambled digital data to an extemal pont, making
impossible the restoring of viewable data from the out-
pul data, without the smart card.

Fourth, the described embodiment prohibits illegal
recording and copying of a program protected by copy-
right law, collects fes for recording or copying, and freely
controls the reproducible number of copied tape which
can be made from a program suppfied by a program
supplier, protecting copyright.

Fifth, the described embodiment can be used as a
copyright protection system having a high security and
multifunction with respect 1o a program through a broad-
casting medium such as satellite and terrestrial broad-
castings, or, at the same time, as a copy prolection sys-
1em having a high security to a program through a re-
cording medium such as rental tape.

Sixth, the descibed embodiment is employedto dig-
ital hardware such as broadcasting receiver and digital
VCR, to thereby pertectly protect a program supplier's
copyright and activates digital media because of various
software supplied through the digital media.

Claims

1. An illegal view/copy protection method for a digital
broadcasling system comprising:

an audiovideo signal transmission step for
multiplexing and transmitting audiovideo bit
stream scrambled in control words and infor-
mation where the control words and CPTC in-
formation for illagal view/copy protection are
encrypied; and

an audioivideo reception step for decrypting
the transmitted bit stream to analyze the CPTC
mformation and control words, deciding wheth-
er recording is allowed or not to be recorded on
casselle lape, and using the control words, per-
forming descrambling and decoding to output
audio/videa signals to a monitor.

2. An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 1, wherein
said CPTC information is formalted in a generation-
al copy contro! field for limiting the number of copy
available, and a reproducibility control figld for lim-
iting the reproduction of a copied program.

3. Anillegal view/copy prolection method for a digital
broadcasting system as claimed in claim 2, wherein
said CPTC information is formatted further contain-
ing a descrambling information field where part of
the control words for descrambling are recorded.

4. An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 2, wherein
said CPTC information is formatted further contain-
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ing a CA field where CA information for conditional
access is recorded.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 2, wherain
said generational copy control field is made up of a
pemmissible generational field for limiting the
number of copy permissible and a present genera-
tional field for indicating the present generation of
a program copied.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 2, wherein
said reproduction control field is made up of a re-
producible number field for limiting the number of
reproducing a copied program, and a maximum re-
producible time field for limiting time to reproduce
the copied program.

An illegal view/copy prolection method for a digital
broadcasting system as claimed in claim 1, wherein
the data recorded on cassefte tape contains scram-
bled audio/video bit stream and CPTC information.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 7, whersin
said CPTC information is overwrilten on the scram-
bled audio/video bit stream for the error effect and
recorded on cassette tape.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 7, wherein
said CPTC information is recorded on a portion of
any of the audio track of cassette tape, the control
lrack of cassette tape, orthe video track of cassette
lape.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 1, wherein
said audio/video signal transmission step compris-
es the steps of: encodingthe audio/video bit stream;

generating a control word for scrambling;
scrambling for the encoded audionvideo bit
stream using the generated control word;
generating CPTC information for illegal view/
copy protection;

encrypting for encrypting the control word and
CPTC information; and

multiplexing and transmitting the scrambled au-
diovideo bit stream and encrypted CPTC infor-
mation.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 1, wherein
said audio/video signal transmission step compris-
es the steps of:
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encoding the audio/video bit stream;
generaling a control word for scrambling;
scrambling for the encoded audioivideo bit
stream using the generated control word;
generating CPTC information for illegal view/
copy protection;

generating conditional access information for
conditional reception;

encrypting for encrypting the CPTC information
and CA information; and

multiplexing and transmitting the scrambled au-
dio/video bit stream and encrypted CPTC infor-
mation and conditional access information.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 1 or claim
11, wherein said audioivideo reception step com-
prises the steps of:

filtering the transmitted bit stream and decrypt-
ing the CPTC information;

analyzing the CPTC information to generate a
control word and a signal for controtling the pro-
tection of copyright and to update the CPTC in-
formation;

deciding whether 1o allow recording according
to the signal for controlling the protection of
copyright to record the scrambled and transmit-
ted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
streamin the control word and outputting anau-
dio/video signal.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 12, where-
in said all of the control word is contained in the
CPTC information.

An illegal view/copy prolection method for a digital
broadcasting system as claimed in claim 1, wherein
said bit stream transmitied contains ECM and
EMM.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 14, where-
in said audiovideo receplion step comprises the
steps of:

filtering the transmitted bit stream and decrypt-
ing the CPTC information and contro! word;
filtering the contro! word;

analyzing the CPTC information to generate a
control word and a signal for controlling the pro-
tection of copyrightand to update the CPTC in-
formation; :
deciding whether 1o allow recording according
to the signal for controliing the protection of
copyright to record the scrambled and transmit-
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ted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
stream in contro! words and outputting an au-
diovideo signal.

An illegal view/copy protection method for a digital
broadcasting system as claimed in any of claims 12,
14 or 15, wherein said CPTC information analyzing
step comprises the steps of:

generating a control word;

detecling a permissible generation of a permis-
sible generational field for limiting the availabie
number of copy of a program of the CPTC in-
formation and the present generation of the
present generational field indicating the
present generation of the program copied, to
thereby perform copy-impossible and update
the CPTC information; and

detecting the reproducible number of the repro-
ducible number field for limiting the number of
reproduction of copied programs of the CPTC
information, the maximum reproducible lime of
the maximum reproducible time field for limiting
time to reproduce the copied program, and the
number and time of reproduction of tape, to
thereby process reproduction-impossible.

An illegal view/copy protection method for a digital
broadcasting system as claimed inclaim 12or claim
16, wherein said copying number limiting step com-
prises the steps of:

comparing the pemissible generation of the
permissible generational field and the preésent
generation of the prasent generational field and
deciding whether the permissible generation is
below the present generation;

il the permissible generation is betow the
present generation, generating an output disa-
ble signal 1o make copying impossible and de-
stroying the control word; and

if the permissible generation is not below the
prasent generation, increasing the present in-
vention by '1" and recording the result on cas-
sefte tape.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 17, where-
in said copying number limiting step further com-
prises the step of, if the permissible generation is
not below the present generation, updating the
CPTC information.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 16 or claim
17, wherein said reproduction limiting step compris-
es the steps of:
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comparing the reproducible number of the re-
producible number field and the reproduction
number of tape and deciding whether the repro-
ducible number is below the reproduction
number of tape;

if the reproducible number is not below the re-
production number of tape, comparing the max-
imum reproducible time and reproduction time
of taps, and deciding whether the maximum re-
producible time is below the reproduction time
of tape;

il the maximum reproducible time is not below
reproduction time of tape, tuming off an enable
erase signal to thereby enable the copied pro-
gram to be reproduced; and

if the reproducible number is below the repro-
duction number of tape or the maximum repro-
ducible time is below the reproduction time of
tape, luming on the enable erase signal to
make the reproduction of the copied program
impossible so that part of or the whole program
recorded on cassette tape is erased.

. An illegal view/copy protection method for a digital

broadcasting system as claimed in claim 14 or claim
15, wherein part of the control word is contained in
the CPTC information.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 20, where-
in the remainder of the control word is contained in
the ECM.

. An illegal view/copy protection method for a digital

broadcasling systemas claimed in claim 20, where-
in the remainder of the control word is contained in
the EMM.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 14 or claim
15, wherein the whole control word is contained in
the ECM.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 14 or claim
15, wherein the whole control word is contained in
the EMM.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 14, further
comprising a reproduction and rerecording step of:
decrypting the bit stream recorded and reproduced
on casselte tape, analyzing the CPTC information,
deciding whether to allow rerecording, recording
the result on cassette lape, fillering the control
word, and performing descrambling and decoding
to output an audio/video signal.
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An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 25, where-
in said audioivideo reproduction and rerecording
step comprises the steps of.

filtering the bit stream recorded and reproduced
on video tape, and decrypting the CPTC infor-
mation;

analyzing the CPTC information to generate
control words and a signal for controlling the
protection of copyright and update the CPTC
information;

deciding whether 10 allow recarding according
to the signal of controliing the protection of cop-
yright, and recording the scrambled and trans-
mitted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
siream in control words 1o output an audiolvid-
eo signal.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 26, where-
in said audio/video reproduction and rerecording
stap comprises the step of deciding whether to al-
low post-reproduction according to the signal for
controlling the protection of copyright to thereby
erase pari of or the whole data recorded on cassette
tape.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 25, where-
in said EMR contains information required for de-
coding information

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 28, further
comprising the step of storing and processing EMM
in which, in case that the EMM is updated by a
broadcasling station for the purpose of copyright
protection, the EMM having information required to
decode the CPTC information is stored in order to
continuously reproduce programs of copied cas-
sette lape.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 29, where-
in an ID number indicative of updating the EMM is
recorded on said cassette tape.

An illegal view/copy protection method for a digitat
broadcasting system as claimed in claim 30, where-
inthe EMM is stored to which the updating state and
the ID number of cassetie tape are mapped.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 31, where-
in said EMM storing and processing step comprises
the steps of:
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storing all EMM to be updated and correspond-
ing ID information;

selecting the latest EMM in recording cassette
tape;

recording a corresponding ID number; and
selecting an EMM corresponding to the ID
number recorded on cassette tape in reproduc-
ing the cassette tape.

33. Anillegal view/copy protection apparatus for a dig-

ital broadcasting system comprising:

aprogram producing portion for multiplexing in-
formation encrypted both with the control word
for scrambling and the CPTC information for
prohibiting illegal view/copy, and the audio/vid-
- eo bit stream scrambled in contro! words, to
thereby make a program;
a distribution medium portion for distributing
programs made in said program producing por-
tion through a transmission medium; and
a program receiving portion for detecting and
analyzing the CPTC information from the bit
siream transmitted from said distribution medi-
um portion and the bit stream reproduced from
cassette tape, and descrambling and decoding
the bit stream transmitted from sad distribution
medium portion.

34. Anillegal view/copy protection apparatus for a dig-

ftal broadcasting system as claimed in claim 33,
wherein said program producing portion compris-
ing:

a control word generator for generating a con-
trot word for scrambling;

a CPTC generator for generating the CPTC in-
formation for prohibiting illegal view/copy;

a scrambling portion for scrambling the audio/
video bit stream using the control word output
from said contro! word generator,

an encrypting portion for encrypting the control
word output from said control word generator
and the CPTC information output from said
CPTC generator, and

an adder for multiplexing the signals output
from said scrambling porlion and encrypting
portion and transmitting them to said distribu-
tion medium portion.

35. Anillegal view/copy protection apparatus for a dig-

ftal broadcasting system as claimed in claim 33,
wherein said distribution medium portion compris-
os:

a broadcasting medium for distributing the pro-
gram made by said program producing portion
through cable, satellite or terrestrial broadcast-
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arecordingmedium for distributingthe program
made by said program producing portion
through cassette tape.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 35,
wherein said program receiving portion comprises:

a decrypting portion for decrypting the bit
stream transmitted from said broadcasting me-
dium;

a CPTC detecting/analyzing portion for datect-
ing and analyzing the CPTC information from
the bit stream output from said decrypting por-
tion and recording medium, and outputting sig-
nals for controlling the control word and illegal
view/copy;

a descrambling portion for descrambling the bit
stream transmitted from said broadcasting me-
dium and recording medium and the bit stream
reproduced from cassette tape;

a decoding portion for decoding and displaying
the signal output from said descrambling portio;
and

a recording/reproducing portion for recording
the bit stream transmitted from said broadcast-
ing medium and recording medium according
to the signal output from said CPTC detecting/
analyzing portion, and reproducing cassette
tape, to thereby output the result to said de-
scrambling portion and CPTC detecting/ana-
lyzing portion.

An illegal view/copy protection apparatus for a dig-
ilal broadcasting system as claimed in claim 33,
wherein said CPTC information is formatted in a
gensrational copy control field for limiting the
number of copy available, and a reproducibility con-
trol field for limiting the reproduction of a copied pro-
gram.

. An illegal view/copy protection apparatus for a dig-

ilal broadcasting system as claimed in claim 37,
wherein said CPTC information is formatted further
conlaining a descrambling information field where
the whole or part of the control words for descram-
bling are recorded.

An iflegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 37,
wherein said CPTC information is formatted further
containing a CA field where CA information for con-
ditional access is recorded.

. An illegal view/copy protection apparatus for a dig-

ital broadcasling system as claimed in claim
37,wherein said generational copy contro! field is
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made up of a permissible generational field for lim-
iting the number of copy permissible and a present
generational field for indicating the present gener-
ation of a program copied.

An illegal view/copy protection apparatus for a dig-
ttal broadcasting system as claimed in claim 37,
wherein said reproduction control field is made up
ol a reproducible number field for limiting the
number of reproducing a copied program, and a
maximum reproducible time fie!d for limiting time to
reproduce the copied program.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 33,
wherein the data recorded on cassetie tape con-
lains scrambled audio/video bit stream and CPTC
information,

. An illegal view/copy protection apparatus for a dig-

ital broadcasting system as claimed in claim 42,
wherein said CPTC information is overwritten on
the scrambled audiaivideo bil stream for the eror
effect and recorded on cassette tape.

. An illegal view/copy protection apparatus for a dig-

ital broadcasting system as claimed in claim 42,
wherein said CPTC information is recorded on a
portion of any of the audio track of cassette tape,
the controt track of cassette taps, or the video track
of cassette tape.

. An illegal view/copy protection apparatus for a dig-

ital broadcasting system as claimed in claim 33,
wherein said all of the control word is contained in
the CPTC information.

. An illsgal view/copy protection apparatus for a dig-

ital broadcasting system as claimed in claim 33,
wherein said bit stream transmitted contains ECM
and EMM.

An illegat view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 46,
wherein pari of the control word is contained in the
CPTC information.

. An illegal view/copy protection apparatus for a dig-

ital broadcasting system as claimed in claim 47,
wherein the remainder of the contro! word is con-
tained in the ECM.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 47,
wherein the remainder of the control word is con-
tained in the EMM.

. Anillegal view/copy protection apparatus for a dig-
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ital broadcasting system as claimed in claim 48,
wherein the whole control word is contained in the
ECM.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 48,
wherein the whole control word is contained in the
EMM.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 46,
wherein said program receiving portion comprises:

an IRD for receiving, decoding and descram-
bling the bit stream transmitted from said
broadcasting medium, outputting analog audio/
video data to be displayed and oulputting
scrambled digital audio/video data to be re-
corded on cassette tape; and

a smart card for decryptingthe bit stream output
from said IRD, detecling/analyzing the CPTC
information, and outputting the control word
and signals for controlling illegal view/copy to
said |IRD in order to perform conditional access
and copy protection.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim
52,wherein said program receiving portion further
comprises a lookup table for, in case that the EMM
is updated by a broadcasting station for the purpose
of copyright protection, storing EMM having infor-
mation required to decode the CPTC information,
and outputting CPTC information cosresponding in
reproduction to said smart card in order to continu-
ously reproduce the program of copied cassette
tape.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 52,
wherein said program receiving portion further com-
prises a DVCR for recording the digital audioivideo
data and CPTC information scrambled and output
from said IRD on cassette tape, and reproducing
the scrambled digital audio/video data and CPTC
information recorded on cassetie tape to be output
to said IRD.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 54,
wherein said smart card comprises:

an ECM filter for filtering the ECM from the bit
stream output from said IRD;

a CPTChape state signal filter for fitering the
CPTC information and the tape state signal in-
dicative of the state of tape from the bit stream
output from said IRD;
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an EMM filter tor filtering the EMM from the bit
stream output from said IRD;

a lookup table for, in case that the EMM is up-
dated for copyright protection by a broadcast-
ing station, storing the previous EMM contain-
ing information required to decode the CPTC
information, and outputling CPTC information
corresponding in reproduction in order to con-
tinuously reproduce the program ol cassette
tape copied;

an EMM processing portion for processing the
EMM using the EMM output from said EMM fil-
ter and lookup table and the tape state signal
output from said CPTCAape stale signal filter;
a CPTC processing portion for processing the
CPTC information using the signals output from
said CPTCAape state signal fiter and EMM
processing portion; and

a CA processing portion for outputting control
word CW using the signals output from said
ECM filter and EMM processing portion.

56. Anillegal view/copy proteclion apparatus for a dig-

ital broadcasling system as claimed in claim 54,
wherein said smart card comprises:

an ECM filter for filtering the ECM from the bit
stream output from said IRD;

an EMM filter for filtering the EMM containing
the EMM from the bit stream output from said
IRD;

a tape state signal filter for filtering the tape
state signal output from said IRD,

a lookup table for, in case that the EMM is up-
dated for copyright protection by a broadcast-
ing station, storing the previous EMM contain-
ing information required to decode the CPTC
information, and outputting CPTC information
corresponding in reproduction in order to con-
tinuously reproduce the program of cassette
tape copied;

an EMM processing portion for processing the
EMM using the EMM output from said EMM fil-
ter and lookup table and the tape state signal
output from said tape state signal filter;

a CPTC processing portion for processing the
CPTC information using the signals output from
said EMM filter and 1ape state signal filter, to
thereby output ECM, enable erase signal and
1D signal, and

a CA processing portion for outputting control
word CW using the signals output from said
ECM fitter and EMM processing portion.

§7. An illegal view/copy protection apparatus for a dig-

ital broadcasting system as claimed in claim 54,
wherein said DVCR comprises:
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a deck mechanism;
a recording/reproducing portion for recording
digital data on cassette tape according to said

60. Anillegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 58,
wherein said IRD comprises:

deck mechanism and reproducing the digital
data recorded on casselte tape;

a reproduction number detecting/updating por-
tion for detecting/updaling the reproduction
number from the digital data reproduced from
said recording/reproducing portion, and output-
ting it to said IRD in order to rerecord it in said
recording/reproducing portion;

a digital data processing portion for processing
the digital data reproduced from said recording/
reproducing portion, outputting it to said IRD,
and outputting switching position information
for recording and reproducing;

a recording/playback switching portion for out-
putting a swilching signal for contralling the re-
production number, the reproduction of digital
data and the recording of the updated repro-
duction number using the switching position in-
formation output from said digital data process-
ing portion; and

an error correction encoder/decoder for cor-
recling the error of data output from said digital
data processing portion, and encoding and de-
coding the data to be output to said digital data
processing portion.

10

a digital output controller for receiving the con-
trol word and signals for controlling illegal view/
copy oulput from said CPTC detecting/
processing portion, and controlling the output
of the scrambled digital audio/video data output
from said reproducing portion in order to display
them;

adescrambler for descrambling the scrambled
digital audio/video data output from said digital
output controller accoarding to the control word
output from said digital output controller; and
adisplay processing portion for processing and
outputting the digital audio/video data output
from said descrambler in order to display them.

20 61. Anillegal view/copy protection apparatus for a dig-

25

ital broadcasting system as claimed in claim 35,
wherein said program receiving portion comprises:

a DVCR for reproducing the scrambled digital
audiovideodata and CPTC information record-
ad on cassetie taps through a reconding medi-
um, and outputting them to said IRD;

an IRD for decoding/descrambling the bit
stream transmitted from said DVCR, and out-

§8. An iliegal view/copy protaclion apparalus for a dig- 30
ital broadcasting system as claimed in claim 35,
wherein said program receiving portion comprises:

putting analog audioideo data to be dis-
played; and

asmart cardfor decrypting the bit stream output
from said IRD, detecting/analyzing the CPTC,
and outputting the control word and signals for
controlling copying to said IRD to thereby per-
form copy protection and/or conditional access.

a DVCR for detecting/analyzing the CPTC in-
formation from the bit stream transmitted from 35
said recording medium, outputting a control
word and signals for controlling illegal view/
copy, and reproducing scrambled digital audio/
video data; and

an IRD for receiving the contro! word and sig- 40
nals for controliing illegal view/copy output from
said DVCR 232, descrambling the scrambled
digital audiovideo data, and outputling analog
audiavideo data to be displayed or recorded.

62. An illegal visw/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 54 or
claim 61, wherein said IRD comprises:

a recording/digital output controller for decod-
ing the bit stream transmitted from the broad-
casting medium and DVCR, oulputting to said
45 smart card, receiving the contro} word and sig-
nals for controlling illegal view/copy output from
said smart card, and controlling the output of
the scrambled digital audioivideo data for the

59. An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 58,
wherein said DVCR comprises:

purpose of recording and displaying;

a CPTC detecling/processing portion for de- 50 adescrambler for descrambling the scrambled
tecting/analyzing the CPTC information from digital audiovideo data output from said re-
the bit stream transmitted from said recording cording/digital output controller according to
medium, and outputting the contro! word and the control word output from said recording/dig-
signals for illega! view/copy; and ital output controller; and

a reproducing portion lor reproducing the bit 55 adisplay processing portion for processing and
stream transmitted {rom said recording medium outputling the digital audio/video data output
and outputting it to said IRD. from said descrambler to be displayed.

21
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Description
BACKGROUND OF THE INVENTION
Field of the Invention

This invention relates to an operation management
system and an operation management method, and
more particularly to software operation management or
execution management.

Description of the Related Art

As computers and computer use become more
common, more advanced technology is introduced and
a variety of software products are developed for use in
various fields. However, in many cases, the user finds
it difficult to select a product from among a variety of
software products that seem to meet the user's require-
ments; often, the user cannot find the best tool for his
needs.

To reduce such a risk, a service has been available
that supplies the user with a trial-use software product
free of charge. However, most of these trial-use soft-
ware products contain only function descriptions or pro-
vide the user with limited functions (e.g., save function
and/or output function is/are not included). This makes
it difficult for the user to evaluate the actual product (all
the functions) correctly.

A sales system which charges the user according
to how long the user actually uses a software product
(including a trial use) would allow him to buy the product
anytime he wants, to fully evaluate the product, and to
precisely determine the requirements for continued use
(including payment for it). Many users would find this
type of sales system appealing and economical.

In Japanese Patent Laid-Open Publication No. Sho
59-41061 and Japanese Patent Laid-Open Publication
No. Sho 63-153633, a system is disclosed that automat-
ically prevents a program from being used when the us-
age count reaches a specified value. In Japanese Pat-
ent Laid-Open Publication No. Hei 1-147622 a system
is disclosed which accumulates program execution time
(total program execution time) and prevents the pro-
gram from being used when the accumulation time
reaches a specified amount. However, these systems
do not disclose means for extending the program usage
period. Japanese Patent Laid-Open Publication No. Hei
5-134949 discloses a system in which a program and
expiry of the program are downloaded from a host com-
puter to a user computer viaa communication line. Also
disclosed is a system in which a new expiry of the pro-
gram is downloaded from the host computer to the user
computer in order to update the expiry. However, the
system only measures the execution time taken for ex-
ecuting the entire program, and does not include any
means for changing the expiry on the user computer.

In Japanese Patent Laid-Open Publication No. Hei
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7-234785, a system is disclosed that relates to a soft-
ware rental system. This system connects a computer
in a rental company to a user computer on which a rental
software product is running over a communication line.
When the time elapsed from the rental start time reach-
es the rental limit time, the system makes the program
unavailable for use. (For example, the program is delet-
ed.) To allow the user to update the rental pericd, the
rental company sends a rental period extension pro-
gram to the user's computer over a communication line.
The user runs this program to extend the rental period
of the program. A drawback of this system is that the
user must pay for the software product regardless of
whether the user has used it frequently or not. This
means that the amount of money the user has to pay
depends, not on how often he has used it, but on how
long he has used it.

In Japanese Patent Laid-Open Publication No. Hei
7-244585, a system is disclosed that manages the pro-
gram usage period. This system assigns a usage limit
date to a program and, when the current date becomes
greater than the limit date, the program product is made
unavailable. To extend the usage limit date, the system
reads update limit data from a recording medium con-
taining that data and re-assigns a usage limit date based
on the update limit data. This system is not reasonable
because the amount of money the user has to pay does
not depend on whether or not the user actually uses the
program.

For example, during execution of a Computer Aided
Design (CAD) software product, the user often spends
much time thinking without entering data. In the system
disclosed by the above mentioned Japanese Patent
Laid-Open Publication No. Hei 7-234785 or Japanese
Patent Laid-Open Publication No. Hei 7-244585, the us-
er must pay for this thinking time. This places unwanted
pressure on the user, especially when he must think
carefully during program execution.

SUMMARY OF THE INVENTION

The present invention seeks to solve the problems
associated with the art described above. In view of the
foregoing, it is an object of the present invention to pro-
vide an operation management system and method
which reasonably manage the operation of a managed
software product.

It is another object of the present invention to pro-
vide an operation management system and method
which levy a charge according to the actual usage
amount of the managed software product (or the amount
of the resuit generated by the managed software prod-
uct).

It is still another object of the present invention to
provide an operation management system and method
which manage the operation according to the property
of each function of the managed software product.

(1) To achieve the above objects, an operation manage-
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ment system for managing the operation of a managed
software product according to the present invention
comprises: battery value management means for dec-
rementing a battery value according to the operation
amount of the managed software product; operation lim-
it means for limiting the operation of the managed soft-
ware product when the battery value has decreased to
a specified limit value; and charge means for adding a
charge value to the current battery value when the
charge value is entered from external means.

The “batiery value" mentioned above is a "virtual
battery® which drives a managed software product. This
battery value is preferably the value of a counter.

The battery value management means decrement
the battery value according to the operation amount of
the managed software product. When the battery value
has reached a specified limit value (for example, 0), the
operation limit means limit all of or a part of the operation
of the managed software product. Upon receiving a
charge value (additional battery value) fromthe extemal
means, the charge means add the received value to the
current battery value, thus extending the operation pe-
riod. That is, the battery value is incremented, just as a
battery is charged, to allow the continued use of the
managed sofiware product.

The managed software product described above is
preferably a packaged application software program in-
cludinga CAD program, game program, video program,
language processor, music program, communication
program, or a measurement program.

The battery value management means, operation
management means, and charge means described
above should be implemented preferably as software
programs (management software programs) that run on
a computer. The managed software product and the
management software product may be separate, or the
whole or a part of the management software product
may be included in the managed software product.

A system according to the present invention is im-

plemented on a general-purpose computer or special-
purpose computer having such peripheral units as adisk
drive, display, and input unit. The external means de-
scribed above include recording media such as a mag-
netic disk or an optical disk and other host computers
connected over a network.
(2) An operation management system according to the
present invention may be applied to an application soft-
ware product sales system. The following explains an
example:

A vendor sells an application software product con-
taining the operation management program according
to the present invention. The operation management
program has a battery value defined as the initial value.
In addition to this product, the vendor sells recording
media containing charge values (e.g., floppy disk (FD)).
In this case, it is desirable that a variety of recording
media, each containing a unique charge value, be sup-
plied.
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On the other hand, a user who bought the applica-
tion software product may use the product until the bat-
tery value reaches zero. This allows the user to fully
evaluate and examine the product. A user who wants to
use the product after the battery value becomes zero
must buy arecording medium containinga charge value
to charge the battery. This enables him to add a charge
value to the battery value and to use the product con-
tinuously.

If the specifications of the application software prod-
uct do not satisty the user's request, the user does not
buy the recording medium. This prevents additional
charges and reduces the cost to the user.

Considering an increase inthe sales profit in record-

ing media that will be produced in the future, a combi-
nation of a managed software product and the operation
management program will lower prices significantly. The
operation management system accordingto the present
invention will increase the profits of both the user and
the vendor, making it possible to build a very reasona-
ble, economical system.
(3) In a preferred embodiment of the present invention,
the battery value management means calculate the op-
eration amount of each function of the managed soft-
ware product, and subtracts a value corresponding to
the operation amount from the battery value.

A continuous decrease in the battery value during
execution of a managed software product, as in a con-
ventional system, decrements the value even when the
user is idle (input wait time), which places pressure on
the user.

Calculating the operation amount of each function

during execution of a managed software product, as in
a system according to the present invention, decreases
the battery value only when the managed software prod-
uct is actually used, enabling the user to do operation
without having to worry about time elapsed while think-
ing.
(4) In a preferred embodiment of the present invention,
function category determination means are also availa-
ble which determine if an execution instruction from the
user activates a management target function or a man-
agement non-target function. And, the battery value
management means decrement the battery value only
when the management target function is executed.

For exémple, with the data generation function de-

fined as a management target function and with other
functions as management non-target functions, a cost
can be levied only when new data are generated.
(5) In a preferred embodiment of the present invention,
the battery value management means have a weight ta-
ble containing an operation amount weight value for
each of the management target functions. When any of
the management target functions is executed, the bat-
tery value management means decrement the battery
value by the weight value corresponding to the manage-
ment target function.

In a preferred embodiment of the present invention,
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the battery value management means measure the ex-
ecution time of each of the management target functions
and decrement the battery value by the value corre-
sponding to the execution time.

This weight value system is able to calculate the op-

eration amount regardless of the computer speed,
which may differ among computers. In addition, by
measuring time in this manner, the execution time is di-
reclly monitored and therefore the operation mount be-
comes proportional to the CPU load.
(6) In a preferred embodiment of the present invention,
the operation limit means prevent only the management
target functions from being executed when the battery
value has decreased to a specified limit value; manage-
ment non-target functions are executed.

For example, forcing a game program used at home
to terminate when the battery value has reached a spec-
ified value does not cause a serious problem.

However, for a CAD program used in an office,

forced termination when the battery value has reached
a specified value may make already-produced data un-
available, possibly interrupting a job. Therefore, consid-
ering user's advantage and convenience, the embodi-
ment keeps some functions operable even when the
battery value has reached a specified value.
(7) A preferred embodiment of the present invention has
remainder waming means for issuing a remainder warn-
ing message when the battery value has decremented
to a specified warning value because a sudden inoper-
able condition in the managed software product without
prior notice may cause the user unexpected damage.
The remainder warning means alert the user to that con-
dition before it occurs. In other words, the waming mes-
sage prompts the user to determine whether to charge
the battery value.

A preferred embodiment of the present invention
has remainder display means for displaying the battery
value on the screen during execution of the managed
software product. This remainder display information
keeps the user informed of the amount by which the
managed software product will be able to continue op-
eration without being charged.

It is also possible to program the system so that,

upon detecting that the battery value has been charged
to a specified value, the system can automatically disa-
ble operation management through the battery value to
allow the user to use the product indefinitely.
(8) To achieve the above objects, a method for manag-
ing the operation of a managed software product ac-
cording to the present invention comprises: a count val-
ue management step for changing a count value accord-
ing 1o the operation amount of the managed software
product; an operation limit step for limiting the operation
of the managed software product when the count value
has reached a specified limit value; and a charge step
for charging the current count value or the limit value
when a charge value is entered from external means.

The above count value is incremented or decre-
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mented according to the operation amount of the man-
aged software product. When the count value is incre-
mented, a charge value is added to the limit value; when
the count value is decremented, a charge value is added
to the current count value. In either case, the usage pe-
riod is extended by charging the battery value.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing a user machine used in
the operation management system according to the
present invention.

Fig. 2 is a diagram showing the data structure of a
charge disk.

Fig. 3 is a diagram showing the concept of the op-
eration management system according to the present
invention.

Fig. 4 is a diagram showing an example of the his-
tory table.

Fig. 5 is a diagram showing an example of the us-
age amount table.

Fig. 6 is a flowchart showing the processing of the
systern when a management target function is executed
in the execution time based method.

Fig. 7 is a flowchart showing the processing of the
system when a management target function is executed
in the weight value based method.

Fig. 8 is a flowchart showing the charge disk read
processing.

Fig. 9 is a flowchart showing the charge processing.

Fig. 10 is a diagram showing a user machine used
in another embodiment.

Fig. 11 is a diagram showing the structure of data
sent from the host machine to a user machine.

Fig. 12 s a diagram showing the concept of the sys-
tem in another embodiment.

Fig. 13is a diagram showing an example of the user
registration table.

Fig. 14 is a flowchart showing the operation of the
user machine and a user machine in another embodi-
ment.

Fig. 15 is a diagram showing another configuration
of the system.

Fig. 16 is a diagram showing an example of an ap-
plication according to the present invention.

Fig. 17 is a flowchart showing the function category
determination processing.

DESCRIPTION OF PREFERRED EMBODIMENTS

Fig. 1 shows a user machine 10. This user machine
10 is a computer which executes various types of appli-
cation programs under control of the operation system
(OS). The user machine 10 is composed of a system
unit 12, display 14, keyboard (not shown in the figure),
output unit (not shown in the figure) such as a printer or
plotter, and so forth. The system unit 12 contains a CD-
ROM disk drive 16 which accesses a CD-ROM and

Petitioner Apple Inc. - Exhibit 1006, p. 3093



7 EP 0818 748 A2 8

reads data from it and a floppy disk drive 20 which ac-
cesses a floppy disk (FD) and reads data from it.

The CD-ROM shown in Fig. 1 contains a managed
software product 18. In this embodiment, the managed
soltwars product 18, such as a CAD software product,
has an operation management program built in. The op-
eration management program, designed for managing
the operation of the managed software product 18, man-
ages the operation using a *battery value® which will be
described below. In the example shown in Fig. 1, the
managed software product 18 is installed from the CD-
ROM to the user machine 10; it may be installed from
any other recording medium or via a communication
line.

Acharge disk 22, containing specified data (includ-
ing a charge value) on a floppy disk, functions as a bat-
tery value charger. Inserting this charge disk 22 into the
floppy disk drive 20 causes a charge value to be read
and enables the user to extend the allowable operation
period of the managed software product 18. In this em-
bodiment, several charge disks 22, each containing a
unique charge value, are supplied to allow the user to
select or buy a desired charge disk 22 to add a desired
charge value to the battery value.

The managed software product 18 and the charge
disk 22 are usually supplied from the same vendor. In
this embodiment, the managed software product 18 in-
cludes the operation management program. Of course,
the managed software product 18 and the operation
management program may be separately loaded into
the user machine 10.

InFig. 1, the display 14 has a remainder information
area 24 where remainder information is displayed and
a remainder warning area 26 where a warning message
is displayed when the remainder drops below the spec-
ified amount. These areas will be described later.

Fig. 2 shows the data structure of the charge disk
22. As shown in Fig. 2, the charge disk 22 contains a
serial number 28, management information 30, and
charge value (additional battery value) 32. The serial
number 28 is a unique identification number that is as-
signed when the fioppy disk is formatted. Usually, this
number is not copied when the disk is copied. The man-
agement information 30 is created when the serial
number 28 is encrypted. This management information
30 is copied when the disk is copied. Therefore, when
the disk is copied illegally, the serial number 28 and the
management information 30 do not maich, thereby mak-
ing it easy to determine that the disk is copied illegally.
Ol course, any other conventional security system may
also be used instead of this method.

The charge value 32 is an additional charge value
to be added to the battery value that is decremented as
the user uses the managed software product 18. Charg-
ing the battery value with this charge value enables the
user 1o extend the usage period.

When the battery value is managed in the "execu-
tion time based method® in which the battery value is
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decremented by the execution time of each function, an
additional time is recorded as the charge value 32. On
the other hand, when the battery value is managed in
the "weight value based method" in which the battery
value is decremented by the weight value of each func-
tion, the additional value is recorded as the charge value
32. These methods will be described in more detail later.

Although a floppy disk is used as the charge disk
22 in the embodiment shown in Fig. 1, other types of
recording media may also be used. Also, as shown in
another embodiment that will be explained later, a
charge value may be sent over a communication line.

Fig. 3 shows the concept of the operation manage-
ment system which uses the charge disk 22. The system
is composed primarily of the user machine 10, charge
disk 22, and vendor's machine 34. In this embodiment,
the managed software product 18 including the opera-
tion management program 36 is installed in the user ma-
chine 10.

The charge disk 22 is generated on the vendor's
machine 34 owned by the vendor which sold the man-
aged software product 18. More specifically, the ven-
dor's machine 34 has two software modules: the man-
agement information creation module 52 and the charge
value issuance module 54. The management informa-
tion creation module 52 encrypts the serial number 28
recorded on the charge disk 22, and writes the resutting
management information 30 back onto the charge disk
22. Note that the operation management program 36,
which contains the encryption condition or the decryp-
tion condition, can check whether or not the serial
number 28 agrees with the management information 30.
The charge value issuance module 54 records the
charge value 32, which has been set by the vendor, onto
the charge disk 22. In the execution time based method,
the charge value 32 is recorded, for example, as 100
hours, 200 hours, or 500 hours. Note that the operation
management program 36 contains an initial battery val-
ue (for example, 100 hours).

The operation management program 36 has a
counter 38 which decrements the battery value (battery
value management function). In this embodiment, the
operation management program 36 decrements the
counter 38 each time a "management target function®
provided by the managed software product 18 is exe-
cuted. When the battery value, i.e., the counter value,
has decremented to the limit value of 0, the operation
management program 36 prevents management target
functions from being executed. That is, in this embodi-
ment, when the battery value has reached a specified
limit value, the execution of the managed software prod-
uct 18 is limited and, when the battery value is charged
with the charge value 32 contained on the charge disk
22, the charge value is added to the battery value and
the resulting value is used as a new battery value. The
usage period of the managed software product 18 is
thus extended.

A history table 40 managed by the operation man-
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agement program 36 contains history information on
charge values recorded on the charge disk 22. Fig. 4
shows an example. As shown in Fig. 4, the history table
40 is composed of three columns: FD serial number col-
umn 40A, charge data/time column 40B, and charge val-
ue column 40C. The table may have other columns as
necessary.

Referring toFig. 3 again, the following explains how
the battery value is managed. When the battery value
is managed in the "execution time based method" de-
scribed above, the execution time of each management
target function, measured based on the internal clock
42, is subtracted from the battery value. On the other
hand, when the "weight value based method* described
above is used, the battery value is managed based on
the usage amount table 44. Fig. 5 shows an example of
the usage amount table 44. In this embodiment, the ta-
ble contains entries, each consisting of a function name
44A andthe corresponding usage amount 44B. Itshould
be noted that each usage amount is used as a weight
value. For example, a weight value is pre-defined ac-
cording to the processing time of each function. There-
fore, when a management target function is executed,
the corresponding usage amount (weight value) is sub-
tracted from the battery value.

The managed software product 18 shown in Fig. 3
has many user interface programs as well as many in-
ternal functions and common functions used by the pro-
grams. These functions are classified roughly into two:
management target functions and management non-
target functions. Whenever the managed software prod-
uct 18 attempts to execute a management target func-
tion, the operation management program 36 references
the battery value and, when it is zero or greater, allows
the managed software product 18 to execute that func-
tion. When the managed software product 18 attempts
to execute a management non-target function, the op-
eration management program 36 does not check the
battery value. For example, when input/output function
for processing generated data 50 from the managed
software product 18 is defined as a management non-
target function, the input/output processing is always ex-
ecuted on the generated data 50, even if the usage pe-
riod of the managed software product 18 has expired.
This ensures that the generated data 50 are always
processed, thus protecting user assets. Examples of
management non-target functions include the data dis-
play function, data print function, and data plotter output
function.

Management target functions include the data gen-
eration function. For example, when the managed soft-
ware product is a CAD software product, the data gen-
eration function includes the straight-line drawing func-
tion, curved-line drawing function, circle drawing func-
tion, area fill-in function, area hatching function, and
character insertion function.

Fig. 3 conceptually shows management target func-
tion execution module 46 which executes management
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target functions and management non-target function
execution module 48 which executes management non-
target functions. In this embodiment, the battery value
is decremented only when a management target func-
tion is activated. Note that the battery may be decre-
mented when both a management target function and a
management non-target function are activated.

In addition to the data described above, the charge
disk 22 may contain other types of data. For example,
it may contain the name of the managed software prod-
uct 18 which accepts a charge value. In this case, the
name of the managed software product 18 is used as
follows. When the charge disk 22 is read, the operation
management program 36 checks whether or not the
name of the managed software recorded on the charge
disk 22 matches that of the managed software product
18 installed in the user machine 10 and, only when they
match, accepts the charge value 32.

The battery vaiue described above is stored on the
hard disk and then copied into the computer's RAM. The
battery value in the RAM is decremented whenever a
management target function is executed. Also, at an in-
terval or as necessary, the battery value in the RAM re-
places the battery value on the hard disk. This means
that, even when the computer fails, the battery value is
not erased. The battery value may also be maintained
in some other way.

Fig. 17 is a flowchart showing how the operation
management program operates when it accepts an in-
struction requesting the execution of a managed soft-
ware product function. The following explains this
processing in more detail.

Upon receiving from a user an instruction request-
ing the execution of a function of the managed software
product while the managed software product is in exe-
cution (S601), the operation management program
checks whether the requested function is a manage-
ment target function or a management non-target func-
tion (S602). When the function is a management target
function (S603), the operation management program
performs the processing shown in Fig. 6 or Fig. 7 (S604).
When the function is a management non-target function
(5603), the program executes the function immediately.
(S605). This processing.is repeated whenever an exe-
cution instruction is received.

Next, referringto Fig. 3, the execution of a manage-
ment target function in the execution time based method
is explained with the use of Fig. 6.

When the user requests the execution of a manage-
ment target function while the managed software prod-
uct 1B shown in Fig. 3 is in execution, the routine shown
inFig. 6 is started. First, the management target function
execution module 46 or the operation management pro-
gram 36 reads the battery value to check if it is greater
than zero. If the battery value is zero or less, the routine
is terminated. That is, the requested managementtarget
function cannot be started. Note that a management
non-target function is started even if the battery value is
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zero.

In $102, the routine gets the start time from the in-
ternal clock 42 before starting the requested manage-
ment target function and, in $103, starts the manage-
ment target function. In S104, the routine gets the end
time from the internal clock 42 and, in $105, subtracts
the start time from the end time to calculate the process-
ing time (execution time) of the processing executed in
$103.

In S106, the routine subtracts the processing time
calculated in $105 from the battery value. In S107, the
routine checks if the resulting battery value is equal to
or less than the warning value and, if so, displays a mes-
sage in the remainder waming area 26 shown in Fig. 1.
If the resulting battery value is greater than the waming
value, the routine does not display the message. As
shown in Fig. 1, the remainder information area 24 is
displayed during execution of the managed software
product 18 (see Fig. 1) to allow the user to check the
remaining amount. This helps the user determine how
long he can execute the managed software product 18.

Fig. 7 shows the processing of a management tar-
get function in the weight value based method.

When the execution of a management target func-
tion is requested as described above, the routine refer-
ences the battery value in S201 to check if it is equal to
or greater than 0. If it is, the routine executes the re-
quested management target function in S202 and, in
5203, references the usage amount table 44 shown in
Fig. 5 to find the usage amount (weight value) of the
executed management target function. Then, in S204,
the routine subtracts the processing amount found in
§203 from the battery value to find a new battery value.
In S205, the routine checks if the battery value is less
than the warning value and, if so, displays a message
in the remainder waming area 26 in S206.

The “execution time based method" shown in Fig.
6 allows the user to manage operation using a physical
amount that is easy to understand. In addition, the user
can manage operation in a relatively simple configura-
tion. On the other hand, the "weight value based meth-
od" shown in Fig. 7 gives the user the same result re-
gardless of the CPU speed of the user's machine.

Next, referring to Fig. 3, the charge disk 22 read
processing is explained with the use of Fig. 8.

This processing is started when the charge disk 22
is inserted into the floppy disk drive 20 as shown in Fig.
1. The routine reads the serial number in S301, and the
management information in S302, both from the charge
disk 22. In S303, the routine encrypts the serial number
according to the encryption condition, or decrypts the
management information according to the decryption
condition, and compares the serial number with the
management information. This comparison determines
whether or not the charge disk 22 is legal. For example,
when the disk is illegally copied, the management infor-
mation 30 is copied, but the serial number 28 is not cop-
ied but replaced. This results in a mismatch between the
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serial number 28 and the management information 30,
thereby making it possible to find an illegal copy.

In S304, the routine checks if the charge disk 22 is
validand, ifitis not valid, terminates processing in S308.
If it is valid, the routine references the history table 40,
containing past charge history data, in $305 to check
the validity of the charge value 32 recorded on the
charge disk 22. To do so, the routine first checks to see
if the serial number 28 of the charge disk 22 is in the
history table 40. If the serial number is found, the routine
takes the following steps to check if the charge value 32
recorded on the charge disk 22 is valid. The routine finds
the charge value initially recorded on the charge disk 22
and, from that initial value, subtracts the actual charge
value to find the remainder. The next time the battery
value is charged, the routine compares the remainder
with the charge value currently recorded on the charge
disk. If the charge value on the charge disk 22 is greater
than the remainder, the routine determines in S306 that
the charge disk is not valid and terminates processing
in S308. [f the routine finds that the charge value 32 on
the charge disk 22 is valid, it performs the charge
processing, shown in Fig. 9, in S307.

Fig. 9 shows an example of charge processing. In
$401, the routine references the counter 38 to read the
current battery value and, in S402, reads the charge val-
ue from the charge disk 22. In S403, the routine asks
the user to type an actual charge value that does not
exceed the charge value 32 recorded on the charge disk
22. The user types the charge value, for example, from
the keyboard. In S404, the routine checks that the spec-
ified charge value is less than the charge value on the
charge disk 22. If the specified charge value is greater
than the charge value on the charge disk 22, the routine
asks the user to retype the charge value.

In 8405, the routine adds the specified charge value
to the battery value, thus charging the battery value. In
$406, the routine subtracts the specified charge value
from the initial charge value and writes the resulting val-
ue on the charge disk 22 as a new charge value 32 . If
the initial charge value 32 is exhausted, the routine
writes the value of 0 on the charge disk 22 to virtually
erase the charge value. The value of O prevents the
charge disk 22 from being re-used. In 8407, a record
relating to the charge processing is added to the history
table 40.

In the above embodiment, the user specifies an ac-
tual charge value. Instead of having the user specify a
value, a pre-defined charge value may be added to the
battery value at that time.

Fig. 10 shows another embodiment according to the
present invention. In the embodiment described above,
the battery value is charged using a recording medium.
In this embodiment, the battery value is charged via a
communication line 60. For the same components as
those used in the above embodiment, the same num-
bers are assigned and their descriptions are omitted.

The user machine 10 in Fig.10 is connected to the
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host machine 62 via the communication line 60. From
this host machine 62, send data 64 shown in Fig. 11 are
sent tothe user machine 10 to charge the battery value.

In Fig. 11, address information 68 specifies the ad-
dress of the user machine 10. Management information
70 is created by encrypting the serial number on the re-
cording medium containing the managed software prod-
uct 18. A charge value 72, a value to be added to the
battery value as with the above embodiment, is an ad-
ditional period of time in the execution time based meth-
od, and is an additional amount in the weight value
based method.

Fig. 12illustrates the system concept of this embod-
iment.

As described above, the user machine 10 is con-
nected to the host machine 62 via the communication
line 60. That is, this host machine 62 is connected to
each of a number of user machines 10 for integrated
operation management. This host machine 62 has a
management information creation module 76, charge
value issuance module 78, user registration table 80,
and billing module 82. The management information
creation module 76 creates the management informa-
tion 70 shown in Fig. 11, and the charge value issuance
module 78 issues a charge value 72 in response to a
request from the user machine 10. As shown in Fig. 13,
the user registration table 80 is composed primarily of
the user ID column 80A, user name column 80B, and
request charge value column 80C. The billing module
82 references the user registration table 80 to automat-
ically issue a bill for a requested amount whenever a
charge value is issued, or at some specified interval.

Next, referring to Fig. 12, the operation of this em-
bodiment is explained with the use of Fig. 14. The op-
eration of the user machine 10 is shown in the left side
of Fig. 14, while that of the host machine 62 is shown
on the right.

First, in 8501 and S502, the user machine 10 is con-
nected to the host machine 62 via a communication line.
In $503, the user machine 10 generates a request for a
charge value that will be sent to the host machine 62. In
this case, the request contains at least the serial number
of the CD-ROM containing the managed software prod-
uct 18 and information on the charge value. In $504, the
user machine sends the request to the host machine
and, in S505, the host machine receives the request.

In S506, the host machine checks the user registra-
tion table 80. If the host machine finds, in $507, that the
requesting user is registered in the host machine 62, the
management information creation module 76 creates
management information based on the serial number in
$508, and the charge value issuance module 78 gener-
ates a charge value in response to the request from the
user. In S509, the host machine 62 sends the manage-
ment information and the charge value to the user ma-
chine 10 as the send data 64 shown in Fig. 11. In $510,
the user machine 10 receives the send data 64. In S511
and S512, the user machine 10 and the host machine
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14

62 are disconnected.

In S513, the operation management program 36
compares the serial number 74 with the management
information 70 to check to see if the data received by
the user machine 10 are valid. This prevents the user
from illegally charging the battery value. If it is found in
8514 that the senddata are valid, the charge processing
is performed in $515. This charge processing is the
same as that in Fig. 9.

As shown in Fig. 12, this embodiment may also use
the execution time based method or the weight value
based method in order to manage the battery value.

Although the battery value is charged over a com-
munication line such as a telephone line in the above
embodiment, it may also be charged over a communi-
cation satellite (satellite line).

In the above embodiments, the operation manage-
ment program 36 is included in the managed software
product 18. Of course, an extemal program can manage
the operation of the managed software product 18. Fig.
15 shows the concept of such an embodiment.

As shown in Fig. 15, the operation system (OS) 83
is located between the hardware 81 and each of appli-
cation programs 84, 86, and 88. The operation manage-
ment program 36 according to the present invention
may be located between the operation system 83 and
the application program 84.

Operation management program 36 therefore func-
tions as an interfface program. Messages are ex-
changed between the operation management program
36 and the application program 84 according to some
specific rule. Messages are also exchanged between
the operation management program 36 and the opera-
tion system B3 according to a specific rule.

To execute a management target function in this
configuration, the operation management program 36
references the battery value when it receives an execu-
tion request from the application program 84. If the bat-
tery value is not zero, the operation management pro-
gram 36 sends an instruction to the operation system
83 while simultaneously decrementing the battery value
by a value corresponding to the function. If the battery
value is zero, the operation management program 36
sends a message back to the application program 84,
indicating that the instruction cannot be executed.

To execute a management non-target function, the
operation management program 36 does not reference
the battery value when it receives an execution request
from the application program 84 but instead sends the
instruction directly to the operation system 83.

The battery value is decremented as management
target functions are executed. Charging the battery val-
ue allows the user 1o extend the usage period of the ap-
plication program 84, which may be supplied separately
from the application program 84.

In the above embodiments, one operation manage-
menl program manages one operation management
program. It is also possible for one operation. manage-
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ment program to manage several application programs.

Fig. 16 shows an application of the present inven-
tion. The system shown in Fig. 16 is composed of one
host machine 90 and several user machines 92. Within
each user machine 92 are a managed software product
18 and the operation management program 36, which,
inturn, contains the counter 38 where the battery value
to be decremented is stored. In other words, the opera-
tion of the managed software product 18 is controlled
by the value stored in the counter 38. To execute the
managed software product 18 in this system, it is nec-
essary to insert a battery disk 96 into the user machine
92 and to move the battery value from the battery disk
96 intothe counter 38. The battery value is decremented
as the operation of the managed software product 18
proceeds. When the user finishes the managed soft-
ware product 18, a sequence of operations are executed
to move the current counter value from the counter 38
to the battery disk 96. This initializes the counter 38 to
zero just as it was before the battery disk 96 was insert-
ed.

The host machine 90 has several disk drives into
which a battery disk 96 is inserted to read the battery
value that was returned to the battery disk 96. This host
machine 90 is also used to charge the battery value on
the battery disk 96.

Integrated management of the battery values on
several battery disks 96 through the host machine 90
brings abenefit of integrally managing several managed
software products 18.

This type of system may be used, for example, in a
school or a business where many computers are in-
stalled. With an individual carrying his or her own port-
able battery disk 96, it is possible to check and control
the software usage amount of each person. In this case,
either the "execution time based method® or the "weight
value based method® may be used.

Claims

1. An operation management system for managing
the operation of a managed software product, com-
prising:

battery value management means for decre-
menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation
of said managed software product when said
battery value has decremented to a specified
limit value; and

charge means for adding a charge value to the
current battery value when the charge value is
entered from external means.

2. An operation management system according to
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claim 1, wherein said battery value management
means find the operation amount for each execu-
tion of a function owned by said managed software
product and subtract a value corresponding to said
operation amount from said battery value.

An operation management system according to
claim 2, further comprising:

function category determination means for
determining if a function to which an execution in-
struction is issued is a management target function
or a management non-target function, wherein said
battery value management means decrement said
battery value only when said management target
function is executed.

An operation management system according to
claim 3, wherein

said battery value management means has a
weight table containing pairs of said manage-
ment target function and a weight value repre-
senting said operation amount thereof, and
said battery value management means sub-
tracta weight value corresponding to said man-
agement target function from said battery value
when said management target function is exe-
cuted.

An operation management system according to
claim 3, wherein, when said management target
function is executed, said battery value manage-
ment means measure the execution time and sub-
tracts the execution time from said battery value.

An operation management system according to
claim 3, wherein said operation limit means prevent
said management target function from being exe-
cuted but allows said management non-target func-
tion to be executed when said -battery value has
reached a limit value.

An operation management system according to
claim 3, wherein said managed software product
has a data generation function and a data output
function and wherein said function category deter-
mination means determine said data generation
function as said management target function and
determine said data output function as said man-
agement non-target function.

An operation management system according to
claim 1, further comprising remainder waming
means for issuing a remainder waming when said
battery value has decremented to a warning value.

An operation management system according to
claim 1, further comprising remainder display
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means for displaying said battery value during ex-
ecution of said managed software product.

An operation management system for managing
the operation of a managed software product, com-
prising:

battery value management means for decre-
menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation
of said managed software product when said
battery value has decremented to a specified
limit value;

read means for reading a charge value from a
recording medium containing the charge value
thereon; and

charge means lor adding said charge value to
the current battery value.

An operation management system according to
claim 10, further comprising erase means for eras-
ing the charge value from said recording medium
after said charge value is added.

An operation management system according to
claim 10, further comprising:

specification means for allowing a user to spec-
ify an actual charge value by which the current
battery value is to be actually charged, the ac-
tual charge value not exceeding the charge val-
ue recorded on said recording medium; and
rewrite means for rewriting the charge value on
said recording medium with a remainder vaiue
after said actual charge value is added to the
current battery value.

An operation management system according 1o
claim 10, in which said recording medium contains
not only said charge value, but also the identifica-
tion number of the recording medium and manage-
ment information generated through encryption of
the identification number, said operation manage-
ment system further comprising:

validity determination means for comparing
said identification number with said management
information considering the condition of said en-
cryption to determine the validity of said recording
medium.

14. An operation management system comprising:

a managed machine containing a managed
software product; and

a managing machine connected to said man-
aged machine with a communication line,
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wherein

said managed machine comprises:

battery value management means for decre-
menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation
of said managed software product when said
battery value has decremented to a specified
limit value;

charge value receive means for receiving a
charge valuefrom said managing machine; and
charge means for adding said charge value to
the current battery value, and wherein

said managing machine comprises:

charge value send means for sending said
charge value to said managed machine.

15. An operation management system according to

claim 14, wherein said managed machine further
comprises:

notification means for notifying said managing
machine of the identification number of a port-
able recording medium initially containing said
managed software product; and

validity determination means for comparing
management information sent from said man-
aging machine with said identification number
to determine the validity of the recording medi-
um; and wherein said managing machine fur-
ther comprises:

management information creation means for
creating said management information gener-
ated by encrypting said notified identification
number and for sending the management infor-
mation to said managed machine.

16. An operation management system comprising:

at least one managed machine containing a
managed software product; and

a managing machine for managing the opera-
tion of said managed machine, wherein said
managed machine comprises:

a counter containing a battery value changing
according to the operation amount of said man-
aged software product;

first charge means for reading a battery value
from a portable recording medium to store the
battery value into said counter; and

first retum means for writing the current battery
value on said recording medium, and wherein,
said managing machine comprises:

second charge means for writing said battery
value on said recording medium; and

second return means for reading said battery
value from said recording medium.
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17. An operation management method comprising: a module for charging the current count value
or said limit value when a charge value is en-
a count value management step for changing tered from external means.
a count value according to the operation
amount of a managed software product; 5

an operation limit step for limiting the operation

of said managed software product when said
count value has reached a specified limit value;

and

acharge step forchargingthe currentcountval- 10
ue or said limit value when a charge value is
entered from external means.

18. Amedium containinga management software prod-
uct for managing the operation of a managed soft- 15
ware product, wherein said managed software
product and said management software product are
executed on computers, said management soft-
ware product compnising:
20
a module for changing a count value according
to the operation amount of said managed sofi-
ware product;
a module for limiting the operation of said man-
aged software product when said count value 25
has reached a specified limit value; and
a module for charging the current count value
or said limit value when a charge value is en-
tered from extemal means.
30
19. Amedium containinga charge value read by a man-
agement software product for use in managing the
operation of a managed software product, wherein
said managed software product and said manage-
ment software product are executed on computers, 35
said management software product comprising:

a module for changing a count value according

to the operation amount of said managed soft-
ware product; 40
amodule for limiting the operation of said man-
aged software product when said count value

has reached a specified limit value; and

a module for charging the current count value

or said limit value when said charge value is 45
entered.

20. A computer system having an interface software
product between an operation system and at least
one application software product, wherein said in- 50
terface software product comprises:

amodule for changing a count value according

to the operation amount of said application soft-
ware product, 55
a module for limiting the operation of said ap-
plication software product when said count val-

ue has reached a specified limit value; and

11
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KEY ENCRYPTION SYSTEM AND METHOD,

PAGER UNIT, AND PAGER PROXY FOR

A TWO-WAY ALPHANUMERIC PAGER NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to a system and method of encrypting messages for
transmission and/or receipt by a pager, and in particular to a system and method for
which uses a standard two-way wireless pager protocol to send encrypted messages over
an existing paging infrastructure. The invention also relates to a pager unit capable of
sénding and receiving encrypted alphanumeric messages over a wireless pager network,
and to a pager proxy server which provides key management functions for enabling

transmission of encrypted alphanumeric messages over the wireless pager network.

2. Description of Related Art
Paging systems capable of transmitting simple alphanumeric messages and

displaying the messages on a miniature two-way ‘pager are becoming increasingly
popular. Such two-way paging systems enable messages like "Meet me at- the gym at
6:00" or "I love you" to be both transmitted and received by equipment that is smaller,
less complex, and less intrusive than a wireless telephone. The messages are transmitted

as packets containing source and destination address data formatted for transmission over
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the response channel of a wireless paging network, using a protocol that allows users to

respond to messages directly from their pager units without having to use a telephone.

Two-way pagers are currently offered by Motorola and Wireless Access, with
national paging services being provided by MTEL, which uses Motorola's Re-FLEX™
paging protocol. The Re-FLEX™ paging protocol allows users to respond to messages
using a selection of pre-programmed responses or by formatting a free-form text reply,
and in addition includes a TCP/IP protocol stack that allows the user to initiate messages

to subscribers on wired networks, including e-mail and fax machine addresses.

The present invention concerns a method and system for encrypting and
authenticating messages transmitted over the existing pager system, using the Re-
FLEX™ protocol, or over other yet-to-be-implemented paging systems in the U.S. and
elsewhere which may or may not use the Re-FLEX™ protocol. Unlike previously
proposed arrangements, which either rely on complex encoding schemes and
sophisticated hardware at the sending and destination ends of a transmission, over
transfer of keys and authentication of keys using a telephone rather than the wireless
network, the present invention offers the advantages of (i) providing authenticable key
encryption of messages at the source of the transmission and key decryption at the
destination, with protection of the communication by keys that are unique to each pager,
rather than shared, and yet with no need for a key exchange between the sending and
destination pagers, (ii) using existing two-way pager designs and paging system
infrastructure, and (iii) providing the encryption capabilities without adding to carrier
overhead. The addition of full key encryption and authentication capabilities to an
existing pager system without adding to carrier overhead or capital costs distinguishes
the system and méthod of the invention from all previously proposcd pager encryption

schemes.

An example of a previously proposed pager encryption scheme is described in
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" U.S. Patent Nos. 5,452,356 and 5,481,255, assigned to Data Critical Corp. Although the

term "encryption" is used in these patents, the paténts are directed primarily to a data
compression and encoding protocol for enabling transmission of large volumes of data
over a wireless pager network using modified transmitting and receiving hardware,
including separate computers at each end of the transmission. The only discussion of
encryption in these patents is a cursory reference to "encryption" as an added security
layer provided by utilizing a "commercially available algorithm" (see, e.g., col. 11, lines
15-32 of U.S. Patent No. 5,452,356) during encoding of the files by a computer
connected to the pager. Because all encryption and decryption in the Data Critical
patents is disclosed as being carried out by software on computers connected directly to
the sending and receiving pagers, the only possible ways that true key encryption could
be provided for would be to use encryption keys corresponding to decryption keys
common to all possible recipients of the message, to use unique keys for each potential
recipient but to store the corresponding encryption keys in the sender's computer, or to
exchange keys prior to a transmission. While these alternatives might be reasonable in
the context of, for example, a medical paging system in which all transmissions are
between doctors or trusted medical personnel, none of them are suitable for use in
connection with a paging system designed to transmit simple text messages using
miniature handheld paging units and which is open to the general public, both because
of the hardware intensive nature of the encoding scheme and the problem of key

management.

In addition to the wireless pager protocol described in the Data Critical patents
the prior art includes a number of patents describing authentication or encryption
schemes that are used in connection with wireless paging, but are carried out over a
telephone line. The systems described in these patents are more suited to traditional one-
way paging environments than with two-way protocols, even though one of the patents
issued only recently, and none disclose systems that can be practically applied to the

current two-way paging networks.
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U.S. Patent No. 5,668,876, for example, discloses a modified pager which
provides authentication of a caller. The modified pager calculates a unique response code
based on a transmitted challenge code, an input personal identification number, and an
internal key. The resulting response code is converted into DTMF tones and transmitted
by telephone to a central computer which authenticates the caller. This system does not
provide for encryption of messages, or authentication by the receiving party of
communications forwarded by the central computer, and yet requires a challenge
response form of authentication which requires simultaneous two-way communications,
which is currently neither possible nor required by existing two-way wireless pager

protocols.

U.S. Patent No. 5,285,496 describes a paging system with two options: the first
is to send and receive encrypted messages using private key encryption by transmitting
a clear text message over a private communications line to a local client of the pager
network where the message is encrypted using a private key, and broadcast over a pager
network, and the second is to send the message in clear text by telephone directly to the
central control system of the pager network, where the message is encrypted. However,
neither of the two options provides for encryption of the original pager transmission,
which must be sent in clear text form over a telephone line, and which, in the case where
a local client computer is used, provides no way to maintain centralized control. In
addition, for the local client computer option, in which the address is encrypted together
with the message, the destination pager must dedrypt every message sent over the system
in order to determine whether a message is addressed to it, which is only possible in

pager networks with a very limited number of participants.

Inthe system described in U.S. Patent No. 5,638,450, on the other hand, reception
by a pager of encrypted messages over a radio frequency pager network is made possible
by having the pager transmit an encryption key via DTMF tones over a telephone line to
a central office, the central office then encrypting the messages before forwarding them
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to the recipient. This system does not permit outgoing messages to be encrypted, and
provides no way of key encrypting messages between two pagers on the network, and

again is not applicable in the context of the present invention.

It will be appreciated that none of the above patents, representing the known pager
message protection proposals, describes a system that enables true key encryption and
authentication capabilities to be added to a conventional two-way wireless alphanumeric
paging system of the type with which the present invention is concerned, using existing
pager protocols and equipment, and in which any individual can send a simply
alphanumeric message by keying the message into a miniature two-way pager (or
choosing from 'a menu of pre-stored messages), entering a destination address, and
pressing a send button, the message then being retrievable by the intended recipient by
a simple keystroke on the recipient's pager, with the message being encrypted by a key
unique to the sending pager and decrypted by a key unique to the destination pager. In
contrast, the present invention not only provides these capabilities, but adds further levels
of security by using strong secret or private key based encryption algorithms, with multi-
tier authentication of a transmitted packet, while permitting central registration and
billing for encryption services and recovery of messages by legal authorities without
adding to carrier overhead or increasing the costs of the paging service for users who do

not require encryption.

All of the above advantages of the system and method of the invention are made
possible through the use of a proxy server to intercept an encrypted message and
repackage it for delivery to the intended recipient in a form that the intended recipient is
capable of reading, thus eliminating the need for shared keys or key exchange between
the sender and ultimate recipient of the message or complex, hardware-intensive
encoding schemes, and allowing encrypted messages to be transmitted using existing
two-way alphanumeric pager protocols. Because the invention involves key encryption

and not encoding of the message, and requires knowledge by the sending and receiving
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units of only one or two keys (for exa.mj)le, a private key unique to the pager and a
server's publickey), encryption being simpler to implement than encoding since it merely
involves performing arithmetically combining the message with the key, the present
invention can be used with existing pager hardware and protocols, and by avoiding the
need for challenge/response authentication, the present invention can be used with
existing channels and therefore with the existing pager infrastructure. None of the

previously proposed systems and methods has these capabilities.

Not only does the use of a proxy server relieve the sending and receiving pagers
of key management functions, but the manner in which the invention utilizes strong
encryption capabilities, by separately encrypting the session key, further minimizes the
processing resources required by the sending and receiving pagers. Essentially,
encryption of the message itself can be carried out with a relatively short session key to
minimize usage of the processor, while the relatively short session key can be protected
by a strong encryption algorithm. Because the session key is not re-used, key integrity

can easily be maintained.
SUMMARY OF THE INVENTION

It is accordingly a first objective of the invention to provide a system of adding

~ full key encryption services to a pager network, allowing key encrypted alphanumeric

messages to be sent by any pager unit'registered with the encryption service provider to
any other registered pager unit via the network, as well as to e-mail addresses, fax

machines and other destinations capable of receiving text messages.

Itis a second objective of the invention to provide a method of adding full key
encryption services to a pager network, allowing key encrypted messages to be sent by
any pager unit registered with the encryption service provider to any other registered

pager unit via the network, as well as e-mail addresses, fax machines and other
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Itis a third objective of the invention to provide a system which allows encryption
of alphanumeric messages by a paging unit for wireless transmission over a paging
network in a manner which is transparent to the person sending the message, and which
allows decryption and display of the messages by a receiving pager in a manner which

is transparent to the person receiving the message.

It is a fourth objective of the invention to provide a method which allows
encryption of messages by a paging unit for wireless transmission over a paging network
in a manner which is transparent to the person sending the message, and which allows
decryption and display of the messages by a receiving pager in a manner which is

transparent to the person receiving the message.

It is a fifth objective of the invention to provide a system and method of adding
encryption capabilities with centralized key management and unique secret keys for each
user, without modification of existing pager network infrastructure or paging

transmission protocols.

It is a sixth objective of the invention to provide a system and rhethod of
encrypting text méssages capable of being transmitted over a pager network, which can
be provided as an add-on or option to the services provided by the pager network,
and which can be centrally managed using a proxy server connected to the network to

provide the encryption services to subscribers who select the encryption option.

It is a seventh objective of the invention to provide a system and method of
authenticating messages transmitted in encrypted form over a pager network, without the

need for an authentication channel or challenge/response protocol.
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It is an eighth objective of the invention to providing a standard alphanumeric
pager unit with the capability of encrypting, decrypting, and authenticating messages
transmitted using a two-way alphanumeric pager protocol, with minimal or no hardware

modification.

It is a ninth objective of the invention to provide a proxy server arrangement
which can be connected to the network operations center of a pager network in order to

manage transmission of key encrypted messages over the network.

These objectives are achieved, in accordance with the principles of a preferred
embodiment of the invention, by using a pager proxy server to carry out decryption of a
message encrypted by a session key and received from the sending pager, and to have the
pager proxy generate a new session key for re-encryption of the message transmitted to
the receiving pager, with the original session key being encrypted at least by a secret key
shared by the sending pager and the pager proxy server or by a public key corresponding
to aprivate key of the pager proxy server, and the new session key being encrypted either
by a secret key shared by the pager proxy server and the destination pager or a public key
corresponding to a private key held by the destination pager, thereby freeing the sending
and destination pagers from having to store more than one secret key or of having to
carry out a direct exchange of keys, and allowmg each pager on the network to be
prov1ded with a unique key.

In accordance with the principles of an especially preferred embodiment of the
invention, in order to encrypt a message, the sending pager must have hard-coded into
memory aunique identification number and a secret key associated with the identification
number. When a user is ready to send an encrypted méssage, he or she begins by
entering the message to be sent, after which the user is prompted for an access code to
gain access to the encrypted shared key, the encrypted shared is decrypted, and a session
key is generated. The messagé that was entered by the user is then encrypted with the
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session key, and the session key is encrypted with the public key of the pager proxy
server, or a shared secret key of the sending pager, and appended to the encrypted

message for transmission via the network operations center to the pager proxy server.

Pager messages are formatted in accordance with standard pager protocols to
include a destination header, which is generally the address or telephone number of the
receiving pager, and with an additional space in the header to indicate that the message
is encrypted, as will be explained in more detail below. When the network operations
center receives a message that is in encrypted form, it forwards it to the encryption
service center, which must at least include a Pager proxy server, using an appropriate
protocol, examples of which include but are not limited to TME-X and TNPP. In the
illustrated embodiment, the pager proxy server is included in a gateway server in order
to enable the system to package e-mail messages for transmission in encrypted form to
pagers on the pager network, or to package pager messages according to an e-mail
protocol for transmission over a wired network such as the Intémet to an e-mail address,
but it will be understood by those skilled in the art that the pager proxy may be operated

as a separate unit.

In the illustrated embodiment of the invention, the pager proxy server has the role
of verifying the authenticity of the message sent by the sending pager, decrypting the data
with its private key or alternatively with a secret key shared with the sending pager to
obtain the session key that was generated by the sending pager, and decrypting the
message with the session key generated by the sending pager. Once this is accomplished,
the server generates a new session key to encrypt the message with, and then encrypts the
session key with a secret key shared with the destination pager or with a public key
corresponding to the private key of the destination pager, or alternatively with a secret
key sharéd with the destination pager, the two entities being appended together and sent
to the recipient pager. The destination pager; after-receiving the encrypted message,

alerts the user and, when the user is ready to read the encrypted page, prompts him or her
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for the access code to begin decryption of the appropriate shared secret key or private

key, which is then used to decrypt the session key used to decrypt the message.
BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a schematic diagram showing the principal elements of a pager
encryption system constructed according to the principles of a preferred embodiment of

the invention.

Fig. 2 is a schematic illustration summarizing the operation of the two-way pager
for sending an encrypted message over a wireless network in accordance with the

principles of a preferred embodiment of the invention.

Fig. 3 is a functional block diagram of a module used by a two-way pager to
encrypt a message and package it for wireless transmission over a pager network to a

network operations center.

Fig. 4 is a functional block diagram of a module used by a pager proxy server to
authenticate the sender of an encrypted message, authenticate the message, and extract
information from the message which can be used to re-package the message for

transmission a destination address.

Fig. 5 is a functional block diagram of a module used by the pager proxy server
to repackage a message and send it to the network operations center for transmission for

re-transmission over the wireless pager network to a destination pager.

Fig. 6 is a functional block diagram showing the principal elements of a module
used by a destination pager to decrypt and display a message received in encrypted form

from the network operations center over the wireless paging network.
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Fig. 7 is a flowchart of a preferred process corresponding to the functional block
diagram of Fig,. 3.

Fig. 8 is a flowchart of a preferred process corresponding to the functional block
diagram of Fig. 4.

Fig. 9 is a flowchart of a preferred process corresponding to the functional block
diagram of Fig. 5.

Fig. 10 isa flowchart of a preferred process corresponding to the functional block
diagram of Fig. 6.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

As illustrated in Fig. 1, the system of the preferred embodiment of the invention
allows encrypted communications between a sending pager and a receiving pager via a
two-way wireless paging system such as M-TEL's system, using two-way alphanumeric
pagers such as, but not limited to, the Motorola and Wireless Access pagers. The basic
elements of the system are a sending pager 1, a receiving pager 2 which may be identical
to the sending pager, and a network operations center (NOC) 3 which provides basic
message forwarding and subscription management services for all communications

carried by the system.

As is conventional, the sending and receiving or destination pagers (or pager
units) 1 and 2 include function and data entry keys 4, and/or a stylus 5 or other data entry
device, for allowing a user to input and send alphanumeric messages, and an LCD or
otherdevice 6 which allows received alphanumeric messages to be displayed. The pagers
can also provide other functions such an alarm function to alert the user that a message

has been received, and includes a microprocessor and circuitry capable of formatting an
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input message and transmitting it to the network operations center according to an
apbropr’iate protocols, including but not limited to the ReFLEX™ protocol. The sending
and receiving or destination pagers also include a memory for storing a unique user
identification number (UID) that identifies a particular pager for addressing purposes, and
other information such as a password that can be used to prevent unauthorized users from
accessing the transmission or message display functions of the pager, as well as an
addressing mode (AM) generator that is used in the pager protocol to indicate the type
of addressing used by the paging system, and a timer that can be used to generate a

message number.

In order to be used with the system and method of the illustrated embodiment of
the invention, the pager memory must also Have stored therein at least a private key of
the pager unit, a corresponding public key of the pager unit, and a public key
corresponding to a private key of the server, for encrypting either the message itself or
a session key used to encrypt the message, and software capable of running on the
included processor for performing an encryption algorithm and a decryption algorithm.
In addition, according to the preferred embodiment of the invention illustrated in Figs.
2-10, the pager must be capable of generating a session key for each message to be
transmitted, storing a private key unique to the pager which is used to authenticate the
pager, and computing a message authentication code which is used to authenticate the

message being transmitted or received.

It will be appreciated by those skilled in the art, however, that whenever a public
key or private key is required, a shared secret key could be substituted using an
appropriate algorithm, and that while the use of session keys is highly advantageous, the
session key could also be éliminated in favor of public-private key encryption. In
addition, while the illustrated system provides both encryption and decryption
capabilities in at least two pagers, so that each pager can send or receive messages, the

system and method of the invention could also be applied to systems in which some or
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all of the pagers have reception capabilities only, i.e., in which some or all of the pagers
are designed to allow the pagers to receive encrypted messages originating from e-mail
addresses and/or two-way pagers, but not to ori ginate messages. Conceivably, the system
and method of the invention could even be applied to systems in which at least some of
the pagers are capable of sending encrypted messages, but not receiving and decrypting
them, although such a system would seem to make little commercial sense. In any case,
it will be appreciated that the system and method illustrated in Figs. 2-10 are intended as
being illustrative in nature only, and should not be interpreted as being limitative of the

scope of the invention.

As indicated above, the number of keys required of a pager to encrypt and decrypt
messages is at most two, so that the key storage requirements are minimal. The
encryption algorithms themselves simply involve a series of mathematical steps, and are
well within the capabilities of the microprocessors used in the conventional pagers, as are
message authentication code generating techniques such as CRC or SHA1. The session
key used in the preferred embodiment to encrypt the message itself consists, in a practical
implementation, of just sixteen characters (128 bits), and thus encryption of the
alphanumeric message using RC4 or a similar stream cipher or other algorithm which
makes use of a shared secret key can be accomplished without a large amount of
processing resources, while strong overall protection of the transmission is still provided
because the more processor intensive encryption algorithms are reserved for encryption
of the relatively small session key rather than the alphanumeric message itself. Of
course, the session key is not limited to a particular bit size, and it is possible for example

to use 256 bit session keys, or longer or shorter session keys as desired.

In the preferred embodiment, encryption of the session key is carried out by RSA
(1024 bits) but other stronger private key algorithms such as ECC PK1 (~2500 bits) can
also be used, as well as shared secret key-based encryption methods such as RC4. The
public-private key encryption algorithms are preferred not only because of the strong
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encryption provided, but also because the permit authentication of the sender, as
explained below, but legal or other considerations may also affect the choice of
encryption algorithm, and thus the system of the invention is designed to permit the use
of different mutually exclusive encryption algorithms by the sending and destination
pagers.

The sending pager 1 illustrated in Fig. 1 transmits messages to the network
operations center 3 in the form of a packet that includes a clear text applications header
that tells the center to forward the text to the pager proxy server 7, which is conveniently
though not essentially included in a gateway 8 capable of network communications as
well as the pager encryption and decryption functions required by the present invention.
Forwarding of the packet to the pager proxy or gateway server preferably involves use
of a network data transfer protocol such as TME-X, although the manner in which the
packet is forwarded to the proxy will depend on the wireless protocol used by the pager
network and the capabilities of the network operations center.r TME-X is a preferred
transfer protocol for use with Re-FLEX encoded packets because of the presence of a
TCP/IP stack in the standard format packets fhat allows the Re-FLEX™ protocol to

communicate directly with computer networks.

The gateway 8 may include a general purpose proxy server 10 such as the one
describedin U.S. Patent No. 5,602,918, entitled "Application Level Security System And
Method," and also in U.S. Patent Application Ser. No. 08/91 7,341, filed August 26, 1997,
entitled "Multi-Access Virtual Private Network,"” both of which are incorporated herein
by reference. The two patent documents describe a system currently available from V-
One Corporation of Germantown, Maryland under the name SmartGate™ (SG in the
figures) which is especially suitable for use with the pager proxy of the present invention,
although the pager proxy server of the invention could also be used with other gateway

servers, or without any network connection capabilities.
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As illustrated, gateway 8 also includes a dedicated e-mail server or gateway 11,
and e-mail protocol message transfer agent (MTA) 12 for transferring messages from the
gateway server 10 to the e-mail gateway. Both the e-mail gateway 11 and pager proxy
7 may be physically incorporated in the gateway server or provided on independent or
separate computers, and are connected to a pager authentication module 13 which may
be physically incorporated into a general purpose gateway authentication module 14 of
a separate authentication server 15, combined with the gateway server, or may be

provided as an independent unit.

Computers on the network with capabilities of communicating with the general
purpose proxy server are represented in Fig. 1 by computer 16, and include gateway
client software that permits the computer to establish a secured communications path to
the gateway server, as well as an e-mail program which packages messages in an
appropriate format such as that provided by the SMTP protocol for transmission over the
secured communications path established by the gateway client software. An example
of an e-mail program is "Eudora™," although the use of standard protocols such as
SMTP and Re-FLEX™ allows any e-mail program to communicate with the gateway and
thence with the pager network, so that the system of the invention is not limited to use
inconnection with any particular e-mail program, the conventional pagernetwork already
being equipped to handle e-mail transmissions to or from the wireless network. The
invention may be considered to apply equally to pager-to-pager communications, pager-
to-email communications, and email-to-pager communications. In addition, it is possible
that the invention could be adaéted to communications originating from a fax machine,
in which case the clear packet transmitted by the fax machine over a telephone line would
be processed by a facsimile proxy for packaging and encryption by the pager proxy, and
messages addressed to the fax machine would be decrypted by the pager proxy and
forwarded to the facsimile proxy for transmission as clear text over a telephone line, the
principles of the invention still being applicable to the encryption and decryption of the

messages by the pager proxy and sending or receiving pagers.
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Turning to the specific embodiment illustrated in F igs. 2-10, the system and
method of the invention take the form of modifications to the header of the transmission
packet sent by the sending pager 1 and/or thé pager proxy 7. Essentially in order to send
messages over the paging system, the sending pager and pager proxy, (or pager proxy
alone in the case of a message originating from computer 16 or a source of clear text
messages such as a facsimile machine) generates a header which includes the
information necessary to enable processing by the recipient of the packet, and in the case
of the pager proxy, for forwarding of a repackaged packet to a destination address. The
header should at least include the session key encrypted message, the encrypted session
key, a sender identification number, and a destination header or address, but because the
header format will vary if a protocol other than Re-FLEX™ is used, it should be
appreciated that the other information contained in the illustrated header, and the position
of the information, can be varied without departing from the scope of the invention, and
the invention s intended to encompass hcadefs formatted for other alphanumeric wireless
paging protocols, as well as for encryption al gorithms and authentication protocols other

than the specific algorithms and protocols indicated.

Fig. 2 illustrates the format of the preferred header, which is divided into three
fields. It is to be understood that while the illustration refers to the communication
between the sending pager and the pager proxy, the same header will be used for the
communication between the pager proxy and the destination pager, with appropriate
substitutions of addresses and keys as explained in more detail below. Asshown inF ig.
2, the first field is a clear text field that contains the encryption method indicator EM,
pager addressing mode (AM), and user identification number (UID) (sometimes referred
to as a PIN, but not to be confused with the password entered by the user to access pager
functions), while the second field contains the encrypted session key (SESKey1) and
various data referred to as "header data" {Herata) including the destination header or
address (DH) and a message authentication code (MAC), the information in the second

field being encrypted by the unique private key of the sending pager (pv.sender) in order
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to authenticate the sender, and by a public key corresponding to a private key held by the
server (pb.server) in order to protect the contents of this field. The third field contains
the message encrypted by the session key.

The various fields illustrated in Fig. 2 may be formatted in any convenient manner
permitted or required by the protocol used to package the data in the fields for
transmission, but in the illustrated example most or all of the data in at least fields one
and two can conveniently be in hexadecimal format. Whenever the drawings illustrate

a hexadecimal number, the number ## will be preceded by a "0x" to form Ox#.

The encryption method indicator EM indicates which of the possible encryption
methods handled by the server is being used to encrypt the session key and other
information in field 2, so that the session key can be recovered and used to decrypt the
encrypted message in field 3. As indicated above, possible encryption methods include
the RC4 secret key encryption method, which requires the parties to the communication
to have a shared secret key that is used for both encryption or decryption, and the RSA
public key encryption method, which is the method illustrated in Fig. 2. The indicator
itself is simply a number assigned to the encryption method. While any given pager will
generally have only a single encryption method stored in memory, it is possible for the
pager proxy to be arranged to handle multiple different methods and thus need to have
an indication of the type of encryption method, to accommodate different pager systems

or legal requirements, particularly if international pager traffic is involved.

The addressing mode (AM) indicates the type of address involved. For example,
in the U.S., pager addressing modes are assigned one application header, while e-mail
addressing modes are assigned another application header. This indicator may not be
necessary in all protocols since the destination header may be unique to a specific type
of address, but is included in field 1 as part of the Re-FLEX™ protocol.

Petitioner Apple Inc. - Exhibit 1006, p. 3133



WO 99/34553 PCT/US98/27531

10

15

20

25

18

The ﬁser identification number (UID) included in clear text in field 1 and in
encrypted form in field 2, is the unique address assigned to the pager, and is used to
indicate the source of the message so as to enable the pager proxy to retrieve the
appropriate public decryption key (pb.sender), and for use in authentication of the sender
and for display by areceiving pager. Preferably, this number is hard-coded into memory
so that it cannot easily be altered, and in current U.S. paging systems is in the form of a

ten digit number.

The header data (HdrData) of the second field includes an application header
(AH), which included in a field having variable length and string value, the address mode
and destination header (AM/DH), the user identification number (UID), which is the
same as the one included in field 1, and a message number (MSGNO) and message
authentication code (MAC). In addition, e-mail address protocols require a byte
indicative of address length to be added where the address mode indicates an e-mail
address.

For purposes of the present invention, the message number can be any arbitrary
number, although the use of a time-related reference, as allowed by the Re-FLEX
protocol, is useful for account tracking or billing purposes, and in addition can be used

to ensure that received message is not a recording of a message sent earlier and

intercepted by an unauthorized party. For example, the message number has previously

been defined as the number of seconds since January 1, 1970.

The message authentication code is a checksum used to verify that.the recovered
message is identical to the original message, and may be computed using an error
correction code function such the cyclic recovery code (CRC) function, with CRCs being
used in the illustrated embodiment or, alternatively, by computing a hash or one-way
combination of the header data with the message and the session key, using an algorithm

such as SHA1. By combining the message with other data to obtain the message
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authentication code in a way that can only recreated if the data used to recreate the code
is the same as the data originally used to generate the code, the code can be used to
authenticate the message, i.e., to verify that the message has not been altered since the
time when the code was first generated, as will be described in more detail below. It will
be appreciated that the exact form of the message authentication code is not a part of the
present invention, and that any message authentication code bmay be used so long as it can

be used to authenticate the message in the manner described below.

The three blocks above the header data in Fig. 2 indicate the source of the data for
the various fields. The manner in which the data is combined to form the fields is
described in more detail in connection withi Figs. 3-10, but the sources of the data may
be summarized as (i) information entered by the user, which consists of the message
(MSG) and the recipient address which forms the destination header, (ii) information
stored in memory, including private and public keys of the pager, a public key of the
pager proxy server, an access code which is to be compared with an access code input by
the user, the encryption method indicator (EM), the user identification number (UID), and
the application header, and (iii) information generated at runtime, i.c., during assembly
of the packet header, including the session key (SESKey), the message number
(MSGNO), the addressing mode (AM), and the message authentication code (MAC).

The details of the manner in which the data shown in Fig. 2 is assembled by
sending pager | to form the header shown in Fig. 2 is illustrated in the functional block
diagram of Fig. 3, as well as the flowchart of F ig. 7. As illustrated in Fig. 3, the pager
1 includes a user input 20 connected td keys 4 or stylus 5, which supplies the destination
header (DH) to a functional block 21 which assembles the header data (HdrData), and to
a functional block 22 which computes the message authentication code (MAC). In
addition, the user input 20 supplies the message to functional block 28, the output of
which is field 3 of the header.

Petitioner Apple Inc. - Exhibit 1006, p. 3135



WO 99/34553 PCT/US98/27531

10

15

20

25

20

Pager 1 also includes a memory 24 which stores the encryption method (EM), the
application header (AH), the user identification number (UID) and the encryption method
identifier (EM), which are supplied directly to functional block 23 for inclusion in field
1, the user identification number and application header being also supplied to functional
block 21 for inclusion in the heé,der data, which in turn is supplied to functional block 22
for inclusion in the message authentication code. The address mode (AM), which is
associated with the destination header (DH) in the header data is generated by an address
mode generator 25 which can be in the form of a look-up table, device that reads a
particular identifying bit in the destination header, or other device, and the message
number can be generated by a counter, timer, or other device 26 depending on the nature
of the message number. Finally, the session key (SESKey1) for this embodiment of the
invention is an eight character string generated by a random or pseudorandom number
generator 27, which vsupplies the session key to functional block 28 for use in encrypting
the message (MSG), to functional block 22 for inclusion in the message authentication
code, and to functional block 29 for encryption together with the header data by the
private key of the sender. The output of functional block 29 is supplied to functional
block 30 for encryption by the public key of the server, the output of block 30 serving as
field 2 of the header for the packet ﬁansmitted by the sending pager.

It will be appreciated by those skilled in the art that any of the functional blocks
and data or number generators illustrated in Fig. 3, or in Figs 4-6, may be implemented
- either by hardware or software, and that while distinguishable by function, the functions

may be carried out using common subroutines, hardware, or software.

Turning to Fig. 4, the pager proxy 7 includes a database of public keys
corresponding to the unique public keys of pagers registered with the encryption service
provider that operates the proxy server. The database is accessed by functional block 31
according to the clear text user identification number (UID) present in the header of a

packet forwarded to the pager proxy by the network operations center. Field 2 is

Petitibner Apple Inc. - Exhibit 1006, p. 3136



10

15

20

25

WO 99/34553 PCT/US98/27531

21

decrypted by functional block 32 using the private key of the server (pv.server) and by
functional block 33 using the public key of the sender (pb.sender) to recover the session
key, and the user identification number (UID) recovered from field 2 is compared by
functional block 34 with the user identificaion number of field 1 to verify the
authenticity of field 2 and recover the session key (SESKey1). A functional block 35
then uses the session key to decrypt the message (MSG).

The message recovered by the pager proxy is authenticated in functional block
37, by comparing the message authéntication code recovered from field 2 with the output
of a functional block 36 that computes the message authentication code based on the
destination header (DH), application header (AH), user identification number (UID),
message number (MSGNO), and session key (SESKey1) recovered from field 2, and the
message recovered from field 3. The message, session key, and header data (HdrData)
are then made available by functional block 38 to an encryption or repackaging module,
illustrated in Fig. 5, for repackaging in a way that will enable decryption by a destination

pager.

As-shown in Fig. 5, the application header (AH) and message number (MSGNO)
received from functional block 38 is provided to functional blocks 41 and 42 for
inclusion in the header data and message authentication code, while the address mode
(AM) and encryption method (EM) obtained from field 1 of the packet received from the
sender is passed to functional block 43 or regenerated for inclusion as clear text in the
packet header. In order to permit decryption and authentication ofthe repackaged header
by the receiving pager, however, the destination header (DH) and user identification
number (UID) are swapped, so that the original destination header is supplied by the
pager proxy to functional blocks 41, 42, and 43 as the user identification number (UID),
and the original user identification number are supplied to functional blocks 41 and 42
as the destination header (DH). Functional block 42 generates a message authentication
code based on the new destination header (DH), application header (AH), user
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identification number (UID), message number (MSGNO), while a new session key
(SESKey2) is generated by functional block 44 in the same manner as functional block
27 shown in Fig. 3, and the resulting message authentication code (MAC) together with
the new session key and header data from functional block 41 are encrypted by functionatl
block 45 using the private key of the server (pv.server) before being sealed by functional
block 46 using-the public key of the destination pager (pb.recipient) and included in the
header as field 2. Functional block 47 receives the message and new session key and re-
encrypts the message using the new session key and an algorithm such as RC4 to
generate field 3, fields 1-3 being assembled into a packet 50 for transmission to the

destination pager 2 via the network operations center 3.

Again, those skilled in the art will appreciate that all of the functional blocks
illustrated as being present in the proxy server and/or proxy authentication module may
be implemented as software, hardware, or a combination of software and hardware, and

may be varied depending on the encryption method and requirements of the pager

protocol.

In addition, those skilled in the art will appreciate that the illustrated embodiment
could be modified by eliminating the session key and instead using public key encryption
of the message. Alternatively, instead of having the pager proxy perform any decryption
of the message, the original session key could simply be re-encrypted by the pager proxy
using at least the public key of the destination pager as described above, or a secret key
shared with the destination pager, in which the encrypted message would simply be
forwarded to the destination pager unit with the session key re-encrypted so that it can
be recovered by the destination pager. While neither of these options is currently
preferred because elimination of the session key leaves transmissions vulnerable to
recording, and elimination of message decryption by the pager proxy makes message
authentication more difficult, they should nevertheless be considered to be within the

scope of the invention.
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Turning to Fig. 6, the destination pager 2 includes functional blocks mirroring
those of the server for decrypting messages and authenticating packets received from the
pager proxy 7 via the network operations center 3. These include functional block 51 for
retrieving the server public key (pb.server) from memory, functional blocks 52 and 53
for decrypting the field 2 using the recipient private key (pv.recipient) and the server
public key, functional block 54 for comparing the user identification number recovered
from field 2 with the user identification number in field 1, functional block 56 for
decrypting the message (MSG) using the session key (SESKey2) recovered from field
2, and functional blocks 57 and 58 for generating a message authentication code and
comparing it with the message authentication code recovered from field 2. It will be
noted that functional block 57 may also be used to generate a message authentication

code for an outgoing message, avoiding duplication of the hardware or software which
performs this function.

Finally, destination pager 2 includes a functional block 59 for displaying the
message (MSG) and destination header (DH) corresponding to the user identification
number of the sending pager, and for alerting the user as necessary that a message has
beenreceived. The display is identical to that used for an unencrypted message, and thus

the decryption operation is entirely transparent to the user.

The method steps that implement the functions illustrated in Figs. 3-6 are as
follows:

First, as shown in Fig. 7, upon input of a message and destination address by the
user of a pager (siep 100), which may follow the input and verification of a password (not
shown), a message number, address mode, and session key are generated (step 110) and
the encryption method identifier, application header, user identification number, server
public key, and sender private key are retrieved from memory (step 120). The encryption
method identifier, address mode, and user identification number are included in field 1

(step 130), a message authentication code based on the destination header, application
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header, user identification number, message number, message, and session key is
computed (step 140), and the application header, user identification number, destination
header, message number, message authentication code, and session key are encrypted by
the private key of the sending pager (step 150) and then by the public key of the pager
proxy (step 160) to obtain field 2 of the packet header. Finally, the message is encrypted
by the session key (step 170) to obtain field 3, and the packet header is transmitted via
the network operations center to the pager proxy (step 180).

Uponreceipt by the pager proxy, as shown in Fig. 8, the public key of the sending
pager is retrieved based on the user identification number in field 1 (Step 200), and field
2 of the packet is decrypted by the private key of the server (step 210) and then by the
public key of the sending pager (step 220) based on the encryption method identified by
the identifier in field 1. Authentication of the sender is provided by comparing the user
identification number recovered from field 2 with the user identification number in field
1 (step 230), the message included in field 3 is decrypted using the session key recovered
from field 2 (step 240), and authentication of the message is provided by generating a
message authentication code based on the destination header, application header, user
identification number, message number, and session key recovered from field 2 together
with the decrypted message (step 250), and by then comparing the computed message
authentication code with the message authentication code recovered from field 2 (step
260).

As illustrated in Fig. 9, after authenticating the information contained in field 2,
the proxy server generates a new session key (step 300), encrypts the message using the
new session key (step 310), assigns the original user identification as the new destination
header and the original destination header as the new user identification number,
computes a new message authentication code (step 330), encrypts the address header,
message number, new user identification number, new destination header, new session

key, and new message authentication code using the private key of the server (step 340),
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encrypts the result of step 340 using the public key of the destination pager (step 350),
and assembles the header and packet for RF transmission to the destination pager via the
network operations center (step 360).

As illustrated in Fig. 10, upon receipt by the destination pager, as shown in Fig.

8, the public key of the pager proxy server is retrieved based on the user identification

~ number in field 1 (step 400), and field 2 of the packet is decrypted by the private key of

the destination bager (step 410) and then by the publickey of the pager proxy server (step
420) based on the encryption method identified by the identifier in field 1.
Authentication of the sender is provided by comparing the user identification number
recovered from field 2 with the user identification number in field 1 (step 430), the
message included in field 3 is decrypted using the session key recovered from field 2
(step 440), and authentication of the message is provided by computing a message
authentication code based on the destination header, application header, user
identification number, message number, and session key recovered from field 2 together
with the decrypted message (step 450), and by then comparing the computed message
authentication code with the message authentication code recovered from field 2 (step
460). Finally, after authentication of the user identification number and message, the user
is alerted that a message has been received and the decrypted message and information

contained in the destination header are displayed at the request of the user (step 470).

Having thus described a preferred embodiment of the invention in sufficient detail
to enable those skilled in the art to practice the invention, it is nevertheless anticipated
that numerous variations and modifications of the invention will occur to those skilled
in the art, and it is intended that all such variations and modifications be included within
the scope of the invention. For example, although the preferred embodiment of the
invention has the pager proxy re-package the message by first decrypting it, and then re-
encrypting it using a new session key, it is also within the scope of the invention to have

the pager proxy decrypt only the session key and re-encrypt the same session key using
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the public key or shared secret key of the destination pager. Accordingly, it is intended

that the above description not be taken as limiting, but rather that it be defined solely by

the appended claims.
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I claim:

1. A system for adding encryption services to an existing pager network, the pager
network including a network operations center which provides a means for receiving an
alphanumeric message from any of a plurality of handheld pager units and forwarding the
5 alphanumeric message to another of the plurality of handheld pager units, at least two of
said pager units comprising:
means for inputting an alphanumeric message and a destination
address; '
means for including the alphanumeric message in a packet for
10 transmission to the destination address by wireless transmission via the
network operations center;
means for receiving an alphanumeric message from the network
operations center; and
means for displaying the alphanumeric message received from the
15 network operations center,
wherein the system for adding encryption services comprises:
means in at least one of said pager units for encrypting a message and transmitting
the encrypted message via the network operations center to another of said pager units;
means in said another one of said pager units for decrypting and displaying the
20 encrypted message; and
a pager proxy server including means for receiving a packet containing the
encrypted message that has been sent to the network operations center, decrypting at least
a portion of the packet, and re-encrypting said portion of the packet for delivery to said

“another of said pager units via said network operations center.

25 2. A system as claimed in claim 1, wherein said means for encrypting the message

comprises means for encrypting the message by a secret key.
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3. A system as claimed in claim 2, wherein said secret key is a first session key
generated by a sending pager unit, said sending pager unit further comprising means for
encrypting said first session key by a public key corresponding to a private key held by

the pager proxy server so that the session key can be recovered only by the paging proxy

SErver.

4. A system as claimed in claim 3, wherein said sending pager unit further comprises
means for encrypting at least the first session key by a private key of the sending pager
unit, and wherein said pager proxy server includes means for retrieving a public key
corresponding to the private key of the sending pager unit for use as a first level

authentication of the sending pager unit.

5. A system as claimed in claim 4, further comprising means for appending a unique
user identification number of the sending pager unit to the header in clear text form, said

user identification number being hard-coded into the sending pager unit.

6. A system as claimed in claim 5, wherein said means for encrypting at least the
session key by a private key of the sending pager unit also encrypts the user identification
number of the sending pager unit, and said paging proxy server includes means for
decrypting the encrypted user identification number together with the first session key
and comparing it with the clear text user identification number in order to authenticate
the contents of the field containing the encrypted user identification number and first

session key.

7. A system as claimed in claim 4, wherein the sending pager unit further comprises
means for generating a first message authentication code based on various header data
and the message and encrypting the various information together with the session key and
the first message authentication code using the private key of the sending pager unit, and

wherein the pager proxy server further comprises means for decrypting the various header
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data, first message authentication code, and session key using a public key corresponding
to the private key of the sending pager unit, decrypting the message using the session
key, generating a second message authentication code based on the message and various
header data, and comparing the first message authentication code with the second

message authentication code in order to authenticate the message.

8. A system as claimed in claim 7, wherein said message authentication code is an

error correction code function.

9. A system as claimed in claim 7, wherein said various header data includes at least
a user identification number of the sending pager and a destination header corresponding

to the input address of the destination pager.

10. A system as claimed in claim 9, wherein said various header data further includes

a message number and application header.

11. A system as claimed in claim 4, wherein the sending pager further comprises

means for adding an encryption method identifier in clear text to the packet header.

12.  Asystem as claimed in claim 4, wherein an encryption algorithm used to encrypt

the first session key is a public-private key encryption algorithm.

13. A system as claimed in claim 4, wherein said secret key is a first session key
generated by a sending pager unit and said first session key is encrypted by a stream
cipher that uses a shared secret key.

14.  Asystemasclaimed in claim 2, wherein said sending pager unit further comprises
means for generating an address mode and appending the address mode in clear text to
the packet header.
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15. A system as claimed in claim 14, wherein said address mode indicates an address
type selected from the group consisting of pager address types and e-mail address types,
and wherein the pager proxy server is connected to a computer network gateway server
and includes means for re-packaging said message in an e-mail packet and transmitting

the e-mail packet via said computer network server to an e-mail address.

16. A system as claimed in claim 15, further comprising means for receiving e-mail
packets from said computer network gateway server, and re-packaging said e-mail
packets for transmission to the destination pager unit via said network operation center,
and means for repackaging packets received from the network operations center for

forwarding to an e-mail server.

17. A system as claimed in claim 1, wherein said means included in the pager proxy
server for decrypting at least a portion of the packet includes means for decrypting, using
a secretkey, a portion of the packet containing a first session key used by a sending pager

unit to encrypt said portion of the packet.

18.  Asystem as claimed in claim 17, wherein said pager proxy server further includes
means for decrypting said message using said first session key, means for generating a
second session key, and means for re-encrypting the message using the second session

key.

19. A system as claimed in claim 18, wherein said means for re-encrypting said

- portion of the packet includes means for encrypting the second session key by a secret

key.

20.  Asystem as claimed in claim 19, wherein said means for encrypting said portion
of the packet by a secret key includes means for re-encrypting the second session key by

a public key corresponding to a private key of a destination pager unit.
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21.  Asystem as claimed in claim 20, wherein said means for encrypting said portion
of the packet by a secret key further includes means for, before re-encrypting the second
session key by the public key corresponding to a private key of the destination pager,
encrypting the second session key and various additional data by a private key of the

pager proxy server.

22.  Asystem as claimed in claim 21, wherein said additional data includes a second
user identification number, said second user identification number corresponding to a
first destination header included in said decrypted portion of the packet received from the
sending pager unit, and wherein said destination paging unit includes means for
comparing said second user identification number encrypted with said second session key
to a clear text version of the second user identification number received from the pager

proxy server in order to authenticate the pager proxy server.

23. A system as claimed in claim 22, wherein said additional data includes a second
destination header corresponding to the first user identification number, and wherein said
second pager unit includes means for displaying information included in said second
destination header in order to indicate an address of the sending pager unit.

24. A system as claimed in claim 22, wherein said addiﬁonal data includes a second
destination header corresponding to the first user identification number, a message
number recovered from said decrypted portion of the packet received from the sending

pager unit, and an application number.

25. A system as claimed in claim 22, wherein said pager proxy server further
comprises means for generating a message authentication code based on said message,
said second session key, and said additional data, and said destination pager unit includes
means for recovering said additional data and computing a message authentication code
based on the additional data, said second session key, and said message in order to

authenticate said message.
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26.  Anencryption method according to which encryption services may be added to
an existing two-way wireless pager network, the pager network including a network
operations center which provides a means for receiving an alphanumeric message from
any of a plurality of handheld pager units and forwarding the alphanumeric message to
another of the plurality of handheld pager units, comprising the steps of:
causing one of said pager units to perform the steps of eﬁcrypting
a message, including the encrypted message in a wireless transmission
packet, and transmitting the encrypted message from said one of said
Pager units to a pager proxy server via the network operations center;
causing the pager proxy server to perform the steps of receiving
the encrypted message and repackaging it for transmission to another of
said pager units via the network operations center; and
' causing said another of said pager units to perform the steps of

decrypting and displaying the encrypted message.

27. A method as claimed in claim 26, wherein the step of encrypting the message
comprises the step of encrypting the message by a secret key corresponding to a secret

key of the pager proxy server so that the session key can only be recovered by the paging

- proxy server.

28. A method as claimed in claim 26, wherein said secret key is a first session key
generated by a sending pager unit, and wherein said sending pager unit further performs
the step of encrypting said first session key by a public key corresponding to a private
key held by the pager proxy server.

29. A method as claimed in claim 27, wherein said sending pager unit further
performs the step of encrypting at least the first session key by a private key of the
sending pager unit, and wherein said pager proxy server performs the step of retrieving

a public key corresponding to the private key of the sending pager unit for use as a first
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level authentication of the sending pager unit.

30. A method as claimed in claim 29, further comprising of the step of appending a
unique user identification number of the sending pager unit to the header of the
transmission to the paging proxy server in clear text form, said user identification number

being hard-coded into the sending pager unit.

31. A method as claimed in claim 30, wherein said step of encrypting at least the
session key by a private key of the sending pager unit includes the step of encrypting the
user identification number of the sending pager unit, and said paging proxy server further
performs the steps of decrypting the encrypted user identification number together with
the first session key and comparing it with the clear text user identification number in
order to authenticate the contents of the field containing the encrypted user identification

number and first session key.

32.  Amethodasclaimed in claim 29, wherein the sending pager unit further performs
the step of computing a first message authentication code based on various header data
and the message and encrypting the various information together with the session key and
the first message authentication code using the private key of the sending pager unit, and
wherein the pager proxy server further performs the steps of decrypting the various
header data, first message authentication code, and session key using a public key
corresponding to the private key of the sending pager unit, decrypting the message using
the session key, generating a second message authentication code based on the message
and various header data, and comparing the first message authentication code with the

second message authentication code in order to authenticate the message.

33. A method as claimed in claim 32, wherein said message authentication code is an

error correction code function.
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34, A method as claimed in claim 32, wherein said various header data includes at
least the user identification number of the sending pager and a destination header

corresponding to the input address of the destination pager.

3s. A method as claimed in claim 34, wherein said various header data further

includes a message number and application header.

36.  Amethod asclaimed in claim 34, wherein the sending pager further performs the

step of adding an encryption method identifier in clear text to the packet header.

37. A method as claimed in claim 29, wherein an encryption algorithm used to

encrypt the first session key is a public-private key encryption algorithm,

38. A method as claimed in claim 27, wherein said secret key is a first session key
generated by a sending pager unit and said first session key is encrypted by a stream

cipher that uses a shared secret key.

39. A method as claimed in claim 37, wherein said sending pager unit further
performs the step of generating an address mode and appending the address mode in clear

text to the packet header.

40. A method as claimed in claim 39, wherein said address mode indicates an address
type selected from the group consisting of pager address types and e-mail address types,
and wherein the pager proxy server is connected to a computer network gateway server
and further performs the step of re-packaging said message in an e-mail packet and

transmitting the e-mail packet via said computer network server to an e-mail address.

41. A method as claimed in claim 40, further performs the steps of receiving e-mail

packets from said computer network gateway server, and re-packaging said e-mail
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packets for transmission to the destination pager unit via said network operation center.

42.  Amethod as claimed in claim 26, wherein said step of repackaging the encrypted
message for transmission includes the step of causing the pager proxy server to encrypt,
using a secret key, a portion of the packet containing a first session key used by asending

pager unit to encrypt said portion of the packet.

- 43. A method as claimed in claim 42, wherein said pager proxy server further

performs the steps of decrypting said message using said first session key, generating a

second session key, and re-encrypting the message using the second session key.

44. A method as claimed in claim 43, wherein said pager proxy server further

performs the step of encrypting the second session key by a secret key.

45. A method as claimed in claim 44, wherein said step of encrypting said portion of
the packet by a secret key includes the step of re-encrypting the second session key by

a public key corresponding to a private key of a destination pager unit.

46. A method as claimed in claim 45, wherein said step of encrypting said portion of
the packet by a secret key further includes the step of, before re-encrypting the second
session key by the public key corresponding to a private key of the destination pager,
encrypting the second session key and various additional data by a private key of the

pager proxy server.

47. A method as claimed in claim 46, wherein said additional data includes a second
user identification number, said second user identification number corresponding to a
first destination header included in said decrypted portion of the packet received from the
sending pager unit, and wherein said destination paging unit perform the step of

comparing said second user identification number encrypted with said second session key
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to a clear text version of the second user identification number received from the pager

proxy server in order to authenticate the pager proxy server.

48.  Amethod as claimed in claim 47, wherein said additional data includes a second
destination header corresponding to the first user identification number, and wherein said
second pager unit performs the step of displaying information included in said second
destination header in order to indicate an address of the sending pager unit.

49. A method as claimed in claim 47, wherein said additional data includes a second
destination header corresponding to the first user identification number, a message
number recovered from said decrypted portion of the packet received from the sending

pager unit, and an application number.

50. A method as claimed in claim 47, wherein said pager proxy server further
performs the step of computing a message authentication code based on said message,
said second session key, and said additional data, and said destination pager unit further
performs the step of recovering said additional data and computing a message
authentication code based on the additional data, said second session key, and said

message in order to authenticate said message.

51. A two-way alphanumeric pager unit, comprising:

means for inputting a message and a destination address;

means for generating a session key;

means for encrypting the message using the session key;

means for protecting the session key so that it can only be recovered by a pager
proxy server;

means for transmitting_,the message via a wireless pager network to the pager
proxy server;

means for receiving an encrypted message transmitted via the wireless pager

network from the pager proxy server;
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means for decrypting an encrypted session key appended to the message;
means for decrypting the encrypted message transmitted from the pager proxy
server using the decrypted session key; and

means for displaying the message.

52.  Apagerunitasclaimedinclaim 51, wherein said means for protecting the session

key comprises means for encrypting the session key by a secret key.

53.  Apager unit as claimed in claim 52, wherein said secret key is a first session key
generated by the pager unit, said sending pager unit further comprising means for
encrypting said first session key by a public key corresponding to a private key held by

the pager proxy server.

54. A pager unit as claimed in claim 53, further comprising means for appending a
unique user identification number of the pager unit to the header in clear text form, said

user identification number being hard-coded into the pager unit.

55. A pager unit as claimed in claim 54, wherein said means for encrypting at least
the session key by a secret key also encrypts the user identification number of the sending
pager unit, said encrypted user identification number being compared by the pager proxy
server with a clear text version of the user identification number transmitted with a packet

header in order to authenticate the pager unit.

56. A pager unit as claimed in claim 55, wherein the pager unit further comprises
means for computing a message authentication code based on various header data and the
message, and means for encrypting the various information together with the session key
and the message authentication code using a private key of the sending pager unit in order

to provide a means for authentication by the pager proxy of the message.
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57. A pager unit as claimed in claim 56, wherein said message authentication code
is an error correction code function.
58.  Apager unit as claimed in claim 57, wherein said various header data includes at
least the user identification number of the pager unit and a destination header

corresponding to the input address of a destination pager.

59. A pager unit as claimed in claim 58, wherein said various header data further

includes a message number and application header.

60. A pager unit as claimed in claim 52, wherein the pager unit further comprises

means for adding an encryption method identifier in clear text to a packet header.

61. A pager unit as claimed in claim 60, wherein an encryption algorithm used to

encrypt the first session key is a public-private key encryption algorithm.

62. A pager unit as claimed in claim 60, wherein said secret key is a first session key
generated by a sending pager unit and said first session key is encrypted by a stream
cipher that uses a shared secret key.

63. A pager unit as clain'ied in claim 62, wherein said pager unit further comprises
means for generating an address mode and appending the address mode in clear text to

the packet header.

64. A pager unit as claimed in claim 62, wherein said address mode is selected from
the group consisting of pager address types and e-mail address types, and wherein the
pager proxy server is connected to a computer network server and includes means for re-
packaging said message in an e-mail packet and transmitting the e-mail packet via said

computer network server to an e-mail address.

Petitioner Apple Inc. - Exhibit 1006, p. 3154



10

15

20

WO 99/34553 PCT/US98/27531

39

65. A pager proxy server, comprising:

means for receiving a message encrypted by a session key, the session key being
encrypted and appended to the encrypted message, from a network operations center of
a pager network;

means for recovering the session key using a secret key of the server;

means for authenticating the sender of the message; and

means for re-transmitting the message encrypted by a session key in a manner

which enables decryption of the message only by a holder of a second secret key.

66. A server as claimed in claim 65, wherein said means for re-transmitting the
message comprises means for decrypting the message using the first session key, re-
encrypting the message using a second session key, and encrypting the second session

key.

67.  Aserverasclaimed in claim 66, wherein said first secret key is a private key held

by the pager proxy server.

68.  Aserveras claimed in claim 67, further comprising means for retrieving a public
key corresponding to a private key of a sending pager unit for use as a first level

authentication of the sending pager unit.

69. A server as claimed in claim 68, further comprising means for decrypting the a
user identification number of the sending pager unit together with the session key and
comparing it with a clear text user identification number in order to authenticate the

contents of the field containing the encrypted user identification number and session key.

70.  Aserverasclaimed in claim 69, further comprising means for decrypting various
header data, a first message authentication code, and a session key using a public key

corresponding to the private key of the sending pager unit, decrypting the message using
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the session key, generating a second meséage authentication code based on the message
and various header data, and comparing the first message authentication code with the

second message authentication code in order to authenticate the message.

71. A server as claimed in claim 70, wherein said message authentication code is an

error correction code function.

72.  Aserverasclaimed in claim 70, wherein said various header data includes at least
the user identification number of the sending pager and a destination header

corresponding to the input address of the destination pager.

73. A server as claimed in claim 72, wherein said various header data further includes

amessage number and application header.

74. A server as claimed in claim 73, wherein said encryption method is a public-

private key encryption algorithm.

75. A server as claimed in claim 73, wherein said encryption method is RC4 secret

key encryption.

76. A server as claimed in claim 72, further comprising means for receiving e-mail
packets from said computer network server, and re-packaging said e-mail packets for

transmission to the destination pager unit via said network operation center.

77. A system for adding encryption services to an existing pager network, the pager
network including a network operations center which provides a means for receiving an
alphanumeric message from any of a plurality of handheld ;;ager units and forwarding the
alphanumeric message to another of the plurality of handheld pager units, at least one of

said pager units comprising:
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means for inputting an alphanumeric message and a destination
address;
means for including the alphanumeric message in a packet for
transmission to the destination address by wireless transmission via the
5 network operations center;
means for receiving an alphanumeric message from the network
operations center; and
means for displaying the alphanumeric message received from the
network operations center, |
10  wherein the system for adding encryption services comprises:
means in at least one of said pager units for decrypting and displaying an
encrypted message; and
a pager proxy server including means for receiving a packet containing the
encrypted message, decrypting at least a portion of the packet, and re-encrypting said
15 portion of the packet for delivery to said at least one of said pager units via said network

operations center.

78.  An alphanumeric pager unit, comprising:
means for receiving an encrypted message transmitted via a wireless pager
network from a pager proxy server;
20 means for decrypting an encrypted session key appended to the message;
means for decrypting the encrypted message transmitted from the pager proxy
server using the decrypted session key; and

means for displaying the message.
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BROADCAST AND RECEPTION SYSTEM, AND CONDITIONAL ACCESS
SYSTEM THEREFOR '

The present invention relates to a broadcast and reception system, in particular to a
mass—market digital interactive satellite television system, and to a conditional access

system therefor.

In particular, but not exclusively, the invention relates to a mass—-market broadcast

system having some or all of the following preferred features:—

° It is an information broadcast system, preferably a radio and/or television
broadcast system

o It is a satellite system (although it could be applicable to cable or terrestrial
transmission)

. It is a digital system, preferably using the MPEG, more preferably the MPEG-
2, compression system for data/signal transmission

° It affords the possibility of interactivity.

More particularly the present invention relates to so—called pay television (or radio)
where a user/viewer selects a programme/film/game to be viewed for which payment
is to be made, this being referred to as a pay-per-view (PPV) or in the case of data

to be downloaded a so-called pay-per-file (PPF).

With such known PPV or PPF systems a significant amount of time is required to be
spent by the user/viewer in order to carry out the actions necessary to actually access

the product being selected.

For example, in one known system the sequence of steps which have to be carried out

are as follows:-

D The user telephones a so—called Subscriber Management System (SMS)
which in this known system includes a number of human operators which answer the
subscriber's call and to whom the subscriber communicates the necessary information

concerning the selected product and concerning the financial status of the subscriber
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to a so-called Subscriber Authorization System (SAS) which has included in it or

associated with it a plurality of communications servers.

ii) The operator at the SMS then has to check the financial status of the
user before authorising the connection from the communications servers to the user's

television set so that the product can be delivered and viewed by the user.

In another known system the human operator is replaced by an automatic voice server
so that when the user telephones the SMS he/she hears a voice activated recording to

which the user conveys the same information as I) above.

This second arrangement reduces the delay inherent in the first described arrangement
which can be more easily overloaded when large numbers of users are wishing to

order a product at the same time.

However, even with this second arrangement the user is involved in inputting
significant information in the form of lengthy serial numbers which operation provides

plenty of scope for error as well as being time consuming.

The third known arrangement involves the user making use of existing screen based
systems such as MINITEL in France and. PRESTEL in the United Kingdom, which
systems replace the voice activated server referred to above in connection with the
second arrangement. The MINITEL and PRESTEL systems themselves incorporate

a modem at the consumer end.

In all these known arrangements the user is involved in the expenditure of significant
time and effort in inputting all the information necessary to enable the system to in

effect authorize the transmission of the chosen product to the user's television set.

In the case of a satellite television system there is a further delay involved in the user

actually receiving the product selected.
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In PPV and PPF systems the key element in controlling the user's access to products
are so-called Entitlement Management Messages (EMM) which have to be injected
into the system in order to give the user product access. More particularly the EMMs
are the mechanism by which the encrypted data representative of a product is

decrypted for a particular individual user.

In known satellite television systems the EMMs are transmitted to the user's
televisions via the satellite link at regular intervals in the MPEG-2 data stream. Thus
in the case of a particular user's EMM there can be a significant delay of perhaps
several minutes before the user's next EMM transmission arrives at that user's

television set.

This transmission delay is in addition to the delay referred to earlier which is inherent
in the user having to manually input certain data into the system. The cumulative
effect of these two delays is that it may take perhaps typically five minutes for a user

to be able to gain access to the selected product.

The present invention-is concerned with overcoming this problem.

- In a first aspect, the present invention provides a conditional access system

comprising:

means for generating a plurality of (preferably conditional access) messages;
and

means for receiving the messages, said receiving means being adapted to
communicate with said generating means via a communications server connected

directly to said generating means.
Preferably, the message is an entitlement message for transmission (for example by
broadcast) to the receiving means, said géncrating means being adapted to generate

entitiement messages in response to data received from said receiving means.

The generating means may be arranged to transmit a message as a packet of digital
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data to said receiving means ecither via said communications server or via a satellite

transponder.

The receiving means may be connectable to said communications server via a modem

and telephone link.

In a related aspect, the present invention provides a conditional access system for
affording conditional access to subscribers, corﬂprising:

a subscriber management system;

a subscriber authorization system coupled to the subscriber management
system; and

a communications server; said server being connected directly to the subscriber

authorization system.

The system may further comprise a receiver/decoder for the subscriber, the
receiver/decoder being connectable to said communications server, and hence to said

subscriber authorization system, via a modem and telephone link.

In a second aspect, the present invention provides a broadcast and reception system

including a conditional access system as described above.

In a third aspect, the present invention provides a broadcast and reception system
comprising;: _

means for generating a plurality of entitlement messages relating to broadcast
programs;

means for receiving said messages from said generating means; and

means for connecting the receiving means to the generating means to receive
said messages, said connecting means being capable of effecting a dedicated

connection between the receiving means and the generating means.

The dedicated connection would typically be a hard-wired connection and/or a

modemmed connection, with the possibility of the connection been made via a cellular

Petitioner Apple Inc. - Exhibit 1006, p. 3176



10

15

20

25

WO 98/43426 PCT/EP97/02108

-5
telephone system. In other words, the dedicated connection is capable of forming a
channel of communication (from point to point). This is in contrast to broadcasting

of information through the air or ambient medium. The connecting means would

typically be a modem at the receiving means.

Hence, in a closely related aspect, the present invention provides a broadcast and
reception system comprising:
means for generating a plurality of entitlement messages relating to broadcast

programs;

means for receiving said messages from said generating means via a modem; -

and

means for connecting said modem to said generating means and said receiving

means.

The above features can afford the advantage of providing the user the necessary
viewing authorization (via the EMM) more quickly than has hitherto been possible,
partly because, since the SAS typically uses a smaller amount of computer code than
the SMS, the SAS can operate more efficiently (and in real time), partly because the
SAS can itself, directly, generate the requisite EMM, and partly because the EMM can

be passed to the user or subscriber via a dedicated (typically modemmed) link.

Preferably, the generating means is connected to said modem via a communications

server which is preferably included in or associated with said generating means.

The receiving means may be further adapted to receive said entitlement messages via

a satellite transponder.
The receiving means may be a receiver/decoder comprising means for receiving a
compressed MPEG-type signal, means for decoding the received signal to provide a

television signal and means for supplying the television signal to a television.

Preferably, the receiving means is adapted to communicate with said generating means
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via said modem and connecting means. The receiving means may comprise means
for reading a smartcard insertable thereinto by an end user, the smartcard having
stored therein data to initiate automatically the transmission of a message from said

receiving means to said generating means upon insertion of the smartcard by the end

user.

In addition, the system may further comprise a voice link to enable the end user of

the broadcast and reception system to communicate with the generating means.

It will be understood from the above that the: present invention provides two
arrangements by which the time it takes for an end user to access a desired product
is reduced. Preferably both arrangements are employed to achieve the maximum time

saving but either arrangement can be used individually.

According to a further aspect of the present invention, there is provided a broadcast
and reception system, comprising, at the broadcast end:

a broadcast system including means for broadcasting a callback request;
and at the reception end:

a receiver including means for calling back the broadcast system in response

to the callback request.

By providing that the broadcast system can request the receiver to call it back, the
possibility is afforded of the broadcast system obtaining information from the receiver

about the state of the receiver.

Preferably, the means for calling back the broadcast system includes a modem
connectable to a telephone system. By using a modemmed back channel, a simple

way of putting the invention into effect can be provided.

Preferably also, the means for calling back the broadcast system is arranged to transfer
to the broadcast system information concemning the receiver. This information might

include the number of remaining tokens, the number of pre—booked sessions, and so
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on.

Preferably, the broadcast system includes means for storing the information, so that

it can be processed at a later time, as desired.

Preferably, the broadcast means is arranged to broadcast a callback request which
includes a command that the callback be made at a given time, and the means for
calling back the broadcast system is arranged to respond to said command. By
arranging for the callback to be later than the actual request, greater flexibility can be

imparted to the system.

The broadcasting means may be arranged to broadcast as the callback request one or

more Entitlement Messages for broadcast.

Preferably, the broadcast system includes means for generating a check message (such
as a random number) and passing this to the receiver, the receiver includes means for
encrypting the check message and passing this to the broadcast system, and the
broadcast system further includes means for decrypting the check message received
from the receiver and comparing this with the original check message. In this way

it can be checked whether the receiver is genuine.

Any of the above features may be combined together in any appropriate combination.

They may also be provided, as appropriate, in method aspects.

Preferred features of the present invention will now be described, purely by way of

example, with reference to the accompanying drawings, in which:-

Figure 1 shows the overall architecture of a digital television system according to the

preferred embodiment of the present invention;

Figure 2 shows the architecture of a conditional access system of the digital television

system;
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Figure 3 shows the structure of an Entitlement Management Message used in the

conditional access system;

Figure 4 is a schematic diagram of the hardware of a Subscriber Authorisation System

(SAS) according to a preferred embodiment of the present invention;
Figure 5 is a schematic diagram of the architecture of the SAS;

Figure 6 is a schematic diagram of a Subscriber Technical Management server

forming part of the SAS;

Figure 7 is a flow diagram of the procedure for automatic renewal of subscriptions as

implemented by the SAS;

Figure 8 is a schematic diagram of a group subscription bitmap used in the automatic

renewal procedure;
Figure 9 shows the structure of an EMM used in the automatic renewal procedure;
Figure 10 shows in detail the structure of the EMM,;

Figure 11 is a schematic diagram of an order centralized server when used to receive

commands directly through communications servers;

Figure 12 illustrates diagrammatically a part of Figure 2 showing one embodiment of

the present invention;

Figure 13 is a schematic diagram of the order centralized server when used to receive

commands from the subscriber authorization system to request a callback;

Figure 14 is a schematic diagram of the communications servers;
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Figure 15 shows the manner in which EMM emission cycle rate is véricd according

to the timing of a PPV event;
Figure 16 is a schematic diagram of a Message Emitter used to emit EMMs;

Figure 17 is a schematic diagram showing the manner of storage of EMMSs within the

Message Emitter;
Figure 18 is a schematic diagram of a smartcard;

Figure 19 is a schematic diagram of an arrangement of zones in the memory of the

smartcard; and
Figure 20 is a schematic diagram of a PPV event description.

An overview of a digital television broadcast and reception system 1000 according to
the present invention is shown in Figure 1. The invention includes a mostly
conventional digital television system 2000 which uses the known MPEG-2
compression system to transmit compressed digital signals. In more detail, MPEG-2
compressor 2002 in a broadcast centre receives a digital signal stream (typically a
stream of video signals). The compressor 2002 is connected to a multiplexer and
scrambler 2004 by linkage 2006. The multiplexer 2004 receives a plurality of further
input signals, assembles one or more transport streams and transmits compressed
digital signals to a transmitter 2008 of the broadcast centre via linkage 2010, which
can of course take a wide variety of forms including telecom links. The transmitter
2008 transmits electromagnetic signals via uplink 2012 towards a satellite transponder
2014, where they are electronically processed and broadcast via notional downlink
2016 to carth receiver 2018, conventionally in the form of a dish owned or rented by
the end user. The signals received by receiver 2018 are transmitted to an integrated
receiver/decoder 2020 owned or rented by the end user and connected to the end user's
television set 2022. The receiver/decoder 2020 decodes the compressed MPEG-2

signal into a television signal for the television set 2022.
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A conditional access system 3000 is connected to the multiplexer 2004 and the
receiver/decoder 2020, and is located partly in the broadcast centre and partly in the
decoder. It cﬁabl_es the end user to access digital television broadcasts from one or
more broadcast suppliers. A smartcard, capgble of decrypting messages relating to
commercial offers (that is, one or several television programmes sold by the broadcast
supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020 and
smartcard, the end user may purchase events in either a subscription mode or a pay-

per-view mode.

An interactive system 4000, also conpected to the multiplexer 2004 and the
receiver/decoder 2020 and again located partly in the broadcast centre and partly in
the decoder, enables the end user to interact with various applications via a

modemmed back channel 4002.
The conditional access system 3000 is now described in more detail.

With reference to Figure 2, in overview the conditional access system 3000 includes
a Subscriber Authorization System (SAS) 3002. The SAS 3002 is connected to one
or more Subscriber Management Systems (SMS) 3004, one SMS for each broadcast
supplier, by a respective TCP-IP linkage 3006 (although other types of linkage could
alternatively be used). Alternatively, one SMS could be shared between two broadcast

suppliers, or one supplier could use two SMSs, and so on.

First encrypting units in the form of ciphering units 3008 utilising "mother” smartcards
3010 are connected to the SAS by linkage 3012. Second encrypting units again in the
form of ciphering units 3014 utilising mother smartcards 3016 are connected to the
multiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a "daughter"
smartcard 3026. It is connected directly to the SAS 3002 by Communicgtions Servers
3022 via the modemmed back channel 4002. The SAS sends amongst other things

subscription rights to the daughter smartcard on request.

The smartcards contain the secrets of ome or more commercial operators. The
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"mother" smartcard encrypts different kinds of messages and the "daughter" smartcards

decrypt the messages, if they have the rights to do so.

The first and second ciphering units 3008 and 3014 comprise a rack, an electronic
VME card with software stored on an EEPRbM, up fo 20 electronic cards and one
smartcard 3010 and 3016 respectively, for each electronic card, one (card 3016) for
encrypting the ECMs and one (card 3010) for encrypting the EMMs.

The operation of the conditional access system 3000 of the digital television system
will now be described in more detail with reference to the various componcnts of the

television system 2000 and the conditional access system 3000.

Multiplexer and Scrambler

With reference to Figures 1 and 2, in the broadcast centre, the digital video signal is
first compressed (or bit rate reduced), using the MPEG-2 compressor 2002. This
compressed signal is then transmitted to the multiplexer and scrambler 2004 via the
linkage 2006 in order to be multiplexed with other data, such as other compressed -

data.

The scrambler generates a control word used in the scrambling process and included
in the MPEG-2 stream in the multiplexer 2004. The control word is generated
internally and enables the end user's integrated recciver/decoder 2020 to descramble

the programme.

Access criteria, indicating how the programme is commercialised, are also added to
the MPEG-2 stream. The programme may be commercialised in either one of a
number of "subscription” modes and/or one of a number of "Pay Per View” (PPV)
modes or events. In the subscription mode, the end user subscribes to one or more
commercial offers, or "bouquets”, thus getting the rights to watch every channel inside
those bouquets. In the preferred embodiment, up to 960 commercial offers may be
selected from a bouquet of channels. In the Pay Per View mode, the end user is

provided with the capability to burchase events as he wishes. This can be achieved
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by either pre-booking the event in advance ("pre-book mode"), or by purchasing the
event as soon as it is broadcast ("impulse mode"). In the preferred embodiment, all

users are subscribers, whether or not they watch in subscription or PPV mode, but of

course PPV viewers need not necessarily bé subscribers.

Both the control word and the access criteria are used to build an Entitlement Control
Message (ECM); this is a message sent in relation with one scrambled program; the
message contains a control word (which allows for the descrambling of the program)
and the access criteria of the broadcast program. The access criteria and control word
are transmitted to the second encrypting unit 3014 via the linkage 3018. In this unit,
an ECM is generated, encrypted and transmitted on to the multiplexer and scrambler
2004.

Each service broadcast by a broadcast supplier in a data stream comprises a number
of distinct components; for example a television programme includes a video
component, an audio component, a sub-title component and so on. Each of these
components of a service is individually scrambled and encrypted for subsequent
broadcast to the transponder 2014. In respect of each scrambled component of the

service, a separate ECM is required.

Programme Transmission

The multiplexer 2004 receives electrical signals comprising encrypted EMMs from the
SAS 3002, encrypted ECMs from the second ‘encryptipg unit 3014 and compressed
programmes from the compressor 2002. The multiplexer 2004 scrambles the
programmes and transmits the scrambled programmes, the encrypted EMMs and the
encrypted ECMs as electric signals to a transmitter 2008 of the broadcast centre via
linkage 2010. The transmitter 2008 transmits electromagnetic signals towards the
satellite transponder 2014 via uplink 2012.

Programme Reception

The satcllite transponder 2014 receives and processes the electromagnetic signals

transmitted by the transmitter 2008 and transmits the signals on to the earth receiver
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2018, conventionally in the form of a dish owned or rented by the end user, via
downlink 2016. The signals received by receiver 2018 are transmitted to the
integrated receiver/decoder 2020 owned or rented by the end user and connected to
the end user's teicvision set 2022. The receiver/decoder 2020 demultiplexes the

signals to obtain scrambled programmes with!cncrypted EMMs and encrypted ECMs.

If the programme is not scrambled, that is, no ECM has been transmitted with the
MPEG-2 stream, the receiver/decoder 2020 decompresses the data and transforms the

signal into a video signal for transmission to television set 2022.

If the programme is scrambled, the receiver/decoder 2020 extracts the corresponding
ECM from the MPEG-2 stream and passes the ECM to the "daughter" smartcard 3020
of the end user. This slots into a housing in the receiver/decoder 2020. The daughter
smartcard 3020 controls whether the end user has the right to decrypt the ECM and
to access the programme. If not, a negative status is passed to the receiver/decoder
2020 to indicate that the programme cannot be descrambled. If the end user does
have the rights, the ECM is decrypted and the control word extracted. The decoder
2020 can then descramble the programme using this control word. The MPEG-2
stream is decompressed and translated into a video signal for onward transmission to

television set 2022.

Subscriber Management System (SMS) ‘
A Subscriber Management System (SMS) 3004 includes a database 3024 which

manages, amongst others, all of the end user files, commercial offers (such as tariffs
and promotions), subscriptions, PPV details, and data regarding end user consumption

and authorization. The SMS may be physically remote from the SAS.
Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006
which imply modifications to or creations of Entitlement Management Messages

(EMMs) to be transmitted to end users.

The SMS 3004 also transmits messages to the SAS 3002 which imply no
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modifications or creations of EMMs but imply only a change in an end user's state

(relating to the authorization granted to the end user when ordering products or to the

amount that the end user will be charged).

As described later, the SAS 3002 sends messages (typically requesting information
such as call-back information or billing information) to the SMS 3004, so that it will

be apparent that communication between the two is two-way.

Entitlement Management Messages (EMMs

The EMM is a message dedicated to an individual end user (subscriber), or a group
of end users, only (in contrast with an ECM, which is dedicated to one scrambled
programme only or a set of scrambled programmes if part of the same commercial
offer). Each group may contain a given number of end users. This organisation as
a group aims at optimising the bandwidth; that is, access to one group can permit the

reaching of a great number of end users.

Various specific types of EMM are used in putting the present invention into practice.
Individual EMMs are dedicated to individual subscribers, and are typically used in the
provision of Pay Per View services; these contain the group identifier and the position
of the subscriber in that group. So-called “Group” subscription EMMs are dedicated
to groups of, say, 256 individual users, and are typically used in the administration of
some subscription services. This EMM has a group identifier and a subscribers’
group bitmap. Audience EMMs are dedicated to entire audiences, and might for
cﬁamplc be used by a particular operator to provide certain free services. An
“audience” is the totality of subscribers having smartcards which bear the same
Operator Identifier (OPI). Finally, a “unique” EMM is addressed to the unique

identifier of the smartcard.

The structure of a typical EMM is now described with reference to Figure 3.
Basically, the EMM, which is implemented as a series of digital data bits, comprises
a header 3060, the EMM proper 3062, and a signature 3064. The header 3060 in turn
comprises a type identifier 3066 to identify whether the type is individual, group,
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audience or some other type, a length identifier 3068 which gives the length of the
EMM, an optional address 3070 for the EMM, an operator identifier 3072 and a key
identifier 3074. The EMM proper 3062 of course varies greatly according to its type.
Finally, the signature 3064, which is typically of 8 bytes long, provides a number of

checks against corruption of the remaining data in the’EMM.

Subscriber Authorization System (SAS)

The messages generated by the SMS 3004 are passed via linkage 3006 to the
Subscriber Authorization System (SAS) 3002, which in turn generates messages
acknowledging receipt of the messages generated by the SMS 3004 and passes these
acknowledgements to the SMS 3004.

As shown in Figure 4, at the hardware level the SAS comprises in known fashion a
mainframe computer 3050 (in the preferred embodiment a DEC machine) connected
to one or more keyboards 3052 for data and command input, one or more Visual
Display Units (VDUs) 3054 for display of output information and data storage means

3056. Some redundancy in hardware may be provided.

At the software level the SAS runs, in the preferred embodiment on a standard open-
VMS operating system, a suite of software whose architecture is now described in
overview with reference to Figure 5; it will be understood that the software could

alteratively be implemented in hardware.

In overview the SAS comprises a Subscription Chain area 3100 to give rights for
subscription mode and to renew the rights automatically each month, a Pay Per View
Chain area 3200 to give rights for PPV events, and an EMM Injector 3300 for passing
EMMs created by the Subscription and PPV chain areas to the multiplexer and
scrambler 2004, and hence to feed the MPEG stream with EMMs. If other rights are
to be granted, such as Pay Per File (PPF) rights in the case of downloading computer

software to a user’s Personal Computer, other similar areas are also provided.

One function of the SAS 3002 is to manage the access rights to television
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programmes, available as commercial offers in subscription mode or sold as PPV
events according to different modes of commercialisation (pre-book mode, impulse
mode). The SAS 3002, according to those rights and to information received from the
SMS 3004, generates EMMs for the subscribpr.

The Subscription Chain area 3100 comprises a Command Interface (CI) 3102, a

Subscriber Technical Management (STM) server 3104, a Message Generator (MG)
3106, and the Ciphering Unit 3008.

The PPV Chain area 3200 comprises an Authorisation Server (AS) 3202, a relational
database 3204 for storing relevant details of the end users, a local blacklist database
3205, Database Servers 3206 for the database, an Order Centralized Server (OCS)
3207, a Server for Programme Broadcaster (SPB) 3208, a Message Generator (MG)
3210 whose function is basically the same as that for the Subscription Chain area and

is hence not described further in any detail, and the Ciphering Unit 3008.

The EMM Injector 3300 comprises a plurality of Message Emitters (MEs) 3302, 3304,
3306 and 3308 and Software Multiplexers (SMUXSs) 3310 and 3312. In the preferred
embodiment, there are two MEs, 3302 and 3304 for the Message Generator 3106, with
the other two MEs 3306 and 3308 for the Message Generator 3210. MEs 3302 and
3306 are connected to the SMUX 3310 whilst MEs 3304 and 3308 are connected to
the SMUX 3312.

Each of the three main components of the SAS (the Subscription Chain area, the PPV

Chain area and the EMM Injector) are now considered in more detail.

Subscription Chain Area

Considering first the Subscription Chain area 3100, the Command Interface 3102 is
primarily for despatching messages from the SMS 3004 to the STM server 3104, as
well as to the OCS 3206, and from the OCS to the SMS. The Command Interface
takes as input from the SMS either direct commands or batch files containing

commands. It performs syntactic analysis on the messages coming from the STM
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server, and is able to emit accurate messages when an error occurs in a message
(parameter out of range, missing parameter, and so on). It traces incoming commands
in textual form in a trace file 3110 and also in binary form in a replay file 3112 in

order to be able to replay a series of commands. Traces can be disabled and the size

of files limited.

Detailed discussion of the STM server 3104 is now provided with particular reference
to Figure 6. The STM server is effectively the main engine of the Subscription Chain
area, and has the purpose of managing free rights, the creation of new subscribers and
the renewal of existing subscribers. As shown in the figure, commands are passed on
to the Message Generator 3106, albeit in a different format from that in which the
commands are passed to the STM server. For each command, the STM server is
arranged to send an acknowledgement message to the CI only when the relevant

command has been successfully processed and sent to the MG.

The STM server includes a subscriber database 3120, in which all the relevant
parameters of the subscribers are stored (smartcard number, commercial offers, state,
group and position in the group, and so on). The database performs semantic checks
of the commands sent by the CI 3102 against the content of the database, and updates.

the database when the commands are valid.

The STM server further manages a First In First Out (FIFO) buffer 3122 between the
STM server and the MG, as well as a backup disk FIFO 3124. The purpose of the
FIFOs is to average the flow of commands'from the CI if the MG is not able to
respond for a while for any reason. They can also ensure that in the case of a crash
of the STM server or MG no command will be lost, since the STM server is arranged
to empty (that is, send to the MG) its FIFOs when restarted. The FIFOs are

implemented as files.

The STM server includes at its core an automatic renewal server 3126 which
automatically generates renewals, and, if required by the operators, free rights. In this

context, the generation of renewals may be thought of as including the generation of
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rights for the first time, although it will be understood that the generation of new

rights is initiated at the SMS. As will become apparent, the two can be treated by

roughly the same commands and EMMs.

Having the STM separate from the SAS, and the automatic renewal server within the
SAS rather than (in known systems) in the SMS 3004, is a particularly important
feature, since it can significantly reduce the number of commands which need to be
passed from the SMS to the SAS (bearing in mind that the SMS and SAS may be in
different locations and operated by different operators). In fact, the two main
commands required from the SMS are merely commands that a new subscription
should be started and that an existing subscription should be stopped (for example in
the case of non—payment). By minimising command exchange between the SMS and
SAS, the possibility of failure of command transfer in the linkage 3006 between the
two is reduced; also, the design of the SMS does not need to take into account the

features of the conditional access system 3000 generally.

Automatic renewal proceeds in the fashion indicated in the flow diagram of Figure 7.
In order to reduce bandwidth, and given that a very high percentage of all renewals
are standard, renewal proceeds in groups of subscribers; in the preferred embodiments

there are 256 individual subscribers per group. The flow diagram begins with the start

“step 3130, and proceeds to step 3132 where a monthly activation of the renewal

function is made (although of course it will be appreciated that other frequencies are
also possible). With a monthly frequency, rights are given to the end user for the
current month and all of the following month, at which point they expire if not

renewed.

In step 3134 the subscriber database 3120 is accessed in respect of each group and
each individual within that group to determine whether rights for the particular

individual are to be renewed.

In step 3136, a group subscription bitmap is set up aécording to the contents of the

subscriber database, as shown in Figure 8. The bitmap comprises a group identifier
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(in this case Group 1 -~ “G1") 3138 and 256 individual subscriber zones 3140. The
individual bits in the bitmap are set to 1 or zero according to whether or not the
particular subscriber is to have his rights renewed. A typical set of binary data is

shown in the figure.

In step 3142 the appropriate commands, including the group subscription bitmap, are
passed to the Message Generator 3106. In step 3143 the Message Generator sets an
obsolescence date to indicate to the smartcard the date beyond which the particular

subscription EMM is not valid; typically this date is set as the end of the next month.

In step 3144 the Message Generator generates from the commands appropriate group
subscription EMMs and asks the Ciphering Unit 3008 to cipher the EMMs, the
ciphered EMMs being then passed to the EMM Injector 3300, which, in step 3146,
injects the EMMs into the MPEG-2 data stream.

Step 3148 indicates that the above described procedure is repeated fof each and every

group. The process is finally brought to an end at stop step 3150.

The flow diagram described above with reference to Figure 7 relates in fact
specifically to the renewal of subscriptions. The STM also manages in a similar way

free audience rights and new subscribers.

In the case of free audience rights, available for specific television programmes or
groups of such programmes, these are made available by the STM issuing a command
to the Message Generator to generate appropriate audience EMMs (for a whole
audience) with an obsolescence date a given number of days (or weeks) hence. The

MG computes the precise obsolescence date based on the STM command.

In the case of new subscribers, these are dealt with in two stages. Firstly, on purchase
the smartcard in the receiver/decoder 2020 (if desired by the operator) affords the
subscriber free rights for a given period (typically a few days). This is achieved by

generating a bitmap for the subscriber which includes the relevant obsolescence date.
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The subscriber then passes his completed paperwork to the operator managing the
subscriber (at the SMS). Once the paperwork has been processed, the SMS supplies
to the SAS a start command for that particular subscriber. On receipt by the SAS of
the start command, the STM commands the MG to assign a unique address to the new
subscriber (with a particular group number and posifion within the group) and to
generate a special, so—called “commercial offer” subscription EMM (as opposed to the -
more usual “group” subscription EMM used for renewals) to provide ‘the particular
subscriber with rights until the end of the next month. From this point renewal of the
subscriber can occur automatically as described above. By this two stage process it

is possible to grant new subscribers rights until the SMS issues a stop command.

It is to be noted that the commercial offer subscription EMM is used for new
subscribers and for reactivation of existing subscribers. The group subscription EMM

is used for renewal and suspension purposes.

With reference to Figure 9, a typical subscription EMM proper (that is, ignoring the
header and signature) generated by the above procedure comprises the following main
portions, namely typically a 256 bit subscription (or subscribers’ group) bitmap 3152,
128 bits of management ciphering keys 3154 for the ciphering of the EMM, 64 bits
of each exploitation ciphering key 3156 to enable the smartcard 3020 to decipher a
control word to provide access to broadcast programmes, and 16 bits of obsolescence
date 3158 to indicate the date beyond which the smartcard will ignore the EMM. In
fact in the preferred embodiment three exploitation keys are provided, one set for the
present month, one set for the next month, and one for resume purposes in the event

of system failure.

In more detail, the group subscription EMM proper has all of the above components,
except the management ciphering keys 3154. The commercial offer subscription
EMM proper (which is for an individual subscriber) includes instead of the full
subscribers’ group bitmap 3152 the group ID followed by the position in the group,
and then management ciphering keys 3154 and three exploitation keys 3156, followed

by the relevant obsolescence date 3158.
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The Message Generator 3106 serves to transform commands issued by the STM server
3104 into EMMs for passing to the Message Emitter 3302. With reference to Figure
5, firstly, the MG produces the EMMs proper and passes them to the Ciphering Unit
3008 for ciphering with respect to the management and exploitation keys. The cuU
completes the signature 3064 on the EMM (see Figure 3) and passes the EMM back
to the MG, where the header 3060 is added. The EMMs which are passed to the
Message Emitter are thus complete EMMs. The Message Generator also determines
the broadcast start and stop time and the rate of emission of the EMMs, and passes
these as appropriate directions along with the EMMs to the Message Emitter. The
MG only generates a given EMM once; it is the ME which performs its cyclic

transmission.

Again with reference to Figure 5, the Message Generator includes its own EMM
database 3160 which, for the lifetime of the relevant EMM, stores it. It is erased once
its emission duration has expired. The database is used to ensure consistency between
the MG and ME, so that for example when an end user is suspended the ME will not
continue to send renewals. In this regard the MG computes the relevant operations

and sends them to the ME,

On generation of an EMM, the MG assigns a unique identifier to the EMM. When
the MG passes the EMM to the ME, it also passes the EMM ID. This enables
identification of a particular EMM at both the MG and the ME.

Also concerning the Subscription Chain area, the Message Generator includes two
FIFOs 3162 and 3164, one for each of the relevant Message Emitters 3302 and 3304
in the EMM Injector 3300, for storing the ciphered EMMs. Since the Subscription
Chain area and EMM Injector may be a significant distance apart, the use of FIFOs
can allow full continuity in EMM transmission even if the links 3166 and 3168

between the two fail. Similar FIFO’s are provided in the Pay Per View Chain area.

One particular feature of the Message Generator in particular and the conditional

access system in general concerns the way that it reduces the length of the EMM
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proper 3062 by mixing parameter length and identifier to save space. This is now
described with reference to Figure 10 which illustrates an exemplary EMM (in fact
a PPV EMM, which is the simplest EMM). The reduction in length occurs in the Pid
(Packet or “Parameter” identifier) 3170. This comprises two portions, the actual ID
3172, and the length parameter for the packet 3174 (necessary in order that the start
of the next packet can be identified). The whole Pid is expressed in just one byte of
information, 4 bits being reserved for the ID, and four for the length. Because 4 bits
is not sufficient to define the length in true binary fashion, a different correspondence
between the bits and the actual length is used, this correspondence being represented
in a look-up table, stored in storage area 3178 in the Message Generator (see Figure

5). The correspondence is typically as follows:—

0000 = 0
0001 = 1
010 = 2
0011 = 3
0100 = 4
0101 = 5
0110 = 6
oL = 7
1000 = 8
000 = 9
1010 = 10
1011 = 11
1100 = 12
101 = 16
1110 = 24
111 = 32

It will be seen that the length parameter is not directly proportional to the actual
length of the packet; the relationship is in part more quadratic rather than linear. This

allows for a greater range of packet length.
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Pay Per View Chain Area

Concerning the Pay Per View Chain area 3200, with reference to Figure 5 in more
detail the Authorisation Server 3202 has as its client the Order Centralized Server
3207, which requests information about éach subscriber which connects to the

Communications Servers 3022 to purchase a PPV product.

If the subscriber is known from the AS 3202, a set of transactions takes place. If the
subscriber is authorized for the order, the AS creates a bill and sends it to the OCS.

Otherwise, it signals to the OCS that the order is not authorized.

It is only at the end of this set of transactions that the AS updates the end users
database 3204 via the database servers (DBAS) 3206, if at least one transaction was

authorized; this optimizes the number of database accesses.

The criteria according to which the AS authorizes purchase are stored in the database,
accessed through DBAS processes. In one embodiment, the database is the same as
the database accessed by the STM.

Depending on consumer profile, the authorization may be denied

(PPV_Forbidden,Casino_Forbidden ...). These kind of criteria are updated by STM

.3104, on behalf of the SMS 3004.

Other parameters are checked, such as limits allowed for purchase (either by credit

card, automatic payment, or number of authorized token purchases per day).

In case of payment with a credit card, the number of the card is checked against a

local blacklist stored in the local blacklist database 3205.

When all the verifications are successful, the AS:-

1. Generates a bill and sends it to the OCS, which completes this bill and stores
it in a file, this file being later sent to the SMS for processing (customer actual
billing); and
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2. Updates the database, mainly to set new purchase limits.
This check-and-generate-bill-if-OK mechanism applies for each command a

subscriber may request during a single connection (it is possible to order e.g. 5 movies

in a single session).

It is to be noted that the AS has a reduced amount of information concerning the
subscriber, by comparison with that held by the SMS. For example, the AS does not
hold the name or address of the subscriber. On the other hand, the AS does hold the
smartcard number of the subscriber, the subscriber’s consumer category (so that
different offers can be made to different subscribers), and various flags which state
whether, for example, the subscriber may purchase on credit, or he is suspended or his
smartcard has been stolen. Use of a reduced amount of information can help to

reduce the amount of time taken to authorize a particular subscriber request.

The main purpose of the DBASs 3206 is to increase database performance seen from
the AS, by paralleling the accesses (so actually it does not make much sense to define
a configuration with only one DBAS). An AS parameter determines how many

DBASes should connect. A given DBAS may be connected to only one AS.
The OCS 2307 mainly deals with PPV commands. It operates in several modes.

Firstly, it operates to process commands issued by the SMS, such as product
refreshment (for instance, if the bill is already stored by the SMS, no bill is generated
by the OCS), -update of the wallet in the smartcard 3020, and session
cancellation/update.

The various steps in the procedure are:-
1. Idéntifying the relevant subscriber (using the AS 3202);
2. If valid, generate adequate commands to the Message Generator, in order to
send an appropriate EMM. Commands may be:
Product commands,

Update of the wallet,
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Session erasure.
Note that these operations do not imply creation of billing information, since billing

is already known from the SMS. These operations are assimilated to "free products”

purchase.

Secondly, the OCS deals with commands received from the subscribers through the
Communications Servers 3022. These may be received either via a modem connected
to the receiver/decoder 2020, or by voice activation via the telephone 4001, or by key

activation via a MINITEL, PRESTEL or like system where available.

Thirdly, the OCS deals with callback requests issued by the SMS. These last two

modes of operation are now discussed in more detail.

In the second type of mode described above it was stated that the OCS deals with
commands received directly from the end user (subscriber) through the
Communications Servers 3022. These include product orders (such as for a particular
PPV event), a subscription modification requested by the subscriber, and a reset of a
parental code (a parental code being a code by which parents may restrict the right of

access to certain programmes or classes of programmes).

The way in which these commands are dealt with is now described in more detail with

reference to Figure 11.

Product orders by a subscriber involve the following steps:

1. Identifying through the AS the caller who is making a call through the CS
3022 ordering a particular product;

2. Checking the caller's request validity, again using the AS (where the order is
placed using the receiver/decoder 2020, this is achieved by verifying the
smartcard 3020 details);

3. Ascertain the price of the purchase;

4. Check that the price does not exceed the caller's credit limit etc;

Receiving a partial bill from the AS;
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6. Filling additional fields in the bill to form a completed bill;

7. Adding the completed bill to a billing information storage file 3212 for later
processing; and

8. Sending corresponding command(s)‘to the PPV Message Generator 3210 to
generate the relevant EMM(s).

The EMM(s) is sent cither on the modem line 4002 if the consumer placed the
product order using the receiver/decoder 2020 (more details of this are described
later), or else it is broadcast. The one exception to this is where there is some failure
of the modem connection (in the case where the consumer places the order using the

receiver/decoder); in this event the EMM is broadcast over the air.

A subscription modification requested by a subscriber involves:

1. Identifying the caller (using the AS);

2. Sending information to the Command Interface; the CI in tum forwards this
information to the SMS; and

3. Via the CI, the OCS then receives an answer from the SMS (in terms of the

cost of the modification, if the modification is possible).

If modification was requested using the receiver/decoder, the OCS generates a
confirmation to the SMS. Otherwise, for example in the case of phone or Minitel, the
subscriber is prompted for confirmation and this answer sent to the SMS via the OCS
and the CIL.

Reset of a parental code involves:
1. Identifying the caller (using AS); and
2. Sending a command to the MG to generate an appropriate EMM bearing an

appropriate reset password.

In the case of reset of parental code, the command to reset the code is for security
reasons not permitted to originate from the receiver/decoder. Only the SMS,

telephone and MINITEL or like can originate such a command. Hence in this
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particular case the EMM(s) are broadcast only on air, never on the telephone line.

It will be understood from the above examples of different modes of operation of the
OCS that the user can have direct access to'the SAS, and in particular the OCS and
AS, in that the Communications Servers are directly connected to the SAS, and in
particular the OCS. This important feature is concerned with reducing the time for

the user to communicate his command to the SAS.

This feature is illustrated further with reference to Figure 12, from which it can be
seen that the end user's Set-Top-Box, and in particular its receiver/decoder 2020, has
the capability of communicating directly with the Communications Servers 3022
associated with the SAS 3002. Instead of the connection from the end user to the
Communications Servers 3022 of the SAS 3002 being through the SMS 3004 the
connection is directly to the SAS 3002.

In fact, as directly mentioned two direct connections are provided.

The first direct connection is by a voice link via a telephone 4001 and appropriate
telephone line (and/or by MINITEL or like connection where available) where the end .
users still have to input a series.of voice commands or code numbers but time is saved

compared with the communication being via the SMS 3004.

The second direct connection is from the receiver/decoder 2020 and the input of data
is achieved automatically by the end user inserting his own daughter smartcard 3020
thus relieving the end user of the job of having to input the relevant data which in

turn reduces the time taken and the likelihood of errors in making that input.

A further important feature which arises out of the above discussion is concerned with
reducing the time taken for the resulting EMM to be transmitted to the end user in

order to initiate viewing by the end user of the selected product.

In broad terms, and with reference to Figure 12, the feature is again achieved by
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providing the end user's receiver/decoder 2020 with the capability of communicating

directly with the Communications Servers 3022 associated with the SAS 3002.

As described earlier the integrated receiver/decoder 2020 is connected directly to the
Communications Servers 3022 by the modemmed back channel 4002 so that
commands from the decoder 2020 are processed by the SAS 3002, messages generated
(including EMMs) and then sent back directly to the decoder 2020 through the back
channel 4002. A protocol is used in the communication between the CS 3022 and the
receiver/decoder 2020 (as described later), so that the CS receive acknowledgement

of receipt of the relevant EMM, thereby adding certainty to the procedure.

Thus, for example, in the case of a pre~book mode the SAS 3002 receives messages
from the end user via the smartcard and decoder 2020 via its modem and via the
telephone line 4002, requesting access to a specific event/product, and returns a
suitable EMM via the telephone line 4002 and modem to the decoder 2020, the
modem and decoder being preferably located together in a Set-Top—Box (STB). This
is thus achieved without having to transmit the EMM in the MPEG-2 data stream
2002 via the multiplexer and scrambler 2004, the uplink 2012, satellite 2014 and
datalink 2016 to enable the end user to view the event/product. This can save
considerably on time and bandwidth. Virtual certainty is provided that as soon as the

subscriber has paid for his purchase the EMM will arrive at the receiver/decoder 2020.

In the third type of mode of operation of the OCS 3207 described above, the OCS
deals with callback requests issued by the SAS. This is illustrated with reference to
Figure 13. Typical callback requests have the purpose of ensuring that the
receiver/decoder 2020 calls back the SAS via the modemmed back channel 4002 with

the information that the SAS requires of the receiver /decoder.

As instructed by the Command Interface 3102, the subscription chain Message
Generator 3106 generates and sends to the receiver/decoder 202 a callback EMM.
This EMM is ciphered by the Ciphering Unit 3008 for security rcasons. The EMM

may contain the time/date at which the receiver/decoder should wake up and perform
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a callback on its own, without being explicitly solicited; the EMM may also typicaily
contain the phone numbers which the terminal must dial, the number of further

attempts after unsuccessful calls and the delay between two calls.

When receiving the EMM, or at the specified time-date; the receiver/decoder connects
to the Communications Servers 3022. The OCS 3207 first identifies the caller, using
the AS 3202, and verifies certain details, such as smartcard operator and subscriber
details. The OCS then asks the smartcard 3020 to send various ciphered information
(such as the relevant session numbers, when the session was watched, how many times
the subscriber is allowed to view the session again, the way in which the session was V
viewed, the number of remaining tokens, the number of prebooked sessions, etc), This
information is deciphered by the PPV chain Message Generator 3210, again using the
Ciphering Unit 3008. The OCS adds this information to a callback information
storage file 3214 for later processing and passing to the SMS 3004. The information
is ciphered for security reasons. The whole procedure is repeated until there is

nothing more to be read from the smartcard.

One particular preferred feature of the callback. facility is that before reading the
smartcard (so just after the identification of the caller using the AS 3202 as described
above) a check is made by the SAS 3002 that the receiver/decoder is indeed a genuine
one rather than a pirated version or computer simulation. Such a check is carried out
in the following manner. The SAS generates a random number, which is received by
the receiver/decoder, ciphered, and then returned to the SAS. The SAS deciphers this
number. If the deciphering is successful and the original random number is retrieved,
it is concluded that the receiver/decoder is genuine, and the procedure continues.

Otherwise, the procedure is discontinued.
Other functions which may occur during the callback are erasure of obsolete sessions
on the smartcard, or filling of the wallet (this latter also being described later under

the section entitled "Smartcard").

Also as regards the Pay Per View Chain area 3200, description is now made of the
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Communications Servers 3022. At the hardware level, these comprise in the preferred
embodiment a DEC Four parallel processor machine. At the software architecture
level, with reference to Figure 14, in many respects the Communications Servers are
conventional. One particular divergence from conventional designs arises from the
fact that the Servers must serve both receiver/decoders 2020 and voice communication

with conventional telephones 4001, as well possibly as MINITEL or like systems.

It will be noted in passing that two Order Centralized Servers 3207 are shown in

Figure 14 (as “OCS1" and “OCS2"). Naturally any desired number may be provided.

The Communication Servers include two main servers (“CS1" and “CS2") as well as
a number of frontal servers (“Frontal 1" and “Frontal 2"); whilst two frontal servers
are shown in the figure, typically 10 or 12 may be provided per main server. Indeed,
although two main servers CS1 and CS2 and two frontal servers, Frontal 1 and Frontal
2, have been shown, any number could be used. Some redundancy is usually

desirable.

CS1 and CS2 are coupled to OCS1 and OCS2 via high level TCP/IP links 3230,
whilst CS1 and CS2 are coupled to Frontal 1 and Frontal 2 via further TCP/IP links
3232.

As illustrated, CS1 and CS2 comprise servers for “SENDR” (transmission), “RECVR”
(reception), “VTX” (MINITEL, PRESTEL or the like), “VOX” (voice
communication), and “TRM” (communication with the receiver/decoder). These are

coupled to the “BUS” for communication of signals to the Frontal servers.

CS1 and CS2 communicate directly with the receiver/decoders 2020 via their
modemmed back channels 4002 using the X25 public network common protocol. The
relatively low-level protocol between the Communications Servers 3022 and the
receiver/decoders 3020 is in one preferred embodiment based upon the V42 standard
international CCITT protocol, which provides reliability by having error detection and

data re—transmission facilities, and uses a checksum routine to check the integrity of
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the re-transmission. An escape mechanism is also provided in order to prevent the

transmission of disallowed characters.

On the other hand, voice telephone commu‘nication is carried out via the Frontal
Communications Servers, each capable of picking up, say, 30 simultanecous voice
connections from the connection 3234 to the local telephone network via the high
speed “T2" (E1) standard telephony ISDN lines.

Three particular functions of the software portion of the Communications Servers
(which could of course alternatively be implemented fully in hardware) are firstly to
convert the relatively low level protocol information received from the
receiver/decoder into the relatively high level protocol information output to the OCS,
secondly to attenuate or control the number of simultaneous connections being made,
and thirdly to provide several simultaneous channels without any mixing. In this last
regard, the Communications Servers play the role of a form of multiplexer, with the
interactions in a particular channel being defined by a given Session ID (identifier),

which is in fact used throughout the communication chain..

Finally as regards the Pay Per View Chain area 3200, and with reference again to
Figure 5, the Server for Programme Broadcast (SPB) 3208 is coupled to one or more
Programme Broadcasters 3250 (which would typically be located remotely from the
SAS) to receive programme information. The SPB filters out for further use

information corresponding to PPV events (sessions).

A particularly important feature is that the filtered programme event information is
passed by the SPB to the MG which in turn sends a directive (control command) to
the ME to change the rate of cyclic emission of the EMMs in given circumstances;
this is done by the ME finding all EMMs with the relevant session identifier and
changing the cycle rate allocated to such EMMs. This feature might be thought of as
a dynamic allocation of bandwidth for specific EMMs. Cyclic EMM emission is

discussed in more detail in the section below concerned with the EMM Injector.
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The circumstances in which the cycle rate is changed are now described with reference
to Figure 15, which demonstrates how cycle rate 3252 is raised a short while (say 10
minutes) before a particular PPV programme event until the end of the event from a
slow cycle rate of say once every 30 minutes toa fast cycle rate of say once every 30
seconds to 1 minute in order to meet the anticipated extia user demand for PPV events
at those times. In this way bandwidth can be allocated dynamically according to the

anticipated user demand. This can assist in reducing the overall bandwidth

requirement.

The cycle rate of other EMMs may also be varied. For example the cycle rate of
subscription EMMs may be varied by the Multiplexer and Scrambler 2004 sending the

appropriate bitrate directive.

EMM Injecfor

Concerning the EMM Injector 3300, details of the Message Emitters 3302 to 3308,
forming part of the EMM Injector and acting as output means for the Message
Generator, are now described with reference to Figure 16. Their function is take the
EMMs and to pass them cyclically (in the manner of a carousel) via respective links
3314 and 3316 to.the Software Multiplexers 3310 and 3312 and thence to the

hardware multiplexers and scramblers 2004. In return the software multiplexers and

scramblers 2004 generate a global bitrate directive to control the overall cycling rate

of the EMMs; to do so, the MEs take into account various parameters such as the
cycle time, the size of EMM, and so on. In the figure, EMM_X and EMM _Y are
group EMMs for operators X and Y, whilst EMM_Z are other EMMs for either

operator X or operator Y.

Further description proceeds for an exemplary one of the Message Emitters; it will be
appreciated that the remaining MEs operate in similar fashion. The ME operates
under control of directives from the MG, most notably transmission start and stop time
and emission rate, as well as session number if the EMM is a PPV EMM. In relation
to the emission rate, in the preferred embodiment the relevant directive may take one

of five values from Very fast to Very slow. The numeric values are not specified in
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the directive, but rather the ME maps the directive to an actual numeric value which

is supplied by the relevant part of the SAS. In the preferred embodiment, the 5

emission rates are as follows:-

1. Very fast - every 30 seconds
2. Fast - every minute

3. Medium - every 15 minutes
4. Slow - every 30 minutes
5. Very slow - every 30 minutes

The ME has first and second databases 3320 and 3322. The first database is for those
EMMSs which have not yet achieved their broadcast date; these are stored in a series
of chronological files in the database. The second database is for EMMs for
immediate broadcast. In the event of a system crash, the ME is arranged to have the
ability to re-read the relevant stored file and perform correct broadcast. All the files
stored in the databases are updated upon request from the MG, when the MG wishes
to maintain consistency between incoming directives and EMMs already sent to the
ME. The EMMs actually being broadcast are also stored in Random Access Memory
3324.

A combination of the FIFOs 3162 and 3164 in the Message Generator and the
databases 3320 and 3322 in the Message Emitter means that the two can operate in
standalone mode if the link 3166 between them is temporarily broken; the ME can
still broadcast EMMs.

The Software Multiplexers (SMUX) 3310 and 3312 provide an interface between the
MEs and the hardware multiplexers 2004. In the preferred embodiment, they each
receive EMMs from two of the MEs, although in general there is no restriction on the
number of MEs that can be connected with one SMUX. The SMUXs concentrate the
EMMs and then pass them according to the type of EMM to the appropriate hardware
multiplexer. This is necessary because the hardware multiplexers take the different

types of EMMs and place them at different places in the MPEG-2 stream. The
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SMUX's also forward global bitrate directives from the hardware multiplexers to the
MEs.

One particularly important feature of the ME is that it emits EMMs in random order.
The reason for this is as follows. The Message Emitter has no ability to sense or
control what it emits to the multiplexer. Hence it is possible that it may transmit two
EMMSs which are to be received and decoded by the receiver/decoder 2020 back to
back. In such circumstances, further, it is possible that if the EMMs are insufficiently
separated the receiver/decoder and smartcard will be unable to sense and decode
properly the second of the EMMs. Cyclically emitting the EMMs in random order

can solve this problem.

The manner in which randomization is achieved is now described with reference to
Figure 17; in the preferred embodiment the necessary software logic is implemented
in the ADA computer language. A particularly important part of the randomization
is the correct storage of the EMMs in the databases 3320 and 3322 (which are used
for backup purposes) and in the RAM 3324. For a particular cycle rate and operator,
the EMMs are stored in a two-dimensional array, by rank 3330 (going say from A to
Z) and number in the rank 3332 (going from 0 to N). A third dimension is added by
cycle rate 3334, so that there are as many two-dimensional arrays as there are cycle
rates. In the preferred embodiment there are 256 ranks and typically 200 or 300
EMMs in each rank; there are 5 cycle rates. A final dimension to the array is added
by the presence of different operators; there are as many three—~dimensional arrays as
there are operators. Storage of the data in this fashion can permit rapid retrieval in

the event that the MG wants to delete a particular EMM.

Stovrage of the EMMs takes place according to the “hash” algorithm (otherwise known
as the “one-way hash function”. This operates on a modulo approach, so that
successive ranks are filled before a higher number in the rank is used, and the number
of EMMs in each rank remains roughly constant. The example is considered of there
being 256 ranks. When the MG sends the ME an EMM with identifer (ID) 1, the
rank “1" is assigned to this EMM, and it takes the first number 3332 in the rank 3330.
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The EMM with ID 2 is assigned the rank “2", and so on, up to the rank 256. The
EMM with ID 257 is assigned the rank “1" again (based on the modulo function), and

takes the second number in the first rank, and so on.

Retrieval of a specific EMM, for example when deletion of a specific EMM is
requested by the MG, is effected by means of the inverse of the above. The hash
algorithm is applied to the EMM ID to obtain the rank, after which the number in the

rank is found.

The actual randomization occurs when the EMMs "are, on a cyclical basis, retrieved
from RAM 3324 using the randomization means 3340 which is implemented in the
hardware and/or software of the Message Emitter. The retrieval is random, and again
based on the hash algorithm. Firstly, a random number (in the above example initially
in the range 1 to 256) is chosen, to yield the particular rank of interest. Secondly, a
further random number is chosen to yield the particular number in the rank. The
further random number is selected according to the total number of EMMs in a given
rank. Once a given EMM has been selected and broadcast, it is moved to a second
identical storage area in the RAM 3324, again using the hash function. Hence the

first area diminishes in size as the EMMSs are broadcast, to the extent that,.once a

complete rank has been used, this is deleted. Once the first storage area is completely

empty, it is replaced by the second storage area before a new round of EMM

broadcast, and vice versa.

In the above fashion, after two or three cycles of the EMMs, statistically the chances
of any two EMMs destined for the same end user being transmitted back to back is

negligible.
At regular intervals whilst the EMMs are being stored the computer 3050 computes
the number of bytes in storage and from this computes the bitrate of emission given

the global bitrate directive from the multiplexer and software multiplexer.

Reference was made above to the backup databases 3320 and 3322. These are in fact
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in the preferred embodiment sequential file stores, which hold a backup version of
what is in the RAM 3324. In the event of failure of the Message Emitter and
subsequent restart, or more generally when the ME is being restarted for whatever
reason, a link is made between the RAM and the databases, over which the stored
EMMs are uploaded to RAM. In this way, tiie risk of losing EMMs in the event of

failure can be removed.

Similar storage of PPV EMMSs occurs to that described above in relation to
subscription EMMs, with the rank typically corresponding to a given operator and the

number in the rank corresponding to the session number.

Smartcard

A daughter, or "subscriber", smartcard 3020 is schematically shown in Figure 18 and
comprises an 8 bit microprocessor 110, such as a Motorola 6805 microprocessor,
baving an input/output bus coupled to a standard array of contacts 120 which in use
are connected to a corresponding array of contacts in the card reader of the
receiver/decoder 2020, the card reader being of conventional design. The
microprocessor 110 is also provided with bus connections to preferably masked ROM
130, RAM 140 and EEPROM 150. The smartcard complies with the ISO 7816-1,
7816-2 and 7816-3 stahdard protocols which determine certain physical parameters
of the smartcard, the positions of the contacts on the chip and certain communications
between the external system (and particularly the receiver/decoder 2020) and the
smartcard respectively and which will therefore not be further described here. One
function of the microprocessor 110 is to manage the memory in the smartcard, as now

described.

The EEPROM 150 contains certain dynamically-created operator zones 154, 155, 156
and dynamically—-created data zones which will now be described with reference to

Figure 19.

Referring to Figure 19, EEPROM 150 comprises a permanent "card ID" (or

manufacturer) zone 151 of 8 bytes which contains a permanent subscriber smartcard
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identifier set by the manufacturer of the smartcard 3020.

When the smartcard is reset, the microprocessor 110 issues a signal to
receiver/decoder 2020, the signal comprising_‘ an identifier of the conditional access
system used by the smartcard and data generated fromi data stored in the smartcard,
including the card ID. This signal is stored by the receiver/decoder 2020, which
subsequently utilises the stored signal to check whether the smartcard is compatible

with the conditional access system used by the receiver/decoder 2020.

The EEPROM 150 also contains a permanent "random number generator" zone 152
which contains a program for generating pseudo-random numbers. Such random
numbers are used for diversifying transaction output signals generated by the

smartcard 3020 and sent back to the broadcaster.

Below the random number generator zone 152 a permanent "management” zone 153
of 144 bytes is provided. The permanent management zone 153 is a specific operator -
zone utilised by a program in the ROM 130 in the dynamic creation (and removal) of
zones 154, 155, 156... as described below. The permanent management zone 153

contains data relating to the rights of the smartcard to create or remove zones.

The program for dynamically creating and removing zones is responsive to specific
zone creation (or removal) EMMs which are transmitted by the SAS 3002 and
received by the receiver/decoder 2020 and passed to the subscriber smartcard 3020.
In order to create the EMMs the operator requires specific keys dedicated to the
management zone. This prevents one operator from deleting zones relating to another

operator.

Below the management zone 153 is a series of "operator ID" zones 154, 155, 156 for
operators 1, 2 ..... N respectively. Normally at least one operator ID zone will be
preloaded into the EEPROM of the subscriber smartcard 3020 so that the end user can
decrypt programmes broadcast by that operator. However further operator ID zones

can subsequently be dynamicélly created using the management zone 153 in response
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to a transaction output signal generated via his smartcard 3020 by the end user

(subscriber), as will subsequently be described.

Each operator zone 154, 155, 156 contains‘the identifier of the group to which the
smartcard 3020 belongs, and the position of the smartcard within the group. This data
enables the smartcard (along with the other smartcards in its group) to be responsive
to a broadcast "group" subscription EMM having that group's address (but not the
smartcard's position in the group) as well as to an "individual" (or commercial offers
subscription) EMM addressed only to that smartcard within the group. There can be
256 member smartcards of each such group and this feature therefore reduces

significantly the bandwidth required for broadcasting EMMs.

In order to reduce further the bandwidth required for broadcasting "group" subscription
EMMs, the group data in each operator zone 154, 155, 156 and all similar zones in
the EEPROM of smartcard 3020 and the other daughter smartcards is continually
updated to enable a particular smartcard to change its position in each group to fill
any holes created by e.g. deletion of a member of the group. The holes are filled by
the SAS 3002 as in the STM server 3104 there is a list of such holes.

In this manner fragmentation is reduced and each group's membership is maintained

at or near the maximum of 256 members.

Each operator zone 154, 155, 156 is associated with one or more "operator data
objects” stored in the EEPROM 150. As shown in Figure 19, a series of dynamically
created "operator data" objects 157-165 are located below the operator ID zones.
Each of these objects is labelled with:

a) an "identifierf’ 1, 2, 3 .... N corresponding to its associated operator 1, 2, 3 ...

N as shown in its left hand section in Figure 19;

b) an "ID" indicating the type of object; and

©) a "data" zone reserved for data, as shown in the right hand section of each
relevant operator object in Figure 19. It should be understood that each operator is

associated with a similar set of data objects so that the following description of the

Petitioner Apple Inc. - Exhibit 1006, p. 3210



10

15

20

25

WO 98/43426 PCT/EP97/02108

-39 —
types of data in the data objects of operator 1 is also applicable to the data objects of

all the other operators. Also it will be noted that the data objects are located in

contiguous physical regions of the EEPROM and that their order is immaterial.

Deletion of a data object creates a "hole"” 166 in the smartcard, that is, the number of
bytes that the deleted objects had previously occupied are not immediately occupied.
The thus "freed" number of bytes, or "hole" are labelled with:

a) an "identifier" 0; and

b) an "ID" indicating that the bytes are free to receive an object.

The next data object created fills the hole, as identified by the identifier 0. In this
manner the limited memory capacity (4 kilobytes) of the EEPROM 150 is efficiently

utilised.

Turning now to the set of data objects associated with each operator, examples of the

data objects are now described.

Data object 157 contains an EMM key used for decrypting encrypted EMM's received
by the receiver/decoder 2020. This EMM key is permanently stored in the data object
157. This data object 157 may be created prior to distribution of the smartcard 3020,
and/or may be created dynamically when creating a new operator zone (as described
above).

Data object 159 contains ECM keys which are sent by the associated operator (in this
case operator 1) to enable the end user to decrypt the particular "bouquet” of programs
to which he has subscribed. New ECM keys are sent typically every month, along
with a group subscription (renewal) EMM which renews the end user's overall right
to view the broadcast from (in this case) operator 1. The use of separate EMM and
ECM keys enables viewing rights to be purchased in different ways (in this
embodiment by subscription and individually (Pay Per View)) and also increases

security. The Pay Per View (PPV) mode will be described subsequently.
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Since new ECM keys are sent periodically, it is essential to prevent a user from usin
old ECM keys, for example by switching off the receiver/decoder or re-setting a clock
to prevent expiry.of an old ECM key so that a timer in the receiver/decoder 2020
could be overridden. Accordingly operatot zone 154 comprises an area (typically

having a size of 2 bytes) containing an obsolescence’date of the ECM keys. The

‘smartcard 3020 is arranged to compare this date with the current date which is

contained in received ECMs and to prevent decryption if the current date is later than
the obsolescence date. The obsolescence date is transmitted via EMMs, as described

above.

Data object 161 contains a 64 bit subscription bitmap which is an exact representation
of the broadcast operator's programs to which the subscriber has subscribed. Every bit

represents a program and is set to "1" if it is subscribed to and "0" if it is not.

Data object 163 contains a quantity of tokens which can be used by the consumer in
PPV mode to buy viewing rights to an imminent broadcast e.g. in response to a free
preview or other advertisement. Data object 163 also contains a limit value, which
may be set to e.g. a negative value to allow credit to the consumer. Tokens can be
purchased e.g. by credit and via the modemmed back channel 4002, or by using a
voice server in combination with a credit card, for example. A particular event can

be charged as one token or a number of tokens.

Data object 165 contains a description of a PPV event, as shown with reference to
table 167 of Figure 20.

The PPV event description 167 contains a "session ID" 168 videntifying the viewing
session (corresponding to the program and the time and date of broadcasting) a
"session mode" 169 indicating how the viewing right is being purchased (e.g. in pre-

book mode), a "session index" 170 and a "session view" 171.

In respect of receiving a programme in PPV mode, the receiver decoder 2020

determines whether the progrémmc is one sold in PPV mode. If so, the decoder 2020
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checks, using the items stored in the PPV event description 167 whether the session

ID for the programme is stored therein. If the session ID is stored therein, the control

word is extracted from the ECM.

If the session ID is not stored therein, by means ‘of a specific application the
receiver/decoder 2020 displays a message to the end user indicating that he has the
right to view the session at a cost of, say, 25 tokens, as read from the ECM or to
connect to the communications servers 3022 to purchase the event. Using the tokens,
if the end user answers "yes" (by means of remote controller 2026 (see Figure 2)) the
decoder 2020 sends the ECM to the smartcard, the smartcard decreases the wallet of
the smartcard 3020 by 25 tokens, writes the session ID 168, the session mode 169, the
session index 170 and the session view 171 in the PPV event description 167 and

extracts and deciphers the control word from the ECM.

In the "pre-book" mode, an EMM will be passed to the smartcard 3020 so that the
smartcard will write the session ID 168, the session mode 169, the session index 170

and the session view 171 in the PPV event description 167 using the EMM.

The session index 170 can be set to differentiate one broadcast from the other. This
feature permits authorization to be given for a subset of broadcasts, for example, 3
times out of 5 broadcasts. As soon as an ECM with a session index different from
the current session index 170 stored in the PPV event description 167 is passed to the
smartcard, the number of the session view 171 is decreased by one. When the session
view reaches zero, the smartcard will refuse to decipher an ECM with a different

session index to the current session index.

The initial value of the session view depends only on the way in which the broadcast
éupplicr wishes to define the event to which it relates; the session view for a

respective event may take any value.

The microprocessor 110 in the smartcard implements a counting and a comparison

program to detect when the limit to the number of viewings of a particular program
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has been reached.

All of the session ID 168, the session mode 169, the session index 170 and the session
view 171 in the PPV event description 167 may be extracted from the smartcard using

the "call-back" procedure as described previously.

Each receiver/decoder 2020 contains an identifier which may either identify uniquely
that receiver/decoder or identify its manufacturer or may classify it in some other way
in order to enable it to work only with a particular individual smartcard, a particular
class of smartcards made by the same or a corresponding manufacturer or any other
class of smartcards which are intended for use with that class of receiver/decoders

exclusively.

In this manner the receiver/decoders 2020 which have been supplied by one broadcast

supplier to the consumer are protected against the use of non-authorised daughter
smartcards 3020.

Additionally or alternatively to this first "handshake" between the smartcard and the
receiver, the EEPROM of the smartcard 3020 could contain a field or bitmap
describing the categories of receiver/decoders 2020 with which it can function. These
could be specified either during the manufacture of the smartcard 3020 or by a
specific EMM.

The bitmap stored in the smartcard 3020 typically comprises a list of up to 80
receiver/decoders, each identified with a corresponding receiver/decoder ID with which
the smartcard may be used. Associated with each receiver/decoder is a level "1" or
"0" indicating whether the smartcard may be used with the receiver/decoder or not,
respectively. A program in the memory 2024 of the receiver/decoder searches for the
identifier of the receiver/decoder in the bitmap stored in the smartcard. If the
identifier is found, and the value associated with the identifier is "1", then the
smartcard is "enabled"; if not, then the smartcard will not function with that

receiver/decoder.
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In addition, if, typically because of an agreement between operators, it is desired to
authorize the use of other smartcards in a particular receiver/decoder, specific EMMs

will be sent to those smartcards to change their bitmap via the transponder 2014.

Each broadcast supplier may differentiate his subscribers according to certain
predetermined criteria. For example, a number of subscribers may be classed as
"VIPs". Accordingly, each broadcast supplier may divide his subscribers into a

plurality of subsets, each subset comprising any number of subscribers.

The subset to which a particular subscriber belongs is set in the SMS 3004. In turn,
the SAS 3002 transmits an EMM to the subscriber which writes information (typically
of length 1 byte) concerning the subset to which the subscriber belongs into the
relevant operator data zone, say 154, of the EEPROM of the smartcard. In tum, as
events are broadcast by the broadcast supplier, an ECM, typically of 256 bits, is
transmitted with the event and indicating which of the subsets of subscribers may view
the event. If, according to the information stored in the operator zone, the subscriber
does not have the right to view the event, as determined by the ECM, programme

viewing is denied.

This facility may be used, for example, to switch off all of a given operator's
smartcards in a particular geographical region during the transmission of a particular
program, in particular a program relating to a sports fixture taking place in that
geographical region. In this manner football clubs and other sport bodies can sell
broadcasting rights outside their locality whilst preventing local supporters from
viewing the fixture on television. In this manner the local supporters are encouraged

to buy tickets and attend the fixture.

Each of the features associated with zones 151 to 172 is considered to be a separate

invention independent of the dynamic creation of zones.

It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the
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invention.

. Each feature disclosed in the description, and (where appropriate) the claims and

drawings may be provided independently or in any appropriate combination.

In the aforementioned preferred embodiments, certain features of the present invention
have been implemented using computer software. However, it will of course be clear
to the skilled man that any of these features may be implemented using hardwérc.
Furthermore, it will be readily understood that the functions performed by the
hardware, the computer software, and such like are performed on or using electrical

and like signals.

Cross reference is made to our co—pending applications, all bearing the same filing
date, and entitled Signal Generation and Broadcasting (Attorney Reference no.
PC/ASB/19707), Smartcard for use with a Receiver of Encrypted Broadcast Signals,
and Receiver (Attorney Reference No. PC/ASB/19708), Broadcast and Reception
System and Conditional Access System therefor (Attorney Reference No.
PC/ASB/19710), Downloading a Computer File from a Transmitter via a
Receiver/Decoder to a Computer (Attorney Reference No. PC/ASB/19711),
Transmission and Reception of Television Programmes and Other Data (Attomey
Reference No. PC/ASB/19712), Downloading Data (Attorney Reference No.
PC/ASB/19713), Computer Memory Organisation (Attorney Reference No.
PC/ASB/19714), Television or Radio Control System Development (Aftomey
Reference No. PC/ASB/19715), Extracting Data Sections from a Transmitted Data
Stream (Attomey Reference No. PC/ASB/19716), Access Control System (Attorney
Reference No. PC/ASB/19717), Data Processing System (Attomey Reference No.
PC/ASB/19718), and Broadcast and Reception System, and Receiver/Decoder and
Remote Controller therefor (Attomey Reference No. PC/ASB/19720). The disclosures
of these documents are incorporated herein by reference. The list of applications

includes the present application.
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CLAIMS

1. A conditional access system comprising:

means for generating a plurality of messages; and

means for receiving the messages, said receiving means being adapted to
communicate with said generating means via a communications server connected

directly to said generating means.

2. A conditional access system according to Claim 1, wherein said message is an
entitlement message for transmission to the receiving means, said generating means
being adapted to generate entitlement messages in response to data received from said

receiving means.

3. A conditional access system according to Claim 1 or 2, wherein said generating
means is arranged to transmit a message as a packet of digital data to said receiving

means either via said communications server or via a satellite transponder.

4. A conditional access system according to any preceding claim, wherein said
receiving means is connectable to said communications server via a modem and

telephone link.

5. A conditional access system for affording conditional access to subscribers,
comprising:

a subscriber management system;

a subscriber authorization system coupled to the subscriber management
system; and

a communications server; said server being connected directly to the subscriber

authorization system.

6. A conditional access system according to Claim 5, further comprising a
receiver/decoder for the subscriber, the receiver/decoder being connectable to said

communications server, and hence to said subscriber authorization system, via a
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modem and telephone link.

7. A broadcast and reception system including a conditional access system

according to any preceding claim.

8. A broadcast and reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast
programs; A

means for receiving said messages from said generating means; and

means for connecting the receiving means fo the generating means to receive
said messages, said connecting means being capable of effecting a dedicated

connection between the receiving means and the generating means.

9. A broadcast and reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast
programs;

means for receiving said messages from said generating means via a modem;
and

means for connecting said modem to said generating means and said receiving

means.

10. A broadcast and reception system according to Claim 9, wherein said

generating means is connected to said modem via a communications server.

11. A broadcast and reception system according to Claim 9 or 10, wherein said
receiving means is adapted to communicate with said generating means via said

modem and connecting means.

12. A broadcast and reception system according to Claim 11, wherein said
receiving means comprises means for reading a smartcard insertable thereinto by an
end user, the smartcard having stored therein data to initiate automatically the

transmission of a message from said receiving means to said generating means upon

Petitioner Apple Inc. - Exhibit 1006, p. 3218



10

15

20

WO 98/43426 PCT/EP97/02108

— 47 -
insertion of the smartcard by the end user.
13. A broadcast and reception system according to Claim 1lor 12, further
comprising a voice link to enable the end user of the broadcast and reception system

to communicate with the generating means.

14. A broadcast and reception system according to any of Claims 8 to 13, wherein

“said receiving means comprises a receiver/decoder comprising means for receiving a

compressed MPEG-type signal, means for decoding the received signal to provide a

television signal and means for supplying the television signal to a television.

15. A broadcast and reception system, comprising, at the broadcast end:
a broadcast system including means for broadcasting a callback request;
and at the reception end:
a receiver including means for calling back the broadcast system in response

to the callback request.

16. A system according to Claim 15, wherein the means for calling back the

broadcast system includes a modem connectable to a telephone system.

17. A system according to Claim 15 or 16, wherein the means for calling back the
broadcast system is arranged to transfer to the broadcast system information

conceming the receiver.

18. A system according to Claim 17, wherein the broadcast system includes means

for storing the information.

19. A system according to any of Claims 15 to 18, wherein the broadcast means
is arranged to broadcast a callback request which includes a command that the
callback be made at a given time, and the means for calling back the broadcast system

is arranged to respond to said command.
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20. A system according to any of Claims 15 to 19, wherein the broadcasting means

is arranged to broadcast as the callback request one or more entitlement messages for

broadcast.

21. A system according to any of Claims 15 to 20, wherein the broadcast system
includes means for generating a check message and passing this to the receiver, the
receiver includes means for encrypting the check message and passing this to the
broadcast system, and the broadcast system further includes means for decrypting the
check message received from the receiver and comparing this with the original check

message.
22. A conditional access system or a broadcast and reception system substantially as

herein described with reference to and as illustrated in the accompanying drawings,

and especially Figures 12, 13 or 14 thereof.
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METHOD AND SYSTEM FOR NETWORKED INSTALLATION OF

UNIQUELY CUSTOMIZED, AUTHENTICABLE, AND TRACEABLE
SOFTWARE APPLICATIONS

FIELD OF THE INVENTION

This invention relates to a method and system for the
electronic distribution and installation to users via a network
of software applications that are uniquely customized,
authenticable and traceable to the individual user.

BACKGROUND OF THE INVENTION

With the increasing importance and reliance on
networked computer environments such as the Internet,
Electronic Software Distribution (ESD) is assuming an increased
importance as a means of distributing software applications to
users. The on-line infrastructures currently in place enable
users to purchase and install software applications without the
need for physical delivery of shrink-wrapped software.
Typically, a software publisher will prepare a master of the
software application for electronic distribution. A customer
will then go on-line and submit an order to purchase the
software application, which will be received and fulfilled by
the publisher. The customer will then download the software
application and install it to his/her own computer.

A disadvantage of the current on-line infrastructure
is that it delivers software applications to users in a form
that is identical with those found in retail stores and
catalogues. BAbsent cryptographic protection, users can freely
share the distribution form of the software amongst themselves.

Even where cryptographic protection are present, the
potential for unauthorized copying is still significant because
all the users possess identical copies (necessarily having
identical encryption schemes) of a software application. There
is in all such cases a single underlying decryption key, and in
most cases this key, or an equivalent variant of it, is entered
by the user, who can then share it with other users who can use
it to obtain unlicensed usage of the program. There exist
today bulletin boards and Internet sites devoted to the sharing
of such keys, which are visited by persons interested in

Petitioner Apple Inc. - Exhibit 1006, p. 3244



10

15

20

25

30

35

WO 98/45768 PCT/CA98/00241
- 2 -

obtaining unpaid for usage of programs by applying such keys to
copies of the applications they have obtained.

Further, even where more subtle anti-piracy schemes
are in place in a software application, it is not uncommon for
software "hackers" to produce "crack" programs which can be
used to process a freely-distributed, limited functionality
version of a program to produce a revised, fully-functional
version of the same program which can be used without
purchasing a license. Even the most ingenious forms of single-
key mass distribution, which might involve input of one-time-
only responses to a dynamic challenge to infer the key, are
vulnerable to a "crack" which simply causes the application of
the "true" universal decryption key. Although such "crack"
involves more technical sophistication than sharing of keys as
above, the distribution channels and potential effect on the
product’'s revenues are very similar.

In addition, software applications distributed by
conventional ESD techniques provide no means to police their
own integrity to prevent unauthorized tampering.

Portland Software has produced an electronic software
distribution system sold under the trade-mark ZipLock™ that
packages software for electronic distribution over the
Internet. The ZipLock™ system discloses a system that
distributes, from a secure server to a client resident on the
user’s computer, a standard executable software application
that is protected by means of a cryptographic key. Data input
by the users is transmitted to the secure server and is used to
construct a customized digital licence certificate that is
transmitted to the user in a separate computer file. The
Ziplock™ system does not provide a mechanism to detect
tampering done to the executable software application itself,
nor does it provide traceability if the digital licence
certificate is not included with an unauthorized redistribution
of the software application.

The prior art discloses a number of other systems and
methods to protect unauthorized use of software electronically
distributed to users. In Choudhury U.S. Pat. No. 5,509,074,
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there is disclosed a method of protecting electronically
published materials using cryptographic protocols. A first
described embodiment requires special purpose hardware to
decrypt the document that is transmitted to the user. This
eliminates the method from general use with personal computers
used by the general public. In a second method, there is no
requirement for special purpose hardware. In this method, the
publisher modifies the inter-line or inter-word spaces of the
document to make each document unique for each user. The
unique document is then encrypted and transmitted to the user’s
computer. Upon receipt of the encrypted document, the user’s
computer will prompt the user to enter his/her secret key which
is used to decrypt the document for viewing. The method
disclosed by this reference does not prevent piracy, it only
discourages piracy by making the pirated document traceable to
the user. In addition, this reference pertains only to data
files, not to the protection of executable files of any type.

In Cane U.S. Pat No. 5,416,840, there is disclosed a
method and system for protecting computer program distribution
in a broadcast medium, such as radio frequency public broadcast
or computer network. In this reference, the method involves
encrypting at least a portion of a computer program, the user
being supplied with a password for use in decrypting the
computer program so that the computer program can be installed
and used. A unique password is generated and transmitted to
the user for subsequent use in decrypting the selected software
program contained on the medium. While there is disclosed a
method and system for the generation, transmission and use of
unique passwords that cannot be shared among different users of
the software application, this reference requires the user to
own proprietary hardware that eliminates it from general use
with personal computer owned by the general public.

In Yuval U.S. Pat No. 5,586,186, there is disclosed a
method and system for controlling unauthorized access to
software distributed to users. The main components of the
system are an encryptor, a user key generator, and a decryptor.
The encryptor generates encryption and decryption keys,
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encrypts the software using the encryption keys, and stores the
encrypted forms of the software of the broadcast medium, such
as CD ROM. The user key generator generates a unique key using
numeric representations of identifying information supplied by
users and the decryption keys. The decryptor is responsible
for decrypting the encrypted forms of the software using the
identifying information supplied by the user, and the unique
user keys. The decryption method disclosed by this reference
enables a large number of different but logically similar keys
to be used as decryption keys, each of which is unique to a
particular user. However, this reference does not disclose a
means to customize a software application with user-specific
data such that the software application itself can be
authenticated. Furthermore, this reference does not prevent
piracy by sharing of keys; it only discourages it through
traceability of keys.

SUMMARY OF THE INVENTION .

The present invention pertains to a method for the
electronic distribution of a software application from a
distribution computer to an installation computer comprising
the steps of receiving at said distribution computer
identifying information, embedding said identifying information
in said software application at said distribution computer to
form an identifiable software application, generating a
cryptographic signature for said identifiable software
application, embedding said cryptographic signature in said
identifiable software application to form an identifiable and
authenticable software application, and transferring said
identifiable and authenticable software application from said
distribution computer to said installation computer.

The method and system of the present invention
discloses an on-line software customization, delivery and
installation scheme. Instead of distributing a software
application to a user that results in the installation of a
totally generic, untraceable executable file on the
installation computer, the method and system disclosed herein

discloses a means to create, distribute and install on an
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installation computer a uniquely customised instance of a
software application that is authenticable and traceable to a
particular user.

The method and system disclosed herein provides for a
user installation agent (UIA) resident on an installation
computer to establish a connection through a distribution
channel to a secure distribution agent (SDA) resident on a
distribution computer. The UIA and/or SDA prompt the user to
input identifying information that, together with business
related information such as licensing terms, etc., is used to
create a unique data set that is embedded in the desired
software application by the SDA. By the use of a cryptographic
hash algorithm, and private/public key cryptography wherein a
private key is only known to the SDA, a cryptographic signature
of the desired software application and embedded data set is
calculated and also embedded into the software application.

The software application with embedded data and cryptographic
signature is transmitted via a distribution channel to the
installation computer where it is installed on the installation
computer. Optionally, the installation computer may use the
cryptographic signature to verify that neither the software
application, nor the embedded data have been tampered with.
Public key(s) used to decrypt the cryptographic signatures may
be transmitted to the installation computer with the software
application, or by any other means, such as e-mail, Internet
bulletin boards, etc. Following installation, the embedded
data and cryptographic signature are used in a variety of ways,
such as to provide a means to trace the software application to
the user, to police the continued integrity of the software
application, to ensure that license conditions continue to be
met, to perform virus checking, or automatic upgrading of the
software application itself.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a system overview
showing the various inputs and components of the system and
method of the present invention;
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, Figure 2 is a data flow diagram of the structure and
