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137) the reproducible number at the reproducible
number field ior limiting the number oi reproduction oi
copied programs oi the CPTC iniorrnation. the maxi-
mum reproducible time oi the maximum reproducible
time iield ior limiting lime to reproduce the copied pro-
gram. and the number and lime oi reproduction oi tape.
to thereby process reproduction-impossible.

The copying number limiting step comprises the
steps oi: comparing (130) the permissible generation oi
the permissible generational field and the present gen-
eration oi the present generational field and deciding
whether the permissible generation is below the present
generation; ii the permissible generation is below the
present generation, generating (131) an output disable
signal to make. copying impossible and destroying the
control word; and ii the permissible generation is not be-
iowthe present generation. increasing (1 32) the present
invention by '1' and recording the result on cassette
tape, and it the permissible generation is not below the
present generation, updating the CPTC iniorrnation in
step 133.

The reproduction limiting step comprises the steps
oi: comparing the reproducible number oi the reproduc-
ible number field and the reproduction number oi tape
and deciding (134) whether the reproducible number is
below the reproduction number oi tape; ii the reproduc-
ible number is not below the reproduction number oi
tape. comparing the maximum reproducible time and re
production time oi tape. and deciding (135) whether the
maximum reproducrble time is below the reproduction
time oi tape; it the maximum reproducible time is not
below reproduction time oi tape. turning oil (136) an en-
able erase signal to thereby enable the copied program
to be reproduced; ii the reproducible number is below
the reproduction number oi tape or the maximum repro-
ducible time is below the reproduction time oi tape. tum-
ing on (137) the enable erase signal to make the repro-
duction oi the copied program impossrble so that part oi
or the whole program recorded on cassette tape iserased.

The illegal view/copy protection method ior digital
broadcasting system embodying the present invention.
alter the audiolvideo signal transmission step and au-
dio/video reception step. iurther comprises a reproduc-
tion and rerecording step oi: decrypting the bit stream
recorded and reproduced on cassette tape. analyzing
the CPTC iniormation, deciding whether to allow rere-
cording. recording the result on cassette tape. filtering
the control word, and periorming descrambling and de-
coding to output an audio/video signal.

Reierring to Fig. 12, the audio/video reproduction
and rerecording step comprises the steps oi: iittering
(120) the bit stream recorded and reproduced on video
tape, and decrypting (121) the CPTC iniomiation; ana-
tyzirig (122 and 123) the CPTC inionnation to generate
control words and a signal ior controlling the protection
oi copyright and update the CPTC iniormation; deciding
(124) whether to allow recording according to the signal
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oi controlling the protection oi copyright, and rwording
the scrambled and transmitted bit stream on cassette

' tape; descrambling and decoding (125 and 126) the
transmitted bit stream in control words to output an au-
dio/video signal: and deciding whether to allow post-re—
production according to the signal Ior controlling the pro-
tectionoi copyright to thereby erase part at or the whole
data recorded on cassette tape. .

Here, EMM may contain inlorrnation required ior
decoding iniormation in order to periorm the illegal view/
copy protection method oi a broadcasting system. In this
case. a step oi storing and processing the EMM is added
in the audidv'tleo reproduction and rerecording step.

In the EMM storing and processing step. in case
that the EMM is updated by a broadcasting station lor
the purpose oi copyright protection, the EMM having in-
ion'nation required to decode the CPTC iniorrnation is

stored in order to continuously reproduce programs oi
copied cassette tape.

Here. an ID number indicative oi updating the EMM
is recorded on cassette tape. The EMM is stored to
which the updating state and the ID number oi cassette
tape are mpped.

The EMM storing and processing step comprises
the steps of. storing all EMM to be updated and corre-
sponding ID iniormation; selecting the latest EMM in re-
cording cassette tape; recording a corresponding ID
number. and selecting an EMM corresponding to the ID
number recorded on cassette tape in reproducing the
cassette tape.

As shown in Fig. 13. all EMMs (EMM1. EMMZ.
EMMS...) to be updated on the EMM lockup table and
corresponding ID iniormation (lDt. I02, [03,...) are
mapped and stored.

Ftelerring to Figs. 14 and 15. in recording a program
on cassette tape, that is, Mien recording is indicated in
the recording/reproduction mode, an ID number corre-
sponding to the latest, the final, EMM, is recorded.
Thereafter, it reproducing the cassette tape. that is,
Mien reproduction is indicated in the recording/repro-
duction mode. an EMM corresponding to the ID number
recorded on cassette tape is selected irom the EMM
Iookup table so that the recorded program is reproduced
according to the reproducible number oi the reproduci-
ble number field and the reproduction number recorded
on the video tape.

Fleiern'ng to Fig. 16. an illegal view/copy protection
apparatus oi digital broadcasting system embodying the
present invention comprises a program producing por-
tion 200, distribution medium ponion 201. and program
receiving portion 202.

Program producing portion 200 otters programs. in
which inionnation encrypted both with the control word

ior scrambling and the CPTC iniorrnation ior prohibiting
illegal view/copy. and the audio/video bit stream scram-
bled in control words are multiplexed to make a pro-
gram.

Distribution medium ponion 201 distributes pro-
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grams made in program producing portion 200 througha transmission medium.

Program receiving portion 202 detects and analyz-
es the CPTC inlormation trom the bit stream transmitted
trorn distribution medium portion 201 and the bit stream
reproduced lrom Cassette tape. and descrambles and
decodes the bit stream transmitted trorn distribution me-
dium portion 201, The descrambled and decoded bit

stream is displayed or recorded on cassette tape.
Program producing portion 200 comprises a control

word generator 203 tor generating a control word lor
scrambling, a CPTC generator 204 lor generating the
CPTC inlormation tor prohibiting illegal view/copy. a
scrambling portion 206 tor scrambling the audio/video
bit stream using the control word output lrom control
word generator 203. an encrypting portion 205 tor en-
crypting the control word output trom control word gen-
erator 203 and the CPTC inlormation output lrom CPTC
generator 204. and an adder 207 tor multiplexing the
signals output lrom scrambling portion 206 and encrypt-
ing portion 205 and transmitting them to distribution me-
dium portion 201.

Distribution medium portion 201 comprises a
broadmsting medium 208 tor distributing the program
made by program producing portion 200 through cable,
satellite or terrestrial broadcasting. and a recording me-
dium 209 lor distributing the program made by program
producing portion 200 through cassette tape.

Program receiving portion 202 comprises a de-
crypting portion 210 lordecrypting the bit stream trans-
mitted from broadcasting medium 208. a CPTC detect-

ing/analyzing ponion 211 tor detecting and analyzing
the CPTC inlormation trom the bit stream output tram
decrypting portion 210 and recording medium 209. and
outputting signals tor controlling the control word and
illegal view/copy. a descrambling ponion 212 tor de-
scrambling the bit stream transmitted lrom broadcasting
medium 208 and recording medium 209 and the bit
stream reproduced lrom cassette tape, a decoding por-
tion 213 tor decoding and displaying the signal output
trom descrambling ponion 212. and a recording/repro-
ducing portion 214 lor recording the bit stream transmit-
ted trom broadmsting medium 208 and recording me-
dium 209 according to the signal output lrom CPTC de-
tecting/analyzing portion 211, and reproducing cassette
tape. to thereby output the result to descrambling por-
tion 212 and CPTC detecting/analyzing portion 211.

The operation oi an illegal view/copy protection ap-
paratus tor a digital broadcasting system embodying the
present invention will be described below.

Control word generator 203 generates a control
word tor scrambling, and CPTC generator 204 gener-
ates the CPTC inlormation tor prohibiting illegal view/
copy. Scrambling portion 206 scrambles the audio/Video

bit stream using the generated control word. Encrypting
ponion 205 encrypts the CPTC inlonnation output lrom
CPTC generator 204 using the generated control word.
The audioNideo bit stream scrambled in scrambling por-
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tion 206 is multiplexed with the encrypted CPTC inlor-
mation in adder 207. The multiplexed result is transmit-
ted to a reception port through distribution medium por-
tion 201.

The signal output trom adder 207 is transmitted to

program receiving portion 202 through broadcasting
medium 208 such as cable. satellite, and 1errestrial
broadcastings. or through recording medium 209 made
ot cassette tape such as rental tape.

The bit stream transmitted through broadcasting
medium 208 is decrypted in decrypting portion 210. The
CPTC inlormation is detected and analyzed in CPTC
detecting/analyzing portion 211 so that signals tor con-
trolling the control word and illegal view/copy are output.
Here, the bit stream transmitted to cassette tape through
recording medium 209 is reproduced in recording/repro-
ducing ponion 214 and input to descrambling portion
212 and CPTC detecting/analyzing portion 211. The bit
stream transmitted lrorn broadcasting medium 208 and
the bit stream reproduced lrom recording medium 209
through recording/reproducing portion 214 are de-
scrambled in descrambling portion 212 according to the
control word output trom C PTC detecting/analyzing por-
tion 211. The signal output lrom descrambling portion
212 is decoded in decoding portion 213 and displayed.
The bit stream transmitted lrorn broadcasting medium
208 and recording medium 209 is recorded on cassette

tape in a recordinglreproducing portion 214 according
to the signal output lrom CPTC detectinglanalyzing por-tion 211.

Data received lrom program receiving portion 202
and recorded on cassette tape is made up of the scram-
bled audio/video bit stream and CPTC inlormation. The

configuration ol the program receiving portion having
decrypting portion 210. CPTC detecting/analyzing por-
tion 211, descrambling portion 212, decoding ponion
213 and recording/reproducing portion 214 will be ex—
plained with relerence to Figs, 17, 18, 19, and 20.

One embodiment oi the program receiving portion
at Fig. 17 receives and processes data transmitted via
a broadcasting medium. Specifically, this embodiment
pertorms conditional access and copy protection.

Fleterring to Fig. 17. the first embodiment ot the pro-
gram receiving portion comprises an IRD 222 tor receiv-
ing, decoding and descrambling the bit stream transmit-
ted lrom broadcasting medium 208. outputting analog
audio/Video data to be displayed and outputting scram-
bled digital audio/video data to be recorded on cassette
tape. a smart card 221 tor decrypting the bit stream out-
put trom IRD 222. detecting/analyzing the CPTC inlor-
mation, and outputting the control word and signals tor
controlling illegal view/copy to IRD 222 in order to per-
torm conditional access and copy protection, a DVCR
223 tor recording the digital audio/video data and CPTC
inlormation scrambled and output trom IRD 222 on cas-
sette tape. and reproducing the scrambled digital audio!
video data and CPTC inlormation recorded on cassette
tape to be output to IFlD 222, and a lockup table 224 tor,
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in case that the EMM is updated by a broadcasting sta-
tion tor the purpose of copyright protection. storing EMM
having inlormation required to decode the CPTC inlor-
mation. and outputting CPTC inlormation correspond-
ing in reproduction to smart card 22t in order to contin-

uously reproduce the program at copied cassette tape.
Here. lockup table 221 is mapped and processed as
shown in Figs. 13. 14 and 15.

The operation ot the first embodiment ot the pro-
gram receiving ponion will be described below.

In case that a bit stream. that is. a program, is re-
ceived through a broadcasting medium. the received
audio/video data is scrambled digital audio/video data.

The received bit stream is decoded in IFID 222 and
decrypted in sman card 221. Its CPTC inlormation is de-

tected and analyzed so that a signal tor controlling the
control word and illegal view/copy is output to IRD 222.

IFID 222 descrambles the decoded bit stream using
the bit stream output Irom sman card 22t and signals
tor controlling illegal view/copy. The descrambled bit
stream is output to display analog audio/video data. IFtD
222 outputs the scrambled digital audio/Video data and
CPTC inlormation to DVCT 223 in order to record them
on cassette tape.

The scrambled digital audidvideo data and CPTC
inlormation output lrom IFtD 222 is recorded on cassette

tape in DVCFt 223. They are in turn reproduced in DVCFt
223 and processed in the same manner that the bit
stream transmitted via the broadcasting medium is de-
scrambled and processed in IFID 222 and smart card

221. The processed result is output to be displayed on
a monitor. or output to the DVCFt and recopied.

Here= reproduction and recopy are made possible
by the data stored in the permissible generational tield.
present generational field. reproducible number field.
and maximum reproducible time field contained in the
CPTC inlormation.

Updated EMM is mapped and stored in lookup table
224 so that. when the EMM is updated through a broad-
casting signal in a broadcasting station in order to pro-
tect copyright. the program 01 cassette tape copied can
be continuously reproduced.

Lookup table 224 reads out the EMM containing in-
lormation required to decode the CPTC inlormation in
reproducing the cassette tape. Corresponding CPTC in-
Iorrnation is output to sman card 221 to enable repro-duction.

Another embodiment ot the program receiving por~
tion shown in Fig. 18 is to receive and process data
transmitted through a recording medium. tor instance.
rental tape.

The second embodiment of the program receiving
ponion. as shown in Fig. 18. comprises a DVCH 232 Ior
detecting/analyzing the CPTC inlormation Irom the bit
stream transmitted trom the recording medium. output-
ting a control word and signals for controlling illegal
view/copy. and reproducing scrambled digital audio/Vid-
eo data. and an lFID 231 tor receiving the control word
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and signals tor controlling illegal view/copy output trom
DVCFt 232. descrambling the scrambled digital audio!
video data. and outputting analog audio/Video data to
be displayed or recorded.

The swond embodiment ot the program receiving
portion is to pertorm CPTC detection and processing
carried out in the smart card 01 the lirst embodiment ot

the program receiving portion shown in Fig. 17. The op-
eration ot the second embodiment oi the program re-
ceiving portion will be described below.

In use that the bit stream is received through the
recording medium, the audio/video data reproduced
through the Oven is scrambled digital audioNideo data.

The bit stream recorded in DVCFi 232 is repro-
duced Its CPTC inlormation is detected and analyzed
so that the control word and signal tor controlling illegal
view/copy is output to IFtD 231. The bit stream repro-
duced Irom DVCFt 232 is decoded in IFID 231. The de-

coded bit stream is descrambled according to the con-
trol word and signal tor controlling illegal view/copy out-
put trom DVCFt 232 so that analog audio/video data is
output to be displayed.

IFID 231 outputs the scrambled digital audio/video
data and CPTC inlormation to DVCFi 232 to record them

on cassette tape. The scrambled digital audioNideo da-
ta and CPTC intorrnation output trom lFlD 231 is record-
ed cn cassette tape and recopied in DVCFi 223.

Here. reproduction and recopy are made possible
by the data stored in the permissible generational field.
present generational field. reproducmle number field.
and maximum reproducible time Iield contained in the
CPTC inlormation.

Reterring to Fig. 19. still another embodiment ot the
program receiving portion is to receive and process data
transmitted through a recording medium. pertorming
copy protection (CP).

As shown in Fig. 19. the third embodiment ot the
program receiving ponion comprises a DVCR 243 tor
reproducing the scrambled digital audioNideo data and

CPTC intonnaticn recorded on cassette tape through a
recording medium. and outputting them to IFlD 242, an
IFtD 242tor decoding/descrambling the bit stream trans-
mitted Irom DVCFt 243. and outputting analog audio/vid-
eo data to be displayed. and a smart card 241 for de-
crypting the bit stream output trom IFtD 242. detectth
analyzing the CPTC. and outputting the control word
and signals Iorcontrotling copying to IFtD 222 to thereby
perlorrn CP. The operation 01 the third embodiment ot
the program receiving ponion will be explained below.

In case that the bit stream is received via a record-

ing medium. that is. through rental tape. the reproduced
audio/Video data is scrambled digital audio/video data.

The scrambled digital audio/video data and CPTC
inlormation reproduced Irom DVCR 243 are decoded in
IFtD 242 and decrypted in sman card 241. The CPTC
inlormation is detected and analyzed so that the control
word and signal tor controlling copying are output to I RD
242.
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IFtD 242 descrambles the decoded bit stream using
the CPTC inlorrnation output trorn smart card 241 and
signals for controlling copying so that analog audio/vid-
eo data is output to be displayed. '

IRD 242 outputs the scrambled digital audio/Video
data and CPTC intormation to DVCFt 243 in order to

record them on cassette tape. The scrambled digital au-
dio/video data and CPTC information output from IFtD
242 are recorded on cassette tape in DVCFl 243.

Here. reproduction and recopy are made possible
by the data stored in the permissible generational field.
present generational field. reproducible number field.
and maximum reproducible time field contained in the
CPTC intormation.

Fteierring to Fig 20. yet another embodiment of the
program receiving portion is to receive and process data
transmitted through a recording medium. pertorming
conditional access and CP. This embodiment is made
in such a manner that in case of using the same CPTC
information as the broadcasting medium. the smart card
is commonly used.

As shown in Fig. 20. the fourth embodiment of the
program receiving portion comprises a DVCR 253 tor
reproducing the scrambled digital audio/video data and

CPTC information recorded on cassette tape through a
recording medium. and outputting them to IFtD 252, an
lFtD 252 lordecoding/descrambling the bit stream trans-
mined from DVCFl 253. and outputting analog audio/vid-
eo data to be displayed. and a smart card 251 for de-
crypting the bit stream output from lFtD 252. detecting/
analyzing the CPTC. and outputting the control word
and signals for controlling copying to lFtD 252 to thereby
perform CA and CP, The operation of the third embodi-
ment of the program receiving portion will be explained
below.

in case that the bit stream is received via a record-

ing medium. that is. through rental tape and the DVCFl.
the reproduced audio/video data is scrambled digital au-
dio/video data.

The scrambled digital audio/video data and CPTC
inlorrnation reproduced from DVCR 253 are decoded in
IRD 252 and decrypted in srnart card 251. The CPTC
information is detected and analyzed so that the control
word and signal for controlling copying are output back
to 180 252.

lFlD 252 descrambles the decoded bit stream using
the CPTC information output from smart card 251 and

signals for controlling illegal view/copy so that analog
audio/video data is output to be displayed

IRD 252 outputs the scrambled digital audio/video
data and CPTC inforrnaticn to DVCFt 253 in order to

record them on cassette tape. The scrambled digital au-
dio/video data and CPTC information output from IFtD
222 are recorded on cassette tape in DVCFl 253.

Here. reproduction and recopy are made possible
by the data stored in the permissible generational field.
present generational field. reproducible number field.
and maximum reproducible time field contained in the
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CPTC intormation.

1RD 222, 242. or 252 shown in Fig. 17, 19 or 20 is
made in the following configuration as shown in Fig. 21.

Ftelerring to Fig. 21. IFlD 222. 242 or 252 comprises
a recording/digital output controller 262for decoding the
bit stream transmitted from the broadcasting medium
and DVCR. outputting to smart card 221, receiving the
control word and signals tor controlling illegal view/copy
output from smart card 221. and controlling the output
of the scrambled digital audio/video data for the purpose
at recording and displaying; a descrambler 263 for de-
scrambfing the scrambled digital audio/video data out-
put from recording/digital output controller 262 accord—
ing to the control word output from recording/digital out-
put controller 262. and a display processing portion 264
for processing and outputting the digital audio/Video da-
ta output from descrambler 263 to be displayed. Here.
DVCR 265 performs reproduction mainly. DVCR 223 of
the program receiving portion of Fig. 18 combines re-
cording therewith. The operation of IFtD 266 will be de-
scribed below.

The signal output to smart card 261 from recording!
digital output controller 262 ct IFtD 266 is ECM. EMM
and CPTC information. The signals output from smart
card 261 to IRD 266 are the control word used to de-

scramble and display the bit stream, and a signal for
controlling copy protection.

Recording/digital output controller 262 communi-

cates with the smart card. performs recording according
to the signals at copy protection. outputs them to the
digital output port in order to record them in another set.
and outputs the control word and bit stream to descram-
bler 263.

When output to the recording/digital output port. up-
dated ECM. EMM and CPTC information are output in
addition to the scrambled data from recording/digital
output controller 262 so that a copy difterent from the
original script, that is. the broadcast or rental tape.

The ECM. EMM and CPTC are transmitted in vari.

ous combinations. For the first combination, the ECM.
EMM and CPTC are independently combined, The sec-
ond combination is that the CPTC is included in the ECM

and the EMM is independently combined. The third is
that the CPTC is included in the EMM and the ECM is
independently combined.

tFtD 23t and DVCFl 232 of Fig. 16 use the smart
card. and additionally requires a CPTC detection and
processing portion in the DVCFl. which will be shown in
Fig. 22.

DVCFl 232 comprises a CPTC detecting/process-
ing portion 276 for detecting/analyzing the CPTC infor-
mation from the bit stream transmitted from recording
medium 209. and outputting the control word and sig-
nals tor illegal view/copy. and a reproducing portion 277
for reproducing the bit stream transmitted from record-
ing medium 209 and outputting it to the IRD.

lFlD 231 comprises a digital output controller 272
for receiving the control word and signals for controlling
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illegal view/copy output lrorn CPTC detecting/process-
ing portion 276. and controlling the output ol the scram
bled digital audio/video data output lror'n reproducing
portion 277 in order to display them, a descrambler 273
lor descrambling the scrambled digital audio/Video data
output lrorn digital output controller 262 according to the
control word output lrom digital output controller 262.
and a display processing portion 274 lor processing and
outputting the digital audio/Video data output lrorn de-
scrambler 273 in order to display them. The operation
ol lRD 276 and DVCFl 275 will be described below.

CPTC detecting/processing portion 276 operates
separately when reproducing portion 277 reproduces
the scrambled data so that the CPTC inlormation is de-
tected Iran the cassette tape.

lFtD 276 receives the scrambled data. CPTC inlor-

mation and control word lrom CPTC detecting/process-
ing portion 276 and reproducing portion 277 lrom DVCFl
275. Therelore. lor normal descrambling. the scrambled
data and control word are supplied to scrambler 273

lrom digital output controller 272. To the digital output
port. only the scrambled data is output. For this reason.

in case that the reproduced data is scrambled. copying
is made impossible, and vise versa.

Commonly. in order to control tape copying. the
depth ol generation copy and the reproduction ol tape
to be copied are used together. As shown in Fig. 7. this
yields the eilect at controlling the number ol copiable
tape.

However. in order to allow copying tape to be repro-
ducible as many as a predetermined number or lor a
predetermined time. it is necessary to pertorm commu-
nication between the smart card and DVCFl.

Ftelerring to Fig. 23. tape state inlorrnation such as
the reproduction number at the current tape is transmit-
ted to smart card 261 trom DVCR 265. In order to erase

the tape. an enable erase signal is transmitted to DVCR
265 lrorn sman card 261, and the erase head at the
DVCR operates.

For tape erasing methods. the whole area ol tape
is erased by the lull-width erase head. or only the control
track is erased using the control head. in case that the
CPTC is contained in the EMM, signals are input and
output between the DVcFl and sman card.

As the signals input to lFtD 266. there are a broad-

casting signal transmitted lrom a broadcasting medium
and a signal reproduced lrom DVCR 265. The broad-

casting signal input to lFlD 266 is the scrambled digital
data and a control signal having the EMM. ECM and
CPTC inlorrnation. The EMM and ECM are required lor
CA. the CPTC lor copyright protection.

The scrambled digital data is input to descrambler
263. The control signal is input to smart card 261 lor

performing CA and CP. Using the control signal, smart
card 261 restores control word CW and outputs it to de-
scrambler 263. Descrambler 263 descrambles it usingthe control word.

The ECM output lrorn smart card 261 is output to
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DVCR 265 or to an external port. This ECM is updated
lror'n the ECM input lor copyright protection. The output
disable signal output lrorn sman card 261 'e a signal to
instruct lFlD 266 to prohibit recording or copying. This
signal is input to recording/digital output controller 262.
The tape state signal is output to smart card 261 lrom
DVCR 265 in order to inlorrn the state ol tape.

The signal output to DVCR 2651mm snart card 261
lor the purpose ol a predetermined-number reproduc-
tion or predetermined-time reproduction is an erase en-
able signal. The signal lor allowing recorded and copied
tape to be reproducible even though the EMM inlorrna-
tion ol the smart card is changed is an to signal.

The ID signal is mapped and stored with corre-
sponding EMM in the lookup table ol sman card 261. ll
necessary. the EMM corresponding to the ID signal is
output.

As shown in Fig. 24. the smart card comprises an
ECM filter 301 tor filtering the ECM lrom the bit stream
output lrorn the lFlD. a CPTC/tape state signal lilter 302
lor littering the CPTC inlorrnation and the tape state sig-
nal indicativeol the state ol tape lrom the bit stream out-
put lrom the IRD. an EMM filter 303 lor littering the EMM
lrorn the bit stream output lrorn the IRD. a lookup table
304 lor. in case that the EMM is updated lor copyright
protection by a broadcasting station. storing the previ-
ous EMM containing inlorrnation required to decode the
CPTC inlorrnation. and outputting CPTC inlorrnation
corresponding in reproduction in order to continuously
reproduce theprogramol cassette tape copied. an EMM
processing portion 307 lor processing the EMM using
the EMM output lrorn EMM filter 303 and lookup table
304 and the tape state signal output lrorn CPTC/tape
state signal filter 302. a CPTC processing ponion 306
lor processing the CPTC inlorrnation using the signals
output lrom CPTC/tape state signal filter 302 and EMM
processing ponion 307. and a CA processing portion
305 lor outputting control word CW using the signals
output lrorn ECM litter 301 and EMM processing portion
307.

In case that the CPTC inlorrnation is contained in

the EMM. as shown in Fig. 25. sman card 221 comprises
an ECM litter 311 lor littering the ECM from the bit
stream output lrorn the lFtD. an EMM litter 312 lor filter-
ing the EMM containing the EMM lrom the bit stream
output lrom the IRD. a tape state signal litter 313 tor lil-
tering the tape stale signaloutput lrom the lFlD. a lookup
table 314 lor. in case that the EMM is updated lor cop-
yright protection by a broadcasting station. storing the
previous EMM containing inlorrnation required to de-
code the CPTC inlormation. and outputting CPTC inlor-
mation corresponding in reproduction in order to contin-
uously reproduce the program ol cassette tape copied.
an EMM processing ponion 31 7 lor processing the EMM
using the EMM output lrom EMM litter 312 and Iookup
table 314 and the tape state signal output lrom tape
state signal lilter 313. a CPTC processing portion 316
tor processing the CPTC inlormation using the signals
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output trom EMM filter 312 and tape state signal filter
313, to thereby output ECM. enable erase signal and ID
signal. and a CA processing portion 315 for outputting
control word CW using the signals output from ECM filter
311 and EMM processing ponion 317.

ECM filter 301 or 311, CPTC/tape state signal filter
302, EMM filter 303 or 312, and tape state signal filter
313 extract ECM. CPTC, tape state signal and EMM.
respectively. CA processing portion 305 or 315 gener-
ates a control word and pertorms CA. EMM processing
portion 307 or 317 outputs the EMM information to CA

processing portion 305 or 315 and CPTC processing
portion 305 or 316, and additionally stores the received
EMM to the lookup table.

lncase that the scrambled digital data and encoded
CPTC information are recorded on tape and that the
EMM information required to decode the CPTC informa-
tion is changed. the reproduction of tape is made impos-
sible. According to this fact. the previous EMM is stored
in a memory such as the EEPFIOM of the smart card as
shown in Figs. 13 and 14, which is the same as de-
scribed before.

Specifically, the lockup table is divided into two
fields and stores ID information and EMM information,
as shown in Fig, 13. In recording and copying, the ID
information is recorded on tape, as shown in Fig. 14 in
order to select corresponding EMM from the ID informa-
tion recorded in the reproduction of tape.

In other words. referringto Fig. 14, EMM processing
portion 307 receives a recording/playback signal indi-
cating that the current DVCR mode is recording or play-
back, ID, and tape state signal having information of re-
production number of tape. selects a proper EMM from
the lockup table, outputs it to CPTC processing portion
306 or 316 and CA processing portion 305 or 315. and
transmits the ID information for the purpose of recording
and copying to record it on tape.

Referring to Fig. 11. CPTC processing portion 306
or 316 pertorms copyright protection tor recording or
copying. The CPTC information or ECM containing the
CPTC information is input to output the output disable
signal. enable erase signal. and the CPTC or ECM con~
taining the CPTC.

In order to control generation copy. CPTC process-
ing portion 306 or 316. in case that the permissible gen-
eration of the permissible generational field is greater
than the present generation recorded on tape. the
present generational field is increased by 1 and encrypt-
ed again. " not. the output disable signal is generated
to prohibit recording and copying.

In order to control reproduction, in case that the re-
producible number of tape is greater than the reproduc-
ible number 01 the reproducible numberfieldorthe max-

imum reproducible time of the maximum reproducible
time field is greater than the current time. CPTC
processing portion 306 or 316 generates enable erase
signal to operate the erase head of the DVCR.

In case that time delay produced when the CPTC
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or the ECM containing the CPTC is encrypted again be-
comes a problem to solve, CPTC processing portion
306 or 31 6 transmits the current generation signal to the
oven and records it on tape, not moditying the CPTC
or the ECM containing the CPTC.

The illegal view/copy protection apparatus fora dig-
ital broadcasting system embodying the present inven-
tion has means for rwording and reproducing the repro-
duction number information of tape in the DVCFi in order

to implement the predetermined-number reproducibility
01 recorded or copied tape. Here. the reproduction
number intormtim of tape is updated and recorded
again during tape reproduction.

As shown in Fig. 26, the DVCFt comprises a deck
mechanism 406. a recording/reproducing portion 405
tor recording digital data on cassette tape according to
the deck mechanism and reproducing the digital data
recorded on cassette tape. a reproduction number de-

tectinglupdating portion 401 for detecting/updating the
reproduction number from the digital data reproduced
from recording/reproducing portion 405. and outputting
it to the IRD in order to rerecord it in recordinglreproduc-
ing portion 405, a digital data processing portion 402 for
processing the digital data reproduced from recording!
reproducing portion 405, outputting it to the "RD. and
outputting switching position information for recording
and reproducing, a recording/playback switching porv
tion 404 for outputting a switching signal for controlling
the reproduction number, the reproduction of digital data
and the recording of the updated reproduction number

using the switching position information output from dig-
ital data processing portion 402. and an error correction
encoder/decoder 403 torcorrecting the error of data out‘
put from digital data processing portion 402. and encod-
ing and decoding the data to be output to digital data
processing portion 402.

In order to update and rermord the reproduction
number information of tape during playback, the repro-
duction number information of tape is recorded using an
encoding algorithm. Otherwise, the information is re~
corded as clear data not encoded.

The recording position of the reproduction number
infomiation of tape uses part of audio. control and video
tracks. For error correction to the reproduction number
infomtation of tape, a repetition coding is employed. The
operation of the DVCFI will be described below.

When reproduced by recording/reproducing portion
405 with the cassette tape loaded on deck mechanism
406, the reproduced digital data is input to reproduction
number detectinglupdating portion 401 and digital data
processing portion 402 so that its reproduction number
is detected and the digital data is processed and output.

The reproduction number detected in reproduction
number detecting/updating ponion 401 is updated, that
is, increased by 1, and applied to recording/reproducing
portion 405.

Digital data processing portion 402 applies the re-
produced digital data output from recording/reproducing
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portion 405 to error correction encoder/decoder 403 to
perform error correction. encoding and decoding. The
result is output to the lFtD to be displayed or recorded.
At the same time. the switching position information is
output to recordinglreproducing switching portion 404 in
order to output a switching signal.

The switching signal output from recording/repro-
ducing switching portion 404 controls recording/repro-
ducing portion. to thereby record the updated reproduc-
tion number output from reproduction numberdetecting/
updating portion 401. that is, the reproduction number
added by t. on tape.

Recording/reproducing switching portion 404 con-
trols the reproduction number. the reproduction of digital
data recorded on tape. and the recording of the updated
reproduction number.

In another method of implementing the predeter-
mined-number reproducibility of recorded or copied
tape. an identifier is given to all tape used for a user to

record broadcast programs. and the identifier given to
tape and the reproducibility number information of tape
corresponding to the identifier are handled together in
the smart card.

Here. the smart card has a memory device which
can be updated, such as EEPFtOM. The identifier and
corresponding reproducible number information are
stored in the memory device. For every reproduction of
tape. the reproducible number information is updated
and whether to playback is determined.

In conclusion. the described embodiments have the

following advantages.
First. by adding CPTC inlorrnation to data supplied.

and by allowing a digital program to be normally viewed
only when a CPTC detecting/analyzing means and de-
scrambling/decrypting means are present at the receiv-
ing stage, illegal viewing is prohibited.

Second. to enhance copyright protection. data re-
corded on cassette tape is always scrambled digital da-
ta. and its CPTC information is encrypted to be recorded
on cassette tape. A code for prohibiting viewable data
from being restored from the cassette tape only with the
scrambled data and CPTC infon'nation, and allowing the
data to be viewable is provided in adevice excluding the
cassette tape. Otherwise. restoring of viewable data is
made possible only with the scrambled data and CPTC
information. making illegal copy impossible.

Third. using a method of restoring the viewable data
only with the scrambled digital data and CPTC, rental
tape is made to supply tape. Othemise. using a method
of prohibiting the viewable data from being restored only
with the scrambled digital data and CPTC. rental tape
is made to supply tape and smart card peculiar to a pro-
gram provider as one set. Using the smart card for
broadcasting medium. the rental tape is made to prohibit
the viewable data from being restored only with the
scrambled digital data and CPTC. Among the three
methods of supplying tape only, one method is selected.
Digital hardware for reproducing the data outputs only
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the scrambled digital data to an external port. making
impossible the restoring of viewable data from the out-
put data. without the smart card.

Fourth. the described embodiment prohibits illegal
recording and copying of a program protected by copy-
right taw. collects lee for recording or copying. and freely
controls the reproducible number of copied tape which
can be made from a program supplied by a program
supplier. protecting copyright.

Fifth. the described embodiment can be used as a

copyright protection system having a high security and
multifunction with respect to a program through a broad
casting medium such as satellite and terrestrial broad-

castings. or. at the same time. as a copy protection sys-
tem having a high security to a program through a re-
cording medium such as rental tape.

Sixth. the descibed embodiment is employed to dig-
ital hardware such as broadcasting receiver and digital
VCR, to thereby perfectly protect a program supplier‘s
copyright and activates digital media because of various
sottware supplied through the digital media.

Cfalms

1. An illegal view/copy protection method for a digital
broadcasting system comprising:

an audio/video signal transmission step for
multiplexing and transmitting audio/Video bit
stream scrambled in control words and infor-
mation where the control words and CPTC in-

formation for illegal view/copy protection are
encrypted; and

an audio/video reception step for decrypting
the transmitted bit stream to analyze the CPTC
information and control words. deciding wheth-
er recording is allowed or not to be recorded on
cassette tape, and using the control words, per-
forming descrambling and decoding to output
audio/video signals to a monitor.

2. An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 1. wherein
said CPTC infonnation is formatted irt a generation.
at copy control field for limiting the number of copy
available. and a reproducibility control field for lim—
iting the reproduction of a copied program.

3. An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 2. wherein
said CPTC information is formatted further contain-

ing a descrambling infonnation field where part of
the control words for descrambling are rworded.

4. An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 2. wherein
said CPTC information is formatted further contain-
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ing a CA lield where CA inlormation tor conditional
access is recorded

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 2. wherein

said generational copy control field is made up oi a
permissible generational field tor limiting the
number at copy permissible and a present genera-
tional lield tor indicating the present generation oi
a program copied.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 2. wherein
said reproduction control lield is made up ol a re-
producible number tield tor limiting the number at
reproducing a copied program, and a maximum re-
producible time lield tor limiting time to reproduce
the copied program.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1. wherein
the data recorded on cassette tape contains scram~
bled audio/video bit stream and CPTC inlormation.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 7. wherein
said CPTC inlormation is overwritten on the scram-
bled audio/video bit stream tor the error eltect and
recorded on cassette tape

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 7. wherein
said CPTC inlormation is recorded on a portion at
any at the audio track 01 cassette tape. the control
track at cassette tape. or the video track oi cassette
tape.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1. wherein
said audio/video signal transmission step compris-
es the steps ol: encodingthe audio/video bit stream;

generating a control word tor scrambling;
scrambling tor the encoded audio/video bit
stream using the generated control word;
generating CPTC inlormation tor illegal view/
copy protection;
encrypting tor encrypting the control word and
CPTC inlormation; and
multiplexing and transmitting the scrambled au-
die/video bit stream and encrypted CPTC inlor-
rnatton.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1, wherein

said audio/video signal transmission step compris-
es the steps oi:
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encoding the audio/video bit stream;
generating a control word tor scrambling;
scrambling tor the encoded audio/video bit
stream using the generated control word;
generating CPTC inlormation tor illegal view/
copy protection;
generating conditional access inlormation tor
conditional reception;
encrypting tor encrypting the CPTC inlormation
and CA inlormation; and
multiplexing and transmitting the scrambled au-
die/video bit stream and encrypted CPTC inlor-
mation and conditional access inlormation.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1 or claim
11. wherein said audiolvideo reception step corn-
prises the steps ol:

filtering the transmitted bit stream and decrypt-
ing the CPTC inlormation;
analyzing the CPTC inlormation to generate a
control word and a signal tor controlling the pro-
tection oi copyright and to update the CPTC in-
tormation;

deciding whether to allow recording awording
to the signal lor controlling the protection ol
copyright to record the scrambled and transmit-
ted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
stream in the control word and outputting an au-
did/video signal.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 12. where-
in said all ol the control word is contained in the
CPTC inlormation.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 1. wherein
said bit stream transmitted contains ECM and
EMM.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 14, where-
in said audio/video reception step comprises the
steps oi:

littering the transmitted bit stream and decrypt-
ing the CPTC inlormation and control word;
littering the control word;

analyzing the CPTC inlormation to generate a
control word and a signal lor controlling the pro-
tection ol copyright and to update the CPTC in~
lorrnation;

deciding whether to allow recording according
to the signal tor controlling the protection ot
copyright to record the scrambled and transmit-
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ted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
stream in control words and outputting an au-
dio/video signal.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in any oi claims 12.
14 or 15. wherein said CPTC information analyzing
step comprises the steps oi:

generating a control word;
detecting a permissible generation of a permis-
sible generational field for limiting the available
number of copy of a program of the CPTC in-
formation and the present generation of the
present generational field indicating the
present generation of the program copied, to
thereby perform copy-impossible and update
the CPTC information; and

detecting the reproduciblenumberof the repro-
ducible number field for limiting the number of
reproduction of copied programs of the CPTC
information, the maximum reproducible time 01
the maximum reproducible time field for limiting
time to reproduce the copied program, and the
number and time of reproduction of tape. to
thereby process reproduction-impossible.

An illegal view/copy protection method for a digital
broadcasting systemas claimed in claim 120rclaim
16, wherein said copying number limiting step com-
prises the steps of:

comparing the permissible generation of the
permissible generational field and the present
generation of the present generational field and
deciding whether the permissible generation is
below the present generation;
if the permissible generation is below the
present generation, generating an output disa-
ble signal to make copying impossible and de-
stroying the control word; and
if the permissible generation is not below the
present generation, increasing the present in-
vention by '1' and recording the result on cas-
sette tape.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 17. where-
in said copying number limiting step further corn-
prises the step of, it the permissible generation is
not below the present generation. updating the
CPTC information.

An illegal view/copy protection method fora digital
broadcasting system as claimed in claim 16or claim
17. wherein said reproduction limiting step compris-
es the steps of:
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comparing the reproducible number 01 the re-
producible number field and the reproduction
number of tape and deciding whetherthe repro-
ducible number is below the reproduction
number of tape;
it the reproducible number is not below the re-

production number ol tape. comparing the max-
imum reproducible time and reproduction time
of tape. anddeciding whetherthe maximum re~
producible time is below the reproduction time
of tape;
it the maximum reproducible time is not below
reproduction time of tape. turning on an enable
erase signal to thereby enable the copied pro—
gram to be reproduced; and

it the reproducible number is below the repro—
duction number of tape or the maximum repro-
ducible time is below the reproduction time of
tape. turning on the enable erase signal to
make the reproduction of the copied program
impossible so that part of or the whole program
recorded on cassette tape is erased.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 14 or claim
15. wherein pan of the control word is contained ‘n
the CPTC information.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 20. where-
in the remainder of the control word is contained in
the ECM.

. An illegal view/copy protection method for a digital
broadcasting system as chimed in claim 20. where-
in the remainder of the control word is contained in
the EMM.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 14 or claim
15. wherein the whole control word is contained in
the ECM.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 14 or claim
15, wherein the whole control word is contained in
the EMM.

An illegal view/copy protection method for a digital
broadcasting system as cla‘med in claim 14. further
comprising a reproduction and rerecording step 01:
decrypting the bit stream recorded and reproduced
on cassette tape. analyzing the CPTC information.
deciding whether to allow rerecording, recording
the result on cassette tape, filtering the control
word. and pertorming descrambling and decoding
to output an audio/Video signal.
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An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 25. where-

in said audio/Video reproduction and rerecording
step comprises the steps ot:

filtering the bit stream recorded and reproduced
on video tape. and decrypting the CPTC intor-
mation;

analyzing the CPTC inlonnation to generate
control words and a signal tor controlling the
protection of copyright and update the CPTC
intormation;

deciding whether to allow recording according
to the signal ot controlling the protection at cop~
yright, and recording the scrambled and trans-
mitted bit stream on cassette tape; and
descrambling and decoding the transmitted bit
stream in control words to output an audio/Vid-
eo signal.

An illegal view/copy protection method tor a digital
broadcasting systemas claimed in claim 26. where-

in said audioNideo reproduction and rerecording
step comprises the step 01 deciding whether to al-
low post-reproduction according to the signal tor
controlling the protection of copyright to thereby
erase part of or the whole data recorded on cassette
tape.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 25, where-
in said EMR contains inlonnation required tor de-
coding intormation

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 28. turther

comprising the step ot storing and processing EMM
in which, in case that the EMM is updated by a
broadcasting station for the purpose at copyright
protection. the EMM having intom'ration required to
decode the CPTC inlorrnation is stored in order to
continuously reproduce programs ol copied cas-
sette tape.

An illegal view/copy protection method for a digital
broadcasting system as claimed in claim 29. where
in an to number indicative ol updating the EMM is
recorded on said cassette tape.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 30, where-
in the EMM is stored towhich the updating state and
the to number ol cassette tape are mapped.

An illegal view/copy protection method tor a digital
broadcasting system as claimed in claim 31. where-
in said EMM storing and processing step comprises
the steps oi:
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storing all EMM to be updated and correspond-
ing ID inlonnation;

selecting the latest EMM in recording cassettetape;

recording a corresponding lD number; and
selecting an EMM corresponding to the D
number recorded on cassette tape in reproduc-
ing the cassette tape.

. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system comprising:

a program producing portion tormuttiplexing in-
tomtation encrypted both with the control word
tor scrambling and the CPTC inlomtation tor
prohibiting illegal view/copy, and the audio/vid-
eo bit stream scrambled in control words, to
thereby make a program;

a distribution medium portion tor distributing
programs made in said program producing por-
tion through a transmission medium; and
a program receiving portion tor detecting and
analyzing the CPTC inlonnation trom the bit
stream transmitted trom said distribution medi-

um portion and the bit stream reproduced trom
cassette tape, and descrambling and decoding
the bit stream transmitted lrom said distribution
medium portion.

34. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 33.
wherein said program producing portion compris-
ing:

a control word generator tor generating a con-
trol word tor scrambling;
a CPTC generator tor generating the CPTC in-
tormation tor prohibiting illegal view/copy;
a scrambling portion lor scrambling the audio/
video bit stream using the control word output
from said control word generator,
an encrypting portion tor encrypting the control
word output lrorn said control word generator
and the CPTC inlonnation output lrom said
CPTC generator, and

an adder tor multiplexing the signals output
trorn said scrambling portion and encrypting
portion and transmitting them to said distribu-
tion medium portion.

35. An illegal view/copy protection apparatus tor a dig—
ital broadcasting system as claimed in claim 33,
wherein said distribution medium portion compris-es:

a broadcasting medium tor distributing the pro-
gram made by said program producing portion.
through cable. satellite or terrestrial broadcast-
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a recording medium lor distributing the program
made by said program producing portion
through cassette tape.

An illegal view/copy protection apparatus tor a dig»
ital broadcasting system as claimed in claim 35.
wherein said program receiving portion comprises:

a decrypting portion lor decrypting the bit
stream transmitted lrorn said broadcasting me-
dium;
a CPTC detecting/analyzing portion lor detect-
ing and analyzing the CPTC inlormation lrom
the bit stream output lrorn said decrypting por~
lion and rwording medium. and outputting sig-
nals lor controlling the control word and illegal
view/copy;
a descrambling portion tor descrambling the bit
stream transmitted lrorn said broadcasting me-
dium and recording medium and the bit stream
reproduced lrom cassette tape;
a decoding portion lor decoding and displaying
the signal output lrom said descrambling portio;
and

a recording/reproducing portion lor recording
the bit stream transmitted from said broadcast-

ing medium and recording medium according
to the signal output lrom said CPTC detecting]
analyzing portion, and reproducing cassette
tape, to thereby output the result to said de

scrambling portion and CPTC detecting/ana-
lyzing portion.

An illegal view/copy protection apparatus lor a dig-
ital broadcasting system as claimed in claim 33,
wherein said CPTC inlorrnation is lormatted in a

generational copy control field lor limiting the
numberol copy available. anda reproducibility con-
trol field tor limiting the reproduction at a copied pro-
gram.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 37,
wherein said CPTC inlorrnation is lormalted lunher
containing a descrambling inlorrnation field where
the whole or part of the control words tor descram-
bling are recorded.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 37,
wherein said CPTC inlorrnation is lormatted lunher
containing a CA field where CA inlorrnation lor con-
ditional access is recorded.

An illegal view/copy protection apparatus lor a dig-
ital broadcasting system as chimed in clalrn
37.wherein said generational copy control field is
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made up ol 3 permissible generational lield tor lim-
iting the number ol copy permissible and a present
generational field lor indicating the present gener-
ation at a program copied.

An illegal view/copy protection apparatus lor a dig-
ital broadcasting syslem as claimed in claim 37,
wherein said reproduction control field is made up
01 a reproducble number field tor limiting the
number ol reproducing a copied program. and a
maximum reproducible time field lor limiting time to
reproduce the copied program.

An illegal view/copy protection apparatus lor a dig-
ital broadcasting system as claimed in claim 33,
wherein the data recorded on cassette tape con-
lains scrambled audio/video bit stream and CPTC
inlormation.

. An illegal view/copy protection apparatus lor a dig-
ital broadcasting system as claimed in claim 42,
wherein said CPTC inlorrnation is overwritten on
the scrambled audio/Video bit stream for the error

ellect and recorded on cassette tape.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 42.
wherein said CPTC inlorrnation is recorded on a

portion at any ol the audio track at cassette tape.
the control track ol cassette tape. or the video track
at cassette tape.

. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 33,
wherein said all of the control word is contained in
the CPTC inlorrnation.

An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 33,
wherein said bit stream transmitted contains ECM
and EMM.

An illegal view/copy protection apparatus tor a dig—
ital broadcasting system as claimed in claim 46,
wherein pan ol the control word is contained in the
CPTC inlorrnation.

. An illegal view/copy protection apparatus for a dig-
ital broadcasting system as claimed in claim 47,
wherein the remainder of the control word is con-
tained in the ECM.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 47,
wherein the remainder ol the control word is con-
tained in the EMM.

An illegal view/copy protection apparatus lor a dig—

Petitioner Apple Inc. - EX. 1025, p. 5011



Petitioner Apple Inc. - Ex. 1025, p. 5012

51.

52.

53.

54.

37 EP 0 763 938 A2 38

ital broadcasting system as claimed in claim 46.
wherein the whole control word is contained in the
ECM.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 46.
wherein the whole control word is contained in the
EMM.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 46,
wherein said program receiving portion comprises:

an IFtD lor receiving, decoding and descram-
bling the bit stream transmitted lrom said
broadcasting medium. outputting analog audio/
video data to be displayed and outputting
scrambled digital audio/video data to be re-
corded on cassette tape; and
a smart card lor decrypting the bit stream output
lrom said IRD, detecting/analyzing the CPTC
inlormation. and outputting the control word
and signals lor controlling illegal view/copy to
said IRD in order to perlorm conditional access
and copy protection.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim
52.Wherein said program receiving portion lurther
comprises a lookup table tor, in case that the EMM
is updated by a broadcasting station tor the purpose
ol copyright protection, storing EMM having inlor-
rnation required to decode the CPTC inlorrnation.
and outputting CPTC inlormation corresponding in
reproduction to said smart card in order to continu-
ously reproduce the program at copied cassette
tape.

An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 52.
wherein said program receiving portion lurthercom-
prises a DVCR lor recording the digital audio/video
data and CPTC inlorrnation scrambled and output
from said IFlD on cassette tape. and reproducing
the scrambled digital audio/video data and CPTC
inlorrnation recorded on cassette tape to be output
to said IRD,

An illegal view/copy protection apparatus lora dig-
ital broadcasting system as claimed in claim 54.
Mterein said smart card comprises:

an ECM filter lor littering the ECM lrom the bit
stream output lrom said lFtD;
a CPTC/tape state signal filter lor filtering the
CPTC inlormation and the tape state signal in-
dicative ol the state at tape lrom the bit stream
output lrom said IRD;
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an EMM litter tor filtering the EMM lrom the bit
stream output lrom said IRD;
a lookup table tor. in case that the EMM is up-
dated lor copyright protection by a broadcast-
ing station. storing the previous EMM contain-
ing inlonnation required to decode the CPTC
inlorrnation, and outputting CPTC inlorrnation
corresponding in reproduction in order to con-
tinuously reproduce the program ol cassette
tape copied;
an EMM processing portion lor processing the
EMM using the EMM output lrom said EMM fil-
ter and lookup table and the tape state signal
output lrom said CPTC/tape state signal litter;
a CPTC processing portion tor processing the
CPTC inlorrnation using the signals output lrom
said CPTC/tape state signal filter and EMM
processing portion; and
a CA processing portion lor outputting control
word CW using the signals output lrom said
ECM filter and EMM processing portion.

56. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as clairned in claim 54,
Mterein said smart card comprises:

an ECM lilter lor littering the ECM lrom the bit
stream output lrom said IRD;
an EMM litter lor littering the EMM containing
the EMM lrom the bit stream output lrom said
IRD;
a tape state signal lilter lor littering the tape
state signal output lrom said IRD;
a lookup table lor, in case that the EMM is up-
dated lor copyright protection by a broadcast-
ing station. storing the previous EMM contain-
ing inlorrnation required to decode the CPTC
inlonnation. and outputting CPTC inlorrnation
corresponding in reproduction in order to con-
tinuously reproduce the program at cassette
tape copied;
an EMM processing portion lor processing the
EMM using the EMM output lrom said EMM lil-
ter and lookup table and the tape state signal
output lrom said tape state signal filter,
a CPTC processing portion lor processing the
CPTC inlorrnation using the signals output lrom
said EMM litter and tape state signal lilter. to
thereby output ECM. enable erase signal and
ID signal; and
a CA processing portion lor outputting control
word CW using the signals output lrom said
ECM filter and EMM processing portion.

57. An illegal view/copy protection apparatus lor a dig-
ital broadcasting system as claimed in claim 54.
wherein said DVCFt comprises:

Petitioner Apple Inc. - EX. 1025, p. 5012



Petitioner Apple Inc. - Ex. 1025, p. 5013

39 @0753 seen 40

a deck mechanism;

a recording/reproducing portion lor recording
digital data on cassette tape according to said

60. An illegal view/copy protection apparatus for a dig—
ital broadcasting system as claimed in claim 59.
wherein said IFlD comprises:

deck mechanism and reproducing the digital
data recorded on cassette tape;

a reproduction number detecting/updating por-
tion lor detectinglupdating the reproduction
number lrom the digital data reproduced from
said recording/reproducing portion, and output-
ting it to said IFlD in order to rerecord it in said
recording/reproducing portion;
a digital data processing portion lor processing
the digital data reproduced lrorn said recording!
reproducing portion. outputting it to said lFiD,
and outputting switching position inlcmtation
lor recording and reproducing;
a recording/playback switching ponion lor out-
putting a switching signal lor controlling the re-
production number, the reproduction ol digital
data and the recording at the updated repro-
duction number using the switching position in-
lormation output lrom said digital data process-
ing portion; and
an error correction encoder/decoder lor cor.

recting the error at data output from said digital
data processing ponion, and encoding and de-
coding the data to be output to said digital data
processing ponion.

10

15

a digital output controller tor receiving the con—
trol word and signals tor controlling illegal view/
copy output lrom said CPTC detecting!
processing portion, and controlling the output
of the scrambled digital audio/video data output
lrom said reproducing portion in order to disphy
them;

a descrambler lor descrambling the scrambled
digital audio/video data output lrcm said digital
output controller according to the control word
output lrom said digital output controller, and
a display processing ponion tor processing and
outputting the digital audio/Video data output
lrom said descrambler in order to display them.

20 61. An illegal view/copy protection apparatus tor a dig-

25

ital broadcasting system as claimed in Chaim 35,
wherein said program receiving ponion comprises:

a DVCFi lor reproducing the scrambled digital
audio/video data and CPTC inlorrnation record-

ed on cassette tape through a recording medi-
um, and outputting them to said IFiD;
an lFiD lor decoding/descrambling the bit
stream transmitted lrcm said DVCFl. and out-

58. An illegal view/copy protection apparatus tor a dig- 30
ital broadcasting system as claimed in claim 35.
Mterein said program receiving portion comprises:

putting analog audio/video data to be dis-
played; and

a smart card lor decrypting the bit stream output
lrom said IFlD, detecting/analyzing the CPTC.
and outputting the control word and signals for
controlling copying to said IRD to thereby per-
lorm copy protection and/or conditional access.

a DVCH lor detecting/analyzing the CPTC in-
lormation lrom the bit stream transmitted lrom 35

said recording medium, outputting a control
word and signals lor controlling illegal view/
copy. and reproducing scrambled digital audio/
video data; and

an lFlD lor receiving the control word and sig- 40
nals lor controlling illegal view/copy output lrom
said DVCFl 232, descrarnbling the scrambled

digital audio/video data, and outputting analog
audio/video data to be displayed or recorded.

62. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 54 or
claim 61, Mterein said IFlD comprises:

a recording/digital output controller lor decod-

ing the bit stream transmitted lrom the broad-
casting medium and DVCR. outputting to said

45 sman card, receiving the control word and sig-
nals tor controlling illegal view/copy output lrom
said sman card. and controlling the output ol
the scrambled digital audio/video data lor the

59. An illegal view/copy protection apparatus tor a dig-
ital broadcasting system as claimed in claim 58.
wherein said DVCFl comprises:

purpose 0! recording and displaying;
a CPTC detecting/processing ponion tor de- 50 adescrambler lor descrambling the scrambled
tecting/analyzing the CPTC inlormation lrom digital audio/video data output lrom said re-
the bit stream transmitted from said recording cording/digital output controller according to
medium. and outputting the control word and the controlword outputlrom said recording/dig-
signals lor illegal view/copy; and ital output controller, and
a reproducing portion tor reproducing the bit 55 adisplay processing portionlor processing and
streamtransmittedlrom said recording medium outputting the digital audio/Video data output
and outputting it to said IFlD. lrom said descrambler to be displayed.
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(54) Software management system and method

(57) An operation management system for manag-
ing the operation of a managed software product. When
a management target function is executed. reference is
made to a battery value and, if the value is zero or great-
er, the function is allowed to be executed. The battery
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value is decremented as the function is executed. A

charge value is supplied on a charge disk, such as a
floppy disk. to allow the userto increase the battery val-
ue and to extend the usage period of the managed soft-
ware product. The charge value may be supplied over
a communication line.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention

This invention relates to an operation management
system and an operation management method, and
more particularly to software operation management or
execution management.

Description of the Related Art

As computers and computer use become more
common, more advanced technology is introduced and
a variety of software products are developed for use in
various fields. However, in many cases, the user finds
it difficult to select a product from among a variety of

software products that seem to meet the user's require-
ments; often, the user cannot find the best tool for his
needs.

To reduce such a risk, a sen/ice has been available

that supplies the user with a trial-use software product
free of charge. However, most of these trial-use soft-

ware products contain only function descriptions or pro-
vide the user with limited functions (e.g., save function
and/or output function is/are not included). This makes

it difficult for the user to evaluate the actual product (all
the functions) correctly

A sales system which charges the user according
to how long the user actually uses a software product
(including a trial use) would allow him to buy the product
anytime he wants, to fully evaluate the product, and to
precisely determine the requirements for continued use
(including payment for it). Many users would find this
type of sales system appealing and economical.

In Japanese Patent Laid-Open Publication No. Sho

59-41061 and Japanese Patent Laid-Open Publication
No. Sho 63-153633, a system is disclosed that automat-
ically prevents a program from being used when the us-
age oount reaches a specified value. In Japanese Pat-
ent Laid-Open Publication No. Hei 1-147622 a system
is disclosed which accumulates program execution time
(total program execution time) and prevents the pro-
gram from being used when the accumulation time

reaches a specified amount. However, these systems
do not disclose means for extending the program usage
period. Japanese Patent Laid-Open Publication No. Hei

5134949 discloses a system in which a program and
expiry of the program are downloaded from a host com-
puter to a user computer via a communication line. Also

disclosed is a system in which a new expiry of the pro-
gram is downloaded from the host computer to the user
computer in order to update the expiry. However, the
system only measures the execution time taken for ex-

ecuting the entire program, and does not include any
means for changing the expiry on the user computer.

In Japanese Patent Laid-Open Publication No. Hei
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7-234785, a system is disclosed that relates to a soft-
ware rental system. This system connects a computer
in a rental company to a user computer on which a rental
software product is running over a communication line.
When the time elapsed from the rental start time reach-
es the rental limit time, the system makes the program
unavailable for use. (For example, the program is delet~
ed.) To allow the user to update the rental period, the
rental company sends a rental period extension pro-
gram to the user's computer over a communication line.
The user runs this program to extend the rental period
of‘the program. A drawback of this system is that the
user must pay for the software product regardless of
whether the user has used it frequently or not. This
means that the amount of money the user has to pay
depends, not on how often he has used it, but on how
long he has used it.

In Japanese Patent Laid-Open Publication No. Hei

7-244585, a system is disclosed that manages the pro-
gram usage period. This system assigns a usage limit
date to a program and, when the current date becomes
greater than the limit date, the program product is made
unavailable. To extend the usage limit date, the system
reads update limit data from a recording medium con-
taining that data and re-assigns a usage limit date based
on the update limit data. This system is not reasonable
because the amount of money the user has to pay does
not depend on whether or not the user actually uses the
program.

For example, during execution of a Computer Aided

Design (CAD) software product, the user often spends
much time thinking without entering data. In the system
disclosed by the above mentioned Japanese Patent
Laid-Open Publication No. Hei 7-234785 or Japanese
Patent Laid-Open Publication No. Hei 7-244585, the us-
er must pay forthis thinking time. This places unwanted
pressure on the user, especially when he must think
carefully during program execution.

SUMMARY OF THE INVENTION

The present invention seeks to solve the problems
associated with the art described above. In view of the

foregoing, it is an object of the present invention to pro-
vide an operation management system and method

which reasonably manage the operation of a managed
software product.

It is another object of the present invention to pro-
vide an operation management system and method
which levy a charge according to the actual usage
amount of the managed software product (or the amount

of the result generated by the managed software prod-
uct).

It is still another object of the present invention to

provide an operation management system and method

which manage the operation according to the property
of each function of the managed software product.
(1) To achieve the above objects. an operation manage-

Petitioner Apple Inc. - EX. 1025, p. 5035



Petitioner Apple Inc. - Ex. 1025, p. 5036

3 EP0818748A2 4

ment system for managing the operation of a managed
software product according to the present invention
comprises: battery value management means for dec-

rementing a battery value according to the operation'
amount of the managed software product; operation lim-
it means for limiting the operation of the managed soft—
ware product when the battery value has decreased to
a specified limit value; and charge means for adding a
charge value to the current battery value when the
charge value is entered from external means.

The 'battery value' mentioned above is a 'virtual
battery' which drives a managed software product. This
battery value is preferably the value of a counter.

The battery value management means decrement
the battery value according to the operation amount of
the managed software product. When the battery value
has reached a specified limit value (for example, 0), the
operation limit means limit all of or a part of the operation

of the managed software product. Upon receiving a
charge value (additional battery value) from the extemal
means, the charge means add the received value to the
current battery value, thus extending the operation pe-
riod. That is, the battery value is incremented, just as a
battery is charged, to allow the continued use of the
managed software product.

The managed software product described above is
preferably a packaged application software program in-
cluding a CAD program, game program, video program,
language processor, music program, communication
program, or a measurement program.

The battery value management means, operation
management means, and charge means described
above should be implemented preferably as software
programs (management software programs) that run on
a computer. The managed software product and the
management software product may be separate, or the
whole or a part of the management software product
may be included in the managed software product.

A system according to the present invention is im-
plemented on a general-purpose computer or special-
purpose computer having such peripheral units as a disk
drive, display, and input unit. The external means de-

scribed above include recording media such as a mag-
netic disk or an optical disk and other host computers
connected over a network.

(2) An operation management system according to the
present invention may be applied to an application soft-
ware product sales system. The following explains an
example:

A vendor sells an application software product con—
taining the operation management program according
to the present invention. The operation management
program has a battery value defined as the initial value.
In addition to this product, the vendor sells recording
media containing charge values (e.g., floppy disk (FD)).
In this case, it is desirable that a variety of recording
media, each containing a unique charge value, be sup-
plied.
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On the other hand, a user who bought the applica-
tion software product may use the product until the bat-

tery value reaches zero. This allows the user to fully
evaluate and examine the product. A user who wants to
use the product after the battery value becomes zero
must buy a recording medium containing a charge value
to charge the battery. This enables him to add a charge
value to the battery value and to use the product con-
tinuously.

If the specifications of the application software prod-
uct do not satisfy the user‘s request, the user does not
buy the recording medium. This prevents additional
charges and reduces the cost to the user.

Considering an increase in the sales profit in record-
ing media that will be produced in the future, a combi-
nation of a managed software product and the operation
management program will lower prices significantly. The
operation management system accordingtothe present
invention will increase the profits of both the user and
the vendor, making it possible to build a very reasona-
ble, economical system.
(3) In a preferred embodiment of the present invention,
the battery value management means calculate the op-
eration amount of each function of the managed soft-

ware product, and subtracts a value corresponding to
the operation amount from the battery value.

A continuous decrease in the battery value during
execution of a managed software product, as in a con-
ventional system, decrements the value even when the
user is idle (input wait time), which places pressure on
the user.

Calculating the operation amount of each function
during execution of a managed software product, as in
a system according to the present invention, decreases
the battery value only when the managed software prod-
uct is actually used, enabling the user to do operation
without having to worry about time elapsed while think-
ing.

(4) In a preferred embodiment of the present invention,
function category determination means are also availa-
ble which determine if an execution instruction from the

user activates a management target function or a man-

agement non-target function. And, the battery value
management means decrement the battery value only
when the management target function is executed.

For example, with the data generation function de-
fined as a management target function and with other
functions as management non-target functions, a cost
can be levied only when new data are generated.
(5) In a preferred embodiment of the present invention,
the battery value management means have a weight ta-
ble containing an operation am0unt weight value for
each of the management target functions. When any of
the management target functions is executed, the bat-

tery value management means decrement the battery
value by the weight value corresponding to the manage-
ment target function.

In a preferred embodiment of the present invention,
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the battery value management means measure the ex-
ecution time of each of the management target functions
and decrement the battery value by the value corre-
sponding to the execution time.

This weight value system is able to calculatethe op-
eration amount regardless of the computer speed,
which may differ among computers. In addition, by
measuring time in this manner, the execution time is di-
rectly monitored and therefore the operation mount be-
comes proportional to the CPU load.
(6) In a preferred embodiment of the present invention,
the operation limit means prevent only the management

target functions from being executed when the battery
value has decreased to a specified limit value; manage-
ment non-target functions are executed

For example. forcing a game program used at home
to terminate when the battery value has reached a spec-
ified value does not cause a serious problem.

However, for a CAD program used in an office,
forced termination when the battery value has reached
a specified value may make already-produced data un-
available, possibly interrupting a job. Therefore, consid-
ering user's advantage and convenience, the embodi-

ment keeps some functions operable even when the
battery value has reached a specified value.

(7) A preferred embodiment of the present invention has
remainder warning means for issuing a remainder warn-
ing message when the battery value has decremented
to a specified warning value because a sudden inoper-
able condition in the managed software product without
prior notice may cause the user unexpected damage.
The remainder warning means alert the usertothat con-
dition before it occurs. In other words, the waming mes-
sage prompts the user to determine whether to charge
the battery value.

A preferred embodiment of the present invention
has remainder display means for displaying the battery
value on the screen during execution of the managed
software product. This remainder display information
keeps the user informed of the amount by which the
managed software product will be able to continue op-
eration without being charged.

It is also possible to program the system so that,
upon detecting that the battery value has been charged
to a specified value. the system can automatically disa-
ble operation management through the battery value to
allow the user to use the product indefinitely.
(8) To achieve the above objects. a method for manag-
ing the operation of a managed software product ac-
cording to the present invention comprises: a count val-
ue management step for changing a count value accord-

ing to the operation amount of the managed software
product; an operation limit step for limiting the operation
of the managed software product when the count value

has reached a specified limit value; and a charge step
for charging the current count value or the limit value
when a charge value is entered from external means.

The above count value is incremented or decre-
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mented according to the operation amount of the man-
aged software product. When the count value is incre-
mented, a charge value is added to the limit value; when
the count value is decremented, a charge value is added
to the current count value. In either case, the usage pe-

riod is extended by charging the battery value.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing a user machine used in
the operation management system according to the
present invention.

Fig. 2 is a diagram showing the data structure of a
charge disk.

Fig. 3 is a diagram showing the concept of the op-
eration management system according to the present
invention.

Fig. 4 is a diagram showing an example of the his-
tory table.

Fig. 5 is a diagram showing an example of the us-
age amount table.

Fig. 6 is a flowchart showing the processing of the
system when a management target function is executed
in the execution time based method.

Fig. 7 is a flowchart showing the processing of the
system when a management target function is executed

in the weight value based method.
Fig. 8 is a flowchart showing the charge disk read

processing.
Fig. 9 is aflowchart showing the charge processing.
Fig. 10 is a diagram showing a user machine used

in another embodiment.

Fig. 11 is a diagram showing the structure of data
sent from the host machine to a user machine.

Fig. 12 is a diagram showing the concept of the sys-
tem in another embodiment.

Fig. 13 is a diagram showing an example of the user
registration table.

Fig. 14 is a flowchart showing the operation of the
user machine and a user machine in another embodi~

ment. _

Fig. 15 is a diagram showing another configuration
of the system.

Fig. 16 is a diagram showing an example of an ap-
plication according to the present invention.

Fig. 17 is a flowchart showing the function category
determination processing.

DESCRIPTION OF PREFERRED EMBODIMENTS

Fig. 1 shows a user machine 10. This user machine

10 is a computer which executes various types of appli-
cation programs under control of the operation system
(OS). The user machine 10 is composed of a system

unit 12, display 14, keyboard (not shown in the figure),
output unit (not shown in the figure) such as a printer or
plotter, and so forth. The system unit 12 contains a CD-
ROM disk drive 16 which accesses a CD-ROM and
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reads data from it and a floppy disk drive 20 which ac-
cesses a floppy disk (FD) and reads data from it.

The CD-FlOM shown in Fig. 1 contains a managed
software product 18. in this embodiment, the managed
software product 18, such as a CAD software product,
has an operation management program built in. The op-
eration management program. designed for managing
the operation of the managed software product 18, man-
ages the operation using a 'battery value' which will be
described below. In the example shown in Fig. 1, the
managed software product 18 is installed from the CD-
FlOM to the user machine 10; it may be installed from
any other recording medium or via a communication
line.

A charge disk 22, containing specified data (includ-
ing a charge value) on a floppy disk, functions as a bat-
tery value charger. inserting this charge disk 22 into the
floppy disk drive 20 causes a charge value to be read
and enables the user to extend the allowable operation
period of the managed softWare product 18. In this em-
bodiment, several charge disks 22, each containing a
unique charge value, are supplied to allow the user to
select or buy a desired charge disk 22 to add a desired
charge value to the battery value.

The managed software product 18 and the charge
disk 22 are usually supplied from the same vendor. in
this embodiment, the managed software product 18 in-
cludes the operation management program. Of course,
the managed software product 18 and the operation
management program may be separately loaded into
the user machine 10.

In Fig. 1 , the display 14 has a remainder information
area 24 where remainder information is displayed and
a remainder warning area 26 where a warning message
is displayed when the remainder drops below the spec-
ified amount. These areas will be described later.

Fig. 2 shows the data structure of the charge disk
22. As shown in Fig. 2, the charge disk 22 contains a
serial number 28, management information 30, and
charge value (additional battery value) 32. The serial
number 28 is a unique identification number that is as-
signed when the floppy disk is formatted. Usually, this
number is not copied when the disk is copied. The man-
agement information 30 is created when the serial
number 28 is encrypted. This management information
30 is copied when the disk is copied. Therefore, when
the disk is copied illegally, the serial number 28 and the
management information 30 do not match, thereby mak-
ing it easy to determine that the disk is copied illegally.

Of course, any other conventional security system may
also be used instead of this method.

The charge value 32 is an additional charge value
to be added to the battery value that is decremented as

the user uses the managed software product 18. Charg-
ing the battery value with this charge value enables the
user to extend the usage period.

When the battery value is managed in the 'execu—
tion time based method' in which the battery value is
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decremented by the execution time of each function, an
additional time is recorded as the charge value 32. On

the other hand, when the battery value is managed in
the 'weight value based method' in which the battery
value is decremented by the weight value of each func-
tion, the additional value is recorded as the charge value
32. These methods will be described in more detail later.

Although a floppy disk is used as the charge disk
22 in the embodiment shown in Fig. 1, other types of
recording media may also be used. Also, as shown in
another embodiment that will be explained later. a
charge value may be sent over a communication line.

Fig. 3 shows the concept of the operation manage-
ment system which uses the charge disk 22. The system
is composed primarily of the user machine 10, charge
disk 22, and vendor's machine 34. In this embodiment,

the managed software product 18 including the opera-

tion management program 36 is installed in the user ma-
chine 10.

The charge disk 22 is generated on the vendor's
machine 34 owned by the vendor which sold the man-

aged software product 18. More specifically, the ven-
dor’s machine 34 has two software modules: the man-

agement information creation module 52 and the charge
value issuance module 54. The management informa-
tion creation module 52 encrypts the serial number 28
recorded on the charge disk 22, and writes the resulting
management information 30 back onto the charge disk
22. Note that the operation management program 36,
which contains the encryption condition or the decryp-
tion condition, can check whether or not the serial

number 28 agrees with the management information 30.
The charge value issuance module 54 records the
charge value 32, which has been set by the vendor, onto
the charge disk 22. In the execution time based method,
the charge value 32 is recorded, for example, as 100
hours, 200 hours, or 500 hours. Note that the operation

management program 36 contains an initial battery val-
ue (for example, 100 hours).

The operation management program 36 has a
counter 38 which decrements the battery value (battery

value management function). In this embodiment, the
operation management program 36 decrements the
counter 38 each time a 'management target function'
provided by the managed software product 18 is exe—
cuted. When the battery value, i.e., the counter value,
has decremented to the limit value of 0, the operation

management program 36 prevents management target
functions from being executed. That is, in this embodi—
ment, when the battery value has reached a specified
limit value, the execution of the managed software prod-
uct 18 is limited and, when the battery value is charged
with the charge value 32 contained on the charge disk
22, the charge value is added to the battery value and
the resulting value is used as a new battery value. The
usage period of the managed software product 18 is
thus extended.

A history table 40 managed by the operation man-
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agement program 36 contains history information on

charge values recorded on the charge disk 22. Fig. 4
shows an example. As shown in Fig. 4, the history table
40 is composed of three columns: FD serial number col-

umn 40A, charge data/time column 40B, and charge val-
ue column 40C. The table may have other columns as
necessary.

Referring to Fig. 3 again. the following explains how

the battery value is managed. When the battery value
is managed in the 'execution time based method' de-

scribed above. the execution time of each management
target function, measured based on the internal clock

42, is subtracted from the battery value. On the other
hand, when the "weight value based method' described
above is used, the battery value is managed based on
the usage amount table 44. Fig. 5 shows an example of
the usage amount table 44. In this embodiment. the ta-

ble contains entries, each consisting of a function name

44A and the corresponding usage amount 448. it should
be noted that each usage amount is used as a weight
value. For example, a weight value is pre-defined ac-
cording to the processing time of each function. There-
fore, when a management target function is executed,
the corresponding usage amount (weight value) is sub-
tracted from the battery value.

The managed software product 18 shown in Fig. 3
has many user interface programs as well as many in-
ternal functions and common functions used by the pro-
grams. These functions are classified roughly into two:
management target functions and management non—
targetfunctions. Whenever the managed software prod-
uct 18 attempts to execute a management target func-
tion, the operation management program 36 references
the battery value and, when it is zero or greater, allows
the managed software product 18 to execute that func-

tion. When the managed software product 18 attempts
to execute a management non-target function, the op-
eration management program 36 does not check the
battery value. For example, when input/output function
for processing generated data 50 from the managed
software product 18 is defined as a management non-
target function, the input/output processing is always ex-
ecuted on the generated data 50, even if the usage pe—
riod of the managed software product 18 has expired.
This ensures that the generated data 50 are always

processed, thus protecting user assets. Examples of
management non-target functions include the data dis-
play function, data print function, and data plotter output
function.

Management target functions include the data gen-
eration function. For example, when the managed soft-
ware product is a CAD software product, the data gen-
eration functionincludes the straight-line drawing func-
tion, curved-line drawing function, circle drawing func-
tion, area fill-in function, area hatching function, and
character insenion function.

Fig. Sconceptually shows management targetfunc-
tion execution module 46 which executes management
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target functions and management non-target function
execution module 48 which executes management non-
target functions. In this embodiment, the battery value
is decremented only when a management target func-
tion is activated. Note that the battery may be decre-
mented when both a management target function and a
management non-target function are activated.

In addition to the data described above, the charge
disk 22 may contain other types of data. For example,
it may contain the name of the managed software prod-
uct 18 which accepts a charge value. In this case, the
name of the managed software product 18 is used as
follows. When the charge disk 22 is read, the operation
management program 36 checks whether or not the
name of the managed software recorded on the charge
disk 22 matches that of the managed software product
18 installed in the user machine 10 and, only when they
match, accepts the charge value 32.

The battery value described above is stored on the
hard disk and then copied into the computer's RAM. The
battery value in the RAM is decremented whenever a
management target function is executed. Also, at an in-
terval or as necessary, the battery value in the RAM re-
places the battery value on the hard disk. This means

that, even when the computer fails, the battery value is
not erased. The battery value may also be maintained
in some other way.

Fig. 17 is a flowchan showing how the operation
management program operates when it accepts an in-
struction requesting the execution of a managed soft—
ware product function. The following explains this
processing in more detail.

Upon receiving from a user an instruction request-
ing the execution of a function of the managed software
product while the managed software product is in exe-
cution ($601), the operation management program
checks whether the requested function is a manage-
ment target function or a management non-target f unc-

tion ($602). When the function is a management target
function ($603), the operation management program
performs the processing shown in Fig. Sor Fig. 7 ($604).
When the function is a management non—target function

($603), the program executes the function immediately.
($605). This processing is repeated whenever an exe-
cution instruction is received.

Next, referring to Fig. 3, the execution of a manage-
ment targetfunction in the execution time based method
is explained with the use of Fig. 6.

When the user requests the execution of a manage-
ment target function while the managed software prod-
uct 18 shown in Fig. 3 is in execution, the routine shown
in Fig. 6 is started. First, the management targetfunction
execution module 46 or the operation management pro-
gram 36 reads the battery value to check if it is greater
than zero. If the battery value is zero or less, the routine
is terminated. That is, the requested management target
function cannot be started. Note that a management
non—target function is staned even if the battery value is
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zero.

In 3102, the routine gets the start time from the in-
ternal clock 42 before starting the requested manage-

ment target function and, in $103, starts the manage-

ment target function. In 8104, the routine gets the end
time from the internal clock 42 and, in $105, subtracts

the start timefrom the end time to calculate the process-

ing time (execution time) of the processing executed in
$103.

In 8106, the routine subtracts the processing time
calculated in $105 from the battery value. In 8107, the
routine checks if the resulting battery value is equal to

or less thanthe warning value and, if so. displays a mes-
sage in the remainder warning area 26 shown in Fig, 1.
If the resulting battery value is greater than the warning
value, the routine does not display the message. As

shown in Fig. 1, the remainder information area 24 is
displayed during execution of the managed software
product 18 (see Fig. 1) to allow the user to check the
remaining amount. This helps the user determine how
long he can execute the managed software product 18.

Fig. 7 shows the processing of a management tar-
get function in the weight value based method.

When the execution of a management target func-
tion is requested as described above. the routine refer-
ences the battery value in $201 to check if it is equal to
or greater than 0. If it is, the routine executes the re-
quested management target function in $202 and, in
8203, references the usage amount table 44 shown in
Fig. 5 to find the usage amount (weight value) of the
executed management target function. Then, in $204,
the routine subtracts the processing amount found in
$203 from the battery value to find a new battery value.
In 8205, the routine checks if the battery value is less
than the warning value and, if so, displays a message
in the remainder waming area 26 in $206.

The 'execution time based method' shown in Fig.
6 allows the user to manage operation using a physical
amount that is easy to understand. In addition. the user
can manage operation in a relatively simple configura-
tion. On the other hand, the "weight value based meth-
od' shown in Fig. 7 gives the user the same result re-
gardless of the CPU speed of the user's machine.

Next, referring to Fig. 3, the charge disk 22 read
processing is explained with the use of Fig. 8.

This processing is started when the charge disk 22
is inserted into the floppy disk drive 20 as shown in Fig.
1. The routine reads the serial number in $301, and the

management information in 8302, both from the charge
disk 22. In 8303, the routine encrypts the serial number

according to the encryption condition, or decrypts the
management information according to the decryption
condition, and compares the serial number with the

management information. This comparison determines
whether or not the charge disk 22 is legal. For example,
when the disk is illegally copied, the management infor-

mation 30 is copied, but the serial number 28 is not cop-
ied but replaced. This results in a mismatch between the
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serial number 28 and the management information 30,

thereby making it possible to find an illegal copy.
In 8304, the routine checks if the charge disk 22 is

valid and, if it is not valid, terminates processing in $308.
If it is valid. the routine references the history table 40,

containing past charge history data, in $305 to check
the validity of the charge value 32 recorded on the
charge disk 22. To do so, the routine first checks to see
if the serial number 28 of the charge disk 22 is in the

history table 40. If the serial number is found, the routine
takes the following steps to check if the charge value 32
recorded on the charge disk 22 is valid. The routine finds

the charge value initially recorded on the charge disk 22
and, from that initial value, subtracts the actual charge
value to find the remainder. The next time the battery

value is charged, the routine compares the remainder
with the charge value currently recorded on the charge
disk. It the charge value on the charge disk 22 is greater
than the remainder, the routine determines in $306 that

the charge disk is not valid and terminates processing
in $308. If the routine finds that the charge value 32 on
the charge disk 22 is valid, it performs the charge
processing, shown in Fig. 9, in 8307.

Fig. 9 shows an example of charge processing. In
3401, the routine references the counter 38 to read the

current battery value and, in 8402. reads the charge val-
ue from the charge disk 22. In 8403. the routine asks
the user to type an actual charge value that does not
exceed the charge value 32 recorded on the charge disk
22. The user types the charge value, for example, from
the keyboard. In 8404, the routine checks that the spec-
ified charge value is less than the charge value on the
charge disk 22. If the specified charge value is greater
than the charge value on the charge disk 22, the routine
asks the user to retype the charge value.

In 8405, the routine adds the specified charge value

to the battery value, thus charging the battery value. In
8406, the routine subtracts the specified charge value

from the initial charge value and writes the resulting val-
ue on the charge disk 22 as a new charge value 32 . If

the initial charge value 32 is exhausted, the routine
writes the value of 0 on the charge disk 22 to virtually

erase the charge value. The value of 0 prevents the

charge disk 22 from being re-used. In 8407, a record
relating to the charge processing is added to the history
table 40.

In the above embodiment, the user specifies an ac-

tual charge value. Instead of having the user specify a
value, a pre-defined charge value may be added to the
battery value at that time.

Fig. 10shows another embodimentaccordingtothe
present invention. In the embodiment described above,
the battery value is charged using a recording medium.
In this embodiment, the battery value is charged via a

- communication line 60. For the same components as
those used in the above embodiment, the same num-

bers are assigned and their descriptions are omitted.
The user machine 10 in Fig.10 is connected to the
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host machine 62 via the communication line 60. From

this host machine 62, send data 64 shown in Fig. 11 are
sent to the user machine 10 to charge the battery value.

In Fig. 11, address information 68 specifies the ad-
dress of the user machine 10. Management information
70 is created by encrypting the serial number on the re-

cording medium containing the managed software prod-
uct 18. A charge value 72, a value to be added to the
battery value as with the above embodiment. is an ad-
ditional period of time in the execution time based meth-

od, and is an additional amount in the weight value
based method.

Fig. 12 illustrates the system concept of this embod-
iment.

As described above, the user machine 10 is con-
nected to the host machine 62 via the communication

line 60. That is, this host machine 62 is connected to

each of a number of user machines 10 for integrated
operation management. This host machine 62 has a

management information creation module 76, charge
value issuance module 78, user registration table 80,
and billing module 82. The management information
creation module 76 creates the management informa-
tion 70 shown in Fig. 11, and the charge value issuance
module 78 issues a charge value 72 in response to a
request from the user machine 10. As shown in Fig. 13,
the user registration table 80 is composed primarily of
the user ID column 80A, user name column 803. and

request charge value column 800. The billing module
82 references the user registration table 80 to automat-
ically issue a bill for a requested amount whenever a
charge value is issued, or at some specified interval.

Next, referring to Fig. 12, the operation of this em-
bodiment is explained with the use of Fig. 14. The op-
eration of the user machine 10 is shown in the left side

of Fig. 14, while that of the host machine 62 is shown
on the right.

First, in $501 and 3502, the user machine 10 is con-
nected to the host machine 62 via a communication line.

In 8503. the user machine 10 generates a request for a
charge value that will be sent to the host machine 62. In

this case, the request contains at least the serial number
of the CD-FIOM containing the managed software prod-
uct 18 and information on the charge value. In 8504, the
user machine sends the request to the host machine
and, in 8505, the host machine receives the request.

In 8506, the host machine checks the user registra-
tion table 80. If the host machine finds, in $507, that the

requesting user is registered in the host machine 62, the
management information creation module 76 creates
management information based on the serial number in

$508, and the charge value issuance module 78 gener-
ates a charge value in response to the request from the

user. In 6509, the host machine 62 sends the manage-
ment information and the charge value to the user ma-
chine 10 asthe send data 64 shown in Fig. 11. In 8510,
the user machine 10 receives the send data 64. In 6511
and 8512, the user machine 10 and the host machine
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62 are disconnected.

In 8513, the operation management program 36
compares the serial number 74 with the management

information 70 to check to see if the data received by
the user machine 10 are valid. This prevents the user
from illegally charging the battery value. If it is found in

$51 4 that the send data are valid, the charge processing
is performed in $515. This charge processing is the
same as that in Fig. 9.

As shown in Fig. 12, this embodiment may also use
the execution time based method or the weight value
based method in order to manage the battery value.

Although the battery value is charged over a com—
munication line such as a telephone line in the above
embodiment, it may also be charged over a communi-
cation satellite (satellite line).

In the above embodiments, the operation manage-
ment program 36 is included in the managed software
product 18. Of course, an external program can manage
the operation of the managed software product 18. Fig.
15 shows the concept of such an embodiment.

As shown in Fig. 15, the operation system (OS) 83
Is located between the hardware 81 and each of appli-
cation programs 84, 86, and 88. The operation manage-
ment program 36 according to the present invention

may be located between the operation system 83 and
the application program 84.

Operation management program 36 therefore func-
tions as an interface program. Messages are ex-
changed between the operation management program
36 and the application program 84 according to some
specific rule. Messages are also exchanged between
the operation management program 36 and the opera-
tion system 83 according to a specific rule.

To execute a management target function in this
configuration, the operation management program 36
references the battery value when it receives an execu-

tion request from the application program 84. If the bat-
tery value is not zero, the operation management pro-
gram 36 sends an instruction to the operation system
83 while simultaneously decrementing the battery value
by a value corresponding to the function. If the battery
value is zero, the operation management program 36
sends a message back to the application program 84,
indicating that the instruction cannot be executed.

To execute a management non-target function, the
operation management program 36 does not reference
the battery value when it receives an execution request
from the application program 84 but instead sends the

instruction directly to the operation system 83.
The battery value is decremented as management

target functions are executed. Charging the battery val-
ue allows the user to extend the usage period of the ap-

plication program 84, which may be supplied separately
from the application program 84.

In the above embodiments, one ope ration manage-
ment program manages one operation management
program. It is also possible for one operation manage-
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ment program to manage several application programs.
Fig. 16 shows an application of the present inven-

tion. The system shown in Fig. 16 is composed of one
host machine 90 and several user machines 92. Within

each user machine 92 are a managed software product

18 and the operation management program 36, which,
in turn, contains the counter 38 where the battery value
to be decremented is stored. In other words, the opera-
tion of the managed software product 18 is controlled

by the value stored in the counter 38. To execute the
managed software product 18 in this system, it is nec-
essary to insert a battery disk 96 into the user machine

92 and to move the battery value from the battery disk
96 into the counter 38. The battery value is decremented
as the operation of the managed software product 18
proceeds. When the user finishes the managed soft-
ware product 18, a sequence of operations are executed
to move the current counter value from the counter 38

to the battery disk 96. This initializes the counter 38 to
zero just as it was before the battery disk 96 was insert-
ed.

The host machine 90 has several disk drives into

which a battery disk 96 is inserted to read the battery
value that was returned to the battery disk 96. This host
machine 90 is also used to charge the battery value on
the battery disk 96.

Integrated management of the battery values on
several battery disks 96 through the host machine 90
brings a benefit of integrally managing several managed
software products 18.

This type of system may be used, for example, in a
school or a business where many computers are in-
stalled. With an individual carrying his or her own port-
able battery disk 96. it is possible to check and control
the software usage amount of each person. ln this case,
either the l'execution time based method“ orthe 'weight
value based method' may be used.

Claims

1. An operation management system for managing

the operation of a managed software product, com-
prising:

battery value management means for decre-
menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation

of said managed software product when said
battery value has decremented to a specified
limit value; and

charge means for adding a charge value to the
current battery value when the charge value is
entered from external means.

2. An operation management system according to
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claim 1, wherein said battery value management
means find the operation amount for each execu-

tion of a function owned by said managed software
product and subtract a value corresponding to said
operation amount from said battery value.

An operation management system according to
claim 2, further comprising:

function category determination means for
determining if a function to which an execution in-
struction is issued is a management target function
or a management non~target function, wherein said

battery value management means decrement said
battery value only when said management target
function is executed.

An operation management system according to
claim 3, wherein

said battery value management means has a

weight table containing pairs of said manage-
ment target function and a weight value repre-
senting said operation amount thereof, and
said battery value management means sub-

tract a weight value corresponding to said man—
agement target function from said battery value
when said management target function is exe-
cuted.

An operation management system according to
claim 3, wherein, when said management target
function is executed, said battery value manage-
ment means measure the execution time and sub-

tracts the execution time from said battery value.

An operation management system according to
claim 3, wherein said operation limit means prevent
said management target function from being exe-
cuted but allows said management non-target func-
tion to be executed when said battery value has
reached a limit value.

An operation management system according to
claim 3, wherein said managed software product

has a data generation function and a data output
function and wherein said function category deter-
mination means determine said data generation
function as said management target function and
determine said data output function as said man-
agement non-target function.

An operation management system according to
claim 1, further comprising remainder warning
means for issuing a remainder warning when said
battery value has decremented to a warning value.

An operation management system according to
claim 1, further comprising remainder display
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means for displaying said battery value during ex-
ecution of said managed software product.

An operation management system for managing
the operation of a managed software product, com-
prising:

battery value management means for decre-
menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation
of said managed software product when said
battery value has decremented to a specified
limit value;

read means for reading a charge value from a
recording medium containing the charge value
thereon; and

charge means for adding said charge value to
the current battery value.

An operation management system according to
claim 10, further comprising erase means for eras-

ing the charge value from said recording medium
after said charge value is added.

An operation management system according to
claim 10, further comprising:

specification means for allowing a user to spec-

ify an actual charge value by which the current
battery value is to be actually charged, the ac-
tual charge value not exceeding the charge val-
ue recorded on said recording medium; and
rewrite means for rewriting the charge value on
said recording medium with a remainder value

after said actual charge value is added to the
current battery value.

An operation management system according to
claim 10, in which said recording medium contains
not only said charge value, but also the identifica—
tion number of the recording medium and manage-
ment information generated through encryption of
the identification number, said operation manage-
ment system further comprising:

validity determination means for comparing
said identification number with said management

information considering the condition of said en-
cryption to determine the validity of said recording
medium.

An operation management system comprising:

a managed machine containing a managed
software product; and

a managing machine connected to said man-
aged machine with a communication line,
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10

wherein

said managed machine comprises:
battery value management means for decre-

menting a battery value according to the oper-
ation amount of said managed software prod-
uct;

operation limit means for limiting the operation
of said managed software product when said
battery value has decremented to a specified
limit value;

charge value receive means for receiving a
charge value from said managing machine; and
charge means for adding said charge value to
the current battery value, and wherein
said managing machine comprises:
charge value send means for sending said
charge value to said managed machine.

15. An operation management system according to
claim 14, wherein said managed machine further

comprises:

notification means for notifying said managing
machine of the identification number of a pon-
able recording medium initially containing said
managed software product; and
validity determination means for comparing
management information sent from said man-
aging machine with said identification number
to determine the validity of the recording medi-
um; and wherein said managing machine fur-
ther comprises:
management information creation means for
creating said management information gener-
ated by encrypting said notified identification
number and for sending the management infor-
mation to said managed machine.

16. An operation management system comprising:

at least one managed machine containing a
managed software product; and
a managing machine for managing the opera-
tion of said managed machine. wherein said
managed machine comprises:
a counter containing a battery value changing
according to the operation amount of said man-
aged software product;
first charge means for reading a battery value
from a portable recording medium to store the
battery value into said counter; and
first retum means for writing the current battery
value on said recording medium, and wherein,
said managing machine comprises:
second charge means for writing said battery
value on said recording medium; and
second return means for reading said battery
value from said recording medium.
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17. An operation management method comprising: a module for charging the current count value
or said limit value when a charge value is en-

a count value management step for changing tered from external means.
a count value according to the operation
amount of a managed software product; 5
an operation limit step for limiting the operation
of said managed software product when said
count value has reached a specified limit value;
and

a charge step for charging the current count val- 10
ue or said limit value when a charge value is
entered from external means.

18. A medium containing a management software prod-
uct for managing the operation of a managed soft- 15
ware product, wherein said managed software
product and said management software product are
executed on computers, said management soft-
ware product comprising:

20

a module for changing a count value according
to the operation amount of said managed soft-
ware product;
a module for limiting the operation of said man-

aged software product when said count value 25
has reached a specified limit value; and
a module for charging the current count value
or said limit value when a charge value is en-
tered from external means.

so

19. A medium containing a charge value read by a man-
agement software product for use in managing the
operation of a managed software product, wherein
said managed software product and said manage-
ment software product are executed on computers, 35
said management software product comprising:

a module for changing a count value according
to the operation amount of said managed soft-
ware product; 40

a module for limiting the operation of said man—
aged software product when said count value
has reached a specified limit value; and
a module for charging the current count value
or said limit value when said charge value is 45
entered.

20. A computer system having an interface software
product between an operation system and at least
one application software product, wherein said in- 50
tertace software product comprises:

a module for changing a count value according
to the operation amount of said application soft-
ware product; 55

a module for limiting the operation of said ap-
plication software product when said count val-
ue has reached a specified limit value; and
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Description

A N FTHEI NT N

5 1. Fletddthe tmention

The invention generally retates to a security system and. more specititally. to a method and syaem tor pernitting
an authentic userto use charged information which has been distrbuted via pedege or transm‘ssion media while
charging and controtfirig the use of distributed charged intarmtion.yo

2. Desaipfion of the Prior Art

Inordertotsedmrgedhbrmfimamasmusicmtovieagam.emprovidedbyinionmfionprovflersthatpro-
videvariousprogremsotsudidmgedhtormfim.ewerhasoenemltytotatetmsteps.hmefmstquorobmiring

15 step).theuserodehedeskedmanfimnomdheinbmafimprwidasbywdrasiqepedegenndaw
asanFthbppydisc).anoptiaaldisc(e.g..CD-ROM(crxrpectdscreadonIymamry)endDVD(doitatversafitecfisc
orvideodisc».etc.onwtichthedesiredpmgmismdedtafl-finednstrhrtionorobteirfing)orbydmnbedngthe
desiredprogramiromtheservereonputeroieninflxnnfimpmviderflmughapredetmtinedptooadwe(on-Fmdis~
tributionorobtairing).lnceseoftheon-lineobtnining.Meman'ayeimerptaymemamwtflemngitfle..the

20 twoetqnsereemuedhpemtlwarstoremeprogemmileobtainhgflhmetiretstepammemeprogmmmer
astheseoondstmtorustngstep).lncaseoftheoft-Iinecbtaining.intheseoondstmthetserloedsthedatafned
recordingmariaincenapproprietede/ioearddirewypleys(orexeunes)meprog'amoroncestorestheprogmninto
thememoryotthedevioeandthenptaysmeprogam.

JananesePatentunexeminedptbtieefim No. Hei7-295674 (1995)disdosesasewritysystaemtnseinhesec-
a; ondorusingsteptoraCD‘ROM.hmissyetunfietsacamsemyptedhfumafimmdiisrecadedtogemerfim

aptbfictwyotaiottcentermoenterptblickenmaCO-ROMbyenu'yptinngmeoenterpmfickeyandsendnge
codeddesiredprogramhckdedintheinbmationerdewer-gmeratedkeywthemmprwiderendby
decryptingtheintorrnationwithenencryptionkeyMidthasbeenewyptedwiththeuser-aeneratedkeyendsentby
theintunntionpmvider.Hweveizti'leitenfitydmetserisndverifiedmanifingamletbemwtoMmmined

so otherperson'sCD-Wtotseit.Fm.meoemaptu56keyispreseedmgemermmtm«uwtedmmfimm
www.mhmkeshdflfiamtochartgethecerflerptflictwy.Atso.ttiscetsesdfierentprwidetsmpmbaw
wantbusedifferentoenterptbtickeystotorceflteCD-ROMmnufacuertomediflerentnasterswstm'pers)in
premingtheCD-ROMs. ~

JepenesePetentunexaninedptHicafimNo.HeI7-288519(1995)disdosesaseauitysystemtoruseinboththe
as firstendseoondsteps.However,thissyetemisaiyepplicebtetoesysterninmdtdta'gedirnonmfionisdswhnedonline.

Japanese Patent unexamhed ptblicetion N0. Hate-54951 (1996) disdoses asystem inwtichtheqtantityot used
sottwareisnmitued,mummretsebmeaisinpededflhqmnfiyweedsawequmrfity
Sinceedediatedherdwareisneceeearybrinpecfingotsoflwereuse.thissystemisonlys¢.=itmtetnrtheuseina

to serverhaon-Iinedistribution system

Thereisetsoesystemtorpernitfingaisertouse.onlybratriatperiodsottvarewtidttmsbemdstrhttedwim

datadetiningthetrialperm.lnttissystem.emistidetisamynietmflresofiwereuediebymmlhgmesdtwere
egahorsettingtheusersystanctodrtu'epasttime. .

Thereareh‘teseandotherprogmmsinthem.hisenobiectoftheinvenfimtoprovideasystembrpemitfingonty
45 aneuthenticuser(awerwhohavelegattyobtemeddmrgedinbrmtimeitheronlineorattlinefmmaninbrmtion

prw'derflousethecharged tntormationwtthoutanyfmitafion,diargingtoreechtimotitstsemtwittinmetderame

disuse-limiting tector(e.g..thequaniityused.thedays elapsed sincethedayotitspmdaseormeanemwe)
eooordingtothetypeotmedtergedhtormafion.

50W

Accordingtothepfincbtesottheinvention, itisesstmedthatchargedinbmnfionoranepplieafion pedageisds-
trbuted. eitherviapeekege(uremrtfing)mediaorflakana'nissimnedia.mgemawimmleastcmtdmbrmfion

such as a media title and a media code. etc. Hmwerhan ittustmtive en'bocriment wilt bedescribed minty in conjunction
55 wiflidmgediniormefimrecordedmarddistrwwbymeansotmeovo.

Foranytypeotd‘argedinformetion,dmgedmmfionrasbeeneruyptedwimakeyandrecudedoneDVD
when obtained by a user. It distributed charged information to be ptayed is at the limttteesty playabte type. the charged
information Wm is achieved in meiotlwing way: the key is first obtained in a userpuuic key-encrypted ionntmm
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theDVmehidtmekeyhasbeenrecordedatthefimeoteellhgtheDVD:meuserptubkey-enayptedteyis
decryptedwithamsecrakeystoredinetherdimadeayptedkenardmemypteddmgedinbrMmis

decrymedwmmedea'yptedleyeMcormmedmatismhyedoramned).Mmauctey-atuyptedtwynuy
becbtainedontinetromtheserverservingthediem(dalice).

ttdsb'itamedchargedmnafionmbeptayedisotmetsagemflmmu‘mmhewaisdxargedtoread't
timedus'ngthehformticn. hthiscese. prbrmpmceesingmed'argedinmmfim.mediemd0tflmyptsand
sendeauserscreditcardmnbertomeotthetott servasdmepmviderotmeinmmonmeserveraddsan

amount(e..,g ptaytimeorduratim)medaesodatedwimmembnmfimbmevabehewtatamusofmemeta)
fieldinevotunedatatafle. mmmewmwmwemmmwmedauwmmmed
total emomt. Then the clientstartsthe charged information ptocesshg.

ttdtstrhtledcharwdinbmafiontobephyedisoimelinit-attawedtwe.matis.theuseotthe'nbrmafimisb
beti'nitedbythetoieranceotacertehtimifingtammemhgtheInhnafimconsumticn.thmhedientispanit-
tedtocusumhedtmuedinbnmfionodyflmwmfinghmhwifinmepresdm hcaseotthistypeot
charged intomtation. priorto processing the charged inbrmation. the client sendsthe identifier (to) codeot a user spec‘
ifiedappficationwhidiisrecadedontheDVDmmeeerverzmreceMngmechodetheswertestsflmemhfifing
MameOdetedWhMmerspedfledeppficefimiswflhhmepresdlhfititnctthentheserverhbmsmedentot
thetestmetatammediemdmlaysmetwresutt;itmetestwasetmeedmhenmesavamdatesmemetam
integatedvalueMtthe Winfimhctamdsafismewdaedvabebmedmminrespwsetomemcepfion
otthetpdatedvaluethediemduspteysmetpdatedvalueimmedientmrtsthectnrgedintormtionprocessing

W

Fumerobiectsendedvantegesotmepresemhvenfionwiflbeapperemmthetottouingdescrbtionotthepre-
terred «modimentsotmeime'rtimesilhistmted intheawoncanyingdmwinge tnttiedrawing.

FIG. 1 iseblodtdiagamsmwingenenertgerneruoteeystemkxpemitfingewertotseadsthnedappficafim
padmgeonthetermsotuseotmepadagewithetighersewrityeccordingtoafiraittuwafiveenbodfmernotthe
'mvenfion:

Fla. 2 isediegiam storing an wnptaryetructureoten application (crechemed intormation) pedragerworded
one DVDusedintheimentive system;

FlGesandctaredagamsshowing.inadetaitedbnnexenptarychtastrucuesotmevolunedewwamd
medistrhitiondesabtorzzixespectiveln

FIG.SisaflowdiertofamtwnecomotwmntorptayingflweappticeficrflshecordedmmeDVDaccordmto
theprincbieotthe‘wemion:
FIG.GASedagramflertganexurolarymeofavotmtedaIeWestoredMesaverstmnin FtG.1;
FiG.GBisadagramshowingenexmplarystrucuireoteappfitzfimdatatablestoredinasa’veta;
FtG.7tsadawamshowingectmctueotese~ertable755mmd intheEEPFtOM 1oaotthecfient2;
FIGe 8Aand88arettwdiartsotinitietrwtines executed herectivetybythecfia'nzwmeseners. rewec-
tivety. etthe beginning ottheprocesses 650. 700endeoo.

FtG.sisatbwchartshawingaprocedureotetreepteyprowssstunnesstepGSOinFtG.5.mereinccmecting
ediacentbbdcsbytwottwlhesimesfliateadlblodtisexeqnedintaaofivelybyedlemendm associated
server:

Fth. ternd toBaretlowdtansiointtysrnwingaprocedwetormedotenenfleryemectedptaytimemning
routinesintemctivetyexeaned;
Fth.11AandttBeretbwcher‘tsiointlyshavingaproceduretonnedotexenplerytimedpleyerdmeteredwage
rqoomcutines interactively exemtedtxplayingenappfilmtim white tim'ngtheduration am Mafingatimedplay
dmatimattertheptay;

FtGa12Aend12Baretlo~dwartsiointtystwingaprooedwebanedotaermteryfinedeppficatm-pleymw-
tines imerectivety executed torptaying the application while timing the duration;
Fle.13Aend138yetbwmbinflysmwingamebmudddtermfivefinedapwmfionmyswmr
tinesinteractivetyexewtedinwtidtfiningotptaytimeised-Iievedwithatiminflwedient:

FtG.14isatlowchartotenexenpteryapptMmplayemrowinecalledhstepsmzandszzdFth tzAand
13A. remectivety, andemwtedbyme controller 100:

FIG.15iseflwchenshowingapmcedueotadmrgedptayprmMstwnesstep700inFtG.5. -
Fth.16Aend168 areflmrdiarts iointiy slminge procedure formed of exermtary expected charge interning
routines interactivety exewted:

Fth.17Aend17B areflowchartsjointty stmvingaprocedure brmedotroutinee interactively executed inblodt
65001FtGJS;
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FIGs. 18A and 188 areilaudiansjointiyshwingaprocedureiormed dacen’plarymwuayandmetered charge
report routines interactively executed for playing an eradication whilefiming the duration and dieplayinga charge
andatotaia'rwnoidnrgesaflerlheuay;

FIG. 19iseflowd1an showingaprocedure interactively exeanedbythedienmandfiwservereinmeoperafim
blodtSOOoiFIG 5.whereinHodsoonnededwmtwoflwfinesidicatesdmwerafionomeblodsisdoneby
memaemenISZendB:

FIGs. 20Aand 208 areakey-encrypfim keyiableandausa‘sptuic keytabte. respecfiver.sIoredinmesaver;
and ,.

FIG.20Cisaflowdmanoiaprocessbrobtainingmeappficatimencrmkeyvarommeservers:
FIG. 21 isablodrdiagamoim mummy decipmrethih-in IC card IF Wimbtheinvemiom

FIG.22isadiaoramshawingemdecoderusedinplaceomnmdecoder12601FIG.21inasystem1 usingthe
cryptosyslemoIFlG.200:

FIG.23isadiagambremlainingthemeaningsdhetems-ohseflOLOoodeserdflwecurmmfinflval-
ues:

FIG. 24 isablodrdlegrammouinganarrangememoiasysterniorpiayingadstrhnedappfieafimpadragem
thetermedusedmepadegemmnwmunicafimufimanysavawrdingmasewdifltmfivem
mdmeimenfion;

FIG.fiisaimmansmmfimflyshwinganarerrpIaryoonImIprogmmexewtedbytheoormoflenOOashown
inFIGZ‘I:

FIGs.269nd273ref|a~dianssthganodeaireepleynndeefmninsthSOadFlGJSina
detailedionnandafurfiwdaafledform. remecfively: and

FIG.28isafluudnnshowingmoperafionciafinflemdwedpieynndestwnirlstqiewaofFIG.25.

 

Forhesaheoibefierurdermrdngoimefollowingdeecrmon.hudibeusefdbddhesmtmtobewed.

Chamedinbrmfionpmvidedbyaninbmmion providermaybedistrmedolf-Ihe (mofi-limcfistrhfionwron-
line (in on-Iine distrbution). in alt-line Wm. Mohamed inbrn'afim isreeorded onpadegemetfiaor recording
media.anddistriwtedtfuuughmesalesnetworkofmeprovider.untiesoldmsbresinmesdesneimmm-
agemediainehideallmoiponablereoordng mediasudnasvariwsiypesofmgneficdrseSJvarietydopfical
mmvorydisas(e.g.. CD. CD-HOM. DVD). and magnetictapesandcanrid995. hm—Ihedisum.medw9ed inbr~
mtionisuarmifiedviatrmsnission"Whmmemmmmmmmmmwmwm

alignedwimmeprwflertomedierndevicemg. Pcwemmaieonuiternoimeusermrequesiedmedwged
information. andstored inarecording media loe client (device). Thetarmnission media Wanytelecormmi-
mmnneiswhichpemitdataoonvmmicefionbeMeenflnesewersaMflnecfiafldafioeJhepadmgemediaaM
theuarmiesionmedia are hereinafter referredtoentlocas‘distrimion mt

memargedintornnfionnnybeenylypeofsofWesudiasnmic.Mmeemdiareeammmed
toesan'appfieefion'wiflmfldiscrimimfionfihedieuibmon umofeharged inbrnafimisreienedtoasa'dxarged
iriforrmfion pedege' or an 'applicafion padrege'. There may be included meet more mpimdions in an mpfieafion
Pame-

Thepresemimenfionrelatestoesystembrpemitflngamertocseedisuhnedqnpacauonpadragemmetm
ofuseofhepadragewihahighersmrty.

Enbodimerril

For the pmpose of sin'piia'ty. afist iflustrative enticdimem win be deserted in which pedege maria. among emu
things. DVDs are used asdstrbmion media.

FIG 1isabIodrdiagramsIuvinoanarr‘angememdasystemicrpenfilfingaweriorseheapplieafiods)
reoordedmaDVDmmetemsofuseoime DVDufimahighersecurityaocudhgtothefislilmfiveenmm
oimeinvenfioanFIG1thesystem1oonwisesadiemorDVDplayeervhichplaysaDVDs.ateIeoonmmicafion
netwukct. andaserverBatatdlcerneroimeprwuerGMidwprovidesmeappficafimpadegeofmeDVDS. '

FIG.2isediagramshowimanexmplarystuchrecianappficafim(uadlargedimormfim)padagezo
recordedomheDvoausedinmehwenfivesystemtlnFIG2.1heepplicafimmd69920misesmleastone
application21,avoiume(upadaaemesaipwacmwishgdammmmwicafimmzawadse
tributiondescmiorzacorrprising data which is determined rnainiyatthetimeof. 9.9.. distiwfionusalesaflerme
preesingoltheDVD3.(ThevdumedesaiptaZZammedisuMmdesamzaemsfimtesmevolumecomddaa
oilhevolumezo.)lnthieerrbodirnemitisaewmedeawhim(orpadage)controlprogrwnwhid1conuoismetse

offlieapplieationpmkagezo'ncooperafionm‘mmeserverBisincludedinanda'lsirhnedwimflreapplieafimpedme.
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20.Thus.meamrsoofionpadiageZOfunherconuisesthepedtagecomdptogmmusuitediametmduseof

thepadege 20. The epplimtioms) 21.1113 volunedesoriptoraammepedage (or voimie)omimlpmgram 24 are

reoordedinthedamareaonheDVD3mmethneoimnufaduringmeov03m1fi|emedmoodeww23isreoordedinheburstwtfingareaatmefimeoimeg salesoftheDVDS.

Fle. 3and4aredegamsshomng inadetailedionn exanplarydatastmhzesofmevolmiedewwzzm
medismbufiondescruaza. reweclweiy. InFIG. 3. flievolumedesorbta’zzmieastwmimamidenfifiet
(VIDV)25Mid11hefifleoitheappiiomionped¢a9920isprobaUyusediorandwhidiismesan'leosmeamlicafion
idenfifietitthepadegeorvolumezooontainsonlymeappfieefimmprwideridetfiierzszvdmaeafimdatemd
tinez7vmidinaybewedbrmebasepdmbywhidivdmieemkafimdamemmieasdwbedhmisdew-
mined;andvolumeeffeofivedateandtimZSindioefiveoidateerdfimuniimmevolunezoisamilabie.lithe

volume20mmmeMnmewmmflmmlmdesawzzmmwpfimfimaaflim
(AlD,'s)29.

InFIG.4.1hedisirintiondesorwzaoonpr‘sesmefieldsotavolumemienmbeqmaommhsa
serialmmbergiventoeamdmadisuhnedapplbafionpadagesdmbenfioelvdxmeidenfiiawwmmufiue)

VID,hmeotderofdistyfiaufimmserverptmckeywmalfiwdetaoiwhidrisgivmbyheeerverSatebllceniet
onhe pmvider 6; a PKu (user-pwic4<ey)-enaypted eppiioafimwypfim key (Ky) 32; and sales date and time 33. The
keyPK531fieidoomahsakeywhidihasbemusedhenorypfingeedimmbnminthepadtagezowmidi
hasbeeneruyptedwi'fllauserpublickeyPKu)oimewermhaslegaflyobtainedmepadegezo.miatedam
mereoordedineiloiflmefieidsaofl'xoughualmefimeoidstbufimoimepadegezo.i.e..althelimeofsaiesoi
meDVDSinfliisenbodiment.

Thedisuibuficndesabtorzafurtheroonvrisesthefie!d34dtans~ofuseoode(modeoode)puslinilvaluefor
mevolunememnelinitvaluefield)aridhreechofmeappliwfimIDsZQ.hefhfls$5dtemsd-useeodeplis
iirritvaluetordreapplioafionlbfifippfioetionlinflvahefield).litemisowseereselorflybmevohmeaomereis
noneedoimeiieldaiHtemsofuseereseuoeediepplicaiion.mefleldisenpty

FIG.23isediagmmforwieiningflwemeaningsdmtmd-meflowoweswflwmeepauhgfinflval-
ues. in FIG. 23. the termed-we code may be. 3.9.. one byte in length. The niche! digit (X) oflhe TOU code indootes
metargettowhidimetemsoiuseisappiiedasstmnintableas.Thetishimerdgflsoio,1,2,...irdmematme
TOUoodesbegimingwimmosedigitsarebrmeenfirevdumwplioafiontwplioationZandsommemdigit
Mdmemmfionwtmsdwemdemmmetmdwedmpedagezoormeappfioetionmto
whiditheoodeisset.andisdirecflyiollmedbyaoonemuuimlimitvalueassmnhmefloiF1623. Speo'fioaly.
metmd-useoode(orTOUccde)of00Hmeans..btexanple mmevdmmisuwelreelyafletdsuhmon
movelue'31l-i'meens (orexanple.matineqapliooibnatowtidimeTOUoodeisseioenbeisedbypayingpamn
oiplayduraiion.ThemerdighonHormemeansmmvolumzoortheappfioafiontowhmtheTDUoodeis
eetoanbeusedireeiyunflmeoorrapondingIiniivalueareradied.MidIdseuesfumefuseksemhomm
tebie.mouse-finifingiactorsdeteminedbymeTOUcodesmoselowerdigilsaieZHtOSI-laretheunemdateand
time, the expiration date and time. the amount of used period. and the moount. reqncfively.

Sincemedalaoflhedisu-mfimdesabioraoenbesetasdewbedebove.mmwmeprwuemem
themswflhmeflahiflyhenoomentionalqstemoenprwide

AgaininFlG.1.theWDplayerZOon'prisesamnirofier100btoontoflingmeenfireDVDpiayer2;databus102
connected with the nmeimm CPU (central processing unit). not-shown ROM (read-Ody memory). RAM (tandem
aocessmemory) 101. andEEPROM (electrically erasable programMeHOM) 103 indudedinthe controller 100:
human imeflaces (IFS) 110 inclining irpmdevioes such as a keyboard. a voice recognition device. a "use. a remote
commends.;an|Cmrdh1edace(lF)12010roonnedingthebus102wifi1meROM(notstmn)ha|de5;aDVD
driver130brreadmanmedatareoordedmmeovoaemmdwiodulafingarderor-ooneofingthereeddatme
videoendeudiooumulIF140bfreceNirigaMPE62bitsteamarIdouM6tIgavideoamadooutputsignelsa
displaydwioe146;almnspeeker148.andammmimfioanmotormiioefingthmughmewictelm
ricefionneiwm.ThelCoaMSstoresatser‘spaswordPWuandausersseoretkeySKuwhidiooneepondsbme
mmpiuickeyPKummonedinoonjmcfionwimmePKu-emyptedAP-eruypthgkeyog)mhedhmefiefid32
oimedisobufiondesa'uazareoordedinmemmwtfingareaoimem3.Thevi!eoandeudioouiputIF140
includes a MPEGZ video decoder 142 and a MPEG 2 audiodeooder 144.

AsbrobiairingmeDVDS.flieremybesorneueyalioneistobuyaDVDS.e.g..atsanebookstoreormr0um
mail order. he or she has to have the PKu-enorypted version 01 an appfiootim—enorypfing key (Ky) recorded in the bust
cuttingareaoithedesiredDVD3bynotifyinghisorherptuicleyPKuwhiohoorrespausaohisorherseoretkeySK.
smedinmelCcardS.lioneisamerrbetoiaDVDdistibufimservioemeorsheonbtainaDVDufimaPig-
encrwtedAP-enaypfinglwyreoordedwflhoutndflyimhePKueadifimoidmirfingbeoeweheorshemstheve
notifiedmePKuwhenheorsheeppliediorflieseMce.

lnoperafionjieuserfistsetsadsiredDVDairimeDVDdrivetwooftfiem/Dpiayerzmiesuesaetanm
mandtothe WDpleyetZUVOumenappropriatemnmanflo.hrespasemarwebtoffliemnmmm.me
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controller 100readslhevolwnecomrolprogram24mmedmaareaoflheDVDamromhtheDVDdrlver 130m

loading lhereed program24lntothe RAM 101 offiecomrofler100.ardllmmesmevdumeoonlrdprogam24.

FlG.$balbwdnfldhevolumemlprogmmzuorplayimmappfieefiwfi)21recordedmmeWD3
awadingmheprimbleolmeimenfion.InFIG.5.!heconlroller100fmdnedlsmeAlDlfieldbseeifmevoMme

meesmhquicafimmstepsoo.llnotthenmeoontdler100disuaysmeappficafimleinthelield298m
prommslheusertoselecladesiredoneollheapplleafiominstqasoz,ardunitsbmesminstepw."any
applicafionisselededinslep504.flweommfla100registersmeapubafimlDloempfimfionasheappliaefimto
beplayedinstapsosandprweedstostep508todleokflIe1ield35dlhetems-ol-lsefl‘owwephsirrilvalueiu'
lheselededappucefimtosee‘rlmefieldisermly.llathecormolenOOpmoeedsbswsmmreadmevohmlm
field34.

Onlheomerhend.illhetestresultisYEShstep500.fl1mmeoomouer100registasmevolmlDasmeeppfi-
cafimtobeplayedinetepsm.andreadsmemlunelinitvakleuinetepsw.

littlestqaswisoonpletedorthetearesultolstmmisNOJhenlheconh'olfler100d1edGmelm-al-use
UOWMeMSeeflmemduflolflvemUoodeisOinslqasu.Heathenmeomhufierloodaysmemliaafim
freeoldmrgelnslqaeso.womemisemlesenomerdledrtoseeflmelmadgflolmemoodeiminstq3516.
Heemecommller100playsanapplioafiminamegmsflivednrg‘nginstqflOOfirdMsemmemerégh
ollheTOUcodeiszormore)playanwplieelionmlyvmenthesoflwaremelerolamo-lhifinghcflxiswflerapresel
velueinslepeoo.Onoamlefinganydflwaepsauxesesssomweoo,mewmwa1mmmW
24.Thus.theDVDpleyerzplaysap'oonmspeclfiedbymelseracoudingtholwedetaninedbylhe'lDU
wdewhichhasbemselbdhameappficafimpadegewflwspedfiedmplbmion.

Theproeawessso.7003MBOOeremtewtediMeracfivelywiumnwsodatedsmamewvuseneedvafi-
msdalaforaxewtingtheseprmes arudsloresxfiudalainmeformoftebles.

FlG. SAbadagemshminganaxendarysmnueolavolunadatamemwinaservera. lnFlG GAEad'I

oltherwordsolmevolunedatatahlesomrisesvdum|D(VlD.)ardmneNo.(NO.4)freUS.Theomfinefionol
VleandNowservesesll-leuserldeeusadmeapdknfionmdagemormeD/Da. Fallisreasm. mantle
60MsbrmenmberaorsmsaibetsdDVDdislrbufionselviceorflIeElQpaeorlalcknafnldswliwmfu

exnnue.amenberlD.ename.anad¢ess. ew.Ead1recadm\eroonpfisesavolmnirMemeterfield(\M-
METEMconlairingasoflwaremeteralplaydumfioninninnemwlisanadnedto(orasodatedwith)lhevolume
20;avolumed1argemeter(VG-METERQcmlemingeeoftwaredrargemeterMisanedwedmmevdmmm
Iinit value (LVN) contairing a linil value associated with the TOU code (eg. the efleofivedate and line, the allowable

emirafim daleandfima. theahwable access. etc.):a llm'lvalue meter(LV-METEP~4);mapplicatm ID (AIDH‘) field
oontainhglhetilleolthewplicafimzanqaplkzfimmneMerMM—MH'Ewflddwmjmamemerol
playduafioninnimflevhichisanadmedtofl'eeappflcefionolAlD,.-,.;mapp§cafiand1ergemeter(ACrMETER,+.)
lieldlorasoflwaremeterolplayduafioninnimnewlidvisaltadredtomeamlbafimolmom;afinitvalue(LV,,+,)
maimelimh value associatedelheTOUoodemndalinflveluemeledLV-METEM.

FIGSBisadegmmslmhganamn'plarysmmeofaappliafimdelatafiesloredhasemers.hFlG.63.
theapplicafiondmalable7000n'prisesmefleldsol.formle.mappli¢2fimcode(ACODEn).unappfiwfimfiue
(AIDn). aduration (D). a reteperecceesfiATE/ACCESS),mmmfi.enfiuflem.em.1hewafionisa

periodolfimewhatittakestoplaylheapplicafion.Theratepaamisadmrgeforaplayolmemeapplieafim.
whichismsedlorinlonnlngmemerofanmededplayduallonpfiortoaplaymerateperufimisadwgemra
unlltimeolplaymhidllsmedlormecamafionclad-largekxanacmallylimedplaydmafloniheaoceesommtam
minutemelerlieldsoontainsmenmberolaocessestomewleefimamammmolplayfime.Micharenm
necesarybrhepreserflinvenfionblnwillbeusedinslafisficalcalalafionshlheanalysisol,e.g..melastes

FIG.7lsaa'lagramshowingastmcttuofaservertablensuedmmeEEPROM103dthediem2.hFlG.7.

the fields of the table 75 conprises a server ptbllc key (Pm. a server ID (SIDJ. a server networkaddress (SADDJ.
etchistahle75isusedloraseociemgmesarerplflickey(PK,)cmlainedinthec§sh1hfliondescrblor23reoorded
inmeburstculfingareeolmewoumhlhemwthenmeddress

Play an Applicefim Free of Charge

Theinifial rwlinesolmeprocessessso. 700and800arethesame.

FIGS. 8Aard88arefloud1arlsol'nifielrufinesBOeandBObwfidmramnedimeracfivelybymedieMZand
theserver 8. respectively. allhe beghnhgolmeproeessessso. 7003111800. lnFlG. 8.1heoommller 100mmecfiem

orthe DVD 2, instep 82. sendseservice requaawimflwnelwwkaddress CADDcollhecfiemam/D 2. theT'OUcode
pluslim‘l value. the volume lD (VIDV),theissue mmber (Nowatheamlicalion |D(AID,,.3..).andatherdalatolheasso—
elated serverelhe lDolwhlehisSlDII (SID.iscbleinedlrommelable75m FIG.7bylsingfl1eplblickeyrecordedm

theDVD 3).andin stanZwallsforarewonsefromtheservedSlDQ 8. "Mebarmhunmeservedsma.
the efiem aproceeds lo lhe head step through a circlewilh 'A'thereln
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On theothemand, in FIG. 88. the seweraot Slereceivesthemesagefranmedientz. mattresetvice
remastammememwmawehammfinwbafionbrmmmaepuThen.
lhesewereseardtesmetauembra record MichaontainsVlemd NOHinthevolumelDand issueNa tietds
thereof.req3ective!yinstep86. flmeseardtisursuocewmfitmmesavaeaddsmemudtxvmvwmmd
tilsrelevamfneldsvvitttAtD,.Hartdalirritvalue. Hany. mmwemmamaa.mdwmmamm.m lfthe
search instqt86isamesetul.mesenlet9uoceedstostep90.memesavaese¢edsarmmnebexmenead
aocadingtothevalueotmeTDUoodeandMmheselectedrmfineflvanhadrdeudh'vmerein. lnthiscasejt

theTOUaodeu10H(x:ana1bitraryHEXnmbet,thelettetHhfltelastposifimirmcatesflmmeprecedimmnw
isinhemdedmabfitmermfihebrphyhgmapplbefionfieeddwgeissdeued. cheTOUcode=x1H.thena
routinebrplayinganappficatiminnssagemifivedmging'ssdected. cheTOUcodezzeHJhenamufineis
selededwhidtflaysmapplicafimaflyfifltesoflmxemfladawmifingmismdaapreutvalue.

FlG.9isafladeanshowingaprocedureotatreeplayprmshownesstqassmnF|G.5,whe!eincomecting
adjacentbbdsbytunfhulinesindaatesttmeadtblodismafledhtemcfivetybyadentdCADDcwmasse-
datedservetSlD.asshmmhdetafl later. Hmo‘lOUoodeieOinstepSMotFlG 5.thenthesewer(CADDc)e-11ets
thetreeplaypmcwsssoaselwninfle 9.8mmecfiernandfltesetvedSlDJuezxnemeNfiaanemhblow
660. lnflod<670.heyexewtesanazq3ectedplaytiminhmingrmfine,mind'splaysmwectedplayt'mebeiore
piayinganspwfliedapplication. hbtod<680,heyexeuflemappficafionplayardmdaeduayfimerqaonrufim.
Sincetherotm'neeorasbemdetaflethlG 8.mee:oectedplayfimeinfomingroutheandtheappflcafionplayard
meteredplaytime report roufine m1lbedetafled inthebllom'm.

FIGS.10AM1OBE$1MMMMQ8VMTBWO§MWmammim
romine597eand97binteractively amnedbythe dientz amtheassodatedserva'a. respectively. In FIG. 108. the
serveraretrievesthemfion(Dn)dhemplicatbndmnvkmthiemhawwhanhstepgt. h
thenanaepse.“wawmmmmwmmmtmmmmmmdmemu code.
Specfl’wlyjthemUcodeisOmemmedienteddsmeduafion (DaemmevalueotmeVM—MEI'Emifielddme

rmuwm_wwmwmlinMBWem. Hflte1OUcodeisaadflazflteapplbafioanerotmespedfied
applicationin the wlune).thenflle denteddsthedumfim (On) and the valueotthe AM-MEI'EBH. fidddthereaotd
identifiedbyVlD, NOV...mummkinthetableso.menmeserveresendstheresulttothecfimmnetwk
addressis CADDc In step 93. and ends the process.

OnthecthethaMinFlG.10Amecfian2rmmmmmgeammdmemmh
step94. lnthenextstep95.thevalueisdsplayedashetotalmnwrflottsage.Thmthediemzendsthepmoess.

lntpdatingarelwaMmeter.apredeterminedvalueotmfimhasbemwedhthe'pstdmbedrwfitesotfle.
10(apresavatuemeterim system). Thisanmgemanismfledmwybramwmfimsashmacmsmmfime
toplay. aruwiinotcatseaprdfiemmlessmeusadsconfimesmm Frmth‘spointotviau. itispreferabteto
actuafly meeaxetheplayhgtimein rnetefinflatimedvahemetetingsystem). Mavenitisalsonotedthatthepreset
valuemeterhgsystemismininbmingmemdaxpeetedptayfimeprutomeaudplaying.

FIG:11Aand“BuetmdtartsioimflysIMngapmcedmetamedofaxermlarytimdplaywmetered usage
repatrmmessmwe7$imemcfivetyaeanedbymedianandmeeewen respectively. torphyingmewfiaafion
whiteti'ringmedmfionanddsplayMafimedplaymmtionafletmephy. hthermnhe675.thedientardtheserva
allatimedepplicationplay merplaying the application whie fitting the dumfionmhyfim) instep 200.

ThentheservetBproceedstostep210.whachecliemmdatesarelamfimetuamfingtommumin
mesamemnnerasins‘thZOfFlG. 108. Spedfnafly.flmeTOUcodeismd4.mmmeplaytineisaddedtomevahe
dflteVMMEl‘Elhfiieflofflwereemd idenfitiedbyVlearthmlinthetaueeo. litheTOUoodeisamenheamfi-
cafionma‘rberatu'teepedfiedappliationinmevolm).fltenflteplayt'rneisaddedbflnwhndheAM-METER.
Hflefloflherecord identiiedbyVlD, NONJndAIDHammetablesamenmesavaasmmeplaytimamm
value ofthetpdated meter(i.e.. metataiemamofplaythnenothediemmnetwkwessis CMJDc instep
212.3!dendsmepmce5.

Ontheotherhand.thedientz.afte:stepzoo.mkeateatoseeitmereisarewonsemmeserverotSlein
step214.1hisstepisrepeetedunfiltttadierrtZreceWesacafltmthesaverB.uhmfltedietxt2receivesflteinoom—
ing meesageovthevalueafthe mdatedmetetinstepms. lnthenextstq: 218.1hedient21fisplaystheplaythnemd
thetotalamountolplaytime,andthenendsmerwtinee75.

Flee12Aand123mefloudtensjdnttysho~imawooedwemdamfimedappficefimmym-
thesZOfiaMMexewtedbymediaflz wheserverBJespecfivdeptayimfltempflcafimMflefimm
duration Theserva'eolSlDSwaitsbtanMioehstep611toseeifthedienthasstanedplayingtheapplieafion.0n
thecthe!hand.thecliant20fCADDcinbtmsmesaverdastanotplayhaepstoandimtediatetycallmamicafim
playmbroutineinstepmz.This.causesmeservetetostanafimerinstepew.andwaitstxamfioeotastnpdflay
tmflwacfiemZinstmfiSOnconptetingthestepmz hedientmnsmesuvewotmeetmdplayinstmeu.
Inrmtofltismtice,mesewerastopsandleadsthetimerastheplaytimehstepsfl. Aftetstms 61443111617,
the client and the serve: raum.
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Thougwtheabovedescrbedanangenmhastsedafinwrotheserverjmaybepossbebmeatimerotme
client.

Fle.13Aand138melmmmymwamuremdanmmmfimdayww-
tinesZOSacaMZOSbcintemcfivdyemfledbyhedierflZaMflwsarverB,rmpectivetyjnmtiningofphym
isachiaredwithatimerinMedienL InmaterafivesbrwfineZOSaJhediemzstartsafitnerhstmsao.callsan

applicafionptaymufineinstepszz.stnpsthetimerhstepsu,seMstheplaytimetothesewerBhstepGZG.and
thanremrns;Onthecmerhand.theservers.onentet'ingfltesubroutineZSSb.waitsfu'acalltromthecfientotCADDc
instep621. “thereisacallfromthedefiamenmeservaereeewesmeptayfimeinstqmmmflmrm

Hmover,theanangernentdFlG.13hasap0$bifitydp~ennMamlafdetsatommehefimeroffiw
client2.Fromttispo'ntotview.theananganemstnuninFlG.12ispreterabtetomatofFIG.13.

FIG. 14isafbwd1anotanmemptaryappfiafimptaysmmecaledhstep5612and62201Fth 12Aand
13Arespecfively.andemutedbyme controller 100.

PrbrmMedmbtbndhetbwdmmwaddhemmmfimmmhgmypfimammaypfim."encrypt-
inngithakeyEKaooadingtoanenorypfingalgoriflmeyieldsmmenniswesedasz

wanna!

Simiarty.itdecryptingYMfluakeyDKaccordngtoadecrypfingalgorithmdyieldsZthmitisexpteesadas:

d(DK,Y)=Z

AssuringthatmealgoriflvmeanddandthekeysEKandDKconewondeaohomaJhatB. dlDKW-XJHOIMtl'm

d(DK. e(EK. X» - X

Returning now to FIG. 14. the oontrofler 100 read the PKu-emrypted application-Wm (AP-etuypting) key
(Kv) or et(PK., I<,,)tromthetied azdfltedistrbmiondesa'wzaotthe DVD in stepBOZ. Here.

v~1.2.....V.

wereVismenunberoth‘rusolmeapptication padegeJfisindicatestfierentwpfimfioncuypfimkeysKt
thrwghKvis assigned to respective kinds otappfications.thalis.voluneVlD1ttwou.mVlD,

lnhenMstepGO4.theuserseaetleySt§,isreadfrm1theICcards.hmenenstepGOGJwPIQ-encrypted
APenayptBtgkayetPlg, I9)isdeayptedwithmewaseuetkeySKutowhhflrempfimfimervypfimkeyn
Then in the next step 608, the KV-encrypted amliaafion (AP), i.e., 9(K‘, AP) whidw is recorded on the DVD 3 isdacrypted
«immeobtainedAP-encryptingkeyKvb obtain d(K,,. «Ky. AP))-AP.Wepmshgtheobtab19dapplkationdata
tothevideoandamiomm IF140.1heobtahedappficationdatnmmebrmdePEszflweam.Thevideo

ardatdiowtwt IF ImmemtheMPEGZDflstmamotthempfimtimdataintovidaoamMommasignals
hwghMPEGZvideoandaudiodeoodm. ThevideoandaudoouNsmlsaremedtomedisdaydevice 146
and the loudspeaker 148, respecfivety.

Play an Application in Usage-sensitive Charging system

FIG. 15isaflmchmtshowingapmceduedadwgedplayprmmodmnasstepminFIG.5.whenain

oonnecthgadacentblodtsbytwotmlheshdicatesflwteadnbbdtisexudedintemdivelybyacierdotCADDcand
anassociated serverotSlD,. In FIG. 15, the dient2 enters theprocessTOOVSastep 516dFtG. swproceedsto
blocksao.memeofianzardtheassodatedsewersexeanemeinifialrwfineao. tnmenenblodts-tOJhedient
2displaysanexpecteddwaewdabtdmnwflddwgesrecemdflommsmemndtetmemadewe
whetherto playthedaired application.

FiGs.16AandtGBareflowchansMyshouingaproceduebnmdoferenuarymeaeddumehfaning
raninessmaarduObineradivayaxeanedbymediGMZandtheamiatadservas. rowedivdyTheroutines
Wammmevayshihrmm routine 97excmtthatinmeroutin8640.theDURA110N (DJor'blayfim'has
bemreptacedwith RATE PER ACCESSand“marge":bmwemstepsszawsaamaemmaddedastepfi1
otmesezvergmeratingmustodngapsewomndomnun'bafimammylocefimR';instep93a.thaserversards
thepseudormdomumberReswombatweenstepsmaruQSamerehesbeenaddedastepmmmedMsMng
mereoeivedpswdomldommnbaflinamamrylocafionfi‘btstbsequemm.MreplacementotDUR/K‘I'ION
(On) with RATE PER ACCESS is adieved by accessing 3 RATE PER AOGESStieId 74 instead 01 a DURATION field
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73intnfle7o.Further,intheroutine640therehavebeateddedmeblmaqaszmwwuwngmestqassa.

thediemZnnJesadwcktoseeifflreuserdecidestouaytheappficafionzflru.firedestendsaquhnmageto
thesaverotSADDflnstepMS.ardendsmemmesw;mheomaham.hstep642bllofingme§ep93a,me
saverBotSlD,vai‘tsbracallfrornmeclient2dCADDc;mreoeivimacdlfiunmmmaservermkesartother
diedtinstepsttstoseeitMtathasbeenreoeivedisathmessagefitsqmedemafismerwfineamwifme
madeddedbplayheappficafioninstq>644.wfid1meansmatwhatheserverhasrweivedisnotaquflnmsage
unanemryptedered‘flcerdrunberasseenfromthedesabtionbelomthenmediernzmmesaveraproceedm
thestepGSOotFlG 15.

Inthenextbtodrsso.theserverdeteinsausa’saeditcardmmber(GCNOu)Wthediem2ke¢ingflre
seatflyotflteeardnm'baasshowninFleflAendflB.Instep647.thediem2myptsmecrer§teerdmnber
otmeuserwtidthasbeenirpmbymemerfivwghammnnIF110Mfl1akey.ie.thepseudoraMommnberR
midthasbeenstoredinamemorylomfionfi‘instepsdsofFlG.16Atowtah182(R.CCNOu).Inthenextstmfiw.
medianzfumeruyptsfi+e2(fi.CCNOu)withamthakeyoraserverprflickeyreaifrunmedsfliwfim
descrwzareoordedinthemmanfingareaotmewotodatah

91(PK3, B+eZ(R. CCNOu)).
lnthenextstm649.thedient2mmeencrypteddatatotheservere.TMhstm646dFICi1GB.theserver
proceedstostmsso.wheretheserverBthdsttatwl-IatwasreeeivedtrommediemCADDciseruypteddata.lnthe
nextstm651.theserversreadsaserversecretkey5|<atrunanlCcardlinthenextsththeservasdeayptsflwe
received encrypteddmawiththeserversecretkeySK.esblm;

d1(SK.,, encrypted data) = d1(SK,,, e1(PK,, B + 92(R, CCNOu)) :2 R + e2(R. CGNOu).
Instep653.theWBMMaMbseflflwimmmmWRmmmm
nurrbeerfidxhasbeensteredinamemoryloeationR‘otmeea'va'flsommeserverssemsmmaflemmeto

thech'entdCADDOmdhetep655deayptseZ(R.CCNOu)Mmuvepswdommnmmeobtainmeusefs
ueditcattrmberCCNOu.Ontheatherrand.inremasetoarecepfionotheenfienmgeinstepfifledm
ZefiSfiMhewmmAfludeSSJIewveraboefitsmmeprmlfttreresdtisNOirrstepGSZSAhenthe
serverBsendsadisablemewagetofltedierflinsthSSmndendstheprocess.hrewatsetoarecepfionotthed‘s—
ablemessegeinstepSSlthenttwedierrtdsdaysamgetothiseflecthstqaessmmmenemsmeuooess

Afleroperafimclblodrsso.thedientZwaits.hetepfiGSJorarqntfromtheserveronwhedrerflreaeditcard
forthetrananittedcardnurrber(CCNOu)isvalidornat.wrilemeservasrmmmeaedflconpanywsociateduflm
thecardmxnberhstepesttoseeifthecreditcardisvalid.itnottheeervershiormsthecfiem2ottheimaaityot
theaedncardinstm662.andendstheprooess.Ifflteeard'svafidhstepsstdhesawrsflormsfltewemdme
vafidtyinstmss‘l.IthedientZreceivesareporttrommeserverhstanBa.thedientmetresanotherdwedrinstq)
musseflmereponiruimteemevalidtyofmem.flmtmecfie‘udisptayamessammmemtwafidflym
step665.andendsfl'teprocessfimereponmdicatesmevalidityhstepw,Mid1mmmeconplefimdstep667.
thmthediemzwmesewersproceedtomenedmdrsm

lnstw67o.theefient2andtheserveraexewtetimedpteyarumeta’eddwgerqndrufine.FIGS18Aand183
are tlowdwtsjointty showing aprocedure tormdatrwfines 6759cand675bc irrterecfivetyexeanedtorplayingan
eppficationmietining thedurafion and displayingadtarge andamlemmtotdlarges aftertheplay. InFIG. 18.
theraufinesS'ISacand6783careidentiealtomerwtines7Saand67SbhF|GattAandttBexceptthet‘fime'l'ns

beenreplaoedwith'eharge'. andaceordingly VM—METERandAM-AETERtavebeenreptacedwimVC-METERM
AC-MEI'ER.

Theopemtion.inthediemz.otplayinganappficatbnmueage—smeifivedxaryimiswruetedbybbdrefid
FIG.150rstep218301 FtG.18A AfterstepZIZa. theserversd'rargestheplaytotheaedteerd nurberCCNOu
obtainedinstepSSSotFtG.17Binstep680.ThisoamletesthewrueotthedmedappficafionptaypmceseotFtG.
15. '

Inthisprocess.onlyintormatimmdtargeisgiventoflwemer.ltiswryeasytoprovidemnafimonbohfim
anddtargebyaddingstepsSIthrown93andfitomemmmammmdbywdingstmszwandzwto
themutiness75bcand6753c

Mdescrbed above. expected time and/ordtarge are (s) displayed bebreplaying amerepecified appfieation.
This is not)“ forthe usertodea'de whetherto playthe application. Pddifiomlly. charging isdonebased on the actualry
timedplayduMionJhismakesthe chardngreasomble.

Inmeabovedesaipfion.meanangemerniswfltatmerserhasm‘uwh'sorhercreditcardmnberCCNOu
eachfimeheorshemntstoplayanapplimfion.Houever.hsteadofdoingmis.mcreditcardmnberCCNOumay
be stored in non-volatile memory or EEPBOM 103 in a PWu-encrypted ban. In this case. CCNOu is obtained by
decrypting PWu-enerypted CCNOu (9.9.. e(PWu, CCNOu)) with a password entered by the user. 1121 is. d(entered
password. e(PWu. CCNOu» - CCNOu.
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Permit the Play Within a Preset Limit

FIG. 19isaflowchertsl'mhgaprocedureMaectivelyeanedbymediemzmmesavetsinmeopemfion

bloakBOOotFlG. 5.whereinbladesconnededwithtwoflowlinesindnaatesttntopemfionotthebtodsbdonebythe
melementeZandB. lnthiscase.itisassumedthatapresettwisrecotdedinorontheapdicefionmdegeandis
tremnittedtromdiemzmsewereechmatplayOnauen’ngtheprocesseoomstep51sotFl66.thedientz
prooeedstostqaem.wheretheclientZarIdthesenerBexeanesminitialrwtineseo.hisnotedthathroufineSOb.

iffltere‘isarecotdberDv and NOWthenthe limit value (Lvrotiebdmuueeodmmmmmnmm
tramrittedtranflwecfientZohemise,lhereceivedlinfitvalueisstoredintmvatieldwtmflwereeudtorvmvand
Nowiseddedinstmsa.

tnstep810,theserve'emakesadledtflameterassodatedwmmTOUcodereoeivedmmecieMZisuruer

thelin'itwRMe.ThiecheckisWebyconparinganLVfieldandLV-metertiddeeeodatedwimmemUoodeintable
60‘itthevaluedtheLV-meterisequattnmgreaterthantheLVfiddvalue.ttmfiwsavaxehnsanovalhfitnns—

sagetothedientzmstepszo. flnot.theserver8reummundeninitmesegetomediem2hstep822. andpro—
ceedstostepazs.checlientZreceivesmeovenimitmaeinstep824menmeefm2dsptaysamessegetotfls
efled. Hnotthedienthroceedstotheetqaeee.

Sincetheemededplaytimeiniumhg mufine597aand97batumeamlieafionptaysb'0tmsoorasbem
deserbedabove.thedesabtionofstep5828and830uemflted.

Aooordingtoflisfeamreotmehvenfim.itisposfletofimitmeuseofdxargedhbmmfion.Distemweiseepe-
dallytsefulmeesewhmausermhevepaidhadvancetortheusaotmeapptieefimpadmeispemmwtouse
the amlieation padage within atimit value.

Thong:itrasbeenaesumedthattheIinitvabesatehadudedmmwplieefionpwagemelhflvaiuesmbe
kepththeservetsothepmviderordisthflerfmnmebegimim. tnh’smhelhflvfluesmefaed.+bwera.fl
limitvatuesarepemittedtobesetandrecantedinmempicationpadageatmefimeotdistrhmonorsalesjtelinit
values are edvaniageodyseteccording to an amountpaid.

Asisapperenttmnmetoregoingjsalinitmlue.anyme-linfihgfectaeufilldotmwenbemeasuedhqmnfity
Stchlhfivduesarebtemrple.meeflecfivedatemdfimemeeflombleexpimfimdateatufimeflwm
annuntofplaytimefiweaflowabteamoomt

hisalsopossiuemmnemisfeanxewifltadwgedepplieafimphyme.Mhmmmmbe
mutatheusuispemittedtouseanamlieefionpadmgemWMmaflyflfl'nmdmw—
metamodatedwiththeTOUismdermevalueothewmmLVormevaheteoordedhafieldaaoruot
“dish'bufiondescr'ptorza.

Modification 1

inflwabweenbofimwieefions,Hmefimnmeflnonevoksmeatemyptedbyenidenfimlanflieafion
enerypfingkeyK,WmemmAPainmevdmmybewwwereAPmfimbys
K..MarceloNercese'a'HlmwhgAPandKieaeerialnutrbemseignedtoeedtWicefionID.lnthiscese.ead10t
meAP-enayptingkeysKaere encryptedufimmeuserptuickeyqu,amstuedhmPKuwyptedAP-ervwflng
key(K,)fieid5323inthedistbuhon' desmptor‘ 23.

Modificatim ll

ItrasbemaesumedmtneusetdtheDVDSistinitedtothepwehasermereotmhevehadfluPKu-ena'ypted
AP-auyptingleyflfiheoordedonme DVDS. Howm,mesystannuybesoarrangedmatpredeteminedpoopte.
e.g., tamity members FM1. n42... FMN of the puchaser can use the DVD (N is the mtberofthetanfly matters).
OneotflwewayetorealizettisistoencryptmeAP-enayptmkeynwithapmficleyPMdeeehmmFm(n
- 1. 2.....N) to obtain 91(PKN. Kv). e1(PK,,2, Ky)..." e1(PK,H.. Ky) and to record them in the PKH-emrypted AP-
enerypting key 91(PKW, Kv) fields 32 of the distfihfion deser'mor 23 at the time at purchase at the DVD.

Modification m: new“: FromServar'

Intheabwedesabtim,meAP-ena'ypfingkeythasbeen recudedinePn-encryptedftxmonthe DVD 3. How-
ever. the AP-encryptingkeyKvmaybemnegedbythesewerBandtamnifledtothedMameDVDplayerzm
remasetoarequestiesuedfromtheDVDplayerZeachfimeofuseofmeDVDa lnthiscese.thereismneedot

prwidingmedishmfion deser’ptorZSIriu-nme PKu-ena'ypted AP-enayptingkeyfieldsz. Insteadeedtottheservets
hastestoreanAP-auypfingkeyteble(ul<vtable)andaPKutable(stwninFth.20Aerd208)h1thetwddtsc.As
shownin FIG.20A.theKvtableavolumeID(VIDvHietd(asmemu'yotrewdnndanAP-etvypfimkeymvflieldin

‘IO.
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eachrecord.hF1G. 208. each record otmePlgtaUecormrisesavolurmlD (VIDVHieHmsmeentryoirecordLa
volumissuenurber(N0v.l)fiak13rdaPKufidd(Succe$ivasamvalueshmefirsHieUaresfmnbyanorfly
metirstappearimone).Fumerfireprocess(orstep)610dobtainingtheAP-enuypfingkeyKvfiratis.ag0tpdme
stapseoz.604md606intheapplicafionplayrwfinew0.hasmbereplacedwiflIaprooeadeIGmC.

FIG.20Cisafloadlano¢aprocessinwhid1medlemDVDplayerzmmewmfionwmkeymfm
theservera.ham616,flweserver8retrievesakeykhunflnlfifliebyusirrgwbvlnmenadstapmameksy
Kfismeryptedufiflnanarbitarymrbermedorflyhmemernpmoass.e.g..apsanorauanmmfitoob1ah

32(RKV)hmnaxistepszo,Meserver8retia/esakeyPKuhunfluPKuwebyrmmPKufieldofmerewu
which contains VIDv and NOHin the VII)" and NOW lieids. rewacfively. Inthe nodstm622. R + 32(R. Ky) isencrypted
wmmeretievedhayPK,mobtnhadauamymedAP-encrypfingby

e1(PKu, R + e2(R. '9).
whichisraunedmmediernwifl'radiemwmrkaddressCADDcmmermdstepsa.

Ontheotherhanthecontrofler100dthediem2waitsforaresponsefromfi'reserversofSlDainstepsm.fl
thereisanyreaponselrommeserveraorSlDainstepezs.menmacfiernDVDSreoeivesthedaiaeuPKu.R+e2(R.
K.))1rommeserverSinstep628.hhenmaepeao.merewweddataisdeayptedmmemaseaetkeysm,read
from the IC and 5. Spedficafly. ”foaming cahrhfim isdone.

d1(SKu, e1 (PKU, R + 6202. Ky)» n> R + 9203. K.)

Inmenenstep632.52(R,K0isdecqptedfihflveobtainedpsewommnmrbaflwwmmmuw~
culafionisdono.

«20%. em Km n> Kv
mereaflenmecmtmaeHOOprooeedsblhestepeoedFIGJ4.

lntfismodificufion.“WMMWvdummybemptedWrespecfimAP-mwypfimhaysK.
lnflismsahalgwammberedacedmmhbleinmidnmrecordomprisesanapflmfimID(AlDa)fleld
wanAPmypfinglefimfieu Fwtherhstepmzmeconuouer100dMaDVDplayerZhastoalsosendme
appiicafionloafmeappmonbbeplayedtomeserver.

Alsohmis modficafim. mesystam mybaagain. scammed amtpredeteminedpeople. 0.9..mnflynmbers
FM1,W2"...FMNotmewrdnseranusetheDVDmismenmbetdmeianfiymmbas).hfliscasgbemh
marberFMMn-a1.2.....N).MesavershastousethemenbersompwfickeyPnninmypfimmeAP-erum-
imkoyKvOnawaybrealizethisistoisweavolumeisarenurberNOHomeachnmberFMnmhefimdsales
loeDVD.ptwidethemn—wlafiienwfindsthdmeDVDphyuzwimamekxwdafingheMs
passwordPWanmavdumbenmbaNOWnJaumevdmmmmmefimme
marspasswudmstepsm,wwenmmePlgtmlewtaqummUeinMidrmdwofflnreoudsmmebflm
fields:

VIDV- Nov-HI- PKu-n-
AnaherwayiswiesueandrecordrmonIyavdunIeissuenmberNOv..bualsoiarrilymbernm$FManu
allmerrbersaifl‘lofimeolsalesofmeovo.proridehemn-mlafilemfimtstmnhfmewophyazwa
tablebrassoa’afingthema‘spasswordPWanmeconespmfinghnilymmnwmm.swmvolum
issuemnbedNOvJmmefmfiummmmmmmmedmmemminsmpmzanduse
anomerqumtableinwhidreachofmereoordshasmeanfields:

VIDVNOH.FMM.PK,W

InmeprocassofFlGZOCJ'reserverBmybeauhanfieatedbymdaptflc—keycrypmmemwngapair
otserversecrelandprdckeyfiSKwPK.).Inmiscase.meaervarBsigrsmedmue—myptedAP-eruypfingkey

e1(PKu. R + e2(R. Ky»

MhasignhgkayortheserversecretkeySK.a1terstep622.WhiemedlernorDVDplayetheasllnsigmeby
mesewwsflmateakeyuMemap‘uicleyPncomaimdinflnPK,fle|da1dfiredislrbufiondesa'wza
recordedinmebwstanfim areaotmeDVDZbdorestepmo.

Mater.wenfljustdesaibedmuonotmesaversismfiuedjnmwifimgowanygeater
lmgmmnastealofmUcodeplusinitvaluemvolwneIDVIDwavoiunaiswenmberNOHmndmedientnetwk
addressCADD Thisisnotaseriousp'oblem.

lnflreprocessofFlC-‘LZOC, apswdomndommmberfihasbeenmedasapsadovwiaflemmkesadiflam
valueemfimeofexewfiondlhepmcesa However asmepsewovaridala. myuingwildoflmeresmtdmypfion
wiflaittakesadiffereruvaheeadrfimeotaeamonofmopmoess

Modflicafim N

In the first illustrative embodment. the decrwtion of application is achieved by 5011mm For his purpose. the con-
truler100hastoreadmeusersecretkey8bgfrommeICeardSflroughmebus1m.wmdlleavesmapwsibilityof
permittingabreakerhoeasflystealmemerseaeikeysnlhrwghmebus102.hadabprmflmhmeprm

1!
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adtievedbymestepsmflvoughsoamyberealizedbyhaMwareasshuunhFtG.21,whdeisablod<&agramot
an exenplary deo‘pherethuilt-in ICcend IF. In FIG. 21. the docipherermit-in ICmrd IF 120a oon'prisesan IC can!
receptacle121andapdntedwiflngboard122menGnglmmandtbcedwiththereceptade121.AnIC1aismounted
onthepmtedwitingboard122.Thelc123mmisesammyIF125Mi¢usudWmnnemflwmmdthelC
card5wimmebt5102am.inrespmsemanimmwmkommeoonuwawOJeadsmdpassesmehaySKutome
nextstagezadeeooder126Wrecaivimfltekey$tgandmcryptingequK,)wimmekeySKumyietd&;ar\dan
APdecoder127brreceivingmekeylgandwypfide,AP)toyieldapplm1imdata(AP).Thepdmedwiring
board122Mmmaybepretetablymddedtogatherwimme|0mrdreceque121portimaoastommemmole
asinglebody.Bydohgmhlealdmotthetserseaetleysncanbeprmed.

Wandiflcatimcanbealsoqapfiedtoasystem1mmecryptosystemaFle httisceseJteK,
deoodertzsotFlG.21 hmtobereplacedwimadeeooda126aasshminFIG22.lnFIG.22.theK,,decodet
126adecryptsheirufldata.e1(PKu,R+32(R.l9)).trunmeh5102bymmetsarsecretleySKupassedbyme
memory lF12StocbtainFI+eZ(R, lg).wtfiedeerwtimtheobtaheddata62(R. Kv))withflteobtained randomnm'ber
Ramoulpum‘ngmeleyKv

Enbodiment ll

FIG.24isabtod<diagtamMugananangememmasystancapauedplayiuadsflmadanfiafimpadt-
age. e.g..aDVDonthetermsotmdmeovommmfimmwmmbaminm-
fiveerrbodinanofmeinvenfion. hFIG.24.mesystemtaisidemicalbfl1edm2dFlG. 1 weptthatthe
maimtioan150hasbemelininstedbecausedmneedotwmdcafimufimasavawmeoumwa1m

InsbeonreplacedwmacmtrollertoOa.Inmecontofiet100a.anot-etmnROMbrsuingamupogamas
desmbedlatemndtheEEPHOM mammalsorqflacedMHnuROMWOtslmnhndeEPROM1033.
Inordertoplayaroleottheserver8.thesystem1ahasmhavetabtescotFlG.6Ainmymn—wlatiemmy.an.
theEEPROMtoaaandanapuicafiondurafimmlayfime)toreadtappliesfionasdethedflamemotFtGfiBhasto
beindmwmmemoldataoteachappficafionpadega

FIG.zswtenntiadlyslmanexenplawcomdprmmmadbythemwa100ashowninFtG24.The
contrduogwnotFlGZSisalsoidenfimltofltatotFlGjexceptmatmededsionstepsmwmestepTOOtmbem
eininatadbecatsemfinit-aflawwplaynndeisnmwwbymesm1airtttiset’tbodimmtardmesteps
ssowmarereplacedwflhstqasGSOaaMBOOa.Wugty.opemtionafierstep514wflbedesaiaedtnhebl~
lowing.

ltmelmudgitothetm-of-useUOU)codeisOhthedeciémstm514.flunhstqn650athecomolei 100a
plays.hmetreepiaymode.heappflcationstuedinmeseiededappfimtioninstepsoaorsmammmeopemfion.
ltshouidbenotedthatsincethesystemtadoesnothavemechargedptaynme.thematdidtotmeTOUcodeis
detinedastonm

 
Aooordingty.itthelowerdigitotmeTOUcodeisnominmededsionstepSM. flmhstepmmeeormoaa 100a

plays, in the limit-attached play undo, the mplication stored inthe selected applitzfion in step 506m 512 and eats the

FIG: 26md27shauanopetafionofafieeplaynndeshwninstm$503dfla 25inadetailedtormandatur-
therdetailed form. respecfivety. In FIG. 26. the oommller 100a executes at initial thineSOa instep 660a. in sin: 6703
axeaxtesmexpecledplaytimeintormhmrwfine. Minamsaoaemunesanapplicsfimplayandmetaedplaytime
reportrwtina
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AsshwninFIG.27.inheirifialrocfineeomheoonttoflerImasewchesmetauembtarmdumiahcorm

VleandNOHh-Ithevoimleloandme Nufieldshereof. remecfivelyhstqfifififlmeseardfisursumfid. than
themmrofler10anddsmerec0tdiorV|DvandNO,.iarIdfil|srele\ramfleldswflhAlearHalhitvahe,flany.inlhe
tableGOinstepsa.arIdprooeedsiostepso.Also, Hflveseardlinstepesssnmsfutmeservewproceedsmstep
90,whaeflecontolieflOOasebdsaroufinetnmanextaocadingmmevaluedtheTOUcndeweMersme
seleaed routine. lnthisease. flmeTOUcode-XOH(x:anamflraty HEXrunber,melefletH‘mmelastposifionird-
catesmatmeptecedingmnberisinhexadedmal).mmatwfinebplayinganwufionfi'eeddwgeissdeaed.
"MTGUcodenm.thenammsdeaedwhmpbysanapplicafimafiyflmmemwdawmmg
mbuMaapreseivalua

Theweaedplayfinemningmufineemaisidaficalmmerwfimsmma10)"!hssmimfionstqns
www.misimmeabovadesabed stemQ1.929nd95.Siniady.itisseenhanFle. 11 and13AthaHhe
abovedesaibed most-320,622,624. 210m!21aareaxecmedinflrisorderinmefimedplayardnHeredtsage
reponromimam lnth'sway. the system1apummelsertoplaythempicmionmedinmeselectedapwcafion
(steps5068m5120lFICimfreeofohame

FlG.28'samaund'whganopemfimofafim-mmedplaynndesmwnmstmmdFIG. 25. Since
fluisopaafionisverysinilatmfimdFlG.19.odyflnflouisbfidlydesa'ibedmrfiuhgthedenflsdeadlatep.lnFIG‘
28. mailer IwafisinnlesamedtflamassocialedwimmaTOUcodehasreamedmemvalueobtained

wimmeTOUcode. Heathenthesavetreumanovetfimflmssagebcavtmflerwmmstepszo.OthemiseJhe
oomroflel1008pmceedstomeazqzededpiayfimeinbmingroufineezauus70a).Memeoonuollenmaexeanes

‘heabovedesabedstqasm.www.mmmmnsmeappficafimphymmsoohfiepaamflaebym-
plummeoperafion.mmwmmmmewmmmm.mmism.
Inflisway.thesystem1apanitsmeusamplaymeapprmfimsbredhmeselecmdwmfimwepssoeam512
a!HG.25)oriyiHhelhfivflueassodmedwimmemUmdeaSmedbflwvuumametsa—specfliedapplbafim
hasnoibem reached.

Accucfingmmesmmbodmmesysian moanoperatein eimerdmureeplaytmdeammeinit-
attachedplaymodewiflmoutheneedofaomwnicafionwimaserva:Farmhflvesystemmmybomadeponable

Inmmdmmfion.mefllwmmmmmmmmmmfimmm.mgm
Wmcanbeamfiedtosuuhpedagemediaaspermfiwrflemam

Fm,mpmmsmmmmwmmmwmummmnm
case.hedstbtfledappfmfimpadagesarestored in abuksmgehmeusersdavicamwmfionpadcage
oonptisesoneorn'nreapplioationandapplmfioncmuddamfimis.anappfimfimdesabflxmfldmtfim

'desaw.0nevolmneismedasafile.Sinoeapbralflyotappficafionpedagembeswredinasimiestaage.
mwiwmmmmmmnammmmmwawmymm
\Iiaeimerpadegeortranmfiesionmeda.ismhbtmusadeficahebfleradiecmryhmmeappfiwfion
padagesarestacdhsdbramepeofliedmehmmdmamwhmmemdprogmisimfled.The
dammberamfledinmedwhmondescr'pbrisindwedinfieapdicafimmdzagebytheprwideraooofimbhe
informationgivenbytheuset.

Asdesaibedabwe.anum3panfltedmtsemapuiwfionpadagehrmfledbmmdmelCcardwhldw
slnresausarseaetkeySKucorrespowingtometserptflickeyPKutsedbrmypfimdMeAP-avypfimkeyn
inmeappliaationpadage.Fern-Es.wenflsomeonehasurfimflyobtahedanappficafionMefitmplejycop—
yingmewholevolmneflomme DVDonwhimmevolumeisrecomedmewshemnnmusenwiflwmelCcatdof
theowneroltheDVDJhusmeimenfivesystsmcanprevemunjwtusedanappficafimmdagemhfiscase)
WaywapasonmanmereQUWMnadepfimfionpadege.

Alstheirwa-rfivasystemissoanangedmambstpanolmeappfimfionpadmeisrecuuadbyprmhainman-
uhcuningprocassoftheDVDs.whereasatleastapartofmevdumcmtroldmafi.e..medstrhtfiondesabtor)ean
bedeterrrinedmmefimeof.e.g..distrixrfimoieadmmeovosaftamemmhaufingpmceeammvuesys-
temflefiblebecaxseoontmldata canbeeasilydmangedwimdang'mthemnper.

lnheirifialrmfinesBOaandBObin FIG.8Aarad83.hedammnittedvfithflnse~icerequedmaybo

WadinmesamemannaasincaseafmetmmnissionofwarsaaditeardmberstwninFlG.17.|-lowever.
incaseottheirfifialmfines.Memamumflyawalafihasedaiamybemyptedinmefdmhgway.

'lfmedaiatobeemrymedarem.02....memheyareflraenayptedwmakaynasbflms:
e2(R. DI), 92(R. 02)....

menhrumrenorypfionisn'adewimasmpublickeyPnesfdlows:
e1(PKB, R + 92(R. D1) + 92(R. 02).....).

IntheprooessofFlG.17.theuserrmybeaummficatedbymeansolapuuic-keycrypmsyslemusingapairof
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usersecrelandptuickeyuSKu. PK“). hmiscase.medie:n25ignsmedomle-myptedaealcerdnm
e1(PK,, H+oz(H,CCNOu))

wflhasimimkeyormeuserseaetmySKuaflefstepmWhflehesmtestsmesigrmmbymedientzmha
testkeyonheuserptflclwmebebrestepSSO.

lmteadofsmrhgashgleservetpmlicleyinmedmfimdesawza.apluaflydserverpwlicleysaafl
Weaverpdiickeysmybeteoosded.Byddmhiaflispossiflefcrmnfle.bsetfimadifbrmdwgedmufing
enmeserverptblickeywhiehmemhmsdededbyamnpriatdymmmmmmm

Also,appficationpadegeswithanidenficalvdume|DcanhavediflaerflserveruficleysreoordflApiuafityof
tdlcenmtmybeadvamageaslyuwidedfaappficafimpadagesofmemfifle

InmdermprevemanytseoflCcardbtherpersonmanmeownerofmeicm.hispoWetoedeebte
theSlmreedingstepemmestepsdprormfingthemetmanarapasmdmmammmlFIIOandprooeedng
lostepeoaoruyifmeenteredpmdcoinddeswimmeuserpamd Pwusbredinthelcm.

ThooguheICcardSismedinmeaboveentodimem.melCmrdIF120rmyberqslacedwimanmgneficcard
readertoperm‘tfingmeuseloemamaficcadfiflamfivdxhemanafimaybeammmemermtemhis
ovhetpamrdeadifimememerusesme DVD.

lnsteedafstoringmezserseaetleysminthelCcerdS.hekeySh1mybestoredinnm-volafilememyina
Pwu-ena'yptedbrm lnthiscase. meMysnkoMMedbydecrypfinngu-enayptedsmwflhamdanaed
bylheuser.

ThedisansionolmreepvecedingparagmprsareamfiedtomelCcamsedbrstomgflIaservaseaetbyh
MW.Hmm,infliscesememahasmbemlenasmeedmkfisuamrdhemem.

mmmmmmmmwmmmmmmmmmmm
wscopedmepveseminvemm nmmwemmmummmismtrmwmmewc
enhadhmmdescrbedhfinspedfieafimexceptasddmedmmeappmdaim

Asystemforpemifling miyanauhenficusermplayedeskedappficafimmtameUMadsthnedapplicafim
package in one oipredeterm‘ned operation. 9.9.. free play mode, dawned nude. Emit-Wed play mode, 91:. The
syammisesadiaubtuaymanmicafion undermecmtroldasermcomectedwimlhedemmmagha
WWWemfiWmMyeMewlmfiddesammmmm
oodesasignedtohevoluneandflweapplkafiomoifiiewlm.mmofclisthlfiondesainaisdeddedam
storedinmedesubtammefimddsflufionmmmm.mismemlesflnsystanfmMoiselso
disdosedasystemopemtablewimcormumicatingwimasaver.

Claims

1. An appficafionpange for use in a system 101 piaying an appliafioncomehedin mewicefimpadege (Ihevol-
ume). the appliafion padmga aonprising:

applicafimdatabratleastoneeppfimfionmnd

volumecontrddmatoruseinwntdlkmgsaidsyuan.mdnsaidwmemddmmmmises:
avqumeIDbriiemifyingmeHMdseidappficafionpadagusaavohme):
anissuenmberassignedinaderofissuemeachafmemiunesofsaidfim;w

appficationleeadIaseignedhomeolsaidmbastmeappfimfimmhedhsaidmjndwhemin:
alleeetapandsaidvolwxecmtroldataTstobeaddedmseidvoluneeflarflweuedionofseidvolmnmnd
saidmleastepmioisaidvoummoldamindudessaidiasuemrber.

2. An application package as defined in daim 1. wherein:

saidappficefiondatatusbeenencryptedwimanwypfimkfiy;w

saidalleastapmdsaavdmmcuwddammesawefsnflhkemuyptedwmbnofsaidmypfing
keyused.

3. Mappl‘mfionpadageasddhedindaim1.whereinsaidatleastapanofsaidvokmeoonfloldamindudesnnde
oodeswhichareassignedtosaidwluneusaidatleestmappficafimweedwmaplaymdemhmd
wflhmedsaidvdumusahatleastmappficefionmmmenndecodeisassigned

4. Apadagemediaonnmmanapplicafimpackageesdefimdhdaim1hasbeenrecuded.

5. Apadagenndiaolawrhemetypemwhichaneppficafimpedegeasddhedhdaim1hasbemrecorded.
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6. Apadegemdiaonwtfidwanappficatimpadmgeasddinedhdaim1hasbeenreoovdedmereineaidmleast
apanalsauvolumcomrddatnisrecadedinanmeadiflaemflundaiaareawheresahwpicafimdmis
recordedmmepadtaoemedia.

7. AModuaendingdatawmamisedswflymnafhstdemebaseoonddevioeflmhaptflictelm
nuniaafionnetwukomuisingmestepsot

habseoomdsvioe. "'

gmafingapswdorambmmnber:
msnmimsaidpsanoramnmrbermsajdfistdm;

in saidfirstdwice.

enaypfirrosaiddatawflhsaidtansrnifledpsadorardunnminm enorypteddam;
Wmmmmmmmmmmammwwdmma
pxblicleyoisaidsecmdderioe‘rrmdmuermymeddata:
mmmmwmmwfimdmmwmm.
deaypfimmfldmflmyptedddawiflaaswdhydmflmddabefiidwmmbsah
ptflnkeymmmieddammisfingdadeayptedmuannmbapufimwmdm
wfionmnd
ammmwwmmmwtmmwmmmmwm

B. Amehodbrsendimaphralflydpiecesofdatammaraisedsealflyfimafistdwioemasewudm
Wamwmmmfieafionnmkconvfisingmestapsds

in said second device.

gmtingapsemorandommnter:
tansnfitfimaaidpsanommmnmbaidfmdevice;

insaidfirstdwiw.

maypfimoachdsaidpiecesddahwimsaauammwpsammmmmmymw
pieceddata;
Wmmmwmmmmmmmmmmsaammmm
datanfimapuiickeyotsaidsewudaficeintodocuemypteddata;
smdingsaiddmfle—enowmeddatamsaidseoonddafioemmsmiddevice.
ammwmmwmmmamamdaammmmesau
ptblickeymdeorypteddataomsisfingofadecryptedrandunmberpofionarflsaidpmmyot
deaypteddamoufimsmrd
Wmmmwdmmmauumwmmmmmamm
data.

9. Amefindasddhedindaim7u8mrmermisingmestqas. axeunedaflersa‘dstapddeaypmgsaiddw-
ble-emrypteddamdt

woceedngloanansteponlyflsaiddeayptedmummnbaporfimooinddeswimsaidvmfiuedpseudo
randanmurbermm

saidsecmddevioeinbrmingsaidfsstdaficedafaflurehdeaypfionfleaiddwyptedmuunmmbapu-
' fion does notcoincide with said tummed pswdo random umber.

10. inasystemprovidedwimmeansbrplayhganapplmfimmminedhanqapficafionpadagefimflndbrpet-
nifingatsettoplayanenaypfimkey-encrypted wmmnedhadisuhnedappliafion padagewhid:
Woontains. asvolumecontrddam. a user'spmfickey-encrypted enayptimkeysoemryptedaslobeafle
tobedeaymwwimaseaetleyofmecsermosaidwypfmmmmwisingmestepsot:

reading said user's ptblic key-encrypted emrypfing key from said distributed Wicafion mdage (said vol-
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ume):

obtaining said secret key:

deaypfimsaiduser‘spuflickey-erwypted enaypfing keywmsaidseaetkeytoobtahsahmypfing key;
and

ammmmmmmmmmwwmmwmmnwmmmmwmdm
while pom said applicafim data to said means tor playing an application

InasystemWmadianwwuwwmmmbrMan-wmmhmmm
mamamnmmmedmmaWnMammhwflmammm
oneotkawwwwmfiommmmadmwwmmmmmm
asvolumeoonh'oldam. avduneIDbridmfifyhgmersaidmnedwpficafionpadagusaidWm).
anissuenurrberSsuedtoeadwwluneofmeldndinanissuedovderandappfioafionIDs. ”WW9
Ihedepsd:

saiddietnreadhgsaidvohxnelo.sajdisuenun'berandmmpficatimlnbrsaidmedmypfingkey-
Wedamlwbmkahampfimbymwwwbsfim)fimsaidvdmmmmsah
server;

in said server.

retietimsaidenorwfingkeybyusingsaidwkmm:
revievingaptbfickeyoleaidusabymmgsaidvdmmwsaidéssuemma:
gmerafingapsanorardomrlmber;

Mwmypfimsahwypfimkeywimsaidpsanmmmwsaidmmmma
dudeenorypteddata;
mmsaiddolble-wypteddmameeid diam; insaid client.
obtainingaseuakayolsaidtserwhwcmespumtosaidptflicm;

Winsauaflwfingkeybydeaymingsahdafle-muymeddmawimsaflseaetkw;
ammaummmwwwmmwmmmmmwm
fimchtaMmlepasingsaflapplkafiondahbsaflmbrplayimmaqflm

Amethodasdefinedindeimwor11.wherehsaidmeambrdminhgaseadknymisesnmhreadhg
sahseaetleymapamuemmydsaidmer.

Ameflmdasdefivedindaimlzmemsaupomuememyismlcm.

Inasystemoomisingacfiemplmidedwim meambrplayimanapplioabpadageawaserverwmcted
wifllfluediernfluwghaconmicafionnewtforcomwimmediatmeappficsmpw‘age(mevoMme)m
taining,asvohmcon1mldala.avdwne leflanisuenmbetissuedtoeadwofmevobmoisaidvolum ID

inan'ssuedorder,amethodbwomulingmeamoumotplayfimecwprishgmestepsd:

saiddiansetxingsaidvdmnelomusaidissuenunbertosaidsewer:
saidsewerretrievinganemectedplayfimamiatadwimsaidvolmlDandsaidisuenunbmam
saidsefvetaddingsaidemeaedphythnetohevalueofamlplayfimeassodatedwimsaidwlmelDand

Inasystemoomfishgadianprwidedwflhmmbrplaybuanappficafimmhedhanappficafionpadme
and a server connected withthe client througha oormufication networkinrcontofiing the client. the application
package (the volume) containingasvolmne control data,avolume ID. an issue nmberissuedtoead'uofmevol-

umesolsaidvolunethanissuedaderaManappfloafim IDtorflzeapficafionmmefiwdbrcmtmllingflle
mumotplaytimecmpriaingmestqnsof:

saidclierflsendngsédvolwnalo.saidisuemmberandsaidappfioafionlotosajdserver;
saidserverretrievinganemectedplayfimeassociatedwmwaidwlmlD.saidiewenunberandsaidappii-
oationlem

saidsetverajdingsaidemededplayflmemflwembedatomlphymamedwmmvdunelDand
saidissuenurber.
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16. Inasyslemcorrpfisingadierfiprwidedwimmeamiorplayhganmfiuafion cumhedhanapplicafion padcage
andaservamededvfihthecfianfilrwmammmnicafionmmkbrmnmfingmedmfl'leapplication
pedage(mevdwne)cotmirfing.asvohmeommdma.avolmnelDandaniasuennbermJadtoeammme
wimesoisaidvolumeiDinmissuedordajmediodbrmdingmeWMdphyfimmrbingmesiqas

5 Of:

saicheruardsaidservainteracfiveiymeaaxm. asameaswadpiaymaplaytimeoisaidappficafion;
and

said serveradding saidmeasurad playthnetomevaluoofatomlplaytimeassodmedwflhsahvokmloand
10 said issue umber.

17. Amthodasdefinedinclajm16.whaeinaidstepolmeasuimaplayfimeoomisesmestmohsmafimerof
saidserver.

15 18. AWasdefnedhdajn-nfimherehmid stepofmeasuingaplayfimeconptisesmestqaofwhgatimeroi
saiddient.

19. lnasystemoonpmingacfiemiorplayinganappliafioanageardawwmwimthediemm-mgh
ammufimfionmmkwherehflwamlkafimpadmge(mewlm)mwmmndamwmd

20 demands!leastapanofmeoomddaiainsbeenaddedmmevoiumaaftermeaeafiondsaidm.a
nmdfusafiingdedreddatafromonesidedsaiddiemarueaidsetverbmeomerside.“Wm-
homestepsuf:

includingaseoratkeyoisaidomersideinsaidmiestapanofsaidmolm

Z insaidcfl'ietsida.

generatingapseudomrdommn'ber:
unwritfingsaidpseudommmnbetbsa‘dmesise;

so

insaidoneside.

ansaiddesfleddamwflhsaidwamniuedpsammmmmmptaddan;
mypfingwnmtendeddamwnésfimdsaflpsadommwsaidammeddamm

as saidptbfickeyofsahomersideimodwe-erwypteddma:
serdngsajddafle—ezuypteddaiatosaidothersfle;

in said o‘ihe! side.

40 decrypfingsaiddozble—encrypteddatawimamakeydsaidoihersidemchmaspondsbsaid
plblickeyintodecrypted dataoonsisfingufadea'yptedrandommnbapafionmdanother
deayptedporfionmnd
dwmhgaflarnfimdwymwmwmsaflmmmmwhmsaiddesnd
data.

45

20. Amemodasdefinedindaim19.M16reinsaidgmfingapseudomndommnbahdudesstofingsaidpsano

random nurrbe! in memory. and wherein the method further conuisesthe step. axeaned ptiotto said deaypfim
said amine! deaypted podion. of:

5a inresponsetoadetanimfimmatsaiddeaymwramomnmbapafimdoesmtwhwewimsaupsewo
randunnmbersmradmsaidmeambrstaingsaidpseudorandommnbersbredheaidmennry,interning

sahauesfleoiafafimahdaaypfimksteaddpasshgmcumolmnadmeam

21. Inasystemconprisingadiernwwidedwimmeambrdayimanapplimfimcmtamedhanappficafionpadege
55 andasewerconnectedwithmecfiamflnwghaoornnuwafionneiwodgamefi‘nodiorpemitfingausartoplayan

emanation containedinadish'hned appficafim paciegewrfidwfuchomains. svolumeoommldata, avolume
IDforidenfifyingthekindofsaiddistrhnedappficationpadage(saidvoim).aniswemmbefissuedbeadwol-

umeofh‘ieh'ndinanissuadada.ardmapp5cafimlDfusaidappibafiuLmeMndwisimmestqasot
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pmceetfingtoananstepcnlyflhevalueofamtexfieldaseociatadwiflusaidwfluneID.saidissuenunber
andsadapplieatim lDisuuexmevalueofalimitvahefiddassodatedwimsaidvohme lD.saidissue
mn'berandsaidapplicafionminavolumedatanblezand

(fisplayingamessagehbminganwerlinflmadsdaydevbedsaiddieManuflMopa‘afimwleMse.

22. Inasydanmidngadimfluwfledfihmmhdayfinanemfimfimmmhedhmmfimmm
andaserveroonnectedwimmediemmrwghammmicafionnatworlgammlapanitmgamertoplayan
application anhadmmwwmmdegemmmmmsvdmmumavokune
lDioriden‘tifying1hekindotsaidcfistribuiedapplicmionpacka.ge(saidvaluma),anissuenumberiseueldto«mammal~

w umafmeldruinanissuedorder.anapplioafionlobrsaflappfieafimaruatinitvawabtfinifingmeplayofsaid
applicatim.mememodcorrpfisingmestepsot

proceedngmanutdqamflyflhevalueofametetfiddamodatedwimsaidvolunelD.saidiesuenurber '
andsajdapplicafionthavolwnedatatahleisundersaidlhfitmmm

15 diwlayingamessageWmmanovedinfimadsdaydwiceofsaidoianammmemomm.

23. Ameflwdasddinedinchlmflmheteinsaidanlue'sawdefiecfivedateammmwmfimdam
andfime.ama:dnunamoumodplaytime.andanaflouadeaooescouu

20 24. Ameflmodasdelinedhanyoidainsn.15am16,whetehsaidstqaofsaidcfimtsendhgbsaidsawm
ptisesmestepsah

afldaflmvypfingmleastoneaisaflvomInsanisflnmmarumhwimfimlohbawypted
demand

a; saidservudeaypfingsaiiwypteddata.

25. Asysternusemingdatawiflwamissdeeaxityfiomaftstdevicebasecafldevicehwghaubficteim-
ricafionnetwkconpr‘sho:

so mpmwdedhsaidseoorddwiceforgenaafimapsadommber:
mpmfidedhsabsewddwbebvhanmflingsafipswmmmsahfium:
mummfidedhsfldfimtdefiwbrmypfimsafldafiwflhsaflmmwmmmm
anencrypteddata: .
mmmwhmuiiammmmmmmddmwfisfingdmmmm

35 waumwwmmawcmdmmdmmmwm;
macfidedhsaflfiddwbebtsemmgeaiddmflemymedmmmbmdm:
mmwmhwmmmmmmmemmamamdmsw
onddwicewhiohcmespmdsbsaidpcblickeyhtodeaypteddmaoonsismgotadeayptedmmnmnber
porfimandanoflwerdecryptedporfionmm

40 memsprovidadheaidsecomawkeiadeaypfimsaflmdeaymwpmbnwmsaidmmedrm
domnmbertoobtainsaiddatn.

26. Asystemiotsendimaplummyofpiecesafdatawimamisedseaxflymafistdwioetoaseoonddwice
houdwapabfictelmiwfionnehuorkoonwising:

mpwvidedhsaidseoorfldwiceforgenaafirgapsafiorm nun'ber.
mmuufidadhahsewmumfutmnannfingswpsmmnmmsahmdafioa;
meamprovidedhsaidfirstdwioeforenaypfimeaduoisaidpiecesofdaiawimsaidtwmifledpsadorm-
dommmberintoanencryptedpieoeo‘ldata:

so dehsahfifidwbefawypfingmamwmmsfimdsahpsmenm
ammwwmmdmmawhmdmmmimmmmwm;
mmmwtmdmmwmwmmmwmm:
mmwmmmmmmmmmmmawawaswm-
mmmmwwmmmdwwmmmdwwmnum

55 porfionaMsaflpluafltyofflcrypteddalaporfiasmnd
mmwmmmmdmmmwfimmammpmmmwnmwm
domnunbertoobtainsaidpiecesafdata.

18

Petitioner Apple Inc. - EX. 1025, p. 5076



Petitioner Apple Inc. - Ex. 1025, p. 5077

EP0840194A2

27. Asystmnasdd‘medindahn25a26.hrmeraonuisirigz

mealspmvidedinsaidsoaonddavice. acfivatadpfiortodeayphgnfioisaiddeayptedpufiasw
respons'vetoadetennknfionhatsafldeawtedmrdannmporfiondoanoiadmewimsaidm-

5 niuedpseudorandommnber.iorhtbnnhgsaidf‘astdwioeoiaiaflueindearypfimmmdpassingme
mmnmmans

28. AsyflnthmWW-mwmfimmnedhamwwmmdwem
Werewtaim.asvdumeaontraldata.ausefspwficimy-enaryptedmypfingmsoermadastobeaue

m tomdwmwmasearetleyoftheiserirnosaidmypfingWhesystemamusing:

mmhreadingsaid usatmbfickey-mypiedenaypfingkeyflmnsaiddsfixnedmpfiaafimpadege
(saidvolume);
mearsiordnainingasidseaetley:

15 mmdeaypfingsaidm‘spiuickey-mayptedwypfluhaywimsaidseaetkeymobtainsaid
Washer.
meamiordearypfingmidenarypfing Iey-eimptedappliaafimmnsaidobminedenaypfingkeytoprwide
appfiaatimdatamnd
mbrtshgsaidappfiaafimdataiorplayim.

29. Asystemiorpemitfingausumplayanwypfingkeywymedwiaafimamiamedmadmapdbafion
mmmammmmmmammummyimmmaswmw-
aafionpadagfisaidvdunexanissuemnberswedmeadwokmsdflmidm hmissuedordaandappliaa—
tionle.mesystemaonuising:

acfiemiorplayinganappfiamionbyushgmpfiaafiondatamnd
aserveriotcontoflhgsaiddienthroughaaamiaafimneinwhereinsaiddietflaumises:
mbrreadngmdserflngsaidvobmem. saidlasmmnbetandanqaplwmlnbrsaidmof

enaypu'ng key-encrypted applicatiors (said ariaypting kay-emrypted wwwmmmmw
so servansaidsewaamuises:

meansiorretievhgsaidmypfimkeybymingsaidwlmm;
meansbrreuievhgapmfickeyofsaidusabyusimsaidvoiwnelDandsaidissuenunber;
nursugmetafingapseworamnm'ben

35 mudweenaypfingsaflmwfingkwvfimsaupsewommmammwtkeyim
aduueenarypteddatamnd
mbrsaflingsaiddofleenawpteddahmsaiddmwsmafianwnuses:
mbrobminhgaseaetkeydsaidmwhmmemusmsaidpibickey;
meatsiotabtainingsaidmypfingkeybydeayumgsaiddmfle-Weddamfimsahswdkay;

4a murdearypmgsaidmcrypfing lay-encrypted mimuflmsaidobtamed Winkeytopro-
videappliaafimdatazand
mambrusingsaidappficafiondatahpiaying.

30. Asystemasdainedinaiaimzaorzs.whereinsaidmrsfuobtairfingaseaetkeyaonuisesmrsbueadhg
45 saflseaetkayfiunaportaflemenuyofsaiduser.

31. Asystemasdeflned in claim 30. Main saidponablememory isan to card.

32. AsystemtorpemitfingaLsertoplayadisubtnedaodiaatbnpadegewmdimuouminsasmum control
50 data avolumeDuflmfifyimtmwdsaiddiamnedapwaafimpadegfisahvduMHMMBsuem

issuedlnaadwohimeotmeidndinanissuedmder mesystanaonuising:

adieraforplayingsaiddslrixned appiimfim padmgezam
asetverbtconuolling said diam though aaommniaafion netwom wherein:

55 saiddieruaonuisesmeamtorsardingsaidvolunelDardsaklissuonurrbertosaidserverzand
saidserveramuisesmearsbuefiievingan Wedplayfimassoaimedvdmsddvohmelbandsaid
issuanunber.andmeansfuaddinqsabapededplayfimetofllevvaiueofatomlplayfimeassodatedwim
said volume ID andsaid issue umber.
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33. Asystem tor permitting a usertn play an application contained in adistfibuted wpfication package whim further
contains. ssvolumecontrddata.avokmeIDbride‘nfifyingmeHndofsaiddistrhnedappficafionpadtage(said
votume),anissuenunberiasuedmeachvclunectthekindinaniasuedorderwanmplicafim Dfnrtneappli-
cation.thesystemccaprising:

adienttorplaying said applicatimmnd
asewertcrccntcllhgsaiddiemthmufiacormnicafimnetmflgwherein:

saddieflwmrisesmearsbtsadimsahvdmlusaidsuemmamwdamficafim Iowsa'd
setverzand

saidwvumnwisesmeusbrrefiefingmemededpfiyfinmmdatedfihsaidfluneID.saidissue

nmberandsaidappticationlumumeanstorwngsaidexpededplayfimemmemdamnlptaym
aseodated withsaid volume lDandsaid issue nunber.

34. Asystemtorpenfittingammdaymamlcafimconminedinadwwwmpficatbnpadagewfimma
contains. aswlmnecontddaaavommelDbridmumemehndofemddWedWcabmpadcgefiad
volume) aniasuemnterissuedtoeadtwmmeofmefiruhan'ssuedaderawanmplicefimlDfortheeppli-
ceticn. the system comising:

ecfienttorplayingsaidwplicafionmnd
aserverbrcafidfingsaiddiemflmughammmcafionnemmmein:

saktdietflandsaidsewarcamisememsbthtaacfivelymeasuim. asameasuedpteyfine aplaytime
otsaidawtication; end

saidserverhxhaconpiisesmearsbraddhgsaidmeasuredplaytimetothevelueofatctalplaytineasc-
datedwifltsaidvclmloandsaidisuenu-rber.

35. Asystemasdefnedinclairn34.whereineeidmmbrirnaadivelymmxhgaphyfimconpfisesnmfor
usingatimerofsaidservet.

36. Asystemasdefnedinclaimu.morainsajdmeambtiMaecfivelymeesuringaplayfimcamdsesmeansbr
us'matizmrcfsaidclient.

37. Asystemfapemitfingausertcplayanapplicefimpedege(mevctum)conprthgwpficafiondetaandconw
datawhereinatleastapanothecmhotdatahasbeenaddedtohevolumaftetmeaewmotsaidvokme.the
system cmptising:

acfiemtorplayingsaidvolunemm

aservertorcontmflingsa‘dcliemthrwghacmmnicafion network. wherehsaidservercmprisesmemsbr
alorinaasecretkeyofcaidsetvetandeaidatleaslapanofsaflcontmldatamnesaptflickeycorrespmd-
ingtosaid secret key. andwherein mesystemconpnses:
meanspmvidedhsaidsewertorgenemfingapseudorardomnunber;
mksmfimsaidpsetnoramnmnber;
mmvidedinsaidservabrhmnfitfingsaidpseudomndunmnberwsaiddient
mmprcvidedinsafldiemforenaypfingdesieddafiwimwduamnfltedpsanommmim
enaypteddatn:

mwwfledhsaucfimbrmypfimmmwdammsfingdmflpsmmmmnmw
saidencrypteddatawithsaidptflckeyintodomlewypteddata;
mammvidedhsaiddierflhserdkusaiddoudemymeddafitosaidsm;

meansprovidedheeidsavabrdeaypfingsaiddmfleemqptedflaufiheafiseaetkeyinmdeaymed
daficorsisfingdadeayptedrmuanmmbaporfimmdmmdwymedpcrfionmnd
mprovidedin saidsmbrdeaypthgcaidarmetdeaymwmrfimwmwdhammwmmn
mnbettoobtainsaiddesireddatu

38. Asystemasdefined in claim 37. tufltercmptising:

mans. provided insaid server. activated prior to said decrypting sejdanothet decrypted portion and rem!»
WetcadammmtaudwwrmwmmmmmmaupseudoraMom
mmberstoredinsaidmbstuimsaidpswdomrdcmnmber,brhfomingsaidcfientofatailureh
decryptioninsteedofpansingmeccntmltonextmeans.
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39. Asystamtorpemitl'ngeusertcpleyanapplicefioncontainedinedisthnedmicatmpedragewfidihnher
contains. esvoiumecontoldala.avdwne lDbrktemilyingflieldnddsdddsthnedepplicefionpwage(seid
volume).anissuenunba‘ssuedbeachvoluneolheldrdinenismedarderarrlapplicatimlethesystem

.. :

acflentlerplayinganqplicetionbyusing maficetiondetamnd
asmbrmntdfingsafldianmmughemnbefimnetmmdnsaiddmmz
mambrreedmamserdngsaidvuumelusaidiswemmermdanmplwmlDtorsaidonecl
crawling key-encrypted appficstions (said encrypting key-encrypted application) lrorn said volume to said
server.saidserverconprisesz

msbrproceedingtnnenstepmlyilthevaluedameterfieldassociatedwithsatlvoimtelo.saidisaie
nunberandsaidapuicetion IDismderthevalueolalinitvaluelieldaasodatedwitnsaidvolumelD,said
'ssuanunberendsshemlicationlbinawlumdetatahlemnd
meanslrxceusingsaidcliedtodisuayamessagelntcmimanweinitonedsptaydeviceolseiddientand
ththeoperetionothervn’se.

40. Asystemtorpemittingambplayanapplicefimcaflahedinedishihfledapplicatbnpadegemchhrmu
contnirs. as volume controldahjvclume lDiorflentflyingttie litudseiddstrhltedspplimtim'paddge (said
volume).anissmmnbaissuedtoeadiydmdmeldiuhanissuedorquplicafion IDserdlim'tvalues
essociatedwithrewectlveappficetimlelerlimitim tl'ieplayotrespeclive wmmmesystemcon'prising:

adientto'pleyinganqapliwionbyushgmplicatimdatamnd
eserverbrcontmllhgsaid diemflrmghaconmmicefimnetworkmerdnsaiddieruccnprises:
meanslorreadingandsendhgsaidvolume lD.saidiss1emmber.anapdiafionlD”saidoneoleuuypting
key-encrypted wplicelions (said encrypting key-encrypted application) and a Enit vaiue associated with said
application lDfiornsaidvokmtosaidsavaJmmehsahserverconpnses:
membrproceedmtoenevdstepmlyilmevalueolarneterfieflaseocistedwimsaidvolmneloseidissue
mrberardsaidappficafionmhavdmledatatatleiswfiaseflinitvaluemrd

meanstorcausingsaidcfiemtodisplayemgeinfornimenavednitonadsplaydeviceolseiddiemand
qmttheoperalionalhem'ee.

41. Asystemasdelinedin claim39.whereinseidlinitvaiueisoneoteflectivedateerdfimemlbumeemirationdate
endtime,amaidnmmanmmdplaytine.endenallmableacceescomt

42. Asystemasdefinedinanyolclaimszs,33end34.whaeinsaidnwanstorsendngtossidservermmpfises
meanstorencryptingalleesloneofsaidvohmelusaidissuemmerandsaidappficetionID.

43. Amelmdbrpe'nilfinganauthenticuserbpleyadesiredoneotmeqapficafionscmtahedinedistmedeppli-
celionpaclcage in asystem cepableofplaying an application-l, wherelnsaid mpficefionpadcage (said voiume)con-
tainsvolumecontmldateindudingnndewdesassignedbsaidvduneandmeepprmfimsolsaidwlum. the
mtl'iodccrrprisingthestepsot‘: '

decidhglotseoneotpredetenfinedplaymodesspedfiedbyoneolsaidmodecodesasociatedmw
desiredapplicetionmru
playingsaiddesired explication in said specified playmode

44. Amethcdasdefinedindaim43.Myeinhemefltodfurfitacarprisesmestepothdudingmwnwdecodea
valuesindicativeofelreeplayn'ndeandetleastonelhnit-atteched playmodewhidi conespond(s)torwpecfive
limit vatue(s) used tor limiting usage

45. A method as defined in daim 44. wherein said elm at playing said desired application cormr‘ses the step of:

inrespcnsetcedeteminatimthatsaidoneofsaidmodeccdesessodatedwitnseiddesired application
minesavalueinécsfiveotsaidkeepiaynodeflnuyplaymmmsked mm.

46. A method as defined in claim 44. wherein said step at playing said desired appficatim courses the step cl:

inresponsetoedeterninationthatsaidoneolsaidmodecodessssodatedwithlhedesiredapplication
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halides meoi values indcafive oisaid at least one limit-attached play mode. displaying a mewageto the
efieoltliatafimilvaluessociatedwiflisaidoneolvalueshasbemreadadinaeadoiplayhgsaiddeflred
application ilsaidlim‘i value has been reached

5 47. Ametnodasdeflnedindaim43.whereinsaidvolumecontroldaiafurfierindudesavolmwlD.aniasuemirrber

andanapplicationlDioreachoisaidapplicafiaSJndwhereinsaidstepofdewngtoweoneofpredetemined
playmodescon'prisesmesleps oi:

obtaining said one 0! said mode codes associated with said dedred appfication and 00:1an limit value
to by using said appfication l0: and

oonparing said oneolsaidmodeccdeswiih a metervakieassocialedwifl'isaid volume lD, saidissue nunber
and said amioation in.

48. AmethodasdeiinedindaimdSmhadneachoisaidappliwfiaslmbemeadiwayptedIMMWypfing
15 keyandsaidvolumeconu'oldataincludesawerspiblickey-encryptedversionofsaidencrypfingkey(aptbfic

key-enorypledversionencrypihgkey).andwhereinsaidslepofskrplyplayingsaiddeskedamlicefioncamdses
Hieslmsoi:

reading said user's piblic icy-encrypted encrypling keyfromsaid volume;
20 obtairingamerssea'etkeyufldiconespondstosaiduser‘spibiclem

deawfiusddwdspsbficlwyWedawypfimkeywifisaflwdsseaakqbwminsaflwwfim
kevmnd

decrypiirigsaiddesiredappficafimnfimsaidobiainedencrypfinghey

as 49. Asystemiorpermiuhganauflienficuserloplayadesiredmedfliemplioefionsmahedhaifisuhnedappli-
cafion paciage, wherein said application package (said volume) contains vciume control data including mode
codesassimedbsddvdumarflheapflicafionsdsaflmbme.mesyslanconprm:

meansiordecidingiomacneolpredeteminedplaynndesspedfiedbymeoisaidnndecodmmhted
so wimsaiddesiredapplidafionmnd

meansbrplayhgsaiddesiredamlicationinsaidmedfieduaynnda

50. Asystemasdefined‘mclaim49. whaeinhesysianmnheroonprisesmmbrhcbdthnsaidnndemdes.

valueswicafivedlalreeplaymodeandaiIeastonelimii-attachedplaymodeumidiconemond(s)iorespecfive35 Iimii value(s) usedior limiting usage

51. Asyslemasdelined'nclaimso. whereinsaidmeanslorplayingsaiddesiredapplicatim corrorises:

means. responsiveioadetemimiimthaisaidmeolsaid Manesassooiaiedwimsaiddesired apprise-
40 ion includes a value indicaiive of said free play mode. for sin-ply playing said desired application.

52. A system as defined in claim 50. whereinsaid means lorplaying said desired application cormrises:

means. reasonsiveioadeteminationthaisaidoneoisaidmodeoodesassociatedwimmedesiredepflicao‘on
#5 includes one of values indicaiive of said at least one limit-attached play mode. ior Waying a message to the

eflactlhata limiivalue modatedwiih saidoneoivalues hasbeen readiedinsteadolplayingsaiddesired
application il said linii value has been reached.

53. Asyslem as defined in claim 49 whereinsaidvolmne oontroldaialimerindudesavolume lD. anissuenmber

so andanwpiiationloloreadidsaidapplicafions,wwherehsaidniearisfordedtfirigtoiiseoneofpredeler-
mineduaymodescormnses:

meansforobia'mingsaidmedsaidnndewdesassodatedwflhsaiddesiredamlicafimmdmnmmng
lin'itvambyusingsaidmplicationlerid

55 meansfu'oonmririgsaidoneofsaidrnodecodeswihametervalueassodatedwidrsaidwlumelo.said
issue mnberar'idsahapplicalion ID.

54. Asyslem asdeiined in claim 51. wherein ead'iofsaidapplicaiions hasbem enayptedwimanencrypfing keyand
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said volume Gonna am includes a user‘s pubfic key-«Wed version of sail encrypting key (a ptblic key-
encryptedversion enuypting key). and wherein said means tor s'mplyplayiru saiddesired applicatim cumrises:

meamlwreadingseiduser‘sptflic ley-enayptedmypfingkeylmmseii volune;
5 mumamemmmmmmmmm‘smcw

mfadeaypfimsaiduser‘sptflicleywypled myptinglmywilheaiduser'sseaetloylowtahtsaid
enayplingkeyzand
meatstovdeaypting said desired application withsaidobtahed encrypting key.

10 55. Amemodforpemtitfingmeumermcmamplayadesiredmedquapliaafiasminadisumedappfi-
wfionpadageinasystemeonpnsingadiancepableolplayimenappficafimawasmmeaedmseid
cliemmmughaoonmnicafionnetwom whetehsddapplieafimpadagemereimflerrelaredtoas'sahvol-
untejconminsvohmemadamhomhgnndewdesaesignedmeauvdmteammeapuicafiasdewwl-
ume. ihemethodeonprising the steps at:

’5

saiddientdeeid'ngbmemedptedetermhedplaynndesspedfiedbymedsaidnndemesassociated
withsaiddesiredemliwtionmm
playhguades'uedapplicafionhsaidepedfiedplaymodebymeansolcoopetaflonbetweeneaiddiereem
eaidsemer.

20

56. Actuatedasdefmedindaim55.umereinthemetttodmoonprisesthestepolhdudhg,heachalsaidmode
codeeveheincicafiveoloneolelreeplaynndeadtemedplaynndeardatlesstmeiuflemedphymode.
whereineaidwltmcontroldalehlfliereomiseselhitvahieaseoeiatedwiflimdiolseidatleestmeinit-
emmedplaynnde.

25

57. Amethodasdelhedindaim55m56.umeteineeidvohimeoontroldalamrflteriruidesamlunelomnsue

number.wenapplicetimDhaadtotsaidaflieefionsaMWhadnsaidstepdplayimsaiddesfledapdbe-
timinseidspedliedplayMommasmappfiembnplaystmdsirplyplayingsaiqaedliedawlicafim.

so 58. Ametl'iodasdefinedhdaimfi.vmeremeediolseidepplicafimsomtahedhedsthnedwcefionpadmge
mmmwmmmmmwmummmmammmw
demypfingkeymuflbmymedwsbnmwfingkanemmehmwmuw
slepconvrisimlhestqasol:

35 readingsaidusei’sptbfickey-etvyptedenaypfinpkeyfimnseiddmie;
obtakingatsetsseaetkeymdimmbmidm‘sptuicm;
deaypfingseidWeaflicley—Wedampfimkeywihsaflwa’sseadmmmnsebwypfim
kayzend
deayplingsaiddesiredeppficetionwilhsaidobtahedena’ypfing key.

59. Amelhodasdethedinclaim57.whereineadtofsaidapplicafiascuflainedhadismhnedawficafimpadege
Msbmmaymwfimmwwfimkwamfiuvdmmummammmmw
vetsionolsaidencryptingley(aptflickeyenayptedvasimwwypfingken,ammdnsaidappfimfimplay
stepconprisesmestqasot:

insaidservet.

retiefinganwypfingkeybyusingseidvolumlo;
refiaflrtgausersptutle/aseodmedwimsaidvoluneloandsaidiswemm;

so medwmmmyfimammmammflmmflkmtmoadw-
blemypleddata;
sendingseiddmble-encrypteddatetosafldientfinsaiddiem
obtahingetser'sseaelkeynfldtomemondstosafluset'sptflicker.
obtainingsaid mrypfingleybydecwflhgsabdmfle—auypteddatawifltafltsuSGeaetw

55 deayptingsaiddesired applioefimwifiisaawtained mypling key.

60. A method as defined in claim 57. wherein said step of playing said desired applitmion tunher omtprises the steps.
emewted priortosaidapdicafion playstep. at:
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said sewer retfieving an expected play time associated with said desired application; and

displaying said annealed play time on a dimiay device at said client

61. AmethodasdeflnedindaimSIMtereinsaidstepoWhyingsaiddesiredapplicafionfimetcormiisesthestqas
oi:

measuing, esa measured play time. adurationofsaid applicatim pleystep;
addingsaidmeawredplayfimetoaplayfimemeterassociatedwithsaidmodaoodebobtainatotalamoum
dP‘EYfimemnd

dqflayingsaidmeasured piaytimeendsaid totalemmmoipiaydmemadafiaydafioeoisaidcflentafler
sadeppiieetionphystep.

62. Amethodesdetinedindeirn61.whereinsaidstepofmeasuringadwafimemprisesthestepotmeasmingeaid
playtimebyusingetimeroisaidserver.

63. Amethodasdefinedindaimmmhereinsaidstepdmeasuringaduafimconptiseslhestepoimeewringseid
piayiimeusingatimoisaiddient.

64. AmethodasdefinedineiaimSZwhereinsaidstepddeddhgtotseonedpredetmedpiaynndescomises
decidmgmusesaidchamedpiaynndeflsaidmedsaidnndewdesassmiatedufimsafldesiredapplication
Widesavaiuehdcafiveotseiddwgedphynmemdmeinsaidstmdpiayimsaiddesiredapuieafion
oormrisesmestepsot:

saiddianobtajningemsendingaaedflwdnmotsaidusertosaidsaver;
proceedngioenexisteponlycheaeditcardciseidmnberismidbbevafdfluneretetmtoanasso-
datedcredtconpany;
displaying.onadisilaydwioeotsaiddient.adiargebtplaydeddedbasedmanwenmdadurefion
dsauapubafimuaydepwetdmmduaymgeswsahappflafionphystep;w
saidserver dwaingseidplayto said credit card unmet.

65. Amethodasdefinedindalmeiimheremseidstepoipiayingseiddea‘redappficationhxhacomrisesmesteps.
printtosaideppiieetionplaystepmi:

Maying.p'brMsaidapplimfionphystep.anexpeded Mewmwededwlalarmumdcmrgeson
saiddiepiaydevicemnd
istiingflte usa'decide whelhertoplaysaiddesired appiimfion.

66. Amethodasdefinedhdaim64.whereinsaidetepotsaiddimtobtairingandsemfimacretfiteardnmbercienid
usertoseidservaoonprisesflte steps at:

insaidserver.

gemratingapseudorandanmnber;
stofingsaidpseudorandomnumerinmemory:
tiar'srriuingsaidpsetdorandomnmbertosaiidient;

insaidciiem.

prormfingsaiduseitoirputsaidcreditcaidmnber;
“meammmwmmrmwmmmwmma
seversptblickay included in saidvoiume oontoldatairnoadmbie-emypted nuniaet:
sending saiddmble-enerypted nun'beitosaid serverzinsaidsetver.
decryptingsaiddafle—myptednmbetwimaserva‘sseeretieyintoadea‘yptedrandunmnbetand
anodieidecrwteddatazand
decrypting saflanoflwerdeaypteddatawifitsaflhmsnifledmrfiunmmbubobtahseflqedflwd
run'ber.

61. Amethodasdefinedin daim66.whereinsaidstqaoisaiddiemobtaiiingendserfinoecreditcaidmnberoisaid
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usertoseidserverhmercemisesmestepaueanedpriortoseidstepoidecrypfimseidanomermypted
danot

proceeringioanmdstepmlyfleeiddeaymedramanmnbaafincfleslfimcavpsadomnnm
5 wiichhesbeenstoredinsaiimmymnd

dbpiefimemessegehbmingehihxehdeuypfimmflqmfingmemaafimoflm

68. Amethodasdefinedinciaim57whereinceidstepofdecidingtouseoneofpredetemmedpiaynndescorruiees
dec'dingiouseoneoicaidatleastmeimii-anadiedpieynndeifsaidoneoisaidrmdecodesassodetedwim

ro ceiddesired apprrcafimindmesevaiueindicefiveofseidmeofsaidmieesimefirnii-aitediedplaynnde. and
Weinwdstepoipiayhnsaiddesiredamlicefimconprisesmesiepof:

inresponsetoedeierminafionmateMavaiueeeeodetedwmsaidoneoisaidnndecodesessodatedwim
seideeiredeppfimfioninerecordflenfifiedbyeeidvdumelo. said‘swenunberendmappfiafim [Bot

15 said desired application in avoiume dam tablets; reechedelim‘t vekieaesocietedwiihcaid mode code. cis-
playingamessegeinfomingenwerfimitmadiqeleydwiceciseiddiemhslewofemrfimcaidemicafim
playm-

69. Ameundasdeihedindeimss.madnseflfmtvehieismedefiecfivedeteandfimmnmuewrafimdaie
20 ardfimeemeidmmamomldpleyfimejndenellowehieeccesmlt

70. Asystemiorplayingedsuhnedawicefimpadmgeinmeofpredaunhedpiaynndesmmwimemm
whereinihemedagemmedamwmmwfimmmmm(eKdew)br
eaciidatleasimeauppficaabnaridvduniemddaiabrmehcontoflingepeiefiondmesysternendme

25 serverandfl'levoiumeccntroldataindudesnndeccdesdefningeaidpiaymodeshesystanconuisim:

mbrpanflfingaisamseiedmofsaidmleastmeepuicefiondsaidwkme:
meansfordecidimbmonedsaidpredeierninedplaymodesmdetedwiflimedeeidmodecodes
ascignedtosaidseleciedepplicefionmnd

an rneensiorpiayingsaidselectedeppicafimineeidsdededplaynndeinmeflwiflwsddsewer.

71. Asystemesdet'nedinciaim70.whereineadicfsaidnndecodesinchdesmeohaluesfixakeepleynnde,a
diamedplaymodeendaiieastmelimii-anadredplaynnde.

as 72. Asystemacdefinedindeim 70.whereinsaidvoiumecomroldatemmermwesevohme lD.aniewenun'ber
andenappficefioniDiueechdsaidapplbefimammehseamearsumyhgcehsdededeppucefimm
saidselectedpiaynndeetieasicomises:

membrseflhgseidsuvabrsaidsdededphynndebysafikubseidsmsaidmmeInseam
4o nunber.theamficefimlDaMsaidmdecodeaesocietedwihsaidseiededappicafimmM

applicafimpiaymeansbrsirroiypleying saidqaecified application

73. Asysiemesdefinedinclaimn.M1ereinsaidvolumecontroldaiehnherinchdesaiser‘spzuickey-encrypted
encrypiing key. and wherein sat! application pieymeanscorrprises:

meansiorreeding said user's public keyvencrypted encrypting heyfmmsaid wiune;
mmbrobmhhgewa'sseaeikeyumbhmnmbwdusa'spmfickem

meersiordecrypiingsaiduser’spmlickey-encrypted encryptingkeywiiheeiduser'sseaeikeytowtahsaid
Wmlemm ’

so meamiordea'ypfingmeKcmwieddata seioisaidseiected wmmsaiddnahedena'ypfing key.

14. A sysiem as defined in daim 73. wherein means for decrypting said users pubic by-mcrypied encrypiing by and
said means fordecrypting the K-enaypted dam set are rmfized as an integrated circuit

55 75. A system as defined in claim 72. wherein said eppficeiion play means surprises:

m0receivingdodfle-encryptedde13fromseflserver:
membrobmhinoeusa‘sseaetkeyufldumnmtosaidm'spwfickey:
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mbrobmifingsabmypfingieybydeuypfingsaiddufle—enaymeddammsaidiserssesretkey:
and

mmbrdwywngmeK-uwwmeddmsmdsaummmsahmwmm

s 76. Asystem esdefinedindaim75. wherein meansiorobiaining saidensrypihgkey andsaidmemsiordeaypting
the K-enuyptad data set are realized as an integrated drsuit

77. A system as defimd in claim 74 or 76. wherein said hiegrated circuit is incorporated irtosaid mearsbrobtairing
a user‘s secret key.

10

78. Asystemasdelhedindairnnwhereinsaidmeansbrdesitflngmuseonesonprisesmeansbrdesidingbtse
afieeuaymdeewwhaehsaédmambrpleyimsaidsdededapuisefionhnhamiseenearspriorto
saidapplicationplaymeens. of:

15 rneansbrreceivingdatafromsaidservermnd

d‘spiayingsaiddataasaneaqaectedpleyfimefuseidseleded application.

79. Asystunasdef‘nedhsiaimn, whueinsaidmemstudwidingtouseonedsaidpredeiunmedplaynpdes
conuisesmeansiudedd'ngtotseaireephymede.aruwhereinsaidmeansb'playingsaidseidedamfm-

m fioniurrhersonprises:

meansiuseusb'igsaidserverwmm.asameawadpiaylimedataoraoperafionperioddsafluplisation
playmaans;
meansbrreseivinglh'standsesmddatairomsaidservermnd

25 mudqxayipjudaflumsurplefimdopuafionbysafiapplisafimuaymsaidfirsrandsec-
onddataassaidmeasmedplayfimeandamammmafpiaytimefiataassaidnwedplayfimeanda
totaiamoumoiplayfime.

80. Asystemasdefinedin daim79,whuainsaidnpambrsarshgsaflsuvummndaxao¢saidopuafimpubd
so Wmmmmmummrmmmmmammwmwmmmm

utilizeatimeroisaidsuver.

81. Asysternasddinedindaim 79.wherdnsaidmeansbrsaushgsaidsuvumwtah1dmadaopuasonpubd
surprises:

mbrmaxingsafloperafionpuiodoisaidappiicafionpiaymm;m
mansbrsendingsaidopemfimpaiodtosaidservubrusehasemwmoisaidtamlammoipiayfim.

82. Asymemasdefined in claim72.whaehsaflmbrdedcflngbrseonesurprisesmrshdecflingbrse
40 adaemodphynpdeammeinsabmemsbrphymwsdeaedwmfiMMMaompfises:

meansbrsbtairingandsemingauedflserdmnbuofsaiduwbsaidserver;
meansresponsivetoaveriiisafionresdioisaidudfisardirunsaflserverforstarfinganexiprssessmiyfl
saidresdtisposifivezand

45 meansbrdisplayingadrargebrpiaydesidedbsedonamewuredplaytimeofsahapplisatiurplaymrs
MamannuMofpiaydrargesafleropuafionoisaidappfisafimplaymeam

83. A system as defined in cie'm 82. wherein said rrieans for playing said selected mplisation father surprises:

50» means activated prior to operation or said application piay means for disphying an weded drama and an
emecledmlarrmmddrargesandletmameuserdecidewheflrerlnpiaysaidsdectedapplisafim.

84 AsystemasdefinedindaimBZ.“hereinsaidvdumesum’ddamasaiddistibraedappisafimpadragemmu
. indwesasever'spiblickey,andwhereinsaidmnsbrobrairéngandseruingaaedtwdmnterdsaiduser

55 tosaidserversurwises:

mbrprurpfingsaiduserbirprfisaidcreditmrdmnber:
rneansh'receivingarandommrrberfromsaidserver;

26A
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mewsbrobtahhgsafidsaversptflickeyfrunsaidvohm;

mmwmmngaummmmmwmmmmmswms
mmimoadaUG-mcrypteddata:
sending said dOLUe-morypted numberbsaidserver;

85. Asystemasdd‘medhmu,mmaflmmumdmmmMaaedhmmm
saidnsabsaiservafurfieremuisesz

maamresponsheioapodfiverfldmrdommnterdredtfiunsaidwvabtmmaneudprooesmnd
1o meansrewonsivetoanegafiveresuumsaidmmnnummnhunsaidsawbtdmayingamessage

indiufivealafailueinsaidmndannmbadwdardquflfimheopeafimfasaidsdededmpfimfim

86. A system as defined in claim 72. whetein:

15 saidmnsbrdecid’ngtowemewbesmmbrdecflimbusealm-amwedplaymdemm
saiserflhgbsaidsaverhddessadingalinfivabeassodfiedwiflxsaflmcode.andwhereinsa‘d
mumyi-Qsaidseleaedappucafionmmoonm:
mwaafivepbrbmadbndaflapdimfimphymmbrrewfiqflunmflmalmm
resultind'mfivealwhahaalhnflvalueassodatedwflhaidnndecodehasbemrm;w

20 mearsrespufivemanwerlimcaseoisaidrasuflusmanenopaafim

87. Asyslemasddinedindaimsawherehsaidlinitvaheisonecfefiectivedatea‘ufimemlumiewmiondme
andtime.amxdmmarmun10lplayfirm.andanallmfleammunt

as 88. Asyslembteontmflinghmughaoonmmicafionnetmrkadiandwbemptayadsmhmdapplicafionpadage
inmeofpredeteminedplaymodes. wherehmeapplicafionpadegeoomahsadmwauymedufiman
emrypfingkey(aK-emtyptedmtaset)fuead1datIeastoneappliafionandvowmecumddatabnseinm
udlhgopaafimoffl'esystanmmediemmmevdumcuwamahddesamnan'sswmrber.
unapplicafionlDbteadmfsaflappEcafions,aunnndeoodebraaidvolmarnwecodesbtmidmpfica-

so tions. the system couprising:

volumdamtdaleforstofingJoreadwolume.saidmhmeleaidbanmnbetmaflnndecodebmaidvol-
umamsaidepplicafionloandsaidmdeoodebreadwlsajdappflcam:
mbrrecaivimasewioeremestavomme(ammuewnbenmmpflcafionloat'damodeoodeand

35 mmflmmiddimt:

mbrstofingsaidreceivedapplicafionlD.aidreceivednudeoodeandoherdmainmpmpriatefiddsaf
arecordidentifiedbysaidvolumloandsaidisuemnber;
meamreepufivemadetaninafimmmereismrecudiderfiiedbysaidwhmlDar-dsaidimuenmber
inauvdunedatataflebraflmsahrewdinsabmmmuieammfingsahreceNedappliatim

do IDarIdnaodecodeamwdottwdmainrelmmfieksmsaidmwmw

mopsafiwmflwbsisdsaflreoehednndeefiebrdeddmmswsemwypadmmemum
mmbrsmporfimaphymodeassodatedsaidreceivednndeoode.

89. Asystetnasdefinedindaimsa,wheteinsaidmeambrappafimaphynndemleaacmuisesmansbtsm—
45 patting application play means. ofdientbrs‘mfiy playhganmpfimtim idmfifiedbysaid received appficafim ID.

ammueinsaidnmmbrampodhgsaflappfimfimplaymeammsahdianompfises:

firslnuamfirassociafingagivenvohme lDwi'flIaoonespoming manning ken
second mummmammmmmmmmammmmm

50 key:
mintretrievinganmypfimIceyassodatedwiflisaidreoaivedmmlofromsaidfmmns:
mearsurefialimauserspwicksyassodatedwflhsaflreeeivedvulunelomdiwuemnberfrunsaid
secondmaans;

mambdoflemwfingsaflmwfingkywflapsewommmmumfinpwmkeym
55 admdemcrypteddatnmnd

setfimsaiddmble—wymeddatamaidcfient

90. Asystemasdeiinedindainsaiurflwcomishganapplimfiondatataflebrstofimdambteachldrudmpli-
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cation. wherein said received mode code defines a free piey mode. and wherein said means br summing a play
mode associeled said received mode code conuises:

means,acfimtedpfiatomopaafimdsaflmambrswfiigepplkafionplaymsdsafldmm
5 reu'ievinganemededphyfimeeeodatwfimsaidrecdvedappficafimlDMSahmficefimdafime:

and

mansioreemimsaidepectedplaytimebsakidient

91. A sysiem as defined in claim 89. wherein said received mode code defnes a free play mode. and wherein said
10 means for smponing a play mode associated said received mode code conmrises:

meanskxmesurhgjsemeawedpleyfimemdmafionofapplicefionplem
meansioreddingsaidmeasuredpleyfimewaplaytimemetermedwimsaidreceiveanecodein
saidvolunedatatebleteobtainetoial emomdplaytimemnd

15 maneiotsendingsaidmeesuedplayfimeandsaidmemumofplayfimetosaiddiert.

92. A systemesdefined in chin 91. wherein saidmeans tormeasuring adoration comprises:

meansWebemficedmemndmbnbysaideppficefimuaymmdsddcfimbrdarfing
20 efimerzmd

msreepmdvetoendicedmeenddsaidopemfimbrstoppimseidfim.

93. Asystemesddlnedindeim 91miminsaidmeamformeawnngadurafioncormises:

25 meansiorreceivhgemeeaxeddurefionhomseiddiem.

94. Asysiemesdefhedindaimaa,whereineaidreceivednndecodeddmeciiamedpiaynndeemmgeinsaid
mnebrappoMmepleynwdeassodatedsaflreoeivednndecodecmwises:

so mureceivingaaeditcetdnun'berofsaidiserhmsaidserver;
mrmflemedmmmm.Mawmdsadaedwdm.wseidaedflm

mm'berisnotvaidJorinfiorningsaidclientofimalidityandquitfingmeoperefionol‘saidmeemforsmporting
apieymode:

means,responsivetoadetemmmesaidvembafiondsaidaeditcmdmber.Msaidcrerfitcard

35 rumbaisvelid.brinbnnhgsaidcfiemofavelkityendprowedingtoanextopemfionmnd
' meansfordwgingseidplaytoseidcreditcardmnber.

95. Asyetemesdefnedinclairnummreinsaidmeenstorscpporfingepiaymodeaseociatedszidrecehredmode
codefmhercorrprises:

mmwmtomemfimmmappficefimpleymdswwembrremngmmed
chugefromsaidappiicazion delatablebyusimsaid received application ID;
meansforcalculefingamofsaidemectedchameamavaluedadwgemeterasodatedwflhseid
receivedvdumelDorepplicafionlquaendingonsaidreceNednndecode;

46 meummfimmwdwmmmumuumwmwafl
sumtosaiddimtmnd

meansresponsivemareceudemeeeageofquitfingforquflfingeeidmeamforuppufingaplaynnde.

96. Asysiemesddrnedindainfl.whereinsaidineamiorreoeivingaaedtcerdmnberofseidtserfmnseid
so servercormrises:

meansbrgeneratingapsezdorandomnumer;
mearsiorstoringsaidpseudorandomnunberinmen'lory;
meambrtmnflfingsaidpsanorarmnmtoseiddiem;

55 meenslorweifingforadoible-enaypteddamfromsaidcliem;
mmbrobiahingeserverssecretley;

meansfordecryptingsaiddoubie-encrypied nurrberwhhsaid servers secretkey intoedecrypied random
mnberandammerdecrypteddaiamnd
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meansfordecryptingsaidamthermaypteddatawimsaidmfittedmmnmnbertoobninsaflaedit
cardnunber.

97. Asystemasdeiined in daim96, wherein saidmeanstxobminingause’sseaetkeywrprisesmeambrreadh'tg
sajduserssecretkeyfrunaponabtemmyotsaidtser.

98. Asystanasddinedindaim96.wheteinsaidmeansbrreceivimaaetfitcatdmmberdseidtseflromsah
servettunhewonpdses:

meamrmsivetoeddaflnafimmadewmsehdeaymmmmwdwymedm
nmmercoinettesufithsaidpseudomuommn'berwtfidthasbemstxedhmidnmmhserdinganem-
blemessagetosaiddientandpmceedingtoaneadopemfionmnd
mmresaonsivetoadetemimfion.nudeprioitosaiddeaypfingsaumflmaiddeuyptedmtdan
mmmwmemwmwmmmmmafldhwmum
adisable "\essaguo said cfie'ttandquittingsaid apportimepleymode.

99. A system as ddined in claim 88. wherein:

said receivedmodocodedefinesalinit-attadiedpiaymodemnd
mkremivingaservieerequefihtflterrecaivesa Enitvdueamciatedwimsaidmodeoode.and
maahmidnaambrswpafimauaymadeassodatedsahreeawdnweoodewmnses:
mambtploceedimtoanmdopambnomflfitevatmofammetaassodatedmwmodeoode
heeflvdumedatatadeismderseidlinflvaluemnd
membrserdngamessageinfunfingenovulifittosaiddqutfltfimmeopaafimdaidmmbr
apportinoaptaynndeassodaiedsabreodvednndewdeflmvmmdasotmenwwessodmedwim
seamodecodehsaidvoktmdatatableisnotumsaidlinitvalue

100Asystemesdefnedindaim99.whereinsaidlinitvabeismedefledivedateandtineatbwaflemtafiondate
endfime.am:dnunamoumdpiaytime,endandWeeooessm

101.Asyste:nasdethedinanyoidairrts54.73am75.where§1saidmearsbmuafingatsa‘sseaefleym‘ses
mearsbrreadingseidmer‘sseaetleykanapaflblemyotsaidusa.

102Asystemasdetined in daim280t29,whereinsaidmearsbrobtairingaid seaetkeyoonprisesmeansbtread-
ingsaid worsseaetkeyfromeportablemyotseid user.

103.Amethodasdelinedinenyoidains10.11.19,21,223nd55mhereinsaidmpticafionpadcaoeisreomdedona
padtagemede.

104Ametnodasdetinedhdaim103.wheteinsaidpedtagemediaisolamfie-oncetype.amsaiddientisasystem
Weddeyingsaidpadagemedaotsaidwrfle-oncetype

105Anappliationpad<ageasdefinedinctsim1mhereinsaidpadage medalsdistrhttedmapwdiaserflwereofor
astbsaiber mereoi‘viaatrarsmission media.

106A system as defined in any of claim 28, 29, 37. 39. 40. 70 and 88. wherein said application package is resented
on a package mode.

107A system as defined in daim 106. wherein said application pedage is rwuded on a package media at a write-
oneetype

108Asystemasdetinedindaim106.umereinatleastepanotsaidvohmteeontroldmeisrewded.aftetmmulac-
hringsaidpadtagemedia,hanareaditterentimadataareaMwesaidatleastoneappfimfim‘sreoomed.

109A system as def'med in dairn 108, wherein said client is a system provided with means for playing said padege
media ofsaid write-ome type.

110A system as defined in any of ctaims 28. 29, 37, 39. 40, 70 and 88. whenein said application pedtage is rmded
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onaDVDammleastapanofsaidvolumeoormUdaiaisrecordedfiftermwlacmfingsaidpadegemediajna
BOA(bustwflingarea)ottheDVD.wmansaiddimisasystunprovidedwimmbrplaymmidDVD.

111Amemodasdefhedinanyofdajns1o.11,19.21.22.432nd55.meinmeappfimfimpadagerasbeendis-
WedtoapurdxasermefeolorasmsaberviaammmMammleastapanofsaidvolumoontrol
databasbeeneddedtosaki amiiaafion package afta prqaaring said applicafimpadaga

112Asystemasdefinedinanyofdaim528. 29. 37, 39, 40.49. mar-use. Mansaldapphcahmmdmembeen
disb'ibmadtoapudlasermereoiaammaedviEahamniafimMaardmleastapanofsaidml-
moontroldatahasbeenaddedtosaidapplicafimpadmgeaflerptepamgsaidappscafimpadege
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FIG. 2 3.9.
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VOLUME ISSUE NUMBER (NOvi)

SERVER PUBLIC KEY (PK‘I)

PKu-ENCRYPTED AP—ENCRYPTING KEY (Kv) =61 (PKu. Kv)

SALES DATE AND TIME
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(TERMS-OF-USE CODE PLUS LIMIT VALUE FOR APPLICATION I)

(TERMS-OF-USE CODE PLUS LIMIT VALUE FOR APPLICATION 2)
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Description

This invention relates to a method and apparatus
for the long term verification of digital signatures.

The technology of digital signatures opens up the
likelihood of increased use of digital networks (including
the lntemet) for electronic commerce. It is now feasible

to send and receive digitally signed documents that rep-
resent transactions of some value to one or more par-
ties.

Currently, a digital signature is verifiable only as
long as the digital certificates upon which it depends
have not expired. Given the expectation that a certifi-
cate's life span is in the area of one to two years dura—

tion. current technology does not support the emerging
needs of the electronic commerce market, where the du-

rability of digital signatures over time is a requirement.

For certain applications, the recipient of digitally
signed documents should be able to verify the authen-
ticity of a document years after the document was
signed, just as the document's authenticity can be ver-
ified at the time of signing. Unfortunately, the current
state of the technology does not provide for the verifica-
tion of these digital signatures after certificate expiration
because it is the nature of keys and certificates used for
signing and encrypting documents to expire after a spe-
cific period of time (typically after a year or two). This is
due, at least in part, to the fact that the strength of keys
is expected to degrade over time because of such fac-
tors as improvements in computing speed and break-

throughs in cryptoanalysis. Moreover, the longerthe key
is in use, the longer that an adversary has to attempt to
crack the key. Therefore, it is standard practice to re-
place keys periodically. This is why certificates have
specific expiration dates.

An examination of the current state of the technol-

ogy reveals that a digital signature verification module
would fail if presented with a request to verify a signed
document in which any of the associated certificates had

expired. Fig. 1 is a block schematic diagram illustrating
certification expiration. This simple example demon-
strates that, given a certificate 10 having a two-year life
span (6.9. from 4/1/96 to 4/1/98), a signature could be
successfully verified six months (9.9. on 10/1/96) after
certificate issuance (100); but this same signature would
not be successfully verified three years later (6.9. on
4/1/99) (102). This behavior is clearly unacceptable if
the duration of a document, for example contract, must
extend beyond the duration of the certificates‘ life.

Further, some current systems use certificate revo-
cation' lists (CHLs) to revoke certificates and remove
them therefrom, once those certificates expire. This

means that a record of those CHLs generally disap-
pears, making long term signature verification impossi-
ble using known techniques.

It is known to reconstruct past trust (see A. Menez-

es, P. van Oorschot, S. Vanstone, Handbook of Applied
Cryptography, CHC Press, pp. 583 (1996)). In this ap—
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proach, both signature reverification relative to a past
point in time and resolution of disputes may require re-
construction of chains of trust from a past point in time.
This requires archival of keying material and related in-
formation for reconstruction of past chains of trust. Di-
rect reconstruction of such past chains is taught to be

unnecessary if a notarizing agent is used. A notarizing
agent is defined as a general service capable not only
of ascertaining the existence of a document at a certain
time, but of vouching for the truth of more general state-
ments at certain points in time. The original verification
of the notary is taught to establish the existence of a
trust chain at that point in time, and subsequently its
record thereof is taught to serve as proof of prior validity
It is taught that details of the original trust chain may be
recorded for audit purposes. It is not taught that a doc-
ument can be verified based upon the existence of ex-

pired certificates. Flather, reliance is placed upon the
use of the notarizing agent. It is further taught that the
archived keying material can be used as evidence at a

future time to allow resolution of disputed signatures by
non-automated procedures.

it would be advantageous to provide a technique for
extending the time over which the authenticity and in-
tegrity of digital signatures can be accurately verified be—
yond the time that any relevant certificates expire.

The present invention seeks to provide improved
signature verification.

According to an aspect of the present invention
there is provided a method of enabling long term verifi-
cation ol digital signatures as specified in claim 1.

According to another aspect of the present inven-
tion there is provided apparatus as specified in claim 11 .

The prefered embodiment provides a method and
apparatus which effectively extends the time over which
a digital signature can be verified, i.e. well beyond the

expiration of any or all of the certificates upon which that
signature depends. The invention can be used for any
application domain where users want digital signatures
to be applied to long lasting documents (e.g. contracts),
and be independently verifiable years or decades after
signing the document. The preferred embodiment pro-
vides two alternative approaches to constructing a so-
lution which delivers long term signature verification
(LTSV).

One embodiment of the invention provides an ap-
proach for solving the LTSV problem that is referred to
herein as the 'save state' approach. This embodiment
of the invention largely entails the use of cryptographic
information and techniques. Thus, an archive facility is
used to store the public key infrastructure (PKl) state,
6.9. cryptographic information, such as certificates and
CRLS, in addition to the document itself. This‘informa-

tion comprises all that is necessary to re-create the sig-

nature verification process at a later time. It may also be
desirable to store the source document separately from

the cryptographic information (such as the signature,
certificates, and CRLs) for reasons of privacy. For ex-
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ample, a user may want to have control over the source

document. The PKI state information may contain either
or both of cryptographically protected information, such
as certificates and CFth, and information that is not

cryptographically protected, such as the public key of a

root certification authority or policy information. '
When a user wants to reverify the signature on a

document, possibly years later, an LTSV server re-cre-
ates the precise state of the PKI at the time the docu-

ment was originally submitted. The LTSV server re-
stores the state, and the signature verification process
executes the exact process it performed (or would have
perlormed) years earlier. The time used as the basis for
re-creation of the signature verification process does not
have to be the time of submittal. Rather, the time could
be some other relevant time, such as when a document

was signed by the originator or when it was verified by
a recipient.

Another embodiment of the invention combines the

strength of cryptography with the proven resilience of
(non-public key) technology and procedures currently
associated with secure data stores. An example of this
embodiment provides a mechanism that:

- Saves the PKI state for future reverification; and

- Protects the PKI state information from intrusion by

either maintaining it in a secure storage facility
which is protected by services, such as firewalls, ac-
cess control mechanisms, audit facilities. intrusion

detection facilities, physical isolation, and network
isolation; and/or employing a cryptographic protec-
tion mechanism, for example using the LTSV server
to sign the PKI state information or using a keyed
hash algorithm.

in addition, other non-cryptographic features may
be added to such approaches to deliver a highly secure
and trusted LTSV solution, including, for example utili-

ties for viewing the PKI State information (cryptographic
as well as non-cryptographic) and visually monitoring

‘ the security of the system. These utilities can be used
to provide visual evidence for purposes of dispute res-
olution.

One enhancement to the secure storage approach
herein disclosed maintains certain evidence, such as
certificate chains, in an archive. This information need

not be used for actual reverification, but merely as sup-
porting evidence in case of a dispute.

An embodiment of the present invention is de-

scribed below, by way of example only, with reference
to the accompanying drawings, in which:

Fig. 1 is a block schematic diagram illustrating cer-
tification expiration;

Fig. 2 is a block schematic diagram illustrating a
'save state' embodiment of the invention;
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Fig. 3 is a block schematic diagram illustrating a
'save state' 'secure storage' embodiment of the in-
vention;

Fig. 4 is a flow diagram that provides two alternative
scenarios that illustrate the applicability of time
stamps to the preferred embodiments;

Figs. 5a—5c provide block schematic diagrams that
illustrate three long term signature verification us-
age scenarios;

Fig. 6 is a block schematic diagram that illustrates
trust between two entities ; and

Fig. 7 is a block schematic diagram that illustrates
a long term signature verification trust model.

The meanings of some of the terms used herein
may differ somewhat from common usage. The follow-
ing definitions are meant to clarify the meaning of each
in the context of its usage herein.

Archive: Any facility for the storage and retrieval of
electronic information.

Certificate: An artifact upon which digital signatures
are based. A certificate securely binds an entity with that
entity's public key.

Cryptographic Refresh: A means of solving the key
degradation problem when storing cryptographic infor-
mation for long periods of time. The process involves
re-encoding the old cryptographic artifacts (9.9. en-

crypted data, digital signatures, and message digests)
with stronger algorithms and/or longer keys.

Document: A document can be any information
which can be represented electronically or optically (e.
9. an arbitrary bit stream).

Key Degradation/Algorithm Degradation: The proc-
ess whereby the protection afforded a document by en-
cryption under a key loses effectiveness over time. For
example. due to factors such as improvements in com-

puting speed and breakthroughs in cryptoanalysis, it is
expected that a document securely encrypted today
would be crackable years later. This property could af—
fect any cryptographic information, including digital sig-
natures. This problem can be generalized to keyed and
non-keyed cryptographic processes and artifacts, such
as one-way hash algorithms. The security provided by
these are also expected to diminish over time.

LTSV: Long Term Signature Verification. The herein
described method and apparatus for verifying a digital
signature after the certificates used for such verification
have expired.

LTSV client: The entity which requests/utilizes the
services of the LTSV server.

LTSV server. The entity which delivers the LTSV
services. This does not imply, however, that this entity
must be stand-alone component.

LTSV submission: A request from an LTSV client to
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an LTSV sewer to perform the necessary functions re-
quired to enable reverification of a digital signature
some time in the future (6.9. save PKI state).

PKI: Public Key Infrastructure. Refers to all compo-
nents, protocols, algorithms, and interfaces required to
deliver the capabilities to digitally sign and verify docu-
ments. For purposes of clarity herein, a PKI does not

include a service module for long term signature verifi—
cation (LTSV server), although in practice a PKI might
be designed to encompass such a module.

Signature Reverification: The re-creation of the dig-
ital signature verification process after the original veri-
fication. This specifically refers to the process associat-
ed with the verification process, based upon the resto-
ration of the previously saved PKI state.

Signature Verification: The process by which a dig-
ital signature, for a given document, is determined to be
authentic or not.

Signature Verification Module: The module which is

responsible for performing the verification of digital sig-
natures.

Time stamp: A digital time stamp is an electronic
indicator which associates the current date and time

-with a particular document. Time stamps are useful for
proving that a document existed at a particular time.- It
is desirable that time stamps be secure, durable over
time, and trusted by those using them.

The discussion herein assumes an understanding
of public key, digital signatures, and PKI infrastructure
using X.509 certificates. Practical information concern-

ing application of such techniques is considered to be

well known tothose skilled in the an. Background infor-
mation may be found, for example, in B. Schnier, Ag
plied Cryptography: Protocols Algorithms and Source
Code in C, John Wiley & Sons, inc. (1996); W. Ford, M.
Baum, Secure Electronic Commerce, Prentice Hall PTFt

(1997); and in the X.509 v.3 specification ([X.509-AM]
ISO/I EC JTC1/SC 21, Draft Amendments DAM 4to lSO/
IEC 9594-2, DAM 2 to lSO/lEC 9594-6, DAM 1 to ISO/
IEC 9594-7, and DAM 1 to lSO/IEC 9594-8 on Certifi-

cate Extensions, 1 December 1996). The system de-
scribed herein may be built upon the X509 infrastruc-
ture.

The following discussion provides some back-

ground on cryptographic techniques. Cryptographic al-
gorithms can generally be divided into two categories:
public key (6.9. BSA) and secret key (9.9. DES), Both
types of algorithms transform plain text into cypher text

using a key(s) for the encryption and decryption proc-
esses.

Both public key and secret key algorithms are con-
sidered to be secure. One is not better than another in

terms of security. The strength of each algorithm, in
terms of it being cracked, is largely a function of the

length of the key used. The primary distinguishing char-
acteristic of public key, however, is that it uses two keys
(one to encrypt and anotherto decrypt), while secret key
algorithms use only one key (the same key is used for
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encryption and decryption). For this reason, secret key
algorithms are_sometime referred to as symmetric algo-
rithms and public key algorithms are called asymmetric.

One problem with secret key algorithms is that a key
must be distributed between all participants. This means
that some secure channel must be available for the dis-

tribution of the keys.
in practice, each entity in a public key-based system

has a key pair, i. 9. one private key and one public key.
The private key is known only to its owner, the public
key is known to all correspondents. It is computationally
infeasible to determine a private key from the public key.

The two primary services provided by public key
cryptography are secure exchange of symmetric keys

(by using public key techniques to encrypt a symmetric
session key), and non-repudiation via digital signatures.

Public key cryptography can be used to solve the

key exchange problem associated with secret key algo-
rithms by usingthis technology to encrypt the secret key
under the public key of the recipient. It can then be de-
crypted by the recipient using his/her private key.

Digital signatures are possible by encrypting data
with the private key of the signing entity. Any entity can
decrypt it with the signer‘s publicly available public key
and know that no one else could have encrypted it be-
cause that private key is only known by that one individ-
ual. This particular use of public key provides the non-

repudiation service, which is a primary use of public key
cryptography. A digital signature is very powerful notion,
it generally exhibits the following characteristics:

- Cannot beforged;

t is independently verifiable;

- Is not reusable or transferable to a different piece
of data; and

- Includes data integrity checks, allowing tamper-de-
tection.

The new services provided by public key cryptog-
raphy do not come for free, however, because these

services require the existence of a supporting public key
infrastructure. The strength of a public key system de-
pends upon the assurance that all participants know the
public key of any entity with whom they wish to corre-
spond. If a secure correspondence between a user and

his/her public key cannot be maintained, then it may be
possible to impersonate another entity or read encrypt-
ed data intended for another.

The standard solution to this problem is the issu-
ance of a digital certificate (X509 certificate) to each
participant. This certificate securely binds its owner's
name with his/her public key. It is issued by a trusted
third party, called a certification authority (CA), and is
signed by that CA, thereby making it tamper proof. Cer-
tificates are issued fora limited period of time (start and
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stop dates), during which the certificate is considered

valid. A certificate is considered expired after the ending
validity date.

The public keys of entities (which are embedded in
the X509 certificates) must be publicly available. The
distribution or access mechanisms available are numer-
ous.

The secure operation of a public key infrastructure
rests upon certain points of trust, Certainly each entity
must trust its own CA. Howaver, when a given PKI do-
main is expanded to encompass relationships with mul—
tiple CAs, the number of points of trust are also expand—
ed. The trust placed in a particular end entity (i.e. that
entity's certificate or signature) is directly related to the
trust relationships among the CAs which certify those
entities.

CAs can create trust relationships with other CAs
by certifying each other. This can be a unidirectional
trust relationship, whereby one CA can merely issues a
certificate to another CA, just as a CA issues a certificate
to an end user. Two CAs can also mutually agreeto trust
each other (bidirectional trust relationship) by issuing a

cross-certificate -- a special form of certificate which
contain two individual certificates, one for each direc-
tion.

If two entities are in the same CA domain, then there

is no concern with respect to CA trust because they both
trust the same CA. This is not the case, however, when

dealing with the scenario where entities which have
been certified by different CAs attempt to conduct a se-

cure transaction. The security of this transaction de-
pends upon the trust between the CA5. More generally,
the security provided by the PKI depends upon the trust
models embodied in the trust relationships among the
various CAs which choose to trust one another. In con-

crete terms, any change in these trust relationships can

cause a signature verification to either succeed or fail.
The preferred method and apparatus effectively ex-

tend the time over which a digital signature can be ver-

ified, i.e. well beyond the expiration of any or all of the

"certificates upon which that signature depends. They
can be used for any application domain where users

want digital signatures to be used on long lasting docu-
ments (e. g. contracts), and be independently verifiable
years or decades after signing the document. The pre-
ferred embodiment of the invention provides two alter-
native approaches to constructing a solution which de—
livers long term signature verification (LTSV).

Fig. 2 is a block schematic diagram illustrating a
'save state' embodiment of the invention. This embod-

iment, largely entails the use of cryptographic informa-
tion and techniques. Thus, an archive facility 20 is used
to store a public key infrastructure (PKI) state 24, 9.9.
cryptographic information, such as certificates and
CFiLS, in addition to the source document itself. For ex-

ample, the LTSV client 25 requests the services of an
LTSV server 26 to accomplish storage of such informa-
tion. This step is shown as the 'save state' step in Fig.
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2. The PKI state information may contain either or both
of cryptographically protected information, such as cer-
tificates and CFiLs, and information that is not crypto-
graphically protected, such as the public key of a root
certification authority or policy information.

This information comprises all that is necessary to
re-create the signature verification process at a later
time, i.e. during the 'restore state' step, for example, as
requested by the LTSV client. It may also be desirable
to store the source document separately from the cryp-
tographic information (such as the signature, certifi-
cates, and CFth) for reasons of privacy. For example,
a user may want to have control over the source docu-
ment.

When a user wants to reverify the signature on a
document, possibly years later, the LTSV server 26 re-
creates the precise state of the PKI at the time the doc-
ument was originally submitted. The LTSV server re-
stores the state. and the signature verification process
28 executes the exact process it performed (or would
have performed) years earlier. The time used as the ba-
sis for re-creation of the signature verification process
does not have to be the time of submittal. Rather. the
time could be some other relevant time, such as when

a document was signed by the originator or when it was
verified by a recipient.

Fig. 3 is a block schematic diagram illustrating a
'save state' 'secure storage' embodiment of the inven-
tion. This embodiment of the invention combines the

strength of cryptography with the proven resilience of
(non-public key) technology and procedures currently
associated with secure data stores. An example of this
embodiment:

- Saves the PKI state for future reverification (as de—

scribed above in connection with Fig. 2); and

- Protects the PKI state information from intrusion by
maintaining it in a secure storage facility which is

‘ protected by services, such as firewalls, access
control mechanisms, audit facilities, intrusion de-

tection facilities, physical isolation, and network iso-
lation; and/or employing a cryptographic protection
mechanism, for example using the LTSV server to
sign the PKI state information or using a keyed hash
algorithm.

In addition, other non-cryptographic features may
be added to such approach to deliver a highly secure
and trusted LTSV solution, including, for example utili-
ties 30 for viewing the PKI state information (crypto-
graphic as well as non-cryptographic) and visually mon-
itoring the security of the system. These utilities can be
used to provide visual evidence for purposes of dispute
resolution.

One enhancement to the secure storage approach
herein disclosed maintains cenain evidence, such as
certificate chains, in an archive. This information need

Petitioner Apple Inc. - EX. 1025, p. 5116



Petitioner Apple Inc. - Ex. 1025, p. 5117

9 EP0892 521 A2 10

not be used for actual reverification, but merely as sup-
porting evidence in case of a dispute. See A. Menezes,

P. van Oorschot, S. Vanstone. Handbook of Applied
Cmgtograghy, CFIC Press, pp. 583 (1996), for one man-
ner in which this enhancement may be implemented in
the context of a notary service (discussed above).

There are other embodiments of the invention in

which a hybrid LTSV solution could be constructed by
combining cryptographic and non-cryptographic tech-
niques. The best combination for a particular application
domain depends upon the security requirements of the
application(s), in combination with cost constraints.

It is presently preferred to employ the second em-
bodiment of the invention (discussed above) due to the
cryptographic strength associated with its ability to re-
create the complete digital signature verification proc-
ess, combined with the trust instilled by more conven-
tional techniques used for providing secure storage, and
in conjunction with audit and viewing facilities with which

to view evidence and monitor the secure storage con-
trols. In practice, the most useful embodiment of the in-

vention for a particular application may be that which is
the least expensive and which still meets the user or ap-
plication requirements.

Several issues related to the design of a system
which implements LTSV are described below. Alterna-

tives for the resolution of the issues are presented, as
well as a discussion of the advantages and disadvan-
tages associated with each alternative. The best ap-
proach to any given solution depends upon the security
requirements of the application(s) using the LTSV serv-
ices, as well as the cost constraints. There is no best

solution for all applications.

When to Save the PKI State

Signature reverification is preferably associated
with a particular time because the outcome of this proc-
ess could change, depending upon the state of the PKI
(9.9. because of certificate revocations or the creation/

removal of cross certificates). There are numerous pos-‘
sibilities with regard to when the PKI state should be
saved, including:

- At signature creation time. This approach is used

when an individual wants to document the validity
of his/her signature at the time it was created. This
is the most accurate time to store the PKI state be-

cause it reflects the state at the time of signing,
which is presumably the critical time in evaluating
the authenticity of that signature. Changes to the
PKI state occur after that time, some of which could

impact the outcome of a signature reverification.
Therefore, saving of the PKI state at any time after
signing introduces the possibility of inconsistencies

between the signer's and recipient's perspectives
on a signature's validity.

10

15

20

25

30

35

40

45

50

55

. At signature verification time. This approach is use-
ful when a recipient wants to document the validity
of a signed document received from another indi-
vidual.

- At archival time. When a user decides that a docu-

ment should be archived for long term storage is
also an appropriate time to save the PKI state.

0 When explicitly reguested. There may occur certain
application specific document life cycle milestones,
at which time the user may desire the PKI state to
be saved for future reverification.

- Just before changes in PKI state (eg cenificate
revocation). This approach requires a tight integra-
tion with the PKI because changes in the PKI must
be monitored.

The correct time at which to save the PKI state is

preferably determined by the constraints and needs of
the application using the LTSV services. A robust LTSV

solution is able to accommodate the needs of all (or
most) applications in this respect.

Contents of the PKI State.

The exact composition of the PKI state varies some-
what from one PKI vendor's product to another's, de-
pending upon the implementation chosen by each ven-
dor. Moreover, certain information is stored in a different
format from one vendor to another. In addition, the con-

tents of a PKI state may change over time as well, as
new capabilities (and supporting data) are added to the
system. Finally, the required contents of the PKI state
may change from one application to another, depending
upon the needs (9.9. level of security and legal require-
ments) of each application.

Notwithstanding these uncertainties, there are
classes of PKI state information which are candidates

for saving. These classes include:

- Certificate chain (list of cenificates from one entity
to another, including certification authorities (CAs)
and the end entities).

- CFILs (one for each CA in cenificate chain).

CA policy statements or identifiers.

- Attribute cenificates.

- Date and time.

- Trust information (e.g., public key(s) or certificate(s)
of trusted root CA(s), policy constraints).

Policy constraints are, for example, non-crypto-
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graphic information stored within the LTSV archive. The
public key of the trusted root CA may or may not be cryp-
tographically protected. If it is embedded in a certificate,
then it is signed by the CA However, it could just as well
be an isolated public key, in which case it is unprotected
by cryptography.

It is possible that the items in the above list may not
be stIpported or available from certain PKl implementa-
tions. Further, the PKI state from another implementa-

tion might include some additional data. Therefore, the
list above is only an example of what might be consid-
ered important pieces of PKI state information, given the
current state of the technology. An implementation of an
LTSV service is preferably tied to the implementation of
a specific PKl until such time as the technology evolves
and comprehensive standards emerge.

How to Store the PKI State.

Storage of the PKI state is preferably accomplished
in either of two general ways:

- Store all of the PKI state relevant to each document

separately; and

- Store the PKI state centrally, and only store refer-
ences to the PKI state information with each docu-

ment. This approach enables storage efficiencies
by eliminating the redundant storage of PKI state
information over multiple documents. For example,
given two documents submitted to the LTSV server
at about the same time, it is possible that the CFlLs
contained in the PKI state are exactly the same for

both submissions. Central storage of this infonna-
tion allows the LTSV serverto store this information

only once.

The storage requirements for the save state solu-
tion for LTSV may be quite large, depending upon the
size of the certificates, the length of the certificate chains
and -- more importantly -- the size of the CFlLs. The
choice of storage technique may have a great impact
on the total data storage requirements. It is clearly un-
desirable to store massive CRLs with every document

that is stored for long term archival and possible future
reverification. For this reason, the second alternative

listed above is presently considered to be the preferred
approach.

However, this second approach may present cer-
tain difficulties in applications where the LTSV server is
an entirely separate component from the PKI, and
where support of multiple PKls is a primary design goal
of the LTSV server. In this case, it would be advanta-

geous for the PKI state to remain opaque to the LTSV
sewer, thereby providing ease of support of multiple PKI
vendors. Given that what constitutes the PKI state for

one vendor may be different for another vendor, it is de-
sirable to maintain an opaque interface between the
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LTSV server and the PKI. On the other hand, storage

efficiencies can be derived only if the LTSV server is in-
formed about the contents and format of the PKI state

information. These conflicting requirements -- accepta-
ble storage size and opaqueness — pose a challenge
for the design of an LTSV service.

Some of the possible alternatives are listed below:

- Keep the interface opaque and store the PKI state
as it currently exists (full certificate chains and
CFlLs). This option focuses entirely on the opaque-
ness requirement, and sacrifices the data size re-

quirement. The primary advantage of this solution
is simplicity and quick deployment.

0 Flemove the opaqueness requirement by making
the PKI state visible to the LTSV server. This allows

_ the LTSV server to manage the certificates and
CFlLs manually -- thereby avoiding duplication of

these objects in the data store. This solution poten-
tially sacrifices the ease of multi-vendor support at
the expense of achieving efficient storage.

- Compromise by making the CFlLs visible to the
LTSV sewer, where other PKI state information is

opaque. This solution is interesting because it is
probable that the CFlLs arethe largest piece of data
comprising the PKI state. Because CFlLs are stand—
ard across nearly all PKls, the visibility should not

pose a problem in terms of multi-vendor support.
This solution address both of the requirements, but
does put the burden of management of the CFlLs
onto the LTSV server.

0 An alternative embodiment of the invention pro-
vides a variation on the solution above that breaks

up the PKI state into multiple pieces, each of which
is opaque. The PKI indicates which of these objects
is common across multiple signed documents (e.g.
CFlLs and certificates). The PKI labels these ob-

jects with unique handles (identifiers), thereby al-
lowing the LTSV server to store these objects and
retrieve them efficiently when needed for signature
reverification -- all the while maintaining the

opaqueness of these objects.

0 Encourage PKI vendors to make concise crypto-
graphically protected assertions about the state of
revocation, as an alternative to using CRLs. (For ex-
ample, CFlLs indicate who has been revoked. it
would be more efficient if the PKl could make a
statement that a certificate has not been revoked at

a given point in time. This could eliminate the need
for storing CFlLs.) This approach is non-standard,

but acceptable because these PKl—generated as-
sertions are not seen by any application outside the
PKI. A major benefit of this approach is that the
opaqueness of the state is preserved while some of
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the storage inefficiencies of the state information
are removed.

For cases where the LTSV sewer is dedicated to a

particular PKI, it is preferred to create a close integration
between the two components, thereby allowing the
LTSV server to know about the content and format of

the PKI state information, and store it in the most effi-

cient manner possible. For cases where the LTSV sew-
er must be insulated from the PKI (6.9. for portability
across multiple PKls), one of the options listed above
(with the possible exception of the first two) may be
used.

Location of Source Data.

The source data associated with an LTSV submis-

sion can be stored either by the client or by the LTSV
server itself. Some LTSV clients do not choose to submit

clear text to the LTSV sewerfor storage because of con-
cerns over privacy. (Privacy of the channel between the

LTSV client and the LTSV sewer can be achieved by
having the client encrypt the submission under the pub-
lic key of the LTSV sewer.) A submission to the LTSV
may be encrypted, such that the LTSV is not able to de-
crypt it. That is acceptable with the LTSV sewer. How-
ever, the client must determine how to decrypt the sub-
mission.

Given that the LTSV sewer views the source data

as a bit stream. it is possible that the message could be
encrypted by the LTSV client before submission. (The
fact that a general purpose LTSV sewer treats the
source document as a bit stream does not preclude the
possibility of implementing an application specific LTSV
sewer that is aware of the contents of the submitted da-

ta.) The LTSV sewer treats the encrypted data as the
source. Such prior encoding may be sufficient for some
applications' needs for privacy. In this case, however,

either the client must maintain the decryption key, or the
key must be divulged and stored by the LTSV sewer

(which is probably not acceptable). ‘
Alternatively, the LTSV client may submit a mes-

sage digest (resulting from a one-way hash function) as
the source document. The client, in this case, is respon-
sible for maintaining the real source document. If the
source document is stored by the client, then only the
PKI state information is stored in the LTSV sewer's ar-

chive (along with some reference to the source docu-
ment or the submitter).

Whether the source data is stored by the client or
the LTSV sewer, it must be produced ii and when a
reverification of that document is required. It is a re-
quired component of any signature verification process.

Key and Algorithm Degradation.

If cryptographically encoded information (6.9. digit-
al signatures or encrypted data) is stored for a significant
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period of time, the issue of key and algorithm degrada-
tion must be addressed, i.e. the probable loss in effec-

tiveness of a cryptographic key or algorithm over time.
Although signed documents are expected to be sealed
securely with strong cryptographic algorithms, the
strength of an algorithm and associated key length de-
creases overtime with the advent of faster computers

and new developments in cryptoanalysis. It is expected
that cryptographic algorithms and key lengths have lim-
ited life spans. It is generally acknowledged that they
should be examined, modified, and/or replaced at peri-

odic intewals. This legitimate security concern increas-
es with the length of time for which a document is valid,
and it becomes a very serious threat as the time span
approaches multiple decades.

For example, a digital signature pertormed today,
using RSA and a 512-bit key, is considered very strong
(is, it would take years to forge it). But, it is also expect-
ed that this same signature may be easily forgeable
within ten years or so. This is because of the increased
ability to search the key space faster (and thereby find
the key used to sign the message) with newer comput-
ers or computing techniques. Similarly, there may con-
tinue to be developments in techniques for factoring
large prime numbers (the difficulty of which is the basis
for the strength of the HSA algorithm). It is reasonable
for both of these abilities to improve over time (although
the pace of these changes is less certain).

It is, therefore, prudent to protect cryptographically
encoded documents from this threat when those docu.

ments must live beyond a few years. This is the case
with the documents expected to be submitted to the
LTSV sewer, and especially so when using the save
state approach herein disclosed. Hence, the LTSV facil-
ity should address this problem. Not only must the
signed documents stored in the archive be protected
from this threat, but all other cryptographic data or meta-
data stored in the archive should be protected. (The
cryptographic data primarily include keyed information.
That is, any information that is signed or encrypted with
a private key. Such information may also include non-
keyed cryptographic data, such as the output from a
hash algorithm, such as MDS.) This data could also in-
clude such items as certificates and CHLs, which are,

themselves, digitally signed by the issuing CA.
There are any number of ways that the LTSV facility

addresses this problem. For example:

0 Periodically countersign all data in need of crypto-
graphic refresh through the use of nested signa-
tures. Under this approach, the LTSV sewer effec-
tively refreshes the cryptographic strength of the
data by signing it with successively longer keys (or
stronger algorithms) every few years. Each counter
signature has the effect of locking in the crypto-
graphic strength of the enclosed signature(s),
thereby extending the cryptographic life of the en-
closed document. This countersignature is prefera—
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bly performed by the LTSV server using a key
owned by that server. Performance shortcuts may

be required to avoid the costly unraveling of signa-
tures at reverification time, or the potentially time
consuming task of countersigning every document
in the archive. Such shortcuts include, for example,

removing a previous countersignature before ap-
plying a new one, or countersigning the entire ar-
chive or portions thereof instead of each individual
document.

0 A modification of the cryptographic approach sug-
gested above provides for countersigning the infor-
mation in the archive once, but with an extremely

long key, i. e. a key which is expected to be unbreak-
able for decades or more. This eliminates all need

for countersigning. This may be merely a theoretical
solution because finding an algorithm and key
length which is secure for that long is impossible to
predict. Therefore, there is still a need to provide
some backup mechanism, just in case the original
algorithm were cracked, for example.

. Protect the cryptographic information in the archive
by insulating the archive itself, rather than the indi-
vidual documents contained in the archive, thereby

eliminating the need for a cryptographic solution. in
this approach, the archive is protected via access
controls and other procedural controls. If the ar-

chive can be effectively insulated from intrusion and
modification, then key degradation is not an issue
and cryptographic refresh is not necessary.

- Use a time stamp facility to seal the cryptographic
information in time. Such a facility is expected to
provide all of the necessary characteristics required

for solving the key degradation problem. This time
stamp facility could use one of the techniques listed
above, or it could even be an independent service
(see below for a discussion of time stamping).

Relationship to Time stamping.

A secure and comprehensive LTSV solution prefer-
ably includes an association with a time stamping mech-
anism. For long term verification of digital signatures, it
is often necessary to know the time at which particular
events occurred (9.9. time of signing or verifying a sig-
nature) to determine if a document was valid at that spe-
cific time. If there were uncertainty conceming when a

document was signed, then the later reverification of
that document could be compromised because of the
uncertainty of when it was signed.

Fig. 4 is a flow diagram that provides two altemative
scenarios that illustrate the applicability of time stamps.

In scenario 1:

- Alice signs a document at time T1, and sends it to
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Bob (140).

- Alice's certificate is revoked at time T2 (142).

. Bob verifies Alice's signature at time T3 (144).

In scenario 2:

- Alice's certificate is revoked at time T1 (150).

0 Alice signs a document at time T2, and sends it to
Bob (152).

- Bob verifies Alice's signature at time T3 (154).

When Bob performs the verification (at time T3), he
does not know when Alice signed the document. This is
critical, because if Alice's key (certificate) were revoked
before signing the message, then the signature verifica-
tion by Bob should fail, and Bob should not trust the con-
tents of the message. If, on the other hand, the revoca-
tion occurred after the act of signing, then the signature
can be presumed to be valid and trustworthy. For sim-
plicity, this example does not consider the complicating
issue of CFiL latency, i.e. the time between the initiation
of certificate revocation and the time when this informa-

tion becomes available on a CFiL.

This example demonstrates the need for a secure
and trusted time stamp mechanism in the domain of dig-
ital signatures. The mere recording of the current date
and time when creating a digital signature is.not suffi-
cient for most application because the source of that

time may not be trusted by the recipient. The impact,
however, also applies not only to the short term signa-
ture verification process, but also to the long term veri-
fication of digital signatures. Given the example above,
the LTSV server could save the PKI state (at time T1)
associated with scenario 1 or scenario 2 (or both). The
outcome of a signature verification on this message
years later is greatly affected by.the PKI state used for
this verification process, as well as the target time for
the verification.

The problem highlighted above demonstrates the
preference that the LTSV service to be cognizant of
time. It should:

0 Be able to determine in a secure fashion the time

at which a document was originally signed;

- Be able to re-create accurately the PKI state which
was active at a target time in the past;

- Be able to determine the current date and time ac-

curately; and

~ At a minimum, save the PKI state associated with

a particular target time.
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These requirements establish the preference for

the integration of a time stamp facility with the signing
and verification (and reverification) process. When a

document is signed, it is also preferably time stamped
to document in a secure fashion the precise moment at
which that event occurred. The LTSV service should

know the time for which the PKI state is to be saved, be

sure to save the appropriate state (the state active at
the target time), and execute its signature reverification
process in the context of the correct time.

Usage Scenarios.

Figs. 5av5c provide block schematic diagrams that
illustrate three long term signature verification usage
scenarios.

In scenario 1, a client (EntityA) 50 submits a docu-
ment to a LTSV facility 52 for long term signature verifi-
cation. This is a simple case where EntityA is interested
in documenting that it possessed some piece of infor-
mation.

In scenario 2, EntityB 56 receives a document from
EntityA 54 and submits that document to the LTSV fa-

cility 58. In this case, EntityB wants to document that it
received some information from EntityB.

ln scenario 3, EntityA 60 sends the same document
to EntityB 64 and to the LTSV facility 62. This case rep-
resents a carbon copy feature, whereby EntityA can
document the information it sent to EntityB by addition-
ally filing it with the LTSV facility.

Each of the scenarios described above raises is-

sues with respect to encryption, private key access, and
trust models.

Encryption and Private Key Access.

A document can be encrypted and/or signed. Ide-
ally, the LTSV facility accepts any such document. This
raises a problem, however, with respect to how the
LTSV module works with respect to the encryption.
When encrypting under a public key system, the docu-
ment is effectively encrypted under the public key of the
recipient, thereby guaranteeing that the recipient (the
possessor of the corresponding private key) is the only
entity which can decrypt the information. (For purposes
of this discussion, interaction with symmetric keys and
algorithms is ignored.)

When applying this principle to scenario 1, it is clear
that if the signed message is also encrypted, then it
could be encrypted under the public key of the LTSV
module. This allows the LTSV component to unwrap the
signed document and preserve it for long term verifica-
tion. This is a useful feature because it provides confi-
dentiality between EntityA and the LTSV service. This
scenario does not preclude the possibility that the
source document sent signed and encrypted to the
LTSV module could itself be encrypted under a key
known only to EntityA. That is, it is not necessary that
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the LTSV have access to the plain text version of the

source document. The LTSV module treats that encrypt-
ed document as the source. If EntityA does decide to

encrypt the document first under a secret key before
submitting the document to the LTSV service, then it is
the responsibility of EntityA to maintain possession of
that key if and when decryption of that document is re-
quired._

In Scenario 2, if the message from EntityA to EntityB
is encrypted (under the public key of EntityB) and then
forwarded -- unchanged -- to the LTSV service by Enti-
tyB, then it is unreadable by the LTSV component be-
cause it does not possess the private key required to
decipher and unwrap the enclosed signed document.

This unwrapping (decipherrnent) is essential for the
LTSV module to do its job.

There exist several alternatives for addressing this
problem:

- Allow the LTSV facility to have access to EntityB's
private key;

0 Do not allow EntityA to send encrypted documents
to EntityB; or

0 Have EntityB strip off the privacy aspect of the
signed and encrypted document received from En-

tityA. Because EntityB wants to preserve EntityA's
signature on the document, and be able to verify it
at a later time, this stripping process can not alter
the validity of the signature. EntityA can then either
send the stripped (is. plain text) document to the

LTSV service, or it can re-encrypt it (still preserving
the original signature by EntityA) under the public
key of the LTSV module.

The latter approach above is presently the preferred
approach. The first approach above raises significant
security concerns because it requires distribution of an
entity's private key. The second approach above is un-
acceptably restrictive on the usage of the system.

Trust. 

Digital signature verification is always performed
between two (and only two) entities. The verification

process is based upon (among other things) the trust
relationship(s) in place between those two entities -- the

originator (signer) and the recipient (verifier).
Fig. 6 is a block schematic diagram that illustrates

trust between two entities according to the invention. in
this situation, EntityA 70 has been issued a certificate

by CA1 72, EntityB 74 has been issues a certificate by
CA2 76, and CA's 1 and 2 have been cross certified. (A

cross-certificate is a special type of certificate which in-
dicates mutual trust between two CAs.) The resulting
trust model sets up a path of trust between EntityA and
EntityB, enabling them to verify digitally signed docu-
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ments from one another successfully. (A trust model is

comprised of the trust relationships among PKI entities
(CAs and end users). embodied by the certificates and
cross-certificates issues among these entities, as well

as the underlying policies which enable this trust.) Note
that if any of the three paths in this model were not in

place, then sufficient trust would be lacking for the suc-
cessful exchange of digitally signed messages between
the two end parties. Signature verification would fail if

any entity in this path is not trusted.
This trust path is commonly referred to as the cer-

- tificate chain because it is composed of the certificates
between the two entities. When considering the save

state approach to long term signature verification, it is
this entire trust path (among other things) which must
be archived as part of the PKI state for later signature
reverification. Moreover, the trust path stored by the

LTSV facility must contain the relevant trust information

existing at the time of the request, not at some other
time (before or after) where the trust relationships may
be different between the entities. For example, a cross
certificate between to CAs could either be created or re-

moved at some point in time. This could effect the trust
between two entities and affect the outcome of a signa-
ture verification.

As discussed above, the time associated with the

existing trust model between two entities is extremely
important to the LTSV facility, but there are also ramifi-
cations with respect to how the LTSV module works —-
specifically, what trust information is needed and stored
by the LTSV component for later signature verification.
This gets complicated when the LTSV component is in-
cluded, which may or may not be trusted (via some trust
path) by some entities.

Considerthe three scenarios illustrated in Figs. 5a-
5c:

Scenario 1 is fairfy straightforward. There are only
two entities involved. The trust path stored by the LTSV
facility is the path between those two parties (EntityA_
and LTSV). It is assumed that trust exists between these
entities, otherwise EntityA would not submit a request
to that service.

Scenario 2, however, raises certain issues. When

EntityB sends a request to the LTSV service, what sig-
nature does EntityB want to later verify? Most likely, En-
tityB wants to reverify EntityA‘s signature at a later time
-— it wants the LTSV service to document that the signed
document received from EntityA was valid (contained a
valid signature) at the time it was received. This raises
two general questions:

- Whether the LTSV service is trusted by EntityA. It
can be assumed that the communicating parties
(EntityA with EntityB, and EntityB with the LTSV)
have developed some trust between themselves.
But in this case, it is possible that there exists no
trust path between EntityA and the LTSV compo-
nent.
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- The trust path that is to be stored by the LTSV fa-

cility. There exist three possible trust paths which
can be stored by the LTSV, i.e. the path between
Entities A and B; the path between EntityB and the

LTSV component itself; and the path between Enti-

tyA and the LTSV component, if it exists.

Fig. 7 is a block schematic diagram that illustrates
a long term signatureverification trust model. Given sce-
nario 2, where EntityB 84 submits a signed document,
received from EntityA 80, to the LTSV component 88,
the LTSV can save the trust model embodied in the orig-

inal signed document (EntityA 80 —> CA1 82 -> CA2 86
—) EntityB 84). Later verification of this signature recre-
ates the verification process originally performed by En-

tityB when it received this document from EntityA. If,
however, the PKI state stored by the LTSV service were

to contain only the trust path between the submitter and
the service (EntityB 84 -> CA2 86 -> CA3 90 -> LTSV
88), then reverification of the original document, as orig-

inally performed, is impossible. In fact, this is exactly the
paradigm described in scenario 1. where the trust path
between the submitter and the LTSV are of interest.

The above discussion reveals that there are good
reasons for the LTSV component to be able to store ei-
ther trust path, depending upon the requirements of the
client.

In scenario 2, the LTSV would most likely store the

trust path corresponding to the message from EntityA
to EntityB (to reverify the signed document from EntityA
to EntityB). In scenario 1, the LTSV would store the trust
path corresponding to the submission itself -- from En-
tityA to the LTSV.

Similarly, scenario 3 represents a case where flex-
ibility in which trust path(s) to store is required. In this
case, EntityA's submission to the LTSV facility may be
with the intent to either reverify its correspondence with
EntityB. orto reverify the submission itself (between En-
tityA and the LTSV). In fact, both trust paths may be of

Use to the client. The requirements on the LTSV are de-
termined by the business of the particular application
being deployed. For this reason, the interface to the
LTSV preferably supports the ability of the client to indi-
cate the needs in terms of trust paths as it impacts the
requirements for later reverification.

The disclosures in United States patent application
no 08/892,792, from which this application claims prior-
ity, and in the abstract accompanying this application
are incorporated herein by reference.

Claims

1. A method of enabling long term verification of digital
signatures, comprising the steps of:

submitting a source document or digest thereof
to a signature verification entity; and
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using an archive facility to store a public key
infrastructure (PKl) state relative to said docu-
ment at a selected archival time.

2. A method as in claim 1, comprising the steps of:

using said archived PKI state to re-create said
PKI state relative to said document at a select—
ed time alter a certificate associated with said

signature has expired;

wherein the time over which a digital signature
associated with said document can be verified

is extended beyond expiration of any or all of
any certificates upon which that signature de-
pends.

A method as in claim 1 or 2 comprising the step of:
storing said source document separatelyfrom

any associated cryptographic information.

A method as in claim 1, 2 or 3 wherein the selected

archival time used as the basis for subsequent re-
creation of a signature verification process is the
time of said source document submittal;

is the time when said source document was

signed by its originator; or in the time when said
source document was verified by a recipient.

A method as in any preceding claim, comprising the
step of;
protecting said PKI state information from intrusion

by maintaining it in a secure storage facility prefer-
ably comprising of at least one of a firewall, access

control mechanism, audit facility, intrusion detection
facility, physical isolation and network isolation; or
protecting non-cryptographic PKI state information

from intrusion by protecting it in an archive via any
of a signature and keyed hash algorithm.

A method as in any preceding claim comprising the
step of:
providing utilities for viewing said PKI state informa-

tion and for visually monitoring system security.

A method as in any preceding claim, wherein class—
es of PKl state information may include one or more
of certificate chain from one entity to another, in-
cluding certification authorities (CAs) and the end
entities; certificate revocation lists (CRLs), one for
each CA in certificate chain; certificate practice
statements; attribute certificates; policy constraints;
trust information; and date and time.

A method as in any preceding claim, comprising the
step of:

periodically countersigning all data in need of cryp-
tographic refresh through the use of nested signa-
tures and/or countersigning information in said ar-
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10.

11.

12.

chive facility once with an extremely long key.

A method as in any preceding claim, comprising at
least one of the steps of:

protecting said archive facility itself, rather than
individual documents contained in said archive;
and

employing a cryptographic protection mecha-
nism at said signature verification entity,

A method as in any preceding claim, comprising the
step of:

using a time stamp facility to seal cryptographic in-
formation in time.

Apparatus for long term verification of digital signa—
ture. comprising:

a source document; and

an archive facility for storing a public key infra-
structure (PKl) state relative to said document
at a selected archival time.

Apparatus as in claim 11. comprising:
either of a signature and a keyed hash system

for protecting non-cryptographic PKI state informa-
tion from undetected modification. wherein said

noncryptographic PKI state information is main-
tained in an archive.
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PATENT SPECIFICATION

(22) Filed 2 Dec. 1974(21) Application No. 52131/74

(3]) Convention Application No. 7342706
(32) Filed 30 Nov. 1973 in

(33) France (FR)

(44) Complete Specification published 17 Aug. 1977
(5!) INT CL’ GOéF 13/00

(52) Index at acceptance
G4A lOEX l3E 13M I734 171’ 6G 6H 6X AP ND NR

(54) APPARATUS FOR PROTECTING THE INFORMATION
IN AN VIRTUAL MEMORY SYSTEM

1N PROGRAMMED DATA PROCESSING APPARATUS

(7!) We, COMPAGNIE lNTER-
NATIONALE POUR L'fNFORMATlQUE
Cll-l-lONlD/WELL—BULl1 (formerly Com-
pagnie Honeywell-Bull). a French Body
Co orate. of 94 Avenue Gambetta Pans
750?0. France, do hereby declare the
invention, for which we pray that a patent
may be granted to us, and the method by
which it is to be performed. to be
particularly described in and by the
following statement:—

The present invention concerns
apparatus for protecting the information in
a virtual memory system in programmed
data processing ap aratus.

Several schemes ave been utilized in the
past in order to protect information. Some
of them are detailed by Robert M. Graham
in a paper entitled “Protection in an
information Processing Utility". published
in CACM (May 1968).

This type of memory protection is
inadequate for present day
multiprogrnmming systems because there is
no provision for gradations of privilege or
gradations of accessability. and severely
limits the control over access to
information. There should be rovisions for

different access rights to the il‘ferent types
of information. A partial answer to [his
problems is found in the concept of a
memory having a segment as the unit of
information to which access is controlled
(see Patent Application No. 2l630fl4.
(Serial No. l.465.344). filed on 15 May 1974).
Varying degrees of access to each segment
is possible by providing for different types
of privileges attached to each segment such
as master/slave. write/no-write and
execute/non-execute. However. this
method of protecting the privacy and
integrity of information does not take into
account the user of the information. Under

this type of protection. privilege is not
accorded the user but the information
being protected. Hence a user if he has
access at all to a segment has access similar
to all other users who have access to the

segment. David C. Evans and Jean Yves
LeClerc in a pa er entitled "Address
Mapping and the ontrol of Access in an
Interactive Computer." SJCC l967.
recognized the problem and attempted a
solution. Evans and LeClcrc said in that
article p. 23, “The user of a computing
system should be able to interact arbitrarily
wrth the system, his own computing
processes. and other users in a controlled
manner. He should have access to a large
information storage and retrieval system
called the file system. The file system
should allow access by all users to
information in a way which permits
selectively controlled privacy and security
of information. A user should be able to
partition his computation into semi-
mdependent tasks having controlled
communication and interaction among
tasks. Such capabilit should reduce the
human effort reg ‘ to cataract. debug,
and_modify programs and should make
posrble increased reliability of programs.
The system should not arbitrarily limit the
tise of input/output equipment or limit
Input/output programming by the user“.
Evans and LeClerc proposed conditioning
access rights on the procedure-in-
execution. The segment. .under their
proposal. is still the unit of information to
which access is controlled; however. a
segment‘s access control attributes are
recorded substantially in a user~name

wersus procedure tables whose entries are
the access modes. Such a solution,
however, has serious drawbacks. For one.
the construction and updating of each
scgmcnt's table of access control attributes
presents a formidable task. For another,
too many uses of the segment and event
occurrences must be foreseen. To

overcome this problem access control by
procedure-set was suggested. Under this
suggestion. related procedures are grouped
into “sets of procedures” and access rights
to segments is based on the identity of the
set to which the procedure seeking access

Petitioner Apple Inc. - EX. 1025, p. 5129

(n) 1 483 282

 

55

65

75

85

95



Petitioner Apple Inc. - Ex. 1025, p. 5130

[0

l5

35

45

55

60

belongs. This method alleviated the
problem of constructing and updating each
segment's voluminous tables of access
control attributes. but introduced the

problem of determining to which set a given
procedure belonged. particularly when a
procedure was or could be a number of
many sets. This ambiguity in defining sets,
and the pomible transitions between sets
makes the implementation of access
control based on “sets of procedures"
extremely difficult.

To overcome the difficulties encountered

with the “set" technique a ring concept was
developed. The ring concept groups the
sets of procedures into rings that can
unambiguously be ordered by increasing
power or level of privilege. By assigning a
collection of sets to a collection of
concentric rings. and assigning numbers to
each ring with the smallest ring having the
smallest number and each succeeding
larger ring having a progressively greater
number. different levels of privilege can
then be unambiguously assigned to the user
of a segment. Under this concept the
innermost ring having the smallest number
assigned to it has the greatest privilege.
Hence it can be postulated that users in the
lowest ring number can access information
having higher ring numbers. but users in a
higher ring number cannot access
information having lower ring numbers or
can acces information in a lower n‘n
number only in a s cified manner. This
palpable change 0 power or level of
privilege with a change in rings is a concept
which overcomes the objections associated
to a change of sets.

Multics (Multiplexed Information and

Computing Service) is an operating systemdeve ope primarily by Massachusetts
Institute of Technolo . in cooperationwith General Electric C33: and others which
first utilized the ring theory of protection in
software on a converted Honeywell 635
(Registered Trade Mark) computer and
later on a Honeywell 645 (Registered Trade

- Mark) computer. The Multics philosophy
utilizes 64 rings of protection numbered as
rings 0—63 and is set forth generally in a

piper entitled “Access Control to theultics Virtual Memory" published by
Honeywell l nformation Systems Inc. in the
Multics Technical Papers. Order No.
A095. Rev. 0. A more detailed description
of Multics ring protection is to be found on
chapter 4 of a book entitled "The Multics
System: An Examination of its Structure",
by Elliott l. Organick. published by MIT
Press. and also in the Multics System
Programmers Manual l969. MlT Project
MAC. Briefly. the Multics system does not
utilize a “pure ring protection strategy“ but
rather employs the “ring bracket protection

strategy“ wherein a user’s access rights with
respect to a given segment are encoded in
an access-mode and a triple of ring number
(rl. r2. r3) called the user’s “ring brackets“
for a given segment. A quotation from
pages 137—439 from the Multics Technical
Paper entitled. “Access Control to the
Multics Virtual Memory“ sets out the rules
and conditions for using and changing
rings.

This “ring protection concept" was first
implemented with software techniques
utilizing 64 separate rings. Subsequently an
attempt was made to define a suitable
hardware base for ring protection. The
HoneyWell 645 (Registered Trade Mark)
computer represents a first such attempt.
The Honeywell 645 (Registered Trade
Mark) system differs from the “ringed
hardware" concepts described supra in
several respects which when taken
together. add up to the fact that the
Honeywell 645 (Registered Trade Mark) is
a 2~n'ng rather than a 64-dng machine, and
has in lieu of a “ ' register", a master
mode and a slave mode. which imparts
greater power to the procasor when in
master mode than when in slave mode.
"The acces control field of the 645‘s SDW
(segment descriptor word) contains no
information about rings: in particular its
does not contain ring brackets. it does.
however. contaimeitber.

a) access-mode information possibly
including either of the two descriptors;

accessible in master mode only.

master modefprocedure:b) the speci rcarion of one of eight
special ‘directed' faults (traps) which is to
occur whenever the segment descriptor
word (SDW) is accessed.

"The procedure is only ‘in master mode’
when executing a procedure whose SDW
indicates a ‘master mode procedure'. The
processor may enter master mode while

executing a slave mode procedure by:
faulting,
taking an interrupt".
"The 645 processor‘s access control

machinery interprets the SDW during the
addressing cycle and causes the ap ropriate
action to occur depending on the DW and
(usually) on the attempted access, as
follows:

a. if the SDW im lies a particular
“directed fault“. then that fault occurs.

b. Otherwise. if the SDW does not
permit the attempted access, the

approgriate access violation fault oecurs.c. therwise. the SDW permits the
attempted access and the access is
performed. _

“When a fault occurs, the 645 enters
master mode and transfers control to the
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appropriate master mode fault handling
procedure“. (Access Control to the Multics
Virtual Memory. supra pps. l57—l58).

Another paper by Michael D. Schroeder
and Jerome H. Saltzer entitled "A

Hardware Architecture for implementing
Protection Rings“ published in
Communications of the ACM. March 1972
Vol. 15. No. 3. sets forth background and
theory of ring protection and describes a
hardware implementation of "ring
protection".

Because the Multics and Honeywell 645
version of ring protection was implemented
mainly in software. considerable operating
system supervisor overhead was entailed
particularly when calls to greater or lesser
power were made by trapping to a
supervisor procedure. What was required
was an access control mechanism which

had the functional capability to perform
effectively its information protection
function. was relatively simple in operation.’
was economic to build. operate and
maintain. and did not restrict p ming
generality. The Honeywell 6000
(Registered Trade Mark) computer system
met these requirements by implementing
most of the ring protection mechanism in
hardware. Hence special access checking
lo ic. integrated with the segmented
a dressing hardware was provided to
validate each virtual memory reference.
and also some special instructions for
changing the ring of execution. However
certain ortions of the ring system
particulary outward calls and returns or
calls to a lesser power and returns
therefrom presented problems which
required the ring protection function to be
performed by transferring control to a
supervisor. What is now needed are further
improvements in hardware and techniques
that will permit a full implementation of
ring protection in hardware/firmware and
will meet the criteria of functional

capability. economy. simplicity and.
programming generallty.

Accordingly the present invention has for
an object to provide an improved computer
ring protection mechanism.

Accordingly the present invention
consists in an internally programmed data
processing apparatus CPU having a virtual
memory system. and being responsive to
internally stored instruction words for
processing information and having stored in
said virtual memory system a plurality of
different types of groups of information
each information grOup-type associated
with an address space bounded by a
segment having adJustable bounds, and
comprising means for protecting the
information in said-virtual memory system
from unauthorized users by restricting

accessability to the information in
accordance to levels of privilege, said.
means com rising in combination with an
access chec ing mechanism:

(a) first means arranged in operation to
store in said virtual memory system at least
one segment table comprisrng a lurality of
segment descriptors with each segment
descriptor being associated With a
predetermined one of said segments and
each segment descriptor having a
predetermined format containing an access
information element and a base address
element in predetermined positions of said
format. said base address element being
used for locating in said virtual memory
system the starting location of a selected
one of said segments. and said access
information element for wecifying the

. minimum level of privilege required for a
predetermined type of access that is
permitted in a selected one of said
segments:

(b) a plurality of second means having a
predetermined format. communicating
with said first means. arranged to store in a
predetermined portion of said second
means. a segment number SEG for
identifying a segment table and the location
of a segment descriptor within said segment
table. said second means also being
arranged to store in a predetermined other
portion of said second means. an offset
address within the segment identified by
said segment descriptor said offset address
locatin from said segment base the first
byte 0 a word within said segment;

sc) third means ive to an addresssyl able element of an instruction being
executed for addressing one of said
plurality of second means;

(d) fourth means ed to store a
displacement from said address syllable;

(e) fifth means. communicating with said
first. second. third and fourth means.
arranged to add the displacement D and
said base address to said offset; and.

(0 Sixth means responsive to said access
information element in a selected one of

said ent descriptors. restrictin the
acce ility to the segment associat with
said selected one of said segment
descriptors in accordance to the level of
privilege and the type of access specified in
said access information element. wherein
each group-type of information is
associated with a predetermined ring
number indicative of a level of privilege
said legel of privilege decreasing as the
associated ring number increases
comprising means for determining the
maximum effective address ring number
EAR (i.e. minimum level of privrlege) of a
selected process to access a selected group
of information. said means comprising:
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(a) first means to store first information
indicating the maximum ring number RD
(i.e. minimum level of privilege) required to
read information from said selected group;

(b) second means to store second
information indicating the maximum ring
number WR (i.e. minimum level of
privile c) required to write information into
said so ected group;

(c) third means to store third
information indicating the maximum ring
number MAXR (i.e. minimum level of

privilege) required to process information
rom said selected group; and,

(d) fourth means communicating with
said first. second and third means. to
determine the maximum of the contents of
said first. second and third means whereby
the effective address ring number EAR. is
generated.

The present invention. however. both as
to organization and operation thereof may
best be understood by reference to the
following description which is given by way
of example in conjunction with the
accompanying drawings in which:

Figure l is a block diagram of a computer
system utilizing the invention.

Figure 2 is a schematic diagram
illustrating the levels of privilege of theinvention.

Figure 3 is a flow diagram of the
segmented address scheme utilized by theinvention.

Figures 4A—41 are schematic diagrams
of various novel hardware structures
utilized in the invention.

Figure 5 is a schematic diagram of the
computer ring protection hardware.

Figure 6 is a schematic d' of the
computer segmented addressing hardware.

Figures 7a—7h and Figures Bat—Sc are
detailed logic block diagrams of the ring
protection hardware.

Figures 9a—9k is a legend of the symbols
utilized in the diagrams of the invention.

Figure 10 is a schematic di am ofthree
stack segments. one each for ring 0. l and 3
rec ctively.

igure l 1A shows the format of the Enter
Procedure instruction.

Figure ”B shows the format of a
procedure descriptor.

Figure ”C shows the format of a gating
procedure descriptor GPD the first word of
the segment containing the procedure
descriptors.

Figure l [B shows the format of the Exit
Procedure instruction.

Figure L! is a flow diagram of a portion
of the Enter Instruction pertaining to ring
crossing and ring checking.

Figure i3 schematically shows a segment
descriptor and the segment containing
procedure descriptors.

Figures l4—l6 are flow diagrams
showing various operations that are
performed when the Enter Procedure
instruction is executed.

Figure I? is a flow chart of the Exit
instruction.

As previously discussed the ring concept
of information protection was originated on
MULTlCS and implemented on various
Honeywell (Registered Trade Mark)
Computer Systems. The original MULTICS
concept required 64 rings or level of

privilege and later implementation had the
auiva ent of two rings on the Honeywell

5 and 8 rings on the Honeywell 60m
(Registered Trade Mark). The embodiment
described herein groups data and

rocedune segments in the system into a
iiierarchy of 4 rings or classes. (Refer to
Figure 2). The 4 rings or privilege leVels are
identified b int crs 0—3; each ring
represents a evel rivilege in the system

with level 0 having the most privilege andlevel 3 the least. evel 0 is known as the
inner ring and level 3 as the outer ring. The
basic notion as previously discussed is that
a proeedure belonging to an inner ring has
free access to data in an outer ring.
Conversely a procedure in an outer ring
cannot access data in an inner ring without
incurring a protection violation exception.
Transfer of control among procedures is
monitored by a protection mechanism such
that a procedure execution in an outer ring
cannot directly branch to a procedure in an
inner ring. This type of control transfer is
possible only by execution of a
"procedurecall" instruction. This
instruction is protected against misuse in a
number of ways. First. a gating mechanism
is avilable to ensure that prowduru are
entered only at planned entry points called
gates when crossing rings. The segment
descriptor of such a procedure contains a
gate bit indicating that procedures in this
segment can be entered only via gates:
information regarding these gates is
contained at the beginning of the segment
and is used by the hardware to cause ent
at a legal entry-point. The procedure itse f
must then venfy (in a way which, of
necessity depends on the function of the

procedure) that it is being legitimately
called. A further hardward protection
mechanism is available in the case that the
calling procedure supplies an address as a
parameter: it is then possible that the more
privileged procedure would invalidl
modify information at this address whic
the less privileged caller could not have
done. since the ring mechanism would have
denied him access; an address validation
instruction is available to avoid this
possibility.

An important convention is required
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here in order to protect the procedure call
mechanism. This states that it is not in
general permissible to use this mechanism
to call a procedure in a less privileged ring
and return to the more privileged one. This
restriction is necessary since there is no
assurance that the procedure in the higher
ring will. in fact, return; that it will not,
accidentally or maliciously. destroy
information that the more privileged
procedure is relying u on: or that it will
not. accidentally or m iciously, violate the
security of the stack (see GLOSSARY for
definition). Any of these could lead to
unpredictable results and crash the system.

The level of privilege are quite
independent of the process control
mechanism and there is no notion here of

privileged and non-privileged processes as
in the IBM system 360 (Registered Trade
Mark). Instead the same process can
execute procedures at different levels of
privilege (rings) subject to the restrictions
imposed by the' ring mechanism. In this
sense the ring mechanism can be viewed as
a method for subdividing the total address
space assigned to a process according to
level of pt‘rvilegc.

The ring mechanism defined herein
permits the same segment to belong to up
to 3 different rings at the same time i.e.
there are 3 ring numbers in each segment
descriptor. one for each type of possible
access. Thus the same segment can be in
ring one with respect to “write" access, ring
two with respect to “execute" access and
ring three With respect to “read“ access.
One obvious use for this is in the case ofa
procedure segment which can be written
only by ring zero (perhaps the loader) but
can be executed in ring three.

or the four available rings, two are
allocated to the operating system and two
to users. Ring zero, the most privileged
ring. is restricted to those operating system
segments which are criticallto the operation
of the whole system. These segments form
the hard core whose correctness at all times
is vital to avoid disaster. Included would be
the s stem information base. thOse
proc urcs dealing with the organisation of
physical memory or the initiation of
physical data transfer operations. and the
mechanisms which make the system
function. like the “exception supervisor.
the scheduler. and the resource
management".

Ring one contains a much greater
volume of operating system segments
whose failure'would not lead to catastrophe
but would allow recovery. Included herein
are the language translators. data and
message management. and job and process
management. Through the availability of
two rings for the operating system. the

problem of maintaining system integrity is
made more tractable. since the smaller hard
core which is critical is isolated and can be
most carefully protected.

Rings two and three are available to the
user to assign accordi to his requirement.
Two important posibilities are debugging
and proprietary packages. Programs being
debugged may be assigned to ring two while
checked out programs and data with which
they work ma be in ring two: in this way
the effect 0 errors may be localized.

Proprietary programs ma? be protectedfrom their users y being p aced in ring two
while the latter occupy ring three. In these
and other ways. these two rings may be
flexibly used in applications.

The General Rules of the Ring System
I. A procedure in an inner ring such as

ring 2 on Figure 2 has free access to data in
an outer ring such as ring 3 and a legal
access (arrow 20l) results. Conversely a
procedure in an outer ring such as ring 3
cannot access data in an inner ring such as
fingZandanattcmpttodosoraultsinan
illegal access arrow 202).

2. A proc ure in an outer ring such as
ring 3 can branch to an inner ring such as
ring I via gate 204 which results in a legal
branch 203. but a procedure operating in an
inner ring such as ring 2 may not branch to
an outer ring such as ring 3-

3. Each segment containing data is
assigned 2 ring values, one for read (RD)
and one for write (WR). These ring values
specify the maximum ring value in which a
procedure may execute When accessing the
data in either the read or write mode.

Each time a procedure instruction is
executed. the procedure's ring number
(effective address ring, EAR) is checked
against the ring numbers assigned to the
segment containing the referenced data.
The EAR is the maximum number of

process ring numbers in the processor
instruction counter (see later description)
and all ring numbers in base registers and
data descriptors found in the addressing
path. Access to the data is granted or
denied based an a comparison of the ring
numbers. For example. if a system table
exists in a segment having a maximum
read/ring value of 3 and a maximum
write/ring value of I. then a user procedure
executing in ring 3 ma read the table but
may not update the tab e by writing therein.

Procedure Calls and the Stack Mechanism:
The procedure call and stack mechanism

is an apparatus being described herein
Procedure calls are used to pass from one
procedure to another; to allow user
procedures to employ operating system
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structure within the operating system. A
procedure call is effected by instructions
and a hardware recognized entity called astack.

A stack is a mechanism that accepts.
stores and allows retrieval of data on a last-

in-first-out basis. Stacks reside in special
segments called stack segments. A stack
segment consists of a number of contiguous
parts called stack frames which are
dynamically allocated to each procedure.
The first stack frame is loaded into the low
end of the segment and succeeding frames
are loaded after it. The last frame loaded is

considered the top of the stack. A T-
register ”4 (see Figure l) locates the top of
the stack for the currently active process. A
virtual T-rcgister exists in the process
control block (PCB) of all other processes
in the system.

A stack frame consists of three areas: a
work area in which to store variables, a save
area in which to save the contents of
registers. and a communications area in
which to pass parameters between
procedures. Prior to a procedure call, the
user must specify those registers he wishes
saved and he must load into the
communications area the parameters to be
passed to the called roccdure. When the
call is made, the ardware saves the
contents of the instruction counter and
specified base registers to facilitate a return
from the called procedure.

Each procedure (mil creates a stack
frame within a stack segment and
subsequent calls create additional frames.
Each exit from one of these called
procedures causes a stack frame to be
deleted from the stack. Thus, a history of
calls is maintained which facilitates orderlyreturns.

To ensure protection between
procedures executing in different rings,
different stack segments are used. There is
one stack segment corresponding to each
protection ring per process. A process
control block (PCB) contains three stack
base words (SBW) which point to the start
of the stack segment for rings 0, l and 2
associated with the process. The ring 3
stack segment can never be entered by an
inward call: therefore, its stack starting
address is not required in the PCB.

The procedure call is used by users who
have written their programs in a modular
way to pass from one program module to
another. It is used by user programs to avail
themselves of operating system services It
is used by the operating system itself to
achieve a responsive modular structure.
The procedure call as is described in the
above referenced patent application is
effected by hardware instructions and the
hardware recognizable Staciemechanism.

The main_requirements on a procedurecall mechanism are:

1. Check the caller‘s right to call the
caller:

2. Save the status of the caller which
includes saving registers. instruction
counter (for return), and other status bits;

3. Allow for the passing of parameters;
4. Determine valid entry point for the

called procedure;
5. Make any necessary adjustments in

the addressing mechanism;
6. Enter the new procedure.
When the called procedure terminates or

exits, whatever was done in the call must be

undone so that the status of the calling
procedure is restored to what it was before
the call. -

As a preliminary to making a roeedure
call, the instruction PREPARE ACK is
executed. This instruction causes those
registers wecified by the programmer in
the instruction to be saved in the stack. ft

causesthestamsregistcrbee Figure l)to
be saved. and provides the programmer
with a pointer to parameter which he
may now load with information to be
passed to the called procedure.

Another instruction ENTER

PROCEDURE permits the procedure call
via the following steps corresponding to the
requirement specified above:

1. Ring checking—{he caller‘s ring is
checked to make sure that this ring may call
the new procedure: the all must be to a
smaller or equal ring number: and if ring
crossing does occur the new procedure
must be gated through agate 204 of Figure

2. The new ring number will then be that
of the called procedure.

2. The instruction counter is saved;
3. Base reg'stcr 0 (see Figure l) is made

to point effectively to the parameters being
passed;

4. The entry-point of the called
procedure is obtained from a procedure
descriptor whose address is con-
tained in the ENTER PROCEDURE
[NSTRUCTION;

5. A point to linkage information is
loaded in base register number 7.

6. The new procedure is entered by
loading the new ring number and the
address of the entry-point in the instructioncounter.

The remainder of the current stack-
frame is also available to the called
procedure for storage of local variables.

When the called procedure wishes to
return, it executes the instruction EXIT
PROCEDURE. The registers and the
instnrction counter are then restored from
their saving areas in the stack.

Referring to Figure I there is shown a
block diagram and a computer hardware
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system utilizing the invention. A main
memory 101 is comprised of four modules
of metal-oxide semi-conductor (MOS)
memory. The four memory modules 1—4
are interfaced to the central processor unit
[00 via the main store sequencer 102. The
four main memory modules [—4 are also
interfaced to the peripheral subsystem such
as magnetic tape units and disk drive units
(not shown) via the main stone sequencer
102 and the 10C (not shown). The main
store sequencer gives the capability of
providing access to and control of all four
memory modules.

Operations of the CPU are controlled by
a read only memory ROM. herein called
the control store unit 110.

The control store interface adapter 109
communicates with the control store unit
[10. the data mangagement unit 106, the
address control unit 107 and the arithmetic

logic unit 112 for directing the o ration of
the control store memory. e control
store interface adapter 109 includes logic
for control store address modification.
testing, error checking, and hardware
address generation. Hardware address
generation is utilized generally for
developing the starting address of error
sequencers or for the initialization
sequence.

The buffer store memo 104 is utilized

to store the most frequen y used or most
recently used information that is being
processed by the CPU.

The data management unit 106 provides
the interface between the CPU 100 and
main memory 101 and/or buffer store
memory 104. During a memory read
operation. information may be retrieved
from main memory or buffer store memory.
It is the responsibility of the data
management unit to recognize which unit
contains the information and strobe the
information into the CPU registers at the
proper time. The data management unit
also performs the-masking during partial
write operations.

The instruction fetch unit 108 which

interfaces with the data management unit
106. the address control unit 107, the
arithmetic and logic unit 112 and the
control store unit [10 is responsible for
keeping the CPU 100 supplied with
instructions.

The address control unit 107
communicates with the instruction fetch
unit 108. the buffer store directory l05, the
main store sequencer 102. the arithmetic
logic unit 112. the data management unit
106. and the control store unit 110 via the
control store interface adapter 109. The
address control unit 107 is responsible for
all address develoPment in the CPU.

Interfacing with the address control unit

107. the instruction fetch unit 108 and the
control store unit 110 is the arithmetic logic
unit I 12 which is the primary work area of
the CPU 100. Its primary function is to
perform the arithmetic operations and data
manipulations required of the CPU.

Associated with the arithmetic 10 lo unit
”2 and the control store unit 11 is the

local store unit III which typically is
comprised of a 256-location (32 bits per
location) solid state memory and the
selection and read/write logic for the
memory. The local store memory 111 is
used to store CPU control information and
maintain ability information. In addition.
the local store memory Ill contains
working locations which are primaril used
for temporary storage of operan and
partial results during data manipulation.

The central procasing unit 100 typically
contains 8 base registers (BR) 116 which
are used in the process of address

comfiutation to define a segment number.an 0 set. and a ring number.The offset isa
pointer within the segment and the ring
number is used in the address validity
calculation to determine access rights for
a articular reference to a segment.

he instruction counter 118

communicates with the main memory local
register (MLR) 103 and with the instruction
fetch unit 108. and isa 32-bit register which
contains the actress of the next instruction,
and the cunent ring number of the process
(PRN). Also contained in the central
processing unit is a T register 114 which
also interfaces with the instruction fetch
unit 108 and is typically a 32-bit register
containing a segment number and a 16-bit
or 22-bit positive integer defining the
relative address of the top of the procedure
stack. The status register 115 is an 8-bit
register in the CPU which among other
things contains the last ring number—ix.
the previous value of the process ring
number (PRN).

The main memory 101 is addressed b
the memo addres register MAR) 11 .
and the in ormation add by (MAR)
1 I9 is fetched and temporarily stored in the
memory local register (MLR) 103.

' Referring now to Figure 3 there is shown
a flow diagram of the general rules for
segmented address development shown in
detail in the above mentioned copending

tent application No. 21630/74. Serial No.
.465.344. Figure 3 when read in

conjunction with the above referenced
patent application is self-explanatory.
There is however one major difference
between the address deveIOpment as shown
on Figure 3 to that of the above mentioned
application and that is that in the address
development of Figure 3 of the instant
application as many as 16 levels of
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indirection may be utilized in the address
development whereas in the above
referenced application the levels of
indirection were limited to a maximum of
two. This of course is a matter of choice
with the designer and in no way alters the
high level inventive concept.

Referring now to Figures 4A—41,
Figures 4A and 4B show the format of the
instruction counter designated by reference
numeral 118 on Figure l. The instruction
counter (1C) 118 is a 32—bit register which
contains the address of the next instruction,
and the current ring number of the process
(PRN). Referring specifically to Figures 4A
and 4B the TAG is a 2-bit field which
corresponds to the TAG field of data
descriptors shown and described in the
above reference ap lication entitled
"Segmented Address velopment". PRN
is a 2-bit field which defines the current ring
number of the process to be used in
determination of access rights to main
storage. SEG is ty ically eithera 12-bit ora
6-bit field whic defines the segment
number where instructions are being
executed. The OFFSET is typically either a
16-bit or a 22-bit field which defines the
address of the instruction within the
segment SEG.

Figures 4C—4F show the format of
segment descriptors with Figures 4C and
40 showing the first and second word of a
direct segment descriptor whereas Figures
4E and 4F show the first and second word
of an indirect segment descriptor; Segment
descriptors are two words long each word
comprised of 32 bits. Referring to Figures
4C—4D which show the first and second
word respectively of a direct
descri tor, P is a presence bit. If P equals
one, t e segment defined by the segment

descriptor is present in main storage. If Pequals zero, t e se ment is not present and
a reference to t e segment descriptor
causes a missing segment exception. All
other fields in a segment descriptor have
meaning only if P equals one. A is the
availability bit. If A equals zero. the
segment is unavailable (or locked) and a
reference to the segment causes an
unavailable segment exception. If A uals
one. the segment is available (or unloc ed,
and can be accessed). 1 is the indirection
bit. If 1 equals zero. the segment descriptor
is direct. 1f 1 equals one. the segment
descriptor is indirect. U is the med bit. If U
equals zero. the segment has not been
accessed. If U equals one. the segment has

been accessed. U is set equal to one by an};segment access. W is the written bit. If

equals zero. no “rite operation has been
performed on the segment. 1f W equals one,
a WRITE operation has been performed on
the segment. W is set to one by any WRITE

operation. GS is the gating-semaphore bits.
When the procedure call mechanism
referred to above requires that the segment
be a gating segment or when the process
communication mechanism (not shown)
requires that the segment be a segment
descriptor segment (SD) the GS bits are
examined. To be a valid gating segment. the
GS bits must have the value 10. To be a
valid SD segment, the GS bits must have
the value 01. If a gating or SD segment is
not required, these bits are ignored. The
BASE is a 24-bit field which defines the
absolute address in quadruple words of the
first byte of the segment. This field is
multiplied by 16 to compute the byte
address of the segment base. The SIZE is a
field which is used to compute the segment
siZe. If the segment table number,
subsequently referred to as STN. is greater
or equal to zero but less than or equal to six,
the SIZE field is 18 bits long. The STN is a
field indicating the segment table entry STE
for selecting a segment descriptor. If the
S'I'Nisgreaterthanor ualtoflbutlecs
thanorequalto 15.theS fieldilebits
long. The number ofbytes in the is
equal to 16 times (SIZEH). IfSIZ equals
zero. the segment size is 16 bytes. RD is the
read access field. This is a 2-bit field which
specifies the maximum EAR (effective
address ring number) for which a read

operation is permitted on the segment. (A
procedure is always permitted to read rts
own segment if EAR equals PRN). WR is
the write access field. This is a 2-bit field
which specifies the maximum FAR for
which a write operation is permitted on the
segment and the minimum PRN at which
the segment may be executed. MAXR is
the maximum ring number. This is a 2-bit
field Which specifies the maximum PRN at
which the segment may be executed. WP is
the Write permission bit. This bit indicates
whether a WRITE operation may be
performed on the segment. If WP equals
zero, no WRITE operation ma be
performed. If WP equals one, a W TE
operation may be performed if EAR is
greater than or e us] to zero but less than
or equal to W . EP is the execute
permission bit. This bit specifies whether
the segment may be executed. 1f EP equals
zero. the segment may not be executed. [f
EP equals one, the segment may be
executed at any PRN for which PRN is
greater than or equal to WR but less than or
equal to MAXR. M82 is a special field
which must be set to zero by software when
the field is created, before its initial use byhardware.

Referring to Figures 4E-—4F the
definitions of the various fields are similar
as above however word 0 includes a
LOCATION field and word 1 includes a
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RSU field. The LOCATION field is a 28-bit
field which defines the absolute address ofa
direct segment descriptor. The value in the
LOCATION field must be a muliple of 8.
The RSU field is a special field which is
reserved for software use.

Figures 4G—4H show the format of the
base registers (B R) which are used in the
process of address computation to define a
segment table number. a segment table
entry number. an offset. and a ring number.
There are typically 8 base registers as
shown by reference numeral “6 on Figure
l. A base register is specified or identified
as base register 0 through 7. The size of a
base register is 32 bits long. The base
register format of Figure 4G is utilized for
small segment i.e. where STN is greater or
equal to 8 but less than or equal to l5.
whereas the format of base register of
Figure 4H is utilized for large segments i.e.
STN is greater or equal to zero but less than'
or equal to six. Referring to Figures
4G-—-4H. TAG is a 2-bit field which
corresponds to the TAG of a data
descriptor referenced previously. RING is
a 2-bit field which contains the ring number
usociated with the segmented address for
protection purposes. SEG is a field
previously referred to. which identifies a
segment described in a segment table. STN
is the segment table number. and STE is the
segment table ent number. OFFSET is a
l6~bit field or a bit field depending on
segment table number, which defines a
positive integer. The OFFSET is used in the
process of address development as a
pointer within a segment.

Referring to Figures 41—4! there is
shown the format of the T—register. The T-
register is a 32-bit register containing a
segment number and a 16-bit or 22-bit
positive integer defining the relative
address of the top of the procedure stack
previously mentioned. The T-register is
shown by reference numeral 114 on Figure
I. The various fields of the T-register have
the same definition as described above.

Referring now to Figures 3 and 4A—4J a
more defined description of absolute
address calculation and access checking is
made. In general absolute address
calculation consists of fetching a segment
descriptor specified by STN and STE and
using the segment descriptors in four we 5:
access checking. computation of t e
absolute address. bound checking, and
updating (U and W flags). As described in
copending patent application No. 21630/74.
(Serial No. l.465.344) the absolute address
may be direct or indirect and is derived by
first deriving an effective address from
STN. STE. and SRA (segment relative
address). STN is extracted from bits 4
through 8 of the base register BR specified

in the address syllable of an instruction. lf
STN is 7. an out of segment table word
array exception is generated. STE is
extracted from the base register specified in
the address syllable. if STN 4:4 (i.e..
beginning at hit 4 and including the next 4
bits) is greater than or equal to zero or less
than or equal to six, STE ts in a base register
bits 8 and 9. lfSl‘N 4:4 (i.e. 4 bits beginning
at bit 4) is greater than or equal to 8 but les
than or equal to l5. STE is in a base re ' r
BR bits 8 through IS. The segment re 've
address SRA for direct addressing is
computed by adding the displacement in
the address syllable; the offset of the base
register BR; and the 32-bit contents of an
index register. if specified in the address
syllable. The sum of these three quantities
is a 32—bit unsigned binary integer which
must be less than the segment size

ap ropn'ate to the segment STN. STE.
ndrrect addressing is developed by

fetchin a data descriptor and develo ing
an ad ress from that descriptor. The
effective address of the data descriptor is
computed as in the direct address‘ng case
with the exception that the index register
contents are not used. In developing the
address from the data descriptor the
effective addrefi may be computed by an
indirection to segment [TS descriptor and
an indirection to base [TBB descripto
thedescriptorisl'l'StheSTNandSTEare
extracted from the descriptor in the same
manner as from a base register. SRA is
computed by adding the displacement in
the descriptor and the contents of an index
register as specified in the syllable. If the
descriptor is an iTBB descriptor then STN
and STE are extracted from the base
register specified in the BER field (i.e. the
base register implied by ITBB descriptor)
of the descriptor as in direct addressing.
SRA is computed by addin the
displacement in the descriptor. the 0 set of
the base register. and the contents of an
index register is specified in the address
syllable.

As shown on Figure 3 the indirection
process may be extended up to [6 levels.

Every effective address contains
protection information which is computed
in address development and checks for
access rights by the ring protection
hardware of the absolute address
calculation mechanism. The elTective
address contains protection information in

the form. of an effective address ringnumber EAR (see Figures 21 and 2K '
above ication No. 2l630’74. (Serial No.
1.465.344 . The EAR is computed from the
base register ring number BRN and from
the current process ring number PRN by
taking the maximum ring number. In
developing the EAR for indirect addressing
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similar procedure as indirect addressing is
used. in indirect addressing the EAR for
extraction ofthe first descriptor (EAR I) is
once again the maximum of the ring
number from the base register specified in
the address syllable and the current process
ring number PRN in the instruction counter
HS of Figure l and stored in 00register512
of Figure 5. The EAR for extraction of the
second descriptor (EAR 2), of multiple
level indirection is the maximum of:

a. EAR I;

b. The ring number in the first descriptor
if indirection is indirection to segment;

c. The ring number from a base register
”6 utilized as a data base register BBR if
the first descriptor is an indirection to
segment descriptor ITBB.

The EAR for extraction of the data of

multiple level indirection is the maximum0:

a. EAR 2:

b. The ring number in the second
descriptor if it is an indirection segment
descrifitor ITS;c. eringnumbcrinoneoftbebase
registers utilized as a data base register
BBR if the second descriptor is an
indirection to base descriptor fTBB. _

Referring now to Figures 5 and 6. the
transfers and manipulation of the various
type ring numbers will be described
at the system level. Detailed logic block
diagrams for effecting the transfers and
operations of Figure 5 will be later
described. Referring first to Figure 6 an
associative memory 600 is utilized in
segmented address development. The
associative memory 600 comprises
essentially a UAS associator 609 which has
circuitry which includes associative
memory cells. bit sense amplifiers and
drivers. and word sense amplifiers and
drivers (not shown). A word or any part of a
word contained in UAS associator $9 may
be read. compared to another word with a
match or no match signal generated

_ thereby. or be written either in whole or in
a selected art of the associator 609. For
example, S register 607 may contain a
segment number which may also be in the
associative memory 600. A comparison is
made with UAS associator 609 and if a
match is found a “hit” results. The match
or "hit" signal is provided to encoder 610.
The function of encoder 6l0 is to transform
the “hit" signal on one of the match lines to
a 4 bit address. Encoder 610 provides this 4
bit address to [JAB associator buffer 6” so
that the information contained in that
particular location of UAB associator
buffer 6“ is selected. Information in UAB
associator buffer 6| 1 may be transferred to
UV register GB for temporary storage or

respectively. By thus locating a prestored
ent number of the associative memorymwhich may have been placed there

after a generation of an absolute address)
regeneration of the same address is not

necesary. in the drawing of Figure 6, DAB
associator buffer 61! is shown as storing a
first and second word of a segment
descriptor; however other types of
information may just as well be stated
therein. This buffer 6” provides a function
similar to that of buffer [04 in the more
generalised diagram of Figure I.

As mentioned supra the development of
an absolute address of an operand from an
elTective address is disclosed in cut
application No. 2l630/74, (Seri No.
l.465,344). Briefly and with reference to
Figure 6 any of 8 base registers 602 are
addressed via UG and UH registers 603 and
604 respectively which contain base register
addresses from an instruction address
syllable or base register specified by the
instruction formats. The base register 602

contain such infgrerrnaéiEnN as TAG, sacregister ring num . segment e
number STN. segment table entry 81‘E and
OFFSET as shown or contained by base

.registerslaleofthegroupofbase
registers 602. Writing into the base registers
is performed under micro-op control by
UWB logic 601. For exam le it is shown
that information from the M register 502
of Figure 5 may be written into bit positions
(1 3) of a selected base register; also
information from the QA bus may be
written into the base registers and
provisions are made to clear a selected base

register i.e. write all zeroes. Reading out of
an of the base registers is performed b
U R logic 605. In general the UBR logic
605 permits the appropriate base register to
be strobed out onto bus QA or QB. or into
UN register 608. Note that UN register 608
holds bits 8 through 31 of the base registers

which is the OFFSETLFart of the se mentedaddress. Moreover BR logic when
addressed by an address contained in
instruction buffer IB (not shown) reads out
the segment number SEG (which is
comprised of STN and STE) into US
register 607 via UBS transfer logic 606. The
comparison of the segment number 556 in
US register 607 with the associative
memory 6m ma then be rforrned as
previously descri ed. it will noted that
bits (4—15) onA bus 6 l4 may also be read
into or from US register 607. Similarly bits
(8—3!) from QA bus 6l4 may read into UN
register 608. Also bits (9—11) of the US
register 607 may be read into QA bus 614 as
denoted by US (9—-ll) arrow (the arrows
into various register and/or logic circuitry
denote the source ofdata and that followed
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by a number denote the bit numbers of that
data).

Referring now to Figures 5 and 6, a 2-bit
UP register 501 stores the current process
ring number PRN. The current process ring
numbers PRN is obtained from bits 2 and 3

of the instruction counter (l 18 or Figure 1)
via bits [C (2—3) of the QA bus 614 of
Figure 6. Bits [C (2—3) of QA bus 614 are
transferred to 2-bit UV register 503 under
control of a micro-operation UV9QAO. The
micro-operations are obtained from micro-
instructions in the control store unit 110.

(On Figure 5 the dot surrounded by a circle
indicates a micro-operation and the first
two letters of the name of the micro-
operation indicate the destination of the
data to be transferred; the fourth and fifth
letters indicate the source of the data
transferred: the third character indicates
whether a full or partial transfer is made
with F indicating a full transfer while the
sixth character indicates whether the signal
doing the transferring is high or low with
even numbers indicating a low signul and
odd numbers indicating a high signal. As an
example of the use of this convention bits 2
and 3 on QA bus indicating the tail of the
arrow QA (2, 3) indicate PRN is the PRN
process ring number that is being
transferred under control of the micro-op
UV9QAO which says the transfer is made to
register UV. is a partial transfer of the bus
QA. and the source of the data is the bus
QA and is an unconditional transfer as
indicated b the sixth character being 0.
Transfer to r ister from QA bus source
is unconditiona . This 0 will be the
corresponding seventh character in the
logic file name of the subcommand
UV9QA1¢. Once the process ring number
PRN is transferred from the QA bus 614 to
the UV register 503 another transfer takes
place under control of the micro-operation
UM9UVO from UV register 503 to UM
register 502. Finally another transfer takes
place from UM register 502 to UP register
501 under control of a micro-operationUP9UMO.

Two bit register UM 502 is utilized to
generate the effective address ring number
EAR during “‘5 and 1TBB (Le. indirection
to segment and indirection to base).
(EA R=MAX (BRN, PRN, DRNJBBR
(BRN) etc.) address formation for address
syllable l and address syllable 2 type
instruction format. The EAR is generated
according to the rules previously
enunciated by utilizing one or more tests
shown in block 510 and the maximum ofthe

ring number is obtained and stored in UM
register 502 which stores the effective
address ring number EAR (detailed logic or
makin the comparisons of block 510 are
later 5 own and described in detail). The

U0 register is used to save address syllable
l effective address ring number EAR in the
event the address syllable 2 is being utilized
to extract EAR 2.

Two-bit UV register 503. and 2-bit UW
register 504 is utilized mainly as storage for
various ring numbers that are obtained
from the outside of the ring checking
hardware of Figure 5 and transferred or
processed to other parts of the ring
checking hardware. For example the base
register ring number BRN is transferred
from bit positions 2 and 3 of UBS transfer
logic 606 to UV register 503 under control
of the micro-operation UVFBSO; the
maximum ring number MAXR of word 2 of
the segment descri tor (also shown stored
in bits 36 and 37 o UAB associator buffer
611) is transferred from UAB buffer 611 to
UV register 503 under control of the micro-
operation UVFABI; also bits 34 and 35 of
UAB buffer 611 which is the write ring
number WR is transferred to UV register
503 under control of micro-operation
UVFABO. UW register 504 has similar
transfers of other ring numbers from

various parts of the system. For example
bits 34 and 35 which are the write ring
number WR of UAB buffer 611 may alsobe
transferred to UW register 504 under
control of micro-operation UWFABI; bits
32 and 33, the read RD ring number of
UAB buffer 611 may also be transferred to
UW register 504 under control of micro-

op UWFABO; also bits 0 and l of QA bus6 4 may be transferred to UW register 504
under control of micrmoperation
UW9QAO. Note abo several transfer paths
of UW register 504 into UV register 503
under control of the micro-o eration
UV9UWO: the transfer ath of register
503 into UM register 2 under control of
micro-operation UM9UVO: the transfer
path of UM register 502 into UP register
501 under control of the micr ration

UP9UMO; the transfer path of UP register
501 into UM register 502 under control of
micro-operation UM9UPO; the transfer
path of UM register 502 into U0 register
512 under control of micro-operation
UO9UMO; and finally the transfer of
U0 register 512 into UM register 50 under
control of the micro-operation UM9U00.

Briefly therefore UP register 501 holds
the current process ring number PRN; UM
register 502 and U0 register 512 are utilized
for transfer operations and also to generate
the EAR; UV register 503 may shore for
various purposes and at different times the
current process ring number PRN. the base
register ring number BRN, the maximum
ring number MAXR. the write ring number
WR. or the read ring number RD. UW
register 504 may at various times hold the
read ring number RD. the write ring
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number WR. and bits 0 and l of bus QA. ..
UMR 505 is logic. the details of which are
shown on Figure 8d. which compares the
contents of registers UM and UV and
produces the greater of the two values in
the registers and this value is stored in UM
register 502 under micro-operation control
UM FM R0. This is one way of generating
the effective address ring number EAR.
UMR logic 505 may also produce the
greater value of the contents of register UP
or of bits 2 and 3 of UBS logic 606. This is
another method and/or additional step in
generating the effective address ring
number EAR. UMR logic 505 is also
utilized to determine whether or not a write

violation has occurred by transferring a
write ring number WR into UV register 503
and then comparing the contents of the UM
register 502 (holding EA R) with the
contents of UV register 503 in order to
determine which one has the greater
contents. Since UM register 502 stores the
effective address ring number EAR a
comparison of the UM register and the UV
register will indicate whether EAR is
greater than WR or vice versa. If WP (i.e.
write permission hit in the segment
descriptor) is equal to l and if EAR lies in
the range of OSEARSWR then a write
operation may be performed into the
segment. Note that UMR logic 505 ma
have inputs directly or indirectly from i
registers 50l—504, from other logic 506,
507 and also from UBS logic 606.

UWV lcigie 506 corres onds to the detaillogic of igure 8a. U logic 506 ha
in ms directly or indirectly from registers
5 l—-—504 and from logic 505. 507
respectively and generates an execute
violation signal when a comparison of UW.
UM and UV registers 504. 502. and 503
respectively indicates that the statements
that the maximum ring number MAXR is
greater or ual to the effective address
ring number AR. and that EAR is greater
or equal to the write ring number WR are
not true i.e. in order for a procedure to be
able to execute in a given segment

'indicated by the effective address the
maximum rmg number MAXR must be
greater or equal to the effective address
ring number and the effective address ring
number EAR must be equal or greater than
the write ring number WR. UWV logic 5%
also performs tests shown in block 5l0.
Indications may be given that the contents
of UW register is less than or equal to the
contents of the UV register; the contents of
the UM register is greater than or equal to
the contents of the UV register; the
contents of the UV register is equal to the
contents of the UM register; the contents of
the UV register is greater or equal to the
contents of the UM register; and the

contents of the UM register is greater than
the contents of the UW register. Of course
when performing these tests different
values of ring numbers may occupy the
registers.

UEP logic 507 conesponds to the detail
logic of Figure 8b. UEP logic 507 in
combination with UWV logic 506 generates
the read violation exception. However the
read violation exception may be overridden
if the effective address ring number EAR
equals the current process ring number
PRN. since a procedure is always permitted
to read its own segment, and if the segment
number of the procedure segment
descriptor (not shown herein) and the
segment number of the address llable
utilized in eneration of the e eetive
address are t e same.

To illustrate the ovorriding of the read
violation signal assume that the effective
address read number EAR is er titan

the read number RD which would generate
a read violation high signal which would be
a plied as one input of AND gate 522.

owever the read violation exception
signal may not be generated even tho
there is a read violation signal if e
following two conditions exists:

1. The effective address ring number
EAR is equal to the process ring number
PRN: i.e. the contents of register UM is
equal to the contents of the register UP;
and. _

2. The segment number contained in the
address syllable of the segment in which a
procedure desires to read is equal to the
segment number of the procedure segment
descri tor (not shown) of the eta-rent

are in execution and this is indicated

ysettingabitmlledanitandlocatedas
the thirteenth bit of UE register 650. (UE
register 650 is a store for the contents of
UAS asociator 609 when a "hit" has
resulted by a comparison of the contents of
US register 607). Since this example
assumes that EAR equals PRN. UEP logic
507 will apply a high Signal to AND gate 520
as one input. and since it is also assumed
that the segment number SEG of the
address syllable of the segment being
addressed is equal to the segment number
SEG of the procedure segment descriptor
(not shown) of the currently eXecuting
procedure, then the P bit of the procedure
segment descriptor will be set and hence
the other input applied to AND gate 520
will be high thus enabling AND gate 520: a
high signal is therefore applied to the input
of inverter 52] resulting in a low signal at
the output of inverter 521 which low signal

is then agplied as another input of ANDgate 522. ince there is a low signal to AND
gate 522 no read violation exception signal
can be generated by amplifier 523 even if
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the third input signal applied to AND gate
522 is high.

To illustrate how a read violation signal is
generated and not overridden. assume that
the output of UEP logic 507 indicates that
the contents of UM register is not equal to
the contents of UP register. Then that input
to AND gate 520 would be low and hence
AND gate 520 would not be enabled and its
out ut would be low and would be applied
to t e input 01' inverter 521. Since the input
of inVerter 521 is low its Output would be
high which would be applied as one input of
AND gate 522. 11 also the effective address
ring number EAR is greater than the read
ring number RD (i.e. contents of UM
register is greater than contents of UW
register) that signal would be high and
would be also applied to another input of
AND gate 522. AND gate 522 has still a
third in ut which must also be high in order
to enable AND gate 522. This third input is
high when AND gate 526 is enabled. Since
AND gate 525 has one input terminal which
is high when the 00 terminal of URVlF flop
524 is low. AND gate 526 is enabled by
applying the micro-operation read
violation interrogate signal AIERVA to
one input terminal of AND gate 526 while
the 00 terminal of URVIF flop 524 is low.
Thus AND gate 52.2 will have all input
terminals high. generating the read
violation exception signal.

The execute violation exception is
generated in two ways. it was seen earlier
that an execute violation signal results
when UWV logic 506 indicates that the
inequalities WR is less than or equal to
EAR. and EAR is less than or equal to
MAXR are not true. This high execute
violation signal is applied to a one-1e ed
AND gate 550 which in turn is applie to
the input terminal of two-legged AND gate
553 via amplifier 552. When an execute
violation interrogate micro-operation signal
AJEEVA is applied as another input of two-
legged AND gate 553. this gate is enabled
which in turn generates the execute

'violation exception via amplifier 554. The
other method by which the execute
violation exception is generated by the
execute violation hardware 51 l is when the
execute ermission bit EP is not set. When
this con ition is true it is indicated by the
seventh bit of UY register 613 being high;
this bit is then applied to the input terminal
of one-legged AND gate 551 which is
applied as a high signal to one input
terminal of AND gate 553 via amplifier 552.
When the execute violation interrogate
micro-operation signal AJEEVA goes high,
AND gate 553 is enabled and generates an

cistecute violation exception vla amplifier5 4.

The write violation exception is also

generated in two ways. It was seen
previously how the UMR logic 505
generates a write violation signal when
EAR is greater than WR. This write
violation signal is applied to one input
terminal of AND gate 545. AND gate 545 is
enabled when its second input terminal
goes high thus generating a write violation
exception through amplifier 547. The
second input terminal of AND gate 545
goes high when AND te 542 is enabled.
AND gate 542 is enab ed when the input
signals applied to its input terminals are
high. One input signal is high when UWVIF
flop 541 is low which in turn applies a low
si ul to the input terminal of inverter 543
w ich in turn applies a high signal to one
input terminal of AND gate 542; the other
input signal is high when the write violation
interrogate micro-op signal AJEWVA is
high and this happens when it is desired to
interrogate a procedure for the write
violation exception. (Flip-flops URVlF.
URNlF. and UWVlFare set low When any
interrupts or soflward occurs). (UWVZF,
URVZF. and URNZF flip-flops are utilized
to store back-up excess checking
information for ring checking). The other
method for generating a write violation
exception is when the write permission bit
WP is not set. This condition rs indimted by
bit 6 of UV register 613 being high. When
this condition exists and the high signal (i.e.
the sixth bit of UV regiuer) is applied as one
input of AND gate 546 and the interrogate
si nal

§AJEWVA is high and applied as
another input of AND gate 546. then AND
gate 546 is enabled and a write violation
exception occurs via amplifier 54".

Logic circuitry 591 comprised of flip-
flops 532 and 533 in conjunction with
amplifier 530 and AND gate 531 and
inverter 530A permit the formation in
register UM 502 of the maximum value of
ring number (i.e. EAR) under control of a
splatter instruction subcommand (not
described herein) from the instruction fetch»
unit lFU. Assumin URNlFfli 110 532 is

set to logical 0 w ereas UR 2F ' flop
533 is set to log‘cal 1, then during the
execution of the splatter subcommand,
input terminal $31A of AND gate 531 will
be high; therefore if flip-flop 532 is low
(logical 0) then the signal will be inverted by
inverter 530A and AND gate 531 will be
enabled. Hence the maximum value of the

contents of UP register 501 or hits 2 and 3
of logic vector UBS 606 will be strobed into
UM register 502. Conversely if flip-flop 532
is a logical 1. then the contents of UM
register 502 is not changed via the_above
mentioned sources and the EAR derrved tn
UM register 502 via the addressing process
of indirection is the one utilized. Flip-flop
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533 is the back—up store for the EAR of
address-syllable 2 when utilized.

Referring now to Figures 7 and 8 and
Figure 5 there is a correspondence wherein
the detailed logic for hardware in Figure 5
is shown in Figures 7 and 8 as follows:
Figure 7a and UW re istcr 504; Figure 7b
and UV register 503; igure 7c and black
590: Fr re 7d and block 591; Figure 7e and
block 92: Fi are 7f and UP register 50];
Figure 7g an U0 register 512; Figure 7h
and UM register 502; Figure 8a and UWV
logic 506: Figure 8b and UEP logic 507; and
Figure 8d and UMR logic 505.

Referring to Figure 7a, the UW register
504 is comprised of two flip-flops 715a and
720a respectively. each flip~flop capable of
holding one bit of information of the UW
register. Cou led to flip-flop 715a are 4
AND gates Ila—714a which are OR‘ed
together, with each gate (except gate 713a)
having two input terminals. and with at
least one signal applied to each input
terminal. AND gate 7143 has one of its
in t terminals cou led to the set terminal

0 M1010 of the ip—flop 7158. Filipflop7| 5a is also coupled to the terminal 27 for
receiving from a clock a timing signal called
a PDA signal. Flip-flop 720a coupled to
AND gates 716a-—7l9a which are OR‘ed
together. One input terminal of AND gate
716a is coupled to an input terminal of
AND gate 71 la; one input terminal of AND
gate 717a is coupled to one input terminal
of AND gate 712a and one input terminal of
AND gate 719a is coupled to an input
terminal of AND gate 7142.. whereas the
other input terminal of AND gate 7l9a is
coupled to the set terminal UWOOl 10 ofthe
flip-flop 720a. Flip—flap 720a is also coupled
to the H27 terminal for receiving PDA
pulses.

AND gates 70la—704a are OR'ed
together each having their output terminal
coupled to the input terminal of inverter
705a. AND gate 7068 is coupled to
amplifier 708a; whereas AND gate 707a is
coupled to amplifier 709a; one input

,tenninal of AND gate 706a is cou led to
one input terminal of AND gate 70 a. The
output terminal of inverter 705a is coupled
to one input terminal ofAND gate 714a and
719a; the output terminal of amplifier 708a
is coupled to the input terminal of AND
gate 7l3n and the output terminal of
amplifier 7093 is cou led to the input
terminal of AND gate 188..

The signals applied to the in ms of AND

gates and the signals derive as outputsrorn amplifier. inverters, or flip-flops are
designated by letters forming a special
code. Since both data signals and control
signals are either applied or derived there
are two codes. one code for the control

signals and one code for the data signals.

The code for the control signals are
previously described in detail and is
summarized here. Briefly the first two
characters of a control signal indicate the
destination of data to be transferred; the
third character indicates whether a full or
artial transfer is to be effected with the

ester F indicating full transfer and any
other character indicating a partial
transfer; the fourth and fifth character
indicates the source of the data. and if the
source is identified by more than two letters
only the last two letters need be used; the
sixth and seventh characters are usually
numerals and indicate whether the signal is
high or low i.e. an odd numeral in the sixth
position indicates assertion and an even
numeral in the sixth position indicates
negation; the seventh position indicates
whether this is the first, second, third, etc.
level of occurrence of the signal. Data, on
the other hand. is indicated differently. The
first three characters of data indicates the
source of the data, the fourth and fifth
characters which may be numerals indicate
the bit positions where the data is located in
the sconce, and the sixth and seventh
position are similar to the control Si 3.15 in
that they indicate whether the sign is high
or low and the level of occurrence of the
si al. Generally the format itself indicates

her the signal is a control signal or a
data signal and by reference to Figures 5
and 6 the source and destination may be
determined. There are exceptions to this
general rule and they will be spelled out in
the specification. and addenunL

As an le of this convention it will

be noted on Figure 7a that the following
signals are control signals: UWFABll.
UWFAB l0, UW9QA10. The following
signals are data signals UA33410,
UAB3210, UAB3510, UAB3310, QAOO] 10,
and QAIIDIO. The following signals are
exception PDARGIO is a timing signal
whose source is the PDA clock;
UWHOLIO is a hold si nal for holding the

information in the flip-$10135 7153 and 720a
UWOBKIO and U lBKlO are back-up
logic whose main function is to extend the
input capability of fli ops 715a and 7208
by connecting the U re 'ster which is in
fact formed by flip-flops 15a and 720a, to
hit zero and bit I represean by flip-{lo 5
715a and 720a respectively; and fin ly
USCLRlO is the clear signal for clearing
and setting the flip-flops to zero.

As an illustration of the above mentioned

convention herein adopted the signal
UWFABII applied to the input of one-
le ed AND gate 702a is a control signal
which transfers data (bits 34 and 35)
contained in UAB associator buffer 611
(the U in the signal has been omitted) to
UW register 504 and is a full transfer to the
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UW register I; the odd number indicates
the signal is assertion. Signal UWFABIO
applied to the input of onelegged AND
gate 703a is a control signal with the same
source and destination as the signal applied
to AND gate 702a except that bits 32 and 33

of UABJ‘r‘egthsfgrred :0 UW register Thesi na l ied to one- ed
AilD gate 704a isap so a control :rgggnal
wherein data is transferred from QA bus
614 to the UW register and ma be a partial
transfer. The signal QAOOOl a plied to
AND gate 706a rs a data 5i al w ere data
is on QA bus 6l4 (the thir position is not
herein utilized since the first two positions
adequately describe where the data is) and
this data signal represents the bit identified
as (X) on QA bus 614. The signal QAOOI 10 is
similar to the previous signal except the
data identified b this signal is the data on
position 0| of t e QA bus 614. Thus by
utilizing this convention and Figures 5
through 9 the ring protection hardware is
fully defined and may be easily built by a
person of ordinary skill in the computer art.

Referring to Figure7b there is shown the
detailed l 'c block diagram for UV register
503. Sign UVHOLlO is a hold signal for
UV register 503 which is nerated via
inverter 703b when none of t e one-legged
AND ates 70lb—708b has a high signal
appli to it. UVHOLIO signal is applied to
AND gate 723b and causes information
stored in the UV re ' ter 503 to be held

therein. Signal UVH LIE coupled to the
in ut of AND gate 704b and to the outputs
0 AND gates 705b—708b extends the
number of control signals that may
generate the hold signal UVHOLIO. Signal
UVOBKIO coupled to the outputs of AND
gates 7|0b—713b and to the input of AND
gate 722b is also utilized to extend the

number of inputs signals that may be
applied to flip-flop 724i). Signal
UVIBKIO coupled to the outputs of AND
gates 7|6b—7 l8b and to the input of AND
gate 727!) similarly extends the number‘of
input signals that may be applied to flip-flop
72%.

Referring now to Figure 7g there is

shown the detailed logic block diagram ofU0 re ' ter 5l2. AND gates 70lg— 04g are
OR‘c together and their output is applied
as an input to inverter 705g. AND gates
706g—709g are also OR'ed together and
their outputs are coupled to flip-flop 710g.
Also one input of AND gate 7093 is coupled
to the U0000l0 terminal of flip-flop 7103.
AND gates 7llg—7l4g are also OR’ed
together and are similarly coupled to flip-
flop 7153. It will be noted also that an input
of AND gate 706g is coupled to an input of
AND gate 7l lg; an input of AND gate 707g
is coupled to an input of AND gate 7l2g
and an input of AND gate 709g is coupled

to an input of AND gate 714g. The
UOHOLIO signal generated by inverter
705g is also coupled to an input of AND
gate 709g and 7143 and is utilized to hold
information in the U0 register 512. X00
represents a ground. whereas XNU means
unused input.

Figure 7f is a detailed logic block
diagram of UP register 50l. It is similar to

Figure 7g described supra except thatdi erent signals from different destinations
and different sources are applied-

Referring now to Figure 7h there is
shown the detailed logic block di am of
UM register 502. AND gate 70lh— 04h are
OR‘ed together to produce the UMHOLIO
hold signal via inverter 70511. AND gates
706h—709h are OR'ed together and are
coupled to the input of AND gate 704!) in
order to extend the range of signals that
ma be applied to produce the UMHOLIO
ho d signal. Similarly AND gates
71 lh—7l4h are OR‘ed together and
coupled to the input of AND gate 7231: in
order to extend the range of signals that
may be applied to Hi flop 730a; and also
AND gates 716h—7l are OR'edt ether
and are coupled to the input of AN gate
727h in order to extend the range of ‘ als
applied to flip-flop 73lh. A line 7 for
applying the PDA signals to fli flop 730h
and 73 l h is coupled at point 7 and 735h
respectively. The input ofAND gate 703b is
also expanded to rovide two further inputs
URNIRX) and l UMIO by coupling the

orfigu of amplifier 73311 to the input ofA gate 703b.
Referring now to Figures 7c—7e there is

shown detailed logic block ' of
write exception control logic 590. IFU
subcomde control loge 59L and read
violation exception control logic 592
respectively. Referrin fust to Figure 70
there is shown flip- ops 705C and 7l0c
which correspond to flip-flops 54! and 540
res ectively. Under a micro-operation
UR 2Fl0 subcommand the information in

flip-flop 7l0c is transferred to flip-flop
705C. The UWVlHlO hold signal is utilized
to hold the information transferred to flip-
flop 7l0c, whereas the UWVZHIO signal is
utilized to hold the information transferred

to flip-flop 705C. Similarly in Figure 7d
information is transferred from flip~flop
7l0d to flip-flop 705d under micro-
operation signal URNSWIO, and in Figure
7e information from flip-flop 7l0c is
transferred to flip-flop 70% under control
of micro-operation si nal URWZFIO. ~

Referring now to igures 8a, 8b and 8d
there is shown detailed logic block
diagrams of UWV logic 506, UWEP logic
507. and UMR logic 505 respectively.
Referring first to Figure 83 there is shown
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of the test conditions 510is true and also for

generating the execute violation signal
when the contents of UW register is less
than or equal to the contents of UM
register is less than or equal to the contents
of UV register is not true. When the signal
UWLEV l0 is generated it indicates that the
contents of UW register 504is less than or

equal to the contents of UV register 503.
The logic for generating this signal was
denved_ pursuant to the followinggnBoolean
expressmn: 

X,=(B(j)4-(ABU)X(AE)

Where X. represents the output of
amplifier 805a and the various letters of the
expression re resent different input
terminals of A D gates 801a—-8048.

An indication that the contents of UV
register 503'15 greater than or equal to the
Contents of UM register 502 is had when
UVGEMIO Sigml is generated. This signal
is generated via inverter 820a in response to
various inputs on AND gates 8]6a———819a
which are OR’ed together and coupled to
the input of inverter 8203.. The logic for
generating the UVGEMIO Signal is0gIinade
pursuant to the following Boolean
expression: 

x,=(BC-I'))+(ABB)+(AZ:')

An indication that the contents of UM

register 502 is greater than or equal to the
contents of UV register 503 is indicated by

enerating signal UMGEVI_0 via inverter
10a in response to the various inputs of

AND gates 806a-—_809a which are OR‘ed
together. The log:e for generating this
Signal is derived from the following
Boolean expression: 

x,=(B'Cl5HABB)+(A'C’)

(Wherein X, is the generated output
signal).

Similarly the UVEQMIO si lital isgenerated pursuant to the folowing
Boolean expression. 

x.=(A5)+(KC)+(B‘5)+('§D)

Generation of the UVEQUMlO signal
indicates that the contents of the UV

register 503 is equal to the contents of the
UM register 502.

The generation of the UMGEWlO si rial
indicates that the contents of the M

register 502 is greater or equal to the
contents of the UW register 504 and is
generated pursuant to logic having the
following Boolean expression:

xeiac'ffimnnb‘HAE)

Generation of the UMGTWIO signal
indicates that the contents of UM register
502 is greater than the contents of UW
register 504 and this signal is generated by
logic defined by the following Boolean
expression:

X‘=:(ABB)+€(BD+A)

The generation of the UWGMVOO signal
indicates that the contents of UW regigster
less than or equal to the contents of UM

register less than or equal to the contents of
UV register is not true. Itis obtained when
the UVGEMIO signal indicating that the
contents of UV register is greater than or
equal to the contents of the UM register.
and the UMGEWIO signal indicating that
the contents of the UM register is greater
than or equal to the contents of the UW
register are both high.

Referring now to Figure 8b a UME P10
signalis generated by logic derived mm
the following Boolean exprmon:

HAEHKcy-(afimi‘a D)

When this si al is high it indicates that
the contents 0 UM register 502 is greater
than the contents of UP register 50!.

Referring to Figure 8d there is shown the
detailed logic block for performing
the operations of UMRIc 505 shown on
Figure 5. One of the operations of this logic
is to determine the maximum value of the

contents of UP register SM and of hits 2 and
3ofUBSlogc 606. lnordertodothisthere
must be anindication whether contents of
UPis loss than the contents of UBS or the
contents of UP is r than the contents

at" UBS. The generation of UPBEB 10 signal
indicates that the contents of UP register
SM is less than or equal to bits 2 and 3 of
UBS l ic 606: whereas the generation
5’ nal GT3 [0 indicates that the contents

UP ster 501is greater than bits 2 and

3ofUSlogic606. Thesesignalsare
generated by logic which has been defined
by the following Boolean expression: 

X.=(BCD)+(ABD)+(AC)

Where X is the output of inverter 805d
and the letters of the expression are various
inputs of the AND gates 80ld—803d.

To illustrate how the maximum value of
the contents of UP register and USS logic
may be determined by the output signals
UMPBOlO and UMPB l 10 ofam lifier814d
and 8l7d respectively, assume irst that the
contents of register UP are less than or
equal to bits 2 and 3 of 088 10 ic because
bit 2 is l and bit 3 is l whereas B register
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contains 0]. This is indicated by the signal

UPLEB 10 being high and the signalUPGTB 10 being ow smce it is the inverse

of signals UPLEBIO. This high UPLEBIO
signal is applied to one in ut of AND te
813d and also one input 0 AND ate .
11' bit 2 of UBS 10 ‘c is a 1 as in icated by
signal UBSOZIO t en AND gate 813d is

enabled and signal UM P3010 goes high and
indicates that bit 2 on UBS logic rs a I.
Moreover if bit 3 of UBS 10 'c is a 1

indicated by input signal UB 310 being
applied as another input of AND gate 816d
then AND gate 816d is enabled and signal
UMPB] 10 is high or a 1. Therefore under
the assumed conditions where bits (2, 3)
UBS logic is greater or equal to the
contents of UP register the maximum value
of the two quantities is in U38. and its
number is binary 11 or decimal 4. Hence it
is seen how a com arisen is first made to
determine Which ardware contains the
maximum. and then a determination is
made as to the value of that maximum. By
similar analysis one may see how the value
of the UP register may be determined by
signals UMPBOIO and signals UMPBIIO
when the contents of UP register is greater
than the second and third bit of UBS logic.
Similarly the maximum value of UM
register 502 or UV register 503 may be
determined by signals UVGEMIO and
UMG'IVIO re ctively. when UV register
503 is greater an or equal to UM register
502, and conversely when UM register 502
is greater than UV register 503.

Referring now to Figures 9a—9i a legend
of symbols utilized in Figures 7 and 8 is
shown. Figure 9a shows the symbol when
there is a connection internally within the
logic board. Figure 9b illustrates an output
pin connection. Figure 9c indicates an
input pin connection and is generally a
source outside of the logic board
illustrated. Figure 9d is the symbol utilized
for an AND gate. P re 9c is the symbol
utilized for an ampl' ter; whereas Figure 91'
is the symbol utilized for an inverter. Figure
9g illustrates three AND gates 901g—903g
that are OR‘ed together thus causing
out ut 904g to go high when any one of
AN gates 901g—903g is high. Figure 9h
shows the symbol of a flip-flop having a 00
reset terminal and a 1'0 set terminal. A PDA

line supplies the clock pulse for causing the
flip-flop to switch states when other
conditions are present on the flip-flop.
Figure 9i represents a micro-Operation
control signal.

In order to enforce the ring protection
scheme between procedures executing in
different rings. the invention employs push-
down stacks for its procedure linkage
mechanism wherein a portion of each stack
called a stack frame is dynamically

allocated to each procedure. Different
stack segments are used for each ring with
one stack segment corresponding to one
ring. Thus when a procedure is executed in
ring RN its stack frame is located in the RN
stack segment. Referring to Figure 10therc
is shown three stack segments KIM—1003.
with each stack segment having stack
frames Sl—S3 respectively. Ring 3 is
assigned to stack segment 1001. ring I
assigned to stack segment “”2 and ri 0 is
assigned to stack segment 1(XJ3. tthin
each stack segment there is a procedure 1 1
associated with stack frame 51 of segment
100:. a procedure P2 associated with stack
frame S2 of stack segment 1002 and a
procedure P3 associated with stack frame
S3 of stack segment 1003. The segmented
addresses (i.e. segment number and
segment relative address SEG. SRA) of the
first bytes of the stack segments for rings 0.
l and 2 respectively are located in stack
base words SBWO—SBWZ respectively
which are in turn located in process control
block 104. Since the ring 3 stack segment
can never be entered by an inward call (i.e.
from a rin higher than ring 3) its stack
starting a rcss is not needed. Each stack
frame SI. 82. S3 is divided into a working
area 1005, 1006. [(1)7 respectively; an
unused portion loos. 1W9. 1010. which is
utilized for alignment pu : a register
saving area 1011, 1012. and 1013; and a
communication area 1014. 1015. and 10l6
respectively. The working area is utilized by
its procedure as needed and may contain
material uired by the process such as
local variab ea. etc. The saving area of the
stack frame is utilized to save the contents
of various registers arch as the status
register, the T-register and the instruction
counter contents ICC. The
communications area stores information

which is needed to pass parameters
between procedures. Prior to a call to a
given procedure the user saves those
registers he wishes saved and moreover
loads into the communication area the
parameters to be assed to the called

rocedure. When e call is made, the
ardware saves the contents of the

instruction counter and other specified
registers to facilitate a return from the
called procedure. Each procedure call
creates a stack frame within a stack
segment and subsequent rocedure calls
create additional frames. ence a Stack is
created and consists of a number of
contiguous parts called stack frames which
are dynamically allocated to each
procedure. These stacks reside in stack
segments. Generally the first stack frame is
loaded into the beginning of the segment
and succeeding frames are loaded after it.
Tire last frame loaded is considered the top
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of the stack. A T-register 114 on Figure I.
locates the top of the stack for the currently
active process. A procedure such as for
example Pl which is executing in ring 3 may
call a procedure P2 executing in ring I
which in turn calls a procedure P3 which is
now executing in ring 0. As each procedure
is called it creates within its ring stack
segment a stack frame (Le. defining the
environment for the procedure execution)
and the T-rcgister I I4 is loaded which gives
the address of the top of the stack for the
current active process. The procedure Pl
(as previously assumed) may call procedure
P2 which in turn may call procedure P3 and
since these calls are from a higher ring
number to a lower ring number a ring
crossing entailing an inward call is required
and is accomplished in a manner to be
described infra. During each change of
procedure the necessary registers and
parameters are saved in order to facilitate a
return from the called procedure.

A procedure is always accessed through a
procedure deseriptor ll 10 by means of the
ENTER PROCEDURE INSTRUCTIONS.
The format of the ENTER PROCEDURE

INSTRUCTION ”00 is shown on Figure
Ila. The operation code (OP) llOl
occupies bit positions 0 through 7. The
complementary code ”02 is a one bit code
and occupies bit osition 8 to 9; if the
complementary c e is set to logical I the
instruction is ENT. whereas if the
complementa code is lo ‘cal 0 the
instruction is E SR and the use register
must be base register 0 (BRO). The address

sillable AS “04 occupies bit positions 12t ru 3| and provides the address syllable
AS ofthe rocedure descri or I l 10. When
an NTER P OCEDURE

INSTRUCTION requires a ring crosing a
gating procedure descriptor ”20 is
obligatorily accessed. This is indicated by
the GS field l302 of segment descriptor

1301 being set to logical l0. Generally theGS field is set to IO when one o the
ENTER PROCEDURE INSTRUCTIONS

.is utilized. As described in the application
No. 2|630fl6. Serial No. 1.465.344. the
segment descriptor is utilized to point to the
base of the segment desired. in this instance
the segment I300 containing gate
procedure descriptors GPD l 120. The first
word of the segment I300 containing the
gating procedure descriptors (GPD's) is
formatted as shown in Figure He. The
TAG ll2l occupies bit positions 0 and I
and must indicate a fault descriptor i.e. the
TAG field must be set to logical II. The
Caller's Maximum Ring Number CMRN
ll22 occu ies bit positions 2 and 3. and
indicates t e maximum ring from which a
calling procedure through the gated
procedure descriptor GPD islegal. A call

violation exception is generated if the
caller‘s ring number is greater than CMRN
”22. The gated rocedure descriptor
address boundary PDAB II24 occupies
bit positions l0 through 31 and it must be

greater than the segment relative addressRA (i.e. the GPDs dis lacemcnt in the
sc ent of procedure escriptors 1300),
otEErwisc an illegal GPD access exception
occurs. Thus a gating procedure descriptor
GPD is utilized as the first word of the

segment containing procedure descriptors
and is utilized to determine whether the

caller has a right to access the segment via
the caller‘s maximum ring number CMRN
and whether or not the procedure
descri tor called is within the gating
proce ure descriptor's address boundary.
Once it is determined that there is a legal
call to the segment and the caller has a right
to enter the segment the address is obtained
from the address 5 llable AS “04 of enter
instruction HO and the re uired

procedure descriptor ll l0 (see also Igure
I3) is accessed. The format of procedure
descriptor I l ID is shown on Figure llb and
is comprised of two 32 bit words—word 0
and I r 'vely. Word 0 contains the
segmented address “B of the entry point
E? of the procedure desired. The
segmented address. as is the case with the
segmented address of any operand, is
comprised ofthe segnent number SEG and
the segment relative addres SRA. Word 0
of the procedure descriptor includes an
ent point ring number EPRN “12 and a
TA field II”. The value of the TAG is
interpreted as follows:

a if the TAG contains logical 00 the
procedure descriptor is direct;

b. if the TAG ts logieal OI the procedure
descriptor is an extended descri tor and
includes word I making a to of two
words:

c. if the TAG is logical IO the prowdure
descriptor is indirect and an illegal
procedure descriptor exception occurs; and

d. if the TAG is logical II it is a fault
procedure descriptor and an exceptionoccurs.

Word I of the procedure descriptor is 32
bits long and is utilized when the TAG
indicates an extended descri tor and

contains the segmented address 0 a linkage
section whose contents are loaded in base

re ister BR 7 at procedure entry time.
eferring to Figure l2 a portion of the

ENT instruction is shown and more

specifically that portion which pertains tot e ring crossing and ring checking
requirements. The ENT instruction is
called. l20l and a comparison is made l202
wherein the segmented part of the base
register BRn is compared to the segmented
part of the address of the T register. and if
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they are not equal an illegal stack base
register I203 is indicated. if on the other
hand they are equal another comparison
[203 is made wherein the 30th bit including
the next two bits (i.e. bits 30 and 3t) of base
register, BRn is compared to 0 and if it is
not e ual to 0. then once again an illegal
stack ase register 1208 is indicated. If it is
e on! to 0 it indicates that the contents of
81m is aligned with respect to the word
boundary and another comparison 1204 is
performed to determine that the TAG of
BRn (i.e. the two bits starting from bit 0) is
equal to 0. A TAG having a logical 0
indicates information is accessed via a
direct descriptor which is one of the
requirements of the ENT instruction. If the
TAG (i.e. bits 0 and l of BRn) is equal to 0
then the functions stated in flow charts of

Figures 14 through 16 are performed (see
flow chart Figure [2 block l205). If these
meet the necessary requirements a further
check 1206 is made to determine Whether
the segment relative address of the entry
point which was given (SRAQ) is even,
because instructions stan on a half-word

boundary. If it is not even then an illegal
branch address exception is enerated l209
however if it is legal the instruction is
executed [207 via further steps not shown.

Referring now to the flow charts of the
access checking mechanism Figures
14—16, generally the following operations
are performed each time the instruction
ENTER PROCEDURE is issued:

a. the caller’s right to call the callee is
checked by first determining from the
second word of the segment descriptor the
call bracket in which the caller is executing.
(The call bracket is determined by taking
the minimum ring number from the write
ring number field WR and the maximum

ring number from the maximum ring
number field MAXR).

b. a decision is made about the next
process ring number by determinin
whether the caller is in the same on

bracket as the callee, which implies don’t
do anything; whether the caller IS in a call
bracket requiring that he make an outward
call in which case an exception condition is
generated which is handled by a mechanism
not described herein; or finally whether the
caller is in a call bracket which requires an
inward call (i.e. going to a call bracket
which requires ring crossing from a
larger ring number to a smaller
ring number in which case the
ring crossing must be at a valid entry
point EP and the entry point must be
validated).

c. a stack frame is created for the callee
(i.e. space in the aforementioned format of
the appropriate segment is allocated), and

the stack frame and the stack frame
registers are updated;

d. a branch to the entry point of the
procedure pointed to by the procedure
descriptor is performed.

Referring now to Figure l4 the access
checking is started I40] by obtaining the
address syllable AS containing the effective
address ring number EAR. the segment
number of the procedure descriptor SEC”,
and the segment relative address of the
procedure descriptor SKA". Having
developed this information the procedure
descriptor IMO is fetched l403 from
(SEG , SRAn) ignoring access rights to
scratc pad memory. The procedure
descriptor “10 will yield the TAG which
determines whether the descriptor is direct.
extended, indirect. or a fault descriptor; the
entry point ring number EPRN: the.
segment (SRAD) which contains the entry
point and the segment relative addres
(SRA ) of the entry point. The TAG is
testecF 1404 to determine whether the
descriptor “[0 is direct, extended. indirect
or a fault descriptor by checking‘usfreld in
accordance to the code hereinbefore
described. Only a direct or extended

rocedure descriptor is legal. An indirect or
unit descriptor rs illegal and upon access

invokes an exception mechanism not herein
described. Once it is determined that a legal
procedure descriptor has been accessed the

azaual call right checking begins at point Al 5.

Referring now to Figure l5 and
continuing from point A I405 the maximum
ring number MAXR. the write ting number

\rbl’Kandtheexecute penuisionbitEPoft e segment containin the entry ints
SEGB, are fetched: tits informatii: is
contained in the segment descriptor for the
segment containtng the entry points
(SE09). The write ring number WR is
compared to the maximum ring number
MAXR l503 and if the write ring number
WR is greater than the maximum ring
number MAXR the segment is
nonexecutable and an execute violation

exce tion lSl3 occurs. If the write ring
num er WR is less than or equal to the
maximum ring number MAXR then the

execute permission bit EP is comrared tological l and if the EP bit is not ogical I
then once again an execute violation.
exception lSl3 occurs; however if the EP
bit is equal to one the effective address ring
number EAR of the calling procedure is
maximized with EPRN to give a new
EAR,,—lMAX (EAR, EPRNN where
EAR. is the maximum of PRN as found in
the instruction counter IC, and all ring
numbers in base registers and data
descriptors. if any. found in the path which
leads to the procedure descriptor. The
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effective address ring number EA R, is then
compared 1506 to the maximum ring
number MAXR of the MAXR segment
descriptor of SEG” which is the maximum
ring number at which a procedure may
execute. If EAR, is greater than MAXR the
procedure call is an inward call which

requires that the procedure be entered by a
valid entry point and the access checking
operation branch to point B 1507. The
following checking operations are then
performed: .

a. the SEG" is checked to determine if
it is a legal gate segment; and,

b. the caller‘s maximum ring number
CMRN is checked to determine if it is
greater than or equal to the effective
address ring number EAR of the caller.

If these conditions are not true then an

ill gate segment exception 1603 or call
vio ation exception 1615 occurs.

Referring now to branch int B 1507 of
Figure 16 the first check 1 2 that is made
is to determine whether or not the
segment which contains the procedure
descriptors is a gate segment. This is done
by examining the Gating/Semaphore field
GS of the segment descriptor pointing to
the segment of procedure desc ' tors, to
determine if it is set to l 'cal 10. f the GS

field of the segment escriptor of the
segment containing procedure descriptors
issetto lOitisthenagatesegmentandthe
first word of the segment containing
procedure descriptors is a gated are
descriptor GPD 1120 of Figure 11C and
Figure 13. The first word 1120 of the
segment containing procedure descriptors
is then fetched from address 8136”,, 0
ignoring access rights to scratch ad
memory. It will be noted that the TAG teld

of the first word 1120 of the segmentcontaining procedure descriptor EG
1300 must be a logical 11 (Figure 13) wine?
indicates it is a fault descriptor. Moreover
the M32 field must be set to zero. These
conditions are checked by
hardware/finnware (arithmetic logic unit)
stop 1605 and if these conditions do not
hold an illegal gate segment exception 1603
results. However if these conditions do hold
a check 1606 is further made to determine

that the segment relative address of the
procedure descriptor SKA“, 1110 is a
multiple of 8. 1f the condition of step 1606
does not hold an illegal system object
address exception 1613 results otherwise
the next ste 1607 is performed. Step 1607
checks to etermine whether or not the

segment relative address of the procedure
descriptor SRAH, is within the address
boundary GPDAB 1124 of the gated
procedure descriptor 1120; if it is not within
that address boundary it is an illegal
procedure descriptor and an illegal GPD

gated procedure descriptor access
exec tion 1614 occurs. However if it is

within the addrem boundary of the gated
procedure descriptor (i.e. SRA is less
than GPDAB) then the caller‘s rig t to call
the callee is checked 1608. This is

performed by comparing the effective
address ring number EA to the caller's
maximum ring number MRN 1122 as
found in the first word 1120 of the segment
of procedure descriptors 1300. If EAR, is
greater than the caller‘s CMRN a call
violation exception 1615 occurs which
indicates that the caller in this particular
instance has no right to legally call inward
i.e. from a higher ring number to a lower
ring number. On the other hand if EAR, is
equal or less than CM RN. then the inward
call is legal and a check is made 1609 to
determine that the process ring number

.PRN which is the current process ring
number found in the instruction counter 1C
just before the call was made is less than the
maximum ring number MAXR of SE6”:
and if it is the accessing mechanism
branches to point C 1508. otherwise a new
process ring number NPRN is mlculated
and set to a maximum ring number MAXR
1611. Generally the effective address ring
number EAR, is the same as the process
n'ng number PRN of the caller. Sometimes
however. in cases where it is necessary to
give maximum assurance that the caller will
not be denied access to a given segment the
EAR, is greater than the PRN. In those
cases I RN is forced to take the value of
EAR1 in order to make sure that the call is
returned to the maximum ring number
uponanexiLTothispointitwillbencted
that this checking mechanism was invoked
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because the EAR, was greater than the -
MAXR hence greater than the top of the
call bracket of the procedure and hence an
inward call was necessary which
necessitated going through a valid gate. and
the mechanism included these gating
checks. By branchin back to C 1508
(Figure 15) a further c eel: 1509 is made to
determine then that the process ring
number PRN is greater than the write ring
number WR of SEGE, which in this context
is the minimum ring number at which a
procedure may execute. [1' the write ring
number WR is greater than the rocess ring
number PRN an outward cal exception
1514 occurs. However if WR is less than or
equal to PRN the call is legal and NPRN is
set to PRN 1510.

Having made the above checks the
inward call is made. and afler performance
of the desired operation a return back to
the original point of the program in
execution is made by the EXIT
INSTRUCTION. During the ENTER
INSTRUCI'ION the instruction counter IC
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was saved in the saving area of the caller‘s
stack frame before making the call.
Moreover the caller’s ring number was also
and during the ENTER INSTRUCI'ION
and this was savedin base register 0 BRO.

The format of the EXIT INSTRUCTION
1130 is shown on Figure 11D. The
operation code OP 1131 is found in bit
positions 0—7 and the complementary code
C 1133 is found in bit positions 12—15. The
complementary code allows other
instructions to use the same 8 bit op code.
The MBZ field 1132 in bit positions 8—11
must be 0 otherwise an illegal format field
exception occurs. (BRO is generally a
pointer to the communications area of the
caller‘s stack frame).

. In performing the EXIT INSTRUCTION
it is necessary to perform predetermined
checks in order to ascertain that the caller
didn‘t change his image which would
permit him to 0 rate a a different rivilege
than was inten ed. Referring to tgure I7
the first check erformed 1701 is to
determine if the AG of the instruction
counter content (ICC) indicates a direct
descriptor. A logical (X) in the TAG field
indicates that it is direct if it is not an illegal
stack data exception 1702 occurs. whereas
ifitisequaltoOtheringfieldinthe
instruction counter content [CC is set to
the new process ring number NPRN 1703.
This sets the new process ‘ number
NPRN to what it used to be when the call
was first made. However further checks are
made in order to ascertain that there was no
further cheating. Hence the base register 0
ring number located at bit position 2 and
extending for 2 bit podtions from and
including bit position 2111th be ual to the
new recess rin number NPR 1704. (It
will recall that when the ENTER
INSTRUCTION was called the ring
number of the caller before the call was
made was stored in bits 2 and 3 of base
register 0 (BRO). 1f check 1704 indicates that 4
the new process ring number NPRN is not

equal to the ring number in bit positions 2
and 3 of the base register 0 (BRO) an illegal
stack data exception 1702 occurs. The next
check 1705 determines whether an inward
or an outward return must be performed.
Since an inward call was previously
performed an outward return is implied in
order to reach the original point from
Which the procedure was called. Moreover
since the invention does not permit an
outward call there is never a necemity to
return inward. Hence the new process ring
number NPRN is compared to the process
ring number PRN 1705. and ifNPRN is less
than PRN an inward return is implied and
an inward return exce tion 1706 is

generated. However if chec 1705 is passed
successfully (Le. NPRN is greater or equal
to PRN) then acheck is made to determine
that a return is made to the segmented
address SEGr that called the procedure and
a return to the call bracket of the calling
procedure is made and moreover that the
execute bit EP is set. This is performed by
fetchi the segment descriptor SEGr of

the cgfiuy procedure 1707 and makingchecks 1 09. 171]. 1712. In '

21

Fedorm -checks 1709. 1711. I712. chec 1709 11:5
1711 determine that the new
number NPRN '5 erthnn e minimum
ring number R but less than the
maximum ring number MAXR (Le. that the
ri numberisintheeallhmcketot‘the
cal ' g procedure where it should be).
finally check 1712 makes sure that the
execute permission bit EP is set to 1. TIRE a
full cycle is concluded a call was performed
via an ENTER INSTRUCTION; the
required operation or processing was
performed Via the called procedure; then a
return via an EXIT INSTRUCTION to the

calling procedure was performed.
Having shown and described the

preferred embodiment of the invention,
those skilled in the art will realize that many
variations of modifications can be made to
produce the described invention and still be 3'
within the scope of the claimed invention.

Glosary of Terms
JOB—The job is the major unit of work for the batch user. It is the vehicle for

describing. scheduling, and accounting for work he wants done.
JOB STEP—A smaller unit of batch work. It is generall one step in the execution

of a job consisting of processing that logical y belon
TASK—The smallest unit of user-defined work. No user-visib e

together.
concurrency of

o ration is permitted within a task.
PROGRA —-A set of algorithms written by a programmer to furnish the

rocedural information necessary to do a Job or a part of a job.PROC

execution of a job.
GROUP FLEX—The system’s internal representation of a specific

PROCESS GROUP—A related set of processes, usually those necessary for
erforrnance of a single job step.PROC

S—The controlled execution of instructions without concurrency. Its
physical representation and control are determined by internal system
design or convention.
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Glossary of Terms (cont)
PROCEDURE—A named sofiware function or algorithm which is executable by

a computational prooessor without concurrency. Its physical
representation (code plus associated information, invocation. and use
are determined by internal system or designed convention).LOGICAL PROCESS—The collection of hardware resources and control
information it for the execution of a rocess.

ADDRESS SPACE (SEGMIEIK IATION)—The set of ogical addresses that the
CPU is permitted to transform into absolute addresses during a
particular process. Alth a processor has the technical ability of
addressin every single cc of timing memory, it is desirable to restrict
access on y to those cells that are used during the process associated with
the processor.

LOGICAL ADDRESS—An element of the gooess address space such as forexam le segment number SEG and isplacement D.
BASIC ADD ESS DEVELOPMENT—A hardware procedure which operates

on a number of address elements to compute an absolute address which
is used to refer to a b location in core.

PROCESS CONTROL B —A process control block PCB. is associated
with each process and contains pertinent information about its
associated rocess. including the absolute address of tables defining the
segment t les the process may accem.

J. P. TAB LES—A collection of logical addresses for locating a process control
block associated with a process.

SEGfl—The segment which contains the prom descriptor.

SEGr—‘Ehe segment which contains the entry point. as found in the procedureescnptor.

PEN—The process ' number. found in the histruetion counter IC just before
the call. or c culated by the EN'I'SR instruction.

EAR—The effective address ring number which is the maximum of:
(a) the process ring number PRN as found in the IC: or

(b) all nng numbers in the base register and data descriptors (if any)ound in thepathwhichleadstotheprocednredescri rfrom the call
instruction, including the entry pm ring number EP located in the
procedure descriptor itself.

MAXR—The maximum ring number at which a rocedure may execute; MAXR
is found in the segment descriptor of 3,.

WR—The minimum ring number at which a procedure may execute; WR is found
in the segment descrimor of SEC".

PIP—Execution permit bit fmmd in the t descriptor of SE69.
CMRN—The caller's maximum ring num , as found in the first wad of the

segment SEG,” if this segment is identified as a gate segment (Le. with
the code “gate” set).

NPRN—New process ring number.
EPRN—Entry point ring number (found in the process procedure descriptor).

Addendum

Signal Name Type Function

(1) WSCLR Control Clears register to which it is connected.
(2) PDARG Control Clock Signal PDA.
(3) PDURGIT Connecting Pin connected to FDA at one end and

resistor at the other.

(4) UWOBK Connecting Expands inputs to UW register.
(5) UWHOL Control Holds information in register to which it is

connected.

(6) UWl BK Control Same as UWOBK but is connected to
ditTercnt input terminal of UW register.

(7) UWCXXIX) Resztv terminal of one flip-flop of registerU .

(8) UW000|0 Set terminal of flip-flop of register UW.
(9) UWOOIOO Same as 7+8 but different flip-flop.

UWOOIIO

(10) UVSPS Control Spare Control Input.
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Signal Name Type Function

(ll) UVSPD Data Spare Data Input. _
(12) UVOBK Expander Same as UWOBK and UWIBK, but It

connects different registers and tes.
(13) UV00000 Same as uwooooo. uwoooro. u 00100.

UVOOOIO UWOOI l0, but applies to flip-flop UV.
UVOOIOO

UVOOIIO .
(l4) UWVIS Control Control input for UWVIF.
(15) UWVID Data Data input for lJWVlF.
(16) UWV2F F/F Write control flrp—flo .
(l7) UWVIS Control Control unit for U lF, UWVZF.

UWVZS

(l8) UWVlD Data Data in ut for UWVIF.
(l9) UWVIH Control Hold IF flip-flop.
(20) UWVIC Control Clear UWVIF.
(21) UWV2C Control Clear UWV2F.
(22) URNIS Control Control inputs for URNIF. URNZF.
, URNZS ‘

(23) URNID Data Data Input for URNlF.

(24) URNSW Control TrTJngfir gRNlF to URNZF and URNZF toI .

(25) URN2F F/F Control loading max (UP. U852. 3 to UM).
(26) URNIH Control Hold URNIF flip-flop.

(27; URNZC Control Clear URNZF.(28 URWIS Control Control inputs for URVIF, URV2F.URWZS

(29) URWID Data Data Input for URVIF.
(30) URVZF F/F Read control flop.
(31) XNU Indicates terminal not used herein.
(37-) X00 Grounded Input.

WHAT WE CLAIM IS:—

I. An internally rogrammed data
processing apparatus PU having a virtual
memory system, and being responsive to
internally stored instruction words for
processing information and having stored in
said virtual memory system a plurality of
different types of groups of information
each information group-type associated
with an address space bounded by a
segment having adjustable bounds, and
comprising means for protecting the
information in said-virtual memory system
from unauthorized users by restricting
accessability to the information in
accordance to levels of privilege, said
means com rising in combination with an
access chec ing mechanism;

(a) first means arranged in operation to
store in said virtual memo system at least

one segment table comprisrng a plurality ofsegment descriptors with can se ent
descriptor being associated With a
predetermined one of said segments and
each segment descriptor having a
predetermined format containing an access
information element and a base addres

element in predetermined positions of said
format. said base address element being
used for locating in said virtual memory
system the starting location of a selected

one of said segments, and said access
information element for specifying the
minimum level of privilege required for a
predetermined type of access that is
permitted in a selected one of said

ents;

b) a plurality of second means having a
predetermined format, communicating
with said first means. arranged to store in a
predetermined portion of said second
means. a segment number SEG for
identifying a segment table and the location
of a segment descriptor within said segment
table. said second means also being
arranged to store in a predetermined other
portion of said second means, an offset
address within the ent identified by
said segment descriptor said offset address
'locating from said segment base the first
byte of a word within said segment;

(c) third means responsive to an address
syllable element of an instruction being
executed for addressing one of said
plurality of second means;

(d) fourth means arranged to store a
displacement from said address syllable.

(e) fifth means. communicating with said
first. second. third and fourth means.
arranged to add the displacement D and
said base address to said offset; and.

(I) sixth means responsrve to said access
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information element in a selected one of
said segment descriptors. restrictin the
accessabilrty to the segment associ with
said _selected one of said segment
descriptors in accordance to the level of
privrlege and the type of access specified in
said access information element. wherein
each group-type of information .is
associated with a predetermined ring
number indicative of a level of privile e
said level of privilege decreasing as tEe
associated ring number increases
comprising means for determining the
maximum effective address ring number
EAR (i.e. minimum level of privilege) of a
selected process to access a selected group
of information. said means comprising; _

(a) first means to store first information
indicating the maximum ring number RD
(i.e. minimum level of privilege) required to
read information from said selected group;

(b) second means to store second
information indicating the maximum ring
number WR (i.e. minimum level of
privilege) uired to write information into
said select group;

(c) third means to store third
information indicating the maximum ‘
number MAXR (i.e. minimum level of
privilege) required to process information
from said selected group; and.

(d) fourth mans communicating with
said first. second and third means. to
determine the maximum of the contents of

said first. second and third means whereby
the elTective address ring number EAR is
generated.

2. Apparatus according to claim 1,
wherein said second means for storing the

maximum ring number WR additional];indicates the minimum ring number W
(Le. maximum level of privilege) uired
to process information from said se ected
group.

3. A paratus according to claim 1 or
claim wherein said fourth means to
generate the effective address ring number
comprises a comparator for comparing
binary numbers.

4. Apparatus according to any one of
claims I to 3 wherein the sixth means

restricting the accessibility to the segment
includes comparator means,
communicating with said second means, to
compare the effective address ring number
EAR with the write ring number WR, and
further including means communicating
with said comparator means to generate a

write-violation-exciption signal when EARis rcater than W .

. Apparatus according to claim 4.
wherein the sixth means restricting the
acccsibility to the segment includes seventh
means. communicating with (said second
and third means thereof to_compare the

maximum ring number MAXR and the
write ring number WR with the effective
address ring number EAR, and further
inciudin erghth means. communicating
with sai seventh means for generating an
execute-violation—excepuo'n ‘ when the
MAXR is not equal or greater than EAR
which in turn is not equal or greater than
WK.

6. Apparatus according to claim 5,
wherein in that the sixth means restricting
the accessibility to the segment includes
ninth means, communicating with said first
means, for corn aring the effective address
ring number AR with the read ring
number RD. and further including
tenth means. communicating with said
ninth means. to generate a read-violation-

exlgption signal when EAR is greater thanR .

7. Apparatus according to claim 6.
wherein in that the sixth means restricting
the accessibility to the segment includes
eleventh means to store a rocess ring
number PRN of a current}; executing
process. and also including twelfth means
to communicate with said eleventh means,
and further including thirteenth means
communicating said said twelfth means for
overriding sard read-violation-exception
signal when the efl‘ective address ring
number EAR is equal to the proces ring
number PRN of the currently executing
process. .

8. Apparatus according to any one of the
preceding claims wherein the access
checking mechanism supervises transfer of
control of said CPU from a first selected

procedure (Le. caller) having a first ring
number indicative of a minimum level of

privilege associated with said caller. to a
second selected prooedure (Le. the callee)
having a second ring number associated
with said callee indicative of a minimum

level of privilege associated with said
callee. said access checking mechanism
comprising

(a) first means for checking the caller's
right to call the callee:

(b) second means. communicating with

said that means. to compare the caller‘s
ring number to the callee 5 ring number;

(c) third means responsive to said second
means to permit a transfer of control of said
CPU from said caller to said callee when

the ring number of the caller is greater than
the ring number of callee (i.e. inward call);
and.

(d) fourth means also responsive
to said second means to deny a
transfer of control of said CPU
from said caller to said callee when
the ring number of said caller is less than
the ring number of the callee (i.e. outward
call).
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9. Apparatus according to claim 8,
wherein the access checking mechanism

includes a plurality of ring stack-segment
means eac of said ring stack-segment
means having associated with it a ring
stack-segment number. indicative of the

minimum level of privilege required by a
selected one of said procedures to access a
selected one of said ring stack segments.

l0. Apparatus according to claim 9
wherein there are four ring stack segment
means having ring numbers 0 to 3
respectively.

ll. Apparatus according to claim 9 or
claim to wherein the access checking
mechanism includes stack-frame-elernent
means associated with selected ones of said
procedures, said staclpframe-element
means beng grouped within said ring stack-
segment means in accordance with the ring
number of the associated procedure of said

stack-frame-element means. said stack
frame element means to save said register
of said caller prior to passing control to saidcallee.

l2. Apparaius according to claim I],
wherein the access checking mechanism
includes first sub-element means,
responsive to said first. second. third and
fourth means. for communiwtjng between
a selected one of said stack-frame—means in
a first ring stack-segment bein associated
with one ring number. and a se ected other
of said stack-frame—means in a second ring
staclosegment associated with another ringnumber.
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The present invention relates to a method for protecting against

the unauthorized use ot a software application In a computer network

environment.

am

A computer network is typically an interconnection of machines or

agents over finks or cables. The open access characteristics of a computer

network presents opportunities for the unauthorized copying of software. thus

eroding the licensing revenue potential of software developers. Traditionally.

either the entire network must be licensed (commonly referred to as a site

license). or each node where the software is run must be licensed (commonly

reterred to as a node license). A node raters to a single machine. agent or

system in a computer network A Ecense is an authorization given by a

software developer to a customer to use a software application in a specific
manner.

A site license lets all users at a designated location or network

use the software application, regardless of their position on the network. This

flat-fee approach is an overkill for a low usage software application. A node

Boense not only ties a software application to a particular machine in a

network. but also is not cost effective for the infrequent use of a software

appflcation. See. for example. US. Patent No. 4.688.169. Furthermore. it new

users of licensed nodes wish to use the software application. they are often

required to purchase additional licenses.

An alternative to a site Ecense or a node license is the concept of

a concurrent usage license. A concurrent usage license restricts the number

of users allowed to use a software application at any given time. regardless of

their location on the network. Just as renters check out available copies of a

.1.
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movie video from a video rental store. users on a network check out a software

application from an agent on a first-come-first-serve basis. Thus. a concurrent

usage license charges a tee tor the use at a software application proportional

to its acmel use.

Methods to license a software application for concurrent use in a

network environment are currently uttered by Highland Software. Inc. and

Apollo Computer. Inc See. M. Olson and P. Levine. 'Concurrent Awess

Ucensing'. Unix Review. September 1988. Vol. 6. No. 9. in general. the

license for a software application is stored in a database controlled by a

license server. A license sewer is a program that not only stores the license.

but also verifies the users credentials belore checking out the license to the

authenticated user. To protect against the authorized use. these methods to

license concurrent usage rely on secured communications such as

pubiiclprivete key encryption. Under public/private key encryption. each user

oi the system has two keys. one at which is generally know to the public. and

the other which is private. The private transformation using the private key is

related to the public one using the pubflc key but the private key cannot be

computationally determined irom the pubflc key. See Deming. D..

Cryptography and Data Security. Addison-Wesley. 1982. The encryption key

is hidden in the license server to encrypt the database of Eoenses. Well

designed public/private key encryption schemes are difficult to crack.

especially if the license server is located in a trusted environment. A trusted

environment is one whose access ls limited to ‘users having the proper

credentials. However. a license server is more likely to be bested at a

custorher‘s site and hence in an hostile environment. it follows that the license

server is vulnerable to sophisticated intruders. Once the private tray is

decrypted. ell sensitive intonnation on the license server such as licenses are

compromised.
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tt is therefore an object of the present Invention to provide a more secure

method to protect against the unauthorized use of software in a concurrent use

licensing environment.
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The present invention provides to the software application the

verification and license check out functions which are normally performed by a

license server. The preferred embodiment of the present Invention comprises a

computer network lnolurfing a plurality of agents running at least one license

server and at least one software application. The Ecense server controls a

database of an agent containing the license information for the software

application. The license lnforrnation is contained in a license token. and is

stored in the database controlled by the license server. The license token is a

spedal bit pattern or packet which is encrypted by the software vendor of the

application sottware. The software application communicates with the license

server through a licensing library. The licensing library is a collection of library

routines that the software application invokes to request or renew a license

from the license server. Before a software application obtains a license. the

license token must be decoded by a license access mwule. The license

was hwdule. which is Inked with the software application and the licensing

library is a program that decodes the license token from a vendor specific

format to a Ecensing library format.

When an user wishes to am a software application. the licensing library "

invokes a all to request a Ecense token from the Ecense server. In contrast to

the prior art where the Ecense server either grants or denies the request after

verifying the user‘s credentials. the license server in the preferred embodiment

of the present invention finds the correct Ecense token for the software

application and transmits the license token to the licensing Ibrary. The license

access mow» attached to the icenslng library decodes the icensing token.

Routines in the licensing library coupled to the software application verify the

license information before checking out the license and updating the license

token. The license access module encodes the updated license token before

returning it to the license server.

Petitioner Apple Inc. - EX. 1025, p. 5193



Petitioner Apple Inc. - Ex. 1025, p. 5194

10

Because the verification and check out function of a license token are

performed by a software application. the software appiication rather than the

icense server becomes the point of attack by unauthorized users. Reverse

engineering the license access module is less rewarding than attacking the

Scense server because the license access module reveals the contents of a

fraction of a database of incenses. By the time most attackers crack the license

access module. the sottware vendors would most Ekely introduce newer

versions of the software eppfimtlon and new license access modules for them.

Thus the present invention provides a more secure method for protecting

against the unauthorized use of a software application In a computer network ‘

environment without modifying the undenying computer network.
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Figure 1 illustrates a network environment employing the present

invention.

Figure 2 describes the architecture oi a network licensing scheme

employing the preferred embodiment oi the present invention.

Figure 3 describes the installation at a license taken in the preferred

1o embodiment of the present invention.

Figure 4a illustrates the use of a license token to request a license from

a license server in the prelerred embodiment of the present invention. .

15 Figure 4b illustrates the use of a Eoense token to renew a license im

a license server in the preferred embodiment of the present invention.

Figure 4c illustrates the use of a license token to release a Ecense tram

a license server in the prelerred embodiment of the present invention.

20
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The detailed description that follows is presented largely in terms oi

algorithms and symbolic representations of operations on data bits and data

structures within a computer memory. These algorithmic descriptions and

representations are the means used by those skilled in the data processing ans

to most effectively convey the substance oi their work to others skilled in the
art.

An algorithm is here. and generally. conmived to be a self-consistent

sequence oi steps leading to a desired result. These steps are those requiring

physical manipulation of physical quantities. Usually. though not necessarily.

these quantities take the tom of electrical or nugnetic signals capable of being

stored. transferred. combined. compared. and otherwise manipulated. it proves

convenient at times. principally for reasons of semen usage. to refer to these

signals as bit patterns. values. elements. symbols. characters. data padtages.

or the Bke. it should be borne in mind. however. that all or these andsimilar

terms are to be associated with the appropriate physical quantities and are

merely convenient labels applied to these quantities.

Further. the manipulations perlormed are often referred to in terms. such

as adding or comparing. that are commonly associated with mental operations

pertormed by a human operator. -No such capability ot a human operator is

necessary. or desirable in most cases. in any of the operations described

herein that term part of the present invention; the operations are machine

operations. Uselul machines for pedomting the operations at the present

Invention Include general purpose digital computers or other similar devices. in

an cases there should be borne in mind the distinction between the method of

operations in operating a computer and the method cl computation itself. The

present invention relates to method steps for operating a computer in

processing electrical or other (0.9. mechanical. chemical) physical signals to

generate other desired physical signals.

.7.
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The present invention also relates to an apparatus tor performing these

operations. mls apparatus may be specially constructed tor the required

purposes. or it may comprise a general purpose computer as selectively

activated or reconfigured by a computer program stomd in the computer. The

algorithms presented herein are not inherently related to any particular

computer or other apparatus. In particular. various general purpose machines

may be used with programs written in accordance with the teachings herein. or

it may prove more convenient to construct a more specialized apparatus to

perform the required method steps. The required structure for a variety at these

machines will appear from the description given below.
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database of licensed software programs. Subsequent sections discuss the

details of a method for protecting against the unauthorized use at a software

application.

Wm

Referring to Figure 1. computer network environment comprises a

plurality of data processing devices identified generally by numerals 10

through 10" (illustrated as 10. 10' and to"). These data processing devices

may include terminals. personal computers. workstations, minicomputer.

mainframes and even supercomputers. For the purposes of this Specification.

all data processing devices which are coupled to the present invention‘s

network are collectively referred to as 'agents'. ll should be understood that

the agents may be manufactured by different vendors and may also use

different operating systems such as Ills-DOS. UNIX. 08/2. MAC OS and

others. Particular examples of suitable agents include machines manufactured

by Sun Microsystems. Inc.. Mountain \fiew. Calif. Each of the agents has an

, input device such as a keyboard 11. 11' and 11n ore mouse 12. 12' and

12". As shown. agents 10 through 10" (illustrated as 10. 10' and 10") are

interconnected for data transler to one another by a common cable 13. lt will be

appreciated by one skilled in the art that the common cable 13 may comprise

any shared media. arch as coaxial cable. fiber optics. radio channel and the

Site. Furthermore. the network resulting from the interconnection oi the cable

13 and agents 10 through 10" (illustrated as 10. 10' and 10") may assume a

variety of topologies. such as ring, star, bus. and may also include a collection

of smaller nehrvorks linked by gateways or bridges.
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Referring again to Figure 1 is a Ecense service 14. The license

service 14 is a resource shared by every agent connected to the network. In

the preferred embodiment of the present invention. the [sense service 14

comprises license servers 15 thrOugh 15"I (illustrated as 15. 15' and 15'“)

and databases 17 through 17"' (Illustrated as 17.17' and 17'"). where m is

less than or equal to n. A license server is a programthet runs on an agent with

a memory storage capability. Each icense server 15 (illustrated as 15. 15'

and 15'“) communicates with a database 17 stored In memory on the agent

over an interface 16 (Illustrated as 16.16' and 16'"). As win he described in

detail below. the database 17 stores licensing information for various software

applications which are purchased and authorized to run in the computer

network environment. The license server is not imited to run on a specific

agent. but can operate on any agent including the agent on which the user is to

operate the appfication. Thus. any agent conneaed to the network may

function as a ficense server as well as a device on which a user may operate

appflmtion software. As will be described below. the license server does not

perform verification of licenses of application software: rather the license server
is passive and provides storing. locking. logging. and crash recovering

function for the appfication software.

Figure 2 illustrates the architecture of a network licensing schemeof

the present invention. The architecture comprises a database 18. database

interlace 19, Icense server 20. Ecensing fibrary 24. License access module

27. ficense administration tool 21. loense service binder 29. and license

production tool 34.

The database 18 stores Ecenslng information and appl‘cieetion usage

data. Preferably the database 18 comprises a plurality of records which

contain the following information:

-10-
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Qatabasmfilsmem Designation

Unique Key Table Keys tor all other tables

Vendor Table Vendors l0 and name

Product Table . Product number and name

Version Table Version number and date

I License Table License 0.,exp date. total units

License Token Table Stores encoded license token-

Unit Group Table A group's allocation of license

Group Ust Table Name of the group

Allowed Users Table Credentials ot allowed users

Current License Use Table Applications using a license

Lock Table Locked records in database

Authorized administrator Table Login names ol administrators

IJcense Operation Log Table Administrators log information

License Usage Log Table Request handle plus Cfient Log

License Queue Log Table License wait queue

Application Message Log Table Application specific messages

A database interlaoe 19 prow'des communication between the Ecense

server 20 and the database 18 in order to prevent concurrent mess to the

same database record by multiple users which can cause the data in the

record to become cormpted. ,Thus. only the owner of the lock can read from

and write to the locked record during the usage ol the application.

The license sewer 20 operates on an agent and lnterlaces the database

18 to flcense administration tool 21. licensing library 24 and license service

binder 29. The license server 20 communbates with the license

administration tool 21. licensing library 24 and Scense service binder 29 via

an interface 23. Preferably the interlace 23 is a remote procedure call

-11.
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mechanism which permits a process operating on one device or agent

connected to the network to request a resource or service horn a remote device

or agent connected to the network See A dine" and B. Maison. 'lrnplementing

Remote Procedure Calls.“ ACM Tranmion on Computer Systems. February

1984. Vol. 2. No. 1.

Multiple scenes sewers may reside on multiple agents. Preferably the

Ecense server 20 operates in a background mode oi the agent such that its

operation is transparent to a user of that agent. More particularly. as wiii be

described below. the iicense server 20 provides the towng iunctions: 1)
59an the requests trom the licensing Ehrai'y 24 tor icense token: (2)

maintaining a wait queue for requests to the database 18 when no licensing

units are available: (3) generating locks tor exclusive access to database

18: and (4) providing access to information in the database 18.

The licensing Ebrary24isasetoiihraryroufinesvlhichenabiethe

application 28 to request licensing service treat the Bcense server 20. Upon

receiving the reducer tor service trorn the licensing library 24. the license

server 20 retrieves a Bcense token trorn the database 18 and transmits it to the

ficensing Ebrary 24. The licensing ibrary 24 is inked with the appiimtion 26

and communicates with the license server 20 over a path 28 with. preterably.

a remote procedure call mechanism 23. Among the major flbrary calls in the

icensr'ng Ibrary 24 is the appircation's reqrest tor a license from the license

sewer 20. Other important Ibrary cans incbde the mquest to renew and to

releaseaacenselheuseotthe licensewlrentowompiishthe requestior

the various icensing service will be described in detail beiow.

The icense access module (LAM) 21 is prepared by the software

vendor 24 to decode the license token. Once decoded. the application 26 via

routines In the licensing library verifies the licensing iniorrnatlon in the license

token and determines whether a ficense may be checked out. The LAM 27
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also encodes the license token before the application returns it to the database

18 via license sewer 20. The license access module 27 is described in

further detail below.

The Bcense administration tool 21 is utilized by the network administrator

to perform administrative functions relevant to the concurrent usage of a

software application. The license administration tool 21 may run on any agent

connected to the computer network. The ficense administration tool 21 ls

primarily used to install the license token into the database 18 through the

license server 20. The functionality of the icense administration tool 21

includes: (1) starting or terminating a license sewer. (2) accessing a database

controlled by a license sewer; and (3) generating and printing reports on

license usage.

' The application 26 may not access the database 18 lirectly; rather: the

request for a license is made through the licensing library 24 to the license

server 20 over a path 28. Most network icensing schemes employ secured .

communication between the licensing library 24 and the license server 20. in

contrast. the present invention uses the lcense awess module (LAM) 27 the

license library 24 and a plurality of license tokens to protect against the

unauthorized use of software application in a computer network

Relerring once again to Figure 2, a Icense service binder 29 is shown

coupled to the license sewer 20 overs path 30. The Bcense service binder

29 is invoked by means known in the art. such as a network service program.

The license service biwer 29 locates all agents that are designated as servers

on the network. and keeps track of which sewer is sewicing which appficetion.

The Ecense sewlce binder 29 contacts each server on its table at available

sewers and requests a list of products it serves. finally the license sewice

binder 29 writes the contents of the table at available license sewers and the

list of products into a binding tile 32 over a path 31. in Figure 2, the binding ‘

tile 32 is coupled to the licensing library 24 over a path 33. The application 26

. 13 .
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queries the binding file 32 to see which license server can service its request

for a license.

A Ecense production tool 34 is used by the software vendor to create a

Ecense token tor transmittal to the network administrator. Receiving the license

token. the network administrator installs it with the license administration tool 21

into the database 18 through license server 20.

MW

Referring to Figure 3.,the creation oi a iicensé token in a computer

network employing the preferred embodiment of the present Invention will be

described. A computer network 38 is shown coupled with a Ecense

administration tool 39 and a single license server 44. The Ecense server 44

communicates with a database 45. Applications 41. 42. and 43 are shown

requesting licensing service irorn the Ecense server 44. When a customer

purchases a license tor an application. such as a CAD/CAM program for its ‘

research and development department. the software vendor creates 3 Scenes

token with a license production tool. and defivers the Scenes token to the

customer's network administrator. A license token is a special bit pattern or

packet representing a license to use a software application. The network

administrator installs the license token 46 into the database of the ficense

server using the icense administration tool 39. Unlike the token used in a

token ring which is passed from agent to agent. a license token in the preferred

embotfiment of the present invention is passed only between a license server

and a Ecensing library for a preddermlnéd amount of time. The predetermined

amount of time corresponds to the time the Scenes token is checked out oi the

license server. Currently. the Ecense token is checked outta an application tor

no more than ten seconds. and the lcense token is returned as quickly as

possible to the issuing Ecense server. The license token 46 contains

information encrypted in the vendors format such as .vendor identification.

product and version numbers as well as the number of license units purchased

-14-
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for the license token. A icense unit corresponds to the license weighting for an

agent connected to the computer network For example. powerlui workstations

could require more ficense units to use a sottware application than an average

personal computer.

The software vendor produces a license token using a license

production tool 40. A path 47 illustrates how a license token 46' makes its

way to e icense administration tool 39 at the customers site. There. the

system administrator Installs the ioense token 46' as icense token 46 into the

license database 45 of the icense server 44. A path 48 Mates the transfer

of the incense taken 48' from the license administration tool 39 to the license

server 44 and into the database 45 «is license token 4s. The license server

44 is now ready to entertain requests from applications 41.42. and 43 tor a

license to use the application correspondng to token 48 as we! as other

applications represented in its database 45.

ltshouldbeunderstoodthat eachnetworkmayhaveepatrafltyof

license servers and each license server may have in its database a plurality ot

license tokens tor a variety of software applications. Referring again to Figure

3. if appfication A 41 requests and checks out the license taken 46 for less

than ten seconds, applications 8 and C 42. 43 would be unable to check out

. the license token 46 ittheir requests were made during the same time

appicetion 41 is checking out a license from the lcense token 46 because of

the locking mechanism provided by database irrterlace 19. Thus. to achieve

concurrent license usage in network 38. it is preferred that the network

administrator installs more than one Ecense server. To minimize the task of

recovering from Econse server crashes. it ls also preferred that the system

administrator spreads the lcense units tor any one application among a

plurality of strategically located license servers. For instance. if a network has

tour Scense sewers. the network administrator may want to allocate the twenty

license units for a particular popular application among four license tokens with

.15.
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five license units tor each Ecense token. in the event one ficense server

crashes or the Ecense token is checked out. the other three Bcense servers

may provide icenslng service to other applications.

5 Figure 4a illustrates the use oi a license token to request tor a license.

As shown. a network 50 is provided. and is coupled to Applications 52. 54

and 58 respectively. AppEcation 58 succeeded in muesting a license token

trom the Ecense server 58 in step 59. The license token is transmitted to

appliatlon 56 in step so. When done. Application 56 returns the acense

10 token to the license server so in stepfii. Aside from the license request

function perlorrned with the license token as shown in Figure 4a. the license

token is also used in othercriticel stages ot the accusing process. For

example. an user may wish to run an application beyond the initial allocated

time. As shown in Figure 41:. Application 68 makes a license renewal

15 request 71 from the Ecense server 70 with license token 72. Similarly, in

Figure 4c the user makes a license release request 83 when the mutation

no longerneedsthe Scense units. Assuch.the userupdaesthelicensetoken

84 by retumlng the updated license token to the Seem server 82 in step 05.

20 Win

In Figure 2, a acense access nwdule (LAM) 27 is linked with the

application 26andthe' licensing Ebrary24totormthe exewtablecodethatp

software vendors shlptothecustomers. The icense access module 27

deWesandencodestheencryptedlcenseMenasitisbeingpassed

25 between the ficense server and the licensing brary 24. Thirsthe level of

secufltyoianappacationhomunauthoriwdusedependsheavtlyuponhow

secure the license access We

Conventional network ficensing schemes use publiclprivate key ,

30 encryption to encode sensitive lniomtation. Such a scheme is effective it the

license server is in a trusted environment. However. the customer has the

.15.
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same access to any agent in a network. including the license server. The

securityotthelicensingschemecenbecommnfisedbyauserwhodecrypts

the Seem server's private key. Once the unauthorized user determines the

server‘s private key, he can decrypt all sensitive hlonnetion on the license

5 server. Shouldalllicense senrersusethesamekwmsisqunnttydone.

then all the security oi the eppfications served by all the license servers will be

compromiwd.

The license access module 27 first translates e Ecense token trorn a

to vendorspedtictormattcefonnatusablebythe icensing flararyze. The

lcense access module accomplishes the translation in tun modules. One

moduietranslates ordecodesa licensetokentromavendorspecifictormattoa I

licensing ibrary format. The second rnoduie translates or encodes the updated

icense token from the licensing Ebrary format to the vendor spea‘tic format.

15 The second module is invoked anytime the licensing library updates the

information in a Ecense token.

Upon receiving the scense token to the licensing library format. the

Ecensing library invokes routines which verify the correctness of the license by

20 reviewing the lotiowing license information stored in the token: (1) flag. (2)

maintenance contract date. (3) host name and domain. (4) product name. (5)

host id number. (6) license serial number. and (7) expiration date of icense.

Thlsiscorrparedtothelnformefion maimalnedbytheappMon. tithe

information matches. the license is verified. After completing the verification

25 process.aroutineintheficensing lbraryisinitiatedrvhichchsdtsoutthe

lioensebydecrementingthe icense unitsinlcensetoken bythewrnberof

Ecsnsing units being cheated out.

The decodng and enmding routines allow software vendors to

30 implement their own security mechanism to protect their licenses from

unauthorized use even though they reside at the customers site.

.17.
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Below is an exampb ot a seamle application using the licensing library

and the license access module written in C language:

Odeflne UC_RENEWAL_TIME (50) [set renewal lime for this session!
Idetine EST.LIC_RENEWAL_TIME (UC_,RENEWAL_TIME x .9)

NL_vendor_id NL_Vendor_id - 1223: [set vendor SI
NL_prod__num NL_Prod_nurn .- ‘02' [set produd ll
NL__version NL.Version . ( 12/20/88. '1.0‘ ); [set version id fl

status . NLJnit (vendorJd, NULL. ajode); [initialize license service!
it (status I: NL_N0_ERROR) Mcept lob id it no error!

{
fprintt (stderr. 'nl__lnit failed - error -
Mn'. status ); [error message it error and

return!

return:

1

units a 3;

codeJuncmencodeJ - ni_encode: [pointer to encode tunctionl
code_l'uncs.decode_p - nl_decode: [pointer to decode functionl
if (signal (SIGALRM). alarm_jntr) as (void ') -1) [set alarm if no

error!

{
perror (‘Cannot set StGALRM'): Wise. error messagel

istum; -
status - NL_request Gob_id. Nl.._Prod__num. [request a license!
&NL_Verslon.
units. UC_RENEWAL_TIME. Nl.._L2_SFlCi-l.
acodeJuncs. NULL.
arquIandle. NULL. app-into);

ll (status in NL_NO_ERROR) [no error. Icense checked
{ out from license serverl
lpnnt! (stderr. 'nl_request tailed - error -
mu status); [otherwise. error message[
return:

i

I O

‘ We got a license license request successfull
' I

alarm (ESLLICJRENEWALJIME); [fin/alarm [or Ecense renewal
fl Appliance Runs [runs application!

status - NL__release (req_handle): [request to release a icensel
fl (status in NL_NO_ERROR)

fprintt (stderr, 'nl_release tailed - error 2 [otherwise. error

-15.
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W'. status): messages/
, retum;

int

alarm_:ntr 0

status - NL_confinn (req_handie. [renew Ecensing unit with
LICJtENEWALJIME. NULL): ficensing senrerl

[- .

' Verity vendor private iniormation
'I

i

ii (statusi- NL_NO_ERFIOR)
tprinti (stderr. 'nl_confirrn tailed - error - Iothenuise. error

%\n". s{tatus); message!
puts ('license renewed“) lsuwesstul license

} renewal!

The sample application given above is accompanied by sell-

explanatory annotation to the right margin of the Mes. OI particular interest

are oode__tunc.encode_p and code_ium.decode_p. Encode_p and decode)

are pointers to the software vendor's encode and decode routines.

respectively. Taidng the pointers In the oode_iunc variable. the Icensing

ibrary can use the pointers to Invoke the decoding and encoding routines In

the license access module. The three major licensing Ebrary routines. request

tor a license (NL_remest). release a license (NL_release) and renew 3 Scenes

(Ni._coniirm) invoke the decodng and encoding routines. For exarnpie of 8

Scenes access marble. see Appendix 1.

In implementing the license access module. the icense server becomes

merely a repository for iconse tokens. The licensing Ebrary coupled to the

application pertoans the procedure or authenticating the Scenes token prior to

granting a license and thereiore mess to run the application

Bemusethe Ieveloisewrityotthe systemlsdictated bythelicense

access module. the soitware vendors are tree to make the Scenes access

module as simple or as complex as they desire. In particular. they are tree to

.19.
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adopt anyotthe encryption schemesaspanoithelrencrypttonrouttnes. ltthe

security mechanism is broken, and the encryption known to others. then the

software vendors can easily remedy the situation by releasing a new version of

the product with a new license access module.

While the present Invention has been particularly described with

reference to figures 1-4 as well as Appendix 1, and with emphasis on certain

language in lnplementing a method to protect against the umuthortzed use oi

software application in a computer network environment. it should be

to understood that they aretor mustraflon only and should not be taken as".

limitation won the invention. in addition. it is clear that the method of the

present invention has utility in any application run in a computer network

environment. it is contemplated that many changes and modulations may be

made.WoneMMdlntheart.withcutdeparting tromthespirttendscopeot

15 the Invention deciosed above.
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CLAIMS 

1. In a computer network environment including a

plurality of software applications licensed to run on at

least one network of agents, said applications located on

said agents wherein use of the application on a particular

agent is permitted upon the grant of a license, said

license being requested by a user from said agent of said

applications, a system for protecting against the

unauthorized use of said applications comprising:

license token means for storing licensing

information of said applications; license server means

connected to said agents for communicating with said

applications, said license server means having a database

which stores said license token means, said license server

means further retrieving said license token means from

said database upon a request for a license by said

applications, said license server means further

transmitting said license token means to said

applications;

license access means connected to said agents

for decoding and encoding said license token means from

said license server means, said license access means being

integrated with said applications, said license access

means receiving said license token means from said license

.server means; and

licensing library means connected to said agents

for verifying said decoded license token means before

access to said license is granted, said licensing library

means being integrated with said applications.

2. The system as defined in claim 1, wherein each

said license token means containing licensing information

for at least one version of each said applications.
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3. The system as defined in claim 1, wherein the

contents of said license token means is encrypted.

4. The system as defined in claim 1, wherein said ,

license token means is passed between said license server

means and said licensing library means for a predetermined

time period.

5. The license token means as defined in claim 6,

wherein during said predetermined time period, only one

said applications may check out one said license token
means 0

6. The system as defined in claim 1, wherein said

license server means receives said request for a license

from said applications, said license server searches in

said database for a license token means storing the

license requested by said application before retrieving

said license token means.

7. The system as defined in claim 1, wherein said

license access means decodes the contents of said license

token means before said licensing library means verifies

said license token means.

.8. The system as defined in claim 1, wherein said

license access means encodes said license token means

after said licensing library verifies said license token

means and prior to returning said license token means to

said license server means.

9. The system as defined in claim 1, wherein said .

licensing library verifies said license token means by
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comparing the licensing information stored in said license

token means with the licensing information maintained by

said application.

10. The system as defined in claim 1, wherein said

licensing library means checks out said license of said

application in response to a positive comparison of the

license information.

11. The licensing library means as defined in claim

10, wherein said license for said application being

checked out after said licensing library verifies said

license token means.

12. In a computer network environment including a

plurality of software applications licensed to run on at

least one network of agents, said applications located on

said agents wherein use of the application on a particular

agent is permitted upon the grant of a license, said

license being requested by a user from said agent of said

applications, a system for protecting against the

unauthorized use of said applications comprising:

license token means for storing licensing

information of said applications;

license server means'connected to said agents

for communicating with said applications, said license

server means having a database which stores said license

token means, said license server means further retrieving

said license token means from said database upon a request

for a license by said applications, said license server

means further transmitting said license token means to

said applications;
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license access means connected to said

application and accessible from said agents for decoding

and encoding said license token means from said license

server means, said license access means being integrated v

with said applications;

licensing library means connected to said

application and accessible from said agents for verifying

said decoded license token means before access to said
license is granted, said~ licensing library* means being

integrated with said applications; and

license binding means connected to said license

server means and to said licensing library means for

constructing a binding file, said binding file informing

said licensing library means which of said license server

means may grant a license to said application.

13. The system as defined in claim 12, wherein said

licensing library means are located on the same agents as

said applications.

14. The system as defined in claim 12, wherein said

license sever means are located on the same agents as said

licensing library means.

15. The system as defined in claim 12, wherein each

-said license token means contains licensing information

for at least one versioa of each of said applications.

16. The system as defined in claim 12, wherein the

contents of said license means is encrypted.

17. The system as defined in claim 12, wherein said .

license token means is passed between said license server
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means and said licensing library means for a predetermined

time period.

18. The license token means as defined in claim 17,

wherein, during said predetermined time period, only one

of said applications may check out one said license token.
means.

19. The system as defined in claim 12, wherein said

license server means further transmit said license token

means to said licensing library means.

20. The system as defined in claim 12, wherein said

license access means decodes the contents of said license

token means before said licensing library means verifies

said license token means.

21. The system as defined in claim 12, wherein said

license access means encodes said license token means

after said licensing library verifies said license token

means and prior to returning said license token means to

said license server means.

22. ' The system as defined in claim 12, wherein said

license binding means constructs said binding file by

.contracting each said license server means to request for

a list of applications it serves, said binding file

containing said list of applications available from said

license server means.

23. In a computer network environment including a

plurality of software applications licensed to run on at

least one network of agents, said applications located on
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said agents wherein use of the application on a particular

agent is permitted upon the grant of a license, said

license being requested by a user from said agent of said

applications, a system for protecting against the

unauthorized use of said applications substantially as

hereinbefore described with reference to the accompanying

 

drawings.

1
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FACILITATING SECURE oomumcanous

IN A DISTRIBUTION NETWORK

This invention relates to methods of facilitating secure communications in a
distribution network. such as for example a coaxial cable or hybrid fiber-coax (HFC)
network.

W

A distribution network. such as an HFC network in which data is communicated
to subscriber end stations via optical fiber and coan'al distribution cables. is a point-to-

multipoint network in which data addressed to and intended for any partiCular subscriber
is also inevitably supplied via the network to other subscribers. If the data is not
scrambled or encrypted. it can'be easily. monitored by these other subscribers. leading
to a loss of subscriber privacy and a loss of revenues for data supplier's when the data
(eg, television programs) is supplied for a fee. Accordingly. it is important to provide a
desired level ofsecurityin dtedatacormmnicationsinadisuibution network.

While various encryption anddectyption schemes are ltnom thesehave a

number of disadvantages associated with them in the environment of a distribution
network. A significantt‘actorin thisrespectismecostand security ofmbscriberend
stations As a distribution network will contain large numbers of subscriber end stations,

itiSeommercially necessary diattheeostofeachendstatioubekeptrelarively low. Itis
therefore desirable to avoid incorporating expensive security schemes in the subscriber
end stations. However. subscriber end stations are also easily subject to theft. tampering.

and duplication. so that complicated schemes have been considered necessary to provide
adequate security.

For example, a security scheme can be implemented using an encryption key
which can be stored in the mbscriberend station. To preventaccess to theencryption

key. the store in the subscriber end station. and data lines to and from this store. must also
be made physically secure. This leads to extra complexity and costs. Different
subscribers may have differing security and privacy needs. which makes it desirable for
the network to accommodate differing security schemes and end station costs.

A further security-related desirable aspect of a distribution network is an ability for
authentication of subscriber end stations, typically using a unique end station identity

which can be physically incorporated (eg. hard wired) into the end station during
manufacture.

Encryption schemes can be divided into those involving public and private keys
(PPK) and those involving symmetric keys. In PPK schemes. 3 first station can
disu'ibute its public key. in accordance with which a second station can encrypt data and
send the encrypted data to the first station. which decrypts the data using its private key.
Because the private key is retained at the first station. and is not practically dimmer-able
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by othapardesPPK schemosareconsideredto besecure However. theencryption and: .

decryption processes are relatively slow. so that such schemes are not practical for

encryption of real-time high-speed data. such as television program signals. for which

distribution networks are primarily intended.

ln symmetric key schemes, a single key, referred to as a working key. is used by

bodtoffimandsemrdsmfimsmawryptmddeuyptdambcingcommunicawdbaween

the stations. The natureofthe working key issuch thatencryption ofreal-time high-

speed data, such as television program signals, is practicaL However. these schemes

requirethat the workingkey bepresentin bodistationsandmakeitdesirableforthe

working key to be periodically changed or updated. Thus symmetric key schemes require

generation ofaworkingkey in one ofthe stationsorinathird stationrefeued to asa key

distribution agent. and communication of the working key to the other station(s).

Thiscormrumicationitselfpresentsatiskoftheworkingkey beinginsecumand

tlnsfiskincreaseswithdtefiequeucywidiwhichtheworldngkeyisupdawd. Itisalso

known to avoid this risk by using a PPK scheme for comrmrnication of a working key.

andthentousetheworkingkeyfordataencryption.

An objectofthisinventionistoprovideamethodoffacilitatingsectne

communications in a distribution network.

Wren

Oneaspectofthisinventionprovidesamethodoffiacilitating secure

communications using encryption and decryption processes in a distribution network

comprising a central station and a plurality of addressable ad stations. in which

communications from the central station addressed to and intended for a particular end

station are delivered via the network to a plurality of era! stations, wherein the central

station has. and one or more of the end stations can each have, a respective public and

private key (PPK) of a PPK encryption scheme. comprising the steps of:

(a) determining in communications bum the central station and an end station

whether theend station has aPPK. ifso proceeding with step (b) and ifnotproceeding

with step (c);

(b) at the central station. determining the public key (PIC) of the end station. generating

a working key (WK) for encryption of communications to the end station, encrypting the

WK using the PK of the end station. and communicating the encrypted WK to the end

station; at the end station. decrypting the WK using the private key of the end station; and

proceeding with step (d);

(c) at the end station, determining the public key (PK) of the central station. generating

a working key (WK) for encryption of communications to the central station. encrypting

the WK using the PK of the central station, and communicating the encrypted WK to the

central station; at the central station. decrypfing the WK using the private key of the central

Petitioner Apple Inc. - EX. 1025, p. 5219



Petitioner Apple Inc. - Ex. 1025, p. 5220

10

15

20

25

3O

35

station; and proceeding with step (d);

(d) usingtheWKtoencryptattheccntralstation,andtodeayptatdteendstation.
commtmications from the central station to theend station.

Another aspect of this invention provides a method of facilitating secure
communications in a distribution network comprising a central station and a plurality of
addressable erai stations. in which communications from the central station addresmd to
andintenadforaparticularend stationaredeliveredviadrenetworktoaplmalityofend
stations. wherein the cenu'al station has a pubiic and private key (PPK) of a PPK
encryption scheme andeach end station has an individual identity (ID) and an individual
cryptographic signature encrypted using a private key of a predetermined PPK encryption
scheme. comprising the steps of: communicating the ID ofan end station to the central
station; at the end station. generating a working key (WK) for encryption of
conuntmicationsbetwcentheendstationanddrecentral station andencryptingdieWK
using thepubliclneyofdrecenual station: cormnunicatingdteencryptedWKfiomtheend
station to thecentral station; atthecentml smfimdeaypdngdieewyptchK usingthe
pfivamkeyofdncenualaafimzeormnunicafingdnayptogaphicsignanneofdnmd
station to the central station: and at the central station. decrypting the cryptographic
signature using a public key of the predetermined PPK scheme for authentication of the
end station. -

B' [E . . [I D .
The inventionwillbefurthetunderstoodfromthe following description with

reference to the accompanying drawings. in which:

Fig. 1 illustrates parts of a distribution network to which the invention is applied;
and

Fig. 2 is a flow chart illustrating steps of a method for facilitating secure
communications in the network in accordance with the invention.

D 'l 1 E . .

The invention is described below in the context of a hybrid fiber-coax (HFC)
distribution network in which signals are distributed from a central station or head end
(HE) to a large number of subscriber end stations (ES) via optical fibers and coaxial
cables in known manner. An example of such a network is described in Warwick United
States Patent No. 5.408.259 issued April 18. 1995 and entitled “Data Modulation
Arrangement For Selectively Distributing Data". Typically in such a network digital data
communications are provided between any ES and the HE using asynchronous transfer
mode (ATM) cells which are communicated in both directions. i.e. downstream from the
HE to the ES and upstream from the ES to the HE. using suitable modulation schemes
and carrier frequencies outside the bands used for analog television signals also carried on
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the coaxial cables. However. it is obsu'ved that the invention is equally applicable to

other forms of distribution network.

Referring to Fig. 1. there is illustrated parts of a distribution network in which

may end stations. only two of which are shown and are referenced 10 and 12. are

connectedviabranchedcables l4ofthetfistributionnetworktoaheadend 16. viawhich

the end stations have access to a network (not shown) which for example supplia digital

television program signals subscribed to by end station subscribers. The cables 14 can

compriseboth opdcal fiberandcoaxialeablesforrningahybrid fiber-coax arrangement.

onwhichthedigitnl signalscan becomnmnicatedinknownmarmerusingA'l‘M cells.

Asmn beappreciated fiorntheillusn'ationinFig. l. signalscomrnunicatedbythe

headmd lGandintendedforanypmicularendWwillmlly bedeliveredviathe

cables l4toalloftheendstations Forsecureand/orprivatecommunicationofthe

signals.theheadend l6 hrcludesanencryptionengine 18 whichencryptsthesignalsin

accordance withaworln'ngkey known onlybytheheadendand theintendedendstation.

which also includes an encryption engine 20 which decrypts the signals for use. These

working keys are similarly used for commications in the opposite direction. from the

endstationtotheheadend l4. 'I'heworidngkeysofdtissytmneuickeyenayption

schummprovidedmmelnadendandmeardstadonhtamuwhichisdescfibedin
detail below.

'l‘heendstations lOand lZareoftwotypes. withdifleringlevelsofsectnityto

enable different security needs of subscribers to be accommodated. The end station 12

represents a relatively secure end station. which includes its own public and private keys

of a PPK encryption scheme. As explained in the introduction. such an and station has a

relatively high complexity and cost. because of the need for secure storage of the keys and

operation of the PPK encryption. Otherend stations. which do not have their own public

and private keys and accordingly can be provided at a much lower cost. are represented by

the end station 10. The network as a whole my have an arbitrary mix of these two types

of end station.

Each end station 10 or 12 also has an individual. unique identity number. which is

stored (e.g. hard wired) into the ES during its manufacture. This is referred to as a global

ID (identity). The global lbs of all of the end stations are stored in a database 22. which

canbecolocatedwiththeheadend l6orseparatelyfromitandwith whichtheheadend

16 communicates via a path 24. The head end 16 also has its own public and private keys

of a PPK encryption scheme.

Fig. 2 shows steps of a process which is followed in order to set up secure

communications between the head end 16 and one of the end stations 10 or 12. This

process takes place between the head end and the respective end station without

involvement of any other node such as a coma] key distribution agent. and is described
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below as being initiated in each case following any reset (e.g. following a power-up) of
eithermeheadend loortherespectiveendstation. Consequently. the woritingkey
which is usedforencrypting thccornmunicationsbetweendte headend and theend
station is changed on any reset. However. the same process can alternatively or
additionally be carried out on demand. and/or periodically to provide periodic changes of
the working hey. It is almobsaveddmtbeertcryptedcorranunicationstakeplaoe
betweentheeneryptionengines lSintheheadenleamiZOintherespectiveendstation
lOor12.nndcommmicationsonthenetworkmoesssideoftheheadend lGarenot

subject to the same encryption.

InFrg. 2. a block ”representsaresetofdiehwdend (HE) orendstation (BS),
in respouse to which. as shown by a block~3l in Fig. 2. adialog orhandshake is carried
ombetwwndteHEanddreEStoestablisheonmmnieationsbetweendtem These
communications are efl'ected using unencrypted ATM cells using addresses of the end
station and theheadend. Asapartofthisdialog.as shown by a block 32 in Fig. 2the
headend 16intenogatesdremdstafionmdetanfinewhalm'ornotdtemdsmfionhasits
own public and private keys. Ifnot. i.e. if the end station is an end station 10 as
described above, then theprocess confinues with successive blocks 33 to 38 in Fig. 2. If
the interrogation establishes that the end station is an end station 12 having its own public
and private keys. then the process instead continues with blocks 39 no 44 in Fig. 2.

Inthefomtereaseofanendstation 10,asshownbythebloclt 33dtehwdend 16

oommmicansitspubfickeyemtodteendstation10;thi5eorrununicationcanformpart
of the dialog block 31. The end station 10 randomly generates (block 34) a working ltey
(WK) for communicating signals in a symmetric key encryption scheme. and encrypts
(block 35) this working key in wcordance with the supplied public key. sending the
encryptedworltingkeyinarnessagetotheheadend 16. Theheadend 16decrypts(block
36) the encrypted working key from this message in accordance with its private key.
which is not known to others so that the communication of the working key from the end
station 10 to the head end 16 is secure. and optionally but preferably sends an

acknowledgement to the end station 10. As shown by the block 37. the head end 16 and
the end station 10 then load their encryption engines 18 and 20 respectively with the

working key, and thereafter (until this process is repeated, for example in response to a
subsequent reset at either end) communications between them take place with data
encrypted in accordance with the working key. An optional additional step represented by
the block 38 provides for authentication of the end station 10 in a manner described
below.

Conversely. in the latter case of an end station 12. as shown by the block 39 the
end station 12 communicates its public key (PK) t0 the head end 16: this communication

can form part of the dialog block 31. An optional authentication step for the end station
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lannbecarriedoutbytheheadend léasrepresemedbytheblock40inamanner

described below. The head end 16 randomly generates (block 41) a working key (WK)

forcorrununicating signals in asymmetric key encryption schemeandcncrypts (block

42) this worh'ng key in accordance with the supplied public key ofthc end station 12,

sendingtheencrypwdworkingkey inanmagetotheendstation l2. 'I‘heend station 12

decrypts (block 43) the encrypted working key from this message in accordance with its

private key. which is not known to others so am the cwrrnunication ofthe working key
fromthe headend 16 totheend station 12is secure, and optionally butpreferably sends

anachrowledgementtothcheodcndlll. AsshownbytbeblockM,theheadend16md

the end station 12 then load theirencryption engines 18 and 20 respectively with the

working key. and thereafter (until this process is repeated. for exarrrple in response to a

subsequemresaateidicrard)cmnmicadmsbetweendremtakeplacewhhdam

encryptedinaccordancewiththeworlcinghey.

Itcanbeseen frantheabovedescriptionthat. inthcrelatively securebutmore

expensive situation in which the end station 12 includes its own public and private keys.

theseare usedforconurtunicating aworking keygeneratedinthehead end. whereas inthe

othercasetheendsuttion 10generatestheworkingkeyandd1isisoormmnicaned to the

head end using the latter's public key.

'Ibeoptionalstepofauthenticationoftheend station lZintheblodMOas

describedabovecanmakeuseoftheglobalmoftheendstation thogetherwidrdatain

the database 22. in which the public key of the end station 12 is stored in association with

this global 1D. Aspartofthedialog block 31.:hcendstatiou comrrtunicatesitsglobal 1D

totheheadend 16. 1nthestep40.thaefore.thebeadend 16cancommunicateviathe

path24withthedatabaseZZtoconfinnthatthepublickeywhidrithasreceivedfromthe

end station 12 in the step 39 matches that stored in the database 22 for this end station's

global ID, the subsequent steps 41 to 44 only being followed if this authentication step is
successful.

Alternatively. or in addition, the optional end station authentication step of block

40cancomprisethestepsoftheheadcndsendingan unencrypted messagetotheend

station 12 with a request that it be cryptographically signed In accordance with this

request. the end station 12 produces a digest of the message using a known hashing

function (thereby reducing the data to be encrypted), encrypts this digest in accordance

with its private key. and sends the encrypted message digest to the head end 16. The head

end 16 then decrypts this in accordance with the public key of the end station. retrieved

from the database 22. to confirm the digest of its original message which the head end

also produces using the hashing function.

It can be seen that, alternatively. the steps represented by the blocks 39 and 40 in

Fig. 2 could be replaced by a single step in which the head end 16 determines the public
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keyoftheend station 12fromthedatabasez2inawordamcwrdt thegloballDoftheend
station 12 supplied in the dialog 31. without any authentication of the end station or any
conurmnication of the public key from the end station 12.

The above sequences provide a particularly strong or seam authentication of the
end station 12. For the end station 10 which does not have its own public and private
keys. aweaketbut stillvaluable authenticationcan bcpmvficdasshown bytheblock 38.
1heauthmticationbloek38is shownin Fig.2asthefinalblockin theproccss because
this enables theexchange ofdata inthe authentication process to beencrypted in
accordance with me working key. but this authentication step could alternatively be
provided anywhere else in the sequence of steps from the blocks 31 to 37.

For this optional authentication step. the end station. 10 is manufactured (e.g. hard
wired) with not only its global 11). but also a cryptographic signature. Conveniently. the
end station 10 is manufactured with acer'tificaICcornfi'isingdataincludingthe global D of
dremdstafionmddrepubhckeyofdnnnnnfacnnumdaqyptogmphicsignanne
comprising an encryption, in accordance with the private key ofthe manufacturer. of a
digest of that data produced using a known hashing function. The public key of the
manufacturercan alsoorinsteadbestmcdinthedatabasell. 'I'heoptionalendstatim
authentication step of the block 38 comprises a oonunnnication of the cryptographic
signann'cfromtheend station lOtotheheadend 16 (asexplainedabovethiscouldbea
panofthedialog 31 oranylaterssep,lattthemcrypfionaftcr'tlreblock37 obstructs
public observation in the network of cryptographic signatures). The head end 16 then
confirms the authenticity of the end station 10 by decrypting the cryptographic signature
using the manufacturer's public key. producing a digest from the same data (global 1D and
public key. both of which can be communicated in the dialog step 31 or later) and the
known hashing funcn'on. and matching these.

This is a relatively weak authentication. in that identical copies of the end station
10. including duplicated data and cryptographic signatures. could operate at different
n‘mes on the network without this being detected. However. simultaneous operation of
two or more such duplicates would be detected by the fact that two or more end stations
would be supplying the same global ID which is supposedly unique. Thus even such a
weak authentication is valuable especially in detecting illicit large-scale duplication of end
stations.

The processes in accordance with the invention as described above provide a
number of significant advantages over known configurations. In particular. requirements
for secure storage of public and private keys are minimized in the network 5 a whole. and
eliminated for the end stations 10 which can accordingly be provided at relatively lower
cost. At the same u'me. end stations 12 with greater security can be provided. and the
head end 16 can operate simultaneously with both types of end station. This, combined
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with optional authentication of the end stations as described above. enables difl'erent

degreesofsewfitymheeasilyprovidedindtemmorkinacoordanoewimsewiee

requirements.

Furthermore, renewal of the working keys at reset is simpler than providing time‘-

based schedules for changing encryption keys, and key exchanges take place only

between the head end and the end station which use the keys. thereby enhancing security

compared with distribution of keys from a key distribution agent. In addition. all of the

data flowing between dieheadendand any particularend station 100:12, between

successive resets, can be encrypted using a single worldng key. thereby simplifying the

encryption and decryption processes. However. it is omerved that different working

keysoouldbe gmwdmmmicamm usedin thesarne mannerasdmcribed above

for encrypting and decrypting different types of information. or different services. for a

single end station 10 or 12.

Although particular embodiments of me invention have been described in detail. it

should be appreciated that numerous modifications. variations. and adaptations may be

made without departing from the scope of the invention as defined in the claims.
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WHATISCLAIMHDIS:

1. A method of facilitating scum: conununieations using encryption and decryption

processes in a distribution network comprising a central station and a plurality of
addressable end stations. in which conununications from the central station addressed to

andintendedforaparticularend stationaredeliveredviathenetworktoapluraliryofend
stations. wherein the central station has, and one or more of the end stations can each have.

a respective public and private key (PPK) of a PPK enaypdon scheme. comprising the
steps of: ‘

(a) determining in commmications between the central station and an end station
whedtertheendstationhasal’l’Kifsomomdingwith step (b)andifnotproceeding

With 5191’ (C);

(b) at the cennal station. determining the public key (PIC) of the end station. generating
a working key (WK) for encryption ofcommunications to the end station. encrypting the
WKusingdtePKofdteertdstation.artdcorrmmtieadngdteatcryptedWKtodteertd
station; at the end station. decrypting the WK using the private key of the end station; and

Proceeding with 8w? (d):

(c) at the end station. determining the public key (PK) ofthe central station. generating
a working key (WK) for encryption ofcommunications to the central station. encrypting
theWKusingthePK ofthecenttalstationmndcommicatingtheencrdeWKtothc
central station: at the central station. decrypting the WK using the private key of the central

station: and procwding with step (d);

(d) usingtheWK toencrypt at thecenual station, and todecrypt at the end station.
communications from the carnal station to the end station.

2. A method as claimed in claim 1 wherein each end station has an individual identity

(ID)and step (a) includestltestepofconuntnticatingtltemoftheendstation tothecentral
Station.

3. Amethodasclaimedinclaimehereiniastep(b)thePKoftheendstationis

determined by the central station from a database using the ID of the end station.

4. A method as claimed in claim 1. 2. or 3 wherein step (b) further comprises an end

station authentication step comprising the steps of conununimting an unencrypted

message from the central station to the end station. producing an encrypted message at the
end station using the private key of the end station. communicating the encrypted message

to the central station. decrypting the message at the central station using the PK of the end

station. and comparing the deaypmd message with the original message.

5. A method as claimed in claim 4 wherein in step (b) the end station authentication

step is carried out before the step of communicating the encrypted WK to the end station.
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6. AmethodasclaimedinanyofclaimsltoSwhereininslwwhhel’Koftheend

station iscommunicated to thecentral station from theendstation.

7. AmethodasclaimedinclaimsZand6Mrereininswp(b)thePKoftheend

stationisvetifiedbydrecenualstatimfmmadatabaseusingdteIDoftheendstation.

8. Amethodasclaimedinanyofclaimslto7whereinaplrnalityofendstations

which do not have a PPK each have an individual cryptographic signature encrypted using

a private key of a predetermined PPK scheme. step (a) or (c) includes the step of

cormmmicating the cryptographic signature of the end station to the central station. and

step (c) further comprises an end station authentication step comprising. at the central

station. decrypting the cryptographic signature using a public key of the predetermined

PPK scheme.

9. Amethodasclaimedinclaims2md8wheteindleitflividualaypwgmphic

signatmecomprisesanarcryptionofdataderivedfmmdtemoftherespectiveend

station.

10. AmethodasclaimedinclaimBor9whereinmcpredeterminedPPKscheme uses

aprivate keyanda public key of a some of theeudstation.

ll. Amethodasclaimedinclaim 8. 9,01' lOwhetein thecryptographic signatureis

communicated to the central station in step (c).

12. Amethodasclaimedinclaim ll andincludingthestepsofencryptingthe

cryptographic signature at the end station. and decrypting the encrypted cryptographic

signantre at the central station, using the WK.

13. A method asclairmd in any ofclaims 1 to 12 andfurthercomprising the step of

usingtheWKtoenct-yptattheend station,and todecryptatthecentral station,

communications from the end station to the central station.

14. A method of facilitating secure conununications in a distribution network

comprising a central station and a plurality of addressable end stations. in which

communications from the central station addressed to and intended for a particular end

station are delivered via the network to a plurality of end stations. wherein the central

station has a public and private key (PPK) of a PPK encryption scheme and each end

station has an individual identity (ID) and an individual cryptographic signature encrypted

using a private key of a predetermined PPK encryption scheme. comprising the steps of:

communicating the ID of an end station to the central station;

at the end station. generating a working key (WK) for encryption of

communications between the end station and the central station and encrypting the WK
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using the public key of the central station;
communicating the encrypted WK from the end station to the central station;
at the central station. decrypting the encrypted WK using the private key of the

central station;

communicating the cryptographic signature of the end station to the central station:
and

at the central Station. decrypting the cryptographic signature using a public key of

the predetermined PPK scheme for authentication of the end station.

15. A method as claimed in claim 14 wherein the individual cryptographic signature

comprises an encryption of data derived from the ID of the respective end station-

16. A method as claimed in claim l4 or 15 wherein the predetennined PPK scheme

uses a private key and a public key of a source of the end station.

17. A method as claimed in claim 14. 15. or 16 wherein the step of communicating the

cryptographic signature of the end station to the central station comprises the steps of
encrypting the cryptographic signature at the end station using the WK. communicating
the encrypted cryptographic signature from the end station to the central station. and
decrypting the encrypted cryptographic signature at the central station using the WK.

18. A method of facilitating secure Communications in a distribution network.

substantially as bereinbet'ore described with reference to Figs 1 and 2 of the

accompanying drawings.
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2316503

SOFTWARE LICENCE MANAGEMENT

This invention relates to software licence management and in

particular to licence management for software running on a

plurality of computers connected via a network.

Conventionally, licences have been provided by software

vendors as separate licences for individual workstations or

as a single licence for a number of workstations. Various

schemes have been proposed in order to try and make

unlicensed software unusable, in particular pirated (illegal)

copies of software. Other schemes have been proposed such as

in order to achieve low initial software costs but licensing

royalties consistent with the extent of use, in order not to

deter low-usage users from purchasing particular forms of

software, and thus to reduce piracy, whilst still enabling a

vendor to collect higher dues from high-usage users.

The present invention is, particularly, concerned with a

distributed system consisting of various server and client

programs running on various computers which are connected via

a local or wide area network, and an object is to provide

server software licensing which ensures that all software

running in the network has been purchased legally.

According to one aspect of the present invention there is

provided a software licence management method for use with a

computer system including at least one server, the method

being such that before a service can offer functionality to a

user, the said service shall verify that the user has a

licence for said service, and wherein the computer system

further includes a licensing subsystem with which are

associated service tickets corresponding to existing

licences, the method including the steps of the said service

requesting a respective service ticket from the licensing
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subsystem prior to offering functionality to the user, and

the licensing subsystem issuing a said service ticket to the

said service, if one is available, thereby verifying the

licence exists and allowing the said service to offer

functionality.

According to another aspect of the present invention there is

provided a computer system including at least one server and

a software licence management system, the management system

being such that before a service can offer functionality to a

user, the service shall verify that the user has a licence

for said service, the management system including a licencing

subsystem with which are associated service tickets

corresponding to existing licences, and the management system

being such that a said service ticket is issued to a service,

if one is available, upon request by the service, thereby

verifying existence of a licence and allowing the said

service to offer functionality.

Embodiments of the invention will now be described with
reference to the accompanying drawings, in which:

Figure l Illustrates obtaining a session or usage ticket for

an application,

Figure 2 Illustrates obtaining a user ticket for a directory
server,

Figure 3 Illustrates independent licence sharing, and

Figure 4 Illustrates licence sharing with a site licencing

service,

Various terms used in the following will first be defined.

For the purposes of the description the software is

considered to relate to a Groupware Office system which

provides various facilities including mail, for example.
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Definitions

'Server“

"Client'I

"Session"

"Directory Server"

"Mail Server"

"User"

An instance of server software running on

a server computer. Usually only one such

instance runs on any one computer. Each

"server" implements one or more

collections of related functions called

"function sets", examples of which are

directory, mail, library etc. The

“directory function set” includes

functions to access a database that

contains information about the Groupware

Office system.

Any piece of software that connects to

the ”server“ using a “client-server

protocol“ to access the functions offered

by the 'server'. A “client“ may be a

program run by a user on a workstation,

or a part of any other program.

An instance of client-server dialogue

between one "client and one 'server".

Each "session" allows the "client“ to use

the functions of one or more “function

sets“.

A server that implements the directory

function set.

A server that implements the mail

function set. [A server may be a

directory server and a mail server

simultaneously.)

A person (actual or virtual) listed in

the database of a directory server.
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"User profile'

"Server profile'

”Service profile'

“Site profile“

'Site'

"Enterprise”

The information pertaining to one user

stored in a directory database entry,

such as the name of the user, user

authentication information, the list of

servers and function sets the user is

permitted to access, etc.

The name and network address of a server

and the list of services offered by it,

as stored in a directory database entry.

Information stored in a directory

database entry about one service in one

server. If the same type of service is

offered by more than one server, each

instance has its own profile.

Information stored in a directory

database entry about one site.

A set of servers connected to a single

directory server. Bach server belongs to

exactly one site, and each site has

exactly one directory server. Other

servers in the site are optional, usually

unlimited in number, and sometimes called

member servers or application servers.

A set of sites that share their directory

databases. The directory servers in each

site replicate directory information to

other directory servers in the

enterprise. Bach directory server

contains both 'local"and "external“

information. One of the directory

servers, the "enterprise directory

server“ controls the others, which are
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"Subsystems"

"Subsystem id"

“Services"

“site directory servers".

Collections of programs and/or

subroutines that perform a set of

interrelated functions. Some subsystems

implement a function set within a server

program, while others run independently

as stand-alone applications. Many

subsystems are collections of common

subroutines called by other subsystems.

Client programs are also subsystems.

A respective unique number identifying

every type of subsystem. Some systems

use twa ids, a 'real subsystem id" when

dealing with licensing issues and an

nalias subsystem id' when performing a

task on behalf of a virtual entity, such

as "generic gateway no 9".

Not every subsystem software needs to be

purchased individually. Most collections

of subroutines can be used freely by

other subsystems.

Those subsystems that need to be

explicitly purchased.

Service types may include directory

service, mail service, fax gateway, X.400

gateway, enterprise option, library

service, power library option, etc. Each

service is located in one server, either

as a function set of the server program

or a standalone application running in

the same computer. Many services of the

same type can exist in different servers.
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The software licence management system of the present

invention proceeds from the premise that before offering any

usable functionality to the users, services shall verify from

a 'licensing subsystem" that a licence for the service

exists. To achieve that, it is proposed that the licensing

subsystem holds "service tickets" and a service requests a

permission to offer its functions to the user by requesting a

corresponding "service ticket" be provided from the licensing

subsystem. Each service knows that kind of tickets are

needed to fulfil the service's functionality. The licensing

subsystem has to keep track of the available licences and of

the service tickets it has issued. A service ticket may be

considered as partially the equivalent of a password in that

one must be provided before a service can operate.

A “licence“ is a permission to use one or more services

within certain limits. Typically these limits are "license

duration“, which specifies the maximum length of the period

when the licence may be used (the “active” period) and the

“licence size", which specifies the maximum number of users

of the licence. The interpretation of ”number of users“

varies from service to service. It may, for example, mean

the number of users in the local directory that are allowed

to use the service, or the number of concurrent sessions that

are connected to the service. Licence duration and/or size

may also be unlimited.

When a customer purchases a Groupware, for example, software

product which employs the software licence management method
and system of the invention from a supplier, as well as the

media containing the software itself and associated

documentation, there is obtained a single licence to one or

more services. Bach said product has a unique serial number.

The license is supplied in the form of a licence agreement

document on which the licence information is printed. This

licence information consists of the serial number of the

product and an “activation key" for the licence. The licence
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size and duration and the included services are encoded into

the activation key.

The software license management method and system of the

invention is such that the Groupware software may be copied

and installed by the customer without any technical

restrictions, but before any of the services can be used, a

corresponding licence must be installed and activated.

Licence installation consists of entering the license

information (serial number and activation key) into the

server profile of a server in the directory server's

database, ie in the site directory, in the server profile of

the server in question. Licence activation consists of

setting the active period of the installed licence so that

service tickets can be issued. Typically licence

installation and licence activation are performed

simultaneously by the server setup program. The license

information is stored in the site directory, in the server

profile of the server in question.

As will be appreciated, there also exists ”evaluation

licences“ which allow a prospective customer to use a service

for a short trial period before actually purchasing it.

These licences typically have a very short duration and a

relatively small size. The product serial numbers associated

with such evaluation licences are not necessarily unique,

since the licence information may be distributed on CD-ROMS

or via public networks.

As mentioned above, each software product contains just one

licence, although that licence may include a large number of

services, for example, enough to build a complete Groupware

Office site with all of the basic services. Alternatively,

the licence may include just one service. Product with that

kind of licence could be used to expand the capacity or

functionality of an existing Groupware Office System.
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The core of the process of designing a product is, therefore,

determining what services will be included and the size and

duration of the licence. This information is encoded into a

number, the covert code, which may be a 7-digit number, for

example. The building of the covert code is discussed in

more detail hereinafter.

The amount of information that can be encoded into the covert

code is limited by the size of the code. Therefore, there

are some necessary restrictions on what kinds of licences are

possible. The most obvious limitation is that the size and

duration can only take certain discrete values. Also, the

same size and duration will apply to all services covered by

the licence. Another restriction is that only the most

common groups of services can be combined freely into a
multi-service licence. Other services will have to be

licensed individually.

The covert code, which specifies the properties of the

software licence, is thus a part of the product description

in the logistics database. When the product is manufactured

it has the unique serial number, referred to above, assigned

to it. The actuation key for the license is calculated as a

function of the serial number and the covert code using a

secret algorithm. The serial number and activation key may

be printed on a label, which is attached to the licence

agreement document.

When creating a site, a customer must have a licence that

includes a site creation ticket. This licence is installed

for the directory server. The customer may also install

additional licences for the directory server and for other

servers. Bach licence may apply to one or more services.

Some licences are valid only in that server for which they

are installed, whilst other licences may be shared with other

servers at the same site (see later). Shared licences would

usually be installed in the server profile of the directory
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server, although optionally, and with some restrictions,

another server may be designated as the licence server. The

serial number of the first licence installed in a directory

server’s profile can be used to identify the site uniquely.

Thus the directory server is computer number 1. Other

servers in the site will use the same site id but differing
computer numbers for identification.

when a service program is about to execute an action which

requires that a customer possesses a licence for that

service, the service program must first obtain a

corresponding service ticket from the licensing subsystem.

The actions concerned are ones which are potentially

profitable for the customer and may, for example, include

namely:

setting up a new Groupware site;

creating a new user account;

setting up an instance of the mail service;

enabling mail usage for a user and creating a user

mailbox;

starting a session between a mail 01 client and the

mail server;

sending a mail message;

relaying a mail message to an X.400 mail network.

Each kind of action requires a specific kind of service

ticket. To obtain a ticket the service needs to specify the
ticket type and the number of tickets. The service tickets

are only identified by ticket type. There is a licensing

subsystem in each server and it counts the number of
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different tickets in all available licences and keeps track

of how many licences of each type are being used in the
server.

The steps involved in obtaining various licences will now be

described in greater detail. With respect to Figure 1 there

will, firstly, be described the case of an application

service running in a separate server from the directory

server obtaining a session or usage ticket.

Figure 1 illustrates schematically an application server 1,

providing an application service 2 and having a licensing

subsystem 3, with an associated ticket database 4, a

directory server 5 providing a directory service 6 and having

an associated directory 7. The ticket database 4 has stored

therein details of ticket types, the limit, if any, of the

number of such tickets which are available and the number of

used tickets for each type. The ticket types as illustrated

are "App UserII (Application User), ”App Session', "App

Usage". The directory 7 has stored therein, the "Workgroup

profile”, the 'Directory server profile", the Application

server profile. In the example illustrated, the application

server has two associated licenses whose serial numbers (s/n)

are 000000000002 and 000000000003, respectively, whose

activation keys (a/n) are of the form 322222... and

C33333..., respectively, and whose covert codes (c/c) are

2996237 and 2996099, for example, respectively.

When the licensing subsystem 3 on the application server

starts, it fetches the application server’s server profile

from the directory service 6, 7 using the directory API

(Application Programming Interface) (Step 1 in Figure 1).

The licensing subsystem 3 analyses the licences and updates

the limits of each ticket type in the local ticket database

4. The numbers of used tickets are not modified at this

time, the old accumulated values being maintained (step 2).
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When the application service 2 starts, and before any user

logs in, it tells the licensing subsystem 3 to set the number

of used session tickets to zero. This frees any session

tickets that may have been left unreturned at the end of a

session because of a system crash etc. (Step 3). The

application service 2 then requests a service ticket (session

or usage) from the licensing subsystem 3, since without a

ticket it cannot proceed. (Step 4). The licensing subsystem

checks the ticket availability in the local ticket database 4

and updates the used ticket count (step 5), to take into

account the requested ticket, before issuing the ticket to

the application service (step 6), which then proceeds since

it has determined that there exists the appropriate licence.

In the embodiment of Figure 2, the procedure whereby a

directory service obtains a ticket for adding a user to a

directory is illustrated.

A directory server 10 provides a directory service 11 and

includes a licensing subsystem 12 with an associated ticket

database 13, the directory service 11 having an associated

directory 14. The ticket database 13 has stored therein

details of ticket types, the limit, if any, of the number of

such tickets which are available, and the number of used

tickets for each type. The ticket types are illustrated as

”Dir User" (Directory User), "App User', ”App Session“, “App

Usage" and "Ticket Forwd' (Ticket Forwarding). The directory

14 has stored therein the 'Workgroup profile’, the “Directory

server profile“, the "Application Server profile" and the

user profile of two users, User 1 and User 2. The Directory

server has a license serial number (s/n) 000000000001, with

an actuation key (a/) of the form A11111..., and a

corresponding covert code (c/c) 2019247, for example.

When the licensing subsyStem 12 on the directory server 10

starts, it fetches the directory server’s server profile

directly from the directory 14 (step 1). The licensing
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subsystem 12 analyses the licenses and updates the limits of

each ticket type in the ticket database 13. The numbers of

used tickets are not modified at this time, the old

accumulated values being maintained (step 2).

When it is desired to add a new user to the directory, the

directory service 11 requests a user ticket from the

licensing subsystem 12 (step 3). The licensing subsystem 12

checks ticket availability in the local ticket database 13

and updates the used ticket count (step 4) to take into

account the requested ticket. The licensing subsystem 12

issues the requested user ticket to the directory service 11

(step 5). The directory service then adds the new user to

the directory 14, that is it adds its user profile.

To ensure consistency, the directory service 11 may

periodically count the number of users in the directory 14

and tell the licensing subsystem 12 to set the used ticket

count accordingly. I

When a licence is installed, the start time of its active

period will be fixed. By default this is the same as the

installation time, but any time in the past or in the future

may be specified. If the licence has a limited period, the
end time will also be set. The licence will be active

whenever the current time is after the start time and before

the end time.

A customer may wish to deactivate a licence so that it cannot

be used. Thus can be done at any time by altering the end

time of the licence with the server setup program. The end

time may be altered freely, as long as the active period does
not exceed the licence duration.

Once installed,_limited-duration licences are fixed, ie they.

cannot be removed, except by remaining the entire site

directory, or moved to another server, and their start time
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may not be altered. These restrictions, however, do not

apply to unlimited-duration licences. They may be removed,

reinstalled, moved or altered freely. The only restriction

that remains is that a licence may only be installed for one
server at a time.

A further restriction applies to the licence that has been

used to create a site. This licence cannot be removed or

deactivated, except by removing the entire site.

The licensing method described with reference to Figures 1

and 2 applies only to local licences, ie the tickets included

in a license can only be issued in one server, the server

whose server profile contains the licence. Often there is a

need to share a single licence between two or more servers,

so that tickets can be issued in all of them. Most commonly,

the user tickets for an application are needed in the

directory server, and session and usage tickets in the

application servers.

If a licence includes an unlimited number of a certain kind

of service ticket, sharing the licence is not very

complicated. Any server can read the licences in any other

server's profile. If the licensing subsystem in a server can

verify that another server’s licence contains an unlimited

supply of freely shareable tickets, it will deduce that these

tickets may be issued without limit in any server,

independently of other servers. This is independent license

sharing.

Not all licences are necessarily shareable, even if they

contain an unlimited number of tickets. Whether each licence

is shareable or not is a licence-specific property, which is

coded in the covert code together with other licence

properties.

The first implementation of the licensing subsystem capable
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of independent licence sharing will not scan every server

profile for available licences. It will only scan its own

server profile and the directory server's profile.

Therefore, all licenses that are meant to be shared, should

be installed for the directory server.

If the tickets to be shared are limited in number, the

situation is more complicated. For each "pool“ of shareable

tickets, there must be a single process that is responsible

for keeping track of their usage. It has to co-ordinate the

activities of the licensing subsystems in various servers and

make sure that no ticket is issued more than once. To

achieve this a site licensing service can be implemented.

This is an extension to the licensing subsystem that allows

the licensing subsystems of various servers to communicate

using a client-server protocol. The site licensing service,

together with the licensing subsystem in the same server,

control the usage of tickets installed for that server.

Another server’s licensing subsystem may connect to the site

licensing service and ask the latter to obtain a service
ticket on its behalf.

Licenses that are shareable by independent sharing would also

be shareable by the site licensing service, with the addition

that also limited-number tickets could be shared. Some types

of licences will still be unshareable, since shareability is

a licence-specific property. The licensing service could

itself require a licence. A site licensing service could be

expanded to support also client licensing and enterprise-wide

licence sharing.

An example of independent licence sharing will now be

described with reference to Figure 3 in which an application

server 21 provides an application service 22 and includes a

licensing subsystem 23 with an associated ticket database 24.

A directory server 25 provides a directory service 26 and

includes a licensing subsystem 27, with a associated ticket
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database 28, and a directory (not shown but containing

information of the type illustrated in Figures 1 and 2). The

ticket databases 24 and 28 have details of ticket type, limit

and usage as indicated.

The licensing system 27 on the directory server 25 fetches

the server profile from the directory (not shown), analyses

the licences therein, and updates the ticket limits (step 1).

The licensing system 23 on the application server 21 fetches

the application server’s server profile from the directory

(not shown) using the directory API. It also fetches the

directory server’s server profile (step 2).

The Application server's licensing subsystem 23 analyses the

licences in the server's own profile. In this case there are

none, since the example is concerned with licence sharing.

The licensing subsystem 23 then analyses the directory

server’s licences. Because there are unlimited session and

usage tickets in a shareable licence, the local limit is also

set to unlimited. The user ticket limit is set to 0, because

they are limited (10 according to ticket database 28) and

limited tickets cannot be shared with this method (step 3).

The application service 22 then requests an application

session ticket from its licensing subsystem 23 (step 4). The

ticket is granted because there are an unlimited supply of

them. The used ticket count is updated in the local ticket

database 24 (step 5), although it is only needed for

statistics as the number is unlimited. The session ticket is

then issued to the application service 22, which then

proceeds since it has determined that there exists an

appropriate licence.

License sharing in the case of a site licensing service will

now be described with reference to Figure 4, in which an

application server 31 provides an application service 32 and

includes a licensing subsystem 33 with an associated ticket
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database 34. A license server 35 provides a site licensing

service 36 and includes a licensing subsystem 37 with an

associated ticket database 38.

The licensing subsystems 33 and 27 of the servers 31 and 35,

fetch their corresponding server profiles from a directory

(not shown), analyse installed licences and store the ticket

limits in the local databases 34 and 38 (step 1). The

application server 31 need not have any licences.

The application service 32 requests a service ticket, for

example an application session ticket, from the local

licensing subsystem 33 (step 2). The local licensing

subsystem 33 in the application server 31 will first attempt

to issue the ticket locally, but this will fail as there are

no licences installed for the application server 31, as

indicated by the lack of available tickets in the ticket

database 34 (step 3). The licensing subsystem 33 in the

application server 31 will then connect to the site licensing

service 36 using the client-server protocol and request the

ticket remotely (step 4). The site licensing service 36

requests the ticket from the local licensing subsystem 37 and

it also request a ticket-forwarding ticket (step 5). The

licensing subsystem 37 of the license server 35 checks ticket

availability and updates the used ticket counts in the ticket

database 38 (step 6). The tickets are issued to the site

licensing service 36 (step 7) which forwards the application

ticket to the client is licensing subsystem 33 (step 8),

which as a result issues the application ticket to the

application service 32, allowing that to proceed (step 9).

Whenever a licensing subsystem issues a service ticket, or a

ticket is returned such as because it is an unused ticket

(any number can be requested) or because it is a session

ticket, which are required to be returned at the end of a

session, the transaction can, optionally, be logged to a log

file which is separate from other log files in the system.
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The information in this separate log file may be used to

implement a pay-by-usage licensing scheme (delayed billing).

Logging can be enabled or disabled by an administrator. Each

server has its own log file and all kinds of tickets issued

in the server will be logged the same way. Logging

parameters for each kind of ticket could be specified for

certain types of licences, although such a licence could not

be shared by the independent sharing method.

The proposed licensing method allows for introducing new

services while retaining compatibility with old licences.

The licensing subsystems will initially support some types of

licences and service tickets that are not yet connected to

any particular service. New services can be assigned to

these items without making any modifications to existing

administration programs and the licensing subsystem. The

method could be extended further by adding new license/ticket

combinations to the licensing subsystem, although all

existing combinations would need to be kept unchanged. This

would involve updating the licensing subsystem in all servers

where the new services would be used. Older subsystems would

not accept the new kind of licenses not issue tickets for the

new services. The licenses and tickets could be defined

statically, as they are now, although there could be other

possibilities.

As discussed above, the covert code specifies the licence

duration, licence size and included services. An example of

a covert code comprises a 7-digit decimal number, with the

digits numbered from right to left, starting from zero eg in

number 6543210, digit no 0 is "0“, digit no 1 is '1" etc.

Licence duration may be encoded in the last digit ie digit 0,

as follows:
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Digit No 0 Licence Duration

'0' 10 days

'1" 1 month (31 days)

'2' 3 months (92 days)

'3" 6 months (184 days)

'4' 1 year (366 days)

'5' 2 years

"6' 3 years

'7' Unlimited (small size)

'8' Unlimited (medium size)

'9' Unlimited (large size)

Licence size may be coded in the next-to-last digit, digit no

1. However, its interpretation may depend on the licence

duration. Limited duration licences may be one of, for

example, 30 different sizes; duration digits “7“, "8" or "9'

select small, medium or large licence sizes respectively.

Digit No 1 Licence size for each duration type

Limited Unlimited Unlimited Unlimited

Small Medium Large

I'0" 1 1 60 400

'1' 2 2 80 500

'2' 5 5 100 600

'3' 10 10 125 800

'4' 15 15 150 1000

'5' 20 20 175 1200

'6' 30 25 200 1500

'7" 50 30 225 2000

'8" 100 40 250 3000

'9" Unlimited 50 300 Unlimited

The services that are included in a licence may be encoded

into four digits, digits no 2 to no 5, of the covert
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code. These digits are called the service code. The licence

may apply to one kind of service tickets only, to a group of

related service tickets that are used by one service, or to a

group of selected services. The service code can be chosen

to represent a particular name of service, such as "basic

directory service", "basic mail service“, “basic calendar

service“, in any desired manner but it will indicate what

types of tickets are included and how many licence service

tickets are included for each type of service.

The digit no 6, the most significant digit, may be used to

specify a particular product line. In the examples shown in

the drawings the covert codes all commence with the number 2,

indicating they relate to the same product line.

Any number of licences may be installed in the server profile

of any server. The activation key is verified, and the

covert code calculated from the serial number and the

activation key at license installation time. The mapping of

covert code to service ticket is, preferably, not stored in

the directory, rather it is recalculated by a licensing

subsystem every time it starts up. All tickets of the same

type are indistinguishable. The licensing subsystems do not

keep track of individual tickets issued.

Any number of identical tickets may be obtained at once by a

service from the corresponding licensing subsystem, providing

of course that they are available. Tickets can be returned

if they are not used.

The licensing subsystem does not force services to obtain

tickets rather it is the service’s responsibility to offer

services only to legal users and without obtaining a

respective ticket, a service which requires a licence will
not function.

Session tickets are associated with client-server sessions.
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Unless a service wants to allow unlimited usage, it should

obtain a session ticket whenever a session starts.

Determining when each session starts and ends is the

responsibility of the service. Session tickets may not be

applicable to all services. It is important that session

tickets are returned when the sessions end, otherwise they

will be unusable, at least until the licencing subsystem is

resynchronised. This is achieved at server start up, when

there are no sessions in existence, by setting the used

session ticket count to zero.

When a user is given the right to use a service, the

associated user ticket should be obtained first. Because in

a currently preferred embodiment, users are created and user

rights given by the directory service, the licenses that

include user tickets should be installed into the directory

server. The directory service is the only service that

requests user tickets and it is responsible for maintaining

consistency of the used ticket counts. It periodically

counts all users in the directory and their user rights and

sets the number of tickets in use as appropriate.

Some kinds of tickets are "consumable“ e.g. for sending mail

messages, and these will not be returned unless, for example,

the message is cancelled.

Clearly if an originally purchased licence becomes

inadequate, due for example to an increased number of users,

then supplemental licences can be purchased which when
installed will increase the number of available tickets for a

service. Additional functionality can of course also be

purchased subsequently, in order to add new features to a

system, and the appropriate software and licence installed in

an appropriate server.

It is considered that with the above description of the

licence management system and method proposed by the
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invention, a software developer will have difficulty

producing the corresponding code for licence management for a

particular software product written in a particular language,

and hence no further description is considered necessary in

this respect.
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CLAIMS

1. A software licence management method for use with a

computer system including at least one server, the

method being such that before a service can offer

functionality to a user, the said service shall verify

that the user has a licence for said service, and

wherein the computer system further includes a licensing

subsystem with which are associated service tickets

corresponding to existing licences, the method including

the steps of the said service requesting a respective

service ticket from the licensing subsystem prior to

offering functionality to the user, and the licensing

subsystem issuing a said service ticket to the said

service, if one is available, thereby verifying the

licence exists and allowing the said service to offer

functionality.

2. A method as claimed in Claim 1, including the step of

installing licence information comprising a licence

serial number and a licence activation key into the

computer system, the activation key containing encoded

details of the licensed services, and wherein the

computer system calculates, from the serial number and

the activation key, information including the types of

service tickets associated with a particular licence,

the numbers of service tickets, and the duration of the

licence.

3. A method as claimed in Claim 2 wherein the licensing

subsystem maintains a log of the numbers of the maximum
available and issued service tickets.

4. A method as claimed in Claim 2 or Claim 3, wherein a

covert code is calculated by the computer system from

the serial number and activation key and wherein mapping

of the covert code to service tickets is calculated by
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the licencing subsystem each time it is started.

A method as claimed in any one of the preceding claims

wherein the computer system comprises a plurality of

computers connected in a network and wherein a said

server comprises a directory server, providing a

directory service and including a respective licencing

subsystem, together with a directory database and a

ticket database, wherein stored in the directory

database are directory server profile details, licence

details and user profile details, and wherein the ticket

database includes details of service tickets available

in accordance with the respective licence details and

issued, and wherein adding a user to the computer system

includes the steps of starting the directory server

licensing subsystem, the directory server licensing

subsystem fetching the directory server profile with

licence details from the directory database and updating

the ticket database, the requesting of a user service

ticket by the directory service from the licensing

subsystem, the checking of ticket availability in the

ticket database by the licensing subsystem, the issuing

of a ticket by the licensing subsystem to the directory

service, and the adding to the directory database of the

new user’s profile by the directory service.

A method as claimed in any one of Claims 1 to 4 wherein

the computer system comprises a plurality of computers

connected in a network, wherein a said server comprises

an application server providing an application service

and including a respective licensing subsystem with a

respective ticket database, and another said server

comprises a directory server providing a directory

service and with a respective directory database,

wherein stored in the directory database are directory

server profile details, application server profile

details and licence details, and wherein the ticket
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database includes details of service tickets available

in accordance with the licence details and issued, and

wherein obtaining a use ticket for the application

service includes the steps of starting the application

server licensing subsystem, the subsystem fetching the

application server profile and licence details from the

directory database and updating the ticket database

accordingly, starting the application service without

providing funtionality, the requesting by the

application service of a user service ticket from the

licensing subsystem, the checking of ticket availability

in the ticket database by the licensing subsystem, and

the issuing of a service ticket to the application

service by the licensing subsystem, the application

service then providing its functionality to a user.

A method as claimed in any one of Claims 1 to 4 and for

independent licence sharing, wherein the computer system

comprises a plurality of computers connected in a

network, wherein a said server comprises an application

server providing an application service and including a

respective licensing subsystem with a respective ticket

database, and another said server comprises a directory

server providing a directory service and including a

respective licensing subsystem with a respective ticket

base and with a respective directory database, wherein

stored in the directory database are directory server

profile details, application server profile details and

shareable licence details, the number of service tickets

being unlimited, wherein the directory server ticket

database includes details of service tickets available

in accordance with the shareable licence details and

isaued, and wherein the application server ticket

database includes details of service tickets issued, and

wherein obtaining a service ticket for the application

service includes the steps of the directory server

licensing system fetching the server profile from the
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directory database, analysing the shareable licence

details and updating the corresponding ticket types and

ticket limits in the directory server ticket database,

the application server licensing subsystem fetching the

application server and the directory server profiles and

shareable licence details from the directory database

and analysing them and updating the corresponding ticket

types in the application server ticket database,

starting the application service without providing

functionality, the requesting by the application service

of a service ticket from the application server

licensing system, the granting of a service ticket, and

the issuing of the service ticket to the application

service by the application server licensing system, the

application service then providing its functionality to
a user.

A method as claimed in any one of Claims 1 to 4 and for

licence sharing with site licensing, wherein the

computer system comprises a plurality of computers

connected in a network, wherein a said server comprises

an application server providing an application service

and including a respective licensing subsystem with a

respective ticket database, another said server

comprises a site licensing server providing a site

licensing service and including a respective licensing

subsystem with a respective ticket database, and a

further said server comprises a directory server

providing a directory service and having a directory

database, wherein stored in the directory database are

directory server profile details, site licensing server

profile details, application server profile details and

licence details, wherein the site licensing subsystem
ticket database includes details of service tickets

available in accordance with the licence details and

issued, and wherein obtaining a service ticket for the

application service when the application server has no
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respective licence includes the steps of the licensing

subsystems fetching their corresponding server profiles

from the directory database, analysing the installed

licence details and the site licensing server updating

the respective ticket database, starting the application

service without providing functionality, the requesting

by the application service of a service ticket from the

site licensing service, the requesting of a service

ticket and a ticket-forwarding ticket by the site

licensing service from its licensing subsystem, the

checking of ticket availability and the issuing of the

service and ticket-forwarding tickets to the site

licensing service, the forwarding of the service ticket

to the application server licensing subsystem, and the

issuing of the service ticket to the application

service, the application service then providing its

functionality to a user.

A computer system including at least one server and a

software licence management system, the management

system being such that before a service can offer

functionality to a user, the service shall verify that

the user has a licence for said service, the management

system including a licencing subsystem with which are

associated service tickets corresponding to existing

licences, and the management system being such that a

said service ticket is issued to a service, if one is

available, upon request by the service, thereby

verifying existence of a licence and allowing the said

service to offer functionality.

A computer system as claimed in Claim 9, wherein the

management system includes means for calculating from an

input licence serial number and input licence activation

key, information including the types of service tickets

associated with a particular licence, the numbers of

service tickets and the duration of the licence, said
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information being encoded in the activation key.

11. A computer system as claimed in Claim 10, and including

a log in which are stored the numbers of the maximum

available and issued service tickets.

12. A computer system as claimed in Claim 9 or Claim 10, and

wherein the calculating means include.means for

calculating a covert code from the serial number and

activation key, and the licensing subsystem including

means for mapping the covert code into service tickets

each time the licensing subsystem is started.

13. A computer system as claimed in any one of Claims 9 to

12 and comprising a plurality of computers connected in

a network, wherein a said server comprises a directory

server, providing a directory service and including a

respective licensing subsystem, together with a

directory database and a ticket database, wherein stored

in the directory database are directory server profile

details, licence details and user profile details, and

wherein the ticket database includes details of service

tickets available in accordance with respective licence
details and issued.

14. A computer system as claimed in any one of Claims 9 to

12 and comprising-a plurality of computers connected in

a network, wherein a said server comprises an

application server providing an application service and

including a respective licensing subsystem with a

respective ticket database, and another server comprises

a directory server providing a directory service with a

respective directory database, wherein stored in the

directory database are directory server profile details,

application server profile details and licence details,

and wherein the ticket database includes details of

service tickets available in accordance with the licence
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details and issued.

15. A computer system as claimed in Claim 14 and for

independent licence sharing, wherein the directory

server includes a respective directory licensing

subsystem and a respective ticket database, shareable

licence details, for which the number of service tickets

available is unlimited, being stored in the directory

database, the directory ticket database including

details of service tickets available in accordance with

the shareable licence details and issued, and the

application server ticket database including details of
service tickets issued.

16. A computer system as claimed in Claim 14 and for licence

sharing with site licensing, and including another said

server comprising a site licensing server providing a

site licensing service and including a respective

licensing subsystem with a respective ticket database,

the directory database also including site licensing

server profile details, and wherein the site licensing

ticket database includes details of service tickets

available in accordance with the licence detailed and

issued.

17. A software licence management method substantially as

herein described with reference to an as illustrated in

Figure 1, Figure 2, Figure 3, or Figure 4, of the

accompanying drawings.

18. A computer system including at least one server and a

software licence management system substantially as

herein described with reference to and as illustrated in

Figure 1, or Figure 2, or Figure 3, or Figure 4 of the

accompanying drawings.
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A cable television system provides conditional access to services. The cable television system

includes a headend from which service "instances", or programs, are broadcast and a plurality of set
top units for receiving the instances and selectively decrypting the instances for display to system
subscribers. The service instances are encrypted using public and/or private keys provided by

service providers or central authorization agents. Keys used by the set tops for selective decryption

may also be public or private in nature, and such keys may be reassigned at different times to

provide a cable television system in which piracy concerns are minimized
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Claim: _

1. Verfahren der Entschlusselung einer Diensteeinheit (325), die mit einem gegebenen

Kurzzeitschlussel (319) verschlusselt wurde, wobei das Verfahren in einem Empfanger (333)

ausgefuhrt wird, der ein Offentlich/Privat—Schlusselpaar besitzt, und das Verfahren dutch die

folgenden Schritte gekennzeichnet ist:

0 im Empfanger eine erste Nachricht (315) zu empfangen, deren Inhalt einen ersten

Langzeitschlussel (3 09) einschliesst und unter Verwendung des offenflichen Schlussels

(312) fiir den Empfanger (33 3) verschlusselt wurde;

o den privaten Schlussel (337) zur Entschlusselung des Inhalts zu verwenden;

o den ersten Schlussel (309) zu speichem;

0 im Empfanger (333) zusammen mit der verschlusselten Diensteeinheit (329) eine

zweite Nachricht (3 23) zu empfangen, wobei die zweite Nachricht (323) einen

Indikator fur einen zweiten Kurzzeitschlussel (319) einschliesst;

o den Indikator und den ersten Schlussel (309) zu benutzen, um den zweiten Schlussel zu

erhalten; worin der zweite Schlussel dem gegebenen Schlussel (319), mit dem der

Dienst verschlusselt wurde, gleichwertig ist, und

0 den zweiten Schlussel zur Entschlusselung der empfangenen Diensteeinheit zu
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verwenden.

1. A method of decrypting an instance of a service (325) that has been encrypted with a given

short-term key (319), the method being carried out in a receiver (333) that has a public key-

private key pair and the method being characterised by the following steps:
0 receiving a first message (315) in the receiver whose contents include a first long-term

key (309), the contents having been encrypted using the public key (312) for the

receiver (333);

using the private key (337) to decrypt the contents;

storing the first key (309);

receiving a second message (323) in the receiver (333) together with the encrypted
instance of the service (329), the second message (323) including an indicator for a

second short-term key (319); ’

0 using the indicator an the first key (309) to obtain the second key; wherein the second

key is equivalent to the given key (319) that encrypted the service, and

0 using the second key to decrypt the received instance of the service.

000

1. Procede de decryptage d'une instance d'un service (326) qui etait cryptee avec une cle a court

terme donnee (319), 1e procede etant execute dans un recepteur (333) qui comporte une paire

de cle publique-cle privee et le procede etant caracterise par les etapes suivantes:
o recevoir un premier message (315) dans le recepteur dont 1e contenu comprend une

premiere cle a long terme (309), 1e contenu ayant ete crypte en utilisant la cle publique
(312) pour le recepteur (333), '

utiliser la cle privee (337) pour decrypter le contenu,
memoriser la premiere cle (309),

recevoir un second message (323) dans le recepteur (333) en meme temps que

l'instance cryptee du service (329), 1e second message (323) comprenant un indicateur

pour une seconde cle a court terme (319),
utiliser l'indicateur et la premiere cle (309) pour obtenir 1a seconde cle, dans lequel

1a seconde cle est equivalente a la cle donnee (319) qui a crypte le service, et

utiliser la seconde cle pour decrypter l'instance recue du service.

000

00
0
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(R,I,M,J'P,20060] 01,2005] 220,C,L) H04L-9/08(R,I,M,JP,20060101,2005] 220,A,L) H04L-9/08
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Original Abstract:

A cable television system provides conditional access to services. The cable television system

includes a headend from which service "instances", or programs, are broadcast and a plurality of set
top units for receiving the instances and selectively decrypting the instances for display to system

subscribers. The service instances are encrypted using public and/or private keys provided by
service providers or central authorization agents. Keys used by the set tops for selective decryption
may also be public or private in nature, and such keys may be reassigned at different times to

provide a cable television system in which piracy concerns are minimized.

Un reseau de television par cable assure un acces oonditionnel a des services. Le reseau de

television par cable comprend une tete de reseau a partir de laquelle on diffuse les "instances" de

service on programmes. Ce reseau comprend aussi une pluralite d'unites decodeurs concues pour
recevoir les instances et dechiffrer selectivement les instances qui vont s'afiicher pour les abonnes

du reseau. Les instances de service sont chifirees par des cles publiques et/ou privees fournies par
des fournisseurs de service ou des agents d'autorisation centrauxLes cles utilisees par les decodeurs

permettant un dechiffrement selectif peuvent aussi etre publiques ou pn'vees et de telles cles

peuvent etIe reafiectees a differents moments pour assurer un reseau de television par cable dans

lequel les risques de piratage sont minimises.
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Description

[0001] The present invemion relates to an interactive

gaming and digital audiovisual transmission system. in
particular a gaming and digital television transmission
system. ' ‘
[0002] Broadcast transmission of digital data is well-
known in the field of pay TV systems, where scrambled

audiovisual information is sent. usually by a satellite or
satellite/cable link. to a number of subscribers, each

possessing a decoder capable of descrambling the
transmitted program for subsequent viewing. Terrestrial
digital broadcast systems are also known. Recent sys-
tems have also used the broadcast Iinkto transmit other

data, in addition to or as well as audiovisual data. such

as computer programs or interactive applications to the
decoder or to a connected PC.

[0003] The increasing sophistication of such technol-
ogy. in particular in relation to the receiver/decoder
devices used in the systems, has led to an increase in

the possible services that may be provided thereby. In
particular. a number of systems have been proposed
using iMeractive technology to enable a viewer to, for

. example, participate in a quiz show, or to select further
information regarding a product curremly being dis-
played on a shopping channel. ‘
[0004] In the case of gaming applications. a number
of largely theoretical systems have been proposed to
enable a viewer to gamble a sum of money on the out-
come of a sporting event or casino-type game broad-
cast over a television network In most of these

systems. a viewer is usually obliged to open an initial
‘ account with the controlling gaming authority by phon-

ing or mailing a money transfer to the gaming authority
before any gambling can be carried out. The disadvan-
tages of this sort of procedure will be apparent.
[0005]. Alternative systems are also known. in which
the viewer buys credits to be gambled in the form of an
electronic purse. i.e. a smart card or the like, the credits

in the purse being available for subsequent gaming
operations. The card is inserted in the decoder and the

credits used thereafter in the subsequent gaming oper-
ations. When the contents of the purse are exhausted.
the viewer buys a new card or re-charges the card at a
suitable sales point. This system again implies a certain
infra-structure to be put in place to enable a user to

obtain the necessary credits to be gambled.
[0006] The present invention seeks to overcome some
or all of the disadvantages of these prior art systems.
[0007] According to the presem invention, there is pro-
vided an interactive gaming and audiovisual transmis-
sion system comprising a central gaming computer
means for processing gaming data. a decoder adapted
to receive gaming data from the central gaming compu-
ter together with transmitted audiovisual data, the

decoder further including a card reading device for inter-
acting with a user's bank card in order to credit a gam-
ing account held by the central gaming computer means
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in response to a transfer of credit from the user's bank
account.

[0008] In this way, the present invention enables a
user to simply and quickly open and credit a gaming
account from the comfort of his home. avoiding the
more elaborate payment methods of the known sys-
tems. , .

[0009] The type of bank card used in this transaction
may be of the debit or credit type. The card reading
device may in particular comprise a smart card reader

adapted to'interact with a bank card in the form of a
smart card.

[0010] Advantageously. the decoder is further
equipped with a second card reading device. For exam-
ple. in the case where the decoder forms part of a tele-
vision subscription service. the subscriber may be
provided with a subscription card in the form of a smart
card or the like. The provision of two card reader
devices in the decoder permits the decoder to carry out
credit transactions on a bank card inserted in one

reader whilst the subscription card is held in the second
reader.-

[0011] In one realisation. the decoder may be adapted
to obtain transfer of credit infermation in the form of an

electronic certificate generated by the bank card in
response to transaction data submitted by the decoder.
This transaction information may include, for example.
the details of the bank account of the gaming authority
to be credited in the operation, the sum of money to be
transferred etc. .

[0012] Typically. data is eMered by the user into the
decoder using a handheld remote control. In the case

where a credit transaction is to be carried out. it may be
necessary to enter the bank card PIN number using the
remote control. In one embodiment. the decoder is pro-
vided with a handheld remote control. some or all of the

data sent to the decoder being encrypted by the hand-
held remote control and subsequently decrypted by the
decoder. In this way. interception by third parties of sen-

sitive data emitted by the remote control may be

avoided. ,
[0013] Preferably. the decoder is adapted to transmit
transfer of credit information from the decoder to a bank

server via a network communication link. for example,
using an modem iMegrated in the decoder.

[0014] The decoder may be adapted to directly com-
munimte transfer of credit information to a bank compu-
ter. However, preferably. the system further comprises
an intermediate communications server, adapted to
receive‘ transfer of credit information communicated
from the decoder and to fonivard this information on to a
bank server.

[0015] The intermediate communications server may
further be adapted to communicate with the central
gaming computer means. for example. to inform the
central communication means of a transfer of credit

instruction being fonlvarded from the intermediate com-
munimtion means to a bank computer. so as to permit
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the gaming computer means to set up an account with-
0ut having to verify the transaction carried out at an
associated bank server.

[001 G] The central gaming computer means may
equally be adapted to receive and transmit credit infor-
mation to or from a bank server via a network communi-

cation Iink This may be necessary. for example. in the
case of a win or in order to verify the transfer of funds
from the bank account of a user to the gaming authori-

ties bank account before opening a gaming account
[0017] Preferably. the decoder is adapted to commu-

nicate gaming information to the central gaming compu-
ter during gaming operation via a network
communication link This may be the same link as used
to communicate transfer of credit information to a bank

computer. for example. using a modem device inte-
grated in the decoder.
[0018] Some or all of the gaming information commu-
nicated from the decoder to the central gaming compu-

ter during gaming operation may be encrypted by the
decoder. For example, the decoder may be adapted to
transmit in encrypted form a code word entered by the
user associated with the gaming account of the user
held by the central gaming computer.
[0019] The decoder may be adapted to directly com-
municate information to the central gaming computer
during gaming operation. However. preferably. the sys-
tem further comprises an intermediate communications
server. adapted to receive information communicated
from the decoder during gaming operation and to for-
ward this information on to the central gaming compu-

ter. This may be the same intermediate server as used
for the transfer of credit information between the
decoder and a bank

[0020] In the case where gaming information is
encrypted by the decoder. the intermediate communica-
tions server may be adapted to simply paes this infor-
mation "as is' to the ceMral gaming computer. However.
in one embodiment. the intermediate communications

server is adapted to decrypt information received from
the decoder and to re—crypt this information for subse-
quent communication to the central gaming computer.
This may be required. for example. in the case where
different encryption algorithms are used by the decoder
and central gaming computer.
[0021] The intermediate communications server may
further be adapted to communicate information to and

from other computer devices. for example. computer
databases holding TV subscriber information. In this
way. the intermediate communications server may

obtain directly information regarding the user of the sys-
tem (name. address etc) to be used in setting up a gam-
ing account. without the user having to re-enter the
same information.

[0022] The communication means used to transmit

gaming data from the central gaming computer to the
decoder may be defined in a number of different ways
and by a number of different communication elements.
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For example. some or all of the gaming data sent from
the gaming computer to the decoder may be transmitted
via a transmitter means used to transmit audiovisual
data to the decoder.

[0023] In addition. or alternatively. some or all of the
gaming data sent from the central gaming computer to
the decoder may be sent via a network communication
link. for example. the same network used to communi-
cate information from the decoder to the central gaming

computer during gaming operation.
[0024] In practice. a mixture of these two communica-
tion paths may prove optimal. the network path being
used for rapid dialogue between the decoder and the
gaming computer during real-time operation and the
transmission path being used for relatively fixed data,
such as screen format display data or the like.
[0025] The present invention also extends to a gaming
system for processing gaming data. comprising:

means for transmitting gaming data to a user's
decoder;

means for receiving data from the user's decoder;
and

means for connection to a bank server holding the
user's bank account in order to transfer credit to or
from the account.

[0026] The gaming system may include a gaming
account held by the gaming system which can be cred-
ited in response to the transfer of credit.
[0027] The gaming system may be adapted to com-
municate with the decoder and the bank server via a

communications server. if so. the gaming system may

be adapted to receive encrypted information from the
communications server.

[0028] The present invention also provides a interac-
tive gaming and audiovisual transmission system com-
prising a gaming system as aforementioned. said user's
decoder. and said bank server.

[0029] As mentioned above the system may be used
to permit gaming in relation to various events. For exam-
ple. the central gaming computer may be adapted to
generate a computer game (computer blackjack or the
like). the computer generated images being transmitted
via the audiovisual link to the decoder.

[0030] However. as will be appreciated. the combina-
tion of gaming and audiovisual systems makes the
present invention particularly adapted to permit gaming
in relation to televised sports. such as horse racing or
the like. In one embodiment. the present invention com-
prises a central gaming computer adapted to provide
gaming data related to a real-time sporting event. the
decoder being adapted to receive both gaming data and
associated audiovisual data of the event.

[0031] In the context of the present application the
term ((audiovisual transmission system» refers to all
transmission systems for transmitting or broadcasting

primarily audiovisual or multimedia digital data. The
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present invention is particularly, but not exclusively.

applicable to a broadcast digital television system.
[0032] In this application the term (( smart card )) is

used to mean any conventional chipbased card device
possessing, for example. microprocessor and/or mem-
ory storage. Also included in this term are chip devices
having alternative physical forms. for example key- _
shaped devices such as are often used in TV decoder
systems.

[0033] In the present application. the term "decoder”
is used to apply to an integrated receiver/decoder for
receiving and decrypting an encrypted transmission.
the receiver and decoder elements of such a system as
considered separately. as well as to a receiver capable
of receiving non-encrypted broadcasts. The term

equally covers decoders including additional functions.
such as web browsers, together with decoder systems
integrated with other devices. for example. integrated
VHS/decoder devices or the like.

Figure 1 shows the overall architecture of a digital

television system. as may be incorporated in the
gaming system of the present invention;

Figure 2 shows the conditional access system of
the television system of Figure 1;

Figure 3 shows the structure of the decoder of Fig-
ures 1 and 2;

Figure 4 shows a gaming system incorporating the
television system of Figures 1 and 2; and

Figure 5 shows a flow diagram of the logical steps
involved in a gaming transaction

Digital Television System

[0034] An overview of a digital television broadcast
and reception system 1000 adaptable to the present
invention is shown in Figure 1. The system includes a
mostly conventional digital television system 2000.
which uses the known MPEG-2 compression system to
transmit compressed digital signals. In more detail. the
MPEG-2 compressor 2002 in a broadcast centre

receives a digital signal stream (typically a stream of
video signals). The compressor 2002 is connected to a
multiplexer and scrambler 2004 by linkage 2006. The

multiplexer 2004 receives a plurality of further input sig-
nals, assembles one or more transport streams and
transmits compressed digital signals to a transmitter
2008 of the broadcast centre via linkage 2010. which
can of course take a wide variety 01 forms including tel-
ecom links.

[0035] The transmitter 2008 transmits electromag-
netic signals via uplink 2012 towards a satellite trans-
ponder 2014, where they are eleclronically processed
and broadcast via notional downlink 2016 to earth
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receiver 2018. conventionally in the form of a dish

owned or rented by the end user. The signals received
by receiver 2018 are transmitted to an integrated
receiver/decoder 2020 owned or rented by the end user
and connected to the end user's television 2022. The

receiver/decoder 2020 decodes the compressed
MPEG-2 signal into a television signal for the television
set 2022.

[0036] A conditional access system 3000 is connected
to the multiplexer 2004 and the receiver/decoder 2020.

and is located partly in the broadcast centre and partly -
in the decoder. It enables the end user to access digital
television broadcasts from one or more broadcast sup-
pliers. A smart card. capable of decrypting messages
relating to commercial offers (that is. on or several tele-
vision programmes sold by the broadcast supplier), can
be inserted into the receiver/decoder 2020. Using the
decoder 2020 and smart card, the end user may pur-
chase events in either a subscription mode or a pay-per-
vi ew-mode.

[0037] An interactive system 4000. also connected to

the multiplexer 2004 and the receiver/decoder 2020 and
' again located partly in the broadcast and partly in the

decoder. enables the end user to interact with rarious

applications via a modemmed back channel 4002. Such

interactive applications may include an interactive shop-
ping service. a quiz application. an interactive pro-
gramme guide etc.
[0038] In point of fact, whilst the interactive system
4000 has been represented as a discrete logical block.
the physical elements of this system. such as the server
or servers used to handle communications between the

receiver/decoder and central servers. may be elements
shared with the conditional access system 3000. This

will become clear in the description of the gaming sys-
tem of Figure 4.

Conditignal Accg Sygem

[0039] Vlfith reference to Figure 2, the conditional
access system 3000 includes a Subscriber Authoriza-
tion System (SAS) 3002. The SAS 3002 is connected to
one or more Subscriber Management Systems (SMS)
3004, one SMS for each broadcast supplier. by a
respective TCP-lP link 3006 (although other types of

linkage could alternatively be used). Alternatively, one
SMS could be shared between two broadcast suppliers.
or one supplier could use two SMSs. and so on.

[0040] First encrypting units in the form of ciphering
units 3008 utilising (( mother )) smart cards 3010 are
connected to the SAS by linkage 3012. Second encrypt-
ing units again in the form of ciphering units 3014 utilis-
ing mother smart cards 3016 are connected to the
multiplexer 2004 by linkage 3018. The receiver/decoder
2020 receives a (i daughter )) smart card 3020. It is

connected directly to the SAS 3002 by Communications
Servers 3022 via the modemmed back channel 4002.

The SAS sends amongst other things subscription
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rights to the daughter smart card on request.

[0041] The smart cards contain the secrets of one or

more commercial operators. The (( mother )) smart

card encrypts different kinds of messages and the
(( daughter )) smart cards decrypt the messages, it
they have the rights to do so.

[0042] The lirst and second ciphering units 3008 and
3014 comprise a rack. an electronic VME card with soft—

ware stored on an EEPROM, up to 20 electronic cards
and one smart card 3010 and 3016 respectively, for

each electronic card, one (card 3016) ior'encrypting the
ECMs and one (card 3010) for encrypting the EMMS.
[0043] Also shown in Figure 2 is a handheld remote
control used by the viewer to control and program iunc-
tions of the receiver/decoder 2020.

Mltil r r

[0044] With reference to Figures 1 and 2. in the broad-
cast centre, the digital video signal is first compressed
(or bit rate reduced). using the MPEG-2 compressor
2002. This compressed signal is then transmitted to the

multiplexer and scrambler 2004 via the linkage 2006 in
order to be multiplexed with other data, such as other
compressed data.

[0045] The scrambler generates a control word CW
used in the scrambling process and included in the
MPEG-2 stream in the multiplexer 2004. The control
word CW is generated internally and enables the end
users integrated receiver/decoder 2020 to descramble

the programme. Access criteria.irxiiesting howtthe pro-
gramme is commercialised. are also added to the

MPEG-2 stream. The programme may be commercial-
ised in either one of a number of (( subscription ))
modes and/or one of a number of (t Pay Per \new ))
(PPV) modes or events.
[0046] In the subscription mode, the end user sub-
scribes to one or more commercial offers. of (( bou-

quets )), thus getting the rights to watch every channel
inside those bouquets. In the pretened embodiment, up
to 960 commercial offers may be selected from a bou-
quet oi channels. In the Pay Per View mode, the end
user is provided with the capability to purchase events
as he wishes. This can be achieved by either pre-book-
ing the event in advance ((( pre-book mode D), or by
purchasing the event as soon as it is broadesst
((( impulse mode H).
[0047] Both the control word CW and the access cri-

teria are used to build an Entitlement Control Message
(ECM); this is a message sent in relation with a scram-
bled program. The message contains a control word

(which allows for the descrambling oi the program) and
the access criteria of the broadcast program. The
access criteria and control word are transmitted to the

second encrypting unit 3014 via the linkage 3018. In

this unit an ECM is generated, encrypted with an exploi-
tation key Cex and transmitted on to the multiplexer and
scrambler 2004.
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Prggramme Transmission

[0048] The multiplexer 2004 receives encrypted
EMMs from the SAS 3002. encrypted ECMs from the

second encrypting unit 3014 and compressed pro-
grammes from the compressor 2002. The multiplexer
2004 scrambles the programmes and communicates
the scrambled programmes. the encrypted EMM (it
present) and the encrypted ECMs to a transmitter 2008
of the broadcast centre via linkage 2010. The transmit-
ter 2008 transmits electromagnetic signals towards the
satellite transponder 2014 via uplink 2012.

Emmmnlefieceptioa

[0049] The satellite transponder 2014 receives and
processes the electromagnetic signals transmitted by
the transmitter 2008 and transmits the signals on to the

‘ earth receiver 2018. conventionally in the form of a dish
owned or rented by the end user, via downlink 2016.
The signals received by receiver 2018 are transmitted to
the integrated receiver/decoder 2020 owned or rented
by the end user and connected to the end user's televi-
sion set 2022. The receiver/decoder 2020 demulti-

plexes the signals to obtain scrambled programmes with
encrypted EMMs and encrypted ECMs.
[0050] It the programme is not scrambled the
receiver/decoder 2020 decompresses the data and
transforms the signal into a video signal for transmission
to television set 2022. -

[0051] It the programme is scrambled. the
receiver/decoder 2020 extracts the conesponding ECM
from the MPEG-2 stream and passes the ECM to
the (( daughter )) srnan card 3020 of the end user.
This slots into a housing in the receiver/decoder 2020.
The daughter smart card 3020 controls whether the end
user has the right to decrypt the ECM and to access the
programme. It not. a negative status is passed to the
receiver/decoder 2020 to indicate that the programme
cannot be descrambled. It the end user does have the

rights. the ECM is decrypted and the control word
extracted. The decoder 2020 can then descramble the

programme using this control word. The MPEG-2

stream is decompressed and translated into a video sig-
nal onward transmission to television set 2022.

W

[0052] A Subscriber Management System (SMS)
3004 includes a database 3024 which manages.
amongst others, all of the end user tiles. commercial
offers (such as tariffs and promotions), subscriptions,
PPV details, and data regarding end user consumption
and authorization. The SMS may be physically remote
from the SAS

[0053] Each SMS 3004 transmits messages to the
SAS 3002 via respective linkage 3006 to enable modifi-

cations to or creations of Entitlement Management Mes-
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sages (EMMs) to be transmitted to end users.

[0054] The SMS 3004 also transmits messages to the
SAS 3002 which imply no modifications or creations of
EMMs but imply only a change in an end user's state
(relating to the authorization granted to the end‘user
when ordering products or to the amount that the end

user will be charged). ' '

Entitlement Management Messages and Entitlemem
QflflflMfiflmfi

[0055] ECMs or Entiflement Control Messages are
encrypted messages embedded in the data stream of a
transmitted program and which contain the control word

necessary for descrambling of part or all of a program.
Authorisation of a given receiver/decoder is controlled
by EMMs or Entitlement Management Messages, trans-
mitted on a less frequent basis and which supply an
authorised receiver/decoder with the exploitation key
necessary to decode the ECM.
[0056] An EMM is a message dedicated to an individ-

ual end user (subscriber). or a group of end users. A
group may contain a given number of end users. This
organisation as a group aims at optimising the band-
width; that is, access to one group can permit the reach-
ing of a great number of end users.
[0057] Various specific types of EMM may be used.
Individual EMMs are dedicated to individual subscrib-

ers. and are typically used in the provision of Pay Per
Wew services. So-called (( Group )) subscription
EMMs are dedicated to groups, of say, 256 individual
users, and are typically used in the administration of
some subscription services. This EMM has a group
identifier and a subscribers’ group bitmap
[0058] For security reasons, the control word CW

embedded in an encrypted ECM changes on average
every 10 seconds or so. in contrast. the exploitation key
Cex used by the receiver to decode the ECM is changed
every month or so by means of an EMM. The exploita—
tion key Cex is encrypted using a personalised key cor-
responding to the identity of the subscriber or group of
subscribers recorded on the smart card. if the sub-

scriber is one of those chosen to receive an updated
exploitation key Cex. the card will decrypt the message
using its personalised key to obtain that month's exploi-
tation key Cex.
[0059] The operation of EMMs and ECMs will be well-
known to one skilled in the art and will not be described

here in any more detail.

Receiver/Decoder Structure

[0060] Referring to Figure 3, the elements of a
receiver/decoder 2020 or set-top box for use in a digital
broadcast system and adapted to be used in the
present invention will now be described. As will be

understood, the elements of this decoder are largely
conventional and their implementation will be within the
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capabilities of one skilledIn the art.

[0061] As shown. the decoder 2020IS equipped with
several interlaces for receiving and transmitting data, in
particular an MPEG tuner and demultiplexer 2040 for
receiving broadcast MPEG transmissions, a serial inter-
face 2041. a parallel interface 2042, and a modem 2028
for sending and receiving data via the telephone net-

work In_ this embodiment, the decoder also includes a
first and second smart card reader 2030 and 2031, the

first reader 2030 for accepting a subscription smart card
containing decryption keys associated with the system
and the second reader 2031 for accepting bank and
other cards. As will be described, the use of a two-slot

decoder. adapted to read bank cards. is an important
aspect in the implementation of the gaming system of
Figure 4.
[0062] The decoder also includes a receiver 2043 for
receiving infra-red control signals from the handset
remote control 2044 and a Peritel output for sending
audiovisual signals to a television 2022 connected to .
the decoder. In certain cases it may be desired that the

infra-red signals transmitted from the handset 2044 to
receiver 2043 are subject to a simple scram-
bling/descrambling process to ensure that no useful
information may be obtained by any third party monitor-
ing the transmission.
[0063]

detail, but may comprise, for example a symmetric algo-
rithmic key known to both handset 2044 and
receiver/decoder 2020. This may be varied from time to
time, for example, by means of a modulating random
number chosen by the receiver/decoder 2020 and dis-
played by the television 2022, the user then program-
ming the handset 2044 with this number to ensure that
the handset scrambles entered data using an encryp-
tion algorithm key equivalent to that used the
receiver/decoder to decrypt the received infra-red sig-
nals.

[0064] Processing of digital signals received via the
interfaces and generation of digital output signals is
handled by a central control unit 2045. The software
architecture of the control unit within the decoder may
correspond to that used in a known decoder and will not
be described here in any detail. it may be based. for

example, on a virtual machine interacting via an inter-
face layer with a lower level operating system imple-
mented in the hardware components of the decoder. In
terms of the hardware architecture, the decoder will be

equipped with a processor, memory elements such as
ROM, RAM, FLASH memory etc. as in known decod-
ers.

[0065] Applications processed by the control unit 2045
may be resident applications stored in the ROM or

FLASH. of the decoder or applications broadcast and
downloaded via the MPEG interface 2 of the decoder.

Applications can include program guide applications,
games, interactive services, teleshopping applications,
as well as initiating applications to enable the decoder

Petitioner Apple Inc. -

Such algOrithms will not be described in any ‘

Ex. 1025, p. 5279

 



Petitioner Apple Inc. - Ex. 1025, p. 5280

11 EP0934765A1 12

to be immediately operational upon start—up and appli-
cations for configuring the decoder. Applications are

stored in memory locations in the decoder and repre
sented as resource files comprising graphic object
description files. unit files. variables block files, instruc-
tion sequence files, application files, data files etc.

[0066] Conventionally. applications downloaded into
the decoder via the broadcast link are divided into mod-

ules, each module corresponding to one or more MPEG
tables. Each MPEG table may be divided into a number
of sections. For data transfer via the serial and parallel

ports. modules are also split imo tables and sections.
the size of the section depending on the channel used.

[0067] In the case of broadcast transmission. modules
are transported in the form of data packets within

respective types of data stream. for example, the video
data stream. the audio data stream. a text data stream.

In accordance with MPEG standards each packet is
preceded by a Packet Identifier (PID) of 13 bits. one PlD
for every packet transported in the MPEG stream. A
programme map table (PMT) contains a list of the difter-
ent streams and defines the content of each stream

according to the respective PID. A PlD may alert the
device to the presence of applications in the data
stream. the PID being identified by the PMT table.

Gaming Sgem Architecture

[0068] Referring now to Figure 4. there will now be
described the elements and functioning of a gaming
system according to an embodiment of the present
invention. The gaming system includes the elements of
the digital television system described and shown in
Figures 1 and 2, which have been assigned the same
reference numerals . Some elements, such as the dig-

ital compressor 2002 shown in Figure 1, have been
omitted in order to focus on those aspects of the system
which are pertinent to the present invention.
[0069] As shown, the gaming system additionally
comprises a source of audiovisual information 4001
regarding the event which will form the subject of betting
etc within the system. In the present case. the event has
been represented as a horse race. and the present sys-
tem is indeed particular adapted to gaming activities
centred around televised live action sponing events.
However. as will be understood, the present system
may equally used to permit gambling in relation to other
events, such as casino-type games. as well as compu-
ter generated games, pre-recorded events etc.
[0070] The system further comprises a central gaming
computer means in the form of a gaming system server
4002. together with associated operating terminal or
terminals 4003. adapted to generate odds, calculate
winnings etc in relation to the gaming event. The gam-
ing server 4002 is adapted to communicate with a
receiver/decoder 2020 via the intermediate communica-
tion server or servers 3022. The connection between

the gaming server 4002 and communication server
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3022 may be implemented by an X25 Transpac link or
via a dedicated line. The network link for the server is

indicated broadly at 4010.

[0071] As described above, the mmmunimtion server
3022 communicates with the receiver/decoder 2020 by
means of a telephone link using the in-built modem of
the receiver/decoder.

[0072] The gaming sewer may be equally adapted to
send information to the receiver/decoder 2020 via a sat-

ellite link. indicated broadly at 401 1, by injection of infor-
mation into the multiplater 2004 for subsequent

integration in the transmitted MPEG stream.
[0073] As will be understood, all communications from
the receiver/decoder 2020 to the gaming server 4002
are via the receiver/decoder modem and communica-

tion server 3022. In the case of communications from

the gaming server 4002 to the receiver/decoder 2020,
the choice of communication channel and communica-

tion means (MPEG satellite transmission or communi-
cation server/modem connection) may depend on the
nature of the information to be transmitted.

[0074] Typically, the'satellite link 4011 will be used to
send data or information that may be updated on a daily

basis or which may be received by any number of
receiver/decoders in the park (odds for tomorrow‘s

races etc). In particular, the satellite link may be used to
“ download the application that needs to be installed in

the receiver/decoder to enable the receiver/decoder to

function in the gaming system.
[0075] In contrast. the modem link 4010 may be pre-
ferred for data that changes on a minute-by-minute
basis or that is specific to a particular user (results of
last race, current state of the account of the user etc).

[0076] In addition to handling gaming activities result-
ing from bets placed via the receiver/decoder 2020. for
example as programmed in using the remote control
2044. the gaming server 4002 may also be adapted to
manage bets to be placed by other input means. for
example as placed by a phone service or as received by
a 'Minitel' type system, as used in France and other
countries. '

[0077] The gaming system server 4002 is additionally
connected to a bank server network 4003 comprising
one or more bank servers 4005. 4006. The bank sewer

network may correspond to an existing network used to
handle electronic payment transactions. The level of
security and encryption in the communications between

each of the elements of the gaming system will be
described in more detail below in relation to the opera-

tion of the system.

EiE :.

[0078] As mentioned in the introduction of the present
application, gaming systems used in interactive televi-
sion systems proposed to date have tended to use rela-
tively laborious methods for settling accounts between
the viewer and the central gaming authority, requiring
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the viewer either to pay by a conventional method

(cheque, telephone credit transfer etc) or to physically
purchase an "electronic purse" in the form of a smart
card or key containing a number of pre-paid credits that
may be gan'bled.

[0079] The present embodiment differs from such sys-
tems in proposing a system architecture that enables a
viewer to pay by means of a credit or debit card inserted

in the decoder and by entering data into the system by
means of the hand-held remote control. As mentioned

above, the provision of a decoder provided with two dis-
tinct card readers 2030. 2031 enables the decoder to

simultaneously hold a subscription card containing the
viewers access rights (eg to the gaming channel) as
well as interacting with a credit/debit card inserted in the
decoder.

[0080] In order to comply with regulations concerning
the use of credit/debit cards in gambling transactions,
two different types of transactions need to be distin-
guished: (i) opening or re-crediting an account man-
aged by the gaming system server and (in gambling the
sums in this account. '

nin nc

[0081] In the present case, the card reader 2031 func-
tions in a similar manner to a standard card reader used

in banking terminals and the like to read and write data
on a smart card presented in the reader. As with all card
readers used in the banking field, communication
between the terminal (in this case the decoder) and
external sewers is prohibited during the time that the
card is being accessed by the terminal. i.e. for the time

that the memory zones on the card are "open".
[0082] In order to open and credit an account with the

gaming system sewer. the following steps are carried
out during a first phase:

a) Using the handheld remote control. and as
guided by the application loaded in the
receiver/decoder, the user selects the option "open
an account“ and enters the sum of money that he
wishes to transfer to this account.

b) After having introduced his credit card into the
card reader slot 2031. the viewer is invited to enter

his personal PIN code. The user has a maximum of

two opportunities to enter the code. after which the
receiver/decoder will refuse to accept any further
entries and the transaction will be abandoned.

Note that in the case of sensitive information

communicated to the receiver/decoder by the hand-
set Gn particular the PIN code) the data entered by
the user on the key pad of the handset may be
scrambled before transmission between the hand-

set and decoder so as to prevent interception of this
information by any third party. See above.
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c) Assuming the code is correct, the smart card
downloads certain information in response to a

request from the receiver/decoder, including details
of the last transactions. to enable the decoder to

verify that the sum of transactions during a certain
period is within, for example. the transaction limit of
the card holder for that period.

d) The receiver/decoder then passes to the smart
card information regarding the current transaction
including the amount of the transaction, the date
and time of the transaction, the details of the bank
account to be credited in the transaction and so on.

(The details of the account to be credited can be
obtained by the decoder prior to the interrogation of
the card from the gaming system server or the inter-
mediate communications system sewer).

e) In the conventional manner, the smart card then
calculates a first numeric certificate using this infor-
mation, which is communicated to the
receiver/decoder. The receiver/decoder writes the

present transaction in the card and a second
numeric certificate is calculated and communicated

to the‘ receiver/decoder. The memory zones of the
smart card are then closed off.

The generation of a pair of numeric certificates

is a specific security measure associated with the
use of a receiver/decoder as transaction terminal.

Once the above steps have been carried out.
the system then moves to a second phase involving
communication between the receiver/decoder

2020, the intermediate communication server 3022
and the bank server 4005.

f) Before transferring any information, the
receiver/decoder 2020 verifies the identity of the
communication server 3022 by means of a pub-
lic/private key system (eg using the RSA algorithm).
In particular. the receiver/decoder generates a ran-
dom number, which is transmitted to the server for

encryption by a private key and returned to the
receiver/decoder, which checks the encrypted
value using the equivalent public key.

A simple handshake signal may also be pro-
vided by the decoder 2020 to identity itself to the
server 3022.

9) Assuming the identity of the communication
server is verified, the receiver/decoder 2020 sends
to the communication server 3022 the details of the

transaction to be carried out, including the first and
second numeric certificate generated by the smart
card.

h) The communication server 3022 then sends the
transaction details to the first bank server 4005.
which verifies the account of the user, and author-
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ises (or not) the transaction and sends an acknowl-
edgement of the transaction to the communication
server. The transfer of money between fire user's
account and that of the central gaming authority will
then be handled within the bank network 4004.

0 Once the communication server 3022 has
received acknowledgement of fire acceptation of
the monetary transfer. a message will be sent to the
receiver/decoder 2020 of the completion of the

transfer and the operation will proceed to the next
phase.

Note that the same steps a) to i) as used in the

first two phases will also be carried out in the event
that the user wishes to increase the credit in an

existing gaming account.
The next phase in the opening of a gaming

account involves communication between fire
receiver/decoder 2020. the communication server

3022 (and the SAS and SMS sewers 3002, 3004)
and the gaming server 4002. The information com-
municated between these servers is largely non-

sensitive and may be communicated in clear. with
the exception of the code word chosen by the user
to obtain access to his gaming account.

j) Using fire information (name. address etc) on the
user held in the SAS and SMS servers 3002. 3004.

the communication server prqrares a request for

opening of an account wifir the gaming system
server 4002. This information has been gathered in

the SMS server during fire original procedure car-
ried out when the user originally subscribed to the
television service. The user is thus spared the
inconvenience of repeating all this information
when subscribing to the gaming service.

Note that in the event that SMS database

reveals, for example. that the subscriber is in debt
wifir the television service, the communication

server may abort the opening of an amount with
the gaming service. This extra verification step may
be carried out earlier, for example. at step 9).

k) In one embodiment, fire communication server
3022 may send the Subscriber information to fire
receiver/decoder 2020 where it is displayed on the
television 2022 for verification by the user. Once
verified. fire information is sent to fire gaming sys-

tem server 4002 where a gambling account is cre-
ated by the server 4002.

I) The account information (account number etc) is
then sent from the gaming server 4002. via fire
communication server 3022. to the
receiver/decoder 2022. The user is then invited to
choose a suitable code word for the account which

will be demanded by the system at every opening of
. a gaming session. As for fire PIN number. fire infra-
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red signal containing this information and sent
between fire remote control and fire decoder may

be scrambled by the remote to avoid interception
and descrambled by decoder.

m) The code word is then encrypted by a public key
of a public/private key pair held in the
receiver/decoder 2020 and sent to fire communica-

tion server 3022. where it is decrypted by fire corre-

sponding private key. In this case, for example. the
same RSA key pair as used for the verification of
fire communication server may be used.

n) The code word is then re-encrypted by the com-
munication server 3022 and sent to fire gaming sys-

tem server 4002 where it is decrypted and assigned
to the user's account. In this case. a symmetric key

algorifirm. such as DES, may be advantageously
used. for example. to permit two-way encrypted
communication between the communication server

3022 and gaming sewer 4002.

in ' h i 'n min

[0083] Once the user has set up and credited a gam-
ing account with fire gaming server 4002. all future gam-
bling transactions will be handled between fire
receiver/decoder 2020 and the gaming system server

4002. At the start of every gaming session. the system
sewer 4002 will demand the user's assigned code
word, which will be communicated between fire
receiver/decoder and fire gaming sewer, via fire com-
munications sewer. as described above.

[0084] For simplicity. and in order to permit a relatively
rapid dialogue. all questions and responses between
fire user and fire gaming system in order to place a bet
and receive fire results are preferably passed via the tel—

ephone/modem link and fire communication sewer
3022. Certain data, such as the format of the screens

displayed by fire receiver/decoder in gaming mode
and/or slowly changing or universal data (details of firat
day's races. the horses taking part etc) may be passed
via the satellite uplink in order to take advantage of fire
bandwidth of this channel.

[0085] Ofirer embodiments. in which data is shared
between the two communication channels in alternative

ways may neverthelees be envisaged. for example.
where all communication from the receiver/decoder to

fire gaming system sewer passes via the modem link,
whilst all communications from the server to fire

receiver/decoder pass via the satellite link
[0086] As mentioned above. fire present system may
be used with a number of interactive gaming applica-

tions. for example. with computer games such as black-
jack. poker or fire like. in which the user places a bet on
fire outcome of a game managed by the gaming sewer.
However. in view of the use of television broadcast tech-

nology. fire system is particularly adapted to permit
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gaming in relation to live action sporting events, such as
televised horse. dog or camel racing.

[0087] Figure 5 is a flow diagram of the steps involved
in the placing of a bet in relation to one or more broad-

cast horse races. In the present case, the bet is to be
placed in respect of the present day's races. i.e. in “real
time", and the odds quoted for the horses may depend
on the time at which the bet is taken. In alternative

embodiments. bets may be placed the day or week
before the race or races in question.
[0088] Firstly. at step 5000. the user enters his code
word and opens a betting session. At steps 5001 and
5002, he chooses the racecourse he is interested in and

one of the races running at that racecourse. respec-
tively. Depending on which race is running, the user
may be offered a number of different standard types of
bet. from a simple bet to more complex bets, including
main and side bets. ~

[0089] As will be appreciated, the bet types offered
may be determined according to the wishes of the gam-
ing authority and may be based on any of the usual
types of bet offered for an event of this type.
[0090] At step 5003. the user chooses the type of bet
he wishes to place. In the case of a simple bet on one
horse. the next step will be step 5004 where the user
chooses the formula of the bet, ie whether the horse will

win or be placed in the first three or four positions. At
step 5005, the user chooses the horse he wishes to bet
on. -

[0091] In the case of a complex bet, the user then
chooses from a combination of win, place or win/place
at step 5007 and from one of a number of types of bet
(single, combined, reduced field, full field) at step 5007.
The user may decide. for example to choose one horse

to win and/or one horse to be placed in the top three or
four. Other combinations may be made presented to
reflect the choice of bet normally available. At step 5008
the user chooses the horses he wishes to bet on.

[0092] At step 5009 the user chooses his stake. i.e.

the sum to be extracted from the money deposited in his
gaming account. At step 5010 confirmation of the stake
to be gambled is demanded. At this time, the system
may also indicate the overall odds for the bet or bets

placed and the sum of money to be won. Assuming that
the user confirms the bet. the bet is registered at step
5011.

[0093] Following the results of the race, the gaming
system server eslculates the winnings or losses for the
user. These will be subtracted or added automatically to
his gaming account. The user may demand at any time
the position of his account.
[0094] In the event that the user eventually wishes to
close the account or to transfer some of his winnings to
his bank account. a message to this end may be sent by
the user from the receiver/decoder 2020 to the gaming
system server 4002 (Figure 4). At that time, the server
4002 will communicate with the bank server 4006 to

organise a credit transfer to the user's bank account.
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Since the identity and bank details of the owner of the
receiver/decoder are already known, the server will only
transfer money from the gaming account of the user to
the bank account originally used in the setting up of the
gaming account. .

[0095] It will be understood that the present invention
has been described above purely by way of example,

and modifications of detail can be made within the
scope of the invention.
[0096] Each feature disclosed in the description. and

(where appropriate) the claims and drawings may be
provided independeme or in any appropriate combina-
tion.

[0097] In the aforementioned prefened embodiments.
certain features of the present invention have been
implemented using computer software. However. it will
of course be clear to the skilled man that any of these
features may be implemented using hardware. Further-
more. it will be readily understood that the functions per-
formed by the hardware. the computer software, and
such like are performed on or using electrical and like
signals.

Claims

1. An interactive gaming and audiovisual transmis-
sion system comprising a central gaming computer
means for processing gaming data, a decoder
adapted to receive gaming data from the central
gaming computer together with transmitted audio-

visual data. the decoder further including a card
reading device for interacting with a user's bank
esrd in order to credit a gaming account held by the
central gaming computer means in response to a
transfer of credit from the user's bank account.

2. An interactive gaming and audiovisual transmis-
sion system as claimed in claim 1. in which the
decoder is equipped with a card reading device in
the form of a smart card reader.

3. An interactive gaming and audiovisual transmis-
sion system as claimed in claim 1 or 2, in which the

decoder is further equipped with a second card
reading device

4. An interactive gaming and audiovisual transmis-
sion system as claimed in any preceding claim in
which the decoder is adapted to obtain transfer of
credit information in the form of an electronic certif-

icate generated by the bank card in response to
transaction data submitted by the decoder.

5. An interactive gaming and audiovisual transmis-
sion system as claimed in any preceding claim in
which the decoder is provided with a handheld
remote control, some or all of the data sent to the

decoder being encrypted by the handheld remote
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control and subsequently decrypted by the
decoder.

6. An interactive gaming and audiovisual transmis-

sion system as claimed in any preceding claim in
which the decoder is adapted to transmit transfer 01
credit information from the dwoder to a bank sewer
via a network communication link

21. A gaming system as claimed in Claim 19 or 20.
adapted to communicate with the decoder and the
bank server via a communications server.

22. A gaming system as claimed in Claim 21,
adapted to receive encrypted information from the
communications server.

23. A gaming system as claimed in any of Claims
19 to 22. adapted to transmit gaming data related to
areal-time sporting event.

24. An interactive gaming and audiovisual transmis-
sion system comprising a gaming system as
claimed in any of Claims 19 to 23. said user's
decoder, and said bank server.
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Description

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

[0001] The present invention relates to an email

acceos control scheme tor controlling transmission and
reception of entails by controlling accesses tor commu-
nications from other users whose identifications on the

communication network are concealed while concealing
an identification of a recipient on the communication
network.

DESCRIPTION OF THE BACKGROUND ART

[0002] In‘ conjunction with the spread of the lnternet.
the SPAM and the harassment using emails are drasti-
cally increasing. The SPAM is a generic name for ermils
or news that are urilaterally sent without any considera-
tion to the recipient‘s time oonsunmtion. eoononical
and mental burdens The SPAM using emails are also
kmwn as use (Unsolicited Bulk Emails) or UCE (Unso-
licited Commercial Ermils).
[W3] The SPAM is sent intiscriminatety regardless
of the recipients age. sex. interests. etc, so that the
SPAM often contains an uninteresting or unpleasant
content for the recipient Moreover, the time cortsurrp-
tion load and the economical toad required for receiving
the SPAM is not so small. For the business user. the

SPAM can cause the lowering of the worldng efficiency
asitbeoomes hardtofind importantmailsthat arebur-
iedan-longtheSPAM.Also.astheSPAMissenttoa
huge number at uses, the SPAM We: the network
resowcesandintheworstcasetheSPAMcanaause

the overloading. As a result. there case be cases where
mails tint are important for the user may be lost. Also,
the SPAM is sent either anonymously or by pretending
someone else so tint there is a need to provide some
human resources to hands complaints.
[0004] On the other hand. the harassment is an act for
keep sending mails with unpleasant contents for the
user continually on the purpose of causing mental
agony or exerting economical and time oorrsunption
burdens to the specific user. Similarly as the SPAM. the
harassment mails are sent by pretending an actual or
virtual third person. so that the identification of the
sender is quite difliwlt Also. there are cases where a
large capacity mail is sent or a large amount of nails are
sent in short period at time so that there is a danger of
causing the system breakdown.

. [0005] ‘ ln order to deal with the SPAM and the harass-
ment. the mail system is required to satisfy the lollowing
requirements.

' Security .
lt is necessary to detect the pretending by the

sender and refuse the delivery trom the pretending

10

15

50

sender.

Strength
ltisnecessarytolimitthennilmadtyinorder

to circumvent the system breakdown due to the
large capacity mail. It is also necessary to Emit the
number of transmissions in order to circumvent the

system breakdown due to the large amount trans-
mission

Cmtpatibility
ttisnecossarynottoremireaoonsiderable

change to the inplememation d the existing mail
system

Handling , .
lt is necessary not to require a considerable

change to the handling of the Mating mail system
The MTA (message Transfer Agent) sudt as

sendmail and qmail detects the forgery ot the eme-
lope inbmation and the header information and
refuses the defwery. The MTA also refuses mail
receivingtrornamaflserverwhichisasourceotthe
SPAMbyréiuringtothesowlledblaoldifisudtas
MAPS BBL TheMTAatsodetedsthetrarsnission

Lsing someone else‘s real emafl addrees and
refuses the defivery by carrying out the sigmture
veriszalionus'ngPGP. SIMIME. 113, etc. Them
also linitsthe message length by partial deletion of
the message text

Oneotthecausesotthe SPAMandtheinraes-
nieraisflterealernaiaddreseandtherealemait

atdress is associated with the flowing problems
User's identity can be gueosed from real email
address:

The real email mess contains an inlormation

tsetuli'tguessingttteitiertt‘rtysotttatittanbersed
in aeledingtheharassmenttamet. For earmle.
theplaceotenploymentcanbeident’rliedtromthe
real domain. Also. the name and the sex can be

guessed lrom the user name.
Real entail cadre-s can be guessed from user's
identity:

The real ennil address has a universal format

ot[usernarne}@[donainname]sothatthereal
ernailaddrees canbeguesediitheuser'sidentity
isknown. withouanexpficitmmwgeotthe real
email addrels itself. For example. it the user's real
name is known. the candidates tor the user name
can be enumerated. Also, it the user's affiliation is
known. the candidates for the domain name can be
enumerated. Even in the wse where the user name

is given by a character string which is totally unre-
lated to the real name. it the naming rule tor the
user name is known, the user name can be

guessed by trial and error nansmissions
Real email address is translerrable: »

The real email ethics: can be transferred from

one person to anotha'. so that mails can be trans-
mitted even it the real email address is not taught by
the holder himself. The transfer at real email
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address through mails indudes the following cases.
By specifying the other's real email address in the
cc:lineotthemafl,thatreal emafladdresscanbe

transterred to all the recipimts specified in the To:
lineotthenail.Also,bytorwardingthemailthat
contains the real email address at the recipient
specified in the T0: line in the message text to a
third person. that real email address can be trans-
tened to the third person.

' Real email address is hard to cancel:
It is ditiicult to meet the real entail address

because it the real email address is cancelled it

becomes impossible to read not only the SPAM and
the harassment mails but also the important mails
as well.

[0006] Cypherpunk remaiters and Mixrnaster remait-
ers which are collectively known as Anonymous remail—
are use a scheme tor delivering nails after encrypting
the real emit address and the real donain ot the

sender. This sd'teme is called the reply blade The
encryptionanddecryptionotthe replyblookusesapub-
tic key and a secret key otthe Anonymous remailer so
that it is difficult to identify the real email address and
the real domain at the sender for any users otha than
the sender.

[0M7] The Anonymous remeilers also nuke it difficult
to transter the real email address because it is difiicult to

identity the real enail address However. the reply block
is harstenable. so that rq)ly mails can be returned to
the sender from users other than the recipient.
[0008] AS-Node and nym.alia.s.net which are collec-
tivelylmownesPseudonymousserversusemailtrens—
mission and temption using a pseudonym account
uniquely corremonding to the real email address ot the
user. The pseudonym account can be arbitrarily created
atthe user side sothatthe user can have apseudonym
account trom which the real email address is hard to

guess In addition, bytheuseotthe reply block it is also
possible to conceal the real email addreS and the real
domainottheusertothePseudonymousserver. By
containing these means. it an be made dfiicutt to iden-
tity the real email address and the real domain 01 the
sender for any users other than the sender. Also. the
pseudonym mount is cancellable so that there is no
need to cancel the real email address

[00091 The Pseudonymous servers also make it diffi-
cult to transfer the real entail address because it is diffi-

cult a: identity the real email address However. the
pseudonym account is transienable so that reply mils
an be returned to the serder trom users other than the

recipient.
[0010] In addition. in order to protect a recipient from
the SPAM and the tarrassment, it is also necessary to
reject a connection request from a sender who are exer-
cising such action For this reason. it is necessary for
the communication system to be capable of uniquely
identifying the identity at the sender.

to
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[0011] lnviewotthesetactorstheconnumfion

systernisrequiredtobecapableotmiquelyidentitying
theidentityottheuserwhileooncealingtherealemail
awrewottheuserflhatiswhileguaranteeingtheano-
nymityottheuser).butinthecorwenfionatconmniu~
tionsystemjthesbeenrfifiiculttomeetbothotthese
requirenentssinmltaneously.

{0012] Inordertcbentitytheidentityottheuserinthe
mailsystem.therealemailaddressotthatuserisnec-
myOntheotherlnmtJheAnonynmrsremailers
deliveramail attereitl’rerencryptingcrdeletingthe real
enail address otthe settler in order to guarantee the
anonymityotthe sender. tn orderto identitythe identity
ottlreserue'under'miscortdifimhisnecessaryto
trace the delivery mine of the nail using the traffic anat-

ysisJ-hueventheAnonynquremailersmaydelaythe
mail delivery or interchange the delivery orders of nails.
Also.‘l'heMorrnastarenuflersdeliverthemailbydivid-
ingitintopluralblodsForttisreasothisdiffiwltto
trace the delivery routebythe trattic analysis. and there-
bretheidenfificafionotfl'leidenfityofthesenderisalso
difimlt

[0013] ‘lhePseudonymousserversalsoutilizethe
Anonymusremeilerstorthenaildeliverysothatitis
Wetoguaranteetheanonynfityotthesenderbutit
isalsoditt'rculttouniquelyidentifymeidentityotthe
sender.

[W14] OntheatherhantheGananDfitalSigna-
Molawallousentryotapwdmyminsteadotareal
mointoerfigealcertifcetetorgenerafingthem
sigrahIetobeusat'nmcationservicesThe
digflalcertifiemeiswfiquetyMedmtheaeraothat
theidentityottheusercenbemiquelyidentifiedevenit
thepsetdonymisenteredfilstherid’rttxranhgthe
psadonymisgfventotheuseradesothatitispoosible
toenterthepsetxtonymtromwhichitisdiffiwlttcguess
therwlname

SUMMARY OF THE INVENTION

[0015] ltistl'leretore an objectot the present invention
to provide an email access control wheme in a commu-
nication network which is capaue of receiving the above
described problems at the real email address which is
one otthecausesotthe SPAM and the harassment.

[0016] It is another object of the present invention to
provide an email access control sdterne in a communi-
cationnetwkwhichiscepableotenablingamiwe
identification ot the identity of the user while concealing
the user identification.

[0017] In order to resolve the problems associated
with the transfer and the cancellation of the real email

address. the present invention employs the email
access control asheme using a personalized access
ticket (PAT). In order to resolve the problem associated
with the transter ot the real email address. the destina-

tion is specified bythe PATwhidtcontainsboththe real
en’ail address ot the sender and a real email address of
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the recipient. Also, in order to resolve the problem asso-
ciated with the cancellation otthe real entail address. a

validity period is set in the PAT by a Trusted Third Party.
Then, the mail delivery from the sender who presented
the PAT with the expired validity period will be refused.
Also. instead 01 cancelling the real emafl address. the

PAT is registered at a secure storage device managed
by a secure communication service.
[0018] In other words. the present invention controls
awesses in units in which the real email address of the

sender and the real email address of the recipient is
paired. For this reason, even when the real email
address is transferred. it is possible to avoid receiving
mails trom users to which the real email address has

beentransterredaslong as the PATis notaoqutred by
these users.

[0019] Also, in the present invention. it is possible to
retuse receiving mails without cancelling the real email
address because the mail delivery from the sender who
presented the PAT with the expired validity period or the
PAT that is registered in a database by the recipient will
be refused.

[0020] Also. in the present invention. the trail receiv-
ing can be resumed without re—acquiring the real email
address because the mail receiving can be resumed by
deleting the PAT from the above described storage
device.

[(1321] Also, in the present invention. the time con-
sumption and economical loads required for the mail
reoeivingordmnloarfingattheusersidecanbe
reduced because the transrrission ot mails are relused
at the sewer side.

[0022] In addition. the present invention ermloys the
enail aocees control scheme using an otlicial identities-
tion (OID) and an anonymous identification (Al D) in
ordertomeke itpossbtetoidemitytheidentityotthe
user wtile guaranteeing the anonymity of the user.
[(1323] Namely. in the present invention. a certificate in
which the personal intomtation is signed by a secret key
of the Trusted Third Party is assigned to each user in
order to uniquely identify each user. This certilicate will
be reterred to as OID. AISO. a certificate which contains

tragments oi the OID intormation is assigned to each
user as a user identifier on a conmunication network in

order to nuke it possrble to identity the identity while
guaranteeing the anonymity of the user. This certificate
will be retened to as AID.

[0024] Also. in the present invention, the OlD is recon-
structed by judging the identity of a plurality at Ale in
order to identify the identity of the user. Also. the AID is
contained in the PAT and the PAT is authenticated at a

secure communication service (505) in order to resolve
the proderrs associated with the transfer and the can-
celtation ot the AID.

[0025] Also. in the present invention. the AID is man-
aged in a directory which is accessible for search by
unspecified many and which outputs the PAT containing
the AID as a destination, in ader to meet the user side
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demandtcxbeingabletolemitaccessestromunspeci-
tiedrranywithoutreveaitngtheownidentity
[0026] Inthiswayjnthepresettinvenfiomtheidenfity
oftheusercanbeooncealedinthemailtransmision

and receptionbecausetheAlDonlycomahstragmems
of the OID. Also. the identity at the user can be cortv
oealedtrornurspecifiedmanyevenwhentheAlDis

registeredatthedredbryservicewhidtisaccecsible'
tromunspecitiednnny.
[(1)27] Also.inthepresentinvention.theidentityolthe
user can be identified probabifistieally by reconstructing
the OlDbyiwgingtheidentityotaplualityofAle. For
this reason. it is pmible to provide a measure against
the SPAM and the harassment witl'ioul revealing the
identity.
[0028] Also.inthepresentinventim.itisp&bleto
admit aocessestrorn unspecified many without reveal-
ingtheidentity.bymanagingtheAlDratherthanthereal
email addressatthedirectoryandwtputting the PAT
containingtheAlDasadestinafionatthedrectcry.
M29] Morespedfiwfly.aoomfingtooneaspectot
thepresentinmlionthereisprwidedamethodot
enailaccescontrolmoimrisingthestepsotzreceiving
apersonalizedeooesstidaetoontainingasender's iden-
tificalim and a redpient‘s itentitmtion in correspond-
ence.whichispresentedbyasenderwhowishesto
sendanemailkiaredpientsoastospedtytheredpi-
erttasanirttendeddestirtatiortottheerrtalatasewre

oomnuricationeervicelorcomectingconmnications
between the sewer and the receiver: and controlrmg
accessesbetweenthesenderandlhermipientbyverio
fyinganaccessrimtofthesenderwithrespedtothe

‘ recbientaccorditgtothepersonaizedaccesstidretat
the seame col-mum service.

[W30] Am inthisaspedottheprewrtirwention. at
the controlling stat the secure communication service
authenticates the personalized access ticket presented
by the sender. and refuses a delivery of the email when
the personalized access tidret presented by the sender
has been altered.

[0031] Also. in this aspect of the present invention. the
personalized accessticket is signed by a secret key ota
secme processing device Mid1 issued the personal-

'izedaccesstidtetandatthecontrollingstepthesecure
comrmnication service authenticates the personalized
access ticket by verifying a signature at the secure
processing Clarice in the personalized access ticket
us'ng a public key at the secure processing device.
[0032] Also. in this aspect of the present invention. at
the receiving step the secure communication service
also receives the sender's identification presented by
the serder along with the personalized access ticket.
amt at the controlling stq: the secure communication
service checks whether the sender’s identification pre-
sented by the seruer is contained in the personalized
access ticket presented by the sender. and refuses a
delivery of the emafl when the senders identification
presented by the sender is not contained in the person-
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alized am ticket presented by the sender.

[0033] Alsqinthisaspedotthepresentinvention,”
personalized access ticket also contains a validity

period indicating a period trir which the personalized
accessticketisvalidandatthecontrollingstepthe
secure cornrmnication service sheds the validity
period contained in the personalized access ticket pre-
sentedbythesenderandretusesadeliveryottheemail
when the personalized access ticket presented by the
sender contains the \alicfity period that has already
been expired.
[0034] Also. in this asped of the assent invention. the
validity period of the personalized access ticket is set by
a trusted third party.
[0035] Also. inthisamectattheu'esentirwentionfihe
methodmnturthercomprisethestep of: issuingthe
personalized am ticket to the sender at a armory
service for managing an identification oi each registrant
and a W iniomiation of each registrant which
hasa lowersecrecythan apersonal information. in a
state whidi is accessible for search by unspecified
many, in responsetosearch oonditionsspecifiedbythe
sender. by using an identification ot a registrant whose
disclosed information mawhcsthe search conditions as

the recipient's identificatim and the sellers identifica-
tionspecitiedbythesenderalongwiththesearchcon-

[0036] Alseindiisaspectotthe nesentirwentiorLthe
method can further comprise the step at: registering in
advance the persomil'ized access ticket containing an
identification of a spwilic user from which a delivery of
emailstoaspecitic registantistoberetusedasthe
senders identification and an identification of the spe-
cific registrant as the recipient's idaitifiiztion. at the
secure comrmmcstion service; wherein the controlling
step the secure cornmmication service retuses a deliv-
ery ot the email from the server when the personalized
access ticket presented by the sender is registered
thaein in advance at the registering step.
[0037] Also, inthisaspectotthepresent invention,the
method can further comprise the step of: deleting the
personalized access ticket registered at the secure
communication service men request train the specific
registrant who registered the personalized access ticket
at the registering step
[0038] Also. in this aspect of the present invention. the
personalized access ticket also contains a transter con-
troltlag indicating whether or not the sender should be
authenticated by the secure communication service.
and at the controlling step. when the transter control flag
contained in the personalized access ticket indicates
that the sender should be authentitated, the sewre
communication service authenticates the sender‘s iden»

tilication prwented by the sender and refuses adelivery
of the errail when an authentication oi the sender's
identification tails.

[0039] Also] in this aspect of the present invention. the
authentiiation of the serfler's identification is realized
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byadiallenge/responseprmebetweenthesender
ardthesealecommnmnservice.

[M40] Alsqintt'iisaspwwthepresentinventithe

transfercontrottlagdthepersonalizedamtidetis
setbyatrustedthirdparty.
[N41] Alsqinthisaspedotthepresentinvmtion the
sender's idaitifmon and the recipient‘s identification
inthepersonafizedawesstidetmnbegivenbyreal
email schemes otthe sender and the recipient

[0042] NSQintt'iisaspedofthepresentinva'itithe
sender's identitiesb‘on and the recipient‘s identification
intl'iepersonalizedaccesstidietwibegivenbyanon-
ymous identilitnfions at the sends and the rw‘pimt,
whereananonyrrii'iusacidificationoteachuserccn~
tairisatleastonetiagmeritotandfidalideritilicafionot
eadiiserbywhicheadiuserismiquelyidentifiableby
acertitlcafionauthority
[N43] Alsqinthisaspedotthepresentinventianhe
amnymousidentifmtimotaduserisaninfwmation
containingtheatlefionetragmentottheotticialiden-
ficafimoteadtusautfiissignaibythecafifimfion
auti‘torityusrgaseo'etkeyotthecertitmtimaimority.
[0044] Alsohttisaspedctthepresentimentithe
officialidentiticafionotefiuserisacheracterstrirm
uriquely assimed to sort user by the certification
authorityandapibiickeyoteadiuserwhicharesigned
byaseaetkeyottheceitificefionauthority
[W45] Alseinttisaspedofthepresentimmntion. the
methodmnturti'ierconwisethestepotpromwish—
callyidentityinganidentityotthesenderbyreconstruct-
iigtheomdatidentificefionotliesemabijgmg
identityotapluaityotanonynuisidermonsotthe
sarderconteinedineplualityotpersonatizedeccees
fidtHSisadbyflieserder.
[M46] Alsainflismpedothepreseflhwerrfiutan
enonyrnousidentifmtionoteachuserthatoontairisat
leaaonetiagmentotanofficialidentiticationofeach
userbywhidieachuserismiquelyidentitiaflebyacer-
titicefioneuthorityandalinkintonnationcteadianmy
mous identification by which eadi anonymous
identificationanbeuniquely identifiedrznbedetined.
endthesendei’s Bentiliceticnandtherecipient‘sidenti—
timtbninthepersonalizedaccesstidietwrbegiven
byaliririntomiationottheanorrymousidentitimtionof
tt'iesenderandalinkintormationottheanmymous
identification of the recipient.
[0047] Alsqinthisaspedotthepresentimnantim, the
rink intorn'ntionotead'ianonymws identiticationisan
identifier uniquelyassignedtneadianonyrnousidentifi-
nation by the certification authority.
[0048] Nsointtiisaspectotthepresentinvention.the
method can further conprise the step of: probabilisti
rallyideritityinganidentityotthesenderbyreconstruct-
ing the official identification ot the sender by judging
identityolapluralityofanonymous identificationsotthe
sender corresponding to the link information contained
inepturelityotpersonaiized accesstidretsusedbythe
sender.
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[0049] Also, in this aspect of the present invention. the
personalized access ticket can contain a single sender's
identification and a single recipient's identification in 1-
tcH correspondence.

[0050] Also. in this aspect of the present invention. the
personalized access ticket can contain a single sender‘s
identification and a plurality oi recipient's identifications
in 1-tc-N correspondence, where Nis an integer greater
than 1

[0051] Also. in this aspect of the present invention.
one identification among the single sender's identifica-
tion and the plurality of recipient's identifications is a
holder identification for identifying a hoider of the per-
sonalized access ticket while other identifications

among the angle sender‘s identification and the plural-
ity of recipient's identifications are menber ider'ltifica-~
tionstoridentifyingmembersatagrwptowhichthe
hoider belongs.
[0052] Also. in this aspect oi the present invention. the
method can further wise the step ct: Bsuing an
identiticationcteach userandanenablerottheidentiti-

mticn at each user indicating a right to change the per-
serialized access ticket containing the identification of
eadiuserasthe holderidentitication.toeachuserata

certification authority, such that prescribed processing
on the personatized access ticket can be carried out at
a secure processing device only by a user who pre-
sented both the holder identificatim contained in the

personalized access ticket and the enabler correspond-
ingtothe hoider identiticationtothesecureprocessing
devices

[0053] Also. in this aspect of the present invention. the
certification authority issues the enabler ot the identiti-
cationoteachusaasan intrrrratimindimtingthatitis
the enabler and the identification of each user itself

which are signed by a secret key of the certification
authority.
[0054] Also. in this aspect of the present invention. the
prescribed processing includes a generation of a new
personalized access ticket. a merging ot a plurality of
personalized access tickets. a splitting of one personal-
ized access ticket into a plurality of personalized awess
tickets, a changing of the holder of the personalized
access ticket. changing of a validity period of the per-
sonalized access ticket. and a changing at a transfer
control flag of the personalized access tidxet.
[0055] Also. in this aspect oi the present invention. a
spec'al identification and a special enabler correspond-
ing to the special identification whidi are known to all
users can be defined smh that the generation of a new
personalized access ticket and the changing at the
holder at the personalized access ticket can be carried

out by the holder of the personalized amass ticket by
using the special identification and the special enabler
without using an 'enatier of a member identification.
[0056] Also. in this aspect ot the present invention. the
special identification is defined to be capable at being
used only as the holder identification of the personal-
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izedaccesstidtet.

[0057] Also.inthisespectoithepresemimention.a
special identification whidi is knowntoall userswnbe
detinedsudithatarad onlyattribinewnbesettothe
personalized access ticket by using the special identiti-

[0058] Alsqinthisaspectofthepresentimenfiomat
theoontrollingstepmhentheaccessrfittofthesender
withrespecttotheredpientisveritiedacoadingtothe
pasmalized aocees tide-t. the secure oomrmnimtion
service takes out the redpient's identification from the
personalized accccstidtetbyusingthe sender‘s identi-
fication presentedbythesender.oonvertsthe mailby
using atakencutrecipient‘s identification intoatermat
that an be interpreted by a mail transfer function for
actually carrying out a mail ddivery processing. and
givesthernallafterconversiontothemailtransterhmc—
tionbyattaching the personalized accessticket.
[0059] According to another asped ot the present
imertflonthereisprovidedamethodotemailaccess
control, conuising the steps of: defining an official
identificationoteachuserbywhicheachuseris
uriquetyiderflfiiaflebyaoetflicafionafltnrflxardan
anonymwsidentificationoteachusercontainingat
Ieastmetragmentottheotticial identification and iden-
tifying each user by the anonymous identification of
eachuserinoonumnicationstoranailsonaoonmni-
cationnetwork

[0060] Also. inthieaspectotthepresentinvenfiorflhe
amnymwsiderflicafionoteMuserismintomntion
ccntainingtheatleastmetragmentottheott‘daliten-
tificationotaachusa'whidtissignedbythecenitication
amhoritytisirtgasecretkeyoftfteoei'timairttiority
[0061] Alsoinmisawectotthepresentirmtionfihe
omcialidei'ttificatimoteachuserisact'aracterstring
uriquelyassignedtoeadtuserbythecertiticafion
whorityandaptflickeyoteadiuserwhicharesigned
byasecretkeyofthecertificatim authority.
[0062] Also.in thisaspectotthe present invention. the
methodcanturtherconwisethestepsotneceivinga

- pasonalized access ticket containing a sender's anony-
mous identification and a redpient's anonymous identi-
fication in correspondence, which is presented by a
senderwho wishestosendan emaiitoarec‘pientsoas
to specify the recipient as an intended destination of the

email. at a secure conununicat'nn service for connect-
ing communications between the sender am the
receiver: and controlling accesses between the sender
and the recipient by verifying an access right oi the
sender with respect to the recipient according to the
personalized accees ticket at the secure wmmunicaficn
service.

[0063] Also. in this aspect of the present invention. the
method can further wrrprises the step of: probabilisti-
mlly identifying an identity of the sender at the secure
comrmnication service by reconstructing the oflicial
identification of the sender white judging identity of a
plurality of anonymous identifications ot the sender con-
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tained in a plurality of personalized access tidrets used
by the sender.

[054] Also. inthisaspectoitheprcsentinvenfionnhe
defining step can also define a link information of each

anonymous identification by which each anonymous
identification can be uniquely identified. and each anon-
ymousidentificationmnalsocomainthelinkinionna-
tion at each anonymous identification.
[0955] Also. in this aspect of the present invention, the
link iniornation at each anonymous identificatimIs an

identifier uniquely assigned to each anonymous identifi-
cation bythe oertitmtion authority.
[0&6] Alsointhisaspectotthepresentinvention, the
method can turthercomrisesthestepsot: receiving a
personalized access ticket containing a link information
of a senders anonymous identification am a link intor-

mation oi a rec'pient‘s anonymous identitimdron in cor-
rcsaordence, which is presented by a sender who
Myrestosmdanenailtoarecipientsoastospedty
therec'pientasan intendeddestiratlonottheemail. at
a secure cornnunication service for connechng commu-
nmfions between the sender and the receiver; and
ccntrollingaccessesbetweentheserfierandtherecip-
ientbyverityingeneccessrightotthesendewifli
respect to the recipient according to the personalized
access ticket at the secure ccmunicction service.
[0N7] Also, inthisaspectoithe ucseritirrventiorLthe
methodmnhrthercorrprisssthestepottprobatilisti-
callyidentitying an identityotthesenderbyreconstruct
ing the official identification otthe sender while nging
identityotaplmalityolanonymous identifimtimsotthe
sender corresponfirg to the link intorn'afion contained
in e pluality of personalized access florets used by the
sender.

[0068] According to another aspect at the present
invention there is provided a communication system
realizing email access control. comprising: a communi—
cation network to which a plurality of user terminals are
connected; and a secure oomrmnication service device

for connecting cornnmnications between the sender and
the receiver on the communication network. by receiv-
ing a personalized access ticket containing a sender's
identification am a recipient's identification in cone-
spondence, which is presented by a sender who wishes
tosendanemailtoarecipientsoesbspecitythe recip-
ient as an intended destination at the email. and control—

ling accesses between the sender and the recipient by
verifyinganecccssrightotthe senderwithrespectto
the recipient according to the personalized access
tidret.

[“9] Also. in this aspect of the present invention. the
secure oonmunimtion service device authenticates the

personalized access ticket presented by the sender.
and refuses a delivery of the email when the personal-
ized access ticket presented by the sender has been
altered.

[0070] Also. in this aspect of the present invention. the

system further comprises: a secure processing device
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brissuingheperstxnlizatamfidretwtfidtis

signedbyasecretleyoflresecrmproccsingdevice;
wherein the sectze comrmrfication service device

auttterrticctesthepersorralizedaccastidetbyventy-
ingasignatweotthesecurepmcessingdevicehme
personalizedeccecstidtetus‘ngaptflickeyotme
secureprocasingdarice.

[0071] Also'mthisaspedottheprcseminventionme
seuueoormwl'mtionservicedevicealsoreceivcsthe

sender‘s idartification presented by the sender along
wimmepersmallzedaccessfidmdiedswhetherme
sewersidentitimlionprcsentedbythesemeriscon-
tained in the personalized accessticlcet presented by
thesender.andrefuscsedeliveryottheen'ailwhenthe
sender's identification presented bythesender is not
contained in mepasmalizedmcefitidcetwesented
bythesender.
[W72] Alsoirtthisaspedotthepresentimentioruhe

persoralizedmficketalsocontainsamktity
periodindiatingaperiodtormiichthepersmafized
accastidetisvalfl andthesecurecormmnimon

servicedevicechedsthetaiidilyperiodcontainedin

thepersonalieedmcesswretpresentedbythesender
andrettsesadefiveryottheelmitwhenthepersmah
izedamfidetpresentedbythesenderoontainsthe
validity period that has alreMybeen expired.
[0073] Also'mthisasoedotthepresentinvmtionme
systemfmthercorrwiseszamlstedmndpartytorset-
mmevalidtyperioddthepersmdizedaccesstidret.
M74] AlsohthisamedotthepresentimentionJhe
syaerncanhntherconprisezadimyservbederice
tor mamging an identification or each registrant and
and a disclosed W of cad-I registrant whidt
hasatowersecrecythanapersonalhtormafim.ina
state which is accessible tor search by unspecified
nany.andissuingthepersonelizedecwcstickettothe
‘sender in remorse to search corxt‘rtions specified by
the sender. by using an identification ot a registrant
whose disclosed information matches the search condi-

tions as the recipient's identiticmon and the sender's

identitmonspecifiedbytl'iesenderaiongwiththesearch conditions.

[(1175] Alsqmttnsaspedotthepresentinvention, the
seams comrrunimtion service device can register in
advance the personalized access ticket containing an
iterrtificationotaspecilicusertromwtfichadeliveryof
enails to a specific registrant is to be retused as the
sender‘s identification and an identiticafion ot the spe-
cilic registrant as the recipient's identification. and
retuseaddiveryofthe entail tromthe senderwhenthe
personalized access ticket presented by the sender is
registered therein in advance.

[0076] Also. inthisaspedofthepresentinventicn.the
sewre communication service device can delete the

personalized access ticket registered therein upon
request item the specific registrant who registered the
personalized access ticket

[0077] Also. in this awed otthe presentinvention. the
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personalized access ticket also contains a transfer con-
trol flag indicating whether or not the sender should be
authenticated by the secure communication service,

and when the transfer control flag contained in the per—
sonalized access ticket indicates that the sender should
be authenticated. the secure comrmnicatim service

device authenticates the sender's identification pre-
sented by the sender and refuses a delivery of the entail
when an authentication of the sender‘s identification
tails

[0078] Also. in this aspect of the present invention. the
authentication oi the setder‘s identification is realized

by a challenge/response procedure between the sender
and the secure commtmication service device.

[N79] Also. in this aspect oi the present lnverrtion. the

system further corrprisa a trusted third party for setting
the transfer control flag of the personalized access
ticket

[0080] Also. in this aspect of the present invention, the
sender's identification and the recipient's identification
inthepersoralizedawesstidetwnbegivenbyreal
email addrecsesotthesenderandtheredpient
[0081] Also.‘in this aspect otthe present invention the
system can further comprise: a certification authority
device tor issuing an anonymous identification of each
userwhich containsat Ieastcnetragmentctanofficial
identification of each user by Which each user is
uniquely identifiable by the certification authority device;
wherein the sender's identification and the recipient's
identification in the personalized access tidet can be
given by anonymous identifications of the sender and
the recipient

[0082] Also. in this aspect ofthe present imenticn. the
anonymous identifmtion of each user is an information
containing the at least one imment of the official iden»
titication of each user mm is signed by the certification
authority device using a secret key of the certification
authority device
[0083] Also. in this aspect of the present invention. the
oftidal identification of each user is a character string
uniquely assigned to each user by the certification
authority device and a public key of each user which are
signed by a secret key of the certification authority
device.

[0084] Also. in this aspect of the present invention. the
secure communication service device can probabilisti-
cally identify an identity of the sender by reconstructing
the official identification of the sender white judging
identity of a plurality of anonymous identificatims of the
sender contained in a plurality of personalized access
tickets used by the sender.
[0085] Also. in this aspect of the present invention. the
system can further comprise: a cerfitbation authority
device tor issuing an anonymous identification of each
user which contains at least one fragment at an official
identification of each user by whidr each user is
uniquely identifiable by the certification authority device
and a link intonnation of each anonymous identification

to
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by which each anonymous identification can be
uniquely identified; wherein the senders idemitieation
and the recipient's identification in the personalized
access ticket can be given by a link intormation ot the
anonymous identification of the sender and a link inter-
nation of the anonymous identification ofthe rec'pierrt
[0086] Also. in thisaspeaotthepreeentinvention, the
link information of each anonymous identification is an
identifier uniquely assigned to each anonymous identiti-
mtion by the cerfitmdion authority device.
[0087] Also. in this aspect of the present invention. the
secure conmunication service device an prcbabflisti-
ally identity an identity at the sender by reconstructing
the official identifirztion ot the sender while judging
Identity of a plurafity of anonymous identifications of the
sender corresimding to the link intormation connined
inapluralitycfpersonatizedaccessticketsmedbythe
sender.

[0088] Also, in this aspect ot the present invention. the
personalizedacceseticketcancontainasingle sender’s
identificationandasingterecipieht‘s identifiemicnin t-
to—1 memorflenoe.
[0089] AlscinthisaspedotthepreserrtinvenfionJhe
personalized eccecefidtetcencontainesinglesenders
identification and a plurality of rec‘pient‘s dentifications
in 1-to-N conewondence. where N is an integer greater
than 1

[0090] Also inthisaspedotthepresentinvention.
one identification among the single sender‘s identifica-
tionandtheplwatityofrecipient'sidentificafionsisa
hdda'identitimtiontaidentifyingahotderoftheper—
serialized mess ticket while other identifications

among the singe sender‘s tdenfiication and the plural
ity of rm'pient‘s itentifiratims are merrber identifia-
tionstoridentifyingmenbersofamtonmichthe
holder belongs.
[0091] Also, in thisawect otthe presentinverrtion. the
system can further ccrmrises: a certification authority
device for issuing to each user an fientification of each
user amt an enabler of the identification of each user

indicating a right to change the personalized accew
ticket containing the identification of each user as the
hdder identification; and a secure processing device at
which prescrbed processing on the personalized
eccesstidtetcanbecanied outontybya userwhopre-
sented both the holder identification contained in the

personalized access ticket and the enabler conespond-
ing to the holder identification to the secure processing
device.

[0092] Also. in this aspect of the present invention. the
certification authority device issues the enabler of the
identification of each user as an information indicating
that it is the enabler and the identification of each user

itself which are signed by a secret key at the certification
authority device.
[0093] Also. in this aspect of the present invention, the
prescribed processing includes a generation of a new
personalized access ticket, 3 merging of a plurality of
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personalized access tid<ets. a sptitting of one personal-
ized accessticket irrtoapluralityot personalized access
tidtets. a changing of the holder at the personalized
access ticket. changing at a validly period at the per-
sonalized access ticket. and a changing of a transfer
control flag of the personalized access tidtst.
[0094] Also. in this aspect of the present invention. a
special identification and a special enabler correspond-
ing to the wedal identifimtion whidi are known to all
users can be defined such [fat the generation of a new
personalized access tidtet and the changing of the
holder of the personalized access tidtet can be carried
out by the holder of the personalized access ticket by
using the special identification and the special enabler
without using an enabler of a menber identification.
[0095] quintttisawectofflrepreserflh‘werrfiomthe
special identification is defined to be capable of being
usedonlyastheholderidentit‘rcefionotthepersonal—
ized accms ticket

[0096] Also. in this aspect of the present invention. a
medalidentiticationwhichislcwntoall userscanbe
definatstmthata readonly attrimtecsnbesettnthe
personalized access ticlcet by using the special identifi-
cation.

[0097] Also, inthisaspectotthepresent invention,

whentheaccessnghtotthesenderwithrespecttothe
recipient is verified according to the personalized
accesticket. the secure comrrumication servicedevice

takes out the recipient’s identification lrom the personal-
izedaocecsfidetbyusingthesender‘sidentifcetim
presentedbytheserdermonvertsthemailbyusinga
taken outrecipient‘s identification intoatormatthatcan

beimerpretedbyarnailtranstertumtorccmally
canying out a mail delivery processing. and gives the
mail after conversion to the mail transfer function by
attaching the personalized acceSs ticket
[0098] According to another aspect ot the present
invention there is provided a comunication system
realizing email access control. corrprising: a certifica-
fion authority device for defining an official identification
of each user by which each user is uniquely identifiabte
by the certification authority device. and an anonymous
identification of each use! which contains at least 'one
fragment of the otficial identifiestion: and a communica-

tionnetworkmwhicheedr userisidentifiedbythe
anonymous identification of each user in communica-
tions tor emails on the communication network

[0099] Also.‘in this aspect of the present invention. the
anonymous identification of each user is an information

containing the at least one fragment of the official iden—
tification of each user which is signed by the certification
authority device using a secret key of the certification
authority device.
[0100] Also. in this aspect of the present invention. the
official identification at each user is a character string
uniquely assigned to each user by the certification
authority device and a public key of each user which are
signed by a secret key of the certi‘tiestion authority
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deride.

[0101] Alsointhisespedofthepresentlnventim. the
systemcenturthercorrprises: asewrecommniestion

servicedevimtmcomectingeormmriafionsbetween
thesenderandthereceivermtheoomrmmmnnet-

workbyrecelvingapersonalizedaccestidtetcorrtain-
ing a server's anonymous identifimfion and a
recbierrt’sanorryrnousiderfimfioninconespomioe.
whidiispresentedbyaserderwhowidiestosendan
emiltoaredfientsoastospecifylherecipientasan
intended destination of the emai. and controlling
accessesbetweenthesenderarfltheredpientbyveri—
tyinganaccessrightotthesendawithrewedtodre
recipient accordingtothepersonalizedaccesstidet
[0102] AlsohthisascedofthepresentinverrtionJhe
secure conmrmiesfion savicedevioe (2n prombflisti-

cellyiderrtifyanidentityotthesenderbyreconstrucfing
the official idartifimtion at the sender while judging
bentityotaplmalityotamnymorsidenfifmtimsotthe
sendercontainedinaplwafityotpersonalizedaccess
ticketsrsedbythesender.
[0103] Alsoitttisapedotthepresenthventhflhe
certititztionatmoritydaricemalsodefinealilkintor-
natimoteadianonymsbenfificaflonbywhichadr
anonymous idemitication an be miquely identified
andeadtanonymwsidentif'mfimcenalsocomainthe
Iinkintormationofeedtanonymusidentification.
[0104] Alsqinthisawedofflrepresentimentioth-ie
tinkhtormationoteadranonymousidenfificetionisan
idenfitiermiquelyassignedtoesurmryrmidentf-
afimbythecertiicatbnauthoritydevice.
[0105] Alsa’mttisasaedotthepresenthvenh‘m, the
systemcanhmha'corruise: aseurreccrmunicafion
servicedevicehcmmectingoonmmirafiorrsbetween
thesenderandthereceiveronthecorrmmicetionnet-

work. by receiving a personalized eccesstioiret contain-
ingalinkinbmrationolasendei’sanmymom
Beatification and a link intomation of a recipient‘s
anonymous identification in corresqaondence. which is
presentedbyaserxlerwhowishestosendanemailto

arecipientsoastospecitytheredpientasaninterued
destination of the email. and controlling accesses
betweentheserderandtherwbientbyverityingan
acceesrightotthesenderwithrespwtotheredpient
accordingtothepersonalizedaccesfidtet.
[0106] AlsointhisaspedotthepresentinventionJhe
secure communication servicedevioe an probabilisti-
celly identifyan identity of the senderbyreconstrucfing
the oflicial identification of the serder while judging
identity otapluralityotlinkintormationsotanonymous
identifications ot the sender contained in a plurality of
personalized access tickets used by the sender.

[0107] According to another aspect of the present
invention there is provided a secure communication
service device tor use in a oomrmmicdon sydem real-
izing emafl access control, comprising: a computer
hardware: and a comma software tor causing the
computer hardware to connect communications
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between the sender and the receiver, by receiving a per-
sonalized access ticket containing a sender's identifica-
tion and a recipient's identifiestion in correspondence.
which is presented by a sender who wishes to send an
email to a recipient so as to specify the recipient as an
intended destination of the entail, and controlling
accesses between the server and the recipient by veri-
tying an access right of the sender with respect to the
recipient according to the personalized access ticket

[0108] Also. in this aspect of the present invention. the
computer software causes the computer hardware to
authenticate the personalized access fidret presented
by the sender, and refuse a delivery of the email when
the personalized access ticket presented by the sender
has been altered.

{0109] Also. inthisaspectofthe present invention. the
personalized accessticketis signed byasecret keyot a
sectze processing die/ice which issued the personal-
izedaccesstidreLardthecomputersoftwareceuses
the computer hardware to authenticate the personalized
access tidtet by verifying a signature of the secure

' processing device in the personalized accees ticket
using a public key of the secure processing device.
[0110] Also. inthisaspectofthe present invention. the
computer software causes the computer hardware to
also receive the sender‘s identi‘iesticn presented by the
sender along with the personalized access ticket. check
whether the sender's identification presented by the
sender is contained in the personalized access ticket
presented by the sender. and refuse a delivery of the
entail when the sender’s identification presented by the
sender is not contained in the personalized access
ticket presented by the sender.
[011 1] Also, in this aspect of the present invention. the
personalized access tidret also curtains a validity
period indicating a period for which the persmalized
awess tidcet is valid, and thecomputer softwarecauses

the computer hardware to check the validity period con-
tained in the personalized access ticket presented by
the sender and refuse a delivery of the entail when the
personalized access ticket presented by the sender
contains the validity period that has already been
eXpired.
[0112] Also. in this aspect cfthe present invention. the

corrputer software can cause the conputer hardware to
register in advance the personalized access ticket con-
taining an identification of a specific user from which a
delivery of emails to a specific registrant is to be refused
as the sender's identification and an identification of the

specific registrant as the recipiem's identification. at the
secure communication service device. and refuse a

delivery of the email from the sender when the person-
alized access ticket presented by the sender is regis.
tered at the secure communication service device In
advance.

[0113] Also, inthis aspect ofthe present invention. the
computer software can cause the conputer hardware to
delete the personalized access ticket registered at the
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secure communication service device upon request
from the specific registrant who registered the personal-
ized access ticket.

[0114] Also, in thisasaectofthepresentinvenfion. the
personalized access tidret also contains a transfer con-

trol flag indicating whether or not the sender should be
authenticated by the secure comrmnimtion service
device. and whenthetransiercontmiflagccnmined in
thepersonaiized accesstidtetintfiatesthetthesender

should be authenticated. the cormuter software causes
the ccrmuter hardware to authenticate the senders
identification presented by the sender and refuse a
deliveryoitheermilwhenanauthenficationotthe
senders identification tails.

[0115] Also. in this aspect of the present invention, the
compute software causes the conurter hardware to
realize the autl'renficatim of the sender's identification

bya challengelreqaonse procedure between theserder
and the secue conumnication service device.

[0116] Also. inthisawedofthepresentinvention. the
sender‘s identification and the recipient's identification
in the persmalized access hotel cm be given by anon-
ymous identiimtiors of the sender and the recipient.
where an anonymous identification 01 each user con-
tainsatleastonefragmentotanoflidaiidentilicafionof
eachuserbywhicheachuseriswiquetyidenfitiabteby
acerti‘iicationamhorityjndtheconurtersoflwareran.
alsomusetheconunerharmraretopnbabiiiaieslly
Hertityanidentityoftheserxlerbyrecorstructing the
otiicial ktentifrcetion of the senderby itdging identity of
a pturaity of antrrymous identifcations of the sender
contained in a ptuatity of personalized access tickets
used by the sender.
[0117] Alsaittt'saspedoflhepresentimenfim, an
amnymous identification 01 each user that contains at
leastonefregmentotandficieiidentificetionoteach
user by which each user is uniquely identifiable by a cer-

tification authorityand a link infom'iation of each anony-
mous identification by which each anonymous
'rlentifimtion an be uniquely identiied tan be defined.
the senders identificafich and the recipient's identifies-
tion in thepersoneflzedaccesstidretcanbegiven bya
iinkinformationottheanmymrsbentiticationofthe
sender and a link information oi the anonyrrnus identiti-
cationoftheredpient. andtheoomputersoftwarecan
also cause the computer hardware to probabiisticelly
identify an identity at the sender by reconstructing the
official identification of the sender by judging identity of
a plurality of anonymous identifications of the sender
corresponrfing to the link information contained in a plu-
rality of personalized acces tickets used by the sender.
[0118] Also, in this aspect of the present invention.
when the access right at the sender with respect to the
recipient is verified according to the personalized
access ticket, the corrputer software causes the com-
puter hardware to take out the recipient‘s identification
from the personalized accees ticket by using the
sender's identitiestion presented by the sender. convert
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the mail by using a taken out rwipient's identificatim
into a term! that can be interpreted by a mail transter
function tor actually carrying out a mail delivery
processing. and give the mail after comersion to the
mail transfer function by attaching the personalized
accessilcket.

[0119] According to another aspect of the present
invention there is provided a secure processing device
for use in a communication system realizing entail
access control, ccmprising: a computer hardware; and
a computer sottware for causing the computer hardware
to receive a request for a personalized access ticket
from a user, and issue a personalized access ticket con-
taining a sender's identitiration and a recipient‘s denti-
timtion in correspondence. which is signed by a secret
key at the secure processing device.
[0120] Awarding to another aspect ot the present
invention there is provided a directory service device for
use in a mmrmnicafion system realizing email access
control. comprising: a computer hardware: and a com-
putersoftwaretorausingthe oonputerhardwareto
manageanidentifimtionoteachregistrantandadrs-
dosedintomtationoteadtreg'strantnmichhasalower
secrecy thanapersonal information. in a state which is
acceesble tor seardi by mspecified many, and issue a
personalized access ticket containing a sender's identi-
fication and e recipients identification in correspond-
encatothesenderinresponsetosearchconditions
specifiedbythesemar.byusingan identifiationota
registrant whose disclosed infonnafion notches the
search corxfitions as the rea'pient‘s identification and
the sender‘s identification specified by the server along
with the search condfions

[0121] Amrding to another aspect ot the presmt
invemion there is provided a certification authority
device for use in e commnication system realizing
en'ailamcontrol, comprising: a computer hardware;
andacomputersottweretorcausingthecormuter
hardware to issue to each user an official identification

at each user by which each tser is uniqudy identifiable
by the certification authority device. and an anonymous
identification of each user which contains at least one

fragment of the offb'al identifI-tion.
[0122] According to another aspect of the present
invention there is provided a certification authority
device for use in a conmmnicafion system realizing
entail access control. comprising: a commterhardmre;
endacompmersoftmretorcausingthecomputer
hardware to issue to each user an identification of each
user and an enabler of the identification of each user

indicating a right to change any personalized access
tidretthatoontainsthe identificationoteachuserasa

holder idemitication. where the persnalized am
tid<et generally contains a sender‘s identification and a
plurality of recipient's identifications in correspondence,
and one of the sender‘s identification and the recipient's
identifications is a holder identification.

[0123] According to another aspect of the present
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invention thereisprow'ded asecure procesing device
tortseinacomnunicafionsystemrealizingemail
access control. comprising: a cormuter hardware; and
aconurtersottwarebrwisingtheconputerhardware
toreoeivetromauserarequefitorprescrhedproces—
ing on e persomfized access ticket containing a
sender's Wmfimwdaplurafityotrecipient‘siten-
tiiicationsincorremondence.mereoneotthesenders
identificationandtherecbient'sidentiticetimsisa
holder identiticefion and execute the prescribed
processingonthepersonalizedaccesstidtetwhen the
userpresentedboththeholderidentificationcomained
inthepersonalizedaccesstidetandanenablercone—
qaondrng tothe holder identification which indicates a
righttodtangethepersonalizedacceesticketoorrtaim
ingthe itemificatimottheuserasthe holder identifica-
tion.

[0124] According to another aspect of the present
irwention there isprwidedacunputer Me medium
having cormuter readable progam code means
enbodedthera'nforcausingawmputertofimctionas
asecurecormmicafionservicedericetauseina

communication sysem realizing email access control.
thecomputerreadableprogramcode means inctudes:
tiratoorrwterreadabtepmgramcodemeansformus-
ingsaidconputertoreceiveaperconalizedaccees
tickacontainingasendei’s'ISertti‘fictttionandaretz'pi~
ent's harm in correspondence, which is pre-
sentedbyasenderwhowishestosendanemailtoa
rechierusoastoqaedytherec‘dentsminterfled
destinationoftheemailmmsecmdcormrterreadabte
programcodemeanstorcatsingsaidcormutertocon-
trdaccesesbetweentheserderandtherecbiemby
verifyiigmmryitdtheserderwimmedto
morec‘pierumconfi'igtothepersonalizedaccess
ticketsoastooonnectcommndcetimsbetueenthe
senderandtl'tereceiveronthewmunimtionnetwork.

[0125] AlsoitthisaspedotmepresentinventionAhe
second comrter readable program code means
catsesoaidcormrtertoauthenticatethepersmafized
accesstidetpresentedbytt‘teseruer.andretusea
delivery of the email when the personalized am
ticketpresattedbythesenderhabeenalterai.
[0126] Alsohtthisaspfiotthepresenth‘imtionJhe
personalizedmessfidtetissignedbyasecretheyota
secure processing dance which issued the personal-
ized accessiidtetandtl’teseoondcmtputerreadable
program code means causessaidcomputerto authen-
ticate the personafized awessticketbyverityingasig-
nature of the secure processing device in the
personalized eccees ticket us'ng a public key of the
seuneprocessingdevice.
[0127] Alsointhisaspeaofthepresentinventim, the
first cormuter readable program code means causes
said computer to also receive the sender's identification
presented by the sender along with the personalized
access ticket. and the second computer readable pro-

gramcodemeanscausessaidcomputertocheck
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whether the sender‘s identification presented by the
sender is contained in the personalized access tidret
presented by the sender and refuse a delivery of the
email when the sender's identification presented by the
sender is not contained in the personafized access
ticket presarted by the sender.

[01 28] Also. in this aspect of the present invention. the
personalized access ticket also contains a validity
period indicating a period for which the personalized
access ticket is valid. and the second computer reada-

ble program code means causes said computer to
check the validity period contained in the personalized
access ticket presented by the sender and refuse a
delivery of the email when the personalized access
ticket presented by the sender contains the validity
period that ins already been expired.
[0129] Also. in this aspect of the present invention. the
second computer readable program code means can

cause said oorrputer to register in advance the person-
alized access ticket containing an identification of a spe-
cific user from which a delivery of entails to_ a specific
registrant is to be refused as the sender's identification
and an identification of the specific registrant as the
redpient‘s identilmon. at the secure communication
service device. and refuse a delivery of the email from
the sender when the personalized access tidret pre-
sented by the sender is registered at the secure com-
munication service device in advance.

[0130] Also. inthisaspectofthepresent invention. the
second computer rewable program code means can
cause said conputer to delete the personalized access
tidret registered at the secure commrmication service
device upon request from the specific registrant who
registered the personalized accecs ticket.
[0131] Also, in this aspect of the present invention. the
personalized access ticket also contains a transter con-
trol flag indcating whether or not the sender should be
authenticated by the secure communication service
device. and when the transfer control flag contained in
the personalized access ticket indicates that the serder
should be authenticated. the second conputer readfie
program code means causes said computer to authen-
ticate the sender’s identification presented by the
sender and refuse a defivery of the email when an
authentication of the sender's identification fails.

[01 32] Also in this aspect of the present invention. the
second computer readable program code means
causes said computer to realize the authentication of
the sender's identification by a challenge/response pro-
cedure between the sender and the secure comrmnica-
tion service device.

[0133] Also, in this aspect of the present invention, the
sender's identification and the recipient's identification
in the personalized access ticket can be given by anon-
ymous identifications at the sender and the recipient,
where an anonymous identification of each user con-
tains at least one fragment of an official identification of
each user by which each user is uniquely identifiable by
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a certification authority. and the second crxrirnrter read-
ableprogramcodemeanscanalsocausesaidcompu-
ter to probabilistically identify an identity of the sender

by remnstructing the official identifitation of the sender
by judging identity of a plurality of anonymous identifica-
tions of the sender contained in a plurdity of personal-

izedawesstidretsusedbythesender.

[0134] Also. intt'ésaspectofthepresentimention, an
anonymous identification of each user that contains at
least one fragment of an official identificafion Of each
user by which each user is uniquely identifiable by a cer-
tification authority and a link information of each anony-
mous identification by which each anonymous
identification can be uniquely identified can be defined.
the sender's identification and the recipient's identifica-
tion in the personatized access tidret can be given by a
link information of the anonymous identification ol the
sender and a link intormation of the anonymous identifi-
cation of the recipient. and the second cormuter reada-
bleprogramcodemeanscanalsocausecaid computer
toprobabilisticallyidentifyan identityofthesenderby
reconstructing the ott’ra'at identiiration of the sender by
judging identity of a plurality of anonymous identifica-
tions of the sender corresponding to the link information
contained in a pluraflty of personalized access tidrets
used by the sender. _
[0135] Afso, inthisaspedoftheprcsentinvention.
when theaccessrightdthesenderwithrewectto the
rechier‘rtisverifiedacoordingtothepersondized
access ticket. the second conurter redwe program
code Mismaahcununertotakeunflteredp
ient's identifiation from the personalized access ticket
byusingthesender‘s idenfifmonpreserdedbythe
sender, corwerttftenrdlbyrsirgahkerrornrewient’s
identification intoaformatll'tatmbeimarpretedbya
rmfl transfer function for actually carrying out a mail
delivery processing, and give the mail after conversion
to the mail transfer function by attaching the personal-
ized access ticket.

[0136] According to another asped of the present
invention there is provided a oormuter usable medium
having conputer tenable program code means
embuiiai therein for causing a corrputer to function as
a secure processing device tor use in a communication
system realizing emart access control. the computer
readable program code means includes: first computer
readable program code means for musing said con’pu-
ter to receive a request for a personalized access ticket
from a user; and second computer readable program
code means for causing said oorrputer to issue the per—
sonalized access ticket containing a senders idemifica-
tion and a redpient‘s identification in conespondence.
which is signed by a secret key of the secure pmhg
device.

[0137] According to another aspect of the present
invention there is provided a computer usable medium

having computer readable program code~ means
embodied therein for causing a oonrputer to function as
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a (firestory service devicer for use in a communication

system realizing email access control. the outputs
readable program code means includes: first computer
readable program code means for causing said compu-
ter to manage an identification of each registrant ard a
disclosw information of each registrant which has a
lower secrecy than a personal inforrmtion. in a state

which is accessible for search by unspecified many. and
second computer readable program code means for
caus‘ng said wonder to issue a personalized access
ticket containing a sender's identification and a recipi-
ent’s identification in correspondence. to the sender in
resporse to search conditions specified by the sender.
by using an identification of a registrant whose dis-
dosed inton'nation notches the search conditions as

the redpient's identification and the sender‘s identifica-

tion specified by the sender along with the search con-
d‘rtions

[0138] According to another aspect ot the present
invention there is provided a computer usable media-n
having computer readable program code means
embodied therein for causing a commter to function as
a cerfiicctionauthaitydevicefor use in acornmunica—
tion system realizing email access control. the computer
readable program code means includes: first corrurter
readableprograrncodemeansforcausingsaidcompu-
terto issueto each user an official identification of each

userby which each usais uniquely identifiablebythe
certification authority device: and second cormuter
readableprogramcodemeanstorcausingsaidoompu—
ter to issueto each user an anonymous identification of
each user which contains at least one fragment of the
official identification.

[01391 Acoordingtoanotheraspectdtheprcse'rt
invention there is provided a comer usable medium
having computer readable program code means
embodied therein for ccusing a computer to function as
a certification authority device for use in a cormnunica-
tion system realizing email accccs control. the camping
rewable program code means includes: first computer
readable program code means for causing said compu-
ter to issue to each user an identification of ead‘r user:
and second oonputer readable progam 'code means
for causing said computer to issue to each user an ena-
bler at the identification of each user indicating a rightto
change any personalized access tidiet that contains the
identification of each user as a holder identification.

where the persnalized access tidtet generally contains
a sender’s identification and a plurality of recipients
identifications in correspondence. and one of the
sender‘s identification and the recipient's identifications

.is a holder dentilicafion.

[0140] According to another aspect of the presmt
invention there is provbed a computer usable medium
having computer readable program code means
embodied therein for causing a computer to function as
a secure procesing device for use in a communication
system realizing email access control. the computer
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readable program code mm includes: first computer
rMable program code means for causing said OOI'l'plr
tertoreceivelromauserarequcsttorprcscribed
processingonapersmafizedaccessfidretcmtaminga
sender's identification and a phrality of recipient's iden-
tifications in correspondence. were one of the sewers
identification and the req'aierrt's identifications is a
holder idenflfication: and second computer readable
programcodemeanstorcmsingsaidconnrtertoexe-
urte the prescribed procecsing on the personafrzed
access ticket when the user presented both the holder
’dentificalion contained in the personalized access
ticket and an errablex conesnrrting tothe holder iden—
tification which imitates a right to change the persoral-
lzed access caret containing the identification of the
user as the nude identification

[0141] Other features and advantages of the present
invention will become apparent from the following
descriptiontaken in conjunction withthe acconpanying
drawings

BRIEF DESCRlPTlON OF THE DRAWINGS

[0142']

fig.1isadiagramshowinganoveraltcontigwation
afaconmmicationsystemamordingtofl'iefnst
anbodimentofthe present invention
fig. 2 isadiagmshowingaxermlarydatastruc-
tures of an ofl'rcial idem. an anonymous
itentif’mtion. and a t-to-t personalized access
ticket morning to the firs enborfiment of the
prosentinvention
fig.3isafbwdtartbranarmynusidenffmtion

generation M at a certiicction authority
wcording to the fast embodiment ot the present

fig.4isaflowd1artforapersonalizedaccessticket
generation processing at an anonymous directory
service according to the first embodiment of the
present invenfion
fig.5isaflowcharttoramailaocecs control
procecsing at a secure commmication service

acoordingtothefirst embodimentolthe present
invention.

Fig Sisaflowchartforananonymwsuenfification
identity judgement processing at a secure commu-
nication service according to the first enbwrrnent
otthe present invention.
fig. 7 is a diagram showing exenplary data struc-
tures of data used in the anonymous identification

identityiudgement processing of Fig. 6.
Fig. 8 is a diagram showing exemplary data struc-
tures of an official identification, an anonymous
identification. and a 1-to-N personafized access
ticket according to the swond embodiment of the
present invention
Fig. 9 is a diagram showing exenplary data struc-
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tures at an anonymous identification and an enao
bier according to the second embodiment oi the
present invention.

Fig. 10 is a diagram showing a definition of a
processing rule (MakePAT) used in the second
embodiment of the present invention.
Fig 11 is a diagram showing a definition of a
processing rule (MergePA‘l) used in the second
embodiment of the present invention.
Fig. 12 is a diagram showing a definition of a
processing rule (SplitPAT) used in the second
embodiment of the present invention.
Fig. 13 is a diagram showing a definition of a
processing rule ('l’ransPAT) used in the second
enbwiment ot the present irwention.
Fig. 14 is a first axerrplary system configuration
that can be used in the second embodiment ot the

present invention.

Fig. 15 is a second exemplary system configuration -
that an be used in the second embodiment ot the

present invention.

Fig 16 is a third exemplary system configuration
that an be used in the second ermodiment ot the
present invention.
Fig. 17 is a fourth eterrptary system configuration
that can be used in the second errbodiment ot the

present invention.
Fig. 18 is a fifth exemplary system configuration
that can be used in the second embodiment ot the

present invention
Fig. 19 is a sixth exemplary system configuration
that can be used in the second errbcdiment ot the

present intention.
Fig 20 is a seventh exenplary system configura—
tion that an be used in the second embodiment of

the present invention. '
Fig. 21 is a flow chart showing an overall procem-
ing flow of MakePAT. MergePAT or TransPAT
pmcessing ecmrding to the second enbodiment oi
the present invention.

Fig. 22 is a flow chart showing an overall proces-
ing flow at SplitPAT processing awarding to the
second embodiment of the present invention.
Fig. 23 is a flow chart for an anonymous identifica-
tion list generation processing (for MakePAT.
MergePAT, SplitPAT and TramPAT) according to the
second embodiment of the present invention.
Fig. 24 is an enabler authenticity verification
processing (tor MakePAT, MergePAT, SpritPAT and
TransPA‘l) according to the second embodiment oi
the present invention.
Fig. 25 is a diagram showing an exemplary data
soucuire ct Null-AID used in the third embodiment

oi the present invention.
Fig. 26 is a diagram sheindng an exemplary data
structure 01 Enabler of Null-AID tsed in the third

embodiment of the present invention.
Fig. 27 is a diagram showing a first exemplary appli—
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cation otthe third embodiment oi the present inven-
tion.

Fig. 28 is adiagram showing a second exemplary
application at the third embodiment ot the present
invention.

Fig.29isadiagramshowinganaienplarydata
structure of God-AID used in the tourth embodi-

ment at the present invention
Fig. 30 isadiagiamshowing afirst exemplaryappli-
cationottheton’thenbodimentotthepresent
invention.

Fig. 31 is a diagram showing a second exemplary
application of the tourth errborfiment oi the present
invention.

Fig.32isaflowcharttoramenberanonymous
identification ched<ing processing according to the
fifth embodiment ot the present invention.
Fig. 33 is a diagam showing an overall configura-
tion at a communication systa'n according to the
shah en'bocfiment ot the present intention.
Fig. 34isadagramshowingarermlarydataaruc-
hires ot an otticial identification. a link intonnatiOn
attached anonymous identificatim. and a link spec-
ifying 1-ttH personalized amass ticket according to
the sixth embodiment of the present invention.
Fig. 35isatlowchartbralinkintonnationattad'ied
anonymous idattifiiation generation processing at
a certification authority accordng to the sixth
embodiment otthe present irwention.
Hgaeisaflmrdtarttoratiiflcspecitying 1-to-1
personalized access ticket generation processing
at an anonymous diremry service acceding to the
sixth embodiment ot the present imention.
Fig. 37isatlowctaittoramailamesswntrol
processing at a secure commutation service
accordingtothesbcttiembodmernotthe present
invention.

Fig. 38 is a flow chart tor an anonymois identifies-
tion identity judgement processing at a secure oom-
nunimtion service according to the sixth

embodiment of the present imention.
Fig. 39isadiagramshowingeinermlarydatastruc-
tures of data used in the anonyms bentiiication
identity judgement procefitg of Fig. 3a
Hg.40isediagramsho~ingerermlarydatastmc-
tures at an otiicial identification, a link intormation
attached anonymots identification. and a link spec-
ifying 1-to-N personalized access ticket according
to the seventh embodiment oi the present inven-
tion.

Fig. 41 is a diagram shovw‘ng exemptary data struc~
tures of a tink information attadied anonymous
identifmtion and an enabler according to the sev-
enth en'bodiment of the present invention.
Fig. 42 is a first exemplary system configuration
that can be used in the seventh embodiment of the

present invention.

Fig. 43 is a second exemplary system configuration

Petitioner Apple Inc. - EX. 1.025, p. 5304



Petitioner Apple Inc. - Ex. 1025, p. 5305

27

that can be used in the seventh embodiment ot the

present invention

Fig. 44 is a third aenplary system configuration
that can be used in the seventh embodiment of the

present invention.
Fig. 45 is a fourth erenplary system configuration
tlntcanbeusedintheseventhembodimenlolthe

present invention.
Fig. 46 is a fifth exemplary system configuration
thatcanbeusedinlheseventh embodimemotthe

present invention.
Fig. 47 is a sixth exenplary system configuration
ital can be used in the seventh embodiment of the

present invention.
Fig. 48 is a seventh exemplary system configura-
tionthatmnbeusedintheseventhenbodimentot

the present invention.

Fig. 49 is allow dart tor a link specifying anony-
mous identification lid generation processing (tor
MakePKl’. MergePAT. SplitPAr and TransP/(l')
according to the seventh errbodrment of the
present invenfion.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0143] Fletening now to Fig. 1 to Fig. 7. the first
enbodimentotthe emaiiawcsscontrol scheme

according to the present invention witl be deco-tow in
detaiL

[0144] The enafl access control scheme of the
present invention enables bidirecdonal comrmnimtions
betweenasenderandarecipientappwpriatelwafle
maintaining anonymityotasenderandaredpientona
commmimtion network Basically. this is realized by
disctosing only information indicative of characteristics
of recipients in a state of concealing true identifiers of
the recipients. and assigning limited access rights with
respect to those who wish to carry out commnications
while maintaining the anonymity according to the dis-
closed intonnation

[0145] More specifically. an Anonymous Idenfi'tication
(attireviated hereafter as AID) that functions as a role
identifier in which a personal information is concealed is
assignedto a user. and this AID is disclosed on the net-
work in combination with an information indicative of
characteristics at the user such as his/her imerests.

age. id), etc. which cannot be used in identifying the
useronlhenetworkbutwhichcanbeuselullora

sender in judging whether or not it iswcrth conmmnicat-
ing with that user.

[0146] Also. the sender can search out a recipientwith
whom he/she wishes to communicate by reading or
searching through the disclosed intormation. Namely. in
the use where the sender wishes to communicate with

a recipient while maintaining his/her own anonymity. the
sender specifiesthe AID of that recipient and acquires 5
Personalized Access Ticket (abbreviated hereafter as
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PAT).1hePATcontainstheAleotthesenderandthe
recbientaswellasintomationregardngatrarsfercon-
uoltlagmflavalifityoeriodJ'l-retrwfieroontmltbgie
used in ordertodetermine whether aSecure Communi-

cationServicehbbrev'ated hereafterasSCSHobe
described below canies out the authenticatim with

respedtothesender. Namely,whenlhetransterconh'ot
tlagissetON. tfteSCSwillcarryorflfl‘reaitfierttication
suchassignamreverfmticnloraarnplewithrespect
totl'reserderatat'meottheconnectimrequestomhe
otherhand.whenlhetranslercontroltlagissetOFl-',the
SCvaillgivettiecmnecfimreqiiatoaphysicacom-
munieation network to which the $08 is connected.

witmmcanyingoutthe authentication. ln other words.
thetranstercontrolisusedinordermverilywhetheror
nottheAlDispropedyutitizatbytl-Ieusertowinmitis
allocatedbyaCerlitication Authority (abbrevhted here-
atterasCA).

[0147] In the commutation network reafizing the
email accescontrolsdremeotthepresentimention.
theWenlotAlewifirrespecttouserthemain-
temnoe ol intimation dadosed 'n cardination with

AletheissuameotPATs.andtheemailaccess con-
trolbasedonPKl's are realized bysepmateorganiza—
tionsTl'iisisbeeauseitismorecmvenientmrealize

thambysqaarateorganizationstromaperspecfiveot
maintainingthesecurityottl'ieentirenetworlg since
securitylarelswbemaintainedinrelafiontorespedive
accons are dtterent. Note however that the nainte-
nmceotthedsdosedhmmonandtheissuanceot

BATsmaybermfizedbythemorganization. , '
[0148] Fretstmanoverallcmfigmafionotacom-
nunicaticn system it this first enbodiment. wfnch is
diredndbtheemaiserviceonlntemetorlntrmet.

[0149] hfigt.theCA(CertifiatimAuttnrity)1tas
arighttoauthenticateanOfliciat Identification (amrevi-
ated hereafter as OID) that Bentilies eadt individual
ardarighttoissueAleandftmctionstogenerate
AletrornOleardaIlocate Aletousersa.

[0150] The SCS (Secure Conn'mnication Service)5
iudges whether or ndto admit a connection in response
toacomectionrequestbyanemalltromausera.
accordingtothePKl' (PersonalizedAccessTidtet) pre-
sentedlromausersfheSCSSalsoreiectsacmnec‘
tionrequestbyanemailaccordingtoareqmstlroma
user 3. The SOS 5 also judges the identity of 0le
according toarequesttromausera.
[0151] AnAnonymous Directory Service (moreviated
haeatter as ADS) 7 is a database for managing the
AID, the transfer control flag value. the validity period
value. andthe disclosed informa’a‘on (suchesinteresls.

which can be regarded as requiring a lower secrecy
compared with a personal intormatidn such as name,
telephone number. and real email address) of each user
3. The ADS7hasatunctiontogenerate the PATlrorn
the AlDotauserawhopresented eeandt corditions.
the AID of a user 3 who has been registering the dis-
closw information that matches the search conditions
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in the ADS 7. the transfer control flag mlue given from a
user 3 or adninistrators oi the ADS. and the validity
period value given from a user 3 or administrators at the
ADS. and then allocate the PAT to a user 8 who pre-
sented the search conditions.

[0152] First. a series of processing from generating

the AID from the OID according to a request from a user
until allocating the AID to that user will be deserted.
[0153] Fig.2 shows eterrplary formats of the OID. the
AID. and the PAT. As sham in a part (a) at Fig. 2. the
010 is an inlonnafion comprising an arbitrary character
sting according to a rule by which the CA 1 can
uniquely identify the use and a public key, whid‘l is
signedbytheCA1usingasecretkeyoltheCA1.
[0154] Also. as shown in a part (b) of Fig. 2. the AID is
an information comprising fragments at the OID and
their position information. redundant character strings.
and an $08 lntormation given by an arbitrary diameter
string (host name. real dormin name. etc.) by which a
hostoradomainthatiscpemtingfliescssanbe
uniquely identified on the network. which is signed by
theCA1 using thesecretkeyoltheCAL
[0155] Also. asshown inapart (c) of Fig. 2. the PAT is
an information corrpria‘ng the transler control tug.
AlDa, Aim. and the validity period. which is signed by
theADS7usingasecretkeyoltheADS 7. Here.the
transfer control flag value is defined to take either 0 or 1.
Also. the validity period is defined by any one or combi-
nation olthe numberottimestorwh‘ichthe PATis avail-

able. the absolute time (UT0) by which the PAT
becomes mavailable, the absolute time (UTC) by which
the PAT becomes available. and the relative time (life-

time) since the PAT becomes available until it becomesuravailable

[0156] Notethat. aswillbeexplainedinthesubse—
quent embodiments described below. in addition to the
Hot PAT which sets one sender and one recipient in
corremondence as described above. the present inven-
tion can also use a 1-to-N PAI' which sets one sender

and N recipients. as well as a link specifying PAT which
specifies the AID by a link iniomiation that is npable of
spedfying the AID instead of spedtying the AID itselt in
the PAT. The link wediying PAT can be either a link
specifying 1-to-1 PAT or a link specitying 1-to-N PAT
depending on the correspondence relationship between
the sender and the recipients as descrbed above.
Namely, the PAT of the present invention can be given in
tour types: 1-to-1 PAT. 1-to-N PAT. link specifying 1-to-1
PAT. and link specifying 1—to-N PAT.
[0157] Next. a procedure by which the user 3 requests
the AID to the CA 1 will be described. The user 3 gener-
ates a pair 01 a secret key and a public key. Then, the
user 3 and the CA 1 carries out the bidirectional authen-

tication using the OID ot the user 3 and the certificate of
the CA 1. and the user 3 transmits the public key to the
CA 1 by arbitrary means. Here. there can be cases
where communications between the user 3 end the CA

1 are to be enaypted.
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[0158] Nextaprocedurebywt'iichtheCAt'setiesthe
AlDtotheuserainresponsetoarequeatortheAlDas
deschabwewiltbedescrbed.Uponreoeivingthe
publickeytromtheusera. the CAtgenerateslheAlD.
1hen.theCA1transmitstheAIDtotheuser3byarbi-
barymeans UponreceivingtheAlDlromtheCA1 the
userastoresthereceivedAlDintbitsstormedarice.
Here. there an be cases where communications

betweentheuseraandtheCAtaretobeencrypted.

[0159] Ned. the AID generation processingatthe CA
willbedescrbedwithrelerencetol—‘ig. 3.
[0160] Inthe procedure oi Fig. 3. the CA1 generates
aninbnnahonofalengthequaltothetotallengthLof
the OID. and sets misinformation as a tentative AID

(step8911).‘lhen.inordertocarrywtthepartialcop-
yingoftheOlealussolparameterspiandtitorspec-
itying a copying region are determined using arbitrary
meansmchasrandcmmrrber generation respectively
(stepseta).Here.Lisecpaltotl'ietotallengthLotthe
OlD.andtiisanarbitrarilydefinedvaluewithinarange
inwhidiardationshipofOEIiELholdsmerLantnior-
n'atiminarangebetweenapositionntoaposifionp.
+4Mhetopolflre0l0iscopiedtoduemeposi—
tionsinthetenmiveAID(step9915).lnotherwords.
thisOlDtragmentwillbecopiesmarangebetweena
positionplandapoeitionpfililromthetopottheten-
tative AID. Then. thetalues otpi and l; are written into a
presaMrargemfiIetemafiveAlDirmwhichtheOlD
hasbeenpartialiycopied. inatormencryptedbyan
arbitrarynwusfitepsstn TimerISCSirdorrnation
givenbyanarbutrarydtaraderstrmmostname. real
domein.etc)thatcanurimelyidentityahodora

.dornainttutisoperatingtheSCSSonthenetworkis

50
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written irttiaweeamedrangainthewihfiveAIDinto
whidi these values are written (step 8919). Then. the
tentative AID into which the above character string is
writtenissignedusingasecretkeydthe CA1 (step
8921).
[0161] Next. a procedure for registering the MD at a
user-Baandthedisclosed informationintotheADS’l
will be described. First. the bidirectional authentication

byarbitrarymeansusingtheAlDottheuser-Baandthe
certifimte of the ADS 7 is denied out between the user-

BS MioisaregistrarflandtheADSl Themtheuser-B
3 transmits the transfer control flag value. the validity
period value. and the disclosed information such as
‘mterests to the ADS 7. Then. the ADS 7 stores the

I transfer control flag value. the validity period value. and
the entire cfiwosed information in relation to the AID ot

the user-B 3 in its storage device. Here. there can be
cases where communications between the user-B 3

who is the registrant and the ADS 7 are to be encrypted.
[0162] Next. a procedure by which a user-A 3
searches through the disclosed information that is reg-
istered in the ADS 7 will be described. First. the bidirec-

tional authentication by arbitrary means using the AID of
the user-A 3 and the certificate of the ADS 7 is carried
out between the user-A 3 who is a searcher and the
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ADS 7. Then. fire user-A 3 transmits arbitrary search
conditions to fire ADS 7. Then. the ADS 7 presents all
fire rweived search conditions to its storage device. and
attracts the AID of a registrant whictr satisfies these
search conditions. Then. fire ADS 7 generates fire PAT
from the AID ot the use-A 3. the AID ot the registrant
who satisfied all the search conditions. the transter con

trol flag value. and the validity period value. Then. the
ADS 7 transmits the generated PAT to the user—A 3.
Here. there can be asses where communications
between fire user-A 3 who is a searcher and the ADS 7

are to be encrypted Note that fire 1-to-1 PAT is gener-
atedasa search result or the ADS 7.

[0163] Next. the 1-to—1 PAT generation processing at
the ADS 7 will be desaibed with reference to Fig. 4.
[0164] First. an intormfion ot a prescribed length is
generated. and this information is set asa tentative PAT
(step $1210). That. the AID of the user-A 3 who is a
searcher and the AID at the user-B 3 who is a registrant
are copied into a presumed region of fire tentative PAT
(stw $1215). Then, the transter canto! flag value are:
the validity period value are written into respective pre-
scribedregionsotfiretentative PAT intowhichtheAle
are copied (step S1217). Then. the tentative PAT into
whidr these values are written is signed us‘ng a secret
key otfire ADS 7 (step $1219).
[0165] Next. fire transte control using the 1-to-1 PAT
will be deeaibed. The transler control '5 a function for

limiting accessestoa userwhohasaproperaccess
righttromafirirdpersontowhomfirePAThasbeen
trarrsta'red or who has eavesdromed the PAT (a user
mooriginallydoesnothavefireaccess right).
[0166] The ADS 7 and fire user-83 otthe registrant
AlDrzrn umbitaconnectiontotheusa-Batroma

firirdpersonwhodoesnothavetheamessright. byset-
tingacertain vatueintothetranstercontroltlegotfire
PAT.

[0167] When fire transfer control flag value is set to be
1. the senders AID is authenticated between the SCS 5

end the sender according to an arbitrary chal-
lengelresponse process, so that even it the sender
gives both the sender‘s AID and the PATto another user
ott‘terthantheset’tder.tl’ratanofl1eruserwiflnotbeable

to make a conan to the registrant ot the ADS 7
through the SCS 5.
[0168] On the other tend. when the transfer control
flag value is set to be 0. no drallmgdreaponse process
will be carriedoutbetweenthe $085 and firesender.
so firat it the sender gives both fire sender's AID and the
PAT to another user other than the sender. that another
user will also be able to make a connection to fire regis-
trant ot the ADS 7 through the SCS 5.
[0169] Next. fire email access control method at fire

SCS 5 will be deecrbed with reterenceto Fig. 5.
[0170] The sender specifies '[sender's AlD]@[real
domain of SCS of sender]‘ in From: line. and
“[PA‘I}@[reel domain of SCS of sender]" in T0: line.
[0171] The SCS 5 acquires a mail received by an MTA
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(Message Transter Agent) such as SMTP (Simple Mail
TransferProtoool).andaxeoutesfireprocesingotfig.
Sastollows.

(1)ThesignamreotfirePATisverifiedusingapub-
lickeyotfire ADS7 (star 81413).

WhenfirePATistoundtohavebeenattered

(step S1415 YES). the mail is discarded and the
(arming is terminated (step S1416).

WhenfirePATistmtrdtohavebeenmtaltered

(step S1415 NO). the following processing (2) is
exewted.

(2) The search is carried out by presenting the
sender‘s AID to the PAT (steps S1417. 81419.
81421).

WherranAlDthatcomuetetymatcheswifirfire
sender‘s AID is not contained in the PAI’ (step
81423 N0), the mail is discarded and the process-
ingisterminated (step S1416).

WhenanAIDfiratcompIetetymatcheswifirfire
sender’s AID is confined 'm fire PAT (star 81423
YES). firebllwingmoceseingfi) iserecuted.
(3)1'trevalidrtyperiodvalueotfirePATisevahiatad
(stqas 8142581427).

MrenfitePATiswtsidefirevalidityperiod
(step 81427 N0). the mat is discarded and the
procasirrgisterminated(steps1416). -- ‘

WhenfirePAT'swifirinfiremfidrtyperioMstep
$1427 YES). the iottowing processing (4) is ene-
outed.

(4) Vin-ether or not to arfirenticete the sender is
detenrined ty reternng tothe transfer controt flag
was otthe PAT (steps S1431. S1433).

Whenfirevatueis1(stm81433YES).fire
drafiengefreqnnse autherrfication between fire
SCSSarrdfiresenderiscaniedouLandfiresigne’
ture ot the sender is verified (step 81435). When
the signature is valid. fire recipient is specified and
the PAT is attached (step 81437). When the signa—
ture is invalid. the mail is discarded and fire

processing is temtinmed (step 81416).
When the value iso (step S1433 N0). fire

recbientisspedfiedandfirePATisattachedwifir-
out executing fire Mange/response authentica-
tion(step 81437).

[0172] Next. an exemplary challengdresponse
authentication between fire SCS 5 and the sender will
be described.

[0173] First. the SCS 5 generates an arbitrary infor-
mation such as a timestarrp. tor example. and transmits
the generated information to fire sewer.
[0174] Then, fire sender signs fire received informa-
tion using asecretkeyotfiresender’s AID andtransmits
it along with a public key of fire sender's AID.
[0175] The SCS 5 firen verifies the signature of fire
received information using the public key of the senders

AID. When the signature is valid. fire redpient is speci-

Petitioner Apple Inc. - EX. 1025, p. 5307



Petitioner Apple Inc. - Ex. 1025, p. 5308

33

tied and the PAT is attached. When the signature is
invalid. the mail is discarded and the processing is ter-
minated.

[017$] Ned, a method tor specifying the recipient at
the $08 5 will be described. First. the 80$ 5 carries out
the search by presenting the sender‘s AID to the PAT, so

as to acquire all the Ale which do not completely
match the sender's AID. All these acquired Ale will be
defined as recipient's AIDS hereafter. Then. for every
recipient's AID, the real domain at $08 of recipient is
taken out from the recipient‘s AID. Then. the recipient is
specified in a fcrrnat ot '[recipient‘s AlD]@[real domain
of $68 of recipient]". Finally. the $08 5 changes the
sender trcrn a tonnat of ‘[sender's AlD]@[real domain
of $08 of senderr to a format ct “sender‘s AlD'.
[0177] Next, a mettiod for attaching the PAT at the
$08 5 will bedescribed. The $08 5 attaches the PATto

an arbitrary position in the mail. The $05 5 gives the
nail to the MTA after specifying the sender and the
recipient and attaching the PAT.
[0178] Note that all the promsings described above
arethe same inthemseotthe1-to—N PAT. '

[0179] Next. a method 01 receiving refusal with
remeatothe PATettheSCSSwiIlbedescrbed.
[0180] Receiving refusal setting: The bidirectional
authentication is carried out by an arbitrary means
behveentheuserandtheSCSS.Then.the usertrans-
mits a registration commnd. his/her ovm All). and arbi-
trary PATstotheSCSS.Then,theSCSSverifieshe
signamre of the rweived AID. It the s'gnature is invafid.
the processing at the SOS 5 is terminated. II the s‘gna—
ture is 'valid. the 80$ 5 next verifies the signature at
each received PAl’usingapubfickeyotthe ADS. Those
PATs with the invalid signature are discarded by the
$08 5. When the signature is valid. the $08 5 carries
out the search by presenting the received AID to each
PAT. For each at those PATs which contain the AID that

completely matches with the received AID. the SOS 5
presents the registration command and the PAT to the
storage device such that the PAT is registered into the
storage device. Those PATs which do not contain the
AID that completely matches with the received AID are
discarded by the 80$ 5 without storing them into the
storage device. Here. there can be cases where com-
mnicafions between the user and the $08 5 are to be

encrypted.

[0181] Receiving refusal execution: The $03 5 carries
out the search by presenting the PAT to the storage
device When a PAT that completely watches the pre-
sented PAT is registered in the storage device. the mail
is cfiscarded. When a PAT that oomletely matches the
present PAT is not registered in the storage device, the
mail is not cfiscarded.

[0182] Receiving relusal cancellation: The bidirec-
tional authentication is carried out by an arbitrary
means between the user and the 80$ 5. Then. the user
presents his/her own AID to the SCS 5. Then. the 80$

5 verifies the signature of the received AID. lithe signa-
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ture is invalid. the processing of the 80$ 5 is termi-
nated ltthesignamreisvalitheSCSS nextpresents
the presented AID as a search condition to the storage
device and acquire an the PATs that contain the pre-
sented AID, and then presents all the acquired PATs to
the user. Then. the user seleas all the PATsfor which

the receiving refusal is to be tnncelled by referring to all
thePATspresentedfromtt'ieSCSS.andtransmitsatI
the selected PATs along with a deletion command to the
SOS 5. Upon receiving the deletion command and all
the PATs for which the receiving refusal is to be can-
celled. the 50$ 5 presents the deletion command and
all the PATs received from the user to the storage
device. such that all the received PATs are deleted from

the storage device.

[0183] Note ttatthe method of receiving retusat with
respeatothe t-to-N PATatthe SCSSisthesameas
themethodo‘lreceiving refusalwith respecttothe 1—mo-
1 PATdescrbed above

[0184] Noteatsothethecaseotretumingotamail
frorntherser-Bbtheuser-Aisthesameasinthease

ottransrnittinganaitmmtheuser-Atothe user-B
[0185] Neal the judgement of identity will be
descrbedwithreterencem Fig. Sand Fig. 7.

(1) N1 initial value of a variable OIDM is defined as
abitsequeruwithalengtheqmltotheto‘allength
Lottt'ieOtDardattvalueseqidto'O'Alsdanhi—
tialvalueotavariableOtDvisddinedasabit
sequenceuithalmgtheqmltothetotallengthot
meOtDandallvahiasemdto'D'(stepS%11).
(2)0neADissetectedfmmasetofprocessingtar—
getADsendmeWrgbitprocessingiscanied
out(stq382513).

(a) Values ct variables AIDM and AIR, are
determined according to the position informa-
tion contained in the AID (step $2515). Here.
AIDM isdeftnedasabitsequencevdth a length
equal to the total length L of the OID and a
valueotapositicnatwhich the OID intormation
isdetinedis't'whileavalueotaposifionat
which the OID intonnation is not detined is '0'

(see Fig. 7). Also. AIDV is defined as a bit
sequencewithalength equaltothetotal length
LottheOlDandavatuectapositionatMiich
the OID information is defined is an actual
value of the OID information while a value ct a

position at Midi the OID inforrration is not
defined is 0 (see Fig. 7).
(b) AND processing of OIDM and AIDM is car-
ried out and its result is substituted into a varia-

tie OVRM (step 82517).
(c) AND processing of OVRM and AIDM as well
as AND processing ct OVRM and OIDM are
carried out and their resutts are compared
(step 82519). When they coino'de. OR
processing at OIDM and AIDM is carried out
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and its result is substituted into OIDM (step
$2521). while OR processing otOIDVand AIDV
isalsocarriedoutand itsresultissmstituted

into OIDM (stq) 82523). On the other ham.
when they do not coincide. the processing pro-
ceeds to the step $2525

(d)AnAIDtobeproceesednenis-aetected
from a set of processing target AIDs When at
least one another AID is contained in the set.
the stqzs 82513t0825233reexewledforthat
another AID. When no other AID is contained in

the set, the pmcaing pmceeds to the step
82527.

(e) Values of OIDM and OIDV are oumutted
(step $2527).

[0186] The value of OIDM that is eventually obtained
indicates all positions 01 the OID information that can be

recovered from the set of processing target AID-s. Also.
the value of OIDV that is eventually obtained indicates
all the OID intornntion that can be recovered from the

setolprowesingtargetAlD. lnotherwordsbyusing
thevaluesotOlDMandOIDv itispossflaletoobtainthe
OID albeit probabilistimlly when the value of OIDV is
used asasaarchoorxlition. am itispossibletoquanti—
tativelyevaluateaprecisionoltheaboveseardtbya
ratio OIDMILwith ramecttothe total length Lotthe OID.
(0187] As descrbed above in this lirst embodiment.

tI'reCAIwhichisaTmstled‘lhirdPartywithhigh
secrecy and credibility generates the AID in which the
personalintonnationisoonceded.lromtheOIDthat
contains the highly secret personal information sudt as
name. telephone number. real email addreec. etc.
according to a user request. and issues the AID to the
user. Byidentifying theuserbythis AID onthecommu—
nication network as well as in various services provided
on the conununication network. it becoms possible to

provide both the anonymity guarantee and the identity
guarantee for the user. In other words. it becomes pos-
sble for the user to cannunicate with another user

without revealing the own real name. telephone number.
email adrecs. etc. to that another user. and it also
becomes possible to dsclose the disclosed infornntion

to unspecified many through the ADS 7 as will be
described below.

[0188] The user registers the disclosed information.
that is an information which is supposed to have a low
secrecy compared with the personal intonnafion at the
ADS 7. In the ease of searching the disclosed informa-
tion and the registrant AID. the searcher presmts the
AID ol the searcher and arbitrary search conditions to
the ADS 7. The ADS 7 then attracts the registrant AID
that satisfies these search conditions. and generates
the PAT from the AID at the searcher and the AID ot the
registrant who satisfied the search conditions. the trans-

ler control Ilag value. and the validity period value
[0189] In this 1-to-t PAT. the transfer control flag value
andthevalidityperiodvaluearesetasshownapart(c)
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otFrg.2.andbysettingrplhisvalidityperiodin
advance. itisposslbletolinitcormecfionslromthe
sender.

[0190] ltisalsopoesfletoprohibitconnecfionstrom
ahirdpersmedoesndhavemeaccassngtmby
using thetranstercmtrolMgvalue. Namelyvmen the
transfercmtrolllagtalueissetmbetJhesender-a
AlDisauthentioatedbetweentheSCSSandthesender

acoorrfing to an arbitrary manage/response process.
sotlntevenitthesendergivesboththeserdefsAlD
andthePAthanotheruserotherthanthesender.that
amtheruserwillnotbeabletornakeaconnectionto

theregistrantoltheADS7thrmghlheSC85.0nthe
otherhand.whenthetranstercontrolllagvalueissetto
be0.nochallengdresponseprooesswillbemnia'lout
bedweentheSCSSandthesendersothalittheseruer

givesboththesender’s AlDandthePATtoanotheruser
otherthanthesender.thatanotheruserwillalsobeable

tomakeacamecfimtotheregistrantottheADS7
tl'u’oughtheSCSS.
[0191] ltisatsoposblebmakeacomectionraquest
blheoonummmtionnetworkammacaflhwhich

the recipient is specified by the 1-to-1 PAI' will be
received by the recipient's AID or the sender's AID
ddined wilhinthe PAT. Inadd'rtbnfitisalsopowibleto
retuse receiving calls with the t-tao-t PAT selected by
therecirientennngcallsmicharespediedbythet-
b-1PAIth'salsopoWetowncdtherwehring
retusaldtheaitswiththet‘to-t PATseIectedbythe
rechiamhaddifianesameasaeagfirstthesender
who mess the personal attadt using a Duality oi
serrder‘sAlebytakinganadvantageottheahmymity
itispossfletoirdgetheidenlityoltheommthece
phlalityolsendersAIDsartlitisprUebadractthal
OIDatsomeprobatitity.
[0192] Nerd.withreterencectoFrg.BmI-'rg.24.the
second a'nbocliment oi the errail access control

scheme according to the present invention will be
describedindetail.

[0193] In contrasttothelirst embodiment described
abovevmich isdirected tothecasewhere a sender and

arecbientaresetin 1-to-1 correspondence. this sec-
orderrbodimenlisdirectedtothecasewhereasender

‘andrecipientsaresetinHo—Nconewondenceanda
generationotanewPATandacontentchangeotthe
existing PATdanbemadebythein'rtiativeolauser.
Here. the sender is either a holder oi the PATor a mem-

ber ol the PAT. Sinilarly. the recipient is either a holder
01 the PAT or a member at the PAT.

[0194] In general, a membwsh'p ot a groupcommuni-
cation (mailing list. etc.) is clinging dymmically so that
itlsnwassarylbra hostotthegroup commutiationto
manage irttorn'ation on a point at contact such astele—
phone number. email addrees. etc. at each member. In

contrast. in the case where it is only possible to newly
generate a 1-to-1 PAT as in the first enbodiment. the
management at a point at contact isdifficult. For exam-

ple. it is ditlicult to manage the grow) collectively. and
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even it it is given to the others for the purpose of the
transfercontol. itdoesnotfmctionasan addresscfthe

group communication such as mailing list.
[0195 In this second enbodiment. in order to resolve

such a problem. it is made possible to carry out a gen-
erationotanew 1—to-N Pkrandacorrterrtclangeorlhe
existing 1-tc-N PAT by the initiative of a user.
[0196] First. the definition of various identifications
used in this second errbodiment will be described with

references to Fig. 8 and Fig. 9.
[0197] As shown in a part (a) at Fig. 8, the OID is an
inlornation comprising an arbitrary character string (tel:
ephone nunber. email address. etc.) according to a rule
by which the CA 1 can uniquely identify the user and a
public key. which is signed by the CA 1.
'[0198] Also. as shown in a part (b) at Fig. 8. the AID is
an lntornation comprising fragments at the OID and
their position irltorrnation, redundant character strings.
and an SCS intormation given by an arbitrary diameter
string (host name, real domain name. etc.) by which a
hostoradomainthat'soperatingtheSCSScanbe
uniquely identified on the network. which is signed by
the CA 1,

[0199] Also. as shown in a part (c) of Fig. 8, the Ho-
N PAT is an information cormrising two or more Ale. a
holder iraex. the validity period. the transfer control flag.
and a PKI' processing device identifier, which is signed
using a seaet key of the PAT processing device
[0200] Here. one ofthe ADsis a holder AlD otthis
PAT. where the change of the inlormafion contained in
the PAT such as an addfion of ND to the PAT, a deletion

of AID from the PAT. a change of the validity period in
fliePA'lZechangeotthetranstercontroltag value lnlhe
PAT. etc. can be nude by presenting the holder AID
and a corresponding Enabler to the PAT processing
device.

[0201] On the other hand. the Ale other than the
holder AID that are contained in the PAT are all member

Ale. where a change of the information contained in
the PAT cannot be made even when the member AID

and a corresponding Enabler are presented to the PAT
procees'ng device.
[0202] The hdder index is a numerical data for identi-
tyingthe holderAlD. which isdefined totake avalue 1
when the holder AID is a top AID in the AID list termed
from the holder AID and the member Ale. a value 2

when the holder AID is a second AID trorn the top of the
AID list. or a value h when the holder AID is an n-th AID

trcrn the top of the AID list.
[0203] The transfer control flag value is defined to take
eithero or 1 similarly as in the case of the 1~to-1 PAT.
[0204] The holder ND is detined to be an AID which
is written at a position at the holder index value in the
AID list. The member Ale are defined to be all the Ale
other than the holder AID.

[0205 The validity period is defined by any one or
conbination of the number ot times for which the PAT is

available. the absolute time (UTC) by which the PAT
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becomes unavailable. the absolute lime (UTC) by which
the PKI’becomesavailable. andlhe relative time (Ete-
time) since the PAT bwomes available urtil it becomes
uravailable

[0206] The identifier of a PAT processing device (or a
PAT procealng object on the network) is defined as a
serialmm‘berotthePATproceesingdevicemrandls-
tinguished name 01 the PAT processing object on the
network). The secret key 01 the PET processing device
(or the PAT processing object on the network) is defined
to be uniquely ccrrespmding to the identifier.
[0207] Also, inthisseconderrbodlment an Enabler is
introduced as an identifier corresponding to the AID. As
shown in Fig. 9. the Enabler is an intormation compris-
ingacharacterstringutimelyindimfingthatit'san
Enablerant an AD itselt.whidi issignedbytheCA 1.
[0208] Next. the operations tor a generation of a new
PAde a contentdrangeottheexisting PATwillbe
described. Here. the following operations are defmed at
asewre PRl'prcceesingde/iceontheconmmimfion
terminaloraPRl'processlngobjedontheCAorona
networkwhichispropertyrequsstedtromtheCA(which
will alsobereterredloasaPATprocessingdevicehere—
after).

1.EditlngolAlD list:
AlistalAle(reterredhereatteresanAlDEst)

corrtainedinthePRl'isedtedlsingAleaMEna-
bler.EIse.tl'teAlDli9isnewtygenerated.
ZSettingotthevalidityperiodendthetranslercon-
trolfiag:

lrblfmvalueconta‘nedintl'lePKrarectnnged
lsirlganAlDantErdzta.Also.anavvafidity
periodvalueandanewtranstercontroltlagvahe

aresetinthenewlygeneratedAlDlist

[0209] A user who presented the holder AID and the
Enabler corresponding to this homer AID to the PAT
processing device can edit the list at Ale contained in
the PAT. In this use. the following processing rules are
used. -

(1) Generatinga new PAI'(MakePA1) (see Fig. 10):
The AID list (ALIST<holder AID lmerrber AID1.

merrberAlD2. ~~--~-- .member Aan>) is
newly generated. and the validrty period value and
the transfer control flag value are set with respect to
the generated ALIST.

AIDA + AIDB + Enabler ot AIDB + Enabler of
AIDA

—> ALlST<AlDA I AID3>

ALIST<AIDA l AIDB > + Enabler ot AIDA

-l'- validity period value
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+ transfer control flag value ALlSTcAlDA | AIDS > + AUST<AIDA | Atom,
Achz- ........,

-b PAT<AIDA l AIDE >
+EnablerotAlDA+EnaflerofAlDB

(2) Merging PATs (MergePAT) (see Fig. 11): 5

A plurality of AlJSTs of the same hotter AID . —-> ALIST<AIDB I N001. Achz, . . . . . . . .
are merged and the validity period value and the >
transferoontrolflagvaluearesetwithrxpecttothe

merged ALIST. ALIST<AIDB|AIDC1, N002. - - - - - ~ - - >10

ALIST<AIDA | Ale. AIDBZ, - - - - - - - - > + EnablerotAlDB+valklityperiodvalue

+ALIST<AIDA|Ach1.Ach2, . - - . - - - - > +trar'lstei'oontroltiag value

+EnablerotAlDA 15 —>PAT<AIDB|ADC,.Ach-‘,. ........ >

—» ALlST<AlDA l AIDB‘. AlDBz. ~ - - ' - - - -. [0210] In the operation for setting thevalidity period
AIDC1.Ach2.~------- > valueinordertopernitthesettingolfltevalidi‘typefiod

valuemlymausermtudsboththetnlderAlDand
AUST<AIDA | AIDm. AIDBZ. - - - . - - - -. 20 the 00“th Earlier. the {allowing operation is
AIDc1- AIDCZ- ' ' """ ‘ > ' ddined.

+ Enabler of ADA + validity period value ‘ PAT<AIDA | N03 > + Enabler of ADA

+ transfer control flag value 5 + validity Mod value

"" PAT<NDA ' AIDB1, A'Dm, ' ° ‘ ‘ ' ‘ ' ', fiPATdDA‘NDB)
Ale-A'Dcz-“""">

[0211] Inmemerafimh'satingmeh’anstercomol
(3)SplinirigaPAT(SplitPAT)(seeFig.12)z so ttegveheinordatopemitthesetfingotflwetmnsler

TheALlSTissplitintoapturalityotALlSTsot oontroltlagvahneonlytnatseruhoholdsbomthe
the same holder AID, and the respective validity hddaAlDardheoonewondingEnablerAhebllowing
period value and trarster oomrolthg value ereset operationisdefmed
Wrecpecttoeachoneolthe splitALlSTs.

55 W<NDAINDB>+ErtatierotAIDA
ALIST<AIDA | A1031. AIDBZ, - - . . . . . .,
Ach1,Ach2.~-------> +transtercontrolflagvalue

+ Enabler of AIDA ' —» PAT<A|DA | AlDB >40

—»AtJST<AlDA|AIDB1.AIDBQ. - - - - - - - - > [0212] Non. with references to Fig. 14to Fig. 20. the
overall system configuration at this second enbodiment -»

+ALlST<AlDA | AIDc1. AIDQ. . - - ----- > we be desa'ibad: In fig. 14 to Fig. 20, the user-A who
has AIDA afloaned from the CA stores AIDA and Ena-

ALIST<AIDA|AID¢,.AIDc2. ’ ‘ - . - - . - > 45 bler ot AIDA in a oorrputer of the user-A. and the
input/output devices such aslloppy diskdrive. CD-ROM

4» Enabler of AIDA + validity period value drive, comrmmioation board. microphone. speaker. etc.
are cannected. Else. AIDA end Enabler ot AIDA are

4» transfer control flag value stored in a commication terrrinal (telephone. celldar
50 phone. etc.) which has a storage device and a data

-D PM<AIDA|AIDc1. Achz. ' ‘ ' ' ' ' ‘ ' > Input/output Won.
[0213] Similarly. the user-B who has AIDB allocated

(4) Changing a holder 01 a PAT (fransPAT) (see Fig. trom the CA stores AIDS and Enabler of Ang in a oom-
13): outer of the user-B. and the irputlwtpm devices such

The holder AID of the AUST is changed. and 55 as tlomy disk drive. CD-ROM drive. communication
the validty period value and the transfer control flag board. microphone. speaker. etc. are connected. Else.
value are set with respect to the changed ALIST. AIDS and Enabler ot AIDB are stored in a communica-

tion terminal (telephone, cellular phone. etc.) which has

21
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a stomge device and a data inputloutput function.

[0214] lnthe following. a prwedure bywhich the user-
A generates PAT<AIDA | AIDB > will be dwibed.

(1) The user-A acquires AlDe and Enabler ct AlDB 5
using any of the tollowing means.
1

AIDS ar‘d Enabler of A103 are registered at the
ADS 7. and it is waited until the user-A acquires
them as a search result (Fig. 14). 10
AIDB and Enabler or AlDe are directly transrrét- '
ted to the user-A by the email. signaling, etc.
(Figs. 15,16).
AlDB and Enabler of AlDB are stored in a mag-
netic. optic. or electronic medium such as 15
flomy risk. CD-FDM. MO, lC card. etc. and
this medium is given to the Leer-A Else. it is
waited until the user acquires them by reading
this medium (Figs. 17. 18).
AIDB' and Enabler ct AIDE are printed on a 20
papermediumsuchasboolgnamecard, etc.
and this medium is given to the user—A Else. it
is waited until the user-A acquire them by read-
ing this medium (Figs 19. 20). —

—) PAT<AIDA 1 AIDE >

(e) The PM processing device transmits the
generated PAT<AIDA | AlDB > to the communi-
catimterm‘mal ottheuser-A. ortothe comm-

nimtion terminal at the user-B according to the'
need,bymeanssudiasthe email. signaling.
etc.

(t) The comrrunication term'nal ct the use-A
(or the user-E) stores the received PAT<AIDA |
AIDE > in the storage device at the comrmnica-
tion termiral ot the user-A

[0215] The merging of PAI's (MergePKl'. Fig. 21. Fig.
23). the splitting of a PAT (SplitPAT. Fig. 22. Fig. 23), and
the changing at a holder at a PAT (TransPAT, Fig. 21,
Fig. as) are also carried out by the similar procedure.
[0216] Next. the procedure 01 MakePAT. MergePKl’
ard TransPAT will be described with reference to Fig.
21.

(1)1‘hel'rolderAlDisspecitied(stepS4411).
(2)AllthemerrberAtDsarespecltied (99934412).
(3)1heAlDlistisgeneratedfromthespedfied
lnlderAlDandallfl'IespecifiedmenberAle(step

(2) The user-A who has acquired AIDE and Enabler
otAiDBbyanyclfl'iemeansdesaibedintheabove
(1)issuestheMakePATcommandlothe PAT
processing device This procedure is common to

$4413). More specifically. the specified holder AID
ardallthespedfialmenberAleareconcate-
ratedus‘ngarb‘drarymems
(4)AtentativePATisgenaatedudngarbih‘ary

Fig.14tc Fig. 20. anddef‘rnedasiollowa 30

(a) The user-A requests the issuance of the

MakePAT comment by setting AIDA. Enabler of
NBA. AIDE. Enabler at AIDB. the validity period
value. and the transler control flag value into 35
the communication terminal of the user-A.

(b) The immunisation termiml at the user-A
generates the MakePAT commard.
(c) The comrmnicatlon terminal ct the user-A
transmits the generated MakePAT comand to 40
the PAT processing device by means such as
the email. signaling. etc; (the issuance ct the
MakePAT command). _
(d) The PAT processing device generates
PAT<AIDA | AIDS > by processing the received 45
MakePAT command according to Fig. 21 and
Fig. 23. More specifically, this is done as lol-
lows.

AIDA + AIDE + Enabler ct AIDE + Enabler 50
of AIDA

—» ALIST<A|DA | Ang >

ALIST<AIDA l AIDS > + Enabler of AIDA 55

+ validity period value + transfer control
flag value

22

meanssinitmtyasinthecasectatentativeAlD
(Sta) S4414).
(5)1'hegeneraedAlDlistiscmiedtoaprewbed
region clthegenermedtentative PAT (step S4415).
(6)1'hernlderirdavalueiswrittenhtothetenta-
livepattowtid'itheAlD listhasbeencopied (step
54416). ‘
(7) Thetmnsler wrtrolflag valueiswritten intothe
tentative PAT into which the holder index value has

been written (ate: $4417).
(8) The validity period value is written into the tenta-
tive PAT into which the transfer control flag value
ins been written (Ste: $4418).
(9) The PAT (1W device identifier is written
into the tentative PAT into which the validity period
value has been Mitten (Sta) $4419).
(10) The tentative PAT into which the PAT process-
ing device identifier has been written is signed
using the secret key of the PAT processing device
(step S4420).

[0217] Next. the procedure at SplitPAT will be
described with reference to Fig. 22.

(1) The holder All) is specified (step $4511).
(2) All the Ale to be the mantra Ale of the PATs
after the splitting are specified (step $4512).
(3) The AID list is generated from the specified
holder AID and all the specified member Ale (step
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S4513). More specifically, the specified holder AID
andallthespeciliedmerrberAIDsarecomate—
hated using arbitrary means.

(4) A tentative PAT is generated using arbitrary
means. similarly as in the case of a tentative AID
(step S4514). ' .

(5) The gaterated AID list is copied to a prescrbed
region of the generated tentative PAT (step $4515).
(6) The holder index value is written into the tenta-

tive pet to mich the AID I‘st has been copied (step
$4516).

(7) The transfer control Ilag value is written into the
tentative PAT imo which the holder index value has

been written (stab $4517).
(8) The validity period value is written into the tenta-
tive PATintowhichthetranstercontrolthg value
has been written (step $4518).
(9) The PAT processing device identifier is written
into the tentative PAT intn Match the talidity period
value has been written (step S4519).
(10) The tentative PAT into which the PAT process-
ingdeviceidentifia'hasbeenwrittenissigned
using the secret key of the PAT processing device
(step $4520).
(11) in the ease of continu’ng the splitting (step
S4521 YES). the procedure returns to (2). and
repeats (2) to (10) sequenfially.

[0218] Note that. in the procedures at Fig. 21 and Fig.
22.theAID Iiagenerefioniscarriedanaooordingto
Fig 23astblbws. Namely.abuffer length isdetermined
first (step $4611) and a bufler is generated (stqa
S4612). Then. the holder AID is copied to a vacant
reg'on of the generatat bullet (step S4613). Then, the
memberAlD iscopiedtoavacent regionolthe resulting
butler (step $4614). and ii the next men'ber AID eases
(step S4615 YES). the step S4614 is repeated.
[0219] Next. the determination of the holder AID will
be described Each of the MekePAT. the MergePAT, the
Spl‘rtPAT. and the TransPAT commands is defined to
have two or more arguments. where AID. PAT. or Ena-
blercenbespwfliedasanergument. Inthiscese.the
PAT processing device specifies the holder AID oi the
PAT to be cutputted alter executing each command
according to the lollowing rules

' Case of the MakePAT:

For the MakePAT conmend. it is defined that

Ale are to be specified for the first argument to the
N—thargument(N=2.3. - - - - - - - - )andEna-
blers are to be specified for the N+1-th and subse-
quent arguments. For example. they can be
saedlied astollows

MakePAT AID,, AIDZ, - - - - . - - -, AIDN,
Enabler oi AID1. Enabler of AIDz. Enabler of
AIDN

(Pt

10

75

50

23

The PAT processing devim interprets the AID
ofthefirstargwnentottheMakePATconmidas
theholderAID.

OrdyMimoneolttnEmblersuttheMt-flt
andsbsequentargmnentscorreepondstotheAID
olthelirst argument. thePAT processing device
WieethisAlDuhatistheAlDotthelirstargu-
mentiasthehoberAlDdthePATtobeoutputted
afterexeculirgtheMakePATconmand.
CasedtheMergePAT:

FormeMergePATconrraruitisdefinedthat
PATsaretobespecifiedfathefustargmnenttothe
N-thargument(N=2.3. --------)andEna-
bleristobespedfiedtortheN-H-thargtment.
Narndxmeywnbeepecifledaskflows

MergePAT PM, PAT2 - - - - - - - - PATN Ena-
bler ot AID

The PAT procesing device ‘nterprets the
luderAlDdthePATotthet‘ustatgtmaitotthe
MergePATcomnaruaslhehoUerAlDotmePAT
tobeoummtedatterexewtingtheMergePATcun-
mud

OnlywhentheEnableroltheN-n-thargmnent
masocndstotl‘teholderAlDotthePN‘olthefist
argunentmePM'procoseingdevicesJedfiesmis

-AlD(fl'taHsflteWaAlDdfltePflotmeftst

WasflIeWerAlDotthePKl’tobeom-
ptmedatterexecutingtheMergeMToomm
CasedtheSptitPAT:

thSpfiPKfmmflisdd‘nedthat
MTistobeaaedfiedixdelistatgunMesetot
oneorrmreAlegmpedmaherbyson-epre-
ecrbedsyrmolflasamedtobepareimesesom
dismaa’etobemedfiedbrthemond
argunertttotheN-thargumertt(fl=3.4.
---~----).andEnableristobespeciliedtor
theN+1—th argument Namely.theycenbespecl—
tiedaslollows

SplitPAT PAT1
(Alum

AIDNM) Enabler d ND

(N911) (N021 AID22)
AIDN2

.oo-oaac loco-loo

The PAT proceeeing device interpras the
holder AID ot the PAT ol the first argument of the
suitPAT command as the holder AID at the PAT to
be cutputted after executing the SplitPAT com-
mand

Only when the Enabler of the N+1~th argument
corresponds to the holder AID oi the PAT of the first
argument, the PAT processing device specifies this
AID (thatisthe holderAID otthe PAI'otthef‘u-st
argument) as the holder AID of the PAT to be out-
putted alter executing the SplitPAT command.
Case at the TransPAT:

For the TransPAT command, it is defined that
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PATs are to be specilied for the first argument and
the second argument. AID is to be specified for the
third argument. and Enablers are to be specified tor
the fourth argument and the fifth argument. Namely,
they can be specified as follows.

TransPAT PAT1 PAT2 AID Enabler ot AID1 Ena-
bler ot AID;

The PAT processing device interprets the AID
of the third argument as the holder AID oi the PAT
to be outputted after executing the TransPAT com-
mand provided that the AID of the third argument at
the TransPAT command is contained in the PAT at
the second argument.

Only when the Enabler ot the fourth argument
correwonds to both the PAT ot the first argument
and the PAT oi the second argument and the Ena-
bler ot the fifth argument corresponds tothe AID oi
.the third argument. the PAT processing device
specifies the AID ot the third argument as the
holder AID ot the PAT to be outpuited after erecut—
ing the TransPAT commnd.

Next. the determ'netion ot the merrber Ale

will be descrbed The definitions of the MakePAT.
the MergePAr, the SpiitPAT. and the TransPAT corn-
mands are as descrbed above. The PAT process-
ingdevice specifiesthememberAleotthe PArto
be outputted after executing each command
according to the tollowing rules
Case of the MakePAT:

Only when the holder AID of the PAT to be out-
putted after executing the MakePAT cunnnnd is
tormally determined the PAT procesa'ng device
interprets all the Ale of the secoml and subse-
quent arguments of the MakePAT command as the
member AIDs oi the PAT to be outputted alter exe-
cuting the MakePAT command.

The PAT processing device specifies only those
AIDs among all the Ale of the second and subse-
quent arguments which correspond to the Enablers
specified by the N+1~th and Subsequent arguments
as the menber Ale of the PAT to be outputted
after executing the MakePAT command.
Case of the MergePAT:

Only when the holder AID of the PAT to be out-
putted after executing the MergePAT command is
formally determined. the PAT processing device
specifies the member Ale of all the PATs specified
by the first to N-th argumem:; ot the MergePAT as
the member Ale at the PAT to be outputted after
emcuting the MergePAT command.
Case at the SplitPAT:

Only when the holder AID of the PAT to be out-
putted after executing the SplitPAT command is for-

mally determined. the PAT processing device
specifies the member AID oi the PAT specified by
the first argument of the SplitPAT command as the
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menber AID oi the PM to be outputted after exe-
cuting the SplitPAT command. At this point. the
men'ber AIDS are distributed ’mto dilterent PKI’s in

wits ct parentheses 0. For exempts, in the case of:

SplitPAT PAT (AID11) (AID-21 AIDZZ)
....~..... (Ale Alone ........
AIDNM) Emitter of AID

(A101 1). (A1021 Aloe) and (Atom A'DN2 - - - - - - - -
AIDNM) will be the member AIDS oi dfierent PATs hav-
ing a common holder AID.
" Case of TramPAT:

Only when the holder AID oi the PAT to be out-
putted atta exewting the TransPAT command is
formally detennined, the PAT processing device
specifies all the member Ale remaining atter
achrdingthemenberAiDthatissdiedutedtobea
newholderAlDlromallthemerrberAleoIthe

PAT specified bythe list argument of the TransPAT
command andthemenberAiDsotthe PATspeci-
tiedbythesecond argumentasthemerrberAle
otthePATtobeoutptmedafterexecming theTrans-
PAT cortmmd

[0220] Nameverificationotthepmpemeseotthe
Enablerwillbedesaibed.Thisveriticafionottheprcp—
emesscftheEnaueriscomrmtotheMakePflfithe
MergePAEtheSclitBATandtheTr-ansPA‘l'. andwrried
omecoordingtofingtstolm

(1) AID and Enabler are entered (step 85511).
(2) Eachottheeeentered AlDand Emblerisveri-
tied us‘ngmepube: maimeca 1 (step $5512).
ltatieastoneotthem'salteredmm $5513 YES).
the processingisteminated.
(a) Acharacterstringbrcertifyingthatitis Enabler
is entered (step $5514).
(4) The top tieid otthe Enabler ot the step $5511
artd the character string otthe $th 85514 are com-
pared (stq: 35515). If they do not match (step
$5516 NO). the processing is terminated. _
(5) it they rratch (step $5516 YES), the AID of the
step $5511 and the AID within the Enabler are
cormared (step $5517).

(6) A conparison result is outputted (step $5519).

[0221] Next. with relerences to Fig. 25 to Fig. 28. the
third embodiment ot the email amass control scheme

according to the present invention will be described in
detail.

[(222] in the generation at a new PAT (MakePAT) and
the PAT holder change (TransPAT) of the above
described enbodiment. it is necessary to give member
Ale and Enablers 01 member Ale to the holder of the

PAT-but when they are given to the holder. it becomes
possible tor that holder to participate the group commu-
nirzrtions hosted by the other holders by using the
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acquired merrber Ale. Namely, there arises a problem
that the pretending using the member Ale become

poes'ble. Moreover. if that holder phase the acquired
memberAleandEnablersofmenberAleona

medium ttat is readable by unspecified many. these
member AIDS become accessible to anyone so that
mereansesaproue'nttntthelkamsmnttolheusas

of the member Ale may ocwr and the pretending
usingthemenberAlDSbyathirdpersonelsobeccme
possible.

[m3] For this reason. in this third errbodiment. it is
made poes'ble to any out the MakePAT and the Trans-
PAT without giving the Enablers 01 means Ale to the
holder.

[M4] To this end. in this third embodiment. the gen-
erationotanewPATandthemntentclangeolthe
misting PAT are (arried out by using Null-AID (AlDNun)
and Enabler ot Null—AID (Enabler of AIDNul).
[0225] Here. the proceeeing involving the Null-AlD
obeys all of the tollawing rules:

(a) the processing rules at MalcePA'I’, MergePAT,
SplitPKl' and TransPAT as in the above deserted
enbodiment: and

(b) the rules applicable only to the Null-AID. indul-
mg:

(i) Null-AlD is known to my user, and
(to Enabler of Null-AID is known to every user.

[-6] Here. the processing rules as defined in the
abovedescribed embodiminttremseotfltisthird
embodiment WIII be described.

(1) Makirp a PAT from plural AIDS (MakBPAT):

Amholder + A'Dmmn +A'Dmember2 +
n...o-uo+A|DmeI II

+ Enabler al Alen + Enabler of
Alome+nuun

+ Enabler of AleomrN + Enabler of Aloha“,

-t PAT<AIQhouar I A'Dmember‘h A'Dmemborz-
........'A|Dm°mbem>

(2) Merging plural PATs of the same holder (Merge-
PAT):

PATdIDhoHer I AleembernII AIDmemberaZ-
""""-AIDmembemM>

+ PAT<AIDhoIder I AIDmambe-bt- A'Dmmrbz»
----- . - - _ Alnmmm >

+ Enabler of AIDhWG,
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4 PKRAIDW I Alem. NDmeniaeraZ-
. . . . o . . .' Alomenbemfl- Alem1.
AID“ :."""'>'.NDmernbele>

(3) Splitting a PAT into plural FATS of the same
hida(SpfitPA1):

FRI-(NOW I Ammambera‘l- A'Dmen'belaz-
. . . . . . - -, Nor-"emu. Nomemberbt-
AIDme Z'IIIIUII'.A!DWM>

+ EnableralAle

_’ Pfidlom I NDmembamt' AleetnberaZ-
-H----~,A|D m")

+ PATd'Dm I AIDmemberbt- NDmemberva
- - . ----- , AIDWM >

(4) Chamim a homer AID at a PAT (TransPKI'):

PAT<AIDW 1 Ammr. NDMmz.
---. -'-‘.AleM>+PAT<AIDwH

I “Om >

+ Enabler of Aloha“, + Enabler of Mom,

-’ mwom I “Dumber-a1:
AID I 2.........,Au3 H,

[0221] Tl'uemethodh'specifyingthevalidityperbd
valuear‘dmemrstercommltlagvalueinmePATcon-
tairingtheNm-NDisé'mhbmemettndforqaecity-

value in the second errbodiment descrbed above.

Next. mmwmtgshmlvingflre le-AlD
wmbedeecrbed

(1) Case of producing PAT<AlDM | AIDA > tmm
AIDA and Enabler of AIDA:

(a) According to the above described rules
(b)(D and (b)(i) at the Null-AID. Atom and
Ema of AIDm, are m.
(b) Using MaIePAr.

AlDNun + NBA 4- Enabler of AIDA + Enabler
ot AlDM

L; PAT<AIDNLM | AIDA >.

(2) Case at producing PAT<AIDNun l AIDA, AIDE >
tmm PAT<Alen | NBA > and mum” l AIDB
>2

(3) According to the above described rules
(b)(r) and (b)(fi) at the Null-AID. AIDNu,J and
Enabler of Now," are known.
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(b) Using MergePAT.

PAT<AIDNuu | AIDA > + PAT<AIDM | AJDB>

+ Enabler of AIDNu"

—) PAT<AIDNuu I AIDA. AIDB >.

(3) Case of producing PAT<AIDA | Ang > from
PAT<AIDNun l AIDA >. PAT<AlDNuu | AIDS > and
Enabler of AIDA: ‘

(a) Acoorrfing to the above described rules

(b)(i) and (bxii) oi the Null-AID. AlDNun and
Enabler of AIDNu" are known. .
(b) Using TransPAT.

pAT<A|DNul I AIDA > + PAT<AIDNmr I A'DB>

+ Enabler of AlDNufl + Enabler of AIDA

—‘> PAT<AIDA l AIDE >.

[0228] M shown in Fig. 25. the data structure of the
Null-AID comprises a cherecmr string uniquely indicat—
ing that it is Nun-Arc (a character string defined by the
CA. for example). which is signed by the CA using the
secret key of the CA

[0%] Abe. as stnwn in Fig. 26, the data structure of

the Enabler oi Null-AID comprises a character string
uniquely indicating that it is Enabler (a character string
def'med by the CA. tor example) and the Null-AID itself.
which is signed by the CA using the secret key of theCA

[0230] Note that the Null-AID art! the Embler ot Null-

AID are maintained at secure PAT processing devices
and secure PAT certification authority.
[0231] Next. the first exemplary application of this third

enbodiment will be described with reterence to Fig. 27.
which includes the following operations

(1) The user-B (PAT menber) generates PAT<AID-
Nu“AIDE>byexecutingtt'ieabovedescribed
exemplary processing (1) involving the Null~AlD at
the semre PAT processing device which is con-

nected with the terminal of the user-B, and gives it
to the user-A (PAT holder) by arbitrary means.

(2) The user-A who received PAT<AIDWl | AIDS >
carries out the tollowing operations atthe sewre
PAT processing device which is connected with the
terminal of the user-A. -

(a) PAT<AIDNuu |AIDA > is produced by execut-

ing the above deserted exen'plary processing
(1) involving the Null-AID.

(b) PAT<AIDA | AIDB > is produced by execut-
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ing the above described exemplary pmcessing
(3) irwoiving the Null-AID.

(3) The useroA gives the generated PAT<AIDA |
AIDS > to the user-B by arbitrary means

[0232] Notethat memethodtordehamining thevatid—
ityperiodisthesameasdmribedabovesothatitwfll

not be rmeated here. Also, the processing involving the
Null-AID is the some as described above so that it will
not be repeated here.

> to the user-B, the above desafoed exemplary
processing (2) involving the Null-AID will be executed in
the operation (2) described above

[0234] Next, the second exanplary application of this
third embodiment will be descrbed with reterence to
Fig. 28. Which includes the following melafions.

(1)Theuser-B (PATmenbegproduces PARAID-

aremplaryproomsingfifimolv‘mgtheM-Aloat
fliesecuePATprocessingdevicewhichiscon-

nectedwiththeterrrinalottheusa—B.eridregisters
italong arbitrarydsctosedinfomatimattheADS.

(2) The user-A produces PKT<AIDM | AIDA >by
erecrlingtheabovedesa'ibedexerrplaryprocss—
ing (1) involving the Null—AID at the secure PKI'
processingdeuicewhidiiscomectedwiththeta-

mamM-Amwmnmmm
seardiconrfitionstotheADS

(3) When the personal htorrnation oi the usenB

sot‘slbstheseardicondrtionspresentedbythe
.Lsa—Ahesewre PATprocafingdevicecon—

nectedwithtt'ieADSarriesomtheioiiowingmer-ations

(a) PAT<AIDNm ] AIDA. AIDB > is produced by
executing the above described exemplary
processing (2) involving the Null-AID.

(b) The produced PAT<AIDNul | AIDA. AIDE > is
given to the ADS

(4) The ADS gives PAT<AIDNuI | AIDA. AIDE > pro-
ducedbythe Pkrprocessingdevioetnthe user-A

(5) The user~A who received PAT<AIDNufl l AIDA,
AIDE > produces PAT<AIDA | AIDS > by executing
the following TrensPAT processing at the secure
PAT processing device which is connected with the
terminal of the user-A.

PAT<AlDNun i AIDA > + main“. | AIDA,
. AIDE >

+ Enabler or rum.lull + Enabler or AIDA

—> PAT<AIDA | AIDE >.
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[0235] Note that the method tor determining the valid-
ityperiodisthesameasdescrbedabovesothatitwill
not be repeated here Also. the processing involving the
Null-AID isthe sameasdescrbed abovesothatitwill'

not be repeated here

[0235] In the case at generating PAT<AIDA I AIDE > at
the PAT processing device connected with the ADS.

Enabler oi AIDA will be given to that PAT probessing
device, and the above deea-ibed exenplary processing
(3) imotving the Null—AID witl he waited in the meta—
tion (3) deserted above.
[0237] Inthe case at generating PAT<AIDB | AIDA > at
the PAT processing device connected with the ADS and
giving It to the user~B. Enabler ot AIDB will be given to
that PAT processing device, and the above descrbed
exemplary processing (3) involving the Null-AID will be
executed in the operation (3) described above.
[0238] Next. with reterencestc Fig. 29 to Fig. 31. the
tourhermodirnentotthe miaiaccesscontrotscheme

according to the present invention will be described in
detail.

[0239] In the group commmimtion. a situation where
it is desired to fix the participants is trementty encoun-
tered. buttheabove described embodimentdoesnct

have a function tor making it impossbte to mange the
PATscthatthepanicipamstzmct befixed Namely. in
theebovedeecrbed enbodimenL whetherornottctix
theparticipants islefltoti'tejtdgementofthe holderot
the PAT.

[0240] - Forthis'reason. inthisburthenbodiment.a

read only attribute is set up in the PAT. More specially,
inthistourth embodimenttherem cnlyatn'ibuteisset
up in the PAT by using God-AID (mood).
[0241] Here. the processing imolving the God-AID
obeys all at the following rules:

(a) God-AID is known to every user. and
(b) the processing involving God-AID is allowed
only in the tollowing cases:

(i) a case where the Athoue, is neither AlDNu"
nor AlDGod:

PAT<A|DhOUer I AIDW- AIDmmbon'
........'A|omm>+Enabteret
AIDW

—» PAT<AIDW | Atom,“ Alommfl,
Nomi 2. ........INDmmm>

(ii) a case where Alon“, is NOW":

PAT<AIDNun | Alemben. A'Dmernber2-
"°“"'.NDmemberN>

+ Enabler of Atom“

'9 PM<AIDg°d I NDmembe", Alon-5mm,
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[0242] Feshmmin Fig. 29.thedatastructnreotthe

God-AID cut-prises a charader string uniquely irrticat-
ing that it is God-AID (a character stringdetined bythe
CAbrarahple).which issignedbytheCAusingthe
secretkeyottheGAThchd—Atbismaintainedatthe
sewre PAT processingdevieeeandthesewre PAT'cer-
titicetion authoritydeeaibedabove.
[0243'] ThepmceeeingsotaPKfthatmr-rtainsthe
Null-AID are according to Fig. 21 to Fig. 24. When the
holder AID is neither Null-AID nor God-AID. the God-

AlDisapperdedbtheAlDlistamttheholderindex
valueisepecififltobeapositionctheGod—AlDinthe
AID list afler amendng the God-AID. When the hone:
AD is Null—AID, the NutI—AID is ddetw tromthe ND 551.

the God-AID is appended to the MD list. and then the
holderirdexvalueiswedfiedtobeepositionotthe
God-AID in the AID listafter appendingthe God-AID.
[0244] Next, the axenplary appfitafion otthis fourth
enbofimentwitlbedestrbedwithrderemetofig. 30.
[0245] tnthecaseotproduci‘lgPKl'dlDGndlAlDA,
AIDE > m PAT<AIDM I AIDA > an! m<AIDNw I
AIDB>.thetcEMgproceesingisexewtedmthe
secure Pfirproceesingdevicenfléchismnectedwith
the teminalotme PAT holder (user-Ain Fig. 30).

(1) USN “Heep”.

PKRAIDM | NBA > + PAT<AIDM | AIDB >

+Enabteromom

—» mean)“. I AIDA, A103 >.

(2) Aconrclingtotheabovedesabednflefihtflwe
God-AID, Aloe“. is kruwn.
(a) Acconding tn the above descrbed rule (mm at
the God-AID.

PAT<AIDNuu | AIDA. AlDB > + Enabler at AIDNu.

—-) PAT<AID9°d I AIDA, A103 >

[0246] Theaboveproceesingisalsoexecutedatthe
seaire PATprocessingdevioecomectedwith acompu~
ter (search engine. etc.) ol the third person (Fig. 31) or
at the sewre PAT certification authority.
[0247] Next. with reference to Fig. 32. the filth enbod-
imentctmeemaitacceescontmlschemeawcrdingto
the present invenfion will be described in detail.
[0248] When the Null-AID is added as deserted in the
third enbcdimem. there arises a problem that it
becomespossibletcrthe holderotthe PAT(theuserot
the holder AID) to transter the access right with resaect
toll'iemernber(theuserotthememberAlD)tothethird
person. and moreover this transler can be done without
a permission of the merrber. as will be dewibed now.
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(1) The holder-A of PAT<AlDA | AIDS > (tor the
member-B) produces PAT<AIDNuI | AIDS > by using
PAT<AIDA | N03 >, AIDA and Enabler ot AIDA.
Here. it is assumed that the holder-A knorrvs all of

AIDA. Enabler of AIDA. NOW", and Enabler of AID-
Null in addition to PAT<AIDA ! AIDE >.

(a) The holder-A produces PAT<AIDA | Atom
> using the MakePAT as follows.

AIDA + A'DNull + Enabler Of AIDNu” + Ena‘
bier or AIDA

—) PATd'DA I A'DNUII >

(b) The holder-A produces PAT<AIDNun r AlDB
> using the TransPAT as follows

PAT<AIDA | AIDS > + PKI’<AIDA | NOW" >

+ Enabler of AIDA + Enabler ol AID“.

—> PAT<AIDNun r AIDB >

After the above described operation (1)(b). the
holder-A g'ves PAT<A|DNu r AIDE > tothe ttl‘rd per-
son—C, the following operation (2) becomes possi-
ble.

(2) The third person-C produces PAT<AIDC 1 AlDB >
by using PKI'<AIDNuu l AlDB >. Here. it is assumed
that the third person-C knows all of Ach. Enabler
of Aloe, AlDNm, 8M Enabler Of NDNUII i" addition
to PAT<AlDNuu l AlDB >.

(a) The third person-C produces PAT<AIDNun l
AIDc > using the MakePAl’ as follows.

AID“ + Ach + Enabler or Ach + Ena-
bier or AIDNull

-) PAT<AIDNUH ' AIDC >

(b) The third person-C produces PAT<Ach |
AIDB > using the TransPAT as tdlows.

PAT<AlDNug r AlDB > + PAT<AIDNun | AIDc
> .

+ Enabler or AlDNu" + Enabler or Ach

—> PAT<Ach r AlDB >

[0249] As a result of the above described operation

(2)(b), the third person-C obtains PAT<AIDC | AIDE > so
that accesses to the member-B become possible.
[0250] For this reason. in this fifth embodiment. it is

made impossible tor the holder of PAT<AIDW | ND-

10

15

54

m,> to produce PAT<AIDNuu I AIDW > from ths
PAT<Ale| Aleem > as long as the twlder does
not know Enabler oi NOW
[0251] in the tlird embodiment decorbed abwe. in

order tor the PAT holder to produce PAT<AlDNun I AID-
m,> without using Enabler ot Atom, it is neces-
sary to produce PATme | ND,“ >.
[0252] To this end. in this filth errbod‘lment. tor the
Null—AID described in the third en'bodment. the inflow-

ing rule is added:

" meNuB-AlebeirsedonlyastheholderAlDof
the PAT (the Null-AID cannot be used as the mem-
ber AID).

That is. PAT<AIDNun | AIDW1, Alea,
--------, Ammmm > is allowed, but
PAT<NDhoIoer l NDNull- Aleenberlv Home
- - - - - . — ~.Alem,N>isnotallo~ed.

Each ofthe secure PKl'prooessingdevicesand
the secue PAT certification authority is additionally
equipped win: a turuion tor checking Whether the
Nut-AID is contained as the mauber AD or mt.

This merrberAlD d'lecldngprocessing is carried
out according to Fig. 32 as inflows

(1) Null-AID and PATare entered (StQ $6911).
(2)AllthememberAlearetakenouttromthe
PATenteredatthestqasasfl (step86913).
(3)EadtafmelakenoutmerrberAleisoom-
pared with the Null-ND entered at the step
$6911(slep36915). -

ltelllhemermerAledonotoormletelynatch
wwrmeNuu-Nmsrepsasrmustepsestem).
theprooessing prooeedstnhe MergePAT. SplitPAT
orTransPKTpmceosing (Fig 21 orFrg.22) (step
86921).

if there is a member AlD that completely
matches with the Null-AID (step $6917 YES). the
processing is tem'rinatai '

[0253] Next. with reterenoe to Fig. 33 to Fig. 89. the
sixth embodment of the email access control sdterne

aooorrfingtothepresentirwennmwfilbedesoribedin
detail.

[0254] This sixth embodiment differs from the first
embodiment described above in that a link inlonnation

iseddedtotheAlDafFig. 2 used inthefirst embodi-
ment. asshown inapart(b)ofFrg.34,whilea link infor-
mationottheAlD issetinstead otthe AlD itseltthat is

contained inthe 1-to-1 PATof Fig. 2. as shown in apart
' (c) or Flg. 34. such that the ND is uniquely identified by

the link intormation.

[0255] Note that such an AID to which the link infor-
mation is added will be referred to as a link information

attached AID. and a 1-to-1 PAT having the link informa-
tion of the AID will be referred to as a link specifying 1-
tot PAT. Also, the link information is an information
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capable cl uniquely identifying the AID, which is given
by ekindotdatagenerally lmownas identitiersuch asa
serial number uniqudy asigned to the AID by the CA
for example.

[0256) Fig. 33 shows an overall configuration cl 3
comrrunieation system in this shah embodiment.
[can In Fig. 33. the CA (Certification AuthoritY) t has
a right to authenticate 0le and a right to issue Ale.
and functions to allocate Ale to users 3.

[0758] The SCS (Secure Communication Service) 5
vendor's emfls among the users 3. carries out the
receiving refusal and the identity judgement and the
extraction at the OID according to the need.
[me] The ADS (Anonymus Directory Service) 7 is
a danbase for managing the AID. the transfer control
flag value. the validity period value. and the cfimlosed
irrtomlationofeachusera. TheADS7hasahmclicnto

generate the PAT from the AID at a searcher and the
AID at a registrant who satidies the search conditions.
and issue it to the searcher.

[0260) A series ofprocessing lrorn generating the AID
from the OID according to a request from a user until
aflomtingtheAlDtotlatuserisbasicallythesameas
in the first embodiment. want that the link information
is to be added. which will now be described with refer—

ence to Fig. 34.
[0261] Fig. 34 shows exemplary formats ol the OID.
the link infatuation attached AlD. art! the Iirirspecifying
1-m-1 PAT. Asshown inapart(a) at Fig. 34. the DD is
an intornation corrprising an arbitrary character string
acca'dingtca rulebywl‘tidithe CA1 tan uniquelyiden-
tifythe user andapublic key. which is signedbythe CA
1.

[0262] Also. as strewn in a part (b) of Fig. 34. the link
information attached AID is an infomiation comprising
fragments of the OID and their position information.
remndant character strings. an 808 information given
by an arbitrary character str‘mg (host name. real domain
name. etc) bywhich ahostoradcmeinthariscperet—
ing the SOS Scan be uniquely identified on the network.
and the link intorrmtion. which is signed by the CA 1.
[0263] Also. as shovm in a part (c) of Fig. 34. the link
spea'l‘ying 1-to-1 PAT is an inbrmtion mn'pn'sing the

transfer control flag. the link information of AID”. the link
information of AID1. and the validity period. which is
signedbytheADSTua'ngasecretkeyoltheADs 7.
[0264) A procedure by which the user 3 requests the
link information attached AID tothe CA1 is the same as

that ol the first embodiment. A procedure by which the
CA 1 issues the link information attached AID to the

user 3 in response to a request for the AID is also the
same as that ol the first embodiment.

[0265] Nat. the link information attached AID gener-
ation processing at the CA will be described with refer-
ence to Fig. 35.

[0266] In the procedure at Fig. 35, the CA 1 generates
an information at a length equal to the total length L at
the OID. and sets this information as a tentative AID
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(stepS7211).Then.inordertocarryomthepart‘alccp-
ying afthe OID. values of parameters is and ti torspec-
ityingacopyingregim aredeterminedusingarbitrary
nmartssrdrasrarfiommrrbergmeratbnrapedively
(stepS7213).Here.Lisequalmthetctallengtthlthe
OlD.and!iismarbilrarilydefinedvaluewilhinarenge
inwlidrarelaticnshipotostisLholdsTherLanm-
mationinarangebetweenapcdtionpitoapositionp.
+lifru'ntl'retopdlheOlDiscotiedtothesameposi-
tionsintheterrtntive AID (step S7215). hothervrords.
thisOlDfragmentwilbeccpiestoarangebetweena
positionmandapositionpi+lilromthetcpotll1etm-
tativeAlD.Then.thevaluesolnand£iarewriltarirma
prescribed rangeinlhetentativeAlDintowhichlheOlD
hasbeenpmtiallycmiedinatcrmencryptedbyan
arbitrarymeans(step S7217). Then. anSCSintorm—
tiongivenbyanarb‘rtrarydiaracterstringowmme.
realdonain.etc.)thatcanuniquelyidentilyahcstora
danainllatisqaerathgtheSCSSonthenetworkis
writtenintoaprescribedrangeinthetermtiveAlD into
which thesevaluesarewrilterustq) $7219).Tnen.the
link information iswritten (5th 87220). Then. theta-Ita-
tiveAlDimowhidttheabwecharacterstringardthe
finkintormationarewnttenissignedus'ngasecretkey
ottheCA1(stepS?221).

[0267] NanaprocedureforregisteringtheAIDota
tser-BsemmewosedirtormafimnmtheADS7
whbedeeabedfiathebidrecfionalauthemtcafion

byarbitrarymemsrsingtheAlDottherser-Baandthe
certificatedmewSTisceniedoutbetweentheuser-

Hamisareg‘strantandtheADSTJhertheuser-B
3 carrsmitsthetranster consul flag value. movaidiry
paiod vahre. and the dsdosed intimation arch as
maresstotheADs7.Then.theADS‘lsuesthe

translercontrdtlagialueJhevalidityperiodvalueand
tl'ieentireminbrmatiminrelafionbmeAlDot

theuser—Bainitsaoragedevice Here.lheremnbe
cases where communications between the user-B 3

MioistheregistrantandtheADS7eretobeencrypted.
[0268] Next. a procedure by wlich a user—A 3
searchesttu’oughthedrscbsedintormatimmatisreg-
isteredinrl'leADS7willbedescrbed.Frrst.thebWrec-

tionalauthentiectionbyarbitrarymeansrsingmeAlDot
mew-Aaandthecertii'mtedtheADSHsm-rned
ombetweentheuser-Aawhoisasearcherandthe

ADS 7. Then. the user—A 3 transmits arbitrary seardt
conditions to the ADS 7. Then,theADS7presents all
the received seerdi conditions to its storage device. and
extracts the AID ot a registrant which satisfies these
search conditions. Then. theADS7generates the link
specitying l-to-t PAT from the link intormtion of the
AID ollhe user-A 3 and the Iinkinfonnation ol the AID of

the registrant who satisfied the smrdt conditions the
transfercontrcl flag value. andthevafrdityperiod value.
Then. the ADS 7 transmits the generated PAT to the
user-A 3. Here. there can be cases where communica-
tionsbetweentheuser‘Aawhoisasearcherandthe

ADS 7are to be encrypted. Notethatthe linkspecifying
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1-to-1 PAT is generated as a search result of the ADS 7.

[0269] Next. the link specifying 1-to-1 PAT generation
proceedng at the ADS 7 will be described with refer-
ence to Fig. 36.
[0270] First. an information of a prescribed length is
generated, and this intonnation is set as a tentative PAT
(step S7510). Then, the link information of the AID of
the user—A 3 who is a searcher and the link intormation

otmeAlDoftheuser-Bawho isaregistranlarecopied
into a prescribed region of the tentative PAT (step
S7516). Then. the transfer control flag value and the
validity period value are written into respective pre-
scribed regions of the tentative PAT into which the link
informations of the Ale are copied (step S7517). Then.
the tentative PAT into which these values are written is

signed using a seaet key of the ADS 7 (step S7519).
[M71] Next. the transfer control using the link specify-
lng t-to-t PAT will be described. The transfer control is
a function for limiting accesses to a user who has a
prqoer access right from a third person to whom the PAT
Wheentransferredorwhohaseavesdroppedthe PAT
(a user who originally does not have the access right).
[M72] TheADS 7andthe user—Baofthe registrant
AID can prohibit a connem'on to the user-B 3 from a

third person who does not have the access right, by set-
ting a certain value in to the transfer control flag of the
PAT.

[M73] When the transfer controi fhg value is set to be
t.the sender'sAlDisautl'renticatedbetweentheSCSS

and the seruer according to an arbitrary chal-
lenge/response process. so that even if the sender
gives both the sender's AID and the PATto another user
otherthenthesender. that another userwrtl notbe able

tornakeaconnectiontotheregistrantcftheADS7
‘ though the 30$ 5.

[M74] On the other hand. when the transfer control

llag value is set to be 0, no challenge/response process
will be carried out between the SOS 5 and the sender.
so that if the sender gives both the sender‘s AID and the
PAT to another user other than the sender. that another

user will also be able to make a connection to the regis-
tremoftheADS7throughtheSCSS. ‘
[0275] Next, the email access control method at the

30$ 5 will be described with reference to Fig. 37.
[M76] The sender specifies 15ender's AlD]@[real
domain of $08 of sanded" in From: line. and
'[PAT]@[real domain of $68 of senderl‘ in T0: line.
[M77] The SCS 5 acquires a mail received by an MTA
(Message Transfer Agent) such as SMTP (Simple Mail
Transfer Protocol), and executes the processing of Fig.
37 as follows

(1) The signature of the PATrs verified using a pub-
lic key of the ADS 7 (step S7713).

When the PAT is found to have been altered

(step S7715 YES). the marT is discarded and the
processing is terminated (step 87716).

When the PAT is found to fave been not altered
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(step S7715 NO). the following processing (2) is
erecuted

(2) The seardr is carried out by presenting the link

information of the sender‘s MD to the PAT (stqas
S7717. 37720. 87722).

When a fink information that candetely
Hatches with the link inforrmtion of the sender's

AID is not contained in the PAT (step S7723 NO).
the mail is rfisearded and the processing is termi-
rated (step S7716).

When a link inbnnation that completely
matches with the link information of the sender's

AID is contained in the PAT (stq) S7723 YES), the
following processing (3) is executed.
(3) The walidity period value ofthe PATis evaluated
(steps S7725. 87727).

When the PAT is outside the validity period
(step S7727 NO). the mail is discarded and the
processing is temrinated (step 87716).

When the PET is width the validity period (step
STIZ7 YES), the tollowing processing (4) is are-
arted.

(4)Whertherornottoauthenticatethesenderis
determined by referring to the transfer control flag
value of the PAT (steps S7731. 87733).

When the value is 1 (aep S7733 YES), the
SCSSaoqritesthesenda‘sADitselfandtheptb—
fickeyoftheserxia‘sAlDbyp'esentingthelink
intormation to the CA 1. and then the chal-
tenge/reeponseWbetueen the 50$ 5
ardttresendaisearriedoutandtt'resignamreof
thesenderisverified(step$77as). Whenthesig-
muteisvaid.tfierec7q3ierrtiss;)ecifiedaridtt1e PKI'
isaflached(stq3$7737). Nrerrthesignatmeis
irwafid. the nail is decanted and the processing is
terminated (step 87716).

When the value is O (stat $7733 NO), the
recipient is specified and the PAT is attached with-
out executing the challenge/response authentica-
tion (step $7737).

[0278] The challenge/response authentication
between theSCSSar-dthesenderisthesameasthat
forthe1-to-1PATdescribed above.

[0279] Next. a method tor specifying the recipient at
the 80$ 5 will be deserted. Frrst. the $08 5 antes out
the search by presenting the link information of the
sender’s AD to the PAT, so as to acquire all the link
infonnations which do not completely match the link
information of the sender's AID. Then. the search is car-

ried out by presenting all these acquired link informa-
tions to the CA 1 so a to acquire the Ale. All these
acquired Ale Mil be defined as recipient's AIDS here-
after. Then, for every recipient‘s AID. the real domain of
$08 of recipient is taken out from the recipient's AID.
Then, the recipient is specified in a lormat of '[recipi-
ent's AlD]@[real domain of $08 of recipienfl'. Finally.
the SOS 5 changes the se'rder from a format of
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'[sender's AlD]@[real donnin of $03 of senderl” to a
format of 'sender‘s AID‘.

[080] Themetmdbrattacl-ring firePATattheSCSS
isthe sameasthatforthe 1-to-1 PAT described above

[0281] Next. a method 01 receiving refusal with
respect to the PAT at the $08 5 will be described.

[0232] Receiving refusal setting: The bidirectional
authentication is canted out by an arbitrary means
between the user and fire $08 5. Then. the user trans-
mits a registration command. his/her own AID, and arbi—
trary PATs to the $05 5. Then, fire $68 5 verifies the
signature of fire received AID. it the signature is inverts].
the processing of the 80$ 5 is terminated. It the dgna-
ture is valid. the 8685 next verifies the signature of
each received PAi'usingaputiickeycfthe ADS. Those
PATs wittr the invalid signature are discarded by the
80$ 5. When the signature is valid, the 863 5 takes out
fire link inionnation from the received AID. and then car-
ries outthe search by presenting the taken out Iinkinlor-
mationtoeachPAT. ForeachotfirosePATswhich

conuin the link information that con'pletely matches
with the linkinfomtatimoifite received AlD,the 8055
presents the registration commard and fire PAT to the
storage device such that the PAT is registered into the
storage device. Those PATs wl'ridr do not contain the
link intormatim that completely matches with the link
information of the received AID are discarded by the
86$ 5 without storing them into the storage device.
Here. there an be rases where cormrunimtions

betweenthe Lseramlthe SCSSereto be encrypted
[0283] Receiving retual execution: The $05 5 carries
outthesearchbypresentingfirePATtofirestorage
device. When a PAT that conpletely matches the pre-
sented PAT is registered in the storage device, the mail
isdismrded. When a PATthat completely matches the
present PAT is not registered in the storage clerics. the
mail is not discarded.

[0284] Receiving refusal cancellation: The bidirec-
tional airthenticafion is carried out by an arbitrary
means between the user and the 80$ 5. Then. the user
presents his/her own AID to the $08 5. Then. the $08

5 verifieethe signature of the received AID. It the signa-
ture is invalid, the processing of the $68 5 is terni-
nated. It fire signature is valid. the $08 5 next takes out
the link information from the presented AID, and
presents the taken out link information as a search con-

dition to the storage device and acquire all the PATs that
contain the presented link information. and then
presents all the acquired PATs to the user. Then. the
user selects all the PATs tor which the receiving refusal
is to be camelled by referring to all the Pitts presented
from the 80$ 5. and transmits all the selected PATs
alongwifiradeletioncommandtofiteSCSS.Upon
receiving the deletion command and all the PATs for
which the receiving refusal is to be cancelled. the 80$
5 presents the deletion command and all the PATs
received from the user to the storage device. such that
all fire received PATs are deleted from the storage
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derice

[028$] Notethatfiremethodotreceivingrehrsalwilh
respedtofitermkwecitying 1-to—N PKl'attheSCSS'rs

firesameasfitemethodotreceiving retusalwith
respect to the link specifying Ho-t PAT described
above.

[0286] Nerd. the judgement of identity wfll be
deecribedwifitreterencetofig38andfig.39.

(1)AniritialvalueotavariabIeOIDMisdetinedas
abilsequencewifiralengfirequdtothetotatlengfit
L otthe OlD amt all values equal to “0". Also. an ini’
tial ralue ot a variable 0le is defined as a bit
sewencewifiralengthequaltofitetotsllengfitot
theOIDandaflvalueeequaltot)‘ (strepS7911).
(2)0nelinkiniormatimattachedAlDisselected
from a set oi processing target link inbrmation
afiechedAIDsandfiretdlowingbitprocees‘ngis
wdedmflhstep S7913).

(a)Valr.resotvariablesAlDMardAleare
deternined swarming to the position informa-
tion contained in the link intormtion attached

AID (step 87915). Here. AIDM is defned as a
titsemencewifiralengfir equaltofiietotal
langtthtfiteOIDandanlueotaposifionat
MidtfireOlDinlorrmfionisdefhedis‘t'
wiileavabeotaposifionatwhichtheOlD

intorntationisrudefinedis‘O'(seel-‘rg.39).
AlqulDyisdefinedesabitsequencewifita
mmmmmremmomeomand
avalueotaMonatMfid-rfireOlDinioma-
timisdetinedismectxnlvalueottheOlD

inforrratbnnhileavalueataposilimatwhidi

theOlD'nhrmafimisnotdefmedistee Fig.
39).

(b) AND proceesingoiOlDM and AIDM is w-
riedoutanditsresultissrbstitutedintoavaria-

ble OVRM (step 87917).
(c) AND prweeeingctOVRMandAlDMaswell
as AND processing 01 OVFIM and OIDM are
carried out and their results are compared
(step S7919). When they coindde, OFI
processingotOlDMandAlDMismniedout
arditsnesultissubstitutedintoomu (step
57921), while OFI prwessingot OIDV and AIDV
isalsomniedoutanditsresultissmstr’tmed

into OlDu (step S7923). On fire other hand.
when theydonotcoincide, fire processing pro-
ceedstofire stq: S7925. ,
(d) A link information attached AID to be proc-
eesednextisselededfromasetcfproceesing
targetlirfiriniormation attached Ale When at
least one another link information attached AID

is contained in the set. the steps $7913 to
$7923 are exewted tor that another link infor-
mation attached AID. When no other link infor-
mation attached AlDiscontained in fire set. the
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processing proceeds to the step S7927.

(e) Values of OIDM and OIDV are outputted
(step $7927).

[0287] The value of OIDM that is eventually Mined
indicates all positions of the OID information that can be

recovered from the set of processing target finkinforma-
lion attached Ale Also. the value of OIDV hat is even-
tually obtained indicates all the OID information that can

be recovered from the set of processing target link infor-
mation attached AID. In other words. by using the val-
ues of OIDM and OIDV. it is possible to obtain the OID
albeit probebilistically when the Blue of 0le is used as
a search condition. and it is possible to quantitatively
evaluate a precision oi the above search by a ratio
OIDMILw'rth respecttothelotal length LoftheOID.
[0288] As described above. in this sixth entbodment.

the CA 1 which is a Trusted Third Party with high
secrecy and credibifity generates the link information
attached AID in which the personal intonnation is con
ceated, from the CD that contains the highty seu'et per-
sonal infomtation such as name. telephone number,
real email address. etc. amending to a user request.
and issues the AID to the user. By identifying the user
by this AID on the communication network as well as in
rarious services provided on the comrmnication net-
work. itbeoomespoesblebprovideboththeanonymity
guarantee and the identity guarantee for the LSGI'. ln
otherwords. ilbecomespossibletorlheusertocormm—
nicate with another user without revealing the own real
name. telephone number. email address, etc, to that
another user. and it also becomes possible to disclose
the disclosed information to unspecified many through
the ADS 7 aswill bedesaibed belm.

[0289] The user registers the disclosed information.
that is an information which is sipposed to have a low
secrecy compared with the personal information at the
ADS 7. In the case of searching the disclosed informa-
tion and the registrant AID, the searcher presents the ,
link information attached AID of the searcher and arbi-

trary search conditions to the ADS 7. The ADS 7 titan
extracts the registrant link information attached AID that
satisfies these search conditions. am generates the link
specifying l-to-t PAT from the link information of the
AID of the searcher and the rink information of the AID

of the registrant who satisfied the search conditions. the
transfer control flag value. and the validity period value.
[0290] In this link specifying t-to—t PAT. the transfer
contrd flag value and the validity period value are set as
shown a part (c) of Fig. 34. and by setting up this validity
period in advance. it is possible to limit connections from
the sender.

[0291] It is also possible to prohibit connections trom
a third person who does not have the access right, by
using the transfer control flag value. Namely. when the
transfer control flag value is set to be 1. the sender's
AID is authenticated between the $08 5 and the sender

according to an arbitrary challengelresponse process.
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sothat even itthesender givaboththesender‘s AID
andthe PATtoanother user other than the sender,that
another userwfli notbeebleto nakeaconnectionto

thereg’strantottheADS'lthrnugh theSCSS.0nthe
oflterhandwhenthetransfercontrolftagvalueissetto
be 0,nochellengelresponse processwfilbecantedout
belweentheSCSSandtheseruersottntiitt-resetder

givesboththesender‘sAlDandthePATtoanotheruser
ottrermantheserider.matanotttertrserwillalsobeable
tomal-reaconnecticntotheregistrantollheADS7

through the $05 5. '

[0292] ltisalsopossibletomakeaconnectionrequest
tothecommnimtionnetworkwchthatacallforwhich

the recipient is specified by the link specifying 1-to-1
PATwillbereceivedbytheredtient‘sAlDorthe
serda's AID wedfied by the linkintorrratimofthetink
specifying 1-to-1 PAT. In addition. it is also possble to
refuse rweiving calls with the link specifying 1-m-1 PAT
selected by the recipient among calls which are sped—
fiedbythefinkspedtying t-to-l PA‘I’. ltisalso possitle
tomelthereceiving refinalofthecallswithlhelink
specifying 1—to—1 PAl'selededbytherec‘pient, In addi-
fion.asameasureagaiostlhesenderwhorepeatsthe
personale‘nedtusingeplmalityofsendersAlebytak-
ingenadvantageoitl‘teamnyrhityitispoesbehjtnge
the identity of the OID from these plurality of ser'tders
AIDsandttispossibletoedractttmOIDatsomeprob-

[0293] NerdwithretuencestofigAOtot-‘rgJSJhe
seventh embodiment ol the email access control

scheme according to the present irwenticn will be
describedin-deaa.

[0294] lncontrasttothesbdtentorfinentdesabed
abovewhid'risdrectedtothemsenhereasemerard

arecipiemaresetint-m—t correwcndencethissev-
emherrbodimentisd'aededtothecesewhereasender

ard redpients are set in 1-to-N correspondence and a
generation at a new l’mk specifying t-to-N PAT and a
content change ofthe exisfing link specifying l-to—N PAT
an be made by the initiative ofa user. sirra‘larly as in the
second errbodimentdescribed above. Here. the sender
iseitheraholderofthe PAToramen'berotthePAT.

Similarly. tl'rerwipientiseitheraholderofthePATora
memberofthePAT.

[0295] Asdescrbedinthesecorrderrbocfimentin
general. a membership of a group communication (nail-
inglist. etc.) ischanging dynamicallysothatitis neces-
sary for a host of the group communication to manage
information on a point of contact such as telephone
number. email address. etc. of each memba. In corr-

frost. inthecasewhereitispossibletonewly generate
a1-to~1PATastn the sixth embodiment. the manage-
mentotapoimofcontactisdiffiwlt Forexampte,itis
ditticulttornanagethe group collectivelyandeven ifitis
given to the others Icrthe purposeofthe transfer con-
triol.itdoesncttunctionasanatttressofthegroupcom-
munication such as mailing list.
[0296] In this seventh embodiment. in order to resolve
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such a problem. it is nade possible to carry out a gen-
erational a new linkspecitying 1-to-N PAT and a content
change or the existing link specifying 1-to—N PAT by the
initiative at a user.

[0297] First. the definition of various identifiafions
used in this seventh embodiment will be deserted with

references to Fig. 40 and Fig. 41.
[0298] Asshownlnapart(a)offig.40.theOIDisan
information comprising an arbitrary character string (tel-
ephone nurrber. email address. etc.) according to a rule
bywhichthe CA 1 can uniquely identitythe userand a
puuic key. which is signed by the CA1.
[089] Also, asshowninapart(b)otFrg 4o. thelink
irrlormation attached AID is an information comprising
fragments of the OID and their pos‘tion iniornntion
redundant cltarachar strings. an SCS information given
by an arbitrary character string (host name. real domain
mme.etc.)bywhid'ial'lostoradorrninthatisopaat-
ing the $08 5 can be uniquely identified on the network.
anda linkintorrration, which issignedbytheCA1.Note
thattheADmaybeenoryptedattheSCSSortheCA
1. The link inlormation is the same as in the sixth
embodiment.

[0300] Also. as shown in a part (c) of Fig. 40. the link
specifying 1-to—N PAT is an intorrmtion corrprising two
or more link iniormations of Ale. a holder index. the
vafidrtyperbd.thetranslercontrolflag.andaPAT
processing device identifier, which is signed using a
secret key ot the PAI’ processing device.
[0301] Here,oneotthe IinkintonnetionsotAleisthe
link intonnation of the holder AID otthis PAT. where the
changeoftheirttorrrationcontained in the PATsuch as
an eddidon otthe link intonnation ofAID to the PAI’. a
deletionofthelirtlrintorntafionotAthornmePKEa
changeoithe validty period inthe PAT. a change ctthe
transterconh'oltlagvalueinthe PAT. etc., canbemade
by presenting the link information at the holder AID and
a corresponding Enabler to the PAT processing device.
[0302] On the other hand, the link informations otAle
other than the link information of the holder AlD that are
contained in the PAT are all link intornation oi member

Ale where a change of the information contained"in
the PAT mot be made even whenthe link intonation

ot the member AID and a corresponding Enabler are
presented to the PAT processing device.
[0303] meholderirdexisammrerimldataforidenfi-
tying the link information of the holder AID. which is
defined to take a value 1 when the link infomtation oi the
holder AID is a top link information of AID in the link
spea‘tying AID list tormed from the link information of
the holder AID and the link informations of the member
Ale. a value 2 when the link information of the holder

AID is a second link information ct AID from the top of
the link specifying AID list. or a value n when the link
inforn'ation oi the holder AID is an n-th link information

at AID trom the top of the link specilying AID list.
[0304] The transfer control flag value is defined to take
either 0 or 1 sirnilarfy as in the ease of the link specifying
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mos] ThelinkintormationoftheholderAlDisdetined

tobealinkintorn'ratimotAlthichiswrittenataposi
MottltetrolderirtdexvalueirrtttefirrlrspedtyirtgAlD
fist. The linkintormatimsotthenmberAleare
definedtobeallthelinkintormationsotADsotherthan
thelinkintunationottheholdarAlD.

[0306] Thevafidityperiodisdefinedbyanyoneor
combinationotthenumberottimesfuwhichthePATis

available. the absolutetime (UTC) by Mich the PAT
beconnsmavailablemheabsolutetimewTCWywhich
thePATbecornes available. andthe relative time (lite—
time)sircetl~rePATbeoornesavailablemtilitbeoomes
uravailable.

[D301] TheidentifierotaPAl'poceoshgderioHora
PATprocessingobiectonthenetmnqisdefinedasa
serialnunberofthe PATprocessing device (Grands-
tinguishflnemeotthePATproceosingobjectonlhe
network).TheseaetkeyotthePAl‘proce$ingdevice
(crthePKTproceesingobiectcnthenetworldisdefined
tobemiwefycorrospordngtotheidenfifier.
[0308] Also.inthissecondenbo&nart.anEnableris
introducedasaniderrtifieroorrespondingtotheAlDJts
showninl-‘rg.41.tl-ieEmblerisanintonmfioncompris-
mgadtaraclerstfingmiquelyindimfingfhatitisan
EnablerandalinkintormahonattadiedAlDitsell.which
issignedbytheCAt.
[0309] Nemtheoperatimsiorage'terafionotanew
PATandacontentdtamedtheen‘singPfia'wilbe
decorbedHe’eliethgoperafiorsaredefhedet
aseurrel'flfprncmtgdeticemtheoonmflmfion
terminaloraPfl’processingobjectontheCAorona
mmemrwmmcum
wflalsobereterredbasaPATprocewingdevicehere-
atter).Thoseq3aafionsarea‘milarwthcseotthesec~
onderrbodirnentdescrbedabovesothattheywinbe
describedbyreterringtoFrg. 10toFig. tannins
assurnedMeadtoccurrerIoeotAlDirrl-"rgtoml-“rg.
13 shouldbereptacedbythetinkintormationotAlD in
thefollowing.

1. Editing ot Iinkspeoitying AID list:
AWWAIDH,WI¢S3WO§W‘

intorrnaticnsotAlecomainedintheHAT. isedited
using frrfir information mated Ale and Enabler.
Else. the link $eoifying AID list is newly generated.
2. Setting of the validity period and the transfer con-
trol flag:

The validity period value and the transler con-
trol flag value contained in the PAT are changed
using a link information attached AID and Enabler.
Also. a newvalidity period talueand a newtranster
mntrolilag mlue are set in the newly generated link
specifying AID fist

[0310] A user who presented the holder ND and the
Enabler oonesponding to this holder AID to the PAT
processing device can edit the list of link infomtations of
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Ale contained in the PAT. In this case. the following
processing rules are used.

(1) Generating a new PAT (MakePAT) (see Fig. 10):
The link wedtylng AID list (LAL-

lST<(link)holder AID | (Iink)memtaer AID1,
(link)mernber AIDZ. - - - - - - - -. (Iink)merrber
AID" >) where (link)AID,‘ denotes the link interma-
tion of AID, is newly generated. and the vafrdity
period value and the transfer control flag value are
set with rewect to the generated LAUST.

(IiniQAiDA + (link)AlD3 + Enabler of AIDS

+ Enalier of AIDA

—> LALlST<(Iink)AlDA| (linlquDB >

LALIST<(link)AlDA | (link)AIDB > + Enabler of
AIDA

+ valiéty period value

4» transfer control flag value

—» PAT<(l‘rnl<)AIDA | (memos >

(2) Merging PAYS (MergePAT) (see Fig. 11):
A plurality at LALISTs at the same holder AID

are merged and the validity period value and the
transfer control flag value are set with respect to the
merged LAUST.

LALIST<(link)AlDA r (finlquDm, (rmmrom. '.ouv...->

+ LAUST<(link)AlDA r (linloAch1. (fink)Achz,loocvo¢e>

+ Enabler of AIDA

—> LALlST<(Iink)AlDA r (link)AlDB1, (lmlquDBe.
- - - - - - « -, (link)Ach1. (fink)Achz,.nncoc-u>

LALlST<(link)AIDA r (lileAlDB‘. (IirrlQAlDBg,
. . . . . . . '. (link)Ach1. (“HHA'Dca-.u-a.-..>

+ Enabler ot AIDA + validity period value

4» transfer control flag value

_, PAT<(link)AIDA r (link)AlDB1, (link)AlDBz.
- - - . . . - -. (link)Ach1. (Iink)Ach2,not-OIDI>

(3) Splitting a PAT (SplitPAT) (see Fig. 12):

10

15

55

The LALIST is split into a plurality of LALlSTs
ol the same holder AID. and the respective validity
period value and harder control flag value are set
with requesttoead‘toneotthemfilLALlSTs

LALIST<(link)AlDA r arming”. (linloAlDBg.
. . . . . . . '. - (linIoAIDm, (“fin/“Dear.o.....->

+ Enabler of AIDA

—> LALlST<(l'tnk)AlDA | (linIIQAIDm. (liniOAle,
«an-acne)

+ LALlST<(I'Ink)AIDA r (rqurom, (unrqmoca,.n.....c)

LALIST<(Iink)AIDA | (liniOAle. (IrleAchz.-u.-.-..>

+EnwlerotAlDA-i-vafidityperiodvalue

+transtercontroltlagwlue

—> PAT<(Enk)AlDA r (link)Ach1, (Iinijchz.
oono-no->

(4) ChangingatnlderofaPATrl’ransPN) (see fig.
'13):

ThewerADottheLALISTiscmnged.“
thethyperbdvaheardthetransteroontmlfhg
valuearesetwithremedtnthecl'amedIAuSI

WSTdWNDA I MADE >

+ LALlST<(&Ik)AIDA r (link)A|Dc1. (EnIOAIDca.o.....oa>

+ Enabler or AIDA + Enabler 0t AIDB

_» LALIST<(link)AlDa | (rrnrqArom,
(Iink)Ach2_ ------ - - >

LAUST<0iquDB I (linl<)Ach1. (“'IKWDcz....... . . >

+ Enabler of AIDS 4- validity peiod value

+ transfer control flag walue

—> PAT<(Iink)AlDB r (lileAch‘. (liniQAchz,---.---.>

[0311] in the operation tor setting the valicfity period
value. in order to permit the setting of the validity period
value only to a user who holds both the holder AID and
the corresponding Enabler. the lollowing operation is
defined.
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PAT<(Iinl<)AlDA l (link)Ale > + Enabler of AIDA

+ validity period value

—+ PAT<(link)AlDA | (linl<)AIDB >

[0312] In the operation tor setting the transfer control
flag value. in order to permit the setting at the transfer
controtftaglmtueonlytoauserwhol'oldsboththe

holder Am and the correspordng Enabler. the following
operation is detined.

PAT<(link)AlDA | (link)AlDB > + Enabler of AIDA

+ transfer control flag value

—+ PAT<(Iink)AIDA I (linl<)AlDB >

[0313] Next. with references to Flg. 42 to Hg. 48. the
overallsystemconfigurationolttfisseventhenhocfi-
ment wil be described. in Fig. 42 to Fig. 48, the user-A
who has AIDA allotatal from the CA stores AIDA and
ErlableroiAlDAinacompmerctttleuser-Aandthe
input/otmut devicessudt asfloppyrfiskdrive. CD-ROM
drive, communication board. microphone. speaker. etc.

are connected. Else. AIDA and Enabler ct AlDA are
stored in a comrmmication terminal (telephone. cellular
phone. etc.) which has a storage device am a data
input/cum function.
[0314] Similarly. the user-B who has All)B allowed
trorntheCAstoresAtDBand EneflerofAtDB inaoom
puter of the user-B. and the input/output devices such
as floppy disk drive. CD-FlOM drive. cannumication
board. microphone. speaker. etc. are connected. Else.
AIDE and Enabler ct AIDS are stored in a communica-
tion terminal (telephone cellular phone. etc.) which has
a storage device and a chta input/output function.
[0315] In the following. a procedwe by whidw the user-
A generates PAT<(Iink)AlDA | (link)AtDB > will be
described

(1) The user-A acquires AIDB and Enabler cl AIDB
using any of the following means.

‘ Ang and Enabler of AIDS are registered at the
ADS 7, and it iswaited until the user-A acquires
them as a search result (Fig. 42).

' AIDB and Enabler ct AIDB are directly tremmit-
ted to the user—A by the email. signaling. etc.
(Figs 43. 44).

' AIDS and Enabler ct AlDB are stored in a mag-
netic. optic. or electronic medium such as
floppy disk CD-ROM. MO, IC card. etc. and
this medium is given to the user-A Else. it is
waited until the user acquires them by reading
this medium (Figs. 45. 46).

‘ AIDB and Enabler of AIDB are printed on a
paper medium such as book name card. etc,
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andthismediumisgiventothetse-A Else.it

is waited until the user-A acquire them by read-
ing this medium (Flgs. 47. 48).

(2)1heuser-Awhohasacquired AIDBand Erabler
otAlDBbyanydthemeansdescribedintheabu/e
(1)3sllesflteMalePATmmrntofltePKI'
processing device. This procedure is common to
Hg.42tnFlg.48.arudefinedasfollo~s.

(a) TheuserArequeststheissuanceclthe
MakePAT corrrnand by setting AIDA . Erabler
or AIDA, AIDE. Enabler or All)B . the validity
periodvahleandthetranstercmtrolflagvahle
into the conmicaticnterninalcltheuser-A

(b)1he oomrmrication terminal of the uservA
generatestheMakePATcommand. ‘
(c) Theoomrrunicetion termiml ctthe user-A
transnits the generated MakePAl'comnandto
the PAT processing Woe by meats such as
theernail.signafing..ac(thei$uanceotthe
MaltePATcmward).
(d) The PAT mowing device generates
PKT<lle<)A|DAt(rflfi<)AlDa>bvhWnglhe
reca'ved MatrePAToormnmlaocordingto Fig.
21 and Fig. 49. More specifmlly. this isdone
astollows.

Wm(snows

+ Mormon». Erablerol All)A

—> LAtJSle'mldAlDA l (lirtlQAlDB >

LALISTMNDAI (ileAlDa > + Btabler
or AIDA

+ validity period value + transfer control
flag value

-) PAT<(linl<)AlDA l ammo?

(e) The PAT naming device transmits the
generated PAT<(Iink)AIDA | (link)AIDB > to the
cormtunicetion terminat otthe user—A. ortothe
cormmnirzficn term'mt of the user-B accord-

ingtotheneed.bymeanssuchastheemail.
signaling. etc.
(0 The communication terminal of the user—A
(or the user-B) stores the received

PAT<(link)AlDA | (link)A|DB > in the storage
device of the commmication terminal of the
user-A.

[0316] The merging of PAl's (MergePAT. Fig. 21, Fig.
49). the splitting of a PAT (SplitPAT, Flg. 22. Fig. 49). and
the changing of a holder of a PAT (TransPAT. Fig. 21.
Fig. 49) are also married out by the sinilar procedure.
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[0317] The prooedure of MakéPAI MagePAT and
. TransPAr is similar to that descriaed above with refer-

ence to Fig. 21, except that the AID should be replaced
by the link information of the AID and the AID list should
be replaced by the link specifying AID list. Also. the pro-
cedure of SpfitPAT is similar to that described above
with reference to Fig. 22, except that the AID should be
redaced by the link information of the AID and the AID
list should be replaced by the link spea‘tying AID list.

[0318] Here, in the procedures of Fig. 2t and Fig. 2,
the link spmifylng AID list generation is carried out
accortfing to Fig. 49 as follows. Namely, a buffer length
is determined first (step $9011) and a buffer is gener-
ated (step $9012). Then. the link information of the
holder AID is copied to a vacant region of the generated
buffer (stat $9017). Then. the link inlormation of the

member AID is copied to a vacant region of the resulting
butler (step $9018). and if the nut member AID exists
(step 3&115 YES). the step 39018 is repeated.
[0319] Next. the determination of the link information
of the holder AID will be descrbed. Each of the Make-

PAT. the MergePAT. the SplitPAT, and the TransF’AT com~
trends is defined to have two or more arguments. where
AID. PAT. or Enabler can be specified as an argument.
In this case, the PAT processing device specifies the link
intornationofthel'iolderAIDotthe PArtobeoutputted
after executing each command according to the follow-
ing mlee

‘ Case of the MakePAT:

For the MakePAT corrrnand. it is defined that

Ale are to be specified tor the first argument to the
N-thargument(N=2.3. -------~ )endEne-
blers are to be specified for the N+1-tit arr] subse-
quent arguments For exanple. they can be
specified as follows.

MakePAT AlD1. AIDZ, - - - ----- , AIDN.
Enabler of AID1. Enabler of AlDz.
- - ----- -, Enabler of AIDN

The PAT processing device interprets the link
information of AID of the first argument ofthe Make-
PAT command as the link intormation the holder
AID.

Only when one of the Emblers of the N+1-th

and subsequent arguments corresponds to the AID
of the first ergm'nent. the PAT processing device
specifies the link information of this AID (that is the
link infornatim oi the AID of the first argument) as
the link information of the holder AID of the PAT to

be outputted after erecuting the MakePAT corn-
mand.

' Case of the MergePAT:
For the MergePAT command. it is defined that

PATs are to be specified forthefirst argument to the
N-thargument(N=2. 3. -- - -)andEna-
bier is to be specified for the N+1-th argument

to
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Narnely,theycanbespecifiedasfollows.

MergePATPAT1 PAT2 - - - ~ - - ~ ‘ PATN Ena-
bler or AID

The PAT procew’ng device interprets the link
infonnationoftheholderAlDotthePATdthefust

argument at the MergePAT command as the link
infonnationoftt'ieholderAlDoftt-iePATtobeom-

mttedafterexecufingthe MergePAToonmand.
Only when the Enauer of the N+1-tn argument

corresponds tothe holder AID ot the PAT of the fist
argumentthePAT processing device specifies the
link informationofthis AID (that is the link informa-

timloeholderAlDdthePAl'ofthefirstargo
ment)asthelinkinformatimoftheholderAlDof
thePATtobeoutputted atter executing the Merge-
PAToomnand.

CaseottheSpfitPAT:
FortheSplitPATcomnand. itisdetinedthat

PATistobeqaedfiedfcrthefirstargmnmLasetof
meormoreAlegrothogetherbysomepre—
scrbedsynboMassumedtobeparemhesesOin
this erramrfle) are to be wecified tor the second
argumenttotheN—thargurnent(N=3.4.
----- ---).andEnableristobespecifiedtor
the N+1-1h argument. Namely, theycanbe speci—
fiedastoflows

.Sflifl’AT PAH (N011) (N021 AI[322)
“' """ (Ale Alone "“"“
Atom) Embterot AID

The PAT processing derice interprets the link
informationofthel'rolderAlDotthePATdthefist

argunentoftheSplilPATcomnandesthe link 'mtor-
natimotthef'niderAlDofthe PATtobeoutputted
after executing the SplitPAT command.

Only when the Enabler of the N+1-th argument
corresponds tothe holder AID ofthe PAI' ofthe first
argument. the PAT processing device specifies the
link information of this AID (that is thelink informa-
tionoftheholderAlDdthePKl’ofthefirstargu-
memesmetinkinformafionoftheruderAlDof
the PAT to be cu‘lputted after executing the SplitPKl' '
command.
Case of the TransPAT:

For the TrnnsPAT command. it is defined that

PATs are to be specified for the first argument and
the second argument. an AID is to be specified tor
the third argument. and Enablers are to be speci-
fied for the fourth argument and the fifth argument.
Namely. they can be specified as follows

TransPAT PAT1 PAT2 AID Enabler of AID1 Ena-
bler of AI02

The PAT processing device iMerprets the link
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information of AID clthe third argument as the link
irtforn'ationoltheholderAlDolthePATtobeom-

putted alter exewting the TransPAT cunmand pro-

pointfl'relinkinlcrrrationsolthemenbaAleare

cistrhrtedirmdifierentPATsinunitsofparenthe-
sesO.Forexmrde.inthecaseol:

videdtmttherrnkintormafionolAlDotthethird
argument of the TransPAT command is contained in 5 SplitPAT PKI’ (Alon) (Atom AID?)
thePATolthesecondargument. ........ (Ale AID” ........

OnlywhentheEmblerolthefmrrthargwnent AIDN‘oEmuaotAlD
corresponds to both me' PAT of the first argument
and the PAT of the second argument and the Ena-
bler of the filth argument mesponds to the AID of w
the third argument. the PAT processing device
seedfies the link information of the AID of the third

the link information; of (Alon), (Aloz1 AIDE) and
(Ale nu)N2 - ------- AIDNM) will bethe fink inror-
maticnsotthemenberAleoldifterent PATshavinga
common link inlormation of holder AID

argument as the link information of the holder AID
cfthe PATto beoutputted after executing the Trars-
PAT wmrnand.

Next. the determination of the link intormations
cfthememberAlewillbedewibed Thedefini-

tions at the MakePAT. the MergePAT. the SpEtPAT.
and the TransPAT commands are as descrbed

15

Case of TransPAT:

Onlywhehlhe linkintormationoftl'ie holder
AlDofthe PAl'mbeoumuttedalterexewtingthe
Tr‘arsPATcormandistorrrally deternined,the PAT

processing device spec'ties all the link intormations
of the merrber AIDs remaining after aiduding the
linkintorrnationolthemerrberAlDthatissdred-

above.‘lhePAl'processingdeviceqaecitiesthelink 20 uledtobeanewhoberAlDfromalthefinkintor-

irrlornatiorsotthemernberAleolthe PATtobe n'afionsofthemerrberNDsdthePN'qzecifiedby
oubufledafierewecmingewrwmtandacccrding thetirstargumentoltheTmPAl’camrdaM
tothelollowingnfles therrnkinionnationsdfltememberAIDsolthePAT
CaseottheMelePAT: wecif‘redbythesecondargwnentastl‘tefinkinlor-

Onlywhenthelinkintormeticnoftheholder as natiorsotthemerrberAleottt‘IePATtobeout-
AlDolthe PATtobeoulprhted after executingthe puttedaftorwutingtheTransPATcormrand.
MakePATconmand'storrnallydetemrined.thePAT Theverifirztiondthepropemessolthe Ena-
procesfingdeticeinlerpretsallthelinkintorma- blerinthissetenthenbcrfmerrl'sthemas
tionsolthe Aleofthesecondand subsequent descrbedabovewithreter'encemfigzll.Also,lhis
argumerrtsoltheMalePATconmandasthe link 30 verificafionoftheprmerrmsottheatableriscom-
intorrnationsofthe merrherAleoithe PATtr‘Jbe

outputted after executing the MakePAT con'rnand.
nmtnflreMalePRfiflleMergemIflteSpfl’Ar
andll'ieTransPfl’.

The PAT processing device specifies only the
link intormations of those Ale among all the Ale
of the second and subsequent arguments which 55
correwond to the Enablers specified by the N+1-th
and subsequent arguments as the link intonnatims
of the member Ale of the PAT to be outputted alter
executing the MakePAT command.
Case of the MergePAT: 40

Only when the link inlorrmfion at the holder
AiDolthePAl'tobeoumuttedafterexecutingthe
MergePAT command is family determined. the
PAT processing dwice specifies the link inlonna-
tions of the member Ale of all the PATs specified 45
by the first to N-th arguments of the MergePAT as
the link intormations at the member Ale of the PAT

to be outputted afler execrning the MergePAT com-
mand.

Case of the SplitPAT: 50
Only when the link intormafion ol the holder

AID oi the PAT to be outputted after executing the
SplitPAT command is litmtelly determined, the PAT
processing device specifies the link inlorrnation ol
the member AID oi the PAT specified by the first 55
argument of the SplitPAT conmand as the link infor-
mation of the mantra AID of the PAT to be outiut-
ted alter executing the SplitPAT command. At this

[0320] Next. the eighdr errbonfiment ot the errail
aocesscontrolsdtemeaccordngtothepresemhven-
ticnwillbedeec‘ibedindetaiL

[0321] lnthiseighthenbocfirnenttheOlDisgivenby
arealermiladdress

[0322] ThePATisaninlorn'ationcon'prisinghvoor
merealenafladdrmfl‘eholderindagthevafidity
paiothetransler controlllagandthe PAT processing
device identifier (ortheidentilierotthe PAT processing
otriectorrthenetwork) Midfissignedusingaseaet

levelflwPATprocesdwgdevicMcrthePAlproceming
oljeqonthenetwork).
[0323] Here one of the real entail addresses is a
holder email addreasot this PAT. where the change of
theintormationoontainedinthePATsuchasanwdifion

ofemfl attireestolhe PAIadelefionolernai adirees
fromthePATZachangeolthevaliditypen‘odinthePAT.
achangeot the transfer control flag value in the PKI'.
etc., can be nme by presenting the holder email
address and an Enabler containing the holder email
address to the PAT processing device (or the PAT
processing obiect on the network).
[0324] Onthe other hand,theemail addresses other
thantheholderernailaddressmatarecontainedinme

PAT are all memberemailwdresses, Mrere a change

37
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of he information contained in the PAT cannot be made
even when the member email address and an Enabler

containing the men‘ber email address are presented to
the PAT processing dance (or he PAT processing object
on the network).

(0325] The holder index is a numerical data tor identi—
tying he holder email address. which is defined to take
a value 1 when the holder email address is a top email
address in the email address list formed trom the holder

email add'ees and the member email addresses, a
value 2 when he holder email address is a second

email address from the top othe email address list. or
a value n when the holder email address is an n-th errail

address from the top of he email address list.
[0326] The transfer control flag value is defined to take
either 0 or 1.

[0327] The holder snail address is defined to be a real

email address which is written at a position speciied by
the holder index in the email address list. The member

email addresses are ddined to be all he email
addresses other than he holder entail address.

[0328] Thevalitzlityperiod isdefinedbyany oneor
conbinationothenumberottimestorwtidthe PATis

available. the absolute time (UTC) by which the PAT
becomes mavailable. theabsolute time (UTC) bywhich
the PAT becomes available, and the relative time (life-
time) since he PAT becomes available until it becomes
unavailaue

[0329] The identifier of he PAT processing device (or
thePATprocessing ottjedmhenetwaldisdefmedas
aserial numberofhe PATprocessingdevice(or andis-
tinguished name at he PAT processing object on the
network). The secret key of the PAT processing device
(or he PAT processing cued on the network) is defined
to be uniquely corresponding to the identifier.
[0330] Also. in his eighth embodiment. an Enabler is
defined as an identifier conemondrng to the real ermil
address. The Enabler is an information comprising a
character string uniquely indicating hat it is an Enabler
and a real emafl address itsell, which is signed using he
secret key at the PAT processing device or the PAT
processing object on the network.
[0331] The generation of the PAT in his eighth embod-
iment is carried out as follows.

(0332] Here. a directory will be descrbed as an exam-
ple at he PAT process'ng deject on he network The
directory mnages the real email address and he dis-
closed information of he user in correspondence. and
outputs the PAT upon receiving he search conditions
presented from an arbitrary user.
[0333] The user transnits he real email address and
he search conditions to he directory. Then. he direc-
tory acquires all the real email addresses which
uniquely correspmd to he disclosed information that
satisfies hese search conditions. Then. the directory
generates a real email address list from the real email
address at he user who presented he search condi-
tions and all he real enail addresses acquired as a
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search result. Then, he directory appends the holder
index value. the vafidity period value. the transter control
tlag vatue. and the distinguished name at he directory
to he real emaiaddrels list. Fmafly. hed’rrectorysigns
he resulting data using a secret key at the directory.
and transmitsit ashe PATtothe uservmopresented
he search comitions

(0334] Ned. he email access control in his eighth
emtzrodiment is carried out as bilaws
[0335] Thesenderepedfiesherea! email addreesot
the sender in From: line. and '[PAT]@[real domain of
sender)" in To: fine of a mail. ‘
[0836] The $03 acquiresan email received by an
MTA (Message Transier Agent) such as SMTP (Sln'ple
Mail Trarrster Protoml), and carries out he authentica-
tion bythe following procedure

(1) The signature at the PKl' is verified using the
public key of the PAT.

_ WhenhePATistoundtohavebeenaltered.
heemailisdiscardedandheproceosing'stemti-
rated

When he HAT is found to have been not

altered. hetollouingprocess'ng (2) is dreaded.
(2)Thesearchiscarriedoutbyp'eserting he
sender‘sreal emailaddresstohe PAT.

When a real emit atdress that Widely
matureswithhesendefsrealemailawreesisnot
containedinhePA‘theermilisdiscerdedandhe

processing istemimted.
When a real arias mess that completely

namhesmhheserder‘s real ernaitaddreesis

contained inhe PAT. he blowing processing (3) is
anointed

(3)Thevalidtyperiodvalueothe PATisevaluated.
WhenhePAl'isouts‘dehevalidity period. he

email is riserded and the processing is termi-
nated

WhenthePfil' iswithinhevatidityperiod. he
following processing (4) is executed.
(4) Whether or not to authenticate he sender is
determined by referring to the transfer control flag
value ofhePAT.

When the value is 1. the challerlge/reaortse
authentication bementhe SOS and the sender is

carried out, and the signature of the sender is veri-
tied. When the signature is valid. he recipient is
specified and the PAT is attached. When he signa-
‘ture is inval'd, he entail is discarded and the
processing is terminated.

When he value is 0. he rec'pient'is spea'tied
and the PAT is attached wihout executing he dial-
lengelresponse auhentimtion.

[0337] An exermlary diallengelresponse authentica-

tion between he SCS and he sender in his eight
enhodiment can be carried out as tollows

[0338] First, the 808 generates an arbitrary informa-
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tion swh a a timestamp. tor exert-pie. and transnits
fire generated intormation to the sender.
[0339] Then. the sender generates fire secret key and
fire public key. signs the rweived irrfornraticrr using the
secret key. and transmits it along wifir the public key.
[0340] The SCS then verifies the signature of the
received information using the public key presented
from the sender. When the signature is valid. the recipi-
ent is specified am fire PAT is attached When the sig—
nature is invalid. fite emit is discarded and the

processing is terminated.
[0341] The specifying of the recipient and the attach—

ing at the PAT at the SCS in this eighth anbodimerrt can
be canted out as toltows.

[0342] First, the SCS carries out fire seardr by pre-
senting fite sender's real email address to the PAT, so as
to acquire all the real ernait addresses which do not
corrptetety match the sender’s real email addres.
Then, all these acquired real email addresses are spec-
ified as recipient‘s real email addresses.
[0343] Next. the SOS attaches the PATto an arbitrary
positioninfiieemafl in ordertctransmitfire FATtoatt
the recpient‘s email addressessoastobeableto real-
ize the bidirectional communications Frrrefly. the SCS
gives the email to the MTA
[0344] The receiving refusal with respect to fire PAT at
fire SCS in this eighfir ermodiment can be carried out
as fdlows.

[0345] Receiving refusal setting: The bidirectional
aufirenficmioniscarriedoutbyanarbibmymems
betweentheuserand fireSCSS.1hen.fireusertrans-
mitsaregistration command. his/herownrealemail
address. and arbitrary PATs to fire SCS 5. Then. the
SOS 5 next verifies the signature at each received PAT
using a pubtic key of fire ADS. Those PATs wifir fire
invalid signature are discarded by the SCS 5. When the
signature is valid. the SCS 5 carries out the search by
presenting the received real email address to each PAT.
For each of those PATs which contain fire real email

address that completely matches with the received real
email address, the SOS 5 presents the registration com-
mand and the PAT to the storage device such fitat fire
PAT is registered into the storage device. Those PATs
which do not contain the real email address that com-

pletely mawhes wifir fire received real email address
are discarded by the SCS 5 without storing them into
the storage device.
[0346] Receiving refusal execution: The SCS 5 carries
out the search by presenting the PAT to the storage
device. When a PAT that corrptetety matches fire pre-
sented PAT is registered in the storage device. the mail
is discarded. When a PAT firat ccrrrptetety matches the
present PAT is not registered in the storage device. the
mail is not cfiscarded.

[0347] Receiving refusal cancellation: The bidirec—

tional authentication is canted out by an arbitrary
means between fire user and fire SCS 5. Then. the user
presents his/her own real email address to fire SCS 5.
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TherLfireSCSSnextpresentsfirepresentedreal email
addresasaseardrcondtiontofirestoragedeviceand
atzruire all fire PATs that curtain the presented real
ermitatdreaandfiren pesentsallfire auruired PATs
tofiretrser.1hen.firerseselectsanfirePATstaMfidr

fitsreceivingrefusatistobewrcetledbyrefaringmafl
fitePATspresentedtromfireSCSS.andtransmitsall
fireselectedPATsatongwifiradeletionoomrmndtofire
SCSS.Lbonreoeivingfiredetetioncomr-nandandatl
fire PATstorwhichfire receiving rehsalistobewr—
ceiled.fireSCS$presentsfiredelefioncomrandand
all the PATs received incur the user to fire storage
device, sudrthatallfirereceived PATs are deletedfrom

firestoragedevice

[0348] TheeditirrgotfirePATir-rfiriseightherrbod‘-
mentranbecarriedwtastotlows

[0349] meMakePAT. fite MergePAT. the Spl'nPAEarrd
fireTransPATprocasingsfurtl-rePATtsingreal email
addreesesasitselernerrtswnbeouainedfromfirefire

MakePAT. fireMergePATfireSplifiWZandfireTranst'
procemirgsforfirePATus‘ngAleasitselemerrts
WabovebyreuadngfireAIDbyfireredemail
addresandfireEnablerotAtDbyfireEnablerofreal
emaitaddrees. ‘

[0350] Amtmeratu'isaninfixmafioncorrprisinga
dataMfidrisuniquelyMcafirrgfirathishhrllarrdm
hasatornatctfirerealemaierflrees.whichissigned
byfireseaetkeyotirePATprooessingdaliceorfire
HATpmcessingdajedonfirenetmrk
[0351] SirihflnmeGodoperatorisaninformafion
oomprisingadahwhichisuiqudyindifihgthatitis
Godartlwhkflrtmafa‘natotfirereaterrailadd'ess.
msmwueswemdmmrm
derbeafirePKTpmceesirgwedonthenetwuk
[0352] TheEndrterdNrfloperatorisanintornafior-r
comprisingadatawfuéchismiquetyindrcafingfiratitis
Brablerandthehhflloperatoritsetf,wtridrissignedby
fireseaetkeyotthePATprocessingdericeorfirePAT
proceesingobjectonthenetmrk
[0353] The procasings invotving the Nut operator
ardtheGodoperatorcanbeobtainedtromfire
proceesings for fire PAT wing AtDs as its elements
described abovebyredacingfireAtDbyfirereaiemail
address. fire Enabler o! AID by the Enabler at real email
addresfireNull-Atobyfire Null operatrx.fireGod-AID
by fireGodoperator.andfire EnablerofNutt—AlDbyfire
EnabierofNultoperator.
[0354] Asdescribed. accordingtofire present inven-
tion, a PAT is used for verifying fiie access right of a
sender and the email access control among users is
carriedoutwhen the veriticaflonresuhisvatidscfiretit

becomes possible to disclose fire irrforrmtion indicative
of characteristics of a user white concealing the true
iterrtificetionotauserandtnnyingwtcomrrmnimtims
appropriately according to firis disclosed information
while preventing conventionally possible enacts from a
third person. In addition. even when a recipient receives
an attack from a sender who maliciously utilizes fire
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anonymity. damages of a recipient due to that attack
can be minimized.

[0355] Also. according to the present invention. the
generation and the content change at the personalized
accesstidretcanbemadebytheinitiafiveo‘lauserby
using an AID assigned to each user and an Enatier
defined in conemondence to the AID. so that it
becomes possble to appropriately manage information
such as that oi a point of contact oi each merrber ot the

group comn'tunication (mailing list. etc.) which changes
dynamically.
[0356] Also. according to the present invention. a Null-
AID and an Ernbler of Null—AID can be introduced in

order to carry out the generation ot a new PAT (Make-
PAT) and the merging oi PATs (MergePAT) without giv-
ing the member AID and the Enablerof the member AID
to the holder oi the PAT. so that it becomes possble to
prevent the pretending using the member AID.
[0357] Also, according to the present invention. the
Null-AID can be used only as the holder AID of the PAT
(the Null-AID cannot be used as the member AID), that
isPAT<AlDNuu|AIDmem,1, Aleme. - - - - - ~ . -,
AIDWW > is allowed. but PAT<AIDh°uu | AlDNuu.

. Alen. Alerg. - - - . . - . -. NOW“ >
is not allowed. so that the holder of PATale, | ND-
NM, > cannot produce PAT<AlDNug I Alem >
from tl'l's F‘AT<Ale|der l Albmm, > as long as the
holder does not know Enabler of [\le
[(BSB] Also. according to the present invention. a
God«AlD canbeintroducedinordertosetuparead
only attribute tothe PAT. sothat itbecomes poshleto
tixthe participants in the group communication.
[0359] Also, according to the present invention, the
link information tor uniquely speo‘lying the ND can be
introduced and the PAT can be given in terms of the link
information such that the PAT does not contain the ND

itself. so that it becomes possible to realize the receiving
refusal function without using the AID itself.
[0360] It is to be noted that. besides those already
mentioned above, many modifications and variations oi
the above embodiments may be made without depart-
ing from the novel and advantageous features oi the
present invention. Accordingly, all such modifications
and variations are inteMed to be included within the

scope of the appended claims.

Claims

1. A method of email access control, comprising the
steps 01:

receiving a personalized access ticket contain-
ing a sender's identification and a rechaient's
identification in correspondence. which is pre—
sented by a sender who wishes to send an
email to a recipient so as to specify the recipi-
ent asan intended destination otthe ermil. at a

secure communiration service for connecting
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communications between the sender and the

receiver: and

controlling accesses between the sender and
the recipientbyverilying m access rightotthe
sender with respect to the recipient according
to the personalized access ticleat at the secure

2. The method at claim 1, whaein at the controlling
Sta) the sewre comrmnirztion service authenti-
cates the personalized acceee ticket presented by
the sender, and refuses a delivery of the email
when the personalized access tidret presented by
the sender has been altered.

3. Themethodofclaimzmereinthepersonalized
aoceesticketissignedbyasecretkeyofasecure
processing device which issued the personalized
accessticlet. and atthecontrolling stqathesecure
ccmnmnicaticnserviceauthentiwtesthepersomi-
ized access hcket by verifying a signature of the
sewreproceeeingdaricehthepersmaaed
mfidretrsimaptflickeyotthesecure
processirgdevice.

4. Themethodotdairnt. whereinatthereceiving
step the secure oomrmnication service also
receivesthesetfler‘sidenfiiwtionpresentedby
lhasenderalongwiththepersonatizedaccees
fidretarudattttecontdtingstwtheseoaecom—
momservicediedswhetherthesendei’s

identifmtimpresentedbylhasenderiscontained
indispersonalizedacceesfidretpresentedbyme
semenandrdisesaddivayotthemtailwhen
lhasender’sidentifiafimpresentedbythesender
isnotcontainedinthepersonalizedaocessticket
preeentedbythesender.

5. The method of claim 1. wherein the personalized
acceee ticket also contains a validity period indicat—
ingaperiodtorwliidtthapersonalizedaccess
ticket is valid. and at the controlling step the secure
communication service diedrs the validity period

contained in the personalized access tidret pre-
sentedbythesenderandreiusesadeliveryoithe
email when the personalized access ticket pre-
sented by the sender contains the wlidity period-
that has already been expired.

6. The method of claim 5. wherein the validity period
ot the personaiized access ficket is set by a trusted
third party.

7. The method of claim 1, further comprising the step
of:

iesuing the personalized access ticket to the
sender at a directory service tor managing an
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identification of each registram and a rfisclosed
iniormationoteachregiarantwhidihasa
lower secrecy than a personal information. in a
state which is accessible ior search by unspec—
itied many. in response to search conditions
specified by the sender, by using an identifica-
tion ot a registrantwhose disclosed information

matches the search condtions as the recipi—
ent‘s identification and the sender's identities-

tion specified by the sender along with the
search conditions

The method of claim 1. further comprising the step
of:

registering in advance the personalized access
ticket containing an identitmtion 01 a specific
usertromwhidtedeliverycfemailstoaspe—
citic reg'strantas to be refused as the sender's

identification and an identification ol the spe-
cific registrant as the recipient's identification
at the sewre canmunication service;
wherein the controlling step the secure com-
mrmicetion service refuses a delivery oi the
entail from the sender when the personalized

access tidret presented by the sender is regis-
tered therein in advance atthe registering step

The method oi claim 8, further comprising the stepor.

deleting the personalized access ticket regis-
tered at the secure communicator: service

upon request from the specific registrant who
registered the personalized access ticket at the
registering step.

10. The method of claim 1. wherein the personalized

11.

12.

awess ticket also contains a transfer control flag
indicating whether or not the sender should be
authenticated by the secure communication sew-
ice. and at the controlling step when the transfer
control flag contained in the personalized access
ticket indicates that the sender should be authenti
cated. the secure communication service authenti-

cates the sender's identification presented by the
senderand rehasesadeliveryottheemailwhen an
authentication oi the sender's identit‘nation tails.

The method of claim 10. wherein the authentication

oi the sender's identification is realized by a chat-
lengelreeponse procedure between the sender and
the secure communication service.

The method of claim 10. wherein the transfer con

trol tlag ot the personalized access ticket is set by a
trusted third party.
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13. Themethodoiclaim 1.whaeinthesendersidenfi

ticafion andthe rec'pienfs identification intheper—
sonalized access fidet are given by real email
addressesotfl'ieserderandthe recipient

14Mmettndotclaim1,wtueinthesender’sktenti~

tbationmdtheredpient’sidmtifiefiminthepe-
sonalizedacceseticlretaregivenbyanonymous
identifications at the sender and the recipient,
wheeananonymrsidmfiicationoieadtuser
oontainsatleastonetragmentotanoificialidentiti-
wondeadnserbywhidreachuserisuniquely
identifiablebyacertifiwtimauthority.

15. Themethodotdairn 14, whereinthe anonymous
idmtificetionoteaduserisanintormationcontain-

ingtheatleastonetragmentottheoifidatidentiii-
cation oi each user whim is signed by the
certificationauthoritytsingasecretkeyofthecer-
tit' . .-

16. Wmdtdaen14,mehMediidalidenfi-

fncefionoteachuserisacharaderstringmiquely
essignedtoeadruserbyflwecertifiwfionemhority
andaputiiclreyoteaclurserwhidraresignedbya
secretkeyotthecertiticetionauthority

17. Themethodotcla'rn 14.tur'tha'corru'singthestep
of:

“may identifying an identity at the
senderbyreoonstrudngthedfdalhenfitm
fimdfltesaderbyirdgingiderfityotephnel-
ityotmryrmsflermnsotmesender
containedinaphn'alityotpesonaiizedaccess
fidetstsedbythesenda.

18.1hemethodotclairn1.whereinananonymous
iderrtificefimoteadiuserthatconteinsatleestme
tragmentotanotficialidentilimtimoteadr userby
which each user is uniquely identifiable by a certiti~
when authority and a link intomation of each
anonymous identificatim by which each anony-
mous identification can be urequely identified are
defined. and the sender's identification and the

recipient's identification in the personalized ewes
ticket are given by a link inionmtion oi the anony-
mous identification of the sender and a link informe-

tionoitheancnymkientifbetionoflherecbient

19. The method otclaim 1. wherein the link information

oi each anonymous identification is an identifier
uniquely assigned to each anonymous identifica-
tion bythe certification authority

20. The method of claim 18. further comprising the step
of:
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p robabilisticatty identifying an identity of the
sender by rwonstnicting the official identifica-
tion of the sender byiudging identity 01 a plural-
ity of anonymous identifications oi the smder
conespondlng to the link information contained
in a plurality oi personalized acces tid<ets
used by the sender.

The method 01 claim 1, wherein the personalized
access ticket contains a single smder's identifica-
tion and a single recipient's identification in 1-to-t
corresmndence.

22. The method at claim 1. wherein the personalized
access ticket contains a single sender's identifica-
tion and a plurality of recipient's identifications in 1-
toN conespondence. where N is an integer greater
than 1.

28. The method of claim 22. wherein one identification

among the dngle smder's identification and the
plurality of redpient‘s identifications is a holder
identifiationloridentifying aholderolthepersonal-
ized access ticket while other identifications among
the single sender‘s identification and the plurality of
recipient's identifications are men'ber identifica-
tions for identilying members of a group to which
the holder helmet-L

24. The method oi claim 23. further comprising the step
of:

issmnganidentificatimofeachuserandan
enablerottheidentifmtimofeachuserindi-

eating a right to clnnge the personalized
awess ticket containing the identification of
each user as the holder identification, to each

user at a certilication authority, such that pre—
scribed processing on the personalized access
ticket can be carried out at a secure processing
device only by a user who presented both the
holder identification contained in the personal-
ized amass ticket am the enable correspond-
ing to the holder identificatim to the secure
processing device

25. The method of daim 24, wherein the certification

26.

authority issues the enabler of the identification 0t
each user as an intormalion indicating that it is the
enabler and the identification at each . user itself

which are signed by a secret key of the certification
authority

The method of claim 24. wherein the prescribed
processing includes a generation of a new person-
alized access ticket. a merging of a plurality of per-
sonalized access tickets. a splitting of one
personalized access ticket into a phirafity of person-
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2a

30.

82

alizedaccesstidiets. achanging oltheholderot

the personalized aocessticket. changingolavatid-
ityperiodotthepersonalizedaccesstidcetanda
diangingofatransfercontrol flag otthepersonal-
izedaccessticket

The method of claim 26, wherein a special identiti-
cationardaspecialenableroorrespordngtome
special bentification which are known to all users
are ddined such that the generation of a new per-
sonalized access ticket and the changing oi the
holderotthe personalizedaocesstidietwnbecar-
ried'out by the holds at the personalized access
ticket by using the special identification and the
special enablerwithoulus‘nganenablerotamem-
ber identification.

The methodotdaim27.whereinthespecial identi—
ficafionisdefnedtobempafleofbeingusedonly
as the holder identit'catim olthe personalized
accessfidret.

Themetltodoldairnze.whereinaspecia.lidenlifi-
cationwhidiislmowntoallusersisdefnedwdt

thatareadoniyattrbutemnbesettothepersonal-
ized access ticket by using the spec'al identifica-
tion.

Themettndofdaimtwhereiiatthecontrolling
eta). «ten the access rigitolthesenderwith
respecltotherecipient‘sverifiedamdingbfhe

31.

3?.

from the pasonatized m ticket by using the
senders identification presented by the sender.
corwertsthemilbyusingatakncmrecbient's
identification intoalormatthatcanbe interpreted
by a mail transler function tor acuially denying out a
mail delivery processing. and gives the mail alter
conversion to the mail transfer function by attaching
the personalized access ticket.

A method of ermil access control, comprising the
steps of:

defining an oiticial identificatim of each user by
which each user is miquely identifable by a
certification authority, and an anonymous iden—
tification of each user containing at least one
fragment of the otficial identification; and
identifying each use by the anonymous identi-

‘ titration of each user in comrrunications for
emails on alconmunimtion network

The method of claim 31. wherein the anonymous
identification of each user is an intormation contain

ing the at least one fragment of the official identiti-
oation of each user which is signed by the
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certification authority using a secret hey at the cer-
titimtion authority.

. The method 01 claim 31. wherein the oltia‘at identi-

fication of each user is a diaracter string un'quely
assigned to each user by the certifitntion authority
andapuuickeycleadtuserwticharesignedbya
secret key at the certification authority.

. The method of claim 31. further comprising the
steps at:

receiving a personalized access ticket contain-
ing a senders anonymous identification and a
recipient's anonymous identification in cone»
spondence, which is presented by a sender
whowishestosendan emailtoa recipientso
astzi specifythe recipientas an intended desti-
nation of the email. at a secure comnumitztion

service tor contracting communications
between the sender and the receiver: and
controlling awe-see between the sends and
the recipientbyverifyinganaccessrtghtotthe
sender with respect to the recipient according
to the personalized access ticket at the secure
communication service.

35. ‘l'hemethodofclaim34,turthercomprisingthestep
of:

probabilistimlly tientitying an i‘lentity of the
sender at the secure communication service by
reconstructing the official identitimtion of the

server white judging ‘dentity ot a plurality of
anonymous ktentit'mtions ot the sender con
tained in a plurality of personalized awess tick-
ets used by the serder.

36. The method 01 claim 31. wherein the defirl'ng step
also defines a link information of each anonymous
identification by which eadi anonymous identifica-
tion can be uniquely identified, and each anony-
mous identification also contains the link

intorn‘ation of each anonymous identification.

. The method of claim 36, wherein the link interma-

tion of each anonymous identification is an identifier
uniquely assigned to each anonymous identifica-
tion by the certification authority.

. The method of claim 36. further comprising the
steps ct:

receiving a personalized access ticket contain-
ing a link intomration of a sender's anonymous
identification and a link intonmtion at a recipi-
ent's anonymous identification in correspond-
ence, Whid‘l is presented by a sender who

10

15

wishestosendanemaitoaredpiemsoasto
specify the recipient sen intended destination

ottheenail atasecwewrmwricatimsew—
ice fur comecting mtions between
thesenderarrdthereceivenand

controflingaccmbetweenthesemerand

theredeyverityinganaccessrignothe
senderwithrespecttotherecipientaccording
tothepersonalizedamtidcetatthesecme
comrmnimtimservice

3a The method at claim 38. further comprising the step
of:

probabilisticalty identifying an identity at the
senderbyreconstructing theofl'ciat bentifim-
tion of the senderwhitejudging identity ota plu-
rality of anonymous identficetions of the
cards corresponding to the link iniormaiion
containedinaphrralityotpersonafrzedam
tidetsusedbythesenda.

4&Acomrmmmfimsystemrealizingemaitam
controlcon'prising:

aoonmmimtionnetwktowhichapturatityot
userterrrinalsarecomected; and

a semre W service device for

network. by rewiv‘ng a persormized accees
tidetcmtainingaserder‘sidmfifmtionanda
rec'pient‘s Herrtification in correspondence,
wtid-rispresemedbyasmderwhowishesb
eendanernaitoarecbientsoastospwtythe
rec'pient as an intended destination of the
email, and controlling accesses between the
senderar'rdtheredpientbyverityinganaccess
rightofthesenderwithrespecttotherecipient
accordingtothe personalized accessticket

41. The system at cairn 40, wherein the secure com-
munication service deticeauthenticates the per-
eonalizedaccestidretpresentedbytheserder.
andretusesedetiveryottheernaitwhentheper-
serialized awees tidiet presented by the sender
has been altered.

42 'me system of claim 41. further comprising:

a secure processing device for issuing the per~
sonalized access ticket which is signed by a
secret key of the secure processing device:
wherein the secure communiemion service

device authenticates the personalized am
ticket by verifying a signature at the secure
processing device in the personalized access
ticket using a public key of the secure procras-
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ing device.

The system of ciaim 40, wherein the secure cont—
muniration service device also receives the

sender's identification presented by the sender
along with the personalized access ticket. dtecks
whether the sender‘s identification presented by the
sender is contained in the personafized access
ticket presented by the sender. and refuses a deliv-
ery of the ermil when the sender's idenfifcation

presented by the sender is not contained in the per-
sonalized access ticket presented by the sender.

. The system of ctaim 40. wherein the personalized
access tidret also contains a validity period indicat-
ing a period for which the personalized access
ticket is valid. and the secure communication serv-

ice de/ice checks the validity period contained in
the personalized access ticket presented by the
senderand refusesadeliveryotthe entail when the
personalized acceesticketpresented bythe sender
contains the validity period that has already been
expired.

The system at claim 44, further cormrising:

a trusted third party for setting the vafldity
periodotthe personalizedaweesticket.

The system of claim 40. further surprising:

a directory service device for managing an
idemfmationoteechregistrantandandadis-
closed infornntion 01 each registrant which has
a lower seo'ecy than a personal information, in
a state which is accessible for search by
unspecified "any, and issuing the personalized
access ticket to the sender in response to
search conditions specified by the sender. by
using an identification ot a registrant whose
disclosed intornntion wishes the search con-

ditions as the recipient's identification and the
sender's identification specified by the sender
along with the search conditions

The system of ctaim 40. wherein the secure com
munication service device registers in advance the
personafized access ticket containing an identifica-
tion of a specific user from which a delivery of
emails to a specific registrant is to be refused as the
sender's identification and an identification of the

specific registrant as the recipient's identifmtion.
and refuses a delivery of the email from the sender
when the personalized access tid<et presented by
the sender is registered therein in advance.

The system of claim 47, wherein the secure com-

munication service device deletes the personalized
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access ticket registered therein upon request from
the specific registrant who registered the personal-
ized access tidret.

49. The system 01 claim 40, wherein the personalized
access ticket also contains a transfer contra! flag
indicating whetha or not the sender should be
authenticated by the secure comnmication serv-
ice. and when the transfer control flag contained in
the persoralized access ticket indicates tint the
sender shouid be authenticated. the secure cont-
n'unicetion service device authenticates the

senders identifmtion presented by the sender and
retusesadeliveryaltheemailwhenanauthentim-
tion of the sender's identification tails

50. The system of claim 49, wherein the authentication

of the sender‘s identification is realized by a chal-
lengryrespmse procedure between the sender and
the secure cormtunicetion service device.

51. The system at claim 49. further cormrising a
trustedthirdpartyforsettingthetranderoonholftag

otthepersonalizedaccesstidet

52. The system of claim 40. wherein the sender's iden-
tifitztion and the recipient‘s idertificetion in the per-
sonalized access ficket are given by real entail
addresses of the sender am the recpient

53. Theqstemotdwnmfirtherconprising:

a certification authority device tor issuing an
anonymous identification of each user which
contains at least one fragment of an official
identification ofeach userbywhich each user
is uriquely bentit‘iable by the certification
authority device:

wherein the sender's identitimtionyand the
recipient‘s identifrcafion in the personalized
access ticket are given by anonymous identiti-
cetions ot the sender and the recipient.

54. The system of claim 53. wherein the anonymous
identification oteach user is enintormetion contain-

ing the at least one fragment of the official identifi-
cation of each user whid'l is signed by the
certificationauthoritydevicerdngeseoretkeyot
the certification authority device

55 The system of ciaim 53. wherein the official identiti-
ration ct each user is a character string uniquely
assigned to each user by the certification authority
deviceandapublickeyoteachuserwhich are
signed by a secret key of the certifimtion authority
device

56. The system of claim 53. wherein the secure corn-
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mmication service device probabilistically identifies
an identityotthesenderbyreconstructingtheolfi-
cial identification of the sender while judging iden-
tity of a plurality of anonymous hentifmtiats of the
sender contained in a plurality ot personalized
access tickets used by the sender.

The system of claim 40. further comprising:

a certification authority device tor issuing an
anonymous identificationoteachuserwhich
contains at least one fragment of an offic‘al
identificationoteadnserbywhicheachusa'
is uniquely identifiable by the certification
authority device and a link information of each
anonymous identification by which each anon-

ymous identification can be uniquely identified;
wherein the serder's identification and the

recipient's identiication in the personalized
accessflcketaregivenbyalinkintormationot
the anonymous identifmtionol the sender and

a link irrfornation ot the amnymws identifica-
tion of the recipient.

The system 01 claim 57. wherein the link intornn-

tionot each anonymous unification is an identifier
uniquely assigned to each anonyrrnus identifica-
tion bythe certification authority device.

The system of claim 57, wherein the secure com-
munication service device pmabilistically ”denfifies
anidentityotthesendabyreconstrudingtheoffi-
chi identification at the sender while judging iden-
tity otapluralityot anonymous identifiatims otthe
sender corresponding to the link information con-
tained in a plurality oi personalized amass tickets
used by the sender.

. The system of claim 40. wherein the personalized
access ficket contains a single sender's identifica-
tion and a single recipient's identification in 1-to-1
corrosiondence.

The system 01 claim 40. wherein the personalized
access ticket contains a single sender‘s identifica-
tion aml a plurality of recipient's identifications in 1-

to-N correspondence. where N is an integer greater
than 1.

. The system of claim 61. wherein one identification
among the single senders identification and the ‘
plurality of recipient‘s identifications is a holder

identification tor identifying a holder of the personal-
ized access ticket while other wentitications among
the single sender's identification and the plurality of
recipient's identifications are men'ber identifica-

tions tor identifying members of a group to which
the holder belongs.
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65.

66.

67.

68.

69.
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The system of claim 62. turtheroonprising:

acatificationauthoritydeviceforissuingto
eachuseranidentifmfionoteachuseraruan
ertablerotflieide'ttifmtionoteadtiserirtdi

catingarighttodiaruethepersonaiized
am tidet mining the beautification ot
uchuserasheholdaidentfiicafiomand
asecureprocessingdeviceatwhichpre-
sabedprocewingmthepasonalizedam
tidetcanbemniedwtonlybyauserwho
presentedboththehoideridentfiiwtion con-
tained in the personalized access tid-ret and the
enafleroorrespondingtotheholderiientitica-
timtothesecureprocessingdevice.

The system of claim 63. wherein the certification
authoritydeviceissuestheenablerottheidentitica-

fimoteadnserasanintrxnatimirflmfingtha‘lit
is the enabler and the identification of seat user

itselfMaresignedbyaseaetkeyofthecerfii-

Thesystemot claim 63. whereinthepreccribed
processingindudaagenerationotanwpersm—
alizedawesticietamergingotapluralityotper-
sonalized eocees tidiets. a splitting of one
persaatizedaocesstidetinbaptualityotperson-
alizedacceastidtemadtamimottheholderot
thepersonatizedaoceesfidetcmng’ngotavafid-
ayperiodotthepersonaizedaccecsfidetanda

diangingofatranstercontmthgofthepersonal-
izedaooaastidtet

Thesystemotclairnes.whereinaapedalidentiti-
cafionardaspedalenablercorrespordngtome
special identil‘mtim whidi are known to all users
are definedswhthatthe generation ofa new per-
sonalized access ticket and the changing of the
inlderotthepersonalizedamsticketmnbewr—
riadoutbythehoberotthepersmalizadawess
tid<etbyusingthespedelidentitlcationandthe
specialenablerwittnrtus'ngmenablerotamern-

The system of daim 66. wherein the special identi-
tication is defined to be (apatite at being used only
as the holder klentificetion of the personalized
amass tidtet

The system of claim 65. wherein a special identiti-
aation whidi is lawn to all- users is defined such -

thataread mlyattritxrtemnbesettothepersonal-
ized accees ticket by using the special identifia-
tion.

The system of claim 40, wherein when the access

rightolthesenderwithrospecttotherecipientis
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verilied according to the personalized access ticket.
the secure commnication service device takes out
the recipient‘s identification from the personalized
access ticket by using the sender's identification
presented bythe sender. converts the mail by using
a taken out redpient‘s identification into a format
thatmnbeinterpretedbyamailtranslertmction
for actually carrying out a mail delivery processing.

and givesthe mail afterconversiontothe mail
transfer function by attaching the personalized
access ticket. ‘

70. A comnnmicatjon system realizing email access
control. comprising:

a certification authority device for defining an
ofl‘iclal identification of each user by which
each use is uniquely identifiable by the certifi-
cation authority device. and an anonymous
identification at each user which contains at

Ieaa one fragment of the official identification;
and
acornnunimtionnetworkonwhicheachuser

is identified by the anonymous identification at
each user in cormmnicatims for emails on the
commurimtion network

71. The system of claim 70. wherein the anonymous
identification of each user is an irrlcrrnation contain-

ingtheatleestonetragmentottheoffidalflenfli—
cationoteadtuserwhichissignedbythe
certifirztion authoritydeviceusingasecretkeyot
thecertiticationauthoritydevice

72. The system at claim 70. wherein the official identiti-
cation oi each user is a character string uniquely
assigned to each user bythe certification authority
device and a public key of each user Whid'l are
signed by a secret key of the certification authority
device.

73. The system at claim 70. turther conprising:

a secure communication service device tor

comecting oormnnications between the
serrler and the receiver on the comrrunimtion

network. by receiving a personalized amess
ticket containing a senders anonymous identi-
fication art! a recipient's anonymous identifica-
tion in correspondence. which is presented by
asenderwhowishestosend an emailtca

recipient so as to specify the recipient as an
intended destination of the snail. and control-
ling accesses between the sender and the
recipient by verifying an access right of the
sender with respect to the recipient accordng
to the personalized access ticket.
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74. The system at claim 73. wherein the secure oun-
. nunication service device probabilistically identities

an identity otthe sender by reconstructing the atti-
cial identifmtimotthesenderwhitejtdging den-
tityofapluratitydamnymousidentitietionsotthe
sendercontainedinaplmaityotpersonalized
mtidietsusedbythesender.

75. The astem of daim 70. wherein the certification
authority device also defines a link information of
each anonymous identifitation by which each
anonymous identification can be uniquely identi-
fied. and each anonymous identification also con-
tains the rink information of each anonymous
. I .f. . ‘

76. The system of dalm 75, wherein the link interma-
fionofeacharmryrmisidentifmtionisanidentifier
uniquely asigned to each anonymous identifica-
fimbythecertifimtionauthorityderice

77. ThesystemotdaimTSJurtherWising:

a score conununicetim service derice for

connecting comrmnimtions between the
senderand the receiver on the corn‘mniwtion

netwk. by receiving a personalized access
fidetcanan‘a’nrgafirkWotaserfler’s
Wmicatbnandalinkintormation
otarecipientSanonyrnousidentficationitcor-
resmrdence.wtichispresentedbyasender
wttowishesbserrlanemaimarecirientso
astoaaecitytherwipierttasanintendeddesti-
rationdlhee'nai. ardoorrtmfirg ames
betwemthesenderandtheredpientbyverity—
inganamessrightofthesenderwithrespect
to the recipient according to the personalized
accessticket.

78. The system of claim 77. wherein the secure corn-
nunication service device probabilistically identities
an identityotthesendaby reconstructingtheoff-
dal identificationotthesenderwhilejm iden-
tityotapluafityotlinkintcnnationsolanonymcus
identifications of the sender contained in a plurality
of personalized access tickets used by the sender.

A sewre communication service device tor use in a

comnwniwtion system realizing email access con-
trol. corrpris‘ng:

a computer harrMare; and
acornwtaeoftwaretorcausingthecorrprter
hardware to connect communications between

the sender and the receiver. by receiving a per-
sonafized access ticket connining a sender’s
identification and a recipient‘s identification in
conespondence. which is presented by a
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serrierwhowishestosendanemailtoarecip—
ientsoastospecitythereWentasan
intmded destinationotthe enmitandcontrol—
ling accesses between the sender and the
rec‘pierrt by verifying an access right of the
senderwithrespecttothe recipient according
totheperscnalizedaocextidret.

80. The secure communication service deviceot claim
79.

wherein the conputer software causes the compu-
ter hardWare to authenticate the personalized
access tidret presented by the sender. and refuse a
delivery ot the email when the personalized access
tidtet presented by the sender has been altered.

. The secure communication service device of claim
80. .

wherein the personalized access tid<et is signed by
asecretkeyotasecureprocessingdevicewhich
issuedthepersonalizedamsstidret, andthecom-
puter software causes the cor-tuner hardware to
authenticate the personalized access ticket by veri-
fying a signature at the secure processing device in
thepersonalized accesstickelus‘ngapuuickeyof
the secure processing device.

82. Thesecmecontrmniwfionservicedeviceotclair'n
79.

wherein the conputer sottware causes the contou-
ter hardware to also receive the sender's identifica-

tionpresentedbythesenderatongwiththe
personalized access ticket. check whether the
sender‘s Beatification presented by the sender is
contained in the personalized accefi ticket pre-
sented by the sender. and refuse a delivery of the
email when the sender's identification presented by
the sender is not contained in the personalized
access tid<et presented by the sender.

. The secure communication savice device of claim
79.
wherein the personalized access ticket also con-
tains a validity period indicating a period tor which
the personalized access ticket is valid. and the
computer software muses the computer hardware
to check the validity period contained in the person-
alized access ticket presented by the sender and
refuse a delivery at the email when the personal-
ized access ticket presented by the sender contains
the validity period that has already been expired.

. The secure communication service device 01 claim
79.

wherein the computer software muses the compu-
ter hardware to register in advance the personal-
ized access ticket containing an identification of a
specific user from which a delivery of emails to a
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specific registrant is to be refused as the sender‘s
identificatimandanidenfiticatimotthespedfic
registrant as the retinient‘s Herditication. at the
centre communitntion service device. and retuse a

delivery ot the email from the sender when the per-
sonalized access tidetpresented by the sender is
reg‘sterai at the secure comrmriratim service
device in advance.

Thesecurecommurimtionsewicedeliceotdaim
84.

wherein the cormuter sottware (arises the compu-
tar inrdware to delete the persmalized access
ticket registered atthe secure connnnication serv-
icedevice Lpon requestfmmtheweulic registrant
Mic registered the personalized amfidret.

Thesecurecormnuricatimservicedericeofdaim
79.

whereinthewrsonalizedawessticketalsocon
tairsatranstercmtrolflaginfiafingwhetherornot
thesenderstnddbeautherficamdbylheaecue
cormncationservicedariceflandummthetrans

ter cormol flag contained in the personalized
accesfldtetirdmtesthatthesenderslmldbe

authenticated, thecon'puter softwarecausesthe
conurter hardwaretoaufl'tenticatethesenders
identifiwfimpresentedbythesendaardretusea
detiveryottheenailwhenanauthenficatimoflhe
serlder’siderflicationtails

Theseazeocrmmservicedeviceofdaim

86.

wtereinthemnputersottwarewrsesthecmni—
tar lardware to realize the autherlm ot the

senders identificationbyachallengelresponsepro-
cedure between the senderand thesewre commu-
nication servicedevice.

The securecomrmriwtion savice device of claim

7.9. .
wherein the sender's identification and the recipi‘

ent's dentifiration inthepersmalizedacoessfidxet
are given by anonymous identifications of the
sender and the rewient, where an anonymous
Henlifioation of each tser conkins at least one

tragmentotanoflicialidentificafimofeach userby
which each use! is uniquely identifiable by a certiti~
tation authority. and the computer software also
causes the computer hardware to proMbilistically
Hentifyanidenti‘tyofthesenderbyreconstructing
the official Mentifieation ot the sender by jlxtging
identity at a plurality of anonymous identifications at
the sender contained in a plurality of personalized

amass tickets use: by the sender.

The secure communication service device at claim

7'9.
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wherein an anonymous identification of each user
tint contains at least one fragment of an official
identification of each user by which each user is
uniquely identifiable by a certification authority and
a link intcnnation of each anonymous identification
by which each anonymous identification can be
uniquely identified are defined. the sender's identiti-
cation and the recipient's identification in the per-
sonalized access ticket are given by a link
information of the anonymous identification of the

sender and a link information of the anonymous
identifmtion of the recipient and the computer
software also causes the computer hardware to
probabilistiwlly identify an identity at the sender by
reconstructing the official identification of the
sender by judging idaitity of a plurality of anony-
mous identilications of the sender corresponding to
the link information contained in a plurality of per-
sonalized access tickets used by the sender.

The secure conumnimtion service device of claim
79.

wherein when the access right at the sender with
respect to the recipient is verified according to the
personalized access ticket, the computer software
causes the cormuter hardware to take out the

recipient's identification from the personalized
access tidret by using the sender's identification
presented by the sender. convert the mail by using
a taken out redpients identification into a format
tratmn beinterpretedbyamailtranserfunction
tor actually carrying out a mail delivery processing.
andgivetl’temail atterconversiontothemiltrans—
fer function by attadting the personalized access
ticket.

A secure processing device for use in a communi—
cation system realizing email access control, com-
prising:

a computer hardware; and .
acomputersoftwaretorcausingtheccmputer
hardware to receive a request for a personal-
ized access ticket from a user. and issue a per-
sonalized amass ticket containing a sender's
identification arrl a recipient‘s identification in

correspondence. which is signed by a secret
key of the secure processing device

A directory service device tor use in a communica-
tion system realizing email access control. compris-
ing:

a computer hardware; and
a comwter software for cursing the computer
hardware to manage an identification of each
registrant and a disclosed inicrmaticn of each
registrant which has a lower secrecy than a

10

15

personal information. in acute which'sawes-
sibletorsearchbyunspecitiedmany,andissue
a personalized amass ticket containing a
sender‘s identification and a recipient‘s identiti-
cation in correspondence. to the sender in
response to search conditions specified by the
sender. by us‘ng an identitmtion of a reg'strant
whose disclosed intormation matches the

search conditions as the recipient's identifica-
fion and the sealers identification specified by
the sender along with the search conditions

93. A certifmtion authority device tor use in a commu-
ru'mtion system realizing email access control.
conpn'sing:

tardwaretoissuetoeachuseranofiicialiden-

tificatimotead'ruser-bywhidteadiuseris
uniquely herttifiaflebythe certititztion author-
itydevice. andanancnyrmrsidentificafion ct
eachuserwhichccntainsatleastonetragment
otflteotficialidertfiticafion.

94. A certification authority device for use in a 00mm:-
ricatim system resizing email access control,
comprising:

lardware to issre to each user an identification
of eechuserandan enablerof me identification

of cad! user imitating a right to chmge any
personalized access ticket that contains the
identification of eadt user as a holder identili~

cation. where the persnalized access ticket
generally contains a sender's identification and
a plurality ot recipient's identifications in corre-
spondence. and one of the sender‘s identifia-
tion and the recipiem‘s identifmtions is a
holder identification

95. Asemreprocwsingdevicetoruseinaccmmmi-
cation system realizing snail access control. corn-
prising:

a computer hardware: and
a computer software for causing the computer
hardware to receive from a user a request for
prescribed processing on a personalized
access ticket containing a sender's identitie—
tion and a plurality oi recipient's identifications
in correspondence. where one of the sender's
identification and the recipient's identifications
is a holder identification. and execute the pre—
scribed processing on the personalized access
ticket when the user presented both the holder
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identification contained in the personalized
access ticket and an enabler corresponding to
the holder identiticefion which indicates a right
tcchangethepersonalizedaccesstidretcon—
taining the identification oi the user as the
holder identification.

A computer usable medium having computer read-
able prograrn code means enbocied therein for
musTng aconurtertohrnctionasasecurecormm—
nication service device tor use in a communication

system realizing entail accees control. the compu-
ter readable program code means includes:

first cormuter readable program code means
tor causing said convuter to rweive a person-
alized access ticket containing a sender‘s iden-
t'rlbetion and a recipient's identificaficn in
carespondmce. which is presented by a
senderumcwishestosendanemailtoarecip-
ientsoestospeciiytherecipientasan
intarded destination of the emil; and
second conputer readable program code
means tor causing said computer to control
accesses betweenthe sender andthe rec'pient
by verifying an access right 01 the sender with
respect to the recipient wording to the per—
sonalizedaccesstidetsoastocomectcom—
municaticns between the sender and the
receiver on the communication network

. The computer usable medium 01 claim 96. the sec-
ond cormuter readable program code means
causes said conputer to authenticate the personal-
ized access ticket presented by the sender. and
refuse a delivery 01 the email when the personal-
ized access ticket presented by the sender has
been altered.

The conputer usable medium 01 claim 97. wherein
the personalized access ticket is signed by a secret

key 01 asecure pmcessing de‘w‘ce whid-i issued the
personalized acceestickat. and the second compu-
ter readable program code means causes said
computer to authenticate the personalized access
tidrat by verifying a signature ot the secure
processing device in the personalized access ticket
using a public key of the secure processing device.

. The conputer usable medium 01 claim 96. wherein
the first con'puter readable program code means
muses said computer to also receive the sender's
itentiflcation presemed by the sender along with
the personalized access ticket. and the second
computer readable program code means causes
said commter to check whether the semier's iden-
tification presented by the sender is contained in
the personalized access ticket presented by the
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seruterandretuseadeliveryottheermilwhenthe
sender‘s identification presented by the sender is
notcontainedinfltepersonalizedaccesstidretpre—
sartedbythesender.

tinThe convuter usalde medium of daim 96. wherein
tl'repersonalizedaccestidetalsoconminsavafid-
ityperiodindicatingaperiodtorwhichtt’repersonal-
izedaccesstidretisval'dandthesecorxlcomwter
readableprogramcodemeanscausessaidcmnr—
tertocl'redrthevalid‘rtyperiodwntainedintheper-
somlized accecs tidret presented by the sender
andretuseadeliveryoltheemailwhentheperson-
alizedaccesstidretpresentedbythesernercon-
tainsthevalifrtyperiodthathasalreatybeen
awed-

101.The corrputer usable mediumotclaim 96. wherein
the second commie readable program code
mearrscatsessaidcorrunertoregisterinadvance
WWWWWWMM-
ticsfionotaspedicusertm'nwtnchadetiveryot

emaitsbaspeci'cregish-amistoberefusedasthe
sender’s identification and an identificatim of the

specificregistmttastheredpient’sidentflWat

retuseadeliverycttheemailtromfltesenderwhen
the persmatized accees tidet presented by the
senderisregistered attire searecormrmicaion
servicedeviceinedvance

tummusauemerfiimctdaimwt.
wherein be second corrurter readable program
we masessa‘d oorrputertodeietethe

persmaiiaedaccessfidretregisteredatthesecure

comrmnicetionseryicedaiice upon requesttrom
thespecificregistrantwhoregisteredthepersonal-
bedamfidet

103.1'he cmputer usable medium of claim 96. wherein
the personalized access ticket also contains a
trenstercontrolflag indicatingwhetherornotthe
sarderst‘rouhbeauthenhtedbythesemrecom-

control flag contained in the persoralized access
tidret indicates that the sender shoutd be authenti-

cated. the second corrputer readable program
code means causes said corrputer to authenticate
the sender's itentification presented by the server

and refuse a delivery 01 the enait when an authen-
tication oi the sender's identification tails.

104.1he computer usable medium of claim 103.
wherein the second computer readable program
code means causes said computer to realize the
authentication ot the sender‘s identification by a
challengelresponse procedure between the sender
and the secure communication service device.
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105.The computer usable medium of claim 96. wherein
the sender‘s identification and the recipient‘s identi-
tication in the personalized access ticket are given
by anonymous identifications oi the sender and the
recipient. where an anonymous identification of

_ each user contains at least one fragment at an otii-
cial identification of each user by which each user is
uniquely identifiable by a certification authority. and
the second computer readable program code
means also causes said computer to probabilisti-
cally identify an identity at the sender by recon-
structing the official identification of the sender by.
judging identity of a plurality of anonymous identifi-
cations ot the sender contained in a plurality of per-
sonalized access tidrets used by the sender.

106.The computer usable medium at claim 96, wherein
an anonymous identification of each user that con-
tains at least one fragment at an oli‘icial identifia-
tion at each user by which each user is uniquely
identifiable by a certifitztion authority and a link
information of each anonymous identification by
Mtich each amnymws identification can be
uniquely identified are darned. the sender's identiti-
aation and the recipient's identificatim in the per-
sonalized access ticket are given by a link
information of the anonymous identiication ol the
sender and a link intornation of the anonymous
identification of the recipient. and the second com-
puter readable program code means also causes
said computer to probabil'sticaliy identity an identity
otthesenderbyreconstructingtheotficial identiti-
cation of the sender byjudging identity of a plurality
of anonymous identilicatiors of the sender corre-
spmding to the link information contained in a plu-
rality of personalized access tickets used by the
sender.

107.The computer usable medium of claim 96. wherein
when the access right of the sender with respect to
the recipient is verified according to the personal-
ized access tidret. the second computer readable
program code means muses said computer to take
out the recipient's identification lrom the personal-
ized access ticket by using the sender's identifica-
tion presented by the sender, convert the mail by
using 3 taken out recipient‘s identification into a for-
mat that can be interpreted by a mail transter tunc-
tion for actually carrying out a nail delivery
processing. and give the mail after conversion to
the mail transter function by attaching the personal-
ized access ticket.

108.A computer usable medum having computer read-
able program code means enbodied therein for
causing a computer to lunction as a secure
pmcessing device for use in a communication sys-
tem realizing email access control. the computer
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readable program code means includes:

first cormuter readable program code means
for causing said computer to reca've a request
for a personalized access ticket from a user;
and

sword cormuter readable program code
means tor causing said computer to issue the
personalized access ticket containing a
sender's identification and a recipient's identiti-
cation in corremondence. which is signed by a
secret key at the secure processing device.

109.A corrputer usable medium having cormuter read-
able program code means errbcdied therein tor
causing a compute to function as a directory serv-
ice devicer tor use in a comrmnirztion system real-
izing errail was control. the cormuter readable
program code means iodides:

first corrputerreadableprogrammemeans
iorwfingsaidrzxmutermnanageanidenti-
futimoteadtregistrantandadWosedintor-
motion at each registrant which has a lower
swmyttnnapersmalinkxmafimjnastate
whicl'i isaccessifletorsearchbyunspedred
rnany,and
second cormuter rmdable program code
means tor attains sail cormuter to issue a
personaized mess tidret cordeiring a
senter'sidmfifiwtbnandarecbiem'sidentili-
cation i1 correspondence. to the sender in
rmtsemseerchcond‘rfionsspecifiedbythe
sentienbyus‘rganidenfifitmbnolareystram
whose disclosed intormatim matches the

search conditionsastl'ie recipient‘s identifica-
tion andtheserder'sidentilication specil‘iedby
the senderalmgwiththe search cmditions.

110.A commuter usable medium having computer read-
able program code means enbodied therein for
causingaconpmertohmclion asacertitication
auti‘uitydevbebrrseinacommiaafionsystem
realizing email access control. the computer reada-
ble program code means includes:

first computer readable program code means
forceusingsaidcomputertoissuetceact'tuser
an official identification of each user by which
each user is uniquely identifiable by the certili-
cation authority device: and
second computer readable program code
meanstorcausingsaidcormrtertoissueto
each user an anonymous identification of each
user which contains at least one fragment of
the official identification.

111.A conputer usable medium having computer read-
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able program code mears emboded therein tor
caus'ng a corrouter to lunction as a certification
authority device for use in a communication system
realizing email access control. the conputer reada-
ble program code means includes: 5

tirst computer readable program code means
torceusingsaidcompmertoissuetoeachuser
an identification of each user; and

second computer readable program code to
meanstcrcausingsaidcompmertoissueto
eadtuseranenablerottheidentitiwtionof

eadt user indicating a right to change any per-
soralized accessticketthat cmtains the identi-

fication of each user as a holder identification, 15

where the persnalized access tidcet generally
contains a senders identification and a plurality
of rea'pient's identifications in correspondence.
and one at the sender's identitimtion and the

recipient's identifications is a holder identifica- 20
tion

112A computer usable medium having computer read-
able program code means ernbocfied therein tor
musing a cormuter to function as a sewre (as
processing device for use in a comrmnimtion sys-
tem realizing email access control. the computer
readable pmgram code means includes:

first computer readable program code means so
torcausingsaidcorrputertoreceivefmma
user a request tor prescribed processing on a
personalized access ticket containing a
sender's identification and a plurality of recipi-
ent’s identifications in correspondence. where 35
one ot the sewers identification and the recip-
ient's identifications is a holder identification;
and

second ccn'puter readable program code .
means tor musing said conputer to execute 40
the prescribed processing on the personalized
access ticket when the user presented both the
holder identification contained in the personal-
ized aocessticket and an enabler correspond- ,
ing to the holder ideruilicafion which indicates a 45

right to change the persmalized access ticket
containing the identification ot the user as the
holder identification.
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