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identification of a first recipient. The second encrypted
message, the identification of the sender, and the identi-
fication of the first recipient are determined (405) from
the decrypted message. The second encrypted message
and the identification of the sender are encrypted (409)
with a second key, yielding a third encrypted message
(109). The third encrypted message (109) is transmitted
to the first recipient.
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5 USE OF AN ENCRYPTION SERVER FOR ENCRYPTING MESSAGES
Field of the Invention

This invention relates to communication systems, including but not
10 limited to encrypted communication systems.

Background of the Invention

15 Encrypted voice and data communication systems are well known.
Many of these systems provide secure communications between two or more
users by sharing one or more pieces of information between the users,
which permits only those users knowing that information to properly
decrypt the message. This information is known as the encryption key, or

20  key for short. Encryption keys may be private keys, where a single key is

utilized for encryption and decryption, or public keys, where multiple keys

are utilized for encryption and decryption.

Methods of encrypting using public-key encryption are well known in the

25  art. Typically, a public-key encryption is a'method of encryption by which a
single message is encrypted using a sender's private key and then a
recipient's public key. The recipient then decrypts the message using the
recipient's private key and then the sender's public key. Typically, public
keys are 512 bits long, although some public keys have as few as 256 bits.

30 Some encryption experts recommend using 1024-bit keys. Because the
computational power required to break a key increases exponentially with
the length of the key, longer keys provide more security. In addition,
because two keys are needed to decrypt a message, two longer keys are more
difficult to decrypt if neither key is known.
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Today, secure communication systems are used to transmit data in an
encrypted fashion. If a user wishes to send the same message to five
different recipients, the user must encrypt the message five different times,
each time using the public key of a different recipient for the message. The
user then transmits the five messages to the five recipients. Such a process,
however, is troublesome when the user wishes to transmit to, for example,
100 or more recipients. In this instance, the user must encrypt each
message individually 100 or more times, one for each recipient. If the user
has a portable communication device, such as a laptop computer, the user's
battery may run out of power before encryption and transmission of each
message has occurred. In addition, the encryption and transmission
process can consume a lot of time and processing power for the portable
device, rendering the portable device unavailable for other activities by the
user during the encryption and transmission time period. Thus, such
transmissions would be impractical for portable users.

Accordingly, there is a need for a method of transmitting encrypted data
messages to multiple users without resulting in a time or power barrier to
the user's communication device.

Brief Description of the Drawings

FIG. 1 is a block diagram of a communication system having an
encryption server in accordance with the invention.

FIG. 2 is a block diagram of an encryption server in accordance with the
invention.

FIG. 3 is a flowchart showing a method of transmission of a digital data
message to an encryption server in accordance with the invention.

FIG. 4 is a flowchart showing a method of transmission of an encrypted
mes'sage by an encryption server in accordance with the invention.
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Description of a Preferred Embodiment

The following describes an apparatus for and method of using an
encryption server for encrypting messages. Messages are encrypted twice,
once with the sender's private key and then with an encryption server's
public key before transmission of the messages to the encryption server.
The encryption server decrypts received messages with the encryption
server's private key, yielding an encrypted message, a user identification
(ID), and one or more recipient IDs. The encryption server encrypts the
encrypted message and the user ID individually with each of the recipient's
public keys and transmits the resultant message(s) to the appropriate
recipient. Each recipient decrypts the messages using the recipient's
private key and the sender's public key. A secure communication system is
thereby provided, wherein portable communication devices are neither tied
up nor drained of power because the device's user wishes to send a single
encrypted message to multiple recipients.

A method of using an encryption server for encrypting messages
comprises the steps of, at a communication unit operated by a user
generating a digital data message. The digital data message is encrypted
using a first key, yielding a first encrypted message. An identification of
the user and an identification of a first recipient are appended to the first
encrypted message, yielding an appended first encrypted message. The
appended first encrypted message is encrypted using a second key, yielding
a second encrypted message. The second encrypted message is transmitted
to an encryption server. At the encryption server, the second encrypted
message is received. The second encrypted message is decrypted using a
third key, yielding the appended first encrypted message. The first
encrypted message, the identification of the user, and the identification of
the first recipient are determined from the appended first encrypted
message. The first encrypted message and the identification of the user are
encrypted with a fourth key, yielding a third encrypted message. The third
encrypted message is transmitted to the first recipient. In the preferred
embodiment, the first key is a private key associated with the user, the
second key is a public key associated with the encryption server, the third
key is a private key associated with the encryption server, and the fourth key
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is a public key associated with the first recipient. Alternatively, the second
key and the third key may be identical. The transmitting steps may be
performed over wireless communication resources, such as radio frequency
communication resources, or wireline communication resources, such as
standard telephone lines or fiber optic cable.

In addition, the step of appending may further comprise the step of
appending an identification of a second recipient to the first encrypted
message, thereby yielding the appended first encrypted message. In this
case, the method further comprises the steps of encrypting, by the
encryption server, the first encrypted message and the identification of the
user with a fifth key, yielding a fourth encrypted message, and transmitting
the fourth encrypted message to the second recipient. In the preferred
embodiment, the fifth key is a public key associated with the second
recipient. Alternatively, the step of appending may comprise the step of
appending three or more identifications of recipients to the first encrypted
message, thereby yielding the appended first encrypted message.

A block diagram of a communication system having an encryption
server is shown in FIG. 1. An encryption server 101 is shown at the center
of FIG. 1. Further details of the encryption server 101 are shown in FIG. 2
described below. A user of a first communication unit 103 utilizes the first
communication unit 103 to generate an digital data message that is
encrypted in two stages in the preferred embodiment. In the first stage, the
digital data message is encrypted using a first key, which is the user's
private key in the preferred embodiment. The result of this encryption is a
first-stage encrypted message. (In an alternate embodiment, the digital
data message is not encrypted using the first key.) The user's identification
(ID) and one or more recipient IDs are appended to the first-stage encrypted
message, yielding an appended message. The appended message is
encrypted using a second key, yielding a second-stage encrypted message
105. In the preferred embodiment, the second key is the public key
associated with the encryption server 101. The communication unit
transmits the second-stage encrypted message 105 to the encryption server
via a wireless communication link to a wireless communication device 107,
such as a radio frequency (RF) base station, repeater, or radio, or infrared
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communication device. The second-stage encrypted message 105 is
conveyed by the wireless communication device 107 to the encryption server
101.

The encryption server 101 decrypts the second-stage encrypted message
105 using an appropriate key. In the preferred embodiment, the
appropriate key is the encryption server's private key. The encryption
server 101 then determines the user's ID from the decrypted message and
also determines the IDs of all recipients that the user indicated as intended
targets of the first-stage encrypted message. The encryption server 101 then
encrypts the user's ID along with the first-stage encrypted message by
encrypting with the public key of the first recipient. The resultant message
109 is transmitted to the first recipient, who utilizes communication unit
111. The encryption server then encrypts the first-stage encrypted message
along with the user's ID by encrypting with the public key of the second
recipient and transmitting the resultant encrypted message 113 to the
second recipient, who utilizes communication unit 115. This process
continues until the encryption server reaches the last recipient ID on the
user's list, and encrypts the first-stage encrypted message along with the
user's ID by encrypting with the public key of the last recipient and
transmitting the resultant encrypted message 117 to the last recipient, who
utilizes communication unit 119.

The encryption server 101 may also receive user requests for encryption
from wireline communication devices 121 via wireline channels. As with
the wireless transmission, the encryption server decrypts the received
message 123 using the private key of the encryption server, then encrypts
the resultant message individually for each different recipient using the
appropriate recipient's individual public key. These recipients may be
wireline devices 127 and 131, which receive the messages 125 and 129 via
wireline communication channels.

The above examples describe RF to RF transmission and wireline to
wireline transmission of encrypted messages. Nevertheless, the method of
the present invention is equally successful if a wireline device 121 requests
transmission to wireless communication units 111, 115, and 119. Similarly,
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a wireless communication unit 103 may request transmission from the
encryption server 101 to wireline communication devices 127 and 131. In
addition, the recipients may be a combination of both wireless and wireline
communication units 111, 115, 119, 127, and 131, regardless of whether the
sender uses a wireless communication unit 103 or a wireline
communication device 121.

Upon receipt of the encrypted message from the encryption server, each
recipient decrypts the message with the recipient's own private key, and
after determining the user's ID, decrypts the resultant message with the
user's public key, thereby yielding the original digital data message. The
user is also referred to as the sender of the (second-stage) encrypted
message 105.

A block diagram of an encryption server 101, including its input signals
105 and output signals 109, 113, 125, and 117, is shown in FIG. 2. In the
preferred embodiment, the encryption server 101 is a Sun SparcServer2000
in a multiprocessor configuration, available from Sun Microsystems. The
encryption server 101 comprises one or more processors 201, such as
microprocessors or digital signal processors, as are well known in the art.
The processors 201 have access to encryption and decryption algorithm(s)
203, a public key data base 205, and memory 211. The encryption/decryption
algorithms 203 include public key algorithms, private algorithms, and other
algorithms as may be used in the art. The public key data base 205 includes
a list of IDs, as used by senders (users) and recipients, and the public keys
associated with each of these IDs. The memory 211 includes programming
and other data as is necessary to provide functionality as described herein
for the encryption server 101. A receive block for wireline and wireless
communications 207 and a transmit block for wireline and wireless -
communications 209 are also connected to the processors 201. The receive
block for wireline and wireless communications 207 performs appropriate
demodulation techniques on received messages 105 and 123. The transmit
block for wireline and wireless communications 209 performs appropriate
modulation techniques on messages 109, 113, 124, and 117 to be transmitted.
In addition, the encryption server 101 may be equipped with hardware
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and/or software to provide the encryption server 101 with over-the-air-
rekeying capabilities.

As shown in FIG. 2, a user message 105 comprises a second-stage
encrypted (encrypted using the encryption server's public key) message
comprising the digital data message 1054, first-stage encrypted with the
user's (sender's) private key, in addition to the user ID and a number of
recipient IDs. Alternatively, the user message 105 may comprise an
unencrypted digital data message 1054, the user ID, and one or more
recipient IDs. The user message 105 is input to the receive
wireline/wireless block 207, the output of which is input to the processor(s)
201. The processor(s) 201 utilize(s) the encryption/decryption algorithm(s)
2083 and the public key data base 205 to decrypt the message 105 using the
private key of the encryption server. The processor(s) 201 then determine(s)
the first-stage encrypted message 105A, the user ID, and the first recipient
ID from the decrypted message. The processor(s) 201 then determine(s) the
first recipient's public key from public key data base 205, and the encrypt the
first-stage encrypted message 105A and the user ID by using the
encryption/decryption algorithms 203 and the first recipient's public key.
The processor(s) 201 then append(s) the first recipient ID, thereby yielding a
message 109 that is sent to the transmit wireline/wireless block 209 for
transmitting to the first recipient's communication unit 111, as shown in
FIG. 1. A similar process is performed on the first-stage encrypted
message (or unencrypted digital data message) 105A and the user ID for
each of the recipients listed in the user's message 105.

In an alternate embodiment, the encryption server 101 may be physically
distributed as one or more encryption servers. In this embodiment, the
encryption server 101 encrypts the message using a second set of private
and public keys associated with a second server. The message so encrypted
is transmitted to the second encryption server. The second server decrypts
the message and then encrypts the message using the public key(s) of the
recipient(s). When traffic is heavy, the encryption server 101 may optimize
its efficiency by determining the computation required to transmit directly
to each recipient or transmit the request to one or more distributed servers.
This process is transparent to the user.
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The flowchart of FIG. 3 shows a method for use by a communication unit
in transmitting a digital data message to an encryption server 101. At step
301, a digital data message is generated. If at step 303 the digital data
message is not to be encrypted, the process continues with step 307. If at
step 303 the digital data message is to be encrypted, the process continues
with step 305, where the digital data message is encrypted using the private-
key of the user who wishes to communicate the message. At step 307, it is
determined if the IDs of the user and/or recipient(s) are to be encrypted. If
the IDs are to be encrypted, the process continues with step 309, where the
user ID and recipient ID(s) are appended to the encrypted message from
step 305 or the unencrypted message from step 301 if no encryption took
place. At step 311, the message from step 309, including the appended IDs,
is encrypted using the public key of the encryption server 101. The process
continues with step 317, where the encrypted message is transmitted to the
encryption server 101. If at step 307 the IDs are not to be encrypted, the
process continues with step 313, where the encrypted message of step 305 (or
the unencrypted message from step 301 if no encryption took place) is
encrypted with the public key of the encryption server 101. At step 315, the
user ID and recipient ID(s) are appended to the encrypted message of step
313, and the process continues with step 317.

In an alternative embodiment, i.e., when the digital data message is not
to be encrypted at step 303 of FIG. 3, the sender or user may decrypt the
digital data message and. if desired, the recipient IDs only once, using the
encryption server's public key. The encryption server then decrypts the
message using the encryption server's private key, and encrypts the
message individually for each of the recipients with the recipient's public
key. The recipient then decrypts the message using only the recipient's
private key. This method requires the user to locally store only one public
key, the key of the encryption server. With this method, a single
symmetrical key may be used to encrypt and decrypt the messages between
the user and the encryption server 101, and one or more keys may be used to
encrypt the messages between the encryption server and the recipient.
Nevertheless, for better security, the encryption server 101 engaged in this
embodiment should be a physically secured, e.g., locked away with limited
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access, because unencrypted information is present inside the encryption
server 101. An advantage of such a system includes enabling law
enforcement officials the ability to read the decrypted message as available
in the encryption server 101.

The flowchart of FIG. 4 shows the method performed by the encryption
server 101 in accordance with the present invention. At step 401, the
encryption server receives the encrypted message transmitted by the
communication unit 103. At step 403, the encryption server decrypts the
message received at step 401 with the private key of the encryption server
101. At step 405, the encryption server determines the user ID, the recipient
ID(s), and the encrypted (generated at step 305 of FIG. 3) or unencrypted
(generated at step 301 of FIG. 3) data message. In an alternate
embodiment, the encryption server 101 may be equipped with the
appropriate keys to decrypt the digital data message 105A (when the
message 105A is encrypted) so that law enforcement agencies may have full
access to all information transmitted in the system.

At step 407, it is determined if the IDs (i.e., the user ID and/or recipient
ID(s)) are to be encrypted before transmission. If the IDs are to be
encrypted, the process continues with step 409, where the encryption server
encrypts the encrypted data message along with the user ID, and the
recipient's ID if desired, with the recipient's public key. At step 411, the
encryption server transmits the encrypted message to the recipient whose
public key was used at step 409. If at step 413 there are more recipients
identified by the user to which the encryption server has not yet encrypted
and transmitted the message, the process continues with step 407. If there
are no more recipients at step 413, the process ends. If at step 407, the IDs
are not to be encrypted, the process continues with step 415, where the
encrypted data message is encrypted with the recipient's public key, and the
user ID and the recipient's ID are appended to that encrypted message
without further encryption, and the process continues with step 411.

Optionally, all messages may be encrypted at one time, and then

transmitted in succession at one time, rather than encrypting a first
message with one public key, then transmitting the encrypted first message
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right away, then encrypting a second message using another public key,
and transmitting the encrypted second message immediately, and so forth.

The above text and associated drawings describe a method using
public-key encryption. Private-key encryption, where the same key is used
to encrypt and decrypt a message, may also be used. For example, the key
used to encrypt the message send to the encryption server may be the same
or identical key used to decrypt the encrypted message at the encryption
server. In addition, the encryption method employed by the user to encrypt
the original digital data message 105A may also be private-key encryption,
rather than public-key encryption. In addition, a different encryption
algorithm may be utilized for the user's first stage of encryption than for the
user's second stage of encryption, the result of which is transmitted to the
encryption server.

In the above manner, the encryption server encrypts the user's data
message individually for each different recipient using that particular
recipient's public key. The encryption server has more computing
resources available to it than an individual communication unit, and can
encrypt and transmit a message multiple times to many different users in a
more efficient manner than can an individual communication unit.
Individual communication units need not store all possible recipient's
public keys, but instead need store only the encryption server's public key.
Encryption of the recipient's ID(s) helps to secure the identity of the
recipient(s) and eliminates a source of information for traffic analysis by
undesired readers/interceptors of such information.

What is claimed is:
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11
Claims
1. A method comprising the steps of:
at a communication unit operated by a user:
generating a digital data message;

encrypting the digital data message using a first key, yielding a first
encrypted message;

appending an identification of the user and an identification of a first
recipient to the first encrypted message, yielding an appended first
encrypted message;

encrypting the appended first encrypted message using a second key,
yielding a second encrypted message;

transmitting the second encrypted message to the encryption server,
wherein the encryption server is not the first recipient.

2. The method of claim 1, wherein the first key is a private key associated
with the user and wherein the second key is a public key associated with the
encryption server.

3. The method of claim 1, wherein the step of appending further comprises

the step of appending an identification of a second recipient to the first
encrypted message, thereby yielding the appended first encrypted message.
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4. A method comprising the steps of:
at an encryption server:
receiving a first encrypted message;

decrypting the encrypted message using a first key, yielding a decrypted
message comprising a second encrypted message, an identification of a
sender of the first encrypted message, and an identification of a first
recipient;

determining the second encrypted message, the identification of the sender,
and the identification of the first recipient from the decrypted message;

encrypting the second encrypted message and the identification of the
sender with a second key, yielding a third encrypted message;

transmitting the third encrypted message to the first recipient.

5. The method of claim 4, wherein the first key is a private key associated
with the encryption server and wherein the second key is a public key
associated with the first recipient.

6. The method of claim 4, further comprising, when a second identification
of a second recipient is part of the decrypted message, the steps of
encrypting, by the encryption server, the second encrypted message and the
identification of the sender with a third key, yielding a fourth encrypted
message, and transmitting the fourth encrypted message to the second
recipient.
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7. A method comprising the steps of:
at a communication unit operated by a user:
generating a digital data message;

encrypting the digital data message using a first key, yielding a first
encrypted message;

encrypting the first encrypted message using a second key, yielding a
second encrypted message;

appending an identification of the user and an identification of a first
recipient to the second encrypted message, yielding an appended second

encrypted message;

transmitting the appended second encrypted message to the encryption
server;

at the encryption server:

receiving the appended second encrypted message;

determining the second encrypted message, the identification of the user,
and the identification of the first recipient from the appended second

encrypted message;

decrypting the second encrypted message using a third key, yielding the
first encrypted message;

encr"ypting the first encrypted message with a fourth key, yielding a third
encrypted message;

transmitting the third encrypted message to the first recipient.
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8. The method of claim 7, wherein the step of appending further comprises
the step of appending an identification of a second recipient to the second
encrypted message, thereby yielding the appended second encrypted
message.

9. The method of claim 7, wherein the first key is a private key associated
with the user, wherein the second key is a public key associated with the
encryption server, wherein the third key is a private key associated with the
encryption server, and wherein the fourth key is a public key associated
with the first recipient.

10. The method of claim 7, wherein the identification of the user is
encrypted using the second key before the step of appending.

Petitioner Apple Inc. - Ex. 1025, p. 3130



wOo 95/41661 PCT/US97/06161

1/4
111

105 /L(' E@
113

107 /

e

B

FIG. 1

Petitioner Apple Inc. - Ex. 1025, p. 3131



WO 97/41661
2/4

ENCRYPTED WITH USER

PRIVATE KEY |

PCT/US97/06161 !

105A ENCRYPTED WITH
< ENCRYPTION SERVER
PUBLIC KEY

MESSAGE | USER |RECIPIENT RECIPIENT | RECIPIENT | ... RECIPIENT

ENCRYPTION/
DECRYPTION
ALGORITHM(S)

ENCRYPTION SERVER

203

[PUBLIC KEY
DATABASE

ENCRYPTED WITH USER

PRIVATE KEY
L——gj, 105A 109

[PROCESSOR(S)

MEMORY

ENCRYPTED WITH USER

PRIVATE KEY
4—-—"/ 105A

RECEIVE
WIRELINE/
WIRELESS

TRANSMIT
WIRELINE/
WIRELESS

13

€— RECIPIENT 2 —P

USER | RECIPIENT
MESSAGE D 21D

ENCRYPTED WITH

.PUBLIC KEY

ENCRYPTED WITH USER

USER | RECIPIENT
MESSAGE |UDE I
ENCRYPTED WITH
<€— RECIPIENT1 —»
PUBLIC KEY
EER/FAYrFéTED WITH USER
KEY
1——* 105A 125
USER | RECIPIENT
MESSAGE  |UDE oI
ENCRYPTED WITH
<€— RECIPIENT 3 —®
PUBLIC KEY

Petitioner Apple Inc. - Ex. 1025, p. 3132

PRIVATE KEY
4———511 105A 17
USER | RECIPIENT
MESSAGE |USE .
ENCRYPTED WITH
<€— RECIPIENT N —
PUBLIC KEY FIG. 2



wo 9'7/4166] PCT/US97/06161

3/4

STeeD

FIG. 3
GENERATE DIGITAL
DATA MESSAGE 301
ENCRYPT DIGITAL
DATA MESSAGE USING
PRIVATE KEY OF USER
305
APPEND USER 1D AND ENCRYPT MESSAGE -
RECIPIENT ID(S) TO WITH PUBLIC KEY OF
309 - LENCRYPTED MESSAGE ENCRYPTION SERVER | ,
ENCRYPT MESSAGE APPEND USER ID AND
WITH PUBLIC KEY OF RECIPIENT ID(S) TO
311 /| _ENCRYPTION SERVER ENCRYPTED MESSAGE |\ ..

[TRANSMIT ENCRYPTED

MESSAGE 317

Petitioner Apple Inc. - Ex. 1025, p. 3133



WO 97/41661

FIG. 4

PCT/US97/06161 R
4/4

@ :

RECEIVE ENCRYPTED
MESSAGE

401

DECRYPT MESSAGE
WITH PRIVATE KEY OF
ENCRYPTION SERVER

403

[ DETERMINE ENCRYPTED
DATA MESSAGE, USER
ID, AND RECIPIENT ID(S)

405

NO

ENCRYPT

v

IDs
?

407

/ 415 YES

ENCRYPT ENCRYPTED
DATA MESSAGE WITH
RECIPIENT "M" PUBLIC
KEY, APPEND USER ID

ENCRYPT ENCRYPTED
DATA MESSAGE AND
USER ID WITH RECIPIENT
"M" PUBLIC KEY

409

TRANSMIT ENCRYPTED
MESSAGE TO RECIPIENT "M"

Petitioner Apple Inc. - Ex. 1025, p. 3134



- PCT WORLD INTELLECTUAL PROPERTY ORGANIZATION
Intemnational Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(S1) International Patent Classification 6 : (11) International Publication Number: WO 97/43761
0/00 A2
G118 2 (43) International Publication Date: 20 November 1997 (20.11.97)
: fatd . 94087 (US). WEBER, Robert, P. [US/US]; 215 Waverley
(21) International Application Number: PCT/US97/08192 Street #4, Menlo Park. CA 94025 (US).
(22) International Filing Date: IS May 1997 (150597) | 4y Agent: FARIS, Robert, W; Nixon & Vanderhye P.C., 8th floor,

1100 North Glebe Road, Arlington, VA 22201-4714 (US).
(30) Priority Data:

60/017,722 15 May 1996 (15.05.96) uUs
60/018,132 22 May 1996 (22.05.96) US | (81) Designated States: AL, AM, AT, AU, AZ, BA, BB, BG, BR,
08/689,606 12 August 1996 (12.08.96) us BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, FI, GB, GE,
08/689,754 12 August 1996 (12.08.96) Us HU, IL, 1S, JP, KE, KG, KP, KR, KZ, LC, LK, LR, LS,
08/699,712 12 August 1996 (12.08.96) Us LT, LU, LV, MD, MG, MK, MN, MW, MX, NO, NZ, PL,
PCT/US96/14262 4 September 1996 (04.09.96) WO PT, RO, RU, SD, SE, SG, S, SK, TI, TM, TR, TT, UA,
(34) Countries for which the regional or UG, US, UZ, VN, ARIPO patent (GH, KE, LS, MW, SD,
international application was filed: US et al. SZ, UG), Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU,
60/037,931 14 February 1997 (14.02.97) us TJ, TM), European patent (AT, BE, CH, DE, DK, ES, Fl,

FR, GB, GR, [E, IT, LU, MC, NL, PT, SE), OAPI patent
(BF, BJ, CF, CG, CI, CM, GA, GN, ML, MR, NE, SN, TD,
(71) Applicant (for all designated States except US): INTERTRUST TG).
TECHNOLOGIES CORP. [US/US); 460 Oakmead Park-
way, Sunnyvale, CA 94086 (US).

Published
(72) Inventors; and Without international search report and to be republished
(75) Inventors/Applicants (for US only): SHEAR, Victor, H. upon receipt of that report.

{US/US]; 5203 Battery Lane, Bethesda, MD 20814 (US).
SIBERT, Olin, W. [US/US}]; 30 Ingleside Road, Lexington,
MA 02173-2522 (US). VANWIE, David, M. [US/US];
Apartment 216, 965 E. E! Camino Real, Sunnyvale, CA

(54) Title: CRYPTOGRAPHIC METHODS, APPARATUS AND SYSTEMS FOR STORAGE MEDIAELECTRONIC RIGHTS MAN-
AGEMENT IN CLOSED AND CONNECTED APPLIANCES

(57) Abstract

A rights  management
arrangement for storage media
such as optical digital video
disks (DVDs, also called digital
versatile disks) provides adequate
copy protection in a limited,

inexpensive mass-produceable,
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low-capability platform such as LMITATIONS ON ACTIVITIES
: ; APPLY TO ONE OR MANY

a dedicated home consumer disk USE N SECURTTY

player and also provides enhanced, MANY PARAMETER TYPES

. . . BTEGRATED WITH BRUNG
more flexible security techniques FOSITIVE CONTROL PATH

-and methods when the same media
are used with platforms having
higher security capabilities. A
control object (or set) defines
plural rights management rules
for instance, price for performance
or rules governing redistribution.
Low capability platforms may
enable only a subset of the control
rules such as controls on copying
or marking of played material. Higher capability platforms may enable all (or different subsets) of the rules. Cryptographically strong
security is provided by encrypting at least some of the information carried by the media and enabling decryption based on the control set
and/or other limitations. A secure “software container” can be used to protectively encapsulate (e.g., by cryptographic techniques) various
digital property content (e.g., audio, video, game, etc.) and control object (i.., set of rules) information. A standardized container format
is provided for general use on/with various mediums and platforms. In addition, a special purpose container may be provided for DVD
medium and appliances (c.g., recorders, players, etc.) that contains DVD program content (digital property) and DVD medium specific
rules. The techniques, systems and methods disclosed herein are capable of achieving compatibility with other protection standards,
such as for example, CGMA and Matsushita data protection standards adopted for DVDs. Cooperative rights management may also be
provided, where plural networked rights management arrangements collectively control a rights management event on one or more of such
arrangements.
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CRYPTOGRAPHIC METHODS, APPARATUS
AND SYSTEMS FOR STORAGE MEDIA
ELECTRONIC RIGHTS MANAGEMENT IN
CLOSED AND CONNECTED APPLIANCES

5 Cross-Reference to Related Applications and Patents

The specifications and drawings of the following prior,
commonly assigned published patent specifications are

incorporated by reference into this patent specification:

PCT Publication No. WO 96/27155 dated 6 September 1996
10 entitled “Systems And Methods For Secure Transaction
Management And Electronic Rights Protection”, which is based
on PCT application no. PCT/US96/02303 filed 13 February 1996
and U.S. patent application serial no. 08/388,107 of Ginter et al.

entitled filed on February 13, 1995 (hereinafter “Ginter et al”);

15 U.S. Patent No 4,827,508 entitled “Database Usage

Metering and Protection System and Method” dated May 2, 1989;

U.S. Patent No. 4,977,594 entitled “Database Usage
Metering and Protection System and Method” dated December 1 1,

1990;
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U.S. Patent No. 5,050,213 entitled “Database Usage

Metering and Protection System and Method” dated September

17, 1991; and

U.S. Patent No. 5,410,598 entitled “Database Usage
S5 Metering and Protection System and Method” dated April 25,

1995; and

European Patent No.EP 329681 entitled “Database Usage
Metering and Protection System and Method” dated January 17,

1996.

10 In addition, the specifications and drawings of the following
commonly-assigned prior-filed patent specifications are

incorporated by reference into this patent application:

PCT Application No. PCT/US96/14262 filed 4 September
1996 entitled “Trusted Infrastructure Support Systems, Methods
15  And Techniques For Secure Eléctronic Commefce, Electronic
Transaétions, Commerce Process Control And Automation,
Distributed Computing, And Rights Management,” which
corresponds to U.S. patent application serial no. 08/699,712 filed .
on August 12, 1996 (hereinafter “Shear et al.”);

2
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PCT Application No. filed , 1997

entitled “Steganographic Techniques For Securely Delivering

Electronic Digital Rights Management Control Information Over

Insecure Communications Channels,” which corresponds to U.S.
5 patent application serial no. 08/689,606 of Van Wie and Weber

filed on August 12, 1996 (hereinafter “Van Wie and Weber”); and

PCT Application No. filed ,

1997 based on U.S. Patent Application serial no.08/689,754
entitled “Systems and Methods Using Cryptography To Protect
10 Secure Computing Environments,” of Sibert and Van Wie filed on

August 12, 1996 (hereinafter “Sibert and Van Wie”).

FIELD OF THE INVENTION

This invention relates to information protection techniques
using cryptography, and more particularly to techniques using
15 cryptography for managing rights to information stored on
portable media -- one example being optical media such as Digital
Video Disks (also known as "Digital Versatile Disks" and/or
"DVDs"). This invention also relates to information protection
and rights management techniques having selectable applicability

20  depending upon, for example, the resources of the device being
3
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used by the consumer (e.g., personal computer or standalone
player), other attributes of the devic; (such as whether the device
can be and/or typically is connected to an information network
(“connected” versus “unconnected”)), and available rights. This

5 invention further relates, in part, to cooperative rights management
-- where plural networked rights management arrangements
collectively control a rights management event on one or more of
such arrangements. Further, important aspects of this invention
can be employed in rights management for electronic information

10 made available through broadcast and/or network downloads

and/or use of non-portable storage media, either independent of, or

in combination with portable media.

BACKGROUND OF THE INVENTION

The entertainment industry has been transformed by the
15 pervasiveness of home consumer electronic devices that can play
video and/or audio from pre-recorded media. Tﬁis transformation
began i-n the early 1900s with the invention of the
phonograph—which for the first time allowed a consumer to listen
to his or her favorite band, orchestra or singer in his or her home

20 whenever he or she wishes. The availability of inexpensive video

4.
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cassette recorders/players beginning in the early 1980s brought
about a profound revolution in the movie and broadcast industries,
creating an entirely new home consumer market for films,

documentaries, music videos, exercise videos, etc.

5 The entertainment industry has long searched for optimal
media for distributing content to home consumers. The original
phonograph cylinders distributed by Thomas Edison and other
phonograph pioneers had the advantage that they were difficult to
copy, but suffered from various disadvantages such as hi gh

10 manufacturing costs, low resistance to breakage, very limited
playback time, relatively low playback quality, and susceptibility
to damage from wear, scratching or melting. Later-developed wax
and viny! disks could hold more music material but suffered from
many of the same disadvantages. Magnetic tapes, on the other

15 hand, could be manufactured very inexpensively and could hold a
large amount of program material (e.g., 2, 4 or even 6 hours of
video ax;d/or audio). Such magnetic tapes could reproduce
program material at relatively high quality, and were not as
susceptible to damage or wearing out. However, despite the many

20 clear advantages that magnetic tape provides over other media, the

5
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entertainment industry has never regarded it as an ideal or

optimum medium because of its great susceptibility to copying.

Magnetic tape has the very flexible characteristic that it can
be relatively easily recorded on. Indeed, the process for recording
5 amagnetic tape is nearly as straightforward as that required for
playing back pre-recorded content. Because of the relative ease by
which magnetic tape can be recorded, home consumer magnetic
tape equipment manufacturers have historically provided dual
mode equipment that can both record and play back magnetic
10 tapes. Thus, home audio and video tape players have traditionally
had a “record” button that allows a consﬁmer to record his or her
own program material on a blank (un-recorded) magnetic tape.
While this recording ability has given consumers additional
flexibility (e.g., the ability to record a child’s first words for
15 posterity, and the ability to capture afternoon soap operas for
evening viewing), it has unfortunately also been the foundation of
an illegal multi-billion dollar content pirating industry that
produces millions of illegal, counterfeit copies every year. This
illegal pirating operation—which is international in scope—leeches

20  huge amounts of revenue every year from the world's major

6
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entertainment content producers. The entertainment industry must
pass along these losses to honest consumers—resulting in higher
box office prices, and higher video and audio tape sales and rental

prices.

5 In the mid 1980s, the audio entertainment industry
developed the optical compact disk as an answer to some of these
problems. The optical compact disk—a thin, silvery plastic platter
a few inches in diameter—can hold an hour or more of music or
other audio programming in digital form. Such disks were later

10 also used for computer data. The disk can be manufactured very
inexpensively, and provides extremely high quality playback that
Is resistant to noise because of the digital techniques used to
record and recover the information. Beéause the optical disk can
be made from plastic, it is light weight, virtually unbreakable, and

15 highly resistant to damage from normal consumer handling (unlike
the prior vinyl records that were easily scratched or worn down
even by broperly functioning phonographs). And, because
recording on an optical disk is, so far, si gnificantly more difficult
than playing back an optical disk, home consumer equipment

20  providing both recording and playback capabilities is unlikely, in

7
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the near future, to be as cost-effective as play-only
equipment—greatly reducing the potential for illicit copying.
Because of these overwhelming advantages, the music industry
has rapidly embraced the new digital compact disk

5 technology—virtually replacing older audio viny! disk media

within the space of a few short years.

Indeed, the threat of widespread and easy unauthorized
copying in the absence of rights management technologies
apparently has been an important contributing factor to the demise

10 of digital audio tape (DAT) as a media for music distribution and,
more importantly, home audio recording. Rightsholders in
recorded music vigorously opposed the widespread
commercialization of inexpensive DAT technology that lacked
rights management capabilities since the quality of the digital

15 recording was completely faithful to the digital source on, for
example, music CDs. Of course, the lack of rights management
was not~the only factor at work, since compared with optical
media, tape format made random access difficult, for example,

playing songs out of sequence.
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The video entertainment industry is on the verge of a
revolution similar to that wrought by music CDs based on movies
in digital format distributed on high capacity read-only optical
media. For example, digital optical disk technology has advanced
5 to the point where it is now possible to digitally record, among

other things, a full length motion picture (plus sound) on one side
of a 5" plastic optical disk. This same optical disk can
accommodate multiple high-quality digital audio channels (e.g., to
record multi-channel “sensurround” sound for home theaters

10 and/or to record film dialog in multiple different languages on the
same disk). This same technology makes it possible to access
each individual frame or image of a movie for still 1mage
reproduction or—even more exciting—to provide an unprecedented
‘random access” playback capability that has never before existed

15 in home consumer equipment. This “random access” playback
could be used, for example, to delete violence, foul language or
nudity at time of playback so that parents could select a “PG”
Playback version of an “R” rated film at the press of a button. The
“random access” capability also has exciting possibilities in terms

20  of allowing viewers to interact with the pre-recorded content (e.g.,
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allowing a health enthusiast to select only those portions of an
exercise video helpful to a particular day's workout). See, for
example, “Applications Requirements for Innovative Video
Programming,” DVD Conference Proceedings (Interactive

5  Multimedia Association, 19-20 October 1995, Sheraton Universal

Hotel, Universal City, California).

Non-limiting examples of the DVD family of optical media

include:

. DVD (Digital Video Disk, Digital Versatile
10 Disk), a non-limiting example of which

includes consumer appliances that play movies

recorded on DVD disks;

. DVD-ROM (DVD-Read Only Memory), a non-
limiting example of which includes a DVD
15 read-only drive and disk connected to a

computer or other appliance;

. DVD-RAM (DVD Random Access Memory), a
non-limiting example of which includes a
read/write drive and optical media in, for
20 example, consumer appliances for home

recording and in a computer or other appliance

10
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WO 97/43761
for the broadest range of specific applications;
and

. Any other high capacity optical media
presently known or unknown.
S “DVDs” are, of course, not limited to use with movies. Like

CDs, they may also be used for other kinds of information, for

example:

o sound recordings
. software

10 . databases
. games
. karaoke
. multimedia
. distance learning

15 . documentation
. policies and manuals

11
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WO 97/43761
) any kind of digital data or other information
. any combination of kinds of digital data or
other information
. any other uses presently known or unknown.
5 The broad range of DVD uses presents a technical

challenge: how can the information content distributed on such
disks, which might be any kind or combination of video, sound, or
other data or information broadly speaking, be adequately
protected while preserving or even maximizing consumer

10 flexibility? One widely proposed requirement for the new
technology(mainly within the context of video), is, to the extent
copying is permitted at all, to either: (a) allow a consumer to make
a first generation copy of the program content for thejr own use,
but prevent the consumer from making “copies of copies”, or

15 multi-generational copies of a given property (thus keeping honest
people honest); or (b) to allow unlimited copying for those
properties that rightsholders do not wish to protect against

copying, or which consumers have made themselves.

12
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However, providing only such simplistic and limited copy
protection in a non-extensible manner may turn out to be
extremely shortsighted—since more sophisticated protection
and/or rights management objectives (e.g., more robust and
5 selective application of copy protection and other protection
techniques, enablement of pay-per-view models, the ability of the
consumer to make use of enhanced functionality such as
extracting material or interactivity upon paying extra charges, and
receiving credit for redistribution, to name a few) could be very
10  useful now or in the future. Moreover, in optimally approaching
protection and rights management objectives, it is extremely
useful to take differing business opportunities and threats into
account that may relate to informaﬁon delivered via DVD media,
for example, depending upon available resources of the device

15  and/or whether the device is connected or unconnected.

More sophisticated rights management capabilities will also
allow studios and others who have rights in movies and/or sound
recordings to better manage these important assets, in one
example, to allow authorized parties to repurpose pieces of digital

20  film, video and/or audio, whether specific and/or arbitrary pieces,

13
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to create derivative works, multimedia games, in one non-limiting
example. Solutions proposed to date for protecting DVD content
have generally focused solely on limited copy protection
objectives and have failed to adequately address or even recognize

5 more sophisticated rights management objectives and
requirements. More specifically, one copy protection scheme for
the initia]l generation of DVD appliances and media is based on an
encryption method developed initially by Matsushita and the

simple CGMA control codes that indicate permitted copying: a

10 one-generation copy, no copies, or unlimited copying.

SUMMARY OF THE INVENTIONS

Comprehensive solutions for protecting and managing
information in systems that incorporate high capacity optical
media such as DVD require, among other things, methods and

15  systems that address two broad sets of problems: (a) digital to
analog conversion (and vice versa); and (b) the use of such optical
media in.both connected and unconnected environments. The
inventions disclosed herein address these and other problems. For
example, in the context of analog to digital conversion (and vice

20  versa), it is contemplated that, in accordance with the present

14
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inventions, at least some of the information used to protect
properties and/or describe rights management and/or control
information in digital form could also be carried along with the
analog signal. Devices that convert from one format and/or
5  medium to another can, for example, incorporate some or all of the

control and identifying information in the new context(s), or at
least not actively delete such information during the conversion
process. In addition, the present inventions provide control, rights
management and/or identification solutions for the digital realm

10 generally, and also critically important technologies that can be
implemented in consumer appliances, computers, and other
devices. One objective of the inventions is to provide powerful
rights management techniques that are useful in both the consumer
electronics and computer technology markets, and that also enable

15 future evolution of technical capabilities and business models.
Another non-limiting objective is to provide a comprehensive
control, rights management and/or identification solution that

remains compatible, where possible, with existing industry

standards for limited function copy protection and for encryption.

15
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The present inventions provide rights management and

protection techniques that fully satisfy the limited copy protection

objectives currently being voiced by the entertainment industry for

movies while also flexibly and extensibly accommodating a wide
5 range of more sophisticated rights management options and

capabilities.

Some important aspects of the present inventions (that are

more fully discussed elsewhere in this application) include:

. Selection of control information associated
10 with information recorded on DVD media (for
example, rules and usage consequence control
information, that comprise non-limiting
example elements of a Virtual Distribution
Environment (VDE)) that is based at least in
15 part on class of appliance, for example, type of

appliance, available resources and/or rights;

. Enabling such selected control information to
be, at least in part, a subset of control
information used on other appliances and/or

20 classes of appliance, or completely different

control information;

16
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o Protecting information output from a DVD
device, such as applying rights management
techniques disclosed in Ginter et al. and the
present application to the signals transmitted

5 using an IEEE 1394 port (or other serial
interface) on a DVD player;

o Creation of protected digital content based on

an analog source;

o Reflecting differing usage rights and/or content
10 availability in different countries and/or

regions of the world;

. Securely managing information on DVD media
such that certain portions may be used on one
or more classes of appliance (e.g., a standalone

15 DVD player), while other portions may be used
on the same or different classes of appliance

(e.g., a standalone DVD player or a PC);

. Securely storing and/or transmitting
information associated with payment, auditing,
20 controlling and/or otherwise managing content
recorded on DVD media, including techniques
related to those disclosed in Ginter et al. and in

Shearet al.;

17
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o Updating and/or replacing encryption keys
used in the course of appliance operation to
modify the scope of information that may be
used by appliances and/or classes of

5 appliances;

. Protecting information throughout the creation,
distribution, and usage process, for example, by
initially protecting information collected by a
digital camera, and continuing protection and
10 rights management through the editing process,
production, distribution, usage, and usage

reporting.

. Allowing “virtual rights machines,” consisﬁng
of multiple devices and/or other systems that
15 participate and work together in a permanently
or in a temporarily connected network to share
some or all of the righfs management for a
single and/or multiple nodes including, for
example, allowing resources available in plural
20 such devices and/or other systems, and/or
rights associated with plural parties and/or
groups using and/or controlling such devices
and/or other systems, to be employed in
concert (according to rights related rules and

25 controls) so as to govern one or more electronic

18
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events on any one or more of such devices
and/or other systéms, such event governance
including, for example: viewing, editing,
subsetting, anthologizing, printing, copying,

5 titling, extracting, saving, and/or redistributing

rights protected digital content.

. Allowing for the exchange of rights among
peer-to-peer relating devices and/or other
systems, wherein such devices and/or other

10 systems participate in a temporary or
permanently connected network, and wherein
such rights are bartered, sold for currency,
and/or otherwise exchanged for value and/or
consideration where such value and/or

15 consideration is exchanged between such peer-
to-peer pérticipating commercial and/or

consumer devices and/or other systems.

General Purpose DVD/Cost-effective Large Capacity Digital
Media Rights Protection and Management

20 The inventions described herein can be used with any large
capacity storage arrangement where cost-effective distribution
media is used for commercial and/or consumer digital information
delivery and DVD, as used herein, should be read to include any

such system.

19
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Copy protection and rights management are important in
practical DVD systems and will continue to be important in other
large capacity storage, playback, and recording systems, presently
known or unknown, in the future. Protection is needed for some

5 orall of the information delivered (or written) on most DVD
media. Such protection against copying is only one aspect of
rights management. Other aspects involve allowing rightsholders
and others to manage their commercial interests (and to have them
enforced, potentially at a distarice in time and/or space) regardless

10 of distribution media and/or channels, and the particular nature of
the receiving appliance and/or device. Such rights management
solutions that incorporate DVD will become even more significant
as future generations of recordable DVD media and appliances
come to market. Rightsholders will want to maintain and assert

15 their rights as, for example, video, sound recordings, and other
digital properties are transmitted from one device to another and

as options for recording become available in the market.

The apparent convergence between consumer appliances
and computers, increasing network and modem speeds, the

20  declining cost of computer power and bandwidth, and the

20
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increasing capacity of optical media will combine to create a
world of hybrid business models in which digital content of all
kinds may be distributed on optical media played on at least
occasionally connected appliances and/or computers, in which the
5 one-time purchase models common in music CDs and initial DVD
movie offerings are augmented by other models, for example,
lease, pay per view, and rent to own, to name just few. Consumers
may be offered a choice among these and other models from the
same or different distributors and/or other providers. Payment for
10  use may happen over a network and/or other communications
channel to some i:)ayment settlement service. Consumer usage and
audit information may flow back to creators, distributors, and/or
other participants. The elementary copy protection technologies

for DVD now being introduced cannot support these and other

15 sophisticated models.

As writable DVD appliances and media bécome available,
additional hybrid models are possible, including, for example, the
distribution of digital movies over satellite and cable systems.
Having recorded a movie, a consumer may elect a lease, rental,

20 pay-per-view, or other model if available. As digital television

21
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comes to market, the ability of writable DVDs to make faithful
copies of on-air programming creates additional model
possibilities and/or rights management requirements. Here too,

simplistic copy protection mechanisms currently being deployed

5 for the initial read-only DVD technologies will not suffice.

Encryption Is A Means, Not An End

Encryption is useful in protecting intellectual properties in
digital format, whether on optical media such as DVD, on
magnetic media such as disk drives, in the active memory of a

10  digital device and/or while being transmitted across computer,
cable, satellife, and other kinds of networks or transmission
means. Historically, encryption was used to send secret messages.
With respect to DVD, a key purpose of encryption is to require the
use of a copy control and rights management system in order to

15  ensure that only those authorized to do so by rightsholders can

indeed use the content.

But encryption is more of a means, rather than an end. A
central issue is how to devise methods for ensuring, to the
maximal extent possible, that only authorized devices and parties

20  can decrypt the protected content and/or otherwise use information
22
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only to the extent permitted by the rightsholder(s) and/or other

relevant parties in the protected content.

The Present Inventions

The present inventions provide powerful right management
5 capabilities. In accordance with one aspect provided by the
present invention, encrypted digital properties can be put on a
DVD in a tamper-resistant software "container" such as, for
example, a "DigiBox" secure container, together with rules about
"no copy" and/or "copy" and/or "numbers of permitted copies"

10 that may apply and be enforced by consumer appliances. These
same rules, and/or more flexible and/or different rules, can be
enforced by computer devices or other systems that may provide
more and/or different capabilities (e.g., editing, excerpting, one or
more payment methods, increased storage capability for more

15 detailed audit information, etc.). In addition, the ."software
container" such as for example, a "DigiBox" secure container, can
store certain content in the "clear” (that is, in unencrypted form).
For example, movie or music titles, copyright statements, audio
samples, trailers, and/or advertising can be stored in the clear

20 and/or could be displayed by any appropriate application or
23
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device. Such information could be protected for authenticity
(integrity) when available for viewing, copying, and/or other
activities. At the same time, valuable digital properties of all
kinds-film, video, image, text, software, and multimedia— may be
5 stored at least partially encrypted to be used only by authorized
devices and/or applications and only under permitted, for example

rightsholder-approved, circumstances.

Another aspect provided in accordance with the present

invention (in combination with certain capabilities disclosed in

10 Ginter et al.) is that multiple sets of rules could be stored in the
same "container” on a DVD disk. The software then applies rules
depending on whether the movie, for example, was to be played
by a consumer appliance or computer, whether the particular
apparatus has a backchannel (e.g., an on-line connection), the

15 national and/or other legal or geographic region in which the
player is located and/or the movie is being displayed, and/or
whether the apparatus has components capable of identifying and
applying such rules. For example, some usage rules may apply
when information is played by a consumer device, while other

20  rules may apply when played by a computer. The choice of rules
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may be left up to the rightsholder(s) and/or other participants-- or
some rules may be predetermined (e.g., based on the particular
environment or application). For example, film rightsholders may
wish to limit copying and ensure that excerpts are not made
5 regardless of the context in which the property is played. This

limitation might be applied only in certain legal or geographic
areas. Alternatively, rightsholders of sound recordings may wish
to enable excerpts of predetermined duration (e.g., no more than
20 seconds) and that these excerpts are not used to construct a new

10 commercial work. In some cases, governments may require that
only “PG” versions of movies and/or the equivalent rating for TV
programs may be played on equipment deployed in their
Jurisdiction, and/or that the applicable taxes, fees and the like are
automatically calculated and/or collected if payments related to

15 content recorded on DVD is requested and/or performed (e.g.,
pay-per-use of a movie, game, database, software product, etc.;
and/or orders from a catalog stored at least in part on DVD media,

etc.).

In 2 microprocessor controlled (or augmented) digital

20 consumer appliance, such rules contemplated by the present
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inventions can be enforced, for example, without requiring more
than a relatively few additions to a ce:ntral, controlling
microprocessor (or other CPU, a IEEE 1394 port controller, or
other content handling control circuitry), and/or making available

5 some ROM or flash memory to hold the necessary software. In
addition, each ROM (or flash or other memory, which such
memory may be securely connected to, or incorporated into, such
control circuitry in a single, manufactured component) can, in one
example, contain one or more digital documents or "certificate(s)"

10  that uniquely identifies a particular appliance, individual identity,
jurisdiction, appliance class(es), and/or other chosen parameters.
An appliance can, for example, be programmed to send a copy of a
digital property to another digital device only in encrypted form
and only inside a new, tamper-resistant "software container." The

I5  container may also, for example, carry with it a code indicating
that it is a copy rather than an original that is being sent. 'fhe
device may also put a unique identifier of a receiving device
and/or class of devices in the same secure container.

Consequently, for example, in one particular arrangement, the

20  copy may be playable only on the intended receiving device,
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class(es) of devices, and/or devices in a particular region in one

non-limiting example and rights related to use of such copy may

differ according to these and/or other variables.

The receiving device, upon detecting that the digital
5 property is indeed a copy, can, for example, be programmed not to
make any additional copies that can be played on a consumer
device and/or other class(es) of devices. If a device detects that a
digital property is about to be played on a device and/or other
class(es) of devices other than the one it was intended for, it can

10  be programmed to refuse to play that copy (if desired).

The same restrictions applied in a consumer appliance can,
for example, be enforced on a computer equipped to provide rights
management protection in accordance with the present inventions.
In this example, rules may specify not to play a certain film and/or -

15 other content on any device other than a consumer appliance
and/or classes of appliances, for example. Alternatively, these
same powerful capabilities could be used to specify different
usage rules and payment schemes that would apply when played
on a computer (and/or in other appliances and/or classes of

20 appliances), as the rightsholder(s) may desire, for example,
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different pricing based upon different geographic or legal locales

where content is played.

In addition, if "backchannels" are present—for example, set-
top boxes with bi-directional communications or computers
5 attached to networks—the present inventions contemplate

electronic, independent delivery of new rules if desired or required
for a given property. These new rules may, for example, specify
discounts, time-limited sales, advertising subsidies, and/or other
information if desired. As noted earlier, determination of these

10 independently delivered rules is entirely up to the ri ghtsholder(s)

and/or others in a given model.

The following are two specific examples of a few aspects of

the present invention discussed above:

I. An Analog To Digital Copving Example_

15 a) Bob has a VHS tape he boughf (or rented) and
| wants to make a copy for his own use. The
analog film has copy control codes embedded
so that they do not interfere with the quality of
the signal. Bob has a writable DVD appliance
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that is equipped to provide rights management
protection in accordance with the present
invention. Bob's DVD recorder detects the
control codes embedded in the analog signal

5 (for example, such recorder may detect
watermarks and/or fingerprints carrying rights
related control and/or usage information),
creates a new secure container to hold the
content rules and describe the encoded film,

10 and creates new control rules (and/or delivers
to a secure VDE system for storage and
reporting certain usage history related
information such as user name, time, etc.)
based on the analog control codes and/or other

15 information it detected and that are then placed
in the DigiBox and/or into a secure VDE
installation data store such as a secure data
base. Bob can play that copy back on his DVD

appliance whenever he chooses.
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b)  Bob gives the DVD disk he recorded to
Jennifer who wis};es to play it on computer that
has a DVD drive. Her computer is equipped to
provide rights management protection in
S accordance with the present invention. Her
computer opens the "DigiBox," detects that this
copy is being used on a device different from

the one that recorded it (an unauthorized

device) and refuses to play the copy.

10 c) Bob gives the DVD disk to
Jennifer as before, but now Jennifer
contacts electronically a source of new
rules and usage consequences, which
might be the studio, a distributor, and/or

15 a rights and permissions clearinghouse,

| (or she may have sufficient rights
already on her player to play the copy).
The source sends a DigiBox container to
Jennifer with rules and consequences

20 that permit playing the movie on her
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computer while at the same time
charging her for use, even though the
movie was recorded on DVD by Bob

rather than by the studio or other value

chain participant.

A Digital To Analog Copying Example

a) Jennifer comes home from work, inserts a
rented or owned DVD into a player connected
to, or an integral part of her TV, and plays the
disk. In a completely transparent way, the film
is decrypted, the format is converted from
digital to analog, and displayed on her analog

TV.

b)  Jennifer wishes to make a copy for her own
use. She plays the film on an DVD device
incorporating rights management protection in
accordance with the present invention, that
opens the DigiBox secure container, accesses

the control information, and decrypts the film.
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She records the analog version on her VCR

which records a high-quality copy.

¢)  Jennifer gives the VCR copy to Doug who
wishes to make a copy of the analog tape for
5 his own use, but the analog control information

forces the recording VCR to make a lower-
quality copy, or may prevent copying,. In
another non-limiting example, more
comprehensive rights management information

10 may be encoded in the analog output using the
methods and/or systems described in more
detail in the above referenced Van Wie and

Weber patent application.

In accordance with one aspect provided by this invention,

15  the same portable storage medium, such as a DVD, can be used
with a range of different, scaled protection environments
providing different protection capabilities. Each of the different
environments may be enabled to use the information carried by the
portable storage medium based on rights management techniques

20 and/or capabilities supported by the particular environment. For
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example, a simple, inexpensive home consumer disk player may
support copy protection and ignore more sophisticated and
complex content rights the player is not equipped to enable. A
more technically capable and/or secure platform (e.g., a personal

S computer incorporating a secure processing component possibly
supported by a network connection, or a "smarter" appliance or
device) may, for example, use the same portable storage medium
and provide enhanced usage rights related to use of the content
carried by the medium based on more complicated rights

10 management techniques (e.g., requiring payment of additional
compensation, providing secure extraction of selected content
portions for excerpting or anthologizing, etc.). For example, a
control set associated with the portable storage medium may
accommodate a wide variety of different usage capabilities—with

15 the more advanced or sophisticated uses requiring correspondingly
more advanced protection and rights management enablement
found on.some platforms and not others. Lower-capability
environments can, as another example, ignore (or not enable or

attempt to use) rights in the control set that they don’t understand,

20  while higher-capability environments (having awareness of the
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overall capabilities they provide), may, for example, enable the
rights and corresponding protection techniques ignored by the

lower-capability environments.

In accordance with another aspect provided by the
5 invention, a media- and platform-independent security component

can be scaled in terms of functionality and performance such that
the elementary rights management requirements of consumer
electronics devices are subsets of a richer collection of
functionality that may be employed by more advanced platforms.

10 The security component can be either a physical, hardware
component, or a “software emulation” of the component. In
accordance with this feature, an instance of medium (or more
correctly, one version of the content irrespective of media) can be
delivered to customers independently of their appliance or

15  platform type with the assurance that the content will be protected.
Platforms less advanced in terms of security and/ér technical
capabiliti.es may provide only limited rights to use the content,
whereas more advanced platforms may provide more expansive
rights based on correspondingly appropriate security conditions

20  and safeguards.
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In accordance with a further aspect provided by the present
invention, mass-produced, inexpensive home consumer DVD
players (such as those constructed, for example, with minimum
complexity and parts count) can be made to be compatible with
5 the same DVDs or other portable storage media used by more
powerful and/or secure platforms (such as, for example, personal
computers) without degrading advanced rights management
functions the storage media may provide in combination with the
more powerful and/or secure platforms. The rights management
10 and protection arrangement provided and supported in accordance
with this aspect of the invention thus supports inexpensive basic
copy protection and can further serve as a commercial
convergence technology supporting a bridging that allows usage
in accordance with rights of the same content by a limited resource
15 consumer device while adequately protecting the content and
further supporting more sophisticated security levels and
capabilities by (a) devices having greater resources for secure
rights management, and/or (b) devices having connectivity with
other devices or systems that can supply further secure rights

20 management resources. This aspect of the invention allows
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multiple devices and/or other systems that participate and work
together in a permanently or temporarily connected network to
share the rights management for at least one or more electronic
events (e.g., managed through the use of protected processing

5  environments such as described in Ginter et al.) occuring at a
single, or across multiple nodes and further allows the rights
associated with parties and/or groups using and/or controlling
such multiple devices and/or other systems to be employed
according to underlying rights related rules and controls, this

10 allowing, for example, rights available through a corporate
executive’s device to be combined with or substitute for, in some
manner, the rights of one or more subordinate corporate
employees when their computing or other devices of these parties
are coupled in a temporary networking relationship and operating

15 inthe appropriate context. In general, this aspect of the invention
allows distributed rights management for DVD or otherwise
packaged and delivgred content that is protected by a distributed,
peer-to-peer rights management.Such distributed rights
management can operate whether the DVD appliance or oth~

20  electronic information usage device is participatin,

36

Petitioner Apple Inc. - Ex. 1025, p. 3172



WO 97/43761

10

15

20

" PCT/US97/08192

permanently or temporarily connected network and whether or not
the relationships among the devices and/or other systems
participating in the distributed rights management arrangement are
relating temporarily or have a more permanent operating
relationship. In this way, the same device may have different
rights available depending on the context in which that device is
operating (e.g., in a corporate environment such as in
collaboration with other individuals and/or with groups, in a home
environment internally and/or in collaboration with external one or
more specified individuals and/or other parties, in a retail
environment, in a classroom setting as a student where a student’s

notebook might cooperate in rights management with a classroom

- server and/or instructor PC, in a library environment where

multiple parties are collaboratively employing differing rights to
use research materials, on a factory floor where a hand held device
works in collaboration with control equipment to securely and

appropriately perform proprietary functions, and so on).

For example, coupling a limited resource device
arrangement, such as a DVD appliance, with an inexpensive

network computer (NC), or a personal computer (PC), may allow
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an augmenting (or replacing) of right§ management capabilities
and/or specific rights of parties and/or devices by permitting rights
management to be a result of a combination of some or all of the
rights and/or rights management capabilities of the DVD

5 appliance and those of an Network or Personal Computer (NC or
PC). Such rights may be further augmented, or otherwise
modified or replaced by the availability of rights management
capabilities provided by a trusted (secure) remote network rights

authority.

10 These aspects of the present invention can allow the same
device, in this example a DVD appliance, to support different
arrays, e.g., degrees, of rights management capabilities, in
disconnected and connected arrangements and may further allow
available rights to result from the availability of rights and/or

15 rights management capabilities resulting from the combination of
rights management devices and)of other systems. -This may
include oﬁe or more combinations of some or all of the rights
available through the use of a “less” secure and/or resource poor
device or system which are augmented, replaced, or otherwise

20 modified through connection with a device or system that is
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“more” or “differently” secure and/or-resource rich and/or

possesses differing or different rights, wherein such connection
employs rights and/or management capabilities of either and/or
both devices as defined by rights related rules and controls that

5 describe a shared rights management arrangement.

In the latter case, connectivity to a logically and/or
physically remote rights management capability can expand (by,
for example, increasing the available secure rights management
resources) and/or change the character of the rights available to

10  the user of the DVD appliance or a DVD appliance when such
device is coupled with an NC, personal computer, local server,
and/or remote rights authority. In this rights augmentation
scenario, additional content portions may be available, pricing
may change, redistribution rights may change (e.g., be expanded),

15 content extraction rights may be increased, etc.

Such “networking rights management” can allow for a
combination of rights management resources of plural devices
and/or other systems in diverse logical and/or physical
relationships, resulting in either greater or differing rights through

20  the enhanced resources provided by connectivity with one or more
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“remote” rights authorities. Further, while providing for increased
and/or differing rights management capability and/or rights, such a
connectivity based rights management arrangement can support
multi-locational content availability, by providing for seamless

5 integration of remotely available content, for example, content
stored in remote, Internet world wide web-based, database

supported content repositories, with locally available content on

one or more DVD discs.

In this instance, a user may experience not only increased or

10  differing rights but may use both local DVD content and
supplementing content (i.e., content that is more current from a
time standpoint, more costly, more diverse, or complementary in
some other fashion, etc.). In such an instance, a DVD appliance
and/or a user of a DVD appliance (or other device or system

15 connected to such appliance) may have the same rights, differing,
and/or different rights applied to locally and rembtely available
content, and portions of local and remotely available content may
themselves be subject to differing or different rights when used by
a user and/or appliance. This arrangement can support an overall,

20 profound increase in user content opportunities that are seamlessly
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integrated and efficiently available to users in a single content
searching and/or usage activity by exploiting the rights

management and content resources of plural, connected

arrangements.

5 Such a rights augmenting remote authority may be directly
coupled to a DVD appliance and/or other device by modem, or
directly or indirectly coupled through the use of an I/O interface,
such as a serial 1394 compatible controller (e.g., by
communicating between a 1394 enabled DVD appliance and a

10  local personal computer that functions as a smart synchronous or
asynchronous information communications interface to such one
or more remote authorities, including a local PC or NC or server
that serves as a local rights management authority augmenting

and/or supplying the rights management in a DVD appliance).

15 In accordance with yet another aspect provided by this
invention, rights provided to, purchased, or otherwise acquired by
a participant and/or participant DVD appliance or other system
can be exchanged among such peer-to-peer relating devices and/or
other systems through the use of one or more permenantly or

20 temporarily networked arrangments. In such a case, rights may be
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bartered, sold, for currency, otherwise exchanged for value, and/or
loaned so long as such devices and/o; other systems participate in
a rights management system, for example, such as the Virtual
Distribution Environment described in Ginter, et al., and employ
5  rights transfer and other rights management capabilities described

therein. For example, this aspect of the present invention allows
parties to exchange games or movies in which they have
purchased rights. Continuing the example, an individual might
buy some of a neighbor’s usage rights to watch a movie, or

10 transfer to another party credit received from a game publisher for
the successful superdistribution of the game to several
acquaintances, where such credit is transferred (exchanged) to a
friend to buy some of the friend’s rights to play a different game a
certain number of times, etc.In accordance with yet another aspect

15 provided by this invention, content carried by a portable storage
medium such as a DVD is associated with one or more encryption
keys and a secure content identifier. The content itself (or
information required to use the content) is at least partially

cryptographically encrypted—with associated decryption keys

20  being required to decrypt the content before the content can be
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used. The decryption keys may themselves be encrypted in the
form of an encrypted key block. Different key management and

access techniques may be used, depending on the platform.

In accordance with still yet another aspect provided by this
5 invention, electronic appliances that "create" digital content (or
even analog content) —e.g., a digital camera/video recorder or
audio recorder—can be readily equipped with appropriate
hardware and/or software so as to produce content that is provided
within a secure container at the outset. For example, content
10 recorded by a digital camera could be immediately packaged in a
secure container by the camera as it is recording. The camera
could then output content already packaged in a secure
container(s). This could preclude the need to encapsulate the
content at a later point in time or at a later production stage, thus,
15 saving at least one production-process step in the overall
implementation of electronic rights management in accordance
with the bresent invention. Moreover, it is contemplated that the
very process of "reading" content for use in the rights management
environment might occur at many steps along a conventional

20 production and distribution process (such as during editing and/or
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the so called "pressing" of a master DVD or audio disk, for
example). Accordingly, another significant advantage of the
present invention is that rights management of content essentially
can be extended throughout and across each appropriate content

5  creation, editing, distribution, and usage stages to provide a
seamless content protection architecture that protects rights

throughout an entire content life cycle.

In one example embodiment, the storage medium itself

carries key block decryption key(s) in a hidden portion of the

10  storage medium not normally accessible through typical access
and/or copying techniques. This hidden key may be used by a
drive to decrypt the encrypted key block—such decrypted key
block then being used to selectively decrypt content and related
information carried by the medium. The drive may be designed in

15 asecure and tamper-resistant manner so that the hidden keys are
never exposed outside of the drive to provide an édditional

security iayer.

In accordance with another example embodiment, a video
disk drive may store and maintain keys used to decrypt an

20  encrypted key block. The key block decryption keys may be
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stored in a drive key store, and may be updatable if the video disk
drive may at least occasionally use a communications path

provided, for example, by a set top box, network port or other

communications route.

5 In accordance with a further example embodiment, a virtual
distribution environment secure node including a protected
processing environment such as a hardware-based secure
processing unit may control the use of content carried by a
portable storage medium such as a digital video disk in accordance

10 with control rules and methods specified by one or more secure
containers delivered to the secure node on the medium itself
and/or over an independent communications path such as a

network.

Certain conventional copy protection for DVD currently
15 envisions CGMA copy protection control codes combined with
certain encryption techniques first proposed apparently by
Matsushita Corporation. Notwithstanding the limited benefits of
this approach to digital property protection, the present invention
is capable of providing a supplementary, compatible, and far more

20 comprehensive rights management system while also providing
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additional and/or different options and solutions. The following

are some additional examples of advantageous features provided

in accordance with the inventions:

. Strong security to fully answer content supplier
5 needs.
. Value chain management automation and

efficiencies including distributed rights
protection, "piece of the tick” payment
disaggregation to value chain participants, cost-
10 effective micro-transaction management, and
superdistribution, including offline
micropayment and microtransaction support for

at least occasionally connected devices.

. Simplified, more efficient channel management
IS5 including support for the use of the same
content deliverable on limited resource, greater

resource, standalone, and/or connected devices.

. Can be used with any medium and application
type and/or all forms of content and content

20 models -- not just compressed video and sound
as in some prior techniques and supports the

use of copies of the same or materially the
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same content containers across a wide variety
of media delivery systems (e.g., broadcast,
Internet repository, optical disc, etc) for
operation on a wide variety of different

5 electronic appliances (e.g., digital cameras,
digital editing equipment, sound recorders,
sound editing equipment, movie theater
projectors, DVD appliances, broadcast tape
players, personal computers, smart televisions,

10 etc).

. Asset management and revenue and/or other
consideration maximizing through important
new content revenue and/or other consideration
opportunities and the enhancement of value

15 chain operating efficiencies.

. Is capable of providing 100% compatibility
with the other protection techniques such as,
for example, CGMA protection codes and/or
Matsushita data scrambling approaches to

20 DVD copy protection.

. Can be employed with a variety of existing
data scrambling or protection systems to
provide very high degrees of compatibility

and/or level of functionality.
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. Allows DVD technology to become a reusable,
programmable, resource for an unlimited
variety of entertainment, information

commerce, and cyberspace business models.

5 . Enables DVD drive and/or semiconductor
component manufacturers and/or distributors
and/or other value adding participants to
become providers of, and rights holders in, the
physical infrastructure of the emerging,

10 connected world of the Internet and Intranets
where they may charge for the use of a portion
(e.g., a portion they provided) of the
distributed, physical infrastructure as that
portion participates in commercial networks.

15 Such manufacturers and/or distributors and/or
other value adding participants can enjoy the
revenue benefits resulting from participation in
a “piece of the tick” by receiving a small
portion of the revenue received as a result of a

20 _ participating transaction.
. Provides automated internationalization,
regionalization, and rights management in that:

-- DVD content can be supplied with

arrays of different rule sets for
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on rights and

automatic use depending

identity of the user; and

- Societal rights, including taxes, can be

handled transparently-

In addition, the pVD rights management method and

nvention provides added benefits tO

apparatus of the present i

media recorders/publishers in that it:

Works with ak current "keep nonest people

honest" philosophy.

0% compatibility with other
such as for example,

Matsushita data scrambling and/or CGMA

Can provide 10

10
- protection schemes

encoded discs.

Can work with and/or supplement other

15 protection schemes t0 provide desired degree
and/or functionality, or cai be used in addition

to or instead of other approaches 0 provide

additional and/or different functionality and

features.
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Provides powerful, extensible rights
management that reaches beyond limited copy
protection models to rights management for the

digitally convergent world.

Empowers recording/publishing studios to

create sophisticated asset management tools.

Creates important business opportunities
through controlled use of studio properties in

additional multimedia contexts.

Uniquely ties internationalization,
regionalization, superdistribution, repurposing,
to content creation processes and/or usage

control.

Other aspects of the present invention provide benefits to

15  other types of rightsholders, such as for example:

20

Persistent, transparent protecti’on of digital
content—globally, through value chain and

process layers.

Significant reduction in revenue loss from

copying and pass-along.
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. Converts "pass-along," copying, and many
forms of copyright infringement from a
strategic business threat to a fundamental

business opportunity.

5 . A single standard for all digital content
regardless of media and/or usage locality and

other rights variables.

. Major economies of scale and/or scope across
industries, distribution channels, media, and

10 content type.

. Can support local usage governance and
auditing within DVD players allowing for
highly efficient micro-transaction support,
including multiparty microtransactions and

15 transparent multiparty microtransactions.

. Empowers rightsholders to employ the broadest
range of pricing, business models, and market

strategies—as they see fit.

Further aspects of the present invention which may prove
20  beneficial to DVD and other digital medium appliance

manufacturers are:
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. Capable of providing bit for bit compatibility

with existing discs.
. Content type independent.

. Media independent and

5 programmable/reusable.

. Highly portable transition to next generation of
appliances having higher density devices
and/or a writable DVD and/or other optical

media format(s).

10 . Participation in revenue flow generated using

the appliance.

. Single extensible standard for all digital

content appliances.

. Ready for the future "convergent" world in
15 which many appliances are connected in the
home using, as one example, IEEE 1394
interfaces or other means (e.g., some
appliances will be very much like computers
and some computers will be very much like

20 appliances).
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Aspects of the present inventions provide many benefits to

computer and OS manufacturers such as for example:

. Implementation in computers as an extension
to the operating system, via for example, at
least one transparent plug-in, and does not
require modifications to computer hardware

and/or operating systems.

o Easy, seamless integration into operating

systems and into applications.

] Extremely strong security, especially when
augmented with "secure silicon" (i.e.,
hardware/firmware protection apparatus

fabricated on chip).

) Transforms user devices into true electronic

commerce appliances.

° Provides a platform for trusted, secure rights

management and event processing.

. Programmable for customization to specialized

requirements.
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Additional features and advantages provided in accordance

with the inventions include, for example:

o Information on the medium (for example, both
properties and metadata) may be encrypted or

5 not.

o Different information (for example, properties,
metadata) may be encrypted using different
keys. This provides greater protection against
compromise, as well as supporting selective

10 usage rights in the context of a sophisticated

rights management system.

o There may be encrypted keys stored on the
medium, although this is not required. These
keys may be used to decrypt the protected

15 properties and metadata. Encrypted keys are
likely to be used because that allows more
keying material for the information itself, while
still keeping éccess under confrol of a single

key.

20 o Multiple sets of encrypted keys may be stored
on the medium, either to have different sets of
keys associated with different information, or

 to allow multiple control regimes to use the
54

Petitioner Apple Inc. - Ex. 1025, p. 3190



WO 97/43761 PCT/US97/08192

same information, where each control regime
may use one or more different keys to decrypt

the set of encrypted keys that it uses.

o To support the ability of the player to access
5 rights managed containers and/or content, a

decryption key for the encrypted keys may be
hidden on the medium in one or more locations
that are not normally accessible. The “not
normally accessible” location(s) may be

10 physically enabled for drives installed in
players, and disabled for drives installed in
computers. The enablement may be different

firmware, a jumper on the drive, etc.

o The ability of the player to access rights
15 managed containers and/or content may also be
supported by one or more stored keys inside
the player that decrypts certain encrypted keys

on the medium.

. Keys in a player may allow some players to
20 - play different properties than others. Keys
could be added to, and/or deleted from the
player by a network connection (e.g., to a PC, a
cable system, and/or a modem connection to a

source of new and/or additional keys and/or
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key revocation information) or automatically

loaded by “playing” a key distribution DVD.

Controlling computer use may be supported by
some or all of the same techniques that control
player use of content and/or rights managemnt

information.

Controlling computer use of content and/or
rights management information may be
supported by having a computer receive,
through means of a trusted rights management

system, one or more appropriate keys.

A computer may receive additional keys that
permit decryption of certain encrypted keys on

the medium.

A computer may receive additional keys that
permit decryption of one or more portions of
encrypted data directly. This may permit
selective use of information on the medium
without disclosing keys (e.g., a player key that
decrypts any encrypted keys).

In accordance with further aspects provided by the present

invention, a secure "software container" is provided that allows:
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. Cryptographically protected encapsulation of

content, rights rules, and usage controls.

. Persistent protection for transport, storage, and

value chain management.

5 o Sophisticated rules interface architecture.

Elements can be delivered independently, such as new
controls, for example, regarding discount pricing (e.g. sale pricing,
specific customer or group discounts, pricing based on usage
patterns, etc.) and/or other business model changes, can be

10 delivered after the property has been distributed (this is especially
beneficial for large properties or physical distribution media (e.g.,
DVD, CD-ROM) since redistribution costs may be avoided and
consumers may continue to use their libraries of discs). In
addition, encrypted data can be located "outside" the container.

15  This can allow, for example, use of data stored independently
from the controls and supports "étreaming" conteﬁt as well as

"legacy" systems (e.g., CGMS).
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BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages provided in
accordance with these inventions may be better and more
completely understood by referring to the following detailed

S description of presently preferred examples in conjunction with

the drawings, of which:

Figure 1A shows example home consumer electronics
equipment for using portable storage media such as digital video

disks;

10 Figure 1B shows example secure node equipment for using
the same portable storage media but providing more advanced

rights management capabilities;

Figure 1C shows an example process for manufacturing

protected optical disks;

15 Figure 2A shows an example architecture of the F igure 1A

consumer electronics equipment;

Figure 2B shows an example architecture for the F igure 1B

secure node equipment;
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Figure 3 shows example data structures used by the Figure

1A equipment,
Figure 3A and 3B show example control set definitions;

Figures 4A and 4B show example usage techniques

5 provided by the Figure 1A appliance;

Figure 5 shows example data structures used by the Figure

1B secure node for accessing information on the storage medium,;

Figure 6 shows an example usage technique performed by

the Figure 1B secure node;

10 Figure 7 is a block diagram illustrating an example of a

special secure software container contained on a DVD;

Figure 8 is a block diagram illustrating an example of a
secure container along with the video property content stored on a

DVD medium;

15 Figure 9 is a block diagram illustrating another example of a
standard container stored on a DVD medium including an
additional container having a more complex rule arrangement for

use, for example, with a secure node;
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Figure 10 shows an example use of a DVD having a
container (i.e., stored on the medium) with a DVD player provided
with a secure rights management node, and also shows use of the

same DVD with a DVD player that does not have a secure rights

5 management node;

Figure 11 is a block diagram illustrating use of a DVD that
does not have a container on a DVD player that is provided with
rights management secure node in accordance with the present
invention as compared with use of the same DVD with a DVD

10 player that does not have a secure node;
Figures 12-14 show example network configurations; and

Figures 15A-15C show an example virtual rights process.

DETAILED DESCRIPTION OF
PRESENTLY PREFERRED EXAMPLE
15 EMBODIMENTS '

Overall Example Digital Video Disk Usage System

Figure 1A shows example inexpensive mass-produced
home consumer electronics equipment 50 for using information
stored on a storage medium 100 such as a portable digitally-

20 encoded optical disk (e.g., a digital video disk or “DVD").
60
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Consumer equipment 50 includes a c.iedicated disk player 52, that
in some embodiments, may also have the capability to write
optical media (writeable DVD disks, or “DVD-RAM”) for
example) as well, connected to a home color television set 54. A
5 remote control unit 56 may be used to control the disk player 52

and/or television set 54.

In one example, disk 100 may store a feature length motion
picture or other video content. Someone wishing to watch the
content stored on disk 100 may purchase or rent the disk, insert

10 the disk into player 52 and use remote control 56 (and/or controls
58 that may be provided on player 52) to control the player to play

back the content via home television set 54.

In some embodiments, remote control 56 (and/or controls
58 that may be provided on device 52) may be used to control the
15 recording of a movie, for example. Player 52 reads the digitized
video and audio information carried by disk 100, converts it into
signals compatible with homé color television set 54, and provides

those signals to the home color television set.
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In some embodiments, television set 54 (and/or a set top
box) provide the video signals to be recorded by device 52 on
writable optical media, DVD-RAM in one non-limiting example.
Television set 54 produces images on screen 54a and produces

5 sounds through loudspeakers 54b based on the signals player 52

provides to the television set.

- The same disk 100 may be used by a more advanced
platform 60 shown in Figure 1B. Platform 60 may include, for
example, a personal computer 62 connected to a display monitor

10 64, a keyboard 66, a mouse pointing device 68, and a loudspeaker
70. In this example, platform 60 may be able to play back the
content stored on disk 100 in the same way as dedicated disk
player 52, but may also be capable of more sophisticated and/or
advanced uses of the content as enabled by the presence of secure

15 node 72 within the platform. (In some embodiments, platform 60
may also be able to record content on writable optical media,
DVD-RAM, in one non-limiting example.) For example, it may be
possible, using platform 60 and its secure node 72, to interactively
present the motion picture or other content such that the user may

20  input choices via keyboard 66 and/or mouse pointing device 68
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that, in real time, change the presentation provided via display 64

and loudspeaker 60.

As one example, the platform 60 user selects from options
displayed on display 64 that cause the content presentation
5 sequence to change (e.g., to provide one of a number of different
endings, to allow the user to interactively control the flow of the
images presented, etc.). Computer 62 may also be capable of
using and manipulating digital data including for example
computer programs and/or other information stored on disk 100

10  that player 52 cannot handle.

Secure node 72 provides a secure rights management
facility that may, for example, permit more invasive or extensive
use of the content stored on disk. For example, dedicated player
52 may prevent any copying of content stored by disk 100, or it

15 may allow the content to be copied only once and never again.
Platform _60 including secure node 72, on the other hand, may
allow multiple copies of some or all of the same content—but only
if certain conditions are met (e.g., the user of equipment 60 falls
within a certain class of people, compensation at an agreed on rate

20  is securely provided for each copy made, only certain excerpts of
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the content are copied, a secure audit trail is maintained and
reported for each copy so made, etc.). (In some embodiments,
dedicated player 52 may send protected content only to devices
authenticated as able to enforce securely rights management rules

5 and usage consequences. In some embodiments, devices may
authenticate using digital certificates, one non-limiting example
being certificates conforming to the X.509 standard.) Hence,
platform 60 including secure node 72. can, in this example, use the
content provided by disk 100 in a variety of flexible, secure ways

10 that are not possible using dedicated player S2—or any other

appliance that does not include a secure node.
Example Secure Disk Creation and Distribution Process

Figure 1C shows an example secure process for creating a
master multimedia DVD disk 100 for use with players 50, 60. In
15 this example, a digital camera 350 converts light images (i.e.,
pictures) into digital information 351 representing one or a
sequence of images. Digital camel;a 350 in this example includes
a secure node 72A that protects the digital information 351 before

it leaves camera 350. Such protection can be accomplished, for
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example, by packaging the digital information within one or more

containers and/or associating controls with the digital information.

In this example, digital camera 350 provides the protected

digital image information 351 to a storage device such as, for

5 example, a digital tape recorder 352. Tape recorder 352 stores the
digital image information 351 (along with any associated controls)
onto a storage medium such as magnetic tape cartridge 354 for
example. Tape recorder 352 may also include a secure node 72B.
Secure node 72B in this example can understand and enforce the

10 controls that the digital camera secure node 72A applies to and/or

associated with the digital information 351, and/or it may apply its

own controls to the stored information.

The same or different tape recorder 352 may play back
protected digital information 351 to a digital mixing board 356.
15 Digital mixing board 356 may mix, edit, enhance or otherwise
process the digital information 351 to generate processed digital
informati'on 358 representing one or a sequence of images. Digital
mixing board 356 may receive additional inputs from other
devices such as for example other tape recorders, other digital

20 cameras, character generators, graphics generators, animators, or
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any other image-based devices. Any or all of such devices may
also include secure nodes 72 to prote-ct the information they
generate. In some embodiments, some of the digital information
can be derived from equipment including a secure node, and other
5  digital information can be derived from equipment that has no
secure node. In still other embodiments, some of the digital

information provided to digital mixer 356 is protected and some is

not protected.

Digital mixing board 356 may also include a secure node

10 72C in this example. The digital mixing board secure node 72C
may enforce controls applied by digital camera secure node 72A
and/or tape recorder secure node 72B, and/or it may add its own

protections to the digital information 358 it generates.

In this example, an audio microphone 361 receives sound
15 and converts the sound into analog audio signals. The audio
signals in this example are inputted to a digital audio tape recorder
362.In t!he example shown, tape recorder 362 and audio mixer 364
are digital devices. However, in other embodiments, one, the
other or both of these devices may operate in the analog domain.

20 In the example shown, digital audio tape recorder 362 converts the
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analog audio signals into digital information representing the

sounds, and stores the digital information (and any associated

controls) onto a tape 362.

In this example, audio tape recorder 362 includes a secure
5 node 72E that may associate controls with the information stored

on tape 363. Such controls may be stored with the information on
the tape 363. In another embodiment, microphone 361 may
include its own internal secure node 72 that associates control
information with the audio information (e.g., by

10  steganographically encoding the audio information with control
information). The tape recorder 362 may enforce such controls

applied by microphone 361.

Alternatively, microphone 361 may operate in the digital
domain and provide digital representations of audio, perhaps
15 including control information supplied by secure node 72
optional_ly incorporated in microphone 361, directly to connected
devices such as audio tape recorder 362. Digital representations
may optionally be substituted for analog representations of any

signals between the devices in the example Figure 1C.
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The same or different tape rec_:order 362 may play back the
information recorded ontape 363, and provide the information
366 to an audio mixer 364. Audio mixer 364 may edit, mix, or
otherwise process the information 366 to produce information 368
5  representing one or a sequence of sounds. Audio mixer 364 may
also receive inputs from other devices such as for example other
tape recorders, other microphones, sound generators, musical
synthesizers, or any other audio-based devices. Any or all of such
devices may also include secure nodes 72 to protect the
10 information they generate. In some embodiments, some of the
digital information is derived from equipment including a secure
node, and other digital information is derived from equipment that
has no secure node. In still other embodiments, some of the
digital information provided to audio mixer 364 is protected and

15  some is not protected.

Audio mixer 364 in this example includes a secure node
72F that enforces the controls, if any, applied by audio tape

recorder secure node 72E; and/or applies its own controls.

Digital image mixer 356 may provide digital information

20 358 to “DVD-RAM” equipment 360 that is capable of writing to
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master disks 100 and/or to disks from which master dicks may be
created Similarly, audio mixer 364 may provide digital
information 368 to equipment 360. Equipment 360 records the
image information 358 and audio information 368 onto maéter
5 disk 100. In this example, equipment 360 may include a secure

node 72D that enforces controls applied by digital camera secure
node 72A, tape recorder secure node 72B, digital mixer secure
node 72C audio tape recorder secure node 72E and/or audio mixer
secure node 72F; and/or it may add its own protections to the

10  digital information 358 it writes onto master disks 100. A disk
manufacturer can then mass-produce disks 100(1)-100(N) based
on the master disk 100 using conventional disk mass-production
equipment for distribution through any channels (e.g., video and
music stores, websites, movie theaters, etc.). Consumer

15  appliances 50 shown in Figures 1A and 1B may play back the
disks 100 — enforcing the controls applied to the information
stored on the disks 100. Secure nodes 72 thus maintain end-to-
end, persistent secure control over the images generated by digital
camera 350 and the sounds generated by microphone 361 during

20  the entire process of making, distributing and using disks 100.
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In the Figure 1C example showp, the various devices may
communicate with one another over so-called “IEEE 1394” high-
speed digital serial busses. In this context, “IEEE 1394 refers to
hardware and software standards set forth in the following
standards specification incorporated by reference herein: 1394-
1995 IEEE Standard for a High Performance Serial Bus, No. 1-
55937-583-3 (Institute of Electrical and Electronics Engineers
1995). This. specification describes a high-speed memory mapped
digital serial bus that is self-configuring, hot pluggable, low cost
and scalable. The bus supports isochronous and asynchronous
transport at 100, 200 or 400 Mbps, and flexibly supports a number
of different topologies. The specification describes'a physical
level including two power conductors and two twisted pairs for
signalling. The specification further describes physical, link and
transaction layer protocols including serial bus management.
Alternatively, any other suitable electronic communication means
may be substituted for the “IEEE 1394” medium shown in Figure
1C, including other wired media (e.g., Ethernet, universal serial

bus), and/or wireless media based on radio-frequency (RF)
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transmission, infra-red signals, and/or any other means and/or

types of electronic communication.

Example Dedicated Player Architecture

- Figure 2A shows an example architecture for dedicated
5 player 52. In this example, player 52 includes a video disk drive

80, a controller 82 (e.g., including a microprocessor 84, a memory
device such as a read only memory 86, and a user interface 88),
and a video/audio processing block 90. Video disk drive 80
optically and physically cooperates with disk 100, and reads

10 digital information from the disk. Controller 82 controls disk
drive 80 based on program instructions executed by
microprocessor 84 and stored in memory 86 (and further based on
user inputs provided by user interface 88 which may be coupled to
controls 58 and/or remote control unit 56). Video/audio

15 processing block 90 converts digital video and audio information
read by disk drive 80 into signals compatible with home color
televisior.l set 54 using standard techniques such as video and
audio decompression and the like. Video/audio processing block
90 may also insert a visual marking indicating the ownership

20  and/or protection of the video program. Block 90 may also
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introduce a digital marking indicating to a standard recording

device that the content should not be recorded.

Example Secure Node Architecture

Figure 2B shows an example architecture for platform 60
5 shown in Figure 1B—which in this example is built around a
personal computer 62 but could comprise any number of different
types of appliances. In this example, personal computer 62 may
be connected to an electronic network 150 such as the Internet via
a communications block 152. Computer equipment 62 may
10 include a video disk drive 80' (which may be similar or identical to
the disk drive 80 included within example player 52). Computer
equipment 62 may further include a microprocessor 154, a
memory 156 (including for example random access memory-and
read only memory), a magnetic disk drive 158, and a video/audio
15  processing block 160. Additionally, computer equipment 62 may
include a tamper-resistant secure processing unit 164 or other
protected Vproces‘sing environment. Secure node 72 shown in
Figure 1B may thus be provided by a secure processing unit 164,

software executing on microprocessor 154, or a combination of
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the two. Different embodiments may provide secure node 72

using software-only, hardware-only, or hybrid arrangements.

Secure node 72 in this example may provide and support a a
general purpose Rights Operating System employing reusable
5  kernel and rights language components. Such a commerce-
enabling Rights Operating System provides capabilities and
integration for advanced commerce operating systems of the
future. In the evolving electronic domain, general purpose,
reusable electronic commerce capabilities that all participants can
10 rely on will become as important as any other capability of
operating systems. Moreover, a rights operating system that
provides, among other things, rights and auditing operating system
functions can securely handle a broad range of tasks that relate to
a virtual distribution environment. A secure processing unit can,
15 for example, provide or support many of the security functions of
the rights and auditing operating‘system functions. The other
operating system functions can, for example, handle general
appliance functions. The overall operating system may, for
example, be designed from the beginning to include the rights and

20 auditing operating system functions plus the other operating
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system functions, or the rights and auditing operating system
functions may, in another example, be an add-on to a preexisting
operating system providing the other operating system functions.

Any or all of these features may be used in combination with the

5 invention disclosed herein.

Example Disk Data Structures and Associated
Protections

Figure 3 shows some example data structures stored on disk
100. In this example, disk 100 may store one or more properties

10 or other content 200 in protected or unprotected form. Generally,
in this example, a property 200 is protected if it is at least in part
encrypted and/or associated information needed to use the
property is at least in part encrypted and/or otherwise unusable
without certain conditions having being met. For example,

15 property 200(1) may be completely or partially encrypted using
conventional secure cryptographic techniques. Another property
200(2) may be completely unprotected so that it can be used freely
without any restriction. Thus, in accordance with this example,
disk 100 could store both a movie as a protected property 200(1)

20  and an unprotected interview with the actors and producers or a
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“trailer” as unprotected property 200(2). As shown in this

example, disk 100 may store any number of different properties

200 in protected or unprotected form as limited only by the

storage capacity of the disk.

5 ‘ In one example, the protection mechanisms provided by
disk 100 may use any or all of the protection (and/or other)
structures and/or techniques described in the above-referenced
Shear patents. The Shear patents describe, by way of non-
exhaustive example, means for solving the problem of how to

10  protect digital content from unauthorized use. For example, the
Shear patent specifications describe, among other things, means
for electronically “overseeing” -- through distributed control
nodes present in client computers -- the use of digital content.
This includes means and methods for fulfilling the consequences

15  of any such use.

Non-limiting examples of certain elements described in the

Shear patent specifications include:

(a) decryption of encrypted information,
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(b) metering,

(c) usage control in response to a combination of
derived metering information and rules set by

content providers,

5 (d)  securely reporting content usage information,

(e)  use of database technology for protected

information storage and delivery,

(f)  local secure maintenance of budgets, including,

for example, credit budgets,

10 (g) local, secure storage of encryption key and

content usage information,
(h) local secure execution of control processes, and

(i) in many non-limiting instances, the use of optical

media.

15 Any or all of these features may be used in combination in

or with the inventions disclosed herein.

Certain of the issued Shear patents’ specifications also

involve database content being local and remote to users.
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Database information that is stored locally at the end-user’s
system and complemented by remote, “on-line” database
information, can, for example, be used to augment the local
information, which in one example, may be stored on optical

5  media (for example, DVD and/or CD-ROM). Special purpose
semiconductor hardware can, for example, be used to provide a

secure execution environment to ensure a safe and reliable setting

for digital commerce activities.

The Shear patents also describe, among other things,

10 database usage control enabled through the use of security,
metering, and usage administration capabilities. The
specifications describe, inter alia, a metering and control system
in which a database, at least partially encrypted, is delivered to a
user (e.g., on optical media). Non-limiting examples of such

15 optical media may, for example, include DVD and CD-ROM.
Subsequeﬁt usage can, for example, be metered and controlled in
any of a variety of ways, and resulting usage information can be

transmitted to a responsible party (as one example).

The Shear patent specifications also describe the generation

20  of abill in response to the transmitted information. Other
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embodiments of the Shear patents provide, for €xample, unique
information security inventions which involve, for example,
digital content usage being limited based on patterns of usage such
as the quantity of particular kinds of usage. These capabilities

5 include monitoring the “contiguousness,” and/or “logical
relatedness” of used information to ensure that the electronjc
“conduct” of an individual does not exceed his or her licensed
rights. Still other aspects of the Shear patents describe, among
other things, capabilities for enabling organizations to securely

10 and locally manage electronic information Usage rights. When a

DVD and CD-ROM) as the mechanism of delivery. Such storage
15 means can store, for example, a collection of video, audio, images,
software Programs, games, etc., in one example, on optical media,
such as DVD and/or CD-ROM, in addition to other content such
as a collection of textual documents, bibliographic records, parts

catalogs, and copyrighted or uncopyrighted materials of all kinds.
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Any or all of these features may be used in the embodiments

herein.

One specific non-limiting embodiment could, for example,
involve a provider who prepares a collection of games. The
5 provider prepares a database “index” that stores information
pertaining to the games, such as for example, the name, a
description, a creator identifier, the billing rates, and the maximum
number of times or total elapsed time each game may be used
prior to a registration or re-registration requirement. Some or all
10 of this information could be stored in encrypted form, in one
example, on optical media, non-limiting examples of which
include DVD and CD-ROM. The provider may then encrypt some
or all portions of the games such that a game could not be used
unless one or more encrypted portions were decrypted. Typically,
15 decryption would not occur unless provider specified conditions
were satisfied, in one example, unless credit was available to
compenséte for use and audit information reflecting game usage
was being stored. The provider could determine, for example:
which user activities he or she would allow, whether to meter such

20  activities for audit and/or control purposes, and what, if any, limits
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would be set for allowed activities. This might include, for
example, the number of times that a game is played, and the
duration of each play. Billing rates might be discounted, for
example, based on total time of game usage, total number of

5  games currently registered for use, or whether the customer was
also registered for other services available from the same provider,

etc.

In the non-limiting example discussed above, a provider
might, for example, assemble all of the prepared games along with
10 other, related information, and publish the collection on optical
media, non-limiting examples of which include CD-ROM and/or
DVD. The provider might then distribute this DVD disk to
prospective customers. The customers could then select the games
they wish to play, and contact the provider. The provider, based
15  on its business model, could then send enabling information to
each authorized customer, such as for example, including, or
enabliné for use, decryption keys for the encrypted portion of the
selected games (alternatively, authorization to use the games may
have arrived with the DVD and/or CD-ROM disk, or might be

20  automatically determined, based on provider set criteria, by the
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user’s secure client system, for example, based on a user’s
participation in a certified user class). Using the user’s client
decryption and metering mechanism the customer could then
make use of the games. The mechanism might then record usage

5 information, such as for example, the number of times the game
was used, and, for example, the duration of each play. It could
periodically transmit this information the game provider, thus
substantially reducing the administration overhead requirefnents
of the provider’s central servers. The game provider could receive

10 compensation for use of the games based upon the received audit
information. This information could be used to either bill their

customers or, alternatively, receive compensation from a provider

of credit.

Although games provide one convenient, non-limiting -
15 example, many of these same ideas can be easily applied to all
kinds of content, all kinds of properties, including, by way of non-

limiting examples:

. video,

. digitized movies,
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) audio, )
o images,
° multimedia,
° software,
5 ° games,

J any other kind of property

. any combination of properties.

Other non-limiting embodiments of the Shear patent

10 specifications support, for example, securely controlling different
kinds of user activities, such as displaying, printing, saving
electronically, communicating, etc. Certain aspects further apply
different control criteria to these different usage #ctivities. For
example-, information that is being browsed may be distinguished

15 from information that is read into a host computer for the purpose
of copying, modifying, or telecommunicating, with different cost
rates being applied to the different activities (so that, for example,
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the cost of browsing can be much less than the cost of copying or
printing).
The Shear patent specifications also, for example, describe
- management of information inside of organizations by both
5  publishers and the customer. For example, an optional security
system can be used to allow an organization to prevent usage of all
or a portion of an information base unless the user enters his
security code. Multiple levels of security codes can be supported
to allow restriction of an individual’s use according to his security
10  authorization level. One embodiment can, for example, use
hardware in combination with software to improve tamper
resistance, and another embodiment could employ an entirely
software based system. Althougha dedicated hardware/software
system may under certain circumstances provide assurance against
15 tampering, techniques which may be implemented in software
executing on a non-dedicated system may providé sufficient
tamper resistance for some applications. Any or all of these
features may be used in combination with the technology

disclosed in this patent specification.

83

Petitioner Apple Inc. - Ex. 1025, p. 3219



WO 97/43761 " PCT/US97/08192

Figures 3 Disks May Also Store Metadata,
Controls and Other Information

In this example, disk 100 may also store “metadata” in
protected and/or unprotected form. Player 52 uses metadata 202
5 toassistin using one or more of the properties 200 stored by disk

100. For example, disk 100 may store one metadata block 202(1)
in unprotected form and another metadata block 202(2) in
protected form. Any number of metadata blocks 202 in protected
and/or unprotected form may be stored by disk 100 as limited only

10 by the disk’s storage capacity. In this example, metadata 202
comprises information used to access properties 200. Such
metadata 202 may comprise, for example, frame sequence or other
"navigational” information that controls the playback sequence of
one or more of the properties 200 stored on disk 100. As one

15 example, an unprotected metadata block 202 may access only
selected portions of a protected property 200 to generate an
abbreviated “trajler” presentation, while protected metadata block
202 may contain the frame playback sequence for the entire video
presentation of the property 200. As another example, different

20 metadata blocks 202 may be provided for different “cuts” of the
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same motion picture property 200 (e.g., an R-rated version, a PG-

rated version, a director’s-cut version, etc.).

In this example, disk 100 may store additional information
for security purposes. For example, disk 100 may store control
5 rules in the form of a control set 204—which may be packaged in
the form of one or more secure containers 206. Commerce model
participants can securely contribute electronic rules and controls
that represent their respective “electronic” interests. These rules
and controls extend a “Virtual Presence™” through which the
10 commerce participants may govern remote value chain activities
according to their respective, mutually agreed to rights. This
Virtual Presence may take the form of participant specified
electronic conditions (e.g., rules and controls) that must be
satisfied before an electronic event may occur. These rules and
15  controls can be used to enforce the party’s rights during
“downstream” electronic commerce activities. Control
information delivered by, and/or otherwise available for use with,
VDE content containers may, for example, constitute one or more
“proposed” electronic agreements which manage the use and/or

20  consequences of the use of such content and which can enact the
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terms and conditions of agreements involving multiple parties and

their various rights and obligations.

The rules and controls from multiple parties can be used, in
- one example, to form aggregate control sets (“Cooperative Virtual
5 Presence™"”) that ensure that electronic commerce activities will

be consistent with the agreements amongst value chain
participants. These control sets may, for example, define the
conditions which govern interaction with protected digital content
(disseminated digital content, appliance control information, etc.).
10 These conditions can, for example, be used to control not only
digital information use itself, but also the consequences of such
use. Consequently, the individual interests of commerce
participants are protected and cooperative, efficient, and flexible
electronic commerce business models can be formed. These

15 models can be used in combination with the present invention.

Disks May Store Encrypted Information
Disk 100 may also store an encrypted key block 208. In this

example, disk 100 may further store one or more hidden keys 210.
In this example, encrypted key block 208 provides one or more

20  cryptographic keys for use in decrypting one or more properties
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200 and/or one or more metadata blocks 202. Key block 208 may
provide different cryptographic keys for decrypting different
'properties 200 and/or metadata blocks 202, or different portions of

* the same property and/or metadata block. Thus, key block 208
5 may comprise a large number of cryptographic keys, all of which
are or may be required if all of the content stored by disk 100 is to
be used. Although key block 208 is shown in Figure 3 as being
separate from container 206, it may be included within or as part

of the container if desired.

10 Cryptographic key block 208 is itself encrypted using one
or more additional cryptographic keys. In order for player 52 to
use any of the protected information stored on disk 100, it must
first decrypt corresponding keys within the encrypted key block
208-—and then use the decrypted keys from the key block to

15 decrypt the corresponding content.

In-this example, the keys required to decrypt encrypted key
block 208 méy come from several different (possibly alternative)
sources. In the example shown in Figure 3, disk 100 stores one or
more decryption keys for decrypting key block 208 on the medium

20 itselfin the form_of a hidden key(s) 210. Hidden key(s) 210 may
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be stored, for example, in a location on disk 100 not normally
accessible. This “not normally accessible” location could, for
example, be physically enabled for drives 80 installed in players
52 and disabled for drives 80" installed in personal computers 62.
5 Enablement could be provided by different firmware, a jumper on
drive 80, etc. Hidden key(s) 210 could be arranged on disk 100 so
that any attempt to physically copy the disk would result in a
failure to copy the hidden key(s). In one examplea hidden key(s)
could be hidden in the bit stream coding sequences for one or
10 more blocks as described by J. Hogan (Josh Hogan, "DVD Copy
Protection," presentation to DVD copy protect technical meeting

#4, 5/30/96, Burbank, CA.)

Alternatively, and/or in addition, keys required to decrypt
encrypted key block 208 could be provided by disk drive 80. In
I5  this example, disk drive 80 might include a small decryption
component such as, for example, an integrated circuit decryption
engine ir;cluding a small secure internal key store memory 212
having keys stored therein. Disk drive 80 could use this key store
212 in order to decrypt encrypted key block 208 without exposing

20  either keys 212 or decrypted key block 208—and then use the
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decrypted key from key block 208 to decrypt protected content

200, 202.

Disks May Store and/or Use Secure Containers

In yet another example, the key(s) required to decrypt
5 protected content 200, 202 is provided within secure container

206. Figure 3A shows a possible example of a secure container
206 including information content 304 (properties 200 and
metadata 202 may be external to the container—or alternatively,
most or all of the data structures stored by video disk 100 may be

10 included as part of a logical and/or actual protected container).
The control set 204 shown in Figure 3 may comprise one or more
permissions record 306, one or more budgets 308 and/or one or
more methods 310 as shown in Figure 3A. Figure 3B shows an
example control set 204 providing one or more encryption keys

15 208, one or more content identifiers 220, and one or more controls
222. In this example, different controls 222 may apply to different
equipmént and/or classes of equipment such as player 52 and/or
computer equipment 62 depending upon the capabilities of the
particular platform and/or class of platform. Additionally,

20  controls 220 may apply to different ones of properties 200 and/or
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different ones of metadata blocks 202. For example, a control
222(1) may allow property 200(1) t(; be copied only once for
archival purposes by either player 52 or computer equipment 62.
A control 222(2) (which may be completely ignored by player 52

5 because it has insufficient technical and/or security capabilities
but which may be useable by computer equipment 62 with its
secure node 72) may allow the user to request and permit a public
performance of the same property 200(1) (e.g., for showing in a
bar or other public place) and cause the user’s credit or other

10 account to be automatically debited by a certain amount of
compensation for each showing. A third control 222(3) may, for
example, allow secure node 72 (but not player 52) to permit
certain classes of users (e.g., certified television advertisers and
joumnalists) to extract or excerpt certain parts of protected property

15 200(1) for promotional uses. A further control 222(4) may, as
another example, allow both video player 52 and secure node 72
to view certain still frames within property 200(1)—but might
allow only secure node 72 to make copies of the still frames based

on a certain compensation level.
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Example Disks and/or System May Make Use of
Trusted Infrastructure

Controls 222 may contain pointers to sources of additional
contro! sets for one or more properties, controls, metadata, and/or
5 other content on the optical disk. In one example, these additional
controls may be obtained from a trusted third party, such as a
rights and permissions clearinghouse and/or from any other value
chain participant authorized by at least one rightsholder to provide
at least one additional control set. This kind of rights and
10 permissions clearinghouse is one of several distributed electronic
administrative and support services that may be referred to as the
"Distributed Commerce Utility,” which, among other things, is an
integrated, modular array of administrative and support services
for electronic commerce and electronic rights and transaction
15 management. These administrative and support services can be
used to supply a secure foundation for conducting financial
management, rights management, certificate authority, rules
clearing, usage clearing, secure directory services, and other
transaction related capabilities functioning over a vast electronic
20 network such as the Internet and/or over organization internal

Intranets, or even in-home networks of electronic appliances. Non-
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limiting examples of these electronic appliances include at least
occasionally connected optical medie; appliances, examples of
which include read-only and/or writable DVD players and DVD
drives in computers and convergent devices, including, for

5  example, digital televisions and settop boxes incorporating DVD

drives.

These administrative and Support services can, for example,
be adapted to the specific needs of electronijc commerce value
chains in any number of vertical markets, including a wide variety

10 of entertainment applications. Electronic commerce participants
can, for example, use these administrative and support services to
Support their interests, and/or they can shape and reuse these
services in response to competitive business realities. Nop-
exhaustive examples of electronic commerce participants include

I5  individual creators, film and music studios, distributors, program

aggregators, broadcasters, and cable and satellite operators.

The Distributed Commerce Utility can, for example, make
optimally efficient use of commerce administration resources, and

can, in at least some embodiments, scale in a practical fashion to
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optimally accommodate the demands of electronic commerce

growth.

The Distributed Commerce Utility may, for example,
comprise a number of Commerce Utility Systems. These
5 Commerce Utility Systems can provide a web of infrastructure
support available to, and reusable by, the entire electronic
community and/or many or all of its participants. Different
support functions can, for example, be collected together in
hierarchical and/or in networked relationships to suit various
10 business models and/or other objectives. Modular support
functions can, for example, be combined in different arrays to
form different Commerce Utility Systems for different design
implementations and purposes. These Commerce Utility Systems
can, for example, be distributed across a large number of

15 electronic appliances with varying degrees of distribution.

The “Distributed Commerce Utility” provides numerous
additional capabilities and benefits that can be used in conjunction
with the particular embodiments shown in the drawings of this

application, non-exhaustive examples of which include:
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* Enables practical and efficient electronijc commerce and

rights management.

* Provides services that securely administer and support

electronic interactions and consequences.

5 ¢ Provides infrastructure for electronic commerce and
other forms of human electronjc interaction and

relationships.

* Optimally applies the efficiencies of modern distributed

computing and networking,

10 * Provides electronic automation and distributed

processing,

* Supports electronic commerce and communications
infrastructure that is modular, Programmable, distributed

and optimally computerized.

15 ® "Provides a comprehensive array of capabilities that can
be combined to Support services that perform various

administrative and support roles.
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e Maximizes benefits from electronic automation and

distributed processing to produce optimal allocation and

use of resources across a system or network.

o Isefficient, flexible, cost effective, configurable,

5 reusable, modifiable, and generalizable.

e Can economically reflect users' business and privacy

requirements.

e Can optimally distribute processes -- allowing commerce
models to be flexible, scaled to demand and to match

10 user requirements.

e Can efficiently handle a full range of activities and

service volumes.

e Can be fashioned and operated for each business model,

as a mixture of distributed and centralized processes.

15 ¢ . Provides a blend of local, centralized and networked
capabilities that can be uniquely shaped and reshaped to

meet changing conditions.
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* Supports general purpose resources and is reusable for
many different models; in place infrastructure can be

reused by different value chains having different

requirements.

5 * Can support any number of commerce and

communications models.

* Efficiently applies local, centralized and networked

resources to match each value chain’s requirements.

¢ Sharing of common resources spreads out costs and

10 maximizes efficiency.

* Supports mixed, distributed, peer-to-peer and centralized

networked capabilities.
* Can operate locally, remotely and/or centrally.

* Can operate synchronously, asynchronously, or support

15 "both modes of operation.

* Adapts easily and flexibly to the rapidly changing sea of
commercial opportunities, relationships and constraints

of "Cyberspace."
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Any or all of these features may be used in combination with the

inventions disclosed herein.

The Distributed Commerce Utility provides, among other
advantages, comprehensive, integrated administrative and support
5  services for secure electronic commerce and other forms of
electronic interaction. These electronic interactions supported by
the Distributed Commerce Utility may, in at least some
embodiments, entail the broadest range of appliances and
distribution media, non-limiting examples of which include
10 networks and other communications channels, consumer
appliances, computers, convergent devices such as WebTV, and
optical media such as CD-ROM and DVD in all their current and

future forms.

Example Access Techniques

15 Figures 3, 4A and 4B show example access techniques
provided by player 52. In this example, upon disk 100 being
loaded into player disk drive 80 (Figure 4A, block 400), the player
controller 82 may direct drive 80 to fetch hidden keys 210 from
disk 100 and use them to decrypt some or all of the encrypted key

20  block 208 (Figure 4A, block 402). In this example, drive 80 may
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store the keys so decrypted without exposing them to player
controller 82 (e.g., by storing them w;thin key store 212 within a
secure decryption component such as an integrated circuit based
decryption engine) (Figure 4A, block 404). The player 52 may

5 control drive 80 to read the control set 204 (which may or may not
be encrypted) from disk 100 (Figure 4A, block 406). The player
microprocessor 82 may parse control set 204, ignore or discard
those controls 222 that are beyond its capability, and maintain
permissions and/or rights management information corresponding

10 to the subset of controls that it can enforce (e. g., the “copy once”

control 222(1)).

Player 52 may then wait for the user to provide a request via
control inputs 58 and/or remote control unit 56. If the control
input is a copy request (“yes” exit to Figure 4A, decision block

15 408), then player microprocessor 84 may query control 222(1) to
determine whether copying is allowed, and if so, under what
conditions (Figure 4A, decision block 410). Player 52 may refuse
to copy the disk 100 if the corresponding control 222(1) forbids
copying (“no” exit to Figure 4A, decision block 410), and may

20  allow copying (e.g., by controlling drive 80 to sequentially access
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all of the information on disk 100 and provide it to an output port |
not shown) if corresponding control 222(1) permits copying (“yes”
exit to Figure 4A, decision block 410; block 412). In this
example, player 52 may, upon making a copy, store an identifier

5 associated with disk 100 within an internal, non-volatile memory
(e.g., controller memory 86) or elsewhere if control 222(1) so
requires. This stored disk identifier can be used by player 52 to
enforce a “copy once” restriction (i.e., if the user tries to use the
same player to copy the same disk more than once or otherwise as

10 forbidden by control 222(1), the player can deny the request).

If the user requests one of properties 200 to be played or
read (“yes” exit to Figure 4A, decision block 414), player
controller 82 may control drive 80 to read the corresponding
information from the selected property 200 (e.g., in a sequence as

I5  specified by metadata 202) and decrypt the read information as
needed using the keys initially obtained from key block 208 and

now stored within drive key storage 212 (Figure 4A, block 416).

Figure 4B is a variation on the Figure 4A process to
accommodate a situation in which player 52 itself provides

20  decryption keys for decrypting encrypted key block 208. In this
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example, controller 82 may supply one or more decryption keys to
drive 80 using a secure protocol sucl; a Diffie-Hellman key
agreement, or through use of a shared key known to both the drive
and some other system or component to which the player 52 is or
5  once was coupled (Figure 4B, block 403). The drive 80 may use
these supplied keys to decrypt encrypted key block 208 as shown
in Figure 4A, block 404, or it may use the supplied keys to
directly decrypt content such as protected property 200 and/or

protected metadata 202(2).

10 As a further example, the player 52 can be programmed to
place a copy it makes of a digital property such as a film in
encrypted form inside a tamper-resistant softwére container. The
software container may carry with it a code indicating that the
digital property is a copy rather than an original. The sending

15 player 52 may also put its own unique identifier (or the unique
identifier of an intended receiving device such as another player
52, a video cassette player or equipment 50) in the same secure
container to enforce a requirement that the copy can be played
only on the intended receiving device. Player 52 (or other

20  receiving device) can be programmed to make no copies (or no

100

Petitioner Apple Inc. - Ex. 1025, p. 3236



WO 97/43761 © PCT/US97/08192

additional copies) upon detecting that the digital property is a
copy rather than an original. If desired, a player 52 can be
programmed to refuse to play a digital property that is not

packaged with the player's unique ID.

5 Example Use of Analog Encoding Techniques

In another example, more comprehensive rights
management information may be encoded by player 52 in the
analog output using methods for watermarking and/or
fingerprinting, Today, a substantial portion of the “real world” is

10 analog rather than digital. Despite the pervasiveness of analog
signals, existing methods for managing rights and protecting
copyright in the analog realm are primitive or non-existent. For

example:

* Quality degradation inherent in multigenerational analog
15 copying has not prevented a multi-billion dollar pirating

. industry from flourishing.

* Some methods for video tape copy and pay per view
protection attempt to prevent any copying at all of

commercially released content, or allow only one

101.

Petitioner Apple Inc. - Ex. 1025, p. 3237



WO 97/43761 "~ PCT/US97/08192

generation of copying. These methods can generally be

easily circumvented.

¢ Not all existing devices respond appropriately to copy

protection signals.

5 ¢ Existing schemes are limited for example to “copy/no

copy” controls.

¢ Copy protection for sound recordings has not been

commercially implemented.

A related problem relates to the conversion of information
10 between the analog and digital domains. Even if information is
effectively protected and controlled initially using strong digital
rights management techniques, an analog copy of the same

information may no longer be securely protected.

For example, it is generally possible for someone to make
15 an analog recording of program material initially delivered in
digital form. Some analog recordings based on digital originals

are of quite good quality. For example, a Digital Versatile Disk

102

Petitioner Apple Inc. - Ex. 1025, p. 3238



WO 97/43761 - PCT/US97/08192

(“DVD”) player may convert a movie from digital to analog
format and provide the analog signal -to a high quality analog
home VCR. The home VCR records the analog signal. A
consumer now has a high quality analog copy of the original

5 digital property. A person could re-record the analog signal on a
DVD-RAM. This recording will in many circumstances have
substantial quality — and would no longer be subject to “pay per

view” or other digital rights management controls associated with

the digital form of the same content.

10 Since analog formats will be with us for a long time to
come, rightsholders such as film studios, video rental and
distribution companies, music studios and distributors, and other
value chain participants would very much like to have
significantly better rights management capabilities for analog film,

15  video, sound recordings and other content. Solving this problem
generally requires a way to securely associate rights management

information with the content being protected.

In combination with other rights management capabilities,
watermarking and/or fingerprinting, may provide “end to end”
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secure rights management protection that allows content providers
and rights holders to be sure their content will be adequately
protected -- irrespective of the types of devices, signaling formats
and nature of signal processing within the content distribution

5 chain. This “end to end” protection also allows authorized analog
appliances to be easily, seamlessly and cost-effectively integrated

into a modern digital rights management architecture.

Watermarking and/or fingerprinting may carry, for example,

control information that can be a basis for a Virtual Distribution

10 Environment (“VDE”) in which electronic rights management
control information may be delivered over insecure (e.g., analog)
communications channels. This Virtual Distribution Environment
is highly flexible and convenient, accommodating existing and
new business models while also providing an unprecedented

I5  degree of flexibility in facilitating ad hoc creation of new
arrangements and relationships between electronic commerce and
value chain participants -- regardless of whether content is

distributed in digital and/or analog formats.
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Watermarking together with distributed, peer-to-peer rights
management technologies providers numerous advantages,

including, but not limited to:

e Anindelible and invisible, secure technique for

5 providing rights management information.

¢ An indelible method of associating electronic
commerce and/or rights management controls with
analog content such as film, video, and sound

recordings.

10 e  Persistent association of the commerce and/or rights
management controls with content from one end of a
distribution system to the other -- regardless of the
number and types of transformations between signaling
formats (for example, analog to digital, and digital to

15 " analog).

e The ability to specify “no copy/ one copy/ many

copies” rights management rules, and also more
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complex rights and transaction pricing models (such as,

for example, “pay per view” and others).

®  The ability to fully and seamlessly integrate with
comprehensive, general electronic rights management

5 solutions.

*  Secure control information delivery in conjunction
with authorized analog and other non-digital and/or

non-secure information signal delivery mechanisms.

®  The ability to provide more complex and/or more
10 flexible commerce and/or rights management rules as
content moves from the analog to the digital realm and

back.

®  The flexible ability to communicate commerce and/or
. rights management rules implementing new, updated,
15 or additional business models to authorized analog

and/or digital devices.
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Any or all of these features may be used in combination in and/or

with the inventions disclosed in the present specification.

Briefly, watermarking and/or fingerprinting methods may,
using “steganographical” techniques, substantially indelibly and
5 substantially invisibly encode rights management and/or
electronic commerce rules and controls within an information
signal such as, for example, an analog signal or a digitized (for
example, sampled) version of an analog signal, non-limiting
examples of which may include video and/or audio data, that is
10 then decoded and utilized by the local appliance. The analog
information and stenographically encoded rights management
information may be transmitted via many means, non-limiting
examples of which may include broadcast, cable TV, and/or
physical media, VCR tapes, to mention one non-limiting example.
15 Any orall of these techniques may be used in combination in

accordance with the inventions disclosed herein.

Watermarking and/or fingerprinting methods enable at least
some rights management information to survive transformation of
the video and/or other information from analog to digital and from
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digital to analog format. Thus in one example, two or more
analog and/or digital appliances may participate in an end-to-end
fabric of trusted, secure rights management processes and/or

events.

5 Example, More Capable Embodiments

As discussed above, the example control set shown in

Figure 3B provides a comprehensive, flexible and extensible set of
controls for use by both player 52 and computer equipment 62 (or
other platform) depending upon the particular technical, security

10 and other capabilities of the platform. In this example, player 52
has only limited technical and security capabilities in order to keep
cost and complexity down in a mass-produced consumer item, and
therefore may essentially ignore or fail to enable some. or all of the
controls 222 provided within control set 204. In another example,

15 the cost of memory and/or processors may continue to decline and
manufacturers may choose to expand the technical and security
capabilities of player 52. A more capable player 52 will provide
more powerful, robust, and flexible rights management

capabilities.
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Figure 5 shows an example arrangement permitting
platform 60 including secure node 72-to have enhanced and/or
different capabilities to use information and/or rights management
infgrmation on disk 100, and Figure 6 shows an example access
5 technique provided by the secure node. Referring to Figure 5,

secure node 72 may be coupled to a network 150 whereas player
52 may not be—giving the secure node great additional flexibility
in terms of communicating security related information such as
audit trails, compensation related information such as payment

10  requests or orders, etc. This connection of secure node 72 to
network 150 (which may be replaced in any given application by
some other communications technique such as insertion of a
replaceable memory cartridge) allows secure node 72 to receive
and securely maintain rights management control information

15 such as an additional container 206' containing an additional
control set 204'. Secure node 72 may use control set 204’ in
addition or in lieu of a control set 204 stored on disk 100. Secure
node 72 may also maintain a secure cryptographic key store 212
that may provide cryptographic keys to be used in lieu of or in

20 addition to any keys 208, 210 that may be stored on disk 100.
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Because of its increased security and/or technical capabilities,
secure node 72 may be able to use co;mtrols 222 within control set
204 that player 52 ignores or cannot use—and may be provided
with further and/or enhanced rights and/or rights management

5 capabilities based on control set 204' (which the user may, for

example, order specially and which may apply to particular

properties 200 stored on disk 100 and/or particular sets of disks).

Example Secure Node Access Techniques

The Figure 6 example access technique (which may be -

10 performed by platform 60 employing secure node 72, for example)
involves, in this particular example, the secure node 72 fetching
property identification information 220 from disk 100 (Figure 6,
block 502), and then locating applicable control sets and/or rules
204 (which may be stored on disk 100, within secure node 72,

15 within one or more repositories the secure node 72 accesses via
network 150, and/or a combination of any or all of these
techniqu;as) (Figure 6, block 504). Secure node 72 then loads the
necessary decryption keys and uses them to decrypt information as
required (Figure 6, block 506). In one example, secure node 72

20 obtains the necessary keys from secure containers 206 and/or 206"
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_ and maintains them within a protected processing environment
such as SPU 164 or a software-emul;ated protected processing
environment without exposing them externally of that
environment. In another example, the secure node 72 may load

5 the necessary keys (or a subset of them) into disk drive 82' using a

secure key exchange protocol for use by the disk drive in
decrypting information much in the same manner as would occur

within player 52 in order to maintain complete compatibility in

drive hardware.

10 Secure node 72 may monitor user inputs and perform
requested actions based on the particular control set 204, 204'. For
example, upon receiving a user request, secure node 72 may query
the control set 204, 204' to determine whether it (they) permits the
action the user has requested (Figure 6, block 508) and, if

15  permitted, whether conditions for performing the requested
operation have been satisfied (Figure 6, block 510). In this
example, secure node 72 may effect the operations necessary to
satisfy any such required conditions such as by, for example,
debiting a user's locally-stored electronic cash wallet, securely

20 requesting an account debit via network 150, obtaining and/or
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checking user certificates to ensure that the user is within an
appropriate class or is who he or she -says he is, etc.—using
network 150 as required (Figure 6, block 510). Upon all necessary
conditions being satisfied, secure node 72 may perform the

5 requested operation (and/or enable microprocessor 154 to perform
the operation) (e.g., to release content) and may then generate

secure audit records which can be maintained by the secure node

and/or reported at the time or later via network 150 (Figure 6,

block 512).

10 If the requested operation is to release content (e.g., make a
copy of the content), platform 60 (or player 52 in the example
above) may perform the requested operation based at least in part
on the particular controls that enforce rights over the content. For
example, the controls may prevent platform 60 from releasing

15 content except to certain types of output devices that cannot be
used to copy the content, or they may release the content in a way
that discourages copying (e.g., by "fingerprinting" the copy with
an embedded designation of who created the copy, by
intentionally degrading the released content so that any copies

20 made from it will be inferior, etc.). As one specific example, a
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video cassette recorder (not shown) connected to platform 60 may
be the output device used to make thc; copy. Because present
generations of analog devices such as video cassette recorders are
incapable of making multigenerational copies without significant
5 loss in quality, the content provider may provide controls that
permit content to be copied by such analog devices but not by
digital devices (which can make an unlimited number of copies
without quality loss). For example, platform 60 may, under
control of digital controls maintained by secure node 72, release

10 content to the video cassette recorder only after the video cassette
recorder supplies the platform a digital ID that designates the
output device as a video cassette recorder -- and may refuse to
provide any output at all unless such a digital ID identifying the
output device as a lower quality analog device is provided.

IS5 Additionally or in the alternative, platform 60 may intentionally
degrade the content it supplies to the video cassette recorder to
ensure that no acceptable second -generation copies will be made.
In another example, more comprehensive rights management

information may be encoded by platform 60 in the analog output

20  using watermarking and/or fingerprinting.
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Additional Examples of Secure Container Usage

Figure 7 shows a basic examplé of a DVD medium 700

containing a kind of secure container 701 for use in DVDs in

accordance with the present invention. As shown in this example,
container 701 ("DigiBox for DVDs") could be a specialized
version of a "standard"” container tailored especially for use with
DVD and/or other media, or it could, alternatively (in an
arrangement shown later in Figure 8), be a fully "standard"
container. As shown in this example, the specialized container
701 incorporates features that permit it to be used in conjunction
with content information, metadata, and cryptographic and/or
protection information that is stored on the DVD medium 700 in
the same manner as would have been used had container 701 not
been present. Thus, specialized container 701 provides
compatibility with existing data formats and organizations used on
DVDs and/or other media. In addition, a specialized container
701 can be tailored to support only those features necessary for
use in support of DVD and/or other media, so that it can be
processed and/or manipulated using less powerful or less
expensive computing resources than would be required for

complete support of a "standard" container object.
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In this example, specialized "DVD only" container 701
includes a content object (a property)- 703 which includes an
"external reference" 705 to video title content 707, which may be
stored on the DVD and/or other medium in the same manner as

5  would have been used for a medium not including container 701.
The video title content 707 may include MPEG-2 and/or AC-3
content 708, as well as scrambling (protection) information 710
and header, structure and/or meta data 711. External reference
705 contains information that "designates" (points to, identifies,

10  and/or describes) specific external processes to be
applied/executed in order to usecontent and other information not
stored in container 701. In this example, external reference 705
designates video title content 707 and its components 708, 710,
and 711. Alternatively, container 701 could store some or all of

15  the video title content in the container itself, using a format and

organization that is specific to container 701, rather than the

standard format for the DVD and/or other medium 700.

In this example, container 701 also includes a control object
(control set) 705 that specifies the rules that apply to use of video

20 title content 707. As indicates by solid arrow 702, control object
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705 "applies to" content object (property) 703. As shown in this
example, rule 704 can specify that pr;)tection processes, for
example CGMA or the Matsushita data scrambling process, be
applied, and can designate, by external reference 709 contained in
5 rule 704, data scrambling information 710 to be used in carrying

out the protection scheme. The shorthand "do CGMA" description
in rule 704 indicates that the rule requires that the standard CGMA
protection scheme used for content on DVD media is to be used in
conjunction with video title content 707, but a different example

10 could specify arbitrary other rules in control object 705 in addition
to or instead of the "do CGMA" rule, including other standard
DVD protection mechanisms such as the Matsushita data
scrambling scheme and/or other rights management mechanisms.
External reference 709 permits rule 704 to be based on protection

15 information 710 that is stored and manipulated in the same format
and manner as for a DVD medium that does not incorporate

container 701 and/or protection information that is meaningful

only in the context of processing container 701.

Figure 8 shows a example of a DVD medium 800

20 containing a "standard" secure container 801. In this example, the
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"standard" container provides all of the functionality (if desired)
of the Figure 7 container, but may offer additional and/or more
extensive rights management and/or content use capabilities than

available on the "DVD only" container (e.g., the capacity to

5 operate with various different platforms that use secure nodes).

_Figure 9 shows a more complex example of DVD medium

800 having a standard container 901 that provides all of the
functionality (if desired) of the Figure 7 container, and that can
function in concert with other standard containers 902 located

10  either on the same DVD medium or imported from another remote
secure node or network. In this example, standard container 902
may include a supplementary control object 904 which applies to
content object 903 of standard container 901. Also in this
example, container 902 may provide an additional rule(s) such as,

15  for example, a rule permitting/extending rights to allow up to a
certain number (e.g., five) copies of the content available on DVD
900. This arrangement, for example, provides added flexibility in
controlling rights management of DVD content between multiple

platforms via access through "backchannels” such as via a set-top
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box or other hardware having bi-directional communications

capabilities with other networks or computers.

Additional Use of A DVD Disk With A Secure
Container

5 Figure 10 illustrates the use of a "new" DVD disk—i.e., one
that includes a special DVD secure container in the medium. This
container may, in one example, be used or two possible use
scenarios: a first situation in which the disk is used on an "old"
player (DVD appliance, i.e.,, a DVD appliance that is not equipped

10 with a secure node to provide rights management in accordance
with the present invention; and a second situation in which the
disk is used on a "new" player—i.e., a DVD appliance which is
equipped with a secure node to provide rights management in
accordance with the present invention. In this example, a secure

15 node within the "new" player is configured with the necessary
capabilities to process other copy protection information such as,
for example, CGMA control codes and data scrambling formats

developed and proposed principally by Matsushita.

For example, in the situation shown in Figure 10, the "new"

20  player (which incorporates a secure node in accordance with the
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present invention) can recognize the presence of a secure container
on the disk. The player may then loz;d the special DVD secure
container from the disk into the resident secure node. The secure
node opens the container, and implements and/or enforces

S appropriate rules and usage consequences associated with the
content by applying rules from the control object. These rules are
extremely flexible. In one example, the rules may, for example,
call for use of other protection mechanisms (such as, for example,
CGMA protection codes and Matsushita data scrambling) which

10 can be found in the content (or property) portion of the container.

In another example shown in Figure 10, the special DVD
container on the disk still allows the "old" player to use to a
predetermined limited amount content material which may be used

in accordance with conventional practices.

15 Example Use of A DVD Disk With No Secure
Container

Referring now to Figure 11, a further scenario is discussed.
Figure 11 illustrates use of an "old" DVD disk with two possible
use examples: a first example in which the disk is used on an "old"
20 player—i.e., a DVD appliance that is not equipped with a secure
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node for providing rights management in accordance with the

present invention—and a second example in which the disk is used

on a "new" player (i.e., equipped with a secure node).

In the first case, the "old" player will play the DVD content
5 inaconventional manner. In the second scenario, the "new"

player will recognize that the disk does not have a container stored
in the medium. It therefore constructs a "virtua]” container in
resident memory of the appliance. To do this, it constructs a
container content object, and also constructs a contro! object

10 containing the appropriate rules. In one particular example, the
only applicable rule it need apply is to "do CGMA" -- but in other
examples, additional and/or different rules could be employed.
The virtual container is then provided to the secure node within
the "new" player for implementing management of use rights in

15 accordance with the present invention. Although not shown in
Figures 10 and 11, use of "external references" rhay also be
provided in both virtual and non-virtual containers used in the

DVD context.
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Example Illustrative Arrangements for Sharing,
Brokering and Combining Rights When Operating in At Least

Occasionally Connected Scenarios

5 As described above, the rights management resources of
several different devices and/or other systems can be flexibly
combined in diverse logical and/or physical relationships,
resulting for example in greater and/or differing rights. Such
rights management resource combinations can be effected through

10 connection to one or more remote rights authorities. Figures 12-
14 show some non-limiting examples of how rights authorities can

be used in various contexts.

For example, Figure 12 shows a rights authority broker
1000 connected to a local area network (LAN) 1002. LAN 1002
15 may connect to wide area network if desired. LAN 1002 provides
connectivity between rights authority broker 1000 and any number
of appliances such as for example a player 50, a personal
computer 60, a CD “tower” type server 1004. In the example

shown, LAN 1002 includes a modem pool (and/or network
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protocol server, not shown)1006 that allows a laptop computer
1008 to connect to the rights authori;y broker 1000 via dial-up
lines 1010. Alternatively, laptop 1008 could communicate with
rights authority broker 1000 using other network and/or

5 communication means, such as the Internet and/or other Wide
Area Networks (WANS). A disk player SOA may be coupled to
laptop 1008 at the laptop location. In accordance with the
teachings above, any or all of devices shown in Figure 12 may

include one or more secure nodes 72.

10 Rights authority broker 1000 may act as an arbiter and/or
negotiator of rights. For example, laptop 1008 and associated
player 50A may have only limited usage rights when operating in
a stand-alone configuration. However, when laptop 1008 connects
to rights authority broker 1000 via modem pool 1006 and LAN

15 1002 and/or by other communication means, the laptop may
acquire different and/or expanded rights to use disks 100 (e.g.,
availability of different content portions, different pricing,
different extraction and/or redistribution rights, etc.) Similarly,
player 50, equipment 60 and equipment 1004 may be provided

20  with an enhanced and/or different set of disk usage rights through
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communication with rights authority broker 1000 over LAN 1002.
Communication to and from rights authority broker 1000 is

preferably secured through use of containers of the type disclosed

in the above-referenced Ginter et al. patent specification.

5 Figure 13 shows another example use of a rights authority
broker 1000 within a home environment. In this example, the
laptop computer 1008 may be connected to a home-based rights
authority broker 1000 via a high speed serial IEEE 1394 bus
and/or by other electronic com;nunication means. In addition,

10 rights authority broker 1000 can connect with any or all of:
* a high definition television 1100,

* one or more loudspeakers 1102 or other audio

transducers,
e one or more personal computers 60,
15 * one or more set-top boxes 1030,
® one or more disk players 50,

® one or more other rights authority brokers 1000A-1000N

and
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* any other home or consumer equipment or appliances.

Any or all of the equipment listed above may include a

secure node 72.

Figure 14 shows another example use of a rights authority
5 broker 1000. In this example, rights authority broker 1000 is
connected to a network 1020 such as a LAN, a WAN, the Internet,
etc. Network 1020 may provide connectivity between rights

authority broker 1000 and any or all of the following equipment:

e one or more connected or occasionally connected disk

10 players S0A, SOB;
* one more networked computers 1022;
® one or more disk reader towers/servers 1004;
* one or more laptop computers 1008;

* one or more Commerce Utility Systems such as a rights
15 and permissions clearinghouse 1024 (see Shear et al.,
“Trusted Infrastructure...” specification referenced

above);
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¢ one or more satellite or other communications uplinks

1026;
¢ one or more cable television head-ends 1028;

¢ one or more set-top boxes 1030 (which may be
5 connected to satellite downlinks 1032 and/or disk

players 50C);
¢ one or more personal computer equipment 60;

¢ one or more portable disk players 1034 (which may be
connected through other equipment, directly, and/or

10 occasionally unconnected;

¢ one or more other rights authority brokers 1000A-

1000N; and
* any other desired equipment.

Any or all of the above-mentioned equii:ment may
15 in;::lude one or more secure nodes 72. Rights authority
broker 1000 can distribute and/or combine rights for use by
any or all of the other components shown in Figure 14. For

example, rights authority broker 100 can supply further
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secure rights management resources to equipment
connected to the broker via net\;vork 1020. Multiple
equipment shown in Figure 14 can participate and work
together in'a permanently or temporarily connected network
1020 to share the rights management for a single node.
Rights associated with parties and/or groups using and/or
controlling such multiple devices and/or other systems can
be employed according to underlying rights related mlés
and controls. As one example, rights available through a
corporate executive’s laptop computer 1008 might be
combined with or substituted for, in some manner, the rights
of one or more subordinate corporate employees when their
computing or other devices 60 are coupled to network 1020
in a temporary networking relationship. In general, this
aspect of the invention allows distributed rights
management for DVD or otherwise packaged and deiivered
content that is protected by a distributed, peer-to-peer rights
management. Such a distributed rights management can

operate whether the DVD appliance or other content usage

device is participating in a permanently or temporarily
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connected network 1020, and whether or not the
relationships among the devices and/or other systems
participating in the distriButed rights management
arrangement are relating temporarily or have a more
5 permanent operating relationship.

For example, laptop computer 1008 may have different
rights available depending on the context in which that device is
operating. For example, in a general corporate environment such
as shown in Figure 12, the laptop 1008 may have one set of rights.

10 However, the same laptop 1008 may be given a different set of
rights when connected to a more general network 1020 in
collaboration with specified individuals and/or groups in a
corporation. The same laptop 1008 may be given a still different
set of rights when connected in a general home environment such

15 as shown by example in Figure 13. The same laptop 1008 could
be given still different rights when connected in étill other

environments such as, by way of non-limiting example:

¢ ahome environment in collaboration with specified

individuals and/or groups,
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® aretail environment,

* aclassroom setting as a student,

® aclassroom setting in collaboration with an instructor, in

a library environment,
5 ® on a factory floor,

* on a factory floor in collaboration with equipment

enabled to perform proprietary functions, and so on.

As one more particular example, coupling a limited resource

device arrangement such as a DVD appliance 50 shown in F igure

10 14 with an inexpensive network computer (NC) 1022 may allow
an augmenting (or replacing) of rights management capabilities
and/or specific rights of parties and/or devices by permitting rights
management to be a result of a combination of some or all of the
rights and/or rights management capabilities of the DVD

15 appliancg and those of an Network or Personal Computer (NC or
PC). Such rights may be further augmented, or otherwise |
modified or replaced by the availability of rights management
capabilities provided by a trusted (secure) remote network rights

authority 1000.
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The same device, in this example a DVD appliance 50, can
thus support different arrays, e.g., deérees, of rights management
capabilities, in disconnected and connected arrangements and may
further allow available rights to result from the availability of

5  rights and/or rights management capabilities resulting from the
combination of rights management devices and/or other systems.
This may include one or more combinations of some or all of the
rights available through the use of a “less” secure and/or resource
poor device or system which are augmented, replaced, or
10 otherwise modified through connection with a device or system
that is “more” or “differently” secure and/or resource rich and/or
possesses differing or different rights, wherein such connection
employs rights and/or management capabilities of either and/or

both devices as defined by rights related rules and controls that

15 describe a shared rights management arrangement.

In the latter case, connectivity to a logically and/or
physically remote rights management capability can expand (by,
for example, increasing the available secure rights management
resources) and/or change the character of the rights available to

20  the user of the DVD appliance 50 or a DVD appliance when such
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device is coupled with an NC 1022, personal computer 60, and/or
remote rights authority 1000. In this rights augmentation scenario,
additional content portions may be available, pricing may change,

redistribution rights may change (e.g., be expanded), content

5  extraction rights may be increased, etc.

Such “networking rights management” can allow for a
combination of rights management resources of plural devices
and/or other systems in diverse logical and/or physical
relationships, resulting in either greater or differing rights through

10 the enhanced resources provided by connectivity with one or more
“remote” rights authorities. Further, while providing for increased
and/or differing rights management capability and/or rights, such a
connectivity based rights management arrangement can support
multi-locational content availability, by providing for seamless

15 integration of remotely available content, for example, content
stored in remote, Internet world wide web-based, database
supported content repositories, with locally available content on

one or more DVD discs 100.

In this instance, a user may experience not only increased or

20  differing rights but may be able to use to both local DVD content
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and supplementing content (i.e., content that is more current from
a time standpoint, more costly, more diverse, or complementary in
some other fashion, etc.). In such an instance, a DVD appliance
50 and/or a user of a DVD appliance (or other device or system
5 connected to such appliance) may have the same rights, differing,
and/or different rights applied to locally and remotely available
content, and portions of local and remotely available content may
themselves be subject to differing or different rights when used by
a user and/or appliance. This arrangement can support an overall,
10 profound increase in user content opportunities that are seamlessly

integrated and efficiently available to users in a single content

searching and/or usage activity.

Such a rights augmenting remote authority 1000 may be
directly coupled to a DVD appliance 50 and/or other device by
15 modem (see item 1006 in Figure 12) and/or directly or indirectly
coupled through the use of an I/O interface, such as a serial 1394
compatiﬁle controller (e.g., by communicating between a 1394
enabled DVD appliance and a local personal computer that
functions as a smart synchronous or asynchronous information

20 communications interface to such one or more remote authorities,
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including a local PC 60 or NC 1022 that serves as a local rights
management authority augmenting and/or supplying the rights
management in a DVD appliance) and/or by other digital

communication means such as wired and/or wireless network

5  connections.

Rights provided to, purchased, or otherwise acquired by a
participant and/or participant DVD appliance 50 or other system
can be exchanged among such peer-to-peer relating devices and/or
other systems so long as they participate in a permanently or

10  temporarily connected network. 1020. In such a case, rights may
be bartered, sold, for currency, otherwise exchanged for value,
and/or loaned so long as such devices and/or other systems
participate in a rights management system, for example, such as
the Virtual Distribution Environment described in Ginter, et al.,

I5  and employ rights transfer and other rights management
capabilities described therein. For example, this aspect of the
present invention allows parties to exchange games or movies in
which they have purchased rights. Continuing the example, an
individual might buy some of a neighbor’s usage rights to watch a

20  movie, or transfer to another party credit received from a game
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publisher for the successful superdistribution of the game to
several acquaintances, where such credit is transferred
(exchanged) to a friend to buy some of the friend’s rights to play a

different game a certain number of times, etc.

5 Example Virtual Rights Process

Figures 15A-15C shows an example of a process in which
rights management components of two or more appliances or other
devices establish a virtual rights machine environment associated
with an event, operation and/or other action. The process may be

10 initiated in a number of ways. In one example, an appliance user
(and/or computer software acting on behalf of a user, group of
users, and/or automated system for performing actions) performs
an action with a first appliance (e.g., requesting the appliance to
display the contents of a secure container, extract a portion of a

15 content element, run a protected. computer program, authorize a
work flow process step, initiate an operation on a machine tool,
play a so-ng, etc.) that results in the activation of a rights
management component associated with such first appliance
(Figure 154, block 1500). In other examples, the process may get

20  started in response to an automatically generated event (e.g., based
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on a time of day or the like), a random or pseudo-random event,

and/or a combination of such events with a user-initiated event.

Once the process begins, a rights management component
such as a secure node 72 (for example, an SPE and/or HPE as
5 disclosed in Ginter et al.) determines which rights associated with
such first appliance, if any, the user has available with respect to
such an action (Figure 15A, block 1502). The rights management
component also determines the coordinating and/or cooperating
rights associated with such an action available to the user located

10 in whole or in part on other appliances (Figure 15A, block 1502).

In one example, these steps may be performed by securely
delivering a request to a rights authority server 1000 that identifies
the first appliance, the nature of the proposed action, and other
information required or desired by such a rights authority server.

15 Such other information may include, for example:
 the date and time of the request,
e the identity of the user,

e the nature of the network connection,
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¢ the acceptable latency of a response, etc.), and/or

e any other information.

In response to such a request, the rights authority server
1000 may return a list (or other appropriate structure) to the first

5 appliance. This list may, for example, contain the identities of
other appliances that do, or may, have rights and/or rights related

information relevant to such a proposed action.

In another embodiment, the first appliance may
communicate (e.g., poll) a network with requests to other
10  appliances that do, or may, have rights and/or rights related
information relevant to such proposed action. Polling may be
desirable in cases where the number of appliances is relatively
small and/or changes infrequently. Polling may also be useful, for
example, in cases where functions of a rights authority server 1000

15  are distributed across several appliances.

The rights management component associated with the first
appliance may then, in this example, check the security level(s)
(and/or types) of devices and/or users of other appliances that do,
or may, have rights and/or rights related information relevant to
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such an action (Figure 15A, block 1506). This step may, for
example, be performed in accordance with the security level(s)
and/or device type management techniques disclosed in Sibert and
Van Wie, and the user rights, secure name services and secure
communications techniques disclosed in Ginter et al. Device
and/or user security level detérmination may be based, for

example, in whole or in part on device and/or user class.

The rights management component may then make a
decision as to whether each of the other appliance devices and/or
users have a sufficient security level to cooperate in forming the
set of rights and/or rights related information associated with such
an action (Figure 15A, block 1508). As each appliance is
evaluated, some devices and/or users may have sufficient security
levels, and others may not. In this example, if a sufficient security
level is not available (“No” exit to decision block 1508), the rights
management component may create an audit record (for example,
an audit record of the form disclosed in Ginter et al.) (Figure 15A,
block 1510), and may end the process (Figure 15A, block 15 12).
Such audit record may be for either immediate transmission to a

responsible authority and/or for local storage and later
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transmission, for example. The audit recording step may include,
as one example, incrementing a counter that records security level

failures (such as the counters associated with summary services in

Ginter et al.)

5 If the devices and/or users provide the requisite security
level (“Yes” exit to block 1508), the rights management
component in this example may make a further determination
based on the device and/or user class(es) and/or other
configuration and/or characteristics (Figure 15B, block 1514).

10  Such determination may be based on any number of factors such

as for example:

e the device is accessible only through a network interface

that has insufficient throughput;

e devices in such a class typically have insufficient
15 resources to perform the action, or relevant portion of the
.action, at all or with acceptable performance, quality, or

other characteristics;
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¢ the user class is inappropriate due to various conditions
(e.g., age, security clearance, citizenship, jurisdiction, or

any other class-based or other user characteristic); and/or
¢ other factors.

5 In one example, decision block 1514 may be performed in

part by presenting a choice to the user that the user declines.

If processes within the rights management component
determines that such device and/or user class(es) are
inappropriate(“No” exit to block 15 14), the rights management

10 component may write an audit record if required or desired
(Figure 15B, block 1516) and the process may end (Figure 15B,

block 1518).

If, on the other hand, the rights management component
determines that the device and/or user classes are appropriate to
15 proceed (“Yes” exit to block 15 14), the rights maﬁagement
componeﬁt may determine the rights and resources available for
performing the action on the first appliance and the other
appliances acting together (Figure 15B, block 1520). This step
may be performed, for example, using any or all of the method
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processing techniques disclosed in Ginter et al. For example,
method functions may include event brocessing capabilities that
formulate a request to each relevant appliance that describes, in
whole or in part, information related to the action, or portion of the

5 action, potentially suitable for processing, in whole or in part, by
such appliance. In this example, such requests, and associated
responses, may be managed using the reciprocal method
techniques disclosed in Ginter et al. If such interaction requires
additional information, or results in ambiguity, the rights

10 management component may, for example, communicate with the

user and allow them to make a choice, such as making a choice

among various available, functionally different options, and/or the

rights management component may engage in a negotiation (for
example, using the negotiation techniques disclosed in Ginter et

15 al.) concerning resources, rights and/or rights related information.

The rights management component next determines whether
there are sufficient rights and/or resources available to perform the
requested action (Figure 15B, decision block 1522). If there are
insufficient rights and/or resources available to perform the action

20 (“No” exit to block 1522), the rights management component may
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write an audit record (Figure 15B, block 1524), and end the

process (Figure 15B, block 1526).

In this example, if sufficient rights and/or resources are
available (“Yes” exit to block 1522), the rights management
5 component may make a decision regarding whether additional
events should be processed in order to complete the overall action
(Figure 15B, block 1528). For example, it may not be desirable to
perform only part of the overall action if the necessary rights
and/or resources are not available to complete the action. If more
10 events are necessary and/or desired (“Yes” exit to block 1528), the
rights management component may repeat blocks 1520, 1522 (and

potentially perform blocks 1524, 1526) for each such event.

If sufficient rights and/or resources are available for each of
the events (“No” exit to block 1528), the rights management
15 compone;n may, if desired or required, present a user with a
choice concerning the available alternatives for rights and/or
resourceé for performing the actioﬁ (Figure 15B, block 1530).
Alternatively and/or in addition, the rights management
component may rely on user preference information (and/or

20  defaults) to “automatically” make such a determination on behalf
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of the user (for example, based on the overall cost, performance,
quality, etc.). In another embodimen.t, the user’s class, or classes,
may be used to filter or otherwise aid in selecting among available
options. In still another embodiment, artificial intelligence

5 (including, for example, expert systems techniques) may be used
to aid in the selection among alternatives. In another embodiment,

a mixture of any or all of the foregoing (and/or other) techniques

may be used in the selection process.

If there are no acceptable alternatives for rights and/or
10 resources, or because of other negative aspects of the selection
process (e.g., a user presses a “Cancel” button in a graphical user
interface, a user interaction process exceeds the available time to
make such a selection, etc.), (“No” exit to block 1530) the rights
management component may write an audit record (Figure 15B,

15 block 1532), and end the process (Figure 15B, block 1534).

On the other hand, if a selection process identifies one or
more acc.eptable sets of rights and/or resources for performing the
action and the decision to proceed is affirmative (“Yes” exit to
block 1530), the rights management component may perform the

20  proposed action using the first appliance alone or in combination
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with any additional appliances (e.g., a rights authority 1000, or
any other connected appliance) based on the selected rights and/or
resources (Figure 15C, block 1536). Such cooperative

implementation of the proposed actions may include for example:

5 * performing some or all of the action with the first

appliance;

* performing some or all of the action with one or more
appliances other than the first appliance (e.g., arights

authority 1000 and/or some other appliance);

10 * performing part of the action with the first appliance and

part of the action with one or more other appliances; or
® any combination of these.

For example, this step may be performed using the event

processing techniques disclosed in Ginter et al.

15 As'one illustrative example, the first appliance may have all
of the resources necessary to perform a particular task (e.g., read
certain information from an optical disk), but may lack the rights

necessary to do so. In such an instance, the first appliance may
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obtain the additional rights it requires to perform the task through
the steps described above. In another illustrative example, the first
appliance may have all of the rights required to perform a
particular task, but it may not have the resources to do so. For
5 example, the first appliance may not have sufficient hardware

and/or software resources available to it for accessing, processing
or otherwise using information in certain ways. In this example,
step 1536 may be performed in whole or in part by some other
appliance or appliances based in whole or in part on rights

10 supplied by the first appliance. In still another example, the first
appliance may lack both rights and resources necessary to perform
a certain action, and may rely on one or more additional

appliances to supply such resources and rights.

In this example, the rights management component may,
15 upon completion of the action, write one or more audit records
(Figure 15C, block 1538), and the process may end (Figure 15C,

block 1540),
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An arrangement has been desc-ribed which adequately
satisfies current entertainment industry requirements for a low
cost, mass-produceable digital video disk or other hj gh capacity
disc copy protection scheme but which also provides enhanced,

5 extensible rights management capabilities for more advanced
and/or secure platforms and for cooperative rights management
between devices of lessor, greater, and/or differing rights
resources. While the invention has been described in connection
with what is presently considered to be the most practical and

10 preferred embodiment, it is to be understood that the invention is
not to be limited to the disclosed embodiment, but on the contrary,
is intended to cover various modifications and equivalent

arrangements included within the spirit and scope of the invention.
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We Claim;: -
. An electronic appliance including;

a disk use arrangement for at least one of (a) reading
information from, and (b) writing information to, a digital

versatile disk optical storage medium; and

a secure node coupled to the disk use arrangement,

the secure node providing at least one rights management process.
2. An electronic appliance including:

a disk use arrangement for at least one of (a) reading
information from, and (b) writing information to, a digital

versatile disk optical storage medium; and

at least one processing arrangement coupled to the
disk use arrangement, the processing arrangement selecting at
least some control information aﬁsociated with information
recorded on the storage medium based at least in part on the class

of the appliance and/or the user of the appliance.
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3. Asystem as in claim 2 wherein the processing
arrangement selects a subset of control information used on

another appliance and/or class of appliance.

4. A system as in claim 2 wherein the processing
arrangement selects different control information from the
information selected by another appliance and/or class of

appliance.

5. A system as in claim 2 wherein at least some of the

control information comprises an analog signal.

6.  Asystem as in claim 2 wherein at least some of the

control information comprises digitally encoded information.

7. In an appliance capable of using digital versatile

disks, a method including the following steps:
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at least one of (2) reading information from, and (b)
writing information to, a digital versatile disk optical storage

medium; and

selecting at least some control information associated
with information recorded on the storage medium based at least in

part on the class of the appliance and/or the user of the appliance.

8. A method as in claim 7 wherein the selecting step
includes the step of selecting a subset of contro] information used

on another appliance and/or class of appliance.

9. A method as in claim 7 wherein the selecting step
includes the step of selecting, from control information stored on
the storage medium, a different set of control information than the
control information selected by another appliance and/or class of

appliance.

147

Petitioner Apple Inc. - Ex. 1025, p. 3283



WO 97/43761 " PCT/US97/08192

10.  An electronic appliance including:

a disk use arrangement for reading information from

a digital versatile disk optical storage medium; and

at least one processing arrangement coupled to the
disk use arrangement, the processing arrangement protecting

information read from the storage medium.

11.  An appliance as in claim 10 wherein the processing
arrangement includes a rights management arrangement that
applies at least one rights management technique to the read

information.

12. An appliance as in claim 10 wherein the appliance
further includes at least one port compliant at least in part with the
IEEE 1394-1995 high speed serial bus standard, and the
processing arrangement couplés the protected information to the

port.
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13. In an electronic appliance, a method including the

following steps:

reading information from a digital versatile disk

optical storage medium; and

protecting the information read from the optical

storage medium.

14. A method as in claim 13 wherein the protecting step
includes the step of applying at least one rights management

technique to the read information.

15. A method as in claim 13 further including the step of

sending the protected information to an IEEE 1394 port.

16. An electronic appliance including:
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a disk use arrangement for using information stored,
or to be stored, on a digital versatile disk optical storage medium;

and

at least one protecting arrangement coupled to the
disk use arrangement and also coupled to receive at least one
analog signal, the protecting arrangement creating protected

digital information based at least in part on the analog signal.

17.  In an electronic appliance, a method including the

following steps:
receiving at least one analog signal; and

creating protected digital content based at least in part

on the analog signal for storage on a digital versatile disk.

18.  In an electronic appliance, a method including the

following steps:

reading at least one analog signal from a digital

versatile disk;
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creating protected digital content based at Jeast in part

on the analog signal; and

outputting the protected digital content.

19. An electronic appliance including:

a disk use arrangement for using information stored,
or to be stored, on a digital versatile disk optical storage medium;

and

at least one rights management arrangement coupled
to the disk use arrangement, the rights management arrangement
treating the storage medium and/or information obtained from the
storage medium differently depending on the geographical and/or

jurisdictional context of the appliance.

20. In an electronic appliance, a method including the

steps of:

reading information from at least one digital versatile

disk; and
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performing at least one rights management operation

based at least in part on the geographical and/or Jurisdictional

context of the appliance.

21.  Anelectronic appliance including:

a disk use arrangement for using at least one secure

container stored on a digital versatile disk optical storage medium;

and

at least one rights Mmanagement arrangement coupled
to the disk use arrangement, the rights Mmanagement arrangement

Processing the secure container.

22.  In an electronijc appliance, a method including the

following steps:

reading at least one secure container from at least one

digital versatile disk; and
performing at least one rights management operation

on the secure container.
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23.  An electronic appliance including:

at least one rights management arrangement for
generating and/or modifying at least one secure container for

storage onto a digital versatile disk optical storage medium.

24. In an electronic appliance, a method including the
step of performing at least one rights management operation on at
least one secure container for storage onto a digital versatile disk

optical storage medium.

25. A digital versatile disk use system and/or method
characterized in that the system and/or method uses at least one

secure container.

26. A digital versatile disk use system and/or method

characterized in that the system and/or method uses at least one
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secure container of the type disclosed in PCT Publication No. WO

96/27155.

27.  An electronic appliance including:

a disk use arrangement for writing information onto
and/or reading information from a digital versatile disk optical

storage medium; and

a secure arrangement that securely manages
information on the storage medium such that at least a first portion
of the information may be used on at least a first class of appliance
while at least a second portion of the information may be used on

at least a second class of appliance

28.  Inan electronic appliance, a method including the

following steps:

reading information from and/or writing information

to at least one digital versatile disk optical storage medium;
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using at least a first portion of the information on at

least a first class of appliance; and

using at least a second portion of the information on at ]east

a second class of appliance.

29. A system including first and second classes of
electronic appliances each including a secure processing
arrangement, the first appliance class secure arrangement securely
managing and/or using at least a first portion of the information,
the second appliance class secure arrangement securely managing

and/or using at least a second portion of the information.

30. A system as in claim 29 wherein the first and second
information portions are different, and the second appliance class

secure arrangement does not use the first information portion.

31. A system as in claim 29 wherein the first appliance

class does not use the second information portion.
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32. Inasystem including first and second classes of
electronic appliances each including a secure arrangement, a

method comprising:

(a) securely managing and/or using at least a first portion of
the information with the first appliance class secure arrangement,

and

(b) securely managing and/or using at least a second portion
of the information with the second appliance class secure

arrangement.

33. A method as in claim 32 wherein the first and second
information portions are different, and step (b) does not use the

first information portion.

34. A method as in claim 32 wherein step (a) does not use

the second information portion.
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35.  An electronic appliance including:

a disk use arrangement for writing information onto
and/or reading information from a digital versatile disk optical

storage medium; and

a secure arrangement that securely stores and/or
transmits information associated with at least one of payment,
auditing, controlling and/or otherwise managing content recorded

on the storage medium.

36. Inan electronic appliance, a method including the

following steps:

reading information from and/or writing information

to at least one digital versatile disk optical storage medium; and

securely storing and/or transmitting information
associated with at least one of payment, auditing, controlling
and/or otherwise managing content recorded on the storage

medium.

157

Petitioner Apple Inc. - Ex. 1025, p. 3293



WO 97/43761 - PCT/US97/08192

37.  An electronic appliance including:

a disk use arrangement for writing information onto
and/or reading information from a digital versatile disk optical

storage medium;

a cryptographic engine coupled to the disk use arrangement,

the engine using at least one cryptographic key; and

a secure arrangement that securely updates and/or replaces
at least one cryptographic key used by the cryptographic engine to
at least in part modify the scope of information usable by the

appliance.

38. A method of operating an electronic appliance

including;:

writing information onto and/or reading information

from a digital versatile disk optical storage medium;

using at least one cryptographic key in conjunction with

said information; and
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securely updating and/or replacing at least one

cryptographic key used by the cryptographic engine to at least in

part modify the scope of information useable by the appliance.

39. A digital versatile disk appliance characterized in that
at least one cryptographic key used by the appliance is securely
updated and/or replaced to at least in part modify the scope of

information that can be used by the appliance.

40. Anappliance as in claim 39 further characterized in
that the key updating and/or replacing is based on class of

appliance.

41.  Anelectronic appliance having a class associated
therewith, characterized in that at least one cryptographic key set
used by the appliance class is selected to help ensure security of

information released from at least one digital versatile disk.
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42. A digital camera for generating at least one image to
be written onto a digital versatile disk optical storage medium,
=  characterized in that the camera includes at least one information
protecting arrangement that at least in part protects the image so
that the information is persistently protected through subsequent
processes such as editing, production, writing onto a digital

versatile disk, and/or reading from a digital versatile disk.

43. A digital camera for generating image information
that can be written onto a digital versatile disk optical storage

medium, a method comprising:
capturing at least one image with a digital camera; and

protecting information provided by the digital camera so
that the information is selectively persistently protected through
subsequent processes such as distribution, editing and/or
production, writing onto the digital versatile disk optical storage
medium, and/or reading from the digital versatile disk optical

storage medium.
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44.  In an electronic appliance including a disk use

arrangement, a method comprising:

reading information from at least one digital versatile disk

optical storage medium; and

persistently protecting at least some of the read information

through at least one subsequent editing and/or production process.

45. In an electronic appliance, a method including the

following steps:

reading information from and/or writing information

to at least one digital versatile disk optical storage medium; and

securely managing information on the storage
medium, including the step of using at least a first portion of the
information on at least a first class of appliance, and using at least
a second bortion of the information on at least a second class of

appliance.
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46. A method of providing copy protection and/or use
rights management of at least one digital property content and/or
secure container to be stored and/or distributed on a digital

versatile disk medium, comprising the step(s) of:

providing a set of use control(s) within a cryptographically
encapsulated data structure having a predetermined format, the
data structure format defining at least one secure software
container for providing use rights information for digital property

content to be stored on the digital versatile disk medium.

47. A method as in claim 46 further including the step of
using at least one digital property content stored on an optical disk
in accordance with the use controls, including the step of using a
prescribed secure cryptographic key or set of cryptographic keys

for using rights information.

48. A method as in claim 46 further including the step of

decrypting control rules and/or other selected encrypted
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information content encapsulated in the software container using

at least one set of cryptographic keys.

49. A method as in claim 46 further including the step of
applying decrypted control rules to regulate use in accordance
with control information contained within said control rules, so as
to facilitate management of a diverse set of use and distribution
rights which may be specific to different users and/or optical disk

appliances.

50. A method of providing rights management of digital
property stored on digital versatile disk according to claim 46

wherein said secure container data structure comprises:

one or more content objects comprising digital

property content; and

one or more control objects comprising a set of
control rules defining copy protection, use and distribution rights

to digital property content stored on the optical disk.
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51. A method of providing rights management of digital
property stored on a digital versatile disk according to claim 46,
wherein a content object further comprises one or more reference
pointers to digital property content stored elsewhere on the digital

versatile disk.

52. A method of providing rights management of digital
property stored on a digital versatile disk according to claim 46,
wherein a control object further comprises one or more reference
pointers to control information stored elsewhere on the digital

versatile disk.

53. A method of providing rights management of aigital
property stored on digital versatile disk according to claim 46,
wherein digital information stored on said optical disk includes
one or more metadata blocks comprising further information used
in conjunction with the control rules to use digital property

content stored elsewhere on the optical disk.
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54. A method of providing rights management of digital
property stored on digital versatile disk according to claim 46,
wherein a metablock may be either of a protected type or of an

unprotected type.

55. Anarrangement for implementing a rights
management system for controlling copy protection, use and/or
distribution rights to multi-media digital property content stored or

otherwise contained on a digital versatile disk, comprising:

an encrypted data structure defining a secure
information container stored on an optical disk medium, the
encrypted data structure including and/or referencing at least one
content object and at least one control object associated with the
content object, said content object comprising digital property
content and said control object comprising rules defining use

rights to the digital property content.
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56.  An arrangement for implf-:menting arights
management system for digital versatile disks according to claim
55, wherein a content object further comprises one or more
reference pointers to digital property content stored elsewhere on

the digital versatile disk.

57.  An arrangement for implementing a rights
management system for digital versatile disks according to claim
55, wherein a control object further comprises one or more
reference pointers to control information stored elsewhere on the

digital versatile disk.

58. An arrangement for implementing a rights
management system for digital versatile disks according to claim
55, wherein an control object further comprises information for
controllin-g various operations of an optical disk appliance or

computer.
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59. An arrangemeht for implementing a rights
management system for digital versatile disks according to claim
55, wherein a control object further comprises information for
controlling various operations of an optical disk appliance or

computer.

60.  An arrangement for implementing a rights
management system for digital-versatile disks according to claim
55, wherein a control object further comprises a rule specifying
decoding and/or enforcement of CGMA encoded copy protection

rules associated with the digital content property.

61.  An arrangement for implementing a rights .
management system for digital versatile disks according to claim
55, wherein a control object further comprises a rule specifying at
least onev content scrambling system compatible

encoding/decoding of digital property content.
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62. An arrangement for implfamenting a rights
management system for digital versatile disks according to claim
55, wherein said optical disk contains a block of stored
information comprising encrypted keys used for decryption of said

encrypted data structure.

63. An arrangement for implementing a rights
management system for digital. versatile disks according to claim
55, wherein said optical disk contains a block of stored
information comprising hidden keys used for decryption of said

encrypted keys.

64. An arrangement for implementing a rights
management system for digital versatile disks according to claim
55, wherein a content object further comprises oné or more
reference' pointers to digital property content stored on a separate

storage medium.
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65. A rights management system for providing copy
protection, use and/or distribution rights management for multi-
media digital property content stored or otherwise contained on a
digital versatile disk for access by an optical disk player device
that uses digital property content stored on said optical disk
medium, wherein said appliance includes a microprocessor
controller for decrypting and using control rules and other selected
encrypted information content encapsulated in the secure
container by using a prescribed cryptographic key and applying
said decrypted control rules to regulate use in accordance with
control information contained within said control rules, so as to
facilitate management of a diverse set of use and/or distribution
rights which may be specific to different users and/or optical disk

appliances, the system including:

an optical disk medium having stored thereon an
encrypted data structure deﬁning a secure informétion container,
the encry.pted data structure comprising and/or referencing at least
one content object and at least one control object, said content

object comprising digital property content, said control object
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comprising rules defining use rights associated with the digital

property.

66. A method for providing copy protection, use and
distribution rights management of multi-media digital property
stored on and/or distributed via digital versatile disk, said optical
disk medium having stored thereon an encrypted data structure
defining a secure container for housing rights and/or copy
protection information pertaining to digital property content stored
on the optical disk, wherein an optical disk player appliance for
using digital property content stored on an optical disk must
utilize a prescribed secure cryptographic key or set of keys to use
the secure container, said data structure comprising one or more
content objects comprising digital property content and one or
more control objects comprising a set of rules defining use rights

to digital property, comprising the steps of:

(a) decrypting control rules and other selected
encrypted information content encapsulated in the secure

container using one or more cryptographic keys; and
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(b) applying decrypted control rules to regulate use
and/or distribution of digital property content stored on the optical
disk in accordance with control information contained within the
control rules, so as to provide customized use and/or distribution
rights that are specific to different optical disk user platforms

and/or optical disk appliances.

67. A rights management system for providing copy
protection, use and/or distribution rights management of digital
property stored or otherwise contained on a digital versatile disk,

comprising:

a secure container means provided on an optical disk
medium for cryptographically encapsulating digital property
content stored on the optical disk, said container means
comprising a content object means for containin g digital property
content and a control object means for containing control rules for
regulating use and/or distribution of said digital property content

stored on the optical disk.
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68.  The rights management system of claim 67 wherein
an optical disk player appliance for using information stored on an
optical disk comprises a secure node means for using said secure
container means provided on an optical disk and implementing

said control rules to control operation of said player appliance to

regulate use of said digital property content.

69. In a system including plural electronic appliances
at least temporarily connected to one another, a rights
authority broker that determines what appliances are
connected and specifies at least one rights management

context depending on said determination.

70. An electronic appliance at least temporarily
connected to a rights authority broker, the electronic
appliance receiving at least one rights context from the
rights authority broker when the device is connected to the

rights authority broker.

71. A first electronic appliance at least temporarily
connected to a second electronic appliance, the first
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electronic appliance selecting between at least first and
second rights management contexts depending at least in

part on whether the first appliance is connected to the

second electronic appliance.

72. In a system including first and second electronic
appliances that may be selectively coupled to communicate
with one another, an arrangement for defining at least one
different rights management control based at least in part on
whether the first and second electronic appliances are

connected.

73. A method of defining at least one rights

management context comprising:

(a) determining whether a first electronic appliance is

present; and

(b) defining at least one rights management control

set based at least in part on the determining step (a).
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74. A method of defining at least one rj ghts

management context including:

(a) coupling an optical disk storing information to an
electronic appliance that can be selectively connected to a

rights management broker;

(b) determining whether the electronic appliance is

currently coupled to a rights management broker; and

(c) conditioning at least one aspect of use of at least
some of the information stored on the optical disk based on
whether the electronic appliance is coupled to the ri ghts

management broker.

75. A method as in claim 74 wherein step (c)
includes the step of obtaining at least one ri ghts

management context from the rights management broker.

76. A method as in claim 74 wherein step (c)
includes the step of obtaining at least one combined control

set from the rights management broker.
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77. A method of defining at least one rights

management context including:

(a) coupling an optical disk storing information to an

electronic appliance;

(b) using at least some of the information stored on

the optical disk based on a first rights management context,

(c) coupling the electronic appliance to a rights

management broker; and

(d) concurrently with step (c), using at least some of
the information stored on the optical disk based on a second

rights management context different from the first rights

management context

78. An electronic appliance include a secure node and an
optical disk reader, the electronic appliance applying different
rights management contexts to protected information stored on an
optical disk coupled to the optical disk reader depending at least in
part on whether the electronic appliance is coupled to at least one

additional secure node.
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79. An electronic appliance including:
an optical disk reading and/or writing arrangement;

a secure node coupled to the optical disk reading and/or
writing arrangement, the secure node performing at least one
rights management related function with respect to at least some
information read by the optical disk reading and/or writing

arrangement; and

at least one serial bus port coupled to the secure node, the
serial bus port for providing any or all of the functions, structures,

protocols and/or methods of IEEE 1394-1995.

80. A digital versatile disk appliance including:
means for watermarking content; and

serial bus means for communicating the watermarked

content,

wherein the serial bus means complies with IEEE 1394-

1995.
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81. An optical disk reading and/or writing device including:

at least one secure node capable of watermarking content

and/or processing watermarked content; and

an IEEE 1394-1995 serial bus port.

82. An optical disk using device comprising;:
a secure processing unit; and

an IEEE 1394-1995 serial bus port.

83. A device as in claim 82 wherein the secure processing

unit includes a channel manager.

84. A device as in claim 82 wherein the secure processing

unit executes a rights operating system in whole or in part.

85. A device as in claim 82 wherein the secure processing

unit includes a tamper-resistant barrier.

86. A device as in claim 82 wherein the secure processing

unit includes an encryption/decryption engine.
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87. A rights cooperation method comprising:

(a) connecting an appliance to at least one further

appliance;

(b) determining whether the first and/or further appliance
and/or user(s) of said first and/or further appliance have

appropriate rights and/or resources for performing an action; and

(c) selectively performing the action based at least in part

on the determination.
88. A rights cooperation method comprising:

(a) connecting an appliance to at least one further

appliance;

(b) determining whether the first and/or further appliance
and/or user(s) of said first and/or further appliance have

appropriate security for performing an action; and

(c) cooperating between the first and further appliance to

selectively perform the action.

89. A cooperative rights management arrangement

comprising:
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a communications arrangement that allows at least first and

second appliances to communicate; and

an arrangement that processes at least one event based at
least in part on assessing and/or pooling rights and/or resources

between the first and second appliances.

90.  An optical disk using system and/or method including

at least some of the elements shown in Figure 1A.

91.  An optical disk using system and/or method including

at least some of the elements shown in Figure 1B.

92.  An optical disk using system and/or method including

at least some of the elements shown in Figure 1C.

93. An optical disk using system and/or method including

at least some of the elements shown in Figure 2A.

94.  An optical disk using system and/or method including

at least some of the elements shown in Figure 2B.
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95.  An optical disk using system and/or method including

at least some of the elements shown in Figure 3.

96.  An optical disk using system and/or method using at

least some of the elements shown in Figure 3A.

97. An optical disk using system and/or method using at

least some of the control set elements shown in Figure 3B.

98.  An optical disk using system and/or method using at

least some of the elements shown in Figure 4A.

99.  An optical disk using system and/or method using at

least some of the elements shown in Figure 4B.
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100. An optical disk using system and/or method using at

least some of the elements shown in Figure 5.

101.  An optical disk using system and/or method using at

least some of the elements shown in Figure 6.

102.  An optical disk using system and/or method using at

least some of the elements shown in Figure 7.

103. An optical disk using system and/or method using at

least some of the elements shown in Figure 8.

104.  An optical disk using system and/or method using at

least some of the elements shown in Figure 9.

105.  An optical disk using system and/or method using at

least some of the elements shown in Figure 10.
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106. An optical disk using system and/or method using at

least some of the elements shown in Figure 11.

107. An optical disk using system and/or method including

at least some of the elements shown in Figure 12.

108. An optical disk using system and/or method including

at least some of the elements shown in Figure 13.

109. An optical disk using system and/or method including

at least some of the elements shown in Figure 14.

110. A system and/or method including some or all of the

elements shown in Figures 15A-15C.

111. A system and/or method as in any one of the
preceding claims, further including, in combination, any element

described in any one of the following prior patent specifications:

PCT Publication No. WO 96/27155;

182

Petitioner Apple Inc. - Ex. 1025, p. 3318



WO 97/43761 PCT/US97/08192

European Patent No. EP 329681;
PCT Application No. PCT/US96/14262;
U.S. Patent Application Serial No. 08/689,606; and/or

U.S. Patent Application Serial No. 08/689,754.

112. A system or process as in any of the preceding
claims wherein the phrase “high capacity optical disk” is

substituted for “digital versatile disk.”

113. A method of clearing or otherwise processing
information resulting at least in part from one or more
digital versatile disk appliances and/or methods as defined

in any of the preceding claims.

114. A system and/or method for defining rules for
use in one or more digital versatile disk appliances and/or

methods as defined in any of the preceding claims.

183

Petitioner Apple Inc. - Ex. 1025, p. 3319



WO 97/43761 " PCT/US97/08192

[15. A system and/or method for defining rules and
associated content for use in one or more digital versatile
disk appliances and/or methods as defined in any of the

preceding claims.

116. A system and/or method for producing an
optical disk for use with one or more digital versatile disk
appliances and/or methods as defined in any of the

preceding claims.

117. A system and/or method for clearing audit
information from one or more appliances and/or methods as

defined in any of the brecéding claims.

118. In an network including at least one electronic
appliance that reads information from and/or writes information to
at least one digital versatile disk optical storage medium, and

securely communicates information associated with at least one of
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payment, auditing, usage, access, coqtrolling and/or otherwise
managing content recorded on the storage medium, a method of
processing said communicated information including the step of
generating at least one payment request and/or order based at least

in part on the information.

119. A method of defining at least one control set for
storage on a high capacity optical disk that can storage images,
audio, text and/or other information, the high capacity optical disk
for use by any of plural different electronic appliance types, the
method including the step of specifying at least one control that
provides different conditions and/or consequences depending

upon at least one of the following:
electronic appliance class;
electronic appliance security;
electroﬁic appliance user class;

electronic appliance connectivity;
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electronic appliance resources;

electronic appliance access to resources; and

rights management cooperation between plural electronic

appliances.
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METHOD AND APPARATUS FOR ENCRYPTING RADIO TRAFFIC
IN A TELECOMMUNICATIONS NETWORK

BACKGROUND OF THE INVENTION

Technical Field of the Inventi

The present invention relates generally to the field of wireless radio
communications and, in particular, to a method and apparatus for encrypting radio
traffic between terminais and a mobile communications network.

Description of Related Art

The need for increased mobility and versatility in telecommunications
networks requires the networks to cover larger geographical areas and provide a
broader range of telecommunications services to subscribers. These
telecommunications services include teleservices and bearer services. A teleservice
provides the necessary hardware and software for a subscriber to communigate with
another subscriber (e.g., terminal, etc.). A bearer service provides the capacity
required to transmit appropriate signals between two access points {(e.g., ports) that
provide an interface with a network. Telecommunications services can be provided
to subscribers by a number of service networks, such as, for example, public land
mobile telecommunications networks (PLMNs), public switched telephone networks
(PSTNs), integrated services digital networks (ISDNs), the so-called “Internet”
access networks, video on demand (VOD) networks, and other proprietary service
networks.

In response to the need for increased mobility and versatility, a new mobile
radio telecommunications network is being developed, which has a generic interface
through which a service network subscriber can be connected with that service
network regardless of the subscriber’s geographic location. This generic mobile
radio network is referred to as the “Generic Access Network” (GAN). In order to
more readily understand the present invention, which deals primarily with
encrypting communications traffic between terminals and a GAN, a brief description

of such a GAN is provided below with respect to FIGURE 1.
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FIGURE | is a pefspective view of an exemplary GAN connected to a
plurality of service networks and service network subscribers. The GAN (10)
illustrated by FIGURE 1 includes an access network interconnected with a transport
network. The access network includes a plurality of base stations (e.g., BSt and
BS2). Each base station includes a radio transmitter and receiver that provides
communications coverage for a respective geographical area (e.g., a so-called cell,
Cl and C2). The base stations are connected to a radio network controller (RNC)
12. Although not shown explicitly, certain of the base stations can be connected to
RNC 12 (e.g., BSI and BS2), and certain other of the base stations can be connected
to one or more other RNCs. A plurality of the RNCs can be interc_onnected to
provide a communications path therebetween. The RNCs distribute §ignals to and
from the connected base stations.

A plurality of service networks (e.g., VOD network, PLMN, PSTN,
Internet) are connected through respective access input ports (14, 16, 18, 20, 22, 24
and 26) to the access network of GAN 10. Each service network uses its own
standard signaling protocol to communicate between its internal signaling nodes.
For example, the Global System for Mobile communications (GSM), which is a
digital cellular PLMN that has been fielded throughout Europe, uses the Multiple
Application Part (MAP) signaling protocol. As illustrated by FIGURE 1, the RNCs
in the access network are connected through at least one of the access input ports to
a service network. As shown, RNC 12 is connected through access ports 20 and 24,
respectively, to the PLMN and PSTN service networks.

Mobile terminals 28 and 30 are located within the radio coverage area of
GAN 10, and can establish a connection with each of the base stations (e.g., BS2)
in the access network. These mobile terminals can be, for example, a cellular
phone, mobile radiotelephone, personal computer (notebook, laptop, etc.) possibly
connected to a digital cellular phone, or mobile television receiver (for VOD).
Signal transport between a mobile terminal and a selected service network takes
place over specified signal carriers. For example, signals are transported between
the cellular phone (28) and the PLMN service network over signal carriers SC1 and
SC2.
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The mobile terminals (e.g., 28 and 30) include an access section and service
network section. The access section of a mobile terminal is a logical part of the
access network and handles the signaling required to establish the signal carrier
(e.g., SC2 and SC4) between the mobile terminals and RNC 12. The service
network section of a mobile terminal is a logical part of the service network to
which that terminal’s user subscribes. The service network section of a mobile
terminal receives and transmits signals, in accordance with the specified standards
of its related service network, via the established signal carriers SC1 and SC2 (or
SC4). The radio interface portion of the signal carrier SC2 or SC4 (between the
mobile terminal and base station) can be time division multiple access (TDMA),
code division multiple access (CDMA), or any other type of multiple access
interface.

The service network subscribers can access their respective service network
through the GAN. The GAN provides a signal carrier interface that allows a
message to be transported transparently over a signal carrier (e.g., SC1 and SC2)
between the service network part of a mobile terminal and its service network. The
GAN accomplishes this function by matching the characteristics of the signaling
connections and traffic connections of all of the service networks that connect to it.
Consequently, the GAN can extend the coverage of existing service networks and
also increase the subscribers’ degree of mobility.

A unique characteristic of a GAN is that it has no subscribers of its own.
The mobile users of the GAN are permanent subscribers to their own service
networks, but they are only temporary users of the GAN. Consequently, a GAN
does not know (or need to know) the identity of these users. However, a problem
arises in atterfnpting to encrypt radio traffic between the mobile terminals and the
GAN.

Radio traffic (e.g., speech information or data) between mobile terminals and
base stations is typically encrypted to ensurc that the information being passed
remains confidential. Although some service networks (e.g., GSM) encrypt traffic,
most other service networks do not. Consequently, a GAN should be capable of

encrypting traffic for those service networks that do not have that capability.
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However, since a GAN does not know the identity of its users (the service network
subscribers), it must be capable of encrypting radio traffic using encryption keys that
are created without knowing a subscribing terminal’s identity or authenticity.
Unfortunately, most existing mobile communications networks use encryption
techniques that generate encryption keys by using authentication parameters. In
other words, to encrypt radio traffic in a conventional mobile communications

network, the user terminal’s identity must be known.

SUMMARY OF THE INVENTION

It is an object of the present invention to encrypt communications between
a mobile terminal and a communications network without requiring the network to
know the identity of the terminal.

It is also an object of the present invention to encrypt communications
between a plurality of mobile terminals and a communications network without
requiring the network to maintain individual encryption keys for each of the
terminals.

It is another object of the present invention to encrypt communications
between a mobile terminal and a communications network without requiring the
terminal to permanently store a secret encryption key.

It is yet another object of the present invention to minimize call setup time,
minimize transmission delays, and maximize data throughput, while encrypting
communications between a mobile terminal and a communications network.

In accordance with one aspect of the present invention, a method is provided
for encrypting communications between a communications network and a
commﬁnicalions terminal, by storing a public key associated with the network at the
terminal, generating a secret key at the terminal, encrypting the secret key with the
stored public key at the terminal, transmitting the encrypted secret key from the
terminal, receiving the encrypted secret key at the network, decrypting the received
encrypted secret key with a private key, where the private key is associated with the
public key, and encrypting the ensuing traffic with the secret key. If a public key

has not been stored at the terminal, then the terminal transmits a request to the
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network for a public key. As such, the network is not required to know the identity
of the terminal in order to maintain encrypted communications with the terminal.
In accordance with another aspect of the present invention, the foregoing and
other objects are achieved by a method and an apparatus for encrypting traffic
between a communications network and a communications terminal by broadcasting
a (asymmetric) public key from the network. The public key is received by the
terminal. The network maintains a private key that can be used to decrypt
information encrypted with the public key. The terminal generates and stores a
naturally occurring random number as a secret session (symmetric) key, encrypts the
symmetric session key with the public key, and transmits the encrypted session key
to the network. The network decrypts the session key with the private key, and both
the network and terminal encrypt the ensuing communications with the secret session
key. Again, the communications network is not required to know the identity of the

terminal in order to maintain encrypted communications with the terminal.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and apparatus of the present
invention may be had by reference to the following detailed description when taken
in conjunction with the accompanying drawings wherein:

FIGURE 1 is a perspective view of an exemplary generic access network
connected to a plurality of service networks and service network subscribers;

FIGURE 2 is a top level schematic block diagram of a generic access
network in which a method of encrypting radio traffic between service networks and
service network subscribers can be implemented, in accordance with a preferred
embodiment of the present invention;

FIGURE 3 is a schematic block diagram of the access network illustrated in
FIGURE 2; |

FIGURE 4 is a sequence diagram that illustrates a method that can be used
to encrypt radio communications between a generic access network and a terminal,

in accordance with a preferred embodiment of the present invention; and
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FIGURE 5 is a block diagram of a method that can be used to certify the
authenticity of a public key and the owner of the key with a digital signature, in

accordance with a preferred embodiment of the present invention.

DETAILED DESCRIPTION OF THE DRAWINGS

The preferred embodiment of the present invention and its advantages are
best understood by referring to FIGURES 1-5 of the drawings, like numerals being
used for like and corresponding parts of the various drawings.

Essentially, in accordance with a preferred embodiment of the present
invention, a mobile terminal stores at least one public key, along with a unique
identification character of at least one GAN associated with that public key, in a
memory location. A GAN continuously broadcasts its unique identification
character in all cells connected to that GAN. When contact is initiated between the
terminal and that GAN, the terminal compares the received identifier with the stored
identifier(s), and if a match can be made, the terminal generates a random secret
key, encrypts the secret key with the public key associated with that GAN’s
identifier, and transmits the encrypted secret key. The GAN decrypts the secret key
using a private key associated with the public key. The secret key is used thereafter
by the terminal and the GAN to encrypt and decrypt the ensuing radio traffic.
Notably, the GAN can maintain secure communications with the terminal without
ever knowing the terminal’s identity. Furthermore, since the GAN does not need
to know the identity of such a terminal, the GAN is not required to maintain a
database of individual terminal encryption keys. Additionally, the terminal is not
required to store its own secret key, because i; can generate a new secret key for
each communications session.

FIGURE 2 is a top level schematic block diagram of a generic access
network in which a method of encrypting radio traffic between service networks and
service network subscribers can be implemented, in accordance with a preferred
embodiment of the present invention. A GAN 100 is shown, which includes a
transport network 102 interconnected with an access network 104. A plurality of
service networks (e.g., PLMN, ISDN, PSTN, INTERNET, VOD) are connected
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through respective access ports (e.g., 106, 108, 110, 112, 114) to transport network
102 and access network 104. Access network 104 includes a plurality of RNCs and
associated base stations (e.g., RNC(1)-RNC(N)). The plurality of RNCs and
associated base stations are connected by a respective radio interface to a plurality
of mobile transceivers (terminals) 116, 118, 120 and 122. A user of each mobile
terminal is a subscriber to at least one of the service networks PLMN, etc. The
mobile terminals can communicate with their respective service networks in the
manner described above with respect to FIGURE 1. More specifically, the RNCs
control communications between the terminals and their respective service networks.
Notably, although a plurality of mobile terminals (116, etc.) are shown in FIGURE
2, this is for illustrative purposes only. One or more fixed radio terminals may also
be connected to GAN 100 and are thus capable of communicating with at least one
of the service networks.

FIGURE 3 is a schematic block diagram of access network 104 illustrated
in FIGURE 2. Access network 104 includes a plurality of RNCs (e.g., RNC(1)-
RNC(N)). However, although a plurality of RNCs is shown for this embodiment,
the present invention can be implemented with only one RNC. At least one service
network (e.g., 130, 132, 134) is connected through at least one respective access
port (e.g., AP1, AP(N-1), AP(N)) to at least one RNC. At least one base station
(e.g., BS(1), BS(N)) is connected to a respective RNC (e.g., RNC(1), RNC(N)).
Although a plurality of base stations is shown, the present invention can be
implemented with only one base station.

A mobile terminal (e.g., cellular phone 118) is connected by a radio interface
to base station BS(1). It should be readily understood that one terminal (118) is
shown for illustrative purposes only and that one or more additional terminals could
be shown. The RNCs (e.g., RNC(1)-RNC(N)) are interconnected by
communications lines (136, 138) for communications therebetween. Consequently,
terminal 118 can establish communications with any of the service networks (e.g.,
130, 132, 134) through access network 104 and GAN 100 (FIGURE 2). Notably,
the coverage provided for each service network can be enlarged by switching to a

different access port of access network 104. In other words, terminal 118 can
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communicate with service network 132 through RNC(1), interconnecting line 136,
and RNC(N-1). Alternatively, if service network 132 is switched to access port
AP(1), terminal 118 can communicate with service network 132 through RNC(1).

FIGURE 4 is a sequence diagram that illustrates a method that can be used
to encrypt radio communications between a generic access network and a terminal,
in accordance with a preferred embodiment of the present invention. The method
200 of encrypting communications can begin at the GAN or the terminal. For
example, in this embodiment, at step 204, the GAN (e.g., 10) continuously
broadcasts a unique identification character in all cells connected to that GAN. The
terminal (e.g., 118) contains a non-volatile memory located in a GAN section of the
terminal. The terminal stores at least one public key in the non-volatile memory.
Along with each public key, the terminal also stores a respective expiration date for
the key, and a GAN identification character that identifies a specific GAN associated
with that key. In other words, each public key stored in the terminal’s memory is
thereby associated with a specific GAN. The terminal initiates contact by registering
with 2 GAN (but not necessarily setting up a call). A processor in the terminal
compares the received GAN identifier with the stored identifiers, and if a match can
be made (and the key has not expired), the processor retrieves the stored public key
associated with the identified GAN. However, in the event that no such match is
found, the terminal sends a request for the GAN to transmit a public key. The
transmitted public key (and its expiration date) is stored in the terminal and can be
used to encrypt a secret key in the current and ensuing communication sessions.

At step 206, the terminal generates a (symmetric) secret key (described in
detail below). At step 208, the terminal uses the retrieved public key to encrypt the
secret key. At step 210, the terminal transmits the encrypted secret key to the
identified GAN. At step 212, the GAN decrypts the secret key, which, at step 214,
is used by the GAN and the terminal for encrypting traffic during the ensuing
communications session (described in detail below).

Alternatively, at the end of a session with a GAN, the terminal stores the
public key used for that session. When the terminal or a GAN begins a new

communications session, the terminal retrieves the public key stored from the last
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session with a GAN, and uses that public key to encrypt a secret key to be used for
the ensuing session. If the use of that stored public key is unsuccessful, the terminal
then sends a request to the GAN for a new public key. This technique
advantageously increases network throughput, because a network channel is not tied
up transmitting a public key. However, if a public key has not been stored from a
past session with a particular GAN, the terminal can still receive the public key by
requesting it from the GAN and using it to encrypt a secret key that will be used for
the ensuing session. In any event, by storing the relatively large (bit-wise) public
keys in the terminal, as opposed to transmitting them from the GAN, radio
transmission delays can be reduced significantly, a substantial amount of network
transmission time can be saved, and data throughput will be increased.

FIGURE 4 also illustrates a method that can be used to encrypt radio
communications between a generic access network and a mobile terminal, in
accordance with another embodiment of the present invention. For example, when
communications are desired between a service network and a terminal (e.g., PLMN
and terminal 118), the service network or terminal can initiate communications with
a call setup message. At step 202, as the initial connection between the GAN and
the terminal is established, the service network can request that the ensuing traffic
will be encrypted. If so, at step 204, still during the initial call setup process, the
terminal receives a public key which is continuously broadcast from one or more
base stations (e.g., BS(1)-BS(N)).

In this embodiment, all of the RNCs maintain at least one public key/private
key pair (the same pair in every RNC) in a memory storage location. The public
key that was broadcast by the GAN is received by the terminal (118) that has
initiated contact with that GAN. Preferably, both the call setup procedure and the
procedure to transfer the public key is performed by an RNC, which is connected
through an access port to the service network of interest (e.g., RNC(1) to AP(1) to
PLMN 130). Alternatively, a base station (e.g., BS1) can be configured to maintain
public/private key pairs and broadcast or otherwise transfer a public key to a

terminal.
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The RNC can broadcast the public key in all cells in the RNC's coverage
area. Consequently, since the GAN broadcasts the public key instead of having the
terminal request the key from the GAN, the terminal can register with the GAN
much faster, and a call can be set up in a substantially shorter period of time.
Alternatively, instead of broadcasting the public key in a plurality of cells, the RNC
Can transfer the public key directly through the base station that has established
contact with the terminal. However, the method of broadcasting the public key in
a plurality of cells before call setup advantageously decreases the load on the GAN’s
dedicated traffic channels.

For all embodiments, as long as the terminal is registered with the GAN, the
same public key can be used for all subsequent communications with that GAN ,
because the same key is stored at the GAN and also at the terminal. Alternatively,
the public key can be changed periodically in accordance with a predetermined
scheme or algorithm, or even at the whim of the GAN operator. If an operator
desires to change public keys periodically, storing each public key’s expiration date
at the terminal facilitates their use in that regard. Furthermore, in the preferred
embodiment, when the public key is changed, it can be broadcast by the GAN for
a predetermined period of time, to minimize the number of terminal requests fora -
new public key.

As described earlier, at step 202, the GAN can maintain one or more
asymmetric public key/private key pairs. In that event, a so-called “RSA Algorithm"
can be used to create the public key/private key pairs. The RSA Algorithm
combines the difficulty of factoring a prime number with the ease of generating
large prime numbers (using a probabilistic algorithm) to split an encryption key into
a public part and a private part.

Specifically, assuming that the letters P and Q represent prime numbers, the
letter M represents an unencrypted message, and the letter C represents the
encrypted form of M, the RSA Algorithm can be expressed as follows:

MEmodPQ => C (encrypted message M) (n
C” mod PQ => M (decrypted message C) )
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where the term (DE-1) is a multiple of (P-1)(Q-1). In this embodiment, the
exponent E is set to 3. The private and public keys are each composed of two
numbers. For example, the numbers represented by (PQ, D) make up the private
key, and the numbers represented by (PQ, E) make up the public key. Since the
same value for E is used consistently, only the PQ portion of the number need be
sent on request or broadcast and used for the public key (e.g., at step 204). By
knowing the private key, any message encrypted with the public key can be
decrypted.

Returning to FIGURE 4, at step 206, the terminal (118) receives and/or
stores the asymmetric public key. The terminal generates a random symmetric
secret key. The random secret key, which is used to encrypt cdmhiunications
preferably for the complcté session, can be generated in at least one of four ways.
Using one method, the terminal takes several samples from measurements of the
strength of the received signal, concatenates the lower order bits of the several
samples; and processes the result to produce a random number. Since the lower
order bits of the received siglnal are well within the noise level of the received
signal, a naturally occurring, truly random number is generated. A second random
number generating method is to use the random noise signal created at the input of
an A/D converter connected to a microphone. Again, using this method, a naturally
occurring, truly random number can be generated for the secret key. A third
random number generating method is for the terminal to take samples from phase
measurements of the received signal, concatenate the lower order bits of the
samples, and process the result to produce a random number. A fourth random
number generating method is for the terminal to take samples from the encoding
section of the speech codcc, concatenate the lower order bits of the samples, and
process the result to produce the random number.

Alternatively, a random number generated at the terminal can be used as a
seed for a pseudorandom number generator. The seed is encrypted with the public
key from the GAN, and transmitted to the GAN. The seed is used simultaneously

in the GAN and the terminal to produce a pseudorandom number. The
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pseudorandom number thus generated can be used by the GAN and the terminal as
the secret key for the ensuing communications session.

The session key can be changed periodically to a different number in the
pseudorandom number sequence. For example, the session key can be changed for
a number of reasons, such as after a predetermined amount of data has been
encrypted, or after traffic has been encrypted for a predetermined amount of time.
The terminal or the GAN can initiate a change of the secret key, or the key can be
changed according to a predetermined scheme or algorithm. For example, a request
to change the secret session key can be implemented by transmitting a “session key
change request” message, or by setting a “session key change request” bit in the
header of a transmitted message.

Additionally, shorter session keys can be generated and less complicated
encryption algorithms can be used with the pseudorandom number generation
method desc;ibed above. Consequently, a substantial amount of processing power
can be saved in the GAN and especially in the terminal. The terminal can be
configured to select the length of the session key to be used, in order to address
trade offs between security and computational requirements. _For example, the
terminal’s processor can select the length of a secret session key by generating a
session key at that length, or by specifying the number of bits to be used from the
output of the pseudorandom number generator. Alternatively, the terminal can
specify the range of the output of the pseudorandom number generator to set a
predetermined length.

Other alternative methods may be used to generate a pseudorandom number
for a secret session key. For example, using a “Lagged Fibonacci” type of
pseudorandom number generator, the n* number in the pseudorandom number
sequence, N, can be calculated as follows:

N,=(N,,-N,) mod M (3)
where k and | are the so-called lags, and M defines the range of the pseudorandom
numbers to be generated. For optimum results, the largest lag should be between
1000 and 10000. If a relatively long key is desired, a plurality of the pseudorandom

numbers produced by equation 3 can be concatenated to produce a longer key. If

Petitioner Apple Inc. - Ex. 1025, p. 3357



WO 98/10561 PCT/SE97/01407

10

15

20

25

30

-13-

the pseudorandom numbers produced by equation 3 are to be floating point numbers
between O and 1, M can be set to 1. The bit patterns of such floating point
pseudorandom numbers can be used as symmetric encryption keys.

Another pseudorandom number generator that can be used to create a secret
session key is based on an algorithm that produces pseudorandom numbers
uniformly distributed between 0 and 1. Specifically, the seeds X,, Y, and Z, of the
pseudorandom numbers N, are initially set to integer values between 1 and 30000.

The pseudorandom numbers N, are then calculated as follows:

X,=171%(X,, mod 177)-2*X,,/177) @)
Y, =172%(Y,, mod 176)-(35*Y,.,/176) (S)
Z.=170%(Z,, mod 178)-(63*Z,,/178) (6)

If any of the values of X,, Y, or Z, are less than zero, respectively, then X, 1s set
equal to X,+30269, Y, is set equal to Y, +30307, or Z, is set equal to Z,+30323.
The pseudorandom numbers N, are then equal to ((X,/30269 + Y, /30307 +
Z,/30323) amod 1), where X,, Y, and Z, are floating point numbers, and “amod”
means that these numbers can be fractions. The floating point numbers generated
with this algorithm form bit patterns that are suitable for use as symmetric
encryption keys. The length of such keys can be extended by concatenating a
plurality of the pseudorandom numbers generated.

Returning to the method illustrated by FIGURE 4, at step 208, preferably
using the above-described RSA Algorithm, the terminal encrypts the secret
symmetric key with the public key. For example, assume that the secret symmetric
key generated at the terminal is represented by the letters SK. Using equation 1 of
the RSA Algorithm, the secret key is encrypted as follows:

MEmod PQ => C
where (PQ, E) represents the public key, M is equal to SK, and C is the encrypted
version of SK. The exponent E is set to 3.

In the preferred embodiment, the terminal places the encrypted secret key
into a message format, which includes a header and message field. The header
provides control information associated with the encrypted secret key that follows

in the message field. A bit in the header can be set to indicate that the message field
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that follows the header is encrypted. In other words, only the secret key field of the
message is encrypted. The header of the message is transmitted in the clear.
Consequently, a substantial amount of network processing time can be saved at the
RNC, since the header indicates whether the subsequent message field is encrypted,
and if so, only that portion of the message is to be decrypted.

At step 210, the terminal (118) transmits the encrypted secret key (C) to the
GAN via the contacted base station (e.g., BS( 1)). Inthe preferred embodiment, this
secret key is used for the ensuing communications. Alternatively, at any time
during the ensuing communications session, the terminal can generate a new secret
key, encrypt it with the public key, and transmit the new encrypted secret key to the
GAN. The security of the session is thereby increased, because by feaucing the
amount of time that a particular secret key is used for a session, the likelihood that
the secret key will be broken by an unauthorized user is also reduced.

At step 212, the RNC (e.g., RNC(1)) receives the encrypted secret key (C)
from the base station, and decrypts the secret key using the private key part of the
RSA Algorithm. For example, using equation 2 (above) of the RSA Algorithm, the
received encrypted secret key (C) is decrypted as follows:

C’mod PQ => M
where (PQ, D) represents the private key, and M is equal to SK (secret key).

At step 214, the ensuing radio traffic between the RNC and the terminal is
encrypted and decrypted with the secret key, which is now known to both the RNC
and the terminal. A known symmetric encryption algorithm can be used to encrypt
and decrypt the ensuing radio traffic with the secret key, such as, for example, a
one, two or three pass Data Encryption Standard (DES) algorithm, or a Fast
Encipherment Algorithm (FEAL).

As yet another encryption alternative, instead of using the RSA Algorithm
to create a public/private key pair, a so-called Diffie-Hellman “exponential key
exchange” algorithm can be used to let the terminal and the GAN agree on a secret
session key. In using this encryption scheme, two numbers (e, g) are stored at the
GAN. At the beginning of a communications session, the RNC transmits the two

numbers directly (or broadcasts the numbers) to the terminal. The numbers « and
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q are required to meet the following criteria: q is a large prime number that defines
the finite (Galios) field GF(q) = 1, 2...,q-1; and is a fixed primitive element of
GF(g). Inother words, the exponents (x) of (o mod q) produce all of the elements
1,2..., g-1 of GF(q). In order to generate an agreed to secret session key, the two
numbers (o, q) are transmitted directly (or broadcast) from the GAN to the terminal.
Altiernatively, the two numbers can be already resident in the terminal’s non-volatile
tmmn.ﬂwmmmuﬂ&gMMﬁmﬂmwmmMmXM<X&qDJm
computes the value of Yy=0*; mod g. The GAN (e.g., the RNC or base station)
generates the random number Xg(1 <Xg<g-1), and computes the value of Yo=0g
mod q. The random numbers can be generated at the terminal using the methods
described above with respect to generating naturally occurring, truly random
numbers.

Y, and Y are transferred unencrypted to the respective GAN and terminal.
Upon receipt of the number Y, the terminal calculates the value of K=Y ¢*; mod
q=0"*; mod g. Upon receipt of the number Y-, the GAN calculates the value of
K=Y, mod q=a*;*; mod q. The number X is kept secret at the terminal, the
number X, is kept secret at the GAN, but the value of K is now known at both the
terminal and the GAN. The number K is therefore used by both as the
communications session encryption key. An unauthorized user would not know
either X, or X and would have to compute the key K, from Y. and Y;, which is
a prohibitive computational process. A significant security advantage of using the
exponential key exchange algorithm is that the GAN is not required to maintain
secret private key data on a permanent basis.

In summary, when a communications session is first initiated between a GAN
and a terminal, the terminal receives an asymmetric public key that has been
continuously broadcast by the GAN, retrieved from the terminal’s internal memory,
or requested from the GAN. The GAN maintains a private key that can be used to
decrypt information encrypted with the public key. The terminal generates and
stores a naturally occurring random number as a secret session (symmetric) key,
encrypts the symmetric session key with the public key, and transmits the encrypted

session key to the GAN. The GAN decrypts the session key with the private key,
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and both the GAN and terminal encrypt the ensuing communications with the secret
session key. A primary technical advantage of transferring a public key from a
GAN to a terminal at the onset of communications is that the GAN is not required
to know the identity of the terminal in order to have encrypted communications with
the terminal. However, a problem can arise if an unauthorized user attempts to
impersonate a GAN and transmits a public key to the terminal. In that event, as
described below, the terminal can be configured to authenticate the received public
key and the identity of the GAN.

For example, when a public key is to be transferred from a GAN 10 a
terminal, the key can be transferred with a public key “certificate”. This certificate
provides proof that the associated public key and the owner of that key are authentic.
A "trusted” third party can issue the public key along with the certificate, which
includes 2 “digital signature” that authenticates the third party’s identity and the
public key. The certificate can also contain the GAN’s identity and the expiration
date of the certificate, if any.

In one aspect of the invention, the GAN transmits the certificate and public
key to the terminal. In that case, the public key of the third party is pre-stored (a
priori) at the subscribing terminals.

FIGURE 5 is a block diagram of a method that can be used to certify the
authenticity of a public key and the owner of the key with a digital signature, in
accordance with the present invention. The method (300) of digitally signing a
public key certificate and verifying its authenticity begins at step 302. At step 302,
a “certificate” containing unencrypted information about the owner of the public key
to be transferred to a terminal is prepared by a trusted third party. The unencrypted
information also includes the public key and the expiration date of the certificate.
At step 304, the resulting “unsigned” certificate is processed with an irreversible
algorithm (e.g., a hashing algorithm) to produce a message digest at step 306, which
is a digested or shortened version of the information included on the certificate. At
step 308, the digest information is encrypted with a private key of a different
public/private key pair. Preferably, an RSA algorithm similar to equations 1 and
2 above is used to derive this key pair. At step 310, a digitally signed public key
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certificate is thereby produced that contains the originally unencrypted information
(including the public key to be used for the communications session) and the digest
information, which is now encrypted with the certificate issuer's private key. The
digitally signed public key certificate is then transferred to the terminal that has
initiated contact with the GAN.

At step 312, upon receiving the digitally signed certificate, the terminal’s
processor analyzes the unencrypted and encrypted portions of the document. At step
314, the unencrypted information is processed using an algorithm identical to the
hashing algorithm used at step 304. At step 316, a second digested version of the
unencrypted information is produced at the terminal. At step 318, the terminal’s
processor retrieves the pre-stored certificate issuer's public key from memory, and
using an RSA algorithm, decrypts the encrypted digest information from the
certificate. Another version of the unencrypted digested information is thereby
produced at step 320. At step 322, the terminal compares the two versions of the
unencrypted digested information, and if the compared information is identical, the
certificate’s signature and the session public key are assumed to be authentic. That
certified public key can now be used by the terminal to encrypt the secret session
key.

Although a preferred embodiment of the method and apparatus of the present
invention has been illustrated in the accompanying Drawings and described in the
foregoing Detailed Description, it will be understood that the invention is not limited
to the embodiments disclosed, but is capable of numerous rearrangements,
modifications and substitutions withouf departing from the spirit of the invention as

set forth and defined by the following claims.
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WHAT IS CLAIMED IS:

1. A method for encrypting communications traffic between a mobile
communications network and a communications terminal, comprising the steps of:

storing a public key and a first identifier associated with said mobile
communications network at said communications terminal;

comparing said first identifier stored at said communications terminal with
a second identifier received from said mobile communications network and
producing a first predetermined result;

generating a secret key at said communications terminal;

encrypting said secret key with said stored public key at said communications
terminal; and

transmitting said encrypted secret key from said communications terminal.

2, The method according to Claim 1, further comprising the steps of:

receiving said encrypted secret key at said mobile communications network;

decrypting said received encrypted secret key with a private key, said private
key associated with said public key: and

encrypting said communications traffic with said secret key.

3. The method according to Claim 1, wherein the step of storing a

public key comprises the step of a priori pre-storing the public key.

4. The method according to Claim 1, further comprising the step of
transmitting said public key from said mobile communications network upon

receiving a public key request from said communications terminal.

5. The method according to Claim 4, wherein the step of transmitting
said public key further comprises the step of transmitting information to authenticate
said public key.

Petitioner Apple Inc. - Ex. 1025, p. 3363



10

15

20

25

30

WO 98/10561 PCT/SE97/01407

-19-
6. The method according to Claim 4, further comprising the step of

transmitting said request from said communications terminal upon said comparing

step producing a second predetermined result.

7. The method according to Claim 1, wherein the steps of receiving and
decrypting said encrypted secret key are performed at a radio base station in said

mobile communications network.

8. The method according to Claim 1, wherein the step of decrypting said
received encrypted secret key is performed at a radio network controller in said

mobile communications network.

9. The method according to Claim 1, wherein said mobile

communications network comprises a generic communications network.

10.  The method according to Claim 1, wherein said communications

terminal comprises a mobile terminal.

11. The method according to Claim 1, wherein said communications

terminal comprises a fixed terminal.

12. The method according to Claim 1, wherein said communications

terminal comprises an unidentified communications terminal.

13. The method according to Claim 1, wherein said mobile

communications network comprises a cellular phone network.

14.  The method according to Claim 1, further comprising the steps of:
connecting a plurality of service networks to said mobile communications
network, a user of said communications terminal being a subscriber to at least one

of said plurality of service networks; and
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providing a communications path between said communications terminal and

said at least one of said plurality of service networks.

15. The method according to Claim 1. wherein said private key and said

public key are associated by an RSA Algorithm.

16.  The method according to Claim 1, wherein said secret key comprises

a symmetric encryption key.

17. The method according to Claim 1, wherein the step of generating a

secret key comprises the step of generating a naturally occurring random number.

18.  The method according to Claim 1, wherein the step of generating a
secret key comprises the steps of:

detecting a received signal in digital form at said communications terminal;
and

extracting at least one low order bit from said detected received signal.

19.  The method according to Claim 1, wherein the step of generating a
secret key comprises the steps of:
detecting a signal at an output of a microphone A/D converter; and

extracting at least one low order bit from said detected output signal.

20.  The method according to Claim 1, wherein the step of generating a
secret key comprises the steps of:
detecting a signal at an output of a speech codec; and

extracting at least one low order bit from said detected output signal.

21.  The method according to Claim 1, wherein the step of generating a

secret key comprises the steps of';
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generating a seed for a pseudorandom number; and

generating a pseudorandom number from said seed.

22.  The method according to Claim 1, wherein a length of said secret key

5 is predetermined at said communications terminal.

23.  The method according to Claim 1, wherein said secret key further

comprises a plurality of concatenated numbers.

10 24.  The method according to Claim 1, wherein the step of storing said
public key and said first identifier further comprises storing an expiration date

associated with said public key.

25.  The method according to Claim 24, wherein said communications
15 terminal transmits a public key request to said mobile communications network if

said public key has expired.

26.  The method according to Claim 1, further comprising the steps of:
changing said public key at said mobile communications network; and

20 storing said changed public key at said communications terminal.

27.  The method according to Claim 26, wherein the step of changing said
public key further comprises the step of broadcasting said changed public key from

said mobile communications network for a predetermined period of time.

25
28. A method for encrypting traffic between a generic
communications network and a first communications terminal, comprising the steps
of:
broadcasting a public key from said generic communications network to a
30 plurality of communications terminals, said plurality. of communications terminals

including said first communications terminal;
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generating a secret key at said first communications terminal:

encrypting said secret key with said public key at said first communications
terminal;

transmitting said encrypted secret key from said first communications
terminal;

receiving said encrypted secret key at said generic communications network;

decrypting said received encrypted secret key with a private key, said private
key associated with said public key; and

encrypting said traffic with said secret key.

29.  The method according to Claim 28, wherein the broadcasting step
further comprises the steps of:

transferring said public key from a radio network controller to at least one
base station in said generic communications network; and

transmitting said public key from said at least one base station.

30.  The method according to Claim 28, wherein said broadcasting step
comprises the step of transmitting said public key from a plurality of base stations

in said generic communications network.

31.  The method according to Claim 28, wherein said first

communications terminal comprises an unidentified communications terminal.

32.  The method according to Claim 28, wherein the step of broadcasting
said public key further comprises the step of broadcasting information to authenticate

said public key.

33.  The method according to Claim 28, wherein the step of broadcasting
said public key further comprises the step of transmitting, on request, information

to authenticate said public key.
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34. A method for encrypting communications traffic between a mobile
communications network and a communications terminal, comprising the steps of:

storing two numbers associated with a Diffie-Hellman exponential key
exchange algorithm and a first identifier associated with said mobile communications
network at said communications terminal;

comparing said first identifier stored at said communications terminal with
a second identifier received from said mobile communications network and
producing a first predetermined result;

generating a first random number at said communications terminal;

generating a second random number at said mobile communications network;
and

using said first and second random numbers as inputs to said Diffie-Hellman
exponential key exchange algorithm, generating a third number to be used as a
secret key by said communications terminal and said mobile communications

network.

35. The method according to Claim 34, wherein the step of storing two

numbers comprises the step of a priori pre-storing said two numbers.

36. The method according to Claim 34, further comprising the step of
transmitting said two numbers from said mobile communications network upon

receiving a request for said two numbers from said communications terminal.

37.  The method according to Claim 36, further comprising the step of
transmitting said request from said communications terminal upon said comparing

step producing a second predetermined result.

38.  The method according to Claim 34, wherein the step of storing said
two numbers and said first identifier further comprises storing an expiration date

associated with said two numbers.
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39.  The method according to Claim 38, wherein said communications
terminal transmits a request for two new numbers associated with said Diffie-

Hellman exponential key exchange algorithm if said two numbers has expired.

40. The method according to Claim 34, further comprising the steps of:
changing said two numbers associated with a Diffie-Hellman exponential key
exchange algorithm at said mobile communications network; and

storing said changed two numbers at said communications terminal.

41. The method according to Claim 40, wherein the step of changing said
two numbers further comprises the step of broadcasting said changed two numbers

from said mobile communications network for a predetermined period of time.

42. A method for encrypting traffic between a generic communications
network and a first communications terminal, comprising the steps of’:

broadcasting two numbers associated with an exponential key exchange
algorithm from said generic communications network to a plurality of
communications terminals, said plurality of communications terminals including said
first communications terminal;

generating a first random number at said first communications terminal;

generating a second random number at said generic communications network;

using said first and second random numbers as inputs to said exponential key
exchange algorithm, generating a third number to be used as a secret key by said
first communications terminal and said generic communications network;

and encrypting said traffic with said secret key.

43. A system for use in encrypting traffic between a generic
communications network and a communications terminal, comprising:

an access network included in said generic communications network; and

access network means coupled to said communications terminal and

associated with said access network, for storing a public encryption key associated

Petitioner Apple Inc. - Ex. 1025, p. 3369



10

15

WO 98/10561 PCT/SE97/01407

-25-

with said generic communications network, generating a secret key, encrypting said
secret key with said stored public encryption key, and transmitting said encrypted

secret key to said generic communications network.

44. A system for use in encrypting traffic between a generic
communications network and a communications terminal, comprising:

first network means for storing a private encryption key, distributing a public
encryption key, and decrypting an encrypted secret session key,

second network means connected to said first network means, for
broadcasting said distributed public encryption key, said first and second network
means associated with an access network of said generic communicatiéﬁs network;
and

access network means coupled to said communications terminal and
associated with said access network of said generic communications network, for
receiving said broadcast public encryption key, generating a secret key, encrypting
said secret key with said received public encryption key, and transmitting said

encrypted secret key to said generic communications network.
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SELF-DECRYPTING DIGITAL INFORMATION SYSTEM AND METHOD

Field of the Invention
The present invention is related to mechanisms for protecting digital information from
being copied. In particular, the present invention is related to mechanisms which permit
authorized execution of computer program code or access to other digital information which is

encrypted or otherwise encoded.

Background of the Invention

A serious problem which faces the electronic publishing and software industries is the
ease with which digital information can be copied without authorization from the publisher.
Digital information also may be used or modified without authorization. For example, computer
software may be reverse engineered or attacked by computer viruses.

There are many mechanisms available which may be used to limit or prevent access to
digital information. Such mechanisms often either restrict the ability of the user to make back-up
copies or involve the use of special purpose hardware to limit access to the digital information.
For example, some mechanisms restrict the use of digital information to a particular machine.
See, for example, U.S. Patent 4,817,140. Other mechanisms require the digital information to be

stored on a particular recording medium in order to be used. See, for example, U.S. Patent
I/ .

5,412,718. Yet other mechanisms allow only a certain number of uses of the digital information,
See for example, U.S. Patent 4,888,798. Many of these access control mechanisms cause
distribution to be more costly. '

Several other patents describe a variety of systems for encryption, compression,
licensing and royalty control and software distribution such as: U.S. Pat. No. 4,405,829, U.S.
Pat. No. 4,864,616, U.S. Pat. No. 4,888,800, U.S. Pat. No. 4,999,806, U.S. Pat. No. 5,021,997,
U.S. Patent No. 5,027,396, U.S. Pat. No. 5,033,084, U.S. Pat. No. 5,081,675, U.S. Pat. No.
5,155,847, U.S. Pat. No. 5,166,886, U.S. Pat. No. 5,191,611, U.S. Pat. No. 5,220,606, U.S. Pat.
No. 5,222,133, U.S. Pat. No. 5,272,755, U.S. Pat. No. 5,287,407, U.S. Pat. No. 5,313,521, U.S.
Pat. No. 5,325,433, U.S. Pat. No. 5,327,563, U.S. Pat. No. 5,337,357, U.S. Pat. No. 5,351,293,
U.S. Pat. No. 5,341,429, U.S. Pat. No. 5,351,297, U.S. Pat. No. 5,361,359, U.S. Pat. No.
5,379,433, U.S. Pat. No. 5,392,351, U.S. Pat. No. 5,394,469, U.S. Pat. No. 5,414,850, U.S. Pat.
No. 5,473,687, U.S. Pat. No. 5,490,216, U.S. Pat. No. 5,497,423, U.S. Pat. No. 5,509,074, U.S.

Petitioner Apple Inc. - Ex. 1025, p. 3379



15

20

25

30

WO 98/11690 PCT/US97/16223
-2-
Pat. No. 5,,511,123, U.S. Pat. No. 5,524,072, U.S. Pat. No. 5,532,920, U.S. Pat. No. 5,555,304,
U.S. Pat. No. 5,557,346, U.S. Pat. No. 5,557,765, U.S. Pat. No. 5,592,549, U.S. Pat. No.
5,615,264, U.S. Pat. No. 5,625,692, and U.S. Pat. No. 5,638,445.

Computer programs or other digital information also may be encrypted in order to
prevent an individual from making a useful copy of the information or from reverse engineering
a program. Even with such encryption, however, a computer program must be decrypted in order
for a computer to load and execute the program. Similarly, other digital information must be
decrypted before it can be accessed and used. Generally, digital information is decrypted to disk,
and not to main memory of the computer which is more protected by the operating system,
because decryption to main memory results in a significant loss of memory resources. If the
purpose for using encryption is to prevent users from copying the digital information, then
decryption of the information to accessible memory for use defeats this purpose.

One way to protect digital information using encryption has been made available by
International Business Machines (IBM) and is called a “CRYPTOLOPE” information container.
This technology is believed to be related to U.S. Patent Nos. 5,563,946 and 5,598,470 (to Cooper
et al.), and published European patent applications 0679977, 0679978, 0679979 and 0681233.
The CRYPTOLOPE system requires a user to have a “helper application” and a key. The
CRYPTOLOPE information container is generated by IBM. The content provider submits data
to IBM, which in turn encrypts and packages the data in a CRYPTOLOPE information container.
The helper application is a form of memory resident program, called a terminate and stay
resident (TSR) program, which is a form of input/output (I/O) device driver installed in the
operating system and which monitors requests from the operating system for files on specified
drives and directories. Because the TSR program must know the directory, and/or file name to
be accessed, that information also is available to other programs. Other programs could use that
information to manipulate the operation of the TSR program in order to have access to decrypted
contents of the information container. The encrypted information container includes an
executable stub which is executed whenever the application is run without the installed TSR
program or from a drive not monitored by the TSR program to prevent unpredictable activity
from executing encrypted code. This stub may be used to install decryption and cause the
application be executed a second time, or to communicate with the TSR program to instruct the
TSR program to monitor the drive. It may be preferable from the point of view of the content

provider however to maintain an encryption process and keys independently of any third party.
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Multimedia content, such as a movie or hypertext presentation also may be stored on a
digital versatile disk (DVD), sometimes called a digital video disk, compact disk read-only
memory (CD-ROM), rewriteable compact disks (CD-RW) or other medium in an encrypted
digital format for use with special-purpose devices. For example, concern about illegal copying
of content from digital video disks or other digital media has resulted in a limited amount of
content being available for such devices. This problem has caused representatives of both
multimedia providers and digital video disk manufacturers to negotiate an agreement on an
encryption format for information stored on DVDs. This copy protecﬁon scheme is licensed
through an organization called the CSS Interim Licensing organization. However, in this
arrangement, the content provider is limited to using the agreed upon encryption format and a
device manufacturer is.limited to. using a predetermined decryption system.

Encryption has also been used to protect and hide computer viruses. Such viruses are
typically polymorphic, i.e., they change every time they infect a new program, and are encrypted.
The virus includes a decryption program that executes to decrypt the virus every time the
infected program is run. Such viruses are described, for example, in “Computer Virus-Antivirus
Coevolution” by Carey Nachenberg, Communications of the ACM, Vol. 40, No. 1, (Jan. 1997),
p. 46 et seq. Such viruses include decryption keys within them since, clearly, their execution is
not carried out by the user and a user would not be asked for authorization keys to permit
execution of the viruses. Additionally, such viruses are typically only executed once at the start
of execution of an infected program and permanently return control to the infected program after

execution.

Summary of the Invention

Some of these problems with digital information protection systems may be overcome
by providing a mechanism which allows a content provider to encrypt digital information
without requiring either a hardware or platform manufacturer or a content consumer to provide
support for the specific form of corresponding decryption. This mechanism can be provided in a
manner which allows the digital information to be copied easily for back-up purposes and to be
transferred easily for distribution, but which should not permit copying of the digital information
in decrypted form. In particular, the encrypted digital information is stored as an executable

computer program which includes a decryption program that decrypts the encrypted information
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to provide the desired digital information, upon successful completion of an authorization
procedure by the user.

In one embodiment, the decryption program is executed as a process within a given
operating system and decrypts the digital information within the memory area assigned to that
process. This memory area is protected by the operating system from copying or access by other
processes. Even if access to the memory area could be obtained, for example through the
operating system, when the digital information is a very large application program or a large data
file, a copy of the entire decrypted digital information is not likely to exist in the memory area in
complete form.

By encrypting information in this manner, a platform provider merely provides a
computer system with an operating system that has adequate security to define a protected
memory area for a process and adequate functionality to execute a decryption program. The
content provider in turn may use any desired encryption program. In addition, by having a
process decrypt information within a protected memory area provided by the operating system,
the decrypted information does not pass through any device driver, memory resident program or
other known logical entity in the computer system whose behavior may be controlled to provide
unauthorized access to the data. The ability to reverse engineer or attack a computer program
with a computer virus also may be reduced.

In another embodiment, the decryption program is part of a dynamically loaded device
driver that responds to requests for data from the file containing the encrypted data. When the
digital information product is first executed, this device driver is extracted from the file and is
loaded into the operating system. The executed digital information product then informs the
loaded device driver of the location of the hidden information in the file, any keys or other
passwords, and the name of a phantom directory and file to be called that only the digital
information product and the device driver know about. The name of this directory may be
generated randomly. Each segment of hidden information in the digital information product may
be assigned its own unique file name in the phantom directory. The digital information product
then makes a call to the operating system to execute one of the files in the phantom directory.
The loaded driver traps these calls to the operating system, accesses the original file, decrypts the
desired information and outputs the desired information to the operating system.

In combination with other mechanisms that track distribution, enforce royalty payments

and control access to decryption keys, the present invention provides an improved method for
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identifying and detecting sources of unauthorized copies. Suitable authorization procedures also
enable the digital information to be distributed for a limited number of uses and/or users, thus
enabling per-use fees to be charged for the digital information.

Accordingly, one aspect of the invention is a digital information product including a
computer-readable medium with digital information stored thereon. The digital information
includes computer program logic having a first portion of executable computer program logic
and a second portion of digital information. The first portion of executable program logic, when
executed, defines a mechanism for responding to requests for digital information from an
operating system of a computer. This mechanism, when used to access the second portion of the
encrypted digital information, decrypts the encrypted digital information, and provides the
encrypted digital information to the operating system.

In the foregoing aspect of the invention, the digital information may be executable
computer program logic. Hence, one aspect of the invention is a computer program product,
including a computer readable medium with computer program logic stored thereon. The
computer program logic includes a first portion of executable computer program logic and a
second portion of encrypted computer program logic. The first portion of executable computer
program logic, when executed, defines a mechanism for responding to requests for computer
program logic from an operating system of a computer. This mechanism accesses the second
portion of encrypted computer program logic, decrypts the encrypted computer program logic,
and provides the decrypted computer program logic to the operating system.

Another aspect of the present invention is a computer program product, a computer
system and a process which produce a computer program or digital information product in
accordance with other aspects of the invention, using executable program code for the first and
second portions of the desired computer program product.

Another aspect of the present invention is a computer program product including a self-
decrypting encrypted executable computer program. The product includes a computer readable
medium having computer program logic stored thereon. The computer program logic defines
first, second and third modules, wherein the third module defines the encrypted executable
computer program. The first module, when executed by a computer, defines a mechanism for
loading the second module into memory of the computer. The second module, when executed by
a computer, defines a mechanism for communicating with an operating system of the computer

to receive requests for program code from the encrypted executable computer program from the
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third module, and for processing the requests 10 access and decrypt the encrypted executable
computer program and for prdviding the decrypted executable code from the third module to the
operating system.

Another aspect of the invention is a process for executing encrypted executable
computer programs on a computer system having a processor, memory and operating system.
The process involves receiving computer program logic having a first module defining a start up
routine, a second module, and a third module containing the encrypted executable computer
program. The first module of the received computer program logic is executed using the
processor. When the first module is executed, the second module is caused to be loaded into the
memory of the computer system. Requests are generated from the operating system for data
from the encrypted executable computer program and are received by the second module. The
second module accesses and decrypts the encrypted executable computer program in response to
these requests and returns the decrypted executable computer program to the operating system.

These and other aspects, advantages and features of the present invention and its

embodiments will be more apparent given the following detailed description.

Brief Description of the Drawing

In the drawing,

Fig. 1 is a block diagram of a typical computer system with which the present invention
may be implemented;

Fig. 2 is a block diagram of a memory system in the computer system of Fig. I,

Fig. 3 is a diagram of a computer program or digital information product which may be
recorded on a computer readable and writable mediqm, such as a magnetic disc;

Fig. 4 is a flowchart describing how the computer program or digital information
product of Fig. 3 is used;

Fig. 5 is a flowchart describing operation of an example unwrap procedure as shown in
Fig. 3 in one embodiment of the invention;

Fig. 6 is a flowchart describing operation of an example device driver as shown in Fig.
3 in one embodiment of the invention,;

Fig. 7 is a block diagram of a computer system in the process of executing a computer

program product in accordance with one embodiment of the invention;
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Fig. 8 is a flowchart describing operation of an example unwrap procedure in another
embodiment of the invention; and
Fig. 9 is a flowchart describing how a computer program product such as shown in Fig.

3 is constructed.

Detailed Description

The present invention will be more completely understood through the following
detailed description which should be read in conjunction with the attached drawing in which
similar reference numbers indicate similar structures.

Embodiments of the present invention may be implemented using a general purpose
digital computer or may be implemented for use with a digital computer or digital processing
circuit. A typical computer system 20 is shown in Fig. 1, and includes a processor 22 connected
to a memory system 24 via an interconnection mechanism 26. An input device 28 also is
connected to the processor and memory system via the interconnection mechanism, as is an
output device 30. The interconnection mechanism 26 is typically a combination of one or more
buses and one or more switches. The output device 30 may be a display and the input device
may be a keyboard and/or a mouse or other cursor control device.

It should be understood that one or more output devices 30 may be connected to the
computer system. Example output devices include a cathode ray tube (CRT) display, liquid
crystal display (LCD), television signal encoder for connection to a television or video tape
recorder, printers, communication devices, such as a modem, and audio output. It also should be
understood that one or more input devices 28 may be connected to the computer system.
Example input devices include a keyboard, keypad, trackball, mouse, pen and tablet,
communication device, audio or video input and scanner. It should be understood that the
invention is not limited to the particular input or output devices used in combination with the
computer system or to those described herein.

The computer system 20 may be a general purpose computer system, which is
programmable using a high level computer programming language, such as "C++," "Pascal,"
“VisualBasic.” The computer system also may be implemented using specially programmed,
special purpose hardware. In a general purpose computer system, the processor is typically a
commercially available processor, such as the Pentium processor from Inte] Corporation. Many

other processors are also available. Such a processor executes a program called an operating
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system, such as Windows 95 or Windows NT 4.0, both available from Microsoft Corporation,
which controls the execution of other computer programs and provides scheduling, debugging,
input output control, accounting compilation, storage assignment, data management and memory
management, and communication control and related services. Other examples of operating
systems include: MacOS System 7 from Apple Computer, OS/2 from IBM, VMS from Digital
Equipment Corporation, MS-DOS from Microsoft Corporatioh, UNIX from AT&T, and IRIX
from Silicon Graphics, Inc.

The computer system 20 also may be a special purpose computer system such as a
digital versatile disk or digital video disk (DVD) player. Ina DVD player, there is typically a
decoder controlled by some general processor which decodes an incoming stream of data from a
DVD. In some instances, the DVD player includes a highly integrated DVD decoder engine.
Such devices generally have a simple operating system which may be modified to include the
capabilities described and used herein in connection with the typical operating systems in a
general purposé computer. In particular, some operating systems are designed to be small
enough for installation in an embedded system such as a DVD player, including the WindowsCE
operating system from Microsoft Corporation and the JavaOS operating systerh from SunSoft
Corporation. The operating system allows a content provider to provide its own programs that
define some of the content, which is particularly useful for interactive multimedia. This
capability also can be used to provide encryption and decryption, in accordance with the
invention.

The processor and operating system define a computer platform for which application
programs in a programming language such as an assembly language or a high level programming
language are written. It should be understood that the invention is not limited to a particular
computer platform, operating system, processor, or };rogramming language. Additionally, the
computer system 20 may be a multi-processor computer system or may include multiple
computers connected over a computer network.

An example memory system 24 will now be described in more detail in connection with
Fig. 2. A memory system typically includes a computer readable and writable non-volatile
recording medium 40, of which a magnetic disk, a flash memory, rewriteable compact disk (CD-
RW) and tape are examples. The recording medium 40 also may be a read only medium such as
a compact disc-read only memory (CD-ROM) or DVD. A magnetic disk may be removable,

such as a “floppy disk” or “optical disk,” and/or permanent, such as a “hard drive.” The disk,
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which is shown in Fig. 2, has a number of tracks, as indicated at 42, in which signals are stored,
in binary form, i.e., a form interpreted as a sequence of 1's and 0's, as shown at 44. Such signals
may define an application program to be executed by the microprocessor, or information stored
on the disk to be processed by the application program. Typically, in the operation of a general
purpose computer, the processor 22 causes data to be read from the non-volatile recording
medium 40 into an integrated circuit memory element 46, which is typically a volatile random
access memory, such as a dynamic random access memory (DRAM) or static random access
memory (SRAM). The integrated circuit memory element 46 allows for faster access to the
information by the processor than disk 40, and is typically called the system or host memory.
The processor generally causes the data to be manipulated within the integrated circuit memory
46 and may copy the data to the disk 40, if modified, when processing is completed. A variety of
mechanisms are known for managing data movement between the disk 40 and the integrated
circuit memory 46, and the invention is not limited thereto. It should also be understood that the
invention is not limited to a particular memory system.

The file system of a computer generally is the mechanism by which an operating system
manages manipulation of data between primary and secondary storage, using files. A fileisa
named logical construct which is defined and implemented by the operating system to map the
name and a sequence of logical records of data to physical storage media. An operating system
may specifically support various record types or may leave them undefined to be interpreted or
controlled by application programs. A file is referred to by its name by application programs and
is accessed through the operating system using commands defined by the operating system. An
operating system provides basic file operations provided by for creating a file, opening a file, -
writing a file, reading a file and closing a file.

In order to create a file, the operating systefn first identifies space in the storage media
which is controlled by the file system. An entry for the new file is then made in a directory
which includes entries indicating the names of the available files and their locations in the file
system. Creation of a file may include allocating certain available space to the file. Opening a
file returns a handle to the application program which it uses to access the file. Closing a file
invalidates the handle.

In order to write data to a file, an application program issues a command to the
operating system which specifies both an indicator of the file, such as a file name, handle or

other descriptor, and the information to be written to the file. Given the indicator of the file, the
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operating system searches the directory to find the location of the file. The directory entry stores
a pointer, called the write pointer, to the current end of the file. Using this pointer, the physical
location of the next available block of storage is computed and the information is written to that
block. The write pointer is updated in the directory to indicate the new end of the file.

In order to read data from a file, an application program issues a command to the
operating system specifying the indicator of the file and the memory locations assigned to the
application where the next block of data should be placed. The operating system searches its
directory for the associated entry given the indicator of the file. The directory may provide a
pointer to a next block of data to be read, or the application may program or specify some offset
from the beginning of the file to be used.

A primary advantage of using a file system is that, for an application program, the file is
a logical construct which can be created, opened, written to, read from and closed without any
concern for the physical storage used by the operating system.

The operating system also allows for the definition of another logical construct called a
process. A process is a program in execution. Each process, depending on the operating system,
generally has a process identifier and is represented in an operating system by a data structure
which includes information associated with the process, such as the state of the process, a
program counter indicating the address of the next instruction to be executed for the process,
other registers used by process and memory management information including base and bounds
registers. Other information also may be provided. The base and bounds registers specified for a
process contain values representing the largest and smallest addresses that can be generated and
accessed by an individual program. Where an operating system is the sole entity able to modify
these memory management registers, adequate protection from access to the memory locations of
one process from another process is provided. As a result, this memory management information
is used by the operating system to provide a protected memory area for the process. A process
generally uses the file system of the operating system to access files.

The present invention involves storing encrypted digital information, such an audio,
video, text or an executable computer program, on a computer readable medium such that it can
be copied easily for back-up purposes and transferred easily for distribution, but also such that it
cannot be copied readily in decrypted form during use. In particular, the digital information is
stored as a computer program that decrypts itself while it is used to provide the digital

information, e.g., to provide executable operation code to the operating system of a computer, as
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the digital information is needed. Any kind of encryption or decryption may be used and also
may include authorization mechanisms and data compression and decompression. In one
embodiment of the present invention, decrypted digital information exists only in memory
accessible to the operating system and processes authorized by the operating system. When the
digital information is a large application program, a copy of the entire decrypted application
program is not likely to exist in the main membry at any given time, further reducing the
likelihood that a useful copy of decrypted code could be made. The decryption operation also is
performed only if some predetermined authorization procedure is completed successfully.

One embodiment of the invention, in which the decryption program is a form of
dynamically loaded device driver, will first be described. Fig. 3 illustrates the structure of digital
information as stored in accordance with one embodiment of the present invention, which may
be stored on a computer readable medium such as a magnetic disc or compact disc read only
memory (CD-ROM) to form a computer program product. The digital information includes a
first portion 50, herein called an unwrap procedure or application, which is generally
unencrypted executable program code. The purpose of the unwrap procedure is to identify the
locations of the other portions of the digital information, and may perform other operations such
as verification. In particular, the unwrap procedure identifies and extracts a program which will
communicate with the operating system, herein called a virtual device driver 52. The unwrap
procedure may include decryption and decompression procedures to enable it to
decrypt/decompress the driver, and/or other content of this file. The program 52 need not be a
device driver. The virtual device driver 52 typically follows the unwrap procedure 50 in the file
container, the digital information. The virtual device driver, when executed, decrypts and
decodes the desired digital information such as an executable computer program code from
hidden information 54, which may be either encrypted and/or encoded (compressed). It is the
decrypted hidden information which is the desired digital information to be accessed. This
hidden information may be any kind of digital data, such as audio, video, text, and computer
program code including linked libraries or other device drivers.

In this embodiment of the computer program product, labels delineate the boundaries
between the device driver and the hidden files. These labels may or may not be encrypted. A
first label 56 indicates the beginning of the code for the virtual device driver 52. A second label
58 indicates the end of the virtual device driver code. Another label 60 indicates the beginning

of the hidden information and a label 62 indicates the end of that application. There may be one
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or more blocks of such hidden information, each of which can be given a different name. It may
be advantageous to use the name of the block of information in its begin and end tags. This
computer program product thus contains and is both executable computer program code and one
or more blocks of digital information. A table of locations specifying the location of each
portion of the product could be used instead of labels. Such a table could be stored in a
predetermined location and also may be encrypted.

The overall process performed using this computer program product in one embodiment
of the invention will now be described in connection with Fig. 4. This embodiment may be
implemented for use with the Windows95 operating system and is described in more detail in
connection with Figs. 5-7. An embodiment which may be implemented for use on the
WindowsNT 4.0 operating system is described in more detail below in connection with Fig. 8.

In both of these described embodiments, the digital information is an executable computer
program which is read by the operating system as data from this file and is executed. The same
principle of operation would apply if the data were merely audio, video, text or other information
to bé conveyed by a user. In the embodiment of Fig. 4, the computer program is first loaded
into memory in step 70, and the unwrap procedure 50 is executed by the operating system, as any
typical executable computer program is executed. The unwrap procedure may perform
authorization, for example by checking for a required password or authentication code, and may
receive any data needed for decryption or decompression, for example keys or passwords, in step
72. Suitable authorization procedures may provide the ability to distribute software for single
use. The unwrap procedure locates the virtual device driver 52 within the computer program in
step 74, and then locates the hidden application in step 76. The virtual device driver 52 is then
extracted by the unwrap procedure from the computer program, copied to another memory
location and loaded for use by the operating system in step 78. An advantage of an operating
system like Windows95 is that it allows such device drivers to be loaded dynamically without
restarting the computer.

The executed unwrap procedure 50, in step 80, informs the loaded virtual device driver
52 of the location of the hidden information in the file, any keys or other passwords, and a name
of a phantom directory and file to be called that only the unwrap procedure and the virtual device
driver know about. The name of this phantom directory may be generated randomly. Each
segment information hidden in the digital information product may be assigned its own unique

file name in the phantom directory.
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After the loaded virtual device driver 52 receives all communications from the unwrap
procedure, it opens the original application file for read only access in step 82. The unwrap
procedure then makes a call to the operating system in step 84 to execute the file in the phantom
directory for which the name was transmitted to the loaded virtual device driver. One function of
the loaded virtual device driver 52 is to trap all calls from the operating system to access files in
step 86. Any calls made by the operating system to access files in the phantom directory are
processed by the virtual device driver, whereas calls to access files in other directories are
allowed to proceed to their original destination. In response to each call from the operating
system, the virtual device driver obtains the bytes of data requested by the operating system from
the original computer program file in step 88. These bytes of data are then decrypted or
decompressed in step 90 and returned to the operating system. When processing is complete, the
phantom application is unloaded from the operating system in step 92, and may be deleted from
the memory.

A more detailed description of the process of Fig. 4 will now be described in connection
with Figs. 5-7. Fig. 5 is a flowchart describing the operation of one embodiment of the unwrap
procedure in more detail. The first step performed by this procedure is identifying the operating
system being used, in step 100. This step is useful because different methods may be used with
different operating systems. All code that may be used to run in various operating systems may
be placed in this unwrap procedure. This procedure also may contain the
decompression/decryption code, for example or any other computer program code to be
executed.

The executed application then opens the original executable file as a data file and
seafches for the begin and end tags of the device driver and hidden files in step 102. The device
driver code is copied into memory and loaded into the operating system in step 104. The unwrap
procedure then informs the device driver of the name of the original application file, offsets of
the hidden files and the name of a phantom directory, which is typically randomly generated
(step 166). This communication may be performed using a “DevicelOControl” function call in
the Windows95 operating system. The unwrap procedure then makes a call to the operating
system to execute the hidden file in the phantom directory, in step 108.

The operation of one embodiment of a device driver will now be described in
connection with Fig. 6. After the device driver is loaded into the operating system, it hooks into

a position between the operating system and a file system driver (FSD), in step 110, to intercept
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calls made by the operating system to the FSD for data from files in the phantom directory. The
FSD is the code within the operating system that performs physical reading and writing of data to
disk drives. The operating system makes requests to the FSD for data from files in directories on
the disk drives. The driver then receives information from the unwrap procedure including the
name of the original file, the location of hidden files within the original file, and the name of the
phantom directory created by the unwrap procedure (step 112). The device driver opens the
original file as a read only data file. The device driver now traps calls, in step 114, made from
the operating system for files in the phantom directory. Calls to other directories are ignored and
passed on to the original destination. The device driver then reads the data from the original data
file, decrypts and decompresses it, and returns the decrypted/decompressed data to the operating
system in step 116.

For example, if the offset for the hidden application in the original data file is 266,270
bytes and the operating system asks for 64 bytes starting at offset 0 of the hidden application in
the phantom directory, the device driver reads 64 bytes from the original file starting at offset
266,270, decrypts/decompresses those 64 bytes, and returns the first 64 decrypted/decompressed
bytes back to the operating system. From the point of view of the operating system, the 64 bytes
appear to have come from the file in the phantom directory. Steps 114 and 116 are performed on
demand in response to the operating system.

A block diagram of the computer system in this embodiment, with a device driver
loaded and in operation, will now be described in more detail in connection with Fig. 7. Fig. 7
illustrates the operating system 120, the loaded device driver 122, a file system driver 124, the
original executable file 126 as it may appear on disk and the unwrap procedure 128. The
executable file may in fact be on a remote computer and accessed through a network by the
device driver. The unwrap procedure causes the operating system to begin execution of the
hidden file by issuing an instruction to execute the file in the phantom directory, as indicated at
130. This command is issued after the device driver 122 is informed of the file name of the
original executable file 126, offsets of the hidden files within that file and the name of the
phantom directory, as indicated at 132. The operating system then starts making calls to the
phantom directory as indicated at 134. The device driver 122 traps these calls and turns them
into requests 136 to the file system driver to access the original executable file 126. Such
requests actually are made to the operating system 120, through the device driver 122 to the file

system driver 124. The file system driver 124 returns encrypted code 138 to the device driver
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122. The encrypted code 138 actually passes back through the device driver 122 to the operating
system 120 which in turn provides the encrypted code 138 to the device driver 122 as the reply to
the request 136 for the original file. The device driver 122 then decrypts the code to provide
decrypted code 140 to the operating system 120.

Another embodiment of the invention will now be described in connection with Fig. 8.
This embodiment may be implemented using the WindowsNT 4.0 operating system, for
example. In this embodiment, the device driver portion 52 of the computer program product is
not used. The unwrap procedure for this embodiment begins by identifying the operating system
being used similar, which is step 100 in Fig. 5. If the operating system is Windows NT 4.0, for
example, a different unwrap procedure for this embodiment is performed. Before describing this
unwrap procedure, a brief description of some of the available operating system commands will
be provided.

Currently, under all versions of the Window operating system or operating environment
from Microsoft Corporation (such as Windows 3.1, Windows 95 and Windows NT 3.51 and 4.0)
all executable files (.exe) or dynamic link library (.dll and .ocx) files, which are executable files
with different header and loading requirements than .exe files, that are loaded into memory by
the operating system must reside as a file either locally, e.g., on a disk drive or remotely, e.g.,
over a network or communications port. All further references herein to loading an executable
will be using the Win32 function calls used in Windows 95 and NT 3.51 and 4.0 operating
systems. The CreateProcess() function which loads files with an .exe extension takes ten

parameters:

BOOL CreateProcess(// Prototype from Microsoft Visual C++ Help Documentation

LPCTSTR IlpApplicationName, }/ pointer to name of executable module
LPTSTR lpCommandLine, /1 pointer to command line string
LPSECURITY_ATTRIBUTES IpProcessAtiributes, /1 pointer to process security attributes
LPSECURITY _ATTRIBUTES I[pThreadAttributes, // pointer to thread security attributes
BOOL binheritHandles, // handle inheritance flag

DWORD dwCreationFlags, /] creation flags

LPVOID IpEnvironment, /1 pointer to new environment block
LPCTSTR IpCurrentDirectory, // pointer to current directory name
LPSTARTUPINFO IpStartupinfo, /1 pointer to STARTUPINFO

LPPROCESS_INFORMATION IpProcessinformation /! pointer to PROCESS_INFORMATION
) |
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Three of these parameters are pointers to strings that contain an application file name, command
line parameters, and the current directory. The other parameters are security, environmental, and
process information. The LoadLibrary() function takes one parameter that is a pointer to a string

that contains the application file name:

HINSTANCE LoadLibrary(// Prototype from Microsoft Visual C+ + Help Documentation
LPCTSTR IpLibFileName // address of filename of executable module

);

The LoadLibraryEx() function takes three parameters the first being the same as LoadLibrary(),
the second parameter must be null, and the third tells the operating system whether to load the
file as an executable or as a data file in order to retrieve resources such as icons or string table

data from it and not load it as an executable:

HINSTANCE LoadLibraryEx(// Prototype from Microsoft Visual C++ Help Documentation
LPCTSTR IpLibFileName, // points to name of executable module
HANDLE hFile, // reserved, must be NULL
DWORD dwFlags // entry-point execution flag

)

The CreateFile() function is used to create and open files and to load files such as device drivers.

This function also requires a pointer to a string that contains the name of a physical file:

HANDLE CreateFile(// Prototype from Microsoft Visual C++ Help Documentation

LPCTSTR IpFileName, . /1 pointer to name of the file
DWORD dwDesiredAccess, 1/ access (read-wrile) mode

DWORD dwShareMode, // share mode
LPSECURITY_ATTRIBUTES IpSecurityAttributes, /1 pointer to security descriptor
DWORD dwCreationDistribution, // how to create

DWORD dwrFlagsAndAttributes, // file attributes

HANDLE hTemplateFile // handle to file with attributes to copy

)%
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There are other functions such as MapViewOfFile() and MapViewOfFileEx() that map areas of

memory to an already opened physical file through a handle to that file. They have the following

parameters:

LPVOID MapViewOfFile(// Prototype from Microsoft Visual C++ Help Documentation

HANDLE hFileMappingObject,
DWORD dwDesiredAccess,
DWORD dwFileOffsetHigh,
DWORD dwFileOffsetLow,
DWORD dwNumberOfBytesToMap

);

// access mode

// file-mapping object to map into address space

// high-order 32 bits of file offset
/1 low-order 32 bits of file offset

/! number of bytes to map

LPVOID MapViewOfFileEx(// Prototype from Microsoft Visual C+ + Help Documentation

HANDLE hFileMappingObject,
DWORD dwDesiredAccess,
DWORD dwFileOffsetHigh,
DWORD dwFileOffsetLow,
DWORD dwNumberOfBytesToMap,
LPVOID IpBaseAddress

);

/1 access mode

/1 file-mapping object to map into address space

/1 high-order 32 bits of file offset
// low-order 32 bits of file offset
// number of bytes to map

/1 suggested starting address for mapped view

All of the foregoing functions directly use a pointer to a string that is a physical file. The only

file functions that do not directly use a physical filename are functions like CreateNamedPipe(),

which has the following parameters:

HANDLE CreateNamedPipe(// Prototype from Microsoft Visual C+ + Help Documentation

LPCTSTR IpName,

DWORD dwOpenMode,

DWORD dwPipeMode,

DWORD nMaxinstances,

DWORD nOutBufferSize,

DWORD ninBufferSize,

DWORD nDefaultTimeOut,
LPSECURITY_ATTRIBUTES IpSecurityAttributes
)

// pointer to pipe name

// pipe open mode

/1 pipe-specific modes

// maximum number of instances
/1 output buffer size, in bytes

/1 input buffer size, in bytes

// time-out time, in milliseconds

// pointer to security attributes structure
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The string to which CreateNamedPipe() points using the first parameter is a string that both an
existing executable and the operating system know about and does not exist physically.
Unfortunately both of the executables that "know" this private name could only be loaded using
one of the other procedures that required a physical file. Currently it is not possible to load an
executable using a "named pipe" name. Both of or any executables that use the name of the
"named pipe" already must have been loaded into memory.

All of the foregoing functions require a physical file because all of them use "file
mapping" processes. File mapping allows large executable files to appear to be loaded rapidly
since they are rarely completely loaded into memory but rather are mapped into memory. The
detriment to this mapping capability is that executable code must remain in physical memory in a
file in unencrypted form in order to be loaded, unless there is a middle layer or file system driver
that the operating system uses as a physical layer and that decrypts the executable code to the
operating system on demand. The potential weakness here is that another file system driver can
hook into the operating system to monitor traffic between the operating system and all file
system drivers and capture decrypted executable code passing from the file system driver to the
operating system. Some operating systems allow such monitoring more than others. Many anti-
viral software packages use this technique to prevent computer virus attacks.

One method of loading and executing encrypted executable computer program code is to
use a stub executable having two parts. The first part is the normal front end loader code that all
executables have. In addition, the first part would perform any authorization which may include
receiving a password from the user, then allocate enough memory to hold hidden encrypted code
when it is decrypted, either in its entirety or a portion of it, copy the encrypted code into that area
of protected (and preferably locked so no disk swapping occurs) memory, decrypt it once it is in
memory and only in memory, and then have the ope-rating system load the code only from
memory therefore bypassing any file system drivers or TSRs so they have access to only
encrypted code.

Some of the file functions listed above and similar functions on other operating systems
could be modified easily by a programmer having access to source code for those operating
systems, or a new operating system may be made to provide functions which allow direct loading
of executable code from memory rather than physical files. For example, in the Win32
commands, a command similar to CreateProcess() command could be provided. The command

should have a few extra parameters including the process identifier of the process that contains
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the now decrypted executable code, the memory address of the start of the decrypted code, and
the size of the decrypted code. The command could also contain a parameter specifying a "call
back" function within the first process that would provide decrypted code on demand directly to
the operating system' through a protected buffer, therefore allowing only a portion of the
encrypted code to be decrypted at any one time instead of in its entirety, for better protection and
less memory use. The second parameter of the LoadLibraryEx() command that now needs to be
NULL could be expanded to hold a structure that contained the same information. Both of these
and other similar functions could be changed or created to allow loading executable code either
as an .exe, .dll, or other extensions or identifiers, such as by using a "named pipe" name that only
the operating system and process that holds decrypted code know about and having the operating
system load from the named pipe.

Alternatively, without having such additional capabilities in the operating system, an
application program can be divided into two parts. The first part is code that is common to all
applications such as code for allocating memory off the heap and code that provides some
interaction with the user. This kind of code is generally not code that the content provider is
concerned about copying. The second part is the code that the content provider believes is
valuable. Typically this valuable code is a business logic code or what would be considered a
middle tier of a three-tier environment. A content provider would like to protect this second part
of the code, at least much more that the first part of the code. The content provider would place
all of the important code to be protected inside a dynamic link library and the code that is not that
important would reside in the front end "stub” executable. Both of these would be combined into
another executable containing the .dll in encrypted form only, along with any other files, data,
information, and/or tables for holding, for example, hardware identifiers. This other executable
is the final digital information product.

The first part of the digital information product, i.e., the executable stub, would load and
execute normally like any other application. It then would perform any authorization procedures.
Once the proper authorization or password was completed successfully, an unwrap procedure
would be performed as will now be described in connection with Fig. 8, it would then allocate

enough protected memory using a function like VirtualAlloc() as shown in step 150:

DWORD nFileSize = 0;
DWORD nPhantomFileSize = 0;

Petitioner Apple Inc. - Ex. 1025, p. 3397



15

20

25

30

WO 98/11690 PCT/US97/16223
-20-

DWORD exeOffset = 0;

DWORD nPreferredLoadAddress = GetPreCompiledLoad Address();

CString cCommandFile = UnwrapGetNTCommandFile();

exeOffset = UnwrapGetDIIOffset(cCommandFile);

nFileSize = UnwrapGetDIISize(cCommandFile);

nPhantomFileSize = nFileSize + 0x3000; // add any needed extra space

// Increase buffer size to account for page size (currently Intel page size).

DWORD nPageSize = GetPageSize();

nPhantomFileSize += (nPageSize -(nPhantomFileSize % nPageSize));

// Allocate the memory to hold the decrypted executable.

LPVOID lpvBlock = Virtual Alloc((LPVOID) nPreferredLoadAddress,

nPhantomFileSize,
MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);

This function can request a particular address space. Preferably, this address space is the
preferred load address space to which the .dll was linked in order to minimize any needed
relocation and fix up code. The stub executable may lock that area of memory in step 152, for
example by using VirtualLock() to prevent any memory writes to a swap file, depending on the

operating system, as shown below:
BOOL bVLock = VirtualLock((LPVOID) nPreferredLoad Address, nPhantomFileSize);

The memory area still should be secure even without this preventive step since the Windows 95

and NT operating systems do not allow any user access to swap files.

The encrypted code is then copied from the digital information product into the allocated

protected memory in step 154, for example by using the following command:
UnwrapCopyHiddenExeToMem(cCommandFile, exeOffset, nFileSize, (char *) IpvBlock);

Once in memory, the stub would then decrypt the code to that same portion of memory in step

156, for example by using the following commands:
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CwrapDecryptSeed(cPassword.GetBuffer(0), cPassword.GetLength());
CwrapDecrypt((unsigned char *) IpvBlock, 0, nFileSize);

Any "fix up and relocation" type services would then be performed in step 158, for example by

using the following command:
UnwrapFixUpAndRelocateDIll(IpvBlock);

Possibly, the memory protection may be changed to execute only in step 160, for example by

using the VirtualProtect() command as follows:

DWORD IpflOldProtect; // variable to get old protection

BOOL bVProtect = VirtualProtect((LPVOID) nPreferredLoad Address,
nPhantomFileSize,
PAGE_EXECUTE,
&lpflOldProtect);

Function calls then can be made into that area of memory that now contains the decrypted code:
UnwrapDoDIlAlgorithms();

Some of the "fix up" operations to be performed above include placing the addresses of external
or stub.exe functions into the address place holders of the decrypted .dll or internal code, by

using commands similar to the following:

WriteAddress((char*) 0x0a406104, (DWORD) &CallBackFunctionl);
Write Address((char*) 0x0a406100, (DWORD) &CallBackFunction2);

For instance a wrapper function could be created in the outer stub.exe that received a size
parameter, allocated that amount of memory off of the heap, and passed back the starting address
of that block of memory. Another example would be to have encrypted algorithms within the
hidden, encrypted .dll which would be called at run time from the front end stub once decrypted
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within protected memory. The dynamic link library would be compiled and linked to expect a
pointer to a function that took that parameter and/or returned a value by including prototypes in

the header file as follows:

void (*IpCallBackFunc1)();
void (*IpCallBackFunc2)(unsigned long);

Function calls to "external" functions also could be added as follows:

(*IpCallBackFunc1)();
unsigned long z = x * x;

(*IpCallBackFunc2)(z);

At run time the "fix up" code would take the run time address of that "wrapper function" and

place it into the pointer address within the .dll block of code as follows:

WriteAddress((char*) 0x0a406104, (DWORD) &CallBackFunctionl);
WriteAddress((char*) 0x0a406100, (DWORD) &CallBackFunction2);

This information is readily available using the .cod output files from the compiler, an example of

which follows:

_TestSum PROC NEAR . ; COMDAT
;Line 8

00000 56 push esi
; Line 23

00001 ff15 00 00 00

00 call DWORD PTR_IpCallBackFuncl

; Line 24

00007 8442408 mov eax, DWORD PTR_a$esp]

0000b 50 push eax

0000c €8 00 00 00 00 call _TestSquare
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00011 83 c4 04 add
00014 8b O mov
; Line 25
00016 864424 0c mov
0001a 50 push
0001b e8 00 00 00 00 call
00020 83 c4 04 add
00023 03 c6 add
; Line 28
00025 5e pop
00026 c3 ret
_TestSum ENDP
_TEXT ENDS
; COMDAT-_TestSquare
_TEXT SEGMENT
x$=8
_TestSquare PROC NEAR
; Line 30
00000 56 push
; Line 32
00001 8b 7424 08 mov
00005 0f af f6 imul
; Line 34
00008 56 push
00009 ff 15 00 00 00
00 call
0000f 83 c4 04 add esp, 4
00012 8b c6 mov
; Line 36
00014 Se pop
00015 c3 ret
_TestSquare ENDP
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esp, 4

esi, eax

eax, DWORD PTR_b$[esp]

cax

_TestSquare

esp, 4 -

eax, esl

esi

; COMDAT

esi

esi, DWORD PTR _x$[esp]

esi, esi

esl

DWORD PTR _IpCaliBackFunc2

eax, esi

esl
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Such information also is available from .map output files from the linker where the "f" between
the address (i.., 0a406100) and the object file (i.e. Algorithms.obj) means it is a "flat" address
(i.e., hard coded by the linker) and the lack of an "f" means that it is an address pointer to be
supplied at run time (load time) where the address that is contained in that address location is
used arid not the actual address location (i.e., the address that is contained at address location

02406100 and not 0a406100 itself):

0001:00000000  _TestSum 0a401000 f Algorithms.obj
0001:00000030  _TestSquare 02401030 f Algorithms.obj
0003:00001100  _lpCallBackFunc2 0a406100 Algorithms.obj
0003:00001104  _lpCallBackFuncl 0a406104 Algorithms.ob;j

When the code inside the .dll makes a "call" to a dereferenced pointer, it would jump to the

correct function in the outer code and return the expected return value (if any). For example:

void CallBackFunction1(){

// This is the first function that exists in the Stub executable

// whose address has been placed at the appropriate location inside the "dIl" code

// that has now been decrypted in a block of memory. The code inside the "dIl"

// makes a function call to this function. In its encrypted state, the "dIl" does not contain
// this address, but merely has a placeholder for the address. The “dll” has enough space
allocated to hold an _

// address of this size. After the “dll” has been decrypted at run time, its address is

// placed in that location so the code inside the "dl1" that references (or more

// appropriately dereferences) that address can jump (which is function call) to this

// address.

AfxMessageBox(

_T("This is the FIRST Stub.exe call back function being called from the dll."));

return;
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void CallBackFunction2(DWORD nNumber){
// See comment for CallBackFunction] except this function receives a parameter off
// of the stack. It could also return a value as well.
CString
cString(
T("This is the SECOND Stub.exe call back function being called from the dll"));

har buffer[20];
ltoa(nNumber, buffer, 10);

cString += _T(" with a parameter of );
cString += buffer;

cString += _T(".");
AfxMessageBox(cString.GetBuffer(0));

return;

The outer stub.exe would make the same kinds of jumps or function calls into the now protected

decrypted code block as follows:
DWORD c;

// This command declares a function pointer. This command is different for different function
// calls. Here the called function takes two integer parameters and

// passes back a DWORD.

DWORD (*lpFunc)(DWORD,DWORD);

// The function pointer is then pointed to the starting address of the function in the
// block of memory that now holds the decrypted DLL.

IpFunc = (DWORD (*)(DWORD,DWORD)) UnwrapFixUpAndRelocateDII();

// Now call that "function" which is really like all function calls, i.e., a jump to
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// the address where that function exists. In this case, two
// variables are passed to that function and returning a value from that function. This function
illustrates that the function call
// can be more complicated than merely a simple jump
// to an address. Inline assembler code may be used to push the variables onto
// the stack frame and return the variable from the eax register, but this function enables
// the C++ compiler to do the same function.

¢ = (DWORD) (*IpFunc)(a, b);

This mechanism requires the unwrap procedure and the now decrypted code to have intimate
knowledge about procedural interfaces of each other but no knowledge about each other's
implementation. This is the way most executable .exe files and .dll files behave but with the
addition of a series of "wrapper" functions on either side for communication. This method works
under Windows 95 and Windows NT 4.0 operating systems and should work under Windows NT
3.51 and other operating systems.

Another modified version of this mechanism that works under the Windows NT 4.0
operating system because of functions specific to Windows NT 4.0 would be to have another
hidden and/or encrypted executable within the digital information product. This executable
would be copied to a physical disk in an unencrypted form, launched or loaded with the
CreateProcess() command in its current form but called with a parameter to load the executable

in suspended mode:

BOOL success = CreateProcess(cFrontEndExe.GetBuffer(O), 0, 0,0, TRUE,
CREATE_NEW_CONSOLE | CREATE_SUSPENDED,
0, 0, &startUplnfo, &processInfo);

Then the first process would copy the encrypted dll into its own process and decrypt it, allocate
enough memory using VirtualAllocEx() in its current form in the second process that has just

loaded the expendable front end executable in a suspended state as follows:

LPVOID IpvBlockEx = Virtual AllocEx(processInfo.hProcess,
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(LPVOID) nPreferredLoadAddress, nPhantomFileSize,
MEM_RESERVE | MEM_COMMIT,
PAGE_READWRITE);

The decrypted code is copied from the first process to the second suspended process using

WriteProcessMemory() in its current form:

BOOL bWriteProcessMemory = WriteProcessMemory((HANDLE) processlnfo.hProcess,
(LPVOID) IpvBlockEx, (LPVOID) nPreferred Address,
(DWORD) nPhantomFileSize, (LPDWORD) &nBytesWritten);

The primary thread of the previously launched second process is then resumed:
DWORD nResumed = ResumeThread(processinfo.hThread);

Any necessary function pointers are then placed in the correct locations by the second process,
the area of memory is locked to prevent any writes to a swap file, and the memory protection is

changed to execute only as follows:

WriteAddress((char*) 0x0a406104, (DWORD) &CallBackFunctionl);
Write Address((char*) 0x0a406100, (DWORD) &CallBackFunction2);

BOOL bVLock = VirtualLock((LPVOID) nPreferregiLoadAddress, nPhantomFileSize);

DWORD IpflOidProtect; // variable to get old protection

BOOL bVProtect = VirtualProtect(LPVOID) nPreferredLoad Address,
nPhantomFileSize, PAGE_EXECUTE, &lIpflOldProtect);

The program can continue running by making and receiving calls to and from the decrypted
dynamic link library that now resides in the protected memory of its process using commands

such as the following:

DWORD c;
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DWORD (*IpFunc)(DWORD,DWORD);

IpFunc = (DWORD (*)(DWORD,DWORD)) ExpendableGetEntry Address();

¢ = (DWORD) (*IpFunc)(a, b);

The first process can either close down or launch another instance of that same process.

In either of these implementations using the same process or launching into a second
process, the hidden encrypted code never passes through a file system driver or memory resident
program in decrypted form. Code can be split up among different dynamic link libraries so that
no two would reside in memory at the same time in order to protect code further. Both of these
systems can be implemented using the Win32 function calls. 1f additional functions, similar to a
CreateProcess() command or a LoadLibrary() command but that take a process identifier and
address location in memory to load in an executable instead of a physical file, are provided in an
operating system then the entire executable and dynamic link library can be hidden, encrypted,
and protected on the physical disk and then decrypted within protected memory and use the
operating system loader to load it directly to the operating system from memory without residing
in decrypted form on any physical medium.

Having described the operation and use of the computer program product in accordance
with the invention, embodiments of which are described above in connection with Figs. 3-8, and
the operation of the unwrap procedure and device driver it contains, the process of constructing
such-a computer program product will now be described in more detail. Referring now to Fig. 9,
an embodiment of this process for creating a computer program product is shown. This process
can be applied to any digital information including an arbitrary executable computer program,
dynamic link libraries and related files of data. All digital information is treated as mere data by
this process. Each separate data file is combined into a single file by this process, withan
executable program for performing the unwrap procedure, and optionally executable program
code for a virtual device driver, into the computer program product. Each file of hidden
information has a unique location and is identified by its own begin and end markers as shown in
Fig. 3. The first step of this process is opening a new data file for the computer program using a
name that will be used to indicate an executable file (step 200). For example, an executable
word processing program may be named “word_processor.exe” in the Windows95 operating

system.
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The three portions of the computer program product are then inserted into the open data
file. First, the unwrap procedure is inserted at the beginning of the file in an executable format in
step 202. The begin tag for the optional device driver is then inserted in step 204. The
executable device driver program code is then inserted in step 206, followéd by its corresponding
end tag in step 208. For each hidden file to be inserted into this computer program product, steps
210 to 216 are performed. First, the begin tag is inserted in step 210. The begin tag also may
include an indication of a unique name of the file which will be used as its name in the phantom
directory created by the unwrap procedure. The hidden file is then encrypted and/or compressed
in step 212 and inserted into the data file in step 214. The end tag for the hidden file is then
inserted in step 216. The device driver and all of the tags may be encrypted also if the unwrap
procedure has suitable decryption procedures. The computer program file is closed when the last
hidden file is processed.

Using the present invention digital information, such as executable program code or
various kinds of data, is loaded and unloaded as needed, and thus does not take up any more
memory than is necessary. At no time does unencrypted digital information, such as computer
program code, exist on disk in accessible and complete decrypted form. Because the original
digital information is available as a read only file in one embodiment of the invention accessible
only to the device driver, the digital information may be accessed over networks, from a CD-
ROM or from a DVD, and can be made to have a limited number of uses. This mechanism is
particularly useful for controlling distribution of computer programs, digitized movies or other
information while reducing the cost of such distribution and control. For example, software may
be distributed over a network on a single use basis, and charges may be levied on a per use basis.
The ability to reverse engineer an application program also may be reduced.

One benefit with this system over some other systems for preventing unauthorized access
to digital information is that the content provider maintains control of the encryption applied to
the information how it may be decrypted. Any need for either a centralized facility or a
predetermined decryption program is eliminated. An operating systems manufacturer or other
platform vendor merely provides the capability for the information to be accessed and decrypted
on the fly. Since the valuable information and any other tables of authorization codes,
passwords, or hardware identifiers that the content provider may use to secure the information
resides in one large encrypted file, it becomes difficult, if not impossible, for someone to

determine just where any of this information exists.
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A potential scenario with authorization procedure in which the present invention may be
used is the following. A consumer purchases a DVD disk containing a movie. The user puts the
disk into the player. This is the first time the disk is installed. The content provider’s functions
are loaded into the DVD chip, which looks in the encrypted table and sees that this is the first
time this disk is being played. The player then displays on a screen a numeric identifier and toll
free phone number. The consumer calls the toll free phone number and inputs the numeric
identifier that was displayed on the screen. The content provider provides a numeric password
based on the numeric identifier that the user inputs into the DVD. The content provider may
develop a database of information about its consumers that also may be used to detect pirating of
the digital information product. Now that this authorization has taken place, the software that the
content provider wrote, and is now in the DVD chip, takes a hardware identifier from the DVD
and encrypts it and puts it in the encrypted and buried table on the disk. Alteratively, the data
may be decrypted in memory and re-encrypted back onto the disk using the hardware identifier
as part of a key. Now that disk will run and show the movie and will only run on that DVD and
no other. The content provider could allow for a table of hardware id’s so they could limit the
number of DVD’s that disk would run on or a limited number of times it can be shown. It should
be understood that many other authorization procedures may be used.

In the foregoing scenario, the movie is encrypted on the same disk inside of the encrypted
file that contains the table and functions the content provider distributed. The movie is decrypted
by the decryption functions contained in the file directly to the DVD chip. At no time does the
movie reside anywhere in decrypted form. The content provider can protect the movie with any
desired level of security (for both encryption and authorization).

In the present invention, the onus of protection of content does not reside with a hardware
manufacturer or platform provider but in the hands of the content provider. The hardware
manufacturer only provides the mechanism to protect the digital information through the
operating system. The technique and implementation of protection resides in the hands of the
content provider. This mechanism allows the content providers to change the level of security as
needed without any modifications to the hardware. The security of the content is provided by the
encryption/decryption algorithms, public/private keys, and authorization methods which are
determined by the content provider. Even each individual product can have its own
encryption/decryption algorithms and/or public/private keys. All of these can be changed and

enhanced as the market demands.
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The present invention also could be used for on-line or live use of digital information.
For example, a movie could be retrieved on demand and recorded by a consumer. A set top box
could receive the digital information, decrypt it, and then re-encrypt and store the information
using, for example, a hardware identifier of the set top box. Since home movies digitally
recorded would be encrypted using the hardware identifier of the device used in recording, that
home movie could not be played on another or only on a limited number of other devices and/or
for only a specified number of times depending on the wishes of the content provider. Since the
algorithms are downloaded at the time of recording from a service provider, e.g., the cable
company, the content provider (movie company) would provide the encrypted data to the service
provider to present to their. customers. The service provider need not be concerned with the
encryption/decryption and authorization functions used by the content provider. Similar uses are
possible with other data transmission systems including, but not limited to, telephone, cellular
communications, audio transmission including communication and the like.

In another embodiment, the stub executable program is a first process that is implemented
similar to a debugging tool such as the Softlce debugger from NuMega Technologies or the
WinDebug debugger from Microsoft Corporation for Ring 0 kernel level debugging for an Intel
processor based architecture, or the CodeView debugger for ring 3 application level debugging.
Such a debugger controls execution of a program to be debugged as a second process and steps
through each program statement or opcode of the debugged program. The debugging tool could
be modified to monitor each opcode that indicates a jump to a program fragment, such as each
instruction or a block code. If the program fragment to be executed is not decrypted, the
modified debugger decrypts the program fragment before the jump command is allowed to
execute. Each program fragment may be re-encrypted after execution. Clearly, unnecessary
debugging commands may be omitted from the modified debugger.

Having now described a few embodiments of the invention, it should be apparent to those
skilled in the art that the foregoing is merely illustrative and not limiting, having been presented
by way of example only. Numerous modifications and other embodiments are within the scope
of one of ordinary skill in the art and are contemplated as falling within the scope of the

invention as defined by the appended claims and equivalent thereto.
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CLAIMS
1. A computer-implemented process for executing encrypted computer program logic while

maintaining protection against copying of corresponding decrypted executable computer
program logic, wherein the encrypted computer program logic is stored in association with first
executable computer program logic, the process comprising the steps of:

through an operating system of a computer, reading, loading and executing the first
executable computer program logic as a first process having a protected memory area defined by
the operating system;

the first process decrypting the encrypted computer program logic into second executable
computer program logic and storing the second executable computer program logic in the
protected memory area; and '

the first process causing loading and execution of the decrypted second computer

program logic in the protected memory area.

2. The process of claim 1, wherein the encrypted computer program logic and the first
executable computer program logic are stored in a single data file accessible through the

operating system.

3. The process of claim 1, wherein the execution of the decrypted second computer program
logic is performed as a second process having a second protected memory area defined by the

operating system.

4. A digital information product including a computer readable medium having digital
information stored thereon, the digital information including computer program logic defining
first executable computer program logic, wherein the first executable computer program logic
when executed performs the following steps:

storing the encrypted computer program logic in a data file accessible through an
operating system of a computer, wherein the data file also includes first executable computer
program logic;

through the operating system, reading, loading and executing the first executable

computer program logic from the data file as a first process having a protected memory area;
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the first process decrypting the encrypted computer program logic into second executable
computer program logic and storing the second executable computer program logic in the
protected memory area; and
the first process causing loading and execution of the decrypted second computer

program logic in the protected memory area.

5. A computer system comprising:

a processor for executing computer program logic;

a main memory operatively connected to the processor for storing digital information
including executable computer program logic at memory locations addressed by the processor;
o .

an operating system defined by executable computer program logic stored in the memory
and executed by the processor and having a command which when executed by the processor
defines means for creating a process in response to a request specifying a process identifier and a
memory location in the main memory, wherein the process identifier indicates the process
making the request and the memory location stores executable computer program logic which

when executed defines the process.

6. A computer system having an operating system, for decrypting digital information,
comprising:

means for storing the encrypted computer program logic in a data file accessible through
the operating system, wherein the data file also includes first executable (';omputer program logic;

means, invokable through the operating system, for reading, loading and executing the
first executable computer program logic from the data file as a first process having a protected
memory area;

the first process defining means for decrypting the encrypted computer program logic
into second executable computer program logic and storing the second executable computer
program logic in the protected memory area; and

the first process defining means for causing loading and execution of the decrypted

second computer program logic in the protected memory area.
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7. The computer system of claim 6, wherein the encrypted computer program logic and the
first executable computer program logic are stored in a single data file accessible through the

operating system.

8. The computer system of claim 6, wherein the execution of the decrypted second computer
program logic is performed as a second process having a second protected memory area defined

by the operating system.

9. A digital information product, including a computer readable medium with computer readable
information stored thereon, wherein the computer readable information comprises:

a first portion of executable computer program logic; and

a second portion of encrypted digital information; and

wherein the first portion of executable program logic, when executed, defines means,
operative in response to requests for digital information, for accessing the second portion of
encrypted digital information, for decrypting the encrypted digital information, and for

outputting the decrypted digital information.

10.  The digital information product of claim 9, wherein the encrypted digital information is

encrypted executable computer program logic.

11. A computer program product including a self-decrypting encrypted executable computer
program, comprising;:

a computer readable medium having computer program logic stored thereon, wherein the
computer program logic defines:

a first module,

a second module,

wherein the first module, when executed by a computer, defines means for loading the
second module into memory of the computer, and

a third module defining the encrypted executable computer program,

wherein the second module, when executed by a computer, defines means for
communicating with an operating system of the computer to receive requests for program code

from the encrypted executable computer program from the third module, and for processing the
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requests to access and decrypt the encrypted executable computer program and for providing the

decrypted executable code from the third module to the operating system.

12. A process for executing encrypted executable computer programs on a computer system
having a processor, memory and operating system, comprising the steps of:

receiving computer program logic having a first module defining a start up routine, a
second module, and a third module containing the encrypted executable computer program;

executing the first module of the received computer program logic using the processor,

wherein the step of executing causes the second module to be loaded into the memory of
the computer system, and

generating requests from the operating system for data from the encrypted executable
corhputer program which are received by the second module, and

accessing and decrypting the encrypted executable computer program and returning the

decrypted executable computer program to the operating system.
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1

METHOD AND APPARATUS FOR DECODING
VARIABLE RATE DATA

BACKGROUND OF THE INVENTION

I. Field of the Invention

The present invention relates to digital communications. More
particularly, the present invention relates to a novel and improved system
and method for determining, at a receiver of a variable rate communication
system, the rate at which data has been encoded for transmission.

IL. Description of the Related Art

The use of code division multiple access (CDMA) modulation
techniques is one of several techniques for facilitating communications in
which a large number of system users are present. Although other
techniques such as time division multiple access (TDMA), frequency
division multiple access (FDMA), and AM modulation schemes such as
amplitude companded single sideband (ACSSB) are known, CDMA has
significant advantages over these other techniques. The use of CDMA
techniques in a multiple access communication system is disclosed in U.S.
Pat. No. 4,901,307, entitled "SPREAD SPECTRUM MULTIPLE ACCESS
COMMUNICATION SYSTEM USING SATELLITE OR TERRESTRIAL
REPEATERS," assigned to the assignee of the present invention and .
incorporated by reference herein.

CDMA systems often employ a variable rate vocoder to encode data so
that the data rate can be varied from one data frame to another. An
exemplary embodiment of a variable rate vocoder is described in U.S. Pat.
No. 5414,796, entitled "VARIABLE RATE VOCODER," assigned to the_
assignee of the present invention and incorporated by reference herein. The
use of a variable rate communications channel reduces mutual interference
by eliminating unnecessary transmissions when there is no useful speech to
be transmitted. Algorithms are utilized within the vocoder for generating a
varying number of information bits in each frame in accordance with
variations in speech activity. For example, a vocoder with a set of four rates
may produce 20 millisecond data frames containing 16, 40, 80, or 171
information bits, depending on the activity of the speaker. It is desired to
transmit each data frame in a fixed amount of time by varying the
transmission rate of communications.

SUBSTITUTE SHEET (RULE 26)
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Additional details on the formatting of the vocoder data into data
frames are described in U.S. Pat. No. 5,511,073, entitted "METHOD AND
APPARATUS FOR THE FORMATTING OF DATA FOR TRANSMISSION,"
assigned to the assignee of the present invention and herein incorporated by
reference. The data frames may be further processed, spread spectrum
modulated, and transmitted as described in U.S. Pat. No. 5,103,459, entitled
"SYSTEM AND METHOD FOR GENERATING WAVEFORMS IN A CDMA
CELLULAR TELEPHONE SYSTEM," assigned to the assignee of the present
invention and incorporated by reference herein.

Variable rate systems can be developed which include explicit rate
information. If the rate is included as part of a variable rate frame, then the
rate is not recoverable until after the frame has already been properly
decoded, at which point the rate has already been determined. Rather than
including the rate in a variable rate frame, the rate could instead be sent in a
non-variable rate portion of the frame. However, only a few bits are
typically needed to represent the rate, and these bits cannot be efficiently
encoded and interleaved in order to provide error protection for fading
communications channels. Furthermore, the rate information is only
available after some decoding delay and are subject to error.

Alternatively, variable rate systems can be developed which do not
include explicit rate information. One technique for the receiver to
determine the rate of a received data frame where the rate information is
not explicitly included in the frame is described in copending U.S. Patent
Application Serial No. 08/233,570, entitled "METHOD AND APPARATUS
FOR DETERMINING DATA RATE OF TRANSMITTED VARIABLE RATE
DATA IN A COMMUNICATIONS RECEIVER," filed April 26, 1994,
assigned to the assignee of the present invention, and incorporated by
reference.  Another technique is described in copending U.S. Patent
Application Serial No. 08/126,477, entitled "“"MULTIRATE SERIAL VITERBI
DECODER FOR CODE DIVISION MULTIPLE ACCESS SYSTEM
APPLICATIONS,” filed Sept. 24, 1993, assigned to the assignee of the present
invention, and incorporated by reference. According to these techniques,
each received data frame is decoded at each of the possible rates. Error
metrics, describing the quality of the decoded symbols for each frame
decoded at each rate, are provided to a processor. The error metrics may
include Cyclic Redundancy Check (CRC) results, Yamamoto Quality Metrics,
and Symbol Error Rates. These error metrics are well-known in
communications systems. The processor analyzes the error metrics and
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determines the most probable rate at which the incoming symbols were
transmitted.

Decoding each received data frame at each possible data rate will
eventually generate the desired decoded data. However, the search through
all possible rates is not the most efficient use of processing resources in a
receiver. Also, as higher transmission rates are used, power Consumption
for determining the transmission rate also increases. This is because there
are more bits per frame to be processed. Furthermore, as technology
evolves, variable rate systems may utilize larger sets of data rates for
communicating information. The use of larger sets of rates will make the
exhaustive decoding at all possible rates infeasible. In addition, the decoding
delay will not be tolerable for some system applications. Consequently, a
more efficient rate determination system is needed in a variable rate
communications environment. These problems and deficiencies are clearly
felt in the art and are solved by the present invention in the manner
described below.

SUMMARY OF THE INVENTION

The present invention is a novel and improved system and method
for determining the transmission rate of communications in a variable rate
communications system. In a variable rate system, the data rate at which a
data frame is encoded may be based on the speech activity during the time
frame. Because the characteristics of speech are known, probability
functions may be defined for the data rates which are dependent on the
characteristics of speech. The probability functions may in addition be
dependent on the measured statistics of the received data frames.
Furthermore, hypothesis tests can be designed based on the probability
functions to determine the most likely data rate of a received frame of data.
These probability functions may be dependent on the selected service
option. For example, the probability functions for data services will be
different than for voice services.

At the receiver of the present invention, a processor causes a decoder
to decode the received frame of data into information bits at the most
probable rate as determined by the hypothesis test. The most probable rate
may, for example, be the rate of the previous frame of data. The decoder
also generates error metrics for the decoded information bits. The decoded
bits and the error metrics are provided to a data check element which checks
the decoded bits for correctness. If the error metrics indicate that the
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decoded information bits are of good quality, then the information bits are
provided to a vocoder which further processes the data and provides speech
to the user. Otherwise, a failure signal is presented to the processor. The
processor then causes the decoder to decode the received frame of data at
other data rates until the correct data rate is found.

BRIEF DESCRIPTION OF THE DRAWINGS

The features, objects, and advantages of the present invention will
become more apparent from the detailed description set forth below when
taken in conjunction with the drawings in which like reference characters
identify correspondingly throughout and wherein:

FIG. 1 is a schematic overview of an exemplary CDMA cellular
telephone system;

FIG. 2 is a block diagram of a variable rate receiving system with
particular reference to the rate determination features of the present
invention;

FIGS. 3 and 4 are flow charts illustrating two embodiments of the
processing steps involved in rate determination wherein the hypothesis test
designates the rate of the previous frame of data as the most probable rate
for the current frame of data;

FIGS. 5 and 6 are flow charts illustrating two embodiments of the
processing steps involved in rate determination wherein the hypothesis test
is based on the a priori probability distribution of the data rates; and

FIGS. 7 and 8 are flow charts illustrating two embodiments of the
processing steps involved in rate determination wherein the hypothesis test

 is based on the conditional probability distribution of the data rates.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

An exemplary cellular mobile telephone system in which the present
invention is embodied is illustrated in FIG. 1. For purposes of example this
system is described herein within the context of a CDMA cellular
communications system. However, it should be understood that the
invention is applicable to other types of communication systems such as
personal communication systems (PCS), wireless local loop, private branch
exchange (PBX) or other known systems. Furthermore systems utilizing
other well known transmission modulation schemes such as TDMA and

Petitioner Apple Inc. - Ex. 1025, p. 3428



10

15

20

25

30

35

WO 98/19431 PCT/US97/19676
5

FDMA as well as other spread spectrum systems may employ the present
invention.

An exemplary cellular system in which the rate determination system
of the present invention may be implemented is illustrated in FIG. 1. In
FIG. 1, system controller and switch 10 typically include appropriate interface
and processing hardware for providing system control information to the
cell-sites. Controller 10 controls the routing of telephone calls from the
public switched telephone network (PSTN) to the appropriate cell-site for
transmission to the appropriate mobile unit. Controller 10 also controls the
routing of calls from the mobile units via at least one cell-site to the PSTN.
Controller 10 may direct calls between mobile users via the appropriate cell-
site stations since such mobile units do not typically communicate directly
with one another.

Controller 10 may be coupled to the cell-sites by various means such
as dedicated telephone lines, optical fiber links or by radio frequency
communications. In FIG. 1, two exemplary cell-sites, 12 and 14, along with
two exemplary mobile units, 16 and 18, which include cellular telephones,
are illustrated. Arrows 20a-20b and 22a-22b respectively define the possible
communication links between cell-site 12 and mobile units 16 and 18.
Similarly, arrows 24a-24b and arrows 26a-26b respectively define the possible
communication links between cell-site 14 and mobile units 18 and 16.

The cellular system illustrated in FIG. 1 may employ a variable rate
data channel for communications between cell-sites 12, 14 and mobile units
16, 18. By example, a vocoder (not shown) may encode sampled voice
information into symbols at four different rates according to the IS-95-A
standard. The IS-95-A Mobile Station-Base Station Compatibility Standard
for Dual Mode Wideband Spread Spectrum Cellular System has been
provided by the telecommunications industry association (TIA) for CDMA
communications. According to IS-95-A, speech is encoded at approximately
8,550 bits per second (bps), 4,000 bps, 2,000 bps, and 800 bps based on voice
activity during a 20 millisecond (ms) frame of data. Each frame of vocoder
data is then formatted with overhead bits as 9,600 bps, 4,800 bps, 2,400 bps,
and 1,200 bps data frames for transmission. The 9,600 bps frame is referred
to as a full rate frame; the 4,800 bps data frame is referred to as a half rate
frame; a 2,400 bps data frame is referred to as a quarter rate frame; and a 1,200
bps data frame is referred to as an eighth rate frame. Although this example
describes a set of four data rates of the IS-95-A standard, it should be
recognized that the present invention is equally applicable in systems
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utilizing different transmission rates and/or a different number of variable
rates.

By encoding each frame of data based on speech activity, data
compression is achievable without impacting the quality of the
reconstructed speech. Since speech inherently contains periods of silence,
i.e. pauses, the amount of data used to represent these periods can be
reduced. Variable rate vocoding most effectively exploits this fact by
reducing the data rate for these periods of silence. In a system with a set of
four rates as described above, periods of active speech will generally be
encoded at full rate, while periods of silence will generally be encoded at
eighth rate. Most frames (about 80-90%) are encoded at full or eighth rate.
Transitions between active speech and periods of silence will typically be
encoded at half or quarter rate. An exemplary encoding technique which
compresses data based on speech activity is described in US. Pat. No.
5,511,073 mentioned above.

The data frames are also formatted with overhead bits, which
generally will include additional bits for error correction and detection, such
as Cyclic Redundancy Check (CRC) bits. The CRC bits can be used by the
decoder to determine whether or not a frame of data has been received
correctly. CRC codes are produced by dividing the data block by a
predetermined binary polynomial as is described in detail in IS-95-A.

In a preferred embodiment, each frame of symbol data is interleaved
by an interleaver, preferably on a bit level basis, to increase time diversity for
purposes of error detection. The formatted data frames undergo further
processing, which include modulation, frequency upconversion to the radio
frequency (RF) and amplification of the signals of data frames, before
transmission.

When signals of the variable rate data frames are received by a
receiver, the receiver must determine the rate of transmission in order to
properly decode the signals. However, the rate of the received frame is not
known by the mobile station a priori. Therefore, some other method of
ascertaining the rate is necessary.

The present invention accomplishes rate determination through the
use of hypothesis testing. Hypothesis tests are designed based on the
probability distribution of the data rates of the frames of speech. Although
the data rate of each received frame is not known a priori, the probability of
receiving a frame at a given rate can be determined. As mentioned above, a
variable rate vocoder encodes each frame of speech at one of a set of
predetermined rates based on the speech activity during the time frame.
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Since the characteristics of speech activity can be modeled, probabilistic
functions of the data rates which depend on speech activity can be derived
from the model. Hypothesis tests can then be designed based on the
probabilistic functions of data rates to determine the most likely data rate for
each received frame of data.

The use of hypothesis testing for rate determination in a variable rate
receiving system may be better appreciated by referring to FIG. 2. Ina CDMA
environment, for example, the receiving system 50 of FIG. 2 may be
implemented in either a mobile unit or a cell site in order to determine the
data rate of received signals. The present invention offers particular
advantages because it avoids the exhaustive decoding at all rates. By
choosing a hypothesis and checking the hypothesis for correctness, the
average amount of processing for each received frame is reduced. This is
especially important in the mobile unit because reduced processing, and
thereby power consumption, in the decoding process can extend battery life
in the receiver.

The variable rate receiving system 50 illustrated in FIG. 2 includes
receiver 30 for collecting transmitted signals, including the data signal of
interest. Receiver 30 amplifies and frequency downconverts the received
signals from the RF frequency band to the intermediate frequency (IF) band.

The IF signals are presented to demodulator 32. The design and
implementation of demodulator 32 are described in detail in U.S. Pat. No.
5490,165, entitted “DEMODULATION ELEMENT ASSIGNMENT IN A
SYSTEM CAPABLE OF RECEIVING MULTIPLE SIGNALS,” issued Feb. 6,
1996, and assigned to the assignee of the present invention, the disclosure of
which is incorporated by reference herein. Demodulator 32 demodulates
the IF signal to produce a data signal consisting of the symbols of one frame

- of data. Demodulator 32 generates the data signal by despreading and

correlating the IF signal addressed to the receiver. The demodulated data
signal is then fed to buffer 33. Buffer 33 stores the demodulated data signal,
or the received symbols, until it is properly decoded. Buffer 33 may also be
the deinterleaver if the data frame had been interleaved for transmission.
Buffer 33 provides the demodulated symbol data to decoder 34.

Hypothesis testing module 36 implements the hypothesis test for
determining the data rate of a received frame of data. Hypothesis testing
module 36 comprises processor 40, which includes memory 38. The
information needed in hypothesis testing such as the decoded rates from the
previous frames and the probabilities are stored in memory 38. For each
data frame received, processor 40 determines the most probable rate based
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on the information stored in memory 38. Processor 40 then presents the
most probable data rate to decoder 34 which decodes the data signal at this
most probable rate to produce decoded bits.

In the exemplary embodiment, decoder 34 is a trellis decoder capable
of decoding data of varying rates, such as a Viterbi decoder. The design and
implementation of a multirate Viterbi decoder which exhaustively decodes
a received signal at all rates of a set of rates is described in the
aforementioned U.S. Patent Applications 08/233,570 and 08/126,477. It will
be understood by one skilled in the art that the multirate Viterbi decoder
may be modified to decode at a selected rate. This may be accomplished by
having the Viterbi decoder receive a rate indicator input, in response to
which the decoder decodes the data signal according to the rate indicator.
Thus, the modified Viterbi decoder may decode a received data frame based
on a rate indicator supplied by processor 40 of hypothesis testing module 36.

Decoder 34 generates information data bits and error metrics
characterizing the information bits. The error metrics include the
previously described CRC bits, which were added into the data frames as
overhead bits. Decoder 34 may also generate other error metrics, such as the
Yamamoto Quality Metric and the Symbol Error Rate (SER). The
Yamamoto metric is determined by comparing the differences in the metrics
of remerging paths in each step of the Viterbi decoding with a threshold and
labeling a path as unreliable if the metric difference is less than a quality
threshold. If the final path selected by the Viterbi decoder has been labeled
as unreliable at any step, the decoder output is labeled as unreliable.
Otherwise, it is labeled as reliable. The Symbol Error Rate is determined by
taking the decoded bits, re-encoding these bits to provided re-encoded
symbols, and comparing these re-encoded symbols against the received
symbols which are stored in buffer 33. The SER is a measure of the
mismatching between the re-encoded symbols and the received symbols.
The decoded information bits and the error metrics are provided to data
check element 42, which determines if the information bits have been
correctly decoded.

In a preferred embodiment, data check element 42 first checks the
CRC bits. If the CRC check fails, then data check element 42 provides a
signal indicative of the failure to processor 40. If the CRC check passes, then
data check element 42 determines if the re-encoded SER is below a certain
threshold. If the SER is above the threshold, then a signal indicative of
failure is provided to processor 40. Otherwise, the data rate provided by
hypothesis testing module 36 is determined to be correct, and a success
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signal is provided to processor 40, whereupon no further decoding is
performed on the data frame. The properly decoded data signal is presented
to variable rate vocoder 44.

When processor 40 receives a failure signal indicating that data
symbols have not been properly decoded into information bits, processor 40
will determine at least one other data rate from the set of data rates at which
to decode the data symbols. Processor 40 provides the rate information to
decoder 34, which decodes the data symbols at the rate provided. For each
data rate at which the data signal is decoded, data check element 42 will
determine the quality of the decoded information bits. Upon determination
by data check element 42 that the correct data rate has been found, a signal of
decoded information bits is provided to variable rate vocoder 44. Vocoder
44 will then process the information bits for interface with the user.

Hypothesis testing module 36 may implement any of a number of
hypothesis tests for determining the data rate of a received frame of data.
For example the hypothesis test may be based on known statistics of speech
activity. It is known that for a set of four rates using 20 ms frames, a full rate
frame will usually be followed by another full rate frame, while an eighth-
rate frame will usually be followed by another eighth rate frame. Further, it
is also known that most frames will either be full or eighth rate rather than
half or quarter rate, because the periods of speech and silence do not occur in
20 ms bursts. Based on these characteristics, the hypothesis test may
designate the rate of the previous frame of data as the most probable rate for
the currently received frame of data.

In an exemplary implementation, the rate of the previous frame of
data is stored in memory 38 of hypothesis testing module 36. When a data
frame is received, processor 40 of hypothesis testing module 36 obtains the
rate of the previous frame from memory 38 and presents it to decoder 34.
Decoder 34 decodes the received data frame at the rate of the previous frame
to produce information bits. Decoder 34 also generates error metrics which
are then presented to data check element 42 along with the information bits.
If data check element 42 determines from the error metrics that the decoded
bits are of good quality, then the information bits are presented to vocoder
44. Otherwise, a failure indication is sent from data check element 42 to
processor 40. Processor 40 may then have decoder 34 exhaustively decode
the data frame at all other rates before determining the data rate. A flow
chart illustrating some of the steps involved in rate determination as
described in the embodiment above is shown in FIG. 3.
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Alternatively, processor 40 may have decoder 34 sequentially decode
the data frame according to a ranking from the next most likely rate to the
least likely rate. The ranking may be determined in a number of ways, such
as according to the probability distributions described below. For each
decoding, error metrics are generated by decoder 34 and checked by data
check element 42 for correctness. When correctly decoded, the decoded
frame is passed on to vocoder 44. A flow chart illustrating some of the
processing steps of this embodiment is shown in FIG. 4.

Another implementation of hypothesis testing module 36 is based
upon the a priori probability distribution of data rates. For a set of four rates,
the a priori probability distribution (P) of the data rates may be defined as:

P = Prob{R}, 3)

where R; refers to the full, half, quarter, or eighth rate at time t. The
likelihood of receiving a frame at each of the different data rates of a set of
rates are maintained in memory 38 of processor 40. Generally, the
probability distribution of the data rates are determined based on the
theoretical statistics or the empirical statistics of speech activity. The
likelihood of receiving a frame at the different rates are then permanently
stored in memory 38 for determining the rate of every received frame of
data. In a more sophisticated embodiment, the likelihood of the rates stored
in memory 38 may be updated based on the actual statistics of the received
frames of data.

For each new frame of data received, processor 40 obtains the most
probable rate from memory 38 and presents the most probable rate to
decoder 34. Decoder 34 decodes the data signal at this most probable data rate
and presents the decoded data to data check element 42. Error metrics,
including the CRC, are also generated by decoder 34 and presented to data
check element 42. Other error metrics may also be generated for checking by
data check element 42. If the error metrics indicate that the decoded bits are
of good quality, then the information bits are presented to vocoder 44.
Otherwise, a failure indication is sent from data check element 42 to
processor 40. Then, processor 40 obtains the second most likely data rate
from memory 38 and presents it to decoder 34, and the process of decoding
and error checking is continued until the correct data rate is found. A flow
chart of the processing steps of this embodiment is illustrated in FIG. 5.
Alternatively, upon receipt of a failure signal by processor 40, processor 40
may cause decoder 34 to exhaustively decode the data frame at each of the
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other data rates of the set of rates, and error metrics are checked for each
decoding in order to determine the actual rate of transmission. A flow chart
of the processing steps of this embodiment is illustrated in FIG. 6.

Instead of designing the hypothesis test based on the simple
probability distribution of the data rates, conditional probabilities may be
used to improve on the accuracy of the rate determination. For example,
the probability of receiving a data frame at a given rate may be defined to be
conditioned on the actual rates of the previous frames of data. Conditional
probabilities based on the previous rates work well because transition
characteristics of the data signals are well known. For example, if the rate
two frames ago was eighth rate and the rate for the previous frame was half
rate, then the most likely rate for the current frame is full rate, because the
transition to half rate indicates the onset of active speech. Conversely, if the
rate two frames ago was full rate and the rate for the previous frame was
quarter rate, then the most likely rate for the present frame might be eighth
rate, because the rate transition indicates the onset of silence.

The probability distribution of the data rates conditioned on the rates
of the previous n frames of data may be defined as:

P =Prob{ R; | Ri1, Rep, - - -, Reen} (4)

where R; again refers to the rate at time t, and R, j, Ry, . . ., Ry, refers to
rate(s) of the previous n frame(s) of data, for n 2 1. The likelihood of
receiving a frame at each of the different data rates of a set of rates
conditioned on the previous n actual rates are stored in memory 38 of
processor 40. In addition, the actual data rates of the previous n frames of
data are maintained by processor 40, and may be stored in memory 38 as the
rates are determined.

For each received frame of data, processor 40 will determine the most
probable data rate conditioned on the previous n actual data rates and
present it to decoder 34. Decoder 34 will decode the frame at this most
probable data rate and present the decoded bits to data check element 42. In
addition, error metrics are generated by decoder 34 and presented to data
check element 42. If the error metrics indicate that the decoded bits are of
good quality, then the information bits are presented to vocoder 44. Also,
processor 40 is informed of the rate decision so that it can maintain the
history of chosen rates. That is, processor 40 is supplied R, so that it can be
used in determining Prob{ R, | R4, Riy, - . ., Ry} for the next frame. If error
metrics indicate an unsuccessful decoding, then a failure indication signal is
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sent from data check element 42 to processor 40, and processor 40
determines the second most probable data rate conditioned on the previous
n actual data rates to decode the data frame. As in the simple probabilities
case, the process of decoding and error checking is continued until the
correct data rate is found. Some of the processing steps of this embodiment
are illustrated in a flow chart in FIG. 7. Also as in the simple probabilities
case, after a failed decoding at the most likely rate, decoder 34 may
exhaustively decode the data frame at all of the other data rates and have
error metrics checked for all decoding in order to determine the data rate.
Some of the processing steps of this embodiment are illustrated in a flow
chart in FIG. 8.

It should be understood that the conditional probability distribution
of the data rates may depend on statistics other than the actual rates of the
previous frames of data. For example, the probability distribution may be
conditioned on one or more frame quality measurements. The probability
distribution is then defined to be:

P = Prob{R, | Xy, Xy, - - ., Xg), (5)

where R, is the rate at time t, and X;, X,, . . . X; are one or more frame quality
measurements. The k frame quality measurements may be measurements
performed on the current frame of data, or measurements performed on
previous frame(s) of data, or a combination of both. An example of a frame
quality measurement is the SER error metric mentioned above. Thus, the
probability of receiving a frame at a given rate is conditioned on the SER
obtained from the previous decoding if a previous decoding had been
performed.

The conditional probability distribution may also depend on a
combination of the actual rates of the previous frames of data and the frame
quality measurements. In this case, the probability distribution of the data
rates is defined as:

Pt = PrOb{ Rt | Rf-l' R1-2’ .oy R‘t-nl Xl’ Xz, “e o Xk }, (6) ’

where R, is the rate at time t, R, R;,.. ., Ry, are the rates of the previous
frames of data and Xy, X, . . ., X are the frame quality measurements.

In the cases where the probability distribution is based on frame
quality measurements, the frame quality measurements should be
maintained in processor 40 of hypothesis testing module 36. As can be seen
from the above description, the hypothesized frame rate may be conditioned
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on a number of different statistics, and the rates of the previous frames and
the frame quality measurements are examples of these statistics. For each
data frame received, processor 40 uses the statistics to determine the rate at
which to decode the frame.

A further refinement to the determination of the rate at which to
decode a received frame of data considers the processing costs of decoding
the frame at the various rates in conjunction with hypothesis testing. In
this embodiment, an optimum test sequence of the rates is established based
on both the probability distribution of the data rates and the cost of decoding
at each of the data rates. The optimum test sequence is maintained by
processor 40, which causes decoder 34 to sequentially decode a received
frame of data according to the optimum sequence until the correct rate is
found. The optimum test sequence is established to minimize the total
expected cost of the rate search. Denoting P; to be the probability that the rate
search will stop at test T;, and C; to be the cost for conducting test T;, the total
expected cost of the rate search using test sequence Ty, T, . . ., Ty , where M
is the number of possible rates in the system and 1 < i <M, can be modeled
as:

Ctotal = Cl * Pl + (Cl + Cz)* P2 +... (Cl + CZ +. ..+ CM)* PM (7)

The optimum test sequence is found by minimizing the total expected cost
Ctotal'

In Equation (7), the cost C; for conducting test T; will generally be the
processing power required for decoding a frame at the rate specified by test
T;. The cost may be assigned to be proportional to the frame rate specified by
the test T; because the computational complexity of decoder 34 is in general
approximately proportional to the number of bits per frame. The
probabilities P; may be assigned by the unconditioned a priori probability -
distribution of data rates as defined by Equation (3), or any of the conditional
probability distributions defined by Equations (4), (5), or (6) above.

In a variable rate communications system where data frames are
transmitted at 9,600 bps, 4,800 bps, 2,400 bps, and 1,200 bps, the following
example illustrates the formulation of the optimum test sequence for rate
determination of a received frame. The costs to decode the 9,600 bps, 4,800
bps, 2,400 bps, and 1,200 bps frames are assumed to be 9.6, 4.8, 2.4, and 1.2,
respectively. Further, the probability of receiving a frame at each of the four
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rates is assumed to be the unconditioned a priori probabilities having the
following values:

Prob(9,600 bps) = 0.291, 8
Prob(4,800 bps) = 0.039, 9)
Prob(2,400 bps) = 0.072, and (10)
Prob(1,200 bps) = 0.598. (11)

The probabilities given in Equations (8)-(11) are derived from steady state
empirical data.

A listing of all possible test sequences for rate determination in the
system transmitting frames at 9,600, 4,800, 2,400, and 1,200 bps is shown in
Table I below. In Table I, column 1 lists all possible test sequences T,, T,, T,
T4, where T; = 1 refers to the test of decoding at 9,600 bps, T; = 1/2 refers to
the test of decoding at 4,800 bps, T; = 1/4 refers to the test of decoding at 2,400
bps, and T; = 1/8 refers to the test of decoding at 1,200 bps. Columns 2 and 3
list the probability P, and the cost C, of performing the test T;, columns 4
and 5 list the probability P, and the cost C, of performing the test T,,
columns 6 and 7 list the probability P; and the cost C3 of performing the test
T3, and columns 8 and 9 list the probability P4 and the cost C4 of performing
the test T;. The total cost C,, of performing the test sequence Ty, T, T3, T,
is listed in column 10.
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Ty, Tp, Ty, Ty} Py G| Py, G| P G| Py  GCCroal

1,1/2,1/4,1/§ 0291 9.6] 0.039 48| 0.072 24| 0598 12| 15.33
1,1/2,1/8,1/4 0.291 9.6 0.039 4.8 0598 1.2 0.072 2.4 13.98
1,1/4,1/2,1/8 0.291 9.6 0.072 24 0039 4.8 0598 1.2| 15.08
'1,1/4,1/8,1/2f 0291 9.6 0.072 24| 0.598 1.2] 0.039 4.8 12.25
1,1/8,1/2,1/4 0.291 9.6 0598 1.2] 0.039 4.8 0.072 24| 11.16
1,1/8,1/4,1/2} 0291 9.6 0.598 1.2] 0.072 24| 0.039 4.8 10.90|
1/2,1,1/4,1/8 0.039 4.8 0291 9.6] 0.072 24| 0598 1.2} 16.35
1/2,1,1/8,1/4 0.039 4.8 0.291 9.6 0598 12| 0.072 2.4 15.00
1/2,1/4,1,1/8 0.039 4.8 0.072 24| 0291 9.6 0598 1.2| 16.36
1/2,1/4,1/8,1] 0.039 4.8 0.072 24 0598 1.2 0291 9.6 10.97
1/2,1/8,1,1/4 0.039 4.8 0598 1.2 0291 9.6f 0.072 24| 9.61
1/2,1/8,1/4,1] 0.039 4.8 0.598 12| 0.072 24} 0291 9.6 9.62
1/4,1,1/2,1/8 0.072 2.4 0291 9.6] 0.039 4.8 0598 1.2| 15.08
1/4,1,1/8,1/2f 0.072 2.4 0291 9.6 0598 1.2| 0.039 4.8 12.26
1/4,1/2,1,1/8 0.072 2.4 0.039 4.8 0291 9.6 0598 1.2 16.11
1/4,1/2,1/8,1 0.072 24| 0.039 4.8/ 0598 1.2{ 0291 9.6 10.71
1/4,1/8,1/2,1 0.072 2.4| 0.598 12| 0.039 4.8 0291 9.6 7.89
1/4,1/8,1,1/2) 0.072 2.4 0598 1.2 0291 9.6 0.039 4.8] 6.87
1/8,1,1/4,1/2) 0.598 1.2{ 0291 9.6] 0072 24| 0.039 4.8} 5.51
1/8,1,1/2,1/4 0598 12 0291 9.6/ 0039 4.8/ 0072 24} 576
1/8,1/2,1,1/4 0.598 1.2| 0.039 48] 0291 96| 0.072 24| 6.79
1/8,1/2,1/4,1) 0.598 12| 0.039 48 0072 24| 0291 9.6/ 6.79
1/8,1/4,1/2,1] 0.598 1.2 0.072 24| 0.039 4.8 0291 9.6 6.54
1/8,1/4,1,1/2) 0598 1.2| 0.072 24 0291 9.6 0.039 4.8/ 552

Table I

As shown in Table ], the optimum test sequence is the sequence 1/8,
1,1/4,1/2 shown in the 19th row. This test sequence offers the lowest total
expected cost of processing. Therefore, the rate determination system would
decode a received frame of data at 1,200 bps first. If the decoding at 1.200 bps
is not successful, then the frame would be decoded sequentially at 9,600 bps,
2,400 bps, and 4,800 bps until the correct rate is found. In a preferred
embodiment, the optimum test sequence is maintained by processor 40 of
hypothesis testing module 36. For each frame of data received, processor 40
causes decoder 34 to decode the frame sequentially according to the
optimum test sequence, with each decoding checked by data check element
42, until the correct data rate is found. Processing resources are efficiently
utilized in this rate determination system because the decoding is performed
sequentially according to an optimum search sequence.

Based on the embodiments described above, it will be understood by
one skilled in the art that the present invention is applicable to all systems
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in which data has been encoded according to a variable rate scheme and the
data must be decoded in order to determine the rate. Even more generally,
the invention is applicable to all systems in which the encoded data E is a
function of the data D and some key k, and there exists some information in
D or E which permits the verification of the correct D by the receiver. The
sequence k may be time varying. The encoded data is represented as:

E = §D,K), | (1)

where k is from a small set K of keys and where some probability function
exists on the set of keys. The inverse of the encoding, or the decoding, can
be represented as:

D=fYEK), | @)

where k is chosen so that D is correct.

As an example, assume that D is data composed of fixed-length
sequence D1 and fixed length sequence D2 so that D = D1, D2. Sequence D2 is
the Cyclic Redundancy Code (CRC) of D1, so that D2 = fcrc(D1). Assume also
that the encoding function, f(D/k), is an exclusive-OR of a fixed-length D
with the fixed length sequence k. Then, the decoding, f 1(E,k), would be the
exclusive-OR of E with the correct k. The correct k is verified by checking
whether D2 = fcrc(D1). The correct k can be found by decoding all possible
ks in K and then determining whether the CRC check passes.
Alternatively, it can be done by sequentially decoding using one k at a time,
with no further decoding once the “correct” k is found. According to the
present invention, the order of sequential decoding is to be determined by
hypothesis testing. A number of hypothesis tests, including the tests
described above, may be utilized. The order of sequential decoding may in
addition depend on the cost of processing, as described above. The use of
hypothesis testing and/or cost functions in formulating a test sequence for -
rate determination reduces the average amount of processing as fewer k’s
will have to be tried.

The previous description of the preferred embodiments is provided
to enable any person skilled in the art to make or use the present invention.
The various modifications to these embodiments will be readily apparent to
those skilled in the art, and the generic principles defined herein may be
applied to other embodiments without the use of the inventive faculty.
Thus, the present invention is not intended to be limited to the
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embodiments shown herein but is to be accorded the widest scope consistent
with the principles and novel features disclosed herein.
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CLAIMS

1. In a variable rate communications system, a sub-system for
determining, at a receiver, the data rate of a received data frame, comprising:

a processor for generating a signal indicating the most likely rate of
said received data frame in accordance with a predetermined hypothesis test;
and

a decoder for receiving said most likely rate signal and for decoding
said received data frame into a decoded frame of bits at said most likely rate.

2. The rate determination sub-system of claim 1 wherein said
most likely rate is the rate of the previous data frame.

3. The rate determination sub-system of claim 1 wherein said
hypothesis test is based on an a priori probability distribution of data rates.

4. The rate determination sub-system of claim 1 wherein said
hypothesis test is based on a conditional probability distribution of data rates
conditioned on the rate of at least one previous data frame.

5. The rate determination sub-system of claim 1 wherein said
hypothesis test is based on a conditional probability distribution of data rates
conditioned on at least one frame quality measurement.

6. The rate determination sub-system of claim 1 further
comprising a data check element for receiving said decoded bits, generating
error metrics characterizing said decoded bits, and generating a quality
indication based on said error metrics for said decoded bits.

7. The rate determination sub-system of claim 6,

further comprising a vocoder for receiving said decoded bits and
processing said decoded bits to provide speech to an user upon generation of
a positive indication of said quality; and

wherein upon generation of a negative indication of said quality, said
processor further causes said decoder to perform additional decoding of said
received data frame in accordance with at least one rate other than said most
likely rate. '
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8. The rate determination sub-system of claim 7,

wherein said additional decoding is performed sequentially in
accordance with a predetermined test sequence of data rates;

wherein said data check element generates error metrics for each said
additional decoding and generates a quality indication based on said error
metrics for each said additional decoding; and

wherein said additional decoding terminates upon generation of a
positive indication of said quality.

9. The rate determination sub-system of claim 7,

wherein said additional decoding comprises exhaustive decoding of
said received data frame at all rates of a rate set except said most likely rate;
and

wherein said data check element generates error metrics for each said
additional decoding and determines the rate of said received data frame in
accordance with said error metrics.

10. The rate determination sub-system of claim 6 wherein said
error metrics include a Cyclic Redundancy Check result.

11.  The rate determination sub-system of claim 6 wherein said
error metrics include a Symbol Error Rate metric.

12 The rate determination sub-system of claim 6 wherein said
error metrics include a Yamamoto quality metric.

13.  The rate determination sub-system of claim 1 wherein said
processor comprises a memory for storing said most likely rate.

14. The rate determination sub-system of claim 1 wherein said
decoder is a Viterbi decoder.

15.  In a variable rate communications system, a sub-system for
determining, at a receiver, the data rate of a received data frame, comprising:

a processor for generating a test sequence of data rates for determining
the rate of a received data frame, said test sequence being generated in
accordance with a predetermined hypothesis test;
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a decoder for decoding said received data frame sequentially according
to said test sequence and generating a decoded frame of bits for each rate at
which said received data frame is decoded;

a data check element for generating error metrics characterizing said
decoded bits and for generating a quality indication based on said error
metrics for each rate at which said received data frame is decoded; and

wherein no further decoding is performed upon generation of a
positive indication of said quality.

16.  The rate determination sub-system of claim 15 wherein said
hypothesis test is based on an a priori probability distribution of data rates.

17. The rate determination sub-system of claim 15 wherein said
hypothesis test is based on a conditional probability distribution of data rates
conditioned on the rate of at least one previous data frame.

18.  The rate determination sub-system of claim 15 wherein said
hypothesis test is based on a conditional probability distribution of data rates
conditioned on at least one frame quality measurement.

19.  The rate determination sub-system of claim 16 wherein said
test sequence is generated further in accordance with the cost of decoding
said received data frame at each of said data rates.

20. The rate determination sub-system of claim 17 wherein said
test sequence is generated further in accordance with the cost of decoding
said received data frame at each of said data rates.

21.  The rate determination sub-system of claim 18 wherein said
test sequence is generated further in accordance with the cost of decoding
said received data frame at each of said data rates.

22. The rate determination sub-system of claim 15 further
comprising a vocoder for receiving said decoded bits and processing said
decoded bits to provide speech to an user upon generation of a positive
indication of said quality.

23. The rate determination sub-system of claim 15 wherein said
error metrics include a Cyclic Redundancy Check result.
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24.  The rate determination sub-system of claim 15 wherein said
error metrics include a Symbol Error Rate metric.

25.  The rate determination sub-system of claim 15 wherein said
error metrics include a Yamamoto quality metric.

26. The rate determination sub-system of claim 15 wherein said
processor comprises a memory for storing said test sequence of data rates.

27. The rate determination sub-system of claim 15 wherein said
decoder is a Viterbi decoder.

28. A method for determining the rate of a received data frame in
a variable rate communications system, comprising the steps of:

receiving a wide-band signal;

demodulating said wide-band signal to produce a data signal, wherein
said data signal has been transmitted at one of a set of possible transmission
rates;

generating a test sequence of data rates for determining the rate of said
data signal, said test sequence being generated in accordance with a
predetermined hypothesis test;

decoding said data signal sequentially according to said test sequence
to generate a decoded frame of bits for each rate at which said data signal is
decoded;

generating error metrics characterizing said decoded frame of bits for
each rate at which said data signal is decoded;

generating a quality indication based on said error metrics for each
rate at which said data signal is decoded; and

upon generation of a positive indication of said quality, providing
said decoded frame of bits to a vocoder which processes said decoded bits to
provide speech to an user.

29.  The method of claim 28 wherein said hypothesis test is based
on an a priori probability distribution of data rates.

30. The method of claim 28 wherein said hypothesis test is based
on a conditional probability distribution of data rates conditioned on the rate
of at least one previous data frame.
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31.  The method of claim 28 wherein said hypothesis test is based
on a conditional probability distribution of data rates conditioned on at least
one frame quality measurement.

32.  The method of claim 29 wherein said test sequence is generated
further in accordance with the cost of decoding said received data frame at
each of said data rates.

33.  The method of claim 30 wherein said test sequence is generated
further in accordance with the cost of decoding said received data frame at
each of said data rates.

34.  The method of claim 31 wherein said test sequence is generated

further in accordance with the cost of decoding said received data frame at
each of said data rates.
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BROADCAST AND RECEPTION SYSTEM, AND CONDITIONAL ACCESS
SYSTEM THEREFOR '

The present invention relates to a broadcast and reception system, in particular to a
mass—market digital interactive satellite television system, and to a conditional access

system therefor.

In particular, but not exclusively, the invention relates to a mass—market broadcast

system having some or all of the following preferred features:—

] It is an information broadcast system, preferably a radio and/or television
broadcast system

) It is a satellite system (although it could be applicable to cable or terrestrial
transmission)

) It is a digital system, preferably using the MPEG, more preferably the MPEG-
2, compression system for data/signal transmission

° It affords the possibility of interactivity.

More particularly the present invention relates to so—called pay television (or radio)
where a user/viewer selects a programme/film/game to be viewed for which payment
is to be made, this being referred to as a pay-per-view (PPV) or in the case of data

to be downloaded a so—called pay-per-file (PPF).

With such known PPV or PPF systems a significant amount of time is required to be
spent by the user/viewer in order to carry out the actions necessary to actually access

the product being selected.

For example, in one known system the sequence of steps which have to be carried out

are as follows:—

D The user telephones a so—called Subscriber Management System (SMS)
which in this known system includes a number of human operators which answer the
subscriber's call and to whom the subscriber communicates the necessary information

concerning the selected product and concerning the financial status of the subscriber
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to a so-called Subscriber Authorization System (SAS) which has included in it or

associated with it a plurality of communications servers.

it) The operator at the SMS then has to check the financial status of the
user before authorising the connection from the communications servers to the user's

television set so that the product can be delivered and viewed by the user.

In another known system the human operator is replaced by an automatic voice server
so that when the user telephones the SMS he/she hears a voice activated recording to

which the user conveys the same information as I) above.

This second arrangement reduces the delay inherent in the first described arrangement
which can be more easily overloaded when large numbers of users are wishing to

order a product at the same time.

However, even with this second arrangement the user is involved in inputting
significant information in the form of lengthy serial numbers which operation provides

plenty of scope for error as well as being time consuming.

The third known arrangement involves the user making use of existing screen based
systems such as MINITEL in France and PRESTEL in the United Kingdom, which
systems replace the voice activated server referred to above in connection with the
second arrangement. The MINITEL and PRESTEL systems themselves incorporate

a modem at the consumer end.

In all these known arrangements the user is involved in the expenditure of significant
time and effort in inputting all the information necessary to enable the system to in

effect authorize the transmission of the chosen product to the user's television set.

In the case of a satellite television system there is a further delay involved in the user

actually receiving the product selected.

Petitioner Apple Inc. - Ex. 1025, p. 3461



10

15

20

25

WO 98/43426 ' PCT/EP97/02108

-3-
In PPV and PPF systems the key element in controlling the user's access to products
are so—called Entitlement Management Messages (EMM) which have to be injected
into the system in order to give the user product access. More particularly the EMMs
are the mechanism by which the encrypted data representative of a product is

decrypted for a particular individual user.

In known satellite television systems the EMMs are transmitted to the user's
televisions via the satellite link at regular intervals in the MPEG-2 data stream. Thus
in the case of a particular user's EMM there can be a significant delay of perhaps '
several minutes before the user's next EMM transmission arrives at that user's

television set.

This transmission delay is in addition to the delay referred to earlier which is inherent
in the user having to manually input certain data into the system. The cumulative
effect of these two delays is that it may take perhaps typically five minutes for a user

to be able to gain access to the selected product.
The present invention-is concermned with overcoming this problem.

In a first aspect, the present invention provides a conditional access system
comprising:

means for generating a plurality of (preferably conditional access) messages;
and

means for receiving the messages, said receiving means being adapted to
communicate with said generating means via a communications server connected

directly to said generating means.
Preferably, the message is an entitlement message for transmission (for example by
broadcast) to the receiving means, said géncrating means being adapted to generate

entitlement messages in response to data received from said receiving means.

The gcncfating means may be arranged to transmit a message as a packet of digital
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data to said receiving means either via said communications server or via a satellite

transponder.

The receiving means may be connectable to said communications server via a modem

and telephone link.

In a related aspect, the present invention provides a conditional access system for
affording conditional access to subscribers, coniprising:

a subscriber management system,;

a subscriber authorization system coupled to the subscriber management
system; and

a communications server; said server being connected directly to the subscriber

authorization system.

The system may further comprise a receiver/decoder for the subscriber, the
receiver/decoder being connectable to said communications server, and hence to said

subscriber authorization system, via a modem and telephone link.

In a second aspect, the present invention provides a broadcast and reception system

including a conditional access system as described above.

In a third aspect, the present invention provides a broadcast and reception system
comprising;: _

means for generating a plurality of entitlement messages relating to broadcast
programs;

means for receiving said messages from said generating means; and

means for connecting the receiving means to the generating means to receive
said messages, said connecting means being capable of effecting a dedicated

connection between the receiving means and the generating means.

The dedicated connection would typically be a hard-wired connection and/or a

modemmed connection, with the possibility of the connection been made via a cellular
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telephone system. In other words, the dedicated connection is capable of forming a
channel of communication (from point to point). This is in contrast to broadcasting
of information through the air or ambient medium. The connecting means would

typically be a modem at the receiving means.

Hence, in a closely related aspect, the present invention provides a broadcast and
reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast
programs;

means for receiving said messages from said generating means via a modem;
and ' |

means for connecting said modem to said generating means and said receiving

means.

The above features can afford the advantage of providing the uscf the necessary
viewing authorization (via the EMM) more quickly than has hitherto been possible,
partly because, since the SAS typically uses a smaller amount of computer code than
the SMS, the SAS can operate more efficiently (and in real time), partly because the
SAS can itself, directly, generate the requisite EMM, and partly because the EMM can

be passed to the user or subscriber via a dedicated (typically modemmed) link.

Preferably, the generating means is connected to said modem via a communications

server which is preferably included in or associated with said generating means.

The receiving means may be further adapted to receive said entitlement messages via

a satellite transponder.
The receiving means may be a receiver/decoder comprising means for receiving a
compressed MPEG-type signal, means for decoding the received signal to provide a

television signal and means for supplying the television signal to a television.

Preferably, the receiving means is adapted to communicate with said generating means
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via said modem and connecting means. The receiving means may comprise means
for reading a smartcard insertable thereinto by an end user, the smartcard having
stored therein data to initiate automatically the transmission of a message from said
receiving means to said generating means upon insertion of the smartcard by the end

user.

In addition, the system may further comprise a voice link to enable the end user of

the broadcast and reception system to communicate with the generating means.

"It will be understood from the above that the: present invention provides two

arrangements by which the time it takes for an end user to access a desired product
is reduced. Preferably both arrangements are employed to achieve the maximum time

saving but either arrangement can be used individually.

According to a further aspect of the present invention, there is provided a broadcast
and reception system, comprising, at the broadcast end:

a broadcast system including means for broadcasting a callback request;
and at the reception end:

a receiver including means for calling back the broadcast system in response

to the callback request.

By providing that the broadcast system can request the receiver to call it back, the
possibility is afforded of the broadcast system obtaining information from the receiver

about the state of the receiver.

Preferably, the means for calling back the broadcast system includes a modem
connectable to a telephone system. By using a modemmed back channel, a simple

way of putting the invention into effect can be provided.

Preferably also, the means for calling back the broadcast system is arranged to transfer
to the broadcast system information concerning the receiver. This information might

include the number of remaining tokens, the number of pre-booked sessions, and so
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Preferably, the broadcast system includes means for storing the information, so that

it can be processed at a later time, as desired.

Preferably, the broadcast means is arranged to broadcast a callback request which
includes a command that the callback be made at a given time, and the means for
calling back the broadcast system is arranged to respond to said command. By
arranging for the callback to be later than the actual request, greater flexibility can be

imparted to the system.

The broadcasting means may be arranged to broadcast as the callback request one or

more Entitlement Messages for broadcast.

Preferably, the broadcast system includes means for generating a check message (such
as a random number) and passing this to the receiver, the receiver includes means for
encrypting the check message and passing this to the broadcast system, and the
broadcast system further includes means for decrypting the check message received
from the receiver and comparing this with the original check message. In this way

it can be checked whether the receiver is genuine.

Any of the above features may be combined together in any appropriate combination.

They may also be provided, as appropriate, in method aspects.

Preferred features of the present invention will now be described, purely by way of

example, with reference to the accompanying drawings, in which:-

Figure 1 shows the overall architecture of a digital television system according to the

preferred embodiment of the present invention;

Figure 2 shows the architecture of a conditional access system of the digital television

system;
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Figure 3 shows the structure of an Entitlement Management Message used in the

conditional access system;

Figure 4 is a schematic diagram of the hardware of a Subscriber Authorisation System

(SAS) according to a preferred embodiment of the present invention;
Figure 5 is a schematic diagram of the architecture of the SAS;

Figure 6 is a schematic diagram of a Subscriber Technical Management server

forming part of the SAS;

Figure 7 is a flow diagram of the procedure for automatic renewal of subscriptions as

implemented by the SAS;

Figure 8 is a schematic diagram of a group subscription bitmap used in the automatic

renewal procedure;
Figure 9 shows the structure of an EMM used in the automatic renewal procedure;
Figure 10 shows in detail the structure of the EMM;

Figure 11 is a schematic diagram of an order centralized server when used to receive

commands directly through communications servers;

Figure 12 illustrates diagrammatically a part of Figure 2 showing one embodiment of

the present invention;

Figure 13 is a schematic diagram of the order centralized server when used to receive

commands from the subscriber authorization system to request a callback;

Figure 14 is a schematic diagram of the communications servers;
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Figure 15 shows the manner in which EMM emission cycle rate is varied according

to the timing of a PPV event;
Figure 16 is a schematic diagram of a Message Emitter used to emit EMMs;

Figure 17 is a schematic diagram showing the manner of storage of EMMSs within the

Message Emitter;
Figure 18 is a schematic diagram of a smartcard;

Figure 19 is a schematic diagram of an arrangement of zones in the memory of the

smartcard; and
Figure 20 is a schematic diagram of a PPV event description.

An overview of a digital television broadcast and reception system 1000 according to
the present invention is shown in Figure 1. The invention includes a mostly
conventional digital television system 2000 which uses the known MPEG-2
compression system to transmit compressed digital signals. In more detail, MPEG-2
compressor 2002 in a broadcast centre receives a digital signal stream (typically a
stream of video signals). The compressor 2002 is connected to a multiplexer and
scrambler 2004 by linkage 2006. The multiplexer 2004 receives a plurality of further
input signals, assembles one or more transport streams and transmits compressed
digital signals to a transmitter 2008 of the broadcast centre via linkage 2010, which
can of course take a wide variety of forms including telecom links. The transmitter
2008 transmits electromagnetic signals via uplink 2012 towards a satellite transponder
2014, where they are electronically processed and broadcast via notional downlink
2016 to earth receiver 2018, conventionally in the form of a dish owned or rented by
the end user. The signals received by receiver 2018 are transmitted to an integrated
receiver/decoder 2020 owned or rented by the end user and connected to the end user's
television set 2022. The receiver/decoder 2020 decodes the compressed MPEG-2

signal into a television signal for the television set 2022.
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A conditional access system 3000 is connected to the multiplexer 2004 and the
receiver/decoder 2020, and is located partly in the broadcast centre and partly in the
decoder. It ehablcs the end user to access digital television broadcasts from one or
more broadcast suppliers. A smartcard, capa}ble of decrypting messages relating to
commercial offers (that is, one or several tcle\"ision programmes sold by the broadcast
supplier), can be inserted into the rcceivcr/décodcr 2020. Using the decoder 2020 and
smartcard, the end user may purchase events in either a subscription mode or a pay-

per—view mode.

An interactive system 4000, also connected t¢- the multiplexer 2004 and the
receiver/decoder 2020 and again located partly in the broadcast centre and partly in
the decoder, enables the end user to interact with various applications via a

modemmed back channel 4002.
The conditional access system 3000 is now described in more detail.

With reference to Figure 2, in overview the conditional access system 3000 includes
a Subscriber Authorization System (SAS) 3002. The SAS 3002 is connected to one
or more Subscriber Management Systems (SMS) 3004, one SMS for each broadcast
supplier, by a respective TCP-IP linkage 3006 (although other types of linkage could
alternatively be used). Alternatively, one SMS could be shared between two broadcast

suppliers, or one supplier could use two SMSs, and so on.

First encrypting units in the form of ciphering units 3008 utilising "mother" smartcards
3010 are connected to the SAS by linkage 3012. Second encrypting units again in the
form of ciphering units 3014 utilising mother smartcards 3016 are connected to the
multiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a "daughter”
smartcard 3026. It is connected directly to the SAS 3002 by Communications Servers
3022 via the modemmed back channel 4002. The SAS sends amongstl other things

subscription rights to the daughter smartcard on request.

The smartcards contain the secrets of one or more commercial operators. The
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"mother" smartcard encrypts different kinds of messages and the "daughter" smartcards

decrypt the messages, if they have the rights to do so.

The first and second ciphering units 3008 and 3014 comprise a rack, an electronic
VME card with software stored on an EEPROM, up fo 20 electronic cards and one
smartcard 3010 and 3016 respectively, for each electronic card, one (card 3016) for
encrypting the ECMs and one (card 3010) for encrypting the EMMs.

The operation of the conditional access system 3000 of the digital television system
will now be described in more detail with reference to the various componcnts of the

television system 2000 and the conditional access system 3000.

Multiplexer and Scrambler

With reference to Figures 1 and 2, in the broadcast centre, the digital video signal is
first compressed (or bit rate reduced), using the MPEG-2 compressor 2002. This
compressed signal is then transmitted to the multiplexer and scrambler 2004 via the
linkage 2006 in order to be multiplexed with other data, such as other compressed.

data.

The scrambler generates a control word used in the scrambling process and included
in the MPEG-2 stream in the multiplexer 2004. The control word is generated
internally and enables the end user's integrated receiver/decoder 2020 to descramble

the programme.

Access criteria, indicating how the programme is commercialised, are also added to
the MPEG-2 stream. The programme may be commercialised in either one of a
number of "subscription” modes and/or one of a number of "Pay Per View” (PPV)
modes or events. In the subscription mode, the end user subscribes to one or more
commercial offers, or "bouquets”, thus getting the rights to watch every channel inside
those bouquets. In the preferred embodiment, up to 960 commercial offers may be
selected from a bouquet of channels. In the Pay Per View mode, the end user is

provided with the capability to purchase events as he wishes. This can be achieved
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by either pre-booking the event in advance ("pre-book mode"), or by purchasing the
event as soon as it is broadcast ("impulse mode"). In the preferred embodiment, all
users are subscribers, whether or not they watch in subscription or PPV mode, but of

course PPV viewers need not necessarily bé subscribers.

Both the control word and the access criteria are used to build an Entitlement Control
Message (ECM); this is a message sent in relation with one scrambled program; the
message contains a control word (which allows for the descrambling of the program)
and the access criteria of the broadcast program. The access criteria and control word
are transmitted to the second encrypting unit 3014 via the linkage 3018. In this unit,
an ECM is generated, encrypted and transmitted on to the multiplexer and scrambler

2004.

Each service broadcast by a broadcast supplier in a data stream comprises a number
of distinct components; for example a television programme includes a video
component, an audio component, a sub-title component and so on. Each of these
components of a service is individually scrambled and encrypted for subsequent
broadcast to the transponder 2014. In respect of each scrambled component of the

service, a separate ECM is required.

Programme Transmission

The multiplexer 2004 receives electrical signals comprising encrypted EMMs from the
SAS 3002, encrypted ECMs from the second 'cncrypti_ng unit 3014 and compressed
programmes from the compressor 2002. The multiplexer 2004 scrambles the
programmes and transmits the scrambled programmes, the encrypted EMMs and the
encrypted ECMs as electric signals to a transmitter 2008 of the broadcast centre via
linkage 2010. The transmitter 2008 transmits electromagnetic signals towards the
satellite transponder 2014 via uplink 2012.

Programme Reception

The satellite transponder 2014 receives and processes the electromagnetic signals

transmitted by the transmitter 2008 and transmits the signals on to the earth receiver
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2018, conventionally in the form of a dish owned or rented by the end user, via
downlink 2016. The signals received by receiver 2018 are transmitted to the
integrated receiver/decoder 2020 owned or rented by the end user and connected to
the end user's teievision set 2022. The receiver/decoder 2020 demultiplexes the

signals to obtain scrambled programmes with "cncryptcd EMMs and encrypted ECMs.

If the programme is not scrambled, that is, no ECM has been transmitted with the
MPEG-2 stream, the receiver/decoder 2020 decompresses the data and transforms the

signal into a video signal for transmission to television set 2022.

If the programme is scrambled, the receiver/decoder 2020 extracts the corresponding
ECM from the MPEG-2 stream and passes the ECM to the "daughter" smartcard 3020
of the end user. This slots into a housing in the receiver/decoder 2020. The daughter
smartcard 3020 controls whether the end user has the right to decrypt the ECM and
to access the programme. If not, a negative status is passed to the receiver/decoder
2020 to indicate that the programme cannot be descrambled. If the end user does
have the rights, the ECM is decrypted and the control word extracted. The decoder
2020 can then descramble the programme using this control word. The MPEG-2
stream is decompressed and translated into a video signal for onward transmission to

television set 2022.

Subscriber Management System (SMS)
A Subscriber Management System (SMS) 3004 includes a database 3024 which

manages, amongst others, all of the end user files, commercial offers (such as tariffs
and promotions), subscriptions, PPV details, and data regarding end user consumption

and authorization. The SMS may be physically remote from the SAS.

Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006
which imply modifications to or creations of Entitlement Management Messages

(EMMs) to be transmitted to end users.

The SMS 3004 also transmits messages to the SAS 3002 which imply no
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modifications or creations of EMMs but imply only a change in an end user's state
(relating to the authorization granted to the end user when ordering products or to the

amount that the end user will be charged).

As described later, the SAS 3002 sends messages (typically requesting information
such as call-back information or billing information) to the SMS 3004, so that it will

be apparent that communication between the two is two-way.

Entitlement Management Messages (EMMs)

The EMM is a message dedicated to an individual end user (subscriber), or a group
of end users, only (in contrast with an ECM, which is dedicated to one scrambled
programme only or a set of scrambled programmes if part of the same commercial
offer). Each group may contain a given number of end users. This organisation as
a group aims at optimising the bandwidth; that is, access to one group can permit the

reaching of a great number of end users.

Various specific types of EMM are used in putting the present invention into practice.
Individual EMMs are dedicated to individual subscribers, and are typically used in the
provision of Pay Per View services; these contain the group identifier and the position
of the subscriber in that group. So-called “Group” subscription EMMs are dedicated
to groups of, say, 256 individual users, and are typically used in the administration of
some subscription services. This EMM has a group identifier and a subscribers’
group bitmap. Audience EMMs are dedicated to entire audiences, and might for
cxﬁmplc be used by a particular operator to provide certain free services. An
“audience” is the totality of subscribers having smartcards which bear the same
Operator Identifier (OPI). Finally, a “unique” EMM is addressed to the unique

identifier of the smartcard.

The structure of a typical EMM is now described with reference to Figure 3.
Basically, the EMM, which is implemented as a series of digital data bits, comprises
a header 3060, the EMM proper 3062, and a signature 3064. The header 3060 in tum
comprises a type identifier 3066 to identify whether the type is individual, group,
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audience or some other type, a length identifier 3068 which gives the length of the
EMM, an optional address 3070 for the EMM, an operator identifier 3072 and a key
identifier 3074. The EMM proper 3062 of course varies greatly according to its type.
Finally, the signature 3064, which is typically of 8 bytes long, provides a number of

checks against corruption of the remaining data in the’EMM.

Subscriber Authorization System (SAS)

The messages generated by the SMS 3004 are passed via linkage 3006 to the
Subscriber Authorization System (SAS) 3002, which in turn generates messages
acknowledging receipt of the messages generated by the SMS 3004 and passes these
acknowledgements to the SMS 3004.

As shown in Figure 4, at the hardware level the SAS comprises in known fashion a
mainframe computer 3050 (in the preferred embodiment a DEC machine) connected
to one or more keyboards 3052 for data and command input, one or more Visual
Display Units (VDUs) 3054 for display of output information and data storage means

3056. Some redundancy in hardware may be provided.

At the software level the SAS runs, in the preferred embodiment on a standard open-

~ 'VMS operating system, a suite of software whose architecture is now described in

overview with reference. to Figure 5; it will be understood that the software could

alteratively be implemented in hardware.

In overview the SAS comprises a Subscription Chain area 3100 to give rights for
subscription mode and to renew the rights automatically each month, a Pay Per View
Chain area 3200 to give rights for PPV events, and an EMM Injector 3300 for passing
EMMs created by the Subscription and PPV chain areas to the multiplexer and
scrambler 2004, and hence to feed the MPEG stream with EMMs. If other rights are
to be granted, such as Pay Per File (PPF) rights in the case of downloading computer

software to a user’s Personal Computer, other similar areas arc also provided.

One function of the SAS 3002 is to manage the access rights to television
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programmes, available as commercial offers in subscription mode or sold as PPV
events according to different modes of commercialisation (pre-book mode, impulse

mode). The SAS 3002, according to those rights and to information received from the
SMS 3004, generates EMMs for the subscriber.

The Subscription Chain area 3100 comprises a Command Interface (CI) 3102, a
Subscriber Technical Management (STM) server 3104, a Message Generator (MG)
3106, and the Ciphering Unit 3008.

The PPV Chain area 3200 comprises an Authorisation Server (AS) 3202, a relational
database 3204 for storing relevant details of the end users, a local blacklist database
3205, Database Servers 3206 for the database, an Order Centralized Server (OCS)
3207, a Server for Programme Broadcaster (SPB) 3208, a Message Generator (MG)
3210 whose function is basically the same as that for the Subscription Chain area and

is hence not described further in any detail, and the Ciphering Unit 3008.

The EMM Injector 3300 comprises a plurality of Message Emitters (MEs) 3302, 3304,
3306 and 3308 and Software Multiplexers (SMUXs) 3310 and 3312. In the preferred
embodiment, there are two MEs, 3302 and 3304 for the Message Generator 3106, with
the other two MEs 3306 and 3308 for the Message Generator 3210. MEs 3302 and
3306 are connected to the SMUX 3310 whilst MEs 3304 and 3308 are connected to
the SMUX 3312. .

Each of the three main components of the SAS (the Subscription Chain area, the PPV

Chain arca and the EMM Injector) are now considered in more detail.

Subscription Chain Area

Considering first the Subscription Chain area 3100, the Command Interface 3102 is
primarily for despatching messages from the SMS 3004 to the STM server 3104, as
well as to the OCS 3206, and from the OCS to the SMS. The Command Interface
takes as input from the SMS ecither direct commands or batch files containing

commands. It performs syntactic analysis on the messages coming from the STM
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server, and is able to emit accurate messages when an error occurs in a message
(parameter out of range, missing parameter, and so on). It traces incoming commands
in textual form in a trace file 3110 and also in binary form in a replay file 3112 in
order to be able to replay a series of commands. Traces can be disabled and the size

of files limited.

Detailed discussion of the STM server 3104 is now provided with particular reference
to Figure 6. The STM server is effectively the main engine of the Subscription Chain
area, and has the purpose of managing free rights, the creation of new subscribers and
the renewal of existing subscribers. As shown in the figure, commands are passed on
to the Message Generator 3106, albeit in a different format from that in which the
commands are passed to the STM server. For each command, the STM server is
arranged to send an acknowledgement message to the CI only when the relevant

command has been successfully processed and sent to the MG.

The STM server includes a subscriber database 3120, in which all the relevant
parameters of the subscribers are stored (smartcard number, commercial offers, state,
group and position in the group, and so on). The database performs semantic checks
of the commands sent by the CI 3102 against the content of the database, and updates-

the database when the commands are valid.

The STM server further manages a First In First Out (FIFO) buffer 3122 between the
STM server and the MG, as well as a backup disk FIFO 3124. The purpose of the
FIFOs is to average the flow of commands .from the CI if the MG is not able to
respond for a while for any reason. They can also ensure that in the case of a crash
of the STM server or MG no command will be lost, since the STM server is arranged
to empty (that is, send to the MG) its FIFOs when restarted. The FIFOs are

implemented as files.

The STM server includes at its core an automatic renewal server 3126 which
automatically generates renewals, and, if required by the operators, free rights. In this

context, the generation of renewals may be thought of as including the generation of

Petitioner Apple Inc. - Ex. 1025, p. 3476



10

15

20

25

WO 98/43426 PCT/EP97/02108

- 18 -
rights for the first time, although it will be understood that the generation of new

rights is initiated at the SMS. As will become apparent, the two can be treated by
roughly the same commands and EMMs.

Having the STM separate from the SAS, and the automatic renewal server within the
SAS rather than (in known systems) in the SMS 3004, is a particularly important
feature, since it can significantly reduce the number of commands which need to be
passed from the SMS to the SAS (bearing in mind that the SMS and SAS may be in
different locations and operated by different operators). In fact, the two main
commands required from the SMS are merely commands that a new subscription
should be started and that an existing subscription should be stopped (for example in
the case of non-payment). By minimising command exchange between the SMS and
SAS, the possibility of failure of command transfer in the linkage 3006 between the
two is reduced; also, the design of the SMS does not nced to take into account the

features of the conditional access system 3000 generally.

Automatic renewal proceeds in the fashion indicated in the flow diagram of Figure 7.
In order to reduce bandwidth, and given that a very high percentage of all renewals
are standard, renewal proceeds in groups of subscribers; in the preferred embodiments

there are 256 individual subscribers per group. The flow diagram begins with the start

~step 3130, and proceeds to step 3132 where a monthly activation of the renewal

function is made (although of course it will be appreciated that other frequencies are
also possible). With a monthly frequency, rights are given to the end user for the
current month and all of the following month, at which point they expire if not

renewed.

In step 3134 the subscriber database 3120 is accessed in respect of each group and
each individual within that group to determine whether rights for the particular

individual are to be renewed.

In step 3136, a group subscription bitmap is set up aécording to the contents of the

subscriber database, as shown in Figure 8. The bitmap comprises a group identifier
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(in this case Group 1 — “G1") 3138 and 256 individual subscriber zones 3140. The
individual bits in the bitmap are set to 1 or zero according to whether or not the
particular subscriber is to have his rights renewed. A typical set of binary data is

shown in the figure.

In step 3142 the appropriate commands, including the group subscription bitmap, are
passed to the Message Generator 3106. In step 3143 the Message Generator sets an
obsolescence date to indicate to the smartcard the date beyond which the particular

subscription EMM is not valid; typically this date is set as the end of the next month.

In step 3144 the Message Generator generates from the commands appropriate group
subscription EMMs and asks the Ciphering Unit 3008 to cipher the EMMSs, the
ciphered EMMs being then passed to the EMM Injector 3300, which, in step 3146,
injects the EMMs into the MPEG-2 data stream.

Step 3148 indicates that the above described procedure is repeated fof each and every

group. The process is finally brought to an end at stop step 3150.

The flow diagram described above with reference to Figure 7 relates in fact
specifically to the renewal of subscriptions. The STM also manages in a similar way

free audience rights and new subscribers.

In the case of free audience rights, available for specific television programmes or
groups of such programmes, these are made available by the STM issuing a command
to the Message Generator to generate appropriate audience EMMs (for a whole
audience) with an obsolescence date a given number of days (or weeks) hence. The

MG computes the precise obsolescence date based on the STM command.

In the case of new subscribers, these are dealt with in two stages. Firstly, on purchase
the smartcard in the receiver/decoder 2020 (if desired by the operator) affords the
subscriber free rights for a given period (typically a few days). This is achieved by

generating a bitmap for the subscriber which includes the relevant obsolescence date.
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The subscriber then passes his completed paperwork to the operator managing the
subscriber (at the SMS). Once the paperwork has been processed, the SMS supplies
to the SAS a start. command for that particular subscriber. On receipt by the SAS of
the start command, the STM commands the MG to assign a unique address to the new
subscriber (with a particular group number and posifion within the group) and to
generate a special, so—called “commercial offer” subscription EMM (as opposed to the -
more usual “group” subscription EMM used for renewals) to provide ‘the particular
subscriber with rights until the end of the next month. From this point renewal of the
subscriber can occur automatically as described above. By this two stage process it

is possible to grant new subscribers rights until the SMS issues a stop command.

It is to be noted that the commercial offer subscription EMM is used for new
subscribers and for reactivation of existing subscribers. The group subscription EMM

is used for renewal and suspension purposes.

With reference to Figure 9, a typical subscription EMM proper (that is, ignoring the
header and signature) generated by the above procedure comprises the following main
portions, namely typically a 256 bit subscription (or subscribers’ group) bitmap 3152,
128 bits of management ciphering keys 3154 for the ciphering of the EMM, 64 bits
of each exploitation ciphering key 3156 to enable the smartcard 3020 to decipher a
control word to provide access to broadcast programmes, and 16 bits of obsolescence
date 3158 to indicate the date beyond which the smartcard will ignore the EMM. In
fact in the preferred embodiment three exploitation keys are provided, one set for the
present month, one set for the next month, and one for resume purposes in the event

of system failure.

In more detail, the group subscription EMM proper has all of the above components,
except the management ciphering keys 3154. The commercial offer subscription
EMM proper (which is for an individual subscriber) includes instead of the full
subscribers’ group bitmap 3152 the group ID followed by the position in the group,
and then management ciphering keys 3154 and three exploitation keys 3156, followed

by the relevant obsolescence date 3158.
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The Message Generator 3106 serves to transform commands issued by the STM server
3104 into EMMs for passing to the Message Emitter 3302. With reference to Figure
5, firstly, the MG .produces the EMMs proper and passes them to the Ciphering Unit
3008 for ciphering with respect to the management and exploitation keys. The CU
completes the signature 3064 on the EMM (see Figure 3) and passes the EMM back
to the MG, where the header 3060 is added. The EMMs which are passed to the
Message Emitter are thus complete EMMs. The Message Generator also determines
the broadcast start and stop time and the rate of emission of the EMMs, and passes
these as appropriate directions along with the EMMs to the Message Emitter. The
MG only generates a given EMM once; it is the ME which performs its cyclic

transmission.

Again with reference to Figure 5, the Message Generator includes its own EMM
database 3160 which, for the lifetime of the relevant EMM, stores it. It is erased once
its emission duration has expired. The database is used to ensure consistency between
the MG and ME, so that for example when an end user is suspended the ME will not
continue to send renewals. In this regard the MG computes the relevant operations

and sends them to the ME.

On generation of an EMM, the MG assigns a unique identifier to the EMM. When
the MG passes the EMM to the ME, it also passes the EMM ID. This enables
identification of a particular EMM at both the MG and the ME.

Also concerning the Subscription Chain area, the Message Generator includes two
FIFOs 3162 and 3164, one for each of the relevant Message Emitters 3302 and 3304
in the EMM Injector 3300, for storing the ciphered EMMs. Since the Subscription
Chain area and EMM Injector may be a significant distance apart, the use of FIFOs
can allow full continuity in EMM transmission even if the links 3166 and 3168

between the two fail. Similar FIFO’s are provided in the Pay Per View Chain area.

One particular feature of the Message Generator in particular and the conditional

access system in general concerns the way that it reduces the length of the EMM
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proper 3062 by mixing parameter length and identifier to save space. This is now
described with reference to Figure 10 which illustrates an exemplary EMM (in fact
a PPV EMM, which is the simplest EMM). The reduction in length occurs in the Pid
(Packet or “Parameter” identifier) 3170. This comprises two portions, the actual ID
3172, and the length parameter for the packet 3174 (necessary in order that the start
of the next packet can be identified). The whole Pid is expressed in just one byte of
information, 4 bits being reserved for the ID, and four for the length. Because 4 bits
is not sufficient to define the length in true binary fashion, a different correspondence
between the bits and the actual length is used, this correspondence being represented
in a look-up table, stored in storage area 3178 in the Message Generator (see Figure

5). The correspondence is typically as follows:—

0000 =
0001 =
0010 =
0011 =
0100 =
0101 =
0110 =
0111 =
1000 =
1001 =
1010 =
1011 =
1100 =
1101 =
1110 =
1111 =

O 00 N O L AW N = O

W N =k =
[\ S N & =

It will be seen that the length parameter is not directly proportional to the actual
length of the packet; the relationship is in part more quadratic rather than linear. This

allows for a greater range of packet length.
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Pay Per View Chain Area

Concerning the Pay Per View Chain area 3200, with reference to Figure 5 in more
detail the Authorisation Server 3202 has as its client the Order Centralized Server
3207, which requests information about éach subscriber which connects to the

Communications Servers 3022 to purchase a PPV product.

If the subscriber is known from the AS 3202, a set of transactions takes place. If the
subscriber is authorized for the order, the AS creates a bill and sends it to the OCS.

Otherwise, it signals to the OCS that the order is not authorized.

It is only at the end of this set of transactions that the AS updates the end users
database 3204 via the database servers (DBAS) 3206, if at least one transaction was

authorized; this optimizes the number of database accesses.

The criteria according to which the AS authorizes purchase are stored in the database,
accessed through DBAS processes. In one embodiment, the database is the same as
the database accessed by the STM.

Depending on consumer profile, the authorization may be denied

(PPV_Forbidden,Casino_Forbidden ...). These kind of criteria are updated by STM

.3104, on behalf of the SMS 3004.

Other parameters are checked, such as limits allowed for purchase (either by credit

card, automatic payment, or number of authorized token purchases per day).

In case of payment with a credit card, the number of the card is checked against a

local blacklist stored in the local blacklist database 3205.

When all the verifications are successful, the AS:-
1. Generates a bill and sends it to the OCS, which completes this bill and stores
it in a file, this file being later sent to the SMS for processing (customer actual

billing); and
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2. Updates the database, mainly to set new purchase limits.
This check—and-generate-bill-if-OK mechanism applies for each command a
subscriber may request during a single connection (it is possible to order e.g. 5 movies

in a single session).

It is to be noted that the AS has a reduced amount of information concemning the
subscriber, by comparison with that held by the SMS. For example, the AS does not
hold the name or address of the subscriber. On the other hand, the AS does hold the
smartcard number of the subscriber, the subscriber’s consumer category (so that
different offers can be made to diffcrent subscribers), and various flags which state
whether, for example, the subscriber may purchase on credit, or he is suspended or his
smartcard has been stolen. Use of a reduced amount of information can help to

reduce the amount of time taken to authorize a particular subscriber request.

The main purpose of the DBASs 3206 is to increase database performance seen from
the AS, by paralleling the accesses (so actually it does not make much sense to define
a configuration with only one DBAS). An AS parameter determines how many

DBASes should connect. A given DBAS may be connected to only one AS.
The OCS 2307 mainly deals with PPV commands. It operates in several modes.

Firstly, it operates to process commands issued by the SMS, such as product
refreshment (for instance, if the bill is already stored by the SMS, no bill is generated
by the OCS), update of the wallet in the smartcard 3020, and session
cancellation/update.

The various steps in the procedure are:~
1. Idéntifying the relevant subscriber (using the AS 3202);
2. If valid, generate adequate commands to the Message Generator, in order to
send an appropriate EMM. Commands may be:
Product commands,

Update of the wallet,
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Session erasure.
Note that these operations do not imply creation of billing information, since billing
is already known from the SMS. These operations are assimilated to "free products”

purchase.

Secondly, the OCS deals with commands received from the subscribers through the
Communications Servers 3022. These may be received either via a modem connected
to the receiver/decoder 2020, or by voice activation via the telephone 4001, or by key
activation via a MINITEL, PRESTEL or like system where available.

Thirdly, the OCS deals with callback requests issued by the SMS. These last two

modes of operation are now discussed in more detail.

In the second type of mode described above it was stated that the OCS deals with
commands received directly from the end user (subscriber) through the
Communications Servers 3022. These include product orders (such as for a particular
PPV event), a subscription modification requested by the subscriber, and a reset of a
parental code (a parental code being a code by which parents may restrict the right of

access to certain programmes or classes of programmes).

The way in which these commands are dealt with is now described in more detail with

reference to Figure 11.

Product orders by a subscriber involve the following steps:

1. Identifying through the AS the caller who is making a call through the CS
3022 ordering a particular product;

2. Checking the caller's request validity, again using the AS (where the order is
placed using the receiver/decoder 2020, this is achieved by verifying the
smartcard 3020 details);

3. Ascertain the price of the purchase;

4. Check that the price does not exceed the caller's credit limit etc;

Receiving a partial bill from the AS;
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6. Filling additional fields in the bill to form a completed bill;
7. Adding the completed bill to a billing information storage file 3212 for later
processing; and
8. Sending corresponding command(s)'to the PPV Message Generator 3210 to
generate the relevant EMM(s).

The EMM(s) is sent either on the modem line 4002 if the consumer placed the
product order using the receiver/decoder 2020 (more details of this are described
later), or else it is broadcast. The one exception to this is where there is some failure
of the modem connection (in the case where the consumer places the order using the

receiver/decoder); in this event the EMM is broadcast over the air.

A subscription modification requested by a subscriber involves:

1. Identifying the caller (using the AS);

2. Sending information to the Command Interface; the CI in tum forwards this
information to the SMS; and

3. Via the CI, the OCS then receives an answer from the SMS (in terms of the

cost of the modification, if the modification is possible).

If modification was requested using the receiver/decoder, the OCS generates a
confirmation to the SMS. Otherwise, for example in the case of phone or Minitel, the
subscriber is prompted for confirmation and this answer sent to the SMS via the OCS
and the CI.

Reset of a parental code involves:
1. Identifying the caller (using AS); and
2. Sending a command to the MG to generate an appropriate EMM bearing an

appropriate reset password.

In the case of reset of parental code, the command to reset the code is for security
reasons not permitted to originate from the receiver/decoder. Only the SMS,

telephone and MINITEL or like can originate such a command. Hence in this
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particular case the EMM(s) are broadcast only on air, never on the telephone line.

It will be understood from the above examples of different modes of operation of the
OCS that the user can have direct access to’ the SAS, and in particular the OCS and
AS, in that the Communications Servers are directly connected to the SAS, and in
particular the OCS. This important feature is concerned with reducing the time for

the user to communicate his command to the SAS.

This feature is illustrated further with reference to Figure 12, from which it can be
seen that the end user's Set~Top-Box, and in particular its receiver/decoder 2020, has
the capability of communicating directly with the Communications Servers 3022
associated with the SAS 3002. Instead of the connection from the end user to the
Communications Servers 3022 of the SAS 3002 being through the SMS 3004 the
connection is directly to the SAS 3002.

In fact, as directly mentioned two direct connections are provided.

The first direct connection is by a voice link via a telephone 4001 and appropriate
telephone line (and/or by MINITEL or like connection where available) where the end .
users still have to input a series.of voice commands or code numbers but time is saved

compared with the communication being via the SMS 3004.

The second direct connection is from the receiver/decoder 2020 and the input of data
is achieved automatically by the end user inserting his own daughter smartcard 3020
thus relieving the end user of the job of having to input the relevant data which in

turn reduces the time taken and the likelihood of errors in making that input.
A further important feature which arises out of the above discussion is concerned with
reducing the time taken for the resulting EMM to be transmitted to the end user in

order to initiate viewing by the end user of the selected product.

In broad terms, and with reference to Figure 12, the feature is again achieved by
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providing the end user's receiver/decoder 2020 with the capability of communicating

directly with the Communications Servers 3022 associated with the SAS 3002.

As described earlier the integrated receiver/decoder 2020 is connected directly to the
Communications Servers 3022 by the modemmed back channel 4002 so that
commands from the decoder 2020 are processed by the SAS 3002, messages generated
(including EMMs) and then sent back directly to the decoder 2020 through the back
channel 4002. A protocol is used in the communication between the CS 3022 and the
receiver/decoder 2020 (as described later), so that the CS receive acknowledgement

of receipt of the relevant EMM, thereby adding cé"rtainty to the procedure.

Thus, for example, in the case of a pre~book mode the SAS 3002 receives messages
from the end user via the smartcard and decoder 2020 via its modem and via the
telephone line 4002, requesting access to a specific event/product, and returns a
suitable EMM via the telephone line 4002 and modem to the decoder 2020, the
modem and decoder being preferably located together in a Set-Top~Box (STB). This
is thus achieved without having to transmit the EMM in the MPEG-2 data stream
2002 via the multiplexer and scrambler 2004, the uplink 2012, satellite 2014 and
datalink 2016 to enable the end user to view the event/product. This can save
considerably on time and bandwidth. Virtual certainty is provided that as soon as the

subscriber has paid for his purchase the EMM will arrive at the receiver/decoder 2020.

In the third type of mode of operation of the OCS 3207 described above, the OCS
deals with callback requests issued by the SAS. This is illustrated with reference to
Figure 13. Typical callback requests have the purpose of ensuring that the
receiver/decoder 2020 calls back the SAS via the modemmed back channel 4002 with

the information that the SAS requires of the receiver /decoder.

As instructed by the Command Interface 3102, the subscription chain Message
Generator 3106 generates and sends to the receiver/decoder 202 a callback EMM.
This EMM is ciphered by the Ciphering Unit 3008 for security reasons. The EMM

may contain the time/date at which the receiver/decoder should wake up and perform

Petitioner Apple Inc. - Ex. 1025, p. 3487



10

15

20

25

WO 98/43426 PCT/EP97/02108

-29 -
a callback on its own, without being explicitly solicited; the EMM may also typicélly
contain the phone numbers which the terminal must dial, the number of further

attempts after unsuccessful calls and the delay between two calls.

When receiving the EMM, or at the specified time—-date;, the receiver/decoder connects
to the Communications Servers 3022. The OCS 3207 first identifies the caller, using
the AS 3202, and verifies certain details, such as smartcard operator and subscriber
details. The OCS then asks the smartcard 3020 to send various ciphered information
(such as the relevant session numbers, when the session was watched, how many times
the subscriber is allowed to view the session again,"the way in which the session was
viewed, the number of remaining tokens, the number of prebooked sessions, etc). This
information is deciphered by the PPV chain Message Generator 3210, again using the
Ciphering Unit 3008. The OCS adds this information to a callback information
storage file 3214 for later processing and passing to the SMS 3004. The information
is ciphered for security reasons. The whole procedure is repeated until there is

nothing more to be read from the smartcard.

One particular preferred feature of the callback facility is that before reading the
smartcard (so just after the identification of the caller using the AS 3202 as described
above) a check is made by the SAS 3002 that the receiver/decoder is indeed a genuine
one rather than a pirated version or computer simulation. Such a check is carried out
in the following manner. The SAS generates a random number, which is received by
the receiver/decoder, ciphered, and then retumed to the SAS. The SAS deciphers this
number. If the deciphering is successful and the original random number is retrieved,
it is concluded that the receiver/decoder is genuine, and the procedure continues.

Otherwise, the procedure is discontinued.
Other functions which may occur during the callback are erasure of obsolete sessions
on the smartcard, or filling of the wallet (this latter also being described later under

the section entitled "Smartcard").

Also as regards the Pay Per View Chain area 3200, description is now made of the
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Communications Servers 3022. At the hardware level, these comprise in the preferred
embodiment a DEC Four parallel processor machine. At the software architecture
level, with reference to Figure 14, in many respects the Communications Servers are
conventional. One particular divergence from conventional designs arises from the
fact that the Servers must serve both receiver/decoders 2020 and voice communication

with conventional telephones 4001, as well possibly as MINITEL or like systems.

It will be noted in passing that two Order Centralized Servers 3207 are shown in

Figure 14 (as “OCS1" and “OCS2"). Naturally any desired number may be provided.

The Communication Servers include two main servers (“CS1" and “CS2") as well as
a number of frontal servers (“Frontal 1" and “Frontal 2"); whilst two frontal servers
are shown in the figure, typically 10 or 12 may be provided per main server. Indeed,
although two main servers CS1 and CS2 and two frontal servers, Frontal 1 and Frontal
2, have been shown, any number could be used. Some redundancy is usually

desirable.

CS1 and CS2 are coupled to OCS1 and OCS2 via high level TCP/IP links 3230,
whilst CS1 and CS2 are coupled to Frontal 1 and Frontal 2 via further TCP/IP links
3232.

As illustrated, CS1 and CS2 comprise servers for “SENDR” (transmission), “RECVR”
(reception), “VTX” (MINITEL, PRESTEL or the like), “VOX” (voice
communication), and “TRM” (communication with the receiver/decoder). These are

coupled to the “BUS” for communication of signals to the Frontal servers.

CS1 and CS2 communicate directly with the receiver/decoders 2020 via their
modemmed back channels 4002 using the X25 public network common protocol. The
relatively low-level protocol between the Communications Servers 3022 and the
receiver/decoders 3020 is in one preferred embodiment based upon the V42 standard
international CCITT protocol, which provides reliability by having error detection and

data re-transmission facilities, and uses a checksum routine to check the integrity of
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the re-transmission. An escape mechanism is also provided in order to prevent the

transmission of disallowed characters.

On the other hand, voice telephone communication is carried out via the Frontal
Communications Servers, each capable of pfcking up, say, 30 simultaneous voice
connections from the connection 3234 to the local telephone network via the high
speed “T2" (E1) standard telephony ISDN lines.

Three particular functions of the software portion of the Communications Servers
(which could of course alternatively be implemented fully in hardware) are firstly to
convert the relatively low level protocol information received from the
receiver/decoder into the relatively high level protocol information output to the OCS,
secondly to attenuate or control the number of simultaneous connections being made,
and thirdly to provide several simultaneous channels without any mixing. In this last
regard, the Communications Servers play the role of a form of multiplexer, with the
interactions in a particular channel being defined by a given Session ID (identifier),

which is in fact used throughout the communication chain..

Finally as regards the Pay Per View Chain area 3200, and with reference again to
Figure 5, the Server for Programme Broadcast (SPB) 3208 is coupled to one or more
Programme Broadcasters 3250 (which would typically be located remotely from the
SAS) to receive programme information. The SPB filters out for further use

information corresponding to PPV events (sessions).

A particularly important feature is that the filtered programme event information is
passed by the SPB to the MG which in turn sends a directive (control command) to
the ME to change the rate of cyclic emission of the EMMs in given circumstances;
this is done by the ME finding all EMMs with the relevant session identifier and
changing the cycle rate allocated to such EMMs. This feature might be thought of as
a dynamic allocation of bandwidth for specific EMMs. Cyclic EMM emission is

discussed in more detail in the section below concerned with the EMM Injector.
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The circumstances in which the cyclé rate is changed are now described with reference
to Figure 15, which demonstrates how cycle rate 3252 is raised a short while (say 10
minutes) before a particular PPV programme event until the end of the event from a
slow cycle rate of say once every 30 minutes to a fast cycle rate of say once every 30
seconds to 1 minute in order to meet the anticipated extia user demand for PPV events
at those times. In this way bandwidth can be allocated dynamically according to the
anticipated user demand. This can assist in reducing the overall bandwidth

requirement.

The cycle rate of other EMMs may also be varied. For example the cycle rate of
subscription EMMs may be varied by the Multiplexer and Scrambler 2004 sending the

appropriate bitrate directive.

EMM Injector
Concerning the EMM Injector 3300, details of the Message Emitters 3302 to 3308,

forming part of the EMM Injector and acting as output means for the Message
Generator, are now described with reference to Figure 16. Their function is take the
EMMs and to pass them cyclically (in the manner of a carousel) via respective links
3314 and 3316 to.the Software Multiplexers 3310 and 3312 and thence to the

hardware multiplexers and scramblers 2004. In return the software multiplexers and

scramblers 2004 generate a global bitrate directive to control the overall cycling rate

of the EMMs; to do so, the MEs take into account various parameters such as the
cycle time, the size of EMM, and so on. In the figure, EMM_X and EMM _Y are
group EMMs for operators X and Y, whilst EMM_Z are other EMMs for cither

operator X or operator Y.

Further description proceeds for an exemplary one of the Message Emitters; it will be
appreciated that the remaining MEs operate in similar fashion. The ME operates
under control of directives from the MG, most notably transmission start and stop time
and emission rate, as well as session number if the EMM is a PPV EMM. In relation
to the emission rate, in the preferred embodiment the relevant directive may take one

of five values from Very fast to Very slow. The numeric values are not specified in
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the directive, but rather the ME maps the directive to an actual numeric value which

is supplied by the relevant part of the SAS. In the preferred embodiment, the 5

emission rates are as follows:-

Very fast - every 30 seconds

1.

2. Fast - every minute

3. Medium - every 15 minutes
4, Slow - every 30 minutes
5. Very slow -~ every 30 minutes

The ME has first and second databases 3320 and 3322. The first database is for those
EMMSs which have not yet achieved their broadcast date; these are stored in a series
of chronological files in the database. The second database is for EMMs for
immediate broadcast. In the event of a system crash, the ME is arranged to have the
ability to re-read the relevant stored file and perform correct broadcast. All the files
stored in the databases are updated upon request from the MG, when the MG wishes
to maintain consistency between incoming directives and EMMs already sent to the
ME. The EMMs actually being broadcast are also stored in Random Access Memory
3324,

A combination of the FIFOs 3162 and 3164 in the Message Generator and the
databases 3320 and 3322 in the Message Emitter means that the two can operate in
standalone mode if the link 3166 between them is temporarily broken; the ME can
still broadcast EMMs.

The Software Multiplexers (SMUX) 3310 and 3312 provide an interface between the
MEs and the hardware multiplexers 2004. In the preferred embodiment, they each
receive EMMs from two of the MEs, although in general there is no restriction on the
number of MEs that can be connected with one SMUX. The SMUXs concentrate the
EMMs and then pass them according to the type of EMM to the appropriate hardware
multiplexer. This is necessary because the hardware multiplexers take the different

types of EMMs and place them at different places in the MPEG-2 stream. The
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SMUX's also forward global bitrate directives from the hardware multiplexers to the
MEs.

One particularly important feature of the ME is that it emits EMMs in random order.
The reason for this is as follows. The Message Emitter has no ability to sense or
control what it emits to the multiplexer. Hence it is possible that it may transmit two
EMMs which are to be received and decoded by the receiver/decoder 2020 back to
back. In such circumstances, further, it is possible that if the EMMs are insufficiently
separated the receiver/decoder and smartcard will be unable to sense and decode
properly the second of the EMMs. Cyclically emitting the EMMSs in random order

can solve this problem.

The manner in which randomization is achieved is now described with reference to
Figure 17; in the preferred embodiment the necessary software logic is implemented
in the ADA computer language. A particularly important part of the randomization
is the correct storage of the EMMs in the databases 3320 and 3322 (which are used
for backup purposes) and in the RAM 3324. For a particular cycle rate and operator,
the EMMs are stored in a two—dimensional array, by rank 3330 (going say from A to
Z) and number in the rank 3332 (going from 0 to N). A third dimension is added by
cycle rate 3334, so that there are as many two—dimensional arrays as there are cycle
rates. In the preferred embodiment there are 256 ranks and typically 200 or 300
EMMs in each rank; there are 5 cycle rates. A final dimension to the array is added
by the presence of different operators; there are as many three~dimensional arrays as
there are operators. Storage of the data in this fashion can permit rapid retrieval in

the event that the MG wants to delete a particular EMM.

Storage of the EMMs takes place according to the “hash” algorithm (otherwise known
as the “one-way hash function”. This operates on a modulo approach, so that
successive ranks are filled before a higher number in the rank is used, and the number
of EMMs in each rank remains roughly constant. The example is considered of there
being 256 ranks. When the MG sends the ME an EMM with identifer (ID) 1, the
rank “1" is assigned to this EMM, and it takes the first number 3332 in the rank 3330.
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The EMM with ID 2 is assigned the rank “2", and so on, up to the rank 256. The
EMM with ID 257 is assigned the rank “1" again (based on the modulo function), and

takes the second number in the first rank, and so on.

Retrieval of a specific EMM, for example when deletion of a specific EMM is
requested by the MG, is effected by means of the inverse of the above. The hash
algorithm is applied to the EMM ID to obtain the rank, after which the number in the

rank is found.

The actual randomization occurs when the EMMs "are, on a cyclical basis, retrieved
from RAM 3324 using the randomization means 3340 which is implemented in the
hardware and/or software of the Message Emitter. The retrieval is random, and again
based on the hash algorithm. Firstly, a random number (in the above example initially
in the range 1 to 256) is chosen, to yield the particular rank of interest. Secondly, a
further random number is chosen to yield the particular number in the rank. The
further random number is selected according to the total number of EMMs in a given
rank. Once a given EMM has been selected and broadcast, it is moved to a second
identical storage area in the RAM 3324, again using the hash function. Hence the

first area diminishes in size as the EMMs are broadcast, to the extent that, once a

complete rank has been used, this is deleted. Once the first storage area is completely

empty, it is replaced by the second storage area before a new round of EMM

broadcast, and vice versa.

In the above fashion, after two or three cycles of the EMMs, statistically the chances
of any two EMMs destined for the same end user being transmitted back to back is
negligible.

At regular intervals whilst the EMMs are being stored the computer 3050 computes
the number of bytes in storage and from this computes the bitrate of emission given

the global bitrate directive from the multiplexer and software multiplexer.

Reference was made above to the backup databases 3320 and 3322. These are in fact
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in the preferred embodiment sequential file stores, which hold a backup version of
what is in the RAM 3324. In the event of failure of the Message Emitter and
subsequent restart, or more generally when the ME is being restarted for whatever
reason, a link is made between the RAM and the databases, over which the stored
EMMs are uploaded to RAM. In this way, tixc risk of losing EMMSs in the event of

failure can be removed.

Similar storage of PPV EMMs occurs to that described above in relation to
subscription EMMSs, with the rank typically corresponding to a given operator and the

number in the rank corresponding to the session number.

Smartcard

A daughter, or "subscriber”, smartcard 3020 is schematically shown in Figure 18 and
comprises an 8 bit microprocessor 110, such as a Motorola 6805 microprocessor,
having an input/output bus coupled to a standard array of contacts 120 which in use
are connected to a corresponding array of contacts in the card reader of the
receiver/decoder 2020, the card reader being of conventional design. The
microprocessor 110 is also provided with bus connections to preferably masked ROM
130, RAM 140 and EEPROM 150. The smartcard complies with the ISO 7816-1,
7816-2 and 7816-3 standard protocols which determine certain physical parameters
of the smartcard, the positions of the contacts on the chip and certain communications
between the external system (and particularly the receiver/decoder 2020) and the
smartcard respectively and which will therefore not be further described here. One
function of the microprocessor 110 is to manage the memory in the smartcard, as now

described.

The EEPROM 150 contains certain dynamically—-created operator zones 154, 155, 156
and dynamically—created data zones which will now be described with reference to

Figure 19.

Referring to Figure 19, EEPROM 150 comprises a permanent "card ID" (or

manufacturer) zone 151 of 8 bytes which contains a permanent subscriber smartcard

Petitioner Apple Inc. - Ex. 1025, p. 3495



10

15

20

25

WO 98/43426 PCT/EP97/02108

-37 -

identifier set by the manufacturer of the smartcard 3020.

When the smartcard is reset, the microprocessor 110 issues a signal to
receiver/decoder 2020, the signal comprisirig an identifier of the conditional access
system used by the smartcard and data gcncfatcd froni data stored in the smartcard,
including the card ID. This signal is stored by the receiver/decoder 2020, which
subsequently utilises the stored signal to check whether the smartcard is compatible

with the conditional access system used by the receiver/decoder 2020.

The EEPROM 150 also contains a permanent "random number generator” zone 152
which contains a program for generating pseudo-random numbers. Such random
numbers are used for diversifying transaction output signals generated by the

smartcard 3020 and sent back to the broadcaster.

Below the random number generator zone 152 a permanent "management" zone 153
of 144 bytes is provided. The permanent management zone 153 is a specific operator -
zone utilised by a program in the ROM 130 in the dynamic creation (and removal) of
zones 154, 155, 156... as described below. The permanent management zone 153

contains data relating to the rights of the smartcard to create or remove zones.

The program for dynamically creating and removing zones is responsive to specific
zone creation (or removal) EMMs which are transmitted by the SAS 3002 and
received by the receiver/decoder 2020 and passed to the subscriber smartcard 3020.
In order to create the EMMs the operator requires specific keys dedicated to the
management zone. This prevents one operator from deleting zones relating to another

operator.

Below the management zone 153 is a series of "operator ID" zones 154, 155, 156 for
operators 1, 2 ..... N respectively. Normally at least one operator ID zone will be
preloaded into the EEPROM of the subscriber smartcard 3020 so that the end user can
decrypt programmes broadcast by that operator. However further operator ID zones

can subsequently be dynamically created using the management zone 153 in response
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to a transaction output signal generated via his smartcard 3020 by the end user

(subscriber), as will subsequently be described.

Each operator zone 154, 155, 156 contains* t_bc identifier of the group to which the
smartcard 3020 belongs, and the position of the smartcard within the group. This data
enables the smartcard (along with the other smartcards in its group) to be responsive
to a broadcast "group” subscription EMM having that group's address (but not the
smartcard's position in the group) as well as to an "individual” (or commercial offers
subscription) EMM addressed only to that smartcard within the group. There can be
256 member smartcards of each such group and this feature therefore reduces

significantly the bandwidth required for broadcasting EMMs.

In order to reduce further the bandwidth required for broadcasting "group” subscription
EMMs, the group data in each operator zone 154, 155, 156 and all similar zones in
the EEPROM of smartcard 3020 and the other daughter smartcards is continually
updated to enable a particular smartcard to change its position in each group to fill
any holes created by e.g. deletion of a member of the group. The holes are filled by
the SAS 3002 as in the STM server 3104 there is a list of such holes.

In this manner fragmentation is reduced and each group's membership is maintained

at or near the maximum of 256 members.

Each operator zone 154, 155, 156 is associated with one or more "operator data
objects" stored in the EEPROM 150. As shown in Figure 19, a series of dynamically
created "operator data" objects 157-165 are located below the operator ID zones.
Each of these objects is labelled with:

a) an "identifier" 1, 2, 3 .... N corresponding to its associated operator 1, 2, 3 ...

N as shown in its left hand section in Figure 19;

b) an "ID" indicating the type of object; and

c) a "data" zone reserved for data, as shown in the right hand section of each
relevant operator object in Figure 19. It should be understood that each operator is

associated with a similar set of data objects so that the following description of the
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types of data in the data objects of operator 1 is also applicable to the data objects of
all the other operators. Also it will be noted that the data objects are located in

contiguous physical regions of the EEPROM and that their order is immaterial.

Deletion of a data object creates a "hole” 166 in the smartcard, that is, the number of
bytes that the deleted objects had previously occupied are not immediately occupied.
The thus "freed" number of bytes, or "hole" are labelled with:

a) an "identifier" 0; and

b) an "ID" indicating that the bytes are free to receive an object.

The next data object created fills the hole, as identified by the identifier 0. In this
manner the limited memory capacity (4 kilobytes) of the EEPROM 150 is efficiently

utilised.

Turning now to the set of data objects associated with each operator, examples of the

data objects are now described.

Data object 157 contains an EMM key used for decrypting encrypted EMM's received
by the receiver/decoder 2020. This EMM key is permanently stored in the data object
157. This data object 157 may be created prior to distribution of the smartcard 3020,
and/or may be created dynamically when creating a new operator zone (as described

above).

Data object 159 contains ECM keys which are sent by the associated operator (in this
case operator 1) to enable the end user to decrypt the particular "bouquet" of programs
to which he has subscribed. New ECM keys are sent typically every month, along
with a group subscription (renewal) EMM which renews the end user's overall right
to view the broadcast from (in this case) operator 1. The use of separate EMM and
ECM keys enables viewing rights to be purchased in different ways (in this
embodiment by subscription and individually (Pay Per View)) and also increases

security. The Pay Per View (PPV) mode will be described subsequently.
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Since new ECM keys are sent periodically, it is essential to prevent a user from usin
old ECM keys, for example by switching off the receiver/decoder or re—setting a clock
to prevent expiry .of an old ECM key so that a timer in the receiver/decoder 2020
could be overridden. Accordingly operatot zone 154 comprises an area (typically

having a size of 2 bytes) containing an obsolescence”date of the ECM keys. The

‘smartcard 3020 is arranged to compare this date with the current date which is

contained in received ECMSs and to prevent decryption if the current date is later than
the obsolescence date. The obsolescence date is transmitted via EMMs, as described

above.

Data object 161 contains a 64 bit subscription bitmap which is an exact representation
of the broadcast operator's programs to which the subscriber has subscribed. Every bit

represents a program and is set to "1" if it is subscribed to and "0" if it is not.

Data object 163 contains a quantity of tokens which can be used by the consumer in
PPV mode to buy viewing rights to an imminent broadcast e.g. in response to a free
preview or other advertisement. Data object 163 also contains a limit value, which
may be set to e.g. a negative value to allow credit to the consumer. Tokens can be
purchased e.g. by credit and via the modemmed back channel 4002, or by using a
voice server in combination with a credit card, for example. A particular event can

be charged as one token or a number of tokens.

Data object 165 contains a description of a PPV event, as shown with reference to
table 167 of Figure 20.

The PPV event description 167 contains a "session [D" 168 identifying the viewing
session (corresponding to the program and the time and date of broadcasting) a
"session mode" 169 indicating how the viewing right is being purchased (e.g. in pre-

book mode), a "session index" 170 and a "session view" 171.

In respect of receiving a programme in PPV mode, the receiver decoder 2020

determines whether the programme is one sold in PPV mode. If so, the decoder 2020

Petitioner Apple Inc. - Ex. 1025, p. 3499



10

15

20

25

WO 98/43426 PCT/EP97/02108

—41 -
checks, using the items stored in the PPV event description 167 whether the session

ID for the programme is stored therein. If the session ID is stored therein, the control

word is extracted from the ECM.

If the session ID is not stored therein, by means ‘of a specific application the
receiver/decoder 2020 displays a message to the end user indicating that he has the
right to view the session at a cost of, say, 25 tokens, as read from the ECM or to
connect to the communications servers 3022 to purchase the event. Using the tokens,
if the end user answers "yes" (by means of remote controller 2026 (see Figure 2)) the
decoder 2020 sends the ECM to the smartcard, thé:smartcard decreases the wallet of
the smartcard 3020 by 25 tokens, writes the session ID 168, the session mode 169, the
session index 170 and the session view 171 in the PPV event description 167 and

extracts and deciphers the control word from the ECM.

In the "pre-book" mode, an EMM will be passed to the smartcard 3020 so that the
smartcard will write the session ID 168, the session mode 169, the session index 170

and the session view 171 in the PPV event description 167 using the EMM.

The session index 170 can be set to differentiate one broadcast from the other. This
feature permits authorization to be given for a subset of broadcasts, for example, 3
times out of 5 broadcasts. As soon as an ECM with a session index different from
the current session index 170 stored in the PPV event description 167 is passed to the
smartcard, the number of the session view 171 is decreased by one. When the session
view reaches zero, the smartcard will refuse to decipher an ECM with a different

session index to the current session index.

The initial value of the session view depends only on the way in which the broadcast
Supplicr wishes to define the event to which it relates; the session view for a

respective event may take any value.

The microprocessor 110 in the smartcard implements a counting and a comparison

program to detect when the limit to the number of viewings of a particular program
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has been reached.

All of the session ID 168, the session mode 169, the session index 170 and the session
view 171 in the PPV event description 167 may be extracted from the smartcard using

the "call-back" procedure as described previously.

Each receiver/decoder 2020 contains an identifier which may either identify uniquely
that receiver/decoder or identify its manufacturer or may classify it in some other way

in order to enable it to work only with a particular individual smartcard, a particular

‘class of smartcards made by the same or a corresponding manufacturer or any other

class of smartcards which are intended for use with that class of receiver/decoders

exclusively.

In this manner the receiver/decoders 2020 which have been supplied by one broadcast
supplier to the consumer are protected against the use of non-—authorised daughter

smartcards 3020.

Additionally or alternatively to this first "handshake" between the smartcard and the
receiver, the EEPROM of the smartcard 3020 could contain a field or bitmap
describing the categories of receiver/decoders 2020 with which it can function. These
could be specified either during the manufacture of the smartcard 3020 or by a
specific EMM.

The bitmap stored in the smartcard 3020 typically comprises a list of up to 80
receiver/decoders, each identified with a corresponding receiver/decoder ID with which
the smartcard may be used. Associated with each receiver/decoder is a level "1" or
"0" indicating whether the smartcard may be used with the receiver/decoder or not,
respectively. A program in the memory 2024 of the receiver/decoder searches for the
identifier of the receiver/decoder in the bitmap stored in the smartcard. If the
identifier is found, and the value associated with the identifier is "1", then the
smartcard is "enabled"; if not, then the smartcard will not function with that

receiver/decoder.
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In addition, if, typically because of an agreement between operators, it is desired to
authorize the use of other smartcards in a particular receiver/decoder, specific EMMs

will be sent to those smartcards to change their bitmap via the transponder 2014.

Each broadcast supplier may differentiate his subscribers according to certain
predetermined criteria. For example, a number of subscribers may be classed as
"VIPs". Accordingly, each broadcast supplier may divide his subscribers into a

plurality of subsets, each subset comprising any number of subscribers.

The subset to which a particular subscriber belongs is set in the SMS 3004. In tumn,
the SAS 3002 transmits an EMM to the subscriber which writes inform;atioh (typically
of length 1 byte) concerning the subset to which the subscriber belongs into the
relevant operator data zone, say 154, of the EEPROM of the smartcard. In turn, as
events are broadcast by the broadcast supplier, an ECM, typically of 256 bits, is
transmitted with the event and indicating which of the subsets of subscribers may view
the event. If, according to the information stored in the operator zone, the subscriber
does not have the right to view the event, as determined by the ECM, programme

viewing is denied.

This facility may be used, for example, to switch off all of a given operator's
smartcards in a particular geographical region during the transmission of a particular
program, in particular a 'program relating to a sports fixture taking place in that
geographical region. In this manner football clubs and other sport bodies can sell
broadcasting rights outside their locality whilst preventing local supporters from
viewing the fixture on television. In this manner the local supporters are encouraged

to buy tickets and attend the fixture.

Each of the features associated with zones 151 to 172 is considered to be a separate

invention independent of the dynamic creation of zones.

It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the
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. Each feature disclosed in the description, and (where appropriate) the claims and

drawings may be provided independently or in any appropriate combination.

In the aforementioned preferred embodiments, certain features of the present invention
have been implemented using computer software. However, it will of course be clear
to the skilled man that any of these features may be implemented using hardwé.rc.
Furthermore, it will be readily understood that the functions performed by the
hardware, the computer software, and such like are performed on or using electrical

and like signals.

Cross reference is made to our co-pending applications, all bearing the same filing
date, and entitled Signal Generation and Broadcasting (Attorney Reference no.
PC/ASB/19707), Smartcard for use with a Receiver of Encrypted Broadcast Signals,
and Receiver (Attorney Reference No. PC/ASB/19708), Broadcast and Reception
System and Conditional Access System therefor (Attorney Reference No.
PC/ASB/19710), Downloading a Computer File from a Transmitter via a
Receiver/Decoder to a Computer (Attorney Reference No. PC/ASB/19711),
Transmission and Reception of Television Programmes and Other Data (Attorney
Reference No. PC/ASB/19712), Downloading Data (Attorney Reference No.
PC/ASB/19713), Computer Memory Organisation (Attorney Reference No.
PC/ASB/19714), Television or Radio Control System Development (Attorney
Reference No. PC/ASB/19715), Extracting Data Sections from a Transmitted Data
Stream (Attorney Reference No. PC/ASB/19716), Access Control System (Attorney
Reference No. PC/ASB/19717), Data Processing System (Attorney Reference No.
PC/ASB/19718), and Broadcast and Reception System, and Receiver/Decoder and
Remote Controller therefor (Attorney Reference No. PC/ASB/19720). The disclosures
of these documents are incorporated herein by reference. The list of applications

includes the present application.
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CLAIMS

1. A conditional access system comprising:

means for generating a plurality of messages; and

means for receiving the messages, said receiving means being adapted to
communicate with said generating means via a communications server connected

directly to said generating means.

2. A conditional access system according to Claim 1, wherein said message is an
entitlement message for transmission to the receiving means, said generating means
being adapted to generate entitlement messages in response to data received from said

receiving means.

3. A conditional access system according to Claim 1 or 2, wherein said generating
means is arranged to transmit a message as a packet of digital data to said receiving

means either via said communications server or via a satellite transponder.

4. A conditional access system according to any preceding claim, wherein said
receiving means is connectable to said communications server via a modem and
telephone link.

S. A conditional access system for affording conditional access to subscribers,
comprising:

a subscriber management system,

a subscriber authorization system coupled to the subscriber management
system; and

a communications server; said server being connected directly to the subscriber

authorization system.

6. A conditional access system according to Claim 5, further comprising a
receiver/decoder for the subscriber, the receiver/decoder being connectable to said

communications server, and hence to said subscriber authorization system, via a
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modem and telephone link.

7. A broadcast and reception system including a conditional access system

according to any preceding claim.

8. A broadcast and reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast
programs; |

means for receiving said messages from said generating means; and

means for connecting the receiving means fo the generating means to receive
said messages, said comnecting means being capable of effecting a dedicated

connection between the receiving means and the generating means.

9. A broadcast and reception system comprising:

means for generating a plurality of entitlement messages relating to broadcast
programs;

means for receiving said messages from said generating means via a modem;
and

means for connecting said modem to said generating means and said receiving

means.

10. A broadcast and reception system according to Claim 9, wherein said

generating means is connected to said modem via a communications server.

11. A broadcast and reception system according to Claim 9 or 10, wherein said
receiving means is adapted to communicate with said generating means via said

modem and connecting means.

12. A broadcast and reception system according to Claim 11, wherein said
receiving means comprises means for reading a smartcard insertable thereinto by an
end user, the smartcard having stored therein data to initiate automatically the

transmission of a message from said receiving means to said generating means upon
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insertion of the smartcard by the end user.

13. A broadcast and reception system according to Claim 1lor 12, further
comprising a voice link to enable the end user of the broadcast and reception system

to communicate with the generating means.

14. A broadcast and reception system according to any of Claims 8 to 13, wherein

" said receiving means comprises a receiver/decoder comprising means for receiving a

compressed MPEG-type signal, means for decoding the received signal to provide a

television signal and means for supplying the television signal to a television.

15. A broadcast and reception system, comprising, at the broadcast end:
a broadcast system including means for broadcasting a callback request;
and at the reception end:
a receiver including means for calling back the broadcast system in response

to the callback request.

16. A system according to Claim 15, wherein the means for calling back the

broadcast system includes a modem connectable to a telephone system.

17. A system according to Claim 15 or 16, wherein the means for calling back the
broadcast system is arranged to transfer to the broadcast system information

concerning the receiver.

18. A system according to Claim 17, wherein the broadcast system includes means

for storing the information:

19. A system according to any of Claims 15 to 18, wherein the broadcast means
is arranged to broadcast a callback request which includes a command that the
callback be made at a given time, and the means for calling back the broadcast system

is arranged to respond to said command.
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20. A system according to any of Claims 15 to 19, wherein the broadcasting means
is arranged to broadcast as the callback request one or more entitlement messages for

broadcast.

21. A system according to any of Claims 15 to 20, wherein the broadcast system
includes means for generating a check message and passing this to the receiver, the
receiver includes means for encrypting the check message and passing this to the
broadcast system, and the broadcast system further includes means for decrypting the
check message received from the receiver and comparing this with the original check

message.
22. A conditional access system or a broadcast and reception system substantially as

herein described with reference to and as illustrated in the accompanying drawings,

and especially Figures 12, 13 or 14 thereof.
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METHOD _AND SYSTEM FOR NETWORKED INSTALLATION OF

UNIQUELY CUSTOMIZED, AUTHENTICABLE, AND TRACEABLE
SOFTWARE APPLICATIONS

FIELD OF THE INVENTION

This invention relates to a method and system for the
electronic distribution and installation to users via a network
of software applications that are uniquely customized,
authenticable and traceable to the individual user.
BACKGROUND OF THE INVENTION

With the increasing importance and reliance on

networked computer environments such as the Internet,
Electronic Software Distribution (ESD) is assuming an increased
importance as a means of distributing software applications to
users. The on-line infrastructures currently in place enable
users to purchase and install software applications without the
need for physical delivery of shrink-wrapped software.
Typically, a software publisher will prepare a master of the
software application for electronic distribution. A customer
will then go on-line and submit an order to purchase the
software application, which will be received and fulfilled by
the publisher. The customer will then download the software
application and install it to his/her own computer.

A disadvantage of the current on-line infrastructure
is that it delivers software applications to users in a form
that is identical with those found in retail stores and
catalogues. Absent cryptographic protection, users can freely
share the distribution form of the software amongst themselves.

Even where cryptographic protection are present, the
potential for unauthorized copying is still significant because
all the users possess identical copies (necessarily having
identical encryption schemes) of a software application. There
is in all such cases a single underlying decryption key, and in
most cases this key, or an equivalent variant of it; is entered
by the user, who can then share it with other users who can use
it to obtain unlicensed usage of the program. There exist
today bulletin boards and Internet sites devoted to the sharing
of such keys, which are visited by persons interested in
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obtaining unpaid for usage of programs by applying such keys to
copies of the applications they have obtained.

Further, even where more subtle anti-piracy schemes
are in place in a software application, it is not uncommon for
software "hackers" to produce "crack" programs which can be
used to process a freely-distributed, limited functionality
version of a program to produce a revised, fully-functional
version of the same program which can be used without
purchasing a license. Even the most ingenious forms of single-
key mass distribution, which might involve input of one-time-
only responses to a dymamic challenge to infer the key, are
vulnerable to a "crack" which simply causes the application of
the "true" universal decryption key. Although such "crack"
involves more technical sophistication than sharing of keys as
above, the distribution channels and potential effect on the
product’s revenues are very similar.

In addition, software applications distributed by
conventional ESD techniques provide no means to police their
own integrity to prevent unauthorized tampering.

Portland Software has produced an electronic software
distribution system sold under the trade-mark ZipLock™ that
packages software for electronic distribution over the
Internet. The ZipLock™ system discloses a system that
distributes, from a secure server to a client resident on the
user’s computer, a standard executable software application
that is protected by means of a cryptographic key. Data input
by the users is transmitted to the secure server and is used to
construct a customized digital licence certificate that is
transmitted to the user in a separate computer file. The
Ziplock™ system does not provide a mechanism to detect
tampering done to the executable software application itself,
nor does it provide traceability if the digital licence
certificate is not included with an unauthorized redistribution
of the software application.

The prior art discloses a number of other systems and
methods to protect unauthorized use of software electronically
distributed to users. In Choudhury U.S. Pat. No. 5,509,074,
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there is disclosed a method of protecting electronically
published materials using cryptographic protocols. A first
described embodiment requires special purpose hardware to
decrypt the document that is transmitted to the user. This
eliminates the method from general use with personal computers
used by the general public. In a second method, there is no
requirement for special purpose hardware. In this method, the
publisher modifies the inter-line or inter-word spaces of the
document to make each document unique for each user. The
unique document is then encrypted and transmitted to the user’'s
computer. Upon receipt of the encrypted document, the user’s
computer will prompt the user to enter his/her secret key which
is used to decrypt the document for viewing. The method
disclosed by this reference does not prevent piracy, it only
discourages piracy by making the pirated document traceable to
the user. 1In addition, this reference pertains only to data
files, not to the protection of executable files of any type.

In Cane U.S. Pat No. 5,416,840, there is disclosed a
method and system for protecting computer program distribution
in a broadcast medium, such as radio frequency public broadcast
or computer network. 1In this reference, the method involves
encrypting at least a portion of a computer program, the user
being supplied with a password for use in decrypting the
computer program so that the computer program can be installed
and used. A unique password is generated and transmitted to
the user for subsequent use in decrypting the selected software
program contained on the medium. While there is disclosed a
method and system for the generation, transmission and use of
unique passwords that cannot be shared among different users of
the software application, this reference requires the user to
own proprietary hardware that eliminates it from general use
with personal computer owned by the general public.

In Yuval U.S. Pat No. 5,586,186, there is disclosed a
method and system for controlling unauthorized access to
software distributed to users. The main components of the
system are an encryptor, a user key generator, and a decryptor.
The encryptor generates encryption and decryption keys,
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encrypts the software using the encryption keys, and stores the
encrypted forms of the software of the broadcast medium, such
as CD ROM. The user key generator generates a unique key using
numeric representations of identifying information supplied by
users and the decryption keys. The decryptor is responsible
for decrypting the encrypted forms of the software using the
identifying information supplied by the user, and the unique
user keys. The decryption method disclosed by this reference
enables a large number of different but logically similar keys
to be used as decryption keys, each of which is unique to a
particular user. However, this reference does not disclose a
means to customize a software application with user-specific
data such that the software application itself can be
authenticated. Furthermore, this reference does not prevent
piracy by sharing of keys; it only discourages it through
traceability of keys.

SUMMARY OF THE INVENTION

The present invention pertains to a method for the
electronic distribution of a software application from a
distribution computer to an installation computer comprising
the steps of receiving at said distribution computer
identifying information, embedding said identifying information
in said software application at said distribution computer to
form an identifiable software application, generating a
cryptographic signature for said identifiable software
application, embedding said cryptographic signature in said
identifiable software application to form an identifiable and
authenticable software application, and transferring said
identifiable and authenticable software application from said
distribution computer to said installation computer.

The method and system of the present invention
discloses an on-line software customization, delivery and
installation scheme. Instead of distributing a software
application to a user that results in the installation of a
totally generic, untraceable executable file on the
installation computer, the method and system disclosed herein
discloses a means to create, distribute and install on an
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installation computer a uniquely customised instance of a
software application that is authenticable and traceable to a
particular user.

The method and system disclosed herein provides for a
user installation agent (UIA) resident on an installation
computer to establish a connection through a distribution
channel to a secure distribution agent (SDA) resident on a
distribution computer. The UIA and/or SDA prompt the user to
input identifying information that, together with business
related information such as licensing terms, etc., is used to
create a unique data set that is embedded in the desired
software application by the SDA. By the use of a cryptographic
hash algorithm, and private/public key cryptography wherein a
private key is only known to the SDA, a cryptographic signature
of the desired software application and embedded data set is
calculated and also embedded into the software application.
The software application with embedded data and cryptographic
signature is transmitted via a distribution channel to the
installation computer where it is installed on the installation
computer. Optionally, the installation computer may use the
cryptographic signature to verify that neither the software
application, nor the embedded data have been tampered with.
Public key(s) used to decrypt the cryptographic signatures may
be transmitted to the installation computer with the software
application, or by any other means, such as e-mail, Internet
bulletin boards, etc. Following installation, the embedded
data and cryptographic signature are used in a variety of ways,
such as to provide a means to trace the software application to
the user, to police the continued integrity of the software
application, to ensure that license conditions continue to be
met, to perform virus checking, or automatic upgrading of the
software application itself.
BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a system overview

showing the various inputs and components of the system and

method of the present invention;
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Figure 2 is a data flow diagram of the structure and
operation of the Secure Distribution Agent employed by the
present invention;

Figure 3A is a block diagram showing details of the
construction of the aggregate distribution file using a one-
step cryptographic process;

Figure 3B is a block diagram showing details of the
construction of an aggregate distribution file using a two-step
cryptographic process;

Figure 3C is a block diagram showing details of the
construction of an aggregate distribution file using a
cryptographic process that is a variant of the two-step
cryptographic process shown in Figure 3B;

Figure 4 is a block diagram of the structure and
operation of the User Installation Agent employed by the
present invention;

Figure 5 is a block diagram showing the means of
extracting and authenticating embedded data from an installed
distribution file;

Figure 6 is a flow chart of a first embodiment of the
present invention that authenticates embedded data by means of
a common encryption key;

Figure 7 is a flow chart of a second embodiment of
the present invention that authenticates embedded data by means
of a unique per-user encryption kéy; and,

Figure 8 is a block diagram showing the various uses
of the installed software application delivered to the user by
means of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Figure 1 shows the various inputs and components of
the system and method of the present invention. At the top
level is shown a representation of the Electronic Software
Distribution (ESD) back-end components 10, which include
clearinghouses of software, software manufacturers, publishers,
credit card servers, etc., all of which interact with a Secure
Distribution Agent (SDA) 100 resident on a distribution
computer that forms an essen