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method characterized by the step of storing protected video
function control information designed to be securely processed by

said incorporated secure processing unit(s).

163. An electronic appliance arrangement containing one
or more video controllers where at least one of the video
controllers incorporates at least one secure processing unit, said
arrangement storing protected video function control information
designed to be securely processed by said incorporated secure
processing unit(s), wherein at least a portion of said video
function control information is stored within a secure database
operatively connected to at least one of said at least one secure

processing units.

164. In an electronic appliance arrangement containing
one orAmore video controllers where at least one of the video
controllers incorporates at least one secure processing unit, a
method including the steps of storing protected video function
control information designed to be securely processed by said
incorporated secure processing unit(s), within a database
operatively connected to at least one of said at least one secure

processing units.

)

165. An electronic appliance arrangement containing one

or more video controllers and at least one secure processing unit,
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said arrangement storing component, modular protected video
function control information designed to be securely processed by
said secure brocessing unit(s), wherein at least a porﬁon of said
video function control information is stored wﬂ:hm a secure
database operatively connected to at least one of said at least one

secure processing unit(s).

166. An electronic appliance arrangement containing one
or more video controllers and at least one secure processing urﬁt,
a method including the step of storing component, modular
protected video function control information designed to be
securely processed by said secure processing unit(s), within a
secure database operatively connected to at least one of said at

least one secure processing unit(s).

167. An electronic appliance arrangement containing at
least one secure processing unit apd one or more network
comniunicatibns means where at least one of the network
communications means incorporates at least one further secure .
processing unit, said arrangement storing protected networking
control information designed to be processed by said Incorporated

 secure processing unit(s).

168. In an electronic appliance arrangement containiﬁg at

least one secure processing unit and one or more network
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communications means, a method characterized by the steps of
incorporating, within at least one of the network communications
means, at least one further secure processing unit, storing
networking control information at least in part within said
incorporated secure processing unit(s), and securely processing
said protected networking control information with said secure

processing unit(s).

169. An electronic appliance arrangement containing one
or more modems where at least one of thé modems incorporates
at least one secure processing unit, said arrangenient storing
modular, éomponent protected modem control information

designed to be securely processed by said incorporated secure

processing unit(s).

170. In an electronic appliance arrangement containing
one or more modems where at least one of the modems
incorporates at least one secure processing unit, a method
characterized by the step of storing and securely processing
modular, component protected modem control information with

said incorporated secure processing unit(s).

171. An electronic appliance arrangement containing at
least one secure processing unit and one or more modems where

at least one of the modems includes at least one further secure
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processing unit, said arrangement storing protected modem

control information designed to be securely processed by said

included secure processing unit(s).

172, In an electronic appliance arrangement containing at
least one secure processing unit and one or more modems where
at least one of the modems includes at least one further secure
processing unit, a method including the step of storing and
securely processing protected modem control information within

said included secure processing unit(s).

173. An electronic appliance arrangement containing at
least one secure processing unit and one or inore CD-ROM
devices where at least one of the CD-ROM devices Incorporates at
least one further secure processing unit, said arrangement
storing protected CD-ROM control information designed to be

securely processed by said incorporated secure processing unif(s).

174. In an electronic appliance arrangement containing at‘ |
least one secure processing unit and one or more CD-ROM
devices where at least one of the CD-ROM devices incorporates at
least one further secure processing unit, a method characterized

by the step of storing and securely processing protected CD-ROM
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control information within said incorporated secure processing
unit(s).

175. An electronic appliance arrangement containing one
or more network communications means where at least one of the
network communications means incorporates at least one secure
processing unit, said arrangement storing modular, component,
protected networking control information designed to be securely

processed by said incorporated secure processing unit(s).

176. In an electronic appliance arrangement containing
one or more network communications means where at least one
of the network communications means incorporates at least one
secure processing unit, a method characterized by the step of
storing and securely processing protected networking contro]

information with said incorporated secure processing unit(s).

177. A set-top controller arrangement containing a
protected processing environment and a database operatively
connected to said protected processing environment, said
arrangement further containing control information for
controlling usage of said controller based upon processing of at
least a portion of said control information within said protected
processing environment, wherein at least a portion of said control

information is stored within said database.
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| 178. In a set-top controller arrangement containing a
protected processing environment and a database operatively
connected té said protected processing environment, a method
characterized by the step of: (a) using control information within
the set-top controller arrangement for controlling usage of said
controller based upon processing of at least a portion of said
control information within said protected processing
environment, and storing at least a portion of said control

information within said database.

179. An electronic game arrangement containing a
protected processing environment for controlling the use of
electronic games, said arrangement including game usage control
information, database means operatively connect’ed to said
protected processing environment for, at least in part, storing
usage control information for regulating at least some aspect of
use of at least a portion of at least one of said games, and

traveling objects containing protected electronic game content.

180. In an electronic game arrangement containing a
protectéd processing environment for controlling the use of
electronic games, a method including the steps of:

(a) including game usage control information within a
database means operatively connected to said brotected

processing environment; and
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(b) reé11la1_:ing, at least in part with the stored usage control
information, at least some aspect of use of at least a portion of at

least one of said games.

181. A method as in claim 178 further including the step of
regulating the use of traveling objects contaix;ing protected

electronic game content.

182. An electronic géme arrangement containing
interoperéble protected processing environments for controlling
the use of interactive games, said arrangement including
protected game usage control information, and database means

| operatively connected to said protected processing environments

for, at least in part, storing game usage control information.

183. In an electrdnic game arrangement containing
protected processing environments, a method comprising:

(a) storing, within a secure database means operatively
connected to said protected processing environments protected
game usage control information; and

(b) controlling the use of interactive games based at least

in part on the storing game usage control information.

184. An electronic game arrangement containing

interoperable protected processing environments for controlling
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the use of games, said arrangement iﬁcluding'component,
modular, protected game usage control information, wherein at
least a porti.on of said protected control information was provided
independently by plural parties securing their respective rights

in at least one electronic value chain.

185. In an electronic game arrangement containing
interoperable protected processing environments for controlling
the usé of games, a method including the steps of:

(a) providing at least a portion of compdnenf, }nodular,
protected game usage control information independently by
plural parties; and

- (b) using fhe control information at least in part to
securing respective rights of said plural parties in at least one

electronic value chain.

186. An electronic multimedia arrangement containing
protected processing environments for controlling the use of
multimedia, said arrangement including component, modular
multimedia usage control information and database means
operatively connected to said protected processing environments
for, at least m part, storing multimedia usage control

information.
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187. In an electronic multimedia arrangement containing
protected processing environments for controlling the use of
multimedia, a method including the steps of storing multimedia
usage control information within a database means operatively
connected to said protected processing environments, and using

the stored control information to control multimedia.

188. An electronic multimedia arrangement containing a
protected processing environment for controlling the use of
‘multimedia, said arrangement including multimedia usage
control information, database means operatively connected to
said protected processing environment for, at least in part,
storing multimedia usage control information, and protected
traveling objects containing distributed multimedia electronic

' content.

189. In an electronic multimedia arrangement containing
a protected processing environment, a method characterized by
the steps of storing multimedia usage control information within
a database means operatively connected to said protected
processing environment, and controlling, based at least in part on
the stored information, protected traveling objects containing

distributed multimedia electronic content.
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196. An electronic multimedia arrangement containing
interoperable protected processing environments for controlling
the use of mﬁltimedia, said arrangement including component,
modular, protected multimedia usage control information,
wherein at least a portion of said protected control information
was provided independently by plural parties securing their

‘respective rights in at least one electronic value chain.

191. A system as in claim 188 further including a secure

processing unit.

192. In an electronic multimedia arrangement containing
protected processing environments, a method comprising
‘providing at least a portion of component, modular, protected
multimedia usage control information independently by plural
parties securing their respective rights in at least one electronic
value chain, and using the usage control information to control

the use of multimedia.

193. A method as in claim 190 wherein the usmg step is

performed at least in part within a secure processing unit.

194. An integrated circuit supporting multiple encryption

algorithms comprising at least one microprocessor, memory,

input/output means, at least one circuit for encrypting and/or
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decrypting information and one or more software programs for
use with at least one of the microprocessors to perform encryption

and/or decryption functions.

195. In a secure integrated circuit supporting multiple
encryption algorithms comprising at least one microprocessor,
memory, input/output means, and providing a protected
processing environment, a method characterized by executing at
least a portion of one or more software programs with the
micfoprocessor to perform encryption and/or decryption functions

within the integrated circuit.

196. An integrated circuit comprising at least one
microprocessor, memory, at least one real time clock, at least one
random number generator, at least one circuit for encrypting
and/or decrypting information and independently delivered

and/or independently deliverable certified software.

197. An integrated circuit comprising at least one
microprocessor, memory, input/output means, a tamper resistant

barrier and at least a portion of a Rights Operating System.

198. An integrated circuit comprising at least one

‘microprocessor, memory, input/output means, at least one real
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time clock, a tamper resistant barrier and means for recording

interruption of power to at least one of the real time clocks.

199. A method of distributing information characterized by
the steps of compressing information, encrypting the compressed |
information at the first location, distributing the encrypted
information to one or more second locations, using é tamper
resistant integrated circuit to first decrypt and then decompress

the information.

200. A system for distributing information characterized

by:

means for compressing information,

means for encrypting the compressed information at the
first location,

means for distributing the encrypted information to one or
more second locations, and
means for using a tamper resistant integrated circuit to

first decrypt and then decompress the information.

201. A method of securely managing distributed events
characterized by the steps of providing secure event processing
environments to one or more users, enabling a first user to
specify control information for event management through the

use of a first secure event processing environment, and managing
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the processing of such an event through the use of a second

secure event processing environment.

202. A system for securely managing distributed events
characterized by:

a first secure event processing environment for enabling a
first user to specify control information for event management,
and

a secoﬁd secure event processing environment
interoperable with the first event processing enviroﬁment for

managing the processing of such an event.

203. A method for enabling electronic commerce chain of
handling and control characterized by the step of a first and a
second party independently specifying protected, modular
component control information describing requirements related

to the operation of an electronic commerce value chain.

204. (A system for enabling electronic commerce chain of
handling and control characterized by means for permitting a
first and a second party to independently specify protected,
modular component control information descﬁbing requirements
related to the operation of an electronic commerce vaiue chain of
handling and control, and means for securely enforcing the

requirements described by the control information.
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205. A method for enabling electronic commerce
characterized by the step of a first and a second party
independeﬁtly stipulating control information mémaging the use

- of digital information, wherein said first and said second party
independently maintain persistent rights enforced by said control
information ‘as said digital information moves through a chain of

handling and control.

206. A system for enabling electronic commerce including:

means for a]lovw'né a first party to stipulate control
information managing the use of digital information,

means for allowing a second party to stipulate control
information managing the use of the digital information, and

chain of handling and control means for maintaining
persistent rights enforced by said control information as said
digital information moves from one location and/or process to

another.

207. A method for secure maintenance of electronic rights
comprising a first step of plural parties in a value chain
independently and securely stipulating control information
regarding their electronic rights, wherein said control
information is used to enforce conditions related -to the use of

electronic information distributed in software containers.
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208. A system for secure maintenance of electronic rights
comprising:

means permitting plural parties in a value chain to
independently and securely stipulates control information
regarding their electronic rights, and

means for using said control infbrmation to enforce
conditions related to the use of electronic information distributed

in software containers.

209. A method for securely controlling the use of protected
electronic content including the step of supporting modular
separate control information arrangemeﬁts for managiﬁg at least
one event related to use of said content such that a user may
select between separate control information arrangements for

managing such at least one event.

210. A system for securely controlling the use of protected
electronic content including modular separate control
information aﬁangements for managing at least one event
related to use of said content such that a user may select between
separate control information arrangements for managing such at

least one event.

211. A method employing separate, modular control

structures for managing the use of encrypted digital information
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characterized by the step of enabling commercial value chain
participants to support pluaral relationships between two or more
of: (1) content event triggering, (2) auditing, and (8) budgeting,

control variables.

212. A system for employing separate, modular control
structures for managing the use of encrypted digital information:
characterized by means for enabling commercial value chain
participants to support plural relationships between two ‘or more
of: (1) content event triggeﬁng, (2) auditing, and (3) budgeting,

control variables.

213. A method of chain of handling and control enabling a
party not directly participating in an electronic value chain to
contribute secure control information to enforce at least one
control requirement, said method characterized by a first step of
a first value chain participant stipulating control informatior
associated with‘digital information and a second step wherein
said not directly participating party independently and securely
contributes secure control information for inclusion in an
aggregate control information set including said associated
control information, said aggregate controi information at least in
part managing conditions related to the use of at least a portion

of said digital information by a second value chain participant.
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214. A chai.n of handling and cont;'ol system for enabling a
party not directly pﬁdpaﬁng in an electronic value chain to
contribute secure control information to enforce at least one
control requirement, said system characterized by:

means for allowing a first value chain participant to
stipulate control information associated with digital information,

means for allowing the not directly participating party to
independently and securely contribute secure control information
for inclusion in an aggregate control information set including
said associated control information,

and means responsive to said aggregate control
information for at least in part managing conditions related to
the use of at least a portion of said digital information by a

second value chain participant.

215. A method of electronic commerce control information
management for delegating the administration of certain rights
held by a value chain party to a second value chain party
characterized by the step of said first party stipulating secure
control information describing at least a portion of their rights
related to one or more chain of ha.qd]ing and control electronic
events wherein said first party provides further control
information authorizing said second party to administer some or

all of said rights as an agent for said first party.
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216. A system for electronic commerce controi information
management for delegating the administration of certain rights
held by a vaiue chain party to a second value chain party
characterized by:

means for allowing said first party to stipulate secure
control information describing at least a portion of their rights
related to one or more chain of handling and control electronic
events; and

means for allowing said first party to provide further
control information authorizing said second party to administer

some or all of said rights as an agent for said first party.

217. A method of governing taxation of commercial events
resulting from electronic chain of handling and control
characterized by a first step of distributing secure digital
information to a user and specifying secure control information
controlling at least one condition for use of said digital
information and a séébﬁd stép of a government agency securely,
independently contributing secure control information for
automatically governing tax payments for said commercial

events. -

218. A system for governing taxation of commercial events
resulting from electronic chain of handling and control
characterized by:
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means fqr distributing secure digital information to a user;

ﬁeans for specifying secure control information controlling
at least one condition for use of said digital information; and

means for allowing a government agency to securely,
independently contribute secure control information for
automatically goverm'ng tax payments for said commercial

events.

219. A method of governing privacy r:ights related to
electronic events characterized by a first step of a first party
protecting digital information containing information descriptive
of preventing a second party from at least one unauthorized use
and a second step of specifying certain control information
related to use of at least a portion of said protected digital
information, wherein said control information enforces at least
one right of said second party related to privacy and/of permitted
use(s) of personal and/or proprietary information included in said

protected digital information.

220. A system for governing privacy rights related to
electronic events characterized by:
means for permitting a first party to protect digital
 information containing information descriptive of preventing a

second party from at least one unauthorized use;
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means for specifyiﬁé certéin contrbl information related to
use of at least a portion of said protected digital information; and

mean;s for using the control information to enforce at Jeast
one right of said second party related to privacy and/or permitted .
use(s) of personal and/or proprietary information included in said -

protected digital information.

221. A method of goverhing privacy rights related to
elegtronic events characterized by a first step of a first party
protecting digital information from at least one unauthorized use
and stipulating certain control information for establishing
conditions for use of said protected information and a second step
of a user of said digital information stipulating further control
information regulating the reporting of information regarding

said user’s use of at least a portion of said digital information.

222. A system for governing privacy rights related to
electronic events characterized by:

means for allowing a first party to protect digital
i.nformatibn from at least one unauthorized use and for
stipulating certain control information for establishing conditions
for use of said protected information; and

means for allowing a user of said digital information to

stipulate further control information regulating the reporting of
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information regarding said user’s use of at least a portion of said

digital information.

223. A secure method for regulating electronic conduct and
commerce characterized by a step of distributing interoperable
protected processing environments and circulating amongst
plural recipients of said protected processing environments
software containers containing digital content and related
content control information prepared for use by at least a portion
of said protectedr processing environments, wherein said method
includes the further step of regulating the use at least some of
said digital content based, at least in part, on the secure
processing of at least a portion of said control information

through the use of at least one protected processing environment.

224. A secure system for regulating electronic conduct and
commerce characterized by:

distributed interoperable protected processing
environments,

means for circulating, amongst said protected processing
environments, software containers containing digital content and
related content control information prepared for use by at least a
portion of said protected processing environments, and

means within at least ‘some of the protected processing

environments for regulating the use at least some of said digital
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content based, at least in part, on the secure processing of at

least a portion of said control information.

225. A method of electronic commerce networking for .
enabling a secure electronic retail environment characterized by .
the step of supplying user certified control information, smart
cards, secure processing units, and retailing terminal
arrangements networked together using VDE communication

techniques and secure software containers.

226. An electronic commerce networking system for
enabling a secure electronic retail environment characterized by:

means for networking together smart cards, secure
processing units, and retailing terminal arrangements; and

means for making the smart cards, secure processing units,
and retailing terminal arrangements interoperable with one
another and with VDE communication- techniques and secure

software containers.

227. A method of enabling electronic commerce appliances
for securely administering user rights in commerce activities
characterized by the step of providing to users at least a portion
of a VDE node contained within a physical device, said device

being configured to be compatible with mating connectors in host
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systems for supporting secure, interoperable transaction activity

between plural parties.

228. A system for securely administering user rights in
commerce activities comprising a physical device including at
least a portion of a portable VDE node, said device being
configured to be compatible with mating connectors in host
systems for supporting secure, interoperable transaction activity

between plural parties.

229. A method for enabling a programmable, electronic
commerce environment characterized by the step of providing to
multiple parties secure commerce nodes that securely process
separate, modular component billing management methods,
budgeting management methods, metering management
methods, andbre;lated auditing management methods and further
characterized by the step of supporting triggering of metering,
auditing, billing, and budgeting methods in response to electronic

commerce event activities.

230. A programmable, electronic commerce environment
characterized by secure commerce nodes each including:
means for securely processing separate, modular

component billing management methods, budgeting management
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methods, metering management methods, and related auditiné
management methods, and
meaﬁs for supporting triggering of metering, auditing,
billing, and budgeting methods in response to electronic

commerce event activities.

231. An electronic commerce system including modular,
standardized control components comprising electronic commerce
event control instructions stipulated by commerce participants,
and plural electronic appliances containing one or more secure
processing units which process at least a portion of such
commerce event control instructions, said system further
containing one or more databases, operatively connected to at
least one of the secure processing units, for at least in part
securely storing at least a portion of such control instructions for

use by said at least one secure processing unit.

232. In an electronic commerce system including modular,
standardized control components comprising electronic commerce
event control instructions stipulated by commerce participants,
and plural glectrom'c appliances containing one or more secure
processing units which process at least a portion of such
commerce event control instructions, a method characterized by
the step of providing one or more secure databases, operatively

connected to at least one of the secure processing units, and at
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least in part securely storing, within the secure databases, at
least a portion of such control instructions for use by said at least

one secure processing unit.

233. A content distribution system comprising plural
electronic appliances containing one or more interoperable secure
processing units operatively connected to one or more databases
for use with at least one of said secure processing units, said one
or more databases containing (a) one or more decryption keys for
use in decrypting distributed, encrypted digital information, and
(b) encrypted audit information, said audit information reflecting

at least one aspect of use of said distributed digital information

234. A content distribution method comprising:

distributing plural electronic appliances containing one or
more interoperablé secure processing units

operatively connecting the appliances to one or more
datébases, |

storing within said one or more databases one or more
decryption keys,

using the decryption keys for decrypting distributed,
encrypted digital information, and

storing within the one or more databases encrypted audit
information, said audit information reflecting at least one aspect

" of use of said distributed digital information.
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235. An electronic currency system comprising pharal,
electronic appliances containing (a) protected processing
environménts, (b) encrypted electronic currency and related
secure control information configured so as to be useable by at .
least one of said protected processing environments, and (c)
usage reporting means for securely communicating electronic
currency usage related information from a first iﬁteroperable
protected processing environment to a second interoperable

protected processing environment.

236. An electronic currency method comprising:
distributing plural, electronic appliances containing (a)
protected processing environments, (b) encrypted electronic
currency and related secure control information configured so as
~ to be useable by at least one of said protected processing

environments, and

securely communicating electronic currency usage related
information from a first interoperable protected processing

environment to a second interoperable protected processing

environment.

237. A method for electronic financial activities

characterized by the steps of:
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communicating digital containers containing
financial information from a first interoperable
secure node to a second interoperable secure node,
communicating modular, standard control
information to said second secure node to, at least in
part, set the conditions for use of at least a portion of
said financial information,

reporting information related to said use to said first

interoperable secure node.

238. A system fér electronic financial activities
characterized by:

means for communicating digital containers containing
ﬁﬁancial information from a first interoperable secure node to a
second interoperable secure node,

means fc;r communicating modular, standard control
information to said second secure node, |
means at the second node for, at least in part, setting the
conditions for use of at least a portion of said financial

“information, and
means for reporting informatipn related to said use from

the second secure node to said first interoperable secure node.

239. A method for electronic currency manageinent

including:
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communicating encrypted electroﬁ.ic currency from a first,
interoperable secure user node to a second interoperable user
node using ét least one secure container, and

providing secure control information for use with said at ' .
least one secure container, said secure control information, at -
least in part, maintaining conditionally anonymous currency

usage information.

240. A system for electronic currency management
including:

means for communicating encrypted electronic currency
from a first, interoperable secure user node to a second
interoperable user node using at least one secure container, and

means for providing secure control information for use with
said at least one secure container, said secure control
information, at least in part, maintaining conditionally

anonymeous currency usage information.

241. A method for electronic financial activities
management characterized by the steps of:

securely communicating from a first secure node to a
second secure node financial information standardized control
information for controlling the use of ﬁnaﬁcial information used

in a financial value chain,
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securely pommunicating from said first secure node to a
third secure node said financial information standardized control
information for controlling the use of financial information used
in a financial value chain,

securely communicating encrypted financial information
from said second secure node to said third secure node, including
‘communicating secure control information,
processing said financial information at said third node at least
in part through the use of secure control information supplied by
said first and said second secure nodes, wherein said
standardized control information is at least in part stored in a

secure database contajned within said third secure node.

242. A system for electronic financial activities
management characterized by the steps of:

means coupled to a first and a second secure node for
securely communicating from said first secure node to said
second secure node financial mfomation standardized control
information for controlling the use of financial information used
in a financial value chain,

means coupled between the first secure node and a third
secure node for securely communicating from said first secure
node to said third secure node said financial information
standardized control information for controlling the use of

financial information used in a financial value chain,
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means coupled between the_second and third nodes for
securely communicating encrypted financial information from
said second .secure node to said third secure node, including
communicating secure control information, and

means at the third node for processing said financial
information at said third node at least in part through the use of
secui'e control information supplied by said first and said second
secure nodes, and |

a secure database at the third node for at least in part

storing said standardized control information.

243. A method of information management characterized
by the steps of creating at least one smart object at a first
location, protecting at least a portion of said smart object
including protecting at least one rule and/or control assigned to
said smart object, distributing said at least one smart object to at
least one second location, securely processing at least a portion of
the contents of said at least one smart object at said at least one
second location in accordance with at least a portion of at least

one said rule and/or control assigned to said smart object.

244. An information management system characterized
by:
means for creating at least one smart object at a first

location,
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means fqr protecting at least a portion of said smart object
including means for protecting at least one rule and/or contro]
assigned to said smart object,

means for distributing said at least one smart object to at
least one second location, and

means for securely processing at least a portion of the
contents of said at least one smart object at said at least one
second location in accordance with at least a portion of at least

one said rule and/or control assigned to said smart object.

245. An object proceséing system comprising at least one
secure object containing at least in part protected executable
content and at least one at least in part protected rule and/or
control associated with operations related to the execution of
such content, and at least one secure execution environment for
processing the executable content in accordance with at least a
portion of at least one of said at least one associated rule and/or

control.

246. An object processing method comprising:

pfoviding at least one secure object containing at least in
part protected executable content and at least one at least in part
protected rule and/or control associated with operations reléted

to the execution of such content,
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processing, within at least one secure execution
environment, the executable content in accordance with at least a

portion of at least one of said at least one associated rule and/or

control.

247. A rights distributed database environment including

(a) means allowing one or more ceﬁtral authorities to establish
control information for use of encrypted digital information, (b)
interoperable database management systems at plural user sites
for securely storing control information and au.dit information, (c)
secure communication means for securely communicating control
information and gudit information between user sites, and (d)
centralized database means for compiling and analyzing usage

information from plural user sites.

248. Within a rights distributed database environment, a
method characterized by the following steps:

establishing control information for use of encrypted digital
information,

securely storing, within interoperable database
management systems at plural user sites, control information
and audit information,

sécurely communicating control information and audit

information between user sites, and

1012

Petitioner Apple Inc. - Exhibit 1006, p. 6032



WO 96727155 PCT/US96/02303

compiling and analyzing usage information from plural

user sites.

249. A method of distributed database searching
characterized by the steps of creating at least one secure object
containing search criteria, transmitting at least one such secure
object to one or more second locations to perform database
searches in accordance with at least one rule and/or control,
processing at least one database search based at least in part on
the search criteria within a secure object in accordance w1th at
least a portion of at least one of the said at least one associated
rule and/or control, storing database search results in the same

~ and/or one or more new secure objects, and transmitting the

secure object containing search results to the first location.

250. A method as in claim 247 further characterized by the
additional step of associating at least one additional rule and/or
control with the search results for establishing at least one

condition related to the use of at least one portion of said search

results.

251. A system for distributed database searching

characterized by:

means for creating at least one secure object containing

search criteria,
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means for transmitting at least on.e such secure object to
one or more second locations to perform database searches in
accordance ‘with at least one rule and/or control,

means for processing at least one database search based at
least in part on the search criteria within a secure object in
accordance with at least a portion of at least one of the said at
least one associated rule and/or control,

means for storing database search results in the same
and/or one or more new secure objects, and

means for transmitting the secure object containing search

results to the first location.

252. A system as in claim 249 further characterized by
means for associafing at least one additional rule and/or control
‘ with the search results for establishing at least one condition

related to the use of at least one portion of said search results.

253. A rights management system comprising protected
information, at least fwo protected processing arrangements, and
a rights management language that allows the expression of
permitted operations and the consequences of perfofming such
operations on at least a portion of the information processed at

least in part by at least one of the protected processing

arrangements.
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254.A A ntghts management method comprising:

bfoviding protected information for processing by at least
two protected processing arrangements, and

expressing, in a rights management language, permitted
operations and the consequences of performing such operations
on at least a portion of the information processed at least in part

by at least one of the protected processing arrangements.

255. A method of protecting digital information
characterized by the steps of encrypting at least a portion of the
information, using a rights management language to describe the
conditions related to use of the information, distributing at least
a portion of such information and at least a portion of such rights
language expressed conditions to one or more recipients, using an
electronic appliance arrangement including at least one protected
processing arrangement to securely govern at least a portion of

the use of such information.

256. A system for protecting digital information

characterized by:

means for encrypting at least a portion of the information,
means for using a rights management language to describe

the conditions related to use of the informatidn,
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means for distributipg at least a portion of such
information and at least a portion of such rights language
expressed c(;nditions to one or more recipients, and

an eiectronic appliance arrangement including at least one
protected processing arrangement for securely governing at least

a portion of the use of such information.

257. A distributed digital information management system
comprising software components, a rights fnanagen;ent language
for expressing processing relationships between two or more of
the software components, protected processing means for at least
a portion of the software components and at least a portion of the
rights management expressions, means for protecting content,
means for créating software objects that relate protected content
to rights management expressions, and means for delivering
protected content, rights management expressions, and such

software objects from a providing location to a user’s location.

258. A distributed digital information management
method comprising:

expressing, in a rights management language, processing
relationships between two or more of the software components, |

processing, within at least one protected environment, at
least a portion of the soﬁwme components and at least a portion

of the rights management expressions,
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protecting content,

creating software objects that relate protected content to
rights management expressions, and

delivering protected content, rights management
expressions, and such software objects from a providing location

to a user’s location.

259. An authentication system comprising at least two
electronic appliances, at least two digital certificates reflecting
identity information encrypted using different certifying private
keys where such certificates are stored in a first electronic
appliance, communications means for transmitting and receiving
signals between electronic appliances, means for de’cermining
compromised and/or expired certifying private keys operatively
connected to a second electronic appliance, means for the second
electronic appliance to request transmission of one of the digital
certificates from the first electronic appliance based at least in

| part on such determination, and means operatively connected to
such second electronic appliance for decrypting such certificate
and determining such certificate’s validity and/or the validity of

identity information.

260. In a system comprising at least two electronic

appliances, an authenticating method comprising:
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1ssuing at least two digital certificates reflecting
identification mformatmn including the step of encrypting the
two certlﬁcates usmg different certifying private keys,

storing the certificates in a first electronic appliance,

transmitting and receiving signals between electronic -
appliances,

determining compromised and/or expired certifying private
keys operatively connected to a second electronic appliance,

requesting, with the second electronic appliance,
transmission of one of the digital certificates from the first
electronic appliance based at least in part on such determination,

decrypting such certificate with the second electronic
appliance, and '

determining such certificate’s validity and/or the validity of

identity information.

261. An authentication system comprising at least two
electronic appliances, at least two digital certificates reflecting
1dentify information encrypted using different certifying private
keys where such certificates are stored in a first electronic
appliance, communications means for transmitting and receiving
signals between electronic appliances, means for a second
electronic appliance to request tranémission of one of the digital
certificates from the first electronic appliance wherein the

selection of which certificate is requested is based at least in part
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on a random or_pseudo-random number, means operatively
connected to such second electronic appliance for decrypting such
certificate and determining such certificate’s validity and/or the

validity of identity information.

262. In a system corﬁprisi.ng at least two electronic
appliances, an authenticating method comprising:

issuing at least two digital certificates reflecting identify
information, including the step of encrypting the two digital
certificates using different certifying private keys,

storing such certificates in a first electronic appliance,

transmitting and receiving signals between electronic

. appliances,

requesting, with a second electronic appliance,
transmission of one of the digital certificates from the first
electronic appliance, including the step of selecting a certificate
based at least in part on a random or pseudo-random number,

decrypting such certificate with the second electronic
appliance; and |

determjniﬁg such certificate’s validity and/or the validity of

identity information.

263. A method of secure electronic mail characterized by
the steps of creating at least one electronic message using an

interoperable protected processing environment, encrypting at
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leaét a portion of said at least one message, securely éssociating

one or more sets of control information with one or more

messages t6 set at least one condition for the use of said at least

one message, communicating the protected electronic messages to | -
one or more recipients having protected processing environments, -
securely communicating at least one set of the same or differing

control information to each recipient, enabling recipients of both

contrdl infonﬁation and protected messages to use message

information at least in part in accordance with the conditions

specified by the control information.

264. A system for secure electronic mail including. multiple
protected processing environments, the system characterized by:

a first protected processing environment for creating at
least one electronic message, the first environment including
means for encrypting at least a portion of said at leasf one
message, means for securely associating one or more sets of
control information with one or more messages to set at least one
condition for the use of said at least oﬁe message, and means for
communicating the protected electronic messages to one or more
recipients having interoperable protected processing |
environmeﬁts,

means for securely communicating at least one set of the

same or differing control information to each recipient, and
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means for enabling recipients of both control information
and protected messages to use message information at least in
part in accordance with the conditions specified by the control

information.

265. A method of information management characterized
by the steps of protecting content from unauthorized use,
securely associating enabling control information with at least a
portion of such protected content wherein such enabling control
information incorporates information describing how the
enabling control information may be redistributed, delivering at
least a portion of the protected content to a first user, delivering
such enabling control information to such first user, receiving a
request to redistribute such enabling control information from
such first user, using the description of how enabling control
information may be redistributed to create new enabling control
informatior. where such new enabling control information may be
the same or different than the enabling control information
received by such first user, delivering the new enabling control

information and/or protected information to a second user.
266. An information management system characterized

means for protecting content from unauthorized use,
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means for securely associating enabling control
mformation with at least a portion of such protected contenf,
including ﬁems for incorporating enabling control information
describing how the enabling control information may be .
redistributed, |

means for delivering at least a portion of the protected
content to a first user,

means for delivering such enabling control information to

_ such first user,

means for receiving a request to redistribute such enabling
control information from such first user,

means for using the description of how enabling control
information may be redistributed to create new enabling control
information where such new enabling control information may be
the same or different than the enabling control information
received by such first user, and

means for delivering the new enabling control information

and/or protected information to a second user.

267. A method of controlling redistribution of distributed
digital information- including the steps of encrypting digital
information, di_stributing said encrypted digital information from
a first party to a second party, establishing control information
regarding the redistribution of at least a portion of said encrypted

digital information from said second party to at least one third

1022

Petitioner Apple Inc. - Exhibit 1006, p. 6042



WO 96/27155 PCT/US96/02303

party, regulating the redistribution of said at least a portion of
said encrypted digital information through the use of a protected

processing environment processing said control information.

268. A system for controlling redistribution of distributed
digital information including: |

means for encrypting digital information,

means for distributing said encrypted digital infofmation
from a first party to at least one second party,

means for establishing control information regarding the
redistribution of at least a portion of said encrypted digital
information from said second party to at least one third party,
and

a protected processing environment for processing said
control information and for regulating the redistribution of said

at least a portion of said encrypted digital information.

269. A method of controlling a robot characterized by the
steps of creating instructions for one or more robots, creating a
secure container incorporating such instructions, associating
control information with such secure container, incorporating at
least one secure processing unit inf,o‘such one or more robots, and
performing at least a portion of such instructions in accordance

with at least a portion of such control information.
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270. A method as in cléim 267 further characterized in
that such control information includes information describing the
conditions ﬁnder which such instructions may be used and the
nature of audit reports required when such instructions are

performed.

271. A robot control system characterized by: _

means for creating instructions for one or more robots,

means for creating a secure container incorporating such
instructions, |

means for associating control information with such secure
container, |

means for incorporating at least one secure processing unit

into such one or more robots, and
means for performing at least a portion of such instructions

in accordance with at least a portion of such control information.

272. A system as in claim 269 further characterized by
means for creating such control information, including means for
describing the conditions under which such instructions may be
used and the nature of audit reports required when such

instructions are performed.

273. A method of detecting fraud in electronic commerce

characterized by the steps of creating at least one secure
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container, assoc.iating control information with such one or more
containers including control information requiring that audit
information be collected and transmitted to an auditing party,
delivering such one or more containers and such control
information to at least one user, recording information
identifying each container and each such user, receiving audit
information, creating a profile of usage based at least in part on
such received audit information and/or such conﬁol information,
detecting cases where certain audit information differs at least in

part from such profile of usage.

/
N

274. A system for detecting fraud in electronic commerce
characteri;ed by

means for creating at least one sécure container,

means for associating contrc;l information with such one or
more containers including control information requiring that
audit information be collected and transmitted to an auditing
party,

means for delivering such one or more containers and such
control information to at least one user,

means for recording information identifying each container
and each such user,

means for receiving audit information,
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means for creating a profile of usage based at least in part
on such received audit information and/or such control
informaﬁoﬁ, and

means for detecting cases where certain audit information

differs at least in part from such profile of usage.

| 275. A method of detecting fraud in electronic commerce

characterized by the steps of distributing at least in part

- protected digital information to customers, distributing one or
more rights to use at least a portion of such digital information
across an electronic network, allowing a customer to use at least
a part of said at least in part protected digitai information
through the use of a protected processing environment and at
least one of said one or more distri’t;uted x'ighfs, detecting'

unusual usage activity related to use of said digital information.

276. A system for detecting fraud in electronic commerce

characterized by ) |

means for distributing at leastAin part protected digital
information to customers, |

means for distributing one or more rights to use at least a
portion of such digital information across an electronic network,

a protected processing environment for allowing a

customer to use at least a part of said at least in part protected
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digital information through at least one of said one or more
distributed rights, and
means for detecting unusual usage activity related to use

of said digital information.

277. A programmable component arrangement comprising
a tamper resistant processing environment including a
microprocessor, memory, a task manager, memory manager and
external interface controller, means for loading arbitrary
components at least in parf into the memory, means for initiating
one or more tasks associated with processing such components,
means for certifying the validity, integrity and/or truétedness of
such components, means for creating arbitrary components,
means for associating arbitrary events with such created
components, means for certifying the validity, integrity and/or
trustedness of such created components, and means for securely

delivering such created components.

278. In a programmable component arrangement
comprising a tamper resistant processing eﬁvironment including
a microprocessor, memory, a task manager, memory manager
and an external interface confroller, a processing method
characterized by the following steps: |

creating arbitrary components,

associating arbitrary events with such created components,
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loading the arbitrary components at least in part into the

memory,
miﬁaﬁng one or more tasks associated W1th processing

such loaded components, .
certifying the validity, integrity and/or trustedness of such

created components, and |

securely delivering such created components.

279. A distributed, protected, programmable component
arrangement comprising at least two tamper resistant processing
environments including a micrdprocessor, memory, a task
manager, memory manager and external interface controller,
means for loading arbitrary components at least in part into the
memory, means for initiating one or more tasks associated with
processing such components, and means for certifying the
validity, integrity and/or trustedness of such components, said
arrangement further comprising means for creating arbitrary
components, means for associating arbitrary e;'ents with such
created components, means for certifying the validity, integrity
and/or trustedness of such created components, means for
securely delivering such created components between at least two

of said at least two tamper resistant processing environments.

280. In a distributed, protected, programmable component

arrangement coinprising at least two tamper resistant processing
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environments including a microprocessor, memory, a task
manager, memory manager and external interface controller, a
method comprising
creating arbitrary components,

certifying the validity, integrity and/or trustedness of such
components,

loading arbitrary components at least in part into the
memory,

initiating one or more tasks associated with processing

such components,

associating arbitrary events with such created components,
and

securely delivering such created components between at
least two of said at least two tamper resistant processing

environments.

281. An electronic appliance comprising at least one CPU,
memory, at least one system bus, at least one protected
processing environment, and at least one of a Rights Operating
System or Rights Operating System layer associated with é host

operating system.

282. An operating system comprising at least one task
manager, at least one inemory manager, at least one input/output

manager, at least one protected processing environment, means
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for detecting events, means for associating events with rights
control functions, means for performing rights control functions
at least in part within such one or more protected processing

environments. .

283. In an operating system comprising at least one task
manager, at least one memory manager, at least one input/output
manager, at least one protécted processing environment, an
operating method comprising:

detecting events,

associating events with rights control functioﬁs, and

performing rights control functions at least in part within

such one or more protected processing environments.

284. A method of business automation characterized by
the steps of ci'eating one or more secure containers including
accounting and/or other administrative information, associating
control information with such one or more secure containers
including a description of (a) the one or more parties to whom the
container may and/or must be delivered and/or (b) the operations
that one or more parties may and/or must perform with respect to
such accounting and/or other administrative information,
delivering one or more of such containers to one or more parties,
and enabling the description and/or enforcement of at least a

portion of such control information prior, during and/or
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subsequent to use of such accounting and/or other administrative

information by one or more parties.

285. A method as in claim 282 where such control
information further includes at least one requirement that audit
information be collected and delivered to one or more auditing
parties, and further includes the step of delivering at least a

portion of such audit information to one or more parties.

286. A method as in claim 283 where at ieast a portion of
such audit information is automatically processed by at least one
of such auditing parties, and fufther includes the step of
transmitting further accounting, administrative and/or audit
information to one or more parties that may be the same and/or
differ from the one or more parties from whom audit information
was received based at least in part on the receipt and/or content

of such received audit information.

- 287. A method as in claim 282 where at least two of such
parties are associated with different businesses and/or other
organizations and such control information includes information
that at least in part describes an accounting, administrative,
reporting and/or other audit relationship between such

businesses and/or other organizations.

1031

Petitioner Apple Inc. - Exhibit 1006, p. 6051



WO 96/27155 PCT/US96/02303

288. A method as in claim 282, 283, 284, or 285 where
some or all of such accounting and/or other administrative

information is included in such control information.

289. A business automation system characterized by:

means for creating oﬁe or more secure containers including
accounting and/or other administrative information,

meauns for associating, with such one or more secure
containers, control information including a description of (a) the
one or more parties to whom the container may and/or must be
delivered and/or (b) the operations that one Oor more parties may
and/or must perform with respect to such accounting and/or other
administrative information,

means for delivering one or more of such containers to one
or more parties, and

means for enabling the description and/or enforcement of
at least a portion of such control information prior, during and/or
subsequent to use of such accounting and/or other administrative

information by one or more parties.

290. A system as in claim 287 where the associating
means further includes means for associating at least one
requirement that audit information be collected and delivered to

one or more auditing parties, and the delivering means includes
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means for delive;ri.ng at least a portion of such audit inforrhation

to one or more parties.

291. A system as in claim 288 further including means for
automatically processing at least a portion of such audit
information, and the system further includes means for
transmitting further accounting, administrative and/or audit
information to one or more parties that may be the same and/or
differ from the one or more parties from whom audit information
was received based at least in part on the receipt and/or content

of such received audit information.

292. A system as in claim 287 where at least two of such
parties are associated with different businesses and/or other
organizations and the associating means includes means for
generating control information including information that at
least in part describes an accounting, administrative, reporting
and/or other audit relationship between such businesses aﬁd/or

other organizations.

293. A system as in claim 286, 287, 288, or 290 where
some or all of sﬁch accounting and/or other administrative

information is included in such control information.
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294. A method of distributing content characterized by the
steps of creating one or more first secure containers, associating
control infoﬁnation with such first containers including
information describing the conditions under which some or all of .
the content of such first containers may be extracted, delivering
at least a portion of such first containers and such control
information to one or more parties, detecting a request by one or
more of such parties to extract some or all of the content of such

- first containers, determining if such request is permitted in whole
or in part by such control infbrmation, to the extent permitted by
such control information creating one or more second secure
containers in accordance with such request and such control
information, associating control information with such one or
more second secure containers based at least in part on control

information associated with such first containers.

295. A system for distributing content characterized by:
means for creating one or more first secure containers,
means for associating control information with such first
containers including information descﬁbing the conaitions under
which some or all of the content of such first containers may be
| e#tracted,
means. for delivering at least a portion of such first

containers and such control information to one or more parties,
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means f01.- detecting a request by one or more of such
" parties to extract some or all of the content of such first

containers,

means for determining if such request is permitted in
whole or in part by such control information, to the extent
permitted i)y such control information creating one or more
second secure containers in accordance with such request and
such control information, and

means for associating control information with such one or
more second secure containers based at least in part on control

information associated with such first containers.

296. A method of distributing content characterized by the
steps of creating one or more first secure containers, associating
control information with such first secure containers including
information des}:ribing thé conditions under which such first
secure containers (a) may in whole or in part be embedded into
and/or securely associated with one or more second secure
containers and/or (b) may allow one or more secure containers to
be in whole or in part embedded into and/or securely associated
with such first secure containers, delivering at least a portion of
such first secure containers and such control information to one
or more parties, detecting a request by one or more of such
parties or by additional parties to (a) in whole or in part embed

into and/or securely associate with such first containers one or
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more seéond containers and/or (b) in whole or in part embed into

and/or securely associate with a secure container such first

secure containers, determining if such request is permitted by

control information, to the extent permitted by control .
information performing one or more embedding and/or secure

association operations, to the extent required by control

information and/or requested by one or more of such parties,

modifying and/or creating new control information at least in

part as a consequence of such one or more embedding and/or

secure association operations.

297. A system for distributing content characterized by

means for creating one or more first secure containers,

means for associating control information with such first
secure containers including information describing the conditions
under which such first secure containers (a) may in whole or in
part be embedded into and/or~securely associated with one or
‘more second secure containers and/or (b) may allow one or more
secure containers to be in whole or in part embedded into and/or
securely associated with such first secure containers,

means for delivering at least a portion of sﬁch first secure
containers and such control information to one or more parties,

means for detecting a request by one or -more of such |
parties to (a) in whole or in part embed into and/or securely

associate with such first containers one or more second
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containers and/or (b) in whole or in part embed into and/or
securely associate with a secure container such first secure
containers, and

means for determining if such request is permitted by
control information, to the extent permitted by control
information performing one or more embedding and/or secure
association operations, to the extent required by control
information and/or requested by one or more of such parties,
modifying and/or creating new control information at least in
part as a consequence of such one or more embedding and/or

secure association operations.

298. A method of distributing information characterized by
the steps of protecting information from unauthorized use,
associating control information with such protected information,
delivering at least a portion of such protected information to one
or more parties using plural pathways, delivering at least a
portion of such control information to one or more parties using
the same or different plural pathways, enabling at least one of
such parties to make at least some use of such protécted
information delivered using a first pathway in accordance with

- control information at least a portion of which is delivered using -

a second pathway.
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299. A method as in claim 296 in which at least one of
such pathways of delivering protected information and/or control

information is described by such control information
300. A system for distﬁButing information characterized

means for protecting information from unauthorized use,

means for associating control information with such
protected information,

means for delivering at least a portion of such protected
information to one or more parties using plural pathways,

means for delivering at least a portion of such control
information to one or more parties using the same or different
plural pathways,

means for enabling at least one of such parties to make at
least some use of such protected information delivered using a
first pathway in accordance with control information at least a

portion of which is delivered using a Second pathway.

301. A system as in claim 298 wherein the delivering
means includes means for delivering, over at least one of such
pathways, protected information and/or control information

described by such control information.
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302. A method of distributing iﬁformation characterized by
the steps of protecting information from unauthorized use,
associating control information with such protected information

' Aincluding information requiring the collection of audit
information, enabling one or more parties to receive and/or
process audit information, delivering at least a portion of such
protected information and such control information to one or
more parties, enabling at least some use of such protected
information in accordance with at least a portion of éuch control
information that requires the collection of audit information,
delivering such audit information to one or more of such enabled

auditing parties different from such delivering party or parties.

303. A method as in claim 300 in which at least one of

such auditing parties is specified in such control information.

304. A system for distributing information characterized

means for protecting information from unauthorized use,

means for associating control information with such
protected information including information requiring the
collection of .aﬁdit information,

means for enabling one or more parties to receive and/or

process audit information,
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means for deliven'n’g at least a portion of such protected
information and such control information to one or more parties,
mean;s for enabling at least some use of such protected
information in accordance with at least a portion of such control
information that requires the collection of audit information, and -
means for delivering. such audit information to one or more
of such enabled auditing parties different from such delivering

party or parties.

305. A system as in claim 302 in which at least one of such -

auditing parties is specified in such control information.

306. A secure component-based operating process
including:
(a) retrieving at least one component;

(b) retrieving a record that specifies a component

assembly;
(c) checking said component and/or said record for validity;

(d) using said component to form said component assembly

in accordance with said record; and

(e) performing a process based at least in part on said

component assembly.

307. A process as in claim 304 wherein said step (c)

further comprises executing said component assembly.

1040

Petitioner Apple Inc. - Exhibit 1006, p. 6060



WO 96/27155 PCT/US96/02303

308. A process as in claim 304 wherein said component

comprises executable code.

309. A process as in claim 304 wherein said component

comprises a load module.

310. A process as in claim 304 wherein:
said record comprises:
(i) directions for assembling said component assembly;

and
(i) information that at least in part specifies a control;
and

said process further comprises controlling said step (d)

and/or said step (e) based at least in part on said control.

311. A process as in claim 304 wherein said component
has a security wrapper, and said controlling step comprises
selectively opening said security wrapper based at least in part

on said control.

312. A process as in claim 304 wherein:
said permissions record includes at least one decryption

key; and

said controlling step includes controlling use of said

decryption key.
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313. A process as in claim 304 including performing at
least two of said steps (a) and (e) within a protected processing’

environment.

314. Aprocess as in claim 304 including performing at N
least two of séid steps (a) and (e) at least in part within tamper-

resistant hardware.

315. A method as in claim 304 wherein said performing

step (e) includes metering usage.

316. A method as in claim 304 wherein said performing

step (e) includes auditing usage.

317. A method as in claim 304 wherein said performing

step (e) includes budgeting usage.

318. A secure component operating system process
including:

‘receiving a component;

receiving directions specifying use of said component to
form a component assembly; |

- authenticating said received component and/or said

directions;
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forming, using said component, said component assembly
based at least in part on said received directions; and

using said component assembly to perform at least one

operation.

319. A method comprising performing the following steps
within a secure operating system environment:

providing code;

providing directions specifying assembly of said code into
an executable program,;

checking said received code and/or said assembly directors
for validity; and

in response to occurrence of an event, assembling said code
in accordance with said received assembly directions to form an

assembly for execution.

320. A method for managing at least one resource with a
secure operating environment, said method comprising:
securely receiving a first control from a first entity external

to said operating environment;

securely receiving a second control from a second entity
external to said operating environment, said second entity being

different from said first entity;
securely processing, using at least one resource, a data

item associated with said first and second controls; and
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securely applying said first and second controls to manage

said resource for use with said data item.

321. A method for securely managing at least one
operation on a data item performed at least in part by an R
electronic arrangement, said method comprising:

(a) securely delivering a first procedure to said electronic
arrangement;

(b) securely delivering, to said electronic arrangement, a
second procedure separable or separate from said first procedure;

(c) performing at least one operation on said data item,
including using said first and second procedures in combination

~ to at least in part securely manage said operation; and

(d) securely conditioning at least one aspect of use of said

data item based on said delivering steps (a) and (b) having

occurred.

322. A method as in claim 319 including performing said

delivering step (b) at a time different from the time said

delivering step (a) is performed.

323. A method as in claim 319 wherein said step (a)
includes delivering said first procedure from a first source, and
said step (b) includes delivering said second procedure from a

second source different from said first source.
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324. A method as in claim 319 further including ensuring

the integrity of said first and second procedures.

325. A method as in claim 319 further including validating

each of said first and second procedures.

326. A method as in claim 319 further including

authenticating each of said first and second procedures.

327. A method as in claim 319 wherein said using step (c)
includes executing at least one of said first and second procedures

within a tamper-resistant environment.

328. A method as in claim 319 wherein said step (c)
includes the step of controlling said data item with at least one of

said first and second procedures.

329. A method as in claim 319 further including
‘establishing a relationship between at least one of said first and

second procedures and said data item.

330. A method as in claim 319 further including
establishing correspondence between said data item and at least

one of said first and second procedures.
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331. A method as in claim 319 wherein said delivering
step (b) comprises delivering at least one load module encrypted

at least in part.

332. A method as in claim 329 wherein said delivering
step (a) comprises delivering at least one further load module

encrypted at least in part.

333. A method as in claim 319 wherein said delivering
step (b) comprises delivering at least one content container

carrying at least in part secure control information.

334. Amethod as in claim 319 wherein said delivering
step (b) comprises delivering a control method and at least one

further method.

335. A method as in claim 319 wherein said delivering
step (a) includes:

encrypting at least a portion of said first procedure,

communicating said at least in part encrypfed first
procedure to said electronic arrangement,

decrypting at least a portion of said first procedure at least
in part using said electronic arrangement, and

validating said first procedure with said electronic

arrangement.
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336. A method as in claim 319 wherein said delivering
step (b) includes delivering at least one of said first and second

procedures within an administrative object.

337. A method as in claim 319 wherein said delivering
step (b) includes codelivering said second procedure in at least in

part encrypted form with said data item.

338. A method as in claim 319 wherein said performing

step includes metering usage.

339. A method as in claim 319 wherein said performing

step includes auditing usage.

340. A method as in claim 319 wherein said performing

step includes budgeting usage.

341. A method for securely managing at least one
operation performed at least in part by a secure electronic
appliance, comprising:

(a) selecting an item that is protected with respect to at

least one operation;
(b) securely independently delivering plural separate

procedures to said electronic appliance;
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(¢) using said plural separate procedures in combination to
at least in part securely manage said operation with respect to
said selected item; and |

(d) conditioning successful completion of said operation on

said delivering step (b) having occurred. R

342. A method for processing based on deliverables
comprising:

securely delivering a first piece of code defining a first part
of a pro(':ess;

separately, securely delivering a second piece of code

defining a second part of said process;

ensuring the integrity of the first and second delivered

pieces of code; and

performing said process based at least in part on said first

and second delivered code pieces.

343. A method as in claim 340 wherein a first Piece of code

for said process at least in part controls decrypting contenf.

344. Amethod as in claim 340 wherein said ensuring step

includes validating said first and second pieces of code.
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345. A method as in claim 340 wherein said ensuring step
includes validating said first and second pieces of code relative to

one another.

346. A method as in claim 340 wherein said performing

step includes metering usage.

347. A method as in claim 340 wherein said performing

step includes auditing activities.

348. A method as in claim 340 wherein said performing

step includes budgeting usage.

349. A method as in claim 340 wherein said performing
step includes electronically processing content based on electronic

controls.

350. A method of securely controlling at least one
protected operation with respect to a data item comprising:

(a) supplying at least a first control from a first party;

(b) supplying at least a second control from a second party

different from said first party;

(c) securely combining said first and second controls to

form a set of controls;

1049

Petitioner Apple Inc. - Exhibit 1006, p. 6069



WO 96/27155 PCT/US96/02303

(d) securely associating said control set with said data
item; and
(e) securely controlling at least one protected operation

with respect to said data item based on said control set.

351. A method as in claim 348 wherein said data item is

protected.

352. A method as in claim 348 wherein at least one of said
plural controls includes a control relating to metering at least one

aspect of use of said protected data item.

353. A method as in claim 348 wherein at least one of said
plural controls include a control relating to budgeting at least one

aspect of use of said protected data item.

354. A secure method for combining data items into a

composite data item comprising:

(a) securely providing a first data item having at least a

first control associated therewith; -

(b) securely providing a second data item having at least a
second control associated therewith;

(c) forming a composite of said first and second data :

items;
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(d) securely combining said first and second controls into a
composite control set; and

(e) performing at least one operation on said composite of
said first and second data items based at least in part on said

composite control set.

355. A method as in claim 352 wherein said combining
step includes preserving each of said first and second controls in

said composite set.

356. A method as in claim 352 wherein said performing
step comprises governing the operation on said composite of said

first and second data items in accordance with said first control

and said second control .

357. A method as in claim 352 wherein said providing step
includes ensuring the integrity of said association between said
first controls and said first data item is maintained during at
least one of transmission, storage and processing of said first

data item.

358. A method as in claim 352 wherein said providing step

comprises delivering said first data item separately from said

first control . .
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359. A method as in claim 352 wherein said providing step

comprises codelivering said first data item and said first control .

360. A secure method for controlling a protected operation
comprising: R
(a) delivering at least a first control and a second control;
and
(‘b) controlling at least one protected operation based at
least in part on a combination of said first and second controls,
iné:ludjng at leasf one of the following steps:
resolving at least one conflict between said first and
second controls based on a predefined order;
providing an interaction with a user to form said
combination; and
dynamically negotiating between said first and second

controls.

361. A method as in claim 358 wherein said controlling

step (b) includes controlling decfyption of electronic content.

362. A method as in claim 358 further including:
receiving protected electronic content from a party; and
authenticating the identity of said party prior to using said

" received protected electronic content.
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363. A secure method comprising:

selectihg protected data;

extracting said protected data from an object;

identifying at least one control to manage at least one
aspect of use of said extracted data;

placing said extracted data into a further object; and

associating said at least one control with said further

object.

364. A method as in claim 361 further including limiting
at least one aspect of use of said further object based on said at

least one control.

365. A secure method of modifying a protected object
comprising:

(a) providjng a protected object; and

(b) embedding at least one additional element into said

protected object without unprotecting said object.

366. A method as in claim 60 further including:
associating at least one control with said .object; and

limiting usage of said element in accordance with said

control.
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367. A method as in claim 363 further including a

permissions record within said object.

368. A method as in claim 364 further including at least in

part encrypting said object. -

369. A method for managing at least one resource with a
secure operating environment, said method comprising:

securely receiving a first load module from a first entity
external to said operating environment;

securely receiving a second load module from a second
‘entity external to said operating environment, said second entity
being different from said first entity;

securely processing, using at least one resource, a data
item associated with said first and secbnd load modules; and

securely applying said first and second load modules to

manage said resource for use with said data item.

370. A method for negotiating electronic contracts,
comprising:

receiving a first control set from a remote site;

providing a second control set;

performing, within a protected processing environment, an

electronic negotiation between said first control set and said
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second control set, including providing interaction between said
first and second control sets; and
producing a negotiated control set resulting from said

interaction between said first and second control sets.

371. A system for supporting electronic commerce
including:

means for creating a first secure control set at a first
location;

means for creating a second secure control set at a second
location;

means for securely communicating said first secure control
set from said first location to said second location; and

means at said second location for securely integrating said
first and second control sets to produce at least a third control set
comprising plural elements together comprising an electronic

value chain extended agreement.

372. A system for supporting electronic commerce
including:
means for creating a first secure control set at a first

location;

means for creating a second secure control set at a second

location,;

1055

Petitioner Apple Inc. - Exhibit 1006, p. 6075



WO 96/27155 PCT/US96/02303

means fqr securel}; communicating said first secure control
set from said first location to said second location; and
negotiation means at said second location for negotiating
an electronic contract through secure execution of at least a .

portion of said first and second secure control sets. .

373. A system as in claim 370 further including means for
controlling use by a user of protected information content based

on at least a portion of said first and/or second control sets.

374. A syétem as in claim 370 further including means for

charging for at least a part of said content use.

375. A secure component-based operating system
including:

component retrieving means for retrieving at least om;.
component;

record retrieving means for retrieving a record that
specifies a component assembly;

checking me_éns, operatively coupled to said component
retrieving means and said record retrieving means, for checking
said component and/or said record for validity;

using means, coupled to said checking means, for using

said component to form said component assembly in accordance

with said record; and
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performing means, coupled to said using means, for
performing a process based at least in part on said component

assembly.

376. A secure coﬁponent—based operating system
including:

a database manager that retrieves, from a secure database,
at least one component and at least one record that specifies a
component assembly;

an authenticating manager that checks said component
and/or said record for validity;

a channel manager that uses said component to form said
component assembly in accordance with said record; and

an execution manager that performs a process based at

least in part on said component assembly.

377. A secure componeht operating system including:
means for receiving a component;
means for receiving directions specifying use of said
component to form a component assembly;
means, coupled to said receiving means, for authenticating
said received component and/or said directions;
- means, coupled to said authenticating means, for forming,
- using said component, said compohent assembly based at least in

part on said received directions; and
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means, coupled to said forming means, for using said

component assembly to perform at least one operation.

378. A secure component operating environment
including: .
a storage device that stores a component and directions
,Specifying use of said component to form a component assembly;
an authenticating mahager that authenticates said
component and/or said directions;
a channel manager that forms, using said component, said
component assembly based at least in part on said directions; and
a channel that executes said component assembly to

perform at least one operation.

379. A secure operating system environment comprising:

a storage device that stores code and directions specifying
assembly of said code into an executable prograim,;

a validati.ng-r device that checks said received code and/or
said assembly directors for validity; and

an event-driven channel that, m response to occurrence of
an event, assembles said code in accordance with said assembly

directions to form an assembly for execution.

380. A secure operating environment system for managing

at least one resource comprising:
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a commqnications arrangement that securely receives a
first control from a first entity external to said operating
environment, and securely receives a second control from a
second entity external to said operating environment, said second
entity. being different from said first entity; and

a protected processi;rlg environment, coupled to said
communications arrangement, that:

(a) securely processes, using at least one resource, a data
item associated with said first and second controls, and
(b) securely applies said first and second controls to

manage said resource for use of said data item.

381. A system for negotiating electronic contracts,
comprising: |
a storage arrangement that stores a first control set
received from a remote site, and stores a second control set;
a protected processing environment, coupled to said
storage arrangement, that:
(a) performs an electronic negotiation between said
first control set and said second control set,
(b) provides interaction between said first and
second control sets, and
(c) produces a negotiated control set resulting from

said interaction between said first and second control sets.
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382. A system as in claim 379 further including means for

electronically enforcing said negotiated control set.

383. A system as in claim 379 further including means for
generating an electronic contract based on said negotiated control .

set.

384. A method for supporting electronic commerce
including:

c;'eating a first secure control sét at a first location;

creating a second secure control set;

electronically negotiating, at said location different from
said first location, an electronic contract, including the step of
securely executing at least a portion of said first and second

control sets.

385. An electronic appliance comprising:

a processor; and
at least one memory device connected to said processor;
wherein said processdr includes:
retrieving means for retrieving at least one component,
and at least one record that specifies a component assembly, from
said memory device,
checking means coupled to said retrieving means for

checking said component and/or said record for validity, and
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using means coupled to said retrieving means for using
said component to form said component assembly in accordance

with said record.

386. An electronic appliance comprising:

at least one processor;

at least one memory device connected to said processor;
and

at least one input/output connection opefatively coupled to

. said processor,

wherein said processor at least in part executes a rights

operating system to provide a secure operating environment

within said electronic appliance.

387. An electronic appliance as in claim 384 wherein said
processor includes means for providing a channel, said channel
assembling independently deliverable components into a

component assembly and executing said component assembly.

388. An electronic appliance as in claim 384 further
including a secondary storage device coupled to said processor,
said secondary storage device storing a secure database, said
processor ipcluding means for decrypting information obtained
from said secure database and for encrypting information to be

written to said secure database.
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389. An electronic appliance as in claim 384 wherein said
processor and said memory device are disposed in a secure,

tamper-resistance encapsulation.

390. An electronic appliance as in claim 384 wherein said .

processor includes a hardware encryptor/decryptor.

391. An electronic appliance as in claim 384 wherein said

processor includes a real time clock.

392. An electronic appliance as in claim 384 wherein said

processor includes a random number generator.

393. An electronic appliance as in claim 384 wherein said

memory device stores audit information.

394. A method for auditing the use of at least one resource
with a secure operating environment, said method comprising:

securely receiving a first control from a first entity external
to said operating environment;

securely receiving a second control from a second entity
external to said operating environment, said second entity being
different from said first entity;

using at least one resource;
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securely sending to said first enti-ty In accordance with said
first control, first audit information concerning use of said
resource; and

securely sending to said second entity in accordance with
said second control, second audit information concerning use of
said resource, said second audit information being at least in part

different from said first audit information.

395. A method for auditing the use of at least one resource
with a secure operating environment, said method comprising:

securely receiving first and second control alternatives
from an entity external to said operating environment;

selecting one of said first and second control alternatives;

using at least one resource;

if said first control alternative is selected by said selecting
step, securely éending to said entity in accordance with said first
control alternative, first audit information concerning use of said
resource; and

if said éecond control alternative is selected by said
selecting step, securely sending to said second entity in
accordance with said second control alternative, second audit
information concerning use of said resource, said second audit
information being at least in part different from said first audit

information.
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396. A method and/or system for enabling a sale of
protected digital information that has been previously distributed
to users, the method or system being characterized by a secure
element that selectively controls access to the protected digital .

information based on electronic controls associated with the .

information.

397. A distributed, secure electronic point of sale system or
method characterized by a secure processing element for
- selectively releasing goods and/or services in exchange for

compensation.

398. In a distributed digital network, an advertising‘
method characteﬁzed by the steps of tracking usage of digital
information that has associated with it one or more controls with
respect to access to and/or usage of said information; and

targeting advertising messages based at least in paft on said -

tracking.

399. A distributed electronic advertising system
characterized in that the system uses a distributed network of
interoperable protected processing environments to at least in

part deliver advertising to users.
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400. A distributed, secure, virtual black box comprised of
nodes located at VDE content container creators, other content
providers, client users, and recipients of secure VDE content
usage information) site, the nodes of said virtual black box
including a secure subsystem having at least one secure
hardware element such as a semiconductor element or other
hardware module for securely executing VDE control processes,
said secure subsystems being distributed at nodes along a
pathway of information storage, distribution, payment, usage,

and/or auditing.

401. A protected processing system or method providing
multiple currencies and/or payment arrangements for the secure

processing and releasing of protected digital information.

402. A distributed secure method or system characterized
in that a user’s age is used as a criteria for electronically,

securely releasing information and/or resources to the user.

403. A method of renting an electronic appliance defining

a secure processing environment.

404. A virtual distribution environment providing any one
or more of the following features and/or elements and/or

combinations thereof:
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a configurable protected, distributed event management
systém; and/or

a trusted, distributed transaction and storage management
arrangement; and/or

‘plural pathways for providing information, for control | -
information, and/or for reporting; and/or

multiple payment methods; and/or

multiple currencies; and/or

EDI; and/or

Electronic ba;nldng; and/or

electronic document management; and/or

electronic secure communication; and/or

e-mail; and/or

distributed asynchronous reporting; ahd/or

combination asynchronous and online management; and/or

privacy control by users; and/or

testing; and/or

using age as a class; and/or

appliance control (renting, etc.); and/or

telecommunications infrastructure; and/or

games management; and/or

extraction of content from an electronic container; and/or

embedding of content into an electronic container; and/or

multiple certificate to allow for breach of a key; and/or

virtual black box; and/or
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independence of control information from content; and/or
multiple, separate, simultaneous control sets for one digital
" information property; and/or

updating control information for already distributed digital
information; and/or

organization information management; and/or

coupléd external and organization internal chain of
handling and control; and/or

a content usage consequence management system
(reporting, payment, etc., multiple directions); and/or

a content usage reporting system providing differing audit
information and/or reduction going to multiple parties holding
rights in content; and/or |

an automated remote secure object creation system; and/or

infrastructure background analysis to identify improper
use; and/or

seniority of control information system; and/or

secure distribution and enforcement of rules and controls
separately from the content they apply to; and/or

redistribution management by controlling the rights and/or
number of copies and or pieces etc. that may be redistribu£ed;
and/or

an electronic commerce taxation system; and/or

an electronic shopping system; and/or

an electronic catalog system; and/or
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a system handling electronic banking, electronic shopping,
and electronic content usage management; and/or
an electronic commerce multimedia system; and/or
a distributed, secure, electronic -point of sale system; and/or -
advertising; and/or -
electronics rights management; and/or
a distributed electronic commerce system; and/or
a distributed transaction system or environment; and/or
a distributed event management system; and/or

a distributed right systems.

405. A Virtual Distribution Environment substantially as

shown in Figure 1.

406. An “Information Utility” substantially as shown in

Figure 1A.

407. A chain of handling and control substantially as

shown in Figure 1.

408. Persistent rules and control information substantially

as shown in Figure 2A.

- 409. A method of providing different control information

substantially as shown in Figure 1.
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410. Rules and/or control information substantially as

shown in Figure 4.

411. An object substantially as shown in Figures 5A and

5B.

412. A Secure Processing Unit substantially as shown in
Figure 6.

413. An electronic appliance substantially as shown in
Figure 7.

414. An electronic appliance substantially as shown in
Figure 8.

415. A Secure Processing Unit substantially as shown in

Figure 9.

416. A “Rights Operating System” (“ROS”) architecture

substantially as shown in Figure 10.

417. Funpctional relationship(s) between applications and
the Rights Operating System substantially as shown in Figures

11A-11C.

1069

Petitioner Apple Inc. - Exhibit 1006, p. 6089



WO 96/27155 PCT/US96/02303

418. Components and component assemblies substantially

as shown in Figures 11D-11J.

419. -A Rights Operating System substantially as shown in .
FIGURE 12. .

420. A method of objection creation substantially as shown

in Figure 12A.

421. A “protected processing environment” so&wax;e

architecture substantially as shown in Figure 13.

"422. A method of supporting a channel substantially as

shown in Figure 15.

423. A channel header and channel detail record

substantially as shown in Figure 15 A.

424. A method of creating a channel substantially as

_shown in Figure 15B.

425. A secure data base substantially as shown in Figure

16

426. A logical object substantially as shown in Figure 17.
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427. A stationary object substantially as shown in

FIGURE 18.

428. A travelling object substantially as shown in FIGURE

19.

429. A content object substantially as shown in FIGURE
20. |

430. An administrative object substantially as shown in
Figure 21.

431. A method core substantially as shown in Figure 22.

432. Aload module substantially as shown in FIGURE
23.

433. A User Data Element (UDE) and/or Method Data
Element (MDE) substantially as shown in FIGURE 24.

434. Map meters substantially as shown in FIGURES

25A-25C.

435. A permissions record (PERC) substantially as shown

in FIGURE 26.
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436.- A permissions record (PERC) substantially as
shown in FIGURES 26A and 26B.

437. A shipping table substantially as shown in FIGURE

27.
438. A receiving table substantially as shown in FIGURE
28. |
439. An administrative event log substantially as shown
in FIGURE 29.

440. A method of interrelating and using an object
registration table, a subject table and a user rights table

substantially as shown in Figure 30.

441. A method of using a site record table and a group

/

record table to track portions of a secure database substantially

as shown in FIGURE 34.

442. A process for updating a secure database

substantially as shown in FIGURE 3>5.

443. A process of inserting new elements into a secure

database substantially as shown in FIGURE 36.
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444. A process of accessing elements in a secure database

substantially as shown in FIGURE 37.

445. A process of protecting a secure database element

substantially as shown in FIGURE 38.

446. A process of backing up a secure database
substantially as shown in FIGURE 39.

447. A process of recoveriﬁg a secure database

substantially as shown in FIGURE 40.

448. A process of enabling performing reciprocal methods
to provide a chain of hanciling and control substantially as shown

in FIGURES 41A-41D.

449. A “reciprocal” BUDGET method substantially as
shown in FIGURES 42A-42D.

450. A reciprocol audit method substantially as shown in

FIGURES 44A-44C.

451. A method for controlling release of content or other

method substantially as shown in any of FIGURES 45-48.

1073

Petitioner Apple Inc. - Exhibit 1006, p. 6093



WO 96/27155 ’ PCT/US96/02303

452. An event method substantially as shown in

FIGURES 53A-53B.

453. A billing method substantially as shown in FIGURE .

53C.

| 454. An extract method substantially as shown in

FIGURE 57A.

455. An embed method substantially as shown in FIGURE

STA.

456. An obscure method substantially as shown in

FIGURE 58A.

457. A fingerprint method substantially as shown in
FIGURE 58B.

458. A fingerprint method substantially as shown in

FIGURE 58C.

459. A meter method substantially as shown in FIGURE
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460. A key “convolution” process substantially as shown m

FIGURE 62.

461. A process of generating different keys using a key
convolution process to determine a “true” key substantially as

shown in FIGURE 63.

462. A process of initializing protected processing
environment keys substantially as shown in FIGURES 64 and/or

65.

463. A process for decrypting information contained within

stationary objects substantially as shown in FIGURE 66.

464. A process for decrypting information contained within

traveling objects substantially as shown in FIGURE 67.

465. A process for initializing a protected processing

environment substantially as shown in FIGURE 68.

466. A process of downloading firmware into a protected

processing environment substantially as shown in FIGURE 69.
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467. Multiple VDE electronic appliances connected together with

a network or other communications means substantially as

shown in FIGURE 70.

468.A portable VDE electronic appliance substantially as -
shown in FIGURE 71.

469. “Pop-up” displays that may be generated by the user
notification and exceptidn interface substantially as shown in

Figures 72A-72D.
470. A smart object subst_antially as shown in FIGURE 73.

471. A method of processing smart objects substantially as

shown in FIGURE 74.

472. Electronic negotiation substantially as shown in any

of FIGURES 75A-75D.

473. An electronic agreement substantially as shown in
FIGURES 75E-75F. |

474. Electronic negotiation processes substantially as

shown in any of FIGURES 76A-76B.
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475. A chain of handling and control substantially as
shown in FIGURE 77.

476. A VDE "repository” substantially as shown in
FIGURE 78.

477. A process of using a chain of handling and control to
evolve and transform VDE managed content and control
information substantially as shown in any or all of FIGURES

79-83.

478. A chain of handling and control involving several

categories of VDE participants substantially as shown in

FIGURE 84.

479. A chain of distribution and handling within an

organiiation substantially as shown in FIGURE 85.

- 480. A chain of handling and control substantially as

shown in Figures 86 and/or 86A.

481. A virtual silicon container model substantially as

shown in Figure 87.
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482. A method of business automation characterized by
the steps of (a) creatings one or more secure containers including
encrypted accounting and/or other administrative information
content, (b) associating control information with one or more of R
such one or more secure containers including a description of (i) .
the one or more parties wﬁom may uée one or more of the one or |
more containers, and (ii) the operations that will be performed for
one or more parties with respect to such aécounting and/or other
administrative information, (c) electronically delivering one or
more of such one or more containers such to one or more parties,
and (d) enabling through the use of a protected processing
environment the enforcement of at least a portion of such control

information.

483. Abusiness automation system characterized by:

means for proviciing at least one secure container including
administrative informati;)n content havin‘g control information
associated therewith, and

a protected processing environment for enforéing, at least

in part, the control information.

484. A business automation system comprising (a)
distributed, interoperable protected processing environment

installations, (b) secure containers for distribution of digital
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information, (c) control information supporting the automation of

chain of handling and control functions.

485. A method of business automation characterized by
the steps of providing interoperable protected processing
environment nodes to plurﬂ parties, communicating first
encrypted digital information from a first party to a second party,
communicating second encrypted digital information including at
least a portion of said first communicated digital information
and/or information related to the use of said first digital
information, to a third party different from said first or second
parties, wherein uée of said second encrypted digital information
is regulated, at least in part, by an interoperable protected

processing environment available to said third party.

486. A business automation system characterized by:

plural protected processing environment nodes,

means for communicating digital information between the
nodes, and

wherein at least one of the nodes includes means for

regulating the use of said communicated digital information.

487. A method for chain of handling and control
characterized by the steps of (a) a first party placing protected

digital information into a first software container and stipulating
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rules and contrqls governing use of at least a portion of said

digital information, (b) providing said software container to a

second party, wherein said second party places said software

container into a further software container and stipulates rules .
and controls for at least in part managing use of at least a portion -

of said digital information and/or said first software container by

a third party.

488. A chain of handling and control system characterized
by: |

means for placing digital information into a first software
container and for stipulating rules and/or controls governing use
of at least a portion of said digital information, and

means for placing said software container into a further
software container and for stipulating further rules and/or
controls for at least in part managing use of at least a portion of

said digital information and/or said first software container.

489. A system for chain of handling and control including
(a) a first container containing at least in part protected digital
information, (b) at least in part protected control information
stipulated by a first party establishing conditions for use of at
least a portion of said digital content, (c) a second container
different from said first container, said second container

containing said first container, (d) control information stipulated
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independently by a second party for at least in part setting
conditions for managing use of the contents of said second

container.

490. A system for electronic advertising including: (a)

means to provide digital information to users for their use, (b)
means to provide advertising content to said users in
combination with _said digital information, (c) méans to audit use
of said digital information, (d) means to securely acquire usage

h information regarding use of advertising content, (e) means to
securely report information based upon said advertising content
usage information, (f) compensating at least one content provider

at least in part based upon use of said advertising content.

491. A method for electronic advertising characterized by
the steps of (a) -placi.ng digital information into a container, (b)
associating advertising information with at leasf a portion of said
digital information, (c) securely providing said container to a
container user, (d) monitoring user viewing of advertising
information, and (d) receiving payment from an advertiser,
wherein said payment is related to user viewing of said

advertising information.

492. A system for electronic advertising involving (a)

means to containerize digital information including both content
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and advertising information, (b) means to monitor viewing of at

least a portion of said advertising information, (é) means to

charge for user viewing of at least a portion of said advertising

information, (d) means to securely communicate information | .
based upon said viewing in a secure container, and (e) control .
information related to said containerized digital information for

managing the communication of said information based upon

said viewing.

493. A method for electronic advertising characterized by
the steps of (a) containerizing digital information including both
content and advertising information, (b) monitoring user viewing

- of at least a portion of said advertising information, (c) charging
for user viewing of at least a portion of said advertising
information, (d) securely communicating information based upon
said viewing in a secure container, and (e) at least in part
managing, through the use of control information related to said
advertising information, the communication of information based

upon said viewing.

494. A method of clearing transaction information
characterized by the steps of (a) securely distributing digital
information to a first user of an interoperable protected
processing environment, (b) securely distributing further digital

information to a user of an interoperable protected processing
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environment different from said at first user (c) receiving
information related to usage of said digital information, (d)
receiving information related to usage of said further digital
information, and (e) processing information received according to
steps (c) and (d) to perform at least one of (I) an administrative,

or (II) an analysis, function.

495. A system for clearing transaction information
including (a) a first container containing at least in part
protected digital information and associated control information,
(b) a second secure container containing further at least in part
protected digital information and associated control information,
(c) means to distribute said first and second containers to users,
(d) communication means for communicating information at least
in part derived from user usage of said first container digital
information, (e) communication means for communicating
information at least in part derived from user usage of said
second container digital information, (f) processing means at a
clearinghouse site for receiving the information communicated
through steps (d) and (e), wherein said processing means perform
administrative and/or analysis processing of at least a portion of

said communicated information.

496. A method for clearinghouse analysis characterized by

the steps of: (a) enabling plural independent clearinghouses for
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administrating and/or analyzing usage of Adistributed, at least in
part protected, digital information, (b) providing interoperable
protected processing environments to plural, independent users,
and (c) enabling a user to select a clearinghouse for use with an

interoperable protected processing environment

497. A system for clearinghouse analysis including (a)
plural independent clearinghouses for administrating and/or
analyzing usage of distributed, at least in part protected, digital
information, (b) at least; one interoperable protected processing
environments at each of plural user locations, (c) selecting means
for enabling a user to select one of said plural independent
clearinghouse to pérform payment and/or analysis functions
related to the use of at least a portion of said at least in part

protected, digital information.

498. A method of electronic advertising characterized by
the steps of

creating one or more electronic advertisements, creating
one or more secure containers including at least a portion of such
advertisements,

aSsociéting control information with such advertisements
including control information describing at least one of: (a)
reporting at least some advertisement usage information to one

or more content providers, advertisers and/or agents, (b)

1084 .

Petitioner Apple Inc. - Exhibit 1006, p. 6104



WO 96/27155 PCT/US96/02303

providing one or more credits to-a user bésed on such user’s
viewing and/or other usage of such advertisements, (c ) reporting
advertisement usage information to one or more market analysts,
(d) providing a user with ordering information for and/or means
for ordering one or more products and/or services, and/or (e)
providing one or more credits to a content provider based on one
or more users’ viewing and/or other usage of such
advertisements, |

providing such containers and such control information to
one OT MOre users,

enabling such users to use such containers at least in part

in accordance with such control information.

499. A system for electronic advertising including (a)
means to provide digital information to users for their use, (b) |
meauns to provide advertising content to said users in
combination with said digital information, (c ) means to audit use
of said digital information, (d) means to acquire usage
information ;egarding use of advertising content, (e) Iﬁeans to
securely report information based upon said advertising content
usage information, and (f) compensating at least one content
provider at least in part based upon use of such advertising

'content.
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500. A system for chain of handljﬁg and control including
(a) a first container containing at least in part protected digital
information, (b) at least in part protected control information
stipulated by a first party establishing condition for use of at
least a portion of said digital content, (c ) a second container
different from said first container, said second container
containing said first container, and (d) control information
stipulated independently by a second party for at least in part
setting conditions for manég‘ing use of the contents of said second

container.

501. A method of operating a clearinghouse characterized
by the steps of receiving usage information related at least in
part to use of secure containers from plural parties, determining
payments due to one or more parties based at least in part on
such usage information, performing and/or causing to be
performed transactions resulting in payments to such parties

based at least in part on such determinations.

502. An electronic clearinghouse comprising:

means for receiving usage information related at least in
part to use of secure containers from plural parties,

means for determining payments due to one or more

parties based at least in part on such usagé information,
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means for performing and/or causing to be performed
transactions resulting in payments to such parties based at least

in part on such determinations.

503. A method of operating a clearinghouse characterized
by the steps of receiving us'age information related at least in
part to use of secure containers from plural parties, determining
reports of usage for one or more parties based at least in part on
such usage information, creating and/or causing to be created
reports of usage based at least in part on such determination,
delivering at least one of such reports to at least one of such

parties.

504. A method of operating a clearinghouse characterized
by the steps of receiving permissions and/or other control
information from one or more content providers including
information that enables delivery of at least one right in at least
one secure container to other parties, Vreceiving requests from
plural parties for one or more rights in one or more secure
containers, delivering permissions and/or other control
information to such parties based at least in part on such

requests,

505. A method of operating a clearinghouse characterized

by the steps of receiving information from one or more parties
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- establishing a party’s identity informatioﬁ, creating one or more
electronic representations of at least a portion of such identity
information for use in enabling and/or withholding at least one
right in at least one secure container, performing an operation to .
certify such electronic representations, delivering such electronic

representations to such party.

506. A method of operating a clearinghouse characterized
by the steps of receiving a request for credit from a party for use
ﬁth secure containers, determining an amount of credit based at
least in part on such request, creating control information related
to such an/ amount, delivering such control information to such
user, receiving .usage information related to use of such credit,
performing and/or causing to be performed at least one

transaction associated with collecting payment from such user.

507. A method for contributing secure control information
with respect to an electronic value chain wherein control
information is contributed by a parj:y not djréctly participating in
said value chain, comprising steps of: aggregating said

.contributed control information with control information
associated with digital information stipulated by one or more
parties in an electronic value chain, said aggregate control
information at least in part managing conditions related to the

use of at least a portion of said digital information.
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508. A me_athod for entering the paﬁent of taxes
associated with commercial events wherein secure control
information for automatically governing tax payments for said
commercial events is contributed by a party comprising sfeps of:
aggregating said secure control information with control
information that has been contributed by a separate party and

controlling at least one condition for use of digital information.

509. A method for general purpose reusable electronic
comﬁerce arrangement characterized by the steps of:

(a) providing component structures, modular methods that
can be configured together to comprise event controlled

(b) providing integrateable protected processing
environments to plural independent users;

(c) employing secure communications means for
communicating digital control information between integrateable
protected procéssing environments; and

(d) enabling database managers operably connected to
said processing environments for storing at least a portion of said

provided component modular methods.

510. A system for general purpose, reusable electronic

commerce including:

(a) component modular methods configured together to

comprise event control structures;
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(b) at leagt one interoperable processing environment at
each of plural independent user locations;
(c) secure communications means for communicating
digital control information between interoperable protected .
processing environments; and
(d) secured database managers opérably connected to said
protected processing environments for storing at least a portion

of said component modular methods.

511. A general' pﬁrpose electronic commerce credit sysfem
including:

(a) a secure interoperable protected processing
environment; _

(b) general plirpose credit control information for
providing credit for user usage of at least in part protected digital
information; and

(c) at least in part protected digital information related
control in.fonﬁation for providing necessary information for
employing credit through the use, at least in part, of said general

purpose credit control information.

512. A method for enabling a general purpose electronic
commerce credit system including:
(a) providing secure intei‘operable protected processing

environments;
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(b) supplying general purpose creait control ;mformation
for providing credit for user usage of at least in part protected
digital information; and

(c) providing, at least in part, protected digital information
related control information for providing necessary information
for employing credit throuéh the use, at least in part, of said

general purpose credit control information.

513. A document management system comprising one or
more electronic appliances containing one or more SPUs and one

or more secure databases operatively connected to at least one of

the SPUs.

514. An electronic contract system comprising one or more
electronic appliances containing one or more SPUs and one or
more secure databases operatively connected to at least one of

the SPUs.

515. An electronic appliance containing at least one SPU

and at least one secure database operatively connected to at least

one of the SPU(s).

516. An electronic appliance containing one or more CPUs

where at least one of the CPUs is integrated with at least one

SPU.
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517. An electronic appliance containing one or more video

controllers where at least one of the video controllers is

integrated with at least one SPU.

518. An electronic appliance containing one or more
network communications means where at least one of the
network communications means is integrated with at least one

SPU.

519. An electronic appliance containing one or more _
modems where at least one of the modems is integrated with at

least one SPU.

520. An electronic appliance containing one or more CD-
ROM devices where at least one of the CD-ROM devices is

integrated with at least one SPU.

521. An electronic appliance containing one or more set-
top controllers where at least one of the set-top controllers is

integrated with at least one SPU.

522. An electronic appliance containing one or more game
systems where at least one of the game systems is integrated

with at least one SPU.
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523. An integrated circuit supporﬁn_g multiple encfyption
algorithms comprising at leaét one microprocessor, memory,
input/output means, at least one circuit for encrypting and/or
decrypting information and one or more software programs for
use with at least one of the microprocessors to perform encryption

and/or decryption functions.

524. An integrated circuit comprising at least one
microprocessor, memory, at least one real time clock, at Jeast one -
random number generator,‘ at least one circuit for encrypting
and/or decrypting information and independently delivered

and/or independently deliverable certified software.

525. An integrated circuit comprising at least one
microprocessor, memory, input/output means, a tamper resistant

barrier and at least a portion of a Rights Operating System.

- 526. An integrated circuit comprising at least one
microprocessor, memory, input/output means, at least one real
time clock, a tamper resistant barrier and means for recording

interruption of power to at least one of the real time clocks.
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EXTENDED ABSTRACT

A Secure Distributed Capatility Based System

Hovard L. Johnson
Information lntelligence Sciences, Inc.
University of Denver, New College

John F. Koegel, Rhonda M. Koegel
Departmant of Mathematics and Computer Science
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Deaver, Colorado 80210

A novel desiin for a secure distributed system is described and eval-

uated. A capabi

ity based computer architecture is combined with crypto-

grephic network security techniques to protect global abjects and preserve
eccess rights across system boundaries. The resulting architecture is

evaluated against &everal criteria,

iacludiag the DoD Computer System

Evalyation Criteria. The otrengths end weaknesses of the approach are

preseated.

key words:

architecture; network encryption

1. Introduction

A distributed system connects various compu-
ting entities in several locations so resources
can be phared by users. Distributed computing
offers the woadventsge of flexibility so that esch
facility cen be locally controlled and configured
for 8 specific application, It also offers incre-
mental grovth so that additional features can
be easily added, mzu.all{’.l at a lower cost than
upgrading e central host. The connection of distri-
buted gystems facilitates information sharing.
The physical network cen be implewmented- b¥ poiat-
to-point or multi-point links, LAN's or WAH's.

In a single ceotralized cobputing facility,
system security is achieved through physical,
operational, s8md system coatrolg. System controls
include operating seystem functions such as login
passwords, file spysten protection, and memory
management, In a distributed environment, these
controls can still be effective for securing each
specific oystem. However, additionsl probleas
arise because of the interconnection of systems
and the information flows betweea systems.

There are two ereas of concern in gecuring
a distributed systen. The first, that of gecuring
the netvork faci{lities, has received greater atten-
tion ia the 1literature., This need stems from the

Permission to copy without fee all or part of this material is greated
provided that the copics are not made or distributed for direct
comrhercig! advanisge, the ACM copyright ndtice and the title of the

publication and its date appear, and notice is given that copying is by

permission of the Association for Computing Machinery, To copy
otherwite, oF to republish, requires & fec and/or specific permission.
1985 ACH 0-89791-170-9/65/1000-0392  $00.75

computer security; distributed system security; capability

fact that physical facilities inm most prevalent
use today .as communication media (land lines,
microwave 1links, end satellite channels) offer
little protection for themselves {l}. To secure
these facilities, some type of ¢ryptography 1s
employed. The user who wishes to obtain an off-the-
-ghelf solution to the problem can use a conven-
tional substitution-permutation algorithm, such
as the NBS's DES [2] or e public key algorithm
such as RSA [3]. Although there is sctive research
in both bresking and screngthening these technl-
ques, for uwany applications currently available
methods wvill suffice. ’

Even with encryption, 8 network is still

‘vulnerable to certain types of threats against

the communicstions protocol being employed [4].

Conventional link-level protocols only allov the

data field to be encrypted, while control and
address. fields are trensmitted unencrypted. This
leaves B network open to such attacks gs meseage
modification snd message replay.

The second area of concern, that has received
relatively 1little attention in the 1literature,
is the control of inforeation protection across
system boundaries. Within a given computer facili-
ty, the operating system can be used to enforce
uniform and constant protection of information.
Howvever, once the information is removed from
the computer, these controls no longer apply.
Protection of infeormation can only be maintained
in @ local environmment. It would be preferable
if access rights could be enforced scross system
boundaries. This would produce a secure distribu-
ted system and protect proprietary software and
data. .

Consider the case of a remote database user
wvho has purchased read access to certain informa-
tion in the database. If the user accesses the
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database with a personsl computer, it is a straight-
forward step for the user to read the database
and store the information in the PC. Once the
user has & local copy, then he/she is free to
distribute this data to any other party, regardless
of whether that party has purchased access to
the database. Thus, the accesa protection of
a single system is easily violated by availability
of distributed computing.

The database owner could protect his/her
investmeat by requiring the user to purchase a
proprietary interfece program to sccess and manipu-
late the data, Kot only does this restrict the
user and provide an econcmic deterrent to the
sale of information, it also mskes this protection
dependent on the copy protection of the interface
program.

Another example 1is if the host 1s used as
a ceatral distribution point for software, possibly
for 8 CAI application. Once a wodule is removed
from the host, it is very difficult to limit the
production of duplicates. Encryption of the key
clements of a program has been proposed as a solu-
tion {5]. However, not only does this place addi-
tional burden on the applicstions programmer,
but also requires a design that may not be aet
by._many programs.

Mogt secure network strategies deal only
with encryption of dsta &8s it is transmitted scross
netvork facilities, and not at all with the mansge—
ment of protection across system boundaries.
Hovever, there are numerous instances of distribo-
ted information systett security and proprietary
softvare protection not solved by network encryp-
tion. The authors believe cthat an d4ntegrated
solution involving both capability-based computers
and network protection using encryption and a
secure protocol can provide distributed system
security.

After discussion of netvork security and
capability architectures in a distributed environ—
oent, we present an integrated design of a secure
distributed capability based system. The resulting
architecture is evaluated against several criterts,
including the DoD Computer System Evaluation Crite-
ria. ’

2. HNetwork Security

2.1 General

This paper pertains to hardvare (and s few
hardware/software) data system security protection

mecheniems, but deaign a@ust be accomplished in

the context of existing or proposed physical secu-
rity, personnel sgecurity, operations security,
emsnations security, and comuunications security.
The implementation of each guides implementation
of the network deta system security, A key crite-
ria 1s wnmianimized degredation in throughput and
response,

A brief summary of network security follows.
The term “association™ is used to refer to a (po-
tentially bidirectfonal) eand-to-end datae peth
through the network, The reader is directed to

Voydock snd FKent [4] and to Davies and Price [6]
for a more complete treatment of these topica.

2.2 Threat

From {[4], passive attacks to network security
ere intended to bring about the unauthorized re-
leage of information or authorized release of
information sufficient to perform a traffic enaly-
als, Passive attacks usually cannot be detected

but can be prevented. t

Active attacks include unauthorized modifica-
tion of information, unauthorized resource use
denisl, aad attempts to initiate spuricus essocia-
tiona. Active attacks cannot be prevented, but
can usually be detected. In a network environment
we are equally concerned with threats internal
to the system as those outside.

2.3 Protection Principles

2.3.1 Eacryption TeMm

Rushby eand Rendell [7] observed that separa-
tion 13 one of the key elements in enforcing a
secyre aystem, and that four separation methods
exist: physical, temporal, cryptographical and
logical. In & communication system, physical
saparation 18 the wmost deairgble, but unless the
systen is completely contained in a secure bullding
environment or 1in 8 specielly comstructed tunnel
vault, cthe distances involved lesve too much line
uaprotected.

Some transmigsion medis are more secure than
others, such as fiber optics, directicnal satellite
links, and exotic militery communications systems,
but each has a ressonable vulnerabdlity to capture
or disruption of data flow. Within a secure envi-
ronment, either logical or cryptographical mesns
can be employed to protect data aeuthenticity.
Methods anaslogous to pericds processing can make
use of transmigsion 1links for different levels
of control at different isolated periods of protec-
tion, performing necessary cleansing of storage
registeras or buffers, if any exist.

Data encryption 18 the primary peans by which
communicated data are protected. It directly
preveats passive attacks by preveating an intruder
from seeing data in the clear. Data patterans
can be masked by using a unique key for each asso-
ciation, employing cipher block chaiasing which
causes each encrypted value to be a coaplex func-
tion of previously encrypted data, and appropriate-
ly selecting the proper initislization vector
for chaining.

There are three ways to incorporate cryptogra-
phy into @& communications systeam: link, node and
end-to-end encryption. In liak encryption, crypto-
graphic devices bracket a comsunication line be-
twveen two nodes. Nede eacryption uses a protected
security module to absolutely protect dats at
the node. In end—to—end encryption, deta are
deciphered only at their final destination, requir-

. ing seversl keys at each origin end destination.
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There are several tradeoff variables in choos-
ing between link, node, and end-to-end encryp-
tion:

- the number of encryption units required (and
thercfore the potential response degradation)

- the number of keys required by each node
originating and receiving data

- the complexity required in specifying a rout-
ing path independent of the specificaticn
of data, or alternately the overhead in iater-
im decryption attempts.

The number of aecurity devices ere fewer
in end-to-ead encryption, but number of keys re-
quired is greater, Addressing information must
be developed independent of the data, or fdterim
decryption attempts must be made. Both create
8 difficult design problem. Link and node encryp-
tion are normally transpareat to the user, but
60 15 end-to-end encryption if initisted by eystem
‘services, The message and 1its header can both
be encrypted with node encryption; however, with
1link encryption and end-to-end encryption normally
both message and header are encrypted. The excep—
tion is @ technique whereby each node gttempts
to decrypt _the m ge and p At 4if unsuccess—
ful or if the successfully decrypted message indi-
cates another addressee. If not all nodes have
encryption facilities or if encryption of only
selected messagea is desired due to overhead,
an sadditional mechanism ias required to enable
and disable the encryption function.

Voydock and Keat (4] observed that a communi-
cation network can also be viewed as providing
8 wmedium for establishing associations between
protocol entities. An assoctstion oriented ap-
proach coastitutes a refinement to end-to-end
meagures. It not only protectas the . path, bot
reduces the probability of undetected cross talk,
vhether induced by hardware or software.

2.3.2 Detection Techniques

If the comrunications heasder 4is 1in clear
form, trensuitting bogus messages helps prevent
traffic snalyeis, The protocol layer selection
determines the precision with which traffic apaly-
sis cen be done. If encryption is perfarmed in
the presentation layer, an intruder could determine
which presentation, session, and transport entities
wvere involved. Performing enccyption in the trans-
port, network, or 1link layera limits the intru-
der to observing patterns at the network address
levels. Contredistinctively, the higher the layer,
the more of the path protected. .

To prevent message stream modification, there
are measures that easure cessage integrity. Mea-
sures that ensure pessage authenticity rely on
the integrity measures. Measures that ensure
megsage ordering rely on both of the previous
measures, . Counterpeasures involve use of unique
keys, sequence numbers, end error detection codes.

. Denigl of service attacks often can be detec-
ted by message stream modification countermea-
sures, If the sattacks begin when an association
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is quiescent, @& request response mechanism must

be employed.

For spurious associstion attacks, hierarchic
or public key systems can defeat attempts to estab-
1§sh an aesociation under a false identity, Time-
stamp, checksums, end/or random challenge-response
mechenisws detect playing back of a previously
legitizmate aasociation-initiaticn.

A covert channel allovs @ process to transfer
information in a manner that violates the gystems
security policy. A covert timing channel is e
covert channel in which one process signals iafor-
mation to another by moduleting its own use of
system resource (e.g., CPU time) in such e wvay
thet this manipulation affects the real response
tize observed by the second process. Covert chan-
nels with low bandwidths represeat a lower threat
thaa those with high bandwidths. In any complex
system there are a number of relatively low-band=~
vidth covert channels whoge existeace is deeply
ingrained 1in the saystem design. Faced with the
large poteatial cost of reducing the bandwidths
of such covert chennels, it is felt that those
vith a maxisum bendwidth of less than one bit
per second . are scceptable in most applications
environments [8]. The channel beandvidth can be

reduced by introduciag noise, or complicated traf- .

fic patterns, meking it difficult to detect and
extract deliberate modulation.

These wmeesures provide security only in a
probabili{stic sense, providing a high probability
that the intruder caennot gubvert the encryption
algorithm aud that active attacks will be detec-
ted. The goal 1s to make it more difficult for
the intruder to break the system than to create
the information through other means.

2.4 Protection Mechanises

2,4.1 Reference Monitors

A reference monitor [9) must be tamperproof,
must always be invoked, and oust be small enough
to be subject to analysis and tests, the coaplete-
ness of which can be assured. The reference moni-
tor is the wost popular type of authentication
mechanism, ~ Interaction 48 generally only with
the megsage header, vhereas cryptographic compsti-
bility serves to authenticaste an entire wmessage.
Further, deta csn remain encrypted for continued
protection while in buffers, storage, and inter-
nal communications., The reference monitor allows
such thinge as separate encryption of the message
without the header and requires neither the time
and cost spent ia encryption nor the cost of a
key msanagement and distribution system.

2.64.2 Authentication and Secrecy

Cryptography can not only be used for securi-
ty, but can also be employed for authenticity.
Solutions using eacryption are equally applicable
to local area netvorks as they ere to large long-
haul communications networks. Different applica-
tions lead to different solutions, as do design
tradeoffs based on changing technologies (e.g.,
fiber optics), sapeed, cost, and level of protec-
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tion. The following are key topics associated
with cryptography.

Secrecy end Authentication - Secrecy exists
wvhen it is computetionally infeesible to determine
the deciphering transformation. Authenticity
exists when it is computationally infeasible to
determine  the enciphering trensformation. The
latter establishes the validity of a claimed iden-
tity (e.g., of the sender in a digital signature
or user verification application).

Substitution-Permutation Ciphers (e.g., the
DES) -~ Inforsation theory has alloved theoretical
data protectiodt to any degree desired, besed on
the length of the key end repeated application
of the algorithm steps; even wheqd the algorithm
ia known to the perpetrator. This cless of cipher
has been icplemeated into a very fast chip.
As cryptanalysis capability increases, the dimeas
sionslity of the implemencation can be increased,
with a8 corresponding loss in efficiency, (ualese
miczocircult technology makes up the difference).
A DES block cipher breaks the mesgage into blocks
end enciphets eech with the same key. A stream
cipher breaks the messege iato characters or bits
end efciphers them with succesgive elements of
a key stream (which might be the prior encrypted
“text @8 in the cipher block chaining mode and
the cipher feedbeck mode of the DES).

Public ZXey Ciphers (e.g., the RSA schene)
~ Thede methods of protection provide bath secrecy
end authenticity, Several public key ciphers
have fallen prey to cryptanslysts, but the RSA
cipher stands a good chence of surviving these
attacks based on the msthematical history of fac-
torization of large aumbers (although a surprising-
1y large number was factored on the Cray at Sandia

Laboratories recently). Keys are large and computa-

tion still relatively complex, Technologles such
as gallium arsenide and psrallel bit stream imple-
mentations should solve immediate speed problems,
hovever, as cryptanalysis comes closer, the size
of the prime aumbers must be increased,

One-vay Ciphers - These virtually unknown,
but eioply implemented ciphers are impoartant to
design because once dats are encrypted they cannot
be simply decrypted, even by the originator.
They sre useful 1a applications, for example,
wvhere euthenticaetion of pesswords can be accom-
plished by cooparing pairs of encrypted data val-
ues, Certain sisple functions such es comparison
can be accomplished in encryption space,

2.4.3 Key Manogement Design

The responsibility for key mansgement depends
on the security policy and the choice of implemen-
taetfon. Unless keys are given at least the same
level of protection as the datg, they will be
the weak 1link. Once the penetrator has gained
access to the key (generelly a very emall piece
of data) he has gained access to gll data. Teech-
niques of genereting, trensmitting and protecting
keys ianclude bhost keys, hierarchical key protec~
ticn, partitioning of keys for differenc protection
levels, ond diverse gmeans by which the key man-
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asem’eui gystem iaterfeces with. the rest of the
systen {7].

In the normal implementation of gublic key
systens, the public key 1s published with no pro-
tection whatsoever. The private key is originated
and held by only oue person. Certain implesento—
tions require distribution of the private key
under & protected key distribution scheme, espe-
cially where the private key 1s used vithin the
proc as a § of both secrecy and suthenti-
cation of source of another system varieble.

A third party ot e host can grovide the ao-
thenticatfon necessary for key distribution.
There are several established dpproaches for the
implementation of & distributed session key systes,
eppropriate to network communications. The public
key system has the property that two parties can
establish & secret key for uge in a8 uanique session
between them, obvieting involvement of a third
party. The strategy cah be repeated often foxf
a greater degree of protection. Prolonged use
of a siogle key mekes a system more vulneratle
to cryptecalysis. The degree of added vulmer-
ability depends on the cryptographic technique
used, which in turn 18 related to the nature of
date trensaission, intetcomminication requirements,
aand security iaherent to thé.communications eystem.

2.5 HNetwork Protocol Considerations

In 1lste 1970's, the Internationsl Standards
Orgawization adopted a network architecture known
83 the refereance model for open system interconnec-—
vion, ISO/OSI. Leyers 1 to 3 are concerned with
data transmission/routing and deal respectively
with physical, data 1ink, and network cotncerns.
Layer & provides end-to-end control of data trans-
port. Layers 5 and 7 are the session, presenta-
tion, and spplication layers. Some of the possible
approaches to implementing security under ISO/0SI
are 83 follows:
Protocol Security
User 1dentificatioan,
encryption of Stored
data, key distribu-

Layer
7 Applications Services

tion.
6 Presentation Formats User controlled
use of encryption

for gecrecy and
identification in-
¢luding a8 user re-
quest for encryption.

Egtablishing secrecy
and suthentication
duriog the conduct
of a session between
system users (people
and progragis).
The wmost desirable
encryption point
in high level proto-
cols [4].

5 User Session Control
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4 Transport Flow Control
3 Network Routing

Security control
entirely in the
communications 6ys-
tems such as link
encryption vhere
the data are protec-
ted between ad jacent
petvork nodes . and
ere decrypted and
re—eacrypted at
each node. Security
control entirely
10 the network commu-
nications use of
node encryption
schemes vhere dita
are not in the clear
at an intermediate
node, but are rather
decrypted and re-
encrypted by a. spe-
cial security module.

2 Data Link Control

1 Physical Connection

Design should be such that scceptance of
data or . requests {into the memory associated with
a node should be based on the assurance that the
transaction is legitimate and does not violate
the security policy. An example of protocol layer
2 (data 1ink) encryption is provided in {10],
in which source and destination subnets and trust-
ed interfece units are designated in the packet
formats for the carrier esense multiple access

with collision detection (CSMA/CD) protocol,
'{he 1p‘k‘a)t’.t:accbl aleo specifies the date security
evel.

Popek and Kline [11) identified the important
h:ues to be addressed in defining secure proto-
cols:

-  establishing initial cleartext/ciphertext/
cleartext channel from sender to receiver

- passing cleartext addresses without providing
a leakage peth

- deterwining error recovery and resynchronize-
tion mechanisms to be employed

- perforaing flow control
- closing channels

- interaction of cthe encryption protocols with
the rest of the protocols

- dependence on software in implementation.

3. Capability Architectures
3.1 Description

A capability-based computer uses & architec-
ture in which objects are addressed by ameans of
a two-component entity called a capability. One
component of the capability 4is a unique ob ject
sdentification number which 1is translated by the
hardvare into an actyal machine address. The
other component of the capability can be viewed
as an access rights field which identifies to
the hardvare the operations that the owner of
the copsbility may perform on the obfect.

Capability architectures have been promoted
for a aumbér of réasons including their hardimre
support fot Objeét-Gased programming [12] and
system &ecurity [13;]. R Aca]:_abﬂicy—base‘d codputer-

- of fers: greater génerality than doed a_coaventional

396

couputer architectura. This- geénerality includes
hardvite suppsit fof object .identification and
Gonagedent which allows the uger to approach the
pachina intérfacé at a higher level of sbstrac-
tion: By encapsulsting objects and defiaing uaique
object identification numbers, the pystem can
provide @ more secure hardware base on which to

place the operating system. —_—

To maintain system security and integrity,
it 4s typical for a capability-based coaputer
to use hardware tagging of cepsbilities stored
in medory {14,15]. VWhen a user attempts to use
a capability to refereuce an object, the hardware

tag indicates that use of the capability is a .

legal one. The capability itself will be further
compared with the operatiod that the uger is at-
tempting to ensure its validity. Since the tag
controlled . by hardware, the aser ig hot able to
arbitrarily wodify the tdg bits associated with
& wemory eddress. If the usér sttemjts to modify
a copability, the hardware will reset the associe-
ted tag bits..

Another feature of capability architectures
45 that the machine interface ie usually implewmen-—
ted at e higher level then that of a coaventional
architectuire. This higher level includes functions
that relate to object addressing and object manage~
ment. By plécing greater Cfunctiomality im the
firovare, the gosl 18 to improve the performance
of the architecture vhile ensuring that the object
related operatigns cam not be intérrupted and
possibly altered by another process. Thus, the
security of a capabllity-based cosputer follows
the precept that hardware is inherently gore secure
than software,

3.2 Design Issues

There are o uvubber of issues t5 be faced

by. the designer of e capability machine. These
iaclude:

- generating end maintaining unique object
id's for a large nunber of objects

- managing objects, including object deletfon
and the dangling pointer problem
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-  controlling the copying of capabilities for
object shering :

- defining object categories

- gpeeding-up cbject address translatfon

- permitting called programs to have &ore access
rights than their callers for operating system

functiaons

- providing object, encaésulation to promote
object protection.

The resolution of these issues can take various

forms. Llevy [16) surveys many of these in hds .

book on capability based systems.
3.3 Goals

For the purposes of a discussicn of capability
system goals, ve assume thiat the network facilities
for the distributed system Kave already béen se-
cured using encryption and secuie high-level proto-
cols as described in the previous séction. By
employing capabilities for defining and protecting
objects ia a distributed environment, thé followirg
gosls can be achieved:

- Objects can be transferred across Bystem
toundaries while preserving acceas rights
across these boundaries. This is accomplished
by forcing any object transfer between systems
to be accompanied by the transfer of the
capability needed to access the object.
Vithout this capabilicty, the object can not
be accessed.

The process performing the copy operation
aust possess the original capability on the
source computer to effect the copy operation.
The capability which results on the destina-
tion computer must uniquely identify the
copied object and must have access rights
equal to or 1less than those of the original
capability, The network interfaces for each
host are responsible for checking the validity
of the operation, The network interface

at the destination rnust gerierate a unique’

object id (possibly wusing already existing
firavare for object creation) and must traas-
late the source capability accordingly. At
the same time 4t wmugt preserve of decrease
the access rights of the translated capabili-
ty.

-  Copabilities for objects csn be transferred
across system boundaries. This allows capo-
dilities to be used to reference remote ob-
jects. This requires that the capability
contain a field which identifies the network
node containing the object. Alternatively,
the capability could referesce a local "net-
work reference object” which would contain
the information needed by the operoting system
and netwvork interface to address the remote
object.

- Objects can be referenced across system bound-
aries using either user-local or user-remote
capabilities for these objects. This is

analogous to a distributed file system, but
is generslized to all the object categories
defined 1n a given architecture.

A user-local capability {s one which i{s con-
tained in the user's capability list in the
locsl host from which the object reference
is being made. Similarly, & user-remote
capability 4is one that 1ia contained in the
user's capability list on the remote host
that contains the object being referenced.
Capabilities used to access objects created
femotely are derived from the capabllity
generated by the system vhere the object
wvas created.

In describing these goals, it is assumed
that object identification and addressing are
defined 1locally. When a capability is transferred
Between systems, a new object 1d will be created
by the destination host automaticelly. This object
id will have meening only in the context of this
host. This will preclude the need for designing
a umivérsal object identification schexe that
would be impractical both in terms of the size
of the id nééded end the overhead to cocrdinate
the use of 1d's. It is also assuzed thst a cepa-

bility can be safely aud accurately trenswitted

fetweens systeas. The network interface for the

- capebility-based computer controls the encryption
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and protocols needed to effect secure communi-
cations.

To support the preceding gosls, 8 number
of issues need to be addressed. First, in keeping
vith the fine grenulerity of capebility access
rights, it would be beneficial to define additionsl
access rights that deal with petwork operations.
These might include the capability to copy &n
object or the capability itself acrosa the network
intecface. Access rights for remote operstions
on capabilities of objects might also be defined
this way. Controlling the copying of a capabili-
ty across a network interface has the same implica-
tion as contrelling it between users on 8 single
gyateti.

Second, 1in some systems, an object can be
given 1ts own capability list for accessing what—
ever objects sre needed in its operations. When
the object is copied from one system to another,
{8 this capahility list also preserved? Although
it may be desirable to defiae a metwork copy opera-
tion for ceapability lists, it does not seem advi-
sable to aoutomatically copy this list and trans-
late 1t when the object itself is copied. This
should be a separate operation, if done at all.

In translating & capability copied Erom one
system to snother, there are a number of condi-
tions to be observed. First, the translated capa-
tdlity should never be grester than the origi-
nal cspability. This would violate the besic
security principles of capability-based architec-
tures. Second, the process receiving the copied
capability should not be able to increase its
access over eny other objects by mesrs of the
copy operstion. The sictuation vwhere the copying
of a capsbility gives the owner greater privilege
oust be avoided, Finally, if the two computers
do not define their objects in the seme fashion

Petitioner Apple Inc. - Exhibit 1006, p. 6271



(heterogenecus distributed capability system case),
the host receiving the capability must translate
it to en equivalent or lower object and sccess
rights pair, or elge reject the operation.

4. A Secure Distributed Cepability System
4.1 Integrated Design

In this paper we deal vith distributed systems
of user terminals, processing hosts, storage ele-
ments, and other resources. The processors and
terminals moy be heterogeneous or of a compatible
family. Our goal is to consider a design besed
on a comblnation of cryptography and a capability
based costrol to provide network security.

There 1s a strong desire 4n a distributed
system for the system to be transparent to the
user. Rushby and Randell [7] established thst

network trensparency is most easily achieved if

all szstem components have a common interface.
The recursive structuring” principle for the
design of distributed systems etates: each compo-
nent of a distributed system should be functiomally
equivalent to the entire system of which it is
a part. This does not preclude heterogeneous
sub-elements, since each system interface wmust
contain provisions for exception coaditions to
be returned when a requested operaticn cananot
be carried cut. The value of the recursive struc-
turing of & system is that, by definition, it
is indefinitely extensible.

To use the cepability epproach in a distri-
buted environment, edditional capability categories
are needed. These include definitions that pro-
tect the network interface and -that validate spe-
cific aetwork operations:

- network interfece to 8 gpecific node cen
be used

- network parameters can be modified, examined,
or teated

- capability can be copied ascross network
-  object can be copied across network
- object cen be used remotely

- object can be deleted remotely 1f user has
delete capability

- capability cea be translated (needed by net-
work interface)

- oetwork object (for referencing remote ob—
jects) can be createt!, managed, or deleted

- audit trail enable.

The network interfece design should follow
the standard seven-Yeyer 1SO OSI model. It will
be subject to the same protection that the opera-
ting system 3is givén on a capability machine,
plus additional protection provided by vhatever
capabilities are required to use the interfece.
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- signed levels,

The verious network protocol layers chould be
degigned to promote detection of active netvork
attacks. Data encryption can be built into the
user sesgion layer.

All network operations which require capa~
bility checking for validation are passed by the
network interface to the operating systeam and/or
firmware. Cutgoing network = transactions are
checked in the normal way by comparing the at-
tempted operation with the capability list of
the egent process. Incoming transactions that
involve the copying of a8 capability [rum a remote
system will also involve the translation of the
object identificaticn within the capability and
the object encapsulation to a valid object identi-
fication for the destination host. This transla—
ticn will also be a firwvare function that most
closely redembles object credtion.

4.2 ‘Multilevel Constiderations

If & distributed capability system were used
in a multilevel security environment, both network
security mechanisms aiid the cepability architecture
would need to be enhainced to recognize and protect
objects of different classification levels.

Here we review some of the characteristics
of a multilevel scecufe systes and then discuss
its relation. to the one proposed. Users are es-
some résdurces are aessigned maxi-
mm levels- and one -gust - keep track of the. high

watermark (highest lével received since cleensing)

of the device. Obfects have levela 1indicated
by labels. A process keeps track of the high
watermark of objects used 1n a curremt period.
Users can specify the level of an object created
and a process can specify the level of the objects
it crestes (which must dominate, 1.e., be greater
than or equal to, the current high svatersark).
There are deveral other .details that pertain to
specific iacplementations that will not be dealt
with here, such as the principals that control
the flov of data based on dodinance rules.

The protection do@ain extends écross the
netvork; encompassing ite uoodes. Capsbilities
are used to determine transmission of objects
scross nodes, . the same as they are wvithin a node.
The trensmission 4is not allowed if the process
does not possess the capability (e.g., the high
watermark is greater than the security level of
the destination). At the receiving node the pro-
cesses cannot have acceas to the object without
the appropriate capability.

Encryption for avthenticity, key passing,
and secrecy protection is within the encapsulated
portion of the capability gprotocol, implementéd
in firwware. ~ Also, detectlon techniques such
as those discussed earlier — unique transaission
key, sequence ncmbers, ‘error detection, request
responsé, erd time stadps — are {apleiented and
initiated ot that level.

Eacryption 1s at the wuser session protocol
(layer S), so that there is end-to-end éncryption
betveen geographically sepatate parts of the pro-
tection dahain. The capability system would cosimu-
nicete the pecessary protocol information to the

a?
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transport end other lower layers, providing the
necessary protocol parameters.

Modifications to the capability hardware
would consist of additional types of cepabilities
and additionsl bits to the object identification
field of the capability. When a user account
is created on & system, the profile of that user
would be given capabilities to read, write, create
ond delete objecta of specific classification
levels. The capability to perform en operation
at ome ' classification level would allow the ssme
operation to be perforied at a lover level, provid-
ed that an indirect dats leakage did not result.
The wuser could dlso be given the capability to
creste objects, which could alse be given the
capability to read, wtite, create ahd delete sub
-objects of different levels, all of which must
be dominated by the user's own capabilities.

When an object is created, it would be created
at a given classificatjion level. This level could
be economically encoded in the object identifica-
tion field (2 bits provides & levels), which uould
3150 be ercs wiated 3 49
when eny data transfer operation is nerfomed
on a given object, the object's classification
level is used to diasure that a legal data flow
i3 occurring.

Additional capabilities would be ticeded to
permit the changing of an object's classification
level, Both the classificatida checks and capa~
bility tests would be performéd by firamwvare.
The rules governing legal énd illegal ddta move-
gents betwéen levels would alse be stored in firo-
ware.

5. Evaluation

Just es the uger community 1s slow to accept
gome of the most obviously beneficial computing
improvements, it 4is felt that part of the task
in portraying an unfamilisr way of thinking is
to - shov conaistency with préseat spproachés.
Rushby and Randell (7] have described 8 distri-
buted computing system composed of small trust-
worthy security wmechenisms 1linked together to
provide wmultilevel security in such 8 way that
the eatire syatem appesrs o3 sgingle systenm to
ite users. A prototype has beéen auccessfully
demonstrated. Key to this aysten are separate
security processors, operating 1im parallel with
the general purpose processors, and e software
subsystem "the Newcastle Coanection,” that links
multiple UNIX systems, and does nat require appli-
cations programs or operating systed to be changed.

The Department of Defense Trusted Camputer
System Eveluation Criteria ([8} will Bserve ss a
standard for the sccreditation of commercial sys-
tems, at least in the near term, thus it was con-
sidered {mportant to cofipare this systed against
those criterfa. We hsve also considered Saltzer
and Schroeder's [17] principles of design.

5.1 Definitions [8]

"Trusted Computing Base - All protection mechanisms
wvithin @ computer system {(iccluding hardware,
firzvare, and softvare) the coobinstion of -hich
is responsible for enforcing the security policy."

The cryptographic capabilities network can be
cousdidered & trusted computer base, but has an
unusually large scope 1in that 4t eacompasses a
netwvork.

"Domzin -~ The set of objects that a subject has
the ability to occess." An object is defined
here @s a passive entity that contaias or receives
information, for which access potentially implies
access to the information it contains. The cepa-
bilities system considers domsin in the same con-
text, however, £t further specifies and controls
resources and enforces the extent snd type of
aceess.,

"Domihate - Security level S1 is said to dominate
security level S2 if the bietarchical classifica—

S2 and the uoa~hierarch1ce1 cetego‘ries of Sl in-
clude those of S2 as a& subset." A douminant cepu—
bility can be enforced categorizing object id's
into the appropriate classifications. Another

.approach~would be to .define a capabilities base

at esch independent level. In either case, Che
capabilities system can further restrict usage
to what ie required by a task.

"Reference Monitor Concept - An access control
concept that refers to an abstract machine that
meédiates all accessas to objects by subjects.”
The hardvare, firmware, and software elements
of 8 Trusted Computing Base that implewent the
teferenice moaitor concept are referred to es the
security kermel. The caspabilities based system
exploys and enforces e reference monitor type
of coatrol, independent of special hardware (al-
though special hardware may be required to enhance
performasce).

"Star Property - A Bell-LaPadula security model
{18] rule sellowing a subject write access to an
object only if the security level of an subject
is doddnated by the security level of the object."
This rule can be enforced in s capabilities based
system, but the implementation mnust place caps-
bilit{es ia control of the system and not the
user,

5.1.2 Requirements [8]

"Discretionary access control - The trusted compu-
ter base (TCB) shall define and control access
between named users and named objects. The en-
forcemeat mechanism shall allow users to specify
and control sharing of those objects.” Capability
access control involves restricting access to
objects or resources based on the possession of
a ticket that uncondftionally authorizes the pos-
sessor (user or process) access to the nased object
vith specific rights, where objects include both
resources and data. The 1ist is actually inverted
from the norwal eccess control 1list, but coateins
at least the ssie informatiocn. It cen be used

-by the operating system to eaulate the discre-
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tionary access model. If the system places the
user "in charge", he can establish his own policy
wvith vegpect to the capebilities possessed by
hio. In most DoD implementations, however, only
a special user (the security officer) caa pass
capabflities to @& user that hss not previously
pusgseased them at that level.

"Object Reuse - When a storege object is initially
assigned, 8llocated, or reallocsted to 8 subject
from the TCB's pool of unused storage ob jects,
the TCB shall assure that the aobject contains
no datae for which the subject is not acthorized.”
This requires cleansing of the resource upon reel-
location.

MLabels - Sensitivity labels associsted with each
ADP system resource that is directly or indirectly
accessible by subfects external to the TCB shall
be waintained by the TCB and shsll be used as
the basis for mandatory eccess control decisions.®
The assignment of capabilities can be based on
the Senaitivity of resources. The sensitivity
labels can be built directly into the encapsulation
scheme as a &tandard part of the object coatrol.
The resources are assigned virtuslly with the
security manager having ownership of the sssignment
table with the right of revocation and reassign-
meat.

"Lebel Integrity - Sensitivity lebels ghall ac~
curately represent security levels of the specific
sudjects or objects with which they are assocla-
ted. When exported by the TCB, seasitivity labels.
shall accurately and unambiguously represent the
internal 1labels and shall be associated with the
iaformation being exported.” As stated before,
the sensitivity labels csn be inherent to the
definition of the capabilities and become part
of the encapsulation scheme. The capability systex
enforces the authorization for exportation.

"Exportation of Label Information -~ The TCB shall
designate eech comuunications channel and I1/0
device as either single-level or multilevel, with
changes done manually and eny changes auditable.
Vhen the TCB exports an object to an I/O device,
the sensitivity label associated with that object
shall elso be exported and, in the case of sulti-
level devices, shall reside on the seme physical
medivm as the exported information and shall be

in the same form (i.e., machine readasble or human
readable form). VWhen the TCB exports or iaports
an object over a multilevel communication channel,
the protocol used on that channel shall provide
for the unembiguous peiring between the sensitivity
laebels and the associated information that is
sent or received.” This functionality can be
incorporated 1ia the capability system. The capa-
bility system enforcee the transfer request, vhere-
as a conventional aystem msy not.

"Device Labels - The TCB shall support the assiga-
ment of mintmum and caximum security levels to
all attached physical devices to eaforce the con-
straints ieposed by the physical envir s

“Mandatory Access Control - The TCB shall enforce
a wandatory saccess control policy over all re-
sources (i.e., subjects, storage objects, and
I/0 devices) that are directly or indirectly acces-
sible by subjects extermal to the TCB.™ External
subjecta become internally controlled by the capa-
bilities 1list when they are given the cepability
of access, othervise they possess none.

"Identification and Authenticetion - The TCB shall
require users to identify themselves to it before
beginning to perform any other actions that the
TCB is expected to mediate. Furthermore, the
TCB shall msintaina authentication data that io-
cludes informstion for verifying the identity
of individual wusers as vell as caximum security
levels to all attached physical devices." The
identificetion aust be part of the issuing of
capabilities. The association with devices is
more restrictive than simple security levels.

"Trusted Path - The TCB shall support a trusted
coomunications path between itself and users faor
use when a positive TCB-to-user comnection is
requived. Communications via this trusted path
shall ba activated exclusively by the user or
the TCB and shall be logically isolated ‘end unmis-
tekably distinguishable fram other paths.” Since
user coasoles are resources, and because of the
cryptographic requirements of this system, this
requirecent is rigidly enforced.

®Audit - The TCB shall be able to create, maintein,
and protect from modification or unauthorized
access or destruction sn audit treil of eccess
to the object it protects.” The audit trail will
be @ capability assigned solely to the security
control function.

5.2 Principles of Design

Saltzer and Schroeder [17] identified several
design principles for protection mechaniswa.
Folloving is an evaluation of this approach against
those criterias

Least privilege - The capability system enforces
this principle to a greater extent than exiatinag
ioplementations.

Economy of wmechanism - This architecture supperts
security control to e far greater degree than
general erchitectures and therefore should be
verifiable. 1In general, hardware 1s simpler to
verify than softvare or software/hardvare mecha-
nisxs.

Complete wediation - This requirement is a basic
design priaciple.

Open Design - The design 1is completely open and
doea not depend on any secret parts.

Separation of privilege - Satisfaction of this
requirement 1s moot, although the implesencaticn
d ds on the technique for allocetion of capa-

in which the devices are located." This is indi-
rectly accomplished by the assignment of capsbili-
ties, This corresponds better vith non data pro-
cessing information control.

f

biliries and fdentification when logging on the
systen. The implementation of labels and 8 consis-
tency check against user identification should
satisfy this requirement.

b’
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Least common mechanism - The mechanism 1s protected
and each user has 8 separate virtual capability.
The concept of distributed control io physically
distributed elements tends to support this princi-
ple, but certainly not to its ultimate intent.

Psychological acceptability — The mechanism cannot
be bypessed and is transparent to the user.

5.3 Advantages and Disadvantages

A capability approach to distributed system
gecurity offers strong object pratection in both
local and distributed contexts. This strength
derives from firmware support of access rights
at the machine addressing level. In addition,
the design offers greater granularity of eccess
rights than 4is found in 8 coaventional operating
systenm.

A distributed capability system is not withcut
its complications., One potential problem is the
vulnerability of capabilities as they are transmit-
ted across the netvork. This 1s analogous to
the problem of password transmission secross a
network in 8 conveational system. Both can be
solved by encryption.

Another possible problem is the trenslation of
capabilities 1in an eavironmeat of heterogeneous
capability machines. Because object categories
may vary from machine to machine, the difficulty
is 10 preserving the meaning of the capability
wvhen it is translated. From a security standpoint,
security is not compromised if the original capabi-
1ity dooinates the translated capability.

A wmore difficult situation is the linking of &
conventional computer to a network of cepability
systeas. Since conventional operating systems
do not support the same granularity of protectioam,
meaningful sharing end strong security will proba-
hly not be compatible goals. The conventional
computer will be the Achille's heel of the distri-
buted cepability network Lf remote object refer-
eaces are uncontrolled.

A finsl issue is the translation of the capability
list for ar object that is being copied from ome
system to another. For efficiency ressons, we
have considered it advantageous for the copy opera-
tion to copy only the object and the capability
for its use, and iguore the capability lists be-
longing to the object and apy of its creations.

6. Summary

The @eshing of capability charscteristics

- Sengitivity

and a cryptographically supported network is natur- -

al. Cryptography will support network communica—
tions &nd detection fuactions wusing public key
systems or trusted dinterfece modules to provide
satisfaction of security protection from the out-
slde world, as well as suthentication functioas.
The capability based resource control provides
@ simpler environmesnt than that dealt with by
a discretionary kernelized system. There is a
natural checking mechenism for datermination of

401

system misuse end simpler recovery in the eveat
of & malicious internal sttack. The system can
be changed as the security policy changes vithout
hardvare/software modification.

A capability approach can provide a distribu-
ted system wvhere data originators or some central
authority determine the data, progrem, end sharing
policy. The distributed cepability system de-
scrided here solves the problem of preserving
sccess rights across system boundaries, since
an object can not be referenced or copied across
the network interface without processing the capa—
bility for a sepecific operation. In comparison
to a conventional operating system, a capabiliry
based design offers greater protection end more
granularity.

With proper implementation, the system also
eppears to be capable of supporting the DoD trusted
system requirements under the unique DoD security
policy implementation. Further, a properly archi-
tected capability machine and network interface
could provide a secure multilevel distributed
system, The DoD security requirements could be
met by a design includiag the folloving provisions:
- Star property should be enforced by the system

through assignment of high water mark levels

to capabilities, objects, and resources.

labels aeed to be integrated
4ato the capabilities protection mechanisa,
and then be supported accordingly.

- User d4dentificgtion and asuthentication must
be part of the capability issue and usage
mechani sa

- Ead-to-end eucryption needs to be integrated
and network protocol ianterfaces need to be
developed
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1012 through the part 1013 as the information kg Ml P
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reads the information 118 on the type and the
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medium 1012. The information 118 is sentto a
display part 1017 and shown there as the display
information’115.
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€ Systemforpermitting eccess to data fiefd area in IC card for muttiple services.

(&) A system for permitting access 1o a data field areain an IC
card for multiple services using an individual card holder
identification number for each of a plurality of data fields (61, 62,
63) or for each group of data fields. Data field identification
information (11), a personal identification number (12), access
qualification information {13), and an authentication code {14)
are supplied to the {C card before an execution of an access to
the data field. An authentication is made (in 32, 33) between the
personal Identification number and the authentication code
stored In identification number and the.authentication code
supplied to the IC card. Based on the result of authentication,
an access to the data figld erea (61, 62 or 63) to which access is
requested s permitted within the fimit of the access right stared
in the IC card {memories $1, 52, 53) corresponding to the
access qualification information suppfied to the IC card.
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Description *

SYSTEM FOR PERMITTING ACCESS TO DATA FIELD AREA IN IC CARD FOR MULTIPLE SERVICES

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a system for
permitting access to a data field area in an integrated
circuit card (IC card) for muftiple services.

2. Description of the Related Art

In general, in the use of an IC card for muitiple
services, a card issuer, & service supplier, , a card
ecceptor, and a card holder are invoived. An IC card
has a plurality of data fields for the multiple services,
and for each of the data fields, the access right,
access qualification, of card issuer, service supplier,
card acceptor, and card holder should be predeter-
mined. Namely, although a parson has access right
to a predetermined data field of an IC card, that
person should not be authorized to have accesstoa
data field of the IC card other than the predeter-
mined data fietd.

it is desired that access is permitted only within
the [imit of the access right to a predstermined data
field of a card holder, and access outside such
fimitation is not permitted, so that the data fields
cannot be used in an unauthorized manner.

in the prior art, only a personal identification
number (PIN) and an authentication code (AC code)
for the whole of an IC card are provided for an IC
card for muttiple services, and therefore, once a
coincident result Is obtained as the resuft of an
authentication of the personal identification number
and the authentication code, access to afl data fields
in the IC card becomes possible.

As aresult, itis possible for a person, for example,
a card acceptor, who Is not authorized to have
access to the data field in question, will be able to
obtain access to the data field in question. This
constitute an unfalr use of the {C card and a violation
of the principle of secrecy of the IC card. Therefore,
these problems of the prior art must be solved.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide
an improved system for permitting access to a data
field area in an IC card for multiple services.

In accordance with the present invention, there is
provided a system for permitting access to a data
field area in an {C card for muftiple services using an
individual card holder identification number for each
of a plurality of data fields or for each group of data
fields, the system comprising: a plurality of data
flelds in the IC card; a sequence of a data field
selection portion, a personal identification number
authentication partion, an authentication cede vali-
dation portion, and an access right selection partion,
input portions for inputting data field identification
information, a personal identification number, ac-
cess qualification information, and an authentication
code; a data field access portion and an access
request portion; and storage portions for sorting

16

15

information for data field control. An authentication
between the information stored in the storage
portions and the Information input through the input
portions is carried out.

Based on the cumulative result of a selection af a
data field, a authentication of the personal identifica-
tion number, a validation of the authentication code,
and a selection af the access right, access to a data
field area to which access is requested is permitted
within the limit of the selected access right.

BRIEF DESCRIPTION OF THE DRAWINGS
In the drawings, ’

Fig. 1 is a perspective view of an IC card to
which the system according to the present
invention is appflied;

Fig. 2 shows a fundamental combination of an
IC card and a terminal apparatus;

Fig. 3 shows a prior art system foraccesstoa
data field area in an IC card for multiple
services;

Fig. 4 Is a schematic diagram of a system for
permitting access to a data field area in an IC
card for multiple services according to an
embodiment af the present invention;

Fig. 5 shows an example of combinations of
the authentication code and the access right;
and

Fig. 6 Is a flow chart of the cperation of the
system of Fig. 4. ‘

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Betore describing a preferred embodiment of the
present invention, an IC card to which the system
according to the present invention is applied, a
fundamental combination of an IC card and a
terminal apparatus, and a prior art system for access’
to a data field area in an IC card for multiple services
will be explained with reference to Figs. 1, 2, and 3.

As shown in Fig. 1, an {C card has contacts
adapted for electrical connection with extemal
apparatuses, an integrated circuit module beneath
the area containing the contact electrodes, and an
area to be embossed. As shown in Fig. 2, the circuit

. of the IC card includes the contacts, a central

processing unit (CPU), a read only memory (ROM)
for storing & contro! program, and an electrically
erasable and programmable read only memory
(EEPROM) or an erasable and programmable read
only memory (EPROM] for storing data fields; Input
information, and control Information. The circuit of
the IC card can communicate with the program
portion in the terminal apparatus.

As shown in Fig. 3, in the prior art, the authentica-
tion between the input personal identification num-
ber 101 and the stored personal identification
number 301 s carried out in the personal identifica-
tion number authentication portion 201. Based on
the colncident resutt of this authentication, the
validation between the input authentication code 102

Petitioner Apple Inc. - Exhibit 1006, p. 6302
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and the stored authentication 302 is carried out in
the authentication code validation portion 202, and
based on the result of this validation, the decislon
obtained from the stored information 303, 304, and
305 for data fleld. identification No. 2, and No. 3
corresponding to the data fields No. 1, No. 2 and
No. 3 is carried out in the data field decision portion
203 with respect to the input data field identification
information 103,

Once one of the data fiekds No. 1, No. 2, and No. 3
is chosen according to the declsion of one of the
data field identification No. 1, No. 2,.and No. 3,
access through the access request portion 104 is
permitted to the chosen data field.

A system for permitting access to a data field area
In an IC card for muiltiple services according to an
embodiment of the present invention is shown in
Fig. 4. The system of Fig. 4 includes a data field input
portion 11, a personal identification number input
portion 12, an access qualification input portion 13,
an authentication code input portion 14, an access
request portion 2, a data field selection portion 31, a
personaf identification number authentication por-
tion 32, an authentication code vafidation portion 33,
&n access right selection portion 34, and a data field
access portion 4.

The system of Fig. 4 also includes a data field
(No. 1) 61, a data field (No. 2) 62, a data field (No. 3)
63, a memary for data fleld control {No. 1) 51, a
memory for data field control. (No. 2} 52, and a
memory for data field contro! (No. 3) 53. The
memories 51, 52, and 53 corresponding to the data
fields No. 1, No. 2, and No. 3, respectively,

For example, information for the data field identifi-
cation No. 1, personal identification number {No. 1),
authentication code Nos. 11, 12, 13 ... in, and
information for the access right Nos. 11,12, 13 ... 1n
are stored In the memory 51. The authentication
code No. 11 and the Information for the access right
No. 11 comprises an access qualification No. 1, the
authentication code No. 12, and the information for
the access right No. 12 comprises an access
qualification No. 2, and so on. The authentication
code No. 1n and the information for the access right
No. 1n comprises an access qualfication No. n,

Here, the information for the access right con-
cems which one of the processes of reading,
writing, deleting, and re-writing should be permitted.

In the data field selection portion 31, a comparison
between the input data field identification 11 and the
data field identification stored in the memories 51,
52, and 53 is carried out, so that one of the data field
Nos. 1, 2, and 3 is selected according to the
caincident result of that comparison.

In the personal identification authentication por-
‘tion 32, after the above-mentioned selection of the
data field, the authentication between the input
personal identification number and the personal
identification number stored in the memory corre-
sponding to the selected data field is carried out so
that it can be confirmed whether or not the person
inputting the personal identification number is the
person authorized to use the data field in question

In the authentication code vaflidation portion 33,
after an affirmative confirmation of the personal

10
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identification, a validation conceming the input
authentication code and the authentication code
stored in the memory corresponding to the selected
data field and the input access qualification is carried
out so that it can be confirmed whether or not the
access executor has the prapsr authentication
code.

in the access right sefection portion 34, after an
affirmative confinmation of the authentication code,
an extraction of the access right information stored
in the memory comresponding to the selected data
field and input access qualification information is
carried out so that the access right permitted to the
access executor is selected,

in the data field access portion 4, after the

selection of the access right, the access to the
selecled data field is carrled out corresponding to
the permitted access right in response to’ the input

2
An example of the combinations of the authentica-
tion codes and the access rights is shown in Fig. 5.
The operation of the system of Fig. 4 will be
described below with reference to the flow chart of
Fig. 6.

Upon input of an access start request, a data field
identification, a personal identification number, ac-
cess quatification information, and an authentication
code, the data field identifications stored in the
memory are searchad and the data field corespond-
ing to the Input data field identification is selected

. {step S1). When there is no corresponding data field,
the process proceeds to the error indication.

When the data field in question is selected, the
procass proceeds to step S2, where tha personal
selacted data field is authenticated with regard to
the input personal identification number. When the
stored personal identification number does not
coincide with the input personal Identification num-
ber, the process proceeds to the ermor indication.

When the stored personal identification number
coincldes with the input personal identification
number, the process proceeds to step S4 whare the
authentication code’ comresponding to the input
access qualification information is derived, and the
validation conceming the derived authentication
code and the mnput authentication code is carried
out. When the derived authentication code does not
coincide with the input authentication code, the
process proceeds to the ermor indication,

When the derived authentication code coincides
with the input authentication code, the process
proceeds to step SB6, where the access right
corresponding to the Input access qualification
information is derived from the memory for data field
control and the decision for access right is mads.

Then, in step S7, the request for access to data in
the selected data field is executed within the range
of the above-described access right.

Clalms

1. A system for permitting access to a data
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field area in an IC card for multiple services
using an individual card holder Identification
number for each of a plurality of data fields or
for each groups of data fields, said system
comprising:

a plurality of data fields in the IC card;

a sequence of data field selection means, a
personal identification number authentication
means, an authentication code validation
means, and an access right selection means;

an input means for inputting data field identifica-
tion information, a personal identification num-
ber, access qualification information, and an
authentication code;

a data fleld access means and access request
means; and

storage means for storing information for data
field controf;

comparisons between the information stored in
said storage means and the information input
through said Input means belng carried out, for
authentication, validation, and selection; and
based on the cumutative result of a sefection of
a data field, an authentication of a personal
‘identification number, a vaildation of an authen-
tication code, and a selection of an access
right, access to a data field area to which
access Is requested Is permitted within a limit of
the selected access right.

2. A system according to claim 1 wherein
each memory for data field control stores data
field identification information, a personal ident-
ification number, a plurality of authentication
oodes and a plurality of access rights informa-

3 A system according to claim 1, whereln the
access qualification information input by said
input means is an information for selecting an
authentication code and an access right.

4. A system according to claim 1, wherein the
access right information stored in the memories
for data field control selected by the access
qualification information is represented by one
of the processes of reading, writing, dsleting,
and re-writing.

5. A system according to claim 1, wherein
said personal identification number authentica-
tion means is operated based on signals from
the data field selection means, the personal
identification number input means, and the
memories for data field control.

6. A system according to claim 1, wherein
sald authentication code vafidation means is
operated based on signals from the personal
identification number authentication means, the
access qualification fnput means, the authenti-
cation code input means, and the memories for
data field control.

7. A system according to claim 1, wherein
said access right selection means Is operated
based on signals from the authentication code
validation means, the access qualification input
means, and the memories for data field control.

10

15

Petitioner Apple Inc. - Exhibit 1006, p. 6304



0262025

Fig. |

: R
CONTACT _ INTEGRATED IC CARD

CIRCUIT.

(- |

AREA TO BE EMBOSSE

Petitioner Apple Inc. - Exhibit 1006, p. 6305



0262025

\

WOodd33

noy K—

auvd oI

Nndod .Im

e

-

LOVLINOD

2 b14

NOILld0d
WV H 9O 0Hd

SNLVYVAdY TVNINYAL

Petitioner Apple Inc. - Exhibit 1006, p. 6306



t

0262025

: - Fig.3
Fig. 3 A o
{Fig. 3A |Fig. 3B
101 201
\ o
PERSONAL PERSONAL
IDENTLFICATION IDENTIFICATION NO.

NUMBER « AUTHENTICATION
INPUT PORTION PORTION

102 202
N N
AUTHENTICATION]  [AUTHENTICATION CODE
CODE VAL IDATION
INPUT PORTION PORTION
103 203
N | N \
DATA FIELD DATA FIELD
IDENTIFICATION DECISION
INPUT PORTION PORTION -
104 204
N N
ACCESS DATA FIELD
REQUEST <:> ACCESS
PORTION PORTION

Petitioner Apple Inc. - Exhibit 1006, p. 6307



0262025

Fig.3B

301

[

PERSONAL
I'[\J’SNTI FICATION

302

AUTHENTICATION
CODE

303
[

DATA FIELD
IDENTIFICATION- 1

401
{

{304

DATA FIELD
IDENTIFICATION -2

DATA
FIELD
NO. 1

¢ 402

§305

DATA FIELD
IDENTIFICATION-3

U

DATA
FIELD

NO. 2

403

of

DATA
FIELD
NO. 3

Petitioner Apple Inc. - Exhibit 1006, p. 6308




' 0262025

Fig. 44 T4

Fig.4A {Fig.4B

' 31
DATA FIELD | DATA FIELD -
11~ IDENTLFICATION SELECTION c-] '
INPUT PORTION PORTION
3
S RSONAL IDENT PERSONAL IDENT.
NUMBER
12 {NUMBER AUTHENTICATION <.:
INPUT PORTION PORTION’
33
ACCESS _ [ AUTHEN. cODE —
13 ~JQUALIFICATION VALIDATION <: B
INPUT PORTION PORTION
§34
AUTHENTICATION ACCESS RIGHT
14~ CODE " H Wfsetection KT
INPUT PORTION 1 PORTION
. |
4? ‘ —
ACCESS DATA FIELD
2-|REQUESTING K AccEss -
PORTION PORTLON
|

Petitioner Apple Inc. - Exhibit 1006, p. 6309



0262025
Fig. 4 B
3. [VEMORY FOR DATA FIELD CONTROL- 1 o
DATA FIELD IDENTIFICATION- §
PERSONAL IDENT. NUMBER-1 | DATA
> AUTHEN,CODE-1}ACCESS RIGHT- IQUALIE-t} =\ ey
' ALITHEN, CODE-12JACCESS RIGHT-2JQUALTF:2) NO. 1
AUTHEN, CODE-13|ACCESS RIGHT-3QUALIF-
x 2 =
AUTHEN,CODE-1n |ACCESS RIGHT-miQUALIF: )

32 [MEMORY FOR DATA FIELD CONTROL-2 62
DATA FIELD IDENTIFICATION-2 X
PERSONAL IDENT. NUVMBER- 2 DATA

— AUTHEN,CODE-2IJACCESS RIGHT-2I{QUALTF-1) :> FTELD
AUTHEN. CODE22ACCESS Rlaﬂmwm-j NO.2
AUTHEN. CODE-Z3ACCESS RIGHT-Z3(QUALIF--

A
= = T
AUTHEN. CODE-2n|ACCESS RIGHT-2 d@um.n-‘:ril

53 [MEMORY FOR DATA FIELD CONTROL-3 63
DATA FIELD IDENTIFICATION-3 \
PERSONAL IDENT, NUMBER- 3 DATA

N\ |AUTHEN, CODE-31ACCESS RIGHT-3}{QUALIF- 1) :> FIELD

—/| |AUTHEN, CODE- 32}ACCESS RIGHT-32{QUALIF-2] NO.3
AUTHEN, CODE-33|ACCESS RIGHT-33{QUALIE -3} .
= povt %

AUTHEN. CODE-3n/ACCESS RIGHT-Bn}\'QLM\LIE-rﬂ

Petitioner Apple Inc. - Exhibit 1006, p. 6310



0262025

1

AIHMIY T MY
3137340 4
JITHM M
avad * o
Mmd a M (YIBANN LN3AI TTYNOSH3d)
My a M Z Z Z Z Z Z
My a M A A A A A A
MY a M X X X X X X

LH9TY SS300V

3000 NOILWVOILNIHLNVY

G b4 _

43070+ AYvO
H01d320v Quvd

431MddNS 30IA43S

H3NSST Ay VI

",

Petitioner Apple Inc. - Exhibit 1006, p. 6311



)

0262025

Fig 6A Fig. 6
Fig.6A
( starT ) Fig.68B
> NO CORRESPONDING

SEARCH DATA FIELD IDENTIFICATION,| pATA FIELD

SELECT CORRESPONDING DATA FIELD
S2

AUTHENTICATE PERSONAL IDENT NUMBER
WITH
INPUT PERSONAL IDENT. NUMBER

S3

PERSONAL
IDENT. NUMBER
COINCIDES WITH
NPUT PERSONAL

DENT. NUMBER

S4 YES

DERIVE AUTHENTICATION CODE
CORRESPONDING TO INPUT ACCESS
QUALIFICATION,

VALIDATE AUTHENTICATION CODE

WITH INPUT AUTHENTICATION CODE

S5

AUTHEN. COD

NO
COINCIDES WITH

l
{~ ERROR
INDICATION

Petitioner Apple Inc. - Exhibit 1006, p. 6312




|

0262025

w«

Fig 6B

.86 |FOR DATA FIELD CONTROL,

DERIVE ACCESS RIGHT FROM MEMORY

DECIDE ACCESS RIGHT

EXECUTE REQUEST FOR
ACCESS TO DATA IN DATA FIELD
WITHIN LIMIT OF DECIDED
ACCESS RIGHT

S7

END

Petitioner Apple Inc. - Exhibit 1006, p. 6313



esp@cenet document view ’ } Page 1 of 2

BATCH PROCESSING SYSTEM BY SELECTING PLURAL ICONS

Publication number: JP3063717
Publication date:  1991-03-19

) Inventor: TSUTSU' KENSAKU; DEWA YUJI
Applicant: NIPPON ELECTRIC CO

Classification:

- international: GO6F3/02; GO6F3/00; GO6F3/048; GO6F3/14;
GO6F3/02; GO6F3/00; GO6F3/048; GO6F3/14; (IPC1-7):
GO6F3/02; GO6F3/14

- European:

‘Application number: JP 19890199025 19890731
Priority number(s): JP19890199025 19890731

Report a data error here

Abstract of JP3063717

PURPOSE:To decrease the operation burden
by determining one from in processings
defined in common among all objects
corresponding to a selected icon, and
repeating this processing to all the objects

. corresponding to the selected icon. D S
CONSTITUTION:The subject system is : . .
provided with an icon selecting means 11, a ' D RARSE il Sy
processing selecting means 12, and a - EereTT
repetition processing means 13, plural icons .
corresponding to an arbitrary object being a
processing object are selected, and also, one
is determined from in processings defined in -~ ) : |
common among all objects corresponding to :
the selected icon, and the determined fea” Birckad ppamen !
processing is repeated to all the processing ewa |
request to a computer from a user, especially, ‘mae [Pva
at the time of requestlng the same processing P P——
to plural processing objects, a monotonous
repeating operation is replaced with a batch
operation, and the operation burden of the oo )
user can be reduced. - ' :

. . Ar
LS

KRR

Data supplied from the esp@cenet database - Worldwide

http://v3 .espacenet'.com/textdoc?DB=EPODOC&IDX=JP3 063717&F=0&QPN=JP3063717  5/7/2008

Petitioner Apple Inc. - Exhibit 1006, p. 6314



esp@cenet document view ‘ "~ Page2of2

http://v3.espacenet.com/textdoc?DB=EPODOC&IDX=JP306371 7&F=0&QPN=JP306371 7 5/7/2008

' Petitioner Apple Inc. - Exhibit 1006, p. 6315



ORFLEBELHE

@¢3$f§#§$ﬁ(JP) :
F3-63717

@B EFAR (A)
2PRs FHERES @0 FR3IFE(1931) 3198
370 A 7530—5B
360 G 7530—-5B
370 A 8323—-5B

TASE® KR EvEO 1 (24R)

74 3V ORBERIC & 3—EEAR

ORHDLG

2888
EEEE
o

@% B ¥1-199025

e B’ I|11(1989)7H3IB

m ¥ . ' Eﬁ#ﬁﬂiSTB$§1% B*ﬁiﬁié&ﬁ
& 3 # - ErSEXSS5TERE1S BFERKGLSHA
BxEAGKXLLH FERSEETSTHEHTE#1S

H8+ #/cl_g

a s . iiﬂﬁ0ﬁﬁ&ﬁ9$enﬁ‘ﬂnﬂarbz

L RAOCLH
74=/oauaamza—ﬁmaxx

2 HERROWE '
masara&&xo*rvzyrmﬂsfz
4=/tu&!R?bmbo74=/!ﬂ¥a
L REARZART 42> KHGET EFTO
#72x2 tOMTHAEKRBINIBBOF >
L—DERETIADHOLBIRFRL, AER
zznmmgemenas££74=vxﬂz&
LT‘\‘L’O*?’ x 2 FKHLTEET&ROO
KOBEFRLLARLTRALAZ L CHRE
123743 ORBARKCLE—EABER,
. RUEoKEAIRH

(ERLOHASN)

AXRARI v Ca~- 2t ARELOMORES

KXICRL, HIK, TORABERLIr Ca—In
OBROEBHRKMT 2,

(RROHA)

R, 3v¥a-stHRELOMTHT U

t’?x!btﬂﬂfblﬂo74=/KHL‘

AKFTHE 24T e —DBR LCWwa, 22, KB
S#uﬁo*fv;yrtﬂbtﬁ—omutﬂ
RTLECL, ThERECHALTT A2 7 BR,

| PIVARBROBAENELTHOTNR,

(RAXMRLL S LT 2ME)
IALABEROTI Y Va—s st HAELOBO

HESRCRMEEALTISRESLI VAR,

AP AELRFC—ERHFICERIAICECT

b, AREORGANOEBREBEISENB S,

ERLABRERTH, HASHhb a2
~ONBARREFNT, @722 bKDKLT
¢f7+=goﬂﬁ.azum50ﬂﬁoﬁﬁt

'ﬁbtﬂﬂﬂ#&f‘HESOﬁﬁﬁﬂﬁxah

LhoXAHS B,

AZRHOBMH, LABRTHIERO+7
22 FKRETET A2 CUBRARTEZ L
K, BREART 4 3 >KHETET~<TO+7
222 tOMTRACEARAZINILBOR RS —

—87—

Petitioner Apple Inc. - Exhibit 1006, p. 6316



: _ BMEI-6371742)
SEREBL. AETHALBcARIh AT A T MIEKH, ARAKLIZT 45 >O0ABRRK

SKRAGTET<CO*7 922 PEHLTRE  I[5—HBOBERO-HRALRT o 28T
TIZLRIDTEIRRAGBEL, REABE . 23,
BYLCLEBTEILIKBRLATA 2208 . BIEAKSWT, 11B743ARFE.
MARKIZ—SRBFRERATILECEE, 1 1HABRARFR, 1 IREALBFRTH S,
(ABEHRTIRBOFR) BIEKSNIT (3 ARFR) { HHAZ

ARBACIZTA 2 vONNRRCLZ—ENB PSRRI IEDLOUBROT 4 v v KRGT 24
BFRH, T43>BREGL, BEIARFRE. A7I=7 +OMUERBLILEET 2, TR,
FAMBFRLEABLTHMRALAVOTHE, SRMELLRARFR IKELON, TAG

TA2ARFER., BREHRTLLEROS A7 V22 b THRBLRBINTWIRTTREL

FOX 2 ERET AT A2 EUABRART IR BMpif=a - L TEHLECRRSNL, A28
BOLOTHEE, | RPR1IRAAECLOFO-DEAREL,

m&!ﬂ%&ﬁ‘ﬂﬁant74axmﬂmf ARZAABBOMAECRELTERT S, KO

24 ~CO* T 922 DM THAKRAIRE MEFR1 1, MAARFET 2 TRELAN
BEOP6—DERETIAHOLOTHS, ﬂﬂ&tﬁ)*v:-nKﬂL‘74=/2R¥

RARBERY, FRRZEAZBELLER  R11TERLAAT S22 bORWE 1 H5D
 RANRTAILKHBFEIFTOF T P29 EEL, AT PX7 1OMUNZ (222 TLE

PEHLTRATEABOLOTH 2, | MFCMET. ZRKID, XFRHMRTAL,
(REH) ' R2B~XTER. thEnd 1BECRTT A
R *gammurﬂﬁtemLtmmfa. 2 KIARGACTRTRABT S,

HFK, B2B8~BTH¢EMLTEHTOR 11CIDTHbAZ, REAKSATH, LB
:ﬁﬁtnﬂfbo - : . ARFRCIDERINTWIAB LW IBEH
§2BK9h1,74=/E#4/!!01ﬁ T#aLFT43 5 1 CARShARAR, BRO
FTBE. CAKLYARKG DA, BREER 742 sT4 226 IHBHLKERIATNE,
Enk7*~574=?51ﬂﬁﬁﬁi€ﬂbo e, $7EK9MTH I'74='5!K
ﬂﬁ8<53ﬁnbwt.ﬁo74=v§#17 tasngﬂﬂmsn\ﬁuoxt14;/5¢
s10CHFRFEL, LAKIDBMARNTE RETLCERIATHSE, chKED, BB
THD. BRAEREAAXSTA 2> 6.21F HICSTROBERRGINCR2MIL, HA-
BKRERTENE, LhbR, AFROTA suma&wefbﬁaﬂ¢<aoabattaa

YARFBEIDTHLN S, BABKHNT, (RAOHR)

=a-30ewdrs2 o CHRTAE. TN HERBLAIIKERAR, REHRTHS
KIDRRERBLATSTOTAI> 51, EBOF 7P L EHABTET 4 3 e ARA
FIRABNKEREARBEHNBRINL, & RIDLE4K, ARTART 45> KHBGTS
ote, ABLCARWE2 F =2 -HER, TRTOF79x2 tONTHABCRAINIKB

J1 TRRINZIIKRPXFTHRDIA, £ BMOPHO—DEREL, REIhAKBESRR
ST2Wn/s=a~-BHERS I THREINILIOIK ARATA I YEHRABGTEFTRTOXT 2}

BEXITRHOINL, ALRARPNWT, #4 >  KHLIEATITZEKIOT, RAERG3 >~

£10C/i=a-3 00 A==2-HAB I3 &N ¥a -2 ORBERKSNT, FCANLET

RT3 likrh, AROBARHKTOACHBRH &KﬂLTﬂ—ﬂEtE*TéEK.‘H&RE.
Eﬁiﬂbocﬂsﬁ;*$20m§§ﬂ¥ﬁ LR —ERfrcRARL L, HASORSE

—88—

Petitioner Apple Inc. - Exhibit 1006, p. 6317



%R ¥3-63717 (3)

AHIERTEILVIBRND S,

« BEOME2ARD : e
B1BR, XRALLZT A3 yOHBRARK .
I5-HERRKRO—KRRERT 7o 7 78T : []. "
5. : WA 305, gusm (HEAU
f28~8180, th¥NBI1RCRTTA ’
SPT
2L BEATRTRABTSH 5o
11 eeceT4a3RARER
12.. -RARARER
13- RORBFER A : Z &
20+ Nfra2 ' A= | q,rgﬁl::uma
- £RA
T 0 o o ¢ f=a - .
fagp [P=8K
s “~"’ -c®A 8 mrec henssuw
40, 60~B4ooeTdqdnz — -
0
2
‘ Mp s EEEAN
FLTC2Y-S ‘zw—-‘e
T2
Gl EA BXxRAKRASGH
KA 2L+ # ~, 0O t
*2 2 . : ? * 4®
== ——
A D> D7) Xoiy I F«¥ET Eatt
00 5051 X1 Seme
Eal JEL= VY s | Rasnn.
Sasras Onerg HRE P
Rprend WPRE Y9 - m e A-£ Li(ilmevryn-tav
2t e
£33 g ] ata;a- X
toeng E’&I‘?;J.u'
e Fear =EIE Ny ' .
£Yens ' R T - :
T — ;j - . =
HEAw B=FXIsl
X 50°

3

t73

syensDnevron-say : 22 lsldarrrs-e
&

o209
el S
Fpidt g
L2885

. E H
P/ Ve IED 7] : m\"f’.“/~717F7 ELI: 3
: _ sse  Eirewons Hrme !
am o, Emrem : : E5R 0 Burem
| R
=

s s S

&
g l‘"‘
L3209
s e
b&tmu'

F“éé SRl

Bezs

—89—

Petitioner Apple Inc. - Exhibit 1006, p. 6318



%58

1#MF3-63717 (4)

B

E’T’:iﬁ;. ZED _yag

Blisen Saprns~a
D g 0 8@,@;7‘ 19~5
£, :u-rﬁ:a Ouarre-s

i iea ALTTIN-ve Y

7 @

B -
FLI s D ED _2om

a9 Snirens™ 3
M2 28
Ma 1 o 9 ﬂmm\&

12434 as(3) Q.-!‘t;.tl'-—se P

i

Petitioner Apple Inc. - Exhibit 1006, p. 6319



Attorney Docket No. 111325-235000

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
BEFORE THE BOARD OF PATENT APPEALS & INTERFERENCES

Confirmation No.: 8299
Group Art Unit: 3621

In re Patent Application of:

Mai NGUYEN, et al.

Serial No. 10/956,070

Filed: October 4, 2004

For: SYSTEM AND METHOD FOR
RIGHTS OFFERING AND GRANTING
USING SHARED STATE VARIABLES

Examiner: Evens J. Augustin

Date: August 13, 2008

N N N N N N N

United States Patent and Trademark Office
Mail Stop Appeal Brief — Patents
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

APPEAL BRIEF

Sir:

In accordance with the provisions of 35 U.S.C. § 134 and 37 C.F.R. § 41.37, Appellants
submit the following Appeal Brief in support of the appeal proceedings instituted by the Notice
of Appeal filed March 13, 2008, in response to the non-final Office Action mailed December 13,

2007 in connection with the above-captioned patent application.

I REAL PARTY IN INTEREST

ContentGuard Holdings, Inc. is the real party in interest.

II. RELATED APPEALS AND INTERFERENCES

There are presently no appeals or interferences known to the Appellants, the Appellants’
representative, or the assignee, which will directly affect, or be directly affected by, or have a

bearing on the Board’s decision in the pending appeal.
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III. STATUS OF CLAIMS

Claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-57 are currently pending in the
application. Claims 1, 9, 11-13, 21, 23-24, 26, 34, 36-39, and 46-48 have been canceled. This
Appeal is taken from the rejection of claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-57,

as submitted in the Appendix herewith.

IV. STATUS OF AMENDMENTS

No amendments have been entered to the claims subsequent to the non-final Office

Action mailed on December 13, 2007.

V. SUMMARY OF CLAIMED SUBJECT MATTER

The present invention generally relates to offering and granting of rights and more
particularly to a method, system and device for offering and granting of rights using shared state

variables.

Independent claim 40 of the present application recites a method for sharing rights
adapted to be associated with an item, the method comprising specifying in a first license at least
one usage right and at least one meta-right for the item, wherein the usage right and the meta-
right include at least one right that is shared among one or more users or devices (See U.S. Patent
Application Publication No. 20050137984, Figs. 15-16, and paras. [0010], [0028], [0029],
[0098], [0099], etc.); defining, via the at least one usage right, a manner of use selected from a
plurality of permitted manners of use for the item (See U.S. Patent Application Publication No.
20050137984, paras. [0010], [0042], etc.); defining, via the at least one meta-right, a manner of
rights derivation selected from a plurality of permitted manners of rights derivation for the item,
wherein said at least one meta-right allows said one or more users or devices to transfer rights or
to derive new rights (See U.S. Patent Application Publication No. 20050137984, paras. [0041],
[0088], etc.); associating at least one state variable with the at least one right in the first license,
wherein the at least one state variable identifies a location where a state of rights is tracked (See
U.S. Patent Application Publication No. 20050137984, paras. [0093], [0096], [0101], etc.);

generating in a second license one or more rights based on the meta-right in the first license,

11104878.1
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wherein the one or more rights in the second license includes at least one right that is shared
among one or more users or devices (See U.S. Patent Application Publication No. 20050137984,
Figs. 15-16, and paras. [0010], [0028], [0029], [0098], [0099], etc.); and associating at least one
state variable with the at least one right that is shared in the second license, wherein the at least
one state variable that is associated with the second license is based on the at least one state
variable that is associated with the first license. (See U.S. Patent Application Publication No.

20050137984, paras. [0093], [0096], [0101], etc.).

Independent claim 41 recites a system for sharing rights adapted to be associated with an
item, the system comprising a means for specifying in a first license at least one usage right and
at least one meta-right for the item, wherein the usage right and the meta-right include at least
one right that is shared among one or more users or devices (See U.S. Patent Application
Publication No. 20050137984, Figs. 15-16, and paras. [0010], [0028], [0029], [0098], [0099],
etc.); means for defining, via the at least one usage right, a manner of use selected from a
plurality of permitted manners of use for the item (See U.S. Patent Application Publication No.
20050137984, paras. [0010], [0042], etc.); means for defining, via the at least one meta-right, a
manner of rights derivation selected from a plurality of permitted manners of rights derivation
for the item, wherein said at least one meta-right allows said one or more users or devices to
transfer rights or to derive new rights (See U.S. Patent Application Publication No.
20050137984, paras. [0041], [0088], etc.); means for associating at least one state variable with
the at least one right in the first license, wherein the at least one state variable identifies a
location where a state of rights is tracked (See U.S. Patent Application Publication No.
20050137984, paras. [0093], [0096], [0101], etc.); means for generating in a second license one
or more rights based on the meta-right in the first license, wherein the one or more rights in the
second license includes at least one right that is shared among one or more users or devices (See
U.S. Patent Application Publication No. 20050137984, Figs. 15-16, and paras. [0010], [0028],
[0029], [0098], [0099], etc.); and means for associating at least one state variable with the at least
one right that is shared in the second license, wherein the at least one state variable that is
associated with the second license is based on the at least one state variable that is associated
with the first license. (See U.S. Patent Application Publication No. 20050137984, paras. [0093],
[0096], [0101], etc.).

11104878.1
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Independent claim 42 recites a device for sharing rights adapted to be associated with an
item, the device comprising means for receiving a first license specifying at least one usage right
and at least one meta-right for the item, wherein the usage right and the meta-right include at
least one right that is shared among one or more users or devices, the least one usage right
defines a manner of use selected from a plurality of permitted manners of use for the item, the at
least one meta-right defines a manner of rights derivation selected from a plurality of permitted
manners of rights derivation for the item, said at least one meta-right allows said one or more
users or devices to transfer rights or to derive new rights, at least one state variable is associated
with the at least one right in the first license and identifies a location where a state of rights is
tracked (See U.S. Patent Application Publication No. 20050137984, Figs. 15-16, and paras.
[0010], [0028], [0029], [0041], [0042], [0088], [0093], [0096], [0098], [0099], [0101], etc.),
etc.); and means for generating in a second license one or more rights based on the meta-right in
the first license, wherein the one or more rights in the second license includes at least one right
that is shared among one or more users or devices, at least one state variable is associated with
the at least one right that is shared in the second license, and the at least one state variable that is
associated with the second license is based on the at least one state variable that is associated
with the first license. (See U.S. Patent Application Publication No. 20050137984, Figs. 15-16,
and paras. [0010], [0028], [0029], [0098], [0099], etc.).

VI.  GROUNDS OF REJECTION TO BE REVIEWED ON APPEAL

The ground of rejection to be reviewed on appeal is the rejection of claims 2-10, 14-22,
25, 27-35, and 40-54 stand rejected under 35 U.S.C. § 102(b) as being anticipated by U.S. Patent
No. 6,226,618 to Downs et al. (Downs).

However, in view of the prior cancellation of claims 9, 21, 34, and 46-48 (Amendment
After Final, filed July 17, 2006), and in view of the prior addition of dependent claims 55-57
(Amendment, filed February 28, 2007), claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-
57 are the remaining pending claims in this application. As such, Appellants assume that this

rejection was intended to apply to each of pending claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-
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45, and 49-57, although no accurate indication has been received from the Examiner in this

regard.

Thus, for the purposes of the Appeal, Appellants assume claims 2-8, 10, 14-20, 22, 25,
27-33, 35, 40-45, and 49-57 stand rejected under 35 U.S.C. § 102(b) as being anticipated by

Downs.

VII. ARGUMENTS

Claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-57 stand rejected under 35 U.S.C.
§ 102(b) as being anticipated by U.S. Patent No. 6,226,618 to Downs et al. In order to be
anticipated under 35 U.S.C. § 102, each and every element set forth in a claim must be found,

either expressly or inherently described, in a single prior art reference. M.P.E.P. § 2131.

A. Downs fails to disclose or suggest each and every feature recited in claims 2-8, 10,

14-20, 22, 25, 27-33, 35, 40-45, and 49-57.

Downs fails to disclose or suggest each and every feature recited in claims 2-8, 10, 14-20,
22,25, 27-33, 35, 40-45, and 49-57, and therefore fails to anticipate these claims. For example,
independent claim 40 recites a method for sharing rights adapted to be associated with an item,
the method comprising specifying in a first license at least one usage right and at least one meta-
right for the item, wherein the usage right and the meta-right include at least one right that is
shared among one or more users or devices, defining, via the at least one usage right, a manner
of use selected from a plurality of permitted manners of use for the item, defining, via the at least
one meta-right, a manner of rights derivation selected from a plurality of permitted manners of
rights derivation for the item, wherein the at least one meta-right allows the one or more users or
devices to transfer rights or to derive new rights, associating at least one state variable with the
at least one right in the first license, wherein the at least one state variable identifies a location
where a state of rights is tracked, generating in a second license one or more rights based on the
meta-right in the first license, wherein the one or more rights in the second license includes at
least one right that is shared among one or more users or devices, and associating at least one

state variable with the at least one right that is shared in the second license, wherein the at least
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one state variable that is associated with the second license is based on the at least one state

variable that is associated with the first license.

In addition, independent claim 41 recites a system for sharing rights adapted to be
associated with an item, the system comprising means for specifyving in a first license at least one
usage right and at least one meta-right for the item, wherein the usage right and the meta-right
include at least one right that is shared among one or more users or devices, means for defining,
via the at least one usage right, a manner of use selected from a plurality of permitted manners of
use for the item, means for defining, via the at least one meta-right, a manner of rights derivation
selected from a plurality of permitted manners of rights derivation for the item, wherein the at
least one meta-right allows the one or more users or devices to transfer rights or to derive new
rights, means for associating at least one state variable with the at least one right in the first
license, wherein the at least one state variable identifies a location where a state of rights is
tracked, means for generating in a second license one or more rights based on the meta-right in
the first license, wherein the one or more rights in the second license includes at least one right
that is shared among one or more users or devices, and means for associating at least one state
variable with the at least one right that is shared in the second license, wherein the at least one
state variable that is associated with the second license is based on the at least one state variable

that is associated with the first license.

Furthermore, independent claim 42 recites a device for sharing rights adapted to be
associated with an item, the device comprising means for receiving a first license specifying at
least one usage right and at least one meta-right for the item, wherein the usage right and the
meta-right include at least one right that is shared among one or more users or devices, the least
one usage right defines a manner of use selected from a plurality of permitted manners of use for
the item, the at least one meta-right defines a manner of rights derivation selected from a
plurality of permitted manners of rights derivation for the item, the at least one meta-right allows
the one or more users or devices to transfer rights or to derive new rights, at least one state
variable is associated with the at least one right in the first license and identifies a location
where a state of rights is tracked, and means for generating in a second license one or more

rights based on the meta-right in the first license, wherein the one or more rights in the second
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license includes at least one right that is shared among one or more users or devices, at least one
state variable is associated with the at least one right that is shared in the second license, and
the at least one state variable that is associated with the second license is based on the at least

one state variable that is associated with the first license.

Thus, the invention recited in independent claims 40, 41 and 42 includes at least the
novel features of specifying in a first license at least one usage right and at least one meta-right
for an item, the at least one meta-right allows one or more users or devices to transfer rights or to
derive new rights, associating at least one state variable with the at least one right in the first
license, wherein the at least one state variable identifies a location where a state of rights is
tracked, generating in a second license one or more rights based on the meta-right in the first
license, and associating at least one state variable with at least one right that is shared in the
second license, wherein the at least one state variable that is associated with the second license is

based on the at least one state variable that is associated with the first license.

In contrast, Downs is directed to a method and apparatus of securely providing data to a
user’s system, wherein the data is encrypted so as to only be decryptable by a data decrypting
key, the data decrypting key being encrypted using a first public key, and the encrypted data
being accessible to the user’s system. The method includes transferring the encrypted data
decrypting key to a clearing house that possesses a first private key, which corresponds to the
first public key; decrypting the data decrypting key using the first private key; re-encrypting the
data decrypting key using a second public key; transferring the re-encrypted data decrypting key
to the user's system, the user's system possessing a second private key, which corresponds to the
second public key; and decrypting the re-encrypted data decrypting key using the second private

key.

Downs fails to disclose, teach or suggest at least the noted features recited in independent

claims 40, 41, and 42.
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1. Downs fails to disclose “meta-rights” as recited in the claims

Contrary to the Examiner’s assertions, Downs fails to disclose meta-rights, as recited in
the claims. Meta-rights are defined in the present patent application, as rights to “permit
granting of rights to others or the derivation of rights.” (See U.S. Patent Application Publication
No. 20050137984, para. [0041]).

[0041] Rights can specify transfer rights, such as distribution rights, and
can permit granting of rights to others or the derivation of rights. Such
rights are referred to as “meta-rights”. Meta-rights are the rights that one has
to [generate], manipulate, modify, [dispose of] or otherwise derive other
meta-rights or usage rights. Meta-rights can be thought of as usage rights to
usage rights [or other meta-rights]. Meta-rights can include rights to offer,
grant, obtain, transfer, delegate, track, surrender, exchange, and revoke usage
rights to/from others. Meta-rights can include the rights to modify any of the
conditions associated with other rights. For example, a meta-right may be the
right to extend or reduce the scope of a particular right. A meta-right may also
be the right to extend or reduce the validation period of a right.

As succinctly stated and defined in the present patent application, usage rights permit
actions on an item, such as music, video, digital content, and the like. Such actions can include
play, read, view, other uses, and the like, of the item. On the other hand, meta-rights permit
actions on rights, such as usage rights and meta-rights. Such actions can include generate,

modify, transfer, and the like, of rights.

By contrast, the system of Downs does not disclose meta-rights, but instead merely
discloses that content stores can alter usage conditions. For example, and as identified by the

Examiner, Downs discloses, at Col. 21, lines 30-42:

The Content Usage Control Layer 505 permits the specification and enforcement
of the conditions or restrictions imposed on the use of Content 113 use at the
End-User Device(s) 109. The conditions may specify the number of plays
allowed for the Content 113, whether or not a secondary copy of the Content
113 is allowed, the number of secondary copies, and whether or not the Content
113 may be copied to an external portable device. The Content Provider(s) 101
sets the allowable Usage Conditions 517 and transmits them to the Electronic
Digital Content Store(s) 103 in a SC (see the License Control Layer 501
section). The Electronic Digital Content Store(s) 103 can add to or narrow the
Usage Conditions 517 as long as it doesn't invalidate the original conditions set
by the Content Provider(s) 101. The Electronic Digital Content Store(s) 103
then transmits all Store Usage Conditions 519 (in a SC) to the End-User
Device(s) 109 and the Clearinghouse(s) 105. The Clearinghouse(s) 105 perform
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Usage Conditions Validation 521 before authorizing the Content 113 release to
an End-User Device(s) 109.

Thus, contrary to the Examiner’s assertions, Downs does not disclose the concept of
meta-rights as it is recited in the claims and used in this invention. Instead, this portion of
Downs merely provides that a content store has the ability to add to or narrow usage conditions,
but requires that the usage conditions do not invalidate the original conditions set by the Content

Provider.

This is clearly distinguishable from meta-rights, as is recited in the claims. Specifically,
Downs fails to disclose or suggest a license that includes “at least one usage right and at least one
meta-right for the item, wherein the usage right and the meta-right include at least one right that
is shared among one or more users or devices,” “defining, via the at least one usage right, a
manner of use selected from a plurality of permitted manners of use for the item,” and “defining,
via the at least one meta-right, a manner of rights derivation selected from a plurality of
permitted manners of rights derivation for the item, wherein said at least one meta-right allows
said one or more users or devices to transfer rights or to derive new rights,” as is recited in claim

40, for example.

Accordingly, Appellants again respectfully submit that, while Downs suggests that a
store can add to or narrow usage conditions with restrictions, Downs completely fails to disclose
or suggest the concept of meta-rights as set forth in the specification and recited in the claims.
Accordingly, Downs is silent with respect to the novel meta-rights feature of the invention

recited in independent claims 40, 41 and 42.

Moreover, contrary to the Examiner’s assertion on page 4 of the Office Action that
Downs discloses meta-rights by simply defining “onto what kinds of media the content can be
transferred to” (citing Downs, col. 59, lines 52-54), Downs completely fails to disclose, teach or
suggest meta-rights, which allow one or more users or devices to transfer rights or to derive new

rights, as recited in independent claims 40, 41 and 42.
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2. Downs fails to disclose the use of ‘“‘state variable(s)” with “meta-rights”

The combination of state variables together with meta-rights further patentably
distinguishes the invention recited in independent claims 40, 41 and 42 over Downs. For
example, the combination of state variables and meta-rights, advantageously, enables the sharing
of rights, wherein one shared right can be derived from another shared right in accordance with a
meta-right. In addition, a state variable referring to a location on the device can be used to infer
that the right is exclusive to the device, whereas a state variable referring to a location on a
server can be used to infer that the right is shared among multiple devices; wherein each device

that exercises the right will cause the state variable on the server to be updated.

The following two examples illustrate the use of state variables together with meta-rights
in more detail (See U.S. Patent Application Publication No. 20050137984, paras. [0095] and
[0099]):

[0095] FIG. 14 is used to illustrate employing of a state variable in deriving
inherited usage rights, according to the present invention. In FIG. 14, a derived
right can inherit a state variable from meta-rights. For example, a personal
computer (PC) of a user, Alice, can be configured to play an e-book according to
a license 1403. A personal data assistant (PDA) of Alice also can obtain a right
to play the e-book according to offer 1401, if the PC and PDA share the same
state variables 1404 and 1405, e.g., “AlicePlayEbook.” A derived right 1402
allows Alice also to play the e-book on her PDA as long as the PDA and the PC
share a same count limit 1406 of 5 times.

[0099] FIG. 16 is used to illustrate employing of a state variable in deriving
rights that are shared among a dynamic set of rights recipients, according to the
present invention. In FIG. 16, an offer 1601 specifies that a distributor can issue
site licenses to affiliated clubs, allowing 5 members of each club to concurrently
view, play, and the like, content, such as an e-book. A corresponding state
variable 1607 associated with such a right can be unspecified in the offer 1601.
When corresponding rights 1602 and 1603 are issued to affiliated clubs, the
corresponding club identities are used to specify state variables 1608 and 1609
in the issued rights. The offers 1602 and 1603 are meta-rights derived from the
offer 1601, with offer being assigned the distinct state variables 1608 and 1609.
Further rights 1604-1606 can be derived from the offers 1602 and 1603 to be
shared among members of each respective club. The licenses 1604 and 1605 are
examples of rights derived from the offer 1602, and which inherit the state
variable 1608, e.g., “urn:acme:club,” whereas the license 1606 inherits the state
variable 1609, e.g., “urn:foo:club.”

Thus, contrary to the Examiner’s assertions, a state variable is not simply “the number of

copies” or “rental terms.” Instead, a state variable references, for example, a counter or variable
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where “the number of copies” or “rental terms” is maintained, and wherein such a counter or
variable can be located on a local device or a remote server. The ability to choose the location of
a state keeper instead of a specific number, advantageously, provides a mechanism for the rights

owner to control rights sharing.

3. The invention recited in claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-57

offer distinct advantages over systems such as Downs

The invention recognizes and solves the following problems:

[0009] However, there are limitations associated with the above-mentioned
paradigms wherein only usage rights and conditions associated with content are
specified by content owners or other grantors of rights. Once purchased by an
end user, a consumer, or a distributor, of content along with its associated usage
rights and conditions has no means to be legally passed on to a next recipient in
a distribution chain. Further the associated usage rights have no provision for
specifying rights to derive other rights, i.e. Rights to modify, transfer, offer,
grant, obtain, delegate, track, surrender, exchange, transport, exercise, revoke, or
the like. Common content distribution models often include a multi-tier
distribution and usage chain. Known DRM systems do not facilitate the ability
to prescribe rights and conditions for all participants along a content distribution
and usage chain. Therefore, it is difficult for a content owner to commercially
exploit content unless the owner has a relationship with each party in the
distribution chain.

In addition, the invention provides the following advantages:

[0090] There are multiple ways to specify the scope of state variables, each of
which can affect whether the derivative state variables can be shared, how the
derivative state variables can be shared, and the like. For example, a state
variable can be local, and solely confined to a recipient or can be global, and
shared by a predetermined group of recipients. A global state variable can be
shared by a group of recipients not determined when derived rights are issued,
but to be specitied later, perhaps based on certain rules defined in the license or
based on other means. A global state variable can be shared between one or
more rights suppliers, predetermined recipients, un-specified recipients, and the
like. Advantageously, depending on the sharing employed with a given a
business model and the rights granted in the meta-rights, state variables can be
created at different stages of the value chain.

B. Downs fails to anticipate claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-57
under 35 U.S.C. § 102(b)

For at least the above reasons set forth above, Downs fails to disclose or suggest each and

every feature recited in independent claims 40-42, and therefore fails to anticipate these claims
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under 35 U.S.C. § 102(b). Accordingly, the rejection of these claims under 35 U.S.C. § 102(b)

in view of Downs should be reversed.

Dependent claims 2-10, 14-22, 25, 27-33, 35, 43-45, and 49-57 are also allowable over

Downs for at least the reasons set forth above, and also on their own merits.

VIII. CONCLUSION

For at least the above reasons, pending claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45,
and 49-57 define patentable subject matter under 35 U.S.C. § 102(b). Accordingly, Appellants
respectfully request that this Honorable Board reverse the rejections of claims 2-8, 10, 14-20, 22,
25, 27-33, 35, 40-45, and 49-57 under 35 U.S.C. § 102(b) in view of Downs.

Except for issue fees payable under 37 C.F.R. § 1.18, the Commissioner is hereby
authorized by this paper to charge any additional fees during the entire pendency of this
application including fees due under 37 C.F.R. §§ 1.16 and 1.17 which may be required,
including any required extension of time fees, or credit any overpayment to Deposit Account No.
19-2380. This paragraph is intended to be a CONSTRUCTIVE PETITION FOR
EXTENSION OF TIME in accordance with 37 C.F.R. § 1.136(a)(3).

Respectfully submitted,
NIXON PEABODY, LLP

Date: August 13, 2008 /Stephen M. Hertzler, Reg. No. 58.247/
Stephen M. Hertzler
Registration No. 58,247

Customer Number: 22204

NIXON PEABODY LLP
401 9" Street, N.W., Suite 900
Washington, DC 20004

(202) 585-8000 — Telephone
(202) 585-8080 - FAX
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IX. CLAIMS APPENDIX

1. (Cancelled)

2. (Previously Presented) The method of claim 40, wherein the state variable in the first
or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta-rights.

3. (Previously Presented) The method of claim 40, wherein the state variable in the first
or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta-rights.

4. (Previously Presented) The method of claim 40, wherein the state variable in the first
or second license inherits a remaining state for content usage or rights derivation from other

generated usage rights and meta-rights.

5. (Previously Presented) The method of claim 40, wherein the state variable in the first

or second license is updated upon exercise of a right associated with the state variable.

6. (Previously Presented) The method of claim 40, wherein the state variable in the first

or second license represents a collection of states.

7. (Previously Presented) The method of claim 40, further comprising:

generating in a third license one or more rights from at least one of the usage right and the
meta-right in the second license,

wherein the one or more rights in the third license includes at least one right that is shared
among one or more users or devices;

associating at least one state variable with the at least one right that is shared in the third

license,
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wherein the at least one state variable that is associated with the third license is based on

the at least one state variable that is associated with the second license.

8. (Previously Presented) The method of claim 40, further comprising a plurality of state
variables that determine the state of the at least one right that is shared in the first or the second

license.

9. (Cancelled)

10. (Previously Presented) The method of claim 40, wherein the state variable in the
second license is transferred from the at least one right in the first license and is associated with

the right that is shared in the second license.

11-13. (Cancelled)

14. (Previously Presented) The system of claim 41, wherein the state variable in the first
or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta-rights.

15. (Previously Presented) The system of claim 41, wherein the state variable in the first
or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta-rights.

16. (Previously Presented) The system of claim 41, wherein the state variable in the first
or second license inherits a remaining state for content usage or rights derivation from other

generated usage rights and meta-rights.

17. (Previously Presented) The system of claim 41, wherein the state variable in the first

or second license is updated upon exercise of a right associated with the state variable.
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18. (Previously Presented) The system of claim 41, wherein the state variable in the first

or second license represents a collection of states.

19. (Previously Presented) The system of claim 41, further comprising:

means for generating in a third license one or more rights from at least one of the usage
right and the meta-right in the second license,

wherein the one or more rights in the third license includes at least one right that is shared
among one or more users or devices;

means for associating at least one state variable with the at least one right that is shared in
the third license,

wherein the at least one state variable that is associated with the third license is based on

the at least one state variable that is associated with the second license.

20. (Previously Presented) The system of claim 41, including a plurality of state variables

that determine the state of the at least one right that is shared in the first or the second license.

21. (Cancelled)

22. (Previously Presented) The system of claim 41, wherein the state variable in the
second license is transferred from the at least one right in the first license and is associated with

the right that is shared in the second license.

23-24. (Cancelled)

25. (Previously Presented) The system of claim 41, wherein the system is implemented

with one or more hardware and software components.

26. (Cancelled)
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27. (Previously Presented) The device of claim 42, wherein the state variable in the first
or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta-rights.

28. (Previously Presented) The device of claim 42, wherein the state variable in the first
or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta-rights.

29. (Previously Presented) The device of claim 42, wherein the state variable in the first
or second license inherits a remaining state for content usage or rights derivation from other

generated usage rights and meta-rights.

30. (Previously Presented) The device of claim 42, wherein the state variable in the first

or second license is updated upon exercise of a right associated with the state variable.

31. (Previously Presented) The device of claim 42, wherein the state variable in the first

or second license represents a collection of states.

32. (Previously Presented) The device of claim 42, wherein a third license includes one or
more rights from at least one of the usage right and the meta-right in the second license,

the one or more rights in the third license includes at least one right that is shared among
one or more users or devices,

at least one state variable is associated with the at least one right that is shared in the third
license, and

the at least one state variable that is associated with the third license is based on the at

least one state variable that is associated with the second license.

33. (Previously Presented) The device of claim 42, including a plurality of state variables

that determine the state of the at least one right that is shared in the first or the second license.
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34, (Cancelled)

35. (Previously Presented) The device of claim 42, wherein the state variable in the
second license is transferred from the at least one right in the first license and is associated with

the right that is shared in the second license.

36-39. (Cancelled)

40. (Previously Presented) A method for sharing rights adapted to be associated with an
item, the method comprising:

specifying in a first license at least one usage right and at least one meta-right for the
item, wherein the usage right and the meta-right include at least one right that is shared among
one or more users or devices;

defining, via the at least one usage right, a manner of use selected from a plurality of
permitted manners of use for the item;

defining, via the at least one meta-right, a manner of rights derivation selected from a
plurality of permitted manners of rights derivation for the item, wherein said at least one meta-
right allows said one or more users or devices to transfer rights or to derive new rights;

associating at least one state variable with the at least one right in the first license,
wherein the at least one state variable identifies a location where a state of rights is tracked;

generating in a second license one or more rights based on the meta-right in the first
license, wherein the one or more rights in the second license includes at least one right that is
shared among one or more users or devices; and

associating at least one state variable with the at least one right that is shared in the
second license, wherein the at least one state variable that is associated with the second license is

based on the at least one state variable that is associated with the first license.

41. (Previously Presented) A system for sharing rights adapted to be associated with an

item, the system comprising:
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means for specifying in a first license at least one usage right and at least one meta-right
for the item, wherein the usage right and the meta-right include at least one right that is shared
among one or more users or devices;

means for defining, via the at least one usage right, a manner of use selected from a
plurality of permitted manners of use for the item;

means for defining, via the at least one meta-right, a manner of rights derivation selected
from a plurality of permitted manners of rights derivation for the item, wherein said at least one
meta-right allows said one or more users or devices to transfer rights or to derive new rights;

means for associating at least one state variable with the at least one right in the first
license, wherein the at least one state variable identifies a location where a state of rights is
tracked;

means for generating in a second license one or more rights based on the meta-right in the
first license, wherein the one or more rights in the second license includes at least one right that
is shared among one or more users or devices; and

means for associating at least one state variable with the at least one right that is shared in
the second license, wherein the at least one state variable that is associated with the second

license is based on the at least one state variable that is associated with the first license.

42. (Previously Presented) A device for sharing rights adapted to be associated with an
item, the device comprising:

means for receiving a first license specifying at least one usage right and at least one
meta-right for the item, wherein the usage right and the meta-right include at least one right that
is shared among one or more users or devices, the least one usage right defines a manner of use
selected from a plurality of permitted manners of use for the item, the at least one meta-right
defines a manner of rights derivation selected from a plurality of permitted manners of rights
derivation for the item, said at least one meta-right allows said one or more users or devices to
transfer rights or to derive new rights, at least one state variable is associated with the at least one
right in the first license and identifies a location where a state of rights is tracked; and

means for generating in a second license one or more rights based on the meta-right in the

first license, wherein the one or more rights in the second license includes at least one right that

11104878.1
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is shared among one or more users or devices, at least one state variable is associated with the at
least one right that is shared in the second license, and the at least one state variable that is
associated with the second license is based on the at least one state variable that is associated

with the first license.

43. (Previously Presented) The method of claim 40, wherein the method is implemented
with one or more hardware and software components configured to perform the steps of the

method.

44. (Previously Presented) The method of claim 40, wherein the method is implemented
with one or more computer readable instructions embedded on a computer readable medium and

configured to cause one or more computer processors to perform the steps of the method.

45. (Previously Presented) The device of claim 42, wherein the device is implemented

with one or more hardware and software components.

46-48. (Cancelled)

49. (Previously Presented) The method of claim 40, wherein the plurality of permitted
manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed, edit,

authorize, install, and un-install the item.

50. (Previously Presented) The system of claim 41, wherein the plurality of permitted
manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed, edit,

authorize, install, and un-install the item.

51. (Previously Presented) The device of claim 42, wherein the plurality of permitted
manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed, edit,

authorize, install, and un-install the item.

11104878.1

Petitioner Apple Inc. - Exhibit 1006, p. 6338



Application Serial No. 10/956,070
Attorney Docket No. 111325-235000
Page 20 of 22

52. (Previously Presented) The method of claim 40, wherein the plurality of permitted
manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

53. (Previously Presented) The system of claim 41, wherein the plurality of permitted
manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

54. (Previously Presented) The device of claim 42, wherein the plurality of permitted
manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

55. (Previously Presented) The method of claim 40, further comprising:

generating in a further license one or more rights based on the meta-right in the second
license, wherein the one or more rights in the further license includes at least one right that is
shared among one or more users or devices; and

associating at least one state variable with the at least one right that is shared in the
further license, wherein the at least one state variable that is associated with the further license is

based on the at least one state variable that is associated with the second license.

56. (Previously Presented) The method of claim 40, wherein the at least one state variable
that is associated with the second license is the same as the at least one state variable that is
associated with the first license, if the at least one state variable that is associated with the first

license does not identify an unspecified location.

57. (Previously Presented) The method of claim 40, wherein the at least one state variable
that is associated with the second license is assigned a new location identification, if the at least

one state variable that is associated with the first license identifies an unspecified location.
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X. EVIDENCE APPENDIX

None.
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XI. RELATED PROCEEDINGS APPENDIX

None.
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Digital watermarking
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ABSTRACT

This paper presents a process able to mark digital pictures with an invisible and undetectable secrete infor-
mation, called the watermark. This process can be the basis of a complete copyright protection system.
The process first step consists in producing a secrete image . The first part of the secret resides in a basic infor-
mation that forms a binary image. That picture is then frequency modulated. The second part of the secret is
precisely the frequencies of the carriers. Both secrets depends on the identity of the copyright owner and on the
original picture contents. The obtained picture is called the stamp.
The second step consists in modulating the ampitude of the stamp according to a masking criterion stemming
from a model of human perception. That too theoretical criterion is corrected by means of morphological tools
helping to locate in the picture the places where the criterion is supposed not to match.
This is followed by the adaptation of the level of the stamp at that places. The so formed watermark is then
added to the original to ensure its protection.
That watermarking method allows the detection of watermarked pictures in a stream of digital images, only with
the knowledge of the picture owner’s secrets.

Keywords: copyright protection, watermark, secrete key, masking, human vision model, perceptive compo-
nents, morphology, robustness, detection, correlation.

1 GENERAL INTRODUCTION

With the increasing availability of digitally stored information and the development of new multimedia services,
security questions are becoming even more urgent. The acceptance of new services depends on whether suitable
techniques for the protection of the work providers’ interests are available.!

Moreover the nature of digital media threatens its own viability:

o First the replication of digital works is very easy and, what is more dangerous, really perfect. The copy is
identical to the original.
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o The ease of transmission and multiple uses is very worrying, too. Once a single pirate copy has been made,
it is instantaneously accessible to anyone who wants it, without any control of the original picture owner.

o Eventually the plasticity of digital media is a great menace. Any malevolent user (a pirate) can modify an
image at will. Such maniplations are really easy for a pirate and put many copyright protection methods
at risk.

According to these considerations the conception of a copyright protection system is really vital and it consti-
tutes a great challenge, because it should cope with all these threats. Without watermarking, most authors will
not dare to broadcast their work. -

This paper presents an additive watermarking technique. It consits in producing a synthetic picture (also
called the stamp) which holds informations about the ownership of the original image and depends on the picture
contents. That stamp is added to the original in a way that resulting picture is perceptually identical to the
original one and so that the stamp is indetectable by a pirate computer. The aim of that technique is not the
authentication of the picture content nor the identication of the owner. It is to allow a controller (i.e. the owner’s
computer or a Trusted Third Part) to find out watermarked pictures in a stream of images with the knowledge
of the owner’s secret key in order to detect broadcast of illegal copies.

The most interesting part of that method is the embedding process i.e. the weighting of each pixels of the
stamp before adding it to the original. This is based on the masking concept coming from a model of human vision
(the perceptive model). From this concept was deduced a method which reveals itself actually efficient. Another
interesting part is the presentation of two methods used for the detection of watermarked pictures without the
original. This last point is fundemental for the management of the copyright protection.

Eventually this paper ends with the analyse of the results and the system robustness.

2 THE MASKING

2.1 Introduction

The aim of a watermarking technique is to provide an invisible embedding of a secrete information, the
watermark. This watermark must be masked (hidden) by the picture it is inlayed in. Precisely a master thesis has
lead to a masking criterion deduced from physiological and psychophysic studies.? Nevertheless, this theoretical
criterion having been formulated for monochromatic signals, it had to be adaptated to suit real images.

2.2 The perceptive model: approximation of the eye functionment

It is now admitted that the retina of the eye splits an image in several components. These components circu-
late from the eye to the cortex by different tuned channels, one channel being tuned to one component.

The characteristics of one component are:

e the location in the visual field (in the image).
e the spatial frequency (in the Fourier domain: the amplitude in polar coordinates).

o the orientation (in the Fourier domain: the phase in polar coordinates)
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So, one perceptive channel can only be excited by one component of a signal whose characteristics are tuned to
its. Components that have different characteristics are independent.

2.3 The masking concept

According to perceptive model of human vision,? signals that have same (near) components take the same
channels from the eye to the cortex. It appears that such signals interact and are submitted to non-linear effects.
The masking is one of those effects. '

Definition: the detection threshold is the minimum level below which a signal can not be seen.
Definition: the masking occurs when the detection threshold is increased because of the presence of another
signal. .

In other words, there is masking when a signal can not be seen because of another with near characteristics
and at a higher level.

2.4 The masking model

With the object of modalizing the masking phenomenon, tests have been made on monochromatic signals,
also called gratings. It appears that the eye is sensitive to the contrast of those gratings. This contrast is defined
by: '
2(Lmaz — Lmin)

C= (1)

Lmaz + Lmin
where L is the luminance.
It is possible to determine experimentally the detection threshold of one signal of contrast C, with respect to the
contrast Cy, of the masking signal. That threshold can be modalized as follows:

logC,

logCrp

Such bilogarithmic curves are traced for signals of one single frequency and one orientation (fo, 0g).
The expression of the detection threshold is thus:

C, = maz[Co, Co(% E] ) (2)

where ¢ (the slope) depends on (fo, 6g), typically, 0.6 < e < 1.1.
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It is possible to extend that expression to introduce frequency dependence. The general expression of the
detection threshold is becomes:

CS(Cmv 1, 0) =Co + k(foyoo)(f’ 0) [C-’ (fo,9o)(Cm) - CO] (3)

where: Z(L)
09"\, (0 - 00)2 ' .
Fo) T 0% | “

l
K(10,00)(f,8) = ezp[—(

In that expression, fo and 0y are relevant to the masking signal, f and @ are relevant to the masked signal,
F(fo) and O(f;) are parameters that represent the spreading of the Gaussian function, Cy is often negligable.
The spread of the gaussian function depends upon the frequency fy: For frequency, typical bandwith at half
response are 2,5 octaves at 1 ¢/d and 1,5 octaves at 16 c/d with a linear decrease between both frequencies.* For
orientation, half bandwith at half response depends on fy and it takes typical values like 30 degrees at 1 ¢/d and
15 degrees at 16 c/d.’

After this expression, the frequency dependence of the detection threshold has a Gaussian form. Only near
frequency signals can interact. When the frequency of the masking signal (the mask) is far from this of the signal
to mask, the detection threshold is almost equal to Cp.

2.5 The masking criterion

It is important to notice that those results concern only gratings signals. To deduce a masking criterion that
will apply to signals like real images, the preceding masking condition has to be adaptated. So, it is necessary
to define a new concept able to take the place of the contrast, because the contrast is not define for real images.
That new concept,? is the local energy.

The local energy is defined on narrowband signals centered around one frequency and one orientation. A
picture which is a broadband signal is first filtered by Gabor narrowband filters, whose characteristics are near to
human perception. The local energy around one frequency and one orientation is calculated following the scheme
presented 1in this figure:

I(x ,y)—,[analytic filters (fo, 0o) — . local energy s, 4,) (X, ¥)=E(s,,60)(%, ¥)

The masking criterion: If the local energy of one picture is less than the local energy of the mask, around
all the frequencies (fo,0o) and for each pixel (x, y), then one can say that the picture is masked by the mask.
Strictly, a picture is masked by a mask if ¥(z, y) and Y(fo, 0o), Emask,(fo,60)(%>¥) 2 Epicture,(fo,80) (%, y). For real
images, a good approximation of this criterion can be obtained by using a bank of filters whose central frequencies
correspond to independent components and which are spread on all the Fourier space. It is admitted that 4 or
5 frequencies and 4 to 9 orientations are sufficient. The standard choice is twenty filters (5 frequencies and 4
orientations).
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Figure 1: Example of basic information used

2.6 Conclusion

This section has lead to the expression of an easily implementable masking criterion appliable to any 1mage.
But this criterion is only an extension of a theoretic criterion appliable to monochromatic signals. Thus cases
where that criterion does not match are possible.

3 PRINCIPLE OF THE SYSTEM

3.1 Basic information of the watermark

This information is a binary picture looking like 2 modified checkerboard (figure 1). As explained later, the
pixels value of the square forming that picture can correspond to a binary sequence deduced from the copyright
owner’s (CO) secrete key.

3.2 The stamp

In order to take advantage of the eye behaviour, the basic information is modulated at different frequencies

and orientations corresponding to rather independent components. Moreover, we take care to filter the initial
checkerboard with a low pass filter (LPF) (i.e. a Butterworth LPF) so that the resulting signal is bandlimited.
This point is very important because it permits to limit the verification of the masking criterion in the corespond-
ing channel.
The position of the modulating carriers is secref. It can be deduced from CO’s secret key. In practice, the
frequency plan is divided into sectors. Fach sector is relevant to one perceptive component and defined a group
of couples (f,0) where basic information can be modulated. Only one couple is chosen for each sector (because
couples of a same sector don’t stimulate independent components). The picture obtained from the sum of each
modulated grid is called the stamp S(z,y).

S(,y) =Y G(z,v).cos(fo;- + fy;-¥) ()
JjEK
K represents the set of sectors and (fz;, fy;) correspond to the couple chosen in sector j ( this couple is designed
by the CO’s secrete key).
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3.3 The position of the process in a global copyright scheme

The process should be placed in a copyright protection scheme like drawn at figure 2.

The skeletization function consists in an image processing program extracting essential characteristics from an
image. The resuli is a bitsteam. This must be followed by a hash-function® whose result is a succession of blocks
of bits. Every block has the same length. The skeletization function gives the same result for two near images
(i.e. original image and watermarked image). But the H-function always gives different results from different
bitstreams as inputs. So, the inscription keys will be different for perceptually distinct pictures. After the H-
function, the ciphering function is a trapdoor function.® Thanks to this function the inscription keys used to
deduce the basic grid and the position of the carriers depends on the CQO’s secret key.

The aim of the use of a trapdoor function is to prevent someone from reproducing the same inscription keys with
the knowledge of the H-function result. But it is possible for anyone to inverse that trapdoor function and to find
the H-function result from the inscription keys. It can be interesting in a proof procedure.

4 IMPLEMENTATION

4.1 Inscription

The purpose of the inscription is to adapt the level of each part of the stamp ( for all frequencies ) to make it
invisible once added to the picture. As mentioned above, each part of the stamp is narrow band. Inscriptions at
different frequencies are thus independent and one can treat the different components of the stamp one at a time.
For each frequency designed by the inscription keys, the procedure is divided in three steps : the modulation, the
regulation of the level and the correction.

e Modulation
The first step consists in the modulation of the particular carrier by the lowpass grid G(z, y). The result is
G(z,y).cos(fz; .z + fy;.y), where [, and f,, are the carrier position.

e Regulation of the level

According to the perceptual model, in order to guarantee the invisibility of the watermark its local energy
has to be inferior to the picture local energy for each pixel around the inscription frequency. A way to
reach this objective is to multiplicate the modulated grid by a weighting mask Weight;(z,y) reducing
the amplitude of the stamp where energy in the correponding component of the original picture is weak.
Nevertheless, one must take care to keep the narrow band characteristic of the resulting signal S;(z,y) (=
Weight;(z,y).G(z,y).cos(fz;.x + fy;.y)) in order to avoid non linear interactions between different parts of
the stamp. In conclusion, ¥, we have to find a signal Weight;(2,y) so that:

- V(x,y) Esj(.’lf,y) < Elx(fzj'fzi)(z’y)
— Sj is narrow band

For simplification, lets consider Weight;(z,y) be composed of two factors:

— a;j, a constant factor (fixing the global level of the stamp).

~ M;(z,y), a mask whose values € [0, 1].

When ¢ is chosen, the way to find M;(z,y) so that Weight;(z,y) satisfy the conditions defined above is
the following:
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Figure 2: Global scheme for copyright protection.
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— Firstly, M;(z, y) is a binary mask. M;(z,y) = 1 when the local energy of the stamp pemits the masking
and M;(z,y) = 0 when the local energy of the stamp is too important. It is obvious that the initial
choice of ; has a direct influence on M;(z,y). Indeed, a great a; value will lead to put most of the
M;(z,y) values to zero, while a small a; value will lead to keep most of M;(z,y) values at one.

~ Secondly, Weight;(z,y) is filtered so that the stamp remains narrow band.

— After this second step, one has found a signal a;.M;(z,y).G(z,y) which is better masked than
a;.G(z,y). In order to really satisfy the masking criterion V(z, y), this procedure must be repeated
iteratively, taking M;(z,y).G(z,y) as new G(z,y). Experiments have shown that only two iterations
are sufficient to have a result satisfying the masking criterion everywhere.

One important question remains: how to choose a;?

It has already been said that the more a; increases, the more M;(z,y) has points equal to zero. A trade off
has to be found by means of a defined criterion. Maximizing the correlation at the detection (by maximiz-
ing 3" ;. Mj(z,y).G(z,y)) could have been a good criterion, but such a criterion often tends to impose an
optimum with a lot of points equal to zero and a small number of points with a great value. The addition
of the so obtained watermark generally entails a degradation of the picture quality. This emphasizes the
lack of the masking criterion used.

As mentioned in section 2.6, the invisibility criterion used here is an extension for real images. It appears
that this extension entails some imperfections. This criterion being insufficient, some improvements have
been brought thanks to experimental results.

The conclusion of these observations is that the invisibility is only strictly observed in high activity re-
‘gions, where the local energy of high fequencies is important. These regions have to be favoured during the
inscription in the sense that the level of the watermark will be increased in those regions while it has to be
decreased in other regions.
The correction process first isolates the high activity regions (figure 3.a). Then, an homogeneization of this
picture is performed by use of morphological tools, e.g. one opening and one closing (figure 3.b). After
a leveling (in fact, a division by the mean or mean square value of the homogenized mask), we obtain a
new mask used to multiply the picture local energy and so, giving an advantage to regions of highfrequency
energy in comparison with other areas. After that correction, the process is identical to the one described
previously. Moreover, the complexity is not increased. Indeed, we first work on the inscription at high
frequencies (where there is no quality problems). The value of high frequency local energy is then used for
the calculation of the correcting mask used for inscription at lower frequencies. The correction scheme is
drawn in the following schema.

¥ HF energy _.l closing |__Ileveling 4__,5haping MASK

4.2 Detection

The aim is to detect if a watermark has been embedded. This can be done with the use of a correlation, but
first it is necessary to isolate the watermark and then to demodulate it in order to reconstruct something that is
highly correlated with the basic information (the grid).

The formulation of the watermark is:

W(z,y) = Z Aj.cos(fz;.x+ fy; ) (6)

JjEK
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Figure 3: Correcting mask for Lena: (a) Areas of high frequencies, (b) Morphological homogeneization of the
mask.

whereA; = 0;.G(z,y).M(z,y) . (@

In this expression, M (z,y) adjusts the level of the grid in order it becomes invisible, it is called a mask, and its
maximal value is one.
aj is a constant that used to normalize the mask, it must be as high as possible.

The detection is divided in three steps : teh demodulation, the correlation and the decision.

e Demodulation

Iw (z,y) = Z Aj.cos(fz;.x + fy; y) + lo + N(z,y) (8)
JEK
where Iw(z,y) is the watermarked picture, Io(z,y) is the original picture and N (z,y) is an additive noise
from the channel.

The demodulation consists in multiplying Iw by cos(fz;.z + fy,.y),Vj € K and then to filter with a LP
filter.
The result will be :

Dy(a,9) = 3 As(z,5) + N*(z,) 9)

N*(z,y) depends on the image and on the additive noise. The other parts of the stamp will be eliminated
by the LP filter.

e Correlation It consists in mutiplying the demodulated information D{z, y) eK D;(z,y) with the basn:
grid G(z,y). If the picture has not been too deteriorated, D(z, y) and G’(:c y) should be 51m11ar

S8 Dj(2,9).G(z,v) (10)

JEK zy
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= 3 a; Y [G*(z,y)-Mj(z,y) + G(=,4).N*(z, 9)] (11)

"jEK ry

In 11, the first term is even greater than the second, because G and N* have null average values.
So C exclusively depends on the watermark value.
in the case the grid is not the good one, the correlation gives:

Cc* = Z o; ZG(z,y).G*(x,y)-.Mj(xﬂy) ' (12)

JEK =y
C* « C if the choice of the basic information has been appropriate.

e decision

The detection algorithm performs demodulations and correlations at diverse frequencies and with diverse
grids. The decision is made after the comparison of these correlations.

5 RESULTS

The first and probably mosty important result is the invisibility of the stam in all images that were tested.
Figure 4.a and b compares the original and stamped picture for Lena. In figure 4., omne observes the watermark
that was added to the original picture.

Two methods were used to determine whether an image is watermarked or not. The first one consists in
comparing the result of C the correlation made with the right grid G(z,y) from the right key with C* the
correlation made with G*(z,y), the grid obtained by random keys see 12. If the picture is watermarked, the
correlation with the right key is even greater than the random correlations. The results below (Figure 5) show

_the pertinence of this method.

The second method uses a grid G(z,y) formed from a MLS sequence, having good correlation properties.
Correlations are made with shifted versions of the basic grid. Due to these good correlation properties, the
correlation with the the right grid gives a result even greater than the correlations with shifted grids. Results are
presented below (figure 4.c and d), if a picture is watermarked, a pick appears in the center. '

6 SYSTEM ROBUSTNESS

Many tests have been performed concerning usual pictures deteriorations in image processing like blurring and
compression. The inspection of these results are quite satisfying, but expected due to the frequency approach.
For all classical pirate attacks like zoom, cropping, overwatermarking it is not as simple. The overwatermarking
makes no problem, the presence of the watermark is still detected. But for zoom and cropping, the remaing point
is to find a few tools permitting to complete the process. The concept of these tools is already defined but yet no
implementation has been acheived.”

7 CONCLUSION

The process developed here allows the watermarking of the ownership of any picture. The perceptual approach
used here is probably the best one, that is why the results obtained are so satifying compared with other methods
and this method is so performant. Nevertheless studies are still running to acheive a new goal, consisting in
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Figure 4: Results for Lena: (a) Original, (b) Watermarked one, (c) Correlation grafic for original, (d) Correlation
grafic for watermarked, () Watermark.
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Optimal Random Random Random Random
Image Name . ~ . . . . Conclusion
correlation correlation 1 | correlation 2 | correlation3 | correlation 4
Lena
watermarked 584609 92605 133920 |~ 80534 143633 watermarked
Lena Non
original 94538 98099 135492 76739 137120 watermarked

Figure 5: Results of correlation for Lena and decision.

making more information (e.g. ownership, date of marking) readable by the key owner from the watermark. This
could be useful for real copyright protection protocols®.®
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‘Introduction

One of the ways to protect intellectual property on the
NREN is through a digital library concept. Under this
concept, a- work would have attached to it a "permissions
header," defining the terms under which the copyright owner
~ makes the work available. The digital library ‘
infrastructure, implemented on the NREN, would match request
messages from users with the permissions headers. If the
request message and the permissions header match, the user
would obtain access to the work. This concept encompasses
major aspects of electronic contracting, which is already in
- wide use employing Electronic Data Interchange ("EDI")
standards developed by ANSI Committee X12.1 ‘

This paper explains the relationship between the digital
library concept and EDI practice, synthesizing appropriate

solutions for contract law, evidence, and agency issues that
arise in electronic contracting. The question of how
electronic signatures should work to be legally effective is

“an important part of this inquiry. The paper also defines

particular types of service identifiers, header descriptors,
and other forms of labeling and tagging appropriate to allow
copyright owners to give different levels of permission,
including outright transfer of the copyright interest, use
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permission, copying permission, distribution permission,
display permission, and permission to prepare derivative

- works.The paper considers how payment authorization
procedures should work in conjunction with a permissions
header and digital library concept in order to integrate the
proposed copyright licensing procedures with existing and
anticipated electronic payment authorization systems. The
paper necessarily considers whether existing standards
approaches related to SGML and X 12 are sufficient or whether
some new standards development efforts will be necessary for
implementation of the concepts. The paper considers the
relationship between technology and law in enforcing
intellectual property, and emphasizes that the traditional
adaptation of legal requirements to levels of risk is
appropriate as the law is applied to new technologies.

There are certain common issues between the intellectual
property question and other applications of wide area
digital network technology. The question of signatures .and
writings to reflect the establishment of duties and '
permissions and the transfer of rights is common to the
intellectual property inquiry and to electronic commerce
using EDI techniques. There also are common questions
involving rights to use certain information channels: First
Amendment privileges, and tort liability. These are common
not only to technological means of protecting intellectual
property but to all forms of wide area networking. -

The problem

The law recognizes intellectual property because '
information technology permits one person to get a free ride
on another person's investment in creating information
value. Creative activity involving information usually is -
addressed by copyright, although patent has a role to play
in protecting innovative means of processing information.2

Intellectual property arose in the context of
letterpress printing technology. Newer technologies like
xerography and more recently small computer technology and
associated word processing and networking have increased the
potential for free rides and accordingly increased the
pressure on intellectual property.

The concern about free ride potential is especially
great when people envision putting creative works on
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electronic publishing servers connected to wide area

networks intending to permit consumers of information

~ products to access these objects, frequently combining them
and generally facilitating "publishing on demand" rather
than the well known publishing just in case, typified by

~guessing how many copies of a work will sell, printing those
in advance, and then putting them in inventory until someone
wants them.

The concern is that it will be too easy to copy an
entire work without detection and without paying for it.
Worse, it will be easy to copy an entire work and resell it
either by itself or as a part of a new derivative work or
collection.

But technology is capable of protecting investment in
new ways as well as gaining a free ride. Computer networks
‘make it possible to restrict access and to determine when
access occurs. Depending on how new networks are designed,
they may actually reduce the potential for a free ride. The
digital library is one way of realizing that potential.
Professor Pamela Samuelson has observed that the digital
library model replaces intellectual property with a system -
of technological controls.3 :

Digital Library Concepts
Basic Concepts

A digital library is a set of information resources
("information objects") distributed throughout an electronic
network. The objects reside on servers (computers with
associated disk drives connected to the network). They can
be retrieved remotely by users using "client" workstations:

Origin of Concepts

The phrase "digital library" and the basic concept was
first articulated in a 1989 report growing out of a workshop
-sponsored by the Corporation for National Research
Initiatives.4 From its inception, the digital library
concept envisioned retrieval of complete information
resources and not merely bibliographic information.5

The technologies of remote retrieval of complete
information.objects using electronic technologies is in wide
use through the WESTLAW, Dialog, LEXIS, NEXIS, and National
Library of Medicine databases. These remotely accessible
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databases, however, unlike the digital library involved a

single host on which most of the data resides. The digital

library concept envisions a multiplicity of hosts (servers).
Recent Developments ' '

The remotely accessible database host concept is
converging with the digital library concept as more of the
electronic database vendors provide gateways to information
objects actually residing on other computers. This now is
commonplace with WESTLAW access to Dialog, and Dialog's
- gateways to other information providers.

. The most explicit implementation of the digital library
concept is the Wide Area Information Service ("WAIS"), which

implements ANSI standard Z.39.6 WAIS permits a remote user

to formulate a query that is applied to a multiplicity of

WALIS servers each of which may contain information

responsive to the query. The WAIS architecture permits

search engines of varying degrees of sophistication,

resident on WAIS information servers to apply the query

against their own information objects, reporting matches

back to the user.7 Future implementations of WAIS permit

automatic refinement of searches according to statistical

matching techniques. ’ :

The Corporation for National Research Initiatives has .
proposed a test bed for an electronic copyright management
system.8 The proposed system would include four major
elements: automated copyright recording and registration,
automated, on line clearance of rights, private electronic
mail and digital signatures to provide security. It would
include three subsystems: a Registration and Recording
System (RRS), a Digital Library System (DLS), and a Rights
Management System (RMS). The RRS would provide the functions
enumerated above and would be operated by the Library of
Congress. It would provide "change of title" information.9
The RMS would be an interactive distributed system capable
of granting rights-on line and permitting the use of
copyrighted material in the Digital Library System. The test
bed architecture would involve computers connected to the .
Internet performing the RRS and RMS functions.

Digital signatures would link an electronic
bibliographic record with the contents of the work, ensuring
against alteration after deposit.10 Multiple RMS servers
would be attached to the Internet. A user wishing to obtain
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rights to an electronically published work would interact
electronically with the appropriate RMS. When copyright
ownership is transferred, a message could be sent from the
RMS to the RRSI11 - creating an electronic marketplace for
copyrighted material.

The EBR submitted with a new work would "identify the
rights holder and any terms and conditions on the use of the
document or a pointer to a designated contact for rights and
permissions."12 The EBR, thus, is apparently equivalent to
the permissions header discussed in this paper. Security in
the transfer of rights would be provided by digital
signatures using public key encryption, discussed further,
infra in the section on encryption.

Basic Architectural Concepts

The digital library concept in general contemplates
three basic architectural elements: a query, also called a
"knowbot" in some descriptions; a permissions header
attached to each information object; and a procedure for
matching the query with the permissjons header.

Two kinds of information are involved in all three
architectural elements: information about the content of
‘information objects desired and existing, and information
about the economic terms on which an information object is
made available. For example, a query desiring court opinions
involving the enforcement of foreign judgments evidencing a.
desire to download the full text of such judicial opinions
and to pay up to $1.00 per minute of search and downloading -
time would require that the knowbot appropriately represerit
the subject matter "enforcement of foreign judgments." It
also requires that the knowbot appropriately représent the
terms on which the user is willing to deal: downloading and
the maximum price. The permissions header similarly must
express the same two kinds of information. 1f the .
information object to which the permissions header is
attached is a short story rather than a judicial opinion,
the permissions header must so indicate. Or, if the
information object is a judicial opinion and it is about
enforcement of foreign judgments, the permission header may
indicate that only a summary is available for downloading at
a price of $10.00 per minute. The searching, matching, and
retrieval procedure in the digital library system must be
capable of determining whether there is a match on both
subject matter and economic terms, also copying and

Petitioner Apple Inc. - Exhibit 1006, p. 6364



transmitting the information objecf if there is a match.
Comparison to EDI '

Electronic Data Interchange ("EDI") is a practice

involving computer-to-computer commercial dealing without
human intervention. In the most widespread implementations,
“computers are programmed to issue purchase orders to trading
partners, and the receiving computer is programmed to
evaluate the térms of the purchase order and to take
appropriate action, either accepting it and causing goods to

be manufactured or shipped or rejecting it and sending an
appropriate message. EDI is in wide use in American and
foreign commerce, using industry-specific standards for
discrete commercial documents like purchase orders,

invoices, and payment orders, developed through the American
National Standards Institute.

There obviously are similarities between the three
architectural elements of the digital library concept and
EDI. There is a structured way of expressing an offer or
instruction, and a process for determining whether there -is
a match between what the recipient is willing to do and what
the sender requests.

There is also, however, an important difference. In the
digital library concept, a match results.in actual delivery
of the desired goods and services in electronic form. In EDI
practice, the performance of the contractual arrangement
usually involves physical goods or performance of
nonelectronic services.

Nevertheless, the digital library and EDI architectures
are sufficiently similar and, it turns out the legal issues
associated with both are sufficiently similar to make
analogies appropriate.

- Elements of Data Structure

For purposes of this paper, the interesting parts of the
data structure are those elements that pertain to
permission, more than those elements that pertain to content
of the information object to which the header is attached.
Accordingly, this section will focus on only permissions-
related elements, after noting in passing that the content
part of the header well might be a pointer to an inverted
file to permit full text searching and matching.
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The starting point conceptually for identifying the
elements of the permissions header are the rights
exclusively reserved to the copyright owner by 106 of the
~ copyright statute. But these exclusive rights need not be
tracked directly because the owner of an information object
free to impose contractual restrictions as well as to enjoy
rights granted by the Copyright Act. Accordingly, it seems
that the following kinds of privileges in the requester
should be addressed in the permissions header:

outright transfer of éll rights

use privilege, either unrestricted or subject to
restrictions

copying, either unlimited or subject to restrictions
like quantitative limits '

distribution, either unlimited or subject to
restrictions, like geographic ones or limits on the
- markets to which distribution can occur

preparation of derivative works

Display and presehtation rights, separately identified
in 106 would be subsumed into the use element, because
they are particular uses. -

The simplest implementation would allow only binary
values for each of these elements. But a binary approach
does not permit the permissions header to express '
restrictions, like those suggested in the enumerated list.
Elements could be defined to accept the most common kinds of
restrictions on use, and quantitative limits on copying, but
it would be much more difficult to define in advance the
kinds of geographic or market-definition restrictions that
an owner might wish to impose with respect to distribution.-

In addition to these discrete privileges, the
permissions header must express pricing information. The
most sensible way of doing this is to have a price
associated with each type of privilege. In the event that
different levels of use, copying, or distribution privilege
are identified, the data structure should allow a price to
be associated with each level.
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A complicating factor in defining elements for price is
the likelihood that different suppliers would want to price
differently. For example, some would prefer to impose a flat
-fee for the grant of a particular privilege. Others might
* wish to impose a volume-based fee, and still others might
‘wish to impose a usage or connect-time based fee. The data
structure for pricing terms must be. flexible enough to
accommodate at least these three different approaches to
pr1c1ng

Finally, the data structure must allow for a
specification of acceptable payment terms and have some kmd
of trigger for a payment approval procedure. For example,
the permissions header might require presentation of a
‘credit card number and then trigger a process that would
- communicate with the appropriate credit card database to
obtain authorization. Only if the authorization was obtained
would the knowbot and the permissions header "match."

~ There is a relationship between the data structures and '
legal concepts. The knowbot'is a solicitation of offers.

- The permissions header is an offer. The matching of the two

constitutes an acceptance. Mr. Linn's "envelope" could be

-the "contract." '

There are certain aspects of the data structure design
that are not obvious.. One is how-to link price with
- specific levels of permission. Another is how to describe -
particular levels of permission. This representation
problem may benefit from the use of some deontic logic,
possibly in the form of a grammar developed for intellectual
property permissions. Finally, it is not clear what the
acceptance should look like. Conceptually, the acceptance
occurs when the knowbot matches with a permissions header,
but it is unclear how this legally significant event should
be represented.

Role of Encryption

The CNRI test bed proposal envisions the use of public
key encryption to ensure the integrity of digital signatures
and to ensure the authenticity of information objects.

Public key encryption permits a person to encrypt a message
- like a signature using a secret key, one known only to the
sender, while permitting anyone with access to a public key
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to decrypt it. Use of public key cryptography in this

fashion permits any user to authenticate a message, ensuring
that it came from the purported sender.13 A related
technology called "hashing™ permits an encrypted digital
signature to be linked to the content of a message. The
'message can be sent in plain text (unencrypted) form, but if
any part of it is changed, it will not match the digital
signature. The digital signature and hashing technologies
thus permit not only the origin but also the content

integrity of a message of arbitrary length to be
authenticated without necessitating encryption of the
content of the message. This technology has the advantage,
among others, that it is usable by someone lacking
technological access to public key encryption. An
unsophisticated user not wishing to incur the costs of
signature verification nevertheless can use the content of
the signed information object.

It is well recognized that encryption provides higher
levels of security than other approaches. But security
through encryption comes at a price. Private key encryption
systems require preestablished relationships and exchange of.
private keys in advance of any encrypted communication. The
burdens of this approach have led most proponents of
electronic commerce to explore public key encryption
instead. But public key systems require the establishment
“and policing of a new set of institutions. An important
infrastructure requirement for practicable public key
cryptography is the establishment and maintenance of
certifying entities that maintain the public keys and ensure
that they are genuine ones rather than bogus ones inserted o |
by forgers. A rough analogy can be drawn between the public .
key certifying entities and notaries public. Both kinds of
institutions verify the authenticity of signature. Both
kinds require some level of licensing by governmental -
entities. Otherwise the word of the "electronic notary"
(certifying entity) is no better than an uncertified,
unencrypted signature. In a political and legal environment
in which the limitations of regulatory programs have been
recognized and have led to deregulation of major industries,
it is not clear that a major new regulatory arrangement for
public key encryption is.practicable. Nevertheless,
experimentation with the concept in support of digital
library demonstration programs can help generate more
~ empirical data as to the cost and benefits of public key
" encryption to reinforce electronic signatures.
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On the other hand, it is not desirable to pursue
approaches requiring encryption of content. No need to
encrypt the contents is apparent in a network environment.
- Database access controls are sufficient to prevent access to -
the content if the permissions header terms are not matched
by the knowbot. On the other hand, if the electronic
publishing is effected through CDROM s or other physical
media possessed by a user, then encryption might be
appropriate to prevent the user from avoiding the
permissions header and going directly to the content.

While encrypted content affords greater security to the
owner of copyrighted material. Someone who has not paid the
price to the copyright owner must incur much higher cost to
steal the material. But the problem is everyone must pay a
higher price to use the material. One of the dramatic
lessons of the desktop computer revolution was the clear
rejection of copyright protection in personal computer
software. The reasons that copy protection did not survive
in the market place militate against embracing encryption
for content. Encryption interferes with realization of
electronic markets, because producer and consumer must have
the same encryption and description protocols. Encryption

-burdens processing of electronic information objects because
it adds another layer. Some specific implementations have
encryption require additional hardware at appreciable costs.

Digital libraries cannot become a reality until

- consumers perceive that the benefits of electronic formats

outweigh the costs, compared to paper formats. Encryption
interferes with electronic formats' traditional advantages
of density, reusability, editability, and computer search
ability and also, by impairing open architectures may
perpetuate some of papers' advantages with respect with

- browsibility.14 -

The need for encryption of any kind depends upon whether
security is available without it. That depends, in turn, on
the kinds of free rides that may be obtainable and the legal
status of various kinds of electronics transactions in the
digital library system. '

Legal Issues
Copyright: What legal effect is intended?
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The design of the permissions header and the values in
the elements of the header must be unambiguous as to whether
an outright transfer of a copyright interest is intended or
whether only a license is intended. If an outright transfer15
is intended, then the present copyright statute requires a
writing signed by the owner of the rights conveyed.16
Recordation of the transfer with the Copyright office is not
_required, but provides advantages in enforcing transferee
rights.17 On the other hand, non exclusive licenses need not
be in writing nor registered. If the electronic transaction
transfers the copyright in its entirety, then the rights of
the transferor are extinguished, and the rights of the
transferee are determined by the copyright statute. The only
significant legal question is whether the conveyance was
effective. '

On the other hand, when the copyright is not transferred
outright but only certain permissions are granted or certain
rights conveyed, the legal questions become more varied.
Then, the rights of the transferor and the obligations of

. the transferee are matters of contract law. It is important
to understand the degree to which the contract is
enforceable and how it is to be interpreted in the event.of
subsequent disputes. The following sections consider briefly
the first sale doctrine as-a potential public policy
obstacle to enforcing contractual restrictions different
from those imposed by the copyright statute and then explore
in greater depth whether electronic techniques satisfy the
formalities traditionally required for making a contract,
whether they adequately ensure against repudiation, and
‘whether they provide sufficient information to permit
predictable interpretation of contractual obligations and
privileges. '
First Sale Doctrine

The first sale doctrine may invalidate restrictions on
use. It is impermissible for the holder of a patent to
impose restrictions on the use of a patented product after
the product has been sold. Restrictions may be imposed,
however, on persons who merely license the product.18 The
rationale for this limit on the power of the owner of the
intellectual property interest is that to allow limitations
on use of the product would interfere with competition
beyond what the Congress - and arguably the drafters of the
Constitution - intended in setting up the patent system.
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The first sale doctrine applies to copyright owners.19
Indeed, because of the First Amendment's protection of
informational activity, the argument against restrictions
after the first sale may be even stronger in the copyright.
arena then in the patent arena.

The first sale doctrine is potentially important because
it may invalidate restrictions imposed on the use of
information beyond what is authorized by the Copyright Act
and by common law trade secret. Thus, there may be serious
questions about the legal efficacy of use restrictions
suggested in ___, although such restrictions are common in
* remote database service agreements. The vendors could argue
that the limitations pertain to the contractual terms for
delivery of a service rather than use of information as
such. The characterization avoids the overlap with copyright
and thus may also avoid the conflict between federal policy
and contract enforcement.20 ‘
Contract Formation Issues

The law does not enforce every promise. Instead, it
focuses its power only on promises surrouinded with certain
formalities to make it likely that the person making the
promise (the "promisor") and the person receiving the
promise (the "promisee") understood that their communication
had legal consequences. A threshold question for the digital
library system is whether the traditional formalities for
making a contract are present when the contract is made
through electronic means. The digital library system

“considered in this paper clearly contemplates that a

contract is formed when the knowbot and the permissions
header achieve a match. In this respect, the digital library
concept converges with EDI where trading parties contemplate
that a contract to perform services or deliver goods is
formed when a match occurs either upon the receipt of a
purchase order or upon the transmission of a purchase order
acknowledgment.

It is not altogether clear, however, whether the match
between values and computer data structures meets contract
formation requirements, particularly those expressed in
various statutes of frauds. Statutes of frauds require

"writings" and "signatures" for certain kinds of contracts -
basically those contemplating performance extendmg beyond a
period of one year.21
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In many instances, the digital library contract will be
fully performed almost instantaneously upon delivery of the
information object after the knowbot and the permissions
header match. In such a case, the statute of frauds is not a -
problem and its requirements need not be satisfied. In other
cases, however, as when the intent of the owner of the
information object is to grant a license to do things that
will extend beyond one year, the statute of frauds writing
and signature requirements must be met.

Historical application of Statutes Of Frauds by the
courts clearly indicates that there is flexibility in the
" meaning of "writing" and "signature." A signature is any
mark made with the intent that it be a signature.22 Thus an
illiterate person signs by making an "X," and the signature
is legally effective. Another person may sign a document by
using a signature stamp. Someone else may authorize an agent
to sign his name or to-use the signature stamp. In all three
cases the signature is legally effective. There may of
course be arguments about who made the X, or whether the
person applying the signature stamp was the signer or his
authorized agent, but these are evidentiary and agency
questions, not arguments about hard and fast contract-law
requirements. ‘

Under the generally accepted legal definition of.a
signature, there is no legal reason why the "mark" may not -
be made by a computer printer, or for that matter by the
write head on a computer disk drive or the data bus in a
computer random access memory. The authorization to the

‘computer agent to make the mark may be given by entering a
PIN ("Personal Identification Number") on a keyboard. To
extend the logic, there is no conceptual reason to doubt the
legal efficacy of authority to make a mark if the signer

_ writes a computer program authorizing the application of a

PIN upon the existence of certain conditions that can be

* tested by the program. The resulting authority .is analogous

to a signature pen that can be operated only with a '

mechanical key attached to somebody's key ring, coupled with
instructions to the possessor of the key.

Which of these various methods should be selected for
particular types of transactions must depend, not on what
the law requires, because the law permits any of these
methods. Rather, it must depend on the underlying purposes
of the legal requirement and which method best serves those
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purposes.

The real issue is how to prove that a particular party
made the mark.-In other words, the contingency to be
concerned about is repudiation, not absence of formalities.
Repudiation should be dealt with through usual evidentiary
and fact finding processes rather than artificial
" distinctions between signed and unsigned documents.

Authority is-skimpier on how flexible the "writing"
requirement is. The best approach is to borrow the fixation
idea from the copyright statute and conclude that a writing
is "embodiment in a copy . . . sufficiently permanent or
stable to permit it to be perceived, reproduced, or
otherwise communicated for more a period of more than
transitory duration."23 '

The most important thing conceptually is to understand ‘
" the purpose of the writing and signature requirements. They
have two purposes: awareness or formality and reliability of
evidence. Signature requirements, like requirements for

- writings and for original documents have an essentially
evidentiary purpose. If there is-a dispute later, they

specify what kind of evidence is probative of certain
disputed issues, like "who made this statement and for what
purpose?" The legal requirements set a threshold of
probativeness. Surely the values in a knowbot as well as the
- values in a permissions header constitute and "mark," and
someone who knowingly sets up potential transactions in a
digital library scheme can have the intent that the mark.be

a signature.

When a contract is made through a signed writing, it is
more likely that the parties to the contract understand what
they are doing. They are-aware of the legal affect of their
conduct because the writing in the signature involve a
greater degree of formality than a simple conversation.

The awareness/formality purpose can be served by
computerized contracting systems. This is so not so much
because the computers are "aware" of the affect of their
"conduct." Rather, it is true because the computers are
agents of human principals. The programming of the computer
to accept certain contract terms is the granting of
authority to the computer agent to enter into a contract.

The fact that a principal acts through an agent engaging in
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conduct at a later point and time never has been thought to
defeat contract formation in the traditional evolution of
agency and contract law. Nor should it when the agent is a
computer. ‘ ‘

~Fulfillment of the evidentiary purpose depends on the
reliability of the information retained by the computer
systems making up the digital library. Such systems must be
designed to permit the proponent of contract formation to
establish the following propositions if the other party to

the purported contract attempts to repudiate it.

1.1t came from computer X
2.1t accurately represents what is in computer X24 now25

3.What is in computer X now is what was in computer X
at the time of the transaction -

4.What was in computer X at the time of the transaction
is what was received from the telecommunications
channel26 :

-5.What was received from the telecommunications channel
is what was (a) sent, (b) by computer Y.

Two other questions relate to matters other than the
authenticity of the message:

6 Computer Y was the agent of B

7 The message content expresses the content of the
contract (or more narrowly, the offer or the
.acceptance).27

Factual propositions 1-4 can be established by testimony
as to how information is written to and from '
telecommunications channel processors, primary storage, and
secondary storage: Factual proposition 5 requires testimony
as to the accuracy of the telecommunications channel and
characteristics of the message that associate it with
computer Y. Only the last proposition (number 5) relates to
signatures, because signature requirements associate the
message with its source.28 The other propositions necessitate
testimony as to how the basic message and database
management system works. It is instructive to compare these
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~ propositions with the kinds of propositions that must be
established under the business records exception to the
hearsay rule when it is applied to computer information.

Those propositions may be supported with non technical

~ evidence, presented by non programmers. A witness can lay a

foundation for admission of computer records simply by

testifying that the records are generated automatically and

routinely in the ordinary course of business. The more

inflexible the routine, and the less human intervention in

~ the details of the computer's management of the database the
better the evidence.29 e

~ The ultimate question is trustworthiness, and if the

computer methods are apparently reliable, the information’

should be admitted unless the opponent of admissibility can

raise some reasonable factual question undercutting

trustworthiness.30 '
Contract Interpretation Issues

Assuming that the permissions header and knowbot
constitute sufficient writings to permit a contract to be
formed and that the signature requirement also is met,
through digital signature technology or otherwise, there
still are difficult contract interpretation questions.

Contract interpretation questions arise not only after -
contractual relationships are formed, but also in connection
with deciding whether there has been offer and acceptance,
‘the prerequisites to contract formation.31 Contract
interpretation always seeks to draw inferences about what
the parties intended. When contract interpretation issues
arise at the contract formation stage, the questions are

what the offeror intended the content of the offer to be and
what the offeree intended the content of the purported
acceptance to be. The proposed Digital Library System
envisions extremely cryptic expressions of offer and
acceptance - by means of codes. The codes have no intrinsic
meaning. Rather, extrinsic reference must be made to some
kind of table, standard, or convention associating -
particular codes with the concepts they represent. Extrinsic
evidence is available to resolve contract interpretation
questions when the language of the contract itself is

. ambiguous, and perhaps at other times as well.32 The codes in
the permissions header and knowbots certainly are ambiguous
and become unambiguous only when extrinsic evidence is
considered. So there is no problem in getting a standard or
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cable info evidence. The problem is whether the parties
meant to assent to this standard. -

In current EDI practice, this question is resolved by
having parties who expect to have EDI transactions with each
other to sign a paper trading partner agreement, in which .
the meaning of values or codes in the transaction sets is
established.33 But requiring each pair of suppliers and users
of information in a digital library to have written '
contracts with each other in advance would defeat much of
the utility of the digital library. Thus the challenge is to
establish some ground rules for the meaning of permissions
header and knowbot values that all participarits are bound
by. There are analogous situations. One is a standard credit
card agreement that establishes contractual terms among
credit card issuer, credit card subscriber, and merchant who
accepts the credit card. The intermediary - the credit card
company - unilaterally establishes contract terms to which
the trading partners assent by using and accepting the
credit card.34 Also, it is widely recognized that members of
a private association can, through their constitution and
bylaws establish contractual relationships that bind all of
the members in dealing with each other.35 In the Digital
Library System, similar legal arrangements can establish the
standards by which electronic transactions between
permissions header and knowbots will bind transferor and
transferee of information.

- Third Party Liability

* It is not enough merely to ensure that the licensee is
contractually bound, Trading partners also must ensure that
the participants in funds transfers have enforceable

~ obligations. For example, if the digital library system
envisions that the information object would not be released
to the purchaser without simultaneous release of a payment
order, the supplier may be interested in enforcing the
obligations of financial intermediaries who handle the
payment order. This implicates the federal Electronic Funds
Transfer Act, and Article 4A of the Uniform Commercial Code,
regulating wire transfers. '

Solutions
Satisfy the Business Records Exception to the Hearsay
Rule ‘

The discussion of contract formalities earlier in this
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paper concluded that legally enforceable contracts can be
formed through electronic means and that the significant
legal questions relate to reliability of proof and intent of
the parties to be bound by using the electronic techniques..
‘This section considers the reliability of proof further.
Traditional evidence law permits computer records to be
introduced in evidence when they satisfy the requirements of
the business records exception: basically that they are made
in the ordinary course of business, that they are relied on
for the performance-of regular business activities, and that
there is no independent reason for questioning their
reliability.36

The business records exception shares with the

authentication concept statute of frauds and the parol

- evidence rule a common concern with reliability.37 The same
procedural guarantees and established practices that ensure
reliability for hearsay purposes also ensure reliability for

the other purposes. Under the business records exception,

the proponent must identify the source of a record, through
testimony by one familiar with a signature on the record, or
circumstantially.38 The steps in qualifying a business record
under the common law, which since have been relaxed,39 were:

Proving that the record is an original entry made in the
routine course.of business

Proving that the entries were made upon the. personal
- knowledge of the proponent/witness or someone reporting
to. him . C

Proving that the entries were made at or near the time of
the transaction ‘

" Proving that the recorder and his informant are
unavailable.40 -

These specific requirements are easier to understand and
to adapt to electronic permissions and obligations formed in
-a digital library system by understanding the rationale for
the business records exception. The hearsay rule excludes
out of court statements because they are inherently
unreliable, primarily because the maker of the statement's
demeanor cannot be observed by the jury and because the .
maker of the statement is not subject to cross examine. On
the other hand, there are some out of court statements that
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have other guarantees of reliability. Business records are
- one example. If a continuing enterprise finds the records
sufficiently reliable to use them in the ordinary course of
business, they should be reliable enough for a court. The
criteria for the business records exception all aim at
ensuring that the records really are relied upon the
business to conduct its ordinary affairs.

The Manual for Multidistrict Litigation suggests steps
for qualifying computer information under the business
records exception: '

1.The document is a business record
- 2.The document has probative value
3.The computer equipment used is reliable
- 4.Reliable data processing techniques were used41

The key in adapting the business records exception to
electronic permissions in a digital library system are
points-3 and 4. Establishing these propositions and the

_propositions set forth in section ___ of this paper requires

expert testimony. Any designer of a digital library system
must consult with counsel and understand what testimony an
expert would give to establish these propositions. Going
through that exercise will influence system design.

Reinforce the Evidentiary Reliability by Using Trusted
Third Parties

The evidentiary purpose of contract formation
requirements can be satisfied by using a trusted third party
as an intermediary, when the third party maintains archival
records of the transactions. The third party lacks any
incentive for tampering with the records and when the third -
parties archiving system is properly designed, it can:
provide evidence sufficient to establish all of the
propositions identified in

This third party intermediary concept is somewhat
different from the concept for a certifying agent in digital
signature systems. To be sure, the custodian of transaction
records envisioned by this section could be the same as the
certifying entity for public and key encryption, but the
custodian role can be played in the absence of any
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encryption. Indeed, the digital library itself is a good
candidate for the custodian role. The library has no
incentive to manipulate its records in favor of either of
the producers of information value or the consumers. In
order to-carry out its affairs, it must use these
transactional records in the ordinary course of business,
thereby making it likely that digital library records would
qualify under the business records exception.
Standardization

Obviously, the digital library concept depends upon the
possibility of an automated comparison between the knowbot -
and the permissions header. This means that potential _
requesters of information and suppliers of information must
know in advance the data structures for representing the
“elements of the permissions header and the knowbot. This
requires compatibility. Compatibility requires
standardization. Standardization does not, however,
necessarily require "Standard" in the sense that they are
developed by some bureaucratic body like ANSI. It may simply
imply market acceptance of a particular vendor's approach.
Indeed, each digital library might use different data
* structures. All that is necessary is that the structure of
the knowbot and the structure of the permissions header be
compatible within any one digital library system. Also, as
demands emerge for separate digital libraries to communicate
with each other, there can be proprietary translation to
assure compatibility between systems much as common word
processing programs translate to and from other common
formats and much as printers and word processing software
communicate with each other through appropriate printer
drivers. In neither of these cases has any independent
standards organization developed a standard that is at all

relevant in the marketplace.

Standardizing the elements of Knowbot and permissions
headers involves content standardization, which generally is
more challenging than format standardization.42 A permissions
header/Knowbot standard is a system for representing legal
concepts and for defining legal relations. As such, the -
standard is basically a grammar for a rule based substantive
system in a very narrow domain.43 The data elements must
correspond to legally meaningful relational attributes. The
allowable values must correspond to legally allowable
rights, obligations, privileges and powers. In other words,
the standard setter must meet many of the challenges thata
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- legal expert system designer working with Hohfeldian
frameworks must meet.44 This adds a constraint to the
standards setting process. Unlike setting format standards,
where the participants are free to agree on an arbitrary way
of expressing format attributes, participants in setting a
content standard must remain within the universe of
permissible content. The set of permissible values is
determined by the law rather than being determined only by
the imagination of format creators.

Enforcement and Bottlenecks

- One of the many profound observations by Ithiel de Sola
Pool was that copyright always has depended upon
technological bottlenecks for its enforceability. The
printing press was the original enforcement bottleneck.
Now, a combination of the printing press and the practical
need to inventory physical artifacts representing the work
constitute the enforcement bottlenecks. As technologies
change, old bottlenecks disappear and enforceability
requires a search for new bottlenecks. When there are single
hosts, like Westlaw, Dialog, Lexis, and CompuServe, access
to that host is the bottleneck. The problem with distributed
publishing on an open architecture internet is that there is
no bottleneck in the middle of the distribution chain
corresponding to the printer, the warehouse or the single
host. :

[f new bottlenecks are to be found, they almost surely
will be found at the origin and at the point of consumption.
Encryption and decryption techniques discussed elsewhere in’
this volume concentrate on those bottlenecks as points of
control. It also is possible that rendering software could
become the new bottleneck as Mr. Linn suggests. -

Even with those approaches, however, a serious problem
remains in that the new technologies make it difficult or
impossible to distinguish between mere use and copying.
Thus the seller cannot distinguish between an end user45 and
a potential competitor. On the other hand, the new
technologies permit a much better audit trail, potentially
producing better evidence for enforcement adjudication.

If network architectures for electronic publishing

evolve in the way that Ted Nelson suggests with his Xanadu
concept, the real value will be in the network and the

 Petitioner Apple Inc. - Exhibit 1006, p. 6380



pointers, not in the raw content. Thus, the creative and .
productive effort that the law should reward is the creation

and productive effort that the law should reward is the

creation and production and delivery of pointers,

presentation, distribution, and duplication value. If this

is so, then technological means will be particularly

important, foreclosing access by those lacking passwords and
other keys and limiting through contract what a consumer may
do with the information.

In such an architecture, the law either will be
relatively unimportant because technology can be counted on
“to prevent free riding or, the law will need to focus not on
prohibiting copying or use without permission, but on
preventing circumvention of the technological protections.
- Thus; legal approaches like that used to prevent the sale of
decryption devices for television broadcasts and legal
issues associated with contract enforcement may be more
important than traditional intellectual property categories.

Weighing Risks and Costs

The law generally imposes sensible levels of
transaction costs. Usually, transaction costs are
" proportional to the risk. Figure 1 shows a continuum of
risk and transaction cost in traditional and new
technologies. A real estate closing involves significant
risks if there is some dispute later about the transaction.
Therefore, the law affords muich protection, including a
constitutional officer called a registrar of deeds who is
the custodian of records associated with the transaction.
The risk level analogous to this in electronic publishing
might be access to an entire library including access '
software as well as contents. Next, is a transaction
involving a will or power of attorney. There, the risk is
substantial because the maker of the instrument is not
around to help interpret it. The law requires relatively
high levels of assurance here, though not as great as those
for real estate transactions. The law requires witnesses
and attestation by a commissioned minor official called a
notary public. The electronic publishing analogy of this
level of risk might be the contents of an entire CDROM.

Next, in level of risk is the purchase of a large

consumer durable like an automobile. The law requires
somewhat less, but still significant protections for this
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kind of transaction: providing for the filing and

enforcement of financing statements under the Uniform
Commercial Code. The electronic publishing analogy might be
the transfer of copyright to a complete work. Next, down

the risk continuum, is the purchase of a smaller consumer
durable like a television set. Here, the law typically is

- reflected in written agreements of sale, but no special

third party custodial mechanisms. The electronic publishing
analogy might be use permission for a complete work.

Finally, is the purchase of a relatively small consumer
item, say a box of diskettes. Neither the law or commercial
practice involves much more than the exchange of the product
for payment, with no written agreement or anything elseto -
perform channeling, cautionary, evidentiary, or protective
functions [make sure these function and the citation appears
earher] The electronic publishing analogy mlght be use
permission for part of a work.

Cost effectiveness = risk-proportional security

traditional transaction  institutions electronic equivalent .

‘real estate closing reglstrar ofdeeds  entire library - software and

’ contents

will/power of attorney - witnesses, notary public ~ contents of entire COROM

auto purchase UCC ﬁnancing statement  completé work - transfer of
' copyright

“television set purchase  written sale agreement complete work - use permission

box of diskettes - _ part of a work - use
permission

An encrypted object combined with rendering software is
probably inconsistent with an open architecture. Because of
the difficulty of setting standards for such technologies,
this approach to intellectual property protection probably
‘would be effectuated by proprietary approaches thus
- frustrating the vision of an open market for electronic
publishing.

Conclusion
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Realization of the digital library vision requires a
method for collecting money and granting permission to use
works protected by intellectual property. The concept of a
knowbot and a permissions header attached to the work is the
right way to think about such a billing and collection
system. Standards for the data structures involved must be
agreed to, and systems must be designed to satisfy legal
formalities aimed at ensuring awareness of the legal
significance of transactions and reliable proof of the terms.
of the transactions.

In the long run, not only must these technological
issues be resolved, with appropriate attention to levels of
risk and protections available under traditional legal
doctrines, but also further conceptual development must be
undertaken. Proponents of electronic publishing over wide -
area networks need to think about the appropriate metaphors:
whether it is a library or a bookstore, if a library whether
with or without xerox machines, if a bookstore whether it is
a retail bookstore, or a mail order operation. Then,
thought must be given to how standards will be set.
Finally, and most important, much more needs to be
understood about the need for third party institutions.
There is a good deal of enthusiasm for public key
encryption. Yet the vulnerability of public key encryption
systems is in the integrity of the key authority. In
traditional legal protections, the third party custodians or
authenticating agents like notary public and registrars of
deeds receive state sanction and approval, and in the case
of registrars of deeds, public funding. We must be clearer
as to whether a similar infrastructure must be developed to
. protect against substantial risks and the use of EDI and
electronic publishing technologies.

Finally, and perhaps most importantly, we must be
thoughtful about what legal obligations, imposed on whom,
are appropriate? The suggested 102(e) and (f) in the High
Performance Computing Act looks very much like King James
I's licensing of printing presses. It also looks like the
FBI's proposal to prohibit the introduction of new
technologies until certain conformity with past legal
concepts is assured. Such approaches make the law a hurdle
to new technology -- an uncomfortable position for both law
and technology.
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1 The use of EDI techniques to meter usage and determine
charges for use of intellectual property is an example of
billing and collection value in a typology of different
types of value that can be produced in electronic
marketplaces for information. See Henry H. Perritt, Jr.,
Market Structures for Electronic Publishing and Electronic
Contracting in Brian Kahin, ed., Building Information
Infrastructure: Issues in the Development of the National
‘Research and Education Network (Harvard University and
McGraw-Hill 1992) (developing typology for different types
of value and explaining how market structures differ for the
different types); Henry H. Perritt, Jr., Tort Liability, the
First Amendment, and Equal Access to Electronic Networks, 5
Harv.J.Law & Tech. 65 (1992) (using typology of ten types of -
value to analyze access by competing producers of value).

2 See, e.g.U.S.Pat. No. 5,016,009, Data compression
- apparatus and method (May 14, 1991); U.S. Pat. No.

' 4,996,690, Write operator with gating capability (Feb. 26,
1991);U.S. Pat. No. 4,701,745, Data compression system (Oct.
20, 1987); Multi Tech Systems, Inc. v. Hayes Microcomputer
Products, Inc., 800 F. Supp. 825 (D. Minn. 1992) (denying
summary judgment on claim that patent for modem escape
sequence is invalid)..

3 Comments on the 8\21 draft of "Knowbots in the Real
World" from the intellectual property workshop participants
at page 6 (author unknown, source unknown). Professor
Samuelson also observed that the workshop, despite its
title, actually did not focus much on intellectual property
issues. :

4 Corporation for National Research Initiatives,
‘Workshop On The Protection Of Intellectual Property Rights
In A Digital Library System: Knowbots in the Real World-May
18-19, 1989 (describing digital library system).

5 See generally Clifford A. Lynch, Visions of Electronic
Libraries (libraries of future can follow acquisition-on-
demand model rather than acquiring an advance of use; Z39.50
protocol will facilitate realization of that possibility,
citing Robert E. Kahn & Vinton G. Serf, An Open Architecture
for a Digital Library System and a Plan for Its Development.
The Digital Library Project, volume 1: The World of Knowbots
(draft) (Washington D.C.: Corporation for National Research
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Initiatives; 1988)).

6 Clifford A. Lynch, The Z39.50 Information Retrieval
- Protocol: An Overview and Status Report, ACM Sigcomm

" Computer Communication Review at 58 (describing Z39.50 asan

OSI application layer protocol that relieves clients from
having to known the structure of data objects to be queried,
- and specifies a framework for transmitting and managing
queries and results and syntax for formulating queries).

7 Brewster Kahle, Wide Area Information Server Concepts
(Nov. 3, 1989 working copy; updates available from Brewster
@THINK. (describing WALIS as "open protocol for connectmg

user interfaces on workstations and server computers'),
.(describing information servers as including bulletin board
services, shared databases, text searching and automatic
indexing and computers containing current newspapers and
periodicals, movie and television schedules with reviews,
bulletin boards and chat lines, library catalogues, Usenet
articles).

~ 8 Robert E: Kahn, Deposit, Registration, Recordation in
an Electronic Copyright Management System (August 1992)
(Corporation for National Research Initiatives, Reston,
Virginia). . :

9 Kahn 1992 at 4.

10 Kahn 1992 at 6.

11 Kahn 1992 at 10.

12 Kahn 1992 at 12.

13 Kahn 1992 at 15.

14 Browsability through techniques like the collapsible
outliner function in Microsoft Word for Windows and
competing products require more chunking and tagging value
in the form of style and text element codes. Handling this
additional formatting information through encryption and -
description processes is problematic. -

15 " A 'transfer of copyright ownership' is an

-assignment, mortgage, exclusive license, or any other
conveyance, alienation, or hypothecation of a copyright or .
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of any of the exclusive rights comprised in a copyright,
-whether or not it is limited in time-or place of effect, but
.not including a non-exclusive license " 17 U.S.C. 101
(1988). .

16 17 U.S.C. 204(a) (1988); Valente-Kritzer Video v.
Pinckney, 881 F.2d 772, 774 (9th Cir. 1989) (affirming
summary judgment for author; oral agreement unenforceable
under Copyright Act); Library Publications, Inc. v. Medical
Economics Co., 548 F. Supp. 1231, 1233 (E.D. Pa. 1982)

~ (granting summary judgment against trade book publisher who
sought enforcement of oral exclusive distribution agreement;

transfer of exclusive rights, no matter how narrow, must be -
in writing), aff'd mem., 714 F.2d 123 (3d Cir. 1983).

17 17 U.S.C. 205 (1988) provides constructive notice of
the contents of the recorded document, determining priority
as between conflicting transfers, and determines priority as _
between recorded transfer and non-exclusive license. The : .
former requirement for transfers to be recorded in order for l
the transferee to maintain an infringement, 17 U.S.C.
205(d), was repealed by the Berne Act Amendments 5.

18 under Adams v. Burke, 84 U.S. (17 Wall.) 453 (1873), a
patentee must not attempt to exert control past the first
sale. In general, use restrictions may be placed only on
licensees, consistent with General Talking Pictures v.
Western Elec., 304 U.S. 175 (1938). See generally Baldwin-
Lima-Hamilton Corp. v. Tatnall, 169 F. Supp. 1 (E.D."
Pa.1958) (applying no control after purchase rule).

19 See Red-Baron-Franklin Park, Inc. v. Taito Corp., 883
F.2d 275, 278 (4th Cir. 1989) (purchase of video game
circuit boards did not create privilege to perform video
game under first salé doctrine); United States v. Moore, 604
F.2d 1228, 1232 (9th Cir. 1979) (pirated sound recording not
within first sale doctrine in criminal copyright
infringement prosecution). But see Mirage Editions, Inc. v.
Albuquerque A.R.T. Co., 856 F.2d 1341, 1344 (Sth Cir. 1988)

" (first sale doctrine did not create privilege to prepare
‘derivative work by transferring art in book to ceramic
tiles).

- 20 The way in which the first sale doctrine would impact

the electronically imposed use restrictions is by
frustrating a breach-of-contract lawsuit by the licensor
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against a licensee who exceeds the use restrictions. The
licensee exceeding the use restrictions would argue that it
violates public policy to enforce the restrictions and
therefore that state contract law may not impose liability
for their violation. See generally Restatement (second) of
Contracts 178 (1981) (stating general rule for determining
when contract term in unenforceable on grounds of public

policy).

21 In addition, as ___ of this paper notes, the ‘
Copyright Act itself requires signed writings for transfers
of copyright interests. 17 U.S.C. 204(a). (1988).

22 Michael S. Baum & Henry H. Perritt, Jr., Electronic
Contracting, Publishing and EDI Law ch. 6 (1991) (contract,
evidence and agency issues) [hereinafter "Baum & Perritt"].”
Accord, Signature Requirements Under EDGAR, Memorandum from
D. Goelzer, Office of the General Counsel, SEC to Kenneth A.
Fogash, Deputy Executive Director, SEC (Jan. 13, 1986)
(statutory and non-statutory requirements for "signatures"
may be satisfied by means other than manual writing on paper
in the hand of the signatory ... . "In fact, the electronic
transmission of an individual's name may legally serve as
that person's signature, providing it is transmitted with
the present intention to authenticate.").

23 17 U.S.C. 101 (1988). For copyright purposes, a work
is created, and therefore capable of protection, when it is
fixed for the first time. 17 U.S.C. 101 (1988). "[1]t makes
~ no difference what the form, manner, or medium of fixation
may be - whether it is in words, numbers, notes, sounds,

. pictures, or any other graphic or symbolic indicia, whether
embodied in a physical object in written, printed,
photographic, sculptural, punched, magnetic, or any other
stable form, and whether it is capable of perception

directly or by means of any machine or device 'now known or
later developed.™ 1976 U.S. Code Cong. & Admin. News 5659,
5665. The legislative history further says that, "the ‘

" definition of “fixation' would exclude from the concepts
purely of an evanescent or transitory nature --

reproductions such as those projected briefly on a screen
shown electronically on a television or other video display

or captured momentarily in the ‘'memory’ of a computer." 17
U.S.C. 102 note (excerpting from House Report 94-1476).

24 Or, more likely, what is on computer medium read by
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computer X, such as a magnetic cartridge used for.archival
records. Further references in the textual discussion to 4
"what is in computer x now" should be understood to include
such computer readable media.

25 Cf. Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules
of Evidence, 80 Nw.U.L.Rev. 956, 980 (1986) (proof that a
printout accurately reflects what is in the computer is too
limited a basis for authentication of computer records).

26 In some cases, the electronic transaction will be
accomplished by means of a physical transfer of computer
readable media. In such a case, this step in the proof would
involve proving what was received physically.

27 See generally Peritz, Computer Data and Reliability: A
Call for Authentication of Business Records Under the
Federal Rules of Evidence, 80 Nw.U.L.Rev. 956, 979 (1986)
(citing as examples of authentication Ford Motor Credit Co.

v. Swarens, 447 S.W.2d 53 (Ky. 1969) (authentication by
establishing relationship between computer-generated monthly
summary of account activity and the customer reported on);
Ed Guth Realty, Inc. v. Gingold, 34 N.Y.2d 440, 315 N.E.2d
441, 358 N.Y.S.2d 367 (1974) (authentication of summary of
taxpayer liability and the taxpayer)).

28 Of course, a paper document signed at the end also is
probative of the fact that no alternations have been made.
" In this sense, a signature requirement telescopes several
steps in the inquiry outlined in the text.

29 United States v. Linn, 880 F.2d 209, 216 (9th Cir.
1989) (computer printout showing time of hotel room
telephone call admissible in narcotics prosecution). See
also United States v. Miller, 771 F.2d 1219, 1237 (9th Cir.
1985) (computer generated toll and billing records in price-
fixing prosecution based on testimony by billing supervisor
although he had no technical knowledge of system which
operated from another office; no need for programmer to
testify; sufficient because witness testified that he was
familiar with the methods by which the computer system
records information). '

30 See United States V. Hufson, 821 F.2d 1015, 1020 (5th
Cir. 1987) (remanding embezzlement conviction, although
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computer records were admissible under business records
exception, despite trustworthiness challenged based on fact
that defendant embezzled by altering computer files; access
to files offered in evidence was restricted by special

‘code). o

31 Restatement (Second) of Contracts ___(1981).
32 Cite for when extrinsic evidence is admissible.

33 See Baum & Perritt 2.6; The Electronic Messaging
Services Task Force, The Commercial Use of Electronic Data
Interchange--A Report and Model Trading Partner Agreement,
" 45 Bus.Law. 1645 (1990); Jeffrey B. Ritter, Scope of the
Uniform Commercial Code: Computer Contracting Cases and
Electronic Commercial Practices, 45 Bus.Law. 2533 (1990);
Note, Legal Responses to Commercial Transactions Employing
Novel Communications Media, 90 Mich.L.Rev. 1145 (1992)

34 Garber v. Harris Trust & Savings Bank, 432 N.E.2d
1309, 1311-1312 (I1l. App. 1982) (“"each use of the credit
card constitutes a separate contract between the parties;"
citing cases). '

It is-not quite this simple, because both'merchant and
credit card customer have separate written contracts with
the credit card issuer. But there is no reason that a
supplier of information to a Digital Library System and all
customers of that system might not have their own contracts
with the Digital Library System in the same fashion.

35 Rowland v. Union Hills Country Club, 757 P.2d 105
(Ariz. 1988) (reversing summary judgment for country club
officers because of factual question whether club followed
bylaws in expelling members); Straub v. American Bowling
Congress, 353 N.W.2d 11 (Neb. 1984) (rule of judicial
deference to private associations, and compliance with
association requirements, counseled affirmance of summary
judgment against member of bowling league who complained his
achievements were not recognized). But see Wells v. Mobile
County Board of Realtors, Inc., 387 So.2d 140 (Ala. 1980)
(claim of expulsion of realtor from private association was
justiciable and bylaws, rules and regulations requiring
arbitration were void as against public policy; reversing
declaratory judgment for defendant association).
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36 F.R.E. 803(6) (excluding business records from
inadmissibility as hearsay); 28 U.S.C. 1732 ("Business
Records Act" permitting destruction of paper copies of
government information reliably recorded by any means and
allowing admission of remaining reliable record).

- 37 See Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules
of Evidence, 80 Nw.U.L.Rev. 956, 978-80, 984-85 (1986)
(noting body of commentator opinion saying that business
records exception and authentication are parallel ways of
establishing reliability).

38 See F.R.E. 901(b)(4) (appearance, contents, substance;
internal patterns, as examples of allowable authentication
techniques).

39 Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules
of Evidence, 80 Nw.U.L.Rev. 956, 963-64 (1986) (1dent1fymg
steps and trend resulting in F.R.E.).

40 Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules .
of Evidence, 80 Nw.U.L.Rev. 956, 963 (1986). -

41 Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules.
of Evidence, 80 Nw.U.L.Rev. 956, 974 (1986) (reporting four
requirements of Manual, and endorsing their use generally).

42 See Henry H. Perritt, Jr., , | Jurimetrics
(1993) (distinguishing between format ¢ and content
standardization).

43 See Marc Lauritsen, ___ (explaining relationship
between substantive legal systems and the field of
artificial intelligence). -

44 See Thorne, McCarty; Kevin Ashley; and Gardner.
45 It may not be particularly important to limit
competition by consumers, because the consumers will never

have the pointers and the rest of the network
infrastructure. :
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Application/Control Number: 10/956,070 Page 2
Art Unit: 3621

(1) Real Party in Interest

A statement identifying by name the real party in interest is contained in the brief.

(2) Related Appeals and Interferences

The examiner is not aware of any related appeals, interferences, or judicial proceedings
which will directly affect or be directly affected by or have a bearing on the Board’s decision in
the pending appeal.

(3) Status of Claims

The statement of the status of claims contained in the brief is correct.

(4) Status of Amendments After Final

The appellant’s statement of the status of amendments after final rejection contained in
the brief is correct.

(5) Summary of Claimed Subject Matter

The summary of claimed subject matter contained in the brief is correct.

(6) Grounds of Rejection to be Reviewed on Appeal

The appellant’s statement of the grounds of rejection to be reviewed on appeal is correct.

(7) Claims Appendix

The copy of the appealed claims contained in the Appendix to the brief is correct.

(8) Evidence Relied Upon
6226618 Downs et al. 08-1998

(9) Grounds of Rejection

The following ground(s) of rejection are applicable to the appealed claims:
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Application/Control Number: 10/956,070 Page 3
Art Unit: 3621

Claim Rejections - 35 USC § 102
1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —
A person shall be entitled to a patent unless —

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this
or a foreign country, before the invention thereof by the applicant for a patent.

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date of application for patent in the United States. . . .

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

2. Claims 2-10, 14-22, 25, 27-35, and 40-54 are rejected under 35 U.S.C. 102(b) as being
anticipated by Downs et al (U.S 6226618).
3. As per claims 2-10, 14-22, 25, 27-35, and 40-54, Downs et al. disclose an invention that
broadly relates to the field of electronic commerce and more particularly to a system and related
tools for the secure delivery and rights management of digital assets, such as print media, films,
games, and music over global communications networks such as the Internet and the World
Wide Web. The invention includes the means and devices (hardware and software combination)
(columns 53, lines 65-67, column 54, lines 1-3) to accomplish the items below- Claims 25, 38,
39,41-45,48, 51, 54. The invention comprising of the following:

A. (“specifying in a first license at least one usage right and at least one meta-right

for the item”) -- Owners setting/specifying initial usage rights/licensing (first

license) for content to the distributors (column 21, lines 30-33). Those usage rights
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Application/Control Number: 10/956,070 Page 4
Art Unit: 3621

can be modified by the digital store (column 21, lines 33-39) to create secondary
licensing/rights (meta-rights) or customized licensing (column 10, lines 15-18) to
the end user — Claims 40-42;

B. ("specifying in a first license at least one usage right and at least one meta-right
for the item"), ("' defining, via the at least one usage right, a manner of use
selected from a plurality of permitted manners of use for the item') -- Example

of usage rights include (column 59, lines 38-69— Claims 40, 49-54:

Compressed Version 384 Kbps

Type of user Private Consumer
Type of Transaction Purchase or Rental
Number Of copies 1

Rental Terms 14 Days
Transfer on What Mini Disc or Computer
Media

C. ("wherein the usage right and the meta-right include at least one right that is
shared among one or more users or devices') -- Owners setting initial usage
rights/licensing (first license) for content to the distributors (column 21, lines 30-33).
Those usage rights can be modified by the digital store (column 21, lines 33-39) to
create secondary licensing or customized licensing (column 10, lines 15-18) to the
end user —Claims 40-42, 10, 22, 35

D. Content providers (entity that supplies the content), providing (equivalent to

generating) usage conditions (equivalent to usage rights), The content providers also
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Application/Control Number: 10/956,070 Page 5
Art Unit: 3621

stipulate that the content stores or distributors can add or narrow the original usage
rights (meta-rights or rights derived from the initial usage rights) (column 21, lines
30-36) - Claims 40-42

E. Usage rights being copy restrictions, which is manner in which the content can be
used (column 9, 32-34, col. 26, lines 10-12). - Claims 40-42

F. Content stores or distributors can add or narrow the original usage rights (sub-rights)
(column 21, lines 30-36) - Claims 40-42

G. The system also defines the manner in which the content can be used (meta-rights)
such as onto what kinds of media the content can be transferred to (column 59, lines
52-54) — Claims 40-42, 46-48

H. State variable such the number of copies a user is allowed to make (column 59, line
50 or rental terms (column 59, lines 55-60) - Claims 40-42

I. State variables can be the number of copies a user is allowed to make - (""associating
at least one state variable with the at least one right ') (column 59, line 50 or
rental terms (column 59, lines 55-60). Content providers and distributors specify the
number of plays and local copies allowed for the Content, and whether or not the
Content may be recorded to an external portable device (state variable). Downs et al.
keep track of the content's copy/play usage and update the copy/play status (column
20, lines 43-50, column 12, lines 11-12). The system also uses watermarks, as state
variable, to ensure that the content is being played in a compliant user device (col. 7,
lines 45-55). Inherently the identity or location of where the content is being played

or copied has to be established, in order to determine whether or not a user is
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Application/Control Number: 10/956,070 Page 6
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compliant. - ("defining, via the at least one meta-right, a manner of rights
derivation selected from a plurality of permitted manners of rights derivation
for the item, wherein said at least one meta-right allows said one or more users
or devices to transfer rights or to derive new rights") -Claims 40-42, 55-57

J.  The secondary licensing such as restrictions on rental time period can not violate the
initial time period set by the initial licensing (column 21, line 35) - ("generating in a
second license one or more rights based on the meta-right in the first license")
Claims 40-42

K. The state variable is derived from the usage rights (column 59, line 50) or rental terms
(column 59, lines 55-60) - Claims 2-4, 14-16, 27-29

L. The system keeps track of the content's copy/play usage and updates the copy/play
status (column 20, lines 49-50) — Claims 5, 17, 30

M. A state variable can represent various other states, for example an item that rented can
affect the number of copies that can be made or whether or not copies can be made -
Claims 6, 8, 18, 20, 31,33

N. The system embeds a code on every copy the content, as it is transferred form user
device to the next. When the Digital Content is accessed in a compliant End-User
Devices, the End-User Player Application reads the watermark to check the use
restrictions and updates the watermark as required. If the requested use of the content
does not comply with the usage conditions, ¢.g., the number of copies has been
exhausted, the End-User Device(s) will not perform the request (column 7, lines 40-

55) - Claims 7, 19, 32
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Application/Control Number: 10/956,070 Page 7
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O. The content does not specify how the initial set of rights and variable are to modified,
as long as it does not violate the initial licensing (column 21, line 35) - Claims 9, 21,
34
(10) Response to Argument
Argument 1: Downs fails to disclose or suggest cach and every feature recited in claims 2-8, 10,
14-20, 22, 25, 27-33, 35, 40-45, and 49-57. — Specifically, Downs fails to disclose "meta-rights"

as recited in the claims.

Response 1: With regard to the argument of “Downs fails to disclose or suggest ecach and every
feature recited in claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-57”, Examiner
respectfully disagree (see grounds of rejection). With regard to the aspect of meta-rights, as
claim 40 states, meta-rights are rights derived from usage rights. Owners setting/specifying
initial usage rights/licensing (first license) for content to the distributors (column 21, lines 30-
33). Those usage rights can be modified by the digital store (column 21, lines 33-39) to create
secondary licensing/rights (meta-rights) or customized licensing (column 10, lines 15-18) to

the end users. (see table below)
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App#: 10956070
Limitation # Claim 40 Prior Art (Downs, US 6226618

1

1 generating, by a supplier, at least one first offer,
including usage rights and meta-rights for the
items, ,

Content providers (entity that supplies the content), providing (equivalent to generating) usage conditions (equivalent to usage rights), The
content providers also stipulate that the content stores or distributors can add or narrow the original usager

said usage rights defining a manner of use for the
items

Usage rights heing copy restrictions, which is manner in which the content can he used (column 9, 32-34, col. 26, lines 10-12).

said meta-rights specifying rights to derive usage
rights or other meta-rights for the items

Content stores or distrihutors can add or narrow the original usage rights (suh-rights) (column 21, lines 30-36)

4

Associating at leat one state variable with at least
one right, state variable being shared by one or
more devices

State variable such the number of copies a user is allowed to make (column 59, line 50 or rental terms (column 59, lines 55-60). Specify the
number of plays and local copies allowed for the Content, and whether or not the Content may be recorded to an e

Generating a second license with one or more

rights

Supplier =

First Consumer =
Usage Rights =
First license =
Meta-rights =

Content provider

digital content store or distrihutor
Usage conditions such as copy protection
Digital certificate given to distrihutor

Suhrights, or addtionnal usage conditions derived from the usage rights

With regard to aspect of “state variables”, par 43 or appellant’s published specification defines

the term as "variables having values that represent status of an item, usage rights, license or other

dynamic conditions ". As such, a state variable can be a rental term of 14 days, which can be

further restricted by the first consumer. This value can be tracked from 0 days to 14 (Col 20,

Lines 48-50), therefore is dynamic — similar to the number of prints in par. 43 of appellant's

published specification.

Therefore, appellant’s invention is not patentably distinct from Downs’ invention.
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Application/Control Number: 10/956,070 Page 9
Art Unit: 3621

(11) Related Proceeding(s) Appendix

No decision rendered by a court or the Board is identified by the examiner in the Related
Appeals and Interferences section of this examiner’s answer.

For the above reasons, it is believed that the rejections should be sustained.

Respectfully submitted,

/Evens J. Augustin/

Art Unit 3621
October 25, 2007

Conferees:
/A.J.FJ/

Andrew J. Fischer
Supervisory Patent Examiner, Art Unit 3621

Vincent Millin /VM/
Appeals Conference Specialist
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Knowbots, Permissions Headers and Contract Law
paper for the conference on

Technological Strategies for Protecting Intellectual
Property in the Networked Multimedia Environment

April 2-3, 1993 with revisions of 4/30/93
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Professor of Law
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FAX (215) 645-7033, (215) 896-1723
Internet: perritt@ucis.vill.edu

Introduction

One of the ways to protect intellectual property on the
NREN is through a digital library concept. Under this
concept, a work would have attached to it a "permissions
header," defining the terms under which the copyright owner
makes the work available. The digital library
infrastructure, implemented on the NREN, would match request
messages from users with the permissions headers. If the
request message and the permissions header match, the user
would obtain access to the work. This concept encompasses
major aspects of electronic contracting, which is already in
wide use employing Electronic Data Interchange ("EDI")
standards developed by ANSI Committee X12.1

This paper explains the relationship between the digital
library concept and EDI practice, synthesizing appropriate

solutions for contract law, evidence, and agency issues that
arise in electronic contracting. The question of how
electronic signatures should work to be legally effective is
an important part of this inquiry. The paper also defines
particular types of service identifiers, header descriptors,
and other forms of labeling and tagging appropriate to allow
copyright owners to give different levels of permission,
including outright transfer of the copyright interest, use
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permission, copying permission, distribution permission,
display permission, and permission to prepare derivative
works.The paper considers how payment authorization
procedures should work in conjunction with a permissions
header and digital library concept in order to integrate the
proposed copyright licensing procedures with existing and
anticipated electronic payment authorization systems. The
paper necessarily considers whether existing standards
approaches related to SGML and X12 are sufficient or whether
some new standards development efforts will be necessary for
implementation of the concepts. The paper considers the
relationship between technology and law in enforcing
intellectual property, and emphasizes that the traditional
adaptation of legal requirements to levels of risk is
appropriate as the law is applied to new technologies.

There are certain common issues between the intellectual
property question and other applications of wide area
digital network technology. The question of signatures and
writings to reflect the establishment of duties and
permissions and the transfer of rights is common to the
intellectual property inquiry and to electronic commerce
using EDI techniques. There also are common questions
involving rights to use certain information channels: First
Amendment privileges, and tort liability. These are common
not only to technological means of protecting intellectual
property but to all forms of wide area networking.

The problem

The law recognizes intellectual property because
information technology permits one person to get a free ride
on another person's investment in creating information
value. Creative activity involving information usually is
addressed by copyright, although patent has a role to play
in protecting innovative means of processing information.2

Intellectual property arose in the context of
letterpress printing technology. Newer technologies like
xerography and more recently small computer technology and
associated word processing and networking have increased the
potential for free rides and accordingly increased the
pressure on intellectual property.

The concern about free ride potential is especially
great when people envision putting creative works on
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electronic publishing servers connected to wide area
networks intending to permit consumers of information
products to access these objects, frequently combining them
and generally facilitating "publishing on demand" rather
than the well known publishing just in case, typified by
guessing how many copies of a work will sell, printing those
in advance, and then putting them in inventory until someone
wants them,

The concern is that it will be too easy to copy an
entire work without detection and without paying for it.
Worse, it will be easy to copy an entire work and resell it
either by itself or as a part of a new derivative work or
collection.

But technology is capable of protecting investment in
new ways as well as gaining a free ride. Computer networks
make it possible to restrict access and to determine when
access occurs. Depending on how new networks are designed,
they may actually reduce the potential for a free ride. The
digital library is one way of realizing that potential.
Professor Pamela Samuelson has observed that the digital
library model replaces intellectual property with a system
of technological controls.3

Digital Library Concepts
Basic Concepts

A digital library is a set of information resources
("information objects") distributed throughout an electronic
network. The objects reside on servers (computers with
associated disk drives connected to the network). They can
be retrieved remotely by users using "client" workstations.

Origin of Concepts

The phrase "digital library" and the basic concept was
first articulated in a 1989 report growing out of a workshop
sponsored by the Corporation for National Research
Initiatives.4 From its inception, the digital library
concept envisioned retrieval of complete information
resources and not merely bibliographic information.5

The technologies of remote retrieval of complete
information objects using electronic technologies is in wide
use through the WESTLAW, Dialog, LEXIS, NEXIS, and National
Library of Medicine databases. These remotely accessible
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databases, however, unlike the digital library involved a

single host on which most of the data resides. The digital

library concept envisions a multiplicity of hosts (servers).
Recent Developments

The remotely accessible database host concept is
converging with the digital library concept as more of the
electronic database vendors provide gateways to information
objects actually residing on other computers. This now is
commonplace with WESTLAW access to Dialog, and Dialog's
gateways to other information providers.

The most explicit implementation of the digital library
concept is the Wide Area Information Service ("WAIS"), which
implements ANSI standard Z.39.6 WAIS permits a remote user
to formulate a query that is applied to a multiplicity of
WALIS servers each of which may contain information
responsive to the query. The WAIS architecture permits
search engines of varying degrees of sophistication,
resident on WAIS information servers to apply the query
against their own information objects, reporting matches
back to the user.7 Future implementations of WAIS permit
automatic refinement of searches according to statistical
matching techniques.

The Corporation for National Research Initiatives has
proposed a test bed for an electronic copyright management
system.8 The proposed system would include four major
elements: automated copyright recording and registration,
automated, on line clearance of rights, private electronic
mail and digital signatures to provide security. It would
include three subsystems: a Registration and Recording
System (RRS), a Digital Library System (DLS), and a Rights
Management System (RMS). The RRS would provide the functions
enumerated above and would be operated by the Library of
Congress. It would provide "change of title" information.9
The RMS would be an interactive distributed system capable
of granting rights on line and permitting the use of
copyrighted material in the Digital Library System. The test
bed architecture would involve computers connected to the
Internet performing the RRS and RMS functions.

Digital signatures would link an electronic
bibliographic record with the contents of the work, ensuring
against alteration after deposit.10 Multiple RMS servers
would be attached to the Internet. A user wishing to obtain
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rights to an electronically published work would interact
electronically with the appropriate RMS. When copyright
ownership is transferred, a message could be sent from the
RMS to the RRS11 - creating an electronic marketplace for
copyrighted material.

The EBR submitted with a new work would "identify the
rights holder and any terms and conditions on the use of the
document or a pointer to a designated contact for rights and
permissions."12 The EBR, thus, is apparently equivalent to
the permissions header discussed in this paper. Security in
the transfer of rights would be provided by digital
signatures using public key encryption, discussed further,
infra in the section on encryption.

Basic Architectural Concepts

The digital library concept in general contemplates
three basic architectural elements: a query, also called a
"knowbot" in some descriptions; a permissions header
attached to each information object; and a procedure for
matching the query with the permissions header.

Two kinds of information are involved in all three
architectural elements: information about the content of
information objects desired and existing, and information
about the economic terms on which an information object is
made available. For example, a query desiring court opinions
involving the enforcement of foreign judgments evidencing a
desire to download the full text of such judicial opinions
and to pay up to $1.00 per minute of search and downloading
time would require that the knowbot appropriately represent
the subject matter "enforcement of foreign judgments." It
also requires that the knowbot appropriately represent the
terms on which the user is willing to deal: downloading and
the maximum price. The permissions header similarly must
express the same two kinds of information. If the
information object to which the permissions header is
attached is a short story rather than a judicial opinion,
the permissions header must so indicate. Or, if the
information object is a judicial opinion and it is about
enforcement of foreign judgments, the permission header may
indicate that only a summary is available for downloading at
a price of $10.00 per minute. The searching, matching, and
retrieval procedure in the digital library system must be
capable of determining whether there is a match on both
subject matter and economic terms, also copying and
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transmitting the information object if there is a match.
Comparison to EDI

Electronic Data Interchange ("EDI") is a practice
involving computer-to-computer commercial dealing without
human intervention. In the most widespread implementations,
computers are programmed to issue purchase orders to trading
partners, and the receiving computer is programmed to
evaluate the terms of the purchase order and to take
appropriate action, either accepting it and causing goods to
be manufactured or shipped or rejecting it and sending an
appropriate message. EDI is in wide use in American and
foreign commerce, using industry-specific standards for
discrete commercial documents like purchase orders,
invoices, and payment orders, developed through the American
National Standards Institute.

There obviously are similarities between the three
architectural elements of the digital library concept and
EDI. There is a structured way of expressing an offer or
instruction, and a process for determining whether there is
a match between what the recipient is willing to do and what
the sender requests.

There is also, however, an important difference. In the
digital library concept, a match results in actual delivery
of the desired goods and services in electronic form. In EDI
practice, the performance of the contractual arrangement
usually involves physical goods or performance of
nonelectronic services.

Nevertheless, the digital library and EDI architectures
are sufficiently similar and, it turns out the legal issues
associated with both are sufficiently similar to make
analogies appropriate.

Elements of Data Structure

For purposes of this paper, the interesting parts of the
data structure are those elements that pertain to
permission, more than those elements that pertain to content
of the information object to which the header is attached.
Accordingly, this section will focus on only permissions-
related elements, after noting in passing that the content
part of the header well might be a pointer to an inverted
file to permit full text searching and matching.
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The starting point conceptually for identifying the
elements of the permissions header are the rights
exclusively reserved to the copyright owner by 106 of the
copyright statute. But these exclusive rights need not be
tracked directly because the owner of an information object
free to impose contractual restrictions as well as to enjoy
rights granted by the Copyright Act. Accordingly, it seems
that the following kinds of privileges in the requester
should be addressed in the permissions header:

outright transfer of all rights

use privilege, either unrestricted or subject to
restrictions

copying, either unlimited or subject to restrictions
like quantitative limits

distribution, either unlimited or subject to
restrictions, like geographic ones or limits on the
markets to which distribution can occur

preparation of derivative works

Display and presentation rights, separately identified
in 106 would be subsumed into the use element, because
they are particular uses.

The simplest implementation would allow only binary
values for each of these elements. But a binary approach
does not permit the permissions header to express
restrictions, like those suggested in the enumerated list.
Elements could be defined to accept the most common kinds of
restrictions on use, and quantitative limits on copying, but
it would be much more difficult to define in advance the
kinds of geographic or market-definition restrictions that
an owner might wish to impose with respect to distribution.

In addition to these discrete privileges, the
permissions header must express pricing information. The
most sensible way of doing this is to have a price
associated with each type of privilege. In the event that
different levels of use, copying, or distribution privilege
are identified, the data structure should allow a price to
be associated with each level.
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A complicating factor in defining elements for price is
the likelihood that different suppliers would want to price
differently. For example, some would prefer to impose a flat
fee for the grant of a particular privilege. Others might
wish to impose a volume-based fee, and still others might
wish to impose a usage or connect-time based fee. The data
structure for pricing terms must be flexible enough to
accommodate at least these three different approaches to
pricing.

Finally, the data structure must allow for a
specification of acceptable payment terms and have some kind
of trigger for a payment approval procedure. For example,
the permissions header might require presentation of a
credit card number and then trigger a process that would
communicate with the appropriate credit card database to
obtain authorization. Only if the authorization was obtained
would the knowbot and the permissions header "match."

There is a relationship between the data structures and
legal concepts. The knowbot is a solicitation of offers.
The permissions header is an offer. The matching of the two
constitutes an acceptance. Mr. Linn's "envelope” could be
the "contract."

There are certain aspects of the data structure design
that are not obvious. One is how to link price with
specific levels of permission. Another is how to describe
particular levels of permission. This representation
problem may benefit from the use of some deontic logic,
possibly in the form of a grammar developed for intellectual
property permissions. Finally, it is not clear what the
acceptance should look like. Conceptually, the acceptance
occurs when the knowbot matches with a permissions header,
but it is unclear how this legally significant event should
be represented.

Role of Encryption

The CNRI test bed proposal envisions the use of public
key encryption to ensure the integrity of digital signatures
and to ensure the authenticity of information objects.

Public key encryption permits a person to encrypt a message
- like a signature using a secret key, one known only to the
sender, while permitting anyone with access to a public key

Petitioner Apple Inc. - Exhibit 1006, p. 6413



to decrypt it. Use of public key cryptography in this

fashion permits any user to authenticate a message, ensuring
that it came from the purported sender.13 A related
technology called "hashing" permits an encrypted digital
signature to be linked to the content of a message. The
message can be sent in plain text (unencrypted) form, but if
any part of it is changed, it will not match the digital
signature. The digital signature and hashing technologies
thus permit not only the origin but also the content

integrity of a message of arbitrary length to be
authenticated without necessitating encryption of the
content of the message. This technology has the advantage,
among others, that it is usable by someone lacking
technological access to public key encryption. An
unsophisticated user not wishing to incur the costs of
signature verification nevertheless can use the content of
the signed information object.

It is well recognized that encryption provides higher
levels of security than other approaches. But security
through encryption comes at a price. Private key encryption
systems require preestablished relationships and exchange of
private keys in advance of any encrypted communication. The
burdens of this approach have led most proponents of
electronic commerce to explore public key encryption
instead. But public key systems require the establishment
and policing of a new set of institutions. An important
infrastructure requirement for practicable public key
cryptography is the establishment and maintenance of
certifying entities that maintain the public keys and ensure
that they are genuine ones rather than bogus ones inserted
by forgers. A rough analogy can be drawn between the public
key certifying entities and notaries public. Both kinds of
institutions verify the authenticity of signature. Both
kinds require some level of licensing by governmental
entities. Otherwise the word of the "electronic notary”
(certifying entity) is no better than an uncertified,
unencrypted signature. In a political and legal environment
in which the limitations of regulatory programs have been
recognized and have led to deregulation of major industries,
it is not clear that a major new regulatory arrangement for
public key encryption is practicable. Nevertheless,
experimentation with the concept in support of digital
library demonstration programs can help generate more
empirical data as to the cost and benefits of public key
encryption to reinforce electronic signatures.
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On the other hand, it is not desirable to pursue
approaches requiring encryption of content. No need to
encrypt the contents is apparent in a network environment.
Database access controls are sufficient to prevent access to
the content if the permissions header terms are not matched
by the knowbot. On the other hand, if the electronic
publishing is effected through CDROMs or other physical
media possessed by a user, then encryption might be
appropriate to prevent the user from avoiding the
permissions header and going directly to the content.

While encrypted content affords greater security to the
owner of copyrighted material. Someone who has not paid the
price to the copyright owner must incur much higher cost to
steal the material. But the problem is everyone must pay a
higher price to use the material. One of the dramatic
lessons of the desktop computer revolution was the clear
rejection of copyright protection in personal computer
software. The reasons that copy protection did not survive
in the market place militate against embracing encryption
for content. Encryption interferes with realization of
electronic markets, because producer and consumer must have
the same encryption and description protocols. Encryption
burdens processing of electronic information objects because
it adds another layer. Some specific implementations have
encryption require additional hardware at appreciable costs.

Digital libraries cannot become a reality until
consumers perceive that the benefits of electronic formats
outweigh the costs, compared to paper formats. Encryption
interferes with electronic formats' traditional advantages
of density, reusability, editability, and computer search
ability and also, by impairing open architectures may
perpetuate some of papers' advantages with respect with
browsibility.14

The need for encryption of any kind depends upon whether
security is available without it. That depends, in turn, on
the kinds of free rides that may be obtainable and the legal
status of various kinds of electronics transactions in the
digital library system.

Legal Issues
Copyright: What legal effect is intended?
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The design of the permissions header and the values in
the elements of the header must be unambiguous as to whether
an outright transfer of a copyright interest is intended or
whether only a license is intended. If an outright transfer15
is intended, then the present copyright statute requires a
writing signed by the owner of the rights conveyed. 16
Recordation of the transfer with the Copyright office is not
required, but provides advantages in enforcing transferee
rights.17 On the other hand, non exclusive licenses need not
be in writing nor registered. If the electronic transaction
transfers the copyright in its entirety, then the rights of
the transferor are extinguished, and the rights of the
transferee are determined by the copyright statute. The only
significant legal question is whether the conveyance was
effective.

On the other hand, when the copyright is not transferred
outright but only certain permissions are granted or certain
rights conveyed, the legal questions become more varied.
Then, the rights of the transferor and the obligations of
the transferee are matters of contract law. It is important
to understand the degree to which the contract is
enforceable and how it is to be interpreted in the event of
subsequent disputes. The following sections consider briefly
the first sale doctrine as a potential public policy
obstacle to enforcing contractual restrictions different
from those imposed by the copyright statute and then explore
in greater depth whether electronic techniques satisfy the
formalities traditionally required for making a contract,
whether they adequately ensure against repudiation, and
whether they provide sufficient information to permit
predictable interpretation of contractual obligations and
privileges.

First Sale Doctrine

The first sale doctrine may invalidate restrictions on
use. It is impermissible for the holder of a patent to
impose restrictions on the use of a patented product after
the product has been sold. Restrictions may be imposed,
however, on persons who merely license the product.18 The
rationale for this limit on the power of the owner of the
intellectual property interest is that to allow limitations
on use of the product would interfere with competition
beyond what the Congress - and arguably the drafters of the
Constitution - intended in setting up the patent system.
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The first sale doctrine applies to copyright owners.19
Indeed, because of the First Amendment's protection of
informational activity, the argument against restrictions
after the first sale may be even stronger in the copyright
arena then in the patent arena.

The first sale doctrine is potentially important because
it may invalidate restrictions imposed on the use of
information beyond what is authorized by the Copyright Act
and by common law trade secret. Thus, there may be serious
questions about the legal efficacy of use restrictions
suggested in ___, although such restrictions are common in
remote database service agreements. The vendors could argue
that the limitations pertain to the contractual terms for
delivery of a service rather than use of information as
such. The characterization avoids the overlap with copyright
and thus may also avoid the conflict between federal policy
and contract enforcement.20
Contract Formation Issues

The law does not enforce every promise. Instead, it
focuses its power only on promises surrounded with certain
formalities to make it likely that the person making the
promise (the "promisor") and the person receiving the
promise (the "promisee”) understood that their communication
had legal consequences. A threshold question for the digital
library system is whether the traditional formalities for
making a contract are present when the contract is made
through electronic means. The digital library system
considered in this paper clearly contemplates that a
contract is formed when the knowbot and the permissions
header achieve a match. In this respect, the digital library
concept converges with EDI where trading parties contemplate
that a contract to perform services or deliver goods is
formed when a match occurs either upon the receipt of a
purchase order or upon the transmission of a purchase order
acknowledgment.

It is not altogether clear, however, whether the match
between values and computer data structures meets contract
formation requirements, particularly those expressed in
various statutes of frauds. Statutes of frauds require
"writings" and "signatures" for certain kinds of contracts -
basically those contemplating performance extending beyond a
period of one year.21
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In many instances, the digital library contract will be
fully performed almost instantancously upon delivery of the
information object after the knowbot and the permissions
header match. In such a case, the statute of frauds is not a
problem and its requirements need not be satisfied. In other
cases, however, as when the intent of the owner of the
information object is to grant a license to do things that
will extend beyond one year, the statute of frauds writing
and signature requirements must be met.

Historical application of Statutes Of Frauds by the
courts clearly indicates that there is flexibility in the
meaning of "writing" and "signature." A signature is any
mark made with the intent that it be a signature.22 Thus an
illiterate person signs by making an "X," and the signature
is legally effective. Another person may sign a document by
using a signature stamp. Someone else may authorize an agent
to sign his name or to use the signature stamp. In all three
cases the signature is legally effective. There may of
course be arguments about who made the X, or whether the
person applying the signature stamp was the signer or his
authorized agent, but these are evidentiary and agency
questions, not arguments about hard and fast contract-law
requirements.

Under the generally accepted legal definition of a
signature, there is no legal reason why the "mark" may not
be made by a computer printer, or for that matter by the
write head on a computer disk drive or the data bus in a
computer random access memory. The authorization to the
computer agent to make the mark may be given by entering a
PIN ("Personal Identification Number") on a keyboard. To
extend the logic, there is no conceptual reason to doubt the
legal efficacy of authority to make a mark if the signer
writes a computer program authorizing the application of a
PIN upon the existence of certain conditions that can be
tested by the program. The resulting authority is analogous
to a signature pen that can be operated only with a
mechanical key attached to somebody's key ring, coupled with
instructions to the possessor of the key.

Which of these various methods should be selected for
particular types of transactions must depend, not on what
the law requires, because the law permits any of these
methods. Rather, it must depend on the underlying purposes
of the legal requirement and which method best serves those
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purposes.

The real issue is how to prove that a particular party
made the mark. In other words, the contingency to be
concerned about is repudiation, not absence of formalities.
Repudiation should be dealt with through usual evidentiary
and fact finding processes rather than artificial
distinctions between signed and unsigned documents.

Authority is skimpier on how flexible the "writing"
requirement is. The best approach is to borrow the fixation
idea from the copyright statute and conclude that a writing
is "embodiment in a copy . . . sufficiently permanent or
stable to permit it to be perceived, reproduced, or
otherwise communicated for more a period of more than
transitory duration."23

The most important thing conceptually is to understand

the purpose of the writing and signature requirements. They
have two purposes: awareness or formality and reliability of
evidence. Signature requirements, like requirements for
writings and for original documents have an essentially
evidentiary purpose. If there is a dispute later, they

specify what kind of evidence is probative of certain
disputed issues, like "who made this statement and for what
purpose?" The legal requirements set a threshold of
probativeness. Surely the values in a knowbot as well as the
values in a permissions header constitute and "mark," and
someone who knowingly sets up potential transactions in a
digital library scheme can have the intent that the mark be

a signature.

When a contract is made through a signed writing, it is
more likely that the parties to the contract understand what
they are doing. They are aware of the legal affect of their
conduct because the writing in the signature involve a
greater degree of formality than a simple conversation.

The awareness/formality purpose can be served by
computerized contracting systems. This is $so not so much
because the computers are "aware" of the affect of their
"conduct." Rather, it is true because the computers are
agents of human principals. The programming of the computer
to accept certain contract terms is the granting of
authority to the computer agent to enter into a contract.

The fact that a principal acts through an agent engaging in
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conduct at a later point and time never has been thought to
defeat contract formation in the traditional evolution of
agency and contract law. Nor should it when the agent is a
computer.

Fulfillment of the evidentiary purpose depends on the
reliability of the information retained by the computer
systems making up the digital library. Such systems must be
designed to permit the proponent of contract formation to
establish the following propositions if the other party to
the purported contract attempts to repudiate it.

1.It came from computer X
2.1t accurately represents what is in computer X24 now25

3.What is in computer X now is what was in computer X
at the time of the transaction

4.What was in computer X at the time of the transaction
is what was received from the telecommunications
channel26

5.What was received from the telecommunications channel
is what was (a) sent, (b) by computer Y.

Two other questions relate to matters other than the
authenticity of the message:

6 Computer Y was the agent of B

7 The message content expresses the content of the
contract (or more narrowly, the offer or the
acceptance).27

Factual propositions 1-4 can be established by testimony
as to how information is written to and from
telecommunications channel processors, primary storage, and
secondary storage. Factual proposition 5 requires testimony
as to the accuracy of the telecommunications channel and
characteristics of the message that associate it with
computer Y. Only the last proposition (number 5) relates to
signatures, because signature requirements associate the
message with its source.28 The other propositions necessitate
testimony as to how the basic message and database
management system works. It is instructive to compare these
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propositions with the kinds of propositions that must be
established under the business records exception to the
hearsay rule when it is applied to computer information.

Those propositions may be supported with non technical
evidence, presented by non programmers. A witness can lay a
foundation for admission of computer records simply by
testifying that the records are generated automatically and
routinely in the ordinary course of business. The more
inflexible the routine, and the less human intervention in
the details of the computer's management of the database the
better the evidence.29

The ultimate question is trustworthiness, and if the
computer methods are apparently reliable, the information
should be admitted unless the opponent of admissibility can
raise some reasonable factual question undercutting
trustworthiness.30

Contract Interpretation Issues

Assuming that the permissions header and knowbot
constitute sufficient writings to permit a contract to be
formed and that the signature requirement also is met,
through digital signature technology or otherwise, there
still are difficult contract interpretation questions.

Contract interpretation questions arise not only after
contractual relationships are formed, but also in connection
with deciding whether there has been offer and acceptance,
the prerequisites to contract formation.31 Contract
interpretation always seeks to draw inferences about what
the parties intended. When contract interpretation issues
arise at the contract formation stage, the questions are

what the offeror intended the content of the offer to be and
what the offeree intended the content of the purported
acceptance to be. The proposed Digital Library System
envisions extremely cryptic expressions of offer and
acceptance - by means of codes. The codes have no intrinsic
meaning. Rather, extrinsic reference must be made to some
kind of table, standard, or convention associating

particular codes with the concepts they represent. Extrinsic
evidence is available to resolve contract interpretation
questions when the language of the contract itself is
ambiguous, and perhaps at other times as well.32 The codes in
the permissions header and knowbots certainly are ambiguous
and become unambiguous only when extrinsic evidence is
considered. So there is no problem in getting a standard or
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cable into evidence. The problem is whether the parties
meant to assent to this standard.

In current EDI practice, this question is resolved by
having parties who expect to have EDI transactions with each
other to sign a paper trading partner agreement, in which
the meaning of values or codes in the transaction sets is
established.33 But requiring each pair of suppliers and users
of information in a digital library to have written
contracts with each other in advance would defeat much of
the utility of the digital library. Thus the challenge is to
establish some ground rules for the meaning of permissions
header and knowbot values that all participants are bound
by. There are analogous situations. One is a standard credit
card agreement that establishes contractual terms among
credit card issuer, credit card subscriber, and merchant who
accepts the credit card. The intermediary - the credit card
company - unilaterally establishes contract terms to which
the trading partners assent by using and accepting the
credit card.34 Also, it is widely recognized that members of
a private association can, through their constitution and
bylaws establish contractual relationships that bind all of
the members in dealing with each other.35 In the Digital
Library System, similar legal arrangements can establish the
standards by which electronic transactions between
permissions header and knowbots will bind transferor and
transferee of information.

Third Party Liability

It is not enough merely to ensure that the licensee is
contractually bound. Trading partners also must ensure that
the participants in funds transfers have enforceable
obligations. For example, if the digital library system
envisions that the information object would not be released
to the purchaser without simultaneous release of a payment
order, the supplier may be interested in enforcing the
obligations of financial intermediaries who handle the
payment order. This implicates the federal Electronic Funds
Transfer Act, and Article 4A of the Uniform Commercial Code,
regulating wire transfers.

Solutions
Satisfy the Business Records Exception to the Hearsay
Rule

The discussion of contract formalities earlier in this
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paper concluded that legally enforceable contracts can be
formed through electronic means and that the significant
legal questions relate to reliability of proof and intent of
the parties to be bound by using the electronic techniques.
This section considers the reliability of proof further.
Traditional evidence law permits computer records to be
introduced in evidence when they satisfy the requirements of
the business records exception: basically that they are made
in the ordinary course of business, that they are relied on
for the performance of regular business activities, and that
there is no independent reason for questioning their
reliability.36

The business records exception shares with the

authentication concept statute of frauds and the parol

evidence rule a common concern with reliability.37 The same
procedural guarantees and established practices that ensure
reliability for hearsay purposes also ensure reliability for

the other purposes. Under the business records exception,

the proponent must identify the source of a record, through
testimony by one familiar with a signature on the record, or
circumstantially.38 The steps in qualifying a business record
under the common law, which since have been relaxed,39 were:

Proving that the record is an original entry made in the
routine course of business

Proving that the entries were made upon the personal
knowledge of the proponent/witness or someone reporting
to him

Proving that the entries were made at or near the time of
the transaction

Proving that the recorder and his informant are
unavailable.40

These specific requirements are easier to understand and
to adapt to electronic permissions and obligations formed in
a digital library system by understanding the rationale for
the business records exception. The hearsay rule excludes
out of court statements because they are inherently
unreliable, primarily because the maker of the statement's
demeanor cannot be observed by the jury and because the
maker of the statement is not subject to cross examine. On
the other hand, there are some out of court statements that
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have other guarantees of reliability. Business records are
one example. If a continuing enterprise finds the records
sufficiently reliable to use them in the ordinary course of
business, they should be reliable enough for a court. The
criteria for the business records exception all aim at
ensuring that the records really are relied upon the
business to conduct its ordinary affairs.

The Manual for Multidistrict Litigation suggests steps
for qualifying computer information under the business
records exception:

1.The document is a business record

2.The document has probative value

3.The computer equipment used is reliable
4.Reliable data processing techniques were used41

The key in adapting the business records exception to
electronic permissions in a digital library system are
points 3 and 4. Establishing these propositions and the
propositions set forth in section __ of this paper requires
expert testimony. Any designer of a digital library system
must consult with counsel and understand what testimony an
expert would give to establish these propositions. Going
through that exercise will influence system design.

Reinforce the Evidentiary Reliability by Using Trusted
Third Parties

The evidentiary purpose of contract formation
requirements can be satisfied by using a trusted third party
as an intermediary, when the third party maintains archival
records of the transactions. The third party lacks any
incentive for tampering with the records and when the third
parties archiving system is properly designed, it can
provide evidence sufficient to establish all of the
propositions identified in

This third party intermediary concept is somewhat
different from the concept for a certifying agent in digital
signature systems. To be sure, the custodian of transaction
records envisioned by this section could be the same as the
certifying entity for public and key encryption, but the
custodian role can be played in the absence of any
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encryption. Indeed, the digital library itself is a good
candidate for the custodian role. The library has no
incentive to manipulate its records in favor of either of
the producers of information value or the consumers. In
order to carry out its affairs, it must use these
transactional records in the ordinary course of business,
thereby making it likely that digital library records would
qualify under the business records exception.
Standardization

Obviously, the digital library concept depends upon the
possibility of an automated comparison between the knowbot
and the permissions header. This means that potential
requesters of information and suppliers of information must
know in advance the data structures for representing the
elements of the permissions header and the knowbot. This
requires compatibility. Compatibility requires
standardization. Standardization does not, however,
necessarily require "Standard" in the sense that they are
developed by some bureaucratic body like ANSI. It may simply
imply market acceptance of a particular vendor's approach.
Indeed, each digital library might use different data
structures. All that is necessary is that the structure of
the knowbot and the structure of the permissions header be
compatible within any one digital library system. Also, as
demands emerge for separate digital libraries to communicate
with each other, there can be proprietary translation to
assure compatibility between systems much as common word
processing programs translate to and from other common
formats and much as printers and word processing software
communicate with each other through appropriate printer
drivers. In neither of these cases has any independent
standards organization developed a standard that is at all
relevant in the marketplace.

Standardizing the elements of Knowbot and permissions
headers involves content standardization, which generally is
more challenging than format standardization.42 A permissions
header/Knowbot standard is a system for representing legal
concepts and for defining legal relations. As such, the
standard is basically a grammar for a rule based substantive
system in a very narrow domain.43 The data elements must
correspond to legally meaningful relational attributes. The
allowable values must correspond to legally allowable
rights, obligations, privileges and powers. In other words,
the standard setter must meet many of the challenges that a
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legal expert system designer working with Hohfeldian
frameworks must meet.44 This adds a constraint to the
standards setting process. Unlike setting format standards,
where the participants are free to agree on an arbitrary way
of expressing format attributes, participants in setting a
content standard must remain within the universe of
permissible content. The set of permissible values is
determined by the law rather than being determined only by
the imagination of format creators.

Enforcement and Bottlenecks

One of the many profound observations by Ithiel de Sola
Pool was that copyright always has depended upon
technological bottlenecks for its enforceability. The
printing press was the original enforcement bottleneck.
Now, a combination of the printing press and the practical
need to inventory physical artifacts representing the work
constitute the enforcement bottlenecks. As technologies
change, old bottlenecks disappear and enforceability
requires a search for new bottlenecks. When there are single
hosts, like Westlaw, Dialog, Lexis, and CompuServe, access
to that host is the bottleneck. The problem with distributed
publishing on an open architecture internet is that there is
no bottleneck in the middle of the distribution chain
corresponding to the printer, the warchouse or the single
host.

If new bottlenecks are to be found, they almost surely
will be found at the origin and at the point of consumption.
Encryption and decryption techniques discussed elsewhere in
this volume concentrate on those bottlenecks as points of
control. It also is possible that rendering software could
become the new bottleneck as Mr. Linn suggests.

Even with those approaches, however, a serious problem
remains in that the new technologies make it difficult or
impossible to distinguish between mere use and copying,
Thus the seller cannot distinguish between an end user45 and
a potential competitor. On the other hand, the new
technologies permit a much better audit trail, potentially
producing better evidence for enforcement adjudication.

If network architectures for electronic publishing

evolve in the way that Ted Nelson suggests with his Xanadu
concept, the real value will be in the network and the
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pointers, not in the raw content. Thus, the creative and
productive effort that the law should reward is the creation
and productive effort that the law should reward is the
creation and production and delivery of pointers,

presentation, distribution, and duplication value. If this

is so, then technological means will be particularly

important, foreclosing access by those lacking passwords and
other keys and limiting through contract what a consumer may
do with the information.

In such an architecture, the law either will be
relatively unimportant because technology can be counted on
to prevent free riding or, the law will need to focus not on
prohibiting copying or use without permission, but on
preventing circumvention of the technological protections.
Thus, legal approaches like that used to prevent the sale of
decryption devices for television broadcasts and legal
issues associated with contract enforcement may be more
important than traditional intellectual property categories.

Weighing Risks and Costs

The law generally imposes sensible levels of
transaction costs. Usually, transaction costs are
proportional to the risk. Figure 1 shows a continuum of
risk and transaction cost in traditional and new
technologies. A real estate closing involves significant
risks if there is some dispute later about the transaction.
Therefore, the law affords much protection, including a
constitutional officer called a registrar of deeds who is
the custodian of records associated with the transaction.
The risk level analogous to this in electronic publishing
might be access to an entire library including access
software as well as contents. Next, is a transaction
involving a will or power of attorney. There, the risk is
substantial because the maker of the instrument is not
around to help interpret it. The law requires relatively
high levels of assurance here, though not as great as those
for real estate transactions. The law requires witnesses
and attestation by a commissioned minor official called a
notary public. The electronic publishing analogy of this
level of risk might be the contents of an entire CDROM.

Next, in level of risk is the purchase of a large

consumer durable like an automobile. The law requires
somewhat less, but still significant protections for this
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kind of transaction: providing for the filing and

enforcement of financing statements under the Uniform
Commercial Code. The electronic publishing analogy might be
the transfer of copyright to a complete work. Next, down

the risk continuum, is the purchase of a smaller consumer
durable like a television set. Here, the law typically is
reflected in written agreements of sale, but no special

third party custodial mechanisms. The electronic publishing
analogy might be use permission for a complete work.

Finally, is the purchase of a relatively small consumer
item, say a box of diskettes. Neither the law or commercial
practice involves much more than the exchange of the product
for payment, with no written agreement or anything else to
perform channeling, cautionary, evidentiary, or protective
functions [make sure these function and the citation appears
earlier]. The electronic publishing analogy might be use
permission for part of a work.

Cost effectiveness = risk-proportional security

traditional transaction  institutions electronic equivalent

real estate closing registrar of deeds entire library - software and
contents

will/power of attorney witnesses, notary public  contents of entire CDROM

auto purchase UCC financing statement ~ complete work - transfer of
copyright
television set purchase  written sale agreement complete work - use permission

box of diskettes part of a work - use

permission

An encrypted object combined with rendering software is
probably inconsistent with an open architecture. Because of
the difficulty of setting standards for such technologies,
this approach to intellectual property protection probably
would be effectuated by proprietary approaches thus
frustrating the vision of an open market for electronic
publishing.

Conclusion
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Realization of the digital library vision requires a
method for collecting money and granting permission to use
works protected by intellectual property. The concept of a
knowbot and a permissions header attached to the work is the
right way to think about such a billing and collection
system. Standards for the data structures involved must be
agreed to, and systems must be designed to satisfy legal
formalities aimed at ensuring awareness of the legal
significance of transactions and reliable proof of the terms
of the transactions.

In the long run, not only must these technological
issues be resolved, with appropriate attention to levels of
risk and protections available under traditional legal
doctrines, but also further conceptual development must be
undertaken. Proponents of electronic publishing over wide
area networks need to think about the appropriate metaphors:
whether it is a library or a bookstore, if a library whether
with or without xerox machines, if a bookstore whether it is
a retail bookstore, or a mail order operation. Then,
thought must be given to how standards will be set.
Finally, and most important, much more needs to be
understood about the need for third party institutions.
There 1s a good deal of enthusiasm for public key
encryption. Yet the vulnerability of public key encryption
systems is in the integrity of the key authority. In
traditional legal protections, the third party custodians or
authenticating agents like notary public and registrars of
deeds receive state sanction and approval, and in the case
of registrars of deeds, public funding. We must be clearer
as to whether a similar infrastructure must be developed to
protect against substantial risks and the use of EDI and
electronic publishing technologies.

Finally, and perhaps most importantly, we must be
thoughtful about what legal obligations, imposed on whom,
are appropriate? The suggested 102(e) and (f) in the High
Performance Computing Act looks very much like King James
I's licensing of printing presses. It also looks like the
FBI's proposal to prohibit the introduction of new
technologies until certain conformity with past legal
concepts is assured. Such approaches make the law a hurdle
to new technology -- an uncomfortable position for both law
and technology.
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1 The use of EDI techniques to meter usage and determine
charges for use of intellectual property is an example of
billing and collection value in a typology of different
types of value that can be produced in electronic
marketplaces for information. See Henry H. Perritt, Jr.,
Market Structures for Electronic Publishing and Electronic
Contracting in Brian Kahin, ed., Building Information
Infrastructure: Issues in the Development of the National
Research and Education Network (Harvard University and
McGraw-Hill 1992) (developing typology for different types
of value and explaining how market structures differ for the
different types); Henry H. Perritt, Jr., Tort Liability, the
First Amendment, and Equal Access to Electronic Networks, 5
Harv.J.Law & Tech. 65 (1992) (using typology of ten types of
value to analyze access by competing producers of value).

2 See, e¢.g.U.S.Pat. No. 5,016,009, Data compression
apparatus and method (May 14, 1991); U.S. Pat. No.
4,996,690, Write operator with gating capability (Feb. 26,
1991);U.S. Pat. No. 4,701,745, Data compression system (Oct.
20, 1987); Multi Tech Systems, Inc. v. Hayes Microcomputer
Products, Inc., 800 F. Supp. 825 (D. Minn. 1992) (denying
summary judgment on claim that patent for modem escape
sequence is invalid)..

3 Comments on the 8\21 draft of "Knowbots in the Real
World" from the intellectual property workshop participants
at page 6 (author unknown, source unknown). Professor
Samuelson also observed that the workshop, despite its
title, actually did not focus much on intellectual property
issues.

4 Corporation for National Research Initiatives,
Workshop On The Protection Of Intellectual Property Rights
In A Digital Library System: Knowbots in the Real World-May
18-19, 1989 (describing digital library system).

5 See generally Clifford A. Lynch, Visions of Electronic
Libraries (libraries of future can follow acquisition-on-
demand model rather than acquiring an advance of use; Z39.50
protocol will facilitate realization of that possibility,
citing Robert E. Kahn & Vinton G. Serf, An Open Architecture
for a Digital Library System and a Plan for Its Development.
The Digital Library Project, volume 1: The World of Knowbots
(draft) (Washington D.C.: Corporation for National Research
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Initiatives; 1988)).

6 Clifford A. Lynch, The Z39.50 Information Retrieval
Protocol: An Overview and Status Report, ACM Sigcomm
Computer Communication Review at 58 (describing Z39.50 as an
OSI application layer protocol that relieves clients from
having to known the structure of data objects to be queried,
and specifies a framework for transmitting and managing
queries and results and syntax for formulating queries).

7 Brewster Kahle, Wide Area Information Server Concepts
(Nov. 3, 1989 working copy; updates available from Brewster
@THINK. (describing WAIS as "open protocol for connecting
user interfaces on workstations and server computers")
(describing information servers as including bulletin board
services, shared databases, text searching and automatic
indexing and computers containing current newspapers and
periodicals, movie and television schedules with reviews,
bulletin boards and chat lines, library catalogues, Usenet
articles).

8 Robert E. Kahn, Deposit, Registration, Recordation in
an Electronic Copyright Management System (August 1992)
(Corporation for National Research Initiatives, Reston,
Virginia).

9 Kahn 1992 at 4.

10 Kahn 1992 at 6.

11 Kahn 1992 at 10.

12 Kahn 1992 at 12.

13 Kahn 1992 at 15.

14 Browsability through techniques like the collapsible
outliner function in Microsoft Word for Windows and
competing products require more chunking and tagging value
in the form of style and text element codes. Handling this
additional formatting information through encryption and
description processes is problematic.

15" A 'transfer of copyright ownership' is an

assignment, mortgage, exclusive license, or any other
conveyance, alienation, or hypothecation of a copyright or
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of any of the exclusive rights comprised in a copyright,
whether or not it is limited in time or place of effect, but
not including a non-exclusive license " 17 U.S.C. 101
(1988).

16 17 U.S.C. 204(a) (1988); Valente-Kritzer Video v.
Pinckney, 881 F.2d 772, 774 (9th Cir. 1989) (affirming
summary judgment for author; oral agreement unenforceable
under Copyright Act); Library Publications, Inc. v. Medical
Economics Co., 548 F. Supp. 1231, 1233 (E.D. Pa. 1982)
(granting summary judgment against trade book publisher who
sought enforcement of oral exclusive distribution agreement;

transfer of exclusive rights, no matter how narrow, must be
in writing), aff'd mem., 714 F.2d 123 (3d Cir. 1983).

17 17 U.S.C. 205 (1988) provides constructive notice of
the contents of the recorded document, determining priority
as between conflicting transfers, and determines priority as
between recorded transfer and non-exclusive license. The
former requirement for transfers to be recorded in order for
the transferee to maintain an infringement, 17 U.S.C.
205(d), was repealed by the Berne Act Amendments 5.

18 under Adams v. Burke, 84 U.S. (17 Wall.) 453 (1873), a
patentee must not attempt to exert control past the first
sale. In general, use restrictions may be placed only on
licensees, consistent with General Talking Pictures v.
Western Elec., 304 U.S. 175 (1938). See generally Baldwin-
Lima-Hamilton Corp. v. Tatnall, 169 F. Supp. 1 (E.D.
Pa.1958) (applying no control after purchase rule).

19 See Red-Baron-Franklin Park, Inc. v. Taito Corp., 883
F.2d 275, 278 (4th Cir. 1989) (purchase of video game
circuit boards did not create privilege to perform video
game under first sale doctrine); United States v. Moore, 604
F.2d 1228, 1232 (9th Cir. 1979) (pirated sound recording not
within first sale doctrine in criminal copyright
infringement prosecution). But see Mirage Editions, Inc. v.
Albuquerque A.R.T. Co., 856 F.2d 1341, 1344 (9th Cir. 1988)
(first sale doctrine did not create privilege to prepare
derivative work by transferring art in book to ceramic
tiles).

20 The way in which the first sale doctrine would impact

the electronically imposed use restrictions is by
frustrating a breach-of-contract lawsuit by the licensor
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against a licensee who exceeds the use restrictions. The
licensee exceeding the use restrictions would argue that it
violates public policy to enforce the restrictions and
therefore that state contract law may not impose liability
for their violation. See generally Restatement (second) of
Contracts 178 (1981) (stating general rule for determining
when contract term in unenforceable on grounds of public

policy).

21 In addition, as ____ of this paper notes, the
Copyright Act itself requires signed writings for transfers
of copyright interests. 17 U.S.C. 204(a). (1988).

22 Michael S. Baum & Henry H. Perritt, Jr., Electronic
Contracting, Publishing and EDI Law ch. 6 (1991) (contract,
evidence and agency issues) [hereinafter "Baum & Perritt"].
Accord, Signature Requirements Under EDGAR, Memorandum from
D. Goelzer, Office of the General Counsel, SEC to Kenneth A.
Fogash, Deputy Executive Director, SEC (Jan. 13, 1986)
(statutory and non-statutory requirements for "signatures"
may be satisfied by means other than manual writing on paper
in the hand of the signatory . . . "In fact, the electronic
transmission of an individual's name may legally serve as
that person's signature, providing it is transmitted with
the present intention to authenticate.").

23 17 U.S.C. 101 (1988). For copyright purposes, a work
is created, and therefore capable of protection, when it is
fixed for the first time. 17 U.S.C. 101 (1988). "[1]t makes
no difference what the form, manner, or medium of fixation
may be - whether it is in words, numbers, notes, sounds,
pictures, or any other graphic or symbolic indicia, whether
embodied in a physical object in written, printed,
photographic, sculptural, punched, magnetic, or any other
stable form, and whether it is capable of perception
directly or by means of any machine or device 'now known or
later developed.™ 1976 U.S. Code Cong. & Admin. News 5659,
5665. The legislative history further says that, "the
definition of “fixation' would exclude from the concepts
purely of an evanescent or transitory nature --
reproductions such as those projected briefly on a screen
shown electronically on a television or other video display
or captured momentarily in the "‘memory’ of a computer." 17
U.S.C. 102 note (excerpting from House Report 94-1476).

24 Or, more likely, what is on computer medium read by
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computer X, such as a magnetic cartridge used for archival
records. Further references in the textual discussion to

"what is in computer x now" should be understood to include
such computer readable media.

25 Cf. Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules
of Evidence, 80 Nw.U.L.Rev. 956, 980 (1986) (proof that a
printout accurately reflects what is in the computer is too
limited a basis for authentication of computer records).

26 In some cases, the electronic transaction will be
accomplished by means of a physical transfer of computer
readable media. In such a case, this step in the proof would
involve proving what was received physically.

27 See generally Peritz, Computer Data and Reliability: A
Call for Authentication of Business Records Under the
Federal Rules of Evidence, 80 Nw.U.L.Rev. 956, 979 (1986)
(citing as examples of authentication Ford Motor Credit Co.

v. Swarens, 447 S.W.2d 53 (Ky. 1969) (authentication by
establishing relationship between computer-generated monthly
summary of account activity and the customer reported on);
Ed Guth Realty, Inc. v. Gingold, 34 N.Y.2d 440, 315 N.E.2d
441, 358 N.Y.S.2d 367 (1974) (authentication of summary of
taxpayer liability and the taxpayer)).

28 Of course, a paper document signed at the end also is
probative of the fact that no alternations have been made.
In this sense, a signature requirement telescopes several
steps in the inquiry outlined in the text.

29 United States v. Linn, 880 F.2d 209, 216 (9th Cir.
1989) (computer printout showing time of hotel room
telephone call admissible in narcotics prosecution). See
also United States v. Miller, 771 F.2d 1219, 1237 (9th Cir.
1985) (computer generated toll and billing records in price-
fixing prosecution based on testimony by billing supervisor
although he had no technical knowledge of system which
operated from another office; no need for programmer to
testify; sufficient because witness testified that he was
familiar with the methods by which the computer system
records information).

30 See United States v. Hutson, 821 F.2d 1015, 1020 (5th
Cir. 1987) (remanding embezzlement conviction, although
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computer records were admissible under business records
exception, despite trustworthiness challenged based on fact
that defendant embezzled by altering computer files; access
to files offered in evidence was restricted by special

code).

31 Restatement (Second) of Contracts  (1981).
32 Cite for when extrinsic evidence is admissible.

33 See Baum & Perritt 2.6; The Electronic Messaging
Services Task Force, The Commercial Use of Electronic Data
Interchange--A Report and Model Trading Partner Agreement,
45 Bus.Law. 1645 (1990); Jeffrey B. Ritter, Scope of the
Uniform Commercial Code: Computer Contracting Cases and
Electronic Commercial Practices, 45 Bus.Law. 2533 (1990);
Note, Legal Responses to Commercial Transactions Employing
Novel Communications Media, 90 Mich.L.Rev. 1145 (1992)

34 Garber v. Harris Trust & Savings Bank, 432 N.E.2d
1309, 1311-1312 (I1l. App. 1982) ("each use of the credit
card constitutes a separate contract between the parties;"
citing cases).

It is not quite this simple, because both merchant and
credit card customer have separate written contracts with
the credit card issuer. But there is no reason that a
supplier of information to a Digital Library System and all
customers of that system might not have their own contracts
with the Digital Library System in the same fashion.

35 Rowland v. Union Hills Country Club, 757 P.2d 105
(Ariz. 1988) (reversing summary judgment for country club
officers because of factual question whether club followed
bylaws in expelling members); Straub v. American Bowling
Congress, 353 N.W.2d 11 (Neb. 1984) (rule of judicial
deference to private associations, and compliance with
association requirements, counseled affirmance of summary
judgment against member of bowling league who complained his
achievements were not recognized). But see Wells v. Mobile
County Board of Realtors, Inc., 387 So.2d 140 (Ala. 1980)
(claim of expulsion of realtor from private association was
justiciable and bylaws, rules and regulations requiring
arbitration were void as against public policy; reversing
declaratory judgment for defendant association).
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36 F.R.E. 803(6) (excluding business records from
inadmissibility as hearsay); 28 U.S.C. 1732 ("Business
Records Act" permitting destruction of paper copies of
government information reliably recorded by any means and
allowing admission of remaining reliable record).

37 See Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules
of Evidence, 80 Nw.U.L.Rev. 956, 978-80, 984-85 (1986)
(noting body of commentator opinion saying that business
records exception and authentication are parallel ways of
establishing reliability).

38 See F.R.E. 901(b)(4) (appearance, contents, substance,
internal patterns, as examples of allowable authentication
techniques).

39 Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules
of Evidence, 80 Nw.U.L.Rev. 956, 963-64 (1986) (identifying
steps and trend resulting in F.R.E.).

40 Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules
of Evidence, 80 Nw.U.L.Rev. 956, 963 (1986).

41 Peritz, Computer Data and Reliability: A Call for
Authentication of Business Records Under the Federal Rules
of Evidence, 80 Nw.U.L.Rev. 956, 974 (1986) (reporting four
requirements of Manual, and endorsing their use generally).

42 See Henry H. Perritt, Jr., ,  Jurimetrics
(1993) (distinguishing between format and content
standardization).

43 See Marc Lauritsen,  (explaining relationship
between substantive legal systems and the field of
artificial intelligence).

44 See Thorne, McCarty; Kevin Ashley; and Gardner.
45 It may not be particularly important to limit
competition by consumers, because the consumers will never

have the pointers and the rest of the network
infrastructure.
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ABSTRACT

This paper presents a process able to mark digital pictures with an invisible and undetectable secrete infor-
mation, called the watermark. This process can be the basis of a complete copyright protection system.
The process first step consists in producing a secrete image . The first part of the secret resides in a basic infor-
mation that forms a binary image. That picture is then frequency modulated. The second part of the secret is
precisely the frequencies of the carriers. Both secrets depends on the identity of the copyright owner and on the
original picture contents. The obtained picture is called the stamp.
The second step consists in modulating the ampitude of the stamp according to a masking criterion stemming
from a model of human perception. That too theoretical criterion is corrected by means of morphological tools
helping to locate in the picture the places where the criterion is supposed not to match.
This is followed by the adaptation of the level of the stamp at that places. The so formed watermark is then
added to the original to ensure its protection.
That watermarking method allows the detection of watermarked pictures in a stream of digital images, only with
the knowledge of the picture owner’s secrets.

Keywords: copyright protection, watermark, secrete key, masking, human vision model, perceptive compo-
nents, morphology, robustness, detection, correlation.

1 GENERAL INTRODUCTION

With the increasing availability of digitally stored information and the development of new multimedia services,
security questions are becoming even more urgent. The acceptance of new services depends on whether suitable
techniques for the protection of the work providers’ interests are available.!

Moreover the nature of digital media threatens its own viability:

e First the replication of digital works is very easy and, what is more dangerous, really perfect. The copy is
identical to the original.
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e The ease of transmission and multiple uses is very worrying, too. Once a single pirate copy has been made,
it 1s instantaneously accessible to anyone who wants 1t, without any control of the original picture owner.

e Eventually the plasticity of digital media is a great menace. Any malevolent user (a pirate) can modify an
image at will. Such maniplations are really easy for a pirate and put many copyright protection methods
at risk.

According to these considerations the conception of a copyright protection system is really vital and it consti-
tutes a great challenge, because it should cope with all these threats. Without watermarking, most authors will
not dare to broadcast their work.

This paper presents an additive watermarking technique. It consits in producing a synthetic picture (also
called the stamp) which holds informations about the ownership of the original image and depends on the picture
contents. That stamp is added to the original in a way that resulting picture is perceptually identical to the
original one and so that the stamp is indetectable by a pirate computer. The aim of that technique is not the
authentication of the picture content nor the identication of the owner. It is to allow a controller (i.e. the owner’s
computer or a Trusted Third Part) to find out watermarked pictures in a stream of images with the knowledge
of the owner’s secret key in order to detect broadcast of illegal copies.

The most interesting part of that method is the embedding process i.e. the weighting of each pixels of the
stamp before adding it to the original. This is based on the masking concept coming from a model of human vision
(the perceptive model). From this concept was deduced a method which reveals itself actually efficient. Another
interesting part is the presentation of two methods used for the detection of watermarked pictures without the
original. This last point 1s fundemental for the management of the copyright protection.

Eventually this paper ends with the analyse of the results and the system robustness.

2 THE MASKING

2.1 Introduction

The aim of a watermarking technique is to provide an invisible embedding of a secrete information, the
watermark. This watermark must be masked (hidden) by the picture it is inlayed in. Precisely a master thesis has
lead to a masking criterion deduced from physiological and psychophysic studies.? Nevertheless, this theoretical
criterion having been formulated for monochromatic signals, it had to be adaptated to suit real images.

2.2 The perceptive model: approximation of the eye functionment

It is now admitted that the retina of the eye splits an image in several components. These components circu-
late from the eye to the cortex by different tuned channels; one channel being tuned to one component.

The characteristics of one component are:

e the location in the visual field (in the image).
o the spatial frequency (in the Fourier domain: the amplitude in polar coordinates).

e the oricntation (in the Fouricr domain: the phasc in polar coordinates)
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So, one perceptive channel can only be excited by one component of a signal whose characteristics are tuned to
its. Components that have different characteristics are independent.

2.3 The masking concept

According to perceptive model of human vision,® signals that have same (near) components take the same
channels from the eye to the cortex. It appears that such signals interact and are submitted to non-linear effects.
The masking is one of those effects.

Definition: the detection threshold is the minimum level below which a signal can not be seen.

Definition: the masking occurs when the detection threshold is increased because of the presence of another
signal.

In other words, there 1s masking when a signal can not be seen because of another with near characteristics
and at a higher level.

2.4 The masking model

With the object of modalizing the masking phenomenon, tests have been made on monochromatic signals,
also called gratings. It appears that the eye is sensitive to the contrast of those gratings. This contrast is defined
by:
2(Lmax — Lmin)

Lmax + Lman

C= (1)

where L is the luminance.
It is possible to determine experimentally the detection threshold of one signal of contrast C with respect to the
contrast Cy, of the masking signal. That threshold can be modalized as follows:

logC's

logChpy,

Such bilogarithmic curves are traced for signals of one single frequency and one orientation (fo, 0y).
The expression of the detection threshold is thus:

Cn
Co
where ¢ (the slope) depends on (fy, 6g), typically, 0.6 < e < 1.1.

Cs = maz[Cy, Co(——)°] (2)
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It is possible to extend that expression to introduce frequency dependence. The general expression of the
detection threshold is becomes:

Cs(Crm, £,0) = Co+ kiso,00) (f, s (£0,60) (Cm) = Co] (3)

where:
lng(J{_D) . (9 _ 00)2
F2(fo) ©2(fo)

kfo.00)(f,0) = exp[—( ] (4)

In that expression, fy and #; are relevant to the masking signal, f and # are relevant to the masked signal,
F(fo) and O(fy) are parameters that represent the spreading of the Gaussian function, Cy is often negligable.
The spread of the gaussian function depends upon the frequency fy: For frequency, typical bandwith at half
response are 2,5 octaves at 1 ¢/d and 1,5 octaves at 16 ¢/d with a linear decrease between both frequencies.* For
orientation, half bandwith at half response depends on fy and it takes typical values like 30 degrees at 1 ¢/d and
15 degrees at 16 ¢/d.?

After this expression, the frequency dependence of the detection threshold has a Gaussian form. Only near
frequency signals can interact. When the frequency of the masking signal (the mask) is far from this of the signal
to mask, the detection threshold is almost equal to Cp.

2.5 The masking criterion

It is important to notice that those results concern only gratings signals. To deduce a masking criterion that
will apply to signals like real images, the preceding masking condition has to be adaptated. So, it 1s necessary
to define a new concept able to take the place of the contrast, because the contrast is not define for real images.
That new concept,? is the local energy.

The local energy is defined on narrowband signals centered around one frequency and one orientation. A
picture which is a broadband signal is first filtered by Gabor narrowband filters, whose characteristics are near to
human perception. The local energy around one frequency and one orientation is calculated following the scheme
presented in this figure:

I(x ,y)4,‘ analytic filters (fo, 6o) — ., local energy ¢, 4,) (x, y):E(fuygu)(x, Y)

The masking criterion: If the local energy of one picture is less than the local energy of the mask, around
all the frequencies (fo,0y) and for each pixel (x, y), then one can say that the picture is masked by the mask.
Strictly, a picture is masked by a mask if V(z, y) and ¥(fo,00), Emask,(f0,60) (T Y) > Epicture,(f0,60) (%, y). For real
images, a good approximation of this criterion can be obtained by using a bank of filters whose central frequencies
correspond to independent components and which are spread on all the Fourier space. It is admitted that 4 or
5 frequencies and 4 to 9 orientations are sufficient. The standard choice is twenty filters (5 frequencies and 4
orientations).
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Figure 1: Example of basic information used

2.6 Conclusion

This section has lead to the expression of an easily implementable masking criterion appliable to any image.
But this criterion is only an extension of a theoretic criterion appliable to monochromatic signals. Thus cases
where that criterion does not match are possible.

3 PRINCIPLE OF THE SYSTEM

3.1 Basic information of the watermark

This information is a binary picture looking like a modified checkerboard (figure 1). As explained later, the
pixels value of the square forming that picture can correspond to a binary sequence deduced from the copyright
owner’s (CO) secrete key.

3.2 The stamp

In order to take advantage of the eye behaviour, the basic information is modulated at different frequencies

and orientations corresponding to rather independent components. Moreover, we take care to filter the initial
checkerboard with a low pass filter (LPF) (i.e. a Butterworth LPF) so that the resulting signal is bandlimited.
This point i1s very important because it permits to limit the verification of the masking criterion in the corespond-
ing channel.
The position of the modulating carriers is secret. It can be deduced from CO’s secret key. In practice, the
frequency plan is divided into sectors. Fach sector is relevant to one perceptive component and defined a group
of couples (f,#) where basic information can be modulated. Only one couple is chosen for each sector (because
couples of a same sector don’t stimulate independent components). The picture obtained from the sum of each
modulated grid is called the stamp S(z,y).

Sz, y) = Z G(x,y).cos(fo, . x + fy;-y) (5)
JEK
K represents the set of sectors and (fs,, fy,;) correspond to the couple chosen in sector j ( this couple is designed
by the CO’s secrete key).
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3.3 The position of the process in a global copyright scheme

The process should be placed in a copyright protection scheme like drawn at figure 2.

The skeletization function consists in an image processing program extracting essential characteristics from an
image. The result is a bitsteam. This must be followed by a hash-function® whose result is a succession of blocks
of bits. Every block has the same length. The skeletization function gives the same result for two near images
(i.e. original image and watermarked image). But the H-function always gives different results from different
bitstreams as inputs. So, the inscription keys will be different for perceptually distinct pictures. After the H-
function, the ciphering function is a trapdoor function.® Thanks to this function the inscription keys used to
deduce the basic grid and the position of the carriers depends on the CQO’s secret key.

The aim of the use of a trapdoor function is to prevent someone from reproducing the same inscription keys with
the knowledge of the H-function result. But it is possible for anyone to inverse that trapdoor function and to find
the H-function result from the inscription keys. It can be interesting in a proof procedure.

4 IMPLEMENTATION

4.1 Inscription

The purpose of the inscription is to adapt the level of each part of the stamp ( for all frequencies ) to make it
invisible once added to the picture. As mentioned above, each part of the stamp is narrow band. Inscriptions at
different frequencies are thus independent and one can treat the different components of the stamp one at a time.
For each frequency designed by the inscription keys, the procedure is divided in three steps : the modulation, the
regulation of the level and the correction.

e Modulation
The first step consists in the modulation of the particular carrier by the lowpass grid G(x, y). The result is
G(x,y).cos(fo;.x + fy;.y), where f.. and f, are the carrier position.

o Regulation of the level

According to the perceptual model, in order to guarantee the invisibility of the watermark its local energy
has to be inferior to the picture local energy for each pixel around the inscription frequency. A way to
reach this objective is to multiplicate the modulated grid by a weighting mask Weight;(z,y) reducing
the amplitude of the stamp where energy in the correponding component of the original picture is weak.
Nevertheless, one must take care to keep the narrow band characteristic of the resulting signal S;(z,y) (=
Weight;(x,y).G(x,y).cos(fr;.x+ fy;.y)) in order to avoid non linear interactions between different parts of
the stamp. In conclusion, Vj, we have to find a signal Weight; (xz, y) so that:

- v($ay) ESj($ay) < EI,(fzj,fzj)($ay)

— S; is narrow band
For simplification, lets consider Weight;(z,y) be composed of two factors:

— a;, a constant factor (fixing the global level of the stamp).

— M;(z,y), a mask whose values € [0, 1].

When «; is chosen, the way to find M;(z,y) so that Weight;(x, y) satisfy the conditions defined above is
the following:
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Figure 2: Global scheme for copyright protection.
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— Firstly, M;(z,y) is a binary mask. M;(z,y) = 1 when the local energy of the stamp pemits the masking
and M;(z,y) = 0 when the local energy of the stamp is too important. It is obvious that the initial
choice of a; has a direct influence on M;(z,y). Indeed, a great a; value will lead to put most of the
M, (2, y) values to zero, while a small «; value will lead to keep most of M;(«x,y) values at one.

— Secondly, Weight; (z,y) is filtered so that the stamp remains narrow band.

— After this second step, one has found a signal «;.M;(z,y).G(z,y) which is better masked than
a;.G(z,y). In order to really satisfy the masking criterion V(z,y), this procedure must be repeated
iteratively, taking M;(z,y).G(z,y) as new G(x,y). Experiments have shown that only two iterations
are sufficient to have a result satisfying the masking criterion everywhere.

One important question remains: how to choose o;?

It has already been said that the more a; increases, the more M;(z,y) has points equal to zero. A trade off
has to be found by means of a defined criterion. Maximizing the correlation at the detection (by maximiz-
ing > a;.M;(x,y).G(2,y)) could have been a good criterion, but such a criterion often tends to impose an
optimum with a lot of points equal to zero and a small number of points with a great value. The addition
of the so obtained watermark generally entails a degradation of the picture quality. This emphasizes the
lack of the masking criterion used.

As mentioned in section 2.6, the invisibility criterion used here is an extension for real images. It appears
that this extension entails some imperfections. This criterion being insufficient, some improvements have
been brought thanks to experimental results.

The conclusion of these observations is that the invisibility is only strictly observed in high activity re-
gions, where the local energy of high fequencies is important. These regions have to be favoured during the
inscription in the sense that the level of the watermark will be increased in those regions while it has to be
decreased in other regions.

The correction process first isolates the high activity regions (figure 3.a). Then, an homogeneization of this
picture is performed by use of morphological tools, e.g. one opening and one closing (figure 3.b). After
a leveling (in fact, a division by the mean or mean square value of the homogenized mask), we obtain a
new mask used to multiply the picture local energy and so, giving an advantage to regions of highfrequency
energy in comparison with other areas. After that correction, the process is identical to the one described
previously. Moreover, the complexity is not increased. Indeed, we first work on the inscription at high
frequencies (where there is no quality problems). The value of high frequency local energy is then used for
the calculation of the correcting mask used for inscription at lower frequencies. The correction scheme is
drawn in the following schema.

4.2 Detection

The aim is to detect if a watermark has been embedded. This can be done with the use of a correlation, but
first it is necessary to isolate the watermark and then to demodulate it in order to reconstruct something that is
highly correlated with the basic information (the grid).

The formulation of the watermark is:

Wix,y) = Z Aj.cos(fo, .+ fy;y) (6)

JEK
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(a) (b)

Figure 3: Correcting mask for Lena: (a) Areas of high frequencies, (b) Morphological homogeneization of the
mask.

whereA; = a;.G(x,y).M(x,y) @

In this expression, M (z,y) adjusts the level of the grid in order it becomes invisible, it is called a mask, and its
maximal value is one.
«; is a constant that used to normalize the mask, it must be as high as possible.

The detection is divided in three steps : teh demodulation, the correlation and the decision.

e Demodulation

Iy (z,y) = ZAj.cos(ij.x—l—fyj.y) +Io+ N(z,y) (8)
JEK
where I (z,y) is the watermarked picture, Io(z,y) is the original picture and N(z,y) is an additive noise

from the channel.

The demodulation consists in multiplying Iy by cos(fz,;.x + fy;.9),¥j € K and then to filter with a LP
filter.
The result will be :

Dy, 1) = 3. sl )+ N () (9

N*(x,y) depends on the image and on the additive noise. The other parts of the stamp will be eliminated
by the LP filter.

e Correlation It consists in mutiplying the demodulated information D(z,y) = ZjeK D;(x,y) with the basic
grid G(z, y). If the picture has not been too deteriorated, D(z,y) and G(z,y) should be similar.

C = Y. Di(x,y).G(z,y) (10)

JEK @y

Petitioner Apple Inc. - Exhibit 1006, p. 6458



= > ;> [G*(x,y)M;(z,y) + Gla,y).N*(z, y)] (11)

JEK Ty

In 11, the first term is even greater than the second, because G and N* have null average values.
So C exclusively depends on the watermark value.
in the case the grid is not the good one, the correlation gives:

C* =y Gla,y).G*(x,y)..M;(x,y) (12)

JEK wy
C* <« C if the choice of the basic information has been appropriate.

e decision

The detection algorithm performs demodulations and correlations at diverse frequencies and with diverse
grids. The decision is made after the comparison of these correlations.

5 RESULTS

The first and probably mosty important result is the invisibility of the stam in all images that were tested.
Figure 4.a and b compares the original and stamped picture for Lena. In figure 4., omne observes the watermark
t