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cause transaction enabler 160 to display $4300 (representing an increase in the present highest

bid). g

The user may select ‘Bid History’ to view the previous bidders and history. The

relevant data may either be displayed based on data stored locally or the data may be retrieved

from web site 130 in response to a user request. As is well known in the relevant arts, auction

sites such as www.cbay.com provide such bid histories.

The user may specify her/his bid price in the box provided next to text ‘Your Bid’.

The user may then select the ‘Submit’ text to cause transaction enabler 160 to submit the bid.

As noted above, the submission may be according to any mechanism. The bid can potentially

be over a broadband interface to access a web site or to 'a server accepting over a telephone

connection. Once the bid is submitted to a server at the access address, the auction item may

be sold to a bidder in a known way. If the user of system 150 has the highest bid, the user may

pay the bid amount and receive the auction item.

Thus, an interface such as the one above, a user (or television viewers) may bid for

auction items in accordance with the present invention. The bid may be submitted according

to any pre-specified protocol between transaction enabler 160 and an auction server (e.g., web

site 130). The implementation of auction on web site 130 based on such received bid prices

will be apparent to one skilled in the relevant arts.

8. Conclusion

While various embodiments of the present invention have been described above, it

should be understood that they have been presented by way of example only, and not

limitation. Thus, the breadth and scope of the present invention should not be limited by any

of the above-described exemplary embodiments, but should be defined only in accordance

with the following claims and their equivalents.
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What Is Claimed Is:

1. A method of enabling a viewer of a television system to participate in auctions, said

method comprising:

(a) encoding in a television signal a data describing an auction item and an access

address of a server at which auction service for said auction item is provided; and

(b) transmitting said television signal,

wherein said data can be used to enable said viewer to bid for said auction item at said

server.

2. The method of claim 1, wherein said method further comprises:

(c) receiving said television signal encoded with said data in a transaction enabler;

(d) recovering said data encoded in said television signal;

(e) displaying information describing said auction item on said television system;

(i) enabling said viewer to bid at said server specified by said access address.

3. The method of claim 2, further comprising:

(g) enabling said viewer to specify a bid price for said auction item.

4. The method of claim 3, wherein said enabling said viewer to specify said bid price

comprises:

(h) enabling said viewer to indicate said bid price; and

(i) transmitting said bid price to said server at said access address.

5. The method of claim 4, wherein said access address comprises a telephOne number
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of said server, and said method further comprises:

(i) encoding a unique code identifying said auction item;

(k) recovering said unique code in said transaction enabler; and

(l) transmitting said unique code along with said bid price to said server,

whereby said server can easily associate said bid price with said auction item using said

unique code.

6. The method of claim 4, wherein said access address comprises a universal resource

locator (URL) of a web site, wherein said web site comprises said server, and wherein steps

(h) and (i) comprise the further step of enabling said viewer to indicate said price on a web

page provided by said web site.

\\

7. The method of claim 1, further comprising:

(m) encoding a present highest bid in said television signal, wherein said present

highest bid may be displayed to said viewer before said viewer decides to submit a bid.

8. The method of claim 7, wherein said server comprises a web site, and said method

comprising the further step of retrieving said present highest bid from said web site.

9. The method of claim 1, wherein step (a) comprises the step of encoding said data

in non-display portion of said television signal.

10. The method of claim 1, wherein step (a) comprises the further step of encoding

said data in a non-display portion of said television signal.
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11. The method of claim 10, wherein said non-display portion comprises vertical

blanking interval (VBI).

12. The method of claim 1, further comprising:

transmitting an updated highest bid price in said television signal, wherein said updated

highest bid price corresponds to a present highest bid for said auction item.

13. The method of claim 12, further comprising:

retrieving said updated bid price from said server,

wherein said step of transmitting said updated highest bid price is performed after said

step of retrieving said updated bid price from said server.

14. The method of claim 13, further comprising:

enabling said viewer to request a bid history; and

displaying all of said updated bid prices to said viewer.

15. The method of claim 14, wherein said display corresponding to said bid history

further comprises a description of the bidder corresponding to each of said present highest bid.

16. The method of claim 1, wherein said data further comprises a time at which

auction for said auction item closes.

17. A method of enabling a viewer of a television system to participate in auctions,
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said method comprising:

(a) receiving in a transaction enabler a television signal encoded with a data, said data

including a description of an auction item and an access address of a server at which auction

service for said auction item is provided;

(b) recovering said data encoded in said television signal;

(c) displaying said description of said auction item on said television system;

, (d) enabling said viewer to bid at said server specified by said access address.

18. The method of claim 17, further comprising:

(e) enabling said viewer to indicate said bid price; and

(t) transmitting said bid price to said server at said access address.

19. The method ofclaim 4, wherein said access address comprises a telephone number

of said server, and said method further comprises:

(g) encoding a unique code identifying said auction item;

(h) recovering said unique code in said transaction enabler; and

(i) transmitting said unique code along with said bid price to said server,

whereby said server can easily associate said bid price with said auction item using said

said unique code.

20. An environment enabling a viewer of a television system to participate in auctions,

said environment comprising:

encoding means for encoding in a television signal a data describing an auction item
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and an access address of a server at which auction service for said auction item is" provided;

and

transmission means for transmitting said television signal,

wherein said data can be used to enable said viewer to bid for said auction item at said

SCI‘VCI‘.

21. An environment enabling a viewer of a television system to participate in auctions,

said environment comprising:

receiving means for receiving a television signal encoded with a data, said data

including a description of an auction item and an access address of a server at which auction

service for said auction item is provided;

recovery means for recovering said data encoded in said television signal;

displaying means for displaying said description of said auction item on said television

system;

enabling means for enabling said viewer to bid at said server specified by said access

address.

22. An environment enabling a viewer of a television system to participate in auctions,

said environment comprising:

a broadcast system to encode in a television signal a data describing an auction item

and an access address of a server at which auction service for said auction item is provided,

said broadcast system being designed also to transmit said television signal,

wherein said data can be used to enable said viewer to bid for said auction item at said

server.
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23. The environment of claim 22, wherein said broadcast system comprises:

a production block to generate images to encode in a display data portion of said'

television signal;

an authoring block to encode said data in said television signal; and

a broadcast block to transmit said television signal containing said images and said

data.

24. The environment of claim 23, further comprising an auction data interface to

receive a present highest bid from a server, said auction data interface to provide said present

highest bid to said authoring block, wherein said authoring block encodes said present highest

bid in said television signal.

25. The environment of claim 24, further comprising a timing determination block to

determine the time at which said authoring block encodes said data including said present

highest bid in said television signal.

26, The environment of claim 22, further comprising:

a viewer bidding system to receive said television signal, and enabling said viewer to

submit a bid and participate in said auction.

27. The environment of claim 26, wherein said viewer bidding system comprises:

a television system;

a remote control which enables said viewer to submit said bid; and
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a transaction enabler coupled to said television system and to receive said Commands

from said remote control, said transaction enabler to recover said data encoded in said
‘i

television signal and display information contained in said data on said television,

wherein said viewer can submit said bid using said remote control.

28. The environment of claim 27, wherein said transaction enabler is integrated within

said television system.

29. The environment ofclaim 27, wherein said transaction enabler is provided external

to said television system, and wherein said transaction enabler overlays a window with

information contained in said data on images encoded in the display data of said television

signal.

30. The environment of claim 27, wherein said window is displayed in a transparent

mode on said images.
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SECURITY SYSTEM

The present invention relates to a security system, for use for example in accessing

remote services such as on the Internet.

With the advent of modern technology, a growing number of transactions are being

carried out by the user across insecure networks. These can be, for example,

transactions involving confidential data and money for payment or investment With

such transactions there are problems with security, fraud and so on. Various security

systems have been devised, such as use of personal identification numers. encryption of

transmissions. While these systems usually work well for the particular environment for

whichthey havebeendesigned, theycanbeanuisancetouseandcanbediffimltor

expensive to implement for a new service provider.

Systems have also been developed for Internet use. 'lhese systems concentrate on

authentication of the user and then, once this has lawn established, provide for un-

encrypted connection to the service. When particular transactions are mdertaken, the

service determines whether encryption is necessmy, for example to secure credit card

details. Other solutions require entry of credit card details for each transaction. These

systems inevitably must provide a balance between security and user convenience as the

encryption mechanisms used cause additional work for and complication to the user. i

The present invention seeks to provide an improved secm’ity system.

According to an aspect of the present invention, there is provided a security system for

communicating with a remote service over a public network including a user card or

other memory device, a user located card or memory device reader, a user located public

network communication device and a processor unit [outed remotely from the user

located public network communication device, wherein the user ard includes user details

and the user located public network communication device is operable to transmit the

user details to the processor unit
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Advantageously. the processor unit is operable to carry out encryption between it and the

user and to provide to the user a transparent path to the service. Thus, the user need not

be aware of any security steps taken or any encryption system used, this being carried

out by the card reader and the processor unit or central gateway.

The card may be any suitable device which can store user information and, preferably,

encryption data. The card, can for examplebe a smart and, a magnetic card such as a

credit/debit card or store loyalty card or any other Stumble device. In addition to the

card. the user may be required to input a secret identification code, such as an

identification number.

in the preferred embodiment, the system provides for the user to insert the card into

his/her card reader and to initiate the connection to the processor unit or central gateway.

Once the connection is made, the processor unit obtains the reievant’data from me card

anduponverificationby the identificationcode. allowstheuseraccesstotheanthorised

service without any intermediate tasks, such as requirements to encrypt or decrypt

transmitted data, to provide other user details am, where appropriate account or payment

details. Thus, as with the preferred embodiment, all communications between the

processor unit and the user can be encrypted, without the user necessarily being aware of

or involved in this encryph'on. The communication between the user and the processor

unit can therefore be totally secure yet without user inconvenience.

Advantageously, communications between the service and the processor unit, which are

preferably carried out via a secure link, need not be encrypted.

The splitting of the encryption from the service results in being able to provide a

dedicated encryption device, the processor unit, which can therefore be designed to

maximise encrypted communication efficiency. Typically, encryption of all

communications from the service unit is not practicable because the service unit is not

designed for such a task and even if it were it would result in a loss of efficiency in

providing the service itself.
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In the preferred embodiment, the processor unit is also able to determine which of a

plurality of services the user is authorised to access andlor the level of access such as

spending limit, and to control access to the service or relevant service on this basis. It

can also or alternatively undertake transactions against an account identified by the card.

An embodiment of the present invention is described below, by way of example only,
with reference to the accompanying drawings, in which:

Figure 1 is a schematic diagram of an embodiment of security system coupled to a

processor unit or eennal gateway and a service; and

Figure 2 is a flow chart of an example of validation routine for use with the system of

Figure 1.

Referring to Figure l, the embodiment of secmity system shown is designed for

communications through the Internet or a similar public network.

The system includes an intelligence client device 10, which may be a personal computer,

television, or any other suitable device which can communicate with a remote system. A

processor unit, in this example a central gateway 12 is coupled between theclient device

10 and one or more service units 14.

Communication between the client device 10 and the central gateway 12 is, in this

embodiment, via a public network 18 such as the Internet. Commtmimtion between the

central gateway 12 and the service units 14, 16 is, on the other hand, via a private

network 20 which cannot be accessed by the public.

The client device 10 is provided with an application and user interface 22; which can be

the usual computer devices such as monitor. keyboard and software in the case that it is a

personal computer; the screen and a suitable keyboard or keypad in the case that the
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device 10 is a television or any other suitable device. The device 10 could also be a

portable telephone with suitable display and keypad.

The device 10 also includes suitable network protocol 24 for allowing communication to

the gateway 12 through the chosen network 18 or other public transmission medium.

The device 10 also includes a card reader 26 designed for reading the card-type chosen

forthesystemand acard28 which is specifictothatuser. Thecard28 couldbe a'smart

card or magnetic card of the types well known or any other portable memory device. It

is envisaged that the card 28 could have other functions in addition to thesecurity

function for this system, for example it could also be a credit/debit card. store loyalty

card and the like.

The card 28 has stored thereon one or more user identifiers, one or more encryption keys

andthedesiredserviceinformation,thatisdetailsoftheservicetowhidtflieuserwants

access. His/her level of authorisation in the service and so on will be determined by the

central gateway 12.

The card reader 26 is designed, in the preferred embodMent, to be able to detect the

insertion of the card 28 thereinto and in response to such insertion to commence

immediately communication with the gateway 12 via the client device 10.

The central gateway 12 includes an encryption and network protocol stack 30 designed to

allow communication via the chosen public network 18 and to provide encryption of all

communications between itself and the client device 10. It also includes an

authentication and validation unit 32 for authenticating the client data from the client card

28. The authentication and validation unit 32 is coupled to a verification database 34 of

the gateway 12 in which is stored the identification data of all the users registered for the

services 14,16. The database 34 may be provided either within the gateway 12 or in a

remote database 34‘ accesses through secure network 20.
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The authentication and validation unit 32 is also coupled to server amass permission unit

36 designed to control the type of access to the service units 14,16 in dependence upon

the user’s authority.

5 Also provided in the gateway 12 are a typical HTTP server for management of the

gateway 12 and an authentication and attachment unit 38 for communicating with the

desired services 14,16 and with any remote verification database 34’.

The central gateway 12 is designed specifically for encrypting all communications over

10 the public network 18 and for carrying out the authentication prowdure.

The operation of the this embodiment will now be described with reference to Figure 2.

lnsertionSOofthemrd28intothecardroader26promptsthecnrdreader26to

ts commenceamomaticallythe connectionto megaxcway 12. Forthispmpose, cardmder

26 activates a software comment in me device 10 to establish a comnnmication link

with the gateway 12 on the basis of information stored on the card 28 about the location

on the Internet and access details of the gateway 12.

20 When a connection with the gateway 12 is established, the gateway 12 requests the user’s

personal identification code which is then inputted 52 at a suitable prompt on the user

interface 22.

Validation 54 of the user’s details and identification code is carried out either internally

25 of the gateway 12, by the units 32 and 34, or externally at the verification database 34’.

If the gateway 12 determines 54 that the user’s identification code is invalid, the user is

rejected 56 and the connection is cut 58. On the other hand. if it is determined 54 the

user's identification code-is valid, the gateway 12 determines 60 the desired service 14,

30 16 and level of service to be provided and connects 62 to the desired service unit 14, 16.

Petitioner Apple Inc. - Exhibit 1006, p. 2024



Petitioner Apple Inc. - Exhibit 1006, p. 2025

10

15

20

30

6

During the connection to the desired service 14, 16, all data transfers between the

gateway 12 and user device 10 are encrypted on the basis of the encryption keys on the

user’s card 28 and within verification database 34, While all data transfers between the

gateway 12 and the service units l4. 16 through the private network 20 are not encrypted

for ease of access and for increased efficiency. In practice, the user will not be aware of

the encryption between him/her and the gateway 12 as this will be carried out as a

background task. Moreover, the user will not need to reconfirm his/her identity or

financial details as these will be provided by the card 28 or gateway 12.

The gateway 12, in some embodiments, records the activities of the client, such as

transaction details, either within the gateway 12 or in a remote memory accessed via a

private network.

Disconnection from the services 14, 16 is, in this embodiment, effected simply by

removing 64 the card 28 from the and reader 26.

Thus, connection is made by a simple two step process ofinserting tiremrd 28 into the

reader 26 and entering the user identification code and disconnection is effected by

removing the card 28 from the card rmder 26. The user is not involved in any other

authentication or encryption process and need not re-enter personal demils.

This system can be used for any remote service. including business to consumer (in

which case the card could be designed also to function as a store or credit card), business

to business (for example for transactions on account) and for internal networking (where

the activity of staff, for example, needs to be secured).

It will be apparent from the above that the system can provide simple but absolutely

secure access to a remote service. Moreover, by identifying the user to the desired

service, useracoess can be customised. By removing the need for entry of account

details, transactions into the desired service become quicker and less risky for the user’s

perspective.
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Performance of the services can also be enhanced by carrying out the encryption tasks

within the gateway rather than in the service units.

In addition, the service company can establish a relationship with the user by providing

the user with the card and, possibly, also with the ward reader.

It will be apparent that the ward 28 and and reader 26 could be configured to

communicate with a plurality of separate gateways 12.

Petitioner Apple Inc. - Exhibit 1006, p. 2026



Petitioner Apple Inc. - Exhibit 1006, p. 2027

[0

[5

20

25

30

CLAIMS

1. A security system for communicating with a remote service over a public network

including a user card or other memory device, a user located card or memory device

reader, a user located public network communication device and a processor unit located

remotely from the user lomted public network communication device, wherein the user

card includes user details and the user located public network commtmimti'on device is

operable to transmit the user details to the processor unit.

2. A security system according to claim 1, wherein theprocessor unit is merable to

carry out encryption between itself and the user.

3. Asecurity systemaccordingtoclaimiorz,whereinmemrdhasstoredthereon

user information and, preferably, encryption data. V

4. A security system according toclaim3, whereinthemrd isasmartcard, a

magnetic card or any other suitable device.

5. A security system according to any preceding claim, wherein the card reader is

operable to activate commrmication with the remote processor means upon insertion of a

card thereinto.

6. A security system according to any preceding claim, wherein the processor unit is

operable to encrypt substantially all communications between the user and itself.

7. A security system according to any preceding claim, wherein the processor unit is

operable to determine which of a plurality of services a user is authenticated onto the

desired service.
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8. A security system substantially as hereinbcfore described with reference to and as

illustrated in the accompanying drawings.
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Description

A N FTHEINVNT N

5 1.Fietdolthe Invention

The invention genemlty reiates to a security system and. more specifically. to a method and system tor pernitting
anamhemicmertousedtarged hformationumidi hasbeendistrhnedviapedegeormriesionmediawtfite
attaining and controlling the use of distributed charged intamtion.10

2. Description at the Prior Art

lnordetbmedtargedhforntafimwmgsnuisiqrrmies.genteeetaperedbyinbmtationprwflemmatpro-
vitevafiouspmgmdeufidmgedhhrmfimemerhasgenafllytommaepehmef‘mtstquormiing

15 step),theuserdztainsadesiredprogramtromoneottheinbnmfionpmvidersbypudashgepedagemedasuch
asmFDflbwydisc).anoptimldisc(e.g..CD-ROM(conpactdscrewmlymemory)andDVD(<§g'tatvetsatflewec
orvideodisc».etc.onwfichthedesiredpmgmismorded(aff~§nedistrh:fionudnai1fing)orbydmnbwngm
desiredprogmmhomtheserverearpxfletotaninformafionpmvidentwwghapredetemfinedprocedue(on-rmdis-
trhifionorobtaining). Ineeseotthe on-line obtaining. theusermay eithe! ptaythepmgmnwhfle obtaim'm it 03.. the

20 Metqasareeamnad'mpemflel)ustorethepmgemwhiteobtajnhgiththefkststepardmoutetheprogmmtater
astheseoondstquorusingstep).lnceseoftheofl-lheobtaining.inmeseomdstmtheusetmmewtained
recordingmedahtoenapproptieteda/iceerdcfireeuyplays(atexewtesnhepwwamoroncewesmepmgtaminto
mememoryotthedevioeandtt'oenplaysmeprogam.

Japanese Paternunexamined ptbtication No.Hei7-295674(1995)dsdosesasewritysystemuuseinmesec-
5 ondorueingsteptoraCD-ROM.hmiseyslanmetsacenmewvyptedmmfimmdiisrmdedtogememtm

apebtickeyotatolloenter(aoenterptblickey)maCO-ROMbyenaypfingwiththeoenterptfickeyandserfinga
codeotdesitedprogrammnedintheinbrmationardatser—genemtedkeybhehtormfimpmviderandby
decrypfingtheinumafionufimmemwpfimkeywmmmenenayptedwimmem-qenaatedkeyandsentby
fininfamtionptmn'der.Homeverfiteidenfitydthetserisndverifledmaniflingamlatflemmhaveobtained

an othetpersm‘sCD-Wtouseit.Fwflter.mecemerptuickeyispressedmgemerwimthemawtedhmmafimm
flteCD-ROM.ThismkeendlfiicutttochangethecentetptuickeyAlso.ttiscausesdfierentptmidetswhopmbefly
wemmisedifterentcenterptuickeystotomemeCD-ROMnanumertomedflterentnaseerfiorstmrperfih
prewngtheCD-ROMs.

Japanese Patent unemmined ptflicetion No. Hen-288519 (1995) discloses a security system for use in both the
s fustendseoondsteps.However.thissystemisaiyapplieabletoasysteminumichdiargedintamfioniséstrhmdonline.

Japanese Patent unexamhed publication Ne HeiQS4951 (1996) d'sdoses a system in which the quantity at used
sottwareisnmitaed.andfi1rthersofiwareusebytheuserisinpadedfltheqmntityaoeedsapredetemhedqmrfity
SinceadedimtedharduareisnecesarybrinpecfingotsofhuareuseJhiswstemisonlyeifitmletortheuseina

40 serverhaon-Iinedistyibution system -

mereiealsoasystemtorpemittingausertouse.onlytorafltalperiodeottwarewtiehtmsbemdisb’unedwim
datadefhingthetrialpefiod.Inflissystem.amthemmymmwflwerawebymfitgmme
aaamusettingtheusersystemchaapasttime.

Therearemeseendatherprogamsinmean.ttisanobjeetatheinvenfiontoprwideasystemtorpemittingmly
45 anauthenficuseqauserwhohevelegeitydztainedmergedinbrmfimeiflteronlheuottlimtrunanintormation

prwider)toueethechargedInformationwithoutanyrmitafimmtamingtueachfimectflswe.orwittinthetderame

dame-Emifimuda(e.g..fltequanfityised.thedays dapsedsincethedayotitspixctaseorthecmentdate)
acoudingtohetypeotthedtamedhhrmafion.

50W

Wmmflapfinfifiesotmeinvenfiont it isassumedfltatcherged intornutionoran sanitation padmge is tis-
trbuted. eitherviapackage (or reconfing) media orviatransmissionmedia. togetherwithatleastomtrolintormfion
sudiasamediatitteardamedia code. etc. Howevei'. an iltustrativeenbodmentm'flbedescribedmwyhconjmcfion

is wihdmgedirflormationrecordedonarddish-hned bymeansottheDVD.

Foranytypeotorargedinbtmationfimged hmmonhasbeenmyptedwimakeyandrecordedenaDVD
when obtained by a user. It distributed charged intamafion to beptayed is atthe iimi'fleeely ptayabte type. the charged
intormtion processing isachieved in thetollmhg wayzthe keyisfiretobtejnedinamer public keywyptedbnnfwm
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the DVDonMMekeyhasbeenrmdedatflxefimeoiseflingheDVD:metserpLUic key-eruyptedleyis
decryptedwithausersecreikeystoredinaICeardintoadecryptedkenardmeemrypteddlargedimornufimis
decrymsdmmflwedea'yptedkeyarucorsrmeumtismhwdoremned).Themerflbiciey-avyptedkaynay
beobtajnedonh'ne iromflteserverservimmedierfidwice).

"distributedchargedmmafionmbepiayedisofthetsagesemMMngtypeMemaisohargedicreadi
fimeoiusingmeinbrmafion. hflfiscasepriabpmcesdmflwedargedinbmnfionfiwediafldofimflsw
sendsausersaediicardrlmbertconeoimeto11 serversoimeprovideroiheintxmaficn;meservereddsan
amcum(e.g..playfimeudurafimhréédassodatedwflhmembmafimbmevawemamanam(sofm:emeler)
fieldinamlunedamtdalemndmmetpdatedmtalsnuMVaMemmedierummmecfiandeuaysmemdated
total amown. Then the dientsiansthe charged informatim processing.

"disbanded durwdinbrmafiontobeplayedisofflwelinihafladwediype.matis.theuseofme inbrmafionisto
befimitedbythebimedacertahlimifimiackxconcemhgmIniorrrationcmsmufion.menhedientispemit-
tedmmmmedwgedinbmnfionmflflwtsfiinfinghmswifinmepreseflhfl hcaseoiflislypeof
dwamedinlormation.pricrtoprocessingmediargedinbm'afimmedianserdsheiderfiia(lo)codeoiatserspec-
ifiedappficationumwhisrecadedmmeDVDmhowva;mrecengflrechcdefi1esarerteslsflhewHinifim
lactaasscdatedufiththeuserspedfiedappficefimiswfihhmeaasdlinitflnmmuweserverhbrmsthecfiemd
thetestresuit.ammodiemdmlaysmetestresumflmetestwasswcessimmmtheservatpdmesmemater(cr
integratedvalue)oiflwetse—iirritingfactcrarusa'dsmetpdatedvahrebmdimtardinresporsemmerecepfion
ofmeupdatedvaluemediemdisplaysmewdatedvalue.menthedierflstartsttwd'argadinbrmfionaccessing

Fll TH

Futherobiectsandsdvaningesofflweaeserflhvenfimwiflbeaananmmmhgdesabfimoithepre-
ierred entcdimernsoimeimenfimasiliustmted inthe awcnvanyhgdraw‘rngs Mil-redrawing.

FlG.1isabiod<diagamsinwingananangemeMofasysternbrpern-flhwg" auseriolseadstrhnedapplicahcn'
padaoeonmetermoitseoimepadegewflhehgher' sewrityaocordingtoafirummtve' errbodument’ out-re
. . :

FIG.2isadiagramshauinganWarymcurreoianappacafimwradwgedinbrmfion)padregerecordad
maDVDusedinmeirwmfivesystem;
FIGS3and4aredag’amsshouing.inadetailedbnnfixarpta'ymtamofmevdunedewwasu
the distrhrfion desa'ptor 23, rewectively,
FIG.SisaflcwdtanotawlwneccmuaogamiorptayingmeamibafiodshecordedcnmeDVDaccordhgb
fireprhcbleotmeirwemion;
FIG.6AisaciagramMmanexmarystmeoiavotmdammmedmamadwninFiG.1;
FIG.BBisadagmmsmwingmexamlmysirudurecfaappfiafiondeestuedinaserverB:
FIG.7Badawarnshowhgasmmeofaservertablensmred'mmeEEPROM1030fthecfient2;
FleBAandBBarefluudw‘lsoiinfliaircufinesexemfledhieracfivelybymedemaammeserverarespeco
five!y.at1hebeginningoftheprccesses$50,700&nd800.
HG.9isafloudtartshmwingaprocedureoiaireeplayprocesssfmasstepGSOhFlG.5,mere7mcamecling
adjaceNUodcbyMcflmlhesindfiesMeadiblowismednaacfivdybyadlemandanassociated
server;

HGs.toAand1oBmetbwdiansjoimyshmirgaamedwebnmddemnuawmededphyfimemm
rominesimmiveiyacecuted:
FIGs11Aand11Bareibadw'tsjdnflyshoaingaprccadureformedciexen'plarytimedplayardnueredwage
rapcnrcutinesinteracfiveiyexcwtedfixplayinganappfiaflmwiiefinimtmdurafionarddfizhyingaflnndpley
dmafimaflermepiay;
FIGs12Aand128 areflowdar‘tsjoinflyslmring a aooedureicrmedoi amplaryfimadappfiestim-phystbw-
tines interactively amnedfcrplayingmeappficafionmlefiningme duration;
FIGs13Aand133aeflwdmrtioinflydnfingaamedremddmvefinedapdmmyabrw-
finesinteractivelyexeanedinwfidnirringotplaytineisadiimwifirafimhhedient
FIG. 14isefbwchartotanWryapplicafimphywoufinecafledhstepstandmaiFle12Aand
13Arewectivefiandenecutedbytheoorflrofler100;

.FIG.15isatiwdmartshowimaprccedueofadtergedpiaypmcessmmasstepMinFlG.5.
FIG:16AMteameflowdiarlsjcinflysiwingaprocedwebrmedoiexenuaryweaeddurgeinkrm
routines interactiveiy awed:

FiGs.17Aand17Barefbwdlartsjoinuysmuingaprocedmebrmedofrwfinesinteracfivdyaxeafledinbm
6500fFiG.15;
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Fle. 18A and 188 areflaudransjoinflyshwingaprocedureiorrned dexmplaryfimedflayardmeteredd‘rarge
repon routines interactivety mad for playing an applicefion while timing the duration and diephying a charge
andetotalmmnotduargesaftermeplay;

FIG.19isafbdeanSrMngaprocedureiMeractiveiy exewtedbythedientzmmeserversinmeopemfim
M800ofFIG5.vmereinblodcsconnededwimmflwfineshdicatesflmmerafionofmebbdcsisdoneby
metwoelemensZenda;

HGs. 20Aend208 arealcey-eruypfimkeytaflearfleusa‘spruickeytaue. respectively. stonedinmeserver;w ‘

FIG.20Cisaflowmanofaprocessbrobteirfingmeeppficafimenamkenyromtheservere:
FIG. 21 iseblodrdiagamofen armpiarydea‘pherer-hriha’n IC and lFaccordingtothe imerrfion;
FIG.22isadiagramehowingelgdecoderusedinpleceofmedeecoder12601FIG.21hasys‘temnsingme
Wanamazoc;

FIG.23isediegamiormanhgmemeeningsdmeterms-of-rsemll)mwmeoorrewondhgfinflval-ues:

FIG. 24isablodrdiewemehwinganarrangememofesystembrprayingad'strhnedappioefimpedageon
metermsofuseofmepadcagewihmnwmmunicefingwimerwsavaamdingbaseoudinembodi-
rnentoffireirmntion;

FIG.fiisafwmnewmfiwllydnwimanexerrphryeomrolprogramexewtedbymeoontoflermOashmn
inFlG24;

Hes.268ml27eref|mchartsshowinganopaafiondafreeplaynndedwninMBSOadFIG.25ina
deraiedbrmandafumerdetafledform. respectively; and

FIG.28isafbwdrensruuinganoperafionofafinflimdredplaynndesfmmaemeeofFlGfi.

 

Forflresakeofbetterunderstandirgofmefoflmingdwcrbfion,ilwalbeusehdmdd‘nesometmtobeused.

Changed information provided by an inbmalion provider my bedistriauted olf-I‘ne (in off-line diam) or on
line (m on‘iine detrimtion). In off-line Won. the charged inbrmafion isreeorded onpadragemeéeor recording
media,anddistibutedthroughtheeeles networkofmeprwider.flatis.soldetshresinmesdesnetmmepadv
agemediaincludeallmdpamuerewrdngmedEMesvafimstypesdmgmficmAmfletydopfiwA
memorydiscs (9.9.. CD. CD-ROM. DVD). and monetictapesamwtridges hothedish‘imfim. machined Inbr-
rnationistrarminedviatrmsnieeionmummemmmmmmmmmmmwm
alignedufimmepravidertomediemuevice(e.g;. PC(pemonelcormuter))dhetserud10rwuestedfiredrarged
infommion. and stored in a recording med'a loe client (device). Thehammission media Weanyteleoorrmmi-
cafiondunnelsvmichpanfitdammmmbefionbelweenmesavereammewandmmepadmgemedham
the transm‘esion media are hereinafter referred teen blocas ‘distrbufion meda'.

Thedrargedinforn'lafionmybeanylypeofsoftwareermasmic.Mm.m.MaeamMmm

toeeen 'appficefion'witfurtdisaiminafion. “redistribution uriiofd'rergedinermfion isreterredbese‘dlarged
informefion padage' or an "application padege'. There may be included one or more mpfiwdions in an wpfieefion
package.

Thepresemirwenfionrelatestoasystemfixpernitfingaueertorseadistrhnedmpficefionpadegemmetm
ofuseofhepadragewiflwahigherseaxfly

Enbodimeml

Forme purpose or simplicity. afistifluetative enbodment M! be deserted in which package Ma. among aha
things. DVDs areusedasdstrhrfion media.

FIG, 1 isablodrdiagremshouingenarmngememofesystemfwpernitfingarsertomefl'reeppficefiods)
recordedonaDVDonlhetermsofuseloeDVDvwmahighaseeurityacwummflnfisrilmafiveenbodm
ortheinvenfionlnFlG.LthesyetemIoorruisesadientorDVDplayerZWhmplaysaDVDs,“ ' '
network4,andeeerver8atatdlcerneralflreprwiduevflidaprwidesflreepplicefionpedageofmeDVD3.

FIG.2 isadiagramstnuingenexmrywucueofenapplbefim(oradtargedinformfion)padage20
reoordedonmewoausedinmeinvenfivesystem1.InFIG.2,heapp§oefionmdegeZOemuissaHeastone
applieefion21,avdm(upad<age)desaipfl22wnuishgd&wwmmwimfimpadegezo.wade-
Wondescrbtorzaoonprishgdatawhich is deiennined nuinlymfl-refime of. e.g.. distributionorselesafterme
pressingoltheDVD3.UhevdumdesfipmzzammdiWMmdewwzammemmewmddam

ofthevolumezo.)lnthisarbodinmhisammedhdawhme(wpadwge)mntuprogrwnwhimmmeme

aimeapplicationpedagezo'mcooperafionwithmeservereisindudedinandaistrhutedwflhmeepplieefimpadmge
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20. Thugmeamlicafionpadmgezotunhermisesmepadwgeoomd ptogram24suitedkxthetermsofmeot
the wattage 20. The appicafion(s) 21. the volune dasaiptorzzand the padage (or vottme) omtrolpmgram24 are
recordedhmedataareaotmeDVDaatmetimeoimnufaauringmeDVD$.MfiIehedisu-hzfimdewbm23§s
reootded intheburstcutting area atthetimeof. e.g.. salesoftheDVDS.

FIGS.3w4aredagramsshming.inadetaitedbnn.exemplarydatnstucuesotmemlunedesawzzand
medistibutimdescl‘cta 23. respectiver In FIG. 3.1hevolume dew‘ptor22 atleastcontainsevolmidmtifiet
(VIDV) 25 which the We otthe application padage 20 is probabty usediot andwtich isthesameastheemlication
identifierifthepadtagea’volumemcomaim ontyoneappfieefionmprovider identifier 26;volumecreatimdateand
tine27whid1rmybewedbtflnbasepdmbywhidwdumemhafiondemwfimasdewbedhmisdeta-
mined;andvolumeeffectivedateandtimemindwfiwmdateardfimufliwhidtthewhmezoisavaim.lithe

volumezo contairlsntotettnnoneapplicafiom, mevolunedescrwzzmeroomahsappfiafion identifiers
(A!D,‘s)29.

In HG. 4.1hedistrhniondesawzaoonprisesthelieldsotavolumebeuenmbaMdSOM-idt contahsa
serialmmbergiventoeadtotmedisuhnedepplicafionpadagaotmidenticalvotuneidentiiet’wwmetbortiue)

Vlovmheorderufdsumzaserverpwickeymg) 31 medataofwhidtisgivenbymeservereatatotl center
otmeptwiderezaPKu(usa-ptflic4tey)-enaypted applicafimwypfimby(Kv)32;andeetesdetewtime33Jhe
keyPlg31fieldmntahsakeywhidthasbemmedhenaypfingeadtaMatbn21 mmepadagezoardvmidt
hasbeenencrymedufimauserptflickeymmotflwelsermhaslegailyobtainedtttepadegezo.hoptmiatedata
arereoordedineflotmefieldssoflvoughadatthefimeotdistrbufimotthepedegezo.i.e..atthetimeotsalesot
meDVDahthisembodh'aem.

Thedistributiondescrbtorzaturthe! soundsesthefieldaddtans-otmecodemndeoodewlmmvalwfor
thevolunewtevohmel'mitvaluetield) enmbeachoftheappficafionIDsZQJhefleldsSSoftemts—ohseeodepks
thitvaluetortheapdication I029(appflcatjon Enitvaluefield). Iftermsohsearesetombmevokmthere‘s
mneedofthetieldaa Htenrsdmearesettoeamwication.mefietdisenpty

FIG.zshadiagramformmmmeaningsmmetaM-usemmesmdflwmflmhgfinflm-
ues. In FIG. 23.thetemts-0H.secodemaybe, e.g.. onebytein lemmThehigherdigiHXMfme‘lDUcodemms

thetargettowtidtthetermsotuseisappliedasstmnintableae.Miahigha'dgitsofo, 1,2,... irdatematthe
TOUoodesbegimingwimmosedtgtserebrmeenfirevolum application1.applkation23ndsoon.1hebwadigit
Mdmeebovemnfionedtemmmewdemesmemdmeotmepadegezoortheeppficefionm to
whidtthecodeisset.andisdirectlytoltmedbyaconmfimlirnitvalueasshmnmtatiemotFaza.Spedfieaiy.
thetm-ot-meoodewTOUcodeMOOH mm.brexanple.matmevdmne20isuwefreelyaftetdstrmfion.
Thevalue'31H‘meens.forexanple.thatfltemplicationamMiduthemUoodeissetcanbeusedbypayingpamit
otplayduratim.TheMdngitomHormemeansthatmevotumemortheappficefiontowhidtmeTOUcodeis
setcanbewedtreetyunfl thecotrespmdinglinitvalueareractted.whidtcisablesmrttIe!we.Assemmme
table. meme-flnfingiactorsdeteminedbymemUoodeemoselauerdigitsareZHtoSHaretheunentdateand
tine,fl1ee:q3irationdeteand1ime.meamountoi medperiod.endthemsw1t respectively.

Sincemedamotthedis‘uhxfimdesa'btorzscanbesetasdesa’bedaboveJhisprwfleswmmeprwidetsand
theusetswithme flexbility than memtonal system can prcnide.

Againin FIG. 1.the DVDplayer2oon'prisesaoontrofler100bmontrolingtheentireWDplayer2;databm 102
connected with the natshmvn CPU (oentml procesing mit). not-shown ROM (rem-Ody memory). RAM (tardom
access memory) 101. and EEPROM (elastically erasaUe programme ROM) 103 induced in the controller 100:
hwneninteMcesUFs)110induaingirpmdaficesmgsakeyboerdmwbereoomifimdafioemmseerm
MoltenethanlerdintemceflF)12010romnedingthebls102mtheROM(notsrmn)haICm:d5;aDVD
driver 13010!readinganthedatareaordedmmeWDawfudmmamarammmereaddaEa
videoandaudiowtputlFtdobrreceivingaMPEGZbitstreamandoumutflngavfleomdaLdoouwdgnalsm
dieplaydarice146:3le148.andacmnmfimfioan150fucammnicafingtmwghmeptuicteleoumr
ricafionnetworkctfheICcardSstoresamerspamrdeuandatsersseaetkeysmmdwonespaustome
usersptbficksyPKumenfionedinomjmcfionwimfian-enayptedAP-an'ypthgkeyag)comhedhfl1efietd32
otmedistrbufiondeeabtorzarecudedintheburstwuingareaotmeDVDaThevfleoandawiowtpm IF 14o
imludesa MPEszideo decoder 14ZandaMPEG2audiodeoodet144.

AsbrobtairingflxeDVDSJheremybesanemys.HoneistobuyaDVD3.e.g..atsomebookstoreorthram
mailmdet.heashehasmhavethePKu-mayptedvasimotanamreafimwypthgkayflghecadedhmem
wttingareaotthedesired DVDatvynctityinghisorherptbticIayPKuMitchcorreepomtstnhisorhersecretlvraySKu
mediuthelCcards. Itoneisamerrbetota WDdistimtimservicemeorehecmobmnaDVDwMaPm-
WedAP-enaypfingleyrewdedwflmmnotifyingmePKueadtfimeotwteirfingbecwseheorshemstm
mfifiedmerwhmheorsheappfiedtormeserviae.

lnoperafion.hematisteetsadesiredDVD3hMWDwWatsodfleWDphyWZaMiesuesaaanm

mtdtotheWDplayethhoufitanappropriatemn [F 110. hremonsetoarecebtoflheataflconmrddhe
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controller100readsthevolumemaprogrammmmedamareadtheDVDammughmeDVDdfiver130We
loadingiheread programZMntoihe RAM 101 ofhecomrofle: 100. andflnnereanesmevdumecmm progmm24.

FIG.5lsafbwdandhevolumecmtmlprogramuhrplayingtheaqfixfioqsn1recordedmmewoa
amdingtoheprhcipleofheimenfioanFlG. 5.fl\ecom;ofla100fustdwedsmeAlD1fleldbseeifmevom

200anainsasingfeamlieafioninstep500."noLthenmeoonu'dleerdieplaysmempficaflmleinthefieldzsand
prm'usfl'leusertoselectadesiredmeoimeapdicefiominstepsoa,aruwaflstxmesdeofimhstepsm. "any
app!icafionissalededinstep504,fl1econtrofler100registersmeapplicafionloofmempficafionasmeappficafimto
beplayedinstepsosampmceedstostepmatodwedxmefieldfidhtmdwflowcodepminitvaiueior
unselectedeppficafimtoseeflmefiekiisenptyflsqflweconmflermupmceedsbsmswbreadmevohmelmfield34.

Onfl'leomerhand,flmetestresunisYEShstepsoo.fl1mmeoomoller1oomistasmevolmlDasmeami-
cafimbbeplayedinstep512.WreaOSMevolunelinitvaMeMinstep51o.

IfflwestmsmisoonpleteduthetastresultafslmSOBisNOJmmecontoflerloomedGmetenns-ohse

Homoodetoseefllhelowerdigitolme TOerdeiso instep514. HeoJrenmeoomneet 100playsmawlicefim
freeofdurgehflmsso.mmmmwwmmflmlmudwammuwum instw516.
ifsofiwecormolleHOOplaysanepplmfionhamse—sasflivednrg‘minstqflflflmndoflwewfisemmemenigfl
oftheTOUcodeisZormoremiayanapplieefiononlywhenmesoflwaremerofausfiinifiwghmismderapresei
valueinstepsoo.OnwnmlefingwdflwfiepsaumesSSOWBOQmemwa1mmmW
24.Thus.meDVDplayeerlaysaprogmnspecifiedbymewacoordhgtometmdmeddeminedbytheTOU
codewhkhhasbeenseibdmameappficafimpadegeumespedfiedmdieafion.

Theptoceesessso.TwaruBOOarea‘eanedimaadivdywmanwsodatedwaThesavasamedm
msdntnforaxeunfiwgheseprmes.mdstmewuatainmeformofmfles.

FIG. SAbadegamshowimanaxen'plarystnmnofavdunedatauueskxedhasewera. In FIG.6A.Each
olmermdsofmevummemmblesoompdsesvoiumelbwlnqwmm.(NovafleldaTheconfinafionot
VleandNQHsetvesasheuserlDuffl'IeuserofmeapplioafionpadegemumeDVDS. Forthisreason.metaue
60has.brmenmbasasmsaibasdwodistrhxfimsuviceumefiapmduafddsufiidmomaimfor
exanpie. amenberlllanameanadd‘ese. etc. Each rewdhnfimconpfisesavolmmmemeterfieidm-
MEIER...)contairingasoftwaremeterofptaydmafiminninnewhichisauadwedto(ora§ociatedwith)mevolume
20;avokxmd1arge meter wwmmgmwmamemgemaamsmmmmmm
Iinitvalue(LV,,.o oomairl'ngalim't value maummmummmmmwewmmudmue

emiafimflemflfimflwaflowableawess, etc.):alhtitvaluemete:(w-MEIEM:mappfieatinlD(NDw‘)fleld
containing metifleofthewplicafim: an micafion minute meter (AM-METEM field oontairingaeoftware maerof
playduafioninnimmMSmmhedbmapwcafiondNwamappficafimmmwG—METERHJ
fieldiorasofMaremeletotplayduafioninninnewhédaisattadzedtomeapplicefionomlommfinitvabflww
containing alimit value associatedemeTOUoode:ar\dafimflvaluemg(W-METE&0.

FESBisadagmmslm'nganeaaenplarysmmueofaappliafiondatataflestoredhasewers. hFIGGB,
theappficafimdatatablemcon'prisesmefleusdfirmlemwmmemCODl-Zn),mamfiwflonfiue
(Alon). a duration (0). a rate-perm (RATE/ACCESS). an mm. a ninute meter. em. Thedurab’on is a

petiodoffimemtittalestoplaymewmon.Themepaacoes‘sadmmebreplayofmemempicafion.
whichisusedbrintomxingmemetotanwededplaydmafionpfiortoaplaymerateperufifimeisadmgefua
uninimeofplay.whidlisusedformemlcdafionoiad‘argefuanacballythnedplaydumfion.flwaooeesommand
rnimtemeterfieldsoomainsmenwrbetdaecessestomeappflcefimandawmofphyfitMMa'enm
necessrybrfl’uepresentimelfionbunwillbemedinstafisfiealcalalamumwwsd,e.g..memes

FIG.7isad'lagamshovingastuctueofasetvertablemseoredintheEEPmM1030fmediem2.hFlG.7.
the fieldsofme table mannerismaserver publickey (PKI). aserver ID (SIDJ. aservernetworkaddresqSADDJ,
methistable75isusediorassodafingmeswerptuickey(PKa)omtainedinmeésmhfiondesubtu23recorded
inmeburstcuuingareaofmewomhmeioammenmaddrese

Play an Applicafion Free of Charge

Theinifial routinesofmeproceeseseso. 7003111800 memeseme.

Fle. BAandsBarefloudunsof'nifialrwfineseoaaruBObwfidmareexeanedimeracfivelybymediemzm
thesetver 8, respectively. anhe beginning ameprocessessso. 700and800. lnFiG. 8.1heoonuollet100dmeafiem

onheDV02,instep82.ser1dsasewicerequedwifl1flwne1wkaddressCADDcdmecfienuovoz.meTOdee
pluslim‘i valuemevolume tD (VIDV). theiesue rumba! (Nowatheapplicefion ID (AID,.5.‘),andotherdmaiomea$o-
dated serverathelDofMfidfisS:D.(SlD.'sd)tainedfmmmeIaue 75hFIG.7byusir-gmep¢bfickeyrec0tdedon
theDVD3).andinstep92waflsbtarwponsefrommeseve!(SlD8)8. "meteisarespusefrunmeseweqswg.
the dnemz proceeds to the next step through a circlewiih 'A' therein
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On the other hand. in FIG. 88. the servers of SIDS receives the message from thedientz. that is, the service
requesterdtheaooonpanyingdetaandstoresdatehapredeterminedlocationbrstbseqientusemstepsimm.
theserveraseardtesthetaUeGOtorareoorthichcontainsViDVandNOHinthevotumeiDammueNo. tietds
thereot.respectiveiyinstep86. flmeseardtisumhn.henmewva83ddsflnreoudberDymdNOHmd
fiisreievarttfteidswittiAiDV.Hattdalirritvaiue. Hanxinthetauesoinstepmandprooeedsmstepeo. Also. ifthe
searchinstqaaeismesstiitheserverSprooeedstostepso,wheretheserveraselectseroutinetoexecmeneud
awardingtothevatueotthemumeandemerstheseiectedmifinetivwghadrdewith'B'merein. InthiscaseJt
theTOUcodeu mH(x:anmbitraryHEXnumer.theletterHinthelastpositionirdicatesthatthepreceu‘im nunber
isinhemdedmfl.henamdhebrphyinganapplicafionfieedchmgeisseieded. cheTOerde=x1H.thene
romiriebrpleyinuaneppficefimintsage-smsifivemmssdected. HmeTUUoodezsz.thmarwtineis
setectedwhidiptaysanapplicatbnontyflhesofimemduofewainifingmiswuaepresetvalue.

FiG.9isefbwdtaflstwhtgaprocedmeotaheeptayprmstwnasstep650inFtG.5,wheteinconnecting
edjaoentbtodsbytwothvlinaindcatesttateadibbdrisexewtedinteractivelybyacientotCADDcandenm
datedserverSlD.asstmmindetaii tater. flmeTOUoodeisOinstep514otFtG 5. menthesewerwADDgenters
thetreepiayprooessesoasstmnin HG 9. ardfltecfientandmeserver(Sle)exewtemehifialroufineBOhbtook
660. in block 670.theyexewtesan expected play timeintomting routine. ti'retis.displayssn expected pleyt‘mebetore
playinganspecfiiedappiieation. lnbiocksao. theyexecutean apptMmplayaMmaeredptayfimrepatmufim.
SincetherwfineBOhasbemdetaitedinFiG 8.1hee2¢>ectedplayfimeinfominqroufineandmeappficafionptayand
metered playtime report routine will bedetafled inthe following.

Fle10AandtOBeretlawchartsjohflyshowingaprooedureiormedotexenuaryemectedptayfimeintoming
routines97aand97b interactiveiy etecutedbythe dieruZendtheaseociated servers. respectively. tnFtG. 108. the
saversretrievesthedxationmgoftheqapiicationotAiDyhflunfiteteblemhawetltawnmterhstepst. in
thenextstepsz.“mswmesmapeaedtmtammmpiaytmmigmmeMdmeToUoode
Wally, iftt'ieTOUcodeisOxHJhenthedienteddstheduation (DQarxitttevaiueottheVM-MEI‘ERHfieldotthe
recordidentifiedbyVIDyendNQHinthetafleeO. HmeTOUoodeisemmztheappiieationmnberotmespedtied
appl'wationin the volune).thenthec§enteddstheduratim (Du) andthevalueotthe AM-ME'i'EMfiehotmereoord
identitiedbyVlD, NON.andAID‘FHintt'ietablesthentheserverBsendstheremtttothedientvmosenetwork
addressis CADDctnstep 93. and ends the process.

Ontheou'terhandinFtG. 10A. thectientz receivesflteirmwingmwwgeorthevabeotmemdatedmeterh
step94. inthenextstep95.thevalueisdsplayedasmetotalamouruohsage.ThenthedientZerdsthepmces.

tn updatingareimntmeter.amedetmnhedvaluedmmflmhasbemmedhmejuadmbedrwmesdfle
10(apresdvaiuemetering system). Thisanengunernismflednnhflybrammpfmfiasashtatesewmm
toplay. aruwiinotceuseaprmiemmiessmeusercisconfimestheptay Fromth‘spointotview. itispreterabteto
amaflywethe playhgtirnein metering (a timedvahemeteringsystem). Havelerjtisatsonoted thatthepreset
vaiuemeteringsystemismdtflinintomingfliemofmectedplayfimepriorbmmplaying.

FthnAandttBarefbwd'nrtstNystmingapmoeduretunndotexamhrythnedplayemmeteradueage
reputroutines675aand675iimezecfivdyetecutedbymedientandtheserver.respectivety. iorptayingmapweation
whitetifingfltemnanddsplayhgafimedplaymrefionaflermephytntheromine675.thodientandtheserver
mitetimed application-play smrwtinebrplaying the application white fining the dumfionmlaytime) instq: 200.

Thentheserveraprooeedstostepzw.MieremediemipdatesereimmeteracoorungtomTOUoodein
thesamemannerasinstepQZofFiG.108.SpedfmflyfimeTOUoodeisMMmmeptayfimeiseddedtothevebe
offlaeVM-METEikfliehoftt-nemoord “WiMWVIDVw&,inMWem. titheTOUoodeisaxH(a:theeppti-
cation mmberofthespediadapptiwtioninthevotume).thentheptayt'aneisaddedtothevahedtheAM-Mmm
Hfietdottherecordidenfitiedbyvto‘, No“.wAa%mmmw.mmmasmmmqmmme
vaiueottheupdated mater(i.e..hetetaiarmnotptaytimenomediemmnetwkmessisCADDchstep
212.endendsthepr_bce5.

Ontheomerhand.thectientz,afterstepzoo.mieatesttoseeitthereisareworsemmeserverotsmsh
step214.Thisstepis repeated untitthedierrtz recehresaceiifmthe serveremhentheciienta receivestheinoom—
ing messageorthevaiueotthe undated meter in step216. lnthenextstep 218. thedientstptaystheptaytiheand
thetotalarriountotplaytime.artdmmendstiteromine675.

FiGa12Aend128metiowdansjdnflyshwfimaproeedwebmeddampiaryfimedappficafim-piayuflw-
thes205nm205bexewtedbyhediemzwflteserversxespecfivdxbrptayimmeqapaeafimwumgm
duration mema8d8l03MMUanmham611b59eitthedimtt‘tasstafledptayingttte&pplie&tion.0n
theohahardttiediemZotCADDCinbrrrtstheserverotastartotpiayhstqamoendinmeéatetyeeflmappticatim
playmutineinstepmz. This. camestheserveratostertetimerinstepms.anduaitsbranomotastupotpley
hommediemZinstqatSIS.0noonptefingthestep612.Medianmn'smeserveraotmestepotpteyinstepeu.
Inreqaonsetothis mtioe,theserverestnpsandreadsti’tetimerasthephyfimehetethlAfterstepsBMandSW,
the client and the server return
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Whomuescrbedanamemnhasmedatimerottheserverjtmaybepossifletouseatimotme
client.

Fth.13Aand138methwdwtidnflyanngamcedurehmdmmfivefimedamfimfimpIayabw-
tineszosecandzowcinteractivelyexewtedbymedientzwtheservere.rspeetivetyjthin-figatflnha
isachia/edwithatimmmedient. InmeattemfivewmneZOSa.meofient25twtsatknerhstep620.cattsan
applicefionpteymufineinstepszz.sbpsflwefimerhstepfiZtserdsmeplayfimemmesetvefehstepezsmnd

thenremrnt'.Oi'ttt'ua«urethane.theserver8.onenteringthesubmutinezma.maitstu'acalltromthecfnemotCADDc
instep-621. ttthereisacallfrmtthedian2.menmeservet8receivesfl19playfimeinstq>saandmmrm

HomveathearrangmotFtG. 13 hasapmbifitydpmniflingamtafdomtommemefimerofme
clientz. Franttispo‘ntotvietheanarwtentshomin PG. 12 ispreferdaletofllatotFtG. 13.

FIG. 14 isatlawchartotanexempteryappfimfimptaysmmeceledhstmsNZandGZZotFle 12Aand
13A. respectivelyandemnedbymeoontroflet 100.

PrbrmhedesabfimdhtbwdunweddhemmmfionmnhgmypfimwdwypfimHencnwt-
inngithakey EKamdingtoanenorypfimalooriflmeyieldstthenflisweaedes:

e(EK.X).Y.

Sinflafly,itdeoryptingYwithakeyDKaccadngtoadeaypfingalgofithmdyieldsZmitisweesedesz

d(DK.Y)=Z

AsunrimfltetflteatgoriMeanddaMthekeysEKandDKomewondeadlofivaJhetis.d(DKY)-X.ittollu~sthat

«UK. 6(EK. )0) - X-

Returning now to FIG. 14. the aontroflel 100 read the PKu-emrypted application-Wm (AP-ewwfing) key
(KV) or e1(PK,, Kv) tromthefited azdflledisu-bmion desaiptor23 otthe DVD in stepeoe. Here.

v . 1. 2.....V.

whenVisthenunbetotkirdsoftheappticafionpadege.Windicatasmmmwpficatbn-auypfimbysm
tfrwgh Kvisassignedto respective Icindsofappfications. thatis. volune VID1 though VIDv

IntttenMstepGO4,tr1eLsetseoretkeySKuisreadfim-nthelCcerds.hthenenstepGOSJhePKu-encrypted
AP-enaypthgkeye1(PK,. IQisdecryptedwiththewaseuetteySKutoobmhMewmfimmypfimkeyK,
Then in the nextstep 608, the KV-encrypted explication (AP), i.e.. 9(K, AP)whid1 is reootdedonthe DVD 3 is decrypted
mmeobtainedAP-enoryptingmyKvtoobtain d(K,,. e(Kv. AP))-AP.Wepasshgtheobtainedmplutimdata
tothevideoandaudiooupmIF140.ThedminedappficetiondatahasmebrmdanMPEGZbflsveammevueo

andaudiooutput IF ImmensmeMPEGZbflsu'eamdmempfiwfimdamimovideomwommb
MhMPfiazvideoendaudiodeoodm. Thevideoand andowgusbnalsereeppfiedtomedisplaydevice 146
and the lmdspeaker 148. rewectivety.

Play an Application in Usagesensitive Charging system

FIG. 15isaflmchettsho~ingaprocedueotadwaedpleyprmmodmnasstepTOOinFlG.s.Mrerein

connectingadacembtodsbytwotmlhesmicetesmateachbbdtisexecutedinteractivetybyaciemotCADDcam
an associated server at $10.. tn FIG. 15, the dient2 enters theprocees 700 via step 516 at FtG. 5 and p'oceedsto
btod<630.Mrsretheofianzwthessodatedservetaexeanemeinifialroumeeo. tnthenenblomMOJhedient
Zdfiflaysanemededdmmewuamammddargesreceivedfiunmsms.amtetthelserdecide
whetherto playthedesired amlication.

Fth. 16Aatd163areflowd1artsMyshovvinga procedue formed «exemplary wadeddxarge interning
routines 640a andeOb htetadively exectfledbythe client 2 anathema! serve 8. respediveiy. Theroutines
6403and640bareverysinilarmtheraMIe 97excquatintherwtin9640JheDURATl0N(Dgu‘ptayfime'tas
been rqxacedwith RATE PER ACCESSand'dxarge‘metweenstepsSZaandssaJmetnsbemaddedastepSM
otheservetgmeratingandstodngapsadomrflomnunberRinamermrylocafionfi'finstepsaethesewersetfls
thepseudorandannmterRaswelt;betweenstepss4am95ametehaebeeneddedasteps4301medientstodng
mereceivedpseudormdommrrber Rinamemorylocationfi'brstbsequentuse ThereplammentofDUHATlON
(on) with RATE PER ACCESS is adieved by aocessim a RATE PER ACCESS field 74 irstead at a DURATION tietd
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TSintaflem.Further.htheroufineMOherehavebeenaddedmeblowhgstmszhstepsuulowingmestepgsa.

thediemamakesamecktoseeifmeuserdeddestoplaytheappfimfionzflru.madmaaandsamhmesageb
theservaotSADDsmammaandendsmeroutmeMOmnmeoflwham,thflMmhestafla.“
serverSolSlewaizsioracallfromtheclientzdCADDc;mreceifimacdlflunmecfiammeservermkasmher

5 chewinstqafismseeifwhathasbeenremivedisaqxflmessagefifsaheciuflmdshemfineMmrflifhe
userdeddedbplaymeappficafiminstep644.wflmmnsmmmeserverhaswceivedisnotaquflnmsage
butanemryptedcteditcardmnbetasseenfrommadesaiationbelow.m1hedian2wmeservar8pmoeedso
thestepGSOOIFiats. . v -

lnthenafiblodeSOJweserveratajnsaMscreditcardmmber(00NOu)Wthediafl2hapingflm

10 seurflycftheoardnmbaasshowninFle17Aand178.lnstep647.medien12mcryptsmeaufitcardnunber
oftheuserwhimrasbeeninpmbythemetfluwghamnanIF110MmaIQy.'Le.thepseudorandanmmerR
whiduhasbeensttxedinamybmtionfi‘instepmome16Abobtahe2(fi.00NOu).lnhenadsiep648,
thediem2furflwena'yptsfi+e2(R.CCNOu)withamtherkeyorasaverp#ickayremmv-edstribxmon
desuwzarecmdedinmebursiamingateaofmewmoobtah

15 e1(PK.. R + (2203. CCNOu)).
tnthenextstmm.theclientasymmempteddatatomeserveraflhrouohstedeFlG1GB.meserver
proceedstostepsso.wheremeeavetafixdsflmwhatwasreceivedfrommediemCADDcisenaypteddata.lnthe
neadstepGStmeserverBreadsasaversecretkeySKaflunanlCcatd7.hthenextslqa.meserver8deuwlsme
reoeivadwypteddataufimtheserverseuetkeySK.asbllows:

20 d1(SK.. encrypted data) = d1(SK3, e1(PK,, R + 92(R, CCNOu)) n R + 9201 CGNOu).
Instep653,theserver8nakesaohedbseeflflijobtahedpsanommommbaRWeswimmemndmn
nunberfiMichhasbewstoredinammrybcafionR‘ofhema.ifsthesarveraeamsmemuemesageb
thecfiedeADDc.whstep655deayptseaR,GCNOu)ufimhepsadomrdunnmeobminflwm
creditca'dturbarCCNOu.Onmeatherland.inrem1setoarecepfimoimeawemmgeinstep657.median

25 zmkommeprocesaAfierslepsss,meseweralsoefitsfiomtheptmHflreresdlisNOhstepGSSJhenthe
wverBserdsadisaflemwgetohedieminstwsss.andendsmeprocess.hresaonsematecepfionofmedis-
ablemessageinstepGSTJaenmediemdsplaysamagetothiselbcthstmess.andmenerdsmeprocess

Afleropetafimofuowsso.mediem2waits,hetep663,brarmonfranm$erveronwhethaheaeditcard
fwhetrarmifledcardmnbeficcmu)isvafidormtwffilemeservermmwflteuedflmnymedvfim

so thecamlmnberhslepsmbseeiffltecreditaardisvalidjfnotmasa'verahmnsthedieriZdthaimafidflyd
theaedztcardinsimGGZmndendsmepmm."macadisvafidinstepsstmserveremmediandme
validtyinstep667.Ifthecliemzreceivesareponhommesavahstmefii.Medmmmdwddnstep
Whmflherepoflirflicatesthevalidtyofmem.flmtmeefiafidisptayamegemmettnkwafidflyh
step665.andendsfl1eprocees.Kmarwmdbatesmevalidfiyhstepw.mid1meansmmfiondstep667.

35 mentiediemZandmeseweermceedtomenmUowfio. '
Instep670,thecfiafizwfinseweraexeunetimedplayandmetereddwgeremtroufine.F|Gs18Aand183

are flowduaflsioinflyshowing aprocedure brandofrwlines 675mard675bc interactively manedkxplayiman
appficationmietming theduralionarddieplaymgadlargeandamlanmmofdiargesmermeplayhFIG.18.
thoroulin956758c and 675x: are identical to the routine 6753 and 675b'n Fle11Aand11Bexoeptflm‘time‘ has

40 bemreplacedwih'oharge‘.mamaimuw-METERMAMMEI'ERtnvebemreplaoedeVCMErERam
AC-METER.

Theopemfion.inthediamz.Mplayinganappficatbnmuaage—safifivedwgimiscmuatedbymasnof
FIG.150rstep21saafFIG.18AAfterste9212a.meserverematgesmeplaytomaaetfiteardnmterCCNOu
obtainedinstepBSSafFlG.178instep680.Thisomuetesthewtueoimedmedappficafionplaypmoessoffie.

45 15.

lnthispmcessmnlyiriumafionmdaargeisgiventomezser.hiswryesyloprovidemmfimmbofiifim
m'lddiargebyadrfingstepsmNoumeaand95tou1eruumess40batu640aandbyaddingstepsz10am218b
themufinesGTSbcamsm

Asdescrbedabove.WflMermemefiNWbebmplayhgawthappficafim.
so ThisishebfubrhemertodedenfimethertoptayflreapplicafionAddifiaufly.durgimisdonebasedonmaactuafly

timedpiaydumfion.msmkesmecharg$ngreasonaua

Inmeabovedesaipfion.meanangememissw'tmatthetsatmb‘awfisorhercrediwdnun'berCCNOU
eachtimeheorshemmstoplayanapplimfion.Hmuevenvsteaddddmmmeaeditwdmmm
be stored in mn-voiafile memory or EEPROM 103 ina PWu-ermpm btm. Infliscase. OCNOu is Why

55 decrypting PWu-encryptedCCNOu (9.9.. e(PWu, CCNOu))withapaswad entetedbytheuser. Wis. «altered
password, 6(wa CCNOu)) - CCNOu.
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Permit the Play Within a Preset Unit

FIG. 19isaflowchartsrmingaptocedureimeractivelyexeanedbymediemzmiheserverainmeopemfion
blockBOOofFlG 5.mereinblod‘smneaedwimtwofkwlinesindmesmatopemfionoimebbdsisdonebyme
Moelememsaams. lnthiscase.itisassumedvmapreseilinfiisrecordedinuonmeapuicafionpedegeandis
transnifiedfromdiennmservueadnimeofplay.Onerueiingmeprocessmomaepsmofflasmediemz
proceedstosiepflOLwhetemediernzammeserverSexecnnesmmmalrwfineseo.hisnotedm‘moufineeob.
itheisarecotdberDvandNow 1henthe fimitvalue(LVH)!ield othetableGOdFlGLGAcmtdnsmetinitvam

Itansnittedfrommediemzmemise.MereoeivedfirrfitvalueisstoredinmevaiieldwhenmemcudfoerDvem
No.4isadded in sum 88.

lnstep810.theserveanHesadmedifameterassodaiedwmmeTOUcodereceivedfmmmedemzisunder
thelim'tvalue.ThischewisnadebycorrparinganLVfieldandLV-meterfieldewociatedwifiaheTOUcodeintafle
60. ifthe value loe LV-meterisequaluoorgreatermanmeLVfieldvalueJhenmserver reumsanove: lim'i mas-

sagetothedierflZlnslep820. InmthesavermwmmundedinitmesagetomedMZhsmBZZ. andpm-
ceedstosiepszs.IftheclientZteceivestheoved‘mitmessageinsxep824,menmediem2<§splaysamessagetofls
effect. HmtmeclietRZptuceedstomaqaaee.

Sincemeemededplayfimeinfotmhg mufines97aand97bardmeapplbefionplayshmme600l~asbem
descrbedabove.medesa'bfionotsteps828md830meonitted.

Acou'dingtoflisfeauxeofmeimemon.Risposuetofinitflleuseofdwgedhbmnfion.flisteetueisespe-
ciallylsetulincasewhenammhavepaidhmncebrmemeofumeappficafimpadageispermwmme
the amlicafion paMe withina Iimit value.

Winnebeenassumedmanhelinitvaluesaremdwedinmeqpliaafionpwtaoemelhfiwuesnaybe
kahmeservetsoilhepvovideradistrhnertrommebegiwfim. lnhiscasehelhfivalueserefuedJ-bwaerjf
Iim‘tvaluesareperniuedtobesetandreootdedinmempficationpadageatmwmeotdistrbufionaselesjnlinfi
values are edvanlageadysetemdhgtoananmmmid.

Asisappemfifmmthehregoing,asalimitmlue.anyuse—limitigfacluswilldoflutmnbemeasuedhqmnfity
Swhlifitvaluesare. foremrrpleJheeflecfivedateandfimejwaflowefleenfimfimdateandfimememanm
ammofflayfim.mealmaueaocescomt

hisalsopossiuemwnfinemisfmewimadwgedapplicafionplayteanmmammmnnaybe
suchhatflweusarispemfltedtouseanamlieafionpadcagemWivem'yaiy'dmemofmw-
metereesodatedwihheTOUisundetflwevalueofhecmMmLVorfl1evahereoordedi1af-dd330r34d
fledish'bufimdescrbtorza.

Modfiicafion l

lnheabweenboémiapplieafiom.ifnorehanonejnonevotumeareenaypkdbyanidetfimlanfiicafion
encryptinakayKvWamhemplbefimBAPainmevdmmybeWedMMrwpeofiveAPmypfimleys
Kmwherealowercase'a‘folmingAPaMKisasefialnunbetaesignedtoadmpplbafion lD.ln1hiscese.eadIof
theAP-emyplingkeysK,are encryptedwimihe userptflickeyPK,,andstoredhhePK,-encrypted AP-etuypfing
key(Kgflelds$2ainthedistri:ufimdesaiptor23.

Modficatim II

umbemaswmedfimfl-Iemerotfl'leDVDSisfinfitedtolhepudlasermereoiwhohavehadmePfl-enaypted
AP-etuyptingkeyogheoordedonmeDVDS. Howm.hesystemnnybesoanangedha1predeteminedpeople.
e.g., family melmers FM1. FMZ..., FMN of the purbhaser can we the DVD (N is the nunberofmeianfly metrbeis),
OneofthewaysmredizewisistomcwmmeAP-enaypmgkeynwiumpmmPMdeammFm(n
n 1, 2,....N) to obtain e1(PK,H, Ky). e1 (Fig.2. K,),.... e1(PKu_n. Ky) and to record them in the Pm-encrypted AP-
enorypfing key 91(PK‘W K,) fields 32 ofmedistibufion descr'ptorzaaww time olpurchaseofihe DVD.

Modificatim m: K, Retrieve! me Server

lntheabovedesa‘pfim.meAP-encrym'ngkeythasbeenrecadedinaPm-encryptedtxmonmeDVDS.How-
eventheAP-encrypfingkeyKvmaybemysdbyheservaBandtramnifledtohedieMaheDVDplayerZin
remisetoarequeslissuadfromtheDVDplayeraeachfimeofuseafmeDVDa lnfliscese.meteisnoneedof

prwidingmedislrmfiondesa'btorawimflmePn-ena'yptedAP-emypfinglcayfieldsz. I'Isteadead'loifl'tesetvetfs
hasiostoreanAP-emrypfingkeytable(atKvtaUe)andaPK“1able(sfmnin Fle.20Aand208)hmeharddisc.As

sl'mninFlG.20A.theK,tableavolune!D (VIDQMMGSNGMGrWd)ardanAPjervypfingleyGQfieldh

10
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each record.inFiG. 20B. each tecordofthe PKu tablecmprisesavokmeio (VIDV) field (astheentryohmd).a
voiumeissuentxrber(N0v.l)fieidardaPKufield(SucceNvesamvalueshfiefirstfieldawshambyanufly
thefts! appearing one). Puma. the ptocess (or step) 610 d obtaining MAP-encrypting key K, that is. a gozpot the
stepsSOZfiO-tandeoehtheapplicafionplayloufineeoo,hastobereplacedwifliaptocedelGLZOC.

FIG.20Cisaflwd'andaprocessinvmidifl'iewentDVDpiayerZobtainsmeamlimfionwwfingkeyKVfrom
theservete.Inamfi‘iSJheseNerBtetrievesakeynhunflieKvtablebyusinngD,lnthenextsleprJhekey
Kyisencryptedwiflwanwbiuarymmbaisedmiyalflieananprooessagnapsammmfitomh
e2(Fl.K..,).hihenextstep620.mesetver8retiavesaieyPKuhunflnPKumiebyrmmePKlfieldoimm
mid-i contains VIDv and NO... in the VIDV and NON fields, respectively. In the mad step 622. R + 92(R. Ky) is encrypted
wimmeretnwedkayPQtoobmmadaueenawtedAP-emyxfimkey

e1(PKu, R+ e203. '9).
whichisrwnedlnmecfielnwflhaclieninetwomaddrmCADDcinmenadstepsm.

Onheofia’tandJi-Iecontronar1000Hhediem2waitsforarewonseiromthesetvwsotSiDBinstepees.ii
thereisanyresponsemmeserveraotSiDainstepeze.unenfliecfientDvoareceivesmedatae1(Pig,.R+e2(F|,
Ig))fiowntheserverainctepsz&InthenefisiepS$0MermNeddataisdectyptedwifl1flreuserseaetleySKurad
hunks iCcaxd 5. Specifically. hefoiiowing calculation isdone.

d'i(SKu e1(PK.,, 34-6203. IQ)» zn>Fi+e2(R KV)
lnthenadslep632. 62(Fl. Kv)isdecryptedwimmeobtainedpseworamnmrbetfi Specflicallxhefofiowingab
wlafionisdone.

dam. e201 Kv» n>Kv
Thereafler.meconlrofler100x>roceedsbmestepsoeolFIG. 14.

InflisrmdificafionjiewpiicafimsAPainonavdummaybeWedwithrewecfiveAP-etmypfingieysn.
lnmiscase.theKvtatiemmberephcedwimmtafleinmidieamremmmmmbafim|D(AID‘)flald
wanAP-encrypfimlefimfield.FwfierhstepG'lZJhecontmflu100dmeDVDplaya2hasnoalsosendme
applicafionlbofmeappicafionbbeplayedtohesaver.

Alsointhis modfication.lhesystem mybeagain.soarrangedmatpredetarminedpeople. a.g..fanflymrbets
FM1,FM2....,MoiflwpurdiasercanmemeDVDmismenunberdmefanflymenM).htfiscasaioremh
merrberFMMn-atz.....N).mesavetarasmmemmenba’smmbficieyPiflmmmypfingmeAP-maypt-
ingkeyKVOnewaylprealizeflisistoisweavolumeiewenmberNOHfltomchmetrberFMnmmefimedsaies
loeDVD.ptovidethemn-volafiiememmflnmmmmdtheDVDpiayarzwimaWetorassociafingheLsers
pumaPanimthevolimeiswenmbetNOM.smdmevdesueW(NOw,Jassodatedwmm
usai’spassaordmstqamz.ariduserwotmePKutablaMaPMWeinMidimoiherecadslmmebfim
fields:

Vle NOW-mPKwn-
MahawayistoissueandrecmdmtonlyavdumeissuenmbetNOHMalaoianilymenbernmberBFManor
aflnmbeisdmefimeofsalesoflheDVD.ptwidememn-wlafiiemfimislmmdthemmzmma
tabieiorassociatingthema”spasawovdPWnMfl1hemespondinghniiyme1bermnbe:WM.saflfinvdum
issuenurbedNOH)wmeianilymnbamnbetmwmmmedwmmemminstepmzanduse
anoiherPMBfleinwhidiaachoimerecadshasmeanfieus:

VIDVNONIMMmPKu."
lnflieprocessoiFlG.200,mesewetamybeamhmficatedbymdapflcmmyaemudngapair

ofsetversecretandpaflckeys(SK..PKJ.inhiscase.hemBsigshedmfle—auyfledAP-encrypfimkey
eI(PKu. R + e2(R. K.»

Mmasign‘ngkeyortheservetseamieysnafietstepszz.WhflemediernorDVDpiayel'Zteasmesignamreby
meserverswimatestkayormeservarpxfickeymeuuinedinflvePigflaidS'idmemmwza
recotdedinmebmstcmfingamaotflieDVDZDdorestepsao.

Hmerer.avenflhadesaibedaummfionoimesmsismedjnamwfinevergotoanygeater
lmgmfl'nnasteaiof‘IOUccdaplminflvalue.avolimelDViD“avoiuneisaienmberNOH,andhediaunetm
eddr'essCADD Thisisnotaseriomproblem.

InmeprocessofFIGZOC, apsanolandommnhasbeenwedasapswovanaflewhichtakesadifiuem
vaiueeflfimeofexeamonofmepmcese i-iowavet asthepseudovariable. myflingwildoflfiieresuhotencrypfion
wihhtakesadflfereflvameeadifimeofaewfionolthepmcesa

Modflicafionw

lntheiiist ilmfiveenbodnmjiedeuyptbnaiapuicafionisadflevedbyme Fortifiepmposathecm-
hollerImusmremmewwmkeySflhomtheICcaxdsmoughthebuswarnichieavesmepowmyof
pennifihgabreakertoeasflysteaimauserseaeikeysnfivwghmems1ozhadamprmnmhflveprm
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emievedbyfltestepssmthrwgheoamybereatizedbyhetdwareasshounhFIG.21.Mfiehisehlod<degramot
an exemplary dee‘phererhiitt-in IC card IF. In FIG. 21. the Wanna-in to card IF 120eoon'prises an IC card
receptacle 121 andaprinted wiringboard 122 extendng lromendthtedwiththereceptade 121.AnIC 123 ismounted
mtheprintedwin’ngboaxd122,ThelG1%stemmylF125wfichtsuaflyommdstmyofthelC
cardSwiththebus102end.inrespmsemenirsmcfionfiommemntdlawmreedsmdpeesesmekeySKutome
nextstagemdeecode:126brreeeivimmekey8tgandemrypfinge1(PK,,,K,,)w'rthmekeySKutoyietdK.;andan
APdecoder127brreceivingthekeyKvendenayptinge(K,AP)to)1‘eldapplimfimdeta(AP).Theprintedwiring
board122portimmybepretereuymddedtogetherwifl1melCcerdrecemde121portimeoesbnnlethewhote
esinglebody.8ydoing mhleatdngottheuserseaetkeyStgcenbeprmed.

mismodifieefimcanbeeleompiedtoasystemt muteawtosystemdflazoc htiscesetheK,
deeodertZGotFtG.21 hastobereplacedwimelgdecoder 126aasshauninFtCi 22. tnFIG.22.thedeecoder
126adeoryptstheiruttdeta.e1(PKu, R+92(R,Kv)).trunmetx5102byushgfl1eusetseerethey8&paesedbythe
memory 1F 125toobtejnFt+e2(R. Kv).wtitedecrypfimflieob’ahed date 02(R. K.))withthe obtainedrandanmmber
Rendeumuth‘ngthekeylg,

Enbodiment ll

FIG.24Sefloddiwamdufimmmmemfldeeydancwdfleddmammm-
age.e.g..aDVDonthetermsotueeatmeDVDvdmmnmmmieafingwimememeccadhgtoeseeoruinm-
tiveetrbodhnentoftheimenfion.hFlG.24.theeystem1eisWtieelbthedientZotFlG.1meptttntthe
cummbefioan150tmbeendininetedbewsedmneeddmmnieefimwimasavuwmemwa1m

hasbeenrwlacedwithecmtrdlerIOOe. lnthecontofiet100a.enot-etmmROMbrsbringaooerrogemas
describedlaterandtheEEPFtOM103M9bmalsormlecedwifltenewROM(notstwn)endeEPHOM103a.
lnordertoplayaroteofthesewet8.mesystemtehesmhavetabtesootFlGGAinmynm-volatiemmy.ea.
theEEPROMtoaaandanapplicationduratim(ptaytime)breedtapplieefimasdethedmtablemotFthahastn
beindtnedinmemmdetaofeecheppficefionpadage

Flagsdtenutiedlyslmanemmleryeontdprmmemnedbymemwa100ashownthG24J11e
oontrdprogamofFlGZSisalsoidenfimltomatotFlG.SemepthatthededsionstepswamthestepMMsbem
eininatedbeeeueethefinit-ettadledplaynndeismtapportedbymesystem1ahttisenbofi'rmtandthestms
650M8003rereplecedw‘rlhstep5650aand8003.anty.memfianaflerstep514wibedesabedinthebt-
lowing.

ttmelwerdgitotmetemne-of—useUOLDOOGeisOhmdeddmetep514,flmhdq36503flwem°fla1003
plays.hhetreeplayntodejteeppfieetionstomdinheeelectedamfimfionhetqasosu512memsmeopemtion.
kdtoddbendedthetsimethesystemtadoesruhavemedwgedplaymmlwerdidtdfitemumis
defined as tom

“W“‘"‘" “’"°

.31— mm
ummwvmi

I Allowable expiration dateand time

I

i—

 

   
 
 

 

 

Himer digit at team-ot-
use code (Hexadecimal)

 Meximumamomtotusedpenod

-- 
Acoudingty. ifthelowerdigitottheTOUcodeismtOinhededeionetepSt-t.flminstmeommma1008

plays, in the l'tmit-ettechedplaymade. the mptieation stored inthe selected sanitation in stqasoeor512 and ends the
operation.

FIGe 26end27shmenoperafionofafreepteymodeshwnin§lep65030ffia 25inedetailedbrmerdetur-
therdetailed form. respectively. In FIG. 26. the controller 100a exemtes an Initial routine 80.3 instep 660a. instm 670a
executesan expectedplaytime inbrmingrwfine, and in amsaoaemanesanepplicafimpleyandmeteredplaytime
report routine

12
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Asshownin FIG. 27. inthe irfiial routine80c. theoommflenOOaseamhesmetaUeGOiotarewdwhichm

VIDvandNOHinthevolwne ID and i$ue Na fields meted. Wham86. flmesearchis unsuccessfd. then
themmrofler1OanddSmerecordiorVIDVaMNOMaMfillsreIevamfleldsw-ithAmmandalhitvahe. flany. inthe
tablesomstep 88.nndprooeedsiostq390. Also. EmeseardrinstepaeissuccxsfuLmesaveISprooeedswstep
90. whetemeoonu'oller 1000mmaroufinemeanenaxtacoordhgmmevduaoffilemmdewMarsha
sdactedrwlina lnlhisease. flmeTOUcode-XOH(x:anarbitrary HEXnmber.meleflerHinthelastposifionild-
catesmmeprecadingmnberisinhaxadedmbfimamfinebplayimanapplicafimfieeofdwgeisweded.
ntheTOUoodean.Irmamufineisselwedwhidlphysanemlicafionuflyflmesdmemetadawm
iacturisurueraptesetvalue

mewmplayflminbmfingroufinesmaisidaficammerwfinesmfla10)mirmconunz§cationstqas
93mu94.wm3immamvedesabwaem91.92w95.S‘miadxitissemfromFIGs. 11 and 13Athat1he
abovedesaibed stepsezo, 622. 624. 210and 218nm executedin misorderinmefimedplayaMmaered usage
twodrmnirieGeOa. lntfismy. the system 18 pemitstheusa’toplaythe qapicafion eluted in thesdecled agitation
(stepsSOGmadSIZolFIC-i 25)freeaioharga

FIG.28isaflowdwartstwingmopetafimoialinm-attadiedplaynndesrmnmstepmofFlG. 25. Since
fliisoperafionisvetysinilaxmmmd FIG. 19. odyflweflwisbfiellydesaibedmniflmmedaailsofeadlstep. lnFiG.
28.00mdler100afis1makasad16dtifa merassooiatedwimmmUaodemreaahedflmmmueobtained

wilhflIeTOUoode. Hm.henflweservarehmsanwesfimflmssagetoomtmfler 100ainstq3820.0themise. the
controfler100apmoeedsmmoezqaectedplayfimeimomimmufinem(=670a).mammals:1008aunes
theabovedesa‘bedstqasm.92md95,ardmencaflsmeawmphyahufine600hstm830.mermym-
plefingflleoperafion.Skumaappicafionphysbrummeoomsbemdemfledabm.mdewbfimism.
lnth‘sway.thesystem1apemitsmeusamplaymeappficafionsbredhheseiectedmplicatioMstepsSOSandsm
01FIG.ZSMyflmelhflMueassodatedwimmeTOUcodease‘medtomevolumeamewer-specifiedapfliasfion
hasnotbeenreadted.

Aocutfimbhesmmmmesysian memopemein aimsdflmfreeplayrmdeandmelinfi-
attachedplay mmmeneeddcotmunicafionwmaserva. Famis.flnsystem1amybenmdeponme

Inmmdmmn,MefllWenmnmmsbwndWhmmfimmeM.mem
Mmcanbeaafliadtoswhpadagemedhaspermflwfitemum

Fm.mepMMfim$aboawWeMam§mfimemedvhvmbnmeda Inuis
case,mecisu'bmedapprmfimpadegesarestored in abukstotagemmemersdevioe. Mapplieafionpadcage
WmeumreapdwbnardapumnwmddammiSJnappficafimdescrbtoranddisumlfim
desawnnevolumeismedasafile Sinceaphramydappficafionpadagemeybemredinaaimieamage.
mmimmmmemnamflmmmm.Mmybem
viaeimupadageortrmmfissionmeéa.ismhbrmeuserdaricemeblderadiectayhmmmmfion
pedagesatestoredisselbrauserspediedmehmemdmammmhemmptmnisimfled.The
datatoberecotdedinmedmdwmkmmhmommfimmbymmmmmo
inbrmationgivenbymeuser.

Asdesabedabwe.mendwispanifledbmemapdiwfionpadageisfmfledbmmdmelcmmm
mesawaseamkeysamewdingtomeuserpublicleyPigmedbrmypfimdmeAP-eruypfimleyn
inmeawlicationpadcagefamwenflsonwonehasunizsflyobiahdmappfimfionpadme.btmrple.bycop—
yimmeM'IolevolmnefmmmeDVDonMfidwhevolumeisweoorded.heorstwcznnotmseitwimoumlcmof
themoitmWDJhsmeirwmfivesystemcanpreveerjistusedanappficafimWWVDhfiscase)
byanyomarpasonihanmetegulaanerdmeappficafionpadage

Also.theimenfivasystemissommedmamwslpandmewpfmfimpadageisrewdedbyprmhginman-
uhahxingprocesscubeDVDs.whereasatieas:apmioiflnevdumemhnldatafi.a.thedsthrfiondesa‘ptor)can
bedeteminedalmeh‘meotag..dmmdead1dmewosmmemmmfimpmnfismkesfliesys-
tanfhfiuebecmsemnmdatacanbeeadlydungedwiflnudangmmem.

lntheirifial roufinasflOaandBObin FIG.8Aand88.medaiatransnittedwifl1flwwvioerequastmybe

mayprtedinthesarmmnnaasincaseolhehamnissionoimarsaecfitcavdru'rberdwninFlG. 17. Hammer.
inmdtheinifial rwfines.Memapluralityoldata.1hesedatanaybemyptedinhefoflw§'IQIay.

Nhodatatobeenoryptedare DI. 02....fl19nmeyarefirstwyptedwifimkeyfiastflws:
32(R.D1),92(R, 02)....

menhlfimrencryptionisnadewiflmsmpmflckeyflgasfdlows:
e1(PK,, R+62(R. D1)+92(FI, 02).....).

lnflwprocesofFlG.17.919mumybeaummfimtedbymeansofaptflt-keyayptosyslamsingapahot
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userseuetandpm‘uckeyuSKu. PK“). hmiscaseJhe dierquionsmedowe-mcrypted credicardnunbet
e1(PK,. FI+eZ(R. CCNOu))

wihasimimkayormeuserseaefleySKuaflerstepm.Whflemeea'vettestsmesigrmumbymedietfihvma
testkeyorflleuserpewckayPKubebrestepsso.

lnsteedofmrhgasinqlemudickeyinmedisubufiondeeawzajpluaflydwwwickeysozall
Weaverpxuickeysmybereeomed.Byddmmieflispowuworemmexsdfingadifbremdwgedepsdng
enmeserverptbuckeywhimmeuserhaveselededbyappropriatelyoonbirwmmesmwm

Also.appficationpadagesw‘rmanidenficalvolumeIDcanhavediflererflsewerptbficley-areoadMApiuafityof
tdlcanumaybeadvnntageomlyprwuedlaappficafionpadagesdmemfifie

InordertoprevemanyuseoflCcamlbyotharpemonhanthemotflnled,filspoabletoedeefiore
theSkureadingaepw.hestapsdptamfingmewenoauerapasamrdflMaWIF110andproceedng
toempWMyfimemteredpasmdcoinddeswmheusapamdPwusbredinthelcm.

ThomhthelCcardSiSLsedinflweaboveenbodimem.helCmrle120rraybermlacedwifltamagneficeatd
reaiertoperm‘tfimheuseoihemmeficcard.Aflemafively.meatmngememmaybesmmmeusuentershis
orherpemrdeamfimemetsammewo.

lmtesddstuingmemersea’efleySKuinthelCcards,mekeySlumaybestoredinnm-wlafiiememyma
Pwu-enayptedbrm Inmis case, the key SKu is await-ledbydeorypfing Pwu-emrypted snwapaeantdentered
bylheuser.

ThediscuesiondmreeprecadingmgmprsaleamfiedtomBeadwedhsuxinmamaseaetkeyh
MW.wa.inmcasemthasmbemkenasflmadnmmdhemm.

mmmmmmwmwmmmmummmmmw
wsmpeofmepreseminvemm hdnndbewderseoodmmeptmitmfionismtrmfledmmespecfic
atbodknemdescdbedhmespedficeflm.excqiasdd'medmmeappmeddaim

Asystemiorpernitfingoniyanauhenficmertoplayadeslredappficafimoontainedhadsthned application
padageinoneofp'edetemimdopemfim. ag..freepiaymode.dtargedmode. furit-amdredplaynnde, etc. The
syslanoamisesadianbruaymanmmnmdermeoontrdofasenetmeutedwflhmedemthmugha
cormmficafionnetworkThe applicdbnpadagfihewlmfiddesadstmfiondesamwfimmm
codesasignedtomevoluneandtheappliafiomoimevolm.medamddstmfiondeawsmw
storedinmedesctbtoratmefimofdshhmonaifinvolum.MWemalesmesyetemeemereiselso
disdosedasyslemoperamblewimneormieafingwimawven

Chins

1. An mpfication padage for use in a system br piaying an application contained in mewieefimpadege (the vol.
ume). the application package carprising:

applbafiondatabratleastoneappfimfionmnd

volumecontrddamhnseincomdlhgsaflsystemmereineaidvohmecomroldmatlewWises:
ambmlobrflauifyingflxaldrddsaidappficafionpadagebaflvoium):
anissuenumerassignedhaderofissuemeachmMeMumsoisaidHMmM

application leeachasa'gnedIoonedsaidmleastmempficafimcomahedheaidvohmnandwhemin:
mleaetapanoisaidvolumcomoldamismbeaddedtosaidvuuneaflermecremmofsaidvomzm
saidatleastapanolsaidvohmecomroidamiruudessaidmm.

2. An applieafion padtage as defined in daim1, wherein:

saidappbeefiondatahasbeenewyptedwifianmypfimkenmd

sahathastapmdsabvdmmddauhdtdesawersuflhbyenayptedversbnofsaidenaypting
kayused. ’

3. Anapplicafionpadageasdefhedindaim1.wheteinsaidatleastapartofaaidvounecumdamndtdesmode
codesmishareaesignedtosabwluneorsaidatleastoneapplicafimmdeadzkfleeteaplaymodemiated
wimmeofsajdvdunmemsahatbammapplicefimmm-mhMemdemdeisassigned

4. Apadagemediaonnmichanapplicefimpaamgeasdefinedhdah1hasbeenrecorded.

5. Apadmgenndiaofawrhe—anetypemwhidraneppflcafimpadegeasddhedhdwm1rasbeenrecorded.
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6. Apadmge media on which an appfieau'on padege asdafined in claim 1 hasbeen recorded wherein said at least
apartalsaidvolumeconuudmisrecordedinanareadifiaemtromdataareawheresaidmpacafimdatais
recordedmmepadtagemedia.

7. Amemodblsendingdatawimamisedseaxflyhunafhsidefloetoasewddeviceflnmhaptflictelmn-
nunicafionneiworkcmpisingmeslepsot

in said seconddevioe.

gmfingapswdorandommnber:
tansmitfingsaidpsandorandunmmbetmsaflfistdevioe;

in task! first device.

enaypfingsahdmawimsaidtramiuedpseudoramannwbmnm encrypteddata;
Wmmdammmiaimdsahmmmawsahmmeddamma
mblicieydsaidseconddwieehbdoxfle—mypteddma:
mwmmxmmwmammwmm
deaypfimsahdmfle—mawteddflawifluaseadlwydmbmdmwidwmmbsah
Mnkeyhbdeawieddammisfingdadeayptedmmmbapafimmmdeuymed
podionzand

ammmdwwmmwtmmwmmwmwm

B. Amemodbrsena‘moaphmlflydpiecasddanwimaraisedseafltyfimafistdmmasemnddm
houglaptbficteiecommricafionneiwakcmpfisingmestqasd:

in said second device.

geneming apsaudo random mmber;
transmitting midpseudoraMom numtosidfmdaioe;

in saidfiistdewica

wypfingeachdsaidpieoesddahwihswuammdpsammmmmmmwmed
pieceddata:
Wmmmwmmmmmmmmmswwwma
datawihauflicleydsaidseoonddaficeintodmfle-mcrypteddata:
sandingmiddmble—enuypteddatamsaidseoonddevioemsaidsmudevm
deaymhgsahdmfle—auymwdammmaseaakaydsaidsmfldwbaMMWMsau
theymdeayueddamwsisfinQMadeaymedmnMpafimwmmnyd
deaypteddauporfimszam
Wmmmwdmmmwumwmmmmmama
dam.

9. Ameflmodasddhedinddm7u8.hnfi1eroarpvisingflwstqas. exeanedaftersaidelqnddeaypthgsaiddou-
Umypieddatnmt

prooeetingtoanmdstepcnlyifsaiddeayptedrimdommnberporfimcpinddeswimsaidh'anminedpsewo
randommmbermnd

saidsemnddwiweinbmimsaidfwstdeficedahflurehdeaypfionflmiddeayptedrmdunmnberpu-
tion doesmtcoincide Mmsaidtansnifiedpsamramn umber.

10. hasystanpwfledwihmmbrphyhganapdimfimwnfiinedhmmpficafimpadflgaamfl’todbrper-
nitflngatsatoplayanenarwfimley-encwptedqmficafionwflainedhadsfihfiedanihfimpadegewhiw
Woontairs.asvolurnecontrddam.auser‘spubfickay-enayptedenaypfimksysomyptadastobeable
tobedeaypiedwimaseaetleyofmetsamsaidmypmgley.menmwmridmmestepsm:

readhg said user's ptbiic key-erupted encrypting key from said distibuted Woman mange (said vol-
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ume):

obtaining said secret key:

deaypfingsaid user‘spmlic key-encrypted encrypting keywflhsaidsecretkeytoobtahsaid encrypting key;and

dmmwdmaypfimkeyenmwwmfimmmminwmmmmwmmdan
while passing said application data to said means for playing an applicatim.

InasystemWmadimmwmeumanwmmhmwmm
mamamnmwmedmmammnmamhmmammway
oneotmypfimkwenuymwamiwmmnmnwinadmwmwmmmm
asvolmteoontoldammvaunelobrflenfifymghemdsaidmtadappfimfimpadmusaidmm).
anissuenun'berissuedtoeawmluneofmeldndinanissuedmderandappficafionDamemmodconuising
thestqasof:

saidcfiernreadhgsahvolmnelo.saidhsuenunberandmmpficafionIDforsaidmeofenerypfingkey»
encrypted amlicaflons (said em‘ypfing key-encrypted application) {ram saidvohmaruserdngto saidsewer;

in said server.

retrievimsaidmypmakeybyusingsaidvokmlD;

retrieving aptbficlueyofaaiduserbymhgsaidvdmlowsaidissuemm;
gmemfingapseudorardommmber;

damle-emypfimsahwwpfimmywmisaidpswommnmmwsaidmmwmoa
dudeemrypteddata;
sei'ldirigsahdowle-encrypteddatatosafl warminsaid dieflt.

obtainmaseaeueyofsaidtserwhimconespu'dstosahptuicw

mmsabenawfingleybydeaymingsaidduuewymeddanwflheaflseaeflsy;
dwmwaummmmmwmmwmmmmmmmm
fionchtamepaadngsaflapplicafiondanbsahmbrplayingmapdm

12. Ametmdasdefinedindaim10u11.whaehsaidmmbrobtaitfingaseudleyomaisesmhreading

13.

14.

15.

saidseaetleyhunapatafiemmyotsaidmer.

Amemodasdemedmdahnwmherehsaidpomuemennryismtcm.

Inasystemconuisingacfientpmvidedwm meambrflayirganapplicafionpadageardaservercunected
wiflithediemmmughaconmumicafionnetworkforcontroflimmediemmeappscafimpadege(mevolume)m
taming,asvohmaontoldata.avolumeIowaniauemissuedmeaduofflwevohmofsaidvolumID

inanissuedomer.amethodbtmulingmeanwoummplayfimmishgthestepsot

saiddienseifingsaidvolumeloandsaidissuenunbertosaidsetver:

saidsewyreuiarhgmmectedplayfimemtedwmsaidvdmlDandsaidiasuenunbenand
saidseweraddhgsahemededphyfinemmevalueMamluaylfimassodatedesaidvuwnelDand

Inasystemooflpfishgadianprwidedwflhmeambrplayinganappficafimmtahedhmappueafionpadme
and a server connectedwiththe client through acamuficafion nehvorkforcontofinghediem. "temptation
padmge (the volume) curtaining,asvulwne control dataavohzme ID. an issue nm‘ssuedtoeadwfuwevol-

umesoisaidvolunelD'nanbsuedadetandanappficafimlDtortt'Ieappiicafion.amefiwodbrconh'dlimthe
mumotplaytimecotrprisingmestqasof:

saiddiemaendng sadvolwnelD.sahi$uemmberandsaidapp§cafionlDtosaidsewer;

saidserverreuieving an emectedplayfimeassociatedwflhsaflmlune ID. said‘uasuenunberarusaidappii-
cation lD;and

saidsel'vaaidingsa'dexpectedplayfimemmevalueotatotalplaytineassodatedvflmsaidvduneIDand
saidissuenunber.
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16. lnasystem oonprisingadiernprovided wimmeansiorplayinganappliuafion mahedhanapplication package
anda mammadvfiihhecfianhrwmawmmnicafionmmkbrmngflndmmeapplicefim
padageMevoiwneNontairfingasvoiumeoontmldataamlumelDandaniwiemrbeiimiedtoeammm
voimwasofsaidvolumeioinanissuedorder,amelhodioroomdfingtheamoumoiplayfimwmfshgmeslaps

5 of:

said dent and saidserverinteracfively measming. asammedpiayfime. apleytimeoieaidappficafion;
and ‘

said eervaraddingsaidmeasured playtineiomavaiueoiatdalplaytimeaseoohiedwimsaidvoimleloand
10 said issue nimba'.

17. Amefixodasdefinedinclaim16.wheteinaidstepofmeasuimaplayfimeoonuisesmestqioiisingafimerof
saidsenrer.

15 18. Ameflwdasdefimdinclajmw.whereineeidetqwfmeasuingaplaytimoonptisesfl'lestmafusingatimerof
saiddieni.

19. inasystemconvisingacfimtxphyingmenfiafimmeamammwimmediwflmm
ammufimhnnmwkmremmwmfimpadmge(mm)wisesmpfimmndamwwnUd

20 daiaandaiiaastapanofmeoontowalarasheeneddedtomevoknmafletmeaeafimdsaidma
meihodiolsendingdesireddeiafromonesideoieaiddiemandeaidserverbfl'ieothetsidefiiameflwodoonpris-
ingmestepsof:

includingaseoretleyofsaidaflietsbeinsaidatiestapanofseidmddan;

inaaidoihetsida.

generatingapseudomndommn'ber:
tansniifingsaidpeeudorandommnbarbsaidmeside;

insaidoneside.

mypfingeafldesireddamwiflisaidmnsfifledpsadommmmaddam;
ammimmmmmdaummmwmmedmm

35 saidptblickeyofaeidoflweideintoMe—encrypteddan:
eendngeeiddufle—enaypteddaiahosaidoflmeide;

in said othet side.

40 deaypfingsaiddmflemeddaiamaseuakeydsaflmhasflamdimespondsbeafl
ptbfickeyinMdeaypteddataoonmdadeaymedmmnmrbapafionemmha
deayptedporfion; and
dwyptmaflamhmdeaymedpafionmsahnwflfledmmmmmminsahdefied
data.

20. Amefl’iodesdefinedindeim 19. whereinsaidgenemtingapsewomndommnbahdMasetofing saidpseudo
random nunbe! in memory. and wherein the methodfurtha' oonuisesthestm axewtedpriono said deaypfim
saidamdeayptedpafionmt

so inremiseioadeterninafionmaisaiddeayptedrandomnmberporfiondoesnoiaoitwewimwdpseudo
randommm'berstoredhsahmeambrstuingeeidpsewomuommnbasbradmwdmximunmg
saidmesideaiafaflmehdecrypfimksioeddpessmmemdmnadm

21. Inasyetemoonurisingadianptwidedmmmambrplayimanapplmfimmedhanappfimfionpadege
55 andaselva'conneciedwimmecfiamfluwghamnunicafionnemameflwodiorpamitfingausartoplayan

appficafimconieinedinadstrbtfledappfmfimpadagewifidimmmaim.asvolmnecommldaiamvolume
IDfaidmfiiyingmeHndofsaiddistrhnedmpfimtbnpadage§ahvdmLaniewemxrbetiseuedtoeachvol-
umeoftheldndinaniseuedader,andanappficationlDiursabapplbafiuLmeMndoonprisingmesimsot
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proceenfingtoanansteponlyiihevalueofanwtezfieldawodmedwimsaidvolune lD.saidissuenunber
andaaidapplicatim ID isufletmevaluealalhnhvahefiddaseodmedwifilsailvohmelD.sa.idissue
mnbemndsaidapplicationloinavolmdamnuemm

displayingamessagehbmfingmmlhflmadsplaydwiceoisaiddMandquflheopaafimofiWse.

22. InasystemcormdsingadimmwidedwimmnstxplayWanappicafimommhedmmamicafionpadmm
andaserveroonneaedwimmediemnghammmicafionnetwodgamemodtorpenfitfingameltoplayan
applieafimmtajnedhadstbmedapplimfionpadugewhichmmnaaswimmddmaawm
IDbtidatfifyimheldrdofsaidd‘sfiMedapplicaibnpadege(said volume).anissuamnberissuedtnaadnnl~

umalthaldrflinanissuedorderanmpliaafion ID brsaidappfieefionandalinitvamixinifingmeplaydsaid
applicatimjwemefindoonpfisimmestepsot

prooeedngbanmdstepmflyflmavalueofametetfieumodamdwiflwsaidvoluneID.saidissuenurber
andsaidappficafimlohavolmdmtableisundersaidlhfivaluemm

dsplayingamassage Wmmmovedinflmadeuaydmofsnidciauandqfitmopaafimohm.

23. Amafiwdasdefinedindalmztwhereinsaidlkmvalueismeofefleofivedateammmwmfiondate
andflme,ama:dmnamurfiolplayfime.andanalmableaocesscmm

24. Ammodasdefinedhanyoidainsfl.www.meinsaidstepofsaidcfiemserfiigmsahserverm
prisesmestepsot

saidcfiaflenaypfingdbastoneatsaidvohmelD,saidissuemnbuandsaidapplimfim|Dinberwypted
demand

sailservetdecrypfingsaidmypteddam.

25. Asystemkxserdingdatawiflwaraisedseariyhunafrstdevicebasecuddevicaflvwghauflctelecamu-
ricafionnetwukconpt‘simz

mamapmvidedhsaidsecorddevbeforgenemfirgapsadomnm;
mmmhsahmdwbefauammsaidmmmmmflfimm;
mmwmsawiimdefimhwypfimsaddmfimmflhmfifiwmmmmm
anuwypteddata:

mwmwhsabiiadwbeh'mwfimwmtamteddmmdsaupsammm
wmumwwmmammmwmmmmmmedm;
mpmfidedhsaflfmdwbebtswlmmiddmmmeddatamsaflmudm;

mmmhwmmmmmwwmmwmmemamame
orddevicewhbhconespmdsbsaidptblickeyhtodeaypteddmmnsismgafadecryptedrmuommnbet
porfionandanomerdecryptedporfionzam

mearspmfidedmsajdsemrudevbebrdeaypfimsaamdeaymedpmbnwfmsaidtrmuedran-
domnmbertoobtainsaiddata.

26. Asystemiotserdimaplurafrlyofpiecesaldatamataisedseaztitymaf'lstdevioetoaseoonddafioe
houmamflcteleoomumnetwoflgconpfis’ngz

mnsprovidedhsaidsecorddwicefagenaafimapswdormmm;
mmhwsmmutmmwmmmnmtomwm;

meanspmvidsdinsaflfimdafiwlwmaypfimefldsaflpimddaflwifisahmmiflwmm
dommmberinbanencryptedpieoeofdata;

mmwhsammmumwfingmmwdmmmdsahpsmman
ammmmmdeawtmdmmmimmWedm;
macvfledhsaflfirfidwkabrsaflmealddmflemmeddammswmmdm;

mpmfidedhmhsewddwbehdecwpfimahdaflmfladdahwihaswdhydsaflsx-
wmmmmwmmmdwedmwmmdwwmmnum
porfionandsaidplwalityofdeaypteddataporfionsmnd

mmwummahmdmmmwfimmmmmwmmmnmm
domnunbertoobtainsaidpiecesofdata.
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27. A system as defined in claim 25 0t 26. further combing:

mpmvfledinsaflssoozfldevice. acfivatsdpdcrtodeawmgeadiofsajddeayptedporfiorsand
reqaonsivetoadetenninafionMsafldwymedmmnnmpafiondoanmwwefimssiduans-
niuedpseudorardomnunber.brinbnningsaidlkstderiseofalaflweindesrypfioninsteadotpasa'ngme
mmnadmeans

28. Asyaemhxplayingsnmypfng my-encryptedsppliwafionmmnedinacfistmed mm padege'midi
fml'Iercomains.sswlumwntddafiauser‘spwficley-enayptodauypfimksysomymwastobsabls
tobedeaymedwimasea'stleyofthe ussrimosaidetuypfingmmesystemoonprising:

meansiorrearfing said users pmlic key-encrypted enaypfingkeyhunsaiddshhnedmpficafionpadage
(saidvolume);
marshabtainingsaidseaefley:
mfudeuypfingsafluset'sptdickay-mymedwypfingleyfimsaidseaatleymobminsaid
WWW
mummmwammmmwwmmmmmmmmmm
appficatimdatamm
mbrtshgsaidappficafimdmsbrplayim.

29. Asystemiotpemflfimausumphymmypfingkeywfiedmflicsfimomtahedhadisfihmdapdbafim
padegemdifurflwrconmmjsvotumemoldam.ammbtidernflyinamemofsaidéstrbtnedwpfi-
mnpadcagusaidvdune).anissuemnberisuedtoesdwokmdmelérdhmbsuedordawapplisa-
tionle. the systemconprising:

acfiemiorplayinganmcafionbyls'ng mplicafion dam: and
asuverbrcont’ollhgsaiddiemmmughaoonmisafim neiwoflt. wheremssiddient conprises:
mbrrefingatfisemingsaidvohmeio. saidlsuemnbermdanmplmn IDbtssidoneof
enaypfing hay-encrypted applications (said encrypting lay-«Wed wplimfimMunsaid Whom
serversaidserverconprises:

mmbrraflievkusaideruypfingkeybymingsaidvolunslnz
rrleamsbrrsmevhgapsblickeyotsaidusubyusimaflvohmelDaMs-aflissuenunter;
meansbrgenerafingapseworamnm'ber:
mhdaflwaypfingsahmwfimkwufihssflpsaflommmamwwbleyim
adowlsensrypteddatamnd
msarsbrsmdimssiddotflmwpteddaiamwddmwsaidcfianmises:
mhobminhgaseaetkeydsaidmawhmOonemusMsahnbickey;
meamiorobtainingsaidampfingkaybydsayfihgsaiddmfle-enaypteddatawifllssflseadley;
mudmmmwpummwynwwmwmmwmmmmmm
videapplisafimdstazand
mbrusingsaidappficafiondamhplaying.

30. Asystanasdwnedindaimzaorzs.mereinsaidmeamfuobtairfingaseaefleyoomisesmu'readm
saidseastkeyhomaportaflemenwofsafl user.

31. A system as defined in claim 30, merein said portable memory is an 10 card.

32. AsystemforpemitfingamumplayadisubmedappfimfionpadegswffidiufiietwnaimHsWUM «Into!
data.avolumelDtxiiem’fyingmeIdnddsaiddéstrhfiedapplicsfimpadagflsaidvdunefirflanissuommber
issuedhsadwohxmeotmeldruinanissuedm.mesystsmomwising:

adientforplayingsaiddstrmw applisafim packagezand
asetverbtoonuollmsaiddiem Waugh acommmicafim new; Miami-I:
saiddiafloonprisesmmforserdingsaidvdmnelDandsaiiiswenunbertosaidservarzand
saidserveraon'pnsesmarmmanawmuayfimmmmsmmlomm
anber.andnmtomddingsaidevenedplayfimetomevalueofatomplayfineassodaiedwm
said volume ID and said issue number.
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33. Asystemiorpemiflingammuaymapplicafioncommedinadismunedwpficmionpanmwfidlhme
contains,asvolumeoomtddatamvokmeIDbridentifyingmeHndofsaiddisuhnedqapficafimpadengaid
myanissuenunberimedmeamvolumeofmeldndinanBusdorderaruanmpliwfimmfortreappli-
cation.mesystemoonprising: ‘

adianbrplayimsaidwwafimmnd
aservabrcuflollkvgsaiddiernfimufiaoonmnicafionneflmdgwhaein:

saiddiemconprisesmeambtsmdimsaidvotmne lD.said‘ssuemnbe!andsaidamfim lDtosaid
servanand

saflsmwnpfisesmmbrremmanemeaedphymmtedmsaidvdmID.saidissue

mmberandsaidapplicafionInwmeanstorwngsaidwededplayfimemmvamedemlplaym
associatedwimsaidvohmelDandsafliasue rumba.

34. Asystanbrpenfifimewerbplayanappflcafionoontainedinadisfihnedmpficafionpadagewfidmmer
contains.asvolumecontddaaavomwelDbridmfifyimmeHMdeaiddiarhnedwpficafionpadengaid
volume).anmmmwmmmmdmfiruhan'ssuedmwanwimfimlDfortheappli-
cafim.mesystemcotrp'isingz

acfiemlorplaying said applicatiomand
aserverbroonhdfingsaiddieMflvoughacocmficafionneMwhuein:

mammmwmmmmmnmflmjsamedphymAmm
ofsaidmplicafion:w

saisavahzherwnpfisesmeanshaddimsaidmeaswedplaytimbmevaluedamatplayfimeaso-
daledwihsaidvolumeloandsaidissuenm'ba.

35. Asystemasdefnedindai‘nfimhereinsaidmeansiorinteladivetymewzimaplayfimconprisesnmfor
usingetimetofsaidserver.

36. Asystemasdefnedinclain34.whadnsaidmeambrimuawvdynwasumtgaptayfimmmesmmbr
ushgafimerofsaiddiem.

37. Aswtemfapemitfingatsertoplayanapplbafionpadegemievdumwonprbhgwpficdbndatamm
datawhereinatleastapandhemadmhasbeenaddediomewlumeanermeamfimotsaidvoMmeMe
system ompfising:

acfie'niorphyingsaidvolunemnd

aservemrcontroflingsaidcfiemthrwghecomumfionnetmngwherehsaidservarwruisesnmbr
dotingaseammdsaidsaverandsaidatleastapanofsaidconuddammesaptflickeymespond-
hgtosaidseoreuaexaMwhueinflmsystmoomisesz
mearspmvidedhsaidservertwgenemfimapseudomflomnun‘ber:
mambrstofingsaidpsexnomuomnun'ber;
muowdedinsaflwvabrmmsaidpseudomndommwsaiddient
meansprovidedinsahdbetflbrmypfingdesieddatawihsaidkamrfifledpsafiomdanmnwim
enaypteddata:

muwbwmsahcfianbrmypfimmmteddammngdmflpsmmnmwaw
saidetmpteddatawiflmsaidpubfickeyintodmble—enaypteddata;
mearspmvidedhsaiddiedfasemmsaidmmmeddatatosahsm;

meamprovidedhsaidsavabtdeaypfingsaiddmflemqpteddatafimeaidseaakayinmdeamed
dammisfingdadeayptedmruannmbaporfionwmoflwdeaymedpom‘omam
mywfledinsaflsmbtdewypfingsaidamfimdeayptedpufimufimsaidtammedtandem
mnbertoobtainsaiddesireddata

38. A system as defined in claim 37. further maising:

means. provided in said server. activated prior to said decrypting said another decrypted portion and rowan-
sivetoadeteminationflzatsahdeuypledrandommnberporfiondoesnotcodndidewimsaidpsewomum
mmberstmedinsaidnmhstofimsaidpsammomnmber.brhbrnfiusaidcfiemdaiaiiurem
deaypfionirsteadofpamingmeoommltonextmm.
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39. Asystemforpemitt'ngausertoplayanappticafimcontahedinadistiunedmicationmflwfimmna
contains. as volumecontroldata.avolune IDtxidentitying the kindofsaiddistrtuted application padage (said
volume).anissuenunbaissuedtoaadwoluneotmeldndinaniswedarderandappiicafionIDsmesystem

.. :

adientiorplayingan micationbyusing Mention data; and
aservarbroontrolfingsaiddiemmroughamnbafim netmtk. wheteinsaiddientoonwises:
muteadmwsmngsaidwlumelusaidissmmnbetmanmufimlDiorsaidoneof
encrypting keyenerypted applications (said encrypting key-encrypted appliaatim) from said volume to said
savansaidserverconprises:
meamiorprooeedingtnnadstepmlyitmevaluedameterfieldassociatedwithsaiivotunelojaidm
nunberandsaidapdicafion [DismayhevnlueofalinitvaluetieldaasodatedwimsaidvolumelD,said
issuenumberandsaidappficationchavolumdatatablemnd

meanstucsusingsafldienttodispiayamesagelrfimfimanweriirtitonacisalaydeviceofseiddientand
quittheopetatimoflnervdse.

40. Asystemiorpemitthgamamplayanapdicsfimconmhedinadismedappfiambnmmmet
contains. asvdumecufiddafiavolume iDbrflentityingmeldndotsdddstrhnedapplicafionpadage (said
volum).anissmmrrberissuedtoead1volmneottheIdndhanbsuedadmamiieafion IDsandlinitvalues
assodatedwith respective appficetion leiotiimiu‘ng the playoftespecfive applications. thesystem surprising:

adiemiorplayinganqplmnbytisingmplicationdatmam
asewerbrcontollhgsaid diemttmughaoonmbafimnetmmeremsaiddientoormises:
marstorreadingandsendhqsaidvotumlD.saidiswemnbe:,ana2dimfionlDbrmidmeoteruypfing
key-encrypted animations (said encrypting key-Wed unification) and a Enit value associated with said
emlicatim lDtromsaidvokmetosahsewenammeinsaidservemonpfises:
meansfo:proceedmgtoanextsteponlyitthevaluedametertieldassociatedwimsaidvolwneID,saidissue
numerandsaidappficmionthavdunedatatableismdersaidinitvatuemnd
mmfotcausingsahciemwdisplayamgeimm'ngmovednitonadsplaydeviceofsaiddiemmd
Qtiittiteopetafimotmtwise.

41. Asystemssdefinedin daimss.wherehsaidlimitvakieisoneotefleaivedatemdtimejilowdxemmfiondate
andfimaamaxdnmmmmumdplaytimeandanaflowaflemm

42. Asystanasdetitsdmanyotclamzs,33awakmereinsaidnwambrsmdngtosaidserveramuises
mtorencrypfimatleastoneotsaidvommlD.saidissuemnberandsaidappEcsfionlD.

43. Amsttndbrpernitfimanaumenficusetbplayadesiredoneofthemplicationsomtnhedinadmmedappfi-
oafimpadwgeinasystem capfieofplaying an applmfimwhereinsaidappflcafionpadagfisaid votume) con-
tainsvolumecontoldataindudingmodeoodesnsignedbsaidfluneammeappfmfiasotsaidvdum.the
methodoonprisinqfiieslqasof:

decidingtouseoneotpredeteminedplaymodesspedfiedbyoneofsaidmodecodssassociatedufithsaid
desiredapplimfionzend
playingsaiddesired explication in said spedfied playmoda

44. Amethodasdet'madinclaim43.mdnmenmefltwmmgoomisesflwstapothdufingmwdmdecodes.

valueshdieativeotafreeplaynndeandstiaastonelinit-attachedplaynndewtidumespudsflorewecfive
linitvatudswsedbrlimiting usage. ’

45. A methodasdefined in dairn 44, whetein said stqi alplaying said desired applicationoormtisesthe step of:

inresponsetoadetetninatimthatsaidoneofsaidnwdeoodesassodatedwifissiddesired initiation
Wesavabeiflcafiveotsaidfleeptaymodesfitdyphykqsaiddesked spplmtim

46. Amethodesdefinedindaimumhereinsaidstqaotplayingsahdesiredappfimfimcmprisesmestmot:

inresponsemadmaninafionflmmaidmedsaidnndewdesassodatedmflwdedredapplication
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includes oneof values indcafiveoisaid at leastone linil-adachedplaynndedisplaying a message to the
efiaclmatafimflvaluewscdatedwimsaidcneolvalueshasbemreamedinsteadoipiayhgsaiddesired
application ilsaidlinil value has been reached

5 47. Amelhodasdeflnedindaim43.whereinsaidvolumecorfioldatafurdrerindudesavdtme ID.anissuenunber

andanapplicaiionlDioreacholsaidapplications.ardwherehsaidstmoidewngtouseoneolpredeterrrined
playmodesconuiseslheslqas oi:

obtaining said one at said mode codes associated with said desired application and ccrrespondng limit value
in byusingsaidapplicefion ID; and

conparing saidmeoisaidmodeccdesw‘rlh a metervabeassodatedvfimsald volume lD. saidiasuenunber
and said application lb.

48. Amemodasdelinedindaim4$,vmerdnead1dsabapplidafiaslnsbeeneadieriayptedwimmmypfing
i5 keyandsaidvdumeconuddatahdudesauserspiuickey-enayptedversionoisaidencryptingkeuapiblic

Day-encryptedversionena'yptinu“BYLandumerdnsaidstapdskmlyplayingsaiddesaedamlicafionmnses
flieslqasci:

reading said user's public ley-enaypted encrypting leeylromsaidvolxme:
20 obtairingausersseaetlueywridiconespondsloaaiduser'spmiclex

decrypfingsaiduserspmfickey-erwypledencrypfimkeywiflisaiduser'sseaelkeytocbhinsaideiuypting
keyzand

decrypfirigsaiddesiredappficafimwimsaidobtahedmypfimlwy.

at 49. Asystemlorpemitfinganauthenticuserioplayadedredmedmemlicafionscunahedhadisuhnedappfi-
cation package, wherein said application package (said volune) domains vomme contra this including mode
mdesassigneddsddvdumardflweapflicefiomdsaflvohme.mesmancmismz

meansiordecidimtcuseomdpredetmninedplmnndesspecfiedoymedsaidnndecodesassocieted
so wilhsaiddes‘redapplieafionmnd

meansicrplayhgsaiddesiredamiwioninsaidapedfiedplaymode

50. Asystemesdefinedinclaim49 Weinmesyslernmnherconprisesnmbrmm‘insaidnndecodes.

valuesi'xficatrveoialreeplaymodearuatleasimefimfl-afladiedplaynndemidiconmms)wrespecfive35 Emil value(s) usediorlimifing usage

51. Asystemasdeiinedhcleimso. whereinsaidmeansiorplayimsaiddesiredapplbefimconprises:

means. responsive toadeterrrinafionthalsaidoneoisaidmodecodesassodaledwimsaiddesired applica-
40 lion includes a value indicative of said free play mode. ior slnply playing said desired application.

52. A system as defined in claim 50. wherein said means ior playing said desired application conprises:

means, responsive toadsteminationthal said oneolsaid mode codesassociatedwilh thedesired wplicafion
:5 includes one 01 values indicative cl said at least one link-attached play mode. for displaying a message to the

efiectfliatalinflvalueassodatedwiflwsaidoneolvalueshasbeen readiedinsteadolplayingsaiddesired
application if said limit value has been reached.

53. Asystem as defined in claim 49, wherein saidvolume conlroldammerindudesavolume In. an iasuenmter

so _ andanapplicaiionlol‘oreachcisaidapplicafions. aruwhere‘msaidmeansfordecidngtouseoneofpredeier-
ninedplaymodeswnrxises;

meansforobla'mingsaidmedsaidnndemdesassodatedufithsaiddefiredapplbafimmflmesporflng
‘ finitvaluebyusingsaidmplicafionlend

55 mmforwmparimsaidoneofsaidmodecodeswflharnetervalueassodatedwiflwsaidvolumelD.said
issue mnberandsaidacplbetion ID.

54. Aswlem asdeiined in claim 51.wherein eacholsairl applications hasbeen enayptedwithan encryptingkeyand
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saidvolumemoldamimkdesauser'sptuickeywyptedvetsiondsaidewlypfingkeflapwficm-
encrypted version encrypting key). and wherein said means brsiirdyplayim saiddesérad apdicafion oormrises:

meanshreadingsaidmersnflic ley-enayptedencrypfingleyhunsaid vokme;
6 meansbmbtahhgamatseaetleyuflahmesporflsmsaidma‘swcw

mnsfadeaypfirgsaidusa‘spmlickeywymedmymhgleywimsad wer'sseaetlmytoobtahsaid
emypfimszand
meansiotdeaypfingsaiddesired applicafionwithsaidobtahed encrypting key.

10 55. Amethodbrpemitlimmmmficmbphyadesiredmeduwmpfimmmkwdinadisumwappfi-
wfionpadageinasystemoovmrisingadiancepaueofplayimanappficafiooaruaservermededwimsaid
dient through a oormunicafion network. wherein said application padxage (hereimfler related to as “said vol-
ume')containsvolmecommldataWthewdesasignedtosaidvdwneaMflwapplhaflusofsaflvol-
ume. themeu'nodconprisino the steps at:

15

saiddiemdeoidingtomemedpredetamhedphynndesspedfiedbymedsaidnndecodesassocialed
wimsaiddasiredamliwionmrd
phylngeahdesidapuicafioninsaidspedfiedplaynndebynmdcooperafionbetwemaaiddiemw
saidserver.

56. AWasdd'medhdaim55.whereinmemeflwdhmconuisesmaepdhdudhg.headtofsaidmode
code.avaheirficafiveofoneofakeeplaymdemdnrgedptaynwdeammleaamehfl-amdmdmm.

‘wha’dneaidvokmcomddatafimuoomisesalmvabeassodmdwifl!Motsaidatloestmoinit-
ammGUplaynnde.

57. AmflwodasddhedindaimSSovSfi.whaeinsaidvohimmddatammnesauwnemmnwe

numerfi'uanappflmfionDbreamasaidaapficafiasammdnsaidaepdphyimsaiddeskedapdica-
fioninmidspecfliedplaynndeMinesanwpficatbnplaystepdshuyphyingsaidspediedapplicafim.

so 58. Amethodasdefinedhdaim57.whaemeadideaidaaplbafiusmhadsflmedaufimfimpadmge
hasbemmymedmmavypfimmwwvdmmdmmammwmed
vetsionofsaidwypfingkeflaptflickaywyptedvasionmypfingkay).ardmehsaidmpfieafimplay
slepcomisingmeslepsolz

35 readimsahusa’spflclwy-wyptedampfiukeykwnmflum
Wemtseadkeyfidmwfimbsaidmwicm;
deaypfingsaidisersptfliclerencryptedmypfimleywiflwsaiduser‘ssacremsytoobtainsaidenaypfim
brand
deaypfitgsaiddesiredappfieafionwithsaidobtahedenaypfinglmy.

59. AWasdethedindaim57.whereineachdsaidamicafiascuminedhad'smhnedappflcafimpadage
mmmmmmfimmammvflmmmmammmm
vasionoisaidenaypfinglefiaptflickey-enayptedvasimetuwfinglen.andmereinsaidappficafionplay
slepconprisesmastapsof:

in said semen

reticvinganermpfingkeybyusingsaidvolurmto;
retiadmausarsptubmyassodmedmsajdmkmlowmidmm; '

so Wmmmmmmmammmwmmwkmimww
bleencryptaidata; '
mmmuwmeddmwsaiddmmsaiddiem.
obtaiingauser'sseaetkaywtfidmonemomstosaflusa‘splflicw
obtainingsaid wrwfingkeybydecryflhgsaiddotfle—maypteddaiavfifiafltsa’smahy;

55 deaypfingsajddesiredapplicafimwiflisaiddatamw eruypfing key.

60. AmelmdasdefinedindaimStheteinsaidstepolplayhgaaiddesiredappfimionmmweromprisesmestepa
mannedptiamsaidapplicafionplaystq).dz

23
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said server retrieving an expected play time associated with said dared application; and

displaying said expected play time on a cflmlay deihce at said client.

61. Amefltodasdeflnedindaim57.wherein saidstepofplayingsaiddesked applicefionhnher cormrisesthestqzs5 at:

«teasuing,asa measured play time. adurationotsaid applicationpleystep;
addingsaidmeewredptaytimeteeplayfimemeteraseociatedwimsaidmodemebobtainetomlamoum
or'I-‘filiytirriemnd

w drsptayingsaidmasuredplaytimeendsatimtalamwmofplaytimemadspiaydwiceoiseidcfientafler
saidepplicetionphystep.

62. Amethodasdelinedinda'un61.Mtereinseidstepofmeasumgedwafioncmprisesmaqadmeasuingseid
playtimebyusinaatimerefsaidserver.15

63. Amethodasdefinedindaim61.whue¥nsaidstepdnnasufingaduafimcmprisesfinstepdmeasufingsau
playtimeusingatimerclsaidclimt.

64. Amethodasdefinedincleim57,wherdnsaidstepddeddhgtousemedpredetmrhedplaynndescon'prises
20 deddingbtsesaiddurgedplaynndeflsaidmedsafinndemdesessociatedwimsaiddesiredepplicetion

Mwesavalueirttficefiveofsaiddiargedphynnde,andmehsaidstepofplayirqsaiddesiredapplicafion
covrprisesthestepsof:

saiddientobtaininaandsendingacreditcardnurberotsaidusertosaidserva;
as proceedngtoaneidsteponlyfltheaeétcerdcfseidmnberisbmdbbevafdfiunarefermcebanasso—

datedcredtconpany;

aspiaying.onadiailaydevicectsaiddient.adiargebrplaydecidedbasedonameaewementofadumfim
dsaidapdkafimdaystepeMatddmnwmddaydwgesdlasaflapflthystepmfi
saidserver charging said play to said credit card nunber.so

65. Amethodasdefinedinclath-t.whaeinsaidstepdptayingseiddedredappficafionmconuisesmesteps.
priortosaideppficafimplaystepmf:

dissaying.pl'iormsaidappficetionplaystep,aneweddnrgeandanemectedwmlanmmotdiameson
as seiddiqilaydevicemnd

lettingtheuserdecide whethertoplaysaiddesired application.

66. Amethodasdefinedirrdairnfimhereinseidstqaotseidclimtobtairingendsentfingacretitcardnurtieroiseid
tsertosaidservercorrprisesthe stepsaf:4o

insaidsemer,

generatingepseudorandommnber;

sinringsaidpseudorardomnmberinmennry:
45 tramrritfingsaidpseudorendomnwbertosaiddiem:

ineaiddiem.

pronutingsaidusertoirputsahcredrtcerd number;
so “Wmuflawmmwwmrmuwmmmwmma

seversptblic key induded in said voiunie control dataintoadufle-ervypted nunber:
sending saiddwbleencrypted nmbertoseid serverzinsaidserver.

decrypting saiddetue-encryptednurberwimaserver‘s secret ley‘mtoadecryptedrandommmberand
anodterdecrypteddatazend .

55 decrypfingsaidanotherdeaypteddatawithsaidtmnsminedraruu'nmrrbermobtainseidcredflcerd
mrrber.

67. Amethodasdefinedin deim66, wherehsaijstepoisaidclientobtairingendserdngacreditcerdmnberoisaid
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usertosaidservarhrrmercunpnsesmestepaexeanednriortosaidstepoideayptimsaidamflrermymed
demof.

proceedngtoanmdsteponlyflsaiddea‘yptedramommnbacoincbeswiflrsaidpseudorardomnunber
5 Michhasbeensbredinsaidmmrorymnd

dbplayingamessagehbmingahiUeMGeuypfimanmfingflwopaafimoflm

'88. Amethodasdefinedincla'rm57whereinaidstepotdeddingtouseonaotpredetemhedplaymodescorrwises
deciding»useonaotsatlatlaastoneimit-auadreduaymodeifsahutedsaidnndeoodesessodatedwiflr

ra saiddesiredapuicafimincludesavalueindicafiveotsaidmeofsahafleastmefimflMphyMe.ard
Wainsaidstepotplayingsahdesirad applicafionoonprisesflrestmot:

inreepometoadeterminafionflmametervabemoeiatedwiflwsaidoneorsaidmodecodesmodatedwim

safldesiredappfiaafioninareoordidenfified bysaidvulumelD. said isarenun'bererflanwpfimfim IDof
15 said desired application irrevolurne daia table has reached alirrit vabeaasociatedwiflr eaidmode code. tis-

playingamessageinfominganwerimitmadisplaydeviceotsaiddimtmeadofemfingsaidappficafion
physica-

69. Amethodasddhedindaimsa.madnesifmitvabeismeofeflacfivedateandfimemflwaueenimfimdme
20 ardfimaamafimmanwrtofplayfim.andanalknableaocesaomt

70. Asysternbrplayingadsuhnedapplicafimpadegeinmeofpredaanhedphynndeshcumwimamer.
MadnmmmhnmdmgemamwmmedufimmmiefiaK-encrypteddarasetflor
eachdaileasimewwmwuummdamumehmwmopmdmsmmm

25 serverandthevdumecudrddatainckdesnndecodesddhmgsaidpuynndeshesystenmnprisim:

mbrpanfifimammsetedmmsaidmleastmeapplkafiondsaidvdume;
mansfordecflimmtsemedsaidwedaaninedplaymodesmdatedwimmdsaflnndemdes
aseignedtosaidseiecied applicationmnd

so mambrplayingsaidsebctedappimfiminsaidselededplaymdeinmedflmsaidserver.

71. Asyatamasdd'nedindaim 70,whemin eadrofsaidnndecodesimhdesmeofwtluesbrakeeplaynudaa
mamedplaynndeammbastmelinfl-amdredpiaynnde.

35 72. Asystemasdd’medindaim 70,wheremsaidvdumecontmldatammuindwesavoime lD.anissuenunber
andanappficafionlemmgflmmammehsahmummsdadedamficafimm
saldseleotadpiaymodeatleastwmisesz

meansbrsefihgsaidsaveriusaidsdeaedphynndebysauingmsaidsmsnidvokmelb. saidiwre
4o number.ammeappficationIDardsaidnndecodeassodatedwiflrsaidsdededappfiwfimmm

applicafionplaymeamiorsindyplayingsaidspedfied amfmfion

73. Asystemasdefinedinclahn72.mainsaidvdumemnhudamhrmamesatsersmukkeywypted
encrypting key. andwhereinsaidappficafion playmeansoorrprises:

means for reading said user's public keyvencrypted encrypfing key fromsaid wlune:
meatsbrobtahhgausersseaetlwywhidrwnmmmidmaxptflickay:
meamh’deayptingsaidmar‘sptflickaywypted encryptingkaywithsaid user'sseaetkeytoobtainsaid
Wmmzw

so mearrsiordecrypfingmeK-mypteddaQSetmsaidsdededqaplimfionmsaidcbtahedenaypfingkey

74. A system as defined in dairn 73. wherein means brdecrypfing said usersptmfic my-auypted encrypting key and
said n'teansfordeaypfingmeK-eruypteddatasetare reafizedasan iniegratadcirwit

55 75. Asystemasddinedindaimmwhardnsahapplicafimpiaymeamcmpnses

mbrreceivingdomlmypteddmafromsaiiserver;
mesmkxobmhhoamersseaetkeymOonemmdstosabwa'spdfickay:
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mambrcbmifingsaidmypfingleybydeaypfingsabdaue-enaymeddamfimsaidwersseeretkey;am

meansbrdeayptingmeK-encrypteddamsetuisaflseiectedqpficafionuflsaiddfiahedenaypmgkey.

5 76. Asyslemasdefinedindaim75 whacinmeansbrobbjrfingsaidmypihgkeyandsaidnmbtdeaypmg
meK-awypteddatasetarerealizedasan integrmed circuit.

77. Asystemasdefinedinclainflofls, whereinsaid megmtedcirmflisirmpomadimosaidmeambrobtairing
auser‘ssecretlmy.

10

7&‘Asystanasddhflindaim73 whaeinsaidnmhdeddinghmmewmisesmmbrdeddmgbwe
afleeuaynndeammehsddmmbrmafimsahsdedwapdimfionmammmono
saidapplicaibnplaymeansoi:

15 meansbrreceivingdatafrornsaidservermnd

displafimsaiidataasanexpectedpiayfimbrsaidselededapdbafion.

79. AsydemasdeMedhdaimh whaeineaidmsbrdwidmwusemedsaidpredaeminedplaynwdes

oomisesmeambrdeddingbuseakeephynndemdmerdnsaidmeamiuplayingsahsdadedamfm-
20 tioniurdiercormtises:

meansbrcausb’ngsaidservertnobmhasameasuedplayfimadaiaofaopetafionperiodoésaflaaplimfion
playmaans;
mbrreceivingfirstandseomdchtafiomsaidsewmand

25 mhdaplaythuaafterlheconplefimotopemfionbysaidamicafionptaymsaidfi'siandsec-
mddataassaidmeaaxedpiayfimearuabalammmdplaymfiataasmidmaasuedplayfimeanda
maimnwiplayfime.

so. Asystemasdefinedindaim79.Miereineaidmeambrcaldigaaflsuvamdmindatadeahopaafimpuiod
so Wmmmmmummmmwmmdmmbywwmmmw

ufiiizeatimeroisaidserver.

81. Asysiemasdefinedindalm 79.wherdnsaidmeansbrcaushgsaidsaveriomh1dataoiaopaafionpaiad
oonprises:

meambtmeaaxingsahoperafionpefiodoisaidamlicafionplaymeansmm

mambsendingsaidoperafimpenodtosaidserverbruseinacalwhfimotsaidtatalammofplayfim.

82. Asysiemasddinedindaim72.wherehsaidmmbrdedaingbmeonemisesmmbtdecahgtomo
£0 adumedphymwmeinsahmmbrplayingmflsdededammfimmmamnses:

meansuobmmngandsafingaaedhcmdmnberofsaiduserbsaidsewer:

meansresporsivetoavefiiieationresdtoisaidaedflcardhunsaidserwbrstarfinganaxtprooeesmiyfl
saidresmtisposifivezand

45 meamioidisplayingadwgeiotpiaydeddedbasedonameasuredpiayfimeolsaidapplicationpiaymeans
aruatdalanmnofpiaydmgesafleropaafionoisaflappfieafimplaymeans

83. A system as defined in cia'm 82. whetein said means for playing said selected mplication fu‘thet conpn'ses:

so means activated pn‘or to operation of said application piay means {or dIsphying an expected diarge and an
emecledtotalanmmddiargesandlettingiheuserdecidewhemertopiayeaidselectedapplicafion.

84. Asystemasddinedhdaimfi.whereinsaidvdumeaxmddataofsaiddismwappicafimpadmgeflma
Muesasever'spmlickey. andwhetein saimeansbrobiairfingandsetdimaaedtwdmnbadsaidusu

55 tosaidsetvercorm'ises:

mmbrpmpfimsaiduserbimmsaidaeditwdmm;
meanstxreceivingarandommnbafromsaidserver;

26
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meambrobtnhhgsajdsewerspmlickeyfmnsaidvohmw:

mmmmnmwfingwhmmmfimmahmmmmmsaawms
ptbficlaayintoadotfle-erwcrymeddata;
settling said domle-emrypted nun'benosaidserver;

85. Asystemasdefmedindaimu,wherebsaidmeansbrsaiddiedobtaflnardsmdhgaaedflcardmmberd
saidusenosa‘d server further camrises:

meamresponsivetoapodfiveresdtdmmiommnberdredhunsaidmbrshfimanmdprmmfl
meansrewonsivetoanegafiveresultofsaidrandannunbermufmnsaidsmirdisptayingamessage
irudiwfiveofafailmeinsaidramnnurbawewaruqummemerafimfasaidsdededqapkafim.

86. A system as ddined in daim 72. whetein:

saidmhdeoidmlowemecmpfisesmeamudwmbusealinflmmedplaynndemm
saflsendhgbsaidsavermwessendimalinflvaheassodmedfimsaidnndecodaandwheremsa‘d
mkplayingsaidseiectedapplicsfionflarfluoomisesz
mmmmmdmmmfimmmmumemmmmalmm
result Nmfiveofwhaheralimitvalmaesociatadwhsaidnndeeodehasbemreamedmm

mmrmmmmhitmsedsaidresunumanmm.

87. Asystemasde‘inedindahnssmhereinsaidlinitvaheisoneoieffecfivedateaflfimalmflemoimiondme
andfime.ammdnunmmflofphyfime.andanalla~ableamcount

88. Asyslemiotcmtroflhgmmughaoumunimfionmadiufldwicebphyadsmhnedamlicafionpadme
inmdmmmmmamammemmmmamwmwwm
wypfiruleymK-emqmwaataseofueadadmleastmewplufimmmmcuwaabnseinm
tollhgoperafimoflhesystemandfilediemwmevdunemudmamnesavotmenmixuemnber.
anapplicafionIDbreadloisaflappEcafians,andamodeoodeixeaidvolumeornndecodsummim-
tions. the system comarising:

volumedatatdfleforstoringdueadwolume.saidvohxmelD.saidbmemmber.eaidnndecodebteaidvol-
umaandsaidwplicafimloamwdnndeoodebreamofsaidappflcam:
mbrreceivimawvioerequestavolumlD.anissuemn‘bet,mqapficafimledamodecodeand
mamahmsaiddient

mbrstoringsaidreceivedapplicefionID.aidreceivedmodeoodeardomerdaiainmnpriatefiddsof
arecordidemifiedbysaidvolumlowsaidmmz
mamrespmdvebadetaninafimflmmereismrecadidenfifiedbysaidwhmlDandsaidiaaxenmber
hsaidvdmnedamtauebrmngsahmomdinsaidmmdaiafiieawswfingsaflreceivedamlimfim
IDardnndecodeandsaidoflwdatainrelevantfiefiofsaidmordmnd

mmopaafiwmflwbmisdsafimehednndewdebrdeddmmswsemenfiypasdmmewmb
manslusworfimaplaynbdeassociatedsaidreceivednndeoode.

89. Asystemasdefinedindaimaammaansaumbrappafingaphymdemleaamisesmbtw
porting wanton play means. ofdiemforsinuy playingan mpfication iderfliedbysaid received appibatim ID.
amWhueinsaidmbrWhgsaidamfimfimplaymaamdsaidcfianmises:

lirstmeambrassociaflmagwenvohme lDwflhacmespordng enaypfing key:
second mummmammlowmwmmmamingmm
key:
mnebrretriwinganmypfimhyassodatedwimsaidreoeivedmmfiomsaidfmmeam:
mmbrrefiafimatserspwlickayassodatedufimsaidreoeivedvoluneledissuemrberfm-‘nsaid
secondmeam;

mkxdmdemwfingsaflmwfinglwfihapsmmnmmwdwsnukkeym
aduflemypteddatacand
serdingsaiddable—ervypmddatamaidclient

90. Asystemasddinedinclaim89.mrfltaconpriskiganapplbafiondammflefudomgdambteachldrddWi-
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cation, wherein said received mode code defines a free play mode. and wherein said means hr supporting a play
mode associated said received mode code eonprises:

macfimwmmmopaafimdsahmmstxsmporfinapdkafimdaymdsahdimUu
5 remevinganemectedphyfimassodetwfimsaidmcdvedappfieafimloflunsahmfiaefimdamwe;

and

mambrsauingsaidameaedplayfimebsaiddient

91. A system as defined in claim 89. wherein said received mode code defires a free pray mode. and wherein said
10 means for apporting a play mode associated said received mode code eermrises:

meansbrmeasuringjsameaaxedplayfimemdmafimofapplieefimpley:
meamiuaddhgsaidmeasuredplayfimetoaplayfinemetermodmedwimseidreceivedmodecodein
saidvolwnedatambletoobtainatoml ememofplayfimezend

15 museumseeidmeesuedplayfimandsaidmmlarnoumofpleyfimetosaiddiert.

9?. Asysternasdefinedinclai'n91.whereinsaidmeansbrmeasuringamrafionoouprises:

meansrespmsivetoanoficemmesnndaperatbnbysaidappficafimplaymmdsddcfianhmw
20 atimerzand

mrespondwbarnficedheerddsaidoperafimbrstoppingsaidfim.

93. Asystemesddinedindaim 91.Mwereinsaidmeansbrmeasuringedurafioncormisesz

25 mnebrreceivhganweddurafionfromsaiddiem.

94. Asystemasdefinedindaimsamhereinsaidreceived nodeeodedefhesacnergedptayrmdeendwhereinsaid
mmbrapporfingapleynndeassodatedsaidrecdvednndeoodecmuises: .

so msbrreceivingaaeditcardnunbaofsaidrserfimseidserver;
mresmrsflemadmanimfimmomavaifmfimdsaflaedwdmjmwaedfim

Wisnmaid.briniuningsaiddimmkwalflhyardquhfingflumaafimdsahmummy
splaymode: '

means,reeponsivetoadeterrnirmieromsaidverifleafionofsaidwww.malsaidcradtcard

85 mmberisvalid.brinhmhmsahcfierfiofavafidiymflprooeedirlgtoanextopemfiommd
rmansfordrarging saidplaytosaidered'rtcardmnber.

95. Aeystemasdefnedinchkn94,maemmmeambrapporfingephynndeessodmedsddreceivedmode
codehrrflrercorrprises:

madvddwbrtomemfimdsahappfieefiondaymdeafldaflflremngmemed
chage frownsaidmpiication detetablebywhgeab received application ID;
micrcalalafingemofsaidemectedchameamavalueotadurgematermodatedwflhsaid
receivedvolumelDaappl‘reafionlquaendingonsaidreGeNednndeoode:

4.5 mammaafiwwbrhopaafimdseidaqflicafionphymmhwflhgsahwedwmoewsafl
sumtosaiddimtmnd

meansresponsivenareceudamesagedwmfuqunfimsaidmbrmufimauaymde

96. Asystanesddmedhdain94.whereinsaflmeensbrreceivingecred‘tcardnun‘berofsaidtseri‘romsaid
so serveroorrprises:

meansfcrgenerafingapseudoraruomnu'nbu:

meansbrsmringsaflpseudomndomnmberinmennry;
meansfortransrritfingsaidpswdorandommmbermwbdiam

65 meansiorwaifingioredorble-encrypteddatafromsaidcliem;
meansiorobtahhgasewerssecretkey;

meansbrdecryptingsaiddosbie—emwmwnmrberwfihsaidserversseaetkeyhtoedeaypredraruun
Wmdamfizerdecrypteddaramm
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mfordecrypfingsaflarmher maypteddammsaiduamfiuedramnnmbertoobminseid credit
card nunber.

97. Asystemasdefined in claim 96. wherein said meambrotminm ausel’s secretkeywmrises meambrreadhg
saiduser‘ssecretkeyfmmaporhflememoryoisaid user.

98. Asystemasdelinedindaimse.wherdnsaidnmtxreaeivimaaedtcardmmberdsaidrserfromsaid
serverfumeroonprises:

Wrmetoadmam.mmmmmmwmwamamwm
nmbercoimdeswiflwsahpseudorardommnberwhfihasbeenstxedinaidnwytxwldmanm-
blemeseagetosaiddierflardpmceedhgtoanenopamfionmnd
mmresaorsivetoadeieminafion.nadeprbrtosaiddecrypfingsaiianomerfintsehdeuyptedmrdom
mmmwnddewfihsahpseudommmmwfimmmmwhswmyum
adisable messageto said cliem andquitfingsaid summing splay mode.

99. A system as ddined in claim 88. wherein:

said receivednndeoodeddinesalinit-amdwedplaynndezam

meamtxreceivingasenfimrequsthrmerreceivesairritvalueaeeociatedwimsaidnmecodemnd
mawaummmmmammmmwrmmmmz
mbrproceedingtoananopaafimonlyflmevalmofasdmremaaeeodatedwimsaidmodecode
hsaidvdumdatatabbismderaaidfinitmluemnd

mummamwimmmimmsahdmwdmNmmeopmdaidmeansbr
apportimaplaymodeaseociatedsaidreceivednudeoodeifmevalueo'fasoftwaremeterassodmwwm
saidnndecodehsaidvolumdatatableisnotmdersaidlinflvalue.

100Asys1ernasddnedindaim99mhereinsaidlhritvaheismedeflecfivedateandfi‘ne.alWeexpimfimdate
andfime,ama3dmmamurflofpiaytjme.andanaflowaflemmn

ImAsystemsdelhedinanyotdainss-t,73m75.wherehsabmearsbrouairdngawersmefleycumises
meansbrreadmgsaidusersseaefleyhunamablemydsaidusa.

102Asystemasdefinedindaim280r29. whereinsaidmearsiorobiairing aid seaetlreyconprisesmeansbrread-
ingsaidwer'ssecretkeyfromaponablemoryofsaidrser.

103.AMOdasdeiinedinanyoidaims1o.11.19.21,22&nd55.whereinsaidmplbafionpadmeisreoordedona
padmgemeda.

104Amethodasdefinedhdajm103.whereinsaidpadragemediaisdawrfle-oncetype.andsdddientisasystem

Wedplayingsaidpadegemedaofsaidmiteoncetype.

105Anappfimdonpadcageasdetmedinddm 1.whereinsaidpedagemedaisdistrh.rtedmapudxesermaecfor
aabsa'ibermaeofviaattansrrissimmedia.

106A system as defined in any a clah'ns 28. 29. 37, 39. 40. 70 and 88. wherein said application padrage is recorded
on a padeoe mafia.

107A system as defined in daim 106. men said ammunition padage is rmded on a pedege media 0! a write-
onoelype

108Asystamasdefhedh1daim106.umereinmleastamndsaidwhmmnuoldmaisrecudad.aflermmuiac-
hringsaidpedagemeda.hanareadifleremtnomadatadreamesaidatleastoneappfimfim'sreoorded.

109A system as def'med in daim 108. wherein said diam is a system provided wiih means for playing said padege
media ofsaid write-once type.

110A system as defined in any of chins 28. 29, 37, 39. 40. 70 and 88, wherein said application padrage is rwordad

m
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onaDVDaMaIleastapanofsaidvolumcomddamisrecotdedjfternmufacmringsaidpadegemediaina
BCAOwrstamingarea)otthaDVD,m1dwheremsaiddiemisasyslanprovidedwimmeambrplayhgsaidDVD.

111Amemodsdelhedinanyofdains10. 11.19.21.22.43a1d55,meinfl1eappfimfimpadagehasbemdis-
5 Wedtoapurdwasermereoforasmscrberviaauamnisimmedaandafleaaapanotsaidvolumeoonuol

data hasbeen wedto said amicafion padege after prqmino said apdicafim padtage.

112Asystern asdefined inanyo'ldairm 28. 29, 37, 39. 40. 49. 70and88. wherein sandappinahmpadmefnsbeen
distiblnedtoapudasermereofaasmscribermeraxviaatammmmedamrialleastapanofsaidvul-

m unecontmldatahasbeenwedtosaidapplicafionpadageaflerprepamgsaidappficafionpadage.
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FIG. 74
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(57) The time over which a digital signature can be
verified is extended well beyond the expiration of any or
all of the certificates upon which that signature depends.

In a 'save stale' approach. an archive facility is used to
store public key infrastructure (PKI) state. e.g. crypto-
graphic information, such as certificates and certificate

revocation lists (C FlLs). in addition to non-cryptographic
information, such as trust policy statements or the doc—
ument itself. This information comprises all that is nec—
essary to re-create the signature verification process at
a later time. When a user wants to verify the signature
on a document, possibly years later, a long term signa-

ture verification (LTSV) sewer re-creates the precise

state of the PKI at the time the document was originally
submitted. The LTSV server restores the state, and the

signature verification process executes the exact proc-
ess it performed (or would have performed) years ear-
lier. Another embodiment of the invention combines the

strength of cryptography with the proven resilience of
(non-public key) technology and procedures currently
associated with secure data stores by saving the PKI
state for future verification; and protecting the PKI state
information from intrusion by maintaining it in a secure
storage facility which is protected by services, such as
firewalls. access control mechanisms, audit facilities, in-

trusion detection facilities, physical isolation. and net-
work isolation.
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Description

This invention relates to a method and apparatus

for the long term verification of digital signatures.
The technology of digital signatures opens up the

likelihood of increased use of digital networks (including
the lnternet) for electronic commerce. It is now feasible

to send and receive digitally signed documents that rep-
resent transactions of some value to one or more par-
ties.

Currently, a digital signature is verifiable only as
long as the digital cenificates upon which it depends
have not expired. Given the expectation that a certifi—
cate's life span is in the area of one to two years dura-
tion, current technology does not support the emerging
needs of the electronic commerce market, where the du-

rability of digital signatures over time is a requirement.
For certain applications, the recipient of digitally

signed documents should be able to verify the authen-
ticity of a document years after the document was
signed, just as the document's authenticity can be ver-
ified at the time of signing. Unfortunately, the current
state of the technology does not provide for the verifica-
tion of these digital signatures after certificate expiration -
because it is the nature of keys and certificates used for
signing and encrypting documents to expire after a spe-
cific period of time (typically after a year or two). This is
due, at least in part, to the fact that the strength of keys
is expected to degrade over time because of such fac-
tors as improvements in computing speed and break—
throughs in cryptoanalysis. Moreover, the longer the key
is in use, the longer that an adversary has to attempt to
crack the key. Therefore, it is standard practice to re-
place keys periodically. This is why certificates have
specific expiration dates.

An examination of the current state of the technol-

ogy reveals that a digital signature verification module
would fail if presented with a request to verify a signed
document in which any of the associated certificates had
expired. Fig. 1 is a block schematic diagram illustrating
certification expiration. This simple example demon-
strates that, given a certificate 10 having a two—year life
span (9.9. from 4/1/96 to 4/1/98), a signature could be
successfully verified six months (9.9. on 10/1/96) after
certificate issuance (1 00); but this same signature would
not be successfully verified three years later (9.9. on
4/1/99) (102). This behavior is clearly unacceptable if
the duration of a document, for example contract, must
extend beyond the duration of the certificates' life.

Further, some current systems use certificate revo-
cation lists (CFiLs) to revoke certificates and remove
them therefrom, once those certificates expire. This

means that a record of those CFiLs generally disap-
pears, making long term signature verification impossi-
ble using known techniques.

It is known to reconstruct past trust (see A. Menez-

es, P. van Oorschot, S. Vanstone, Handbook of Applied
ngptographyI CRC Press, pp. 583 (1996)). In this ap-
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proach, both signature reverification relative to a past
point in time and resolution of disputes may require re-
construction of chains of trust from a past point in time.

This requires archival of keying material and related in-
formation for reconstruction of past chains of trust. Di-
rect reconstruction of such past chains is taught to be
unnecessary if a notarizing agent is used. A notarizing
agent is defined as a general service capable not only
of ascenaining the existence of a document at a certain
time, but of vouching for the truth of more general state-
ments at certain points in time. The original verification
of the notary is taught to establish the existence of a
trust chain at that point in time, and subsequently its
record thereof is taught to serve as proof of prior validity
it is taught that details of the original trust chain may be
recorded for audit purposes. It is not taught that a doc-
ument can be verified based upon the existence of ex-
pired certificates. Rather, reliance is placed upon the
use of the notarizing agent. it is further taught that the
archived keying material can be used as evidence at a
future time to allow resolution of disputed signatures by
non-automated procedures.

It would be advantageous to provide a technique for
extending the time over which the authenticity and in-
tegrity of digital signatures can be accurately verified be-
yond the time that any relevant certificates expire.

The present invention seeks to provide improved
signature verification.

According to an aspect of the present invention
there is provided a method of enabling long term verifi-
cation of digital signatures as specified in claim 1.

According to another aspect of the present inven-
tion there is provided apparatus as specified in claim 11.

The prefered embodiment provides a method and
apparatus which effectively extends the time over which

a digital signature can be verified, is. well beyond the

expiration of any or all of the certificates upon which that
signature depends. The invention can be used for any
application domain where users want digital signatures
to be applied to long lasting documents (9.9. contracts),
and be independently verifiable years or decades after
signing the document. The preferred embodiment pro-

vides two alternative approaches to constructing a so-
lution which delivers long term signature verification
(LTSV).

One embodiment of the invention provides an ap-
proach for solving the LTSV problem that is referred to
herein as the 'save state' approach. This embodiment

of the invention largely entails the use of cryptographic
information and techniques. Thus, an archive facility is
used to store the public key infrastructure (PKl) state,
a.9. cryptographic information, such as certificates and
CRLS, in addition to the document itself. This informa- .

tion comprises all that is necessary to re-create the sig-
nature verification process at a later time. It may also be
desirable to store the source document separately from
the cryptographic information (such as the signature,
certificates, and CRLs) for reasons of privacy. For ex—.

Petitioner Apple Inc. - Exhibit 1006, p. 2086



Petitioner Apple Inc. - Exhibit 1006, p. 2087

3 EP0892 521 A2 4

ample, a user may want to have control over the source
document. The PKI state information may contain either
or both of cryptographically protected information, such
as certificates and CFiLs, and information that is not

cryptographically protected, such as the public key of a
root certification authority or policy information.

When a user wants to reverify the signature on a
document, possibly years later, an LTSV server re-cre-
ates the precise state of the PKI at the time the docu-
ment was originally submitted. The LTSV sewer re-
stores the state. and the signature verification process
executes the exact process it performed (or would have

performed) years earlier. The time used as the basis for
re-creation of the signature verification process does not
have to be the time of submittal. Rather, the time could
be some other relevant time, such as when a document

was signed by the originator or when it was verified by
a recipient.

Another embodiment of the invention combines the

strength of cryptography with the proven resilience of
(non-public key) technology and procedures currently
associated with secure data stores. An example of this
embodiment provides a mechanism that:

0 Saves the PKI state for future reverification; and

0 Protects the PKI state information from intrusion by
either maintaining it in a secure storage facility
which is protected by services, such as firewalls, ac-
cess control mechanisms, audit facilities, intrusion

detection facilities, physical isolation, and network
isolation; and/or employing a cryptographic protec—
tion mechanism, for example using the LTSV server
to sign the PKI state information or using a keyed
hash algorithm.

In addition, other non-cryptographic features may
be added to such approaches to deliver a highly secure

and trusted LTSV solution, including, for example utili-
ties for viewing the PKI. state information (cryptographic
as well as non-cryptographic) and visually monitoring
the security of the system. These utilities can be used
to provide visual evidence for purposes of dispute res-
olution.

One enhancement to the secure storage approach
herein disclosed maintains certain evidence, such as
certificate chains, in an archive. This information need

not be used for actual reverification, but merely as sup-
porting evidence in case ot a dispute.

An embodiment ot the present invention is de-
scribed below, by way of example only, with reference
to the accompanying drawings, in which:

Fig. 1 is a block schematic diagram illustrating cer-
tification expiration;

Fig. 2 is a block schematic diagram illustrating a
'save state' embodiment of the invention;
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Fig. 3 is a block schematic diagram illustrating a
'save state' 'secure storage' embodiment of the in-
vention;

Fig. 4 is a flow diagram that provides two alternative
scenarios that illustrate the applicability of time
stamps to the preferred embodiments;

Figs. 5a-5c provide block schematic diagrams that
illustrate three long term signature verification us-
age scenarios;

Fig. 6 is a block schematic diagram that illustrates
trust between two entities ; and

Fig. 7 is a block schematic diagram that illustrates
a long term signature verification trust model.

The meanings of some of the terms used herein
may differ somewhat from common usage. The follow-
ing definitions are meant to clarify the meaning of each
in the context of its usage herein.

Archive: Any facility for the storage and retrieval of
electronic information.

Certificate: An artifact upon which digital signatures
are based. Acertificate securely binds an entity with that
entity's public key.

Cryptographic Refresh: A means of solving the key
degradation problem when storing cryptographic infor—
mation for long periods of time. The process involves
re—encoding the old cryptographic artifacts (eg. en-
crypted data, digital signatures, and message digests)
with stronger algorithms and/or longer keys.

Document: A document can be any information
which can be represented electronically or optically (e.
9. an arbitrary bit stream).

Key Degradation/Algorithm Degradation: The proc-
ess whereby the protection afforded a document by en-
cryption under a key loses effectiveness over time. For
example, due to'factors such as improvements in com-
puting speed and breakthroughs in cryptoanalysis, it is
expected that a document securely encrypted today
would be crackable years later. This property could at-
fect any cryptographic information, including digital sig-
natures. This problem can be generalized to keyed and
non-keyed cryptographic processes and artifacts, such
as one-way hash algorithms. The security provided by
these are also expected to diminish over time.

LTSV: Long Term Signature Verification. The herein
described method and apparatus for verifying a digital
signature after the certificates used for such verification
have expired.

LTSV client: The entity which requests/utilizes the
services of the LTSV server.

LTSV server. The entity which delivers the LTSV
services. This does not imply, however, that this entity
must be stand-alone component.

LTSV submission: A request from an LTSV client to
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an LTSV server to perform the necessary functions re-
quired to enable reverification of a digital signature
some time in the future (e.g. save PKI state).

PKI: Public Key Infrastructure. Ftefers to all compo-
nents, protocols, algorithms, and interfaces required to
deliver the capabilities to digitally sign and verify docu-
ments. For purposes of clarity herein, a PKI does not
include a service module for long term signature verifi-
cation (LTSV server). although in practice a PKI might
be designed to encompass such a module.

Signature Fleverification: The re-creation of the digv
ital signature verification process after the original veri-
fication. This specifically refers to the process associat-
ed with the verification process, based upon the resto-
ration of the previously saved PKI state.

Signature Verification: The process by which a dig-
ital signature, for a given document, is determined to be
authentic or not.

Signature Verification Module: The module which is

responsible for performing the verification of digital sig-
natures.

Time stamp: A digital time stamp is an electronic
indicator which associates the current date and time

with a particular document. Time stamps are useful for
proving that a document existed at a particular time. It
is desirable that time stamps be secure, durable over

time, and trusted by those using them.
The discussion herein assumes an understanding

of public key, digital signatures, and PK! infrastructure
using X.509 certificates. Practical information concem-

ing application of such techniques is considered to be
well known to those skilled in the art. Background infor-
mation may be found, for example, in B. Schnier, Ag
plied ngtograghy: Protocols, Algorithms and Source
Code in C, John Wiley & Sons, Inc. (1996); W. Ford, M.
Baum, Secure Electronic Commerce, Prentice Hall PTFt

(1997); and in the X.509 v.3 specification ([X.509-AM]
ISO/l EC JTCt/SC 21, Draft Amendments DAM 4to ISO/
IEC 9594-2, DAM 2 to ISO/IEC 9594-6, DAM 1 to ISO/
IEC 9594-7, and DAM 1 to ISO/IEC 9594-8 on Certifi-

cate Extensions, 1 December 1996). The system de-
scribed herein may be built upon the X.509 infrastruc-
ture.

The following discussion provides some back-
ground on cryptographic techniques. Cryptographic al-
gorithms can generally be divided into two categories:
public key (9.9. FISA) and secret key (e.g. DES). Both
types of algorithms transform plain text into cypher text
using a key(s) for the encryption and decryption proc-
esses.

Both public key and secret key algorithms are con-
sidered to be secure. One is not better than another in

terms of security. The strength of each algorithm, in
terms of it being cracked, is largely a function of the
length of the key used. The primary distinguishing char-
acteristic of public key, however, is that it uses two keys
(one to encrypt and anotherto decrypt), while secret key
algorithms use only one key (the same key is used for
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encryption and decryption). For this reason, secret key
algorithms are sometime referred to as symmetric algo-
rithms and public key algorithms are called asymmetric.

One problem with secret key algorithms is that a key
must be distributed between all participants. This means
that some secure channel must be available for the dis-

tribution of the keys.
In practice, each entity in a public key-based system

has a key pair, i.e. one private key and one public key.
The private key is known only to its owner, the public

key is known to all correspondents. It is computationally
infeasible to determine a private key from the public key.

The two primary services provided by public key
cryptography are secure exchange of symmetric keys
(by using public key techniques to encrypt a symmetric
session key), and non—repudiation via digital signatures.

Public key cryptography can be used to solve the
key exchange problem associated with secret key algo-

rithms by using this technology to encrypt the secret key
under the public key of the recipient. It can then be de-
crypted by the recipient using his/her private key.

Digital signatures are possible by encrypting data
with the private key of the signing entity. Any entity can

decrypt it with the signer‘s publicly availablepublic key
and know that no one else could have encrypted it be-
cause that private key is only known by that one individ—
ual. This particular use of public key provides the non-
repudiation service, which is a primary use of public key
cryptography. A digital signature is very powerful notion,
it generally exhibits the following characteristics:

- Cannot beforged;

- ls independently verifiable;

- Is not reusable or transferable to a different piece
of data; and

0 Includes data integrity checks, allowing tamper-de-
tection.

The new services provided by public key cryptog-
raphy do not come for free, however, because these

services require the existence of a supporting public key
infrastructure. The strength of a public key system de-
pends upon the assurance that all participants know the
public key of any entity with whom they wish to corre-
spond. If a secure correspondence between a user and

his/her public key cannot be maintained, then it may be
possible to impersonate another entity or read encrypt-
ed data intended for another.

The standard solution to this problem is the issu-
ance of a digital certificate (X.509 certificate) to each
participant. This certificate securely binds its owner's
name with his/her public key. it is issued by a trusted
third party, called a certification authority (CA), and is
signed by that CA, thereby making it tamper proof. Cer—
tificates are issued for a limited period of time (start and
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stop dates), during which the certificate is considered
valid. A certificate is considered expired after the ending
validity date.

The public keys of entities (which are embedded in
the X.509 certificates) must be publicly available. The
distribution or access mechanisms available are numer-
ous.

The secure operation of a public key infrastructure
rests upon certain points of trust. Certainly each entity
must trust its own CA. However, when a given PKl do-
main is expanded to encompass relationships with mul-
tiple CAs, the number of points of trust are also expand-
ed. The trust placed in a particular end entity (lie. that
entity's cenificate or signature) is directly related to the
trust relationships among the CAs which certify those
entities.

CAs can create tru'st relationships with other CAs
by certifying each other. This can be a unidirectional

trust relationship, whereby one CA can merely issues a
certificate to another CA, just as a CA issues a certificate

to an end user. Two CAs can also mutually agree totrust
each other (bidirectional trust relationship) by issuing a
cross-certificate -- a special form of certificate which
contain two individual certificates, one for each direc-
tion.

If two entities are in the same CA domain, then there

is no concem with respect to CA trust because they both
trust the same CA. This is not the case, however, when

dealing with the scenario where entities which have
been certified by different CAs attempt to conduct a se-
cure transaction. The security of this transaction de—
pends upon the trust between the CAs. More generally,
the security provided by the PKI depends upon the trust
models embodied in the trust relationships among the
various CAs which choose to trust one another. In con-

crete terms, any change in these trust relationships can
cause a signature verification to either succeed or fail.

The preferred method and apparatus effectively ex-
tend the time over which a digital signature can be ver—
ified, i.e. well beyond the expiration of any or all of the
certificates upon which that signature depends. They
can be used for any application domain where users
want digital signatures to be used on long lasting docu-
ments (e.g. contracts), and be independently verifiable
years or decades after signing the document. The pre—
ferred embodiment of the invention provides two alter
native approaches to constructing a solution which de-

livers long term signature verification (LTSV).
Fig. 2 is a block schematic diagram illustrating a

'save state' embodiment of the invention. This embod-

iment, largely entails the use of cryptographic informa-
tion and techniques. Thus, an archive facility 20 is used
to store a public key infrastructure (PKI) state 24, 9.9.
cryptographic information, such as certificates and
CFlLS, in addition to the source document itself. For ex-

ample, the LTSV client 25 requests the services of an
LTSV server 26 to awomplish storage of such informa-

tion. This step is shown as the 'save state' step in Fig.
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2. The PKI state information may contain either or both
of cryptog raphically protected information, such as cer-

tificates and CFlLs, and information that is not crypto-
graphically protected, such as the public key of a root
certification authority or policy information.

This information comprises all that is necessary to

re-create the signature verification process at a later
time, i.e. during the 'restore state' step, for example, as
requested by the LTSV client. It may also be desirable
to store the source document separately from the cryp-
tographic information (such as the signature, certifi—
cates, and CFlLs) for reasons of privacy. For example,
a user may want to have control over the source docu-
ment.

When a user wants to reverify the signature on a
document, possibly years later, the LTSV server 26 re-
creates the precise state of the PKI at the time the doc-
ument was originally submitted. The LTSV server re-
stores the state, and the signature verification process
28 executes the exact process it performed (or would
have performed) years earlier. The time used as the ba-
sis for re-creation of the signature verification process
does not have to be the time of submittal. Rather, the
time could be some other relevant time, such as when

a document was signed by the originator or when it was
verified by a recipient.

Fig. 3 is a block schematic diagram illustrating a
'save state' 'secure storage' embodiment of the inven-
tion. This embodiment of the invention combines the

strength of cryptography with the proven resilience of
(non-public key) technology and procedures currently
associated with secure data stores. An example of this
embodiment:

- Saves the PKI state for future reverification (as de-
scribed above in connection with Fig. 2); and

- Protects the PKI state information from intrusion by
maintaining it in a secure storage facility which is
protected by services, such as firewalls, access
control mechanisms, audit facilities, intrusion de-

tection facilities, physical isolation, and network iso-
lation; and/or employing a cryptographic protection
mechanism, for example using the LTSV server to
sign the PKI state information or using a keyed hash
algorithm.

In addition, other non-cryptographic features may
be added to such approach to deliver a highly secure
and trusted LTSV solution, including, for example utili-
ties 30 for viewing the PKI state information (crypto-
graphic as well as non-cryptographic) and visually mon-
itoring the security of the system. These utilities can be

used to provide visual evidence for purposes of dispute
resolution.

One enhancement to the secure storage approach
herein disclosed maintains certain evidence, such as
certificate chains, in an archive. This inlonnation need
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not be used for actual reverification. but merely as sup-
porting evidence in case of a dispute. See A. Menezes,

P. van Oorschot, S. Vanstone, Handbook of Applied
Cryptography, CHC Press, pp. 583 (1 996), for one man-
ner in which this enhancement may be implemented in
the context of a notary service (discussed above).

There are other embodiments of the invention in

which a hybrid LTSV solution could be constructed by
combining cryptographic and non-cryptographic tech-
niques. The best combination for a particularapplication
domain depends upon the security requirements of the
application(s), in combination with cost constraints.

It is presently preferred to employ the second em-
bodiment of the invention (discussed above) due to the

cryptographic strength associated with its ability to re-
create the complete digital signature verification proc-
ess, combined with the trust instilled by more conven-
tional techniques used for providing secure storage, and
in conjunction with audit and viewing facilities with which
to view evidence and monitor the secure storage con-~
trols. In practice, the most useful embodiment of the in-

vention for a particular application may be that which is
the least expensive and which still meets the user or ap-
plication requirements.

Several issues related to the design of a system
which implements LTSV are described below. Alterna-
tives for the resolution of the issues are presented, as
well as a discussion of the advantages and disadvan-
tages associated with each alternative. The best ap—
proach to any given solution depends upon the security
requirements of the application(s) using the LTSV serv-
ices, as well as the cost constraints. There is no best

solution for all applications.

When to Save the PKI State

Signature reverification is preferably associated
with a particular time because the outcome of this proc-
ess could change, depending upon the state of the PKI
(9.9. because of certificate revocations or the creation/

removal of cross certificates). There are numerous pos-
sibilities with regard to when the PKI state should be

'saved, including:

. At signature creation time. This approach is used

when an individual wants to document the validity
of his/her signature at the time it was created. This
is the most accurate time to store the PKI state be—

cause it reflects the state at the time of signing,
which is presumably the critical time in evaluating
the authenticity of that signature. Changes to the
PKI state occur after that time, some of which could

impact the outcome of a signature reverification.

Therefore, saving of the PKI state at any time after
signing introduces the possibility of inconsistencies
between the signer's and recipient's perspectives
on a signature's validity.

10

15

20

25

30

35

40

45

50

55

- At signature verification time. This approach is use-

ful when a recipient wants to document the validity
of a signed document received from another indi-
vidual.

- At archival time. When a user decides that a docu-

ment should be archived for long term storage is
also an appropriate time to save the PKI state.

0 When explicitly reguested. There may occur certain
application specific document life cycle milestones,
at which time the user may desire the PKI state to
be saved for future reverification.

- Just before changes in PKI state (9.9. certificate
revocation). This approach requires a tight integra-
tion with the PKI because changes in the PKI must
be monitored.

The correct time at which to save the PKI state is

preferably determined by the constraints and needs of
the application using the LTSV services. A robust LTSV
solution is able to accommodate the needs of all (or
most) applications in this respect.

Contents of the PKI State.

The exact composition of the PKI state varies some-

what from one PKI vendor's product to another's, de-
pending upon the implementation chosen by each ven-
dor. Moreover, certain information is stored in a different

format from one vendor to another. In addition, the con-

tents of a PKI state may change over time as well, as
new capabilities (and supporting data) are added to the
system. Finally, the required contents of the PKl state

may change from one application to another, depending
upon the needs (9.9. level of security and legal require-
ments) of each application.

Notwithstanding these uncertainties, there are
classes of PKI state information which are candidates

for saving. These classes include:

0 Certificate chain (list of certificates from one entity
to another. including-certification authorities (CAs)
and the end entities).

- CFlLs (one for each CA in certificate chain).

CA policy statements or identifiers.

- Attribute certificates.

- Date and time.

- Trust information (e.g., public key(s)orcertificate(s)
of trusted root CA(s), policy constraints).

Policy constraints are, for example, non-crypto-
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graphic information stored within the LTSV archive. The

public key of the trusted root CA may or may not be cryp-
tographically protected. If it is embedded in a certificate,

then it is signed by the CA. However, it could just as well
be an isolated public key, in which case it is unprotected
by cryptography.

It is possible that the items in the above list may not
be supported or available from cenain PKI implementa-
tions. Further, the PKI state from another implementa-
tion might include some additional data. Therefore, the

list above is only an example of what might be consid-
ered imponant pieces of PKI state information, given the
current state of the technology. An implementation of an
LTSV service is preferably tied to the implementation of

a specific PKI until such time as the technology evolves
and comprehensive standards emerge.

How to Store the PKI State.

Storage of the PKI state is preferably accomplished
in either of two general ways:

- Store all of the PKI state relevant to each document

separately; and

- Store the PKI state centrally, and only store refer-
ences to the PKI state information with each docu-

ment. This approach enables storage efficiencies
by eliminating the redundant storage of PKI state
information over multiple documents. For example.
given two documents submitted to the LTSV server
at about the same time, it is possible that the CFlLs
contained in the PKI state are exactly the same for
both submissions. Central storage of this informa-
tion allows the LTSV server to store this information

only once.

The storage requirements for the save state solu-

tion for LTSV may be quite large, depending upon the
size of the certificates, the length ofthe‘certificate chains
and -- more importantly -- the size of the CRLs. The

choice of storage technique may have a great impact
on the total data storage requirements. It is clearly un-
desirable to store massive CFlLs with every document
that is stored for long term archival and possible future
reverification. For this reason, the second altemative

listed above is presently considered to be the preferred
approach.

However, this second approach may present cer-
tain difficulties in applications where the LTSV server is
an entirely separate component from the PKI, and

where support of multiple PKls is a primary design goal
of the LTSV server. In this case, it would be advanta»

geous for the PKl state to remain opaque to the LTSV
server, thereby providing ease of suppon of multiple PKI
vendors. Given that what constitutes the PKI state for

one vendor may be different for another vendor, it is de—
sirable to maintain an opaque interface between the
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LTSV server and the PKI. On the other hand, storage
efficiencies can be derived only if the LTSV server is in-
formed about the contents and format of the PKI state

information. These conflicting requirements -- accepta-
ble storage size and opaqueness - pose a challenge
for the design of an LTSV service.

Some of the possible alternatives are listed below:

0 Keep the interface opaque and store the PKI state
as it currently exists (full certificate chains and

CRLs). This option focuses entirely on the opaque-
ness requirement, and sacrifices the data size re-

quirement. The primary advantage of this solution
is simplicity and quick deployment.

~ Remove the opaqueness requirement by making
the PKI state visible to the LTSV server. This allows

the LTSV server to manage the certificates and

CRLs manually -- thereby avoiding duplication of
these objects in the data store. This solution poten-
tially sacrifices the ease of multi-vendor suppon at
the expense of achieving efficient storage.

- Compromise by making the CRLs visible to the
LTSV sewer, where other PKI state information is

opaque. This solution is interesting because it is
probable that the CFlLs are the largest piece of data
comprising the PKI state. Because CRLs are stand-
ard across nearly all PKls, the visibility should not
pose a problem in terms of multi-vendor support.
This solution address both of the requirements, but
does put the burden of management of the CRLs
onto the LTSV server.

- An alternative embodiment of the invention pro-
vides a variation on the solution above that breaks

up the PKI state into multiple pieces, each of which
is opaque. The PKI indicates which of these objects
is common across multiple signed documents (6.9.

CRLs and cenificates). The PKl labels these ob-
jects with unique handles (identifiers), thereby al- .
lowing the LTSV server to store these objects and
retrieve them efficiently when needed for signature
reverification -- all the while maintaining the
opaqueness of these objects.

- Encourage PKl vendors to make concise crypto-
graphically protected assertions about the state of
revocation, as an altemativeto using CHLs. (For ex—
ample, CHLs indicate who has been revoked. It
would be more efficient if the PKI could make a
statement that a certificate has not been revoked at

a given point in time. This could eliminate the need
for storing CRLs.) This approach is non-standard,
but acceptable because these PKl-generated as-
senions are not seen by any application outside the
PKI. A major benefit of this approach is that the
opaqueness of the stateis preserved while some of
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the storage inefficiencies of the state information
are removed.

For cases where the LTSV sewer is dedicated to a

particular PKI, it is preferred to create a close integration
between the two components, thereby allowing the
LTSV server to know about the content and format of

the PKI state information, and store it in the most effi-

cient manner possible For cases where the LTSV serv-

er must be insulated from the PKI (eg. for portability
across multiple PKls), one of the options listed above

(with the possible exception of the first two) may be
used.

Location of Source Data.

The source data associated with an LTSV submis—

sion can be stored either by the client or by the LTSV
server itself. Some LTSV clients do not choose to submit

clear text to the LTSV server for storage because of con-
cerns over privacy. (Privacy of the channel between the

LTSV client and the LTSV server can be achieved by
having the client encrypt the submission underthe pub-
lic key of the LTSV server.) A submission to the LTSV
may be encrypted, such that the LTSV is not able to de-
crypt it. That is acceptable with the LTSV server. How-

ever, the client must determine how to decrypt the sub—
mission.

Given that the LTSV server views the source data

as a bit stream, it is possible that the message could be
encrypted by the LTSV client before submission. (The
fact that a general purpose LTSV sewer treats the

source document as a bit stream does not preclude the
possibility of implementing an application specific LTSV
server that is aware of the contents of the submitted da-

ta.) The LTSV server treats the encrypted data as the

source. Such prior encoding may be sufficient for some
applications' needs for privacy. In this case, however,

either the client must maintain the decryption key, or the
key must be divulged and stored by the LTSV server
(which is probably not acceptable).

Alternatively, the LTSV client may submit a mes-

sage digest (resulting from a one-way hash function) as
the source document. The client, in this case, is respon-
sible for maintaining the real source document. If the

source document is stored by the client, then only the
PKI state information is stored in the LTSV server's ar-

chive (along with some reference to the source docu-

ment or the submitter).

Whether the source data is stored by the client or
the LTSV server, it must be produced if and when a
rever'rfication of that document is required. it is a re-
quired component of any signature verification process.

Key and Algorithm Degradation.

lf cryptographically encoded information (9.9. digit-
al signatures or encrypted data) is stored for a significant
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period of time, the issue of key and algorithm degrada-
tion must be addressed, i.e. the probable loss in effec-

tiveness of a cryptographic key or algorithm over time.
Although signed documents are expected to be sealed
securely with strong cryptographic algorithms, the
strength of an algorithm and associated key length de-
creases overtime with the advent of faster computers

and new developments in cryptoanalysis. It is expected
that cryptographic algorithms and key lengths have lim-
ited life spans. It is generally acknowledged that they
should be examined, modified, and/or replaced at peri-
odic intervals. This legitimate security concern increas-
es with the length of time for which a document is valid,
and it becomes a very serious threat as the time span
approaches multiple decades.

For example, a digital signature performed today,
using RSA and a 512-bit key, is considered very strong
(i. a. it would take years to forge it). But, it is also expect-
ed that this same signature may be easily forgeable
within ten years or so. This is because of the increased

ability to search the key space faster (and thereby find
the key used to sign the message) with newer comput-
ers or computing techniques. Similarly, there may con-
tinue to be developments in techniques for factoring
large prime numbers (the difficulty of which is the basis
for the strength of the HSA algorithm). It is reasonable

for both of these abilities to improve over time (although
the pace of these changes is less certain).

it is, therefore, prudent to protect cryptographically
encoded documents from this threat when those docu-

ments must live beyond a few years. This is the case
with the documents expected to be submitted to the

LTSV server, and especially so when using the save
state approach herein disclosed. Hence, the LTSV facil-

ity should address this problem. Not only must the
signed documents stored in the archive be protected

from this threat, but all other cryptographic data or meta-
data stored in the archive should be protected. (The
cryptographic data primarily include keyed information.
That is, any information that is signed or encrypted with
a private key. Such information may also include non-
keyed cryptographic data, such as the output from a
hash algorithm, such as MD5.) This data could also in-
clude such items as certificates and CHLs, which are,

themselves, digitally signed by the issuing CA.
There are any number of ways that the LTSV facility

addresses this problem. For example:

. Periodically countersign all data in need of crypto-
graphic refresh through the use of nested signa-
tures. Under this approach, the LTSV server effec-

tively refreshes the cryptographic strength of the

data by signing it with successively longer keys (or
stronger algorithms) every few years. Each counter

signature has the effect of locking in the crypto
graphic strength of the enclosed signature(s),
thereby extending the cryptographic life of the en-

closed document. This countersignature is prefera-
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bly performed by the LTSV server using a key
owned by that sewer. Performance shortcuts may
be required to avoid the costly unraveling of signa-
tures at reverification time, or the potentially time

consuming task of countersigning every document
in the archive. Such shortcuts include, for example,

removing a previous countersignature before ap-
plying a new one, or countersigning the entire ar-
chive or portions thereof instead of each individual
document.

- A modification of the cryptographic approach sug-
gested above provides for countersigning the infor~
mation in the archive once, but with an extremely
long key, i.e. a key which is expected to be unbreak-
able for decades or more. This eliminates all need

for countersigning. This may be merely a theoretical
solution because finding an algorithm and key
length which is secure for that long is impossible to
predict. Therefore, there is still a need to provide
some backup mechanism, just in case the original
algorithm were cracked, for example.

- Protect the cryptographic information in the archive
by insulating the archive itself, rather than the indi-
vidual documents contained in the archive, thereby
eliminating the need for a cryptographic solution. In
this approach, the archive is protected via access
controls and other procedural controls. If the ar-
chive can be effectively insulated from intrusion and
modification, then key degradation is not an issue
and cryptographic refresh is not necessary.

- Use a time stamp facility to seal the cryptographic ‘
information in time. Such a facility is expected to
provide all of the necessary characteristics required
for solving the key degradation problem. This time
stamp facility could use one of the techniques listed
above, or it could even be an independent service
(see below for a discussion of time stamping).

Relationship to Time stamping.

A secure and comprehensive LTSV solution prefer-
ably includes an association with a time stamping mech-
anism. For long term verification of digital signatures, it
is often necessary to know the time at which particular
events occurred (e.g. time of signing or verifying a sig-

nature) to determine if a document was valid at that spe-
cific time. If there were uncertainty concerning when a

A document was signed, then the later reverification of
that document could be compromised because of the
uncertainty of when it was signed.

Fig. 4 is a flow diagram that provides two alternative

scenarios that illustrate the applicability of time stamps.
In scenario 1:

. Alice signs a document at time T1, and sends it to
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Bob (140).

- Alice's certificate is revoked at time T2 (142).

- Bob verifies Alice's signature at time T3 (144).

In scenario 2:

- Alice's certificate is revoked at time T1 (150).

o Alice signs a document at time T2, and sends it to
Bob (152).

0 Bob verifies Alice's signature at time T3 (154).

When Bob performs the verification (at time T3), he
does not know when Alice signed the document. This is
critical, because if Alice's key (certificate) were revoked
before signing the message, then the signature verifica-
tion by Bob should fall, and Bob should not trust the con-
tents of the message. If, on the other hand, the revoca-

tion occurred after the act of signing, then the signature
can be presumed to be valid and trustworthy. For sim-
plicity. this example does not consider the complicating
issue of CRL latency, i.e. the time between the initiation
of certificate revocation and the time when this informa-
tion becomes available on a CRL.

This example demonstrates the need for a secure

and trusted time stamp mechanism in the domain of dig—
ital signatures. The mere recording of the current date
and time when creating a digital signature is not suffi-
cient for most application because the source of that
time may not be trusted by the recipient. The impact,
however, also applies not only to the short term signa—
ture verification process, but also to the long term veri-
fication of digital signatures. Given the example above,
the LTSV server could save the PKI state (at time T1)
associated with scenario 1 or scenario 2 (or both). The
outcome of a signature verification on this message
years later is greatly affected by the PKI state used for
this verification process, as well as the target time for
the verification.

The problem highlighted above demonstrates the
preference that the LTSV service to be cognizant of
time. It should:

0 Be able to determine in a secure fashion the time

at which a document was originally signed;

- Be able to re-create accurately the PKI state which
was active at a target time in the past;

. Be able to determine the current date and time ac-

curately; and

- At a minimum, save the PKI state associated with

a particular target time.
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These requirements establish the preference for
the integration of a time stamp facility with the signing
and verification (and reverification) process. When a

document is signed, it is also preferably time stamped
to document in a secure fashion the precise moment at
which that event occurred. The LTSV service should

know the time for which the PKI state is to be saved. be
sure to save the appropriate state (the state active at

the target time). and execute its signature reverification
process in the context of the correct time.

Usage Scenarios.

Figs. 5a-5c provide block schematic diagrams that
illustrate three long term signature verification usage
scenarios.

In scenario 1, a client (EntityA) 50 submits a docu-
ment to a LTSV facility 52 for long term signature verifi-
cation. This is a simple case where EntityA is interested
in documenting that it possessed some piece of infor-
mation.

In scenario 2, EntityB 56 receives a document from
EntityA 54 and submits that document to the LTSV fa-
cility 58. In this case. EntityB wants to document that it
received some information from EntityB.

In scenario 3, EntityA 60 sends the same document
to EntityB 64 and to the LTSV facility 62. This case rep-
resents a carbon copy feature, whereby EntityA can
document the information it sent to EntityB by addition-
ally filing it with the LTSV facility.

Each of the scenarios described above raises is-

sues with respect to encryption, private key access, and
trust models.

Encgyption and Private Key Access.

A document can be encrypted and/or signed. Ide-
ally. the LTSV facility accepts any such document. This
raises a problem, however, with respect to how the
LTSV module works with respect to the encryption.
When encrypting under a public key system, the docu-
ment is effectively encrypted under the public key of the
recipient, thereby guaranteeing that the recipient (the
possessor of the corresponding private key) is the only
entity which can decrypt the information. (For purposes
of this discussion, interaction with symmetric keys and
algorithms is ignored.)

When applying this principle to scenario 1, it is clear

that if the signed message is also encrypted, then it
could be encrypted under the public key of the LTSV
module. This allows the LTSV component to unwrap the
signed document and preserve it for long term verifica-
tion. This is a useful feature because it provides confi-
dentiality between EntityA and the LTSV service. This

scenario does not preclude the possibility that the
source document sent signed and encrypted to the
LTSV module could itself be encrypted under a key
known only to EntityA. That is, it is not necessary that
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the LTSV have access to the plain text version of the

source document. The LTSV module treats that encrypt-
ed document as the source. If EntityA does decide to
encrypt the document first under a secret key before
submitting the document to the LTSV service, then it is

the responsibility of EntityA to maintain possession of
that key if and when decryption of that document is re-
quired.

In Scenario 2, if the message from EntityA to EntityB
is encrypted (under the public key of EntityB) and then
forwarded -- unchanged —- to the LTSV service by Enti-
tyB, then it is unreadable by the LTSV component be-
cause it does not possess the private key required to
decipher and unwrap the enclosed signed document.
This unwrapping (decipherrnent) is essential for the
LTSV module to do its job.

There exist several alternatives for addressing this
problem:

- Allow the LTSV facility to have access to EntityB's
private key;

- Do not allow EntityA to send encrypted documents
to EntityB; or

0 Have EntityB strip off the privacy aspect of the
signed and encrypted document received from En-
tityA. Because EntityB wants to preserve EntityA's
signature on the document, and be able to verify it
at a later time, this stripping process can not alter
the validity of the signature. EntityA can then either
send the stripped (is. plain text) document to the

LTSV service, or it can re-encrypt it (still preserving
the original signature by EntityA) under the public
key of the LTSV module.

The latter approach above is presently the preferred
approach. The first approach above raises significant
security concerns because it requires distribution of an
entity's private key. The second approach above is un-

acceptably restrictive on the usage of the system.

Trust. 

Digital signature verification is always performed
between two (and only two) entities. The verification
process is based upon (among other things) the trust
relationship(s) in place between those two entities -- the

originator (signer) and the recipient (verifier).
Fig. 6 is a block schematic diagram that illustrates

trust between two entities according to the invention. In
this situation, EntityA 70 has been issued a certificate

by CA1 72, EntityB 74 has been issues a certificate by
CA2 76, and CA's 1 and 2 have been cross certified. (A
cross—certificate is a special type of certificate which in-
dicates mutual trust between two CAs.) The resulting
trust model sets up a path of trust between EntityA and
EntityB, enabling them to verify digitally signed docu~
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ments from one another successfully. (A trust model is
comprised of the trust relationships among PKI entities
(CAs and end users), embodied by the certificates and
cross—certificates issues among these entities, as well
as the underlying policies which enable this trust.) Note
that if any of the three paths in this model were not in
place, then sufficient trust would be lacking for the suc—
cessful exchange of digitally signed messages between
the two end parties. Signature verification would fail if
any entity in this path is not trusted.

This trust path is commonly referred to as the cer-
tificate chain because it is composed of the certificates

between the two entities. When considering the save
state approach to long term signature verification, it is

this entire trust path (among other things) which must
be archived as part of the PKI state for later signature
reverification. Moreover, the trust path stored by the
LTSV facility must contain the relevant trust information

existing at the time of the request, not at some other
time (before or after) where the trust relationships may
be different between the entities. For example, a cross
certificate between to CAs could either be created or re-

moved at some point in time. This could effect the trust

between two entities and affect the outcome of a signa-
ture verification.

As discussed above, the time associated with the

existing trust model between two entities is extremely
important to the LTSV facility, but there are also ramifi-
cations with respect to how the LTSV module work --
specifically, what trust information is needed and stored

by the LTSV component for later signature verification.
This gets complicated when the LTSV component is in-
cluded, which may or may not be trusted (via some trust
path) by some entities.

Consider the three scenarios illustrated in Figs. 5a-
5c:

Scenario 1 is fairly straightforward. There are only
two entities involved. The trust path stored by the LTSV
facility is the path between those two parties (EntityA

and LTSV). It is assumed that trust exists between these
entities, otherwise EntityA would not submit a request
to that service.

Scenario 2, however, raises certain issues. When

EntityB sends a request to the LTSV service, what sig-
nature does EntityB want to later verify? Most likely, En-
tityB wants to reverify EntityA's signature at a later time

-- it wants the LTSV service to document that the signed
document received from EntityA was valid (contained a
valid signature) at the time it was received. This raises
two general questions:

- Whether the LTSV service is trusted by EntityA It
can be assumed that the communicating parties
(EntityA with EntityB, and EntityB with the LTSV)
have developed some trust between themselves.
But in this case, it is possible that there exists no

trust path between EntityA and the LTSV compo-
nent.
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2O

0 The trust path that is to be stored by the-LTSV fa-
cility. There exist three possible trust paths which
can be stored by the LTSV, tie. the path between
Entities A and B; the path between EntityB and the
LTSV component itself; and the path between Enti-
tyA and the LTSV component, if it exists.

Fig. 7 is a block schematic diagram that illustrates
a long term signature verification trust model. Given sce-
nario 2, where EntityB 84 submits a signed document,
received from EntityA 80, to the LTSV component 88,
the LTSV can save the trust model embodied in the orig-
inal signed document (EntityA 80 —-> CA1 82 -> CA2 86
—) EntityB 84). Later verification of this signature recre-
ates the verification process originally performed by En-
tityB when it received this document from EntityA. If,
however, the PKI state stored by the LTSV service were
to contain only the trust path between the submitter and
the service (EntityB 84 -> CA2 86 -> CA3 90 -> LTSV
88), then reverification of the original document, as orig-
inally performed, is impossible. In fact, this is exactlythe
paradigm described in scenario 1, where the trust path
between the submitter and the LTSV are of interest.

The above discussion reveals that there are good
reasons for the LTSV component to be able to store ei-
ther trust path, depending upon the requirements of the
client.

In scenario 2, the LTSV would most likely store the
trust path corresponding to the message from EntityA
to EntityB (to reverify the signed document from EntityA
to EntityB). ln scenario 1, the LTSV would store the trust

path corresponding to the submission itself -- from En-
tityA to the LTSV.

Similarly, scenario 3 represents a case where flex-
ibility in which trust path(s) to store is required. In this

case, EntityA's submission to the LTSV facility may be
with the intent to either reverify its correspondence with
EntityB, orto reverify the submission itself (between En-
tityA and the LTSV). In fact, both trust paths may be of
use to the client. The requirements on the LTSV are de-
termined by the business of the particular application
being deployed. For this reason, the interface to the

LTSV preferably supports the ability of the client to indi-
cate the needs in terms of trust paths as it impacts the
requirements for later reverification.

The disclosures in United States patent application
no 08/892,792, from which this application claims prior-
ity, and in the abstract accompanying this application
are incorporated herein by reference.

Claims

1. A method of enabling long term verification of digital
signatures, comprising the steps of:

submitting a source document or digest thereof
to a signature verification entity; and
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using an archive facility to store a public key
infrastructure (PKl) state relative to said docu-
ment at a selected archival time.

2. A method as in claim 1, comprising the steps of:

using said archived PKI state to re-create said
PKI state relative to said document at a select-
ed time after a certificate associated with said

signature has expired;

wherein the time over which a digital signature
associated with said document can be verified

is extended beyond expiration of any or all of
any certificates upon which that signature de-
pends.

A method as in claim 1 or 2 comprising the step of:
storing said source document separately from

any associated cryptographic information.

A method as in claim 1, 2 or 3 wherein the selected

archival time used as the basis for subsequent re-
creation of a signature verification process is the
time of said source document submittal;

is the time when said source document was

signed by its originator; or in the time when said
source document was verified by a recipient.

A method as in any preceding claim, comprising the
step of;

protecting said PKI state information from intrusion

by maintaining it in a secure storage facility prefer-
ably comprising of at least one of a firewall, access
control mechanism, audit facility, intrusion detection
facility, physical isolation and network isolation; or
protecting non-cryptographic PKI state information

from intrusion by protecting it in an archive via any
of a signature and keyed hash algorithm.

A method as in any preceding claim comprising the
step of:

providing utilities for viewing said PKI state informa-
tion and for visually monitoring system security.

A method as in any preceding claim, wherein class-
es of PKI state information may include one or more
of certificate chain from one entity to another, in-
cluding certification authorities (CAs) and the end
entities; certificate revocation lists (CRLs), one for
each CA in certificate chain; certificate practice
statements; attribute certificates; policy constraints;
trust information; and date and time.

A method as in any preceding claim, comprising the
step of:

periodically countersigning all data in need of cryp-
tographic refresh through the use of nested signa-
tures and/or countersigning information in said ar-

10

15

20

25

30

35

40

45

50

55

12

EP0892 521 A2

10.

11.

12.

22

chive facility once with an extremely long key.

A method as in any preceding claim, comprising at
least one of the steps of:

protecting said archive facility itself, ratherthan
individual documents contained in said archive;
and

employing a cryptographic protection mecha-

nism at said signature verification entity.

A method as in any preceding claim, comprising the
step of:

using a time stamp facility to seal cryptographic in-
formation in time.

Apparatus for long term verification of digital signa-
ture, comprising:

a source document; and

an archive facility for storing a public key infra-
structure (PKI) state relative to said document
at a selected archival time.

Apparatus as in claim 11, comprising:
either of a signature and a keyed hash system

for protecting non-cryptographic PKI state informa-
tion from undetected modification, wherein said

noncryptographic PKI state information is main-
tained in an archive.
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G4A IOEX 1315 BM I734 17? 6G 61'! 6X AP ND NR

(54) APPARATUS FOR PROTECTING THE INFORMATION
IN AN VIRTUAL MEMORY SYSTEM

IN PROGRAMMED DATA PROCESSING APPARATUS
(7|) We, COMPAGNIE INTER-

NATIONALE POUR L‘fNFORMATIQUE
Cll-HONEYWELL—BULL: (formerly Com~
pagnie HoneyWell—Bull), a French Body
Co orate. of 94 Avenue Gambetta, Pans
756%. France, do hereby declare the
invention, for which we pray that a patent
may be granted to us, and the method by
which it is to be performed. to be
particularly described in and by the
following statement:—

The present invention concerns
apparatus for protecting the information in
a virtual memory system in programmed
data processing ap aratus.

Several schemes ave been utilized in the
past in order to protect information. Some
of them are detailed by Robert M. Graham
in a paper entitled “Protection in an
information Processing Utility". published
in CACM (May 1968).

This type of memory protection is
inadequate for present day
multiprogrumming systems because there ts
no provision for gradations of privilege or
gradations of accessability. and severely
limits the control over access to
information. There should be revisions for

different access rights to the ifferent types
of information. A partial answer to thts

problems is found in the concept of a
memory having a segment as the umt of
information to which access is controlled
(see Patent Application No. 21630f74,
(Serial No. |.465.344), filed on 15 May 1974).
Varying degrees of access to each segment
is possible by providing for different types
of privileges attached to each segment such
as master/slave. write/no-write and
execute/non-executc. However. this

method of protecting the privacy and
integrity of information does not take mto
account the user of the information. Under

this type of protection. privilege is not
accorded the user but the information

being protected. Hence a user if he has
access at all to a segment has access similar
to all other users who have access to the

segment. David C. Evans and Jean Yves
LeClerc in a pa er entitled “Address
Mapping and the ontrol of Access in an
Interactive Computer." SJCC l967.
recognized the problem and attempted a
solution. Evans md LeClcrc said in that
article p. 23, “The user of a computing
system should be able to interact arbitrarily
with the system. his own computing
processes. and other users in a controlled
manner. He should have access to a large
information storage and retrieval system
called the file system. The file system
should allow access by all users to
information in a way which permits
selectively controlled privacy and security
of information. A user should be able to
partition his computation into semi-
rndependent tasks having controlled
communication and interaction among
tasks. Such capabilit should reduce the
human effort reg ' to oonaruct. debug.
and_mod_ify programs and should make
posrble increased reliability of programs.
The system should not arbitrarily limit the
use of input/output equipment or limit
Input/output programming by the user“.
Evans and LeClerc proposed conditioning
access rights on the procedure-in-
execution. The segment. under their
proposal. is still the unit of information to
which access is controlled; however. a
segment‘s access control attributes are
recorded substantially in a user-name

'-vcrsus procedure tables whose entries are
the access modes. Such a solution,
however, has serious drawbacks. For one,
the construction and updating of each
scgmcnt‘s table of access control attributes
presents a formidable task. For another,
too many uses of the segment and event
occurrences must be foreseen. To

overcome this problem access control by
procedure-set was suggested. Under this
suggestion. related procedures are grouped
into “sets of procedures" and access rights
to segment: is based on the identity of the
set to which the procedure seeking access
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belongs. This method alleviated the
problem of constructing and updating each
segment‘s voluminous tables of access
control attributes. but introduced the

problem of determining to which set a given
procedure belonged. particularly when a
procedure was or could be a number of

many sets. This ambiguity in defining sets,
and the possible transitions between sets
makes the implementation of access
control based on “sets of procedures"
extremely difficult.

To overcome the difficulties encountered

with the “set" technique a ring concept was
developed. The ring concept groups the
sets of procedures into rings that can
unambiguously be ordered by increasing
power or level of privilege. By assigning a
collection of sets to a collection of
concentric rings. and assigning numbers to
each ring with the smallest ring having the
smallest number and each succeeding
larger ring having a progressively greater
number. different levels of privilege can
then be unambiguously assigned to the user
of a segment. Under this concept the
innermost ring having the smallest number
assigned to it has the greatest privilege.
Hence it can be postulated that users in the
lowest ring number can access information
having higher ring numbers, but users in a
higher ring number cannot access
information having lower ring numbers or
can access information in a lower tin
number only in a s cified manner. This
palpable change 0 power or level of
privilege with a change in rings is a concept
which overcomes the objections associated
to a change of sets.

Multics (Multiplexed Information and

Computin Service) is an operating systemdeve ope primarily by Massachusetts
Institute of Technolo , in cooperation
with General Electric (5)". and others which
first utilized the ring theory of protection in
software on a conVerted Honeywell 635
(Registered Trade Mark) computer and
later on a Honeywell 645 (Registered Trade

- Mark) computer. The Multics philosophy
utilizes 64 rings of protection numbered as
rings 0—63 and is set forth generally in a

Kasper entitled “Access Control to theultics Virtual Memory" published by
Honeywell Information Systems Inc. in the
Multics Technical Papers. Order No.
A095. Rev. 0. A more detailed description
of Multics ring protection is to be found on
chapter 4 of a book entitled "The Multics
System: An Examination of its Structure“.
by Elliott l. Organick. published by MIT
Press. and also in the M ultics System
Programmers Manual I969. MIT Project
MAC. Briefly. the Multics system does not
utilize a “pure ring protection strategy" but
rather employs the “ring bracket protection

Petitioner Apple Inc. - Exhibit 1006, p. 2103

strategy“ wherein a user’s access rights with
respect to a given segment are encoded in
an access-mode and a triple of ring number
(r1. r2. r3) called the user’s “ring brackets"
for a given segment. A quotation from
pages 137—139 from the Multics Technical
Paper entitled. “Access Control to the
Multics Virtual Memory" sets out the ruls
and conditions for using and changing
rings.

This “ring protection concept" was first
implemented with software techniques
utilizing 64 separate rings. Subsequently an
attempt was made to define a suitable
hardware base for ring protection. The
Honeywell 645 (Registered Trade Mark)
computer represents a first such attempt.
The Honeywell 645 (Registered Trade
Mark) system differs from the “ringed
hardware" concepts described supra in
Several respects which when taken
together, add up to the fact that the
Honeywell 645 (Registered Trade Mark) is
a2—ringratherrhana64-ringmadrine.and
has in lieu of a “ ' register", a master
mode and a slave mode. which imparts
greater power to the processor when in
master mode than when in slave mode.
"The access control field of the 645’s SDW
(segment descriptor word) contains no
information about rings: in particular its
does not contain ring brackets. It does.
however. containeither:

a) access-mode information possibly
including either of the two descriptors;

accessible in master mode only.

master modefprocedure;b) the speci rcation of one of eight
min! ‘directed’ faults (traps) which is to
occur whenever the segment descriptor
word (SDW) is accessed.

"The procedure is only ‘in master mode’
when executing a procedure whose SDW
indicates a ‘master mode procedure'. The
processor may enter master mode while

executing a slave mode procedure by:
faulting,
taking an interrupt“.
“The 645 processor's access control

machinery interprets the SDW during the
addressing cycle and causes the ap ropriate
action to occur depending on the DW and
(usually) on the attempted access, as
follows:

a. If the SDW im lies a particular
“directed fault“, then that fault Occurs.

b. Otherwise, if the SDW does not
permit the attempted access, the

approgriate access violation fault occurs.c. therwise. the SDW permits the
attempted access and the access is
performed.

“When a fault occurs, the 645 enters
master mode and transfers control to the
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apprOpriate master mode fault handling
procedure“. (Access Control to the Multics
Virtual Memory. supra pps. 151—158).

Another paper by Michael D. Schroeder
and Jerome H. Saltzer entitled "A

Hardware Architecture for Implementing
Protection Rings" published in
Communications of the ACM. March I972
Vol. l5. No. 3. sets forth background and
theory of ring protection and describes a
hardware implementation of ”ring
protection".

Because the Multics and Honeywell 645
version of ring protection was implemented
mainly in software. considerable operating
system supervisor overhead was entailed
particularly when calls to greater or lesser
power were made by trapping to a
supervisor procedure. What was required
was an access control mechanism which

had the functional capability to perform
effectively its information protection
function. was relatively simple in operation.‘
was economic to build. operate and
maintain. and did not restrict programming
generality. The Honeywell 6000
(Registered Trade Mark) computer system
met these requirements by implementing
most of the ring protection mechanism in
hardware. Hence special access checking
lo ic. integrated with the segmented
a dressing hardware was provided to
validate each virtual memory reference.
and also some special instructions for
changing the ring of execution. However
certain ortions of the ring system
particulary outward calls and returns or
calls to a lesser power and returns
therefrom presented problems which
required the ring protection function to be
performed by transferring control to a
supervisor. What is now needed are further
improvements in hardware and techniques
that will permit a full implementation of
ring protection in hardware/firmware and
will meet the criteria of functional

capability. economy. simplicity and
programming generality.

Accordingly the present invention has for
an object to provide an improved computer
ring protection mechanism.

Accordingly the present invention
consists in an internally programmed data
processing apparatus CPU having a virtual
memory system. and being responsive to
internally stored instruction words for
processing information and having stored in
said virtual memory system a plurality of
different types of groups of information
each information group-type associated
with an address space bounded by a
segment having adjustable bounds. and
comprising means for protecting the
information in said-virtual memory system
from unauthorized users by restricting

accessability to the information in
accordance to levels of privilege. said
means com rising in combination with an
access chec ing mechanism:

(a) first means arranged in operation to
store in said virtual memory system at least

one segment table comprismg a plurality ofsegment descriptors with eac segment
descriptor being associated With a
predetermined one of said segments and
each segment descriptor having a
predetermined format containing an access
information element and a base address
element in predetermined positions of said
format. said base address element being
used for locating in said virtual memory
system the starting location of a selected
one of said segments. and said access
information element for specifying the
minimum level of privilege required for a
predetermined'type of access that is
permitted in a selected one of said
segments:

(b) a plurality of second means having a
predetermined format. communicating
with said first means. arranged to store in a
predetermined portion of said second
means. a segment number SEG for
identifying a segment table and the location
of a segment descriptor within said segment
table. said second means also being
arranged to store in a predetermined other
portion of said second means. an offset
address within the segment identified by
said segment descriptor said offset address
locatin from said segment base the first
byte 0 a word within said ent;

Sc) third means responsive to an addresssyl able element of an instruction being
executed for addressing one of said
plurality of second means;

(d) fourth means ed to store a
displacement from said address syllable;

(e) fifth means. communicating with said
first. second. third and fourth means.
arranged to add the displacement D and
said base address to said offset; and.

(0 Sixth means responsive to said access
information element in a selected one of
said ent descriptors. restrictin the
acce ility to the segment associat with
said selected one of said segment
descriptors in accordance to the level of
privilege and the type of access specified in
said access information element. wherein
each group-type of information is
associated with a predetermined ring
number indicative of a level of privilege
said legel of privilege decreasing as the
associated ring number increases
comprising means for determining the
maximum effective address ring number
EAR (i.e. minimum level of priVIlege) of a
selected process to access a selected group
of information. said means comprising;
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indicating the maximum ring number RD
(i.e. minimum level of privilege) required to
read information from said selected group;

(by second means to store second
information indicating the maximum ring
number WR (i.e. minimum level of
privile c) required to write information into
said se ected group:

(c) third means to store third
information indicating the maximum ring
number MAXR (i.e. minimum level of

privilege) required to process information
rom said selected group: and,

(d) fourth means communicating with
said first. second and third means. to
determine the maximum of the contents of
said first. second and third means whereby
the effective address ring number EAR isgenerated.

The present invention, however. both as
to organization and operation thereof may
best be understood by reference to the
following description which is given by way
of example in conjunction with the
accompanying drawings in which:

Figure l isa block diagram of a computer
system utilizing the invention.

Figure 2 is a schematic diagram
illustrating the levels of privilege of theinvention.

Figure 3 is a flow diagram of the
segmented address scheme utilized by theinvention.

Figures 4A—4] are schematic diagrams
of various novel hardware structures
utilized in the invention.

Figure 5 is a schematic diagram of the
computer ring protection hardware.

Figure 6 is a schematic diagram of the
computer segmented addressing hardware.

Figures 7a——-7h and Figures 8a—8c are
detailed logic block diagrams of the ringprotection hardware.

Figures 9a—9k is a legend of the symbols
utilized in the diagrams of the invention.

Figure l0 is a schematic di am of three
stack segments, one each for ring 0. l and 3
res ctively.

igure 1 IA shows the format of the Enter
Procedure instruction.

Figure ”B shows the format of a
procedure descriptor.

Figure ”C shows the format ofa gating
procedure descriptor GPD the first word of
the segment containing the procedure
descriptors. .

Figure l ID shows the format of the Exit
Procedure instruction.

Figure l2 is a flow diagram of a portion
of the Enter [nstniction pertaining to ring
crossing and ring checking.

Figure l3 schematically shows a segment
descriptor and the segment containing
procedure deseriptors.

showing various operations that are
performed when the Enter Procedure
instruction is executed.

Figure I? is a flow chart of the Exit
Instruction.

As previously discussed the ring concept
of information protection was originated on
MULTlCS and implemented on various
Honeywell (Registered Trade Mark)
Computer Systems. The original MULTICS
concept required 64 rings or level of

privilege and later implementation had the
6guiva ent of two rings on the Honeywell

5 and 8 rings on the Honeywell 60%
(Registered Trade Mark). The embodiment
described herein groups data and

procedure segments in the system into a
ierarchy of 4 rings or classes. (Refer to

Figure 2). The 4 rings or privilege levels are
identified b int ers 0—3; each ringrepresents a level rivilege in the system
with leVel 0 havi the most privilege and
level 3 the least. vol 0 is known as the
inner ring and level 3 as the outer ring. The
basic notion as previously dimmed is that
a procedure belonging to an inner ring has
free acces to data in an outer ring.
Conversely a procedure in an outer ring
cannot access data in an inner ring without
incurring a protection violation exception.
Transfer of control among procedures is
monitored by a protection mechanism such
that a procedure execution in an outer '
cannot directly branch to a procedure in an
inner ring. This type of control transfer is
possible only by execution of a
"procedure-call" instruction. This
instruction is protected against misuse in a
number of ways. First. a gating mechanism
is avilable to ensure that prowdures are
entered only at planned entry points called
gates when crossing rings. The segment
descriptor of such a proeedure contains a
gate bit indicating that procedures in this
segment can be entered only via gates;
information regarding these gates is
contained at the beginning of the segment
and is used by the hardware to cause cut
at a legal entry-points The procedure itse f
must then verify (in a way which, of
necessity depends on the function of the
procedure) that it is being legitimately
called. A further hardward protection
mechanism is available in the case that the
calling procedure supplies an address as a
parameter: it is then possible that the more
privileged procedure would invalid]
modify information at this address whic
the less privileged caller could not have
done, since the ring mechanism would have
denied him access: an address validation
instruction is available to avoid this
possibility.

An ' important convention is required
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here in order to protect the procedure call
mechanism. This states that it is not in
general permissible to use this mechanism
to call a procedure in a less privileged ring
and return to the more privileged one. This
restriction is necessary since there is no
assurance that the procedure in the higher
ring will. in fact. return; that it will not.
accidentally or maliciously, destroy
information that the more privileged
procedure is relying u on: or that it will
not, accidentally or maiiciously, violate the
security of the stack (Sec GLOSSARY for
definition). Any of these could lead to
unpredictable results and crash the system.

The level of privilege are quite
independent of the process control
mechanism and there is no notion here of
privileged and non-privileged processes as
m the IBM system 360 (Registered Trade
Mark). Instead the same process can
execute procedures at different levels of
privilege (rings) subject to the restrictions
Imposed by the ring mechanism. In this
sense the ring mechanism can be viewed as
a method for subdividing the total address
space assigned to a process according to
level of prrvilcge.

The ring mechanism defined herein
permits the same segment to belong to up
to 3 difi‘ercnt rings at the same time i.e.
there are 3 ring numbers in each segment
descriptor, one for each type of possible
access. Thus the same segment can be in
ring one with respect to “write" access, ring
two with respect to “execute" access and
ring three With respect to “read" access.
One obvious use for this is in the case of a
procedure segment which can be written
only by ring zero (perhaps the loader) but
can be executed in ring three.

Of the four available rings, two are
allocated to the operating system and two
to users. Ring zero. the most privileged
ring, is restricted to those operating system
segments which are critical to the operation
of the whole system. These segments form
the hard core whose correctness at all times
is vital to avoid disaster. Included would be
the s stem information base, those
proc ures dealing with the organisation of
physical memory or the initiation of
physical data transfer operations. and the
mechanisms which make the system
function. like the “exception supervisor.
the scheduler. and the resource
management”.

Ring one contains a much greater
volume of operating system segments
whose failurc‘would not lead to catastrophe
but Would allow recovery. lncluded herein
are the language translators. data and
message management. and job and process
management. Through the availability of
two rings for the operating system. the

problem of maintaining system integrity is
made more tractable. since the smaller hard
core which is critical is isolated and can be
most carefully protected.

Rings two and three are available to the
user to assign accordi to his requirement.
Two important possibilities are debugging
and proprietary packages. Programs being
debugged may be assigned to ring two while
checked out programs and data with which
they work ma be in ring two; in this way
the effect 0 errors may be localized.

Proprietary programs ma be protectedfrom their users y being p need in ring two
while the latter occupy ring three. ln these
and other ways. these two rings may be
flexibly used in applications.

The General Rules of the Ring System
l. A procedure in an inner ring such as

ring 2 on Figure 2 has free access to data in
an outer ring such as ring 3 and a legal
access (arrow 20l) results. Conversely a
procedure in an outer ring such as ring 3
cannot access data in an inner ring such as
ringZand anattcmpttodosonesultsinan
illegal access arrow 202).

2. A proc ure in an outer ring such as
ring 3 can branch to an inner ring such as
ring I via gate 204 which results in a legal
branch 203. but a procedure operating in an
inner ring such as ring 2 may not branch to
an outer ring such as ring 3.

3. Each segment containing data is
assigned 2 ring values. one for read (RD)
and one for write (WR). These ring values
specify the maximum ring value in which a
procedure may execute when accessing the
data in either the read or write mode.

Each time a procedure instruction is
executed. the prooedurc's ring number
(effective address ring, EAR) is checked
against the ring numbers assigned to the
segment containing the referenced data.
The EAR is the maximum number of
process ring numbers in the processor
instruction counter (see later description)
and all ring numbers in base registers and
data descriptors found in the addressing
path. Access to the data is granted or
denied based on a comparison of the ring
numbers. For example. if a system table
exists in a segment having a maximum
read/ring value of 3 and a maximum
writdring value of I. then a user procedure
executing in ring 3 ma read the table but
may not update the tab e by writing therein.

Procedure Calls and the Stack Mechanism:
The procedure call and stack mechanism

is an apparatus being described herein
Procedure calls are used to pass from one
procedure to another; to allow user
procedures to employ operating system
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stnrcture within the operating system. A
procedure call is effected by instructions

and kit hardware recognized entity called astac .

A stack is a mechanism that accepts.
stores and aJIOWs retrieval of data on a last-

in-first-out basis. Stacks reside in special
segments called stack segments. A stack
segment consists of a number of contiguous
parts called stack frames which are
dynamically allocated to each procedure.
The first stack frame is loaded into the low
end of the segment and succeeding frames
are loaded after it. The last frame loaded is
considered the top of the stack. A T-
register l 14 (see Figure l) locates the top of
the stack for the currently active process. A
virtual T-register exists in the process
control bloek (PCB) of all other processes
in the system.

A stack frame consists of three areas: a
work area in which to store variables, a save
area in which to save the contents of
registers, and a communications area in
which to pass parameters between
procedures. Prior to a procedure call, the
user must specify those reg'sters he wishes
saved and he must load into the
communications area the parameters to be
passed to the called rocedure. When the
call is made, the ardware saves the
contents of the instruction counter and
specified base registers to facilitate a return
from the called procedure.

Each procedure mil creates a stack
frame within a stack segment and
subsequent calls create additional frames.
Each exit from one of these called
procedures causes a stack frame to be
deleted from the stack. Titus. a history of
calls is maintained which facilitates orderlyretums.

To ensure protection between
procedures executing in different rings,
different stack segments are used There is
one stack segment corresponding to each
protection ring per process. A process
control block (PCB) contains three stack
base words (SBW) which point to the start
of the stack segment for rings 0. l and 2
associated with the process. The ring 3
stack segment can never be entered by an
inward call: therefore, its stack starting
address is not required in the PCB.

The procedure call is used by users who
have written their programs in a modular
way to pass from one program module to
another. it is used by user programs to avail
themselves of operating system services. It
is used by the operating system itself to
achieve a responsive modular structure.
The procedure call as is described in the
above referenced patent application is
effected by hardware instructions and the
hardware recognizable stackmechanism.
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The main_requirements on a procedurecall mechanism are:

1. Check the caller’s right to call the
caller:

2. Save the status of the caller which
includes saving registers. instruction
counter (for return), and other status bits;

3. Allow for the passing of parameters;
4. Determine valid entry point for the

called procedure:
5. Make any necessary adjustments in

the addressing mechanism;
6. Enter the new procedure.
When the called procedure terminates or

exits, whatever was done in the call must be
undone so that the status of the calling
procedure is restored to what it was before
the call. .

As a preliminary to making a rocedure
call, the instruction PREPARE ACK is
executed. This instruction causes those

registers specified by the programmer in
the instruction to be saved in the stuck. it

causesthestams register(me Figure l)to
be saved. and provides the programmer
with a pointer to er grace which he
may now load with information to be
passed to the called procedure.

Another instruction ENTER

PROCEDURE permits the procedure call
via the following steps corresponding to the
requirement specified above:

1. Ring checking—the caller’s ring is
checked to make sure that this ring may call
the new procedure: the all must be to a
smaller or equal ring number: and if ring
crossing does occur the new procedure
must be gated through agate 204 of Figure

7. The new ring number will then be that
of the called procedure.

7. The instruction counter is saved;
3. Base register 0 (see Figure l) is made

to point effectively to the parameters being
passed;

4. The entry-point of the called
procedure is obtained from a procedure
descriptor whose address is con-
tained in the ENTER PROCEDURE
lNSTRUCTION;

5. A point to linkage information is
loaded in base register number 7.

6. The new procedure is entered by
loading the new ring number and the
address ofthe entry~pornt in the instructioncounter.

The remainder of the current stack-
frame is also available to the called
procedure for storage of local variables.

When the called procedure wishes to
return, it executes the instruction EXlT
PROCEDURE. The registers and the
instruction counter are then restored from
their saving areas in the stack. '

Referring to Figure i there is shown a
block diagram and a computer hardware
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system utilizing the invention. A main
memory 101 is comprised of four modules
of metal-oxide semi-conductor (MOS)
memory. The four memory modules 1—4
are interfaced to the central processor unit
100 via the main store sequencer 102. The
four main memory modules 1—4 are also
interfaced to the peripheral subsystem such
as magnetic tape units and disk drive units
(not shown) via the main store sequencer
102 and the 10C (not shown). The main
store sequencer gives the capability of
providing access to and control of all four
memory modules.

Operations of the CPU are controlled by
a read only memory ROM. herein called
the control store unit 110.

The control store interface adapter 109
communicates with the control stone unit

110. the data mangagement unit 106, the
address control unit 107 and the arithmetic

logic unit 112 for directing the o ration of
the control store memory. e control
store interface adapter 109 includes logic
for control store address modification.
testing, error checking, and hardware
address generation. Hardware address
generation is utilized generally for
developing the starting address of error
sequencers or for the initialization
sequence.

The buffer store memory 104 is utilized
to store the most frequently used or most
recently used information that is being
processed by the CPU.

111e data management unit 106 provides
the interface between the CPU 100 and
main memory 101 and/or buffer store
memory 104. During a memory read
operation, information may be retrieved
from main memory or buffer store memory.
It is the responsibility of the data
management unit to recognize which unit
contains the information and strobe the
information into the CPU registers at the
proper time. The data management unit
also performs the-masking during partial
write operations.

The instruction fetch unit 108 which

interfaces with the data management unit
106. the address control unit 107, the
arithmetic and logic unit 112 and the
control store unit 110 is responsible for
keeping the CPU 100 supplied withinstructions.

The address control unit 107
communicates with the instruction fetch

unit 108. the buffer store directory 105, the
main store sequencer 102, the arithmetic
logic unit 112, the data management unit
106. and the control store unit 110 via the
control store interface adapter 109. The
address control unit 107 is responsible for
all address development in the CPU.

Interfacing with the address control unit

107. the instruction fetch unit 108 and the
control store unit 110 is the arithmetic logic
unit 112 which is the primary work area of
the CPU 100. Its primary function is to
perform the arithmetic operations and data
manipulations required of the CPU.

Associated with the arithmetic lo ic unit
112 and the control store unit 11 is the

local store unit 111 which typically is
comprised of a 256—location (32 bits per
location) solid state memory and the
selection and read/write logic for the
memory. The local store memory 111 is
used to store CPU control information and
maintain ability information. In addition.
the local store memory 111 contains
working locations which are primarily used
for temporary storage of operands and
partial results during data manipulation.

The central processing unit 100 typically
contains 8 base registers (BR) 116 which
are used in the process of address

comfiutation to define a segment number,an 0 set. and a ring number.'l‘he ofl'set isa
pointer within the segment and the ring
number is used in the address validity
calculation to ddermine access rights for
a articular reference to a segment.

he instruction counter 118
communicates with the main memory local
register (MLR) 103 and with the instruction
fetch unit 108. and is a32-bit register which
contains the witness of the nan instruction.
and the current ring number of the process
(PRN). Also contained in the central
processing unit is a T register 114 which
also interfaces with the instruction fetch
unit 108 and is typically a 32-bit register
containing a segment number and a 16-bit
or 22-bit positive integer defining the
relative address of the top of the procedure
stack. The status register 115 is an 8—bit
register in the CPU which among other
things contains the last ring number—Le.
the previous value of the process ring
number (PRN).

The main memory 101 is addressed b
the memo address register MAR) 11 .
and the in ormation add by (MAR)
l 19 is fetched and temporarily stored in the
memory local register (MLR) 103.

Referring now to Figure 3 there is shown
a flow diagram of the general rules for
segmented address development shown in
detail in the above mentioned copending

atent application No. 21630/74. Serial No.
.465.344. Figure 3 when read in

conjunction with the above referenced
patent application is self-explanatory.
There is however one major difference
between the address development as shown
on Figure 3 to that of the above mentioned
application and that is that in the address
development of Figure 3 of the instant
application as many as 16 levels of
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indirection may be utilized in the addreS
development whereas in the above
referenced application the levels of
indirection were limited to a maximum of
two. This of course is a matter of choice
with the designer and in no way alters the
high level inventive concept.

Referring now to Figures 4A—4].
Figures 4A and 4B show the format of the
instruction counter designated by reference
numeral 118 on Figure l. The instruction
counter (1C) ”8 is a 32-bit register which
contains the address of the next instruction,
and the current ring number of the process
(PRN). Referring specifically to Figures 4A
and 4B the TAG is a 2-bit field which
corresponds to the TAG field of data
descriptors shown and described in the
above reference ap Iication entitled
“Segmented Address Bevelopment". PRN
is a 2-bit field which defines the current ring
number of the process to be used in
determination of access rights to main
storage. SEG is ty ically either a 12-bit ora
6-bit field whic defines the segment
number where instructions are being
executed. The OFFSET is typically either a.
I6-bit or a 22-bit field which defines the
address of the instruction within the
segment SEC.

Figures 4C—4F show the format of
segment descriptors with Figures 4C and
4D showing the first and second word of a
direct segment descriptor whereas Figures
4E and 4F show the first and second word
of an indirect segment descriptor. Segment
descriptors are two words long each word.
comprised of 32 bits. Referring to Figures
4C—4D which show the first and second
word respectively of a direct segment
descri tor. P is a presence bit. If P equals
one. e segment defined by the segment
descriptor is resent in main storage. if P
equals zero, t e se ment is not present and
a reference to t e segment descriptor
causes a missing segment exception. All
other fields in a segment descriptor have
meaning only if P equals one. A is the
availability bit. If A equals zero. the
segment is unavailable (or locked) and a
reference to the segment causes an
unavailable segment exception. if A uals
one. the segment is available (or unloc ed,
and can be accessed). 1 is the indirection
bit. If I equals zero. the segment descriptor
is direct. H l equals one. the segment
descriptor is indirect. U is the used bit. If U
equals zero. the segment has not been
accessed. If U equals one. the segment has
been accessed. U is set equal to one by an
segment access. W is the written bit. If \5
equals zero. no write operation has been
performed on the segment. lf W equals one,
a WRITE operation has been performed on
the segment. W is set to one by any WRITE

operation. GS is the gating-semaphore bits.
When the proeedure call mechanism
referred to above requires that the segment
be a gating segment or when the process
communication mechanism (not shown)
requires that the segment be a segment
descriptor segment (SD) the GS bits are
examined. To be a valid gating segment. the
GS bits must have the value 10. To be a
valid SD segment. the GS bis must have
the value Ol. If a gating or SD segment is
not required, these bits are ignored. The
BASE is a 24—bit field which defines the
absolute address in quadruple words of the
first byte of the segment. This field is
multiplied by [6 to compute the byte
address of the segment base. The SIZE is a
field which is used to compute the segment
size. If the segment table number,
subsequently referred to as STN. is greater
or equal to zero but less than or equal to six,
the SIZE field is 18 bits long. The STN is a
field indicating the segment table entry STE
for selecting a segment descriptor. If the
STN isgreaterthan or ual to8butlees

lthanorrhequaltgeliftlge S . gecldis leitsong. e num ytes in rs
equal to Hi times (SlZE+l). If SIZE equals
zero, the segment size is l6 bytes. RD is the
read access field. This is a 2-bit field which
specifies the maximum EAR {effective
address ring number) for which a read

operation is permitted on the segment. (A
procedure is always permitted to read Its
own segment if EAR equals PRN). WR is
the write access field. This is a 2-bit field
which specifies the maximum HR for
which a write operation is permitted on the
scgmentand the minimum PRN at which
the segment may be executed. MAXR is
the maximum ring number. This is a 2-bit
field which specifies the maximum PRN at
which the segment may be executed. WP is
the write permission bit. This bit indicates
whether a WRITE operation may be
performed on the segment. [f WP equals
zero. no WRITE operation rna be
performed. If WP equals one, a W TE
operation may be performed if EAR is
greater than or e ual to zero but less than
or equal to W . EP is the execute
permission bit. This bit specifies whether
the segment may be executed. If EP equals
zero. the segment may not be executed. If
E? equals one. the segment may be
executed at any PRN for which PRN is
greater than or equal to WR but less than or
equal to MAXR. M32 is a special field
which must be set to zero by software when
the field is created, before its initial use byhardware.

Referring to Figures 4E—4F the
definitions of the various fields are similar
as above however word 0 includes a
LOCATION field and word I includes a
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RSU field.The LOCATION field is aZS-bit in the address syllable of an instruction. If
field which defines the absolute address of a STN is 7. an out of segment table word
direct segment descriptor. The value in the array exception is generated. STE is
LOCATION field must be a muliple of 8. extracted from the base register specifiedin

S The RSU field is a special field which is the address syllable. If STN 4:4 (i.e.. 70
reserved for software use. beginning at bit 4 and including the next 4

Figures 4G—4H show the format of the bits) is greater than or equal to zero or less
base registers (3 R) WhiCh are used in the than or equal to six. STE ts in a base register
process of address computation to define a bits 8 and 9. If STN 4:4 (Le. 4 bits beginning

l0 segment table number. a segment table at bit 4) is greaterthan or equal toBbut le§ 75
entry number. an offset. and a ring number. than or equal to l5. STE is in a base re 'ster
There are typically 8 base registers as BR bits 8 through IS. The segment re ‘ve
shown by reference numeral 116 on Figure address SRA for direct addressing is

' l. A base register is specified or identified computed by adding the displacement in
IS as base register 0 through 7. The size of a the address syllable; the offset of the base 80

base register is 32 bits long. The base register BR; and the 32—bit contents of an
register format of Figure 4G is utilized for index register. if specified in the address
small segment i.e. where STN is greater or syllable. The sum of these three quantities
equal to 8 but [us than or equal to l5, is a 32-bit unsigned binary integer which

20 whereas the format of base reglstel' 0f must be less than the segment size 85
Figure 4H is utilized for large segments i.e. . up ropn'a'te to the segment STN. STE.STN is greater or equal to zero but less than rndirect addressing is developed by
or equal to six. Referring to Figures fetchin a data descriptor and develo ing
4G—4H, TAG is a 2-bit field which an ad ress from that descriptor. The

25 corresponds to the TAG of a data eli'ective addressofthe dandescriptor is 90
descriptor referenced previously. RING is computed as in the direct addressing case
a2-bit field which contains the ring number with the exception that the index register
associated with the segmented address. for contents are not used. In developing the
protection purposes. SEG is a field address from the data descriptor the

30 previously referred to. which identifies a effective addm may be computed by an 95
segment described in a segment table. STN indirection to segment [TS descriptor and
is the segment table number. and STE is the an indirection to base ITBB descriptor. If
segment table ent number. OFFSET is a the descriptor is ITS the SW and STE are
l6-bit field or a -bit field depending on extracted from the descriptor in the same

35 segment table number. which defines a manner as from a base register. SRA is I“)
positive integer. The OFFSETis usedinthe computed by adding the displacement in
process of address development as a the descriptor and the contents of an index
pointer within a segment. register as specified in the syllable. If the

Referring to Figures 41—4! there is descriptor is an [TBB descriptor then STN
40 shown the format of the T—register. The T- and STE are extracted from the base [05

register is a 32bit register containing a register specified in the BER field (i.c. the
segment number and a l6-bit or 22-bit base register implied by ITBB descriptor)
positive integer defining the relative of the descriptor as in direct addressing.
address of the top of the procedure stack SRA is computed by addin the

45 previously mentioned. The T-register is displacement in the descriptor. theo set of ”0
shown by reference numeral ”4 on Figure the base register. and the contents of an
l. The various fields of the T-register have index register is specified in the address
the same definition as described above. syllable.

Referring now to Figures 3 and 4A—41 a As shown on Figure 3 the indirection
50 more defined description of absolute process may be extended up to [6 levels. ”5

address calculation and access checking is Every effective address contains
made. In general absolute address protection information which is computed
calculation consists of fetching a segment in address development and checks for
descriptor specified by STN and STE and access rights by the ring protection

55 using the segment descriptors in four ways: hardware of the absolute address 120access checking. computation of t e calculation mechanism. The effective
'absolute address. bound checking, and address contains protection information in
updating (U and W 02135). AS descnbed In the form . of an effective address rin
copcnding patent application No. 2l630/74. number EAR (see Figures ZI and 2K

60 (Serial No. 1.465.344) the absolute address above ication No. 21630174, (Serial No. 125
may be direct or indirect and is derived by I.465.344 . The EARis computed from the
first deriving an effective address from base register ring number BRN and from
STN. STE. and SRA (segment relative the current process ring number PRN by
address). STN is extracted from bits 4 taking the maximum ring number. In

65 through 8 of the base register BR specified developing the EAR for indirect addressing 130
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a somewhat more tedious but essentially for transfer to QA or QB bus GM and 615
similar procedure as indirect addressing is
used. in indirect addressing the EAR for
extraction of the first descriptor (EAR l) is
once again the maximum of the ring
number from the base register specified in
the address syllable and the current process
ring number PRN in the instructiOn counter
US of Figure l and stored in OOregisterSlZ
of Figure 5. The EAR for extraction of the
second descriptor (EAR 2), of multiple
level indirection is the maximum of:

a. EAR l:

b. The ring number in the first descriptor
if indirection is indirection to segment;

c. The ring number from a base register
”6 utilized as a data base register BBR if
the first descriptor is an indirection to
segment descriptor lTBB.

The EAR for extraction of the data of

n}_ultiple level indirection is the maximum0:

a. EAR 2:

b. The ring number in the second
descriptor if it is an indirection segment

descrifitor ITS;
c. eringnumbcrinoneofthebase

registers utilized as a data base register
BBR if the second descriptor is an
indirection to base descriptor lTBB. .

Referring now to Figures 5 and 6. the
transfers and manipulation of the various
type ring numbers will be described
at the system level. Detailed logic block
diagrams for effecting the transfers and
operations of Figure 5 will be later
described. Referring first to Figure 6 an
associative memory 600 is utilized in
segmented address development. The
associative memory 600 comprises
essentially a UAS associator 609 which has
circuitry which includes associative
memory cells. bit sense amplifiers and
drivers. and word sense amplifiers and
drivers (not shown). A word or any part of a
word contained in UAS associator 609 may
be read. compared to another word with a
match or no match signal generated

'thereby. or be written either in whole or in
a selected art of the associator 609. For
example, S register 607 may contain a
segment number which may also be in the
associative memory 600. A comparison is
made with UAS associator 609 and if a
match is found a “hit" results. The match
or “hit" signal is provided to encoder 610.
The function of encoder 610 is to transform
the “hit" signal on one of the match lines to
a 4 bit address. Encoder 610 provides this 4
bit address to UAB associator buffer 61 I so
that the information contained in that
particular location of UAB assoeiator
buffer 6” is selected. information in UAB
associator buffer 61 I may be transferred to
UV register 6l3 for temporary storage or

Petitioner Apple Inc. - Exhibit 1006, p. 2111

respectively. By thus locating a prestored
ent number of the assocrattve memorymwhich may have been placed there

after a generation of an absolute address)
regeneration of the same address is not
necexary. In the drawing of Figure 6, UAB
associator buffer 61 l is shown as storing a
first and second word of a segment
descriptor; however other types of
information may just as well be stored
therein. This buffer 6!] provides a function
similar to that of buffer 104 in the more
generalised diagram of Figure I.

As mentioned supra the development of
an absolute address of an operand from an
effective address is disclosed in patent
application No. 2l630/74, (Serial No.
1.465.344). Briefly and with reference to
Figure 6 any of 8 base registers 602 are
addressed via UG and UH registers 603 and
604 respectively which contain base register
addresses from an instruction address
syllable or base register specified by the
instruction formats. The base register 602

contain such infarcrrnaéion as TAG, ageregrst'er ' nunr RN, segment e
number gln‘fi. segment table entry STE and
OFFSET as shown or contained by base

.registerslandZofthegroupofbase
registers 602. Writing into the base registers
is performed under micro-op control by
UWB logic 60l. For exam le it is shown
that information from the M register 502
of Figure 5 may be written into bit positions
(2. 3) of a selected base register; also
information from the QA bus may be
written into the base registers and
provisions are made to clear a selected base
register i.e. write all zeroes. Reading out of
an of the base registers is performed by
U R logic 605. In general the UBR logic
605 permits the appropriate base register to
be strobed out onto bus QA or QB. or into
UN register 608. Note that UN register 608
holds bits 3 through 31 of the base registers

which is the OFFSETlJim-t of the se mentednddrem. Moreover BR logic when
addremed by an address contained in
instruction buffer IB (not shown) reads out
the segment number SEG (which is
comprised of SIN and STE) into US
register 607 via UBS transfer logic 606. The
comparison of the segment number SEG in
US register 607 with the associative
memory 6t!) ma then be rformed as
previously ddcri ed. it will noted that
hits (4—1 5) of QA bus 614 may also be read
into or from US register 607. Similarly bits
(8—3!) from QA bus 614 may read into UN
register 608. Also bits (9—11) of the US
register 607 may be read into QA bus GM as
denoted by US (9-ll) arrow (the arrows
into various register and/or logic circuitry
denote the source of data and that followed
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by a number denote the bit numbers of that
data).

Referring now to Figures 5 and 6. a 2-bit
UP register 501 stores the current process
ring number PRN. The current process ring
numbers PRN is obtained from bits 2 and 3

of the instruction counter (l 18 or Figure 1)
via bits lC (2—3) of the QA bus 614 of
Figure 6. Bits [C (2—3) of QA bus 6l4 are
transferred to 2-bit UV register 503 under
control of a micro-operation UV9QAO. The
micro-operations are obtained from micro-
instructions in the control store unit ”0.

(On Figure 5 the dot surrounded by a circle
indicates a micro-operation and the first
two letters of the name of the micro-
Operation indicate the destination of the
data to be transferred; the fourth and fifth
letters indicate the source of the data
transferred: the third character indicates
whether a full or partial transfer is made
with F indicating a full transfer while the
sixth character indicates whether the signal
doing the transferring is high or low with
even numbers indicating a low signul and
odd numbers indicating a high signal. As an
example of the use of this convention bits 2
and 3 on QA bus indicating the tail of the
arrow QA (2. 3) indicate PRN is the PRN
process ring number that is being
transferred under control of the micro-op
UV9QAO which says the transfer is made to
register UV. is a partial transfer of the bus
QA. and the source of the data is the bus
QA and is an unconditional transfer as

indicated b the sixth character being 0.
Transferto r ister from QA bus source
is unconditiona . This 0 will be the
corresponding seventh character in the
logic file name of the subcommand
UV9QAI¢. Once the process ring number
PRN IS transferred from the QA bus 614 to
the UV register 503 another transfer takes
place under control of the micro-operation
UM9UVO from UV register 503 to UM
register 502. Finally another transfer takes
place from UM register 502 to UP register
50! under control of a micro—operationUP9UMO.

Two bit register UM 502 is utilized to
generate the effectiVe address ring number
EAR during ITS and ”'88 (Le. indirection
to segment and indirection to base).
(EA R=MAX (BRN, PRN, DRNJBBR
(BRN) etc.) address formation for address
syllable l and address syllable 2 type
instruction format. The EAR is generated
according to the rules previously
enunciated by utilizing one or more tests
shown in block S 10 and the maximum of the

ring number is obtained and stored in UM
register 502 which stores the effective
address ring number EAR (detailed logic or
makin the comparisons of block 510 are
later 5 own and described in detail). The

U0 register is used to save address syllable
l effective address ring number EAR in the
event the address syllable 2 is being utilized
to extract EAR 2.

Two-bit UV register 503. and 2-bit UW
register 504 is utilized mainly as storage for
various ring numbers that are obtained
from the outside of the ring checking
hardware of Figure 5 and transferred or
processed to other parts of the ring
checking hardware. For example the base
register ring number BRN is transferred
from bit positions 2 and 3 of UBS transfer
logic 606 to UV register 503 under control
of the micro-operation UVFBSO; the
maximum ring number MAXR of word 2 of

the segment descriptor (also shown storedin bits 36 and 37 o UAB associator buffer
6| l) is transferred from UAB buffer 6” to
UV register 503 under control of the micro-
operation UVFA-Bl; also bits 34 and 35 of

UAB buffer 6” which is the write ring
number WR is transferred to UV register
503 under control of micro-operation
UVFABO. UW register 504 has similar
transfers of other ring numbers from

various parts of the system. For example
bits 34 and 35 which are the write ring
number WR ofUAB buffer 6] I may alsobe
transferred to UW register 504 under
control of micro-operation UWFABI; bits
32 and 33, the read RD ring number of
UAB buffer 6” may also be transferred to
UW register 504 under control of micro-
o UWFABO; also bits 0 and l onA bus
6i,4 may be transferred to UW register 504
under control of micro-operation
UW9QAO. Note also several transfer paths
of UW register 504 into UV register 503
under control of the micro-o eration

UV9UWO: the transfer ath of register
503 into UM register under control of
micro-operation UM9UVO: the transfer
path of UM register 502 into UP register
50! under control of the micro-operation
UP9UMO; the transfer path of UP register
501 into UM register 502 under control of
micro-operation UM9UPO; the transfer
path of UM register 502 into U0 register
5l2 under control of micro-operation

U09UMO: and finally the transfer path ofU0 register 5l2 into UM register 50 under
control of the micro~operation UM9U00.

Briefly therefore UP register 501 holds
the current process ring number PRN; UM
register 502 and U0 register 512 are utilized
for transfer operations and also to generate
the EAR; UV register 503 may shore for
various purposes and at different times the
current process ring number PRN. the base
register ring number BRN, the maximum
ring number MAXR. the write ring number
WR. or the read ring number RD. UW
register 504 may at various times hold the
read ring number RD. the write ring
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number WR. and bits 0 and l of bus QA.
UMR 505 is logic. the details of which are
shown on Figure 8d. which compares the
contents of registers UM and UV and
produces the greater of the two values in
the registers and this value is stored in UM
register 502 under micro-operation control
UMFMRO. This is one way of generating
the effective address ring number EAR.
UMR logic 505 may also produce the
greater value of the contents of register UP
or of bits 2 and 3 of UBS logic 606. This is
another method and/or additional step in
generating the effective address ring
number EAR. UMR logic 505 is also
utilized to determine whether or not a write
violation has occurred by transferring a
write ring number WR into UV register 503
and then comparing the contents ofthe UM
register 502 (holding EAR) with the
contents of UV register 503 in order to
determine which one has the greater
contents. Since UM register 502 stores the
effective address ring number EAR a
comparison of the UM register and the UV
register will indicate whether EAR is
greater than WR or vice versa. [1' WP (i.e.
write permission bit in the segment
descriptor) is equal to l and if EAR lies in
the range of OsEARsWR then a write
operation may be performed into the
segment. Note that UMR logic 505 ma
have inputs directly or indirectly from
registers SCI—504. from other loge 506,
507 and also from UBS logic 606.

UWV lo ic 506 corres ends to the detail
logic of lgigure 83. U logic 506 has
in ms directly or indirectly from registers
5 1—504 and from logic 505. 507
respectively and generates an execute
violation signal when a comparison of UW.
UM and UV registers 504. 502. and 503
respectively indicates that the statements
that the maximum ring number MAXR is
greater or ual to the effective address
ring number AR. and that EAR is greater
or equal to the write ring number WR are
not true i.e. in order for a procedure to be

‘_able to execute in a given segment
indicated by the effective address the
maximum ring number MAXR must be
greater or equal to the effective address
ring number and the effective address ring
number EAR must be equal or greater than
the write ring number WR. UWV logic 5%
also performs tests shown in block 510.
indications may be given that the contents
of UW register is less than or equal to the
contents of the UV register; the contents of
the UM register is greater than or equal to
the contents of the UV register; the
contents of the UV register is equal to the
contents of the UM register; the contents of
the UV register is greater or equal to the
contents of the UM register; and the

contents of the UM register is greater than
the contents of the UW register. Of course
when performing these tests different
values of ring numbers may occupy the
registers.

UEP logic 507 corresponds to the detail
logic of Figure 8b. UEP logic 507 in
combination with UWV logic 506 generates
the read violation exception. However the
read violation exception may be overridden
if the effective address ring number EAR
equals the current proceat ring number
PRN. since a ure is always permitted
to read its own segment, and if the segment
number of the procedure segment
descriptor (not shown herein) and the
segment number of the address liable
utilized in enemiion of the e ective
address are t e same.

To illustrate the overriding of the read
violation signal assume that the effective
address read number EAR is greater than
the read number RD which would generate
a read violation high signal which would be
a plied as one input of AND gate 522.

owever the read violation exception
signal may not be generated even tho
there is a read violation signal if e
following two conditions ex'uts:

l. The effective address ring number
EAR is equal to the proces ring number
PRN: i.e. the contents of register UM is
equal to the contents of the register UP;
and. ,

7. The segment number contained in the
addres syllable of the segment in which a
proceduredesirestoreadisequaltothe
segment number of the we segment
descriptor (not shown) of the current

rocedure in execution and this is indicated
ysettingabitealledal’bitandlomtedas

the thirteenth bit of UE register 650. (DE
register 650 is a store for the contents of
UAS asociator 609 when a “bit" has
resulted by a comparison of the contents of
US register 607). Since this example
assumes that EAR equals PRN. UEP logic
507 will apply a high Signal to AND gate 520
as one input. and since it is also asumed
that the segment number SEG of the
address syllable of the segment being
addressed is equal to the segment number
SEG of the procedure segment descriptor
(not shown) of the currently executing
procedure, then the P bit of the procedure
segment descriptor will be set and hence
the other input applied to AND gate 520
will be high thus enabling AND gate 520: a
high signal is therefore applied to the input
of inverter 52] resulting in a low signal at
the output of inverter 52] which low signal
is then applied as another input of AND
gate 522. Since there is a low signal to AND
gate 522 no read violation exception signal
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the third input signal a lied to AND ate
522 is high. pp 8

To illustrate how a read violation signal is
generated and not overridden. assume that
the output of UEP logic 507 indicates that
the contents of UM register is not equal to
the contents of UP register. Then that input
to AND gate 520 would be low and hence
AND gate 520 would not be enabled and its
out ut would be low and would be applied
to t e input of inverter 521. Since the input
of inverter 52] is low its output would be
high which would be applied as one input of
AND gate 522. ll also the effective address
ring number EAR is greater than the read
ring number RD (i.e. contents of UM
register is greater than contents of UW
register) that signal would be high and
would be also applied to another input of
AND gate 522. AND gate 522 has still a
third in ut which must also be high in order
to enab e AND gate 522. This third input is
high when AND gate 526 is enabled. Since
AND gate 526 has one input terminal which
is high when the (I) terminal of URVlF flop
524 is low. AND gate 526 is enabled by
applying the micro-operation read
violation interrogate signal AJERVA to
one input terminal of AND gate 526 while
the (X) terminal of URVIF flop 524 is low.
Thus AND gate 522 will have all input
terminals high. generating the read
violation exception signal.

The execute violation exception is
generated in two ways. it was seen earlier
that an execute violation signal resulm
when UWV logic 506 indicates that the
inequalities WR is less than or equal to
EAR. and EAR is less than or equal to
MAXR are not true. This high execute
violation signal is applied to a one-1e ed
AND gate 550 which in turn is applie to
the input terminal of two-legged AND gate
553 via amplifier 552. When an execute
violation interrogate micro-operation signal
AJEEVA is applied as another input of two-
legged AND gate 553, this gate is enabled
which in turn generates the execute

'violation exception via amplifier 554. The
other method by which the execute
violation exception is generated by the
execute violation hardware 511 is when the
execute ermission bit EP is not set. When
this con ition is true it is indicated by the
seventh bit of UY register 613 being high;
this bit is then applied to the input terminal
of one-legged AND gate 55l which is
applied as a high signal to one input
terminal of AND gate 553 via amplifier 552.
When the execute violation interrogate
micro-operation signal AJ EEVA goes high,
AND gate 553 is enabled and generates an

egecute violation exception vla amplifier5 4.

The write violation exception is also

generated in two ways. It was seen
previously how the UMR logic 505
generates a write violation signal when
EAR is greater than WR. This write
violation signal is applied to one input
terminal of AND gate 545. AND gate 545 is
enabled when its second input terminal
goes high thus generating a write violation
exception through amplifier 547. The
second input terminal of AND gate 545
goes high when AND te 542 is enabled.
AND gate 542 is enab ed when the input
signals applied to its input terminals are
high. One input signal is high when UWV I F
flop 54] is low which in turn applies a low
si all to the input terminal of inverter 543
w ich in turn applies a high signal to one
input terminal of AND gate 542; the other
input signal is high when the write violation
interrogate micro—op signal AJEWVA is
high and this happens when it is desired to
interrogate a procedure for the write
violation exception. (Flip-flops URVIF,
URNlF.and UWVlFaresetlowvtIhenany
interrupts or softward occurs). (UWVZF,
URVZF. and URNZF flip—flops are utilized

70
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85

to store back-up excess checking '
information for ring checking). The other
method for generating a write violation
exception is when the write permission bit
WP is not set. This condition IS indicated by
bit 6 of UV register 6l3 being high. When
this condition exists and the high signal (i.e.
the sixth bit 0! UV register) is applied as one

inpudt-l of AND gate 546 and the interrogates: n-

iJEWVA is high and applied as
another input of AND gate 546, then AND
gate 546 is enabled and a write violation
exception occurs via amplifier 547.

Logic circuitry 591 comprised of flip-
flops 532 and 533 in conjunction with
amplifier S30 and AND gate 53] and
inverter S30A permit the formation in
register UM 502 of the maximum value of
ring number (i.e. EAR) under control of a
splatter instruction subcommand (not
described herein) from the instruction fetch
unit lFU.Assumin URNlFfli flo 532 is

set to logical 0 w ereas UR 2F ' flap
533 is set to legical i, then during the
execution of the splatter subcommand.
input terminal 531A of AND gate 53] will
be high; therefore if flip-flop 532 is low
(logical 0) then the signal will be inverted by
inverter 530A and AND gate 53l will be
enabled. Hence the maximum value of the

contents of UP register 50l or bits 2 and 3
of logic vector UBS 606 will be strobed into
UM register 502. Conversely if flip-flop 532
is a logical I. then the contents of UM
register 502 is not changed via theabove
mentioned sources and the EAR derived in
UM register 502 via the addressing process
of indirection is the one utilized. Flip-flop
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533 is the back—up store for the EAR of
address-syllable 2 when utilized.

Referring now to Figures 7 and 8 and
Figure 5 there is a correspondence wherein
the detailed logic for hardware in Figure 5
is shown in Figures 7 and 8 as follows:
Figure 7a and UW re ister 504; Figure 7b
and UV register 503; igure 7c and block
590; Fr re 7d and block 59l; Figure 7e and
block £2; Fi ure 7f and UP register SOl;
Figure 7g an U0 register 512; Figure 7h
and UM register 502; Figure 8a and UWV
logic 506; Figure 8b and UEP logic 507; and
Figure 8d and UMR logic 505.

Referring to Figure 7a, the UW register
504 is comprised of two flip-flops 715a and

The code for the control signals are
previously described in detail and is
summarized here. Briefly the first two
characters of a control signal indicate the
destination of data to be transferred; the
third character indicates whether a full or

partial transfer is to be effected with theetter F indicating full transfer and any
other character indicating a partial
transfer; the fourth and fifth character
indicates the source of the data, and if the
source is identified by more than two letters
only the last two letters need be used; the
sixth and seventh characters are usually
numerals and indicate whether the signal is
high or low i.e. an odd numeral in the sixth

720a respectively. each flip-flop capable of positiOn indicates assertion and an even
holding one bit of information of the UW
register. Coupled to flip-flop 7l5a are 4
AND gates 7lla—7l4a which are OR‘ed
together, with each gate (except gate 7138)
having two input terminals, and with at
least one signal applied to each input
terminal. AND gate 714a has one of its

inwt terminals can led to the set terminal0 OOOIO of the ip-flop 7l53. ' flop
7l5a is also coupled to the terminal 27 for
receiving from a clock a tinting signal called
a PDA signal. Flip-flop 720a coupled to
AND gates “Ga—719a which are OR‘ed
together. One input terminal of AND gate
7l6a is coupled to an input terminal of
AND gate 71 la; one input terminal of AND
gate 717a is coupled to one input terminal
of AND gate 712a and one input terminal of
AND gate 7l9a is coupled to an input
terminal of AND gate 714a, whereas the
other input terminal of AND gate 7l9a is
coupled to the set terminal UWOOl 10 of the
flip-flop 720a. Flip-flop 7203 is also coupled
to the H27 terminal for receiving PDA
pulses.

AND gates 701a—704a are OR‘ed
together each having their output terminal
coupled to the input terminal of inverter
7053. AND gate 706a is coupled to
amplifier 708a; whereas AND gate 707a is
coupled to amplifier 709a; one input

,tenninal of AND gate 706a is cou led to
one input terminal of AND gate 70 a. The
output terminal of inverter 705a is coupled
to one input terminal ofAND gate 714a and
7l9a; the output terminal of amplifier 708a
is coupled to the input terminal of AND
gate 7l3a and the output terminal of
amplifier 709a is cou led to the input
terminal of AND gate 18a.

The signals applied to the in uts of AND

gates and the signals derive as outputs
rom amplifier. inverters, or flip-flops are

designated by letters forming a special
code. Since both data signals and control
signals are either applied or derived there
are two codes. one code for the control

signals and one code for the data signals.

numeral in the sixth position indicates
negation; the seventh position indicates
whether this is the first, second, third, etc.
level of oceumenee of the signal. Data. on
the other hand, is indicated differently. The
first three characters of data indicates the
source of the data, the fourth and fifth
characters which may be numerals indicate
the bit podtions where the data is located in
the source, and the sixth and seventh
position are similar to the control si nals in
that they indicate whether the sign is high
or low and the level of occurrence of the
si al. Generally the format itself indicates

her the signal is a control signal or a
data signal and by reference to Figures 5
and 6 the source and destination may be
determined. There are exceptions to this
general rule and they will be spelled out in
the specification, and addenurrL

As an example of this convention it will
be noted on Figure 7a that the following
signals are control signals: UWFABll,
UWFAB l0, UW9QAIO. The following
signals are data signals UAB3410,
UABBZIO, UAB3510. UAB33lO, QAOOl 10,
and QAtXDlO. The following signals are
exception PDARGlO is a timing signal
whose source is the PDA clock;
UWHOLIO is a hold si nal for holding the

information in the flip-liops 7153 and 7203.
UWOBKlO and U lBKlO are back-up
logic whose main function is to extend the
input capability of fii ops 7ISa and 7203

by connecting the U register which is infact formed by flip-flops 15a and 720a, to

hit zero and bit I represented by flip-figs7l5a and 720a respectively; and fin ly
USCLRIO is the clear signal for clearing
and setting the flip-flops to zero.

As an illustration of the above mentioned

convention herein adopted the signal
UWFABll applied to the input of one~
le ed AND gate 702a is a control signal
which transfers data (bits 34 and 35)
contained in ‘UAB associator buffer 611
(the U in the signal has been omitted) to
UW register 504 and is a full transfer to the
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UW register 1; the odd number indicates to an input of AND gate 714g. The
the signal is assertion. Signal UWFABlO UOHOLIO signal generated by inverter
applied to the input of one-legged AND 705g is also coupled to an input of AND
gate 7033 is a control signal with the same gate 709g and 7143 and is utilized to hold

5 source and destination asthe si a1 applied information in the U0 register $12. X00 70
to AND gate 702a except that hits 32 and 33 represents a ground. whereas XNU means
of UAB are transferred to UW register. The unused input.
sifiral UW9QAIO ap lied to one-legged Figure 71' is a detailed logic block
A D gate 704a is so a control srgnal diagram of UP register 501. It issimilar to

10‘ wherein data is transferred from QA bus Fi re 7g described supra except that 75614 to the UW register and ma be a partial difigrent signals from different destinations
transfer. The signal QA0001 a plred to and different sources are applied.
AND gate 706a rs a data si al w ere data Referring now to Figure 7h there is
is on QA bus 614 (the thir position is not shown the detailed logic block di am of

15 herein utilized since the first two positions UM register 502. AND gate 701h—- 04h are 80
adequately describe where the data is) and OR‘ed together to produce the UMHOLIO
this data signal represents the bit identified hold signal via inverter 705b, AND gates
as (X) on QA bus 614. The signal QA001 10 is 706h—709h are OR‘ed together and are
similar to the previous signal except the coupled to the input of AND gate 7041: in

20 data identified b this signal is the data on order to extend the range of signals that 85position 01 of the QA bus-614. Thus by ma be applied to produce the UMHOLlO
utilizing this convention and Figures 5 ho d signal. Similarly AND gates
through 9 the ring protection hardware is 71 lh—7l4h are OR‘ed together and
fully defined and may be easily built by a coupled to the input of AND 91c 72311 in

25 person of ordinary skill in _the computer art. order to extend therange of signals that 90

Referring to Figure7b there is shown the may be applied to flail-flop 730a; and alsodetailed l 'c block diagram for UV register AND gates 71611—71 are OR'ed t ether
503. Sign UVHOLlO is a hold signal for and are coupled to the Input of AN . gate
UV register 503 which is [termed via, 72711. in order to extend the range of 815

30 inverter 70313 when none of t e one-legged applied to flip-flop 73m. A line 7 for 95
AND ates 70lb—-708b has a high signal applying the PDA signals to 111 llop 730h
appli to it. UVHOLIO signal is applied to and 73 lb rs coupled at pomt 7 and 735‘h
AND gate 723b and causes information respectively. The mputofAND gate 703hrs

stored in the UV re ' ter 503 to be held alsoexpanded to‘erovide two further inputs35 therein. Signal UVH LIE coupled to the URNIHX) andl UMIO by coupling the 1m

in ut of AND gate 7041) andtothe outputs «$1 of amplifier 733h to the input ofoiP AND gates 70511—7081) extends the A gate 70311. _
number of control signals that may Rcfcrfrnslnowto Figures 7o—_—7e (berets
generate the hold signal UVHOLIO. Signal 5119“?“ detailed 1031c block . of

40 UVOBKIO coupled to the outputs of AND write exception control-logic 590. IFU 105
gates 710b—7l3b and to the input of AND subcommand control logic 591. and read
gate 722b is also utilized to extend the violation exception control logic 592
number of inputs signals that may be respectively. Referring first to Figure 7c
applied to flip-flop 724b. Signal there is shown flrp-flops 705C and 7|0c

45 UVIBKlO coupled to the outputs of AND which correspond to flip-flops 541 and 540 110
gates 716b—718b and to the input of AND res ectively. Under a micro-operation
gate 727b similarly extends the number of U_R 2F10 subcommand the rnforrnatron in
input signals that may be applied to flip-flop flip-flop 710c rs transferred to. flip-flop
729g 705C. The UWVIHIO hold signal rs utilized

50 Referring now to Figure 7; there is to hold the information transferred to flip. 115
shown the detailed logic block di of flop 710e, whereas the UWVZHIO Signal rs
U0 re ‘ ter 512. AND gates 701g— Mg are utilized to hold the information transferred
OR‘e together and their output is applied to flip-flop 705C. Similarly in Figure 7d
as an input to inverter 705g. AND gates rnformatromis transferred from flip-flop

55 706g-709g are also OR’ed together and 710d to flip-flop 705d under mrcro- 120
their outputs are coupled to flip-flop 710g. operation signal URNSWlO. and m Figure
Also one input ofANDgate 709g is coupled 7e Information from flip-flop 710e rs
to the UOIXJOIO terminal of flip-flop 7103, transferred to flip-flop 70% under control

AND gates 7llg—7l4g are also OR’ed of microtoperation signal URWZFIO. -60 together and are similarly coupled to flip- Referring now t0 181.1125 88, 3.13 Md 3d '25
flop 715g. It will be noted also thatan input there rs shown detailed logic block
of AND gate 706g is coupled to an input of diagrams of UWV logic 506, UWEP logic
AND gate 711g; an input of AND gate 707g 507. and UMR logic 505 respectrvely.
is coupled to an input of AND gate 712g Referring first to Figure 88'11'161'6 ts shown

65 and an input of AND gate 709g is coupled logic for generating a high signal when one 130
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of the test conditions 510Is true and also for

generating the execute violation signal
when the contents of UW register is less
than or equal to the contents of UM
register is less than or equal to the contents
of UV register is not true. When the signal
UWLEVIO is generated it indicates that the
contents of UW register 504 is less than or
equal to the contents of UV register 503.
The logic for generating this signal was
derived pursuant to the following Boolean
expression:

x.=(Bc_D)+(ABB)x(AE')

Where X1 represents the output of
amplifier 805a and the various letters of the
expression re resent different input
terminals of A D gates 8013—804a.

An indication that the contents of UV
register 503 is greater than or equal to the
contents of UM register 502 is had when
UVGEMIO signal is generated. This signal
is generated via inverter 8203.In response to
various inputs on AND gates 816a——-8]9a
which are OR’ed together and coupled to
the input of inverter 8202. The logic for
generating the UVGEMlD signal is made
pursuant to the following Boolean
expression: 

X,=(BC—1'3H(AB.5)+(A_C-)

An indication that the contents of UM

register 502 is greater than or equal to the
contents of UV register 503 is indicated by

generating signal UMGEVIO via inverterlOa In response to the various inputs of
AND gates Boos—809a which are OR‘ed
together. The byc for generating this
signal is derived from the following
Boolean expression:

x,=(BCiSHABB)+(A'C‘)

(Wherein X, is the generated output
signal).

Similarly the UVEQMIO si nal is
generated pursuant to the folowing
Boolean expresswn: 

x.=(A6)+(KC)+(niS)+('BD)

Generation of the UVEQUMlO signal
indicates that the contents of the UV
register 503 is equal to the contents of the
UM register 502.

The generation of the UMGEWlO si nal
indicates that the contents of the M

register 502 is greater or equal to the
contents of the UW register 504 and is
generated pursuant to logic having the
following Boolean expression.

Petitioner Apple Inc. - Exhibit 1006, p. 2117

x,=(BEi'J)+(ABlS)+(AE)

Generation of the UMGTWIO signal
indiutes that the contents of UM register
502 is greater than the contents of UW
register 504 and this signal'It; generated by
logic defined by the following Boolean
expression:

X.=(ABB)+€(BD+A)

The generation of the WOW“) signal
indicates that the contents of UW register
less than or equal to the contents of UM
register less than or equal to the contents of
UV register is not true. It is obtained when
the UVGEMIO signal indicating that the
contents of UV regIster is greater than or
equal to the contents of the UM register.
and the UMGEWIO signal indicating that
the contents of the UM register is greater
than or equal to the contents of the UW
register are both high.

Referring now to thure 8b a UME PlO
signal is generated by logic derived rout
the following Boolean expression:

HACHKQHBBHED)

When this si nal is high it indicates that
the contents 0 UM register 502 is greater
than the contents of UP register 50L

Referring to Figure 8d there)5 shown the
detailed logic block diagram for performing
the operations of UMR logic 505 shown on
Figure 5 One ofthe operations ofthis logicis to determine the maximum value of the

contents of UP register 50! and ofbits 2 and
3ofUBSlogic6€l5Jn ordertodothisthere
must be an indication whether contents of
UP is less than the contents of UBS or the
contents of UP is r than the contents

of UBS. The generation of UPBEB 10 signal
indicates that the contents of UP register

SM is less than or equal to bits 2 and 3 ofic 606: whereas the generation
GTB l0 indicates that the contents

er 501 is greater than bits 2 and
3ofUSlogi.c&6 Thosesignalsare
generated by logic which has been defined
by the following Boolean expression:

SIgnsal U

 

x.=(ncm+(An'fi)+(AcI

Where X is the output of inverter 805d
and the letters of the expression are various
inputs of the AND gates 801d—803d.

To illustrate how the maximum value of
the contents of UP register and 088 logic
may be determined by the output signals
UMPBOlO and UMPB 1 IO 01' am lifier 814d
and 817d respectively. assume Irst that the
contents of register UP are less than or
equal to bits 2 and 3 of UBS lo ic because
bit 2 is l and bit 3 is 1 whereas B register
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contains 01. This is indicated by the signal

UPLEB 10 being high and the signalUPGTBIO being ow sunce it is the inverse
of signals UPLEBIO. This high UPLEBIO
signal is applied to one in ut of AND te
813d and also one input 0 AND ate .
1f bit 2 of UBS Io 'c is a 1 as in icated by
signal UBSOZIO t en AND gate 813d is
enabled and signal UM P8010 goes h‘ and
indicates that bit 2 on UBS logic is a 1.
Moreover if bit 3 of UBS 10 'c is a 1

indicated by input signal UB 310 being
applied as another input of AND gate 816d
then AND gate 816d is enabled and signal
UMPB] 10 is high or a 1. Therefore under
the assumed conditions where bits (2, 3)
UBS logic is greater or equal to the
contents of UP register the maximum value
of the two quantities is in U88. and its
number is binary 11 or decimal 4. Hence it
is seen how a com arison is first made to
determine which ardware contains the
maximum. and then a determination is
made as to the value of that maximum. By
similar analysis one may see how the value
of the UP register may be determined by
signals UMPBOIO and signals UMPBllO
when the contents of UP register is greater
than the second and third bit of UBS logic.
Similarly the maximum value of UM
register 502 or UV register 503 may be
determined by signals UVGEMIO and
UMGTVIO r ctively, when UV register
503 is greater an or equal to UM register
502. and conversely when UM register 502
is greater than UV register 503.

Referring now to Figures 9a—9i a legend
of symbols utilized in Figures 7 and 8 is
shown. Figure 9a shows the symbol when
there is a connection internally within the
logic board. Figure 9b illustrates an output
pin connection. Figure 9c indicates an
input pin connection and is generally a
source outside of the logic board
illustrated. Figure 9d is the symbol utilized

for an AND gate. Figure 9c is the symbolutilized for an ampl' ier; whereas Figure 9f
is the symbol utilized for an inverter. Figure
9g illustrates three AND gates 901g—903g
that are OR'ed together thus causing

outiBit 9043 to go high when any one ofAN gates 901 g—903g is high. Figure 9h
shows the symbol of a flip-flop having a 00
reset terminal and a 10 set terminal. A PDA
line supplies the clock pulse for causing the
flip-flop to switch states when other
conditions are present on the flip-flop.
Figure 9i represents a micro-operation
control signal.

In order to enforce the ring protection
scheme between procedures executing in
different rings. the invention employs push-
down stacks for its procedure linkage
mechanism wherein a portion of each stack
called a stack frame is dynamically

allocated to each procedure. Different
stack segments are used for each ring with
one stack segment corresponding to one
ring. Thus when a procedure is executed in
ring RN its stack frame is located in the RN
stack segment. Referring to Figure 10there
is shown three stack segments KIM—1003,
with each stack segment having stack
frames 51—53 respectively. Ring 3 is
assigned to stack segment 1001. ring 1
assigned to stack segment 1&2 and ti 0 is
assigned to stack segment 1003. ithin
each stack segment there is a procedure 11
associated with stack frame 81 of segment
1&1. a procedure P2 associated with stack
frame 52 of stack segment 1002 and a
procedure P3 associated with stack frame

53 of stack segment 1W3. The segmented
addresses (Le. segment number and
segment relative address SEG. SRA) of the
first bytes of the stack segments for rings 0.
1 and 2 respectively are loated in stack
base words SBWO——SBW2 respectively
which are in turn located in prom control
block 104. Since the ring 3 stack segment
can never be entered by an inward call (i.e.
from a rin higher than ring 3) its stack
starting a rcss is not needed. Each stack
frame 51. $2. $3 is divided into a working
area [(115, 1006. 1007 r 'vely; an
unused portion [(118, 1&9, 1010. which is
utilized for alignment purposes; a register
saving area 1011, 1012. and 1013; and a
communication area 1014. 1015. and 1016
respectively. The working area is utilized by
its procedure as needed and may contain
material uired by the process such a
local variab es, etc. Hie saving area of the
stack frame is utilized to save the contents
of various registers such as the status
register, the T—register and the instruction
counter contents ICC. The
communications area stores information
which is needed to ass parameters
between procedures. Pnor to a call to a
given procedure the user saves those
registers he wishes saved' and moreover
loads into the communication area the
parameters to be assed to the called
rocedure. When e call is made, the
ardware saves the contents of the

instruction counter and other specified
registers to facilitate a return from the
called procedure. Each procedure call
creates a stack frame within a stack
segment and subsequent rocedure calls
create additional frames ence a stack is
created and consists of a number of
contiguous parts called stack frames which
are dynamically allocated to each
procedure. These stacks reside in stack
segments. Generally the first stack frame is
loaded into the beginning of the segment
and succeeding frames are loaded after it.
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ol‘ the stack. A T-register 114 on Figure 1.
locates the top of the stack for the currently
active process. A procedure such as for
example Pl which is executing in ring 3 may
call a procedure P2 executing in ring 1
which in turn calls a procedure P3 which is
now executing in ring 0. As each procedure
is called it creates within its ring stack
segment a stack frame (i.e. defining the
environment for the procedure execution)
and the T-register 114 is loaded which gives
the address of the top of the stack for the
current active process. "Ute procedure P1
(as previously assumed) may call procedure
P2 which in turn may call procedure P3 and
since these calls are from a higher ring
number to a lower ring number a ring
crossing entailing an inward call is required
and is accomplished in a manner to be
described infra. During each change of
procedure the necessary registers and
parameters are saved in order to facilitate a
return from the called procedure.

A procedure is always accessed through a
procedure descriptor 1110 by means of the
ENTER PROCEDURE INSTRUCTIONS.
The format of the ENTER PROCEDURE

INSTRUCTION 1100 is shown on Figure
11a. The operation code (OP) 1101
occupies bit positions 0 through 7. The
complementary code 1 102 is a one bit code
and occupies bit osition 8 to 9; if the
complementary c e is set to log'cal 1 the
instruction is ENT. whereas if the
complementa code is 10 'cal 0 the
instruction is E SR and the use register
must be base registerO (13 R0). The address

sillable AS 1104 occupies bit positions 12t ru 31 and provides the address syllable
AS ofthe rocedure descri or 1110. When
an NTER P OCEDURE

INSTRUCTION requires a ring cro§ing a
gating procedure descriptor 1120 is
obligatorily accessed. This is indicated by
the GS field 1302 of segment descriptor
1301 being set to logical 10. Generall the
GS field is set to 10 when one o the
ENTER PROCEDURE lNSTRUCTIONS

.is utilized. As described in the application
No. 21630/76. Serial No. 1.465.344. the
segment descriptor is utilized to point to the
base of the segment desired. in this instance
the segment 1300 containing gate
procedure descriptors GPD 1120. The first
word of the segment 1300 containing the
gating procedure descriptors (GPD's) is
formatted as shown in Figure 11c. The
TAG 1121 occupies bit positions 0 and l
and must indicate a fault descriptor i.e. the
TAG field must be set to logical 11. The
Caller‘s Maximum Ring Number CMRN
1122 occu ies bit positions 2 and 3. and
indicates t e maximum ring from which a
calling procedure through the gated
procedure descriptor GPD is. legal. A call

violation exception is generated if the
caller‘s ring number is greater than CMRN
1122. The gated roccdure descriptor
address boundary PDAB 1124 occupies
bit positions 10 through 31 and it must be

greater than the segment relative addressRA (i.e. the GPDs dis lacement in the
se ent of procedure escriptors 1300),
otfi'e‘iwise an illegal GPD access exception
occurs. Thus a gating procedure descriptor
GPD is utilized as the first word of the

segment containing procedure descriptors
and is utilized to determine whether the

caller has a right to access the segment via
the caller‘s maximum ring number CMRN
and whether or not the procedure
descri tor called is within the gating
proce urc descriptor‘s address boundary.
Once it is determined that there is a legal
call to the segment and the caller has a right
to enter the segment the address is obtained
from the address 5 lable AS 1104 of enter
instruction 110 and the re uircd
procedure descriptor 1110 (see also tgure
13) is accessed. The format of procedure
descriptor 1110 is shown on Figure 11b and
is comprised of two 32 bit words—word 0
and 1 respectively. Word 0 contains the
segmented address 1113 of the entry point
E? of the procedure desired. The
segmented address. as is the case with the
segmented address of any operand. is
comprised ofthe segment number SEC and
the segment relative address SRA. Word 0

of the procedure descriptor includes an
ent pomt ring number EPRN 1112 and a.
TA field 111]. The value of the TAG is
interpreted as follows:

a. if the TAG contains logical 00 the
procedure descriptor is direct:

b. if the TAG IS logienl 01 the procedure
descriptor is an extended descri tor and
includes word 1 making a to of two
words;

c. if the TAG is logical 10 the procedure
descriptor is indirect and an illegal
procedure descriptor exception occurs; and

d. if the TAG is logical 11 it is a fault
procedure descriptor and an exceptionoccurs.

Word I of the procedure descriptor is 32
bits long and is utilized when the TAG
indicates an extended descri tor and

contains the segmented address 0 a linkage
section whose contents are loaded in base

re ister BR 7 at procedure entry time.
el'crring to Figure 12 a portion of the

ENT instruction is shown and more

specifically that portion which pertains tot e ring crossing and ring checking
requirements. The ENT instruction is
called, 1201 and a comparison is made 1202
wherein the segmented part of the base
register BRn is compared to the segmented
part of the addrch of the T register. and if
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they are not equal an illegal stack base
register I208 is indicated. [I On the other

hand they are equal another comparison
l203 is made wherein the 30th bit including
the next two bits (i.e. bits 30 and SD of base
register, BRn is compared to 0 and if it is
not e ual to 0, then once again an illegal
stack ase register 1208 is indicated. [f it is

coated to 0 it indicates that the contents ofB n is aligned with respect to the word
boundary and another comparison 1204 is
performed to determine that the TAG of
BRn (i.e. the two bits starting from bit 0) is
equal to 0. A TAG having a logical 0
indicates information is accessed via a
direct descriptor which is one of the
requirements of the ENT instruction. If the
TAG (i.e. bits 0 and l of BRn) is equal to 0
then the functions stated in flow charts of

Figures l4 through 16 are performed (see
flow chart Figure [2' block IZOS). If these
meet the necessary requirements a further
check l206 is made to determine whether
the segment relative address of the entry
point which was given (SRAfi) is even,
because instructions start on a half-word
boundary. If it is not even then an illegal
branch address exception is enerated l209
however if it is legal the instruction is
executed [207 via. further steps not shown.

Referring now to the flow charts of the
access checking mechanism Figures
14—16. generally the following operations
are performed each time the instruction
ENTER PROCEDURE is issued:

a. the caller’s right to call the callee is
checked by first determining from the
second word of the segnent descriptor the
call bracket in which the caller is executing.
(The call bracket is determined by taking
the minimum ring number from the write
ring number field WR and the maximum
ring number from the maximum ring
number field MAXR).

b. a decision is made about the next
process ring number by determinin
whether the caller is in the same on

bracket as the callee, which implies don‘t
do anything; whether the caller rs in a call
bracket requiring that he make an outward
call in which case an exception condition is
generated which is handled by a. mechanism
not described herein; or finally whether the
caller is in a call bracket which requires an
inward call (i.e. going to a call bracket
which requires ring crossing from 'a
larger ring number to a smaller
ring number in which case the
ring crossing must be at a valid entry
point EP and the entry point must be
validated).

c. a stack frame is created for the callee
(i.e. space in the aforementioned format of
the appropriate segment is allocated), and

the stack frame and the stack frame
registers are updated;

d. a branch to the entry point of the
procedure pointed to by the procedure
descriptor Ls performed.

Referring now to Figure l4 the access
checking is. started I401 by obtaining the
address syllable AS containing the effective
address ring number EAR. the segment
number of the procedure descriptor SEC".
and the segment relative address of the
procedure descriptor SRA,,,. Having
deVeloped this information the procedure
descriptor IMO is fetched I403 from
(SEG , SRAm) ignoring access rights to
scratc pad memory. The procedure
descriptor lllO will yield the TAG which
determines whether the descriptor is direct.
extended. indirect. or a fault descriptor; the
entry point ring number EPRN: the
segment (SRAn) which contains the entry
point and the segment relative address
(SRA ) of the entry point. The TAG is
tester? I404 to determine whether the
descriptor “[0 is direct, extended. indirect
or a fault descriptor by checking its field in
accordance to the code hereinbefore
described. Only a direct or extended

rocedure descri or is legal. An indirect or
ault descriptor IS illegal and upon access

invokes an exception mechanism not herein
described. Once itisdetermined thatalegal
procedure descriptor has been accessed the

aggral call right checking begins at point Al 5.

Referring now to Figure 15 and
continuing from point A I405 the maximum
ring number MAXR. the write ring number
WR. and the execute permission bit EP of
the segment eontainin the entry points
SEGE, are fetched; ' information is
contained in the segment descriptor for the
segment containing the entry points
(SE09). The write ring number WR is
com ared to the maximum ring number
M R [503 and if the write ring number
WR is greater than the maximum ring
number MAXR the segment is
nonexecutable and an execute violation

exc tion l5|3 occurs. If the write ring
num er WR is less than or equal to the
maximum ring number MAXR then the
execute permission bit EP is com ed to
logical | and if the EP bit is not ogical I
then once again an execute violation.
exception |5l3 occurs; however if the EP
bit is equal to one the effective address ring
number EAR of the calling procedure is
maximized with EPRN to give a new
EAR;.—lMAX (EA R, EPRN)! where
EAR. is the maximum of PRN as found in
the instruction counter IQ and all ring
numbers in base registers and data

descriptors. if any. found in the path which
leads to the procedure descriptor. The
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eiTective address ring number EAR, is then
compared 1506 to the maximum ring
number MAXR of the MAXR segment
descriptor of SEO" which is the maximum
ring number at which a procedure may
execute. If EAR, is greater than MAXR the
procedure call is an inward call which

requires that the procedure be entered by a
valid entry point and the access checking
operation branch to point B 1507. The
following checking operations are then
performed:

a. the SEGH, is checked to determine if
it is a legal gate segment; and.

b. the caller's maximum ring number
CMRN is checked to determine if it is
greater than or equal to the effective
addressring number EAR of the caller.

If these conditions are not true then an

ill I gate segment exception 1603 or call
vio tion exception 1615 occurs.

Referring now to branch int B 1507 of
Figure 16 the first check 1 2 that is made
is to determine whether or not the
segment which contains the procedure
descriptors is a gate segment. This is done
by examining the Gatinngemaphore field
GS of the segment descriptor pointing to
the segment of procedure desc ' tors, to
determine if it is set to lo 'cal 10. {the GS

field of the segment escriptor of the
segment containing procedure descriptors
issetto 10itisthenagate segmentandthe
first word of the segment containing
procedure descriptors is a gated procedure
descriptor GPD 1120 of Figure 11C and
Figure 13. The first word 1120 of the
segment containing procedure descriptors
is then fetched from addres $136,". 0
ignoring access rights to scratch ad
memory. It will be noted that the TAG reld
of the first word 1120 of the ent
containing procedure descriptor EG
13(1) must be a logical 11 (Figure 13) Whig
indicates it is a fault descriptor. Moreover
the M32 field must be set to zero. These
conditions are checked by
hardware/firmware (arithmetic logic unit)
stop 1605 and if these conditions do not
hold an illegal gate segment exception 1603
results. However if these conditions do hold
a check 1606 is further made to determine
that the segment relative address of the
procedure descriptor SRAm 1110 is a
multiple of 8. If the condition of step 1606
does not hold an illegal system object
address exception 1613 results otherwise
the next ste 1607 is performed. Step 1607
checks to ctermine whether or not the

segment relative address of the procedure
descriptor SRA,” is within the address
boundary GPDAB 1124 of the gated
procedure descriptor l 120; if it is not within
that address boundary it is an illegal
procedure descriptor and an illegal GPD

Petitioner Apple Inc. - Exhibit 1006, p. 2121

gated procedure descriptor access
exception 1614 occurs. However if it is
within the addrem boundary of the gated
procedure descriptor (i.e. SM is less
than GPDAB) then the caller‘s rig t to call
the callee is checked 1608. This is

performed by comparing the effective
addras ring number EA to the caller’s
maximum ring number MRN 1122 as
found in the first word 1120 of the segment
of procedure descriptors 1300. If EAR, in
greater than the caller‘s CMRN a call
violation exception 1615 occurs which
indicates that the caller in this particular
instance has no right to legally call inward
i.e. from a higher ring number to a lower
ring number. 0n the other hand if EAR, is
equal or less than CM RN. then the inward
call is legal and a check is made 1609 to
determine that the process ring number
PRN which is the current process ring
number found in the instruction counter 1C
just before the call was made is less than the
maximum ring number MAXR of 85G";
and if it is the accessing mechanism
branches to point C 1508. otherwise a new
process ring number NPRN is calculated
and set to a maximum ring number MAXR
1611. Generally the effective address ring
number EAR, is the same as the process
ring number PRN of the caller. Sometimes
however, in cases where it is necessary to
giVe maximrnn assurance that the caller will
not be denied access to a given segment the
EAR, is greater than the PRN. In those
eases 1 RN is forced to take the value of
EAR, in order to make sure that the call is
returned to the maximum ring number
uponanexit'l'othispointitwillbcuoted
that this checking mechanism was invoked
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because the EAR, was greater than the ‘
MAXR hence greater than the top of the
call bracket of the procedure and hence an
inward call was necessary which
necessitated going through a valid gate. and
the mechanism included these gating
checks. By branchin back to C 1508
(Figure 15) afurtherc eck 1509 is madeto
determine then that the process ring
number PRN is greater than the write ring
number WR of SEGI, which in this context
is the minimum ring number at which a
procedure may execute. If the write ring
number WR is greater than the rocess ring
number PRN an outward cal exception
1514 occurs. However if WR is less than or
equal to PRN the call is legal and NPRN is
set to PRN 1510.

Having made the above checks the
inward call is made. and after performance
of the desired operation a return back to
the original point of the program in
execution is made by the EXIT
INSTRUCTION. During the ENTER
INSTRUCTION the instruction counter IC
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was saved in the saving area of the caller's
stack frame before making the call.
Moreover the caller's ring number was also
saved during the ENTER INSTRUCTION

S and this was saved in base register 0 BRO.
The format of the EXIT INSTRUCTION

1130 is shown on Figure 11D. The
operation code DP 1131 is found in bit
positions 0—7 and the complementary code

10 C 1133 is found in bit positions 12—15. The
complementary code allows other
instructions to use the same 8 bit op code.
The MBZ field 1132 in hit positions 8——ll
must be 0 otherwise an illegal format field

15 exception occurs. (1! R0 is generally a
pointer to the communications area of the
caller‘s stack frame).

_ In performing the EXIT INSTRUCTION
rt is necessary to- perform predetermined

20 checks in order to ascertain that the caller
didn‘t change his image which would
permit him too rateaadifferent rivilege
than was inten ed. Referring to rgure 17

the first check performed 1701 is to25 determine if the AG of the instruction
counter content (ICC) indicates a direct
descriptor. A logical (I) in the TAG field
indicates that it is direct if it is not an illegal
stack data exception 1702 occurs. whereas

30 ifitisequaltoOtheringficldinthe
instruction counter content ICC is set to
the new process ring number NPRN 1703.
This sets the new proces ring number
NPRN to what it used to be when the call

35 was first made. However further checks are
made in order to ascertain that there was no
further cheating. Hence the base register 0
ring number located at bit position 2 and
extending for 2 bit positions from and

40 including bit position 2' must be ual to the
new recess rin number NPR 1704. (It
will recall that when the ENTER
INSTRUCTION was called the ring
number of the caller before the call was

45 made was stored in bits 2 and 3 of base
register 0 (BRO). [i check 1704 indie-nee that
the new process ring number NPRN is not

equal to the ring number in bit positions 2
and 3 of the base register 0 (B R0) an illegal
stack data exception 1702 occurs. The next 50
check 1705 determines whether an inward
or an outward return must be performed.
Since an inward call was previously
performed an outward return is implied in
order to reach the original pornt from 55
which the procedure was called. Moreover
since the invention does not permit an
outward call there is never a necessity to
return inward. Hence the new process ring
number NPRN is compared to the process so
ring number PRN 1705, and ifNPRN is less
than PRN an inward return is implied and
an inward return exce tion 1706 is
generated. However if chec 1705 is passed
successfully (i.e. NPRN is greater or equal 55
to I’RN) then acheck is made to determine
that a remrn is made to the segmented
address SEGr that called the procedure and
a return to the call bracket of the calling
procedure is made and moreover that the 70
execute bit EP is set. This is performed by
fetchi the segment descriptor SEGr of
the ' procedure 1707 and making
checks 1 O9. 1711. 1712. In rform' ~

checks 1709. 1711, I712. chec I709 75
I711 determine that the new ocess ring
numberNPRNis eaterthan eminimum
ring number R but less than the
maximum ring number MAXR (Le. that the
ri numberisintheenllbracketofthe so
cal ' g procedure where it should be).
finally check 1712 makes sure that the
execute permission bit 51’ is set to 1. Thus a
full cycle is concluded a call was performed ~
via an ENTER INSTRUCTION; the gs
required Operation or processing was
performed Via: the called me; then a
return via an EXIT INSTRUCTION to the
calling procedure was performed.

Having shown and described the 90
preferred embodiment of the invention.
those skilled in the art will realize that many
variations of modifications can be made to
produce the described invention and still be '

within the scope of the claimed invention. 95

Glossary of Terms
JOB—The job is the major unit of work for the batch user. It is the vehicle for

describing, scheduling. and accounting for work he wants done.
JOB STEP—A smaller unit of batch work. It is generall one step in the execution

of a job consisting of processing that logical y belongs together.TASK—The smallest unit of user-defined work. No user-visib e concurrency of
ration is permitted within a task.

PROGRA —A set of algorithms written by a programmer to furnish the
procedural information necessary to do a Job or a part of a job.

PROCESS GROUP FLEX—The system’s internal representation of a specific
execution of a job. .

PROCESS GROUP—A related set of processes,
erforrnance of a single job step.

PROC S—The controlled execution of instructions without concurrency. Its
physical representation and control are determined by internal system
design or convention.

100

105

usually those necessary for

110
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Glossary of Terms (cont)
PROCEDURE—A named software function or algorithm whichIs executable by

a computational processor without concurrency. Its physical
representation (code plus associated information, invocation. and use

5 are determined by internal system or designed convention).LOGICAL PROCESS—The collection of hardware resources and control

information necessfifor the execution of a rocess.ADDRESS SPACE (SEGM ATlON)—The set of 09cal addresses that the
CPU is permitted to transform into absolute addresses duringa

10 particularpprocess. Aith a processor has the technical ability of
addressin every single of timing memory, it is desirable to restrict
access on y to those cells that are used during the process associated with
the p.rocessor

LOGICAL ADDRESS—An element of the Eocess addrem space such as for15 exam le segment number 886 and isplacement D.
BASIC ADD ESS DEVELOPMENT—A hardware procedure which operatcs

on a number of address elements tocomputepan absolute addres13cwhich
is used to refer to a b locationin core.

PROCESS CONTROL BLOC —-A process control block PCB. is associated
20 with each process and contains pertinent information about its

associated rocess. including the absolute address of tables defining the
segment t les the process may access.

J. P TABLES—A collectionoflogrcal addresses for locating a process control
block associated with a proces.

 

15 SEGH,~The segmeout which contains the procedure descriptor.

5503—51“: segment which contains the entry point. as foundin the procedureescriptor.
PRN—The process rin number, foundm the instruction counter IC just before

thcpcall or c culated by the ENTSR instruction.
3o EAR—The effective address ringynumber whidts the maximum of:

(a) the processrmgrmgnunrbcr PRN as foundin the [Czor

fb) allnng numbers in the base register and data descriptors (if any)ound inthe path which leads to the procedure «scrim from the callinstruction, including the entry point ring number EP located in the
35 procedure descriptor itself.

MAXR—The maximum ring number at which a rooedurc may execute; MAXR
is found in the segment descriptor of n.

WR—Jl‘he minimum ring number at which a procedure may execute; WR is found
in the segment descriptor of SEC...

40 EP—Execution permit bit foundin the tdescriptor of SE6“.
CMRN—‘I‘hc caller'5 maximum ring nun: ,as found1n the fast wad of thesegment SE6“, if this segment is identified as a gate segment (Le. with

the code “gate" set).
NPRN—New process ring number.

45 EPRN—Entry point ring number (found in the process procedure descriptor).

Addendum

Signal Name Type Function
(1) WSCLR Control Clears register to which it is connected.
(2) PDARG Control Clock Signal PDA.

50 (J) PDURGlT Connecting Pin connected to FDA at one end and
resistor at the other.

(4) UWOBK Connecting Expands inputs to UW register.
(5) UWHOL Control Holds information1n register to which it isconnected.

55 (6) UWlBK Control Same as UWOBK but is connected to

different input terminal of UW register.
(7) UWOOlDO Reset terminal of one flip-flop of register

UW

(8) UWOOOIO Set terminal of flip-flop of register UW.
60 (9) UWOOIOO , Same as 7+8 but different flip-flop.

UWOOllO

(10) UVSPS Control Spare Control Input.
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Addendum (conL)

Signal Name Type Function

(l l) UVSPD Data Spare Data Input. _
(12) UVOBK Expander Same as UWOBK and UWIBK, but It

connects different registers and es.

(13) UVOOOOO Same as UWOOOIX), UWOOOIQ, U 00100.
UVOOOIO UWOOI [0, but applies to flip-flop UV.UVOOIOO

UVOOllO ~ '
(l4) UWVIS Control Control input for UWVlF.
(15) uwvu) Data Data input for UWVIF.
(l6) UWVZF F/F Write control flip-Ho .
(17) UWVIS Control Control unit for UW IF, UWVZF.

UWVZS
(18) UWVID Data Data in ut for UWVIF.
(l9) UWVlI-I Control Hold IF flip-flop.
(20) UWVIC Control Clear UWVIF.
(21) UWVZC Control Clear UWVZF.
(22) URNIS Control, Control inputs for URNIF. URNZF.

URNZS . ~ ‘
(23) URNID Data Data Input for URNIF.

(24) URNSW Central TmlflilstftflrlgRNl F to URNZF and URNZF to
(25) URNZF F/F Control loading max (UP. UBSZ. 3 to UM).
(26) URNIH Control Hold URNIF flip-flop.

(27; URNZC Control Clear URNZF.(28 URWlS Control Control inputs for URVIF, URV2F.
URWZS ,

(29) URWID Data Data Input for URVIF.
(3‘0) URVZF F/F Read control flop.
(31) XNU Indicates terminal not used herein.
(32) X00 Grounded Input.

WHAT WE CLAIM IS:—

1. An intcrnallygrogrammed dataprocessing apparatus PU having a virtual
memory system, and being responsive to
internally stored instruction words for
processing information and having stored in
said virtual memory system a plurality of
different types of groups of information
each information group-type associated
with an address space bounded by a
segment having adjustable bounds, and
comprising means for protecting the
information in said-virtual memory system
from unauthorized users by restricting
accessability to the information in
accordance to levels of privilege, said
means com rising in combination with an
acces chec ing mechanism;

(a) first means arranged in operation to
store in said virtual memory system at least
one segment table comprising a lurality of
segment descriptors with encg se ent
descriptor being associated With a
predetermined one of said segments and
each segment descriptor having a
predetermined format containing an access
information element and a base addrefi
element in predetermined positiom of said
format. said base address element being
used for locating in said virtual memory
system the starting location of a selected

one of said segments, and said access
information element for specifying the
minimum level of privilege required for a
predetermined type of access that is
permitted in a selected one of said

ems;

5b) a plurality of second means having a
predetermined format, communicating
with said first means. arranged to store in a
predetermined portion of said second
means, a segment number SEG for
identifying a segment table and the location

' of a segment descriptor within said segment
table. said second means also being
arranged to store in a predetermined other
portion of said second means, an offset
address within the segment identified by
said segment descriptor said offset address

‘locating from said segment base the first
byte of a word within said segment;

(c) third means responsive to an address
syllable element of an instruction being
executed for addressing one of said
plurality of second means;

(d) fourth means arranged to store a
displacement from said address syllable.

(e) fifth means. communicating with said
first, second. third and fourth means.
arranged to add the displacement D and
said base address to said offset; and,

(f) sixth means responswe to said access
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information element in a selected one of
said segment descriptors. restrictin the
accessability to the segment associate with
said selected one of said segment
descriptors in accordance to the level of
privilege and the type of access specified in
said access information element. wherein
each group-type of information is
associated with a predetermined ring
number indicative of a level of privile e
said level of privilege decreasing as t e
associated ring number increases
comprising means for determining the
maximum effective address ring number
EAR (i.e. minimum level of privilege) of a
selected process to access a selected group
of information. said means comprising;

(a) first means to store first information
indicating the maximum ring number RD
(i.e. minimum level of privilege) required to
read information from said selected group;

(b) second means to store second
information indicating the maximum ring
number WR (Le. minimum level of
privilege) uired to write information into
said select group;

(c) third means to store third
information indicating the maximum ring
number MAXR (Le. minimum level of
privilege) required to process information
from said selected group; and,

(d) fourth means communicating with
said first. second and third means. to
determine the maximum of the contents of

said first. second and third means whereby
the effective address ring number EAR is
generated.

2. Apparatus according to claim 1,
wherein said second means for storing the
maximum ring number WR additional]
indicates the minimum ring number W
(Le. maximum level of privilege) uired
to process information from said se ected
group.

3. A paratus according to claim 1 or
claim wherein said fourth means to

generate the effective address ring number
comprises a comparator for comparing
binary numbers.

4. Apparatus according to any one of
claims I to 3 wherein the sixth means

restricting the accessibility to the segment
includes comparator means,
communicating with said second means. to
compare the effective address ring number
EAR with the write ring number WR, and
further including means communicating
with said comparator means to generate a

write-violation-exceiption signal when EARis rcarer than W .

. Apparatus according to claim 4.
wherein the sixth means restricting the
accesibility to the segment includes seventh
means, communicating with said second
and third means thereof to,compare the

Petitioner Apple Inc. - Exhibit 1006, p. 2125

maximum ring number MAXR and the
write ring number WR with the effective
address ring number EAR, and further
includin eighth means. communicating
with sai seventh means for generating an
execute-violation—excemion Signal" When the
MAXR is not equal or greater than EAR
which in turn is not equal or greater than
WK.

6. Apparatus according to claim 5.
wherein m that the sixth means restricting
the accessflaility to the segment includes
ninth means. communicating with said first
means, for com aring the effective address
ring number AR with the read ring
number RD. and further including
tenth means. communicating with said
ninth means. to generate a read-violation—

exsption signal when EAR is greater thanR .

1. Apparatus according to claim 6.
wherein in that the sixth means restricting
the accessibility to the segment includes
eleventh means to store a recess ring
number PRN of a currentgv executing
process. and also including twelfth means
to communicate with said eleventh means.
and further including thirteenth means
communicating said said twelfth means for
overriding said read-violation-exception
signal when the effective address ring
number EAR is equal to the proces ring
number PRN of the currently executing
process. .

8. Apparatus according to any one of the
preceding claims wherein the access
checking mechanism supervises transfer of
control of said CPU from a first selected

procedure (Le. caller) having a first ring
number indicative of a minimum level of
privilege associated with said caller. to a
second selected procedure (Le. the callee)
having a second ring number associated
with said callee indicative of a minimum

level of privilege associated with said
callee. said access checking mechanism
comprising

(a) first means for checking the caller‘s
right to call the callee;

(b) second means, communicating with

said first means, to compare the caller’s
ring number to the callee 5 ring number;

(c) third means responsive to said second
means to permit a transfer of control of said
CPU from said caller to said callee when
the ring number of the caller is greater than

[hit ring number of callee (i.e. inward call);-an .

(d) fourth means also responsive
to said second means to deny a
transfer of control of said CPU
from said caller to said callee when
the ring number of said caller is less than
the ring number of the callee (i.e. outward
call).
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9. Apparatus according to claim 8,
wherein the access checking mechanism

includes a plurality of ring stack-segment
means eac of said ring stackvsegment
means having associated with it a ring
stack-segment number. indicative of the
minimum level of privilege required by a
selected one ofsaid procedures to access a
selected one of said ring stack segments.

to. Apparatus according to claim 9
wherein there are four ring stack segment
means having ring numbers 0 to 3
respectively.

ll. Apparatus according to claim 9 or
claim It) wherein the access checking
mechanism includes stack-framc-element
means associated with selected ones of said
procedures, said stack-frame-element
means being grouped within said ring stack-
segmcnt means in accordance with the ring
number of the associated procedure of said

stack-frame-element means, said stack
frame element means to save said register
of said caller prior to passing control to saidcallee.

l2. Apparatus according to claim ll,
wherein the access checking mechanism
includes first sub-element means,
responsive to said first, second. third and
fourth means. for communicating between
a selected one of said stack—fmmemeans in
a first ring stack-segment bein associated
with one ring number, and a se acted other

of said stack-frame-means in a second ring
stack-segment associated with another ringnumber.
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The present invention relates to a method for protecting against

5 the unauthorized use of a software application in a computer network
environment.

2WD

A computer network is typically an interconnection of machines or

to agents over finks or cables. The open access diaracteristics of a computer

network presents opportunities for the unauthorized copying of software. thus

erocfing the licensing revenue potential of software developers. Traditionally.

either the entire network must be licensed (commonly referred to as a site

license). or each node where the software is run must be licensed (commonly

15 referred to as a node license). A node refers to a single machine. agent or

system in a computer network A Ecense is an authorization given by a

software developer to a customer to use a software application in a specific
manner.

20 A site license lets all users at a designated location or network

use the software appfication, regardless of their position on the network. This

flat-fee approach is an overkill for a low usage software application. A node

Ecense not only lies a software application to a particular machine in a

network. but also is not cost effective for the infrequent use of a software

25 appflcaticn. See. for example. US. Patent No. 4.688.169. Furthermore. if new

users of licensed nodes wish to use the software appication. they are often

required to purchase additional licenses

An alternative to a site Ecense or a node license is the concept of

30 a concurrent usage license. A concurrent usage license restricts the number

of users allowed to use a software application at any given time. regardless of

their location on the network. Just as renters check out available copies of a

.1.
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movie video from a video rental store. users on a network check out a software

application from an agent on e first-come-tirst-serve basis. Thus. a concurrent

usage license charges a tee tor the use at a software application proportional

to its actual use.

Methods to license a software eppficetion for concurrent use in a

network environment are currerrtiy ottered by Highland Software. Inc. and

Apollo Computer. Inc. See. M. Olson and P. Levine. 'Concurrent Awess

Licensing'. Unix Review. September_1988. VoL 6.'No. 9. In general. the

license for a sottware application is stored in a database controlled by a

license server. A license server is a program that not only stores the license.

but also verifies the users credentials before checking out the license to the

authenticated user. To protect against the authorized use. these methods to

license concurrent usage rely on secured communications such as

public/private key encryption. Under pubficlprtvate key encryption. each user

of the system has two keys. one at which is generally known to the public. and

the other which is private. The private transformation using the private key is

related to the public one using the public key but the prim key cannot be

computationally determined trorn the pubflc key. See Denning. D..

Cryptography and Data Sewrity. Addison-Wesley. 1982. The encryption key

is hidden in the license server to encrypt the database of Ecenses. Well

designed public/private key encryption schemes are mtticutt to crack.

especially it the license server is located in a trusted environment. A trusted

environment is one whose access ls firnited to users having the proper

credentials. However. a license sewer is more likely to be heated at a

customer's site and hence in an hostile environment. it toliows that the icense

server is vulnerable to sophisfimted intruders. Once the private key is

decrypted. all sensitive information on the license server such as licenses are

compromised.
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It is therefore an object at the present Invention to provide a more secure

method to protect against the unauthorized use of software In a concurrent use

ticensing environment.
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The present invention provides to the sottware application the

verification and license check out functions which are normally performed by a

license server. The preferred embodiment of the present invention comprises a

ccinputer network inducing a plurality of agents running at least one license

sewer and at least one software application. The Ecense server controls a

database of an agent containing the license information for the software

application. The license information is contained in a license token. and is

stored in the database controlled by the license server. The license token is a

special bit pattern or packet which is encrypted by the software vendor of the

application software. The software application communicates with the license

server through a licensing library. The licensing fibrary is a collection of library

routines that the software application invokes to request or renew a license

from the license server. Before a software application obtains a license. the

license token must be decoded by a license access module. The license

access rmduie. which is Inked with the software application and the licensing

library is a program that decodes the license token from a vendor specific

format to a flcensing library format.

‘When an user wishes to run a software application. the licensing library V _ ~

invokes a all to request a Ecense token from the icense server. in contrast to

the prior art where the Ecense server either grants or denies the request after

verifying the user‘s credentials. the license server in the preferred embodiment

of the present invention finds the correct Ecense token for the software

application and transmits the license token to the licensing Ibrary. The license

access Mia attached to the licensing library decodes the icensing token.

Routines in the licensing library coupled to the software application verify the

license information before checking out the license and updating the license

token. The license access module encodes the updated license token before

returning it to the licensevserver.
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Because the verification and check out function of a license token are

performed by a software application. the software application rather than the

license server becomes the point of attack by unauthorized users. Reverse

engineering the license access module is less rewarding than attacking the

Ecense server because the license access module reveals the contents ot a

traction of a database of licenses. By the time most attackers crack the license

access module. the software vendors would most Ekely introduce newer

versions of the software appfimtlon and new license access modules tor them.

Thus the present invention provides a more secure method tor protecting

against the unauthorized use of a software application in a computer network '

environment without modifying the underlying computer network
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Figure 1 illustrates a network environment employing the present

invention.

Figure 2 describes the architecture of a network licensing scheme

employing the preferred embodiment of the present invention.

Figure 3 describes the Installation of a license token in the preferred

embodiment ot the present invention.

Figure 4a illustrates the use of a license token to request a license trom

a license server in the preferred embodiment of the present invention.

Figure 4b Illustrates the use of a fioense token to renew a license item

a license server in the preferred embodiment ot the present invention.

Figure 4c illustrates the use ot a license token to release 3 Scenes trom

a license server in the preterred embodiment of the present Invention
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The detailed description that toilows is presented largely in terms cl

algorithms and symbolic representations 01 operations on data bits and data

structures within a computer memory. These algorithmic descriptions and

representations are the means used by those skilled in the data processing arts

to most eflectively convey the substance ol their work to others skilled in the
an.

An algorithm is here. and generally. conmived to be a sell-consistent

sequence at steps learfing to a desired result. These steps are those requiring

physical manipulation at physical quantities. Usually. though not necessarily.

these quantities take the term of electrical or magnetic signals capable at being

stored. transferred. combined. compared. and othenrvise manipulated. it proves

ccnvenient at times. principally tor reasons of common usage. to refer to these

signals as bit patterns. values. elements. symbols. characters. data packages.

or the like. it should be borne in mind. however. that all of these and‘sirnilar

tenns are to be associated with the appropriate physical quantities and are

merely convenient labels applied to these quantities.

Further. the manipulations pertormed are otten referred to in terms. such

as adding or comparing. that are commonly associated with mental operations

pertormed by a human operator. 'No such capability at a human operator is

necessary. ordesirabte in most cases. in any of the operations described

herein that loan part at the present invention: the operations are machine

operations Useful machines for performing the operations at the present

invention include general purpose digital computers or other similar devices. in

8! cases there should be borne in mind the distinction between the method of

operations in operating a computer and the method at computation itself. The

present invention relates to method steps for operating a computer in

processing electrical or other (e.g. mechanical. chemical) physical signals to

generate other desired physical signals.

.7-
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The present invention also relates to an apparatus lor performing these

operations. This apparatus may be specially constructed tor the required

purposes. or it may comprise a general purpose computer as selectively

activated or reconfigured by a computer program stand in the computer. The

algorithms presented herein are not inherently related to any particular

computer or other apparatus. In particular. various general purpose machines

may be used with programs written in awordance with the teachings herein, or

it may prove more convenient to construct a more specialized apparatus to

perform the required method steps. The required structure for a variety at these

machines will appear from the description given below.
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database of licensed software programs. Subsequent sections discuss the

details of a method lor protecting against the unauthorized use oi a software
application.

WW

Referring to Figure 1. computer network environment comprises a

plurality of data processing devices identified generally by namerals 10

through 10“ (illustrated as 10.10' and ton). These data processing devices
may include terminals. personal computers. workstations. minioomputer,

mainframes and even supercomputers. For the purposes of this Specification.

all data processing devices which are coupled to the present lnvention‘s

network are collectively reierred to as 'agents'. it should be understood that

the agents may be manulactuled by different vendors and may also use

different operating systems such as MS-DOS. UNIX. 08/2. MAC OS and

others. Particular examples of suitable agents include madtlnes manufactured

by Sun Microsystems, lnc.. Mountain View. Calif. Each of the agents has an

. input device such as a keyboard 11. 11' and 11n era mouse 12. 12' and

12". As shown. agents 10 through 10" fillustrated as 10. 10' and 10") are

interconnected for data transfer to one another by a common cable 13. it will be

13 and agents 10 through 10" (illustrated as 10. 10' and ion) may assume a

variety ol topologies. such as ring, star. bus. and may also include a collection

of smaller networks linked by gateways or bridges.
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Referring again to Figure 1 is a Ecense service 14. The license

service 14 is a resource shared by every agent connected to the network In

the preferred embodiment of the present invention. the Scenes service 14

comprises license sewers 15 through 15'“ (illustrated as 15, 15' and15'")

and databases 17 through 17"I (illustrated as 17. 17' and 17'“). where m is

less than or equal to n. A license server is a programthat mns on an agent with

a memory storage capability. Each license server 15 (illustrated as 15. 15'

and 15m) communicates with a database 17 stored in memory on the agent

over an interface 15 (illustrated as 16.16‘ and 16'“). As win be described in

detail below. the database 17 stores ficensing inionnation for various software

applications which are purchased and authorized to run in the computer

network environment. The license server is not limited to run on a specific

agent. but can operate on any agent including the agent on which the user is to

operate the appfication. Thus. any agent connected to the network may

function as a ficense sewer as well as a device on which a user may operate

application software. As will be described below. the icense server does not

perform verification of licenses of application software: rather the license server

is passive and provides storing. locking. logging. and crash recovering

function for the appfication software.

Figure 2 illustrates the architecture'of a network licensing scheme of”.

the present invention. The architecture comprises a database 18. database I
interface 19. Icense server 20. licensing Ebrary 24. License mess module

27. Ecense administration tool 21. Bcense service binder 29. and license

production tool 34.

The database 18 stores Ecensing information and application usage

data. Preferably the database 18 comprises a plurality of records which

contain the following information:

.10-
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Qatabaaafilemem Dasacintion

Unique Key Table Keys tor all other tables

Vendor Table Vendor‘s ID and name

Product Table . Pmduct number and name

Version Table Version number and date

License Table License #.,exp date. total units

License Token Table Stores encoded license token

Unit Group Table A group's allocation of license

Group List Table Name of the group

Allowed Users Table Credentials of allowed users

Current Ucense Use Table Applications using a license

Lock Table Locked records in database

Authorized administrator Table Login names of administrators

Ucense Operation Log Table Administrator's log information

License Usage Log Table Request handle plus Client Log

Ucense Queue Log Table License wait queue

Application Message Log Table Application specific messages

A database intertace 19 provides communication between the Ecense

server 20 and the database 18 in order to prevent concurrent access to the

same database record by multiple users which can cause the data in the

record to become corrupted. Thus. only the owner of the iodr can read from

and write to the locked record during the usage of the application.

The license sewer 20 operates on an agent and interfaces the database

18 to Ecense administration tool 21. licensing library 24 and license service

binder 29. The license server 20 oommunbates with the license

administration tool 21. licensing library 24 and icense service binder 29 via

an interface 23. Preferably the interface 23 is a remote procedure call

.11.
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mechanism which permits a process operating on one device or agent

connected to the network to request a resource or service heal a remote device

or agent connected to the network. See A Binell and B. Nelson. 'lmpiernentlng

Remote Procedure Calls.‘ ACM Transaction on Computer Systems. February

1984. Vol. 2. No. 1.

Multiple Ecense sewers may reside on mlfiple agents. Preferably the

license server 20 operates in a background mode of the agent such that its

operation is transparent to a user ofthat agent. More partiwlarly. as will be

described below. the license server 20 provides the foflowlng functions: 1)

servicing the requests from the licensing Ebrary 24 for icense token: (2) I

maintaining a wait queue for requests to the database 18 when no licensing

units are available: (3) generating locks for exclusive access to database

18: and (4) providing amass to information In the database 18.

The licensing library24isssetotmraryroutineswhichenablethe

application 26 to request licensing service item the Ecense server20. Upon

receiving the request for service trom the Icensing library 24. the license

server 20 retrieves a Bcense token from the database 18 and transmits it to the

ucensing library 24. The licensing library 24 is linked with the application 28

and communicates with the license server 20 over a path 28 with. preferably,

a remote procedure call mechanism 23. Among the major library cells in the

icensing Ebrary 24 is the eppfrmdion‘s request for s Ecense from the license

serverzo. Othertmportant Ebrarycafls lnctrdethe mquestto renewandto

mleaseeficense.TheuseolmeflcensewkentoeocompEshmerequestlor

the various ficeneing service will bedescnbed in detail below.

1heicenseeocessmod1fle(LAM)21$premdbythesoftware

vendor24todecodetherrcensetoken. Ornedecodedtheapplicetionzsvia

routines in the licensing fibrary verifies the ficensing information in the license

token and determines whether a ficense may be checked out. The [AM 27

.12-
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also encodes the license token before the application returns it to the database

18 via license server 20. The license awess module 27 is described in

further detail below.

The Ecense administration tool 21 is utilized by the network administrator

to periorrn administrative functions relevant to the concurrent usage of a

software application. The ucense administration tool 21 may run on any agent

connected to the computer network. The ficense administration tool 21 is

primarily used to install the license token into the database 18 through the

license server 20. The functionality of the license administration tool 21

includes: (1) starting or terminating a license sewer. (2) accessing a database

controlled by a license sewer; and (3) generating and printing reports on

license usage.

. The application 26 may not mess the database 18 directly; rather. the
request tor a license is made through the icensing library 24 to the license

server 20 over a path 28. Most network lcensing schemes employ secured .

communication between the licensing library 24 and the license server 20. in

contrast. the present invention uses the icense mess module (LAM) 27 the

license library 24 and a plurality of license tokens to protect against the

unauthorized use 01 software application in a computer network

Reterring once again to Figure 2. a icense service binder 29 is shown

coupled to the license sewer 20 over a path 30. The Ecense service binder

29 is Invoked by means known In the art, such as a networir service program.

The license service binder 29 locates all agents that are designated as sewers

on the network. and keeps track of which sewer is servicing which eppEcetion.

The Ecense service binder 29 contacts each server on its table of available

servers and requests a list of products it serves. Finally the license service

binder 29'writes the contents of the table of available license sewers and the

fist of products into a hinting tile 32 over a path 31. in Figure 2. the binding

tile 32 is coupled to the licensing library 24 over a path 33. The application 26

. 13 .
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queries the binding tile 32 to see which license server can service its request

for a license.

A Ecense production tool 34 is used by the sottware vendor to create a

icense token tor transmittal to the network administrator. Receiving the license

token. the network administrator installs it with the license administration tool 21

into the database 18 through license server 20.

Walden

Referring to Figure 3. the creation of a license token in a computer _

network employing the preterred embodiment of the present invention will be

described. A computer network 38 is shown coupled with a ficense

administration toot 39 and a single license server 44. The Ecense server 44

communicates with a database 45. Applications 41. 42. and 43 are shown

requesting licensing service trom the Ecense server 44. When a customer

purchases a license lor an application. such as a CADICAM program for its »
research and development department. the software vendor creates a icense

token with a license production tool. and delivers the icense token to the

customer's network administrator. A license token is a special bit pattern or

packet representing a license to use a software application. The network
administrator installs the license token 46 into the database oi the Ecense

server using the ficense administration tool 39. Unlike the token used in a

token ring which is passed from agent to agent. a license token in the preterred

embodiment ot the present invention ls passed only between a license server

and a ioensing library tor a predetermined amount at time. The predetermined

amount at time corresponds to the time the Bcense token is checked out ot the

license server. Ounentiy. the house token ls checked outto an application tor

no morethanten seconds.endthe licensetokenisretumedasquicidyas

possible to the issuing Ecense server. The icense token 46 contains

information encrypted in the vendor‘s format such as .vendor identification.

product and version numbers as well as the number at license units purchased

.14.
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tor the license token. A icense unit corresponds to the license weighting tor an

agent connected to the computer network. For example. powertul workstations

could require more ficense units to use a software application than an average

personal computer.

The software vendor produces a license token using a license

production tool 40. A path 47 illustrates how a license taken 46' makes its

way to a license administration tool 39 at the customer‘s site. There. the

system administrator Installs the icense token 48' as icense token 46 imo the

license database 45 ot the license server 44. A path 48 inmates the trenster

ot the rioense token 46' from the license administration tool 39 to the license

server 44 and into the database 45 as icense token 46. The license server

44 is now ready to entertain requests from applications 41. 42. and 43 tor a

license to use the application oorrespondng to token 46 as we! as other

applications represented in its datdtase 45.

ltshouldbeunderstoodthat ewhnetworkmayhaveapkrrafityot

license servers and each license server may have in its database a plurality ot

license tokens tor a variety of software apphcations. Reterring again to Flgure

3. it apflrcation A 41 requests and checks out the license taken 46 tor less

than ten seconds. applications 8 and C 42. 43 would be unable to check out

.thelioensetokenesittheirrequestswereameduringthesametime

application 41 ls checking out a license lrom the Iconse taken 46 because at

the locking mechanism provided by database interface 19. This. to achieve

concurrent license usage in network 38. it is preterred that the network

' administrator installs more than one Bcense server. To midntize the task of
recovering from license server crashes. it Is use preferred that the system

administrator spreads the loense units tor any one application among a .

plurality of strategicaliy located license servers. For instance. it a network has

tour Eoense sewers. the network administrator may want to allocate the twenty

license units for a particular popular application among tour license tokens with

.15.
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tive license units lor each Gcense token. In the event one license server

crashes or the Scenes token ls chedred out. the char three license servers

may provide licensing senrioe to other applications.

5 Figure 4a illustrates the use oi a Icense token to request for a fioense.

As shown. a network 50 is provided. and is coupled to Applications 52. 54

and 58 respectively. AppEcetion 58 succeeded in mquesting a license token

irom the license server 58 in step 59. The license token is transmitted to

application 56 in step so. When done. Application 55 returns the license

10 token to the lcense server 58 in step 61. Aside from the license request

function perlormed with the license token as shown in Figure 4a. the license

token is also used in other critical stages otthe fioersing process. For

example, an user may wish to run an eppiimtion beyond the initial allocated

time. As shown in Figure 4b. Application 68 makes a bense renewal

15 request 71 from the ficense server 70 with icense token 72. Similarly, in

Figure 4: the user makes a license release request 83 when the Wan

no longerneedsthe soense units. Assuch.the userupdatcsthe icensetoken

84 byretuming theupdeted iicensetokentothe iceme server82instepss.

20 W

In Figure 2. a Eoense access module (LAM) 27 is linked with the

applimtion 25 and the licensing library 24 to loan the exewtable code that

software vendors ship to the mistomers. The Scenes access module 27

demdmendencodestheencryptedbensetokenositlsbeing passed

25 betweenthe licenseserverendthe licensing W24. Thusthe Ieveiot

securityoianappMiontromunauthoriwdmedependsheevliyupon how

secure the license access mis.

Conventional network Ecensing schemes use publiclprivete key .

30 encryption to encode sensitive information. Such a scheme is effective it the

license server is in a trusted environment. However. the customer has the

.15.
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same access to any agent in a network. lriclming the license sewer. The

securityoilhelicensingschemecenbecompromisedbyauserwhodecrypts

the Scenes server’s private key. Once the unauthorized user deten'nlnes the

server's private key. he can decrypt all sensitive Information on the license

5 server. Shouldaflfloense serversusethesamekeymslshquentlydone.

then all the security of the appfioetions served by all the license servers will be

compromised.

The license access module 27 first translates e ficense token trom a

10 vendorspedlictonnattoalonnatusablebythe icensing ibraryze. The

Icense awess module wcornplishes the translation in two modules. One

modubtransiatesordecodesaiicensetokenhomavendorspedficiormattoa I

licensing ibrary tunnel. The second module translates or encodes the updated

Icense token item the licensing Ebrary format to the vendor specific tormet.

15 The second module is invoked anytime the licensing lbrary updates the

information in a Ecense token.

Upon melving the ficense token in the licensing library format. the

Ecensing Diary invokes routines which verily the correctness of the license by

20 reviewing the following license information stored in the token: (1) flag. (2)

maintenance contmct date. (3) host name Md domain. (4) product name. (5)

heel id number. (6) Manse serial number. and (7) expiration date of icense.

Thlslscomparedtothelnformetienmaintalnedbylheappfioation. lithe

information matches. the Scense is verified. After completing the verification

25 pmoessmroutlneintheficenslng librarylsinitietedwhichchecksoutthe

Ioensebyhcrementingtheicenseunilslnicenseiokenbythenumberol

Ecenslng units being checked out.

The decodng and encoding routines allow sotlware vendors to

30 implement their own security mechanism to protect their licenses from

unauthorized use even though they reside at the customers site.

.17-
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Below is an example of a sample application using the licensing library

and the license access module written in c language:

fideflne UC_RENEWAL_TIME (50) met renewal time for this session!
edeiine EST_LIC__RENEWAL_TIME (UCfiENEWALJlME x .9)

NL_vendor_id NL_Vendor_id - 1223: Iset vendor I!
NL_prcd_num NL_Pred_num . “02' !set product I!
NL_verslon NL_Version - ( 12/20/88. '1.0' ); Iset version id t!

status :- NL_init (vendor_id. NULL. &jeb_id); Iinitiafize license service!
it (status in: NL_NO_ERROR) [accept lob id it no error!

i
fprintl (stderr. 'nl_init failed - error -
Mn'. status ); Ierror message it error and

return!

return;

1

units . 3:

code.tuncs.enccde_p - nl_encode: Ipolnter to encode lunctlcnl
code_funcs.decode_p .- nl__decode; [pointer to decode function!

if (signal (SIGALRM). alarm.intr) a: (void ') ~1) Iset allarrn it noONO!

{
perror ('Cennot set SlGALRM'); lotherwise. error message!
return: . -

1
status - NL_request Gode. Nl.._Prod_wrn. Irequest a license!
&NL__Verslon.
units. UC_RENEWAL_TIME. NL_L2__SRCH.
acode_luncs. NULL.
arecLhandie. NULL. aappjnio);

ll (status in NL_NO_ERROR) [no error. icense checked
out from license server!

iprintl (stderr. 'rri_requesl tailed - error .
MW. status): Iotherwise. error message!
return:

i

I I

:IWe got a license flcense request successful!

alarm (EST_UC.RENEWAL_TIME): Iget alarm tor license renewal.. me!

Application Runs lruns application!

status - NLJelease (req_handle); Irequesi to release a icensel
ll (slams la NL_NO_ERROR)

l
fprinti (slderr. 'nLrelease tailed - error a Iotherwise. error

-15. .
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%d\n'. status); messages!
. retum;

int

alan'n_intr 0
i

status - NL_confirm (recLhendie. lrenew licensing unit with
UC_RENEWAL_TIME, NULL); Bcensing serverl

r .

' Verity vendor private information
'I

i

it (statusi- NL_NO_ERHOR) '
tprintt (stderr. 'nl_confirrn tailed - error .. lotherwise. error
%\n‘. status); message]

puts ("license renewed') Isuccesstui license
} renewal!

The sample application given above is accompanied by sett-

explanetory annotation to the right margin otthe codes. 0t particular interest

are code__tunc.encode_p and codeJunc.decode_p. Enocde_p and decode}

are pointers to the software vendor's encode and decode routines.

respectively. Taking the pointers in the codeJunc variable. the icensing

ibrary can use the pointers to invoke the decoding and encoding routines in

the license access module. The three rmjor licensing fibrary routines. remest

tor a license (NLJeqrest). release a license (NLmlease) and renew a license

(NL_contirrn) invoke the decoding and encoding routines. For example at e

Scams amass module. see Appendix 1.

in implementing the license access module. the icense server becomes

merely a repository tor Ecense tokens. The hensing Ebrary sowed to the

application pertorms the procedure oi authenticating the Scenes taken prior to

granting a license and theretore access to run the application

Because the level oi sewrity oi the system is dictated by the license

access module. the software vendors are free to make the Scense morass

module as simple or as complex as they desire. In particular. they are tree to

.19.
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adopt any oithe encryption schemesaspartoithelrencryption routines. lithe

security mechaan is broken. and the encryption known to others. then the

software vendors can easily remedy the situation by releasing a new version of

the product with a new license access module.

While the present invention has been particularly described with

reference to Figures 1-4 as well as Appendix 1, and with emphasis on certain

language in tnptementrng a method to protect against the unauthorized use oi

software application in a computer network environment. it should be

understood that they enter mustteuon only and should not be taken as» , ' ‘ '
limitation upon the invention. in addition. it is clear that the method oi the

present invention has utirtty in any appliation run in a computer network

environment it is contemplated that many changes and moditbdions may be

made.byonesld%dlntheart.withomdeparting lromiltespiritandscopeol

the invention disciosed above.

-20-
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CLAIMS 

1. In a computer network environment including a

plurality of software applications licensed to run on at

least one network of agents, said applications located on

said agents wherein use of the application on a particular

agent is permitted upon the grant of a license, said

license being requested by a user from said agent of said

applications, a system for protecting against the

unauthorized use of said applications comprising:

license token means for storing licensing

information of said applications; license server means

connected to said agents for communicating with said

applications, said license server means having a database

which stores said license token means, said license server

means further’ retrieving said license token means from

said database upon a request for a license by said

applications, said license server means further

transmitting said license token means to said

applications; I

license access means connected to said agents

for decoding and encoding said license token means from

said license server means, said license access means being

integrated with said applications, said license access

means receiving said license token means from said license

.server means; and

licensing library means connected to said agents

for verifying said decoded license token means before

access to said license is granted, said licensing library

means being integrated with said applications.

2. The system as defined in claim 1, wherein each

said license token means containing licensing information

for at least one version of each said applications.
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3. The system as defined in claim 1, wherein the

contents of said license token means is encrypted.

4. The system as defined in claim 1, wherein said ,

license token means is passed between said license server

means and said licensing library means for a predetermined

time period.

5. The license token means as defined in claim 4,

wherein during said predetermined time period, only one

said applications may check out one said license token
means.

6. The system as defined in claim 1, wherein said

license server means receives said request for a license

from said applications, said license server searches in

said database for a license token means storing the

license requested by said application before retrieving

said license token means.

7. The system as defined in claim 1, wherein said

license access means decodes the contents of said license

token means before said licensing library means verifies

said license token means.

.8. The system as defined in claim 1, wherein said

license access means encodes said license token means

after said licensing library verifies said license token

means and prior to returning said license token means to

said license server means.

9. The system as defined in claim 1, wherein said

licensing library verifies said license token means by
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comparing the licensing information stored in said license

token means with the licensing information maintained by

said application. .

10. The system as defined in claim 1, wherein said

licensing library means checks out said license of said

application in response to a positive comparison of the
license information.

11. The licensing library means as defined in claim

10, wherein said license for said application being

checked out after said licensing library verifies said

license token means.

12. In a computer network environment including a

plurality of software applications licensed to run on at

least one network of agents, said applications located on

said agents wherein use of the application on a particular

agent is permitted upon the grant of a license, said

license being requested by a user from said agent of said

applications, a system for protecting against the

unauthorized use of said applications comprising:

license token means for storing licensing

information of said applications;

license server means connected to said agents

for communicating with said applications, said license

server means having a database which stores said license

token means, said license server means further retrieving

said license token means from said database upon a request

for a license by said applications, said license server

means further transmitting said license token means to

said applications;
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license access means connected to said

application and accessible from said agents for decoding

and encoding said license token means from said license

server means, said license access means being integrated -

with said applications;

licensing library means connected to said

application and accessible from said agents for verifying

said decoded license token means before access to said

license: is granted, said licensing library' meaps being ~

integrated with said applications; and

license binding means connected to said license

server means and to said licensing library means for

constructing a binding file, said binding file informing

said licensing library means which of said license server

means may grant a license to said application.

13. The system as defined in claim 12, wherein said

licensing library means are located on the same agents as

said applications.

14. The system as defined in claim 12, wherein said

license sever means are located on the same agents as said

licensing library means.

15. The system as defined in claim 12, wherein each

-said license token means contains licensing information

for at least one version of each of said applications.

16. The system as defined in claim 12, wherein the

contents of said license means is encrypted.

17. The system as defined in claim 12, wherein said *

license token means is passed between said license server
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means and said licensing library means for a predetermined

time period.

18. The license token means as defined in claim 17,

wherein, during said predetermined time period, only one

of said applications may check out one said license token
means.

19. The system as defined in claim 12, wherein said

license server means further transmit said license token

means to said licensing library means.

20. The system as defined in claim 12, wherein said

license access means decodes the contents of said license

token means before said licensing library means verifies

said license token means.

21. The system as defined in claim 12, wherein said

license access means encodes said license token means

after said licensing library verifies said license token

means and prior to returning said license token means to

said license server means.

22. The system as defined in claim 12, wherein said

license binding means constructs said binding file by

_ contracting each said license server means to request for

a list of applications it serves, said binding file

containing said list of applications available from said

license server means.

23. In a computer network environment including a

plurality of software applications licensed to run on at

least one network of agents, said applications located on
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aaid agents wherein use of the application on a particular

agent is permitted upon the grant of a license, said

license being requested by a user from said agent of said

applicatious, a system for protecting against the

unauthorized use of said applications substantially as

hereinbefore described with reference to the accompanying

drawings.
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(57) in a hybrid fiber-coax distribution network,
communications batman a central station and particular
and stations are encrypted using a working key (WK) at a
symmetric encryption scheme. The central station has a
public and private key (PPK) of a PPK encryption scheme.
and some at the and stations can also each have a

respective PPK To provide secure communications for
each and station, it the end station has a PPK. then the

respective WK is generated in the central station and
communicated. encrypted using the end station's public
key (PK), to the end station. Otherwise. the WK is
generated in the and station and communicated.
encrypted using the central station's PK. to the central
station. An individual identifier for each end station. and a

cryptographic signature at least for end stations not
having a PPK can be communicated to the central station
for authentication of the and stations.  V1798608389

Petitioner Apple Inc. - Exhibit 1006, p. 2189



Petitioner Apple Inc. - Exhibit 1006, p. 2190

30

31

32

NO

HE PROVIDES

PUBLIC KEY (PK)

ES RANDOMLY

GENERATES

WORKING KEY

ES ENCRYPTS

WK USING PK

& SENDS TO HE

HE DECRYPTS WK

8: SENDS ‘

ACK. TO ES

HE 8: ES LOAD WK

8: COMMUNICATE

ENCRYPTED DATA

OPTIONAL ES

AUTHENTICATION

2-2

HEAD END (HE)
on END STATION

ES RESET

HE 4—) ES

DIALOG

36

37

39 Es PROVIDES

PUBLIC KEY (PK)

‘0 OPTIONAL Es
AUTHENTICATION

41 HE RANDOMLY
GENERATES

WORKING KEY MM

42 HE ENCRYPTS
WK USING PK

& SENDS TO ES

43 ES DECRYPTS WK
& SENDS

ACK. TO HE

44 HE & ES LOAD WK
& COMMUNICATE

ENCRYPTED DATA

Fig. 2

Petitioner Apple Inc. - Exhibit 1006, p. 2190



Petitioner Apple Inc. - Exhibit 1006, p. 2191

10

15

‘25

35

2309364

FACILITATING SECURE CDMMUNICA'I'IONS

IN A DISTRIBUTION NETWORK

This invention relates to methods of facilitating secure commnications in a

distribution network. such as for example a coaxial cable or hybrid fiber-coax (HFC)
network.

W

A distribution network. such as an l-IFC network in which data is communicated

to subscriber end stations via optical fiber and coaxial distribution cables. is a point-to-

rnultipoint network in which data addressed to and intended for any particular subscriber
is also inevitably supplied via the network to other subscribers If the data is not
scrambled or encrypted. it can be easily monitored by these other subscribers. leading
to a loss of subscriber privacy and a loss of revenues fordat'a suppliers when the data

(e.g. television programs) is supplied for a fee. Amordingly. it is irnportant‘ to provide a
desired level ofsecurity in diedatacornrmnications irradistribution network.

Whilevarious encryption anddecryption schemesarelmown. thesehavea

number of disadvantages associated with them in the environment of a distribution
network. A significantfactorin thisrespectismecostand securityofsubscriberend
stations. As a distribution network will contain large numbers of subscriber end stations,

itiseommercially necessary thatthecostofeucbendstationbekeptrelatively low. ltis
therefore desirable to avoid incorporating expensive security schemes in the subscriber
end stations. However. subscriber end stations are also easily subject to theft. tampering.

and duplication. so that complicated schemes have been considered marry to provide
adequate security.

For example. a security scheme can be implemented using an encryption key
which can be stored in the subscriber-end station. To prevent access to the encryption

key. the store in the subscriber end station. and data lines to and from this store. must also
be made physically secure. This leads to extra complexity and costs Different
subscribers may have differing wcurity and privacy needs. which makes it desirable for
the network to accommodate differing security schemes and end station costs.

A further security-related desirable aspect of a disn'ibution network is an ability for
authentication of subscriber end stations, typically using a unique end station identity

which can be physically incorporated (e.g. hard wired) into the end station during
manufacture.

Encryption schemes can be divided into those involving public and private keys
(PPK) and those involving symmetric keys. In PPK schemes. a fust station can

distribute its public key. in accordance with which a second station can encrypt data and
send the encrypted data to the first station. which decrypts the data using its private key.
Because the private key is retained at the first station. and is not practically discoverable
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by otherparties. PPK schemes areconsidered to be secure. However. the encryption and: .

decryption processes aterelatively slow. so that such schema are not practical for

encryption of real-time high-spwd data. such as television program signals, for which

distribution networks are primarily intended.

In symmetric key schemes. 3 single key. referred to as a working key. is used by

bodroffirstmdsewndsmfimsmacryptmddeayptdambdngcommunicatedbawcen

thestations. Thenattneofthcworkingkey issucb thatcncryptionofreal-timehigh-

speed data, such as television program signals, is practicaL However. these schemes

require that theworkingkey bepresentin both smfimsandnmkeitdesirablcforthe

working key to be periodically changed or updated Thus symmetric key schemes require

generationot‘aworkingkeyinoneofthestationsorinadtirdstationrefetredtoasakey

distribution agent. and communication of the working key to the other station(s).

Thiscmmumicationitselfpresentsatiskoftheworkingkcy beinginsecureand

ddsriskincrcaseswithdtefrequencywithwhichthewotkingkeyisupdatcd. Itisalso

lcnown to avoid this risk by using a PPK scheme for commtmimtion of a working key.

andthentnusetheworkingkeyfordataencryption.

An objectofthisinvention istoprovidearmthodoffacilitatingsecme

communications in a distribution network.

When

Oncaspcctofthisinventimptovidesamethodoffiacilitating secure

communications using encryption and decryption processes in a distribution network

comprising a central station and a plurality of addressable md stations. in which

communications from the central station addressed to and intended for a particular end

station are delivered via me network to a plurality of end stations, wherein the central

station has, and one or more of the end stations can each have, a respective public and

private key (PPK) of a PPK encryption scheme. comprising the steps of:

(a) determining in communications between the central station and an end station

whethertheend stationhasaPPK. ifsopmdingwithstepwhmd ifnotpmceeding

with step (c);

(b) at the central station. determining the public key (PK) of the end station. generating

a working key (WK) for encryption of communications to the end station, encrypting the

WK using the PK of the end station, and communicating the encrypted WK to the end

station; at the end station. decrypting the WK using the private key of the end station: and

proceeding with step (d):

(c) at the end station. determining the public key (PK) of the central station. generating

a working key (WK) for encrypdon of communications to the central station. encrypting

the WK using the PK of the central station. and communicating the encrypted WK to the

central station; at the central station. decrypung the WK using the private key of the central

Petitioner Apple Inc. - Exhibit 1006, p. 2192



Petitioner Apple Inc. - Exhibit 1006, p. 2193

10

15

20

25

3O

35

station; and proceeding with step (d);

(d) usingthe WK toencryptattheeenual statiomandtodecryptat theend station.
communications from the central station to theend station.

Another aspect of this invention provides a method of facilitating secure
communications in a distribution network comprising a central station and a plurality of
addressable end stations. in which communications from the central station addressed to
andintenadforaparticularend stationaredelivercdviadtenetwakto aplurality ofend
stations. wherein the central station has a public and private key (PPK) of a PPK
encryption scheme and each end station has an individual identity (ID) and an individual
cryptographic signature encrypted using a private key of a predetermined PPK encryption
scheme. comprising the steps of: communicating the [D of an end station to the central
station; at the end station. generating a wodn'ng key (WK) for encryption of
communications betweentheendstation and thecentral station andeneryptingtheWK
usingthepublic keyofthewntral station; cormnunicatingtheencryptedWKfiomtheend
stationtothecemralstation; atthcccrmalstafimdeuypflngdtcencrypdeKusingthe
privanekeyofthewutral stationzcormmnicatingmeu-yptographicsignauueofmeend
station to the central station: and at the central station. decrypting the cryptographic
signature using a public key of the predetermined PPK mm for authentication of the
end station.

3'“! .. [I E .
The invention willbefurtherunderstoodfromthefollowing description with

reference to the accompanying drawings. in which:

Fig. 1 illustrates parts of a distribution network to which the invention is applied:
and

Fig. 2 is a flow chart illustrating steps of a method for facilitating secure
communications in the network in accadance with the invention.

E 'l 1 E . .

The invention is described below in the context of a hybrid fiber-coax (HFC)
distribution network in which signals are distributed from a central station or head end
(HE) to a large number of subscriber end stations (ES) via optical fibers and coaxial
cables in known manner. An example of such a network is described in Warwick United
States Patent No. 5.408.259 issued April 18. 1995 and entitled “Data Modulation
Arrangement For Selectively Distributing Data". Typically in such a network digital data
communications are provided between any ES and the HE using synchronous transfer
mode (ATM) cells which are communicated in both directions. i.e. downsueam from the
HE to the ES and upsueam from the ES to the HE. using suitable modulation schemes
and carrier frequencies outside the bands used for analog television signals also carried on
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the coaxial cables. However. it is observed that the invention is equally applicable to

other forms of distribution network.

Referring to Fig. 1. there is illustrated parts of a distribution network in which

many end stations. only two ofwhich are shown and are referenced 10 and 12. are

connectedviabranchedcablw l4ofdtedistributionnetwktoaheadend 16.viawhich

the end stations have access to a network (not shown) which for example suppliu digital

television program signals subscribed to byend station subsa'ibers. Tbecables 14 can

comprisebothopdcalfiberandcoaxialcabbsfomringahybrfi fiber-coax arrangement.

onwhididndigimlsigmlscanbecomnmrdcamdhtknownmmnausingATMcdls.

AscanbeappreciatedfiemtheillustrationinFig. l.sigtalscommunicatedbythe

headend léandintaidedforanypmticularendstationuinacmaflybedeliveredviadte

cables l4toalloftheendstations Forsecureandlorprivatccormnunicationofthe

signals.theheadend16 includesanencryptionengine 18whichencryptsthesignalsin

accordmoewithaworkingkeyknown onlybytheheadendand theintendedendstation.

which also includes an encryption engine 20 which decrypts the signals for use. These

working keys are similarty used for commieations in the opposite direction. from the

endstation totheheadend l4. Thewoddngkeysofthissyrmnetrickeyeucryption

sclwntmeprovidedmtheheadendandmeatdaadonmaumnawhichisdescfibedin

detail below.

Theendstationleand12areoftworypes.widrdifieringlevelsofseeurityto

enable different security needs of subscribers to be accommodated. The end station 12

represents a relatively secure aid station. which includes its own public and private keys

of a PPK encryption scheme. As explained in the introduction. such an end station has a

relatively high complexity and cost. because of the need for secure storage of the keys and

operation of the PPK encryption. Otherend stations. which do not have their own public

and private keys and accordingly can be provided ata much lower cost. are represented by

the end station 10. The network as a whole may have an arbin'ary mix of these two types

of end station.

Each end station 10 or 12 also has an individual. unique identity number. which is

stored (e.g. hard wired) into the ES during its manufacture. This is referred to as a global

ID (identity). The global le of all of the end stations are stored in a database 22, which

can becolocatedwiththeheadend l6orseparatclyfmrnitandwithwhichtheheadend

16 communicates via a path 24. The head end 16 also has its own public and private keys

of a PPK encryption scheme.

Fig. 2 shows steps of a process which is followed in order to set up secure

communications between the head end 16 and one of the end stations 10 or 12. This

process takes place between the head end and the respective end station without

involvement of any other node such as a central key distribution agent. and is described
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below as being initiated in each case following any reset (cg. following a power-mp) of
either the head end 16 or therespective end station. Consequently, the working key
which is usedforencrypting dreeonununicationshemecnthe headendandtheend
station is changed on any reset. However. the same process can alternatively or
additionally be carried out on demand. and/or periodically to provide periodic changes of
theworking key. Itisalsowservedthattheeneryptedcamnunicationstalneplaee
betweendieencryptionengines 18 infieheadenleandZOintherespectiveendstation
IOor12.andcommunicationson thenetworkaeoesssideoftheheadend 16amnot

subject to the same encryption.

In Fig. 2. a block 30represents aresetoftheheadend (HE) orend station (ES),
in response to which. as shown by a block 31 in Fig. 2, adialog or handshake is carried
ombetwecnthel-IEandtheEStoestablishconumnicafionsbetween them. These
communications areefiectedusingunencryptedA‘lMeellsusingaddressesoftheend
stationandtheheadend. Asapm'tofdrisdialog.as shownbyablock32 inFig. 2the

head end 16 interrogates theendsration todeterminewhetherornottheendstafion hasits
own public and private keys. Ifnot. i.e. ifthe end station is an end station 10 as
described above. then the process continues with successive blocks 33 to 38 in Fig. 2 If
the interrogation establishes that the end station is an aid station 12 having its own public
and private keys. then the process instead continues with blocks 39 to 44 in Fig. 2.

Inthefonnercaseofanendstation 10.asshownbytheblock 33 dreheedend 16

comrrumieatesitspublickeyGKModreendstafion latdiiScorrummicationcanformpart
of the dialog block 31. The end station 10 randomly generates (block 34) a working key
(WK) for communicating signals in a symmetric key encryption scheme. and encrypts
(block 35) this working key in accordance with the supplied public key. sending the
encryptedworkingkeyinarnessagetodteheadend l6. 111eheadendl6decrypts(block
36) the encrypted working key from this message in accordance with its private key.
which is not known to others so that the corrununication of the working key from the end

station 10 to the headend 16 is secmmdopfionally butpreferably sends an

acknowledgement to the end station 10. As shown by the block 37. the head end 16 and
the end station 10 then load their encryption engines 18 and 20 respectively with the

working key. and thereafter (until this process is repeated. for example in response to a
subsequent reset at either end) communications between them take place with data
encrypted in accordance with the working key. An optional additional step represenmd by
the block 38 provides for authentication of the end station 10 in a manner described
below.

Conversely. in the latter case of an end station 12. as shown by the block 39 the
end station 12 communicates its public key (PK) to the head end 16; this communication

'can form part of the dialog block 31. An optional authentication step for the end station
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lannbecatriedoutbytheheodend 16asrepresentedbytheblodt40inamanner

described below. The head end 16 randomly generates (block 41) a working key (WK)

forconununicating signalsin asymmetrickey awrypdonschmandencrypts (block

42) this worfing key in accordance with the supplied public key oftheend station 12.

sendingtheeneryptedworkingkey in ameesagetotheend station 12. 'Iheend station 12

decrypts (block 43) the encrypted working key from this message in accordance with its

private key. which is not known to others so that the cormttunication of the working key

from the head md l6totheend station 12 is secure. and optionallybtnprcferably sends

anackmwledgementtothehead end 18. Asshown bythe block44. theheadend 168nd

the end station 12 then load their encryption engines 18 and 20 respectively with the

working key, and thereafter (until this process is repeated. for example in response to a

subsequemresetmeidxratdnummmicafimsbaweendtemmkeplacewithdam

encryptedinaccordancewiththeworldngkey.

Itcanbeseenfromtheabovedesuiptionthat. intherelatively securebut more

expensive situation in which the end station 12 includes its own public and private keys.

theseareusedforcommunicatingaworidngkeygmemtedintheheadendwhereasindte

othereasetheendstation 10gerteratestitewodcingkeyanddrisiscortumrrticamdtothe

head end using the latter's public key.

Theoptionalstepofauthenticationoftheend station 12intheblock40as

describedabovecattmakeuseoftheglobalmoftheendstation thogetherwithdata in

the database 22. in which the public key of the end station 12 is stored in association with

this globfl 1D. Aspartofthedialog block 31.theendstatioocomrruuticatesitsglobal 1D

totheheadend16. Inthestep40.thetefore.theheadendl6cancomrnunicateviathe

path24 with thedatabaseZZtoconfirmthatthepublickey which ithasreceivedfromthe

end station 12 in the step 39 matches that stored in the database 22 for this end station's

global ID, the subsequent steps 41 to 44 only being followed if this authentication step is

successful.

Alternatively, or in addition. the optional end station authentication step of block

40cm comprise the steps ofthe head end sending an unencrypled message to the end

station 12 with a request that it be cryptographically signed. In accordance with this

request. the end station 12 produces a digest of the message using a known hashing

function (thereby reducing the data to be encrypted). encrypts this digest in accordance

with its private key. and sends the encrypted message digest to the head end 16. The head

end 16 then decrypts this in accordance with the public key of the end station. retrieved

from the database 22. to confirm the digest of its original message which the head end

also produces using the hashing function.

It can be seen that. alternatively. the steps represented by the blocks 39 and 40 in

Frg. 2 could be replaced by a single step in which the head end 16 determines the public
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kcyoftheend station lZfromdicdatabaSeZZin accordamcwidtdteglobalIDoftheend
station 12 supplied in the dialog 31. without any authentication of the end station or any
communication of the public key from the end station 12.

The above sequmces provide a particularly strong or sectne authentication of the
end station 12. For the end station 10 which does not have its own public and private
keys. a weaker but still valuable authentication can be provided as shown by the block 38.
The authentication block 38 is shown in Fig. 2 as the final block in the process because
this enables the exchange ofdata in the authentication process to be encrypted in
accordance with me working key. but this authentication step could alternatively be
provided anywhere else in the sequence of steps from the blocks 31 to 37.

For this opn'onal authentication step. the end station 10 is manufactured (e.g. hard
wired) with not only its global ID. but also a cryptographic signature. Conveniently, the
end station 10 is rmnufaenned with a cerfificatecontptisingdatahtcludingdteglobaln) of
dreardstationandthepublickey ofthemannfacntru’andacryptographic signature
comprisinganencryption. in aocmdancewiththeprivatelneyofthemanufacnuermfa
digest of that data produced using a known hashing function. The public key of the
manufacurrercan also orinsteadbestctedinthedatabasefl. Theoptional endstation
authentication step of the block 38 comprises a connnunication of the cryptographic
signattncfromtheendstntion lOtothehcadend 16 (asexpiainedabovethiscould bea

public observation in the network of cryptographic signatures). The head end 16 then
confirms the authenticity of the end station 10 by dccrypfing the cryptographic signature
using the manufacturer‘s public key. producing a digm from the same data (glow ID and
public key. both of which can be communicated in the dialog step 31 or later) and the
known hashing function. and matching these.

This is a relatively weak authentication. in that identical copies of the end station
10. including duplicated data and cryptographic signatures. could operate at diffetmt
times on the network without this being detected. However, simultaneous operation of
two or more such duplicates would be detected by the fact that two or more end stations
would be supplying the same global ID which is supposedly unique. Thus even such a
weak authentication is valuable especially in detecting illicit large-scale duplication of end
stations.

The processes in accordance with the invention as described above provide a
number of significant advantages over known configtn'ations. In particular. requirements
for secure storage of public and private keys are minimized in the network as a whole. and
eliminated for the end stations 10 which can accordingly be provided at relatively lower
cost. At the same time. end stations 12 with greater security can be provided. and thc
head end 16 can operate simultaneously with both types of end station. This. combined
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with optional authentication of the end stations as described above. enables difl’erent

degreesofsecufitywbeeasilyprovidednrdtemtworkmaooordmmwimsewioe

requirements.

Fm'thermore. renewal of the working keys at reset is simpler than providing time-

based schedules for changing encryption keys. and key exchanges take place only

betweentheheadendandtheendstationwhichusedtekcys. thembyenhancingsecurity

compared with distribution of keys from a key distribution agent. In addition. all of the

data flowing between the head end and any particularend station 10 or 12. between

successive resets. can be encrypted using a single working key. thereby simplifying the

encryption and decryption processes. However. it is omerved that different working

keys could be generated. conununicated, and usedin the same manner as described above

for mcrypting and decrypting different types of information. or different services. for a

single end station 10 or 12.

Although particular embodiments of the invention have been described in detail, it

should be appreciated that ntn'nerous modifications. variations. and adaptations may be

made without departing from the scope of the invention as defined in the claims.
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l. A method of facilitating secure communications using encryption and decryption

processes in a distribution network comprising a central station and a plurality of
addressable end stations. in which communications from the central station addressed to

and intended for a particular end station are delivered via the network to a plurality ofend

stations, wherein the central station has, and one or more of the end stations can each have.

a teschtive public and private key (PPK) of a PPK encryption scheme. comprising the

(a) determining in conuntmications between the man! station and an end station
whethertheendsmdonhasaPPKifsoprocwdingwithSIcPCbhndifnotproceeding

will! sup (C):

(b) at the central station. detamining the public key (PK) of the end station. generating

a working key (WK) for encryption of communications to the end station. encrypting the

WKusingthePKofdnardsmfion.ardcmmnrmbatingthemcryptedWKtothemd
stan'on; at the end station, decrypting the WK using the private key ofthe end station; and

proceeding with step (d): _

(c) attheendstation. detennininghpublicheyMoftheoentraistation. generating

a working key (WK) for encryption of conununications to the central station. encrypting

theWKusing thePK ofthecenual station.andcorrmrmicatingtheencryptchK tothe
carnal station; at the central station, decrypting the WK using the private key of the central

station: and pmcwding with step (d);

(d) using theWK toencryptat thecenttal station. and todeeryptat the end station.
communications from the central station to the end station.

2. A method as claimed in claim 1 wherein each end station has an individual identity

(lD)andstep(a) inchidesthestepofcommticatingthemoftheendstation totheccntral
station. '

3. AnethodasclaimedinclahntheteininstepmhhePKoftheendstationis

determined by the central station from a database using the ID of the end station.

4. A method as clainwd in claim 1. 2. or 3 wherein step (b) further comprises an end

station authentication step comprising the steps of communicating an unencrypted

message from the central station to the end station. producing an encrypted message at the

end station using the private key of the end station. communicating the encrypted message

to the central station, decrypting the message at the central station using the PK of the end

station. and comparing the decrypted message with the original message.

5. A method as claimed in claim 4 wherein in step (b) the end station authentication

step is carried out before the step of communicating the encrypted WK to the end station.
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6. Amethodasclaimedinanyofclaimslw5wltereininstep(b)lthKoftheertd

station iscommunicated to thecentral station from theendstation.

7. Amedrodasclaimedinclaimsland6whaeininstePCbhhePKoftheend

stationisverifiedbythecentr‘alstationfromadatabaseusingthemoftheendstation.

8. Amethodasclaimedinanyofclaimslto7whereinapltn'alityofendstations

which do not have a PPK each have an individual cryptographic signature encrypted using

a private key of a predetermined PPK scheme. step (a) or (c) includes the step of

ctxmntmieating the cryptographic signature of the end station to the central station. and

step (c) further comprises an end station authentication step comprising, at the central

station, decrypting the cryptographic signature using a public key of the predetermined

PPK scheme.

9. AmethodasclaimedinclaimsZandSwhau'ndreindividualcrypwgraphic

signattuecomprisesanmcryptionot'datadaivedfrurntltemot'therespectiveend
station.

10. AmedrodasclainndinchhnBor9whaeindtepredetemunedPPKscheneuses

aprivate keyandapublic keyofasotnceot'theendstation.

11. AmethodasclairnedinclaimS,9.orlOwhaeinthecryptographicsignamreis

communicated tothecentral station in snep(c).

12. Amethodasclaimedinclaimllandincludingdtestepsofenaypfingthe

cryptographic signature at the end station, and decrypting the encrypted cryptographic

signature at the central station, using the WK.

13. A method asclaimed in any ofclaims 1 to 12 and furthercomprising the step of

usingthe WKtoencryptattheendstation. andtodecryptatthecentral statiou,

communications from the end station to the central station.

14. A method of facilitating secure communications in a distribution network

comprising a central station and a plurality of addressable end stations. in which

communications from the central station addressed to and intended for a particular end

station are delivered via the network to a plurality of end stations. wherein the central

station has a public and private key (PPK) of a PPK encryption scheme and each end

station has an individual identity (ID) and an individual cryptographic signature encrypted

using a private key of a predetermined PPK encryption scheme. comprising the steps of:

communicating the ID of an end station to the central station;

at the end station. generating a working key (WK) for encryption of

communications between the end station and the central station and encrypting the WK
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using the public key of the central station;
communicating the encrypted WK from the end station to the central station;
at the cenuul station. decrypting the encrypted WK using the private key of the

central station;

communicating the cryptographic signature of the end station to the central station:
and

at the central station. decrypting the cryptographic signature using a puhlic key of

the predetermined PPK scheme for authentication of the end station.

15. A method as claimed in claim 14 wherein the individual cryptographic signature

comprises an encryption of data derived from the ID of the respective end station-

16. A method as claimed in claim [4 or 15 wherein the predetermined PPK scheme

uses a private key and a public key of a source of the end station.

17. A method as claimed in claim 14. 15. or 16 wherein the step of communicating the

cryptographic signature of the end station to the central station comprises the steps of
encrypting the cryptographic signature at the end station using the WK. communicating
the encrypted cryptographic signature from the end station to the central station. and
decrypting the encrypted cryptographic signature at the central Station using the WK

[8. A method of facilitating secure communications in a distribution network,

substantially as hereinhetbre described with reference to Figs 1 and 2 of the

accompanying drawings.
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SOFTWARE LICENCE MANAGEMENT

This invention relates to software licence management and in

particular to licence management for software running on a

plurality of computers connected via a network.

Conventionally, licences have been provided by software

vendors as separate licences for individual workstations or

as a single licence for a number of workstations. Various

schemes have been proposed in order to try and make

unlicensed software unusable, in particular pirated (illegal)

copies of software. Other schemes have been proposed such as

in order to achieve low initial software costs but licensing

royalties consistent with the extent of use, in order not to

deter low-usage users from purchasing particular forms of

software, and thus to reduce piracy, whilst still enabling a

vendor to collect higher dues from high-usage users.

The present invention is, particularly, concerned with a

distributed system consisting of various server and client

programs running on various computers which are connected via

a local or wide area network, and an object is to provide

server software licensing which ensures that all software

running in the network has been purchased legally.

According to one aspect of the present invention there is

provided a software licence management method for use with a

computer system including at least one server, the method

being such that before a service can offer functionality to a

user, the said service shall verify that the user has a

licence for said service, and wherein the computer system

further includes a licensing subsystem with which are

associated service tickets corresponding to existing

licences, the method including the steps of the said service

requesting a respective service ticket from the licensing
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subsystem prior to offering functionality to the user, and

the licensing subsystem issuing a said service ticket to the

said service, if one is available, thereby verifying the

licence exists and allowing the said service to offer

functionality.

According to another aspect of the present invention there is

provided a computer system including at least one server and

a software licence management system, the management system

being such that before a service can offer functionality to a

user, the service shall verify that the user has a licence

for said service, the management system including a licencing

subsystem with which are associated service tickets

corresponding to existing licences, and the management system

being such that a said service ticket is issued to a service,

if one is available, upon request by the service, thereby

verifying existence of a licence and allowing the said

service to offer functionality.

Embodiments of the invention will now be described with
reference to the accompanying drawings, in which:

Figure 1 Illustrates obtaining a session or usage ticket for

an application,

Figure 2 Illustrates obtaining a user ticket for a directory
server,

Figure 3 Illustrates independent licence sharing, and

Figure 4 Illustrates licence sharing with a site licencing

service,

Various terms used in the following will first be defined.

For the purposes of the description the software is

considered to relate to a Groupware Office system which

provides various facilities including mail, for example.
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Definitions

"Server" ' An instance of server software running on

a server computer. Usually only one such

instance runs on any one computer. Each

"server“ implements one or more

collections of related functions called

”function sets", examples of which are

directory, mail, library etc. The

"directory function set" includes

functions to access a database that

contains information about the Groupware

Office system.

"Client“ Any piece of software that connects to

the "server” using a “client-server

protocol" to access the functions offered

by the “server”. A ”client“ may be a

program run by a user on a workstation,

or a part of any other program.

"Session“ An instance of client-server dialogue

between one "client and one 'server".

Each "session“ allows the “client" to use

the functions of one or more “function

sets“.

"Directory Server" A server that implements the directory
function set.

"Mail Server" A server that implements the mail

function set. [A server may be a

directory server and a mail server

simultaneously.)

“User" A person (actual or virtual) listed in

the database of a directory server.
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"User profile" The information pertaining to one user

stored in a directory database entry,

such as the name of the user, user

authentication information, the list of

servers and function sets the user is

permitted to access, etc.

"Server profile' The name and network address of a server

and the list of services offered by it,

as stored in a directory database entry.

“Service profile" Information stored in a directory

database entry about one service in one

server. If the same type of service is

offered by more than one server, each

instance has its own profile.

I'Site profileII Information stored in a directory

database entry about one site.

'Site' A set of servers connected to a single

directory server. Bach server belongs to

exactly one site, and each site has

exactly one directory server. Other

servers in the site are optional, usually

unlimited in number, and sometimes called

member servers or application servers.

”Enterprise“ A set of sites that share their directory

databases. The directory servers in each

site replicate directory information to

other directory servers in the

enterprise. Bach directory server

contains both 'local' and "external"

information. One of the directory

servers, the "enterprise directory

server" controls the others, which are
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“site directory servers".

"Subsystems" Collections of programs and/or

subroutines that perform a set of

interrelated functions. Some subsystems

implement a function set within a server

program, while others run independently

as stand-alone applications. Many

subsystems are collections of common

subroutines called by other subsystems.

Client programs are also subsystems.

”Subsystem id“ A respective unique number identifying

every type of subsystem. Some systems

use two ids, a 'real subsystem id" when

dealing with licensing issues and an

I'alias subsystem id' when performing a

task on behalf of a virtual entity, such

as “generic gateway no 9".

Not every subsystem software needs to be

purchased individually. Most collections

of subroutines can-be used freely by

other subsystems.

'Services' Those subsystems that need to be

explicitly purchased.

Service types may include directory

service, mail service, fax gateway, X.400

gateway, enterprise option, library

service, power library option, etc. Each

service is located in one server, either

as a function set of the server program

or a standalone application running in

the same computer. Many services of the

same type can exist in different servers.
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The software licence management system of the present

invention proceeds from the premise that before offering any

usable functionality to the users, services shall verify from

a “licensing subsystem" that a licence for the service

exists. To achieve that, it is proposed that the licensing

subsystem holds "service tickets" and a service requests a

permission to offer its functions to the user by requesting a

corresponding "service ticket" be provided from the licensing

subsystem. Each service knows that kind of tickets are

needed to fulfil the service’s functionality. The licensing

subsystem has to keep track of the available licences and of

the service tickets it has issued. A service ticket may be

considered as partially the equivalent of a password in that

one must be provided before a service can operate.

A "licence" is a permission to use one or more services

within certain limits. Typically these limits are “license

duration', which specifies the maximum length of the period

when the licence may be used (the "active” period) and the

“licence size", which specifies the maximum number of users

of the licence. The interpretation of "number of users“

varies from service to service. It may, for example, mean

the number of users in the local directory that are allowed

to use the service, or the number of concurrent sessions that

are connected to the service. Licence duration and/or size

may also be unlimited.

When a customer purchases a Groupware, for example, software

product which employs the software licence management method

and system of the invention from a supplier, as well as the

media containing the software itself and associated

documentation, there is obtained a single licence to one or

more services. Bach said product has a unique serial number.

The license is supplied in the form of a licence agreement

document on which the licence information is printed. This

licence information consists of the serial number of the

product and an "activation key“ for the licence. The licence
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size and duration and the included services are encoded into

the activation key.

The software license management method and system of the

invention is such that the Groupware software may be copied

and installed by the customer without any technical

restrictions, but before any of the services can be used, a
corresponding licence must be installed and activated.

Licence installation consists of entering the license

information (serial number and activation key) into the

server profile of a server in the directory server’s

database, ie in the site directory, in the server profile of

the server in question. Licence activation consists of

setting the active period of the installed licence so that

service tickets can be issued. Typically licence

installation and licence activation are performed

simultaneously by the server setup program. The license

information is stored in the site directory, in the server

profile of the server in question.

As will be appreciated, there also exists "evaluation

licences'l which allow a prospective customer to use a service

for a short trial period before actually purchasing it.

These licences typically have a very short duration and a

relatively small size. The product serial numbers associated

with such evaluation licences are not necessarily unique,

since the licence information may be distributed on CD-ROMs
or via public networks.

As mentioned above, each software product contains just one

licence, although that licence may include a large number of

services, for example, enough to build a complete Groupware

Office site with all of the basic services. Alternatively,
the licence may include just one service. Product with that

kind of licence could be used to expand the capacity or

functionality of an existing Groupware Office System.
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The core of the process of designing a product is, therefore,

determining what services will be included and the size and

duration of the licence. This information is encoded into a

number, the covert code, which may be a 7-digit number, for

example. The building of the covert code is discussed in

more detail hereinafter.

The amount of information that can be encoded into the covert

code is limited by the size of the code. Therefore, there

are some necessary restrictions on what kinds of licences are

possible. The most obvious limitation is that the size and

duration can only take certain discrete values. Also, the

same size and duration will apply to all services covered by

the licence. Another restriction is that only the most

common groups of services can be combined freely into a

multi-service licence. Other services will have to be

licensed individually.

The covert code, which specifies the properties of the

software licence, is thus a part of the product description

in the logistics database. When the product is manufactured

it has the unique serial number, referred to above, assigned

to it. The actuation key for the license is calculated as a

function of the serial number and the covert code using a

secret algorithm. The serial number and activation key may

be printed on a label, which is attached to the licence

agreement document.

When creating a site, a customer must have a licence that

includes a site creation ticket. This licence is installed

for the directory server. The customer may also install

additional licences for the directory server and for other

servers. Each licence may apply to one or more services.

Some licences are valid only in that server for which they

are installed, whilst other licences may be shared with other

servers at the same site (see later). Shared licences would

usually be installed in the server profile of the directory
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server, although optionally, and with some restrictions,

another server may be designated as the licence server. The

serial number of the first licence installed in a directory

server's profile can be used to identify the site uniquely.

Thus the directory server is computer number 1. Other

servers in the site will use the same site id but differing
computer numbers for identification.

When a service program is about to execute an action which

requires that a customer possesses a licence for that

service, the service program must first obtain a

corresponding service ticket from the licensing subsystem.

The actions concerned are ones which are potentially

profitable for the customer and may, for example, include
namely:

setting up a new Groupware site;

‘creating a new user account;

setting up an instance of the mail service;

enabling mail usage for a user and creating a user
mailbox;

starting a session between a mail UI client and the

mail server;

sending a mail message;

relaying a mail message to an x.400 mail network.

Each kind of action requires a specific kind of service

ticket. To obtain a ticket the service needs to specify the
ticket type and the number of tickets. The service tickets

are only identified by ticket type. There is a licensing
subsystem in each server and it counts the number of
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different tickets in all available licences and keeps track

of how many licences of each type are being used in the
server.

The steps involved in obtaining various licences will now be

described in greater detail. With respect to Figure 1 there

will, firstly, be described the case of an application

service running in a separate server from the directory

server obtaining a session or usage ticket.

Figure 1 illustrates schematically an application server 1,

providing an application service 2 and having a licensing

subsystem 3, with an associated ticket database 4, a

directory server 5 providing a directory service 6 and having

an associated directory 7. The ticket database 4 has stored

therein details of ticket types, the limit, if any, of the

number of such tickets which are available and the number of

used tickets for each type. The ticket types as illustrated

are "App UserII (Application User), "App Session', "App

Usage". The directory 7 has stored therein, the “Workgroup

profile", the 'Directory server profile“, the Application

server profile. In the example illustrated, the application

server has two associated licenses whose serial numbers (s/n)

are 000000000002 and 000000000003, respectively, whose

activation keys (a/n) are of the form 322222... and

C33333..., respectively, and whose covert codes (c/c) are

2996237 and 2996099, for example, respectively.

When the licensing subsystem 3 on the application server

starts, it fetches the application server’s server profile

from the directory service 6, 7 using the directory API

(Application Programming Interface) (Step 1 in Figure 1).

The licensing subsystem 3 analyses the licences and updates

the limits of each ticket type in the local ticket database

4. The numbers of used tickets are not modified at this

time, the old accumulated values being maintained (step 2).
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When the application service 2 starts, and before any user

logs in, it tells the licensing subsystem 3 to set the number

of used session tickets to zero. This frees any session

tickets that may have been left unreturned at the end of a

session because of a system crash etc. (Step 3). The

application service 2 then requests a service ticket (session

or usage) from the licensing subsystem 3, since without a

ticket it cannot proceed. (Step 4). The licensing subsystem

checks the ticket availability in the local ticket database 4

and updates the used ticket count (step 5), to take into

account the requested ticket, before issuing the ticket to

the application service (step 6), which then proceeds since

it has determined that there exists the appropriate licence.

In the embodiment of Figure 2, the procedure whereby a

directory service obtains a ticket for adding a user to a

directory is illustrated.

A directory server 10 provides a directory service 11 and

includes a licensing subsystem 12 with an associated ticket

database 13, the directory service 11 having an associated

directory 14. The ticket database 13 has stored therein

details of ticket types, the limit, if any, of the number of

such tickets which are available, and the number of used

tickets for each type. The ticket types are illustrated as

“Dir User" (Directory User), "App User', “App Session”, ”App

Usage'1 and ”Ticket Forwd' (Ticket Forwarding). The directory

14 has stored therein the 'Workgroup profile', the "Directory

server profile", the “Application Server profile" and the

user profile of two users, User 1 and User 2. The Directory

server has a license serial number (s/n) 000000000001, with

an actuation key (a/) of the form 311111..., and a

corresponding covert code (c/c) 2019247, for example.

When the licensing subsystem 12 on the directory server 10

starts, it fetches the directory server’s server profile

directly from the directory 14 (step 1). The licensing
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subsystem 12 analyses the licenses and updates the limits of

each ticket type in the ticket database 13. The numbers of

used tickets are not modified at this time, the old

accumulated values being maintained (step 2).

When it is desired to add a new user to the directory, the

directory service 11 requests a user ticket from the

licensing subsystem 12 (step 3). The licensing subsystem 12

checks ticket availability in the local ticket database 13

and updates the used ticket count (step 4) to take into

account the requested ticket. The licensing subsystem 12

issues the requested user ticket to the directory service 11

(step 5). The directory service then adds the new user to

the directory 14, that is it adds its user profile.

To ensure consistency, the directory service 11 may

periodically count the number of users in the directory 14

and tell the licensing subsystem 12 to set the used ticket

count accordingly. .

When a licence is installed, the start time of its active

period will be fixed. By default this is the same as the

installation time, but any time in the past or in the future

may be specified. If the licence has a limited period, the

end time will also be set. The licence will be active

whenever the current time is after the start time and before

the end time.

A customer may wish to deactivate a licence so that it cannot

be used. Thus can be done at any time by altering the end

time of the licence with the server setup program. The end

time may be altered freely, as long as the active period does
not exceed the licence duration.

Once installed, limited-duration licences are fixed, ie theyn

cannot be removed, except by remaining the entire site

directory, or moved to another server, and their start time
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may not be altered. These restrictions, however, do not

apply to unlimited-duration licences. They may be removed,

reinstalled, moved or altered freely. The only restriction

that remains is that a licence may only be installed for one
server at a time.

A further restriction applies to the licence that has been

used to create a site. This licence cannot be removed or

deactivated, except by removing the entire site.

The licensing method described with reference to Figures 1

and 2 applies only to local licences, ie the tickets included

in a license can only be issued in one server, the server

whose server profile contains the licence. Often there is a

need to share a single licence between two or more servers,

so that tickets can be issued in all of them. Most commonly,

the user tickets for an application are needed in the

directory server, and session and usage tickets in the

application servers.

If a licence includes an unlimited number of a certain kind

of service ticket, sharing the licence is not very

complicated. Any server can read the licences in any other

server’s profile. If the licensing subsystem in a server can

verify that another server’s licence contains an unlimited

supply of freely shareable tickets, it will deduce that these

tickets may be issued without limit in any server,

independently of other servers. This is independent license

sharing.

Not all licences are necessarily shareable, even if they

contain an unlimited number of tickets. Whether each licence

is shareable or not is a licence-specific property, which is

coded in the covert code together with other licence

properties.

The first implementation of the licensing subsystem capable
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of independent licence sharing will not scan every server

profile for available licences. It will only scan its own

server profile and the directory server’s profile.

Therefore, all licenses that are meant to be shared, should

be installed for the directory server.

If the tickets to be shared are limited in number, the

situation is more complicated. For each "pool“ of shareable

tickets, there must be a single process that is responsible

for keeping track of their usage. It has to co-ordinate the

activities of the licensing subsystems in various servers and

make sure that no ticket is issued more than once. To

achieve this a site licensing service can be implemented.

This is an extension to the licensing subsystem that allows

the licensing subsystems of various servers to communicate

using a client-server protocol. The site licensing service,

together with the licensing subsystem in the same server,

control the usage of tickets installed for that server.

Another server's licensing subsystem may connect to the site

licensing service and ask the latter to obtain a service
ticket on its behalf.

Licenses that are shareable by independent sharing would also

be shareable by the site licensing service, with the addition

that also limited-number tickets could be shared. Some types

of licences will still be unshareable, since shareability is

a licence-specific property. The licensing service could

itself require a licence. A site licensing service could be

expanded to support also client licensing and enterprise-wide

licence sharing. I

An example of independent licence sharing will now be

described with reference to Figure 3 in which an application

server 21 provides an application service 22 and includes a

licensing subsystem 23 with an associated ticket database 24.

A directory server 25 provides a directory service 26 and

includes a licensing subsystem 27, with a associated ticket
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database 28, and a directory (not shown but containing

information of the type illustrated in Figures 1 and 2). The

ticket databases 24 and 28 have details of ticket type, limit

and usage as indicated.

The licensing system 27 on the directory server 25 fetches

the server profile from the directory (not shown), analyses

the licences therein, and updates the ticket limits (step 1).

The licensing system 23 on the application server 21 fetches

the application server’s server profile from the directory

(not shown) using the directory API. It also fetches the

directory server’s server profile (step 2).

The Application server's licensing subsystem 23 analyses the
licences in the server's own profile. In this case there are

none, since the example is concerned with licence sharing.

The licensing subsystem 23 then analyses the directory

server’s licences. Because there are unlimited session and

usage tickets in a shareable licence, the local limit is also

set to unlimited. The user ticket limit is set to 0, because

they are limited (10 according to ticket database 28) and

limited tickets cannot be shared with this method (step 3).

The application service 22 then requests an application

session ticket from its licensing subsystem 23 (step 4). The

ticket is granted because there are an unlimited supply of

them. The used ticket count is updated in the local ticket

database 24 (step 5), although it is only needed for

statistics as the number is unlimited. The session ticket is

then issued to the application service 22, which then

proceeds since it has determined that there exists an

appropriate licence.

License sharing in the case of a site licensing service will

now be described with reference to Figure 4, in which an

application server 31 provides an application service 32 and

includes a licensing subsystem 33 with an associated ticket
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database 34. A license server 35 provides a site licensing

service 36 and includes a licensing subsystem 37 with an

associated ticket database 38.

The licensing subsystems 33 and 27 of the servers 31 and 35,

fetch their corresponding server profiles from a directory

(not shown), analyse installed licences and store the ticket

limits in the local databases 34 and 38 (step 1). The

application server 31 need not have any licences.

The application service 32 requests a service ticket, for

example an application session ticket, from the local

licensing subsystem 33 (step 2). The local licensing

subsystem 33 in the application server 31 will first attempt

to issue the ticket locally, but this will fail as there are

no licences installed for the application server 31, as

indicated by the lack of available tickets in the ticket

database 34 (step 3). The licensing subsystem 33 in the

application server 31 will then connect to the site licensing

service 36 using the client-server protocol and request the

ticket remotely (step 4). The site licensing service 36

requests the ticket from the local licensing subsystem 37 and

it also request a ticket-forwarding ticket (step 5). The

licensing subsystem 37 of the license server 35 checks ticket

availability and updates the used ticket counts in the ticket

database 38 (step 6). The tickets are issued to the site

licensing service 36 (step 7) which forwards the application

ticket to the client ie licensing subsystem 33 (step 8),

which as a result issues the application ticket to the

application service 32, allowing that to proceed (step 9).

Whenever a licensing subsystem issues a service ticket, or a

ticket is returned such as because it is an unused ticket

(any number can be requested) or because it is a session

ticket, which are required to be returned at the end of a

session, the transaction can, optionally, be logged to a log

file which is separate from other log files in the system.
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The information in this separate log file may be used to

implement a pay-by-usage licensing scheme (delayed billing).

Logging can be enabled or disabled by an administrator. Each

server has its own log file and all kinds of tickets issued

in the server will be logged the same way. Logging

parameters for each kind of ticket could be specified for

certain types of licences, although such a licence could not

be shared by the independent sharing method.

The proposed licensing method allows for introducing new

services while retaining compatibility with old licences.

The licensing subsystems will initially support some types of

licences and service tickets that are not yet connected to

any particular service. New services can be assigned to

these items without making any modifications to existing

administration programs and the licensing subsystem. The

method could be extended further by adding new license/ticket

combinations to the licensing subsystem, although all

existing combinations would need to be kept unchanged. This

would involve updating the licensing subsystem in all servers

where the new services would be used. Older subsystems would

not accept the new kind of licenses not issue tickets for the

new services. The licenses and tickets could be defined

statically, as they are now, although there could be other

possibilities.

As discussed above, the covert code specifies the licence

duration, licence size and included services. An example of

a covert code comprises a 7-digit decimal number, with the

digits numbered from right to left, starting from zero eg in

number 6543210, digit no 0 is "0“, digit no 1 is '1" etc.

Licence duration may be encoded in the last digit is digit 0,
as follows:

Petitioner Apple Inc. - Exhibit 1006, p. 2225



Petitioner Apple Inc. - Exhibit 1006, p. 2226

-18-

Digit No 0 Licence Duration

'0' 10 days

'1' 1 month (31 days)

'2" 3 months (92 days)

'3" 6 months (184 days)

'4“ 1 year (366 days)

'5" 2 years

"6' 3 years

"7'I Unlimited (small size)

'8' Unlimited (medium size)

'9' Unlimited (large size)

Licence size may be coded in the next-to-last digit, digit no~

1. However, its interpretation may depend on the licence

duration. Limited duration licences may be one of, for

example, 30 different sizes; duration digits "7“, “8" or "9“

select small, medium or large licence sizes respectively.

Digit No 1 Licence size for each duration type

Limited Unlimited Unlimited Unlimited

Small Medium Large

'0' 1 1 60 400

”1' 2 - 2 80 500

'2' 5 5 100 600

'3' 10 10 125 800

'4‘ 15 15 150 1000

'5" 20 20 175 1200

'6' 30 25 200 1500

'7' 50 30 225 2000

'8' 100 40 250 3000

'9" Unlimited 50 300 Unlimited

The services that are included in a licence may be encoded

into four digits, digits no 2 to no 5, of the covert
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code. These digits are called the service code. The licence

may apply to one kind of service tickets only, to a group of

related service tickets that are used by one service, or to a

group of selected services. The service code can be chosen

to represent a particular name of service, such as “basic

directory service", ”basic mail service“, "basic calendar

service“, in any desired manner but it will indicate what

types of tickets are included and how many licence service

tickets are included for each type of service.

The digit no 6, the most significant digit, may be used to

specify a particular product line. In the examples shown in

the drawings the covert codes all commence with the number 2,

indicating they relate to the same product line.

Any number of licences may be installed in the server profile

of any server. The activation key is verified, and the

covert code calculated from the serial number and the

activation key at license installation time. The mapping of

covert code to service ticket is, preferably, not stored in

the directory, rather it is recalculated by a licensing

subsystem every time it starts up. All tickets of the same

type are indistinguishable. The licensing subsystems do not

keep track of individual tickets issued.

Any number of identical tickets may be obtained at once by a

service from the corresponding licensing subsystem, providing

of course that they are available. Tickets can be returned

if they are not used.

The licensing subsystem does not force services to obtain

tickets rather it is the service's responsibility to offer

services only to legal users and without obtaining a

respective ticket, a service which requires a licence will
not function.

Session tickets are associated with client-server sessions.
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Unless a service wants to allow unlimited usage, it should

obtain a session ticket whenever a session starts.

Determining when each session starts and ends is the

responsibility of the service. Session tickets may not be

applicable to all services. It is important that session

tickets are returned when the sessions end, otherwise they

will be unusable, at least until the licencing subsystem is

resynchronised. This is achieved at server start up, when

there are no sessions in existence, by setting the used

session ticket count to zero.

When a user is given the right to use a service, the

associated user ticket should be obtained first. Because in

a currently preferred embodiment, users are created and user

rights given by the directory service, the licenses that
include user tickets should be installed into the directory

server. The directory service is the only service that

requests user tickets and it is responsible for maintaining

consistency of the used ticket counts. It periodically

counts all users in the directory and their user rights and

sets the number of tickets in use as appropriate.

Some kinds of tickets are “consumable“ e.g. for sending mail

messages, and these will not be returned unless, for example,

the message is cancelled.

Clearly if an originally purchased licence becomes

inadequate, due for example to an increased number of users,

then supplemental licences can be purchased which when

installed will increase the number of available tickets for a

service. Additional functionality can of course also be

purchased subsequently, in order to add new features to a

system, and the appropriate software and licence installed in

an appropriate server.

It is considered that with the above description of the

licence management system and method proposed by the
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invention, a software developer will have difficulty

producing the corresponding code for licence management for a

particular software product written in a particular language,

and hence no further description is considered necessary in

this respect.
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CLAIMS

1. A software licence management method for use with a

computer system including at least one server, the

method being such that before a service can offer

functionality to a user, the said service shall verify

that the user has a licence for said service, and

wherein the computer system further includes a licensing

subsystem with which are associated service tickets

corresponding to existing licences, the method including

the steps of the said service requesting a respective

service ticket from the licensing subsystem prior to

offering functionality to the user, and the licensing

subsystem issuing a said service ticket to the said

service, if one is available, thereby verifying the

licence exists and allowing the said service to offer

functionality.

2. A method as claimed in Claim 1, including the step of

installing licence information comprising a licence

serial number and a licence activation key into the

computer system, the activation key containing encoded

details of the licensed services, and wherein the

computer system calculates, from the serial number and

the activation key, information including the types of

service tickets associated with a particular licence,

the numbers of service tickets, and the duration of the

licence.

3. A method as claimed in Claim 2 wherein the licensing

subsystem maintains a log of the numbers of the maximum

available and issued service tickets.

4. A method as claimed in Claim 2 or Claim 3, wherein a

covert code is calculated by the computer system from

the serial number and activation key and wherein mapping

of the covert code to service tickets is calculated by
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the licencing subsystem each time it is started.

A method as claimed in any one of the preceding claims

wherein the computer system comprises a plurality of

computers connected in a network and wherein a said

server comprises a directory server, providing a

directory service and including a respective licencing

subsystem, together with a directory database and a

ticket database, wherein stored in the directory

database are directory server profile details, licence

details and user profile details, and wherein the ticket

database includes details of service tickets available

in accordance with the respective licence details and

issued, and wherein adding a user to the computer system

includes the steps of starting the directory server

licensing subsystem, the directory server licensing

subsystem fetching the directory server profile with

licence details from the directory database and updating

the ticket database, the requesting of a user service

ticket by the directory service from the licensing

subsystem, the checking of ticket availability in the

ticket database by the licensing subsystem, the issuing

of a ticket by the licensing subsystem to the directory

service, and the adding to the directory database of the

new user's profile by the directory service.

A method as claimed in any one of Claims 1 to 4 wherein

the computer system comprises a plurality of computers

connected in a network, wherein a said server comprises

an application server providing an application service

and including a respective licensing subsystem with a

respective ticket database, and another said server

comprises a directory server providing a directory

service and with a respective directory database,

wherein stored in the directory database are directory

server profile details, application server profile

details and licence details, and wherein the ticket
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database includes details of service tickets available

in accordance with the licence details and issued, and

wherein obtaining a use ticket for the application

service includes the steps of starting the application

server licensing subsystem, the subsystem fetching the

application server profile and licence details from the

directory database and updating the ticket database

accordingly, starting the application service without

providing funtionality, the requesting by the

application service of a user service ticket from the

licensing subsystem, the checking of ticket availability

in the ticket database by the licensing subsystem, and

the issuing of a service ticket to the application

service by the licensing subsystem, the application

service then providing its functionality to a user.

A method as claimed in any one of Claims 1 to 4 and for

independent licence sharing, wherein the computer system

comprises a plurality of computers connected in a

network, wherein a said server comprises an application

server providing an application service and including a

respective licensing subsystem with a respective ticket

database, and another said server comprises a directory

server providing a directory service and including a

respective licensing subsystem with a respective ticket

base and with a respective directory database, wherein

stored in the directory database are directory server

profile details, application server profile details and

shareable licence details, the number of service tickets

being unlimited, wherein the directory server ticket

database includes details of service tickets available

in accordance with the shareable licence details and

issued, and wherein the application server ticket

database includes details of service tickets issued, and

wherein obtaining a service ticket for the application

service includes the steps of the directory server

licensing system fetching the server profile from the
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directory database, analysing the shareable licence

details and updating the corresponding ticket types and

ticket limits in the directory server ticket database,

the application server licensing subsystem fetching the

application server and the directory server profiles and

shareable licence details from the directory database

and analysing them and updating the corresponding ticket

types in the application server ticket database,

starting the application service without providing

functionality, the requesting by the application service

of a service ticket from the application server

licensing system, the granting of a service ticket, and

the issuing of the service ticket to the application

service by the application server licensing system, the

application service then providing its functionality to
a user.

A method as claimed in any one of Claims 1 to 4 and for

licence sharing with site licensing, wherein the

computer system comprises a plurality of computers

connected in a network, wherein a said server comprises

an application server providing an application service

and including a respective licensing subsystem with a

respective ticket database, another said server

comprises a site licensing server providing a site

licensing service and including a respective licensing

subsystem with a respective ticket database, and a

further said server comprises a directory server

providing a directory service and having a directory

database, wherein stored in the directory database are

directory server profile details, site licensing server
profile details, application server profile details and

licence details, wherein the site licensing subsystem
ticket database includes details of service tickets

available in accordance with the licence details and

issued, and wherein obtaining a service ticket for the

application service when the application server has no
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respective licence includes the steps of the licensing

subsystems fetching their corresponding server profiles

from the directory database, analysing the installed

licence details and the site licensing server updating

the respective ticket database, starting the application

service without providing functionality, the requesting

by the application service of a service ticket from the

site licensing service, the requesting of a service

ticket and a ticket-forwarding ticket by the site

licensing service from its licensing subsystem, the

checking of ticket availability and the issuing of the

service and ticket-forwarding tickets to the site

licensing service, the forwarding of the service ticket

to the application server licensing subsystem, and the

issuing of the service ticket to the application

service, the application service then providing its

functionality to a user.

A computer system including at least one server and a

software licence management system, the management

system being such that before a service can offer

functionality to a user, the service shall verify that

the user has a licence for said service, the management

system including a licencing subsystem with which are

associated service tickets corresponding to existing

licences, and the management system being such that a

said service ticket is issued to a service, if one is

available, upon request by the service, thereby

verifying existence of a licence and allowing the said

service to offer functionality.

A computer system as claimed in Claim 9, wherein the

management system includes means for calculating from an

input licence serial number and input licence activation

key, information including the types of service tickets

associated with a particular licence, the numbers of

service tickets and the duration of the licence, said
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information being encoded in the activation key.

11. A computer system as claimed in Claim 10, and including

a log in which are stored the numbers of the maximum

available and issued service tickets.

12. A computer system as claimed in Claim 9 or Claim 10, and

wherein the calculating means include means for

calculating a covert code from the serial number and

activation key, and the licensing subsystem including

means for mapping the covert code into service tickets

each time the licensing subsystem is started.

13. A computer system as claimed in any one of Claims 9 to

12 and comprising a plurality of computers connected in

a network, wherein a said server comprises a directory

server, providing a directory service and including a

respective licensing subsystem, together with a

directory database and a ticket database, wherein stored

in the directory database are directory server profile

details, licence details and user profile details, and

wherein the ticket database includes details of service

tickets available in accordance with respective licence
details and issued.

14. A computer system as claimed in any one of Claims 9 to

12 and comprising a plurality of computers connected in

a network, wherein a said server comprises an

application server providing an application service and

including a respective licensing subsystem with a

respective ticket database, and another server comprises

a directory server providing a directory service with a

respective directory database, wherein stored in the

directory database are directory server profile details,

application server profile details and licence details,
and wherein the ticket database includes details of

service tickets available in accordance with the licence
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details and issued.

15. A computer system as claimed in Claim 14 and for

independent licence sharing, wherein the directory

server includes a respective directory licensing

subsystem and a respective ticket database, shareable

licence details, for which the number of service tickets

available is unlimited, being stored in the directory

database, the directory ticket database including

details of service tickets available in accordance with

the shareable licence details and issued, and the

application server ticket database including details of
service tickets issued.

16. A computer system as claimed in Claim 14 and for licence

sharing with site licensing, and including another said

server comprising a site licensing server providing a

site licensing service and including a respective

licensing subsystem with a respective ticket database,

the directory database also including site licensing

server profile details, and wherein the site licensing

ticket database includes details of service tickets

available in accordance with the licence detailed and

issued.

17. A software licence management method substantially as

herein described with reference to an as illustrated in

Figure 1, Figure 2, Figure 3, or Figure 4, of the

accompanying drawings.

18. A computer system including at least one server and a

software licence management system substantially as

herein described with reference to and as illustrated in

Figure 1, or Figure 2, or Figure 3, or Figure 4 of the

accompanying drawings.
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A cable television system provides conditional access to services. The cable television system

includes a headend from which service "instances", or programs, are broadcast and a plurality of set
top units for receiving the instances and selectively decrypting the instances for display to system

subscribers. The service instances are encrypted using public and/or private keys provided by

service providers or central authorization agents. Keys used by the set tops for selective decryption

may also be public or private in nature, and such keys may be reassigned at different times to
provide a cable television system in which piracy concerns are minimized.

Publication No. EP 1000511 Bl (Update 200175 E)
Publication Date: 2001 1114

Assignee: Scientific-Atlanta, Inc., 5030 Sugarloaf Parkway, Lawrenceville, GA 30044, US

Inventor: AKINS Glendon, L, 111, 2510 Windward Lane N.E. ,Gainesville, GA 30501, US

PALGON, Michael, S., 1196 Poplar Grove Drive, Atlanta, GA 30306, US

PINDER, Howard, G., 4317 Stilson Circle, Norcross, GA 30092, US

WASILEWSKI, Anthony, J., 10680 Wren Ridge Road, Alpharetta, GA 30022, US

Agent: Kugele, Bernhard, NOVAPAT INTERNATIONAL SA, 9, Rue du Valais, 1202 Geneve,
CH

Language: EN

Application: EP 1998960147 A 19980731 (Local application) '
W0 1998USl6079 A 19980731 (PCT Application)

Priority: US 199754575 P 19970801
US 1998126921 A 19980731

Related Publication: WO 1999009743 A (Based on OPI patent)

Designated States: (Regional Original) DE FR GB IT NL

Original IPC: H04N-7/167(A)

Current IPC: H04H-1/00(R,I,IVI,IP,20060101,20051220,A,L) HO4H-1/00

(R,I,M,IP,20060101,20051220,C,L) H04L-9/08(R,I,M,JP,20060101,20051220,A,L) H04L-9/08

(R,I,M,JP,20060101,20060310,C,F) H04N-5/00(R,I,M,EP,20060101,20051008,A) H04N-5/00

(R,I,M,EP,20060101,20051008,C) H04N-7/16(R,I,M,EP,20060101,20051008,A) H04N-7/16

(R,I,M,EP,20060101,20051008,C) H04N-7/167(R,I,M,EP,20060101,20051008,A) H04N-7/167

(R,I,M,EP,20060101,20051008,C) H04N-7/ 173(R,I,M,IP,20060101,20051220,A,F) H04N—7/173

(R,I,M,IP,20060101,20051220,C,L) .
Claim:

1. Verfahren der Entschlusselung einer Diensteeinheit (325), die mit einem gegebenen

Kurzzeitschlussel (319) verschlusselt wurde, wobei das Verfahren in einem Empfanger (333)

ausgefuhrt wird, der ein Ofl‘entlich/Privat-Schlusselpaar besitzt, und das Verfahren durch die

folgenden Schritte gekennzeichnet ist:

0 im Empfanger cine erste Nachricht (315) zu empfangen, deren Inhalt einen ersten

Langzeitschlussel (309) einschliesst und unter Verwendung des offentlichen Schlussels

(312) fiir den Empfanger (333) verschlusselt wurde;
o den privaten Schlussel (337) zur Entschlusselung des Inhalts zu verwenden;

o den ersten Schlussel (309) zu speichem;

0 im Empfanger (333) zusammen mit der verschlusselten Diensteeinheit (329) cine

zweite Nachricht (323) 211 empfangen, wobei die zweite Nachricht (323) einen

Indikator fur einen zweiten Kurzzeitschlussel (319) einschliesst;

o den Indikator und den ersten Schlussel (309) zu benutzen, um den zweiten Schlussel zu

erhalten; worin der zweite Schlussel dem gegebenen Schlussel (319), mit dem der

Dienst verschlusselt wurde, gleichwertig ist, und

0 den zweiten Schlussel zur Entschlusselung der empfangenen Diensteeinheit zu
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verwenden.

1. A method of decrypting an instance of a service (325) that has been encrypted with a given
short-term key (319), the method being carried out in a receiver (333) that has a public key-
private key pair and the method being characterised by the following steps:

0 receiving a first message (315) in the receiver whose contents include a first long-term
key (309), the contents having been encrypted using the public key (312) for the
receiver (333);

0 using the private key (337) to decrypt the contents;

0 storing the first key (309);

0 receiving a second message (323) in the receiver (333) together with the encrypted
instance of the service (3 29), the second message (323) including an indicator for a
second short-term key (319);

0 using the indicator an the first key (309) to obtain the second key; wherein the second
key is equivalent to the given key (319) that encrypted the service, and

0 using the second key to decrypt the received instance of the service.

1. Procede de decryptage d'une instance d'un service (326) qui etait cryptee avec une cle a court
terme donnee (319), 1e procede etant execute dans un recepteur (333) qui comporte une paire
de cle publique-ole privee et le procede etant caracterise par les etapes suivantes:

o recevoir un premier message (315) dans le recepteur dont le contenu comprend une
premiere cle a long terme (309), le contenu ayant ete crypte en utilisant 1a cle publique
(312) pour le recepteur (33 3), '
utiliser la cle privee (3 37) pour decrypter le contenu,

memoriser la premiere cle (3 09),

recevoir un second message (3 23) dans le recepteur (333) en meme temps que

l‘instance cryptee du service (329), le second message (3 23) comprenant un indicateur

pour une seconde cle a court terme (319),
utiliser l'indicateur et la premiere cle (3 09) pour obtenir la seconde cle, dans lequel
1a seconde cle est equivalente a la cle donnee (319) qui a crypte 1e service, et
utiliser 1a seconde cle pour decrypter l'instance recue du service.
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Original Abstract:

A cable television system provides conditional access to services. The cable television system

includes a headend from which service "instances", or programs, are broadcast and a plurality of set
top units for receiving the instances and selectively decrypting the instances for display to system
subscribers. The service instances are encrypted using public and/or private keys provided by

service providers or central authorization agents. Keys used by the set tops for selective decryption
may also be public or private in nature, and such keys may be reassigned at different times to

' provide a cable television system in which piracy concerns are minimized.

Un reseau de television par cable assure un acces conditionnel a des services. Le reseau de

television par cable comprend une tete de reseau a partir de laquelle on diffuse les "instances" de

service on programmes. Ce reseau comprend aussi une pluralite d'unites decodeurs concues pour
recevoir les instances et dechiffrer selectivement les instances qui vont s'affichcr pour les abonnes

du reseau. Les instances de service sont chiffrees par des cles publiques et/ou privees fournies par
des foumisseurs de service ou des agents d'autorisation centrauxLes cles utilisees par les decodeurs

permettant un dechiffrcment selectif peuvent aussi etre publiques ou privees et de telles cles

peuvent etre reaffectees a differents moments pour assurer un reseau de television par cable dans
lequel les risques de piratage sont minimises.
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Description

[0001] The present invention relates to an interactive

gaming and digital audiovisual transmission system, in
particular a gaming and digital television transmission
system.

[0002] Broadcast transmission of digital data is well-
known in the field of pay TV systems. where scrambled
audiovisual information is sent, usually by a satellite or
satellite/cable link. to a number of subscribers. each

possessing a decoder capable of descrambling the
transmitted program for subsequent viewing. Terrestrial
digital broadcast systems are also known. Recent sys-
tems have also used the broadcast Iinkto transmit other

data. in addition to or as well as audiovisual data. such

as computer programs or interactive applications to the
decoder or to a connected PC.

[0003] The increasing sophistication of such technol-
ogy, in particular in relation to the receiver/decoder

devices used in the systems. has led to an increase in
the possible services that may be provided thereby. In
partiwlar. a number of systems have been proposed
using interactive technology to enable a viewer to. for
example. participate in a quiz show, or to select further
information regarding a product currently being dis-
played on a shopping channel.
[0004] In the case of gaming applications. a number
of largely theoretical systems have been proposed to
enable a viewer to gamble a sum of money on the out-
come of a sporting event or msino-type game broad-
cast over a television network In most of these

systems. a viewer is usually obliged to open an initial
account with the controlling gaming authority by phon-
ing or mailing a money transfer to the gaming authority
before any gambling can be carried out. The disadvan-
tages of this sort of procedure will be apparent.
[0005] Alternative systems are also known. in which
the viewer buys credits to be gambled in the form of an

electronic purse. Le. a smart card or the like. the credits
in the purse being available for subsequent gaming
operations. The card is inserted in the decoder and the

credits used thereafter in the subsequent gaming oper-
ations. When the contents of the purse are exhausted.
the viewer buys a new card or re-charges the card at a
suitable sales point. This system again implies a certain
infra-structure to be put in place to enable a user to
obtain the necessary credits to be gambled.
[0006] The present invention seeks to overcome some

or all of the disadvantages of these prior art systems.
[0007] According to the present invention. there is pro-
vided an interactive gaming and audiovisual transmis-
sion system comprising a central gaming computer
means for processing gaming data. a decoder adapted
to receive gaming data from the central gaming compu-
ter together with transmitted audiovisual data. the
decoder further including a card reading device for inter-
acting with a user's bank card in order to credit a gam-
ing account held by the central gaming computer means
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in response to a transfer of credit from the user's bank
account.

[0008] In this way. the present invention enables a

user to simply and quickly open and credit a gaming
account from the comfort of his home. avoiding the
more elaborate payment methods of the known sys-
tems.

[0009] The type of bank card used in this transaction
may be of the debit or credit type. The card reading
device may in particular comprise a smart card reader
adapted to interact with a bank card in the form of a
smart card.

[0010] Advantageously. the decoder is further
equipped with a second card reading device. For exam-
ple. in the case where the decoder forms part of a tele-

vision subscription service, the subscriber may be
provided with a subscription card in the form of a smart
card or the like. The provision of two card reader
devices in the decoder permits the decoder to carry out
credit transactions on a bank card inserted in one

reader whilst the subscription card is held in the second
reader. ‘

[0011] In one realisation. the decoder may be adapted
to obtain transfer of credit information in the form of an

. electronic certificate generated by the bank card in
response to transaction data submitted by the decoder.
This transaction information may include. for example,
the details of the bank account of the gaming authority
to be credited in the operation, the sum of money to be
transferred etc.

[0012] Typically. data is entered by the user into the
decoder using a handheld remote control. In the mse

where a credit transaction is to be carried out. it may be
necessary-to enter the bank card PIN number using the
remote control. In one embodiment. the decoder is pro-
vided with a handheld remote control, some or all of the

data sent to the decoder being encrypted by the hand-
held remote control and subsequently decrypted by the
decoder. In this way, interception by third parties of sen-

sitive data emitted by the remote control may be
avoided.

[0013] Preferany the decoder is adapted to transmit
transfer of credit information from the decoder to a bank

server via a network communication link. for example,
using an modem integrated in the decoder.
[0014] The decoder may be adapted to directly com-
municate transfer of credit information to a bank cornpu-
ter. However, preferably. the system further comprises
an intermediate communications server, adapted to
receive transfer of credit information communicated
from the decoder and to forward this information on to a
bank server.

[0015] The intermediate communications server may
further be adapted to communicate with the central
gaming computer means. for example. to inform the
central communication means of a transfer of credit

instruction being forwarded from the intermediate com-

munication means to a bank computer. so as to permit .
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the gaming computer means to set up an account with-
out having to verify the transaction carried out at an
associated bank sewer.

[0016] The central gaming computer means may
. equally be adapted to receive and transmit credit infor-
mation to or from a bank server via a network communi-

cation link This may be necessary, for example. in the
case of a win or in order to verify the transfer of funds
from the bank account of a user to the gaming authori-
ties bank account before opening a gaming account.
[0017] Preferably. the decoder is adapted to commu-
nicate gaming information to the central gaming compu-
ter during gaming operation via a network
communication link This may be the same link as used
to communicate transfer of credit information to a bank

computer, for example. using a modem device inte-
grated in the decoder.
[0018] Some or all of the gaming information commu-
nicated from the decoder to the central gaming compu-
ter during gaming operation may be encrypted by the '
decoder. For example, the decoder may be adapted to

transmit in encrypted form a code word entered by the
user associated with the gaming amount of the user

held by the central gaming computer.
[0019] The decoder may be adapted to directly com-
municate information to the central gaming computer

during gaming operation. However. preferably. the sys-
tem further comprises an intermediate communications
server. adapted to receive information communicated
from the decoder during gaming operation and to for-
ward this information on to the central gaming compu-
ter. This may be the same intermediate server as used
for the transfer of credit information between the
decoder and a bank

[0020] In the case where gaming information is

encrypted by the decoder, the intermediate communica-
tions server may be adapted to simply paes this infor-
mation "as is" to the central gaming computer. However.
in one embodiment, the intermediate communications

server is adapted.to decrypt information received from
the decoder and to re—crypt this information for subse-
quent communication to the central gaming computer.

This may be required. for example, in the case where
different encryption algorithms are used by the decoder
and central gaming computer.
[0021] The intermediate communications server may
further be adapted to communicate information to and
from other computer devices. for example, computer
databases holding TV subscriber information. In this
way, the intermediate communications sewer may
obtain directiy information regarding the user of the sys-
tem (name. address etc) to be used in setting up a gam-
ing account, without the user having to re-enter the
same information.

[0022] The communication means used to transmit
gaming data from the central gaming computer to the
decoder may be defined in a number of different ways
and by a number of different communication elements.

10

15

25

30

35

45

50

55

For example. some or all of the gaming data sent from
the gaming computer to the decoder may be transmitted
via a transmitter means used to transmit audiovisual
data to the decoder.

[0023] In addition, or alternatively. some or all of the
gaming data sent from the central gaming computer to
the decoder may be sent via a network communication
link. for example, the same network used to communi-
cate information from the decoder to the central gaming

computer during gaming operation.
[0024] In practice. a mixture of these two communica-
tion paths may prove optimal, the network path being
used for rapid dialogue between the decoder and the
gaming computer during real-time operation and the
transmission path being used for relatively fixed data,
such as screen format display data or the like.
[0025] The present invention also extends to a gaming
system for processing gaming data. comprising:

means for transmitting gaming data to a user's
decoder;

means for receiving data from the user‘s decoder;
and

means for connection to a bank server holding the
user‘s bank account in order to transfer credit to or

from the account.

[0026] The gaming system may include a gaming
awount held by the gaming system which can be cred-
ited in response to the transfer of credit.
[0027] The gaming system may be adapted to com-
municate with the decoder and the bank server via a

communications server. If so, the gaming system may

be adapted to receive encrypted information from the
communications server. .

[0028] The present invention also provides a interacl
five gaming and audiovisual transmission system com-
prising a gaming system as aforementioned, said user's
decoder, and said bank server. ‘

[0029] As mentioned above the system may be used
to permit gaming in relation to various events. For exam-
ple, the central gaming computer may be adapted to
generate a computer game (computer blackjack or the
like). the computer generated images being transmitted
via the audiOViSual link to the decoder.

[0030] However, as will be appreciated. the combina-
tion of gaming and audiovisual systems makes the
present invention particularly adapted to permit gaming
in relation to televised sports, such as horse racing or
the like. In one embodiment. the present invention com-

prises a central gaming computer adapted to provide
gaming data related to a real-time sporting event. the
decoder being adapted to receive both gaming data and
associated audiovisual data of the event

[0031] In the context of the present application the
term ((audiovisual transmission system)) refers to all

transmission systems for transmitting or broadcasting '
primarily audiovisual or multimedia digital data. The
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present invention is particularly. but not exclusively.
applicable to a broadcast digital television system.
[0032] In this application the term (( smart card )) is‘

used to mean any conventional chip-based card device
possessing. for example, microprocessor and/or mem-
ory storage. Also included in this term are chip devices
having alternative physical iorms, for example key-
shaped devices such as are oftenused in TV decoder
systems.

[0033] in the present application, the term "decoder“
is used to apply to an integrated receiver/decoder for
receiving and decrypting an encrypted transmission,
the receiver and decoder elements of such a system as
considered separately, as well as to a receiver capable
oi receian non-encrypted broadcasts. The term

equally covers decoders including additional iunctions,
such as web browsers. together with decoder systems
integrated with other devices. ior example. integrated
VHS/decoder devices or the like.

Figure 1 shows the overall architecture oi a digital
television system. as may be incorporated in the
gaming system oi the present invention;

Figure 2 shows the conditional access system oi
the television system of Figure 1;

Figure 3 shows the structure oi the decoder of Fig-
ures 1 and 2;

Figure 4 shows a gaming system incorporating the
television system oi Figures 1 and 2; and

Figure 5 shows a ilow diagram of the logical steps
involved in a gaming transaction

Digital Television System

[0034] An overview oi a digital television broadcast

and reception system 1000 adaptable to the present
invention is shown in Figure 1. The system includes a
mostly conventional digital television system 2000,
which uses the known MPEG-2 compression system to
transmit compressed digital signals. In more detail, the
MPEG-2 compressor 2002 in a broadcast centre
receives a digital signal stream (typically a stream oi
video signals). The compressor 2002 is connected to a
multiplexer and scrambler 2004 by linkage 2006. The

multiplexer 2004 receives a plurality oi further input sig-
nals. assembles one or more transport streams and
transmits compressed digital signals to a transmitter
2008 of the broadcast centre via linkage 2010, which

can of course take a wide variety oi forms including tel-
ecom links.

[0035] The transmitter 2008 transmits electromag-
netic signals via uplink 2012 towards a satellite trans-

ponder 2014. where they are electronically processed
and broadcast via notional downlink 2016 to earth
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receiver 2018, conventionally in the form of a dish
owned or rented by the end user. The signals received
by receiver 2018 are transmitted to an integrated
receiver/decoder 2020 owned or rented by the end user
and connected to the end user's television 2022. The

receiver/decoder 2020 decodes the compressed
MPEG-2 signal into a television signal for the television
set 2022.

[0036] A conditional access system 3000 is connected
to the multiplexer 2004 and the receiver/decoder 2020.

and is located partly in the broadcast centre and parity
in the decoder. It enables the end user to access digital
television broadcasts from one or more broadmst sup-
pliers. A smart card. capable of decrypting messages
relating to commercial offers (that is, on or several tele-

vision programmes sold by the broadcast supplier), an
be inserted into the receiver/decoder 2020. Using the
decoder 2020 and smart mrd. the end user may pur-
chase events in either a subscription mode or a pay~per-
view-mode.

[0037] An interactive system 4000. also connected to
the multiplexer 2004 and the receiver/decoder 2020 and

again located partly in the broadcast and partly in the
decoder, enables the end user to interact with various

applications via a modemmed back channel 4002. Such

interactive applimtions may include an interactive shop-
ping service. a quiz application. an interactive pro-
gramme guide etc.

[0038] In point oi fact. whilst the interactive system
4000 has been represented as a discrete logical block.
the physical elements oi this system, such as the server
or servers used to handle communications between the

receiver/decoder and central servers. may be elements
shared with the conditional access system 3000. This
will become clear in the description of the gaming sys-
tem of Figure 4.

Condig‘onal Access Sfiem

[0039] With reierence to Figure 2. the conditional
access system 3000 includes a Subscriber Authoriza-
tion System (SAS) 3002. The SAS 3002 is connected to
one or more Subscriber Management Systems (SMS)
3004. one SMS ior each broadcast supplier, by a
respective TCP-IP link 3006 (although other types oi
linkage could alternatively be used). Alternatively. one
SMS could be shared between two broadcast suppliers.
or one supplier could use two SMSs. and so on.

[0040] First encrypting units in the form oi ciphering
units 3008 utilising (( mother )) smart cards 3010 are

connected to the SAS by linkage 3012. Second encrypt-
ing units again in the form oi ciphering units 3014 utilis-
ing mother smart mrds 3016 are connected to the
multiplexer 2004 by linkage 3018. The receiver/decoder
2020 receives a (( daughter )) smart card 3020. It is
connected directly to the SAS 3002 by Communications
Servers 3022 via the modemmed back channel 4002.

The SAS sends amongst other things subscription
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rights to the daughter smart card on request.

[0041] The smart cards contain the secretsot one or
more commercial operators. The (( mother )) smart

card encrypts different kinds of messages and the
(( daughter )) smart cards decrypt the messages, if
they have the rights to do so.
[0042] The first and second ciphering units 3008 and
3014 comprise a rack. an electronic VME card with soft-
ware stored on an EEP ROM, up to 20 electronic cards
and one smart card 3010 and 3016 respectively. for
each electronic card. one (card 3016) for encrypting the-
ECMs and one (card 3010) for encrypting the EMMS.
[0043] Also shown in Figure 2 is a handheld remote
control used by the viewer to control and program func-
tions of the receiver/decoder 2020.

Mglfiplger and Scrambler

[0044] With reference to Figures 1 and 2, in the broad-

cast centre. the digital video signal is first compressed
(or bit rate reduced), using the MPEG-2 compressor
2002. This compressed signal is then transmitted to the
muttiplexer and scrambler 2004 via the linkage 2006 in
order to be multiplexed with other data. such as other
compressed data. .

[0045] The scrambler generates a control word CW
used in the scrambling process and included in the
MPEG-2 stream in the multiplexer 2004. The control

_word CW is generated internally and enables the end
user's integrated receiver/decoder 2020 to descrarnble
the programme. Access criteria, indicating how the pro-
gramme is commercialised. are also added to the
MPEG-2 stream. The programme may be commercial-
ised in either one of a number of (( subscription ))

modes and/or one of a number of (t Pay Per \fiew ))
(PPV) modes or events.
[0046] In the subscription mode. the end user sub-
scribes to one or more commercial offers, of (( bou-

quets )). thus getting the rights to watch every channel
inside those bouquets. In the preferred embodiment, up
to 960 commercial offers may be selected from a bou-

, quet of channels. In the Pay Per View mode. the end
user is provided with the capability to purchase events
as he wishes. This can be achieved by either pre-book-
ing the event in advance ((( pre-book mode H). or by
purchasing the event as soon as it is broadcast
((( impulse mode H).
[0047] Both the control word CW and the access cri-
teria are used to build an Entitlement Control Message
(ECM); this is a message sent in relation with a scram-
bled program. The message contains a control word
(which allows for the descrambling of the program) and
the access criteria of the broadcast program. The
access criteria and control word are transmitted to the

second encrypting unit 3014 via the linkage 3018. In
this unit an ECM is generated, encrypted with an exploi-

tation key Cex and transmitted on to the multiplexer and
scrambler 2004.
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ngramme Transmission

[0048] The multiplexer 2004 receives encrypted
EMMs from the SAS 3002, encrypted ECMs from the

second encrypting unit 3014 and compressed pro-
grammes from the compressor 2002. The multiplexer
2004 scrambles the programmes and communicates
the scrambled programmes. the encrypted EMM of
present) and the encrypted ECMs to a transmitter 2008
of the broadcast centre via linkage 2010. The transmit-
ter 2008 transmits electromagnetic signals towards the
satellite transponder 2014 via uplink 2012.

Pr mm Ft

[0049] The satellite transponder 2014 receives and
processes the electromagnetic signals transmitted by
the transmitter 2008 and transmits the signals on to the
earth receiver 2018, conventionally in the form of a dish

owned or rented by the end user, via downlink 2016.
The signals received by receiver 2018 are transmitted to
the integrated receiver/decoder 2020 owned or rented

by the end user and connected to the end user's televi-
sion set 2022. The receiver/decoder 2020 demulti-

plexes the signals to obtain scrambled programmes with
encrypted EMMs and encrypted ECMs.
[0050] It the programme is not scrambled the
receiver/decoder 2020 decompresses the data and

transforms the signal into a video signal for transmission
to television set 2022.

[0051] If the programme is scrambled. the
receiver/decoder 2020 extracts the corresponding ECM

from the MPEG-2 stream and passes the ECM to
the (( daughter )) smart card 3020 of the end user.
This slots into a housing in the receiver/decoder 2020.
The daughter smart card 3020 controls whether the end
user has the right to decrypt the ECM and to access the
programme. it not. a negative status is passed to the
receiver/decoder 2020 to indicate that the programme
cannot be descrambled. If the end user does have the

rights, the ECM is decrypted and the control word
extracted. The decoder 2020 can then descrarnble the

programme using this control word. The MPEG-2
stream is decompressed and translated into a video sig-
nal onward transmission to television set 2022.

rirM m mM

[0052] A Subscriber Management System (SMS)
3004 includes a database 3024 which manages,

amongst others. all of the end user files, commercial
offers (such as tariffs and promotions), subscriptions,
PPV details. and data regarding end user consumption
and authorization. The SMS may be physically remote
from the SAS

[0053] Each SMS 3004 transmits messages to the
SAS 3002 via respective linkage 3006 to enable modifi-
cations to or creations of Entitlement Management Mes-
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sages (EMMs) to be transmitted to end users.

[0054] The SMS 3004 also transmits messages to the
SAS 3002 which imply no modifications or creations of
EMMs but imply only a change in an end user's state
(relating to the authorization granted to the end user
when ordering products or to the amount that the end

user will be charged).

Entitlemem Management Messages and Entitlemem
mummies

[0055] ECMs or Entitlement Control Messages are
encrypted messages embedded in the data stream of a
transmitted program and which contain the control word

necessary for descrambling of part or all of a program.
Authorisation of a given receiver/decoder is controlled
by EMMs or Entitlement Management Messages, trans-
mitted on a less frequent basis and which supply an
authorised receiver/decoder with the ecploitation key
necessary to decode the ECM.
[0056] An EMM is a message dedicated to an individ-
ual end user (subscriber), or a group of end users. A
group may contain a given number of end users. This
organisation as a group aims at optimising the band-
width; that is, access to one group can permit the reach-
ing of a great number of end users.

[0057] Various specific types of EMM may be used.
Individual EMMs are dedicated to individual subscrib-

ers. and are typically used in the provision of Pay Per
View services. So-called (( Group )) subscription
EMMs are dedicated to groups, of say, 256 individual
users, and are typically used in the administration of
some subscription services. This EMM has a group
identifier and a subscribers' group bitmap
[0058] For security reasons. the control word CW
embedded in an encrypted ECM changes on average
every 10 seconds or so. In contrast, the exploitation key

Cex used by the receiver to decode the ECM is changed
every month or so by means of an EMM. The exploita-
tion key Cex is encrypted using a personalised key cor-
responding to the identity of the subscriber or group of
subscribers recorded on the smart card. If the sub-

scriber is one of those chosen to receive an updated
ecploitation key Cex, the card will decrypt the message
using its personalised key to obtain that month's exploi-
tation key Cex.
[0059] The operation of EMMs and ECMs will be well-
known to one skilled in the art and will not be described

here in any more detail.

Receiver/Decoder Structure

[0060] Referring to Figure 3, the elements of a

receiver/decoder 2020 or set-top box for use in a digital
broadcast system and adapted to be used in the
present invention will now be described. As will be

understood, the elements of this decoder are largely
conventional and their implementation will be within the
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capabilities of one skilled in the art.

[0061] As shown, the decoder 2020 is equipped with

several imertaces for receiving and transmitting data, in
particular an MPEG tuner and demultiplexer 2040 for
receiving broadcast MPEG transmissions, a serial imer-
face 2041, a parallel interface 2042, and a modem 2028

for sending and receiving data via the telephone net-
work In this embodiment, the decoder also includes a
first and second smart card reader 2030 and 2031, the

first reader 2030 for accepting a subscription smart card

containing decryption keys associated with the system
and the second reader 2031 for accepting bank and
other wrds. As will be described, the use of a two-slot

decoder, adapted to read bank cards. is an important
aspect in the implementation of the gaming system of
Figure 4. .
[0062] The decoder also includes a receiver 2043 for
receiving infra-red control signals from the handset

remote control 2044 and a Peritel output for sending
audiovisual signals to a television 2022 connected to
the decoder. In certain cases it may be desired that the
infra-red signals transmitted from the handset 2044 to

receiver 2043 are subject to a simple scram-
bling/descrambling process to ensure that no useful
information may be obtained by any third party monitor-
ing the transmission.

[0063] Such algorithms will not be described in any
detail, but may comprise, for example a symmetric algo-

. rithmic key known to both handset 2044 and ‘
receiver/decoder 2020. This may be varied from time to
time, for example, by means of a modulating random
number chosen by the receiver/decoder 2020 and dis-
played by the television 2022. the user then program-
ming the handset 2044 with this number to ensure that

the handset scrambles entered data using an encryp-
tion algorithm key equivalent to that used the
receiver/decoder to decrypt the received infra-red sig-
nals.

[0064] Processing of digital signals received via the

interfaces and generation of digital output signals is
handled by a central comrol unit 2045. The software

architecture of the control unit within the decoder may
correspond to that used in a known decoder and will not

be described here in any detail. It may be based, for
example, on a virtual machine interacting via an inter-
face layer with a lower level operating system imple-
mented in the hardware components of the decoder. In
terms of the hardware architecture. the decoder will be

equipped with a processor. memory elements Such as
ROM. RAM. FLASH memory etc. as in known decod-
ers.

[0065] Applications processed by the control unit 2045
may be resident applications stored in the ROM or
FLASH of the decoder or applications broadcast and
downloaded via the MPEG interface 2 of the decoder.

Applications can include program guide applications,
games. interactive services, teleshopping applications,
as well as initiating applications to enable the decoder
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to be immediately operational upon start-up and appli-

cations for configuring the decoder. Applications are
stored in memory locations in the decoder and repre-
sented as resource files comprising graphic object

description files. unit files. variables block tiles. instruc-
tion sequence tiles, application files. data files etc.

[0066] Conventionally. applications downloaded into
the decoder via the broadcast link are divided into mod-

ules. eadw module corresponding to one or more MPEG
tables. Each MPEG table may be divided into a number
of sections. For data transfer via the serial and parallel

ports. modules are also split into tables and sections.
the size of the section depending on the channel used.
[0067] In the case of broadcast transmission. modules
are transported in the form of data packets within
respective types of data stream. for sample, the video
data stream. the audio data stream. a text data stream.
In accordance with MPEG standards each packet is

preceded by a Packet Identifier (PID) of 13 bits. one PID
for every packet transported in the MPEG stream. A
programme map table (PMT) contains alist of the differ-
ent streams and defines the content of each stream

according to the respective PID. A PID may alert the
device to the presence of applications in the data
stream. the PID being identified by the PMT table.

Gaming Smem Architecture

[0068]
described the elements and functioning of a gaming
system according to an embodiment of the present
invention. The gaming system includes the elements of
the digital television system described and shown in
Figures 1 and 2. which have been assigned the same
reference numerals . Some elements. such as the dig-

ital compressor 2002 shown in Figure 1. have been
omitted in order to focus on those aspects of the system

whidw are pertinent to the present invention.
[0069] As shown. the gaming system additionally
comprises a source of audiovisual information 4001
regarding the event which will form the subject of betting
etc within the system. In the present case, the event has
been represented as a horse race, and the present sys-
tem is indeed particular adapted to gaming activities
centred around televised live action sporting events.

However. as will be understood. the present system

may equally used to permit gambling in relation to other
events. such as casino-type games. as well as compu-
ter generated games, pre—recorded events etc.
[0070] The system further comprises a central gaming
computer means in the form of a gaming system server
4002. together with associated operating terminal or
terminals 4003. adapted to generate odds. calculate

winnings etc in relation to the gaming event. The garn-
ing server 4002 is adapted to communicate with a
receiver/decoder 2020 via the intermediate communica-
tion server or servers 3022. The connection between

the gaming server 4002 and communication server

Referring now to Figure 4. there will now be >
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3022 may be implemented by an X25 Transpac link or
via a dedicated line. The network link for the server is

indicated broadly at 4010.

[0071] As described above. the communiestion server
3022 communicates with the receiver/decoder 2020 by

means of a telephone link using the in-built modem of
the receiver/decoder.

[0072] The gaming server may be equally adapted to
send information to the receiver/decoder 2020 via a sat-

ellite link. indicated broadly at 401 1. by injection of infor-
mation into the multiplerer 2004 for subsequent

integration in the transmitted MPEG stream.
[0073] As will be understood. all communications from
the receiver/decoder 2020 to the gaming server 4002
are via the receiver/decoder modem and communica-
tion server 3022. In the case of communications from

the gaming server 4002 to the receiver/decoder 2020.
the choice of communication dwannel and communica-

tion means (MPEG satellite transmission or communi-
cation server/modem connection) may depend on the
nature of the information to be transmitted.

[0074] Typically. the satellite link 4011 will be used to
send data or information that may be updated on a daily
basis or which may be received by any number of
receiver/decoders in the park (odds for tomorrow's

races etc). In particular. the satellite link may be used to
download the application that needs to be installed in
the receiver/decoder to enable the receiver/decoder to

function in the gaming system.
[0075] In contrast, the modem link 4010 may be pre-
ferred for data that changes on a minute-by-minute

basis or that is specific to a particular user (results of
last race, current state of the account of the user etc). ,

[0076] In addition to handling gaming activities result-
ing from bets placed via the receiver/decoder 2020. for
example as programmed in using the remote control
2044. the gaming server 4002 may also be adapted to
manage bets to be placed by other input means. for
example as placed by a phone service or as received by
a "Minitel' type system. as used in France and other
countries.

[0077] The gaming system server 4002 is additionally
connected to a bank server network 4003 comprising
one or more bank servers 4005. 4006. The bank server

netw0rk may correspond to an existing network used to
handle electronic payment transactions. The level of
security and encryption in the communications between
each of the elements of the gaming system will be
described in more detail below in relation to the opera-

tion of the system.

5.5 :.

[0078] As mentioned in the introduction of the present
application. gaming systems used in interactive televi-
sion systems proposed to date have tended to use rela-
tively Iaborious methods for settling accounts between
the viewer and the central gaming authority. requiring
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the viewer either to pay by a conventional method

(cheque. telephone credit transfer etc) or to physically
purchase an ”electronic purse" in the form of a smart

card or key containing a number of pre-paid credits that
may be gambled.

[0079] The present embodiment differs from such sys-
tems in proposing a system architecture that enables a
viewer to pay by means of a credit or debit card inserted

in the decoder and by entering data into the system by
means of the hand-held remote control. As mentioned

above. the provision of a decoder provided with two dis-
tinct card readers 2030, 2031 enables the decoder to

simultaneously hold a subscription card containing the
viewers access rights (eg to the gaming channel) as
well as interacting with a credit/debit card inserted in the
decoder.

[0080] In order to comply with regulations concerning
the use of credit/debit cards in gambling transactions.
two different types of transactions need to be distin-
guished: (i) opening or re-crediting an account man-
aged by the gaming system server and (in gambling the
sums in this account.

enin n cou

[0081] In the present case. the card reader 2031 func-
tions in a similar manner to a standard card reader used

in banking terminals and the like to read and write data
on a smart card presented in the reader. As with all card
readers used in the banking field, communication

between the terminal On this case the decoder) and
external sewers is prohibited during the time that the
card is being accessed by the terminal, i.e. for the time
that the memory zones on the card are "open”.
[0082] In order to open and credit an accoum with the
gaming system server. the following steps are carried
'out during a first phase:

a) Using the handheld remote control, and as
guided by the application loaded in the
receiver/decoder, the user selects the option "open
an account" and enters the sum of money that he
wishes to transfer to this account.

b) After having introduced his credit card into the
card reader slot 2031. the viewer is invited to enter

his personal PIN code. The user has a maximum of
two opportunities to enter the code, after which the

receiver/decoder will refuse to accept any further
entries and the transaction will be abandoned.

Note that in the case of sensitive information

communicated to the receiver/decoder by the hand-
set (in particular the PIN code) the data entered by
the user on the key pad of the handset may be
scrambled before transmission between the hand-

set and decoder so as to prevent interception of this
information by any third party. See above.
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c) Assuming the code is correct. the smart card
downloads certain information in response to a
request from the receiver/decoder, including details
of the last transactions, to enable the decoder to

verify that the sum of transactions during a certain
period is within, for example, the transaction limit of
the card holder for that period.

d) The receiver/decoder then passes to the smart
card information regarding the current transaction
including the amount of the transaction. the date
and time of the transaction, the details of the bank
account to be credited in the transaction and so on.

(The details of the amount to be credited can be
obtained by the decoder prior to the interrogation of
the card from the gaming system server or the inter-
mediate communications system server).

e) In the conventional manner, the smart card then
calculates a first numeric certificate using this infor-
mation. which is communicated to the
receiver/decoder. The receiver/decoder writes the

present transaction in the card and a second
numeric certificate is calculated and communicated

to the receiver/decoder. The memory zones of the
smart card are then closed off.

The generation of a pair of numeric certificates
is a specific security measure associated with the
use of a receiver/decoder as transaction terminal.

Once the above steps have been carried out.
the system then moves to a second phase involving
communication between the receiver/decoder

2020. the intermediate communication server 3022
and the bank server 4005.

f) Before transferring any information, the
receiver/decoder 2020 verifies the identity of the
communication server 3022 by means of a pub-
lic/private key system (eg using the RSA algorithm).
In particular, the receiver/decoder generates a ran-
dom number, which is transmitted to the server for

encryption by a private key and returned to the
receiver/decoder, which checks the encrypted
value using the equivalent public key.

A simple handshake signal may also be pro-
vided by the decoder 2020 to identify itself to the
server 3022.

9) Assuming the identity of the communication
server is verified. the receiver/decoder 2020 sends

to thecommunication server 3022 the details of the
transaction to be carried out, including the first and

second numeric certificate generated by the smart
‘ card.

h) The communication server 3022 then sends the
transaction details to the first bank server 4005.
which verifies the account of the user. and author-
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ises (or not) the transaction and sends an acknowl-
edgement of the transaction to the communication
server. The transfer of money between the user's
account and that of the central gaming authority will
then be handled within the bank network 4004.

i) Once the communication server 3022 has
received acknowledgement of the acceptation of
the monetary transfer. a message will be sent to the
receiver/decoder 2020 of the completion of the
transfer and the operation will proceed to the next
phase.

Note that the same steps a) to i) as used in the
first two phases will also be carried out in the event
that the user wishes to increase the credit in an

existing gaming account.
The next phase in the opening of a gaming

account involves communication between the

receiver/decoder 2020. the communication server

3022 (and the SAS and SMS servers 3002. 3004)
and the gaming server 4002. The information com-
municated between these servers is largely non-

sensitive and may be communicated in clear, with
the exception of the code word chosen by the user
to obtain access to his gaming account.

1) Using the information (name. address etc) on the
user held in the SAS and SMS servers 3002. 3004.

the communication server prmares a request for

opening of an account with the gaming system
server 4002. This information has been gathered in
the SMS server during the original procedure car-
ried out when the user originally subscribed to the
television service. The user is thus spared the
inconvenience of repeating all this information
when subscribing to the gaming service.

Note that in the event that SMS database

reveals. for example. that the subscriber is in debt
with the television service. the communication

server may abort the opening of an account with
the gaming service. This extra verification step may
be carried out earlier. for example. at step 9).

k) In one embodiment, the communication server
3022 may send the subscriber information to the
receiver/decoder 2020 where it is displayed on the
television 2022 for verification by the user. Once
verified. the information is sent to the gaming sys-
tem server 4002 where a gambling account is cre-
ated by the server 4002.

I) The account information (account number etc) is
then sent from the gaming server 4002. via the
communication server 3022. to the

receiver/decoder 2022. The user is then invited to
choose a suitable code word for the account which

will be demanded by the system at every opening of
a gaming session. As for the PIN nurrber, the infra-
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red signal containing this information and sent
between the remote control and the decoder may
be scrambled by the remote to avoid interception
and descrambled by decoder.

m) The code word is then encrypted by a public key
of a public/private key pair held in the
receiver/decoder 2020 and sent to the communica-

tion server 3022. where it is decrypted by the corre—

sponding private key. In this case. for example. the
same RSA key pair as used for the verification of
the communication server may be used.

n) The code word is then re-encrypted by the com-
munication server 3022 and sent to the gaming sys-
tem server 4002 where it is decrypted and assigned
to the user's account. In this case, a symmetric key

algorithm, such as DES. may be advantageously
used. for sample. to permit two-way encrypted
communication between the communication server

3022 and gaming server 4002.

in ' h n i in min

[0083] Once the user has set up and credited a gam-
ing account with the gaming server 4002. all future gam-
bling transactions will be handled between the
receiver/decoder 2020 and the gaming system server
4002. At the start of every gaming session. the system
server 4002 will demand the user's assigned code
word. which will be communicated between the
receiver/decoder and the gaming server. via the com-
munications server. as described above.

[0084] For simplicity, and in order to permit a relatively
rapid dialogue, all questions and responses between
the user and the gaming system in order to place a bet
and receive the results are preferably passed via the tel-

ephonelmodem link and the communication server
3022. Certain data. such as the format of the screens

displayed by the receiver/decoder in gaming mode
and/or slowly changing or universal data (details of that
day's races. the horses taking part etc) may be passed
via the satellite uplink in order to take advantage of the
bandwidth of this channel.

[0085] Other embodiments. in which data is shared
between the two communication channels in alternative

ways may nevertheless be envisaged. for atample.
where all communication from the receiver/decoder to

the gaming system server passes via the modem link.
whilst all communications from the sewer to the

receiver/decoder pass via the satellite link
[0086] As mentioned above, the present system may
be used with a number of interactive gaming applica-
tions. for aample. with computer games such as black-
jack. poker or the like. in which the user places a bet on

the outcome of a game managed by the gaming server.
However. in view of the use of television broadcast tech-

nology. the system is particularly adapted to permit
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gaming in relation to live action sporting events. such as
‘ televised horse. dog or camel racing.

[0087] Figure 5 is a flow diagram of the steps involved
in the placing of a bet in relation to one or more broad-

cast horse races. In the present case, the bet is to be
placed in respect of the present day's races, i.e. in "real
time". and the odds quoted for the horses may depend
on the time at which the bet is taken. In alternative .

embodiments, bets may be placed the day or week
before the race or races in question.
[0088] Firstly. at step 5000. the user enters his code
word and opens a betting session. At steps 5001 and
5002. he chooses the racecourse he is interested in and

one of the races running at that racecourse. respec-

tively. Depending on which race is running. the user
may be offered a number of different standard types of
bet. from a simple bet to more complex bets. including
main and side bets.

[0089] As will be appreciated. the bettypes offered
may be determined according to the wishes ofthe gam—
ing authority and may be based on any of the usual
types of bet offered for an event of this type.
[0090] At step 5003. the user chooses the type of bet
he wishes to place. In the case of a simple bet on one
horse. the next step will be step 5004 where the user
chooses the formula of the bet, ie whether the horse will

win or be placed in the first three or four positions. At
step 5005. the user chooses the horse he wishes to bet
on.

[0091] In the case of a complex bet. the user then
chooses from a combination of win. place or win/place
at step 5007 and from one of a number of types of bet
(single. combined. reduced field. full field) at step 5007.

. The user may decide. for example to choose one horse
to win and/or one horse to be placed in the top three or
four. Other combinations may be made presented to
reflect the choice of bet normally available. At step 5008
the user chooses the horses he wishes to bet on.

[0092] At step 5009 the user chooses his stake. i.e.

the sum to be extracted from the money deposited in his
gaming account. At step 5010 confirmation of the stake

to be gambled is demanded. At this time. the system
may also indicate the overall odds for the bet or bets

placed and the sum of money to be won. Assuming that
the user confirms the bet. the bet is registered at step
5011. .

[0093] Following the results of the race. the gaming
system server calculates the winnings or losses for the
user. These will be subtracted or added automatically to
his gaming account. The user may demand at any time
the position of his account.

[0094] In the event that the user eventually wishes to
close the account or to transfer some of his winnings to
his bank account. a message to this end may be sent by
the user from the receiver/decoder 2020 to the gaming
system server 4002 (Figure 4). At that time. the server
4002 will communicate with the bank server 4006 to

organise a credit transfer to the user‘s bank account.
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Since the identity and bank details of the owner of the
receiver/decoder are already known, the server will only
transfer money from the gaming account of the user to
the bank account originally used in the setting up of the
gaming accoum.

[0095] It will be understood that the present invention
has been described above purely by way of example.
and modifications of detail can be made within the

scope of the invention.

[0096] Each feature disclosed in the description. and
(where appropriate) the claims and drawings may be
provided independently or in any appropriate combina-
tion.

[0097] In the aforementioned prefened embodiments.
certain features of the present invention have been
implemented using computer software. However, it will
of course be clear to the skilled man that any of these
features may be implemented using hardware. Further-
more. it will be readily understood that the functions per-
formed by the hardware. the computer software, and
such like are performed on or using electrical and like
signals.

Claims

1. An interactive gaming and audiovisual transmis-
sion system comprising a central gaming computer
means for processing gaming data. a decoder
adapted to receive gaming data from the central
gaming computer together with transmitted audio-
visual data, the decoder further including a card
reading device for interacting with a user’s bank

card in order to credit a gaming account held by the
central gaming computer means in response to a
transfer of credit from the user‘s bank account.

2. An interactive gaming and audiovisual transmis-

sion system as claimed in claim 1, in which the
decoder is equipped with a card reading device in
the form of a smart card reader.

3. An interactive gaming and audiovisual transmis-
sion system as claimed in claim 1 or 2. in which the
decoder is further equipped with a second card
reading device

4. An interactive gaming and audiovisual transmis-
sion system as claimed in any preceding claim in
which the decoder is adapted to obtain transfer of
credit information in the form of an electronic certif-

icate generated by the bank card in response to
transaction data submitted by the decoder.

5. An interactive gaming and audiovisual transmis-
sion system as claimed in any preceding claim in
which the decoder is provided with a handheld
remote control, some or all of the data sent to the

decoder being encrypted by the handheld remote

Petitioner Apple Inc. - Exhibit 1006, p. 2256



Petitioner Apple Inc. - Exhibit 1006, p. 2257

19 EP0934765A1 20

control and subsequently decrypted by the
decoder. -

6. An interactive gaming and audiovisual transmis-
sion system as claimed in any preceding claim in
which the decoder is adapted to transmit transfer of
credit information from the decoder to a bank sewer
via a network communication link

21. A gaming system as claimed in Claim 19 or 20,
adapted to communicate with the decoder and the
bank server via a communications sewer.

22. A gaming system as claimed in Claim 21,
adapted to receive encrypted information from the
communications server.

23. A gaming system as claimed in any of Claims
19 to 22. adapted to transmit gaming data related t
a real-time sporting event. .

24. An interactive gaming and audiovisual transmis-
sion system comprising a gaming system as
claimed in any of Claims 19 to 23. said user's
decoder, and said bank sewer.
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(54) Email access control scheme for communication network using identification concealment
mechanism

(9) Anemailaccesscontrolschemecapafleot
resolving problems of the real email address and one.
bling a unique identification of the identity of the user
while concealing the user identifiration is disclosed. A
personalized access ticket containing a sender's identi-
liwtion and a recipient’s identilimtion in correspond-
ence isto be presented by a sender who wishes to send
anernail toarecipientsoastospecifythe recipientas
an intended destination of the email. Then. aoceeses
between the sender and the recipient by verifying an

access right of the sender with respect to the recipient

amdngtothepersonafizedacceesfidretatamrre
commmicefionservioeAlsqendfideliderfimnot

miserbywtfiweadruseriswimelyidentifableby
a certification authority. and an anonymous 'dentitim-
tion of each user containing at least onetragmem at the
official identification are delined.andeachuserisiden—

tilled by the anonymous identification of each user in
communications tor emails on a communication net-
work
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Description

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

[0001] The present invention relates to an email

access control scheme for controlling transmission and
reception of emails by controlling acceaes tor commu-
nications from other users whose identifications on the

communication network are concealed while concealing
an identification of a recipient on the communication
network.

DESCRIPTION OF THE BACKGROUND ART

[0002] ln conjunction with the spread of the lnternet,
the SPAM and the harassment using emails are drasti-
cally increasing. The SPAM is a generic name for entails
or news that are unilaterally sent without any considera-
tion to the recipient's time consumption. economical
and mental budens The SPAM using snails are also
lmown as UBE (Unsolicited Bulk Emails) or UCE (Unso-
Trcited Commercial Emails). 4
[0003) The SPAM is sent imiscrirninately regardless
of the recipient‘s age. sex. interests. etc. so that the
SPAM often contains an uninteresting or unpleasant
content tor the recipient Moreover. the time consume
tionloadandtheeconorm‘calfoad requiredtorreceiving
theSPAMisnotsosn'all. Forthemsinessuser. the
SPAM can cause the lowering of the working efficiency
asitbecomeshardtofindimportantmailsthatarebur—
ied amongthe SPAM. Also. Bethe SPAM issentto a
huge number of users. the SPAM wastes the network
resources and in the worst case the SPAM can cause

the overloading. As a result. there case be cases where
mails that are important for the user may be lost. Also,
the SPAM is sent either anonymously or by pretending
someone else so that there is a need to provide some
human resources to hande complaints.
[0N4] Onthe other hand. the harassmentisanactfor
keep sending mails with unpleasant contents for the
user continually on the purpose 01 causing mental
agony or exerting economical and time consunption
burdens to the specific user. Similarly as the SPAM, the
harassment mails are sent by pretending an actual or
virtual third person. so tl'at the identification of the
sender is quite difficult. Also. there are cases where a
large mpadty mail is sent or a large amount of mails are
sent in short period of time sothat there is a danger of
causing the system brealdown.
[0005] in order to deal with the SPAM and the harass-
ment. the mail system is required to satisfy the tollowing
requirements. '

‘ Security
It is necessary to detect the pretending by the

sender and retuse the delivery trom the pretending
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sender.

Strength
It is nececssryto Iirritthe nail cmacity in order

to cirwmvent the system breakdown due to the
large capacity mail. ltisalso necessaryto Emit the
number of transmissions in order to circumvent the

system breakdown due to the large amount trans-
mission.

Cmmatibility
it is necosasry not to require a considerable

change to the inplementalion of the existing mail
system
Handling

It is necesasq not to require a considerable
strange to the handling of the misting mail system

The MTA (message Transfer Agent) such as
sendmail and qmail detects the forgery of the enve-
lope inlonnation and the header information and

refuses the delivery. “the MTA also refuses mail
mceivirrghornantarlserverwltidiisaswceofme
SPAMbyrefeningtothesowfledflawlistsudras
MAPSRBLTheMTAalsodetectsthetransmiasicn

Lsing someone else‘s real and address and
refuses the detivery by carm'rrg out the sigma
verification usirg PGP. SIMIME. 113. etc. TheM'IA
also linitsthemessagelength by partial deletionot
themescagetart

Oneofthecausesotthe SPAM andfhet‘arasc-
mentistheredemailaddrossandtherealernail

addressismcimfiwiththetoltowing prrblems.
User'sidentitycanbegueasedfromreal email
address:

Thereelemailaidreecomtainsaninbmtation

usetutingueséngtheidentitysothatitrznbeused

in selecting the harassment target. For exanple.
theplaceoferrploymmtcanbeidentifiedfromthe
realdomain.Also.fhenarneandfliesexmnbe.

guessed from the user name.
Real email address can be guessed from user‘s
identity:

The real email address has a universal format

of [user name]@[domain name] so that the real
ernailaddracmnbeguessediftheuser‘s identity
is known. without an expficit lmowledge of the real
email address itself. For ecan‘pie. if the user's real
nameisknwnJhecardidatecfortheusername
can be emimer‘ated. Also, it the user's affiliation is
known. thecandidatestorthedomain name cenbe
enumerated. Even in the case where the user name

is given by a character string which is totally unre-
lated to the real name, it the naming rule tor the
usernameislmown.theusernamecanbe

guessed by trial and error transmissions
Real email address is translenable:

The real email addressaan betransferred from

one person to another, so that mails can be trans-
mitted even itthe real email address is nottaught by
the holder himself. The transfer at real email
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address through mails indudes the following mes.
By smciiying the other's real email address in the
cczlineofthe rnail.thatrealemailaddreescanbe

transferred to all the recipients specified in the T0:
line at the mail. Also. by torwarding the mail that
contains the real email address of the recipient
specified in the T0: line in the message text to a
third person. that real email address can be trans-
terred to the third person.

‘ Real email address is hard to cancel:
it is difficult to cancel the real email address

because it the real errail address is cancelled it

becomes imposibleto read not only the SPAM and
the harassment mails but also the important mails
as well.

[0006] Cypherpunk remailers and Mixrnaster remail-
ers which are collectively known as Anonyn'ous remail-
ers use a scheme for delivering mails after encrypting
the real email address and the real domain of the

sender. This scheme is called the reply block The
enayptionanddecryptionotthereplyuodrusesa pm)-
lic key and a secret key of the Anonymous remailer so

that it is difficult to identify the real email nurses and
the real domain at the sender for any users other than
the sender.

[MT] TheAnonyn'iousremailersalsomkeitdifficult
totransterthe real ermil addressberause itisdiflicultto

identity the real snail address waever. the reply block
istranslerrable. sothat rq>ly mails can be returned to
the sender from users other than the redpient.
[M8] AS-Node and nym.alias.net which are collec-
tivelylommes Pseudonymousserverswemailtrans-
mission and reception using a pseudonym account

uniquely corremonding to the real email address ot the
user. The pseudonym account can be arbitrarily created
attheuserside sothatthe usercenhave apseudonyrn
account from which the real email address is hard to

guess In addition. bytheuseotthereplyblock itis also
possibletoconceal therealemailaddressand the real
domainoitheusertotha Pseudonymousserver. By
corrbining these means. it ran be made cliliicult to iden-
titythereal emaiaddressandtherealdcmainotthe
sendertoranyusersotherthanthesender. Also.the
pseudonym account is cancellable so that there is no
need to cancel the real entail address

[00091 ‘The Pseudonymom sewers also make it diffi-
cult to transfer the real email address because it is diffi-

cult to identity the real email address However. the
pseudonym account is transienable so that reply mils
can be returned to the sender from users other than the

recipient
[0010] In adiition. in orderto protect a recipient from
the SPAM andthe tarrassrnent. itisalso neceesaryto
reject a connection request from a sender who are exerv
cising such action For this reason. it is nwessary tor
the communication system to be capable of uniquely
identifying the identity of the sender.
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[0011] lnvieudflwesetactorsfltecormnnfimfion
systemisreqrfiredtobeapableotmiqrelyidentitying
theidentityoftherserwhileconoealingtherealemail
arhrecsotthewerflhatiswhileguaranteeingtheano—
nymityottheuser),butinthecomentionalcormunim~
tionsystem.ithasbeendifiiculttorneetbothotthese
requirementssinmltaneously.

[0012] Inadetoidentifytheidentityottheuserinthe
mailsystem.therealernailaddrecsofthatuserisnec-
cssary. On the other hand. the Monymous remailers
deliveramailatter eitherencryptingordeletingmereal
enail addrecsofthe sender in orderto guarantee the
anonymityotthe sender. In ordertoidentitythe identity
otthesenderunderthiscondition,itisnecessaryto
tracethedeliveryrotneotthe mallusingthetratfic anal—
ysis. HowaerJhe Anonymous ranaflersmaydelay the
mail delivery «interchange the delivery orders of mails.
Also. The Mixrnasta’ rerrailers deliverlhe nail by divid-
ingitintopluralbtodcsForthisreason.itisditfiwltto
tracethe delivery routebythe traffic analysis. and there-
bretl'reidentificationcltheidentitydthesenderisalso
dilfiarlt.

[0013] The Pseworryrmusserversalsoutilize the
Anonymousremailerstorthe naildelivery.sothatitis
poesfletoguaranteetheanonymityothesenderbutit
is also diffiwlt to uniquely identify the identity of the
sender.

[N14] OntheotherhantheGermanDigitalSigna—
nrraLawaflmsentryotapsemmyminsteadofareal
nameinbarfignlcertificetetorgenemfingthem
sigrlahxetobeusedhcorrmrc‘atiortsavicame
digitalcertificateisuniquelyassignedmflieusersothat
theidentityottheusercanbemiquelyidentfiedevenil
thepseudorrymisentered.Also.theriyrttxnaningthe
pserflonymisgivenbttnmerfideeottatitispossible
toenterthepsewonymlromwl'richitisdiffiwlttoguees
thereal name

SUMMARY OF THE INVENTION

[0015] It istherefore an object of thepresent invention
toprovidean emailacceesoontrolwhemeinacomm-
nitration networkvmich is capatie of resolving the above
described problems of the real email addrea Mitch is
oneotthecausesottheSPAMandtheharassment.

[0016] it is another object of the present invention to
provide an anal access control scheme in a communi-
cation netvnrk Midi is capable of enabling a unique
'dentificafion of the identity at the user while concealing
the user identification ~

[0017] In order to resolve the problems associated
withthetransferandthecancellafionoftl'rereal email

actress. the present invention enmloys the email
access control scheme using a personalized access
ticket (PAT). In order to resolve the prdxtem associated
with the transter ot the real email address. the destina-

tion isspecifiedbythe PATwhidtcontainsboththe real
email address at the sender and a real entail address ot
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the recipient. Also. in order to resolve the problem asso-
ciated with the cancellation of the real entail address. a

validity period is set in the PAT by a Trusted Third Party.
Then. the mail delivery from the sender who presented
the PAT with the expired validity period will be refused.
Also. instead ct cancelling the real email address. the
PAT is registered at a secure storage device managed
by a secure communication service. '
[0018] in other words. the present invention controls
accesses in units in which the real emafl address of the

sender and the real email address of the recipient is
paired For this reason, even when the real email
address is transferred. it is possible to avoid receiving
mails trom users to which the real email address has

beentransierredaslongasthe PAt'isnotaoquiredby
these users.

[0019] Also. in the present invemion. it is possible to
retuse receiving mails without cancelling the real email
address because the nail defivery from the sender who
presented the PAT with the expired validity period or the
PAT that is registered in a databme by the recipient will
be refused.

[(1120] Also. in the present invention. the trail receiv-
ing can be resumed without re—acquiring the real entail
address because the mail receiving can be resumed by
deleting the PM" from the above described storage
device.

[(11:21] Also. in the present invention. the time con-
sumption aid economical loads required for the mail
receivingordowniomtgattheusersidecenbe
reduced because the transmission of nails are retused
at the server side.

[(1122] In afltion. the present irwention errploys the
enail access control scheme using an otticial identities-
tion (OD) and an anonymors identification (MD) in
ordertomakeitpossbletoidemitytheidenfityotthe
user wtile guaranteeing the anonymity of the user.
[0023] Namely. in the present invention. a certificate in
which the personal information is signed by a secret key
ctthe Trusted Third Party is assigned to eadt user in
order to uniquely identity each user. This certificate will
be reterred to as 010. Also. a certificate which contains

fragments of the Oil) information is assigned to each
user as a user identifier on a comiunication network in

order to make it possrbte to identity the identity white
guaranteeing the anonymity of the user. This certificate
will be referred to as AID,
[0024] Also. in the present invention. the OID is recon-
structed by judging the identity of a plurality of Ale in
order to identify the identity at the user. Also. the AID is
contained in the PAT and the PAT is authenticated at a

secue communication service (808) in order to resolve
the problems associated with the transfer and the mn-
cellation ot the ND.

[0025 Also. in the present invention. the AID is man-
aged in a directory which is accessible for search by
unspecified many and which outputs the PAT containing
the MD as a destination. in order to meet the user side
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danand torbe'ng abteto admit accessesfrom unspeci-
tied manywithout revealing the own identity.

[0026] In this my. in the present invention. the identity
otthe usermnbeconcealedinthemailtransrm‘ssion

andreception becausetheAlDonlycontainstragments
oflheOlD_Aiso.theident‘rtyottheusermnbecon-
sealed trom mspecified many even when the AID is
registered at the directory service which is accessible
from unspecified many.
[(1)27] Also.inthepresentirwention.theidenfityolthe
user can be identified wobabilistimlly by reconstructing
the OID by judging the identity of a plurality at Ale. For
this reason. it is posible to provide a measure against
the SPAM and the harassment without revealing the
identity.
[MZB] Also. inthepresentinvention. itispossbteto
ad'nit accesses from unwecitied nnny without reveal-
htgflteidarfitnbynianaghgttteAlDratherthanthereal
enail address at the directory and outputting the PAT
containhgtheAlDasadestinationatthedrecuxy.
[008] More specifies”. aocorzfing b one aspect ct
thepresenthventicnthereisprwidedamethodot
emailaccesscontrol,conprisingthestepsot:receiving
a personalized ewe-s duvet cumming a sender's iden-
tification and a recipient's identification in correspond
ence.whichispresentiedbyasendawhowishesto
sendanemaiibaredriedsoastospecitytheredpi-
enlasanintendeddestinatimottheemalataseane

oomn'unicetion service for comxtingWis
between the sews end the receiver and contrott‘ng
aweesesbetweentl'iesenderandtherw'mientbyven-
fyinganaccessrigttotthesenderwithrewecttothe
m‘pient occurring to thepersornhed access ticket at
the secure (Immunization service.

[W30] Also. inthisapeaotthepresentimerrtion. at
the corumlhg step the secure comrmnicetion service
authenticates the persortafized access ticket presented
by the sender. and refuses a delivery of the email when

the personalized mess tiara presented by the senderhas been altered

[0031] Also. in this aspect at the present invention. the
personefizedeweesticketissignedbyasecret keycfa
secure processing device wtich issued the personal-
ized accessticket. and atthecontrolling stepthe secure
comnunication service authenticates the personalized
amticketbyverityingasimahrreotthesecure
processing dance in the personalized access ticket
using a public key at the secure processing device.
[0032] Also. in this aspect of the present invention. at
the receiving step the secure communication service
also rweives the sender's identification presented by
the sender along with the personalized access ticket.
amt at the controlling 5th the secure communication
service checks whether the sender’s identification pre-
sented by the sender is contained in the personaiized
access ticket presented by the sender. and refuses a
delivery of the entail when the senders identification
presented by the sender is not contained in the person-
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alized access ticket presented by the sender.

[0033] Also. in thisaspedotthepresentinvention.the
personalized access ficket also contains a validity
period indicating a period tor which the personalized
accomtidtetisvalidandattheoon’a’ollingstepthe
secure comrrunication service chads the validity

period contained in the personalized access ticket pre-
sentedbytt‘resenderandrelusssadeliveryottheernail
when the personalized acces tidiet presented by the
sender contains the validity period that has already
been expired.
[0034] Also. in this aspect of the present invention. the
validity period of the personalized access ticket is set by
a trusted third party.
[0035] Also. inthisaqaectotthewesent invention.the
method can further cormrise the stepvot: issuing the
personalized am ticket to the sender at a armory
service for managing an identification of each registrant
and a Nosed intormation of each registrant which
hasalowersecrecythanapersonal information. ina
state whidt is accessible for search by unspecified

many. in response to search conditions specified by the
sender. by using an identification ot a registrant whose
disclosed information matches the search conditions as

the recipient's identification and the sarders identifica-
ticnspecitiedbytl'resenderalcngwiththeaarchccn-

[0036] Also, in this aspect of the present invention. the
method can further comprise the step of: registering in
advance the personalized access ticket containing an
identification of a specific user from which a delivery at
emailstoaspecificregistrantistoberehrsedasthe
sender‘s identification and an identification of the spe—

cificregistrantastherecipient’sidattification.atthe
secue corrmuru'cation service; wherein the controlling

step the secure cannutication service retusss a deliv-
ery of the email item the sender when the personalized
access ticket presented by the sender is registered
therein in advance at the registering step

[0037] Also. inthisaspectotthepreserrtinvention.the
method can further comprise the step of. deleting the
personalized access ticket registered at the secure
commication service men request from the specific
registrant who registered the personatized access ticket
at the registering step
[0038] Also. in this aspect of the present invention. the
personalized access ticket also contains a transier con-
trcltlag indicating whether or not the sender should be
authenticated by the secure oornrmmication service.
and atthe controlling step. when the transfer control flag
contained in the personalized access ticket indicates
that the sender should be authenticated. the secure
communication service authenticates the sender‘s iden-

titimdion praented by the sender and refuses a delivery
of the email when an authentication of the sender's
identification tails.

[0039] Alsqinthisaspectctthepresentinvention.the
authentitztion ot the sender‘s identification is realized
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by adtattenge/reeponse procedurebetweenthe sender
and the seats convmmication service.

[0040] Alsointhisaqawmmepresentirwmfimhe
transfercontrottlagotthepersonalizedameestidretis
setbyarrusedmirdpmy.
[M41] Alsqinlhisasaedotlhepresentinventionjhe
sender's identification andthe recitient‘s dentitication
inthepersonal‘rzedawesstidretmnbegivenbyreal
emafl addressesolthesenderandthe recipient.

[0042] Alsomthisamotlhepresentimentithe
sender's identiliomion and the residents identification
inthepersonalizedaccesstidretwrbegivenbyanm-
ymous identifications oi the sender and the recipient.
where an anonyn’icusflentifmtionoteachusercon-
tainsatleafimetragmentotandf‘dalidenfiiicafionot
eadrtserbymhbheadtrsaismfimrelyidentifafleby
acertitiwflcnauthority
[W43] AlsqinthisawedoflhepresentinventionJhe
amnymwsbentiiwtimcfeachtserisaninfumafion
containingtheatleastonetragmentotthectliciatiden-
tilicafioncteachuserwtidrissignedbythecertifimtion
ardhorilyusingasecretkeydthecertiflcationarmority.
[0044] Alsoirrttisaspedotttrepreserttinverrtimthe
ofliciflidentificafionotefluserisadtaracterstmg

uniquelyasdgtedbead'ruserbythecertificafion
authorityandaprblickeyoteachuserwhicharesigned
byasecretkeyotthecertiticationauthority.
[N45] Alsoinltisaspedotthepresentinvention the
methodcmtmtherconmsethestepotprobabilistr-
callyidentityinganidentityctthesenderbyreconstruct—
ing the arm identificatim ot the sewer by judging
identityctapluralityotanonymousidentifiomrsofme
sendercontainedinaptuaityotperscnatizedam
thirdsusa‘lbytheseruer.
[MAG] Abointtdsapedotttreptesemirwerrfiatan
anonyrnousidentificationotmhuserthatcontainsat
Ieastonetragmentotandfidalkientificaficnoteadt
userbywhidreadiuserismiquelyidentitiablebyacer-
tilicationauthorityandalintrintormationofeach anony-
mous identification by ud'ridr each anonymous
'dentificationcanbemiquely identitiedcanbedelined.
andthesender’s identiicationandtherecipient‘sidenti-

tmnmthepersonalizedaccasticketmbegiven
byarrrurintomtafionotflieamnymidenfitiafionof
thesenderandalink irriormaticnottheanonymcus
iterrtificationottherwmient
[0047] Alsoirrthisaspedolthepresenlinventithe
rink intorrmticnot ead'i anonymous identification is an
identifier uniquely assigned to each anonymous identiti—
mtion by the certification authority.
[0048] AlsqmttrisaspedctthepresentinventionJhe
method can further convrise the step of: probabilisti

mllyideMflyirtganktarfityctmeseriderbyrecomuud-
ing the cfiicial identification of the sender by judging
identityotapluralityotanonymrs identificationsotthe
sender corresponding to the fink information contained
inapturarrtyotpersonafizedaccssstidcetsusedbythe
sender.
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[me] Also. in this aspect of the present invention. the
personalized access ticket can connin a single sender's
identification and a single recipient‘s identification in 1-
to-l conespondence.

[0050] Also. in this aspect of the present invention. the
personalized access ticket can contain a single sender's
identification and a plurality of recipient's identititations
in 1-to-N correspondence. where N is an integer greater
than 1.

[0051] Also. in this aspect of the present invention.
one ident‘n’ication among the single sender's identifica-
tion and the plurality of recipients identifications is a
holder identification for identifying a holder of the per-
soralized access ticket whfle other identifications

among the single sender's identification and the plural—
ity of recipient‘s ide'ttifitations are menber identifica-
tionsfor identifying membersofagouptowhichthe
holder belongs.
[0052] Also. in this aspect ofthe present invention. the
method can further cormrise the step of: issuing an
identificationofeachtserandanenableroftheidentifi-

cation oi eachusairdicctingarighttochangetheper-
serialized accees ticket containing the identification of
eachuserasthe holderidentilication. toeach userate

certification authority. such that prescribed processing
on the personalized access ticket can be carried out at
a secure procecsing device ordy by a user who pre-
sented both the holder identification contained in the

personalized access ticket and the MIG! correspond-
ing to the holder identification to the secure processing
device.

[0053] Also, in this aspect ofthe present invention the
certification authority lesucsthe enabler ofthe identiti-
ectimofecchuserasaninkxmatim indicating thatitis
the embler and the identification of each user itseif

which are signed by a secret key of the certification
authority.

[0054] Also. in this aspect of the present invention, the
prescribed processing includes a generation of a new
personalized accces ticket, at merging of a plurality of
personalized access tickets. a splitting of one personal-
ized access ticket into a plurality of personalized access

tidets. a changing of the hdder of the personalized
access ticket. changing of a validity period of the per~
sonalized access ticket. and a changing ot a transfer
control flag of the personalized access ticket.
[0055] Also. in this aspect of the present invention. a
special identtlicafim and a special enabler correspond-
ing to the special identification which are known to all
users can be det'u'led such that the generation of a new
personalized access ticket and the changing of the
holder of the persoralized access ticket can be carried

.ombytheholderofthepersonalizedaccesstiwetby
using the special identification and the special enabler
without using an enabler ot a member identification.
[0056] Also. in this aspect of the present invention. the
special identification is defined to be capable of being

used only as the holder identification of the personal-
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ized access ticket.

[0057] Also.inthisaspectotthepresentimention.a
special identificationwhidt isknowntoall usersccnbe

defined such that a read only attribute (an be setto the
personalized accees ticket by using the special identifi-
cation.

[0058] Also. inthisaspectoftftepreserttimenfiortat
thecontrclling step.whentheaccessrigttofthesender
with reflect to the recipient is verified according to the
pesonafized access ticket. the secure minibn
service takes out the recipient's identification from the
personalized access ticket by using the sender‘s identi-

fication presented by the sender. converts the mail by
us'ng a taken out recipient’s identification into a format
that can be interpreted by a mail transfer funch'on tor
actually carrying out a mail delivery processing. and
gives the mall after conversion tothe mail transter func-
tion by attaching the personalized access tidcet.
[0059] Wording to another aspect of the present
inventionthereisprovidedamethodotemailaccecs
control, corrprising the steps of: defining an official
identification of each user by which each user is
uriquetyidentifiablebyacenifmonatfitcrityardan
mous identification of each user comeining at
least one fragment of the otficial identification: and iden—
tifying each user by the anonymous identification of
eachuserinconurulicationsfaanailsonaconwmni-
cation network

[0060] Also. irtfltisaspedottttepresernirrvenfiortflte
anonymous iderciticetion of each user is m intormation
containingtheatleestonefragmerrfottheoft‘dat iden-
tificatimoteachusuwtichissigned byfhe certification
amhority using aseaetkeyofthecatifcatimauthofity
[0061] Also.‘in lhisaspedot‘thepreserrtinvenfion. the
officialiderltiticctimoteadutserisacharacterstring
uriqueiyeesigtedtoeadtuserbythecertification
amhorityandathickeyofeadtuserwhicharesigned
byasecretkeyofthecertifmtionauthority
[m1 Also.in this aspect of the present invention. the
method can further comprise the steps of: receiving a
pqsonalized access ticket containing a senders anony-
mous identification and a recipient‘s anonymous identi-
fication in correspondence, which is presented by a ‘
senderwhowishestosendanemailtoerecbientsoas
to specify the recipient as an intended destination of the
email. at a secure communication service for connect—

ing comnmnications between the sender ard the
receiver: and controlling accesses between the sender
ard the recipient by verifying an accees right of the
sender with remect to the recipient according to the
personalized accecs ticket at the secure conununiwtion
service

[0063] Also. in this aspect of the present invention the
method can further comrises the step of: probabilisti-
cally identifying an identity of the sender at the secure
cornrmniwtion service by reconstructing the official
identification of the sender while judging identity of a

plurality of anonymous identifications of the sender con-
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tained in a plurality of personalized accees lidrets used
by the sender.

[0M4] Also. inthisaspectct the present invention,the
defining step can also define a link information of each
anonymous identification by which each anonymous
identification can be uniquely identified. and each anon-
ymous iderttifimtion can also contain the link intorma‘
tion of each anonymous identification.
[0155] Also. in this aspect of the present irwerrtiorr. the
link intorrmtion of each anonymous identiticatim '5 an
identifier uniquely assigned to each anonymous identifi-
cation bythe certfiimtion authority.
[OISE] Also. in this aspect of the present invention. the
method an turthercomprisesthestepsotreceiving a
personalized access ticket containing a link information
of a senders anonymous identification and a link inter-
mah'on of a rec'pient‘s anonymous identification in cor-
resaoruence, which is presented by a sender who
wishestosmdanemdltoaredpientsoastospecify
the recbient as an intended destination at the emit. at '
a secure comrmnication service tor comeding commu-
nrcabons between the sender and the receiver; and

controlling accessesbetween thesetderandthe reop-
ientbyverityhganaccessrightofthesenderwith
respect to the recipient according to the personalized
access tickm at the secure communication service.

[0157] Also, infltisaspectdfttteueserttirnrerrtiomthe
method ran lather comprises the step of. probabilisti-
caflyidentityinganidentityotthesenderbyreconstuct
ing the official identification of the sender while judging
identityotaplwalityctanonymous identificaticnsotthe
sender cor'respontfing to the link intorrration contained

in a pluality of personalized amass tickets used by the
sender.

[0088] According to another aspect ot the present
invention there is provided a cormnunication system
realin'ng email accees control. comprising: a communi-
cation networkto which a plurality of user terminals are
connected; and a secure oonummication service device

tor connecting communications between the sender and
the receiver on the communication network. by receiv-
ing a personalized access ticket containing a sender’s
identification ant a rea'pienl’s 'dentification in corre-
spondencewhich isnesented byasenderwhcwishes
tosendanemaittoarecipientsoesmspecilytherecip-
ient as an intended destination at the email. and control-
ling accesses between the sender and the recbient by
verifyinganaccesrightofthesenderwithrewectto
the recipient according to the personalized access
tidret.

[0159] Also. in this aspect ot the present invention. the
secwe corrmunimtion service device authertficates the

personalized access ticket presented by the sender.
andretusesadeliveryofthe ernailwhen theperscnal-
ized access ticket presented by the sender has been
altered.

[0070] Also. in this assect ot the present intention. the
system further comprises: a secure processing device
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brimumgfltepersorulizedaccassficlretwtidtis

signedbyasecretkeyotthesecueprocesingdevice:
wherein the secure conmunication service device

authenticates the personalized accessticket by verity
ingasignatweofthesecureproceesingdariceinthe
personalized access tid<et using a public key at the
sewre procasing dance

[0071] Also. inthisaspectotthepresentinvention the
seweccrmuicationservioedeviceaboreceivathe

serder's identification presented by the sender along
with the persmalized access ticket. checks whether the

sender's identification presented by the sender is con-
tained in the personalized amass tickm presented by
the sender. and rehisesadetiveryotthe ennitwhen the
sender’s identification presurted by the sender is not
contained in the personalized areas tidret presented
by the sender.

mom N80. inthisaspedofthepresentinvention,the
personalized m ficket also contains a vafldity
period indicating a period for which the personalized
awees tidcet's valid and the secure cornmrémn

servicedevicechedssthenlidityperiod contained in
mepe'sor'al‘medmcessfidetpresentedbythesender
erstretusesadefiveryottl'reemaiwhentheperscnal
izedamsbdretpresentedbythesemercontainsthe
validityperiodthathasalreadybeen expired.
[M73] Also.intta'saspedotthepresentinvention.the
systemfurtherconuisaszatnsmdmirdmrtytorset-
titgttrevalirityperioddtheperscnflizedaccwsticket.
[0074] Abohttisaspedotfltepresemirwentioruhe
systernranmrtheroonprisezadimservicedevice
tor maraging an identification of each registrant and
art! a disclosed inbrmation ot eadt registrant which
hasahzuerseaecythanapersonalintormation. ina
state which is accessible for search by mspec‘rfied
myandissuingtheperscnaiizedacceosticlrettothe
server in remorse to search conditions specified by
the sender. by using an identification of a registrant
whosedisclosedintormationrmtchesthe searchcondi-

fions as the recipient's identitmtion and the sender’s
identificationspecifiedbythesenderalongwiththe
searchoonditions.

[0075] Asqhussaspedorrhepresemrmermmme
semre oormunication service device can register in
advancemepersonafized acceosticlret containing an
iderrtifiwtionotaspedticusertromwhichadetiveryot
emails to a specific registram is to be retused as the
sender's identificationandanidentiticationotmespe-
citic registrant as the redpient’s Beatification. and
retusaaddiveryottheemaittromthesenderwhenthe

personalized access ticket presented bythe sender is
registeredthereininadvance.

[0075'] Alsainthisaspedofthepresentinventithe
secure communication service device an delete the

personalized accees ticket registered therein upon
requesttrom thespecific registrant who registered the
persomlizedacceestidoet

[M77] quirttttisasaedofthepresentinventionJhe
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- personalized access ticket also contains a transfer con-
trol flag indicating whether or not the sender should be
authenticated by the secure communimtion service.
and when the transfer control flag containedin the per—
sonalized-access ticket indicates that the sender should
be authenticated. the secure communication service

device authenticates the sender's identification pre~
sented bythe sender and refuses a delivery of the email
when an authentication of the sender‘s identification
tails.

[0078] Also. in this aspect ofthe present invention. the
authentication of the serder's klentilication is realized

by a challenge/response procedure between the sender
and the secure communication service device.

[0079] Also. in this aspect of the present invention. the

system further con'prises atrusted third party for setting _
the tansler control flag of the personalized access
ticket

[“180] Also. in this aspect of the present invention. the
sender's identification and the recipient’s identification
inthepersonalizedaocesstidretmnbegivenbyreal
enailaddressesotthesenderardlheredpient
[0081] Also. in this aspect of the present invention. the
system can further comprise: a certification authority
device lor issuing an anonymOus identification of each
user which contains at least one fragment of an official
identification of each user by whidi each user is
uniquely itentifiable by the oer‘tifiwfion authority dance;
wherein the sendv's idemification and the recipient’s
identification in the personalized access tidet can be
given by anonymous identifications of the sender and
the recipient
[(1182] Also. inthisaspectofthepresentimention. the
anonymous identification of each user is an infatuation
containing the at least one fragment of the official iden-
tification of each user which is signed by the certification
authority device using a secret key of the certifmtion
authority device.
[0083] Also. in this aspect of the present invention. the
official identification of each user is a character string
uniquely assigned to each user by the certification
authority device and a public key of each user which are
signed by a secret key of the certification authority
device.

[0084] Also. in this aspect of the present invention. the
secure comrnmtication service device an probabiflsti-
cally identity an identity of the settler by reconstructing
the oflicial identification of the sender whfle judging
identity of a plurality of anonymous idenlifirztions of the
sender contained in a plurality of personalized access
tickets used by the sender.
[0085] Also. in this aspect of the present invention. the
system an furtha comprise: a certification authority
device for issuing an anonymous identification of each
user which contains at least one fragment of an official
identification of each user by which each user is
uniquely identifiable by the certification authority device
and a link information of each anonymous identification
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by which each anonymous identification can be
uniquely identified: wherein the senders identifmon
art! the recipient's identification in the personalized
accesstidietcanbegivenbyaliminbnmfionotthe
anonymous identification of the sender and a link infor-
mation of the anonymous identification of the rec'pierrt

[0086] Also. in thismpedotthepresentimenlion. the
link information of each amnymous identification is an
identifier uniquely assigned to each anonymous identiti-
mtion by the certrmn authority device
[0087] Also. in this aspect ofthe present invention. the
secure oorrmunimlion service device an prdiab'disti—
wlly identify an identity or! the sender by reconstructing
the official identification of the sender while iudging
identityota plurafityotanonymousidentilications ofthe
sender correspoming to the link information contained
inaplurarltyofpersonalized accesstickets usedbythe
sender.

[00%] Also. in thisaspectofthe present invention. the
personalizedaoceestidretoancontainasinglesender’s
identification ardasiruerecipierd‘sidentifimtionin 1-
to-1 correspondence
[0089] Also. inthisaspectotthepresentimenfion. die
personalized aoceostidtetcancontain asingle sender's
identification and a plurality of rec'pient‘s identifications
in 1-to-N correspondence. where Nisan integer greater
than 1

[0090] Also, inthisaqoedolthepresentirmnbon.
one identification among the single sender‘s idmtifim-
tionarxltheptuatityotrecipient‘sidentit‘mtionsisa
hdderidentifitationfaidentifyingaholderottheper-
sonafized access tidal while other idenbficafiorts

among the single sender's idem and the plural
ity of rec‘pient‘s Was are menber identifica-
ticnstoridentifyingmenbersotagrouptowhichthe
holder belongs.
[0091] Also. inthisaspectoflhepresentinventionJhe
system can further omnisesz a certification authority
device for issuingto each user an identification of each
userandanenableroftheidentilicationofeachuser

Mating a right to change the personalized access
ticketcontaininglheidentificationofeedtuserasthe
holder identification; and a secure processing device at
which prescrbed processing on the personalized
accosslidetcanbecaniedoutonlybyauserwhopre—
sented both the boner identification contained in the

personalized access ticket and the enauer correspond-
ing to the holder identification to the secure processing
device.

[0092] Also. in this aspect of the present invention. the
certification authority device issues the enabler of the
identification of each user as an information indicating
that it isthe enabler and the identification of each user

itself which are signed by a secret key ofthe cenilicafion
authority device.
[0093] Also. in this aspect of the present invention, the
prescribed processing includes a generation of a new
personalized access tidret. a merging of a plurality of
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personalized access tickets. a quitting of one personal-
ized accessticket into a plurality ct personalized access
tidtets, a changing of the holder of the personalized
access ticket. changing of a validity period of the per.
sonarrzed access ticket. and a changing of a transfer
control flag of the personalized access tidtet

[0094] Also. in this aspect of the present invention. a
spedal identification and a special enabler correspmd—
ing to the spedal identification which are know to all
users can be defined such that the generation of a new
personalized access ticket and the changing of the
holder of the personalized access tidret can be carried
out by the holder of the personalized access ticket by
using the special identification and the special enabler
without Lsing an erabler of a member identification.
[0095] Nsoinfltisaspectofttteprcserttirwerttiomme
spedat identification is defined to be capable of being
usedontyasthet‘lolderidentificationofthepersonat-
ized access ticket

[0096] Also. in this aspect of the present invention. a
spedalidentificationM‘tichiskrmntoalt userscanbe
definedswithatareadonlyattrimtecanbesettnthe
personalized access ticket by using the special idertfifi-
cation.

[0097] Also, inthisasaectofthepresentinvenfion,
whentheaccess rightoffl'iesenderwith respecttothe
recipient is verified according to the personalized
access liclet. the secure communication servicedevice

takes out the recipient's Mentifiwion from the personat
izedaccecsficketbyusingthesender'sidentificatim
presented by the sender. converts the mail by using 3
taken out recipient's identification into a formatthat can
be interpreted by e mail transier tum tor socially
carrying out a mail delivery processing. and gives the
mail afterconversiontothemailtiansierhmctionby
attesting the personalized access ticket.
[0098] According to another aspect of the present
invention there is provided a communication system
realizing entail access control, conprising: a certifica-
mn authority device for defining an official identification
of each userbywhich each user is uniquely identifiable
by the certification authority device. and an anonymous
identification of each user which contains at least one

fragment of the official identification; and a communicec

donnetworkonwhicheachuserisidentifiedbythe
anonymous identification of each user in communica-
tions tor emails on the communitation network

[0099] Also.‘in this aspect of the present invention. the
anonymous identification at each user is an information
containing the at least one fragment of the official iden-
tification of each user which is signed by the certification
authority device using a secret key of the certification
authority device.
[0100] Also. in thisaspect of the present invention. the
official identification of each user is a character string
uniquely assigned to each user by the certification
authority device and a mblic key oi each user which are
signedbyasecretkeycfthecertifimfimauthcnty
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device

[0101] Alsomttusaspedoftheprcsentrmmtion the
systemcanturtherconprises: asewrecormnmmtion

servicedevicetorcomecting commmicmans between.
the senderand’d'tereceivermthecommniafion net-

wodcbyreceivingapersonalizedaccmtidoetcmtain—
ing a sender‘s anonymous identification and a
rechient'sanonymomidentitbationhconespondence.
whichispresentedbyasenderwt'iowishestosend an

emailtoarec'nientsoastowedfytherecbientasan
intended destination of the email. and controlling
accessesbetweenflwesenderandtherecipientbyveri—
tyinganacccssrightotthesenderwithrespecttcthe
recipient accordngtothepersonalizedaccsssfidvet
[0102] quhtflfisaspedofthepresentinventionJhe
secure corrmunianion service device can promutisti-

catty identifyanidentityotthesenderbyreconstucling
the official 'dentilication 01 the sender smile judging
Berlityotaplwafityotamnynuisidenfificefionsofthe
sender contained the pturafityofpersonafized access
tidetsrsedbytheserder.
[0103] Alsoiittisaaaedotthepresemmenfion.me
certificationaxduxitydeficecanalsodefneamkm-
MmoteamWidentificafionbywhichwch
anonymous ictentflicalion can be uniquely identified.
andeadtanmyrnorsidenufimhmmatsocontainthe
linkintonnationoteedtanonynnusidentification
[0104] Alsointtisaspedofthepresel'uinvention. the
tinkitfomntimoteadiamnmidarfifcetionisan
Herrfifiamiqtnelyassimedtoeadtanonymasiderfl-
catimbythece’tititafionaxmitydevice.
[0105] Alsointtisamectofthepiesemitmfim. the
systelncanmm'teroonpnse: asecweccmnunicetion
servicedevioekxcormetfirgmmmbetween
mesenderandthereceiveronthecorwmmcationnet-

Mbyreceivingapersonalizedaccecsticketccntain-
ingalinkintorrmtionotasendefsanmymow
identification and a link information of a recipient‘s
anonymous identification in correspondence. which is
presentedbyasenderwhowishestnsendanemailto
arecipienlsoastospedfytheredpientasanintanded
destination of the wait. and controlling accesses
betweenthesertlerandtherecipientbyverityingan
access'rigmoftheseriderwithrespecttotherecipient

accordingtothepersonatized access ticket.
[0106] Alsqinthisaspedoftheprcsenth'tventionJhe
secure commication servicedevioe can proMbilisti-
catty identityanidentityofthe senderbyreoonstructing
the oflicial idmtificction of the serder while judging
identity ofapluralityoflink intormationsotanonymous
iderrtilicafions of the sender contained in aplurality ct
personalizedaccessticketsrsedbytt-iesender.
[0107] According to another aspect of the present
invention there is provided a secure communication
service daricettxuseinacormnmwon system real-
izing email mosss control, convrising: a computer
hardware; and a conputer software tor causing the
computer tardware to connect cornmuniufions
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between the sender and the receiver, by receiving a per-
sonalized access ticket containing a sender's identifica-
tion and a recipient's identification in correspondence.
which is presented by a sender who wishes to send an

entail to a redpient so as to specify the recipient as an
intended destination of the email. and controlling
accesses Wear the serder and the recipient by veri-
fying an access right of the sender with respect to the
recipient according to the personalized access ticket

[0108] Also. in th's aspect otthe [resent invention the
computer software causes the computer hardware to
authenticate the personalized access ticket presented
by the sender, and refuse a delivery of the email when
the personalized access tidret presented by the sender
has been altered.

[0109] Also. in this aspect of the present invention, the
personafizedaccessticketissignedbyasecretheyota
secure processing device which issued the personal-
ized access ticket, and the computer software causes
the computer hardware to authenticate the personalized
access ticket by verifying a signature ot the secure
proceesing device in the personalized access duvet

using a public key of the secure processing device.
[0110] Also. inthis aspectotthe present invention. the
commrter software causes the computer hardware to
also receive the sender's identification presented by the
sender along with the personalized access ticket. check
whether the sender's identitiwdion presented by the
sender is contained in the personalized access tidret
presented by the sender, and refuse a delivery of the
email when the senders identification presented by the
sender is not contained in the personalized access
ticket presented by the sender.
[0111] Also. inthisaspectoflhe present invention. the
personalized access ficket also contains a validity
period indicating a period tor which the personalized
accessticketisvalidarsttheccrnputersoftwaremuses
the conputer hardware to check the validity period con-
talned in the personalized access tidcel presented by
the sender and refuse a delivery of the email when the
personalized access ticket presented by the sender
contains the validity period that has already been
expired.

[0112] Also. in this aspect ofthe present invention. the
corrputer software can cause the ccrrputer hardware to
register in advance the personafized access ticket con-
taining an identification of a specmc user from which a
delivery of emails to a specific registrant is to be retused
as the sender's identifiwticn and an identification of the

spec'fic registrant as the recipient's identification. at the
secure communication service device. and refuse a

delivery of the email from the sewer when the person-
alized amess ticket presented by the sender is regis-
tered at the secure communication service device in
advance.

[011 3] Also. in this aspect of the present invention. the
computer software can cause the corrptrter hardware to
delete the personalized access ticket registered at the
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secure conmunication service device upon request
from the specific registrant who registered the personal-
ized accees ticket.

[0114] Also. in thisaspect ofthepresentinvention. the
pesonalizedaccesstidretalsocomainsatranstercon-
trolflagirtticatingwhetheror notthesendershouldbe
authenticated by the secure ccmnsrnlcatim service
device, ardwhen thefranstercontrolfhgcontained in
thepersonalized accesstidretirxfiateslhatthesender
should be authenticated. the computer software wuses
the computer hardware to authenticate the senders
identification presented by the wider and refuse a
deliveryoltheermifwhenanaufirenticationotthe
sender's identification fails

[0115] Also. in this awed of the present invention, the
compute software causes the Wiping hardware to
realize the autl'ienticatim of the sender's identilmticn

bye challengdreqnonse procedure between the sender
and the secure communication service device.

[0116] Also. inthisaspectotthepresentinvention. the
senders identification and the recipient's identitimtion
in the personalized access (islet can be g'ven by anon-
ymous Muslims of the sender and the recipient.
where an anonymous bentification of each user con-
tainsat leaamefragmentofan official identiticationof
eachuSerbyMticheachuseriswfiquelyidentifiableby
acertilicationauthority,artdtheconputersoftware¢an
also cause the consular hardware to probabifiaissfly
itentityanidentityctthesenderbyreconstructing the
otticial identification at the senderby juicing identity of
a pkrratity of minus identifications of the sender
contained in a ptirality of personalized access riders
used by the sender.
[011T] Ammtlisaspedotmepresentimention. an
anonymous identifmn at each user that contains at
leastortefragntentofaridficialider'rtifrcafiortofeaclt
userbywhicheach userisuraquely identit‘abtebyacer-
tificationauthorityandalinkinfomtationoleach anony-
mous identification by which each anonymous
identification can be uniquely identiied can be defined.
the sender's identification and the recipient's identifies-
ticnintheperscnefized awessticketcanbegivenbya
link interaction at the amnyrmus identification of the
sender and a link information of the anonymous identifi-
cafionottheredpient. andthecomputersoflwarecan
also cause the cormuter hardware to probabislically
identify an identity of the sender by reconstructing the
offic‘al identification of the sender by judging identity of
a plurality of anonymous identifications of the sender
correspmdrng to the link information contained in a plu-
rality of personalized access tickets used by the sender.

[0118] Also, in this aspect of the present invention.
when the access right at the sender with respect to the
recipient is verified according to the personalized
access ticket, the corrputer software causes the com-
puter hardware to take out the recipient‘s identification
from the personalized access ticket by us‘ng the
sender's identification presented by the sender. convert
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the mail by using a taken out recipient‘s identification
into a format that can be interpreted by a mail transfer
function tor actually carrying out a mail delivery
processing. and give the mail alter conversion to the
mail transfer function by attaching the persomlized
access ticket.

[0119] According to another aspect of the present
invention there is provided a secure processing device
for use in a communication system realizing email

access control, comprising: a computer hardware; and
a computer software for causing the computer hardware
to receive a requw for a personalized access ticket
from a user. and issue a personalized access ticket con-
taining a sender‘s identitimtion and a recipient’s identi-
fication in correspondence, which is signed by a seaet
key at the secure processing device.
[0120] According to another aspect of the present
inventionthereis prwidedadirectory servicedevicefor
use in a cornmrmicafion system realizing email access
control. comprising: a computer hardware: and a com-
puter software tor causing the conputer hardware to
manage an identification of each registrant and a dis-
dosed information of each reg'strant which has a lower
secrecy than a personal intormation. in a state which is
accessble forsearch by unspecified nany, and issue a
personalized access ticket containing a sender's identi-
fiafion and a recipient’s identification in correspond-
ence. to the sender in response to search conditions
specified by the sender. by using an identification of a
registrant whose disclosed intormafion watches the
search conditions as the redpient‘s identification and
the sender's Beatification specified by the sender along
with the search conditions

[0121] Acmrding to another aspect of the presmt
invention there is provided a certification authority
device for use in a communication system realizing
email awess control. comprising: a computer hardware;
andaccmputersoftwareforcausingthecormuter
hardware to issue to each user an ofiiciat identification

of each user by which each user is uniqudy identifiable
by the certification authority device. and an anonymous
identiicaticn of each user which contains at least one

fragment of the offic‘al idenfifiation.
[0122] According to another aspect of the present
invention there is provided a certification authority
‘device tor use in a comrmnicetion system realizing
email access control. comprising: a compute hardware;
endacomwtersottwaretorcausingthecomputer
hardware to issue to each user an identification of each
user and an enabler ot the identification of each user

indicating a right to change any persoralized access
tidretthatcontainstheldenfifmtionoteachuserasa

holder identification. where the persnalized am
tidret generally contains a sender‘s identification and a
plurality of recipient's identifications in correspondence.
and one of the sender‘s identification and the recipient‘s
identifications is a hdder identification

[0123] Awarding to emitter aspect of the present
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invention thereisprovidedasecure processing device
toruseinacomrrunicationsystemrealizingemail
accesscontrol.corrpr'sing:aconurter hardwareiand
aconnrtersoftwarebrarsingtheconputerhardware
toreceivetromauserarequcstforprescribedpmcess-
ing on a persomfized access ticket containing a
sender‘s identTrcationardaplural‘rtyotrecipient‘s iden-
tifications in correspondence. where one otthesender's
idemification and the rec‘pient‘s iderrtiticatims is a
holder itentification and execute the prescribed
processingmflrepasonalizedacceestidretwhenthe
userprcsentedboththeholderidentificationcontained
inthepersonalizedacceestidretandanenablercare—
spondingtothe holder identification which indicatesa
righttochange the personalized access tidret contain-
ingthe identifirztionottheuserasthe holder identifica—
tion.

[0124] According to another aspect of the present
irrventionthereisproviztedacmnrterMe medium
having oonwter readable program code means
enbodiedthere'nforcwskigacomputertofundionas
asewrecommnicatimservicedelicetmiseina

comrmnicafion system realizing entail access control.
thecorrputerreadableprogamcodemeansinctudes:
firstcorrputerrmablepmgramcodemeanstormus-
ingsaidcorrputertoreceiveapersonalizedaccees
fickacorttairtingasel'lzler‘sitlerrtificatiortandareta‘pi~
ent'sidentit’mfionincorremondmce. whichispre—
sentedtyasenderwlnwidtestosendanemailtoa
rmiaientsoastoqoedtytherecbientasanintended
destinationofttteermtandsecondcormuterrm
programcodemeansfm'caisingsaidconputermoon-
trotsocmbetweenthesenderandtherecbiettby
verityinganaccesrightdthesedawimrespedto
the re®ient Wig to the personal'med access
ficka.soastocomectcommicetionsbetueenthe
senderandthereoeiverontheconmunirztionnetwork

[0125] Alsohttisaspectotthepresentinventimfi’re
second computer readable program code means
mesaaidconputertoauthenticatethepersmalized
accesstidretpresentedbytl’tesender,andrefusea

-deliveryottheemailwhenthepersonalizedamcs.

50

11

ticketpresentedbythesenderhasbwnaltered.
[0126] Also intl'risaspectotthepresentirwerrtion. the
personalized accesstidretissigiedbyasecretkeyota
sewre processing device which issued the personal-
izedaocessticket. andthesecordcomputerreadable
program code means causes said computer to authen-
ticate the pasonalized access ticket by verifying a sig-
nature of the secure processing device in the
personalized access ticket us'ng a public key of the
secure processing device

[0127] Also. inthisaspectofthepresentinvention. the
tirst corrputer readable program code means causes
said computer to also receive the sender's identification
presented by the sender along with the personalized
access ticket. and the second computer readable pro-
gram code means causes said computer to check
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whether the sender's identification presented by the
sender is contained in the personalized access ticket
presented by the sender and refuse a delivery of the
emit when the sender's identification presented by the
sender is not contained “at the personafized access
ticket presented by the sender.

[0128] Also. in this aspect of the present invention, the
personalized access ticket also contains a validity
period indicating a period tor which the personalized
access ticket is valid. and the second computer reada-
his program code means causes said computer to
check the validity period contained in the personalized
access lidret presented by the sender and refuse a
delivery of the email when the personalized access
ticket presented by the sender contains the validity
period that ins already been expired.
[0129] Also. in this aspect of the present invention. the
second computer readable program code means can
cause said oonputer to register in advance the person-
alized access ticket containing an identification of a spe-
citicusertromwhichadeliveryofemaitstoaspecific
registrant is to be refused as the server‘s HentificatiOn
and an identification of the specific registrant as the
recipient‘s identiticafion. at the secure communication
service device, and refuse a delivery of the email from
the sender when the personalized access tidtet pre-
sented by the sender is registered at the secure com-
munication service deride in wvance.

[0130] Also. inthisaspectotthepresent invention, the
second computer readable program code means can
cause said comrter to delete the personalized amass
ticket registered at the secure communication service
device uponrequesttromthespeciticregistrantwho
registered the personalized amass ticket.
[0131] Also. in this aspectofthe present invention, the
personalized access ficket also contains a transter cen-
tral flag indcating whether or not the sender should be
authenticated by the secure communication service
device. and when the transfer control flag contained in
the personalized access ticket indicates that the sender
should be authenticated. the second conputer readable
program code means causes said computer to authen-
ticate the senders identifmtion presented by the
sender and refuse a defivery of the email when an
authentication of the sender's identification fails.

[01 32] Also. in this aspect of the present invention the

10

15

second computer readable program code means ,
causes said computer to realize the authentication of
the sender‘s identification by a challenge/response pro-
cedure between the sender and the secure cornnunica-
tion service device. .

[0133] Also. in this aspect of the present invention. the
sender's identification and the recipient's identification
in the personalized access ticket can be given by anon-
ymous identiicaticns of the sender and the recipient,
where an anonymous identification of each user con-
tains at least one fragment of an official identification of
each user by which each user is uniquely identifiable by

50

55
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a certification authority. and the second computer read-
ableprogramcodemeansccnatsocausesaidconw
ter to probabilisticelly identify an identity of the sender
by reconstructing the ofticiat identifirafion ofthe sender
byjrdging fientityofapturalityofanonymous identifica-
tions of the sender contained in a plurality of personal-
ized access tickets used by the sender.

[0134] Also.inthisaspedofthepresentimention. an
amnymousidentifieationofeachrserthatcontainsat
teastonefragmentotanofidalidentificafimofeach
user by which each user is uniquely identitiabfe by a cer-
tification authority and a link information of each anony-
mous identification by which each anonymous
identification can be uniquely identified (an be defined,
the sender’s identification and the redpient's identifica-
tion inthe personafized accessticketcanbegiven bya
link information of the anonymous identification of the
sender and a link information of the anonymous identifi-
ration at the recipient. and the second computer reada—
ble programcodemeanscan alsocause said computer
to probabflistically identify an identity of the sender by
recorstmcting theottia'al identiiafion offhe senderby
judging identity of a plwality of anonymous identifica-
tions otthe sender conespondingtothe linkintomlah'on
contained in a plurality of personatized awess fickets
used by the sender.
[0135] Also.inthisaspectofthepresentinvenfion.
when theaccessrightdtheseruerwithrespecttothe
rec'pient is verified according to the persortatized
access ticket. the second commuter readable program
code meanscauscssaid corrartermhlrecuttheredp
ient‘s identification from the personalized amass tidret
byusingthesender‘s identifmticnpresentedbythe
sender. matflenidlbyrsiigaakmmnredpierrfs
identification intoatorrratthatmbeinterp’etedbya
rmil transfer function for actually denying out a mail
delivery processing, and give the mail after comersion
to the mail transter function by attaching the personal-
ized access ticket.

[0136] According to another aspect of the present
invention there is prwided a summer usable medium
having commter readable program code means
enbodied thera‘n for casing a rxxrputer to function as
a secure processing device tor use in a conmunication
system realizing email accecs control. the computer
readabte program code means includes: first computer
readable program code means br causing said compu-
ter to receive a request for a personalized access ticket
from a user; and second cornptrter readable program
code means for causing said computer to issue the per-
sonalized accecs ticket containing a sender's identifica-
fion and a redpient‘s identification in correqaondence.
which is signed bya secret key of the secure pmce§ing
device.

[0137] According to another awed at the present
invention there is provided a computer usable medium
having corrputer readable program code means
embodied therein for causing a computer to function as
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a iirectory service devicer for use in a communication
system realizing email access control. the connuter
readable program code means includes: lirst cormuter
reatable program code means for causing said con'pu-
ter to manage an identification of each registrant and a
disclosed information of eadw registrant which has a
lower secrecy than a personal information, in a state
which is accessible for search by unspecified many, and
second computer readable program code means for
causing said cormuter to issue a personalized access

' ticket containing a sender's identification and a recipi-
ent’s identification in correspondence. to the sender in
response to search conditions mecitied by the sender.
by using an identification ot a registrant whose dis-
closed intorrnaticn rnatches the search conditions as

the rec‘pient's identification and the sender‘s identifica-
tion specified by the sender along with the search con-
drtions

[0138] According to another aspect of the present
invention there is provided a conputer usable median
having computer readable program code means
embodied thaein tor causing a computer to function as
a certificationauthor'rtydevicefor use inacormnmica-
tion system realizing email access control. the computer
readable program code means includes: first computer
readable program code means for causing said compu-
terto issue to each user an official identification of each

user by which each user is uniquely identifahle bythe
certification authority dwice; and second connector
readableprogram code means for causing said coma-
ter to issue to each user an anonymous identification of
each userwhichcontainsatleastonefragmentotthe
official idenfifiation.

[0139) According to another aspect of the present
invention there is provided a computer usable medium
having computer readable program code means
enbodiedthereinforrausing acormutertohinctionas
a certification authority device for use in a communica»
tion system realizing email access control. the corminer
readable program code means includes: first computer
readable program code means tor caua'ng said compu—
ter to issue to each user an identification of eadw user:

and second ccnputer readable program code means
for causing said cormuter to issue to each user an ena-
bler of the identification of each user indicating a rightto
change any personalized access ticket that contains the
identification at each user as a holder identifimticn.

where the persnalized access ticket generally contains
a sender's identification an! a plurality of recipient‘s
identifications in commander-ice. and one oi the
sender‘s identification and the recipient's identifications

. is a holder identification. _
[0140] According to another aspect ot the present
invention there is provided a computer usame medium

having computer readable program code means
embodied therein for cursing a computer to function as
a secure procefing device for use in a communication

system realizing email access control, the computer
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readable program code means includes: first computer
readableprogramcode meansbroarsfmgsaidconpw
tertoreceivefrornauserarmussttorwmribed

processing on a personalized access ticket containing a
sender's identification and a phratity at recipient's iden-
tifications in correspcriclence. where one at thesenders
identification and the rec'pients identifirations is a

holder identification; and second cormuter readable
programcodemeanstorcausingsaidcomputermexe—
cute the proscrw processing on the personaiized
access ticket when the user presented both the holder
identification contained in the personalized am
ticka and an enable corresponding to the holder iden-
tification which inductee a right to change the personal-
ized access tidtet containing the identification of the
user as the holder identification.

[0141] Other teatures and advantages of the present
invention will become apparent from the following
description taken in conjunction with the accorrpanying
drawings

BRIEF DESCRIPTION OF THE DRAWINGS

[0142]

figtisadiagramshowinganoveraltcorflgwation
dacomrramicationsystemaccordingtothefirst
errbodimentoftl‘iepraentimention
fig.2isadiagramshowingarenplarydatasuuc-
tiles of an olticial demiiicafion an anonymous
identifioaflm, art! a 1-to-1 personalized access
tidret aoconing to the first errbodment of the
presence/anion
fig.3isafbwd\artbrananonymotsidentifmficn
generation Wig at a certiication authority
mooning to the first embodanent of the present
invention.

fig.4isatlowchartfcrapersonalized accesstidset
generation processing at an anonymous directory
service awarding to the first embodiment of the
present invention.
fig.5isaflowcharttoramailaocesscontrol
processing at a secue commmiwtion service
mocrdingtothefmembodimentotthepresem

ngisaflowdiartfcranarmymousidentiflcation
identityiudgement processingata secwe commu-
nication serviceawcrdtng to the first en'bodiment
ofthe prosentinvention.
Fig. 7 is a diagram showing axenplary data struc-
tures of data used in the anonymous dentiiication
idenfityiudgement processingot Fig. 6.
Fig. 8 is a diagram showing exenplary data struc-
tures of an otiicial identification. an anonymous
identification. and a 1-toN personalized access
ticketaccordngtothesecondembod’cnerrtofthe
present invention.
Fig 9 is a diagram showing exerrplary data struc—
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tures 01 an anonymous identification and an ena.
bier according to the second errbodiment oi the
present invention

Fig. 10 is a diagram showing a definition of a
processing rule (MakePAT) used in the second
embodiment of the present invention.
Fig. 11 is a diagram showing a definition of a
processing rule (MergePAT) used in the second
embodiment of the present invention.
Fig. 12 is a diagram showing a definition of a
processing rule (SplitPAT) used in the second
embodiment of the present invention.
Fig. 13 is a diagram showing a definition of a
processing rule (TransPAT) used in the second
embodiment of the present irwerrtion.
Fig. 14 is a tirst exenplary system conf‘guration
thatcanbeusedinthesecond embodimentotthe
present invention.

Fig. 15 is a second exemplary system configuration
that can be used in the second embodiment oi the

present invention.
Fig. 16 is a third exemplary system configuration
that can be used in the second embodiment otthe

present invention.
Fig. 17 is a fourth exemplary system configuration
that can be used in the second embodiment of the
present invention.

Fig. 18 is a fifth exemplary system configuration
that can be used in the second embodiment of the
present invention.
Fig. 19 is a sixth exerrplary system configuration
that can be used in the second embodiment of the

present imention.

Fig 20 is a seventh exerrpiary system configura-
tion that can be used in the second enbodiment of

the present invention.
Fig. 21 is a flow chart showing an overall proca-
ing flow of MakePAT. MergePAT or TransPAT
processing according to the second errbodiment of
the present invention.
Fig. 22 is a flow chart showing an overall proces-
ing flow of SplitPAT processing according to the
second embodiment of the present invention.
Fig. 23 is a flow chart tor an anonymous identifica-
tion list generation processing (for MakePAT.
MergePRl’, SplitPAT and TransPAT) according to the
second embodiment of the present invention
Fig. 24 is an enabler authenticity verification
processing (tor MakePAT. MergePAT, SplitPAT and
TransPAT) according to the second embodiment of
the present invention.
Fig. 25 is a diagram showing an exemplary data
structure of Null-AID used in the third embodiment

of the present invention.
Fig. 26 is a diagram showing an exemplary data
structure of Enabler of Null-AID used in the third

embodiment of the present invention.

Fig. 27 is a diagram showing a first exemplary appli~
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cation otthe third embodiment of the present inven-
tion.

fig.28isadiagramshowingaseoordexenplary
applimtion of the third enbodiment oi the present
invention.

Fig. 29lsadiagramshowingan arenpiarydata
structure at God-AID used in the tourth embodi-

ment of the present invention

Fig. 30 isadiagram showingafirst exen'plaryappli—
cationoftheimrthenbodimentotthepresent
invention.

Fig. 31 is a diagram shunting a second exemplary
appii-tion oi thetouith errbodiment of the present
invention.

Fig.32isafiowcharttorammberanonymous
identification chedring processing according to the
fifth embodiment oi the present invention.
Fig. 33 ls a diagram showing an overall configura-
tion of a oomminimtion system according to the
sixth mm oi the present invaition.
Fig. 34isadiagamshowingarenphryda‘tastruc
turns of an oflicial itentit‘mtim. a link information

attached anonymous identficafion. andalinkspec—
ifyirig 1-tcr1 personalized ecoesstioket according to
the sixth embodiment of the present invention.
Fig. 35is atiowcharttora linkintormation attached
monynnus identifimtion generation processing at
a certitiizfion authority escorting to the shah
anbodiment oi the present intention.
Fig. 36is atmdiarttxainkspecifying 1-to-1
personatized woe-s ticket generation oncoming
at an anonymous (Rectory service according to the
sixth embrxfrnent oi the present iwention.
Fig. 37isatbwdartbranaiiaweescontrd
processing at a secure contamination service
accordingtothesbdh eiriborfimentofthepresent
invention.

Fig. 38 is atlowchanforan anonymous identifica-
tion identity iidgemerrt processing at a secure com—
nunimtion service awarding to the sixth
embodiment of the present invention.
Fig. 39 is a diagram showing etemplary data struc-
tures at data used in the anonymois identification
identity judgement processing of Fig. as
Fig. 40 isadiagramshowinig exemptarydatastruc-
tures 01 an otlicial identif‘mtion, a link inbrmation
attached anonymous identification. and a link spec-

_ itying 1-to-N personalized access ticket according
to the seventh entodiment of the present inven—
tion.

Fig. 41 is a diagram showing exemplary data siruc~
tures at a link intomiation attached anonymous
identification and an enabler aocord'mg to the sev-
enth enbodiment of the present invention.
Fig. 42 is a first exemplary system configuration
that can be used in the seventh embodiment of the
present invention.

Fig. 43 is a second aremptary system configuration

Petitioner Apple Inc. - Exhibit 1006, p. 2277



Petitioner Apple Inc. - Exhibit 1006, p. 2278

27

thatcanbeusedintheseventh ernbodimentotthe

present invention.

Fig. 44 is a third exemplary system configuration
that can be used in the seventh embodiment ot the

present invention.
Fig. 45 is a fourth exerrplary system configuration
tint can be used in the seventh embodiment ot the

present invention.

Fg 46 is a filth exenplary system configuration

that can be usedin the seventh embodiment ot thepresent imention.
Fig 47 is a sixth exenplary system configuration
that can be used in the selenth embodiment otthe
present invention.
Fig. 48 is a seventh exemplary system configura-
tionthatcanbeusedinlheseventherrbod‘mentot

the present invention.
Fig. 49 is a flow chart for a link specifying anony-
mous identification lia generation processing (tor
MakePKl’. MergePAT. SplitPKl’ and TransPKl')
accordingtotheseventhenbcdimentoithe
present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0143] Reterring now to Fig. 1 to Fig. 7. the first
embmtent at the emafi access control scheme

according to the present invention will be describw in
deteiL

[0144] The emafl accees control scheme of the
present invention enables bidirewonal comrrunimuions
beMeenesenderendarecipientapwomiatelywtfle
maintaining anonymity ot a sewer and a recipient on a
comrmnication network Basically. this is realized by
disclosing only intornation indicative ct characteristics
of recipients in a state of concealing true identifiers of
the recipients. and assigning limited access rights with
respecttothose who wishtocanyoutcomrmnicetions
Miile maintaining the anonymity according to the dis-
closed intern-ration.

[0145] More specifically. an Anonymous identification
(arbreviated hereafter as AID) that hmctions as a role
identifier in which a personal intomtation is concealed is
assignedto a user. and this AID is disclosed on the net~
work in combination with an information indicative ot

characteristics at the user such as his/her interests.

age. iob, etc. which cannot be used in identifying the
useronthenetworktutWhichcanbeusefultora

sender in judging whether or not itis worth comrmniat—
ing with that user.
[0146] Also. the sender cansearchouta recipientwith
whom helshe wishes to communicate by reading or
searching through the disclosed intormation. Namely. in
the case where the sender wishes to comrmmicate with

a recipient while maintaining his/herown anonymity. the
sender specifiesthe AID at that recipient and acquires 8
Personalized Access Tidret (abbreviated hereafter as
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PAD.‘IhePAI'containstheAleottheeenderandthe
recbientaswellasintormationregarfingatransfercon-
troltlegandavelitfityperiod.“tetrandercontroltlagis
usedinordertodeterninewhetheraSemreCammmi-

cation Service (abbreviated hereafter as $08) to be
descrbed below carries out the authentication with

respedtothesender. Namely,whenthetranstercontrol
tlagissetON. theSCSwmmyomtheauthenticafion
such as signature verification tor example. with respect
tothesenderatatimeottheconnectimrequestomhe
otherhand.whenthetranstercmtrolflagissetOFEthe
$08 will give the connection requestto a physical com-
munication network to whim the $08 is connected.

withoutcan‘yingoutthe authentimion. lnother Minds.
metransteroomolisusedinordermverfiywhetheror
nottheAlDispropedyufiIizatbytheusertowhomitis

allowtedbyaCertiticatiothhoritHabbreviated here-
afteresCA).

[0147] In the communication network reafizing the
enait acoeescontiol sthemeotthepresenttmention.
the assortment at Ale with resuscito users, the main-
tenance ot intimation W 'm combination with

Ale. the issuance ot PATs. andthe email access con-

trolbasedonPKl’sererealizedbyseparateorganiza—
tions‘l'hisisbewiseitismoreoomenienttorealize

thembyseparateorganizationstromaperspectiveot
maintainingtheucwityottheentirenetmrtg since
seazitylevdsbbemaintainedinrelafiontorespecfive
aco’ars are diligent. Note however that the mainte-
nmceottherfisdosedhtormafimandtheissuanceot

HATsmaybereafizedbythec-meorgarmmn.
[0148] Figlshonsmovaatlcamnahonotacmt-
mutation system in th’s first embodiment. Midi is
directedmtheemaiserviceonhnemetorlntranet

[0149] litl-‘rg.1.the0A(Certifiutiothtnrity)1has
arighttoaulrenticateanOfiicial ldentificationmmrevi-
ated herealter as CD) that identifies each individual
andarighttoissueAleandtmctionstogenerate
Alel‘romOleendallocete Aletnusersa.

[0150] 1heSCS(Secure Comrmnication Service)5
jingesumethamnatoadnfiammecfiminresporse
toaconnectionrequestbyanemailtromeusera,
accordingtothePAHFersonalizedAccessTidtet) pre-
sentedtromaiser3.TheSCSSalsoreiectsacorinec-
tionrequestbyenemailaccordingtoarequesttrome
user 3. The 808 5 also judges the identity at 0le
accordingtoarequesttromeusers.
[0151] AnAnonymous Directory Service (abbrwieted
haeatter as ADS) 7 is a database for managing the
AID, the transfer control flag value. the validity period
vaiue. andthedisctosedintorrnatioMsuchasinterests.
which can be regarded as requiring a lower secrecy
compared with a personal intormation such as name.
telephone nunber. and real email address) of each user
3.TheADS7hasat1mcfiontogeneratethePAThom
the AID eta users whopresented search cordifions,
the AID ota userawho hasbeen registering the dis-
closw informationthat matchesthe search conditions
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in the ADS 7. the transfer control flag value given from a
user 3 or adrrinistrators oi the ADS. and the validity
period value given from a user 3 or administrators at the
ADS. and then allocate the PAT to a user 3 who pre-
sented the search conditions.

[0152] First. a series of processing from generating
the AID from the CID according to a request from a user
unfil allocating the AID to that user will be descrbed.
[0153] Fig. 2 slms exemplary formats ol the CD. the
AID.‘and the PAT. As shown in a part (a) at Fig. 2, the
OlD is an information comprising an arbibary character
string according to a rule by which the CA 1 (an
uniquely identity the user and a public key. which is
signedbytheCAl using asecretkeyoltheCA 1.
[0154] Also, as shown in a part (b) of Fig. 2. the AID is
an 'rntornation comprising fragments at the OID and
their position intormation. redurtdant character strings.
and an 508 intormation given by an arbitrary diaracter
string (host name. real contain name. etc.) by which a
hostoradomainthatisoperatingtheSCS5mnbe
uniquely identified on the network. which is signed by
theCAl using thesecretkeyaltheCA1.
[0155] Also. asshown inapart (c) of Fig. 2. the PAT is
an information conprising the transfer control flag.

AIDE. AID“ and the validity period. which is signai by
theADS7usingasecretkeyoftheADS 7. Here.the
transfer oontrcltlagvalue isdefnedtoukeeilhemor 1.
Also. the validity period is defined by any one or combi-
nationclthe nurrberotlimestorwhichthe PATisavail-

able. the absolute time (UTC) by which the PAT
becomes utavailable. the absolute time (UTC) by which
the PAT becomes available. and the relative time (life-
time) since the PAT becomes available unfit it becomes
unavailable

[0156] Notelhai. aswillbeexplainedirtthesubse—
quent en'bMiments described below. in addition to the

1404 PAT which sets one sender and one recipient in
correspondence as desaibed above. the present inven-
tion can also use a bio-N PKI’ which sets one sender

and N recipients, as well as a link specifying PAT which
specifies the AID by a link iniomtation that is‘ npable of
spedfyiflg the AID instead of spedfying the AID itsell in ‘
the PAT. The link gratifying PAT can be either a link
specifying 1-to-1 PAT or a link specifying 1-to-N PAT
depending on the correspondence relationship between
the sender and the recipients as described above.
Namely. the PAT of the present invention can be given in
tour types: 1-to-1 PAT. l-to-N PAT. link W119 1-to-1
PAT. and link specifying 1-to-N PAT.
[0157] Next. a procedure by which the user 3 requests
the AID to the CA1 will be descrbed. The user 3 gener-
ates a pair of a secret key and a public key. Then. the
user 3 andthe CA1 carries out the bidirectional authen-
tication using the OID ot the user 3 and the certificate of
the CA1. and theusers transmitsthe public keytothe
CA 1 by arbitrary means Here. there can be cases
where communications between the user 3 and the CA

1 are to be enaypted.
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[0158} Nerd.aprocedurebywhichtheCA1issr.resthe
AlDtotheuserainresponsetcarequesttortheAlDas
describedebovewillbedescriiedJJponreceivingthe
ptblickeytromtheusera. the CA1 generatestheAlD.
ThentheCA1transmitstheAletheuser3byarbi-
trarymeansUponreceivingtheAlDiromtheCA1. the
uset’astuesthereceivedAlDintoitssta’Qedevice.
Here. there an be cases where commications

betweentheuseraandtheCAtaretobeencrypted.

[0159] Next. the AID generation proceesingatthe CA
willbedesc'bedwithreterencetoFig. 3.
[0160] intheprocedureot Fig. 3.theCA1 generates
anintormatbnotalengthequaltcthetotallengthLof
the OID. and sets this iniormaticn as a tentative AID

(step 8911).Then.inordertoenrrymtthepartialcop-
yingoftheOlD.valuesolparameterspiandtilorspec-
ifying a copying region are determined using arbitrary
meenssuchasrandom nurrbergeneration rmely
(step8913).Here.LisequaltcthetotallengthLofthe
OlD.andtiisanarbitrarindetinedvaIuewithinarange
hwtfidtardafiaistbofoszisLtioldstinim-
rnarb'oninarangebetweenapositionpitcapcsitionpI
+litromtt'tetopottheOlDiscopiedtothemepos-
tionsintt'ietentativeAID(smp9915).lnotherwords.
thisOIDtragrmntwitlbecopiestoarangebetweena
positionpandapositimpwllfromthetopcltheten-
tativeAlDJhenJhevsluesofmandziarewrittenintoa
prosaindrargeinfitetentafiveAlDirmMrichflteOID
hasbeenpwtiailycopied. inatormencryptedbyan
arbitrarymemsfiiepsstn ThernanSCSmiomution
ghrertbyanartzitrarydraraderstr'irtgfliostnarrnreat
domain.etc)thatcanuiqueiyidentiiyahodora
domainttat‘soperatingtheSCSSonthenetmrkis
mittenintoawewibedraryeinthetenhfiveAlDinlo
chhtt'tesevaIrssarewritten (step 8919). Then. the '
terttativeAlDintoMtid'ttheabwectaractersbingis
wriflenissignedusingasecretkeydflieCAHstep
$921).
[0161] Next.eproceduretorregisterirtgtheAlDota
user-SaaridthedrsdosedinformationintotheADS7
will bedescribed First. thebitfirectionalauthentication

byarbitrarymeansusingtheAlDottheuser-Baandlhe
cerfifimteotthe ADS7is carried out between therser-

BSwhoisaregistrantandtheADS7.Then.theuser-B
3 trarrs‘nits the transfer control flag value. the validity

period value.- and the disclosed inlormationpsuch as
interests to the ADS 7. Then. the ADS 7 stores the

trenster control Ilag value. the validity period value. and
the entire disclosed information in relationtotheAlDol

the user-B 3 in its storage device. Here. there can be
cases where commicafions between the user-B 3

whoisthe registrantandtheADS'laretobe encrypted.
[0162] Next. a procedure by which a user-A 3
searches through the disclosed information thatisreg-
istered in the ADS7wiIlbedescribed. Firstthebidirec-
tional authentication by arbitrary means using the AID of
the user-A3endthecertificeteottheADS7iscerried
out between the user-A 3 who is a searcher and the
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ADS 7. Then. the user-A 3 transmits arbitrary search
conditions to the ADS 7. Then. the ADS 7 presents all
the rweived search conditions to its storage device. and
extracts the AID at a registrant whid't satisfies these
search conditions. Then. the ADS 7 generates the PAT
from the AID of the user-A 3, the AID of the registrant
who satisfied all the search conditions. the transler con-

trol flag value. and the validity period \alue. Then. the
ADS 7 transmits the generated PAT to the tser—A 3.
Here. there can be (2595 where communications
between the user-A 3 who is a semcher and the ADS 7

are to be encrypted Note that the 1-to-1 PAT is gener-
ated as a search result at the ADS 7.

[0163] Next. the 1-to-1 PAT generation processing at
the ADS 7 will be described with reference to Fig. 4.
[0164] First, an information of a prescribed length is
generated. and this information is set as a tentative PAT
(step S1210). Then. the AID of the user~A 3 who is a
searcher art! the AID oi the user-B 3 who is a registrant

are copied into a prescribed region at the tentative PAT
(step 81215). Then. the transter cattrol flag value and
the validity period value are written into respective pre-
sa'bedregionsotthetentative PAT intowhichtheAIDs
are copied (step S1217). Then, the tentative PAT into
whidt these values are written is signed using a secret

key at the ADS 7 (step S1219).
[0165] Next. the transte control using the 1vto-1 PAT
wiltbedwcribed.‘l'hetrarslercontrolisatunctiontor

Iimitingaccessestoauserwhohasaproperaccess
-righttromathirdpersontowhomthePAl’hasbeen

transfered or who has eavesdromed the PAT (a user

whooriginailydoes nahavetheaccess right).
(0166] The ADS 78nd the user-Baotthe registrant
AID-n ambitaoonnediontotheusH-Batroma
thirdpasonwhodoesnothavetheaccessrightbyset—
ting a certain veluein to the transfer control flag of the
PAT.

[0167] When the transfer control flag talue is setto be
1. the sender‘s AID is authenticated between the SCS 5
and the sender according to an arbitrary chat-
lenge/response process. so that even it the sender
gives both the sender’s AID end the PAT to another user
atherthanthesender,thatanott~teruserwfllnotbeable
tonakeaconnectiontotheregistrantottheADS7
through the SCS 5.
[0168] On the other hand. when the transfer control
flag value is set to be 0. no d'tallmgefreeponse process
willbecarriedodbetweentthCSSendthesender.

so tint it the sender gives both the sender's AID arid the
PAT to another user other than the sender. that another
user will also be able to make a connection to the regis-
trantotthe ADS7throughthe SCS 5.

[0159] Next. the entail access control method at the
SCSSwill bedescrbedwithreterenceto fig. 5.

[0170] The sender specifies 1sender‘s AlD]@{real
domain at SCS ct sender]' in From: line. and
'[PAT]@[reaI domain 01 SCS of senderl‘ in T0: line.
[0171] The SCS 5 acquires a mail received by an MTA
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(Message Transfer Agent) such as SMTP (Simple Mail
Transfer Protocol). and mtes the processing of Fig.
5 es tollows.

(1)ThesimamreotthePATiewrifiedusirgapub—
Iic key otthe ADS 7 (swp S1413).

WhentheP/t‘ristoundtohavebeenaltered

(step S1415 YES). the mail is discarded and the
processing is terminated ($th S1416).

WhenthePATismutohavebeennotaltered

(step S1415 NO). the following processing (2) is
executed.

(2) The search is carried out by presenting the
sender's AID to the PAT (steps S1417. S1419.
$1421).

WhenanAIDthatcomuetetymatcheswiththe
sender's AID is not contained in the PKI' (step

S1423 NO). the mail is discarded and the process-
ing is terminated (step S1416).

When an AID that completely matches with the
sender's AID is cornained in the PAT (step S1428
YES). thebtlowing processingta) is atecuted.
(3)ThevafidityperiodvatueotthePATiseJaIuated
(stqas S1425. S1427).

WhatthePATisoutsbethevalidityperiod

(step S1427 N0). the man is discarded and the
processingistermimted (aepS1416).

MmthePATi-swithintheuefidityperiod(step

$1427 YES). the tofiowing processing (4) is exe-
cuted. -

(4)VVttetttaorndbarflmfiestefltesetheris
determined by retening to the transfer control flag
value otthePAT (steps $1431. $1433).

Whenfl'tevatueis 1 (step S1433YES),the
mm mm between the
SCSSendthesenderisceniedoutendthesigna—

ture oi the sender is verified (step S1435). When
thesignatureisvalid. therecipientisspecitiedand
the PAT is steadied (step S1437). When the signa-
ture is imlid. the mail is discarded and the
processing is terminated (step 31416).

When the value is 0 (step S1433 NO). the

recbientisspedfiedandthePATisattadtedwith-
out exectm'ng the d'taIIertgelresponse authentica-
tion (step S1437).

[0172] Natl. an Wary challenedrwonse
authenticationbetweentheSCSSandthesenderwill
be descrbed.

[0173] First. the SOS 5 generates an arbitrary infor-
mation such as a timesten'p. for example. and transmits
the generated information to the sender.
[0174] Then. the sender signs the received informa—
tionusing asecretkeyottl'tesender‘sAlDandtransmits
it along with a public key of the senders AID.
[0175] The SCS 5 then verifies the signature of the
received information using the public key of the sender's
AID. When the signatme is valid. the reo‘pient is speci-
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tied and the PAT is attested. When‘the signature is
imlid, the marl is discarded and the processing is ter-
minated.

[0176] Ned. a method for specifying the recipient at
the $05 5 will be described. First. the 808 5 carries out
the search by presenting the sender's AID to the PAT, so

as to acquire all the Ale which do not corrpletely
match the sender's AID. All these acquired Ale will be
defined as recipient's Ale hereafter. Then. for every
rea'pient's AID, the real domain of 803 of recipient is
taken out from the recipient's AID. Then, the recipient is
specified in a format at "[recipient‘s AlD]@[real domain
of 808 ct recipientr'. Finally, the $08 5 changes the
sender from a tormat of '[sender's AlD]@[rea| domain
of $08 of sender)" to a tormat ot “sender's ND".
[0171] Next. a metmd for attaching the PAT at the
$08 5 will be described. The $08 5 attaches the PAT to

an arbitrary position in the mail. The $08 5 gives the
- mail to the MTA after specifying the sender and the

recipient and attaching the PAT.
[0178] Note that all the processings described above
arethesame intheeaseotthe 1—m—N PAT.

[0179] Next. a method 01 receiving refusal with
respecttothe PATattheSCSSwiIl bedeecrbed.
[0180] Receiving refusal setting: The bidirectional
authenticationiscarriedoutbyanarbib‘arymeans
between the user and the 808 5. Then. the user trans-
mits a regifiration command. his/her mm AID, and arbi-
trary PATs tothe $08 5. Then. the SCSSveritiesthe
sigmture of the rweived AID. II the s’gnature is invalid.
the processing at the $08 5 is terminated. It the signa-
ture is valid. the $08 5 next verifies the signature of
eadt received PAT using a public key otthe ADS. Those
PATs with the invalid signature are discarded by the
80$ 5. When the signature is valid, the 30$ 5 carries
out the search by presenting the received AD to each
PAT. For each at those PATs which contain the AID that

completely hatches with the received AID. the $08 5
presents the registration command and the PAT to the
storage device such that the PAT is registered into the
storage device. Those PATs which do not contain the
AID that completely matches with .the received AID are
discarded by the $08 5 without storing them into the
storage deride. Here. there can be cases where com—
munications between the user and the 56$ 5 are to be

encrypted.
[0181] Receiving refusal execution: The $08 5 carries

out the search by presenting the PAT to the storage
device. When a PAT that corrpletely natches the pre-
sented PAT is registered in the storage device. the mail
is cfiscerded. When a PAT that cormletely matches the
present PAT is not registered in the storage device, the
mail is not discarded.

[0182] Receiving retusal cancellation: The bidirec-

tional authentication is carried out by an arbitrary
means between the user and the $03 5. Then. the user
presents his/her own AID to the 30$ 5. Then. the $08

5 verifies the signature at the received AID. If the signa-
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ture is invalid. the processing of the 80$ 5 is termi»
hated ltdesignamreisnliddheSCSSnmpresems
thepresentedAlDasaseardtconditiontothesta'age
device and acquire an the PATs that contain the pre-
sented AID. and then presents all the acquired PATsto
the user. Then. the user selects all the Mister which

the receiving rehrsalistobecencetiedbyreieningbatl
the PATs presented from the $08 5. and transmits all
the selected PATs alongwithadeletioncommandto the
$08 5. Upon receiving the deletion command and all
the PATsforwhich the receiving refusal istobecan—
celled. the SCSSpresents the deletion comrmndand

all'the FATS received from the user to the storage
devicesuchthatallthe received PATs are deleted from

thestbragedevice.
[0183] Notettatthe method ofreceiving rehtsaiwith
respecttothe1-to-N PATatthe SCSSisthesameas
themethcdofreceivingrehsalwithreepecttothe1-to—'
1 PATdescrbedabme

[0184] Noteatsothethecaseofrstumingctamait
trorntheuser-Bbtheuser-Aisthesameasinthemse

cttrananiltinganaitmmthemer—Atothetser—B
[0185] Next. the iudgement of identity will be
deecrbedwithreterencetofigjandi—‘rg 7.

(1)Aninitial valueotavariableOlDMisdetinedas
abitsequencewifiralengtheqmltothetotallength
LoftheOIDarxtatIvaluesaqudto'O'.AIso.anini—
tialvaltreotatranableomvisdelinedasabit
sequermwithalargthequdtotl’temllengthot
theOIDarualIvahrcseqralto‘O‘(stq>82511).

(2)0neADisselectedhornasetotprocessingtar-
getADsandthetoWrgbitprocessingiscerried
out(stq382513).

(a) Values of variables AIDM and AIDV are
determined according to the position inform-
tion contained in the AID (step $2515). Here.
AIDM is defined as a bit sequence with a length
equaltothetotallength LottheOlD anda
valueotapositionatwhichtheOlD information
isdetinedis'1'whileavalueotapositionet
which the OID information is not defined is "0"

(see Fig. 7). Also, AIDV is defined as a bit
sequemewith a length equal tothe total length
LottheOlDandavaIueofapositionatwhich
the OID information is defined is an actual
value of the OID intormation while a value ct a

position at which the OlD information is not
defined is 0 (see Fig. 7).
(b) AND processing of OIDM and AlDM is car-
riedoutand its result is stbstihrted intoavan'a-

hie ovaM (step 32517).
(c) AND proceesing ot OVRM and AIDM as well
as AND processing of OVFIM and OIDM are
carried out and their results are compared
(step 82519). When they coincide. OR
processing ct OIDM and AlDM is carried out
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and its result is substitute! into OIDM (step
$2521).while on processing otOIDVandAle
isalsocarriedoutand itsresultissubsfituted

into OIDM (stq) 82523). On the other hard.
when they do not coincide. the processing pro-
ceeds to the step $2525

(d)AnAlDtobeprocessed nenisselected
tromasetotprocessingtargetAle Whenat
least one another AID is contained in the set.
the steps $2513 to 82523 are executed for that
another AID. When no other AID is contained in

thesettheprocoslngproceedstothestep
82527.

(e) Values ot OIDM and OIDV are outputted
(step 82527).

[0186] The value of OIDM that is eventually obtained
indicates all positions of the OID information that can be
remverad from the set at proceosing target Ale. Also.
the value of OIDV that is eventually obtained indicates
all the OID intormtion that an be rewvered from the

setotprocessing iargetAlD. lnotherwords. byusing
thevaluesOfOIDMand OIDv it ispoesibletoobtainthe
OID albeit prdaabilistically when the value of OIDV is
usedasasearch condition, ard 'rtispoasibletoquanti—
tatively evaluate a precision oi the above search by a
ratio OIDM/Lwith rewecttothe total length Lotthe OID.
[0187] As described abate. in this Iirst embodiment.
theCAlwhichisaTmstedThirdPartywithhigh
secrecy and credibility generates the AID in which the
personal intormation is conceded. from the OID that
contains the highly secret personal inlornntim sudt as
name, telephone number. real email address. etc.
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accadingtoauserrequestandiasuestheAlDtothe-
user. By identitying the user by this AID on the conv'nu-
nicafion nemnr as well as in various services provided
on the comrmnimtion network. it becorns possible to

provide both the anonymity guarantee and the identity
guarantee for the user. In other words. it becomes pos-
sblefortheusertocannunicetewithamtheruser

without revealing the own real name. telephone number.
email wrecs etc.. to that another user. and it also

becomes possible to dsclose the disclosed information
to unspecified my through the ADS 7 as wit be
descrbed below.

[0188] The user registers the disclosed information,
thatisanintormationwhichissupposedtohavealow
secrecy compared withthe personal intonnation at the
ADS 7. tn the case of seardning the disclosed interma-
tion and the registrant All), the searcher presmts the
AID ot the searcher and arbitrary search oonfitiors to
the ADS 7. The ADS 7 then extracts the registrant AID
that satisfies these search conditions. and generates
the PAT from the AID ot the searcher and the AID oi the

registrant who satisfied the search conditions, the trans-
fer control llag value. and the validity period value.
[0189] In this t-to-t PAT. the transter control flag value
andthevalirfityperiodvaluearesetasstmnaparuc)
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otFrg.2.arllbysettingmtlfisvalicfitypenodin
advanceitispossibietolinitcormectionslromthe
sender.

[0190] Itisalsopossfletoprotubhconnectionstrom
amirdpasmmdoesnmnavemeacceosnmw
using thetranslercmtrolflagvalue. Namely, when the
transieroontrolllagvalueissettobetJhesendefs
AlDisauthentiatedbetweentheSCSSandtheseruer

according to an arbitrary challenge/remorse prom.
sothatevenitthesendergivesboththesender‘sAlD
andthePATtoanotheruserotherthanthesender.that
amtheruserwillnotbeabletomkeaconnectionto

theregistrarttottheADSTthroughttleSCSaOnthe
other hand. when the transfer controltlag value is setto
beO.nod1aIlenge/rosponseprooesswillbewniedout
betweenthescssandthesender.sothatilthesender
givesbothtl'lesendersAlDandthePATtoanotheruser
otherthanthesender,thatanotheruserwillalsobeable
tomkeacamectimtotheregistrantdtheADS7
throughtheSCSS.
[0191] ltisalsoposbletpnakeacomectimrequost
touiemmmmfionnetMMMamllto-‘whidi

the recipient is specified by the t-to—t PAT will be
received by the redpient's AID or the sender's AlD
ddinedwithinthePA‘lilnadditiothisalaapossibleto
retuse receiving callswiththe 1-to-1 PAT setectedby
therwipimtamongcallswhicharewecfiiedbythet-
to-1 PAlitt'salsoposalbletowlcdfliereceivhg
retusalotthewlswiththet-to-t PATselectedbyfl‘te
recbiermhmasameasweagahstthesender
who repeats the personal attadt using a plurality of
sendersAlebytaldnganadvamageottheanonynity
ismmhngemebafiwdmeommm
fluafitydsauei’sAleartlitispossbebmwmat
OlDatsomeprobabifity.
[0192] Widthrelerenoestol-‘Ig.8tofig.24.the
second embdment ot the enail access control
scheme awarding to the present invention will be
describedindetail.

[0193] in contrasttothetird embodiment dewribed
abovevmichisdirectedtothecasewhereasenderand

arec'pientaresetin t-to-t correspondence. this sec-
orderMnentistfirectedtothewsewhereasender

andrecipiemsaresetin hm-Ncorrespondenceanda
gmerafionotaneNPATandacontemdtangeotthe
existing PATranbenndebytheinitiativeofauser.
Here.theserx:leriseitheraholderotthePAToramem—

berotthe PAT. Sinitarty. the recipientis eithera holder
ofthePAToramerrberotthePAT.

[0194] lngeneral.amembwsh‘potagroupcomnmi-
cation (mailinglist. etc.)iscl’nngingdymnicallysotlm
itlsnwessarytorahostotthegroupcommiwtionm
manageinfanafiononapoimotcontadmchastele—
phone nurrber. entail address. etc.oteachmember. in
contrast, in the case whereitis only possiblebnewly
generates l-to-l PAT as in the first embodiment. the
manegementotapointotcontactisdifiiwltForexarn-
ple, itisditticulttomanage the grotp collectively. and
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even if it is given to the others for the purpose of the
transtercontol. itdoesnotlunctionasanaddressotthe

group communication such as mailing list
[0195] In this second enbodiment. in order to resolve

such a problem. it is made possible to carry out a gen-
erationofanew 1-to-N PATandacontentclnngeorthe
existing 1-to-N PAT by the initiative of a user.
[0196] First. the definition of various identifications
used in this second embodiment will be described with

references to Fig. 8 and Fig. 9.
[0197] As shown in a part (a) of Fig. 8. the OID is an
information comprising an arbitrary character string (tel-
ephone nunber. email address. etc.) according to a rule
by which the CA 1 can uniquely identify the user and a
public key. which is signed bythe CA 1.
[0198] Also. asshown in a part (b) of Fig. 8, the AID is
an intorrration comprising fragments of the OID and
their position information, redundant character strings.
and an $08 intormation given by an arbitrary character
string (host name. real domain name. etc.) by which a
hostoradomainthatisoperatingtheSCSSwnbe
uniquely bentitied on the network. which is signed by
the CA 1.

[0199] Also. as shown in a part (c) of Fig. 8. the Ho-
NPATisanir'liorrrlatimcomprisingtwoormoreAlea
holder index the validity period. the transter control flag.
and a PAT processing device identifier. which is signed
using a secret key of the PAT processing device
[0200] Here. one of the Ale is a holder AID of this
PAT. wherethechangeotfheinformationcontainedin
the PATsuchasanwtionofAlDtottlePAIadele‘tion

ct AID from the PAT. a change ofthe validity period in
the PATZadtangeotthetraNercontrolfhgvalueinthe
PAT. etc. an be made by presenting the holder AID
and a corresponding Enabler to the PAT processing
device.

{(2011 On the other hand. the Ale other than the
holder AID that are contained in the PAT are all member

AIDS. where a change of the information contained in
the PAT cannot be made even when the member AID

and a corresponding Enabler are presented to the PAT
processing device.
[0202] The holder index is a numeritzl data for identi—
fying the holder AID. which is defined to take a value 1
when the holder AID is a top AID in the AID list formed
lrom the holder AID and the matter Ale. a value 2

when the holder AID is a second AID trom the top of the
AID list. or a wlue n when the holder AID is an n-th AID

from the top of the AID list.
[0203] The transfer control flag value is defined to take
eithero or‘l similarly as in the case of the 1~to-1 PAT.
[0204] The holder AID is detined to be an AID which
is written at a position of the holder index value in the
AID list The member AIDS are defined tobe all the Ale
other than the holder AID.

[0205] The validity period is defined by any one or
containation of the number of times for which the PAT is

available, the absolute time (UTC) by which the PAT
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becomes unmilable. the absolute time (UTC)bywhich
the PAT becomes available. and the remive time (Ele-
time) since the PAT becomes available u'ltil it becomes
umvailable

[0206] The identifiercf a PAT processing device (or a
PAT procaing object on the netilvork) is defined as a
serialmmberotthePRl’p’omsdngdevicewanrfis-
tinguished name of the PAT processing object on the
network). The secret key otthe PAT processing device
(uhePATmmngmmmemflqhdefmed
tcbe uniquely correspmding tothe identifier.
[0207] Also.inthissecondenbodiment.anEnableris
introduced as an identifiercorreeponding to the AID. As
shown in Fig. 9. the Enabler is an intormation compris-
ingacharacterstringmiwelyindmfingtt‘latit‘san
Enablerarflan AlDitself.whidl issignedbytheCAt.
[0208] Neon. the operations for a generation of a new
PATandacontentcl-angecttheexistingPATwillbe
described. Here. the following operations are defined at
asecure PAl'procesingdeviceontheconmmicafion
terminatoraPAl'processingcbjedontt'leCAorona
networkwtidtisumerfyrequestedtromtheCA(Mtid-l
willalsoberetenedmasaPATprocessingdevicehere—
after).

1.Ed‘rtingotAlDlist:
AfistotAlehetenedhaeafteresanAlD kt)

outtainedinthePATiserfialusingAleamEna-
bler.Else.theAlDlistisna~lygenerated.
ZSettingotthemtidtyperiodm-ldthetrmccn-
trdfiag:

trolflegvalueconta‘nedmmePATm-echanged
lainganAlDarItErdier.Also.aneo/vaidity
periodvalueandanewtranslerccntloltlagvalue
aresetinthenewlygeneratedAIDEst

[0209] Auserwho presented the holder AID arcl the
Enabler corresponding to this hdder AID to the PAT
processing device can edit the list of Ale contained in
the PAT. In this case. the following processing rules are
used.

(1) Generatinga new PAI’ (MakePAT) (see Fig. 10):
The AID list (ALIST<holder AID [mentor AID1.

merrberAng. ~------- ,member Ale) is
newly generated. and the validity period value and

- the transfer control flag value are set with respect to
the generated ALIST.

AIDA + AIDB + Enabler of AIDS + Enabler ot
AloA

—> ALl$T<AlDA | AID3>

ALIST<A|DA | AIDB > + Enabler 0t AIDA

+ validity period value
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+ transler control nag value Auswqu l All)B > + AUST<AIDA | Atom.
A'Dcz. ........>

—. PAT<AIDA l All)l3 >
+ EnableroiAlDA +EnablerofAlDB

(2) Merging PATs(MergePA1) (see Fig. 11): 5
A plurality oi ALlSTs oi the same hotter AID —; AUST<AIDB i Alba, Achz, - - - ~ - - - -

are merged and the validity period value and the >
transfer control flag value are set with respect to the '

merged ALIST. ALIST<AIDBlAch1, Achz. . - ~ ‘, - . ~ - >10

ALlST<AIDA|AIDB1.AlDBZ. - - - - ~ - - . > + EnablerotAlDB+valitlityperiodvalue

+ALIST<AIDA|Ach1,Achz, - - - - - - ‘ - > +transfercorttroltlag walue

+ EnableroiAlDA‘ 15 -) PAT<AIDB | Atom, Achz, . - - - - - - - >

—> ALIST<AIDA|AIDB1.AlDBZ. - - - . - - . o, [0210] In the operation tor setting the validity period
Ach1,Ach2. ------- > valueinordertnpemitthesetlingoffltevalidltyperiod

valueonlytoausernhoholdsboththeholderAlDand
ALlST<AIDA l Ale. AIDBZ. 20 the correwond‘lng EnablerJhetOBowing operation is
Ach1.A|DQ. - - - - ~ - x- > ddined.

+ Enabler of AIDA + validity period value PAT<AIDA | N03 > + Enabler of AIDA

+ transfer control fhg value 25 +validity period value

_. PAT<AlDA1AIDB‘, AIDBZ, - - - - - - - -, —>PAT<AIDA|AIDB>
AIDc1.Ach2. ........ >

[0211] Inmecperafimhsettingthetransierconhol
(3)SprrttingaPAT(SplitPAT)(seeFig.12): so llagvaheinadatopemitthesetfilgotfiletransier

‘l‘heALlSTissplitintoapluralityofALlSTsof contruflagvaluemtytnauserwhoholdsboththe
the same holder AID. and the respective validity holde'ADandtheoonespu'IdMEndzlemhetollowing
period value and transterconu'ol flag value areset operationisdefmed
with refined to each one of the split ALISTs.

ss WWDAINDB>+W<XAIDA
ALIST<AIDA | AlDB1. Alosa, - . . . . . . ..
Atom,Ach2,~~-n---> +transtercontrolfhgvalue

+ Enabler of AIDA —) PAT<AIDA [N03 >40

—. ALJST<AlDA|AlDB1.AIDBZ. ~ . ~ - ~ ~ . - > [0212] Nat. with references to Fig.14to Fig. 20. the
Overall system oorftgurafimofthissecond enbocfiment

+ALIST<AIDAlAch1.AlDQ. - - - - - - - - > wil bedesalbed. tn 59.1410 59.20.1118 user-A who
has AIDA flowed from the CA stores AIDA and Ena-

ALlST<AlDA|Ach1.Ach2. . - - . . - . - > 45 bler oi AIDA in a con-[war of the lser-A. and the
input/outputdevioeswdt astloppydiskdrive. CD-ROM

+ Enabler of AIDA + validity period value drive. communication board, microphone. speaker. etc...
are connected. Else. AIDA and Enabler of AIDA are

+ transfer control flag value stored in a wmmicafion terminal (telephone, cellular
50 phone, etc.) Mtich has a storage device and a data

a PRI’<AIDA|AIDc1.AIDcz. - - - - - - . - > inpmloutputhmcfion
[0213} Similarly. the user-B who has All)I3 allocated

(4) Changing a holder of a PKI’ (TransPAT) (see Fig. trom the CA stores Ang and Enabler of AIDS in a corn-
13): puter ol the user-B. and the input/output devices such

The holder AID ol the ALIST is changed. and 55 as flomy disk drive. CD-ROM drive. communication
the validty period value and the transfer control flag board, microphone. speaker. etc, are connected. Else.

value are set with respect to the changed ALIST. AIDB and Enabler of AIDE are stored in a communica-
tion terminal (telqahone. cellular phone. etc.) which has

21
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- a storage device and a data input/wtpm function.

[0214] lnthetollowing. aprocedurebywhich the user-
A generates PAT<AIDA | AIDB > will be desaibed.

(1) The uservA acquires AIDB and Enabler of AIDS
using any of the tollowing means.

‘ AIDB and Enabler oi AIDB are registered at the
ADS 7, and it is waited until the user-A acquires
them as a search result (Fig. 14).

' AIDE and Enabler oi AIDB are directly transmit-
ted to the user-A by the email, signaling. etc.
(Figs 15, 16).

‘ AIDB and Enabler of AIDS are stored in a mag-
netic. optic, or electronic medium such as
floppy (fisk. CD-FiOM, M0, to card, etc. and
this medium is given to the user-A Else. it is
waited mtiltheuserecquiresthembyread’mg
this medium (Figs 17, 18).

' AIDB ard Er'abler at AIDB are printed on a
paper medium such as book. name card.- etc.
and this medium is given to the user-A Else, it
is waited until the user-A acquire them by read-
ing this medium (Figs 19. 20).

(2) The user-A who has acquired AIDS and Enabler
ciAiDBbyanyotthemeansdescribedintheabove
(1) issuestheMakePATcommandtothe PAT
processing device This procedure is common to
Fig.14tcfig.20.enddefinedasiollows

(a) The user-A requests the issuance of the
MakePAT cunmartl by setting AIDA. Enabler of
ADA, AIDE, Enafler 01 AIDS. the validity period
value. and the transler control flag value into
the communication terminal at the user-A

(b) The conmnicatim terminal of the user-A
generates the MakePAT con-imam.
(c) The communication terminal of the user-A
transmits the generated MakePAT command to
the PAT proofing device by means such as
the email. signaling. etc. (the issuance of the
MakePAT command).
(d) The PAT processing device generates
PAT<AIDA 1 AIDS > by processing the received
MakePAT command according to Fig. 21 and
Fig. 23. More specifically, this is done as lol-
lows

AIDA + AlDB + Enabler of AIDS + Enabler
oi AIDA

—_» ALISTcAlDA | AIDE >

ALIST<AIDA l AIDE > + Enabler of AIDA

+ validity period value + transfer control
flag value
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-'» PAT<AIDA l AIDB >

(e) The PAT ptoceea'ng device transmits the
generated PAT<Aan l AIDB > b the commmi-
catimterminalottheuser-A ortothe commu-

nication terminal of the user-B according to the
need. bymeanssudiestheemail. signaling.
etc.

(i) The comication terminal of the user-A
(or the user-B) stores the rweived PKT<AIDA|
AIDB > in the storage device of the comrmnice-
tion terminal at the user-A ,

[0215] The merging cl PATs (MergePAl‘. Fig. 21. Fig.
23). the splitting of a PANSpIitPAT, Fig. 22. Fig. 23), and
the changing of a holder at a PAT (harsPAT, Fig. 21,
Fig. 23) are also canted cut by the sinilar procedure.
[0216] . Ned. the procedure of MakePAT, MergePAl’
and TransPAT will be deserted with reference to Fig.
21.

(1)1heholderAlDisspecified(stepS4411).
(2) AllthemenberAIDsarespecitied ($34412).
(3)TheAlDfiaisgenemedfromthespecified
tntderAlDandaflthemecifiedmenberAlewlep
S4413).Morespecificelly.thespecifiedhotderAD
artdallthespecifiedmenbaAleareconcate—

(4)AtentativePATisgeneratedusingarbitrary
musiniaflyasinmecasedetentafivem
(stepS4414).
(5)1MgenermedAlDfietiecapiedtoaprewbed
regionotthegenemtedtemativemr(steps«15)_
(mmmmmamummmem-
fivepdbuflidtflueAlDlisthasbemcopieflstep
S4416).
(7)111etranfierconholflagvah1eiswrittmintothe
tentative PAT intowhichthe holder index value has

been written (step $4417). I
(8)Thevalidity periodvahieiswrittenintometenta—

_tive PAT into which the tender control flag value
hesbeenwritten (step S4418).
(9) The PAT processingdevice identifieriswritlen
imothetentative PATintowhidilhevalidity period
valuehasbeenwritten (step $4419).
(10) The tentative PAT into which the PAT process-
ing device identifier has been written is signed
usingthe secret keyoithe PAT proceesing device
(stepS4420).

[0217] Next. the procedure of SplitPAT wfll be
described with reierence to Fig. 22.

(1) The holderAlD is specified (step $4511).
(2) AII the AIDS to be the merrber Ale of the PATs
after the qtlitting are specified (step $4512).
(a) The AID list is generated from the specified
holder AID and all the specified member AIDS (step
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S4513). More specifically, the specified holder AID
and all the specified member AIDs are concate-
nated using arbitrary means.

(4) A tentative PAT is generated using arbitrary
means. similarly as in the case of a tentative AID
(step $4514).
(5) The generated AID list is copied to a prescrbed
region of the generated tentative PAT (step $4515).
(6) The holder index value is written into the tenta-
tive pat to which the AID list has been copied (step
S4516).
(7) The transter control flag value is written into the
tentative PAT into which the holder index value has

been written (step $4517).
(8) The validity period value is written into the tenta-
tive PAT into which the transfer control flag value
has been written (step $4518).
(9) The BAT processing device identifier is written
into the tentative PM into which the validity period
value has been written (step 84519)
(10) The tentative PAT into which the PAT process-
ing device identifier has been written is signed
using the secret key of the PAT processing device
(step $4520).
(11) In the use of oontinu'ng the splitting (step
S4521 YES). the procedure returns to (2), and
repeats (2) to (10) sequentially.

[0218] Note that. in the procedures at Fig. 21 and Fig.
22. the ND list generafion is carried out according to
Fig. zaastollows. Namely.abufterlengthisdetamined
first (step $4611) and a bufier is generated (step
S4612). Then. the holder AID is copied to a vacant
region at the generated butter (step S4613). Then, the
member AID is copied to a vacant region of the resutting
butler (step $4614). and it the nert member AID adsts
(step S4615 YES). the step S4614 is repeated.
[0219] Next. the deten'nination of the holder AID will
be desar'bed Each oi the MakePAT. the MergePAT. the
SplitPAT. and the TransPAT commands is defined to
have two or more arguments. where AID. PAT, or Ena-
blercenbespecfliedasanargument. Inthiscese.the
PAT processing device specifies the holder AID of the
PAT to be outputted after executing each command
according to the tollowing rules

' Case of the MakePAT:
For the MakePAl' ccnanand. it is defined that

Aleareto be spedtiedtorthefirst argumenttothe
Mthargurnerrt(N=2.3. --- -- -- - )andEna-
blers are to be specified for the N+1-th and subse-
quent arguments. For example. they can be
specified as iollows

MakePAT AID1, AIDZ, ~ . - - - ~ - -, AID”,
Enabler ct AID,. Enable ct AIDz. Enabler ot
AIDN

(II

10

15

23

t

The PAT processing device interprets the AID
otthefirstargmnentottheMateePATcormtand as
the holder AID.

OnlywhenoneottheEnablersottheMHh
andsnbsmuentargmnemscmespondstotheAlD
at the the argument. the PAT processing device
specifiesttisAID(lhatistheAlDotthelirstargu-
mentJasthehoIderAIDotthePATtobectmutted
aflerexecutingtheMakePAl‘comnam.
CasedtheMergePAT:

FortheMergePAT contrand,itisdefinedthat
PATsaretobespecifiedforthet'ustargwnenttolhe
N4harguM(N=;3I gee-an.~)andEna.
bleristobespea'liediutheM1-thargwnent
Namdxmeywnbespecifiedastoflm

MergePAT PAT1PAT2 - . - - - - - - PATN Ena-
bier ct AID

The PAT processing device interprets the
tdderAlDotthePATofthetirstargurnentotthe
MergeMTcmwrandashehdderAlDotmePAT
mbeamuttedafterexeartingtheMergePATcom-
mud

OnlywhentheEnablerottheNH—thargument
correspondstothehoiderAlDotthePAl’ottt-teti'st
argmierrtthePKl'procwingdevicesiedfieomis
AlD(thatistheholderAchlthePATdthefrst
argunenfiasfl'teWerAlDofthePATtnbeout-
pmtedatterexecutingtheMergePArcomnand.
CaseoItheSptitPAT:

ForflBSpfitPflrmflisddhedthat
Pfit'istobesaedfiedtirtttefirstargtmerlasetot
meormoreAtDsgrwpedmdterbympre-
scrbedsynbotfiassmtedtcbepwemhesesom
ttisexanue)m’etobespec‘fiedtcrthesecond
argmnenttotheN-thargument(N-3,4,
-'------ ).andEnalfleristobespeciliedfor
the N+1—th argument Namely. they can be spect-
tiedastollcws

SpliIPAT PAT1 (AID11) (le021 A102)
........ (AIDm Nona .......‘.
Atom) Enablerot AD

The PAT processing device interprets the
holderAchtthe PATotthefirstargumemotthe
SplitPAT command as the holder AID oi the PAT to
be outputted after awaiting the SplitPAT com-
mand

Only when the Enablerofthe N+1-th argument
correspondstothe holder AID otthe PAT ctthefirst
argument. the PAT processing device specifies this
AID (matisthehclderAIDotthe PATctthefirst
argwnent) as the holder AID at the PAT to be out~
puned after executing the SplitPAT command.
Case at the TransPAT:

For the TransPAT cornnand, it is defined that
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PATs are to be specified for the first argument and
the second argument AID is to be specified for the
third argument, and Emblers are to be specified for
the fourth argument and thefifth argument. Namely,
they can be specified as follows.

TransPAT PAT1 PAT2 AID Enabler of AID. Ena-
bier ct AID2

The PAT processing device interprets the AID
of the third argument as the holder AID of the PAT
to be outputted after executing the TrarsPAT com—
mand provided that the AID of the third argument of
the TransPAT commnd is contained in the PAT of

the second argument.

Only what the Enatier at the fourth argument
corresponds to both the PAT of the first argument
and the PET of the second argument and the Ena-
bler ot the fifth argument corresponds to the AID of
the third argument. the PAT processing device
'spedfies the AID of the third argument as the
holder AID of the PAT to be outputted after execut-
ing the TransPAT command.

Next. the deterrrl'nation of the merrber AIDs
witl be descrbed. The definitions of the MatePAT,
the MergePAT, the SplitPAT. and die TransPAT com-
mands are as described above. The PATW
ingdevice spedfiesthemembetAtDsofthe PATto
be outputted after exeaiting each command
according to the following rules
Case of the MakePAT:

Only when the holder AID of the PAT to be out-
putted after executing the MakePAT command is
tomalty determined. the PAT processing device
interprets all the Ale of the second and subse-
quent arguments of the MamPAT command as the
member AIDs of the PAT to be outputted after exe-

cuting the MakePAT command.
The PAT processing device specifies onty those

AtDs among all the Ale of the second and subse-
quent arguments which correspond to the Enablers

specified by the N+t-th and subsequent argtments
as the merrber Ale of the PAT to be outputted
after executing the MakePAT command.-
Case of the MergePAT:

Only when the holder AID of the PAT to be out-

putted after meaning the MergePAT command is
formally determined. the PAT processing device
specifies the member AIDs of all the PATs specified
by the first to N-th arguments of the MergePAT as
the menber Ale at the PAT to be outputted after
emcuting the MergePAT conmand. ‘
Case at the SplitPAT:

Only when the holder AID of the PAT to be out-
putted after executing the SplitPKl’ command is for-
matty determined. the PAT processing device
specifies the member MD of the PAT specified by
the first argument at the SplitPAT commnd as the
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menber AID of the PAT to be outputted after exe-
qnhtgmeSptitPArcormmuAtthispoint. the
merrber Ale are dstributed into dtflerent PATs in

mitsctparentheseso. Mexampte. inthecaseot.

SplitPAT PAT (N011) (“021
(AtDm Alt)N2

AIDNM) Better at AID

A1022)

(N011). (A021 “022) and (Atom Nona - - - - - - - -
AlDNM) will be the member Ale of fitterent PATs hav-
ing a corrmon holder AID.

. ' CmctTransPAT:

OnlywhenthehotderAtDofthe PATtobeout-
puttedafterexecutingtheTransPATcommndis
formally dderrnined, the PAT processing device
specifies all the matter Ale remaining after
ardudingthemenberAiDthatissd‘iedutedtobea
newhoiderAtDtromattthemerrberAleofthe

PATspecifled bythe first argument of the TransPI-tl'
ootmtandaruthemerrberAleofthePATspeci-
fiedbytheseccndargtmentasthemenberAle
ofthePAl'tobeotmtdtedafterexecmingtheTrans-
PATcemmend

[0220] Need. theveriticationotthepmpemeesotthe
Endierwillbedesaibed.Thisvelificafionottheprop—
emsssoftheEmblerisconlrmtotheMakePATthe
MergePAEfl'ieSditPAt'andtheTransPAT. andcerried
omaocordlngtol-‘tg.2-tastottous

(t)AIDandEnabterareentered(step85511).
(2)53cttattheseenteredAlDandEnablerisveri-
fied usrgmeptmkeydmecm (snap $5512).
ltatleadoneotthemisatteteflsthSSta YES).
theproeeosingistemimted.
(3)AdiaracterstringtorcertityingthatitisEnabter
is entered (step $5514).
(4) Themptieldofthe Enabler otthestep $5511
andthecharacterstringcfthestep 85514are com-
pared (stq) $5515). tf they do not match (step
$5516 NO). the processing isterminated.
(5) If they natch (step 85516 YES), the AID of the
stq) 85511 and the ND within the Enmler are
cormsred (step $5517).

(6) A comparism result is cutputted (step $5519).

[0221] Next. with reteremes to Fig. 25to Fig. 28. the
third embodiment of the email access control scheme

according to the present invention will be described in
detail.

[0222] In the generation of a new PAT (MakePAT) and
the PAT hotder change (TransPKt') of the above
described embodiment. it is necessary to give member
AIDS and Enablers of member Ale to the hotder of the

PAT. but when they are given to the holder. it becomes
possible for that holder to participate the group corm-
niwtions hosted by the other holders by using the
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acquired men‘ber Ale. Namely, there arise a problem
that the pretending using the member Ale become
possible. Moreover. it that holder places the acquired
mernberAleandEnablersofmenberAleona

medium flat is readable by unspecified many. these
manber Ale become accessible to anyone so that
thee arises a problem that the harassment to the uses
of the member AtDs may occur and the pretending
using the member AIDS by a third person also become
possible.

[0223] For this reason. in this third embodiment. it is
made possible to any out the MakePAT and the Trans-
PAT without giving the Enablers ct member Ale to the
holder.

[0224] To this end, in this third embfiment. the gen-
erationofanewPATandthecontentdtangeofthe
existing PAT are mrried out by using Null-AID (AlDNun)
and Enabler ot Null~AlD (Enabler of AlDNuI). '
[0225] Here. the processing involving the Null—AID
obeys all of the following rules:

(a) the processing rules of MakePAT. MergePAT,~
SptrtPRt‘ and TansPAT as in the above deserted
enbodiment: and

(b) the rules applicatie only to the Null-AID. includ-
ing:

(i) Null-AID is lutoum to every user. and
Gt) Enabler of Null-AID is known to every user.

[026] Here. the processing rules as defined in the
abovedesaibed embodtmettintheeeseotthisthird
embodiment will be described.

(1) Makim a PAT from plural AIDS (MakaPAT):

+A|Dmembef2 +

+ Enabler of AIDWH + EnaUer of
Alomm2+........

+ Erratier Of AIDmM + Enabler 0" Athober

—> Pmdiohouaf i Aleen‘lben- AlemeOIQ'
""" ' ‘ ‘ . Amman-bent >

(2) Merging plmal FATS otthe same holder (Merge-
PAT):

Pfldlohofler I Aleemben-n- Aleembera2-
"""".AIDmel H,

+ PAT<AIDidder | AIDmemberbl: Aleemberbz
""'°".A|Dme N,

+ Enabler of Atho‘der
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-’ PATd'Dmm I A'Dmmt- Nommfiz-
. . .. ., AIDMM. Aleemberbt-

AIDmo :l.-.-o-o-IA]Dmm>

(3) Splitting a PAT into plural PKt‘s of the same

holdg (solitPAT):

PAT<AIDW | Momma,“ AlDrnen'beiaZ'
. . . . - . - -, Nor-mm NDn-ernberm'
AIDMM. ' " ' " ' '-Aleu'nbele>

+ Enabler atAle

—’ PN<NDtnloer I NDmemberat- NDmemberaz-
-~-----,AlD GM,

+ PAT‘AIthder l A'Dmembemt- NDmembemz-
'~'--.'-~,AID M,

(4) Changing a holder AID at a PAT (TransPAl):

PAT-(Nome. I Ammn “'3sz-
. .nooono'NDm>{-PAT<NDM[

I mm?

'4' Warm AIDM,+ 3mmNOW,

"’ WWDW l AllDt'nerrttaer-tn-
AID l 2,-°"-"',AID ll>

[0221] Themettodkxweoitying thevalidityperiod
valueandthetra'fia'oorwdllagwlueinthePAToon-
tainingtheNm-Aluissirflartomenethodtorspwity-
mmeval'dtypaiodmaummtermflag
talue in the seem-Id enbodiment descrbed above

Nmflteenenplaryptmtgsimolvingmer-AID
willbedescrbed

(1) Case of producing PAT<AlDM | AIDA > from
AIDA and Enabler or AIDA:

(a) According to the above desaibed rules" ~~

(om and (MG) at the Null—AID. Album, and
Enabler ct AID” are known.
(b) Using MekePKl'.

AlDNug +AIDA + Enabler ot AIDA + Enabler
at AlDM

—) PAT<AIDNufl I AIDA >.

(2) Case at producing PAT<AlDNm l AIDA, AIDE >
from PAT<AtoM| AIDA > and PAT<AlDNuu 1 AIDB
>2

(3) According to the above described miles

(b)(t) and (b)(i) ot the Null—AID. AIDNuu and
Enabler of AIDM are imam.
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(b) Using MergePAT,

PAT<AIDNull I AIDA > + PAT<AlDNufl l AlDB>

+ Enabler of AlDNun

_» PAT<AlDNuu I AIDA. Au),3 >.

(3) Case of producing PAT<AIDA | Ang > from
PAT<AIDNun I AIDA >. PAT<AIDNUI| ' AlDB > and
EnabterofAlDA:

(3) According to the above described rules

(mm and (b)Gi) ot the Null-AID. AlDNuu and
Enabler ot AlDNu,I are known.
(b) Using TransPAT.

PAT<AIDNuI l AIDA > + PAT<AIDNmI I AID.3>

+ EnatuerormnNufl + EnablerotAlDA

—+ PAT<AIDA | AIDS >.

[0228] kshwn in Fig. 25. thedatastruchrreotthe
Null-AID comprises a character string uniquely indicat-
ing that it is Null-AID (a character string definat by the
Ckbrexample),whid1issignedbylheCAusingthe
secret key of the CA.

[me] Also. as shown in Fig. 26, the data structure at

the Enabler of Null-AID comprises a diameter string
uniquely indicating that it istnabler (a character string
defined bythe CA. for example) and the Null-AID itself,
Mitch issignedbythe CAusing the secretkeyoflheCA.

[0230] Note that the Null-AID and the Enabler of Null—

AID are naintained at secure PAT processing devices
and secure PAT certification authority.
[0231] Mad. the first aemplary application at thisthird

embodiment will be described with reference to Fig. 27,
which includes the following operations.

(1) The user-B (PAT menber) generates PAT<AID~
Nu" | AIDS > by executing the above described
exemplary processing ( 1) involving the Null-AID at
the semre PAT processing device which is con-

nected with the termiral of the user-B. and gives it
to the user-A (PAT hotder) by arbitrary means. '

(2) The user-A who received PAT<AlDNun | AIDB >
carries out the following operations at the secure
PAT processing device which is connected with the
terminal of the user-A.

(a) PAT<AIDNuII IAIDA > is produced by execut-
ing the above deserted aren‘plary processing
(1) involving the Null-AID.

(b) PAT<AIDA | AIDB > is produced by execut-
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ing the above described exemplary processing
(3) invoiving the Null-AID.

(3) The usenA gives the generated PAT<AlDA |
AIDS > to the user-B by arbitrary means.

[0232] Notethat the methodfordeterrrining thevafid—
ityperiodisthesameasdescribed abovescthatitwill

not be rmeated here Also. the processing involving the
Null-AID is the same as described above so that it witl
not be repeated here.

[0233] In the case of giving PAT<AIDNuu | AIDA, AIDB
> to the user-B, the above desmbed exemplary
proceesing (2) irwoiving the Nun-AID win be executed in
the operation (2) described above

[0234] Next, the second aranptary aman of this
third embodiment will be descrbed with reference to
Fig 28. which inductes the following operations.

(1)1heuser—B(PATmenber)produces PARAD-
MINDB>byexecutingthedmedesaibed
WryprooessingUanolvingthe Null-AtDat
MseuxePATprocessingdevicewhichiscon-

rtectedwithttteterrrirtalottheuser-B,artdregisters
itakmgarbitrarydsclosedinfomath'tattheADS.

(2)1116 user-A produces PAT<AlDM I NBA > by
aremtingtheabovedesaibedexerrplaryprom—
ing (1) halving the Null—AID at the sewne PAT
processingdevicewtidtiscormectedwittitttew—

‘rrinaiottheuser-Aandpresattsitaiongarbwary
seardrwxfitionsmtheADS.

(‘3) When the personal intmnatim of the user-B

nectadwiththeADSmrrisoaflthetolbwing mer-aficns.

(a) PAT<AIDWI l AIDA. AIDE > is produced by
execufing the above - described exemplary
processing (2) involving the Null-AID.

(b) The produced PAT<AIDNul l AIDA. Aloe > is
given to the ADS

(4) The ADS gives PAT<AIDNul l AIDA. AIDE > pro-
ducedbythe PKl'proceesingdevicetotheuser-A

(5) The user-A who received PAT<AIDNuII | AIDA,
AIDB > produces PAT<AIDA | AIDB > by executing
the following TransPAT processing at the secure .
PAT processing device which is connected with the
terminal of the user-A

PATdIDNu" I AIDA > + PMdIDNufl I AIDA,
AIDE >

+ Enabler of AID“. + Enabler at AIDA

—+ PAT<AIDA I AIDE >.

Petitioner Apple Inc. - Exhibit 1006, p. 2289



Petitioner Apple Inc. - Exhibit 1006, p. 2290

51 EP0946022A2

[0235] Note that the method tor determining the valid-

ity period is the same as described above so that it will
not be repeated here. Also. the processing invohring the
Null—AlD is the same as desabed above so that it will

not be repeated here 5

[0236] In the case of generating PAT<AIDA [ AIDB > at
the PAT processing device connected with the ADS.

Enabler ot AIDA will be given to that PAT processing
device, and the above described exemlary processing
(3) involving the Null-AID will be earned in the opera— 10
tion (3) deserted above.

[0237] In the case of generating PAT<AIDB | AIDA > at
the PAT processing device connected with the ADS and
giving it to the user~B. Enabler of AIDB will be given to
that PAT processing device, and the above desabed r5
exemplary processing (3) irwolving the Null-AID will be
executed in the omration (3) described above.
[0238] Next, with references to Fig. 29 to Fig. 31. the
fourth embodiment of the emit access control scheme

according to the present invention will be descrbed in 20
detail.

[0239] In the group cunnuiirztion, a situation where
it is desired to fix the participants '5 trememly encoun-
tered.buttheebovedescribed errbodimerttdoesnot

haveatmctiontormaldngitimpossbletod'iangethe es
PATsothattheparticipants annotbefixed Namelyin
the ebovedescrtbed errbodlrnerrt. whether or nottotix

theparticipantsislefltothenga‘nentofthe hotderot
the PAT.

[0240] Forthis reason. inthistmrth errrbodimenta so

read mly attribute is set up in the PAT. More spatially.
inthistourth entbcdimermthereadonly ettributeisset
q: in the PAT by using God-AID (Amend).
[0241] Here, the processing involving the God—AID
obeys all of the following rules: 35

(a) God—AID is known to every user. and
(b) the processing involving God-AID is allowed
only in the following cases:

(r) a case where the Aleue, is neither AID“,
DOT NDGod'

.........AIDW>+Enablerof 45
AIDhober

Aleel 2_ """”-Aleel ”>

(m a use where Arnhem, is Alum:

PAT<AIDNun | Alemn. Alemm.
""“‘°-A‘Dmamber-N>

+ Enabler or AIDNU”

—) Pfldlogw I AIDmomben, Alembem,

52

"""",AID It")

[0242] Asshown in Fig. 29.thedatastructureotthe

God-AID comprises a diaracter string uniquely indicat—
ingthatitisGod-AID (a diaracterstringdetinedbythe
CAbretample).whidrissignedbythe CAusinglhe
secretkeyottheCA ‘I'heGod-AlDisrraintainedatthe
secure PAT processing devices and the secure PAT oer—
titication authority described above.
[0243] TheprocmtgsotaPATthatcontainsthe
Null-AID are according to Fig. 21 to Fig. 24. When the
holder AID is neither Null-AID nor God-AID. the God-
AID is amended to the AID list 3rd the holder index
valueisspecifledtobeapositionoitheGod-AID inthe
AID list after appearing the God-AID. When the holder
AID is NuiI—AID. the Null-AID is deleted from the ND list.
the God-AID is appended tothe AID list. and then the
holderindexvalueisspedfiedtobeapoa’tionofthe
God-AID in the AID fistatter appendingthe God-AID.
[0244] Numeeatenplaryappfiafionotthisburth
errbodtmerrtwillbedescrbedwithrderenoebI-‘rg. 30.
[0245] InthemeotproducingMI'wDMIAlDA.
AIDE > from PAT<AIDM I AIDA > 3rd W<AIDNmI
AIDB>,thetoBMgproceesir-gisemwtedelthe
searePATprocessimdevicewhichisconnmtedwih

the term‘nal of the PAT holder (user-A in Fig. 30).

(HUsirrgMeroePfl.

Pawn”. | AIDA > + mrwnw, l A103 >

+EnabterofAlDNm

-e maxim". l AIDA, AIDB >.

(2) Aocordngtotheabovedescrbedmtemhtthe
God-AID. AIDGm is town.
(3) According to the abwe deserted rule (b)(r'r) ot
the God-Alix

PAT<AIDNI I AIDA. AIDE > + Enabler Of AiDNug

—) PAT<AID9°d I AIDA, N03 >

[(1246] Theaboveprocessingisaboexecuted atthe
secure PATprocessingdevicecomectedwithaconpu-
ter (seardi engine. etc.) at the third person (Fig. 31) or
at the searie BAT certification authority.
[0247] Next. with reference to Fig. 32, the fifth errbod-
irnentoftheernaitamcontrolschemeawordingto
the present invention will be described in detail.
[0248] When the Null-AID is added as described in the
third emmdiment. there arises a prcblern that it
becomespossiblebrtheholderotthePATuheuserot
the holder AID) to transfer the was right with respect
tothemember(theuserotthememberAlD)tothethird
person. and moreover this transier can be done without

apermissimotthemerrbenaswillbedescribednow.
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(1) The holder-A of PAT<AlDA | AlDB > (for the
member-B) produces PAT-:AlDNul | AIDE > by using
PAT<AIDA | AIDE >, AIDA and Enabler of AIDA.
Here. it is assumed that the holder-A Imovvs all of

AIDA. Enablerol AIDA. AlDNufl, and Enabler of ND-
Null in addition to PAT-(AIDA I AIDE >.

(a) The holder-A produces PAT<AIDA ] NOW,
> using the MakePAT as follows.

AIDA + AlDNu" + Enabler Of AlDNull + Ena-
He! 0' AIDA

—) PAT<AIDA I AIDNu“ >

(b) The holder-A produces PAT<AIDNm| | AIDB
> using the TransPAT as follows

PAT<AlDA I AlDB > + PAT<AlDA I AlDNull >

+ Enabler of AIDA + Enabler of All)“.

—, PAR/up” l AIDB >

After the above described operation (1 )(b). the
holder-A g‘ves PAT-:AlDNu. | AIDS > to the third per-
son-C. the tollowing operation (2) becomes possi-
ble.

(2) The third person-C produces PAT<AIDC 1 ADS >
by using PI-‘iRAlDNua | Ang >. Here. it is assumed
that the third person-C krlows all of Ach. Enabler
of ADC. Atom]. and Enabler of AlDNufl in addition
to PAT<AlDNm 1 AIDB >r '

(a) The third person-C produces PAT<AIDNun ]
Ach > using the MakePKr as follows.

Au)Nul + AIDC + Enabler of Ach + Ena—
bier 0f AlDNufl

-} PAT<AIDNUH l Ach >

(b) The third person-C produces PAT<Ach l
AIDB > using the TransPAT as follows.

PAT<AlDNun l AlDB > + march...“ | AIDc>

+ Enabler Of AIDNu“ + Enablef of AIDC

—> PAT<AIDC | AIDl3 >

[0249] As a result of the above described operation
(2)(b), the third person-C obtains PAT<AIDC | AIDE > so
that accesses to the member-B become possible.
[0250] For this reason. in this filth embodiment. it is

made impossible for the holder of PAT<AIDW [ AID-
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W> to produce PAT<AlD~ufl | AIDW > from this
PAT<AIDW l Aleembe, > as long as the holder does
not low Enabler at Ale,

[0251] In the third en'bodiment descrbed above. in
order for the PAT holder to produce PAT<AIDNuu I MD-
M> without using Enabler ol NOW" it is neces-
sary to produce PAT<Ale | NON". >.
[0252] Tomisend.inthisfilthenbodiment.forthe
Null—AID described in the third embodiment. the follow-

ing rule is added:

' the Null-AlenbeusedonlyasthehoberAlDof
the PAT (the Null-AID cannot be used as the mem-

ber AID). _
mat is. Pmmnm l Atom» momma

Nommm > IS allowed, but
PAT<Aleua l NDNun- Aleemn. NDrnembeer
' - ' ° ~ ' ‘ nAlemm>isnotallcwed

Eadi ofthe secure PAT processing devices and
the secwe PATcertifiwtionauthorityisadditionally
eqrbpedwiltatunctionbrdneddngmetherflwe
Nut-AID is contained as the member AID or not.

This merrber AID ohedc‘ng processing is carried
out according to Fig. 32 asioflows

(1) Null-AID and PAT are entered (stm $6911).
(2)NlthememberAle aretakenwttromthe
PKI' enteredatthestqa 86911 (step 86913).
(3)Ead'iofthetakenmtmenberAleisoom-
pmedwiththeNull—AID enteredattheaep
56911 (step 56913..

ltallthemenbaAledonotcondetelynntch
withtheNutl~AlD(step86917m.step86919 NO).
the processing proceedstb the MergePKl'. WAT
orTransPRl'prooesa‘ngfig. 21 orFrg.22)(step
sew).

If there is a member AID that completely
matches with the Null-AID (step $6917 YES). the
processing is terminated.

[0253] Nut, with relerence to Fig. 33 to Fig. 39. the
sixth embodmart of the ermjl access control sdteme

accordingtotheprewnirwenfimwilbedesm'bed in
detail.

[0254] This sixth embodiment differs from the first
embodiment described above in that a link inionnation

is added to the AID of Fig. 2 used in the first embodi-
ment. as shown in a part(b) of Fig. 34, whilea link infor-
n'atimotmeAlDissetinsteadottheAlD itselfthat is

contained in the 1-in-1 PATot Fig. 2. as shm-n in apart
(0) of Fig. 34. such that the AID is uniquely identified by
the link himmation.

[0255] Note that such an MD to which the link infor-
mation is added will be referred to as a link information

attached AID, and a 1-to-1 PAT having the link informa-
tion of the AID will be referred to as a link specifying 1-
to—1 PAT. Also, the fink information is an information
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capable ol uniquely identifying the AID, whidi is given
by a kind at data generally knmvn as identifier such as a
serial nurrber uniqudy asigned to the AID by the CA
for exanpte

[0256] Fig. 33 shows an overall configuration at a
communication system irithis sixth embodiment.
[0257] In Fig. 33. the CA (Certification Authority) 1 has
a right to authenticate OIDs and a right to issue Ale.
and functions to allocate Ale to users 3.

[0258] The 808 (Secure Comrmnimtion Service) 5
transfers emits among the users 3. carries out the
receiving refusal and the identity judgement and the
extraction at the OID according to the need.
[0259] The ADS (Anonymous Directory Service) 7 is
a database tor managing the AID. the transfer control

flag value. the validity period value. and the disclosed
iritomtationoteachusera. TheADS7hasaiunctionto

generate the PAT from the AID ot a searcher and the
AID at a registrant who satisfies the search conditions.
and issue it to the searcher.

[0260] A series 01 processing from generating the AID
from the OID according to a request from a user until
altocatingtheAlDtothatussrisbasicatlythesameas
inthefirsteribodimerrt. excepttl'iatthe linkintormation
is to be added. which will now be described with refer-

ence to Fig. 34.
[0261] Fig. 34 shows exemplary formats of the CID,
the link information attached AID. ard the lirkspecifying
1-to-1PAI'. Asshown inapart(a)oi Fig. 34. theOID is
an information cormrising an aibitrary character string
awardingtoa rulebywhichthe CA 1 tan uniquelyiden-
titythe user and a ptblic key. which is signed by the CA
1.

[0262] Also. as drown in a part (b) of Fig 34. the link
intomation attached AID is an information canprising
fragments of the OID and their position iniormation.
redundant character strings. an SOS information given
by an arbitrary character string (host name. real don‘iain
mme. etc)byiiirhich ahostoradomainthatisoperat—
ing the 808 San be uniquely identified on the network.
and the rink information. which is signed by the CA 1.
[0263] Also. as shown in a part (c) of Fig. 34. the link
specitying 1-tov1 PAT is an information comprising the

transfer control flag. the link information of AID“. the link
intorrnation ol AID1, and the validity period. which is
signedbythe ADS7us'ngasecrelkeyoftheADS 7.
[0264) A procedure by which the user 3 requests the
IinkintormationattadiedAlletheCA 1 isthesameas

that of the first embodiment A procedure by which the
CA 1 issues the link intormati'on attached AID to the

user 3 in response to a request for the AID is also the
same asthatotthe first embodiment.

[0265] Ned. the link information attadtal AID gener-
ation processing at the CA will be described with reter~
ence to Fig. 35.
[0266] In the procedure at Fig. 35. the CA 1 generates
an information at a length equal to the total length L at
the OlD. and sets this intornation as a tentative AID
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(stepS7211).Then.iriordertocarryoutthepaitialoop-
ying otthe OlD. valuesoi parameters pi and litorspec-
itying a'copying region are determined using arbitrary
nearsadtasrandommrrbegeneationrespedively
(step87213).Here. LisequaltnthetotallengthLolthe
OlD.and£iisariarbitrari‘Iydefinedvaluewithinarange
hwfidiardafimdiipofOEIiaLMUsflmmm-
nationinaiangebetweenapositionpitoapodtionp.
+lifromthetopottheOID iscofiedtothesemeposi-
tions in the tentative AID (step 87215). In othermrds.
thisOlDtragmentwillbecofieslbarangebetweena

positionmandepositionpi-ilitromthetopottheten—
aliveAlDJhthevaluesotnarxttiarewritteninlna
prescribed range inthe tentative AlD into which theOlD
has been partially copied. in a term encrypted by an
arbitrary means (step S7217). Then. an $08 informa—
tiongivenbyanaibitrarydiaiacterstringmodname.
realdormin. etc.)tmtcanuniquelyidenfifyahcstora
dmtainttatismatingheSCSSonthenetworkis
writtenirrbapresa‘ibedrangeintl'ietantativeAlD into
whichthesevaluesarewritten (step37219).1hen.the
tinkirnomtationiswritten (step 87220).Then.theterita-
tiveAlDintowhiditheabovecraiacterstringandthe

tinkintorimtimarewrittenissignedusngasecretkey
otiheCAirstepsrzzt).

[0267] Nemaproceduretorregisteringtl'ieAlDol‘a
user-Basrittttiecfisdosediitorrmfioriii-itotheADS7
witbedescrbed fistthebidrectionatauthentm

byarbhmymusitgtheADottheuser—Bfiandthe
cafiifledheADSflscarriedoutbetweatheuser—

BflwtnisaregistrantandtheADS?.Ttm.theuserB
amatemercormflagvatueflievafidity
paiod value. and the disciosed iritorrmtion such as
'l‘iterwstotheADSI‘l'lmtheADS7suesthe

tiansterou'itiutlagvalue.thevalitfitypeiiodiiatiie.and
theentiredsdosedinbrmtioninrda‘lionbtheAlDof

theuser-Bainitssttxagedevice. Heremeremnbe
cases where contrmnicclions Ween the user-B 3

MioistheregistrantandtheADS7aretobeeno'ypted.
[0268] Next. a procedure by which a user-A 3
seardtesthroughthedisclosedintormationthatisreg-
istered in the ADS 7wtll bedescrbed. First.thebidirec-

tionalauthenticationbyaibitrarymeansisingtheAlDot
theuser-AaandthecertifmtedtheADSNswriw
mnbetweentheuser-Aawhoisasearcherandthe

ABS 7. Then. the user-A 3 transmits arbitrary search
conditions to the ADS 7. Then,the ADS 7presents all
thereceived seardwonditionstoitsstoragedevioemnd
attracts the AID at a registrant which satisfies these
search conditions Then. the ADS7generates the link
specitying t-to-t PM from the link intorrration of the
AID otthe user-Aaandthe linkintormationottheAlDot

the registrant who satistied the search coriditions the
tansfer control flag value. and the validity period value.
Then. the ADS 7 transmits the generated PAT to the
user-A 3. Here. there an be cases Where communica~
tionsbetweentheuser—Aawhoisaseardierandthe

ADS7are to be encrypted. Notethatthelinkspecifying
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1—Io-1 PAT is generatat as a search result of the ADS 7.

[0269] Next. the link specifying 1-to-1 PAT generation
procecsing at the ADS 7 will be descrmed with refer-
ence to Flg. 36.

[0270] First. an information of a premibed length is
generated, and this intomtation is set as a tentative PAT

(step S7510). Then. the link information of the AID ot
the user—A 3 who is a searcher and the link information

of the AID of the user-8 3 who is a registrant are copied
into a prescribed region of the tentative PAT (step
S7516). Then, the transfer control flag value and the
validity period value are written into respective pre-
scribed regions of the tentative PAT into which the link
irlfcrrmtions ol the AIDS are copied (step S7517). Then.
the tentative PAT into which these wiues are written is

signed using a secret key of the ADS 7 (step $7519).
[0271] Next the transfer control using the fink specify-
ing 1-to-1 PAT will be described. The transter control is

afmctionforlimitingaocesseetoausamohasa
proper access right from a third person to whom the PAT

‘ hasbeentrensfenedorwhohas eavesdroppedthe PAT
(a user who originally does not have the access right).
[0272] The ADS 7 and the user-B 3 of the registrant
AID can prohibit a connection to the user-B 3 from a

third person who does not have the accees right. by set-
tingacertain value in tothetranstercontrolllag ofthe
PAT.

[0273] When thetranster control fag value isset to be
1.thesender'eAlDisauthenticatedbetweentheSCSS

andthesenderaccordingtoenarbitrarychal—
large/response process. so that even it the sender
gives both the sender's AID and the PAT to another user
ottlerthanthesender. tint anotheruserwill notbe able

to make a connection to the registrant ot the ADS 7
through the 30$ 5. .
[0274] On the other hand. when the transfer control

llag value is set to be 0, no challenge/response process
will be mnied out between the 80$ 5 and the sender.
so that it the sender gives both the sender's AID and the
PAT to another user other than the sender. that another

user will also be able to make a connection to the regis-
trantottheADS7throughtheSCSS.
[0275] Next, the email access control method at the

$08 5 will be described with reference to Fig. 37.
[0276] The sender specifies "(sender’s AlD]@[real
domain of SOS cf sanded" in From: line. and
'[PA'l]@[reaI domain of $08 of senderl' in T0: line.
[0277] The $08 5 acquires a mail received by an MTA
(Message Transfer Agent) such as SMTP (Simple Mail
Transfer Protocol), and executes the processing of Flg.
37 as tollows

(1) The signature at the PAT is verified using a pub-
fic key of the ADS 7 (step S7713).

When the PAT is found to have been altered

(step S7715 YES). the mail is discarded and the
processing is terminated (step 87716).

When the PAT is found to have been not altered
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(step $7715 N0). the bliming processing (2) is
executed.

(2) The seardl is denied out by presenting the link

intonnationotthesendei‘sAlDtothePAT(stq)s
S7717. $7720. 87722).

When a link inlormation that oornpletely
natches with the link intomafion of the sender's

ND is nu contained in the PAT (step S7723 N0).
the man is discarded and the processing is termi-
nated (step S7716).

When a link intonnation that completely
mmhes with the link inlorrmtion of the sender's

AID is contained in the PAT (step $7723 YES). the
following precessing (3) is executed.
(3) The wfidity period value of the PRl'is evaluated
(steps S7725. S7727).

WhenthePATisoutsidethevalrd‘rtypeliod
(step S7727 NO). the mail is discarded and the
processing is terminated (5th $7716).

When thePATiswithin the validity period (step
S7727 YES). the bllowing processing (4) is exe-
cute}.

(4)Whetherornottoauthenticatethesenderis
deterninedbyreterringtothetransfercontrolfag
value at the PAT (steps $7731. 87733).

When the value is 1 (step $7733 YES). the
SCSSaoqriresmesender‘sADitselfaruthepub—
licke'yotthesender‘sAlDbypresenfingthelink
irdormation to the CA 1. and then the chal-
lengelreqeonse arttmticefim between the SOS 5
a'ufllesauuismiedMarldthesignamreot
thesenderisverilied(stm$7735).Whenthesig~
meisvalitherecipientisspecifiedendtheP/tr
isattadled(stqls7737).illnlerlthesignatureis
irwalid. the mail is accorded and the processing is
terminated (stqa 87716).

When the value is 0 (Sta: S7733 NO). the
recipient is specified and the PAT is attached with-
out azecuting the diallengeiresponse authentica—
tion (step S7737).

[0278] The challengelresponse authentication
between theSCSSandthesenderistheeameasthat
forthe 1-to-1 PATdescribed dame.

[0279] Ned. a method tor specifying the recipient at
the sCs 5 will be deserted. First. the 808 5 carries out
the seardt by presenting the link information of the
sender's MD to the PAT, so as to acquire all the link
intormations which do not completely match the link
intormation at the sender's AID. 'I'l'len. the search is car-

ried out by presenting all these acquired link informa-
tions to the CA 1 so as to amuire the AIDS. All these
acquired Ale will be defined as recipient's AIDs here
after. Then, for every recipient's AID. the real domain of
808 of recipient is taken out from the recipient‘s AID.-

Then, the redpient is specified in a format at '[recipi-
ent's AlD]@[real domain of SOS of recipientI'. Flnally.
theSCSSchangesfhesenderflomaformatot
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’[sender's AlD]@[real domain of SCS of sender]' to a
format of 'sendefs AtD'.

[030] The method tor attaching the PAT at the SCS 5
is the same as that for the HM PAT desmbed above.

[0281] Neid. a method 01 receiving retusal with
respect to the PAT at the SOS 5 will be described.
[0M] Receiving refusal setting: The bidirectional
authentication is carried out by an arbitrary means
between the user and the $08 5. Then. the user trans-

mits a registration command. his/her own All). and arbi-
trary PATs to the SCS 5. Then. the $03 5 verities the
signature of the received NO. If the signature is invalid.
the processing of the SCS 5 is terminated. It the signa-
ture is valid. the $08 5 next verifies the signature of
each received PAT using a public key otthe ADS. Those
PATs with the invalid signature are discarded by the
SOS 5. When the signature is valid, the 30$ 5 takes out
the link information from the received AID. and then car—
riesoutthesearchby presenting thetakenoutlinkintor-
mation to each PAT. For each of those PATs which

contain the link information that completely matches
with the finkintonnation ol the received AID, the SCS 5

presents the registration command and the PAT to the
storagedevicewchtmtthe PAT isregistered intothe
storage device Those PATs which do not contain the
link intormatim that completely matches with the link
intent-ration ot the received MD are discarded by the
SCS 5 without storing them into the storage device.
Here. there can be cases where cormtunications

betweenthe Lserandthe SCSSaretobe encrypted
[0283] Receiving retusal martian: The SCS 5 carries
out the search by presenting the PAT to the storage
device. When a PAT that corrpletely matches the pre-
sented PAT is registered in the storage device. the mail
is discarded. When a PAT that completely matures the
present PAT is not registered in the storage device. the
mail is not discarded

[0284] Receiving refusal cancellation: The bidirec-
tional amhenticafion is carried out by an arbitrary
meansbetweentheuser and theSCSS. Then.theuser

presents his/her own AID tothe SCS 5. Then. the SOS
5 veriiiesthe signature otthe received AID. it the signa-
mresimfid,MeMrgdmeSCSSStani
nated. If the signature is valid. the SCS 5 next takes out
the link intomtetlon from the presented AID. and
presents the taken can link information as a search con—
dition to the storage device and acquire all the PATs that
contain the presented link information. and then
presents all the acquired PATs to the user. That. the
user selects all the PATs for which the receiving refusal
is to be cancelled by referring to all the Pitts presented
from the SCS 5. and transmits all the selected PATs
alongwithadeletionoonvnandtothe 8035. Upon
receiving the deletion cormmnd and all the PATs for
which the receiving retusal is to be cancelled. the SCS
5 presents the deletion command and all the PATs
received from the user to the storage device. such that
an the received PATs are deleted from the storage
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[(285] Ndethatti‘temethodoireceivingrefusalwiflr
rmecttotheflnkmedtyingl-to-NPKTattheSCSSis
thesameasthemettndotreceivingretualm‘th
reaped to the link specifying 1-{0—1 PAT described
above.

[0286] Next. the judgement at identity «at be
dosaibedwifltreterencetofig38andfig.39.

(1)AniritialvabeotavariableOlDuisdefinedas
abitsequencevvithalengthequaltotl’retotallength
Lotthe OlDardallvalues equalto “0". Alsqanini-
tial value at a variable 0le is ddined as a bit
sequencewithalength equaltothetotallengthct
the OD andafivalues equalto't't"(steps7911).
(2)0nelinkintwmationattamedAlD isseiected
from a set ot processing target link intormation
anacttedAleeridttietollwirlgbitproceea'rtgis
mined out (step S7913). ' -

(a)Valr.iesotvar‘ablesAlDMardAlDVare
detarrl‘nadawordngmtheposifion interna-
fioncontainedinthefinkintorrnatimattached

AID (step S7915). Here. AID” is dethedasa
titsemencewithalengthequaltothetotal
lengthLottheOlDandavalueotaposifionat
wtiditheOlDinbrrmtionisdethedis‘t'

wiileavahedapoéfionatwhbhtheom
inbrmationisrudefinedis'fi'(seefig.39).
AtqulDVisdet'nedasabitsequencevdtha
iengthazualtothetotailengtthttheOlDand
avabedapdonatwtdd’ttheOlDintoma-
tionisdetinedisanactuaivaiueottheOlD

inbmationdtiieavaheotaposifimatntfidt

theOtDit‘lorrmfimisnotdefmedistee Fig.
39).
(b)ANDpromsingotOiDuandAlDMismr-
MManditsresuitissWstittfledintoavaria-

ble OVRM (step S7917).
(c) AND processing of (NH... and AlDM as well
as AND processing at OVRM and OD... are
carriedunandtheirresultsarecormared
(step S7919). When they coimide. on
promssingotOlDMandAlDMiswnedom
anditsmsultissubstitmedintoomumep
S7921). while OR processing at CID. and AIDV
isalsocarriedmrtarxiitsresuttissibstituted

into OIDM (Step 87923). On the other hand.
when theydonotcoincideJheprocelsing pro-
ceedsto the stq: S7925.
(d)Alink intormation attached AlDtobeproc-
madnedisselectedtromasetofprocessing
targetlinkinbrmation attached Ale Whenat
leastoneanoti-rerlinkinformationatmhedAlD

is connined in the set. the steps $7913 to
S7923 are executed torthat another link infor-
mation attached AID. Whennoother fink infor-
mation attached AlDiscontainedinthe set. the
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processing proceeds to the step S7927.

(e) Values of 0le and OIDV are outputted
(stq) $7927).

[0287] The value at OIDM that is eventually Mined
indicates all positions of the OID information that an be

recovered from the set of processing target rink intomta-
tion attached Ale Also. the value at 0le tint is even-
tually obtained indicates all the OID information that can
be recovered from the set at processing target link infor-
mation attadied AID. In other words. by using the val-
ues of OIDM and OIDV. it is possible to obtain the OlD
albeit probabilistiwlly when the value of OIDV is used as
a search condition, and it is poesmle to quantitatively
evaluateaprecisionottheaboveseardibyaratio
OIDMAwith respecttothetotal length LottheOlD.
[0288] As described above. in this siidh ernbocfiment.

the CA 1 which is a Trusted Third Party with high
secrecy and credibility generates the link information
attachedAlDinwhichthepersonalintonnationiscon—
cealed, from the OID that contains the highly secret per-
sonal intonriation such as name. telmhone number,

real email address. etc. awarding to a user request.
andissuestheAlDtotheuser. Byidentifyingtheuser
by this AID on the cornnunioatim network as well as in
various services provided on the communication net-
work, itbecornespossbletoprovideboththeanonymity
guarantee and the identity guarantee torthe user. In
otherwords, itbeoomespcssibletortheusertooommu—
nimte with another user without revealing the own red
name. telephone hunter. email address, etc. to that

anotheruser. anditalsobecomespossfletodisclose
thedisciosed intamationtounspecilied manythrough
theADS 7a5will bedeccribed below.

[0289] The user registers the disclosed information.
thatisan infonnationwhidi issmedtohavealow
secrecy compared with the personal intormation at the
ADS 7. In the case at searching the disclosed informa-
tion and the registrant AID. the searcher presents the
link information attached AID of the searcher and arbi-
trary search conditions to the ADS 7. The ADS 7 then
extracts the registrant link intomiation attached AID that
satisfies these search conditions. and generates the link
specitying t-to-‘l PAT from the link inlormation oi the
AID of the searcher and the rink information of the AID

of the registrant who satisfied the search conditions, the
transfer control flag value, and the nlidrty period value.
[m0] In this link specifying 1-to-1 PAT. the transfer
control tlag value and the validity period value are set as
shown a part (c) of Fig. 34. and by setting up this validity
period in advance. it is possble to limit connections from
the sender.

[0291] It is also possble to prohibit connections from
a third person who does not have the access right. by
using the transfer control flag value. Namely. when the
transfer control flag value is set to be 1. the sender‘s
AID is authenticated between the 808 5 and the sender

according to an arbitrary challenge/resmnse process,
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sothatevenitthesender givesboththesender's AID
andthe PATtp another user other than the sendenthat
anotheruserwillnotbeabtetomakeacomectionto

thereg‘strantottheADSHhroughtheSCSSOnthe
oflierharidwhenthetransfercmtrolflagvalueissetto
be0.nochallengelresponse processwfilbecaniedout
betweentheSCSSai-idthesendersottatiltheseiw
givesboththesender‘sAlDandthePATtoanotheruser
otherthanthesendemhatanotheruserullalsobeable

tomakeaconnectiontotheregistrantottheADS7

throughthe 308 5.
[0292] ltisalsopoesbletomakeacomecfionrequest
totheconvmnimtionnemksuchthatawllforwhich

the recipient is specified by the link specifying 1-to-1
PAT will be received by the recipient's AID or the
sendds AID spedlied by the link intormation at the link
specifying 1-tio-1 PAT. In addition. it is also possble to
retuse receiving callswiththe link specifying Hie-1 PAT
selected by the recipient among calls which are speci-
tiedbythefinkspecityhg 1-to-1 PAT. itisalsopcfile
towwelthereceiving rehisaloftheizllswiththelink
spedtying t-to-t PAl'selededbytherecipient. in ami-
fion.asameasureagainstthesenderwhorepeatsthe
per’sonalaltedusingaplwalityotsender‘sAlebytak—
inganadvantageottheanonymityitispoasflehjinge
theidentityottheOlDtromthesepturalityotsenders
AleanditispossibletoedradttmtOlDatsomepr

[0293] Neidvin'threterenoestiofigAOtoFigJSJhe
seventh einbodment at the email am control

scheme according to the presait invention will be
descrbedindeaa.

[0294] tncontrasltothesbdhentodmentdeecribed
abovewhidiisdiredattotheiasewhereaseweram

arecipientaresetint-to—t correspondencethissev-
enthenboa'nentisdirededtothemewhereasender

arr! recipients are set in Ho-N caraspondence and a
generation at a new link specifying t-to-N PAT and a
contentchangeottheexistinglinkspecifyingt-to-N PAT
mnbemadebytheinitiativeotausersimilarlyasinthe
second enbodiment described above. Here. the sender
iseitheraholderolthe PAToramenberotthe PAT.

Similarly.therecipientiseitheraholderofthePATora
memberotthePAT.

[0295] As deserted in the second en'bodment, in
general. a membership of a group oommiration (nail—
inglist etc.) ischanging dynamicallysothatitis neces-
sary torahostotthegroip conmmimtiontomamge
information on a point of contact such as telephone
number. email address. etc. of each memba. In con—

trast. inthecasewhereit'spossibletonewtygenerate
a 1-to-1 PAT as in the sixth embodiment. the manage-
mentotapointofcontactisdrtfmlt Forexampte.itis
dilficulttomanagethe group collectively. andemifitis
given tothe others lorthe purposeotthe transtercon-
trol,itdoesnottunctimasanadtreesofthegmupcom-
municationsuch asmailing list.

In this seventh embodiment, in orderto resolve
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suchaproblem.ilismadepossibletocarryoutagen-
eration of a new link specifying 1-to-N PAT and a content
change or the aristing link specifying 1-to-N PAT by the
inifiative at a user.

[087] First. the definition at various identifirztions
used in this seventh embodiment will be descrbed with

references to Fig. 40 and Fig. 41.
[0298] Asshown lnapart(a)oti-‘lg.40.theOlDis an
intormstion comprising an arbitrary character string (tel-
ephone number. email address. etc.) according to a rule
bywhichthe CA 1 can uniquely identitytheuserand a
midis key. which is signed bythe CA 1.
[089] Also,asd10wninapart(b)otFlg 40, thelink
information attached AID is an intormafion cornp'ising
fragments of the OID and their position information
redundant diaracter strings. an 808 information given

EP0948022A2
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by an arbitrary character string (host name, real domain .
neme,etc.)bywhid1ahostoradorminthatiscperat—
ingtheSCSSranbeuniquelyidentitied onthe network,
and a linkintom'ration, whidi is signed by the CA 1. Note
matureAleaybeenayptedattheSCSSOrtheCA
1. The link intormation is the same as in the sixth
embodiment

[0300] Also. esshown inepart(c) of Fig. 40. thel‘mk
spedtying 1—to-N PAT is an inbrn'ation carprising two
or more fink irrlorrmficns at Ale. a holder irdex, the
validityperbd.thetransleroorttrolthg.aruaPAT
processing device identifier. which is signed using a
secret key of the PET processing device.
[m1] Here. one ofthe linkinlormationsotAleisthe
link information of the holder AID of this PAT, where the
changeonheintom'iationoonainedinthePATsudtas
enedditimofthelinkintorn'iationotAIDmmePRIZa
deletionotthelinkintorntationofAlDtrornthePAl’.a

changeot thevalicfityperiod inthe PAT. a changeotthe
transter control flag value in the PAT. etc.. can be made
by presenting the link inlorn'ation of the holder AID and
a corresponding Enablerto the PAT processing device.
[0302] On the other hard. the link intorrmtions ol AIDS
other than the link information at the holder AID thatare
container! in the PAT are all link information of member

Ale. where a change of the information contained in
the PAT mnnot be made even when the link inlorrration

ot the mentor AID and a corresponding Enabler are
presented to the PAT processing device.
[0303] Theholderindaisammerimldataloridenti—
tying the link information of the holder AID. whidt is
definedtotakeavalue 1 when thelinkintormation ofthe

holder AID is a top link information of AID in the link

spea‘lying AID list tanned trom the link inlormation at
the holder AID and the link intormations ot the member
AIDS, a value 2 when the link information at the holder

AID is a second link information of AID from the top of
the link specifying AID list. or a value n when the link
inlormation ol the holder AID is an n-th link intornntion

of AID Irom the top at the link specifying AID list.
[0304] Thetranster oontrolllag value is defined to take
eitherOort similarlyas in themseofthe linkspecitying

1-to-1 PAT.

[0305] ThelinkintormationottheholderAlDisdetined
tobealinkintorrnatjmotAlDM‘swrittenataposi-
tionotthetnlderiruexvalueinthelirtkqoedtyingAlD
fist. The link inlormations ot the rnerrber Ale are
definedtobeellthelinkinlnrmationsotAleotherthan
thetinkinlornationolthelnlderAlD.

[0306] Thevalidityperiodisdefinedbyanyoneor
con‘tbinationotthenumberoftimeslorwhichthePATis

We. the absolute time (UTC) by which the PM
becomesmavailable,themsohrtetime(UTC)bywtfldt
the PATbeccrnesavaiIable. andthe relative time (life-
time)sincethePATbecomesavailablemtilitbecomes
uravailable.

[0301] ‘I'heidentifierofaPRl'prmingdericewra
Pfil’processingobiectmthenetwmmsddinedasa
serialnurrberotthe PAT processing darice(orands-
tinguishednameotthePAl'procossingobjectonthe
network).TheseaetkeyotthePATprocesingderioe
(orfltePATprocesshtgobiectmmenetwodoisdefined
tobettrfiquelycorrespondhtgtotheidentitier.
[0308] Ammflissecorderrborfinermanfirabler's
introducedasaniderttifiercaresponrfingtotheAlD.As
shown‘mfigdtJheEmflerisaninlo-wmfioncmwis-
ingadiaraderslringunimelyindwngmuisan
EnablerartdalirtkinformationattadtedAlDitself.whid1
issignedbytheCAt.
[0309] Nemtheoperatimslbragenerafionofanew
PATandacontentchangeottheefiaingPATwilbe
WHzemelollom-rgmmaredefmedet
asecurePAl’process‘r'gdencemtl’eOormmimlion
teminaloraPfl’prooemhgobjmmtheCAorona
nmkwtidtispropertyrethedtromtheCA(Midt
wialsoberela‘redbasaPATprocasingdaricehere—
after).Thesemaationsaresimilatottnseotthesec-
ondenbodimentdescrbedabovesott‘attheywillbe
describedbyreferringloFig.10toFig.13nrtitis
assmnedflmaadtocwnenoeofAlDirtl-‘Iglomfig.
lashwldbereplacedbyfliefinkirttormationofAlDin
thefollowing,

1.5ditingotlinkspecitying AlD Est:
Alirtkq:ecilyingAlDtist,whidrisalistotlink

inlormatimsotAlecormedinthemtisedited
using link inlom'tation mated AIDs and Enabler.
Else, the fink specifying AlDIistisnewly generated.
2. Settingotthevalidityperiodandtt‘tetranstercon-
troltlag:

. Thevalidityperiodmlueandlhetranstercon—

trot flag value contained in the PAT are changed
using a link intonmtion attad'red AID and Enabler.
Also.anewvafidityperiodvalueandanewtran§er
controlflagvaluearesetinthenewtygeneratedtink
specifying AID list

[0310] A user who presented the holder AID and the
Enabler corresponding to this hdder MD to the PAT
processingdwicecan editthelistotlinkinbnnationsol
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AIDS contained in the PAT. In this case. the following The LALIST is split into a plurality of LALISTS
processing rules are used. - ot the same holder AID. and the respective validity

(1) Generating a new PAT(MakePA1) (see Fig. 10):
The link specifying AID list (LAL-

lST<(link)holder AID | (Iinlqmember Arm,
(link)member AIDZ, - - - - - - - -. (link)member

period value and tansler control tlag value are set
withreqaecttn eadtoneotthesplitLALISTs

LALIST<(Iink)AIDA | (liriOAle, (lthAlDBz.
. . . . . . . -, (finklAmcn (uniqmocz.

AIDn >) where (link)Ale denotes the link intorrna- - - - - - - - . >
tion of AID, is newly generated. and the validity

period value and the transfer control thg value are 10 + Enabler ot AIDA
set with rowed to the generated LAUST.

(link)AlDA + (link)Ang + Enabler of AIDS

+ Enabler ot Au)A

—» LALlST<(link)AIDA 1 (link)AlDa >

lALlST<(link)AlDA l (imam),3 > + Enabler of

15

—» LALlST<(link)AlDA | (liniOAle. (link)AlD.32,cool-IQ.)

+ LALIST<(link)AIDA I (manna, (linlOAchz,nooooo-o>

LALIST<(Iink)AlDA | (linloAle. (linloAchz,u....-..>

AIDA 20

+EndalerdAlDA+vafiditypaiodvalue
+ valirfity period value

+ trander oontrolthg val!»
+ transfer control flag value

25 —+ PATdinklAlDA | (EnlgAle, (BnloAchg.
—+ PAT<(link)AIDA | (link)AlDB > - - - - - - . - >

(2) Merging FAl's(MergePA1) (see Fig. 11): (4) Changing a hotter of a PAT (TransPAT) (see fig.
AptunalityotLALlSTsofthesarne holder AID 13):

are mergedandthevafidityperiodvalueandthe so ThemerAlDottt'ieLALISTisdtarlged.and
transfercontroltlag value are setwith respeottothe thevalidityperiodvaluearuthehansteroommlthg
merged LALIST. value are set with respect to the charged LAUST.

lJ-tLlST<(link)AlDA l (link)AlDB1, (link)AlDBQ. LAIJST<(ink)AtDAl (inloAlDB>. - . . . - o o > 35

+ LALlST<(Enk)AlDA l(link)Ach1_ (EnlOAchg.
+ LAUST<(Iink)AlDA|(Iink)Ach1,(Iink)Achz, - - - ~ - - . - >
. . . . . . . . >

+ Enabler ot AIDA + Enabler 0! AIDS
+ Enabler of AIDA 40

—> LALlST<(|ink)AlDB I (linloAle,
—» LALlST<(Iink)AIDA | (link)AlDB1, (lit‘liQAlDBg, (link)Achz. - - - - - . - - >
- - - - - - - -, (link)Ach1, (finKJAchg.
- - - - - - - - > LALIST<(tink)AIDB | (linK)AIDc,. (tinloAchz.

‘5 o o n n b I o o >

LALIST<(Iink)AlDA | (link)AlDB,. (Iink)AlDBg,
- - - . - - - -. (Iink)Ach1. (link)Ach2. + EnablerotAlDB +validity period value. . . . . . . . >

+ transfer control tlag value
+ Enabler of AIDA + validity period value so

—) PAT<(link)AlDB I (lileAle. (fin'QAchz,
+transferoontrolflagvalue -‘------>

—) PAT<(Iink)AlDA l (Iinl<)AlDa,, (IinlquDBz, [0311] In the operation tor setting the validty period
- - - - - - - -. (link)Ach1, (fink)Ach2, 55 value, in order to permit the setting of the validity period
-------'> valueonlytoauserwhotnldsbothtl‘nehoberAlDand

the corresponding Enabler. the tollowing operation is
(3) Splitting a PAT (SplitPKl) (see Fig. 12): defined.

34
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PAT<(Iink)A|DA l (link)AlDB > + Enabler of Au)A

+ validity period value

—> PAT<(link)AlDA |’ (linl<)AlDB >

[0312] In the operation tor setting the transfer control
flag value. in order to permit the setting of the transfer
control flag value only to a user who holds both the
holder AID and the corresponding Enabler, the following
operation is defined.

PAT<(link)AlDA l (link)AlDB > + Enabler or AIDA

+ transfer control flag value

—) PAT<(|irk)AlDA | (linlOAIDB >

[0313] Nat. with references to Fig. 42 to Fig. 48. the
overall system configuration at this seventh embodi-
ma'it wil be described. in Fig. 42 to Fig. 48, the user-A

who has AIDA allocated from the CA stores AIDA and
EnablerotAlDAinacorromercimeuser-Aandthe
irpuumndevicessudiesfloppydiskdrive. CD-ROM
drive. communication board. microphone. speaker. etc.

are connected. Else. AIDA and Enabler ot AIDA are
stored in a commicefion termiml (telephone. cellular
phone, etc) which has a smrage device am a data
input/output function.
[0314] Similarly. the user-B who has AIDE, allocated
fromlheCAstoresAlDa andEnabterotAlDB inacom-
puterotflieuser~B. andtheinputlmtmtdevicessuch
as floppy disk drive. CD-ROM drive. cornnumicetion
board. microphone. speaker, etc. are connected. Else.
AIDS and Enabler of AIDS are stored in a communica-
tion terminal (telephone. cellular phone. etc.) which has
a storage darice and a data inpu‘lloutput iunction.
[0315] In the following. a procedu'e by which the user-
A generates PAT<(link)AIDA | (link)AlDB > will be

described

(1) The user-A acquires AIDB and Enabler of AIDE
using any at the foflouing means.

‘ AIDE and Enabler of Al03 are registered at the
ADS 7, and it is waited until the user-A acquires
them as a search result (Fig. 42).

‘ Ang and Enabler of AIDS are directly transmit-
ted to the user-A by the email. signaling. etc.
(Figs. 4a. 44).

' AIDB and Enabler of AIDS are stored in a mag-
netic. optic. or electronic medium such as
floppy disk. CID-ROM. MO. IC mid. etc. and
this medium is given to the user-A Else. it is
waited unti the use! acquires them by reading
this medium (Figs. 45. 46).

‘ AIDE, and Endiler 01 AIDS are printed on a
paper medium such as book name card. etc,
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and this medium is given to the user-A Else. it
is waited until the user-A acquire them by read-
ing this medium (Figs. 47. 48).

(2) The user-Awho has acquired AIDE and Enabler
otAlDBbyanydthemeansdoscribed in theabove
(1)iesuestheMakePATcomnandtothePKT
processing device. This procedure is common to
Fig. 42 to Fig. 48. and defined as follows.

(a)TheuserArequeststheissuanceofthe
MakePAT con'mand by setting AIDA . Enabler
of AIDA, AIDS. Enabler of AIDE, . the validity
period value. and thetrarstercontrolflagvalue
into the Wimtidn terminal of the user-A

(b) The cormmm’iation termiml of the user-A
generates the MakePAT command. V
(c) The cormunicafion terminal of the user-A
transmits the generated MakePKl‘ command to
the PAT processing device by means such as
the ermil. signaling. ac. (the issuance at the
MakePAT command).

(it) The PRI’ prooeosing device generates
lam’<ifmk)ll\l‘-'>it I (“MADE > by processing the
reca‘ved MakePAT oommarri according to Fig.
21 and Fig, 49. More specifically. this is done
as tolbws.

(“Own + Mme

+End1erdAlDB+ LanaiiiieruiiucA

+LNJST<TMNDAIGMNDB>

LAUSTMADAI (inioAioB > + Enabler
ot AIDA

+ validity period value + transfer control
flagvalue

—) PAT<(link)AlDA I (Iink)Al03>

(e) The PAT process’ng device transmits the
generated PAT<(link)AlDA l (link)AlDB > to the
mn‘cafimtermhielotmeusa-Aortothe
communication term'nal of the user~B accord’

ingtotheneed. bymeanssuchastheemil.
signaling. etc.
(i) The corm'numiaafion terminal 01 the user-A
(or the user-B) stores the received
PAT<(link)AIDA l ainiinDB > in the storage
device of the communication terminal of the
user-A.

[0316] flie merging oi PKTs (MergePAT. Fig. 21. Fig.
49). the sptitting of a PAT (SplitPAT, Fig. 22. Fig. 49). and
the changing of a holder of a PAT (TransPAT. Fig 21.
Fig. 49) are also carried out by the sinilar procedure.
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[0317] The procedure of MakePAT, MergePAT and
TransPAl' is similar to that deserted above with refer-

ence to Fig. 21. except that the AID should be replaced
by the link information of the AID and the AID list should
be replaced by the link spedtying AID list. Also. the pro-
cedure of SplitPAT is similar to that described above
with reference to Fig. 22, except that the AID should be
replaced by the link information of the AID and the AID
list should be replaced by the link spedfying AID list

[0318] Here. in the procedures at Fig. 21 and Fig. 22.
the link specifying AID list generation is canted out

accordng to Fig. 49 as follows. Namely, a tuffer length
is determined first (step $9011) and a butler is gener-
ated (step 39012). Then, the link information of the
holder AID is copied to a vacant region of the generated
buffer (step 89017). Then. the link information of the

member AID is copiedto a vacant region ofthe resulting .
buffer (step 89018). and if the next member AID exists
(step $9015 YES). the step 89018 is repeated
[0319] . Next. the determination of the link information
of the holder AID will be descrbed. Each of the Make-

PAT. the MergePAT. the SplitPAT. and the TransPAT com-
mandsisdefinedto havetwoor more arguments. where
AID, PAT. or Enabler can be specified as an argument.
in this mse, the PAT processing device specifies the link
information ofthe holder AID ol the PAT to be outputted
after executing each command according to the follow-
ing rules

‘ Case of the MakePAT:
For the MakePAT corm'nand. it is defined that

Ale are to be specified for the first argument to the
N-thergumenflN:2.3. ........ )andEna-
blers are to be specified tor the N+1-th and subse—

quent arguments For example. they can be
specified as follows.

MakePAT AlD1. AIDZ, - - - - - - - -, AIDN,
Enabler of AID1. Enabler of AIDE.
~ - - -- -- -.EnablerofAIDN

, The PAT processing device interprets the link
information of AID of the lirst argument of the Make-
PAT command as the link intornetion the holder
AID.

Only when one of the Erablers ol the N+1-tn

and subsequent arguments corresponds to the AID
ot the first argument. the PAT proceesing device
specifies the link information of this .AlD (that is the
link information of the AID of the first argument) as
the link intormation of the holder AID of the PAT to

be outputted after aecuting the MalcePAT com-
mand. _

‘ Case of the MergePAT:
For the MergePAT command. it is defined that

PATs are to be specified for thefirst argument to the
N-thargument(N=2.3. -- ~-~---)andEna-
bler is to be specified for the N+1-tn argument
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Namely, theycanbespecifiedasfolbws.

MergePAT Pm PAT2 - - - ~ - - - - PATN Ena-
bler of ND

The PAT processing device interprets the link
intormafionoftheholde'AlDofmePATotthefirst

argument of the MergePAT command as the link
irlfomtationofthetolderAlDofthePfirtobeout-

puttedatterexecutingthe MergePKl' command.
Only when the Ems: of the N+1-m argument

corresponds tothe holder AID ofthe PATofthe fist
argument. thePAT processing device specifies the
rink informationof this AID (thatisthe link iniormav
timottheholdaAlDdthePATofthefirstargu—
merit)asthel"nkintormatimoftheholderAlDot
the PATtobecutputted after exwuting the Merge—
PATcommand.

CaedtheSplitPAT:
FortheSplitPATcommand, itisdetinedthat

PATisbbespedfiedfitttetirstargMasetof
meormoreAlegmmedtogetherbysomepre-
scrbedsynbols(assumedtobeparentheses0in
this emmle) are to be specified tor the second
argmtenttotheN—thargtment(N-=3.4,
------ --).andEnableristobespecifiedtor
theN+1-th argument Namely,theycenbespeci-
fiedasfoflows .

SplitPKl' mi,
(NDm

Arch...) Shade of AID

(M31 1) (N021 AlDzza)
AID"?

ThePNprornss’ngdericeinterpretsmelmk
inbunationottheholdaAlDotthePATotthef-m

agunerttdthe SplitPAT oomn'nnd asthe link infor-
rrafionotthehoberAlDofthe PATtobeoutputted
after executing the SplitPAT command.

Only when the Enabler of the N+1-th argument
corresponds tothe holder AID of the PRl'of the first

argument. the PAT processing device specifies the
link information of this AID (that is the link informa-

tionoftheholderAlDofthe PATotthetirstargu—
ment) as the fink intormation of the holder AID of
the PET to be outptrtted site executing the SplitPAT
command.
Case of the TransPAT:

For the TransPAT command. it is defined that

PATs are to be specified for the first argument and
the second argument. an AID is to be specified tor
the third argument. and Enablers are to be sped-
tied for the fourth argument and the fifth argument.
Namely, they can be specified as follows.

TransPAT PAT, PAT2 AID Enabler of AID1 Ena-
bler of AIDZ

The PAT processing device interprets the link
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information at AID ot the third argument as the link
information ottheholder AlDoIthe PATtobeout-

pulled after atecuting the TransPAT command pro-
videdtmtthermkintonnafionotAIDolthethird

argument of the TransPAT command is contained in

the PAT ol the second argument

OnlywhentheEnabterofthetmrrthargmnent
corresponds to both the PAT ol the first argument
and the PAT of the second argument and the Ena-
bler olthefitth argumentoorremondstothe AID ot
the third argument the PAT proming device
spedlies the link information at the AID ol the third
argument as the link informafion oi the holder AID
of the PAT to be outptmed alter atecuting the Tram-
PAT command.

Nert the determination of the link informations
of the member Ale will be described. The Mini-

tions at the MakePAT. the MergePAT. the SpfitPAT.
and the TransPAT commands are as desabed

above. The PAT processing device wecilies the link
intorrnationsolthernenberAleolthe PATtobe

outputled after executing em wmtand according
to the tollowing rules.
Case of the MakePAT:

Only when the link information or the holder
AlDottl-rePATtobeoutpuuedatterexecutingthe
MakePAT demand is formally determined. the PAT
proceosing device interprets all the link informa-
tionsottheAIDsaltheseoond andsubsequent
arguments ot the MakePAT command as the link
intornntionsotthemerrberAleotthePATtobe

outputted after executing the MakePAT command.
The PAT processing device specifies only the

ink inlarrrations of those Ale among all the Ale
of the second and subsequent arguments which
correwond to the Enablers specified by the N+1-th
and subsequent arguments as the link informations
at the member AIDs of the PATto be ctrtputted alter
executing the MekePAT comrrend.
Case of the MergePAT:

Only when the link intormation ol the holder
AID ot the PATtobeoutputted after executingthe
MergePAT conmand is turn-ally determined. the
PAT processing darice specifies the link interma-
tions at the member AIDS of all the PATs specified
by the first to N-th arguments of the MergePAT as
the link intonnations ol the member Ale of the PAT

to be outpulled alter atecuting the MergePAT corn-
mnd.

Case of the SplitPAT:
Only when the link information of the holder

AID ol the PAT to be outputled after exewting the
SpfitPAT command is lomally determined, the PAT
pmceecing device specifies the link intortration oi
the member AID ol the PAT wecified by the first
argumentofthe SplitPAT conrnand as the link infor-
mation ot the mental AID of the PAT to be output
ted after exewfing the SplitPAT command. At this
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point. the Iinkinfomations otthemerrber Ale are
distributed into different PATs in units at parenthe-
seso. Forexarrple,inthecaseol:

SplitPAT PAT (AIDH) (A102, AlDzz)
........(NDN1 AID"? ........

AIDNM) Mad AID

the link inforrmtions of (Alon). (AID21 AID22) and
(Ale AlDNa - ~ - - - - - - AIDwaiflbethelinkinlor—
mationsotthemerrberAleotdiflerentPATshavinga
common link irtbmtationofhwerAID.
' CasedTransPAT:

Onlywhenthelinkinlonnationotthehdder
AIDofthe PATtobeotttputtedalter atewting the
TransPATcormlandislornallydeterninethePKr

processing device Wise all the link intormations
otthe member Ale remaining after etcludingthe
linkinlotmationolthemenberAlDthalissched-
uledtobeanewholderAlDtromaltheEnkm-

nationsdthernenberNDsoffitePKanec’n'iedby
thefrrstargumentoftheTtansPAl’connmuand
thelrnkinlornationsdfltememberAleolthePKT

specifiedbythesecondargmttesthefinkm-
nationsotthemenberAleotthePATtobet-lut-

pultedatterexecutingtheTransPAT dorm-rand.
Theverit‘mtionotlhepropemewottheEm-

bier in this seventh errtniment is the sane as

WMwflhmfimml—‘tgzemmis
vetmcefionotthepropemessottheEnebleriscom-
nmtotheMalreMttheMergePAtmeSpfitPKr
andd'ieTransPAr.

[0320] Next. the eighth entotfiment ol the email
aocessoontrolsdtemeaccotfingtomepresentiwen-
tionwiltbedesa’bedindetaiL

[@211 httu'seigrthentodmenttheOlDisghrenby
arealetmiladdreee

[0&2] ThePATisenintormetionconprisingtwoor
morerealemailaddrmtheholderindegthevafidity
painthetranslercontrolllagmdlhe PAT processing
device identifier (orthe identifier ot the PAT proceesing
obiectonthenelwork),whidlissignedusingaseaet
keyotthePATprocessingdeviceWthePATproceseing
obiectonlhenetwmq.
[0323] Here. one of the real email addresses is a
holderernailaddressotthisPA‘lZwt‘terethechangeol
thelntom-letionconteinedinthePATsudlasenedafion

olemailatttrosstotl'te PATadeletionotemai attire-s

tromlhePAIachangeolMevalicfityperiodinmePAT,
achengeofthelransfercontrolllagvalueinthePKl’,
etc, can be made by presenting the holds entail
address and an Enabler containing the holder email
addresstothePATproomingdevicebrthePAT
pmceeeingobieclonthenetwork).
[0324] Onlheotl'terhand.theemailaddressesother
manmehdderentafladdrossntatmewnminedinme

PAT are allmenbererrrailaddresegwhereadtange
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at the infatuation contained in the PAT cannot be made
even when the menber email address and an Enabler

containing the merrber email address are presented to
the PAT processing device (or the PAT processing object
on the network).
[0325] The holder index is a numerical data for identi-
tying the holder email address. which is detined to take

a value 1 when the holder email address is a top email
address in the email address list formed from the holder
email addees and the member email addresses. a
value 2 when the holder email address is a second

email address from the top of the email address list, or
a value n when the hdder email address is an n-th emit

address from the top of the enail address list

[0326] The transfer wrrtrol flag value is defined to takeeither 0 or 1.

[0327] The holder email address is defined to be a real

snail address which is written at a position speciied by
the holder index in the enail extras: list The member
email addresses are defined to be all the email
addresses other man the holder emarT address

[0328] The validity period is defined by any one or
continationotthenwhberottimesforwhidithePAT is

mailable. the absolute time (UTC) by which the PET
becomesunavaiable. fireabsolutelime(UTC)bywhich
the PAT becomes available, and the relative time (life-
time) since the PAT becomes available until it becomes
unavailaue.

[0329] The identifier of the PAT processing device (or
thePATprocessing objectonthe network) isdefined as
aserialnumberolthe PMngech(m andis-
tinguishedmmeotthePKl‘processing objectonthe
network). The seaet key at the PAT processing device
(or the PET processing object on the network) is defined
to be uniquely corresponding to the identifier.
[0330] Also. in this eighth embodiment. an Enabler is
defined as an identifier corresponding to the real email
address. The Enabler is an intormafion comprising a
character string uniquely indicating that it is an Enabler

and a real email address itself, which is signed using the
secret key of the PAT processing device or the PAT
processing object on the network

{0331] The generation of the PAT in this eighth embod-
iment is carried out as follows.

[0332] Here, a directory will be descrbed as an exam-
ple of the PAT processing cbject on the network The
directory manages the real email address and the dis-
closed intormation of the user in correspondence. and
outputs the PAT upon receiving the search conditions
presented from an arbitrary user.
[ms] The user transn'its the real email address and

the search conditions to the directory. Then. the direc—
tory acquires all the real email addresses which
uniquely correspond to the disclosed information that .
satisfies these search conditions. Then. the directory
generates a real email address list from the real entail
address at the user who presented the search condi-
tions and all the real emit addresses acquired as a

EP0946022A2

1O

15

50

74

search result Then. the directory appends the holder
index value. the validity period value. the transter control
flag value. and the distinguished name of the directory
to the real email address Ea. Flaily, the directory signs
theresultingdatatdngaseaetleyoithedirectory,
arldtt'ansmitsitasthe PATtotheuserwhopresented
the seard'i condtions

(0334] Next. the emai access control in this eighth
embodiment is carried out as lollows

[0335] The sender specifies the real email addrees of
the sender in From: line. and '[PAT]@[real den-rain of
sanded" in T0: line of a mail.
[0836] TheSCSacquiresan emailreceivedbyan
MTA (Message Transler Agent) such as SMT'P (Sin-pie
Mail Transler Protocol), and carries out the authentica-
tion by the following procedure

(1) The signature at the PM is verified using the
puiclaeyotthe PAT.

Whenthe PATistourvjttohavebeenaltered.

heemailisdiswrddardheproceesingistemfi-
hated

What the PAT ‘5 lound to have been not

altered. thetollovw'ngproceesing (2) is exewted.
(2)1heseardiismrriedoutbypresentingthe
sender’s real email addresstothe PAT.

. Whenereal anailatdressthatcompletely
matd’reswiththesemer'srealemailachressisnot
containedinthePA‘lZmeermilismdedandthe

processingismml'nsted.
When a real emafl address that completely

natcheswiththesenda‘s real erraitaddreesis

cmminedirtthePAtfltetolowingprocessingw) is
exewtui

(3)1hevatidtyperiodvatueotthe PATisaraluated.
MienthePAl‘isansidethevalidityperiothe

email is dsesrded and the processing is tami-
nated.

WhenthePKl' iswithinthevalidityperiod. the
killowing processing (4) is eiecuted.
(4) Whether or not to authenticate the sender is

determined by retem‘ng to the transfer control flag
valueofthe PAT.

When the value is 1. the challenge/response
authentication between the $68 and the sender is

'carried out. and the simature ot the sender is veri-
fied. When the signature is vafid, the recipient is
specifiedandthe PATisattached. When the signa-
ture is inval‘d. the email is discarded and the

processing istem‘tinated.
When the value is 0. the recipient is spedtied

and the PAT is attached without executing the dial-
lenge/response authentitation.

[0337] An exemplary challenge/response authentica-

tionbetweentheSCSandthesenderinthiseight
enbodimentcanbecarn’ed outaslollows

[0338] First, the 808 generates an arbitrary informa-
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ticn such as a timestamp. tor exanpie. and transm‘ts
the generated information to the sender.

[0:39] Then. the sender generates the secret key and
the public key. signs the received intornation using the
secret key, ard transmits it along with the public key.
[0M] The 808 then verifies the signature of the
received information using the public key presented
from the sender. When the signature is valid. the recipi-
ent is specified and the PAT is attached When the sig-
nature is invalid. the entail is discarded and the

processing is terna‘nated.
[0341) The specifying of the recipient and the attach-
ing at the PAT at the $08 in this eighth embodiment can
be canted out as tollows.

[0342] First. the SOS carries out the search by pre-
senting the sender‘s real email address to the PAT. so as
to acquire all the real email addresses which do not
oorrpletely match the sender's real email address.
Then, all these acquired real email addreses are spec-

. ified as recipient's real email addresses.
[0343] Next. the SOS attaches the PAT to an arbitrary
posifionintheemail in crdertotransmitthe PATtoall
the redpient's emailaddressessoastobe ableto real-
ize the bidirectional conmunmtions Fmalty. the 508
gives the enail to the MTA
[0344) The receiving refusal with respect to the PAT at
the 808 in this eighth embodiment can be carried out
as tdlcms.

[0345] Receiving retusal setting: The bidirectional
authenticationiscerriedoutbyanarbitarymeans
betweentheuserandtheSCS5.Then.theusertrans-

mits a registration commnd. his/her own real email
address. and arbitrary PATs to the SOS 5. Then. the
$08 5 next verifies the signature at each received PAT
using a public key at the ADS. Those PATs with the
invalid signature are discarded by the $08 5. When the
signature is valid. the $08 5 carries out the search by
presenting the received real email address to each PAT.
For each of those PATs which contain the reel enail

address that completely matches with the received real
email address. the $08 5 presents the registration com-
mandand the PATtothestor-agedevicesuchtt'iatthe
PAT is registered into the storage derice. Those PATs
whichdc notcomainthe real emailaddressthatccm-

pletely natches with the received real email address
are discarded by the SCS 5 without storing them into
the storage device. -
[0346) Receiving refusal emotion: The $68 5 carries
out the search by presenting the PAT to the storage
device. When a PAT that ccnpletely matches the pre-
sented PAT is registered in the storage device. the mil
is discarded. When a PAT that conpletety matches the
present PAT is not registered in the storage device the
mail is not ctiscarded.

[0347] Receiving refusal cancellation: The bidirec-
tional authentication is canied out by an arbitrary
means between the user and the SOS 5. Then. the user -

presens his/her own real email address to the $08 5.
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ThatttieSCSSnextpresentsthepresentedrealemail
addresasaseardtcondfimtcthestcagedeviceand
acquire all the PATs that contain the presented real
entail addreaandthm presentsailthe acquired PATs
totheusetThenJheuseseiectsallthePATstorwhich

thereceivingrefusalistobecenoelledbyreteningmell
thePATspresentedtromtheSCSSjrdtrananitsall
the selected PATs alongw'rtha deletion commard to the
SCSS.Uponreoeivingthedeletioncomnandandell
thePATstorwhidrthereceivingrehsalistobecan—

celled. the SCSSpresents the deletion comndand
all the PATs received trorn the user to the storage
device, such thatallthereceived PATs are deletedtrom

thestoragedevice.

[0348] TheeditingotthePATinthiseighthenbodi—
mentmnbecarriedoutasbflaws

[0349] The MakePAT. the MergePKl'. the Spt'nPATZand
theTransPRTprocasingstorthePATusingreelemail
addraesasitselementsmnbeoflaimdtrunthethe

MakePAT, the MergePAT. the SplitPAl'. and the TransPAr
processhgstorthePATus'ngAleasitselements
desabedMqubdrgflteAiDbyMerealanail
addresandtheEnaflaotAlDbytheEnaflerotreal
emailaddrm.

[0350] AMloperatorisanintnm'afionoonprisinga
wwhidtisumiqueiyindimtingthatitismtlandwhidt
hasatormatotthereelemaieddrasmchissigned
byfl'resecretkeyotfltePKrpmomngdan‘oeaflte
PATprooesfltgdniectonthenetwork
[0351] ShimmeGodoperamrisenmnafion
Wammemwmmmae
chandwhid'itmatu'rmtotthereaiemailaddrm

midtissigrtedbyttlesecretkeyottttemproceesing
dabeorfltePKTpmceesingdtjedmthenetwork.
[0352] TT'ieEnablerotNifloperatorisanirmrnafion
oomprisingadaeamichisufiqrdyindicatingthatitis
BiatflerandtheNLfltoperatoritsettJmidiissignedby
thesecretkeyotthePATprocessingdeviceorthePAT
proceesingobjectonthenetmrk

[0353] The procasings involving the Nil] opeator
ardtheGodowatorunbeobtainedtromthe
procmingsforthePAT using AiDsasitsetements
desaibedahove.byrefladngtheAlDbythereal email
adireaheEnable’otAlDbytheEnablerotrealemail
addretheNull—Atobythe Null operator.theGod—AID
by the God operator. and the Enablercf Null-AID by the
Enabler 0t Null operator.
[0354] As described. according to the present inven-
tion,aPATismedtorverityingtheaccessdghtofa
senderandtheemailaccesscontmlamcngusersis
carried outerhenthe verification resultisvalid. sothatit

becomes p0$ible to disclose the information indimdive
of characteristics of a user white concealing the true
identification of a use and canying out oomnmnleations
amropriatety acoortfing to this disdcsed information
while preventing conventionally possibte enacts from a
third person. In addition. even when a recipient receives
anattadtfromasenderwhomaliciouslyutiizesthe
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anonymity. damages of a recipient due to that attack
an be minimized.

[0355] Also, according to the present invention, the
generation and the content change at the pesonalized
acceesfiwacanbembytheinitiativeotauserby
using an AID assigned to ead't user and an Enabler
defined in conespondence to the AID. so that it
becomes possfle to appropriately manage information
such as that of a point of contact of ash menberot the

group communication (mailing list. etc.) which changes
dynamically. -

[0356] Also. according to the present invention. a Null-
AID and an Embler OI Null-AID can be introduced in

order to carry om the generation ot a new PAT (Make-
PAT) and the merging oi PATs (MergePAT) without giv-
ing the member AID and the Enabler of the member AID
tothe holderotthe PAT. sothatitbeccmespossbleto
prevent the pretending using the manber AID. _
[0657] Also, according to the present invention. the
Null-AID can be used only as the holder AID ot the PAT
(the NuILAID cannot be used as the member AID), tint
iSPAT<AlDNun I Aleemn. AIDMSM' ' ‘ ‘ ‘ ‘ ‘ ‘ ',
Atom > is allowed. but PAT<AIDW 1 AIDM,
Mom”. Alerg. ' ' ‘ ‘ ’ ‘ ‘ ‘. Alomm >
is not allowed. so thatthe holder ct PAT<AIDW, | ND-
mam > cannot produce PAT<AIDNM I Aleem >
horn ttis FAT<AIthdm I AIDmember > as long as the
holderdoes not lmow Enabler at AIDW
[0358] Also. according to the present invention. a
God-AIDcanbeintroducedinordertosetuparead
ordyattnbutetothe PAT. sothat itbecomes possbleto
tixthe participants in the group comnwnication,
[0359] Also. according to the present invention. the
link information tor uniquely specifying the AID can be
inhoduced and the PAT can be given in terms of the link
information such that the PAT does not contain the AID

itself. sothet itbecomes pcssibleto realize the receiving
refusal timction without using the AID itseit. -
[0360] It is to be noted that. besides those already
mentioned above, many modifications am variations of
theaboveemboa’imentsmaybe madewithomdepart-
ing from the novel and advantageous features of the
present irwention. Accordingly. all such nndifications
and variations are intended to be included within the

scope of the appended claims.

Ctalrns

1. A mediod of email access control. comprising the
stws of:

receiving a personalized access ticket contain-
ing a sender’s identification and a recipient's
identification in conewondence. which is pre-
sentedbyasenderwhowishestnsendan
email to a recipient so as to specify the recipi—
entasen intended destination otthe email. at a

secure communication service tor connecting
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communications between the sender and the

receiver: and

comrolling acoeeses between the sender and
therea‘pientbyveritying anaccessrightotthe
sender with respect to the recipient awording
to the personalized access tidtet at the secure
ccnumnicacon service.

2. The method of claim 1, wherein at the controlling
step the secure corm'mnirat‘nn service authenti-
cates the personalized accees ticket presented by
the sender. and refuses a delivery of the email
when the personalized access ticket presented by
the sender has been altered.

3. The melhodotclaim 2.whereinthepetsonalized
accessticketissignedbyasecretkeyotasecure
processing device which issued the petsondized
access ticket. and atthe cmttolting step the scare
commniesticnserviceauflientimesthepersoml-
izedecoessfidietbyverilyingasignamreotthe
secure proceeeing device it the persondized
accesstidretisingapiflicleyotthesecue
proceesingdevice

4. Themethodotclaimt.whereinatthereceiving
sign the secure 0011mm service also
receivesthesender‘sidentfmtimpresentedby
thesenderalongwiththepesonafizedacces
Wammmecomdlingstepmesecwecom-
nuiestionservicedtedtswhethertheserders

identificationpresentedbythesenderiscontained
inthepersoralizedecceestidretpresentedbythe
sende.amtretusesadeliveryottheema‘lwhen
theserder‘sidentiMmpresemedbythesender
isnotconteinedinthepereond‘uedaocesstidm
preeentedbythesender.

5. The method of claim 1. wherein the personalized
accees ticket also contains a validity period indicat-
ingaperiodforwhidtthepersonalizedaccess
ticket is valid. and atthe controlling stab the secure
cormmniestim service chews the validity period
contained in the personalized access ticket pre-
sented by the sender and fetuses a delivey ol the

email when the persoralized accees ticket pre-
sented by the sender contains the validity period
that has already been expired.

6. The method of claim 5. wherein the validity period
otthe personalized access tidtetissetbyatrusted
third party.

7. The method of claim 1, turther comprising the step
of:

issuing the personalized access ticket to the
sender at a directory service tor managing an
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Herrtiiication of each registrant and a (isclosed
. information of each registrant which has a

lower secrecy than a personal inlonnetion. in a
state Mitch is accessible for search by unspec
itied many. in response to search conditions
spesilied by the sender, by using an identifica-
tion at a registrant whose disclosed information

matches the search cornfitions as the recipi—
ent‘s identification and the sender‘s identifica-

tion specified by the sender along with the
search conditions

The method ct claim 1. further comprising the 5th
of:

registering in advance the personalized access
ticket containing an Uentiticefion ol a specific
usertromwhidtedeiiveryofemeilstcesne—
citic registrant is to be refused as the sender‘s

identifiestion and an identification ot the spe-
cific registrant as the redpient's itentiticefion.
at the secure cormrunication service; .
whereintt'iecontrollingstepthesecureoom-
municetionserviceretrsesadeliveryotthe
ermil from the settler when the personalized

amass ticket presented by the sender is regis-
tered therein in advance at the registering step

ThemedrodotclaimflJwthercomprisingthestep
of.

deleting the personalized access tidet regis-
tered at the secure communication service

upon ratueet from the spesific reg’strant who
registered the personalized access tidret at the
registering step.

The methw ct daim 1. wherein the personalized
awess ticket also contains a transfer control flag
indicating whether or not the sender should be
authenticated by the secure commicaficn serv-
ice. and at the controlling step. when the transfer
control flag contained in the personalized access
ticket initiates that the sender simuld be authenfi-
cated. the secure communication service authenti-

cates the sender's identification presented by the
senderend rehrsesadefweryottheernailwhen an
authentication of the sender's identification tails.

The method of claim 10. wherein the authentication

of the sender‘s identification is realized by a chal-
lenge/response procedure between the sender and
the searre communimtion service.

The method of claim 10. wherein the transfer con-

troltlagotlheperscnalized acceesticketissetbya
tnrsted thirdparty.
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13. Themethod otclaim 1, wherein thesendersidenti-

tication and the recipient‘s identification in the per-
sonalized access tidet are given by real email
addreesa oi the sender and the recipient

14. The method otdaim 1, wherein the sender'sidenti~

timtionandtheredpient’sidartificetioninmeper-
sonalizedacceestidetaregivenbyanonymous
identificafimsotthesenderandtherwbimt,
wheeanamnymrsidenfilicafionofeach user
ccrrtainsatleastonetragmemctanofficialidentiti-
monofeadruserbywhidteachuserisuniquely
identifiablebyacertifiostimauthority.

15 The method at claim 14, wherein the amnymmrs
identifitatimoteadtuserisanintorn‘ationcontain-

ingtheatleastmetragmentotthecffidalidentili-
cationoteachuserwhidrissignedbythe
cerfifmfimauthorityusingasecretkeyofthecer-
tilicationauthority

18. Themeflmdwim14,whereinfltedfidalhenfi-

fucationotmhuserisacheractersting uniquely
assignedtoeadruserbythecermnemity
ardapuflickeyoteachmawhidraresignedbya
seastkeycffltecertifflionauthority.

7. Themeflrodddaimillfirrthacormrisingthestq:
of:

prance-semi”Iyidentrimg" endentrty'‘ ctthe
senderbyreconstmctingtheoti‘rcialidentifim-
fimdfl‘resaderbyirdgirtgiderfitydaphnal—
ityotamnyrrursdafliwtimsdfiresemer

containedinaphrralityctpersonaltedacces
fidetsusedbythesenda.

1&Themethodotclaim1,whereinananonymous
identificatimoteachuserttatcontainsetleastme

tragmentotanoficialuentilimfimoteachrserby
whicheadruserisudquelyidentitiablebyacertiti-
cation authority and a link iniorrmtion at each
amnymous identification by which each anony—
nursktemiticefioncenbeuniquetyidentifiedare
defined. and the sender’s identification and the

recipient's identificationinthe personalizedm
ticket areghrenbyalinkiniormationotthe anony-

. mous identification otthe sender and a link interm-

ficncflheanmymmsidentifbetionoitherecbient.

19. The mew ctclaim 1. wherein the link inbrmafion
oteadranonyrnorsidentificetionisan identifier
uniqudy assigned to each anonymous identifica-
tion bythe certification authority.

20. The method of claim 18. further comprising the step
of:
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p robabiiisticaliy identifying an identity of the
sender by reconstructing the official identifica-
tion of the sender by judging identity of a plural—
ity of anonymous identifimtions oi the smder
corresponding to the link information contained
in a plurality of personalized acces tickets
used by the sender.

The method of claim 1, wherein the personalized
access tidret contains a single sender's identifica-
tion ard a single recipient‘s identification in 1-to-t
correspondence.

The method of claim 1. wherein the personalized
access ticket contains a single sender's identifka
lion and a plurality of recipient’s identifications in 1—
to-N correspondence, where N is an integer greater
than 1.

The method ot claim 22. wherein one identification

among the single sender's identification and the
plurality oi recipient's identifications is a holder
identification for identifying a holder of the personal-
ized amass ticket while other identifications among
the single sender‘s identification and the plurality of
recipient's identifmtions are member identitica~
tionstorflenfilyingmerrbersofagrouptowhich
the holder belongs

The methodof ctairn 23. further comprising the step
of:

issuinganidentificatimoteadtuserandan
enableroltheidentil‘mtimofeachuserindi—

eating a right to dense the personalized
access ticket containing the identification of
each user as me holder identification, to each

user at a certification authority, such that pre-
scribed processing on the personalized access
ticketcan be carried out at a secure processing
device only by a user who presented both the
holder identification contained in the personal-
ized access ticket art! the enabler corresmnd-
ing to the holder identification to the secure
processing device.

The method of daim 24, wherein the certification

authority issues the enabler of the identification of
each user as an intormation indicating that it is the
enabler and the identification at each user itself

which are signed by a secret key at the certification
authority.

The method of claim 24, wherein the prescribed
processing includes a generation of a new person-
alized access ticket. a merging of a plurality of per-
sonalized access tickets. a splitting of one
personalized access ticket into a plurality 01 person-
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29.

30.

31.
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alized access tickets. a changing at the holder at
the personalized accessticket. cl'angingotamrid-
ityperiodoithepersonalizedamtidret. anda
dtangingoiatranstercmtroffhgotthepersoral-
ized accessficket

'lhemethodotclaim26.whereinaspecialidentiti-
cation and a specialenablercorrespondingto the
spedalflenlificafionwhidtareknmntoallusers
medénedsuchthatthe generationclanewper-
sonalized acce§ ticket and the changing of the
irolderolmeperscnafizedaccesstidretwnbecar-
riedoutbytheholderofthepersonalizedacccss
ticket by using the special identification and the
specialendflerwifitoutuénganenablerofamem-
beridentiticat‘uon.

The methodotclairn27,whereinthespecial identi—
fieafimisdefnedtobempaueotbeingusedonly
as the holder identification ot the personalized
accesstidet

Themethodofclaimzs.whereinaspeciaiidemiti-
catiothidiiskrwntoaliusersisdefhedsuch

thatareadonlyattrbutecanbesettothepersonal—
ized amass ticket by using the special identifica-
tion.

Themethodotdaimtwhereitatthecontrolfing
stat. when them rightotthesmderwith
rospecttothereciiiemisverifiedaccordingbthe

fionservicetalcsomtherecipient‘sdentiication
from the personalized accesh’dtet by using the
sender‘s identif‘mtion presented by the sender.
converlstl'iemaitbyusingatakenoutrecbient’s
identificatimintoabrmafthatcanbeinterpreted
by a mail trander function for actually carrying out a
trail delivery procecsing. and gives the mail after
conversion to the mail transfer function by attaching
thepersonalizedamessticket.

A method of ermil access control, comising the
steps of:

defining an official identification of each user by
which each user is uniquely identifabie by a
certification authority. and an anonymous iden—
tification at each user containing at least one
fragment of the official idmtification; and
identifying each user by the anonymous identi-
fication of eadt user in cornrruniaitions for
emails on a communimdion network

The method of claim 31, wherein the anonymous
identification at each iser is an information contain-

ing the at least one fragment of the official identiti-

oation of each user which is signed by the
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certification authority using a secret key 01 the cer-
tification authority. '

33. The methm of claim 31. wherein the oflidal identi-

fication at each user is a character string uniquely
assigned to each user by the certification authority
andapublickeyoteachuserwhicharesignedbya
secret key at the certification authority.

34. The method of claim 31. further comprising the
steps oi:

receiving a personalized access ticket contain-
ing a sender‘s anonymous identification and a
redpient‘s anonymous identification in cone—
spmdence. which is presented by a sender
who wishes to send an email to a recipient so
astb specifythe redpientsan intended desti-
ration of the email. at a secure communiiztion

service tor connecting comrmniwtions
between the sender and the rweiver: and
controlling am between the sender and
the recipientbyverifyinganaccessrightotme
server with respect to the recipient accorrflng
tothe personalizedaccessfidretatthesewre
communitation service.

35. Themethodotclaim34.turthercomprisirtgthestqa
of:

probebilistiwliy identifying an identity of the
senior atthesewre commnication serviceby
reconstructing the 011631 identification of the
server while judging identity of a plurality of
anonymous identifications ot the sender con-
tained in a plurality of personalized access tick-
ets used by the sender.

36. The method of claim 31. wherein the defiring 5th
also defines a link information of each anonymous
identification by which each anonymous identitie-
tion can be uniquely identified, and each anony-
mous identification also contains the link

information at each anonymous identification.

. The method of claim 36. wherein the link intcn'na—

tion of each anonymous identification is an identifier
uniquely assigned to saw anonymous identified
tion by the certification authority.

38. The method of claim 36. further comprising the
steps ct:

receiving a personalized access ticket contain-
ing a link intormation of a sender's anonymous
‘demitication and a link intonmtion at a recipi-
ent's anonymous identification in correspond-
ence, which is presented by a sender who

5

IO

15

wishestosendanemaitoaredpientsoasto
specifytherecipientasanintendeddesfinalion
ottheermil,atasecr.trecormmmbationserv—

ice for contesting ctmnunimtiors between
mesenderendthereceivenand

contollingacceaesbetweentl‘teserflerend

therecipiembyverityinganaccessrightotlhe
senderwitl-irespecttotherecitientaccording
tothepersonalizedaccesstidcetatthesecure
cormmnicatimservice

39. The me1hod of claim 38. further comprising the step
ct:

prombilistically identifying an identity at the
sender by reconstructing the official identifica-
tion at the senderwhileiudging identity 01 a plu-
rality ct anonymous identflirztions ot the
sends corresponding to the link information
contained in a plurality of personalized access
tiduets used bythe sends.

mAcmmmnimtimsystemraafizingemaflaccess
control. corrprising:

acommnicationnehvodctowhichapluralityol
userteminalsarecormectedmnd

a we cormunication service device for

wretcorminingasondertsidenfifmanda
rec'pients identification in correspondence.
wtidtispresaitedbyasende'whowishesb
serfiai'lerrtaitoareciiansoastomecityme
rec'oient as an intended destination at the
email. and cu'rtruling W between the
senderandtheredpientbyverilyinganaccess
rightofthesenderwithrespecttotherecipient
awarding tothe personalized amfidvet.

41. The system at claim 40, wherein the secure com-
nlmication service device authenticates the per-
sonalizaedaccessfidetpresentedbythe sender.
andretusasadelivu'yottheemailwhentheper-
sonalized access ticket presented by the sender
has been altered.

42 The system of claim 41. turthercomprisi-ig:

a secure processing device for issuing the per-
sonalizedaccastidietwhichissignedbya
secret key of the secure processing device:
wherein the secure commmimtion service

device authenticates the personalized access
ticket by verifying a signature at the secure
processing device in the personalized access
tidcettsingapublickeycfmesecureprocas
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ing device.

The system at claim 40. wherein the sewre com-
munication service device also receives the

sender's identification presented by the sender
along with the personalized access ticket. checks
whether the senders idemiticelion presented by the
sender is contained in the personafized access
ticket presented by the sender. and refuses a deliv-
ery of the enail when the sender's identification
presented by the sender is not contained in the per- .
sonalized access ticket presented by the sender.

The system at claim 40. wherein the personalized
access ticket also contains a validity period indicat-
ing a period tor which the personalized access
ticket is welid. and the secure comrrunication serv-

ice device checks the validity period contained in
the personalized ems ticket presented by the
senderand retusesadeliveryotthe enailwhen the
pasonafized aoceestidret presented by the sender
contains the validity period that has already been
expired.

The system of claim 44. lurther oorrprising:

a trusted third patty for setting the validity
period at the personalized access ticket.

The system of claim 40. lurther con-prising:

a directory service device tor managing an
identificationoteachrwisu'antendandadis—
closediniornationoteadtregistrantwhichhas
a lower secrecy than a persoral intormation. in

a state which is accessible for search by
wwecitied many, and issuing the personalized
access ticket to the sender in resmnse to
search conditions specified by the sender. by
using an identification of a registrant whose
disclosed information matches the search can-

dfions as the recipient's identification and the
sender's identification specified by the sender
along with the search conditions

The system of claim 40. wherein the secure oom-
numication service device registers in advance the
personalized access ticket containing an identifica-
tion of a specific user from which a delivery of
emails to a specific registrant is to be refused as the
sender's identification and an identification of the

specific registrant as the redpient's identifiwfion.
and retuses a delivery at the emit from the sender
when the personalized access ticket presented by
the sender is registered therein in advance.

. The system ot claim 47. wherein the secure com-

munication service device deletes the personalized

5
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access ticket registered therein upon request from
the specific registrant who registered the persoral-
ized access lidret

49. The system 01 claim 40. wherein the personalized

access tidtet 350 contains a transfer control flag
indieflingwhethaornottheserdershmrtdbe
authenticated by the secure comn'nmication serv-
ice. andwhenthetranstercontrolflag cmtained in
thepersonalizedaccesstiddirdwtestl‘atthe
sender should be authenticated. the secure corn-
nunicafion service device authenticates the

settlers identification presented by the sender and
retuseeadeliveryoltl‘teemaflwhenanauthentica-
tion 01 the senders identification falls

50. The system of claim 49. wherein the authentication
of the senda's 'dentification is reafized by a chal-
lengdresponse procedure between the sender and
the secure corrmimimdion service device.

51.Thesystem olclaim49. Wercorrprising a
bustedthirdpartytorsettingthetranderoontrolfhg

dmepersorializedacceestidret

52. 'lhesystemolcleim40.Mtereinthesender's iden-
tificetionandtherecipient‘sidentificefionintheper—
serialized amessfidcetaregivenbyrealemail
aflressesotthesenderandtherecbient.

51 Thesyslemotdaimwmmcarwising:

a certification aLehority device for issuing an
anonymous itentification at each user which
containsatleastonelragmentotanotficial
identificationoteadiuserbywhicheechuser
is uriquely identifiabe by the certification
authority device:
wherein the senders identification and the

recipient‘s identification in the personalized
access ticket are given by anonymous identiti-
cations oi the sender and the recipient

54. The system or claim 33. wherein the anonymous
identification oi each user is an information contain-

ing the at least one fragmem ol the ofiicial identifi—
cation of each use: which is signed by the
certification authority device using a secret key of
the certification authority device.

55. The system of claim 53. wherein the otiicial identiti-
cation of each user is a character string uniquely
assigned to each user by the certilimon authority
deviceandepublickeyoleachuserwhichare

signed by a secret key of the certification authority
device

56. The system of claim 53. wherein the secure com-
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munication service device probabilisti-ily identifies
an identity of the sender by reconstructing the offi-
cial identification of the sender while judging iden—
tity at a plurality of anonyrmts identit'mfims oi the
sender contained in a plurality of personalized
access tickets used by the sender.

The system of claim 40. further comprising:

a certification authority device for issuing an
anonymous identification of each user which
contains at least one tragment of an official
identificationoteadtuserbywhich eachuser
is uniquely Hemifiable by the certification
authority device and a link information of each
anonymous identititation by which each anon-
ymous identificatim can be uniquely identified;
wherein the serder's identification and the

recipient's identification in the personalized
access tid<et are given by a tink information of
the anonymous identification of the sender and

a link inforrmtion oi the anonymous identifia-
tion of the recipient.

The system of claim 57. wherein the link inferna-
tion of each anonymous identification is an identifier
uniquely assigned to eadt anonymous identifica—
tion by the certification authority device.

The system of claim 57. wherein the secure com-

munication service device probabilistimliy identifies
an identityotthe senderbyreconstmctingtheofii—
cial identification of the sender while judging iden-
tityclapluralityotenonynntsidentifmtimsofthe
sender corrwponding to the fink information con-
tained in a plurality cl personalized access tickets
used by the sender.

. The system at claim 40. wherein the personalized
am ficket contains a single sender‘s identifica-
tion and a single recipient's identification in 1-to-1
oorrmondence.

The system of claim 40, wherein the personalized
access ticket contains a single sender‘s identifica-
tion and a plurality of recipient's identifications in t-

to—N correspondence. where N is an'integer greater
than 1.

. The system at claim 61. wherein one identification
among the s'ngle sender’s identification and the
plurality of recipient‘s identfllcations is a holder
identification tor identifying a holder of the personal—
ized access ticket while other identifications among
the single sender's identification and the plurality of
recipient's identifimtions are merrber identities-

tions tor identifying members of a group to which
the tha belongs.
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63. ‘lhe system of claim 62. further comprising:

a certification authority device for issuing to
eachuseranidentificafionoteachuserandan
enablerottheidentifisaticnoteadtuserindi-

catingarighttod’tangethepersonalized
access ticket containing the identification of
eachuserasthehoider identification and

a secure processing device at which pre-
scrbed processingmthepersoralizedaccess
ticketcanbecerriedctnonlybyauserwho
presented both the holder identfiication con—
tained in the personalized amass ticket and the
enablercorrespondingtothe holder identifica-
timtothesecw'eproomingdevice.

cat The system of claim 63. wherein the certification
authorityderioeiesucstheeneblerotthe identifica-

timoteachuserasanintcxnationirdimfingthatit
is the charter and the identification of each user

ilselfwhidtaresignedbyasecretieyotthewtifi-
wfionauthcritydevice

65. The system of claim 63, Mterein the prescribed
proceesingindudesagenerafionofanewpasm-
alized access ticket, a merging of a plurality of per-
sonalized em tickets. a quilting oi one
persutflzedmfiddirtbaplwaiityotpersorv
altedaccessfidanadnmimoftheholderof
thepetsonaiizedecceesfidetdmtgingotavaiid-
ityperiodcfthepersonalizedaocecstidretanda

dwar'tgirigofatratfieroomuflagotflwepersoml-
izedaccecstidtet.

66. Thesystemofclaimss.mereinaspedalidentiti~

67.

cationandespecieleneblerccrrespondngtothe
anecial identification which areknown tcallusers

are definedsuchthatthe generaticnoianewper-
sonatizedmceesticketandthecheng‘ngcfthe
ruderofthepersonalizedaccsssfidtelcenbetar-
risdoutbythehdderofthepersenaiized amess
tidtetbyusingthespedaiidentiiicafionamme
anecialenauerwittnttus'nganenauerofamem-
beridentilication

The system of claim 66. wherein the special identi-
fication is defined to be mpable at being usai only
as the holder identification of the personertzed
am tidtet.

6& ThesystemotclairnGSJmereinaspedaiidentiii-

69.

wfionwhidiislcnwntoallusersisdefinedsmh

thatareadoniyattrhitecanbesettothepersoml-
ized access 15th by using the special identifisc-
tion.

Thesystemofclaim40.whereinwhentheaccess

rightolti'tesenderwithrespecttotherecipientis
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verified according to the personalized access ticket.
the secure communication service device takes out

the redpient‘s identification from the personalized
am ticket by using the sender's identification
presented bythe sender. converts the mail by using
a taken out redpient‘s identification into a format

that can be interpreted by a mail transter function
tor actually carrying out a mail delivery processing.
and gives the mail after conversion to the mail
transfer tunction by attaching the personalized
access tidret

A communication system realizing email access
control. comprising:

acertifmtionauttnritydevicetordefhing an
official identification of each user by which
eachuserisuniquely iderrtiiiablebythe certifi-
cation authority device. and an anonymous
identificationoteachuserwhichcontainsat

least one iragment oftheofticial identification;
and .

acornrrunicatimnetworironwhicheachuser

isidentitiedbytheanonymous idemiflcafionot
eadiuserinconmunimtionsfcrermilsonthe
oommuricationnetwork

The systemotclaim 70,whereintheancnymous
Beatification of eadt useris an inbrrnation contain-

ingtheatleastonetragmentoftheoffidalidentili-
cafionoteadtuserwtfich'ssignedbyflte
certificationauthoritydeviceusingasecretkeyot
thecertificationauthoritydevice

The system of claim 70. wherein the official identiti-
cetion of each user is a character string uniquely
assigned to each user by the certification authority
device and a public key of each user which are
signed by a secret key of the certification authority
device.

The system of claim 70. turther surprising:

a secure communication service device for

connecting communications between the
serder and the receiver on the communication
network. by receiving a personalized access
ticket containing a senders anonymous identi-
firation art! a recipient's anonymous ‘dentiflca-
tion in correspondence. which is presented by
a sender who wishes to send an email to a

recipient so as to specify the recipient as an
intended destination of the entail. and control—
ling accesses between the sender and the
recipiart by verifying an access right of the
sender with respect to the recipient according
to the personalized access ticket.
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74. The system at claim 73, wherein the secure corn-
n'unication service device probabilistically identities
midentityoithesenderbyreoonstruclingtheofti—
cial identifmtimofthesenderwhitenging iden-
tityofapluralityolanonymousidentifimtionsoftl’te
serverconmedhaptuafityoipersonalized
mfidcetsusedbythesender.

75. The system of claim 70. wherein the certification
authority device also defines a link information of
each anonymous identification by which each
anonymous identification can be uniquely identi-
fied. and cam anonymxs identification also con-
tains the link information at eadt anonym
. | 'r‘ l' '

76. The system of claim 75. wherein the ink ‘mlorma-
fimofeadranonymotsidenfificationisanidenlifier
uniquely assigied to each anonymous identifica
tionbyttiecermortauttioritydevice

77. Thesystemoidaim‘lsmrmercorruising:

a sewre communication service derice for
connecting comrmnications between the
senderandthereceiverontheconrmmimtion

network. by receiving a personalized access
tidetcontaitingafirflritimnatimotasender’s
Wmmamalinkiniomafion
otareqiieot’sanonymousidentficafimhcor-
rmflenoe.whidi‘spresentedbyasender
wl'ow'shestocmdanermitoarecipientso
titstosrzterz'iytt'ierecipientesanintenrzleddecti~
nafim of the errai. an: corrupting W
betweenthesenderandtheredpientbyveniy—
immamrigthoffltesaflerwihrespect
to the recipient according to the personalized
accessticket.

78. The system of claim 77, wherein the secure corn-
minication servicedevice probabilistically identities
an idenfityotthesenderbyreconstuctingfl'ieotfi-
ciat iderrfifmfimoffliesenderm‘lejudginghen-
tityotapluafityotlinkintonnationsotamnynms
identifications of the sender contained in a plurality
of personalized access tickets used by the sender.

7'9. Asewrecornnmnicetionservicedeviceicruseina

cornmunicafion system realizing email access con-
trol. con'prising:

a computer hardware; and
a computer software tor causing the computer
hardware to connect communications between

the senderand the receiver. by receiving a per-
sonalized access ticket containing a sender‘s
identification and a recipient's identification in
correspondence. which is presented by a
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serrterwhowishestosendan emaittoarecip-
ientsoastospecitytherecipientasan
intended destination of the email, and control»

ting accesses between the sender and the
recipient by verifying an access right of the
server with respect to the recipient accortfing
to the personalized am tidret.

The secure comrmrnicetion service device of claim
79,

wherein the corrputer software causes the compu-
ter hardware to authenticate the personalized
access tidret presented by the sender. and refuse a
delivery of the email when the pasonalized access
ticket presented by the sender has been altered.

. The secure communication savice device of claim
80.

wherein the personalized access tidrel is signed by
aseuetkeyotasecureprocessingdevicewhictr
issuedthe personalized accessticket. and the com-
puter software causes the oormuter hardware to
authenticate the personalized access ticket by veri-
Mng a signature at the secure prooecsing device in
thepersonalized accecshcketusingaputiickeyot
the secure processing device.

The secure ccrnrmnirztion servicedevice cl claim
79.

wherein the conputer software muses the curmu-
ter hardware to also receive thesender's identified

»tion presented by the sender along with the

83.

personalized access ticket. chedr whemer the
sender‘s Beatification presented by the sender is
contained in the personalized access ticket pre-
sented by the sender. and refuse a delivery at the
email when the sender's identitiretion presented by
the sender is not contained in the persornlized
access ticket presented by the sender.

The secure communication service device of claim
79.

wherein’the personalized access ticket also con-
tains a varrd‘rty period indicating a period for which
the personalized access ticket is valid. and the
computer software causes the computer hardware
to check the validity period contained in the person-
alized access ticket presented by the sender and
refuse a delivery at the email when the personal-
ized access tickatpresented bythe sendercontsins
the validity period that has already been expired.

. The secure communication service device of claim

79.

wherein the conputer software muses the convu-
ter hardware to register in advance the personal-
ized access ticket containing an identification at a
specific user from which a delivery of emails to a
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specific registrant is to be refused as the sender‘s
identification and an identification of the specific
registrant as the recipient‘s identification, at the
secure communication service device. and retuse a

delivery of the email trom the sender when the per-
sonalized eccefi tidret presented by the sender is
registered at the secure commnimtion service
device in advance.

to 85. The secure conununimtion servicedevice cl claim

15

47

86.

88.

89.

84.

wherein the computer software causes the compu-
ter hardware to delete the personalized awees
ficket registered at the secure con'mmication serv-
icedevice Lpon requesttromthe specific registrant
who registered the personalized access tidet

ThesecurecormwnicetionseMcedeIiceotdeim

79.

whereinthepersonalizedacoeesticket alsocon
tainsatranstercorrtroltlagirdcetingwhetherormt
thesenderstnrldbeautherficetedbythesecrxe
comrmnicstionservicedevioearrdmenthetrans-

tercontroiftegcontainedhthepesmatized
aocecstideetirdcatestlattheserderslmtdbe

authenticated, the computer software causes the
We hardware to authenticate the senders
itentificstimpresentedbythesenda'amretusea
deliveryottheanailwhenanauthenfirztimotthe
serversidentiicationtaits

Thesewreconmriceticnservicederioeotclaim
86.

wtuekrflieconpmersottuarecaisesfltecarw
ter lardware to realize the authemicmion oi the

senders bentiflcetion by e onetime/response pro-

cedure between the senderand thesecure commu-
nicstionservicedevice

“re secure cornrmrication service device of claim
79.

wherein the sender's identification and the recipi.
errt‘s identification in the pesonaiined access ticket
are given by anonymous identimtions of the
sender and the refinierrt, where an anonymous
iterrlificstionofeachusaconhinsatleastone

fragmentotanoflicialidentificationoteach userby
which each user is uniquely identifiable by a certifi-
cation authority. and the computer software also
causes the contptfier hardware to probabilistically
identityan identityofthesenderbyreconstructing
the official flerrtification of the sender by iutging
Umfitycfaplmalitydtamnymousidentilicatimsot
the sender contained in a plurality of personalized
awess tidrets used by the sender.

The secure ccmnmrimtion service device at claim
79.
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wherein an anonymous identification of each user
thatccntainsatleastoneiragmentotanoflicial
identification of each user by which each user is
uniquely identifiable by a certification authority and
a link information of each anonymous identification
by which each anonymous identification can be
uniquely identified are ddined, the sender's identifi-
cation and the recipient identification in the per-
somlized access ticket are given by a link
information of the anonymous identification of the

sender and a link information 01 the anonymoas
identification oi the recipient. and the computer
software also causes the computer hardware to
probabilistimlly identify an identity of the sender by
reconstructing the official identification of the
sender by judging idartity of a plurality of anony-
mous identifications of the sender corresponding to
the link information contained in a plurality at par-
sonalizat access tickets used by the same:

The secure corwnunimtion service device 01 claim
79,

wherein when the access right oi the sender with
respect to the recipient is verified awording to the
personalized access ticket. the computer software
causestheconputer hardwaretotakeoutthe
recipient's identification tron-I the personalized
access tidiet by using the sender‘s identification
presented by the sewer. convert the mail by using
3 taken out recipient's identification into a format
ital can be interpreted-by a mail transler function

tor actually carrying out a nail delivery processing.
endgivethemeil alterconversiontnthenniltens-
ier iunction by attaching the personalize! access
ticket

A secure processing device for use in a communi-
cation system realizing email access control, com-
prising:

a computer hardware; and

a computer software tor causing the computer
hardware to receive a request tor a personal-
ized accessticket trom a user. and issue a per-
sonalized awess ticket containing a sender's
identification and a recipient‘s identification in
correspondence. which is signed by a secret
key of the secure processing device

92. A directory service device for use in a communica-
tion system realizing email access control. compris-
ing:

a computer hardware: and

a computer software for causing the computer
hardware to manage an identification of each
registrant and a disclosed information of each

registrant which ins a lower secrecy than a
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personal information. in a state which is awes‘

sibletorsearchbyunspecitiedmany. and issue
a personalized access tidret containing a
sender's iderrtiticafion and a recipient‘s identiti-
cation in correspondence. to the sender in
response to search conditions specified by the

sender. by using an identitmtion oi a reg'strant
whose disclosed intonnation matches the

search conditions as the recipient's identifica-
tion and the senders dentilication specified by
the senderalongw'rththeseardtconditions

93. A certification authority device tor use in a commu-
nication system realizing email access control,
corrprising:

acomputerharduaremnd
acornmtersottwaretcrcarsingthe cormuter
hardneretoissuetoeachuwanotficialiden—

tification at each user by which each user is
uniquely identifiablebythe certification author-
itydeviceandanarmyrmsuentifimfionot
eachuserwhichcontainsatlmonetragment
ottheotiicialidenfilicafion.

94. Acertif‘mfionautt'toritydevicetoruseinacormm-
rication system realizing email access control,
comprising:

commemorates-emu!
acumrtersoftwaretormusingthe convuter
hardwaremissretoeadtuseran‘dentitwcn
deartuserandanenableroffiteidentiticaticn

of each user irritating a right to dtamge any
personalized access ticket that contains the
identificaficn of each user as a holder identili~

cation. where the persnalized access ticket
generally contains a sender's identification and
aplmalityotrecipient’sidentificetionsincone
spondence, and one of the sender‘s identifica-
tion and the recipient‘s identifications is a
holder identification

95. Asecueprocessingdeviceforuseinacomnumi-
cation system realizing ermil access control. com.
prising:

a computer hardware: and
a computer software for causing the computer
hardwaretoreceivefromauserarequestfor
prescrbed processing on a personalized
access tidret containing a senders identifica-
tion and a plurality of recipient's identifications
in correspondence. where one of the sender's
identification and the redpient's identifications
is a holder identification. and execute the pre-
scribed processing on the personalized access
ticket when the user presented both the holder
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identification contained in the persomalized
access ticket and an enabler corresponding to
the holder identitlcafim which indicates a right
to change the personalized access ticket con-
taining the identification at the user as the
hoMer identification.

A conputer usable medium having computer read-
able program code means embmied therein for
causing acornrxrtertotunction asasecurecormm—
nication service device tor use in a cornmmitation

system realizing email access control. the compu—
ter readable program code means includes:

first computer readable program code means
tor causing said corrputer to receive a person-
alized access ticket containing a sender‘s iden-
titbation and a recipient's identification in
correspondence. which is presented by a
senderwho wishes tosendan email toa recip-
ient so as to specify the recipient as an
intended destination of the email; and
second cor-rputer readable prog’am code
means for causing said oompmer to control
ambetweentheseruerandtherecbient
by verifying an access right at the sender with
respect to the recipient according to the per-
sonalizedaccesstidrat. soasto comectoom—
muniwtions between the sender and the
receiver on the ccmmrmication network

. The com usable medium of claim 96.1119 sec-
ond Wet readable program code means
cases said computer to authenticate the personal-
ized amass ticket presented by the sender, and
refuse a delivery 01 the email when the personal-
izedacceesticketpresentedbythesemflerhas
been altered.

The conputer usable medium at claim 97, wherein
the personalized access ticket is signed by a secret
keyofasecureprocessingdewcewfich issued the
personalized mtidtet. and the second compu—
ter readable program code means causes said
computer to authenticate the personalized access
tidret by verifying a signature of the secure
processing device in the personalized access ticket
using a public key of the secure processing device.

. me conputer usable malium 01 claim 96. wherein
the first conputer readable program code means
causes said computer to also receive the sender's
identification presented by the sender along with
the personalized access ticket. and the second
computer readable program code means causes
said computer to check whether the serder's iden-
tification presented by the sender is contained in
thepersonalizedaccessticketpresentedbythe
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senderandreluseadel'weryoftheermilvmenme
senders identification presented by the sender is
notcontainedinthepersonalizedaccesstidretpre
serrtedbyfheserder.

tinThe cormuter usable medium of claim 96. wherein
thepersonalizedacceesticletalsocmtainsawlid—
ityperiodindicatingaperiodtorwhichthepersonal-
izedacceesfidretismlidardthesecondcomwter
reedableprogramcodemeanscausessaidcorrur-
tertochedrthevaliditypuiodcorrtainedintheper-
sonalized moses ticket presented by the sender
andrefiseadeliveryoftheemailwhentheperson-
alized accessfidretpresentedbythesendercon-
tainstl’revalidityperiodlhathasalreadybeen
mired-

101.The corrouter usable medium at claim 96. wherein
the second corrpuler readable program code
meanswrseseaidcorrputertoregisterinadvame
firepersorraizedamfidretcorthiringanherfi-
tufionotaspeoiicrrsermwtndradefiveryoi
emailsbasped'rcregistrantisbberetrsedasme
sender’s identification and an identifirzlion of the

wedficregistrantastheredpient’sidmlilméonat
the secure comrrunicatior‘l service derice. and

retuseadeliveryottheemaihomlhesenderwhen
the persuafized access tidret presented by the
senderisregisteredatthesecuecormum
mmam

102.1'he coriander usable medum of claim 101,
wherein thesecond corrnuter readable program
mde mmsa‘dconputertodeletethe
personalizedaccessfidretregisteredatlhesecure
cormuticationservicedeviceupon requesttmm
thespedficregisbantwhoregisteredmepersoral-
bedamfidret

03.1'he computer usable medium of claim 96, wherein
the personalized access tidret also contains a
uanstercorrtrolflagindicatingwhetherornotthe
sendershwld be authenticated by the secure corn-

control fag contained in the persoralized execs
ticket indicates that the sender should be authenti—

cated. the' second comrter rfiable program
code meanscausessald cornputertoauthenticate
the sender’s identification presented by the server
and refuse a delivery at the email when an authen-
tication at the sewers identification tails.

104.The computer usable medium at claim 103.
wherein the second computer readable program
code means causes said computer to realize the
authentication of the sender‘s identification by a
dtaaenge/response procedure between the sender
and the secure comrmrniemion service device.
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105.1he computer usable medium at claim 96. wherein
the sender‘s identification and the recipient's identi-
fication in the personalized access ticket are given
by anonymous identifications ot the senderand the
recipient. where an anonymous identifmticn of
each user contains at least one fragment at an otii-
cial identification at each user by which each user is
uniquely identifiable by a cerfiticafion authority. and
the second computer readable program code
means also muses said mmputer to probabilisti-
cally identify an identity of the sender by recon-
structing the oftio'al identification of the sender by
judging identity of a plurality of anonymous identiti-
caticns oi the sender contained in a plurality of per-
sonalized access tickets used by the sender.

106.The computer usable mecfium of claim 96. wherein
an anonymous identification of each user that con—
tains at least one fragment at an otiicial identifica-
tion of each user by whid'i eadi user is uniquely
identifiable by a certification authority and a link
irrfu'mation of eadr anonymous identitbation by
whidt each anonymous identification can be
uniquely identified are defined. the sender's identiti-
qation and the recipient's identification in the per-
sonalized amass ticket are given by a link
information of the anonymous identiication of the
senderandalinkintormtimottheancnymous

identification oi the recipient. and the second com-
puter readable program code means also causes
said compiner to probafil‘sticsfly identify an identity
ofthesender by reconstructingthe official identiti-
cation otthe sewerbyjudging identity at a phrrality
ofanonymousident‘rlicmimsofthesenderame-
spmding to the link information contained in a plu-
rality of personalized access tickets used by the
sender.

107.The computer usable medium ct claim 96. wherein
whentheaccess right ofthe senderwith respect to
the recipient is verified according to the personal-
ized access ticket. the second computer readable
program code means causes saw ccnputer to take
out the recipient's identification from the personal-
ized access ticket by using the sender's identifica-
tion presented by the sender. convert the mail by
using a taken out recipient‘s identification into a tor-
met that can be interpreted by a mail transier lunc-
tion for actually carrying out a nail delivery
processing. and give the mail after conversion to
the mail transler function by attaching the personal-
ized access tidret.

108.A computer usable medum having cormuter read-
able program code means err-bodied therein for
causing a computer to function as a secure
processing device for use in a communication sys-
tem realizing email access control. the computer
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readable program code means inctudes:

first corrurter readable program code means

for causing said corrputer to receive a request
torapersonalizedaccessticlrettromauser;
and

second ccrmuter reamble program code
meanstorcausingsaidcanputertobcuethe
personalized access ticket containing a
sender‘s identification and a recipient's identiti-
mticn in correspondence. which is signed by a
secret key of the secure processing device.

109A ccrrputer usable medium having ccrrputer read-
afleprogramccdemeansenbcdiedthereintor
causing aconiputertnfmcfiorr asadirectoryserv—
ice devicertxuseinacomnmniceticn system real-
izing email access control. the ccn'puter readable
progam code means indudss:

firstcorrwta readafleprogramcodemeans
lcrcsusingsaitcmmtermmarageanidenfi-
firztimofeadtregistrantandadisclosedhfor-
maficnoteadtregisbantwhid’thasalmer
secrecythanapersonalinbrnafimjnastate
whichisaccessifletorsearchbyunspedfied

marmand ~
second cormuter readable program code
memsbrcsusingsaidconurtertoissuea
persordzed access ticket cornairing a
serder'sidentilicationandarecbient‘sidentiti-

cation s1 oonewondence. to the sender in
responsetoseerohcond’rfionsspeciiedbythe
semenbyisinganidentitizuionolaregistram
whose disclosed intornaticn matches the

search cordrtionsasthe recipient‘s identifica-
tion andthesender's Herrfitimtion specifiedby
the sender along with the search conditions

110.A con-purer usable medium having corriputer read-
able program code means embodied therein for
causingaconpinertotrmctionesacertiticafion
authoritydeiiwtorusein acommicationsystem
realizing email aoces control. the computer reada-
ble program code means includes:

first cormuter readable program code means
lorcausingsaidcomputertoissuetoeach user
an official identification of each Lser by which
each user is uniquely identifiable by the certili-
caticn authority device: and

second corrrwter readable program code '
.meansformusingsaidcorrputertoissueto
each user an anonymous identification ct each
user which contains at least one fragment of
the official identification.

111 .A corrputer usable medium having computer read-
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able program code means emboded therein tor
causing a oorrputer to function as a certification
authority device for use in a communication system
realizing email access control. the computer reada-
ble program code means includes:

first computer reajable program code means
iorausingsaidcomputertoissuetoeach user
an identification oi each user; and

semnd conputer readable program code
meansiorwusingsaidcomputertoiasueto
eadriseranenablerofflieidenfiiimtionof

each user indicating a right to change any per-
somlized access ticket that contains the identi-
fication of each user as a holder iderrtitimtion,

where the persnelized access ticket generally
contains a sender's identification and a plurality
of redpient's identifications in correspondence.
and one at the sender's identification and the

recipient‘s identifications is a holder identities.
fiorL

112A computer usable medum having computer read-
able program code means ernbocfied therein for
causing a cormuter to function as a secure
procesing device tor use in a communimfion sys-
tem realizing email ecceos control. the computer
readable program code means includes:

first corrputer readable program code means
for causing said corrputer to receive from a
usera requestiorprescribed processingon a
personalized access ticket containing a
sender's identiticefion and a plurality of recipi—
ent's identifications in corremndence. where
one at the sewers identification and the recip-
ient's identifications is a holder identification;
and

second corrputer readable program code
means for causing said oorrputer to etecute
the prescribw processing on the personalized
access ticket when the user presented both the
holder identification contained in the personal-
ized access tid<et and an enabler carapond—
ing to the holder idemiiicumn which indicates a
right to change the personalized access tidret
containing the identification ot the user as the
hoider identification.

10

15

50

51

Petitioner Apple Inc. - Exhibit 1006, p. 2314



Petitioner Apple Inc. - Exhibit 1006, p. 2315

EP0946022A2

 
 

 

Sm?.mo<wmm2EmmaA252_295Se689$“:on

mhwmmmhz:ZOF<EmOmZH9501.020m34<>0.3m155.200xmmmzéMDA<>cox—mm>.:QE<>«ma—$3M

 
 mQ<

Aan?_.57..v95
  

.535.m0<mmmzA303._3530Rs..—“ohEQZNEPE

 

 
 

   

 
whwmxmhzwu75..~..QZOUSAM—<2?“

=U¢<mw

m«ram—w:

 

mUZ<DmEn:<
 

‘

25

Petitioner Apple Inc. - Exhibit 1006, p. 2315



Petitioner Apple Inc. - Exhibit 1006, p. 2316

EP0946022A2

 
 

mQ<m0mMDH<ZQm

  

OF<2MOmZ.mom

 

<0"—0025:EDH<ZOHm
ENCRYYI‘ED

PosmON
INFORMA'HO

. pl e1 p2 22

 Q~<Eo=moc==oEmsofizcoca‘.me
 
 

<0WmMMmD0....829m?Smagz:022$mm5<m<zo

 

>mv~015DA—

  

<0"—0MMDHEZO—m

 

995235.5286503

NOE

Petitioner Apple Inc. L Exhibit 1006, p. 2316



Petitioner Apple Inc. - Exhibit 1006, p. 2317

EP0946022A2

FIG.3
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OVERALL PROCESSING FLOW
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FIG.22
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