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SYSTEM AND METHOD FOR MANAGING TRANSFER OF RIGHTS USING

SHARED STATE VARIABLES

RELATED APPLICATION DATA

[0001] This application is a continuation-in-part application of co-pending

application Ser. No. 10/162,701 filed on June 6, 2002, which claims benefit

from U.S. provisional applications Ser. Nos. 60/331,624, 60/331,623, and

60/331,621 filed on November 20, 2001, and U.S. provisional applications

Ser. Nos. 60/296,113, 60/296,117, and 60/296,118 filed on June 7, 2001, the

entire disclosures of all of which are hereby incorporated by reference herein.

FIELD OF THE INVENTION

[0002] The present invention generally relates to rights transfer and more

particularly to a method, system and device for managing transfer of rights

using shared state variables.

BACKGROUND OF THE INVENTION

[0003] One of the most important issues impeding the widespread

distribution of digital works (i.e‘. documents or other content in forms readable

by computers), via electronic means, and the Internet in particular, is the

current lack of ability to enforce the intellectual property rights of content

owners during the distribution and use of digital works. Efforts to resolve this

problem have been termed "|nte||ectua| Property Rights Management"

(“IPRM”), “Digital Property Rights Management” (“DPRM”), “|nte||ectua|

Property Management” (“|PM"), “Rights Management” (“RM”), and “Electronic

Copyright Management” (“ECM"), collectively referred to as “Digital Rights

Management (DRM)" herein. There are a number of issues to be considered

in effecting a DRM System. For example, authentication, authorization,

accounting, payment and financial clearing, rights specification, rights

verification, rights enforcement, and document protection issues should be

addressed. U.S. patents 5,530,235, 5,634,012, 5,715,403, 5,638,443, and

NVA303632.1
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5,629,980, the disclosures of which are incorporated herein by reference,

disclose DRM systems addressing these issues.

[0004] Two basic DRM schemes have been employed, secure containers

and trusted systems. A "secure container” (or simply an encrypted document)

offers a way to keep document contents encrypted until a set of authorization

conditions are met and some copyright terms are honored (e.g., payment for

use). After the various conditions and terms are verified with the document

provider, the document is released to the user in clear form. Commercial

products such as CRYPTOLOPEST“ and DIGIBOXESTM fall into this

category. Clearly, the secure container approach provides a solution to

protecting the document during delivery over insecure channels, but does not

provide any mechanism to prevent legitimate users from obtaining the clear

document and then using and redistributing it in violation of content owners’

intellectual property.

[0005] In the “trusted system" approach, the entire system is responsible

for preventing unauthorized use and distribution of the document. Building a

trusted system usually entails introducing new hardware such as a secure

processor, secure storageand secure rendering devices. This also requires

that all software applications that run on trusted systems be certified to be

trusted. While building tamper-proof trusted systems is a real challenge to

existing technologies, current market trends suggest that open and untrusted

systems, such as PC’s and workstations using browsers to access the Web,

will be the dominant systems used to access digital works. in this sense,

existing computing environments such as PC’s and workstations equipped

with popular operating systems (e.g., Windows“’', Linux”, and UNIX) and

rendering applications, such as browsers, are not trusted systems and cannot

be made trusted without significantly altering their architectures. Of course,

alteration of the architecture defeats a primary purpose of the Web, i.e.

flexibility and compatibility.

NVA303632.1
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[0006] As an example, U.S. patent 5,634,012, the disclosure of which is

incorporated herein by reference, discloses a system for controlling the

distribution of digital documents. Each rendering device has a repository

associated therewith. A predetermined set of usage transaction steps define

a protocol used by the repositories for enforcing usage rights. Usage rights

define one or more manners of use of the associated document content and

persist with the document content. The usage rights can permit various

manners of use such as, viewing only, use once, distribution, and the like.

Usage rights can be contingent on payment or other conditions. Further, a

party may grant usage rights to others that are a subset of usage rights

possessed by the party.

[0007] DRM systems have facilitated distribution of digital content by

permitting the content owner to control use of the content. However, known

business models for creating, distributing, and using digital content and other

items involve a plurality of parties. For example, a content creator may sell

content to a publisher who then authorizes a distributor to distribute content to

an on-line storefront who then sells content to end-users. Further, the end

users may desire to share or further distribute the content. In such a business

model, usage rights can be given to each party in accordance with their role in

the distribution chain. However, the parties do not have control over

downstream ‘parties unless they are_ privy to any transaction with the

downstream parties in some way. For example, once the publisher noted

above provides content to the distributor, the publisher cannot readily control

rights granted to downstream parties, such as the first or subsequent users

unless the publisher remains a party to the downstream transaction. This loss

of control combined with the ever increasing complexity of distribution chains

results in a situation, which hinders the distribution of digital content and other

items. Further, the publisher may want to prohibit the distributor and/or the

storefront from viewing or printing content while allowing an end user

receiving a license from the storefront to view and print. Accordingly, the

NVA303632.1
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concept of simply granting rights to others that are a subset of possessed

rights is not adequate for multi-party, i.e. multi-tier, distribution models.

SUMMARY OF THE INVENTION

[0008] The exemplary embodiments of the present invention are directed

to a method, system and device for transferring rights adapted to be

associated with items from a rights supplier to a rights consumer, including

obtaining a set of rights associated with an item, the set of rights including

meta-rights specifying derivable rights that can be derived from the meta-;

determining whether the rights consumer is entitled to the derivable rights

specified by the meta-rights; and deriving at least one right from the derivable

rights, if the rights consumer is entitled to the derivable rights specified by the

meta-rights, wherein the derived right includes at least one state variable

based on the set of rights and used for determining a state of the derived

right.

[0009] Still other aspects, features, and advantages of the present

invention are readily apparent from the following detailed description, simply

by illustrating a number of exemplary embodiments and implementations,

including the best mode contemplated for carrying out the present invention.

The present invention is also capable of other and different embodiments, and

its several details can be modified in various respects, all without departing

from the spirit and scope of the present invention. Accordingly, the drawings

and descriptions are to be regarded as illustrative in nature, and not as

restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Exemplary embodiments of this invention will be described in detail,

with reference to the attached drawings in which:

[0011] Fig. 1 is a schematic illustration of a rights management system in

accordance with the preferred embodiment;

NVA303632.1
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[0012] Fig. 2 is a block diagram of an example distribution chain showing

the derivation of rights from meta—rights;

[0013] 1 Fig. 3 is a schematic illustration of a license in accordance with the

preferred embodiment;

[0014] Fig. 4 is an example of a license expressed with an XML based

rights language in accordance with the preferred embodiment;

[0015] Fig. 5 is a block diagram of the license server of the system of

Fig. 1;

[0016] Fig. 6 is a block diagram of a rights label in accordance with the

preferred embodiment;

[0017] Fig. 7 is a flow chart of the procedure for transferring and deriving

rights in accordance with the preferred embodiment;

[0018] Fig. 8 illustrates an exemplary system including a state-of-rights

server;

[0019] Fig. 9 illustrates employing of a state variable in deriving exclusive

usage rights;

[0020] Fig. 10 illustrates employing of a state variable in deriving inherited

usage rights;

[0021] Fig. 11 illustrates employing of a state variable in deriving rights that

are shared among a known set of rights recipients;

[0022] Fig. 12 illustrates employing of a state variable in deriving rights that

are shared among a dynamic set of rights recipients;

[0023] Fig. 13 illustrates employing of a state variable in maintaining a

state shared by multiple rights;

NVA303632.1
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[0024] Fig. 14 illustrates employing of multiple state variables to represent

one state of rights;

' [0025] Fig. 15 illustrates a case where not all rights are associated with

states;

[0026] Fig. 16 illustrates a caseiwhere not all rights which are associated

with states are shared or inherited; and

[0027] Fig. 17 illustrates a case of rights sharing based on an offer which

does not explicitly include meta-rights.

DETAILED DESCRIPTION

[0028] A DRM system can be utilized to specify and enforce usage rights

for specific content, services, or other items. Fig. 1 illustrates DRM System

10 that can be used in connection with the preferred embodiment. DRM

System 10 includes a user activation component, in the form of activation

server 20, that issues public and private key pairs to content users in a

protected fashion, as is well known. During an activation process, some

information is exchanged between activation server 20 and client environment

30, a computer or other device associated with a content recipient, and client

component 60 is downloaded and installed in client environment 30. Client

component 60 preferably is tamper resistant and contains the set of public

and private keys issued by activation server 20 as well as other components,

such as any component necessary for rendering content 42.

[0029] Rights label 40 is associated with content 42 and specifies usage

rights and possibly corresponding conditions that can be selected by a

content recipient. License Server 50 manages the encryption keys and issues

licenses for protected content. These licenses embody the actual granting of

usage rights to an end user. For example, rights label 40 may include usage

rights permitting a recipient to view content for a fee of five dollars and view

and print content for a fee of ten dollars. License 52 can be issued for the

NVA303632.1
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view right when the five dollar fee has been paid, for example. Client

component 60 interprets and enforces the rights that have been specified in

license 52.

[0030] Fig. 6 illustrates rights label 40 in accordance with the preferred

embodiment. Rights label 40 includes plural rights offers 44 each including

usage rights 44a, conditions 44b, and content specification 44c. Content

specification 44c can include any mechanism for calling, referencing, locating,

linking or otherwise specifying content 42 associated with offer 44. Clear

(unprotected) content can be prepared with document preparation application

72 installed on computer 70 associated with a content publisher, a content

distributor, a content service provider, or any other party. Preparation of

content consists of specifying the rights and conditions under which content

42 can be used, associating rights label 40 with content 42 and protecting

content 42 with some crypto algorithm. A rights language such as XrML can

be used to specify the rights and conditions. However, the rights can be

specified in any manner. Also, the rights can be in the form of a pre-defined

specification or template that is merely associated with the content.

Accordingly, the process of specifying rights refers to any process for

associating rights with content. Rights label 40 associated with content 42

and the encryption key used to encrypt the content can be transmitted to

license server 50. As discussed in detail below, rights 44a can include usage

rights, which specify a manner of use, and meta—rights, which permit other

rights to be derived.

[0031] In some case, license 52 includes conditions that must be satisfied

in order to exercise a specified right. For, example a condition may be the

payment of a fee, submission of personal data, or any other requirement

desired before permitting exercise of a manner of use. Conditions can also

be “access conditions" for example, access conditions can apply to a

particular group of users, say students in a university, or members of a book

club. In other words, the condition is that the user is a particular person or

NVA303632.1
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member of a particular group. Rights and conditions can exist as separate

entities or can be combined.

[0032] Labels, offers, usage rights, and conditions can be stored together

with content 42 or othewvise associated with content 42 through content

specification 44c or any other mechanism. A rights language such as XrML

can be used to specify the rights and conditions. However, the rights can be

specified in any manner. Also, the rights can be in the form of a pre—defined

specification or template that is merely associated with content 42.

[0033] A typical workflow for DRM system 10 is described below. A

recipient operating within client environment 30 is activated for receiving

content 42 by activation server 20. This results in a public-private key pair

(and possibly some user/machine specific information) being downloaded to

client environment 30 in the form of client software component 60 in a known

manner. This activation process can be accomplished at any time prior to the

issuing of a license.

[0034] When a recipient wishes to obtain specific content 42, the recipient

makes a request for content 42. For example, a user, as a recipient, might

browse a Web site running on Web server 80, using a browser installed in

client environment 30, and request content 42. During this process, the user

may go through a series of steps possibly including a fee transaction (as in

the sale of content) or other transactions (such as collection of information).

When the appropriate conditions and other prerequisites, such as the

collection of a fee and verification that the user has been activated, are

satisfied, Web server 80 contacts license server 50 through a secure

communications channel, such as a channel using a Secure Sockets Layer

(SSL). License server 50 then generates license 52 for content 42 and Web

server 80 causes both the content and license 52 to be downloaded. License

52 includes the appropriate rights, such as usage rights and/or meta-rights,

and can be downloaded from license server 50 or an associated device.

NVA303632.1
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Content 42 can be downloaded from computer 70 associated with a vendor,

distributor, or other party.

[0035] Client component 60 in client environment 30 will then proceed to

interpret license 52 and allow use of content 42 based on the usage rights

and conditions specified in license 52. The interpretation and enforcement of

usage rights are well known generally and described in the patents referenced

above, for example. The steps described above may take place sequentially

or approximately simultaneously or in various orders.

[0036] DRM system 10 addresses security aspects of content 42. In

particular, DRM system 10 may authenticate license 52 that has been issued

by license server 50. One way to accomplish such authentication is for

application 60 to determine if license 52 can be trusted. In other words,

application 60 has the capability to verify and validate the cryptographic

signature, or other identifying characteristic oflicense 52. Of course, the

example above is merely one way to effect a DRM system. For example,

license 52 and content 42 can be distributed from different entities.

Clearinghouse 90 can be used to process payment transactions and verify

payment prior to issuing a license.

[0037] As noted above, typical business models for distributing digital

content include plural parties, such as owners, publishers, distributors, and

users. Each of these parties can act as a supplier granting rights to a

consumer downstream in the distribution channel. The preferred embodiment

extends the known concepts of usage rights, such as the usage rights and

related systems disclosed in U.S. patents 5,629,980, 5,634,012, 5,638,443,

5,715,403 and 5,630,235, to incorporate the concept of “meta—rights.” Meta-

rights are the rights that one has to generate, manipulate, modify, dispose of

or otherwise derive other rights. Meta-rights can be thought of as usage

rights to usage rights (or other meta—rights). This concept will become clear

based on the description below.

NVA303632.1
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[0038] Meta-rights can include derivable rights to offer rights, grant rights,

negotiate rights, obtain rights, transfer rights, delegate rights, expose rights,

archive rights, compile rights, track rights, surrender rights, exchange rights,

and revoke rights to/from others. Meta-rights can include the rights to modify

any of the conditions associated with other rights. For example, a meta-right

may be the right to extend or reduce the scope of a particular right. A meta-

right may also be the right to extend or reduce the validation period of a right.

Meta-rights can be hierarchical and can be structured as objects within

objects. For example, a distributor may have a meta-right permitting the

distributor to grant a meta-right to a retailer which permits the retailer to grant

users rights to view content. Just as rights can have conditions, meta-rights

can also have conditions. Meta-rights can also be associated with other

meta-rights.

[0039] The concept of meta-rights can be particularly useful because

distribution models may include entities that are not creators or owners of

digital content, but are in the business of manipulating the rights associated

with the content. For example, as noted above, in a multi-tier content

distribution model, intermediate entities (e.g., distributors) typically will not

create or use the content but will be given the right to issue rights for the

content they distribute. In other words, the distributor or reseller will need to

obtain rights (meta-rights) to issue rights. For the sake of clarity, the party

granting usage rights or meta-rights is referred to as “supplier” and the party

receiving and/or exercising such rights is referred to as “consumer” herein. It

will become clear that any party can be a supplier or a consumer depending

on their relationship with the adjacent party in the distribution chain. Note that

a consumer “consumes” , i.e. exercises, rights and does not necessarily

consume, i.e. use, the associated content.

[0040] Fig. 2 schematically illustrates an example of a multi-tier distribution

model 200. Publisher 210 publishes content for distribution, by distributor 220

for example. Distributor 220 distributes content to retailers, such as retailer

10
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230 and retailer 230 sells content to users, such as user 240. In model 200,

publisher 210 could negotiate business relationships with distributor 220 and

distributor 220 could negotiate business relationships with retailer 230. Also,

retailer 230 may desire usage rights that are beyond usage rights granted to

distributor 220. However, keep in mind that, in a distribution chain that utilizes

a DRM system to control use and distribution of content or other items,

content can travel from publisher 210 to user 240 through any digital

communication channel, such a network or transfer of physical media. When

user 240 wishes to use content, a license is obtained, in the manner

described above for example. Accordingly, the negotiated relationships can

become difficult, if not impossible, to manage.

[0041] In model 200 of Fig. 2, retailer 230 will only grant rights to user 240

that have been predetermined and authorized by the distributor 220, publisher

210 and potentially other parties upstream of the transaction, such as the

content creator or owner. The rights are predetermined through, and derived

from, meta-rights granted to retailer 230 by distributor 220. Of course, there

can be any number of parties in the distribution chain. For example,

distributor 220 may sell directly to the public in which case retailer 230 is not

necessary. Also, there may be additional parties. For example user 240 can

distribute to other users.

[0042] In model 200 publisher grants to distributor 220 usage rights 212

permitting distribution of content, and meta-rights 214. Meta-rights 214 permit

distributor 220 to grant to retailer 230 the usage right 214’ (derived from meta-

rights 214) to distribute or possibly sell content and meta-rights 216 which

permit retailer 230 to grant user 240 the right to use content. For example,

publisher 210 may specify, through meta-rights 214, that meta-right 216

granted to retailer 230 permits retailer 230 to grant only 500 licenses and

usage rights 216’ that retailer 230 can grant to a user can only be “view” and

“print—once". In other words, distributor 220 has granted meta-rights to retailer

230. Similarly, publisher 210 issues meta-rights 214 to the distributor that will
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govern what type, and how many , rights distributor 220 can grant to retailer

230. Note that these entities could be divisions, units or persons that are part

of a larger enterprise, which also has other roles. For example, an enterprise

might create, distribute, and sell content and cany out those activities using

different personnel or different business units within the enterprise. The

principles of meta-rights can be applied to an enterprise to detennine content

usage within that enterprise. Also, retailer 230 could grant meta-rights 218 to

user 240 permitting user 240 to share rights or grant usage rights to achieve a

super—distr1'bution model. It can be seen that meta-rights of a party are

derived from meta-rights granted by an upstream party in the distribution

chain.

[0043] For example, a person's medical records can be in digital form

managed by a first hospital as publisher 230. In this scenario, the person, as

supplier, grants usage rights to the hospital, as consumer, to access and

update the medical records. Should that person require treatment at a

second hospital and desires to transfer their records to the second hospital,

the person can grant to the first hospital the right to transfer the access rights

to the new hospital through meta-rights. In other words, the person has

specified meta-rights and granted the meta-rights to the first hospital. The

meta-rights permit the first hospital to grant rights, as a supplier, to the second

hospital, as a consumer. In another example, a person’s last will and

testament can be in digital form and managed by a law firm as publisher 210.

If the person wishes to allow a third party to review the will. The person can

grant meta-rights to the law firm permitting the law firm to grant access rights

to this third party.

[0044] At a high level the process of enforcing and exercising meta-rights

are the same as for usage rights. However, the difference between usage

rights and meta-rights are the result from exercising the rights. When

exercising usage rights, actions to content result. For example usage rights

can be for viewing, printing, or copying digital content. When meta-rights are
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exercised, new rights are created from the meta-rights or existing rights are

disposed as the result of exercising the meta-rights. The recipient of the new

rights may be the same principal (same person, entity, or machine, etc), who

exercises the meta-rights. Alternatively, the recipient of meta-rights can be a

new principal. The principals who receive the derived rights may be

authenticated and authorized before receiving/storing the derived rights.

Thus, the mechanism for exercising and enforcing a meta-right can be the

same as that for a usage right. For example, the mechanism disclosed in

U.S. Patent 5,634,012 can be used.

[0045] Meta-rights can be expressed by use of a grammar or rights

language including data structures, symbols, elements, or sets of rules. For

example, the XrMLT'“ rights language can be used. As illustrated in Fig. 3, the

structure of license 52 can consist of one or more grants 300 and one or more

digital signatures 310. Each grant 300 includes specific granted meta-rights

302 such as rights to offer usage rights, grant usage rights, obtain usage

rights, transfer usage rights, exchange usage rights, transport usage rights,

surrender usage rights, revoke usage rights, reuse usage rights, or

management meta-rights such as the rights to backup rights, restore rights,

recover rights, reissue rights, or escrow the rights for management of meta-

rights and the like.

[0046] Grant 300 can also specify one or more principals 304 to whom the

specified meta-rights are granted. Also grants 300 can include conditions 306

and state variables 308. Like usage rights, access and exercise of the

granted meta-rights are controlled by any related conditions 306 and state

variables 308. The integrity of license 52 is. ensured by the use of digital

signature 310, or-anotheriidentification mechanism. Signature 310 can

include a crypto—algorithm, a key, or another mechanism for providing access

to content 42 in a known manner. The structure of digital signature 310

includes the signature itself, the method of how the code is computed, the key

information needed to verify the code and issuer identification.
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[0047] State variables track potentially dynamic states conditions. State

variables are variables having values that represent status of rights, or other

dynamic conditions. State variables can be tracked, by clearinghouse 90 or

another device, based on identification mechanisms in license 52. Further,

the value of state variables can be used in a condition. For example, a usage

right can be the right to print content 42 for and a condition can be that the

usage right can be exercised three times. Each time the usage right is

exercised, the value of the state variable is incremented. In this example,

when the value of the state variable is three, the condition is no longer

satisfied and content 42 cannot be printed. Another example of a state

variable is time. A condition of license 52 may require that content 42 is

printed within thirty days. A state variable can be used to track the expiration

of thirty days. Further, the state of a right can be tracked as a collection of

state variables. The collection of the change is the state of a usage right

represents the usage history of that right.

[0048] Fig. 4 is an example of license 52 encoded in XrML"". The

provider grants the distributor a meta right to issue a usage right (i.e., play) to

the content (i.e., a book) to any end user. With this meta right, the distributor

may issue the right to play the book within the U.S. region and subject to

some additional conditions that the distributor may impose upon the user, as

long as the distributor pays $1 to the provider each time the distributor issues

a license for an end user. The XrMLT'“ specification is published and thus

well known. A

[0049] Fig. 5 illustrates the primary modules of license server 50 in

accordance with the preferred embodiment. License interpreter module 502

validates and interprets license 52 and also provides the functions to query

any or all fields in the license such as meta—rights 302, conditions 306, state

variables 308, principle 304, and/or digital signature 310. License manager

module 503 manages all license repositories for storing ‘licenses 52, and also

provides functions to create licenses 52 for derived rights, verify licenses,
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store licenses, retrieve licenses and transfer licenses. State of rights module

504 manages the state and history of rights and meta-rights. The current

value and history of the state variables together with the conditions controls

the permission to exercise given meta—rights for a given authenticated

principal. Condition validator 506 verifies conditions associated with the meta-

rights. Together with the state variables, conditions associated with meta-

rights define variables whose values may change over the lifetime of the

meta-rights. Values of state variables used in conditions can affect the meta-

rights at the time and during the time the rights are exercised.

[0050] Authorization module 508 authorizes the request to exercise meta-

rights and to store the newly created rights or derived rights as the result of

exercising the meta—rights. Authorization module 508 accesses both state of

rights manager module 504 and condition validator module 506.

Authorization module 508 interacts with license manager module 503 and the

list of state variables and conditions and then passes the state variables to

state of rights manager module 504 and condition list to condition validator

module 506 for authorization.

[0051] A request for exercising a meta-right is passed to meta-rights

manager module 510. Assuming that the requesting device has been

authenticated, meta-rights manager module 510 requests the license

manager module 504 to verify the license for exercising the requested meta-

rights. License manager module 504 verifies the digital signature of the

license and the key of the signer. If the key of the signer is trusted and the

digital signature is verified then license manager module 504 returns “verified"

to the meta-rights manager module 510. Othen/vise “not verified” is returned.

[0052] Authorization module 508 instructs license manager 503 to fetch

state variable 308 and conditions 306 of license 52. Authorization manager

508 then determines which state variables are required to enforce to enforce

license 52. State of rights manager 504 then supplies the current value of
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each required state variable to authorization module 508. Authorization

module 508 then passes conditions 306 and the required state variables to

condition validator 506. If all conditions 306 are satisfied, authorization

module 508 returns "authorized" to meta-rights manager module 510.

[0053] Meta-rights manager module 510 verifies license 52 and meta-

rights 302 therein, to authorize the request to exercise meta-rights 302, to

derive new rights from meta-rights 302, and to update the state of rights and

the current value of the conditions. Rights manager module 512, on the other

hand, manages the new rights created or the derived rights as the result of

exercising the meta-rights. Rights manager module 512 uses authorization

module 508 to verify that recipient of the newly created rights or derived rights

is intended principal 304. If the recipient are authorized then the rights

manager module 512 directs license manager 504 to store the newly created

rights in a repository associated with the consumer. This is discussed in

greater detail below with reference to Fig. 7.

[0054] The authorization process is not limited to the sequence or steps

described above. For example, a system could be programmed to allow

authorization module 508 to request the state conditions from license

manager 504 prior to verification of the digital signature. In such a case it

would be possible to proceed subject to a verified license. Further, the

various modules need not reside in the license server or related devices. The

modules can be effected through hardware and/or software in any part of the

system and can be combined or segregated in any manner.

[0055] Once a request to exercise a meta-rights has been authorized, the

meta-right can be exercised. Meta-rights manager module 510 informs state

of rights module 504 that it has started exercising the requested meta-rights.

State of rights module 504 then records the usage history and changes its

current value of the state variables. Meta-rights manager module 510

exercises the requested meta-rights in a manner similar to known procedures
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for usage rights. If new rights are derived, then meta—rights manager module

510 invokes license manager module 504 to create new rights as the result of

exercising the target meta—rights. Each new right is then sent to the

corresponding rights manager module 512 of the consumer and stored in a

repository associated with the consumer. Rights manager module 512 of the

consumer will authenticate and authorize the consumer before receiving and

storing the newly created right. New rights can be derived from meta—rights in

accordance with a set of rules or other logic. For example, one rule can

dictate that a consumed right to offer a license for use will result in the

consumer having the right to offer a usage right and grant a license to that

usage right to another consumer.

[0056] Fig. 7 illustrates the workflow for transferring meta—rights and

deriving new rights from the meta—rights in accordance with the preferred

embodiment. All steps on the left side of Fig. 7 relate to the supplier of rights

and all steps on the right side of, Fig. 7 relate to the consumer of rights. In

step 702, principal 304 of license 52 is authenticated in a known manner. In

other words, it is determined if the party exercising meta—right 302 has the

appropriate license to do so. If the principal is not authorized, the procedure

terminates in step 704. If the principal is authorized, the procedures

advances to step 706 in which meta right 302 is exercised and transmitted to

the consumer in the form of license 52 having derived rights in the manner set

forth above. In step 708 the principal of this new license is authenticated. In

other words, it is determined if the party exercising the derived rights has the

appropriate license to do so. If the principal is not authorized, the procedure

terminates in step 710. If the principal is authorized, the procedures

advances to step 712 in which the derived right is stored. The procedure then

returns to step 708 for each additional right in the license and tenninates in

step 714 when all rights have been processed.

[0057] Thus, the exemplary embodiments include a method for transferring

rights adapted to be associated with items from a rights supplier to a rights
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consumer, including obtaining a set of rights associated with an item, the set

of rights including meta—rights specifying derivable rights that can be derived

therefrom by the rights consumer, determining whether the rights consumer is

entitled to derive the derivable rights specified by the meta-rights, and at least

one of deriving the derivable rights, and generating a license including the

derived rights with the rights consumer designated as a principal if the rights

consumer is entitled to derive the derivable rights specified by the meta-rights.

The exemplary embodiments further include a license associated with an item

and adapted to be used within a system for managing the transfer of rights to

the item from a rights supplier to a rights consumer. The license includes a

set of rights including meta-rights specifying derivable rights that can be

derived therefrom by the rights consumer, a principal designating at least one

rights consumer who is authorized to derive the derivable rights, and a

mechanism for providing access to the item in accordance with the set of

rights. The exemplary embodiments still further include a method for deriving

rights adapted to be associated with items from meta—rights, including

obtaining a set of rights associated with an item, the set of rights including

meta-rights specifying derivable rights that can be derived therefrom by the

rights consumer, and generating a license associated with the item and

including the derived rights.

[0058] Fig. 8 illustrates an exemplary system including a common state-of-

rights server, according to the present invention. In FIG. 8, the exemplary

system can include a common state-of-rights server of the system 801,

including a state-of-rights manager 809, and one or more state-of-rights

repositories 814, and one or more license servers 800, including a meta-rights

manager 810, a usage rights manager 812, an authorization component 808,

a condition validator 806, a state-of-rights manager 804, one or more state-of-

rights repositories 816, a license manager 803, a license interpreter 802, and

one or more license repositories 818.
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[0059] The common state-of-rights server 801 can be configured as a

remote server connected with one or more of the license servers 800. The

common state-of-rights server 801 provides comparable services as the

state-of-rights manager 804 in the license servers 800 via the state-of-rights

manager 809. The services provided by the state-of-rights server 801 are

accessible and states that the server 801 manages can be shared by one or

more rights suppliers and rights consumers (not shown).

[0060] The state-of-rights server 801 can be configured as a remote server

connected with one or more of the license servers 800 via one or more

communication links 820, and the like. The services provided by the state-of-

rights server 801 also can be integrated within one or more of the license

server 800 and such services can be accessible by other rights suppliers,

rights consumers, and the like.

[0061] The license manager 803 derives new rights based on an offer,

which can include any suitable machine-readable expression, and optionally

including meta-rights. While deriving rights, the license manager 803 can

create new state variables to be associated with derived rights. The creation

of state variables and their scopes can be prescribed in the offer or by some

other function in the system. The state variables can be created in one or

more instances, for example, prior to rights derivation, during rights derivation,

upon fulfillment of conditions, during a first exercise of rights associated with

the state variables, and the like. The state variables can be designated

exclusively for a specific rights consumer, can be shared among rights

consumers, and can be shared among rights consumers and other entities,

such as rights suppliers, and the like. The license manager 803 can interact

with the state-of-rights manager 804 to associate new state variables with

physical addresses in one or more of the state-of-rights repositories 816. The

state-of-rights manager 804 can access the one or more state-of-rights

repositories 816 and can interact with the state-of-rights server 801 to access

shared state variables from one or more of the state-of-rights repositories 814.
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[0062] Designated state variables can be used to support a license that

grants a recipient of the license a right to print content 5 times, shared state

variables can be used to support a site license that grants a group of

authorized users a right to print content an aggregated total of 100 times, and

the like. A designated state variable can be updated when the corresponding

right is exercised, whereas a shared state variable can be updated when an

authorized user exercises the corresponding right. In other words, a shared

state variable can include a data variable that is updated in response to

actions by a plurality of users and which is globally applied to each of the

users.

[0063] There are multiple ways to specify the scope of state variables,

each of which can affect whether the derivative state variables can be shared,

how the derivative state variables can be shared, and the like. For example, a

state variable can be local, and solely confined to a recipient or can be global,

and shared by a predetermined group of recipients. ‘A global state variable

can be shared by a group of recipients not determined when derived rights

are issued, but to be specified later, perhaps based on certain rules defined in

the license or based on other means. A global state variable can be shared

between one or more rights suppliers, predetermined recipients, un-specified

recipients, and the like. Advantageously, depending on the sharing employed

with a given a business model and the rights granted in the meta-rights, state

variables can be created at different stages of the value chain.

[0064] A set of non—exhaustive exemplary usages of state variables will

now be described. For example, a state variable can be unspecified in meta-

rights, which means the identifier and value of the state variable are yet to be

determined by the meta-rights manager module 810 and included in the

derived right. If a distinct state variable is assigned to each derived right, the

scope of the state variable in the derived right is typically exclusive to the

recipient.
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[0065] Fig. 9 is used to illustrate employing of a state variable in deriving

exclusive usage rights, according to the present invention. In Fig. 9, rights

902 and 903 derived from an offer 901 are exclusive to each respective

consumer. The offer 901 is a type of meta—right of which the recipients have

the rights to obtain specific derivative rights when the conditions for obtaining

such rights are satisfied. Accordingly, the exemplary offer 901 has an

unspecified state variable 904. However, specific state variable 905 and 906,

each with uniquely assigned identifications (IDs) are included in the derived

rights 902 and 903. The derived state variables 905 and 906 are bound to

their associated derived rights, e.g., “AliceP|ayEbook" (i.e., Alice has the right

to play Ebook) is bound to derived right 902, and “BobPlayEbook" (i.e., Bob

has the right to play Ebook) is bound to derived right 903 The

“AlicePIayEbook” variable can be updated when Alice exercises her play right,

whereas the “BobPlayEbook" variable can be updated when Bob exercises

his play right.

[0066] Other than deriving rights from an offer, a right can transfer from an

entity to a recipient. When a right is transferred, the governing of the

associated state variable is also transferred to the recipient. After a right is

transferred, the source principal typically can no longer exercise the right,

whereas the recipient can exercise the right. The license server governing

the exercising of a right of a recipient assumes the responsibility for state

management. If, however, the state variables are managed by the common

state of right server 801. the state of right server 801 needs to be informed of

the transfer of right. Specifically, the state variable can be managed in the

context of the recipient after the transfer of right.

[0067] When a right is to be shared between the source principal and the

recipient, the associated state variable is referenced in the derived right. If

the same right is shared with multiple recipients, then typically all of the

recipients share the same state variables with the source principal. In this
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case, a shared state can be managed by an entity that is accessible by all

sharing principals.

[0068] Fig. 10 is used to illustrate employing of a state variable in deriving

inherited usage rights, according to the present invention. In Fig. 10, a

derived right can inherit a state variable from meta—r1'ghts. For example, a

personal computer (PC) of a user, Alice, can be configured to play an e—book

according to a license 1003. A personal data assistant (PDA) of Alice also

can obtain a right to play the e—book according to offer 1001, if the PC and

PDA share the same state variables 1004 and 1005, e.g., “A|icePlayEbook.”

A derived right 1002 allows Alice also to play the e—book on her PDA as long

as the PDA and the PC share a same count limit 1006 of 5 times.

[0069] When a usage right is to be shared among a predetermined set of

recipients, a state variable for tracking a corresponding usage right can be

specified in a meta-right using a same state variable identification for all

recipients. During a process of exercising the meta-right, the same state

variable identification is included in every derived right.

[0070] Fig. 11 illustrates the use of state variable in deriving rights that are

shared among a known set of rights recipients, according to the present

invention. In Fig. 11, a site license 1101 is issued to FooU university. For

example, via the site license 1101, a librarian is granted a right to issue rights

that allow FooU students to play, view, and the like, corresponding content,

such as e-books and the like, as long as such usage is tracked by a state

variable 1104, e.g., “www.foou.edu.” Accordingly, rights 1102 and 1103

derived from the site license 1101 include state variables 1105 and 1106,

“wvvvv.foou.edu,” which can be updated when corresponding students, Alice

and Bob, play the e—book.

[0071] When a usage right is to be shared among-a dynamic set of

recipients, the state variable can stay unspecified in the usage right. When

exercising a meta-right and a set of recipients is known, a state variable can
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be specified using some identification unique to the known recipients and can

be included within a derived right.

[0072] Fig. 12'is used to illustrate employing of a state variable in deriving

rights that are shared among a dynamic set of rights recipients, according to

the present invention. In Fig. 12, an offer 1201 specifies that a distributor can

issue site licenses to affiliated clubs, allowing 5 members of each club to

concurrently view, play, and the like, content, such as an e-book. A

corresponding state variable 1207 associated with such a right can be

unspecified in the offer 1201. When corresponding rights 1202 and 1203 are

issued to affiliated clubs, the corresponding club identities are used to specify

state variables 1208 and 1209 in the issued rights. The offers 1202 and 1203

are meta-rights derived from the offer 1201, with offer being assigned the

distinct state variables 1208 and 1209. Further rights 1204-1206 can be

derived from the offers 1202 and 1203 to be shared among members of each

respective«c|ub. ~The licenses 1204 and 1205 are examples of rights derived

from the offer 1202, and which inherit the state variable 1208, e.g.,

“urn:acme:club," whereas the license 1206 inherits the state variable 1209,

e.g., “urn:foo:c|ub."

[0073] Not only can state variables be shared among principals, such as

rights suppliers, consumers, and the like, a state variable can be shared

among multiple exercisable rights. Fig. 13 is used to illustrate employing of a

state variable for maintaining a state shared by multiple rights, according to

the present invention. In Fig. 13, a same state variable 1303 is associated to

both a right to print 1302 and the right to play 1301, so that the total number of

playing, printing, and the like, can be tracked together.

[0074] The state of rights can depend on more than one state variable.

Fig. 14 is used to illustrate employing of multiple state variables to represent

one state of rights, according to the present invention. The example

described with respect to Fig. 14 builds upon the example described with
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respect to Fig. 12. In FIG. 14, a usage right can be tracked by employing

multiple state variables 1407 and 1408 in an offer 1401. The state variable

1408, for example, representing a priority level, can stay unspecified in the

corresponding offers 1402 and 1403 (e.g., site licenses). The corresponding

state variables 1409-1411, for example, used for setting a priority, can be

assigned to each member in the corresponding licenses 1404, 1405 and

1406. The corresponding right to view, play, and the like, can now be

dependent on two state variables, effectively restricting 5 simultaneous views,

plays, and the like, per priority level.

[0075] One state variable can represent a collection of states. For

example, a unique identification can be used to represent a state variable,\

and an appropriate mechanism can be employed to map such unique id to a

database of multiple variables, where each variable represents a distinct

state.

[0076] The scope of state variables can be used to determine entities by

which the state variables can be managed. For example, for a local state

variable, usage tracking of associated rights thereof can be managed solely

by a trusted agent embedded within a rights consumption environment, such

as a media player, and the like. In addition, such usage tracking can be

conducted by a trusted remote service, such as the common state-of-rights

server 801. Further, shared global state variables can be made accessible by

multiple trusted agents. To avoid privacy issues, security issues, trust issues,

rights issues, and the like, associated with accessing content, such as data,

and the like, included within a peer rights consumption environment,

managing of such shared global state variables can be performed by a remote

service, such as the state-of-rights server 801.

[0077] A counter is a common form of state variable usage. For example,

such state sharing can include counter sharing where a state represents a

number of times a right has been exercised, an event has occurred, and the
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like. Such counter sharing can be manifested_ in various forms and occur in

many contexts, such as: tracking a number of simultaneous uses, tracking a

number of sequential uses, sequencing (e.g., a commercial must be viewed

before free content can be accessed), a one-time use constraint, a transaction

count, a delegation control level, a super-distribution level, dependency on at

least one or more services or devices, and the like.

[0078] In addition, state variables can be incarnated in a wide variety of

forms. For example, a state variable can be used to track specific time slots

within a period of time, such as used by a movie studio to transfer syndication

rights to a specific TV station, to transfer syndication rights shared by a group

of stations, to transfer syndication rights assigned through a bidding process,

and the like.

[0079] State variables also can be employed, for example, with regional

selling or distribution rights, in a statement from a financial clearing house to

acknowledge that an appropriate ‘fee has been paid, as a status of whether a

commercial has been watched before free content can be accessed, and the

like.

[0080] Not all rights need be associated with states. Fig. 15 is used to

illustrate a case where not all rights are associated with states, according to

the present invention. In Fig. 15, an offer 1501 allows a user, Alice, to grant

an unlimited play right, view right, and the like, to her PDA. Such a play right

need not be associated with any state. Accordingly, derived right 1502 also

has an unlimited play right to the content, as well as the right 1503 for her PC.

[0081] Not all rights which are associated with states are shared or

inherited. For example, some rights are meant for off-line usage, can be

transferred in whole to another device, and hence are not shared with other

devices. Fig. 16 is used to illustrate a case where not all rights which are

associated with states are shared or inherited, according to the present

invention. In Fig. 16, even though a play right 1603 of a user, Alice, a play
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right 1602 of a PDA of Alice, and a play right 1603 of a PC of Alice specify a

same state variable identification 1604, a same state need not be shared

since each device can track a state thereof locally. Advantageously, such an

implementation would allow the PC and the PDA to each play the

corresponding content up to 5 times.

[0082] Fig. 17 illustrates a form of an offer which does not explicitly include

meta-rights. In Fig. 17, an offer 1701 is configured as a site license written in

English. Licenses 1702 and 1703 are instances derived from the offer 1701.

In an exemplary embodiment, variables 1704 and 1705 can be created based

on interpretation of the offer 1701, for example, by the system of Fig. 8.

[0083] The preferred embodiments are not limited to situations where

resellers, distributors or other “middlemen” are used. For example, the

preferred embodiment can be applied within enterprises or other

organizations, which create and/or distribute digital content or other items to

control use of the content within the enterprise or other organization. Meta-

rights can also be issued to end-users, when the grant of a right relates to

another right. For example, the right to buy or sell securities as it is in the

case of trading options and futures. Meta-rights can be assigned or

associated with goods services, resources, or other items.

[0084] The invention can be implemented through any type of devices,

such as computers and computer systems. The preferred embodiment is

implemented in a client server environment. However, the invention can be

implemented on a single computer or other device. Over a network using

dumb terminals, thin clients, or the like, or through any configuration of

devices. The various modules of the preferred embodiment have been

segregated and described by function for clarity. However, the various

functions can be accomplished in any manner through hardware and/or

software. The various modules and components of the preferred embodiment

have separate utility and can exist as distinct entities. Various communication
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channels can be used with the invention. For example, the lntemet or other

network can be used. Also, data can be transferred by moving media, such

as a CD, DVD, memory stick or the like, between devices. Devices can

include, personal computers, workstations, thin clients, PDA’s and the like.

[0085] The invention has been described through exemplary embodiments

and examples. However, various modifications can be made without

departing from the scope of the invention as defined by the appended claims

and legal equivalents.
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What is claimed is:

1. A method for transferring rights adapted to be associated with items

from a rights supplier to a rights consumer, the method comprising:

obtaining a set of rights associated with an item, the set of rights

including meta-rights specifying derivable rights that can be derived from the

meta-rights;

determining whether the rights consumer is entitled to the derivable

rights specified by the meta-rights; and

deriving at least one right from the derivable rights, if the rights

consumer is entitled to the derivable rights specified by the meta-rights,

wherein the derived right includes at least one state variable based on the set

of rights and used for determining a state of the derived right.

2. The method of claim 1, wherein the state variable inherits a state

thereof for content usage or rights transfer from the set of rights.

3. The method of claim 1, wherein the state variable shares a state

thereof for content usage or rights transfer with the set of rights.

4. The method of claim 1, wherein the state variable inherits a

remaining state for content usage or rights transfer from the set of rights.

5. The method of claim 1, wherein the state variable is updated upon

exercise of a right associated with the state variable.

6. The method of claim 1, further comprising deriving a plurality of

rights from the derivable rights, wherein the state variable is shared by the

derived rights.

28
NVA303632.1

Petitioner Apple Inc. - Exhibit 1002, p. 30



Petitioner Apple Inc. - Exhibit 1002, p. 31

Attorney Docket No. 111325-291300

7. The method of claim 1, wherein the state variable represents a

collection of states.

8. The method of claim 1, further comprising a plurality of state

variables that determine the state of the derived right.

9. The method of claim 1, wherein the at least one state variable is

unspecified in the derived right, is created during a rights transfer, and is

assigned to the derived right.

10. The method of claim 1, wherein the state variable is transferred

from the derivable rights to the derived right.

11. The method of claim 1, further comprising generating a license

including the derived right, if the rights consumer is entitled to the derivable

rights specified by the meta—rights.

12. A system for transferring rights adapted to be associated with items

from a rights supplier to a rights consumer, the system comprising:

means for obtaining a set of rights associated with an item, the set of

rights including meta-rights specifying derivable rights that can be derived

from the meta-rights;

means for determining whether the rights consumer is entitled to the

derivable rights specified by the meta-rights; and

means for deriving at least one right from the derivable rights, if the

rights consumer is entitled to the derivable rights specified by the meta-rights,

wherein the derived right includes at least one state variable based on the set

of rights ‘and used for determining a state of the ‘derived right.

13. The system of claim 12, wherein the state variable inherits a state

thereof for content usage or rights transfer from the set of rights.
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14. The system of claim 12, wherein the state variable shares a state

thereof for content usage or rights transfer with the set of rights.

15. The system of claim 12, wherein the state variable inherits a

remaining state for content usage or rights transfer from the set of rights.

16. The system of claim 12, wherein the state variable is updated upon

exercise of a right associated with the state variable.

17. The system of claim 12, further comprising means for deriving a

plurality of rights from the derivable rights, wherein the state variable is shared

by the derived rights.

18. The system of claim 12, wherein the state variable represents a

collection of states.

19. The system of claim 12, including a plurality of state variables that

determine the state of the derived right.

20. The system of claim 12, wherein the at least one state variable is

unspecified in the derived right, is created during a rights transfer, and is

assigned to the derived right.

21. The system of claim 12, wherein the state variable is transferred

from the derivable rights to the derived right.

22. The system of claim 12, further comprising means for generating a

license including the derived right, if the rights consumer is entitled to the

derivable rights specified by the meta-rights.
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23. The system of claim 12, wherein the means for obtaining, the

means for determining, and the means for deriving comprise at least one of

computer-executable instructions, and devices of a computer system.

24. A device for transferring rights adapted to be associated with items

from a rights supplier to a rights consumer, the device comprising:

means for obtaining a set of rights associated with an item, the set of

rights including meta—rights specifying derivable rights that can be derived

from the meta-rights;

means for determining whether the rights consumer is entitled to the

derivable rights specified by the meta-rights; and

means for deriving at least one right from the derivable rights, if the

rights consumer is entitled to the derivable rights specified by the meta-rights,

wherein the derived right includes at least one state variable based on the set

of rights and used for determining a state of the derived right.

25. The device of claim 24, wherein the state variable inherits a state

thereof for content usage or rights transfer from the set of rights.

26. The device of claim 24, wherein the state variable shares a state

thereof for content usage or rights transfer with the set of rights.

27. The device of‘ claim 24, wherein the state variable inherits a

remaining state for content usage or rights transfer from the set of rights.

28. The device of claim 24, wherein the state variable is updated upon

exercise of a right associated with the state variable.

29. The device of claim 24, further comprising means for deriving a

plurality of rights from the derivable rights, wherein the state variable is shared

by the derived rights.
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30. The device of claim 24, wherein the state variable represents a

collection of states.

31. The device of claim 24, including a plurality of state variables that

determine the state of the derived right.

32. The device of claim 24, wherein the at least one state variable is

unspecified in the derived right, is created during a rights transfer, and is

assigned to the derived right.

33. The device of claim 24, wherein the state variable istransferred

from the derivable rights to the derived right.

34. The device of claim 24, further comprising means for generating a

license including the derived right, if the rights consumer is entitled to thel\

derivable rights specified by the meta—rights.

35. The device of claim 24, wherein the means for obtaining, the

means for determining, and the means for deriving comprise at least one of

computer-executable instructions, and devices of a computer system.

36. The device of claim 24, wherein one or more of the means for

obtaining, the means for determining, and the means for deriving are specified

in a license.
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ABSTRACT OF THE DISCLOSURE

[0086] A method, system and device for transferring rights adapted to‘ be

associated with items from a rights supplier to a rights consumer, including

obtaining a set of rights associated with an item, the set of rights including

meta-rights specifying derivable rights that can be derived from the meta-;

determining whether the rights consumer is entitled to the derivable rights

specified by the meta-rights; and deriving at least one right from the derivable

rights, if the rights consumer is entitled to the derivable rights specified by the

meta-rights, wherein the derived right includes at least one state variable

based on the set of rights and used for determining a state of the derived

right.
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simultaneous use = 5

state variable id = 1407
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1402 1403

:|r:;,ACme Club member any Foo club member
ebook play

simultaneous use = 5 Sitfifiraneous use _ 5
state variable id =

um_aCme_c|ub state variable id = um:foo:c|ub
. . 1408 t t ' bl ‘d = 14

state vanable Id =f i:n:g:;:ede>' 5’ 08
<unspecified>

 
1404 1405

Alice Bob

play play
ebook ebook

simultaneous use = 5 simultaneous use = 5

state variable id = state variable id =

um:acme:c|ub X 1409 um:acme:c|ub X 1410

state variable id = pr1'ority_2 state vanable id = pn‘on'ty_1 1406
 

Cathy

play
ebook

. simultaneous use = 5

FIQ - 14 state variable id =
um:foo:c|ub X 141 1
state variable id = prion'ty_1
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Thomas W. Cole Jason H. Vick 45,285
 Donald R. Studebaker

Jeffi-ey L. Costellia
Tim L. Brackett. Jr.

38.434

Name: Marc S. Kaufman

Firnr: NIXON PEABODY LLP

Address: 8180 Greensboro Drive, Suite 800

 
 
 
 

ZIP: 22102

FAX: (703)770-9400
  

 
  

  
 

 _Country: United States Telephone: (703)770-9300

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief are
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Stylesheet Version: 1.0 Attorney Docket Number: 111325—29130O

Publication Filing Type: new—uti|ity

Application Type: utility

SYSTEM AND METHOD FOR MANAGING TRANSFER OF RIGHTS

We °f '"Ve"t'°": USING SHARED STATE VARIABLES

Legal Representative:

Attorney or Agent: Marc S. Kaufman

Registration Number: 35212

Attorney or Agent: Carlos R. Villamar

Registration Number: . 43224

Customer Number Correspondence Address: 22204

*2 2 2 04*

Continuity Data:

This application is a continuation in part of 10/162,701 2002-06-06 which claims benefit from U.S.

Provisional Application Serial Nos. 60/331,624; 60/331,623 and 60/331,621 filed on November 20,

2001 and U.S. Provisional Application Serial Nos. 60/296,113; 60/296,117 and 60/296,118 filed on

June 7, 2001

lNVENTOR(s):
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Given Name: Mai

Family Name: Nguyen

Residence City: Buena Park

Residence State: CA

Residence Country: US
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Primary Citizenship: United States
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Residence Country: US
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2403 150 Request for oral hearing

1001 790 2001 395 Uu-my filing fee 790_00 . 1451 1,510 Petition to institute a public use proceeding

1002 350 2002 175 Design filing fee _ 2452 55 Petition to revive — unavoidable
J003 550 2003 275 mam filing fee - 2453 685 Petition to revive — unintentional

1004 790 2004 395 Reissue filing fee _ 2501 535 Utility issue fee (Or reissue)
I005 150 2005 so Provisional filing fee ’ 2502 245 9°99“ ‘55“‘’ f”2503 330 Plant issue fee

SUBTOTAL (1) $790 00 1460 130 Petitions to the Commissioner
1807 50 Processing fee under 37 CFR 1.17(q)

EXTRA CLAIM FEES FOR UTILITY AND REISSUE 1806 180 Submission of Infomiation Disclosure Stmt
Fee from 8021 40 Recording each patent assignment per property

Extra Clnirris below Fee Paid (times number ofproperties)

Total Claims -20" = x 18.00 = $288.00 2309 395 Filing a submission afier final rejection(37 CFR1.129(a))

Independent [:] -3" = |:| x:| = [E] 2810 395 For each additional invention to be examinedClaims (37 CFR 1.l29(b))
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El ‘nic Commissioner is hereby authorized to charge any additional fees
required or credit any overpayments to Deposit Account No. 19-2380 for the
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Date Signature
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PATENT

Attorney Docket No. 111325—291300 
In re Patent Application of:

Mai NGUYEN, et al.

Serial No. 10/956,121

)

) Examiner: Unassigned

)

Filed: October 4, 2004 )

)

)

)

Group Art Unit: 2131

For: SYSTEM AND METHOD FOR MANAGING

TRANSFER OF RIGHTS USING SHARED

STATE VARIABLES

U.S. Patent and Trademark Office

Customer Window, Mail Stop

Randolph Building

Alexandria, VA 22314

Sir:

INFORIVIATION DISCLOSURE STATEMENT

In accordance with the duty of disclosure as set forth in 37 C.F.R. §1.56, Applicants

hereby submit the following information in confonnance with 37 C.F.R. §§ 1.97 and 1.98.

The references listed on the attached PTO-1449 forms have been made of record in parent

application serial number 10/162,701 Filed on June 6, 2002, therefore no copies of the

references cited are submitted herewith.

It is requested that the accompanying PTO-1449 be considered and made of record in

the above-identified application. To assist the Examiner, the documents are listed on the

attached form PTO-1449. It is respectfiilly requested that an Examiner initial a copy of this

form be returned to the undersigned.
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PATENT

Attorney Docket No. 111325-291300

The Commissioner is hereby authorized to charge any fees connected with this filing

which may be required now, or credit any overpayment to Deposit Account No. 19-2380

(111325-291300).

Respectfully submitted,

NIXON PEABODY, LLP

Marc S. Kaufman

Registration No. 35, 212

Date: Januagy 26, 2005

Customer No. 22204

NIXON PEABODY LLP

401 9”‘ Street, N.W., Suite 900

Washington, DC 20004-2128

Telephone: (202) 585-8000
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Burdm Hour Stmunmt: This form is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on the amount oftime you
are required to complete this form should be suit to the Chief lnfonnarion Officcr. U.S. Patent and Trtdetnctrk Officc. “r'Il5i1in_f;!0n. DC 2023!. DO NOT SEND FEl$ OR COMPLETED
FOR_\1S TO THIS ADDRESS S[:\'D TO‘ Commissioner for Patents. Wrshington. DC 2021].
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' Applicant‘s unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at 222.uspto.gov or MPEP 901.04. 1 Enter Office
that issued the document, by the tw0—letter code (WIPO Standard ST.3). ‘ For Japanese patent documents, the indication of the year of the reign of the Emperor
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Burden Hour Statement: This form is stitnnted to take 2.0 hours to complete. Time will vary depatding upon the needs ofthc individual case. Any comments on the amount oftimc you
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Us-5,235,642
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08/08/1996 BENSON, Greg
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that issued the document, by the two-letter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor
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Us-5,453,601
Us-5,455,953  

US—5,457,746US-5,473,687 12/05/1995
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must precede the serial number of the patent document 5 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard
ST.l6 ifpossiblc. 6 Applicant is to place a check mark here if English language Translation is attached.
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are required to complete this l'on'n should be sent to the Chief lnfonrtntion OlTtcer. U.S. Patent and Tmdmtnrk Office. Washington, DC 20231. DO NOT SEND FEES OR COMPLETED
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 US-5,920,861

US-5,940,504
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' Applicant's unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at 222_uspto.gov or MPEP 901.04. 3 Enter Office
that issued the document, by the two-letter code (WIPO Standard ST.3). ‘ For Japanese patent documents, the indication of the year of the reign of the Emperor
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Examiner Date
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' Applicant's unique citation designation number (optional). 2 See Kinds Codes ofUSP'l'0 Patent Documents at 222.uspto.gov or MPEP 901.04. ’ Enter Office
that issued the document, by the two—1etter code (WIPO Standard ST.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor
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FORMS TO THIS ADDRESS. SEND TO: Commissioner For Patents, Washington. DC 20231.
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Include name of the author (in CAPITAL LEITERS). title of the article (when appropriate). title of the
item (book, magazine, journal, serial. symposium. catalog, ctc.).. date. page(s). volume—issue number(s).

publisher. city and.’or country where published.

“National Semiconductor and EPR Partner for Information Metering/Data Security Cards”
March 4, 1994, Press Release from Electronic Publishing Resources, Inc.

Flasche, U. et al., “Decentralized Processing of Documents”, pp. 119-131, 1986, Comput.

& Graphics, Vol. 10, No. 2

Mori, R. et al., “Superdistnbution: The Concept and the Architecture”, pp. 1133-1146,
1990. The Transactions of the IEICE, Vo. E 73, No. 7, Tokyo, JP

Weber, R., “Metering Technologies for Digital Intellectual Property”, pp. 1-29, Oct. 1994,
A Report to the International Federation of Reproduction Rights Organizations

Clark, P.C. et al., “Bits: A Smartcard protected Operating System”, pp. 66-70 and 94,
November 1994, Communications of the ACM, Vol. 37, No. 1 1

Ross, P.E., “Data Guard”, pp. 101, June 6, 1994, Forbes

Saigh, W.K., “Knowledge is Sacred”, 1992, Video Pocket/Page Reader Systems, Ltd.

Kalm, R.E., “Deposit, Registration and Recordation in an Electronic Copyright
Management System”, pp. 1-19, August 1992, Corporation for National Research
Initiatives, Virginia

Strattner, A, “Cash Register on a Chip may Revolutionaize Software Pricing and
Distribution; Wave Systems Corp.”, pp. 1-3, April 1994, Computer Shopper, Vol. 14,
No. 4, ISSN 0886-0556

Examiner Date
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' EXAMINER: Initial ifreference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not
in confonnance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation isattached.

Burden Hour Statement: This fonn is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount of time you are required to complete this fonn should be sent to the Chief lnfonnation Officer, US.
Patent and Trademark Ofiice, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, Washington, DC 2023 I.
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publisher, city and/or country where published.

O’Conner, M., “New Distribution Option for Electronic Publishers; iOpener Data
Encryption and Metering System for CD-ROM use; Column”, pp. 1-6, March 1994, CD-
ROM Professional, Vol. 7, No. 2, ISSN: 1409-0833

Willett, S., “Metered PCs: Is Your System Watching You? Wave System beta tests new
technology”, pp. 84, May 2, 1994, InfoWorld

Linn, R., “Copyright and Information Services in the Context of the National Research
and Education Networ ”, pp. 9-20, January 1994, [MA Intellectual Property Project
Proceedings, Vol. 1, Issue 1

Perrit, Jr., H., “Permission Headers and Contract Law”, pp. 27-48, January 1994, IMA
Intellectual Property Project Proceedings, Vol. 1, Issue 1

Upthegrove, L., “Intellectual Property Header Descriptors: A Dynamic Approach”,
pp. 63-66, January 1994, IMA Intellectual Property Proceedings, Vol. 1, Issue 1

Sirbu, M., “Internet Billing Service Design and prototype Implementation”, pp. 67-80,
January 1994, IMA Intellectual Property Project Proceedings, Vol. 1, Issue 1

Simrnell, S. et al., “Metering and Licensing of Resources: Kala’s General Purpose
Approach”, pp. 81-1 10, January 1994, IMA Intellectual Property Project Proceedings,
Vol. 1, Issue 1

Kalm, R., “Deposit, Registration and Recordation in an Electronic Copyright Management
System”, pp. 11 1-120, January 1994, IMA Intellectual Property Project Proceedings,
Vol. 1, Issue 1

Tygar, J. et al., “Dyad: A System for Using Physically Secure Coprocessors”, pp. 121-
152, January 1994, IMA Intellectual Property Project Proceedings, Vol. 1, Issue 1

Griswold, G., “A Method for Protecting Copyright on Networks”, pp. 169-178, January
1994, IMA Intellectual Property Project Proceedings, Vol. 1, Issue 1

Examiner Date
Si 5 -ture Considered

' EXAMINER: Initial ifreference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation ifnot
in conformance and not considered. Include copy of this fonn with next communication to applicant.

‘Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is
attached.

Burden Hour Statement: This fonn is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount oftime you are required to complete this fonn should be sent to the Chief lnfonnation Officer, U.S.
Patent and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, Washington, DC 2023l.
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item (book, magazine, journal, serial, symposium, catalog. etc.)., date, page(s), volume—issue number(s).

publisher, city and/or country where published.

Nelson, T., “A Publishing and Royalty Model for Networked Documents”, pp. 257-259,
January 1994, IMA Intellectual Property Project Proceedings, Vol. 1, Issue 1

Robinson, E., “Redefining Mobile Computing”, pp. 238-240, 247-248 and 252, July 1993,
PC Computing

Abadi, M. et a1., “Authentication and Delegation with Smart-cards”, PP. 1-24, 1990,

Research Report DEC Systems Research Center

Mark Stefik, “Letting Loose the Light: Igniting Commerce in Electronic Publication”,
pp. 219-253, 1996, Internet Dreams: Archetypes, Myths, and Metaphors, IDSN 0-262-
19373-6

Mark Stefik, “Letting Loose the Light: Igniting Commerce in Electronic Publication”,
pp. 2-35, February 8, 1995, Internet Dreams: Archetypes, Myths and Metaphors

Henry H. Perritt, Jr., “Technological Strategies for Protecting Intellectual Property in the
Networked Multimedia Environment”, April 2-3, 1993, Knowbots, Permissions Headers
& Contract Law

Examiner Date
Si ; .ture Considered

' EXAMINER: Initial if reference considered, whether or not citation is in confonnance with MPEP 609. Draw line thmugh citation ifnot
in conformance and not considered. Include copy of this form with next communication to applicant.

' Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation isattached.

Burden Hour Statement: This fonn is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, Washington. DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, Washington, DC 20231.

W63252l.l
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Attorney Docket No. 1 1 1325—29130O  
,Was?’ IN Tm: UNITED sTATEs PATENT AND TRADEMARK OFFICE

In re Patent Application of

Mai NGUYEN, et al.

Application No. 10/956,121

Filed: October 4, 2004

For: SYSTEM AND METHOD FOR

MANAGING TRANSFER OF RIGHTS

USING SHARED STATE VARIABLES

Confirmation No.: 8924

Group Art Unit: 2131

Examiner: Unassigned\/\/\/\./\./\./\/
U.S. Patent and Trademark Office

Customer Window, Mail Stop

Randolph Building

Alexandria, VA 22314

REQUEST FOR CORRECTED OFFICIAL FILING RECEIPT

Sir:

Please note that upon reviewing the Official Filing Receipt received in the above—identified

application, we noted that the first inventor was omitted. Please add as the first inventor:

--Mai NGUYEN--

Submitted herewith is a copy of the original Official Filing Receipt indicating this addition

marked in red. Also, enclosed is a copy of application data sheet indicating that this error was due to

an oversight at the USPTO.

In view of the above, it is requested that a Corrected Filing Receipt be issued.

Respectfully submitted,

NIXO ODY, LLP

£
Marc S. Kaufman

Registration No. 35,212
NIXON PEABODY LLP

Customer No. 22204

401 Ninth Street, N.W., Suite 900

Washington, DC 20004

Telephone: (202) 585-8000

Fax:: (202)585-8080

W632524.l
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Officc 

V Adirtsat C0.\1'.'\1ISS!0.\‘ER FOR PATENTSE0 E2: N50
0 A.l:x:u-.dr.n,V:g.-.-i:a 27Jl3-I453

- wwwcswzzv

10/956,121 10/04/2004 2131 1078 111325291300 14 36 3

- , CONFIRMATION NO. 8924
22204 ./ FILING RECEIPT
NIXON PEABODY, LLP ’

401 9TH STREET, NW - V '
SUITE 900

WASHINGTON, DC 20004-2128

lllllllllllllllllllillllllllllllllllliilliilllllllliIlllllllflllliilllllllllllllllllllll
'OC000000014674573'

 
Date Mailed: 12/07/2004

Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees transmitted by
check or draft are subject to collection. Please verify the accuracy of the data presented on this receipt. If an
error is noted on this Filing Receipt, please write to the Office of Initial Patent Examination's Filing
Receipt Corrections, facsimile number 703-746-9195. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections (if
appropriate).

Applicant(s) .. . ‘_“»7‘i<ll';: ’~5'\;’;<—"¥‘§:i'“;V3 ' "
Xin Wang, Torrance, CA;
Thanh Ta, Huntington Beach, CA;
Guillermo Lao, Torrance, CA;

Eddie J. Chen, Rancho Palos Verdes, CA;

Power of Attorney: The patent practitioners associated with Customer Number 22204.

Domestic Priority data as claimed by applicant

This application is a CIP of 10/162,701 06/06/2002
which claims benefit of 60/331,624 11/20/2001

and claims benefit of 60/331,623 11/20/2001

and claims benefit of 60/331,621 11/20/2001

and claims benefit of 60/296,1 13 06/07/2001

and claims benefit of 60/296,1 17 06/07/2001

and claims benefit of 60/2961 18 06/07/2001

Foreign Applications

If Required, Foreign Filing License Granted: 12/03/2004

The country code and number of your priority application, to be used for filing abroad under the Paris
Convention, is U310/956,121
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Projected Publication Date: 03/17/2005

Non-Publication Request: No

Early Publication Request: No

Title

System and method for managing transfer of rights using shared state variables

Preliminary Class

713

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "lF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where

the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted
under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof
unless it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR
1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject

matter as imposed by any Government contract or the provisions of existing laws relating to espionage and the
national security or the export of technical data. Licensees should apprise themselves of current regulations
especially with respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls,

Department of State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Office of

Export Administration, Department of Commerce (15 CFR 370.10 0)); the Office of Foreign Assets Control,
Department of Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "|F REQUIRED, FOREIGN FILING

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR
5.12, if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months

has lapsed from the filing date of this application and the licensee has not received any indication of a secrecy

order under 35 U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

Petitioner Apple Inc. - Exhibit 1002, p. 75



Petitioner Apple Inc. - Exhibit 1002, p. 76

 
Electronic Version 0.0.11

Stylesheet Version: 1.0

Publication Filing Type:

Application Type:

Title of Invention:

Legal Representative:

Attorney or Agent:

Registration Number:

Attorney or Agent:

Registration Number:

Customer Number Correspondence Address:

Continuity Data:

EAPPLICATION DATA SHEET

Attorney Docket Number: 111325-291300

new-utility

utility

SYSTEM AND METHOD FOR MANAGING TRANSFER OF RIGHTS

USING SHARED STATE VARIABLES

Marc S. Kaufman

35212

Carlos R. Villamar

43224

22204

*222o4*

This application is a continuation in part of 10/162,701 2002-06-06 which claims benefit from U.S.

Provisional Application Serial Nos. 60/331,624; 60/331,623 and 60/331,621 filed on November 20,

2001 and U.S. Provisional Application Serial Nos. 60/296,113; 60/296,117 and 60/296,118 filed on

June 7, 2001

I Ibv¥'5I'!& '

'INVENTOR(s): '1 ‘

Primary Citizenship:

Given Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address:

Primary Citizenship:

El9-//(‘-\Prnornm°A'7m-7iIec\T I.QPTO\pPAVF-'\'I‘rnnYl\/IT . vml Petitioner Apple 13° ' Exhibit IIQ/Q2ml9l476

 

United States

Mai

Nguyen

Buena Park

CA

US

5611 Cambridge Avenue

Buena Park CA. 96021 US

United States
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Given Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address:

Primary Citizenship:

Given Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address:

Primary Citizenship:

Given Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address:

Primary Citizenship:

Given Name:

Middle Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address:

fiinr //r‘ -\D1-r\n1'9rn°[.'7npi‘nc\'[ TQ‘DT‘(\\.:-‘D A \7.l:‘\TrnnY\/{T

Xin

Wang

Torrance

CA

US

3720 Emerald Street, #V2

Torrance CA, 90503 US

United States

Thanh

Ta

Huntington Beach

CA

US

18694 Stratton Lane

Hungtington Beach CA, 92648 US

United States

Guillermo

Lao

Torrance

CA

US

5 53‘. Lorna Street :

Torrance CA, 90503 US

United Sttes

Eddie

J.

Chen

Rancho Palos Verdes

CA

US

6796 Vallon Drive

_ .v¢_r_‘¢'}."-:1q~.1r=I.‘ An- --

Rancho Palos Verdes CA, 90275 US
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FILE CGPY
UNITED STATIE DEPARTMENT OF CONINEERCE
United State-.3 Patent and Trude-.murIt Offim-.
Add.-cu: COMMISSIONER RDR PATENTS

E0. Dcrx 1450

UNITED STATES PATENT AND TRADEMARK OFFICE 
cl‘:-.:x-:nu'\!l:it:4’_x‘x';firfiu 21313-1450

10/956,121 10/04/2004 Xin Wang 111325-291300

CONFIRMATION NO. 8924

||||l|||l|lllllllllIlllllllllllllllllllllllllll||l||lllllllllIlllllllllllllllllllllllll
‘OC00O00O015158564'

22204

NIXON PEABODY, LLP

401 9TH STREET, NW
SUITE 900

WASHINGTON, DC 20004-2128

Date Mailed: 02/10/2005

RESPONSE TO REQUEST FOR CORRECTED FILING RECEIPT

Claims, Fees, and Inventors

In response to your request for a corrected Filing Receipt, the Office is unable to comply with the request
because:

Q The total number of claims appearing on the Filing Receipt does not include multiple dependent
claims. The total fee appearing on the Filing Receipt includes the cost of multiple dependent claims
that were present at the time the application was filed.

Q The filing fee is correct. It may include additional claims fees and/or the surcharge under 37 CFR 1.16
(e) for filing an oath/declaration or basic filing fee after the application filing date; or it may not reflect
fees refunded to the applicant that were paid by mistake.

Q The number of claims reflected on the filing receipt is correct. Upon review of the claims, it was found
that there was a miscalculation by the applicant. This may be due to improperly presented multiple
dependent claims, typographical error, misnumbering ofthe claims, or other oversight. An amendment
may be necessary to correct the problem.

El The filing fee reflected on the filing receipt is correct. Applicant may have miscalculated the fees due.

Q Applicant calculated fees as other than small entity; however, applicant asserted small entity status in
the application. Therefore, fees were applied as small entity and the remainder was refunded to the
applicant.

Q The difference between the fees paid and the fees due was refunded to the applicant and will not be
shown on the filing receipt.

The inventor information may be truncated if the family name consists of more than 50 characters

(letters and spaces combined) and ifthe given name consists of more than 50 characters (letters and
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spaces combined).

The inventor's residence allows for up to 40 characters (letters and spaces combined).

The inventor's residence will only include the city and state for U.S. residences or city and country for
residences outside the U.S. (See MPEP 605.02).

provisional applications, the petition should be directed to the Director of the examining group
assigned to your application.

Changes made after submission of an executed declaration to the inventor information other than

correction of typographical errors must be submitted in the form of a substitute declaration. Change of
inventorship requires a petition under 37 CFR 1.48.

D

D

Q A petition to correct the inventorship is needed to make this change. See 37 CFR 1.48. For non-
D

Q The number of drawings shown on the filing receipt reflects the number of drawing sheets submitted

and is not necessarily equal to the number of figures submitted.

Q The correspondence address was captured as directed by applicant on filing. lfyou wish
correspondence to be directed otherwise, please submit a request for a change of address.

CI The docket number allows a maximum of 25 characters.

Q The person signing on behalf of the deceased inventor is reflected on the Filing Receipt as the legal
representative.

Q The filing date of a parent application cannot be changed by this request. A petition to correct the filing
date in the parent application is required.

 

 

I
Customer ervice C ter

Initial Patent Ex tion Division (703) 308-1202

  

PART 3 - OFFICE COPY
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Filing Date October 4, 2004 , j

9' . O

 FEE TRANSNIITTAL

FOR FY 2005
Palenlfees are subject to annual revision.

U Applicant claims small entity status. See 37 CFR 127

TOTAL AMOUNT or PAYMENT $40_00

METHOD OF PAYMENT (check all that a I ) FEE CALCULATION (continued)

U Check 1:1 CreditCard 13 Money D Other Cl None 3- ADD”'°N’“* FEESOrder

 
 

  

 

 
 
  

  

  

  
  

 

 

2131

111325-291300
 

Attomey Docket No.  

 

E Deposit Account Large Entity Small Entity
Deposit Fee Fee Fee Fee Fee Discfipfion
Account 19-2380 Code (S) Code (5)
Number 1051 130 2051 65 Surcharge — late filing fee or oath

I052 50 2052 25 Surcharge — late pmvisioml filing fee or coversheet

Deposit _ 1053 l 30 1053 130 Non-English specification
Account Nixon Peabody LLPNarne

The Commissioner is authorized to: (check all that apply)

1812 2,520 1812 2,520 For filing a request foraxparte reexamination

I804 920‘ 1804 920‘ Requesting publication of SIR prior to Examineraction

E Charge fee“) indicated below E credit any overpaymcms 1805 1,340‘ 1805 1,840‘ Re‘-timesting publication of SIR after Examinerac on

13 crmge any additional fee(s) 1251 120 2251 60 Extension for reply within firs! month

1:1 Cl'|:u’ge fee(s) indicated below, except for the filing fee
to the above-identified deposit account.

1252 450 2252 225 Extension for reply within second month

1253 1,020 2253 510 Extension for reply within third month

FEE CALCULATION 1254 1,590 2254 795 Extension for reply within fourth month

]_ BAS[C FTLING FEE 1255 2,160 2255 1,080 Extension for reply within fifih month

Large Entity Small Entity 1401 500 2401 250 Notice ofAppeal

F“ F“ F“ F“ F“ D°’°'iP'i°“ 1402 500 2402 250 Filing a brief in support ofan appealCode (5) Code (5)
1403 1,000 2403 500 Request for oral hearing

100‘ 300 zool 150 Um“), filing fee 1451 1,510 1451 1,510 Petition to institute a public use proceeding
I002 200 2002 100 Design filing fee 1452 500 2452 250 Petition to revive — unavoidable

I003 200 2003 100 “am filing fee 1453 1,500 2453 750 Petition to revive — unintentional

I004 300 2004 Reissue filing fee 1501 1,400 2501 700 Utility issue fee (or reissue)
1005 200 2005 100 Provisional filing fee '50? 30° 2502 400 Design 155*” ‘=5

1503 1,100 2503 550 1>1.-intissueree

SUBTOTAL (1) (S) 0 1460 130 1460 130 Petitions to the Commissioner
1807 50 1807 50 Processing fee under 37 CFR l.17(q)

2, EXTRA CLAIM FEES FOR UTILITY AND REISSUE 1806 180 1806 I80 Submission of Information Disclosure StIn.t
Fee from 8021 40 8021 40 Recording each patent assignment per property

Extra Claims below Fee Paid (times number of properties)

Total Claims :] .20--= :] x :1 = |1—_:| 1309 790 2309 395 Filingasubmission after final rejection(37 CFR 1.l29(a))

Independent :] —3--= [:1 x |:] = E: 1310 790 2810 395 Foreachadditional invention tobeexaminedClaims (37 CFR 1.129(b))

Multiple Dependent x |: = [t:] 1301 790 2801 395 Request for Continued Examination (ace)

Large Entity Small Entity 1802 900 1802 900 Request for expedited examination of a design
Fee Fee Fee Fee Fee Description application

code (S) Code (S) Other fee (specify)
1202 50 2202 25 Clairrs in excess of20

1201 200 2201 100 Independent claims in excess of3 ‘Reduced by Basic Filing Fee Paid SUBTOTAL (3)
1203 360 2203 180 Multiple dependent claim, ifnot paid

'20‘ 20° 2204 '00 ;:i;:°i-‘i5“‘[:“‘:°P°“‘1°“‘ °'3i“”5 °"°' CERTIFICATE or MAILING on TRANSMISSION [37 CFR l.8(a)]na pa n
1205 50 2205 25 -° Reissue einins in excess one and I *‘°'=b>' °°"ifY ‘ha’ ‘his °°"‘°=P°"d°"°° ‘S "°‘"8=

over original patent El deposited with the United States Postal Service on the date shown below with sufficient

SUBTOTAL (2) postage as first class mail in an envelope addressed to: Mail Stop ____,_ Commissioner for Patents, P. 0. Box 1450, Alexandria, VA 22313-1450“or number previously paid, if greater, For Reissues, see above E1 uansmitted by facsimile on the date shown below to the United States Patent and
Tradennrk Ofiice at (703)
 

Date Signature 

1- d or tinted name

SUBMITTED BY Comlete i a licable
 5j.L

3”” ‘2°2’585"‘°°°
é C

SEND TO: Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76) AND POWER OF ATTORNEY

Attorney Docket No. 111325-291300

Tide of Invention SYSTEM AND METHOD FOR MANAGING TRANSFER OF RIGHTS USINGSHARED STATE VARIABLES

As the below named inventor(s), I/we declare that:

This declaration is directed to:

CI The attached application, or

13 Application No. 10/956 121 filed on October 4 2004

III as amended on (if applicable);

I/We believe that I/we am/are the original and fu'st inventor(s) of the subject matter which is claimed and for which
a patent is sought;

I/We have reviewed and understand the contents of the above-identified application, including the claims, as
amended by any amendment specifically referred to above;

I/We acknowledge the duty to disclose to the United States Patent and Trademark Office all information known to

me/us to be material to patentability as defined in 37 CFR 1.56, including for continuation-in—part applications,
material information which became available between the filing date of the prior application and the national or PCT
International filing date of the continuation-in-part application. -

All statements made herein of my/own knowledge are true, all statements made herein on information and belief are

believed to be true, and furt.l1er that these statements were made with the knowledge that willful false statements and
the like are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001, and may jeopardize the validity of
the application or any patent issuing thereon.

I/We hereby appoint:

Practitioners at Oistomer Number 22204 as my/our attomey(s) or agent(s) to prosecute the application identified
above, and to transact all business in the United States Patent and Trademark Office connected therewith.

FULL NAME OF INVENTOR(S)

Inventor one: Mai NGUYEN

Signature: 1% g d: Citizen of: United States
Inventor two: Xin WANG

Signature: % L Q Citizen of: United States '
Inventor three:

Citizen of: United States

Inventor four:

Signature: - Citizen of: United States- TV

[El Additional inventors are bein named on ae two attached hereto.

. _.- _ M- _.._-.- _,_ . ,._. ._

W644S69. I
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Inventor five: Eddie J CHEN
——+T I

Signature: 2 L-J Citizen of: United States

Inventor six:

Signature:

Inventor seven:

Signature: Citizen of:

Inventor eight:

Signature: Citizen of:

Inventor nine:

Signature: Citizen of:

Inventor ten:

Signature: Citizen of:

Inventor eleven:

Signature: Citizen of:

Inventor twelve:

Signature: Citizen of:

Inventor thirteen:

Signature: Citizen of:

Inventor fourteen:

Signature: Citizen of:

Inventor fifteen:

Signature: Citizen of:

W644569.l
Page 2 of2
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Application Number 10/956,12]

October 4, 2004

Mai NGUYEN, et al.

2131

Not Yet Assigned

111325-291300

8924

TRANSNIITTAL

F Filing Date
(to be usedfor all correspondence afler initialfiling) First Named lnVe|1t0I‘

Group Art Unit

Examiner Name

Total Number of Pages in This Submission Attorney Docket Number

Confirmation Number

  
 

 

 

 
 

ENCLOSURES (check all that apply)

 
 

  
 
 
 
 
 

 
 

 
 
 

 
  

  

IE Afler Allowance Communication to GroupE Fee Transmittal Fonn Asignment Papers
(fbr an Application)

D'rawing(s)

Appeal Communication to Board of
U Fee Attached Appls and Interferences

Appeal Communication to Group
(Appatl Notice. Brief; Reply Brie!)

Proprietary Infonnation
Status Letter

U Amendment I Reply Declaration and Power of Attorney

U Afier Final Licensing-related Papers

Petition to Request Correction of
lnventorship

U Affda ‘rs/declaratio (
I V1 n S) Application Data Sheet

Request for Corrected Filing Receipt with
Enclosures

A self-addressed prepaid postcard for
acknowledging receipt

Other Enc1osure(s) (please idemijji below):

Extension of Time Request Petition to Convert to a Provisional
Application

Power of Attorney, Revocation
Change of Conespondence Address

Express Abandonment Request

Infom1ation Disclosure Statement

IE131313131313DD
 
  

Terminal DisclaimerElEIEIEIEI EIEIEIElElEIEIEIEICertified Copy of Priority

Document(s) Request for Refund 1. Statement by Mai Nguyen InSupport of the Letter Re
Response to Missing Parts! CD, Ntunber of CD(s) Correction of lnventorship Under

 
 Incomplete Application 37 C.F.R. 1.48

U Rmponse to Mi$ing Parts
under 37 CFR 1.52 or 1.53  

  E The Commissioner is hereby authorized to charge any additional fem
required or credit any overpayments to Deposit Account No. 19-2380 for the
above identified docket number.

SIGNATURE OF APPLICANT ATTORNEY OR AGENT

5 Marc s. Kaufman, Reg. No. 35,212
1,-ldividuar name Nixon Peabody LLP

401 9"‘ Street, N.W., Suite 900
Was‘A 20004-2128

X /? 
M“M 2°“

CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]

   
  

 

 
 
 

 

 
 

  
  

 

I hereby certify that this correspondence is being:

D deposited with the United States Postal Service on the date shown below with sufficient postage as first
class mail in an envelope addressed to: Mail Stop , Commissioner for Patents, P. O. Box 1450,
Alexandria, VA 22313-1450

transmitted by facsimile on the date shown below to the United States Patent and Trademark Office at
(703)

Date Signature
 

Typed or printed name

W655517.l
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1
as

PATENT

Attorney Docket No. 11 1325-291300

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTENTION: Director of

Group Art 213 1

Mai NGUYEN, et al.

Serial No. 10/956,121

)

)

) Examiner: Unassigned

)

Filed: October 4, 2004 )

)

)

)

Group Art Unit: 2131

For: SYSTEM AND METHOD FOR

MANAGING TRANSFER OF RIGHTS USING

SHARED STATE VARIABLES

U.S. Patent and Trademark Office

Customer Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

RE! QUEST FOR CORRECTION OF INVENTORSHIP
UNDER 37 C.F.R. 1.48§a[

Dear Sir:

In accordance with the provisions of 37 C.F.R. §1.48, Applicant hereby petitions to

correct the original listing of inventors that was improperly set forth in the copy of the

executed declaration filed with the instant application. Specifically, the inventorshjp in the

above-identified application is being corrected to add the following inventor:

Mai NGUYEN

5611 Cambridge Avenue

Buena Park CA, 96021 US

Pursuant to the requirements of 37 C.F.R. 1.48(a), please find attached the

Declarations of each of the above-named, newly added inventor, and a Statement wherein the

new inventor states that the error in not being initially named as an inventor in the above-

identified application arose without any deceptive intention on the part of either the initially-

designated inventor, or the new inventor.
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- 2 - Application Serial No. 10/956,121
Docket No. 111325-291300

The Commissioner is hereby authorized to charge any fees connected with this filing

which may be required now, or credit any overpayment to Deposit Account No. 19-2380

(111325-291300).

Prompt attention to this matter is requested.

Respectfully submitted,

NIXON PEABODY, LLP

Marc Kaufman

Registration No. 3 5,212

Date: May 23, 2005

Customer No. 22204

NIXON PEABODY LLP

401 9"‘ Street, N.W., Suite 900

Washington D.C. 20004

Telephone: (202) 585-8164

FAX: (202) 585-8080

W6-15723.!
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PATENT

Attorney Docket No. 111325-291300 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Mai NGUYEN, et al.

Serial No. 10/956,121

)

) Examiner: Unassigned

)

Filed: October 4, 2004 ' )

)

)

)

Group Art Unit: 2131

For: SYSTEM AND METHOD FOR MANAGING

TRANSFER OF RIGHTS USING SHARED

STATE VARIABLES

STATEMENT BY MAI NGUYEN

IN SUPPORT OF THE LETTER RE CORRECTION OF INVENTORSHIP

UNDER 37 C.F.R. 1.48

U.S. Patent and Trademark Office

Customer Window, Mail Stop

Randolph Building

Alexandria, VA 22314

Dear Sir:

Pursuant to the requirements of 37 C.F.R. 1.48(a)(2), it is hereby stated that the error

in failing to list myself as inventor of the above identified application occurred without

deceptive intention on my part.

Respectfully submitted,

Date: LI‘! 5i 7-005 ‘\’L”'VI‘\]jV_"y¢_’[‘ E
Mai NGUYEN

5611 Cambridge Avenue

Buena Park, CA 96021 US
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Digital Rights Management

llllayur Kamat
Texas Afillll University

Digital Rights

El increasingly, the Internet is being used

a source of digital content like text,
audio, video, images. etc .

Advantages

D Enables Digital Commerce

D Digital Content Protection

0 Secure Content distribution &

D Ensures content authenticity

Introduction.'..z..—~*’

El Information runs the Web
D100 billion $ market for digital content

on the Web — Meta Group .

ulnformation protection : Imper 2 ' .-
viable business proposition .

D DRM - Digital enabling right hold -

Digital Rights

El Rights consist of:
- Permissions - what you are allowed to do
- Constraints - restrictions on the perm -
— Obligations -"what you have to do/pr
— Rights Holders - _who is entitled to

DDRM : Digital Management of
Content Rights _ ~
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Security Requirements

Cl Inherent security requirements
D Cater to hostile user over hostile

network ' H
:1 Why not apply existing securi

solutions? 

AdooEi'IQV“li‘9'/\V;isae
Trusted Software Component

0 Enforce interests of content owner

:1 User has unlimited time and resour s to

bypass content protection ---.4 ‘ ’ '

0 Software component, hence

able to preserve its integrity in he

environment ~ _ . 
_2
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Trusted Software Component

CI Functions of TSC:

— Perform integrity checking
— Decrypt content

— Enforce rights _
- Provides assurance to content owners

CI Requirements of TSC
- Reverse-engineering-pnoot
— System Portability 

Basic Elements of TRS

El Changing order of instructions

El Inserting Spoof Code

C! Source level code encryption

in Using complex TRS generator -'--
commercially available ‘

Superdistribution

in Simple concept — do not restrict
replication, restrict usage

c|Turn customers into distributo

much efforts

El Prevent piracy

u Needs - universal ID. secure
implementation ~

 

Tsc — How to build one? -.—.— -. , - _- - ~-..-_'._=::m_.4.~-

El Use of tamper-resistant software

in Include ‘entropy’ along with source code

El Entropy changes, TSC compr :='~~

application closes down ‘

El Works like checksum error corre 3 '

I: Creates programs that are diffi

analyze ‘

Aaoo3"1ev1ivAv..l.S3£-‘l
Conclusion

El Rights enforcement - Means for
securing content business

El DRM has solutions for infonnati -..

marketing .

:1 Traditional security measures ca"

be directly implemented for DRM‘ »‘ 
3
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Conclusion

-El Concentration of development efforts A“
on the client-side software (TSC)

:1 Use of TRS for coding the TSC .

u Superdistribution - New mant -: .-
content marketing
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R k . . . . . .
El The Commissioner is hereby authorized to charge any additional fees
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above identified docket number.

SIGNATURE OF APPLICANT ATTORNEY OR AGENT
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or Registration No. 43,224

1“di"id“‘“ “amc Nixon Peabody LLP
401 9"‘ Street, N.W., Suite 900
Washington, D.C. 20004-2128

/Carlos R. Villamar, Reg.# 43,224/ Carlos R. Villamar

CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]

I hereby certify that this correspondence is being:

[3 deposited with the United States Postal Service on the date shown below with sufficient postage as first
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PATENT

Application Serial No. 10/956,121

Attorney Docket No.: 11 1325-291300 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: )

Mai NGUYEN, et al. ) Examiner: Unassigned

Application No.: 10/956,121 5 Group Art Unit: 2131

Filed: October 4, 2004 ;

For: SYSTEM AND METHOD FOR )) Confirmation No.: 8924
MANAGING TRANSFER OF RIGHTS USING )

SHARED STATE VARIABLES )

U.S. Patent and Trademark Office

Customer Service Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

Sir:

INFORMATION DISCLOSURE STATEMENT UNDER 37 C.F.R. § 1.97 gb)

Pursuant to 37 C.F.R. §§ 1.56 and 1.97(b), Applicants bring to the attention of the

Examiner the documents listed on the attached PTO-1449. This Information Disclosure

Statement is being filed before the first Office Action on the merits for the above reference

application. The listed documents were cited in a communication from the International

Search Authority. The International Search Report was mailed on March 2, 2005. Copies of

the listed documents are attached.

It is requested that the accompanying PTO-1449 be considered and made of record in

the above-identified application. To assist the Examiner, the documents are listed on the

attached form PTO-1449. It is respectfully requested that an Examiner initialed copy of this

form be returned to the undersigned.

NVA25992l.l
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Application No.: 10/956,121

Attorney Docket No.: 1 1 1325-291300

The Commissioner is hereby authorized to charge any fees connected with this filing

which may be required now, or credit any overpayment to Deposit Account No. 19-2380.

(111325—2913o0). ’

Respectfully submitted,

NIXON PEABODY, LLP

By: /Carlos R. Villamar, Reg.# 43,224/
Carlos R. Villamar '

Registration No.: 43,224

Date: August 4, 2005

NIXON PEABODY LLP

Customer No.: 22204

401 9"‘ Street, N.w., Suite 900

Washington, DC 20004-2128

Telephone: (202) 585-8000

FAX: (202) 585-8080
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Introduction ’ « .

Executive Summary

Many different types of organizations, including media companies, large cqrporatigns. _
government agencies, and others, have been adopting content management systems
(CMSs) to help them organize digital content and create content~based products for their

customers, employees, and partners. CMSs are intended to be control centers for entire

content |ifecycles_ including content creation, management, production, and distribution,
but the increasing complexities and interdependencies of these processes‘ result in CMSs

falling short of their ideal responsibilities. ‘

One of the most important elements of complexity in content processes is content rights.

The processes of tracking rights, controlling, and managing access to content based on

rights information are increasingly necessary nowadays due to various business

imperatives. Adding persistent protection to content is the most effective way to control
and track access. Vendors of content management and related content-handling systems

should integrate their solutions with persistent content protection by including rights and

licensing information in the metadata that their systems track and by ensuring that their

products are interoperable using standards—based persistent protection technologies. The

result will be integrated content-handlingsysterns that meet their customers’ current and

future needs.

In this paper, alter brief introductions of content management and digital rights

management terms, we explore many of the business and legal imperatives that have led

to content processes that are more complex from a rights perspective. Then we discuss

some of the ways in which vendors of content-handling systems should integrate rights

infonnation handling into their products in order to offer more complete solutions to

customers’ content management and distribution problems, at lower costs and with faster,

lower-risk deployments.

We conclude by explaining how adoption of a standard Rights Expression Language

(REL), such as the RELs being defined by MPEG, the Open EBook Fomm, and OASIS,

goes a long way towards ensuring that integration of content-processing systems "through
rights information is seamless, predictable, and cost-effective for all types of content

producing organizations.

Overview of Content Management Systems and Processes

The term "content management” originated in the mid-1990s, and it has several different

meanings in today's marketplace. At its most generic, a content management system is

one that stores digital content for search, browsing, access, and retrieval by users in a

workgroup or enterprise. The most prevalent types of content management systems are:

0 Digital Asset Management (DAM): systems that manage rich media assets, often
including digital audio and video clips, for retrieval and repurposing in media

production environments. These systems are sometimes also called Media

Asset Management (MAM).

0 Web Content Management (WCM): tools that provide page templatedesign,
editorial workflow. and publishing environments specifically for Web sites and

other fomis of lntemet content delivery.

© 2003 Gantsteps Media Tedinology Strategies and Dykstra Research. , 2
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o Enterprise Content Management (ECM): systems that facilitate management of
corporate documents and other types of information for use intemally as well as
extemally with a company's business partners, customers, regulators, and the
general public.

In this paper, we will use the term Content Management System (CMS) to encompass all
of the above, although we will occasiofially distinguish among those three types. All of
those types of systems - plus those few that straddle the boundaries among them - have
common technology elements as well as common processes associated with their use.
Some of the common technology elements are:

c Database management systems for managing metadata (information
describing content) and sometimes the content itself.

o Content storage systems, including disk drives, storage area networks (SANs),
and nearline/offline storage, particularly for storage-intensive assets such as high»

resolution still images and digital video.

o Content indexing and search technologies, such as inverted text indexes, to

promote searching and browsing of content.

o Metadata creation technologies, including text categorization, entity extraction,

and image understanding.

o Workflow capabilities, which include check-in and check-out, version control,
and approval routing.

Although the following is not meant to be an exhaustive" list of processes that CMSs
support, here are the most important ones:

o Metadata creation: Some types of metadata (e.g., date and time of creation,

image resolution) can be automatically extracted from file formats. Other types

can be inferred from the content by automated tools (e.g., categorization engines

that analyze text and generate keywords). Other types of metadata, such as
infomiation about asset creators or detailed descriptions, must be entered

manually. As we will see, rights metadata is another important type of metadata

that can be created automatically if rights information is captured upstream from
the CMS.

o Asset storage: A CMS can store content in a native format, an output—neutral

format (e.g., XML), or a format specific to an output medium (e.g., HTML for web

pages). The tenn ingestion is often used to comprise metadata creation and
asset storage.

o Workflow. Many CMSs provide for the identification of roles (e.g., author, editor,

producer) and their association Wlfl"l specific privileges on an asset, which could

include reading, editing, or the ability to change the assets metadata. Users can

check content out for editing and check it back in again, and they can often use

the CMS to send (route) content to other users, whether in an ad hoc manner or

according to fixed, predefined routingschemes. '

o Search and browse: CMSs have interfaces for users to enter query terms to

search for assets whose metadata fit those terms. Many also have browsing

© 2003 Gianlsteps Media Technology Stiategies and Dykstra Research. ' 3
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interfaces, where a user can scan a collection of asset descriptions (e.g., text

abstracts, image thumbnails, short audio clips) to find assets of interest

o Distribution: the final process that most types of CMS support is making assets

available through some channe|(s)~outside of the domain of-the CMS. Thisvcould

mean publishing HTML pages to a Web site, sending files to a business partner

' over Fl‘P*or a syndication protocol, or persistently protecting assets with a DRM

packager.

Overview of Digital Rights Management

Digital rights management (DRM) is a popular term for a field that (like content

management) also came into being in the mid—1990s1, when content providers,

technology firms, and policymakers began to confront the effect of ubiquitous computer

networks on the distribution of copyrighted material in digital form. There are two basic
definitions of DRM: a narrow one and a broader one. ’

The narrower definition of DRM focuses on persistent protection of digital content This

refers to technology for protecting files via encryption and allowing access to them only

after the entity desiring access (a user or a device) has had its identity authenticated and

its rights to that specific type of access verified. Protection in such DRM systems is

persistent because it remains in force wherever the content goes; in contrast, a file that

sits on a server behind the server’s access control mechanism loses its protection once it
is moved from the server. ‘

Persistent protection solutions consist of these primary technology componentszv:

o Packagers assemble content and metadata into’ secure files that are variously
called packages, containers, envelopes, etc.3

o Controllers reside on client devices (PCs, music players, ebook readers, etc.).

They authenticate the identities of the devices andlor users that request access to

content. verify the nature of the access requested, decrypt the content, and

provide the access. Controllers may also initiate financial transactions where

necessary. '

0 Some persistent protection solutions, particulariy newer ones, also include

license servers. These create and disliibute encrypted licenses (sometimes

called tickets, permits, or vouchers) that describe rights to content, the identifies of

the users or devices to whom the rights are granted, and the conditions (e.g.,

payment) under which they are granted. DRM solutions that do not include

separate license sewers install rights descriptions directly into each content file at

packaging time.

' Some observers point to the Technologiml Strategies for Protecting Intellectual Property in the Networked
Multimedia Environment conference in January 1994 as the birth of DRM as a discipline. The first commercial
DRM solutions became available soon thereafler.

’ The tenninology here follows that of Rosenblatt et al., Digital Rights Management: Business and Technology
(John Wiley & Sons, 2001).

3 Early DRM vendors trademarked names for their secure file fonnats, such as 'Cryptolope' from lBM and
‘DigiBcr(' from lnterTmst

c 2003 Giantsteps Media Technology Strategies and Dykstra Research. ‘ 4
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A broader definition of DRM encompasses everything that can be done to define,

manage, and track rights to digital content In addition to persistent protection, this
definition includes these other elements:

0

 

Business rights (alkla contract rights): an item of content can have rights
associated with it by contract. such as an author's rights to a magagine article or at

. . ;..n...‘.._‘_, ,..

musician's rights to a song recording. Such rights aré"often very complex and’
have financial terms attached to them that depend on the contents use (e.g.,

royalties).

Access tracking: DRM solutions in the broader sense can be capable of tracking

access to and operations on content lnfonnation about access is often inherently
valuable to content providers, even if they do not charge for access to content

Rights licensing: content providers can define specific rights to content and
make them available by contract It is often not possible to track rights licensing

by technological means: for example. a book publisher may offer language

translation rights to a novel, and in general there's no technological way to ensure
that the licensee's translation is either faithful or distributed according to the same

terms as the original book. ’

© 2003 Giantsteps Med Technology Strategies and Dylstra Research. ‘ 5
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Business Imperatives for Integrating Rights Management

In this section, we show how new business ir_nperatives increase the desirability of having
agile rights management functionality in enterprise content systems. As organizations turn
to more sophisticated production processes _.and seek out revenue-generation

opportunities, they require persistent content protection integrated with content

management to ensure proper business practices and implement new business models.

Intellectual property is increasingly, if not exclusively, in digital fonn. While the nature of
their products and their users differ, media companies, corporations, and other entities

share similar business needs for ensuring that rights are tracked at ingestion; that access

is controlled during production processes; and thalprotection for the content extends

throughout product lifecycles. We concentrate on the shared business conoems rather

than focus on uniqueness of individual digital media fomrats, products, and processes.

The keystone for building digital products is the recognition, respect, and tracking of the

relationships between the various layers of rights, licenses. pennissions and agreements

that accrete to content as it moves through its Iifecycle from sources to intennediaries to

publishers to consumers. Often the layers of rights are so complex that companies either

do not bother to process them correctly or process them through lots of expensive manual
overhead.

Content management systems are widely adopted because of their capacity to handle

complex, multi-layered relationships and processes, along with their abilityto leverage

large amounts of metadata. Until recently, the complex nature of rights-related business

relationships and layered rights data stymied the inclusion of DRM technologies within

content management systems. Unless the enterprise or the content owner can efficiently

and effectively trust the distribution of its valued content, its CMS does not provide the full

range of functions. V\fith embedded and multi-faceted rights management technologies,

CMS systems will be used to their full potential.

Ascribing, memorialiiing,- and communicating rights should‘ a core competency of any full-featuretl“ I
content managenrent system. ~

Ideally, CMSs should govern the entire content processing chain; they should

demonstrate the ability to handle any combination of authenticating persons, devices,

allowed uses, individual and group roles, and varying levels of permission.

Control Access During Workflow

Controlling allowed uses of digital content is a critical function of DRM technology. By pre-

detennining and controlling the exact use(s) for content, DRM technology extends and
enhances the traditional role-based access more commonly found in content

management systems.

Example: Content-rich products, such as music, video and software games, are often

- pirated during production processes by people working from within the company that

owns the content or its production service suppliers. Elaborate password systems are

time-consuming to maintain, frequently thwarted, and do not provide the level of

trusted protection required by businesses with intellectual property that has long-tenn

© 2003 Giantsteps Media Technology Strategies and Dykstra Research. 6
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revenue potential. DRM technologies provide the assurance of secured content both
behind as well as beyond the corporate firewall. Not only can the content be

protected during the production process, its copyright, licensing, reproduction and
conditions adhere to the content throughout its use-cycle.

Example: A‘ draft manufacturing guideline is circulated among an international
"standards com'r‘fiittee and participating qualified companies. Using DRM technology”,
this becomes a closed circulation. The draft guidelines are in a tamper-proof fomiat,

with print-only user-rights, limited to a pre-deterrnined timeframe, after which the draft
is withdrawn and replaced by the final set of guidelines. The owner of the content, in

this instance the standards committee, can withdraw, alter, or grant pennissions
related to the content at any time.

Outsourcing

Outsourcing of content production processes increases requirement for control of authority
and authentication. Companies are even outsourcing the "family jevvels"—critical

customer-facing and revenue-producing applications.

Offshore processing and data-conversion service bureaus have long been a staple of
trade, technical, professional and database publishers. Software and entertainment

products are routinely outsourced to contract production and manufacturing services. A
less traditional fonn of outsourcing is the use of vendor-contractor to perform core
business functions. ‘

While many firms are familiar with outsourcing data processing, IT, or web services, there

is a growing trend to rely on outsourced personnel for the. roles companies traditionally
reserved for employees. Some companies are replacing entire departments with
contracted vendor services, while others rely on strategic placement .of contract or

outsourced personnel to prove a “need for speed” or specialized development expertise to

accelerate product and service development cycles.

The bottom line is that many of the people working on digital content products and
processes do not have long-tenn relationships with or loyalty to the company. Security
and communication become large issues and require a level of embedded knowledge

within core business processes. Decisions cannot rely on ‘handed-down’ assumptions,
knowledge of past practices, or inaccessible files.

Content management systems must accommodate increased requirements for control of authority and
authentication across business boundaries. '

Solid business decisions are based on “knowing about the rights," not “assuming.” This is

especially true when intellectual property rights are at the core of an investment decision

or structuring a business model. Rights management technology ensures that information

expressed in a standard fomiat to minimize ambiguity, provide an efficient and accurate

way to update operational routines, and assure appropriate levels of accountability.

Downstream Use

Rights-rnanaged content creates new value propositions and value netvvor1<s. Companies
need to deliver controlled access downstream so that content can be licensed, deployed

© 2003 Giantsteps Media Technology Strategies and Dykstra Research. 7

..._...Petiti0n..¢1‘ .Appl§._Inc .
 
EXhi.b..it..1...Q.Q_2.L13... 102



Petitioner Apple Inc. - Exhibit 1002, p. 103

and repurposed by business partners in accordance with the terms of agreements. For
this to occur efficiently, rights information about content must be stored as part of ingestion
processes.

Example: Music publishers license DRM-enabled content to online transactional or
subscription services. The DRM-enabled content allows both distributors and
consumers to choose from multiple fee/free business models. For examp|e,"th‘E““““
content could be included in both the free-play list for one—time use on multiple

devices, or it could be licensed on a fee-for play use by media companies, publishers,

corporate, government or institutional users. Further, with DRM-enabled content,
owners may chose to permit licensees the ability to re-distribute or enter into re-
publication agreements.

Content management systems should facilitate product development that respects the
rightsofoontent owners. ’ ‘ - ‘

Protection throughout Content Lifecycles

Piracy, whether of software, music, film, images, or text, costs billions of dollars each year.
Besides draining corporate revenues, piracy squanders valuable company time and
resources by requiring costly efforts to detect and deter theft‘. Further, widespread piracy
creates an atmosphere of distmst that can become counterproductive to developing new
business models for digital content; it results in content-based products that are less user-

friendly than they might otherwise be. ’

There are other costs associated with unauthorized uses of content as well. For example,

some investment banks employ DRM for M&A documents that must be kept secret in

order to maximize the values of those deals, preserve various types of business

relationships, and avoid unwanted publicity. The same is true of certain types of corporate

governance documents in large companies.

Fluid business models rely on an assurance that copyright, and use-rights, are protected
and extended beyond content production and distribution systems. DRM-enabled

protection continues throughout the distribution of the content, auditing its use and

accounting for its fees and licenses.

Modification of Rights Over Time

Digital content can be transformed, reused, repurposed and renegotiated. Companies

look for ways to mold their content as business needs dictate and rights, licenses, and
relationships allow. Many business cases looking at return on investment (ROI) for CMS

deployment are based on the proposition of "create once, reuse many times.” Core to this

CMS function is the system's ability to accommodate changes by updating the parameters

of rights and usage as needed to accommodate new distribution models. The nature of

the content and its layer of rights and relationships dictate frequency of updates.

‘ See, for example, hg,r_>://i/iivvvr/.mgaa.og/ant‘i_-giragy from the Motion Picture Association olArnerica. or
hgQ:I/www.Egi.cg/site-content/antipiragylpiraggoozhtrnl from the International Federation of the Phonographic
Industry.
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Post-hoc re-do of rights data costs money and has the potential to influence customer

confidence in the integrity and accuracy of the rights and metadata; Indeed it can be a
disincentive for customers who insist on high standards of guaranteed accuracy and

flexibility from content owners. Furthermore, the lack of ability to change access rights to
content can be a serious business liability.

Example: The U.S. Supreme Court decision in New York" Times v. Tasini (2001)
compelled content industry vendors to remove or modify core research records in
database archives, because creators of content in those archives were not being

properly compensated. Compliance costs for vendors included additional staffing to

re‘-code or remove records, systems development expenses, along with increased

demand on customer service and marketing departments. '

Example: Sensitive documents are often sent around corporations, and to business

partners, via email or web posted content Even with the increased popularity of PDF

format for web posting and setting “Secu_rity" levels for email documents, recipients

find ways to download files (e.g., “Save As"), thus gaining the ability to alter or
distribute the file. Under normal circumstances, it is impossible to change access

rights téa a file once it has been “detached” from a central repository (CMS or file
server) .

Change happens, especially within the world of digital content. Corporate reorganizations,

mergers, and acquisitions change content licenses and determine who within the

organization can access, changegor repurpose content. Multinationals and multi—product
corporations have multiple product lines and business models that support internal

competing organizations and product strategies. Efiiciencies are gained through central

content processing functions (ingestion, storage, workflow, search and distribution) that

ensure that rights, licenses, and permissions remain attached to the content.

Content management systems should facilitate the. strengths of digital rights management to foster
collaboration and adaptable business models. . "

Collaborative business-value diains are built on trust. Rights management technology

facilitates collaboration, creating the ‘trusted environment’ needed for collaboration by

persistently protecting critical intellectual property beyond the boundaries of business

processes and corporate organizations.‘ '

Example: A boutique international consulting company leading large govemment and

indLstry projects uses DRM technology to seal its project documents and control and track

its critical intellectual property. With the assurance its intellectual property is protected

beyond firewalls, the boutique finn enters into a collaboration agreement with another

consulting company that is, in other circumstances, the boutique's competition.

Regulatory and Business Standards

Integrity, authentication, security, privacy and accountability are ‘watchwords' for new
legislative and regulatory standards. Privacy legislation demands stringent assurance, of

5 However, some vendors of DRM solutions for corporate applications support the ability to revoke rights to a me
even alter it has been sent to other users by email or other means.
‘’ ClOs have identified "lack of trust‘ as the #1 factor inhibiting inter-company collaboration. See, for example, Paul,
Lauren Gmbons, “Suspicious Minds,‘ CIO Magazine, January 15. 2003.

© 2003 Giantsteps Media Technology Strategies and Dykstra Research. 9
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security.’ Conversely, security legislation requires assurances of accuracy and

authenticity. _Public confidence, investors, and stockholders depend on secure and
accountable sharing of financial and govemance data

Example: Audited financial statements must preclude tampering while providing more
timely, accurate and detailed accounting. Financial reporting and securities research

* - require transparency and personal accountability of corporate offioes and boards. 8

Example: HIPPA regulations mandate new levels for privacy and authentication for
document management in healthcare institutions and the medical communityg.

Example: Wananties and liability requirements demand strict assurances that the
latest, most comprehensive, and appropriate instructions, product infonnation and

waming of potential hazards are in the hands of the users.

Integrated DRM-CMS solutions can offer corporations, public sector institutions and

regulated industries enterprise-vvide assurance that content and document operations

comply with current regulatory regimes, accountability, privacy, and security legislation.
Tracking submissions to government bodies is of particular importance to businesses
operating in a regulatory environment Regulatory requirements are subject to change.
Compliance can be mandated within a short timeframe with significant consequences for

not being able to meet new, and often more stringent, regulatory or administrative

standards for business operations. -

Companies doing business on a global basis, or those expanding into new jurisdictions,

must meet new regulatory requirements. This may call for an entirely different, and more

complex, set of jurisdictional rights to be part of the content property. This is a particular
concern for companies doing business in the European Union where privacy and V

database legislation call for significantly different content rights.

Vtfith scalable and integrated CMS-DRM technology, organizations can more rapidly

respond to change. '

Content-‘management systems must ensure enterprise-wide compliance with regulatory and-legislative
requirerneriis;'inclu_dng controlling and tracking 'usei ‘ '1 ‘ '

Many of the business requirements for DRM-empowered Content Management Systems
can be expressed as gains in productivity. These include:

Ho Elimination of bottlenecks in manual and paper-file dependent systems.

0 Decreasing “hands-on” personnel costs in data entry and updating records on ‘
rights and permissions.

' Privacy concems affect consumer confidence and therefore can have a negative effect on the market for digital
content As an example, news reports about the security breach that exposed 8 million credit (2!!! account
numbers add fuel to consumer concems about privacy. Govemments oflen respond by Iegislating new layers of
regulation onprivacy, e-commerce and credit reporting. (See, for example, Jonathan Krirn, '8 million credit
accounts exposed,‘ Washington Post, Febmary 19, 2003, p. E01)
‘‘ Sarbanes-OxleyAct 2oo2, sec and stock exchange refomis.
9 Key provisions of the Healm Insurance Portability andAccountabilityAct of 1996 went into effect on April 14,
2003.
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. - g ..»-.::..«u_‘....

o Maximizing internal skills through greater specialization and flexibility in stafling
choices.

Content-driven businesses can enjoy productiVity’improvements from tightly integrating digital rights,

user-action permissions, and auditable trackingtechnology within core CMS tedinology. __ v. . -... .; .;.-_:._.....»—.

The integration of DRM controls increases the ROI for adoption and deployment of CMS
solutions for content industries by accelerating product development cycles and
eliminating lengthy delays because of missing rights and licenses. The ability to rely on
post-CMS control of users’ rights pennits a wide array of product specialization to meet
customer requirements and affords added flexibility in meeting market demands. Content
security, reduction of legal liability, and increased customer confidence are additional
benefits from integrated DRM and CMS technologies.

(9 2003 Giantsteps Media Technology Strategies and Dylcstra Research. 11
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  Technology Integration" Opfip_orbtVun_y es

Many of the business imperatives described above in this paper lead to ways in which
vendors of CMSs and other content-handling systems can improve their value through

integration with rights management functions. Jnteroperation of CMSs with rights
management requires two primary steps:

1. Store standards-based metadata that describes rights with content and other
metadata in the CMS.

2. Provide hooks in the CMS that enable it to interoperate with software components

that interpret rights metadata, provide persistent protection, manage contract
rights and rights licensing processes, and so on. '

In this section, we look at typical content processes that are handled by CMSs and focus
on how integrated rights management adds value to them. '

C

content Ingestion and Metadata Creation

The metadata creation process is the nexus for integration between rights management

systems and CMSs that satisfies business concerns such as those mentioned above. As

with all other types of metadata, it is most desirable to avoid having to rely on manual input
for creating rights metadata: In addition to adding undesirable overhead to business
processes, relying on manual input introduces opportunities for errors and inconsistencies
in metadata. ' '

The metadata creation process is the.most crucial point of integration between right management

systems and CMSs. . A -

The simplest way to automate the creation of rights metadata at ingestion time is to

program the CMS to use default rights metadata settings according to company policy -
for example, to assume, unless otherwise specified, that the company holds copyrights on
all assets. A more advanced variation on this idea is to set up the CMS to infer rights

metadata according to rules that take into account the type of content, the type of content
creation/editing tool from which the asset is being ingested into the CMS, the user doing
the ingesting, or the point in a worlcflow routing. In cases where no automation is possible,
the CMS vendor would integrate a template-based rights editor into the ingestion process,

so that a user can fill in the appropriate rights on a case-by-case basis.

Example: a magazine publisher, which stores copyright info in its CMS, creates all
text content in-house but obtains all images from freelancers or other external
sources. In this case, if the user is a text editor who is ingesting text items through a

text creation tool such as Quark CopyDesk, then the CMS should infer that copyright

on those items belongs to the publisher and set the rights metadata accordingly. For

a photo editor who is ingesting images through Adobe Photoshop, the CMS should

a prompt the editor for infonnation about the external source of a photo. ,_ ’ '

A company can achieve even more advanced ways of automating the creation of rights
metadata in a CMS if it uses systems for tracking business rights, such as contracts with

content creators and other sources of content An example of this is shown in Figure 1.

© 2003 Giantsteps Media Technology Strategies and Dykslra Research. 12
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Figure 1: Integrating retrieval of rights metadata with ingestion of a. digital image into a CMS.

In the scenario of Figure 1, the magazine publisher has a system for keeping track of
freelance photographers or stock image agencies; many magazine publishers have such
systems in the form of small databases on PCs. Systems for tracking freelancers
sometimes also track informationfrom the publishers contract with each freelancer,

covering such elements as the terms under which the publisher can redistribute the
images it licenses. Terms can include restrictions by time (e.g., duration or embargo
date), geography (e.g., U.S. only), and medium (e.g., print only, not electronic).

It is beneficial to integrate such rights databases with CMSs so that, as Figure 1 shows,

rights information associated with the content sources can go into the CMS as rights
metadata at ingestion time.

Access Control and Worldlow

The above example had to do with a scenario involving DAM and editorial and production

workfiow at a media company. ECM systems used within large corporations depend
more on the identities and roles of users, both internal to the company and at the

company's extemal business partners, to determine rights. That is because the

“consumers” of information stored in corporate ECM systems are employees or business

partners of the corporation, whose identities are known and authenticated.

In ECM systems, rights metadata can be supersets of the following types of infomiation
typically found in corporate systems:

o File access permissions, such as read, write, and delete.

o Resource access control lists of the type found in advanced operating systems

and document management systems. A

o User and group (role) identifiers, whether local to a single system or network

identities, authenticated by passwords, biometrics, or other means.

© 2003 Gianlsteps Media Technology Strategies and Dykstra Research. 13
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The means by which a user establishes identity to a PC, server, or network is another important
foundation for integrating rights information with content management

ECM _systems can‘ use rights metadata in integrating with extranet portals that __
'auto‘"rfiaTic"a'l‘lyi provide selected infonnation to business partners or the general public
according to the “real time enterprise"model. Such systems can use identity and other
rights metadata to detemiine what content to make available to which users and under
what conditions. When integrated with persistent protection, those access conditions can
hold for authenticated users even when they copy content away from the portal (e.g., onto

the hard drives of PCs). Other types of metadata, such as keywords generated by a
categorization tool, can help the portal system place each content item in the appropriate
place on the Web site. All this can be done automatically, without user intervention.

Integration of content management with user and role identity is just as important in certain
media industry applications as it is in corporate applications. For example, consider
check-in and check-out functions that are common in production workflow and DAM

systems in use at media companies. Once a user has checked content out of a workflow
or DAM system, there is no telling what could be done with it In the media industry, one
of the “dirty little secrets" is that a lot of professional piracy occurs before products are

released — that is, piracy is done (or at least facilitated) either by personnel inside a media

company or by its business partners, suctr as post-production houses or mastering labs.

To help combat this problem, content creation/editing tool vendors can provide “trusted
tools” that interoperate with persistent protection schemes. Tools can incorporate DRM

controller (see p. 4) functions that use rights metadata to. detemiine allowable operations
on content, decrypt it, and provide that level of access. For example, only a sufficiently

privileged user would be able to use a "Save As” function within a content editing tool.
The tool would read rights metadata that was stored in the CMS from whence the asset

came and packaged with the content (or contained in a separate license). As a backup to '
such trusted tools, the CMS could track and report on all content usage, so that any

suspicious activity can be identified.

Distribution

Various CMS vendors have made claims that their products funcflon equally well for

managing content internally to an organization as for distributing content to customers and
business partners, but in reality, content management and distribution remain largely

disparate steps in content Iifecycles. WCM systems, and many ECM systems, often

function as publishing platfomis for Web sites rather than as intemal content management
platforms, while DAM systems rarely touch distribution processes. As a result, companies

must often integrate separate systems for managing and publishing content

Rights metadata should be a key element in the integration of content management and distribution
systems. .

In the classic B-to-C DRM scenario (see p. 4), a DRM packaging tool takes content files .

and assorted metadata, and it creates packages that are decrypted on the client side by

controller hardware or software. DRM packaging appliwtions typically have user

interfaces for loading content and specifying rights to that content A better solution would
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be to store rights information directly in a CMS and have the DRM packager simply read it
from there through database queries. Simple rights metadata could be stored in a CMS
directly. More complex rights information, especially that which has to do with business
rights or rights licensing temis (see p.5), would more typically be stored in a separate
repository, and the CMS would merely store a unique identifier that links to the appropriate

entry in that repository. _ _ g__:___ _

A more sophisticated integration between content management and DRM-based
distribution is possible at media companies, which ofien maintain “product catalog"

systems that contain product metadata. Product metadata overlaps with content

metadata, but it is distinct, because a given item of content can appear in more than one

different product. Different products can be intended for different types of customers

(subscribers, one-time purchasers, free trial users, etc.) under different usage terms

(unlimited, 30 days only, etc.), even though they may all include the same content

Although few product catalog systems at media companies include this level of detail
today, they will need to in the future as media companies put out greater and greater

varieties of products based on their content A further (and admittedly more extreme)

need is to define and track products targeted to individual consumers, which implies a

requirement to integrate content management and distribution systems with CRM

(customer relationship management) and other types of customer databases, in order to

define content rights in temis of individual identifies instead of user types.

Example: an online music distributor has several different types of offers for its

catalog of music tracks, including a monthly subscription to the entire catalog, a 7-day

free trial of the monthly subscription, and paid downloads of individual tracks. A

product catalog system should feed a DRM packaging application infonnation about
rights to music files that customers request.

As Figure 2 shows, rights metadata in both product catalog and DAM systems can feed

directly into DRM packagers to achieve seamless integration with distribution without ’
requiring manual overhead.
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Figure 2: Integrating product and content metadata in a DRM packaging operation.

Note that rights-controlled distribution is not Iimitedto persistent protection-based DRM
systems. Many media companies feed their content to distribution partners under temis
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that are covered by contract and therefore need not be enforced through persistent

protection.

The simplest way to set up multiple content feeds is via file transfer protocol (FTP). A

given content provider can have many different FTP feeds, each of which includes a

different subset of the company's content; the ultimate example of this would be a news

wire service, which’ has many differentseririce levels for its subscribers. In this case,

infomiation about distribution partners can be linked with rights metadata fnorn product

catalog-type systems, which describe different levels of content offerings, to automate the

process of putting the appropriate content in various FTP directories for distribution

partners to pick up. The ICE protocol” provides ways of automating this process and
describing rights and licensing temis, though without providing a persistent protection
mechanism.

Example: In the magazine publishing example above, rights restrictions on images

that derive from contracts with outside content sources result in rights metadata,

stored in the CMS. which in tum governs distribution process so that each customer

or distribution partner only sees the content to which they are entitled.

As Figure 3 shows, the magazine publisher fnorn Figure 1 might have a Web publishing
system that takes content automatically from the CMS and uses it to maintain the

magazine's Web site. The Web publishing system would not use any images with rights
metadata set to exclude online distribution.

'° The Information and Content Exchange protocol from lDEAlliance; see r_r_t_tg://vmw.icestandard.og.
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Figure 3: Integrating content and rights metadata through publishing process to automatically ensure that rights are
respected.

Rights Language: The Key to Integration

In the above examples. we have seen several different types of systems that all depend
on the same types of rights metadata to achieve the types of automated process
integration mentioned: .

0 Content creation and editing tools

o Content management systems - DAM and ECM

0 Web publishing systems, including corporate portal systems"

0 Product catalog systems

o CRM and customer backing systems

0 Content distribution systems
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As we noted on p. i2, integrating all of these types of systems with respect to rights-based
processes would be much easier and less costly if every one of these systems had two
things: — " ' i‘”“ ‘ “

1. A A common understanding of content rights and related information: that is, the
same way of specifying. storing, and communicating rights information.

2. Standard ways of interoperating with software components that can interpret
rights information and act on it in consistent ways — including persistent protection
of content; authenticated access to protected content, tracking of content access;
and facilitation of financial transactions or other forms of consideration that enable

content access according to license terms.

The way to ensure that such integration can take place is to specify content rights and
related information in a standard Rights Expression Language (REL). One such REL,
XrML from ContentGuard, Inc, has been used as the basis for several standards bodies‘

REL definitions, including the Moving Picture Experts Group (MPEG), the Open eBook
Forum (OeBF), and the Organization for the Advancement of Structured Information
Standards (OASIS). XrML derives from research done in the mid-1990s at Xerox PARC
by Dr. Mark Stefik into empirical types of content rights, information necessary to
associate with content rights, and ways of expressing all such information with precision
and non-ambiguity”. I

Use of a standard Rights Expression Language provides many benefits to content
owners. it ensures that the semantics of rights infomiation remains consistent across

systems without having to rely on “lowest common denominator’ mappings among
multiple types of rights infonnation, thereby lowering both the cost of systems integration '
and the risk of legal trouble through misinterpretation of rights information.

For CMSs and various other types of content processing tools, use of an REL also makes
these components more valuable by making them easier to integrate into highly

automated end-to-end content lifecycle solutions. Amid all of today's claims of integrated
digital media solutions, very few truly end-to-end solutions are available without requiring

millions of dollars of risky custom development, much of which is spent on patching
together isolated systems. An REL provides a good part of the interoperability "glue" that
makes integration faster and cheaper, while also helping content owners protect their

technology investments by ensuring component-level compatibility as the capabilities of
CMSs and other systems grow over time. .

 

“ See. for example. Stefik's paper ‘Letting Loose the Light: Igniting Commerce in Electronic Publication,‘ in his
book. Internet Dreams: Archetypes, Myths. andMetaphors (MIT Press. 1996).
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W_e.have described the .increa.si.n9 complexity..9f content pr99e§Ses in various types of .

business environments, ranging from media companies to large corporations to

government institutions. We have shown how persistent content protection and
management of rights infomiation are increasingly crucial to ensuring that business
processes comply with contractual and regulatory demands, facilitate the implementation
of new content-based business models, and protect valued corporate digital content both

within the enterprise and with business partners.

We have also discussed various ways in which vendors of CMSs and other content-

processing systems should integrate rights infomiation, persistent protection schemes,
and other rights processing components into their products. We noted that incorporating
support for a standard Rights Expression Language goes a long way towards making
such integration less costly, time-consuming, and risky by giving all components a
common understanding of rights semantics as well as a common syntax for expressing
them.

Ever since network-based distribution of digital content became a reality. content owners

have been searching —' mostly in vain — for cost-effective content management and
distribution solutions that are truly integrated, enable them to pursue new business models

and keep up with the latest technology, and ensure that content rights are respected for
both legal and economic reasons. Standard Rights Expression Languages will help make
this search finally come to a successful end. i
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Applicant -
CONTENTGUARD HOLDINGS, INC. ..

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau. 

I This international search report consists of a total 0% sheets.
E It is also accompanied by a copy of each prior art document cited in this report.

Basis of the Report '
a. With regard to the language, the international search was carried out on the basis of the international application in the

language in which it was filed, unless otherwise indicated under this item.

B The international search was carried out on the_basis of a translation of the international application
furnished to this Authority (Rule 23. l(b)).

b. D With regard to any nucleotide and/or amino acid sequence disclosed in the international application. see Box No. I.

 

  
l.

E Certain claims were found nnsearchable (See Box No. II)

E Unity of invention is lacking (See Box No. III)
With regard to the title,

E the text is approved as submitted by the applicant.
E the text has been established by this Authority to read as follows:

2"‘!-*’

 

 
With regard to the abstract. .

E the text is approved as submitted by the applicant. a V 7
El the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant

may, within one month from the date of mailing of this international search report, submit comments to this Authority.

5. 'wtthtegtmitothedt~awtngs, A ._ I -- A I
a. the figure ofthe drawing to be published with the abstract is Figure No.,_l_

E as suggested by the applicant. I
’ E ' as selected by this Authority. because the applicant failed to suggest afigure...

as selected by this Authority. because this figure better characterizes the invention.
b. [:1 ‘noneofthefiguresistobepublishedwiththeabstract. ‘ ‘  
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IPC(7) : GO6F l/14. 13/372. 12/14
US CL : 710/200; 340/5.2.5.74; 380/4.5.20l.203; 711/100.101.154.163; 7l3f2(X); 705/57,59

Accord‘ - to lntemational Patent Classification L39 or to both national classification and [PC
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Minim~ui_n documentation searched (classification system followed by classification symbols) _ :. ' ‘ A '~ ' 'U.S. : Please See Continuation Sheet
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Electronic data base consulted during the international search (name of data base and. where practicable. search terms used)
Please See Continuation Sheet - ' -

C. DOCUMENTS CONSIDERED TO BE RELEVANT _

Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. V
US 5,715,403 (STEFIK) 3 February 1998 (03.02.1998).
column 6, line 30 -column 9. line 16;
column 17. line 65 - column 18, line 65.

/H00':T‘|8V'|l'V/\V.1338
ContentGuard White Pages. Integrating Content Management with Digital Rights
Management — Imperatives and Opportunities for Digital Content Lifecycles.
http://www.contentguard.com/whitepapers/CM-DRMwhitepaper.pdf. 15 May 2(X)3
(15.05.2003).

Kamat, M. Security Requirements for Digital Rights Management. In The of
ISECON 2002, v 19 (San Antonio): §353b. ISSN: 1542-7382.
http://isedj.org/iseconl2002l353b/ISECON.2002.Kamat.ppt

[1 Further documents are listed in the continuation of Box C. I: See patent family annex. _
Specialcauegoricsofciteddocumentsz laterdocumentpuhlishedaflertheintemationalfilingdateorpriority
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docunentdefiningthegenenlstateoftheanwhichisnotconsldaeledtobe prlmipleortheoryunietlylngtheinvention
ofpartlcularrelevunee '

‘X’ dox:imentofparti:tlarre!evant:e;theclainndinven1ioncanmtbe
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whenfltedocnnxlltlsnketillmn
documemwhichnnyIhmwdoubtsonpfioritydain(s)orwhichiscin=dto
esuNish|hepublieationdateofanothcrcitadonotothetspecialreason(as ‘Y’ doamnmofparticulartelevancenheclainnadinventioncannntbe
specified) . comidetedtoinvolveaninvuitivesrepwhenthedocumentis

. .:coxnbinedwi!1|ou:otn:ntcotw'su:hdocu1nc:ns.nx:hcombi1nti¢m
documentrefen-ingtonnonldiselosure.use.exhihitionorothermeans beingobviuntoapetsonskilledintttean

docun:ntptblislndpriotmmeintetnationalfifingdatelInhtu'thanflc
priuritydueclalnnd

Dateoftheactualcompletion ofithe internationalsearch Dateof mailing of the intemationalsearc ‘e;
07 Feb = 2005 07.02.200

Name and mailing address of the ISA/US
Mail Stqw PCT. Ann: ISAIUS
Commissioner for Patents
PO. Box 1450 , A
Alexandria, Virginia 22313-1450

Facsimile No. (703) 305-3230
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A METHOD AND SYSTEM FOR MANAGING A DATA OBJECT SO AS TO

COMPLY WITH PREDETERMINED CONDITIONS FOR USAGE

Technical Field

The present invention relates to data processing and

more particularly to a method and a system for managing

data objects so as to comply with predetermined condi-

tions for usage.

Background

Much has been written recently regarding the puzzle

of universal connectivity. A typical vision of the data

highway has long distance high speed data carriers inter-

connecting regional networks which provide telecommunica-

tions services and a wide range of interactive on—line

services to consumers. Many of the pieces are already in

place, others are in development or testing. In fact,

even though the data highway is under construction it is

currently open to limited traffic. On-line services are

springing up daily and video on demand services are

currently being tested.

The potential to benefit society is immense. The

scope of information available to consumers will become

truly global as the traditional barriers to entry for

distribution of, and access to, information are lowered

dramatically. This means that more diverse and specia-

lized information will be made available just as con-

veniently as generic sources from major vendors used to

be. The end result is that organizations and individuals

will be empowered in ways heretofore only imagined.

However, a fully functioning data highway will only

be as valuable as the actual services which it provides.

Services envisioned for the data highway that involve the

delivery of data objects films, video,(e.g. books, news,

music, software, games, etc.) will be and are currently

limited by the availability of such objects. Library and

educational services are similarly affected. Before

owners will allow their data objects to be offered they
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must be assured of royalty payments and protection from

piracy.

Encryption is a key component of any solution to

provide copy protection. But encryption alone is not

5 enough. During transmission and storage the data objects

will be protected by encryption, but as soon as anyone is

given the key to decipher the content he will have un-

limited control over it. Since the digital domain permits

data objects to be reproduced in unlimited quantities

10 with no loss of quality, each object will need to be pro-

tected from unlimited use and unauthorized reproduction
and resale.

The protection problem must not be solved by a sepa-

rate solution for each particular data format, because

15 then the progress will indeed be slow. It is important to

consider the effect of standardization on an industry.

Consider how the VHS, the CD and the DAT formats, and the

IBM PC compatibility standards have encouraged growth in

their respective industries. However, if there is to be

20 any type of standardization, the standard must provide

universal adaptability to the needs of both data provi-
ders and data users.

The data object owner may want to have permanent

secure control over how, when, where, and by whom his

25 property is used. Furthermore, he may want to define

different rules of engagement for different types of

users and different types of security depending on the

value of particular objects. The rules defined by him

shall govern the automated operations enabled by data

’30 services and networking. The owner may also want to sell

composite objects with different rules governing each

constituent object. Thus, it is necessary to be able to

implement variable and extensible control.

The user on his part wants to be able to search for

35 and purchase data objects in a convenient manner. If

desired, the user should be able to combine or edit

purchased objects (i.e. for creating a presentation).
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Furthermore, the user may want to protect his children

from inappropriate material. A complete solution must

enable these needs as well.

What is needed is a universally adaptable system and

5 method for managing the exchange and usage of data

objects while protecting the interests of data object
owners and users.

Prior Art

A method for enforcing payment of royalties when

10 copying softcopy books is described in the European

patent application EP 0 567 800. This method protects a
formatted text stream of a structured document which

includes a royalty payment element having a special tag.

When the formatted text stream is inputted in the user's

15 data processor, the text stream is searched to identify

the royalty payment element and a flag is stored in the

memory of the data processor. When the user for instance

requests to print the document, the data processor

requests authorization for this operation from a second

20 data processor. The second data processor charges the

user the amount indicated in the royalty payment element

and then transmits the authorization to the first data

processor.

One serious limitation of this method is that it can

25 only be applied to structured documents. The description

of the above-mentioned European patent application de-

fines a structured document as: a document prepared in

accordance with an SGML-compliant type definition. In

other words it can not be applied to documents which are

30 not SGML compliant and it cannot be applied to any other
types of data objects.

Furthermore, this method does not provide for vari-

able and extensible control. Anyone can purchase a soft-

copy book on a CD, a floppy disc or the like, and the

35 same royalty amount is indicated in the royalty payment

element of all softcopy books of the same title.
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Thus, the method described in EP 0 567 800 does not

satisfy the above-mentioned requirements for universally

adaptable protection of data objects.

Summary of the Invention

Accordingly, it is a first object of the invention

to provide a method and a data processing system for

managing a data object in a manner that is independent of

the format and the structure thereof, so as to comply

with predetermined conditions for usage control and

royalty payment._

It is a further object of the invention to provide

such a method and system which is universally adaptable

to the needs of both the owner and the user of the data

object.

A further object of the invention is to provide such

a method and system which enables a data object provider

to distribute his data object while maintaining control

of the usage thereof.

Yet another object of the invention is to provide a

method and system which allows a data object provider to

select the level of security for his data object in a

flexible way.

Yet another object of the invention is to provide

such a method and system which makes it possible to

establish an audit trail for the data object.

Yet another object is to provide such a method and

system which makes it possible to sell and buy data

objects in a secure way.

The above-mentioned objects are achieved by a method

and a system having the features of claims 1, 16, 21, 24

and 27.

Particular embodiments of the inventions are recited

in the subclaims.

More particularly,

owner of a data object or his agent

data object in a memory device, e.g. a bulk storage

a data object provider, thee.g.

(broker), stores the

device, where it is accessible by means of the data
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provider's data processor. The data object can consist of

digital data, analog data or a combination or hybrid of

analog and digital data.

A general set of control data, which is based on the

5 predetermined conditions for usage of the data object, is

created and stored in the same memory device as the data

object or another memory device where it is accessible by
the data provider's data processor. The predetermined

conditions for usage may be defined by the data object

10 owner, by the broker or by anyone else. They may differ

between different data objects.

The general set of control data comprises at least

one or more usage control elements, which define usages

of the data object which comply with the predetermined

15 conditions. These usages may encompass for instance the

kind of user, a time limit for usage, a geographical area

for usage, allowed operations, such as making a hard copy

of the data object or viewing it, and/or claim to royalty
payment. The general set of control data may comprise

20 other kinds of control elements besides the usage control

element. In a preferred embodiment, the general set of

control data comprises a security control element which

defines a security procedure which has to be carried out

before usage of the data object. It also comprises an

25 identifier, which uniquely identifies the general set of
control data.

The general set of control data is concatenated with

a copy of the data object. Thus, the control data does

not reside in the data object, but outside it, which

30 makes the control data independent of the format of and

the kind of data object and which allows for usage

control independently of the data object format.

At least the usage control element(s) and the data

object are encrypted, so that the user is unable to use

35 the data object without a user program which performs the

usage control and which decrypts the data object. Alter-
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natively, the whole set of control data and the copy of
the data object may be encrypted.

A user may request authorization for usage of a data

object residing at a data provider's processor via a data

network or in any other appropriate way. The authoriza-

tion may or may not require payment. When a request for
authorization for usage is received, a user set of con-

trol data is created by the data provider’s processor.

The user set of control data comprises the general set of

control data or a subset thereof including at least one

of said usage control elements which is relevant for the

actual user. It typically also includes a new identifier

which uniquely identifies this set of control data. If

relevant, the user set of control data also comprises an

indication of the number of usages authorized. If more

than one kind of usage is authorized, the number of each

kind of usage may be specified. Finally, the user set of

control data is concatenated with a copy of the data

object, and at least the usage control elements and the

copy of the data object are encrypted to create a secure

data package ready for transfer to the user.

Before the data package is transferred to the user,

it should be confirmed that the request for authorization

for usage has been granted. The check is preferably
carried out before the user set of control data is crea-

ted. However, it can also be carried out in parallel with

or after the creation of the user control data. In the

latter case, the number of usages requested by the user

is tentatively authorized and included in the user set,
but if the request is refused the user set is cancelled‘

or changed.

The data package may be transferred to the user by
electronic means or stored on bulk storage media and

transferred to the user by mail or by any suitable
transportation means.

Once the data object has been packaged in the above-

described manner, it can only be accessed by a user
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program which has built—in usage control and means for

derypting the data package. The user program will only
permit usages defined as acceptable in the control data.

Moreover, if the control data comprises a security con-'

5 trol element, the security procedure prescribed therein

has to be complied with. In one embodiment, the usage

control may be performed as follows. If the user decides

to use a data object, the user program checks the control

data to see if this action is authorized. More particu-

10 larly, it checks that the number of authorized usages of

this kind is one or more. If so, the action is enabled

and the number of authorized usages decremented by one.

Otherwise, the action is interrupted by the user program

and the user may or may not be given the opportunity to

15 purchase the right to complete the action.

After the usage, the user program repackages the

data object in the same manner as it was packaged before.

when a data object is redistributed by a user or a

broker, new control elements are added in the control

20 data to reflect the relation between the old user/broker

and the new user/broker. In this way, an audit trail for

the data object may be created.

According to another aspect of the invention at

least two data packages are stored on a user's data

25 processor, which examines the usage control elements of

the data packages in order to find a match. If a match is

found, the user's data processor carries out an action

which is specified in the user set of control data. This

method can be used for selling and buying data objects.

30 Brief Description of Drawings

Fig. 1 is a flow diagram showing the general data

flow according to the invention.

Fig. 2 is a system block diagram of a data object

provider's data processor.

35 Fig. 3 is a block diagram showing the different

modules of a data packaging program according to the
invention.
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Fig. 4

process.

Fig. 5 is an example of a header file.

is a data flow diagram of a data packaging

Fig. 6 is an example of a usage data file.

Fig. 7 is a data flow diagram of loading an object

to the data object provider's data processor.

Figs 8a and 8b are examples of control data for a

data object on the data object provider's data processor

and for an object ready to be transferred to a user,

respectively.

Fig. 9 is a data flow diagram of data packaging on
the data object provider's data processor.

Fig. 10 is a flow diagram of a data packaging proce-
dure.

Fig. 11 is a memory image of a data object and its
control data.

Fig. 12a is a memory image of the concatenated con-

trol data and data object.

Fig. 12b is a memory image of the concatenated and

encrypted control data and data object.

Fig. 13 is a system block diagram of a user's data

processor.

Fig. 14 is a block diagram showing the different

modules of a user program according to the invention.

Fig. 15 is a flow diagram of using a data object on

the user's data processor.

Fig. 16 is a flow diagram of how the user program

operates in a specific application example.

Fig. 17 is an example of various data package struc-

tures for composite objects.

Description of the Best Mode for Carrying Out the
Invention

General Overview

Fig. 1 is a flow diagram showing the general data

flow according to the invention. The flow diagram is

divided into a data object provider part 1 and a user

part 2.
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In the data object provider part 1, a data object 24

is created by an author. The data object can consist of

digital data, analog data or a combination or hybrid of

analog and digital data. The primary difference between

5 analog data objects and digital data objects is the means

for storage, transfer and usage.

The author also determines the conditions 42 for the

usage of the data object 24 by a user. The data object 24

and the usage conditions 42 are input to a data packaging

10 program 19, which creates a secure data package 40 of the

data object and of control data which are based on the

input usage conditions 42. Once packaged in this way, the

data object can only be accessed by a user program 35.

The data object may be packaged together with a

15 general set of control data, which is the same for all

users of the data object. This may be the case when the

data object is sent to a retailer or a bulletin board,

wherefrom a user may obtain it. The data object may also

be packaged as a consequence of a request from a user for

20 usage of the data object. In that case, the package may

include control data which is specifically adapted to

that user. This control data is called a user set of

control data. It may for example comprise the number of

usages purchased by the user. Typically, the user set of

25 control data will be created on the basis of the general

set of control data and include at least a subset there-

of. A user set of control data need not always be adapted

for a specific user. All sets of control data which are

created on the basis of a general set of control data

30 will be called a user set of control data. Thus, a set of

control data can be a general set in one phase and a user

set in another phase.

The above-mentioned data packaging can be carried

out by the author himself by means of the data packaging

35 program 19. As an alternative, the author may send his

data object to a broker, who inputs the data object and

the usage conditions determined by the author to the data
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10

packaging program 19 in order to create a secure package

3. The author may also sell his data object to the

broker. In that case, the broker probably wants to apply

his own usage conditions to the data packaging program.

5 The author may also provide the data object in a secure

package to the broker, who repackages the data object

and adds further control data which is relevant to his

business activities. Various combinations of the above

alternatives are also conceivable.

10 In the user part 2 of the flow diagram, the secure

package 40 is received by a user, who must use the user

program 35 in order to unpackage the secure package 40

and obtain the data object in a final form 80 for usage.

After usage, the data object is repackaged into the

15 secure package 40. '

The different parts of the system and the different

steps of the method according to the invention will now

be described in more detail.

The data provider's data processor:

20 Fig. 2 is a system block diagram of a data object

provider's data processor. As mentioned above, the data

object provider may be an author of a data object, an

owner of a data object, a broker of a data object or

anyone else who wants to distribute a data object, while

25 retaining the control of its usage. The data processor is

a general or special purpose processor, preferably with

network capabilities. It comprises a CPU 10, a memory 11

and a network adapter 12, which are interconnected by a

bus 13. As shown in Fig. 2, other conventional means,

30 such as a display 14, a keyboard 15, a printer 16, a bulk

storage device 17, and a ROM 18, may also be connected to

the bus 13. The memory 11 stores network and telecommuni-

cations programs 21 and an operating system (OS) 23. All

the above-mentioned elements are well-known to the

35 skilled person and commercially available. For the pur-

pose of the present invention, the memory 11 also stores

a data packaging program 19 and, preferably, a database
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20 intended for control data. Depending upon the current

operation, one or more data objects 24 can be stored in

the memory 11 as shown or in the bulk storage 17. The

data provider's data processor is considered secure.

5 The Data Packaging Program:

The data packaging program 19 is used for creating

control data for controlling the usage of a data object

and for packaging the data object and the control data

into a secure package.

10 As shown in Fig. 3, it comprises a program control

module 301, a user interface module 302, a packaging

module 303, a control data creation module 304, an en-

cryption module 305, one or more format modules 306, and

one or more security modules 307.

15 The control module 301 controls the execution of the

other modules. The user interface module 302 handles

interaction with the data object provider. The packaging

module 303 packages the control data and the data object.

It uses the control data creation module 304, the format

20 modules 306, the security modules 307 and the encryption

module 305 as will be described more in detail below.

The format modules 306 comprise program code, which

is required to handle the data objects in their native

format. They can fulfill functions such as data compres-

25 sion and data conversion. They can be implemented by any

appropriate, commercially available program, such as by

means of a routine from the PKWARE Inc. Data Compression

Library for Windows and the Image Alchemy package from

Handmade Software Incorporated, respectively. They can

30 also be implemented by custom designed programs.

The security modules 307 comprise program code re-

quired to implement security, such as more sophisticated

encryption than what is provided by the encryption module

305, authorization algorithms, access control and usage

35 control, above and beyond the basic security inherent in

the data package.
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The data packaging program 19 can contain many

different types of both format and security modules. The

program control module 301 applies the format and secu-

rity modules which are requested by the data provider.

The encryption module 305 may be any appropriate,

commercially available module, such as ”FileCrypt” Visual

Basic subprogram found in Crescent Software's QuickPak

Professional for Windows - FILECRPT.BAS,

designed encryption program.

The control data creation module 304 creates the

or a custom

control data for controlling the usage of the data

object. An example of a control data structure will be

described more in detail below.

The Control Data:

The control data can be stored in a header file and

 

a usage data file. In a preferred embodiment, the header

file comprises fields to store an object identifier,

which uniquely identifies the control data and/or its

a title,

security code. The format code may represent the format

associated data object, a format code, and a

or position of fields in the usage data file. Alterna-

tively, the format code may designate one or more format

modules to be used by the data packaging program or the

user program. The security code may represent the en-

cryption method used by the encryption module 305 or any

security module to be used by the data packaging program

and the user program. The header file fields will be

referred to as header elements.

The usage data file comprises at least one field for

storing data which controls usage of the data object. One

or more usage data fields which represent one condition

for the usage of the data object will be referred to as a

In a preferred embodiment, each usage ele-usage element.

ment is defined by an identifier field, e.g. a serial

number, a size field, which specifies the size of the

usage element in bytes or in any other appropriate way,

and a data field.
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The header elements and the usage elements are con-

trol elements which control all operations relating to

the usage of the object. The number of control elements

is unlimited. The data provider may define any number of

5 control elements to represent his predetermined condi-

tions of usage of the data object. The only restriction

is that the data packaging program 19 and the user pro-

gram 35 must have compatible program code to handle all

the control elements. This program code resides in the

10 packaging module and the usage manager module, to be

described below.

Control elements can contain data, script or program

code which is executed by the user program 35 to control

usage of the related data object. Script and program code

15 can contain conditional statements and the like which are

processed with the relevant object and system parameters

on the user's data processor. It would also be possible

to use a control element to specify a specific proprie-

tary user program which can only be obtained from a par-

20 ticular broker.

It is evident that the control data structure de-

scribed above is but one example. The control data struc-

ture may be defined in many different ways with different

control elements. For example, the partitioning of the

25 control data in header data and usage data is not manda-

tory. Furthermore, the control elements mentioned above

are but examples. The control data format may be unique,

e.g. different for different data providers, or defined

according to a standard.

30 The operation of the data packaging program

The operation of a first embodiment of the data

packaging program will now be described with reference

to the block diagram of Fig. 3 and the flow diagram of

Fig. 4.

35 First a data provider creates a data object and

saves it to a file, step 401. When the data packaging

program is started, step 402, the user interface module

Petitioner Apple Inc. - Exhibit 1002, p. 142



Petitioner Apple Inc. - Exhibit 1002, p. 143

WO 96/24092

10

15

20

25

30

35

PCl'ISE96l001 1 5

14

302 prompts the data object provider to input, step 403,

the header information consisting of e.g. an object iden-

tifier, a title of the data object, a format code speci-

fying any format module to be used for converting the

format of the data object, and a security code specifying

any security module to be used for adding further secu-

rity to the data object.

module 302 prompts the data object provider to input

Furthermore, the user interface

usage information, e.g. his conditions for the usage of

the data object. The usage information may comprise the

kind of user who is authorized to use the data object,

the price for different usages of the object etc. The

header information and the usage information, which may

be entered in the form of predetermined codes, is then

passed to the control module 301, which calls the packa-

ging module 303 and passes the information to it.

The packaging module 303 calls the control data

creation module 304, which first creates a header file,

then creates header data on the basis of the header

information entered by the data object provider and

finally stores the header data, step 404-405. Then a

usage data file is created, usage data created on the

basis of the usage information entered by the data pro-

vider, and finally the usage data is stored in the usage

data file, step 406-407.

The packaging module 303 then applies any format and

security modules 306, 307 specified in the header file,

steps 408-413, to the data object.

Next, the packaging module 303 concatenates the

usage data file and the data object and stores the result

as a temporary file, step 414. The packaging module 303

calls the encryption module 305, which encrypts the tem-

porary file, step 415. The level of security will depend

somewhat on the quality of the encryption and key methods
used.

Finally, the packaging module 303 concatenates the

header file and the encrypted temporary file and saves
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the result as a single file, step 416. This final file is

the data package which may now be distributed by file

transfer over a network, or on storage media such as CD-

ROM or diskette, or by some other means.

5 Example 1

An example of how the data packaging program 19 can

be used will now be described with reference to Figs 5

and 6. In this example the data object provider is a com-

puter graphics artist, who wants to distribute an image

10 that can be used as clip art, but only in a document or

file which is packaged according to the method of the

’invention and which has usage conditions which do not

permit further cutting or pasting. The artist wants to

provide a free preview of the image, but also wants to be

15 paid on a per use basis unless the user is willing to pay

a rather substantial fee for unlimited use. The artist

will handle payment and usage authorization on a dial—up

line to his data processor.

The artist uses some image creation application,

20 such as Adobe's Photoshop to create his image. The artist

then saves the image to file in an appropriate format for

distribution, such as the Graphical Interchange Format

(GIF). The artist then starts his data packaging program

and enters an object identifier, a title, a format code

25 and a security code, which in this example are

”123456789”, ”image”,”a”, and "b", respectively. In thisII

example, the format code ”a indicates that no format

code need be applied, and this code is selected since

the GIF format is appropriate and already compressed.

30 Furthermore, the security code "b" indicates that no

security module need be applied and this code is selected

since the security achieved by the encryption performed

by means of the encryption module 305 is considered

appropriate by the artist.

35 Then the artist enters his dial-up phone number, his

price for a single use of the image and for unlimited use

of the data object, a code for usage types approved, and
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for number of usages approved. For this purpose, the user

interface module 302 may display a data entry form.

The data packaging program 19 creates control data

on the basis of the information entered by the artist and

stores the data in the header file and in the usage data

respectively. This data

consitutes a general set of control data which is not

file as shown in Figs 5 and 6,

specifically adapted to a single user, but which indi-

cates the conditions of usage determined by the artist
for all future users.

Then the package program 19 concatenates the data

object and the control data in accordance with steps

414-416 of Fig. 4 to achieve the secure package. No for-

mat module or security module is applied to the data

object, since they are not needed according to the data
in the header file.

when the secure package has been obtained, the

artist sends it to a bulletin board, from where it can be

retrieved by a user.

Example 2

Below, another embodiment of the data packaging pro-

gram 19 will be described with reference to Figs 7—12b.

In this example, the data object consists of a video

film, which is created by a film company and sent to a

broker together with the predetermined conditions 42 for

usage of the video. The broker loads the video 24 to the

bulk storage 17 of his data processor. Then, he uses his

data packaging program 19 to create a general set of

control data 50 based on the predetermined conditions 42

for usage indicated by the film company. Furthermore, the

address to the video in the bulk storage 17 is stored in

an address table in the control database 20 or somewhere

else in the memory 11. It could also be stored in the

general set of control data 50. Finally, the general set

of control data 50 is stored in the control database 20.

It could also be stored somewhere else in the memory 11.
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After these operations, which correspond to steps 401-407

of Fig. 4, the data packaging program is exited.

Fig. Ba shows the general set of control data for

the video according to this example. Here the control

5 data includes an identifier, a format code, a security

code, the number of usage elements, the size of the data

object, the size of the usage elements and two usage ele-

ments, each comprising an identifier field, a size field

and a data field. The identifier may be a unique number

10 in a series registered for the particular broker. In this

example, the identifier_is ”l23456789”, the format code

"0010", which, in this example, indicates the format of a

AVI video and the security code is ”0010". Furthermore,

the first usage element defines the acceptable users for

15 the video and the second usage element data defines the

number of viewings of the video purchased by a user. The

first usage element data is l which, for the purposes of

this example will signify that only education oriented

users are acceptable to the film company. The data field

20 of the second usage element data is empty, since at this

stage no viewings of the video has been purchased.

Managing Object Transfer:

The broker wants to transfer data objects to users

and enable controlled usage in return for payment of

25 usage fees or royalties. Managing the broker—user busi-

ness relationship and negotiating the transaction between

the broker and the user can both be automated, and the

control data structure can provide unlimited support to

these operations. The payment can be handled by trans-

30 fmitting credit card information, or the user can have a

debit or credit account with the broker which is password

activated. Preferably, payment should be confirmed before

the data object is transferred to the user.

Data packaging:

35 When a user wants to use a data object, he contacts

the broker and requests authorization for usage of the

data object. When the request for authorization is recei-
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ved in the broker's data processor, a data program compa-

res the usage for which authorization is requested with

the usage control elements of the control data of the

data object to see if it complies with the predetermined

conditions for usage indicated therein. The comparison

may include comparing the user type, the usage type, the

number of usages, the price etc. If the requested usage

complies with the predetermined conditions the authoriza-

tion is granted, otherwise it is rejected.

Fig. 9 is a data flow diagram of the data packaging

on the broker's data processor, which occurs in response

to a granted request from a user for authorization for

usage of the video, e.g. a granted request for the pur-

chase of two viewings.

In response to a granted request, the broker again

applies the data packaging program 19. The general set of

control data 50 and the data object 24 are input to the

program from the control database 20 and the bulk storage

17, respectively. The program creates a user set of con-

trol data 60 on the basis of the general set of control

data 50 and concatenates the user set 60 and the data

object 24 to create a secure data package 40, which may

then be transferred to the user by any suitable means. A

copy of the user set of control data is preferably stored

in the broker's control database. This gives the broker a

record with which to compare subsequent use, e.g. when a

dial—up is required for usage.

Fig. 10 is a flow diagram of an exemplary procedure

used for creating a user set of control data and for

packaging the user set of control data and the video into

Here, the procedure will be describeda secure package.

with reference to the general set of control data shown

in Fig. Ba.

The user set of control data 60,

trol data which is adapted to the specific user of this

example, is created in steps 1001-1003 of Fig. 11. First,

i.e. a set of con-

the general set of control data 50 stored in the control
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database is copied to create new control data, step 1001.

Second, a new identifier, here "123456790”, which unique-

ly identifies the user set of control data, is stored in

the identifier field of the new control data 60, step

5 1002. Third, the data field of the second usage element

is updated with the usage purchased, i.e. in this example

with two, since two viewings of the video were purchased,

step 1003.

The thus-created user set of control data, which

10 corresponds to the general set of control data of Fig. 8a

is shown in Fig. 8b.

The user set of control data is stored in the con-

trol database 20, step 1004. Then, the video, which is

stored in the bulk storage 17, is copied, step 1005. The

15 copy of the video is concatenated with the user set of

control data, step 1006. The security code 0010 specifies

that the entire data package 40 is to be encrypted and

that the user program 35 must contain a key which can be

applied. Accordingly, the whole data package is encryp-

20 ted, step 1007. Finally, the encrypted data package is

stored on a storage media or passed to a network program,

step 1008, for further transfer to the user.

Fig. 11 is a memory image of the video 24 and the

user control data 60. The user control data and a copy of

25 the video 24 are concatenated as shown in Fig. 12a. The

encrypted data package 40 is shown in Fig. 12b.

The procedure of Fig. 10 can be implemented by the

data packaging program of Fig. 3. As an alternative to

the procedure of Fig. 10, the user set of control data

30 can be created as in steps 1001-1003 and saved in a

header file and in a usage data file, whereafter steps

408-416 of the data packaging program of Fig. 4 can be

performed to create the secure package.

The above-described process for creating a user-

35 adapted set of control data may also be used by a user

who wants to redistribute a data object or by a broker

who wants to distribute the data object to other brokers.

Petitioner Apple Inc. - Exhibit 1002, p. 148



Petitioner Apple Inc. - Exhibit 1002, p. 149

VVO96D4MH

10

15

20

25

30

35

PCl‘ISE96I00l 15

20

Obviously, redistribution of the data object requires

that redistribution is a usage approved of in the control

data of the data object. If so,

creates a user set of control data by adding new control

the user or the broker

elements and possibly changing the data fields of old

control element to reflect the relation between the

author and the current user/broker and between the cur-

rent user/broker and the future user/broker. In this way,

an audit trail is created.

The user's data processor:

The user's data processor, which is shown in Fig.

13, is a general or special purpose processor, preferably

with network capabilities. It comprises a CPU 25, a

memory 26, and a network adapter 27, which are intercon-

nected by a bus 28. As shown in Fig. 13, other conven-

such as a display 29, a keyboard 30, a

a ROM 33, and a bulk

storage device 34, may also be connected to the bus 28.

tional means,

printer 31, a sound system 32,

The memory 26 stores network and telecommunications pro-

grams 37 and an operating system (OS) 39. All the above-

mentioned elements are well-known to the skilled person

and commercially available. For the purpose of the pre-

sent invention, the memory 26 also stores a user program

35 and, preferably, a database 36 intended for the con-

trol data. Depending upon the current operation, a data

package 40 can be stored in the memory 26, as shown, or

in the bulk storage 34.

The user program:

The user program 35 controls the usage of a data

object in accordance with the control data, which is in-

cluded in the data package together with the data object.

As shown in Fig. 14, the user program 35 comprises a

program control module 1401 a user interface module 1402,

a usage manager module 1403, a control data parser module

1404, a decryption module 1405, one or more format modu-

les 1406, one or more security modules 1407, and a file

transfer program 1409.
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The control module 1401 controls the execution of

the other modules. The user interface module 1402 handles

interactions with the user. The usage manager module 1403

unpackages the secure package 40. It uses the control

5 data parser module 1404, the decryption module 1405, the

format modules 1406, and the security modules 1407.

The format modules 1406 comprise program code, which

is necessary to handle the data objects in their native

format, such as decompression and data format procedures.

10 The security modules 1407 comprises program code required

to implement security above the lowest level, such as

access control, usage control and more sophisticated de-

cryption than what is provided by the basic decryption

module 1405. A _

15 The user program 35 can contain many different types

of both format and security modules. However, they should

be complementary with the format and security modules

used in the corresponding data packaging program. The

usage manager module 1401 applies the format and security

20 modules which are necessary to use a data object and

which are specified in its control data. If the proper

format and security modules are not available for a par-

ticular data object, the usage manager module 1401 will

not permit any usage.

25 The decryption module 1405 can be the above—mentio-

ned Filecrypt Visual Basic subprogram or some other com-

mercially available decryption program. It can also be a

custom designed decryption module. The only restriction

is that the decryption module used in the user program is

30 complementary with the encryption module of the data i

packaging program.

The control data parser module 1403 performs the

reverse process of the control data creation module 304

in Fig. 3.

35 The user program 35 can have code which controls use

of the program by password or by any other suitable

method. A password may be added in a password control
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element during packaging of the data object. The password

is tranferred to the user by registered mail or in any

other appropriate way. In response to the presence of the

password control element in the control data structure,

the user program prompts the user to input the password.

The input password is compared with the password in the

control data, and if they match, the user program conti-

nues, otherwise it is disabled.

The user program 35 can also have procedures which

alter the behavior of the program (e.g. provide filters

for children) according to the control data of the user

object 41.

gram 35 never stores the object in native format in user

It is important to mention that the user pro-

accessible storage and that during display of the data

object the print screen key is trapped.

The file transfer program 1409 can transfer and

receive files via network to and from other data pro-

cessor.

Since the data object is repackaged into the secure

package after the usage, the user program should also

include program code for repackaging the data object. The

program code could be the same as that used in the cor-

responding data packaging program 19. It could also be a

separate program which is called from the user program.

Operation of the user program:

The operation of an embodiment of the user program

35 will now be described with reference to the block

diagram of Fig. 14 and the flow diagram of Fig. 15.

First the user receives a data package 40 via file

transfer over a network, or on a storage media such as

CD-ROM or diskette, or by any other appropriate means,

step 1501. He then stores the data package as a file on

his data processor, step 1502.

When the user wants to use the data object, he

starts the user program 35, step 1503.

usage of the data object, step 1504. The request is

received by the user interface module 1402, which noti-

Then he requests
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fies the control module 1401 of the usage request. The

control module 1401 calls the usage manager module 1403

and passes the usage request.

The usage manager module 1403 reads the format code

5 from the data package to determine the control data for-

mat. Then it calls the decryption module 1405 to decrypt

and extract the control data from the data package. The

usage manager module 1403 applies the decryption module

1405 incrementally to decrypt only the control data.

10 Finally, it stores the control data in memory, step 1505.
The usage manager module.1403 then calls the control

data parser module 1404 to extract the data fields from

the usage elements. A

The usage manager module 1403 then compares the user

15 request for usage with the corresponding control data,

steps 1506-1507. If the requested usage is not permitted

in the control data, the requested usage is disabled,

step 1508. However, if the requested usage is approved of

in the control data, the usage manager module 1403 app-

20 lies any format and security modules 1406, 1407 specified

in the header data or usage data, steps 1509-1514, to the

data package.

Then the usage manager module 1403 calls the decryp-

tion module 1405, which decrypts the object data, step

25 1515, whereafter the requested usage is enabled, step

1516. In connection with the enabling of the usage, the

control data may need to be updated, step 1517. The con-

trol data may for instance comprise a data field indica-

ting a limited number of usages. If so, this data field

30 is decremented by one in response to the enabling of the

usage. When the user has finished usage of the data

object, the user program 35 restores the data package in

the secure form by repackaging it, step 1518. More

particularly, the data object and the usage elements are

35 reconcatenated and reencrypted. Then the header elements

are added and the thus—created package is stored in the

user's data processor.
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Example 1 contd.

A specific example of how the user program operates

will now be described with reference to Figs 6 and 15.

The example is a continuation of Example 1 above, where

an artist created an image and sent it to a bulletin
board.

Assume that a user has found the image at an elec-

tronic bulletin board (BBS) and is intrested in using it.

He then loads the data package 40 containing the image to

his data processor and stores.it as a file in the bulk

storage. The user then executes the user program 35 and

requests to preview the image. The user program then per-

forms steps 1505-1507 of the flow diagram in Fig. 15. The

request for a preview of the image is compared with the

data field of the usage element "code for usage type

approved”. In this example, the code "9" designates that

previews are permitted. Thus, the requested preview is

OK. Then, the user program 35 performs step 1509-1515 of

Fig. 15. since the format code ”a” and the security code

"b" of the header data indicate that neither conversion,

nor decompression, nor security treatment is required,

the user program only decrypts the object data. The usage
manager module 1403 then displays the preview on the

user's data processor and passes control back to the user
interface 1402.

When the user is finished previewing the image, the

user interface module 1402 displays the costs for usage

of the image in accordance with the price usage data of

the control data ("price for single use” and "price for

unlimited use” in Fig. 6) and prompts the user to enter a

purchase request. The user decides to buy unlimited use

of the image, and the user interface module 1402 inputs

purchase information, such as an identification, billing,

and address for that request and passes the request to

the control module 1401. The control module calls the

file transfer program 1409, which dials the artist's
dial-up number as indicated in the usage data ("control
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element for artist's phone number" in Fig. 6) and trans-

fers the request and purchase information to a broker

program on the artist's data processor. Upon approval of

the purchase, the broker program returns a file contain-

5 ing an update for "usage type approved” control elements.

The update is "10" for the usage type approved, which in

this example indicates that unlimited use by that user is

permitted. The file transfer program 1409 passes this

update to the usage manager module 1403 which updates the

10 control data with the "usage type approved” code. The

user interface module 1402 then displays a confirmation

message to the user.

Subsequently, the user interface module inputs a

request to copy the image to a file packaged according to

15 this invention, on the user's machine. The usage manager

module then compares the user request control data. The

usage manager module examines the data filed for "usage

type approved”, which now is "10". The usage manager

module copies the image to the file.

20 When the user is finished with the image, the usage

manager module 1403 repackages the image as before except

with updated control data. This repackaging process is

exactly like that shown in Fig. 4, except that the header

and usage data already exist, so the process starts after

25 step 406 where control data is created.

Improved security

If the data object provider wants to improve the

security of a data package containing a data object, a

security module 307 containing a sophisticated encryption

30 algorithm, such as RSA, could be used. In that case the

packaging module 303 calls the security module 307 in

step 412 of the flow diagram of Fig. 4. The security

module encrypts the image and passes a security algorithm

code to the control data creation module 302, which adds

35 a control element for the security module code, which

will be detected by the user program 35. Then the data

packaging continues with step 414. when the data package
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is sent to the user, the public key is mailed to the user

by registered mail. When the user program is executed in

response to a request for usage of this data object, the

usage manager module will detect the security module code

5 in the control data and call the security module. This

module passes control to the user interface module 1402,

which requests the user to input the public key. If the

key is correct, the user security module applies comple-

mentary decryption using that key and passes a usage

10 approved message to the usage manager module, which en-

ables the usage.

As another example of improved security, a security

module may implement an authorization process, according

to which each usage of the data object requires a dial-up

15 to the data processor of the data object provider. When

the corresponding security module code is detected by the

user program 35, the relevant security module is called.

This module passes a request for authorization to the

control module 1401, which calls the file transfer pro-

20 gram 1409, which dial the data object provider's dial-up

number, which is indicated in a usage element and trans-

fers the request for authorization of usage. Upon a

granted authorization, the data provider's data processor

returns a usage approved message to the user security

25 module, which forwards the approval t1 the usage control

module, which enables one usage. If the user requests

further usages of the data object, the authorization pro-

cess is repeated. This procedures results in a permanent

data object security.

30 Example 2 contd.

A further specific example of how the user program

35 operates will now be described with reference to Fig.

16. The example is a continuation of Example 2 above,

where a user purchased two viewings of a video film from

35 a broker.

The user wants to play the video which was purchased

and transferred from the broker. The user applies the
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user program 35, step 1601, and requests to play the

video, step 1602. The user program 35 first examines the

step 1603.

the user program 35 contains only those format and secu-

user set of control data 60, In this example,

rity modules for objects with format code of 0010 and

with a security code of 0010. Consequently, only those

types of data objects may be used. If the program encoun-

ters other codes it will not enable the usage action,

step 1604-1605.

Next, the user program 35 compares the first control

element data which is 1, for educational users only, to

user information entered by the user on request of the

user program. Since the user type entered by the user is

the same as that inicated in the first usage element the

process continues, steps 1606-1607. Then the user program

checks the second control element data which specifies

that the number of plays purchased is 2. Consequently,

the usage is enabled, step 1609. The user program applies

the decryption module with the universal key and the AVI

format video is displayed on the display unit 29. Then,

the second control element data is decremented by one,

step 1610. Finally, the video is repackaged, step 1611

Implementation of Variable and Extensible Object Control:
Object control is achieved through the interaction

of the data packaging program 19 and the usage program 35
with the control data. Variation of object control can be

applied to a particular object by creating a control data

format with control elements defining the control varia-

tion and the circumstances in which the variation is app-

lied. Program procedures should then be added to program
modules to process the control elements. For example,

suppose a broker wants to allow students to print a par-

ticular article for free but require business users to

pay for it. He defines control elements to represent the

user types student and business and the associated costs

for each. He then adds program logic to examine the user

type and calculate costs accordingly. Object control is
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extensible in the sense that the control data format can

have as many elements as there are parameters defining

the rules for object control.

Implementation of Variable and Extensible Object

Security:

Object security is also achieved through the inter-

action of the data packaging program 19 and the user pro-

gram 35 with the control data. Security process and en-

cryption/decryption algorithms can be added as program

modules. Variation of object security can be applied to a

particular object by creating a control data format with

control elements defining the security variation and the

circumstances in which the variation is applied. Program

procedures should be added to program modules to process

the control elements. For example, suppose a broker wants

to apply minimal security to his collection of current

news articles but to apply tight security to his encyclo-

pedia and text books. He defines a control element for

security type. He then adds program logic to apply the

security algorithms accordingly. Object security is

extensible in the sense that multiple levels of security

can be applied. The level of security will of course be

dependent on the encryption/key method which is implemen-

ted in the security modules. One level of security may be

to require online confirmation when loading a data object

to the user's data processor. This can be implemented in

program code in a security module. This permits the bro-

ker to check that the object has not already been loaded

as well as double check all other parameters.

It is also important to have version control with

time stamping between the usage program and the user's

control database. Otherwise the database can be duplica-

ted and reapplied to the user program. The user program

can place a time stamp in the control database and in a

hidden system file each time the control database is

accessed. If the time stamps are not identical, the con-

trol database has been tampered with and all usage is
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disabled. Program code for handling time stamps can

reside in a security module.

Handling Composite Objects:

A composite object can be handled by defining a con-

5 trol data format with control elements defining relation-

ships between constituent objects and by defining a

parent/child element and a related object id element. For

example, suppose a broker wants to include a video and a

text book in an educational package. He creates a parent

10 object with control elements referring to the video and

textbook objects: He also includes control elements in

the control data for the video object and the textbook

object referring to the parent object. Finally, he adds

program procedures to program modules to process the

15 control elements.

In other words, when the data object is a composite

data object including at least two constituent data

objects, a respective general set of control data is

created for each of the constituent data object and the

20 composite data object. In response to a request from a

user, a respective user set of control data is created

for each of the constituent data objects as well as for

the composite data object.

Examples of various data package structures for

25 composite objects are given in Fig. 17.

Another side of composite objects is when the user

wants to combine data objects for some particular use.

Combination is a usage action that must be permitted in

each constituent data object. A new data object is

30 created with control data linking the constituent data

objects. Each constituent data object retains its origi-

nal control data which continues to control its subse-

quent usage.

When a user requests authorization for usage of one

35 constituent data object in a composite data object, a

user set of control data is created only for that consti-
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tuent data object and concatenated only with a copy of

that constituent data object.

Scaleable Implementation:

The flexible control data structure and modular pro-

gram structure permit almost boundless extensibility with

regard to implementation of the owner's requirements for

usage control and royalty payment. The control data

structure can include control elements for complex user

types, usage types,

ownership credit requirements and others.

multiple billing schemes, artistic or

Security modu-

les can be included which interact with any variation of

the control data structure and the control data. Security

modules could require a dial up to the brokers data pro—

cessor to approve loading or usage actions and to imple-

ment approval authentication mechanisms.

User acting as a broker:

A limited or full implementation of the broker's

data packaging program can be implemented on the user's

machine to permit further distribution or reselling. How-

ever, only those data objects with control data permit-

ting further distribution or reselling are enabled in

that way.

Rebrokering

An author of a data object may want to allow his

original broker to distribute his data objec to other

brokers whom will also distribute his image. He then

includes a control element which enables rebrokering in

tne control data before distributing the data object with

its associated control data to the origingal broker. Upon

request for rebrokering, the original broker copies the

general set of control data and updates the copy to

create a user set of control data which will function as

the general set of control data on the subsequent brokers

data processor. The original broker packages the data

object with the user set of control data and transfers

the package to the subsequent broker. The subsequent

broker then proceeds as if he were an original broker.
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Automated transaction negotiation

This is an example of how the predetermined condi-

tions for usage included in the control data can be used

for achieving automated transaction negotiation.

5 Suppose some company wnats to provide a computer

automated stock trading. Buy and sell orders could be

implemented in the form of data packages and a user pro-

gram could process the data packages and execute trans-

actions. Data packages could carry digital cash and

10 manage payment based on conditions defined in the control
data. M

In this example, the buy order is created using a

data packaging program according to the invention on the

buyer's data processor. The sell order is created using

15 the data packaging program on the seller's data proces-

sor. Both orders are used by the the user program on the

stock trader's data processor. The usages would take the

form of using a sell order data package to sell stock and

a buy order data package to buy stock. The rules or con-

20 ditions for buying and selling stocks could be indicated

in the control data of the packages. The data object con-

sists of digital money. In this context it is important

to remember that digital money is merely data which

references real money or vitual money that is issued and

25 maintained for the purpose of digital transactions.

In this example the buyer starts with a digital

money data file. He uses the data packaging program to

create control data, e.g. kind of stock, price, quantity,

for the purchase, and he then packages the digital money

30 data file and the control data into a secure package as
described above.

The seller starts with an empty data file. This

empty file is analogous to the digital money data file

except it is empty. The seller creates control data, e.g.

35 kind of stock, price, quantity, and packages the empty

file and the control data into a secure package.
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Both the sell order package and the buy order pack-

age are transferred to the data processor of the stock

trading company, where they are received and stored in

the memory. The user program of the stock trading company
5 examines the control data of the buy and sell order

packages in the same way as has been described above and

looks for a match. Upon identifying matched buy and sell

orders the user program executes a transaction, whereby

the digital money is extracted from the buy order data

10 package and transferred to the sell order package. Then

the control data of the data packages is updated to

provide an audit trail. Both packages are repackaged in

the same manner as they were previously packaged and then
transferred back to their authors.

15 The above described technique could be used for

selling and buying any object as well as for automated

negotiations. Payment may be carried out in other ways

than by digital money.

In the general case, the data processor of the user

20 decrypts the usage control elements of the user sets of

control data and examines the usage control elements to

find a match. In response to the finding of a match, the

user's data processor carries out an action which is

specified in the user set of control data.

25
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CLAIMS

1. A method for managing a data object so as to

comply with predetermined conditions for usage of the

5 data object, comprising the steps of:

- storing the data object in a memory device, where

it is accessible by means of a data object provider's

data processor;

- creating, by said data processor, a general set of

10 control data for the data object based on said predeter-

mined conditions for usage, said general-set of control-=

data comprising at least one or more usage control ele-

ments defining usages of the data object which comply

with said predetermined conditions;

15 - storing said general set of control data in a

memory device, where it is accessible by said data pro-
cessor;

— concatenating the general set of control data with

a copy of the data object; and

20 — encrypting at least the copy of the data object

and said one or more usage control elements to create a

secure data package which is ready for transfer to a
user.

2. A method as set forth in claim 1, wherein the

25 step of encrypting comprises encrypting the data object

and the general set of control data.

3. A method as set forth in claims 1 or 2, wherein

the step of creating control data comprises creating an

identifier which uniquely identifies the general set of

30 control data.

4. A method as set forth in claims 1, 2 or 3, where-

in the step of creating a general set of control data

comprises creating a security control element which iden-

tifies a security process to be applied before usage of

35 the data object is allowed.

5. A method as set forth in any of the preceding

claims, wherein the step of creating a general set of
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control data comprises creating a format control element

which identifies the format of the control data.

6. A method as set forth in any of the preceding

comprising the further steps of:

in response to a request for authoriza-

claims,

- creating,

tion for usage of the data object by a user,

which comprises at least a subset of the

a user set

of control data,

general set of control data, including at least one of

said usage control elements;

- using the user set of control data instead of the

general set of control data in said concatenating step;

- using the at least one usage control element of

the user set of control data instead of the one or more

usage control elements of the general set of control data

in the encrypting step;

- checking, before allowing transfer of the data

package to the user, that said request for authorization

for usage of the data object has been granted.

7. A method as set forth in any of the preceding

claims, further comprising the steps of receiving in said

data processor the request for authorization for usage by

a user; comparing the usage for which authorization is

requested with said one or more usage control elements of

the general set of control data and granting the authori-

zation if the usage for which authorization is requested

complies with the usages defined by said one or more

usage control elements.

8. A method as set forth in claim 7, further compri-

sing the step of securing payment for the requested

authorization for usage before granting the authoriza-

tion.

9. A method as set forth in any one of claims 6-8,

wherein the data object is composed of at least two con-

stituent data objects and wherein the user set of control

data, in response to a request for authorization for

usage of one of said constituent data objects by a user,

is created only for that constituent data object and
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concatenated only with a copy of that constituent data

object.

10. A method as set forth in any one of claims 6-9,

wherein the data provider's data processor is connected

5 to a data network and the request for authorization is

received from a data processor of the user, which is also

connected to the data network, further comprising the

step of transferring the data package through the data

network to the user's data processor.

10 11. A method as set forth in any one of claims 6-8

or 10, wherein the data object is a composite data object

including at least two constituent data objects and

wherein the step of creating a general set of control

data comprises the step of creating a respective general

15 set of control data for each of the constituent data

objects and the composite data object and wherein the

step of creating a user set of control data comprises the

step of creating a respective user set of control data

for each of the constituent data objects and the compo-

20 site data object.

12. A method as set forth in any one of claims 6-11,

comprising the further step of storing a copy of the user

set of control data in the data object provider's proces-
sor.

25 13. A method as set forth in any of the preceding

claims, comprising the further steps of:

- receiving the data package in a user's data pro-
cessor;

- storing the data package in a memory device where

30 it is accessible by means of the user's data processor;

- decrypting said one or more usage control ele-

ments;

— checking, in response to a request by the user for

usage of the data object, whether the requested usage

35 complies with the usage defined by the at least one usage

control element of the general set of control data;
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- decrypting, in response to the requested usage

complying with the usage defined by the at least one

usage control element of the general set of control data,

the data object and enabling the requested usage, other-

wise disabling it.

14. A method as set forth in any one of claims 6-12,

comprising the further steps of:

- receiving the data package in a user's data pro-
cessor;

— storing the data package in a memory device where

it is accessible by means of the user's data processor;

- decrypting the at least one usage control element
of the user set of control data;

— checking, in response to a request by the user for

usage of the data object, whether the requested usage

complies with the usage defined by the at least one usage

control element of the user set of control data;

- decrypting, in response to the requested usage

complying with the usage defined by the at least one

usage control element of the user set of control data,

the data object and enabling the requested usage, other-

wise disabling it.

15. A method as set forth in claims 13 or 14, com-

prising the further steps of reconcatenating, after the

usage of the data object, the data object and the one or

more usage control elements, reencrypting at least the

data object and the one or more usage control elements,

and storing the thus—repackaged data package in the

memory of the user's data processor.

16. A method for controlling the usage by a user of

a data object so as to comply with predetermined condi-

tions for usage of the data object, comprising the steps
of:

- storing a data package in a memory device, where

it is accessible by means of a data processor of the

user, said data package comprising the data object and

control data, which comprises at least one usage control
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element defining a usage of the data object which comp-

lies with the predetermined conditions, the data object

and said at least one usage control element being en-

crypted;

5 - receiving a request by the user for usage of the

data object:

- decrypting the control data;

- checking, in response to the request by the user

for usage of the data object, whether the requested usage

10 complies with the usage defined by the at least one usage

control element of the control data;

— decrypting, in response to the requested usage

complying with the usage defined by the at least one

usage control element of the control data, the data

15 object and enabling the requested usage, otherwise dis—

abling it.

17. A method as set forth in claim 16, wherein the

usage control element is updated after the usage of the

data object.

20 18. A method as set forth in claims 16 or 17, where-

in said control data comprises an indication of the

number of times the user is authorized to use the data

object in accordance with said at least one user control

element: wherein the requested usage of the data object

25 is only enabled when said number of times is one or more;

and wherein said number of times is decremented by one

when the requested usage is enabled.

19. A method as set forth in any one of claims

16-18, wherein the control data comprise a security con-

30 trol element, and further comprising the step of carrying

out, before each usage of the data object, a security

procedure defined in the security control element.

20. A method as set forth in any one of claims

16-19, wherein the step of checking whether the requested

35 usage complies with the usage defined by the at least one

usage control element comprises the step of checking that

the user's data processor is capable of carrying out the
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security procedure specified in the security control ele-

ment of the user set of control data, and if not, dis-

abling the usage.

21. A method as set forth in any one of claims

16-20, comprising the further steps of reconcatenating,

after the usage of the data object, the data object and

the one or more usage control elements, reencrypting at

least the data object and the one or more usage control

elements, and storing the thus-repackaged data package in

the memory of the user's data processor.

22. A system for managing a data object so as to

comply with predetermined conditions for usage of the

data object, comprising

- first means in the data object provider's data

processor for creating a general set of control data for

the data object based on the predetermined conditions for

usage, said general set of control data comprising at

least one or more usage control elements defining usages

of the data object which comply with the predetermined

conditions;

- storing means, which are accessible by means of

said data processor, for storing the data object and the

general set of control data;

- concatenating means for concatenating the general

set of control data with a copy of the data object; and

— encrypting means for encrypting the copy of the

data object and at least said one or more usage control

elements to create a secure data package, which is ready

for transfer to a user.

23. A system as set forth in claim 22, further com-

prising

- second means in said data processor for creating,

in response to a request for authorization for usage of

the data object by a user, a user set of control data,

which comprises at least a subset of the general set of

control data, which subset comprises at least one of said

usage control elements; and
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- checking means in said data processor for checking

that said request for authorization for usage of the data

object has been granted before allowing transfer of the

data package to the user.

5 24. A system as set forth in claims 22 or 23, where-

in the general set of control data comprises a control

data element which defines the right to further distribu-

tion of the data object by the user.

25. A system for controlling the usage by a user of

10 a data object so as to comply with predetermined condi-

tions for usage of the data object, comprising

- storing means for storing a data package which

comprises a data object and a control data comprising at

least one usage control element defining a usage of the

15 data object which complies with the predetermined condi-

tions;

— means for decrypting the at least one usage con-

trol element and the data object;

- checking means for checking whether a usage re-

20 quested by the user complies with the usage defined by

said at least one usage control element;

— enabling means for enabling the usage requested by

the user when the usage complies with the usage defined

by said at least one usage control element; and

25 - disabling means for disabling the usage requested

by the user when the usage does not comply with the usage

defined by said at least one usage control element.

26. A system as set forth in claim 25, further

comprising means for repackaging the data object after

30 usage thereof.

27. A method for controlling the usage by a user of

data objects so as to comply with predetermined condi-

tions for usage of the data objects, comprising the steps

of:

35 — storing at least two data packages in a memory

device, where they are accessible by a data processor of

the user, each said data package comprising a data object
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and a user set of control data, which comprises at least

one usage control element defining a usage of the data

object which complies with the predetermined conditions,

the data object and said at least one usage control

5 elements being encrypted;

— decrypting the usage control elements of the user

sets of control data;

— examining the usage control elements of said at

least two data packages to find a match;

10 — using, in response to the finding of a match, the

data processor to carry out an action, which is specified
in the user sets of control data.

28. A method as set forth in claim 27, comprising
the further steps of updating the usage control element

15 of each data package, reconcatenating after the usage of

the data objects, each of the data object and its usage
control element, reencrypting each of the concatenated

data objects and its usage control element and trans-

ferring the repackaged data objects to their creators.
20
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Fig4
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Fig 5
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Fig 10
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Fig13
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Fig14
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Fig 15
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Fig 16
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Fig 17
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(57) Abstract

An encryption/decryption unit (EDU) that handles management of encryption kr :' used in the secure exchange of data
over non-secure communication links. Each EDU includes a central processing unit (C‘.%'t.?} that controls its operation, random
access memory (RAM) in which tables of key exchange keys (KEKs) are stored, and a data encryption standard (DES) coproces-
sor that implements a data encryption algorithm developed by the U.S. National Bureau of Standards - all comprising a module
that is embedded in a potting material. Attempts to remove the potting material either by mechanical or solvent means are likely
to result in loss of the data and program code stored in the module. The CPU includes special circuitry enabling it to operate in
an encrypted mode so that it can not be interrogated to discover the program or data stored therein. This program enables the
EDU (20) to establish secure communications with another similar EDU (28) over a non-secure link. Each EDU establishing a
secure communications session randomly generates a portion of a session data encryption key (DEK) that is encoded by using a
KEK from either a public or private table of keys stored in the embedded RAM. The two EDUs exchange the encrypted portions
of the DEK, decrypt the portions, and then logically combine them to determine the current session DEK. Use of a stored EDU
ID in each EDU comprising the link prevents a third EDU from bridging the link to tap into the communications between two
stations.
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ENCRYPTION/DECRYPTION APPARATUS WITH NON-ACCESSIBLE

TABLE OF KEYS

Field of the Invention

The present invention generally pertains to apparatus for encrypting and

5 decrypting data, and more specifically, to apparatus for implementing the encryption
and decryption process with secret encryption keys.

Background ofthe Invention

Procedures for encrypting and decrypting data for transmission over non-

secure radio or telephone links have been highly refined to meet the needs of the

10 military and industry. An encryption algorithm that is virtually unbreakable in any
reasonable time frame, by even the most powerfiil, ofhigh-speed computers, has been

developed and published by U.S. National Bureau of Standards and sanctioned for use

by industry in this country as an acceptable method for protecting computerized data

conveyed over non-secure channels. In fact, integrated circuits designed specifically

15 for encryption and decryption of data in accordance with this Data Encryption

Algorithm (DEA) are readily available from several vendors, such as Western

Digital”. _ The algorithm, like most encryption schemes, uses an encryption key to
encrypt data. Successful use of the DEA, and almost any other encryption/decryption

algorithm commonly employed, requires that the station receiving the encrypted
20 transmission have the same key used to encrypt the data in order to decrypt it.

Accordingly, no unauthorized party should know or have access to the encryption key

that is being used. .

Unfortunately, for any prior art encryption/decryption system using the DEA

or similar algorithms, extensive security measures are required for managing and
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periodically changing the encryption keys that are used. Any third party that gains

access to the encryption key being used to encrypt data can tap into a non-secure line

over which encrypted messages are transmitted and then use the key to decrypt

messages that are intercepted. Even if knowledge of the encryption key used is

5 limited to those operating the encryption/decryption equipment, there can be no

assurance that others outside an organization "will not breach security and learn the

encryption key due to failure of someone in the organization to follow security

procedures. As the size of a network over which secure communications must be

maintained expands, the difiiculty in managing the encryption keys used on the

10 network grows exponentially.

Since any person with access to the encryption keys can breach the security of

encrypted communications between members of the network, encryption keys must be

changed on a regular basis. Frequent changes in the encryption keys in use

the risk of disclosure by individuals that previously had access to the keys. However,

15 any such change requires that the new encryption keys be distributed to all stations in

the network. Typically, the new encryption keys are hand carried to each station site

by bonded couriers; nevertheless, it is possible that a courier may compromise

security. Even if a security breach does not occur, the cost of regularly distributing

encryption keys to each station ofa large network in this manner may be prohibitive.

20 For these reasons, it is preferable to use encryption keys at each station in a

network that are not known to anyone, even those operating the

encryption/decryption apparatus. Various techniques have been developed to access

encryption keys stored in an electronic memory for this purpose. For example, a new

encryption key can be selected for subsequent encryption of communications between

25 stations based on the last encryption key that was used, by applying a secret formula

to generate the new key. However, ifthe formula is discovered or otherwise becomes

known by someone who is outside the organizational network, security of the

encryption system is breached, since that person can generate the encryption keys that

will subsequently be used, simply by applying the formula to any previously

30 discovered key. _

Clearly, it would be preferable to randomly generate the encryption key that is

used to encrypt data transmitted to another station each time that communications are

initiated. Yet, random generation of an encryption key at one station inherently

renders the receiving station unable to decrypt the message, because it does not have

35 the encryption key used. What is therefore required are means for transmitting the

encryption key from one station to another in an encrypted form, with some provision
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that enables the receiving station to decrypt the encryption key. Prior art

encryption/decryption apparatus do not provide means to accomplish this task in an
eficient manner that is not easily circumvented. Any key exchange key (KEK) that is

used in the process of transferring an encryption key for encrypting and decrypting the

message to the other station must be available to both stations, but can not be

available to anyone outside the secure network of stations. Even if the encryption

apparatus is available to someone outside the organization, it should be virtually

impossible to discover the KEKs used by stations comprising the network, if secure
communications are to be maintained.

The foregoing aspects and many of the attendant advantages of this invention

over the prior art will become more readily appreciated as the same becomes better

understood by reference to the following detailed description, when taken in

conjunction with the accompanying drawings.

summm of the Invention

In accordance with the present invention, encryption/decryption apparatus for

ensuring secure communications between two stations include encryption processor

means for encrypting and decrypting data using a session data encryption key (DEK)

that is input thereto. Control means coupled to the encryption processor means are

provided for controlling the operation of the encryption processor means. The
control means supply the encryption processor means with the data for encryption and
decryption and with an encryption key for use in encrypting and decrypting the data to

produce an output signal in response to programmed instructions. These

"programmed instructions cause the control means to automatically randomly select a

part of a session DEK and to combine it with another part of the session DEK
received from the other station to determine the session DEK that will be used by the

encryption processor means to encrypt data. Non-volatile memoiy means that are
coupled to the control means store a plurality of key encryption keys that are used by
the encryption processor means in encrypting a part of the session DEK for
transmission to the other station The control means select the key encryption key

from the plurality of key encryption keys as a function of a check value determined

with the part of the session key.

Within the non-volatile memory means is disposed an internal power source

that provides electrical power to maintain storage of the plurality of key encryption

keys. Potting means encapsulate the encryption processor means, the control means,
and the non-volatile memory means in a radio and light wave opaque material that is

suficiently hard and resistant to dissolution by solvents to prevent its removal without
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damage to interconnections coupling the non-volatile memory means to the control

means and damage to interconnections supplying electrical power to the non-volatile

memory means from the internal power source. Such damage causes erasure of the

plurality ofkey encryption keys stored in the non-volatile memory means. In addition,

the control means respond to any attempt to externally interrogate the non-volatile

memory means by causing erasure of the key encryption keys stored therein.

Multiplexer means are coupled to the control means to receive a data signal

and a select signal therefrom, and are also coupled to the encryption processor means,

an output port, and the memory means; the multiplexer means selectively convey the

data signal to one of the encryption processor means, the output port, and the

memory means, in response to the select signal. The control means include a non-

volatile memory for retaining program steps and a unique identification code that

identifies a specific encryption/decryption apparatus. In addition, the control means

include means for locking the control means and its non-volatile memory to prevent

data and program steps from being read extemally after storage of the program steps

in the non-volatile memory is complete. The means for locking include means for

encrypting data and memory addresses defining memory storage locations within the
non-volatile memory ofthe control means and within the non-volatile memory means.

BriefDescription 0; the Drawings

FIGURE 1 is a block diagram of a communications network comprising two

stations, each provided with an encryption/decryption unit (EDU) in accordance with

the present invention, thereby enabling the stations to establish secure

communications over a non-secure line or radio link;

FIGURE 2 is a schematic block diagram of one of the EDUs shown in

FIGURE 1;

FIGURE 3 is a flow chart illustrating the logical steps implemented at one

station by the EDU in selecting and encrypting a first portion of a session encryption

key for transmittal to another station; '

FIGURE 4 is a flow chart illustrating the logical steps implemented by the

EDU at the other station in decrypting the first portion of the session encryption key,

and in selecting and encrypting a second portion of the session encryption key for

transmittal to the one station; and '

FIGURE 5 is a flow chart illustrating the logical steps implemented by the .

EDU at the one station to decrypt the second portion ofthe session encryption key.
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Detailed Desgption ofthe Preferred Embodiment

As noted above, one of the more dificult problems in establishing and

maintaining an encrypted communication network is distributing secure DEKs to each
station in the network on a regular basis. In FIGURE 1, a simple network for

5 carrying out encrypted communications is shown generally at reference numeral 10.
Network 10 is shown simply as two stations, including a station 12 and a station 14,

but it will be appreciated that the network can comprise many other such stations.
Both stations 12 and 14 use similar components for encrypting and decrypting

communications. For example, station 12 includes a data device 16, which may, for

10 example, comprise a facsimile machine or personal computer (neither shown
separately). Data device 16 is connected through lines 18 to an EDU A20.
Station 12 uses EDU A 20 to establish secure communications over a non-secure line

(or radio link) 22 with station 14, which includes an EDUB 28. EDUB 28 is
connected to a data device 24 over lines 26. Data device 24 is the same type of

15 device as data device 16. Thus, if‘data devices 16 and 24 are facsimile machines,
communications network 10 permits secure communication of facsimile information in

an encrypted form between stations 12 and 14 over non-secure line 22.
Because of the manner in which secure communications are established

between EDU A20 and EDU B 28, tapping into non-secure line 22 using a similar

20 EDU (not shown) would NOT enable a third party to breach secure communications
between stations 12 and 14. In the preferred form of the present invention,
communications between EDU A 20 and EDU B 28 are carried out using a session

encryption key that is changed with each session and comprises two parts, one part
randomly selected by EDU A 20, and the other part randomly selected by EDU 28.

25 Thus, the present invention comprises the EDU at each of the communicating
stations 12 and 14. In establishing secure communications between two stations 12

and 14, the EDU at each station randomly select its respective portion of the session
encryption key, encrypts that portion of the session encryption key, and transmits the
encrypted respective portion of the session encryption key to the other station. Once

30 both station 12 and station 14 have decrypted the portion of the session encryption

key developed by the other station, the two portions are logically combined at each
station to produce the complete or final session encryption key used for encrypting
data transmitted between stations 12‘ and 14 during the current session. In addition,

the EDUs are preprogrammed to ensure that the intended station in a two-way
35 communication link is actually receiving or transmitting the encrypted data, to guard

against a third party tapping into non-secure line 22 with another EDU. The EDUs
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also ensure that the two portions of the session encryption key that are exchanged

between stations 12 and 14 are correctly received and decrypted, thereby protecting

against data errors that might have arisen in the transmission of the encrypted portions

ofthe session encryption key between the two stations or in their decryption.

A block diagram of EDU 20 is shown in FIGURE 2; EDU 28 is exactly the

same, except for having a dilferent EDU identification number stored within it.

EDU 20 includes a potted module 30 and an external input/output (I/O) bus 32 for

providing interconnections between the EDU and the data device (or to other

components, if the EDU is used as an element of a more extensive data encryption

apparatus) that will provide the data to be encrypted or will receive the data that is

decrypted by the EDU. Module 30, which comprises virtually the entire EDU, is

encapsulated within a radio opaque and light opaque potting compound 34 to prevent

discovery of the internal circuitry and to prevent forced electromagnetic or visual

tapping, monitoring, or other forms of penetration that might be attempted to uncover

encryption keys and other information included therein. The potting compound is

sufiiciently hard and resistant to abrasion to prevent its removal without damaging the

components comprising the EDU or at least causing loss of important data stored

therein. Ofgreatest sensitivity to maintaining the security ofcommunications between

EDUs comprising a network is the need to protect against discovery ofKEKs that are

encrypted using a key that is unique to each EDU and is assigned to it when it is

initialized. The encrypted KEKs are stored as tables within each EDU and are utilized

for encrypting portions ofthe session encryption key that are exchanged between two

stations and subsequently logically combined at each EDU to produce a session DEK

that is used for encryption of data exchanged over non-se‘c_u_r_'e line 22. To avoid

breaching the security of communications on network 10, it is absolutely imperative

that these KEKs not become publicly known.

In the preferred form of module 30, two sets or tables of KEKs are stored in

encrypted form in a random access memory (RAM) 42. One set is called a "public"

set, since each EDU that will be sold will include this set. The other set is a "private"

set ofKEKs, which optionally may be randomly generated by a user for distribution to

and storage in those EDUs comprising a private network of stations. The significance

of the KEKs will be apparent from the description that follows. Any attempt to

expose the internal circuitry ofmodule 30 by use of a chemical, solvent, or mechanical

means in order to access RAM 42 electronically or physically so as to access these

data will cause loss of the KEKs that are stored therein.

comprises a Dallas SemiconductorTM type DS 1213 smart socket in which is installed
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a memory integrated circuit (not separately shown) comprising 128Kx 8 bits of
storage, i.e., yielding 1,048,576 bits of non-volatile static RAM organized as 131,072
words by 8 bits. This memory integrated circuit is a dual in-line package (DIP)
package configuration of generally conventional design, but the smart socket contains

5 an internal battery supply (not separately shown) suficient to maintain data integrity
in the absence of externally applied power for a period in excess of 10 years. Dallas
Semiconductor also supplies an integrated circuit non-volatile memory device that
includes an integral internal battery supply, and this type of device can be used in
place ofthe smart socket and more conventional memory device combinations. In the

10 event a chemical solution is used to dissolve potting compound 34 in an attempt to

discover the KEKs stored in RAM142, the material comprising RAM 142 (smart

socket or memory device that includes the integral internal battery supply) will also be
dissolved, thereby disconnecting the internal battery supply and erasing the KEKS
stored therein.

15 Operation of module 30 to establish and conduct secure communications is
controlled by a CPU 36, which includes 32K of embedded RAM (not separately

shown). In the preferred embodiment, a Dallas Semiconductor?” type DS 5000
microchip integrated circuit is used for CPU 36. The DS 5000 integrated circuit
includes non-volatile embedded RAM (not separately shown) and all information and

20 programming stored therein are preserved in the absence of an externally applied
voltage for up to 10 years. In addition, the internal data registers and key
configuration registers ofthe DS 5000 integrated circuit are non-volatile. ‘Data stored
within the embedded RAM that comprise program steps carried out by CPU 36 in

establishing secure communications can be modified afier encapsulation of module 30
25 has been accomplished with potting material 34; however, initial loading of the

embedded RAM within the DS 5000 microchip comprising CPU 36 is accomplished

with a conventional universal asynchronous receiver/transmitter (UART) interface

(not shown) that is connected through external I/0 bus 32 by lines 76. In addition,
control lines 50 connect CPU 36 to external I/0 bus 32 and convey write, read,

30 interrupt, and signals for ports 0-3 (P1.0-P1.3) of the CPU.
Data lines (D0—D7) 54 interconnect CPU 36 with RAM 42 and with a

bufi'er 46. Bulfer 46 comprises an SN 74HCT245 octal bus transceiver with a three-

state output that is used to block external access to internal data transfers occurring
within module 30, thereby preventing an external device from accessing KEKs stored

35 in RAM 42 and other data transferred between components of the module. Bulfer 46
is enabled via control signals supplied over a line 74 by CPU 36 when it is appropriate
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to allow bi-directional data transfer to and from external I/0 bus 32 through lines 52,

and therefore to and from an extemal device.

To provide additional security, CPU 36 operates in an encrypted mode. The

encrypted mode is deactivated prior to the initial loading of program steps and data

into the embedded RAM of CPU 36. Before the initial loading of program code and

data begins during manufacture of the EDU, a 40-bit encryption mode key is selected

for use by CPU 36 in the encrypted mode. A data encryptor circuit and an address

encryptor circuit (neither separately shown) within CPU 36 respectively control the

form in which the program code is stored in the embedded RAM of the CPU and the

addresses at which it is stored. As the initial loading of program steps is performed,

the data encryptor circuit uses the 40-bit encryption mode key to transform or encrypt

opcodes, operands, and data bytes at each memory location defined by the software.

Similarly, the address encryptor circuit uses the encryption mode key in a difi‘erent

encryption algorithm to translate or encrypt a logical address of each data byte

location into an encrypted address at which the data are actually stored. The contents

of the embedded RAM are then verified, and the encrypted mode is enabled by setting

a security lock bit. After the security lock bit is set to" enable operation in the

encrypted mode, the contents of the CPU's embedded RAM is unintelligible to an

observer that might attempt to tap into its circuitry to discover the program code and

other data stored therein. The address and data encryptor circuitry provides real time

translation or decryption of program code and address locations to CPU 36 during

subsequent operation of the EDU. Only program code and data stored in the CPU's

embedded RAM that does NOT afi‘ect secure operation of the EDU can be changed

after the security lock bit is set. Any attempt to externally interrogate the CPU to

discover the 40-bit encryption key causes its erasure, rendering the contents of the

embedded RAM useless. Even if the encrypted program code and data are thereafter

read back from the embedded RAM in CPU 36, they can not be decrypted without the

40-bit encryption mode key, which is lost.

CPU 36 selects a specific storage location for a KEK within RAM42 by

setting 16 address bits. Lines 58 connect CPU 36 to a latch 44, and lines 60 connect

latch 44 to RAM 42. To the total number of pins required on CPU 36, the

first eight address bits (A0-A7) and eight bits of data (D0-D7) use the same pins on

CPU 36. These address bits and data are alternatively passed between CPU 36,

latch 44, and RAM 42 over lines 58 and 60, respectively. The eight most significant

bits of the address are conveyed on lines 56b directly from CPU 36 to RAM 42 and to

external I/0 bus 32. The least significant eight address bits (A0-A7) are carried on
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lines 56a. In the preferred embodiment, the 16 address bits are available on lines 56 at
external I/O bus 32‘to address the embedded RAM in CPU 36 when it is initially

loaded or subsequently modified.

Although CPU 36 controls the operation of module 30, the actual encryption
and decryption of data is implemented by a data encryption standard (DES)
coprocessor 38. DES coprocessor 38 is designed to encrypt -and decrypt 64-bit
blocks of data using the algorithm specified in the Federal Information Processing
Data Encryption Standard (No.46). A transfer rate of 807 kilobytes per second is
implemented by DES coprocessor 38 under the control of a 10 megahertz clock
circuit 48, to which the DES coprocessor is connected through lines 70. Data are
transferred between CPU 36 and DES coprocessor 38 over lines 72. In the preferred

embodiment, a Western Digital” type DES WD20C03A‘ integrated circuit is used
for DES coprocessor 38, although other such devices are available fi'om other
suppliers. A decoder/multiplexer (MUX) 40 is connected through lines 68 to DES
coprocessor 38 and through lines 66 to CPU 36. Decoder/MUX 40 is a three-line to
eight-line circuit that decodes one of eight lines, dependent upon three binary select
inputs and three enable inputs. Lines 66 carry the three binary select signals and the
output signal from decoder/MUX 40 and line 68 carries selectable input 7. In
addition, lines 62 carry selectable inputs 5 and 6 from RAM 42, while lines 64, which
extend between decoder/MUX 40 and external I/O bus 32 convey selectable

inputs 04. A
The embedded non-volatile RAM in CPU 36 is loaded with the appropriate

program -steps for controlling the operation of EDU 20 at the time module 30 is
manufactured. In addition, RAM 42 is loaded with a set of 65,535 public KEKs that

are randomly generated from over 72 quadrillion possibilities. Each EDU that is thus
produced stores the same table of 65,535 randomly generated public encryption keys.
Any EDU can establish secure encrypted communications with any other EDU using
the public KEKs. Also stored in RAM 42 is a user-generated table of over 65,535
randomly generated private encryption keys. These private KEKs are used for
initiating secure communications with another EDU in the private network that has
the same table of private KEKs stored within its RAM 42.

The steps involved in establishing secure communications between two EDUs
are shown in FIGURES 3, 4, and 5.’ Not shown are any handshaking steps necessary

to connect two EDUs in communication with each other so that data for a specific
device can be transmitted between them. Preferably, such handshaking steps are
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implemented by transmitting predefined data blocks between the two devices, but do

not necessarily require action by either EDU.

In FIGURE 3, a flow chart 100 identifies the steps taken by EDU B 28, acting

as the intended recipient, to establish secure communications. It will be apparent the

steps in flow chart 100 could also be carried out by EDU A 20; however, the choice

was made in the preferred embodiment to have the receiving station start the process

of detemiining a session data encryption key, thereby avoiding the possibility that a

third party posing as another station might tap into the unsecured line with an EDU to

initiate the secure communications link. The method begins with a start block 102. In

a block 104, EDUB 28 generates a 64-bit random data encryption key 1 (DEK1),

which is one of over 72 quadrillion possible data encryption keys (i.e., all possible

combinations of 56 bits).

The DEK1 is the first portion of a session data encryption key that will be

subsequently used for transmitting encrypted data between the two EDUs. In a

block 106, EDU B 28 then uses the DEK1 as the encryption key in implementing the

DEA to encrypt one block of data. The use of the DEA to encrypt a single block of

data is referred to as an electronic code book (ECB) method and is carried out by

DES coprocessor 38 under the control of CPU 36. The ECB method employs the

key (DEK1) to encrypt a 64-bit zero function, i.e., a fimction comprising 64 logical

zeros, the result being used to determine a check value.

In a block 108, a KEK table entry value KEK1 comprising the 16 least

significant bits (LSBs) of the 64-bit check value from block 106 is determined. The

EDU uses the public or private table for KEKS, as specified by EDU A 20 during the

handshaking that preceded establishing the secure communications link. The public

table and private table ofKEKS each represent a linear array of data, that can be taken

in groups of four 16-bit words or 64-bits at a time, to define a KEK. The 16 LSBs of

the check value determine the starting point or table entry value in the selected table

to determine the 64 bits used as a KEK, as indicated in a block 110. Using the 64-bit

KEK selected fi'om the table as the encryption key, the EDU encrypts the value DEK1

using the ECB method in a block 112. A cyclic redundancy check (CRC) value for

the KEK table that was selected is then determined in the conventional manner.

In a block 114, the EDU encrypts the KEK table CRC, its own EDU ID

number (which is stored in within module 30 and is not user modifiable), and the

KEK1 entry value using a predefined header encryption key and the ECB method to

produce an encrypted key header. The header encryption key is stored in the

embedded RAM within CPU 36 at the time that its programming is initially loaded
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and is the same for each EDU. In a block 116, the EDU transmits the encrypted key
header and encrypted DEKI to EDU A 20, which initiated the communication.
Although both parts of this transmission are encrypted, they are encrypted at difl‘erent
levels of security, since the encrypted key header is always sent encrypted with the

5 same predefined (although inaccessible) key and the encrypted DEKI uses a difl‘erent
key with virtually every communication session between two EDUs. The method for
establishing secure communications continues with the other EDU, at a block B1 118.

In FIGURE 4, a flow chart 120 shows the steps carried out by EDU A 20 (the
EDU that initiated the communication). Flow chart 120 begins at block B1 118 and

10 proceeds to a block 122 wherein the encrypted key header and encrypted DEK1
received fiom EDUB 28 are parsed. In a block 124, the encrypted key header is

decrypted using the predefined header encryption key with the ECB method, enabling
the EDU to detemrine the KEK table CRC, the encoded EDU ID number of the EDU

that transmitted the encrypted header, and KEK1.

15 _ A decision block 126 causes the CPU to determine if the KEK table CRC is
correct, thereby ensuring that the KEK table used to encrypted the header is the same
as the KEK table that will be used by EDU A 20. This step prevents two EDUs
from attempting to communicate if they are using difi‘erent private KEK tables or if
the public table in used by one has become corrupted or is difi'erent than the

20 nomial public table ofKEKs for some other reason. Ifthe CRC value does not match
the expected value, a block 128 stops communication between the EDUs. Under
most circumstances, however, the EX table CRC is correct and the logic proceeds
to ablock 130. ’ ’

In block 130, EDU A 20 determines the 64-bit KEK that was previously

25 selected from the public or private table by EDU B 28, using the KEK} value that it
just received as an oifset to enter the table. The 64-bit KEK is then used with the
ECB method to decrypt the value DEKI, as shown in a block 132.

In a block 134, a validity check is made to ensure that the decryption process

‘was carried out correctly and that the encrypted data were not afiected by noise or

30 .. other problems during transmission. The validity check is carried out by using the
decrypted DEK1 value and the ECB method to encrypt the 64-bit zero function. The
result provides a check value, the 16 LSBs ofwhich are a value KEK1'. The accuracy
of the encryption/decryption process and transmission is confirmed in a decision
block 136 if the EDU detemrines that KEKI equals I$K1'. If not, a block 138

35 provides for indicating that an error has occurred in establishing secure
communications, which leads to _a stop block 140.
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On the other hand, assuming that KEK 1 equals KEK 1', a block 142 directs

the EDU to generate a 64-bit random value, DEK2, which is the second portion of the

session data encryption key that will be used to encrypt data transmissions between

the two EDUs. In a block 144, EDU A 20 performs a logical XOR to combine the

first portion of the session key, DEK1, and the second portion, DEK2, to determine

the final session data encryption key DEK. '

In a block 146, DEK2 is used with the ECB method to encrypt the 64-bit zero

function in order to determine a second check value. Using the 16 LSBs of the check

value in a block 148, the EDU determines a table entry value KEK2. By entering the

specified public or private table at the address ofi'set determined by KEK2, four

consecutive 16-bit words comprising a 64-bit KEK are determined _in a block 150.

The EDU uses the value of KEK from the table and the ECB method to encrypt

DEK2 in a block 152.

With the predefined header encryption key, the EDU A 20 encrypts the KEK

table CRC, its own EDU ID, and the table entry value KEK2, producing an encrypted

key header in a block 154. The encrypted key header just produced and the encrypted

DEK2 will be transmitted to EDUB 28 only ifthe next test is passed in a decision

block 155.

Decision block 155 now determines whether the EDU ID that was decrypted

from the header received from EDU B 28 in block 124 matches that of the EDU that

was initially called, i.e., confirms that the intended recipient has responded. Since the

encryption of the EDU ID is carried out automatically by EDU B 28, and can not be

modified or affected by external signals, it is virtually impossible for a third party to

use another EDU to break into a communications link and take part in establishing

secure communications, since the encrypted EDU ID that is returned to the station

that initiated the communication would then not match the expected EDU ID. A

negative response to decision block 155 causes the process for establishing secure

communications to be halted at a stop block 157. Otherwise, the process for

establishing a secure communications link proceeds to a block 156. Block 156

provides for transmitting the encrypted key header and encrypted DEK2 to the other

EDU, i.e., to EDUB 28, which is the intended recipient for subsequent encrypted

communications. Thereafter, the logic proceeds to a block A2 158 in FIGURE 5.

FIGURE 5 illustrates a flow chart 160 defining the steps next implemented by

EDU B 28. Following block 158, a block 162 provides for parsing the encrypted key

header and encrypted DEK2. The encrypted key header is then decrypted in a

block 164 using the ECB method in connection with the predefined header encryption
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key, enabling EDUB 28 to determine the KEK table CRC, the EDU ID of the
transmitting station, and the KEK2 table entry value. In a decision block 166,
EDU B 28 determines if the KEK table CRC value is correct, i.e., confirms that the

public or private table of KEKs used by EDU A 20 is the same as that being used by
EDUB 28. If not, the communication process is halted at a block 168. Otherwise,

the process continues with a block 170.

Block 170 provides for selecting a 64-bit KEK fi'om the designated table of

KEKs using the entry value KEK2 as an ofl‘set. In a block 172, the EDU uses the
selected KEK value in connection with the ECB method to decrypt the encrypted

DEK2. It then performs a validity check in a block 174, by using the DEK.2 value in
connection with the ECB method to encrypt the 64-bit zero function, thereby

determining a check value and a table entry value KEK 2' that is based upon the 16
LSBs of the check value. A decision block 176 causes CPU 36 to determine if the

decrypted KEK2 equals KEK2‘ that was just determined in block 174. If not, a

block 178 provides for indicating that an error has occurred, leading to a stop
block 180.

However, assuming that the validity check has a positive response, in a
block 182, the EDU logically XORs DEKI and DEK2 to determine the value ofDEK

for this session. At this point, both the receiving and transmitting station EDUs have

established the current session data encryption key DEK. Before the communication

session can proceed, one final check is made in a decision block 183.

Decision block 183 determines if the EDU ID sent by EDU A 20 in the key

header that was decrypted in block 164 by EDU B 28 matches an expected EDU ID.

Ifnot, block 180 stops the process of establishing secure communications between the
two EDUs. Decision block 183 thus determines if a third EDU has been used to

intercept communications between EDU A 20 and EDU B 28; if not, the
communication of encrypted data proceeds at a block 184.

The session DEK is used in a block 184 by EDU A 20 to encrypt data (such as

facsimile or computer data) for transmission to EDUB 28, which then decrypts it

using the sa.me DEK. When EDU B 28 determines that the last of the data to be
transmitted has been received and decrypted, a block 186 provides for resetting both

EDUs to await the next communication. Thereafter, a stop block 188 terminates

further communication between the two stations.

During the "process of establishing secure communications, neither of the
EDUs linking together transmits DEK1 or DEK2 in the clear. Either the public or

private table of EKs is used for encrypting the first and second portions of the
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current session DEK. Consequently, only another EDU provided with the same

control program and the same table of KEKs (producing the same CRC value) would

be able to decrypt either the encrypted first or second portions of the DEK. Since the

software program controlling the operation of the EDUs requires that the EDU ID

number of the stations be encrypted as part of the key header infomration that is

exchanged, a third EDU cannot be used to surreptitiously substitute for the intended

receiving station or transmitting station during the establishment of the secure

communication link. Consequently, only the two EDUs at the receiving and

transmitting stations comprising a link are able to communicate to establish a session

DEK and thereafter carry on secure communications.

Only an EDU having the same session DEK used to encrypt data can decrypt

the data. Furthermore, although any EDU can establish secure communications with

any other EDU using the public table of KEKs, only EDUs having the same private

table of KEKs (determined from the KEK table CRC value) can establish a

session DEK to communicate with each other. As a result, a corporation that

generates its own table of private KEKs can ensure that secure communications are

initiated only with other stations comprising its private network that include the same ~

table ofprivate KEKs.

While the DES algorithm is used in the preferred form of the present

invention, it will be appreciated that other encryption algorithms that ' use an

encryption key can also be employed. Further, when determining a check value, a

predefined function other than the zero function can be used. It should also be

apparent that the encrypted key header need not include the EDU ID, if a lower level

of security is acceptable, for example, in a local network of EDUs exclusively using

private KEKs. These and other modifications to the present invention will be

apparent to those of ordinary skill in the art. Accordingly, it is not intended that the

invention be in any way limited by the description of the preferred embodiment and

modifications thereto, but instead that the scope of the invention be determined

entirely by reference to the claims that follow.
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The embodiments of the invention in which an exclusive property or privilege

is claimed are defined as follows:

1. Encryption/decryption apparatus for ensuring secure communications

between two stations, said encryption/decryption apparatus disposed at each station

comprising:

(a) encryption processor means for encrypting and decrypting data

using an encryption key that is input thereto;

(b) control means, coupled to the encryption processor means, for

controlling the operation of the encryption processor means, said control means

supplying the encryption processor means with data for encryption and decryption

and with the encryption key for use in encrypting and decrypting the data to produce

an output signal in response to programmed instructions that cause it to automatically

randomly select a part of a session data encryption key for use by the encryption

processor means to encrypt data when combined with another part of the session data

encryption key received from the other station; and

(c) non-volatile memory means, coupled to the control means, for

storing a plurality of key encryption keys used by the encryption processor means in

encrypting the part of the session data encryption key for transmission to the other

station, said control means selecting the key encryption key from said plurality of key

encryption keys as a function of a check value determined by the control means with

the part of the session key.

2. . The encryption/decryption apparatus of Claim 1, wherein said

non-volatile memory means include an internal power source that supplies electrical

power to maintain storage ofthe plurality ofkey encryption keys.

3. The encryption/decryption apparatus of Claim 1, fiirther comprising

potting means for encapsulating the encryption processor means, the control means,

and the non-volatile memory means in a radio and light wave opaque material, said

potting means being sufliciently hard and resistant to dissolution by solvents to

prevent its removal without causing damage to interconnections coupling the

non-volatile memory means to the ‘control means and damage to interconnections

supplying electrical power to the non-volatile memory means from the internal power

source, such damage causing erasure of the plurality of key encryption keys stored in
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the non-volatile memory means, said control means also responding to any attempt to

extemally interrogate the non-volatile memory means by causing erasure of the key

encryption keys stored therein.

4. The encryption/decryption apparatus of Claim 1, further comprising

multiplexer ‘means, coupled to the control means to receive a select signal therefrom,

and coupled to the encryption processor means, an output port, and the memory

means, for selectively conveying a data signal thereto in response to the select signal.

5. The encryption/decryption apparatus of Claim 1, wherein the control

means include a non-volatile memory for storing the programmed instructions and for

storing a unique identification code that identifies a specific encryption/decryption

apparatus.

6. The encryption/decryption apparatus of Claim 5, wherein the control

means include means for locking the control means and its non-volatile memory to

prevent data and program steps from being read externally or changed after storage of

the programmed instructions in said non-volatile memory is complete.

7. The encryption/decryption apparatus of Claim 6, wherein the means

for locking include means for encrypting data and memory addresses defining memory

storage locations within the non-volatile memory of the control means and within the

non-volatile memory means.

8. Encryption/decryption apparatus for ensuring secure communications,

comprising:

(a) processor means for randomly selecting a partial session data

encryption key;

(b) encryption means for encrypting the partial session data

encryption key, producing an encrypted part key and decrypting another partial

session data encryption key selected at another location; and

(c) means for conveying the encrypted part key to an output port

so that it can be transmitted to the other location and for conveying an encrypted

signal from an input port, said encryption means decrypting the other partial session

data encryption key received from the other location as the encrypted signal, said
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processor means combining the partial session data encryption key to determine the
current session data encryption key that is subsequently used by it to encrypt data
transmitted to the other location and to decrypt encrypted signals received fiom the

, other location.

9. The encryption/decryption apparatus of Claim 8, further comprising

memory means for storing a plurality of key encryption keys, wherein the encryption
means select a specific key encryption key fiom the plurality ofkey encryption keys as
a firnction of a check value, said encryption means encrypting a predefined set of

characters with said part of the encryption key to determine the check value.

10. The encryption/decryption apparatus of Claim 9, wherein the means

for transmitting also transmit the check value determined by the encryption means.

11. The encryption/decryption apparatus of Claim 10, wherein the

decryption means use a check value received fi'om said other location to determine a
specific key encryption key that was used to encrypt the other partial session data
encryption key.

12. The encryption/decryption apparatus ofClaim 11, wherein:

(a) the encryption means use the other partial session data
encryption key decrypted by the decryption means to encrypt the predefined set of
characters, producing a test value;

(b) said processor means compare the test value with a check value
received fiom the other location and detect an error if the test value difi‘ers from said
check value received fi'om the other location; and

(c) if an error is detected in (b), said processor means halt
communications with said other location.

13. The encryption/decryption apparatus of Claim 9, wherein said memory

means store a unique identification code for that apparatus.
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14. The encryption/decryption apparatus of Claim 9, wherein the memory

means comprise a non-volatile memory circuit including an internal power source,

said internal power source supplying electrical current to the non-volatile memory

circuit to retain data stored therein, said memory means being encapsulated in a

material that precludes physical inspection of the memory circuit, preventing

discovery of the data stored therein, firrther comprising means for interrupting

electrical current supplied fi'om the internal power source to the memory circuit so

that the data stored therein are erased if the material encapsulating the memory means

is removed therefrom.

15. The encryption/decryption apparatus of Claim 8, wherein the

processor means comprise a central processing unit that is programmed to control the

encryption means and the decryption means according to a predefined set of

instructions.

16. The encryption/decryption apparatus of Claim 8, wherein the

encryption means comprise an integrated circuit that implements encryption and

decryption of data from a plurality of sources in response to signals from the

processor means, using the current session data encryption key, in accordance with a

predefined encryption algorithm and a corresponding predefined decryption algorithm.

17. The encryption/decryption apparatus of Claim _9, wherein the memory

means store a plurality of sets of key exchange keys, firrther comprising means for

selecting one of the sets of key exchange keys from which the specific key exchange

key is determined.

18. Encryption/decryption apparatus for ensuring secure communications,

comprising:

(a) a sealed circuit encapsulated in a material opaque to radio and

light waves, said sealed circuit comprising:

(i) a central processing unit that receives and transmits

data in both an encrypted. and decrypted form;

(ii) a memory circuit coupled to the central processing unit,

at least one predefined set of key exchange keys being stored in the memory circuit,
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said key exchange keys stored in the memory circuit being extemally inaccessible,
both physically by inspection and by downloading through the central processing unit;

(iii) an encryption/decryption coprocessor coupled to the

central processing unit to receive data therefiom, said encryption/decryption
coprocessor encrypting and decrypting the data under control of the central
processing unit based upon a specified encryption key, the encryption/decryption
coprocessor selectively generating a second set of key exchange keys that are also
stored in the memory circuit;

(b) connector means for interconnecting the sealed circuit with
external data input and output lines, the encryption/decryption coprocessor selectively
encrypting the second set of key exchange keys and the connector means conveying
the second set of key exchange keys in an encrypted form to an external device for
distribution to other encryption/decryption apparatus comprising a limited networlg

whereby only encryption/decryption apparatus comprising the limited network can
securely communicate with each other using the second set of key exchange keys, but
can securely communicate with other like encryption/decryption apparatus that do not
comprise the limited network using the predefined set ofkey exchange keys.

19. The encryption/decryption apparatus of Claim 18, further comprising

memory means coupled to the central processing unit, for storing program steps

controlling automatic determination of a session data encryption key for use in

encrypting and decrypting data, said session data encryption key being determined in
part by the central processing unit logically combining a first randomly selected
portion of the session data encryption key that is received in an encrypted form from
another location with a second randomly selected portion of the session data

encryption key that the central processing unit transmits to the other location in an

encrypted form.

20. The encryption/decryption apparatus of Claim 19, wherein one of the

predefined set and the second set of key exchange keys is selectively used for
encrypting said other portion ofthe session data encryption key.

21. The encryption/decryption apparatus of Claim 18, wherein the memory

circuit stores a unique identification code for the sealed circuit that can not be
changed; said central processing unit halting operation of the sealed circuit if data are
received from the other location that specify a difi'erent identification code, thereby
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preventing secure communications with an unintended encryption/decryption

apparatus.

22. Encryption/decryption apparatus for ensuring secure communications

between two stations, comprising:

(a) first processor means at one of the stations for randomly

selecting a first part encryption key and second processor means at the other of the

two stations for randomly selecting a second part encryption key;

(b) encryption means at said one station for encrypting the first

part encryption key, producing an encrypted first part key;

(c) means for transmitting the encrypted first part key to said other
station; .

(d) decryption means at said other station for decrypting the

encrypted first part key to determine the first part encryption key;

(e) encryption means at said other station for encrypting the

second part encryption key, producing an encrypted second part key;

(t) means for transmitting the encrypted second part key to said

one station; and '

(g) decryption means at said one station for decrypting the

encrypted second part key to detennine the second part encryption key, said first

processor means at said one station and said second processor means at said other

station then combining the first part encryption key and the second part encryption

key to determine an encryption key that is used to encrypt and decrypt subsequent

communications between the two stations.

23. The encryption/decryption apparatus of Claim 21, fiirther comprising

memory means for storing a plurality of key encryption keys at each of the two

stations, wherein the encryption means at each station select a specific key encryption

‘ key from the plurality ofkey encryption keys as a function of a first check value and a

second check value, respectively, said encryption means at said one station encrypting

a predefined set of characters with said first part encryption key to determine the first

check value, and said encryption means at said other station encrypting the predefined

set of characters with said second part encryption key to determine said second check

value.
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24. The encryption/decryption apparatus of Claim 22, wherein the means

for transmitting from each station also transmit the respective first or second check

value determined by the encryption means at each station.

25. The encryption/decryption apparatus of Claim 23, wherein the

decryption means at said other station use the first check value received fi'om said one

station to determine the specific key encryption key that was used by the encryption

means at said one station to encrypt the first part encryption key, and wherein the

decryption means at said one station use the second check value received fiom said

other station to determine the specific key encryption key that was used by the

encryption means at said other station to encrypt the second part encryption key.

26. The encryption/decryption apparatus ofClaim 24, wherein:

(a) the encryption means at said other station uses the first

encryption key decrypted by the decryption means to encrypt the predefined set of

characters, producing a test check value;

‘ (b) said second processor means compares the test check value
with the first check value and detects an error if the test check value ditfers from the

first check value;

(c) the encryption means at said one station uses the second

encryption key decrypted by the decryption means to encrypt the predefined set of

characters, producing a test check value;

(d) said first processor means at said one station compares the test

check value with the second ‘check value and detects an error if the test check value

dilfers from the second check value; and

(e) if an error is detected in (b), said second processor means halt

communications with said one station, and if an error is detected in (d), said first

processor means halt communications with said other station.

27. The encryption/decryption apparatus of Claim 22, wherein said

memory means at each station store a unique identification code for that station.

28. The encryption/decryption apparatus of Claim 26, wherein the

encryption means at said one station encrypt the unique identification code of said
other station, the means for transmitting then transmitting an encrypted identification

code to said other station, said decryption means at said other station decrypting the

unique identification code.
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29. The encryption/decryption apparatus ofClaim 27, wherein said second

processor means compaxe the decrypted unique identification code with the unique
identification code stored in the memory means and if not identical, halt

communications with said one station.
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SYSTEM AND METHOD FOR NETWORK LICENSE ADMINISTRATION

5 Technical Eield

The present invention relates to systems and methods

for controlling and monitoring the use, on computers and

computer networks, of computer programs.

Background Art

10 As computers have proliferated in availability, the

investment in computer software has also grown, and there

have been developed various methods for charging the

computer user for use of computer software products.

Typically computer software products are licensed, rather

l5 than sold, to the computer user under various arrangements.

The simplest common license arrangement gives the user the

right to use a software product on a single computer, i.e.,

to employ only one central processing unit (CPU) in

connection with operation of the software product. Although

20 many such licenses are for indefinite periods of time, a

license may also be for a limited duration and extendable,

so that the entity marketing the product can charge a

periodic fee (for example, annually) for use of the software

product. Or use may be absolutely time-limited (for

25~ example, one-day), so that the user may evaluate the

software product for possible purchase of a regular license.

Since software can be copied and moved easily from one

like machine to another, companies have invented methods to

prevent unauthorized use of their software products. Some

30 licensors require passwords to activate software on a

particular machine. The password may be keyed to the

hardware's identification number as a condition for

operation of the software. Such systems can effectively

lock software to a particular machine, but do not address

35
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software that is licensed for concurrent or simultaneous

use. some licensors use hardware looks that attach to a

parallel printer port or a serial port on a machine: each
time the software is activated, it looks for a specified

code, in the hardware lock, asia condition for operation of

the software. Using hardware locks resolves the problem of

unauthorized moving of software among machines: however,

hardware locks do not handle multiple software products on a

single machine, and they require time and expense to deliver
to the end user.

When computer software products are used in a network

environment (which may include computers running in various

roles as workstations and servers of various types linked

together over a data path), additional licensing challenges

are present. For example, a network may permit a user at
one node (which may be a terminal or workstation, for

instance) to utilize a software product running at another

node (which may be the network server or even another work-

station). Consequently, the terms of the single-computer

type of software license might not cover the usage of the

software product on the network, or worse still (from the

point of view of the licensor) might actually permit such a

usage without additional compensation to the licensor. One

approach to network licensing is to grant permission to use

the program based on all of the nodes on the network, and to

require a license for each node. Then typically the license

fee may be increased as the number of nodes on the network

increases. Another approach bases the license fee for a

software product running on a network on the total number of

individual users who might actually run the software,

regardless of the number of nodes either on the network or

running the software product at a given time. These

approaches, however, have usually required the cooperation
of the licensee, because additional nodes may be added to

the network, or additional users may utilize the software,

without the knowledge of the licensor, who is typically not

present on the premises of the licensee. The licensor may

'9

Petitioner Apple Inc. - Exhibit 1002, p. 218



Petitioner Apple Inc. - Exhibit 1002, p. 219

10

15

20

25

30

35

PCT/US92/ I 0215W0 93/1 I480

reserve the right to audit the licensee's site, but such an

audit is intrusive, expensive, and may alienate potential or

actual customers for licenses. Although other approaches

exist under which one might charge a single fee per server

or per site or per entity, often on an individually

negotiated basis, these approaches are often impractical or

inflexible, in that they also typically do not take into

account the possible wide variation over time in the number

of nodes or users and also require reliance on licensee

cooperation.

The same circumstances that make license enforcement

difficult for the licensors of software products for a

network environment also make license compliance difficult

for the conscientious administrator, for example, of a

Management Information System (MIS) or Computer Aided Design

(CAD) department of a company using software products. The

administrator may be called upon to ensure that the number

of workstations using a variety of software products in a

network environment complies with the terms of a variety of

license agreements. Such an administrator may have to

develop and promulgate a series of directives about the

terms of permitted workstation usage and must depend

primarily upon the goodwill and voluntary compliance of unit

personnel with such directives.

Recently it has become practical in some network

environments to determine and limit the number of nodes that

may access a software product at a given time, and to charge

a license fee based on the maximum number of nodes that are

permitted to use the software product concurrently. This is

called "concurrent licensing". In these environments, a

computer program, acting as "librarian" and running on a

computer node designated as a license server, is typically

used to distribute license keys (sometimes called "tokens")

over the network to nodes requesting access to run a

software product; the number of keys is tracked by the

librarian; and if at a given time, the permitted maximum

number of keys would be exceeded by usage of the software
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product on a requesting node, the node can be denied, at

such time, access to invoke the software product.

Examples of software-based concurrent licensing

arrangements may be found in Unix applications running in

5 connection with software products sold under the trademarks

NetLS (available from Gradient Technologies, Inc., 577 Main

Street, Suite 4, Hudson, Massachusetts 01749), and SunLic

(available from Sun Microsystems, Inc., Mountain View,

California), and Flexible License Manager (available from

10 Highland Software, Inc., 1001 Elwell Court, Palo Alto,

California 94303 ). However these arrangements suffer from

a number of disadvantages. NetLS, for example, includes

mechanisms for tracking which nodes have been given keys to

run a given software product and the number of keys

15 available for running such software product.‘ However, it is

up to the designers of each software product to program such

product to implement the terms of any license agreement,

and, in particular, to program into the product calls to the

NetLS software to provide information to the computer

20v running the software product and to write code in the

applicable product to prevent use of the product when the

license terms have not been obeyed. Thus a computer system

utilizing ten different software products that rely on NetLS

for license enforcement will generally have ten different

25 substantial software portions (one in each computer product)

to achieve license enforcement. In addition to this

complexity, if the license server running NetLS fails, of if
the network itself fails, then a workstation loaded with the

software product cannot run the software product, since the

30 product requires NetLS interaction to be activated.

The foregoing difficulties are applicable generally not

just to NetLs but to "metering software" generally. The

Microcomputer Managers Association has issued a White Paper

(October 2, 1991), reprinted in Infowbrld, pages 46-42

35- (October 14, 1991) on the problems of network licensing,

‘Commenting on the problem that each software product

requires its own interface to the metering software (as well

|I
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as possible input of administrative information), the White

Paper suggests that "[i]t makes much more sense to have a

single package provide the metering for all application

Infoworld (October 14, 1991),

Such an approach has its own

software on the network."

at page 51, column 4.

Each application would still have to

‘supra,

difficulty, however.

interface with the single metering package, and the

interface to such a package must somehow deal with the

varying licensing terms of each software product. Moreover,

with the metering package running on the license server, a

failure of the server or the network would prevent all

software applications from running anywhere on the network.

Summary of the Invention

In a preferred embodiment, the present invention

provides an improved system for administration, on a

computer network, of license terms for a software product on

the network. The improved system is of the type having an

arrangement, such as NetLS, for tracking software product

usage, associated with one of the computers acting as a

license server. This arrangement permits the license server

(i) to identify the current set of nodes that are using the

software product at a given time, (ii) to handle license

data concerning conditions under which usage of the software

product is permitted at any given node, and (iii) to

determine whether at any given time the conditions would

still be satisfied if a given node is then added to this set

of nodes. The software product may thus include

instructions to interface with the license server to cause

enforcement of the license terms. The improvement, in one

embodiment, to the system includes a policy server database

maintained on each node, containing data specifying

conditions under which usage of the software product is

permitted on such node. Each node also has a policy server

"daemon" (which may be implemented in software) in

association with the corresponding policy server database,

for (i) communicating with the license server, (ii)

interfacing with both the software product and the
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corresponding policy server database, (iii) making a

permission-to-run availability determination, with respect

to local usage of the software product, on the basis of

applicable data from the license server and the

5 corresponding policy server database, so that enforcement of

license terms applicable to the software product at a given

local node is achieved on the basis of both license policy

maintained at such local node as well as applicable data

from the license server.

10 In a further embodiment, each policy server database

contains data specifying conditions under which usage of

each of a plurality of software products is permitted on the

node on which the database is maintained. Additionally,

each policy server daemon interfaces with each software

15 product. In this manner, enforcement of license terms

applicable to each software product at a given node is

achieved on the basis of both locally maintained license

policy and applicable data from the license server.

In a further embodiment, each node has a log file

20 maintained, in association with each policy server daemon,

to record recent software product usage on that node. The

policy server daemon is accordingly configured to handle

instances when data from the license server is

unavailable —- for example, when.the computer acting as the

25 license server is non-operational or when the network is

non-operational. In particular, the policy server daemon

may permit a node to run a software product, in the absence

of license server data, if the node's log file indicates a

sufficient level of recent usage of the software product on

30 the node. The circumstances under which such a permission-

to-run availability determination is favorable may be ;

established by the node's policy server database.

In yet further embodiments, the policy server database ‘

and the log file may be encrypted. Furthermore the
35 interface between the policy server daemon and each software

product may be made secure. When.one or more of the

software products are subject to concurrent licensing
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restrictions specified in the policy server databases, the

policy server daemon may be permitted to reserve a

predetermined time interval over which the applicable node

has a guaranteed opportunity to utilize a given software

product. The reservation is accomplished by having the

node's policy server daemon communicate to the license

server over the predetermined time interval that the node is

using the given software product, regardless whether the

software product is actually being used.

It can be seen that the present invention permits a

single database at each node to specify all of the

conditions under which the node may access any of the

software products on the network. Furthermore, as described

in further detail below, in order to invoke the licensing

administration function carried out in accordance with the

present invention, each software product need contain only a

simple and short segment including the instruction:

ILic-get_license

followed by parameters identifying license details for the

particular software product. A branching routine (which may

made available to all the software products, and called by

the particular software product after this instruction) then

specifies program flow depending on whether a license is

available (the remainder of the program can be run) or not

(the program operation is terminated and a message is

displayed to the user).

Brief Description of the Drawings

The foregoing features of the invention will be more

readily understood by reference to the following description

taken with the accompanying drawings in which:

Fig. 1 is a block diagram showing operation of a

preferred embodiment of the invention in a network;

Fig. 2 is a block diagram illustrating the

interrelation of important modules of the embodiment;

Fig. 3 is a block diagram of the main logical flow of
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the-computer program used in the embodiment;

Fig. 4 is a block diagram of the main processing of a

validated "get license" message;

Fig. 5 is a block diagram of the manner in which the

policy server database is structured;

Fig. 6 is a block diagram providing more detail than

Fig. 4 of the logical flow of the processing of a "get

license" message;

Fig. 7 is a block diagram of license acquisition

processing referred to as item 623 in Fig. 6:

Fig. 8 is a block diagram of clock message processing

for licenses on the main list of licenses that have been

established; and

Fig. 9-is a block diagram of clock message processing

for licenses moved to the recovery list by item 88 of Fig.

8.

Detailed Description of Specific Embodiments

The invention is applicable to computer networks of the

type having an arrangement, such as NetLS, for tracking

software product usage, associated with one of the computers

on the network acting as a license server. The present

embodiment is described with respect to a Unix network;

however, the software used by the license server in

implementing such an arrangement, and the particular network

type, are a matter of design choice.

Fig. 1 shows the manner in which a preferred embodiment

of the invention may be implemented on a Unix network. Each

computer node 11 of the network may be running a variety of

software products, such as PDS (item 12a), EMS (item 12b),

and so forth (shown through item 12j). Each of these '

products includes a call "get_license" to the local policy

server daemon 16 for a determination whether a license is

available to run the product in question. As used in this

detailed description, the term "license" refers not to a

written document between the licensor and the licensee, but

rather to the availability of permission to-run the software,

product. The local policy server daemon 16 operates at the
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computer node 11 and makes the permission-to-run

availability determination by reference to its associated

policy server database 14, also located at the node, to

identify the rules specifying the circumstances under which

The daemon 16 also communicates

over the network with the applicable license server. In

this figure, three separate license servers are shown: one

(item 18a) running NetLS; another (item 18b), SunLic; and

another (item 18c), Highlands. The license server

communicates with the daemon 16 using the applicable license

software NetLS (item 17a), SunLic (item 17b), or Highlands

(item 17c), and informs the daemon whether usage of the

software product on the network is such that a license may

be granted in accordance with the policy established by the

database 14. If so, the daemon 16 reports the license to

the applicable software product 12, and to the applicable

license server 18. If there is no successful communication

with the applicable license server 18, if the database 14 so

permits, the daemon 16 will consult a log file 15 recording

instances of recent software product usage, and if there has

been a sufficient level of recent software product usage

that has been licensed, the daemon will grant a temporary

user license-(TUL) to run the software product.

The communication between the applicable software

product 12 and the local policy server daemon 16 is handled

as an interprocess communication in Unix. Here the Unix

"message" is used as the means of communication, but this is

a matter of choice, and other means of communication, such

as pipes or shared memories, may be used. In order to

reduce to risk of tampering by the licensee with the license

availability determination made by the policy server daemon

16, the rules database 14 and the log file 15 may be

encrypted using techniques known in the art. Similarly, the

message communication from the application to the policy

server daemon 16 can be subject to validation using

techniques known in the art to assure that the message is

indeed from the pertinent software product.
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The embodiment described herein has been implemented

for use with a variety of types of licenses. (Numerous

license types may be created and enforced by the invention,
but the following types are illustrative.) one type is the

concurrent use license. A concurrent use license is issued,

from the server running the Licensing System (sometimes

called the "license server" in this description and the

claims following), with respect to a software product being

used on a node in a network. The license server controls

the levels of concurrent usage of the software product.

when they are no longer needed. For example,

Licensing System on the server permits five concurrent

licenses for a given software product, then five users on

the network can run the software product concurrently.

The concurrent use license is actually implemented as

part of a two-tier structure. The first tier is a "base

license,“ and the second tier is a "version-specific"

The base license controls the number of

The version

license.

simultaneous users of a software product.

license controls the version of the software product that

may be utilized by the user. The base license typically

expires at the end of each year, and may be renewed. The

version license typically never expires. The version

license provides a mechanism for controlling how many base

licenses are for a software product that is under a

maintenance agreement. As an example, a user may have

purchased a license to five copies of version A of a
software product, but kept maintenance on only three copies.

In such a case the user would receive five base licenses

(which expire each year and were replenished unless the

applicable computers were sold), plus five version A

licenses that never expire. This user would subsequently

receive only three version B licenses for the three copies

under maintenance. Under such an arrangement, the user

could still run five copies of version A of the software

product, or a mix of version A and version B software as

I.)

9)
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long as the mix does not exceed five copies in total and

does not exceed three copies of version B.

The policy server database file 14 of a computer node

stores the license requirements for each software product to

be run at that node. For each software product, the

database may identify the number of base license "tokens"

and version license "tokens", obtained from the server

running the Licensing System, that are necessary for

operation of that software product on the particular

computer consituting the node. (The particular computer,

for example, may be particularly fast in processing, and

therefore a higher license fee may be required for running

the software product on such computer, resulting here in a

larger number of tokens required for the base and version

licenses.)

Another type of license is a node-locked license, which

is tied to a particular computer node and cannot be used by

The node-locked license token is designated

In a further variation

other nodes.

for a particular node when created.

of the node-locked license, a "reserved" license may be

established, that is, the policy server daemon may be

permitted to reserve a predetermined time interval over

which the applicable node has a guaranteed opportunity to

utilize a given software product. (The reservation is

accomplished by having the node's policy server daemon

communicate to the license server over the predetermined

time interval that the node is using the given software

product, regardless whether the software product is actually

being used.)

A single use license can be used only for one

invocation of the software product. Single use licenses are

useful for emergency situations, peaks in usage, or

demonstrations. A day use license is similar to a single

use license, except that a day use license remains available

on the computer node that acquired it for 24 hours after the

time of acquisition.

A temporary user license (TUL), described above, is
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issued on a temporary basis when the server running the

Licensing System becomes unavailable. A TUL is designed for

emergency situations and is grated on a per user, per node,

per software product, per usage history basis.

5 Fig. 2 illustrates the structure of a program

implementing the embodiment of Fig. 1 for a single license

server running one or more Licensing Systems, such as NetLS.

The program is written in standard C. A communication
module 21 handles communication with the various software

10 products, one of which is here shown as item 26. If the

software product includes the "getglicense" instruction, the

communication module 21 refers to the licensing dispatch

module 22. The licensing dispatch module 22, by reference

to the policy server database 14 and the applicable

15 Licensing System, makes the license availability

determination. The Licensing System shown here is No. 1,

and client portion 25 is accessed by licensing dispatch 22,

which may access other Licensing Systems depending on the

software product 26 and information in the policy server

20 database file 14. The client portion of the Licensing

System 25 communicates over the network with the server

portion 251. In the event that there is no successful
communication with the server portion 26, the communication

module may trigger the temporary user license (TUL) module

25 27 to consult with the history log file 15 to determine if

there is a sufficient level of recent licensed usage of the

software product at this node to permit the grant of a

temporary user license (TUL). In any event, the

communication module 21 reports the license availability

30' determination by directing a message to the software

product's process. The communication module is also _

responsible for sending a periodic signal (a "ping") to the

0]

0

license server to indicate continued use of a license.
9

Another module 28 causes recordation of license usage in

35 license usage file 281 for reporting purposes. A-file 252

of node-locked licenses is maintained locally. The

communication module 21 is controlled by timer interval
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handler 29, which in turn receives periodic signals from PS

driver 291 that has been incorporated into the operating

system.

Fig. 3 illustrates the main logical flow of the program

5 carried out by the communication module 21. After

initialization 31, the program gets the next message from

any processes, and, in particular, from any software

products that may be invoked from the node on which the

program is running. Next the message is validated (item

10 33), and then the message is processed (item 34). After

processing of the current message, the program loops to seek

the next message again.

The most important message is "get_license", and this

message is processed as shown in Fig. 4. The first step 41

15 is to determine the availability of a license. The license

availability determination is made in the licensing dispatch

module 22.

After the license availability determination is made as

. shown in step 41 of Fig. 4, if a license is granted, that

20 fact is reported to the software product in step 43. If the

license is not granted because of a lost connection to the

server running the Licensing System (determination in step

44), there is a check to see if usage of the software

product is possible "under grace", that is, whether there

25 has been sufficient recent licensed usage of the software

product at the node to permit granting of a TUL. If so, a

TUL is granted (step 47). If not, or if the license was

denied for reasons other than a lost connection, the program

communicates (step 46) the fact of no license availability

30 to the software product.

Additionally, the communication module of the policy

server daemon may reserve a predetermined time interval over

which the applicable node has a guaranteed opportunity to

utilize a given software product. The reservation is

35 accomplished by having the module communicate to the license

server over the predetermined time interval that the node is

using the given software product, regardless whether the
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software product is actually being used.
The construction of the policy server database is shown

in Fig. 5. License prices are initially established by
management decision in price book 51, which forms the basis
for assigning token values (step 52) required for license
grant. The license cost to use a software product can also
vary as a function of the hardware platform (i.e., the model
of the computer) on which the product is running.

Accordingly, the platform indicator data 54 and'the rules

defining the different types of licenses 53 all form a part
of the structure of the policy server database 55. In order

to assure integrity of the database, it is encrypted.

Fig. 6 is a block diagram providing more detail than

Fig. 4 of the logical flow of the processing of a "get
license" message. Initially (step 61), memory is allocated

for the structure of the applicable license to be added to

the list of license structures in memory. Unless the

structure shows a reserved license (tested in block 62), the

policy server database file 14 of Figs. 1 and 2 is accessed
(step 621) to determine the applicable license terms. If
access is successful (tested in block 622), then license

acquisition processing (described in connection with Fig. 7)

follows (step 623).

If, as a result of license acquisition processing, a

license is granted (tested in block 625), the history log

file 15 of Figs. 1 and 2 is then updated (step-631) to

reflect this event. Thereafter, the policy server driver

291 of Fig. 2 is informed (step 63), the license usage file
281 of Fig. 2.is updated for use in generating later reports

(step 64), the return status the operation is checked (step
641), and a status message is built and sent (step 65) to
the software product that had included the "get license"

call. If the return status is a failure (tested in step

641), the license structure is removed from memory (step
642) before sending the the status message to the software
product.

If, as a result of the license acquisition processing
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of step 623, a license has not been granted, the error

messages produced by the Licensing System are analyzed to a

single reason (step 626), and the return status for the

software product is determined. If the embodiment described

herein is not in the enforcement mode (determined in step

627), then the return status is simply a warning (generated

in step 643). If the embodiment is in the enforcement mode,

there is a check (step 647) to determine if the connection

with the license server is lost. If there is no lost

connection, the policy server database file 14 is checked

(step 646) for the appropriate license failure conditions,

and then the return status is determined (step 644). If

there is a lost connection, processing follows (step 645),

to determine on the basis of the history log file 15 and

data in the policy server database file 14 whether a TUL is

available. If a TUL is available, the return status is a

warning (step 643), as in the case when the system is not in

the enforcement mode. Once the return status has been

determined, processing is the same as if a license has been

granted; that is, the driver is informed, the license usage

file is updated, the return status is checked and if

necessary the license structure is removed from memory, and

the appropriate status message is built and sent to the

software product (steps 63, 64, 641, 642, and 65).

If after the determination (step 647) that there is a

lost connection, and a TUL is not available (step 645),

processing loops back to license acquistion processing (step

623) to attempt again to get a license from the license

server. If the policy server database file 14 cannot be

successfully accessed in step 621 to determine the relevant

license rules (a matter checked in step 622), the processing

goes to determine (in step 627) whether the system is in the

enforcement mode and to generate an appropriate return

status. If in step 62, the license structure shows a

reserved license, access to the policy server database file

14 is skipped altogether, and the driver is informed (step

63) directly.
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Fig. 7 is a block diagram of the license acquisition

processing referred to as item 623 in Fig. 6. In accordance
with this processing, there is first sought a "base" license
token and then a "version" license token, where "base" and

"version" have the meanings described above following the

description of Fig. 1. Initially, the policy server
database file 14 is cycled through to determine the enabled

base token type (step 71)--for example node-locked, or

concurrent access, or use once. The Licensing System on

the server is then called (step 711) to seek the designated
enabled token. If the base token is granted (checked at

step 712), the policy server database file 14 is then cycled
through to determine the enabled version token.type (step

72). If the version token is granted (checked at step 722),
the return is "license granted" (step 73). In each case if

processing through the policy server database is not

complete (checked for, in the case of the base token at step
713 and in the case of the version token at steop 723), the

database in cycled through again, the Licensing System is

called to seek an enabled token, and there is a test to see

if the token is granted. If the end of the list has been

reached (tested at step 713 for the base token and 723 for
the version token) and the applicable token has not been

obtained, a failure is returned (step 725). If the base

token has been granted, but the version token denied, then

the base token is first freed (step 724) before the failure

is returned in step 725.

Fig. 8 is a block diagram of clock message processing
for licenses on the main list of licenses that have been

established. First, a license is picked as part of a cycle

through the main list of licenses in memory (step 81). Next
there is a check whether a process exists for this license

If there is no process, the license is returned

to the Licensing System, and associated housekeeping is done

(step 821), and the program then picks the next license
(step 81) to begin processing again. If it is determined
that there is a process, then it is determined whether the

0
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license needs to be "pinged" to satisfy requirements of the

Licensing System to keep the license (step 83). The

implementation here generates a ping every 10 minutes.

no ping is currently necessary, the program again picks the

next license (step 81) to begin processing again. If a ping

is necessary, it is sent (step 84), and if successful (i.e.,

the Licensing System reports that the license is still valid

(tested in step 85), the program again picks the next

license (step 81) to begin processing again.

If the ping is unsuccessful, a failure counter is

incremented (step 86), and there is a test (step 87) to

determine if the failure counter is above an established

threshhold. If it is, then the failure counter is cleared

(step 88) and the license in question is moved to the

recovery list (step 89). If it is not, then the program

again picks the next license (step 81) to begin processing

If

again.

Fig. 9 is a block diagram of clock message processing

for licenses moved to the recovery list in step 89 of Fig.

First, a license is picked as part of a cycle through

Next

8.

the recovery list of licenses in memory (step 91).

there is a check whether a process exists for this license

(step 911). If there is no process, any remaining part of

the license is returned to the Licensing System, and

associated housekeeping is done (step 94), and the program

then picks the next license (step 91) to begin processing

again. A check (in step 912) is made to determine whether

the exit flag had been set in step 935, and if so, the

process of the software product (application) is signalled

to exit (step 913), the exit counter is decremented (step

914), and a test (step 915) is made to determine if the exit

counter has reached zero. If so, the application process is

killed (step 916). In either event, the next license is

picked from the recovery list (91), and processing for the

next license resumes as before.

If the exit flag had not been set, then

license is sought (step 921), and a test (922) is made to

a replacement
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determine whether a license has been granted. If a

replacement license has been granted, then

If a replacement license has not been granted, the

replacement failure counter is incremented (step 93) and

5 then tested (step 931) to determine if it is above a

10

15

20

threshhold (here typically 3). If it is not above the

threshhold, then the next license is picked from the

recovery list (91), and processing for the-next license

resumes as before. If it is above the threshhold, the

polciy server database file 14 is consulted (step 932) to

determine whether running of the software product is

permitted (step 933). If not, then the exit counter and

exit flag are set up: if running is permitted, the"

replacement failure counter is decremented (step 934).

either case, the next license is picked from the recovery

list (91), and processing for the next license resumes as

In

before. A

Many other implementations of the invention described
For example, the particular types of

The use of
herein are possible.

licenses described here are merely examples.

base and version licenses are thus a matter of design

choice. The manner in which the failure to obtain a license

is handled can also be tailored to suit the policies of the

licensor of the software products in question.
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What is claimed is:

1. An improved system for administration, on a computer

network, of license terms for use of a software product on

the network, the system being of the type wherein the

network has a plurality of digital computers, each computer

at a node, in communication with each other over a data

path, and the system has usage tracking means, associated

with one of the computers acting as a license server, for

(i) causing the storage of the number of licenses available

for running the software product on nodes of the network,

(ii) identifying the current set of nodes with respect to

which a license has been granted to run the software product

at a given time, and (iii) determining whether at any given

time any licenses remain to be granted for permitting an

additional node to run the software product, so that the

software product may include instructions to cause

enforcement of the license terms;

wherein the improvement comprises:

(a) a policy server database containing data

specifying conditions under which usage of the software

product is permitted on any given node: and

(b) policy server means, maintained and operating

locally as an independent process, on each computer, with

respect to which the license terms are to be enforced, in
association with the policy server database, for (i)

communicating with the license server, (ii) interfacing with

both the software product and the policy server database,

and (iii) making a permission-to-run availability

determination, with respect to local usage of the software

product, on the basis of applicable data from the license

server and the policy server database, so that enforcement

of license terms applicable to the software product at a

given local node is achieved on the basis of both license

policy maintained in the policy server database as well as

"applicable data from the license server.

2. A system according to claim 1, wherein each computer at

a node with respect to which license terms are to be
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enforced includes means for maintaining 1ocally.a policy

server database, containing data specifying conditions under

which usage of the software product is permitted on such
node.

5 3. A system according to claim 1, further comprising:

(c) log means for recording and maintaining a log file
of recent software product usage on each computer at a node

with respect to which license terms are to be enforced, such

log file being accessible to such policy server means, and

10 wherein such policy server means includes means for making a

permission-to-run availability determination in the absence

of data from the license server on the basis of data from

the policy server database and the log file, so that a

favorable determination is possible if the log file

15 indicates a sufficient level of recent usage of the_

pertinent software product on the computer on.which such

J‘)

policy server means is operating.

4. A system according to claim 2, wherein

(i) each policy server database contains data

20 specifying conditions under which.usage of each of plurality

of software products is permitted on the computer on which

the database is maintained, and

(ii) each policy server means includes means for

interfacing with each of the software products,

25» so that enforcement of license terms applicable to

each software product at a given local node may be achieved

on the basis of both license policy maintained at such local

node as well as applicable data from the license server.

5. A system according to claim 4, further comprising:

30 (c) log means, maintained locally in association with

each policy server means, for recording and maintaining a 8

log file of recent software product usage on the computer on

which such_log means is maintained, such log file being it

accessible to such policy server means, and wherein such

35 policy server means includes means for making a permission-
to-run availability determination in the absence of data

from the license server on the basis of data from the policy
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server database and the log file, so that a favorable

determination is possible if the log file indicates a

sufficient level of recent usage of the pertinent software

product on the computer on which such policy server means is

operating.

6. A system according to claim 1, wherein the policy

server database is encrypted.

7. A system according to claim 5, wherein the policy

server database and the log file are encrypted.

8. A system according to claim 4, wherein the policy

server means include means for maintaining a secure

interface with each of the software products.

9. A system according to claim 7, wherein the policy

server means includes means for maintaining a secure

interface with each of the software products.

10. A system according to claim 4, wherein one of the

policy server databases includes a limit on the number of

nodes that may simultaneously use a given software product

and wherein the corresponding policy server means associated

with such policy server database includes reservation means

for informing the license server, over a predetermined time

interval, that the node associated with such policy server

means is using the given software product, regardless

whether such software product is actually being used, so

that such node will always be available to use such software

product, despite attempts to use the software product at

other nodes which if successful would otherwise foreclose

use at such node of such software product, with the effect

that the reservation means reserves use of such software

product at such node over the predetermined time interval.

11. A system according to claim 5, wherein one of the

policy server databases includes a limit on the number of

nodes that may simultaneously use a given software product

and wherein the corresponding policy server means associated

with such policy server database includes reservation means

for informing the license server, over a predetermined time

interval, that the node associated with such policy server
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means is using the given software product regardless of
whether such software product is actually being used, so

that such node will always be available to use such software

product despite attempts to use the software product at
other nodes which if successful would otherwise foreclose

use at such node of such software product, with the effect

that the reservation means reserve use-of such software

product at such node over the predetermined time interval.

12. A system according to claim 9, wherein one of the

policy server databases includes a limit on the number of
nodes that may simultaneously use a given software product
and wherein the corresponding policy server means associated

with such policy server database includes reservation means

for informing the license server, over a predetermined time

interval, that the node associated with such policy server

means is using the given software product, regardless

whether such software product is actually being used, so

that such node will always be available to use such software

product, despite attempts to use the software product at
other nodes which if successful would otherwise foreclose

use at such node of such software product, with the effect

that the reservation means reserves use of such software

product at such node over the predetermined time interval.
A computer network comprising:

(a) a plurality of digital computers, each computer at

a node, in communication with each other over a data path;

(b) usage tracking means, associated with one of the

computers acting as a license server, for (i) causing the

storage of the number of licenses available for running the

software product on nodes of the data path, (ii) identifying
the current set of nodes with respect to which a license has

been granted to run the software product at a given time,

and (iii) determining whether at any given time any licenses

remain to be granted for permitting an additional node to

13.

run the software product;

(c) a policy server database, maintained locally on

such computer with respect to which it is desired to enforce
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license terms applicable to usage of the software products,

containing data specifying conditions under which usage of

any given one of the software products is permitted on the

computer on which the database is maintained; and

(d) policy server means, maintained and operating

locally, on each computer with respect to which it is

desired to enforce license terms applicable to usage of the

software products, and in association with the corresponding

policy server database, for (i) communicating with the

license server, (ii) interfacing with both (aa) each of the

ysoftware products and (bb) the corresponding policy server

database, and (iii) making a permission-to-run availability

determination, with respect to local usage of any given

software product, on the basis of applicable data from the

license server and the corresponding policy server database,

so that enforcement of license terms applicable to the given

software product at a given node is achieved on the basis of

the license policy maintained at such local node as well as

applicable data from the license server.

14. A computer network according to claim 13, further

comprising:

(e) log means, maintained locally in association with

each policy server means, for recording and maintaining a

log file of recent software product usage on the computer on

which such log means is maintained, such log file being

accessible to such policy server means, and wherein such

policy server includes means for making a permission-to-run

availability determination in the absence of data from the

license server on the basis of data from the policy server

database and the log file, so that a favorable determination

is possible if the log file indicates a sufficient level of

recent usage of the pertinent software product on the

computer on which such policy server is operating.

15. A computer network according to claim 14, wherein the

policy server database and the log file are encrypted.

16. A.computer network according to claim 12, wherein the

policy server means includes means for maintaining a secure
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interface with each of the software products.

17. A computer network according to claim 15, wherein the

policy server means includes means for maintaining a secure
interface with each of the software products.

18. A digital storage medium encoded with instructions for
a given computer in a computer network of the type having:

(i) a plurality of digital computers, each computer at
a node, in communication with each other over a data path:

(ii) usage tracking means, associated with one of the
computers acting as a license server, for (i) causing the
storage of the number of licenses available for running the
software product on nodes of the network, (ii) identifying
the current set of nodes with respect to which a license has

been granted to run the software product at a given time,
and (iii) determining whether at any given time any licenses
remain to be granted for permitting an additional node to

run the software product, _

the instructions when loaded into the given computer

establishing:

(a) data structure for a policy server database,
maintained locally on the given computer, containing data

specifying conditions under which usage of any given one of
the software products is permitted on the given computer;'
and

(b) policy server means, maintained and operating
locally, on the given computer, and in association with the

policy server database, for (i) communicating with the
license server, (ii) interfacing with both (aa) each of the

software products and (bb) the policy server database, and
(iii) making a permission-to-run availability determination,
with respect to local usage of any given software product,
on the basis of applicable data from the license server and

the policy server database, so that enforcement of license
terms applicable to the given software product at the given
computer is achieved on the basis of the license policy
maintained at the given computer as well as applicable data

from the license server.
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19. A system, for administration of license terms for use

of a software product on a computer, comprising:

(a) a policy server database containing data specifying

conditions under which usage of the software product is

5 permitted on the computer;

(b) policy server means, operating on the computer, in

association with the policy server database, for (i)

interfacing with the software product and the policy server

database and.(ii) making a permission-to—run availability

10 determination, with respect to usage of the software

product, on the basis of data from the policy server
database.

15
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(57) Abstract

Encryption systems typically rely
on the distribution of cipher keys between
terminals for scrambling and unscram-
bling transmitted messages. Elaborate sec-
urity precautions are necessary to protect
the cipher keys since a compromise of the
key could result in a compromise of the
transmission. There is disclosed a key dis-
tribution method and apparatus which
uses a channel (14, 15, 18) from identified
terminals (A, B, X) to a central key dis-
tribution center (KDC) for the establish- -«
ment, on a one-session basis, of the key
which is to be used for the next session

between those terminals. The key esta-

, blishing link (16) is itself encoded using a
cipher key which changes after each
usage. Provision is made to verify, for
each new connection, that a compromise
has not priorly occurred.
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ENCRYPTION SYSTEM KEY DISTRIBUTION

METHOD AND APPARATUS

Background of the Invention
This invention relates to the establishment and

distribution of cipher keys in a cryptographic system.

Cryptographic systems are now gaining favor, both
for voice as well as data transmission. In such systems it

is typically necessary that the parties to a particular
transmission each have cryptographic keys to encrypt and

decrypt the cipher transmissions. It follows that a
compromise to a cryptographic key will in turn reduce the
security of subsequent transmissions involving that key.

cryptographic keys among the system users. Such
distribution, for example, using secure couriers to

manually update the keys may be possible when the community
of users is priorly known but becomes increasingly more

difficult when either the number of parties is large or

parties who seldom communicate with each other wish to do
so. The responsibility for keeping the cryptographic key
secure after distribution rests with each user and the

longer the key remains effective the greater the risk of it
becoming compromised.

Thus, from a practical point of view it is

desirable to have the cryptographic key effective for a

single session, requiring a new key for each new session.
when couriers are used, however, this becomes costly and
time consuming, especially when a party wishes to place

many secure calls or have many secure sessions.
Attempts have been made to electronically

distribute cryptographic keys between users from a key
distribution center. One such example is shown in

Rosenblum Patent No. 4,182,933, issued January 8, 1980.

while such attempts have found some degree of success they
all suffer from the problem that they are subject to

 SUBSTlTUTEPe$lEfig1i:éTApp1e Inc. - E
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compromise because they usually rely on the security of the

transmission media between the key distribution center and

the terminal for the distribution of session key I‘)

information. Thus, an intruder need only compromise the

key distribution channel to obtain subsequent session keys. :

Elaborate systems have sometimes been established to detect

such a compromise, all of which are either costly or

minimally effective.

Another problem with key distribution centers is

that the center can derive the information used to decrypt

the secure data exchange between users and thus could

theoretically monitor the secure session transmission.-

Summary of the Invention

we have solved the above-identified problems by

arranging a key distribution center (KDC) which

communicates over a channel with the individual-terminals.

The channel, or data link, can be a dial-up telephone line,

a packet-switched data network, dedicated lines, or other

communications channel types, over which secure

communication is possible. The terminals operate in

conjunction with the KDC to establish a session key for

The

session key at a terminal is constructed from information

secure transmission between two or more terminals.

generated at that terminal in conjunction with information

communicated from the KDC and is known fully only to the

terminals involved in the session and not to the KDC.

Thus, when two terminals have established a session key,

they may securely communicate with each other for the

duration of that session.

At the conclusions of the secure data exchange,
I‘)

the session keys should be destroyed, and when either

station wishes to establish additional secure communication
‘II!

either between themselves or to other stations, a new

session key will be established in cooperation with the

KDC. '

Both the terminal-KDC channel and;the KDC;

terminal channel, as mentioned above, are secure links in

SUBSTITUTE SHEET KJITEWOMPI
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that they are protected by cryptographic key information
which is unique to each terminal and to the KDC on a one-

call-only basis. Accordingly, whenever a connection is
established between a terminal and the KDC, each has

information previously stored, referred to as terminal-

unique key information, and this priorly stored information
is used to establish both new KDC-terminal link keys,

referred to as call-setup key information, and new session
key information. During the establishment of the session
keys, the terminal and the KDC each modify their respective

terminal-unique key information so that on a next call
between the KDC and the same terminal, this new key

information must be used in order to establish a secure

The precise manner in which this
In this manner, an

communication path.

happens will be discussed hereinafter.

intruder on the key distribution between a terminal and the

KDC must be adding and substituting information on the

channel from the beginning and must stay on the channel

throughout several calls, since once the intruder leaves it

is possible to detect, at least by hindsight, that a

compromise has occurred. This is a result of the fact that
the intruder is substituting random information that may be

monitored. ‘

One aspect of our system is that an intruder, in

order to obtain useful information exchanged between two

valid users of the system, must gain the terminal-unique

information that is stored at the terminal, and he must
also gain the terminal-unique information that is stored in

the key distribution center for that specific terminal.
The intruder then, on the very next key exchange involving

that terminal and the key distributing center, must

actively participate, i.e., substitute his own generated

key information on that channel. Then the intruder must
also substitute information on the channel between the two

communicating terminals, and also must continue the above

substitutions on the channels for an indefinite period of

time or risk detection.

SUBSTITUTE SHEET
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Brief Description of the Drawing

These attributes of our invention, together with

the operation and utilization of the invention in a

specific embodiment, will be more fully apparent from the

illustrative embodiment shown in conjunction with the

drawing which:

FIG. 1 shows an overall system using a KDC and

several terminals;

FIG. 2 shows an implementation of the initial

establishment of information in both the KDC and the

terminal within a secure area;

FIGS. 3 and 4 show a flow chart detailing what

occurs within each terminal;

FIG. 5 shows a flow chart detailing what occurs

within the KDC;

FIGS. 6-19 show, in sequence, an implementation

of the establishment of key information and contiol data

within each terminal; and

FIGS. 21-28 show, in sequence, an implementation

of the establishment of key information and control data

within the KDC.

terminals.

General Description

FIG. 1 shows a number of terminals, A, B and X,

connectable to each other and to KDC 10 via some transport

network (e.g., public switched network).

In this system we have a variety of

These terminals

should.be able to set up a secure channel between

themselves in order to exchange secure information. In

this process they must both communicate with the KDC. The

transmission line 12 from terminal A is connected through

link 16 to transmission line 13 to initiate a secure call

to terminal B. Once the users decide to initiate a secure

data exchange, each terminal sets up a transmission line,

such as link 14 for terminal A, to the KDC.

H An exchange of information will then occur from
terminal A to the KDC and from terminal B to-the KDC.

the KDC has received both of these messages, it will

Once
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formulate two distinct messages that will be sent

respectively to terminal A via link 14 and to terminal B
via link 15. These individual messages will contain

session key information, as well as other pertinent
5 information described below. This session key information

has originated at terminal A and at terminal B and is
exchanged through the KDC. Once the exchange has taken
place between the two terminals and_the KDC, link 14, which
is the key distribution link between terminal A and the

10 KDC, is then taken down, and key distribution link 15
between the KDC and terminal B is taken down. Link 16,

which is the session link between terminals A and B, is

re-established. Further key information is exchanged based
on the prior partial exchanges so as to derive

15 independently at both terminals the session key, and
finally using that session key information, data (i.e.,

digital data or digital voice) can be transmitted in secure
fashion on data link 16.

Since further session information was derived

20 between terminals A and B independent of the KDC, a

malicious operator of the KDC cannot derive the key

information need to decrypt the secure messages sent

between terminals A and B without actively substituting
information on the session channel.

25 Also, at this point, as will be seen, contained

the next key distribution between the terminals and the

KDC. This new information is independent of the previous

30 information and therefore is unique to it.

Detailed Description

Turning now to FIG. 2 the initial setup between

the terminal and the KDC must be made in an authentic

manner such that the information transported to the

35 terminals from the KDC is not modified. One implementation

is where the transport is made within a secured area, such

as secured area 23. ‘Since subsequent communications
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between the KDC and each terminal depend upon the prior

communication, it is important that at some period in time

they both contain the proper information for start-up, and

ideally this is done in the secured area so that there can

‘I:

be no breach of security.

On the initial system setup (based on the secured

II

area implementation shown in FIG. 2) the terminals are

brought within the secured area 23, and the KDC can

generate terminal-unique key pairs for each terminal. The

exact function of these key pairs will be described later.

The KDC will generate a terminal-unique decryption key for _

each terminal and the corresponding encryption key. This

encryption key must be placed in the terminal-unique key

storage for each terminal with the corresponding decryption

key stored in the terminal-unique key storage at the KDC

under the address of that terminal. In addition, a random

‘number, Ua for'terminal A, unique to each terminal is’

stored in the verification information storage at the KDC

also at the address of this terminal. This same random

number must be loaded and stored in the verification

information storage in the terminals and will be used for a

verification check on the first call setup to the KDC.

FIGS. 3 and 4 are flow charts representing the

action that occurs within a terminal, for example,

terminal A.

FIG.

occur within the key distribution center.

The discussion which will follow is a discussion

5 is a flow chart representing what actions

with respect to a time sequence between the terminal and

the KDC to illustrate both how terminal-unique keys are
1}

updated, and how call-setup and session keys are

distributed. This discussion will occur with respect to

FIGS. 6 through 28. FIGS. 6 through 19 show the apparatus 9

within the terminal and show on a step-by-step basis how

the call-setup keys and the session keys are established.

FIGS. 20 through 28 show the apparatus within the KDC, each

figure showing a specific operational aspect of the
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establishment of the keys.

Turning now to FIG. 6, we will discuss the

specific apparatus used in the terminals. The actual

generation of the numbers will be discussed hereinafter.
5 Apparatus 72 is a random number generator which is a device

or algorithm that produces bits (zeros and ones) that are

equally likely to occur. This generation may be based upon

a noisy diode and any number of algorithms can be used to

attain statistically independent output of 0's and 1's.
10 The more equally likely these random number generators are,

i.e., the more random this function is, the higher the

security level will be. The output of the random number

generator is a serial stream of zeroes and ones where the
correlation between one or a group of bits is zero. The

15 bidirectional asymmetric key generator, apparatus 73, takes

as input a random number from random number generator 72

and will compute an encryption key and the matching

decryption key such that the encryption key cannot be

derived from the decryption key and vice versa. The

20 generation of these keys as an example could be done in
accordance with the RSA algorithm, as described by Rivest,

Shamir, and Adleman in a paper entitled, "A Method for

Obtaining Digital Signatures and Public Key Crypto

Systems,“ which publication is hereby incorporated by

25 reference, which appeared in CACM, Vol. 21, No. 2,

February, 1978, on pages 120-126.

Apparatus 74 implements a bidirectional

asymmetric cryptographic algorithm (e.g., the RSA

algorithm) that is, a cryptographic algorithm based on two

30 distinct keys where the encryption key cannot be derived

from the decryption key and vice versa. Apparatus 74 has

two inputs (I and K) and one output (0). The input I is

the bits to be encrypted or decrypted. The input K is the

key, either encryption or decryption (the RSA algorithm

35 performs the same function regardless of encryption or

decryption). The output will be the inputted bits

encrypted or decrypted with the supplied key. This
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algorithm is also described in the aforementioned paper.‘

Functionally, apparatus 75 is the embodiment of two

functions f and g such that: given f(R, P) and P, one

cannot determine R; g(R1, f(R2, P), P) = g(R2, f(Rl, P),

P); and given f(Rl, P), f(R2, P), and P one cannot

determine R1, R2, or g(Rl, f(R2, P), P).

Apparatus 75 performs the above functions via,

in

V!

for example, the Diffie-Hellman algorithm, which is

described in a paper by Diffie and Hellman entitled "New

Directions in Cryptography,‘ published by the IEEE

Transactions 33 Information Theory, Vol. IP-22, November,

1976, on pages 644-655, which is hereby incorporated by

The input to this algorithm is a base Y, a

The output is Y raised to

reference.

modulus Q and an exponent EXP.

the EXP power modulus the Q.

same as discussed above in this example.

The functions f and g are the

The storage requirements are depicted by

registers 71, 70 and 76. These are the semi-permanent

register 71 which contains both the verification

information Va and the terminal-unique key information Eak

used to encrypt messages to the KDC. Temporary register 70

can be in any state initially and is used during the

interaction with the KDC on a secure call setup. -The

address (i.e., a

public piece of information that uniquely identifies A to

the KDC) of the terminal (terminal A in this case) where it

address register permanently contains the

is located. During a secure session (or call) setup, the

address register will also contain the address of the

terminal which is being called. The registers containing

verification information and encryption and decryption
VI

information may vary in size depending upon the specific

algorithm used but in this example should be on the order

of 1,000 bits each.

symmetric session key and the random number should be on

the order of 100 bits, and the address information will be

‘I’!
Information pertaining to the

_dependent upon a terminal numbering plan both_unique'and

known to the KDC. For example, it could be the telephone
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-apparatus 211.

number of the specific terminal or it could be the serial
number of the terminal.

Turning to FIG. 20, we will now discuss the

working of the modules within the key distribution unit.
The address register at the KDC. register 200, performs the
same function as the address register at the terminal. The

RSA function at the KDC, apparatus 210, performs the same

function as the RSA function at the terminal, as previously

described. The random number generator, apparatus 211,

performs the same function as the random number generator
at the terminal previously mentioned. The generator of the

encryption and decryption keys apparatus 212 has the same
function as described previously in the terminal.

Apparatus 213 is a generator of the parameters used as

inputs to the apparatus 75 described previously. For this
particular example these parameters are the base and
modulus for the Diffie-Hellman algorithm. It requires as

input the output of the random number generator,
The method of generation is described in

the aforementioned paper by Diffie.

There is a semi-permanent storage at the KDC,

registers 214 and 216, which stores verification
information Va and terminal-unique decryption key

information Dak between calls. Semi-permanent

registers 215 and 217 are used to store information during
the call setup progress. These registers have the same

functions as described previously for the terminal.

System Operation

The operation of the system will now be explained

beginning with FIG. 3. Initially the key management

equipment in the terminal will be in the wait state until a

request is received from the terminal controller processor
to initiate a secure call. At this point, as discussed,

there is stored in the terminal the terminal-unique

encryption key that will be used to encrypt information
that is sent to the KDC. Also stored is the verification

information. These two pieces of information were stored

3UREAU
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from the last call (or from the initial setup) that was

made by this terminal. This is shown in FIG. 6 as Va and

Eak.
W)

Once-a request is received to initiate a secure

call, the address of the called party must be given to the ‘

key management equipment via the controller processor.

3, box 31. At this point, there are

generated new call-setup keys.

in FIG. 7 as Eka and Dka. In box 33 there is shown the

generation of partial session keys that will be used to

This is seen in FIG.

This is shown in box 32 and

encrypt data on the link from terminal B to terminal A.

This is shown in FIG. 8 as Eba and Dba.

At this point, the verification information is

updated using the keys that were just generated. The

update function is specified as follows:

vé1' = r (Val, El) and Va2' = f (Va2, E2)

where ' denotes updated and ValVa2 = Va. Va is the stored

verification information and the E's are the just-generated

encryption keys. The properties of f are as follows:

(1) for every V, El, E2: f(V, El) # f(V, E2) where

.El¥E2;

(2) for every V21, V2, E: f(V1, E) # f(V2, E) where

Vl#V2;

(3) given V and V‘ # f(V, B) it is difficult to

determine E; and

(4) in the case where E is an asymmetric encryption

key, D cannot be determined from E.

For this example, Va‘ = Val'|Va2' where Va = VallVa2, Val‘

is equal to Val encrypted with Eka, and Va2' is equal to

Va2 encrypted with Eba. This update process is depicted in

FIG. 9. The first half of the verification information Val

is read from storage and provided as an input to the RSA

The key that is used to encrypt this .

I)

‘II

algorithm.

information is the call-setup key, Eka, that was just

generated. This becomes Val‘ and overwrites Val as seen in
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result Va2‘ overwrites Va2 in the storage register.

is shown in FIG. 3, box 34, and in summary, the updated

verification information Va" is the verification

information stored from the previous call, or given to the
terminal on the initial setup from the KDC, where half is

encrypted using the encryption part of the partial session
key generated on this call and the other half is encrypted
using the call-setup key for that call.

At this point, as shown in box 36, FIG. 3, and in

FIG. 11, the message can be formatted to the KDC. The
contents of this message are the encryption parts of the

two keys that were just generated. Both the partial
session key to be established between terminal A and B,

Eba, and the new call-setup key Eka are encrypted using the
terminal-unique encryption key Eak stored from the previous

call from the KDC to the terminal or given to the terminal
on the-initial setup. At this point, the information that

can be destroyed from the terminal is the terminal-unique

encryption key, Eak, stored at the terminal from the.
previous call, and both the call-setup encryption key, Eka,
and the partial session encryption key, Eba, that were

generated by the terminal. The encrypted message is then
appended to the address, A, of the originating terminal
followed by the address, B, of the called terminal. This
message is now sent to the KDC.

The terminal now will enter a wait state waiting

for the information to be received from the KDC. This is

depicted in box 37 of FIG. 3.

As shown in FIG. 5, the KDC will be in a wait

state until a message is received from terminal A. This is

shown in FIG. 5, box 50. Once the message is received, the

KDC reads the address information within the message into

the address register which gives it the index of the

decryption key that must be used to decrypt the message.
The KDC has in its storage from the previous call the
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matching verification information for each terminal and the

terminal-unique decryption key for each terminal. This is

20, boxes 214 and 216.

The message from terminal A is decrypted using

the terminal-unique decryption key corresponding to that

terminal, Dak. The keys, both the new call setup key Eka

and the partial session key Eba (to be distributed to

terminal B) is temporarily stored in the KDC memory as

depicted in FIG. 21.

At this point, as shown in FIG. 22, the KDC can

update its verification information in the exact same

manner as the terminal. This is done by encrypting each

half of the stored verification information Va with the

received session key information Eba and the received

call-setup key information Eka, shown in FIG. 23. This

produces the update verification information Va‘.

The key distribution center, as shown in FIG. 24,

will now generate a bidirectional asymmetric

encryption/decryption key pair, Eak', Dak'. .The primes

denote updated information. Eak' will be distributed to

terminal A to be used on the next call setup to the key

distribution center. The decryption key Dak' overwrites

the decryption key Dak that was stored from the previous

call.

Two other pieces of information are also

generated at this time. These are the parameters that will

be used by the terminals to create symmetric session keys;

in this case they are the parameters of the Diffie-Hellman

One is the base Y and the other is the

modulus Q as previously described. Functionally, the

amount of information that is generated at the KDC and sent

algorithm.

to each terminal may vary depending upon the precise

algorithm.- This information is stored in temporary storage

and will be used as part of the message sent back to both

terminal A and terminal B. This generation process,is

depicted in FIG. 25 and refers to the flow chart box 55,

FIG. 5. By this point, as shown in FIG. 26, the xnc must

°U "*‘3'u'a'£'i'-..-'-'55." Sh"-EE
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have received a message from terminal B in order to

complete the call to terminal A. If not, the KDC process

for terminal A must wait until the process for terminal 8

has reached this point. This is so it can give terminal A

the partial session key information Bab generated at

terminal 8 and also to be able to give terminal B the

partial session key Eba generated at terminal A.

Coordination between the processes must take place so that

the same parameters generated by one process overwrites the

parameters generated by the other process. This insures
that the parameters sent to the terminals for the purpose

of generating symmetric session keys are the same.
Once the internal exchange is made between the A

registers and the B registers to coordinate the information
inside the key distribution center, the messages can now be

formatted for the terminals. This is shown in FIG. 27.

The message to terminal A will consist of the new

terminal-unique key information Bak' that will be used on a

subsequent call to the KDC. It will also consist of the

partial session key information Eab which it received from

terminal B. It will also consist of the verification

information Va" or a known reduction of Va" in terms of the

It will also consist of the base Y and the

These five

number of bits.

modulus Q of the Diffie-Hellman algorithm.

pieces of information will be encrypted using the call-

setup key Eka received in the message from terminal A.

KDC destroys Eka, Eba, Eak', Y, and Q corresponding to

terminal A and destroys Ekb, Eab, Ebk', Y, and Q

The KDC will then send this

An analogous encrypted

At this point

The

output message back to terminal A.

message is sent from the KDC to terminal B.

the KDC is finished with its processing.

FIG. 28 shows the configuration of the KDC after

the call to terminal A has been dropped. The KDC has

updated verification information Va" and updated terminal-

unique decrypt key information Dak' which will be used on a

subsequent call between terminal A and the KDC.
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Referring back to the flow chart, FIG. 3, for

terminal A, the key management equipment at the terminal

has been in a wait state while the KDC has been

functioning. FIG. 12 shows the key information

the terminal during this wait state. It is the

verification Va" information and both decrypt keys Dka and

Dba corresponding to the previously generated encryption

stored at

updated

keys.

13 shows how the information received from

The

FIG.

the KDC is used in accordance with the box 38, FIG. 3.

call-setup decryption key Dka is used to decrypt the

message received from the KDC. The five values (previously

discussed) sent from the KDC are now used in the following

way. The first piece of information is the new

distribution key Eak' that is stored in the semi-permanent

register 71 and will be used on a following call made from

this terminal to the KDC. It is the updated terminal-

unique encryption key. The second piece of information is

the partial session key Bab which was generated at B and

sent through the KDC to terminal A.‘ The third Piece of

information is the updated verification information Va",

which can now be compared with the verification information

stored at terminal A. The fourth and fifth pieces of

information are the parameters to the Diffie-Hellman

algorithm, the base Y and the modulus Q, which terminal A

stores in temporary storage.

Referring to FIG. 4, box 40, at this point the

terminal will compare the verification information it

received.from the KDC and either the verification

information which is presently stored or some known

If

If

reduction of that verification information - FIG. 14.

as normal.

to the

intruder

this matches, then the process will continue

this does not match, an alarm could be given

terminal controller processor of a potential

threat on a previous call. -

Assuming a success of the compared verification,
the terminal can now take down the channel to the KDC and
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establish a channel to terminal B, if not already

established. At this point, terminal A and terminal B can

communicate data securely using the asymmetric session keys

Bab and Eba. If a symmetric session key is needed, the

5 following steps can be taken. The calculation of the

message to be sent to terminal B is shown in FIG. 15.
First, the base Y and modulus Q of the Diffie-Hellman

algorithm are used along with a random number Ra generated
by the random number generator 72. These inputs are given

10 to the Diffie-Hellman algorithm 75 and the output is then

an input to the RSA function 73- The random number Ra is
also stored in temporary storage. Eab is used as the key

to the RSA function 73. At this point the session key

information Eab received from terminal B and the base

15 number Y may be destroyed. The output of the RSA algorithm
is sent to terminal B.

Terminal A‘ key management equipment will now

enter a wait state shown in FIG. 4, box 44, waiting for a

message to be returned from terminal B. The idle state is
20 depicted in FIG. 16 and in storage is the decrypt session

key Dab which terminal A generated, the modulus Q of the
Diffie-Hellman algorithm generated by the KDC and the

random Ra number that was generated by terminal A.
As shown in FIG. 17, upon receipt of the message

25 from terminal B, terminal A will decrypt the message using

its decryption key Dba stored from the initial generation

of the partial session key. Dba can now be destroyed. The

output of this will be fed into the Diffie-Hellman

algorithm as the base. The exponent will be the random
30 number Ra which was priorly generated and the modulus Q is

also input into the algorithm. The output of the Diffie-

Hellman algorithm will be symmetric session key information
which will equal the session key information that terminal

B has calculated. Q and Ra can now be destroyed.

35 At this point, terminals A and B have established

symmetric session key information between themselves that
is not derivable by the KDC. This-key information may be
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used in a symmetric key algorithm like the Data Encryption

Standard (DES) to encrypt data. what is stored now in the

terminal until the next request for a secure session (or

call), as shown in FIG. 18, is the updated verification

information Va" and the terminal-unique key Eak' which it

received from the KDC to be used to encrypt the next

message to the KDC.

It should be noted that the actual generation of

the desired data at the terminal and at the KDC is

operative under control of a computer processor and is

programmed in accordance with the flow charts shown in

FIGS.'3-5 to perform the sequence of data transfers

detailed herein. Such a processor, while not shown, can be

any one of several well-known microprocessors, such as for

example, the Intel 8086 microprocessor, working in

conjunction with the terminal and KDC apparatus shown and

.detailed herein above.

It should also be noted that one skilled in the

art could use different encryption algorithms and different

equipments to achieve the same results disclosed herein

without departing from the spirit and scope of our
invention.
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Claims

1. A key distribution method for communicating

cipher keys between two terminals via a key distribution

center, KD§, said method comprising
establishing between any one terminal and said key

distribution center a terminal—unique cipher key,

cooperating between said KDC and said one terminal

on a subsequent connection between said KDC and said one

terminal to establish a session key for use by said one

terminal in a subsequent secure transmission between said

one terminal and a second terminal, and

changing in response to said subsequent connection

between said one terminal and said KDC said priorly

established terminal-unique cipher key.

2. The invention set forth in claim 1 wherein

said session key is generated from the asymmetric exchange

of information between said one terminal and said KDC plus

the subsequent exchange of information between said first

and second terminals.

3. The invention set forth in claim 2 wherein

said session key at said one terminal is random with

respect to information at said KDC.

4. The invention set forth in claim 2 wherein

said session key at said one terminal is underivable with

respect to any information at said KDC.

5. A key distribution center for controlling the

dissemination of session cipher keys between remotely

located terminals! said center arranged for switched access
to a plurality of said terminals, said center comprising

means for establishing communication cipher keys

between said center and each said terminal having access

thereto, each cipher key unique to each said terminal,

means operative when one of said terminals

accesses said center for bidirectional asymmetrically

exchanging information with said accessed terminal using,

as a foundation for said exchange, said priorly established

communication cipher'keys, and

SUBSTITUTE SHEET

Petitioner Apple Inc. - E
 



Petitioner Apple Inc. - Exhibit 1002, p. 273

W0 83/0446]

10

15

20

25

30

'35

PCT/US83/00030

"-13-

means responsive to said exchanged information for

communicating to said terminal information allowing said

terminal to establish a session cipher key for use with an

identified other terminal also having access to said

center. ,

I 6. The invention set forth in claim 5 wherein

said key distribution center further comprising means for

changing said established communication cipher keys as a
result of said exchanged information.

7. The invention set forth in claim 5 wherein

said cipher key establishing means uses information from a

prior transmission from a particular terminal for

establishing said cipher keys to said particular terminal.

8. The invention set forth in claim 5 wherein

said exchanged information includes information generated

in part at said center for the random generation of said

session key allowing said session key to be underivable

with respect to any information at said center.

9. A key distribution center for controlling the

distribution of cipher control information among a number

of terminals, said center comprising

means for individually exchanging encoded

information between any of said terminals, said exchange

for any particular terminal based partially upon a last

information exchange between said particular terminal and

said center,

means for identifying at least two terminals where

encrypted session information is to be exchanged and for

accepting from said identified terminals certain encryption

control information, and

means for modifying, according to a ’

pre-established pattern, accepted information from said

identified terminals and for communicating said modified

information to the other of said terminals so as to allow

each of said terminals to thereafter establish, independent

of any information available at said center, a cipher key
allowing said session information to be encrypted.
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A SYSTEMS AND METHODS FOR SECURE TRANSACTION

« MANAGEMENT AND ELECTRONIC RIGHTS PROTECTION

Eieldi st of the Inzggtioglgl

This invention generally relates to computer and/or

_ electronic security.

More particularly, this invention relates to systems and

techniques for secure transaction management. This invention

also relates to computer-based and other electronic appliance-

based technologies that help to ensure that information is

10 accessed and/or otherwise used only in authorized ways, and

maintains the integrity, availability, and/or confidentiality of

such information and processes related to such use.

The invention also relates to systems and methods for

15 . protecting rights of various pa.rticipants in electronic commerce

and other electronic or electronically-facilitated transactions.

The invention also relates to secure chains ofhandling and

control for both information content and information employed to

20 V regulate the use of suchcontent and consequences of such use.” It

also relates to systems and techniques that manage, including

meter and/or limit and/or otherwise monitorluse of electronically

stored and/or disseminated information. The invention

-1-
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particularly relates to transactions, conduct and arrangements

that make use of, including consequences of use of, such systems

and/or techniques.

5 The invention also relates to distributed and other

operating systems, environments and architectures. It also

generally relates to secure architectures, including, for example,

tamper-resistant hardware-based processors, that can be used to

establish security at each node of a distributed system.

10 -

Background and Summary of the Invention(a)

Telecommunications, financial transactions, government

processes, business operations, entertainment, and personal

business productivity all now depend on electronic appliances.

15 Millions of these electronic appliances have been electronically

connected together. These interconnected electronic appliances

comprise what is increasingly called the “information highway.”

Many businesses, academicians, and government leaders are

concerned about how to protect the rights of citizens and

20 organizations who use this information (also “electronic” or

“digital”) highway.

Electronic Content

Today, virtually anything that can be represented by

25 words, numbers, graphics, or system of commands and

-2 -
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instructions can be formatted into electronic digital information.

Television, cable, satellite transmissions, and on-line services

transmitted over telephone lines, compete to distribute digital

infonnation and entertainment to homes and businesses. The

owners and marketers of this content include software

developers, motion picture and recording companies, publishers

of books, magazines, and newspapers, and information database

providers. The popularization of on-line services has also enabled

the individual personal computer user to participate as a content

provider. It is estimated that the worldwide market for electronic

information in 1992 was approximately $40 billion and is

expected to grow to $200 billion by 1997, according to Microsofi:

Corporation. The present invention can materially enhance the

revenue of content providers, lower the distribution costs and the

costs for content, better support advertising and usage

_ information gathering, and better satisfy the needs of electronic

information users. These improvements can lead to a significant

increase in the amount and variety of electronic information and

the methods by which such information is distributed.

The inability of conventional products to be shaped to the

needs of electronic information providers‘ and users is sharply in

contrast to the present invention. Despite the attention devoted

by a cross-section ofAmerica's largest telecommunications,

computer, entertainment and information provider companies to

Petitioner Apple Inc. - Exhibit 1002, p. 297
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some of the problems addressed by the present invention, only

the present invention provides commercially secure, effective

solutions for configurable, general purpose electronic commerce

transaction/distribution control systems. '

Controlling Electronic Content

The present invention provides a new kind of “virtual

distribution environment” (called “VDE” in this document) that

secures, administers, and audits electronic information use. VDE

also features fundamentally important capabilities for managing

content that travels “across” the “information highway.” These

capabilities comprise a rights protection solution that serves all

electronic "community members. These members include content

creators and distributors, financial service providers, end-users,

and others. VDE is the first general purpose, configurable,

transaction control/rights protection solution for users of

computers, other electronic appliances, networks, and the

information highway.

A fundamental problem for electronic content providers is

extending their ability to control the use ofproprietary

information. Content providers often need to limit use to

authorized activities and amounts. Participants a business

model involving, for example, provision of movies and advertising
on optical discs may include actors, directors, script and other

Petitioner Apple Inc. - Exhibit 1002, p. 298
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writers, musicians, studios, publishers, distributors, retailers,

advertisers, credit card services, and content end-users. These

participants need the ability to embody their range of agreements

and requirements, including use limitations, into an “extended”

agreement comprising an overall electzonic business model. This

extended agreement is represented by electronic content control

information that can automatically enforce agreed upon rights

and obligations. Under VDE, such an extended agreement may

comprise an electronic contract involving all business model

participants. Such an agreement may alternatively, or in

addition, be made up of electronic agreements between subsets of V

the business model participants. Through the use ofVDE,

electronic commerce can fimction in the same way as traditional

commerce—that is commercial relationships regarding products

and services can be shaped through the negotiation of one or

more agreements between a variety ofparties.

Commercial content providers are concerned with ensuring

proper compensation for the use of their electronic information.

Electronic digital information, for example a CD recording, can

today be copied relatively easily and inexpensively. Similarly,

unauthorized copying and use of software programs deprives

rightful owners ofbillions of dollarsin annual revenue according

to the International Intellectual Property Alliance. Content

providers and distributors have devised a number of limited
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Petitioner Apple Inc. - Exhibit 1002, p. 300

10

15

20

25

W0 96I27l55 PC!‘/'US96I02303

function rights protection mechanisms to protect their rights.

Authorization passwords and protocols, license servers,

“lock/unlock” distribution methods, and non-electronic

contractual limitations imposed on users of shrink-wrapped

software are a few of the more prevalent content protection

schemes. In a commercial context, these efforts are inefficient

and limited solutions.

Providers of “electronic currency” have also created

protections for their type of content- These systems are not

suficiently adaptable, efficient, nor flexible enough to support

the generalized use of electronic currency. Furthermore, they do

not provide sophisticated auditing and control configuration

capabilities. This means that current electronic currency tools

lack the_sophistication needed for many real-world financial

business models. VDE provides means for anonymous currency

and for “conditionally” anonymous currency, wherein currency

related activities remain anonymous except under special

circumstances.

VDE Control Capabilities

VDE allows the owners and distributors of electronic

digital information to reliably bill for, and securely control, audit,

and budget the use of, electronic information. It can reliably

.-6-
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detect monitor the use ofcommercial information products.

VDE uses a wide variety of different electronic information

delivery means: including, for example, digital networks, digital

broadcast, and physical storage media such as optical and

magnetic disks. VDE can be used by major network providers,

hardware manufacturers, owners of electronic information,

providers of such information, and clearinghouses that gather

usage information regarding, and bill for the use of, electronic '

information.

VDE provides comprehensive and configurable transaction

management, metering and monitoring technology. It can

change how electronic information products are protected,

marketed, packaged, and distributed. When used, VDE should

result in higher revenues for information providers and greater

user satisfaction and value. Use ofVDE will normally result in

lower usage. costs, decreased transaction costs, more efficient

access to electronic information, re-usability of rights protection

and other transaction management implementations, greatly

improved flexibility in the use of secured information, ‘and

greater standardization of tools and processes for electronic

transaction management. VDE can be used to create an

’ adaptable environment that fulfills the needs of electronic

information owners, distributors, and users; financial

clearinghouses; and usage information analyzers and resellers.
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Rights and Control Information

In general, the present invention can be used to protect the

rights of parties who have:

5 . (a) proprietary or confidentiality interests in electronic -

information. It can, for example, help ensure that

information is used only in authorized ways;

(b) financial interests resulting from the use of

10 electronically distributed information. It can help

ensure that content providers will be paid for use of

distributed information; and

(c) interests in electronic credit and electronic currency

15 ‘ storage, communication, and/or use including

electronic cash, banking, and purchasing.

Protecting the rights of electronic community members

involves a broad range of technologies. VDE combines these

20 technologies in a way that creates a “distributed” electronic

rights protection “environment.” This environment secures and

protects transactions and other processes important for rights

protection. VDE, for example, provides the ability to prevent, or

impede, interference with and/or observationnof, important rights '

25 related transactions and processes. VDE, in its preferred

-3-

Petitionel‘ Apple Inc. - Exhibit 1002, p. 302



Petitioner Apple Inc. - Exhibit 1002, p. 303

10

15

20

25

W0 96/27155 P(H'/US96/02303

embodiment, uses special purpose tamper resistant Secure

Processing Units (SPUs) to help provide a high level of security

for VDE processes and information storage and communication.

The rights protection problems solved by the present

invention are electronic versions of basic societal issues. These

issues include protecting property rights, protecting privacy

rights, properly compensating people and organizations for their

work and risk, protecting money and credit, and generally

protecting the secu.rity of information. VDE employs a system

that uses a common set ofprocesses to manage rights issues in

an efficient, trusted, and cost-effective way.

VDE can be used to protect the rights ofparties who create

electronic content such as, for example: records, games, movies,

newspapers, electronic books and reference materials, personal

electronic and confidential records and communications.

The invention can also be used to protect the rights of parties

who provide electronic products, such as publishers and

distributors; the rights ofparties who provide electronic credit

and currency to pay for use of products, for example, credit

clearinghouses and banks; the rights to privacy ofparties who

use electronic content (such as consumers, business people,

governments); and the privacy rights ofparties described by

electronic information, such as privacy rights related to

-9-
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information contained in a medical record, tax record, or

personnel record.

In general, the present invention can protect the rights of

5 parties who have:

(a) commercial interests in electronically distributed

information -- the present invention can help ensure,

for example, that parties, will be paid for use of

distributed information in a manner consistent with

10 _ their agreement;

(b) proprietary and/or confidentiality interests in

1 electronic information -- the present invention can,

for example, help ensure that data is used only in

15 authorized ways;

(c) I interests in electronic credit andelectronic currency

storage, communication, and/or use — this can

include electronic cash, banking, and purchasing;

2o ’ and

(d) interests in electronic information derived, at least

in part, from use of other electronic information.

25 A _ VDE Functional Properties

‘-10-
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VDE is a cost-effective and efiicient rights protection

solution that provides a unified, consistent system for securing

and managing transaction processing. VDE can:

(a) audit and analyze the use ofcontent,

(b) ensure that content is used only in authorized ways,

and

(c) allow information regarding content usage to be used

only in ways approved by content users.

a In- addition, VDE:

(a) is very configurable, modifiable, and re-usable;

(b) supports a wide range of useful capabilities that may

be combined in difierent ways to accommodate most

potential applications;

(c) operates on a wide variety of electronic appliances

ranging from hand-held inexpensive devices to large

mainframe "computers;

"-11-
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(d) is able to ensure the various rights of a number of

difi‘erent parties, and a number of difierent rights

protection schemes, simultaneously;

5 (e) able to preserve the rights ofparties through a -I

series of transactions that may occur at diflerent

times and different locations;

(f) is able to flexibly accommodate diflerent ways of

10 securely delivering information and reporting usage;

and

(g) provides for electronic analogues to "real" money and

credit, including anonymous electronic cash, to pay

15 for products and services and to support personal

(including home) banking and other financial

activities.

VDE economically and efiiciently fulfills the rights

20 protection needs of electronic community members. Users of

VDE will not require additional rights protection systems for

diflerent information highway products and rights problems—nor

will they be required to install and learn a new system for each

new information highway application. V r

25
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VDE provides a unified solution that allows all content

creators, providers, and users to employ the same electronic

lights protection solution. Under authorized circumstances, the

participants can freely exchange content and associated content

control sets. This means that a user ofVDE may, if allowed, use

the same electronic system to work with diiferent kinds of

content having different sets of content control information. The

content and control information supplied by one group can be

used by people who normally use content and control information _

supplied by a different group. VDE can allow content to be

exchanged “universally” and users of an implementation of the

present invention can interact electronically without fear of

incompatibilities in content control, violation ofrights, or the

need to get, install, or learn a new content control system.

The VDE securely administers transactions that specify

protection ofrights. It can protect electronic rights including, for

example:

(a) the property rights of authors of electronic content,

(b) the commercial rights of distributors of content,

(c) the rights of any parties who facilitated the

distribution of content,

-13-
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(d) the privacy rights of users of content,

(e) the privacy rights of parties portrayed by stored

and/or distributed content, and

' (f) any other rights regarding enforcement of electronic

agreements.

VDE can enable a very broad variety of electronically enforced

10 commercial and societal agreements. These agreements can

include electronically implemented contracts, licenses, laws,

regulations, and tax collection.

Contrast With Traditional Solutions

15 Traditional content control mechanisms often require users

to purchase more electronic information than the user needs or

desires. For example, infrequent users of shrink-wrapped

software are required to purchase a program at the same price as

frequent users, even though they may receive much less value

20 p from their less frequent use. Traditional systems do not scale

cost according to the extent or character ofusage and traditional

systems can not attract potential customers who find that a fixed

price is too high. Systems using traditional mechanisms are also

not normally particularly secure. For example, shrink-wrapping _ r
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does not prevent the constant illegal pirating of software once

removed from either its physical or electronic package.

Traditional electronic information rights protection

systems are often inflexible and ineficient and may cause ‘a

content provider to choose costly distribution channels that

increase a product’s price. In general these mechanisms restrict

product pricing, configuration, and marketing flexibility. These

compromises are the result of techniques for controlling

information which cannot accommodate both different content

models and content models which reflect the many, varied I

requirements, such as content delivery strategies, of the model

participants. This can limit a providefs ability to deliver

suficient overall value to justify a given product’s cost in the eyes

of many potential users. VDE allows content providers and

distributors to create applications and distribution networks that

reflect content providers’ and users’ preferred business models.

It offers users a uniquely cost effective and feature rich system

that supports the Ways providers want to distribute information

and the ways users want to use such information. VDE supports

content control models that ensure rights and allow content

delivery strategies to be shapedfor maximum commercial results.
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Chain ofHandling and Control

VDE can protect a collection of rights belonging to vaiious

parties having in lights in, or to, electronic information. This

information may be at one location or dispersed across (and/or

moving between) multiple locations. The information may pass

through a “chain” of distributors and a “chain” of users. Usage

information may also be reported through one or more “chains” of

parties. In genera], VDE enables parties that (a) have rights in

electronic information, and/or Cb) act as direct or indirect agents

for parties who have rights in electronic information, to ensure

that the moving, accessing, modifying, or otherwise using of

information can be securely controlled by rules regarding how,

when, where, and by whom such activities can be performed.

VDE Applications and Software

VDE is a secure system for regulating electronic conduct

and commerce. Regulation is ensured by control information put

in place by one or more parties. These parties may include

content providers, electronic hardware manufacturers, financial

service providers, or electronic “infrastructure” companies such

as cable or telecommunicationscompanies. The control

information implements "Rights Applications.” Rights

applications “nm on” the “base software” of the preferred

embodiment. This base software serves as a secure, flexible,

general purpose foundation that can accommodate many _
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diflerent rights applications, that is, many difi'erent business

models and their respective participant requirements.

A rights application under VDE is made up of special

purpose pieces, each of which can correspond to one or more basic

electronic processes needed for a rights protection environment.

These processes can be combined together like building blocks to

create electronic agreements that can protect the rights, and may

enforce fulfillment of the obligations, of electronic information

users and providers. One or more providers of electronic

information can easily combine selected building blocks to create

a rights application that is unique to a specific content

distribution model. A group of these pieces can represent the

capabilities needed to fulfill the agreement(s) between users and

providers. These pieces accommodate many requirements of

electronic commerce including:

! the distribution ofpermissions to use electronic

information;

! the persistence of the control information and sets of

control information managing these permissions;

! configurable control set information that can be

selected by users for use with such information;
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! data security and usage auditing of electronic

information; and

! l a secure system for currency, compensation and

debit management.

For electronic commerce, a rights application, under the

preferred embodiment of the present invention, can provide

electronic enforcement of the business agreements between all

participants. Since different groups of components can be put

together for diflerent applications, the present invention can

provide electronic control information for a wide variety of

diflerent products and markets. This means the present

' invention can provide a “unified,” eflicient, secure, and

cost-effective system for electronic commerce and data security.

This allows VDE to serve as a single standard for electronic

rights protection, data security, and electronic currency and

banking.

‘In a VDE, the separation between a rights application and

its foundation permits the efiicient selection of sets of control

information that are appropriate for each of many different types

of applications and uses. These control sets can reflect both

rights of electronic community members, as well as obligations

(such as providing a history of one’s use of a product or paying

"-13-

Petitioner Apple Inc. - Exhibit 1002, p. 312



Petitioner Apple Inc. - Exhibit 1002, p. 313

10

15'

20

25

W0 96l27l55 PCT/US96l02303

taxes on one’s electronic purchases). fleidbility allows its

users to electronically implement and enforce common social and

commercial ethics and practices. By providing a unified control

system, the present invention supports a vast range of possible

transaction related interests and concerns of individuals,

communities, businesses, governments. Due to its open

design, VDE allows (normally under securely controlled

circumstances) applications using technology independently

created by users to be “added” to the system and used in

conjunction with the foundation of the invention. In sum, VDE

provides a system that can fairly reflect and enforce agreements

among parties. It is a broad ranging and systematic solution that

answers the pressing need for a secure, cost-effective, and fair

electronic environment.

VDE Implementation

The preferred embodiment of the present invention I

includes various tools that enable system designers to directly

insert VDE capabilities into their products. These tools include

an Application Programmer's Interface (“API”) and a Rights

Permissioning and Management Language (“RPML”). The

RPML provides comprehensive and detailed control over the use

of the invention’s features. VDE also includes certain user

interface subsystems for satisfying the needs of content

providers, distributors, and users.
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Information distributed using may take many forms.

It may, for example, be “distributed” for use on an individual’s

own computer, that is the present invention can be used to

provide security for locally stored data. Alternatively, VDE may

5 be used with information that is dispersed by authors and/or ‘a

publishers to one or more recipients. This information may take

many forms including: movies, audio recordings, games,

electronic catalog shopping, multimedia, training materials,

E-mail and personal documents, object oriented libraries,

10 ‘ software programming resources, and reference/record keeping

information resources (such as business, medical, legal, scientific,

governmental, and consumer databases).

Electronic rights protection provided by the present

15 invention will also provide an important foundation for trusted

and eflicient home and commercial banldng, electronic credit

processes, electronic purchasing, true or conditionally anonymous

electronic cash, and EDI (Electronic Data Interchange). VDE

provides important enhancements for improving data security in

20 organizations by providing “smart” transaction management

features that can be far more effective than key and password

based “go/no go” technology.

VDE normally employs an integration of cryptographic and

25 other security technologies (e.g. encryption, digital signatures,
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etc.), with other technologies including: component, distributed,

and event driven operating system technology, and related

communications, object container, database, smart agent, smart

card, and semiconductor design technologies.

I. Overvievv

A. VDE Solves Important Problems and Fills

Critical Needs -

The world is moving towards an integration of electronic

information appliances. This interconnection of appliances

provides a foundation for much greater electronic interaction and

the evolution of electronic commerce. A variety of capabilities are

required to implement an electronic commerce environment.

VDE is the first system that provides many of these capabilities

and therefore solves fundamental problems related to electronic

dissemination of information.

Electronic Content

VDE allows electronic arrangements to be created

involving two or more parties. These agreements can themselves

comprise a collection of agreements between participants in a

commercial value chain and/or a data security chain model for

handling, auditing, reporting, and payment. It can provide

eflicient, reusable, modifiable, and consistent means for secure

electronic content: distribution, usage control, usage payment,
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usage auditing, and usage reporting. Content may, for example,

include :

I ! financial information such as electronic currency and

credit;

2 V commercially distributed electronic information such

as reference databases, movies, games, and

advertising; and

! electronic properties produced by persons and

organizations, such as documents, e-mail, and

proprietary database information.

VDE enables an electronic commerce marketplace that supports

clifi'ering, competitive business partnerships, agreements, and

evolving overall business models.

The features ofVDE allow it to function as the first trusted

electronic information control environment that can conform to,

and support, the bu.lk of conventional electronic commerce and

data security requirements. In particular, VDE enables the

participants in a business value chain model to create

electronic version of traditional business "agreement ‘terms and

conditions and fu.rther enables these participants to shape and
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evolve their electronic commerce models as they believe

appropriate to their business requirements.

VDE offers an architecture that avoids reflecting specific

distribution biases, administrative and control perspectives, and

content types. Instead, VDE provides a broad-spectrum,

fundamentally configurable and portable, electronic transaction

control, distributing, usage, auditing, reporting, and payment

operating environment. VDE is not limited to being

application or application specific toolset that covers only a

limited subset of electronic interaction activities and participants.

Rather, VDE supports systems by which such applications can be

created, modified, and/or reused. As a result, the present

invention answers pressing, unsolved needs by offering a system

that supports a standardized control environment which

facilitates interoperabflity of electronic appliances,

interoperability of content containers, and efficient creation of

electronic commerce applications and models through the use of a

programmable, secure electronic transactions management

foundation and reusable and extensible executable components.

VDE can support a single electronic “world” within which most

forms of electronic transaction activities can be managed.

To answer the developing needs of rights owners and

content providers and to provide a system that can accommodate
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the requirements and agreements of all parties that may be

involved in electronic business models (creators, distributors,

administrators, users, credit providers, etc.), VDE supplies an

eficient, largely transparent, low cost and sufliciently secure

5 system (supporting both hardware/ software and sofizware only

modelsi: VDE provides the widely varying secure control and

administration capabilities required for:

41. Diiferent types of electronic content,

10

2. Differing electronic content delivery schemes,

3. Differing electronic content usage schemes,

15 4. Different content usage platforms, and

5. ' Differing content marketing and model strategies.

VDE may be combined with, or integrated into, many

.20 separate computers and/or other‘electronic appliances. These

appliances typically include a secure subsystem that can enable

control of content use such as displaying, encrypting, decrypting,

printing, copying, saving, extracting, embedding, distributing,

auditing usage, etc. The secure subsystem in the preferred ~-

25 embodiment comprises one or more "protected processing
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environments", one or more secure databases, and secure

"component assemblies" and other items and processes that need

to be kept secured. VDE can, for example, securely control

electronic currency, payments, and/or credit management

(including electronic credit and/or currency receipt,

disbursement, encumbering, and/or allocation) using such a

"secure subsystem."

VDE provides a secure, distributed electronic transaction

management system for controlling the distribution and/or other

usage of electronically provided and/or stored information. VDE

controls auditing and reporting of electronic content and/or

appliance usage. Users ofVDE may include content creators who

apply content usage, usage reporting, and/or usage payment

related control information to electronic content and/or

appliances for users such as end-user organizations, individuals,

and content and/or appliance distributors. VDE also securely

supports the payment of money ovved (including money owed for

content and/or appliance usage) by one or more parties to one or

more other parties, in the form of electronic credit and/or

currency.

Electronic appliances under control ofVDE represent VDE

’nodes’ that securely process and control; distributed electronic

information and/or appliance usage, control information

}25-
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formulation, and related transactions. can securely manage

the integration ofcontrol information provided by two or more

parties.‘ As a result, VDE can construct electronic agreement

between VDE participants that represent a “negotiation”

5 between, the control requirements of, two or more parties and

enacts terms and conditionsof a resulting agreement. VDE

ensures the rights of each party to an electronic agreement

regarding a wide range of electronic activities related to

electronic information and/or appliance usage.

10

Through use ofVDE’s control system, traditional content

providers and users can create electronic relationships that

reflect traditional.,»non-electronic relationships. They can shape

and modify commercial relationships to accommodate the

15 evolving needs of, and agreements among, themselves. VDE does

not require electronic content providers and users to modify their

business practices and personal preferences to conform to a

metering and control application program that supports limited,

largely fixed fimctionality. Furthermore, VDE permits

20 participants to develop business models not feasible with non-

electronic commerce, for example, involving detailed reporting of

content usage information, large numbers of distinct transactions

at hitherto infeasibly low price points, “pass-along” control

information that is enforced without involvement or advance

25 knowledge of the participants, etc.
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The present invention allows content providers and users

to formulate their transaction environment to accommodate:

(1) desired content models, content control models, and

5 content usage information pathways,

(2) a complete range of electronic media and distribution

means,

10 M (3) a broad range of pricing, payment, and auditing

strategies,

(4) very flexible privacy and/or reporting models,

15 (5) practical and effective security architectures, and

(6) 4 other administrative procedures that together with

steps (1) through (5) can enable most “real world”

electronic commerce and data security models, ‘

20 including models unique to the electronic world.

VDE’s transaction management capabilities can enforce:
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(1) privacy rights of users related to information

regarding their usage of electronic information

and/or appliances,

(2) societal policy such as laws that protect rights of

content users or require the collection of taxes

derived from electronic tran_saction revenue, and

(3) the proprietary and/or other rights of parties related

to ownership of, distribution of, and/or other

commercial rights related to, electronic information.

VDE can support “real” commerce in an electronic form,

that is the progressive creafion of commercial relationships that

form, over time, a network of interrelated agreements

representing a value chain business model. This is achieved in

part by enabling content control information to develop through

the interaction of (negotiation between) securely created and

independently submitted sets of content and/or appliance control

information. Different sets of content and/or appliance control

information can be submitted by diiferent parties in an electronic

business value chain enabled by the present invenfion. These

parties create control information sets through the use of their

respective VDE installafions. Independently, securely

deliverable, component based control information allows efiicient
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interaction among control information sets supplied by diflerent

parties.

VDE pennits multiple, separate electronic arrangements to

5 be formed between subsets of parties in a VDE supported

electronic value chain model. These multiple agreements

together comprise a VDE value chain “extended’; agreement.

VDE allows such constituent electronic agreements, and

therefore overall VDE extended agreements, to evolve and

10 reshape over time as additional VDE participants become

involved in VDE content and/or appliance control information

handling. VDE electronic agreements may also be extended as

new control information is submitted by existing participants.

With VDE, electronic commerce participants are free to structure

15 I and restructure their electronic commerce business activities and
relationships. As a result, the present invention allows a

competitive electronic commerce marketplace to develop since the

use ofVDE enables djflerent, widely varying business models

using the same or shared content.

20

A significant facet of the present invention’s ability to

broadly support electronic commerce is its ability to securely

manage independently delivered VDE component objects

containing control information (normally in the form ofVDE

25 objects containing one or more methods, data, or load module
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VDE components). This independently delivered control

information can be integrated with senior and other pre-existing

content control information to securely form derived control

information using the negotiation mechanisms of the present

invention. All requirements specified by this derived control

information must be satisfied before VDE controlled content can

be accessed or otherwise used. This means that, for example, all

load modules and any mediating data which are listed by the

derived control information as required must be available and

securely perform their required function. In combination with

other aspects of the present invention, securely, independently

. delivered control components allow electronic commerce

participants to freely stipulate their business requirements and

trade offs. As a result, much as with traditional, non-electronic

commerce, the present invention allows electronic commerce

(through a progressive stipulation of various control

requirements by VDE participants) to evolve into forms of

business that are the most eflicient, competitive and useful

VDE provides capabilities that rationalize the support of V

electronic commerce and electronic transaction ‘management.

This rationalization stems from the reusability of control

structures and user interfaces for awide variety of transaction

management related activities. As a result, content usage

control, data security, information auditing, and electronic
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financial activities, can be supported tools that are reusable,

convenient, consistent, and familiar. In addition, a rational

approach—a transaction/distribution control standard—allows

all participants in VDE the same foundation set ofhardware

control and security, authoring, administration, and

management tools to support widely varying types of

information, business market model, and/or personal objectives.

Employing VDE as a general purpose electronic

transaction/distribution control system allows users to maintain

a single transaction management control arrangement on each of

their computers, networks, communication nodes, and/or other

electronic appliances. Such a general purpose system can serve

the needs ofmany electronic transaction management

applications without requiring distinct, diflerent installations for

diflerent purposes. As a result, users ofVDE can avoid the

confusion expense and other inefiiciencies of diflerent,

limited purpose transaction control applications for each difierent

content and/or business model. For example, VDE allows content

creators to use the same VDE foundation control arrangement for

both content authoring and for licensing content from other

content creators for inclusion into their products or for other use.

Clearinghouses, distributors, content creators, and other VDE
users can all interact, both with the applications running on their

VDE installations, and with each other, in an entirely consistent
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manner, using and reusing (largely transparently) the same

distributed tools, mechanisms, and consistent user interfaces,

regardless of the type ofVDE activity.

VDE prevents many forms ofunauthorized use of

electronic information, by controlling and auditing (and other

administration of use) electronically stored and/or disseminated

information. This includes, for example, commercially

distributed content, electronic currency, electronic credit,

business transactions (such as EDI), confidential

communications, the like. VDE can further be used to enable

commercially provided electronic content to be made available to

users in user defined portions, rather than constraining the user

to use portions of content that were “predetermined” by a content '

creator and/or other provider for billing purposes.

for example, can employ:

'( 1) Secure metering means for budgeting and/or

auditing electronic content and/or appliance usage;

(2) Secure fleidble means for enabling compensation

and/or billing rates for content and/or appliance

usage, including electronic credit and/or currency

mechanisms for payment means;
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(3) Secure distributed database means for storing

control and usage related information (and

employing validated compartmentalization and

tagging schemes);

(4) Secure electronic appliance control means;

(5) A distributed, secure, “virtual black box” comprised

of nodes located at every user (including VDE

10 content container creators, other content providers,

client users, and recipients of secure VDE content

usage information) site. The nodes of said virtual

black box normally include a secure subsystem

having at least one secure hardware element (a

15 semiconductor element or other hardware module for

securely executing VDE control processes), said

secure subsystems being distributed at nodes along a

pathway of information storage, distribution,

payment, usage, and/or auditing. In some

20 Y embodiments, the functions of said hardware V

element, for certain or all nodes, may be performed

I by software, for example, in host processing

environments of electronic appliances;

25 (6) Encryption and decryption means;
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(7) Secure communications means employing

authentication, digital signaturing, and encrypted

transmissions. The secure subsystems atsaid user

nodes utilize a protocol that establishes and

5 authenticates each node's and/or part;icipant’s

identity, and establishes one or more secure

host-to-host encryption keys for communications

between the secure subsystems; and

10 (8) Secure control means that can allow each VDE

installation to perform VDE content authoring

(placing content into VDE containers with associated

control information), content distribution, and

content usage; as well as clearinghouse and other

15 administrative and analysis activities employing

content usage information.

VDE may be used to migrate most non-electronic,

traditional information delivery models (including entertainment,

20 - reference materials, catalog shopping, etc.) into an adequately '

secure digital distribution and usage management and payment

context. The distribution financial pathways managed by a

VDE arrangement may include:

25 ! content creatoiis),
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! . distributor(s),

! redistributor(s),

! client administrator(s),

! client user(s),

! financial and/or other clearinghouse(s),

1 and/or government agencies.

These distribution and financial pathways may also include:

! advertisers,

I market survey organizations, and/or

I other parties interested in the user usage of

4 information securely delivered and/or stored using

VDE.

Normally, participants in a VDE arrangement will employ the

same secure VDE foundation. Alternate embodiments Support

- VDE arrangements employing differing VDE foundations. Such

alternate embodiments may employ procedures to ensure certain

interoperability requirements are met.

Secure VDE hardware (also known as SPUs for Secure

Processing Units), or VDE installations that use software to

substitute for, or complement, said hardware (provided by Host

Processing Environments -(HPEs)), operate in conjunction with
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secure communications, systems integration software, and

distributed software control information and support structures,

to achieve the electronic contract/rights protection environment

of the present invention. Together, these VDE components

5 comprise a secure, virtual, distributed content and/or appliance

control, auditing (and other administration), reporting, and

payment environment. some embodiments and where

commercially acceptable, certain VDE participants, such as

clearinghouses that normally maintain sufiiciently physically -

10 secure non-VDE processing environments, may be allowed to

employ HPEs rather VDE hardware elements and interoperate,

for example, with VDE end-users and content providers. VDE

components together comprise a configurable, consistent, secure,

and “trusted” architecture for distributed, asynchronous control

15 of electronic content and/or appliance usage. VDE supports a

“universe wide” environment for electronic content delivery,

broad dissemination, usage reporting, and usage related payment

activities.

20 VDE provides generalized configurability. This results, in

part, from decomposition ofgeneralized requirements for

supporting electronic commerce and data security into a broad

range _of constituent “atomic” and higher level components (such
as load modules, data elements, and methods) that may be

25 variously aggregated together to form control methods for
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electronic commerce applications, commercial electronic

agreements, and data security arrangements. VDE provides a

secure operating environment employing VDE foundation

elements along with secure independently deliverable VDE

components that enable electronic commerce models and

relationships to develop. specifically supports the unfolding

of distribution models in which content providers, over time, can

expressly agree to, or allow, subsequent content providers and/or

users to participate in shaping the control information for, and

consequences of, use of electronic content and/or appliances. A

very broad range of the functional attributes important for

supporting simple to very complex electronic commerce and data

security activities“ are supported by capabilities of the present -

invention. As a result, VDE supports most types of electronic

information and/or appliance: usage control (including

distribution), security, usage auditing, reporting, other

administration, and payment arrangements.

VDE, in its preferred embodiment, employs object software

technology and uses object technology to form “containers” for

delivery of information that is (at least in part) encrypted or

otherwise secured. These containers may contain electronic

content products or other electronic information and some or all

of their associated permissions (control) information. These

container objects may be distributed along pathways involving
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content providersand/or content users. They may be securely

moved among nodes of a Virtual Distribution Environment

(VDE) arrangement, which nodes operate VDE foundation

software and execute control methods to enact electronic

5 information usage control and/or administration models. The

containers delivered through use of the preferred embodiment of

the present invention may be employed both for distributing VDE

control instructions (information) and/or to encapsulate and

electronically distribute content that has been at least partially

10 secured.

Content providers who employ the present invention may

include, for example, sofisware application and game publishers,

database publishers, cable, television, and radio broadcasters,

15 M electronic shopping vendors, and distributors of information in

electronic document, book, periodical, e-mail and/or other forms.

Corporations, government agencies, and./or individual “end-users”

who act as storers of, and/or distributors of, electronic

information, may also be VDE content providers (in a restricted

20 model, a user provides content only to himself and employs

to secure his own confidential information against unauthorized

use by other parties). Elecu-onic information may include i.

proprietary and/or confidential information for personal or

, internalorganization use, as well as information, such as

25 software applications, documents, entertainment materials,
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and/or reference information, which may be provided to other

parties. Distribution may be by, for example, physical media

delivery, broadcast and/or telecommunication means, and in the

form of “static” files and/or streams of data. VDE may also be 3

used, for example, for multi-site “real-time” interaction such as

teleconferencing, interactive games, or on-line bulletin boards,

vvhere restrictions on, and/or auditing of, the use of all or portions

of communicated information is enforced.

VDE provides important mechanisms for both enforcing

commercial agreements and enabling the protection ofprivacy

rights. VDE can securely deliver information fi'om one party to

another concerning the use of commercially distributed electronic

content. Even ifparties are separated by several "steps" in a

chain (pathway) of handling for such content usage information,

such information is protected by VDE through encryption and/or

other secure processing. Because of that protection, the accuracy

of such information is guaranteed by VDE, and the information

can be trusted by all parties to whom it is delivered.

Furthermore, VDE guarantees that all parties can trust that

such information cannot be received by anyone other than the

intended, authorized, party(ies) because it is encrypted such that

only an authorized party, or her agents, can decrypt it. Such

information may also be derived through a secure VDE process at

a previous pathway-of-handling location to produce secure VDE .
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reporting information that is then communicated securely to its

intended recipient’s VDE secure subsystem. Because VDE can

deliver such information securely, parties to an electronic

agreement need not trust the accuracy of commercial usage

5 and/or other information delivered through means other than ' »
those under control of VDE.

VDE participants in a commercial value chain can be

“commercially” confident (that is, sufliciently confident for

10 commercial purposes) that the direct (constituent) and/or

“extended” electronic agreements they entered into through the

use ofVDE can be enforced reliably. These agreements may have

both “dynamic” transaction management related aspects, such as

content usage control information enforced through budgeting,

15 metering, and/or reporting of electronic information and/or

appliance use, and/or they may include “static” electronic

assertions, such as an end-user using the system to assert his or

her agreement to‘ pay for services, not to pass to unauthorized

parties electronic information derived from usage of content or

20 systems, and/or agreeing to observe copyright laws. Not only can

electronically reported transaction related information be trusted

under the present invention, but payment may be automated by

the passing of payment tokens through a pathway of payment

~ (which may or may not be the same as a pathway for reporting).

25 Such payment can be contained within a VDE ‘container created «
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automatically by a VDE installation in response to control

information (located, in the preferred embodiment, in one or more

permissions records) stipulating the “withdrawal” of credit or

electronic currency (such as tokens) from an electronic account

5 (for example, an account securely maintained by a user’s VDE

installation secure subsystem) based upon usage of VDE

controlled electronic content and/or appliances (such as

governments, financial credit providers, and users).

10 _ VDE allows the needs of electronic commerce participants

to be served and it can bind such participants together in a

‘universe wide, trusted commercial network that can be secure

enough to support very large amounts of commerce. VDE’s

security and metering secure subsystemcore will be present at

15 all physical locations where VDE related content is (a) assigned

usage related control information (rules and mediating data),

and/or (b) used. This core can perform security and auditing

functions (including metering) that operate within a “virtual

black box,” a collection of distributed, very secure VDE related

20 hardware instances that are interconnected by secured

information exchange (for example, telecommunication) processes

and distributed database means. VDE further includes highly

configurable transaction operating system technology, one or
more associated libraries of load modules along with afliliated

25 data, VDE related administration, data preparation, and analysis A
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applications, as well as system softwaredesigned to enable VDE

integration into host environments and applications. VDE’s

usage control information, for example, provide for property

content and/or appliance related: usage authorization, usage

5 auditing (which may include audit reduction), usage billing,

usage payment, privacy filtering, reporting, and security related

communication and encryption techniques.

VDE extensively employs methods in the form of software

10 objects to augment configurability, portability, and security of the

I VDE environment.‘ It also employs a software object architecture

for VDE contentcontainers that carries protected content and

may also carry both freely available information (e.g, summary,

table of contents) and secured content control information which a

15 ensures the performance of control information. Content control

information governs content usage according to criteria set by

holders of rights to an object’s contents and/or according to

parties who otherwise have rights associated with distributing

such content (such as governments, financial credit providers,

20 and users).

In part, security is enhanced by object methods employed

by the present invention because the encryption schemes used to

protect an object can efiiciently be further used to protect the

25 . associated content control information ‘(software control
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information and relevant data) pfromimodification. Said object

techniques also enhance portability between various computer

and/or other appliance environments because electronic

information in the form of content can be inserted along with (for

5 example, in the same object container as) content control

information (for said content) to produce a “published” object. As

a result, various portions of said control information may be

specifically adapted for different environments, such as for

diverse computer platforms and operating systems, and said

10 various portions may all be carried by a VDE container.

An objective ofVDE is supporting a

transaction/distribution control standard. Development of such a

standard has many obstacles, given the security requirements

15 and related hardware and communications issues, widely

diflering environments, information types, types of information

usage, business and/or data security goals, varieties of

participants, and properties of delivered information. A

significant feature ofVDE accommodates the many, varying

20 distribution and other transaction variables by, in part,

decomposing electronic commerce and data security functions

into generalized capability modules executable within a secure

hardware SPU and/or corresponding software subsystem and

further allowing extensive flexibility in assembling, modifying,

25' and/or replacing, such modules (e.g. load modules and/or '
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methods) in applications run on a VDE installation foundation.

This configurability and reconiigurability allows electronic

commerce and data security participants to reflect their priorities

and requirements through a process of iteratively shaping an

5 evolving extended electronic agreement (electronic control

model). 'I'his shaping can occur as content control information

passes from one VDE participant to another and to the extent

allowed by “in place” content control information. This process

allows users ofVDE to recast existing control information and/or

10 ’ H _ add new control information as necessary (including the

elimination ofno longer required elements).

VDE supports trusted (sufliciently secure) electronic

information distribution and usage control models for both

15 commercial electronic content distribution and data security

applications. Itcan be configured tovmeet the diverse i

requirements of a network of interrelated participants that may

include content creators, content distributors, client

administrators, end users, and/or clearinghouses and/or other

20 content usage information users. These parties may constitute a

network of participants involved in simple to complex electronic

‘content dissemination, usage control, usage reporting, and/or

usage payment. Disseminated content may include both

originally provided and VDE generated information (such as

25 . content usage information) and content control information may
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persist through both chains (one or more pathways) of content

i and content control information handling, as well as the direct

usage of content. The configurability provided by the present

invention is particularly critical for supporting electronic

5 commerce, that is enabling businesses to create relationships and

evolve strategies that ofi'er competitive value. Electronic

commerce tools that are not inherently configurable and

interoperable will ultimately fail to produce products (and

A services) that meet both basic requirements and evolving needs of

10 most commerce applications.

VDE’s fundamental configurability will allow a broad

range of competitive electronic commerce business models to

flourish. It allows business models to be shaped to maximize

15 revenues sources, end-user product value, and operating

efficiencies. VDE can be employed to support multiple, difiering

models, take advantage of new revenue opportunities, and

deliver product configurations most desired by users. Electronic

commerce technologies that do not, as the present invention does:

20 ! support a broad range of possible, complementary

revenue activities,

! ofi'er a flexible array of content usage features most

desired by customers, and

! exploit opportunities for operating eficiencies,
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will result in products that are oflzen intrinsically more costly and

less appealing and therefore less competitive in the marketplace.

Some of the key factors contributing to the configurability

5 intrinsic to the present invention include:

(a) integration into the fundamental control

environment of a broad range of electronic

appliances through portable API and programming

10 language tools that efiiciently support merging of

control andauditing capabilities in nearly any

electronic appliance environment while maintaining

overall system security;

15 (b) modular data structures;

(c) generic content model;

(d) general modularity and independence offoundation

20 architectural components;

(e) modular security structures;

(f) variable length and multiple branching chains of

25 , control; and
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(g) independent, modular control structures in the form

of executable load modules that can be maintained in

one or more libraries, and assembled into control

methods and models, and where such model control

schemes can “evolve” as control information passes

through the installations of participants of a

pathway ofVDE content control information

handling.

Because of the breadth of issues resolved by the present

invention, it can provide the emerging “electronic highway” with

a single transaction/distribution control system that can, for a

very broad range of commercial and data security models, ensure

against unauthorized use of confidential and/or proprietary

information and commercial electronic transactions. VDE’s

electronic transaction management mechanisms can enforce the

electronic rights and agreements of all parties participating in

4 Widely varying business and data security models, and this can

be efliciently achieved through a single VDE implementation

within each VDE participant's electronic appliance. VDE

supports widely varying business and/or data security models

that can involve a broad range of participants at various “levels”

ofVDE content and/or content control information pathways of

handling. Different content control and/or auditing models and

agreements may be available on the same VDE installation.
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These models and agreements may control content in

relationship to, for example, installations and/or users in

general; certain specific users, installations, classes and/or other

groupings of installations and/or users; as well as to electronic

5 content generally on a given installation, to specific properties, -

property portions, classes and/or other groupings of content.

Distribution using VDE may package both the electronic

content and control information into the same VDE container,

10 _ and/or may involve the delivery to an end-user site of different

pieces of the same VDE managed propertyfrom plural separate

remote locations and/or in plural separate VDE content

containers and/or employing plural diflerent delivery means.

Content control information may be partially or fully delivered

15 ’ separately from its associated content to a user VDE installation

in one or more VDE administrative objects. Portions of said

control information may be delivered from one or more sources.

Control informationmay also be available for use by access from

a user’s VDE installation secure sub-system to one or more

20 remote VDE secure sub-systems and/or VDE compatible, certified

secure remote locations. VDE control processes such as

metering, budgeting, decrypting and/or fingerprinting, may as

relates to a certain user content usage activity, be performed in a

I V. user’s local VDE installation secure subsystem, or said processes

25 may be divided amongst plural secure subsystems which may be
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located in the same user VDE installations and/or in a network

server and in the user installation. For example, a local VDE

installation may perform decryption and save any, or all of, usage

metering information related to content and/or electronic

appliance usage at such user installation could be performed at

the server employing secure (e.g.,

between said secure subsystems.

encrypted) communications

Said server location may also

be used for near real time, frequent, or more periodic secure

receipt of content usage information from said user installation,

with, for example, metered information being maintained only

temporarily at a local user installation.

Delivery means for VDE managed content may include

electronic data storage means such as optical disks for delivering

one portion of said information and broadcasting and/or

telecommunicating means for other portions of said information.

Electronic data storage means may include magnetic media,

optical media, combined magneto-optical systems, flash RAM

memory, bubble memory, and/or other memory storage means

such as huge capacity optical storage systems employing

holographic, frequency, and/or polarity data storage techniques.

Data storage means may also employ layered disc techniques,

such as the use of generally transparent and/or translucent

materials that pass light through layers of data ca.rrying discs

which themselves are physically packaged together as one
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thicker disc. Data carrying locations on such discs may be, at

least in part, opaque.

VDE supports a general purpose foundation for secure

5 ' transaction management, including usage control, auditing, . _»

reporting, and/or payment. This general purpose foundation is

called “VDE Functions” ("VDEFS"). VDE also supports a

collection of “atomic” application elements (e.g., load modules)

that can be selectively aggregated together to form various VDEF

10 capabilities called control methods and whichserve as VDEF

. applications and operating system functions. When a host

operating environment of an electronic appliance includes VDEF

capabilities, it is called a “Rights Operating System” (ROS).

VDEF load modules, associated data, and methods form a body of

.15 information that for the purposes of the present invention are

called “control information.” VDEF control information may be

specifically associated with one or more pieces of electronic

content and/or it may be employed as a general component of the

operating system capabilities of a VDE installation.

20

VDEF transaction control elements reflect and enact

content specific and/or more generalized administrative (for

example, general operating system) control information. VDEF

capabilities which can generally takeithe form of applications

25 (application models) that have more or less configurability which
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can be shaped by VDE participants, through the use, for

example, ofVDE templates, to employ specific capabilities, along,

for example, with capability parameter data to reflect the

elements of one or more express electronic agreements between

VDE participants in regards to the use of electronic content such

as commercially distributed products. These control capabilities

manage the use of, and/or auditing of use of, electronic content,

as well as reporting information based upon content use, and any

payment for said use. VDEF capabilities may “evolve” to reflect

the requirements of one or more successive parties who receive or

otherwise contribute to a given set of control information.

Frequently, for a VDE application for a given content model (such

as distribution of entertainment on CD-ROM, content delivery

from an Internet repository, or electronic catalog shopping and

advertising, or some combination of the above) participants,

would be able to securely select from amongst available,

alternative control methods and apply related parameter data,

wherein such selection of control method and/or submission of

data would constitute their “contribution” of control information.

Alternatively, or in addition, certain control methods that have

been expressly certified as securely interoperable and compatible

with said application may be independently submitted by a

participant as part of such a contribution. In the most general

example, a generally certified load module (certified for a given

VDE arrangement and/or content class) may be used with many
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or any VDE application that operates in nodes of said

arrangement. These pa.rties, to the eirtent they are allowed, can

independently and securely add, delete, and/or. otherwise modify

the specification of load modules and methods, as well as add,

5 delete or otherwise modify related information.

Normally the party who creates a VDE content container

defines the general nature ofthe VDEF capabilities that will

and/or may apply to certain electronic information. A VDE

10 content container is an object that contains both content ( for

example, commercially distributed electronic information

products such as computer sofizware programs, movies, electronic

publications or reference materials, etc.) and‘ certain control

information related to the use of the object’s content. A creating

15 i party may make a VDE container available to other parties.

Control information delivered by, and/or otherwise available for

use with, content containers comprise (for commercial

I content distribution purposes) VDEF control capabilities (and

any associated parameter data) for electronic content. These

20 capabilities may constitute one or more “proposed” electronic

agreements (and/or agreement functions available for selection _

and/or use with parameter data) that manage the use and/or the

consequences of use of such content and which can enact the

terms and conditions of agreements involving multiple parties

25 and their various rights and obligations.
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A electronic agreement maybe explicit, through a

user interface acceptance by one or more parties, for example by

a “junior” party who has received control information from a

“senior” party, or it may be a process amongst equal parties who

individually assert their agreement. Agreement may also result

from an automated electronic process during which terms and

conditions are “evaluated” by certain VDE participant control

information that assesses whether certain other electronic terms

and conditions attached to content and/or submitted by another

party are acceptable (do not violate acceptable control

information criteria). Such an evaluation process may be quite

simple, for example a comparison to ensure compatibility

between a portion of, or all senior, control terms and conditions in

a table of terms and conditions and the submitted control

information of a subsequent participant in a pathway of content

control information handling, or it may be a more elaborate
process that evaluates the potential outcome of, and/or

implements a negotiation process between, two or more sets of

control information submitted by two or more parties. VDE also

accommodates a semi-automated process. during which one or

more VDE participants directly, through user interface means,

resolve “disagreements” between control information sets by

accepting and/or proposing certain control information that may

be acceptable to control information representing one or more

other parties interests and/or responds to certain user interface
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queries for selection of certain alternative choices and/or for

certain parameter information, the responses being adopted if

acceptable to applicable senior control information.

When another party (other than the first applier of ru.les),

perhaps through a negotiation process, accepts, and/or adds to

and/or otherwise modifies, “in place” content control information,

a VDE agreement between two or more pa.rties related to the use

of such electronic content may be created (so long as any

modifications are consistent with-senior control information).

Acceptance ofterms and conditions related to certain electronic

content may be direct and express, or it may be implicit as a

result of use of content (depending, for example, on legal

requirements, previous exposure to such terms and conditions,

and requirements of in place control information).

capabilities may be employed, and a VDE

agreement may be entered into, by a plurality of parties without

the VDEF capabilities being directly associated with the

controlling of certain, specific electronic information. For

example, certain one or more capabilities may be present

at a VDE installation, and certain VDE agreements may have

been entered into during the registration process for a content

distribution application, to be used by such installation for

‘securely controlling VDE content usage, auditing, reporting
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and/or payment. Similarly, a specific participant may enter

into a VDE user agreement with a VDE content or electronic

appliance provider when the user and/or her appliance register

with such provider as a VDE installation and/or user. In such

events, VDEF in place control information available to the user

VDE installation may require that certain VDEF methods are

employed, for example in a certain sequence, in order to be able

to use all and/or certain classes, of electronic content and/or VDE

applications.

VDE ensures that certain prerequisites necessary for a

given transaction to occur are met. This includes the secure

execution of any required load modules and the availability of

any required, associated data. For example, required load

modules and data (e.g. in the form of a method) might specify

V that sufiicient credit from an authorized source must be

confirmed available. It might further require certain one or

more load modules execute as processes at an appropriate time to

ensure that such credit will be used in order to pay for user use of

- the content. A certain content provider might, for example,

require metering the number of copies made for distribution to

employees of a given software program (a portion of the program .

might be maintained in encrypted form and require the presence

of a VDE installation to run). This would require the execution of

a metering method for copying of the property each time a copy
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was made for another employee. same provider might also

charge fees based on the total number of different properties

licensed from them by the user and a meteiing history of their

licensing ofproperties might be required to maintain this

5 information.

VDE provides organization, community, and/or universe

wide secure environments whose integrity is assured by

processes securely controlled in VDE participant user

10 installations (nodes). VDE installations, in the preferred

embodiment, may include both software and tamper resistant '

hardware semiconductor elements. Such a semiconductor

arrangement comprises, at least in part, special purpose circuitry

that has been designed to protect against tampering with, or

15 unauthorized observation of, the information and functions used

in performing the VDE’s control functions. The special purpose

secure circuitry provided by the present invention includes at

least one of: a dedicated semiconductor arrangement known as a

Secure Processing Unit (SPU) and/or a standard microprocessor,

20 microcontroller, and/or other processing logic that accommodates

the requirements of the present invention and functions as an

SPU. VDE’s secure hardware may be found incorporated into, for

example, a fax/modem chip or chip pack, I/O controller, video

display controller, and/or other available digital processing

25 arrangements. It is anticipated that portions of the present
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invention’s VDE secure hardware capabilities may ultimately be

standard design elements of central processing units (CPUs) for

computers and various other electronic devices.

Designing VDE capabilities into one or more standard

microprocessor, microcontroller and/or other digital processing

components may materially reduce VDE related hardware costs

by employing the same hardware resources for both the

transaction management uses contemplated by the present

invention and for other, host electronic appliance functions. This

means that a VDE SPU can employ (share) circuitry elements of

a “standard” CPU. For example, if a “standard” processor can

operate in protected mode and can execute VDE related

instructions as a protected activity, then such an embodiment

may provide sufficient hardware security for a variety of

applications and the expense of a special purpose processor might

be avoided. Under one preferred embodiment ofthe present

invention, certain memory (e.g., RAM, ROM, NVRAM) is

maintained during VDE related instruction processing in a

protected mode (for example, as supported by protected mode

microprocessors). "This memory is located in the same package as

the processing logic (e.g..processor). Desirably, the packaging -

and memory of such a processor would be designed using security

techniques that enhance its resistance to tampering.
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