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Attorney Docket No. 111325-291300

SYSTEM AND METHOD FOR MANAGING TRANSFER OF RIGHTS USING
SHARED STATE VARIABLES

RELATED APPLICATION DATA
[0001] This application is a continuation-in-part application of co-pending
application Ser. No. 10/162,701 filed on June 6, 2002, which claims benefit
from U.S. provisional applications Ser. Nos. 60/331,624, 60/331,623, and
60/331,621 filed on November 20, 2001, and U.S. provisional applications
Ser. Nos. 60/296,113, 60/296,117, and 60/296,118 filed on June 7, 2001, the

entire disclosures of all of which are hereby incorporated by reference herein.

FIELD OF THE INVENTION
[0002] The present invention generally relates to rights transfer and more
particularly to a method, system and device for managing transfer of rights
using shared state variables.

BACKGROUND OF THE INVENTION
[0003] One of the most important issues impeding the widespread
distribution of digital works (i.e. documents or other content in forms readable
by computers), via electronic means, and the Internet in particular, is the
current lack of ability to enforce the intellectual property rights of content
owners during the distribution and use of digital works. Efforts to resolve this
problem have been termed “Intellectual Property Rights Management”
(“IPRM”), “Digital Property Rights Management” (“DPRM”), “Intellectual
Property Management” (“IPM”), “Rights Management” (“RM”), and “Electronic
Copyright Management” (“ECM”), collectively referred to as “Digital Rights
Management (DRM)” herein. There are a number of issues to be considered
in effecting a DRM System. For example, authentication, authorization,
accounting, payment and financial clearing, rights specification, rights
verification, rights enforcement, and document protection issues should be
addressed. U.S. patents 5,530,235, 5,634,012, 5,715,403, 5,638,443, and

NVA303632.1
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5,629,980, the disclosures of which are incorporated herein by reference,

disclose DRM systems addressing these issues.

[0004] Two basic DRM schemes have been employed, secure containers
and trusted systems. A “secure container” (or simply an encrypted document)
offers a way to keep document contents encrypted until a set of authorization
conditions are met and some copyright terms are honored (e.g., payment for
use). After the various conditions and terms are verified with the document
provider, the document is released to the user in clear form. Commercial
products such as CRYPTOLOPES™ and DIGIBOXES™ fall into this
category. Clearly, the secure container approach provides a solution to
protecting the document during delivery over insecure channels, but does not
provide any mechanism to prevent legitimate users from obtaining the clear
document and then using and redistributing it in violation of content owners’

intellectual property.

[0005] In the “trusted system” approach, the entire system is responsible
for preventing unauthorized use and distribution of the document. Building a
trusted system usually entails introducing new hardware such as a secure
processor, secure storage and secure rendering devices. This also requires
that all software applications that run on trusted systems be certified to be
trusted. While building tamper-proof trusted systems is a real challenge to
existing technologies, current market trends suggest that open and untrusted
systems, such as PC’s and workstations using browsers to access the Web,
will be the dominant systems used to access digital works. In this sense,
existing computing environments such as PC’s and workstations equipped
with popular operating systems (e.g., Windows™, Linux™, and UNIX) and
rendering applications, such as browsers, are not trusted systems and cannot
be made trusted without significantly altering their architectures. Of course,
alteration of the architecture defeats a primary purpose of the Web, i.e.
flexibility and compatibility.

NVA303632.1
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[0006] As an example, U.S. patent 5,634,012, the disclosure of which is
incorporated herein by reference, discloses a system for controlling the
distribution of digital documents. Each rendering device has a repository
associated therewith. A predetermined set of usage transaction steps define
a protocol used by the repositories for enforcing usage rights. Usage rights
define one or more manners of use of the associated document content and
persist with the document content. The usage rights can permit various
manners of use such as, viewing only, use once, distribution, and the like.
Usage rights can be contingent on payment or other conditions. Further, a
party may grant usage rights to others that are a subset of usage rights
possessed by the party.

[0007] DRM systems have facilitated distribution of digital content by
permitting the content owner to control use of the content. However, known
business models for creating, distributing, and using digital content and other
items involve a plurality of parties. For example, a content creator may sell
content to a publisher who then authorizes a distributor to distribute content to
an on-line storefront who then sells content to end-users. Further, the end
users may desire to share or further distribute the content. In such a business
model, usage rights can be given to each party in accordance with their role in
the distribution chain. However, the parties do not have control over
downstream 'parties unless they are privy to any transaction with the
downstream parties in some way. For example, once the publisher noted
above provides content to the distributor, the publisher cannot readily control
rights granted to downstream parties, such as the first or subsequent users
unless the publisher remains a party to the downstream transaction. This loss
of control combined with the ever increasing complexity of distribution chains
results in a situation, which hinders the distribution of digital content and other
items. Further, the publisher may want to prohibit the distributor and/or the
storefront from viewing or printing content while allowing an end user

receiving a license from the storefront to view and print. Accordingly, the
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concept of simply granting rights to others that are a subset of possessed
rights is not adequate for multi-party, i.e. multi-tier, distribution models.

SUMMARY OF THE INVENTION

[0008] The exemplary embodiments of the present invention are directed
to a method, system and device for transferring rights adapted to be
associated with items from a rights supplier to a rights consumer, including
obtaining a set of rights associated with an item, the set of rights including
meta-rights specifying derivable rights that can be derived frb'm the meta-;
determining whether the rights consumer is entitled to the derivable rights
specified by the meta-rights; and deriving at least one right from the derivable
rights, if the rights consumer is entitled to the derivable rights specified by the
meta-rights, wherein the derived rigjht includes at least one state variable
based on the set of rights and used for determining a state of the derived
right.

[0009] Still other aspects, features, and advantages of the present
invention are readily apparent from the following detailed description, simply
by illustrating a number of exemplary embodiments and implementations,
including the best mode contemplated for carrying out the present invention.
The present invention is also capable of other and different embodiments, and
its several details can be modified in various respects, all without departing
from the spirit and scope of the present invention. Accordingly, the drawings
and descriptions are to be regarded as illustrative in nature, and not as
restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010] Exemplary embodiments of this invention will be described in detail,
with reference to the attached drawings in which:

[0011] Fig. 1 is a schematic illustration of a rights management system in
accordance with the preferred embodiment;

NVA303632.1
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[0012] Fig. 2 is a block diagram of an example distribution chain showing
the derivation of rights from meta-rights;

[0013] » Fig. 3 is a schematic illustration of a license in accordance with the
preferred embodiment;

[0014] Fig. 4 is an example of a license expressed with an XML based

rights language in accordance with the preferred embodiment;

[0015] Fig. 5 is a block diagram of the license server of the system of
Fig. 1;

[0016] Fig. 6 is a block diagram of a rights label in accordance with the
preferred embodiment;

[0017] Fig. 7 is a flow chart of the procedure for transferring and deriving
rights in accordance with the preferred embodiment;

[0018] Fig. 8 illustrates an exemplary system including a state-of-rights
server;

[0019] Fig. 9 illustrates employing of a state variable in deriving exclusive
usage rights;

[0020] Fig. 10 illustrates employing of a state variable in deriving inherited
usage rights;

[0021] Fig. 11 illustrates employing of a state variable in deriving rights that
are shared among a known set of rights recipients;

[0022] Fig. 12 illustrates employing of a state variable in deriving rights that
are shared among a dynamic set of rights recipients;

[0023] Fig. 13 illustrates employing of a state variable in maintaining a
state shared by multiple rights;

NVA303632.1
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[0024] Fig. 14 illustrates employing of multiple state variables to represent
one state of rights;

- [0025] Fig. 15 illustrates a case where not all rights are associated with
states;

[0026] Fig. 16 illustrates a case where not all rights which are associated
with states are shared or inherited; and

[0027] Fig. 17 illustrates a case of rights sharing based on an offer which
does not explicitly include meta-rights.

DETAILED DESCRIPTION
[0028] A DRM system can be utilized to specify and enforce usage rights
for specific content, services, or other items. Fig. 1 illustrates DRM System
10 that can be used in connection with the preferred embodiment. DRM
System 10 includes a user activation component, in the form of activation
server 20, that issues public and private key pairs to content users in a
protected fashion, as is well known. During an activation process, some
information is exchanged between activation server 20 and client environment
30, a computer or other device associated With a content recipient, and client
component 60 is downloaded and installed in client environment 30. Client
component 60 preferably is tamper resistant and contains the set of public
and private keys issued by activation server 20 as well as other components,

such as any component necessary for rendering content 42.

[0029] Rights label 40 is associated with content 42 and specifies usage
rights and possibly corresponding conditions that can be selected by a
content recipient. License Server 50 manages the encryption keys and issues
licenses for protected content. These licenses embody the actual granting of
usage rights to an end user. For example, rights label 40 may include usage
rights permitting a recipient to view content for a fee of five dollars and view
and print content for a fee of ten dollars. License 52 can be issued for the

NVA303632.1
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view right when the five dollar fee has been paid, for example. Client
component 60 interprets and enforces the rights that have been specified in
license 52.

[0030] Fig. 6 illustrates rights label 40 in accordance with the preferred
embodiment. Rights label 40 includes plural rights offers 44 each including
usage rights 44a, conditions 44b, and content specification 44c. Content
specification 44c can include any mechanism for calling, referencing, locating,
linking or otherwise specifying content 42 associated with offer 44. Clear
(unprotected) content can be prepared with document preparation application
72 installed on computer 70 associated with a content publisher, a content
distributor, a content service provider, or any other party. Preparation of
content consists of specifying the rights and conditions under which content
42 can be used, associating rights Iabe! 40 with content 42 and protecting
content 42 with some crypto algorithm. A rights language such as XrML can
be used to specify the rights and conditions. However, the rights can be
specified in any manner. Also, the rights can be in the form of a pre-defined
specification or template that is merely associated with the content.
Accordingly, the process of specifying rights refers to any process for
associating rights with content. Rights label 40 associated with content 42
and the encryption key used to encrypt the content can be transmitted to
license server 50. As discussed in detail below, rights 44a can include usage
rights, which specify a manner of use, and meta-rights, which permit other
rights to be derived.

[0031] In some case, license 52 includes conditions that must be satisfied
in order to exercise a specified right. For, example a condition may be the
payment of a fee, submission of personal data, or any other requirement
desired before permitting exercise of a manner of use. Conditions can also
be “access conditions” for example, access conditions can apply to a
particular group of users, say students in a university, or members of a book

club. In other words, the condition is that the user is a particular person or

NVA303632.1
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member of a particular group. Rights and conditions can exist as separate
entities or can be combined.

[0032] Labels, offers, usage rights, and conditions can be stored together
with content 42 or otherwise associated with content 42 through content
specification 44c or any other mechanism. A rights language such as XrML
can be used to specify the rights and conditions. However, the rights can be
specified in any manner. Also, the rights can be in the form of a pre-defined
specification or template that is merely associated with content 42.

[0033] A typical workflow for DRM system 10 is described below. A
recipient operating within client environment 30 is activated for receiving
content 42 by activation server 20. This results in a public-private key pair
(and possibly some user/machine specific information) being downloaded to
client environment 30 in the form of client software component 60 in a known
manner. This activation process can be accomplished at any time prior to the

issuing of a license.

[0034] When a recipient wishes to obtain specific content 42, the recipient
makes a request for content 42. For example, a user, as a recipient, might
browse a Web site running on Web server 80, using a browser installed in
client environment 30, and request content 42. During this process, the user
may go through a series of steps possibly including a fee transaction (as in
the sale of content) or other transactions (such as collection of information).
When the appropriate conditions and other prerequisites, such as the
collection of a fee and verification that the user has been activated, are
satisfied, Web server 80 contacts license server 50 through a secure
communications channel, such as a channel using a Secure Sockets Layer
(SSL). License server 50 then generates license 52 for content 42 and Web
server 80 causes both the content and license 52 to be downloaded. License
52 includes the appropriate rights, such as usage rights and/or meta-rights,
and can be downloaded from license server 50 or an associated device.

NVA303632.1
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Content 42 can be downloaded from computer 70 associated with a vendor,

distributor, or other party.

[0035] Client component 60 in client environment 30 will then proceed to
interpret license 52 and allow use of content 42 based on the usage rights
and conditions specified in license 52. The interpretation and enforcement of
usage rights are well known generally and described in the patents referenced
above, for example. The steps described above may take place sequentially

or approximately simultaneously or in various orders.

[0036] DRM system 10 addresses security aspects of content 42. In
particular, DRM system 10 may authenticate license 52 that has been issued
by license server 50. One way to accomplish such authentication is for
application 60 to determine if license 52 can be trusted. In other words,
application 60 has the capability to verify and validate the cryptographic
signature, or other identifying characteristic of license 52. Of course, the
example above is merely one way to effect a DRM system. For example,
license 52 and content 42 can be distributed from different entities.
Clearinghouse 90 can be used to process payment transactions and verify

payment prior to issuing a license.

[0037] As noted above, typical business models for distributing digital
content include plural parties, such as owners, publishers, distributors, and
users. Each of these parties can act as a supplier granting rights to a
consumer downstream in the distribution channel. The preferred embodiment
extends the known concepts of usage rights, such as the usage rights and
related systems disclosed in U.S. patents 5,629,980, 5,634,012, 5,638,443,
5,715,403 and 5,630,235, to incorporate the concept of “meta-rights.” Meta-
rights are the rights that one has to generate, manipulate, modify, dispose of
or otherwise derive other rights. Meta-rights can be thought of as usage
rights to usage rights (or other meta-rights). This concept will become clear

based on the description below.

NVA303632.1
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[0038] Meta-rights can include derivable rights to offer rights, grant rights,
negotiate rights, obtain rights, transfer rights, delegate rights, expose rights,
archive rights, compile rights, track rights, surrender rights, exchange rights,
and revoke rights to/from others. Meta-rights can include the rights to modify
any of the conditions associated with other rights. For example, a meta-right
may be the right to extend or reduce the scope of a particular right. A meta-
right may also be the right to extend or reduce the validation period of a right.
Meta-rights can be hierarchical and can be structured as objects within
objects. For example, a distributor may have a meta-right permitting the
distributor to grant a meta-right to a retailer which permits the retailer to grant
users rights to view content. Just as rights can have conditions, meta-rights
can also have conditions. Meta-rights can also be associated with other
meta-rights.

[0039] The concept of meta-rights can be particularly useful because
distribution models may include entities that are not creators or owners of
digital content, but are in the business of manipulating the rights associated
with the content. For example, as noted above, in a multi-tier content
distribution model, intermediate entities (e.g., distributors) typically will not
create or use the content but will be given the right to issue rights for the
content they distribute. In other words, the distributor or reseller will need to
obtain rights (meta-rights) to issue rights. For the sake of clarity, the party
granting usage rights or meta-rights is referred to as “supplier” and the party
receiving and/or exercising such rights is referred to as “consumer” herein. It
will become clear that any party can be a supplier or a consumer depending
on their _relationship with the adjacent party in the distribution chain. Note that
a consumer “consumes”’ , i.e. exercises, rights and does not necessarily
consume, i.e. use, the associated content.

[6040] Fig. 2 schematically illustrates an example of a multi-tier distribution
model 200. Publisher 210 publishes content for distribution, by distributor 220

for example. Distributor 220 distributes content to retailers, such as retailer

10
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230 and retailer 230 sells content to users, such as user 240. In model 200,
publisher 210 could negotiate business relationships with distributor 220 and
distributor 220 could negotiate business relationships with retailer 230. Also,
retailer 230 may desire usage rights that are beyond usage rights granted to
distributor 220. However, keep in mind that, in a distribution chain that utilizes
a DRM system to control use and distribution of content or other items,
content can travel from publisher 210 to user 240 through any digital
communication channel, such a network or transfer of physical media. When
user 240 wishes to use content, a license is obtained, in the manner
described above for example. Accordingly, the negotiated relationships can
become difficult, if not impossible, to manage.

[0041] In model 200 of Fig. 2, retailer 230 will only grant rights to user 240
that have been predetermined and authorized by the distributor 220, publisher
210 and potentially other parties upstream of the transaction, such as the
content creator or owner. The rights are predetermined through, and derived
from, meta-rights granted to retailer 230 by distributor 220. Of course, there
can be any number of parties in the distribution chain. For example,
distributor 220 may sell directly to the public in which case retailer 230 is not
necessary. Also, there may be additional parties. For example user 240 can
distribute to other users.

[0042] In model 200 publisher grants to distributor 220 usage rights 212
permitting distribution of content, and meta-rights 214. Meta-rights 214 permit
distributor 220 to grant to retailer 230 the usage right 214’ (derived from meta-
rights 214) to distribute or possibly sell content and meta-rights 216 which
permit retailer 230 to grant user 240 the right to use content. For example,
publisher 210 may specify, through meta-rights 214, that meta-right 216
granted to retailer 230 permits retailer 230 to grant only 500 licenses and
usage rights 216’ that retailer 230 can grant to a user can only be “view” and
“print-once”. In other words, distributor 220 has granted meta-rights to retailer
230. Simila‘rly, publisher 210 issues meta-rights 214 to the distributor that will

1
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govern what type, and how many , rights distributor 220 can grant to retailer
230. Note that these entities could be divisions, units or persons that are part
of a larger enterprise, which also has other roles. For example, an enterprise
might create, distribute, and sell content and carry out those activities using
different personnel or different business units within the enterprise. The
principles of meta-rights can be applied to an enterprise to determine content
usage within that enterprise. Also, retailer 230 could grant meta-rights 218 to
user 240 permitting user 240 to share rights or grant usage rights to achieve a
super-distribution model. It can be seen that meta-rights of a party are
derived from meta-rights granted by an upstream party in thé distribution
chain.

[0043] For example, a person’s medical records can be in digital form
managed by a first hospital as publisher 230. In this scenario, the person, as
supplier, grants usage rights to the hospital, as consumer, to access and
update the medical records. Should that person require treatment at a
second hospital and desires to transfer their records to the second hospital,
the person can grant to the first hospital the right to transfer the access rights
to the new hospital through meta-rights. In other words, the person has
specified meta-rights and granted the meta-rights to the first hospital. The
meta-rights permit the first hospital to grant rights, as a supplier, to the second
hospital, as a consumer. In another example, a person’s last will and
testament can be in digital form and managed by a law firm as publisher 210.
If the person wishes to allow a third party to review the will. The person can
grant meta-rights to the law firm permitting the law firm to grant access rights
to this third party.

[0044] At a high level the process of enforcing and exercising meta-rights
are the same as for usage rights. However, the difference between usage
rights and meta-rights are the result from exercising the rights. When
exercising usage rights, actions to content result. For example usage rights

can be for viewing, printing, or copying digital content. When meta-rights are
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exercised, new rights are created from the meta-rights or existing rights are
disposed as the result of exercising the meta-rights. The recipient of the new
rights may be the same principal (same person, entity, or machine, etc), who
exercises the meta-rights. Alternatively, the recipient of meta-rights can be a
new principal. The principals who receive the derived rights may be
authenticated and authorized before receiving/storing the derived rights.
Thus, the mechanism for exercising and enforcing a meta-right can be the
same as that for a usage right. For example, the mechanism disclosed in
U.S. Patent 5,634,012 can be used.

[0045] Meta-rights can be expressed by use of a grammar or rights
language including data structures, symbols, elements, or sets 6f rules. For
example, the XrML™ rights language can be used. As illustrated in Fig. 3, the
structure of license 52 can consist of one or more grants 300 and one or more
digital signatures 310. Each grant 300 includes specific granted meta-rights
302 such as rights to offer usage rights, grant usage rights, obtain usage
rights, transfer usage rights, exchange usage rights, transport usage rights,
surrender usage rights, revoke usage rights, reuse usage rights, or
management meta-rights such as the rights to backup rights, restore rights,
recover rights, reissue rights, or escrow the rights for management of meta-
rights and the like.

[0046] Grant 300 can also specify one or more principals 304 to whom the
specified meta-rights are granted. Also grants 300 can include conditions 306
and state variables 308. Like usage rights, access and exercise of the
granted meta-rights are controlled by any related conditions 306 and state
variables 308. The integrity of license 52 is ensured by the use of digital
signature 310, or-another 'identiﬁcation mechanism. Signature 310 can
include a crypto-algorithm, a key, or another mechanism for providing access
to content 42 in a known manner. The structure of digital signature 310
includes the signature itself, the method of how the code is computed, the key
information needed to verify the code and issuer identification.
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[0047] State variables track potentially dynamic states conditions. State
variables are variables having values that represent status of rights, or other
dynamic conditions. State variables can be tracked, by clearinghouse 90 or
another device, based on identification mechanisms in license 52. Further,
the value of state variables can be used in a condition. For example, a usage
right can be the right to print content 42 for and a condition can be that the
usage right can be exercised three times. Each time the usage right is
exercised, the value of the state variable is incremented. In this example,
when the value of the state variable is three, the condition is no longer
satisfied and content 42 cannot be printed. Another example of a state
variable is time. A condition of license 52 may require that content 42 is
printed within thirty days. A state variable can be used to track the expiration
of thirty days. Further, the state of a right can be tracked as a collection of
state variables. The collection of the change is the state of a usage right
represents the usage history of that right.

[0048] Fig. 4 is an example of license 52 encoded in XrML™. The
provider grants the distributor a meta right to issue a usage right (i.e., play) to
the content (i.e., a book) to any end user. With this meta right, the distributor
may issue the right to play the book within the U.S. region and subject to
some additional conditions that the distributor may impose upon the user, as
long as the distributor pays $1 to the provider each time the distributor issues
a license for an end user. The XrML™ specification is published and thus
well known. |

[0049] Fig. 5 illustrates the primary modules of license server 50 in
accordance with the preferred embodiment. License interpreter module 502
validates and interprets license 52 and also provides the functions to query
any or all fields in the license such as meta—rights 302, conditions 306, state
variables 308, principle 304, and/or digital signature 310. License manager
module 503 manages all license repositories for storing qlicenses 52, and also

provides functions to create licenses 52 for derived rights, verify licenses,
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store licenses, retrieve licenses and transfer licenses. State of rights module
504 manages the state and history of rights and meta-rights. The current
value and history of the state variables together with the conditions controls
the permission to exercise given meta-rights for a given authenticated
principal. Condition validator 506 verifies conditions associated with the meta-
rights. Together with the state variables, conditions associated with meta-
rights define variables whose values may change over the lifetime of the
meta-rights. Values of state variables used in conditions can affect the meta-

rights at the time and during the time the rights are exercised.

[0050] Authorization module 508 authorizes the request to exercise meta-
rights and to store the newly created rights or derived rights as the result of
exercising the meta-rights. Authorization module 508 accesses both state of
rights manager module 504 and condition validator module 506.
Authorization module 508 interacts with license manager module 503 and the
list of state variables and conditions and then passes the state variables to
state of rights manager module 504 and condition list to condition validator
module 506 for authorization.

[0051] A request for exercising a meta-right is passed to meta-rights
manager module 510. Assuming that the requesting device has been
authenticated, meta-rights manager module 510 requests the license
manager module 504 to verify the license for exercising the requested meta-
rights. License manager module 504 verifies the digital signature of the
license and the key of the signer. If the key of the signer is trusted and the
digital signature is verified then license managér module 504 retums “verified”

to the meta-rights manager module 510. Otherwise “not verified” is returned.

[0052] Authorization module 508 instructs license manager 503 to fetch
state variable 308 and conditions 306 of license 52. Authorization manager
508 then determines which state variables are required to enforce to enforce

license 52. State of rights manager 504 then supplies the current value of
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each required state variable to authorization module 508. Authorization
module 508 then passes conditions 306 and the required state variables to
condition validator 506. If all conditions 306 are satisfied, authorization
module 508 returns “authorized” to meta-rights manager module 510.

[0053] Meta-rights manager module 510 verifies license 52 and meta-
rights 302 therein, to authorize the request to exercise meta-rights 302, to
derive new rights from meta-rights 302, and to update the state of rights and
the current value of the conditions. Rights manager module 512, on the other
hand, manages the new rights created or the derived rights as the result of
exercising the meta-rights. Rights manager module 512 uses authorization
module 508 to verify that recipient of the newly created rights or derived rights
is intended principal 304. If the recipient are authorized then the rights
manager module 512 directs license manager 504 to store the newly created
rights in a repository associated with the consumer. This is discussed in
greater detail below with reference to Fig. 7.

[0054] The authorization process is not limited to the sequence or steps
described above. For example, a system could be programmed to allow
authorization module 508 to request the state conditions from license
manager 504 prior to verification of the digital signature. In such a case it
would be possible to proceed subject to a verified license. Further, the
various modules need not reside in the license server or related devices. The
modules can be effected through hardware and/or software in any part of the

system and can be combined or segregated in any manner.

[0065] Once a request to exercise a meta-rights has been authorized, the
meta-right can be exercised. Meta-rights manager module 510 informs state
of rights module 504 that it has started exercising the requested meta-rights.
State of rights module 504 then records the usage history and changes its
current value of the state variables. Meta-rights manager module 510

exercises the requested meta-rights in a manner similar to known procedures
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for usage rights. If new rights are derived, then meta-rights manager module
510 invokes license manager module 504 to create new rights as the result of
exercising the target meta-rights. Each new right is then sent to the
corresponding rights manager module 512 of the consumer and stored in a
repository associated with the consumer. Rights manager module 512 of the
consumer will authenticate and authorize the consumer before receiving and
storing the newly created right. New rights can be derived from meta-rights in
accordance with a set of rules or other logic. For example, one rule can
dictate that a consumed right to offer a license for use will result in the
consumer having the right to offer a usage right and grant a license to that
usage right to another consumer.

[0056] Fig. 7 illustrates the workflow for transferring meta-rights and
deriving new rights from the meta-rights in accordance with the preferred
embodiment. All steps on the left side of Fig. 7 relate to the supplier of rights
and all steps on the right side of Fig. 7 relate to the consumer of rights. In
step 702, principal 304 of license 52 is authenticated in a known manner. In
other words, it is determined if the party exercising meta-right 302 has the
appropriate license to do so. If the principal is not authorized, the procedure
terminates in step 704. If the principal is authorized, the procedures
advances to step 706 in which meta right 302 is exercised and transmitted to
the consumer in the form of license 52 having derived rights in the manner set
forth above. In step 708 the principal of this new license is authenticated. In
other words, it is determined if the party exercising the derived rights has the
appropriate license to do so. If the principal is not authorized, the procedure
terminates in step 710. |If the principall is authorized, the procedures
advances to step 712 in which the derived right is stored. The procedure then
returns to step 708 for each additional right in the license and terminates in

step 714 when all rights have been processed.

[0057] Thus, the exemplary embodiments include a method for transferring
rights adapted to be associated with items from a rights supplier to a rights
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consumer, including obtaining a set of rights associated with an item, the set
of rights including meta-rights specifying derivable rights that can be derived
therefrom by the rights consumer, determining whether the rights consumer is
entitled to derive the derivable rights specified by the meta-rights, and at least
one of deriving the derivable rights, and gelnerating a license including the
derived rights with the rights consumer designated as a principal if the rights
consumer is entitled to derive the derivable rights specified by the meta-rights.
The exemplary embodiments further include a license associated with an item
and adapted to be used within a system for managing the transfer of rights to
the item from a rights supplier to a rights consumer. The license includes a
set of rights including meta-rights specifyihg derivable rights that can be
derived therefrom by the rights consumer, a principal designating at least one
rights consumer who is authorized to derive the derivable rights, and a
mechanism for providing access to the item in accordance with the set of
rights. The exemplary embodiments still further include a method for deriving
rights adapted to be associated with items from meta-rights, including
obtaining a set of rights associated with an item, the set of rights including
meta-rights specifying derivable rights that can be derived therefrom by the
rights consumer, and generating a license associated with the item and

including the derived rights.

[0058] Fig. 8 illustrates an exemplary system including a common state-of-
rights server, according to the present invention. In FIG. 8, the exemplary
system can include a common state-of-rights server of the system 801,
including a state-of-rights manager 809, and one or more state-of-rights
repositories 814, and one or more license servers 800, including a meta-rights
manager 810, a usage rights manager 812, an authorization component 808,
a condition validator 806, a state-of-rights manager 804, one or more state-of-
rights repositories 816, a license manager 803, a license interpreter 802, and

one or more license repositories 818.
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[0059] The common state-of-rights server 801 can be configured as a
remote server connected with one or more of the license servers 800. The
common state-of-rights server 801 provides comparable services as the
state-of-rights manager 804 in the license servers 800 via the state-of-rights
manager 809. The services provided by the state-of-rights server 801 are
accessible and states that the server 801 manages can be shared by one or
more rights suppliers and rights consumers (not shown).

[0060] The state-of-rights server 801 can be configured as a remote server
connected with one or more of the license servers 800 via one or more
communication links 820, and the like. The services provided by the state-of-
rights server 801 also can be integrated within one or more of the license
server 800 and such services can be accessible by other rights suppliers,
rights consumers, and the like.

[0061] The license manager 803 derives new rights based on an offer,
which can include any suitable machine-readable expression, and optionally
including meta-rights. While deriving rights, the license manager 803 can
create new state variables to be associated with derived rights. The creation
of state variables and their scopes can be prescribed in the offer or by some
other function in the system. The state variables can be created in one or
more instances, for example, prior to rights derivation, during rights derivation,
upon fulfillment of conditions, during a first exercise of rights associated with
the state variables, and the like. The state variables can be designated
exclusively for a specific rights consumer, can be shared among rights
consumers, and can be shared among rights consumers and other entities,
such as rights suppliers, and the like. The license manager 803 can interact
with the state-of-rights manager 804 to associate new state variables with
physical addresses in one or more of the state-of-rights repositories 816. The
state-of-rights manager 804 can access the one or more state-of-rights
repositories 816 and can interact with the state-of-rights server 801 to access

shared state variables from one or more of the state-of-rights repositories 814.
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[0062] Designated state variables can be used to support a license that
grants a recipient of the license a right to print content 5 times, shared state
variables can be used to support a site license that grants a group of
authorized users a right to print content an aggregated total of 100 times, and
the like. A designated state variable can be updated when the corresponding
right is exercised, whereas a shared state variable can be updated when an
authorized user exercises the corresponding right. In other words, a shared
state variable can include a data variable that is updated in response to
actions by a plurality of users and which is globally applied to each of the
users.

[0063] There are multiple ways to specify the scope of state variables,
each of which can affect whether the derivative state variables can be shared,
how the derivative state variables can be shared, and the like. For example, a
state variable can be local, and solely confined to a recipient or can be global,
and shared by a predetermined group of recipients. A global state variable
can be shared by a group of recipients not determinéd when derived rights
are issued, but to be specified later, perhaps based on certain rules defined in
the license or based on other means. A global state variable can be shared
between one or more rights suppliers, predetermined recipients, un-specified
recipients, and the like. Advantageously, depending on the sharing employed
with a given a business model and the rights granted in the meta-rights, state
variables can be created at different stages of the value chain.

[0064] A set of non-exhaustive exemplary usages of state variables will
now be described. For example, a state variable can be unspecified in meta-
rights, which means the identifier and value of the state variable are yet to be
determined by the meta-rights manager module 810 and included in the
derived right. If a distinct state variable is assigned to each derived right, the
scope of the state variable in the derived right is typically exclusive to the
recipient.
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[0065] Fig. 9 is used to illustrate employing of a state variable in deriving
exclusive usage rights, according to the present invention. In Fig. 9, rights
902 and 903 derived from an offer 901 are exclusive to each respective
consumer. The offer 901 is a type of meta-right of which the recipients have
the rights to obtain specific derivative rights when the conditions for obtaining
such rights are satisfied. Accordingly, the exemplary offer 901 has an
unspecified state variable 904. However, specific state variable 905 and 906,
each with uniquely assigned identifications (IDs) are included in the derived
rights 902 and 903. The derived state variables 905 and 906 are bound to
their associated derived rights, e.g., “AlicePlayEbook” (i.e., Alice has the right
to play Ebook) is bound to derived right 902, and “BobPlayEbook” (i.e., Bob
has the right to play Ebook) is bound to derived right 903 The
“AlicePlayEbook” variable can be updated when Alice exercises her play right,
whereas the “BobPlayEbook” variable can be updated when Bob exercises
his play right.

[0066] Other than deriving rights from an offer, a right can transfer- from an
entity to a recipient. When a right is transferred, the governing of the
associated state variable is also transferred to the recipient. After a right is
transferred, the source principal typically can no longer exercise the right,
whereas the recipient can exercise the right. The license server governing
the exercising of a right of a recipient assumes the responsibility for state
management. If, however, the state variables are managed by the common
state of right server 801, the state of right server 801 needs to be informed of
the transfer of right. Specifically, the state variable can be managed in the
context of the recipient after the transfer of right.

[0067] When a right is to be shared between the source principal and the
recipient, the associated state variable is referenced in the derived right. If
the same right is shared with multiple recipients, then typically all of the

recipients share the same state variables with the source principal. In this
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case, a shared state can be managed by an entity that is accessible by all
sharing principals.

[0068] Fig. 10 is used to illustrate employing of a state variable in deriving
inherited usage rights, according to the present invention. In Fig. 10, a
derived right can inherit a state variable from meta-rights. For example, a
personal computer (PC) of a user, Alice, can be configured to play an e-book
according to a license 1003. A personal data assistant (PDA) of Alice also
can obtain a right to play the e-book according to offer 1001, if the PC and
PDA share the same state variables 1004 and 1005, e.g., “AlicePlayEbook.”
A derived right 1002 allows Alice also to play the e-book on her PDA as long
as the PDA and the PC share a same count limit 1006 of 5 times.

[0069] When a usage right is to be shared among a predetermined set of
recipients, a state variable for tracking a corresponding usage right can be
specified in a meta-right using a same state variable identification for all
recipients. During a process of exercising the meta-right, the same state
variable identification is included in every derived right.

[0070] Fig. 11 illustrates the use of state variable in deriving rights that are
shared among a known set of rights recipients, according to the present
invention. In Fig. 11, a site license 1101 is issued to FooU university. For
example, via the site license 1101, a librarian is granted a right to issue rights
that allow FooU students to play, view, and the like, corresponding content,
such as e-books and the like, as long as such usage is tracked by a state
variable 1104, e.g., “www.foou.edu.” Accordingly, rights 1102 and 1103
derived from the site license 1101 include state variables 1105 and 1106,
“‘www.foou.edu,” which can be updated when corresponding students, Alice
and Bob, play the e-book.

[0071] When a usage right is to be shared among-a dynamic set of
recipients, the state variable can stay unspecified in the usage right. When

exercising a meta-right and a set of recipients is known, a state variable can
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be specified using some identification unique to the known recipients and can

be included within a derived right.

[0072] Fig. 12is used to illustrate employing of a state variable in deriving
rights that are shared among a dynamic set of rights recipients, according to
the present invention. In Fig. 12, an offer 1201 specifies that a distributor can
issue site licenses to affiliated clubs, allowing 5 members of each club to
concurrently view, play, and the like, content, such as an e-book. A
corresponding state variable 1207 associated with such a right can be
unspecified in the offer 1201. When corresponding rights 1202 and 1203 are
issued to affiliated clubs, the corresponding club identities are used to specify
state variables 1208 and 1209 in the issued rights. The offers 1202 and 1203
are meta-rights derived from the offer 1201, with offer being assigned the
distinct state variables 1208 and 1209. Further rights 1204-1206 can be
derived from the offers 1202 and 1203 to be shared among members of each
respective-club. - The licenses 1204 and 1205 are examples of rights derived
from the offer 1202, and which inherit the state variable 1208, e.g.,
“urn:acme:club,” whereas the license 1206 inherits the state variable 1209,
e.g., “‘urn:foo:club.”

[0073] Not only can state variables be shared among principals, such as
rights suppliers, consumers, and the like, a state variable can be shared
among multiple exercisable rights. Fig. 13 is used to illustrate employing of a
state variable for maintaining a state shared by muiltiple rights, according to
the present invention. In Fig. 13, a same étate variable 1303 is associated to
both a right to print 1302 and the right to play 1301, so that the total number of
playing, printing, and the like, can be tracked together.

[0074] The state of rights can depend on more than one state variable.
Fig. 14 is used to illustrate employing of multiple state variables to represent
one state of rights, according to the present invention. The example
described with respect to Fig. 14 builds upon the example described with
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respect to Fig. 12. In FIG. 14, a usage right can be tracked by employing
multiple state variables 1407 and 1408 in an offer 1401. The state variable
1408, for example, representing a priority level, can stay unspecified in the
corresponding offers 1402 and 1403 (e.g., site licenses). The corresponding
state variables 1409-1411, for example, used for setting a priority, can be
assigned to each member in the corresponding licenses 1404, 1405 and
1406. The corresponding right to view, play, and the like, can now be
dependent on two state variables, effectively restricting 5 simultaneous views,
plays, and the like, per priority level.

[0075] One state variable can represent a collection of states. For
example, a unique identification can be used to represent a state variable,
and an appropriate mechanism ca\n be employed to map such unique id to a
database of multiple variables, where each variable represents a distinct
state.

[0076] The scope of state variables can be used to determine entities by
which the state variables can be managed. For example, for a local state
variable, usage tracking of associated rights thereof can be managed solely
by a trusted agent embedded within a rights consumption environment, such
as a media player, and the like. In addition, such usage tracking can be
conducted by a trusted remote service, such as the common state-of-rights
server 801. Further, shared global state variables can be made accessible by
multiple trusted agents. To avoid privacy issues, security issues, trust issues,
rights issues, and the like, associated with accessing content, such as data,
and the like, included within a peer rights consumption environment,
managing of such shared global state variables can be performed by a remote
service, such as the state-of-rights server 801.

[0077] A counter is a common form of state variable usage. For example,
such state sharing can include counter sharing where a state represents a

number of times a right has been exercised, an event has occurred, and the
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like. Such counter sharing can be manifested in various forms and occur in
many contexts, such as: tracking a number of simultaneous uses, tracking a
number of sequential uses, sequencing (e.g., a commercial must be viewed
before free content can be accessed), a one-time use constraint, a transaction
count, a delegation control level, a super-distribution level, dependency on at

least one or more services or devices, and the like.

[0078] In addition, state variables can be incarnated in a wide variety of
forms. For example, a state variable can be used to track specific time slots
within a period of time, such as used by a movie studio to transfer syndication
rights to a specific TV station, to transfer syndication rights shared by a group
of stations, to transfer syndication rights assigned through a bidding process,
and the like.

[0079] State variables also can be employed, for example, with regional
selling or distribution rights, in a statement from a financial clearing house to
acknowledge that an appropriate fee has been paid, as a status of whether a
commercial has been watched before free content can be accessed, and the
like.

[0080] Not all rights need be associated with states. Fig. 15 is used to
illustrate a case where not all rights are associated with states, according to
the present invention. In Fig. 15, an offer 1501 allows a user, Alice, to grant
an unlimited play right, view right, and the like, to her PDA. Such a play right
need not be associated with any state. Accordingly, derived right 1502 also
has an unlimited play right to the content, as well as the right 1503 for her PC.

[0081] Not all rights which are associated with states are shared or
inherited. For example, some rights are meant for off-line usage, can be
transferred in whole to another device, and hence are not shared with other
devices. Fig. 16 is used to illustrate a case where not all rights which are
associated with states are shared or inherited, according to the present

invention. In Fig. 16, even though a play right 1603 of a user, Alice, a play
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right 1602 of a PDA of Alice, and a play right 1603 of a PC of Alice specify a
same state variable identification 1604, a same state need not be shared
since each device can track a state thereof locally. Advantageously, such an
implementation would allow the PC and the PDA to each play the
corresponding content up to 5 times.

[0082] Fig. 17 illustrates a form of an offer which does not explicitly include
meta-rights. In Fig. 17, an offer 1701 is configured as a site license written in
English. Licenses 1702 and 1703 are instances derived from the offer 1701.
In an exemplary embodiment, variables 1704 and 1705 can be created based
on interpretation of the offer 1701, for example, by the system of Fig. 8.

[0083] The preferred embodiments are not limited to situations where
resellers, distributors or other “middlemen” are used. For example, the
preferred embodiment can be applied within enterprises or other
organizations, which create and/or distribute digital content or other items to
control use of the content within the enterprise or other organization. Meta-
rights can also be issued to end-users, when the grant of a right relates to
another right. For example, the right to buy or sell securities as it is in the
case of trading options and futures. Meta-rights can be assigned or
associated with goods services, resources, or other items.

[0084] The invention can be implemented through any type of devices,
such as computers and computer systems. The preferred embodiment is
implemented in a client server environment. However, the invention can be
implemented on a single computer or other device. Over a network using
dumb terminals, thin clients, or the like, or through any configuration of
devices. The various modules of the preferred embodiment have been
segregated and described by function for clarity. However, the various
functions can be accomplished in any manner through hardware and/or
software. The various modules and components of the preferred embodiment

have separate utility and can exist as distinct entities. Various communication

26
NVA303632.1

Petitioner Apple Inc. - Exhibit 1002, p. 28



Attorney Docket No. 111325-291300

channels can be used with the invention. For example, the Intemet or other
network can be used. Also, data can be transferred by moving media, such
as a CD, DVD, memory stick or the like, between devices. Devices can
include, personal computers, workstations, thin clients, PDA’s and the like.

[0085] The invention has been described through exemplary embodiments
and examples. However, various modifications can be made without

departing from the scope of the invention as defined by the appended claims
and legal equivalents.
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What is claimed is:

1. A method for transferring rights adapted to be associated with items
from a rights supplier to a rights consumer, the method comprising:

obtaining a set of rights associated with an item, the set of rights
including meta-rights specifying derivable rights that can be derived from the
meta-rights;

determining whether the rights consumer is entitled to the derivable
rights specified by the meta-rights; and

deriving at least one right from the derivable rights, if the rights
consumer is entitled to the derivable rights specified by the meta-rights,
wherein the derived right includes at least one state variable based on the set
of rights and used for determining a state of the derived right.

2. The method of claim 1, wherein the state variable inherits a state
thereof for content usage or rights transfer from the set of rights.

3. The method of claim 1, wherein the state variable shares a state
thereof for content usage or rights transfer with the set of rights.

4. The method of claim 1, wherein the state variable inherits a
remaining state for content usage or rights transfer from the set of rights.

5. The method of claim 1, wherein the state variable is updated upon
exercise of a right associated with the state variable.

6. The method of claim 1, further comprising deriving a plurality of
rights from the derivable rights, wherein the state variable is shared by the
derived rights.
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7. The method of claim 1, wherein the state variable represents a
collection of states.

8. The method of claim 1, further comprising a plurality of state
variables that determine the state of the derived right.

9. The method of claim 1, wherein the at least one state variable is
unspecified in the derived right, is created during a rights transfer, and is
assigned to the derived right.

10. The method of claim 1, wherein the state variable is transferred
from the derivable rights to the derived right.

11. The method of claim 1, further comp.rising generating a license
including the derived right, if the rights consumer is entitled to the derivable
rights specified by the meta-rights.

12. A system for transferring rights adapted to be associated with items
from a rights supplier to a rights consumer, the system comprising:

means for obtaining a set of rights associated with an item, the set of
rights including meta-rights specifying derivable rights that can be derived
from the meta-rights;

means for determining whether the rights consumer is entitled to the
derivable rights specified by the meta-rights; and

means for deriving at least one right from the derivable rights, if the
rights consumer is entitled to the derivable rights specified by the meta-rights,
wherein the derived right includes at least one state variable based on the set

of rights and used for determining a state of the derived right.

13. The system of claim 12, wherein the state variable inherits a state
thereof for content usage or rights transfer from the set of rights.
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14. The system of claim 12, wherein the state variable shares a state

thereof for content usage or rights transfer with the set of rights.

15. The system of claim 12, wherein the state variable inherits a
remaining state for content usage or rights transfer from the set of rights.

16. The system of claim 12, wherein the state variable is updated upon
exercise of a right associated with the state variable.

17. The system of claim 12, further comprising means for deriving a
plurality of rights from the derivable rights, wherein the state variable is shared
by the derived rights.

18. The system of claim 12, wherein the state variable represents a
collection of states.

19. The system of claim 12, including a plurality of state variables that
determine the state of the derived right.

20. The system of claim 12, wherein the at least one state variable is
unspecified in the derived right, is created during a rights transfer, and is
assigned to the derived right.

21. The system of claim 12, wherein the state variable is transferred
from the derivable rights to the derived right.

22. The system of claim 12, further comprising means for generating a
license including the derived right, if the rights consumer is entitled to the
derivable rights specified by the meta-rights.
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23. The system of claim 12, wherein the means for obtaining, the
means for determining, and the means for deriving comprise at least one of

computer-executable instructions, and devices of a computer system.

24. A device for transferring rights adapted to be associated with items
from a rights supplier to a rights consumer, the device comprising:

means for obtaining a set of rights associated with an item, the set of
rights including meta-rights specifying derivable rights that can be derived
from the meta-rights;

means for determining whether the rights consumer is entitled to the
derivable rights specified by the meta-rights; and

means for deriving at least one right from the derivable rights, if the
rights consumer is entitled to the derivable rights specified by the meta-rights,
wherein the derived right includes at least one state variable based on the set

of rights and used for determining a state of the derived right.

25. The device of claim 24, wherein the state variable inherits a state
thereof for content usage or rights transfer from the set of rights.

26. The device of claim 24, wherein the state variable shares a state
thereof for content usage or rights transfer with the set of rights.

27. The device of claim 24, wherein the state variable inherits a

remaining state for content usage or rights transfer from the set of rights.

28. The device of claim 24, wherein the state variable is updated upon
exercise of a right associated with the state variable.

29. The device of claim 24, further comprising means for deriving a
plurality of rights from the derivable rights, wherein the state variable is shared
by the derived rights.
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30. The device of claim 24, wherein the state variable represents a
collection of states.

31. The device of claim 24, including a plurality of state variables that
determine the state of the derived right.

32. The device of claim 24, wherein the at least one state variable is
unspecified in the derived right, is created during a rights transfer, and is
assigned to the derived right.

33. The device of claim 24, wherein the state variable is transferred
from the derivable rights to the derived right.

34. The device of claim 24, further comprising means for generating a
license including the derived right, if the rights consumer is entitled to the

\
\

derivable rights specified by the meta-rights.

35. The devicé of claim 24, wherein the means for obtaining, the
means for determining, and the means for deriving comprise at least one of

computer-executable instructions, and devices of a computer system.

36. The device of claim 24, wherein one or more of the means for
obtaining, the means for determining, and the means for deriving are specified
in a license.
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ABSTRACT OF THE DISCLOSURE

[0086] A method, system and device for transferring rights adapted to. be
associated with items from a rights supplier to a rights consumer, including
obtaining a set of rights associated with an item, the set of rights including
meta-rights specifying derivable rights that can be derived from the meta-;
determining whether the rights consumer is entitled to the derivable rights
specified by the meta-rights; and deriving at least one right from the derivable
rights, if the rights consumer is entitled to the derivable rights specified by the
meta-rights, wherein the derived right includes at least one state variable
based on the set of rights and used for determining a state of the derived
right.
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid
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DECLARATION FOR UTILITY OR Attomey Docket Number 111325-113

DESIGN PATENT APPLICATION First Named Inventor Xin Wang et al.
(37 CFR 1.63) COMPLETE IF KNOWN
' Application Number 10/162,701
[ ] Declaration [X] Declaration Submitted after Initial | Filing Date June 6, 2002
Submitted With OR Filing (surcharge (37 CFR - * Group Art Unit 2122
Initial Filing 1.16(d)) required .
. ) . Examiner Name Not yet assigned

As a below named inventor, I hereby.declare that:
My residence, post office address, and citizenship are as stated below ncxt to my name.

- " \ .
1 believe I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if plural names are
Jisted below) of the subject matter which is claimed and for which a patent is sought on the invention entitled: )

the specification of which
[ 1is attached hereto

OR _
[X] was filed on (MM/DD/YYYY) 06/06/2002 As United States Application Number or PCT International Application Number 10/162,701
And was amended on (MM/DD/YYYY) (If applicable).

1 hereby state that I have reviewed and understand the contents of the above identified specification, including the claims, as amended by any’
amendment specifically referred to above. ' :

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1.56.

1 hereby claim foreign priority benefits under 35 U.S.C. 119(a)-(d) or 365(b) of any foreign application(s) for patent or inventor’s certificate,
or 365(a) of any PCT intemational application which designated at least one country other than the United States of America, listed below and
have also identified below, by checking the box, any foreign application for patent or inventor’s certificate, or of any PCT international
application having a filing date before that of the application on which priority is claimed.

Prior Foreign Country Foreign Filing Date Priority Not Certified Copy
Applicatior Number(s) (MM/DD/YYYY) Claimed . Attached
) YES No
[1 [1 [1
[] {3 (]
{1 [1] {1
. L[] {1 (]
1 [ 1 Additicnal foreign application numhers age listed on.a-supplementz] nriovity dote shee . PTO/SB/NES stzched herets:

3

1 hereby claim the benefit under 35 U.S.C. 119(e) of any United Statcs previsional applicationfs) listed below.

Application Number(s) Filing Date (MM/DD/YYYY) [X] Additional provisional application
- - : Numbers are listed on a supptcmental
60/331,624 11/20/2001 P
4 : d heet PTO/SB/02B attached
60/331,623 . 11/20/2001 POy data sheet
60/331,621 11/20/2001
[ Page 1 of 4]

Burden Hour Statement: This form is estimated to take 0.4 hours to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, Patent
and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissions for Patents, Washington, DC 20231.
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. Approved for use through 9/30/00. OMB 0651-0032
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid
OBM control number. ' :

DECLARATION — Utility or Design Patent Application

1 hereby claim the benefit under 35 U.S.C. 120 of any United States application(s), or 365© of any PT intemational application designating the
United States of America, listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in the prior
United States or PCT Intemational application in the manner provided by the first paragraph of 35 U.S.C. 112, I acknowledge the duty to disclose
information which is material to patentability as defined in 37 CFR 1.56 which became available between the filing date of the prior application™~ |
and the national or PCT intemational filing date of this application. : .

U.S. Parent Application or PCT Parent Number Parent Filing Date Parent Patent Number
PP (MM/DD/YYYY) (@¥f applicable)

[ } Additional U.S. or PCT intemational application are listed on a supplemental priority date sheet PTO/SB/02B attached hereto.

As a named inventor, I hereby appoint the following registered practitioner(s) to prosecute this application and to transact all business in the
Patent and Trademark Office connected therewith: [X] Customer Number 22204 :
OR
[X] Registered practitioner(s) name/registration number listed below.

- Name Registration Number . Name Registration Number

Stuart J. Friedman 24312 Daniel S. Song i 43,143
Charles M. Leedom, Jr. 26,477 Mare S. Kaufman 35,212
David S. Safran 27,997 Corinne R. Gorski 34,339
Thomas W. Cole 28,290 - ) Jason H. Vick 45,285
Donald R. Studebaker 32,815 ) Luan C. Do 38,434
Jeffrey L. Costellia 35,483

Tim L. Brackett. Jr. 36,092

Dirzct all correspondence to: [X] Customer Number 22204 -

Name: Marc S. Kaufman

Firm: NIXON PEABODY LLP

Address: 8180 Greensboro Drive, Suite 800

City: McLean " Stae: VA ZIP: 22102
_Country: United States Telephone: (703) 770-9300 FAX: (703) 770-9400

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief are
believed to be true; ;and further that these statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willful false statements may jeopardize the validity of the

_ | application or any patent issued thereon. . L . ... ) .
Name of Sole or First Inventor: - [ ] A petition has been filed for this unsigned inventor.
Given Name (first and middle [if any]) Family Name or Surname -
XIN ' ' WANG
Inventor’s Signature: 7 '\_ﬁ{__ﬁ_--x e - Date: ’5:7’ 1A /2002
Mailing Address (Street or P.O. Box): 3720 Emerald Street #V2
City: Torrance State: CA ZIp: 90503 Country: USA
Residence: City: State: Country:

Citizenship: USA

[X] Additiona! inventors are being named on the Supplemental Additional Inventor(s) sheet(s) PTO/SB/02A attached hereto.
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a colliection of information unless it contains a valid OBM control number,

ADDITIONAL INVENTOR(S)
Supplemental Sheet
Page __of _

Name of Additional Joint Inventor, if any:

Oa petition has been filed for this unsigned inventor

Given Family Name

Name Thanh Or Surname TA

Inventor’s N D L V % B B
Signature M s AN Date (/5 [i> J<5 a0
Mailing Address (Street or P.O. Box): 18694 Stratton Lane

City: Huntington Beach State: CA ZIP: 92648 Country: USA

Residence: City: = ~ o - Stater” Country:

Citizenship: Australia

Name of Additional Joint Inventor, if any:

Oa petition has been filed for this unsigned inventor

Mailing Address (Street or P.0. Box): 5531 Lorna Street

Given : Family Name
Name /G,llillel‘lp.? o Or Surname LAO
, /. 2
Lrvenors etz oue 5 A7) 2802
- Ep————ans ATEI. 7 7

City: Torrance State: CA

ZIP: 90503 Country: USA

Residence: City: State:

Country:

Citizenship: USA

Name of Additional Joint Inventor, if any:

Oa petition has been filed for this unsigned inventor

=5

T Given ToeT wAssem o T Family Name Coom T e EmE—— :
Name E_‘ddie_i]’.‘”'—"- Or-Surname ""‘—CIIEN”'.—""""""“ T
Inventor’s ) ) s f R / . '
Signature C? an? . I — Date g/’ £ / 2003

. i : ( )

Mailing Address (Street or P.O. Box): 6796 Vallon Drive

. City: Ranchos Palos Verdes State: CA

Country: USA

Residence: City: State:

ZTIP: 90275

Country:

Clﬂzenship: USA

Burden Hour Statement: This form is estimated to take 21 minutes to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND

TO: Commissioner for Patents, Washington, DC 20231.
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Additional foreign applications: .

Prior Foreign Application

Priority " Certified Copy Attached?
Number(s)

Not Claimed ) YES NO

Foreign Filing Date

Country (MM/DD/YYYY)
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Additional provisional applications:
Application Number

Filing Date (MM/DD/YYYY)

607296,113
60/296,117
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0670772001
06/07/2001
06/07/2001

Additional U.S. Applications:

U.S. Parent Application Number
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Number

Parent Filing Date
(MM/DD/YYYY)

Parent Patent Number
(if applicable)
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~ Yarsc e gy - - : )

Burden Hour Statement: This form is estimated to take 21 minutes to complete. Time will vary depending upon the needs of the individual
case. Any comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
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_ ADDIT. FEE ADDIT. FEE
(Column 1) (Column 2) _ (Column 3) : _
: CLAIMS HIGHEST
o REMAINING NUMBER PRESENT ‘ ADDI- ADDI-
- AFTER PREVIOUSLY EXTRA RATE , [ TIONAL RATE. | TIONAL
b - AMENDMENT PAID FOR FEE FEE
= . :
g Total * Minus *x = X$ 9= or| x$18=
:E(J Independent |+ Minus ok = ’ ;44’= orl xes-
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM D
) +150= OR| +300=
TOTAL OR TOTAL]
ADDIT. FEE ADDIT. FEE
(Column 1) (Column 2) (Column 3) ' '
CLAIMS HIGHEST
o REMAINING NUMBER PRESENT : ADDI- ADDI-
; AFTER PREVIOUSLY EXTRA RATE |TIONAL RATE [ TIONAL
L ' AMENDMENT ‘ PAID FOR ' FEE - FEE
g Total - =« Minus N = - X$ 9= ’ OFI. X$18=
"'E" | Independent |« - Minus ik = N - ‘
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM g - .
- S , +150= or | +300="
* Ifthe entry in column 1 is less than the entry in column 2, write "0" in column 3, .
** If the “Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter “20.” ADD;OFTEAE. OR ADD,-TTOFTEAE :
**if the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter *~ ~ ' . '
- The "Highest Number Previously Paid For® (Total or Independent) is the highest n:i=:* er found in the appropriate box in column 1.
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APPLICATION DATA SHEET

Electronic Version 0.0.11

Stylesheet Version: 1.0 Attorney Docket Number: 111325-291300
Publication Filing Type: new-utility
Application Type: utility

SYSTEM AND METHOD FOR MANAGING TRANSFER OF RIGHTS

Title of Invention: USING SHARED STATE VARIABLES

Legal Representative:

Attorney or Agent: Marc S. Kaufman

Registration Number: 35212

Attorney or Agent: Carlos R. Villamar

Registration Number: , 43224

Customer Number Correspondence Address: 22204
*22204*

Continuity Data:

This application is a continuation in part of 10/162,701 2002-06-06 which claims benefit from U.S.
Provisional Application Serial Nos. 60/331,624; 60/331,623 and 60/331,621 filed on November 20,
2001 and U.S. Provisional Application Serial Nos. 60/296,113; 60/296,117 and 60/296,118 filed on
june 7, 2001

INVENTOR(s):

Primary Citizenship: United States

Given Name: Mai

Family Name: Nguyen

Residence City: Buena Park

Residence State: CA

Residence Country: us

Address: 5611 Cambridge Avenue

Buena Park CA, 96021 US

Primary Citizenship: United States
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Primary Citizenship:
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Middle Name:
Family Name:
Residence City:
Residence State:
Residence Country:
Address:
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PTO/SB/0S (03-01)
Approved for use through 10/31/2002. OMB 0651-0032

UTILITY
PATENT APPLICATION
TRANSMITTAL

(Only for new nonprovisional applications under 37 CFR 1.53(b))

Attorney Docket No.

111325-291300

First Inventor

Mai NGUYEN, et al.

Title

SYSTEM AND METHOD FOR o)
MANAGING TRANSFER OF RIGHTS | +
USING SHARED STATE VARIABLEﬁD N

Biz1

Express Mail Label No.

APPLICATION ELEMENTS

See MPEP chapter 600 concerning utility patent application contents.

100404

Commissioner for Patents
Box Patent Application
Washington, DC 20231

g
ADDRESS TO: 9

1749J

M IIHHI

1. Fee Transmittal Form (e.g., PTO/SB/17)
(Submit an original and a duplicate for fee processing)
2. [ Applicant claims small entity status.
See 37 CFR 1.27.
3. Bd specification [Total Pages 33]
{preferred arrangement set forth below)
- Descriptive title of the invention
- Cross Reference to Related Applications (if applicable)
- Statement Regarding Fed sponsored R & D (if applicable)
- Reference to sequence listing, a table,
or a computer program listing appendix (if applicable)
- Background of the Invention
- Brief Summary of the Invention
- Brief Description of the Drawings (if filed)
- Detailed Description
- Claim(s)
- Abstract of the Disclosure
4. B Drawing(s) (35 U.S.C. 113) 17 Figures [ Total Sheets 14] '
5. Oath or Declaration [ Total Pages [7 ]
a. [0 Newly executed (original or copy)
b. ¥ Copy from a prior application (37 CFR 1.63(d))
(for continuation/divisional with Box 18 completed)
i. 0 DELETION OF INVENTOR(S)
Signed statement attached deleting inventor(s)
named in the prior application, see 37 CFR
1.63(d}2) and 1.33(b)
6. [X Application Data Sheet. See 37 CFR 1.76

7. 0 CD-ROM or CD-R in duplicate, large table or
Computer Program (Appendix)
8. Nucleotide and/or Amino Acid Sequence Submission
(if applicable, all necessary)
a. O Computer Readable Form (CRF)
b. Specification Sequence Listing on:
i. O CD-ROM or CD-R (2 copies; or
ii. O paper
c. O Statements verifying identity of above copies

ACCOMPANYING APPLICATION PARTS

Assignment Papers (cover sheet & document(s))
37 CFR 3.73(b) Statement O Powerof
(when there is an assignee) Attomey
English Translation Document (if applicable)
Information Disclosure Copies of IDS
Statement (IDS)/PTO-1449 Citations
Preliminary Amendment

Return Receipt Postcard (MPEP 503)

(Should be specifically itemized)

Certified Copy of Priority Document(s)

(if foreign priority is claimed)

Nonpublication request under 35 U.S.C.

122(b)(2X(B)(i). Applicant must attach form
PTO/SB/35 or its equivalent.

17. O oOther:

O 0O 0 OO0 OO0

16.

18.
or in an Application Data Sheet under 37 CFR 1.76:
O continuation

" Prior application information: Examiner Not Yet Assigned

Box 5b, is considered a part of the disclosure of the acc

If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in a preltmmary amendment,
B Continuation-in-part (CIP) of prior application No: 10/162,701

For CONTINUATION OR DIVISEONAL APPS only: The entire disclosure of the prior application, from which an oath or declaration is supplied under

ying continuation or divisional application and is hereby incorporated by reference. The
incorporation can only be relied upon when a portion has been inadvertently omitted from the submitted application parts.

Group / Art Unit: 2122

B Customer Number or Bar Code Label

19. CORRESPONDENC E ADDRESS

or Od Correspondence address below

Name
Address
City | State | Zip Code
Country | Telephone ] Fax
Name (Print/Type) Carlos R. Vi]]amqé \\ | Registration No. (Attorney/Agent) 43,224
Signature ‘/{L \\l\[\ Date October 4, 2004

~— v
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Complete if Known
Application Number Not Yet Assigned
FEE TRANSMITTAL oo Not Yot Assigne
FOR FY 2004 First Named Inventor Mai NGUYEN, et al.
Patent fees are subject to annual revision. Examiner Name Not Yet Assigned
plicant claims small entity status. See 37 CFR 1.27 Art Unit Not Yet Assigned
TGEFAL AMOUNT OF PAYMENT I $1,078.00 Attomey Docket No. 111325-291300

METHOD OF PAYMENT (check all that apply)

FEE CALCULATION (continued)

O cheek O creditcad 1 Money [ other [ Nome

3. ADDITIONAL FEES

Fee Description

Surcharge ~ late filing fee or oath

Surcharge - late provisional filing fee or cover
sheet

Non-English specification

For filing a request for ex parte reexamination

Requesting publication of SIR prior to Examiner
action

Requesting publication of SIR after Examiner
action

Extension for reply within first month

Extension for reply within second month

Extension for reply within third month

Extension for reply within fourth month

Extension for reply within fifth month

Notice of Appeal

Filing a brief in support of an appeal

Request for oral hearing

Petition to institute a public use proceeding

Petition to revive — unavoidable

Petition to revive — unintentional

Utility issue fee (or reissue)

Design issue fee

Plant issue fee

Petitions to the Commissioner

Processing fee under 37 CFR 1.17(q)

Submission of Information Disclosure Stmt

Recording each patent assignment per property
(times number of properties)

Filing a submission after final rejection
(37 CFR 1.129(a))

For each additional invention to be examined
(37 CFR 1.129(b))

Request for Continued Examination (RCE)

Request for expedited examination of a design
application

SUBTOTAL (3) | ($) O

CERTIFICATE OF MAILING OR TRANSMISSION (37 CFR 1.8(a)]

Order
@ Deposit Account; Large Entity Small Entity
Deposit Fee Fee Fee Fee
Account 19-2380 Code (5) Code (5)
Number 1051 130 | 2051 65
1052 50 | 2052 25
Deposit . 1053 130 | 1053 130
Riocount Nixon Peabody LLP 1812 2,520 | 1812 2,520
. . 1804  920% | 1804  920*
The Commissioner is authorized to: (check all that apply)
@ Charge fee(s) indicated below @ Credit any overpayments 1805 1.840* | 1805 1,840*
@ Charge any additional fee(s) 1251 110 | 2251 55
D Charge fee(s) indicated below, except for the filing fee 1252 430 | 2252 215
to the above-identified deposit account. 1253 080 | 2253 490
FEE CALCULATION 1254 1,530 | 2254 765
1. BASIC FILING FEE 1255 2,080 | 2255 1,040
Large Entity Small Entity 1401 340 | 2401 170
Fee Fee Fee Fee Fee Description
Code (§)  Code (5 Fee Paid 1402 340 | 2402 170
1403 340 | 2403 150
1001 790 2001 195 Utility filing fee 790.00 . 1451 1,510 | 1451 1,510
1002 350 2002 175  Design filing fee 1452 110 | 2452 55
1003 550 2003 275  Plant filing fee 1453 1370 [ 2453 685
1004 790 2004 395  Reissue filing fee 1501 1,370 | 2501 685
1005 160 2005 80  Provisional filing fee 1502 490 | 2502 245
1503 660 | 2503 330
_SUBTOTAL (1) [ ¢790.00 1460 130 | 1460 130
1807 50 | 1807 50
2. EXTRA CLAIM FEES FOR UTILITY AND REISSUE 1806 180 | 1806 180
Fee from 8021 40 | 8021 40
Extra Claims below Fee Paid
Total Claims 20%= [16 ] x [18.00 ]| = [$288.00 | 1809 790 | 2809 1395
Independent [ | -3**= | ] x[ ] =0 ] 1810 790 | 2810 395
Claims
Multiple Dependent X [ ] = | 0 | 1801 790 | 2801 395
Large Entity Small Entity 1802 900 | 1802 900
Fee Fee Fee Fee Fee Description
Code () Code ($) Other fee (specify)
1202 18 2202 9 Claims in excess of 20
1201 88 2201 44 Independent claims in excess of 3
*Reduced by Basic Filing Fee Paid
1203 300 2203 150 Multiple dependent claim, if not paid
1204 88 2204 44 ** Reissue independent claims over
original patent i R L
1205 18 2205 9 ** Reissue claims in excess of 20 and I'hereby cenify that this correspondence is being:

over original patent

SUBTOTAL (2) | $288.00

**or number previously paid, if greater; For Reissues, see above

[m]

deposited with the United States Postal Service on the date shown below with sufficient
postage as first class mail in an envelope addressed to: Mail Stop
Commissioner for Patents, P. O. Box 1450, Alexandria, VA 22313-1450

transmitted by facsimile on the date shown below to the United States Patent and
Trademazk Office at (703) .

Date

>

Signature

Typed or printed name

SUBMITTED BY

Complete (if applicable)

Name (Print/Type) Carlos R. Villama /

Registration No.
(Attorney/Agent)

43,224

Telephone (202) 585-8204

Signature /i BTN

Vo

Date QOctober 4, 2004

\V)

—

SEND TO: Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

W326666.1
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FORM

(to be used for all correspondence after initial filing)

Application Number

10/956,121

Filing Date

October 4, 2004

First Named Inventor

Mai NGUYEN, et al.

Group Art Unit

2131

Examiner Name

Not Yet Assigned

Total Number of Pages in This Submission

Attorney Docket Number

111325-291300

ENCLOSURES (check all that apply)

D Fee Transmittal Form
D Fee Attached

D Amendment / Reply

D After Final

D Affidavits/declaration(s)
Extension of Time Request
Express Abandonment Request
Information Disclosure Statement

Certified Copy of Priority
Document(s)

O O0KOO

Response to Missing Parts/
Incomplete Application

D Response to Missing Parts
under 37 CFR 1.52 or 1.53

O

Assignment Papers
(for an Application)

Drawing(s)

Declaration and Power of Attorney
Licensing-related Papers

Petition

Petition to Convert to a Provisional
Application

Power of Attomey, Revocation
Change of Correspondence Address

Terminal Disclaimer
Request for Refund
CD, Number of CD(s)

000 O O000O0

00D @00 O 00

After Allowance Communication to Group

Appeal Communication to Board of
Appeals and Interferences

Appeal Communication to Group
(Appeal Notice, Brief, Reply Brief)

Proprietary Information
Status Letter
Application Data Sheet

Request for Corrected Filing Receipt with
Enclosures

A self-addressed prepaid postcard for
acknowledging receipt

Other Enclosure(s) (please identify below):

Remarks

E] The Commissioner is hereby authorized to charge any additional fees

required or credit any overpayments to Deposit Account No. 19-2380 for the
above identified docket number.

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

Firm Marc S. Kaufman
or Registration No. 35,212
Individual name Nixon Peabody LLP
401 9" Street, N.W., Suite 900
Washin T D.C~20004-2128
Signature &/ W
Date Januafy 26, 2005

(703)

Date

I hereby certify that this correspondence is being:

CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]

O deposited with the United States Postal Service on the date shown below with sufficient postage as first
class mail in an envelope addressed to: Mail Stop
Alexandria, VA 22313-1450

, Commissioner for Patents, P. O. Box 1450,

O transmitted by facsimile on the date shown below to the United States Patent and Trademark Office at

Signature

Typed or printed name

W632526.1
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PATENT
Attorney Docket No. 111325-291300

In re Patent Application of:
Mai NGUYEN, et al.
Serial No. 10/956,121

)
) Examiner: Unassigned
)

Filed: October 4, 2004 )
)
)
)

Group Art Unit: 2131

For: SYSTEM AND METHOD FOR MANAGING
TRANSFER OF RIGHTS USING SHARED
STATE VARIABLES

U.S. Patent and Trademark Office
Customer Window, Mail Stop
Randolph Building

Alexandria, VA 22314

Sir:

INFORMATION DISCLOSURE STATEMENT

In accordance with the duty of disclosure as set forth in 37 C.F.R. §1.56, Applicants
hereby submit the following information in conformance with 37 C.F.R. §§ 1.97 and 1.98.
The references listed on the attached PTO-1449 forms have been made of record in parent
application serial number 10/162,701 Filed on June 6, 2002, therefore no copies of the

references cited are submitted herewith.

It is requested that the accompanying PTO-1449 be considered and made of record in
the above-identified application. To assist the Examiner, the documents are listed on the
attached form PTO-1449. It is respectfully requested that an Examiner initial a copy of this

form be returned to the undersigned.

W632523.1
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PATENT
Attorney Docket No. 111325-291300

The Commissioner is hereby authorized to charge any fees connected with this filing

which may be required now, or credit any overpayment to Deposit Account No. 19-2380
(111325-291300).

Respectfully submitted,
NIXON PEABODY, LLP

Marc S. Kaufman
Registration No. 35, 212

Date: January 26, 2005

Customer No. 22204

NIXON PEABODY LLP
401 9" Street, N.W., Suite 900
Washington, DC 20004-2128
Telephone: (202) 585-8000

W632523.1
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PTO/SB:08A (10-01)
Approved for use through 10/31,2002. OMB 0651-003¢
u. S Patent and Trademark Office: U S DEPARTME\'T OF CO‘WVIERCE

N9B, Complete if Known
INFORMATION Lo OSURE Application Number 10/956,121
STATEMENT BY APPLICANT  [fmsDate January 26, 2005

First Named Inveator Mai NGUYEN, et al.
(use as many sheets as necessary) Art Unit Not Yet Assigned
Examiner Name Not Yet Assigned
Sheet 1 of 10 Attorney Docket Number 111325-291300
U.S. PATENT DOCUMENTS
Examiner Cite U.S. Patent Document
Initials” No.! Publication Date Name of Patentee or Pagcs, Columns, Lines, Where Relevant
Number - Kind Code? (if known) MM-DD-YYYY Applicant of Cited Document Passages or Relevant Figures Appear
US-3,263,158 07/26/1966 D.W. Bargen et al.
US-3,609,697 09/28/1971 Blevins et al.
US-3,790,700 02/05/1974 Callais et al.
US-3,798,605 03/19/1974 Feistel
US-4,159,468 06/26/1979 Barnes et al.
US-4,220,991 09/02/1980 Hamano et al.
US-4,278,837 07/14/1981 Best
US-4,323,921 04/06/1982 Guillou
US-4,442,486 04/10/1984 Mayer
US-4,529,870 07/16/1985 Chaum
US-4,558,176 12/10/1985 Amold et al.
US-4,593,376 06/03/1986 Volk
US-4,614,861 09/30/1986 Pavlov et al.
US-4,644,493 02/17/1987 Chandra et al.
US-4,658,093 04/14/1987 Hellman
US-4,713,753 12/15/1987 Beobert et al.
US-4,796,220 01/03/1989 Wolfe
US-4,817,140 03/28/1989 Chandra et al.
US-4,827,508 05/02/1989 Shear
US-4,868,376 09/19/1989 Lessin et al.
FOREIGN PATENT DOCUMENTS
Examiner Cite Foreign Patent Document Name of Patentee or Pages, Columns,
Initials” No.! Publication Date Applicant of Cited Document Lines, Where
Kind Code® MM-DD-YYYY Relevant il
Country Code® Number* (if known) Passages or
Relevant Figures
Appear
0084 441 EP 07/27/1983 TABS LIMITED
0180 460 EP 05/07/1986 SONY CORPORATION
0332 707 EP 09/20/1989 HONDA GIKEN KOGYO
KABUSHIKI KAISHA
0 651 554 EP 05/03/1995 EASTMAN KODAK CO.
0 668 695 EP 08/23/1995 VICTOR COMPANY OF
JAPAN LIMITED
0725376 EP 08/07/1996 SONY CORP.
2136 175 GB 09/12/1984 ATALLA CORP.
2 236 604 GB 04/10/1991 SUN MICROSYSTEMS INC
0715241 JP 06/05/1996 MITSUBISHI CORP.
04-369068 JP 12/21/1992 CHIYUUBU NIHON DENKI Abst
SOFUTOUEA KK
Examiner Date
| Signature Considered

*EXAMINER: Initial if reference considered, whether or rot citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered. Include
copy of this form with next communication to applicant.

! Applicant’s unique citation designation numba (optional). ? See Kinds Codes of USPTO Patent Documents at 222.uspto.gov or MPEP 901.04. ° Enter Office that issued the document.
by the mo-lcnu' code (WIPO Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent

Kmd of ¢ by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to plece a check mark here if English
Ti is h

Burden Hour Statcment: This form is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on the amount of time you
are required 1o complcte this form should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRFSS. SEND TO: Commissicner for Patents, Washingten, DC 20231,

W632521.1
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‘g‘ PTO'SB/0SA (10-01)
& f@,@ v Approved for use through 10/31/2002. OMB 0651-06031
Q ot U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

e required to respond to a collection of information unless it contains a valid OMB control number.

& -
Under the Paperwork Reduftion Aﬁf 1995, no perso,&

Substitute for form 14494 PGy S Complete if Known
INFORMATION Dd’r A% SURE Application Number 10/956, 121
STATEMENT BY APPLICANT [ FiiueDate January 26, 2003
First Named Inventor Mai NGUYEN, et al.
(use as many sheets as necessary) Art Unit Not Yet Assigned
Examiner Name Not Yet Assigned
Sheet 2 of 10 Attorney Docket Number 111325-291300
U.S. PATENT DOCUMENTS
Examiner Cite U.S. Patent Document
Initials” No.! Publication Date Name of Patentee or Pages, Columns, Lines, Where Relevant
Number - Kind Code® (if known) MM-DD-YYYY Applicant of Cited Document Passages or Relevant Figures Appear
US-4,891,838 01/02/1990 Faber
US-4,924,378 05/08/1990 Hershey et al.
US-4,932,054 06/05/1990 Chou et al.
US-4,937,863 06/26/1990 Robert et al.
US-4,949,187 08/14/1990 Cohen
US-4,953,209 08/28/1990 Ryder, Sr. et al.
US-4,961,142 10/02/1990 Elliott et al.
US-4,975,647 12/04/1990 Downer et al.
US-4,977,594 12/11/1990 Shear
US-4,999,806 03/12/1991 Chernow et al.
US-5,010,571 04/23/1991 Katznelson
US-5,014,234 05/07/1991 Edwards, Jr.
US-5,023,907 06/11/1991 Johnson et al.
US-5,047,928 09/10/1991 Wiedemer
US-5,050,213 09/17/1991 Shear
US-5,052,040 09/24/1991 Preston et al.
US-5,058,164 10/15/1991 Elmer et al.
US-5,103,476 04/07/1992 Waite et al.
US-5,113,519 05/12/1992 Johnson et al.
US-5,136,643 08/04/1992 Fischer
FOREIGN PATENT DOCUMENTS
Examiner Cite Foreign Patent Document Name of Patentee or Pages, Columns,
Initials™ No.! Publication Date Applicant of Cited Document Lines, Where
Kind Code® MM-DD-YYYY Relevant Passages T
Country Code® Number? (if known) or Relevant Figures
Appear
05-268415 JP 10/15/1993 RICOH CO LTD Abst
06-175794 JP 06/24/1994 FUJI XEROX CO LTD Abst
06-215010 JP 08/05/1994 SONY CORP. Abst
07-084852 JP 03/31/1995 HITACHI LTD. Abst
07-200317 JP 08/04/1995 TOSHIBA CORP. Abst
07-244639 JP 09/19/1995 FUJITSULTD Abst
62-241061 JP 10/21/1987 NEC CORP. Abst
64-068835 JP 03/14/1989 RYOICHI MORI Abst
WO 01/63528 PCT 08/30/2001 IPDN COPR.
WO 92/20022 PCT 11/12/1992 DIGITAL EQUIPMENT
CORP.
Examiner Date
|_Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and
not considered. Include copy of this form with next communication to applicant.

! Applicant’s unique citation designation number (optional). ? See Kinds Codes of USPTO Patent Documents at 222.uspto.gov or MPEP 901.04. * Enter Office
that issued the document, by the two-letter code (WIPO Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor
must precede the serial number of the patent document. * Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard
ST.16 if possible. % Applicant is to place a check mark here if English language Translation is attached.

Burden Hour Statement: This ferm is estimated to take 2.0 hours to complcte. Time will vary depending upon the needs of the individual case. Any comments on the amount of time you

are required to comptete this form skeuld be cont to the Chicf Informaticn Officar, U.S. Parcnt and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED
FORMS TC THIS ADDRESS. SEND TO: Commissioner for Patcnts. Washington, DC 20231,

W632521.1
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PTO/SB 08A (10-01)
Approved for use through 10/31/2002. OMB 06510031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449A PTO Complete if Known
INFORMATION DISCLOSURE | Asptication Number T
Filing Date nuary N
STATEMENT BY APPLICANT First Named Inventor Mai NGUYEN, et al.
(use as many sheels as necessary) Art Uit Not Yet Assigned
Examiner Name Not Yet Assigned
Sheet 3 of 10 Attorncy Docket Number 111325-291300
U.S. PATENT DOCUMENTS
Examiner Cite U.S. Patent Document
Initials” No.! Publication Date Name of Patentee or Pages, Columns. Lines, Where Relevant
Number - Kind Code? (if known) MM-DD-YYYY Applicant of Cited Document Passages or Relevant Figures Appear
US-5,138,712 08/11/1992 Corbin
US-5,146,499 09/08/1992 Geffrotin
US-5,148,481 09/15/1992 Abraham et al.
US-5,159,182 10/27/1992 Eisele
US-5,183,404 02/02/1993 Aldous et al.
US-5,191,193 03/02/1993 Le Roux
US-5,204,897 04/20/1993 Wyman
US-5,222,134 06/22/1993 Waite et al.
US-5,235,642 08/10/1993 Wobber et al.
US-5,247,575 09/21/1993 Sprague et al.
US-5,255,106 10/19/1993 Castro
US-5,260,999 11/09/1993 Wyman
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US-5,940,504 08/17/1999 Griswold
US-5,943,422 08/24/1999 Van Wie et al.
US-5,949,876 09/07/1999 Ginter et al.
US-5,982,891 11/09/1999 Ginter et al.
US-5,999,949 12/07/1999 Crandall
US-6,047,067 04/04/2000 Rosen
US-6,112,181 08/29/2000 Shear et al.
FOREIGN PATENT DOCUMENTS
Examiner Cite Foreign Patent Document Name of Patentee or Pages. Columns. Lines, Where
Initials” No.! Pubtication Datc Applicant of Cited Document Relevant Passages or Relevant
Kind Code® MM-DD-YYYY Figures Appear T
Country Code® Number* (if known)
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and
not considered. Include copy of this form with next communication to applicant.

! Applicant’s unique citation designation number (optional). ? See Kinds Codes of USPTO Patent Documents at 222 uspto.gov or MPEP 901.04. * Enter Office
that issued the document, by the two-letter code (WIPO Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor
must precede the serial number of the patent document. * Kind of document by the appropriate symbols as indicated on the document under WIPO Standard
ST.16 if possible. ® Applicant is to place a check mark here if English language Translation is attached.

Burden Hour Statement: This form is estimated to take 2.0 hours to complcte. Time will vary depending upon the needs of the individual case. Any comments on the amount of time you
arc required o complcte this form should be sent to the Chief Informarion Officer, U.S. Patent and Trad:
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, Washington, DC 20231.

W632521. 1

rk Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED

Petitioner Apple Inc. - Exhibit 1002, p. 68



PTO/S3.C8A (1001

Approved for use through 10/31/2002. OMB 0651-0031
U.S. Paten! and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Urder the Papenvork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB contro! number,

Substitute for form 1449A PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Complete if Known

Application Number

10/956,121

Filing Date

January 26, 2005

First Named Inventor

Mai NGUYEN, et al.

Art Unit 2131
Examiner Name Not Yet Assigned
Sheet 7 of 10 Attorney Docket Number 111325-291300
U.S. PATENT DOCUMENTS
Examiner Cite U.S. Patent Document
Initiats” No.! Publication Date Name of Patentee or Pages. Columns, Lincs. Where Relevant
Number - Kind Code? (if krown) MM-DD-YYYY Applicant of Cited Document Passages or Relevant Figures Appear
US-6,115,471 09/05/2000 Oki et al.
US-6,138,119 10/24/2000 Hall et al.
US-6,157,721 12/05/2000 Shear et al.
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US-6,233,684 05/15/2001 Stefik et al.
US-6,237,786 05/29/2001 Ginter et al.
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Clark, P.C. et al., “Bits: A Smartcard protected Operating System”, pp. 66-70 and 94,
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Hilts, P. et al., “Books While U Wait”, pp. 48-50, January 3, 1994, Publishers Weekly

Strattner, A, “Cash Register on a Chip may Revolutionaize Software Pricing and
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PC Computing
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APPL NO. FIL;E)GDg$E371 ART UNIT | FIL FEE RECD ATTY.DOCKET NO DRAWINGS | TOT cLms | IND cLms
10/956,121 10/04/2004 2131 1078 111325-291300 14 36 3

R CONFIRMATION NO. 8924
22204 : . FILING RECEIPT

NIXON PEABODY, LLP I
\?VlﬂgﬁlilochON. DC 20004-2128

Date Mailed: 12/07/2004

Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees transmitted by
check or draft are subject to collection. Please verify the accuracy of the data presented on this receipt. If an
error is noted on this Filing Receipt, please write to the Office of Initial Patent Examination's Filing
Receipt Corrections, facsimile number 703-746-9195. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections (if
appropriate).

Applicant(s) .. . vl I\ SOV
Xin Wang, Torrance, CA,
Thanh Ta, Huntington Beach, CA;
Guillermo Lao, Torrance, CA;

Eddie J. Chen, Rancho Palos Verdes, CA,

Power of Attorney: The patent practitioners associated with Customer Number 22204.

Domestic Priority data as claimed by applicant

This application is a CIP of 10/162,701 06/06/2002
which claims benefit of 60/331,624 11/20/2001
and claims benefit of 60/331,623 11/20/2001

and claims benefit of 60/331,621 11/20/2001

and claims benefit of 60/296,113 06/07/2001

and claims benefit of 60/296,117 06/07/2001

and claims benefit of 60/296,118 06/07/2001

Foreign Applications

If Required, Foreign Filing License Granted: 12/03/2004

The country code and number of your priority application, to be used for filing abroad under the Paris

Convention, is US10/956,121
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Projected Publication Date: 03/17/2005

Non-Publication Request: No

Early Publication Request: No

Title
System and method for managing transfer of rights using shared state variables

Preliminary Class
713

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted
under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof
unless it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR
1.53(d). This license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject
matter as imposed by any Government contract or the provisions of existing laws relating to espionage and the
national security or the export of technical data. Licensees should apprise themselves of current regulations
especially with respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls,
Department of State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Office of
Export Administration, Department of Commerce (15 CFR 370.10 (j)); the Office of Foreign Assets Controi,
Department of Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR
5.12, if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months
has lapsed from the filing date of this application and the licensee has not received any indication of a secrecy
order under 35 U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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Electronic Version 0.0.11
Stylesheet Version: 1.0
Publication Filing Type:
Application Type:

Title of Invention:

Legal Representative:
Attorney or Agent:

SAPPLICATION DATA SHEET

Attorney Docket Number: 111325-291300
new-utility
utility
SYSTEM AND METHOD FOR MANAGING TRANSFER OF RIGHTS
USING SHARED STATE VARIABLES

Marc S. Kaufman

Registration Number: 35212

Attorney or Agent: Carlos R. Villamar

Registration Number: 43224

Customer Number Correspondence Address: 22204
*22204*

Continuity Data:

This application is a continuation in part of 10/162,701 2002-06-06 which claims benefit from U.S.
Provisional Application Serial Nos. 60/331,624; 60/331,623 and 60/331,621 filed on November 20,
2001 and U.S. Provisional Application Serial Nos. 60/296,113; 60/296,117 and 60/296,118 filed on

Jjune 7, 2001

"INVENTOR(s):

Primary Citizenship:
Given Name:

Family Name:
Residence City:
Residence State:
Residence Country:
Address:

Primary Citizenship:

United States

Mai

Nguyen

Buena Park

CA

us

5611 Cambridge Avenue

Buena Park CA, 96021 US

United States
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Given Name:
Family Name:
Residence City:
Residence State:
Residence Country:
Address:

Primary Citizenship:

Given Name:
Family Name:
Residence City:
Residence State:
Residence Country:
Address:

Primary Citizenship:

Given Name:
Family Name:
Residence City:
Residence State:
Residence Country:

Address:

Primary Citizenship:

Given Name:
Middle Name:
Family Name:
Residence City:
Residence State:
Residence Country:
Address:

Rla /IO APraaramOL)NFRilac\TIAPTMaPA VR TMmAYMT vm

@
Xin
Wang
Torrance
CA
us
3720 Emerald Street, #V2

Torrance CA, 90503 US

United States

Thanh

Ta

Huntington Beach
CA

us

18694 Stratton Lane

Hungtington Beach CA, 92648 US

United States
Guillermo

Lao

Torrance

CA

us

5531 Lorna Streei -

Torrance CA, 90503 US

United Sttes

Eddie

J.

Chen

Rancho Palos Verdes
CA

us

6796 Vallon Drive

Rancho Palos Verdes CA, 90275 US

c i BT 2pe T

P
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FILE COPY

UNITED STATES DEPARTMENT OF COMMERCE
United Stutes Potent snd Trademark Office
Address: ggl\[{‘MnISSIONER FOR PATENTS

1450
Alexundria, Vingiiiy 22313-1450
www.uplogoy

UNITED STATES PATENT AND TRADEMARK OFFICE

|  appLicaTionnumBer | FILING OR 371(c) DATE | FRSTNAMEDAPPLICANT | ATTY.DOCKETNO./TITLE |
10/956,121 10/04/2004 Xin Wang 111325-291300

CONFIRMATION NO. 8924

MGG NG R AR R Am b

*OC000000015158564*

22204

NIXON PEABODY, LLP

401 9TH STREET, NW

SUITE 900

WASHINGTON, DC 20004-2128

Date Mailed: 02/10/2005

RESPONSE TO REQUEST FOR CORRECTED FILING RECEIPT

Claims, Fees, and Inventors

In response to your request for a corrected Filing Receipt, the Office is unable to comply with the request
because:

a The total number of claims appearing on the Filing Receipt does not include muitiple dependent
claims. The total fee appearing on the Filing Receipt includes the cost of multiple dependent claims
that were present at the time the application was filed.

a The filing fee is correct. It may include additional claims fees and/or the surcharge under 37 CFR 1.16
(e) for filing an oath/declaration or basic filing fee after the application filing date; or it may not reflect
fees refunded to the applicant that were paid by mistake.

a The number of claims reflected on the filing receipt is correct. Upon review of the claims, it was found
that there was a miscalculation by the applicant. This may be due to improperly presented multiple
dependent claims, typographical error, misnumbering of the claims, or other oversight. An amendment
may be necessary to correct the problem.

o The filing fee reflected on the filing receipt is correct. Applicant may have miscalculated the fees due.

o Applicant calculated fees as other than small entity; however, applicant asserted small entity status in
the application. Therefore, fees were applied as small entity and the remainder was refunded to the
applicant.

g The difference between the fees paid and the fees due was refunded to the applicant and will not be
shown on the filing receipt.

The inventor information may be truncated if the family name consists of more than 50 characters
(letters and spaces combined) and if the given name consists of more than 50 characters (letters and
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spaces combined).
The inventor's residence allows for up to 40 characters (letters and spaces combined).

The inventor's residence will only include the city and state for U.S. residences or city and country for
residences outside the U.S. (See MPEP 605.02).

provisional applications, the petition should be directed to the Director of the examining group
assigned to your application.

Changes made after submission of an executed declaration to the inventor information other than
correction of typographical errors must be submitted in thg form of a substitute declaration. Change of

inventorship requires a petition under 37 CFR 1.48.

aQ
Q

@K A petition to correct the inventorship is needed to make this change. See 37 CFR 1.48. For non-
Q

a The number of drawings shown on the filing receipt reflects the number of drawing sheets submitted
and is not necessarily equal to the number of figures submitted.

[ The correspondence address was captured as directed by applicant on filing. If you wish
correspondence to be directed otherwise, please submit a request for a change of address.

(| The docket number allows a maximum of 25 characters.

a The person signing on behalf of the deceased inventor is reflected on the Filing Receipt as the legal
representative.

[ The filing date of a parent application cannot be changed by this requesi. A petition to correct the filing
date in the parent application is required.

i
i

AO U /«N/L //:_/

o

Customer Service C¥nter
Initial Patent Exa tion Division (703) 308-1202

PART 3 - OFFICE COPY
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Complete if Known

: lication Number
' FEE TRANSMITTAL Aop 10/956,121 O TAN
Filing Date October 4, 2004 AN
FOR FY 2005 First Named Inventor Mai NGUYEN, et al. . iy P )
[ - e - -
Patent fees are subject to annual revision. Examiner Name Unassigned g v % o
i i X
O Applicant claims small entity status. See 37 CFR 127 Art Unit 2131 o o
Yy \J
TOTAL AMOUNT OF PAYMENT | $40.00 Attomey Docket No. 111325-291300 Ley @,‘&7’
METHOD OF PAYMENT (check all that apply) FEE CALCULATION (continued)
O cheek O creditcand O Money [ Oter OO Nome |3- ADPDITIONAL FEES
Order
@ Deposit Account: Large Entity Small Entity
Deposit Fee Fee Fee Fee Fee Description
Account 19-2380 Code (§) Code (8)
Number 1051 130 | 2051 65 Surcharge - late filing fee or oath
1052 50 | 2052 25 Surcharge - late provisional filing fee or cover
sheet
Deposit i 1053 130 | 1053 130 Non-English specification
focount Nixon Peabody LLP 1812 2,520 | 1812 2,520  For filing a request for ex parte reexamination
L. . . 1804  920* | 1804  920* Requesting publication of SIR prior to Examiner
The Commissioner is authorized to: (check all that apply) action
@ Charge fee(s) indicated below @ Credit any overpayments 1805 1,840* | 1805 1,840* Relci]uesting publication of SIR after Examiner
action
lg Charge any additional fee(s) 1251 120 | 2251 60 Extension for reply within first month
D Charge fee(s) indicated below, except for the filing fee 1252 450 | 2252 225 Extension for reply within second month
to the above-identified deposit account. 1253 1,020 | 2253 510 Extension for reply within third month
FEE CALCULATION 1254 1,590 | 2254 795 Extension for reply within fourth month
1. BASIC FILING FEE 1255 2,160 | 2255 1,080 Extension for reply within fifth month
Large Entity Small Entity 1401 500 | 2401 250 Notice of Appeal
Fee Fee Fee Fee Fee Description . o
Code ® Code (S) Fee Paid 1402 500 | 2402 250 Filing a brief in support of an appeal
1403 1,000 | 2403 500 Request for oral hearing
1001 300 2001 150 Utility filing fee 1451 1,510 | 145% 1,510 Petition to institute a public use proceeding
1002 200 2002 100 Design filing fee 1452 500 | 2452 250 Petition to revive — unavoidable
1003 200 2003 100 Plant filing fee 1453 1,500 | 2453 750 Petition to revive — unintentional
1004 300 2004 150 Reissue filing fee 1501 1,400 | 2501 700 Utility issue fee (or reissue)
1005 200 2005 100  Provisional filing fee 1502 800 | 2502 400  Design issue fee
1503 1,100 | 2503 550 Plant issue fee
SUBTOTAL (1) | () 0 J 1460 130 | 1460 130 Petitions to the Commissioner
1807 50 | 1807 50 Processing fee under 37 CFR 1.17(q)
2. EXTRA CLAIM FEES FOR UTILITY AND REISSUE 1806 180 1806 180 Submission of Information Disclosure Stmt
Fee from 8021 40 | 8021 40 Recording each patent assignment per property 40.00
Extra Claims below Fee Paid (times number of properties)
Total Claims [ ] -20**= X |=[o 1809 790 | 2809 395  Filing a submission after final rejection
(37 CFR 1.129(a))
Independent [ | -3**= | ] x [ }=[o ] 1810 790 | 2810 395  Foreach additional invention to be examined
Claims (37 CFR 1.129(b))
Multiple Dependent X | j=[0 ] 1801 790 | 2801 395 Request for Continued Examination (RCE)
Large Entity Small Entity 1802 900 | 1802 900 Request for expedited examination of a design
Fee Fee Fee Fee Fee Description application
Code (5) Code (%) Other fee (specify)
1202 50 2202 25 Claims in excess of 20
1201 200 220t 100 Independent claims in excess of 3 rs40.00
*Reduced by Basic Filing Fee Paid SUBTOTAL (3)
1203 360 2203 180 Multiple dependent claim, if not paid
1204 200 2204 100 ;;;;if::;ﬁepeme“‘ claims over CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]
1205 SO 2208 25 ** Reissue claims in excess of 20 and I hereby certify that this correspondence is being:
over original patent O  deposited with the United States Postal Service on the date shown below with sufficient
SUB postage as first class mail in an envelope addressed to: Mail Stop ,
. X L if TOTAL (?) Commissioner for Patents, P. O. Box 1450, Alexandria, VA 22313-1450
or number previously paid, if greater; For Reissues, see above O  transmitted by facsimile on the date shown below to the United States Patent and
Trademark Office at (703) .
Date Signature
Typed or printed name
SUBMITTED BY Complete (if applicable)
] Marc a a Registration No. 35,212 (202) 585-8000
Name (Print/Type) , ﬁ i (Attorney/Agent) 4 Telephone
v T N
Signature /,\—Qé// Date May 23, 2005
SEND TO: Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
W655522.1
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76) AND POWER OF ATTORNEY

Attorney Docket No. 111325-291300

SYSTEM AND METHOD FOR MANAGING TRANSFER OF RIGHTS USING

Title of Invention | gy \ ppp STATE VARIABLES

As the below named inventor(s), I/we declare that:

This declaration is directed to:
O The attached application, or

X} Application No. 10/956.,121 filed on October 4, 2004

O as amended on (if applicable);

I/'We believe that I/we am/are the original and first inventor(s) of the subject matter which is claimed and for which
a patent is sought;

I/'We have reviewed and understand the contents of the above-identified application, including the claims, as
amended by any amendment specifically referred to above;

I/'We acknowledge the duty to disclose to the United States Patent and Trademark Office all information known to
me/us to be material to patentability as defined in 37 CFR 1.56, including for continuation-in-part applications,
material information which became available between the filing date of the pnor application and the national or PCT
International filing date of the continuation-in-part application.

All statements made herein of my/own knowledge are true, all statements made herein on information and belief are
believed to be true, and further that these statements were made with the knowledge that willful false statements and
the like are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001, and may jeopardize the validity of
the application or any patent issuing thereon.

I/'We hereby appoint:

Practitioners at Customer Number 22204 as my/our attorney(s) or agent(s) to prosecute the application identified
above, and to transact all business in the United States Patent and Trademark Office connected therewith.

FULL NAME OF INVENTOR(S)

Inventor one: Mai NGUYEN

Signature: M—%M NG{\M{//Y\ Citizen of: United States

Inventor two: Xin WANG

Signature: (m— W/ Citizen of: United States

Inventor three: Thanh TA

Signature: [\ g, / Citizen of: United States
A et G

Inventor four:

Signature: Citizen of: United States

4

[ B Additional inventors are being named on page two attached hereto.

W644569.1
Page 1 of 2
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Inventor five:  Eddie 7.L\CHEN

1
Signature: %/é’L’ \/(——-— Citizen of: United States
Inventor six:
Signature: Citizen of:
Inventor seven:
Signature: Citizen of:
Inventor eight:
Signature: Citizen of:
Inventor nine:
Signature: Citizen of:
Inventor ten:
Signature: Citizen of:
Inventor eleven:
Signature: Citizen of:
Inventor twelve:
Signature: Citizen of:
Inventor thirteen:
Signature: Citizen of:
Inventor fourteen:
Signature: Citizen of:
Inventor fifteen:
Signature: Citizen of:
W644569.1
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Application Number 10/956,121
FORM Filing Date October 4, 2004
(10 be used for all correspondence after initial filing) First Named Inventor Mai NGUYEN, et al.
Group Art Unit 2131
Examiner Name Not Yet Assigned
Total Number of Pages in This Submission Attorney Docket Number 111325-291300
Confirmation Number 89024
ENCLOSURES (check all that apply)
@ Fee Transmittal Form @ Assignment Papers [0 Afier Allowance Communication to Group
0O o (for an Application) a Appeal Communication to Board of
Fee Attach O Drawing(s) 0 Appeals and Interferences
Appeal Communication to Gi
O Amendment/ Reply B¢l pectaration and Power of Attorney (AEE&, Notice, Bricf. ::;I;ol;lrie?) o
O Aser Final O Licensing-related Papers O Proprietary Information
D Affidavits/declaration(s) @ Petition to Request Correction of O Statu's L?tter
Inventorship a Application Data Sheet
O Extension of Time Request O rpetition to Convert to a Provisional [0 Request for Corrected Filing Receipt with
D Express Abandonment Request Application Enclosures
(| Power of Attomey, Revocation O A self-addr&.ssed pre:pald postcard for
D Information Disclosure Statement Change of Correspondence Address acknowledging receipt
D . . . B other Enclosure(s) (please identify below):
D Cettified Copy of Priority Terminal Disclaimer
Document(s) O Request for Refund 1. Statement by Mai Nguyen In
Support of the Letter Re
D Response to Missing Parts/ D CD, Number of CIXs) Correction of Inventorship Under
Incomplete Application 37C.F.R. 148
D Response to Missing Parts
under 37 CFR 1.52 or 1.53 R ks
emar @ The Commissioner is hereby authorized to charge any additional fees

required or credit any overpayments to Deposit Account No. 19-2380 for the
above identified docket number.

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT
Firm Marc S. Kaufman, Reg. No. 35,212

?l:dividua[ name Nixon Peabody LLP
401 9" Street, N.W., Suite 900

Washingtofi, D.G) 20004-2128

Signature oo —

Date May 23, 2005

CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]
I hereby certify that this correspondence is being;:

0O deposited with the United States Postal Service on the date shown below with sufficient postage as first
class mail in an envelope addressed to: Mail Stop , Commissioner for Patents, P. O. Box 1450,
Alexandria, VA 22313-1450

O transmitted by facsimile on the date shown below to the United States Patent and Trademark Office at
(703)

Date ’ Signature

Typed or printed name

W655517.1
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PATENT
Attorney Docket No. 111325-291300

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTENTION: Director of
Group Art 2131

Mai NGUYEN, et al.
Serial No. 10/956,121

)
)
) Examiner: Unassigned
)

Filed: October 4, 2004 )
)
)
)

Group Art Unit: 2131

For: SYSTEM AND METHOD FOR
MANAGING TRANSFER OF RIGHTS USING
SHARED STATE VARIABLES

U.S. Patent and Trademark Office
Customer Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

REQUEST FOR CORRECTION OF INVENTORSHIP
UNDER 37 C.F.R. 1.48(a)

Dear Sir:

In accordance with the provisions of 37 C.F.R. §1.48, Applicant hereby petitions to
correct the original listing of inventors that was improperly set forth in the copy of the
executed declaration filed with the instant application. Specifically, the inventorship in the
above-identified application is being corrected to add the following inventor:

Mai NGUYEN
5611 Cambridge Avenue
Buena Park CA, 96021 US
Pursuant to the requirements of 37 C.F.R. 1.48(a), please find attached the
Declarations of each of the above-named, newly added inventor, and a Statement wherein the
new inventor states that the error in not being initially named as an inventor in the above-
identified application arose without any deceptive intention on the part of either the initially-

designated inventor, or the new inventor.
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-2- Application Serial No. 10/956,121
Docket No. 111325-291300

The Commissioner is hereby authorized to charge any fees connected with this filing
which may be required now, or credit any overpayment to Deposit Account No. 19-2380
(111325-291300).

Prompt attention to this matter is requested.

Respectfully submitted,
NIXON PEABODY, LLP
Marc Kaufinan
Registration No. 35,212

Date: May 23, 2005

Customer No. 22204

NIXON PEABODY LLP
401 9™ Street, N.W._, Suite 900
Washington D.C. 20004
Telephone: (202) 585-8164
FAX: (202) 585-8080

W645723.1
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PATENT
Attorney Docket No. 111325-291300

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Mai NGUYEN, et al.
Serial No. 10/956,121

)
) Examiner: Unassigned
)

Filed: October 4; 2004 ' )
)
)
)

Group Art Unit: 2131

For: SYSTEM AND METHOD FOR MANAGING
TRANSFER OF RIGHTS USING SHARED
STATE VARIABLES

STATEMENT BY MAI NGUYEN
IN SUPPORT OF THE LETTER RE CORRECTION OF INVENTORSHIP
UNDER 37 C.F.R. 1.48

U.S. Patent and Trademark Office
Customer Window, Mail Stop
Randolph Building

Alexandria, VA 22314

Dear Sir:

Pursuant to the requirements of 37 C.F.R. 1.48(a)(2), it is hereby stated that the error
in failing to list myself as inventor of the above identified application occurred without

deceptive intention on my part.

Respectfully submitted,

Date: Ll*{ €[ 2005 MNW\

Mai NGUYEN

5611 Cambridge Avenue
Buena Park, CA 96021 US
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Securitv-Reat] to-of

Digital Rights Management

Mayur Kamat
Texas A&M University

B

Introductlon

a information runs the Web

o 100 billion $ market for digital content
on the Web — Meta Group g
a Information protection : ImpersGVERN
viable business proposition . -
o DRM - Digital enabling right holde

revenue system by secure cont i

Digital Rights

o Increasingly, the Internet is being used
a source of digital content like text,
audio, video, images, etc

Digital Rights

aRights consist of:
- Permissions - what you are allowed to d
~ Constraints - restrictions on the perm
- Obligations - what you have to do/prg
- Rights Holders - who is entitled to d
0oDRM : Digital Management of?

Content Rights

AdOS FIGVIivAV 1S34

Advantages

a Enables Digital Commerce
a Digital Content Protection

0 Secure Content distribution &
a Ensures content authenticity

&
{s
lg}i
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Security Requirements

0 Inherent security requirements
a Cater to hostile user over hostile
network 3
a Why not apply existing security*”
solutions?

Trusted Software Component

a Enforce interests of content owner

a User has unlimited time and resources to
bypass content protection mechy S

Q Software component, hence

able to preserve its integrity in

environment g

2

AdOD F1aVIivAY 136

Petitioner Apple Inc. - Exhibit 1002, p. 88



Trusted Software Component

aFunctions of TSC:
~ Perform integrity checking
— Decrypt content
- Enforce rights .
- Provides assurance to content owners -
o Requirements of TSC
- Reverse-engineering-proof
- System Portability

TSC - How to build one?

perar o

a Use of tamper-resistant software
ainclude ‘entropy’ along with source code
o Entropy changes, TSC comprogiEuse
application closes down .,
0 Works like checksum error correcl®!
o Creates programs that are di
analyze - ) -

Basic Elements of TRS

o Changing order of instructions
o lnserting Spoof Code
0 Source level code encryption

o Using complex TRS generator — -3
commercially available :

TRUSTED SCFTWALE COMPONENT

Superdistribution

a Simple concept — do not restrict
replication, restrict usage

Q Turn customers into distributol

o Reach out to target customers @i
much efforts

a Prevent piracy

0 Needs — universal ID, secure

implementation %

Conclusion

o Rights enforcement - Means for
securing content business

0 DRM has solutions for informatiggs
marketing :

o Traditional security measures car

be directly implemented for DRM |

3

AdOD FIGVIIVAY 1536
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Conclusion

"0 Concentration of development efforts
on the client-side software (TSC)

o Use of TRS for coding the TSC
0 Superdistribution — New mant /8%
content marketing

4
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Application Number 10/956,121
Filing Date October 4, 2004
FORM
(1o be used for all correspondence afier initial filing) First Named Inventor Mai NGUYEN, et al.
Group Art Unit 2131
Examiner Name Not Yet Assigned

Total Number of Pages in This Submission

Attorney Docket Number

111325-291300

ENCLOSURES (check all that apply)

D Fee Transmintal Form
D Fee Attached

D Amendment / Reply

D After Final

O Affidavits/declarations)
Extcnsi(;n of Time Request
Express Abandonment Request
Information Disclosure Statement

Certified Copy of Priority
Document(s)

O OxOO0

Responsc to Missing Parts/
Incomplete Application

D Response to Missing Parts
under 37 CFR 1.52 or 1.53

O

Assignment Papers
(for an Application)

Drawing(s)

Declaration and Power of Attomey
Licensing-related Papers

Petition

Petition to Convert to a Provisional
Application

Power of Attorney, Revocation
Change of Comrespondence Address

Terminal Disclaimer
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Carlos R. Villamar )
Registration No.: 43,224

Date: August 4, 2005

NIXON PEABODY LLP
Customer No.: 22204

401 9" Street, N.W., Suite 900
Washington, DC 20004-2128
Telephone: (202) 585-8000
FAX: (202) 585-8080

W669266.1

Petitioner Apple Inc. - Exhibit 1002, p. 93



Complete if Known
INFORMA N DISCLOSURE Application Number ]0/956,]21
Filing Date October 4, 2004
STATEMENT BY APPLICANT First Named Inventor Mai NGUYEN, et al.
(use as many sheets as necessary) Art Unit 2131
Examiner Name Not Yet Assigned
Sheet 1 of 1 Attorney Docket Number 111325-291300
U.S. PATENT DOCUMENTS
Examiner Cite U.S. Patent Document
Initials” No.! Publication Date Name of Patentee or Pages, Columas. Lines,
Number - Kind Codd? (if known) MM-DD-YYYY Applicant of Cited Document Where
Relevant Passages or
Relevant
i Figures Appear
US-5,715,403 February 3, 1998 Stefik
FOREIGN PATENT DOCUMENTS
Examiner Cite Foreign Patent Document Pages, Columns, Lines,
Initials” No.* Publication Date Name of Patentee or ‘Where Relevant Passages
Kind Code” MM-DD-YYYY Application of Cited or Relevant Figures T
Country Code’ Number* (if known) Document Appear
OTHER PRIOR ART - NON PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T2
Initials” No.! item (book, magazine, journal, serial, symposium, catalog, etc.)., date, page(s), volume-issue number(s),
publisher, city and/or country where published.
Bill ROSENBLATT, et al., ContentGuard White Pages; “Integrating Content Management with
Digital Rights Management - - Imperatives and Opportunities for Digital Content Lifecycles”
GiantSteps Media Technology Strategies; May 15, 2005; pages 1-20;
www contentguard.com/whitepapers/CM-DRMwhitepaper.pdf;,
M. KAMAT; Texas A&M University; “Security Requirements for Digital Rights Management”; In
The Proceedings of ISECON 2002, v 19 (San Antonio): §353b. ISSN: 1542-7382; pages 1-4;
http://isedj.org/isecon/2002/353b/ISECON.2002.kamat.ppt
International Search Report; mailed March 2, 2005
(International Application No. PCT/US04/32588)
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not
in conformance and not considered. Include copy of this form with next communication to applicant.

' Applicant’s unique citation designation number (optional). 2 See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP
901.04.  Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). * For Japanese patent documents, the
indication of the year of the reign of the Emperor must precede the serial number of the patent document. ° Kind of document by the
appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ¢ Applicant is to place a check mark here if
- ‘English'language Translation is attached. ~ - - Co s Co BRI - e e s - S=

! Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is
attached.

W669269.1

Petitioner Apple Inc. - Exhibit 1002, p. 94



200 West 57t Street, Suite 305

. . New York NY 10019
GiantSteps 21295 1045

Media Technology Strategies : fax: 212 258 3286

www.giantstepsmts.com
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By Bill Rosenblatt and Gail Dykstra
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Introduction ’ A _

Executive Summary

Many different types of orgamzahons mcludlng media companies, large corporations,
govemment agencies, and others, have been adopting content management systems
(CMSs) to help them organize digital content and create content-based products for their
customers, employees, and partners. CMSs are intended to be control centers for entire
content lifecycles, including content creation, management, production, and distribution,

but the increasing complexities and interdependencies of these processes result in CMSs
falling short of their ideal responsibilities.

One of the most important elements of complexity in content processes is content rights.
The processes of tracking rights, controlling, and managing access to content based on
nghts information are increasingly necessary nowadays due to various business
imperatives. Adding persistent protection to content is the most effective way to control
and track access. Vendors of content management and related content-handling systems
should integrate their solutions with persistent content protection by including rights and
licensing information in the metadata that their systems track and by ensuring that their
products are interoperable using standards-based persistent protection technologies. The
result will be integrated content-handling systems that meet their customers’ current and
future needs. {

In this paper, after brief introductions of content management and digital rights
management terms, we explore many of the business and legal imperatives that have led
to content processes that are more complex from a rights perspective. Then we discuss
some of the ways in which vendors of content-handling systems should integrate rights
information handling into their products in order to offer more complete solutions to
customers’ content management and distribution problems, at lower costs and with faster,
lower-risk deployments. :

We conclude by explaining how adoption of a standard Rights Expression Language
(REL), such as the RELs being defined by MPEG, the Open EBook Forum, and OASIS,
goes a long way towards ensuring that integration of content-processing systems through
rights information is seamless, predictable, and cost-effective for all types of content
producing organizations.

Overview of Content Management Systems and Processes

The term “content management” originated in the mid-1990s, and it has several different
meanings in today's marketplace. At its most generic, a content management system is
one that stores digital content for search, browsing, access, and refrieval by users in a
workgroup or enterprise. The most prevalent types of content management systems are:

o Digital Asset Management (DAM): systems that manage rich media assets, often
including digital audio and video clips, for retrieval and repurposing in media
production environments. These systems are sometimes also called Media
Asset Management (MAM).

o Web Content Management (WCM): tools that provide page template design,
editorial workflow, and publishing environments specifically for Web sites and
other forms of Interet content delivery.

© 2003 Giantsteps Media Technology Strategies and Dykstra Research. . 2
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o Enterprise Content Management (ECM): systems that facilitate management of
corporate documents and other types of information for use intemally as well as
extemally with a company's business partners, customers, regulators, and the
general public.

In this paper, we will use the term Content Management System (CMS) to encompass all
of the above, although we wili occasiofially distinguish among those three types. All of
those types of systems — plus those few that straddle the boundaries among them — have
common technology elements as well as common processes associated with their use.
Some of the common technology elements are:

o Database management systems for managing metadata (information
describing content) and sometimes the content itself.

o Content storage systems, including disk drives, storage area networks (SANS),
and neartine/offline storage, particularly for storage-intensive assets such as high-
resolution still images and digital video.

o Content indexing and search technologies, such as inverted text indexes, to
promote searching and browsing of content.

o Metadata creation technologies, including text categorization, entity extraction,
and image understanding.

o Workflow capabilitieé, which include check-in and check-out, version control,
and approval routing.

Although the following is not meant to be an exhaustive list of processes that CMSs
support, here are the most important ones:

o Metadata creation: Some types of metadata (e.g., date and time of creation,
image resolution) can be automatically extracted from file formats. Other types
can be inferred from the content by automated tools (e.g., categorization engines
that analyze text and generate keywords). Other types of metadata, such as
information about asset creators or detailed descriptions, must be entered
manually. As we will see, rights metadata is another important type of metadata
that can be created automatically if rights information is captured upstream from
the CMS.

o Asset storage: A CMS can store content in a native format, an output-neutral
format (e.g., XML), or a format specific to an output medium (e.g., HTML for web
pages). The term ingestion is often used to comprise metadata creation and
asset storage.

o Workflow. Many CMSs provide for the identification of roles (e.g., author, editor,
producer) and their association with specific privileges on an asset, which could
include reading, editing, or the ability to change the asset's metadata. Users can
check content out for editing and check it back in again, and they can often use
the CMS to send (route) content to other users, whether in an ad hoc manner or
according to fixed, predefined routing schemes. '

o Search and browse: CMSs have interfaces for users to enter query terms to

search for assets whose metadata fit those terms. Many also have browsing
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interfaces, where a user can scan a collection of asset descriptions (e.g., text
abstracts, image thumbnails, short audio clips) to find assets of interest.

o Distribution: the final process that most types of CMS support is making assets

: available through-some channel(s)-outside of the domain of-the CMS. This.could

mean publishing HTML pages to a Web site, sending files to a business partner

- over FTP-or a syndication protocol, or persistently protecting assets with a DRM
packager.

Overview of Digital Rights Management

Digital rights management (DRM) is a popular term for a field that (likke content
management) also came into being in the mid-1990s1, when content providers,
technology firms, and policymakers began to confront the effect of ubiquitous computer
networks on the distribution of copyrighted material in digital form. There are two ba5|c
definitions of DRM: a narrow one and a broader one.

The namrower definition of DRM focuses on persistent protection of digital content. This
refers to technology for protecting files via encryption and allowing access to them only
after the entity desiring access (a user or a device) has had its identity authenticated and
its rights to that specific type of access verified. Protection in such DRM systems is
persistent because it remains in force wherever the content goes; in contrast, a file that
sits on a server behind the server's access control mechanism loses its protection once it
is moved from the server.

Persistent protection solutions consist of these primary technology oo‘mponentszv:

o Packagers assemble content and metadata into secure files that are variously
called packages, containers, envelopes, etc.?

o Controllers reside on client devices (PCs, music players, ebook readers, efc.).
They authenticate the identities of the devices and/or users that request access to
content, verify the nature of the access requested, decrypt the content, and
provide the access. Controllers may also initiate financial transactions where
necessary. '

o Some persistent protection solutions, particularly newer ones, also include
license servers. These create and distribute encrypted licenses (sometimes
called tickets, permits, or vouchers) that describe rights to content, the identities of
the users or devices to whom the rights are granted, and the conditions (e.g.,
payment) under which they are granted. DRM solutions that do not include
separate license servers install rights descriptions directly into each content file at
packaging time.

' Some observers point to the Technological Strategies for Piotecbhg Intellectual Property in the Networked
Multimedia Environment conference in January 1994 as the birth of DRM as a discipline. The first commercial
DRM solutions became available soon thereafter.

? The terminology here follows that of Rosenblatt et al., Digital Rights Management: Business and Technology
(John Wiley & Sons, 2001).

* Early DRM vendors trademarked names for their secure file formats, such as “Cryptolope” from IBM and
“DigiBox” from InterTrust.

© 2003 Giantsteps Media Technology Strategies and Dykstra Research. ' 4
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A broader definiton of DRM encompasses everything that can be done to define,
manage, and track rights to digital content. In addition to persistent protection, this
definition includes these other elements:

o Business rights (a/k/a contract rights): an item of content can have rights
associated with it by contract, such as an author’s rights to a magazme article ora
musician’s rights to a song recording. Such rights ar€ often very complex and
have financial terms attached to them that depend on the content's use (e.g.,
royalties).

o Access tracking: DRM solutions in the broader sense can be capable of tracking
access to and operations on content. Information about access is often inherently
valuable to content providers, even if they do not charge for access to content.

o Rights licensing: content providers can define specific rights to content and
make them available by contract. It is often not possible to track rights licensing
by technological means: for example, a book publisher may offer language
translation rights to a nove!, and in general there’s no technological way to ensure
that the licensee's translation is either faithful or distributed according to the same
terms as the original book.

© 2003 Giantsteps Media Technology Strategies and Dykstra Research. ' 5
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Business Imperatives for Integrating Rights Management

In this section, we show how new business imperatives increase the desirability of having
agile rights management functionality in enterprise content systems. As organizations tum
to more sophisticated production processes .and seek out revenue-generation
opportunities, they require persistent content protection integrated with content
management to ensure proper business practices and implement new business models.

Intellectual property is increasingly, if not exclusively, in digital form. While the nature of
their products and their users differ, media companies, corporations, and other entities
share similar business needs for ensuring that rights are tracked at ingestion; that access
is controlled during production processes; and thatprotection for the content extends
throughout product lifecycles. We concentrate on the shared business concems rather
than focus on uniqueness of individual digital media formats, products, and processes.

The keystone for building digital products is the recognition, respect, and tracking of the
relationships between the various layers of rights, licenses, permissions and agreements
that accrete to content as it moves through its lifecycle from sources to intermediaries to
publishers to consumers. Often the layers of rights are so complex that companies either
do not bother to process them cormrectly or process them through lots of expensive manual
overhead.

Content management systems are widely adopted because of their capacity to handle
complex, multi-layered relationships and processes, along with their ability to leverage
large amounts of metadata. Until recently, the complex nature of rights-related business
relationships and layered nghts data stymied the inclusion of DRM technologies within
content management systems. Unless the enterprise or the content owner can efficiently
and effectively trust the distribution of its valued content, its CMS does not provide the full
range of functions. With embedded and multi-faceted rights management technologies,
CMS systems will be used to their full potential.

Ascribing, memonahzmg, and oommunmtmg rights should be a core competency of any full featured
content management system

Ideally, CMSs should govem the entire content processing chain; they should
demonstrate the ability to handle any combination of authenticating persons, devices,
allowed uses, individual and group roles, and varying levels of permission.

Control Access During Workflow

Controlling allowed uses of digital content is a critical function of DRM technology. By pre-
determining and controlling the exact use(s) for content, DRM technology extends and
enhances the traditonal role-based access more commonly found in content
management systems.

Example: Content-rich products, such as music, video and software games, are often
- pirated during production processes by people working from within the company that
owns the content or its production service suppliers. Elaborate password systems are
time-consuming to maintain, frequently thwarted, and do not provide the level of
trusted protection required by businesses with intellectual property that has long-term
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revenue potential. DRM technologies provide the assurance of secured content both
behind as well as beyond the corporate firewall. Not only can the content be
protected during the production process, its copyright, licensing, reproduction and
conditions adhere to the content throughout its use-cycle.

Example: A draft manufacturing guideline is circulated among an international

- ~sfandards comitittee and participating qualified companies. Using DRM technology,
this becomes a closed circulation. The draft guidelines are in a tamper-proof format,
with print-only user-rights, limited to a pre-determined timeframe, after which the draft
is withdrawn and replaced by the final set of guidelines. The owner of the content, in
this instance the standards committee, can withdraw, alter, or grant pemissions
related to the content at any time. ‘

Outsourcing

Outsourcing of content production processes increases requirement for control of authority
and authentication. Companies are even outsourcing the “family jewels’—critical
customer-facing and revenue-producing applications.

Offshore processing and data-conversion service bureaus have long been a staple of
trade, technical, professional and database publishers. Software and entertainment
products are routinely outsourced to contract production and manufacturing services. A
less traditional form of outsourcing is the use of vendor-contractor to perform core
business functions.

While many firms are familiar with outsourcing data processing, IT, or web services, there
is a growing trend to rely on outsourced personnel for the roles companies traditionally
reserved for employees. Some companies are replacing entire departments with
contracted vendor services, while others rely on strategic placement of contract or
outsourced personnel to prove a “need for speed” or specialized development expertise to
accelerate product and service development cycles.

The bottom line is that many of the people working on digital content products and
processes do not have long-term relationships with or loyalty to the company. Security
and communication become large issues and require a level of embedded knowledge
within core business processes.. Decisions cannot rely on ‘handed-down’ assumptions,
knowledge of past practices, or inaccessible files.

Content management systems must accommodate increased requirements for control of authority and
authentication across business boundaries. '

Solid business decisions are based on “knowing about the rights,” not “assuming.” This is
especially true when intellectual property rights are at the core of an investment decision
or structuring a business mode!l. Rights management technology ensures that information
expressed in a standard format to minimize ambiguity, provide an efficient and accurate
way to update operational routines, and assure appropriate levels of accountability.

Downstream Use

Rights-managed content creates new value propositions and value networks. Companies
need to deliver controlled access downstream so that content can be licensed, deployed
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consumers to choose from multiple feeffree business modeéls. For example, the™

and repurposed by business partners in accordance with the terms of agreements. For
this to occur efficiently, rights information about content must be stored as part of ingestion
processes.

Example: Music publishers license DRM-enabled content to online transactional or
subscription services. The DRM-enabled content allows both distributors and
content could be included in both the free-play list for one-time use on multiple
devices, or it could be licensed on a fee-for play use by media companies, publishers,
corporate, govemment or institutional users. Further, with DRM-enabled content,
owners may chose to permit licensees the ability to re-distribute or enter into re-
publication agreements.

Content management systems should facilitate downstream product development that respects the
rights of content owners. .

Protection throughout Content Lifecycles

Piracy, whether of software, music, film, ir'nag&c or text, costs billions of dollars each year.
Besides draining corporate revenues, piracy squanders valuable company time and
resources by requiring costly efforts to detect and deter theft®. Further, widespread piracy
creates an atmosphere of distrust that can become counterproductive to developing new
business models for digital content; it results in content-based products that are less user-
friendly than they might otherwise be. '

There are other costs associated with unauthorized uses of content as well. For example,
some investment banks employ DRM for M&A documents that must be kept secret in
order to maximize the values of those deals, preserve various types of business
relationships, and avoid unwanted publicity. The same is true of certain types of corporate
govemance documents in large companies.

Fluid business models rely on an assurance that copyright, and use-rights, are protected
and extended beyond content production and distribution systems. DRM-enabled
protection continues throughout the distribution of the content, auditing its use and
accounting for its fees and licenses.

Modification of Rights Over Time

Digital content can be transformed, reused, repurposed and renegotiated. Companies
look for ways to mold their content as business needs dictate and rights, licenses, and
relationships allow. Many business cases looking at return on investment (ROI) for CMS
deployment are based on the proposition of "create once, reuse many times.” Core to this
CMS function is the system'’s ability to accommodate changes by updating the parameters
of rights and usage as needed to accommodate new distribution models. The nature of
the content and its layer of rights and relationships dictate frequency of updates.

* See, for example, http:/www.mpaa.ora/anti-piracy/ from the Motion Picture Association of America, or
http:/Mww.ifpi.org/site-content/antipiracy/piracy2002.htmi from the Intemational Federation of the Phonographic
Industry.
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Post-hoc re-do of rights data costs money and has the potential to influence customer
confidence in the integrity and accuracy of the rights and metadata; Indeed it can be a
disincentive for customers who insist on high standards of guaranteed accuracy and
flexibility from content owners. Furthermore, the lack of ability to change access rights to
content can be a senous business liability:

Example: The U.S. Supreme Court decision in New York Times v. Tasini (2001)
compelled content industry vendors to remove or modify core research records in
database archives, because creators of content in those archives were not being
properly compensated. Compliance costs for vendors included additional staffing to
re-code or remove records, systems development expenses, along with increased
demand on customer service and marketing departments. '

Example: Sensitive documents are often sent around corporations, and to business
partners, via email or web posted content. Even with the increased popularity of PDF
format for web posting and setting “Security” levels for email documents, recipients
find ways to download files (e.g., “Save As"), thus gaining the ability to alter or
distribute the file. Under normal circumstances, it is impossible to change access
rights to a file once it has been “detached” from a central repository (CMS or file
server)

Change happens, especially within the world of digital content. Corporate reorganizations,
mergers, and acquisitions change content licenses and determine who within the
organization can access, change, or repurpose content. Multinationals and multi-product
corporations have multiple product lines and business models that support intemal
competing organizations and product strategies. Efficiencies are gained through central
content processing functions (ingestion, storage, workflow, search and distribution) that
ensure that rights, licenses, and permissions remain attached to the content

Content management systems should facilitate the strengths of digital rights management to foster
collaboration and adaptable business models.

Collaborative business-value chains are built on trust. Rights management technology
facilitates collaboration, creating the ‘trusted environment' needed for collaboration by
persistently protecting critical intellectual property beyond the boundaries of business
processes and corporate organizations.®

Example: A boutique intemational consulting company leading large govemment and
indLstry nrojects uses DRM technology to seal its project documents and control and track
its critical intellectual property. With the assurance its intellectual property is protected
beyond firewalls, the boutique firm enters into a collaboration agreement with another
consulting company that is, in other circumstances, the boutique’s competition.

Regulatory and Business Standards

Integnty, authentication, securty, privacy and acoduntability are ‘watchwords' for new
legislative and regulatory standards. Privacy legislation demands stringent assurance of

% However, some vendors of DRM solutions for corporate applications support the ability to revoke rights to a file
even after it has been sent to other users by email or other means.

8 CIOs have identified "lack of trust” as the #1 factor inhibiting inter-company collaboration. See, for example, Paul,
Lauren Gibbons, “Suspicious Minds,” C/O Magazine, January 15, 2003,
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security.” Conversely, security legislation requires assurances of accuracy and
authenticity. Public confidence, investors, and stockholders depend on secure and
accountable sharing of financial and governance data

Example: Audited financial statements must preclude tampering while providing more
timely, accurate and detailed accounting. Financial reporting and securities research
- require transparency and personal accountability of corporate offices and boards. ®

Example: HIPPA regulations mandate new levels for privacy and authentlcatlon for
document management in healthcare institutions and the medical community®.

Example. Warranties and liability requirements demand strict assurances that the
latest, most comprehensive, and appropnate instructions, product information and
warning of potential hazards are in the hands of the users.

Integrated DRM-CMS solutions can offer corporations, public sector institutions and
regulated industries enterprise-wide assurance that content and document operations
comply with current regulatory regimes, accountability, privacy, and security legislation.
Tracking submissions to govemment bodies is of particular importance to businesses
operating in a regulatory environment. Regulatory requirements are subject to change.
Compliance can be mandated within a short timeframe with significant consequences for
not being able to meet new, and often more stnngent regulatory or administrative
standards for business operatlons

Companies doing business on a global basis, or those expanding into new jurisdictions,
must meet new regulatory requirements. This may call for an entirely different, and more
complex, set of jurisdictional rights to be part of the content property. This is a particular
concem for companies doing business in the European Union where privacy and -
database legislation call for significantly different content rights.

With scalable and integrated CMS-DRM technology, organizations can more rapidly

respond to change.

Content management systems must ensure enterprise-wide compliance with regulatory and- Iegls!ahve
requxrements ‘including controlling and tracking use:

Many of the business requirements for DRM-empowered Content Management Systems
can be expressed as gains in productivity. These include:
l o Elimination of bottienecks in Amanual and paper-file dependent systems.

o Decreasing “hands-on” personnel costs in data entry and updating records on '
rights and permissions.

T Privacy concems affect consumer confidence and therefore can have a negative effect on the market for digital
content. As an example, news reports about the security breach that exposed 8 million credit card account
numbers add fuel to consumer concems about privacy. Governments often respond by legislating new layers of
regulation on privacy, e<commerce and credit reporting. (See, for example, Jonathan Krim, "8 million credit
accounts exposed,” Washington Post, February 19, 2003, p. EO1)

® Sarbanes-Oxley Act 2002, SEC and stock exchange reforms.

® Key provisions of the Health Insurance Portability and Accountability Act of 1996 went into effect on April 14,
2003.
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o Maxim4izing internal skills through greater specialization and flexibility in staffing
choices.

Content-driven businesses can enjoy productivity improvements from tightly integrating digital rights,
user-action permissions, and auditable tracking technology within core CMS technology.

. I

The integration of DRM controls increases the RO! for adoption and deployment of CMS
solutions for content industries by accelerating product development cycles and
eliminating lengthy delays because of missing rights and licenses. The ability to rely on
post-CMS control of users' rights permits a wide array of product specialization to meet
customer requirements and affords added flexibility in meeting market demands. Content
security, reduction of legal liability, and increased customer confidence are additional
benefits from integrated DRM and CMS technologies.
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Technology Integration Oggortuh_ities

Many of the business imperatives described above in this paper lead to ways in which
vendors of CMSs and other content-handling systems can improve their value through
integration with rights management functions. _lnteroperation of CMSs with rghts
management requires two primary steps:

1. Store standards-based metadata that describes rights with content and other
metadata in the CMS.

2. Provide hooks in the CMS that enable it to interoperate with software components
that interpret rights metadata, provide persistent protection, manage contract
rights and nghts licensing processes, and so on. '

In this section, we look at typical content processes that are handled by CMSs and focus
on how integrated rights management adds value to them.

-

Content Ingestion and Metadata Creation

The metadata creation process is the nexus for integration between rights management
systems and CMSs that satisfies business concems such as those mentioned above. As
with all other types of metadata, it is most desirable to avoid having to rely on manual input
for creating rights metadata: In addition to adding undesirable overhead to business
processes, relying on manual input introduces opportunities for errors and moonsnstencles
in metadata.

The metadata creation process is the. most crucial pomt of integration between rights management
systems and CMSs.

The simplest way to automate the creation of rights metadata at ingestion time is to
program the CMS to use default rights metadata settings according to company policy —
for example, to assume, unless otherwise specified, that the company holds copyrights on
all assets. A more advanced varation on this idea is to set up the CMS to infer rights
metadata according to rules that take into account the type of content, the type of content
creation/editing too! from which the asset is being ingested into the CMS, the user doing
the ingesting, or the point in a workflow routing. In cases where no automation is possible,
the CMS vendor would integrate a template-based rights editor into the ingestion process,
so that a user can fill in the appropriate rights on a case-by-case basis.

Example: a magazine publisher, which stores copyright info in its CMS, creates all
text content in-house but obtains all images from freelancers or other extemal
sources. In this case, if the user is a text editor who is ingesting text items through a
text creation tool such as Quark CopyDesk, then the CMS should infer that copyright
on those items belongs to the publisher and set the rights metadata accordingly. For
a photo editor who is ingesting images through Adobe Photoshop, the CMS should
-prompt the edltor for information about the extemal source of a photo. -

A company can achieve even more advanced ways of automating the creation of rights
metadata in a CMS if it uses systems for tracking business rights, such as contracts with
content creators and other sources of content. An example of this is shown in Figure 1.
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Rights Metadata
Rightsholder: Jetty Images Inc.
Geography: Worldwide
Formats: Print Only

Duvralion: Embargo Until 2/28/03

Image Source
Contract Database

-

Content
Management
System

Content Metadata

File: NYDowntownSkyline.JPG
Source: Jetty Images Inc.
Format: JPEG

Photo

Editor * Creation Date: 2/21/03
Caption:New York City Downtown Skyline

—

File

Figure 1: Integrating retrieval of rights metadata with ingestion of édigital image into a CMS.

In the scenario of Figure 1, the magazine publisher has a system for keeping track of
freelance photographers or stock image agencies; many magazine publishers have such
systems in the form of small databases on PCs. Systems for tracking freelancers
sometimes also track information from the publishers contract with each freelancer,
covering such elements as the terms under which the publisher can redistribute the
images it licenses. Terms can include restrictions by time (e.g., duration or embargo
date), geography (e.g., U.S. only), and medium (e.g., print only, not electronic).

It is beneficial to integrate such rights databases with CMSs so that, as Figure 1 shows,
rights information associated with the content sources can go into the CMS as rights
metadata at ingestion time.

Access Control and Workflow
The above example had to do with a scenario involving DAM and editorial and production
workflow at a media company. ECM systems used within large corporations depend
more on the identites and roles of users, both intemal to the company and at the
company’'s external business partners, to determine rights. That is because the
“consumers” of information stored in corporate ECM systems are employees or business
partners of the corporation, whose identities are known and authenticated.

In ECM systems, rights metadata can be supersets of the following types of information
typically found in corporate systems:

o File access permissions, such as read, wﬁte and delete.

o Resource access control lists of the type found in advanced operating systems
and document management systems.

o User and group (role) identifiers, whether local to a single system or network
identities, authenticated by passwords, biometrics, or other means.
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The means by which a user establishes identity to a PC, server, or network is another important
foundation for integrating rights information with content management

ECM systems can use rights metadata in integrating with extranet portals that
“automatically provide selected information to business partners or the general public
according to the “real time enterprise’model. Such systems can use identity and other
rights metadata to determine what content to make available to which users and under
what conditions. When integrated with persistent protection, those access conditions can
hold for authenticated users even when they copy content away from the portal (e.g., onto
the hard drives of PCs). Other types of metadata, such as keywords generated by a
categorization tool, can help the portal system place each content item in the appropnate
place on the Web site. All this can be done automatically, without user intervention.

Integration of content management with user and role identity is just as important in certain
media industry applications as it is in corporate applications. For example, consider
check-in and check-out functions that are common in production workflow and DAM
systems in use at media companies. Once a user has checked content out of a workflow
or DAM system, there is no telling what could be done with it. In the media industry, one
of the “dirty litle secrets” is that a lot of professional piracy occurs before products are
released — that is, piracy is done (or at least facilitated) either by personnel inside a media
company or by its business partners, sucrr as post-production houses or mastering labs.

To help combat this problem, content creation/editing tool vendors can provide “trusted
tools” that interoperate with persistent protection schemes. Tools can incorporate DRM
controller (see p. 4) functions that use rights metadata to determine allowable operations
on content, decrypt it, and provide that level of access. For example, only a sufficiently
privileged user would be able to use a “Save As” function within a content editing tool.
The too!l would read rights metadata that was stored in the CMS from whence the asset
came and packaged with the content (or contained in a separate license). As a backupto
such trusted tools, the CMS could track and report on all content usage, so that any
suspicious activity can be identified.

Distribution

Various CMS vendors have made claims that their products function equally well for
managing content intemally to an organization as for distributing content to customers and
business partners, but in reality, content management and distribution remain largely
disparate steps in content lifecycles. WCM systems, and many ECM systems, often
function as publishing platforms for Web sites rather than as internal content management
platforms, while DAM systems rarely touch distribution processes. As a result, companies
must often integrate separate systems for managing and publishing content.

Rights metadata should be a key element in the integration of content management and distribution
systems.

In the classic B-to-C DRM scenario (see p. 4), a DRM packaging tool takes content files .
and assorted metadata, and it creates packages that are decrypted on the client side by
controller hardware or software. DRM packaging applications typically have user
interfaces for loading content and specifying rights to that content. A better solution would
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be to store rights information directly in a CMS and have the DRM packager simply read it
from there through database queries. Simple rights metadata could be stored in a CMS
directly. More complex rights information, especially that which has to do with business
rights or rights licensing terms (see p.5), would more typically be stored in a separate
repository, and the CMS would merely store a unique identifier that links to the appropnate
entry in that repository. . o .

A more sophisticated integration between content management and DRM-based
distribution is possible at media companies, which often maintain “product catalog”
systems that contain product metadata. Product metadata overlaps with content
metadzta, but it is distinct, because a given item of content can appear in more than one
different product. Different products can be intended for different types of customers
(subscribers, one-time purchasers, free frial users, etc.) under different usage terms
(unlimited, 30 days only, etc.), even though they may all include the same content.

Although few product catalog systems at media companies include this level of detail
today, they will need to in the future as media companies put out greater and greater
varieties of products based on their content A further (and admittedly more extreme)
need is to define and track products targeted to individual consumers, which implies a
requirement to integrate content management and distribution systems with CRM
{customer relationship management) and other types of customer databases, in order to
define content rights in terms of individual identities instead of user types.

Example: an online music distributor has several different types of offers for its
catalog of music tracks, including a monthly subscription to the entire catalog, a 7-day
free trial of the monthly subscription, and paid downloads of individual tracks. A
product catalog system should feed a DRM packaging application information about
rights to music files that customer's request.

As Figure 2 shows, rights metadata in both product catalog and DAM systems can feed
directly into DRM packagers to achieve seamless integration with distribution without
requiring manuatl overhead. :

Product Metadata

Product ID: 3487467 .
D Track Peid
Usage Terms: Unlimited

Price: $0.69

UserType: Nonsubscriber

Product
Catalog

o,

N

DRM
Packager

Content Metadata

Content iD: 2304823

Artist The Bosties

Title: Strawberry Flelis Forever
Format Windows Media Player 8

—

File

Digital
Asset Management
System

Figure 2: Integrating product and content metadatain a DRM packaging operation.

Note that rights-bontrolled distribution is not limited to persistent protection-based DRM
systems. Many media companies feed their content to distribution partners under terms
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that are covered by contract and therefore need not be enforced through persistent
protection.

The simplest way to set up multiple content feeds is via file transfer protoco! (FTP). A
given content provider can have many different FTP feeds, each of which includes a
different subset of the company’s content; the ultimate example of this would be a news
wire service, which has many different $ervice levels for its subscribers. In this case,
information about distribution partners can be linked with rights metadata from product
catalog-type systems, which describe different levels of content offerings, to automate the
process of putting the appropriate content in various FTP directories for distribution
partners to pick up. The ICE protocol' provides ways of automating this process and
describing rights and licensing terms, though without providing a persistent protection
mechanism.

Example: In the magazine publishing example above, rights restrictions on images
that derive from contracts with outside content sources result in rights metadata,
stored in the CMS, which in tum govems distribution process so that each customer
or distribution partner only sees the content to which they are entitled.

As Figure 3 shows, the magazine publisher from Figure 1 might have a Web publishing
system that takes content automatically from the CMS and uses it to maintain the
magazine's Web site. The Web publishing system would not use any images with nghts
metadata set to exclude online distribution.

'% The Information and Content Exchange protocol from IDEAlliance; see hitp:/www.icestandard.org.
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Flle: NewWTCDosign.QCO
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Byline: Joe Smith
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Geography: Worldwide
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File: NYDowntownSkyline.JPG

Source: Jetty Images Inc.

Format: JPEG

Creation Dete: 2/21/03
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—

File

Retrieve
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Content
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Web
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System

\

Web Page

Article text

No photo:
Print rights onlyl

Figure 3: Integrating content and rights metadata through publishing process to automatically ensure that rights are

respected.

Rights Language: The Key to Integration

In the above examples, we have séen several different types of systems that all depend
on the same types of rights metadata to achieve the types of automated process

integration mentioned:

o Content creation and editing tools

o Content management systems — DAM and ECM

o Web publishing systems, including corporate portal systems

o Product catalog systems

o CRM and customer tracking systems

o Content distribution systems
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As we noted on p. 12, integrating all of these types of systems with respect to rights-based
processes would be much easier and less costly if every one of these systems had two
things: : ' '

1. A common understanding of content rights and related information: that is, the
same way of specifying, storing, and communicating rights information.

2. Standard ways of interoperating with software components that can interpret
rights information and act on it in consistent ways — including persistent protection
of content; authenticated access to protected content; tracking of content access;
and facilitation of financial transactions or other forms of consideration that enable
content access according to license terms.

The way to ensure that such integration can take place is to specify content rights and
related information in a standard Rights Expression Language (REL). One such REL,
XML from ContentGuard, Inc, has been used as the basis for several standards bodies’
REL definitions, including the Moving Picture Experts Group (MPEG), the Open eBook
Forum (OeBF), and the Organization for the Advancement of Structured Information
Standards (OASIS). XrML derives from research done in the mid-1990s at Xerox PARC
by Dr. Mark Stefik into empirical types of content rights, information necessary to
associate with content rights, and ways of expressing all such information with precision
and non-ambiguity'*.

Use of a standard Rights Expression Language provides many benefits to content
owners. It ensures that the semantics of rights information remains consistent across
systems without having to rely on “lowest common denominator’ mappings among
multiple types of rights information, thereby lowering both the cost of systems integration -
and the risk of legal trouble through misinterpretation of rights information.

For CMSs and various other types of content processing tools, use of an REL also makes
these components more valuable by making them easier to integrate into highly
automated end-to-end content lifecycle solutions. Amid all of today’s claims of integrated
digital media solutions, very few truly end-to-end solutions are available without requiring
millions of dollars of risky custom development, much of which is spent on patching
together isolated systems. An REL provides a good part of the interoperability “glue” that
makes integration faster and cheaper, while also helping content owners protect their
technology investments by ensuring component-level compatibility as the wpablhbes of
CMSs and other systems grow over time.

"' See, for example, Stefik's paper “Letting Loose the Light: Igniting Commerce in Electronic Publication,” in his
book, Intemet Dreams: Archetypes, Myths, and Metaphors (MIT Press, 1996).
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Conclusion -

We have described the increasing complexity_of content processes in various types of
business environments, ranging from media companies to large corporations to
government institutions. We. have shown how persistent content protection and
management of rights information are increasingly crucial to ensuring that business
processes comply with contractual and regulatory demands, facilitate the implementation
of new content-based business models, and protect valued corporate digital content both
within the enterprise and with business partners.

We have also discussed various ways in which vendors of CMSs and other content-
processing systems should integrate rights information, persistent protection schemes,
and other rights processing components into their products. We noted that incorporating
support for a standard Rights Expression Language goes a long way towards making
such integration less costly, time-consuming, and risky by giving all components a
common understanding of rights sermantics as well as a common syntax for expressing
them.

Ever since network-based distribution of digital content became a reality, content owners
have been searching — mostly in vain — for cost-effective content management and
distribution solutions that are truly integrated, enable them to pursue new business models
and keep up with the latest technology, and ensure that content rights are respected for
both legal and economic reasons. Standard Rights Expression Languages will help make
this search finally come to a successful end.
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25 US 4,816,655 03-28-1989 Musyck et al.
26 US 4,888,638 12-19-1989 Bohn
27 US 4,937,863 06-26-1990 Robert et al.
28 US 4,953,209 08-28-1990 Ryder et al.
29 US 4,977,594 12-11-1990 Shear
30 US 5,014,234 05-07-1991 Edwards
31 US 5,129,083 07-07-1992 Cutler et al.
32 US 5,138,712 08-11-1992 Corbin
33 US 5,174,641 12-29-1992 Lim
34 US 5,204,897 04-20-1993 Wyman
35 US 5,247,575 09-21-1993 Sprague et al.
36 US 5,260,999 11-09-1993 Wyman
37 US 5,276,444 01-04-1994 | McNair
38 US 5,291,596 03-01-1994 Mita
39 US 5,293,422 03-08-1994 Loiacono
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40 US 5,335,275 08-02-1994 Millar et al.
41 US 5,337,357 08-09-1994 Chou et al.
42 US 5,386,369 01-31-1995 Chnstiano
43 US 5,453,601 09-26-1995 Rosen
44 US 5,485,577 01-16-1996 Eyer et al.
45 US 5,504,816 04-02-1996 Hamilton et al.
46 US 5,530,235 06-25-1996 Stefik et al.
47 US 5,535,276 07-09-1996 Ganesan
48 US 5,557,678 09-17-1996 Ganesan
49 US 5,629,980 05-13-1997 Stefik et al.
50 US 5,636,346 06-03-1997 Saxe
51 US 5,638,443 06-10-1997 Stefik et al.
52 US 5,708,709 01-13-1998 Rose
53 US 5,715,403 02-03-1998 Stefik
54 US 5,745,879 04-28-1998 Wyman
55 US 5,764,807 06-09-1998 Pearlman et al.
56 US 5,765,152 06-09-1998 Enckson
57 US 5,787,172 07-28-1998 Arold
58 US 5,790,677 08-04-1998 Fox et al.
59 US 5,812,664 09-22-1998 Bernobich et al.
60 US 5,825,876 10-20-1998 Peterson
61 US 5,825,879 10-20-1998 Davis
62 US 5,838,792 11-17-1998 Ganesan
63 US 5,848,154 12-08-1998 Nishio et al.
64 US 5,848,378 12-08-1998 Shelton et al.
65 US 5,850,433 12-15-1998 Van Oorschot et al.
66 US 5,915,019 06-22-1999 Ginter et al.
67 US 5917912 - 06-29-1999 Ginter et al.
68 US 5,933,498 08-03-1999 Schneck et al.
69 US 5,940,504 08-17-1999 Groswold
70 US 5,982,891 11-09-1999 Ginter et al.
71 US 5,987,134 11-16-1999 Shin et al.
72 US 5,999,624 12-07-1999 Hopkins
73 US 6,006,332 12-21-1999 Rabne et al.
74 US 6,020,882 02-01-2000 Kinghorn et al.
75 US 6,047,067 04-04-2000 Rosen
76 US 6,073,234 06-06-2000 Kigo et al.
77 US 6,091,777 07-18-2000 Guetz et al.
78 US 6,112,239 08-29-2000 Kenner et al.
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79 US 6,135,646 10-24-2000 Kahn et al.
80 US 6,141,754 10-31-2000 Choy
81 US 6,157,719 12-05-2000 Wasilewski et al.
82 US 6,169,976 B1 01-02-2001 Colosso
83 US 6,185,683 B1 02-06-2001 Ginter et al.
84 US 6,189,037 B1 02-13-2001 Adams et al.
85 US 6,189,146 B1 02-13-2001 Misra et al.
86 US 6,209,092 B1 03-27-2001 Linnartz
87 US 6,216,112 B1 04-10-2001 Fuller et al.
88 US 6,219,652 B1 04-17-2001 Carter et al.
89 US 6,236,971 B1 05-22-2001 Stefik et al.
90 US 6,307,939 B1 10-23-2001 Vigarie
91 US 6,353,888 B1 03-05-2002 Kakehi et al.
92 US 6,397,333 B1 05-28-2002 Sohne et al.
93 US 6,401,211 B1 06-04-2002 Brezak Jr. et al.
94 US 6,405,369 B1 06-11-2002 Tsuria
95 US 6,424,717 B1 07-23-2002 Pinder et al.
96 US 6,424,947 B1 07-23-2002 Tsura et al.
97 US 6,487,659 B1 11-26-2002 Kigo et al.
98 US 6,516,052 B2 02-04-2003 Voudouns
99 US 6,516,413 B1 02-04-2003 | Aratani et al.
100 US 6,523,745 B1 02-25-2003 Tamori
101 US 6,796,555 B1 09-28-2004 Blahut
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102 WO 83/04461 Al 12-22-1983 | Westemn Electric Company,
Inc.
103 WO 92/20022 Al 11-12-1992 | Digital Equipment
' Corporation
104 WO 93/01550 Al 01-21-1993 | Infologic Software, Inc.
105 WO 93/11480 Al 06-10-1993 | Intergraph Corporation
106 WO 94/03003 A1l 02-03-1994 | Crest Industnes, Inc.
107 WO 96/24092 A2 08-08-1996 | Benson
108 WO 96/27155 A2 09-06-1996 | Electronic Publishing
Resources, Inc.
109 WO 97/25800 A1 07-17-1997 | Mytec Technologies Inc.
110 WO 97/37492 Al 10-09-1997 | Macrovision Corporation
111 WO 97/41661 A2 11-06-1997 | Motorola Inc.
112 WO 97/43761 A2 11-20-1997 | Intertrust Technologies
Corp.
113 WO 98/09209 A1l 03-05-1998 | Intertrust Technologies
Corp.
114 WO 98/10561 A1 03-12-1998 | Telefonaknebolaget LM
Ericsson
115 WO 98/11690 Al 03-19-1998 | Glover
116 WO 98/19431 A1l 05-07-1998 | Qualcomm Incorporated
117 WO 98/43426 Al 10-01-1998 | Canal+Societe Anonyme
118 WO 98/45768 A1 10-15-1998 | Northern Telecom Limited
119 WO 99/24928 A2 05-20-1999 | Intertrust Technologies
Corp.
120 WO 99/34553 Al 07-08-1999 | V-One Corporation
121 WO 99/35782 Al 07-15-1999 | Cryptography Research, Inc.
122 WO 99/48296 Al 09-23-1999 | Intertrust Technologies
Corporation
123 WO 99/60461 A1 11-25-1999 | International Business
Machines Corporation
124 WO 99/60750 A2 11-25-1999 | Nokia Networks Oy
125 WO 00/04727 A2 01-27-2000 | Koninklijke Philips
Electroincs N.V.
126 WO 00/05898 A2 02-03-2000 | Optivision, Inc.
127 WO 00/59152 A2 10-05-2000 | Microsoft Corporation
128 WO 00/72118 A1 11-30-2000 | Compaq Computers Inc.
129 WO 00/73922 A2 12-07-2000 | Entera, Inc.
130 WO 01/37209 Al 05-25-2001 | Teralogic, Inc.
131 EP 0 067 556 B1 12-22-1982 | Data General Corporation
132 EP 0 257 585 A2 03-02-1988 | NEC Corporation
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133 EP 0332304 A2 09-13-1989 | Digital Equipment
Corporation
134 EP 0393 806 A2 10-24-1990 | TRW Inc.
135 EP 0450 841 A2 10-09-1991 | GTE Laboratories
Incorporated
136 EP 0529 261 A2 03-03-1993 | International Business
Machines Corporation
137 EP 0613073 Al 08-31-1994 | International Computers
Limited
138 EP 0678 836 Al 10-25-1995 | Tandem Computers
Incorporated
139 EP 0679 977 Al 11-02-1995 | International Business
Machines Incorporated
140 EP 0715 243 A1l 06-05-1996 | Xerox Corporation
141 EP 0715 244 Al 06-05-1996 | Xerox Corporation
142 EP 0715 245 A1 06-05-1996 | Xerox Corporation
143 EP 0731 404 A1l 09-11-1996 | International Business
Machines Corporation
144 EP 0763 936 A2 03-19-1997 | LG Electronics Inc.
145 EP 0818 748 A2 01-14-1998 | Murakoshi, Hiromasa
146 EP 0 840 194 A2 05-06-1998 | Matsushita Electric
Industnal Co., Ltd.
147 EP 0 892 521 A2 01-20-1999 | Hewlett-Packard Company
148 GB 1483282 08-17-1977 | Compagnie Internationale
Pour L’Informatique C11-
Honeywell-Bull
149 GB 2236604 A 04-10-1991 | Sun Microsystems Inc.
150 GB 2309364 A 07-23-1997 | Northern Telecom Limited
151 GB 2316503 A 02-25-1998 | ICL Personal Systems Oy
152 BR 9810967 A 10-30-2001 | Scientific Atlanta Inc.
(Abstract only)
153 EP 0934765 Al 08-11-1999 | Canal+Societe Anonyme
154 EP 0946 022 A2 09-29-1999 | Nippon Telegraph and
Telephone Corporation
155 EP 0964 572 Al 12-15-1999 | Canal+Societe Anonyme
156 EP 1103 922 A2 05-30-2001 | CIT Alcatel
(Abstract only)
157 GB 2022969 A 12-19-1979 | Data Recall Limited
158 GB 2354102 A 03-14-2001 | Barron McCann Limited
159 JP 11031130 A2 02-02-1999 | Fuji Xerox Co. Ltd.
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160 JP 11032037 A2 02-02-1999 | Fuji Xerox Co. Ltd.
(Abstract only)
161 JP 11205306 A2 07-30-1999 | Fuji Xerox Co. Ltd.
(Abstract only)
162 JP 11215121 A2 08-06-1999 | Fuji Xerox Co. Ltd.
(Abstract only)
163 JP 2000215165 A2 08-04-2000 | Nippon Telegraph and
(Abstract only) Telephone
164 JP 2005218143 A2 08-11-2005 | Scentific Adanta Inc.
(Abstract only)
165 JP 2005253109 A2 09-15-2005 | Scientific Atlanta Inc.
(Abstract only)
166 JP 2006180562 A2 07-06-2006 | Intarsia Software LLC;
(Abstract only) Mitsubishi Corp.
167 JP 5168039 A2 07-02-1993 | Sony Corp.
(Abstract only)
168 WO 96/13814 Al 05-09-1996 | Vazvan
169 WO 00/46994 A1l 08-10-2000 | Canal+Societe Anonyme
170 WO 00/62260 Al 10-19-2000 [ Swisscom Mobile AG
(Abstract only)
171 WO 01/03044 A1 01-11-2001 | Transcast Intermational, Inc.
172 WO 04/103843 12/02/2004 | S2F Flexico
(Abstract only)
173 WO 04/34223 A2 04-22-2004 | Legal IGaming, Inc.
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174 BLAZE et al, “Divertible Protocols and Atomic Proxy Cryptography” 1998 Advances in
Cryptography — Euro Crypt Intemnational Conference on the Theory and Application of
Crypto Techniques, Springer Verlag, DE

175 BLAZE et al, “Atomic Proxy Cryptography” DRAFT (Online) (November 2, 1997)
XP002239619 Retrieved from the Internet

176 NO AUTHOR, “Capability- and Object-Based Systems Concepts,” Capability-Based
Computer Systems, pp- 1-19 (no date)

177 COX, “Superdistribution” Wired Magazine (September 1994) XP002233405

URL:http:/ /swww . wired.com/wired /archive/2.09/superdis _pr.html&eot

178 DUNLOP et al, Telecommunications Engineering, pp. 346-352 (1984)

179 ELGAMAL, “A Public Key Cryptosystem and a Signature Scheme Based on Discrete
Logarithms,” IEEE Transactions on Information Theory IT-31(4):469-472 (July 1985)
180 GHEORGHI1U et al., “Authorization for Metacomputing Applications” (no date)

181 IANNELLA, ed., Open Digital Rights Language (ODRL), pp. 1-31 (November 21, 2000)

182 KAHILE, wais.concepts.txt, Wide Area Information Server Concepts, Thinking Machines
Version 4, Draft, pp. 1-18 (November 3, 1989)

183 KAHN, “Deposit, Registradon and Recordation in an Electronic Copyright Management
System,” Technical Report, Corporation for National Research Initiatives, Reston,
Virginia (August 1992) URL:http:/ /www.cni.org/docs/ima.ip-wotkshop/kahn html

184 KAHN et al, “The Digital Library Project, Volume 1: The World of Knowbots (DRAFT),
An Open Architecture for a Digital Library System and a Plan for its Development,”
Corporation for National Research Initiatives, pp. 1-48 (March 1988)

185 KOHL et al, Network Working Group Request for Comments: 1510, pp. 1-112
(September 1993)

186 LEE et al, CDMA Systems Engineering Handbook (1998) [excerpts but not all pages
numbered]

187 MAMBO et al, “Protection of Data and Delegated Keys in Digital Distribution,”
Information Security and Privacy. Second Australian Conference, ACISP *97
Proceedings, pp. 271-282 (Sydney, NSW, Australia, 7-9 July 1997, 1997 Berlin, Germany,
Springer-Verlag, Germany), XP008016393 ISBN: 3-540-63232-8

188 MAMBO et al, “Proxy Cryptosystems: Delegation of the Power to Decrypt Ciphertexts,”,
IEICE Trans. Fundamentals VOL. E80-A, NO. 1:54-63 (January 1997) XP?00742245
ISSN: 0916-8508

189 Microsoft Word, Users Guide, Version 6.0, pp. 487-89, 549-55, 560-64, 572-75, 599-613,
616-31 (1993)

190 OJANPERA and PRASAD, eds., Wideband CDMA for Third Generatdon Mobile
Communications (1998) [excerpts but not all pages numbered]

191 PERRITT, “Knowbots, Permissions Headers and Contract LLaw,” Paper for the
Conference on Technological Strategies for Protecting Intellectual Property in the
Networked Multimedia Environment, pp. 1-22 (April 2-3, 1993 with revisions of April 30,
1993)
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192 RAGGETT, (Hewlett Pa_ckard),' “HTML+(Hypertext markup language),” pp. 1-31 (12

July 1993) URL:http://citeseer.ast.psu.edu/correct/340709

193 SAMUELSON et al, “Intellectual Property Rights for Digital Library and Hypertext

Publishing Systems: An Analysis of Xanadu,” Hypertext ’91 Proceedings, pp. 39-50

(December 1991)

194 NO AUTHOR, “Softlock Services Introduces... Softlock Services” Press Release

(January 28, 1994)

195 dNO)AUTHOR, “Appendix III - Compatibility with HTML,” NO TITLE, pp. 30-31 (no
ate

196 NO EDITOR, NO TITLE, Dictionary pages, pp- 469-72, 593-94 (no date)

197 BENOIT, Digital Television MPEG-1, MPEG-2 and Prnciples of the DVB System, pp.
75-80, 116-121 (no date)

198 BENOIT, Digital Television MPEG-1, MPEG-2 and Prnciples of the DVB System, 274
edition, pp- 74-80 (no date)

199 AH Digjtal Audio and Video Sedes, “DTV Receivers and Measurements,” Understanding
Digital Terrestrial Broadcasting, pp. 159-64 (no date)

200 O’DRISCOLL, The Essential Guide to Digital Set-T'op Boxes and Interactive TV, pp. 6-
24 (no date)

201 IUS MENTIS, “The ElGamal Public Key System,” pp. 1-2 (October 1, 2005) online at
hitp://www.iusmentis.com/technology/encyrption/elgamal/

202 SCI—_INEIER, “Crypto Bibliography,” Index of Crypto Papers Available Online, pp. 1-2
(online) (no date)

203 NO AUTHOR, NO TITLE, pp. 344-55 (no date)

204 NO AUTHOR, “Part Four Networks,” NO TITLE, pp. 639-714 (no date)

205 | Microsoft Word User’s Guide, pp. 773-74, 315-16, 487-89, 561-64, 744, 624-33 (1993)

206 NO AUTHOR, “What is the ElGamal Cryptosystem,” p. 1 (November 27, 2006) online
at http: //www.x5.net/fags/crypto/q29.html

207 JOHNSON et al,, “A Secure Distributed Capability Based System,” ACM, pp. 392-402
(1985)

208 Wikipedia, “El Gamal Encyption,” pp.1-3 (last modified November 2, 2006) online at

http://en.wikipedia.org/wiki/ElGamal encryption

209 BLAZE, “Atomic Proxy Cryptography,” p. 1 Abstract (October 20, 1998)

210 BLAZE, “Matt Blaze’s Technical Papers,” pp. 1-6 (last updated August 6, 2006)]

211 Online Search Results for “inverted file”, “inverted index” from www.techweb.com,
www.cryer.co.uk, computing-dictionary.thefreedictionary.com, www.nist.gov,
en.wikipedia.org, www.cni.org, www.tiscali.co.uk (July 15-16, 2006)

212 Corporation for National Research Initiatives, “Digital Object Architecture Project”,

http://www.nnii.reston.va.us/doa.htnl (updated 28 Nov 2006)
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A METHOD AND SYSTEM FOR MANAGING A DATA OBJECT SO AS TO
COMPLY WITH PREDETERMINED CONDITIONS FOR USAGE

Technical Field
The present invention relates to data processing and

more particularly to a method and a system for managing
data objects so as to comply with predetermined condi-

5 tions for usage.

Background

Much has been written recently regarding the puzzle
of universal connectivity. A typical vision of the data
highway has long distance high speed data carriers inter-

10 connecting regional networks which provide telecommunica-
tions services and a wide range of interactive on-line
services to consumers. Many of the pieces are already in
place, others are in development or testing. In fact,
even though the data highway is under construction it is

15 currently open to limited traffic. On-line services are
springing up daily and video on demand services are
currently being tested.

The potential to benefit society is immense., The
scope of information available to consumers will become

20 truly global as the traditional barriers to entry for
distribution of, and access to, information are lowered
dramatically. This means that more diverse and specia-
lized information will be made available just as con-
veniently as generic sources from major vendors used to

25 be. The end result is that organizations and individuals
will be empowered in ways heretofore only imagined.

However, a fully functioning data highway will only
be as valuable as the actual services which it provides.
Services envisioned for the data highway that involve the

30 delivery of data objects (e.g. books, films, video, news,
music, software, games, etc.) will be and are currently
limited by the availability of such objects. library and
educational services are similarly affected. Before
owners will allow their data objects to be offered they
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must be assured of royalty payments and protection from
piracy.
Encryption is a key component of any solution to
provide copy protection. But encryption alone is not
5 enough. During transmission and storage the data objects
will be protected by encryption, but as soon as anyone is
given the key to decipher the content he will have un-
limited control over it. Since the digital domain permits
data objects to be reproduced in unlimited quantities
10 with no loss of quality, each object will need to be pro-
tected from unlimited use and unauthorized reproduction
and resale.
The protection problem must not be solved by a sepa-
rate solution for each particular data format, because
15 then the progress will indeed be slow. It is important to
consider the effect of standardization on an industry.
Consider how the VHS, the CD and the DAT formats, and the
IBM PC compatibility standards have encouraged growth in
their respective industries. However, if there is to be
20 any type of standardization, the standard must provide
universal adaptability to the needs of both data provi-
ders and data users.
The data object owner may want to have permanent
secure control over how, when, where, and by whom his
25 property is used. Furthermore, he may want to define
different rules of engagement for different types of
users and different types of security depending on the
value of particular objects. The rules defined by him
shall govern the automated operations enabled by data
~ 30 services and networking. The owner may also want to sell
composite objects with different rules governing each
constituent object. Thus, it is necessary to be able to
implement variable and extensible control.
The user on his part wants to be able to search for
35 and purchase data objects in a convenient manner. If
desired, the user should be able to combine or edit
purchased objects (i.e. for creating a presentation).
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Furthermore, the user may want to protect his children
from inappropriate material. A complete solution must
enable these needs as well.

What is needed is a universally adaptable System and

5 method for managing the exchange and usage of data
objects while protecting the interests of data object
owners and users.

Prior Art
A method for enforcing payment of royalties when

10 copying softcopy books is described in the European
patent application EP 0 567 800. This method protects a
formatted text stream of a structured document which
includes a royalty payment element having a special tag.
When the formatted text stream is inputted in the user’s

15 data processor, the text stream is searched to identify
the royalty payment element and a flag is stored in the
memory of the data processor. When the user for instance
requests to print the document, the data processor
requests authorization for this operation from a second

20 data processor. The second data processor charges the
user the amount indicated in the royalty payment element
and then transmits the authorization to the first data
processor.

One serious limitation of this method is that it can

25 only be applied to structured documents. The description
of the above-mentioned European patent application de-
fines a structured document as: a document prepared in
accordance with an SGML-compliant type definition. In
other words it can not be applied to documents which are

30 not SGML compliant and it cannot be épplied to any other
types of data objects.

Furthermore, this method does not provide for vari-
able and extensible control. Anyone can purchase a soft-
copy book on a CD, a floppy disc or the like, and the

35 same royalty amount is indicated in the royalty payment
element of all softcopy books of the same title.
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Thus, the method described in EP 0 567 800 does not
satisfy the above-mentioned requirements for universally
adaptable protection of data objects.

Summary of the Invention

5 Accordingly, it is a first object of the invention
to provide a method and a data processing system for
managing a data object in a manner that is independent of
the format and the structure thereof, so as to comply
with predetermined conditions for usage control and

10 royalty payment.

It is a further object of the invention to provide
such a method and system which is universally adaptable
to the needs of both the owner and the user of the data
object.

15 A further object of the invention is to provide such
a method and system which enables a data object provider
to distribute his data object while maintaining control
of the usage thereof.

Yet another object of the invention is to provide a

20 method and system which allows a data object provider to
select the level of security for his data object in a
flexible way.

Yet another object of the invention is to provide
such a method and system which makes it possible to

25 establish an audit trail for the data object.

Yet another object is to provide such a method and
system which makes it possible to sell and buy data
objects in a secure way.

The above-mentioned objects are achieved by a method

30 and a system having the features of claims 1, 16, 21, 24
and 27.

Particular embodiments of the inventions are recited
in the subclaims.

More particularly, a data object provider, e.g. the

35 owner of a data object or his agent (broker), stores the
data object in a memory deviqe, e.g. a bulk storage
device, where it is accessible by means of the data

Petitioner Apple Inc. - Exhibit 1002, p. 133



WO 96/24092 PCT/SE%6/00115

provider’s data processor. The data object can consist of
digital data, analog data or a combination or hybrid of
analog and digital data.

A general set of control data, which is based on the

5 predetermined conditions for usage of the data object, is
created and stored in the same memory device as the data
object or another memory device where it is accessible by
the data provider’s data processor. The predetermined
conditions for usage may be defined by the data object

10 owner, by the broker or by anyone else. They may differ
between different data objects.

The generél set of control data comprises at least
one or more usage control elements, which define usages
of the data object which comply with the predetermined

15 conditions. These usages may encompass for instance the
kind of user, a time limit for usage, a geographical area
for usage, allowed operations, such as making a hard copy
of the data object or viewing it, and/or claim to royalty
payment. The general set of control data may comprise

20 other kinds of control elements besides the usage control
element. In a preferred embodiment, the general set of
control data comprises a security control element which
defines a security procedure which has to be carried out
before usage of the data object. It also comprises an

25 identifier, which uniquely identifies the general set of
control data.

The general set of control data is concatenated with
a copy of the data object. Thus, the control data does
not reside in the data object, but outside it, which

30 makes the control data independent of the format of and
the kind of data object and which allows for usage
control independently of the data object format.

At least the usage control element(s) and the data
object are encrypted, so that the user is unable to use

35 the data object without a user program which performs the
usage control and which decrypts the data object. Alter-
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natively, the whole set of control data and the copy of
the data object may be encrypted.

A user may request authorization for usage of a data
object residing at a data provider’s processor via a data
network or in any other appropriate way. The authoriza-
tion may or may not require payment. When a request for
authorization for usage is received, a user set of con-
trol data is created by the data provider’s processor.
The user set of control data comprises the general set of
control data or a subset thereof including at least one
of said usage control elements which is relevant for the
actual user. It typically also includes a new identifier
which uniquely identifies this set of control data. If
relevant, the user set of control data also comprises an
indication of the number of usages authorized. If more
than one kind of usage is authorized, the number of each
kind of usage may be specified. Finally, the user set of
control data is concatenated with a copy of the data
object, and at least the usage control elements and the
copy of the data object are encrypted to create a secure
data package ready for transfer to the user.

Before the data package is transferred to the user,
it should be confirmed that the request for authorization
for usage has been granted. The check is preferably
carried out before the user set of control data is crea-
ted. However, it can also be carried out in parallel with
or after the creation of the user control data. In the
latter case, the number of usages requested by the user
is tentatively authorized and included in the user set,
but if the request is refused the user set is cancelled
or changed.

The data package may be transferred to the user by
electronic means or stored on bulk Storage media and
transferred to the user by mail or by any suitable
transportation means.

Once the data object has been packaged in the above-

described manner, it can only be accessed by a user
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program which has built-in usage control and means for
derypting the data package. The user program will only
permit usages defined as acceptable in the control data.
Moreover, if the control data comprises a security con--
5 trol element, the security procedure prescribed therein
has to be complied with. In one embodiment, the usage
control may be performed as follows. If the user decides
to use a data object, the user program checks the control
data to see if this action is authorized. More particu-
10 larly, it checks that the number of authorized usages of
this kind is one or-more. If so, the action-is enabled
and the number of authorized usages decremented by one.
Otherwise, the action is interrupted by the user program
and the user may or may not be given the opportunity to
15 purchase the right to complete the action.
After the usage, the user program repackages the
data object in the same manner as it was packaged before.
When a data object is redistributed by a user or a
broker, new control elements are added in the control
20 data to reflect the relation between the old user/broker
and the new user/broker. In this way, an audit trail for
the data object may be created.
According to another aspect of the invention at
least two data packages are stored on a user’s data
25 processor, which examines the usage control elements of
the data packages in order to find a match. If a match is
found, the user’s data processor carries out an action
which is specified in the user set of control data. This
method can be used for selling and buying data objects.

30 Brief Description of Drawings
Fig. 1 is a flow diagram showing the general data

flow according to the invention.
Fig. 2 is a system block diagram of a data object

provider’s data processor.
35 Fig. 3 is a block diagram showing the different

modules of a data packaging program according to the

invention.
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Fig. 4 is a data flow diagram of a data packaging
process.

Fig. 5 is an example of a header file.

Fig. 6 is an example of a usage data file.

5 Fig. 7 is a data flow diagram of loading an object
to the data object provider’s data processor.

Figs 8a and 8b are examples of control data for a
data object on the data object provider’s data processor
and for an object ready to be transferred to a user,

10 respectively.

Fig. 9 is a data flow diagram of data packaging on
the data object provider’s data processor.

Fig. 10 is a flow diagram of a data packaging proce-
dure.

15 Fig. 11 is a memory image of a data object and its
control data.

Fig. 12a is a memory image of the concatenated con-
trol data and data object.

Fig. 12b is a memory image of the concatenated and

20 encrypted control data and data object.

Fig. 13 is a system block diagram of a user’s data
processor.

Fig. 14 is a block diagram showing the different
modules of a user program according to the invention.

25 Fig. 15 is a flow diagram of using a data object on
the user’s data processor.

Fig. 16 is a flow diagram of how the user program
operates in a specific application example.

Fig. 17 is an example of various data package struc-

30 tures for composite objects.
Description of the Best Mode for Carrying Out the

Invention
General Overview
Fig. 1 is a flow diagram showing the general data

35 flow according to the invention. The flow diagram is
divided into a data object provider part 1 and a user

part 2.
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In the data object provider part 1, a data object 24
is created by an author. The data object can consist of
digital data, analog data or a combination or hybrid of
analog and digital data. The primary difference between

5 analog data objects and digital data objects is the means
for storage, transfer and usage.

The author also determines the conditions 42 for the
usage of the data object 24 by a user. The data object 24
and the usage conditions 42 are input to a data packaging

10 program 19, which creates a secure data package 40 of the
data object and of control data which are based on the
input usage conditions 42. Once packaged in this way, the
data object can only be accessed by a user program 35.

The data object may be packaged together with a

15 general set of control data, which is the same for all
users of the data object. This may be the case when the
data object is sent to a retailer or a bulletin board,
wherefrom a user may obtain it. The data object may also
be packaged as a consequence of a request from a user for

20 usage of the data object. In that case, the package may
include control data which is specifically adapted to
that user. This control data is called a user set of
control data. It may for example comprise the number of
usages purchased by the user. Typically, the user set of

25 control data will be created on the basis of the general
set of control data and include at least a subset there-
of. A user set of control data need not always be adapted
for a specific user. All sets of control data which are
created on the basis of a general set of control data

30 will be called a user set of control data. Thus, a set of
control data can be a general set in one phase and a user
set in another phase.

The above-mentioned data packaging can be carried
out by the author himself by means of the data packaging

35 program 19. As an alternative, the author may send his
data object to a broker, who inputs the data object and
the usage conditions determined by the author to the data
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packaging program 19 in order to create a secure package
3. The author may also sell his data object to the
broker. In that case, the broker probably wants to apply
his own usage conditions to the data packaging program.

5 The author may also provide the data object in a secure
package to the broker, who repackages the data object
and adds further control data which is relevant to his
business activities. Various combinations of the above
alternatives are also conceivable.

10 In the user part 2 of the flow diagram, the secure
package 40 is received by a user, who must use the user
program 35 in order to unpackage the secure package 40
and obtain the data object in a final form 80 for usage.
After usage, the data object is repackaged into the

15 secure package 40. '

The different parts of the system and the different
steps of the method according to the invention will now
be described in more detail.

The data provider’s data processor:

20 Fig. 2 is a system block diagram of a data object
provider’s data prccessor. As mentioned above, the data
object provider may be an author of a data object, an
owner of a data object, a broker of a data object or
anyone else who wants to distribute a data object, while

25 retaining the control of its usage. The data processor is
a general or special purpose processor, preferably with
network capabilities. It comprises a CPU 10, a memory 11
and a network adapter 12, which are interconnected by a
bus 13. As shown in Fig. 2, other conventional means,

30 such as a display 14, a keyboard 15, a printer 16, a bulk
storage device 17, and a RCM 18, may also be connected to
the bus 13. The memory 11 stores network and telecommuni-
caticons programs 21 and an operating system (0S) 23. All
the above-mentioned elements are well-known to the

35 skilled person and commercially available. For the pur-
pose of the present invention, the memory 11 also stores
a data packaging program 19 and, preferably, a database
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20 intended for control data. Depending upon the current
operation, one or more data objects 24 can be stored in
the memory 11 as shown or in the bulk storage 17. The
data provider’s data processor is considered secure.

5 The Data Packaging Program:

The data packaging program 19 is used for creating

control data for controlling the usage of a data object
and for packaging the data object and the control data

into a secure package.

10 As shown in Fig. 3, it comprises a program control
module 301, a user interface module 302, a packaging
module 303, a control data creation module 304, an en-
cryption module 305, one or more format modules 306, and
one or more security modules 307.

15 The control module 301 controls the execution of the
other modules. The user interface module 302 handles
interaction with the data object provider. The packaging
module 303 packages the control data and the data object.
It uses the control data creation module 304, the format

20 modules 306, the security modules 307 and the encryption
module 305 as will be described more in detail below.

The format modules 306 comprise program code, which
is required to handle the data objects in their native
format. They can fulfill functions such as data compres-

25 sion and data conversion. They can be implemented by any
appropriate, commercially available program, such as by
means of a routine from the PKWARE Inc. Data Compression
Library for Windows and the Image Alchemy package from
Handmade Software Incorporated, respectively. They can

30 also be implemented by custom designed programs.

The security modules 307 comprise program code re-
quired to implement security, such as more sophisticated
encryption than what is provided by the encryption module
305, authorization algorithms, access control and usage

35 control, above and beyond the basic security inherent in

the data package.
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The data packaging program 19 can contain many
different types of both format and security modules. The
program control module 301 applies the format and secu-
rity modules which are requested by the data provider.

The encryption module 305 may be any appropriate,
commercially available module, such as “FileCrypt” Visual
Basic subprogram found in Crescent Software’s QuickPak
Professional for Windows - FILECRPT.BAS, or a custom
designed encryption program.

The control data creation module 304 creates the
control data for controlling the usage of the data
object. An example of a control data structure will be
described more in detail below.

The Control Data:
The control data can be stored in a header file and

a usage data file. In a preferred embodiment, the header
file comprises fields to store an object identifier,
which uniquely identifies the control data and/or its
associated data object, a title, a format code, and a
security code. The format code may represent the format
or position of fields in the usage data file. Alterna-
tively, the format code may designate one or more format
modules to be used by the data packaging program or the
user program. The security code may represent the en-
cryption method used by the encryption module 305 or any
security module to be used by the data packaging program
and the user program. The header file fields will be
referred to as header elements.

The usage data file comprises at least one field for
storing data which controls usage of the data object. One
or more usage data fields which represent one condition
for the usage of the data object will be referred to as a
usage element. In a preferred embodiment, each usage ele-
ment is defined by an identifier field, e.g. a serial
number, a size field, which specifies the size of the
usage element in bytes or in any other appropriate way,

and a data field.
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The header elements and the usage elements are con-
trol elements which control all operations relating to
the usage of the object. The number of control elements
is unlimited. The data provider may define any number of

5 control elements to represent his predetermined condi-
tions of usage of the data object. The only restriction
is that the data packaging program 19 and the user pro-
gram 35 must have compatible program code to handle all
the control elements. This program code resides in the

10 packaging module and the usage manager module, to be
described below.

Control elements can contain data, script or program
code which is executed by the user program 35 to control
usage of the related data object. Script and program code

15 can contain conditional statements and the like which are
processed with the relevant object and system parameters
on the user’s data processor. It would also be possible
to use a control element to specify a specific proprie-
tary user program which can only be obtained from a par-

20 ticular broker.

It is evident that the control data structure de-
scribed above is but one example. The control data struc-
ture may be defined in many different ways with different
control elements. For example, the partitioning of the

25 control data in header data and usage data is not manda-
tory. Furthermore, the control elements mentioned above
are but examples. The control data format may be unique,
e.g. different for different data providers, or defined
according to a standard.

30 The operation of the data packaging program

The operation of a first embodiment of the data

packaging program will now be described with reference
to the block diagram of Fig. 3 and the flow diagram of
Fig. 4.

35 First a data provider creates a data object and
saves it to a file, step 401. When the data packaging
program is started, step 402, the user interface module
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302 prompts the data object provider to input, step 403,
the header information consisting of e.g. an object iden-
tifier, a title of the data object, a format code speci-
fying any format module to be used for convertihg the
format of the data object, and a security code specifying
any security module to be used for adding further secu-
rity to the data object. Furthermore, the user interface
module 302 prompts the data object provider to input
usage information, e.g. his conditions for the usage of
the data object. The usage information may comprise the
kind of user who is authorized to use the data object,
the price for different usages of the object etc. The
header information and the usage information, which may
be entered in the form of predetermined codes, is then
passed to the control module 301, which calls the packa-
ging module 303 and passes the information to it.

The packaging module 303 calls the control data
creation module 304, which first creates a header file,
then creates header data on the basis of the header
information entered by the data object provider and
finally stores fhe header data, step 404-405. Then a
usage data file is created, usage data created on the
basis of the usage information entered by the data pro-
vider, and finally the usage data is stored in the usage
data file, step 406-407.

The packaging module 303 then applies any format and
security modules 306, 307 specified in the header file,
steps 408-413, to the data object.

Next, the packaging module 303 concatenates the
usage data file and the data object and stores the result
as a temporary file, step 414. The packaging module 303
calls the encryption module 305, which encrypts the tem-
porary file, step 415. The level of security will depend
somewhat on the quality of the encryption and key methods
used.

Finally, the packaging module 303 concatenates the
header file and the encrypted temporary file and saves
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the result as a single file, step 416. This final file is
the data package which may now be distributed by file
transfer over a network, or on storage media such as CD-
ROM or diskette, or by some other means.
5 Example 1

An example of how the data packaging program 19 can
be used will now be described with reference to Figs 5
and 6. In this example the data object provider is a com-
puter graphics artist, who wants to distribute an image

10 that can be used as clip art, but only in a document or
file which is packaged according to the method of the

" invention and which has usage conditions which do not
permit further cutting or pasting. The artist wants to
provide a free preview of the image, but also wants to be

15 paid on a per use basis unless the user is willing to pay
a rather substantial fee for unlimited use. The artist
will handle payment and usage authorization on a dial-up
line to his data processor.

The artist uses some image creation application,

20 such as Adobe’s Photoshop to create his image. The artist
then saves the image to file in an appropriate format for
distribution, such as the Graphical Interchange Format
(GIF). The artist then starts his data packaging program
and enters an object identifier, a title, a format code

25 and a security code, which in this example are
”123456789"”, “image”,”a”, and “b”, respectively. In this
example, the format code “a” indicates that no format
code need be applied, and this code is selected since
the GIF format is appropriate and already compressed.

30 Furthermore, the security code ”“b” indicates that no
security module need be applied and this code is selected
since the security achieved by the encryption performed
by means of the encryption module 305 is considered
appropriate by the artist. '

35 Then the artist enters his dial-up phone number, his
price for a single use of the image and for unlimited use
of the data object, a code for usage types approved, and

Petitioner Apple Inc. - Exhibit 1002, p. 144



WO 96/24092 PCT/SE96/00115
16

for number of usages approved. For this purpose, the user
interface module 302 may display a data entry form.

The data packaging program 19 creates control data
on the basis of the information entered by the artist and

S5 stores the data in the header file and in the usage data
file as shown in Figs 5 and 6, respectively. This data
consitutes a general set of control data which is not
specifically adapted to a single user, but which indi-
cates the conditions of usage determined by the artist

10 for all future users.

Then the package program 19 concatenates the data
object and the control data in accordance with steps
414-416 of Fig. 4 to achieve the secure package. No for-
mat module or security module is applied to the data

15 object, since they are not needed according to the data
in the header file.

When the secure package has been obtained, the
artist sends it to a bulletin board, from where it can be
retrieved by a user.

20 Example 2

Below, another embodiment of the data packaging pro-
gram 19 will be described with reference to Figs 7-12b.
In this example, the data object consists of a video
film, which is created by a film company and sent to a

25 broker together with the predetermined conditions 42 for
usage of the video. The broker loads the video 24 to the
bulk storage 17 of his data processor. Then, he uses his
data packaging program 19 to create a general set of
control data 50 based on the predetermined conditions 42

30 for usage indicated by the film company. Furthermore, the
address to the video in the bulk storage 17 is stored in
an address table in the control database 20 or somewhere
else in the memory 11. It could also be stored in the
general set of control data 50. Finally, the general set

35 of control data 50 is stored in the control database 20.
It could also be stored somewhere else in the memory 11.
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After these operations, which correspond to steps 401-407
of Fig. 4, the data packaging program is exited.
Fig. 8a shows the general set of control data for

the video according to this example. Here the control

5 data includes an identifier, a format code, a security
code, the number of usage elements, the size of the data
object, the size of the usage elements and two usage ele-
ments, each comprising an identifier field, a size field
and a data field. The identifier may be a unigque number

10 in a series registered for the particular broker. In this
example, the identifier is "”123456789”, the format code
"0010", which, in this example, indicates the format of a
AVI video and the security code is ”“0010”. Furthermore,
the first usage element defines the acceptable users for

15 the video and the second usage element data defines the
number of viewings of the video purchased by a user. The
first usage element data is 1 which, for the purposes of
this example will signify that only education oriented
users are acceptable to the film company. The data field

20 of the second usage element data is empty, since at this
stage no viewings of the video has been purchased.
Managing Object Transfer:

The broker wants to transfer data objects to users
and enable controlled usage in return for payment of

25 usage fees or royalties. Managing the broker-user busi-
ness relationship and negotiating the transaction between
the broker and the user can both be automated, and the
control data structure can provide unlimited support to
these operations. The payment can be handled by trans-

30 4mitting credit card information, or the user can have a
debit or credit account with the broker which is password
activated. Preferably, payment should be confirmed before
the data object is transferred to the user.

Data packaging:
35 When a user wants to use a data object, he contacts

the broker and requests authorization for usage of the
data object. When the request for authorization is recei-
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ved in the broker’s data processor, a data program compa-
res the usage for which authorization is requested with
the usage control elements of the control data of the
data object to see if it complies with the predetermined

5 conditions for usage indicated therein. The comparison
may include comparing the user type, the usage type, the
number of usages, the price etc. If the requested usage
complies with the predetermined conditions the authoriza-
tion is granted, otherwise it is rejected.

10 Fig. 9 is a data flow diagram of the data packaging
on the broker’s data processor, which occurs in response
to a granted request from a user for authorization for
usage of the video, e.g. a granted request for the pur-
chase of two viewings.

15 In response to a granted request, the broker again
applies the data packaging program 19. The general set of
control data 50 and the data object 24 are input to the
program from the control database 20 and the bulk storage
17, respectively. The program creates a user set of con-

20 trol data 60 on the basis of the general set of control
data 50 and concatenates the user set 60 and the data
object 24 to create a secure data package 40, which may
then be transferred to the user by any suitable means. A
copy of the user set of control data is preferably stored

25 in the broker’s control database. This gives the broker a
record with which to compare subsequent use, e.g. when a
dial-up is required for usage.

Fig. 10 is a flow diagram of an exemplary procedure
used for creating a user set of control data and for

30 packaging the user set of control data and the videc into
a secure package. Here, the procedure will be described
with reference to the general set of control data shown
in Fig. Ba.

The user set of control data 60, i.e. a set of con-

35 trol data which is adapted to the specific user of this
example, is created in steps 1001-1003 of Fig. 11. First,
the general set of control data 50 stored in the control
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database is copied to create new control data, step 1001.
Second, a new identifier, here ”123456790”, which unique-
ly identifies the user set of control data, is stored in
the identifier field of the new control data 60, step

5 1002. Third, the data field of the second usage element
is updated with the usage purchased, i.e. in this example
with two, since two viewings of the video were purchased,
step 1003.

The thus-created user set of control data, which

10 corresponds to the general set of control data of Fig. B8a
is shown in Fig. B8b.

The user set of control data is stored in the con-
trol database 20, step 1004. Then, the video, which is
stored in the bulk storage 17, is copied, step 1005. The

15 copy of the video is concatenated with the user set of
control data, step 1006. The security code 0010 specifies
that the entire data package 40 is to be encrypted and
that the user program 35 must contain a key which can be
applied. Accordingly, the whole data package is encryp-

20 ted, step 1007. Finally, the encrypted data package is
stored on a storage media or passed to a network program,
step 1008, for further transfer to the user.

Fig. 11 is a memory image of the video 24 and the
user control data 60. The user control data and a copy of

25 the video 24 are concatenated as shown in Fig. 12a. The
encrypted data package 40 is shown in Fig. 12b.

The procedure of Fig. 10 can be implemented by the
data packaging program of Fig. 3. As an alternative to
the procedure of Fig. 10, the user set of control data

30 can be created as in steps 1001-1003 and saved in a
header file and in a usage data file, whereafter steps
408-416 of the data packaging program of Fig. 4 can be
performed to create the secure package.

The above-described process for creating a user-

35 adapted set of control data may also be used by a user
who wants to redistribute a data object or by a broker
who wants to distribute the data object to other brokers.
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Obviously, redistribution of the data object requires
that redistribution is a usage approved of in the coﬂtrol
data of the data object. If so, the user or the broker
creates a user set of control data by adding new control

5 elements and possibly changing the data fields of old
control element to reflect the relation between the
author and the current user/broker and between the cur-
rent user/broker and the future user/broker. In this way,
an audit trail is created.

10 The user’s data processor:

The user’s data processor, which is shown in Fig.
13, is a general or special purpose processor, preferably
with network capabilities. It comprises a CPU 25, a
memory 26, and a network adapter 27, which are intercon-
15 nected by a bus 28. As shown in Fig. 13, other conven-
tional means, such as a display 29, a keyboard 30, a
printer 31, a sound system 32, a ROM 33, and a bulk
storage device 34, may also be connected to the bus 28.
The memory 26 stores network and telecommunications pro-
20 grams 37 and an operating system (0OS) 39. All the above-
mentioned elements are well-known to the skilled person
and commercially available. For the purpose of the pre-
sent invention, the memory 26 also stores a user program
35 and, preferably, a database 36 intended for the con-
25 trol data. Depending upon the current operation, a data
package 40 can be stored in the memory 26, as shown, or
in the bulk storage 34.
The user program:
The user program 35 controls the usage of a data

30 object in accordance with the control data, which is in-

cluded in the data package together with the data object.

As shown in Fig. 14, the user program 35 comprises a

program control module 1401 a user interface module 1402,

a usage manager module 1403, a control data parser module

35 1404, a decryption module 1405, one or more format modu-
les 1406, one or more security modules 1407, and a file

transfer program 1409.
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The control module 1401 controls the execution of
the other modules. The user interface module 1402 handles
interactions with the user. The usage manager module 1403
unpackages the secure package 40. It uses the control

5 data parser module 1404, the decryption module 1405, the
format modules 1406, and the security modules 1407.

The format modules 1406 comprise program code, which
is necessary to handle the data objects in their native
format, such as decompression and data format procedures.

10 The security modules 1407 comprises program code required
to implement security above the lowest level, shch as
access control, usage control and more sophisticated de-
cryption than what is provided by the basic decryption
module 1405. ‘ _

15 The user program 35 can contain many different types
of both format and security modules. However, they should
be complementary with the format and security modules
used in the corresponding data packaging program. The
usage manager module 1401 applies the format and security

20 modules which are necessary to use a data object and
which are specified in its control data. If the proper
format and security modules are not available for a par-
ticular data object, the usage manager module 1401 will
not permit any usage.

25 The decryption module 1405 can be the above-mentio-
ned FileCrypt Visual Basic subprogram or some other com-
mercially available decryption program. It can also be a
custom designed decryption module. The only restriction
is that the decryption module used in the user program is

30 complementary with the encryption module of the data ‘
packaging program.

The control data parser module 1403 performs the
reverse process of the control data creation module 304
in Fig. 3.

35 The user program 35 can have code which controls use
of the program by password or by any other suitable
method. A password may be added in a password control
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element during packaging of the data object. The password
is tranferred to the user by registered mail or in any
other appropriate way. In response to the presence of the
password control element in the control data structure,

5 the user program prompts the user to input the password.
The input password is compared with the password in the
control data, and if they match, the user program conti-
nues, otherwise it is disabled.

The user program 35 can also have procedures which

10 alter the behavior of the program (e.g. provide filters
for children) according to the control data of the user
object 41. It is important to mention that the user pro-
gram 35 never stores the object in native format in user
accessible storage and that during display of the data

15 object the print screen key is trapped.

The file transfer program 1409 can transfer and
receive files via network to and from other data pro-
cessor.

Since the data object is repackaged into the secure

20 package after the usage, the user program should also
include program code for repackaging the data object. The
program code could be the same as that used in the cor-
responding data packaging program 19. It could also be a
separate program which is called from the user program.

25 Operation of the user program:

The operation of an embodiment of the user program
3% will now be described with reference to the block
diagram of Fig. 14 and the flow diagram of Fig. 15.
First the user receives a data package 40 via file
30 transfer over a network, or on a storage media such as
CD-ROM or diskette, or by any other appropriate means,
step 1501. He then stores the data package as a file on
his data processor, step 1502.
When the user wants to use the data object, he
35 starts the user program 35, step 1503. Then he requests
usage of the data object, step 1504. The request is
received by the user interface module 1402, which noti-
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fies the control module 1401 of the usage request. The
control module 1401 calls the usage manager module 1403
and passes the usage request.
The usage manager module 1403 reads the format code
5 from the data package to determine the control data for-
mat. Then it calls the decryption module 1405 to decrypt
and extract the control data from the data package. The
usage manager module 1403 applies the decryption module
1405 incrementally to decrypt only the control data.
10 Finally, it stores the control data in memory, step 1505.
The usage manager module 1403 then calls the cohtrol
data parser module 1404 to extract the data fields from
the usage elements. A
The usage manager module 1403 then compares the user
15 request for usage with the corresponding control data,
steps 1506-1507. If the requested usage is not permitted
in the control data, the requested usage is disabled,
step 1508. However, if the requested usage is approved of
in the control data, the usage manager module 1403 app-
20 lies any format and security modules 1406, 1407 specified
in the header data or usage data, steps 1509-1514, to the
data package.
Then the usage manager module 1403 calls the decryp-
tion module 1405, which decrypts the object data, step
25 1515, whereafter the requested usage is enabled, step
1516. In connection with the enabling of the usage, the
control data may need to be updated, step 1517. The con-
trol data may for instance comprise a data field indica-
ting a limited number of usages. If so, this data field
30 is decremented by one in response to the enabling of the
usage. When the user has finished usage of the data
object, the user program 35 restores the data package in
the secure form by repackaging it, step 1518. More
particularly, the data object and the usage elements are
35 reconcatenated and reencrypted. Then the header elements
are added and the thus-created package is stored in the

user’s data processor.
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Example 1 contd.
A specific example of how the user pfogram operates
will now be described with reference to Figs 6 and 15.

The example is a continuation of Example 1 above, where
an artist created an image and sent it to a bulletin
board.

Assume that a user has found the image at an elec-
tronic bulletin board (BBS) and is intrested in using it.
He then loads the data package 40 containing the image to
his data processor and stores it as a file in the bulk
storage. The user then executes the user program 35 and
requests to preview the image. The user program then per-
forms steps 1505-1507 of the flow diagram in Fig. 15. The
request for a preview of the image is compared with the
data field of the usage element “code for usage type
approved”. In this example, the code ”“9” designates that
previews are permitted. Thus, the requested preview is
OK. Then, the user program 35 performs step 1509-1515 of
Fig. 15. Since the format code “a” and the security code
“b” of the header data indicate that neither conversion,
nor decompression, nor security treatment is required,
the user program only decrypts the object data. The usage
manager module 1403 then displays tﬁe preview on the
user’s data processor and passes control back to the user
interface 1402.

When the user is finished previewing the image, the
user interface module 1402 displays the costs for usage
of the image in accordance with the price usage data of
the control data (”“price for single use” and “price for
unlimited use” in Fig. 6) and prompts the user to enter a
purchase request. The user decides to buy unlimited use
of the image, and the user interface module 1402 inputs
purchase information, such as an identification, billing,
and address for that request and passes the request to
the control module 140l1. The control module calls the
file transfer program 1409, which dials the artist’s
dial-up number as indicated in the usage data (“”control
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element for artist’s phone number” in Fig. 6) and trans-
fers the request and purchase information to a broker
program on the artist’s data processor. Upon approval of
the purchase, the broker program returns a file contain-
5 ing an update for “usage type approved” control elements.
The update is ”10” for the usage type approved, which in
this example indicates that unlimited use by that user is
permitted. The file transfer program 1409 passes this
update to the usage manager module 1403 which updates the

10 control data with the "usage type approved” code. The
user interface module 1402 then displays a confirmation
message to the user.

Subsequently, the user interface module inputs a
request to copy the image to a file packaged according to

15 this invention, on the user’s machine. The usage manager
module then compares the user request control data. The
usage manager module examines the data filed for ”“usage
type approved”, which now is ”“10”. The usage manager
module copies the image to the file.

20 When the user is finished with the image, the usage
manager module 1403 repackages the image as before except
with updated control data. This repackaging process is
exactly like that shown in Fig. 4, except that the header
and usage data already exist, so the process starts after

25 step 406 where control data is created.

Improved security

If the data object provider wants to improve the
security of a data package containing a data object, a
security module 307 containing a sophisticated encryption

30 algorithm, such as RSA, could be used. In that case the
packaging module 303 calls the security module 307 in
step 412 of the flow diagram of Fig. 4. The security
module encrypts the image and passes a security algorithm
code to the control data creation module 302, which adds

35 a control element for the security module code, which
will be detected by the user program 35. Then the data
packaging continues with step 414. When the data package
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is sent to the user, the public key is mailed to the user
by registered mail. When the user program is executed in
response to a request for usage of this data object, the
usage manager module will detect the security module code

C] in the control data and call the security module. This
module passes control to the user interface module 1402,
which requests the user to input the public key. If the
key is correct, the user security module applies comple-
mentary decryption using that key and passes a usage

10 approved message to the usage manager module, which en-
ables the usage.

As another example of improved security, a security
module may implement an authorization process, according
to which each usage of the data object requires a dial-up

15 to the data processor of the data object provider. When
the corresponding security module code is detected by the
user program 35, the relevant security module is called.
This module passes a request for authorization to the
control module 1401, which calls the file transfer pro-

20 gram 1409, which dial the data object provider’s dial-up
number, which is indicated in a usage element and trans-
fers the request for authorization of usage. Upon a
granted authorization, the data provider’s data processor
returns a usage approved message to the user security

25 module, which forwards the approval tl the usage control
module, which enables one usage. If the user requests
further usages of the data object, the authorization pro-
cess is repeated. This procedures results in a permanent
data object security.

30 Example 2 contd.

A further specific example of how the user program

35 operates will now be described with reference to Fig.
16. The example is a continuation of Example 2 above,
where a user purchased two viewings of a video film from

35 a broker.
The user wants to play the video which was purchased

and transferred from the broker. The user applies the
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user program 35, step 1601, and requests to play the
video, step 1602. The user program 35 first examines the
user set of control data 60, step 1603. In this example,
the user program 35 contains only those format and secu-

S5 rity modules for objects with format code of 0010 and
with a security code of 0010. Consequently, only those
types of data objects may be used. If the program encoun-
ters other codes it will not enable the usage action,
step 1604-1605.

10 Next, the user program 35 compares the first control
element data which is 1, for educational users only, to
user information entered by the user on request of the
user program. Since the user type entered by the user is
the same as that inicated in the first usage element the

15 process continues, steps 1606-1607. Then the user program
checks the second control element data which specifies
that the number of plays purchased is 2. Consequently,
the usage is enabled, step 1609. The user program applies
the decryption module with the universal key and the AVI

20 format video is displayed on the display unit 29. Then,
the second control element data is decremented by one,
step 1610. Finally, the video is repackaged, step 1611
Implementation of Variable and Extensible Object Control:

Object control is achieved through the interaction
25 of the data packaging program 19 and the usage program 35
with the control data. Variation of object control can be
applied to a particular object by creating a control data
format with control elements defining the control varia-
tion and the circumstances in which the variation is app-
30 lied. Program procedures should then be added to program
modules to process the control elements. For example,
suppose a broker wants to allow students to print a par-
ticular article for free but require business users to
pay for it. He defines control elements to represent the
35 user types student and business and the associated costs
for each. He then adds program logic to examine the user
type and calculate costs accordingly. Object control is
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extensible in the sense that the control data format can
have as many elements as there are parameters defining
the rules for object control.

Implementation of Variable and Extensible Object

Security:

Object security is also achieved through the inter-

action of the data packaging program 19 and the user pro-
gram 35 with the control data. Security process and en-
cryption/decryption algorithms can be added as program
modules. Variation of object security can be applied to a
particular object by creating a control data format with
control elements defining the security variation and the
circumstances in which the variation is applied. Program
procedures should be added to program modules to process
the control elements. For example, suppose a broker wants
to apply minimal security to his collection of current
news articles but to apply tight security to his encyclo-
pedia and text books. He defines a control element for
security type. He then adds program logic to apply the
security algorithms accordingly. Object security is
extensible in the sense that multiple levels of security
can be applied. The level of security will of course be
dependent on the encryption/key method which is implemen-
ted in the security modules. One level of security may be
to require online confirmation when loading a data object
to the user’s data processor. This can be implemented in
program code in a security module. This permits the bro-
ker to check that the object has not already been loaded
as well as double check all other parameters.

It is also important to have version control with
time stamping between the usage program and the user’s
control database. Otherwise the database can be duplica-
ted and reapplied to the user program. The user program
can place a time stamp in the control database and in a
hidden system file each time the control database is
accessed. If the time stamps are not identical, the con-
trol database has been tampered with and all usage is
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disabled. Program code for handling time stamps can
reside in a security module.
Handling Composite Objects:
R composite object can be handled by defining a con-
5 trol data format with control elements defining relation-

ships between constituent objects and by defining a
parent/child element and a related object id element. For
example, suppose a broker wants to include a video and a
text book in an educational package. He creates a parent

10 object with control elements referring to the video and
textbook objects: He also includes control elements in
the control data for the video object and the textbook
object referring to the parent object. Finally, he adds
program procedures to program modules to process the

15 control elements.

In other words, when the data object is a composite
data object including at least two constituent data
objects, a respective general set of control data is
created for each of the constituent data object and the

20 composite data object. In response to a request from a
user, a respective user set of control data is created
for each of the constituent data objects as well as for
the composite data object.

Examples of various data package structures for

25 composite objects are given in Fig. 17.

Another side of composite objects is when the user
wants to combine data objects for some particular use.
Combination is a usage action that must be permitted in
each constituent data object. A new data object is

30 created with control data linking the constituent data
objects. Each constituent data object retains its origi-
nal control data which continues to control its subse-
guent usage.

When a user requests authorization for usage of one

35 constituent data object in a composite data object, a
user set of control data is created only for that consti-
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tuent data object and concatenated only with a copy of
that constituent data object.
Scaleable Implementation:

The flexible control data structure and modular pro-
5 gram structure permit almost boundless extensibility with
regard to implementation of the owner’s requirements for
usage control and royalty payment. The control data
structure can include control elements for complex user
types, usage types, multiple billing schemes, artistic or
10 ownership credit requirements and others. Security modu-
les can be included which interact with any variation of
the control data structure and the control data. Security
modules could require a dial up to the brokers data pro-
cessor to approve loading or usage actions and to imple-
15 ment approval authentication mechanisms.
User acting as a broker:
A limited or full implementation of the broker’s

data packaging program can be implemented on the user’s
machine to permit further distribution or reselling. How-
20 ever, only those data objects with control data permit-
ting further distribution or reselling are enabled in
that way.
Rebrokering
An author of a data object may want to allow his

25 original broker to distribute his data objec to other
brokers whom will also distribute his image. He then
includes a control element which enables rebrokering in
tne control data before distributing the data object with
its associated control data to the origingal broker. Upon

30 request for rebrokering, the original broker copies the
general set of control data and updates the copy to
create a user set of control data which will function as
the general set of control data on the subsequent brokers
data processor. The original broker packages the datea

35 object with the user set of control data and transfers
the package to the subsequent broker. The subsequent
broker then proceeds as if he were an original broker.
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Automated transaction negotiation
This is an example of how the predetermined condi-

tions for usage included in the control data can be used

for achieving automated transaction negotiation.

5 Suppose some company wnats to provide a computer
automated stock trading. Buy and sell orders could be
implemented in the form of data packages and a user pro-
gram could process the data packages and execute trans-
actions. Data packages could carry digital cash and

10 manage payment based on conditions defined in the control
data. :

In this example, the buy order is created using a
data packaging program according to the invention on the
buyer’s data processor. The sell order is created using

15 the data packaging program on the seller’s data proces-
sor. Both orders are used by the the user program on the
stock trader’'s data processor. The usages would take the
form of using a sell order data package to sell stock and
a buy order data package to buy stock. The rules or con-

20 ditions for buying and selling stocks could be indicated
in the control data of the packages. The data object con-
sists of digital money. In this context it is important
to remember that digital money is merely data which
references real money or vitual money that is issued and

25 maintained for the purpose of digital transactions.

In this example the buyer starts with a digital
money data file. He uses the data packaging program to
create control data, e.g. kind of stock, price, quantity,
for the purchase, and he then packages the digital money

30 data file and the control data into a secure package as
described above.

The seller starts with an empty data file. This
empty file is analogous to the digital money data file
except it is empty. The seller creates control data, e.g.

35 kind of stock, price, quantity, and packages the empty
file and the control data into a secure package.
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Both the sell order package and the buy order pack-
age are transferred to the data processor of the stock
trading company, where they are received and stored in
the memory. The user program of the stock trading company

5 examines the control data of the buy and sell order
packages in the same way as has been described above and
looks for a match. Upon identifying matched buy and sell
orders the user program executes a transaction, whereby
the digital money is extracted from the buy order data

10 package and transferred to the sell order package. Then
the control data of the data packages is updated to
provide an audit trail. Both packages are repackaged in
the same manner as they were previously packaged and then
transferred back to their authors.

15 The above described technique could be used for
selling and buying any object as well as for automated
negotiations. Payment may be carried out in other ways
than by digital money.

In the general case, the data processor of the user

20 decrypts the usage control elements of the user sets of
control data and examines the usage control elements to
find a match. In response to the finding of a match, the
user’s data processor carries out an action which is
specified in the user set of control data.

25
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CLAIMS

1. A method for managing a data object so as to

comply with predetermined conditions for usage of the
5 data object, comprising the steps of:

- storing the data object in a memory device, where
it is accessible by means of a data object provider’s
data processor;

- creating, by said data processor, a general set of

10 control data for the data object based on said predeter-
mined conditions -for usage, -said general set- of confrol-=
data comprising at least one or more usage control ele-
ments defining usages of the data object which comply
with said predetermined conditions;

15 - storing said general set of control data in a
memory device, where it is accessible by said data pro-
cessor;

- concatenating the general set of control data with
a copy of the data object; and

20 - encrypting at least the copy of the data object
and said one or more usage control elements to create a
secure data package which is ready for transfer to a
user.

2. A method as set forth in claim 1, wherein the

25 step of encrypting comprises encrypting the data object
and the general set of control data.

3. A method as set forth in claims 1 or 2, wherein
the step of creating control data comprises creating an
identifier which uniquely identifies the general set of

30 control data.

4. A method as set forth in claims 1, 2 or 3, where-
in the step of creating a general set of control data
comprises creating a security control element which iden-
tifies a security process to be applied before usage of

35 the data object is allowed.

5. A method as set forth in any of the preceding
claims, wherein the step of creating a general set of
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control data comprises creating a format control element
which identifies the format of the control data.

6. A method as set forth in any of the preceding
claims, comprising the further steps of:

5 - creating, in response to a request for authoriza-
tion for usage of the data object by a user, a user set
of control data, which comprises at least a subset of the
general set of control data, including at least one of
said usage control elements;

10 - using the user set of control data instead of the
general set of control data in said concatenating step;

- using the at least one usage control element of
the user set of control data instead of the one or more
usage control elements of the general set of control data

15 in the encrypting step;

- checking, before allowing transfer of the data
package to the user, that said request for authorization
for usage of the data object has been granted.

7. A method as set forth in any of the preceding

20 claims, further comprising the steps of receiving in said
data processor the request for authorization for usage by
a user; comparing the usage for which authorization is
requested with said one or more usage control elements of
the general set of control data and granting the authori-

25 zation if the usage for which authorization is requested
complies with the usages defined by said one or more
usage control elements.

8. A method as set forth in claim 7, further compri-
sing the step of securing payment for the requested

30 authorization for usage before granting the authoriza-
tion.

9. A method as set forth in any one of claims 6-8,
wherein the data object is composed of at least two con-
stituent data objects and wherein the user set of control

35 data, in response to a request for authorization for
usage of one of said constituent data objects by a user,
is created only for that constituent data object and
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concatenated only with a copy of that constituent data
object.

10. A method as set forth in any one of claims 6-9,
wherein the data provider’s data processor is connected

5 to a data network and the request for authorization is
received from a data processor of the user, which is also
connected to the data network, further comprising the
step of transferring the data package through the data
network to the user’s data processor.

10 11. A method as set forth in any one of claims 6-8
or 10, wherein the data object is a composite data object
including at least two constituent data objects and
wherein the step of creating a general set of control
data comprises the step of creating a respective general

15 set of control data for each of the constituent data
objects and the composite data object and wherein the
step of creating a user set of control data comprises the
step of creating a respective user set of control data
for each of the constituent data objects and the compo-

20 site data object.

12. A method as set forth in any one of claims 6-11,
comprising the further step of storing a copy of the user
set of control data in the data object provider’s proces-
sor.

25 13. A method as set forth in any of the preceding
claims, comprising the further steps of:

- receiving the data package in a user’s data pro-
cessor;

- storing the data package in a memory device where

30 it is accessible by means of the user’s data processor;

- decrypting said one or more usage control ele-
ments;

- checking, in response to a request by the user for
usage of the data object, whether the requested usage

35 complies with the usage defined by the at least one usage
control element of the general set of control data;

Petitioner Apple Inc. - Exhibit 1002, p. 164



WO 96/24092 PCT/SE96/00115
36

- decrypting, in response to the requested usage
complying with the usage defined by the at least one
usage control element of the general set of control data,
the data object and enabling the requested usage, other-

5 wise disabling it.

14. A method as set forth in any one of claims 6-12,
comprising the further steps of:

- receiving the data package in a user’s data pro-
cessor;

10 - storing the data package in a memory device where
it is accessible by means of the user’s data processor;

- decrypting the at least one usage control element
of the user set of control data;

- checking, in response to a request by the user for

15 usage of the data object, whether the reguested usage
complies with the usage defined by the at least one usage
control element of the user set of control data;

- decrypting, in response to the reguested usage
complying with the usage defined by the at least one

20 usage control element of the user set of control data,
the data object and enabling the requested usage, other-
wise disabling it.

15. A method as set forth in claims 13 or 14, com-
prising the further steps of reconcatenating, after the

25 usage of the data object, the data object and the one or
more usage control elements, reencrypting at least the
data object and the one or more usage control elements,
and storing the thus-repackaged data package in the
memory of the user’s data processor.

30 16. A method for controlling the usage by a user of
a data object so as to comply with predetermined condi-
tions for usage of the data object, comprising the steps
of:

- storing a data package in a memory device, where

35 it is accessible by means of a data processor of the
user, said data package comprising the data object and
control data, which comprises at least one usage control
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element defining a usage of the data object which comp-
lies with the predetermined conditions, the data object
and said at least one usage control element being en-

crypted;
5 - receiving a request by the user for usage of the

data object:

- decrypting the control data;

- checking, in response to the request by the user
for usage of the data object, whether the requested usage

10 complies with the usage defined by the at least one usage
control elément of the control data;

-~ decrypting, in response to the requested usage
complying with the usage defined by the at least one
usage control element of the control data, the data

15 object and enabling the requested usage, otherwise dis-
abling it.

17. A method as set forth in claim 16, wherein the
usage control element is updated after the usage of the
data object.

20 18. A method as set forth in claims 16 or 17, where-
in said control data comprises an indication of the
number of times the user is authorized to use the data
object in accordance with said at least one user control
element; wherein the requested usage of the data object

25 is only enabled when said number of times is one or more:
and wherein said number of times is decremented by one
when the requested usage is enabled.

19. A method as set forth in any one of claims
16-18, wherein the control data comprise a security con-

30 trol élement, and further comprising the step of carrying
out, before each usage of the data object, a security
procedure defined in the security control element.

20. A method as set forth in any one of claims
16~-19, wherein the step of checking whether the requested

35 usage complies with the usage defined by the at least one
usage control element comprises the step of checking that
the user’s data processor is capable of carrying out the
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security procedure specified in the security control ele-
ment of the user set of control data, and if not, dis-
abling the usage.

21. A method as set forth in any one of claims

5 16-20, comprising the further steps of reconcatenating,
after the usage of the data object, the data object and
the one or more usage control elements, reencrypting at
least the data object and the one or more usage control
elements, and storing the thus-repackaged data package in

10 the memory of the user’s data processor.

22. B system for managing a data object so as to
comply with predetermined conditions for usage of the
data object, comprising

- first means in the data object provider’s data

15 processor for creating a general set of control data for
the data object based on the predetermined conditions for
usage, said general set of control data comprising at
least one or more usage control elements defining usages
of the data object which comply with the predetermined

20 conditions;

- storing means, which are accessible by means of
said data processor, for storing the data object and the
general set of control data;

- concatenating means for concatenating the general

25 set of control data with a copy of the data object; and

- encrypting means for encrypting the copy of the
data object and at least said one or more usage control
elements to create a secure data package, which is ready
for transfer to a user.

30 23. A system as set forth in claim 22, further com-
prising

- second means in said data processor for creating,
in response to a request for authorization for usage of
the data object by a user, a user set of control data,

35 which comprises at least a subset of the general set of
control data, which subset comprises at least one of said

usage control elements; and
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- checking means in said data processor for checking
that said request for authorization for usage of the data
object has been granted before allowing transfer of the
data package to the user.

5 24. A system as set forth in claims 22 or 23, where-
in the general set of control data comprises a control
data element which defines the right to further distribu-
tion of the data object by the user.

25. A system for controlling the usage by a user of

10 a data object so as to comply with predetermined condi-
tions for usage of the data object, comprising

- storing means for storing a data package which
comprises a data object and a control data comprising at
least one usage control element defining a usage of the

15 data object which complies with the predetermined condi-
tions;

- means for decrypting the at least one usage con-
trol element and the data object;

- checking means for checking whether a usage re-

20 quested by the user complies with the usage defined by
said at least one usage control element;

- enabling means for enabling the usage requested by
the user when the usage complies with the usage defined
by said at least one usage control element:; and

25 - disabling means for disabling the usage requested
by the user when the usage does not comply with the usage
defined by said at least one usage control element.

26. A system as set forth in claim 25, further
comprising means for repackaging the data object after

30 usage thereof. ‘

27. A method for contreolling the usage by a user of
data objects so as to comply with predetermined condi-
tions for usage of the data objects, comprising the steps
of:

35 - storing at least two data packages in a memory
device, where they are accessible by a data processor of

the user, each said data package comprising a data object
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and a user set of control data, which comprises at least
one usage control element defining a usage of the data
object which complies with the predetermined conditions,
the data object and said at least one usage control
5 elements being encrypted:;

- decrypting the usage control elements of the user
sets of control data;

- examining the usage control elements of said at
least two data packages to find a match:

10 - using, in response to the finding of a match, the
data processor to carry out an action, which is specified
in the user sets of control data.

28. A method as set forth in claim 27, comprising
the further steps of updating the usage control element

15 of each data package, reconcatenating after the usage of
the data objects, each of the data object and its usage
control element, reencrypting each of the concatenated
data objects and its usage control element and trans-
ferring the repackaged data objects to their creators.

20
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ENCRYPTION/DECRYPTION APPARATUS WITH NON-ACCESSIBLE
TABLE OF KEYS
Field of the Invention
The presént invention generally pertains to apparatus for encrypting and
5  decrypting data, and more specifically, to apparatus for implementing the encryption
and decryption process with secret encryption keys.
Background of the Invention

Procedures for encrypting and decrypting data for transmission over non-

secure radio or telephone links have been highly refined to meet the needs of the

10  military and industry. An encryption algorithm that is virtually unbreakable in any
reasonable time frame, by even the most powerful of high-speed computers, has been
developed and published by U.S. National Bureau of Standards and sanctioned for use
by industry in this country as an acceptable method for protecting computerized data
conveyed over non-secure channels. In fact, integrated circuits designed specifically
15 for encryption and decryption of data in accordance with this Data Encryption
Algorithm (DEA) are readily available from several vendors, such as Western
Digital™. The algorithm, like most encryption schemes, uses an encryption key to
encrypt data. Successful use of the DEA, and almost any other encryption/decryption
algorithm commonly employed, requires that the station receiving the encrypted

20  transmission have the same key used to encrypt the data in order to decrypt it.
Accordingly, no unauthorized party should know or have access to the encryption key

that is being used. :
Unfortunately, for any prior art encryption/decryption system using the DEA
or similar algorithms, extensive security measures are required for managing and
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periodically changing the encryption keys that are used. Any third party that gains
access to the encryption key being used to encrypt data can tap into a non-secure line
over which encrypted messages are transmitted and then use the key to decrypt
messages that are intercepted. Even if knowledge of the encryption key used is
limited to those operating the encryption/decryption equipment, there can be no
assurance that others outside an organization will not breach security and learn the
encryption key due to failure of someone in the organization to follow security
procedures. As the size of a network over which secure communications must be
maintained expands, the difficulty in managing the encryption keys used on the
network grows exponentially.

Since any person with access to the encryption keys can breach the security of
encrypted communications between members of the network, encryption keys must be
changed on a regular basis. Frequent changes in the encryption keys in use minimizes
the risk of disclosure by individuals that previously had access to the keys. However,
any such change requires that the new encryption keys be distributed to all stations in
the network. Typically, the new encryption keys are hand carried to each station site
by bonded couriers; nevertheless, it is possible that a courier may compromise
security. Even if a security breach does not occur, the cost of regularly distributing
encryption keys to each station of a large network in this manner may be prohibitive.

For these reasons, it is preferable to use encryption keys at each station in a
network that are not known to anyone, even those operating the
encryption/decryption apparatus. Various techniques have been developed to access
encryption keys stored in an electronic memory for this purpose. For example, a new
encryption key can be selected for subsequent encryption of communications between
stations based on the last encryption key that was used, by applying a secret formula
to generate the new key. However, if the formula is discovered or otherwise becomes
known by someone who is outside the organizational network, security of the
encryption system is breached, since that person can generate the encryption keys that
will subsequently be used, simply by applying the formula to any previously
discovered key. _

Clearly, it would be preferable to randomly generate the encryption key that is
used to encrypt data transmitted to another station each time that communications are
initiated. Yet, random generation of an encryption key at one station inherently
renders the receiving station unable to decrypt the message, because it does not have
the encryption key used. What is therefore required are means for transmitting the
encryption key from one station to another in an encrypted form, with some provision
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that enables the receiving station to decrypt the encryption key. Prior art
encryption/decryption apparatus do not provide means to accomplish this task in an
efficient manner that is not easily circumvented. Any key exchange key (KEK) that is
used in the process of transferring an encryption key for encrypting and decrypting the
message to the other station must be available to both stations, but can not be
available to anyone outside the secure network of stations. Even if the encryption
apparatus is available to someone outside the organization, it should be virtually
impossible to discover the KEKs used by stations comprising the network, if secure
communications are to be maintained.

The foregoing aspects and many of the attendant advantages of this invention
over the prior art will become more readily appreciated as the same becomes better
understood by reference to the following detailed description, when taken in
conjunction with the accompanying drawings.

Summary of the Invention

In accordance with the present invention, encryption/decryption apparatus for
ensuring secure communications between two stations include encryption processor
means for encrypting and decrypting data using a session data encryption key (DEK)
that is input thereto. Control means coupled to the encryption processor means are
provided for controlling the operation of the encryption processor means. The
control means supply the encryption processor means with the data for ehcryption and
decryption and with an encryption key for use in encrypting and decrypting the data to
produce an output signal in response to programmed instructions.  These

‘programmed instructions cause the control means to automatically randomly select a

part of a session DEK and to combine it with another part of the session DEK
received from the other station to determine the session DEK that will be used by the
encryption processor means to encrypt data. Non-volatile memory means that are
coupled to the control means store a plurality of key encryption keys that are used by
the encryption processor means in encrypting a part of the session DEK for
transmission to the other station. The control means select the key encryption key
from the plurality of key encryption keys as a function of a check value determined
with the part of the session key.

Within the non-volatile memory means is disposed an internal power source
that provides electrical power to maintain storage of the plurality of key encryption
keys. Potting means encapsulate the encryption processor means, the control means,
and the non-volatile memory means in a radio and light wave opaque material that is
sufficiently hard and resistant to dissolution by solvents to prevent its removal without

Petitioner Apple Inc. - Exhibit 1002, p. 189

PCT/US93/04340



WO 94/03003

10

15

20

25

30

damage to interconnections coupling the non-volatile memory means to the control
means and damage to interconnections supplying electrical power to the non-volatile
memory means from the internal power source. Such damage causes erasure of the
plurality of key encryption keys stored in the non-volatile memory means. In addition,
the control means respond to any attempt to externally interrogate the non-volatile
memory means by causing erasure of the key encryption keys stored therein.

Multiplexer means are coupled to the control means to receive a data signal
and a select signal therefrom, and are also coupled to the encryption processor means,
an output port, and the memory means; the multiplexer means selectively convey the
data signal to one of the encryption processor means, the output port, and the
memory means, in response to the select signal. The control means include a non-
volatile memory for retaining program steps and a unique identification code that
identifies a specific encryption/decryption apparatus. In addition, the control means
include means for locking the control means and its non-volatile memory to prevent
data and program steps from being read externally after storage of the program steps
in the non-volatile memory is complete. The means for locking include means for
encrypting data and memory addresses defining memory storage locations within the
non-volatile memory of the control means and within the non-volatile memory means.

Brief Description of the Drawings

FIGURE 1 is a block diagram of a communications network comprising two
stations, each provided with an encryption/decryption unit (EDU) in accordance with
the present invention, thereby enabling the stations to establish secure
communications over a non-secure line or radio link;

FIGURE 2 is a schematic block diagram of one of the EDUs shown in
FIGURE 1;

FIGURE 3 is a flow chart illustrating the logical steps implemented at one
station by the EDU in selecting and encrypting a first portion of a session encryption
key for transmittal to another station; '

FIGURE 4 is a flow chart illustrating the logical steps implemented by the
EDU at the other station in decrypting the first portion of the session encryption key,
and in selecting and encrypting a second portion of the session encryption key for
transmittal to the one station; and '

FIGURE 5 is a flow chart illustrating the logical steps implemented by the
EDU at the one station to decrypt the second portion of the session encryption key.
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Detailed Description of the Preferred Embodiment
As noted above, one of the more difficult problems in establishing and

maintaining an encrypted communication network is distributing secure DEKSs to each
station in the network on a regular basis. In FIGURE], a simple network for
carrying out encrypted communications is shown generally at reference numeral 10.
Network 10 is shown simply as two stations, including a station 12 and a station 14,
but it will be appreciated that the network can comprise many other such stations.

Both stations 12 and 14 use similar .components for encrypting and decrypting
communications. For example, station 12 includes a data device 16, which may, for
example, comprise a facsimile machine or personal computer (neither shown
separately). Data device 16 is connected through lines 18 to an EDU A 20.
Station 12 uses EDU A 20 to establish secure communications over a non-secure line
(or radio link) 22 with station 14, which includes an EDUB28. EDUB 28 is
connected to a data device 24 over lines 26. Data device 24 is the same type of
device as data device 16. Thus, if data devices 16 and 24 are facsimile machines,
communications network 10 permits secure communication of facsimile information in
an encrypted form between stations 12 and 14 over non-secure line 22.

Because of the manner in which secure communications are established
between EDU A 20 and EDU B 28, tapping into non-secure line 22 using a similar
EDU (not shown) would NOT enable a third party to breach secure communications
between stations 12 and 14. In the preferred form of the present invention,
communications between EDU A 20 and EDU B 28 are carried out using a session
encryption key that is changed with each session and comprises two parts, one part
randomly selected by EDU A 20, and the other part randomly selected by EDU B 28.
Thus, the present invention comprises the EDU at each of the communicating
stations 12 and 14. In establishing secure communications between two stations 12
and 14, the EDU at each station randomly select its respective portion of the session
encryption key, encrypts that portion of the session encryption key, and transmits the
encrypted respective portion of the session encryption key to the other station. Once
both station 12 and station 14 have decrypted the portion of the session encryption
key developed by the other station, the two portions are logically combined at each
station to produce the complete or final session encryption key used for encrypting
data transmitted between stations 12 and 14 during the current session. In addition,
the EDUs are preprogrammed to ensure that the intended station in a two-way
communication link is actually receiving or transmitting the encrypted data, to guard
against a third party tapping into non-secure line 22 with another EDU. The EDUs
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also ensure that the two portions of the session encryption key that are exchanged
between stations 12 and 14 are correctly received and decrypted, thereby protecting
against data errors that might have arisen in the transmission of the encrypted portions
of the session encryption key between the two stations or in their decryption.

A block diagram of EDU 20 is shown in FIGURE 2; EDU 28 is exactly the
same, except for having a different EDU identification number stored within it.
EDU 20 includes a potted module 30 and an external input/output (I/O) bus 32 for
providing interconnections between the EDU and the data device (or to other
components, if the EDU is used as an element of a more extensive data encryption
apparatus) that will provide the data to be encrypted or will receive the data that is
decrypted by the EDU. Module 30, which comprises virtually the entire EDU, is
encapsulated within a radio opaque and light opaque potting compound 34 to prevent
discovery of the internal circuitry and to prevent forced electromagnetic or visual
tapping, monitoring, or other forms of penetration that might be attempted to uncover
encryption keys and other information included therein. The potting compound is
sufficiently hard and resistant to abrasion to prevent its removal without damaging the
components comprising the EDU or at least causing loss of important data stored
therein. Of greatest sensitivity to maintaining the security of communications between
EDUs comprising a network is the need to protect against discovery of KEKs that are
encrypted using a key that is unique to each EDU and is assigned to it when it is
initialized. The encrypted KEKs are stored as tables within each EDU and are utilized
for encrypting portions of the session encryption key that are exchanged between two
stations and subsequently logically combined at each EDU to produce a session DEK
that is used for encryption of data exchanged over non-secure line 22. To avoid
breaching the security of communications on network 10, it is absolutely imperative
that these KEKs not become publicly known.

In the preferred form of module 30, two sets or tables of KEKs are stored in
encrypted form in a random access memory (RAM) 42. One set is called a "public”
set, since each EDU that will be sold will include this set. The other set is a "private”
set of KEKs, which optionally may be randomly generated by a user for distribution to
and storage in those EDUs comprising a private network of stations. The significance
of the KEKs will be apparent from the description that follows. Any attempt to
expose the internal circuitry of module 30 by use of a chemical, solvent, or mechanical
means in order to access RAM 42 electronically or physically so as to access these
data will cause loss of the KEKs that are stored therein. RAM 42 preferably
comprises a Dallas Semiconductor™ type DS 1213 smart socket in which is installed
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a memory integrated circuit (not separately shown) comprising 128K x 8 bits of
storage, i.e., yielding 1,048,576 bits of non-volatile static RAM organized as 131,072
words by 8 bits. This memory integrated circuit is a dual in-line package (DIP)
package configuration of generally conventional design, but the smart socket contains
an internal battery supply (not separately shown) sufficient to maintain data integrity
in the absence of externally applied power for a period in excess of 10 years. Dallas
Semiconductor also supplies an integrated circuit non-volatile memory device that
includes an integral internal battery supply, and this type of device can be used in
place of the smart socket and more conventional memory device combinations. In the
event a chemical solution is used to dissolve potting compound 34 in an attempt to
discover the KEKs stored in RAM 142, the material comprising RAM 142 (smart
socket or memory device that includes the integral internal battery supply) will also be
dissolved, thereby disconnecting the internal battery supply and erasing the KEKs
stored therein.

Operation of module 30 to establish and conduct secure communications is
controlled by a CPU 36, which includes 32K of embedded RAM (not separately
shown). In the preferred embodiment, a Dallas Semiconductor™ type DS 5000
microchip integrated circuit is used for CPU 36. The DS 5000 integrated circuit
includes non-volatile embedded RAM (not separately shown) and all information and
programming stored therein are preserved in the absence of an externally applied
voltage for up to 10years. In addition, the internal data registers and key
configuration registers of the DS 5000 integrated circuit are non-volatile. Data stored
within the embedded RAM that comprise program steps carried out by CPU 36 in
establishing secure communications can be modified after encapsulation of module 30
has been accomplished with potting material 34; however, initial loading of the
embedded RAM within the DS 5000 microchip comprising CPU 36 is accomplished
with a conventional universal asynchronous receiver/transmitter (UART) interface
(not shown) that is connected through external /O bus 32 by lines 76. In addition,
control lines SO connect CPU 36 to external /O bus 32 and convey write, read,
interrupt, and signals for ports 0-3 (P1.0-P1.3) of the CPU.

Data lines (D0-D7) 54 interconnect CPU 36 with RAM 42 and with a
buffer 46. Buffer 46 comprises an SN 74HCT245 octal bus transceiver with a three-
state output that is used to block external access to internal data transfers occurring
within module 30, thereby preventing an external device from accessing KEKs stored
in RAM 42 and other data transferred between components of the module. Buffer 46
is enabled via control signals supplied over a line 74 by CPU 36 when it is appropriate
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to allow bi-directional data transfer to and from external /O bus 32 through lines 52,
and therefore to and from an external device.

To provide additional security, CPU 36 operates in an encrypted mode. The
encrypted mode is deactivated prior to the initial loading of program steps and data
into the embedded RAM of CPU 36. Before the initial loading of program code and
data begins during manufacture of the EDU, a 40-bit encryption mode key is selected
for use by CPU 36 in the encrypted mode. A data encryptor circuit and an address
encryptor circuit (neither separately shown) within CPU 36 respectively control the
form in which the program code is stored in the embedded RAM of the CPU and the
addresses at which it is stored. As the initial loading of program steps is performed,
the data encryptor circuit uses the 40-bit encryption mode key to transform or encrypt
opcodes, operands, and data bytes at each memory location defined by the software.
Similarly, the address encryptor circuit uses the encryption mode key in a different
encryption algorithm to translate or encrypt a logical address of each data byte
location into an encrypted address at which the data are actually stored. The contents
of the embedded RAM are then verified, and the encrypted mode is enabled by setting
a security lock bit. After the security lock bit is set to enable operation in the
encrypted mode, the contents of the CPU's embedded RAM is unintelligible to an
observer that might attempt to tap into its circuitry to discover the program code and
other data stored therein. The address and data encryptor circuitry provides real time
translation or decryption of program code and address locations to CPU 36 during
subsequent operation of the EDU. Only program code and data stored in the CPU's
embedded RAM that does NOT affect secure operation of the EDU can be changed
after the security lock bit is set. Any attempt to externally interrogate the CPU to
discover the 40-bit encryption key causes its erasure, rendering the contents of the
embedded RAM useless. Even if the encrypted program code and data are thereafter
read back from the embedded RAM in CPU 36, they can not be decrypted without the
40-bit encryption mode key, which is lost.

CPU 36 selects a specific storage location for a KEK within RAM 42 by
setting 16 address bits. Lines 58 connect CPU 36 to a latch 44, and lines 60 connect
latch 44 to RAM 42. To minimize the total number of pins required on CPU 36, the
first eight address bits (A0-A7) and eight bits of data (D0-D7) use the same pins on
CPU 36. These address bits and data are alternatively passed between CPU 36,
latch 44, and RAM 42 over lines 58 and 60, respectively. The eight most significant
bits of the address are conveyed on lines 56b directly from CPU 36 to RAM 42 and to
external I/O bus 32. The least significant eight address bits (A0-A7) are carried on
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lines 56a. In the preferred embodiment, the 16 address bits are available on lines 56 at
external /O bus 32 ‘to address the embedded RAM in CPU 36 when it is initially
loaded or subsequently modified.

Although CPU 36 controls the operation of module 30, the actual encryption
and decryption of data is implemented by a data encryption standard (DES)
coprocessor 38. DES coprocessor 38 is designed to encrypt -and decrypt 64-bit
blocks of data using the algorithm specified in the Federal Information Processing
Data Encryption Standard (No. 46). A transfer rate of 807 kilobytes per second is
implemented by DES coprocessor 38 under the control of a 10 megahertz clock
circuit 48, to which the DES coprocessor is connected through lines 70. Data are
transferred between CPU 36 and DES coprocessor 38 over lines 72. In the preferred
embodiment, a Western Digital™ type DES WD20C03A integrated circuit is used
for DES coprocessor 38, although other such devices are available from other
suppliers. A decoder/multiplexer (MUX) 40 is connected through lines 68 to DES
coprocessor 38 and through lines 66 to CPU 36. Decoder/MUX 40 is a three-line to
eight-line circuit that decodes one of eight lines, dependent upon three binary select
inputs and three enable inputs. Lines 66 carry the three binary select signals and the
output signal from decoder/MUX 40 and line 68 carries selectable input 7. In
addition, lines 62 carry selectable inputs 5 and 6 from RAM 42, while lines 64, which
extend between decoderMUX 40 and extemal /O bus32 convey selectable
inputs 0-4. }

The embedded non-volatile RAM in CPU 36 is loaded with the appropriate
program steps for controlling the operation of EDU 20 at the time module 30 is
manufactured. In addition, RAM 42 is loaded with a set of 65,535 public KEKSs that
are randomly generated from over 72 quadrillion possibilities. Each EDU that is thus
produced stores the same table of 65,535 randomly generated public encryption keys.
Any EDU can establish secure encrypted communications with any other EDU using
the public KEKs. Also stored in RAM 42 is a user-generated table of over 65,535
randomly generated private encryption keys. These private KEKs are used for
initiating secure communications with another EDU in the private network that has
the same table of private KEKSs stored within its RAM 42.

The steps involved in establishing secure communications between two EDUs
are shown in FIGURES 3, 4, and 5." Not shown are any handshaking steps necessary
to connect two EDUs in communication with each other so that data for a specific
device can bé transmitted between them. Preferably, such handshaking steps are
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implemented by transmitting predefined data blocks between the two devices, but do
not necessarily require action by either EDU.

In FIGURE 3, a flow chart 100 identifies the steps taken by EDU B 28, acting
as the intended recipient, to establish secure communications. It will be apparent the
steps in flow chart 100 could also be carried out by EDU A 20; however, the choice
was made in the preferred embodiment to have the receiving station start the process
of determining a session data encryption key, thereby avoiding the possibility that a
third party posing as another station might tap into the unsecured line with an EDU to
initiate the secure communications link. The method begins with a start block 102. In
a block 104, EDU B 28 generates a 64-bit random data encryption key 1 (DEK1),
which is one of over 72 quadrillion possible data encryption keys (i.e., all possible
combinations of 56 bits).

The DEKI1 is the first portion of a session data encryption key that will be
subsequently used for transmitting encrypted data between the two EDUs. In a
block 106, EDU B 28 then uses the DEK1 as the encryption key in implementing the
DEA to encrypt one block of data. The use of the DEA to encrypt a single block of
data is referred to as an electronic code book (ECB) method and is carried out by
DES coprocessor 38 under the control of CPU 36. The ECB method employs the
key (DEK1) to encrypt a 64-bit zero function, i.e., a function comprising 64 logical
zeros, the result being used to determine a check value.

In a block 108, a KEK table entry value KEK1 comprising the 16 least
significant bits (LSBs) of the 64-bit check value from block 106 is determined. The
EDU uses the public or private table for KEKs, as specified by EDU A 20 during the
handshaking that preceded establishing the secure communications link. The public
table and private table of KEKs each represent a linear array of data, that can be taken
in groups of four 16-bit words or 64-bits at a time, to define a KEK. The 16 LSBs of
the check value determine the starting point or table entry value in the selected table
to determine the 64 bits used as a KEK, as indicated in a block 110. Using the 64-bit
KEK selected from the table as the encryption key, the EDU encrypts the value DEK1
using the ECB method in a block 112. A cyclic redundancy check (CRC) value for
the KEK table that was selected is then determined in the conventional manner.

In a block 114, the EDU encrypts the KEK table CRC, its own EDU ID
number (which is stored in within module 30 and is not user modifiable), and the
KEK!1 entry value using a predefined header encryption key and the ECB method to
produce an encrypted key header. The header encryption key is stored in the
embedded RAM within CPU 36 at the time that its programming is initially loaded
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and is the same for each EDU. In a block 116, the EDU transmits the encrypted key
header and encrypted DEKI to EDU A 20, which initiated the communication.
Although both parts of this transmission are encrypted, they are encrypted at different
levels of security, since the encrypted key header is always sent encrypted with the
same predefined (although inaccessible) key and the encrypted DEK1 uses a different
key with virtually every communication session between two EDUs. The method for
establishing secure communications continues with the other EDU, at a block B1 118.

In FIGURE 4, a flow chart 120 shows the steps carried out by EDU A 20 (the
EDU that initiated the communication). Flow chart 120 begins at block B1 118 and
proceeds to a block 122 wherein the encrypted key header and encrypted DEK1
received from EDU B 28 are parsed. In a block 124, the encrypted key header is
decrypted using the predefined header encryption key with the ECB method, enabling
the EDU to determine the KEK table CRC, the encoded EDU ID number of the EDU
that transmitted the encrypted header, and KEK1.

A decision block 126 causes the CPU to determine if the KEK table CRC is

correct, thereby ensuring that the KEK table used to encrypted the header is the same

as the KEK table that will be used by EDU A 20. This step prevents two EDUs
from attempting to communicate if they are using different private KEK tables or if
the public table in used by one has become corrupted or is different than the
normal public table of KEKs for some other reason. If the CRC value does not match
the expected value, a block 128 stops communication between the EDUs. Under
most circumstances, however, the KEK table CRC is correct and the logic proceeds
to a block 130. A

In block 130, EDU A 20 determines the 64-bit KEK that was previously
selected from the public or private table by EDU B 28, using the KEK]1 value that it
just received as an offset to enter the table. The 64-bit KEK is then used with the
ECB method to decrypt the value DEK1, as shownina block 132.

In a block 134, a validity check is made to ensure that the decryption process

‘was carried out correctly and that the encrypted data were not affected by noise or
. other problems during transmission. The validity check is carried out by using the

decrypted DEK1 value and the ECB method to encrypt the 64-bit zero function. The
result provides a check value, the 16 LSBs of which are a value KEK1'. The accuracy
of the encryption/decryption process and transmission is confirmed in a decision
block 136 if the EDU determines that KEK 1 equals KEK 1'. If not, a block 138
provides for indicating that an error has occurred in establishing secure
communications, which leads to a stop block 140.
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On the other hand, assuming that KEK 1 equals KEK 1', a block 142 directs
the EDU to generate a 64-bit random value, DEK2, which is the second portion of the
session data encryption key that will be used to encrypt data transmissions between
the two EDUs. In a block 144, EDU A 20 performs a logical XOR to combine the
first portion of the session key, DEK1, and the second portion, DEK?, to determine
the final session data encryption key DEK.

In a block 146, DEK2 is used with the ECB method to encrypt the 64-bit zero
function in order to determine a second check value. Using the 16 LSBs of the check
value in a block 148, the EDU determines a table entry value KEK2. By entering the
specified public or private table at the address offset determined by KEK2, four
consecutive 16-bit words comprising a 64-bit KEK are determined in a block 150.
The EDU uses the value of KEK from the table and the ECB method to encrypt
DEK2 in a block 152.

With the predefined header encryption key, the EDU A 20 encrypts the KEK
table CRC, its own EDU ID, and the table entry value KEK2, producing an encrypted
key header in a block 154. The encrypted key header just produced and the encrypted
DEK2 will be transmitted to EDU B 28 only if the next test is passed in a decision
block 155.

Decision block 155 now determines whether the EDU ID that was decrypted
from the header received from EDU B 28 in block 124 matches that of the EDU that
was initially called, i.e., confirms that the intended recipient has responded. Since the
encryption of the EDU ID is carried out automatically by EDU B 28, and can not be
modified or affected by external signals, it is virtually impossible for a third party to
use another EDU to break into a communications link and take part in establishing
secure communications, since the encrypted EDU ID that is returned to the station
that initiated the communication would then not match the expected EDU ID. A
negative response to decision block 155 causes the process for establishing secure
communications to be halted at a stop block 157. Otherwise, the process for
establishing a secure communications link proceeds to a block 156. Block 156
provides for transmitting the encrypted key header and encrypted DEK2 to the other
EDU, i.e., to EDUB 28, which is the intended recipient for subsequent encrypted
communications. Thereafter, the logic proceeds to a block A2 158 in FIGURE 5.

FIGURE 5 illustrates a flow chart 160 defining the steps next implemented by
EDU B 28. Following block 158, a block 162 provides for parsing the encrypted key
header and encrypted DEK2. The encrypted key header is then decrypted in a
block 164 using the ECB method in connection with the predefined header encryption
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key, enabling EDUB 28 to determine the KEK table CRC, the EDU ID of the
transmitting station, and the KEK2 table entry value. In a decision block 166,
EDU B 28 determines if the KEK table CRC value is correct, i.e., confirms that the
public or private table of KEKs used by EDU A 20 is the same as that being used by
EDUB 28. If not, the communication process is halted at a block 168. Otherwise,
the process continues with a block 170.

Block 170 provides for selecting a 64-bit KEK from the designated table of
KEKs using the entry value KEK2 as an offset. In a block 172, the EDU uses the
selected KEK value in connection with the ECB method to decrypt the encrypted
DEK2. It then performs a validity check in a block 174, by using the DEK2 value in
connection with the ECB method to encrypt the 64-bit zero function, thereby
determining a check value and a table entry value KEK 2' that is based upon the 16
LSBs of the check value. A decision block 176 causes CPU 36 to determine if the
decrypted KEK2 equals KEK2' that was just determined in block 174. If not, a
block 178 provides for indicating that an error has occurred, leading to a stop
block 180.

However, assuming that the validity check has a positive response, in a
block 182, the EDU logically XORs DEK1 and DEK2 to determine the value of DEK
for this session. At this point, both the receiving and transmitting station EDUs have
established the current session data encryption key DEK. Before the communication
session can proceed, one final check is made in a decision block 183.

Decision block 183 determines if the EDU ID sent by EDU A 20 in the key
header that was decrypted in block 164 by EDU B 28 matches an expected EDU ID.
If not, block 180 stops the process of establishing secure communications between the
two EDUs. Decision block 183 thus determines if a third EDU has been used to
intercept communications between EDU A 20 and EDUB28; if not, the
communication of encrypted data proceeds at a block 184.

The session DEK is used in a block 184 by EDU A 20 to encrypt data (such as
facsimile or computer data) for transmission to EDU B 28, which then decrypts it
using the same DEK. When EDU B 28 determines that the last of the data to be
transmitted has been received and decrypted, a block 186 provides for resetting both
EDUs to await the next communication. Thereafter, a stop block 188 terminates
further communication between the two stations.

During the process of establishing secure communications, neither of the
EDUs linking together transmits DEK1 or DEK?2 in the clear. Either the public or
private table of KEKs is used for encrypting the first and second portions of the
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current session DEK. Consequently, only another EDU provided with the same
control program and the same table of KEKs (producing the same CRC value) would
be able to decrypt either the encrypted first or second portions of the DEK. Since the
software program controlling the operation of the EDUs requires that the EDU ID
number of the stations be encrypted as part of the key header information that is
exchanged, a third EDU cannot be used to surreptitiously substitute for the intended
receiving station or transmitting station during the establishment of the secure
communication link. Consequently, only the two EDUs at the receiving and
transmitting stations comprising a link are able to communicate to establish a session
DEK and thereafter carry on secure communications.

Only an EDU having the same session DEK used to encrypt data can decrypt
the data. Furthermore, although any EDU can establish secure communications with
any other EDU using the public table of KEKs, only EDUs having the same private
table of KEKs (determined from the KEK table CRC value) can establish a
session DEK to communicate with each other. As a result, a corporation that
generates its own table of private KEKs can ensure that secure communications are
initiated only with other stations comprising its private network that include the same -
table of private KEKs.

While the DES algorithm is used in the preferred form of the present
invention, it will be appreciated that other encryption algorithms that use an
encryption key can also be employed. Further, when determining a check value, a
predefined function other than the zero function can be used. It should also be
apparent that the encrypted key header need not include the EDU ID, if a lower level
of security is acceptable, for example, in a local network of EDUs exclusively using
private KEKs. These and other modifications to the present invention will be
apparent to those of ordinary skill in the art. Accordingly, it is not intended that the
invention be in any way limited by the description of the preferred embodiment and
modifications thereto, but instead that the scope of the invention be determined
entirely by reference to the claims that follow. ‘
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The embodiments of the invention in which an exclusive property or privilege
is claimed are defined as follows:

1. Encryption/decryption apparatus for ensuring secure communications
between two stations, said encryption/decryption apparatus disposed at each station
comprising:

(a) encryption processor means for encrypting and decrypting data
using an encryption key that is input thereto;

(b)  control means, coupled to the encryption processor means, for
controlling the operation of the encryption processor means, said control means
supplying the encryption processor means with data for encryption and decryption
and with the encryption key for use in encrypting and decrypting the data to produce
an output signal in response to programmed instructions that cause it to automatically
randomly select a part of a session data encryption key for use by the encryption
processor means to encrypt data when combined with another part of the session data
encfyption key received from the other station; and

() non-volatile memory means, coupled to the control means, for
storing a plurality of key encryption keys used by the encryption processor means in
encrypting the part of the session data encryption key for transmission to the other
station, said control means selecting the key encryption key from said plurality of key
encryption keys as a function of a check value determined by the control means with
the part of the session key.

2. . The encryption/decryption apparatus of Claim 1, wherein said
non-volatile memory means include an internal power source that supplies electrical
power to maintain storage of the plurality of key encryption keys.

3. The encryption/decryption apparatus of Claim 1, further comprising
potting means for encapsulating the encryption processor means, the control means,
and the non-volatile memory means in a radio and light wave opaque material, said
potting means being sufficiently hard and resistant to dissolution by solvents to
prevent its removal without causing damage to interconnections coupling the
non-volatile memory means to the control means and damage to interconnections
supplying electrical power to the non-volatile memory means from the internal power
source, such damage causing erasure of the plurality of key encryption keys stored in
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the non-volatile memory means, said control means also responding to any attempt to
externally interrogate the non-volatile memory means by causing erasure of the key
encryption keys stored therein.

4 The encryption/decryption apparatus of Claim 1, further comprising
multiplexer means, coupled to the control means to receive a select signal therefrom,
and coupled to the encryption processor means, an output port, and the memory
means, for selectively conveying a data signal thereto in response to the select signal.

S. The encryption/decryption apparatus of Claim 1, wherein the control
means include a non-volatile memory for storing the programmed instructions and for
storing a unique identification code that identifies a specific encryption/decryption
apparatus.

6. The encryption/decryption apparatus of Claim 5, wherein the control
means include means for locking the control means and its non-volatile memory to
prevent data and program steps from being read externally or changed after storage of
the programmed instructions in said non-volatile memory is complete.

7. The encryption/decryption apparatus of Claim 6, wherein the means
for locking include means for encrypting data and memory addresses defining memory
storage locations within the non-volatile memory of the control means and within the
non-volatile memory means.

8. Encryption/decryption apparatus for ensuring secure communications,
comprising:

(a)  processor means for randomly selecting a partial session data
encryption key;

(b)  encryption means for encrypting the partial session data
encryption key, producing an encrypted part key and decrypting another partial
session data encryption key selected at another location; and

(c)  means for conveying the encrypted part key to an output port
so that it can be transmitted to the other location and for conveying an encrypted
signal from an input port, said encryption means decrypting the other partial session
data encryption key received from the other location as the encrypted signal, said
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processor means combining the partial session data encryption key to determine the

current session data encryption key that is subsequently used by it to encrypt data

sransmitted to the other location and to decrypt encrypted signals received from the
_ other location.

9. The encryption/decryption apparatus of Claim 8, further comprising
memory means for storing a plurality of key encryption keys, wherein the encryption
means select a specific key encryption key from the plurality of key encryption keys as
a function of a check value, said encryption means encrypting a predefined set of
characters with said part of the encryption key to determine the check value.

10.  The encryption/decryption apparatus of Claim 9, wherein the means
for transmitting also transmit the check value determined by the encryption means.

11. The encryption/decryption apparatus of Claim 10, wherein the
decryption means use a check value received from said other location to determine a
specific key encryption key that was used to encrypt the other partial session data

encryption key.

12.  The encryption/decryption apparatus of Claim 11, wherein:
: (a) the encryption means use the other partial session data
encryption key decrypted by the decryption means to encrypt the predefined set of
characters, producing a test value;

(b)  said processor means compare the test value with a check value
received from the other location and detect an error if the test value differs from said
check value received from the other location; and

(c) if an error is detected in (b), said processor means halt

communications with said other location.

13.  The encryption/decryption apparatus of Claim 9, wherein said memory
means store a unique identification code for that apparatus.
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14.  The encryption/decryption apparatus of Claim 9, wherein the memory
means comprise a non-volatile memory circuit including an internal power source,
said internal power source supplying electrical current to the non-volatile memory
circuit to retain data stored therein, said memory means being encapsulated in a
material that precludes physical inspection of the memory circuit, preventing
discovery of the data stored therein, further comprising means for interrupting
electrical current supplied from the internal power source to the memory circuit so
that the data stored therein are erased if the material encapsulating the memory means
is removed therefrom.

15. The encryption/decryption apparatus of Claim 8, wherein the
processor means comprise a central processing unit that is programmed to control the
encryption means and the decryption means according to a predefined set of
instructions.

16. The encryption/decryption apparatus of Claim 8, wherein the
encryption means comprise an integrated circuit that implements encryption and
decryption of data from a plurality of sources in response to signals from the
processor means, using the current session data encryption key, in accordance with a
predefined encryption algorithm and a corresponding predefined decryption algorithm.

17.  The encryption/decryption apparatus of Claim 9, wherein the memory
means store a plurality of sets of key exchange keys, further comprising means for
selecting one of the sets of key exchange keys from which the specific key exchange
key is determined.

18.  Encryption/decryption apparatus for ensuring secure communications,
comprising:
(@  a sealed circuit encapsulated in a material opaque to radio and
light waves, said sealed circuit comprising:
® a central processing unit that receives and transmits
data in both an encrypted and decrypted form;
G) a membry circuit coupled to the central processing unit,
at least one predefined set of key exchange keys being stored in the memory circuit,
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said key exchange keys stored in the memory circuit being externally inaccessible,
both physically by inspection and by downloading through the central processing unit;

(ii) an encryption/decryption coprocessor coupled to the
central processing unit to receive data therefrom, said encryption/decryption
coprocessor encrypting and decrypting the data under control of the central
processing unit based upon a specified encryption key, the encryption/decryption
coprocessor selectively generating a second set of key exchange keys that are also
stored in the memory circuit;

(b)  connector means for interconnecting the sealed circuit with
external data input and output lines, the encryption/decryption coprocessor selectively
encrypting the second set of key exchange keys and the connector means conveying
the second set of key exchange keys in an encrypted form to an external device for
distribution to other encryption/decryption apparatus comprising a limited network,
whereby only encryption/decryption apparatus comprising the limited network can
securely communicate with each other using the second set of key exchange keys, but
can securely communicate with other like encryption/decryption apparatus that do not
comprise the limited network using the predefined set of key exchange keys.

19.  The encryption/decryption apparatus of Claim 18, further comprising
memory means coupled to the central processing unit, for storing program steps
controlling automatic determination of a session data encryption key for use in
encrypting and decrypting data, said session data encryption key being determined in
part by the central processing unit logically combining a first randomly selected
portion of the session data encryption key that is received in an encrypted form from
another location with a second randomly selected portion of the session data
encryption key that the central processing unit transmits to the other location in an
encrypted form.

20.  The encryption/decryption apparatus of Claim 19, wherein one of the
predefined set and the second set of key exchange keys is selectively used for
encrypting said other portion of the session data encryption key.

21.  The encryption/decryption apparatus of Claim 18, wherein the memory
circuit stores a unique identification code for the sealed circuit that can not be
changed, said central processing unit halting operation of the sealed circuit if data are
received from the other location that specify a different identification code, thereby
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preventing secure communications with an unintended encryption/decryption

apparatus.

22.  Encryption/decryption apparatus for ensuring secure communications
between two stations, comprising:

(a)  first processor means at one of the stations for randomly
selecting a first part encryption key and second processor means at the other of the
two stations for randomly selecting a second part encryption key;

(b)  encryption means at said one station for encrypting the first
part encryption key, producing an encrypted first part key;

()  means for transmitting the encrypted first part key to said other
station; .

(d) decryption means at said other station for decrypting the
encrypted first part key to determine the first part encryption key;

(e) encryption means at said other station for encrypting the
second part encryption key, producing an encrypted second part key,

® means for transmitting the encrypted second part key to said
one station; and '

(g)  decryption means at said one station for decrypting the
encrypted second part key to determine the second part encryption key, said first
processor means at said one station and said second processor means at said other
station then combining the first part encryption key and the second part encryption
key to determine an encryption key that is used to encrypt and decrypt subsequent
communications between the two stations.

23.  The encryption/decryption apparatus of Claim 21, further comprising
memory means for storing a plurality of key encryption keys at each of the two
stations, wherein the encryption means at each station select a specific key encryption

* key from the plurality of key encryption keys as a function of a first check value and a
second check value, respectively, said encryption means at said one station encrypting
a predefined set of characters with said first part encryption key to determine the first
check value, and said encryption means at said other station encrypting the predefined
set of characters with said second part encryption key to determine said second check

value.
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24.  The encryption/decryption apparatus of Claim 22, wherein the means
for transmitting from each station also transmit the respective first or second check
value determined by the encryption means at each station.

25. The encryption/decryption apparatus of Claim 23, wherein the
decryption means at said other station use the first check value received from said one
station to determine the specific key encryption key that was used by the encryption
means at sa1d one station to encrypt the first part encryption key, and wherein the
decryption means at said one station use the second check value received from said
other station to determine the specific key encryption key that was used by the
encryption means at said other station to encrypt the second part encryption key.

26.  The encryption/decryption apparatus of Claim 24, wherein:

(a) the encryption means at said other station uses the first
encryption key decrypted by the decryption means to encrypt the predefined set of
characters producing a test check value;

()  said second processor means compares the test check value
with the first check value and detects an error if the test check value differs from the
first check value;

(c) the encryption means at said one station uses the second
encryption key decrypted by the decryption means to encrypt the predefined set of
characters, producing a test check value;

(d)  said first processor means at said one station compares the test
check value with the second check value and detects an error if the test check value
differs from the second check value; and

(e)  if an error is detected in (b), said second pracessor means halt
communications with said one station, and if an error is detected in (d), said first
processor means halt communications with said other station.

27. The encryption/decryption apparatus of Claim 22, wherein said
memory means at each station store a unique identification code for that station.

28. The encryption/decryption apparatus of Claim 26, wherein the
encryption means at said one station encrypt the unique identification code of said
other station, the means for transmitting then transmitting an encrypted identification
code to said other station, said decryption means at said other station decrypting the
unique identification code.
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29.  The encryption/decryption apparatus of Claim 27, wherein said second
processor means compare the decrypted unique identification code with the unique
identification code stored in the memory means and if not identical, halt
communications with said one station.

Petitioner Apple Inc. - Exhibit 1002, p. 208



PCT/US93/04340

WO 94/03003

bO1d
.c\

w“:
< wNW 8z7) MNN

AIIAA A q JNIT 01V HO

1/5

MNN

V)ow

vLva nai ANIT HANIAS—-NON

V
nad

b

8/

M/.o\

HIIATA
viva

Petitioner Apple Inc. - Exhibit 1002, p. 209



PCT/US93/04340

WO 94/03003

2/5

£ id-0'1d ¢ wem

JINT . ‘

Em,m 92 2S 96 o
0§ aM LHVN La-0d SlV-0V

0/T TVNYALXT 43 e
, \ ] w
o -----------:::,-----:-----:----:--M ....... NOILVINSdVINT
1057 £9¢ |§Es Rirags L #9
" ©
. A VY 5 XOW/dTA023d
! S S ¢9 ‘ Loy
L . g
5| S R Log 9951 1589 i
| O Vo .
Ql -

m w,&\ | O §| | moavt |y ¥201)
| F»N m. -
“ dTAAN d-od Jmm E/ﬂ e
“ 1 L 598 m
i
i
" q0SSAI0Ud0)
" Ad? Lo sqq
! La-0a

Petitioner Apple Inc. - Exhibit 1002, p. 210



WO 94/03003 PCT/US93/04340

3/5

START
102 AT

4

704 7) [ GENERATE 64-BIT
RANDOM DEKT

Y
USING DEK1, ECB
106 METHOD ENCRYPT
7\ 64—-BIT ZERO
FUNCTION TO
DETERMINE CHECK
VALUE

Y

DETERMINE KEK TABLE
108 ’L ENTRY VALUE KEK1 AS
FUNCTION OF 16 LSB

OF CHECK VALUE

Y

11 01 SELECT 64-BIT KEK
FROM TABLE USING
KEK1 AS OFFSET

!
1127) |ENCRYPT DEK1 WITH
KEK FROM TABLE
USING ECB METHOD
¥

ENCRYPT KEK TABLE CRC,
114 7\ EDU ID, & KEK1 USING
HEADER ENCRYPT KEY &
ECB METHOD TO PRODUCFE
ENCRYPTED KEY HEADER

Y

116 ’L TRANSMIT ENCRYPTED
KEY HEADER & ENCRYPTED
DEK1 TO OTHER EDU

<D
118

100> FIG. 3.

Petitioner Apple Inc. - Exhibit 1002, p. 211



WO 94/03003

8

g‘122

124

START 11
B1

PARSE ENCRYPTED
KEY HEADER &
ENCRYPTED DEK1
¥

DECRYPT ENCRYPTED
KEY HEADER WITH
HEADER ENCRYPT
KEY, ECB METHOD TO

DETERMINE KEK
TABLE CRC, EDU ID, &

KEK1 CHECK DIGIT

y

TABLE CRC
CORRECT
?

1301

PCT/US93/04340

4/5

1421

GENERATE 64—-BIT
RANDOM DEKZ

¥

144 XOR DEK1
’L & DEK2 TO
DETERMINE
DEK
146 ’l T

USING DEK2, ECB
METHOD ENCRYPT
64—-BIT ZERO
FUNCTION TO
DETERMINE

CHECK VALUE
1481 ;"

DETERMINE KEK TABLE

ENTRY VALUE KEK2 AS

FUNCTION OF 16 LSB
OF CHECK VALUE

¥

SELECT 64-BIT KEK
FROM TABLE USING

SELECT 64-BIT
KEK FROM TABLE
USING KEK{! CHECK
DIGIT AS OFFSET

v

DECRYPT ENCRYPTED
DEK1 USING KEK,
ECB METHOD

)

USING DEK1, ECB
METHOD ENCRYPT
64—-BIT ZERO
FUNCTION TO
DETERMINE CHECK
VALUE & KEKT1’

1343

1327

YES

136
NO

INDICATE
138— " ERROR

140

FIG. 4.

KEK2 AS OFFSET
¥

\ENCRYPT DEKZ WITH,
KEK FROM TABLFE
USING ECB METHOD

!

1541
ENCRYPT KEK TABLE
CRC, EDU ID, & KEKZ2
USING HEADER ENCRYPT
KEY & ECB METHOD
TO PRODUCE ENCRYPTED

KEY HEADER

MATCH THAT
OF EDU THAT
WAS CALLED

TRANSMIT ENCRYPTED
KEY HEADER & ENCRYPTED
DEK2 TO OTHER EDU

156'5 @ 2 ’
120

158

Petitioner Apple Inc. - Exhibit 1002, p. 212



WO 94/03003 ' PCT/US93/04340

j 162
PARSE ENCRYPTED
KEY HEADER &
ENCRYPTED DEKZ2
Y 164
DECRYPT ENCRYPTED ]S
KEY HEADER WITH 160
HEADER ENCRYPT 5
KEY, ECB METHOD
TO DETERMINE KEK
TABLE CRC,
EDU ID, & KEKZ2

5/5

166

IS
KEK
TABLE CRC
CORRECT

168

1701

SELECT 64-BIT
KEK FROM TABLE

USING KEK2 AS YES INDICATE
OFFSET 178 S|_ERROR
1827

1729 XOR DEK1
& DEK2 TO STOP

DECRYPT ENCRYPTED DETERMINE

DEK2 USING KEK, DEK 180
ECB METHOD

¥

USING DEKZ2, ECB
METHOD ENCRYPT
64—-BIT ZERO
FUNCTION TO
DETERMINE CHECK
VALUE & KEKZ2'

183

DOES
DECRYPTED
EDU ID MATCH
EXPECTED
E'Dlg ID

YES
174~Y L USE DEK,
ECB METHOD 184
ENCRYPTION & j
DECRYPTION
OF DATA

T 5186‘

RESET WHEN DONE

FIG. 5.

Petitioner Apple Inc. - Exhibit 1002, p. 213




INTERNATIONAL SEARCH REPORT International application No.
PCT/US93/04340

A. CLASSIFICATION OF SUBJECT MATTER
IPC(5) :HO4L 9/00
US CL :380/21, 49, 28
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED
Minimum documentation searched (classification system followed by classification symbols)
U.S. : 380721, 49, 28

Documentation searched other than minimum documentation to the extent that such documents are included in the ficlds searched
380/52, 46

Electronic data base consulted during the international search (name of data base and, where practicable, scarch terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* |  Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US, A 5,029,208 (Tanaka) 02 July 1991 1-29
A US, A 5,124,117 (Tatebayashi, et al.) 23 June 1992 1-29
A, P US, A 5,144,665 (Takaragi, et al.) 01 September 1992 1-29
A US, A 4,607,137 (Jansen, et al.) 19 August 1986 1-29
| A US, A RE33189 (Lee, et al.) 27 March 1990 1-29
A US, A 4,578,531 (Everhart, et al.) 25 March 1986 [ 1-29
A US, A 4,876,716 (Okamoto) 24 October 1989 1-29

D FunherdocmmumﬁhedintheeonﬁnunﬁonofBoxC. D See patent family annex.

. Spa:'-lalc‘ot'uofcidm T mmwmmmmm«m
A" defining the general stats of the art which is oot considered mmh“”m,""'."..4"',,,'“"“""""m""“w”'“'" ’
hhpmdmhw o =g o
. . . . °X* d of d jon canact be
E carficr document published oa or after the intcrmational fling date Wmdmmhmd«dumhnmnq
L wmmWMJMm-)uvm when the document is taken alone
to ther citation or
special m“) Y* dmdmmmmmmh
Fonscn (s . step when the document is
*0* de-nmm-;m«m mbndvnhmnme&undm such combination
being obvious to 8 person skilled in the art
P Mpwuumnummmuwm " document member of the samo patent family
the priority date cleimed -
Date of the actual completion of the international search Date of mailing of the international search report
10 August 1993 2 6 AUG 1993
Name and mailing address of the ISA/US Authonud
g:nmmm of Patents and Trademarks ’ .gr
x PCT
Washington, D.C. 20231 D“"d Cain
Facsimile No. NOT APPLICABLE ‘Telephone No. 308-0463

Form PCT/ISA/210 (second sheet)(July 1992)x

Petitioner Apple Inc. - Exhibit 1002, p.‘214 |



ﬂr*( s

PCI‘ WORLD INTELLECTUAL PROPERTY ORGANIZATION
International Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 5 : (11) International Publication Number: WO 93/11480
GO6F 1/00, 11/34 Al (43) International Publication Date: 10 June 1993 (10.06.93)
(21) International Application Number: PCT/US92/10215 | (81) Designated States: CA, JP, European patent (AT, BE, CH,

(22) International Filing Date: 24 November 1992 (24.11.92)

(30) Priority data:

07/798,934 27 November 1991 (27.11.91) US

(71) Applicant: INTERGRAPH CORPORATION [US/US);

One Madison Industrial Park, Huntsville, AL 35894

(US).

(72) Inventors: BAINS, Jeffrey, E. ; 134 Michli Road, Madison,
AL 35758 (US). CASE, Willard, W. ; 104 Arden Avenue,

Madison, AL 35758 (US).

(74) Agents: SUNSTEIN, Bruce, D. et al.; Bromberg & Sun-
stein, 10 West Street, Boston, MA 02111 (US).

DE, DK, ES, FR, GB, GR, IE, IT, LU, MC, NL, PT,
SE).

Published
With international search report,

(54) Title: SYSTEM AND METHOD FOR NETWORK LICENSE ADMINISTRATION

(57) Abstract
Disclosed is a system for administration, on a computer ne- n
twork, of license terms (a so-called License server) for a software -~
product (12a, 12b... 12j) provided to said network. Said license 120 12b 12j  LOCAL SYSTEMW
server (17c, 18a, 18b) being realized by one of the network compu- / / 5

ters and which tasks comprise e.g. tracking of a software product
(12a, 12b... 12j) usage in the system, issuing usage permits (li-
censes) to the different network users in accordance with prede-
fined conditions, monitoring expirations and violations (e.g. the
maximum number of users simultaneously using a software pro-
duct) of issued licenses and when necessary, withdrawing issued
software product licenses. In one embodiment, the system in-
cludes a policy server database (14) maintained on each node (11)
of the system, where said predefined conditions are specified un-
der which usage of a software product (12a, 12b... 12j) is permit-
ted at the respective system nodes (11). Each node also has a poli-
cy server “daemon” (16) in association with said policy server
database (14) for interaction with the license server (17c, 182, 18b)

in order to enforce license terms for a software product.

18g 18 17c
NetlS Suntic HIGHLANDS
LICENSE LUCENSE LICENSE
SERVERS SERVERS SERVERS

Petitioner Apple Inc. - Exhibit 1002, p. 215



Codes used to identify States party to th
applications under the PCT.

FOR THE PURPOSES OF INFORMATION ONLY

e PCT on the front pages of pamphlets publishing international

AT Austria FR Frunce MR Mauritania

AU Australia GA Gabon Mw Malawi

BB Barbadus GB Untied Kingdom NL Netherlands

BE Belgium GN Guinca NO: Norway

BF Burkina Faso GR Greece NZ New Zealand

BG Bulgaria Hy Hungary PL Poland

BJ) Beain 1E Iretand PT Portugal

BR Brazil 1T Italy RO Romania

CA Canada JP Japan RU Russiun Federation
CF Central African Republic KP Democeatis People’s Republic SD Sudan

CcG Congo of Korea SE Sweden

CH Switzecland KR Republic of Korea SK Slovak Republic
a Cate d'lvoire KZ Kazakhstan SN Sencgal

CM Camuroon L) Licchtenstein SuU Sovict Union

cs Caechoslovakia B LK Sri lanka TD Chad

Ccz Czech Republic Ly Luacmbaoury TG Togo

DE Gurmany mC Monaco UA Ukraine

DK Denmark MG Madagasear us United States of America
ES Spain ML Mali VN Viet Nam

Fl Finland MN Mongolia

Petitioner Apple Inc. - Exhibit 1002, p. 216



10

15

20

25

30

35

WO 93/11480

-1-
SYSTEM AND METHOD FOR NETWORK LICENSE ADMINISTRATION

Technical Field

The present invention relates to systems and methods
for controlling and monitoring the use, on computers and
computer networks, of computer programs.

Background Art
As computers have proliferated in availability, the

investment in computer software has also grown, and there
have been developed various methods for charging the
computer user for use of computer software products.
Typically computer software products are licensed, rather
than sold, to the computer user under various arrangements.
The simplest common license arrangement gives the user the
right to use a software product on a single computer, i.e.,
to employ only one central processing unit (CPU) in
connection with operation of the software product. Although
many such licenses are for indefinite periods of time, a
license may also be for a limited duration and extendable,
so that the entity marketing the product can charge a
periodic fee (for example, annually) for use of the software
product. Or use may be absolutely time-limited (for
example, one-day), so that the user may evaluate the
software product for possible purchase of a regular license.
Since software can be copied and moved easily from one
like machine to another, companies have invented methods to
prevent unauthorized use of their software products. Some
licensors require passwords to activate software on a
particular machine. The password may be keyed to the
hardware's identification number as a condition for
operation of the software. Such systems can effectively
lock software to a particular machine, but do not address
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software that is licensed for concurrent or simultaneous

use. Some licensors use hardware locks that attach to a

parallel printer port or a serial port on a machine; each
time the software is activated, it looks for a specified
code, in the hardware lock, as a condition for operation of
the software. Using hardware locks resolves the problem of
unauthorized moving of software among machines; however,
hardware locks do not handle multiple software products on a
single machine, and they require time and expense to deliver
to the end user.

When computer software products are used in a network
environment (which may include computers running in various
roles as workstations and servers of various types linked
together over a data path), additional licensing challenges
are present. For example, a network may perhit a user at
one node (which may be a terminal or workstation, for
instance) to utilize a software product running at another
node (which may be the network server or even another work-
station). Consequently, the terms of the single-computer
type of software license might not cover the usage of the
software product on the network, or worse still (from the
point of view of the licensor) might actually permit such
usage without additional compensation to the licensor. One
approach to network licensing is to grant permission to use

the program based on all of the nodes on the network, and to
Then typically the license

a

require a license for each node.
fee may be increased as the number of nodes on the network

increases. Another approach bases the license fee for a
software product running on a network on the total number of
individual users who might actually run the software,
regardless of the number of nodes either on the network or
running the software product at a given time. These
approaches, however, have usually required the cooperation
of the licensee, because additional nodes may be added to
the network, or additional users may utilize the software,
without the knowledge of the licensor, who is typically not
present on the premises of the licensee. The licensor may

P
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reserve the right to audit the licensee's site, but such an
audit is intrusive, expensive, and may alienate potential or
actual customers for licenses. Although other approaches
exist under which one might charge a single fee per server
or per site or per entity, often on an individually
negotiated basis, these approaches are often impractical or
inflexible, in that they also typically do not take into
account the possible wide variation over time in the number
of nodes or users and also require reliance on licensee
cooperation.

The same circumstances'that make license enforcement
difficult for the licensors of software products for a
network environment also make license compliance difficult
for the conscientious administrator, for example, of a
Management Information System (MIS) or Computer Aided Design
(CAD) department of a company using software products. The
administrator may be called upon to ensure that the number
of workstations using a variety of software products in a
network environment complies with the terms of a variety of
license agreements. Such an administrator may have to
develop and promulgate a series of directives about the
terms of permitted workstation usage and must depend
primarily upon the goodwill and voluntary compliance of unit
personnel with such directives.

Recently it has become practical in some network
environments to determine and limit the number of nodes that
may access a software product at a given time, and to charge
a license fee based on the maximum number of nodes that are
permitted to use the software product concurrently. This is
called "concurrent licensing”. 1In these environments, a
computer program, acting as "librarian" and running on a
conmputer node designated as a license server, is typically
used to distribute license keys (sometimes called "“tokens")
over the network to nodes requesting access to run a
software product; the number of keys is tracked by the
librarian; and if at a given time, the permitted maximum
number of keys would be exceeded by usage of the software
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product on a reguesting node, the node can be denied, at

such time, access to invoke the software product. )
Examples of software-based concurrent licensing ’

arrangements may be found in Unix applications running in
]

connection with software products sold under the trademarks
NetLsS (available from Gradient Technologies, Inc., 577 Main
Street, Suite 4, Hudson, Massachusetts 01749), and SunLic
(available from Sun Microsystems, Inc., Mountain View,
California), and Flexible License Manager (available from
Highland Software, Inc., 1001 Elwell Court, Palo Alto,
California 94303 ). However these arrangements suffer from
a number of disadvantages. NetlsS, for example, includes
mechanisms for tracking which nodes have been given keys to
run a given software product and the number of keys

available for running such software product. However, it is

up to the designers of each software product to program such
product to implement the terms of any license agreement,
and, in particular, to program into the product calls to the
NetLS software to provide information to the computer
running the software product and to write code in the
applicable product to prevent use of the product when the

license terms have not been obeyed. Thus a computer system

utilizing ten different software products that rely on NetLS
for license enforcement will generally have ten different
substantial software portions (one in each computer product)
to achieve license enforcement. In addition to this
complexity, if the license server running NetLS faiis, of if
the network itself fails, then a workstation loaded with the
software product cannot run the software product, since the
product requires NetLS interaction to be activated.

The foregoing difficulties are applicable generally not -
ju