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[57] ABSTRACT 

A dynamic derivation mechanism is de?ned which enables 
limited permissions to be dynamically and ?exibly derived 
for executables based upon their authenticated description. 
The dynamic derivation mechanism uses the authenticated 
description to determine the maximal permissions that indi 
vidual principals can delegate to the content. A principal’s 
maximal permissions for content de?ne a superset of the 
rights that that principal will actually delegate to that con 
tent. Although the maximal permissions are derived from 
prede?ned speci?cations, the speci?cations can be sensitive 
to runtime state on the downloader’s system or previous 
delegations to enable the dynamic (i.e., runtime) derivation. 
Multiple principals can delegate a subset of their maximal 
permissions for the executable content. The mechanism uses 
policy for combining the delegated permissions into the 
content’s runtime permissions. 

44 Claims, 11 Drawing Sheets 

w 

Petitioner Apple Inc. - Ex. 1049, p. 1
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar. 28,2000 Sheet 1 0f 11 6,044,466 

Downloading Content Site 
Principal Description Security Policy 
112 22 29 

Protection 
Domain 

Derivation 
Server 

5.0. 

Dynamic 
Derivation 
Mechanism 

L99 

Derivation Instance lQQ Derivation Instance @ 
(Figs. 6,7) (Figs. 6,7) 

Maximal Permissions 129 Current Permissions L49 

FIG.1 

Petitioner Apple Inc. - Ex. 1049, p. 2
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar. 28,2000 Sheet 2 0f 11 6,044,466 

Downloading Content Site 
Principal Description Security Policy 
m 120 1_39 

Dynamic Create Derivation Instance 
Derivation (Fig-7) 2_0O_ 
Mechanism J’ 

1-09 Retrieve Permissions Propositions 
(Fig-8) 3L0 

Derive Maximal Permissions 
(Fig.9) Q32 

I 
Obtain Current Permissions 
Contributions (Fig.12) @ 

I 
Compute Current Permissions 

Q2 

Derivation Instance l_6_0 Derivation Instance L6__O 

Maximal Permissions 1% Current Permissions ED 

Petitioner Apple Inc. - Ex. 1049, p. 3
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar. 28,2000 Sheet 3 0f 11 6,044,466 

Site Security Policy @ 

Current Permission . 

Propositions Q9 P0110)’ Graphs 3 0 

l 
1 

Equation _301 Principal @ 
(P1 U P2) n P3 

Traversal Method 
Constraint 3_2g 
Propositions _Q:2,_ _ . 

If X_>Then Y __ C0mblna§l2€1 Method 

Directed Graph % 

Access Control List 
i251 

Maximal Permission Permissions 
Propositions §_1_0 (Fig.5) 3Q 

1 
l 

Permissions/Node 
Equations w . 

O 

Constraint 0 

Proposition g; r_ . 

Petitioner Apple Inc. - Ex. 1049, p. 4
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar. 28,2000 Sheet 4 of 11 6,044,466 

Policy Graph Directed Graph 32-4 

Attribute 

$1.9 
ALL Node 400 

* _ A 

Manufacturer Value entry : PB Qt] Value 
: IBM Access Control List :Netscalm 

= System Admin RW 
401/ £39 IBM 4_4(_> 

Description \ _ 
W Value entry —¢ Value entryIPN 
—— N‘ide n. : IBM :Netscape 

2% £1.03 

Application Value entry : PC 
Class : Gam€s 
__ 520: 

Application Value entry I PX 
Name I Doom 

119A 

Petitioner Apple Inc. - Ex. 1049, p. 5
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


