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SYSTEM AND METHOD FOR RIGHTS OFFERING AND GRANTING

USING SHARED STATE VARIABLES

RELATED APPLICATION DATA

[0001] This application is a continuation-in-part application of co-pending

application Ser. No. 10/162,212 filed on June 5, 2002, which is a continuation-

in-part application of application Ser. No. 09/867,745 filed on May 31, 2001,

and which claims benefit from U.S. provisional No.

60/296,113, filed in June 7, 2001, U.S. provisional application, Serial No.

60/331,625 filed in November 20, 2001, and U.S. provisional application Ser.

No. 60/331,624 filed on November 20, 2001, the entire disclosures of all of

which are hereby incorporated by reference herein.

application Ser.

FIELD OF THE INVENTION

[0002] The present invention generally relates to offering and granting of

rights and more particularly to a method, system and device for offering and

granting of rights using shared state variables.

BACKGROUND OF THE INVENTION

[0003] The digital age has greatly increased concerns about ownership,

access, and control of copyrighted information, restricted services and

valuable resources. Rapid evolution and wide deployment has occurred for

computers, and other electronic devices such as cellular phones, pagers,

PDAs, and e-book readers, and these devices are interconnected through

communication links including the Internet, intranets and other networks.

These interconnected devices are especially conducive to publication of

content, offering of services and availability of resources electronically.

[ooo4]

distribution of digital works (i.e. documents or other content in forms readable

One of the most important issues impeding the widespread

by computers), via electronic means, and the Internet in particular, is the

current lack of ability to enforce the intellectual property rights of content

NVA303631.1
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owners during the distribution and use of digital works. Efforts to resolve this

problem have been termed "lntellectual Property Rights Management"

(“lPRM"), “Digital Property Rights Management" (“DPRM"), “lnte|lectual

Property Management” (“lPM”), "Rights Management" ("RM”), and “Electronic

Copyright Management” ("ECM"), collectively referred to as “Digital Rights

Management (DRM)" herein. There are a number of issues to be considered

in effecting a DRM System. For example, authentication, authorization,

accounting, payment and financial clearing, rights specification, rights

verification, rights enforcement, and document protection issues should be

addressed. U.S. patents 5,530,235, 5,634,012, 5,715,403, 5,638,443, and

5,629,980, the disclosures of which are incorporated herein by reference,

disclose DRM systems addressing these issues.

[0005] Two basic DRM schemes have been employed, secure containers

and trusted systems. A “secure container” (or simply an encrypted document)

offers a way to keep document contents encrypted until a set of authorization

conditions are met and some copyright terms are honored (e.g., payment for

use). After the various conditions and terms are verified with the document

provider, the document is released to the user in clear form. Commercial

products such as Cryptolopes and Digiboxes fall into this category. Clearly,

the secure container approach provides a solution to protecting the document

during delivery over insecure channels, but does not provide any mechanism

to prevent legitimate users from obtaining the clear document and then using

and redistributing it in violation of content owners’ intellectual property.

[0006] In the “trusted system" approach, the entire system is responsible

for preventing unauthorized use and distribution of the document. Building a

trusted system usually entails introducing new hardware such as a secure

processor, secure storage and secure rendering devices. This also requires

that all software applications that run on tmsted systems be certified to be

trusted. While building tamper-proof trusted systems is a real challenge to

NVA303631.1 2

Petitioner Apple Inc. — Exhibit 1006, p. 4



Petitioner Apple Inc. - Exhibit 1006, p. 5

Attorney Docket No. 111325-235000

existing technologies, current market trends suggest that open and untrusted

systems, such as PC’s and workstations using browsers to access the Web,

will be the dominant systems used to access digital works. In this sense,

existing computing environments such as PC’ s and workstations equipped

with popular operating systems (eg, Windows, Linux, and UNIX) and

rendering applications, such as browsers, are not trusted systems and cannot

be made trusted without significantly altering their architectures. Of course,

alteration of the architecture defeats a primary purpose of the Web, i.e.

flexibility and compatibility.

[0007] Some DRM systems allow content owners to specify usage rights

and conditions, and associate them with content. These usage rights control

how the recipient thereof can use the content. Usually after a content

distributor or consumer has completed selecting and ordering specific content,

the content is delivered either electronically from some content repository or

via a conventional distribution channel to the recipient, such as tangible media

sent via a common carrier. Corresponding DRM systems used by the

recipient, for example the distributor or consumer, will then interpret the rights

and conditions associated with the content, and use them to control how the

content is distributed and/or used. Examples of usage rights include view,

print and extract the content, and distribute, repackage and loan content.

Associated conditions may include any term upon which the rights may be

contingent such as payment, identification, time period, or the like.

[0008] U.S. patent 5,634,012, discloses a system for controlling the

distribution of digital documents. Each rendering device has a repository

associated therewith. A predetermined set of usage transaction steps define

a protocol used by the repositories for enforcing usage rights associated with

a document. Usage rights persist with the document content. The usage

rights can permit various manners of use such as, viewing only, use once,

NVA303631.1 3
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distribution, and the like. Usage rights can be contingent on payment or other

conditions.

[0009] However, there are limitations associated with the above-mentioned

paradigms wherein only usage rights and conditions associated with content

are specified by content owners or other grantors of rights. Once purchased

by an end user, a consumer, or a distributor, of content along with its

associated usage rights and conditions has no means to be legally passed on

to a next recipient in a distribution chain. Further the associated usage rights

have no provision for specifying rights to derive other rights, i.e. rights to

modify, transfer, offer, grant, obtain, transfer, delegate, track, surrender,

exchange, transport, exercise, revoke, or the like. Common content

distribution models often include a multi-tier distribution and usage chain.

Known DRM systems do not facilitate the ability to prescribe rights and

conditions for all participants along a content distribution and usage chain.

Therefore, it is difficult for a content owner to commercially exploit content

unless the owner has a relationship with each party in the distribution chain.

SUMMARY OF THE INVENTION

[0010] Exemplary aspects of the present invention include a method,

system and device for sharing rights adapted to be associated with items, the

method and system including generating at least one of usage rights and

meta-rights for the items; defining, via the usage rights, a manner of use for

the items; and defining, via the meta-rights, a manner of rights transfer for the

items. The device including receiving at least one of usage rights and meta-

rights for the items; interpreting, via the usage rights, a manner of use for the

items; and interpreting, via the meta-rights, a manner of rights transfer for the

items. The usage rights or the meta-rights include at least one state variable

that is shared by one or more rights.

[0011] Still other aspects, features, and advantages of the present

invention are readily apparent from the following detailed description, simply

NVA303631 .1 4
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by illustrating a number of exemplary embodiments and implementations,

including the best mode contemplated for carrying out the present invention.

The present invention is also capable of other and different embodiments, and

its several details can be modified in various respects, all without departing

from the spirit and scope of the present invention. Accordingly, the drawings

and descriptions are to be regarded as illustrative in nature, and not as

restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Exemplary embodiments of this invention will be described in detail,

with reference to the attached drawings in which:

[0013] Fig. 1 is a schematic diagram of a three-tier model for content

distribution;

[0014] Fig. 2 is a schematic diagram illustrating rights offering and granting

processes in the model of Fig. 1;

[0015] Fig. 3(a) is a schematic diagram of a simple supplier-consumer

push model for rights generating, issuing and exercising;

[0016] Fig. 3(b) is a schematic diagram of a simple supplier-consumer pull

model for rights generating, issuing and exercising;

[0017] Fig. 4 is a block diagram of a rights offering-granting architecture in

accordance with the preferred embodiment;

[0018] Figs. 5a and 5b are workflow diagrams for examples of offering and

granting rights between a rights supplier and a rights consumer with a push

and pull model respectively;

[0019] Fig. 6 is a flow chart of a rights offer generation process in

accordance with the preferred embodiment;

[0020] Fig. 7 is a flow chart of a rights offer consideration process in

accordance with the preferred embodiment;

NVA303631.1 5
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[0021] Fig. 8 is a flow chart of a rights offer customization process in

accordance with the preferred embodiment;

[0022] Fig. 9 is block diagram of a DRM system that may be utilized in

connection with the preferred embodiment;

[0023] Fig. 10 is a block diagram of an exemplary structure of a license

containing usage rights and meta-rights of the preferred embodiment;

[0024] Fig. 11 is a schematic illustration of a rights label of the preferred

embodiment;

[0025] Fig. 12 illustrates an exemplary system including a state-of-rights

server;

[0026] Fig. 13 illustrates employing of a state variable in deriving exclusive

usage rights; p

[0027] Fig. 14 illustrates employing of a state variable in deriving inherited

usage rights;

[0028] Fig. 15 illustrates employing of a state variable in deriving rights that

are shared among a known set of rights recipients;

[0029] Fig. 16 illustrates employing of a state variable in deriving rights that

are shared among a dynamic set of rights recipients;

[0030] Fig. 17 illustrates employing of a state variable in maintaining a

state shared by multiple rights;

[0031] Fig. 18 illustrates employing of multiple state variables to represent

one state of rights;

[0032] Fig. 19 illustrates a case where not all rights are associated with

states;

[0033] Fig. 20 illustrates a case where not all rights which are associated

with states are shared or inherited; and

[0034] Fig. 21 illustrates a case of rights sharing based on an offer which

does not explicitly include meta-rights.

NVA303631 .1 6
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DETAILED DESCRIPTION

[0035] Prior to providing detailed description of the apparatus and method

for offering and granting rights, a description of a DRM system that can be

utilized to specify and enforce usage rights and meta-rights for specific

content, services, or other items is first described below.

[0036] Fig. 9 illustrates DRM System 10 that includes a user activation

component, in the form of activation server 20, that issues public and private

key pairs, or other identification mechanisms, to content users in a protected

fashion, as is well known. Typically, when a user uses DRM system 10 for

the first time, the user installs software that works with, or includes, a

rendering application for a particular content format. The software is installed

in client environment 30, a computer associated with the content recipient, for

example. The software is part of DRM 10 system and is used to enforce

usage rights for protected content. During the activation process, some

information is exchanged between activation server 20 and client environment

30. Client component 60 preferably is tamper resistant and contains the set

of public and private keys issued by activation server 20 as well as other

components, such as rendering components for example.

[0037] Rights label 40 is associated with content 42 and specifies usage

rights and meta-rights that are available to a recipient, i.e. a consumer of

rights, when corresponding conditions are satisfied. License Server 50

manages the encryption keys and issues licenses 52 for protected content 42.

Licenses 52 embody the actual granting of rights, including usage rights and

meta-rights, to an end user. For example, rights offer 40 may pennit a user to

view content for a fee of five dollars and print content for a fee of ten dollars,

or it may permit a user to offer rights to another user, for example, by utilizing

the concept of meta-rights described below. License ‘52 can be issued for the

view right when the five dollar fee has been paid. Client component 60

interprets and enforces the rights, including usage rights and meta-rights, that .

NVA303631 .1 p 7
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have been specified in the license. Rights label 40 and license 52 are

described in detail below.

[0038] Fig. 11 illustrates rights label 40 in accordance with the preferred

embodiment. Rights label 40 includes plural rights options 44. Each rights

option 44 includes usage rights 44a, conditions 44b, and content specification

44c. Content specification 44c can include any mechanism for referencing,

calling, locating, or otherwise specifying content 42 associated with rights

offer 44.

[0039] As shown in Fig. 10, license 52 includes license 52a, grant 52b, and

digital signature 52c. Grant 52b includes granted usage rights and/or meta-

rights selected from label. The structure of the grant also includes one or

more principals, to whom the specified usage rights and/or meta-rights are

granted, a list of conditions, and state variables required to enforce the

license. Like usage rights, access and exercise of the granted meta-rights are

controlled by the condition list and state variables as described below.

[0040] Clear (unprotected) content can be prepared with document

preparation application 72 installed on computer 70 associated with a content

publisher, a content distributor, a content service provider, or any other party.

Preparation of content consists of specifying the usage rights, meta-rights,

and conditions under which content 42 can be used and distributed,

associating rights label 40 with content 42 and protecting content 42 with

some crypto algorithm. A rights language such as XrML can be used to

specify the rights and conditions. However, the usage rights and meta-rights

can be specified in any manner. Also, the rights can be in the form of a pre-

defined specification or template that is merely associated with the content.

Accordingly, the process of specifying rights refers to any process for

associating rights with content. Rights label 40 associated with content 42

and the encryption key used to encrypt the content can be transmitted to

license server 50.

NVA303631 .1 8
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[0041] Rights can specify transfer rights, such as distribution rights, and

can permit granting of rights to others or the derivation of rights. Such rights

are referred to as “meta—rights". Meta-rights are the rights that one has to

manipulate, modify, or otherwise derive other meta-rights or usage rights.

Meta-rights can be thought of as usage rights to usage rights. Meta-rights

can include rights to offer, grant, obtain, transfer, delegate, track, surrender,

exchange, and revoke usage rights to/from others. Meta-rights can include the

rights to modify any of the conditions associated with other rights. For

example, a meta-right may be the right to extend or reduce the scope of a

particular right. A meta-right may also be the right to extend or reduce the

validation period of a right.

[0042] Often, conditions must be satisfied in order to exercise the manner

of use in a specified right. For, example a condition may be the payment of a

fee, submission of personal data, or any other requirement desired before

permitting exercise of a manner of use. Conditions can also be “access

conditions" for example, access conditions can apply to a particular group of

users, say students in a university, or members of a book club. In other

words, the condition is that the user is a particular person or member of a

particular group. Rights and conditions can exist as separate entities or can

be combined.

[0043] State variables track potentially dynamic states conditions. State

variables are variables having values that represent status of an item, usage

rights, license or other dynamic conditions. State variables can be tracked,

by clearinghouse 90 license or server 30 another device, based on

identification mechanisms in license 52. Further, the value of state variables

can be used in a condition. For example, a usage right can be the right to

print content 42 three times. Each time the usage right is exercised, the value

of the state variable “number of prints” is incremented. In this example, when

the value of the state variable is three, the condition is not longer satisfied and

content 42 cannot be printed. Another example of a state variable is time. A

NVA303631.1 9
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condition of license 52 may require that content 42 is printed within thirty

days. A state variable can be used to track the expiration of thirty days.

Further, the state of a right can be tracked as a collection of state variables.

The collection of the change is the state of a usage right represents the usage

history of that right.

[0044] A typical workflow for DRM system 10 is described below. A

recipient, such as a user, operating within client environment 30 is activated

for receiving content by activation server 20. This results in a public—private

key pair (and some user/machine specific information) being downloaded to

client environment 30 in the form of client software component 60 in a known

manner. This activation process can be accomplished at any time prior to the

issuing of a license.

[0045] When a user wishes to use protected content 42, the user makes a

request for the content 42. For example, a user might browse a Web site

running on Web server 80 associated with a grantor of rights such as a

content distributor, using a browser installed in client environment 30, and

attempt to download protected content 42. During this process, the user may

go through a series of steps possibly including a fee transaction (as in the

sale of content) or other transactions (such as collection of information).

When the appropriate conditions and other prerequisites, such as the

collection of a fee and verification that the user has been activated, are

satisfied, Web server 80 contacts license server 50 through a secure

communications channel, such as a channel using a Secure Sockets Layer

(SSL). License server 50 then generates license 52 for the content and Web

server 80 causes both protected content 42 and license 52 to be downloaded.

License 52 can be downloaded from license server 50 or an associated

device. Content 42 can be downloaded from computer 70 associated with a

publisher, distributor, or other party.

[0046] Client component 60 in client environment 30 will then proceed to

interpret license 52 and allow use of content 42 based on the rights and

NVA303631.1 1 0
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conditions specified in license 52. The interpretation and enforcement of

usage rights are well known generally. The steps above may take place

sequentially or approximately simultaneously or in various order.

[0047] DRM system 10 addresses security aspects of protecting content

42. In particular, DRM system 10 may authenticate license 52 that has been

issued by license server 50. One way to accomplish such authentication is for

application 60 to determine if the licenses can be trusted. In other words,

application 60 has the capability to verify and validate the cryptographic

signature of digital signature 52c, or other identifying characteristic of the

license. During the activation step described above, both client environment

30 and license server 50 receive a set of keys in a tamper-resistant software

“package" that also includes other components, such as the necessary

components for activated client environment 30 to verify signature 52 of

license 52 in a known manner. Of course, the example above is merely one

way to effect a DRM system. For example, the license and content can be

distributed from different entities. Also, rights offer 40 can be associated with

content by a party other than the party preparing the content. Also,

clearinghouse 90 can be used to process payment transactions and verify

payment prior to issuing a license.

[0048] For any set of rights, there are two kinds of entities involved, the

’’supplier’’ and the "consumer”. The function of the supplier is to offer , and

possibly grant, the rights, and the function of the consumer is to select, and

possibly exercise the rights. Both the supplier and consumer may actually

represent two or more entities. In general, multiple entities may collectively

make an offer and grant rights to multiple entities. The supplier and consumer

represent any two entities in the content value chain that have a direct

relationship with each other regarding the granting of rights. At the beginning

of the value chain, the supplier and consumer may be author and publisher.

Going down along the value chain, the supplier and consumer may be a

publisher and another publisher (for content aggregation), a publisher and

NVA303631.1 1 1
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distributor (for content distribution), a distributor and another distributor (for

multi-tier content distribution), a distributor and a retailer (for content retailing),

a retailer and a consumer (for content consumption), and a consumer and

another consumer (for content supper—distribution or personal lending).

[0049] An “offer of rights" or “rights offer” expresses how a consumer (e.g.

a content distributor or user) can acquire a particular instance of content

together with its associated usage rights and/or meta—rights. An offer may or

may not contain financial terms. An offer is an expression of mere willingness

to commerce negotiation and also an expression of willingness to grant on

terms stated. An offer may be expressed in the form of a rights label. A

“consideration of rights” is a process as part of the rights granting in which the

rights consumer has examined the rights being offered and possibly

bargained them and associated terms and conditions. A “choice of rights" is a

selection of rights and their associated tenns and conditions from a rights

offer. It indicates the intent of the consumer to accept these rights and the

corresponding tenns and conditions. For example, selection can comprise

selecting one option 44 from label 40. “Customization of rights” is a process

as part of the rights granting in which the rights supplier assembles rights and

terms and conditions based on a choice of the rights consumer. The output of

this process can be a draft license to be accepted by the rights consumer. A

“license of rights" is an expression of rights and possibly conditions accepted

and agreed upon by the rights supplier and consumer. it is the output of the

rights offering and granting process. A license is a grant to exercise the rights

that govern the usage (possibly including further distribution) of content or
other items.

[0050] As described above, a rights label, such as rights label 40, may

contain a number of options 44 allowing the consumer to make a selection

and conduct negotiation (if permitted), while license 52 contains rights the

consumer has selected and accepted. Note that the accepted‘rights may

include a right to present offers to others or make selections of offers.
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[0051] An example of a distribution chain model is illustrated in Fig. 1. The

distribution chain includes a content provider 100, distributor 110, and end

user 120. Of course content may be prepared in the manner described

above. It is assumed that the content has already been prepared in the model

of Fig. 1. Fig. 1 is directed to the transfer of content and shows that, in this

example, provider 100 may publish content to distributor 110 or receive

content for reuse from distributor 110. Distributor 110 may in turn distribute

content to user 120 or receive returned content form user 120. User 100 can

use content. To further illustrate the potential complexities of multi-tier

distribution chains provider 100 can aggregate content from others, distributor

110, can receive content from other distributors for redistribution, and user

120 can share content with the other users. It is clear that there are plural

stages in the content life cycle and plural relationships between the various

parties. A precise and consistent specification of rights at the different stages

of the life cycle and relationships is important and crucial to persistent

protection of content in multi—tier distribution and usage.

[0052] Fig. 2 illustrates the flow of rights in the same model, including

rights generating, aggregating, issuing, relinquishing, driving, granting,

surrendering, delegating and exercising. The model of Fig.2 includes the

same entities, provider 100, distributor 110, and user 120. It can be seen

that, with respect to the flow of rights, each party can grant and accept rights.

User 120 can grant and accept rights from other users, a process called

“delegation”, in this example.

[0053] The model of Fig. 2 covers many specific content publishing,

distribution and use relationships. Other models can be derived from on this

model by a different consolidation or segregation of the parties. For example,

every provider can be a distributor. This is “direct publishing", which allows

individual authors to distribute/sell their content without any intermediate

publisher. Further, every consumer can be a potential distributor. This allows

consumers to pass content to each other. This includes supper-distribution,
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gifting, and personal lending. in a "Web community" and everyone is able to

publish, distribute and consume content. “Content aggregation” allows

publishers to compose content from other publishers into composite works.

Site license and enterprise use allows sharing content among consumers.

[0054] In general, all the rights relationships shown in Figure 2 can be

captured by two generic supplier-consumer models, as shown in Figs. 3(a)

and 3(b). Fig 3(a) shows a "push" model and Fig. 3(b) shows a "pull" model.

In the push model shown in Fig. 3(a), rights supplier 200 initiates the rights

offering and granting process by generating an offer and granting the rights to

the rights consumer 210. in the pull model shown in Figure 3(b), rights

consumer 210 initiates the process by requesting an offer and accepting the

rights from the rights supplier 200. I

[0055] An architecture of the preferred embodiment for rights offering and

granting is shown in Fig. 4. Architecture 400 can be implemented as a

combination of computer hardware and software and includes rights supplier

component 402, rights consumer component 438 and communication channel

422 linking these two components. For example, communication channel 42

can be Internet, a direct computer to computer connection, a LAN, a wireless

connection or the like. Supplier component 402 is associated with the

supplier, i.e. the entity making rights available to a consumer who is the entity

going to exercise, i.e., consume the rights. The supplier could be the content

owner or provider, or could be a distributor or any "middle—man,” such as a

retailer or operator of a web site. Consumer component 438 is associated

with the consumer who could be the ultimate user (i.e., content consumer) or

a “midd|e-man,” such as a retailer, whole-seller, or reseller. Keep in mind that

the consumer consumes rights and does not necessarily use (i.e. consume)

the content. Both supplier component 402 and consumer component 438 can

embody any type of hardware devices, and or software modules, such as a

personal computer, a handheld computer, a mobile phone a server, a

network, or any combination of the same. Supplier component 402 generates
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rights label 40 as offers, presents draft licenses and grants license 52 to the

consumer. Consumer component 438 issues requests, select choices of

options 44 from rights labels 40, generates counter offers, and accepts

licenses 52. Supplier component 402 and consumer component 438 can be

embodied in the same device(s) and communication channel 422 can be an

internal channel.

[0056] Supplier component 402 contains user interface module 404,

communication interface module 420 identity module 406 repository 412 for

supp|ier’s rights (e.g., in the form of issued licenses) and database 414 for

management related information. User interface 404 accomplishes

presentation to the user of the component functions and acceptance of user

interactions in a known manner. Communication interface 422 provides the

proper formatting and protocols for messages between supplier component

402 and consumer component 438. Identity module 406 ensures that the

identity of supplier component 402 can be authenticated by consumer

component 438 and may contain authentication information like a password,

cryptographic keys or biometric information of the user of supplier component

402. Rights repository 412 stores rights granted to the user of supplier

component 402 and may include functions for indexing, searching and

updating the rights stored within. Management database 414 is used to

archive information generated during the rights offering and granting

processes. Such information includes information related to initial offers,

consumer choices, possible counter-offers, agreements and final licenses.

[0057] Consumer component 438 includes user interface module 428,

communication interface module 424, identity module 426, repository 434 for

consumer’s rights (e.g., in the form of issued licenses), and database 436 for

management related information. User interface 424 deals handles

presentation to the user of the component and acceptance of user

interactions. Communication interface 422 provides the proper formatting and

protocols for rights offering and granting messages between supplier
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component 402 and consumer component 438. Identity module 426 ensures

that the identity of the consumer component 438 can be authenticated by

supplier component 402 and may contain authentication information like a

password, cryptographic keys or biometric information of the user. Rights

repository 434 stores rights granted to the user of consumer component 438

and may include functions for indexing, searching and updating the rights

stored within. Management database 436 is used to archive information

generated during the rights offering and granting process. The information

includes that related to offers 44, consumer choices, possible counter-offers,

agreements and licenses 52. Note that database 436 can store information

that is the same as or different from database 414 because the parties may

interact with other parties and thus have different archived information.

[0058] Supplier component 402 also includes offer generator module 408

for generating offers, rights composer module 410 for composing licenses,

offer templates module 418 for providing templates for generating offers

based on previous transactions and common formality of offers, and

consumer profiles module 416 for customizing and granting rights based on

past consumer characteristics and relationships.

[0059] Consumer component 438 also includes offer analyzer module 430

for understanding rights and their terms and conditions presented within

offers, a choice maker module 432 for selecting favorable options specified in

offers, a supplier preference module 438 for describing any preferred

suppliers based on past and existing supplier characteristics and

relationships, and choice patterns module 440 for providing patterns and

interests in selection options in offers. For example, the choice pattern

module 440 may include a list of preferred suppliers or a list of lowest prices

for the item of interest to the consumer. Offer analyzer module 430 and

choice maker module 432, respectively, may be combined into one module.

[0060] The process of offering and granting rights within architecture 400 is

based onprotocols followed by supplier component 402 and consumer
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component 438. These protocols generally consist" of an offer and

acceptance of that offer. Specifically, the protocols include an offering of

rights by one party to another and acceptance of that offer by the person to

whom it is made. An offer, once made, may be styled so that it may revoked

before acceptance or the offeror could styled it so that it cannot be revoked at

all or only under certain circumstances definable by the offeror. An offer can

also expire in various way, for example if a deadline for acceptance passes. If

there is no specified deadline, then the offer could expire in a predetermined

reasonable time, depending on the subject matter of the offer. For

periodically available content such as magazines, journals, and even

newspapers, a reasonable time could be accord to the period of the content

publication, for example. For dynamically generated or provided content such

as streaming content, a reasonable time could be any time before the

availability of the content. The rights supplier can dictate other terms of the

acceptance, to which the rights consumer is bound. For example, the offer

may require acceptance in sending back in a certain form via an email or

through a certain web page interface.

[0061] Fig. 5(a) illustrates the workflow of protocol 500 of a push model for

rights granting. Supplier component 402 generates an offer of rights in the

form of rights label 40 for example, with possibly many options 44, and sends

it to consumer component 438 (510). Consumer component 438 considers

the offer and its possible options, and responds to supplier component 402

with a choice of any of the optional rights offer 44 (512). Supplier component

402 customizes rights according to the consumer’s response, and issues the

rights the user of consumer component 432 (514) in the form of a draft

license.

[0062] Consumer component 438 then accepts the draft license if it

corresponds to the choice made and is otherwise acceptable (516). Upon

acceptance, supplier component 402 generates license 52 and transmits

license 52 to consumer component(518). Keep in mind that grant 52b of
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license 52 can include usage rights and/or meta-rights. Therefore license 52

can permit the user of consumer component 438 to grant rights to others in a

similar fashion. However, the derivable rights are controlled by upstream

parties through the use of meta-rights. Additionally, the protocol can include

steps where supplier component 402 requests to make payment through a

credit card of the user of consumer component 438, and the user component

402 provides the information and authorizes the charge. Both supplier

component 402 (and consumer component 438 can generate status reports on

success or failure of the process. Further, parties can authenticate each other

during the process and maintain authentication through the process.

[0063] Fig. 5(b) shows a protocol of pull model for rights granting. First,

consumer component 438 sends a request to supplier component 402 to

indicate an interest in obtaining certain rights in content (520). Supplier

component 402 then responds with an offer, in the form of label 40 having

plural offer options 44, covering the rights requested by consumer component

438, and sends the offer to consumer component 438 (522).

[0064] Consumer component 438 then considers the offer and its options,

and responds to supplier component 402 with a choice of one of the offer

options (524). Supplier component 402 customizes rights according to the

response, and grant the rights to the consumer in the fonn of a draft license

(526). Consumer component 438 then accepts the draft license (528) and

supplier component 402 issues license 52 granting rights to consumer

‘ component 438 (530). Once again the rights can include meta-rights.

[0065] Fig. 6 illustrates the offer generation process 600 performed by

offer generator module 408 in supplier component 402. In offer generation

process 600, available rights are first collected in block 602. Rights may be

available from a previous supplier by being derived from meta-rights granted

to the supplier or may be originally created rights. In step 604 it is determined

whether supplier has a right to make an offer to the consumer. For example,

if the consumer is known to be a minor and the content is restricted to an
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adult consumer or if the consumer is on a list of those prohibited from

receiving content, the supplier may not make an offer. In such case, the offer

generation process terminates in step 606. If the supplier has the right to

make an offer, the process then determines all the rights that can be offered

to the consumer in step 608 by parsing the rights collected in step 602. Next,

in step 610, the process determines whether the consumer has requested any

specific rights. If a request has been received, the process further filters the

determined rights that can be offered, taking the received consumer

requested rights into consideration and comparing them to the available

rights. Then, the process determines whether an offer template needs to be

applied in steps 614.

[0066] For example, the consumer might be offered standard rights

included in the template, such as printing right, archiving right, etc. of the

content. If an offer template is available and needed, the offer template is

then applied in steps 616. In steps 618, human intervention may be provided

to further make adjustments to the offer template or to any of the rights that

are available for offering thus far in the process. Next, restrictions can be

applied, through conditions and/or state variables. For example, a time

restriction may be place on certain rights in step 620. Finally, a digital

signature or other authentication is provided with the collection of rights to be

offered in step 622 and an authenticated offer, in the form of rights label 40 is

made in step 624 and presented to consumer component 438 in step 624.

[0067] Fig. 8 illustrates rights customization process 800 which is

performed by rights composer module 410 in supplier component 402.

Initially, consumer’s choices are received in step 802. Choices are rights and

conditions of an option 44 selected label 40 of step 624 (Fig. 6). The process

then determines if supplier component 402 has the right to grant rights to

consumer component 438 in step 804. For example, if the consumer fails to

meet a certain requirement, such as minimum age or proof of residence in a

locale where content may be licensed, for example, granting a license may
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not be proper, and the rights customization process 800 terminates in step

806. Othewvise, consumer selected choices are analyzed in step 808 to

ascertain if they are an discernible by supplier component 402. For example,

the choices can be parsed to see if they are understandable.

[0068] Next, the process determines if consumer information is available in

step 810. For example, consumer profiles may be stored in database 414

(Fig. 4). If available, the consumer information is taken into consideration in

step 812 for further analysis of consumer choices. In step 812, dynamic

information can also considered as described below. For example, the profile

may include a trust rating or address of the consumer that renders it desirable

of undesirable to provide certain rights. The process then determines if the

choices are reasonable in step 814. This determination may be carried out,

for example, computationally or with human intervention. If the customers

choices are deemed unreasonable, re-negotiation of the customer’s choices is

then performed in block 816. In this re-negotiation process, the customer is

presented with a new proposed offer based on the previously analyzed

choices, the customer is given an opportunity to submit new choices offered,

and the right customization process 800 begins again in step 802. Otherwise,

a license including the selected rights is created in step 818.

[0069] After a license is created, if consumer acceptance is necessary

(step 820), it is presented to the consumer for review in step 822. If the

consumer does not agree with the terms in the license in step 824, re-

negotiation is then initiated in step 816, which re-starts the rights

customization process 800 again in step 802. in step 820, if a review by the

consumer is not required, then the license is authenticated in step 826 to

create a completed license 52 in step 828 which is to be issued and

associated with content 42.

[0070] Fig. 7 illustrates offer consideration process 700 which is performed

by offer analyzer module 430 and choice maker module 432 of consumer

component 438. Available offers are first collected in step 702. In step 704,
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process 700 determines whether it has a right to accept offers from the

supplier. For example, if the consumer certain restrictions on the purchase of

content, such as an age restriction or a restriction against accepting content

from outside an enterprise, the consumer may not accept an offer. In such a

case, the offer consideration process terminates in step 706. If the consumer

has the right to accept offers from the supplier, the offers are then analyzed in

step 708 to ascertain if they are discernible. If it is determined that supplier

preferences are available in step 710, the offers are filtered in step 712 based

on the preferences. For example, the consumer may trust a specific supplier,

or otherwise prefer transactions with that supplier, more that other suppliers.

Next, step 714 determines if consumer preferences are available and, if so,

they are applied in step 716 to the offers. Once all the offers are analyzed, by

applying the logic of steps 708-714 and any other desired logic, the consumer

then selects options in block 718 and specifies contingencies in block 720.

The selection of options can be done automatically. If human intervention is

desired, the customer can intervene and further specify additional choices or .

conditions desired. Any preferences, rules, or other logic can be used to

analyze offers.

[0071] Overall, as can be seen in the description of Figures 6, 7, and 8

above, the consumer sends a request, and then a license is constructed.

Either the supplier or the consumer could draft the content of the license, but

in the example above the supplier does so. The request is a subset of an

offer and the offer has one or more options. The supplier makes the offer

available to the consumer sending the request (and to other consumers if that

is the desire), and the consumer (including other consumers, if applicable)

makes choices. Then, the supplier analyzes the choices, and constructs the

license (i.e. a grant of rights). Note that the request can also be rejected, or a

counter proposal could be made and the same process could then repeat for

the counter proposal.
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[0072] Also, when the supplier analyzes the request, the analysis may be

done automatically, or with human intervention. When the consumer

considers the offer, the choice or acceptance may be done automatically, or

with human intervention. Either the offer or a license, or both, may be

generated based on the dynamic information, the consumer's information, and

the consumer’s request, such as described above.

[0073] The dynamic information may include many kinds of information

including information related to pricing, status of the network, the traffic of a

web site at each moment of time, discounts given, coupons given, the habits

of the consumer, how many times the content has been used, for how long

the content was used, where it was used, or the like. The dynamic

information can be tracked as state variables and the values of the state

variables can be checked and updated as necessary.

[0074] Dynamic information is information capable of being (although, it

need not actually be) changed or created by or by reference to a non-static

element. For example, the dynamic information can be obtained based on a

formula, database, curve, predetermined table, percentage of a value, a

function, reference to other data, such as the prime rate of interest or the

change in a stock market index, and/or by a human intervention of the user or

distributor, and/or consumer’s input.

[0075] The consumer’s information may include information such as the

age of the consumer, the credit history of the consumer, the credit limit of the

consumer, income of the consumer, what kind of rights or licenses obtained,

the password of the consumer, the key assigned to the consumer, club

membership for access or discount, the class of the consumer based on a

predetermined criteria, or any other data, identification characteristics and

information. The suppliefs information may include some or all of the

subjects of information as the consumer’s information, and may also include,

for example, available options or variations, suppliers, shipping information,

and other information.
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[0076] The system and processes disclosed in this invention support multi-

tier and super distributions of content. The following is a use case that shows

how this can be modeled and supported. It illustrates the process of offering

and granting rights by showing the process of transforming offered rights to a

‘rights supplier (the content distributor in this case) to granted rights to a rights

consumer (the end user in this case). It specifically shows how an offer is

generated from an existing license, how this offer is considered with a choice,

and how a final license is issued. Meta—rights provide a mechanism for

permitting the transfer of rights from one party to the next party in a content

distribution chain.

[0077] Suppose that a content provider P of some content C wants to

specify that a distributor D may sell, to any end user within the region of the

United States (US), the ‘‘play’’ right at a flat rate of $1 and the “print” right at a

cost of $4 per copy (both are paid by D to P). The provider also allows the

content distributor to add its own conditions to the ‘‘play’' and “print" rights it

issues to end users.
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[0078] A license from the content provider to the distributor may resemble

the following using the XrML rights language.

<license>

<grant>
<forA|l varName="user"/>

<forA|| varName="distributorConditionForPlay"/>
<principa| id="distributor"/>
<issue/> '

<grant> .
<principal varRef="user"/>
<p|ay/>
<digita|Resource licensePartld="book"/>
<aIlCondition>

<region regionCode="US"/>

<condition varRef="distributorConditionForPlay"/>
</a|ICondition>

</grant>
<fee> ~

<flat currencycode="USD">1</flat>
<to IicensePartld="provider"/>

</fee>

</grant>
<grant>

<forA|l varName="user"/>
<forAl| varName="distributorConditionForPrint"/>

<principa| id="distributor"/>
<issue/>

<grant>
<principal varRef="user"/>
<p|ay/>
<digita|Resource |icensePart|d="book"/>
<al|Condition>

<region regionCode="US"/>
<condition varRef="distributorConditionForPrint"/>

</a|ICondition>

</grant>
<fee>

<perUse regionCode="USD">5</perUse>
<to IicensePartld="provider"/>

</fee>

</grant>
<issuer id="provider"/>

</|icense>

[0079] The distributor may make an offer to the end user based on the

rights it has as expressed in the license above. Note that usage rights and

conditions of each option are set forth as XML elements between <grant>

tags. In the following offer, note that the distributor adds a fee condition for

getting the ‘‘play'’ right, charging the end user $2 ($1 more than it pays to the
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provider), and another fee condition for the “print" right, charging the end user

$6 per print copy ($1 more than it pays to the provider). The distributor also

limits the offer to an acceptance time period (up to December 31, 2002).

Meta rights granted to the distributor permit the distributor to modify the grant

in the license, as described above, and make the offer.

<offer>

<grant>
<forA|| varName="user"/>

<principal varRef="user"/>
<obtain/>

<grant>
<principal varRef="user"/>
<p|ay/>
<digitaiResource licensePartld="book"/>
<region regionCode="US"/>

</grant>
<fee>

<flat cu rrencyCode="USD">2</flat>
<to IicensePartld="distributor"/>

_ </fee>

</grant>
<grant>

<forAll varName="user"/>

<principal varRef="user"/>
<obtain/>

<grant>

<principal varRef="user"/>
<pnnU>
<digitaiResource licensePartld="book"/>
<a||Condition> '

<region regionCode="US"/>
<fee>

<perUse currencyCode="USD">6</perUse>
<to IicensePartld="distributor"/>

</fee>
</allCondition>

</grant>

</grant>
<issuer id="distributor">

<validity|nterval> p
<unti|>2002:12:31</until>

</validitylnterval>
</issuer>

</offer>

[0080] When the offer is presented to an end user, the end user may

choose to get only the right to ‘‘play’ for the flat fee of $2 and responds to the
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distributor with a choice set forth as an XML element between <choice> tags

as follows.

<choice>

<grant>

<principal id="anEndUser"/>
<obtain/>

<grant>

<principal id="anEndUser"/>
<p|ay/>
<digita|Resource licensePartId="book"/>

<region regionCode="US"/>
</grant>

<fee>

<flat currencyCode="USD">2</flat>
<to licensePartld="distributor"/>

</fee>

</grant>
<issuer id="anEndUser">

<va|idity|nterval>
<until>2002:12:31</unti|>

</va|iditylnterva|>
</issuer>

</choice>

 
[0081] Note that the request can also be rejected. Note also that a

response can also be constructed as a counter offer for rights not originally

offered by the distributor. When the distributor receives the choice from the

end user, it then issues a license to the user as shown below.

<Iicense>

<grant>

<principal id="anEndUser"/>
<obtain/>

<grant>
<principal id="anEndUser"/>
<play/>
<digita|Resource |icensePartld="book"/>
<region regionCode="US"/>

</grant>
<fee>

<flat cu rrencyCode="USD">2</flat>
<to licensePartld="distributor"/>

</fee>

</grant>
<issuer id="distributor">

<issuedTime>
2002205106

</issuedTime>
</issuer>

</|icense>
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[0082] Note that in all the XML documents above, the issuers may choose

to digitally sign the documents using some digital signature algorithms. The

recipients of these documents have options to verify the validity of these

documents by checking the validity of the attached digital signatures. Access

to the various documents, and elements thereof, can be controlled using

known techniques.

[0083] In some situations offering and granting result in a license with a

fresh state for content usage. As one starts to exercise the rights, derived

rights, obtained as a result of meta-rights, may inherit and/or share the state

variable values associated with the rights. For example, when one is granted

with the right to print 5 times and make 4 copies of some document, all new

copies may have the same set of rights but share the state (or remaining

rights) with the original. After the original has been printed 2 times and a new

copy was then made, the copy and original can all together print 3 times and

make 2 more new copies.

[0084] Thus, the exemplary embodiments include a method for transferring

usage rights adapted to be associated with items. The method includes

generating, by a supplier, at least one first offer containing usage rights and

meta—rights for the item, the usage rights defining a manner of use for the

items, the meta—rights specifying rights to derive usage rights or other meta-

rights, presenting the offer to a first consumer, receiving a selection from the

first consumer indicating desired usage rights and meta-rights, and generating

a first license granting the desired usage rights and meta—rights to the first

consumer. The exemplary embodiments further include a system for

transferring usage rights adapted to be associated with an item to be licensed

in multi-tier channels of distribution with downstream rights and conditions

assigned at least one level. The system includes a supplier component,

comprising a supplier user interface module, an offer generator module for

generating an offer containing at least usage rights and of meta-rights, a

rights composer module for composing a draft license, and a repository for
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supplier's rights, a supplier management database. The system further

includes a consumer component comprising a consumer user interface

module, an offer-consideration module configured to analyze the offers

generated by the supplier component and select offers based on the analysis,

and a repository for consumer's rights, a consumer management database.

The exemplary embodiments still further include a method for generating a

license to digital content to be used within a system for at least one of

managing use and distribution of the digital content. The method includes

presenting a consumer with an offer including meta—rights, receiving a

selection by the consumer of at least one meta-right in the offer, generating a

license based on the selection, wherein the license permits the consumer to

exercise the at least one meta-right and permits the consumer to offer at

least one derived right derived from the at least one meta-right and generate a

license including the at least one derived right.

[0085] Fig. 12 illustrates an exemplary system including a common state-

of—rights server, according to the present invention. In FIG. 12, the exemplary

system can include a common state-of-rights server of the system 1201,

including a state-of-rights manager 1209, and one or more state-of-rights

repositories 1214, and one or more license servers 1200, including a meta-

rights manager 1210, a usage rights manager 1212, an authorization

component 1208, a condition validator 1206, a state-of-rights manager 1204,

one or more state-of-rights repositories 1216, a license manager 1203, a

license interpreter 1202, and one or more license repositories 1218.

[0086] The common state-of-rights server 1201 can be configured as a

remote server connected with one or more of the license servers 1200. The

common state-of-rights server 1201 provides comparable services as the

state-of-rights manager 1204 in the license servers 1200 via the state-of-

rights manager 1209. The services provided by the state-of-rights server

1201 are accessible and states that the server 1201 manages can be shared

by one or more rights suppliers and rights consumers (not shown).
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[0087] The state-of-rights server 1201 can be configured as a remote

server connected with one or more of the license servers 1200 via one or

more communication links 1220, and the like. The services provided by the

state-of-rights server 1201 also can be integrated within one or more of the

license server 1200 and such services can be accessible by other rights

suppliers, rights consumers, and the like.

[0088] The license manager 1203 derives new rights based on an offer,

which can include any suitable machine—readab|e expression, and optionally

including meta-rights. While deriving rights, the license manager 1203 can

create new state variables to be associated with derived rights. The creation

of state variables and their scopes can be prescribed in the offer or by some

other function in the system. The state variables can be created in one or

more instances, for example, prior to rights derivation, during rights derivation,

upon fulfillment of conditions, during a first exercise of rights associated with

the state variables, and the like. The state variables can be designated

exclusively for a specific rights consumer, can be shared among rights

consumers, and can be shared among rights consumers and other entities,

such as rights suppliers, and the like. The license manager 1203 can interact

with the state-of-rights manager 1204 to associate new state variables with

physical addresses in one or more of the state-of-rights repositories 1216.

The state-of-rights manager 1204 can access the one or more state-of-rights

repositories 1216 and can interact with the state-of-rights server 1201 to

access shared state variables from one or more of the state-of-rights

repositories 1214.

[0089] Designated state variables can be used to support a license that

grants a recipient of the license a right to print content 5 times, shared state

variables can be used to support a site license that grants a group of

authorized users a right to print content an aggregated total of 100 times, and

the like. A designated state variable can be updated when the corresponding

right is exercised, whereas a shared state variable can be updated when an
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authorized user exercises the corresponding right. In other words, a shared

state variable can include a data variable that is updated in response to

actions by a plurality of users and which is globally applied to each of the

users.

[0090] There are multiple ways to specify the scope of state variables,

each of which can affect whether the derivative state variables can be shared,

how the derivative state variables can be shared, and the like. For example, a

state variable can be local, and solely confined to a recipient or can be global,

and shared by a predetermined group of recipients. A global state variable

can be shared by a group of recipients not detennined when derived rights

are issued, but to be specified later, perhaps based on certain rules defined in

the license or based on other means. A global state variable can be shared

between one or more rights suppliers, predetermined recipients, un-specified

recipients, and the like. Advantageously, depending on the sharing employed

with a given a business model and the rights granted in the meta-rights, state

variables can be created at different stages of the value chain.

[0091] A set of non—exhaustive exemplary usages of state variables will

now be described. For example, a state variable can be unspecified in meta-

rights, which means the identifier and value of the state variable are yet to be

detennined by the meta-rights manager module 1210 and included in the

derived right. If a distinct state variable is assigned to each derived right, the

scope of the state variable in the derived right is typically exclusive to the

recipient.

[0092] Fig. 13 is used to illustrate employing of a state variable in deriving

exclusive usage rights, according to the present invention. in Fig. 13, rights

1302 and 1303 derived from an offer 1301 are exclusive to each respective

consumer. The offer 1301 is a type of meta-right of which the recipients have

the rights to obtain specific derivative rights when the conditions for obtaining

such rights are satisfied. Accordingly, the exemplary offer 1301 has an

unspecified state variable 1304. However, specific state variable 1305 and
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1306, each with uniquely assigned identifications (IDs) are included in the

derived rights 1302 and 1303. The derived state variables 1305 and 1306 are

bound to their associated derived rights, e.g., “AlicePlayEbook" (i.e., Alice has

the right to play Ebook) is bound to derived right 1302, and “BobP|ayEbook”

(i.e., Bob has the right to play Ebook) is bound to derived right 1303 The

“AlicePIayEbook" variable can be updated when Alice exercises her play right,

whereas the “BobPlayEbook” variable can be updated when Bob exercises

his play right.

[0093] Other than deriving rights from an offer, a right can transfer from an

entity to a recipient. When a “right is transferred, the governing of the

associated state variable is also transferred to the recipient. After a right is

transferred, the source principal typically can no longer exercise the right,

whereas the recipient can exercise the right. The license server governing

the exercising of a right of a recipient assumes the responsibility for state

management. If, however, the state variables are managed by the common

state of right server 1201, the state of right server 1201 needs to be informed

of the transfer of right. Specifically, the state variable can be managed in the

context of the recipient after the transfer of right.

[0094] When a right is to be shared between the source principal and the

recipient, the associated state variable is referenced in the derived right. If

the. same right is shared with multiple recipients, then typically all of the

recipients share the same state variables with the source principal. In this

case, a shared state can be managed by an entity that is accessible by all

sharing principals.

[0095] Fig. 14 is used to illustrate employing of a state variable in deriving

inherited usage rights, according to the present invention. In Fig. 14, a

derived right can inherit a state variable from meta—rights. For example, a

personal computer (PC) of a user, Alice, can be configured to play an e-book

according to a license 1403. A personal data assistant (PDA) of Alice also

can obtain a right to play the e-book according to offer 1401, if the PC and
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PDA share the same state variables 1404 and 1405, e.g., “A|iceP|ayEbook."

A derived right 1402 allows Alice also to play the e-book on her PDA as long

as the PDA and the PC share a same count limit 1406 of 5 times.

[0096] When a usage right is to be shared among a predetermined set of

recipients, a state variable for tracking a corresponding usage right can be

specified in a meta-right using a same state variable identification for all

recipients. During a process of exercising the meta-right, the same state

variable identification is included in every derived right.

[0097] Fig. 15 illustrates the use of state variable in deriving rights that are

shared among a known set of rights recipients, according to the present

invention. In Fig. 15, a site license 1501 is issued to FooU university. For

example, via the site license 1501, a librarian is granted a right to issue rights

that allow FooU students to play, view, and the like, corresponding content,

such as e-books and the like, as long as such usage is tracked by a state

variable 1504, e.g., "www.foou.edu.” Accordingly, rights 1502 and 1503

derived from the site license 1501 include state variables 1505 and 1506,

“www.foou.edu," which can be updated when corresponding students, Alice

and Bob, play the e-book.

[0098] When a usage right is to be shared among a dynamic set of

recipients, the state variable can stay unspecified in the usage right. When

exercising a meta-right and a set of recipients is known, a state variable can

be specified using some identification unique to the known recipients and can

be included within a derived right.

[0099] Fig. 16 is used to illustrate employing of a state variable in deriving

rights that are shared among a dynamic set of rights recipients, according to

the present invention. In Fig. 16, an offer 1601 specifies that a distributor can

issue site licenses to affiliated clubs, allowing 5 members of each club to

concurrently view, play, and the like, content, such as an e-book. A

corresponding state variable 1607 associated with such a right can be

unspecified in the offer 1601. When corresponding rights 1602 and 1603 are
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issued to affiliated clubs, the corresponding club identities are used to specify

state variables 1608 and 1609 in the issued rights. The offers 1602 and 1603

are meta-rights derived from the offer 1601, with offer being assigned the

distinct state variables 1608 and 1609. Further rights 1604-1606 can be

derived from the offers 1602 and 1603 to be shared among members of each

respective club. The licenses 1604 and 1605 are examples of rights derived

from the offer 1602, and which inherit the state variable 1608, e.g.,

"urn:acme:c|ub,” whereas the license 1606 inherits the state variable 1609,

e.g., "urn:foo:club."

[00100] Not only can state variables be shared among principals, such

as rights suppliers, consumers, and the like, a state variable can be shared

among multiple exercisable rights. Fig. 17 is used to illustrate employing of a

state variable for maintaining a state shared by multiple rights, according to

the present invention. In Fig. 17, a same state variable 1703 is associated to

both a right to print 1702 and the right to play 1701, so that the total number of

playing, printing, and the like, can be tracked together.

[00101] The state of rights can depend on more than one state variable.

Fig. 18 is used to illustrate employing of multiple state variables to represent

one state of rights, according to the present invention. The example

described with respect to Fig. 18 builds upon the example described with

respect to Fig. 16. In FIG. 18, a usage right can be tracked by employing

multiple state variables 1807 and 1808 in an offer 1801. The state variable

1808, for example, representing a priority level, can stay unspecified in the

corresponding offers 1802 and 1803 (e.g., site licenses). The corresponding

state variables 1809-1811, for example, used for setting a priority, can be

assigned to each member in the corresponding licenses 1804, 1805 and

1806. The corresponding right to view, play, and the like, can now be

dependent on two state variables, effectively restricting 5 simultaneous views,

plays, and the like, per priority level.
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[00102] One state variable can represent a collection of states. For

example, a unique identification can be used to representa state variable,

and an appropriate mechanism can be employed to map such unique id to a

database of multiple variables, where each variable represents a distinct

state.

[00103] The scope of state variables can be used to determine entities

by which the state variables can be managed. For example, for a local state

variable, usage tracking of associated rights thereof can be managed solely

by a trusted agent embedded within a rights consumption environment, such

as a media player, and the like. In addition, such usage tracking can be

conducted by a trusted remote service, such as the common state—of—rights

server 1201. Further, shared global state variables can be made accessible

by multiple trusted agents. To avoid privacy issues, security issues, trust

issues, rights issues, and the like, associated with accessing content, such as

data, and the like, included within a peer rights consumption environment,

managing of such shared global state variables can be performed by a remote

service, such as the state-of-rights server 1201.

[00104] A counter is a common form of state variable usage. For

example, such state sharing can include counter sharing where a state

represents a number of times a right has been exercised, an event has

occurred, and the like. Such counter sharing can be manifested in various

forms and occur in many contexts, such as: tracking a number of

simultaneous uses, tracking a number of sequential uses, sequencing (e.g., a

commercial must be viewed before free content can be accessed), a one-time

use constraint, a transaction count, a delegation control level, a super-

distribution level, dependency on at least one or more services or devices,

and the like.

[00105] In addition, state variables can be incarnated in a wide variety of

forms. For example, a state variable can be used to track specific time slots

within a period of time, such as used by a movie studio to transfer syndication
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rights to a specific TV station, to transfer syndication rights shared by a group

of stations, to transfer syndication rights assigned through a bidding process,

and the like.

[00106] State variables also can be employed, for example, with regional

selling or distribution rights, in a statement from a financial clearing house to

acknowledge that an appropriate fee has been paid, as a status of whether a

commercial has been watched before free content can be accessed, and the

like.

[00107] Not all rights need be associated with states. Fig. 19 is used to

illustrate a case where not all rights are associated with states, according to

the present invention. In Fig. 19, an offer 1901 allows a user, Alice, to grant

an unlimited play right, view right, and the like, to her PDA. Such a play right

need not be associated with any state. Accordingly, derived right 1902 also

has an unlimited play right to the content, as well as the right 1903 for her PC.

[00108] Not all rights which are associated with states are shared or

inherited. For example, some rights are meant for off-line usage, can be

transferred in whole to another device, and hence are not shared with other

devices. Fig. 20 is used to illustrate a case where not all rights which are

associated with states are shared or inherited, according to the present

invention. In Fig. 20, even though a play right 2003 of a user, Alice, a play

right 2002 of a PDA of Alice, and a play right 2003 of a PC of Alice specify a

same state variable identification 2004, a same state need not be shared

since each device can track a state thereof locally. Advantageously, such an

implementation would allow the PC and the PDA to each play the

corresponding content up to 5 times.

[00109] Fig. 21 illustrates a form of an offer which does not explicitly

include meta-rights. In Fig. 21, an offer 2101 is configured as a site license

written in English. Licenses 2102 and 2103 are instances derived from the

offer 2101. In an exemplary embodiment, variables 2104 and 2105 can be
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created based on interpretation of the offer 2101, for example, by the system

of Fig. 12.

[00110] The preferred embodiment can utilize various devices, such as a

personal computers, servers, workstations, PDA's, thin clients, and the like.

For example, the client environment can be a handheld device such as a

mobile phone or a PDA. Various channels for communication can be used.

Further, the various functions can be integrated in one device. For example,

the license server function can be accomplished by software within the client

environment. Further, the function of the license server or other modules for

making offers, selecting rights and granting licenses can be accomplished in

the same device. The disclosed functional modules are segregated by

function for clarity. However, the various functions can be combined or

segregated as hardware and/or software modules in any manner. The

various functions can be useful separately or in combination.

[00111] ‘ The various elements and portions thereof can be stored on the

same device or on different devices. For example, a license can be stored

together with, or separate from, content. Further, the various elements of a

license can be stored on separate devices. For example the values of state

variables can be stored in a state variable repository of a system that tracks

the current value of state variables. Various links, references, specifications,

and the like can be used to associate the elements.

[00112] The invention has been described through exemplary

embodiments and examples. However, various modifications can be made

without departing from the scope of the invention as defined by the appended

claims and legal equivalents.
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What is claimed is:

1. A method for sharing rights adapted to be associated with items, the

method comprising:

generating at least one of usage rights and meta—rights for the items;

defining, via the usage rights, a manner of use for the items; and

defining, via the meta-rights, a manner of rights transfer for the items;

wherein the usage rights or the meta-rights include at least one state

variable that is shared by one or more rights.

2. The method of claim 1, wherein the state variable inherits a state

thereof for content usage or rights transfer from other generated usage rights

and meta-rights.

3. The method of claim 1, wherein the state variable shares a state

thereof for content usage or rights transfer with other generated usage rights

and meta-rights.

4. The method of claim 1, wherein the state variable inherits a

remaining state for content usage or rights transfer from other generated

usage rights and meta-rights.

5. The method of claim 1, wherein the state variable is updated upon

exercise of a right associated with the state variable.

6. The method of claim 1, wherein the state variable represents a

collection of states.

7. The method of claim 1, further comprising deriving at least one right

from the generated usage rights and meta—rights, wherein the derived right

includes at least one state variable that is shared with or inherited from the
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generated usage rights and meta-rights and is used for determining a state of

the derived right.

8. The method of claim 7, further comprising a plurality of state

variables that determine the state of the derived right.

9. The method of claim 7, wherein the state variable is unspecified in

the derived right, is created during a rights transfer, and is assigned to the

derived right.

10. The method of claim 7, wherein the state variable is transferred

from the generated usage rights and meta-rights to the derived right.

11. The method of claim 7, further comprising generating a license

including the derived right.

12. The method of claim 7, further comprising deriving a plurality of

rights from the generated usage rights and meta-rights, wherein the state

variable is shared by the derived rights.

13. A system for sharing rights adapted to be associated with items,

the system comprising:

means for generating at least one of usage rights and meta-rights for

the items;

means for defining, via the usage rights, a manner of use for the items;

and

means for defining, via the meta-rights, a mannerof rights transfer for

the items;

wherein the usage rights or the meta-rights include at least one state

variable that is shared by one or more rights.
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14. The system of claim 13, wherein the state variable inherits a state

thereof for content usage or rights transfer from other generated usage rights

and meta-rig hts.

15. The system of claim 13, wherein the state variable shares a state

thereof for content usage or rights transfer with other generated usage rights

and meta-rights.

16. The system of claim 13, whereinthe state variable inherits a

remaining state for content usage or rights transfer from other generated

usage rights and meta-rights.

17. The system of claim 13, wherein the state variable is updated upon

exercise of a right associated with the state variable.

18. The system of claim 13, wherein the state variable represents a

collection of states.

19. The system of claim 13, further comprising means for deriving at

E least one right from the generated usage rights and meta—rights, wherein the

derived right includes at least one state variable that is shared with or

inherited from the generated usage rights and meta-rights and is used for

determining a state of the derived right.

20. The system of claim 19, including a plurality of state variables that

determine the state of the derived right.

21. The system of claim 19, wherein the state variable is unspecified in

the derived right, is created during a rights transfer, and is assigned to the

derived right.
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22. The system of claim 19, wherein the state variable is transferred

from the generated usage rights and meta-rights to the derived right.

23. The system of claim 19, further comprising means for generating a

license including the derived right.

24. The system of claim 19, further comprising means for deriving a

plurality of rights from the generated usage rights and meta-rights, wherein

the state variable is shared by the derived rights.

25. The system of claim 13, wherein the means for generating; the

means for defining via the usage rights, and the means for defining via the

meta-rights comprise at least one of computer-executable instructions, and

devices of a computer system.

26. A device for sharing rights adapted to be associated with items, the

device comprising:

means for receiving at least one of usage rights and meta-rights for the

items;

means for interpreting, via the usage rights, a manner of use for the

items; and

means for interpreting, via the meta-rights, a manner of rights transfer

for the items;

wherein the usage rights or the meta-rights include at least one state

variable that is shared by one or more rights.

27. The device of claim 26, wherein the state variable inherits a state

thereof for content usage or rights transfer from other generated usage rights

and meta-rights.
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28. The device of claim 26, wherein the state variable shares a state

thereof for content usage or rights transfer with other generated usage rights

and meta—rights.

29. The device of claim 26, wherein the state variable inherits a

remaining state for content usage or rights transfer from other generated

usage rights and meta-rights.

30. The device of claim 26, wherein the state variable is updated upon

exercise of a right associated with the state variable.

31. The device of claim 26, wherein the state variable represents a

collection of states.

32. The device of claim 26, further comprising means for deriving at

least one right from the generated usage rights and meta—rights, wherein the

derived right includes at least one state variable that is shared with or

inherited from the generated usage rights and meta-rights and is used for

determining a state of the derived right.

33. The device of claim 32, including a plurality of state variables that

determine the state of the derived right.

34. The device of claim 32, wherein the state variable is unspecified in

the derived right, is created during a rights transfer, and is assigned to the

derived right.

35. The device of claim 32, wherein the state variable is transferred

from the generated usage rights and meta-rights to the derived right.
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36. The device of claim 32, further comprising means for generating a

license including the derived right.

37. The device of claim 32, further comprising means for deriving a

plurality of rights from the generated usage rights and meta-rights, wherein

the state variable is shared by the derived rights.

38. The device of claim 26, wherein the means for receiving, the

means for interpreting via the usage rights, and the means for interpreting via

the meta—rights comprise at least one of computer—executab|e instructions,

and devices of a computer system.

39. The device of claim 26, wherein one or more of the means for

receiving, the means for interpreting via the usage rights, and the means for

interpreting via the meta—rights are specified in a license.
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ABSTRACT OF THE DISCLOSURE

[00113] A method, system and device for sharing rights adapted to be

associated with items, the method and system including generating at least

one of usage rights and meta-rights for the items; defining, via the usage

rights, a manner of use for the items; and defining, via the meta-rights, a

manner of rights transfer for the items. The device including receiving at least

one of usage rights and meta-rights for the items; interpreting, via the usage

rights, a manner of use for the items; and interpreting, via the meta-rights, a

manner of rights transfer for the items. The usage rights or the meta-rights

include at least one state variable that is shared by one or more rights.
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1801

any affiliated club
issue

its club member

play
ebook

simultaneous use = 5

state variable id = 1807

<unspecified> X
state variable id = 1808

<unspecified> X
 

1802 1303

any Acme club member

play
ebook

simultaneous use = 5

state variable id =

um:acme:club

state variable id = 1808

<unspecified> X

any Foo club member

play
ebook

simultaneous use = 5

state variable id = umzfoozclub

state variable id = 1303

<unspecified> X  
1804 1805

Bob

play
ebook

simultaneous use = 5

state variable id =

um:acme:club X 1810
state variable id = priority_1

Alice

play
ebook

simultaneous use = 5

state variable id =

um:acme:club X 1809
state variable id = priority 2

1806

  
Cathy

play
ebook

. simultaneous use = 5

F|Q- 1 8 state variable id =
umcfoozclub X 181 1
state variable id = priority_1
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As a below named inventor, I herebyfrccian that:

My residence, post ofice address, citizenship are as stated below next to my name.
I believe I am the original, first and"sole inventor (if only one name is listed below) or an original, first and joint inventor (ifplural names are
listed below) of the subject matter which is claimed and for which a patent is sought on the invention entitled:

  
' (Title ofthe Invention) .'

the specification ofwhich

[ ] is attached hereto
OR

[X] was filed on (WWDD As United States Application Number or PCT International Application Number ]_Q[1§z.2_1zAnd was amended on (MM/DD (If applicable).

I hereby state that] have reviewed and understand the contents of the above identified specification, including the claims, as amended by any
amendment specifically referred to above.

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1.56.

 

 

 
 

I hereby claim foreign priority benefits under 35 U.S.C. l l9(a)-(d) or 365(b) of any foreign applieation(s) for patent or inventor’s certificate,
or 365(a) of any PCT intemationai application which designated at least one country other than the United States ofAmerica. listed be_l_ow and
have also identified below, by checking the box, any foreign application for patent or inventor’s cenifieate; orof any PCT intemational'
application having a filing date before that of the application on which priority is claimed. .

Prior Foreign Country C M"
Application Number(s)
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AttachedoriClaimedForeign Filing Date

(MM/DD/YYYY)  
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States pr-yvisional applicationls) listed below. .

 
 
 

 
 

[ ] Additional provisional application
 
 

  

Application Number(s) Filing Date (MM/DD/YYYY) ’ ’---——————---- . . . .. N be I" t d as- iemental

23$§§‘{’:é£§ i3‘§3J.;§§.°£o, 2001 :§’,‘Z{:;7'35‘*3°s*53**‘i°'S‘*75=B“m°h=“
60/331,624 November 20, 2001
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case. Any comments on the amount oftime you are required to complete this form should be sent to the Chief information Officer, Patent
and Trademark Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO:
Commissions for Patents, Washington, DC 20231. . -
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DEC—Uty or sign Pent Application
I hereby claim the ‘benefit under 35 U.S.C. 120 ofany United States application(s), or 3650 of any PT international application designating the
United States of America. listed below and, insofar as'the subject matter ofeach ofthe claims of this application is not disclosed in the prior
United States or PCI‘ lntemational application in the manner provided by the first paragraph of35 U.S.C. 112, I acknowledge the duty to disclose
information which is material to patentability as defined in 37 CFR l.56 which became available between the filing date of the prior application
and the national or PC!‘ international filing date ofthis application.

K 7 Parent Filing Date V N a i Parent Patent Numbe I
(MM/DD/YYYY) (ifapplicable)

May3l,200l

  

 

 
  

 

 
 

 
U.S. Parent Application or PCT Parent Number

This Application is a
09/867,745 '-

 CIP of US Serial No.
 

 

 

 
 

 
 
 

[X] Registered practitioner(s) narnelregistration number listed below. ' _

A Name - . Registration Numbe 7 I
Enc J. Robinson

 

 
  
 

 
 

 

   
 

Stuart J. Friedman
 
  
  
  
 

Charles M. Leedorn, J r. Daniel S. Song
David S. Sufi-an ’ Marc S. Kaufman
Thomas W. Cole Corinne R. Gorski
Donald R. Studebaker Jason H. Vick
Jefiiey L. Costellia Luan C. Do

Am-em. 4

ZIP: 22102

FAX: (703) 9400
 

  
 

 
 

 

Telephone: (703) 770-9300

Ihy ecare m_ te inoy owlean Ienionnna 0'
believed to be true; ;and timber that these statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under 18 U.S.C. 100] and that such willful false statements may jeopardize the validity of the
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M‘ 0 ‘tionh ris led
u '_'—'—;""' i ..-.;_e ._.,;.Family Name ‘or Sumame

  

  

  

7"? ‘.2; ‘—’‘’'''‘7r’‘/_
Mailing Address (Street or P.O‘.~Box): 3120 Emerald Street #V2

Inventor's Signature:

  ZIP: 90503

Residence: City: Torrance 
 Citizenship: USA
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Given Family Name
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Nnme Bijan ~
Inventor’:

Signature

 
 

Mailing Address (Street or P.O. B015):
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City: Gemummwn zrrz 20375 Country: USA 

‘ Residence: City: Germantoiavn

 Citizenship: USA
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Inventor’: ‘
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ty° State: ZIP: Country:
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T0: Commissioner for Patents, Washington. DC 20231.
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Defects i-n the images include but are not limited to the items checked:

El BLACK BORDERS
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Application Type: utility

SYSTEM AND METHOD FOR RIGHTS OFFERING AND GRANTING

We °f '"Ve"t'°": usmc SHARED STATE VARIABLES

Legal Representative:

Attorney or Agent: Marc S. Kaufman

Registration Number: 35212

Attorney or Agent: Carlos R. Villamar

Registration Number: 43224
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Continuity Data:
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application of application serial no. 09/867,745 filed on May 31, 2001 and which claims benefit from

U.S. Provisional Application Serial No. 60/296,113 filed on June 7, 2001, U.S. Provisional Serial No.
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APPLICATION ELEMENTS
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1. IE Fee Transmittal Form (e.g., PTO/SB/l 7)
(Submit an original and a duplicateforfeeprocessing)

2. U Applicant claims small entity status.
See 37 CFR 1.27.

3. lg Specification [Total Pages 43](pref:-red arrangement set forth below)
- Descriptive title of the invention
- Cross Reference to Related Applications (ifapplicable)
— Statement Regarding Fed sponsored R & D (ifapplicable)
- Reference to sequence listing, a table,

or a computer program listing appendix (ifapplicable)
- Background of the Invention
- Brief Summary of the Invention
- Brief Description of the Drawings (rffiled)
- Detailed Description
- Claim(s)
- Abstract of the Disclosure

4. lg Drawing(s) (35 U.S.C. 113) 23 Figgres [ Total SheeLr I7]
5. Oath or Declaration [ Total Pages 0 ]

a. CI Newly executed (original or copy)
b. I21 Copy from a prior application (37 CFR l.63(d))

(for continuation/divisional with Box I8 completed)
i. D DELETION OF lNVENTOR(S)

Signed statement attached deleting inventor(s)
named in the prior application, see 37 CFR
1.63(d)(2) and l.33(b)

6. E Application Data Sheet. see 37 CFR 1.76

 

 
 7. El CD-ROM or CD-R in duplicate, large table or ,\

Computer Program (Appendix) to

8. Nucleotide and/or Amino Acid Sequence Submission 8
(ifapplicable, all necessary) *1‘

a. C] Computer Readable Form (CRF)
b. Specification Sequence Listing on:

i. E] CD-ROM or CD-R (2 copies; or
ii. D paper

c. U Statements verifying identity of above co ies
ACCOMPANYING APPLICATION PARTS

9. El Assignment Papers (cover sheet & document(s))
10. Cl 37 CFR 3.73(b) Statement CI Power of

(when there is an assignee) Attorney

1 l. B English Translation Document (ifapplicable)
12. U Infomration Disclosure CI Copies of IDS

Statement (IDS)/PT0- l 449 Citations

13. D Preliminary Amendment
14. El Return Receipt Postcard (MPEP 503)

(Should be specifically itemized)

15. D Certified Copy of Priority Document(s)
(tfforeign priority is claimed)

16. D Nonpublication request under 35 U.S.C.
I22(b)(2)(B)(i). Applicant must attach form
PTO/SB/35 or its equivalent.

17. C] Other.

  
  

  
  

 
 
 
 

 
 

 
  

  

 

 
 

 
 

  
 

  
 
 
 

 

 
  

 
 
 

  

 

 

 
 

 
 

 

 
 
  

 
 
 

 
 
 

  
  

 18. If a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in a preliminary amendment,
or in an Application Data Sheet under 37 CFR 1. 76:

D Continuation E Continuation-in-part (CIP) of prior application No: 10/162 2l2
  

    Prior application infomiationz Examiner NotYetAssigr_1ed Group/ArtUnit: 3621

  
 
 
 

 

For CONTINUATION OR DIVISIONAL APPS only: The entire disclosure of the prior application, from which an oath or declaration is supplied under
Box 5b, is considered a part of the disclosure of the accompanying continuation or divisional application and is hereby incorporated by reference. The
incorporation can only be relied upon when a portion has been inadvertently omitted from the submitted application parts.

19. CORRESPONDENCE ADDRESS
  

 
 

E Customer Number or Bar Code Label »( ~' p or D Correspondence address below

 

—i——
—‘t

43,224

Date October 4, 2004

  
   

 
W326635.l
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Cnmlerei Known

APPli¢8li0n Number Not Yet Assi r ed

Filing Date October 4’
First Named Inventor Maj NGUYEN, e; g[_

Patentfees are subject to annual revision. Examiner Name Not Yet Assigned
A" Uni‘ Not Yet Assigned

Attorney Docket No- I I

METHOD OF PAYMENT check all that a Iv FEE CALCULATION continued

D Check D CreditCard D Money D Other D None 3’ ADDITIONAL FEESOrder

[3 Dep0ShAcc0um: Large Entity Small Entity
Deposit Fee Fee Fee Dacrlption
Account I 9-2380 Code (5)
Number 2051 65 Surcharge — late filing fee or oath

2052 25 Surcharge - late provisional filing fee or cover
sheet

Deposit _ 1053 130 Non—English specification
Account Nixon Peabody LLP . . .
Name 1812 2,520 For filing a request for ex parre reexanunation

_ _ 1804 920’ Requesting publication of SIR prior to Examiner
The Commissioner is authorized to: (check all that apply) action

[21 charge fee(S) indicated below El Credit any overpaymenis 1305 ‘>340’ R°;l“°5‘5"S P“"“°"‘i°“ °f Sm 3”" E"““i"°'BC on

E Charge any additional fee(s) 2251 55 Extension for reply within first month

D Charge fee(s) indicated below, except for the filing fee 2252 215 Extension for reply within second month
‘° ‘'‘° "b°"°"d°“‘ifi°" “°P°S" "°°°““‘ 2253 Extension for reply within third month

FEE CALCULATION 2254 Extension for reply within fourth month

1, BASIC FILING FEE 2255 Extension for reply within fifi.h month
Large Entity Small Entity 2401 Notice of Appeal
F F F F F D ' '

Cffde (Se; C3; (Se; ee escnptlon Fee Paid 2402 Filing a brief in support of an appeal
2403 Request for oral hearing

[00] 2001 395 Utility flung fee 790.00 1451 Petition to institute a public use proceeding
1002 2002 Us Design filing fee 2452 Petition to revive — unavoidable

1003 2003 275 Plant filing fee 2453 Petition to revive — unintentional

1004 2004 395 Reissue filing fee 2501 Utility issue fee (or reissue)
1005 2005 so Provisional filing fee 25” Desi?“ 155"‘ f“2503 Plant issue fee

SUBTOTAL (I) $79030 1460 Petitions to the Commissioner
1807 Processing fee under 37 CFR l.l7(q)

2. EXTRA CLAIM FEES FOR UTILITY AND REISSUE 1305 5UbmiSSi0n 0f1l'|f0l'|'nflli0|'| DISCIOSUN SUN
Fee from 8021 Recording each patent assignment per property

Extra Claims below Fee Paid (times number ofproperties)
Total Claims -20‘-= x $342.00 2809 Filingasubmission aster final rejection(37 CFR l.l29(a))

Independent -3"‘ = :] XZ 2810 For each additional invention to be examinedClaims (37 CFR l.l29(b))

Multiple Dependent x :1 2801 Request for Continued Examination (RCE)
?

Large Entity Small Entity 1802 Request for expedited examination of a design
Fee Fee Fee Fee Fee Description application

Code (S) Code (S) Other fee (specify)
1202 18 2202 9 Claims in excess of 20

‘Reduced by Basic Filing Fee Paid SUBTOTAL (3)1201 88 2201 44 Independent claims in excess of?»  
1203 300 2203 150 Multiple dependentclaim,il'not paid

1204 38 2204 44 ;:i;:;515::t;';‘:°P°“d°“‘ °'‘'““5 °‘’" CERTIFICATE or MAILING OR TRANSMISSION [37 CFR l.8(a)]
18 2205 9 " Reissue clain1s in excess of20 and I h°'°'>Y “"55? “W “"5 °°"“°5P°"de"°° ‘-5 b°i"8=

over original patent El deposited with the United States Postal Service on the date shown below with sufficient

SUB-I-0-I-AL 2 postage as first class mail in an envelope addressed to: Mail Stop j___,( ) $342 00 Commissioner for Patents, P. O. Box 1450, Alexandna, VA 22313-1450
“or number previously paid, if greater, For Reissues, see above transmitted by facsimile on the date shown below to the United States Patent and

Trademark Office at (703) -

Date Signature

1- d or rinted name

SUBMITTED BY Comlete i a licable

"W 1‘ ““a‘“*“ A “3’”“ ‘2°2’5"5'”°“
—.IlIlIIIl %October 4, 2004

‘- v V "

SEND TO: Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

  
  

 
  

W326643.1
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trude-.mu rl Offim-.
Addrcsa: COMMISSIONER FOR PATENTSPL‘. Box [450

Alexundmvixgiuia 22313-H50www.usptu.guv

APPLICATION NUMBER FILING OR 371 (c) DATE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER

10/956,070 10/04/2004 Xin Wang 111325-235000

 

CONFIRMATION NO. 8299

22204 FORMALITIES LETTER

”'X°” '°EA'3°DY' LLP ||l|l|||||l||||||||l||l|I|l||IllllllllllllI|||||||ll|l|||||l|IlllllllllllllIlllllllllll
g%1|.r9g-;IO%TREET’ NW 'OC000000014862240*
WASHINGTON, DC 20004-2128

Date Mailed: 01/03/2005

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR1.53(b)

Filing Date Granted

Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all

required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee underthe provisions of 37 CFR 1.136(a).

o The signature of the following inventor(s) is missing from the oath or declaration:
Mai Nguyen, Eddie J. Chen

o To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e) of
$130 for_a non-small entity, must be submitted with the missing items identified in this letter.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $130 for a Large Entity

a $130 Late oath or declaration Surcharge.

Replies should be mailed to: Mail Stop Missing Parts

Commissioner for Patents

P.O. Box 1450

Alexandria VA 22313-1450

A copy of this notice MUST be returned with the reply.
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.1‘

'v

 
  
 

 

 
 

 
 

Application Number

Afier Allowance Communication to Group

TRANSMITTAL

FORM
(10 be usedfor all correspondence afler initialfiling)

 

 

 

Filing Date

 
First Named Inventor

Group Art Unit

 

  

Examiner Name

Total Number of Pages in This Submission- Attorney Docket Number
ENCLOSURES (check all that apply)

  

ElD Fee Transmittal Form Assignment Papers
for an Application)

Diawing(s)

Appeal Communication to Board of
D Fee Amched Appeals and lnterferences

Appeal Communication to Group
(Appeal Notice, Brief, Reply Brief)

Proprietary lnfomiation
Status Letter

Application Data Sheet

U Amendment’ Reply Declaration and Power of Attorney
D Afier Final Licensing—related Papers

[I Affidavits/declaration(s) Pe‘"i°"
Petition to Convert to a Provisional

Extension ofTime Request Application Request for Corrected Filing Receipt with
Enclosures

A self—address6d prepaid postcard for
acknowledging receipt

Other Enclosure(s) (please ident1_'/31 below):

Express Abandonment Request Power of Attorney, Revocation
Change of Correspondence Address

lnfomiation Disclosure Statement _ _ _Terminal Disclaimer

ElElIEIIEIEIEIEIEIEI
Certified Copy of Priority Request for Refiind
Document(s)

DUE]ElEIDEIEIEI
CD, Number of CD(s)

Response to Missing Partsl
Incomplete Application

D Response to Missing Parts
under 37 CFR 1.52 or [.53

required or credit any overpayments to Deposit Account No. 19-2380 for the
above identified docket number.

Firm Marc S. Kaufman

or Registration No. 35,212

Individual name Nixon Peabody LLP
401 9”‘ Street, ., Suite 900

_-.,_,,gfi 2004-2128

Tgr
Q"“"‘““’“°°5

CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR l.8(a)]

I hereby certify that this correspondence is being:

El deposited with the United States Postal Service on the date shown below with sufficient postage as first
class mail in an envelope addressed to: Mail Stop , Commissioner for Patents, P. O. Box 1450,
Alexandria, VA 22313-1450

Cl transmitted by facsimile on the date shown below to the United States Patent and Trademark Office at

(703) ____j_____.

Date Signature

 
Typed or printed name

W633625.1
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Attorney Docket No. 1 11325-235000  
._; -

1 THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of

Mai NGUYEN, et al.

Application No. 10/956,070

Filed: October 4, 2004

For: SYSTEM AND METHOD FOR

RIGHTS OFFERING AND GRANTING

USING SHARED STATE VARIABLES

Confirmation No.: 8299

Group Art Unit: 3621

Examiner: Unassigned\/\/\./\/‘—/\./\./
U.S. Patent and Trademark Office

Customer Window, Mail Stop

Randolph Building

Alexandria, VA 22314

REQUEST FOR CORRECTED OFFICIAL FILING RECEIPT

Sir:

Please note that upon reviewing the Official Filing Receipt received in the above—identified

application, the domestic priority data information was listed incorrectly and the order of the inventors

were listed incorrectly. Please list the priority data as follows:

--This application is a CIP of 10/162,212 06/05/2002

which is a CIP of O9/867,745 05/31/2001 PAT 6,754,642 - -

Please list the inventors in the following order:

- -Mai Nguyen, Buena Park, CA

Xin Wang, Torrance, CA

Eddie J. Chen, Rancho Palos Verdes, CA

Bijan Tadayon, Germantown, MD --

Submitted herewith is a copy of the original Official Filing Receipt indicating these

corrections marked in red. Also, enclosed is a copy of application data sheet indicating that this error

was due to an oversight at the USPTO.

W633622.l
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Application No.: 10/956,070

Attorney Docket No.: 11 1325-235000

In view of the above, it is requested that a Corrected Filing Receipt be issued.

Respectfully submitted,

NIXON PEABODY, LLP

are S. Kaufman

Registration No. 35,212

Date: Februagy 2, 2005

NIXON PEABODY LLP

Customer No. 22204

401 Ninth Street, N.W., Suite 900

Washington, DC 20004

Telephone: (202) 585-8000

Fax:: (202)585-8080
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  _ UNITED STATIS DEPARTMENT OF COIWNIERCE
:2; United State-.74 Pub-.n( and Trude-.mn rlt Offim-." Addn.~u:COMMISSIO.\IER non PATENTSE0. Box I450

Alt-.umIn‘a. Vizginin 21.113-1430
wunzuaiyliupv

111325-235000

APPL NO. F"-'(:‘)GDf§E3" ART UNIT FIL FEE REC'D ATTYDOCKET NO  ToT CLMS IND CLMS
17 39 3 ,

10/956,070 10/04/2004 3621 1132

CONFIRMATION NO. 8299

FILING RECEIPT

llllllllllllllllllllIllllllllllllIllllllllllllllllllllllllllllllllllllllllllllllll
'OC000000014862239'

22204

NIXON PEABODY, LLP

401 9TH STREET, NW
SUITE 900

WASHINGTON, DC 20004-2128

 
  

lDlE©lETl.l‘iWlE
JAN 0 5 2005 of

NIXON PEABODY
 

Date Mailed: 01/03/2005

Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be notified
as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING DATE, NAME
OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees transmitted by check or
draft are subject to collection. Please verify the accuracy of the data presented on this receipt. If an error is
noted on this Filing Receipt, please write to the Office of Initial Patent Examination's Filing Receipt
Corrections, facsimile number 703-746-9195. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections (if
appropriate).

Applicant(s) 4

Xin Wang, Torrance, CA;

ma} '0 ‘5“‘\‘-‘TX ,

Bijan Tadayon, Germantown, MD; XL“ av‘ 1'
Mai Nguyen, Buena Park, CA; CDLLQAK 3‘
Eddie J. Chen, Rancho Palos Verdes, CA; Bijan ‘Told!-‘tlofl DOCKETEO

 

Nixon Peabody. LLP

Power of Attorney: None

Domestic Priority data as claimed by appI' afi?
This application is a -G-6N"of1 162,212 06/05/2002
which is a CIP of 09/867,745 05/31/2001 PAT 6,754,642

Foreign Applications

If Required, Foreign Filing License Granted: 01/03/2005

The country code and number of your priority application, to be used for filing abroad under the Paris
Convention, is U310/956,070

Projected Publication Date: To Be Determined - pending completion of Missing Parts

Non-Publication Request: No

Best Avoiilcxble 61‘-Ac
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Page 2 of 2

Early Publication Request: No

Title

System and method for rights offering and granting using shared state variables

Preliminary Class

705

VmIIII¢rm.v.'rrrun:-»r»nrr.v.rnrrNJrMN».-nrMM.vN:AN:rnIIN»»>NnvmnuwvItIuwnuNW.9MNt.9ivAnNrNovr)Irm:NIIyuan!»run-«-IrNuNr.v.v.w-r:n:nrnrI.vMrNrm:N.-.vIIIIItr”rNw.-atIIMAMI5IMM.-.vIINtr».-.rIrII:rI.Mrr.'I.r.Urru".'nnlnurtrnnu-u:.vNnr.-Nuvrna-:.v.-arrnmrnn

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "|F REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted
under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof
unless it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR
1.53(d). This license is not retroactive. ‘

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject
matter as imposed by any Government contract or the provisions of existing laws relating to espionage and the
national security or the export of technical data. Licensees should apprise themselves of current regulations
especially with respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls,
Department of State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Office of
Export Administration, Department of Commerce (15 CFR 370.10 0)); the Office of Foreign Assets Control,
Department of Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "lF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR
5.12, if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has
lapsed from the filing date of this application and the licensee has not received any indication of a secrecy order
under 35 U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

B@Si Al,/Qjlgbge
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Electronic Version 0.0.11

Stylesheet Version: 1.0

Publication Filing Type:

Application Type:

Title of Invention:

Legal Representative:

Attorney or Agent:

Registration Number:

Attorney or Agent:

Registration Number:

Customer Number Correspondence Address:

Continuity Data:

Attorney Docket Number: n1325—23soo0

new—uti|ity

utility

SYSTEM AND METHOD FOR RIGHTS OFFERING AND GRANTING
USING SHARED STATE VARIABLES

Marc S. Kaufman

35212

Carlos R. Villamar

243224

22204

*22204*

This application is a continuation in part of 10/162,212 2002-06-05 which is a continuation—in-part '

application of application serial no. 09/867,745 filed on May 31, 2001 and which claims benefit from

U.S. Provisional Application Serial No. 60/296,1 13 filed on June 7. 2001, U.S. Provisional Serial No.

60/331,625 filed on November 20, 2001 and U.S. Provisional Application Serial No. 60/331,624 filed
on November 20. 2001’

INVENTOR(s):

Primary Citizenship:

Given Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address:

file://C :\Program%20Files\USPTO\ePAVE\TmpX1VIL.xrn1

, — ,._-._._..p: —<v~rnr—-.‘-- .

United States 1

Mai

Nguyen

Buena Park

CA

US

5611 Cambridge Avenue

Buena Park CA, 96021 US

10/4/2004

Petitioner Apple Inc. — Exhibit 1006, p. 80



Petitioner Apple Inc. - Exhibit 1006, p. 81

Primary Citizenship:
Given Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address:

Primary Citizenship:

Given Name:

Middle Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address:

Primary Citizenship:

Given Name:

Family Name:

Residence City:

Residence State:

Residence Country:

Address: .4 .

file://C:\Program%20Files\USPTO\ePAVE\TmpXML.xml

United States

Xin

Wang

Torrance

CA

US

3720 Emerald Street, #V2

Torrance CA, US

United States

Eddie

J.

Chen

Rancho Palos Verdes

ACA.

US

6796 Vallon Drive

Rancho pales Verdes CA, 90275 us

United States

Buan

Tadayon
Cermantown

MD

US

2-0~920»-Scottsbury‘ Drive---"

Germantown Maryland. 20876 US _

10/4/2004
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_ _ _ Page1of2
O O

. I s PATENT AND TRADEMARK OFFICE
SEN/'

  UNITED STA'I'§ DEPARTIHENT OF COMIVTERCE
United State-..~4 Pale-.n( and Trademark Qffim-.Addrvu:CON[MISSIO.\IER FOR PATENTSE0. Box 1450

Alrlmndril. Viuiriizl IZJIJ-l-I50wuw.u:'pluguv

APPLICATION NUMBER FILING OR 371 (c) DATE FIRST NA}v{ED APPLICANT ATTORNEY DOCKET NUMBER

-10/956,070 10/04/2004 Xin Wang 111325—235000

CONFIRMATION NO. 8299

PEABODY LLP FORMALITIES LETTER
' gel} 19g,30%TREET,'NW llwolllllilllcllllclyllllllllzllllcllflmllllllllllllIlllllllllllllllllllllll

WASHINGTON, DC 20004-2128

Date Mailed: 01/03/2005

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR1.53(b)

Filing Date Granted

Items Rguired To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
,a however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all

required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee underthe provisions of 37 CFR 1.136(a).

0 The signature of the following inventor(s) is missing from the oath or declaration:
Mai Nguyen, Eddie J. Chen

0 To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e) of
$130 for a non—sma|l entity, must be submitted with the missing items identified in this letter.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $130 for a Large Entity

0 $130 Late oath or declaration Surcharge.

Replies should be mailed to: Mail Stop Missing Parts

Commissioner for Patents

P.O. Box 1450

03/01/2005 smimzi oooooon 192330 1o95so76“'e*a”d”a VA 223134450

01 I-"C":1mmwmmM~Mm mwmmmvm~-mm~~mmmmmm~mmmmmmmm

A copy ofthis notice MUST be returned with the reply.
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Initial Patent Examination Division (703) 308-1202
PART 2 - COPY TO BE RETURNED WITH RESPONSE
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ah’ “

 
 
 

no/9s«s,ovo
October 4, 2004

Mai NGUYEN et al.

  
 

'3 TRANSMITTAL
FORM

(to be usedfor all correspondence after initialfiling)  
 
 

  

  
First Named Inventor

Group An Unit
 

 Confirmation No. 8299

_ums-zssooo
ENCLOSURES (check all that apply)

Fee Transmittal Form Assignment Papers
for an Application)

U Drawing(s)

Afier Allowance Communication to Group

Appml Communication to Board of
Appeals and Interferences

Appeal Communication to Group
(AWGII N01561: Brief. REP‘! Brief)

Proprietary Information
Status Later

Application Data Sheet

Request for Corrected Filing Receipt with
Enclosures

D Fee Attached

D Amendmenu Reply Declaration and Power of Attorney
D Afier Final licensing-related Papers

[I Afiidavits/declaration(s) "°‘i‘i°"
Petition to Convert to a Provisional

Extension of Time Request Application
Express Abandonment Request Power of Attorney, Revocation

Change ofCorrespondence Addrms
Terminal Disclaimer

A self—addr$sed prepaid postcard for
acknowledging receipt

Other Enclosure(s) (please identrfv below):

Information Disclosure Statement

ElE1EIEIEIEIEIEIEI
Certif1ed'Copy of Priority Request for Refimd
Document(s)

CD, Number of CD(s)

EIEIEIElEIEIEII
Notice to File Missing Parts of

Nonprovisional Application Formalities Letter

D Response to Missing Parts
under 37 CFR 1.52 or 1.53

The Commissioner is hereby authorized to charge any additional fees
required or credit any overpayments to Deposit Account N04 19-2380 for the
above identified docket number.

SIGNATURE OF APPLICANT ATTORNEY OR AGENT

F1,-m O Marc S. Kaufman

or Nixon Peabody LLP
Individual name 401 9"‘ Street, N.W.

Suite 900

Was . 20004-2128

9

CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR l.8(a)]

I hereby certify that this correspondence is being: §
El deposited with the United States Postal Service on the date shown below with sufficient postage as first

class mail in an envelope addressed to: Mail Stop , Commissioner for Patents, P. O. Box 1450,
Alexandria, VA 22313-1450

El transmitted by facsimile on the date shown below to the United States Patent and Trademark Oflice at
(703)

Date Signature

Typed or printed name

W638030.l
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   Complete 1fKnawn

 

 

 
 
  

  
  
 

 
 
   

 

I-‘cadin the Corigiiiiiziizia Act, 2005 (11.11 4818). Application Number 10/956,070

FEE TRANSMITTAL FmnsDa== °°t°bc*4=2°°4

FY First Named inventor 

 C°nfirmfi°nN°- 8299
3170-00 MUM 362‘
 Anomevbocket N°- ‘“325'235°°°

METHOD OF PAYMENT (check all that a n ly)

Ci __ Check U Credit Card El Money Order 1:1 None Ci Other (please identify):

El Deposit Account Deposit Account Number: 19-2380 (111325-235000) Deposit Account Name: Nixon Peabody LLP

 

9 For the above-identified deposit account, the Director is hereby authorized to: (check all that apply)

Charge fee(s) indicated below El Charge fee(s) indicated below, except for the filing fee

Charge any additional fee(s) or underpayments of fee(s) Credit any overpayments
under 37 CFR 1.16 and 1.17

WARNING: Information on this fonn may become public. Credit card information should not be included on this fonn. Provide credit card information
and authorization on P'l‘O—20238.

FEE CALCULATION

1. BASIC FILING, SEARCH AND EXAMINATION FEES

FILING FEES SEARCH FEES EXAMINATION FEES

Small Entig Small Entig Small Entity
Application Type Fee {$1 Fee {$1 Fee §$) Fee [$1 Fee ($1 Fee ($1 Fees Paid ($}

Utility 300 150 500 250 200 100

Design 200 100 100 50 130 65

Plant 200 100 300 160 80

Reissue 300 150 500 600

Provisional 200 100 0 S 0

2. EXCESS CLAIM FEES Small Entity
Fee Description Fee (§] Fee (§)

Each claim over 20 or, for Reissues, each claim over 20 and more than in the original patent 50 25

Each independent claim over 3 or, for Reissues, each independent claim more than in the original patent 200 100
Multiple document claims 360 180
Total Claims Extra Claims Fee (5) Fee Paid ($1 Multiple Dependent Claims

- 20 or HP = x Fee ($1 Fee Paid (§)

HP =~ highest number of total claims paid for, if greater than 20

Indep. Claims Extra Claims Fee Q) Fee Paid (§)
- 3 or HP = x

HP =- highest number of independent claims paid for, if greater than 3

3. APPLICATION SIZE FEE

If the specification and drawings exceed 100 sheets ofpaper, the application size fee due is $250 ($125 for small entity)
for each additional 50 sheets or fi‘action thereof. See 35 U.S.C. 41(a)(l)(G) a.r1d 37 CFR l.l6(s).

Total Sheets Extra Sheets Number of each additional 50 or fraction thereof Fee 1§| Fee Paid (5)

60 - 100 = 0 / 50 = (round up to a whole number) x

4. OTHER FEE(S) Fees Paid (§)

Non-English Specification, $130 fee (no small entity discount) ' $130.00

Assignment Recordation Fee $40 fee (no small entity discount) $40.00

SUBMII I ED BY

Signature , _.. Registration No. Telephone _

W63 8036.1
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"r57-:3

  
' DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING

APPLICATION DATA SHEET (37 1.76) AND POWER OF ATTORNEY

Docket No. 1 1 1325-235000

As the below named inventor(s), I/we declare that

~ , This declaration is directed to:
El The attached application, or _ g

13 » Application No. 10/955 070 filed on October 4 2004

_ Cl as amended on (ifapplicable);

I/We believe that I/we am/are the original and first inventor(s) of the subject matter which is claimed and for which
a patent is sought; .

I/We have reviewed and understand the contents of the above-identified application, including the claims, as
amended by any amendment specifically referred to above; ’

I/We acknowledge the duty to disclose to the United States Patent and Trademark Ofice all information known to

me/us to be material to patentability as defined in 37 CFR 1.56, including for continuation-in-part applications,
material information which became available between the filing date of the prior application and the national or PCT
International filing date of the continuation-in-part application.

All statements made herein of my/own knowledge are true, all statements made herein on information and belief are

_ ' believed to be true, and fimher that these statements were made with the knowledge that willful false statements and
the like are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001, and may jeopardize the validity of
the application or any patent issuing thereon. '

I/We hereby appoint:

Practitioners at Customer Number 22204 as my/our attomey(s) or agent(s) to prosecute the application identified
above, and to transact all business in the United States Patent and Trademark Ofiice connected therewith.

FULL NAME OF INVENTOR(S)

Inventor one: Mai NGUYEN

(1./vfiuwr)
Signature: !> R gm Citizen of: UNITED STATES

Inventor two: Xin WANG

Signature: - E E :L‘7-Oc?2;ot=. UNITED STATES 2 - _ .
Inventor three: Edd CHEN

Citizen ‘of: UNITED STATES

Inventor four: Bi'an TADAYON I

_ 9.00 P- _ ‘ Citizefn 1‘. UNITED STATES

El Additional inventors are bein named on additional form s attached hereto.

wa3o4o2.r
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PMN

 

 
 

 
 
 

 

_
ENCLOSURES (check all that apply)

D pee Transmin,-3| Form D After Allowance Communication to Group

 
 

 

TRANSMITTAL

FORM

((0 be usedfor all correspondence after initialfiling)

 
 

 
  

  
  
 

D Assignment Papers
(for an Application)

Drawing(s)  
 

 
 

  

 
 
 
 

  
 

 
 

  
  
   

D Appeal Communication to Board of
D Fee Attached Appeals and Interferences

Appeal Communication to Group
(Appeal Notice. Brief. Reply Brief)

Proprietary Information
U Amendmenw Reply Declaration and Power of Attorney

D Afier Final Licensing—re1ated Papers Status Letter

Application Data Sheet
Petition

 
  
  
  
  
 

 

D Affidavits/dec1aration(s)
Petition to Convert to a Provisional

‘ ' R . .
Extension of Time equest Application

Request for Corrected Filing Receipt with

Ab d R EnclosuresE t f A R ' .
xpress an onment eques Powero ttomey, evocation A Semaddressed prepaid postcard for

Change of Correspondence Address . .acknowledging receipt
Information Disclosure Statement . _ _Terminal Disclaimer

E1E1l'_'ll'_'ll'_'1l'_'1l'_'l
Other Enc1osure(s) (please idennfi below):

Certified Copy of Priority Request for Refund
Document(s)

EIDEIDUUUUU
CD, Number of CD(s)

 
  

  
 
 
 

 
 

 

ElUIZIEIEI
Response to Missing Partsl
Incomplete Application

D Response to Missing Parts
under 37 CFR 1.52 or 1.53

 
 E The Commissioner is hereby authorized to charge any additional fees

required or credit any ovcrpaymerits to Deposit Account No. 19-2380 for the
above identified docket number.

 SIGNATURE OF APPLICANT, ATTORNEY OR AGENT
Carlos R. Villamar

Registration No. 43,2 4
Nixon Peabody LLP

  
Firm
or
Individual name

  
  
 
 
  

 

  

CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]

I hereby certify that this correspondence is being:

CI deposited with the United States Postal Service on the date shown below with sufficient postage as fiI‘S[
class mail in an envelope addressed to: Mail Stop , Commissioner for Patents, P. O. Box 1450,
Alexandria, VA 22313-1450

CI transmitted by facsimile on the date shown below to the United States Patent and Trademark Office at
(703)

Date Signature 

Typed or printed name

W668437. 1
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- 1 - Application No: New Application
Docket No. 111325-235000

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
In re Patent Application of:

V Mai NGUYEN, et al.
Examiner: Net Yet Assigned

Serial No. 10/956,070 Group Art: 3621

Filed: October 4, 2004

For: SYSTEM AND METHOD FOR RIGHTS

OFFERING AND GRANTING USING

SHARED STATE VARIABLES

\l\/é\—/%l&/%/NJ
U.S. Patent and Trademark Office

Customer Service Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

INFORMATION DISCLOSURE STATEMENT

Sir:

In accordance with the duty of disclosure as set forth in 37 C.F.R. §1.56, Applicants

hereby submit the following information in conformance with 37 C.F.R. §§ 1.97 and 1.98.

The references listed on the attached PTO-1449 forms have been made of record in parent

application serial number 10/162,212, Filed on June 5, 2002, therefore no copies of the

references cited are submitted herewith.

It is requested that the accompanying PTO—1449 be considered and made of record in

the above-identified application. To assist the Examiner, the documents are listed on the

attached form PTO—1449. It is respectfiilly requested that an Examiner initial a copy of this

form be returned to the undersigied.

W66S433.l
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- 2 - Application No. New Application
Docket No. lll325—235000

The Commissioner is hereby authorized to charge any fees connected with this filing

which may be required now, or credit any overpayment to Deposit Account No. 19-2380

(111325-235000).

Respectfully submitted,

NIXON PE DY, LLP

By:
Carlos R. Villamar

Registration No. 43,224

Date: El 0(
NIXON PEABODY LLP

401 9"‘ Street, N.W., Suite 900

Washington, DC 20004-2128

Telephone: (202) 585-8000

W668433. I
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-~ PTO/SB/08A (1001)

a‘: 6 Approved for use Ihrough l0/31/2002. OMB 0651-0031_ n§ E U.S. Patent and Trademark Ofiice: U.S. DEPARTMENT OF COMMERCE
_ '\ - uired to res nd to a collection ofinformalion unless it conlairs a valid OMB control number.)

Complete 1]‘Known

 
 
 

 

   

 
 

 
 

Application Number 10/956,070

October4 2004
STATEMENT BY APPLICANT —“"'“g”“‘°—.NGU’YENi v , t I.

(use as many sheets as necessary) F rs‘ Named ln enter a1 e a 3621
Not Yet Assigned
111325-235000>35'13‘< C35.-3 2:5:7Q'1

 
 

 
 

   
 

Publital ion Dan:
MM~DD- Y YYY

09/28/1971

03/19/1974

09/02/1980

04/06/1982

04/10/1984

07/16/1985

Name of Paienlee or
Applicant ofcitcd Document

Pags. Columns. Lines. Where Relevant
Passages or Relevant Figures Appear

 US-3,263,158

US-3,609,697

US—3,790,700

US—3,798,605

US-4,159,468

US—4,220,991

US-4,278,837

US-4,323,921
US-4,442,486

US—4,529,870

Janis

Blevins et al.

Callais et al.

 
 
 
 
 

  

 
  

 
 

  

 
 
 
 

 Barnes et al.
Hamano et a1.
 

 

   
 
 

 

 
 

 
 
 

 
 

  
 

  
 

 
  

 

  

 

Guillou

 

 
 

 
 
 
 
 
 
 
 
 
  

 
 

 

 

 
 

 
 

 

 

US—4,558,176 12/10/1985

US—4,593,376 06/03/1986

US—4,614,861 09/30/1986 Pavlov et al.

US—4,644,493 02/17/1987 Chandra et al.

 
 
 

  
  
 

 
 

US—4,658,093 04/14/1987 Hellman

US—4,713,753 12/15/1987 Beobert et al.
US-4,740,890 04/26/1988 William
US-4,796,220 01/03/1989 Wolfe

US-4,817,140 03/28/1989 Chandra et al.
US-4,827,508 05/02/1989 Shear

 US—4,868,376 09/19/1989 Lessin et al.
FOREIGN PATENT DOCUMENTS
 

  
Foreign Palall Documcm Name of Paxcmec orApplicant of Cited Document

  
 

    Publicaiion Dale
MM—DD-YYYY

Lina. \K'here
Relevam

Passages or
Relevant Figuresnur.

_—09/13/1989
-20 084 441 EP 07/27/1983_:

EP 05/07/1986 SONY CORPORATION

EP 09/01/1989 HONDA GIKEN KOGYO
KABUSHIKI KAISHA
EASTMAN KODAK CO.

VICTOR COMPANY OF
JAPAN LIl\/IITED

 
      

Kind Code
Country Code’ Number‘ (lflmomr)

 
  
 

 
  
 
 

 
 

   
 

 
 
 

   
 

 0 651 554 EP
0 668 695 EP

05/03/1995
08/23/1995
  

06/05/1996

06/05/1996

08/07/1996
 
 

 
SONY CORP.

‘B(AMl'.\'ER_- hifidi{rdaIancouxsinh'u1.nhahaunudufimisinomfi1manocui1hMPEP6(H. txzwliznfinouglzdufiuaifnahiamforrmnaccandnuccncidarxl. bchzdeuqayufrhisfcrmaixhnaiornzmnnimicnmqqiiam.

AwIT1mrn‘nu:‘gaecia1'n:dsigxni:x:nr.nnbu(o;:iuxal). ’S4xKindsG:dunfUSPl’0Pum1DocunansnZ‘E..uspIo.pvuMPEP9(ll.04. ’EmaOfli:zlhnissnnllhcchcnnnn.,hylhcIuo-Icnu'ux1.c(WIPOSundzni$‘l'.‘!). FuIzpaascp:1undncmnaxL<.Ihch:di1§a:uIfl:cy|znf|hcrduofmeEm;auwnnmuzndtmtsaizlnnniuzuflhcmiandocumun. ’Kindnfdocumanbyrh¢anx-up-inerymbdsuindiauimfl:Icdoumnnmfl:rVh'1POSu:1ard$‘l'.l6ifpussiHc. ‘Appliamismflaccndscckmukbe-cifEngish|ngingcTruzsl::imismxi:ai
Burdml-bursuiunimz Thish-misslinmulmuulohansmuxminc Tnncuiurnydqzawdhxguzpmmeno-zisafrheizadivitualas; Anyeunmunsu:Ihenn1mmnffimeyu:arern;|i1'uIma:m1Ia:lhisI'fl'm
d:cnIdbcs¢::IInmcO:id'lnfa'u::xicn0fiu:'.U_§.P:IanndTndu1::rkOfi:gWash:ingn1,DCZfl7_II. DO.\'UTSD'DFEF.90RCOM'PlE|'EDFORMSTO1'HJSADDRI=5S. SEN'D‘I'0. Curnn:-.isn'cna'l'arPzIm1S.WxsHfl€lflI.[XIZlJ23I.

W66S436,l

Petitioner Apple Inc. — Exhibit 1006, p. 90



Petitioner Apple Inc. - Exhibit 1006, p. 91

 

 
 
 

  
  

 

 
 

PTO/SB/08A (l0-01)

Approved for use through 10/31/2002. OMB 065l-0031
U.S. Patent and Trademark Office: U_S. DEPARTMENT OF COMMERCE

— . uired to res - nd to a collection of infom-nation unless it contains a valid OMB control number.

 
 Complete ifKnown

10/956,070
October 4, 2004

 

M111325435000
U.S. PATENT DOCUMENTS

US. Patent Document

Number » Kind Code (lfknoim)

US—4,891,838

Cite
No.‘

—- US—4,924,378M US—4,932,054

--
_:
_ ,

US-4,961,142
US—4,975,647

US—4,977,594

US—4,999,806

US-5,010,571

US-5,014,234

US-5,023,907
US—5,047,928

US—5,050,213

US—5,052,040
US-5,058,164

 
 

 INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(me as many sheen‘ as necexrary)

 

 
  

  

 
 

  
 

 

  
 

 

 
 

 
Publication Date
Nflrl—DD-YYYY

Name ofPa\entee or
Applicant ofCiled Document

Pags. Columns. Lines. Where Relevant
Passages or Relevant Figures Appear

 
 

 

  

 
 

 
 

01/02/1990

05/08/1990

06/05/1990

Faber

Hershey et al.
Chou et al.
Robert et al.

Cohen

Ryder, Sr. et al.
Elliott et al.

Downer et al.
Shear

Chemow et al.

Katznelson

Edwards, Jr.
Johnson et al.
Wiedemer

Shear

Preston et al.

Elmer et al.

 
 

  
 

 
 
 

 
 
 
 
 
 

 
 
 
 
 

 

  
 
 
 
 

 
 
 

   
  10/02/1990

12/04/1990

12/1 1/1990

03/12/1991

04/23/1991

05/07/1991

06/11/1991

09/10/1991

09/17/1991
09/24/1991

10/15/1991

 
 
 
 
 
 

 
 

 
 

  

 
 
 

 
 
 

 

 
 

 
 

 
 
 
 

  
   

 

   

US—5,l03,476 04/07/1992 Waite et al.

_ Us—5,1 13,519 05/12/1992 Johnson et al.
‘ US—5,136,643 08/O4/1992 Fischer
  
 

FOREIGN PATENT DOCUMENTS

 
  

 
  

 
Foreign Patent Document Name of Patcutoe orApplicant of Cited Document 

   

Fags. Columns,Lines. Where
Relevant Passags
or Relevant Figures

Publication Date
MM-DD-YYYY

 
   
  
  

 

 

 

 
 
 
 
  

 

Kind Code
Country Code’ Number‘ (if Imovm)

1RICOH CO LTD
-06/24/1994 FUJI XEROX co LTD
-08/05/1994 SONY CORP.
MZM

07—244639 JP 09/19/1995 FUJITSU LTD£3 ‘W’
10/21/19s7 NEC CORP.

03/14/1939 RYOICHI MORI
02/24/2000

 

 
 

 

 

 
 
 

  
   

  
 

08/30/2001
11/12/1992

Examiner Date
Si -4 attire Considered

‘EXAMINER: Initial ifreference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and
not considered Include copy of this fonn with next comrruinication to applicant

' Applir:am’s unique citation designation number (optional). 2 See Kinds Codes ofUSPl‘0 Patent Documents at 222.uspto.gov or MPEP 901.04. 3 Enter Ofiice
that issued the document. by the rwo—letter code (WIPO Standard ST.3). ' For Japanese patent documents, the indication ofthe year ofthe reign ofthe Ernperor
must precede the serial number ofthe patent docurrent 5 Kind ofdocumern by the appropriate symbols as indicated on the document under W'[P0 Starrlard
SE16 ifpossible. ‘ Applicant is to place a check mark here if English language Translation is attached.
Bmda: Hour Statunetrt: This form '5 situated to take 2.0 hours to oumplac. Time will varydcpending upon the needs ofthe individual as:-_ Anycommems on the ammtm oftimc you
are required to mmplue this form should be sent to the Chief Inforrnafion Ofiieer. U.S. Paton and Trademark Officc. Washington. DC Z023l. DO NOT SEND FEES OR COMPLEIEDFORLAS TO THIS ADDRESS. SEND TO: Commissioner for Patans. Washington. DC 2023l.
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I PTO/SB/08A (I0-01)
Approved for use through 10/31/2002. OMB 0651-003]

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
rsons are reuired to res nd to a collection ofinformation unless it contains a valid OMB control number.

Complete ifKno wn

10/956,070
October 4, 2004

Mai NGUYEN, et al.

  
 

 
 

 
Application Number

Filing Date
First Named lmentor
Art Unit

Examiner Name

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(me as many slteetr as necessary)

 

 
 

 

 
 

 

Not Yet Assigned

111325-235000Attorney Docket Number

 
 
  
 

 

 
 

Publication Date
MM»DD-YYYY

Name of Patmtee or
Applicant ofCited Document

Fags. Columns. Lina. Where Relevant
Passages or Relevant Figures Appear

 
 

US—5,138,712

US—5,146,499

08/1 1/1992

09/08/1992

09/15/1992
10/27/1992

02/02/1993

03/02/1993

04/20/1993

  
 

  
 

 

  
Abraham et al.

 
 

 
  

 
 
 

US—5,159,182
US—5,183,404

US—5,191,193

 

 
 

 
 
 

Aldous et al.

 

 
 

 

Wyman

 

 
 

  
 

 
 

 
 

  

 

 
 
 
 
 
 
 
 
 

 

 
 
 

 

us—5,222,134 06/22/1993 Waite et al.

US—5,235,642 08/10/1993 Wobber et al.

us—5,247,575 09/21/1993 Sprague et al.

jl
jj11/09/1993 Wyman
_ US—5,263,157 11/16/1993

US-5,263,158
US—5,276,444

US—5,276,735
US—5,291,596

US-5,301,23 1

US-5,31 1,591

US-5,319,705

1 1/16/1993
01/04/1994

0 1 /04/1994

03/01/1994

04/05/1994

05/10/1994 Fischer

06/07/1994 Halter et al.
FOREIGN PATENT DOCUMENTS

 
 
 
 
 
 

 
 
 
 

 

Boebert et al.
Mita

Abraham et al.
 

  

  
 

  
 Foreign Patent Document Name of Patentee orApplicant of Cited Documutt

Pags. Cohtmns. Lina.Where Relevant
Passages or Relevant

  
 

Publication Date
MM-DD-YYYY  

 
 

Kind Code
Country Code’ Number‘ fifbromz)

 
 

 

   
  
  

  
  
 

SECURE COMPUTING
CORP.

BENSON, Greg
INTEL CORP.

GLOVER, John J. 

 
 

 MICROTOMEWO 99/49615 PCT 09/30/1999

WO 00/73922 A2 PCT 12/07/2000

WO 01/24530 A2 PCT 04/05/2001
WO 00/59152 PCT 10/05/2000

Si 9 arure Considered—
‘EXAMINER Initial ifreference considered, whether or not citation IS in conformance with MPEP 609. Draw line through citation ifnot in conformance and
not considered. Include copy of this form with next communication to applicant.

' Applicanfs unique citation desigmtion number (optional). 2 See Kinds Codes ofUSP1"O Patent Documents at 222.uspto.gov or MPEP 901.04. 3 Enter Office
that issued the document. by the two—letter code (WIPO Standard ST.3). ‘ For Japanese patem documents, the indication ofthe year ofthe reign ofthe Emperor
must precede the serial number ofthe patent docuntnL 5 Kind ofdocurnent by the appropriate symbols as indicated on the doctu-nent under WLPO Standard
S1116 ifpo§ible. ‘ Applicant is to place a check mark here if English language Translation is attached.
Burden Hour Sunancnt: 1'his form issimated totake 2.0 hotnsto complzae. Timeu.-ill varydepending upon the mails ofthe case. Anycotnmuns on the mnoum oftime you
are required to conrplae this form should be sent to the Chief Information Ofiiccr. U.S. Palm: and Trademark Oificr. Washington. DC 2013]. DO NOT SEND FE]-3 OR COMPLETEDFORMS TO THIS ADDRESS. SEND TO: Commisiona for Patents. Washhrgton. DC 20231.
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PTO/SB/08A (10-Ol)
Approved for use through l0l3l/2002. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paerwork Reduction Act of 1995, no etsons are reuired to res nd to a collection ofinfomtation unless it contains a valid OMB control number

Complete ifKnown

10/956,070

1111325-«°-35°00
U.S. PATENT DOCUMENTS

  

 
 

 

  
 

Substitute for fonn 1449A/PTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(use as many .rIreeLr as necatzraljv)

 

 

 
 

 

    
 

 
 

 
  
 

  
 

  

 
 

 

  
  

 
  
  

 
 
 

 Publication Date
MM-DD-YYYY

Name ofPatcntee or
Applicant of Cited Document

Pages. Columns. Lines. Where Relevant
Passages or Relevant Figurs Appear

 

Chou et al.
Christiano

Yamazaki et a1.

Stringer et al.
Blandford
Ellson

Nagel et al.
Shear

Fischer
Moskowitz

Johnson et al.

 

  
 

 
 

 
  01/10/1995

02/28/1995
 

 

 

 
US-5,444,779

US-5,453,601 09/26/1995

10/10/1995

12/05/1995
 
 

  

  
  

 
  

Dolphin

Lipscomb et al. 

 
  

  
 

 

 
 

 03/12/1996

03/26/1996

Narasimhalu et a1.

Boebert et al.

Miyahara
 

      Foreign Patant Document Name of Patentec orApplicant nfC‘tted Document
Fags, Columns, Lines. Where
Relevant Passages or Relevant

 
 Kind Co —

Country code’ Number‘ nfbmn)

0 715 246 A EP 06/05/1996
1 041 823 A2 EP 10/04/2000

2 136 175 GB 09/12/1984
GB

  

  
 

  MICROSYSTEMS
INC
MITSUBISHI  
 

 CHIYUUBU NIHON
DENKI

SOFUTOUEA KK

 
  

 
Examiner Date
Si ;4 ature Considered

‘EXAMINER: Initial ifreference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in confomnnce and
not considered. Include copy of this fonn with next cornmunication to applicant.

' Applicant's unique citation designation numbcr(optiona1). 1 See Kinds Codes of USPTO Patent Documents at 22Z.uspto.gov or MPEP 901.04. 3 EnterOfi'tce
that issued the document, by th: two-letter code (WIPO Standard ST.3). ' For Japanese patent documents, the indication ofthe year ofthe reign ofthe Empemr
must precede [he serial number oftlr patent docurrn-.nL 5 Kind ofdocument by the appropriate symbols as indicated on the document under WIPO Standard
STJ6 ifposflale. ‘ Applicam is to place a check mark here if English language Translation is attached.
Bu:-dcn Hour Statement: This form is situated to rake 2.0 hours to conrplac. Time will varydqaending upon the needs oflhe lndiVidl.|Zl tzsc. Anycommcms on the amouan oftimc you
are required to complete this form should be sent to the Chieflnfon-nation Officcr, U.S. Paint: and TradcmarL' Office. Washington. DC 2031. DO NOT SEND FEF5 OR COMPLEHZDFORMS TO THIS ADDRFSS. SEND TO: Connnissiona for Patents. Washington. DC 20"_'5I.
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Application No. AppIicant(s)

10/956,070 NGUYEN ET AL.

Office Action Summary Examine, Art Unit .

Evens Augustin 3621

- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -7
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE § MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

alter SIX (6) MONTHS from the mailing date of this communication.
- ll NO period lor reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication. even if timely filed, may reduce any
earned patent term adjustment. See 37 CF R 1.704(b).

Status

DE Responsive to communication(s) filed on 04 October 2004.

2a)E] This action is FINAL. 2b)lZ This action is non-final.

3)E] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)® Claim(s) E is/are pending in the application.

4a) Of theabove c|aim(s) _: is/are withdrawn from consideration.

5)l:] Claim(s) __ is/are allowed.

6)® Claim(s)1 is/are rejected.

7)l:Ir Claim(s) ___ is/are objected to.
8)E] Claim(s) are subject to restriction and/or election requirement.

Application Papers

9)E] The specification is objected to by the Examiner.

10)lZ The drawing(s) filed on 04 October 2004 is/are: a)lXI accepted or b)l:] objected to by the Examiner. '

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)l:] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)l:] Acknowledgment is made of _a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a)l:] All b)l:] Some * c)E] None of: V

1.l:] Certified copies of the priority documents have been received.

2.E] Certified copies of the priority documents have been received in Application No. .

31:] Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)). .

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IX Notice of References Cited (PTO-892) 4) E] Interview Summary (PTO-413)
2) E] Notice of Draflsperson’s Patent Drawing Review (PTO-948) Paper N°(S)/Ma“ DaIe- Z -
3) E Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) [:1 N°“°e °f '”f°"“3' Patent APP"°31I°“ (PT0452)

Paper No(s)/Mail Date 8/02/2005. 6) C] Other: .
US. Patent and Trademark Office

PTOL-326 (Rev. 7-05) ‘ Office Action Summary Part of Paper No./Mail Date 20051015

Petitioner Apple Inc. — Exhibit 1006, p. 103C/0"’



Petitioner Apple Inc. - Exhibit 1006, p. 104

Application/Control Number: 10/956,070 , Page 2

Art Unit: 3621

Status ofClaims

1. Claims 1-39 have been examined.

Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) The invention was patented or described in a printed publication in this or a foreign country or in public
use or on sale in this country, more than one year prior to the date of application for patent in the United States.

3. Claims 1-45 are rejected under 35 U.S.C. 102(b) as being anticipated by Downs et al (U.S

6226618)

As per claims 1-39, Downs et al. disclose an invention thatbroadly relates to the field of

electronic commerce and more particularly to a system and related tools for the secure delivery

and rights management of digital assets, such as print media, films, games, and music over

global communications networks such as the Internet and the World Wide Web. The invention

includes the means and devices to (hardware and software combination) (columns 53, lines 65-

67, column 54, lines 1-3) - Claims 25, 38, 39. The invention comprising of the following:

0 Generating usage rights and derivation of those rights (meta rights). For example, a

usage right is the ability to distribute the content or makingicopies, or the ability to

compress the content, or type purchase that can be made. Meta rights include the number

of copies that can be made or different compression speed or the owning versus renting

the content (columns 59-60) and — Claims 1, 13, 26

Petitioner Apple Inc. — Exhibit 1006, p. 104
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Application/Control Number: 10/956,070 Page 3

Art Unit: 3621

0 The actual number of copies, compression speed or owning versus rental are state

variable as they define the rights (column 59, lines 15-30) - Claims 2-4, 14-16, 27-29

0 Content Usage Control Layerkeeps track of the content's copy/play usage and update the

copy/play status (column 19, lines 48-50) — Claims 5, 17, 30

0 State variables represent a collection of states derived from the usage rights (column 59,

lines 15-30) - Claims 6-8, 18-20, 31-33

0 State variable such as whether to own or rent the content does not material until during

the transaction or transfer process. System does not specify to the user what decision to

make — Claims 9-10, 21-22, 34-35

0 Generating licensing with rights (column 7, lines 1-10) — Claims 11, 23, 36

0 Generating a plurality of rights (column 59, .lines 37-67) — Claims 12, 24, 37

Conclusion

4. Examiner has pointed outparticular references contained in the prior arts ofrecord in the

body ofthis actionfor the convenience ofthe applicant. Although the specified citations are

representative ofthe teachings in the art and are applied to the specific limitations within the

individual claim, other passages andfigures may apply as well. It is respectfully requested

that ifthe applicant is preparing to respond, to considerfully the entire references as

potentially teaching all or part ofthe claimed invention, as well as the context ofthe passage

as taught by the prior arts or disclosed by the examiner.
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Application/Control Number: 10/956,070 Page 4

Art Unit: 3621

5. The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

0 Hsu et al. (US 6947910) - This invention relates to downloading of media files

through a communications network.

0 Stefik et al. (US 5629980) - The present invention relates to the field of distribution

and usage rights enforcement for digitally encoded works.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Evens Augustin whose telephone number is 571-272-6860. The

examiner can normally be reached on Monday thru Friday 8 to 5 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jim Trammel can be reached on 571-272-6712.

Any response to this action should be mailed to:

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

  
Any inquiry of a gen ral nature 0 elati 3_ to the status of this application should be

Evens J. Augustin

October 17, 2005

Art Unit 3621

Petitioner Apple Inc. — Exhibit 1006, p. 106



Petitioner Apple Inc. - Exhibit 1006, p. 107

 
 
 
 

-' PTO/SBIOSA (|0<Ol)
Approved for use through I0/31/2002. OMB 06S|-003!

U.S. Patent and Trademark OITICC: U.S. DEPARTMENT OF COMMERCE
uircd Io - - nd to a colltclinn of information unless it eonmim a valid OMB comm! number.

 

  

Complete ifKnown

10/956,070
 0ctober4, 2004

Mai NGUYEN. er al.
3621

NotYet Assigned

_€“I325-235000
U.S. PATENT DOCUMENTS

ch‘ U.S. Pucm Doannnn
Nu} mbliczainn mu

Number - Kind Codr (i/b-nun) MM-DD-WW

V-_
-—
_

N

Chaum

Hellman

-
-
-
-

FOREIGN PATENT DOCUMENTS

Che Foreign P:zc:1IDocuxnu'n . . Name of Pumice inNo.‘ Ptlbllflillfifl D316 Appliam ofCi1ud Document

" INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(me a.r many shzeu cu neccuary)

 
 

 
 
 

 
 

 

 

 
 

 

Nam: of Puuue: ox
Ap-plicam ol'Cilud Docurncm  

 

Pegs. Cchnnns. Lines What Rdn.-um
Page or Rck-\-an: Figures Appeu

  

 

 
 

  

  
  

 

 

 
Kind Cod M35-DD-YYYY

Country Codt‘ Number‘ (ifbnun) I

 
 

I‘4’¢—-———
---—:
--—-

KABUSHIKI KAISHAII—--
-----

I JAPAN LIMITEDI—--
---——i
2“ --
-----
---09/09/I996 ——_

23101/14/1998 ——E__ _—

 
IV Dale ZConsidered 0 ,

h:'dm)hu$:nu::n: Tkinrcrtnixainutailnfis-1.|)hr:n1htn::fla.:. Tuxuinwydwuzfingcpmmtnudsofmriadivitnlau Auyanmnnsmmgnnnuudlincynuerqfidmcmflaxmkhw
m:HMscumm¢$dIn&xua‘xn0!1ia.U.\.PanIufiTr£nai0fir.W¢7ng:LKIZflL\|. XNUl’E'Dl'EF50RCOM?L£TEDFOR.MSTO1'MISADORf5S S.E?~'D‘I'D: Cunni:finahPIImII.wuniannxncmzxl.

W668436.I

Petitioner Apple Inc. — Exhibit 1006, p. 107



Petitioner Apple Inc. - Exhibit 1006, p. 108

 

 

 
  

  
 
 
  
  

 

PTOISBIOSA (l0—0I)
- Approved for use through l0I3 V2002. OMB 065I-003I

U.S. Patent and Trademark Oflicez U.S. DEPARTMENT OF COMMERCE
- uired to res - nd to a collection ofinforrration unless it contains a valid OMB oonxml number.

“I325-235000

 

 
 

 
 

 

Name of Parr.-mee or
Appliun: ol'Ci:ted Documau

Pugs Columns. Lina. Where Relevant
Passagts or Rclr.-\1m Fgurcs Appear

 

 

 
 

  
 

  
  
  
   
 
  

2Chemow er a1.
-—
-—
-—

I__
I -—
I--—
—--—
-I-—
-I-—
If-—

FOREIGN PATENT DOCUMENTS

Farekn Patent Document

 

 
  

 

 

  
     

  

Nun: oi'Puen.tx or

 

Pegs. Columns

 

 

  

    

  

Publicznion Date Applicant ofcited Doctm-rem Lines. Wbae '
Kind Coda: Relevant Pnssags 1‘

Country Code‘ Numbu‘ (i/bro:-or) at Kc Figuns

--
----
--‘-
--_—‘
---—'
---_
---_
--‘-
---———
--- --
-i-—-

‘ CORP.=I-—--

'EXAMlNER: Initial ifrefcrence considered, at tlzror not citation is in conforrmncc with MPEP 609. Draw line through citation if mt in confomnnce and
not considered. Include copy oftltis fonn ith -~ xt cornmunication to applicant.

' Applicant's unique citation designation number (optioml). ’ See Kinds Codes ol'USl7l'O Palcnl Documents at 222.uspto.gov or MPEP 901.04. ’ Enur Ofiice
that issued lht document, by th: rwo-lener code (WIPO Standard ST.3). ' For Japanese patcm documents, the indication ofthe year ofthe reign oftlr Emperor
mtnt precede the serial rturnber ofthe patent docum:nL 5 Kind ofdocurnern by the appropriate symbols as indicated on the document urder WIPO Standard
ST.l6 ifpossible. ‘ Appliwm is to place :5 check rrurk here if English language Translation is attached.
Hindu: Hnu1St:trt-nun: Th‘: formbcstimncdwtake 2.0 lnunwcnnxplae. Ttme\s'ill\1n-ydq:I::dingttponthenccdsoftht'mdivi¢:nlasL Anycoxnmunsanthentnotnu ofthrtcyou
are required to L-omplaethis form should be sent to t): Qizflnfarrnmbn Olfita. U.S. Patent and Trndan:-rk Oflice. Wnshington. DC 201'”. DO NOT SB~'D FEES OR COMPIETEDERMS TOTHIS ADDRIE. SEND TQ Comtniss'ntI:' for Ptttunl. Wshington. DC 201'”. '

\v\/668436.!

Petitioner Apple Inc. — Exhibit 1006, p. 108



Petitioner Apple Inc. - Exhibit 1006, p. 109

 
 

 

 

 

' PTOISBIOXA (I0-0|)
- Approved for use through 10/3 IQOOZ. OMB 065l-0031

U.S. Patent and Trademark Oflice: U.S. DEPARTMENT OF COMMERCE
- uin.-d to n - nd to n collection ofinfonmtion unless it contains a valid OMB comm] numbcr.

’ s«»m=rorro-«»m
m.~0RM,m0N DISCLOSURE
STATEMENT BY APPLICANT ‘

 
 

 
 
 0ctobcr4, 2004

Mai NGUYEN, etal.
(in: an many xliuu as necsuuy)  

 
 

 362!
NotYct Assigned

T"I325-235000
U.S. PATENT DOCUMENTS

ch‘ U.S. Pnaat Duumncm _
N¢.' Publicuion Du:

Number - Kind -- (ifbrmm) MM-DD-YYYY

G —
—
 —
—
_
I 
—
—
—
—
—

  
 

 
 

   
   

 
  

  
 

Name of Pllmtx or
Applinm of Cited Dacurnun  

  

Pug: Columns. Lina What Rzlrvun
Passagu or Ethan: Fguru Appear

 
 

iiiiiiiiiiil
g.

M
M-
—

Bocbert et at —
M-
—

—
—

I
I
I
I
I

FOREIGN PATENT DOCUMENTS

 
  

 
  
 
  

  
 

Foreign Patent Document Nam: ofPatarux orApplicant of Cited Document
 0n- '..n

Zn Pttblical ion Date
Kgnd . . MJM-DD-\’YY‘l

Country Code’ Numbu" (ifbwul) I

 

SOFFWARE, mc"—-—
com.I—--

21-——
-1-——
-—-——
-—---
-C---
_C- W0 00/73922 A2 PCT —_—

11- W001/24530A2 PCT—=_Z1-— _  E‘E 1 Date
I 0

‘EXAMINER: lnitial ifrtfcrertcc considc -- w 1 r or not citation is inconfornuncc with MPEP 609‘ Draw line through titation ifnot in confamnncc and
not corsideted. Include topy ofthis l'orrn wit - t communication to applicant.

' Applimrtfs unique titation designation number (optional). 5 See Kinds Codes of USPTO Patent Documents at 222.uspto.gov or MPEP 901.04‘ ’ Enter Oflicc
tlat issued the docurmm. by the two-len:r cod: (WIPO Standard SL3). ‘ For Japanese patcm documents, ll’: indication ofthc year ofthc reign oft}: Emperor
must pruned: the serial munbcr oftl’: patent docun':nL ’ Kind ofdocumcrn by the appropriate symbols as irxlicatcd on the document undcr WIPO Stamlard
S|'.l6 ifposstble. ‘ Applicant is to place a check mark hm: if English languap Trarslation is attached.
Burdcnflouxsunwunt Th'sformismi1natdtotal:2.0hou1'stocompl:ac. Tmzuillvwydcpaxdhzgutpmthzfisofthe Anymnununsonthemnmnofthxwu
are required to mmplu: this farm shukl la: sent to the Chief Information Offira. U.S. Patna: and Traxhnark Officc Washington. DC 2013!. DO NOT SEND [-1355 OR CONGLETED@RMS TO THIS ADDRBS. SEND TO: Con'.ImiS'I7tn' br‘PaIau.L [X3 ZOZJI.

  

 

\‘/668436.]

Petitioner Apple Inc. — Exhibit 1006, p. 109



Petitioner Apple Inc. - Exhibit 1006, p. 110

PTOISBIOSA (I0-0|)

Approved for use thmuyt l0l3 V2002. OMB 065i -003]
U.S. Palm! and Tradcrnzttk Ofiice: U.S. DEPARTMENT OF COMMERCE

uirtd to -u nd to a collection ofinforrmlion units: it contains a valid OMB control nurnbet.

man
 

11825-235000

Undcrthc Pa rwork Reduction Act of I995. no - 1-sors arc   

 
 

 
Substitute fov form l449A/PTO

 

 
 
 
  

 
  

 
 

 

 
 

 
 

Name of Patents: or
Applium arcane Document

' ——
-—
-_
2sirineretat —
_—
:—
—
—
—
——
-—
-W an —
——
— 
 —
_
—
-Davis —
-—
- —
- —

Pagm Column. Lit-us. Whac Rclevam
Pang: or Itch.-\-um Fcgurs Appear
 
  

 

 

us-5,502,766 03/26/1996
us~s,so4,s14 04/o2/1996

No.'
Kind ..

Cou.mryCod:‘Numbu" (I/bflhfl)

   
 

 

  
 

   Name of Pnianuc or
Applicant ol'CiIud Document

 

Fags, Columns. Lincs. Whcrc
Rzlevnm Pas.-igu or Rdtvanl

Ftgun=Appar
Publication Date

  
  
 

 
-o 715 246 A EP 06/05/1996

I-- 1 041 323 A2 EP 10/04/2000 2
11X 2 136175 GB 09/12/1984I

2 236 604 GB 04/10/1991 SUN
MICROSYSTEMS
INC

0 715 241 JP 06/05/1996 MITSUBISHI
CORP.

04-3 69068 JP 12/21/1992 CHIYUUBU NIHON Abst
DENKI
SOFUTOUEA KK

- —_
- —— 

 

 
‘EXAMINER: Initial ifrcferencc considcrcd. - hcthcr or not citation is inconfonmncc with MPEP 609. Draw line through citation ifnot in confomtance and
not considcrw. lnclud: copy ofthis form ~' ncxt communication to applicant. _

' Appli:-.1m‘s uniqu: citation designation numbtr (optional). ’ See Kinds Codcs ofUS|7I‘O Patcnt Documcnts at 222.uspto.gov or MPEP 901.04. ’ Fmcr Oflicc
that issued thc documcnt, by the two-lcucr code (WIPO Standard 5113). ‘ For Japanese patcnt docutmnls, thc imlication ofthe year ofthc reign ofthc Entpcmr
must prcccdc the serial number ofthe patcnt docurmnt. ’ Kind ofdocumcm by the appropriate symbols as iniicated on the documcm under WIPO Stamlard
§|'.l6 ifposstblc. ‘ Applimm is to place a check rmrk htrc if English languagc Tmrslation is anachccl
Bu1d'mHuwSuIan¢uI: Thisfonnismitnaodtotak:2.0hnmstooompIac. Tmxwfll\-uydwuxdingiipanthemnhofthcindividtnlmsg A1:yannmcmsoothc1nno1nnoft.inacyou
utn:-.1-ttirud to annplucthisform shon|dbcsc:ItoIh:&idlnfo1uu1'nn 0R’u:a’. U.S. Pu.tcInan‘.ITmdanz:t Officc. Washingto-n.DC2013|. DONOTSENDFEBOR COMPLETEDFORLB TO THIS ADDRESS. SEND TO. Connnissiona for Pmcn-is Washington DCZOBI.

\\/668436.!

Petitioner Apple Inc. — Exhibit 1O06,—1X‘1‘1'fi



Petitioner Apple Inc. - Exhibit 1006, p. 111

' PTO/SBIOSA (IO-0|)
Approved for use through 10/3 V2002. OMB 065! -003!

U.S. Patent and Tmdernaflt Oflice: U.S. DEPARTMENT OF COMMERCE
- uired lo res - nd to a collection ofinfomntion unless it contains a valid OMB control number.

 

J

T"1325-2-35°00
U.S. PATENT DOCUMENTS

No.‘ Publianhn om

MM-DD-YYYY Appliunx ofcited Documr.-in
-—
—
—

Stef-k et at —
—
_
—
—
—
- 
-_
-
-

Underthe Pa orlr Reduction A}! ofI995. no - rsons are   
 

 

 

 
 

 
 

 

Substitute for form I4-19AIPTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(use as many .rheeLr as nzcaxary)

 
 
  
  

  
  

 

 

 

 
 
 

 

 

Nune ofPueruae or
  

Plan Coh:.rn.n.\ Lina. Where Rel:-\-mt
Passges or Reles-am Figures Appar

  

IIIIIIII!llllléll
 

 

   

_
—
_—
 —
—
_
-_
-—
- _
-—

FOREIGN PATENT DOCUM ENTS

Cite Foreign Palan Douunutt
No.’

  

 
 

 

 

  
 

Name ofPatu-nae or
Applicant ofciu-id Docume-m

Pugs. Columns. Lina. Whae
Relevant Passages or Rdevttxu

  
Publication Date

Kind Co -«

‘EXAMINER: Initial ifrefercnce consideneti whethe r not citation is in confonmnee with MPEP 609. iDraw line through citation ifnol in confomtnnee and
not considered. Include copy of this form with nex -- rrununication to applicanL

' Applicant‘: unique citation desigmlion number (optional). 3 See Kinds Codes ofUSPTO Patent Documents at 222.tspto.gov or MPEP 901.04. ’ Enter Office
tint issued the document, by the two-lener code (WIPO Standard STJ). ‘ For Japanese patent docurnems, the indication ofthe year ofthe reign ofthe Emperor
must precede the serial numberofthe patent document. ’ Kind ofdocurmru by the appropriate symbols :5 indicated on the documem under WIPO Standard
ST.l6 ifpossible. ‘ Applicant is to place a check mark here if English language Translation is attached.
Bardenllnwstaununz This for-ntisrstirnatndtotakclohotnstocourplete. Tunewintwydepcndinguponthennudsoftheindividualasc. Anycnxmnansontheanzmnnoftimeyoo
are required to mmalae this Earn: shout! be sent to the ®5eflnl'crma:ion Ofliaca. U.S, Paan an! Trukanarlt Oifiee. Washington DC 2023!. DO NOT SB\'D FEB OR COMPLEIEDWRMS TO THIS ADDRESS. SE\'D TO: Connnksioms for Patent; Washington DC ZODI.

W66MJ6.l

Petitioner Apple Inc. — Exhibit 1006,‘T)._1T1—'



Petitioner Apple Inc. - Exhibit 1006, p. 112

PTO/SB/08A (I0-0|)
Approved for use through IO/3lQ002. OMB O6Sl-00]]

U.S. Patent and Trademark Oflicc: U.S. DEPARTMENT OF COMMERCE
Urder the Pa - 'ork Reduction Act of I995, no - uh-ed to ~. - nd to a collection ofinfonnation unless it contains a valid OMB control number.
 

 

 
 

  

 
 

 

   

 
 

 

S"*==W='°"°""'“9~"°
it-ion ‘um r —INFORMATION DISCLOSURE '°’955=°7°

 

Tlll325—235°°°
U.S. PATENT DOCUMENTS

Ch‘ U.S. Puma Dotunzm
Na.‘ Publication Date

Numbg . tuna . . filbnnn) N04-DD-YYYV

T44“Cooerel al-
-Moskowtiz at al-
-
-Cooerelal
-
-Bloomber
-Pearlman at al-
-
-Rhoads
--Cole etal-
--Walkeret al.
1-Braudawa etal-
--Nlshio at al-
“imerel al-
--
--
— 
:-
--
--
1-Van W: at al-
:-
Z-
Z-
-
-
I
-Rwera at al.
-Shear at al-
-l<ennerelal-

FOREIGN PATENT DOCUMENTS

Fnrcign Parun Document Name of Put-mo: or Pug: Columns Lina. Whu:Applimnl arched Document Rclcvam Pusaga or llelevun 1‘

STATEMENT BY APPLICANT
(rue as many sheet: as necamry)

  

 

 

 
   

  
 

 

Pug: Columns Lina. Where Relevant
Passages or R1.-levam Figures App-at

 

 

  
 
  

  

 

 

urns, et al.
randall

m
 
 

  
 

  
    

Publication Date
 Kind - -

Cuumry Code’ Number‘ (1/brawn)
   

‘EXAMINER: Initial ifrefcrerrc: conside -' whether or ml citation is in conl'or1'rrance with MPEP 609. Draw line through citation ifnot in oonfomnnce and
mt corsiderod. Include copy ofthis form uh next communication to applicanL

' Ap'plicaru‘s unique citation desigmtio number (optioml). ' Sec Kirris Codes ol'USl7TO Patznt Documents at 2.22.uspto.gov or MPEP 90|.0-1. ’ Enter Ofl'rce
that issued the document, by the rwolener code (WIPO Standard Sl'.J). ‘ For Japanese parcm documents, the indication ofthe year ofrhe rcign ofthe Emperor
must precede the serial number ofthc patent docurnenL ’ Kind ofdncumem by the appropriau: symbols as indicated on the documcm under WIPO Standard
SI'.l6 ifpossible. ‘ Applicant is to place a check marl: here if Engish language Translation is attached.
Burdm Hour Star:-xnem: ‘his farm isasrinmodtotakc lobowuxoconzplac. Time will vruydcpcnding uponrhc ncodsoftlzirrdivirhraluxg. Anyccmmamontheaxiaoxm tIftimc)ou
are ruqrrimd to complete this farm shoukl be sent to the Girl lnforumhn Olficu. U.S. Pllcrn Ind Tradazrmt Ofiicg \\'nl:ingIou. DC 20".Jl. DO NOT S&'D FEES OR COMPLETED|%R..\lS TO THlS A.DDRL§. SB'D TO: Commisinnu for Ptuun; Washington. DC 2023!.

\V6684J6.l

Petitioner Apple Inc. — Exhibit 1006, 1’).“I 12



Petitioner Apple Inc. - Exhibit 1006, p. 113

' PTO/SB/03A (I0-OI)
Approved for use through I0/310002. OMB 0651-003l

U.S. Patent and Trademark 0lTtce: U.S. DEPARTMENT or COMMERCE
uin.-d to <- nd to a collection of infonnation unles it contains a valid OMB control number.

 

J
 

U.S. PATENT DOCUMENTS

Undcrthe Pa rworl: Reduction Actor I995, no - rsons arr
 

 
 

 

  
 

 
 

  
  

Substitute for Tom I4-19AIPTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(use as many .t-been as necasar)-)

  

 

 

 

  
 

  
  

 
 
  

Rxblicaion Dau

Numbu - Kind Codrfijb-noun) MM-DD-YYYY

-

_
-
-
-

 
 

Name ofhtunuz or
Applimnt ol'C'nod Docunuxt

Pug: Columns Una. Where Ran-nu
Pasagt-s or Rein-ant Frgura Appear

 

-Benson
-
-
i
-

-7

  
 
  

 

 
 
  

  

 

 

Name of Pntattce or
Applicant of Cite: Document

Fags. Columns. Lines. What
Relevant Prmagcs or Rdevnnl

Ftguns Appar

'F)(AMlNER: Initial ifr:l'er:ncc consider: w thcr or not citation is in cunforrruartce with MPEP 609. Dnw Iin: through citation ifnot in confonnarxze and
mt aorsidcred lnclud: copy ofthis l'on11 wi - xt cornmunication to applicant.

' Applinfs unique citation dsigmtion number (optional). 1 Sec Kirds Codcs of USPTO Patent Documents at 222.uspto.gov or MPEP 901.04. ’ Emcr Ollie:
that issutd the document. by thc two-km-r cod: (WIPO Standard ST.3). ‘ For Japanese patent documcms, the indication ofthc ycar ofth: rrign orth: Empcror
must prr.-ad: the serial mtmbcr ofth: patent docurmru. ‘ Kind ofdncument by the appropriate symbols as indicattd on the documcnt under WIPO Starrlard
ST.l6 ifposible. ‘ Applicam is to placz a chcck nnrlr her: if English languagc Tt-arslation is attached.
Burdmfloursutancm: Thisfunnisaimrt:edwtakc2.0l':ou1stou:mplac. Timr.-will vtuydcpcndingtiponthcnuadscfthzindividualaxst-_ Anycouuncxnsonthcanunnofthnz you
an tequimd to cnmpla: this form sbnuld be sent to the Chief Information Officer. U.S. Palm: and Tradcnxark Office. Wtshhtgtntx DC ZODI. DO NOT SBs'D l-TF5 OR COMPLETEFORMS TO THIS ADDKBS. SB'D TO: Cammksboa for Pmcnu. Wshfmgtatx DC ZOZJI.

W668-1J6.l

Petitioner Apple Inc. — Exhibit 1006, p. 113



Petitioner Apple Inc. - Exhibit 1006, p. 114

PTO/SBIOBB (l0-Ol)

- Approved for use through lOI3lf2002. OMB O6Sl-O03|
U.S. Patent and Tradernark Oflice: U.S. DEPARTMENT OF COMMERCE

0* Rtduclion AC! of I995. no - - uired to - - rid to a collection ofinfonrution unless it contains a valid OMB control number.

  
 

  
  

  
Substitute fut form l449AIPTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(use or many rheztr or necerrary)

 

 
 
 

 
 

Complete if Known

10/956,070
October 4, 2004
Mai NGUYEN, eral.
3621

None: Assigned

"1325-235°°°

 
 

 

  

 
 
  

Ittlude mm: of II’: author (in CAPITAL LEITEIE), title oflll: anicle (wlrn appropriate), title oflhe
item (book, rmpzim, jourml, serial, syrruaosiurn. catalog, etc.)., date, page(s), volume-issue number(s),

publisher, ciry andlor country where published.

“National Semiconductor and EPR Partner for Infomtation Metering/Data Security Cards”

March 4, 1994, Press Release from Electronic Publishing Resources, Inc.  
 

 
 

  
 

Flasche, U. et al., “Decentralized Processing ofDocuments", pp. 119-131, 1986, C0mpuL
& Graphics, Vol. 10, No.2

 
Mori, R. et al., “Superdistribution: The Concept and the Architecture", pp. 1 l33-l 146,
I990. The Transactions of the IEICE, Vo. E 73, No. 7, Tokyo, JP  

  
 
 

 

 

 
Weber, R., “Metering Technologies for Digital Intellectual Property”, pp. 1-29, Oct. 1994,
A Report to the International Federation of Reproduction Rights Organizations

  
 

 
Clark, P.C. et al., “Bits: A Smartcard protected Operating System", pp. 66-70 and 94,
November I994, Communications of the ACM, Vol. 37, No. l I

Ross, P.E., “Data Guard”, pp. 101, June 6, 1994, Forbes

Saigh, W.I(., “Knowledge is Sacred”, I992, Video Pocket/Page Reader Systems, Ltd.

  
   
  
 

 

  
 

Kahn, R.E., “Deposit, Registration and Recordation in an Electronic Copyright
Management System", pp. 1-19, August 1992, Corporation for National Research
Initiatives, Virginia

  Hilts, P. et al., “Books While U Wait”, pp. 48-50, January 3, 1994, Publishers Weekly
   

Strattner, A, “Cash Register on a Chip may Revolutionaize Software Pricing and
Distribution; Wave Systems Corp.”, pp. 1-3, April 1994, Computer Shopper, Vol. l4,
No. 4, ISSN 0886-0556

 
' EXAMINER: lrtitial ifrcfercnce consider - hether or not citation is in confonnance with MPEP 609. Draw line through citation ifnot
in confomtance and not considered. lncludc copy of this form with next communication to applicant.

' Applicant's unique citation designation number (optional). 2 Applicant is to place a check mark hue if English language Translation isattached.

Burden Hour Statement: This form is mtirnated to take 2.0 hours to complete. Time will vary depending upon the needs ofthe individual
case. Any comments on me amount of time you are required to complete this form should be sent to me Chief lnfomration Ofliccr, U.S.
Patent and Trademark Oflice. Washington, DC 2023]. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, Washington, DC 2023 l .

W668»4J6.I

Petitioner Apple Inc. —' Exhibit 1006, p. 114



Petitioner Apple Inc. - Exhibit 1006, p. 115

PTO/SBIOSB (lO—0l)
Approved for use through l0l3 l/2002. OMB 065! -0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Pa rwork Reduction Act of I995. no . rsons are uixgd u, V! m! to a collection ofinformation unless it eomaim a xmlid OMB control number.

no/9ss.o7o
omobem. 2oo4
Mas ~cuw:~.em:.
:62:
Not Yet Assi ; ed

   

  
  
  
   
 

Substitute for fon-n l4d9AlP‘TO

Examiner Name  

OTHER PRIOR ART - NON PATENT LITERATURE DOCUMENTS

Include mm: oflhe author (in CAPITAL LEITERS), title of the article (when appropriate), title of the
item (book, ntagtzine, journal, serial, syrrposiurn. catalog. etc.)., date, pa{,w:(s), volurn:-issue numberts),

publisher, city andlor country where published.

O’Conner, M., "New Distribution Option for Electronic Publishers; iOpener Data
Encryption and Metering System for CD-ROM use; Column", pp. 1-6, March 1994, CD-
ROM Professional, Vol. 7, No. 2, ISSN: 1409-0833

Willett, S., “Metered PCs: Is Your System Watching You? Wave System beta tests new
technology", pp. 84, May 2, I994, InfoWorld

Linn, R., “Copyright and Information Services in the Context of the National Research
and Education Network", pp. 9—20, January 1994, IIVIA Intellectual Property Project
Proceedings, Vol. 1, Issue 1

Perrit, Jr., I-l., “Pennission Headers and Contract Law", pp. 27-48, January 1994, IMA
Intellectual Property Project Proceedings, Vol. 1, Issue 1

Upthegrove, L., “Intellectual Property Header Descriptors: A Dynamic Approach”,
pp. 63-66, January 1994, IMA Intellectual Property Proceedings, Vol. 1, Issue 1

Sirbu, M.,>“Intemet Billing Service Design and prototype Implementation”, pp. 67-80,
January 1994, IMA Intellectual Property Project Proceedings, Vol. 1, Issue 1

Simmell, S. et al., “Metering and Licensing of Resources: Kala’s General Purpose

Approach”, pp. 81-110, January 1994, IMA Intellectual Property Project Proceedings,
Vol. 1, Issue 1

Kalm, R., “Deposit, Registration and Recordation in an Electronic Copyright Management
System”, pp. 1 1 1-120, January 1994, IMA Intellectual Property Project Proceedings,
Vol. 1, Issue 1

Tygar, J . et al., “Dyad: A System for Using Physically Secure Coprocessors”, pp. 121-
152, January 1994, IMA Intellectual Property Project Proceedings, Vol. 1, Issue -1

V Griswold, G., “A Method for Protecting Copyright on Networks”, pp. I69-I 78, January
1994, IMA Intellectual Property Project Proceedings, Vol. 1, Issue 1

' IDLAMINER: Initial ifreference consider whether or not citation is in confonnance with MPEP 609. Draw line through citation ifnot
in conformance and not considered. Include copy ofthis form with next communication to applicant.

‘Applicant's unique citation designation number (optional). 1 Applicant is to place a check mark here if English language Translation is
attached. '

Burden Hour Statement: This form is stimated to take 2.0 hours to complete. Time will wary depending upon the needs ofthe individual
case. Any comments on the amount of time you are required to complete this form should be sent to the Chief Information OlTcer. U.S.
Patent and Tmdemzuk Oflice, Washington, DC 2023I. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDR$S. SEND
TO: Commissioner for Patents, Washington, DC 2023!.

W668436.l

Petitioner Apple Inc. — Exhibit 1006, p. 115



Petitioner Apple Inc. - Exhibit 1006, p. 116

PTOISBIOSB (I0-OI)
Approved for use through l0/3 lfZ002. OMB 065l-003l

U.S. Patent and Trademark Officc: U.S. DEPARTMENT OF COMMERCE
uired to co nd to a collection of information unless it contains a valid OMB control number.

no/9ss,ovo
ocnober4,2oo4
Mamcuvsmez at
262:
Not Yet Assi ed

if"I325-23-900°
OTHER PRIOR ART -

Under the Pa ~ork Reduction Act of I995, no - rsons are   

 
 
 

  
  
 

 
 

  

 
 
 

Substitute for form l449A/PTO

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(use as many shew as necmary)

 
 
 

 

  
NON PATENT LITERATURE DOCUMENTS

  lmlude mm: of the au1hor(in CAPITAL LEITERS). title of the anicle (when appropriate). till: of the
item (book, rmgazine,jourml, serial, symposium. catalog. ete.)., date, pagt(s), volume-issue nurnbcr(s),

publislrr, city and/or country when published.

Nelson, T., “A Publishing and Royalty Model for Networked Documents”, pp. 257-2 59,
January 1994, IMA Intellectual Property Project Proceedings, Vol. 1, Issue 1  

 

 
 

 

  
 
 

 
 
 

Robinson, E., “Redefining Mobile Computing", pp. 238-240, 247-248 and 252, July I993,
PC Computing

Abadi, M. et al., “Authentication and Delegation with Sman—cards", PP. l-24, I990,
Research Report DEC Systems Research Center

Mark Stefik, “Letting Loose the Light: Igniting Commerce in Electronic Publication”,
pp. 2l9—253, 1996, Internet Dreams: Archetypes, Myths, and Metaphors, IDSN 0-262-
19373-6 

 

 Mark Stefik, “Letting Loose the Light: Igniting Commerce in Electronic Publication”,
pp. 2-35, February 8, 1995, Internet Dreams: Archetypes, Myths and Metaphors

Henry H. Pem'tt, Jr., “Technological Strategies for Protecting Intellectual Property in the
Networked Multimedia Environment”, April 2-3, 1993, Knowbots, Permissions Headers
& Contract Law

 
in eonfonnanee and not considered. . lude copy of this form with next communication to applicant.

' Applicant’s unique citation designation number (optional). 7 Applicant is to place a check mark here if English language Translation isattached.

Burden Hour Stztternent: This fonn is estimated to take 2.0 hours to complete. Time will vary depending upon the needs ofthc individual
case. Any comments on the amount of time you are required to complete this fon-n should be sent to the Chief Information Oflicer. U.S.
Patent and Trademark Oflice, Washington, DC 2023]. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents. Washington, DC 2023l.

W668436.l

Petitioner Apple Inc. — Exhibit 1006, p. 116



Petitioner Apple Inc. - Exhibit 1006, p. 117

Index of Claims

Hllllfilililli lllliilliil lilllll
(Through numeral)

Cancelled

IIIIIimam1 «I!!!!IIIIIII IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII IIIIIII IIIIIII
I
IIIIIIII
IIIIIIII
IIIIIIII
IIIIIIII

IIIIIII
IIEIIIIIIII
IIHIIIIIII

II
I
I

____HIIHHHHH !!!!!!I
IIIIII
IIIIIII
IIBIIIIII
IIHIIIIIIII
-IIIIIIII

IIIIIIII
IIIIIIII
IIIIIII
IIIIII

-
I
II
-I
II
IEII
II
IEJI
-I
II
II
II
II
II
II
II
II
II
II
III
IIIIII
III
III
IEEIII
IIHII
IEEII
-I
I

U.S. Patent and Trademark Office

Application/Control No.

10/956,070
Examiner Art Unit

Evens Au ustin 3621

Non-Elected

U101 ®\l

L»)

.1 03A

\l\l\l
IIIIIIIIII

\l\l\l

Petitionm‘ Apple Inc. — Exhibit 1006, p. 117

Reexamination

NGUYEN ET AL.

IIEFIIIIIIIIII
IIIEIIIIIIIIII
IIIIIIIIIIIIII
IIIIIIIIII

_n_n_;..n_n_n_n_n_n_n_n_n_\_n_n_n_n_n.5 (A(»J0)OJ(»J|\)|\)|\)|\)|\)|\)f\)l\)l\)l\)—|—*-l-4 U1talk)-|Ot.O®\lO)(J1A(»)l\)—|O<D®\lQ)
IIIIIIIIII
IIIIIIIIII
IIIIIIIIII
IIIIIIIIII

IIIIIIIIII
142

Part of Paper No. 20051015

Applicant(s)lPatent under



Petitioner Apple Inc. - Exhibit 1006, p. 118

Application/Control No. Applicant(s)/Patent Under
Reexamination

10/955970 NGUYEN ET AL. Notice of References Cited . .Examiner Art Unit

Evens Augustin 3621 Page 1 0“
U.S. PATENT DOCUMENTS

Document Number Date . ,

Country Code-Number-Kind Code MM-YYYY C|ass'fi°at'°n

A US-5.629.980 05-1997 Stefik et al. 705/54

SU -6.226.618 05-2001 705/1

05-2001 713/176

04-2003 235/382.5

09-2005 705/57 
 

 

 
 

Downs et al.

C US-6,233,684

US-2003/0066884

US-6,947,910

F US-

6

' FOREIGN PATENT DOCUMENTS

Document Number Date C
Country Code-Number-Kind Code MM-YYYY oumry

Stefik et al.

Reddy et al. '

Hsu et al.

  

‘A copy ofthis reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
US. Patent and Trademark Otfice

PTO-892 (Rev. 01-2001) ‘ Notice of References Cited Part of Paper No. 20051015

Petitioner Apple Inc. — Exhibit 1006, p. 118



Petitioner Apple Inc. - Exhibit 1006, p. 119

 
Applicationlcontrol No. App|icant(s)IPatent under

Reexamination

NGUYEN ET AL.

 
 

 

 
 
 

  Search Notes

IIIIIIWI/I llllll/ll lllllhlll

SEARCHED

 
 

 10/956,070
Examiner

  

 
 

Evens Au ustin 

 
 

SEARCH NOTES

(INCLUDING SEARCH STRATEGY)

EAST: ((Digita| near RightS1) near
management) and (usage near
right$1) and (Meta near2 rightS1) and
Iicens$ and

EAST(state near1 variable$1) 10/14/2005 EA

("6226618").URPN. 10/14/2005 EA

Class

 
 

705 10/14/2005 EA  
  

 

 
10/14/2005 EA

10/14/2005 EA705

05

 
 

7 10/14/2005 EA

 

 
   

INTERFERENCE SEARCHED

 
 

U.S. Patent and Trademark Office _ ' Part of Paper No. 20051015

Petitioner Apple Inc. — Exhibit 1006, p. 119



Petitioner Apple Inc. - Exhibit 1006, p. 120

Page 1 of 2

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPA RTMEI\"]‘ OF COMMERCE
United States Patent and Trademark Office
Addrefl: COMMISSIONER FOR PATENTS

P.O. Box 1430
A.I¢xnnd.ria.,Vuy'nia 22313-I450www.|:I.rptn.pv -

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII CONFIRMATION No, 3299
Bib Data Sheet

 

FILING DATE

SERIAL NUMBER 10/04/2004 GROUP ART UNIT

10/956,070 ‘ 3521

RULE

ATTORNEY DOCKET
NO.

111325-235000

‘ PPLICANTS

Mai Nguyen, Buena Park, CA;

Xin Wang, Torrance, CA;
Eddie J. Chen, Rancho Palos Verdes, CA;Bijan Tadayon, Germantown, MD;

This application is a CIP of 10/162,212 06/05/2002‘kl’ itiiiiiiiiiiiiiiiiiiiiiti  
which is a CIP of 09/867,745 05/31/2001 PAT 6,754,642

*fl iiiiiiiiiiiiiiiitiii

IF REQUIRED, FOREIGN FILING LICENSE GRANTED
** 01/03/2005

Foreign Priority claimed D yes E10’
35 USC 119 (a—d) conditions met yes D no D % flerwowance

armed and Acknowledged Exam“-:8-gsignme . mfgls COUNTRY DRAWING CLAIMS
CA 17 3

A STATE OR SHEETS INDEPENDENT

NIXON PEABODY, LLP

01 9TH STREET, NW
SUITE 900 -

ASHINGTON , DC
0004-2128

C1 AII Fees

D ..
FILING FEE FEES: Authority has been given in Paper 1'16 Fees ( Fmng)

._j____ t0 charge/credit DEPOSIT ACCOUNT D 1_17 Fees ( processing Ext. of time)
RECEIVED for following:

1252 I D 1.18 Fees ( Issue)

D Other____ 

http://neo: 8000/PrexServlet/PrexAction?serviceName=BibDataSIpEt§fl%ctjf§1n§cB1§;1Ig3Ii9féirg\E§§f;ImP€fl)063 16)./llygoos



Petitioner Apple Inc. - Exhibit 1006, p. 121

 
  

 
  
 

TRANSMITTAL

FORM
(10 be usedfor all correspondence after initialfiling)

 

  mm Named Inventor

I2] Fee Tmnsnfina] Form Afier Allowance Communication to Group

Application Number 10/956,070

 
  

 

 
 

 

 
 
 

  

 
 

 

El Assignment Papers
(for an Application)

Drawing(s)  
 

 

  
 

Appail Communication to Board of
D F56 Amched Appeals and lnterferences

 
Appeal Communication to Group
(Appeal Notice. Brief. Reply Brief)

Proprietary lnfonnation
Status better

Application Data Sheet

Request for Corrected Filing Receipt with
Enclosures

A self-addressed prepaid postcard for
acknowledging receipt

Oflier Enclosure(s) (please idenlifjz below):

E Amendment / Reply Declaration and Power of Attorney
U Afier Final

  
Licensing—related Papers

[I Affidavits/declaration(s) Pt‘-W0" 
 

Petition to Convert to a Provisional

Extension of Time Request Application 
 Power of Attorney, Revocation

Change of Correspondence Address
Express Abandonment Request
 
 
 

Infomiation Disclosure Statement _ . _Terminal Disclaimer

E]El|'_'lElElElElEIEI
 

  
  

Certified Copy of Priority Request for Refund
Document(s)

CD, Number ofCD(s) 
 

EIEIEIElEIEIEIEIEI
 

 

ElEIEIEIEI
Response to Missing Partsl
Incomplete Application
 

 D Response to Missing Parts
under 37 CFR 1.52 or l.53  
 

  
 

E The Commissioner is hereby authorized to charge any additional fees
required or credit any overpayments to Deposit Account No. l9—2380 for the
above identified (locket number.

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

Firm Carlos R. Villamar

Registration No. 43,224
Nixon Peabody LLP

401 9”‘ Street, N.w., Suite 900
Washington, D.C. 20004-2128 ‘\

    
  

  

 

 
 

 

or
Individual name

  
 

 
 

  

January 24, 2006 
 

  
CERTIFICATE OF MAILING OR TRANSMISSION [37 CFR 1.8(a)]

I hereby certify that this correspondence is being:

  Cl deposited with the United States Postal Service on the date shown below with sufficient postage as first
class mail in an envelope addressed to: Mail Stop , Commissioner for Patents, P. O. Box 1450,
Alexandria, VA 22313-1450

U transmitted by facsimile on the date shown below to the United States Patent and Trademark Office at
(703)

 

  

  

 
 

Date Signature

 Typed or printed name

W700075.l

Petitioner Apple Inc. — Exhibit 1006, p. 121



Petitioner Apple Inc. - Exhibit 1006, p. 122

  

 
 

 
 

 
  

T

Ann'i°an°nNum'n=r 10/956,070 T-at
Filing Date October 4, 2004 —lllHlllllCZ
First Named lnventor Mai NGUYEN, 3; a[_ ' ' ' ‘

Patemxees subjectto Augustin Evens
[1 Applicant claims small entity status. See 37 CFR 1.27 3621
TOTAL AMOUNT or PAYMENT $200.00 ’“‘°”‘°Y D°°“°‘ ”°- 1 1 1325-23 5000

METHOD OF PAYMENT (check all that a l ) FEE CALCULATION (continued)

U Check U CreditCar'd U Money El Other El None 3' ADD'T'°NAL FEESOrder

FEE TRANSMITTAL

FOR FY 2005

  
 

  
  

 

 

  
 E Deposil Account: Large Entity Small Entity  
 

     
  

Deposit Fee Fee Fee Fee Fee Description
Account 19-23 80 Code (5) Code (5)
Number _ 1051 130 2051 65 Surcharge — late filing fee or oath

1052 50 2052 25 Surcharge - late provisional filing fee or cover
sheet

Deposit _ 1053 130 I053 130 Non-English specification

3221"” Nlxon Peabody 1812 2,520 1812 2,520 For filing a request for exparte reexamination
1804 920‘ 1804 920‘ Requesting publication of SIR prior to Examiner

The Commissioner is authorized to: (check all that apply) action

E Charge feds) indicated below E credit any ovemaymems 1805 1,840‘ 1805 1,840‘ §cEl(iI(;1:Sllng publication ofSlR alter Examiner
l:‘l Charge any additional fec(s) 1251 120 2251 60 Extension for reply within first month 

 
1252 450 2252 225 Extension for reply within second month

1253 1,020 2253 510 Extension for reply within third rrionth
U Charge fee(s) indicated below, except for the filing fee
to the above-identified deposit account. 

FEE CALCULATION 1254 1,590 2254 795 Extension for reply within fourth month
1, BASIC FILING FEE 1255 2,160 2255 1,080 Extension for reply within fifih month

Large Entity Small Entity 1401 500 2401 250 Notice of Appeal
Fee Fee Fee Fee Fee Description _ _ _ ,

Code (5) Code (5) 1402 500 2402 250 Filing a brief in support of an appeal
1403 1,000 2403 500 Request for oral hearing
1451 1,510 1451 1,510 Petition to institute a public use proceeding
1452 500 2452 250 Petition to revive — unavoidable

1001 300 2001 150 Utility filing fee
1002 2002 100 Design filing fee

1003 200 2003 100 Plant filing fee

1004 300 2004 Reissue filing fee
1005 200 2005 100 Provisional filing fee

1453 1,500 2453 750 Petition to revive - unintentional

1501 1,400 2501 700 Utility issue fee (or reissue)
1502 800 2502 400 Design issue fee
1503 1,100 2503 550 Plant issue fee

SUBTOTAL (1) 1460 130 1460 130 Petitions to the Comriiissioner
1807 50 1807 50 Processing fee under 37 CFR l. l7(q)

2, EXTRA CLAIM FEES FOR UTILITY AND REISSUE 1806 180 I806 180 Submission of lnfomntion Disclosure Stmt
Fee from 8021 40 8021 40 Recording each patent assignment per property

Extra Claims below Fee Paid (times number of properties)

Total Clairris —39*-= X = $200.00 1809 790 2809 395 Filingasubmission afier final rejection(37 CFR 1.129(a))

Independent —3“= I: X lid =
1810 790 2810 395 For each additional invention to be examined

Claims (37 CFR 1.129(b))

Multiple Dependent x 1:] E 1301 790 2301 395 Request forContinued Exarnination(RCE)

Large Entity Small Entity 1802 900 1802 900 Request for expedited examination ofa design
Fee Fee Fee Fee Fee Description application

Code (S) Code (5) Other fee (specify)
1202 50 2202 25 Claims in excess of20

1201 200 2201 100 Independent claims in excess of3
‘Reduced by Basic Filing Fee Paid SUBTOTAL (3)

1203 2203 Multiple dependent claim, if not paid

1204 2204 '00 ". ".°i5l5"°t;“‘:°P°"d°"‘ °""i"‘5 °"°' CERTIFICATE or MAILING on TRANSMISSION [37 CFR l.8(a)]Orlglrla pa n ‘ _ _ _
2205 25 “ Reissue claims in excess of 20 and I hereby cemfy ‘hm ""5 °°"“5P°"d°“C" ‘S b°"‘g3

over original patent U deposited with the United States Postal Service on the date shown below with sufficient
SUBT 1-AL 2 200.00 postage as fiist class mail in an envelope addressed to: Mail StopA

" _ _ _f 0 () S Commissioner for Patents, P. O. Box 1450, Alexandria, VA 22313—l450
or number previously pald’ ' gmmer’ For Relssues’ See above El transmitted by facsimile on the date shown below to the United States Patent and

Trademark Office at (703)

Date Signature

r d or rinted name

SUBMITTED BY Comlete i alicable

—!IA'A_%

SEND TO: Comm.issioner for Patents
P.0. Box 1450

Alexandria, VA 22313-1450

Petitioner Apple Inc. — Exhibit 1006, p. 122

  

  

W700074. 1



Petitioner Apple Inc. - Exhibit 1006, p. 123

Docket No. 11 1325-235000
Serial No. 10/956,070 

  ' ‘§”‘ITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: ) Confirmation No.2 8299

Mai NGUYEN, et al. ) Group Art Unit: 3621

Serial No. 10/956,070 ) Examiner: Augustin Evens

‘ 1 Filed: October 4, 2004 )

)For: SYSTEM AND METHOD FOR

"- RIGHTS OFFERING AND

GRANTING USING SHARED STATE

VARIABLES

U.S. Patent and Trademark Office

Customer Window, Mail Stop Non-Fee Amendment

Randolph Building

401 Dulany Street

Alexandria, VA 22314

AMENDMENT

Sir:

In response to the non—final Office Action mailed October 24, 2005, the below

amendments and following remarks are submitted in connection with the above—identified

application.
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Docket No. 111325-235000

Serial No. 10/956,070

REMARKS

The following amendments and remarks are submitted to be fillly responsive to the

non-final Official Action of October 24, 2005. In the present response, claims 2-10, 14-22,

25, and 27-35 are amended, claims 1, 11-13, 23-24, 26, and 36-39 are cancelled, and claims

40-54 are added. No new matter is introduced. Thus, claims 2-10, 14-22, 25, 27-35, and 40-

54 are now pending. Reconsideration and allowance of this application are respectfully

requested.

Referring now to the present Office Action, claims 1-39 were rejected under 35

U.S.C. §102(b) as being anticipated by U.S. Patent No. 6,226,618 to Downs et al. However,

claims 2-10, 14-22, 25, 27-35, and 40-54 are patentably distinguishable over Downs et al.,

because Downs et al. fails to disclose, teach or suggest all of the features recited in the

present claims. For example, new independent claim 40 (emphasis added) recites:

A method for sharing rights adapted to be associated with an item,
the method comprising:

specifying in a first license at least one usage right and/or at
least one meta-right for the item,

wherein the usage right and the meta-right include at least one

right that is shared among one or more users or devices;
defining, via the at least one usage right, a manner of use selected

from a plurality ofpermitted manners of use for the item;
defining, via the at least one meta-right, a manner of rights

derivation selected from a plurality of permitted manners of rights
derivation for the item;

associating at least one state variable with the at least one right
in the first license and that is shared among the one or more users or

devices,
wherein the at least one state variable is used to determine how

the shared right is further generated in a second license;

generating in the second license one or more rights from the
usage right and/or the meta-right in the first license,

wherein the one or more rights in the second license includes at
least one right that is shared among one or more users or devices;

associating at least one state variable with the at least one right that
is shared in the second license,

wherein the at least one state variable that is associated with
the second license is based on the at least one state variable that is
associated with the first license.

new independent claim 41 (emphasis added) recites:

A system for sharing rights adapted to be associated with an item,
the system comprising:

means for specifying in a first license at least one usage right
and/or at least one meta-right for the item,

wherein the usage right and the meta-right include at least one
right that is shared among one or more users or devices;

W699l72.l
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means for defining, via the at least one usage right, a manner ofuse
selected from a plurality of pennitted manners of use for the item;

means for defining, via the at least one meta—right, a manner of

rights derivation selected from a plurality of permitted manners of rights
derivation for the item;

means for associating at least one state variable with the at least

one right in the first license and that is shared among the one or more

users or devices,
wherein the at least one state variable is used to determine how

the shared right is further generated in a second license;
means for generating in the second license one or more rights

from the usage right and/or the meta—right in the first license,
wherein the one or more rights in the second license includes at

least one right that is shared among one or more users or devices;
means for associating at least one state variable with the at least

one right that is shared in the second license,
wherein the at least one state variable that is associated with

the second license is based on the at least one state variable that is

associated with the first license; and

new independent claim 42 (emphasis added) recites:

A device for sharing rights adapted to be associated with an item,
the device comprising:

means for receiving a first license specifying at least one usage

right and/or at least one meta-right for the item,
wherein the usage right and the meta-right include at least one

right that is shared among one or more users or devices,
the least one usage right defines a manner of use selected from a

plurality ofpem1itted manners ofuse for the item,
the at least one meta-right defines a manner of rights derivation

selected from a plurality of permitted manners of rights derivation for the
item,

at least one state variable is associated with the at least one

right in the first license and is shared among the one or more users or
devices,

the at least one state variable is used to determine how the

shared right is further generated in a second license; and
means for generating in the second license one or more rights

from the usage right and/or the meta-right in the first license,
wherein the one or more rights in the second license includes at

least one right that is shared among one or more users or devices,
at least one state variable is associated with the at least one right

that is shared in the second license, and
the at least one state variable that is associated with the second

license is based on the at least one state variable that is associated with
the first license.

By contrast, Downs et al_ is directed to a method and apparatus of securely providing

data to a user’s system, wherein the data is encrypted so as to only be decryptable by a data

decrypting key, the data decrypting key being encrypted using a first public key, and the

encrypted data being accessible to the user’s system. The method includes transferring the

encrypted data decrypting key to a clearing house that possesses a first private key, which
W699l72.l
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corresponds to the first public key; decrypting the data decrypting key using the first private

key; re—encrypting the data decrypting key using a second public key; transferring the re-

encrypted data decrypting key to the user's system, the user's system possessing a second

private key, which corresponds to the second public key; and decrypting the re—encrypted

data decrypting key using the second private key. However, Downs et al. fails to disclose,

teach or suggest the noted features recited in independent claims 40, 41 and 42.

For example, Downs et al. fails to disclose, teach or suggest meta-rights in the manner

claimed and which are rights about rights, such as the right for distributors to issue certain

rights to a consumer. By contrast, usage rights are rights for content, such as the right to play

or to copy content. The invention recited in independent claims 40, 41 and 42 is not directed

to generating rights to use content, including making copies, etc., but rather is directed to

rights to derive rights for content. For example, with invention recited in independent claims

40, 41 and 42, a user can be permitted to play content on a PC, to make a copy for a PDA,

and to issue rights to play the copy on the PDA. When the user transfers the copy to her

PDA, the user also issues to the PDA rights to play the copy and to transfer the issued rights

along with the copy. Without the issued rights, the user cannot play the content on the PDA.

By contrast, Downs et al. discloses specifying allowed states (e.g., number of copies,

compression speed) in Usage Conditions and it is up to the Content Usage Control Layer to

keep track of the content’s copy/play usage and update the copy/play status. For example, if

a Usage Condition specifies a max count of 3 plays, the Content Usage Control Layer may

update the number of times the content has been played to ensure that only 3 plays are

allowed. This concept, however, does not teach or suggest the noted features recited in

independent claims 40, 41 and 42.

In addition, a state variable is not equivalent to a max count or a compression rate.

For example, a max count is a constant number, which can be 3 or 5, etc., and a compression

rate is another constant number, which can be 384 Kbps or 56 Kbps, etc. By contrast, a state

variable can be represented by an identifier and whose values can vary over time. A state

variable in the specification of a condition can be used for rights sharing, and which is also

feature that differentiates invention recited in independent claims 40, 41 and 42 over Downs

et al. For example, a content provider can decide how a content is shared among a group of

consumers using a_state variable and Downs et al. is also deficient in this respect.

The inventions recited in independent claims 40, 41 and 42 and claims dependent

therefrom recognize and solve the following problems:
W699l72.l
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[0009] However, there are limitations associated with the above-mentioned
paradigms wherein only usage rights and conditions associated with content
are specified by content owners or other grantors of rights. Once purchased
by an end user, a consumer, or a distributor, of content along with its
associated usage rights and conditions has no means to be legally passed on
to a next recipient in a distribution chain. Further the associated usage rights

have no provision for specifying rights to derive other rights, i.e. Rights to
modify, transfer, offer, grant, obtain, delegate, track, surrender, exchange,
transport, exercise, revoke, or the like. Common content distribution models
often include a multi—tier distribution and usage chain. Known DRM

systems do not facilitate the ability to prescribe rights and conditions for all
participants along a content distribution and usage chain. Therefore, it is
difficult for a content owner to commercially exploit content unless the

owner has a relationship with each party in the distribution chain.

The inventions recited in independent claims 40, 41 and 42 and claims dependent

therefiom provide the following advantages:

[0090] There are multiple ways to specify the scope of state variables, each
of which can affect whether the derivative state variables can be shared, how

the derivative state variables can be shared, and the like. For example, a

state variable can be local, and solely confined to a recipient or can be

global, and shared by a predetermined group of recipients. A global state
variable can be shared by a group of recipients not determined when derived

rights are issued, but to be specified later, perhaps based on certain rules
defined in the license or based on other means. A global state variable can

be shared between one or more rights suppliers, predetermined recipients,

un-specified recipients, and the like. Advantageously, depending on the
sharing employed with a given a business model and the rights granted in
the meta-rights, state variables can be created at different stages of the value
chain.

By contrast, Downs et al. fails disclose, teach or suggest the noted features, fails to

recognize or solve the noted problems, and fails to provide the advantages of the inventions

recited in independent claims 40, 41 and 42.

The dependent claims are allowable on their on merits and for at least the reasons as

argued above with respect to independent claims 40, 41 and 42.

The references that have been cited, but not applied by the Examiner, have been taken

into consideration during formulation of this response. However, since such references were

not considered by the Examiner to be of sufficient relevance to apply against any of the

claims, no detailed comments thereon are believed to be warranted at this time.

In view of the foregoing, it is submitted that the present application is in condition for

allowance and a notice to that effect is respectfully requested. However, if the Examiner

deems that any issue remains afier considering this response, the Examiner is invited to

W699l72.1
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contact the undersigned attorney to expedite the prosecution and engage in a joint effort to

work out a mutually satisfactory solution.

Respectfiilly submitted,

NIXON PEABODY, LLP

/Carlos R. Villamar, Reg. # 43,224/
Carlos R. Villamar

Reg. No. 43,224
NIXON PEABODY LLP

CUSTOMER NO.: 22204

401 9th Street, N.W., Suite 900

Washington, DC 20004
Tel: 202-585-8000

Fax: 202-585-8080

W699l72.l
15

Petitioner Apple Inc. — Exhibit 1006, p. 128



Petitioner Apple Inc. - Exhibit 1006, p. 129

Docket No. 111325-235000

Serial No. 10/956,070

Amendments to the Claims:

1. (Cancelled)

2. (Currently amended) The method of elaim—1— claim 40, wherein the state variable in

the first or second license inherits a state thereof for content usage or rights transfer-

derivation from other generated usage rights and meta-rights.

3. (Currently amended) The method of el-aim—l— claim 40, wherein the state variable i_r;

the first or second license shares a state thereof for content usage or rights transfer derivation

with other generated usage rights and meta-rights.

4. (Currently amended) The method of elaim—l— claim 40, wherein the state variable in

the first or second license inherits a remaining state for content usage or rights transfer

derivation from other generated usage rights and meta-rights.

5. (Currently amended) The method of el-&i«m—l— claim 40, wherein the state variable in

the first or second license is updated upon exercise of a right associated with the state

variable.

6. (Currently amended) The method of elaim—L claim 40, wherein the state variable i_r1_

the first or second license represents a collection of states.

7. (Currently amended) The method of el-aim—l— claim 40,

 
comprising:

eneratin in a third license one or more ri ts from the usa e 11' t and/or the meta-

rigl_1t in the second license,

wherein the one or more rigl_1ts in the third license includes at least one right that is

shared among one or more users or devices;
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associating at least one state variable with the at least one rigl_1t that is shared in the

third license,

wherein the at least one state variable that is associated with the third license is based

on the at least one state variable that is associated with the second license.

8. (Currently amended) The method of elaim—7- claim 40 further comprising a
 

plurality of state variables that determine the state of the derived at least one right that is

shared in the first or the second license.

9. (Currently amended) The method of elaim—7— claim 40, wherein the state variable is

unspecified in the de2=i=ved- at least one right that is shared in the first license is created during

a rights transfer derivation, and is assigned associated to the deriyed at least one right that is

 

shared in the second license.

10. (Currently amended) The method of el~aim—7- claim 40, wherein the state variable

in the second license is transferred from the generated usage rights and meta-rights in the first

license and is associated with [[to]] the derived right that is shared in the second license.

11-13. (Cancelled) ‘

14. (Currently amended) The system of elaim—1% claim 41, wherein the state variable

in the first or second license inherits a state thereof for content usage or rights transfer

derivation from other generated usage rights and meta-rights.

15. (Currently amended) The system of elaim—1—3 claim 41, wherein the state variable

in the first or second license shares a state thereof for content usage or rights derivation with

other generated usage rights and meta-rights.

16. (Currently amended) The system of elain=r—}€r claim 41, wherein the state variable

in the first or second license inherits a remaining state for content usage or rights transfer-

derivation from other generated usage rights and meta-rights.
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17. (Currently amended) The system of elair-n—1-3 claim 41, wherein the state variable

in the first or second license is updated upon exercise of _a right associated with the state

variable.

18. (Currently amended) The system of elaim—l% claim 41, wherein the state variable

in the first or second license represents a collection of states.

19. (Currently amended) The system of el-aim——l% claim 41, $Hh 

 
filrther comprising:

means for generating in a third license one or more rigl_1ts from the usage right and/or

the meta-ri gl_it in the second license,

wherein the one or more rights in the third license includes at least one rigl_1t that is

shared among one or more users or devices;

means for associating at least one state variable with the at least one rigl_1t that is

shared in the third license 

wherein the at least one state variable that is associated with the third license is based

on the at least one state variable that is associated with the second license.

20. (Currently amended) The system of elaim—1-9 claim 41, including a plurality of

state variables that determine the state of the derived at least one right that is shared in the

first or the second license.

21. (Currently amended) The system of el~aim—1-9 claim 41 , wherein the state variable

is unspecified in the derived at least one right that is shared in the first license is created

during a rights transfer derivation and is assigned associated to the derived at least one right

 

 

that is shared in the second license.

22. (Currently amended) The system of ela«im—l-9 claim 41, wherein the state variable

in the second license is transferred from the generatedusage rights and meta-rights in the first

license and is associated with [[to]] the derivedright that is shared in the second license.
W699l72.1
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23-24. (Cancelled)

25. (Currently amended) The system of elaim—l—3+ claim 41, wherein the means—fi3r

 
eempater system is implemented with one or more hardware and/or software components.

26. (Cancelled)

27. (Currently amended) The device of elaim—26 claim 42, wherein the state variable

in the first or second license inherits a state thereof for content usage or rights trans-fer

derivation from other generated usage rights and meta-rights.

28. (Currently amended) The device of el-aim—26 claim 42, wherein the state variable

in the first or second license shares a state thereof for content usage or rights transfer-

derivation with other generated usage rights and meta-rights.

29. (Currently amended) The device of eJ:aim—26 claim 42, wherein the state variable

in the first or second license inherits a remaining state for content usage or rights ‘eEans¥er—

derivation from other generated usage rights and meta-rights.

30. (Currently amended) The device of elaim—26 claim 42, wherein the state variable

in the first or second license is updated upon exercise of a right associated with the state

variable.

31. (Currently amended) The device of elaim—26 claim 42, wherein the state variable

in the first or second license represents a collection of states.

32. (Currently amended) The device of elaim—26claim 42,
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license includes one or more rights from the usage rigl_1t and/or the meta-right in the second

license,

the one or more rigl_1ts in the third license includes at least one right that is shared

among one or more users or devices,

at least one state variable is associated with the at least one right that is shared in the

third license, and

the at least one state variable that is associated with the third license is based on the at

least one state variable that is associated with the second license.

33. (Currently amended) The device of elai-n=i—32— claim 42, including a plurality of

state variables that determine the state of the derived» at least one right that is shared in the

first or the second license.

34. (Currently amended) The device of elaim%—2— claim 42 wherein the state variable
 

is unspecified in the derived at least one right that is shared in the first license is created

during a rights trans£er— derivation, and is  éassociated to the derived at least one right

that is shared in the second license.

 

35. (Currently amended) The device of elaim—32— claim 42, wherein the state variable

in the second license is transferred from the  usage rights and meta-rights in the first

license and is associated with [[to]] the derived-nght that is shared in the second license.

36-39. (Cancelled)

40. (New) A method for sharing rights adapted to be associated with an item, the

method comprising:

specifying in a first license at least one usage right and/or at least one meta-right for

the item,

wherein the usage right and the meta-right include at least one right that is shared

among one or more users or devices;

defining, via the at least one usage right, a manner of use selected from a plurality of .

permitted manners of use for the item;
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defining, via the at least one meta-right, a manner of rights derivation selected from a

plurality ofpermitted manners of rights derivation for the item;

associating at least one state variable with the at least one right in the first license and

that is shared among the one or more users or devices,

wherein the at least one state variable is used to determine how the shared right is

further generated in a second license;

generating in the second license one or more rights from the usage right and/or the

meta-right in the first license,

wherein the one or more rights in the second license includes at least one right that is

shared among one or more users or devices;

associating at least one state variable with the at least one right that is shared in the

second license,

wherein the at least one state variable that is associated with the second license is

based on the at least one state variable that is associated with the first license.

41. (New) A system for sharing rights adapted to be associated with an item, the

system comprising:

means for specifying in a first license at least one usage right and/or at least one meta-

right for the item,

wherein the usage right and the meta-right include at least one right that is shared

among one or more users or devices;

means for defining, via the at least one usage right, a manner of use selected from a

plurality of permitted manners of use for the item;

means for defining, via the at least one meta-right, a manner of rights derivation

selected from a plurality of permitted manners of rights derivation for the item;

means for associating at least one state variable with the at least one right in the first

license and that is shared among the one or more users or devices,

wherein the at least one state variable is used to determine how the shared right is

further generated in a second license;

means for generating in the second license one or more rights from the usage right

and/or the meta-right in the first license,

wherein the one or more rights in the second license includes at least one right that is

shared among one or more users or devices;
W699l72.l
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means for associating at least one state variable with the at least one right that is

shared in the second license,

wherein the at least one state variable that is associated with the second license is

based on the at least one state variable that is associated with the first license.

42. (New) A device for sharing rights adapted to be associated with an item, the

device comprising: A

means for receiving a first license specifying at least one usage right and/or at least

one meta-right for the item,

wherein the usage right and the meta-right include at least one right that is shared

among one or more users or devices,

the least one usage right defines a manner ofuse selected from a plurality of permitted

manners ofuse for the item,

the at least one meta-right defines a manner of rights derivation selected from a

plurality ofpermitted manners of rights derivation for the item,

at least one state variable is associated with the at least one right in the first license

and is shared among the one or more users or devices,

the at least one state variable is used to determine how the shared right is further

generated in a second license; and

means for generating in the second license one or more rights from the usage right

and/or the meta-right in the first license,

wherein the one or more rights in the second license includes at least one right that is

shared among one or more users or devices,

at least one state variable is associated with the at least one right that is shared in the

second license, and

the at least one state variable that is associated with the second license is based on the

at least one state variable that is associated with the first license.

43. (New) The method of claim 40, wherein the method is implemented with one or

more hardware and/or software components configured to perform the steps of the method.
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44. (New) The method of claim 40, wherein the method is implemented with one or

more computer readable instructions embedded on a computer readable medium and

configured to cause one or more computer processors to perform the steps of the method.

45. (New) The device of claim 42, wherein the device is implemented with one or

more hardware and/or sofiware components.

46. (New) The method of claim 40, wherein the specifying step includes specifying in

the first license at least one usage right and at least one meta-right for the item.

47. (New) The system of claim 41, wherein the specifying means includes means for

specifying in the first license at least one usage right and at least one meta-right for the item.

48. (New) The device of claim 42, wherein the first license specifies at least one

usage right and at least one meta-right for the item.

49. (New) The method of claim 40, wherein the plurality of permitted manners of use

for the item include copy, transfer, loan, play, print, back-up, restore, delete, extract, embed,

edit, authorize, install, and un—install the item.

50. (New) The system of claim 41, wherein the plurality of permitted manners of use

for the item include copy, transfer, loan, play, print, back-up, restore, delete, extract, embed,

edit, authorize, install, and un—install the item.

51. (New) The device of claim 42, wherein the plurality of permitted manners of use

for the item include copy, transfer, loan, play, print, back-up, restore, delete, extract, embed,

edit, authorize, install, and un—install the item.

52. (New) The method of claim 40, wherein the plurality of permitted manners of

rights derivation for the item include issue, modify, transfer, offer, grant, obtain, delegate,

track, surrender, exchange, transport, exercise, and revoke rights for the item.
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53. (New) The system of claim 41, wherein the plurality of perrnitted manners of

rights derivation for the item include issue, modify, transfer, offer, grant, obtain, delegate,

track, surrender, exchange, transport, exercise, and revoke rights for the item.

54. (New) The device of claim 42, wherein the plurality of permitted manners of

rights derivation for the item include issue, modify, transfer, offer, grant, obtain, delegate,

track, surrender, exchange, transport, exercise, and revoke rights for the item.
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10)I:I The drawing(s) filed on __ is/are: a)I:I accepted or b)I:I objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)I:] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)I:] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)EI All b)Ij Some * c)E| None of:

1.Ij Certified copies of the priority documents have been received.

2.Ij Certified copies of the priority documents have been received in Application No. _.

3.|j Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) E] Notice of References Cited (PTO-892) 4) E] Interview Summary (PTO—413)
2) E] Notice of Draflsperson's Patent Drawing Review (PTO-948) Paper N°($)/M3" Daie. 1. -
3) CI lnforrnation Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) D N°tI°e °f '“f°"“3' Patent APP'I°atI°“ (P7045?)

Paper No(s)/Mail Date . 6) [:1 Other: .
U.S. Patent and Trademark Office

PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 041106
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Response to Amendment

This is in response to an amendment file on 1/24/2006 for letter for patent filed on

10/04/2004. In the amendment, claims 1, 12, 16 and 25 have been amended. Claims 1, 11-13,

23-24, 26, and 36-39 have been cancelled. Claims 40-54 have been added. Claims 2-10, 14- i

22, 25, 27-35, and 40-54 are pending in the letter.

Response to Arguments

1. The United States Patent and Trademark Office has.fully considered the applicant's

arguments on 1/24/2006, but has not found those arguments to be persuasive.

The claims, as interpreted in light of the specification, are regarding content distribution

system, in which the content owners specify the rights of distributors/end-users vis-a-vis the

content. The present invention categorizes the rights associated with the content into usage

rights and meta-rights. Usage rights are defined as a manner of use for the items, and meta-

rights are defined as a manner of rights transfer for the items (page 4, par. 10). According to the '

app1icant’s specification, meta-rights can include rights to offer, grant, obtain, transfer, delegate,

track, surrender, exchange, and revoke usage rights to/from others (page 9, par. 41). A usage

right can be the right to print content three times. Each time the usage right is exercised, the

value of the state variable "number of prints" is incremented. In this example, when the value of .

the state variable is three, the condition is no longer satisfied and content cannot be printed

(page 9, par. 43). The content owner initially grants the distributor a license/rights to
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distribute/sell the content, and the distributor can modify the initial licensing/rights from the

owner to offer a more customized version of the rights to the end users (pages 24-25, par. 79-80).

Argument 1: Prior Art does not teach the aspects Meta-rights

Response 1: Owners setting initial usage rights/licensing (first license) for content to the

distributors (column 21, lines 30-33). Those usage rights can be modified by the digital store

(column 21, lines 33-39) to create secondary licensing or customized licensing (column 10, lines

15-18) to the end user

The system also defines the manner in which the content can be used (meta-rights) such

as onto what kinds of media the content can be transferred to (column 59, lines 52-54)

Application stands finally rejected.

Status of Claims

2. Claims 2-10, 14-22, 25, 27-35, and 40-54 have been examined.
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Claim Rejections - 35 USC § 112

3. Regarding claims 40-43, 45, 7, 19, 25, and 32, the phrase "and/or" renders the claims

indefinite because there are uncertainties or ambiguities with respect to the question of scope or

clarity of the claims. The claims are rejected under 35 U.S.C. 112, second paragraph (See MPEP

§ 2l73.05(h)).

4. Claims 7, 19 and 32 are rejected under 35 U.S.C. 112, first paragraph, as failing to

comply with the written description requirement. The claims contain subject matter which was

not described in the specification in such a way as to reasonably convey to one skilled in the

relevant art that the inventor(s), at the time the application was filed, had possession of the

claimed invention. The claims refer to a third license being generating from a second license.

The specification is silent with regard to the generation of third license and the rights associated

with that third license.

5. Claims 49-53 are rejected under 35 U.S.C. 112, first paragraph, as failing to comply with '

the written description requirement. The claims contain subject matter which was not described

in the specification in such a way as to reasonably convey to one skilled in the relevant art that

the inventor(s), at the time the application was filed, had possession of the claimed invention.

The claims refer to a third license being generating from a second license. According to the

applicant’s specification, meta-rights can include rights to offer, grant, obtain, transfer, delegate,

track, surrender, exchange, and revoke usage rights to/from others (page 9, par. 41). The

specification is silent with regard to rights such as restore, back up, exercise and extract.
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Claim Rejections - 35 USC § 102

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the '

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) The invention was patented or described in a printed publication in this or a foreign country or in public
use or on sale in this country, more than one year prior to the date of application for patent in the United States.

7. Claims 2-10, 14-22, 25, 27-35, and 40-54 are rejected under 35 U.S.C. 102(b) as being

anticipated by Downs et al (U.S 6226618).

As per claims 2-10, 14-22, 25, 27-35, and 40-54, Downs et al. disclose an invention that

broadly relates to the field of electronic commerce and more particularly to a system and related

tools for the secure delivery and rights management of digital assets, such as print media, films,

games, and music over global communications networks such as the Internet and the World

Wide Web. The invention includes the means and devices to (hardware and software

combination) (columns 53, lines 65-67, column 54, lines 1-3) - Claims 25, 38; 39,41-45, 48, 51,

, 54. The invention comprising of the following:

0 Owners setting initial usage rights/licensing (first license) for content to the distributors

(column 21, lines 30-33) — Claims 40-42

0 Example of usage rights include (column 59, lines 38-69 -— Claims 40, 49-54 2
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Transfer on What Media Mini Disc or Computer

0 Owners setting initial usage rights/licensing (first license) for content to the distributors

(column 21, lines 30-33). Those usage rights can bemodified by the digital store

(column 21, lines 33-3 9) to create secondary licensing or customized licensing (column

10, lines 15-18) to the end user — Claims 40-42, 10, 22, 35

0 The system also defines the manner in which the content can be used (meta-rights) such

as onto what kinds of media the content can be transferred to (column 59, lines 52-54) —

Claims 40-42, 46-48

0 State variable such the number of copies a user is allowed to make (column 59, line 50 or.

rental terms (column 59, lines 55-60) - Claims 40-42

0 The secondary licensing such as restrictions on rental time period can not violate the

initial time period set by the initial licensing (column 21, line 35) - Claims 40-42

0 The state variable is derived from the usage rights (column 59, line 50) or rental terms

(column 59, lines 55-60) - Claims 2-4, 14-16, 27-29

0 The system keeps track of the content's copy/play usage and updates the copy/play status

(column 20, lines 49-50) — Claims 5, 17, 30

0 A state variable can represent various other states, for example an item that rented can I

affect the number of copies that can be made or whether or not copies can be made -

Claims 6, 8, 18, 20, 31,33

0 The system embeds a code on every copy the content, as it is transferred form user device

to the next. When the Digital Content is accessed in a compliant End-User Devices, the
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End-User Player Application reads the watermark to check the use restrictions and

updates the watermark as required. If the requested use of the content does not comply

with the usage conditions, e.g., the number of copies has been exhausted, the End-User

Device(s) will not perform the request (column 7, lines 40-55) — Claims 7, 19, 32

0 The content does not specify how the initial set of rights and variable are to modified, as

long as it does not violate the initial licensing (column 21, line 35) - Claims 9, 21, 34

Conclusion

8. THIS ACTION IS MADE FINAL. Any new grounds of rejection is due to the

.applicant’s amendment. Applicant is reminded of the extension of time policy as set forth in 37 '

CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within TWO

MONTHS of the mailing date of this final action and the advisory action is not mailed until after '

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,

however, will the statutory period for reply expire later than SIX MONTHS from the mailing

date of this final action.
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9. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Evens Augustin whose telephone number is 571-272-6860. The

examiner can normally be reached on Monday thru Friday 8 to 5 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jim Trarnmel can be reached on 571-272-6712.

Any response to this action should be mailed to:

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is 571-272-6584.

Evens J. Augustin

April 11, 2006
Art Unit 3621

SALVATORE CANGIALOSI

PRIMARY EXAMINER

ART UNII 222
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Docket No. 111325-235000

Serial No. 10/956,070

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
 

In re Patent Application of: ) Confirmation No.: 8299

Mai NGUYEN, et al. ) Group Art Unit: 3621

Serial No. 10/956,070 ) Examiner: Augustin Evens

Filed: October 4, 2004 )

For: SYSTEM AND METHOD FOR )
RIGHTS OFFERING AND

GRANTING USING SHARED STATE

VARIABLES

U.S. Patent and Trademark Office

Customer Services Window, Mail Stop AF

Randolph Building

401 Dulany Street

Alexandria, VA 22314

AMENDMENT AFTER FINAL REJECTION

Sir:

In response to the final Office Action mailed April 17, 2006, the below amendments

and following remarks are submitted in connection with the above-identified application.

l0048348.l
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Amendments to the Claims:

1. (Cancelled)

2. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta-rights.

3. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta-rights.

4. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license inhefits a remaining state for content usage or rights derivation from

other generated usage rights and meta-rights.

5. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

6. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license represents a collection of states.

7. (Currently amended) The method of claim 40, further comprising:

generating in a third license one or more rights from at least one of the usage right

and¢e1= and the meta-right in the second license,

wherein the one or more rights in the third license includes at least one right that is

shared among one or more users or devices;

associating at least one state variable with the at least one right that is shared in the

third license,

wherein the at least one state variable that is associated with the third license is based

on the at least one state variable that is associated with the second license.

10048348.]
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8. (Previously presented) The method of claim 40, further comprising a plurality of

state variables that determine the state of the at least one right that is shared in the first or the

second license.

9. (Cancelled)

10. (Currently amended) The method of claim 40, wherein the state variable in the

second license is transferred from the umge at least one rigl_1t in the

first license and is associated with the right that is shared in the second license.

11-13. (Cancelled)

14. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta-rights.

‘ 15. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage 11'ghts and meta-rights.

16. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license inherits a remaining state for content usage or rights derivation from

other generated usage rights and meta-rights.

17. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

18. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license represents a collection of states.

19. (Currently amended) The system of claim 41 , further comprising:

means for generating in a third license one or more rights from at least one of the

usage right anelvler and the meta-right in the second license,
10043343.:
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wherein the one or more rights in the third license includes at least one right that is

shared among one or more users or devices;

means for associating at least one state variable with the at least one right that is

shared in the third license,

wherein the at least one state variable that is associated with the third license is based

on the at least one state variable that is associated with the second license. A

20. (Previously presented) The system of claim 41, including a plurality of state

variables that determine the state of the at least one right that is shared in the first or the

second license.

21. (Cancelled)

22. (Currently amended) The system of claim 41, wherein the state variable in the

second license is transferred fiom the  m%gh$ at least one rigl_1t in the

first license and is associated with the right that is shared in the second license.

23-24. (Cancelled)

25. (Currently amended) The system of claim 41, wherein the system is implemented

with one or more hardware andylor and sofiware components.

26. (Cancelled)

27. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta-rights.

28. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta-rights.

10048348.]
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29. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license inherits a remaining state for content usage or rights derivation from

other generated usage rights and meta-rights.

30. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

31. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license represents a collection of states.

32. (Currently amended) The device of claim 42, wherein a third license includes one

or more rights from at least one of the usage right anéler and the meta-right in the second

license,

the one or more rights in the third license includes at least one right that is shared

among one or more users or devices,

at least one state variable is associated with the at least one right that is shared in the

third license, and

the at least one state variable that is associated with the third license is based on the at

least one state variable that is associated with the second license.

33. (Previously presented) The device of claim 42, including a plurality of state

variables that determine the state of the at least one right that is shared in the first or the

second license.

34. (Cancelled)

35. (Currently amended) The device of claim 42, wherein the state variable in the

second license is transferred from theu% at least one rigl_1t in the

first license and is associated with the right that is shared in the second license.

36-39. (Cancelled)

10048348.]
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40. (Currently amended) A method for sharing rights adapted to be associated with an

item, the method comprising:

specifying in a first license at least one usage right and¥er— grg at least one meta-right

for the item, wherein the usage right and the meta-right include at least one right that is

shared among one or more users or devices;

defining, via the at least one usage right, a manner of use selected from a plurality of

permitted manners of use for the item;

defining, via the at least one meta-right, a manner of rights derivation selected from a

plurality of permitted manners of rights derivation for the item wherein said at least one

meta-rigl_1t allows said one or more users or devices to transfer rights or to derive new rigl_1ts,'

associating at least one state variable with the at least one right in the first license and

 

that wherein the at least one state variable is shared among the one or more users or devices,

 '' and is '' '

 specified as unspecified or is assigned an identification in said

first license and said identification references a location where a state of ii ts is tracked‘

generating in [[the]] a_ second license one or more rights fiem—&e 

based on the meta-right in the first license, wherein the one or more rights in the second

 

 

license includes at least one right that is shared among one or more users or devices; and

associating at least one state variable with the at least one right that is shared in the

second license, wherein the at least one state variable that is associated with the second

license is based on the at least one state variable that is associated with the first license.

41. (Currently amended) A system for sharing rights adapted to be associated with an

item, the system comprising:

means for specifying in a first license at least one usage right aend¥e1= afi at least one

meta-right for the item, wherein the usage right and the meta-right include at least one right

that is shared among one or more users or devices;

means for defining, via the at least one usage right, a manner of use selected from a

plurality of permitted manners of use for the item;

means for defining, via the at least one meta-right, a manner of rights derivation

selected from a plurality of permitted manners of rights derivation for the item wherein said

at least one meta-right allows said one or more users or devices to transfer rights or to derive

new ri ts’

 

10048348,]
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means for associating at least one state variable with the at least one right in the first

license and-—t=hat» wherein the at least one state variable is shared among the one or more users

or devices, a_n_d isu% 

specified as unspecified or is assigned an

identification in said first license and said identification references a location where a state of

rig1_1ts is tracked;

means for generating in [[the]] a second license one or more rights frem—the4asage

rigl=rt—aad¥er— based on the meta-right in the first license, wherein the one or more rights in the

 

 

second license includes at least one right that is shared among one or more users or devices;

em

means for associating at least one state variable with the at least one right that is

shared in the second license, wherein the at least one state variable that is associated with the

second license is based on the at least one state variable that is associated with the first

license.

42. (Currently amended) A device for sharing rights adapted to be associated with an

item, the device comprising:

means for receiving a first license specifying at least one usage right andyler and at

least one meta-right for the item, wherein the usage right and the meta-right include at least

one right that is shared among one or more users or devices, the least one usage right defines

a manner of use selected fi'om a plurality of permitted manners of use for the item, the at least

one meta-right defines a manner of rights derivation selected from a plurality of permitted

manners of rights derivation for the item, said at least one meta—rigl_1t allows said one or more

users or devices to transfer ri ts or to derive new ri ts at least one state variable is

associated with the at least one right in the first license and is shared among the one or more

users or devices and is specified as unspecified or is assig1_1ed an identification in said first

license, and said identification references a‘location where a state of rights is tracked,—t‘:he—at-

 ;and

means for generating in [[the]] a second license one or more rights fi=em—t-he—us&ge

1=ight—an<#er- based on the meta-right in the first license, wherein the one or more rights in the

second license includes at least one right that is shared among one or more users or devices,

at least one state variable is associated with the at least one right that is shared in the second
10048348.l
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license, and the at least one state variable that is associated with the second license is based

on the at least one state variable that is associated with the first license.

43. (Currently amended) The method of claim 40, wherein the method is implemented

with one or more hardware andaler 2_1r_1d software components configured to perform the steps

of the method.

44. (Previously presented) The method of claim 40, wherein the method is

implemented with one or more computer readable instructions embedded on a computer

readable medium and configured to cause one or more computer processors to perform the

steps of the method.

45. (Currently amended) The device of claim 42, wherein the device is implemented

with one or more hardware aaduler and software components.

46-48. (Cancelled)

49. (Currently amended) The method of claim 40, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, baeleup,—1=estei=e,- delete,

extract, embed, edit, authorize, install, and un-install the item.

50. (Currently amended) The system of claim 41, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, baek—u-p,—i=estere,- delete,

extract, embed, edit, authorize, install, and un-install the item.

51. (Currently amended) The device of claim 42, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, bael(—up,—restei=e,— delete,

extract, embed, edit, authorize, install, and un-install the item.

52. (Previously presented) The method of claim 40, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

l0O48348.1
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53. (Previously presented) The system of claim 41, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

54. (Previously presented) The device of claim 42, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.
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REMARKS A

The following amendments and remarks are submitted to be fully responsive to the

final Official Action of April 17, 2006. In the present response, claims 7, 10, 19, 22, 25, 31,

32, 40-43, 45 and 49-51 are amended, and claims 9, 21, 34, and 46-48 are cancelled without

prejudice or disclaimer. No new matter is introduced (see, e.g., Applicants’ published

Specification ‘W [0007], [0009], [0093] and [OO98]). Thus, claims 2-8, 10, 14-20, 22, 25, 27-

33, 35, 40-45, and 49-54 are still pending. Reconsideration and allowance of this application

are respectfully requested.

Referring now to the present Office Action, claims 40-43, 45, 7, 19, 25, and 32 were

rejected under 35 U.S.C. §112, second paragraph, based on indefiniteness. In response,

claims 7, 19, 25, 32 40, 41, 42, 43 and 45 are amended to correct the noted and discovered

informalities. Claims 7, 19, and 32 and 49-53 were rejected under 35 U.S.C. §112, first

paragraph, based on non—described subject matter. In response, claims 49-51 are amended to

correct the noted and discovered inforrnalities. With respect to the third license, a recited in

claims 7, 19, and 32, this feature is clearly described in Applicants’ Specification (see, e.g.,

Applicants’ published Specification FIGS. 16 and 18 and the description thereof). With

respect to exercise and extract, as recited in claims 52-54, this feature is clearly described in

Applicants’ Specification (see, e.g., Applicants’ published Specification 1[1l [0007] and

[0009]). Accordingly, all of the claims are in compliance with 35 U.S.C. §1 12 and no further

rejection on such basis is anticipated. If, however, the Examiner disagrees, the Examiner is

invited to contact the undersigned attorney, who will work with the Examiner in a mutual

effort to derive satisfactory claim language.

Claims 2-10, 14-22, 25, 27-35, and 40-54 also were rejected under 35 U.S.C. §102(b)

as being anticipated by U.S. Patent No. 6,226,618 to Downs et al. However, claims 2-10, 14-

22, 25, 27-35, and 40-54 are patentably distinguishable over Downs et al., because Downs et

al. fails to disclose, teach or suggest all of the features recited in the present claims, as

amended. For example, independent claim 40 (emphasis added) recites:

A method for sharing rights adapted to be associated with an item,
the method comprising:

specifying in a first license at least one usage right gig at least one
meta-right for the item, wherein the usage right and the meta-right include at
least one right that is shared among one or more users or devices;

defining, via the at least one usage right, a manner of use selected
from a plurality ofpermitted manners ofuse for the item;

defining, via the at least one meta-right, a manner of rights
derivation selected from a plurality of permitted manners of rights

10048348.!

10

Petitioner Apple Inc. — Exhibit 1006, p. 159



Petitioner Apple Inc. - Exhibit 1006, p. 160

Docket No. 1 1 1325-23 5000

Serial No. 10/956,070

derivation for the item, wherein said at least one meta-right allows said one
or more users or devices to transfer ri hts or to derive new ri ts‘

associating at least one state variable with the at least one right in
the first license wherein the at least one state variable is shared among the

one or more users or devices, and is specified as unspecified or is assiged
an identification in said first license and said identification references a

location where a state of rights is tracked;

generating in a second license one or more rights based on the
meta-right in the first license, wherein the one or more rights in the second
license includes at least one right that is shared among one or more users or
devices; afl

associating at least one state variable with the at least one right that
is shared in the second license, wherein the at least one state variable that is
associated with the second license is based on the at least one state variable
that is associated with the first license.

 

 

Independent claim 41 (emphasis added) recites:

A system for sharing rights adapted to be associated with an item,
the system comprising:

means for specifying in a first license at least one usage right zfl at
least one meta-right for the item, wherein the usage right and the meta-right

include at least one right that is shared among one or more users or devices;
means for defining, via the at least one usage right, a manner of use

selected from a plurality ofpermitted manners ofuse for the item;
means for defining, via the at least one meta-right, a manner of

rights derivation selected from a plurality of permitted manners of iights
derivation for the item, wherein said at least one meta-right allows said one
or more users or devices to transfer rights or to derive new rights;

means for associating at least one state variable with the at least

one right in the first license wherein the at least one state variable is shared
among the one or more users or devices, and is specified as unspecified or is
assigned an identification in said first license and said identification
references a location where a state of rights is tracked;

means for generating in a second license one or more rights based

(3 the meta-right in the first license, wherein the one or more rights in the
second license includes at least one right that is shared among one or more
users or devices; and

means for associating at least one state variable with the at least

one right that is shared in the second license, wherein the at least one state
variable that is associated with the second license is based on the at least one
state variable that is associated with the first license.

 

 

Independent claim 42 (emphasis added) recites:

A device for sharing rights adapted to be associated with an item,
the device comprising:

means for receiving a first license specifying at least one usage

right 2% at least one meta-right for the item, wherein the usage right and the
meta-right include at least one right that is shared among one or more users
or devices, the least one usage right defines a manner of use selected from a

plurality ofpermitted manners of use for the item, the at least one meta-right
defines a manner of rights derivation selected from a plurality of permitted
manners of rights derivation for the item, said at least one meta-right allows
said one or more users or devices to transfer rights or to derive new rights, at

10048348.]
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least one state variable is associated with the at least one right in the first

license and is shared among the one or more users or devices and is

specified as unspecified or is assigned an identification in said first license,
gig said identification references a location where a state of rights is
tracked‘ and

means for generating in a second license one or more rights based
gn_ the meta-right in the first license, wherein the one or more rights in the
second license includes at least one right that is shared among one or more
users or devices, at least one state variable is associated with the at least one

right that is shared in the second license, and the at least one state variable
that is associated with the second license is based on the at least one state
variable that is associated with the first license.

 

Thus, the present invention recited in independent claims 40, 41 and 42 includes the

novel features of specifying in a first license at least one usage right and at least one meta-

right for an item, the at least one meta-right allows one or more users or devices to transfer

rights or to derive new rights, associating at least one state variable with the at least one right

in the first license, wherein the at least one state variable is shared among the one or more

users or devices, and is specified as unspecified or is assigned an identification in the first

license, and the identification references a location where a state of rights is tracked,

generating in a second license one or more rights based ‘on the meta-right in the first license,

and associating at least one state variable with at least one right that is shared in the second

license, wherein the at least one state variable that is associated with the second license is

based on the at least one state variable that is associated with the first license.

By contrast, Downs et al. is directed to a method and apparatus of securely providing

data to a user’s system, wherein the data is encrypted so as to only be decryptable by a data

decrypting key, the data decrypting key being encrypted using a first public key, and the

encrypted data being accessible to the user’s system. The method includes transferring the

encrypted data decrypting key to a clearing house that possesses a first private key, which

corresponds to the first public key; decrypting the data decrypting key using the first private

key; re-encrypting the data decrypting key using a second public key; transferring the re-

encrypted data decrypting key to the user's system, the user's system possessing a second

private key, which corresponds to the second public key; and decrypting the re-encrypted

data decrypting key using the second private key. However, Downs et al. fails to disclose,

teach or suggest at least the noted features recited in independent claims 40, 41 and 42.

Accordingly, the portions of Downs et al. cited in the present .Office Action do

I support a further rejection. For example, in column 21, lines 30-33, Downs et al. states that:

10048348.]
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the Content Provider sets the allowable Usage Conditions and
transmits them to the Electronic Digital Content Store in a SC. The
Electronic Digital Content Store can add’to or narrow the Usage Conditions

as long as it doesn’t invalidate the original conditions set by the Content
Provider.

According to the above passage, however, what is transferred to the content store is a

set of allowable usage conditions that the store can modify before sending out to an end-user

device. Examples of usage conditions include “Song is recordable,” “Song can be played 11

number of times,” etc. Usage conditions are merely conditions for the end user and do not

include rights given to the content store. Thus, the content store merely can modify and

transfer the allowable usage conditions, but otherwise does not have any rights to transfer

rights or to derive new rights, as recited in independent claims 40, 41 and 42.

This is further evidenced in column 26, lines 61-67, wherein Downs et al. describes

the concept of using a template to indicate which information can be modified, as follows:

An Offer SC(s) 641 template in the Metadata SC(s) 620 indicates
which information can be overridden by the Electronic Digital Content
Store(s) 103 in the Offer SC(s) 641 and what, if any, additional information
is required by the Electronic Digital Content Store(s) 103 and what parts are
retained in the embedded Metadata SC(s) 620.

Accordingly, in Downs et al., both the right to transfer usage conditions and the right

to modify rights stop at the content store. On a user device, a user may be.permitted to make

copies of content. But, since the user does not have the right to issue new rights, a content

copy inherits the exact same usage rights as the original copy, with the copy count updated to

reflect the number of copies made, as noted in column 21, lines 58-60 ofDowns et al.:

The End-User Device(s) 109 also appropriately updates the

copy/play code in the original copy of the Content 113 and on any new
secondary copy.

The disadvantage of the copy conditions described by Downs et al. is that they are

copied but not transferred. Specifically, DRM systems, such as that of Downs et al., employ

a key that can be used to decrypt protected content in a license having a copy condition,

wherein the key is bound to a specific device in such a way that only the specific device can

use the key to decrypt the content. Accordingly, a copy of a license does not allow a second

device to use the content. Therefore, the copy condition described by Downs et al. does not

disclose, teach, or suggest the transfer of rights nor meta—rights.

10048348.!
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Accordingly, the invention recited in independent claims 40, 41 and 42 includes the

recognition that (see, e.g., Applicants’ published Specification 11 [0009]):

there are limitations associated with the above-mentioned

paradigms wherein only usage rights and conditions associated with content
are specified by content owners or other grantors of rights. Once purchased

by an end user, a consumer, or a distributor, of content along with its
associated usage rights and conditions has no means to be legally passed on
to a next recipient in a distribution chain.

Advantageously, the invention recited in independent claims 40, 41 and 42 solves

such problems by employing usage rights and meta-rights for an item in the manner claimed.

For example, FIG. 18 of Applicants’ published Specification teaches that a first license 1801

from a content provider allows any affiliated club to transfer a right to play an e-book to one

of its members. The license 1801 specifies a meta-right (e.g., issue) and a usage right (e.g., ‘

play). When Acme joins the affiliation program, Acme gets a second license 1802 permitting

it to transfer the right to read the e-book to one of its members. Alice is an Acme club

member and requests to access the e-book and receives a third license 1804 granting her the

right to read the e-book. In this example, Alice’s license is different than Acme’s license,

and is different than the merely assigning usage conditions to a copy of content, as disclosed

by Downs et al.

As noted above, a main difference between Downs et al. regarding meta-rights is that

the invention recited in independent claims 40, 41 and 42 enables meta-rights to be passed

down to multiple value chain participants, while the usage conditions in Downs et al. are

limited. Accordingly, Downs et al. does not disclose, teach or suggest passing usage

conditions beyond the content store (i.e., copy right is not a meta right) nor addresses a need

to modify rights outside the content store.

With respect to state variables, Downs et al. does not disclose, teach or suggest

employing a state variable in the manner recited in independent claims 40, 41 and 42, for

example, to control sharing of content or to represent various other states. In this respect, the

present Office Action cites column 59, line 50, of Downs et al., which is directed to “the

number of playable copies the End-User(s) is allowed to make.” However, the cited portion

does not disclose, teach or suggest at least one state variable that is associated with a second

license is based on at least one state variable that is associated with a first license, as recited

in independent claims 40, 41 and 42. For example, as described with respect to FIG. 16 of

Applicants’ published Specification, a content provider specifies in a first license 1601 that
1oo4s34s.1
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up to 5 club members can play an e-book at the same time. Attached to such right is an

unspecified state variable 1607, which represents a modifiable field. Before such right is

transferred to the Acme club, the unspecified state variable 1607 is changed to reference

“um:acme:club.” Alice, a club member, requests and receives a third license 1604 allowing

her to play the e-book. Bob, another club member also requests and receives a fourth license

1605 to play the e-book. When each of Alice and Bob plays the e-book, the same state

variable 1608, which has been created in the rights enforcing device, is updated. As

described with respect to FIG. 18 of Applicants’ published Specification, a state variable

1808 also can remain unspecified in a transferred license 1802 and can be modified by a

consumer thereof.

Downs et al. is similarly deficient at column 59, lines 55-60, which merely discloses a

“period of time during which the purchase/rental transaction is allowed to occur,” which is

simply a validity interval condition that specifies an exact time interval, and is no different

than the count condition described in column 59, line 50 of Downs et al. In addition,

although the present Office Action states that a count of 5 is a state variable, with the

invention recited in independent claims 40, 41 and 42 a state variable identification can be

attached to a counter, wherein the state variable identification is the identification of a state

variable which keeps track of, for example, a count of 5.

The remaining portions of Downs et al. are similarly deficient. Accordingly, Downs

et al. fails to disclose, teach or suggest the novel features of specifying in a first license at

least one usage right and at least one meta-right for an item, the at least one meta-right allows

one or more users or devices to transfer rights or to derive new rights, associating at least one

state variable with the at least one right in the first license, wherein the at least one state

variable is shared among the one or more users or devices, and is specified as unspecified or

is assigned an identification in the first license, and the identification references a location

where a state of rights is tracked, generating in a second license one or more rights based on

the meta-right in the first license, and associating at least one state variable with at least one

right that is shared in the second license, wherein the at least one state variable that is

associated with the second license is based on the at least one state variable that is associated

with the first license, as recited in independent claims 40, 41 and 42.

As noted above, the invention recited in independent claims 40, 41 and 42 and claims

dependent therefrom recognizes and solves the following problems:

1o04s343.1
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[0009] However, there are limitations associated with the above-mentioned
paradigms wherein only usage rights and conditions associated with content
are specified by content owners or other grantors of rights. Once purchased
by an end user, a consumer, or a distributor, of content along with its
associated usage rights and conditions has no means to be legally passed on
to a next recipient in a distribution chain. Further the associated usage rights
have no provision for specifying rights to derive other rights, i.e. Rights to
modify, transfer, offer, grant, obtain, delegate, track, surrender, exchange,
transport, exercise, revoke, or the like. Common content distribution models
often include a multi-tier distribution and usage chain. Known DRM
systems do not facilitate the ability to prescribe rights and conditions for all
participants along a content distribution and usage chain. Therefore, it is
difficult for a content owner to commercially exploit content unless the
owner has a relationship with each party in the distribution chain.

The invention recited in independent claims 40, 41 and 42 and claims dependent

therefrom provides the following advantages:

[0090] There are multiple ways to specify the scope of state variables, each
of which can affect whether the derivative state variables can be shared, how

the derivative state variables can be shared, and the like. For example, a

state variable can be local, and solely confined to a recipient or can be

global, and shared by a predetermined group of recipients. A global state
variable can be shared by a group of recipients not determined when derived

rights are issued, but to be specified later, perhaps based on certain rules
defined in the license or based on other means. A global state variable can

be shared between one or more rights suppliers, predetermined recipients,

un-specified recipients, and the like. Advantageously, depending on the
sharing employed with a given a business model and the rights granted in
the meta-rights, state variables can be created at different stages of the value
chain.

By contrast, Downs et al. fails disclose, teach or suggest the noted features, fails to

recognize or solve the noted problems, and fails to provide the advantages of the invention

recited in independent claims 40, 41 and 42. The dependent claims are allowable on their

own merits and for at least the reasons as argued above with respect to independent claims

40, 41 and 42.

The present amendment is submitted in accordance with the provisions of 37 C.F.R.

§1.l 16, which afier Final Rejection permits entry of arnendments placing the claims in better

form for consideration on appeal. As the present amendment is believed to overcome

outstanding rejections under 35 U.S.C. §102, the present amendment places the application in

better form for consideration on. It is therefore respectfiilly requested that 37 C.F.R. §l.l 16

be liberally construed, and that the present amendment be entered.

l0048348.1
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In View of the foregoing, it is submitted that the present application is in condition for

allowance and a notice to that effect is respectfully requested. However, if the Examiner

deems that any issue remains afier considering this response, the Examiner is invited to

contact the undersigned attorney to expedite the prosecution and engage in a joint effoit to

work out a mutually satisfactory solution.

Respectfully submitted,

NIXON PEABODY, LLP

/Carlos R. Villamar, Reg. # 43,224/
Carlos R. Villamar

Reg. No. 43,224
NIXON PEABODY LLP

CUSTOMER NO.: 22204

401 9th Street, N.W., Suite 900

Washington, DC 20004
Tel: 202-585-8000

Fax: 202-585-8080

1oo4s34s.1
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Application No. Applicant(s)

Examiner Art Unit

Evens Augustin -
-The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 17 July 2006 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.

1. E The reply was filed alter a final rejection, but prior to or on the same day as filing a Notice of Appeal. To avoid abandonment of
this application, applicant must timely file one of the following replies: (1) an amendment, affidavit, or other evidence, which
places the application in condition for allowance; (2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3)
a Request for Continued Examination (RCE) in compliance with 37 CFR 1.114. The reply must be filed within one of the following
time periods: .

a) E The period for reply expires 1months from the mailing date of the final rejection.

b) E] The period for reply expires on: (1) the mailing date of this Advisory Action, or (2) the date set forth in the final rejection, whichever is later. In
no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
Examiner Note: If box 1 is checked, check either box (a) or (b). ONLY CHECK BOX (b) WHEN THE FIRST REPLY WAS FILED WITHIN
TWO MONTHS OF THE FINAL REJECTION. See MPEP 706.07(f). '

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension fee
have been filed is the date for purposes of detennining the period of extension and the corresponding amount of the fee. The appropriate extension fee
under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final Office action; or (2) as
set forth in (b) above, if checked. Any reply received by the Office later than three months after the mailing date of the final rejection, even if timely filed,
may reduce any earned patent tenn adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL

2. I] The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of
filing the Notice of Appeal (37 CFR 41 .37(a)), or any extension thereof (37 CFR 41 .37(e)). to avoid dismissal of the appeal. Since
a Notice of Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41 .37(a).

AMENDMENTS

3. E The proposed amendment(s) filed after a final rejection, but prior to the date of filing a brief, will mt be entered because
(a)IZ They raise new issues that would require further consideration and/or search (see NOTE below);
(b)I:I They raise the issue of new matter (see NOTE below);
(c) El They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for

appeal; and/or

(d)I:I They present additional claims without canceling a corresponding number of finally rejected claims.

NOTE: . (See 37 CFR 1.116 and 41.33(a)). _

4. I] The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).

5. I] Applicant's reply has overcome the following rejection(s): .

6. D Newly proposed or amended c|aim(s) would be allowable if submitted in a separate, timely filed amendment canceling the
non-allowable claim(s).

7. D For purposes of appeal, the proposed amendment(s): a) M will not be entered, or b) Cl will be entered and an explanation of
how the new or amended claims would be rejected is provided below or appended.
The status of the c|aim(s) is (or will be) as follows:
Claim(s) allowed: .
Claim(s) objected to: .
Claim(s) rejected: .
Claim(s) withdrawn from consideration:

AFFIDAVIT OR OTHER EVIDENCE

8. I] The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal will n_c>t be entered
because applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and
was not earlier presented. See 37 CFR 1.116(e).

9. E] The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a brief, will n_c>t be
entered because the affidavit or other evidence failed to overcome §_l_| rejections under appeal and/or appellant fails to provide a
showing a good and sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

10. E] The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.
REQUEST FOR RECONSIDERATION/OTHER

11. CI The request for reconsideration has been considered but does NOT place the application in con’ '

12. CI Note the attached Information Disclosure Statement(s). (PTO/SB/08 or PTO-1449) Paper No(s
13. X Other: See Continuation Sheet.

Advisory Action
Before the Filing of an Appeal Brief
  

  

U.S. Patent and Trademark Office

PTOL-303 (Rev. 7-05) Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20060801
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Continuation Sheet (PTO-303) Application No. 10/956,070

Continuation of 13. Other: The newly added limitation of "wherein said at least one meta-right allows said one or more users or devices to
transfer rights or to derive new rights" and "specified as unspecifed or is assigned an identification in said first license, and said
identifcation references a location where a state of rights is tracked" in idependent claims 40-42 change the scope of the claims and will
require further searcha and/or consideration.
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REQUEST
FOR

CONTINUED EXAMINATION (RCE)
TRANSMITTAL

Subsection (b) of 35 U.S.C. § 132, effective on May 29, 2000, Examiner Name Evens Augustinprovides for continued examination of an utility or plant application
filed on or after June 8, 1995. x 1 1 1

See The American Inventors Protection Act of 1999 (AIPA). Attorney Dobket Number 
This is a Request for Continued Examination (RCE) under 37 C.F.R. § 1.114 of the above—identified application.

NOTE: 37 C.F.R. § 1.114 is effective on May 29, 2000. If the above-identified application was filed prior to May 29, 2000, applicant may wish to
consider filing a continued prosecution application (CPA) under 37 C.F.R. § 1.53(d) (PTO/SB/29) instead of a RCE to be eligible for the patent term
adjustment provisions of the ALPA. See Changes to Application Examination and Provisional Application Practice, Final Rule, 65 Fed. Reg. 50092
(Aug. 16, 2000); Interim Rule, 65 Fed. Reg. 14865 (Mar. 20, 2000), 1233 Off. Gaz. Pat. Office 47 (Apr. 11, 2000), which established RCE practice.

Submission reuired under 37 C.F.R. § 1.114

a. Previously submitted

i. Consider the amendment(s)/reply under 37 C.F.R. § 1.116 previously filed on July 17, 2006
(Any unentered a.rnendment(s) referred to above will be entered).

ii. D Consider the arguments in the Appeal Brief or Reply Brief previously filed on
iii. El Other

b. D Enclosed

i. El Amendment/Reply iv. El Submission of Formal Drawings

ii. D AffidaVit(s)/Declaration(s) v. Petition for two—month Extension of Time

iii. D Information Disclosure Statement (IDS)
Miscellaneous

a. D Suspension of action on the above—identified application is requested under 37 C.F.R. § 1.103 (c) for a period of
months. (Period of suspension shall not exceed 3 months; Fee under 37 C.F.R. § 1.17(I) required)

b. D Other

The RCE fee under 37 C.F.R. § 1.17(e) is required by 37 C.F.R. § 1.114 when the RCE is filed.
a. The Director is hereby authorized to charge the following fees, additional fees which may be required, or credit any

overpayrnents, to Deposit Account No. 19-2380

i. RCE fee required under 37 C.F.R. § 1.17(e)

ii. Extension of time fee (37 C.F.R. §§ 1.136 and 1.17)
iii. El Other

b. D Check in the amount of $ enclosed

c. D Payment by credit card (Form l—"l'0—2038 enclosed)

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Name (Print/I:vpe) C31-103 R. Vjllamar Registration No. (Attorney/Agent)

Signature Carlos R. Villarnar RC September 14, 2006

CERTIFICATE OF MAILING OR TRANSMISSION
[37 CFR l.8(a)]

I hereby certify that this correspondence is being deposited with the United States Postal Service with sufficient postage for first class mail
in an envelope addressed to: Mail Stop RCE, Commissioner for Patcnts, P.O. Box 1450, Alexandria, Virginia 22313-1450, or being
facsimile transmitted to the USPTO at , on

Signature:

Name:

SEND TO: Mail Stop RCE
Commissioner for Patents

P.O. Box 1450
Alexandria, VA 22313-1450

10126606.1

Petitioner Apple Inc. — Exhibit 1006, p. 171



Petitioner Apple Inc. - Exhibit 1006, p. 172

Electronic Patent Application Fee Transmittal

Application Number: 10956070

Filing Date: 04-Oct-2004

Title of Invention. System and method for rights offering and granting using shared state' variables

First Named Inventor: Mai Nguyen

Carlos Rafael Villamar/Kisha Avery

Attorney Docket Number: 111325-235000

Filed as Large Entity

Utility Filing Fees

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post -Al lowance—and-Post—lssu ance:

Extension-of-Time:

Extension — 2 months with $0 paid
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Miscellaneous:

Total in USD ($) 1240
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Electronic Acknowledgement Receipt

Application Number: 10956070

Confirmation Number: 8299

Title of Invention. System and method for rights offering and granting using shared state' variables

I

—
Payment information:

Submitted with Payment yes

Payment was susssssfulv received in RAM
RAM confirmation Number 523

Dssssimsssunt
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

 
File Listing:
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. . . 111325 235000 R t f

Request for Co(r;gE()ed Exammatlon r_Continued_Exam(ier1qaiJtiec>Sn.’l3E)i 33135 no 1f

Fee Worksheet (PTO—875) fee—info.pdf 8332

Total Files Size (in bytes):

Warnings:

Information:

Warnings:

Information:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see

37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the

application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.
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 UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box I450
Alexandria, Virginia 223]]-I450
www.usplo,gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

I0/956,070 I0/04/2004 Mai Nguyen I I I325-235000 8299

22204 7590 I I/30/2006
NIXON PEABODY, LLP AUGUSTIN, EVENSJ

401 9TH STREET, NW - _
SUITE 900 . PAPER "UMBER
WASHINGTON, DC 20004-2128 3621

DATE MAILED: I I/30/2006

Please find below and/or attached an Office communication concerning this application or proceeding. I

PTO-9'0C (Rcv. l0/O3) .
Petitioner Apple Inc. — Exhibit 1006, p. 176
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Application No. Applicant(s)

10/956,070 ' NGUYEN ET AL.

Office Action Summary Examine, A” Unit

I I - ‘ Evens Augustin 3621 -
-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE _.'§ MAONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- ll NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date ol this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)|Z Responsiveito communication(s) filed on 09/14/2006.

2a)lj This action is FINAL. V 2b)|Z This action is non-final.
3)lj Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition "(of Claims

4)IZ] Claim(s) 2-10 14-22 25 27-35 and 40-54 is/are pending in the application.

4a) Of the above claim(s) __ is/are withdrawn from consideration.

5)I:] Claim(s)_ is/are allowed.

6)IZ C|aim(s) 2-10 14-22 25 27-35 and 40-54 is/are rejected.

7)I:] Claim(s)_ is/are objected to.

'8)I:I C|aim(s) are subject to restriction and/or election requirement.

Application Papers

9)D The specification is objected to by the Examiner. .

10)I:] The drawing(s) filed on __ is/are: a)E] accepted or b)E] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d).

11)I:] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO—152.

Priority under‘35 U.S.C. § 119

12)I:] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)—(d) or (f).

a)l] All b)E] Some * c)D None of:

1.E] Certified copies of the priority documents have been received.

2.I:l Certified copies of the priority documents have been received in Application No. __ _

3.I:l Copies of the certified copies of the priority documents have been received in-this National Stage.

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) El Notice of References Cited (PTO-892) 4) E] Interview Summary (PTO-413)
2) El Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper N°(5)/M3” D3te- ._
3) D Infonnation Disclosure Statement(s) (PTO-1449 or PTO/SB/O8) 5) I:I N°tI°e °f I"f°"'“3I Pate” ApF’II°atI°“ (PTO'152I

Paper No(s)/Mail Date . 6) D Other: .
U.S. Patent and Trademark Office _

PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 20061125
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Application/Control Number: 10/956,070 ‘Page 2

Art Unit: 3621

Status of Claims

1. Claims 2-10, 14-22, 25, 27-35, and 40-54 have been examined.

After further consideration and/search, it has been found that the newly added limitation of

'lwherein said at least one meta-right allows said one or more users or devices to transfer rights

or to derive new rights" and "specified as unspecified or is assigned an identification in said first

license, and said identification references a location where a state of rights is tracked" in

independent claims 40-42 have been implicitly/explicitly in the prior art Downs et al.

2. Theclaims, as interpreted in lightof the specification, are regarding content distribution

system, in which the content owners specify the ‘rights of distributors/end-users vis-a-vis the

content. The present invention categorizes the rights associated with the content into usage

rights and meta-rights. Usage rights are defined as a manner of use for the items, and meta-

rights are defined as a manner of rights transfer for the items (page 4, par. 10). According to the ' '

applicant’s specification, meta-rights can include rights to offer, grant, obtain, transfer, delegate,

. track, surrender, exchange, and revoke usage rights to/from others (page 9, par. 41). A usage

right can be the right to print content three times. Each time the usage right is exercised, the

value of the state variable "number of"prints" is incremented. In this example, when the value of

the state variable is three, the condition is no longer satisfied and content carmot be printed

(page 9, par. 43). The content owner initially grants the distributor a license/rights to
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Application/Control Number: 10/956,070 0 ~ Page 3

Art Unit: 3621

distribute/sell the content, and the distributor can modify the initial licensing/rights from the

owner to offer a more customized version of the rights to the end users (pages 24-25, par. 79-80)

Claim Rejections - 35 USC § 112

3. Claims 40-41 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for

failing to particularly point out and distinctly claim the subject matter which applicant regards as I

the invention. The claims include the language of “specified as unspecified or is assigned an

identification in saidfirst license, and said identification references alocation where a state of

rights is tracked”. It is not clear to one skilled in the art what distinctly is the subject matter the

applicant is trying to claim.

4. The language will be interpreted as keeping track of the content's copy/play usage

(column 20, lines 43-50, column 12, lines 11-12). Inherently the system keeps track of those

devices in which the copies of the content are being transferred to and from, in order to keep

track of the content's copy/play usage.

Claim Rejections - 35 USC § 102

1. The following is a quotation of theappropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) The invention was patented or described in a printed publication in this or a foreign country or in public -
use or on sale in this country, more than one year prior to the date of application for patent in the United States.
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Application/Control Number: 10/956,070 , Page 4
Art Unit: 3621 ’

2. 0 Claims 2-10, 14-22, 25, 27-35, and 40-54 are rejected under 35 U.S.C. 102(b) as being

anticipated by Downs et al (U 6226618).

As per claims 2-10, 14-22, 25, 27-35, and 40-54, Downs et al. disclose an invention that

broadly relates to the field of electronic commerce and more particularly to a system and related 7'

tools for the secure delivery and rights management of digital assets, such as print media, films,

games, and musicover global communications networks such as the Internet and the World

Wide Web. The invention includes the means and devices (hardware and software

combination) (columns 53, lines 65-67, column 54, lines 1-3) to accomplishthe items below-

Claims 25, 38, 39,41-45, 48, 51, 54. The invention comprising of the following:

0 Owners setting initial usage rights/licensing (first license) for content to the distributors

(column 21, lines 30-33) — Claims 40-42

‘ 0 Example of usage rights include (column 59, lines 38-69 — Claims 40, 49-54:-

—
1
3

   
 

   

Petitioner Applellnc. — Exhibit 1006, p. 1.80



Petitioner Apple Inc. - Exhibit 1006, p. 181

Application/Control Number: 10/956,070 Page 5

Art Unit: 3621

0 Owners setting initial usage rights/licensing (first license) for content to the distributors

(column 21, lines 30-3 3). Those usage rights can be modified by the digital store

(column 21, lines 33-39) to create secondary licensing or customized licensing (column

10, lines 15-18) to the end user - Claims 40-42, 10, 22, 35

0 Content-providers (entity that supplies the content), providing (equivalent to generating)

‘usage conditions (equivalent to usage rights), The content providers also stipulate that the
content stores or distributors can add or narrow the original usage rights (meta-rights or

rights derived from usage rights) (column 21 , lines 30-36) - Claims 40-42

0 Usage rights being copy restrictions, which is manner in which the content can be used

(column 9, 32-34, col. 26, lines 10-12). - Claims 40-42

0 Content stores or distributors can add or narrow the original" usage rights (sub-rights)

(column 21, lines 30-36) - Claims 40-42

0 The system also defines the manner in which the content can be used (meta-rights)'such

as onto what kinds of media the content can be transferred to (column 59, lines 52-54) —

Claims 40-42, 46-48 2

0 State variable such the number of copies a user is allowed to make (column 59, line 50 or

rental terms (column 59, lines 55-60) -' Claims 40-42

0 State variable such the number of copies a user is allowed to make (column 59, line 50 or

rental terms (column 59, lines 55-60). Specify the number of plays and local copies

allowed for the Content, and whether or not the Content may be recorded to 'an external

portable device (state variable). Keeping track of the content's copy/play usage and

update the copy/play status.(column 20, lines 43-50, column 12, lines 11-12). Inherently
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Application/Control Number: 10/956,070 Page 6

Art Unit: 3621

the system keeps track of those devices in which the copies of the content are being

transferred to and from, in order to keep track of the content's copy/play usage - Claims

40-42

0 The secondary licensing such as restrictions on rental time period can not violate the

initial time period set by the initial licensing (column 21, line 35) - Claims 40-42

0 The state variable is derived from the usage rights (column 59, line 50) or rental terms

(column 59, lines 55-60) - Claims 2-4, 14-16, 27-29 .

0 A The system keeps track of the content's copy/play usage and updates thecopy/play status

(column 20; lines 49-50) — Claimsl5, 17, 30

I A state variable can represent various other states, for example an item that rented can

affect the number of copies that can be made or whether or not copies can be made -

Clai_ms 6, 8, 18, 20, 31,33

0 The system embeds a code on every copy the content, as it is transferred form user device

to the next. When the Digital Content is accessed in a compliant End-User Devices, the

End-User Player Application reads the watermark to check the use restrictions and

updates the watermark as required. If the requested use of the content does not comply

with the usage conditions, e.g., the number of copies has been exhausted, the End-User

Device(s) will not perform the request (column 7, lines 40-55) - Claims 7, 19, 32

o The content does not specify how the initial set of rights and variable are to modified, as

long as it does not violate the initial licensing (column 21, line - Claims 29, 21, 34
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Application/Control Number: 10/956,070 Page 7

Art Unit: 3621

Conclusion

3. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Evens Augustin whose telephone number is 571-272-6860. The ‘

examiner can normally be reached on 10am - 6pm M-F.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Andrew Fischer can be reached on (571)272-6779. V

Any inquiry of a general nature or relating to the status of this application should be

directed togthe Group receptionist whose telephone number is 571-272-6584.

Evens J. Augustin

November 26, 2006

Art Unit 3621

u 7.7 on
ANDREW J. FISCHER

SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 3600
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_ Applicationlcontrol No. . Applicant(s)IPatent under
Index of Claims Reexamination

10/956,070 NGUYEN ET AL.
Examiner '

Evené Au ustin
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UNITED STATEs PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Addmss: COMMISSIONER FOR PATENTS

P.0. Box I450 .
Alexandria. Virginia 223]]-I450www.usplo.gov

APPLICATION NO. ’ FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO.

 
CONFIRMATION NO.

I0/956,070 I0/04/2004 Mai Nguyen I I I325-235000 8299

22204 759° 11/30/2006 I
NIXON PEABODY, LLP ‘ AUGUSTIN, EVENSJ
401 9TH STREET, NW
sum; 900 —
WASHINGTON, DC 20004-2128 A 362]

DATE MAILED: I 1/30/2006

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)
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Application No. ' Applicant(s)

10/956,070 ‘ NGUYEN ET AL.

Office Action Summary Examine, Art Unit

Evens Augustin . 3621

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

ASHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ,3 MONTH(S) OR THIRTY (30) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
If No period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even it timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

HE Responsive to communication(s) filed on 09/14/2006.

2a)EI This action is FINAL. 2b)E] This action is non-final.
3)[:] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parie Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)lX] Claim(s) 2-10 14-22 25 27-35 and 40-54 is/are pending in the application.

4a) Of the above c|aim(s) is/are withdrawn from consideration.

5)[:] Claim(s) is/are allowed.

6)E Claim(s) 2-10 14-22 25 27-35 and 40-54 is/are rejected.

7)[:] Claim(s) __ is/are objected to.

8)[:] Claim(s) are subject to restriction and/or election requirement. I

Application Papers _

9)EI The specification is objected to bythe Examiner. \

10)EI The drawing(s) filed on __ is/are: .a)E] accepted or b)EI objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

_ Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 41 .121 (d).
11)[:] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)EI Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[:l All b)El Some * c)E] None of:

1.[:l Certified copies of the priority documents have been received.

2.[:l Certified copies of the priority documents have been received in Application No.

3.E] Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.I

Attachment(s)

1) E] Notice of References Cited (PTO-892) 4) E] Interview Summary (PTO-413)
2) E] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper N0(5)/M3“ 1336- __ -
3) E] Infonnatlon Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) El Notice 01‘ Informal Patent Application (PTO-152)

Paper No(s)/Mail Date . 6) C] Other: .
U.S. Patent and Trademark Office

PTOL—326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 20061125
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Application/Control Number: 10/956,070 Page
Art Unit: 3621 '

Status of Claims

1. Claims 2-10, 14-22, 25, 27-35, and 40-54 have been examined.

The claims, as interpreted in light of the specification, are regarding content distribution 5

system, in which the content owners specify the rights of distributors/end-users vis-a-vis the

content. The present invention categorizes the rights associated with the content into usage

rights and meta-rights.‘ Usage rights are defined as'a manner of use for the items, and meta-

V rights are "defined as a manner of rights transfer for the items (page 4, par. 10). According to the '

applicant’s specification, meta-rights can include rights to offer, grant, obtain,transfer, delegate,

track, surrender, exchange, and revoke usagerights to/from others (page 9, par. 41). A usage
right can bethe right to print content three times. Each time the usage right is exercised, the

value of the state variable "number of prints" is incremented. In this example, when the value of

the state variable is three, the condition is no longer satisfied and content cannot be printed

(page 9, par. 43). The content owner initially grants the distributor a license/rights to

distribute/sell the content, and the distributor can modify the initial licensing/rights from the

owner to offer a more customized version of the rights to the end users (pages 24-25, par. 79-80)

After further consideration and/search, it has been found that the newly added limitation

of "wherein said at least one meta-right.allows said one or more users or devices to transfer

rights or to derive new rights" and "specified as unspecified or is assigned an identification in

said first license, and said identification references a location where a state of rights is tracked"

in independent claims 40-42 have been implicitly/explicitly in the prior art Downs et al.
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Claim Rejections - 35 USC § 112

1. Claims 40-41 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for

failing to particularly point out and distinctly claim the subject matter which applicant regards as

the invention. The claims. include the language of “specified as unspecified or is assigned an

identification in saidfirst license, and said identification references a location where a state of '

rights is tracked”. It is not clear to one skilled in the art what distinctly is the subject matter the

applicant is trying to claim. 0

2. The language will be interpreted as keeping track of the content's copy/play usage

(column 20, lines 43-50, column 12, lines 11-12). Inherently the system keeps track of those

devices in which the copies of the content are being transferred to and from, in order to keep

track of the content's copy/play usage.

Claim Rejections - 35 Use § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) The invention was patented or described in a printed publication in this or a foreign country or in public

use or on sale in this country, more than one year prior to the date of application for patent in the United States.

3. Claims 2-10, 14-22, 25, 27-35, and 40-54 are rejected under 35 U.S.C. 102(b) as being

anticipated by Downs et al (U.S 6226618).

Petitioner Apple Inc. — Exhibit 1006,'p. 188



Petitioner Apple Inc. - Exhibit 1006, p. 189

Application/Control Number: 10/956,070 . Page 4

Art Unit: 3621

As per claims 2-10, 14-22, 25, 27-35, and 40-54, Downs et al. disclose an invention that

broadly relates to the field of electronic commerce and more particularly to a system and related-

tools for the secure delivery and rights management of digital assets, such as print media, films,

games, and music over global communications networks such as the Internet and the World

Wide Web. The invention includes the means and devices (hardware and software

combination) (columns 53, lines 65-67, column 54, lines 1-3) to accomplish the items below-

Claims 25, 38, 39,41-45, 48, 51, 54. The invention comprising of the following:

0 Owners setting initial usage rights/licensing (first license) for content to the distributors -

(column 21, lines 30-33) — Claims 40-42

0 Example of usage rights include (column.59, lines 38-69 - Claims 40, 49-54:

Private Consumer -

0 Owners setting initial usage rights/licensing (first license) for content to the distributors

 

 
 

 
 

(column 21, lines 30-3 3). Those usage rights can be modified by the digital store

(colurrm 21, lines 33-39) to create secondary licensing or customized licensing (column

10, lines 15-18) to the end user — Claims 40-42, 10, 22,35
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0 Content providers (entity that supplies the content), providing (equivalent to generating)

usage conditions (equivalent to usage rights), The content providers also stipulate that the,

content stores or distributors can add or narrow the original usage rights (meta-rights or

rights derived from usage rights) (column 21, lines 30-36) - Claims 40-42

0 Usage rights being copy restrictions, which is manner in which the content can be used

(column 9, 32-34, col. 26, lines 10-12). - Claims 40-42

0 Content stores or distributors can add or narrow the original usage rights (sub-rights)

(column 21, lines 30-36) - Claims 40-42

. 0 The system also defines the manner in which the content can be used (meta-rights) such

as onto what kinds of media the content can be transferred to (column 59, lines 52-54) — -

Claims 40-42, 46-48

o_ State variable such the number of copies a user is allowed to make (column 59, line 50 or

rental terms (column 59, lines 55-60) - Claims 40-42

0 State variable such the number of copies a user is allowed to make (column 59, line 50 or ’

rental terms (column 59, lines 55-60). Specify the number of plays and local copies

allowed for the Content, and whether or not the Content may be recorded to an external

portable device (state variable). Keeping track of the content's copy/play usage and

update the copy/play status (column 20, lines 43-50, column 12, lines 11-12). Inherently '

the system keeps track of those devices in which the copies of the content are being

transferred to and from, in order to keep track of the content's copy/play usage - Claims

40-42
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0 The secondary licensing such as restrictions on rental time period can not violate the

initial time period set by the initial licensing (column 21, line 35) - Claims 40-42

0 The state variable is derived from the usage rights (column 59, line 50) or rental terms

(column 59, lines 55-60) - Claims 2-4, 14-16, 27-29 I

0 The system keeps track of the content's copy/play usage and updates the copy/play status

(column 20, lines 49-50) — Claims 5, 17, 30

0 state variable can represent various other states, for example an itemthat rented can

affect the number of copies that can be made or whether or not copies can be made -

Claims 6, 8, 18, 20, 31,33

0 Theisystem embeds a code on every copy the content, as it is transferred form user device

to the next. When the Digital Content is accessed in a compliant End-User Devices, the

Ijlnd-User Player Application reads the watermark to check the userestrictions and

updates the watermark as required. If the requested use of the content does not comply

withthe usage conditions, e.g., the number of copies has been exhausted, the End-User

Device(s) will not perform the request (column 7, lines 40-55) - Claims 7, 1 32

o The content does not specifyihow the initial set of rights and variable are to modified, as '

long as it does not violate the initial licensing (column 21, line 35) - Claims 9, 21, 34 .
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Conclusion

4. 4 Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Evens Augustin whose telephone number is 571-272-6860. The

. examiner can normally be reached on 10am - 6pm M-F.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Andrew Fischer can be reached on (571)272-6779.

, Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is 571-272-6584».

Evens _ J. Augustin

November 25, 2006

_ Art Unit 3621 ‘

  {aka 
AN REW J. FISCHER

SUPERVISOHY PATENT EXAMINER
TECHNOLOGY CENTER 3600
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REMARKS

The following amendments and remarks are submitted to be fully responsive to the

non—final Official Action of November 30, 2006. In the present response, claims 40-42 are

amended, and claims 55-57 are added. No new matter is introduced. Thus, claims 2-8, 10,

14-20, 22, 25, 27-33, 35, 40-45, and 49-57 are pending. Reconsideration and allowance of

this application are respectfully requested.

Referring now to the present Office Action, claims 40-41 were rejected under 35

U.S.C. §112, second paragraph, based on indefiniteness. In response, claims 40-42 are

amended to correct the noted and discovered informalities. Accordingly, all of the claims are

in compliance with 35 U.S.C. §112 and no further rejection on such basis is anticipated. If,

however, the Examiner disagrees, the Examiner is invited to contact the undersigned

attorney, who will work with the Examiner in a mutual effort to derive satisfactory claim

language.

Claims 2-10, 14-22, 25, 27-35, and 40-54 also were rejected under 35 U.S.C. §102(b)

as being anticipated by U.S. Patent No. 6,226,618 to Downs er al. However, claims 2-10, 14-

22, 25, 27-35, and 40-54 are patentably distinguishable over Downs er al., because Downs er

al. fails to disclose, teach or suggest all of the features recited in the present claims. For

example, independent claim 40 (emphasis added) recites:

A method for sharing rights adapted to be associated with an item,
the method comprising:

specifying in a first license at least one usage right and at least
one meta-right for the item, wherein the usage right and the meta-right
include at least one right that is shared among one or more users or devices;

defining, Via the at least one usage right, a manner of use selected
from a plurality of permitted manners of use for the item;

defining, via the at least one meta-right, a manner of rights
derivation selected from a plurality of permitted manners of rights
derivation for the item, wherein said at least one meta-right allows said
one or more users or devices to transfer rights or to derive new rights;

associating at least one state variable with the at least one right in
the first license, wherein the at least one state variable identifies a

location where a state of rights is tracked;
generating in a second license one or more rights based on the

meta-right in the first license, wherein the one or more rights in the second
license includes at least one right that is shared among one or more users or
devices; and

associating at least one state variable with the at least one right
that is shared in the second license, wherein the at least one state
variable that is associated with the second license is based on the at least
one state variable that is associated with the first license.

Independent claim 41 (emphasis added) recites:

10324981.1
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A system for sharing rights adapted to be associated with an item,
the system comprising:

means for specifying in a first license at least one usage right
and at least one meta-right for the item, whcrcin thc usagc right and thc
meta-right include at least one right that is shared among one or more users
or devices;

means for defining, via the at least one usage right, a manner of use
selected from a plurality of permitted manners of use for the item;

means for defining, via the at least one meta-right, a manner of
rights dcrivation sclcctcd from a plurality of pcrmittcd manners of rights
derivation for the item, wherein said at least one meta-right allows said

one or more users or devices to transfer rights or to derive new rights;
means for associating at least one state Variable with the at least

one right in the first license, wherein the at least one state variable
identifies a location where a state of rights is tracked;

means for generating in a second license one or more rights based
on the meta-right in the first license, wherein the one or more rights in the
second license includes at least one right that is shared among one or more
users or devices; and

means for associating at least one state variable with the at least
one right that is shared in the second license, wherein the at least one
state variable that is associated with the second license is based on the
at least one state variable that is associated with the first license.

Independent claim 42 (emphasis added) recites:

A device for sharing rights adapted to be associated with an item,
the device comprising:

means for receiving a first license specifying at least one usage
right and at least one meta-right for the item, wherein the usage right and
the meta-right include at least one right that is shared among one or more

users or devices, the least one usage right defines a manner of use selected
from a plurality of permitted manners of use for the item, the at least one
meta-right defines a manner of rights derivation selected from a plurality of
permitted manners of rights derivation for the item, said at least one meta-
right allows said one or more users or devices to transfer rights or to
derive new rights, at least one state variable is associated with the at

least one right in the first license and identifies a location where a state
of rights is tracked; and

means for generating in a second license one or more rights

based on the meta-right in the first license, wherein the one or more rights
in the second license includes at least one right that is shared among one or
more users or devices, at least one state variable is associated with the at

least one right that is shared in the second license, and the at least one
state variable that is associated with the second license is based on the
at least one state variable that is associated with the first license.

Thus, the present invention recited in independent claims 40, 41 and 42 includes the

novel features of specifying in a first license at least one usage right and at least one meta-

right for an item, the at least one meta-right allows one or more users or devices to transfer

rights or to derive new rights, associating at least one state variable with the at least one right

in the first license, wherein the at least one state variable identifies a location where a state of
10324981.1
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rights is tracked, generating in a second license one or more rights based on the meta-right in

the first license, and associating at least one state variable with at least one right that is shared

in the second license, wherein the at least one state variable that is associated with the second

license is based on the at least one state variable that is associated with the first license.

By contrast, Downs et al. is directed to a method and apparatus of securely providing

data to a user’s system, wherein the data is encrypted so as to only be decryptable by a data

decrypting key, the data decrypting key being encrypted using a first public key, and the

encrypted data being accessible to the user’s system. The method includes transferring the

encrypted data decrypting key to a clearing house that possesses a first private key, which

corresponds to the first public key; decrypting the data decrypting key using the first private

key; re—encrypting the data decrypting key using a second public key; transferring the re-

encrypted data decrypting key to the user's system, the user's system possessing a second

private key, which corresponds to the second public key; and decrypting the re—encrypted

data decrypting key using the second private key. However, Downs er al. fails to disclose,

teach or suggest at least the noted features recited in independent claims 40, 41 and 42.

Specifically, meta—rights are defined in the present patent application (emphasis

added), as rights to “permit granting of rights to others or the derivation of rights” (see, e.g.,

Applicants’ published Specification ‘][ [004l]):

[0041] Rights can specify transfer rights, such as distribution rights,
and can permit granting of rights to others or the derivation of rights.
Such rights are referred to as “meta-rights”. Meta-rights are the rights that
one has to [generate], manipulate, modify, [dispose of] or otherwise
derive other meta-rights or usage rights. Meta-rights can be thought of
as usage rights to usage rights [or other meta—rights]. Meta-rights can
include rights to offer, grant, obtain, transfer, delegate, track, surrender,
exchange, and revoke usage rights to/from others. Meta-rights can include
the rights to modify any of the conditions associated with other rights. For
example, a meta-right may be the right to extend or reduce the scope of a
particular right. A meta-right may also be the right to extend or reduce the
validation period of a right.

As succinctly stated and defined in the present patent application, usage rights permit

actions on an item, such as music, video, digital content, and the like. Such actions can

include play, read, view, other uses, and the like, of the item. On the other hand, meta—rights

permit actions on rights, such as usage rights and meta—rights. Such actions can include

generate, modify, transfer, and the like, of rights. By contrast, Downs et al. is silent with

respect to the novel meta—rights feature of the invention recited in independent claims 40, 41

and 42.

10324981.1
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Thus, simply defining “onto what kinds of media the content can be transferred to,” as

asserted, at page 5, in the present Office Action, citing column 59, lines 52-54 of Downs et

al., fails to disclose, teach or suggest meta—rights, which allow one or more users or devices

to transfer rights or to derive new rights, as recited in independent claims 40, 41 and 42.

In addition, the combination of state variables together with meta—rights further

patentably distinguishes the invention recited in independent claims 40, 41 and 42 over

Downs et al. For example, the combination of state variables and meta—rights,

advantageously, enables the sharing of rights, wherein one shared right can be derived from

another shared right in accordance with a meta—right. In addition, a state variable referring to

a location on the device can be used to infer that the right is exclusive to the device, whereas

a state variable referring to a location on a server can be used to infer that the right is shared

among multiple devices; wherein each device that exercises the right will cause the state

variable on the server to be updated. The following two examples illustrate the use of state

variables together with meta—rights in more detail (see, e.g., Applicants’ published

Specification ‘H [0095] and [0099]):

[0095] FIG. 14 is used to illustrate employing of a state variable in (leriving
inherited usage rights, according to the present invention. In FIG. 14, a
derived right can inherit a state Variable from meta—rights. For example, a
personal computer (PC) of a user, Alice, can be configured to play an e-

book according to a license 1403. A personal data assistant (PDA) of Alice
also can obtain a right to play the e-book according to offer 1401, if the PC
and PDA share the same slate variables 1404 and 1405, e.g.,
“AlicePlayEbook.” A derived right 1402 allows Alice also to play the e-
book on her PDA as long as the PDA and the PC share a same count limit
1406 of 5 times.

[0099] FIG. 16 is used to illustrate employing of a state variable in deriving
rights that are shared among a dynamic set of rights recipients, according to
the present invention. In FIG. 16, an offer 1601 specifies that a distributor
can issue site licenses to affiliated clubs, allowing 5 members of each club
to concurrently view, play, and the like, content, such as an e-book. A
corresponding state variable 1607 associated with such a right can be

unspecified in the offer 1601. When corresponding rights 1602 and 1603 are
issued to affiliated clubs, the corresponding club identities are used to
specify state variables 1608 and 1609 in the issued rights. The offers 1602
and 1603 are meta—rights derived from the offer 1601, with offer being
assigned the distinct state variables 1608 and 1609. Further rights 1604-
1606 can be derived from the offers 1602 and 1603 to be shared among

members of each respective club. The licenses 1604 and 1605 are examples
of rights derived from the offer 1602, and which inherit the state variable
1608, e.g., “urnzacmezclub,” whereas the license 1606 inherits the stale
Variable 1609, e.g., “urnzfoozclub.”

Accordingly, a state variable is not “the number of copies” or “rental terms,” as

asserted by the present Office Action, but rather references, for example, a counter or

103249811
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variable where “the number of copies” or “rental terms” is maintained, and wherein such a

counter or variable can be located on a local device or a remote server. The ability to choose

the location of a state keeper instead of a specific number, advantageously, provides a

mechanism for the rights owner to control rights sharing.

Accordingly, the invention recited in independent claims 40, 41 and 42 and claims

dependent therefrom recognizes and solves the following problems:

[0009] However, there are limitations associated with the above-mentioned

paradigms wherein only usage rights and conditions associated with content
are specified by content owners or other grantors of rights. Once purchased

by an end user, a consumer, or a distributor, of content along with its
associated usage rights and conditions has no means to be legally passed on
to a next recipient in a distribution chain. Further the associated usage rights
have no provision for specifying rights to derive other rights, i.e. Rights to
modify, transfer, offer, grant, obtain, delegate, track, surrender, exchange,
transport, exercise, revoke, or the like. Common content distribution models

often include a multi-tier distribution and usage chain. Known DRM
systems do not facilitate the ability to prescribe rights and conditions for all
participants along a content distribution and usage chain. Therefore, it is
difficult for a content owner to commercially exploit content unless the
owner has a relationship with each party in the distribution chain.

The invention recited in independent claims 40, 41 and 42 and claims dependent

therefrom provides the following advantages:

[0090] There are multiple ways to specify the scope of state variables, each
of which can affect whether the derivative state variables can be shared, how

the derivative state variables can be shared, and the like. For example, a
state variable can be local, and solely confined to a recipient or can be
global, and shared by a predetermined group of recipients. A global state
Variable can be shared by a group of recipients not determined when derived

rights are issued, but to be specified later, perhaps based on certain rules
defined in the license or based on other means. A global state variable can
be shared between one or more rights suppliers, predetermined recipients,
un-specified recipients, and the like. Advantageously, depending on the
sharing employed with a given a business model and the rights granted in
the meta-rights, state variables can be created at different stages of the value
chain.

By contrast, Downs er al. fails disclose, teach or suggest the noted features, fails to

recognize or solve the noted problems, and fails to provide the advantages of the invention

recited in independent claims 40, 41 and 42.

In addition, new claim 55 is added to recite that the novel feature, wherein rights can

be derived from a second license, as compared to Downs et al. that only deals with a first

license. New claims 56 and 57 are added to recite some novel ways to use a state variable.

10324981.1
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Accordingly, the dependent claims are allowable on their own merits and for at least the

reasons as argued above with respect to independent claims 40, 41 and 42.

In view of the foregoing, it is submitted that the present application is in condition for

allowance and a notice to that effect is respectfully requested. However, if the Examiner

deems that any issue remains after considering this response, the Examiner is invited to

contact the undersigned attorney to expedite the prosecution and engage in a joint effort to

work out a mutually satisfactory solution.

Respectfully submitted,

NIXON PEABODY, LLP

/Carlos R. Villamar, Reg. # 43,224/
Carlos R. Villamar

Reg. No. 43,224
NIXON PEABODY LLP

CUSTOMER NO.: 22204

401 9th Street, N.W., Suite 900

Washington, DC 20004
Tel: 202-585-8000

Fax: 202-585-8080
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: ) Confirmation No.: 8299

Mai NGUYEN, et al. ) Group Art Unit: 3621

Serial No. 10/956,070 ) Examiner: Evens J. Augustin

Filed: October 4, 2004 )

)For: SYSTEM AND METHOD FOR

RIGHTS OFFERING AND

GRANTING USING SHARED STATE

VARIABLES

U.S. Patent and Trademark Office

Customer Window, Mail Stop Non—Fee Amendment

Randolph Building

401 Dulany Street

Alexandria, VA 22314

AMENDMENT AFTER NON-FINAL RE ECTION

Sir:

In response to the non—final Office Action mailed November 30, 2006, the below

amendments and following remarks are submitted in connection with the aboVe—identified

application.

103249811
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Amendments to the Claims:

1 . (Cancelled)

2. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta—rights.

3. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta—rights.

4. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license inherits a remaining state for content usage or rights derivation from

other generated usage rights and meta—rights.

5. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

6. (Previously presented) The method of claim 40, wherein the state variable in the

first or second license represents a collection of states.

7. (Previously presented) The method of claim 40, further comprising:

generating in a third license one or more rights from at least one of the usage right and

the meta—right in the second license,

wherein the one or more rights in the third license includes at least one right that is

shared among one or more users or devices;

associating at least one state variable with the at least one right that is shared in the

third license,

wherein the at least one state variable that is associated with the third license is based

on the at least one state variable that is associated with the second license.

10324981.1
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8. (Previously presented) The method of claim 40, further comprising a plurality of

state variables that determine the state of the at least one right that is shared in the first or the

second license.

9. (Cancelled)

10. (Previously presented) The method of claim 40, wherein the state variable in the

second license is transferred from the at least one right in the first license and is associated

with the right that is shared in the second license.

1 1-13. (Cancelled)

14. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta—rights.

15. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta—rights.

16. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license inherits a remaining state for content usage or rights derivation from

other generated usage rights and meta—rights.

17. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

18. (Previously presented) The system of claim 41, wherein the state variable in the

first or second license represents a collection of states.

19. (Previously presented) The system of claim 41, further comprising:

means for generating in a third license one or more rights from at least one of the

usage right and the meta—right in the second license,
10324981.1
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wherein the one or more rights in the third license includes at least one right that is

shared among one or more users or devices;

means for associating at least one state variable with the at least one right that is

shared in the third license,

wherein the at least one state variable that is associated with the third license is based

on the at least one state variable that is associated with the second license.

20. (Previously presented) The system of claim 41, including a plurality of state

variables that determine the state of the at least one right that is shared in the first or the

second license.

21. (Cancelled)

22. (Previously presented) The system of claim 41, wherein the state variable in the

second license is transferred from the at least one right in the first license and is associated

with the right that is shared in the second license.

23-24. (Cancelled)

25. (Previously presented) The system of claim 41, wherein the system is

implemented with one or more hardware and software components.

26. (Cancelled)

27. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta—rights.

28. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta—1ights.

103249811
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29. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license inherits a remaining state for content usage or rights derivation from

other generated usage rights and meta—rights.

30. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

31. (Previously presented) The device of claim 42, wherein the state variable in the

first or second license represents a collection of states.

32. (Previously presented) The device of claim 42, wherein a third license includes

one or more rights from at least one of the usage right and the meta—right in the second

license,

the one or more rights in the third license includes at least one right that is shared

among one or more users or devices,

at least one state variable is associated with the at least one right that is shared in the

third license, and

the at least one state variable that is associated with the third license is based on the at

least one state variable that is associated with the second license.

33. (Previously presented) The device of claim 42, including a plurality of state

variables that determine the state of the at least one right that is shared in the first or the

second license.

34. (Cancelled)

35. (Previously presented) The device of claim 42, wherein the state variable in the

second license is transferred from the at least one right in the first license and is associated

with the right that is shared in the second license.

36-39. (Cancelled)

103249811
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40. (Currently amended) A method for sharing rights adapted to be associated with an

item, the method comprising:

specifying in a first license at least one usage right and at least one meta—right for the

item, wherein the usage right and the meta—right include at least one right that is shared

among one or more users or devices;

defining, via the at least one usage right, a manner of use selected from a plurality of

permitted manners of use for the item;

defining, via the at least one meta—right, a manner of rights derivation selected from a

plurality of permitted manners of rights derivation for the item, wherein said at least one

meta—right allows said one or more users or devices to transfer rights or to derive new rights;

associating at least one state variable with the at least one right in the first license,

wherein the at least one state variable

 

identifies a location where a state of rights is tracked;

generating in a second license one or more rights based on the meta—right in the first

license, wherein the one or more rights in the second license includes at least one right that is

shared among one or more users or devices; and

associating at least one state variable with the at least one right that is shared in the

second license, wherein the at least one state variable that is associated with the second

license is based on the at least one state variable that is associated with the first license.

41. (Currently amended) A system for sharing rights adapted to be associated with an

item, the system comprising:

means for specifying in a first license at least one usage right and at least one meta-

right for the item, wherein the usage right and the meta—right include at least one right that is

shared among one or more users or devices;

means for defining, via the at least one usage right, a manner of use selected from a

plurality of permitted manners of use for the item;

means for defining, via the at least one meta—right, a manner of rights derivation

selected from a plurality of permitted manners of rights derivation for the item, wherein said

at least one meta—right allows said one or more users or devices to transfer rights or to derive

new rights;

10324981.1
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means for associating at least one state variable with the at least one right in the first

license, wherein the at least one state variable fifih% 

 

identifies a location where a state of rights is tracked;

means for generating in a second license one or more rights based on the meta—right in

the first license, wherein the one or more rights in the second license includes at least one

right that is shared among one or more users or devices; and

means for associating at least one state variable with the at least one right that is

shared in the second license, wherein the at least one state variable that is associated with the

second license is based on the at least one state variable that is associated with the first

license.

42. (Currently amended) A device for sharing rights adapted to be associated with an

item, the device comprising:

means for receiving a first license specifying at least one usage right and at least one

meta—right for the item, wherein the usage right and the meta—right include at least one right

that is shared among one or more users or devices, the least one usage right defines a manner

of use selected from a plurality of permitted manners of use for the item, the at least one

meta—right defines a manner of rights derivation selected from a plurality of permitted

manners of rights derivation for the item, said at least one meta—right allows said one or more

users or devices to transfer rights or to derive new rights, at least one state variable is

associated with the at least one right in the first license and

 a location where a state of rights is

 

tracked; and

means for generating in a second license one or more rights based on the meta—right in

the first license, wherein the one or more rights in the second license includes at least one

right that is shared among one or more users or devices, at least one state variable is

associated with the at least one right that is shared in the second license, and the at least one

state variable that is associated with the second license is based on the at least one state

variable that is associated with the first license.
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43. (Previously presented) The method of claim 40, wherein the method is

implemented with one or more hardware and software components configured to perform the

steps of the method.

44. (Previously presented) The method of claim 40, wherein the method is

implemented with one or more computer readable instructions embedded on a computer

readable medium and configured to cause one or more computer processors to perform the

steps of the method.

45. (Previously presented) The device of claim 42, wherein the device is implemented

with one or more hardware and software components.

46-48. (Cancelled)

49. (Previously presented) The method of claim 40, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed,

edit, authorize, install, and un—install the item.

50. (Previously presented) The system of claim 41, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed,

edit, authorize, install, and un—install the item.

51. (Previously presented) The device of claim 42, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed,

edit, authorize, install, and un—install the item.

52. (Previously presented) The method of claim 40, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

53. (Previously presented) The system of claim 41, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.
10324981.1
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54. (Previously presented) The device of claim 42, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

55. (New) The method of claim 40, further comprising:

generating in a third license one or more rights based on the meta—right in the second

license, wherein the one or more rights in the third license includes at least one right that is

shared among one or more users or devices; and

associating at least one state variable with the at least one right that is shared in the

third license, wherein the at least one state variable that is associated with the third license is

based on the at least one state variable that is associated with the second license.

56. (New) The method of claim 40, wherein the at least one state variable that is

associated with the second license is the same as the at least one state variable that is

associated with the first license, if the at least one state variable that is associated with the

first license does not identify an unspecified location.

57. (New) The method of claim 40, wherein the at least one state variable that is

associated with the second license is assigned a new location identification, if the at least one

state variable that is associated with the first license identifies an unspecified location.
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DETAILED ACTION

Acknowledgements

1. This is in response to an amendment filed on 28 February 2007. Claims 40-42 have been

amended. Claims 55-57 have been added. Claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and

49-57 are pending.

Response to Arguments

2. The United States Patent and Trademark Office has fully considered the applicant's

arguments filed on 28 February 2007, but has not found those arguments to be persuasive.

Argument 1: Downs et al., fails to disclose, teach or suggest meta-rights, which allow

one or more users or devices to transfer rights or to derive new rights.

Response 1: According to the applicant’s specification, meta-rights are the rights that

one has to manipulate, modify, or otherwise derive other meta-rights or usage rights. Meta-rights

can be thought of as usage rights to usage rights (page 9, par. 41). Content providers (entity(s)

that supplies the content), providing (equivalent to generating) usage conditions (equivalent to

usage rights) also stipulate that the content stores or distributors also have rights to add or narrow

the original usage rights (meta-rights or rights derived from the initial usage rights) (column 21,

lines 30-36).

Additionally, state variables can be the number of copies a user is allowed to make

(column 59, line 50 or rental terms (column 59, lines 55-60). Content providers and distributors

specify the number of plays and local copies allowed for the Content, and whether or not the

Content may be recorded to an external portable device (state variable). Downs et al. keep track

of the content's copy/play usage and update the copy/play status (column 20, lines 43-50, column
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12, lines 11-12). The system uses watermarks to ensure that the content is being played in a

compliant user device (col. 7, lines 45-55). Inherently the identity or location of where the

content is being played or copied has to be established, in order to determine whether or not a

user is compliant.

Application stands finally rejected.

Claim Interpretation

3. In determining patentability of an invention over the prior art, the USPTO has considered

all claimed limitations, and interpreted as broadly as their terms reasonably allow. Additionally,

all words in the claims have been considered in judging the patentability of the claims against the

prior art.

4. It should also be noted that, in the office action that:

A. Items in the rejection that are in quotation marks are claimed language/limitations

B. Functional recitation(s) using the word “for” or other functional terms (e. g. “. . .for

content usage or rights derivation from other generated usage rights and meta-rights”

as recited in claims 2-4) have been considered but given less patentable weight‘

because they fail to add any steps and are thereby regarded as intended use language.

To be especially clear, the Examiner has considered all claim limitations. However a

recitation of the intended use of the claimed invention must result in additional steps.

See Bristol-Myers Squibb Co. v. Ben Venue Laboratories, Inc., 246 F.3d 1368, 1375-

76, 58 USPQ2d 1508, 1513 (Fed. Cir. 2001) (Where the language in a method claim

' See e.g. In re Gulack, 703 F.2d 1381, 217 USPQ 401, 404 (Fed. Cir. 1983)(stating that
although all limitations must be considered, not all limitations are entitled to patentable weight).
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states only a purpose and intended result, the expression does not result in a

manipulative difference in the steps of the claim.).

C. Word(s) that are separated by “l” are being examined as being synonymous or

equivalent

D. The USPTO interprets claim limitations that contain statement(s) such as “if may,

might, can, could, when, potentially, possibly”, as optional language (this list of

examples is not intended to be exhaustive). As matter of linguistic precision, optional

claim elements do not narrow claim limitations, since they can always be omitted (In

re Johnston, 77 USPQ2d 1788 (Fed. Circ. 2006)). They will be given less patentable

weight, because language that suggests or makes optional but does not require steps

to be performed or does not limit a claim to a particular structure does not limit the

scope of a claim or claim limitation.

E. Independent claims are examined together, since they are not patentable distinct. If

applicant expressly states on the record that two or more independent and distinct

inventions are claimed in a single application, the Examiner may require the applicant

to elect an invention to which the claims will be restricted.

F. Any official notices taken by the USPTO that are not adequately traversed by

applicant will be taken to be admitted prior art.

Claim Rejections - 35 USC § 112 — 1" Paragraph

5. The following is a quotation of the first paragraph of 35 U.S.C. 112:
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The specification shall contain a written description of the invention, and of the manner and process of making
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode
contemplated by the inventor of carrying out his invention.

6. Claim 55 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply with the

enablement requirement. The claims contain subject matter, which was not described in the

specification in such a way as to enable one skilled in the art to which it pertains, or with which

it is most nearly connected, to make and/or use the invention.

7. The purpose of the requirement that the specification describe the invention in such terms

that one skilled in the art can make and use the claimed invention is to ensure that the invention

is communicated to the interested public in a meaningful way. The information contained in the

disclosure of an application must be sufficient to inform those skilled in the relevant art how to

both make and use the claimed invention.

8. Any analysis of whether a particular claim is supported by the disclosure in an

application requires a determination of whether that disclosure, when filed, contained sufficient

information regarding the subject matter of the claims as to enable one skilled in the pertinent art

to make and use the claimed invention. The standard for determining whether the specification

meets the enablement requirement was cast in the Supreme Court decision of Mineral Separation

v. Hyde, 242 U.S. 261, 270 (1916) which postured the question: is the experimentation needed to

practice the invention undue or unreasonable? That standard is still the one to be applied. In re

Wands, 858 F.2d 731, 737, 8 USPQ2d 1400, 1404 (Fed. Cir. 1988). Accordingly, even though

the statute does not use the term “undue experimentation,” it has been interpreted to require that

the claimed invention be enabled so that any person skilled in the art can make and use the

invention without undue experimentation. In re Wands, 858 F.2d at 737, 8 USPQ2d at 1404
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(Fed. Cir. 1988). See also United States v. Telectronics, Inc., 857 F.2d 778, 785, 8 USPQ2d

1217, 1223 (Fed. Cir. 1988) (“The test of enablement is whether one reasonably skilled in the art

could make or use the invention from the disclosures in the patent coupled with information

known in the art without undue experimentation”).

9. As per claim 55, it recite the steps of “generating in a third license one or more rights

based on the meta-right in the second license, wherein the one or more rights in the third license

includes at least one fight that is shared among one or more users or devices”. This limitation is

considered as new matter since it is not disclosed in the specification.

Claim Rejections - 35 USC § I02

10. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

A person shall be entitled to a patent unless —

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this
or a foreign country, before the invention thereof by the applicant for a patent.

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date of application for patent in the United States. . . .

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only ifthe international application designated the United

States and was published under Article 21(2) of such treaty in the English language.

11. Claims 2-10, 14-22, 25, 27-35, and 40-54 are rejected under 35 U.S.C. 102(b) as being

anticipated by Downs et al (U.S 6226618).
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12. As per claims 2-10, 14-22, 25, 27-35, and 40-54, Downs et al. disclosean invention that

broadly relates to the field of electronic commerce and more particularly to a system and related

tools for the secure delivery and rights management of digital assets, such as print media, films,

games, and music over global communications networks such as the Internet and the World

Wide Web. The invention includes the means and devices (hardware and software combination)

(columns 53, lines 65-67, column 54, lines 1-3) to accomplish the items below- Claims 25, 38,

39,41-45,48, 51, 54. The invention comprising of the following:

A. Owners setting/specifying initial usage rights/licensing (first license) for content to

the distributors (column 21, lines 30-33) (“specifying in a first license at least one

usage right and at least one meta-right for the item”) — Claims 40-42

B. Example of usage rights include (column 59, lines 38-69 ("specifying in a first

license at least one usage right and at least one meta-right for the item"),

("defining, via the at least one usage right, a manner of use selected from a

plurality of permitted manners of use for the item")— Claims 40, 49-54:

Transfer on What Mini Disc or Computer

 

 

 
 

 

 

Media

C. Owners setting initial usage rights/licensing (first license) for content to the

distributors (column 21, lines 30-33). Those usage rights can be modified by the
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digital store (column 21, lines 33-39) to create secondary licensing or customized

licensing (column 10, lines 15-18) to the end user — ("wherein the usage right and

the meta-right include at least one right that is shared among one or more users

or devices") Claims 40-42, 10, 22, 35

D. Content providers (entity that supplies the content), providing (equivalent to

generating) usage conditions (equivalent to usage rights), The content providers also

stipulate that the content stores or distributors can add or narrow the original usage

rights (meta-rights or rights derived from the initial usage rights) (column 21, lines

30-36) - Claims 40-42

E. Usage rights being copy restrictions, which is manner in which the content can be

used (column 9, 32-34, col. 26, lines 10-12). - Claims 40-42

F. Content stores or distributors can add or narrow the original usage rights (sub-rights)

(column 21, lines 30-36) - Claims 40-42

G. The system also defines the manner in which the content can be used (meta-rights)

such as onto what kinds of media the content can be transferred to (column 59, lines

52-54) — Claims 40-42, 46-48

H. State variable such the number of copies a user is allowed to make (column 59, line

50 or rental terms (column 59, lines 55-60) - Claims 40-42

1. State variables can be the number of copies a user is allowed to make - ("associating

at least one state variable with the at least one right ") (column 59, line 50 or

rental terms (column 59, lines 55-60). Content providers and distributors specify the

number of plays and local copies allowed for the Content, and whether or not the

Content may be recorded to an external portable device (state variable). Downs et al.
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keep track of the content's copy/play usage and update the copy/play status (column

20, lines 43-50, column 12, lines 11-12). The system also uses watermarks, as state

variable, to ensure that the content is being played in a compliant user device (col. 7,

lines 45-55). Inherently the identity or location of where the content is being played

or copied has to be established, in order to determine whether or not a user is

compliant. - ("defining, via the at least one meta-right, a manner of rights

derivation selected from a plurality of permitted manners of rights derivation

for the item, wherein said at least one meta-right allows said one or more users

or devices to transfer rights or to derive new rights") -Claims 40-42, 55-57

J. The secondary licensing such as restrictions on rental time period can not violate the

initial time period set by the initial licensing (column 21, line 35) - ("generating in a

second license one or more rights based on the meta-right in the first license")

Claims 40-42

K. The state variable is derived from the usage rights (column 59, line 50) or rental terms

(column 59, lines 55-60) - Claims 2-4, 14-16, 27-29

L. The system keeps track of the content's copy/play usage and updates the copy/play

status (column 20, lines 49-50) — Claims 5, 1 7, 30

M. A state variable can represent various other states, for example an item that rented can

affect the number of copies that can be made or whether or not copies can be made -

Claims 6, 8, 18, 20, 31,33

N. The system embeds a code on every copy the content, as it is transferred form user

device to the next. When the Digital Content is accessed in a compliant End-User

Devices, the End-User Player Application reads the watermark to check the use

Petitioner Apple Inc. — Exhibit 1006, p. 221



Petitioner Apple Inc. - Exhibit 1006, p. 222

Application/Control Number: 10/956,070 Page 10

Art Unit: 3621 20070511

restrictions and updates the watermark as required. If the requested use of the content

does not comply with the usage conditions, e.g., the number of copies has been

exhausted, the End-User Device(s) will not perform the request (column 7, lines 40-

55) - Claims 7, 19, 32

O. The content does not specify how the initial set of rights and variable are to modified,

as long as it does not violate the initial licensing (column 21, line 35) - Claims 9, 21,

34

Conclusion

13. THIS ACTION IS MADE FINAL. Any new ground(s) of rejection is due to the

applicant’s amendment. Applicant is reminded of the extension of time policy as set forth in 37

CFR 1.136(a).

14. A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within TWO

MONTHS of the mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,

however, will the statutory period for reply expire later than SIX MONTHS from the mailing

date of this final action.

Petitioner Apple Inc. — Exhibit 1006, p. 222



Petitioner Apple Inc. - Exhibit 1006, p. 223

Application/Control Number: 10/956,070 Page 11

Art Unit: 3621 20070511

15. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Evens Augustin whose telephone number is 571-272-6860. The

examiner can normally be reached on Monday thru Friday 8 to 5 pm.

16. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Andrew Fischer can be reached on 571-272-6779.

Q7; 5/L,-—«Evens J. Au . in

May 11, 2007
Art Unit 3621
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be

advised that: (1) the general authority for the collection of this information is 35 U.S_C. 2(b)(2); (2) furnishing of the information

solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office

is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested

information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may

result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information

Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record 5.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement

negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the

Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need

for the information in order to perform a contract. Recipients of information shall be required to comply with the

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,

or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may

be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an

application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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REMARKS

Claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-57 are pending in this

application. By this amendment, claim 55 is amended. Thus, claims 2-8, 10, 14-20, 22, 25,

27-33, 35, 40-45, and 49-57 remain pending in this application. Reconsideration and

allowance of this application is respectfully requested.

Claim 55 stands rejected under 35 U.S.C. § 112, first paragraph, as failing to comply

with the enablement requirement. In particular, the Examiner asserts that the steps of

“generating in a third license one or more rights based on the meta—right in the second

license, wherein the one or more rights in the third license includes at least one right that is

shared among one or more users or devices” is not disclosed in the specification.

However, Applicants respectfully submit that amended claim 55, which recites, in

relevant part, “generating in a further license one or more rights based on the meta—right in

the second license, wherein the one or more rights in the further license includes at least one

right that is shared among one or more users or devices; and associating at least one state

variable with the at least one right that is shared in the further license, wherein the at least one

state variable that is associated with the further license is based on the at least one state

variable that is associated with the second license,” is fully supported by the specification.

For example, according to the invention, the first license is the offer allowing a

distributor to issue licenses for affiliated clubs; the distributor derives from the offer a second

license allowing an affiliated club to issue licenses to its member; and the club derives a

further license (i.e. a third license) allowing a member to play the ebook.

In particular, paragraph [0099] of the published application provides:

FIG. 16 is used to illustrate employing of a state variable in deriving rights
that are shared among a dynamic set of rights recipients, according to the
present invention. In FIG. 16, an offer 1601 specifies that a distributor can
issue site licenses to affiliated clubs, allowing 5 members of each club to

concurrently view, play, and the like, content, such as an e-book. A
corresponding state variable 1607 associated with such a right can be
unspecified in the offer 1601. When corresponding rights 1602 and 1603 are
issued to affiliated clubs, the corresponding club identities are used to
specify state variables 1608 and 160‘) in the issued rights. The offers 1602
and 1603 are meta-rights derived from the offer 1601, with offer being

assigned the distinct state variables 1608 and 1609. Further rights 1604-
1606 can be derived from the offers 1602 and 1603 to be shared among
members of each respective club. The licenses 1604 and 1605 are examples

107839391
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of rights derived from the offer 1602, and which inherit the state variable
1608, e.g., "urnzacmezclub," whereas the license 1606 inherits the state

variable 1609, e.g., "urnzfoozclub."

For reference, Figure 16 is shown below:
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In addition, paragraph [0101] of the published application provides:

The state of rights can depend on more than one state variable. FIG. 18 is
used to illustrate employing of multiple state Variables to represent one state
of rights, according to the present invention. The example described with
respect to FIG. 18 builds upon the example described with respect to FIG.
16. In FIG. 18, a usage right can be tracked by employing multiple state
Variables 1807 and 1808 in an offer 1801. The state variable 1808, for

example, representing a priority level, can stay unspecified in the
corresponding offers 1802 and 1803 (e.g., site licenses). The corresponding
state variables 1809-1811, for example, used for setting a priority, can be
assigned to each member in the corresponding licenses 1804, 1805 and
1806. The corresponding right to view, play, and the like, can now be

dependent on two state variables, effectively restricting 5 simultaneous
views, plays, and the like, per priority level.

107839391
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For reference, Figure 18 is shown below:
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Thus, the features recited in claim 55, as presented herein, are fully and clearly

supported by at least Figs. 16 and 18, and related discussion in at least paragraphs [0099] and

[0101] of the published application. Accordingly, Applicants respectfully submit that the

rejection of claim 55 under 35 USC. § 1 12 should be reconsidered and withdrawn.

Claims 2-10, 14-22, 25, 27-35, and 40-54 stand rejected under 35 U.S.C. § 102(b) as

being anticipated by U.S. Patent No. 6,226,618 to Downs et al. However, Applicants

107839391
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respectfully submit that Downs fails to disclose, suggest, or render obvious, each and every

feature recited in claims 2-10, 14-22, 25, 27-35, and 40-54.

For example, independent claim 40 recites a method for sharing rights adapted to be

associated with an item, the method comprising specifying in afirst license at least one usage

right and at least one meta—rightfor the item, wherein the usage right and the meta—right

include at least one right that is shared among one or more users or devices, defining, via the

at least one usage right, a manner of use selected from a plurality of permitted manners of use

for the item, defining, via the at least one meta—right, a manner of rights derivation selected

from a plurality of permitted manners of rights derivation for the item, wherein the at least

one meta—right allows the one or more users or devices to transfer rights or to derive new

rights, associating at least one state variable with the at least one right in the first license,

wherein the at least one state variable identifies a location where a state of rights is tracked,

generating in a second license one or more rights based on the meta—right in the first license,

wherein the one or more rights in the second license includes at least one right that is shared

among one or more users or devices, and associating at least one state variable with the at

least one right that is shared in the second license, wherein the at least one state variable that

is associated with the second license is based on the at least one state variable that is

associated with the first license.

In addition, independent claim 41 recites a system for sharing rights adapted to be

associated with an item, the system comprising means for specifying in afirst license at least

one usage right and at least one meta—rightfor the item, wherein the usage right and the

meta—right include at least one right that is shared among one or more users or devices,

means for defining, via the at least one usage right, a manner of use selected from a plurality

of permitted manners of use for the item, means for defining, via the at least one meta—right, a

manner of rights derivation selected from a plurality of permitted manners of rights

derivation for the item, wherein the at least one meta—right allows the one or more users or

devices to transfer rights or to derive new rights, means for associating at least one state

variable with the at least one right in the first license, wherein the at least one state variable

identifies a location where a state of rights is tracked, means for generating in a second

license one or more rights based on the meta—right in the first license, wherein the one or

more rights in the second license includes at least one right that is shared among one or more
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users or devices, and means for associating at least one state variable with the at least one

right that is shared in the second license, wherein the at least one state variable that is

associated with the second license is based on the at least one state variable that is

associated with the_first license.

Furthermore, independent claim 42 recites a device for sharing rights adapted to be

associated with an item, the device comprising means for receiving a first license specifying

at least one usage right and at least one meta—rightfor the item, wherein the usage right and

the meta—right include at least one right that is shared among one or more users or devices,

the least one usage right defines a manner of use selected from a plurality of permitted

manners of use for the item, the at least one meta—right defines a manner of rights derivation

selected from a plurality of permitted manners of rights derivation for the item, the at least

one meta—right allows the one or more users or devices to transfer rights or to derive new

rights, at least one state variable is associated with the at least one right in the first license

and identifies a location where a state of rights is tracked, and means for generating in a

second license one or more rights based on the meta—right in the first license, wherein the one

or more rights in the second license includes at least one right that is shared among one or

more users or devices, at least one state variable is associated with the at least one right that

is shared in the second license, and the at least one state variable that is associated with the

second license is based on the at least one state variable that is associated with the first

license.

Thus, the invention recited in independent claims 40, 41 and 42 includes at least the

novel features of specifying in a first license at least one usage right and at least one meta-

right for an item, the at least one meta—right allows one or more users or devices to transfer

rights or to derive new rights, associating at least one state variable with the at least one right

in the first license, wherein the at least one state variable identifies a location where a state of

rights is tracked, generating in a second license one or more rights based on the meta—right in

the first license, and associating at least one state variable with at least one right that is shared

in the second license, wherein the at least one state variable that is associated with the second

license is based on the at least one state variable that is associated with the first license.

By contrast, Downs is directed to a method and apparatus of securely providing data

to a user’s system, wherein the data is encrypted so as to only be decryptable by a data
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decrypting key, the data decrypting key being encrypted using a first public key, and the

encrypted data being accessible to the user’ s system. The method includes transferring the

encrypted data decrypting key to a clearing house that possesses a first private key, which

corresponds to the first public key; decrypting the data decrypting key using the first private

key; re—encrypting the data decrypting key using a second public key; transferring the re-

encrypted data decrypting key to the user's system, the user's system possessing a second

private key, which corresponds to the second public key; and decrypting the re—encrypted

data decrypting key using the second private key. However, Downs fails to disclose, teach or

suggest at least the noted features recited in independent claims 40, 41 and 42.

Specifically, and contrary to the Examiner’ s assertions, Downs fails to disclose meta-

rights, as recited in the claims. In particular, meta—rights are defined in the present patent

application, as rights to “permit granting of rights to others or the derivation of rights” (see,

e.g., Applicants’ published Specification, paragraph [0041]):

[0041] Rights can specify transfer rights, such as distribution rights,
and can permit granting of rights to others or the derivation of rights.
Such rights are referred to as “meta—rights”. Meta-rights are the rights that
one has to [generate], manipulate, modify, [dispose of] or otherwise
derive other meta—rights or usage rights. Meta-rights can be thought of

as usage rights to usage rights [or other meta—rights]. Meta-rights can
include rights to offer, grant, obtain, transfer, delegate, track, surrender,
exchange, and revoke usage rights to/from others. Meta-rights can include
the rights to modify any of the conditions associated with other rights. For
example, a meta-right may be the right to extend or reduce the scope of a
particular right. A meta-right may also be the right to extend or reduce the

Validation period of a right.

As succinctly stated and defined in the present patent application, usage rights permit

actions on an item, such as music, video, digital content, and the like. Such actions can

include play, read, view, other uses, and the like, of the item. On the other hand, meta—rights

permit actions on rights, such as usage rights and meta—rights. Such actions can include

generate, modify, transfer, and the like, of rights.

By contrast, the system of Downs does not disclose meta—rights, but instead merely

discloses that content stores can alter usage conditions. For example, and as identified by the

Examiner, Downs discloses, at Col. 21, lines 30-42:

The Content Usage Control Layer 505 permits the specification and
enforcement of the conditions or restrictions imposed on the use of Content
113 use at the End-User DeVice(s) 109. The conditions may specify the
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number of plays allowed for the Content 113, whether or not a secondary
copy of the Content 113 is allowed, the number of secondary copies, and

whether or not the Content 113 may be copied to an external portable
device. The Content Provider(s) 101 sets the allowable Usage Conditions
517 a11d transmits them to the Electronic Digital Content Store(s) 103 in a
SC (see the License Control Layer 501 section). The Electronic Digital
Content Store(s) 103 can add to or narrow the Usage Conditions 517 as
long as it doesn't invalidate the original conditions set by the Content

Provider(s) 101. The Electronic Digital Content Store(s) 103 then transmits
all Store Usage Conditions 519 (in a SC) to the End-User DeVice(s) 109 and
the Clearinghouse(s) 105. The Clearinghouse(s) 105 perform Usage
Conditions Validation 521 before authorizing the Content 113 release to an
End-User DeVice(s) 109.

Thus, contrary to the EXaminer’s statements on page 2 of the office action, Col. 2,

lines 30-36, of Downs does not disclose the concept of meta—rights as it is recited in the

claims and used in this invention. Instead, this portion of Downs merely provides that a

content store has the ability to add to or narrow usage conditions, but requires that the usage

conditions do not invalidate the original conditions set by the Content Provider. This is

distinguishable from meta—rights, as is recited in the claims. Specifically, Downs fails to

disclose or suggest a license that includes “at least one usage right and at least one meta—right

for the item, wherein the usage right and the meta—right include at least one right that is

shared among one or more users or devices,” “defining, via the at least one usage right, a

manner of use selected from a plurality of permitted manners of use for the item,” and

“defining, via the at least one meta—right, a manner of rights derivation selected from a

plurality of permitted manners of rights derivation for the item, wherein said at least one

meta—right allows said one or more users or devices to transfer rights or to derive new rights,”

as is recited in claim 40, for example.

Accordingly, Applicants again respectfully submit that, while Downs suggests that a

store can add to or narrow usage conditions with restrictions, Downs completely fails to

disclose or suggest the concept of meta—rights as set forth in the specification and recited in

the claims. Accordingly, Downs is silent with respect to the novel meta—rights feature of the

invention recited in independent claims 40, 41 and 42.

Moreover, contrary to the EXaminer’s assertion on page 8 of the Office Action that

Downs discloses meta—rights by simply defining “onto what kinds of media the content can

be transferred to” (citing Downs, col. 59, lines 52-54), Downs completely fails to disclose,
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teach or suggest meta—rights, which allow one or more users or devices to transfer rights or to

derive new rights, as recited in independent claims 40, 41 and 42.

In addition, the combination of state variables together with meta—rights further

patentably distinguishes the invention recited in independent claims 40, 41 and 42 over

Downs. For example, the combination of state variables and meta—rights, advantageously,

enables the sharing of rights, wherein one shared right can be derived from another shared

right in accordance with a meta—right. In addition, a state variable referring to a location on

the device can be used to infer that the right is exclusive to the device, whereas a state

variable referring to a location on a server can be used to infer that the right is shared among

multiple devices; wherein each device that exercises the right will cause the state variable on

the server to be updated.

The following two examples illustrate the use of state variables together with meta-

rights in more detail (see, e.g., Applicants’ published Specification, paragraphs [0095] and

[0099]):

[0095] FIG. 14 is used to illustrate employing of a state variable in deriving
inherited usage rights, according to the present invention. In FIG. 14, a
derived right can inherit a state variable from meta-rights. For example, a
personal computer (PC) of a user, Alice, can be configured to play an e-
book according to a license 1403. A personal data assistant (PDA) of Alice

also can obtain a right to play the e-book according to offer 1401, if the PC
and PDA share the same state variables 1404 and 1405, e.g.,
“AlicePlayF.book.” A derived right 1402 allows Alice also to play the e-
book on her PDA as long as the PDA and the PC share a same count limit
1406 of 5 times.

[0099] FIG. 16 is used to illustrate employing of a state variable in deriving
rights that are shared among a dynamic set of rights recipients, according to
the present invention. In FIG. 16, an offer 1601 specifies that a distributor
can issue site licenses to affiliated clubs, allowing 5 members of each club
to concurrently view, play, and the like, content, such as an e-book. A
corresponding state variable 1607 associated with such a right can be

unspecified in the offer 1601. When corresponding rights 1602 and 1603 are
issued to affiliated clubs, the corresponding club identities are used to
specify state variables 1608 and 1609 in the issued rights. The offers 1602
and 1603 are meta-rights derived from the offer 1601, with offer being
assigned the distinct state variables 1608 and 1609. Further rights 1604-
1606 can be derived from the offers 1602 and 1603 to be shared among
members of each respective club. The licenses 1604 and 1605 are examples

of rights derived from the offer 1602, and which inherit the state variable
1608, e.g., “urntacmetclub,” whereas the license 1606 inherits the state
variable 1609, e.g., “urnzfoozclub.”
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Thus, contrary to the Examiner’s statements on pages 2-3 of the office action, a state

variable is not simply “the number of copies” or “rental terms.” Instead, a state variable

references, for example, a counter or variable where “the number of copies” or “rental terms”

is maintained, and wherein such a counter or variable can be located on a local device or a

remote server. The ability to choose the location of a state keeper instead of a specific

number, advantageously, provides a mechanism for the rights owner to control rights sharing.

The invention recited in independent claims 40, 41 and 42 and claims dependent

therefrom recognizes and solves the following problems:

[0009] However, there are limitations associated with the above—mentioned

paradigms wherein only usage rights and conditions associated with content
are specified by content owners or other grantors of rights. Once purchased
by an end user, a consumer, or a distributor, of content along with its
associated usage rights and conditions has no means to be legally passed on
to a next recipient in a distribution chain. Further the associated usage rights
have no provision for specifying rights to derive other rights, i.e. Rights to

modify, transfer, offer, grant, obtain, delegate, track, surrender, exchange,
transport, exercise, revoke, or the like. Common content distribution models
often incl11(le a n1ulti-tier (listribution an(l usage chain. Known DRM
systems do not facilitate the ability to prescribe rights and conditions for all
participants along a content distribution and usage chain. Therefore, it is
difficult for a content owner to commercially exploit content unless the

owner has a relationship with each party in the distribution chain.

The invention recited in independent claims 40, 41 and 42 and claims dependent

therefrom provides the following advantages:

[0090] There are multiple ways to specify the scope of state variables, each
of which can affect whether the derivative state variables can be shared, how

the derivative state variables can be shared, and the like. For example, a
state variable can be local, and solely confined to a recipient or can be

global, and shared by a predetermined group of recipients. A global state
variable can be shared by a group of recipients not determined when derived
rights are issued, but to be specified later, perhaps based on certain rules
defined in the license or based on other means. A global state variable can
be shared between one or more rights suppliers, predetermined recipients,
un—specified recipients, and the like. Advantageously, depending on the

sharing employed with a given a business model and the rights granted in
the meta-rights, state variables can be created at different stages of the value
chain.

Thus, for at least the above reasons, Downs fails to disclose, suggest, or render

obvious, each and every feature recited in independent claims 40-42. Accordingly,

Applicants respectfully request that the rejection of these claims under 35 U.S.C. § 102(b) in
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view of Downs. In addition, dependent claims 2-10, 14-22, 25, 27-35, and 43-54 are also

allowable over Downs for at least the reasons set forth above, and also on their own merits.

Moreover, Applicants would like to point out that there is no substantive rejection of

pending claims 56-57 in this office action. However, in the hopes of expediting prosecution

of this application, Applicants submit that these claims are also allowable over Downs for at

least the reasons set forth above, and also on their own merits. If a further office is deemed

necessary by the Examiner, Applicants request an indication of allowability for these claims

as well.

In view of the foregoing, it is submitted that the present application is in condition for

allowance and a notice to that effect is respectfully requested. If, however, the Examiner

deems that any issue remains after considering this response, the Examiner is invited to

contact the undersigned attorney to expedite the prosecution and engage in a joint effort to

work out a mutually satisfactory solution.

Except for issue fees payable under 37 C.F.R. § 1.18, the Commissioner is hereby

authorized by this paper to charge any additional fees during the entire pendency of this

application including fees due under 37 C.F.R. §§ 1.16 and 1.17 which may be required,

including any required extension of time fees, or credit any overpayment to Deposit Account

No. 19-2380. This paragraph is intended to be a CONSTRUCTIVE PETITION FOR

EXTENSION OF TIME in accordance with 37 C.F.R. § 1.136(a)(3).

Respectfully submitted,

Date: October 31, 2007 /Stephen M. Hertzler‘, Reg. No. 58,247/

Stephen M. Hertzler

NIXON PEABODY LLP

Suite 900, 401 9*‘ Street, N.W.

Washington, D.C. 20004-2128

(202) 585-8000

107839391

Petitioner Apple Inc. — Exhibit 1006, p. 239



Petitioner Apple Inc. - Exhibit 1006, p. 240

International Application Number: 

Title of Invention. System and method for rights offering and granting using shared state' variables

First Named Inventor/Applicant Name: Mai Nguyen

Customer Number: 22204

Stephen M Hertzler

Attorney Docket Number: 111325 235000

Payment information:

Pevmeet wee eeeeeeefe"v reeeivee in RAM
RAM eeefirmeeee Number
Deeeeeeeeeeet
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 and 1.17

 
File Listing:

Petitioner Apple Inc. — Exhibit 1006, p. 240



Petitioner Apple Inc. - Exhibit 1006, p. 241

Document . . Fi|eSize(Bytes) Multi Pages

235000_2007—10—31_Respo 202201
nse_to_Fina|_Office_Action.

b9505be43cadb81e2bb44b6542c97e7a25d1cd56

Multipart Description/PDF files in .zip description

3%

Z

Warnings:

Information:

775412

Request for Continued Examination 235000_2007—10—31_RCE_F
(RCE) i||ab|e.pdf 0d0814623864961a29e70736OH0dddd

b9424c48

Warnings:

Information:

Fee Worksheet (PTO—06) a310654d01od4dbe71b2445c8de95a4b
91 0be543

T°ta' F"e=~= Size 0" bvte=~‘->=

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see

37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date

shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions

of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the

application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary

components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the

International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due

course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement

Receipt will establish the international filing date of the application.

Petitioner Apple Inc. — Exhibit 1006, p. 241



Petitioner Apple Inc. - Exhibit 1006, p. 242

Docket No. 111325—235000

Serial No. 10/956,070

Page 2 of 19

Amendments to the Claims:

1 . (Cancelled)

2. (Previously Presented) The method of claim 40, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta—rights.

3. (Previously Presented) The method of claim 40, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta—rights.

4. (Previously Presented) The method of claim 40, wherein the state variable in the

first or second license inherits a remaining state for content usage or rights derivation from

other generated usage rights and meta—rights.

5. (Previously Presented) The method of claim 40, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

6. (Previously Presented) The method of claim 40, wherein the state variable in the

first or second license represents a collection of states.

7. (Previously Presented) The method of claim 40, further comprising:

generating in a third license one or more rights from at least one of the usage right and

the meta—right in the second license,

wherein the one or more rights in the third license includes at least one right that is

shared among one or more users or devices;

associating at least one state variable with the at least one right that is shared in the

third license,

wherein the at least one state variable that is associated with the third license is based

on the at least one state variable that is associated with the second license.
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8. (Previously Presented) The method of claim 40, further comprising a plurality of

state variables that determine the state of the at least one right that is shared in the first or the

second license.

9. (Cancelled)

10. (Previously Presented) The method of claim 40, wherein the state variable in the

second license is transferred from the at least one right in the first license and is associated

with the right that is shared in the second license.

11-13. (Cancelled)

14. (Previously Presented) The system of claim 41, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta—rights.

15. (Previously Presented) The system of claim 41, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta—rights.

16. (Previously Presented) The system of claim 41, wherein the state variable in the

first or second license inherits a remaining state for content usage or rights derivation from

other generated usage rights and meta—rights.

17. (Previously Presented) The system of claim 41, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

18. (Previously Presented) The system of claim 41, wherein the state variable in the

first or second license represents a collection of states.
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19. (Previously Presented) The system of claim 41, further comprising:

means for generating in a third license one or more rights from at least one of the

usage right and the meta—right in the second license,

wherein the one or more rights in the third license includes at least one right that is

shared among one or more users or devices;

means for associating at least one state variable with the at least one right that is

shared in the third license,

wherein the at least one state variable that is associated with the third license is based

on the at least one state variable that is associated with the second license.

20. (Previously Presented) The system of claim 41, including a plurality of state

variables that determine the state of the at least one right that is shared in the first or the

second license.

21. (Cancelled)

22. (Previously Presented) The system of claim 41, wherein the state variable in the

second license is transferred from the at least one right in the first license and is associated

with the right that is shared in the second license.

23-24. (Cancelled)

25. (Previously Presented) The system of claim 41, wherein the system is

implemented with one or more hardware and software components.

26. (Cancelled)

27. (Previously Presented) The device of claim 42, wherein the state variable in the

first or second license inherits a state thereof for content usage or rights derivation from other

generated usage rights and meta—rights.
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28. (Previously Presented) The device of claim 42, wherein the state variable in the

first or second license shares a state thereof for content usage or rights derivation with other

generated usage rights and meta—rights.

29. (Previously Presented) The device of claim 42, wherein the state variable in the

first or second license inherits a remaining state for content usage or rights derivation from

other generated usage rights and meta—rights.

30. (Previously Presented) The device of claim 42, wherein the state variable in the

first or second license is updated upon exercise of a right associated with the state variable.

31. (Previously Presented) The device of claim 42, wherein the state variable in the

first or second license represents a collection of states.

32. (Previously Presented) The device of claim 42, wherein a third license includes

one or more rights from at least one of the usage right and the meta—right in the second

license,

the one or more rights in the third license includes at least one right that is shared

among one or more users or devices,

at least one state variable is associated with the at least one right that is shared in the

third license, and

the at least one state variable that is associated with the third license is based on the at

least one state variable that is associated with the second license.

33. (Previously Presented) The device of claim 42, including a plurality of state

variables that determine the state of the at least one right that is shared in the first or the

second license.

34. (Cancelled)

35. (Previously Presented) The device of claim 42, wherein the state variable in the

second license is transferred from the at least one right in the first license and is associated

with the right that is shared in the second license.
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36-39. (Cancelled)

40. (Previously Presented) A method for sharing rights adapted to be associated with

an item, the method comprising:

specifying in a first license at least one usage right and at least one meta—right for the

item, wherein the usage right and the meta—right include at least one right that is shared

among one or more users or devices;

defining, via the at least one usage right, a manner of use selected from a plurality of

permitted manners of use for the item;

defining, via the at least one meta—right, a manner of rights derivation selected from a

plurality of permitted manners of rights derivation for the item, wherein said at least one

meta—right allows said one or more users or devices to transfer rights or to derive new rights;

associating at least one state variable with the at least one right in the first license,

wherein the at least one state variable identifies a location where a state of rights is tracked;

generating in a second license one or more rights based on the meta—right in the first

license, wherein the one or more rights in the second license includes at least one right that is

shared among one or more users or devices; and

associating at least one state variable with the at least one right that is shared in the

second license, wherein the at least one state variable that is associated with the second

license is based on the at least one state variable that is associated with the first license.

41. (Previously Presented) A system for sharing rights adapted to be associated with

an item, the system comprising:

means for specifying in a first license at least one usage right and at least one meta-

right for the item, wherein the usage right and the meta—right include at least one right that is

shared among one or more users or devices;

means for defining, via the at least one usage right, a manner of use selected from a

plurality of permitted manners of use for the item;

means for defining, via the at least one meta—right, a manner of rights derivation

selected from a plurality of permitted manners of rights derivation for the item, wherein said

at least one meta—right allows said one or more users or devices to transfer rights or to derive

new rights;
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means for associating at least one state variable with the at least one right in the first

license, wherein the at least one state variable identifies a location where a state of rights is

tracked;

means for generating in a second license one or more rights based on the meta—right in

the first license, wherein the one or more rights in the second license includes at least one

right that is shared among one or more users or devices; and

means for associating at least one state variable with the at least one right that is

shared in the second license, wherein the at least one state variable that is associated with the

second license is based on the at least one state variable that is associated with the first

license.

42. (Previously Presented) A device for sharing rights adapted to be associated with

an item, the device comprising:

means for receiving a first license specifying at least one usage right and at least one

meta—right for the item, wherein the usage right and the meta—right include at least one right

that is shared among one or more users or devices, the least one usage right defines a manner

of use selected from a plurality of permitted manners of use for the item, the at least one

meta—right defines a manner of rights derivation selected from a plurality of permitted

manners of rights derivation for the item, said at least one meta—right allows said one or more

users or devices to transfer rights or to derive new rights, at least one state variable is

associated with the at least one right in the first license and identifies a location where a state

of rights is tracked; and

means for generating in a second license one or more rights based on the meta—right in

the first license, wherein the one or more rights in the second license includes at least one

right that is shared among one or more users or devices, at least one state variable is

associated with the at least one right that is shared in the second license, and the at least one

state variable that is associated with the second license is based on the at least one state

variable that is associated with the first license.

43. (Previously Presented) The method of claim 40, wherein the method is

implemented with one or more hardware and software components configured to perform the

steps of the method.
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44. (Previously Presented) The method of claim 40, wherein the method is

implemented with one or more computer readable instructions embedded on a computer

readable medium and configured to cause one or more computer processors to perform the

steps of the method.

45. (Previously Presented) The device of claim 42, wherein the device is implemented

with one or more hardware and software components.

46-48. (Cancelled)

49. (Previously Presented) The method of claim 40, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed,

edit, authorize, install, and un—install the item.

50. (Previously Presented) The system of claim 41, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed,

edit, authorize, install, and un—install the item.

51. (Previously Presented) The device of claim 42, wherein the plurality of permitted

manners of use for the item include copy, transfer, loan, play, print, delete, extract, embed,

edit, authorize, install, and un—install the item.

52. (Previously Presented) The method of claim 40, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

53. (Previously Presented) The system of claim 41, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.

54. (Previously Presented) The device of claim 42, wherein the plurality of permitted

manners of rights derivation for the item include issue, modify, transfer, offer, grant, obtain,

delegate, track, surrender, exchange, transport, exercise, and revoke rights for the item.
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55. (Currently Amended) The method of claim 40, further comprising:

generating in a t~hir=d—further license one or more rights based on the meta—right in the

second license, wherein the one or more rights in the t-hi~rd—further license includes at least one

right that is shared among one or more users or devices; and

associating at least one state variable with the at least one right that is shared in the

th1}1=el—further license, wherein the at least one state variable that is associated with the third

further license is based on the at least one state variable that is associated with the second

license.

56. (Previously Presented) The method of claim 40, wherein the at least one state

variable that is associated with the second license is the same as the at least one state variable

that is associated with the first license, if the at least one state variable that is associated with

the first license does not identify an unspecified location.

57. (Previously Presented) The method of claim 40, wherein the at least one state

variable that is associated with the second license is assigned a new location identification, if

the at least one state variable that is associated with the first license identifies an unspecified

location.
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10/956,070 NGUYEN ET AL.
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).
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HE Responsive to communication(s) filed on 10/31/2007.
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DETAILED ACTION

Acknowledgements

1. This is in response to the request for continued examination filed on 10/31/2007.

Applicant’s remarks/arguments have been considered, but have not been found to be persuasive.

Claims 2-8, 10, 14-20, 22, 25, 27-33, 35, 40-45, and 49-57 are pending.

2.

Claim Rejections - 35 USC § 1 02

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

A person shall be entitled to a patent unless —

(a) the invention was known or used by others in this country, or patented or described in a printed publication in this
or a foreign country, before the invention thereof by the applicant for a patent.

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date of application for patent in the United States. . . .

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for

patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

4. Claims 2-10, 14-22, 25, 27-35, and 40-54 are rejected under 35 U.S.C. 102(b) as being

anticipated by Downs et al (U.S 6226618).

5. As per claims 2-10, 14-22, 25, 27-35, and 40-54, Downs et al. disclose an invention that

broadly relates to the field of electronic commerce and more particularly to a system and related

tools for the secure delivery and rights management of digital assets, such as print media, films,
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games, and music over global communications networks such as the Internet and the World

Wide Web. The invention includes the means and devices (hardware and software combination) -

(columns 53, lines 65-67, column 54, lines 1-3) to accomplish the items below- Claims 25, 38,

39,41-45,48, 51, 54. The invention comprising of the following:

A. Owners setting/specifying initial usage rights/licensing (first license) for content to

the distributors (column 21, lines 30-33) (“specifying in a first license at least one

usage right and at least one meta-right for the item”) — Claims 40-42

B. Example of usage rights include (column 59, lines 38-69 ("specifying in a first

license at least one usage right and at least one meta-right for the item"),

("defining, via the at least one usage right, a manner of use selected from a

plurality of permitted manners of use for the item")— Claims 40, 49-54:

—

Transfer on What Mini Disc or Computer

 

 
 

  

Media

C. Owners setting initial usage rights/licensing (first license) for content to the

distributors (column 21, lines 30-33). Those usage rights can be modified by the

digital store (column 21, lines 33-39) to create secondary licensing or customized

licensing (column 10, lines 15-18) to the end user — ("wherein the usage right and
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the meta-right include at least one right that is shared-among one or more users

or devices") Claims 40-42, 10, 22, 35

D. Content providers (entity that supplies the content), providing (equivalent to

generating) usage conditions (equivalent to usage rights), The content providers also

stipulate that the content stores or distributors can add or narrow the original usage

rights (meta-rights or rights derived from the initial usage rights) (column 21, lines

30-36) - Claims 40-42

E. Usage rights being copy restrictions, which is manner in which the contentcan be

used (column_9, 32-34, col. 26, lines 10-12). - Claims 40-42

F. Content stores or distributors can add or narrow the original usage rights (sub-rights)

(column 21, lines 30-36) - Claims 40-42

G. The system also defines the manner in which the content can be used (meta-rights)

such as onto what kinds of media the content can be transferred to (column 59, lines

52-54) — Claims 40-42, 46-48

H. State variable such the number of copies a user is allowed to make (column 59, line

50 or rental terms (column 59, lines 55-60) - Claims 40-42

I. State variables can be the number of copies a user is allowed to make - ("associating

at least one state variable with the at least one right ") (column 59, line 50 or

rental terms (column 59, lines 55-60). Content providers and distributors specify the

number of plays and local copies allowed for the Content, and whether or not the

Content may be recorded to an external portable device (state variable). Downs et al.

keep track of the content's copy/play usage and update the copy/play status (column

20, lines 43-50, column 12, lines 11-12). The system also uses watermarks, as state
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variable, to ensure that the content is being played in a compliant user device (col. 7,

lines 45-55). Inherently the identity or location of where the content is being played

or copied has to be established, in order to determine whether or not a user is

compliant. - ("defining, via the at least one meta-right, a manner of rights

derivation selected from a plurality of permitted manners of rights derivation

for the item, wherein said at least one meta-right allows said one or more users

or devices to transfer rights or to derive new rights") -Claims 40-42, 55-5 7

J. _The secondary licensing such as restrictions on rental time period can not violate the

initial time period set by the initial licensing (column 21, line 35) - ("generating in a

second license one or more rights based on the meta-right in the first license")

Claims 40-42

K. The state variable is derived from the usage rights (column 59, line 50) or rental terms

(column 59, lines 55-60) - Claims 2-4, 14-16, 27-29

L. The system keeps track of the content's copy/play usage and updates the copy/play

status (column 20, lines 49-50) — Claims 5, I 7, 30

M. A state variable can represent various other states, for example an item that rented can

affect the number of copies that can be made or whether or not copies can be made -

Claims 6, 8, I8, 20, 31,33

N. The system embeds a code on every copy the content, as it is transferred form user

- device to the next. When the Digital Content is accessed in a compliant End-User

Devices, the End-User Player Application reads the watennark to check the use

restrictions and updates the watermark as required. If the requested use of the content

does not comply with the usage conditions, e.g., the number of copies has been
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exhausted, the End-User Device(s) will not perform the request (column 7, lines 40-

A55) - Claims 7, I9, 32

O. The content does not specify how the initial set of rights and variable are to modified,

as long as it does not violate the initial licensing (column 21, line 35) - Claims 9, 21,

34

Conclusion

6. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Evens Augustin whose telephone number is 571-272-6860. The

examiner can normally be reached on 10am - 6pm M-F.

7. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Andrew Fischer can be reached on (571) 272-6779.

/Evens J. Augustin/

Evens J. Augustin

December 10, 2007

Art Unit 3621
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WORLD IN'rax.LEcmAL_ PROPERTY ORGANIZATIONInternational Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent C18‘-fiification 6 I (11) International Publication Number: W0 98/19431
H 2

04L 25/0 (43) International Publication Date: 7 May 1998 (07.05.98)

(21) International Application Number: PCT/US97/ 19676 (81) Designated States! AL. AM. AT. AU. AZ. BA. BB. BG, BR.
BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, F1, GB, GE,

(22) International Filing Date: 27 October 1997 (27.10.97) GH, HU, ID, IL, IS, JP, KE, KG, KP, KR, KZ, LC, LK,
LR, LS, LT, LU, LV, MD, MG, MK, MN, MW, MX, NO,
NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK, SL, TJ, TM,

(30) Priority Data: TR, TT, UA, UG, UZ, VN, YU, ZW, ARIPO patent (GH,
08/741,273 30 October 1996 (30.l0.96) US KE. LS. MW. SD. SZ. UG. ZW). Eurasian patent (AM, AZ,

BY, KG, KZ, MD, RU, TJ, TM), European patent (AT, BE,
CH, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU, MC, NL,

(71) Applicant: QUALCOMM INCORPORATED [US/US]; 6455 PT, SE), OAPI patent (BF, BJ, CF, CG, CI, CM, GA, GN,
Lusk Boulevard, San Diego, CA 92121 (US). ML, MR, NE, SN, TD, TG).

(72) Inventors: TIEDEMANN, Edward, G., .1r.; 4350 Bromfield
Avenue, San Diego, CA 92122 (US). LIN, Yu—Chuan; 585 Published
W. 63rd Avenue, Vancouver, British Columbia V6P 2G7 With international search report.
(CA). Before the expiration of the time limit for amending the

claims and to be republished in the event of the receipt of

(74) Agents: OGROD, Gregory, D. et aI.; Qualcomm Incorporated, amendments.
6455 Lusk Boulevard, San Diego, CA 92121 (US).

(54) Title: METHOD AND APPARATUS FOR DECODING VARIABLE RATE DATA

(57) Abstract

A system and method for determining the data rate of a frame of data at a receiver (50) of a variable rate communications system.
A vocoder at a transmitter encodes a frame of data at one of the rates of a predetennined set of rates. The data rate is dependent on the
speech activity during the time frame of the data. The data frame is also fonnatted with overhead bits, including bits for en-or detection
and detection. At the receiver (50), the data rate for the frame is determined based on hypothesis testing. Because the data rate is based on
speech activity, a hypothesis test may be designed based on the statistics of speech activity. The received data frame is first decoded by a
decoder (34) into infonnation bits at the most probable rate as provided by the hypothesis testing module (36). Data check element (42)
generates error metrics for the decoded information bits. If the error metrics indicate that the infonnation bits are of good quality, then the
infonnation bits are presented to a vocoder (44) at the receiver to be processed for interface with the user. If the error metrics indicate that
the information bits have not been properly decoded, then decoder (34) decodes the received data frame at the other rates of the set of rates
until the actual data rate is determined.
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Codes used to identify States party to the PCI‘ on the front pages of pamphlets publishing international applications under the PCI‘.

Albania
Armenia
Austria
Australia
Azerbaijan
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METHOD AND APPARATUS FOR DECODING

VARIABLE RATE DATA

BACKGROUND OF THE INVENTION

1. Field of the Invention

More

particularly, the present invention relates to a novel and improved system

The present invention relates to digital communications.

and method for determining, at a receiver of a variable rate communication

system, the rate at which data has been encoded for transmission.

II. Description of the Related Art

The use of code division multiple access (CDMA) modulation

techniques is one of several techniques for facilitating communications in

Although other

techniques such as time division multiple access (TDMA), frequency

division multiple access (FDMA), and AM modulation schemes such as

amplitude companded single sideband (ACSSB) are known, CDMA has

significant advantages over these other techniques. The use of CDMA

techniques in a multiple access communication system is disclosed in U.S.

Pat. No. 4,901,307, entitled "SPREAD SPECTRUM MULTIPLE ACCESS

COMMUNICATION SYSTEM USING SATELLITE OR TERRESTRIAL

which a large number of system users are present.

REPEATERS," assigned to the assignee of the present invention and.

incorporated by reference herein.

CDMA systems often employ a variable rate vocoder to encode data so
An

exemplary embodiment of a variable rate vocoder is described in U.S. Pat.

that the data rate can be varied from one data frame to another.

No. 5,414,796, entitled "VARIABLE RATE VOCODER," assigned to the.

assignee of the present invention and incorporated by reference herein. The

use of a variable rate communications channel reduces mutual interference

by eliminating unnecessary transmissions when there is no useful speech to

be transmitted. -Algorithms are utilized within the vocoder for generating a

varying number of information bits in each frame in accordance with

variations in speech activity. For example, a vocoder with a set of four rates

may produce 20 millisecond data frames containing 16, 40, 80, or 171

information bits, depending on the activity of the speaker. It is desired to

transmit each data frame in a fixed amount of time by varying the

transmission rate of communications.

SUBSTITUTE SHEET (RULE 25)
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Additional details on the formatting of the vocoder data into data

frames are described in U.S. Pat. No. 5,511,073, entitled "METHOD AND

APPARATUS FOR THE FORMATTING OF DATA FOR TRANSMISSION,"

assigned to the assignee of the present invention and herein incorporated by

reference. The data frames may be further processed, spread spectrum

modulated, and transmitted as described in U.S. Pat. No. 5,103,459, ‘entitled

"SYSTEM AND METHOD FOR GENERATING WAVEFORMS IN A CDMA

CELLULAR TELEPHONE SYSTEM," assigned to the assignee of the present

invention and incorporated by reference herein.

Variable rate systems can be developed which include explicit rate

information. If the rate is included as part of a variable rate frame, then the

rate is not recoverable until after the frame has already been properly

decoded, at which point the rate has already been determined. Rather than

including the rate in a variable rate frame, the rate could instead be sent in a

non-variable rate portion of the frame. However, only a few bits are

typically needed to represent the rate, and these bits cannot be efficiently

encoded and interleaved in order to provide error protection for fading

communications channels. Furthermore, the rate information is only

available after some decoding delay and are subject to error.

Alternatively, variable rate systems can be developed which do not

include explicit rate information. One technique for the receiver to

determine the rate of a received data frame where the rate information is

not explicitly included in the frame is described in copending U.S. Patent

Application Serial No. 08/233,570, entitled "METHOD AND APPARATUS

FOR DETERMINING DATA RATE OF TRANSMITTED VARIABLE RATE

DATA IN A COMMUNICATIONS RECEIVER," filed April 26, 1994,

assigned to the assignee of the present invention, and incorporated by

reference. Another technique is described in copending U.S. Patent

Application Serial No. 08/126,477, entitled ”MULTIRATE SERIAL VITERBI

DECODER FOR CODE DIVISION MULTIPLE ‘ACCESS SYSTEM?
APPLICATIONS,” filed Sept. 24, 1993, assigned to the assignee of the present

invention, and incorporated by reference. According to these techniques,

each received data frame is decoded at each of the possible rates. Error

metrics, describing the quality of the decoded symbols for each frame

decoded at each rate, are provided to a processor. The error metrics may

include Cyclic Redundancy Check (CRC) results, Yamamoto Quality Metrics,

and Symbol Error Rates.

communications systems.

These error metrics are -well-known in

The processor analyzes the error metrics and

SUBSTITUTE SHEET (RULE 26)
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determines the most probable rate at which the incoming symbols were

transmitted. '

Decoding each received data frame at each possible data rate will

eventually generate the desired decoded data. However, the search through

all possible rates is not the most efficient use of processing resources in a

receiver. Also, as higher transmission rates are used, power consumption

for determining the transmission rate also increases. This is because there

are more bits per frame to be processed. Furthermore, as technology

evolves, variable rate systems may utilize larger sets of data rates for

communicating information. The use of larger sets of rates will make the

exhaustive decoding at all possible rates infeasible. In addition, the decoding

delay will not be tolerable for some system applications. Consequently, a

more efficient rate determination system is needed in a variable rate

communications environment. These problems and deficiencies are clearly

felt in the art and are solved by the present invention in the manner

described below.

SUMMARY OF THE INVENTION

The present invention is a novel and improved system and method

for determining the transmission rate of communications in a variable rate

communications system. In a variable rate system, the data rate at which a

data frame is encoded may be based on the speech activity during the time

frame. Because the characteristics of speech are known, probability

functions may be defined for the data rates which are dependent on the

characteristics of speech. The probability functions may in addition be

dependent on the measured statistics of the received data frames.

Furthermore, hypothesis" tests can be designed based on the probability

functions to determine the most likely data rate of a received frame of data.

These probability functions may be dependent on the selected service"

option. For example, the probability functions for data services will be
different than for voice services.

At the receiver of the present invention, a processor causes a decoder
to decode the received frame of data into information bits at the most

probable rate as determined by the hypothesis test. The most probable rate

may, for example, be the rate of the previous frame of data. The decoder

also generates error metrics for the decoded information bits. The decoded

bits and the error metrics are provided to a data check element which checks

the decoded bits for correctness. If the error metrics indicate that the

SUBSTITUTE SHEET (RULE 26)
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decoded information bits are of good quality, then the information bits are
provided to a vocoder which further processes the data and provides speech

to the user. Otherwise, a failure signal is presented to the processor. The

processor then causes the decoder to decode the received frame of data at

other data rates until the correct data rate is found.

BRIEF DESCRIPTION OF THE DRAWINGS

The features, objects, and advantages of the present invention will

become more apparent from the detailed description set forth below when

taken in conjunction with the drawings in which like reference characters

identify correspondingly throughout and wherein:

FIG. 1 is a schematic overview of an exemplary CDMA cellular

telephone system;

FIG. 2 is a block diagram of a variable rate receiving system with

particular reference to the rate determination features of the present
invention;

FIGS. 3 and 4 are flow charts illustrating two embodiments of the

processing steps involved in rate determination wherein the hypothesis test

designates the rate of the previous frame of data as the most probable rate

for the current frame of data;

FIGS. 5 and 6 are flow charts illustrating two embodiments of the

processing steps involved in rate determination wherein the hypothesis test

is based on the a priori probability distribution of the data rates; and

FIGS. 7 and 8 are flow charts illustrating two embodiments of the

processing steps involved in rate determination wherein the hypothesis test

p is based on the conditional probability distribution of the data rates.

DETAILED DESCRIPTION OF THE PREFERRED

EMBODIMENTS

An exemplary cellular mobile telephone system in which the present

invention is embodied is illustrated in FIG. 1. For purposes of example this
system is described herein within the context of a CDMA cellular

communications system. However, it should be understood that the

invention is applicable to other types of communication systems such as

personal communication systems (PCS), wireless local loop, private branch

exchange (PBX) or other known systems. Furthermore systems utilizing
other well known transmission modulation schemes such as TDMA and
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FDMA as well as other spread spectrum systems may employ the present
invention.

An exemplary cellular system in which the rate determination system

of the present invention may be implemented is illustrated in FIG. 1. In

FIG. 1, system controller and switch 10 typically include appropriate interface

and processing hardware for providing system control information to the

cell-sites. Controller 10 controls the routing of telephone calls from the

public switched telephone network (PSTN) to the appropriate cell-site for

transmission to the appropriate mobile unit. Controller 10 also controls the

routing of calls from the mobile units via at least one cell-site to the PSTN.

Controller 10 may direct calls between mobile users via the appropriate cell-

site stations since such mobile units do not typically communicate directly

with one another.

Controller 10 may be coupled to the cell-sites by various means such

as dedicated telephone lines, optical fiber links or by radio frequency

communications. In FIG. 1, two exemplary cell-sites, 12 and 14, along with

two exemplary mobile units, 16 and 18, which include cellular telephones,

are illustrated. Arrows 20a-20b and 22a-22b respectively define the possible

communication links between cell-site 12 and mobile units 16 and 18.

Similarly, arrows 24a—24b and arrows 26a-26b respectively define the possible

communication links between cell-site 14 and mobile units 18 and 16.

The cellular system illustrated in FIG. 1 may employ a variable rate

data channel for communications between cell-sites 12, 14 and mobile units

16, 18. By example, a vocoder (not shown) may encode sampled voice

information into symbols at four different rates according to the IS-95-A

standard. The IS-95-A Mobile Station-Base Station Compatibility Standard

for Dual Mode Wideband Spread Spectrum Cellular System has been

provided by the telecommunications industry association (TIA) for CDMA

communications. According to IS-95-A, speech is encoded at approximately

8,550 bits per second (bps), 4,000 bps, 2,000 bps, and 800 bps based on voice

activity during a 20 millisecond (ms) frame of data. Each frame of vocoder

data is then formatted with overhead bits as 9,600 bps, 4,800 bps, 2,400 bps,

and 1,200 bps data frames for transmission. The 9,600 bps frame is referred

to as a full rate frame; the 4,800 bps data frame is referred to as a half rate

frame; a 2,400 bps data frame is referred to as a quarter rate frame; and a 1,200

bps data frame is referred to as an eighth rate frame. Although this example

describes a set of four data rates of the IS-95-A standard, it should be

recognized that the present invention is equally applicable in systems
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utilizing different transmission rates and/or a different number of variable

rates.

By encoding each frame of data based on speech activity, data

compression impacting the quality of the

reconstructed speech. Since speech inherently contains periods of silence,

i.e. pauses, the amount of data used to represent these periods can be

reduced. Variable rate vocoding most effectively exploits this fact by

reducing the data rate for these periods of silence. In a system with a set of

four rates as described above, periods of active speech will generally be

encoded at full rate, while periods of silence will generally be encoded at

eighth rate. Most frames (about 80-90%) are encoded at full or eighth rate.

Transitions between active speech and periods of silence will typically be

encoded at half or quarter rate. An exemplary encoding technique which

compresses data based on speech activity is described in U.S. Pat. No.
5,511,073 mentioned above.

The data frames are also formatted with overhead bits, which

generally will include additional bits for error correction and detection, such

as Cyclic Redundancy Check (CRC) bits. The CRC bits can be used by the

decoder to determine whether or not a frame of data has been received

correctly. CRC codes are produced by dividing the data block by a

predetermined binary polynomial as is described in detail in IS-95-A.

In a preferred embodiment, each frame of symbol data is interleaved

is achievable without

by an interleaver, preferably on a bit level basis, to increase time diversity for

purposes of error detection. The formatted data frames undergo further

processing, which include modulation, frequency upconversion to the radio

frequency (RF) and amplification of the signals of data frames, before
transmission.

When signals of the variable rate data frames are received by a
receiver, the receiver must determine the rate of transmission in order to

properly decode the signals. However, the rate of the received frame is not

known by the mobile station a priori. Therefore, some other method of

ascertaining the rate is necessary.

The present invention accomplishes rate determination through the

use of hypothesis testing. Hypothesis tests are designed based on the

probability distribution of the data rates of the frames of speech. Although

the data rate of each received frame is not known a priori, the probability of

receiving a frame at a given rate can be determined. As mentioned above, a

variable rate vocoder encodes each frame of speech at one of a set of

predetermined rates based on the speech activity during the time frame.
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Since the characteristics of speech activity can be modeled, probabilistic

functions of the data rates which depend on speech activity can be derived

from the model. Hypothesis tests can then be designed based on the

probabilistic functions of data rates to determine the most likely data, rate for
each received frame of data.

The use of hypothesis testing for rate determination in a variable rate

receiving system may be better appreciated by referring to FIG. 2. In a CDMA

environment, for example, the receiving system 50 of FIG. 2 may be

implemented in either a mobile unit or a cell site in order to determine the

data rate of received signals. The present invention offers particular

advantages because it avoids the exhaustive decoding at all rates. By

choosing a hypothesis and checking the hypothesis for correctness, the

average amount of processing for each received frame is reduced. This is

especially important in the mobile unit ‘because reduced processing, and

thereby power consumption, in the decoding process can extend battery life

in the receiver.

The variable rate receiving system 50 illustrated in FIG. 2 includes

receiver 30 for collecting transmitted signals, including the data signal of

interest. Receiver 30 amplifies and frequency downconverts the received

signals from the RF frequency band to the intermediate frequency (IF) band.

The IF signals are presented to demodulator 32. The design and

implementation of demodulator 32 are described in detail in U.S. Pat. No.

5,490,165, entitled ”DEMODULATION ELEMENT ASSIGNMENT IN A

SYSTEM CAPABLE OF RECEIVING MULTIPLE SIGNALS,” issued Feb. 6,

1996, and assigned to the assignee of the present invention, the disclosure of

which is incorporated by reference herein. Demodulator 32 demodulates

the IF signal to produce a data signal consisting of the symbols of one frame

of data. Demodulator 32 generates the data signal by despreading and

correlating the IF signal addressed to the receiver.

signal is then fed to buffer 33. Buffer: 33 stores the demodulated data signal,

or the received symbols, until it is properly decoded. Buffer 33 may also be

the deinterleaver if the data frame had been interleaved for transmission.

Buffer 33 provides the demodulated symbol data to decoder 34.

Hypothesis testing module 36 implements the hypothesis test for

determining the data rate of a received frame of data. Hypothesis testing

module 36 comprises processor 40, which includes memory 38. The

information needed in hypothesis testingsuch as the decoded rates from the

previous frames and the probabilities are stored in memory 38. For each

data frame received, processor 40 determines the most probable rate based

Petitioner Apple Inc. — Exhibit 1006, p. 268
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on the information stored in memory 38. Processor 40 then presents the

most probable data rate to decoder 34 which decodes the data signal at this

most probable rate to produce decoded bits.

In the exemplary embodiment, decoder 34 is a trellis decoder capable

of decoding data of varying rates, such as a Viterbi decoder. The design and

implementation of a multirate Viterbi decoder which exhaustively decodes

a received signal at all rates of a set of rates is described in the

aforementioned U.S. Patent Applications 08/233,570 and 08/126,477. It will

be understood by one skilled in the art that the multirate Viterbi decoder

may be modified to decode at a selected rate. This may be accomplished by

having the Viterbi decoder receive a rate indicator input, in response to

which the decoder decodes the data signal according to the rate indicator.

Thus, the modified Viterbi decoder may decode a received data frame based

on a rate indicator supplied by processor 40 of hypothesis testing module 36.

Decoder 34 generates information data bits and error metrics

include the

previously described CRC bits, which were added into the data frames as

characterizing the information bits. The error metrics

overhead bits. Decoder 34 may also generate other error metrics, such as the

Yamamoto Quality Metric and the Symbol Error Rate (SER). The

Yamamoto metric is determined by comparing the differences in the metrics

of remerging paths in each step of the Viterbi decoding with a threshold and

labeling a path as unreliable if the metric difference is less than a quality

threshold. If the final path selected by the Viterbi decoder has been labeled

as unreliable at any step, the decoder output is labeled as unreliable.

Otherwise, it is labeled as reliable. The Symbol Error Rate is determined by

taking the decoded bits, re-encoding these bits to provided re-encoded

symbols, and comparing these re-encoded symbols against the received

symbols which are stored in buffer 33. The SER is a measure of the

mismatching between the re-encoded symbols and the received symbols. _

The decoded information bits and the error metrics are provided to data

check element 42, which determines if the information bits have been

correctly decoded.

ln a preferred embodiment, data check element 42 first checks the

CRC bits. If the CRC check fails, then data check element 42 provides a

signal indicative of the failure to processor 40. If the CRC check passes, then
data check element 42 determines if the re-encoded SER is below a certain

threshold. If the SER is above the threshold, then a signal indicative of

failure is provided to processor 40. Otherwise, the data rate provided by

hypothesis testing module 36 is determined to be correct, and a success
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signal is provided to processor 40, whereupon no further decoding is

performed on the data frame. The properly decoded data signal is presented
to variable rate vocoder 44.

When processor 40 receives a failure signal indicating that data

symbols have not been properly decoded into information bits, processor 40

will determine at least one other data rate from the set of data rates at which

to decode the data symbols. Processor 40 provides the rate information to

decoder 34, which decodes the data symbols at the rate provided. For each

data rate at which the data signal is decoded, data check element 42 will

determine the quality of the decoded information bits. Upon determination

by data check element 42 that the correct data rate has been found, a signal of

decoded information bits is provided to variable rate vocoder 44. Vocoder

44 will then process the information bits for interface with the user.

Hypothesis testing module 36 may implement any of a number of

hypothesis tests for determining the data rate of a received frame of data.

For example the hypothesis test may be based on known statistics of speech

activity. It is known that for a set of four rates using 20 ms frames, a full rate

frame will usually be followed by another full rate frame, while an eighth-

rate frame will usually be followed by another eighth rate frame. Further, it

is also known that most frames will either be full or eighth rate rather than

half or quarter rate, because the periods of speech and silence do not occur in

20 ms bursts. Based on these characteristics, the hypothesis test may

designate the rate of the previous frame of data as the most probable rate for

the currently received frame of data.

In an exemplary implementation, the rate of the previous frame of

data is stored in memory 38 of hypothesis testing module 36. When a data

frame is received, processor 40 of hypothesis testing module 36 obtains the

rate of the previous frame from memory 38 and presents it to decoder 34.

Decoder 34 decodes the received data frame at the rate of the previous frame ‘

to produce information bits. Decoder 34 also generates error metrics which :

are then presented to data check element 42 along with the information bits.

If data check element 42 determines from the error metrics that the decoded

bits are of good quality, then the information bits are presented to vocoder

44. Otherwise, a failure indication is sent from data check element 42 to

processor 40. Processor 40 may then have decoder 34 exhaustively decode
the data frame at all other rates before determining the data rate. A flow

chart illustrating some of the steps involved in rate determination as

described in the embodiment above is shown in FIG. 3.
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Alternatively, processor 40 may have decoder 34 sequentially decode

the data frame according to a ranking from the next most likely rate to the

least likely rate. The ranking may be determined in a number of ways, such

as according to the probability distributions described below. For each

decoding, error metrics are generated by decoder 34 and checked by data

When correctly decoded, the decoded

frame is passed on to vocoder 44. A flow chart illustrating some of the

check element 42 for correctness.

processing steps of this embodiment is shown in FIG. 4.

Another implementation of hypothesis testing module 36 is based

upon the a priori probability distribution of data rates. For a set of four rates,

the a priori probability distribution (P) of the data rates may be defined as:

P = Prob{R,}, (3)

where Rt refers to the full, half, quarter, or eighth rate at time t. The

likelihood of receiving a frame at each of the different data rates of a set of

rates are maintained in memory 38 of processor 40. Generally, the

probability distribution of the data rates are determined based on the

The

likelihood of receiving a frame at the different rates are then permanently

theoretical statistics or the empirical statistics of speech activity.

stored in memory 38 for determining the rate of every received frame of

data. In a more sophisticated embodiment, the likelihood of the rates stored

in memory 38 may be updated based on the actual statistics of the received
frames of data.

For each new frame of data received, processor 40 obtains the most

probable rate from memory 38 and presents the most probable rate to

decoder 34. Decoder 34 decodes the data signal at this most probable data rate

and presents the decoded data to data check element 42. Error metrics,

including the CRC, are also generated by decoder 34 and presented to data

check element 42. Other error metrics may also be generated for checking by
data check element 42. If the error metrics indicate that the decoded bits are

of good quality, then the information bits are presented to vocoder 44.

Otherwise, a failure indication is sent from data check element 42 to

processor 40. Then, processor 40 obtains the second most likely data rate

from memory 38 and presents it to decoder 34, and the process of decoding
and error checking is continued until the correct data rate is found. A flow

chart of the processing steps of this embodiment is illustrated in FIG. 5.

Alternatively, upon receipt of a failure signal by processor 40, processor 40

may cause decoder 34 to exhaustively decode the data frame at each of the
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other data rates of the set of rates, and error metrics are checked for each

decoding in order to determine the actual rate of transmission. A flow chart

of the processing steps of this embodiment is illustrated in FIG. 6.

Instead of designing the hypothesis test based on the simple

probability distribution of the data rates, conditional probabilities may be

used to improve on the accuracy of the rate determination. For example,

the probability of receiving a data frame at a given rate may be defined to be

conditioned on the actual rates of the previous frames of data. Conditional

probabilities based on the previous rates work well because transition

characteristics of the data signals are well known. For example, if the rate

two frames ago was eighth rate and the rate for the previous frame was half

rate, then the most likely rate for the current frame is full rate, because the

transition to half rate indicates the onset of active speech. Conversely, if the

rate two frames ago was full rate and the rate for the previous frame was

quarter rate, then the most likely rate for the present frame might be eighth

rate, because the rate transition indicates the onset of silence.

The probability distribution of the data rates conditioned on the rates

of the previous n frames of data may be defined as:

P = Prob{ R, I RH, Rt_2, . . ., Rbn} t (4)

where Rt again refers to the rate at time t, and RH, R,_2, . . ., RH, refers to

rate(s) of the previous 11 frame(s) of data, for n 2 1. The likelihood of

receiving a frame at each of the different data rates of a set of rates

conditioned on the previous n actual rates are stored in memory 38 of

processor 40. In addition, the actual data rates of the previous n frames of

data are maintained by processor 40, and may be stored in memory 38 as the

rates are determined.

For each received frame of data, processor 40 will determine the most_

probable data rate conditioned on the previous n actual data rates and ‘

present it to decoder 34. Decoder 34 will decode the frame at this most

probable data rate and present the decoded bits to data check element 42. In

addition, error metrics are generated by decoder 34 and presented to data

check element 42. If the error metrics indicate that the decoded bits are of

good quality, then the information bits are presented to vocoder 44. Also,

processor 40 is informed of the rate decision so that it can maintain the

history of chosen rates. That is, processor 40 is supplied Rt so that it can be

used in determining Prob{ K I RM, _2, . . ., RH} for the next frame. If error

metrics indicate an unsuccessful decoding, then a failure indication signal is
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sent from data check element 42 to processor 40, and processor 40

determines the second most probable data rate conditioned on the previous

n actual data rates to decode the data frame. As in the simple probabilities

case, the process of decoding and error checking is continued until the

correct data rate is found. Some of the processing steps of this embodiment

are illustrated in a flow chart in FIG. 7. Also as in the simple probabilities

case, after a failed decoding at the most likely rate, decoder 34 may

exhaustively decode the dataframe at all of the other data rates and have

error metrics checked for all decoding in order to determine the data rate.

Some of the processing steps of this embodiment are illustrated in a flow
chart in FIG. 8.

It should be understood that the conditional probability distribution

of the data rates may depend on statistics other than the actual rates of the

previous frames of data. For example, the probability distribution may be

conditioned on one or more frame quality measurements. The probability
distribution is then defined to be:

P = Prob{R., I X1, x2, . . ., xk}, (5)

where Rt is the rate at time t, and X1, X2, . . . Xk are one or more frame quality

measurements. The k frame quality measurements may be measurements

performed on the current frame of data, or measurements performed on

previous frame(s) of data, or a combination of both. An example of a frame

quality measurement is the SER error metric mentioned above. Thus, the

probability of receiving a frame at a given rate is conditioned on the SER

obtained from the previous decoding if a previous decoding had been

performed.

The conditional probability distribution may also depend on a

combination of the actual rates of the previous frames of data and the frame

quality measurements. In this case, the probability distribution of the data

rates is defined as:

Pt = Probl Rt I Rt-1/ Rt-21 - - -I Rt-nl X1: X2: - - -I Xk l» (6) ‘

where R, is the rate at time t, RM, RM, . . ., RH, are the rates of the previous

frames of data and X1, X2, . . ., Xk are the frame quality measurements.

In the cases where the probability distribution is based on frame

should be

maintained in processor 40 of hypothesis testing module 36. As can be seen

quality measurements, the frame quality measurements

from the above description, the hypothesized frame rate may be conditioned
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on a number of different statistics, and the rates of the previous frames and

the frame quality measurements are examples of these statistics. For each

data frame received, processor 40 uses the statistics to determine the rate at

which to decode the frame.

A further refinement to the determination of the rate at which to

decode a received frame of data considers the processing costs of decoding

the frame at the various rates in conjunction with hypothesis testing. In

this embodiment, an optimum test sequence of the rates is established based

on both the probability distribution of the data rates and the cost of decoding

at each of the data rates. The optimum test sequence is maintained by

processor 40, which causes decoder 34 to sequentially decode a received

frame of data according to the optimum sequence until the correct rate is

found. The optimum test sequence is established to minimize the total

expected cost of the rate search. Denoting Pi to be the probability that the rate

search will stop at test Ti, and Ci to be the cost for conducting test Ti, the total

expected cost of the rate search using test sequence Ti, T2, . . ., TM , where M

is the number of possible rates in the system and 1 s i S M, can be modeled
as:

Ctotal = C1 * P] + (C1 + C2)‘ P2 + . . . (C1 + C2 +. . .+ CM)‘

The optimum test sequence is found by minimizing the total expected cost

Ctotal'

In Equation (7), the cost Ci for conducting test Ti will generally be the

processing power required for decoding a frame at the rate specified by test

Ti. The cost may be assigned to be proportional to the frame rate specified by

the test Ti because the computational complexity of decoder 34 is in general

approximately proportional to the number of bits per frame. The

probabilities Pi may be assigned by the unconditioned a priori probability -

distribution of data rates as defined by Equation (3), or any of the conditional

probability distributions defined by Equations (4), (5), or (6) above.

In a variable rate communications system where data frames are

transmitted at 9,600 bps, 4,800 bps, 2,400 bps, and 1,200 bps, the following

example illustrates the formulation of the optimum test sequence for rate

determination of a received frame. The costs to decode the 9,600 bps, 4,800

bps, 2,400 bps, and 1,200 bps frames are assumed to be 9.6, 4.8, 2.4, and 1.2,

respectively. Further, the probability of receiving a frame at each of the four
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rates is assumed to be the unconditioned a priori probabilities having the

following values: '

Prob(9,600 bps) = 0.291, (8)

Prob(4,800 bps) = 0.039, (9)

Prob(2,400 bps) = 0.072, and (10)

Prob(1,200 bps) = 0.598. (11)

The probabilities given in Equations (8)-(11) are derived from steady state

empirical data.

A listing of all possible test sequences for rate determination in the

system transmitting frames at 9,600, 4,800, 2,400, and 1,200 bps is shown in

Table I below. In Table I, column 1 lists all possible test sequences T1, T2, T3,

T4, where T1 = 1 refers to the test of decoding at 9,600 bps, T1 = 1/2 refers to

the test of decoding at 4,800 bps, T1 = 1/4 refers to the test of decoding at 2,400

bps, and T1 = 1/8 refers to the test of decoding at 1,200 bps. Columns 2 and 3

list the probability P1 and the cost C1 of performing the test T1, columns 4

and 5 list the probability P2 and the cost C2 of performing the test T2,

columns 6 and 7 list the probability P3 and the cost C3 of performing the test

T3, and columns 8 and 9 list the probability P4 and the cost C4 of performing

the test T4. The total cost C1o1a1 of performing the test sequence T1, T2, T3, T4
is listed in column 10.
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0.598 1.2

0.072 2.4

0.598

0.039

0.072

0.039

0.598

0.072

0.598

0.291

0.072

0.291

0.598

0.039

0.598

0.291

0.291

0.039

0.039

0.072

0.072

0.291

0.291

0.039

1,1/2, 1/4, 1/

1,1/2, 1/8, 1/ .

1,1/4, 1/2, 1/

1.1/4, 1/8, 1/

1,‘1/8,1/2,1/

1, 1/8,1/4, 1/

1/2, 1, 1/4, 1/

1/2, 1, 1/8, 1/

1/2,1/4,1, 1/

1/2, 1/8, 1/4, 1

1/4, 1, 1/2, 1/

1/4, 1, 1/8, 1/

1/4,1/2,1,1/

Table I

As shown in Table I, the optimum test sequence is the sequence 1/8,

1, 1 /4, 1/2 shown in the 19th row. This test sequence offers the lowest total

expected cost of processing. Therefore, the rate determination system would

decode a received frame of data at 1,200 bps first. If the decoding at 1.200 bps

is not successful, then the frame would be decoded sequentially at 9,600 bps,

2,400 bps, and 4,800 _bps until the correct rate is found.

embodiment, the optimum test sequence is maintained by processor 40 of

In a preferred

hypothesis testing module 36. For each frame of data received, processor 40

causes decoder 34 to decode the frame sequentially according to the

optimum test sequence, with each decoding checked by data check element

42, until the correct data rate is found. Processing resources are efficiently

utilized in this rate determination system because the decoding is performed

sequentially according to an optimum search sequence.

Based on the embodiments described above, it will be understood by

one skilled in the art that the present invention is applicable to all systems
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in which data has been encoded according to a variable rate scheme and the

data must be decoded in order to determine the rate. Even more generally,

the invention is applicable to all systems in which the encoded data E is a

function of the data D and some key k, and there exists some information in

D or E which permits the verification of the correct D by the receiver. The

sequence k may be time varying. The encoded data is represented as:

E = f(D,k), (1)

where k is from a small set K of keys and where some probability function

exists on the set of keys. The inverse of the encoding, or the decoding, can

be represented as:

D= f‘<E,1<), A (2)

where k is chosen so that D is correct.

As an example, assume that D is data composed of fixed-length

sequence D1 and fixed length sequence D2 so that D = D1, D2. Sequence D2 is

the Cyclic Redundancy Code (CRC) of D1, so that D2 = fcrc(D1). Assume also

that the encoding function, f(D,k), is an exclusive-OR of a fixed-length D

with the fixed length sequence k. Then, the decoding, t'1(E,k), would be the

exclusive-OR of E with the correct k. The correct k is verified by checking

whether D2 = fcrc(D1). The correct k can be found by decoding all possible

the CRC check passes.

Alternatively, it can be done by sequentially decoding using one k at a time,

k’s in K and then determining whether

with no further decoding once the ”correct" k is found. According to the

present invention, the order of sequential decoding is to be determined by

hypothesis testing. A number of hypothesis tests, including the tests

described above, may be utilized. The order of sequential decoding may in

addition depend on the cost of processing, as described above. The use of

hypothesis testing and/or cost functions in formulating a test sequence for A

rate determination reduces the average amount of processing as fewer k’s

will have to be tried.

The previous description of the preferred embodiments is provided

to enable any person skilled in the art to make or use the present invention.

The various modifications to these embodiments will be readily apparent to

those skilled in the art, and the generic principles defined herein may be

applied to other embodiments without the use of the inventive faculty.

Thus, the present invention is not intended to be limited to the
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embodiments shown herein but is to be accorded the widest scope consistent

with the principles and novel features disclosed herein.
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CLAIMS

1. In a variable rate communications system, a sub-system for

determining, at a receiver, the data rate of a received data frame, comprising:

a processor for generating a signal indicating the most likely rate of

said received data frame in accordance with a predetermined hypothesis test;

and

a decoder for receiving said most likely rate signal and for decoding

said received data frame into a decoded frame of bits at said most likely rate.

2. The rate determination sub-system of claim 1 wherein said

most likely rate is the rate of the previous data frame.

3. The rate determination sub-system of claim 1 wherein said

hypothesis test is based on an a priori probability distribution of data rates.

4. The rate determination sub-system of claim 1 wherein said

hypothesis test is based on a conditional probability distribution of data rates

conditioned on the rate of at least one previous data frame.

5. The rate determination sub-system of claim 1 wherein said

hypothesis test is based on a conditional probability distribution of data rates

conditioned on at least one frame quality measurement.

6. The rate determination sub-system of claim 1 further

comprising a data check element for receiving said decoded bits, generating

error metrics characterizing said decoded bits, and generating a quality

indication based on said error metrics for said decoded bits.

7. The rate determination sub-system of claim 6,

further comprising a vocoder for receiving said decoded bits and

processing said decoded bits to provide speech to an user upon generation of

a positive indication of said quality; and

wherein upon generation of a negative indication of said quality, said

processor further causes said decoder to perform additional decoding of said

received data frame in accordance with at least one rate other than said most

likely rate.
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8. The rate determination sub-system of claim 7,

wherein said additional decoding is performed sequentially in

accordance with a predetermined test sequence of data rates;

wherein said data check element generates error metrics for each said

additional decoding and generates a quality indication based on said error

metrics for each said additional decoding; and

wherein said additional decoding terminates upon generation of a

positive indication of said quality.

9. The rate determination sub-system of claim 7,

wherein said additional decoding comprises exhaustive decoding of

said received data frame at all rates of a rate set except said most likely rate;

and

wherein said data check element generates error metrics for each said

additional decoding and determines the rate of said received data frame in

accordance with said error metrics.

10. The rate determination sub-system of claim 6 wherein said

error metrics include a Cyclic Redundancy Check result.

11. The rate determination sub-system of claim 6 wherein said

error metrics include a Symbol Error Rate‘metric.

12. The rate determination sub-system of claim 6 wherein said

error metrics include a Yamamoto quality metric.

13. The rate determination sub-system of claim 1 wherein said

processor comprises a memory for storing said most likely rate.

14. The rate determination sub-system of claim 1 wherein said

decoder is a Viterbi decoder.

15. In a variable rate communications system, a sub-system for

determining, at a receiver, the data rate of a received data frame, comprising:

a processor for generating a test sequence of data rates for determining

the rate of a received data frame, said test sequence being generated in

accordance with a predetermined hypothesis test;
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a decoder for decoding said received data frame sequentially according

to said test sequence and generating a decoded frame of bits for each rate at

which said received data frame is decoded;

a data check element for generating error metrics characterizing said

decoded bits and for generating a quality indication based on said error

metrics for each rate at which said received data frame is decoded; and

wherein no further decoding is performed upon generation of a

positive indication of said quality.

16. The rate determination sub-system of claim 15 wherein said

hypothesis test is based on an a priori probability distribution of data rates.

17. The rate determination sub-system of claim 15 wherein said

hypothesis test is based on a conditional probability distribution of data rates

conditioned on the rate of at least one previous data frame.

18. The rate determination sub-system of claim 15 wherein said

hypothesis test is based on a conditional probability distribution of data rates

conditioned on at least one frame quality measurement.

19. The rate determination sub-system of claim 16 wherein said

test sequence is generated further in accordance with the cost of decoding
said received data frame at each of said data rates.

20. The rate determination sub-system of claim 17 wherein said

test sequence is generated further in accordance with the cost of decoding
said received data frame at each of said data rates.

21. The rate determination sub-system of claim 18 wherein said

test sequence is generated further in accordance with the cost ofydecoding
said received data frame at each of said data rates.

22. The rate determination sub-system of claim 15 further

comprising a vocoder for receiving said decoded bits and processing said

decoded bits to provide speech to an user upon generation of a positive

indication of said quality.

23. The rate determination sub-system of claim 15 wherein said

error metrics include a Cyclic Redundancy Check result.
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24. The rate determination sub-system of claim 15 wherein said

error metrics include a Symbol Error Rate metric.

25. The rate determination sub-system of claim 15 wherein said

error metrics include a Yamamoto quality metric.

26. The rate determination sub-system of claim 15 wherein said

processor comprises a memory for storing said test sequence of data rates.

27. The rate determination sub-system of claim 15 wherein said

decoder is a Viterbi decoder.

28. A method for determining the rate of a received data frame in

a variable rate communications system, comprising the steps of:

receiving a wide-band signal;

demodulating said wide-band signal to produce a data signal, wherein

said data signal has been transmitted at one of a set of possible transmission

rates;

generating a test sequence of data rates for determining the rate of said

data signal, said test sequence being generated in accordance with a

predetermined hypothesis test;

decoding said data signal sequentially according to said test sequence

to generate a decoded frame of bits for each rate at which said data signal is

decoded;

generating error metrics characterizing said decoded frame of bits for

each rate at which said data signal is decoded;

generating a quality indication based on said error metrics for each

rate at which said data signal is decoded; and

upon generation of a positive indication of said quality, providing

said decoded frame of bits to a vocoder which processes said decoded bits to

provide speech to an user.

29. The method of claim 28 wherein said hypothesis test is based

on an a priori probability distribution of data rates.

30. The method of claim 28 wherein said hypothesis test is based

on a conditional probability distribution of data rates conditioned on the rate

of at least one previous data frame.
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31. The method of claim 28 wherein said hypothesis test is based

on a conditional probability distribution of data rates conditioned on at least

one frame quality measurement.

32. The method of claim 29 wherein said test sequence is generated

further in accordance with the cost of decoding said received data frame at
each of said data rates.

33. The method of claim 30 wherein said test sequence is generated

further in accordance with the cost of decoding said received data frame at
each of said data rates.

34. The method of claim 31 wherein said test sequence is generated

further in accordance with the cost of decoding said received data frame at
each of said data rates.
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SELF-DECRYPTING DIGITAL INFORMATION SYSTEM AND METHOD

Field of the lnvention

The present invention is related to mechanisms for protecting digital information from

being copied. In particular, the present invention is related to mechanisms which permit

authorized execution of computer program code or access to other digital infonnation which is

encrypted or otherwise encoded.

Background of the Invention

A serious problem which faces the electronic publishing and software industries is the

ease with which digital information can be copied without authorization from the publisher.

Digital information also may be used or modified without authorization. For example, computer

software may be reverse engineered or attacked by computer viruses.

There are many mechanisms available which may be used to limit or prevent access to

digital information. Such mechanisms often either restrict the ability of the user to make back-up

copies or involve the use of special purpose hardware to limit access to the digital infonnation.

For example, some mechanisms restrict the use of digital information to a particular machine.

See, for example, U.S. Patent 4,817,140. Other mechanisms require the digital information to be

stored on a particular recording medium in order to be used. See, for example, U.S. Patent V __ _

5,412,718. Yet other mechanisms allow only a certain number of uses of the digital information:'

See for example, U.S. Patent 4,888,798. Many of these access control mechanisms cause

distribution to be more costly.

Several other patents describe a variety of systems for encryption, compression,

licensing and royalty control and software distribution such as: U.S. Pat. No. 4,405,829, U.S.

Pat. No. 4,864,616, U.S. Pat. No. 4,888,800, U.S. Pat. No. 4,999,806, U.S. Pat. No. 5,021,997,

U.S. Patent No. 5,027,396, U.S. Pat. No. 5,033,084, U.S. Pat. No. 5,081,675, U.S. Pat. No.

5,155,847, U.S. Pat. No. 5,166,886, U.S. Pat. No. 5,191,611, U.S. Pat. No. 5,220,606, U.S. Pat.

No. 5,222,133, U.S. Pat. No. 5,272,755, U.S. Pat. No. 5,287,407, U.S. Pat. No. 5,313,521, U.S.

Pat. No. 5,325,433, U.S. Pat. No. 5,327,563, U.S. Pat. No. 5,337,357, U.S. Pat. No. 5,351,293,

U.S. Pat. No. 5,341,429, U.S. Pat. No. 5,351,297, U.S. Pat. No. 5,361,359, U.S. Pat. No.

5,379,433, U.S. Pat. No. 5,392,351, U.S. Pat. No. 5,394,469, U.S. Pat. No. 5,414,850, U.S. Pat.

No. 5,473,687, U.S. Pat. No. 5,490,216, U.S. Pat. No. 5,497,423, U.S. Pat. No. 5,509,074, U.S.
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Pat. No. 5,,5l1,123, U.S. Pat. No. 5,524,072, U.S. Pat. No. 5,532,920, U.S. Pat. No. 5,555,304,

U.S. Pat. No. 5,557,346, U.S. Pat. No. 5,557,765, U.S. Pat. No. 5,592,549, U.S. Pat. No.

5,615,264, U.S. Pat. No. 5,625,692, and U.S. Pat. No. 5,63 8,445.

Computer programs or other digital information also may be encrypted in order to

prevent an individual from making a useful copy of the information or from reverse engineering

a program. Even with such encryption, however, a computer program must be decrypted in order

for a computer to load and execute the program. Similarly, other digital information must be

decrypted before it can be accessed and used. Generally, digital information is decrypted to disk,

and not to main memory of the computer which is more protected by the operating system,

because decryption to main memory results in a significant loss of memory resources. If the

purpose for using encryption is to prevent users from copying the digital information, then

decryption of the information to accessible memory for use defeats this purpose.

One way to protect digital information using encryption has been made available by

International Business Machines (IBM) and is called a “CRYPTOLOPE” information container.

This technology is believed to be related to U.S. Patent Nos. 5,563,946 and 5,598,470 (to Cooper

et al.), and published European patent applications 0679977, 0679978, 0679979 and 0681233.

The CRYPTOLOPE system requires a user to have a “helper application” and a key. The

CRYPTOLOPE information container is generated by IBM. The content provider submits data

to IBM, which in turn encrypts and packages the data in a CRYPTOLOPE information container.

The helper application is a form of memory resident program, called a terminate and stay

resident (TSR) program, which is a form of input/output (I/O) device driver installed in the

operating system and which monitors requests from the operating system for files on specified

drives and directories. Because the TSR program must know the directory, and/or file name to

be accessed, that information also is available to other programs. Other programs could use that

information to manipulate the operation of the TSR program in order to have access to decrypted

contents of the information container. The encrypted information container includes an

executable stub which is executed whenever the application is run without the installed TSR

program or from a drive not monitored by the TSR program to prevent unpredictable activity

from executing encrypted code. This stub may be used to install decryption and cause the

application be executed a second time, or to communicate with the TSR program to instruct the

TSR program to monitor the drive. It may be preferable from the point of view of the content

provider however to maintain an encryption process and keys independently of any third party.
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Multimedia content, such as a movie or hypertext presentation also may be stored on a

digital versatile disk (DVD), sometimes called a digital video disk, compact disk read-only

memory (CD-ROM), rewriteable compact disks (CD-RW) or other medium in an encrypted

digital format for use with special~purpose devices. For example, concern about illegal copying

of content from digital video disks or other digital media has resulted in a limited amount of

content being available for such devices. This problem has caused representatives of both

multimedia providers and digital video disk manufacturers to negotiate an agreement on an

encryption format for information stored on DVDs. This copy protection scheme is licensed

through an organization called the CSS Interim Licensing organization. However, in this

arrangement, the content provider is limited to using the agreed upon encryption format and a

device manufacturer is limited to using a predetermined decryption system.

Encryption has also been used to protect and hide computer viruses. Such viruses are

typically polymorphic, i.e., they change every time they infect a new program, and are encrypted.

The virus includes a decryption program that executes to decrypt the virus every time the

infected program is run. Such viruses are described, for example, in “Computer Virus-Antivirus

Coevolution” by Carey Nachenberg, ,Vol. 40, No. 1, (Jan. 1997),

p. 46 et seq. Such viruses include decryption keys within them since, clearly, their execution is

not carried out by the user and a user would not be asked for authorization keys to permit

execution of the viruses. Additionally, such viruses are typically only executed once at the start

of execution of an infected program and permanently return control to the infected program after

execution.

Summary 91 the Invention

Some of these problems with digital information protection systems may be overcome

by providing a mechanism which allows a content provider to encrypt digital information

without requiring either a hardware or platform manufacturer or a content consumer to provide

support for the specific form of corresponding decryption. This mechanism can be provided in a

manner which allows the digital information to be copied easily for back—up purposes and to be

transferred easily for distribution, but which should not permit copying of the digital information

in decrypted form. In particular, the encrypted digital information is stored as an executable

computer program which includes a decryption program that decrypts the encrypted information
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to provide the desired digital information, upon successful completion of an authorization

procedure by the user.

In one embodiment, the decryption program is executed as a process within a given

operating system and decrypts the digital information within the memory area assigned to that

process. This memory area is protected by the operating system from copying or access by other

processes. Even if access to the memory area could be obtained, for example through the

operating system, when the digital information is a very large application program or a large data

file, a copy of the entire decrypted digital information is not likely to exist in the memory area in

complete form.

By encrypting information in this manner, a platform provider merely provides a

computer system with an operating system that has adequate security to define a protected

memory area for a process and adequate functionality to execute a decryption program. The

content provider in turn may use any desired encryption program. In addition, by having a

process decrypt information within a protected memory area provided by the operating system,

the decrypted information does not pass through any device driver, memory resident program or

other known logical entity in the computer system whose behavior may be controlled to provide

unauthorized access to the data. The ability to reverse engineer or attack a computer program

with a computer virus also may be reduced.

In another embodiment, the decryption program is part of a dynamically loaded device

driver that responds to requests for data from the file containing the encrypted data. When the

digital information product is first executed, this device driver is extracted from the file and is

loaded into the operating system. The executed digital information product then informs the

loaded device driver of the location of the hidden information in the file, any keys or other

passwords, and the name of a phantom directory and file to be called that only the digital

information product and the device driver know about. The name of this directory may be

generated randomly. Each segment of hidden information in the digital information product may

be assigned its own unique file name in the phantom directory. The digital information product

then makes a call to the operating system to execute one of the files in the phantom directory.

The loaded driver traps these calls to the operating system, accesses the original file, decrypts the

desired information and outputs the desired information to the operating system.

In combination with other mechanisms that track distribution, enforce royalty payments

and control access to decryption keys, the present invention provides an improved method for
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identifying and detecting sources of unauthorized copies. Suitable authorization procedures also

enable the digital information to be distributed for a limited number of uses and/or users, thus

enabling per-use fees to be charged for the digital information.

Accordingly, one aspect of the invention is a digital information product including a

computer—readable medium with digital information stored thereon. The digital information

includes computer program logic having a first portion of executable computer program logic

and a second portion of digital information. The first portion of executable program logic, when

executed, defines a mechanism for responding to requests for digital information from an

operating system of a computer. This mechanism, when used to access the second portion of the

encrypted digital information, decrypts the encrypted digital information, and provides the

encrypted digital information to the operating system.

In the foregoing aspect of the invention, the digital information may be executable

computer program logic. Hence, one aspect of the invention is a computer program product,

including a computer readable medium with computer program logic stored thereon. The

computer program logic includes a first portion of executable computer program logic and a

second portion of encrypted computer program logic. The first portion of executable computer

program logic, when executed, defines a mechanism for responding to requests for computer

program logic from an operating system of a computer. This mechanism accesses the second

portion of encrypted computer program logic, decrypts the encrypted computer program logic,

and provides the decrypted computer program logic to the operating system.

Another aspect of the present invention is a computer program product, a computer

system and a process which produce a computer program or digital information product in

accordance with other aspects of the invention, using executable program code for the first and

second portions of the desired computer program product.

Another aspect of the present invention is a computer program product including a self-

decrypting encrypted executable computer program. The product includes a computer readable

medium having computer program logic stored thereon. The computer program logic defines

first, second and third modules, wherein the third module defines the encrypted executable

computer program. The first module, when executed by a computer, defines a mechanism for

loading the second module into memory of the computer. The second module, when executed by

a computer, defines a mechanism for communicating with an operating system of the computer

to receive requests for program code from the encrypted executable computer program from the

Petitioner Apple Inc. — Exhibit 1006, p. 301



Petitioner Apple Inc. - Exhibit 1006, p. 302

I0

15

20

25

30

W0 93/115” PCT/US97/16223

- 5 _

third module, and for processing the requests to access and decrypt the encrypted executable

computer program and for providing the decrypted executable code from the third module to the

operating system.

Another aspect of the invention is a process for executing encrypted executable

computer programs on a computer system having a processor, memory and operating system.

The process involves receiving computer program logic having a first module defining a start up

routine, a second module, and a third module containing the encrypted executable computer

program. The first module of the received computer program logic is executed using the

processor. When the first module is executed, the second module is caused to be loaded into the

memory of the computer system. Requests are generated from the operating system for data

from the encrypted executable computer program and are received by the second module. The

second module accesses and decrypts the encrypted executable computer program in response to

these requests and returns the decrypted executable computer program to the operating system.

These and other aspects, advantages and features of the present invention and its

embodiments will be more apparent given the following detailed description.

Brief Description of the flzawing

In the drawing,

Fig. 1 is a block diagram of a typical computer system with which the present invention

may be implemented;

Fig. 2 is a block diagram of a memory system in the computer system of Fig. 1;

Fig. 3 is a diagram of a computer program or digital information product which may be

recorded on a computer readable and writable medium, such as a magnetic disc;

Fig. 4 is a flowchart describing how the computer program or digital information

product of Fig. 3 is used;

Fig. 5 is a flowchart describing operation of an example unwrap procedure as shown in

Fig. 3 -in one embodiment of the invention;

Fig. 6 is a flowchart describing operation of an example device driver as shown in Fig.

3 in one embodiment of the invention;

Fig. 7 is a block diagram of a computer system in the process of executing a computer

program product in accordance with one embodiment of the invention;
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Fig. 8 is a flowchart describing operation of an example unwrap procedure in another

embodiment of the invention; and

Fig. 9 is a flowchart describing how a computer program product such as shown in Fig.

3 is constructed.

Detailed Description

The present invention will be more completely understood through the following

detailed description which should be read in conjunction with the attached drawing in which

similar reference numbers indicate similar structures.

Embodiments of the present invention may be implemented using a general purpose

digital computer or may be implemented for use with a digital computer or digital processing

circuit. A typical computer system 20 is shown in Fig. 1, and includes a processor 22 connected

to a memory system 24 via an interconnection mechanism 26. An input device 28 also is

connected to the processor and memory system via the interconnection mechanism, as is an

output device 30. The interconnection mechanism 26 is typically a combination of one or more

buses and one or more switches. The output device 30 may be a display and the input device

may be a keyboard and/or a mouse or other cursor control device.

It should be understood that one or more output devices 30 may be connected to the

computer system. Example output devices include a cathode ray tube (CRT) display, liquid

crystal display (LCD), television signal encoder for connection to a television or video tape

recorder, printers, communication devices, such as a modem, and audio output. It also should be

understood that one or more input devices 28 may be connected to the computer system.

Example input devices include a keyboard, keypad, trackball, mouse, pen and tablet,

communication device, audio or video input and scanner. It should be understood that the

invention is not limited to the particular input or output devices used in combination with the

computer system or to those described herein.-

The computer system 20 may be a general purpose computer system, which is

programmable using a high level computer programming language, such as "C++," "Pascal,"

“VisualBasic.” The computer system also may be implemented using specially programmed,

special purpose hardware. In a general purpose computer system, the processor is typically a

commercially available processor, such as the Pentium processor from Intel Corporation. Many

other processors are also available. Such a processor executes a program called an operating

Petitioner Apple Inc. — Exhibit 1006, p. 303



Petitioner Apple Inc. - Exhibit 1006, p. 304

I0

15

20

25

30

“'0 93/11590 PCT/US97ll6223

- 3 -

system, such as Windows 95 or Windows NT 4.0, both available from Microsoft Corporation,

which controls the execution of other computer programs and provides scheduling, debugging,

input output control, accounting compilation, storage assignment, data management and memory

management, and communication control and related services. Other examples of operating

systems include: MacOS System 7 from Apple Computer, OS/2 from IBM, VMS from Digital

Equipment Corporation, MS-DOS from Microsoft Corporation, UNIX from AT&T, and IRIX

from Silicon Graphics, Inc.

The computer system 20 also may be a special purpose computer system such as a

digital versatile disk or digital video disk (DVD) player. In a DVD player, there is typically a

decoder controlled by some general processor which decodes an incoming stream of data from a

DVD. In some instances, the DVD player includes a highly integrated DVD decoder engine.

Such devices generally have a simple operating system which may be modified to include the

capabilities described and used herein in connection with the typical operating systems in a

general purpose computer. In particular, some operating systems are designed to be small

enough for installation in an embedded system such as a DVD player, including the WindowsCE

operating system from Microsoft Corporation and the JavaOS operating system from SunSoft

Corporation. The operating system allows a content provider to provide its own programs that

define some of the content, which is particularly useful for interactive multimedia. This

capability also can be used to provide encryption and decryption, in accordance with the

invention. I

The processor and operating system define a computer platform for which application

programs in a programming language such as an assembly language or a high level programming

language are written. It should be understood that the invention is not limited to a particular

computer platform, operating system, processor, or programming language. Additionally, the

computer system 20 may be a multi-processor computer system or may include multiple

computers connected over a computer network.

An example memory system 24 will now be described in more detail in connection with

Fig. 2. A memory system typically includes a computer readable and writable non—volatile

recording medium 40, of which a magnetic disk, a flash memory, rewriteable compact disk (CD-

RW) and tape are examples. The recording medium 40 also may be a read only medium such as

a compact disc-read only memory (CD-ROM) or DVD. A magnetic disk may be removable,

such asia “floppy disk” or “optical disk,” and/or permanent, such as a “hard drive.” The disk,
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which is shown in Fig. 2, has a number of tracks, as indicated at 42, in which signals are stored,

in binary form, i.e., a form interpreted as a sequence of 1's and 0's, as shown at 44. Such signals

may define an application program to be executed by the microprocessor, or infonnation stored

on the disk to be processed by the application program. Typically, in the operation of a general

purpose computer, the processor 22 causes data to be read from the non-volatile recording

medium 40 into an integrated circuit memory element 46, which is typically a volatile random

access memory, such as a dynamic random access memory (DRAM) or static random access

memory (SRAM). The integrated circuit memory element 46 allows for faster access to the

information by the processor than disk 40, and is typically called the system or host memory.

The processor generally causes the data to be manipulated within the integrated circuit memory

46 and may copy the data to the disk 40, if modified, when processing is completed. A variety of

mechanisms are known for managing data movement between the disk 40 and the integrated

circuit memory 46, and the invention is not limited thereto. It should also be understood that the

invention is not limited to a particular memory system.

The file system of a computer generally is the mechanism by which an operating system

manages manipulation of data between primary and secondary storage, using files. A file is a

named logical construct which is defined and implemented by the operating system to map the

name and a sequence of logical records of data to physical storage media. An operating system

may specifically support various record types or may leave them undefined to be interpreted or

controlled by application programs. A file is referred to by its name by application programs and

is accessed through the operating system using commands defined by the operating system. An

operating system provides basic file operations provided by for creating a file, opening a file,

writing a file, reading a file and closing a file.

In order to create a file, the operating system first identifies space in the storage media

which is controlled by the file system. An entry for the new file is then made in a directory

which includes entries indicating the names of the available files and their locations in the file

system. Creation of a file may include allocating certain available space to the file. Opening a

file returns a handle to the application program which it uses to access the file. Closing a file

invalidates the handle.

In order to write data to a file, an application program issues a command to the

operating system which specifies both an indicator of the file, such as a file name, handle or

other descriptor, and the information to be written to the file. Given the indicator of the file, the
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operating system searches the directory to find the location of the file. The directory entry stores

a pointer, called the write pointer, to the current end of the file. Using this pointer, the physical

location of the next available block of storage is computed and the information is written to that

block. The write pointer is updated in the directory to indicate the new end of the file.

In order to read data from a file, an application program issues a command to the

operating system specifying the indicator of the file and the memory locations assigned to the

application where the next block of data should be placed. The operating system searches its

directory for the associated entry given the indicator of the file. The directory may provide a

pointer to a next block of data to be read, or the application may program or specify some offset

from the beginning of the file to be used.

A primary advantage of using a file system is that, for an application program, the file is

a logical construct which can be created, opened, written to, read from and closed without any

concern for the physical storage used by the operating system.

The operating system also allows for the definition of another logical construct called a

process. A process is a program in execution. Each process, depending on the operating system,

generally has a process identifier and is represented in an operating system by a data structure

which includes information associated with the process, such as the state of the process, a

program counter indicating the address of the next instruction to be executed for the process,

other registers used by process and memory management information including base and bounds

registers. Other information also may be provided. The base and bounds registers specified for a
process contain values representing the largest and smallest addresses that can be generated and

accessed by an individual program. rWhere an operating system is the sole entity able to modify

these memory management registers, adequate protection from access to the memory locations of

one process from another process is provided. As a result, this memory management information

is used by the operating system to provide a protected memory area for the process. A process

generally uses the file system of the operating system to access files.

The present invention involves storing encrypted digital information, such an audio,

video, text or an executable computer program, on a computer readable medium such that it can

be copied easily for back-up purposes and transferred easily for distribution, but also such that it

cannot be copied readily in decrypted form during use. In particular, the digital information is

stored as a computer program that decrypts itself while it is used to provide the digital

information, e.g., to provide executable operation code. to the operating system of a computer, as
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the digital information is needed. Any kind of encryption or decryption may be used and also

may include authorization mechanisms and data compression and decompression. In one

embodiment of the present invention, decrypted digital information exists only in memory

accessible to the operating system and processes authorized by the operating system. When the

digital information is a large application program, a copy of the entire decrypted application

program is not likely to exist in the main memory at any given time, fixrther reducing the

likelihood that a useful copy of decrypted code could be made. The decryption operation also is

performed only if some predetermined authorization procedure is completed successfully.

One embodiment of the invention, in which the decryption program is a form of

dynamically loaded device driver, will first be described. Fig. 3 illustrates the structure of digital

information as stored in accordance with one embodiment of the present invention, which may

be stored on a computer readable medium such as a magnetic disc or compact disc read only

memory (CD—ROM) to form a computer program product. The digital information includes a

first portion 50, herein called an unwrap procedure or application, which is generally

unencrypted executable program code. The purpose of the unwrap procedure is to identify the

locations of the other portions of the digital information, and may perform other operations such

as verification. In particular, the unwrap procedure identifies and extracts a program which will

communicate with the operating system, herein called a virtual device driver 52. The unwrap

procedure may include decryption and decompression procedures to enable it to

decrypt/decompress the driver, and/or other content of this file. The program 52 need not be a

device driver. The virtual device driver 52 typically follows the unwrap procedure 50 in the file

container, the digital information. The virtual device driver, when executed, decrypts and

decodes the desired digital information such as an executable computer program code from

hidden information 54, which may be either encrypted and/or encoded (compressed). It is the

decrypted hidden information which is the desired digital information to be accessed. This

hidden information may be any kind of digital data, such as audio, video, text, and computer

I program code including linked libraries or other device drivers.

In this embodiment of the computer program product, labels delineate the boundaries

between the device driver and the hidden files. These labels may or may not be encrypted. A

first label 56 indicates the beginning of the code for the virtual device driver 52. A second label

58 indicates the end of the virtual device driver code. Another label 60 indicates the beginning

of the hidden information and a label 62 indicates the end of that application. There may be one
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or more blocks of such hidden information, each of which can be given a different name. It may

be advantageous to use the name of the block of information in its begin and end tags. This

computer program product thus contains and is both executable computer program code and one

or more blocks of digital information. A table of locations specifying the location of each

portion of the product could be used instead of labels. Such a table could be stored in a

predetermined location and also may be encrypted.

The overall process performed using this computer program product in one embodiment

of the invention will now be described in connection with Fig. 4. This embodiment may be

implemented for use with the Windows95 operating system and is described in more detail in

connection with Figs. 5-7. An embodiment which may be implemented for use on the

WindowsNT 4.0 operating system is described in more detail below in connection with Fig. 8.

In both of these described embodiments, the digital information is an executable computer

program which .is read by the operating system as data from this file and is executed. The same

principle of operation would apply if the data were merely audio, video, text or other information

to be conveyed by a user. In the embodiment of Fig. 4, the computer program is first loaded

into memory in step 70, and the unwrap procedure 50 is executed by the operating system, as any

typical executable computer program is executed. The unwrap procedure may perform

authorization, for example by checking for a required password or authentication code, and may

receive any data needed for decryption or decompression, for example keys or passwords, in step

72. Suitable authorization procedures may provide the ability to distribute software for single

use. The unwrap procedure locates the virtual device driver 52 within the computer program in

step 74, and then locates the hidden application in step 76. The virtual device driver 52 is then

extracted by the unwrap procedure from the computer program, copied to another memory

location and loaded for use by the operating system in step 78. An advantage of an operating

system like Windows95 is that it allows such device drivers to be loaded dynamically without

restarting the computer.

The executed unwrap procedure 50, in step 80, informs the loaded virtual device driver

52 of the location of the hidden information in the file, any keys or other passwords, and a name

of a phantom directory and file to be called that only the unwrap procedure and the virtual device

driver know about. The name of this phantom directory may be generated randomly. Each

segment information hidden in the digital information product may be assigned its own unique

file name in the phantom directory.
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After the loaded virtual device driver 52 receives all communications from the unwrap

procedure, it opens the original application file for read only access in step 82. The unwrap

procedure then makes a call to the operating system in step 84 to execute the file in the phantom

directory for which the name was transmitted to the loaded virtual device driver. One function of

the loaded virtual device driver 52 is to trap all calls from the operating system to access files in

step 86. Any calls made by the operating system to access files in the phantom directory are

processed by the virtual device driver, whereas calls to access files in other directories are

allowed to proceed to their original destination. In response to each call from the operating

system, the virtual device driver obtains the bytes of data requested by the operating system from

the original computer program file in step» 8-8. These bytes of data are then decrypted or

decompressed in step 90 and returned to the operating system. When processing is complete, the

phantom application is unloaded from the operating system in step 92, and may be deleted from

the memory.

A more detailed description of the process of Fig. 4 will now be described in connection

with Figs. 5-7. Fig. 5 is a flowchart describing the operation of one embodiment of the unwrap

procedure in more detail. The first step performed by this procedure is identifying the operating

system being used, in step 100. This step is useful because different methods may be used with

p different operating systems. All code that may be used to run in various operating systems may

be placed in this unwrap procedure. This procedure also may contain the

decompression/decryption code, for example or any other computer program code to be

executed.

The executed application then opens the original executable file as a data file and

searches for the begin and end tags of the device driver and hidden files in step 102. The device

driver code is copied into memory and loaded into the operating system in step 104. The unwrap

procedure then informs the device driver of the name of the original application file, offsets of

the hidden files and the name of a phantom directory, which is typically randomly generated

(step lO6). This communication may be performed using a “DeviceIOControl” function call in

the WindowS95 Operating System. The unwrap procedure then makes a call to the operating

system to execute the hidden file in the phantom directory, in step 108.

The operation of one embodiment of a device driver will now be described in

connection with Fig. 6. After the device driver is loaded into the operating system, it hooks into

a position between the operating system and a file system driver (FSD), in step I 10, to intercept
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calls made by the operating system to the FSD for data from files in the phantom directory. The

FSD is the code within the operating system that performs physical reading and writing of data to

disk drives. The operating system makes requests to the FSD for data from files in directories on

the disk drives. The driver then receives information from the unwrap procedure including the

name of the original file, the location of hidden files within the original file, and the name of the

phantom directory created by the unwrap procedure (step 112). The device driver opens the

original file as a read only data file. The device driver now traps calls, in step 114, made from

the operating system for files in the phantom directory. Calls to other directories are ignored and

passed on to the original destination. The device driver then reads the data from the original data

file, decrypts and decompresses it, and returns the decrypted/decompressed data to the operating

system in step 116.

For example, if the offset for the hidden application in the original data file is 266,270

bytes and the operating system asks for 64 bytes starting at offset 0 of the hidden application in

the phantom directory, the device driver reads 64 bytes from the original file starting at offset

266,270, decrypts/decompresses those 64 bytes, and returns the first 64 decrypted/decompressed

bytes back to the operating system. From the point of view of the operating system, the 64 bytes

appear to have come from the file in the phantom directory. Steps 114 and 116 are performed on

demand in response to the operating system.

A block diagram of the computer system in this embodiment, with a device driver

loaded and in operation, will now be described in more detail in connection with Fig. 7. Fig. 7

illustrates the operating system 120, the loaded device driver 122, a file system driver 124, the

original executable file 126 as it may appear on disk and the unwrap procedure 128. The

executable file may in fact be on a remote computer_and accessed through a network by the

device driver. The unwrap procedure causes the operating system to begin execution of the

hidden file by issuing an instruction to execute the file in the phantom directory, as indicated at

130. This command is issued after the device driver 122 is informed of the file name of the

original executable file 126, offsets of the hidden files within that file and the name of the

phantom directory, as indicated at 132. The operating system then starts making calls to the

phantom directory as indicated at 134. The device driver 122 traps these calls and turns them

into requests 136 to the file system driver to access the original executable file 126. Such

requests actually are made to the operating system 120, through the device driver 122 to the file

system driver 124. The file system driver 124 returns encrypted code 138 to the device driver
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122. The encrypted code 138 actually passes back through the device driver 122 to the operating

system 120 which in tLu'n provides the encrypted code 138 to the device driver 122 as the reply to

the request 136 for the original file. The device driver 122 then decrypts the code to provide

decrypted code 140 to the operating system 120.

Another embodiment of the invention will now be described in connection with Fig. 8.

This embodiment may be implemented using the WindowsNT 4.0 operating system, for

example. In this embodiment, the device driver portion 52 of the computer program product is

not used. The unwrap procedure for this embodiment begins by identifying the operating system

being used similar, which is step 100 in Fig. 5. If the operating system is Windows NT 4.0, for

example, a different unwrap procedure for this embodiment is performed. Before describing this

unwrap procedure, a brief description of some of the available operating system commands will

be provided.

Currently, under all versions of the Window operating system or operating environment

from Microsoft Corporation (such as Windows 3.1, Windows 95 and Windows NT 3.51 and 4.0)

all executable files (.exe) or dynamic link library (.dll and .ocx) files, which are executable files

with different header and loading requirements than .exe files, that are loaded into memory by

the operating system must reside as a file either locally, e.g., on a disk drive or remotely, e.g.,

over a network or communications port. All further references herein to loading an executable

will be using the Win32 function calls used in Windows 95 and NT 3.51 and 4.0 operating

systems. The CreateProcessO fimction which loads files with an .exe extension takes ten

parameters:

BOOL CreateProcess(// Prototype from Microsoft Visual C+ + Help Documentation

LPCTSTR lpApplicationName, '

LPTSTR lpCommandLine,

LPSECURITY_A'I'I'RIBUTES IpProcessAttributes,

LPSECURITY_A”I'I‘RIBU'l‘ES lpT7treadAttributes,
BOOL blnheritflandles,

DWORD dwCreationFlags,

LPVOID lpEnviranment,

LPCTSTR IpCurrentDirectory, // pointer to current directory name

LPSTARTUPINFO lpStartupInfo, // pointer to STARTUPINFO

LI’I’ROCESS_INFORMATION ,lpProcessInf0rmation // pointer to PROCESS_INFORMATION

);

// pointer to name of executable module

// pointer to command line string

// pointer to process security attributes

// pointer to thread security attributes

// handle inheritance flag

// creation flags

// pointer to new environment block
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Three of these parameters are pointers to strings that contain an application file name, command

line parameters, and the current directory. The other parameters are security, environmental, and

process information. The LoadLibrary() function takes one parameter that is a pointer to a string

that contains the application file namezi

HINSTANCE LoadLibrary(// Prototype from Microsoft Visual C+ + Help Documentation

LPCTSTR lpLibFileName // address of filename of executable module

);

10 The LoadLibraryEx() function takes three parameters the first being the same as LoadLibrary(),

the second parameter must be null, and the third tells the operating system whether to load the

file as an executable or as a data file in order to retrieve resources such as icons or string table

data from it and not load it as an executable:

I5 HINSTANCE LoadLibraryEx(// Prototype from Microsoft Visual C+ + Help Documentation

LPCTSTR lpLibFileName, // points to name of executable module

HANDLE h.Fz'le, // reserved, must be NULL

DWORD dwFlags // entry-point execution flag

);

20

The Cr_eateFile() function is used to create and open files and to load files such as device drivers.

This function also requires a pointer to a string that contains the name of a physical file:

HANDLE CreateFile(// Prototype from Microsoft Visual C+ + Help Documentation

25 LPCTSTR lpFileNa.me, _ // pointer to name of the file

DWORD dwDesiredAccess, // access (read-write) mode

DWORD d‘wShareMode, // share mode

LPSECURITY_A'I'I'RIBUTES lpSecurityAtIributes, // pointer to security descriptor

DWORD dwCreationDisIribution, // how to create

30 DWORD dwFlagsAndAItributes, // file attributes

HANDLE hTemplateFi1e // handle to file with attributes to copy

);
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There are other functions such as MapViewOfFile() and MapViewOfFileEx() that map areas of

memory to an already opened physical file through a handle to that file. They have the following

parameters:

LPVOID MapView0fFile(// Prototype from Microsoft Visual C + + Help Documentation

HANDLE hFileMapping0bject, // file—mapping object to map into address space

DWORD dwDesiredAccess, // access mode

DWORD dwFile0flsetHigh, // high-order 32 bits of file offset

DWORD dwFile0_/fsetLow, // low-order 32 bits of file offset

DWORD dwNumber0fBytesToMap

);

// number of bytes to map

LPVOID MapView0fFileEx(// Prototype from Microsoft Visual C+ + Help Documentation

HANDLE hFileMapping0bject, // file—mapping object to map into address space

DWORD dwDesiredAccess, // access mode

DWORD dwFile0jfsetHigh, // high-order 32 bits of file offset

DWORD dwFile0fi‘setLow, // low-order 32 bits of file offset

DWORD dwNumber0fBytesToMap, // number of bytes to map

LPVOID lpBase/iddress // suggested starting address for mapped view

);

All of the foregoing functions directly use a pointer to a string that is a physical file. The only

file functions that do not directly use a physical filename are functions like CreateNamedPipe(),

_ which has the following parameters:

HANDLE CreateNamedPipe(// Prototype from Microsoft Visual C+ + Help Documentation

LPCTSTR lpName, /_/ pointer to pipe name

DWORD dw0penMode, // pipe open mode

DWORD dwPipeMode, // pipe-specific modes

DWORD nMax1nstances, // maximum number of instances

DWORD n0utBujferSize, // output buffer size, in bytes

DWORD nInBufi’erSize, // input buffer size, in bytes

DWORD nDefaultTime0ut, // time-out time, in milliseconds

LPSECURITY_A'l'l‘RIBUTES lpsecurily/ittributes

);

// pointer to security attributes structure
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The string to which CreateNamedPipe() points using the first parameter is a string that both an

existing executable and the operating system know about and does not exist physically.

Unfortunately both of the executables that "know" this private name could only be loaded using

one of the other procedures that required a physical file. Currently it is not possible to load an

executable using a "named pipe" name. Both of or any executables that use the name of the

"named pipe" already must have been loaded into memory.

All of the foregoing functions require a physical file because all of them use "file

mapping" processes. File mapping allows large executable files to appear to be loaded rapidly

since they are rarely completely loaded into memory but rather are mapped into memory. The

detriment to this mapping capability is that executable code must remain in physical memory in a

file in unencrypted form in order to be loaded, unless there is a middle layer or file system driver

that the operating system uses as a physical layer and that decrypts the executable code to the

operating system on demand. The potential weakness here is that another file system driver ca.n

hook into the operating system to monitor traffic between the operating system and all file

system drivers and capture decrypted executable code passing from the file system driver to the

operating system. Some operating systems allow such monitoring more than others. Many anti-

viral sofiware packages use this technique to prevent computer virus attacks.

One method of loading and executing encrypted executable computer program code is to

use a stub executable having two parts. The first part is the normal front end loader code that all

executables have. In addition, the first part would perform any authorization which may include

receiving a password from the user, then allocate enough memory to hold hidden encrypted code

when it is decrypted, either in its entirety or a portion of it, copy the encrypted code into that area

of protected (and preferably locked so no disk swapping occurs) memory, decrypt it once it is in

memory and only in memory, and then have the operating system load the code only from

memory therefore bypassing any file system drivers or TSRs so they have access to only

encrypted code.

. Some of the file functions listed above and similar functions on other operating systems

could be modified easily by a programmer having access to source code for those operating

systems, or a new operating system may be made to provide ftmctions which allow direct loading

of executable code from memory rather than physical files. For example, in the Win32

commands, a command similar to CreateProcess() command could be provided. The command

should have a few extra parameters including the process identifier of the process that contains
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the now decrypted executable code, the memory address of the start of the decrypted code, and

the size of the decrypted code. The command could also contain a parameter specifying a ''call

back" function within the first process that would provide decrypted code on demand directly to

the operating system. through a protected buffer, therefore allowing only a portion of the

encrypted code to be decrypted at any one time instead of in its entirety, for better protection and

less memory use. The second parameter of the LoadLibraryEx() command that now needs to be

NULL could be expanded to hold a structure that contained the same information. Both of these

and other similar functions could be changed or created to allow loading executable code either

as an .exe, .dll, or other extensions or identifiers, such as by using a "named pipe" name that only

the operating system and process that holds decrypted code know about and having the operating

system load from the named pipe.

Alternatively, without having such additional capabilities in the operating system, an

application program can be divided into two parts. The first part is code that is common to all

applications such as code for allocating memory off the heap and code that provides some

interaction with the user. This kind of code is generally not code that the content provider is

concerned about copying. The second part is the code that the content provider believes is

valuable. Typically this valuable code is a business logic code or what would be considered a

middle tier of a three-tier environment. A content provider would like to protect this second part

of the" code, at least much more that the first part of the code. The content provider would place

all of the important code to be protected inside a dynamic link library and the code that is not that

important would reside in the front end "stub" executable. Both of these would be combined into

another executable containing the .dll in encrypted form only, along with any other files, data,

information, and/or tables for holding, for example, hardware identifiers. This other executable

is the final digital information product.

The first part of the digital information product, i.e., the executable stub, would load and

execute normally like any other application. It then would perform any authorization procedures.

Once the proper authorization or password was completed successfully, an unwrap procedure

would be performed as will now be described in connection with Fig. 8, it would then allocate

enough protected memory using a function like VirtualAlloc() as shown in step 150:

DWORD nFileSize = 0;

DWORD nPhantomFileSize = 0;
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DWORD exeOffset = 0;

DWORD nPreferredLoadAddress = GetPreCompiledLoadAddress();

CString cCommandFile = UnwrapGetNTCommandFile();

exeOffset = UnwrapGetDllOffset(cCommandFile);

nFileSize = UnwrapGetDllSize(cCommandFile);

nPhantomFileSize = nFileSize + 0x3000; // add any needed extra space

// Increase buffer size to account for page size (currently Intel page size).

DWORD nPageSize = GetPageSize();

nPhantomFileSize += (nPageSize -(nPhantomFileSize % nPageSize));

// Allocate the memory to hold the decrypted executable.

LPVOID lpvBlock = VirtualAlloc((LPVOID) nPreferredLoadAddress,

nPhantomFileSize,

MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);

This function can request a particular address space. Preferably, this address space is the

preferred load address space to which the .dll was linked in order to minimize any needed

relocation and fix up code. The stub executable may lock that area of memory in step 152, for

example by using VirtualLock() to prevent any memory writes to a swap file, depending on the

operating system, as shown below:

BOOL bVLock = VirtualLock((LPVOID) nPreferredLoadAddress, nPhantomFileSize);

The memory area still should be secure even without this preventive step since the Windows 95

and NT operating systems do not allow any user access to swap files.

The encrypted code is then copied from the digital information product-into the allocated

protected memory in step 154, for example by using the following command:

UnwrapCopyHiddenExeToMem(cCommandFile, exeOffset, nFileSize, (char *) lpvBlock);

Once in memory, the stub would then decrypt the code to that same portion of memory in step

156, for example by using the following commands:
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CwrapDecryptSeed(cPassword.GetBuffer(0), cPassword.GetLength());

CwrapDecrypt((unsigned char *) lpvBlock, 0, nFileSize);

Any "fix up and relocation" type services would then be performed in step 158, for example by

using the following command:

UnwrapFixUpAndRelocateDll(lpvBlock);

Possibly, the memory protection may be changed to execute only in step 160, for example by

using the VirtualProtect() command as follows: I

DWORD lpflOldProtect; // variable to get old protection

BOOL bVProtect = VirtualProtect((LPVOID) nPreferredLoadAddress,

nPhantomFileSize,

PAGE_EXECUTE,

&lpflOldProtect);

Function calls then can be made into that area of memory that now contains the decrypted code:

UnwrapDoDllAlgorithms();

Some of the "fix up" operations to be performed above include placing the addresses of external

or stub.exe functions into the address place holders of the decrypted .dll or internal code, by

using commands similar to the following:

WriteAddress((char*) 0x0a406104, (DWORD) &CallBackFunction1 );

WriteAddress((char*) 0x0a406l00, (DWORD) &CallBackFunction2);

For instance a wrapper function could be created in the outer stub.exe that received a size

parameter, allocated that amount of memory off of the heap, and passed back the starting address

of that block of memory. Another example would be to have encrypted algorithms within the

hidden, encrypted .dll which would be called at run time from the front end stub once decrypted
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within protected memory. The dynamic link library would be compiled and linked to expect a

pointer to a function that took that parameter and/or returned a value by including prototypes in

the header file as follows:

5 void (*lpCallBackFunc 1 )();

void (*lpCallBackFunc2)(unsigned long);

Function calls to "extemal" functions also could be added as follows:

10 (*lpCallBackFunc1)();

unsigned long 2 = x * x;

(*lpCallBackFunc2)(z);

At run time the "fix up" code would take the run time address of that "wrapper function" and

15 place it into the pointer address within the .dll block of code as follows:

WriteAddress((char*) 0x0a406104, (DWORD) &CallBackFunction1);

WriteAddress((char*) 0x0a406100, (DWORD) &CallBackFunction2);

20 This information is readily available using the .cod output files from the compiler, an example of

which follows:

_TestSum PROC NEAR ; COMDAT

; Line 8

25 00000 56 push esi

; Line 23

00001 ff 15 00 00 00

00 call DWORD PTR_lpCallBackFunc]

; Line 24

30 00007 8b 44 24 08 mov eax, DWORD PTR_a$[esp]

0000b 50 push eax

0000c e8 00 00 00 00 call _TestSquare
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0001 1 83 c4 04 add esp, 4

00014 8b f0 mov esi, eax

; Line 25

00016 8b 44 24 0c mov eax, DWORD PTR_b$[esp]

5 0001a 50 push eax

0001b e8 00 00 00 00 call _TestSquare

00020 83 c4 04 add esp, 4 '

00023 03 c6 add eax, esi

; Line 28

10 00025 5e pop esi

00026 c3 ret 0

_TestSum ENDP

_TEXT ENDS

; COMDA1_TestSquare

15 _TEXT SEGMENT

_x$ = 8

_TestSquare PROC NEAR ; COMDAT

; Line 30

00000 56 push esi

20 ; Line 32

00001 8b 74 24 08 mov esi, DWORD PTR _x$[esp]

00005 Of af f6 imul esi, esi

; Line 34

00008 56 push esi

25 00009 ff 15 00 00 00

00 call DWORD PTR _lpCal1BackFunc2

0000f 83 c4 04 add esp, 4

00012 8b c6 mov eax, esi

; Line 36

30 00014 5e pop esi

. 00015 c3 ret 0

_TestSquare ENDP
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Such information also is available from .map output files from the linker where the "f" between

the address (i.e., 0a406100) and the object file (i.e. Algorithms.obj) means it is a "flat" address

(i.e., hard coded by the linker) and the lack of an "f" means that it is an address pointer to be

supplied at run time (load time) where the address that is contained in that address location is

used and not the actual address location (i.e., the address that is contained at address location

0a406l00 and not 0a406100 itself):

0001200000000 _TestSum 0a401000 f Algorithms.obj

0001100000030 _TestSquare 0a401030 f Algorithms.obj

0003 200001 100 _lpCallBackFunc2 0a406l 00 Algorithrns.obj

0003 :00001 104 _lpCallBackFuncl 0a406] 04 Algorithms.obj

When the code inside the .dll makes a "call" to a dereferenced pointer, it would jump to the

correct function in the outer code and return the expected return value (if any). For example:

void CallBackFunction1(){

// This is the first function that exists in the Stub executable

// whose address has been placed at the appropriate location inside the "dll" code

// that has now been decrypted in a block of memory. The code inside the "dll"

// makes a function call to this function. In its encrypted state, the "dll" does not contain

// this address, but merely has a placeholder for the address. The “dll” has enough space

allocated to hold an .

// address of this size. After the “dll” has been decrypted at run time, its address is

// placed in that location so the code inside the "dll" that references (or more

// appropriately dereferences) that address can jump (which is function call) to this

// address.

AfxMessageBox(

_T("This is the FIRST Stub.exe call back function being called from the dll.“));

return;
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void Ca1lBackFunction2(DWORD nNumber){

// See comment for Ca1lBackFunction1 except this function receives a parameter off

// of the stack. It could also return a value as well.

CString

cString(

T("This is the SECOND Stub.exe call back function being called from the dll"));

har buffer[20];

ltoa(nNumber, buffer, 10);

cString += _T(" with a parameter of ");

cString += buffer;

cString += _T(".");

AfxMessageBox(cString.GetBuffer(0));

return;

The outer stub.exe would make the same kinds ofjumps or function calls into the now protected

decrypted code block as follows:

DWORD c;

// This command declares a function pointer. This command is different for different function

// calls. Here the called function takes two integer parameters and

// passes back a DWORD.

DWORD (*lpFunc)(DWORD,DWORD);

// The function pointer is then pointed to the starting address of the function in the

// block of memory that now holds the decrypted DLL.

lpFunc = (DWORD (*)(DWORD,DWORD)) UnwrapFixUpAndRelocateDll();

// Now call that "function" which is really like all function calls, i.e., ajump to
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// the address where that function exists. In this case, two

// variables are passed to that function and returning a value from that function. This function

illustrates that the function call

// can be more complicated than merely a simple jump

// to an address. Inline assembler code may be used to push the variables onto

// the stack frame and return the variable from the eax register, but this function enables

// the C++ compiler to do the same function.

c = (DWORD) (*lpFunc)(a, b);

This mechanism requires the unwrap procedure and the now decrypted code to have intimate

knowledge about procedural interfaces of each other but no knowledge about each other's

implementation. This is the way most executable .exe files and .dll files behave but with the

addition of a series of "wrapper" functions on either side for communication. This method works

under Windows 95 and Windows NT 4.0 operating systems and should work under Windows NT

3.51 and other operating systems.

Another modified version ofthis mechanism that works under the Windows NT 4.0

operating system because of functions specific to Windows NT 4.0 would be to have another

hidden and/or encrypted executable within the digital information product. This executable

would be copied to a physical disk in an unencrypted form, launched or loaded with the

CreateProcess() command in its current form but called with a parameter to load the executable

in suspended mode:

BOOL success = CreateProcess(cFrontEndExe.GetBuffer(0), 0, 0, 0, TRUE,

CREATE_NEW_CONSOLE I CREATE_SUSPENDED,

0, 0, &startUpInfo, &processInfo);

Then the first process would copy the encrypted dll into its own process and decrypt it, allocate

enough memory using VirtualAllocEx() in its current form in the second process that has just

loaded the expendable front end executable in a suspended state as follows:

LPVOID lpvBlockEx = Vi1tualAllocEx(processInfo.hProcess,
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(LPVOID) nPreferredLoadAddress, nPhantomFileSize,

MEM__RESERVE | MEM_COMMIT,

PAGE_READWRITE);

The decrypted code is copied from the first process to the second suspended process using

WriteProcessMemory() in its current form:

BOOL bWriteProcessMemory = WriteProcessMemory((HANDLE) processlnfo.hProcess,

(LPVOID) lpvBlockEx, (LPVOID) nPreferredAddress,

(DWORD) nPhantomFile_Size, (LPDWORD) &nBytesWritten);

The primary thread of the previously launched second process is then resumed:

DWORD nResumed = ResumeThread(processlnfo.hThread);

Any necessary function pointers are then placed in the correct locations by the second process,

the area of memory is locked to prevent any writes to a swap file, and the memory protection is

changed to execute only as follows:

WriteAddress((char*) 0xOa406104, (DWORD) &Ca.llBackFunction1);

WriteAddress((char*) 0xOa406100, (DWORD) &CallBackFunction2);

BOOL bVLock = VirtualLock((LPVOID) nPreferredLoadAddress, nPhantomFileSize);

DWORD lpflOldProtect; // variable to get old protection

BOOL bVProtect = VirtualProtect((LPVOID) nPreferredLoadAddress,

nPhantomFileSize,PAGE__EXECUTE, &lpflOldProtect);

The program can continue running by making and receiving calls to and from the decrypted

dynamic link library that now resides in the protected memory of its process using commands

such as the following:

DWORD c;

Petitioner Apple Inc. — Exhibit 1006, p. 323



Petitioner Apple Inc. - Exhibit 1006, p. 324

l0

15

20

25

30

WO 98/11690 PCT/US97/16223

_ 23 _

DWORD (*1pFunc)(DWORD,DWORD);

lpFunc = (DWORD (*)(DWORD,DWORD)) ExpendableGetEntryAddress();

c = (DWORD) (*lpFunc)(a, b);

The first process can either close down or launch another instance of that same process.

In either of these implementations using the same process or launching into a second

process, the hidden encrypted code never passes through a file system driver or memory resident

program in decrypted form. Code can be split up among different dynamic link libraries so that

no two would reside in memory at the same time in order to protect code further. Both of these

systems can be implemented using the Win32 function calls. If additional functions, similar to a

CreateProcess() command or a LoadLibrary() command but that take a process identifier and

address location in memory to load in an executable instead of a physical file, are provided in an

operating system then the entire executable and dynamic link library can be hidden, encrypted,

and protected on the physical disk and then decrypted within protected memory and use the

operating system loader to load it directly to the operating system from memory without residing

in decrypted form on any physical medium.

Having described the operation and use of the computer program product in accordance

with the invention, embodiments of which are described above in connection with Figs. 3-8, and

the operation of the unwrap procedure and device driver it contains, the process of constructing

sucha computer program product will now be described in more detail. Referring now to Fig. 9,

an embodiment of this process for creating a computer program product is shown. This process

can be applied to any digital information including an arbitrary executable computer program,

dynamic link libraries and related files of data. All digital information is treated as mere data by

this process. Each separate data file is combined into a single file by this process, with an

executable program for performing the unwrap procedure, and optionally executable program

code for a virtual device driver, into the computer program product. Each file of hidden

information has a unique location and is identified by its own begin and end markers as shown in

Fig. 3. The first step of this process is opening a new data file for the computer program using a

name that will be used to indicate an executable file (step 200). For example, an executable

word processing program may be named “word_processor.exe” in the Windows95 operating

system.
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The three portions of the computer program product are then inserted into the open data

file. First, the unwrap procedure is inserted at the beginning of the file in an executable format in

step 202. The begin tag for the optional device driver is then inserted in step 204. The

executable device driver program code is then inserted in step 206, followed by its corresponding

end tag in step 208'. For each hidden file to be inserted into this computer program product, steps

210 to 216 are performed. First, the begin tag is inserted in step 210. The begin tag also may

include an indication of a unique name of the file which will be used as its name in the phantom

directory created by the unwrap procedure. The hidden file is then encrypted and/or compressed

in step 212 and inserted into the data file in step 214. The end tag for the hidden file is then

inserted in step 216. The device driver and all of the tags may be encrypted also if the unwrap

procedure has suitable decryption procedures. The computer program file is closed when the last

hidden file is processed.

Using the present invention digital information, such as executable program code or

various kinds of data, is loaded and unloaded as needed, and thus does not take up any more

memory than is necessary. At no time does unencrypted digital information, such as computer

program code, exist on disk in accessible and complete decrypted form. Because the original

digital information is available as a read only file in one embodiment of the invention accessible

only to the device driver, the digital information may be accessed over networks, from a CD-

ROM or from a DVD, and can be made to have a limited number of uses. This mechanism is

particularly useful for controlling distribution of computer programs, digitized movies or other

information while reducing the cost of such distribution and control. For example, software may

be distributed over a network on a single use basis, and charges may be levied on a per use basis.

The ability to reverse engineer an application program also may be reduced.

One benefit with this system over some other systems for preventing unauthorized access

to digital information is that the content provider maintains control of the encryption applied to

the information how it may be decrypted. Any need for either a centralized facility or a

predetermined decryption program is eliminated. An operating systems manufacturer or other

platform vendor merely provides the capability for the information to be accessed and decrypted

on the fly. Since the valuable information and any other tables of authorization codes,

passwords, or hardware identifiers that the content provider may use to secure the information

resides in one large encrypted file, it becomes difficult, if not impossible, for someone to

determine just where any of this information exists.
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A potential scenario with authorization procedure in which the present invention may be

used is the following. A consumer purchases a DVD disk containing a movie. The user puts the

disk into the player. This is the first time the disk is installed. The content provider’s functions

are loaded into the DVD chip, which looks in the encrypted table and sees that this is the first

time this disk is being played. The player then displays on a screen a numeric identifier and toll

free phone number. The consumer calls the toll free phone number and inputs the numeric

identifier that was displayed on the screen. The content provider provides a numeric password

based on the numeric identifier that the user inputs into the DVD. The content provider may

develop a database of information about its consumers that also may be used to detect pirating of

the digital information product. Now that this authorization has taken place, the software that the

content provider wrote, and is now in the DVD chip, takes a hardware identifier from the DVD

and encrypts it and puts it in the encrypted and buried table on the disk. Alteratively, the data

may be decrypted in memory and re-encrypted back onto the disk using the hardware identifier

as part of a key. Now that disk will run and show the movie and will only run on that DVD and

no other. The content provider could allow for a table of hardware id’s so they could limit the

number of DVD’s that disk would run on or a limited number of times it can be shown. It should

be understood that many other authorization procedures may be used.

In the foregoing scenario, the movie is encrypted on the same disk inside of the encrypted

filethat contains the table and functions the content provider distributed. The movie is decrypted

by the decryption functions contained in the file directly to the DVD chip. At no time does the

movie reside anywhere in decrypted form. The content provider can protect the movie with any

desired level of security (for both encryption and authorization).

In the present invention, the onus of protection of content does not reside with a hardware ‘

manufacturer or platform provider but in the hands of the content provider. The hardware

manufacturer only provides the mechanism to protect the digital information through the

operating system. The technique and implementation of protection resides in the hands of the

content provider. This mechanism allows the content providers to change the level of security as

needed without any modifications to the hardware. The security of the content is provided by the

encryption/decryption algorithms, public/private keys, and authorization methods which are

determined by the content provider. Even each individual product can have its own

encryption/decryption algorithms and/or public/private keys. All of these can be changed and

enhanced as the market demands.
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The present invention also could be used for on-line or live use of digital information.

For example, a movie could be retrieved on demand and recorded by a consumer. A set top box

could receive the digital information, decrypt it, and then re-encrypt and store the information

using, for example, a hardware identifier of the set top box. Since home movies digitally

recorded would be encrypted using the hardware identifier of the device used in recording, that

home movie could not be played on another or only on a limited number of other devices and/or

for only a specified number of times depending on the wishes of the content provider. Since the

algorithms are downloaded at the time of recording from a service provider, e.g., the cable

company, the content provider (movie company) would provide the encrypted data to the service

provider to present to their customers. The service provider need not be concerned with the

encryption/decryption and authorization functions used by the content provider. Similar uses are

possible with other data transmission systems including, but not limited to, telephone, cellular

communications, audio transmission including communication and the like.

In another embodiment, the stub executable program is a first process that is implemented

similar to a debugging tool such as the Softlce debugger from NuMega Technologies or the

WinDebug debugger from Microsoft Corporation for Ring 0 kernel level debugging for an Intel

processor based architecture, or the CodeView debugger for ring 3 application level debugging.

Such a debugger controls execution of a program to be debugged as a second process and steps

through each program statement or opcode of the debugged program. The debugging tool could

be modified to monitor each opcode that indicates a jump to a program fragment, such as each

instruction or a block code. If the program fragment to be executed is not decrypted, the

modified debugger decrypts the program fragment before the jump command is allowed to

execute. Each program fragment may be re-encrypted after execution. Clearly, unnecessary

debugging commands may be omitted from the modified debugger.

Having now described a few embodiments of the invention, it should be apparent to those

skilled in the art that the foregoing is merely illustrative and not limiting, having been presented

by way of example only. Numerous modifications and other embodiments are within the scope

of one of ordinary skill in the art and are contemplated as falling within the scope of the

invention as defined by the appended claims and equivalent thereto.
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QLMNLS.

1. A computer—implemented process for executing encrypted computer program logic while

maintaining protection against copying of corresponding decrypted executable computer

program logic, wherein the encrypted computer program logic is stored in association with first

executable computer program logic, the process comprising the steps of:

through an operating system of a computer, reading, loading and executing the first

executable computer program logic as a first process having a protected memory area defined by

the operating system;

the first process decrypting the encrypted computer program logic into second executable

computer program logic and storing the second executable computer program logic in the

protected memory area; and

the first process causing loading and execution of the decrypted second computer

program logic in the protected memory area.

2. The process of claim 1, wherein the encrypted computer program logic and the first

executable computer program logic are stored in a single data file accessible through the

operating system.

3. The process of claim 1, wherein the execution of the decrypted second computer program

logic is performed as a second process having a second protected memory area defined by the

operating system.

4. A digital information product including a computer readable medium having digital

information stored thereon, the digital information including computer program logic defining

first executable computer program logic, wherein the first executable computer program logic

when executed performs the following steps:

storing the encrypted computer program logic in a data file accessible through an

operating system of a computer, wherein the data file also includes first executable computer

program logic;

through the operating system, reading, loading and executing the first executable

computer program logic from the data file as a first process having a protected memory area;
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the first process decrypting the encrypted computer program logic into second executable

computer program logic and storing the second executable computer program logic in the

protected memory area; and

the first process causing loading and execution of the decrypted second computer

program logic in the protected memory area.

5. A computer system comprising:

a processor for executing computer program logic;

a main memory operatively connected to the processor for storing digital information

including executable computer program logic at memory locations addressed by the processor; .

and

an operating system defined by executable computer program logic stored in the memory

and executed by the processor and having a command which when executed by the processor

defines means for creating a process in response to a request specifying a process identifier and a

memory location in the main memory, wherein the process identifier indicates the process

making the request and the memory location stores executable computer program logic which

when executed defines the process.

6. A computer system having an operating system, for decrypting digital information,

comprising:

means for storing the encrypted computer program logic in a data file accessible through

the operating system, wherein the data file also includes first executable computer program logic;

means, invokable through the operating system, for reading, loading and executing the

first executable computer program logic from the data file as a first process having a protected

memory area;

the first process defining means for decrypting the encrypted computer program logic

into second executable computer program logic and storing the second executable computer

program logic in the protected memory area; and

the first process defining means for causing loading and execution of the decrypted

second computer program logic in the protected memory area.
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7. The computer system of claim 6, wherein the encrypted computer program logic and the

first executable computer program logic are stored in a single data file accessible through the

operating system.

8. The computer system of claim 6, wherein the execution of the decrypted second computer

program logic is performed as a second process having a second protected memory area defined

by the operating system.

9. A digital information product, including a computer readable medium with computer readable

information stored thereon, wherein the computer readable information comprises:

a first portion of executable computer program logic; and

a second portion of encrypted digital information; and

wherein the first portion of executable program logic, when executed, defines means,

operative in response to requests for digital information, for accessing the second portion of

encrypted digital information, for decrypting the encrypted digital information, and for

outputting the decrypted digital information.

10. The digital information product of claim 9, wherein the encrypted digital information is

encrypted executable computer program logic.

11. A computer program product including a self-decrypting encrypted executable computer

program, comprising:

a computer readable medium having computer program logic stored thereon, wherein the

computer program logic defines:

a first module,

a second module,

wherein the first module, when executed by a computer, defines means for loading the

second module into memory of the computer, and

a third module defining the encrypted executable computer program,

wherein the second module, when executed by a computer, defines means for

communicating with an operating system of the computer to receive requests for program code

from the encrypted executable computer program from the third module, and for processing the
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requests to access and decrypt the encrypted executable computer program and for providing the

decrypted executable code from the third module to the operating system.

12. A process for executing encrypted executable computer programs on a computer system

5 having a processor, memory and operating system, comprising the steps of:

receiving computer program logic having a first module defining a start up routine, a

second module, and a third module containing the encrypted executable computer program;

executing the first module of the received computer program logic using the processor,

wherein the step of executing causes the second module to be loaded into the memory of

lo the computer system, and

generating requests from the operating system for data from the encrypted executable

computer program which are received by the second module, and

accessing and decrypting the encrypted executable computer program and returning the

decrypted executable computer program to the operating system.

15
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Description

111a present invention relates to a digital data ‘processing system and, more particularly, to a
multiprocessor digital data processing system suitable for use in a data processing network and having a
simplified, flexible user interface and flexible, multileveled internal mechanism. -

A general trend in the development of data processing systems has been towards systems suitable for
use in interconnected data processing networks. Another trend has been towards data processing systems
wherein the internal structure of the system is flexible, protected from users, and effectively invisible to the
user and wherein the user is presented with a flexible and simplified interface to the system.

Certain problems and shortcomings affecting the realization of such a data processing system have
appeared repeatedly in the prior art and must be overcome to create a data processing system having the
above attributes. These prior art problems and limitations include the following topics.

First. the data processing systems of the prior art have not provided a system wide addressing system
suitable for use in common by a large number of data processing systems interconnected into a network.
Addressing systems of the prior art have not provided sufficlently large address spaces and have not
allowed information to be permanently and uniquely identified. Prior addressing systems have not made
provisions for Infonnation to be located and identified as to type or format, and have not provided
sufficient granularity. In addition, prior addressing systems have reflected the physical structure of
particular data processing systems. That is, the addressing systems have been dependent upon whether a
particular computer was, for example, an 8, 16. 32. 64 or 128 bit machine. Since prior data processing
systems have incorporated addressing mechanisms wherein the actual physical structure of the processing
system is apparent to the user, the operations a user could perform have been limited by the addressing
mechanisms. in addition, prior processor systems have operated as fixed word length machines. further
limiting user operations.

Prior data processing systems have not provided effective protection mechanisms preventing one user
from effecting another user's data and programs without permission. Such protection mechanisms have
not allowed unique, positive identification of users requesting access to information, or of information. nor
have such mechanisms been sufficiently flexible in operation. In addition. access rights have pertained to
the users rather than to the information, so that control of access rights has been difficult. Finally, prior art
protection mechanisms have allowed the use of "Trojan Horse arguments". That is, users not having
access rights to certain information have been able to gain access to that information through another user
or procedure having such access rights.

Yet another problem ofthe prior art is that of providing a simple and flexible user's interface to a data
processing system. ‘fire character of usefs interface to a data proaing system is determined, in part, by
the means by which a user refers to and identifies operands and procedures of the user's programs and by
the instruction structure ofthe system. Operands and procedures are customarily referred to and identified
by some form of logical addrew having points of reference, and validity, only within a user's program.
These addresses must be translated into logical and physical addresses within a data processing system
each time a program is executed, and must then be frequently retranslated or generated during execution
of a program. In addition, a user must provide specific instructions as to data format and handling. As such
reference to operands or procedures typically comprise a major portion of the instruction stream of the
user's program and requires numerous machine translations and operations to implement. A user's
interface to a conventional system is thereby complicated, and the speed of execution of programs
reduced, because of the complexity of the program references to operands and procedures.

A data processing system’: instruction structure includes both the instructions for controlling system
operations and the means by which these instructions are executed. Conventional data processing systems
are designed to efficiently execute instructions in one or two user languages, for example, FORTRAN or
COBOL Programs written in any other language are not efficiently executable. In addition, a user is often
faced with difficult programming problems when using any high level language other than the particular
one or two languages that a particular conventional system is designed to utilize.

Yet another problem in conventional data processing systems is that of protecting the system's
internal mechanisms, for example, stack mechanisms and internal control mechanisms, from accidental or
malicious interference by a user.

F|nally,the lmemal structure and operation of prior art data processing systems have not been flexible,
or adaptive, in structure and operation. That is, the internal stmcture and operation of prior systems have
not allowed the systems to be easily modified or adapted to meet particular data processing requirements.
Such modifications may include changes in internal memory capacity, such as the addition or deletion of
special purpose subsystems, for example, floating point or array processors. In addition, such
modifications have significantly effected the users interface with the system. ideally. the actual physical
structure and operation of the data processing system should not be apparent at the user interface.

It has already been proposed (IBM Technical Disclosure Bulletin Vol. 22 No. 3 Aug. 1979 pp
1286-1289) to maintain such a large address space that every object which is ever created can have a
unique identifier. This requires a very large identifier field, e.g. 40 to 50 bits.

The object of the present invention is to implement such a concept so that it may be applied across
many computers geographicaliy distributed and without requiring all computers to use the same

3

Petitioner Apple Inc. — Exhibit 1006, p. 343



Petitioner Apple Inc. - Exhibit 1006, p. 344

10

15

20

25

30

65'

EP 0 067 556 B1

programming language.
The system according to the invention is defined in the appended claims.
It is known in virtual address machines to use name tables to provide logical addresses for translation

to physical addresses lKlar. Wichmann, "Mikroprogrammierung” June 1975, especially pp. 159-163,
176-179, 185-187, 195-205, 214-215) and this reference also discusses the emulation in software of
different target machines.

More specifically, the embodiment of the invention described in detail below provides a data
processing system suitable for use in interconnected data processing networks, which internal structure is
flexible, protected from users, effectively invisible to users. and provides a flexible and simplified interface

.to users. The data processing system provides an addressing mechanism allowing permanent and unique
identification of all information generated for use in or by operation of the system, and an extremely large
address space which is accessible to and common to all such data processing systems. The addressing
mechanism provides addresses which are independent of the physical configuration of the system and
allow information to be completely identified, with a single address, to the bit granular level and with
regard to information type or format. The present invention further provides a protection mechanism
wherein variable access rights are associated with individual bodies of information. lnfonnation, and users
requesting access to information, are uniquely identified through the‘ system addressing mechanism. The
protection mechanism also prevents use of Trojan Horse arguments. And, the present invention provides
an instruction structure wherein high level user language instructions are transformed into dialect coded,
uniform, intermediate level instructions to provide equal facility of execution for a plurality pf user
languegs. Another feature is the provision of an operand reference mechanism wherein operands are
referred to in user's programs by uniform format names which are transformed, by an internal mechanism
transparent to the user, into addresses. The present invention additionally provides multilevel control and
stack mechanisms protecting the system's internal mechanism from interference by users. Yet another
feature is a data processing system having a flexible internal structure capable of performing multiple,
concurrent operations and comprised of a plurality of separate, independent processors. Each such
independent processor has a separate microinstruction control and at least one separate and independent
port to a central communications and memory node. The communications and memory node is also an
independent processor having separate and independent microinstrucflon control. The memory processor
is internally comprised of a plurality of independently operating, microinstruction controlled processors
capable of performing multiple, concurrent memory and communications operations. The present
invention also provides further data processing system structural and operational features for
implementing the above features.

it is thus advantageous to incorporate.the present invention into a data processing system bemuse the
present invention provides addressing mechanisms suitable for use in large interconnected data
processing networks. Additionally. the present invention is advantageous in that it provides an infomtation
protection mechanism suitable for use in large, interconnected data processing networks. The present
invention is further advantageous in that it provides a simplified, flexible, and more efficient interface to a
data processing system. The present invemion is yet further advantageous in that it provides a data
processing system which is equally efficient with any user level language by providing a mechanism for
referring to operands in user programs by uniform format names and instruction structure incorporating
dialect coded. uniform fonnat intermediate level instructions. Additionally, the present invention protects
data processing system intemel mechanisms from user interference by providing multilevel control and
stack mechanisms. The present invention is yet further advantageous in providing a flexible internal
system structure capable of performing multiple, concurrent operations, comprising a plurality of separate,
independent processors, each having a separate microinstruction control and at least one separate and
independent port to a central, independent communitions and memory processor comprised of a_
plurality of independent processors capable of performing multiple, concurrent memory and
communications operations. _

Other advantages and features of the present invemion will be understood by those of ordinary skill in
the art. after referring to the following detailed description of the preferred embodiments and drawings
wherein. ’

BRIEF DESCRIPTION OF DRAWlNGS

Fig. 1 is a partial block diagram of a computer system incorporating the present invention;
Fig. 2 is a diagram illustrating computer system addressing structure of the present invention;
Fig. 3 is a diagram illustrating the computer system instruction stream of the present invention:
Fig. 4 is a diagram illustrating the control structure of a conventional computer system;
Fig. 4A is a diagram illustrating the control structure of a computer system incorporating the present

invention; .

Fig. 5 —- Fig. A1 inclusive are diagrams all relating to the present invention;
Fig. Sis a diagram illustrating a stack mechanism:
Fig. 6 is a diagram illustrating procedures, procedure objects, processes, and virtual processors;
Fig. 7 is a diagram illustrating operating levels and mechanisms of the present computer;
Fig. 8 is a diagram illustrating a physical implementation of processes and virtual processors; .

4
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Fig. 9 is a diagram illustrating a process and process stack objects;
Fig. 10 is a ifiagram illustrating operation of macrostaclts and secure stacks;
Hg. 11 is a diagram illustrating detailed structure of a stack;
Fig. 12 is a diagram illustrating a physical descriptor;

5 ‘ Fig. 13 is a diagram illustrating the relationship between logical pages and frames in a memory storage
SW69: ‘

Fig. 14 is a diagram illustrating access control to objects;
Hg. 15 is a diagram illustrating virtual processors and virtual processor swapping;
Fig. 16 is a partial block diagram of an l/0 system of the present computer system;

79 Fig. 17 is a diagram illustrating operation of a ring grant generator;
Hg. 18 is a partial block diagram of a memory system;
Fig. 19 is a partial block diagram of a fetch unit of the present computer system;
Fig. 20 is a partial block diagram of an execute unit of the present computer system;
Fig.’ 101 is a more detailed partial block diagram of the present computer system;

75 Fig. ‘I02 is a diagram illustrating certain information structures and mechanisms of the present
computer system:

Fig. 103 is a diagram illustrating process structures;
Fig. 104 is a diagram illustrating a macrostack structure:
Fig. 105 is a diagram illustrating a secure stack structure;

20 Figs. 106 A, B, and C are diagrams illustrating the addressing structure of the present computer
system;

Fig. 107 is a diagram illustrating addressing mechanisms of the present computer system;
Fig. 108 is a diagram illustrating a name table entry;

' Fig. 109 is a diagram illustrating protection mechanisms of the present computer system;
25 I-‘lg. 110 is a diagram illustrating instruction and microinstruction mechanism of the present computer

system:
Fig. 201 is a detailed block diagram of a memory system;
Fig. 202 is a detailed block diagram of a fetch unit;
Fig. 203 is a detailed block diagram of an execute unit;

30 Fig. 204 is a detailed block diagram of an lI0 system:
Fig. 205 is a partial block diagram of a diagnostic processor system;
Fig. 206 is a diagram illustrating assembly of Figs. 201-205 to form a detailed block diagram of the

present computer system; '
Fig. 207 is a detailed block diagram of a memory interface controller;

.95 I-'ig. 209 is a diagram of a memory to I10 system port interface;
Fig. 210 is a diagram of a memory operand port interface;
Fig. 211 is a diagram of a memory instrudion port interface;
Fig. 230 is a detailed block diagram of memory field interface unit logic:
Fig. 231 is a diagram illustrating memory format manipulation operations:

42) Fig. 238 is a detailed block diagram of fetch unit offset multiplexer;
Fig. 239 is a detailed block diagram of fetch unit bias logic:
Fig. 240 is a detailed block diagram of a generalized fourway, set associative cache representing name

cache, protection cache, and address translation unit;
Fig. 241 is a detailed block diagram of portions of computer system instniction and microinstniction

45 control logic:
Fig. 242 is a detailed block diagram of portions of computer system microinstruction control logic;
Fig. 243 is a detailed block diagram of further portions of computer system microinstruction control

logic;
Fig. 244 is a diagram illustrating computer system states of operation;

50 Fig. 245 is a diagram illustrating computer system states of operation for a trace trap request;
Fig. 246 is a diagram illustrating computer system states of operation for a memory repeat interrupt;
Fig. 247 is a diagram illustrating priority level and masking of computer system events;
Fig. 248 is a detailed block diagram of event logic.
Fig. 249 is a detailed biock diagram of microinstruction control store logic;

5 Fig. 251 is a diagram illustrating a return control word stack word;
Fig. 252 is a diagram illustrating machine control wards;
Fig. 253 is a detailed block diagram of a register address generator;
H9. 254 is a block diagram of interval and egg timers:
Fig. 255 is a detailed block diagram of execute unit control logic;

ea Fig. 257 is a detailed block diagram of execute unit multiplier data paths and memory;
Fig. 260 is a diagram illustrating operation of an execute unit command queue load and interface to a

fetch unit;

Fig. 261 is a diagram illustrating operation of an execute unit operand buffer load and interface to a
fetch unit;

55 Fig. 262 is a diagram illustrating operation of an execute unit storebaclr or transfer of results and

5
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interface to a fetch unit;

Fig. 263 is a diagram illustrating operation of an execute unit check test condition and interface to a
fetch unit;

_ Fig. 264 is a diagram illustrating operation of an execute unit exception test and interface to a fetch
unit;

Fig. 265 is a block diagram of an execute unit arithmetic operation stack mechanism;
Fig. 266 is a diagram illustrating execute unit and fetch unit interrupt handshaking and interface;
Fig. 267 is a diagram illustrating execute unit and fetch unit interface and operation for nested

interrupts;
Fig. 268 is a diagram illustrating execute unit and fetch unit interface and operation for loading an

execute unit control store;

Fig. 269 is a detailed block diagram and illustration of operation of an l/O system ring grant generator;
Fig. 270 is a detailed block diagram of a fetch unit micromachine of the present computer system;
Fig. 271 is a diagram illustrating a logical descriptor;
fig. 272 is a diagram illustrating use of fetch unit stack registers;
Fig. 273 is a diagram ilustrating structures controlling event invocations:
Hg. 301 is a diagram illustrating pointer fonnats: '
Fig. 302 is a diagram illustrating an associated address table;
Fig. 303 is a diagram illustrating a namespace overview of a procedure object;
Fig. 304 is a diagram illustrating name table entries;
Fig. 305 is a diagram illustrating an example of name resolution;
Fig. 306 is a diagram illustrating name cache entries;
Fig. 307 is a diagram illustrating translation of S-interpreter universal identifiers to dialect numbers;
l-‘lg. 401 is a diagram illustrating operating systems and system resources;
Fig. 402 is a diagram illustrating multiprocess operating systems;
Fig. 403 is a diagram illustrating an extended operating system and a kernel operating system;
Fig. 404 is a diagram illustrating an EOS view of objects;
Fig. 405 is a diagram illustrating pathnames to universal identifier translation;
H9. 406 is a diagram illustrating universal identifier detail;
Fig. 407 is a diagram illustrating address translation with an address translation unit, a memory hash

table, and a memory;
Fig. 408 is a diagram illustrating hashing in an active subject table;
Fig. 409 is a diagram illustrating logical allocation units and objects:
Fig. 410 is a diagram illustrating an active logical allocation unit table and active allocation units;
Fig. 411 is a diagram illustrating a conceptual logical allocation unit directory structure;
Fig. 412 is a diagram illustrating detail of a logical allocation unit directory entry;
Fig. 413 is a diagram illustrating universal identifiers and active object numbers:
Fig. 416 is a diagram illustrating subject templates, primitive access control list entries, and extended

access control list entries;

Fig. 421 is a diagram illustrating an active primitive access matrix and an active primitive access matrix
emry;

Fig. 422 is a diagram illustrating primitive data access checking;
Fig. 448 is a diagram illustrating event counters and await entries;
Fig. 449 is a diagram illustrating an await table overview;
Fig. 453 is a diagram illustrating an overview of a virtual processor;
Fig. 454 is a diagram illustrating virtual processor synchronization;

. 467 is a diagram illustrating an overview of a macrostack object;

. 468 is a diagram illustrating details of a macrostack object base;

. 469 is a diagram illustrating details of a macrostack frame;

. 470 is a diagram illustrating an overview of a secure stack;

. 471 is a diagram illustrating details of a secure stack frame; and.
Fig. 472 is a diagram illustrating an overview of procedure object.

DESCRIPTION OF THE PREFERRED EMBODIMENTS -
The following description presents the structure and operation of a computer system incorporating a

presently preferred embodiment of the present invention. As indicated in the following Table of Contents,
certain features of computer system structure and operation will first be described in an introductory
Overview. Next, these and other features will be described in further detail in a more detailed introduction
to the detailed descriptions of the computer system. Following the Introduction, the structure and

_' operation of the computer system will be described in detail. The detailed descriptions will present
descriptions of the structure and operation of each of the major subsystems, or elements, of the computer
system, of the interfaces between these major subsystems. and of overall computer system operation.
Next, certain features of the operation of the individual subsystems will be presented in further detail.

Certain conventions are used throughout the following descriptions to enhance clarity of presentation.
First, and with exception of the Introductory Overview, each figure referred to in the following descriptions
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will be referred to by a three digit number. The most significant digit represents the number of the chapter
in the following descriptions in which a particular figure is first referred to. The two least significant digits
represent the sequential number of appearance of a figure in a particular chapter. For example. Figure 319
would be the nineteenth figure appearing in the third chapter. Figures appearing in the introductory
Overview are referred to by a one or two digit number representing the order in which they are referred to
in the Introductory Overview. it should be noted that certain figure numbers, for example, Figure 208, do
not appear in the following figures and descn'ptions;" the subject matter of these figures has been
incorporated into other figures and these figures deleted, during drafting of the following descriptions, to
enhance clarity of presentation.

Second, reference numerals comprise a two digit number (00-99) preceded by the number of the
figure in which the corresponding elements first appear. For example, reference numerals 31901 to 31999
would refer to elements 1 through 99 appearing in Fig. 319.

finally, interconnections between related circuitry is represented in two ways. First, to enhance clarity
of presentation, interconnections between circuitry may be represented by common signal names or
‘references, rather than by drawn representations of wires or buses. Second, where related circuitry is
shown in two or more figures, the figures may share a common figure number and will be distinguished by
a letter designation, for example, Figs. 319. 319A, and 3198. Common electrical points between such
circuitry may be indicated by a bracket enclosing a lead to such a point and a designation of the form
”A—-b". “A" indicates otherfigures having the same common point for example, 319A, and "b" designates
the particular common electrical point. In cases of related clrcultry shown in this manner in two or more
figures, reference numerals to elements will be assigned in sequence through the group of figures; the
figure number portion of such reference numerals will be that of the first figure of the group of figures.

INTRODUCTORY OVERVIEW . - - .

A. Hardware Overview (Fig. 1)
B. lndividual Operating Features (figs. 2, 3, 4, 5, 6)

1. Addressing (Hg. 2)
2. S-Language Instructions and Namespace Addressing (Fig. 3)
3. Architectural Base Pointer Addressing '
4. Stack Mechanisms (Figs. 4-5)

C. Procedure Processes and Virtual Processors (Fig. 6)
D. cs 101 Overall Structure and Operation (l-'1gs.7, 3, arm, 11.12.13, 14. 15)

1. Introduction (Fig.7)
2. Compilers 702 (Fig. 7)
3. Binder 703 (Fig. 7)
4. E05 704 (Fig. 7)‘ -
5. K08 and Architectural Interface 708 (Fig. 7)
6. Processes 610 and Virtual Processors 612 (Fig. 8)
7. Processes 610 and Stacks (Hg. 9)
8. Processes 610 and Calls (Figs. 10, 11)
9. Memory Referenm and the Virtual Memory Management System (Hg. 12, 13)

10. Access Control (Fig. 14)
11. Virtual Processors and Virtual Processor Swapping (Fig. 15)

E. CS 101 Structural Implementation (Figs. 16, 17, 18, 19, 20)
1. (I03) 116 (Figs. 16, 17)
2. Memory (MEM) 112 (Hg. 18)
3. Fetch Unit (FU) 120 (Fig. 19)
4. Execute Unit (EU) 12 (Fig. 20)

1. Introduction (Figs. 101-110)
' A. General Structure and Operation (Fig. 101)

a. General Structure

b. General Operation
c. Definition of Certain Terms

d. Multi-program Operation
e. Multi-Language Operation
f. Addressing Structure
9. Protection Mechanism

8. Computer System 10110 Information Structure and Mechanisms (Figs. 102, 103, 104, 105)
a. lntroduction (Fig. 102)
b. Process Structures 10210 (Figs. 103, 104, 105)

1. Procedure Objects (Fig. 103)
2. Stack Mechanisms (Figs. 104. 105)
3. FURSM 10214 (Fig. 103)

C. Virtual Processor State Blocks and Virtual Process Creation (Fig. 102)
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D. Addressing Structures 10220 (Figs. 103, 106, 107, 108)
1. Objects, UlD's, AON's. Names, and Physical Addresses (Fig. 106)
2. Addressing Mechanisms 10220 (H9. 107)
3. Name Resolution (figs. 103, 108)

5 4. Evaluation of AON Addresses to Physical Addresses (Fig. 107)
E. CS 10110 Protection Mechanisms (Fig. 109)
F. CS 10110 Micro-instruction Mechanisms (Fig. 110)
G. Summary of Certain CS 10110 Features and Alternate Embodiments.

'9. 2. Detailed Description of CS 10110 Major Subsystems Figs. 201—206, 207-274
A. MEM 10110 (Figs. 201, 206, 207-237)

a. Terminology
b. ME-_M 10112 physical Structure (Fig. 201)
c. MEM 10112 General Operation

75 ‘ d. MEM 10112 Fort Structure

1. IO Port Characteristics
2. J0 Port Characteristics
3. Jl Port Characteristics

3. MEM 10112 Control Structureand Operation (Fig. 207)
20 1. MEM 10112 Control Stmcture

2. MEM 10112 Control Operation
f. MEM 10112 Operations
9. MEM 10112 Interfaces to JP 10114 and IOS 10116 (Figs. 209, 210, 211, 204)

1. I0 Port 20910 Operating Characteristics (figs 209, 204)
25 2. J0 Port 21010 Operating Characteristics (Fig. 210)

3. J1 Port 21110 Operating Characteristim (Fig. 211)
h. FIU 20120 (Figs. 201, 230, 231)

B. Fetch Unit 10120 (Figs. 202, 206. 101, 103, 104, 238)
1. Descriptor Processor 20210 (Figs. 202, 101, 103, 104, 238, 239).

30 a. Offset Processor 20218 Structure
b. AON Prooewor 20216 Structure
c. Length Processor 20220 Structure
d. Descriptor Processor 20218 Operation

a.a. Offset Selector 20233

35 b.b. Offset Multiplexer 20240 Detailed Structure (Fig. 238)
c.c. Offset Multiplexer 20240 Detailed Operation

aaa. internal Operation
bbb- Operation Relative to DESP 20210

e. Length Processor 20220 (Hg. 239)
40 a.a. Length ALU 20252

b.b. BIAS 20246 (Fig. 239)
f. AON Processor 20216_

a.a. AONGRF 20232
b.b. AON Selector 20248

45 2. Memory Interface 20212 (Figs. 106, 240)
a.a. Descriptor Trap 20256 and Data Trap 20258
b.b. Name Cache 10226, Address Translation Unit 10228, and Protection Cache 10234 (Fig. 106)
c.c. Structure and Operation of Generalized Cache and NC 1026 (Fig. 240)
d.d. ATU 10228 and PC ‘I084

so 3. Fetch Unit Control Logic 20214 (Fig. 202)
a.a. Fetch Unit Control Logic 20214 Overall Structure
b.b. Fetch Unit Control Logic 20214 Operation

a.a.a. Prefetcher 20264, Instruction Buffer 20262, Parser 20264, Operation Code
Register 20268, CPC 20270, IPC 20272, and EPC 20274 (Fig. 241)

55. b.b.b. Fetch Unit Dispatch Table 11010. Execute Unit Dispatch Table 20266, and
Operation Code Register 20268 (Fig. 242)

c.c.c. Next Address Generator 24310 (Fig. 243)
cc. FUCTL 20214 Circuitry for CS 10110 internal Mechanisms (Figs. 244-250)

a.a.a. State Logic 20294 (l-“lgs. 244A--2442)
so b.b.b. Event Logic 20284 (Figs. 245, 246, 247, 248)

c.c.c. Fetch Unit S-interpreter Table 11012 (fig. 249)
d.d. CS 10110 Internal Mechanism Control

a.a.a. Return Control Word Stack 10358 (Fig. 251)
b.b.b. Machine Control Block (Fig. 252)

55 c.c.c. Register Address Generator 20288 (Fig. 253)
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d.d.d. Timers 2036 (Fig. 254)
e.e.e. Fetch Unit 10120 lriteriace to Execute Unit 10122

C. Execute Unit 10122 (Figs. 203, 255-268)
a. General Structure of Execute Unit 10122

1. Execute Unit IIO 20312

2. Execute Unit Control Logic 20310
3. Multiplier Logic 20314
4. Exponent Logic 20316
5. Multiplier Control 20318
6. Test and Interface Logic 20320

b. Execute Unit 10122 Operation (Fig. 255)
1. Execute Unit Control Logic 20310 (Fig. 255)

a.a. Command Queue 20342
b.b. Command Queue Event Control Store 25514 and Command Queue Event Address

Control Store 25516

c.c. Fxecute Unit S-Interpreter Table 20344
d.d. Microcode Control Decode Register 20346
e.e. Next Address Generator 20340

2. Operand Buffer 20322 (Fig. 256)
3. Multiplier 20314 (Figs. 257, 258)

a.a. Multiplier 20314 l/0 "Data Paths and Memory (Fig. 257)
a.a.a. Container Size Check

b.b.b. Final Result Output Multiplexer 20324
4. Test and Interface Logic 20320 (Figs. 260-268)

a.a. FU 10120lEU 10122 Interface

a.a.a. Loading of Command Queue 20342 (Fig. 260)
b.b.b. Loading of Operand Buffer 20320 (Hg. 261)
c.c.c. Storeback (Fig. 262)
d.d.d. Test Conditions (Fig. 253)
e.e.e. Exception Checking (Fig. 264)
f.f.f. idle Routine

g.g.g. EU 10122 Stack Mechanisms (Figs. 265, 266, 267)
h.h.h. Loading of Execute Unit S-interpreter Table 20344 (Fig. 268)_

D. IIO System 10116 (Figs. 204, 206, 2)
a. U0 System 10116 Structure (Fig. 204)
b. U0 System 10116 Operation (Fig. 269)

1. Data Channel Devices
2. V0 Control Processor 20412

3. Data Mover 20410 (Fig. 269)
a.a. Input Data Buffer 20440 and Output Data Buffer 20442
b.b. Priority Resolution and Control 20444 (Fig. 269)

E. Diagnostic Processor 10118 (Fig. 101, 205)
F. CS 10110 Micromachine Structure and Operation (Figs. 270-274)

a. Introduction
b. Overview of Devices Comprising FlJ Micrornachirie (Fig. 270)

1. Devices Used By Most Microcode
a.a. MOD Bus 10144, JPD Bus 10142, and DB Bus 27021
b.b. Microcode Addressing
c.c. Descriptor Processor 20218 (Fig. 271)
d.d. EU 10122 interface

2. Specialized Micromachine Devices
a.a. instruction Stream Reader 27001
b.b. SOP Decoder 27003
c.c. Name Translation Unit 27015

d.d. Memory Reference Unit 27017
e.e. Protection Unit 27019
f.f. KOS Micromachine Devices

c. Microrriachine Stacks and Microroutine Calls and Returns (Figs. 272, 273)
1. Micrornachine Stacks (l-"ig. 272)
2. Micromachine invocations and Returns

3. Means of Invoking Microroutines
4. Occurrence of Event invocations (Fig. 273)

—d- Virtual Micromachines and Monitor Micromachine
1. Virtual Mode
2. Monitor Mioromachine
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e. Interrupt and Fault Handling

1. General Principles . _
2. Hardware interrupt and Fault Handling In CS 10110 ‘
3. Monitor Mode: Differential Masking and Hardware Interrupt Handling

g. FU Micromachine and CS 10110 Subsystems

3. Narnespace, S-Interpreters and Pointers (Figs. 301-307, '274)
A. Pointers and Pointer Resolution (Figs. 301, 302)

a. Pointer Fonnats (Fig. 301)
b. Pointers in FU 10120 (Fig. 302)
c. Descriptor to Pointer Conversion

B. Namespace and the S-Interpreters (l-"Igs. 303—307)
a. Procedure Object 606 Overview (Fig. 303)
b. Narnespace

1. Name Resolution and Evaluation
2. The Name Table (Fig. 304)
3. Architectural Base Pointers (Figs. 305, 306)

a.a. Resolving and Evaluating Names (Fig. 305)
b.b. implementation of Name Evaluation and Name Resolve in CS 10110
c.c. Name Cache 1026 Entries (Fig. 306)
d.d. Name Cache 10226 Hits
e.e. Name Cache 10226 Misses

f.f. Flushing Name Cache 10226 .
g.g. Fetching the Instruction Stream
h.h. Parsing the instruction Stream

c. The S-interpreters (Fig. 307)
1. Translating SIP into a Dialect Number (Fig. 307)
2. Dispatching

4. The Kernel Operation System
A. Introduction

a. Operating Systems (Fig. 401)
1. Resources Controlled by Operating Systems (Fig. 402)

b. The Operating System in CS 10110 _
c. Extended Operating System and the Kernel Operating System (H9. 403)

B. Objects and Object Management (Fig. 404)
a. Objects and User Programs (Fig. 405)
b. UlDs 40401 (Fig. 406)
c. Object Attributes
d. Attributes and Access Control

e. Implementation of Objects
1. Introduction (Figs 407, 408)
2. Objects in Secondary Storage 10124 (figs. 409, 410).

a.a. Representation of an Object’s Contents on Secondary Storage 10124
b.b. LAUD 40903 (Figs. 411, 412)

3. Active Objects (Fig. 413)
a.a. UlD 40401 to AON 41304 Translation

C. The Access Control System
a. Subjects
b. Domains
c. Access Control Lists

1. Subject Templates (Fig. 416)
2. Primitive Access Control Lists (PACLS)
3. APAM 10918 and Protection Cache 10234 (Fig. 421)
4. Protection Cache 10234 and Protection Checking (Fig. 422)

D. Processes

1. Synchronization of Processes 610 and Virtual Processors 612
a. Event Counters 44801, Await Entries 44804, and Await Tables (fig. 448, 449)
b. Synchronization with Event Counters 44801 and Await Entries 44804

E. Virtual processors 612 (Fig. 453)
a. Virtual Processor Management (Fig. 453)
b. Virtual Processors 612 and Synchronization (Fig. 454)

F. Process 610 Stack Manipulation
1. introduction to Call and Return

2. Macrostacks (MAS) 502 (Fig. 467)
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a.a. MAS Base 10410 (Fig. 468)
b.b. Per-domain Data Area 46853 (Fig. 468)
c.c. MAS Frame 467 Detail (Fig. 469)

3. ss 50_4_(Fig. 470)
a.a. 55 Base 47001 (Fig. 471)
b.b. SS Frames 47003 (Fig. 471)

a.a.a. Ordinary SS Frame Headers 10514 (Fig. 471)
b.b.b. Detailed Structure of Macrostate 10516 (Fig. 471)
c.c.c. Cross-domain 55 Frames 47039 (Fig. 471)

4. Portions of Procedure Object 608 Relevant to Call and Return (Fig. 472)
5. Execution of Mediated Calls

a.a. Mediated Call SlNs

b.b. Simple Mediated Calls (figs. 270, 468, 469, 470, 471, 472)
c.c. invocations of Procedures 602 Requiring SEBs 46864 (Figs. 270, 468, 469, 470, 471, 472)
'd.d. Cross-Procedure Object Calls (Figs. 270, 468, 469, 470, 471, 472)
e.e. Cross-Domain Calls (Figs. 270. 408, 418, 468, 469. 470, 471, 472) '

r.r. Failed Cross-Domain Calls (Fags. 270, 468. 469, 470, 471, 472)
6. Neighborhood Calls (Figs. 468,- 469, 472)

INTRODUCTORY OVERVIEW

The following overview will first briefly describe the overall physical structure and operation of a
presently preferred embodiment of a digital computer system incorporating the present invention. Then
certain operating features of that computer system will be individually described. Next, overall operation of
the computer system will be described in tenns of those individual features.

A. Hardware Overview (Fig. 1)
Referring to Fig. 1, a block diagram of Computer System (C5) 101 incorporating the present invention is

shown. Major elements of CS 101 are U0 System (IOS) 116, Memory (MEM) 112, and Job Processor (JP)
114. JP 114 is comprised of a Fetch Unit (FU) 120 and an Execute Unit (EU) 12. CS 101 may also include a
Diagnostic Processor (DP), not shown or described in the instant description.

Referring first to IOS 116. a primary function of I08 116 is control of transfer of information between
MEM 112 and the outside world. lnforrnation is transferred from MEM 112 to I05 116 through IOM Bus 130,
and from IDS 116 to MEM 112 through M10 Bus 129. IOMC Bus 131 is comprised of bi-directional control
signals coordinating operation of MEM 112 and I08 116. IOS 116 also has an interface to FU 120 through
IOJP Bus 132. IOJP Bus 132 is-a bi-directional control bus comprised essentially of two interrupt lines.
These interrupt lines allow FU 120 to indicate to IOS 116 that a request for information by FU 120 has been
placed in MEM 112, and allows I05 116 to inform FU 120 that infonnation requested by FU 120 has been
transferred into a location in MEM 112. MEM 112 is CS 101's main memory and serves as the path for
infonnation transfer between the outside world and JP 114. MEM 112 provides instructions and data to FU
120 and EU 122 through Memory Output Data (MOD) Bus 140 and receives information from FU 120 and EU
12 through Job Processor Data (JPD) Bus 142. FU 120 submits read and write requests to MEM 112
through Physical Descriptor (PD) Bus 146.

JP 114 is CS 101's CPU and, as described above, is comprised of FU 120 and EU 122. A primary function
of FU 120 is executing operations of user's programs. As part of this function, FU 120 controls transfer of
instructions and data from MEM 112 and transfer of results of JP 114 operations back to MEM 112. FU 120
also performs operating system type functions, and is capable of operating as a complete, general purpose
CPU. EU 122 is primarily an arithmetic and logic unit provided to relieve FU 120 of certain arithmetic
operations. FU 120, however. is capable of performing EU 122 operations. In alternate embodiments of CS
101, EU 122 may be provided only as an option for users having particular arithmetic requirements.
Coordination of FU 120 and EU 122 operations is accomplished through FUIEU (FUEU) Bus 148, which
includes bi-directional control signals and mutual interrupt lines. As described further below, both FU 120
and EU 12 contain register file arrays refened to respectively as CRF and ERF, in addition to registers
associated with, for example, ALUs.

A primary feature of CS 101 is that IOS 116, MEM 112, FU 120 and EU 12 each contain separate and
independent microinstruction control, so that lOS 116, MEM 112, and EU 12 operate asynchronously
under the general control of FU 120. EU 122, for ‘example, may execute a complex arithmetic operation
upon receipt of data and a single, initial command from FU 120.

Having briefly described the overall structure and operation of CS 101, certain features of CS 101 will
be individually further described next below.

8. Individual Operating Features (Figs. 2, 3, 4, 5, 6)
1. Addressing (Fig. 2)

Referring to Fig. 2, e diagramic representation of portions of CS 101's addressing structure is shown.
CS 101's addressing structure is based upon the concept of Objects. An Object may be regarded as a

1‘)
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