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(57) AUSTRACT 

An approximate message authentication code (AMAC) 
which, I ike conventional message authentication cod(:s, pro
vides nbsolute nuthenticntion of the origin of the me~~age , 

yet provides an npproximme integrity check Jor the content 
of the message. 'lbe approximate iutegrity chL"Ck will be 
computed probabilistically and will likely be the same for 
messages hnving only a smnll percentage of differelJl bit~. A 
distance measure on the AMACs, such as a "Iamming 
distauce mcasure, may be used to detcrmine wh(.1hcr the 
number of bit dil1crcnces between the messnges is likely to 
be within an acc(.l'table amouut. 'Ibe AMAC is a probabi
llstlc checksum hased on a shared key. The AMAC uses the 
message nnd n shnrcd key ns inputs. Optionally, an initial 
value may nlso be used ns nn input. In one vcNion of the 
invention, the d.1tn in the message Marc pennuted nnd 
nmmgcd (physicnlly or Jogicnlly) into n table Imving IAI bits 
in cach column and '1'2 rows, where T is may be an odd 
integer. The pcmmted data arc masked, for example, 10 

genernte an unbiased, independent, identically distributed 
set of bits (Is and Os). Taking T rows at a time, the majorilY 
bit vallie for each column is determined and that majorily 
value is used to generate a new row. This procedure is 
repeated on the T lK'W rows of majority bits. 'Ibe rL'Sulting 
IAI bits is the AMAC 

23 Claims, 10 I)rawing Sheets 
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