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[57] ABSTRACT

A Subject-specific Information Retrieval and Viewing Sys-
tem (SIRViS) enables multiple users of a local computer
system to access information stored remotely on a wide area
network. The SIRViS is designed to retrieve and display to
a user information relating to a particular, predefined subject
area. The SIRViS includes a graphical user interface includ-
ing a control panel and a content viewer. The control panel
enables each local user to define a unique set of search rules
for locating information on the particular subject area stored
in one or more remote databases across the network. The
control panel provides each set of search rules to a search
agent, which accesses content in the remote databases
according to the search and stores the information in a local
database, including maintaining the overall structure in
which the data was stored in the remote database and
associating retrieved information with particular sets of
search rules. Any of the local users can use the content
viewer to access and display information stored in the local
database relating to the particular subject area and to that
particular user. The local processing system may include
multiple SIRViS, each of which is customized to retrieve and
display information in a different subject area.

33 Claims, 6 Drawing Sheets
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AGENT-BASED ON-LINE INFORMATION
RETRIEVAL AND VIEWING SYSTEM

FIELD OF THE INVENTION

The present invention pertains to the field of computer
networking. More particularly, the present invention relates
to techniques for retrieving and viewing information on a
wide area network.

BACKGROUND OF THE INVENTION

A number of technologies are currently available to allow
consumers to access information stored remotely on net-
works such as the Internet, corporate intranets, etc.
Browsers, for example, are a well-known class of software
applications which enable computer users to download
hypertext pages and other types of data from the World Wide
Web and other remote sources. Another, more recently
developed information access technology is commonly
referred to as “push” technology. With push technology, a
remote server generally gathers information on various
topics from remote databases, packages the information into
subject groupings called “channels”, and automatically
downloads selected channels to the user’s computer. The
user does not need to search for or request the information.
The retrieved information may be automatically stored
locally on the user’s computer, such that the user can browse
the information off-line at a time of his own choosing.

While information access technology has made signifi-
cant advances, conventional information access tools have
several problems, which prevent consumers from obtaining
the full benefit of on-line information. One problem is the
speed at which remotely stored information can be delivered
to a user. Although the achievable data rates are generally
increasing, very high speed data connections, such as T1
lines and the like, tend to be too expensive for individual
consumers to afford and therefore tend to be limited mainly
to commercial uses. Further, steadily increasing delays due
to increased network usage contribute to the speed problem.

Push technology and local caching may be partial solu-
tions to the speed issue. However, these solutions do not
address a second problem, which is organization. In
particular, conventional technologies, such as browsers and
push technology, generally are focused on presentation
rather than organization. Consequently, these technologies
often do not provide information to a user in such a manner
that it can be easily assimilated. This problem of organiza-
tion is analogous to the notion of clipping articles out of a
newspaper. Over time, a person may find a large number of
newspaper articles interesting and therefore clip them out for
future use. However, if the person ever wanted to see, for
example, all of the articles from a particular newspaper, by
a particular writer, and written in a particular month, he
might find it difficult to sort through all of the accumulated
articles. Essentially the same problem exists with regard to
on-line information retrieved using conventional tools, such
as Web browsers and push technology. Web pages, for
example, have traditionally been designed to be pleasing in
appearance, but not necessarily the most effective means of
conveying large volumes of information to a user. Push
technologies provide some improvement in organization by
using channels or the like, but generally do not provide a
user-friendly way for a person to access large volumes of
stored information in the event that he wishes to archive the
information for later use.

Hence, it is desirable to provide a technology for access-
ing information stored remotely on a network, such as the
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Internet, which overcomes the above noted disadvantages of
conventional information access technologies. In particular,
what is needed is an information access technology which
provides a user with improved speed of access and improved
organization of the delivered information.

SUMMARY OF THE INVENTION

The present invention includes a method of providing
multiple local users with information stored remotely on a
network. For each of the local users, a unique set of search
criteria is generated relating to a single, predefined subject.
Information relating to only the predefined subject is
retrieved from a database on the network based on each set
of search criteria, and the retrieved information is stored in
a local database accessible to the local users. In particular
embodiments, the present invention may include a user
interface which enables each of the local users to access,
from the local database, the information on the predefined
subject and associated with the corresponding set of search
criteria. Also, in particular embodiments the information is
stored in the remote database according to a particular
structure, and the search agent stores the information in the
local database according to the same structure. Other fea-
tures of the present invention will be apparent from the
accompanying drawings and from the detailed description
which follows.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example
and not limitation in the figures of the accompanying
drawings, in which like references indicate similar elements
and in which:

FIG. 1 illustrates a client computer system connected to a
number of remote server computer systems on the Internet.

FIG. 2 is a block diagram illustrating an exemplary
architecture for any of the computer systems of FIG. 1.

FIG. 3 is a block diagram illustrating a subject-specific
information retrieval and viewing system (SIRViS).

FIG. 4 is a block diagram illustrating certain functions of
a SIRVIS in greater detail.

FIG. 5 is a block diagram illustrating a local computer
system including a number of SIRViS.

FIG. 6 is a block diagram illustrating a SIRViS including
a reporting unit and an update unit.

DETAILED DESCRIPTION

An agent based on-line information retrieval and viewing
system is described. In the following description, for pur-
poses of explanation, numerous specific details are set forth
in order to provide a thorough understanding of the present
invention. It will be evident to one skilled in the art,
however, that the present invention may be practiced with-
out these specific details. In other instances, well-known
structures and devices are shown in block diagram or other
symbolic form in order to facilitate description of the present
invention.

The present invention pertains to a technique for enabling
multiple users of a local computer system to retrieve infor-
mation stored in one or more remote servers on a network,
such as on the Internet. As will be described, the present
invention includes a Subject-specific Information Retrieval
and Viewing System (SIRViS), which enables multiple users
of a local computer system to access information stored
remotely on the network. The SIRVIS is designed to retrieve
and display information relating only to a particular, pre-
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defined subject area, in a manner that is tailored to each of
multiple local users. The SIRViS generally includes a
graphical user interface (GUI) and a search agent. A control
panel component of the GUI enables each local user to
define his own unique set of search rules for locating
information on the particular subject area stored in one or
more remote databases on the network. The control panel
provides each set of search rules to the search agent. The
search agent then automatically accesses content in the
remote databases according to the search and stores the
information in a local database. The search agent may
retrieve the information periodically or at specified days or
times, for example. Using a content viewer component of
the GUI, each local user can access information stored in the
local database relating to the particular subject area and
corresponding to his own set of search rules. The local
storage of retrieved information improves the overall speed
of access perceived by the user.

In contrast with conventional information access
techniques, such as Web browsers and push technology, the
search agent stores information in the local database using
the same organizational structure in which the information
was stored in the remote database. This structure is selected
in advance to be suitable for effectively conveying informa-
tion on the predefined subject area to a user in a format that
can be casily assimilated. The present invention is not
limited to use with any particular type of data structure.
However, the designer of a given SIRViS will have knowl-
edge of the data structure used in the appropriate remote
databases and will design the search agent and the content
viewer to be compatible with this structure. Thus, the
maintenance of the structure of the retrieved information and
the subject-specific nature of the SIRVIS improve the orga-
nization of information delivered to the user, in comparison
to traditional techniques.

FIG. 1 illustrates a network configuration in which the
present invention can be employed. In FIG. 1, a client
computer system 1 is connected to one or more remote
server computer systems (“content servers”) 2 by the Inter-
net 3. The client system 1 may have multiple users who wish
fo access, from time to time, information stored in databases
on the content servers 2 relating to various topics, such as
news, cooking, weather, sports, etc. Accordingly, one or
more SIRViS operating in the client system 1 allow the users
to access that information. In the description which follows,
it is generally assumed that a SIRViS is embodied as
application software which executes on the client computer
system 1. Note, however, that a SIRViS and any component
thereof can alternatively be embodied in hardware or in a
combination of hardware and software.

Associated with the present invention is a proprietary,
subscription information access service (IAS). The IAS
creates and maintains multiple SIRViSs, each custom-
designed to retrieve and display information on a specific
subject. Each SIRViS maintains knowledge of the locations
of one or more particular databases on its associated subject
in one or more particular content servers 2. A user of the
client system 1 subscribes to the IAS to receive at least one
SIRViS for accessing information on the remote content
servers 2. Accordingly, the IAS maintains one or more server
computer systems (“IAS server”) 4 connected to the Inter-
net. One or more appropriate SIRVIS can be downloaded to
the client system 1 from the IAS server 4 via the Internet 3.
The client system 1 may also have a direct (e.g., dial-up)
connection to the IAS server 4, through which a SIRVIS can
be downloaded to the client system 1. Alternatively, one or
more SIRViS can be loaded into the client system 1 from a
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4

portable storage medium, such as a magnetic disk or tape, a
magneto-optical (MO) storage device, or any of various
types of optical storage media, such as Digital Versatile Disk
(DVD) or compact disk ROM (CD-ROM).

Which particular SIRViSs are loaded into the client sys-
tem 1 depends on which topics interest the users of the client
system 1. The users’ interests may be determined in any of
various ways, a discussion of which is not necessary for
purposes of practicing the present invention. After each
SIRViS is loaded into the client system 1, each SIRVIS
independently executes on the client system 1 to provide the
local users with access to information stored on the content
severs 2, in a manner which will be described.

Note that each of the computer systems shown in FIG. 1
may represent a number of interconnected computer sys-
tems. For example, although the IAS server 4 is shown as a
single computer system, it may actually comprise multiple
computer systems, which may be connected to each other on
a local area network (LAN) coupled to the Internet 3, or
which may be geographically separated and connected to the
Internet 3 at different locations. Similarly, the client system
1 or any of the content servers 2 may represent multiple
computer systems connected to each other on a LAN,
corporate intranet, or the like.

FIG. 2 illustrates, in block diagram form, a computer
system architecture that is representative of any of the
computer systems shown in FIG. 1. The system shown in
FIG. 2 represents a conventional personal computer (PC).
Note, however, that many other architectures and types of
systems may be employed without departing from the scope
of the present invention. Any of the computer systems
represented in FIG. 1 may be a less conventional type of
computer system. For example, the client system 1 may be
a “set-top box” type of processing system that uses a
standard television set as a display device.

The computer system of FIG. 2 includes a central pro-
cessing unit (CPU) 10, random access memory (RAM) 11,
read-only memory (ROM) 12, each connected to a bus
system 18. The bus system 18 in FIG. 2 may represent one
or more buses connected to each other through various
bridges, controllers and/or adapters, such as are well-known
in the art. For example, the bus system 18 may include a
system bus which connects CPU 10 to RAM 11 and which
is connected through an adapter to one or more expansion
buses, such as a Peripheral Component Interconnect (PCI)
bus. Also coupled to the bus system 18 are a mass storage
device 13, a keyboard 14, a pointing device 15, a data
communication device 16, and a display device 17.

The pointing device 15 may be any suitable device for
enabling a user to position a cursor or pointer on the display
device 17, such as a mouse, trackball, touchpad, stylus with
light pen, or the like. The display device 17 may be any
suitable device for displaying alphanumeric, graphical and/
or video data to a user, such as a cathode ray tube (CRT), a
liquid crystal display (LCD), or the like. Mass storage
device 17 may be any suitable device for storing large
volumes of data, such as a magnetic disk or tape, an MO
storage device, or any of various types of optical storage
media, such as DVD, CD-ROM, etc. Data communication
device 19 may be any device suitable for or enabling the
computer system to communicate data with a remote com-
puter system over communication link 5, such as a conven-
tional telephone modem, a cable television modem, an
Integrated Services Digital Network (ISDN) adapter, a Digi-
tal Subscriber Line (xDSL) adapter, or the like.

The elements shown in FIG. 2 perform their conventional
functions known in the art. In particular, mass storage 13 is
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used to provide non-volatile storage of software instructions
and data, whereas RAM 11 is a system memory for provid-
ing temporary storage of the data and the software instruc-
tions when executed by the CPU 10. Software instructions
for implementing the SIRViS and other aspects of the
present invention may be downloaded to mass storage
device 13 and/or RAM 11 from a remote server via the
network connection 5.

FIG. 3 illustrates an embodiment of the SIRViS of the
present invention. As noted, the SIRViS may be embodied as
software executing on the client system 1. Hence, in FIG. 3,
SIRViS 22 is shown as stored within a memory 20 in the
client system 1. Memory 20 may represent RAM 11 or mass
storage device 13 in FIG. 3, for example, or a combination
of those elements. Note that while various functions are
attributed in this description to the SIRViS and its
components, in the case of a software embodiment, it is
actually the execution by a processor (e.g., CPU 10) of
software instructions representing the SIRViS and its com-
ponents which causes the described functions to occur.

The SIRViS 22 includes a GUI 24 and a search agent 25
configured to cooperate with each other. The GUI 24
includes a control panel component 26 and a content viewer
component 27. The control panel 26 allows each user of the
client system 1 to create his own unique set of
configurations, or search rules, which are stored within the
client system 1. Thus, each member of a family having a
home PC, for example, can define his or her own set of
search rules for accessing information on a particular subject
area. The control panel 26 may also provide various other
functions for allowing a user to control and maintain the
SIRViS 22. The control panel 26 interacts with users via
dialog boxes and other features associated with conventional
windows-based environments. These features may be
manipulated by the user using well-known techniques, such
as the manual positioning of a pointer or cursor on a display
device using a mouse, trackball, touchpad, or other pointing
device.

In alternative embodiments, search rules may not be
specified explicitly by a user. Instead, search rules may be
generated automatically based on observations of the users’s
actions, such as which types of on-line information the user
accesses most frequently. In that case, such observation
and/or rule generation functions may be performed by the
control panel 26, by a dedicated rule generation component
within the SIRViS, or by an entity separate from the SIRViS
22.

The search agent 25 is a search engine which separately
uses each set of search rules to access information on a
predefined subject area in one or more remote databases 34.
The remote databases 34 are stored in one or more of the
remote content servers 2 (see FIG. 1). The search agent 25
may access the remote databases 34 at regular, predefined
intervals or at pre-specified days or times. The agent 25
stores the retrieved information in a local database 30. In
doing so, the search agent 25 creates an association in the
local database 30 between stored groups of information and
the corresponding set of search rules used to retrieve the
groups of information, thereby associating information with
particular users.

The search agent is generally described herein as residing
on the client system 1. Note, however, that in alternative
embodiments of the present invention, the search agent 25
may be located remotely from the client system 1 and/or
separate from the GUI 24. For example, the search agent 25
might be local to a remote database 34 and therefore might
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reside in one of the remote content servers 2. In that case,
communication between the search agent 25 and the GUI 24
may take place over the Internet 3.

The local database 30 is a structured database (e.g.,
relational, object oriented, etc.), which allows structured,
field-based queries, such as in a structured query language
(SQL) database (as opposed to text searches). The local
database 30 may be located within the client system 1, as
shown in FIG. 3, although that is not necessarily the case.
However, the local database 30 is much “closer” to the client
system 1 in terms of data access time than are the remote
databases 34. The local database 30 may be stored in a mass
storage device, such as mass storage device 13 in FIG. 2.

When a user wishes to view the retrieved data for the
defined subject area, the user invokes the content viewer 27,
which accesses the information from the local database 30
and displays it to the user. The content viewer 27 provides
a conventional windows-based environment to interact with
the user. In certain embodiments, the content viewer 27 may
provide an environment in which the user identifies himself
or is automatically identified by the client system 1, and the
user, from the point of identification, is presented with, or is
only allowed access to, content collected based on his or her
own set of search rules for the given subject area.

Hence, each SIRViS 22 is custom designed to retrieve and
display to a user information relating to a particular subject
area. Accordingly, the control panel 26, agent 25, and
content viewer 27 are specifically designed to access a
specific class of information stored according to a particular,
predefined structure. Specifically, the control panel 26 is
custom designed to enable multiple users to each specify
their own set of search rules for the particular subject area.
The agent 25 is designed to use these sets of search rules to
retrieve a specific type of information from the predefined
remote databases 34 and to store that information in the local
database 30 using the same data structure in which the data
is stored in the remote databases 34. The agent 25 therefore
maintains knowledge of which remote databases to search.
Such knowledge may be in the form of a simple stored list
of paths to one or more data files. The content viewer 27 is
designed to have knowledge of this data structure and to
retrieve the information from the local database 30 accord-
ingly. The content viewer 27 is further designed to retrieve
stored information associated with a particular user (i.e.,
information retrieved using a particular set of search rules).

Referring now to FIG. 4, when a user invokes the SIRViS
22 for the first time after it is loaded into the client system
1, the user accesses the control panel 26 to define his set of
search rules for the relevant subject area. The control panel
26, therefore, maintains a dataset 40 containing the search
rules for all of the authorized users of the client system 1.
The agent 25 accesses the dataset 40, selects the set of rules
for a particular user, retrieves information from the remote
database 34, and stores the information within the local
database 30, including associating the retrieved information
with a particular user (or set of search rules). In one
embodiment, the agent 25 searches the remote database 34
on behalf of one or more users regardless of whether the
client system 1 is currently in use by any user; hence,
searches are generally performed automatically. Searches
may be performed periodically or at specified days or times.
However, it is also contemplated that the agent 25 may
initiate a search of the remote databases 34 directly in
response to a user request.

The client system 1 may include more than one SIRViS,
each of which relates to a different subject area. Thus, as
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shown in FIG. 5, the client system 1 may include a number
of individual SIRViSs, 22-1, 22-2, . . ., 22-N, each of which
relates to a particular subject area. Each of the SIRViSs 22-1
through 22-N is configured to access data from a particular
group of remote databases 34-1, 34-2, . . . , 34-N,
respectively, and to store that information in the local
database 30. If desired, multiple local databases may be
used, such as one for each SIRVIiS.

Because information is retrieved by the SIRViS automati-
cally and stored in the local database, the speed at which a
user can access and view this information is improved in
comparison with conventional technologies. Moreover,
because each SIRViS is customized to retrieve information
for a particular subject area and to retain the structure in
which that information is stored, the information is stored in
the local database in a far more organized manner than with
conventional information retrieval tools. The present
invention, therefore, allows a user to access information on
a given topic much more quickly and easily than with
conventional information access tools.

In addition to the functions described above, a SIRViS
may include the capability to automatically update itself in
order to identify newly available remote databases or to
provide improved functionality. Thus, referring to FIG. 6, a
SIRViS 22b according to one embodiment includes an
update unit 44, in addition to the components mentioned
above. The update unit 44 causes the SIRViS 22b to auto-
matically update itself when an updated version is available,
such as when the list of remote databases has been updated
or when the program code has been improved. When a more
updated version of the SIRViS is available, the update unit
44 automatically causes the update to be downloaded to the
client system 1 from a remote server. The update unit 44 may
automatically query the IAS server 4 to determine if an
update is available, or it may simply wait for a message from
the IAS server 4 indicating that an update is available.
Updating the SIRViS 22b may entail replacing or modifying
the entire SIRViS 22b or particular components of the
SIRViS 22b, such as the agent 25, the control panel 26,
and/or the content viewer 27.

A SIRVIS of the present invention may also include the
capability to record accesses by a given user to particular
pieces of content stored in a local database, and to report
these accesses, either in real-time or in batch mode, to some
remote database, such as the system server 4, or one of the
content servers 2. This information may be used by the IAS
or third parties to maintain user profiles. Accordingly, as
shown in FIG. 6, the SIRViS 22b of the present invention
includes a reporting unit 42 for performing these recording
and reporting functions. Note that while the reporting unit 42
and the update unit 44 are shown as components of the
SIRViS 22, alternatively they may be provided as separate
entities which function independently of the SIRViS 22b.

Thus, an agent based on-line information retrieval and
viewing system has been described. Although the present
invention has been described with reference to specific
exemplary embodiments, it will be evident that various
modifications and changes may be made to these embodi-
ments without departing from the broader spirit and scope of
the invention as set forth in the claims. Accordingly, the
specification and drawings are to be regarded in an illustra-
tive sense rather than a restrictive sense.

What is claimed is:

1. A device for providing a plurality of local users with
information stored remotely on a network, the device com-
prising:

a rule generation unit configured to define, for each of the

plurality of local users, a set of search rules applicable
to a predefined subject; and
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a search agent configured to retrieve information on only
the predefined subject from a database on the network
based on each set of search rules and to store the
retrieved information in a local database.

2. Adevice according to claim 1, further comprising a user
interface configured to enable each of the plurality of local
users to access, from the local database, the information on
the predefined subject associated with the corresponding set
of search criteria.

3. Adevice according to claim 1, wherein the search agent
is further configured to create an association in the local
database between the retrieved information and particular
ones of the local users based on the set of search rules used
to retrieve the information.

4. A device according to claim 1, wherein the information
is stored in the remote database according to a structure, and
wherein the agent is further configured to store the infor-
mation in the local database according to said structure.

5. A processing system for providing a plurality of local
users with information stored remotely over a network, the
system comprising:

a first user interface for enabling each of a plurality of
local users to define a different corresponding set of
search rules applicable to a predefined subject;

a search agent configured to receive each set of search
rules and to automatically retrieve information on only
the predefined subject from a database on the network
based on each set of search rules and to store the
retrieved information in a local database; and

a second user interface for enabling each of the plurality
of local users to access from the local database a
portion of the information on the predefined subject
associated with the corresponding set of search rules.

6. A processing system according to claim 5, wherein the
information stored in the remote database comprises a
plurality of records, each of the records having a structure,
and wherein the agent stores the information in the local
database in the form of records having said structure.

7. A processing system according to claim 5, further
comprising an update unit for periodically determining
whether an updated version of the search agent is available
from a remote database and, if an updated version is
available, for retrieving the updated version.

8. A processing system according to claim 5, further
comprising an update unit for periodically determining
whether an updated version of any of the search agent, the
first user interface, or the second user interface is available
from a remote database and, if an updated version is
available, for retrieving the updated version.

9. A processing system according to claim 5, further
comprising a reporting unit for automatically reporting, to a
remote computer system, accesses to the local database.

10. A processing system according to claim 9, the report-
ing unit further for reporting accesses to particular types of
content in the local database.

11. A processing system according to claim 9, the report-
ing unit further for reporting accesses to the local database
by a particular user.

12. A processing system according to claim 5, the second
user interface comprising:

means for receiving user inputs identifying one of the
local users; and means for retrieving from the local
database only a portion of the information on the
predefined subject, the portion corresponding to the set
of search rules associated with said one of the local
users; and

means for outputting the portion of the information.
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13. A local computer system connected to a plurality of
remote computer systems on a network, the local computer
system comprising:

a plurality of user interface units configured to receive
user inputs, each user interface unit associated with a
different one of a plurality of subject areas, each user
interface unit further configured to receive, from each
of a plurality of users, a separate set of search rules
relating to the associated subject area;

a plurality of agents, each agent associated with one of the
subject areas, each agent configured to retrieve infor-
mation related to the associated subject area from at
least one of the remote computer systems based on at
least one specified set of search rules and to store the
retrieved information in a local database; and

a plurality of viewing units, each viewing unit configured
to retrieve information from the local database corre-
sponding to one of the subject areas in response to
inputs from any of the plurality of users and to display
the retrieved information.

14. A local processing system according to claim 13,
wherein each of the viewing units is further configured to
receive user inputs identifying one of the users and to
retrieve from the local database information corresponding
to the set of search rules associated with said one of the
users.

15. A local processing system according to claim 13,
further comprising a reporting unit for reporting accesses to
the local database to a remote computer system.

16. A local processing system according to claim 13,
wherein the information is stored in each of the remote
computer systems according to a structure, and wherein the
agent maintains each said structure when storing the infor-
mation in the local database.

17. A local processing system according to claim 13,
further comprising an update unit configured to periodically
determine whether an updated version of the search agent is
available from a remote database and, if an updated version
is available, to retrieve the updated version.

18. A local processing system according to claim 13,
further comprising a reporting unit configured to report
accesses to the local database to a remote computer system.

19. A local processing system according to claim 13,
wherein the network is a wide area network.

20. A method of providing a plurality of local users with
information stored remotely on a network, the method
comprising:

for each of the plurality of local users, generating a unique
set of search criteria relating to a single, predefined
subject;

retrieving information relating to only the predefined
subject from a database on the network based on each
set of search criteria; and

storing the retrieved information in a local database
accessible to the plurality of local users.

21. A method according to claim 20, wherein said storing
comprises creating an association in the local database
between the retrieved information and particular ones of the
local users based on the set of search criteria used to retrieve
the information.

22. A method according to claim 20, further comprising:

receiving a query, the query including information iden-
tifying one of the local users; and

retrieving from the local database only a portion of the
information on the predefined subject, the portion cor-
responding to the set of search criteria associated with
said one of the local users; and

outputting the portion of the information.

Page 18 of 239

15

20

25

30

40

45

10

23. A method according to claim 20, wherein said gen-
erating comprises inputting each set of search criteria at one
processing system on the network, the network comprising
a plurality of processing systems.

24. A method according to claim 23, wherein said out-
putting comprises outputting the portion of the information
from said one processing system.

25. A method according to claim 20, wherein the infor-
mation is stored in the remote database according to a
structure, and wherein storing the retrieved information in a
local database comprise storing the information in the local
database using the same structure in which said information
was stored in the remote database.

26. A method according to claim 20, further comprising
reporting accesses to the local database to a remote com-
puter system.

27. A method according to claim 26, wherein said report-
ing accesses comprises reporting accesses to particular types
of content in the local database.

28. A method according to claim 26, wherein said report-
ing accesses comprises reporting accesses to the local data-
base by a particular user.

29. A method of providing a plurality of local users with
information stored remotely over a network, the method
comprising;

using a computer system on the network to receive a set

of user inputs from each of the plurality local users,
each set of user inputs for creating a set of search rules
for the corresponding local user for a predefined sub-
ject;

retrieving information relating to only the predefined

subject from a remote database on the network;
storing the retrieved information on the predefined subject
in a local database;

receiving a set of user inputs from one of the local users;

and

responding to the set of user inputs by retrieving from the
local database a portion of the information on the
predefined subject, the portion corresponding to the set
of search rules associated with said one of the local
users, and by outputting the information to said one of
the local users.

30. A method according to claim 29, wherein receiving
the set of user inputs from said one of the local users
comprises using the computer system to receive the set of
user inputs from said one of the local users; and wherein
outputting the information to said one of the local users
comprises using the computer system to output the infor-
mation to said one of the local users.

31. A method according to claim 29, wherein the infor-
mation is stored in the remote database according to a
structure, and wherein storing the retrieved information in a
local database comprise storing the information in the local
database using the same structure in which said information
was stored in the remote database.

32. A processing system for providing a plurality of local
users with records stored remotely, the processing system
comprising:

a first user interface to enable each of a plurality of local

users to define a different corresponding set of search
rules applicable to a predefined subject;

a remote database having a plurality of records with a
structure;

a search agent to receive each set of search rules and to
automatically retrieve records on only the predefined
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subject from the remote database based on each set of
search rules and to store the retrieved records in a local
database with the same structure as the remote data-
base; and

a second user interface to enable each of the plurality of

local users to access from the local database a portion
of the records on the predefined subject associated with
the corresponding set of search rules.

33. A method of providing a plurality of local users with
information stored remotely on a network, the method
comprising:

receiving from a plurality of user interface units a corre-

sponding set of search criteria;
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generating unique sets of search criteria relating to pre-
defined subjects;

retrieving from a remote structured database on the net-
work only those records relating to the predefined
subjects based on the unique sets of search criteria;

storing on a local computer system the retrieved records
in the same structure as the remote structured database;
and

presenting to the plurality of user interface units records
retrieved from the local computer system correspond-
ing to the set of search criteria.
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ABSTRACT OF THE DISCLOSURE

A Subject-specific Information Retrieval and Viewing System (SIRViS)
enables multiple users of a local computer system to access information stored
remotely on a wide area network. The SIRViS is designed to retrieve and display

5  to a user information relating to a particular, predefined subject area. The
SIRViS includes a graphical user interface including a control panel and a content
viewer. The control panel enables each local user to define a unique set of search
rules for locating information on the particular subject area stored in one or more
remote databases across the network. The control panel provides each set of

10  search rules to a search agent, which accesses content in the remote databases
according to the search and stores the information in a local database, including

maintaining the overall structure in which the data was stored in the remote

database and associating retrieved information with particular sets of search
rules. Any of the local users can use the content viewer to access and display

15 information stored in the loéal database relating to the particular subject area and

to that particular user. The local processing system may include multiple
SIRViS, each of which is customized to retrieve and display information in a

different subject area.
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Agent-Based On-Line Information Retrieval and Viewing System

FIELD OF THE INVENTION

The present invention pertains to the field of computer networking. More
particularly, the present invention relates to techniques for retrieving and
viewing information on a wide area network.

BACKGROUND OF THE INVENTION

A number of technologies are currently available to allow consumers to
access information stored remotely on networks such as the Internet, corporate
intranets, etc. Browsers, for example, are a well-known class of software
applications which enable computer users to download hypertext pages and
other types of data from the World Wide Web and other remote sources.
Another, more recently developed information access technology is commoenly
referred to as “push” technology. With push technology, a remote server
generally gathers informatién on various topics from remote databaseé, packages
the information into subject groupings called “channels”, and automatically
downloads selected channels to the user’s computer. The user does not need to
search for or request the information. The retrieved information may be
automatically stored locally on the user’s computer, such that the user can
browse the information off-line at a time of his own choosing.

While information access technology has made significant advances,
conventional information access tools have several problems, which prevent
consumers from obtaining the full benefit of on-line information. One problem is
the speed at which remotely stored information can be delivered to a user.
Although the achievable data rates are generally increasing, very high speed
data connections, such as T1 lines and the like, tend to be too expensive for

A
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individual consumers to afford and therefore tend to be limited maiﬁly to

commercial uses. Further, steadily increasing delays due to increased network

usage contribute to the speed problem.

Push technology and local caching may be partial solutions to the speed

5 issue. However, these solutions do not address a second problem, which is
organization. In particular, conventional technologies, such as browsers and
push technology, generally are focused on presentation rather than organization.
Consequently, these technologies often do not provide information to a user in
such a manner that it can be easily assimilated. This problem of organization is

analogous to the notion of clipping articles out of a newspaper. Over time, a

person may find a large number of newspaper articles interesting and therefore
clip them out for future use. Howevef, if the person ever wanted to see, for
example, all of the articles from a particular newspaper, by a particular writer,
" and written in a particular month, he might find it difficult to sort through all of

the accumulated articles. Essentially the same problem exists with regard to on-

line information retrieved using conventional tools, such as Web browsers and
push technology. Web pages, for example, have traditionally been designed to
be pleasing in appearance, but not necessarily the most effective means of
conveying large volumes of information to a user. Push technologies provide
20 some improvement in organization by using channels or the like, but generally
do not provide a user-friendly way for a person to access large volumes of stored
information in the event that he wishes to archive the information for later use.
Hence, it is desirable to provide a technology for accessing information
stored remotely on a network, such as the Internet, which overcomes the above

25  noted disadvantages of conventional information access technologies. In

4
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particular, what is needed is an information access technology which provides a
user with improved speed of access and improved organization of the delivered

information.
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SUMMARY OF THE INVENTION

The present invention includes a method of providing multiple local users
with information stored remotely on a network. For each of the local users, a
unique set of search criteria is generated relating to a single, predefined subject.
5 Information relating to only the predefined subject is retrieved from a database
on the network based on each set of search criteria, and the retrieved information
is stored in a local database accessible to the local users. In particular
embodiments, the present invention may include a user interface which enables
each of the local users to access, from the local database, the information on the
10  predefined subject and associated with the corresponding set of search criteria.
Also, in particular embodiments the information is stored in the remote database
according to a particular structure, and the search agent stores the information in
the local database according to the same structure. Other features of the present

invention will be apparent from the accompanying drawings and from the

15 detailed description which follows.
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. - BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example and not limitation
in the figures of the accompanying drawings, in which like references ihdicate
similar elements and in which:

5 Figure 1 illustrates a client computer system connected to a number of
remote server computer systems on the Internet.

Figure 2 is a block diagram illustrating an exemplary architecture for any
of the computer systems of Figure 1.

Figure 3 is a block diagram illustrating a subject-specific information
retrieval and viewing system (SIRViS).

Figure 4 is a block diagram illustrating certain functions of a SIRViS in
greater detail.

Figure 5 is a block diagram illustrating a local computer system including
a number of SIRViS.

Figure 6 is a block diagram illustrating a SIRViS including a reporting unit

and an update unit.
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DETAILED DESCRIPTION
An agent based on-line information retrieval and viewing system is
described. In the following description, for purposes of explanation, numerous
specific details are set forth in order to provide a thorough understanding of the
5 present invention. It will be evident to one skilled in the art, however, that the

present invention may be practiced without these specific details. In other

instances, well-known structures and devices are shown in block diagram or

other symbolic form in order to facilitate description of the present invention.
The present invention pertains to a technique for enabling multiple users
of a local computer system to retrieve information stored in one or more remote "
servers on a network, such as on the Internet. As will be described, the present
invention includes a Subject-specific Information Retrieval and Viewing System
(SIRViS), which enables multiple users of a local computer system to access
information stored remotely on the network. The SIRViS is designed to retrieve

and display information relating only to a particular, predefined subject area, in

a manner that is tailored to each of multiple local users. The SIRViS generally
includes a graphical user interface (GUI) and a search agent. A control panel
component of the GUI enables each local user to define his own unique set of

search rules for locating information on the particular subject area stored in one

20  or more remote databases on the network. The control panel provides each set of
search rules to the search agent. The search agent then automatically accesses
content in the remote databases according to the search and stores the
information in a local database. The search agent may retrieve the information
periodically or at specified days or times, for example. Using a content viewer

25  component of the GUI, each local user can access information stored in the local

y
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database relating to the particular subject area and corresponding to his own set

of search rules. The local storage of retrieved information improves the overall

speed of access perceived by the user. |

In contrast with conventional information access techniques, such as Web

5 browsers and push technology, the search agent stores information in the local
database using the same organizational structure in which the information was
stored in the remote database. This structure is selected in advance to be suitable
for effectively conveying information on the predefined subject area to a user in a
format that can be easily assimilated. The present invention is not limited to use
with any particular type of data structure. However, the designer of a given

SIRViS will have knowledge of the data structure used in the appropriate remote

databases and will design the search agent and the content viewer to be
compatible with this structure. Thus, the maintenance of the structure of the
retrieved information and the subject-specific nature of the SIRViS improve the

organization of information delivered to the user, in comparison to traditional

techniques.

Figure 1 illustrates a network configuration in which the present invention
can be employed. In Figure 1, a client computer system 1 is connected to one or
more remote server computer systems (“content servers”) 2 by the Internet 3.

20  The client system 1 may have multiple users who wish to access, from time to
time, information stored in databases on the content servers 2 relating to various
topics, such as news, cooking, weather, sports, etc. Accordingly, one or more
SIRViS operating in the client system 1 allow the users to access that information.
In the description which follows, it is generally assumed that a SIRViS is

25  embodied as application software which executes on the client computer system

8
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1. Note, however, that a SIRViS and any component thereof can alternatively be
embodied in hardware or in a combination of hardware and software.
Associated with the present invention is a proprietary, subscription

information access service (IAS). The IAS creates and maintains multiple
5  SIRViSs, each custom-designed to retrieve and display information on a specific
subject. Each SIRViS maintains knowledge of the locations of one or more
particular databases on its associated subject in one or more particular content
servers 2. A user of the client system 1 subscribes to the IAS to receive at least
one SIRViS for accessing information on the remote content servers 2.
Accordingly, the IAS maintains one or more server computer systems (“IAS
server”) 4 connected to the Internet. One or more appropriate SIRViS can be
downloaded to the client system 1 from the IAS server 4 via the Internet 3. The
client system 1 may also have a direct (e.g., dial-up) connection to the IAS server
4, through which a SIRVIS can be downloaded to the client system 1.

Alternatively, one or more SIRViS can be loaded into the client system 1 from a

portable storage medium, such as a magnetic disk or tape, a magneto-optical
(MO} storage device, or any of various types of optical storage media, such as
Digital Versatile Disk (DVD) or compact disk ROM (CD-ROM).

Which particular SIRViSs are loaded into the client system 1 depends on
20  which topics interest the users of the client system 1. The users’ interests may be
determined in any of various ways, a discussion of which is not necessary for
purposes of practicing the present invention. After each SIRViS is loaded into
the client system 1, each SIRViS independently executes on the client system 1 to

provide the local users with access to information stored on the content severs 2,

7

8

25  in a manner which will be described.
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Note that each of the computer systems shown in Figure 1 may represent

a number of interconnected computer systems. For example, although the IAS

server 4 is shown as a single computer system, it may actually comprise multiple

computer systems, which may be connected to each other on a local area network
5 (LAN) coupled to the Internet 3, or which may be geographically separated and
connected to the Internet 3 at different locations. Similarly, the client system 1 or
any of the content servers 2 may represent multiple computer systems connected
to each other on a LAN, corporate intranet, or the like.

Figure 2 illustrates, in block diagram form, a computer system

architecture that is representative of any of the computer systems shown in

Figure 1. The system shown in Figure 2 represents a conventional personal

computer (PC). Note, however, that many other architectures and types of
systems may be employed without departing from the scope of the present
invention. Any of the computer systems represented in Figure 1 may be a less

conventional type of computer system. For example, the client system 1 may be

a “set-top box” type of processing system that uses a standard television set as a
display device.

The computer system of Figure 2 includes a central processing unit (CPU)
10, random access memory (RAM) 11, read-only memory (ROM) 12, each
20  connected to a bus system 18. The bus system 18 in Figure 2 may represent one
or mote buses connected to each other through various bridges, controllers
and/or adapters, such as are well-known in the art. For example, the bus system
18 may include a system bus which connects CPU 10 to RAM 11 and which is
connected through an adapter to one or more expansion buses, such as a

25  Peripheral Component Interconnect (PCI) bus. Also coupled to the bus system

1
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18 are a mass storage device 13, a keyboard 14, a pointing device 15, a data
communication device 16, and a display device 17. |

The pointing device 15 may be any suitable device for enabling a user to
position a cursor or pointer on the display device 17, such as a mouse, trackball,
touchpad, stylus with light pen, or the like. The display device 17 may be any
suitable device for displaying alphanumeric, graphical and /or video data to a
user, such as a cathode ray tube (CRT), a liquid crystal display (LCD), or the like.
Mass storage device 17 may be any suitable device for storing large volumes of
data, such as a magnetic disk or tape, an MO storage device, or any of various
types of optical storage media, such as DVD, CD-ROM, etc. Data communication
device 19 may be any device suitable for or enabling the computer system to
communicate data with a remote computer system over communication link 5,
such as a conventional telephone modem, a cable television modem, an
Integrated Services Digital Network (ISDN) adapter, a Digital Subscriber Line
(xDSL) adapter, or the like. r

The elements shown in Figure 2 perform their conventional functions
known in the art. In particular, mass storage 13 is used to provide non-volatile
storage of software instructions and data, whereas RAM 11 is a system memory
for providing temporary storage of the data and the software instructions when
executed by the CPU 10. Software instructions for implementing the SIRVIS and
other aspects of the present invention may be downloaded to mass storage
device 13 and/or RAM 11 from a remote server via the network connection 5.

Figure 3 illustrates an embodiment of the SIRViS of the present invention.
As noted, the SIRViS may be embodied as software executing on the client

system 1. Hence, in Figure 3, SIRViS 22 is shown as stored within a memory 20
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in the client system 1. Memory 20 may represent RAM 11 or mass storage device
13 in Figure 3, for example, or a combination of those elements. Note that W’hile
various functions are attributed in this description to the SIRViS and its
components, in the case of a software embodiment, it is actually the execution by
a processor {e.g..CPU 10) of software instructions representing the SIRViS and its
components which causes the described functions to occur.

The SIRViS 22 includes a GUI 24 and a search agent 25 configured to
cooperate with each other. The GUI 24 includes a control panel component 26
and a content viewer component 27. The control panel 26 allows each user of the
client system 1 to create his own unique set of configurations, or search rules,
which are stored within the client system 1. Thus, each member of a family
having a home PC, for example, can define his or her own set of search rules for
accessing information on a particular subject area. The control panel 26 may also
provide various other functions for allowing a user to control and maintain the
SIRViS 22. The control\pane.l 26 interacts with users via dialog boxes and other
features associated with conventional windows-based environments, These
features may be manipulated by the user using well-known techniques, such as
the manual positioning of a pointer or cursor on a display device using a mouse,
trackball, touchpad, or other pointing device.

In alternative embodiments, search rules may not be specified explicitly
by a user. Instead, search rules may be generated automatically based on
observations of the users’s actions, such as which types of on-line information
the user accesses most frequently. In that case, such observation and/or rule

generation functions may be performed by the control panel 26, by a dedicated

/Z
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25

rule generation component within the SIRViS, or by an entity separate from the
SIRViS 22.

The search agent 25 is a search engine which separately uses each set of
search rules to access information on a predefined subject area in one or more
remote databases 34. The remote databases 34 are stored in one or more of the
remote content servers 2 (see Figure 1). The search agent 25 may access the
remote databases 34 at regular, predefined intervals or at pre-specified days or
times. The agent 25 stores the retrieved information in a local database 30. In
doing so, the search agent 25 creates an association in the_ local database 30
between stored groups of information and the corresponding set of search rules
used to retrieve the groups of information, thereby associating information with
particular users.

The search agent is generally described herein as residing on the client
system 1. Note, however, that in alternative embodiments of the present
invention, the search agent ;)_é may be located remotely from the client systém 1
and/or separate from the GUI 24. For example, the search agent 25 might be
local to a remote database 34 and therefore might reside in one of the remote
content servers 2. In that case, communication between the search agent 25 and
the GUI 24 may take place over the Internet 3.

The local database 30 is a structured database (e.g., relational, object
oriented, etc.), which allows structured, field-based queries, such as in a
structured query language (SQL) database (as opposed to text searches). The
local database 30 may be located within the client system 1, as shown in Figure 3,
although that is not necessarily the case. However, the local database 30 is much

“closer” to the client system 1 in terms of data access time than are the remote
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databases 34. The local database 30 may be stored in a mass storage device, such
as mass storage device 13 in Figure 2.
When a user wishes to view the retrieved data for the defined subject area,

the user invokes the content viewer 27, which accesses the information from the
5 local database 30 and displays it to the user. The content viewer 27 provides a
conventional windows-based environment to interact with the user. In certain
embodiments, the content viewer 27 may provide an environment in which the
user identifies himself or is automatically identified by the client system 1, and
the user, from the point of identification, is presented with, or is only allowed
access to, content collected based on his or her own set of search rules for the

given subject area.

Hence, each SIRViS 22 is custom designed to retrieve and display to a user

information relating to a particular subject area. Accordingly, the control panel
26, agent 25, and content viewer 27 are specifically designed to access a specific

class of information stored according to a particular, predefined structure.

Specifically, the control panel 26 is custom designed to enable multiple users to
each specify their own set of search rules for the particular subject area. The
agent 25 is designed to use these sets of search rules to retrieve a specific type of
information from the predefined remote dafabases 34 and to store that

20 information in the local database 30 using the same data structure in which the
data is stored in the remote databases 34. The agent 25 therefore maintains
knowledge of which remote databases to search. Such knowledge may be in the
form of a simple stored list of paths to one or more data files. The content viewer
27 is designed to have knowledge of this data structure and to retrieve the

25 information from the local database 30 accordingly. The content viewer 27 is
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further designed to retrieve stored information associated with a particular user
(ie., information retrieved using a particular set of search rules).
Referring now to Figure 4, when a user invokes the SIRViS 22 for the first

time after it is loaded into the client system 1, the user accesses the control panel
5 26 to define his set of search rules for the relevant subject area. The control panel
26, therefore, maintains a dataset 40 containing the search rules for all of the
authorized users of the client system 1. The agent 25 accesses the dataset 40,
selects the set of rules for a particular user, retrieves information from the remote
database 34, and stores the information within the local database 30, including
associating the retrieved information with a particular user (or set of search

rules}. In one embodiment, the agent 25 searches the remote database 34 on

behalf of one or more users regardless of whether the client system 1 is currently
in use by any user; hence, searches are generally performed automatically.
Searches may be performed periodically or at specified days or times. However,
it is also contemplated that ’Ehe agent 25 may initiate a search of the remote

databases 34 directly in response to a user request.

The client system 1 may include more than one SIRViS, each of which
relates to a different subject area. Thus, as shown in Figure 5, the client system 1
may include a number of individual SIRViSs, 22-1, 22-2, . . ., 22-N, each of which
20  relates to a particular subject area. Each of the SIRViSs 22-1 through 22-N is
configured to access data from a particular group of remote databases 34-1, 34-2,
..., 34-N, respectively, and to store that information in the local database 30. If
desired, multiple local databases may be used, such as one for each SIRViS.
Because information is retrieved by the SIRViS automatical\ly and stored
25  in the local database, the speed at which a user can access and view this
/5
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information is improved in comparison with conventional technologies.
Moreover, because each SIRViS is customized to retrieve information for a
particular subject area and to retain the structure in which that information is
stored, the information is stored in the local database in a far more organized

5 manner than with conventional information retrieval tools. The present
invention, therefore, allows a user to access information on a given topic much
more quickly and easily than with conventional information access tools.

In addition to the functions described above, a SIRViS may include the
capability to automatically update itself in order to identify newly available
10 remote databases or to provide improved functionality.  Thus, referring to Figure

6, a SIRViS 22b according to one embodiment includes an update unit 44, in

addition to the components mentioned above. The update unit 44 causes the
SIRViS 22b to automatically update itself when an updated version is available,
such as when the list of remote databases has been updated or when the program

code has been improved. When a more updated version of the SIRViS is

available, the update unit 44 automatically causes the update to be downloaded
to the client system 1 from a remote server. The update unit 44 may
automatically query the JAS server 4 to determine if an update is available, or it
may simply wait for a message from the IAS server 4 indicating that an update is
20  available. Updating the SIRViS 22b may entail replacing or modifying the entire
SIRViS 22b or particular components of the SIRViS 22b, such as the agent 25, the
control panel 26, and /or the content viewer 27,

A SIRViS of the present invention may also include the capability to
record accesses by a given user to particular pieces of content stored in a local

25  database, and to report these accesses, either in real-time or in batch mode, to
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. - some remote database, such as the system server 4, or one of the content servers
2. This information may be used by the IAS or third par.tie's to maintain user
profiles. Accordingly, as shown in Figure 6, the SIRViS 22b of the present
invention includes a reporting unit 42 for performing these recording and

5 reporting functions. Note that while the reporting unit 42 and the update unit 44

- are shown as components of the SIRViS 22b, alternatively they may be provided

as separate entities which function independently of the SIRViS 22b.

Thus, an agent based on-line information retrieval and viewing system
has been described. Although the present invention has been described with
reference to specific exemplary embodiments, it will be evident that various
modifications and changes may be made to these embodiments without
departing from the broader spirit and scope of the invention as set forth in the
claims. Accordingly, the specification and drawings are to be regarded in an

illustrative sense rather than a restrictive sense.
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CLAIMS
What is claimhed is:
1 1. A device for providing a plurality of local users with information stored
2 remotely on a network, the device comprising:
3 a rule generation unit configured to define, for each of the plurality of
4 local useré, a set of search rules applicable to a predefined subject; and
5 a search agent configured to retrieve information on only the predefined
6 subject from a database on the network based on each set of search rules and to

7 store the retrieved information in a local database.

1 2. A device according to claim 1, further comprising a user interface configured

2 toenable each of the pluraliéy of local users to access, from the local database, the

3  information on the predefined subject associated with the corresponding set of

4  search criteria.

1 3. A device according to claim 1, wherein the search agent is further configured
2  to create an association in the local database between the retrieved information

3  and particular ones of the local users based on the set of search rules used to

4  retrieve the information.

/5
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4. A device according to claim 1, wherein the information is stored in the remote
database according to a structure, and wherein the agent is further configured to

store the information in the local database according to said structure.

5. A processing system for providing a plurality of local users with information
stored remotely over a network, the system comprising:

a first user interface for enabling each of a plurality of local users to define
a different corresponding set of search rules applicable to a predefined subject;

a search agent configured to receive each set of search rules and to
automatically retrieve information on only the predefined subject from a
database on the network based on each set of search rules and to store the
retriéved information in a local database; and

a second user interface for enabling each of the plurality of local users to
access from the local database a portion of the information on the predefined

subject associated with the corresponding set of search rules.

6. A processing system according to claim 5, wherein the information stored in
the remote database comprises a plurality of records, each of the records having
a structure, and wherein the agent stores the information in the local database in

the form of records having said structure.
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7. A processing system according to claim 5, further comprising an update unit
2  for periodically determining whether an updated version of the search agent is
3 available from a remote database and, if an updated version is available, for

4  retrieving the updated version.

1 8. A processing system according to claim 5, further comprising an update unit
2  for periodically determining whether an updated version of any of the search

3  agent, the first user interface, or the second user interface is available from a

4  remote database and, if an updated version is available, for retrieving the

5  updated version.

1 9. A processing system according to claim 5, further comprising a reporting unit

2 for automatically reporting, to a remote computer system, accesses to the local

3 database.

1 10. A processing system according to claim 9, the reporting unit further for

2 reporting accesses to particular types of content in the local database.

1 11. A processing system according to claim 9, the reporting unit further for

2 reporting accesses to the local database by a particular user.

A0
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12. A processing system according to claim 5, the second user interface
comprising:

means for receiving user inputs identifying one of the local users; and
means for retrieving from the local database only a portion of the information on
the predefined subject, the portion corresponding to the set of search rules
associated with said one of the local users; and

means for outputting the portion of the information.

13. A local computer system connected to a plurality of remote computer
systems on a network, the local computer system comprising:

a plurality of user interface units configured to receive user inputs, each
user interface unit aésociated with a different one of a plurality of subject areas,
each user interface unit further configured to receive, from each of a plurality of
users, a separate set of search ruies rélating to the associated subject area;

a plurality of agents, each agent associated with one of the subject areas,
each agent configured to retrieve information related to the associated subject
area from at least one of the remote computer systems based on at least one
specified set of search rules and to store the retrieved information in a local

database; and

a plurality of viewing units, each viewing unit configured to retrieve

information from the local database corresponding to one of the subject areas in

A/
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response to inputs from any of the plurality of users and to display the retrieved

information.

14. A local processing system according to claim 13, wherein each of the viewing
units is further configured to receive user inputs identifying one of the users and
to retrieve from the local database information corresponding to the set of search

rules associated with said one of the users.

15. A local processing system according to claim 13, further comprising a
reporting unit for reporting accesses to the local database to a remote computer

system.

16. A local processing system according to claim 13, wherein the information is
stored in each of the remote computer systems according to a structure, and

wherein the agent maintains each said structure when storing the information in

the local database.

17. A local processing system according to claim 13, further comprising an
update unit configured to periodically determine whether an updated version of
the search agent is available from a remote database and, if an updated version is
available, to retrieve the updated version.
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1 18. A local processing system according to claim 13, further comprising a
2  reporting unit configured to report accesses to the local database to a remote

3 computer system.

1 19. A local processing system according to claim 13, wherein the network is a

2 wide area network.

1 20. A method of providing a plurality of local users with information stored
2  remotely on a network, the method comprising:
3 for each of the plurality of local users, generating a unique set of search

4 criteria relating to a single, predefined subject;

5 retrieving information relating to only the predefined subject from a

6  database on the network based on each set of search criteria; and
7 storing the retrieved information in a local database accessible to the

8  plurality of local users.

1 21. Amethod according to claim 20, wherein said storing comprises creating an
2  association in the local database between the retrieved information and

3 particular ones of the local users based on the set of search criteria used to

A3
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1 . 22. A method according to claim 20, further comprising:

2 receiving a query, the query including information identifying one of the
3  local users; and

4 retrieving from the local database only a portion of the information on the
5 predefined subject, the portion corresponding to the set of search criteria
6 associated with said one of the local users; and

7  outputting the portion of the information.

1 23. A method according to claim 20, wherein said generating comprises

2 inputting each set of search criteria at one processing system on the network, the

3 network comprising a plurality of processing systems.

1 24. A method according to claim 23, wherein said outputting comprises

2  outputting the portion of the information from said one processing system.

1 25. A method according to claim 20, wherein the information is stored in the
2 remote database according to a structure, and wherein storing the retrieved
3 information in a local database comprise storing the information in the local

4  database using the same structure in which said information was stored in the

H
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1 26. A method according to claim 20, further comprising reporting accesses to the

2  local database to a remote computer system.

1 27. A method according to claim 26, wherein said reporting accesses comprises

2  reporting accesses to particular types of content in the local database.

1 28. A method according to claim 26, wherein said reporting accesses comprises

2  reporting accesses to the local database by a particular user.

1 29. A method of providing a plurality of local users with information stored
2 remotely over a network, the method comprising:

3 using a computer system on the network to receive a set of user inputs

4  from each of the plurality local users, each set of user inputs for creating a set of
5  search rules for the corresponding local user for a predefined subject;
6 retrieving information relating to only the predefined subject from a

7 remote database on the network;

8 storing the retrieved information on the predefined subject in a local

9  database;

10 receiving a set of user inputs from one of the local users; and
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responding to the set of user inputs by retrieving from the local database a
portion of the information on the predefined subject, the portion corresponding
to the set of search rules associated with said one of the local users, and by

outputting the information to said one of the local users.

30. A method according to claim 29, wherein receiving the set of user inputs
from said one of the local users comprises using the computer system to receive
the set of user inputs from said one of the local users; and wherein outputting the
information to said one of the local users corﬁprisés using the computer system

to output the information to said one of the local users.

31. A method according to claim 29, wherein the information is stored in the
remote database according to a structure, and wherein storing the retrieved
information in a local database comprise storing the information in the local
database using the same structure in which said information was stored in the

remote database.
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the specification of which

XX is attached hereto.
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United States Application Number
or PCT International Application Number
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(if applicable)

| hereby state that | have reviewed and understand the contents of the above-identified
specification, including the claim(s), as amended by any amendment referred to above. | do not
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America before my invention thereof, or patented or described in any printed publication in any
country before my invention thereof or more than one year prior to this application, that the same
was not in public use or on sale in the United States of America more than cne year prior to this
application, and that the invention hag not been patented or made the subject of an inventor's
certificate issued before the date of this application in any country foreign to the United States of
America on an application filed by me or my legal representatives or assigns more than twelve
months (for a utility patent application} or six menths (for a design patent application) prior to this
application.

| acknowledge the duty tc disclose all information known to me to be material to patentability as
defined in Title 37, Code of Federal Regulations, Section 1.56.

| hereby ciaim foreign priority benefits under Title 35, United States Code, Section 119(a)-(d), of any
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of Title 35, United States Code, Section 112, | acknowledge the duty to disclose all information
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations,
Section 1.56 which became available between the filing date of the prior application and the national
or PCT international filing date of this application:
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{Application Number) Filing Date {Status -- patented,
pending, abandoned)

Rev. 02/19/98 (D1) 2

Page 49 of 239



| hereby appoint Farzad E. Amini, Reg. No. P42,261; Aloysius T. C. AuYeung, Reg. No. 35,432; William
Thomas Babbitt, Reg. No. 39,591; Jordan Michael Becker, Reg. No. 39,602; Bradley J. Bereznak, Reg.
No. 33,474; Michael A. Bernadicou, Reg. No. 35,934; Roger W. Blakely, Jr., Reg. No. 25,831; Gregory D.
Caldwell, Reg. No, 39,926; Kent M. Chen, Reg. No. 39,630; Lawrence M. Cho, Reg. No. 39,942; Thomas
M. Coester, Reg. No. 39,637; Roland B. Cortes, Reg. No. 39,152; Barbara Bokanov Courtney, Reg. No.
P42,442; William Denald Davis, Reg. No. 38,428; Michae! Anthony DeSanctis, Reg. No. 39,957; Daniel M.
De Vos, Reg. No. 37,813; Tarek N. Fahmi, Reg. No. 41,402; Richard Leon Gregoty, Jr., P42,607; James
Y. Go, Reg. No. 40,621; Sharmini Nathan Green, Reg. No. 41,410; David R. Halvorson, Reg. No, 33,395;
Thomas A. Hassing, Reg. No. 36,159; Eric Ho, Reg. No. 39,711; George W Hoover Il, Reg. No. 32,992,
Eric S. Hyman, Reg. No. 30,139; Dag H. Johansen, Reg. No. 36,172; Stephen L. King, Reg. No. 19,180;
Michael J. Mallie, Reg. No. 36,591; Paul A. Mendonsa, Reg. No. P42,879; Darren J. Milliken, P42,004;
Thinh V. Nguyen, P42,034; Kimbertey G. Nobles, Reg. No. 38,255; Michael A. Proksch, Reg. No.
P43,021; Ronald W. Reagin, Reg. No. 20,340; Babak Redjaian, P42,096; James H. Salter, Reg. No.
35,668; Willlam W. Schaal, Reg. No. 39,018; James C. Scheller, Reg. No. 31,195; Anand Sethuraman,
Reg. No. P43,351; Charles E. Sheamwell, Reg. No. 40,171; Maria McCormack Sobrino, Reg. No. 31,639;
Stanley W. Sokoloff, Reg. No. 25,128; Allan T. Sponselier, Reg. No. 38,318; Steven R. Sponseller, Reg.
No. 39,384, Geoffrey T. Staniford, P43,151; Judith A. Szepesi, Reg. No. 39,393; Edwin H. Taylor, Reg.
No. 25,129; George G. C. Tseng, Reg. No. 41,355; Lester J. Vincent, Reg. No. 31,460; John

Patrick Ward, Reg. No. 40,216; Ben J. Yorks, Reg. No. 33,609; and Norman Zafman, Reg. No. 26,250;
my attornays; and Robert Andrew Diehl, Rag. No. 40,992; and Edwin A. Sloane, Reg. No. 34,728; my
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. Title 37, Code of Federal Regulations, Section 1.56
Duty to Disclose Informatign Material to Patentability

{a} A patent by its very nature is affected with a public interest. The public interest is best served,
and the most effective patent examination occurs when, at the time an application is being examined, the
Office is aware of and evaluates the teachings of all informatiori material to patentability. Each individual
associated with the filing and prosecution of a patent application has a duty of candor and good faith in
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual
to be material to patentability as defined in this section. The duty to disclosure information exists with respect
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from
consideration need not be submitted if the information is not material to the patentability of any claim
remaining under consideration in the application. There is no duty to submit information which is not material
to the patentability of any existing claim. The duty to disclosure all information known te be material to
patentability is deemed to be satisfied if all information known to be material to patentability of any claim
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1.97(b)-(d)
and 1.98. However, no patent will be granted cn an application in connection with which fraud on the Office
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct.
The Office encourages applicants to carefully examine:

(1 Prior art cited in search reports of a foreign patent office in a counterpart application, and
(2) The closest information over which individuals associated with the filing or prosecution of a

patent application believe any pending claim patentably defines, to make sure that any material information
contained therein is disclosed to the Office.

(b) Under this section, information is material to patentability when it is not cumulative to
information already of record or being made or record in the application, and

(1) It establishes, by itself or in combination with other information, a prima facie case of
unpatentability of a claim; or ’

(2) It refutes, or is inconsistent with, a position the applicant takes in:

(i) Opposing an argument of unpatentability relied on by the Office, or

(i} Asserting an argument of patentability.

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim
its broadest reasonable construction consistent with the specification, and before any consideration is given to
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability.

{c) Individuals associated with the filing or prosecution of a patent application within the
meaning of this secticn are:

(1) Each inventor named in the application;

(2) Each attorney or agent who prepares or prosecutes the application; and

(3) Every other person who is substantively involved in the preparation or prosecution of the

application and who is associated with the inventor, with the assignee or with anyone to whom there is an
obligation to assign the application,

{d) Individuals other than the attorney, agent or inventor may comply with this section by
disclosing infoermation to the attorney, agent, or inventor.
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Application or Docket Number
PATENT APPLICATION FEE DETERMINATION RECORD .
Effective October 1, 1997 O%L 7 73
.t CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
{Cotumn 1) (Column 2) TYPE ] CR  SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA
BASIC FEE OR
TOTAL CLAIMS minus 20 = X$11= oR | x$22= -
DEPENDENT CLAIMS j/ . *
IN minus 3 = 57/2/ X41= oR | xB2= /é['/’ A
MULTIPLE DEPENDENT CLAIM PRESENT ?
+13b= oR | +270=
* 1f the difterence in column 1 is less than zero, enter “0” in column 2 L4
TOTAL OR TOTAL // fé Z
7
CLAIMS AS AMENDED - PART I OTHER THAN
(Column 1) {Column 2) {Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
- REMAINING NUMBER PRESENT ADDI- ADDI-
= AFTER PREVIOUSLY | EXTRA RATE | TIONAL RATE | TIONAL
ﬁ AMENDMENT PAID FOR FEE FEE
E * H LA
g Total , 3 Minus 2} I - 2/‘ xg),& OR 3 ;0
m I d ‘ * 7 . Lit ] § - '
E ndependen ‘ Minus . = ?\ yﬁZ 2 CR l 5 Sg
rd & hd I
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= oR | +270=
TOTAL TOTAL
OR | 2
{Column 1) (Column 2) {Colurmn 3} ADDIT. FEE ADDIT. FEE
CLAIMS HIGHEST
[11] REMAINING NUMBER PRESENT - ADDI- ADDI-
= AFTER PREVIOUSLY EXTRA RATE | TIONAL RATE | TIONAL
E AMENDMENT PAID FOR FEE FEE
2 |Total . Minus | *" - x$11= OR | x$22=
=
"'E'l independent] * Minus o = x41= OR | x82=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= OR | +270=
TOTAL OR TOTAL
{Column 1) (Column 2) (Column 3) ADDIT FEE ADDIT. FEE
CLAIMS HIGHEST
(3] REMAINING NUMBER PRESENT ADDI- ADDI-
< MENDMEN PAID FOR FEE FEE
= |Total Minus | * - x$11= oR | x§22=
= .
_ uE'l Independent} * Minus e = x41= OR] x82=
<
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM +135= CR | +270=
* |f the entry in column 1 is less than the entry in column 2, write “0” in column 3. TOTAL TOTAL
** [f the “Highest Number Previously Paid For' IN THIS SPACE is less than 20, enter “20." OR
*5%1f the “Highest Number Previously Paid For IN THIS SPAGE is loss than 3, enter 3." ADDIT. FEE L, ADDIT. FEE
The “Highest Number Previously Paid For” {Total or Independent) is the highest number found in the appropriate box in column 1.

FORM PTO-B75 (Rev. 8/97}
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SERIAL NUMBER I FILING DATE CLASS GROUP ART UNIT ATTORNEY POCKET NO.

09/034,773 03/02/98 /3% 2756 03359.P004

AFPLICANT

v

HENRY R, WILLIAMS JR., PALISADES, NJ.

s

**CONTINUING DOMESTIC DATA***#A{I‘***************

VERIFIED

Zkégﬁ.ﬂbc/

*%371 (NAT'L STAGE)
VERIFIED

S w2

PATA* kh kb hkhhkhhkhhhhnn

**FOREIGN APPLICATIONS*#*#*kdddiidhx
VERIFIED '

o 2/

&
FOREIGN FILING LICENSE GRANTED§Q§/13/98

Formgn Priority claimed Dyes{dho & STATE OR SHEETS TOTAL INDEPENDENT
35 USC 119 (a-d) conditions met  [Jye: ‘ ot after Allowance COUNTRY DRAWING CLAIMS LAIMS
Verified and Acknowledged - NCf by 6 31 5

BLAKELY SOKOLOFF TAYLOR & ZAFMAN

¢ SEVENTH FLOOR
& 12400 WILSHIRE BOULEVARD
2 LOS ANGELES CA 90025
AGENT~BASED ON- LINE INFORMATION RETRIEVAL AND VIEWING SYSTEM
4
E
'_.
FILING FEE :
All Fees
RECEIVED FEES: Authority has been given in Paper 0 1.16 Fees (Filing)
No. _____to charge/credit DEPOSIT ACCOUNT 1.17 Fees (Processing Ext. of time)
$1,326 NOC. for the following: 1.18 Fees (lssue)
Other
[ Credit
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M} ?

> Please type a plus sign (+) inside this box [+] PTO/SBIOS (12/97)
& e use through 09/30/00. OMB 0651-0032
Patent and Tradem k Ofﬂce U.S. DEPARTMENT OF COMMERCE

Undar the Paperwork Reduction Act of 1985, no perseons ara raguired to respond 1o & collection of Information unless it displays a valid OMB centrol number.

UTILITY PATENT APPLICATION TRANSMITTAL
(Only for new nonprovisional applications under 37 CFR 1.63(b)

Attorney Docket No. 03359.P004 Total Pages _5

First Named Inventor or Application ldentifier _ Henry R. Williams, Jr.

Express Mail Label No. __EL034142405US8

ADDRESS TO: Assistant Commissioner for Patents
Box Patent Application
Washington, D. C. 20231

APPLICATION ELEMENTS
See MPEP chapter 600 conceming utility patent application contents.

1. X Fee Transmittal Form
(Submit an original, and a duplicate for fee processing}

2. X Specification  (Total Pages _ 27 )
{preferred arrangement set forth below)
- Descriptive Title of the Invention
- Cross References to Related Applications
- Statement Regarding Fad sponsored R& D
- Reference to Microfiche Appendix
- Background of the Invention
- Brief Summary of the Invention
- Brief Description of the Drawings (if filed)
- Detailed Description

- Claims
- Abstract of the Disclosure
3. X Drawings(s) (35 USC 113)  (Total Sheets _ 6 )
4, Qath or Declaration (Total Pages __)
a. _ __ Newly Executed (Original or Copy)
b. ___  Copy from a Prior Application (37 CFR 1.63(d})
(for Continuation/Divigional with Box 17 completed) {Note Box 5 below)
i, ___ DELETIONS OF INVENTOR(S) Signed statement attached deleting
inventor(s) named in the prior application, see 37 CFR 1.63(d}(2)
and 1.33(b).
5. Incorporation By Reference (useable if Box 4b is checked)

The entire disclosure of the prior application, from which a copy of the oath or
declaration is supplied under Box 4b, is considered as being part of the
disclosure of the accompanying application and is hereby incorporated by
reference therein,

6. Microfiche Computer Program (Appendix)

12/01/97 -1- PTO/SB/05 (12/97)
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10.
11.

12.
13.
14.

15.

16,

Nuclectide and/6r Amino Acid Sequence Submission
if applicable, all necessary)

—

a. — Computar Readable Copy
b. . Paper Copy (identical to computer copy)
c. e Statement verifying identity of above copies
ACCOMPANYING APPLICATION PARTS
—__ Assignment F‘apérs {(cover sheet & documents(s))
Ca. 37 CFR 3.73(b) Statement (where there is an assignee)
b. Power of Attorney
English Translation Document {if applicable) -
X a. Information Disclosure Statement {IDS)/PTQ-1449
X b. Copies of IDS Citations

e Preliminary Amendment
_X__ Return Receipt Postcard (MPEP 503) (Should be specifically temized)
______ & Small Entity Statement(s)

b. Statement filed in prior application, Status still proper and desired

Certified Copy of Priority Document(s) {if foreign priority is claimed)

X Other: Certificate of Express Mail; Unsigned Declaration and Power of Attorney

17,

If a CONTINUING APPLICATION, check appropriate box and supply the requisite information:
Continuation Divisional Continuation-in-part (CIP)
of prior application No: _

18.

X

Correspondence Address
Customer Number or Bar Code Label

(Insert Customer No. or Attach Bar Gode Label here)
or

Correspondence Address Below

NAME Jordan M, Becker (Reg,No. 39,602)

BLAKELY. SOKOLOFF, TAYLOR & ZAFMAN LLP

ADDRESS 12400 Wilshire Boulevard

Seventh Floor

CITY Los Angeles STATE _California ZIP CODE _20025-1026
Country U.S.A, TELEPHONE (408} 720-8598 FAX {408) 720-9397
12/01/97 .2.

PTO/SB/05 {12/87)
Approved for use through 09/30/00. OMB 0651-0032
Patent and Trademark Oftice; U.5. DEPARTMENT OF COMMERCE
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7. Nucleotide and/or Amino Acid Sequence Submission

(if applicable, all necessary)

a. _ Computsr Readable Copy

b. Paper Gopy (identical to computer copy)

c. Statement verifying identity of above copiss

ACCOMPANYING APPLICATION PARTS

8. Assignment Papers (cover sheet & documents(s))
9. a. 37 CFR 3.73{p) Statement {where there is an assignee)

b Power of Attorney
10. English Translation Document (if applicable)
11. X a. Information Disclosure Statement (IDSYPTO-1449

X b. Copies of IDS Citations
12. Prefiminary Amendment
13. X Return Receipt Postcard (MPEP 503) (Shouid be specifically itemized)
14, a. Small Entity Statement(s)
b. Statement filed in prior application, Status still proper and desired

15. Certified Copy of Priority Document(s) (if foreign priority is claimed)
16. X Other: Certificate of Express Mail: Unsigned Declaration and Power of Attorney
17. It a CONTINUING APPLICATION, check appropriate box and supply the requisite information:;

. Continuation Divisienal Continuation-in-part (CIP)

of ptior apptication No: _ '
18. Correspondence Address
Customer Number or Bar Code Label
(insert Customer No. cr Attach Bar Code Label here)
or
X Correspondence Address Below
NAME Jordan M. Becker (Reg.No. 39,602)
BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP
ADDRESS 12400 Wilshire Boulevard
Seventh Floor

CiTY Los Angeles STATE _California ZIP CODE _90025-1026
Country _ USA, TELEPHONE _1@8) 720-8588 FAX _{408) 720-9387
12/01/97 -2~ PTQ/SB/OS (12/87)

Approved for use through 09/30/00. CMB 0851-0032
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE
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PTO/SB/17{10/96)
Approved for use through 09/30/98, OMB 0651-0032
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Peduction Act of 1885, no persens are requived 1o respond to a collection of information unless it displays a valid OMB control number.

FEE TRANSMITTAL
TOTAL AMOUNT OF PAYMENT (5} 1.196.00

Complete if Known:
Application No.
Filing Date
First Named Inventor __Henry B. Williams, Jr.
Group Art Unit
Examiner Name
Attorney Docket No. 03359.P004
METHOD OF PAYMENT (check one)
1. [ X ] The Commissioner is hereby authorized to charge indicated fees and credit

any over payments to:

Deposit Account Number 02-2666

Deposit Account Name

[ X ] Charge Any Additlonal Fee Required Under 37 CFR 1.16 and 1.17

[ 1 Charge the Issue Fee Set in 37 CFR 1.18 at the Mailing of the
Notice of Allowance, 37 CFR 1.131(b)

2. X Payment Enclosed
X Check
Money Order
Other

FEE CALCULATION (fees effective 10/01/97)
1. FILING FEE

Large Entity Small Entity

Fee Fee Fee Fee
Code ($) Code ($). Fee Description Fee Paid
101 790 201 395 Utility application filing fee 790.00

106 330 206 165 Design application filing fee
107 540 207 270 Plant filing fee
108 790 208 395 Reissue filing fee

114 150 214 75  Provisional application filing fee
SUBTOTAL (1) $ 790.00

2. CLAIMS " Feefrom

Extra below Fee Paid
Total Claims 31 -20 = _11 X 22.00 = 242.00
Independent Claims _5 -3 = 2 X 82.00 = 164.00
Multiple Dependent Claims X =
Large Entity  Small Entity
Fee Fee Fee Fee
Code (§) Code ($) Fee Description Fee Paid
103 22 203 11 Claims in excess of twenty 242,00
102 82 202 41  Independent claims in excess of 3 164.00
104 270 204 135  Muiltiple dependent claim
109 82 209 41 Reissue independent claims over original patent
110 22 210 11 Reissue claims in excess of 20 and over original patent

_ SUBTOTAL (2) $_406.00

12/01/97 -1-

PTO/SB/A7 (10-96)
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FEE CALCULATION (continued)
3. ADDITIONAL FEES
. |Large Entity Small Entity
¢ Fee Fee Fee Fee
Code (%) Code ($) Fee Description Fee Paid
105 130 205 65 Surcharge - iate filing fee or oath
127 50 227 25 Surcharge - late provisional filing fee
or cover sheet
139 130 139 130 Non-English specification
147 2,520 147 2,520 For filing a request for reexamination
112 920~ 112 920" Requesting publication of SIR prior to
Examiner action
113 1,840* 113 1,840* Requesting publication of SIR after
Examiner action
110 215 55 Extension for response within first month
400 216 200 Extension for response within second month
950 217 475 Extension for response within third month
1,510 218 755 Extension for response within fourth month
2,060 228 1,030 Extension for response within fifth month
310 219 155 Netice of Appeal
310 220 155 Filing a brief in support of an appeal
270 221 135 Request for oral hearing
1,510 138 1,510 Petition to institute a public use proceeding
110 240 55 Petition to revive unavoidably abandoned
application
1,320 241 660 Petition to revive unintentionally
abandoned application
1,320 242 660 Utility issue fee (or reissue)
450 243 225 Design issue fee
670 244 335 Plant issue fee
130 122 130 Petltions to the Commissioner
50 123 50 Petitions related to provisional applications
240 126 240 Submission of Information Disclosure Stmt
40 581 40 Recording each patent assignment per
: property (times number of properties)
146 790 246 395 For filing a submission after final rejection
{see 37 CFR 1.129(a))
149 790 249 395 For each additicnal invention to be examined
(see 37 CFR 1.129(a}}
Other fee (specify) '
Other fee (specify)
SUBTOTAL (3) $.0.00
*Reduced by Basic Filing Fee Pald

SUBMITTED BY:
Typed or Printed N

Jordan M. Becker

Signature

Date

4.602

Reg. Number

27 LA

7/2 /¥

02-2666

Deposit Account User ID

{complete if applicable)

12/01/97
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Approved for use through 09/30/98 OMB 0651-0032
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“Express Mail” mailing iabe/ 7mger ELOH 405 ‘)5
Date of Deposit:
| hereby certify that | am causing this paper or fee to
be deposited with the United States Postal Service
“Express Mail Post Office to Addressee” service on
the date indicated above and that this paper or fee
has been addressed to the Assistant Commissioner
for Patepts, Washin%ozn‘:lg. C. 20231

EACE < .

(Typed Won mailing paper or fee)
A

(Signature of persbn mailing paper or fee)
Ak Ak i
(Date signed) '

Serial/Patent No.: . - i . ‘ Fiiingf[séue Date:
Client: _HANK WILLTAMS '
Tite: __ Agent-Based On-ILine Info

BSTZ File No.: __003359.P004 Atty/Secty Initials: IMB/gre

Date Mailed: 3/2/98 Docket Due Date:

The following has been received in the U.S. Patent & Trademark Office on the date stamped hereon:

D] Amendment/Resp C pes) [ ] Express Mail No.: ELM ] Check Nom

[} Appeal Brief (_____ pgs.) {in triplicate) O Month(s) Extension of Time Amt: § r_’_ﬂﬁ;ﬂ
|| Application - Utility PRS-, with cover and abstract} #l Kkrretion Discosm Sarment &PTO- 1449 (2 pgs) [ Cheek No.,
D] Ai:plicmiun - Raule 1,60 Continuation (____ pgs.) - U].lssue Fee Transmittal C Amb
O Application - Rule 1,60 Division (____ pgs.) .. [l Notice of Appeal - S
W application - Rule 1.60 CIP (. pes) [3 Petition for Extension of Tlm: RS
(| Application + Rule 1,62 Transmittal (____ pgs) O peticion for
D] Apptication - Design (_____ pgs.) - Posteard
EI] Applicatton - PCT (______ pgs.) ’ D] Power of Attorney (__,‘pgs,)
Application - Provisional (_____ pgs.) . O Preliminar} Amendment {____ pgs.}
D] Assignment and Cover Sheet D] Reply Brief { pEsd

M Cenificae of Mailing Ol Response 1o Netice of Missing Parts

® becinmion & POA (__‘t pgs)(vnW) Ol Request ta Tncorporate Disclosure Document (____ pgs.)
D] Dischosure Cocs & Crig & Copy af b n] Small Entity Declaration for Indep. Inventor/Smell Business
| Drawings: Q # of sheets includes é_ fgurcs M Transminal Letter (original & copy)

M Other: {‘&-h'mz’fgj (/ﬂd&[’.ﬁ&)j jcl:é‘l'tléﬂbs
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PTO/SB7 10/9@541

Approved for use through 08/30/98, OMB 0651 0032:“‘"

Patent and Trademark Office: U.S. DEPARTMENT OF COMMER@E,D =

Under the Paparwork Fleduction Act of 1995, no parsons are required 1o respond to a coliection of Information unless k displays a valid OMB contral numbie.

0 T

FEE TRANSMITTAL

TOTAL AMOUNT OF PAYMENT ($) 1.196.00
Complete if Known:
Application No.
Filing Date
First Named Inventor _ Henry R. Williams. Jr.
Group Art Unit
Examiner Name
Attorney Docket No. __03359.P004

-“F‘@

METHOD OF PAYMENT (check one)

any over payments to:

Deposit Account Number 02-2666
Deposit Account Name

[ X ] Charge Any Additional Fee Required Under 37 CFR 1.16 and 1.17

r—
—

Charge the Issue Fee Set in 37 CFR 1.18 at the Mailing of the
Notice of Allowance, 37 CFR 1.131(b)

Payment Enclosed
Check

Money Order
Other

1. [ X 1 The Commissioner is hereby authorized to charge indicated fees and credit

FEE CALCULATION (fees effective 10/01/97)
1. FILING FEE

Large Entity Small Entity

Fee Fee Fee Fee
Code  (8) Code (3) Fee Description Fee Paid
101 790 201 395 Utility application filing fee 790.00

106 330 206 165 Design application filing fee
107 540 207 270 Plant filing fee
108 790 208 395 Reissue filing fee

114 150 214 75 Provisional application filing fee
SUBTOTAL (1) $,790.00

2. CLAIMS Fee from

Extra below Fee Paid
Total Claims 31 -20 = _11 X 22.00 = 242.00
independent Claims _5 -3 = 2 X 82.00 = 164.00
Multiple Dependent Claims : X =
Large Entity Small Entity
Fee Fee Fee Fee
Code ($) Code ($) Fee Description Fee Paid
103 203 11 Claims in excess of twenty 242.00
102 82 202 41  Independent claims in excess of 3 164.00
104 270 204 135  Multiple dependent claim
109 82 208 41 Reissue independent claims over original patent
110 22 210 11 Reissue ¢laims in excess of 20 and over original patent

SUBTOTAL (2) $_406.00

12/01/97 -1-
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FEE CALCULATION (continued)

3. ADDITIONAL FEES

Large Entity Small Entity
Fee Fee Fee Fee
Code (%) Code (%) Fee Description Fee Paid
105 130 205 65 Surcharge - |ate filing fee or oath
127 50 227 25 Surcharge - late provisional filing fee
or cover sheet
138 130 139 130 Non-English specification
147 2,520 147 2,520 For filing a request for reexamination
112 920* 112 920* Requesting publication of SIR prior to

Examiner action
113 1,840 113 1,840* Requesting publication of SIR after.
Examiner action

115 110 215 55 Extension for response within first month

116 400 216 200 Extension for response within second month

117 850 217 475 Extension for response within third month

118 1,510 218 755 Extension for response within fourth month

128 2,060 228 1,030 Extension for response within fifth month

119 310 219 155 Notice of Appeal

120 310 220 155 Filing a brief in support of an appeal

121 270 221 135 Request for oral hearing

138 1,510 138 1,510 Petition to institute a public use proceeding

140 110 240 55 Petition to revive unavoidably abandoned
application

141 1,320 241 660 Petition to revive unintentionally
abandoned application

142 1,320 242 660 Utility issue fee (or reissue)

143 450 243 225 Design issue fee

144 670 244 335 Plant issue fee

122 130 122 130 Petitions to the Commissioner

123 50 123 50 Petitions related to provisional applications

126 240 126 240 Submission of Information Disclosure Stmt

581 40 581 40 ° Recording each patent assignment per
property {times number of properties)

146 790 246 395 For filing a submission after final rejection
(see 37 CFR 1.129(a)}

148 790 249 395 For each additional invention to be examined

(see 37 CFR 1.129(a))
Other fee (specify)
Other fee (specify)

SUBTOTAL (3) $.0.00

*Reduced by Basic Filing Fee Paid

SUBMITTED BY:
Typed or Printed Mame: Jordan M. Becker ,
Signature W Date J/ 2/ ? J/

Reg. Number ¥ _39.602 Deposit Account User ID _02-2666
(complete if applicable)

12/01/97 -2- PTO/SB/17 {10-96)

Approved for use through 09/30/98 OMB 0651-0032
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Page 74 of 239



"3 Ademes; CDMMISS}NER OF PATENTS AND THADEMARKS '
‘ B Washangr.on D.C. 20231 -

Di&TE MAWLED:

- - ; NOTICE TO FILE MISSING PARTS OF APPLICATION

s . i

e ; ’ Filing Date Granted

N L g
“An Applucatlon Numbet and Filing Date have been assigned to thi§ appl:catlon The items |nd|cated below, however, are missing. Applicant P f
is given TWQ MONTHS FROM THE DATE OF THIS NOTICE within which to file all required items and pay fees required belaw to avojd 4 l J

: ‘abandonment Extensions of time.may be obtained by filing a petmon accompanied by i igion fee under thi provisions of 37.CFR 1
" 1 136(a) If any of items 1.0f 3 through 5 are indicated as missing, the SURCHARGE set forth in 37 CFR 1. 16(e) of] $65.00 fora smail .

‘entity in compllance with 37 CFR 1 27 or 130.00 for a non-small entity, mjg 1 also be tnmely submitted in rep[y 10 this EOTICE
to avoid abandonment. & £ : w
i all required items on this form are filed within the period set above, the tolal amount ow&d by applicantasa 50
[ small entity (statement filed) on-small entity is § A3 _ e
O 1. The statutory basic filing fee is: , s s
O missing. i
() insufficient. )
Applicant must submit § to complete the basic filing-fee andor filg' 4 smal.' snt.'ty staternent c.'a.'mmg
such status (37 CFR-1.27). : e
[0 2. Additional claim fees of $ mciudmg any multiple dependent claim fees, are required T
$ for independent claims gver 3, - “ ,
8 __ for dependent claims over 20. P
$ Ok for multiple dependent ¢laim surcharge. ‘ E
Applicant m t-either submit the additional claim fees or cancel additional claims for which fees are due.
‘@73. The oath ordeclaration: T
s missing or unexecuted.
[ does not cover the newly submitted items.

[J does not identify the application to which it app |e§ e, :'/1?4'
O does notinciude the city and state or foreign country of applicant's resndence ' '
An oath or declaration in compliance with 37 CFR 1. 63, including residence information. and rdentn‘ymg the applrcaﬂon by
the above Application Number and Filing Date is required.

D) 4. The signature(s} to the oath or declaraticn is/are by a person other than inventor or person qualified under 37 CFR 1.42, S
1.43 or 1.47. o
A properly signed oath or declaration in compliance with 37 CFR 1 63, identifying the applrcaﬂon by the above
- Appfication Number and Filing Date, is required.

O 5. The S|gnalure of the following jeint inventor(s) is missing from the oath or declaration:

An oath or declaration in compfiance with 37 CFR 1.63 listing the names of all inventors and signed by the omitted
inventor(s), identifying this appl.'caﬂon by the above Application Number and ang Date, is required.
O 8. A $50.00 processing fee is reqmred since your check was returned w thout paymen }3TCFR 1.21(m)).
[J 7. our filing recaipt was mailed in error because your check was returned without payment ’
i tle application does not comply with the Sequence Rules. -
See-attached “Notice to Comply with Sedtience Rules 37 CFR 1.821-1. 825" ¥
(1 9. OTHER:

Direct the reply and any questions about this notice to: “Aﬂentlon Box Mlssmg Pans

A copy of this notice MUST be returned wn‘h thgﬁi"gply
g flen AT |
Cus)’omer Séivice Center~ . © - o o T
Inmat Patent Examlnatlen Dzwsmn (703) 308 1202 L

o . PART3-OFFICECOPY . -
FORM PTO:1533 (REV.2-97) ; \ 3 . P
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| o W &
Aﬁme!&\ﬁocket N/ 003359.P004 PATENT
oA

As a below named inventor, | hereby declare that:
My residence, post office address and citizenship are as stated below, next to my name.

| believe  am the original, first, and sole inventor (if only one name is listed below) or an original,
first, and joint inventor (if plural names are listed below) of the subject matter which is claimed and
for which a patent is sought on the invention entitied

Agent-Based On-Line Information Retrieval and Viewing System
the specification of which

_ is attached hereto.

XX was filed on March 2, 1998 as
United States Application Number 09/034,773
or PCT international Application Number,
and was amended on

(if applicable)

| hereby state that | have reviewed and understand the contents of the above-identified
specification, including the claim{s), as amended by any amendment referred to above.

| acknowledge the duty to disclose all information known to me to be material to patentability as
defined in Title 37, Code of Federal Regulations, Section 1.56.

| hereby claim foreign priority benefits under Title 35, United States Code, Section 119{a}-{d), of any
foreign application(s) for patent or inventer's certificate listed below and have also identified below
any foreign application for patent or inventor's certificate having a filing date before that of the
application on which priority is claimed:

: Priority
Frior Foreign Apglication(s) Claimed
(Number)} (Country} (Day/Month/Year Filed) Yes No
(Number} (Country) (Day/Month/Year Filed) Yes No
(Number) (Country) (Day/Month/Year Filed) Yes No
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| hereby claim the benefit under title 35, United States Code, Section 119(e} of any United States
provisional application(s) listed below

(Application Number) Filing Date

(Application Number) Filing Date

| hereby claim the benefit under Title 35, United States Code, Section 120 of any United States
application(s) listed below and, insofar as the subject matter of each of the claims of this application

_is not disclosed in the prior United States application in the manner provided by the first paragraph
of Title 35, United States Code, Section 112, | acknowledge the duty to disclose all information
known to me to be matetial to patentability as defined in Title 37, Code of Federal Regulations,
Section 1.56 which became available between the filing date of the prior application and the national
or PCT international filing date of this application:

(Application Number) Filing Date (Status -- patented,
‘ pending, abandoned)

(Application Number) Filing Date (Status -- patented,
pending, abandoned)

| hereby appoint Farzad E. Amini, Reg. No. P42,261; Aloysius T. C. AuYeung, Reg. No. 35,432; William
Thomas Babbitt, Reg. No. 39,591; Jordan Michael Becker, Reg. No. 39,602; Bradley J. Bereznak, Reg.
No. 33,474; Michael A. Bernadiccu, Reg. No. 35,934; Roger W. Blakely, Jr., Reg. No. 25,831; Gregory D.
Caldwell, Reg. No. 39,926; Kent M. Chen, Reg. No. 39,630; Lawrence M. Cho, Reg. No, 39,942; Thecmas
M. Coester, Reg. No. 39,637; Roland B. Cortes, Reg. No. 39,152; Barbara Bokanov Courtney, Reg. No.
P42,442; William Donald Davis, Reg. No. 38,428; Michael Anthony DeSanctis, Reg. No. 39,957; Danie! M.
De Vos, Reg. No. 37,813; Tarek N. Fahmi, Reg. No. 41,402; Richard Leon Gregory, Jr., P42,607; James
Y. Go, Reg. No. 40,621; Sharmini Nathan Green, Reg. No. 41,410; David R. Halvorson, Reg. No, 33,385;
Thomas A. Hassing, Reg. No. 36,159; Eric Ho, Reg. No. 39,711; George W Hoover Il, Reg. No. 32,692;
Erc 8. Hyman, Reg. No. 30,139; Dag H. Johansen, Reg. No. 36,172; Stephen L. King, Reg. No. 19,180;
Michae! J. Mallie, Reg. No. 36,591; Paul A. Mendonsa, Reg. No. P42,879; Darren J. Milliken, P42,004;
Thinh V. Nguyen, P42,034; Kimberley G. Nobles, Reg. No. 38,255; Michael A. Proksch, Reg. No.
P43,021; Ronald W. Reagin, Reg. No. 20,340; Babak Redjaian, P42,096; James H. Salter, Reg. No.
35,668; William W. Schaal, Reg. No. 39,018; James C. Scheller, Reg. No. 31,195; Anand Sethuraman,
Reg. No. P43,351; Charles E. Shemwell, Reg. No. 40,171; Maria McCormack Sobrino, Reg. No. 31,639;
Stanley W. Sokoloff, Reg. No. 25,128; Allan T. Sponseller, Reg. No. 38,318; Steven R. Sponseller, Reg.
No. 39,384, Geoffrey T. Staniford, P43,151; Judith A. Szepesi, Reg. No. 39,383; Edwin H. Taylor, Reg.
No. 25,129; George G, C. Tseng, Reg. No. 41,355; Lester J. Vincent, Reg. No. 31,460; John

Patrick Ward, Reg. No. 40,216; Ben J. Yorks, Reg. No. 33,609; and Norman Zaiman, Reg. No. 26,250;
my attorneys; and Robert Andrew Diehl, Reg. No. 40,992; and Edwin A. Sloane, Reg. No. 34,728; my
patent agents, of BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP, with offices located at 12400
Wilshire Boulevard, 7th Floor, Los Angeles, California 80025, telephone (310) 207-3800, and James R.
Thein, Reg. No. 31,710, my patent attorney; with full power of substitution and revocation, to prosecute
this application and to transact all business in the Patent and Trademark Office connected herewith.

Send correspondence to ___Jordan M. Becker , BLAKELY, SOKOLOFF, TAYLOR &
(Name of Attorney or Agent)
ZAFMAN LLP, 12400 Wilshire Boulevard 7th Floor, Los Angeles, California 90025 and direct
telephone calls to __Jordan M. Becker , (408} 720-8598,
{Name of Attorney or Agent)
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I hereby declare that all statements made herein of my own knowtedge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
. punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States

Code and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon,

Full Name of Sole/First Inventor Hen lif A4
' ol
Inventor's Signature ? g /7 /< / _ Date 4//2//?5
V L4 p g / / / / 7’
Residence Palisades. New Jepsey Citizenship U.S.A.

(City, State) (Country}
Post Office Address 11 Broadway, Third Floor

New York, NY 10004
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Title 37, Code of Federal Regulations, Section 1.56
Duty to Disclose Information Material to Patentability

(a) A patent by its very nature is affected with a public interest. The public interest is best served,

« ! and the most effective patent examination occurs when, at the time an application is being examined, the
Office is aware of and evaluates the teachings ot all information material to patentability. Each individual
associated with the filing and presecution of a patent application has a duty of candor and good faith in
dealing with the Office, which includes a duty to disclese to the Office all information known to that individual
to be material to patentability as defined in this section. The duty to disclesure information exists with respect
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes
abandoned. Information matetial to the patentability of a claim that is cancelled or withdrawn from
consideration need not be submitted if the information is not material to the patentability of any claim
remaining under consideration in the application. There is ne duty to submit infermation which is not material
to the patentability of any existing claim. The duty to disclosure all information known to be material to
patentability is deemed to be satisfied if all information known to be material to patentability of any claim
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1.97(b)-{d)
and 1.98. However, no patsnt will be granted on an application in connection with which fraud on the Office
was practiced or attemnpted or the duty of disclosure was violated threugh bad faith or intentional misconduct.
The Office encourages applicants to carefully examine:

(1) Prior arnt cited in search reports of a foreign patent office in a counterpart application, and
= (2) The closest infermation over which individuals associated with the filing or presecution of a
L'j;;‘l patent application believe any pending claim patentably defines, to make sure that any material infermation
:: contained therein is disclosed to the Office.
¥ {b) Under this section, information is material to patentability when it is not cumulative to
information already of record or being made or record in the application, and
(1) It establishes, by itself or in combination with other information, a prima facie case of
unpatentability of a claim; or
{2} It refutes, or is inconsistent with, a position the applicant takes in:
{i) Opposing an argument of unpatentability relied on by the Office, or
(i) Asserting an argument of patentability.

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim
its broadest reasonable construction consistent with the specification, and before any consideration is given to
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability.

(c) individuals associated with the filing or prosecution of a patent application within the
meaning of this section are:

(1) Each inventor named in the application;

(2) Each attorney or agent who prepares or prosecutes the application; and

(3} Every other person who is substantively involved in the preparation or prosecution of the

application and who is associated with the inventor, with the assignee or with anyone to whom there is an
obligation to assign the application.

{d) Individuals other than the atterney, agent or inventer may comply with this section by
disclosing information to the attorney, agent, or inventor.
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Patent
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Henry R. Williams, Jr.
Application No.;  09/034,773
 Filed: March 2, 1998

 For:.  AGENT-BASED ON-LINE INFORMATION
RETRIEVAL AND VIEWING SYSTEM

Assistant Commissioner for Patents
Washington, D.C. 20231
Box Missing Parts

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION
(FILING DATE GRANTED)

Sir:

In response to the Notice to File Missing parts of Application (Filing Date
Granted) mailed June 8, 1998, piease find enclosed:

(1) a duly executed Declaration and Power of Attorney with respect to

the above-referenced patent application;

(2) a check in the amount of $130.00 in payment of the surcharge of
37 C.F.R. § 1.16(e); and
(3) a copy of the Notice to File Missing Parts of Application.
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If any additional fee is required, please charge Deposit Account No. 02-
2666. A duplicate of this Response is enclosed for deposit account charging

purposes.
Respectfully submitted,

BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP

Dated: 6//5/6? #_ KA

Joydan M. Becker
Reg. No. 39,602

12400 Wilshire Blvd.

Seventh Floor

Los Angeles, CA 90025-1026
(408) 720-8598

FIRST CLASS CERTIFICATE OF MAILING

| hereby certify that this correspondence is being deposited with the United States Postal Service
as first class mail with sufficient postage in an envelope addressed to the Assistant Commissioner
for Patents, Washington, D.C. 20231

on 6/16/98
Date of Deposit
Grace R7Cruz
Nameaof P n Mailing Correspondence
Z 2&\ 6//5 /96
- “Signature (/ © Date
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Address: CDMMISSIBNEFI DF PATENTS AND THADEMAHKS

Washlngtnn D.C. 20231 j_ @

] *AﬁORNEYDOCKETNOfTITI:.E ' |* _

R
T _ . tli}i_i?fﬂ;"IZI{EE-LI_':E?" _ T
A Co o BLAKELY SO ‘IF§ n’m IIF\ 2 ZAFMAN C C MO ARl aNED
SEVENTH FLODR - o ' T :
12400 WILSHIRE BOLULEVARD ’
LAE ANGELES CA 'ﬂluﬁ- ks v 2R .
: DATE MAILED: SN _ ;
; NOTICE TO FILE MISSING PARTS OF APPLICATION . i
O A Fiﬁn_qDate Granted - i’ ! .
. Ty g e - & ] s et mb W e e .‘3-. P Y T .

An Applicétion Number and Filing Date have been assigned to this application. The items :ndlcated below, however, are m;ssing Applicant
is glveriJ,fNO MCNTHS FROM THE DATE OF THIS NOTICE within which to file all required items and pay fees requ:red below to avoid
abandonment Extensions of time may be obtalned by filing a petition accompanied by the extension fee under the provisions gf 37 CFR :
1. 136(a) “If any of items 1 or 3 through'5 ar jcated as missing, the SURCHARGE set forth in 37 CFR 1.16(e) of L] $65.00 forasmall

entity in compllance with 37 CFR 1. 27 or 130.00 {or a non-small entity, must also be timely submitted in reply to this NOTICE v
to avmd abandonment. ,\ o

Itall requlred Items on this form Eed within the penod sal dov,%, the tota! amount owed by appﬂcant asa
- O smalfantity. {sratement ﬂled) on-small enmy fs $ 3 .. ) _ ‘

ubmit$ 1o complete the basic filing fee andiortile a small enilty staterh
“* stich statg (3 _CFR127)‘ ' o S ‘ LR

ST o Addltton% claim fees of Sa ___,including any multipte dependent ctaim fees, .are'féqni_ted.
$ H for . independent claims aver 3.
8 for__ o dependent claims over 20. -
J $ i for multiple dependent claim surcharge.

" Appligant must erth/er Submit the addmona.' claim fees or cance! additional clatms for whfch fees are due
\zPs. The oath or declartion: o A "
is missing or unexecuted. SR
(] does not cover the newly submitted tems. ;7
[ does riot identify the application to which i applles
[J does notinclude the city and state or foreign country of applicant’s residence.
An oath or declaration in compliance with 37 CFR 1. 63, mc:‘udrng res:dence mformatron and .'dsntnymg the applfcatron by
. theabove Appﬁcat:on—Numberand Eiling Date Isreqiiired:— =+ v = e wenit g o vy
: O 4. The signature(s) to the dath or declaration is/are by a person other than inventor or person quahfled under 37 CFH 1.42,
. 1.43 or 1.47.
o A properly signed oath or deglaration in compliance with 37 CFR 1.63, identifying the apphcat.'on by the abova Co
Application Number and Filing Date, is required. R
[0 5. The signature of the followingjoint inventor(s) is missing from the oath or declaration:

-

An oath or declaration mforﬁphance with 37 CFR 1.63 listing the names of all inventors and s:gr},d‘ﬁy the ommad* -

inventor(s), identifying th aﬁphcat:on by the above Appfication Number and Filing Dats, is reguired

;- 06/ 25(@93 BRLSD.00RGRRRA0EiAJORATTS reiquired since your check was retumed without payment (37 CER-1:24{m)). .
01 FB.57 Your filing réceipt was nﬂdﬁblwrmr because your ‘check was retumed wlthout payment
8. The-application does not éomply with the Sequence Rules.
i See attached Not.'ce to Comply w:th Sequence Ruies 37 CFB 4:821-1. 82 "

o - A copy of this noﬂce MUST be returned w:th the reply S
ming_gion Division (703).308-1202 -.
A =t
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003359.P004 yy 4 ° Patent

IN TH STATES PATENT AND TRADEMARK QFFICE
In re Application of:
Henry R. Williams, Jr.
Application No.: 09/034,773
Filed: March 2, 1998

 For: AGENT-BASED ON-LINE INFORMATION
RETRIEVAL AND VIEWING SYSTEM

Assistant Commissioner for Patents
Washington, D.C. 20231

Box Missing Parts

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION
(FILING DATE GRANTED)

Sir:
In response to the Notice to File Missing parts of Application (Filing Date
Granted) mailed June 8, 1998, please find enclosed:

(1) a duly executed Declaration and Power of Attorney with respect to

the above-referenced patent application;

(2) a check in the amount of $130.00 in payment of the surcharge of

37 C.F.R. § 1.16(e); and

(3) a copy of the Notice to File Missing Parts of Application.
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If any additional fee is required, please charge Deposit Account No. 02-
2666. A duplicate of this Response is enclosed for deposit account charging

purposes.
Respectfully submitted,

BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP

Dated: é/// 4/7 4

Red. No. 39,602

12400 Wilshire Blvd.
Seventh Floor
Los Angeles, CA 90025-1026
(408) 720-8598

FIRST CLASS CERTIFICATE OF MAILING
| hereby certify that this correspondence is being deposited with the United States Postal Service

as first class mail with sufficient postage in an envelope addressed to the Assistant Commissicner
for Patents, Washington, D.C. 20231

on 6/16/98

Grace ,H{/Z’Jruz

A Namg of Parson Mailing Correspondence
jat s &/le/78
' /" Signature (/ Date

Date of Deposit -

Page 84 of 239



u@% 21 205 CRE-
i

PATENT W

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE /*”’?9

In Re Patent Application of:
Henry R. Williams, Jr.

Application No.: 09/034,773

Filed: March 2, 1998

For: Agent-Based On-Line Information
Retrieval and Viewing System

Assistant Commissioner for Patents
Washington, D.C. 20231

INFORMATION DISCLOSURE STATEMENT

Sir:

Enclosed is a copy of Information Disclosure Citation Form PTQO-1449
together with copies of the documents cited on that form. It is respectfully
requested that the cited documents be considered and that the enclosed copy of
Information Disclosure Citation Form PTO-1449 be initialed by the Examiner to

- indicate such consideration and a copy thereof retumed to applicant(s).

Pursuant to 37 C.F.R. § 1.97, the submission of this Information
Disclosure Statement is not to be construed as a representation that a search

has been made and is not to be construed as an admission that the information

-1- LJV/cak (10/01/97)
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cited in this statement is material to patentability or constitutes prior art with
respect to the present application.

Pursuant to 37 C.F.R. § 1.97, this Information Disclosure Statement is
being submitted under one of the following (as indicated by an “X” to the left of
the appropriate paragraph):

XX 37 C.F.R. §1.97(b).

37 C.F.R. §1.97(c). If so, then enclosed with this Information
Disclosure Statement is one of the following:

A certification pursuant to 37 C.F.R. §1.97(e} or
A check for $240.00 for the fee under 37 C.F.R. § 1.17(p).

37 C.F.R. §1.97(d). If so, then enclosed with this Information
Disclosure Statement are the following:

(1) A certification pursuant to 37 C.F.R. §1.97(e);

(2) A petition requesting consideration of the Information
Disclosure Statement; and

(3) Acheckfor$ for the fee under 37 C.F.R.
§1.17(i) for submission of the information Disclosure
Statement.

-2 - LJV/cak (10/01/97)

Page 86 of 239



If there are any additional charges, please charge Deposit Account No,
' 02-2666.
Respectfully submitted,

BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP

Dated: &/ (7, 1998 oy os

Jogdan M. Becker
Reg. No. 39,602

12400 Wilshire Blvd.

Seventh Floor

Los Angeles, CA 90025-1026
(408) 720-8598

FIRST CLASS CERTIFICATE OF MAILING

! hereby certify that this correspondence is heing deposited with the United States Postal Service
as first class mail with sufficient postage in an envelope addressed to the Assistant Commissioner
for Patents, Washington, D.C. 20231

on 3/17/98

" Date of Deposit
Grace K1 Cruz

g erson Mailing Correspondence

3/07/23

i ” SignaturU 4 Date

-3- LJW/cak (10/01/97)

Page 87 of 239



Sheet 1 of 1

Foﬁn PTO-1449 U.5. BEPARTMENT OF | ATTY. DOCKET No, SERIALNG.
(REV. 8-83) PEENT AN 003359.P004 09/034,773
TRADEMARY OFFICE -
0 I P APPLICANT
&\ INFORMATION DISCLOSURE CITATION | Henry R Williams, Ir.
(6 FILING DATE GROUP Z? J-‘ é
- MAR 2 3 1984 & (Use several sheets if necessary) 3/2/98 —Norassigred
?:'\‘\ a (‘?
. & U.S. PATENT DOCUMENTS
Zapenrds
“EXAMINER DOCUMENT NUMBER DATE NAME cLAsS SUBCLASS H,TPER%';:&ETE
- 5|71 2 2[o|4}1| 2/24%8 | Breadmen sy 6.7
FOREIGN PATENT DOCUMENTS
TRANSLATION
DOCUMENT NUMBER DATE COUNTRY CLASS SUBCLASS g o

OTHER DOCUMENTS {Inciuding Author, Title, Date, Pertinent Pages, Etc.)

EXAMINER

et 7S

DATE CONSIDERED

/1/21/‘7?

L
*EXAMINER: Initial if citation considc{red, whether or not citation is in conformance with MPEP 6§09; Draw Jine through
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.
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Attorney’s Docket No. 03359.P004 PATENT

J‘¢536 v.s . proO-
B9/034773

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

&

in Re Patent Application of:

Henry R. Williams, Jr.

e
3
N
=0
-~

Application No.: Not assigned
Filed: Herewith

For: Agent-Based On-Line Information
Retrieval and Viewing System

)
)
)
)
)
)
)
)
)
)
)

Assistant Commissioner for Patents
Washington, D.C. 20231

INFORMATION DISCLOSURE STATEMENT

Sir;

Enclosed is a copy of Information Disclosure Citation Form PTO-1449
together with copies of the documents cited on that form. It is reépectfu[ly
requested that the cited dogcuments be considered and that the enclosed copy of
information Disclosure Citation Form PTO-1449 be initialed by the Examiner to

indicate such consideration and a copy thereof returned to applicant(s).

Pursuant to 37 C.F.R. § 1.97, the submission of this Information
Disclosure Statement is not to be construed as a representation that a search

has been made and is not to be construed as an admission that the information

-1- LdV/eak (10/01/97)
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- cited in this statement is material to patentability or constitutes prior art with
. respect to the present application.

Pursuant to 37 C.F.R. § 1.97, this Information Disclosure Statement is
being submitted under one of the following (as indicated by an “X” to the left of
the appropriate paragraph):

.9, S 37 C.F.R. §1.97(b).

37 C.F.R. §1.97(c). If so, then enclosed with this Information
Disclosure Statement is one of the following:

A certification pursuant to 37 C.F.R. §1.97{e) or
A check for $240.00 for the fee under 37 C.F.R. § 1.17(p).

. 37C.F.R. §1.97(d). If so, then enclosed with this Information
Disclosure Statement are the following:

{1} A certification pursuant to 37 C.F.R. §1.97(e);

(2) A petition requesting consideration of the Information
Disclosure Statement; and

(3) Acheckfor$ for the fee under 37 C.F.R.
§1.17(i) for submission of the Information Disclosure
Statement.
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Jogfan M. Becker
Reg. No. 39,602

12400 Wilshire Blvd.

Seventh Floor

Los Angeles, CA 90025-1026
(408) 720-8598

“Express Mail” mailing label number:EL034142405U3
Date of Deposit: 3/2/98
| hereby certify that | am causing this paper or fee to be deposited with the United States Postal Service
“Express Mail Post Cffice to Addressee” service on the date indicated above and that this paper or fee
has been addresged to the Assistant Commissioner for Patents, Washington, D. C. 20231

Grace R. Cr
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Intermind Announces Approval of First
Patent Application

Intermind’s first patent covers broad range of channel
communications technology — licensing to begin
immediately

Seattle, WA, October 7, 1997—Intermind Corporation'™
announced today that it received allowance on its first patent
application for channel communications and related
technologies. The U.S. Patent & Trademark office approved

all 26 claims contained in Intermind’s first patent application.

Intermind’s first patent will broadly cover first-generation
channel systems in which specialized software files are
exchanged between providers and consumers of information
to automate the customized delivery of useful content. It will
also cover many features of second-generation versions of
channel communications products. '

Intermind has established significant brand recognition in the
channel communications or "push" technology industry.
Channel technology, which has been incorporated into the
leading Web browsers, enables the intelligent delivery of
information to users based on their interests and needs.
Intermind’s approach is applicable to the Internet and
corporate networks as well as a wide variety of other systems
such as digital telephones, pagers, and television.

Intermind also announced plans to leverage its extensive
holdings of intellectual property through licensing and
technology partnerships. The company believes it is unlikely
that there will be any push technology products in the next
several years that will not require a license from Intermind.
While details of its plans to license its communications
patents are still being finalized, Intermind has promised to
support the growth of the marketplace and use of its
technology. Licensing terms will be commercially reasonable
and offered on a non-discriminatory basis without preference
for specific architectures or product designs. Early adoption
incentives are also being planned.

Intermind began development of object-based push
technology before any other company and is an industry
leader in the development of advanced features and
applications of channel communications, The company
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intends to be a catalyst for licensing rights in the development
of push technology, systems, and standards.

Intermind co-founder Drummond Reed describes how the
patent system exists to protect and encourage innovation.
"With the open environment of the Internet the patent system
is more important, not less,” Reed observes. "In this market,
any new technology can be copied quickly and easily. What is
the incentive for small companies to be innovative when their
products and technologies can be copied with impunity by
larger companies already dominating this space?" Reed notes
that the PTO action is particularly significant since before
granting approval, the patent examiner studied a broad range
of prior art unearthed by Intermind and its consultants—as
well as major companies and outside experts. Intermind has
taken pains to present the PTO with anything a licensee might
believe to cast a doubt to Intermind’s rights and patents.

The concepts at the core of the company’s initial patent, first
applied to push products, are expected to continue to grow
rapidly in importance. As the Internet and private corporate
networks increasingly focus on routing the right data to the
right recipients at the right time, Intermind’s technology is
expected to appear at the heart of virtually all digital
communications systems. Because Intermind’s concepts are
not tied to any particular computing platform, they directly
affect the future of information exchange over all systems.

Tim Sloane, Director of Messaging Applications and Services
at the Aberdeen Group, sees Intermind as a leader in network
communications. "Intermind Communicator was the first
product that used metadata, about both people and content, to
automate the delivery of relevant information,” says Sloane.
"This is the goal of CDF, and the essence of Netcaster too, so
this patent will a2lmost certainly be something the industry has
to contend with."”

Intermind has filed multiple U.S. and international patents
broadly.covering the channel communications area. Together,
the company’s applications comprise hundreds of pages of
specifications and more than 200 patent claims. Intermind’s
second U.S. patent application addresses architectures that
automatically sense users’ information needs and inteiligently
deliver communications based on detailed user-profile data,
as well as custom feedback mechanisms that enable true
intelligent bi-directional exchanges.

Intermind’s channel communications technology creates a
dramatically simple and automated way for publishers and
subscribers-—whether people or applications—to control the
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communication of any type of data over all types of networks.
Intermind’s breakthrough technology requires that publishers
and consumers exchange only a simple file containing
. metadata—data about the data to be transferred. The metadata
‘ control files are the key to automating all forms of content
T delivery and subscriber feedback.

Intermind’s intellectual property is expected to have broad
implications for various standards now under consideration
by industry groups, including Channel Definition Format
(CDF) and applications of Resource Description Format
(RDF). Intermind is an active member of the World Wide
Web Consortium (W3C) and sits on the W3C working group
for RDF.

Intermind pioneered the development of object-oriented
channel communications technology software that simplifies
access, notification and delivery of personalized information
on the Internet, intranets and other digital networks.
Intermind Corporation is a privately held company
headquartered in Seattle, Washington. Additional information
is available at http://www.intermind.com, or toll-free at (800)
814-4134 or (206) 812-6000 in Seattle.

CONTACTS:

Peter Heymann
Intermind Corporation
(206) 812-6000

peterh@intermind.com

3of3 2127198 5:16 PM

Page 95 of 239



Intermind's Patent Description - http://www.intermind.com/materials/patent_desc. htm]

About Intermind's Channel"Communications Patents

Background

In the past four years the World Wide Web has completely transformed the global
information economy. It's success is due to the inherent simplicity and power of
HTML as a common format to display and link information everywhere. The result
is that more information is now available via the Web than any other network in
history.

As a document display and linking format, however, HTML does nothing to
address another urgent problem: extracting the most useful information and actively
delivering it to the right users in the right format at the right time. With today’s
knowledge worker drowning in a sea of e-mail, voicemail, newsgroups, groupware,
and other electronic messages, solving this problem of "information flow control”
has become the next great challenge of communications technology.

In 1996 a first generation of products appeared to address this problem. Grouped
under the rubric "push” in contrast with the prevailing model of "pulling”
information down from the Web, these products attempted to deliver information
selectively to the users most interested in it. Yet the most common cormplaint of
these products is that they exacerbated rather than relieved the problem of message
overload. They delivered more information without delivering more control over
that information.

Channel Communications

In the early 1990's Intermind's founders began working on an altogether different
solution to the problem of communications control. It was based on the idea of a
control structure exchanged between an information publisher and subscriber. The
publisher creates the control structure describing how to automate communications
with the publisher, and the subscriber uses a special program to store and process
the control structure to automate the flow of information from the publisher.

- This new form of communications relationship came to be called a channel, and the
control structure a channel object. In October of 1996 Intermind introduced the first
channel object publishing/subscribing product for the Web, Intermind
Communicator&trade;, and the technology quickly spread throughout the industry.
By the following March, Microsoft had proposed its own specification for channel
objects, Channe! Definition Format (CDF); PointCast announced that PointCast 2.0
would include CDF channel object publishing capabilities; Backweb adopted the
CDF format; and Netscape introduced its own HTML/Java-based channel object
format.

The real power of channel objects is not just that they can control the automatic
delivery of information from publishers to subscribers, but that they control every
aspect of this process. They do this by carrying the control information required to
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know when and how to act on message content. For example, channel objects can
be used to control message filtering, encryption, notification, formatting,
presentation, storage, and feedback.

In shert, channel object technology represents an open, distributed, scaleable
solution to the problem of intelligent message control on any form of electronic
network. As channel technology grows, a global standard for channels has the
potential to become for digital communications what HTML is to documents.

Intermind’'s Patents

The U.S. Patent and Trademark Office (PTO) recently completed its review of
Intermind’s first U.S. patent application and issued a notification of allowance on
all 26 claims. This means that after administrative processing, which typically takes
two to three months, the patent will issue. These claims represent only the first of
Intermind's patent applications but are the most important because they are the
top-level claims on which many others are based. Intermind has also filed for these
patents internationally.

Intermind's claims fundamentally involve the use of a contreol structure to automate
communications. The heart of this control structure is metadata—data which
describes other data. In the case of a channel, the metadata is data which describes
how to control the communications of other data. A common example of metadata
is the information in a library card catalog, e.g. the title, author, publisher, and
publication date of a book. ' |

The essence of Intermind's top claim is that two devices—a sender and
receiver—have persistent storage, communicate over a network, and exchange a
control structure including metadata which describes: 1) what information is to be
updated, 2) when to update this information, and 3) how to transfer the updated
information. In addition, at least the receiving device must be able to process the
metadata in order to perform the update determination and transfer. Any digital
communications system which incorporates all of these elements will be covered by
Intermind’s patents.

The use of metadata in communications is not itself novel. Metadata is in fact the
key to the Web—the "tags" in Web pages are a form of metadata describing how to
display and link information. Web browsers are special programs that know how to
read and process this metadata. What is novel in Intermind’s invention is the use of
metadata in a control structure stored by a subscriber to govern a persistent
communications relationship with a publisher, i.e. one which automatically controls
the updating or feedback of information.

This communications control approach fundamentally differs from previous
technologies. E-mail, for instance, uses metadata as part of every e-mail message
(such as the To, From, Subject, and other header information), but this metadata is
fixed and cannot be modified by the users. Lotus Notes allows more flexible
metadata in Notes databases, but does not use this metadata to define and control
information delivery or feedback. Agent systems like Telescript also employ
metadata but do not share it between publishers and subscribers to create direct
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communications connections. Cookies are the form of metadata that most resembles
a channel object but cookies are not processed by a browser to automate the

delivery of information to a subscriber.
Claims Depth

A patent consists of two parts: a specification describing the invention and claims
which establish a legal definition of the scope of the invention, Patent claims are
written in tree structures where the top claim, called the independent claim, covers
the most basic elements needed to describe the invention while underlying claims,
called dependent claims, include additional elements that further define and
enhance the invention.

Intermind's first patent contains two independent claims covering the core channel
communications control process and 24 dependent claims covering additional
elements, enhancements, and applications of this process. Other pending
applications contain more than 200 additional dependent claims. These dependent
claims cover numerous specific features of channel communications systems
including:

o Control of information delivery via push, pull, or multicasting
mechanisms (note that the delivery mechanisms themselves are
not patented, only this new process for controlling them).

o Control of channel security, including automating the use of
public/private key encryption and authentication (again,
encryption technologies themselves are not patented, only this
technique for automatically controlling their usage).

o Control of message formatting, filtering, notification, dispiay,
and archiving.

Control of intelligent message forwarding and chaining.
Control of channel feedback, including "smart forms", schedule
synchronization, channel transactions, and
automaticaily-generated channel usage statistics.

¢ Control of linked channels, service channels, and multi-channel
transactions.

e Control of many-to-many channel publishing and subscribing.

The dependent claims also cover numerous applications of channel technology in
low-bandwidth and mobile environments, set-top boxes, e-mail and groupware
applications, electronic commerce, and distributed communications services.

Defensibility

From its inception, Intermind has exercised care to protect its innovations
thoroughly. The company retained a nationally-renowned patent law firm, Wolf
Greenfield & Sacks, which was selected based on its extensive experience in
software patents and successful representation of such companies as Vermeer
Technologies, the original developers of Microsoft FrontPage&trade;.
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Intermind is confident its patents will withstand validity challenges. To begin with,
the company's founders began documenting its.channel communications
innovations well before the commercial rise of the World Wide Web and years in
advance of the surge of interest in push technologies. Industry analysts have also
noted that Intermind's products were the first to use an open, extensible channel
object technology. '

Secondly, the company and its consultants have spent hundreds of man-hours
searching for prior art (technology which precede Intermind’s invention), both
patented and non-patented. During PTO patent examination this effort was
expanded to include the input of other companies and experts in the industry. All of
the prior art unearthed by these searches was submitted to the PTO and considered
by the patent examiner prior to allowance being granted. None met the test of
Intermind's claims for the elements and functionality of channel object technology.

The third reason for Intermind’s confidence is the depth of the claims trees. Even if
one or more top-level claims is invalidated by some previously undiscovered prior
art, the many layers of dependent claims covering key features of channel '
technology mean the scope of the patent coverage will not be significantly reduced.

Implications for the Market

The rapid growth of channel communications in the last year signals the broad
impact it will have on the development of the Web as well as on other digital
communications media such as telephones, pagers, and interactive television. Many
Internet products are already shipping with technology that may be subject to
Intermind's patents. However Intermind i$ planning a progressive licensing program
which will support the continued strong growth of this market.

Intermind’s intellectual property is also highly relevant to several standards
submissions currently being reviewed by the World Wide Web Consortium (W3C).
These include CDF {(Channel Definition Format), Microsoft's proposed vocabulary
for channel metadata; and P3P (Platform for Privacy Preferences Project), which
will govern the automatic negotiation and exchange of user profile information
{P3P includes PICS and dSIG as well as Netscape's, Firefly's, and Verisign's OPS
proposal).

~ Intermind is an active member of the W3C and a strong supporter of global

standards for channel communications. The company currently serves as a member
of the RDF (Resource Description Framework) Working Group for metadata
representation and syntax, and is working closely with the W3C to resolve any
standards issues relating to its intellectual property. Intermind has committed to
support such standards in its licensing programs by offering reasonable terms on a
non-discriminatory basis.

For More Information

For a more detailed description of channel communications technology and the
major categories of features it enables, please see the white paper Pushing Push:
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Advancing the Features of Channel Communications that Intermind presented at

the W3C Push Workshop in September. -
. ' For more detailed information about our patent and licensing terms, please contact:
St ‘ Peter Heymann

206-812-6000 Voice
206-812-6001 Fax
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Frequently Asked Questions about Intermind’'s Patents

Following is a list of the most frequently asked questions after Intermind's
T announcement of the allowance of its first patent by the U.S. Patent and Trademark
Office. /

General Questions %77

What does Intermind's first patent cover?

Intermind's patent covers a new way to control and automate the delivery of
information between publishers and subscribers over a computer network. The key
is a special communications control file called a channel object. Channel objects
are created by publishers and contain special information describing what, where,
when, and how information can be delivered. Subscribers use a program called a
channel processor to read channel objects and manage what information is
delivered, when (e.g., how often) and how (e.g., in what format, using which
delivery services or transports, etc.). The patent also covers other control features
such as subscriber notification, automatic and manual feedback, and automatic
updating of the control file itself. '

How is this different from a Web browser and Web pages?

A web browser lacks the ability to update information for the user beyond a single
browser session. It simply downloads data from a server selected by the user and
displays it. On the other hand, a channel processor has the ability to use the
information in the channel object (the channel metadata) to persistently deliver
information matching the user’s needs, and to control the processing of that
information when it arrives.

Another way to put this is that a web page is simply a container of information and
links to other information. It lacks the three elements necessary to control a
channel:

¢ information describing information which can be updated over
time;

o information describing how to determine when the information is
updated; )

* information describing how to deliver the updated information.

A channel object contains (at a minimuam) these three pieces of metadata. A copy of
the channel object must be stored by the subscriber to a channel in order to establish
a persistent, intelligent communications link. By comparison, there is no
requirement for users of browsers to store a copy of a web page.

Isn't this the way the channels in Netscape Netcaster and MS Internet
Explorer 4.0 work?
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Yes.
How is this different from PointCast?

PointCast 1.0, introduced in February of 1996, did not use channel objects. Rather it
was a client/server application which acted as a dedicated access program for the
newsfeed of which PointCast Corporation was the exclusive publisher. PointCast
has patents pending on the use of this kind of application for the display of
advertising information in a screen-saver format.

Intermind introduced channel-object technology with the launch of Intermind
Communicator(tm) in October of 1996. Like Web technology, channel objects do
not lirnit subscribers to proprictary channels. Anyone with Web site access can
become a channel publisher.

In March of 1997 PointCast announced that PointCast 2.0 would support "open”
channels based on the Channel Definition Format (CDF) specification for channel
objects jointly developed with Microsoft. PointCast also said it would offer a
channel-object authoring tool, PointCast Connections, that would create CDF
channel objects compatible with the new PointCast client.

Is this the only patent Intermind has applied for?

No. Channel-object technology, like hypertext, is a rich new way to automate the
delivery and processing of all types of digital communications. Intermind has been
developing channel-object technology since the early 1990s and has applied for
patents covering many significant innovations in this field. These patents are
several hundred pages in length and contain more than 200 additional claims,

What does Intermind intend to do with these patent rights?

Patent rights enable innovators to receive a reasonable share of the profits generated
by their technologies and provide a return to their shareholders. This is Intermind’s
goal. We are currently formulating a progressive licensing program designed to
promote the rapid growth of channel communications technologies. Intermind will
also participate in the industry standards-setting process and working with licensees

" to promote new features and applications of the technology. At the end of the day

we’d rather have a small piece of a much bigger pie than create any barriers to the
application of this technology.

Do you have any licensees?

No, not at this time. We're just beginning the licensing process.

What are Intermind’s licensing terms?

Terms have not yet been announced. Intermind has just begun to offer licenses.

However, licenses will be offered on a commercially reasonable basis. Some
discount will probably be offered to early licensees in each market segment.
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Will Microsoft and Netscape license? .

i We don't see any reason why they wouldn't. Our claims are very solid in the areas in
' which their products are involved. Intermind took great pains to present to the
Patent and Trademark Office (PTO) every type of prior art the company and its
consultants have been able to locate. All of this art has been officially considered by
the patent examiner. Also, Microsoft has highly regarded the work of our patent
counsel in the past (Wolf Greenfield and Sacks was the patent counsel for Vermeer
Technologies, creators of FrontPage, which Microsoft purchased in 1996.)

Infringement Questions

How do | know if | infringe?

Products that incorporate Intermind’s technology are fairly easy to recognize:
among other features, they rely on the exchange between publishers and subscribers
of a file containing control information (metadata) to set up a persistent
communications link. We call this file the channel object. Generally speaking, a
patent holder's rights are infringed by any party who manufactures, sells, or uses a
product that incorporates the innovations claimed by the inventor.

Does Intermind plan to sue users of this technology?
Qur first approach will be to offer licenses to everyone and anyeone using our
technologies in the Internet marketplace and other markets. We have no desire to be

litigious. However, in appropriate circumstances we'll take the necessary steps to
enforce our rights.

Patent Questions

Have you actually received the patent?

We have received official notice that the U.S. Patent and Trademark Office (PTO)
has approved Intermind’s patent claims. This is known as a patent allowance, and it
means that the PTO has completed its analysis and rendered its final decision. After
paying a fee, the actual patent is issued following the necessary administrative
steps, a process that usually takes two to three months.

How many claims were included in your application?

There were 26 claims in Intermind’s first patent application, and after minor
modifications all 26 were approved.

What is specifically covered by Intermind's patent claims?

The top claims cover the exchange of a control structure between a publisher and a
subscriber which governs the automatic updating of information for the subscriber
and the automatic feedback of information to the publisher.
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Dependent claims cover specific features of this process, including:

. i ¢ Control over selection of the delivery method used (true push,
‘ automated pull, or multicasting);
Tt _ o Control over user notification and display of new messages;
o Control over subscriber feedback, including "smart forms" and
channel usage statistics.

For additional information about claims coverage, sec the overview of Intermind’s
patent at our web site www.intermind.com. For copies of actual patent materials
and further licensing information, please contact Drummond Reed, Vice President,
206-812-6000 (Voice), 206-812-6001 (Fax).

How is channel object technology different than previous types of
network communications?

Major distinguishing features of the channel object approach to automating
communications are:

o a control structure that is exchanged between the sender and
receiver of information;

* an extremely lightweight control structure;

* a control structure that is highly transportable between different
types of systems; '

 avoidance of programming in the control structure;

* elements for the determination of updates and associations with
publisher data; and

¢ clements for the delivery of feedback and dynamic evolution of
the contro! structure.

The corresponding benefits enabled by these features include:

o achievement of true communications through the joint definition
and management of the control structure by the publisher and
subscriber, including feedback mechanisms;

o asystern that takes full advantage of the presence of the network
and the persistent availability of data, minimizing network
traffic, transmission requirements, duplicate storage of data and
consumption of subscriber memory;

o the ability to deploy the system over all types of networks,
computers and devices; :

¢ avoidance of the need for either the publisher or subscriber to
invest heavily in programming to participate in the system;

¢ delivery of useful information—i.e., data that is delivered on a
timely basis, and that has value to the subscriber;

¢ true two-way communications through an electronic dialogue in
which the control structure can be highly custornized to the needs
of each subscriber and can automatically grow in intelligence and
evolve with changes in content and user needs.
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Why do you think the patent will survive any challenge?
Two reasons:

Novelty: In the U.S., the patentee must be the first to invent (in the rest
of the world, the patentee can be the first to file for a patent, regardless
of invention date). Intermind’s founders began work on the patent
concepts in the early 90's, long before other push companies and before
the Web itself had taken off. A detailed formal disclosure documenting
the date of invention was made at that time.

"Non-obviousness'': To be valid, a patent must be non-obvious in
light of the other technologies existing at the time of invention.
Intermind’s channel technology may make more sense today, but was a
marked departure from other technologies at the time they were
conceived. Intermind's own product, Intermind Communicator(tm),
provides further evidence: industry analysts acknowledge it was the
first channel object publishing/subscribing product on the market, and
also the first to introduce such features as channel folders, channel
passwords, dynamic channel publishing, and customizable channel
feedback.

What about “prior art"? Aren’t there other products that did something
like this? :

Hundreds of man hours have been spent unearthing preexisting technologies (prior
art) by Intermind, its consultants, and experts in the industry. All of this prior art
was submitted to the PTOrand considered by the patent examiner prior to granting
allowance. None of this art was found to contain the elements of our topmost
(simplest) patent claim, let alone the layers of additional claims which cover many
specific features and enhancements.

What prior art was considered?

Prior art relating to almost any form of electronic communications was considered.

The majority of it falls into the following categories:

Distributed object systems. While a distributed object system like
Java or ActiveX is an ideal platform on which to build a channel
communications system, by itself a distributed object system does not
contain the necessary elements, i.e, special communications control
objects; the exchange of those control objects between a publisher and
subscriber; a processor to manage communications using these objects;
and subsequent replication of the objects to maintain and evolve
communications control.

Lotus Notes'™ and other replicated databases. Replication itself is
not new; products like Notes have automated replication for years.
However this replication is defined within the architecture of Notes
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itself; it does not transfer a communications control structure (such as a
channe! object) from a publisher to a subscriber o control
communications. While it is possible to establish selective replication
of files in a Notes database to a user based on keywords, the control
structure must be created and modified by the subscriber.

Agent technologies such as Telescript and Tcl. Agents are used to
control communications, but in an entirely different way than channel
objects. Agents are typically "mobile processes” which travel between
servers on a network to perform tasks on behalf of the agent's owner.
They are not exchanged with subscribers to directly control the
exchange of information with publishers.

Web technologies. Web page tags, such refresh tags, do not involve
the persistent storage of a communications control from the publisher
at the subscriber, so they can't control communications outside of a
browser session. "Smart”" bookmarks and offline browsers all involve
control only from the subscriber side, so they can't take advantage of
metadata supplied by the publisher.

Multimedia synchronization systems. These systems provide for the
synchronization of two multimedia objects but do not contain the
metadata or processing necessary to control communications outside of
these objects.

Metadata indexing systems. Technologies such as Harvest gather and
index metadata describing Web resources, but this metadata is not used
to control communications of updates in the resources it describes.

How does Intermind's patent relate to other patents in the push area?
At this time, the most prominent patents in the push area are:

Novadigm, Inc. was awarded a patent for "fractional differencing” in
December 1996. This technology is used in products designed to
efficiently update and maintain over networks software running on
end-user systems. Novadigm in March 1997 charged competitor
Marimba with infringing and recently asked the World Wide Web
Consortium (W3C) to suspend consideration of the proposed
Distribution and Replication Protocol (DRP) standard proposed by
Marimba pending resolution of this dispute.

TIBCO Corporation has several patents covering its subject-based
addressing technology, which provides a way to multicast content
using subject names instead of physical network addresses. In addition
to increasing network efficiency, subject-based addressing helps
messages reach their destinations without involving programmers in
the details of network addresses or protocols.

PointCast Corporation has a patent pending on its SmartScreen(TM)
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technology which automatically displays pushed content when a
viewer's computer is idle. -

While each of these patents covers a technology which can be employed within a
channel communications system, none of them directly overlap Intermind's channel
object patent claims.

Standards Questions

What about the impact on standards in this area?

Intermind is a long-standing member of the W3C and a strong supporter of Internet
standards and openness. We have always believed a global channel communications
standard will be as important to the growth of channel technology as HTML was to
the Web, Such standards are well underway and we are working closely with the
W3C to resolve any issues related to our intellectual property.

What W3C standards does this patent involve?

Several standards now under consideration by the W3C may be related to
Intermind's patent claims. All of these are in progress within the W3C and no
specific comment can be made until the outcome of the W3C Working Group
process, Standards which may be affected include:

& CDF (Channel Description Format), a proposal from Microsoft
for a standard vocabulary for channel metadata;

» P3P (Platform for Privacy Preferences Project) , a set of
standards governing the automatic negotiation and exchange of
subscriber profile information (P3P includes PICS and DSig as
well as Netscape's, Firefly's, and Verisign's OPS proposal).

~ OSD (Open Software Distribution), a standard governing the use
of metadata to control the delivery and installation of software
updates.

What is Intermind's position relative to standards in this area?
. Intermind is committed to non-discriminatory licensing on commerciaily reasonable

terms. Our goal is to support the unfettered evolution and adoption of the
technology while generating a fair return for our investment,

About the Technology

Are push and channels way over-hyped? What is this technology
really good for?

"Push" is actually an unfortunate name for a new paradi gm for controlling
communications. "Push technology" as represented by the products introduced thus

far is a small subset of what channel communications will become, and as with
most such revolutions the first examples tend to be simplistic and fall short of the

‘of 9
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intended benefit. Future versions of channel communications products will realize
the vision of intelligent information interchange—in which profiles govern the
automatic exchange and processing of all types of communications based on every
subscriber's precise needs and preferences.

Is channei-object technology limited to the Web?
No. It is applicable to any type of digital communications and network.
How is Intermind further developing the technology?

Intermind continues to perform applied research in the area of intelligent
communications and plans to establish joint ventures with other companies to adapt
the technology to other applications and platforms.

About the Company

What will happen to Intermind Communicator and the company’s
other products?

Intermind's products will continue to be available from our web site, where people
can download, examine and use them at no cost. However, product development,
marketing and sales will cease. Intermind is acknowledging market reality: we can't
compete with similar functionality when it's built into the browser. This is an
evolution that occurred sooner than we anticipated, but it is also the development
that has made our intellectual property so valuable and moved us to a licensing
model.

What about Intermind’s services?

Intermind’s Measurement and Feedback System (which delivers channel usage
statistics) will no longer be available to publishers due to the cost of delivery. Basic
registration services, which are required to use Intermind Communicator after
download, will remain available from the web site. To maximize the value of this
"freeware" to all users, we are working on a version of Intermind Communicator
which no longer requires registration. Until then, the product can continue be used

. anywhere clients can install and complete over-the-net registration.

What about product support?

Support resources will be delivered from the Intermind web site, including answers
to common questions, visual training aids and links to other resources. Email and
phone support will be phased out.

What is the company's strategy going forward?
Intermind plans to leverage the value of its intellectual property through licensing

and technology joint ventures. In the latter area, the company expects to work
closely with companies interested in introducing channel communications
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technology to new markets and applications. Intermind will also contribute to
startups working in such areas where feasible. .

Who are the company's investors?

B Intermind is a privately held company owned by management and financial
investors including two companies controlled by Craig McCaw. The company was
founded by Peter Heymann and Drummond Reed, both of whom currently serve as

employees and are substantial equity holders.

Pleaste send comments to Drummond Reed

Gof9 2/27/98 5:26 PM
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1. Claims 1-31 are presented for examination.

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

’

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or deseribed as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
bhaving ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

3. Claims 1-31 are rejected under 35 U.5.C. 103(a) as being unpatentable over Syeda-

Mahmood.

4. Syeda-Mahmood (5,920,856) taught the invention substantially as claimed (e.g., as in the
exemplary claim 5) including a processing system for providing a plurality of users or clients (3)
with information stored remotely over a network, the system comprising:

a) a first user interface or browser for enabling each of a plurality of clients to define a different
corresponding set of search rules applicable to a predefined subject or user query (e.g., see
column 5 line 41 et seq, column 6 line 51 et seq, column 7 line 20 et seq, e.g. see for example
column 6 lines 54-55 for “rules”) ;

b) a search agent configured to receive each set of search rules and to automatically retrieve

information on only the predefined subject or user query and store or save the retrieved
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information on a meta-database (e.g., see column 5 line 41 et seq, column 6 line 40 et seq,
column 7 line 15 et seq, and column 9 lines 34-37); and

¢) a second user interface or browser for enabling each of the plurality of users to access from the
database a portion of the information on the predefined subject or user query associated with the
correspond;mg set of search rules (e.g., see column 5 line 41 et seq, column 6 line 40 et seq,

column 7 line 15 et seq, and columns 9-10.)

5. It would have been obvious to one of ordinary skill in the networking art at the time of the
invention that the claimed invention differed from the teachings of Syeda-Mahmood only by a
degree. Syeda-Mahmood did not labél the meta-database as local database or the clients as local
clients but this is a system dependence difference. One may run the web server anywhere
depending on the needs of the organization or individual and the skill of the person. For example,
examiner runs a web site at http://www geckil.com. Examiner runs a web server there. While the
web server i3 accessible to the web clients like Netscape running on remote computer system, the
same web server is also accessible locally from the same computer system it runs on to local users
in the LAN. So in the Internet f)aradigm the local and the remote is no more than semantics.

Web server is accessible to all whether it be local or remote. Claims are broadly drawn to read on
a plurality of well known systems. For example, nowhere in the specification is there any
teachings as to what th_e search rules are, e.g., whether they are boolean logic rules or ranking or

relevance rules or proximity operators or whatever. Specification only states that it is search
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rules. In the absence of specific teachings examiner wilt apply the broadest scope to this phrase.
For example, using proximity operators like “near” or so many words or characters away from the
search term is well known for decades. Our database system has been utilizing these tools many
many years along with the many many other search systems well known and available on the
market. It appears that the applicant invention is directed saving the queries submitted to remote
databases for reuse but Syeda-Mahmood was exactly directed to the same goal. Even though
Syeda-Mahmood’s system was based on image search engine, this is no more than a degree in
difference. Syeda-Mahmood’s system also performed textual searches. The heart of the problem
solved was saving and using the queries. It is advised that applicant in response to this office
action substantially narrow down the scope of the base claims in order to pass the application into

a successful allowance stage.

6. The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.

Vora et al (5,819,273) taught a search agent which performed narrow searches on selected topics
(see figures 9-12.)

Sameer Madan taught features of the SearchPad utility program including using a set of search

rules which minimizes the manual inspection of the search results.
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Rogers et al (5,974,441) taught a Java based search system which submitted search requests to a
plurality of databases and coliected the results and formatted and saved them so that they could be

accessed via browsers (see figure 9 and column 19 lines 10 et seq.)

7.Any inquiry concerning this communication or earlier communications from the examiner should

be directed to Mehmet Geckil whose telephone number is (703) 305-9676. The examiner can
normally be reached on Monday through Friday from 6:30 A M. to 3:00 P.M..

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor,
Frank Asta, can be reached on (703) 305-3817, The fax phoﬁe number for the organization where

this application or proceeding is assigned is (703) 305-9564.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the Group receptionist whose telephone number is (703) 305-3900.

Any response to this action should be mailed to:

Commissioner of Patents and Trademarks

Washington, D.C. 20231
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or faxed to:

(703) 308-9051, (for formal communications intended for entry)

(703) 308-5359 (for informal or draft communications, please label

"PROPOSED" or "DRAFT")

Hand-delivered responses should be brought to Crystal Park II, 2021 Crystal

Drive, Arlington. VA., Sixth Floor (Receptionist}.

12/23/99

MEHMET B. GECKIL
PRIMARY EXAMINER
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SearchPad Indian Review in PC WORLD (India), pp 40-41
February 1998 Issue
By

Sameer Madan @\

Search the Web without a headache

With the amount of information available on the World Wide Web growing

at such

phenomenal rates, all Net surfers will have noticed how unmanageably
large the amount of data is. Thankfully, search engines make the process
of finding specific information easier. However, with a multitude of search
engines,each with it's own syntax and idiosyncrasy, searching the Web still
cannot be taken for granted. The solution, Metasearchers, programs that

fire up all search engines for your queries simultaneously, and also hide the
specific syntax of each search from the user. Satyam Spark Solutions'
SearchPad v1.1 is cne such tool, designed to save you time and
headaches while you scout the WWW for information of your choice.

SearchPad has the capability to send your query to upto 11 search engines
simultaneously considering that AltaVista has been split up into two
components, AltaVista(WWW) and AltaVista(Usenet). The other search
engines covered are-Yahoo!, Lycos, WebCrawier, InfoSeek, Excite,
Magellan, OpenText, Hothot and Onekey. The one glaring omission here is
that Dejanews, which is undoubtedly the finest Usenet archive available
on the WWW. The user can choose any combination of the available
search engines to submit the query to.

SearchPad comes with so many features that it's a power searcher’s
delight. The user can specify words and phrases, and group them together

with AND, OR and ANDNOT. Apart from this, the search can be performed
in such a manner that the keywords / keyphrases being searched for must
appear near each other, with the option of specifying that these '
words/phrases should be separated by most "n" words or "n" paragraphs.

In addition, SearchPad also allows the user o specify a set of straight
__forward rules which reaily minimize the amount of manual nspecﬂon that

needs to _be done on pages that are returned by Search Engmes These
rules enable the user to_specify keyphrases the presence or absence of
‘which can be checked for in the title of the page the URL of the page, the

beginning, ending, or within the document body itself, and accordingly, the
page can be accepted or rejected.

i found the ability to specify these rules as the single most useful feature in
SearchPad.

Using SearchPad with ali these features, | easily found some very

12/20/99 9:46 AM
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interesting pages which were more difficult to locate with some other
metasearchers . Please note that SearchPad did not throw up any new

pages that did not turn up with other metasearchers. However, with
SearchPad | was able to reduce the effort required in manually inspecting

the pages significantly.

While it has its good points, it did give me a fair share of problems as well.
The first of these of these was getting started. SearchPad is definitely
what | wouldn't classify as an out-of-the-box solution. Having installed and
started.it, | was at a total loss about what to do with it. This was despite

having used numerous metasearchers before. | have like a plain-vanilla
interface, in addition to a power-user interface, so as to enable first-time
users to simply enter keywords, select the Search Engines to query, and

fire away. But the plethora of buttons and fields simply the not indicate that
this was possible, and to add to this, the labeling of fields and menu
options seemed cryptic, with terms like Feedback, Topic,Query is Hot,

Classification, etc. It took a good one hour to go through the entire manual
to figure out what [ needed to specify and what safely ignore, in order to

trigger a simplistic query. It then took some more experimentation to figure
out how to use the advanced features. SearchPad seems to take a fair

while longer to query all 11 search engines available than some other
metasearchers do for querying the same search engines. The one addition

that | would have liked to see was a mechanism
for updating a search pad from Satyam's Web Site. In such a case, any

changes made by a search engine to it's syntax would be updated on a
user's copy of SearchPad. Not having this feature could mean that'a
particular search engine might become inaccessible as far as SearchPad
is concerned. This should be a definite consideration in the next release of
SearchPad.

With the price of Rs.3995 ***, SearchPad seems a little pricey as compared
to other metasearchers that are available at a much lower price, and also
requires a fair amount of learning time for figuring out how to use this
package.

*** Please Note :The software now costs Rs.2500.00,

salesinfo@bet satyam.com.

SearchPad is a trademark of Satyam Computer Services Ltd
Copyright © 1997 Satyam Computer Services Ltd

20f2 ‘ 12/20/99 9:46 AM
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- An HITP-based Infrastructure for Mobile Cj

Agents

‘Anselm Lingnau
Oswald Drobnik
Peter Domel

. Abstract:

Mobile agents are an emerging technology attracting interest from the fields of dlstnbuted
systems, information retrieval, electronic commerce and artificial intelligence. We present an
infrastructure for mobile agents based on the Hypertext Transfer Protocol (HTTP) which
provides for agent mobility across heterogeneous networks as well as communications
among agents. Our infrastructure supports the implementation and interoperation of agents
written in various languages and takes advantage of current research in HTTP and the World
Wide Web in general. _ '
Keywords:
mobile agents, infrastructure, HTTP

Introduction

Recent times have seen exciting new developments in computer networking. Applications like the
World Wide Web have made computer networks such as the Internet available (and palatable) to
users outside of computer science departments all over the world. Inforination servers offering all «
sorts of]interesting data are cropping up, and, as researchers are trying to find ways of reliable’
electronic payment, the net will soon be important as a 'virtual marketplace'.

Yet the sheer amount of data available to users in such a network will be difficult to handle. How
will they be able to locate the information they need? How are they going to find the best offer for
some service they require? One possible solution brought forward to help in this situation consists
of "mobile agents' - autonomous programs that move about the network on behalf of their owners

while searching for information, negotiating with other agents, or even concluding business deals.

In this paper we propose an infrastructure for such agents. This infrastructure allows agents to
move between hosts and communicate with other agents; it supports agents written using diverse
languages and lets agent programmers implement a variety of interaction schemes based on a
general mechanism for agent communication. Our agent infrastructure uses the Hypertext Transfer
Protgeol (HTTP) [2] for agent transfer and communication, taking advantage of this widely
acceged, platform-independent mechanism to make it as easy for providers to offer agent-based
servides as for users to access them. We also expect future advances in, e.g., HTTP security and

electronic payment resulting from the World Wide Web research community to save considerable
\
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effort which would otherwise be necessary to implement such in some separate framework for
- mobile agents.

 Mobile Agents

A %

The term agent means many things to many people. This section defines a (mobile) agent for our
purposes and gives a general overview of agent technology.

What Is an Agent?

According to our dictionary [22], an agent is "anyone who acts on behalf or in the interest of
somebody else’. Agent-based systems have recently gained considerable attention in computer
science, although nobody has come up yet with a reasonably succinct definition of what an “agent’
is actually supposed to be in this context. For the purposes of this paper, we assume that an agent
is a computer program whose purpose is to help a user perform some task (or set of tasks). To do
this, it contains persistent state and can communicate with its owner, other agents and the
environment in general. Agents can do routine work for users or assist them with complicated
tasks; they can also mediate between incompatible programs and thus generate new, modular and
problem-oriented solutions, saving work. '

Tasks that seem to be amenable to agents include electronic mail handling (an agent helps with
prioritizing, forwarding, deleting, archiving, ...of mail messages [10]), scheduling of meetings (the
people involved run agents that will negotiate a date and time, reserve a conference room etc.) or
filtering an information source such as Usenet news for interesting bits according to various rules
or heuristics. : :

Since agents consist of program code and the associated internal stafe, we can envision mobile
agents which can move between computers in a network. An obvious application of this idea is in
information retrieval, where it is easy to picture a mobile agent that gathers interesting data on
some computer. If it has gone through all the available data, it moves somewhere else in order to
find out even more tidbits before returning to its *owner' loaded with pertinent information. Of
course the same information could be retrieved by the owner's computer itself using some suitable
mechanism for remote access. The advantage of the agent-based approach is that complex queries
can be performed by the agent at the remote side without having to transfer the raw data to the
owner's computer first, which would likely waste considerable bandwidth. Other applications of
mobile agents include activé documents, electronic commerce (a hot topic in itself as far as the
World Wide Web is concerned), network management, control of remote devices and mobile
computing. é
It is important to emphasizl that, even if an environment supports mobile agents, agents are not
required to move about. There may be agents for which there is no point in mobility, or others
which are just too big. How;ever, if the environment allows agents to communicate, mobile and
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stationary agents can fruitfully work together on behalf of their owners.

_ Related Work

“The interest in agents is fueled by the Al community as well as by researchers in the fields of
distributed computing and communications. Al researchers tend to think of agents as entities that
can observe and reason about the goings-on in their environment, while distributed computing
scholars consider agents a new way of structuring distributed computer systems.

An overview of agents and, in particular, agent communication from the point of view of Al
research is given by Genesereth and Ketchpel [12]. Kirn and Kléfer [21] discuss the applicability
of organization theory to agent systems and examine their potential for compound intelligence',
while Kautz, Milewski and Selman [20] take a look at how agents can assist and simplify
person-to-person communication. As an example of concrete experiments with Al-based agents,
Etzioni and Weld [10] present a stationary agent (softbot) which helps its owner access Internet
resources. It is of course legitimate to ask whether mobile agents are worth the trouble at all; this
question is discussed by Harrison, Chess’and Kershenbaum [16]. Eichmann [9] examines the issue
of ethics for agents (including stationary *Web crawlers' or 'spiders’) on the Web.

Requirements for an agent infrastructure (or agent meeting point) are considered by Chess et al.
[7]. Goldszmidt and Yemini [13] extend the notion of an agent infrastructure to encompass
real-time control and system management. A proprietary agent infrastructure is described by White
[26,27]. Proposals abound for agent implementation languages: (Safe-)Tcl [6,23], Java {14,18] and
Telescript [27,28] seem to be some of the more important contenders.

An Infrastructure for Mobile Agents

In this section we consider the requirements that mobile agents place on the systems they're
running on, and vice-versa.

Why Do Agents Need an Infrastructure?

To be useful, an agent needs to interact with its host system and other agents - it must access
information that the host offers or negotiate with other agents about the exchange of services.
Agents must also be able to move within heterogeneous networks of computers. This is only
possible if there is a common framework for agent operations across the whole network: a
standardized agent infrastructure. This infrastructure must offer basic support for agent mobitity
and communications. It must also protect the hos} from unauthorized access by agents and
safeguard the agents' integrity as well as possible!.

[

An Architecture Model '
¥
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The basis of our architecture model for an agent infrastructure is the notion of an agent server.
This is a program (like a mail server, FTP server, ...) which runs on every computer that will be

. accessible to agents and is in charge of the agents running on that computer. Its tasks include
-accepting agents, creating the appropriate runtime environments, supervising the agents' execution
(in the meantime answering queries about their status) and terminating them if so directed. The
agent ‘'server must also organize agent transfer to other hosts, manage communications among
agents as well as between agents and their owners and do authentication and access control for all
agent operations. In a network of agent servers, each individual server may be expected to
participate in management operations such as the gathering of usage statistics.

We assume that each agent server knows about other agent servers in its "neighbourhood' and
makes this information available to agents, who use it to pick a new destination when they decide
to leave the host. Such 'neighbours’ do not have to be physically close to one another - for
example, an agent server on a host which specializes in bibliographic databases could tell an agent
about other servers that offer similar information. Thus no server (or agent) needs to know the
topology of the whole network; if each server knows about its own vicinity, an agent will still be
able to traverse an 'interesting' subset of all servers. As a refinement, the list of neighbours
presented to an agent can be customized according to the origin or purpose of the agent. That way,
‘firewall' schemes or domain boundaries can be realized.

For each agent running on a server, there is a dedicated runtime environment. The runtime
environment interfaces between the agent and its host by making resources available to the agent |
in a controlled way.

The user interacts with the agent infrastructure through a client. The client will let the user submit
an agent for execution, find out about its status, stop or recall it and perform other operations as
necessary. It is important to note that the client does not need a permanent connectioil to the rest
of the agent infrastructure; it can, for example, reside on a mobile computer that communicates
with the fixed infrastructure via a slow radio link.

The main design guideline for our agent infrastructure is to allow maximum flexibility concerning
the implementation of agents, their access to the host system(s) and their communication. We do
not want to prejudice our research by constraining, e.g., the language to be used for agent
implementation. Furthermore, we are convinced that a general infrastructure for mobile agents
must provide ‘'mechanism, not policy' in order to gain wide acceptance.

Figure 1 shows an overview of the various components of our agent infrastructure. :

. QWi 3o -
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Figure 1: The Architecture Model

A Mobile Agent Dissected

Before delving deeper into the details of agent support, we will examine the structure of a mobile
agetit more closely. A mobile agent contains N
e Code - the program (in a suitable language) that defines the agent's behaviour.
e Siate - the agent's internal vanables etc., which enable it to resume its activities after moving
to another host.
» Attributes - information describing the agent, its origin and owner, its movement history,
resource requirements, authentication keys, ...for use by the infrastructure, Part of this may
be accessible to the agent itself, but the agent must not be able to modify the attributes.

While some languages allow the representation of an agent's state as part of its code (e.g., by
inclusion of appropriate assignment statements) we consider this not general enough.

Agent Communications

The modlel for agent communications in our infrastructure is based on an abstract information
space which is maintained by each agent server on behalf of the agents in its charge. The
information space contains triples consisting of an item's key (or name), an access control list and

the item"\; value (Figure 2).
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Figure 2: The Agent Information Space

Agents may write items to the information space and read them either destructively or
non-destructively; all these operations are supposed to be atomic and serialized in order to avoid
race conditions and inconsistency. The operations are enabled for specific agents, groups of agents
or all agents according to an item's access control list. More advanced interaction schemes such as
RPC can be implemented easily on top of these primitives, or agents can simply publish *facts' in a
declarative language (e.g., KIF [11]) for the perusal of others. The agent server uses the
information space to voluateer data of general interest, e.g., a list of agents currently running under
its control (so agents can get m:[ouch with one another).

While the information space mainly serves as a means of communication among agents, it can also
be used for communication between agents and the host system. For example, in a
security-conscious environment, a trusted stationary agent could be endowed with the higher
privileges necessary to gather some data and hand out summaries to visiting agents via the
information space.

An obvious generalization of this approach to communications would be to allow access to a
server's information space from agents running on other servers. However, such a *global'
information space cannot be arbitrarily scaled up without serious loss of efficiency. Furthermore, it
is unclear whether a global information space would lead to a worthwhile increase in functlonahty
when it is easy for agents to rﬂove between hosts.

Finally, there should be a way} for agents to communicate with their owners. A simple approach is
to let the agent send electroni@ mail back to its owner; this asynchronous method ties in nicely
with the fact that the owner is probably not on-line all the time, e.g., in a mobile computing

)
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environment. Synchronous communication is not much more difficult in principle: An agent might
want to check back with its owner about some aspect of its operation, so after attracting its
. owner's attention by sending a mail message it could - in an HTTP-based framework - provide a
*.Web form to be filled out by the owner and suspend itself until a reply arrives.

Runtime Support

An agent server needs to provide runtime support to agents for various reasons: Firstly, agents
must be able to take advantage of the agent server for communications and mobility services -
therefore suitable primitives must be accessible from the agent implementation language.
Secondly, agents are not supposed to misuse their access to the host system by, e.g., collecting its
password file for off-site cracking or by fermatting the main hard disk. Potentially dangerous
operations such as executing arbitrary operating system commands or opening files or network
connections must be tightly controlled. A runtime environment can do this by either completely
outlawing them or else by vetting their arguments and endorsing an operation only if it is
"harmless'. The most promising approach in this area is Safe-Tcl [5,6], which distinguishes
between a trusted and an untrusted environment. The agent runs in the untrusted environment and
may perform safe calls into the trusted environment. The trusted environment checks their validity
and forwards them to the underlying system if they are acceptable.

It is important to note that the level of trust extended to an agent may vary considerably between
agents. For instance, a locally developed agent is likely to be rather more trustworthy than some
random piece of code coming in from the network. These different levels of trust can be
accommodated by suitable selection of runtime environments, with a more highly trusted agent
being allowed more freedom of access to the underlying system.

Using HTTP as a Basis of an Aéent Infrastructure

An agent infrastructure needs protocols for agent mobility and communication. Here we explain
why the Hypertext Transfer Protocol (HTTP) seems to be a sensible choice.

Why HTTP?
Using HTTP as the basis of an agent infrastructure offers several advantages:

e HTTP is a well-known, well-understood and widely accepted protocol. Popularizing an agent
infrastructure will be vastly easier if it is based upon HTTP rather than yet another
home-brewed protocol. o

e HTTP contains all the necessary primitives fo support agent mobility. For example, the POST
method can be used to submit an agent to a %erver for execution, and the GET method caters
for status requests etc. Also, the HTTP specification [2] leaves room for custom extensions,

should thosc turn out to be needed. \
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* Existing Web browsers like Mosaic can be used for most of the user interface. This saves a
lot of work and is convenient for users, who don't have to learn how to use another
incompatible tool.

¢. The Web's platform mdependence makes it easy to support mobile agents in a heterogeneous
network. With Web access available even through lowly PDAs, instant agent-based

~+ ‘computing is possible nearly everywhere.

¢ We can make use of ongoing Web research results on topics like secure transmission via
HTTP and electronic commerce. Since one of the more important applications envisioned for
mobile agents is to send them out shopping, integration with upcoming solutions for digital
payment is essential for a viable agent system. Similar reasoning applies to security - it will
be much easier to make use of whatever the Web community decides on than to convince
everybody that some other approach is working equally well, or even to adapt a Web
standard to a completely different environment.

e We will be able to integrate Web-based and agent-based services better if their technical
basis is the same to begin with. Thus agent support becomes a *value-added' service that
Web providers can offer in a clean and straightforward manner.

We have implemented a prototypical HTTP-based agent infrastructure which offers most of the
features proposed in section "An Infrastructure for Mobile Agents". It consists of a custom HTTP
server written in Perl [25] and a set of language-dependent modules providing runtime services to
agents. We will include some details of our implementation at appropriate places during the
following paragraphs; lack of space prevents us from a full discussion within the scope of this

paper.

Encapsulation of Agents as MIME Contents .
In HTTP, data (request/reply bodies) are transferred in a format based on MIME (Multipurpose
Internet Mail Extensions, [4]). For the purposes of agent transport, we define an
application-specific MIME-like content type, application/agent. This content type carries
attributes describing, e.g., the programming language used and the agent fype (say, library search
agent). The agent server uses this information for choosing the right kind of runtime support or
rejecting the agent if its requirements cannot be met.

The body of an application/agent part contains subparts corresponding to the agent's
atiributes, code and state (using content types application/agent-attributes,
../agent-code and .../agent~state, respectively). The agent-attributes subpart
gives agent attributes (see section "A Mobile Agent Dissected") in a form similar to MIME
headers (Figure 3). The format of the latter subparts is not specified fygrther; it is assumed that their
contents will be defined in a manner appropriate to the programming Janguage used for the agent,
If necessary, a suitable content transfer encoding can be applied to of the subparts, supporting,
e.g., agents compiled to some form of byte code. s '

'
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From: lingnau@tm.informatik.uni-frankfurt.de
- Date: Thu 13 Jul 1995 12:37:00 +0200 '
" Content-Type: application/agent; boundary="AbCdEfG"; language="tcl
 type="silly"; context="default"

—--AbCdEfG
Content-Type: application/agent-attributes

Owner: lingnau@tm.informatik.uni-frankfurt.de

Agent-ID: <3l23.950713123700Q@deneb.tm.informatik.uni- frankfurt de>

Home-URL: http://deneb.tm.informatik.uni-frankfurt.de:5055/home/al

Start-Date: Thu 13 Jul 1995 12:34:56 +0200 '

Expires: Thu 20 Jul 1995 12:34:56 +0200

Log: denebttm.informatik.uni-frankfurt.de Thu 13 Jul 1995 12:34:56
rigel.tm.informatik.uni-frankfurt.de Thu 13 Jul 1995 12:36:13

Authentication-Cookie: * fa389df25671ed4ab515caB87efdaligBgs2

--BbCdEfG '

Content-Type: application/agent-code

puts "This 1is a useless agent"”
sleep $sleep if [llength Svisit list} {

set nextHost [lindex $visit list 0]

set visit list [lreplace $visit list 0 1]

agent moveto $nextHost
} else {

agent quit : : v :
} ’ -
——-AbCdEfG '
Content-Type: application/agent-state

set sleep 60
set visit list {arktur algol}
—-—AbCdEfG——

Figure 3: A MIME-encapsulated agent

Once an agent is encapsulated in a MIME-like message for transport, nothing precludes i{s being
sent by email rather than HTTP. We have not explored this further to date, but there are obv10us
connections to research into active maif [5] which seem worth pursuing.

Agent Transport via HTTP

v Gy Seametay .y
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~ We have to distinguish two cases: a new agent being submitted to a server for the first time, and
an agent moving from server to server of its own accord. In the first case, the server must be
. established as the home server for this agent, which will be keeping track of the agent's progress
- through the network. In the second case, the home server must be notified by the new server that
the agent has moved to a new location.,

N L]

Generally, an agent is moved by POSTing it to a special URL [3] managed by the agent server
(server/create or server/move, respectively, in our implementation, where server is
short for http://host:port). The agent server parses the agent, checks whether it is
acceptable according to the server's policies and the agent's requirements as expressed by its
attributes, and launches it in an appropriate runtime environment. In the case of a new agent, the
client (owner) is returned a new URL identifying the agent for the purpose of status queries (the
home URL - in our implementation it is of the form server/home/ id, where id uniquely
identifies the agent on this server); in the case of an agent moving between servers, the target
server assigns a temporary visitor URL (server/visit/id) to the agent and POSTSs this to
the agent's home URL to notify the home server of the agent's new location.

Our agent server spawns a new process for each agent and its runtime environment. This separates
the agent from its peers and the server, increasing security and the flexibility of the runtime

support - this approach is instrumental in allowing agents implemented in arbitrary languages. It
also makes it possible to take advantage of ‘resource limits' that the operating system can impose
on processes to enforce limitations on the CPU time or memory used by agents.

Once an agent has been submitted to the infrastructure, its owner can query its status by accessing
its horpe URL. Since the home server is kept up-to-date as to the whereabouts of the agent, it can -
issue an appropriate HTTP code 302 ‘moved temporarily' response specifying the current visitor
URL of the agent. These will be handled transparently by most Web clients, giving the agent
owner apparently instantaneous access to the agent. Such a status query returns a HTML
document which not only advises the owner of the status of the agent, but also allows more
detailed examination of attributes or part of the state (for example, a partial result) via links to
special URLs. In our implementation, URLs like visitorURL/attributes or
visitorURL/state are used for this purpose; again, these can be accessed via the home URL
by redirection. More URLSs are available for stoppmg or recalling the agent eg.,
visitorURL/recall.

Agent Communications via HTTP

HTTP lends itself not only to agent transport, but also to agent communications. The “information
space' disgussed in section "Agent Communications" can be implemented as part of the agent
server, acjl;smble via a mechanism similar to other database queries. Information items can be
added to tfle information space by POSTing them to a URL (server/info?key), with the

access list information given in an Access : entity header. Suitable content transfer encoding
\ .
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allows values of arbitrary content and size (subject to space limitations on the server) to be entered
as the message contents. The GET method is used to read information items, and a DGET method
.~ can be introduced into the HTTP protocol to enable atomic *destructive GET' for retrieving and
removing an item in a single operation.

Another feature that would be nice to have is the ability of agents to be notified asynchronously of
changes in the information space that are interesting to them. For example, an agent may want to
be informed when a new agent turns up at the server or whenever a new piece of information has
been put into the information space by its ‘opposite number' during negotiation. While an agent
could find out about this by periodically polling the information space, asynchronous notification
will be much more efficient. This is not currently implemented by our infrastructure, but work is
underway to support this in the near future.

Security Considerations

Security is important in all operations related to the agent infrastructure. We have already
discussed the need for protection of host systems from interference by agents and vice-versa. In
addition to this, an agent infrastructure must cater for encryption and authentication:

e Apgents carry along their complete implementation, which may be of interest to malevolent
people. While there seems to be little practical opportunity for protecting an agent's code
while it is executing (an ingenious person could simply single-step the process or stop it and
analyze its memory), agents can be protected in transit by encryption, for example using
suitable public-key schemes between servers. As far as looking at the code of a running
agent is concerned, a gimple solution may be the introduction of neutral ‘premises' where
agents can meet to; e.g., hold an auction. The trust to be extended to such entities would be
quite similar to the current situation with solicitors and other "disinterested' parties.

e [t is important to be able to tell whether an agent has been changed (maliciously or through
damage) during its transfer from one server to the next. Again, existing schemes for
cryptographic hashing and digital signatures offer practical solutions.

o Operations on agents like status queries and agents' interactions with a server's information
space must be authenticated. In the first case, we must make. sure that only an agent's owner
can find out important details about the agent, recall it or kill it. Simple solutions include
‘magic cookies' - long random strings which are part of an agent's attributes and must be
presented by a person in order to gain access to the agent - or digest authentication as
proposed by Hostetler et al. [19].

In the second case, we wajt to restrict access to a server's information space to the agents
running on this server. The server and an agent's runtime environment can agree on a magic
cookie; since this will nev@r be passed across the network it should be sufficient as a first
approximation to provide ﬂ:le needed authentication.

)
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Most of the issues to do with encryption and authentication depend on the security of HTTP
transmission. This is a topic which is currently under research; various solutions [1,15,17,24] have
.- been proposed. For the purposes of basic research simple authentication schemes are sufficient;
we plan to accommodate whatever approach is eventually adopted by the Web community at large
in order to avoid duplication of effort.

Summary and Further Work

Mobile agents have recently generated considerable interest from researchers in distributed
systems, electronic commerce, information retrieval, the World Wide Web and AI. To support
experiments in this area, we have implemented a low-level infrastructure for mobile agents in an
HTTP-based framework. The framework consists of a specialized HTTP server and
language-specific modules that provide runtime support to agents written in various languages (we
have until now concentrated on Tcl and Perl; others would be straightforward to integrate). Agents
can employ various styles of interaction through a common information space as well as take
advantage of customized runtime environments for specific tasks at different levels of trust. The
framework also allows for stationary agents as a special case, making it possible to construct

hybrid systems of agents.

Our aim is now to gain experience in the design, implementation and use of mobile agents based
on our infrastructure. Ongoing projects in our-group include applications in scheduling meetings
and filtering Usenet news; other areas under initial investigation are system monitoring and
semantic routing.

Another set of open problems concerns encryption and authentication in our agent infrastructure
(section "Security Considerations"). These matters hava not yet attracted due attention in our
implementation, but in order to promote consistency and avoid duplicate effort we are waiting for
a standard for HTTP encryption and authentication to emerge from the World Wide Web
community. In the meantime we plan to provide schemes which are sufficient to foil the efforts of
“casual’ crackers.

Agent navigation still poses a number of questions. How will an agent decide where to go next?
Besides semantic routing, the use of hyperspace mapping tools like WebMap [8] may help in
locating “interesting' places. This is also a topic for future research.
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WebCompass Takes Web
Searching in the Right Direction

THE WORLD WIDE WEB is a wonderfully frustrating information rescurce. Whether you are looking for the latest weather repori, a
biography of a historical figure or the specs of a vendor’s latest product, you can find it on the Web-—if you know where to look, and are
tenacious in your pursuit.

9 6 &0 o 0 0o & 0 o o0 o0 o

Frankly, trying to find information on the Web brings to mind the cliché of searching for a needle in a haystack. The Web has no central
index, and there are no rules about how Web pages are titled, organized or categorized. The closest things we have today to

central indexes arc independent search sites, such as Yahoo, Excite and InfoSeek, each of which has unique classification schemes and
search engines. Using this hodgepodge of tools yields inconsistent results; you must continually try several engines, and refine the searches at
each, to be confident that you’ve retrieved the right pages. This is not very time efficient, particularly if you are paying by the minute for
access. In the case of the Web, getting there is not half the fun.

It would be nice if a program existed that allowed users to run a single query that would encompass all the search engines, newsgroups and
directories on the Web. It would be even better if the search results from each device could be compared and duplicate documents
eliminated, Relevance ranking of results and a summary of+the documents found would be helpful. Finally, running queries in the background
while working on other tasks would be a real productivity boon.

Such programs do exist, and, in fact, several are accessible free of charge on the Net. However, to use them you have to visit an external site
and run the queries in real time. There’s ne way to run the query in the background or save your findings locally.

Enter Quarterdeck’s WebCompass Professional. This program, which debuted last fall (see ¥ol. 10, No. 4, pp. 11—12), runs queries against
other search engines in order to perform all the aforementioned tasks, and it stores the resulting hits and summaries in a local database.

WebCompass is a Windows product, rinning under Win95 and Windows 3.1. For this hands-on review, we tested the Win95 version.
WebCompass is primarily a search tool, but Quarterdeck bundles with it a Web server and Mosaic browser. Neither are required to operate
WebCompass. We did make use of the browser during our tests, but it also works with Netscape Navigater, Microsoft Explorer and other
Web browsers. ‘

The search is on

WebCompass’s interface is made of mostly graphic elergents. We would not call it intuitive, as it takes some trial and error (and some
consultation with the online help) to discern exactly whieh icons do what and what icons send you where. But after a day or two of effort,
most software-savvy users will be navigating with relat?e case.

To begin a search, the user types the keyword or words é; the dialog, then selects the resources WebCompass should search. There are seven

search resources from which to select, depending on how widespread you want your search to be. They are grouped by subject—general,
technicai, sports, news and media. There is also Quarterdeck’s own topic database.
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The Internet resources are built around 11 Net search facilities and indexes that WebCompass is set up fo search, They include Byte
Magazine, CNN, CNN Sports, Excite, Excite NetNews, Lycos, OpenText, TechWeb, Webcrawler, What’s New and Yeghoo. Unlike most
_ + metacrawlers on the Web, though, with WebCompass you control the places it searches. You are free to add new specific sites, search
engines or archives to the list, ST

" Topic Database. The supplied topic database is a built-in database of more than 40,000 topics encompassing a large portion of the Web’s
‘content. The Topic Database serves as a good launching point for users whose topic of interest, or a related topic, is included in the database.
Any of the topics can be selected and activated, and the topic’s query scheme can be edited by the user, We used the Topic database to

séarch on "Weddings." Although there was no specific match to that term, it did return a whele list of helpful related topics about weddings,
including "Wedding receptions,” Wedding invitations," etc. o ' '

Obviously, the subject matter of the topic often lends itself to a certain search resource. For exdmple, if you were searching for field hockey,
the sports resources might be ail that is required to get the desired results; however, if you were searching on a topic such as Apple
Computer, you would broaden your search to include perhaps all of the search resources, knowing that results would be found not only in the
technical and NeiNews resources, but probably in the mainstream media as well.

It is important to note that while searching all the indexes on the Net does ensure the most complete results, it also takes longer to search and
compile the results. Searches can take a few minutes or hours, depending on the topic, the number of resources selected and the speed of
your connection. :

Once you have entered your query terms and selected what resources the program should search, WebCompass goes to work. After a few
moments you will begin to see results in the form of the number of documents found that include your keywords from each of the search
engines and indexes used. . *

You can then click on the resource (a hypertext link) to find out more about the documents cited and to see a list of pages that contain hits. At
 this point, the only document information available on the list consists of the URL addresses and home-page titles,

The pages are ranked employing probable relevance based on the occurrence of the query terms i the titles and file names supplied by each
engine. Duplicate referenecs are eliminated prior to posting the results (a very useful feature when querying more than one resource). You
can watch the search progress if you choose, but WebCompass can run in the background while you do other work.

The program performs best on at least a fast 486 with 16 MB of RAM. We ran our version on a Pentium and found that we could run the
program and still work in other applications productively, although there was a perceived effect on processing power.

Of course, you can click on any of the documents listed in the search resultseand go inspect that page, without having to save the query as a
topic. So far, WebCompass doesn’t sound much different from the other search facilities out there. It is by creating a topic that users can take
advantage of one of WebCompass’s most distinguishing featu‘x:gs_i‘:.i_trg agent. -

Your agent at work for you

After a topic is created (by saving at least one of the documents recovered from your keyword search to your local database) and activated,
you can start the intelligent agent. Once activated, the intelligent agent goes out in search ofdééhniéﬁ&'g?;g:d on the activated topic. It runs a
summarizing scheme on the documents it retrieves and makes an abstract of ¢ach. Since the summary and search process can take anywhere
from a few minutes to a few hours depending on the topic and the number of sources being queried, the agent can be set up to query at a set
time, for example, overnight,

WebCompass, using Microsoft Access 2.0, will save links (URLs), suminaries and statistics relating to specific documents in a local
<database that can be shared across a network. In effect, the database creates a shared poo! of annotated bookmarks. Qur only caveat is that

" most of the error messages we received resulted from database problems. For example, an error oceurs if you try to write to the database at
the same time as the agent. During one of our trials, our database needed to be repaired periodically; to its credit, Quarterdeck provides a
one-click repair procedure that fixed the problem.

As a default, WebCompass does not fetch previously retrieved URLs when you ruh a topic query. A nice feature of the product is that the
time intervals for running new queries and for refreshing previously retrieved pagls are controlled independently (see photo, next page). You
can also specify how much time the agent should spend querying a topic. H

L}
Feeble summaries. Two aspects of WebCompass that differentiate it from other #gents are its summaries (or abstracts) and its clusters. Both
are useful, but neither is quite as useful as one might hope. Summaries, for example, are not simply extractions of the first paragraph of the
document, which is what most Web search engines do. Instead, using technology licensed from Limbex (Marina del Rey, CA), WebCompass

)
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scans the entire HTML page looking for sentences that, statistically speaking, are more likely to reflect the query topic. (The weighting of

different factors in the algorithm [location of words, value of synonyms, ete.] is not user-modifiable.) It then puils the top three or four
._sentences into a summary, which is stored i the database along with the URL of the source decument.

In our experience, these summaries were often more useful than those generated by pulling the first few lines. They often showed, at a glance,

. 8 better indication of what the site was about than can be gleaned from just the document’s title. However, WebCompass’s summaries are a

~ far cry from abstracts created by people. :

In the screen shot above, for example, WebCompass pulled the trtademark acknowledgment of the Softbank page as the top sentence. The

program was fooled by the heavy cluster of buzzwords into thinking this sentence actually conveyed something meaningful about the content

of the rest of the page. WebCompass also has difficulty with graphics-laden pages, especially those in which criticat content is contained in

image maps, not sentences, In general, this product shows just how difficult it is to create abstracts from sentences that were not authored as

summaries, Its results do help you decide whether to follow a link, but there is clearly much room for improvement.

Clusters of information. When retrieving documents, the agent also distinguishes the kinds of documents it is retrieving in relation to the
,  topic. Documents are grouped according to "cluster labels” that provide a bit of information about the types of documents in the cluster and
serve to further subdivide a topic for easy viewing of results. The cluster label is generated by the agent, based on the document’s title. For
example, when we searched on "Seybold," one cluster label was devised that included seven documents related to "publications, unix, states,
21st century and trend-setting events” (see screen shot above, left). As more documents are found, more cluster labels and clusters will be
» generated. :

Like summaries, clusters are useful, but they too have their limitations, For example, there are three clusters that arise often in WebCompass.
The first is the non-English, numeric cluster that includes documents not containing enough English text to produce a summary, either
because there is not enough text or because the text is inside tables or in a foreign language. Second is the Miscellaneous cluster, in which
the agent puts documents that it thinks did not closely fit any of the generated groups. Finally, there is the Not Yet Summarized cluster, which
includes documents the agent has not yet had time to summarize, either because it hasn’t reached that task on its agenda or because it could
not make contact with the required Web site in a specified time period. In all three cases, you have to visit each of the linked pages to really
find out what’s going on.

On the plus side, as the number of retrieved documents grows and a topic becomes difficult to manage, any cluster can be made into a
separate topic itself or added to an existing topic. Of course, clusters also can be deleted.

Document information. Besides the summary information, other information can be gleaned from the search results. Each summarized
document contains a hypertext link to the Document Detail Page. The Detail Page includes a hypertext document title, which is linked to the
page itself;, the URL address of the related page; the number of links and images in the related document; a page rating supplied by
WebCompass and an option for you to rate the page; a longer abstract of the document; and, finally, statistical information, including when
the most recent agent summary was done and the number of visits to the document.

Your database of topics-can be edited at any time. Not only can topics be added or deleted and their scope modified, the document abstracts
can be edited, and notes can be added to the summaries for other users to see why you think a document is particularly relevant or not to a
topic.

Personal Edition

~ For those who do not need the multiuser features of WebCompass, Quarterdeck has announced a scaled-down Personal Edition. Due out next
month, it will probably cost half the price of the full product and will lack the user database for saving information. Simply put, PE offers the
metasearch capabilities, but not the data manipulation or agent options. Even though the Personal Edition runs on lower-power machines,
sacrificing the real value of the product to save $50 does not strike us as a bargain.

Conclusion

As the Web grows, both in terms of the amount of information posted and the number of users enline daily, the need to be able to find the
information you want in a timely fashion becomes increasingly difficult. The information overload challenge is.being addressed on the Web
in several ways. There are sites that have people classifying, rating, categorizing and linking to other Web site§. These are usually useful, as
human judgment has been applied. But as the number of Web pages mushrooms, it is impossible to keep up vgith all of the new material.
Training machines to search out and index new pages (Web crawlers) have proven an effective method of exphnding your search. We are
now seeing the second generation of these tools combining classification with full-text indexing, improving théquery interface, querying
multiple indexes and doing a better job of ranking and sorting the results. .

Quarterdeck has taken this progressicn a step farther with WebCompass. It is not just a metacrawler,; it is one tklat runs when you want it to,
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against the indexes you choose, 1t does not merely rank results; in addition, it attempts to summarize the document. And, best of all, it lets
you and your colleagues create a shared pool of clustered topics with annotated bookmarks for your Web browser.

- We expect other companies to follow suit with their search programs. But for now, WebCompass’s features and $100 price are hard to beat.
We recommend it to anyone who relies on the Web as an information resource, especially those who regularly search both public and private
_Webhs for information about specific topics. This product can not only help you find up-to-date information today, but also help keep you
pointed in the right direction the next time you want to find something similar.
L

Patricia J. Smith -

Quarterdeck Office Systems
Pico Blvd.
Santa Monica, CA 90405
Phone (310) 392-9851
Fax (310) 314-3218
Internet: www.qdeck.com

Excalibur’s RetrievalWare
Looks for Patterns and Meanings

PERHAPS YOU remember the song lyric, "One fist of iron, the other of steel, if the right one don’t get ya then the left one will"? That’s one
way to look at the rationale behind the corporate merger last July between Excalibur Technologies and Conquest. Separately, the two firms
had developed two rather different indexing and retrieval methods; Excalibur’s Adaptive Pattern Recognition Processing (APR¥) and
Conquest’s Semantic Network. But recognizing the potential of combining the complementary products, the two firms merged and have
since united their products into a single family, called Excalibur Retrieval Ware,

With $18.7 million in revenues in the past fiscal year, Excalibur, like competitor Verity, is looking for the key to profitability. Last year it
generated & net loss of $884,000 despite substantial revenue growth. With the merger and its associated costs completed and the two
technologies packaged together in the RetrievalWare engine, Excatibur, now with 110 employees, believes it has the magic sword of synergy

as it attacks the expanding market for content-based filll-text retrieval with new product offerings for electronic publishing, the Internef*and
corparate intranet document management systems. -

This article presents an overview of Retrieval Ware: its features, applications and future directions.

Two contrasting engines

The APRP engine finds words by looking for similar patterns at the binary level, rather than indexing words as characier strings, as a typical
search engine would do. As an indication of how different this approach is, this pattern recognition methodology, developed originally by
Excalibur’s 1980 founder and current "chief scientist," James Dowe 111, is being adapted to search nontext data also, where the bit streams
represent photos, fingerprints or video clips. In contrast, the Semantic Network knows volumes, literally, about the relations among the
meanings of English words.

Excalibur premerger: EFS indexes dirty data. Prior to the merger, Excalibur was known for its EFS (Electronic Filing System), a
document imaging system developed in the late 1980s for DEC VMS and Ultrix systems. EFS combines optical character recognition with
the fuzzy pattern recognition capability of APRP to provide departmental full-text retrieval of scanned documents (see photo, p. 14). In EFS,
paper pages, such as technical manuals or litigation briefs, are scanned as bitmapped image files. The resulting images are then matched to
the, ASCII text resulting from the OCR process. To allow users to search for documents by content, Excalibur’s EFS indexes the full text of ,
thélOCR-generated files. Because it looks at the bit representation of words, not the actuel characters, Excalibur’s system was known for
sugessful]y finding relevant documents, despite misspellings resulting from OCR errors. Thus, the big payoff in EFS is that APRP not only ¢
indexes the document contents automatically (as any full-text indexing too! would do), but does s¢ without the labor-intensive, and costly,  $

slck of cleaning up the OCR errors. .’9
» L]
Conquest’s legacy: linguistic smarts. On the Semantic Network side, Excalibur’s merger partner, Conquest, captured the industry’s
\ \
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attention with its Conquest search engine, 2 "natural language” search tool. For most vendors, "natural language" means that users can type
queries as phrases or sentences instead of in Boolean syntax. Conquest does that, but it means by "natural-language processing” that its

_engine has built-in knowledge of semantic relationships among the meanings and uses of English words. At the heart of the Semantic

+ Network module, in fact, ave several complete English-language dictionaries and thesauruses, which are mapped into a large fabric of word
associations. Conquest’s technology not only lets you construct a query, such as "What oil stocks are rising,"” but also lets you distinguish,

_ before you run the query, which different meanings of stock the engine should pay attention to or ignore.

" This Semantic Network information base is designed in part to expand a search to include terms related in meaning to the query terms, as a
corrective to the problem that conventional Boolean techniques miss many of the relevant dociments because they do not use the specific
vocabulary the searcher used. The built-in knowledge base contains over 400,000 word meanings and over 1.6 miilion word relationships.
The semantic model Conquest developed allows terms to be mapped into "semantic space” and thereby measures how close any two terms
are in meaning as "distance in semantic space." Thus the application developer or user has tools to tune a search according to how close in
meaning to the query terms the words and phrases in the indexed documents must be.

Examples of word rélationships described in the Conquest and now Excalibur Retrieval Ware semantic network include:

Synonyms. The word "happy" is synonymous with glad, lighthearted, joyous, joyful.
Antonyms. Happy is the opposite of sad,

Related words. Heppy is related to mirthful, merry, jovial, jolly, jocund, hilaricus, gleeful.
Contrasted words. Happy contrasts with woeful, sorrowful, melancholy, downcast.

Child of. Sphere is a child of the concept geometric volumes.

Parent af. Sphere is a parent of the concepts globe and soccer ball.

Part of. Foundation is a part of the concepts structure and construction.

Ceontains part of. Automobile contains parts of the concepts accelerator and throttle.

A synonym link is given a higher weight than an antortym link. Each type of link, in fact, can be weighted {o generate the "semantic distance"
information, used ultimately to estimate how relevant are the words in a document to a query. In several of its search modes, the Conquest
engine allows setting the level of expansion, For example, the use of only "strong synonyms" could be specified, at this level, 4, the search
term "downturn" would also pick up "decline” in the documents it was searching. At level 5, synonyms, it would also pick up "dip,
downstide, downswing, downtrend, drop, falloff, sag, slide, skip and slump." At level 8, related terms, it would find "lapse, decrease,
-depression, drop off, loss, lowering and sell off." The operator could choose to expand a strong synonym for downturn, such as decline, to its
closely related terms, such as diminish and decay.

Perhaps at least as important as its ability to expand a search for greater recall, the Semantic Network approach ss implemented in
RetrievalWare provides tools to narrow a search for greater precision. Where ambiguity is encountered, as is frequent in English, it invites
users to click on the specific sense of meaning they had in mind with a particular query term: In this instance, does "ball” mean a spherical
object or a formal dance? The query mode can be set to expand all meanings automatically to a given level or, in expert mode, to expand only
the selected meanings of query tefins to the level that has been set.

With this fine-tuning, the semantic network may yield more accurate results than the general thesaurus modules of competing vendors. By
supplying the prebuilt semantic network, Retrieval Ware is also more practical for many applications than the labor-intensive, custom-created
vocabulary trees or "topics” that Verity pioneered for its version of concept searching. The Semantic Network, too, is used to support a
sophisticated morphological expansion of search terms—finding words with the same roots but different endings or other transformations.
Because it knows about irregular English verbs, plurals and other variations, the semantic engine can, at least in theory, apply better
"sternming” rules than other, less lingnistically informed search engines.

In. addition to its Semnantic Network model and data, Conquest also brought to the merger its multiple-processor client-server architecture. it
is one that scales up very well to handle effectively many users and very large text repositaries. The combination of accuracy and scalability
fits well with the new RetrievalWare prime target, which is large text-searching applications, whether these applications are for online
publishing or corporate or government document bases. As Bruce Lawhorm, Excalibur’s product manager for text products put it, "When you
have terabytes of data, as high-end unstructured data/text retrievat systems do today, accuracy isn’t an option. Users can'’t read through
thousands of document descriptors in a result list. Using natural-language semantic network information brings back the most relevant
documents in those kinds of applications."

It is not a simple matter to substantiate such claims, because accurate text searching involves the search strategies of users in refining a query
- as well as the effectiveness of the engine’s algorithms, and may give different comparative results on the two aspects of accuracy—precision
(the ability to retrieve only rel%_lant documents) and recall {the ability to retrieve all relevant documents), with different document collections
or information targets. Most rejgieval vendors appear convinced that combining Boolean, semantic, syntactic (at least morphological, such as
awareness of plurals, verb endings etc.) and statistical appreaches in various mixes offers the best hope of archiving recall and precision,
finding all the information you want and only the information you want. As alternatives, human-assigned keywords and subject classifications

)

Sof9 12/21/99 7:43 AM

Page 140 of 239



“Vol 10 o 10 WebCompass Takes Web Searching in the Right Direction httpy//www.seyboldseminars.com/seybold_report/reports/D1010001.HTM

N S

stil have their place, as well, as can be seen by looking at the various services that help Net and Web users find resources.

With semantic approaches, if yout are searching m a universe of a single patural language, it makes sense that Excalibur’s very general and

% detailed database of word-meaning refations should be useful in helping students do homework assignments, as in Electric Library, but that it
might be less useful for searching, say, Microsoft’s Web site for technical information. The same is true of a general thesaurus module,
Zthough the connections in it are less tunable by the user than Excalibur’s semantic network. Construction of specialized thesaurus or topic
modules for professions where the vocabulary has a certain stability, but a complexity that is not covered in standerd dictionaries, also makes
sentse. For rapidly changing ficlds, however, it is hard to keep up with the changes in vocabulary, and therefore difficult to succeed with topic
construction or specialized thesauruses. For that approach, the "growing tip" of the information corpus may be exactly what interests online
searchers the most. Here, the use of statistical methods that detect new patterns of terminology usage would seem to offer worthwhile
solutions.

The RetrievalWare package

Retrieval Ware, introduced last October, folds the Pattern and Semantic engines into one core text-server product. This is then packaged with
a variefy of additional medules into specific product offerings. The RetrievalWare product lineup is evolving to accommodate the needs of
electronic publishers and corporate document repository systems in the age of client-server architectures, the Internet and CD-ROM.

Currently, there are Retrieval Ware offerings that run on Unix and NT servers, with Windows, Mac, Unix and HTML browser clients (see
sidebar for pricing). Like PLS and Fulerum, Excalibur tends to stress features that would make its retrieval products effective and attractive
in a high-performance corporate information system or online information service. In Excalibur’s case, these features include strong support
for encryption and security, links to fielded data stored in popular relational database formats and a multiplicity of API hooks and tools for
customization at a variety of levels. The RetrievalWare engine has been designed for scalability to support thousands of users and allow
distributed processing across multiple servers.

Like Fulerum, Excalibur provides a Visual Basic Windows client for its product. This may be modified by customers, integrators or OEMs to
add custom functions.

RetrievalWare’s techniques in locating desired documents are not limited to its two ancestral search methods. It can also utilize Boolean
logic and queries, or statistical techniques, if the user prefers. It supports, as add-ons to the general dictionary database, specialized
professional vocabulary trecs for medical, legal and financial applications, plus user-personalized concepts. Examples of optional vertical
knowledge bases are the McMillan Legal Thesaurus and the MetaThesaurus from the National Library of Medicine. In large organizations,
layered dictionaries can be designed for an enterprise, with everyone having access to the general English database, and then vertical,
enterprise, workgroup and user levels each adding a specific vocabulary and a network of associations.

With Retrieval Ware, Excalibur covers the gamut of search methodologies' While all of its major competitors recognize the value of multiple
approaches (most offer statistical and Boolean methods), none currently offer pattegn recognition or as large a prebuilt semantic network.

RetrievalWare SDK. The RetrievalWare software developer’s kit includes generic user interfaces in the form of source code for client
software that runs under Windows Visual Basic and Motif. The SDK also comes with Visual Basic Custom Controls and dynamic link
libraries for linking to relational databases. The APT set includes engine-level and client-server APIs, as well as the high-level ones.
Integrators and OEMs can embed RetrievalWare search capabilities in their applications.

Supported document formats. RetrievalWare indexes text in many native file formats and uses MasterSoft filters to view those files as
ASCII text with hit highlighting and search-term navigation, The Web version, outlined below, indexes HTML and is able to store the tags in
fields.

For SGML documents, RetrievalWare can translate SGML tags into Retrieval Ware fields and employ this information to fofmat the
document for display. In its forthcoming 5.2 release, Excalibur has added attribute support.

The current release of RetrievalWare indexes PDF files but displays them in unformatted ASCII form. A release due this fall will display the
pages in Acrobat with search terms highlighted. :

Web products. The RetrievalWare Web Server links to Unix and Windows NBHTTP servers through CGI scripts. It is accessed via
standard browsers and is delivered with an interface kit containing a series of HTML templates, with a macro substitution language to aliow
Web-page customization without Perl or other programming. Excalibur’s Retrigval Ware Web Server includes both semantic and pattern
indexing and includes a dedicated front-end server to speed handling of large valumes of queries. The Web Server search engine includes an
integrated security server and database integration features, and it can be conneé®ed to other RetrievalWare components, such as the Profiling
Server, which filters incoming news or messages. The RetrivalWare Web Servel indexes HTML tags as searchable fields, indexes hyptertext
links in HTML documents without conversion and allows queries to be stored in f{TML pages for repeated use.
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In contrast with Verity and Fulcrum, Excalibur does not offer a runtime module for CD-ROM title distribution. Data on a CD-ROM may be
-indexed and searched by & version of Retrieval Ware, but the retrieval engine must be ran from an NT or Unix server.

There is a real-time mewswire and message filter moduie from Excalibur, the RetrievalWare Profiling Server, which has been developed into
. a more complete "agent" architecture for at least one customer, the Global Change Assisted Search for Knowledge.

Td see it in action, visit the Web site at;
ask.gedis.usgerp.gov:8080

EFS and EFS WebFile. EFS, Excalibur’s document imaging system, is now beginning to incorporate the new RetrievalWare engine for
document searching and indexing, providing the option of semantic tools as well as pattern matching for indexing and searching the
OCR-generated files that make the text searchable in scanned page images.

A new Excalibur product, Excalibur’s EFS WebFile, enables users with HTML browsers to access an EFS document imaging system,
serving up document images across the Net. As with the already universal fax format, scanned document images present a siraightforward
way to capture, transmit and store text or compound document pages. Adding an associated text file and indexing it is perhaps less elegant
and more data intensive than converting to a single searchable portable page representation, such as PDF, but, with tools such as EFS
WebFile, document imaging may become a popular way to convert paper documents into a repository that is accessed over intemal, or even
public, webs.

Partners and customers

The full-text retrieval market is big enough that every vendor of repute has amassed a list that includes big-name customers. Excalibur is no
exception. Among its customers are United Airlines, Ford, Hewlett-Packard, Lockheed, Nynex, the U.S, Federal Reserve Board, the U.S.
Joint Chiefs of Staff and the Global Change Research Consortium,

Electronic publishers and information vendors include ADP Brokerage Information Services, SandPoint Company and Physicians Online.

The U.S. Navy keeps its archive for the Commander in Chief of the Atlantic Fleet in RetrievalWare, and United Airlines uses it in its
technical information mangement system. SRA Intemnational is using Retrieval Ware to develop vertical products for legal and media
industries, including litigation support applications and World News Conmection, a new online offering developed for the National Technical
Information Service.

Distribution partners inciude [BM, EDS, DEC, HP, Sun Microsystems, Silicon Graphics and KPM& Peat Marwick. There are independent
software vendors, integrators and VARs in over 50 countries reselling and integrating RetrievalWare and EES systems.

Infonautics. Infonautics, in Wayne, PA, has pioneered in providing low-cost online research services to school-age children, with its
Homework Helper service on Prodigy and Electric Library on the Web. With Electric Library, students search through one billion words
from 200 different publishers: 150 full-text newspapers, almost 800 full-text magazines, two newswires, 25,000 images, and other reference
materials. According to Josh Kopelman, executive VP and cofounder of Infonautics, the firm picked RetrievalWare for both performance and
retrieval features. Online research services placed severe demands on the search engine: coping with hundreds of simultaneous users (40,000
Web-site visitors per day), hundreds of megabytes of new data streaming every couple of days, a very heterogeneous body of subject matter
(from Shakespeare to the Bulletin of the Atomic Scientists) and users who are not experienced searchers, nor particularly good spellers. "We
knew Boolean searching was out. We needed high performance in texms of speed, and we needed to price our service far under the
competition, but the most important thing was customer satisfaction based on whether the search engine actually returns a ranked list of hits
that cotresponds to the user’s needs," explained Kopelman. "When we made the selection of a retrievat engine in 1992, the semantic engine
that is now part of Retrieval Ware was significantly better than the competition in that regard.”

The flexibility of RetrievalWare’s architecture, and its APIs, helped Infonautics graft onto Retrieval Ware its own "parts of speech” module,
which removes further ambiguities.

Having put together a flexible and high-performance online publishing system for Homework Helper and Electric Library, Infonautics also
resells Excalibur RetrievalWare as part of an OEM turnkey electronic publishing bundie to publishers. THt package, called Electronic

Printing Press, adds features such as data preparation, royalty management, credit-card processing, autherffication and account management.

Infonautics, 900 W. Valley Rd., Suite 1000, Wayne, PA 19087-1830; phone (610) 293-6861, fax (610) %71-8859. Intenet:
www. elibrary.com '
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TASC. Intelligence agencies, as might be imagined, are among the pioneering consumers of text indexing and retrieval software, and among
its biggest customers. The Analytic Sciences Corporation (TASC) has amassed what it believes to be the second-largest text database in the
world (after Lexis/Nexis) for such a government application. As described at the last Excalibur annual Part-ner Conference, the
TASE-developed system has two components, the first a profiling or filtering system, with thousands of users, English-only documents, 100
gigabytes of document text and a constant fecd of small to medium-size documents. That’s the little guy, and typical queries are small and

_ siniple; too.

The larger system, in terms of the text library’s size, is a search system multiple terabytes (that’s trillions of bytes) in size, consisting of
multilingual documents, many of "suboptimal” data quality. It has only a few hundred users, but they construct large, complex queries, and
every day the system receives 210 gigabytes of new information, Excalibur’s RetrievalWare is used for text retrieval on both systems, with
the Pattern server ideally suited for the multilingual nature of the text and low quality of some of the sources, and the Semantic server
fulfilling the profiling requirements.

What to expect in the future

Version 5.2 of RetrievalWare is in beta release now, and Version 6.0 is planned for release this fall. We mentioned above the planned SGML
and PDF support. Judy Feder, director of market development, and Doug Schulze, director of worldwide marketing, shared with us some of
the other new features in these releases:

* The Windows and HTML clients will be completmented by set-up and administration tools that lesson the need to use the SDK or to
set up HTML templates with macros, though all of the tools for customizing the user interface will still be provided.

e RetrievalWare will provide Kerberos authentication and security, controlling user acoess down to the document level. This will be
useful to electronic publishers who wish to sell access to specific documents. There also will be utilities for auditing user activity.

» RetrievaiWare will be able to serve as a front end to a relational database managément system by passing an SQL statement to the
RDBMS and passing the results back to the client. When this is complete, Retrieval Ware, like Fulcrum, will be able to interact with
structured databases without requiring database client software to be installed. In addition, RetrievalWare will be able to format and
view relational database records with the RetrievalWare document parser. The RetrievalWare Web interface will be able to mix
database and text search results in a single interface, and it will be able to store queries and query results in a structured database.

» RetrievalWare indexes wili be updated in a manner closer to real time by periodically synchronizing the index with file-system
directories (or with Lotus Notes databases) as documents are added, deleted or medified.

* For corporate users, a Lotus Notes indexing capability will be available; Notes documents retrieved with Retrieval Ware will be read
by Excalibur’s Notes viewer.

Web update. The RetrievalWare Web product will feature a number of new enhancements. Among them will be:

Querying by example (using document excerpits as queries).
Recurrent searches (building successive queries based on the results of previous queries). -
Indexing and filtering of Internet Usenet newsgroup postings. -
A RetrievalWare spider (Web crawler) that will search out Web pages for profiling and indexing.

Multimedia retrieval. Beyond Retrieval Ware text servers, adaptations of the pattern recognition technology developed by Excalibur and
applied commercially for years to text, are being tuned, now, for searching multimedia content such as digital photos and digital video and
voice, without human indexing. This is an exciting area of development that we expect to follow closely.

Conclusion

Excalibur’s mission is to serve both corporations and commercial publishers by providing tools for managing collections of "unstructured”
informaticn, meaning documents rather than information stored in conventionel databases. With its two prime technologies, semantic and
pattern recognition, Excalibur does not stop at indexing and searching text in word processing files; it now extends into many potential
publishing applications, both for inhouse repositories and online publications.

Excalibur will continue to offer and expand the EFS product line, which is aimed at those who receive, rather than originate, péper but who
nonetheless want to create searchable digital archives instead of relying on cabinets for filing and on regular mail, fax and photocopyixig for
distribution. .

Excalibur is now moving beyond paper and text, extending the searchable universe to pictures, audio and movies. It plans to use patte;n
matching to provide positive identification in pictures, voice recordings and fingerprints, and to help users locate segments of digital \édeo
clips. To accomplish a mission this broad and to keep up with the times, Excalibur recently switched its marketing emphasis from dirget
sales to partners, VARs, OEMs and integrators. In addition, aided by the Conquest merger, it is making the transition to an up-to-date

\ client-server architecture. If that technology pans out, as organizations begin adding more nontextual data to their repositories, Excalib‘lr will

- [ wen 9
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be in a unique position to offer a comprehensive set of indexing and retrieval tools.

In the texi-retrieval arena, it remains to be seen whether combiming the semantic network and pattern recognition approaches offers

corporate users or publishers such additional accuracy or performance that RetrievalWare’s unusual combination will flourish in the face of

competitors that rely on more conventional retrieval sirategies. Can a company that likes to find patterns in dirty data find happiness (expand
*to "pleasure," "joy," "profitable botiom line") with a company that specializes in searching for meaning? The answer is not in the dictionary.

L)
Bernard Banet

Product Pricing and Platforms
Retrievalere products
Retrieval Ware runs on Unix (Sun OS and Solaris, [BM, AIX, HP-UX, SGi IRIX, DEC AIpha Digital Unix and Sequent DYNIX), and
Windows NT servers with PC Unix and HTML clients. RetrievalWare can be purchased with the pattern technology alone or in combination
with the semantic network servers.
Starter Kits (10 users, SDK product training, 90 days of hotline support)
7 RetrievalWare Pattern Server: $9,950
RetrievalWare Pattern and Semantic Server: $14,950
RetrievalWare Web Server (per server): $9,950
Options such as profiling, specialized language dictionaries and database gateways are priced separately.

EFS products

Excalibur EFS document imaging software runs on VMS and major Unix platforms, with PC and Mac clients. Pricing is per concurrent
users (e.g., $3,000 for 10 concurrent users).

EFS WebFile supports Web clients for an additional $5,000.

. Excalibur Technologies
Corporate Ridge, Suite 1095

McLean, VA 22102

Phone (703) 790-2110, Fax (703) 790-2111

Web: www.excalib.com

There are four major business units; Commercial, Federal, Online, and OEM/Business Development. There is another U.8. office in
Carlsbad, CA, and one in the UK in Windsor, Berkshire.

Copyright 1996 by Seybold Publications Inc

e T
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1.0. Information Retrieval on the Web

We identified four generations of Information Retrievat tools that assist people in searching the
World Wide Web. The first generation of Information Retrieval tools were designed for use with
bibliographic databases. They provided access to references to the end documents rather than to
the documents themselves, and indexing and searching were thus applied to document surrogates,
such as titles or abstracts. These tools require considerable human effort to collect, arrange, code,
and annotate the varipus resources. A primary benefit of the first generation tools is providing
users with easy browsing capabilities. The second generation of tools attempts to collect and index
resources as an automated function. Automatic collection and indexing reduces the amount of
human effort. The ability to search through massive amounts of information and locate the desired
information for the user is the primary benefit of the second generation of tools. The third
generation deals with World Wide Web search engines, such as Harvester and MetaCrawler. The
fourth generation involves new ideas, such as search agent technology; currently being developed
to search for information on the Web. In this article, we discuss search agents, and introduce the
characteristics of our Intelligent Web Search Agent. We begin with Web search engines.

1.1. Web Search Engines -

Web search engines have two components: collection and search. The collection part roams the
Internet, primarily visiting web'sites and fip file servers. It brings back the resources (often an
abstract instead of the entire resource), indexes the materials it brought back, and creates a
database. The search component concerns the provision of information to the end user, and is an
interface between the user and the indexed database of resources.

—TFhere-are-two-schools-of-thoughtregarding-whetherto-add-user-controlled-search-options-te-a-
search service in an attempt to acquire more relevant documents. Many software designers of
relevance-ranking systems suggest that searchers first allow the search algorithms to do their best
without interference. They reéommend throwing as many related terms at the search engine as
possible to give it a chance at interpreting the query.

!

-]
The strategy of throwing maily related terms at the search engine may work well for some queries,

}
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but not all. We have found that adding more terms to a query can skew the results such that the
search engine software interprets an unintended concept as central to a user’s interest.

- Furthermore, most modern search engines utilize a thesaurus of similar terms; therefore, throwing
many related terms at the search engine may be an unnecessary effort by the human being. Later in
this article, we introduce the idea of an autonomous software component that among other things
can assist the user in selecting additional query terms.

Web search engines can be widely encompassing or narrowly specialized. Each of them has
unique content, unique interface, a set of rules for searching, and different displays for search
results. To perform an exhaustive search, users often utilize multiple resources, necessitating
familiarity with the different interfaces and searching rules. Fortunately, there are tools that
overcome the difficulties of having to learn multiple interfaces and searching rules. These tools are
referred to as meta-search engines.

1.2. Meta-search Engines

Unlike the individual search engines, meta-search engines do not have their own databases. Nor
do they collect web pages, accept Universal Resource Locator additions, nor classify or review
web sites. Instead, they send queries simultanecusly to multiple web search engines. Some
meta-search engines, like SavvySearch, try to maximize the likelihood of finding good links while
holding resource consumption to a minimum, by rapking the available search engines for how well
they respond to the terms in the query and dispatching the query only to the top ranked search
engines. Many meta-search engines integrate search results, eliminate duplications, and rank the
results through their own criteria.

Meta-search engines are not designed for exhaustive searches. Most meta-search engines only

— —make useof the top TO 1o T00 hits Trom each of the seatch engmes. theycontact. Whilethisis—
sufficient for most searches, individual search engines must be consulted if a user must search all
of the hits and can not reformulate the query to avoid a large number of hits.

<
?
H

We recommend the use of Meta-search engines ‘fhen a user is looking for a particular resource or

a specific answer to a question. For these purpos®s, the meta-search engine seems more likely to

return the relevant resource. We recommend searching multiple individual search engines when a
]
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user desires to see every resource that covers a particular topic. In order to answer the question of
when to select between a Meta-search engine and an exhaustive search of mdlwdual search
engmes we suggest the use of search agents.

2.0. Search Agents

An agent is a powerful and ubiquitous abstraction for performing advanced information retrieval
on the web. By using search agents, we can hide the details of the complex technology underlying
the Internet and the many resources the agent accesses. By making the technology transparent, we
are more likely to succeed in our goals of focusing on the user’s needs and improving the
relevancy of the information being retrieved.

The pervasive interactive style for today’s computers is direct manipulation: point at the icon, click
on it, drag it, and drop it. Several studies have remarked upon the productivity and timesaving
benefits of "point and click" interfaces for human users and the marketplace has certainly agreed.
In a similar vein, who would want to spend days and weeks looking through hundreds of networks
with millions of potentially useful items? Experts in artificial intelligence propose search
techniques to resolve these problems. Intelligent background processes that can successfully clone
their users’ goals and carry them out should result in major savings ef human effort and
productivity. Indirectly managing agents could potentially result in greater,productivity savings
then personal computer users experienced when they switched from text commands to
point-and-click graphical user interfaces.

Users delegate to the search agent the tasks of determining where to find the information and how
to retrieve it. There are many different possible methods agents may use and many different

resources they many contact in their search for an answer. There are a number of spécialized
search agents already performing on the web. BargainBot is an interactive search agent that
simultaneously searches multiple bookstores for the details of particular books. Electronic
commerce is considered by many to be the future of the Intemet.2 The presence of effective search
agents to locate competing products and the lowest available price will te crucial to commerce
over the web.2

- O e
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Some agents can adapt to their environment. The environment in which an agent has to interact
can be described in several different ways. It can be accessible vs. inaccessible; deterministic vs.
non-deterministic; episodic vs. non-episodic; static vs. dynamic; and discrete vs. continuous.8 The
agents can learn from their experience, via machine learning, knowledge discovery, statistical
techniques, and through communication with other agents and knowledge repositories. The
Common Object Request Broker Architecture (CORBA) can assist agents in adapting to their
environment by providing access to knowledge that is stored in ontology agents (defined in
Section 3.1 Ontology) and through other services such as naming services, trader services, and
broker services.

Other agents know how to recognize the user’s underlying goals and intentions, and react to
unexpected situations in a robust manner. In other words, intelligent agents are able to represent
and reason about a number of things that are essential in determining if information is relevant to a
user. The agent can reason about such topics as: beliefs about what the user wants; services
available from other agents and ontologies; intentions about its own future plan to satisfy the users
needs; perceptions; and desires about future states (i.e. goals).

We refer to software agents with the above features as Intelligent Web Search Agénts. |
3.0. Intelligent Web Search Agents

- We define an Intelligent Web Search Agent as an autonomous, goal-directed process that is
situated in, is aware of, and reacts to its World Wide Web environment. It uses standard languages
and protocols to cooperate and collaborate with other agents (software or human) to accomplish
its tasks. Intelligent Web Search Agents process and "understand” informatlon both on the level of

prsvem—— Aoy, A SRR, e, popp——— e m——rr—r— . % Emre————

mndividiial documents or objécts as well as collection-wide.

Although highly desirable, the design and implementation of intelligent agents for searching the

Web is full of technical challenges. In designing these agents, we must touch upon a numbgr of

thorny Information Retrieval issues. Some of these issues are relevance feedback, interfacgs and

browsing, distributed Information Retrieval, muitimedia retrieval, and routing and filtering?

Fortunately, agent technologies and artificial intelligence techniques are potentially applicable to
)
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many of these issues.Z Intelligent Web Search Agents employ statistical approaches for deriving
meta-data from information that are particularly interesting for analyzing text objects, such as
n-grams and latent semantic indexing. N-grams involve fragmenting a word into a sequence of
strings of n adjacent characters, and then estimating the similarity between a pair of words by the
similarity between the corresponding sets of n-grams. Latent semantic indexing is a technique that
uses the singular value decomposition of a parallel document collection to obtain term factor

representations, which are comparable across all the languages of the collection 8

Let us consider the problem of efficiently extracting from the amazingly fast growing collection of
documents available in the Hypertext Markup Language (HTML). HTML was created to display
data for humans to read; it was never meant for data mining. The "knowledge" on a web page is in
a human-readable language (usually English), laid out with tables and graphics and frames in ways
that we as humans comprehend visually. Proponents of Extended Markup Language (XML) claim
that web page authors will be able to annotate their web documents with machine-readable
knowledge, so that Intelligent Web Search Agents can compile a knowledge base from web pages.

The central component of a knowledge-based agent is its knowledge base. A knowledge base is a
set of representations of facts about the world. Our Intelligent Web Search Agent has a knowledge
base, represented by facts and rules in the C-Language Integrated Production System inference
engine. A knowledge-based agent has a learning capability if its knowledge base may be increased
with new information it acquires as a result of its own actions.

L ]

Stuart Russell and Peter Norvig suggested that "an agent is anything that can be viewed as

perceiving the environment through sensors and acting upon the environment through effectors."2
A human agent has "eyes, ears, and other agents for sensors” and "hands, legs, mouth, and other
body parts for effectors.” Similarly, an Intelligent Web Search Agent may have web browsers,
Java input screens, and interfaces to commercial search engines for sensors and includes inference

“engines, Java output séreens, and web. page parsers for etfectors. The effectors for an Intelligent —
Web Search Agent are acting on the state space of the search engines and the outcome tables of
the planning level;

A rational agent & "one that does the right thing." The measurement criteria of an Intelligent Web
Search Agent mdy be difficult to quantify, given the size of the domain of the World Wide Web

and the difficulties of natural language parsing and searching. Moreover, Computer Scientists have
L}
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argued over the meaning of relevance in information retrieval for over forty years without arriving
at a conclusion, What is necessary then, is not to attempt to reach some imaginary nirvana called
"Relevance." Rather, what is necessary, is to predefine some set procedures and standards, and
then judge the agent by whether it adheres to those procedures and standards. In doing so, we
recognize that these particular procedures may not obtain the most relevant documents for an
individual user. However, by standardizing our approach, we attempt to provide consistent, and
improving, results over the long run.

3.1 Ontology

At the core of our approach lies the concept of ontology. An ontology in the domain of artificial
intelligence describes an explicit specification of some topic and a set of relationships among the
terms in that domain. It is a formal, declarative representation that includes the vocabulary for

referring to terms in the subject area and the logical statements that describe the terms.1% When an
agent requests additional information regarding a particular domain of knowledge, the agent
requests this information from an ontology agent. If the active agent discovers new knowledge
about its world, it may send this new knowledge to the ontology agent to add to the ontology.

3.2 Web Search Agent Ontology

For the purposes of knowledge sharing, we designed a hierarchical structure to simplify the
ontological relationships within our chosen domain. The two most prominent parts of the hierarchy
are the Web Page Ontology (see Table 3.1) and the Web Search Agent Ontology (see Table 3.2).

The Web Search Agent Ontology inherits much of its content from the Web Page Ontology.
—.Likewise, the Web Page Ontology inherits much of its.content from the meta-classes above.it, ...
such as the Multi-Media document class and the Language Constructs class.

b e 9

Web Page Ontology
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Structure Hypertext Markup Language

Structural Attributes | Meta, Link, Titles, Image Captions

Content Alphanumeric data, organized in word form

Table 3.1

Our proposed ontology describes the knowledge domain for the Intelligent Web Search Agent. In

particular, we focused on categories, which our web pages could fall into, and the relationships

between those categories. We also focused on data, which could be used to specify the nature of

the relationships. For instance, a document with meta-data is likely to be more relevant than a

document that lacked meta-data (holding all ther characteristics equal). Close proximity of related
-words could further increase the potential importance of the document.

Web Search Agent Ontology

;. (Y
Agent Goal Return Multiple Web Pages in‘order of “Re‘levanoc"
Keywords Words identified as likely to increase "Relevance” if found in web page
Keyword Search List | List of words likely to increase "Relevance” if found on the same web
page
Special Relationships | Two or more Keywords located within a pre~defined distance of each
other
-—4 Knowledge-Base-——}-Collection of statistics of knowledge items-related to the subject:matter -4 -~ —--woo o 1o
Web Page Incorporates concepts found in the Web Page Ontology
Table 3.2
_:
3
[ ]
]
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4.0. An Intelligent Web Search Agent Prototype

The goals of our Intelligent Web Search Agent are to produce a refined and distilled subject-matter
search of the Web, given certain inputs and tolerance criteria prepared in advance of the search. It
uses an objective approach to indicate a different presentation order of the various pages returned
from a search engine; also, a reduced list of "relevant” Web pages on a topic is returned. The
rule-based inference engine keeps track of the descriptive statistics for each page and may give
contingency-based recommendations up the planning chain, depending on the nature of those
statistics. .

Stuart Russell and Peter Norvig suggest that an agent is a program working within a given
architecture and that each agent type has within its framework, or make-up, percepts, actions,
goals, and its environment. 11 The percepts of our Intelligent Web Search Agent are typed words.
Its actions are to print suggestions and initiate search criteria on the Web. Its goals are to distill
and aggregate given subject matter on the web. Its environment is the domain of web pages and
related commercial search engines.

The design for our Intelligent Web Search Agent was inspired by Joxg Miiller’s robotic world. In
his book, Design of Intelligent Agents: A Layered Approach, he describes yobotic agents in an
active-world loading-dock scenario that have to react in real time, using limited resources and an
incomplete knowledge about the world. He presents the integration of agent interaction in
planner-reactor architecture, using a control architecture that defines interactions among three
layers: the Behavior-Based, the Local Planning, and the Cooperative Planning layers. Building on
a heritage of Distributed Artificial Intelligence and the Knowledge Query and Manipulation
Language, Miiller deals with coordination and cooperation among distributed intelligent agents,
where communication plays an important role in their interaction. He created a layered architecture
" with hybridization between a reactive system approach and a deliberative systems approach. He
chose to avoid a pure reactive system approach because he did not want to limit the scope of
goal-directed behavior. He declined a pure deliberative systems approach-because of the danger of
intractable general-purpose reasoning mechanisms. His Integration of Reactive Behavior and
* Rational Planning Model supports reactive, goal-directed, and interacting agents which present

control layers and a knowledge base that supports different abstraction lgvels of knowledge, as
well as a control structure among the layers. His Control Architecture us%s as general design
decisions the following: layered control, layered knowledge base, bottonf-up activation, and
top-down execution. The design of the knowledge base of his agent has three layers: the world

1)
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model, the mental model and the social model which reflect the informational state of the
situations as well as the beliefs and the goals of the individual agent. The behavior of his agents
- result from the interplay among the individual control layers.12

information access «<--» Cooperative Planning Level
conirol flow I A
] e o ,_
e > Plan - > Plan <
| Scheduler Interpreter |
+ +
Schedule |« TR
LPL
- v
Controller
Knowledge : R
: Base A 0 :
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i Y 3
Plan Plan
| ~ . |
a | 'Execution | Evaluator
b e e ) v
F rig 1 Behavior-based Level ;
:” FIGURE 1 N
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Jorg Miiller’s Local Planning Layer Diagram

Miiller designed his Local Planning Layer, as seen in Figure 1, to produce a sequence of actions to
achieve a goal or task that has been presented to the agent. The planner, guided by domain
knowledge, searches for a sequence of operator applications in a state space, and, given a problem
description, attempts to return a plan. Plans are selected, interpreted, scheduled and executed in
the control cycle of the local planning layer. In each control loop, one interpretation step is done
for each plan stack: the agent determines what action to execute next. The planner commits to
schedule the intention structure and the implementing actions of the agent. The local planning layer
of his agent uses the agent’s capabilities of planning to pursue its local goals. It can access the
world model layer of the agent knowledge base to obtain information about the world. The local
planning layer receives upward activation requests by the behavior-based layer, while
commitments of execution of procedural patterns are posted down to the behavior-based layer.

4.1 Implementation Strategy

We desigped the Intelligent Web Search Agent as a hierarchical structure to distill and aggregate
information fougd on the World Wide Web. Our unplementatlon strategy, as displayed in Figure 2,
includes the followmg chain of events:

« Solicit a subject,

« Use search engines to acquire related Web pages,

« Parse Web pages to examine their structure,

« Prepare the parsed words for input-fact format,

« Derive ontological knowledge into a collection of rules,

'
a

e Run inferemie engine rules over the input-facts, and
« Produce recémmendations based on the relevance rankings.
b

1hof23 . ‘ 12/20/99 10:14 AM
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Intelligent Web Search A

Java User Interface Sear

o

~g i
C LIPS ‘
C-Language Integrated « 7,
Production System Module . o
Server-Based Intelligent Agent
Figure 2

a
»®

Intelligent Web Search Agent Laytiut Diagram
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}
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A demonstration of the proposed agent structure was limited to a select knowledge domain. The
user entered into his browser the topic for which he sought information. The Java applet then
formatted and uploaded the information to the Server-Based Intelligent Agent. The Agent
contacted the Meta-Search Engine MetaCrawler. This, in turn, contacted at least ten other search
engmes After recelvmg a list of pos31bly relevant sites, the Agent contacted the md1v1dual Web

relevant keywords from the Knowledge 1 Domam After dlscovermg keywords the Agent

determined whether those keywords had special 51gmf|cance within each document.

Each document had a corresponding truth table indicating the presence or absence of keywords
and their possible special status, as determined by their ontology. We defined the "Relevance" of
one document as being potentially greater if more significant elements were present in the
document. The documents were then organized in order of potential relevance. They were
displayed to the user, along with their individual trith tables.

4.2. User Interface

The user opens up his web browser and accesses our web page. The user attempts to retrieve
information by entering a word phrase into the Java Applet Interface module through his browser.
The Java User Interface then transmits his request to the Planning Level Controller of the
Server-Based Intelligent Agent.

- ) WS § R
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Figure 3

Input Test Page of Intelligent Web Search Agent

As seen in figure 3, the user submits a topic to the agent through his browser. In the particular case
of figure 3, the user accesses Microsoft Internet Explorer, enters the universal resource locator for
our web page, and chooses a topic. In this particular case, the user chose to retrieve information on
the topic "Ontology." The Java Applet then transmitted the user’s request to the Server-Based
Intelligent Agent. ‘

2
\
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After the Server-Based Intelligent Agent finishes processing the user’s request, the results are then
handled by the Java Output Applet, as seen later in this paper in Figure 6.

\

4.3. Pilanning Level

© We established modest goals for our Intelligent Web Search Agent. We wanted the Planning Level
to be able to recognize prepared input words, which are the data on which the inference engine

- could be applied, prepare some truth tables that could be passed upward, and recommend updated

- search criteria on the given subject.
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The
prm s > \
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X Planning
Level
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Figure 4

Diagram of Intelligent Web Search Agent Planning Level

Figure 4 focuses on the Planning Level to simplify the conceptual abstraction of our working
model. The interaction characteristics could easily be extended upward to the Feedback Loop level
and downward to the Search Engine Interface level.

The Planning Level Controller is central to the Planning Level of the architecture. Unlike Muiller’s
architecture, our cycle of control is more state-related than temporal-related. After a condition, or
series of conditions, is recognized in the pages that are examined, a recommendation can be
passed up to the Feedback Loop Level. Access to the knowledge base is achieved through the
defined rules in the inference engine and its interfaces to the other modules. We use the Thesaurus
and Stemmer to expand the search capabilities to cover similar and related word phrases. In the
Search Tteration Generator; we analyze word phrases and the context in which they appeared in
the Search History. After further analysis utilizing the Thesaurus and Stemmer, we generate a
search plan that may recommend additional search iterations.

The Ontology has collections of various statistics or item frequency triggers on several words or
knowledge items that are related to the subject matter under consideration. It is also supplemented
with a Thesaurus, which could broaden or refine the current search criteria. A recommendation
may go up to the Feedback Loop Level to incorporate the broadened criteria in a separate or
expanded search of the web. The derived relationships could then be incorporated into the
knowledge base for futurg cycles of searches on the subject matter.

|

-8B

We have given value to word or subject matter frequency as reinforcing criteria to the search.
]
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Furthermore, we have given additional value to whether:

e¢ The keyword or subject matter phrase was incorporated into a meta-word field of the
" document;

e The keyword was incorporated into a Web link structure;

ee The keyward was part of an image title, caption, or file name; and

s The keywords were in close proximity to additional keywords or subject matter.

When predefined goals are met in the analysis of the truth table, subsequent actions are triggered