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Configuring WINS Servers and Replication
Partners
Configuring Replication Partners

WINS servers communicate among themselves to fully replicate their databases, ensuring that a
name registered with one WINS server is eventually replicaied to all other WINS servers within the
intemetwork. All mapping changes converge within the replication period for the entire WINS
system, which is the maximum time for propagating changes to all WINS servers All released
names are propagated to all WINS servers after they become extinct, based on the inlerval
specified in WINS Manager.

Replication js carried out among replication partners, rather than each server replicating to all
other servers. in the following illustration, Server1 has only Server2 as a pariner, but Server2 has
three partners. So, for example, Serveri gets all replicated information from Server2, but Server2
gets information from Server1, Server3, and Serverd.

Replication Configuration Example for WINS Servers

Ultimately, all replications are pulled from the other WINS servers on an intemetwork, but triggers
are sent by WINS servers 1o indicate when a replication should be pulled. To achieve replication,
each WINS server is a push partner or pull partner with at least one other WINS server. A pull
partner is a WINS server that pulls in dafabase replicas from its push partner by requesting and
then aceepling replicas of new database entnes in order fo synchronize its own database. A push
partner is a WINS server that sends notlfication of changes and then sends replicas to its pull
pariner upon receiving a requesl. When the server's pull partner replicales the information. it pulls
replicas by asking for all records with @ higher verslon number than the last record stored from the
last replication for that server.

Choosing whether to configure another WINS server as a push partner or pull partner depends on
several considerations. including the specific configuration of servess at your site, whether the
pariner is across a wide area network (WAN), and how important it is to propagate the changes.

N If Server2, for example, needs to perform pull replicafions with ServerB, make sure it is a push
partner of Server3.

¥ If Server2 needs to push replications to Server3, it should be a pult partner of WINS ServerB.

Replication is triggered when a2 WINS server polls another server 1o get a replica. This can begin at
syslem startup and can also be at a specific time, and it can then repeat at the time interval
specified for periodic replication. Replication s also triggered when a WINS server reaches a
threshold set by the administrator, which is an update count for registrations and changes. In this
case, the server notifies its pull pantners that it has reached this threshold, and the other servers
may then decide to pull replicas.
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I Toadda replication partner for a WINS server
1. IFrom the Server menu, choose the Replication Partners command.

This command is available only if you are logged on as a member of the Adminisirators group
for the local server.

Replicate Now

2. In the Replication Parliners dialog box, choose the Add bullon.

3. In the Add WINS Server dialog box, type the name or IP address of the WINS server that you
wani to add to the list, and then choose the OK button. {f WINS Manager can find thiz server,
it will add it to the WINS Server list in the Replication Pariners dialog box.

4. From the WINS Server list in the Replicalion Partners dialog box, select the server you want
to configure, and then complete the actions described in "Configuring Replication Partner
Properties” later in this chapter.

5. Ifyou want to limit which WINS servers are dispiayed in the Replication Pariners dialog box,
check or clear the oplions as follows:

B Check Push Partners to display push partners for the current WINS server.
B Check Pull Partners to dispfay pull pariners for the current WINS server.

B Check Other to display the WINS servers that are neither push pariners nor pull pariners
for the current WINS server.

6. To specify replication triggers for the pariners you add, follow the procedures described in
"Triggering Replication Belween Partners” laler in this chapter.

7. When you fimsh adding replication partners, choose the CK button.
B Todelete replication partners
1, From the Server menu, choose the Replication Pariners command.

2. In the Replication Pariners dialog box, select one or more sarvers in the WINS Server list, and
then choose the Dslete button, or press DEL.

WINS Manager asks you to confirmn the deletion if you checked the related confirmation option
in the Preference diglog box, as described in "Setting Preferences for WINS Manager” later in
this chapter.
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Configuring Replication Partner Properties

When you designate replication partners, you need to specify parameters for when replication will
begin.

B 1o conflgure replication partners for a WINS server

1. inthe WINS Server list of the Replication Pariners dialog box, select the server you want to
configure.

2. Check either Push Partner cr Pull Partner or both to indicate the replication parinership you
want, and then choose the relateg Configure button.

3. Complele the entries in the appropriate Properiies dialog box, as described in the following
procedures.

B To define pull partner properties

1. Inthe Start Time box of the Puil Partner Properties dlalog box, type a time {0 Indicate when
replication should begin.

You can use any separator for hours, minutes, and seconds. You can type AM or PM, for
example, only if these designators are part of your time sefting, as defined using the
Infernational oplion in Control Panel,

Set Default Yalues

2. In lha Replication Interval box, type a time in hours, minutes, and seconds to indicate how
often replications will occur, er use the spin buttors o set the time you want.

If you want to return to the values specified in the Preferences dialog box, choose the Set
Default Values button,

3. Choose the OK button to return to the Replicaticn Panners dialog box.
B To define push partner properties

1. Inthe Update Count box of the Push Pariner Properties dialog box, type 2 number for how
many additions and updaies made to records in the database will result in changes that need
replication. (Replicaticns that have been pulled in from partners do not count as insertions or
updates in this context.)

The minimum value for Update Count is 5.

Set Default Value
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If you want to retumn to the value specified in the Preferences dialog box, choose the Set
Default Values button.

2, Choose the OK bution to return to ihe Repfication Partners dialog box.

Triggering Replication Between Partners
You can also replicate the database between the partners immediately, rather than waiting for the

start time or replication interval specified in the Preference dialog box, as described in "Setting
Preferences for WINS Manager" later in this chapter.

You will probably want to begin replication immediately after you make a series of changes such
as entering a range of static address mappings.

B Tosenda replication trigger

® In the Replication Partners dialog box, select the WINS servers to which you want 1o send a
replication trigger, and then choose the Push or Pull button, depending on whether you want
to send the Irigger to push partners or pull partners.

Optionzlly, you can check the Push With Propagation box if you want the selected WINS
server o propagate the trigger to all its pull pariners.

B If Push With Propagation is nct checked, the selected WINS server will not propagate the
trigger to its other partners.

B If Push With Propagation is checked, ihe selected WINS server sends a propagate push
trigger to its pull partners after it has pulled in the latest information from the source WINS
server, If it does not need to pull in any replicas because it has the same or more
up-to-date replicas than the source WINS server, it does not propagate the trigger to its
pull partners.

P start replication immediately

B In the Replication Partners dialog box, choose the Replicate Now bution.
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Managing Static Mappings

Static mappings are permanent lists of computer name-to-IP address mappings that cannot be
challenged or removed, except when the administralor removes the specific mapping. You use the
Static Mappings commangd in WINS Manager to add, edit, import, or delete static mappings for
clients on the network that are not WINS enabled.

Important
if DHCP is also used on the network, a reserved (or static) IP address will override any WINS
server setlings. Static mappings should not be assigned to WINS-enabled computers.

B 1o view static mappings

1. From the Mappings menu, choose the Stafic Mappings command.

Clear Filter

Add Mappings..

| & (Y] Import Mappings...
Edit Mapping... Delete Mapping

Caution

You cannot cancel changes made to the WINS database white warking in the Static
Mappings dialog box. You must manually delete any entries that are added in error or
manually add back any entries that you mistakenly delete. This is because all changes to the
WINS dalabase made in this dialog box take effect immediately.

2. Inthe Static Mappings dialog box, select a Sort Order option, either by IP address or by
computer namea. This selection determines the order in which entries appear in the list of
static mappings.

3. Toedit or add a mapping. follow the procedures described in "Adding Static Mappings” and
"Editing Static Mappings” later in this chapter.

4. Toremove existing static mappings, select the mappings you want to delete from the list, and
then choose the Delete Mapping bution.
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5. Tolimit the range of mappings displayed in the list of static mappings, chaose the Set Filter
bufton and follow the procedure in "Filtering the Range of Mappings" later in this chapter. To
turn off filtering, chocse the Clear Filter button.

6. When you finish viewing or changing the stalic mappings, choose the Close button.
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Managing Static Mappings
Adding Static Mappings

You can add static mappings to the WINS database for specific IP addresses using two methods:

M Type static mappings in 2 dialog box

N Import files that contain static mappings

I To add static mappings to the WINS database by typing entries

1. In the Static Mappings dialog box, choose the Add Mappings button.

2. In the Name box of the Adgd Static Mappings dialog box, type the computer name of the
system for which yow are adding a static mepping. (If you want, you do not need fo type two
backslashes, becausae WINS Manager will add these for you.)

3. Inthe IP Address box, lype the address for the compulter.

If Internet Group or Multinomed is selected as the Type option, the dialog box shows
additional controls for adding multiple addresses. Use the down-arrow bution to move the
address you type into the list of addresses for the group. Use the up-arrow button to change
the order of a selected address in the list.

4. Select a Type option to indicate whether this entry is a unique name or a kind of group with a
special name, as described in the following list.

Type option
Unique
Group

Internet group
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Meaning

Unique name in the database, with one address per
name.

INormal group, where addresses of individual members
are not stored. The dlient broadcasts name packets o
narmal groups.

Groups with NetBIOS names that have 0x1C as the
16th byte. An internet group stores up to 25 addresses
for members. The maximum number of addresses is
25, For registrations afier the 25th address, WINS
overnwrites a replica address or, if none is present, it
overwrites the oldest registration.



Multihorned Unigue name that can have mere than one address
(mulithomed compulers), The maximum number of
addresses is 25. For registrations after the 25th
address, WINS overwrites a replica address or, if none
is present, it overwrites the oldest registration.

Important

For infernet group names defined in this dialog box (that is, added statically), make sure that
the primary domain controller (PDC) for that domain is defined in the group if the PDC is
running Windows NT Advanced Server versicn 3.1.

For more information, see "Managing Special Names" later in this chapter.
5. Choose the Add bulton.

The mapping is immediately added to the database for that eniry, and then the boxes are
cleared so that you can add another entry.

6. Repeal this process for each static mapping you want 10 add to the database, and then
choose the Close button.

Important

Because each static mapping is added to the database when you choose the Add bulton, you
cannot cancel work in this dialog box. If you make a mistake in entering a name or address
for a mapping, you must return to the Static Mappings dialog box and delete the mapping
there.

You can also import entries for stalic mappings for unique and special group names from any file
that has the same format as the LMHOSTS file (as described in Chapter 6, "Setting Up
LMHOSTS"). Scope names and keywords other than #DOM are ignored. However, normal group
and multihomed names ¢an be added only by lyping entries in the Add Static Mappings dialog
box.

H 1o Import a flle containing statlc mapping entries
1. In the Static Mappings dialag box, choose the Import Mappings button.

2. Inthe Select Static Mapping File dialog box, which is similar to the standard Windows NT
Open dialog box, specify a filename for a static mappings file by typing its name in the box, or
select one or more filenames in the list, and then choase the OK button to import the file.

The specified file is read, and a static mapping is created for each cornputer name and address If
the #ODOM keyword 1s included for any record, an mtemet group is created (if it is not already
present), and the address is added to that group.
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Managing Static Mappings
Editing Static Mappings

You can change the IP addresses in static mappings owned by the WINS server you are currently
administering.

B 1o edit a static mapping entry

1. 1n the Stalic Mappings dialog box, select the mapping you want to change and choose the
Zdit Mapping button, or double-click the mapping entry in the list.

You can view, but not edit, the Gomputer Name and Mapping Type option for the mapping in
the Edil Static Mappings dialog box.

2. Inthe IP Address box, type a new address for the computer, and then choose the OK button.

The change is made in the WINS database immedialely.

Note
if you want to change the computer name or group type related to a specific IP address, you must
delete the entry and redefine it in the Add Stalic Mappings dialog box.
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Managing Static Mappings
Filtering the Range of Mappings

You may want to limit the range of IP addresses or computer names displayed in the Static
Maippings or Show Database dialog boxes.

You can specify a portion of the computer name or IP address or both when filtering the list of
mappings.

N Toriter mappings by address or name

1. In the dislog lbox for Static Mappings or Show Database, choose the Set Filter button.

2. In the Set Filter dialog box, type portions of the computer name, address, or both in the
Computer Name or IP Address boxes.

You can use the asterisk (") wildcard for poriions of the name or address or both. For
example, you could type Wacct” to filter all computers with names that begin with acct.
However, for the address, a wildcard can be used only for @ complete octet. That is, you can
type 11.101,*.*, but you cannot enter 11.1*.1.1 in these boxes.

3. Choose the OK button

The selected range is displayed in the Static Mappings or Show Database dialog box. The
fitered range will remain until you clear the fiiter.

A message will tell you if no mappings are found te match the range you specified, and the
list of mappings will be empty.

If a filter is In effact for the range of mappings, the Clear Fitter bulton is available for restoning the
entire list.

B To clear the flitered range of mappings
B Inthe Stalic Mappings or Show Database dialog box, choose the Clear Filter bution.

The list now shows all mappings found in the database.
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Managing Special Names

Installing and Configuring WINS Servers 12 of 27

WINS recognizes special names for several types of groups, including a normal group,
multihomed, and internet group. This section describes these groups ang presents some
background details to help you understand how WINS manages these groups.

Normal Group Names

A group name does not have an address associated with it. It can be valid on any subnet and ¢an
be registered with more than one WINS server. A group's timestamp shows the last time for any
change received for the group. If the WINS server receives a query for the group name, it returns
FFFFFFFF (the limited broadcast address). The client then broadcasts on the subnet. The group
name is renewed when any member of the group renews the group name.

Multihomed Names

A multihomed name is a single, unique name storing multiple addresses. A multihomed device is
a computer with multiple network cards andfor multiple IP addresses bound to NetBIOS over
TCP/IP. A multihomed device with multiple IP addresses can register one or more addresses by
sending one address at a time in 2 special name registration packet, A multihomed name in a
WINS database can have one or more addresses. The timestamp for the record reflects any
changes made for any members of the name.

Each multihomed group name can contain a maximum of 25 IP addresses.

When you configure TCP/IP manually on a Windows NT computer, you use the Advanced
Microsoft TCP/IP dialog box to specify the IP address and other information for each adapter on a
multihomed computer.

Internet Group Names

The internet group name is read as configuration data. When dynamic name registrations for
internet groups are received, the actual address (rather than the subnet broadcast address) is
stored in the group with a timestamp and the owner ID, which indicates the WINS server
registering that address,

The internet group name (which has a 16th byte ending In 0x1C reserved for domain names, as
described 1n the following section) can contain a maximum of 25 IP addresses for primary and
backup domain controliers in a domain Dynamically registered names are added if the list is not
static and has fewer ihan 25 members. If the list has 25 members, WINS removes a replica
member (thal s, a member registered by another WINS server) and adds the new member. (f all
members are owned by this WINS server, the oldest member 's replaced by the new one.

WINS gives precedence over remcte members lo members in an intemet group name that
registered with it. This preference means that the group name always contains the geographically
closest Windows NT Server computers. To establish the preference of members of intemet groups
registered with other WINS servers under the \Pariners\Pull key in the Registry, a precedence is
assigned for each WINS partner as a value of the MemberPrec Registry parameter. Preference
should be given to WINS servers near the WINS server you are configuring. For mere information
about the value of this parameter, see is entry in "Advanced Configuration Parameters for WINS*
Jater in this chapter.

The internet group name is handled specially by WINS, which returns the 24 closest Windows NT
Server computers in the domain. plus the domain controller. The name ending in 1C is also vsed
to discover a Windows NT Server computer in a domain when a computer running Windows NT
Workstation or Windows NT Server needs a server for pass-through authenlication.
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If your network still has domain controliers running Windows NT Advanced Server version 3.1 16 be
included in the internet group name, you must add these t¢ the group manually using WINS
Manager. When you manually add such a computer to the internet group name, the list becomes
static and no longer accepls dynamic updates from WINS-enabled cornputers.

Forinformation about related issues in LMHOSTS for #DOM entries, see "Designating Domain
Controllers Using #DOM" in Chapter 6, “Setting Up LMHOSTS."

How WINS Handles Special Names

Special names are indicated by a 16th byte appended to the computer name or domain name.
The following table shows some special names that can be defined for static entries in the Add
Static Mappings dialog box.

Special Names for Static Mappings

The following illustrates a sample NetBIOS name table for a Windows NT Server domain controller.
such as the list that appears if you type nbtstat -n at the command prompt. This table shows the

Name Usage How WINS handles queries
ending
Ox1e A normal group. Browsers WINS always returns the limited
broadcast o this name and broadcast address (FFFFFFFF)
listen on it to elect a master
browser. The broadcast is
done on the local subnet and
should not cross routers.
Oox1D Clients resolve this name to  WINS always returns a negative
access the master browser response. If the node is h-node or
for serverlists. Therelsone  m-node, the client broadcasts a
master browser on a subnet.  name query to resolve the name.
For registrations, WINS returns a
posilive response even though the
names are not put into the
database.
0x1C The internet group name, WINS treats this as an internet

which containg a list of the
specific addresses of
systems that have registered
the name. The domain

controller registers this name.

group, where each member of the
group must renew its name
Individually or be released. The
internet group is limited to 25
names (Note, however. that there
i no limit for HDOM entries in
LMHQOSTS)

WINS refurns a positive response
for a dynamic registration of a static
1C name, but the address 1s not
added to the list. When a static 1C
name is replicated that clashes
with a dynamic 1C name on
ancther WINS server, a union of the
members is added, and the record
is marked as static,

16th byte for speclal names, plus the type (unique or group).
NetBIOS Local Name Table
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Name Type Status

<OC29870B> UNIQUE Registered
ANNIEPS <20> UNIQUE Registered
ANNIEP3 <00> UNIQUE Registered
ANNIEPDOM  <00> GROUP Registered
ANNIEPDOM <1C> GROUP Registered



ANNIEPDOM <1B> UNIQUE Reyistered

ANNILEPS <03> UNIQUE Regisiered
ANNIEPS <lBE> GROUP Registered
ANNIEPS <[D> UNIQUE Registered
.._MSBROWSE<0I> GROUP Registered

Example NetBIOS Name Table for a Windows NT Domalin Coentroller

As shown In this example, several special names are identified for both the computer and the
domain. These special names include the foliowing:

0x0 (shown as <00> in the example), the redirector name, which is used with net view.
0x3, the Messenger service name for sending messages.

_MSBROWSE_, the name master browsers broadcast to on the local subnet to announce
their domains to other master browsers. WINS handles this name by retuming the broadcast
address FFFFFFFF,

0x1B, the domain master browser name, which clients and browsers use to contact the
domain master browser. A domain master browser gets the names of all domain master
browsers. Wnan WINS is queried for the domain master browser name, it handles the query
like any other name query and returns its address.

WINS assumes that the computer that registers a domain name with the 18 character is the
domain controller. This name is registered by the browser running on the domain controller.
This ensures that the domain controller is in the internet group name list that is retumed when
a 1C name is queried, for which WINS always returns the address of the 18 name atong with
the members of a 1C name.
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Setting Preferences for WINS Manager

You can configure several options for administration of WINS servers. The commands for
controliing preferences are on the Options menu.

B To display the status bar for help on commands
B From the Options menu, choose the Status Bar command.

When this command is aclive, its name is checked on the menu, and the status bar at the
bottom of the WINS Manager window displays descriptions of commands as they are
highlighted in the menu bar.

N 71oset preferences for WINS Manager
1. From the Options menu, choose the Preferences command.

2. Tosee all the available preferences, choose the Pariners button in the Preferences dialog box.

o Partnors>> |l Help

3. Select an Address Display option to indicate how you want address information to be
dispiayed throughout WINS Manager-as computer name, IP address, or an arderad
combination of both.

Note

Remember Lhat the kingd of address display affects how a connection is made to the WINS
server - for IP addresses, the connestian is made via TCPAP,; for computer names, the
connecton is made via named pipes.

4. Check Aulo Reiresh if you want the statislics in the WINS Manager window ta be refreshed
automatically. Then enter a number in the interval box to specify the number of seconds
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between refresh actions.

WINS Manager also refreshes the slatistical display avtomatically each time an action is
initiated while you are working in WINS Manager.

5. Check the LAN Manager-Compatible check box if you want computer names to adhere to the
LAN Manager naming convention,

LAN Manager computer names are fimited to 15 characters, as opposed to 18-character
NetBIOS names used by some other sources, such as Lotus Notese. In LAN Manager
names, the 16th byte is used to indicate whether the device is a server, workstation,
messenger, and so on. When this option is checked, WINS adds and imports static
mappings with 0, 0x03. and 0x20 as the 16th byte.

All Windows networking, including Windows NT, foflows the LAN Manager convention. So this
box should be checked unless your nelwork accepts NetBIOS name from other sources,

6. Check Validate Cache Of Known WINS Servers At Stanup Time if you want the system to
query the list of servers each time the system staris to find out if each server is available.

7. If you want a warning message to appear each time you delete a static mapping or the
cached name of a WINS server, check the Confirm Deletion Of Static Mappings And Cached
WINS Servers option.

8. Inthe Stant Time box, type a time to specify the default for replication start time for new pull
partners. Then specify values for the Replication Interval to indicate how often data replicas will
be exchanged between the partners.

The minirnum value for the Replicalion Interval is 40 minutes,

8. In the Update Count box, type a number to specify a default for how many registrations and
changes can occur locally before a replication trigger is sent by this server when it is a push
partner. The minimum value is 5.

10. When all options are set for your preferences, choose the OK button.
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Managing the WINS Database

The following files are stored in the \systemoo\SYSTEMI2\WINS directory that is created when
you set up a WINS server:

B JET LOG is 2 log of all ransactions done with the database. This file is used by WINS to
recover data if necessary.

B SYSTEM.MDB is used by WINS for holding information about the structure of its database.
WINS.MDB is the WINS database file.

B WINSTMP.MDB is a temporary file thal WINS creates. This flle may remeln in the \WINS
directory after & ¢rash.

You should back up (hese files when you back up other files on the WINS server.

Caution
The JET.LOG, SYSTEM.MDB, WINS MDB, ang WINSTMP.MDB flles shoutd not be removed or
tampered with in any manner.

Like any database, the WINS database of address mappings needs to be cleaned and backed up
periodically WINS Manager provides the tools you need for maintaining the database. This
section describes how {o scavenge (clean), view, and back up the database. For information on
restoring and moving the WINS database, see “Troubleshooting WINS" later in this chapter.
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Managing the WINS Database
Scavenging the Database

The local WINS database should periodically be cleared of released entries and old entries that
were registered at another WINS server but did not get removed from this WINS database for
some reason. This process, called scavenging, is done automatically over intervals defined by the
relationship between the Renewal and Extinct intervals defined in the Configuration dialog box.
You can also clean tha database manually.

For example, if you want to verify old replicas immediately instead of waiting the time interval
specified for verification, you can manually scavenge the database.

I 1o scavenge the WINS database
H From the Mappings menu, choose the Initiate Scavenging command.

The database is cleaned. with the results as shown in the following table

State before scavenging State after scavenging
Owned active names for which Marked released

the Renewal interval has expired

Owned released name for which Marked extinct

the Extinct interval has expired

Owned extinct names for which Deleted

the Extinct timeout has expired

Replicas of extingt names for which  Deleted
the Extinct timeout has expired

Replicas of active names for which Revalidated
the Verify interval has expired

Replicas of exlinct or deleted names Deleted

For informaticn about the intervals and timeouts that govern database scavenging, see
*Configuring WINS Servers” earlier in this chapter.

After WINS has been running for a while, the database may need to be compacted to improve
WINS performance.

To compact the WINS database

1. Atthe WINS server, stop the Windows Iniemet Name Service using the Control Panel
Services option or by typing net stop wins at the command prompt.

2. Run COMPACT .EXE (which is found in the \sysfemroot\SYSTEMS32 directory).

3. Restan the Windows Internet Name Service on the WINS server,
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Managing the WINS Database
Viewing the WINS Database

You can view the actual active and slatic mappings stored in the WINS dalabase, based on the
WINS server thal owns the entries,

B To view the WINS database

1. From the Mappings menu, choose the Show Database command.

2. Inthe Show Database dialog box, to view the mappings in the database for a specific WINS
server, select Show Only Mappings From Specific Owner, and then from the Setect Owner
list, select the WINS sarvar whose database you want to view.

By default, the Show Database dialog box shows all mappings for the WINS database on the
cumrently selected WINS server.

3. Select a Sart Order opfion to sort by IP address, computer name, timestamp for the mapping,
version 10, or type. (For informafion about types, see "Adding Static Mappings” earlier in this
chapter.)

4. |If you want o view only a range of mappings, choose the Sel Filter button and follow the
procedures described in "Filtering the Range of Mappings” earlier in this chapter. To turn off
filtering, choose the Clegr Filter button.

5. Use the scroll bars in the Mappings box to view enlries in the database. Then choose the
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Close bution when you are finished viewing.
As shown In the Mappings list, each registration record in the WINS database incluges these

elements:
ltem Meaning
= Unigue
= Group, intemet group, or multihomed
Computer name  The NetBIOS computer name.
(P address The assigned (nternet Protocol address.
AorS Whether the mapping is active {dynamic) or static.
Timestamp Shows when the record was registered or updated. When a

replica is stored in the database, its timestamp is set to the
current time on the receiving WINS server.

Version D A unigue hexadecimal number assigned by the WINS server
during name regisiration, which is used by the server's pull
partner dunng replication to find new records.

You can also use the Show Database dialog box to remave all references {o a specific WINS
server in the database, including all database entries owned by the WINS server,

N 1o delete a specific WINS server's entries in the database

B Inthe Show Database dialog box, select a WINS server in the Select Owner list, and then
choose the Delete Owner button.
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Managing the WINS Database
Backing Up the Database

WINS Manager provides backup fools so that you can back up the WINS database. After you
specify a backup directory for the database, WINS performs complele database backups every 24
hours, using {he specified directory.

B Toiback up a WINS database

1. From the Mappings menu, choose the Backup Database command.

2. Inthe Select Backup Directory dialog box, specify the location for saving the backup files.

Windows NT proposes a subdireciory of the \WINS directory. You can accept Ihis proposed
directory. The most secure locafion is to back up the database on another hard disk. Do not
back up to a network drive. because WINS Manager cannct rastore from a network source.

3. If you want to back up only {he newest version numbers in the database (that is, changes that
have ocourred since the last backup), check Perform Incrernental Backup.

Note
You must have performed a complete backup before this option can be used successiully.

4, {hoose the OK button.
You should also periogicaily back up the Registry entries for the WINS server.

B Tolback up the WINS Reglstry entries
1. Run REGEDT32.EXE

2. In Registry Editor, select the HKEY_LOCAL_MACHINE window, and then selec! this key:
..SYSTEM\CurremContsolSe(\Services\WINS
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3. From the Regisiry menu, choose Save Key.

4. Inthe Save Key dialog box, specify the path where you store backup versions of ihe WINS
database files.

For information aboul resloring the WINS database, see the following section, "Troubleshooling

WINS "
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Troubleshooting WINS

This seclion describes some basic troubleshooting steps for common problems and also
describes how to restore or rebuild the WINS database.
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Troubleshooting WINS
Basic WINS Troubleshooting

These error conditions ¢an indicate potential problems with the WINS server:

B The administrator can't connect to a WINS server using WINS Manager. The message that
appears might be, "The RPC server is unavailable.”

B The WINS Clieni service or Windows Intemet Name Service may be down and cannot be
restarted.

The first troubleshooting fask s to make sure the appropnate services are running.
o To ensure the WINS services are running
1. Use the Services option m Control Panel to verify \hat the WINS services are running.

In the Services dizalog box for the client computer, Started should appear in the Status column
for the WINS Client service. For the WINS server itself, Started should appear in the Status
column for the Windows internet Name Service.

2. 1l a necessary service is not slarted on either computer, start the service.

The following describes solutions to common WINS problems.

¥ To locate the source of "duplicate name" error messages
B Check the WINS database for the name. If there is a static record, remove it from the
dalabase of ihe primary WINS server.
Or

Sel the value of MigrateOn in the Registry to 1, so the static records in the database can be
updated by dynamic registrations (after WINS successfully challenges the old address).
B Tolocate the source of "network path not found" error messages on a WINS client

B Check the WINS database for the name. If the name is not present in the database, check
whether the computer uses b-node name resolution. If 50, add a static mapping for it in the
WINS database.

If the computer is configured as a p-node, m-node, or h-node and if its [P address is different
from the one in the WINS database, then it may be that its address changed recently and the
new address has not yet ceplicated to the local WINS server. To get the latest records, ask
the WINS server that registered the address to perform a push replication with propagation to
the local WINS server.

B Todiscover why a WINS server cannot pull or push replications to another WINS server
1. Confirn that the router is working.

2. Ensure that each server is correclly configured as either a pull or push partner.

If ServerA needs to perform pull replications with ServerB, make sure it is a push partner of
ServerB.

M [f ServerA needs 10 push replications to ServerB, it should be a pull partner of WINS ServerB.

To determine the configuration of a replication partner, check the values under the \Pull and
\Push keys in the Registry, as described in "Advanced Configuration Parameters for WINS"
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N Todetermine why WINS backup is failing consistently
B Make sure the path for the WINS backup directory is on a local disk on the WINS server.

WINS cannot back up its database files to a remote drive.
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Troubleshooting WINS
Restoring or Moving the WINS Database

This section describes how to restore, rebuild, or move the WINS database.

Restoring a WINS Database

If you have determined that the Windows Internet Name Service is running on the WINS server, but
you cannot connect ta the server using WINS Manager, then the WINS database is not available
or has becomes corrupted. If a WINS server fails for any reason, you can restore the database
from a backup copy.

You can use the menu commands lo restore the WINS database or restore it manually.
B Torestore a WINS database using menu commands
1. From the Mappings menu, choose the Restore Database command.

2. Inthe Select Directory To Restore From dialog box, select the location where the backup files
are stored, and then cheoose the OK button

B Torestore a WINS data base manually

1. In the \systemroo\SYSTEM32\WINS directory, delete the JET.LOG, JET*.LOG, WINS.TMP,
and SYSTEM.MDB files.

2. From the Windows NT Server inslallation source, copy SYSTEM.MDB cn the WINS server.
The installation source can be the Windows NT Server compact disc, the instzllation floppy
disks, or a network direciory that contains lhe master files for Windows NT Server.

3. Copy anuncorrupled backup version of WINS.MDB to the \sysfemrooASYSTEM3Z2\WINS
directory.

4. Restart the Windows Internet Name Service on the WINS server.

Restarting and Rebuilding a Down WINS Server

In rare circumslances, the WINS server may nol bool or a STOP error may oceur. If the WINS
server is down, follow these steps to reslart.

N Torestart a WINS server that is down
1. Turn off the power to the server and wait one minute.

2. Turn on the power, start Windows NT Server, and togon under an account with Adminisirator
rights.
3. Atthe command prompt, type nel start wins and press Enter.

(f the hardware for the WINS server is malfunctioning or other problems prevent you from running
Windows NT, you will have to rebuild the WINS database on another computer.

L rebulld a WINS server

1. if you can start the onginal WINS server using MS-DOS, use MS-DOS to make backup
copies of the files in the \systernrooNSYSTEMI2AWINS directory. If you cannot stan the
computer with MS-DOS, you will have to use the Iast backup version of the WINS database
files.
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4.

5.

Install Windows NT Server and Microsoft TCP/IP {o create a new WINS server using the same
hard drive location and \systemrool directory. That is, if the original server stored the WINS
files on CAWINNT35\SYSTEM32\WINS, then the new WINS server should use this same path
to the WINS files,

Make sure the WINS services on the new server are stopped, and then use Registry Editor to
restore the WINS keys from backup files.

Copy the WINS backup files to the \systemoo\SYSTEM32\WINS directory.

Restart the new, rebuilt WINS server.

Moving the WINS Database

You may find 2 situation where you need to move a WINS database to ancther computer. To do
this, follow these steps

. To move a WINS database

Stop the Windows intemet Name Service on the current computer.

Copy the \SYSTEM32\WINS direclory to the new computer that has been configured as 3
WINS server.

Make sure (he new direclory is under exactly the same drive letler and path as on he old
compuler.

If you must copy the files to a different directory, copy WINS.MDB, but not SYSTEM.MDSB.
Use the version of SYSTEM.MOB created for that new computer.

Start the Windows Internet Name Service on the new computer. WINS will avtomatically use
the .MDB and .LOG files copled from the old computer.
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Advanced Configuration Parameters for WINS

This section presents configuration parameters that affect the behavior of WINS and that can be

modified only through Registry Editor. For some parameters, WINS can detect Registry changes
immediately. For other parameters, you must restart the Windows Inlernet Name Service for the
changes to take effect,

Caution

You ¢can impair or disable Windows NT if you make incorrect changes in the Registry while using
Registry Editor. Whenever possible, use WINS Manager to make configuration changes, rether
than using Registry Editor. If you make errors while changing values with Registry Editor, you will
not be warned, because Registry Editor does not recognize semantic errors.

H To make changes to WINS configuration using Registry Editor

1. Run REGEDT32.EXE from File Manager or Program Manager, or at a command prompt, type
start regedt32 and press ENTER.

When the Registry Editor window appears, you ¢an press F1 16 get Help on how to make
changes in Registry Editor.

2. In Registry Editor, click the window titled HKEY_LOCAL_MACHINE On Local Machine, and
then click the icons for the SYSTEM subiree until you reach the appropriate subkey, as
described later in this section

The following gescribes the value entries for WINS parameters that can only be sef by adding an
entry or changing values in Registry Editor.
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Advanced Configuration Parameters for WINS
Registry Parameters for WINS Servers

The Registry parameters for WINS servers are specified under the following key:
ASYSTEM\CurrentCoantrolSet\Services\Wins\Paramceters

This subkey lists all the nonreplication-related parameters needed to configure a WINS server. It
also contains a ‘Dalafiles subkey, which lists all the files that should be read by WINS to intialize
or reinitialize its [ocal database.

DbFileNm
Data type = REG_EXPAND_S2
Range = path name
Default = %SystenRoot%\system32\wins\wins.mdb

Specifies the full path name for the WINS database file.

DoStaticDatalnit
Data type = REG_DWORD
Range =0 or 1
Default = 0 (false-that is, the WINS server does not initialize its database)

If this parameter is set to a non-zero value, the WINS server will initialize its database with
records listed in one or more files listed under the \Datsfiles subkey. The initialization is done
at process invocation and whenever a change is made to one or more values of the
\Parameters or \Datafiles keys (unless the change is to change the value of DoStaticDatalnit
to 0).

The following parameters in this subkey can be set using the options available in the WINS Server
Configuration dialog box:

LogDetailedEvents

LogFilePath

LoggingOn

Refreshinterval

RplOnlyWCnfPnrs

Tombstonelnterval {extinction interval)
TombstoneTimeout {(extinction timeout)
VerifyInterval

Also, the \Wins\Parameters\Dalafiles key lists one or more files that the WINS server should read
to initiatize or reinitialize its local database with static records. If the full path of the file is not
listed, the directory of execution for the WINS server is assumed to contain the data file The
parameters can have any names (for example, DF1 or DF2). Their data types must be REG_SZ or
REG_EXPAND_SZ,

Important

The Wins\Performance key conlzains values used for WINS performance counters that can be
viewed in Performance Menitor. These values should be maintained by the system, so do not
change these values.
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Advanced Configuration Parameters for WINS
Registry Parameters for Replication Partners

The \Wins\Partners key has two subkeys, \Pull and \Push, under which are subkeys for the (P
addresses of all push and pull pariners, respectively, of the WINS server.

Parameters for Push Partners

A push partner, listed under the \Partners\Pull key, is one from which a2 WINS server pulls repiicas
and from which it can expect update notification messages. The following parameter appears
under the IP address for a specific push partner. This parameter can be set only by changing the
value in Registry Editor:

MemberPrec
Data type = REG_DWORD
Range =0 or 1

Default = None

Specifies the order of precedence for this WINS partner. 0 indicates low precedence, and 1
ingicates high precedence. Notice that dynamically registered names are always high
precedence, When a 1C name is pulied from this WINS partner, the addresses contained in it
are given this precedence level. The value can be 0 (low) or 1 {(high). Set this value to 1 if this
WINS server is serving a geographic location that is nearby.

The following parameters appear under this subkey and can be set in the WINS Server
Configuration dialog box:

ASYS TEMA\CurrentControlSet\Services\Wins\Partners\Pull

InitTimeReplication CommRetryCount

The following parameters appear under this subkey and can be set using the Preferences dialog
box:

ASYSTEMA\CuwrrentControlSet\Services\Wins\Pariners\Pul v <Ip Address>

SpTime (Start Time for pull partner default configuration) Timelnterval (Replication Interval)

For SpTime, WINS replicates at the set time if it i3 in the future for that day. After that, it
replicates every number of seconds specified by Timelntarval . [f SpTime I1s in the past for that
day, WINS replicates every number of seconds specified by Timelnterval, starting from the
cumrent time (if InitTimeReplicatlon is set to 1).

Parameters for Pull Partners

A pull partner of a WINS server, listed under the \Partners\Push key, is one from which it can
expect pull requests to pull replicas and to which it sends update nofification messages. The
following parameters appear under this subkey and can be set using the options available in the
WINS Server Configuration dialog box:

ASYSTEM\CurrentControlSet\Services\Wins\Parners\Push

InitTimeReplicationRplOnAddressChyg

The following parameter appears uvnder this subkey and can be set using the options available in
the Preferences dialog box:

CASY STEM\CurrentControlSet\Services\Wins\Pariners\Push\<Ip Address>

UpdateCount
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Planning a Strategy for WINS Servers

The planning issues for implementing WINS servers are similar to those for implementing DHCP
servers, as described in Chapter 4, “Installing and Configuring DHCP Servers * Most network
administrators will be installing both kinds of servers, so the planning and implementation tasks
will be underiaken jointly for DHCP and WINS servers.

This section provides some additional planning issues for WINS servers.
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Planning a Strategy for WINS Servers
Planning for Server Performance

A WINS server can typically service 1500 name registrations per minute and about 760 queries
per minute. There is no built-in limit to the number of regords that a WINS server can replicats or
store.

Based on these numbers, and planning for large-scale power outage where many computers will
come on line simullangously, the conservalive recommendation is that you plan to inciude one
WINS server and a backup server for every 10,000 computers on the network.

Two factors can particularly enhance WINS server performance. WINS performance increases
almost 25 percent on a computer with two processors. Also, using NTFS as the file system also
improves performance.

After you establish WINS servers in the intemetwoark, you can adjust the Renewal interval. Setting
this interval to reduce the numbers of registrations can help tune server response time. (The
Renewal interval is specified in the WINS Server Configuration dialog box,)
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Planning a Strategy for WINS Servers
Planning Replication Partners and Proxies

In one possible configuration, one WINS server can be designated as the central server, and all
other WINS servers can be configured as both push partner and pull partner of this ¢entral server
Such a configuration ensures that the WINS database on each server contains addresses for
every node on the WAN.

Another option is to set up a chain of WINS servers, where each server is both the push partner
and pull pariner with a nearby WINS server. In such a configuration, the two servers at the ends of
the chain would also be push ang pull partners with each other. Other replication partner
configurations can be established for your site’s needs.

Only a limited number of WINS proxies should be designated on each domain, so that a limited
number of computers are using resources to respond to broadcast name requests.
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Planning a Strategy for WINS Servers
Planning Replication Frequency Between Hubs

A major tuning 1ssue for WINS servers is replication frequency. You want replication to octur
frequently enough that any server being down will not Interfere with the reliability of name query
responses. However, for tonger wide area network (WAN) lengths, you do not wani replication to
interfere with network throughput.

For multiple network hubs interconnected by WAN links, replication frequency can be configured
to be low compared to the replication frequency of multiple WINS servers al a single hub. For long
WA links, infrequent replication ensures that the links are available to carry client traffic without
WINS affecting throughput.

For example, the WAN servers at 2 central site might be canfigured to replicate every 15 minules.
Replication between WAN hubs of a greater distance might be scheduled for every 30 minutes.
Replication between servers on different continents might replicate twice a day.

Example of an Enterprise-Wide Configuration far WINS Replication
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Setting Up LMHOSTS
The LMRBOSTS file is commonty used on Microsoft networks to locate remote computers for

network file, print, and remote procedure services and for domain services such as logons,
browsing, replication, and so on.

You will want to use LMHOSTS for smaller networks or to find hosts on remote networks that are
not part of the WINS database (since name query requests are not broadeast beyond the local
subnet). If WINS servers are in place on an internetwork, users do not have to rely on broadcast
queries for name resolution, since WINS is (he preferred method for name resolution. With WINS
servers in place, therefore, LMHOSTS may not be necessary.

This chapter presents the following topics:
B Edfing the LMHOSTS file
B Using LMHOSTS with dynami¢c hame resolution
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Editing the LMHOSTS File

The LMHOSTS fite used by Windows NT contains mappings of IP addresses to Windows NT
computer names (which are NetBIOS names). This file is compatible with Microsoft LAN Manager
2 x TCP/IP LMHOSTS files.

You can use Notepad or any other text editor to edit the sample LMHOSTS file that is
automatically installed in the \sysfemrooASYSTEMI2\DRIVERSI\ETC directory.

This seclion provides some basic rules and guidelines for LMHOSTS.
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Editing the LMHOSTS File

Rules for LMHOSTS

The following rules apply for entries in LMHOSTS:

B Each entry should be placed on a separate line.

B The IP address should begin in the first column, followed by the corresponding computer
name.

The address and the computer name should be separated by at ieast one space or tab.

B NetBIOS names can contain uppercase and lowercase characters and special characters. if 8
name is placed between double quotation marks, it will be used exactly as entered. For

example, "AccountingPDC” is a mixed-case name, and "HumanRscSr
name with a special character.

Note

\0x03" generates a

In Microsoit networks, & NetBIOS computer name in quotes that is less than 16 characters 1s

padded with spaces. If you do not want this behavior, make sure the quoted string is 16

characters long.

B The & character is usually used to mark the start of a comment. However, it can also

designate special keywords, as described in this section.

The keywords listed in the following table can be used in LMHOSTS under Windows NT. (LAN
Manager 2.x, which 8lso uses LMHOSTS for NelBIOS over TCP/IP name resolution, treats these
keywords as comments.)

LMHOSTS Keywords
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Keyword
#PRE

#DOM:<domain>

#INCLUDE <filename>

#BEGIN_ALTERNATE

#END_ALTERNATE

Meaning

Added after an entry to cause that entry 10 be
preloaded into the name cache, By default, entries
are not preloaded into the name cache but are
parsed only after WINS and name query broadcasts
fail to resolve a name. #PRE must be appended for
entries that also appear in #INCLUDE statements;
otherwise, the entry in 2INCLUDE is ignored.

Added after an entry {o associate that entry with the
domain specified by <domain>. This keyword affects
how the Browser and Logon services behave in
routed TCP/IP environments. To preload a #DOM
entry, you must also add the #PRE keyword to the
line.

Forces the system to seek the specified <flename>
and parse it as if it were local. Specifying a2 Uniform
Naming Convention (UNC) <flename> allows you (o
use a centralized LMHOSTS fils on a server. If the
server is located outside of the local broadcast area,
you must add a mapping for the server before its
entry in the #INCLUDE section and also append
#PRE to ensure that it preloaded

Used to group multiple #INCLUDE statements. Any
single successful #INCLUDE causes the group o
succeed.

Used to mark the end of an #INCLUDE grouping.



\Oxnn Support for nonprinting characters in NetBIOS
names. Enclose the NetBIOS name in double
guotation marks and use \Oxnn notation to specify a
hexadecimal value for the character. This allows
custom applications that use special names to
function properly in routed topologies. However, LAN
Manager TCP/IP does not recognize the hexadecimal
format, so you surrender backward compatibility if
you use this feature.

Note that the hexadecimal notation applies only to
one character in the name. The name should be
padded with blanks so the special character is last in
the slring (character 18).

The following example shows how all of these keywords are used:
102.5494.98 localsrv #PRE

102.54.94.97 trey HPRE  #DOM:nctworking et group's PDC

102.54.94.102  "appname  \Ox1t4“ Hspeaal app server
102.5494.123  popular 4PRE #source
server

4BEGIN_ALTERNATE
H#INCLUDE \localsrwpublicmhosts #adds LMHOSTS from this servec
HINCLUDE \wrey\public\Imhosts #adds LMHOSTS from this server

#END_ALTERNATE

In the above example:

B The servers named localsrv ang trey are speclfied so they can be used later in an #INCLUDE
statement in a centrally maintained LMHOSTS file,

B The server named "appname \0x14" contains a special character after the 15
characlers in its name (including the blanks), so ifs name is enclosed in double quotation
marks.

B The server named popular is preloaded, based on the #PRE keyword.
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Editing the LMHOSTS File
Guidelines for LMHOSTS

When you use a host table file, be sure to keep it up to date and organized. Follow these
guidelines:

B Update the LMHOSTS file whenever a compuleris changed or removed from the network.

B Because LMHOSTS files are searched one ling at a time from the beginning, list remote
computers in priority order, with the ones used most oflen at the top of the file, followed by
remote systems listed in #INCLUDE statements. Finally, the #PRE entries should be left for
the end of the file, because these are preloaded into the cache at system startup time and are
not accessed later. This increases the speed of searches for the entries used most often.
Also, any comment lines add to the parsing time, because each line is processed individually.

B Use #PRE statements to preload popular eéntries ang servers listed in #INCLUDE statements
into the tocal computer's name cache,
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Name Resolution

On networks that do not use WINS, the broadcast name resolution method used by Windows NT
computers provides a simple, dynamic mechanism for locating resources by name on a TCP/IP
network.

Because broadcast name resolution relies on [P-level broadcasts to locate resources, unwanted
effects can occur in routed IP topologies. In particular, resources located on remote subnets do
not receive name query requests, because routers do not pass IP-level broadcasts. For this
reason, Windows NT allows you to manually provide computer name and 1P address mappings for
remote resources vis LMHOSTS.

This section describes how the LMHOSTS file can be used to enhance Windows NT in routed
envirenments. This section includes the following topics:

B Specifying remote servers in LMHOSTS

B Designating primary domain controllers using #DOM
B Using centralized LMHOSTS files
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Using LMHOSTS with Dynamic Name Resolution
Specifying Remote Servers in LMHOSTS

Computer names can be resolved ouiside the local broadcast area if computer name and IP
address mappings are specified in the LMHOSTS file. For example, suppose the computer named
ClientA wants to connect to the computer named ServerB, which is outside of its IP broadcast
area. Both Windows NT computers are configured with Microsoft TCP/(P.

Under a strict b-node broadcast protocol, as defined in RFCs 1001 and 1002, ClientA's name
query request for ServerB would fail (by timing out), because ServerB is located on a remaote
subnet and does not respond to ClientA's broadcast requests. So an alternate method is provided
for name resolution. Windows NT maintains a limited cache of computer name and P address
mappings, which is initialized at system startup. When a workstation needs to resolve a name,
the cache is examined first and, if there is no match in the cache, Windows NT uses b-node
broadcast name resolution. If this fails, the LMHOSTS file is used. If this last method fails, the
name is unresolved. ang an error message appears.

This strategy allows the LMHOSTS file lo contain a large number of mappings without requiring a
large chunk of static memory to maintain an infrequently used cache. At system starlup, the
name cache is preloaded only with entries from LMHOSTS tagged with the #PRE keyword. For
example, the LMHOSTS file could contain the following:

102.54.34.91 accounting Haccounting scrver

102,54.94.94 payrol #payroll server

102.54.9497  stockquote #PRE  #sfock quote server
102.54.94.102  printqueue #Hprint server in Bldg 10

In this example, the server named stockquote is preloaded info the name cache, because it is
lagged with the #PRE keyword. Entries in the LMBOSTS file can represent Windows NT
Workstation computers, Windows NT Server computers, LAN Manager servers, or Windows for
Workgroups 3.11 computers running Microsoft TCP/IP. There is no need to distinguish between
different platforms in LMHOSTS.

Note

The Windows NT tag #PRE allows backward compatibility with LAN Manager 2.x LMHOSTS files
and offers added flexibility in Windows NT. Under LAN Manager, the # character identifies a
comment, so all characters thereafier are ignored. But #PRE is a valid tag for Windows NT.

In the above example, the servers named accounting, payroll, and printqueue would be
resolved only after the cache entries failed to match and afier broadcast queries failed to locate
them. After nonpretoaded entries are resolved, their mappings are cached for 2 period of time for
reuse.

Windows NT limits the preload name cache to 100 entries by default. This limit only affects entries
marked with 2PRE. If you specify more than 100 entries, only the first 100 #PRE entries will be
preloaded. Any additionzl #PRE entries will be igriored at startup but will be resolved when the
system parses the LMHOSTS file after dynamic resolution fails.

Finally, you can reprime the name cache by using the nbtstat -R command {o purge and reload
the name cache, reread the LMBOSTS file, and insert entries tagged with the #PRE keyword. Use
nbtstat fo remove or correct prefoaded entries thal may have been mistyped or any names cached
by successful broadcast resolution.
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Using LMHOSTS with Dynamic Name Resolution
Designating Domain Controllers Using #DOM

The most commoen use of LMHOSTS is for locating remote servers for file and print services. But
for Windows NT, LMHOSTS can also be used to find domain controllers running TCP/IP in routed
environments, Windows NT primary domain controllers (PDCs) and backup domain controllers
(BDCs) maintain the user account security database and manage other network-related services
Because large Windows NT domains can span multiple IP subnets, it is possible that routers
could separate the domain controllers from one another or separate other computers in the domain
from domain controllers.

The #DOM keyword can be used in LMHOSTS fifes to distinguish a Windows NT domain
controfter from a Windows NT Workstation computer, 2 LAN Manager server, or a Windows for
Workgroups computer. To use the #DOM tag, follow the name and IP address mapping in
LMHOSTS with the #DOM keyword, a colon, and the domain in which the domain controller
padicipates. For example:

102.54.9497 treydc  #DOM:treycorp  #The treycorp PDC

Using the #DOM keyword 1o desigrnate domain controllers adds entries to a special inlernet group
name cache that is used to limit intemetwork distribution of requests intended for the local domain
controller. When domain controller activity such as a2 logon request occurs, the request is sent on
the special internet group name. In the local IP-broadcast area, the request is sent only once and
picked up by any local domain controllers. Bowever, if you vse ¥#DOM to specify domain
controllers in the LMHOSTS file, Microsoft TCP/IP uses datagrams to also forward the request to
domain contirollers located on remote subnets.

Examples of such domain controller activities include domain controller pulses (used for account
database synchronization), logon authentication, password changes, master browser list
synchronization, and other domain management activities.

For domains that span subnets, LMHOSTS files can be used to map important members of the
domain using #DOM. The following lists some guidelines for doing this.

B For each local LMHOSTS file on a Windows NT computer that is a member in 2 domain, there
should be #DOM entries for all domain controllers in the domain that are located on remote
subnets. This ensures that logon authentication, password changes, browsing. and so on sl
work properly for the local domain. These are the minimum entries necessary to allow a
Windows NT system to participate in a Windows networking intemetwork.

B Forlocal LMHOSTS files on 2ll servers that can be backup domain controllers, there shouid
be mappings for the primary domain controller's name and IP address, plus mappings for all
other backup domain controllers. This ensures that promoting a backup to primary domain
controller status does not affect the ability to offer all services 1o members of the domain,

B If trust relationships exist between domains, all domain controllers for all trusted domains
should also be listed in the local LMHOSTS file.

B For domains that you want to browse from your local domain, ihe local LMHOSTS files should
contain at least the name and IP address mapping for the primary domain controller in the
remote domain. Again, backup domain controllers should also be included so that promotion
to primary domain controller does not impair the ability to browse remote domains.

For small to medium sized networks with fewer than 20 domains, a single common LMHOSTS file
usually satisfies all workstations and servers on the intemetwork. To achieve this, systems should
use the Windows NT replicator service to maintain synchronized local copies of the global
LMHOSTS or use centralized LMHOSTS files, as described in the following section.

Names that appear with #DOM in LMHOSTS are placed in a special domain name list in NetBIOCS
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over TCP/IP. When a datagram is sent to this domain using the DOMAIN<1C> name, the name is
resolved first via WINS or broadcast. The datagram is then sent to all the addresses on ihe list
from LMHOSTS, and there is also a broadcast on the local subnet.

Important

To browse across domains, for Windows NT Advanced Server 3.1 ang Windows NT 3.1, each
computer must have an entry in its LMHOSTS file for the primary domain controller in each
gomain. This remains true for Windows NT version 3.5 clients, unless the Windows NT Server
compuler is also version 3.5 and, optionally, offers WINS name registration

However, you cannot add an LMHOSTS entry for 2 Window NT Server that is a DHCP client,
because the 1P address changes dynamically. To avoid problems, any domain controllers whose
names are enlered in. LMHOSTS files should have their IP addresses reserved as slatic addresses
in the DHCP database rather than running as DHCP clients.

Also, all Windows NT Advanced Server 3.1 computers in a domain and its trusted domains should
be upgraded to version 3.5, so that browsing across domains is possible without LMHOSTS.
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Using LMHOSTS with Dynam_ic Name Resolution
Using Centralized LMHOSTS Files

With Microsoft TCP/IP, you can include other LMHOSTS files from local and remote computers,
The primary LMHOSTS file is always lccated in the \systemooA\SYSTEM32\DRIVERS\ETC
directory on the local computers. Most networks will also have an LMHOSTS file maintained by
the network administrator, so administrators should maintain one or more global LMHOSTS files
that users can rely on. This is done using #INCLUDE statements rather than copying the global
file locally. Then use the replicator service to distribule multiple copies of the global file(s) to
multiple servers for reliable access.

To provide a redundant list of servers maintaining copies of the same LMHOSTS file, use the
#BECIN_ALTERNATE and #END_ALTERNATE keywords. This is known as a block inclusion,
which allows multiple servers fo be searched for a valid copy of a specific file. The following
exampie shows the use of the £INCLUDE and #_ALTERNATE keywords to include a local
LMHOSTS fite (in the C\PRIVATE directory):

102.54.9497 treyde #PRE #DOM:treycorp #primary DC

102.54.4.99 Lreybdc #PRE #DOM:treycorp #backup DC in dorain
102.54.9498  localsvr #PRE #DOM.:treycorp

H#INCLUDE  ci\private\lmhosts #include a local Imhosts
HBEGIN_ALTERNATE

HINCLUDE  Wreydc\public\Imhosts #source for plobal file
#INCLUDE  \\treybdc\public\lmhosts #backup source

#INCLUDE  \\localsvr\publictimbosts #backup source

#END_ALTERNATE

Important

This feature should never be used to include a remote file from a redirected drive, because the
LMHOSTS file is shared between local users who have different profiles and different logon scripis,
and even on single-user systems, redirected drive mappings can change between legon sessions.

In the above example, the servers treydc and treybdc are located on remote subnets from the
computer that owns the flle. The local user has decided 1o include a list of preferred servers in a
local LMHOSTS file located in the CAPRIVATE directory. During name resolution, the

Windows NT system first includes this private file, then gets the global LMHOSTS file from one of
three locations: treyde, treybdc, or localsvr Al names of servers in the RINCLUDE statements
must have their addresses preloaded using the #PRE keyword; otherwise, the #INCLUDE
statement will be ignored.

The block inclusion is satisfied if one of the three sources for the global LMROSTS is available and
none of the other servers are used. If no server is available, or for some reason the LMHOSTS file
or path is incorrect, an eveni is added to the event log 1o indicate that the block inclusion failed.
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Chapter 7 taras:

Using the Microsoft FTP Server
Service

The Microsoft FTP Server service allows other computers using the FTP utilily to connect (o this
computer and transfer files. The FTP Server service supports all Windows NT ftp client
commands. Non-Microsoft versions of FTP clients may contain commands that are not supported.
The FTP Sarver service is implemented as a muitithreaded Win32 service that comphes with the
requirements defined in Requesls for Comments (RFCs) 959 and 1123.

The FTP Server service is integrated with the Windows NT security model. Users connecting to
the FTP Server service are authernticated based on their Windows NT user accounts and receive
access based on their user profiles. For this reason, it is recommended that the FTP Server
service be instalted on an NTFS partition so that the files and directones made available via FTP
can be secured.

Caution

The FTP Server protocoi relies on the ability to pass user passwords over the network without data
encryplion. A user with physical access to the network could examine user passwerds during the
FTP validation process.

The following topics are included in this ¢chapter:

B Installing the FTP Server service

B Configuring the FTP Server service

B Administering the FTP Server service

H Advanced configuration parameters for FTP Sarver service

For information about using performance counters to monitor FTP Server traffic, see Chapter 8,
‘Using Performance Monitor with TCP/IP Services."
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Installing the FTP Server Service

These procedures assume that you have installed any necessary devices and device drivers.

You must be logged on as a member of the Adminisirators group for the local computer to install
and configure the FTP Server service.

B Toinstall the FTP Server service
1. Choose the Network option in Control Panel.

2. In ihe Nelwork Settings dialog box, choose the Add Software butlon to display the Add
Network Softwara dialog box

3. In the Network Software box, select TCP/IP Protocol And Related Components, and then
chogse the Continue button. When the Windows NT TCP/P installaion Options dialog box
appears, check the FTP Server Service option, and then choose the OK button.

4. When the message prompis you to confirmn that you are familiar with FTP securily, choose
the Yes button to continue with FTP Server service installation.

5. When prompted for the full path to the Windows NT distribution files, provide the appropriate
location, and then choose the Continue button.

6. After the necessary files are copied to your computer, the FTP Service dialog box appears so
that you can continue with the configuration procedure as described in the next section. The
FTP Server service must be configured in order to operate.

Note

For disk partitions that do not usa the Windows NT fils system (NTFS), you ¢an apply simple
reagiwrite security by using the FTP Server tool in the Control Panel as described in the
following section.
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Configuring the FTP Server Service

After the FTP Server service software is installed on your computer, you must configure it to
operate. When you configure the FTP Server service, your settings resuit in one of the fellowing:

B No anonymous FTP connection allowed. In this case, each user must provide a valid Windows
NT usemame and password. To configure the FTP Server service for this, make sure the Allow
Anonymous Connection box is cleared in the FTP Service dialog box.

E  Allow boih anonymous and Windaws NT users 10 connect. In this case, a user can choose 16
use either an anonymous conneclion or a Windows NT username and passward. To configure
the FTP Server service for this, make sure only the Allow Anonymous Connection box is
checkedin the FTP Service dialog box.

®  Allow only anonymous FTP connections. In this case, 8 user ¢annot connect using a
Windows NT username and password. To conbgure the FTP Server service for this, make sure
both the Allow Anonymous Connections and the Allow Anonymous Connections Only boxes
are checked in the FTP Service dialog box.

If anonymous conneclions are ailowed, you must supply the Windows NT username and

password to be used for anonymous FTP, When an anonymous FTP transfer takes place,

Windows NT will check the usemame assigned in this dialog box to determine whether access (s

allowed to the files.

| configure or reconfigure the FTP Server service

1. The FTP Service dialog box appears automatically after the FTP Server service software is
instailed on your compulter.

Or

If you are reconfiguring the FTP Server service, choose the Network oplion in Control Panel. In
the Installed Network Software box, select FTP Server, and then choose the Configure button.

The FTP Service dialog box displays the following options:
Item Description
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Maximum Specifies the maximum number of FTP users who

Conneclions can connect to the system simultaneoysly. The
default value is 20; the maximum is 50. A value of D
means no maximum, that is, an unlimited number of
simultaneous users.

When the specifies number of concurrent users are
Iogged onto the FTP server, any subsequent
attempts 10 connect will receive messages defined
by the administrator. For informalion about defining
custorm messages, see “"Advanced Configuration
Parameters for FTP Server Service" later in this
chapter.

Idle Timeout Specifies how many minules an inaclive user can
remain connecled 1o tha FTP Server servics. The
defaull value is 10 minutes; lhe maximum is 60
minutes. If (he value is 0, users are never
aulomalically disconnecled.

Horne Direclory Specifies the initial directory for users.
Allow Anonymous  Enables users fo connect ta the FTP Server using
Connections the user name anonymous (or ftp, which is a

synonym for anonymous). A password is not
necessary, but the user will be prompied to supply a
mail addrass as the password. By default,
anonymous conneclions are not allowed. Notice that
you cannot use a Windows NT user account with the
name anonymous wilh the FTP Server. The
2nonymous useér name is reserved in the FTP Secver
for the anonymous logon function. Users logging on
wilh the usemame anonymous receive permissions
based on the £TP Server configuration for
anonymous logons.

Usemame Specifies which iocal user account o use for FTP
Server users who log on under anonymous. Access
permissions for the anonymous FTP user will be the
same as the specified local user account. The default
is the slandard Guest sysliem account. If you change
this, you musl also change the password.

Password Specifies the password for the user account specified
i the Username box.

Allow Only Allows only lhe user name anonymous to be

Anonymous accepted This option is usefu! if you do nol want

Connactions users to log on using their own user names ang

passwords because FTP passwords are
unencrypted. However, all users will have the same
access pnvilege, defined by the anonymous account.
By default, this option is not enabled.

2. Defauit values are provided for Maximum Connections, Idle Timeout, and Home Directory.
Accept the default values, or change values for each field as necessary,

3. Choose the OK button to close the FTP Service dialog box and return to the Network Settings
dialog box.

4. Tocomplete nilial FTP Server service installation and configuration, choose the OK button.

A message reminds you that you must restan the computer so that the changes you made
will 1ake effect.

Note
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When you first install the FTP Server service, you must also complete the security configuration
as described in the following procedure for users 10 access volumes on your computer.

LI P conflgure FTP Server security

1. After the FTP Server has been installed and you have restarted Confrol Panel, start the FTP
Server option in Controi Panel. Windows NT Server users can also use the FTP menu in
Server Manager.

Close

| Help

Disconnect Al

2. Inthe FTP User Sessions dialog box, choose the Security bulton.

3. In the Partition box of the FTP Server Securily dialog box, select the drive lefter you want to
set security on, and then check lhe Allow Read or Atlow Write check box, or both ¢check
boxes, depending on ihe security you want for the selected parition.

Repeat this step for each pantition.

Setting these permissions will affect all files across the entire partiticn on file allocation igble
(FAT) and high-parformance fila syslem (HPFS) parlitions. On NTFS partitions, this feature
can be used (0 remove read or write access (or both) on the entire partition.

Any restrictions set in this dialog box are enforced in addition to any security that might be
part of the file system. Thal is, an administrator can use this dialog box to remove
permissions on specific volumes but cannot use it to grant permmissions beyond those
rnaintained by the file system. For example, if a partition is marked as read-only, no one can
write to the padtition via FTP regardless of any permissions set in this dialog box.

4. Choose the OK button when you are finished setling security access on partitions.

The changes lake effect immedialely. The FTP Server service is now ready o operate.
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Administering the FTP Server Service

After initial installation is complete, the FTP Server service is automatically slarted in the
background each time the computer is started. Remote computers can initiale an FTP session
while the FTP Server service is running on your Windows NT computer. 8oth computers must be
running the TCP/P protocol.

You must be logged on as a member of the Administrators group 1o administer the FTP Server.

Remole users can connect to the FTP Server using their account on the FTP Server, an account
on Ihe FTP Server's domain or trusted domains (Windows NT Server only), or using the
anonymous account if the FTP Server service is configured to allow anonymous logons.

When making any configuration changes to the FTP Server (with the exception of security
conflguration), you must restari the FTP Server by either restarting the computer or manuglly
slopping and restarting the server, using the net command or Services icon in Contro) Parel.

N Tostartor stop the FTP Server service

B Use the Services option in Control Panel, or at the command prompt use the commands net
stop ftpsve followed by net start ftpsve.

Restaning the service in this way disconnects any users presently connected to the FTP Sarver
without warning-so use the FTP Server oplion in Control Panel to determine if any users are
connected. Pausing the FTP Server (by using the Services option in Conlrol Panel or the net
pause command) prevents any more users from connecling to the FTP Server but does not
disconnect the currently logged on users, This feature is useful when the administrator wants to
restan the server without disconnecting the current users. After the users disconnect on their own,
the administrator can safely shut down the server withoul worrying that users will lose work. When
aftempting to connect to a2 Windows NT FTP Server that has been paused, clients receive the
massage "421 - Service not available, closing controf connection "
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Administering the FTP Server Service
Using FTP Commands at the Command Prompt

When you inslall the FTP service, a set of fip commands are aulomalically nstalled that you can
use al the command prompt. For a summary list of these commands, see the ftp entry in
Chapter 11, “Ulilites Reference

N 1o get help on ftp commands

1. Double-click the Windows NT Help icon in the Program Manager group.

2.
3.

4. Click an ftp command name in the Command Reféerence window to see a description of the
command, plus its syntax and parameter definitions.

In the Windows NT help window, click the Command Reference Help button.

Click the ftp commands name in the Commands window.,
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E«dministering the FTP Server Service
Managing Users

Use the FTP Server optlion in Control Panel {o manage users connected (o the FTP Server and to
set security for each volume on the FTP Server. For convenience on Windows NT Server
computers, the same dialog box can be reached from Server Manager by ¢choosing the FTP menu
command.

In the FTP User Sessions dialog box. the Connected Users box displays the names of connected
users, their system's |P addresses, and how long they have been connected. For users who
logged on using the anonymous user name, the display shows the passwords used when they
logged on as their user names. If the user name contained a mail host name (for example,
ernesta@ltrey-research.com) only the usemame (ernesta) appears. Anonymous users also have a
question mark (?) over their user icons. Users who have been authenticated by Windows NT
securily have no question mark,

The FTP Server allows you to disconnect one or all vsers with the disconnect buttons. Users are
not warned if you disconnect them.

The FTP Server displays users' names as they connect but does not update the display when
users disconnect or when their connect time elapses. The Refresh button 2llows you to update the
display to show only users who are curently connected.

Choosing the Security button displays the FTP Service Secunty dialog box, where you can set
Read and Write permissions for each partition on the FTP Server, as descnbed earlier in this
chapter. You must set the permissions for each partition you want FTP users to have access to. If
you do not set partition parameters, no users will be able to access files. If the partition uses a
secure file systemn, such as NTFS, file system restrictions are also in effect.

In addition to FTP Server partition security, if a user logs on using a Windows NT account, access
permissions for that account are in effect.
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Administering the FTP Server Service
Controlling the FTP Server and User Access

A network administrator can control several of the FTP Server configuration vaciables, One such
variable, Maximum Connections, can be set by using the Network option in Control Pane! to define
a value between 0 and 50. Any value from 1 to 50 restiicts concurrent FTP sessions (o the value
specified. A value of 0 allows unlimited connections to be established to the FTP Server until the
system exhausts the available memory.

You can specify a custom message to be displayed when the maximum aumber of concurrent
connections is reached. To do this, enter a new value for MaxClientsMessage in the Registry, as
described in "Advanced Configuration Parameters for FTP Server Service” later in this chapler
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Administering the FTP Server Service
Annotating Directories

You can add direclory descriptions to inform FTP users of the contents of a particular directory cn
the server by creating a file called ~FTPSVC~.CKM in the directory that you want {o annolate.
Usually you want 10 make this & higden file so directory listings do not display this fils. To do this,
use File Manager or type the command attrib +h ~ftpsve~.ckm at the command prompt.

Directory annotation can be toggled by FTP users on a user-by-user basis with a built-in,
site-specific command called ckm On most FTP client implementations (including the
Windows NT FTP client), users type a command at the command prompt similar to quote site
ckm to get this effect.

You can set the defaulf behavior for directory annofation by setting a value for
AnnotateDirectories In the Regisiry, as described In "Advanced Configuration Parameters for
FTP Server Service" later in this chapter.
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Administering the FTP Server Service
Changing Directory Listing Format

Some FTP client softrware makes assumptions based on the formatting of directory list
information. The Windows NT FTP Server provides some flexibility for client software that requires
directory listing similar to UNIX systemns. Users can use the command dirstyle to toggle directory
listing format between MS-DOSstyle (the default) and UNIX-style listings. On most FTP client
implementations (including the Windows NT FTP client), users type a command at the command
prompt similar to quote site dirstyle to get this effect,

You can set the default style for directory listing format by setting a vaiue for MsDosDivOutput in
the Registry, as descrived in “Advanced Configuration Parameters for FTP Server Service” later In
this chapter.
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Administering the FTP Server Service
Customizing Greeting and Exit Messages

You can create customized greeting and exit messages by setting values for GreetingMessage
and ExitMessage n the Registry, as described in “Advanced Configuration Parameters for FTP
Server Service” later in this chapter. By default, these value entries are not in the Registry, so you
must add them lo customize the message text.

Greeting and exit messages are sent to users when they connect or disconnect from the FTP
Server. When you create cusiom messages, you can add multiline messages of your choice.,
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Administering the FTP Server Service
Logging FTP Connections

11 of 12

You can log incoming FTP connections in the System event log by sefling values for
LogAnonymous and LogNonAnonymous in the Regisfry. as described in "Advanced
Configuration Parameters for FTP Server Service” later in this chapler. By default, these value
entries are nol in the Regisiry, s0 you must add them to log incoming connections.

You can specify whether evenl log entrias are made for both anonymous and nonanonymous
users connacting to the FTP Server. You can view such enlries in the Syslem event log by using
Event Viewer.
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Advanced Coﬁfiguration Parameters for
FTP Server Service

12 of 12

This section presents configuration parameters that affect the behavior of the FTP Server service
and that can be modified only through Registry Editor. After you modify any of these value entries,
you must restart the FTP Server service for the changes to take effect.

Caution

You can impair or disable Windows NT if you make incorrect changes in the Registry while using
Registry Editor. Whenever possible, use administrative tools such as Control Panel to make
configuration changes, rather than using Registry Editor, If you make errors while changing values
with Registry Editor, you will not be warned, because Registry Editor does not recognize semantic
errors.

B Tomake changes to the FTP Server service configuration using Registry Editor

1. Run REGEDT32.EXE frorn File Manager or Program Manager, or at a cornmand prompt, type
start regedt32 and press ENTER.

When the Registry Editor window appears, you can press F1 to get Help on how to make
changes in Registry Editor.

2. In Registry Ednor, click the window titled HKEY_LOCAL_MACHINE On Local Machine, and
then click the icons for the SYSTEM subtree until you reach this subkey:

ASYSTEM\CurrentConurolSet\Services\fipsvc\Parameters

All of the parameters descnibed here are located under this Registry subkey

The following describes the vaiue entries for FTP Server service parameters that can only be set
by adding an entry or changing their values in Registry Editor. These value entries do not appear
by default in the Registry, so you must add an entry if you want o change its default value.

AnnotateDirectories
Dala type = REG_DWORD
Range=0or 1
Default = 0 (false-that is, directory annotation is off)

This value entry defines the default behavior of directory annotation for newly connected users.
Directory descriptions are used to inform FTP users of the contents of a directory on the
server. The directory description is saved in a file named ~FTPSVG~.CKM, which is vsually a
hidden file. When this value is 1, direciory annotation is on.

ExitMessage
Data type = REG_SZ
Range = String

Defavlt = “Goodbye."

This value entry defines a signoff message that will be sent to FTP clients upon receipt of a
qult command.

GreetingMessage
Data type = REC_MULTI_SZ
Range = String
Default = None (no special greeting message)

This value entry defines the message to be sent to new clients afier their accounts have been
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validated. In accordance with Internet behavior, if the chent logs on as anonymous and
specifies an identity that starts with a minus sign (), this greeting message is not sent.

LogAnonymous
Data type = REG_DWORD
Range=0or 1
Default = 0 (false-thal is, do not log sucecessful anonymous logons)

This value entry enables or disables logging of anonymous logons in the System event log.

LogNonAnonymous
Data lype = REG_DWORD
Range=0or 1
Default = 0 (false-that is, do not log successful nonanonymous logons)

This value entry enables or disables logging of nonanonymous logons in the System event log.

LogFileAccess
Data type = REG_DWORD
Range =0or 1
Default = 0 (do nol log fite accesses to FTPSVC.LOG)

(f this value is non-zero, all file accesses are logged to the file FTPSVC.LOG in the service's
current directory (typicatly \systemroof\SYSTEM32). For each file opened by the FTP Server,
FTPSVC.LOG will centain a singte line entry in the following format:

IPAddress username action path date_time

M ip_address is the client compuler's IP address
B usemame is the user's name (or password for anonymous logons)

an

action is either "opened," "created,” or "appendeqd”

L
B path is the fully qualified path of the file acted upon
B OJale time is the date and time the action took place

Entries are also wriften to the log whenever the FTP Server starts or stops. For example:

worokr ok kol ETP SERVER SERVICE STARTING Fri Apr 29 10:28:49 1994
11101.199.173 daveo opened d:\trnpltst.bat Fri Apr 29 10:29:42 1994
(1.101.199,173 daveo created d:\mp\new.txt Fri Apr 29 10:30:25 1994
11.101.199.173 daveo appended d'\tmp\new.txt Fri Apr 25 10:33:04 1994

i ekdcoook ETP SERVER SERVICE STOPPING Fri Apr 29 10:33:08 1994

LowercaseFiles
Data type = REG_DWORD
Range =0 or
10efault = O (do not map filenames to lowercase)

If lhis value is nonzero, all flenames relurned by the list and nist commands witl be mapped
to lowercase for noncase-preserving file systems. This mapping only occurs when a directory
listing 1s requested on a noncase-preserving file system. If this value is 0, case in all filenames
will be unaltered. Currently, FAT is the only noncase-preserving file system supported under
Windows NT, so this flag has no effect when retrieving listings on HPFS or NTF S padiitions.

MaxClientsMessage
Data type = REG_SZ
Range = Sfring
Default = “Maximum clients reached, service unavailable

This value entry specifies the message to be sent {0 an FTP client if the maximum number of
clienls has been reached or exceeded. This message indicates that the server is refusing
additional clients because it is currently servicing the maximum number of connections (as
specified in the FTP Service dialog box or the MaxConnections value in the Registry).
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MsdosDirOutput
Data type = REG_DWORD
Range = 0or 1
Default = 1 (rue-thal is, direciory listings will look like MS-DOS)

This valus entry spscifles the default behavior for whather the output of the list command will
look like the output of the MS-DOS dir command or the ouiput of the UNIX Is command. This
value also controls the direction of slashes in paths sent by the pwd cormmand.

When this value is 1, directory listings will look like MS-DOS listings. and the path will contain
backward slashes (\}. If this value is 0, listings will laak fike UNIX listings, ang the path will
contain forward slashes (/).

The following Registry parameters can be set using the optlons avallable when configuring the FTP
Server service in the Network Seltings dialog box:

AllowAnonymous
AnonymousOnly
AnonymousUsername
ConnectionTimeout
HomeDireclory
MaxConnections

The following Registry paramelers can be set using the oplions available when you select the FTP
Servericon in Control Panel and then choose lhe Security button:

ReadAccessMask
WriteAccessMask

The ranges of values \hat can be entered for these parameters in Regislry Editor are the same as
those descrined in the related dialog boxes earlier in this chapter. You should use onty the FTP
Server service dialog boxes to sel these values.
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Using Performance Monitor with
TCP/IP Services

This chapter describes the performance counters that can be charted in Pedformance Monitor so
you ¢an track performance of the IP protocols. FTP Server service fraffic, and WINS servers.

The performance counters are descnbed in the following topics in this chapter:

B Using Performance Monitor with TCP/IP
B Monitoring TCP/IP performance

M Monitoring FTP Server service traffic

B Monitonng WINS server performance
Important

To use the TCP/IP performance counters in Performance Mconitor. you must install the SNMP
service, as described in Chapter 2, "Installing and Configuring Microsoft TCP/IP and SNMP *
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Using Performance Monitor with TCP/IP

After elements of IMicrosoft TCP/IP are installed, you can use Performance Monitor to track
performance.

B To use Performance Monitor with TCPAP
1. In the Administrative Tools group in Program Manager, double-click Performance Moritor.

2. From the Edit menu, choose Add To Chart.

Explains>

E
|

3. Inthe Computer fist In the Add To Chart dialog box, select the computer you want to manitor.

4. Inthe Objeci list, select the TCP/IP-related process you want to monitor: FTP Server, ICMP,
IP, Network Interface, TCP, UDP, or WINS Server.

5. In the Counter list, select the counters you want to monitor for each process, ang then choose
the Add button.

For information about each counter, choose the Explain button, or see the definition tables
tater in this chapter.

6. When you have selected all the counters you want for a particular chart, choose the Done
button. '

For more information about using Performance Monitor, see Chapter 13, "Performance Monitor," in
the Windows NT Server Systsm Guide. '
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Monitoring TCP/IP Performance

Each of 1he different elements that make up the TCP/IP protocol suite can be monitored
separately in Pedorrmance Monitor if SNMP services are installed on the computer

l To view counters specific to TCP/IP processes

8 inthe Add To Charl dialog box in Performance Monitor, select ICMP, IP, Network Interface,
TCP, or UDP in the Object list.

The counters for each of these object types are described in the following sections.
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Monitoring TCP/IP Performance

ICMP Performance Counters

The ICMP Object Type includes those counters that describe the rates that Intemet Control
Message Protocol (ICMP) messages are recelved and sent by a certain entity using the ICMP
protocol. It also describes various error counts for the ICMP protocol.

ICMP performance
counter

Messages Outbound Errors

Messages Received Errors

Messages
Recelved/Second

Messages Sent/Second
Messages/Second

Received Address Mask

Received Address Mask
Reply

Received Destination
Unreachable

Received Echo
Reply/Second

Received Echo/Second

Received Parameter
Problem

Received Redirect/Second
Received Source Quench

Received Time Exceeded
Received Timestamp

Reply/Second

Received
Timestamp/Second

Page 230 of 315

Meaning

The number of ICMP messages that this entity did
not send because of problems discovered within
ICMP, such as lack of buffers. This value should
not include errors discovered outside the ICMP
layer, such as the inabifity of IP to route the
resultant datagram. in some implementations,
there may be no types of error that contribute to
this counter's value.

The number of ICMP messages that the entity
received, but detemmined as having errors (bad
{CMP checksums, bad length, and so on).

The rate at which ICMP messages are ceceived by
the entity. The rate includes those messages
received in error.

The rate at which ICMP messages are attempted
to be sent by the entity. The rate includes those
messages sent in error.

The total rate at which ICMP messages are
received and sent by the entily, The rate includes
those messages received or sent in error.

The number of ICMP Address Mask Request
messages received.

The number of ICMP Address Mask Reply
messages received

The number of ICMP Destination Unreachable
messages received.

The rate of (CMP Echo Reply messages received.

The rate of ICMP Echo messages received.

The number of ICMP Parameter Problem
messages received.

The rate of ICMP Redirect messages received

The number of ICMP Source Quench messages
receved.

The number of ICMP Time Exceeded messages
received.

The rate of ICMP Timestamp Reply messages
received,

The rate of ICMP Timestamp (request) messages
received.



Sent Address Mask
Sent Address Mask Reply

Sent Destination
Unreschable

Sent Echo Reply/Second
Sent Echo/Second
Sent Parameter Problem

Sent Redirect/Second
Sent Source Quench

Sent Time Exceeded
Sent Timestamp

Reply/Second
Sent Timestamp/Second

The number of ICMP Adgress Mask Request
messages sent.

The number of ICMP Address Mask Reply
messages sent.

The number of ICMP Destination Unreachable
messages sent.

The rate of ICMP Echo Reply messages sent.
The rate of ICMP Echo messages sent.

The number of ICMP Parameter Problem
messages sent.

The rate of ICMP Redirect messages sent.

The number of ICMP Source Quench messages
sent.

The number of ICMP Time Exceeded messages
sent.

The rate of ICMP Timestamp Reply messages sent.

The rate of ICMP Timestamp (request) messages
sent,
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Performance

IP PeHormance Counters

The IP Object Type includes those counters that describe the rates that Internet Protocol (IP)
dalagrams are recelved and sent by 2 ¢ertain computer using the (P protocol. It also describes

various error counts for the [P protocol.

IP performance counter

Datagrams
Forwarded/Second

Datagrams Outbound
Discarded

Datagrams Outbound No
Route

Datagrams Received
Address Emrors

Datagrams Received
Delivered/Second

Datagrams Recelved
Discarded

Datagrams Received
Header Errors

Datagrams Received
Unknown Protocol
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Meaning

The rate of input datagrams for which this entity was
not their final (P destination that resulted in an
attempt to find a route to forward them to that final
destination. In entities that do not act as IP
Gateways, this rate will include only those packets
that were Source-Routed via this entity, when the
Source-Route oplion processing was successful.

The number of output 1P datagrams for which rno
problems were encountered to prevent their
transmission to their destination, but which were
discarded (for example, for lack of buffer space.) This
counter would include datagrams counted in
Datagrams Forwarded if any such packets met this
(discretionary) discard criterion.

The number of IP datagrams discarded because no
route could be found to transmit them to their
destination. This counter includes any packets
counted in Datagrams Forwarded that meet this "no
route” criterion.

The number of input datagrams discarded because
the P address in their IP header's destination field
was not a valid address to be received at this entity.
This count includes invalid addresses (for example,
0.0.0.0) and addresses of unsupported Classes (for
example, Class E). For entities that are not 1P
gateways and therefore do not forward datagrams,
this counter includes datagrams discarded because
the destination address was not a local address.

The rate at which input datagrams are successfully
delivered 1o IP user protocols (including ICMP?).

The number of inpuf IP datagrams fer which no
problems were encountered to prevent their continued
processing, but which were discarded (for example,
for lack of buffer space). This counter does not
include any datagrams discarded while awaiting
reassembly.

The number of input datagrams discarded because of
ercors in their IP headers, inCluding bad checksums,
version number mismatch, other format errors,
lime-to-hve exceeded, errors discovered in processing
their IP oplions, and so on

The number of locally addressed datagrams received
successfully but discarded because of an unknown or
unsupported protocol.
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Datagrams
Received/Second

Datagrams Sent/Second

Datagrams/Second

Fragmen! Re-assembly
Failures

Fragmentation Failures

Fragmented
Datagrams/Secong

Fragments Created/Second

Fragments
Re-assembled/Second
Fragments
Received/Second

The rate at which IP datagrams are recewved from the
interfaces, including those in error.

The rate at which [P datagrams are supplied to P for
transmission by local IP user protocols {including
ICMP). This counter does not include any datagrams
counted in Datagrams Forwarded.

The rate at which P datagrams are recelved from or
sent {o the interfaces, including those in error. Any
forwarded datagrams are not included in this rate.

The number of failures detected by the IP reassembly
algorithm (for whatever reason: timed out, errors, and
so on). This is not necessarily a count of discarged IP
fragments, because some algorithms (notably RFC
815) can lose track of the number of fragments by
combining them as they are recelved.

The number of IP datagrams that have been discarded
because they needed to be fragmented at this entity
but could not be, for example, because their “Don't
Fragment" flag was set.

The rate at which datagrams are successfully
fragmented at this entity.

The rate at which IP datagram fragments have been
generated as a result of fragmentation at this entity.

The rate at which IP fragments are successfully
reassembled.

The rate at which IP fragments that need to be
reassembiled at this entity are received.
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Monitoring TCP/IP Performance
Network Interface Performance Counters for TCP/IP

The Network Interface Object Type includes those counters that describe the rates at which bytes
and packets are received and sent over 2 nefwork TCP/IP connection. It aiso describes vanous
error counts for the same connection

Network Interface
counter

Byles Received/Second
Bytes Sent/Second
Bytes Total/Second

Current Bandwidth

Output Queue Length

Packets Outbound
Discarded

Packets Outbound Errors

Packets Received
Discarded

Packets Received Errors

Packets Received
Non-Unicast/Second

Packets Received
Unicast/Second

Packets Received
Unknown

Packets Received/Second
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Meaning

The rate at which byles are received on the interface,
including framing characters.

The rate at which bytes are sent on the interface,
including framing characters.

The rate at which bytes are sent and received on the
interface, including framing characters.

An estimate of the interface's current bandwidth in
bits per second (bps). For interfaces that do not vary
in bandwidth or for those where no accurate
estimation can be made, this value is the nominal
bandwidth

The length of the output packet queue (in packets ) If
this is longer than 2, delays are being experienced
and the bottleneck should be found and etiminated if
possible. Since the requests are queued by NOIS in
this implementation, this will always be 0.

The number of outbound packets that were chosen 10
be discarded even though no errors had been
detected to prevent their being transmitted. One
possible reason for discarding such a packet could be
to free up buffer space.

The number of outbound packets that could not be
transmitted because of errors.

The number of inbound packets that were chosen to
be discarded even though no errers had been
detected to prevent their being deliverable to a
higher-layer protocol One possible reason for
discarding such a packet could be to free up buffer
space.

The number of inbound packets that contained errors
preventing them from being deliverable to a
higher-layer protocol.

The rate at which non-unicast (that is, subnet
broadcast or subnet multicast) packets are delivered
to a higher-layer protocol.

The rate at which (subnet) unicast packets are
delivered to a higher-layer protocol.

The number of packets recelved via the interface that
were discarded because of an unknown or
unsupported protocol.

The rate at which packels are recetved on the network
interface .



Packets Sent
Non-Unicast/Second

Packets Sent
Unicast/Second

Packets Sent/Second

Packets/Second

The rate at which packets are requested to be
transmitted to non-unicast (that is, subnet broadcast
or subnet multicast) addresses by higher-level
protocols. The rate includes the packets that were
discarded or not sent.

The rate at which packets are requested to be
transmitted to subnet-unicast addresses by
higher-level protocols. The rate includes the packets
that were discarded or not sent.

The rate at which packets are sent on the network
interface.

The rate at which packets are sent and received on
the network interiace.
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Monitoring TCP/IP Performance

TCP Performance Counters

E Using Performance Monitor with TCP/IP Services

The TCP Object Type includes thase counters that describe the rates that Transmission Control
Protocol (TCP) segments are received and sent by a certain entity using the TCP protocol. In
addition, it describes the number of TCP connections that are in each of the possibie TCP
connection states.

TCP performance counter Meaning

Connection Failures

Connections Active

Connections Established

Conneclions Passive

Connections Resst

Segments
Received/Second

Segments
Retransmitted/Second

Segments Sent/Second

Segments/Second

The number of times TCP connections have made a
direct transition tc the CLOSED state from the
SYN-SENT state or the SYN-RCVD state, plus the
number of times TCP connections have made a direct
transition to the LISTEN state from the SYN-RCVD
slate

The number of times TCP connections have made a
direct transition to the SYN-SENT state from the
CLOSED state.

The number of TGP connections for which the current
state is either ESTABLISHED or CLOSE-WAIT.

The number of times TGP conneclions have made 2
direct transition to the SYN-RCVD state from the
LISTEN state.

The number of times TCP connections have made a
direct transition to the CLOSED state from either the
ESTABLISHED state or the CLOSE-WAIT state.

The rate at which segments are recejved, including
those received in error. This count incluges segments
received on curently established connections.

The rate at which segments are retransmitted, that is,
segments transmitted containing one or more
previously transmitted bytes.

The rate at which segments are sent, including those
on current connections, but excluding those
containing only retransmitted bytes.

The rate at which TCP segments are sent or received
using the TCP protocol.
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Monitoring TCP/IP Performance
UDP Performance Counters

The UDP Object Type includes those counters that describe the rates that User Datagram
Protocol (UDP) datagrams are received and sent by a certain entity using the UDP protocol. It
also describes various emror counts for the UDP protocol.

UDP performance Meaning

counter

Datagrams No Port/Second  The rate of received UDP datagrams for which thare
was no application at the destination port.

Datagrams Received Errors  The number of received UDP datagrams that could
not be delivered for reasons other than the lack of an
application at the destination port

Datagrams The rate al which UDP datagrams are delivered to

Received/Second UDP users.

Datagrams Sent/Second The rate at which UDP datagrams are sert from the
entity.

Datagrams/Second The rate at which UDP datagrams are sent or

received by the entity.
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Monitoring FTP Server Traffic

When you install the FTP Server services, the necessary software 1s also installed so that you

can monitor and graph various FTP Server statistics using Performance Monitor. Using
Performance Monitor to view activity on remote Windows NT systems makes FTP Server

administration more convenient when you are administering multiple Windows NT FTP Servers.

To view counters specific to the FTP Server service

service.

FTP performance counter
Bytes Received/Second

Bytes Sent/Second

Bytes Total/Second

Connection Attempts
Current Anonymous Users

Current Connections

Cument NonAnonymous
Users

Files Received
Files Sent
Files Total

Logon Attempts

Maximum Anonymous
Users

Maximum Connections
Maximum NonAnonymaus
Users

Total Anonymous Users

Total NonAnonymous Users
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in the Performance Monitor window, select FTP Server in the Object (ist.
The FTP Server performance counters are cleared each time you start and stop the FTP Server

Meaning

The rate at which data bytes are received by the FTP
Server.

The rate at which data bytes are sent by the FTP
Server.

The sum of Byles Sent/Second and 8ytes
Received/Second. This is the total rate of bytes
transferred by the FTP Server.

The number of connection attempts that have been
made to the FTP Server.

The number of anonymous users currently connected
o the FTP Server.

The current number of connections to the FTP Server.

The number of nonanonymous users currently
connecled to the FTP Server.

The total number of files received by the FTP Server.
The total number of files sent by the FTP Server.
The sum of Files Sent and Files Received. This is the
total number of files transferred by the FTP Server.
The number of logon attempts that have been made
to the FTP Server.

The maximum number of anonymous vsers
simuitaneously connected to the FTP Server.

The maximum number of simultaneous connections
to the FTP Server,

The maximum number of nonanonymous users
simultaneously connected o the FTP Server.

The total number of anonymaeus users that have ever
connected to the FTP Server.

The total number of nonanonymous users that have
ever connected to the FTP Server.
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Monitoring WINS Server Performance

=

When you install a WINS senver and SNMP services, counters are automatically installed so that
you can use Performance Monitar to view WINS Sefver sarvice performance.

B To view counters specific to the WINS Server service

WINS performance
counter

Failed Queries/Second
Failed Releases/Second
Group Conllicts/Second

Group
Registrations/Second
Group Renewals/Second

Quernes/Second

Releases/Second

Successful Quernes/Second

Suecessiul
Relsases/Second

Total Number of
Conflicts/Second

Total Number of
Reqistrations/Second

Total Number of
Renewals/Second

Unique Conlflicts/Second

Unique
Registrations/Second

Unigue Renewals/Second

Page 240 of 315

Meaning

The total number of failed queries per second.

The total number of failed releases per second.

The rate at which group registeations received by the
WINS server resulted in conflicls with records in the
database.

The rate at which group registrations are receiveg by
the WINS server.

The rate at which group renewsls are recelved by
the WINS server.

The total number of queries per second, which is the
rate at which queries are received by the WINS
server,

The lotal number of releases per second, whichis
the rate ai which releases are received by the WINS
Server.

The lolal number of successiul queries per second.
The tolal number of successful releasas per second.

The sum of the Unique and Group conflicls per
second, which is the total rate at which conflicta
were seen by the WINS server.

The sum of the Unique and Group registralions per
second. This is the total rate at which regisirations
are received by the WINS server.

The sum of the Unique and Group registrations per
second, which is the total rate at which renewals
are recewved by the WINS servet.

The rate at which upigue registralions and renewals
received by the WINS server resulted in conflicts
with records in the dalabase.

The rate at which unique regislrations are received
by the WINS server.

The rate at which unique renewals are received by
the WINS server.
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Chapter 9

Users on any Microsoft networking computer can print to direct-connect TCP/IP printers or to
printers that are physically attached to UNIX computers 1 at least one Windows NT computer has

Microsoft TCP/IP printing installed.
Microsoft TCP/AP printing conforms with Request for Comment (RFC) 1179,

This chapter describes how to create a TCP/IP printer when TCP/IP is installed on a Windows NT

computer and how to print to a Windows NT print server from a UNIX computer,

The topics in this ehapter include:

For complete information about working with printers, see Chapter 6, "Print Manager,” in the
Windows NT Syslem Guide.

Overview of TCP/IP printing

Setting up Windows NT for TCPAP printing
Creating a printer for TCP/IP printing
Printing to Windows NT trom UNIX clients
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Overview of TCP/IP Printing

In a Windows NT internetwork with muttiple kinds of computers and operating systems, users can
take advantage of Microsoft TCP/\P Yo easily print to computers that are connected through a UNIX
computer or that are connected directly to the network (via a built-in network adapter card or
through a serfal/parallel ethemet print server).

Such an internetwork might include computers running Windows NT Workstation and Windows NT
Server, plus computers with only Microseft Windows for Workgroups 3.11 or MS-DOS with LAN
Manager networking software.

To take advantage of the printing capabilities of Microsoft TCP/IP, only the single Windows NT
computer that defines a TCP/IP printer needs to have TCP/IP installed. The other client compulters
do not need to have TCP/IP installed. All ofher computers ¢an print to the TCP/P printers over any
prolocol they share with the Windows NT TCP/IP print server. That is, the computer acting as the
Windows NT TCP/IP print server must be configured with all protocols used by any clients that will
be printing to the TCP/IP printer,

Any Windows NT computer with TCP/IP printing installed can print girectly 1o these kinds of
printers and can function as a gateway for cther network users.

(n the following sample configuration of a Microsoft netwark, all computers can connect {o printers
named \Wnt\p1 and Untip2 on the network. The Windows NT computer with Microsoft TCP/IP
installed created these TCP/IP printers, which consist of a direct-connect printer and a printer
connected 1o 2 UNIX computer. The Windows NT computer with TCPAP is named nt in this
example, and the printers are named p1 and p2, respectively.

Primting to TCP/IP or UNIX Printers Using Microsoft TCP/AP

Page 243 of 315



Page 244 of 315



C
Internetwork Printing with TCP/IP 3of5

Setting Up Windows NT for TCP/_IP i—"rinting

Any Windows NT computer can be used to create a TCP/IP printer if Microsoft TCP/IP is installed
with TCP/IP printing support.

I 1o configure a Windows NT computer for TCP/IP printing

1.

Start the Network opfion in Control Panel. When the Network Seftings dialog box appears,
choose the Add Software button to display the Add Network Sofiware dialog box.

Select TCPI/IP Protocot And Related Components in the Network Software list box, and then
choose the Continue button.

In the Windows NT TCP/(P Inatallation Optlions dialog box, check the TCP/IP Network Printing
Support option.

[f Microsoft TCP/IP is not already installed on this computer, check the other options you
want, as described in Chapter 2, "Installing and Configuring Microsoft TCP/IP and SNMP."

Choose the OK button, Windows NT Setup displays a message asking for the full path to the
Windows NT distribution files. Prowide the appropriate location, and ¢choose the Continue
bulton.

All necessary files are copied to your hard gisk,

If the Enable Automatic DHCP Configuration option is not checked in the Wingows NT TCP/IP
Installation Options dialog box, you must complete all the required procedures for manually
configuring TCP/IP as described in "Configuring TCP/IP" in Chapter 2,

When the Network Settings gialog box reappears after you finish configuring TCP/IP, choose
the Close button, and then restart your computer for the changes to take effect.

You can now create a TCP/IP printer on this Windows NT computer.
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Creating a Printer for TCP/IP Printing

You can vse Print Manager to create 2 TCP/IP printer in the same way thal you create any printer
to be used on a2 Windows NT netwark. You need the following information to create a TCP/IP
printer:

B The IP identificr of the host where the printer is connected. This can be the DNS name or the
IP address. A direct-connect printerihas its own IP identifier For a printer connected to a UNIX
computer, this is the computer's IP identifier.

B The printer name as itis jdentified .on the host. This is the name defined on the UNIX compuler
or the name defined by the manufacturer for ihe direct-connect printer.

The computer where you create the TCP/IP printer must have TCPAP installed and configured with
the TCP/IP Network Printing Support option, as described in Chapter 2.

B Tocreate a TCPHIP printer

1. From the Printer menu in Print Manager, choose Create Printer.

Cancel

Setup...

Details.

Seltings...
Help

2. Inthe Printer Name box of the Create Printer dialog box, type a2 name of up to 32 characlers
This name appears in the title bar of the printer window, and Windows NT users see this name
when connecting to this printer if it is shared.

This name can be the 8ame as the printer name as it is identified on the printer's UNIX host,
but it does not have to be.

For a direcl-connect printer, see the hardware documentation to find the name by which the
network printer identifies the print queue.

3. Inthe Driver lis, select the appropriate driver and, optionally, type text to inform network users
aboult the printer in the Description box.

4. [nthe Print To box, select Other to display the Print Destinations dialog box.
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S. In the Available Print Destinations list, select LPR Pnint Monitor, and then choose OK.

6. [nthe Name Or Address Of Hest Providing LPD box of the Add LPR Compatible Printer dialeg
box, type the DNS name or IP address of the host for the printer you are adding.

This can be the DNS name or IP address of the direct-connect TCP/IP printer or of the UNIX
computer to which the printer is connected. The DNS name can be the name specified for the
host in the HOSTS file.

LPR stands for Line Printing utility, and LPD stands for Line Printing Daemon, which is how
these elements are known on UNIX.

7. In the Name Of Prinier On That Machine hox, type the name of the printer as it is identified by
the host, which is either the direct-connect printer itself or the UNIX computer.

For example, you might have a UNIX computer running the print server component (Ipd ) with
which the TCP/IP printer you are creating will interact. If Ipd recognizes a printer attached to
the UNIX computer by the name Crisp, the name you should type in this box is Crisp.

For a direct-connect printer, this is whatever name was used to create the printer while
running Ipd.

8. When the Create Printer dialog box reappears, check the Share This Printer On The Network
option if this definition is being crealed on a Windows NT computer that will serve as a print
server for other users to access this printer.
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9. By default, in the Share Name box, Printer Manager creates a shared resource name that is
compalible with MSIDOSbased computers. You can edit this name, which users will see
when browsing to find this printer on the network.

10. Optionally, in the Location box, you ¢an type infermation about where this printer is located.
Users can see this location information when they connect to the printer.

11 Complete any other configuration information in the Creale Printer diaiog box, as described in
Chapter 6 of the Windows NT Systern Guide, and then choose the OK button.

In Print Manager, the printer name you specified in the Create Printer dialog box appears in the
title bar of the printar's window. For client computers configured with Microsoft Network Clhent
version 2.0 for MS-DOS, users will see anfy the shared name, not the printer name. Users who
connect to (his TCP/IP printer ¢an select it and print to it from applications like any other printer.
Users and administrators can use Print Manager to secure and audit the use of the printer ang
change its propertles.

Defoun:  [SUNDSIERRINI] *]
=11

|SUNOS_LPR | !Ready Documents \r

Tip
You can use the tpr connectivity utility at the command prompt to print a fle to a hosi running an
LPD server. You can atso use the Ipg diagnostic utility to obtain the status of a print queue on a
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host running the LPD server. For information, seg the entrles for Ipr and Ipq in Chapter 11,
"Ulilitas Reference."
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Printing to Windows NT from UNIX Clients

The Lpdsve service is the server side of TCP/IP printing for UNIX clients. If any UNIX clients on the
netwaork want to print to a prinler cornecled to a Windows NT computer, this service needs to be
running on the Windows NT computer so it can accept requests from the UNIX clients. The Lpdsve
service supports any print format, including plain-text. It does not perform any additional
processing.

l To start or stop the Lpdsvc service
B At the command prompt, type net start Ipdsve or net stop Ipdsvc and press Enter,

Or
n Control Panel, choose the Semvices option, Then select Lpdsve in the Service list and

choose the Start button.

On the UNIX computer, you can use the Windows NT printer by typing 2 command such as the
following:

Ipr -8 NTHost -P LpdPrinter mylile. txt
Where:

B NTHosltis the Windows NT Server running the Lpdsvc service This Windows NT computer
should be listed in the HOSTS file on the UNIX computer or on the DNS server

B LpdPanter is the name of the printer created on NTHost.
B myfile.txt 1s the file to be printed.

The Lpdsve service is independent of the Lprmon service. The Lpimon service runs automatically
to allow a Windows NT computer (and all clients who can access this computer) to print to a
printer connected to a UNIX system, as described in the previous section
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Troubleshoa_ting TCP/IP

The following diagnostic utilines included with Microsoft TCP/IP can tbe used to find solutions to
TCP{IP networking problems.

Utility Usage

arp View the ARP (address resotution protocol) table on the local
computer to detect invalid entries.

hostname Print the name of the current host.

ipconfig Display current TCP/IP network configuration values, ang
update or release TCP/IP network configuration values.

nbtstat Check the state of current NetBIOS over TCP/IP connections,

update the LMHOSTS cache, and determine the registered
name and scope ID.

netstat Display protocol statistics and the state of current TCP/IP
conneclions

ping Verify whether TCP/IP is configured correctly and that a remote
TCP/IP system Is available.

fracert Check the route to a remote systern.

For complete details about the utilities included with Windows NT, see Chapter 11, “Utilitles
Reference." See also the online Command Reference.

These other Windows NT tools can be used for TCP/IP troubleshooting:

B Microsoft SNMP service, to supply statistical information to SNMP management systems, as
described in Chapter 2, “Installing Microsoft TCP/IP and SNMP."

B Event Viewer, (o track errors and events, as described in the Event Viewer chapter in the
System Guide.

B Performance Monitor, to analyze TCP/IP. FTP, and WINS server performance, as described in
Chapter 8, “Using Performance Monitor with TCP/IP Services.” (Microsoft SNMP must be
installed if you want to monitor TCP/P.)

¥ Registry Editor, to browse and edit Regisiry parameters, as described in README . WRI in
your \systemroot directory.
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Troubleshooting IP Configuration

If you have trouble installing Micresoft TCR/IP on your computer, follow the suggestions in the
ercor messages. You can also use the ping utility to Isolate network hardware problems ang
incompatible configurations, allowing you to verify a physical connection to a remote computer

Use the ping ulility to test both the host name and the IP address of the host. For the syntax and
description of the ping command. see Chapter 11, “Utilities Reference.”

B To test TCPIIP using the ping utility
1. If the computer was configured using DHCP, use Ipconfig to learn the |P address.

2. Use ping to check the loopback address by typing plng 127.0.0.1 and pressing ENTER at the
command prompt. The computer shouvld respond immediately.

If ping is not found or the command fails, check the event log with Event Viewer and look for
problems reported by Setup or the TCP/IP service,

3. To determine whether you configured IP properly, use ping with the |P address of your
computer, your default gateway, and a remote host.

If you cannot use ping successfully at any point, check the fallowing:
¥  The computer was restaned after TCP/IP was installed and configured

B The local computei’s IP address is valid and appears correclly in the TCP/P Configuration
dialog box

B The IP address of the default gateway and remote host are correct
B 1P routing Is enabled and the link between routers is operational

If you can use ping to connect to other Windows NT computers on & different subnet but cannot
connect through File Manager or with net use Wserverishare, check the foliowing:

B The computer is WINS-enabled (if the network includes WINS servers).

B The WINS server addresses are correct, and the WINS servers are functioning.
B The correct computer name was used.
n

The target host uses NetBIOS. If not, you must use FTP or Telnet to make a connection; in
lhis case, the target host must be configured with the FTP server daemon or Telnet server
daemon, and you must have correct permissions on the target host.

B The scope ID on the terget host is the seme as the local computer.
A router exists between your system and the target system.

LMHOSTS contains correct entnies, so that the computer name can be resclved. For more
information, see "Troubleshooting Name Resolution Problems” later in this chapter

B The computer is not configured to use WINS.
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Troubleshooting IP Configuration
Troubleshooting Name Resolution Problems

If the 1P address responds but the host name does not when you use ping, you have a name
resolution problem. In this case, use the following lists of common problems mn name resolution to
fingd solutions.

Name Resolution Problems in HOSTS
These problems can occur because of errors related to the HOSTS file:

The HOSTS file or DNS 8o not contain the paricular host name.

The host name in the HOSTS file or in the command |s misspelled or uses different
capitalization (Host names are case-sensitive,)

Aninvalid IP address is entered for the host name in the HOSTS file.
The HOSTS file contains multiple entries for the same host on separate lings.

A mapping for a computer name-to-IP address was mistakenly added to the HOSTS file
(rather than LMHOSTS).

Name Resolution Problems in LMHOSTS
These problems can occur because of errors related to the LMHOSTS flfe:

The LMHOSTS file does not contain an entry for the remote server.

The computer name in LMHOSTS is misspelled. (Notice that LMHOSTS names are converted
to uppercase.)

The 1P address for a computer name in LMHOSTS is not valid.
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Troubleshooting IP Configuration
Troubleshooting Other Connection Problems

In addttion to ping, the other diagnostic utilities such as netstat and nbtstat can be used to fing
and resolve connection problems. Although this is not a complete list, these examples show how
you might use these utilities to track down problems on the network.

B To determine the cause of Error 53 when connecting to a server

1. f the computer is on the local subnet, confirm that the name is spelled comectly and that the
target computer is running TCP/IP as well. If the computer 1s not on the local subnet, be sure
that its name and IP address mapping are avaiable in the LMHOSTS file or the WINS
database.

Error 53 is retumed if name resolution fails for a particular computer name.

2. Ifall TCP/IP elements appear 1o be installed properly, use ping with the remote computer to
be sure that its TCP/IP software is working.

B To determine the cause of long connect times after adding to LMHOSTS

B Because this behavior can accur with a large LMHOSTS file with an entry at the end of the
file, mark the entry in LMHOSTS as a preloaded entry by following the mapping with the #PRE
tag. Then use the nbtstat -R command to update the local name cache immediately.

Or
Place the mapping higher in the LMHOSTS file.

As discussed in Chapter 6, the LMHOSTS file is parsed sequentlially to locate entries without
the #PRE keyword. Therefore, you should place frequently used entries near the top of the file
and place the #PRE entries near the bottom.

B To determine the cause of connection problems when specifying a server name
H Use the nbtstat -n command to determine what name the server registered on the network.

The output of this command lists several names that the computer has registered. A name
resembling the computer's computer name should be present. If not, try one of the other
unique names displayed by nbtstat.

The nbtstat utility can aiso be used to display the cached entries for remote computers from
either #PRE entries in LMHOSTS or recently resolved names. If the name the remote
computers are using for the server is the same, and the other computers are on a remote
subnet, be sure that they have the computer's mapping in their LMHOSTS files.

B 1o determine why only IP addresses work for connections to foreign systems but not host
names

1. Make sure that the appropriate HOSTS file and DNS setup have been configured for the
computer by checking the host name resolution configuration using the Network icon in
Controt Pangl and then choosing the DNS button in the TCP/IP Configuration dialog box.

2. Ifyou are using a HOSTS file, make sure that the name of the remote computer is spelled the
same and capitalized the same in the file and by the application vsing it.

3. Ifyou are using DNS, be sure that the IP addresses of the DNS servers are correct and in the
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proper order. Use plng with the remote computer by typing both the host name and IP
address to determine whether the host name is being resolved propetly.
b To determine why a TCP/IP connection to a remote computer is not working properly

B Use the netstat -a command to show the status of all activity on TCP and UDP ports on the
local computer.

The state of 2 good TCP connection is usually established with 0 bytes in the send and
receive queuves. If data is blocked in either queue or if the state is irregular, there is probably &
problem with the connection. If not, you are probably experiencing network or application
delay.
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Troubleshooting Other Problems

This section presents some possible TCP/IP symptoms with recommendations for using the
diagnostic utilities to determine the source of the problems
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Troubleshooting Other Problems
Troubleshooting the FTP Server Service

B To determine whether the FTP Server service is installed correctly

B Use ftp on the local computer by typing the [P laopback address from the command ling; for
example, type ftp 127.0.0.1 and press ENTER.

The interaction with the server locally is identical to the interaction expected for other
Windows NT (and most UNIX) clients. You can also use this utility to determine whether the
directories, permissions, and so on are configured properly for the FTP Server service,
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Troubleshooting Other Problems
Troubleshooting Telnet

b 1o determine why the banner displayed with Telnet identifies a different computer, even
when specifying the correct IP address

1. Make sure the DNS name and hosts table are up to date.

2. Make sure thal two computers on the same network are not mistakenly configured with the
same IP address.

The ethernet and IP address mapping is done by the ARP (address resolution protocol)
module, which believes the first response it receives. Therefore, the impostor computer's reply
somelimes comes back before the intended computer's reply.

These problems are difficult to isolate and track down. Use the arp -g command to display
the mappings in the ARP cache. if you know the ethernet address for the intended remote
computer, you can easily determine whether the two match (f not, use arp -d to delete the
entry, then use ping with the same address (forcing an ARP), and check the ethernet
address in the cache again by using arp -g.

Chances are that if both computers are on the same network, you will eventually get a
different response. If not, you may have to fitter the traffic from the impostor host to determine
the owner or location of the system.
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Troubleshooting Other Problems
Troubleshooting Gateways

B To determine the cause of the message, "Your default gateway does not belong to one of
the configured interfaces..." during Setup

B Find out whether the default gateway is located on the same logical network as the

computer's network adapter by comparing the network ID portion of the default gateway's |P
address with the network |D(s) of any of the computer's network adapters

For example, a computer with a single network adapter configured with an IP address of
102.54 0 1 and a subnet mask of 255.255.0.0 would require that the defadlt gateway be of the
form 102.54.8.0 because the network 1D porton of the IP interface 1s 102.54.
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Troubleshooting TCP/IP Database Files

The following UNIX-style database files are stored in the \systemroo\SYSTEMI2ADRIVERS\ETC
when you install Microsoft TCP/P:

Filename
HOSTS

LMHOSTS

NETWORKS

PROTOCOLS

SERVICES

Use

Provides hostname-to-IP address resolution for Windows
Sockets applications

Provides NetBIOS name-to-iP address resolution for Windows
networking

Provides network name-to-network ID resolution for TCP/IP
management

Provides protoco!l name-to-protocol 1D resolution for Windows
Sockets applications

Provides service name-to-port ID resolution for Windows
Sockets applications

To troubleshoot any of these files on a local computer:

B Make sure the format of entries in each file matches the format defined in the sample file
originally installed with Microsoft TCP/IP

Check for spelling or capitalization errors.

Check forinvalid {P addresses and identifiers.
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This chapter Is a reference for using Microsoft TCP/IP utilittes, which provide diagnostic and
connectivity utilities for network and connectivity administration These client utilities are provided
for file transfer, terminal emulation, and network diagnostics. Besides the conneclivity support built

into Windows NT, some third-party vendors are developing advanced connectivity utilities such as
X Window servers, Network File System (NFS) implementations, and so on.

Diagnostic commands help you detect TCP/IP networking problems. Connectivity commends

ailow users to interact with and use resources on non-Microsoft hosts such as UNIX workstations.

The following commands are included:

B Diagnostic commands: arp, hostname, ipconfig, Ipq, nbtstat, netstat, ping, route, and
tracert

®  Connectivity commands: finger, ftp, Ipr, rep, rexec, rsh, telnet, and tftp

Important

The fip, ftpsve, rexec, and telnet utilities all rely on password authentication by the remote
computer. Passwords are not encrypted before being sent over the network. This allows another
user equipped with a network analyzer on the same network {0 steal 2 user's remote account
password. For this reason, it is strongly recommended that users of these utitities choose different
passwords for their Windows NT workgroup, workstation, or domain from the passwords used on
systems they are connecting to that are not Microscft systems. All passwords used by Windows
networking services are encrypted.

B 10 get help on TCP/IP utilities

¥ Atthe command prompt, type the command name with -2. For example, type nbtstat -? 1o
get help on this command.

Or
1. In the Program Manager Main group, double-click the Windows NT Help icon.
2. Inthe Windows NT Help window, dick the Command Reference Help dutton.
3. In the Commands window, click 2 command name.

Or

Choose the Search button in the Commang Reference window, and then type a command
name in the box or select a command name from the list.

Note
Switches used in the syntax for TCP/IP commands are case-sensitive. For example, for nbtstat,
the switch R has a different effect from the - switch.
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arp

This diagnostic command displays and modifies the IP-ic-Ethernet or Token Ring physica!
address lranslation tables used by the Address Resoiution Protocol (ARP).

Syntax
arp -a [inet_addr| (N [if_addrjarp <t inet_addr {if_addr)arp & inet_addr ether_addr {if addr]

Parameters

a
Displays current ARP entries by querying TCP/IP . If inel_addr is specified, only the IP and
physical addresses for the specified computer are displayed.

Deletes the entry specified by inet_ador.

Adds an entry in the ARP cache 10 associate ihe IP address inet_addr with the physical
address ether_addr. The physical adoress is given as 6 hexadecimal bytes separated by
hyphens. The IP address is specified using dotted decimal notation. The entry is permanent,
that is, it will not be automatically removed from the cache after the timeout expires.

N [/_adar|
Dispiays the ARP entries for the network interface specified by # addr.

ether_addr
Specifies a physical address.

it_addr
Specifies, if present, the IP address of the inlerface whose address translation table should bs
madified. If nol present, the first applicable interdace will be used.

inet_eddr
Specifies an IP address in dotted decimal notation.
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finger

This connectivity command displays information about 2 user on a specified system running lhe
Finger service. Oulput varies based on the remote system.

Syntax
finger [-1] [userj@host [...]

Parameters
-

Displays information in long list format; not supported cn all remote systems.
user

Specifies the user you want information about Omit the user parameter to display information
about all users on the specified host

@host
Specifies the host name or the IP address of the remote system whose users you want
information about.
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ftp

This connectivity command transfers files (0 and from a computer running an FTP service. Ftp can
be used interactively or by processing ASCI| text files.

Syntax

ftp (] [-n] [-] [d] (0] [hos!] [-s: flename)

Parameters
v

40f18

Suppresses display of remote server responses.

Suppresses autologon upon initial connection.
-i
Turns Off interactive prompting during multiple file transfers.

Enables debugging, displaying all ftp commands passed between the client and server.

Disables filename globbing, which permits the use of wildcard characters in local file and path
names. (See the glob command in the online Command Reference. )

host
Specifies the host name or IP address of the remote host (o connect to.

-s: filename
Specifies a text file containing ftp commands; the commands will autornatically run after ftp
starts. Use this switch instead of redirection (>).

The following table shows the ftp cornmands available when the FTP service is installed on a
Windows NT computer. For details about syntax for individual ftp commands, choose the fip
commands topic in the Commands list in Command Reference.

FTP Commands in Windows NT

Command Purpose

| Runs the specified command on the local computer.

? Displays descriptions for ftp commands. ? is identical to help.

append Appends a local file {6 a file on the remote computer using the
current file type setting.

ascli Sets the file transfer type to ASCII, which is the default.

bell Togales a beli to ring after each file transfer command is
complefed. By default, the bell is off.

binary Sets the flle transfer type to binary.

bye Ends the FTP session with the remote computer and exits #p.

cd Changes the working directory on the remote computer.

close Ends the FTP session with the remote server and retums to the
commang Interpreter.

debug Toggles debugging. When debugging is on, each command

sent to the remote computer is printed, preceded by the string
--->, By default, debugging is off.

delete Oeletes files on remote computers.
dir Displays a list of a remote directory’s files ang subdirectories.
disconnect Disconnects from the remote computer, retaining the ftp prompt.
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get
glob
hash
help
led
literal
Is

mdelete
mdir

mget

mkdir

‘mils
mput

open
prompt

put

pwd
quit
quote

recv

remotehelp
rename
rmdir

send

status
trace

type

user
verbose
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Copies a remote file to the local computer using the current file
transfer type.

Toggles filename globbing. Giobbing permits use of wildcard
characters in local file or path names. By default, globbing is on.

Toggles hash-sign (#) printing for each data block transferred.
The size of a data block is 2048 bytes. By default, hash-sign
printing is off.

Displays descriptions for ftp commands.

Changes the working directory on the local computer. By
default, the current directory on the local computer is ysed.

Sends arguments, verbatim, to the remote FTP server. A single
FTP reply code is expected in return.

Displays an abbreviated list of a remote directory’s files and
subdirectories.

Deletes files on remote computers.

Displays a list of a remote directory's files and subdirectories.
Mdir allows you to specify multiple files.

Copies remote files to the local computer using the current file
transfer type.

Creates a remote directory.

Displays an abbreviated list of a remote directory's files and
subdirectories.

Copies local files to the remote computer using the current file
transfer type.

Connects to the specified FTP server.

Toggles prompting. Ftp prompts during multiple file transfers to
allow you to selectively retrieve or store files; mget and mput
transfer all files if prompting is turned off. By default, prompting
is on.

Copies a local file to the remote computer using the current file
transfer type.

Displays the current directory on the remote computer.
Ends the FTP session with the remote computer and exits ftp.

Sends arguments, verbatim, to the remote FTP server. A single
FTP reply code is expected in return. Quote is identical to
literal.

Copies a remote file to the local computer using the current file
transfer type. Recv is identical to gef.

Displays help for remote commands.
Renames remote files.
Deletes a remote directory.

Copies a local file to the remote computer using the current file
transfer type. Send is identical to put.

Displays the current status of FTP connections and toggles.

Toggles packet tracing:; trace displays the route of each packet
when running an ftp command.

Sets or displays the file transfer type.

Specifies a user to the remote computer.

Toggles verbose mode. If on, all ftp responses are displayed;
when a file transfer completes, statistics regarding the
efficiency of the transfer are also displayed. By default, verbose
is on.
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hostname

This diagnostic commmand prints the name of the current hast.

Syntax
hostname
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ipconfig

This diagnostic command displays all current TCP/IP network configuration values. This command
is of particular use on systems running DHGP, allowing users to determine which TCP/IP
configuration values have been configured by DHCP, With no parameters, ipconfig displays all of
the current TCP/IP configuralion values, including IP address. subnet mask, and WINS and DNS
configuration.

Syntax
ipconfig [fall | /renew [adapter] | frelease [2dapter])

Paramgters

2l
Produces a full display. Without this switch, ipconfig displays only the |P address, subnet
mask, angd default gateway values for each network carg.

renew [adapter)
Renews DHCP configuration parameters. This option is available only an systems running the
DHCP Client service. To specify an adapter name, type the adapter name that appears when
you use tptonfig without psrameters. For example, in the illustration above, the adapter
name is Lance1.

release |adapter)
Releases the current DHCP configuration. This option disables TCP/IP on the local system
and is available only on BHCP clients. To specify an adapter name, type the adapter name
that appears when you use ipconfig without parameters.
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S

Ipq

This diagnostic utility is used to cbtain stalus of a prnl queue on a host running the LPD server,

Syntax
Ipq -S Server -PPrinter []

Paramelters
-SServer
Specifies ihe name of the host that has the printer attached to it.
P Printer
Specifias tha name of the printer for the desired queue,
-}

Specifies 1hal a detailed status should be given.
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lpr

This connedtivity utility is used to print a file to a host running an LPD server.

Syntax
lpr -S Server -PPrinter (€ Class] [~JJobname) filename

Parameters
-8 8erver
Specifies the name of the host thal has lhe printer altached to it
-P Printer
Specifies the name of Ihe prinler for the desired queue.
GClass
Specifies the content of the banner page for the class.

~JJobname
Specifies the name of this job.

flename
The name of the file fo be printed.
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nbtstat

This diagnostic command displays protocol statistics and current TCPJ/IP connections using
NeiBIOS aver TCP/IP.

Syntax
nhtstat [<] [n] [R] [+] [-S] [8] [Interval]

Parameters

Lists the contents of lhe NetBIOS name cache, giving the IP address of each name.

N
Lists focal NetB1OS names.
R
Reioads the LMHOSTS file after purging all names from fhe NetBIOS name cache.
.r
Lists name resolution siatistics for Windows networking On a Windows NT compuier
configured to use WINS, this option returns the number of names resolved and registered via
broadcast or via WINS.
S
Displays both workstation and server sessions, listing the remote hosts by IP address only.
<
Displays both workstailion and server sessions. It atiempts to conved the remote host IP
address to @ name using the ROSTS file,
interval

Redisplays selected stalistics, pausing interval seconds between each display. Press CuirC
to stop redisplaying siatislics. If this parameter is omitted. nbtstat prints the curent
configuration information once.

Notes

The column headings generated by the nbtstat utility have the following meanings.

In
Number of bytes received.
Out
Number of byles sent
In/Out
Whether the connection 1s from the computer (outbound) or from another system to the lecal
computer (inboundg).
Life
The remaining lime that a name table cache entry will live before it is purged.
Local Name
The local NelB!CS name associaied with the connection
Remote Host
The name or |P address associated with the remote host.
Type
This refers to the lype of name. A name can either be a vnique name or a group name.
<03>
Each NetBIOS name is 16 characters lang The last byte often has special significance,
because the same name can be present several times on & computer. This notation 1s simply
the last byte converled to hexadecimal. For example, <20> is a space in ASCIL.
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State
The state of NetBIOS connections. The possible states are shown in the following list:

State Meaning

Connected The session has been established

Associated A connection endpoint has been created and associated
with an IP address

Listening This endpoint is available for an inbound connection

idle This endpoint has been opened but cannot receve
connections

Connecting The session 15 in the connecting phase where the
name-to-IP address mapping of the gestination is being
resolved

Accepting An inbound session is currently being accepted and will be

connected shorlly
Reconnecling A session is trying to reconnect if it failed to connect on the

first attempt

Qutbound A session is in the connecting phase where the TCP
connection is currently being created

lnbound An inbound session is in the connecting phase

Disconnecting A session is in the process of disconnecting

Disconnected The local computer has issued a disconnect, and it is
waiting for confirmation from the remote system
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netstat
This diagnostic command displays prolocol statistics and current TCP/IP network connections.
Syntax
netstat [-a] [-e][n|[s] [-p protocol] [] [interval]
Parameters
-a
Displays all connections and listening ports; server connections are usually not shown.
€
Displays Ethernet statistics. This may be combined with the s option.
n
Displays addresses and port numbers in numericat formn (rather than attempling name
lookups).
-p protoco!
Shows connections for the protocal specified by profocol, protocol can be tep or udp. If used
with the s option to display per-protocol statistics, protoco! ¢an be tcp, udp, or ip.
_r
Displays the contents of the rouling table.
S

Displays per-protocol statistics. By default, statistics are shown for TCP, UDP and IP; the -p
option may be used to specify a subset of the defaull.

interval
Redisplays selected statistics, pausing interval seconds between each display. Press Cui+C
to stop redisplaying slatistics. If this parameter is omitted, netstat prints the current
configuration information once.

Notes
The netstat ultility provides statistics on the following network components.

Statistic Purpose
Foreign The IP address and port number of the remote computer to
Address which the socket is connected. The name corresponding to the

IP address is shown instead of the number if the HOSTS file
contains an entry for the IP address. In cases where the port is
not yet established, the pont number is shown as an asterisk (7).

Local Address The |P address of ihe local computer, as well as the port
number the connection is using. The name corresponding to the
IP address is shown nstead of the number if the HOSTS file
contains an entry for the IP address. In cases where the port is
not yet established, the port number is shown as an asterisk {*).

Proto The name of the protocol used by the connection.

(state) Indicates the state of TCP connections only. The possible
slates are:
CLOSED FIN_WAIT_1
SYN_RECEIVED
CLOSE_WAIT FIN_WAIT_2 SYN_SEND
ESTABLISHED LISTEN TIMED_WAIT
LAST_ACK
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ping

This diagnostic comrnand verifies connections to one or more remole hosts.

11 of 18

Syntax
ping [4] (-a] [-n count] [~} length] [£] [~ (] [~ tos] [+ count] (6 count] [ host-ist] | (K
host-list]] [-w timeout] destinalion-fist

Parameters

4
Pings the specified host until interrupted.

-a
Resoclve addresses to hostnames.

-n count
Sends the number of ECHO packets specified by count. The default is 4.

-1 length
Sends ECHO packets containing the amount of data specified by fength The default is 64
bytes; the maximum is 8182.

+f
Sends a Do Not Fragment flag in the packet. The packet will not be fragmented by gateways
on the route.

- 1
Sets the Time To Live field to the value specified by (/.

v fos
Sets the Type Of Service field to the value specified by t0s.

- count
Records the route of the outgoing packet and the returning packet in the Record Route field. A
miimum of 1 to a maximum of 18 hosts must be specified by count.

& count
Specifies the timestamp for the number of hops spacified by count

- host-ist
Routes packets via the list of hosts specified by host-fist. Consecutive hosts may be
separated by intermediate gateways (lcose source routed). The maximum number aliowed by
IPis 9.

K host-list
Routes packets via the list of hosts specified by host-/ist. Conseculive hosts may not be
separaled by intermediate gateways (strict source routed). The maximum number ellowed by
1P is 8.

-w timeout

Specifies a timeout intesval in milliseconds.

destination-list
Specifies the remole hosts to ping.

Note

The ping command verifies connections fo remote host or hosts by sending ICMP echo packets
to the host and listening for echo reply packets Ping waits for up to 1 second for each packet
sent and prints the number of packets transmitted and received. Each received packet is validated
against (he transmitted message. By defaulf, four echo packets containing 64 byles of data (a
periodic uppercase sequence of alphabetic characters) are transmitted.

You can use the ping utility to test both the host name and the IP address of the host. If the IP
address is verified but the host name is not, you may have a name resolution problem. In this
case, be sure that the host name you are querying is in either the local HOSTS file or in the DNS
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database.
The following shows sample oulput for ping:

C:\>ping ds.internic.nel

Pinging ds.internic.net [192.20.239.132] with 32 bytes of data:

Reply from 192.20.235.{32: bytes=32 time=)0)ms TTL=243
Reply from 192.20.235.132: bytes=32 time=100ms TTL=243
Reply ttom 192.20.239,132: bytes=32 time={20ms TTL-243
Reply from 192.20.239.132: bytes=32 time=(20ms TTL=243
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rcp -

This conneclivity command copies files between a Window NT computer and a system running
rshd, the remote shell server. The rcp command can also be used for third-party transfer to copy
files between two computers running rshd when the command is issued from a Windows NT
¢computer. The rshd server is available on UNIX computers, but not on Windows NT, so the
Windows NT computer can only paricipate as the system from which the commands are issued.

Syntax
rep [-a | b] [-h] (4] source? source? . . sourceN destipation

Parameters

-2
Specifies ASCII transter mode. This mode converts the carmiage return/linefeed characters to
carmiage returns on outgoing files. and linefeed characters to carriage return/linefeeds for
incoming files. This is the default transfer mode

Specifies binary image transfer mode. No camiage retum/linefeed conversion is performed.

Transfers source files marked with the hidden attribute on the Windows NT computer. Without
this option, specifying a hidden file on the rcp command line has the same effect as if the fite
did not exist.

Recursively copies the contents of all subdirectories of the source to the destination. 8oth the
source and destination must be directories.

source and destinalion
Must be of the form [host[. user]:]fifename. If the [hos!(.user]:] portion is omitted, the host s
assumed to be the local computer. If the user portion is omitted, the currently togged on
Windows NT username is used. If a fully qualified host name is used, which contains the
period (.} separators, then the [. user] must be included. Othenwise, the Iast part of the
hostname will be interpreted as the username. If multiple source files are specified, the
destination must be a directory.

if the filename does not begin with a forward slash (/) for UNIX or a backward slash (\) for
Windows NT systems. it is assumed to be relative to the current working directory. On
Windows NT, this is the directory from which the command is issued. On the remote system,
itis the logon directory for the remote user. A pericd (.} means the current directory. Use the
escape characters (\, “, or ') in remote paths to use wildcard characters on the remote host,

Notes

Remote Privileges

The rep command does not prompt for passwords; the current or specified user name must exist
on the remote host and allow remote command execution via rep.

The .rhosts file specifies which remote system or users can assess a tocal account using rsh or
rcp. This file (or 2 HOSTS equivalent) is required on the remote system for access to & remote
system using these commands. Rsh and rep both transmit the local username to the remote
system. The remote system uses this name plus the IP address (usually resolved to a host name)
or the requesting system to determine whether access is granted. There is no provision for
specifying a password (o access an account using these commands.

if the user is fogged on to a Windows NT Server domain, the domain controller must be available
to resolve the currently logged on name, because the logged on name is nol cached on the local
computer. Because the username is required as part of the rsh protocol, the command will fail if
the username cannot be obtained.
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The .rhosts File

The .rhosts file is a text file where each line is an eniry. An entry consists of the local host name,
the local user name, and any comments about the entry. Each entry is separated by a tab or
space, and comments begin with a2 hash mark (¥), for example:

computerS  mari¢ #This computer (s in room 3 1A

The .rhosts file must be in the user's home directory on the remote computer. For more
information about a remote computer's specific implementation of the .rhosts file, see the rempte
system’s gocumentation.

Additionally, have your host name added to the remote system's /ETC/HOSTS file. This will allow
the remote system to authenticate remote reguests for your computer using the Microsoft TCP/IP
utilities.

Specifying Hosts

Use the host,user variables to use a user name other than the current user name. If host.user is

specified with source, the .rhosts file on the remote host must contain an entry for user. For
example.

rep rhino johnb. filel buffalo.admin:filc2

The .rhosts file on BUFFALO should have an entry for Johnb on RHINO.

If 2 host name is supplied as a full domain name containing dots, a user name must be appended
to the host name, as previously described. This prevents the last element of the domasin name
from being Interpreted as a user name. For example,

rcp domain-namel.user;joham domain-name2 user bille

Remote Procassing

Rerote processing is performed by a command run from the user's logon shell on most UNIX
systems. The user's .profite or .cshre is executed before parsing filenames., and exported shell
variables may be used (using the escape character or guotation marks) in remote filenames.

Copying Files
If you attemp? to copy a number of files to a file rather than a directory, only the last file is copied.
Also, the rep command cannot copy a file onto itself,

Examples
These examples show syntax for some common uses of rep,
To copy a local file to the logon directory of a remote computer:

1cp filename remotecomputer:
To copy 2 local file to an existing directory and a new filename on a remote computer:

tep filename remotecomputer /directory/newfilename

To copy multiple local files to & subdirectory of a remote logon directory:

rep filel file2 file3 remotecomputer:subdirectoryifilesdiveciory
To copy from a remote source to the current directory of the local computer:
rcp remotecompurer filename .

To copy from multiple files from multiple remote sources 10 a remote destination with different
usemames:

rcp remole . userl filel remote2.user:file2 remotedest destuser:directory

To copy from a remote system using an |P address to a local computer (where the username I1s
mandatory because a period is used in the remote system name):

rep 1110102  Lser filename filename
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rexec

This connectivity command runs commands on remote hosts running (he rexecd sérvice. Rexec
authenticales 1hs user name on the remote host by using a password, before execuling the
specified command.

Syntax
rexec host [-| usemame] [n] command

Parameters
host
Specifies the remote host on which to run command.

-l usemame
Specifies the user name on the remote host.

.r‘
Redirects the input of rexec to NUL.

command
Specifies the command to run.

Notes
Rexec prompts the user for a password and authenlicates the password on the remote host. If the
authenlication succeeds, the command Is executed.

Rexec copies slandard input 1o the remote command, standard output to its standard output, and
standard error to its standard ecror. Interrupt, quit, and {erminate signals are propagated lo the
remote command. Rexec normally terminates when the remote command does.

Use quolalion marks around redirection symbofs 10 redirect onto the remote host. If quotation
marks are nol used, redirection occurs on the local computer For example, the following
command appends the remole file remotefile to the local hile locailile:

rexec otherhost cat remolefile >> localfile

The fallowing command appends the remolte file remotefile 1o the remote file otherremotefile:

rexec otherbost cat remotefile ">>" olherremotcfile

Using Interactive Commands

You cannot run most interaclive commands. For example, vi or emacs cannot be run using rexec
. Use telnet to run interactive commands.
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route

This diagnostic command manipulates network routing tables.

Syntax
route [{] [command [destination] [MASK netmask| (gatewayl]

Parameters

-f
Clears the routing tables of all gateway entries. If this parameter is used in conjunction with
one of the commands, the tables are cleared prior to running the command.

command
Speacifias one of four commands.
Command Purpose
print Prints a route
add Adds a route
delete Deletes a route
change Madifies an existing route
destination
Specifies the host to send command.
MASK
Specifies, If present, that the next parameter be interpreted as the netmask parameter,
netmask

Specifies, if present, the subnet mask value to be associaled with this route eniry. If not
present, this parameter defaults to 255.255.255.255.

gateway
Specifies the gateway.
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rsh

This connectivity command runs commands on remote hosts running the RSH service. For
information about the rhosts file, see the Rop command.

Syntax
rsh host [-| usemame] (1] command

Parameters
host
Specifies the remote host on which to run command’.

-l usemame
Specifies the user name to use on the remote host. If omitted, the logged on user name is
used.

-n
Redirects the input of rsh to NUL.

command
Specifies the command to run.

Notes

Rsh copies standard input to the remote command, standard output of the remote command 1o its
standard output, and the standard error of the remote command to its standard error. Rsh normally
terminates when the remote command does.

Using Redirection Symbals

Use quotation marks around redirection symbols to redirect onto the remote host. if quotation
marks are not used, redirection occurs on the local computer. For example, the following
command appends the remote file remotefile 1o the local file focalfile:

rsh otherhost cat remotefile >> localfile

The foliowing command appends the remote file remotefile 1o the remote file otherremotefile

rsh otherhost cat remolefile “>>" otherremotefile

Using Rsh on a Windows NT Server Domain

If the user is logged on to 2 Windows NT Server domazin, the domain controller must be available
to resolve the currently logged on name, because the logged on name is not cached on the local
computer. Because the usemame is required as part of the rsh protocol, the command will fail if
the usemame cannot be oblained.
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telnet

This connectivity command starts {erminal emulation with a remote system running a Telnet
service Telnet provides DECw VT 100, DEC VT 52, or TTY emulation, using connection-based
services of TCP.

To provide terminal emuiation from a Windows NT computer, the foreign host must be configured
with the TCP/IP program, the Telnet server program or daemon, and a user account for the
Windows NT computer,

Note
Microsoft does not provide the Telnet server daemon (telnetd).

Syntax
telnet [host [port]]

Parameters

host
Specifies the host name or IP address of the remote system you want to connect to, providing
compalibility with applications such as Gopher and Masaic

port
Specifies the remote port you want to connect to, providing compatibility with applications
such as Gopher and Mosaic. The default value is specified by the telnet entry in the
SERVICES file, if no entry exists In the SERVICES file, the default connection paort value is
decimal 23.

Notes

The Telnet application 18 found in the Accessories program group after you install the TCP/IP
connectivity utiliies. Telnetis a Windows Sockets-based application that simplifies TCP/IP
terminal emulation with Windows NT.

N 7o use Telnet

1. Double-click the Telnet icon in the Accessories program group.
Or
Al the command prompt, type telnet and press ENTER.
2. From the Connect menu in the Telnet window, choose Remote System.

3 In the Connect dialog box, type the host name you want to connect to, and then choose the
Connect bution.

A connection is made, and you can begin 8 work session.
4 Toend a session, choose the Disconnect ccmmand from the Connect menu.

You can specify your preferences for items such as emulation options, the screen font, and color
by choosing Preferences from the Terminal menu. You ¢an also use commands from the Edit
menu to select, copy, ang paste text from the Clipboard. For information about Telnet options, see
the online Help.
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This connectivity command transfers files to and from a2 remote computer running the Trivial File

Transfer Protocol (TFTP) service. This ulility is similar to ftp, but It does nol provide user
authentication, although the files require read and write UNIX permissions.

Syntax
titp (-] host [get | put] source [destinstion)

Parameters

4
Specifies binary Image transfer mode (also called oclel). In binary image mode, the file is
moved literally byte by byte. Use this mode when trangferring binary files.
If -i is ornitted, the file is transferred in ASCH mode. This is the default fransfer mode. This
mode converts the end-of-line (ECL) cheracters to a carriage retum for UNIX and a carriage
returnflinefeed for personal computers. This moda should be used when transferring texd files.
If 2 file fransfer is successful, the data transfer rate is displayed.

host
Specifies the local or remote host.

get
Transfers destination on the remole computer to source on the local computer.
Since the TFTP protocol does not support user authentication, the user must be logged on,
and the files must be writadle on the remote computer.
put
Transfers source on the local computer (o destination on the remote compuler.
source
Specifies the file ta transfer.
destination

Specifies where to transfer the file.
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tracert

This diagnostic utility delermines the route taken to a destination by sending Internel Control
Message Protocel (ICMP) echo packets with varying Time-To-Live (TTL) values fo the destinalion.
Each router along the path is required to decrement the TTL on a packet by at least 1 before
forwarding it, so the TTL is effectively a hop count. When the TTL on a packet reaches 0. the

router is supposed 10 send back an ICMP Time Exceeded message to the source system. Tracert
dotermines the route by sending the first echo packel with a TTL of 1 and incrementing the TTL by
1 on each subsequenl transmission until the larget responds or the maximum TTL is reached. The
route is determined by examining the ICMP Time Exceeded messages sent back by intermediate
routers. Notice that some routers silenlly drop packets wilth expired time-to-live (TTLs) and will be
invisible {o tracert.

Syntax
tracert (d] [-h maximum_hops| [-] host-fist] (-w timeoul) largel_name

Parameters
d
Specifies not to resolve addresses to hosinames.

- maximum_hops

Specifies maximum number of hops (o search for target.
4 host-list

Specifies loose source roule along host-fist.

-w fimeout
Waits the number of miliiseconds specified by timeodt for each reply

Notes

The following shows sample output for tracenrt. The first column is the hop number, which is the
Time To Live (TTL) value set in the packel. The next three columns are the round-irip times in
milliseconds for three attempts to reach the destination with that TTL value. An asterisk (*) means
that the attempt timed oul. The fourth column is the hostname (if it was resolved) and IP address
of the responding system.

C:>rracert dsantemic.nel

Tracing routc 1o ds.intcrnic.ncl [198.49.45.10)
over a maximum of 30 haps'

{ <10ms<IOms * [131.107.1.100]

2 10 ms <10 ms 10 ros scattlel-gw.nwnot.net [192.80.12.82)

3 * 10ms 10 msenssl43-coctawnct.net (192.35.180.2]

4 20ms * 10 ms13-3.seattle-cnssB.t3.ans,net [140,222,88 4]

5 30 ms 30 ms 20 nws 13-0.los-angeles-cnss§.t3.ans.0et [ 140.222.8,
6 70 ms 70ms 80 ms t3-0.ncw-york-cnss24.3 ans.net [ 140.222.24.1]
7 80ms 81 ms RO ms t3-0.denver-cnss40.03.ans.net [ 140222.40.1]

§ 100 ms 91 ms 90 ms t3-1 new-york-cnss32.t3.ans.net | 140.222,32.2}
9 90 ms 90 s 91 ms mf-D.ncw-york-criss36.3.ans.nct [140.222.32.196)
10 100 s 90 mz 91 ms t1-0.cnss222.3.ans.net [140.222.222.1]

11 140 s 19} ms 100 ms ds.intemic net [198.49.45.10]

Trace complete.
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MIB Object Tybéé for Windows NT

This appendix lists the objects in the LAN Manager MIB |I, DHCP MIB, and WINS MIB, and
provides a brief description of each

The following MIB objects are listed n this appendix:

B LAN Manager MIB Il for Windows NT objects, including Common group, Server group,
Workstation group, and Domain group

B Microsoft DHCP objects

B Microsoft WINS objects

This appendix assumes that you are familiar with network management, TCP/IP, ang SNMP. It
also assumes that you are familiar with the cancept of a management information base (MI8). If
you are not familiar with TCP/IP or the Internet MIB 2, see Infernetworking with TGP/IP by Douglas
E. Comer (Prentice Hall, 1991) and The Simpte Book by Marshall T Rose (Prentice Hall, 1391).
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LAN Manager MIB Il for Windows NT Objects

The LAN Manager MiB Il for Windows NT conlains a sel of objecls specifically designed to
support computers running Windows NT. Nolice that there are fewer objects In the LAN Manager
MIB Il for Windows NT than the LAN Manager MIB Il for OS/2 because of differences in the
operating sysiem.

All LAN Manager MIB il objects apply to computers running Windows NT Workstation and
Windows NT Server.
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LAN Manager MIB Il for Windows NT Objects

Common Group

comVersionMaj {common 1}
The major release version number of the Windows NT software.

comVersionMin {commeon 2)
The minor release version number of the Windows NT software.

comType {common 3}
The type of Windows NT software this system is running

comStatStart {common 4}
The time, in seconds, since January 1, 1970, at which time the Windows NT statistics on this
node were (ast cleared. The comStatStart objecl applies to the following statistical objects:

comStatNumNetlOs  svStatErrorQuts wkstaStatSessStarts
comStatFiNetlOs svStatPwErrors wkstaStatSessFails
comStatFcNetlOs svStatPermErrors wkstaStatUses
svStatOpens svStatSysErrors whkstaStatUseF ails
svStatDevOpens svStatSentBytes whkstaStatAutoRecs
svStatJobsQueued svStatRcwdBytes

svStatSOpens svStatAvResponse

comStatNumNetlOs {common 5}
The number of network O operations submitted on this node

comStatFiNetlOs {common 6}
The number of network IO operations on this node that failed issue.

comStatFcNetlOs {commaon 7}
The number of network /O operations on this node that failed completion.
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LAN Manager MIB Il for Windows NT Objects
Server Group

svDescription {server 1}
A comment describing the server.

svSveNumber {server 2}
The number of network services installed on the server.
svSvcTable {server 3}
A list of service entries describing the network service installed on the server.
svSvcEntry {(svSvcTable 1}
The names of the netwark services installed on the server.
svSvcName {svSvcEntry 1}
The name of 28 Windows NT network service.
svSvcinstalledState (svSvcEntry 2}
The installation status of a network.
svSvcOperatingState {svSvcEntry 3}
The operating status of a network semnvice.
svSveCanBeUninstalled {svSvcEntry 4}
Indicates whether the network service specified by this entry can be removed,

svSvcCanBePaused {svSvcEntry 5}
Indicates whether the network service specified by this entry can be paused

svStatsOpen {server 4}

The total number of files that were opened on the server,
svStatDevOpens {server 5)

The total number of cormmunication devices that were opened on the server.
svStatQueuvedJobs {server 6}

The total number of print jobs that were spooled on the server.
svStatSOpens (server 7}

The number of sessions that were started on the server.
svStatErrorOuts {server 8]

The number of sessions disconnected because of an error on the server.
svStatPwErrors {server 9}

The number of passward violations encountered on the server.
svStatPermErrors {server 10}

The number of access-permission violations encountered on the server.
svStatSysErrors {server 11}

The number of systermn errors encountered on the server.
svStatSentBytes {server 12}

The number of bytes sent by the server.
svStatRcvdBytes {server 13}

The number of bytes received by the server.

svStatAvResponse {server 14}
The mean number of milliseconds it teok the server to process a workstation /O request (for
example, the average time an NCB sat at the server).

svSecurityMode {server 15}
The type of security running on the server.

svUsers {server 16}
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The number of concurrent users the server can support.
svStatReqgBufsNeeded {server 17}
The number of times the server requested allocation of additional buffers.

svStatBigBufsNeeded {server 18}
The number of times the server needed but could not allocate a big buffer while processing a
client request.

svSessionNurnber {server 19}
The number of sessions on the server.

svSessionTable {server 20}
A list of session entries corresponding to the current sessions that clients have with the server.

svSessionEntry {svSessionTable 1}
A session that is currently established on the server.

svSesClientName {svSessionEntry 1}
The name of the remote computer that established the session.

svSesUserName {svSessionEntry 2}
The number of connections to server resources that are active in the current session.

svSesNumConns {svSessionEntry 3}
The number of connections to server resources that are active in the current session.

svBesNumOpens {svSessionEnftry 4}
The number of files, devices, and pipes that are open in the current session.

svSesTime {svSessionEntry 5}
The length of time, in seconds, since the current session began.

svSesldleTime {svSessionEntry 6}
The length of time, in seconds, that the session has heen idle.

svClientType {svSessionEntry 7}
The type of client that established the sessicn.

svSesState {svSessionEntry 8}
The state of the current session. {Setting the state of an active session to deleted with
netSessionDel deletes the client session. The session state cannot be set to active )

svAutoDisconnects {server 21}
The number of sessions that the server automatically disconnected because of inactivity.

svDisConTime {server 22}
The number of seconds the server waits before disconnecting an idle session.

svAuditLogSize {server 23}
The maximum size, in kilobytes, of the server's audit log.

svUserNumber {server 24}
The number of users who have accounts on the server.

svUserTable {server 25}
A table of active user accounts on the server.

svUserEntry {svUserTable 1}
A user account on the server.

svUserName {svUserEntry 1}
The name of a user account.

svShareNumber {server 26}
The number of shared resources on the server.

svShareTable {server 27}
A table of the shared resources on the server.

svShareEntry {svShareTable 1}
A table corresponding to a single shared resource on the server.

svShareName {svShareEntry 1}
The name of a shared resource.

svSharePath {svShareEntry 2}

Page 295 of 315



The local name of a shared resource.
svShareComment (svShareEntry 3}
A comment associated with a shared resource.
svPrintQNumber (server 28}
The number of printer queues on the server,
svPrintQTable {server 29}
A table of ihe printer queues on the server.
svPrintQEnNtry (svPriniQTable 1}
A table entry corresponding 10 a single printer queue on the server

svPrintQName (svPrintQEntry 1}
The name of a printer queue.

svPrintQNumJobs {(svPrintQEntry 2}
The number of jobs currently in a2 printer.
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LAN Manager MIB Il for Windows NT Objects
Workstation Group

whstaStatSessStarts {workstation 1}
The number of sessions the workstation initiated.

wkstaStatSessfFails {workstation 2)
The number of (ailed sessions the workstation had.

wkstaStaiUses {workstation 3}
The number of connections the workstation initiated.

whstaStatUseFails {workstation 4)
The number of failed connections the workslalion hag.

whstaStatAutoRecs (workstation 5)
The number of sessions thal were broken and then aulomatically reestablished.

whstaErrortogSize {workstation 6)
The maximum size, in kilobytes, of the workslelion error log.

wkstaUseNumber {workstation 7}
This object will always retum the value 0.
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LAN Manager MIB Il for Windows NT Objects

Domain Group

domPrimaryDomain {domain 1}
The name of the primary domain to which the computer belongs.
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Microsoft DHCP Objects

Enterprises are defined in RFC 1155-SMI. Object Type is defined in RFC 1212. DisplayString is
defined in RFC 1213,
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Microsoft DHCP Objects
DHCP MIB Parameters

ParDhepStartTime {DhepPar 1}
DHCP Server start time

ParDhcpTotalNo OfDiscovers {DhcpPar 2}

Indicales the number of discovery messages recsived.
ParDhepTotalNo OfRequests {DhepPar 3}

Indicates the number of requesls received.
ParDhcpTotalNoOfReleases {DhcpPar 4}

Indicates the number of releases received.
ParDhcpTotalNoOfQffers {DhcpPar 5}

Indicates the number of offers sent.
ParDhcpTotalNoOfAcks (DhepPar 6}

Indicates the number of acknowledgments sent.

ParDhcpTotalNoQfNacks {DhcpPar 7}
Indicates the number of negative acknowledgments sent.

ParDhcpTotalNoOfDeclines {DhcpPar B}
Indicates the number of dedines received.
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Microsoft DHCP Objects
DHCP Scope Group

ScopeTable {DhepScope 1}
A list of subnets maintained by the server.

sScopeTableEntry {ScopeTable 1}
The row coresponding to 3 suonet.

SubnetAdd (sScopeTableEntry 1)
The subnet address.

NoAddInUse {sScopeTableEntry 2)
The number of addresses in use.

NoAddFree {sScopeTableEntry 3}
The number of free addresses available.

NoPendingOffers {sScopeTableEntry 4}
The number of addresses currently in the offer State - that Is, those that are used temporarily.
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Microsoft WINS Objects

Enterprises are defined in RFC 1155-SMI. Object Type is defined in RFC 1212. DisplayString s
defined in RFC 1213,

i

SehiR
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Microsoft WINS Objects
WINS Parameters

ParWinsStartTime {Par 1}
WINS start time.
ParLastPScvTime {Par 2}
Most recent date and time at which planneg scavenging took place Planned scavenging
happens at intervals specified in the Registry. Scavenging involves changing cwned
nonrenewed entries to the released state. Furher, released records may be changed to
extinct records, extinct records may be deleted, and revalidation of old replicas may take
place.
ParLastATScvTime {Par 3}
Most recent date and time at which scavenging took place as a result of administrative action.
ParlLastTombScvTime {Par 4}
Most recent date and time at which extinction scavenging took place.
ParlLastVerifyScvTime {Par 5)
Most recent date and time at which revalidation of old active replicas took place.
ParLastPRplTime {Par 6}
Most recent date and time at which planned replication took place. Planned replication
happens at intervals specified in the Registry.
ParLastATRpITime {Par 7}
Most recent date and time at which administrator-triggered replication took place.
ParLastNTRpITime {Par 8}
Most recent date and time at which network-triggered replication took place. Network-triggered
replication happens as a resutt of an update notification message from a remote WINS.
ParLastACTRpITime {Par 9}
Most recent date and time at which address change-triggered replication took place. Address
change-triggered replication happens when the address of an owned name changes because
of a new registration.
ParLastinitDbTime {Par 10}
Most recent date and time at which the local database was generated statically from one or
more data files.

Parl astCounterResetTime (Par 11}
Most recent date and time at which the local counters were Initialized to zeco.
ParWinsTotalNoOfReg {Par 12}
Ingicates the number of registrations received.
ParWinsTotalNoOfQueries {Par 13}
Indicates the number of queries received.
ParWinsTotalNoOfRel {Par 14}
Indicates the number of releases received.

ParWinsTotalNoOfSuccRel {Par 15}
Indicates the number of releases that succeeded.

ParWinsTotalNoOfFailRel {Par 16}
Indicates the number of releases that failed because the address of the requestor did not
malch the address of the name,

ParWinsTotalNoOfSuccQueries {Par 17}
Indicates the number of queries that succeeded.

ParWinsTotalNoOfFailQueries {Par 18}
ndicates the number of quertes that failed.

1106f15

Page 303 of 315



ParRefreshinterval {Par 19}
Indicates the Renewal interval in seconds (somelimes called the refresh interval).
ParTombstonelnterval {Par 20}
Indicates the Extinct interval In seconds.
ParTombstoneTIimeout {Par 21}
Indicates the Extinct timeout in seconds.
ParVerifylnterval {Par 22}
Indicates the Verify interval in seconds.
ParVersCounterStartVal_LowWord {Par 23}
Indicates the Low Word of the version counter that WINS should start with.
ParVersCounterStartval_HighWord {Par 24}
Indicates the High Word of the version counter that WINS should start with.
ParRplOnlyWCn{Pnrs {Par 25}
Indicates whether replication is allowed with nonconfigured partners. If not set to zero,
replication will be done only with partners listed in the Registry (except when an update
notificalion comes in).
ParStaticDatalnit {Par 26}
Indicates whether static data shoulg be read in at initialization and reconfiguration time.
Update of any MIB variable in the parameters group constitutes reconfiguration.
ParLogFlag {Par 27}
Indicates whether logging should be done, Logging is the default behavior,
ParLogFileName {Par 28}
Specifies the path to the log file.
ParBackupDirPath {Par 29}
Specifies the path to the backup directory.
ParDoBackupOnTerm {Par30}
Specifies whether WINS should perform a database backup upon terminaltion. Values can be
0 (no) or 1 (yes). Setling this value o 1 has no meaning unless ParBackupbDirPath is also
set.

ParMigration (Par 31)
Specifies whether static records in the WINS database should be treated as dynamic records
during conflict with new name reqistrations, Values can be 0 (no) or 1 (yes).
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Microsoft WINS Objects
WINS Datafiles Group

DFDatafilesTabie {Datafiles 1}
A list of dalafiles specified under the \Datafiles key in the Registry. These files are used for
static initialization of the WINS database.

dDFDatafileEntry {DFDatafllesTable 1}
Data file name record.

dF Datafileindex {dDF DatafileEntry 1}
Used for indexing entries in the datafiles table. It has no other use.

dFDataflleName {dDFDatafileEntry 2}
Name of the datafile to use for static initialization.
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Microsoft WINS Objects
WINS Pull Group

PulllnitTime {Pull 1}
Indicates whether pull should be done at WINS invocation and at reconfiguration. if any pull or
push group's MIB variable is set, that constitutes reconfiguration.

PullCommRetryCount {Pull 2}
Specifies the retry count in case of cormmunication failure when doing pull replication. This is
the maximum number of retries to be done at the interval specified for \he partner before WINS
stops for & sef number of replicalion-lime intervals before frying again.

PullPnrTable {Pull 3}
A (ist of pariners wih which pull replication needs to be done.

pPullPnrEntry {PullPnrTable 1}
The row corresponding 10 a pariner.

PullPnrAdd {pPullPnrEntry 1}
The address of the remote WINS pariner.

PullPnrSpTime {pPullPnrEntry 2}
Specifies the specific time al which pull replication should occur.

PullPnrTimelnterval {pPullPnrEntry 3}
Specifies the time interval for pull replication.

PullPnrMemberPrec {pPullPnrEntry 4}
The precedence to be given to members of the special group pulled from the WINS. The
precedence of locally registered members of a special group is more than any replicas pulled
in.

PullPnmMoOfSuccRpls {pPullPnrEntry 5}
The number of times replication was successful with the WINS afier invocation or reset of
counters.

PullPnrNoOfCommPFails {pPullPnrEntry 6}
The number of times replication was unsuccessful with the WINS because of communication
failure (after invocation or reset of counters).

PullPnrVersNoLowWord {pPullPncEntry 7}
The Low Word of the highest version number found in records owned by this WINS.

PullPnrVersNoHighWord {pPullPnrEntry 8}
The High Word of the highest version number found in records owned by this WINS.

Page 306 0of 315



MIB Object Types for Windows NT 14 of 15

Microsoft WINS Objects
WINS Push Group

PushinitTime (Push 1)
Indicates whether a push (that is, notification message) should be done at invocation.

PushRplOnAddChg {Push 2}
Indicates wheiher a notification message should be sant when an address changes.

PushPnrTabie {Push 3)
A list of WINS partners with which push replication s to be nitiated.

pPushPnrEntry {PushPnrTable 1}
The row corresponding to the WINS pariner.

PushPnrAdd (pPushPnrEntry 1}
Address of the WINS partner

PushPnrUpdateCount {pPushPnrEntry 2}
Indicales the number of updates that should result in 2 push message.
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Microsoft WINS Objects_
WINS Cmd Group

CmdPullTrigger {Cmd 1}
This variable when set will cause the WINS to pull replicas from the remote WINS server
identified by the IP address.

CmdPushTrigger {Cmd 2}
ff set, causes WINS to push a notification message to the remote WINS server identified by
the IP address.

CmdDeletaWins {Cmd 3}
If set, causes all information pertaining to @ WINS server (date records, context information) to
be deleted from the local WINS server . Use this only when the owner-address mapping table
is nearing capacity. Deleting all information pertaining to the managed WINS is not permitied.

CmdDoScavenging {Cmd 4}
If set, causes WINS to do scavenging.

CmdDoStaticlnit {Cmd 5}
If set, WINS will do static initialization vsing the fite specified as the value. If 0 is specified,
WINS will do static initialization using the files specified in the Registry (fitenames can be
rezd and written to using the Datafile table).

CmdNoOfWrkThds {Cmd 6}
Reads the number of worker threads in WINS.

CmdPriorityClass {Cmd 7)
Reads the priority class of WINS to normal or high.

CmdResetCounters {Cmd 8}
Resets the counters. Value is ignored,

CmdDeleteDbRecs {Cmd 9}
If set, causes 2ll data records pertaining to a WINS server to be deleted from the local WINS
server. Only data recorgs are detsted.

CmdDRPopulateTable {Cmd 10)
Retrieves records of 8 WINS server whose (P address is provided. When this variable is set,
the following table is generated immediately.

CmdDRDataRecordsTable {Cmd 11}
The table that stores the data records. The records are sorted lexicographically by name. The
lable Is cached for a certaln time (to save overhéad on WINS). To regenerate the table, set the
CmdDRPopulateTable MIB vanable.

CmdDRRecordEntry {CmdDRDataRecordsTable 1}
Data record owned by the WINS server whose address was specified when
CmdDRPopulateTable was set.

CmdDRRecordName {cCmdDRRecordEntry 1}
Name in the record.

CmdDRRecordAddress {cCmdDRRecordEntry 2}
Address(es) of the record. If the record is a multihomed record or an internet group, the
addresses are retumed sequentially In pairs. Each pair comprises the address of the owner
WINS server followed by the address of the computer or of the intemet group member. The
records are always returned in nefwork byte order.

CmdDRRecordType {cCmdDRRecordEntry 3}
Type of record as unigue, multihomed, normal group, or internet group.

CmdDRRecordPersistenceType {cCmdDRRecordEntry 4}
Persistence type of the record as static or dynamic.
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CmdDRRecordState {cCmdDRRecordEntry 5}
State of the record as active, released, or extinct.

CmdWinsVersNoLowWord {Cmd 12}
The Low Word of the version number counter of the record.

CmdWinsVersNoHighWord {Cmd 13}
The High Word of the version number counter of the record.
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E Appendix B " - N
Windows Sockets Applications

Vendors

AGE Logig, Inc.

9985 Pacific Heights Blvd
San Diego, CA 92121
Phone: (619) 455-8600
Fax: (619) 597-6030

X Window sofiware

10f1

American Computer & Electronics Corp.
209 Percy Parkway

Gaithersburg, MD 20877

Phone: (301) 258-9850

Fax: (301)921-0434

Network management

Aftachmale Corporation
3617 131st Avenue SE
Bellevue, WA 98006-9230
Phone: (B00) 426-6283
Fax: (206) 747-9924
Terminal emulation

Beame and Whileside

P.O. Box 8130

Dundas, Onlario LSH 5E7

CANADA

Phone: (416) 765-0822

Fax: (418) 765-0815

Terminal emulation, fiie transfer, romote process axecution, e-mail, NFS, network printing
Digital Equipment Corporation

Attn: Lori Heron

2 Results Way

MR02-2/D10

Marlboro, MA 01752-3011

Phone: (508) 467-7855

Fax: (508) 467-19286

eXcursion, X Window server and clien! libraries

Distinct Corporation

14395 Saratoga Ave. Suite 120

Saraloga, CA 95070

Phone: (408) 741-0781

Fax (408)741-0795

Terminal emulafion, file transfer, X Window, remote process execution, e-mail, NFS, ONC/RPC

Esker, Inc.

1181 Chess Drive, Suite C

Foster Cily, CA 94404

Phone: {(415) 341-9065

Fax: (415) 3416412

Terminal emufation, file transfer, X Window, remofte process execution, NFS
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Executive Systems/XTree Company
4115 Broad Street Bidg. #1

San Luis Obispo, CA 93401-7993
Phone: {805) 541-0604

Fax: (805) 541-4762

Network management

Frontier Technologies Corporation
10201 North Port Washington Road
Mequon, Wisconsin 53092

Phone: (414) 241-4555

Fax: (414) 241-7084

Terminal emulation, file transfer, remote process execution, e-maif, NFS, NNTP, TelnetD, network
printing

Gallagher & Robertson A/S
Postboks 1824, Vika

0123 OSLO

NORWAY

Phone: (+47)2 41 85 51

Fax: (+47) 242 89 22

Terminal emulation, file transfer

Genisys Comm, Inc.

314 S. Jay Street

Rome, NY 13440

Phone: (315) 339-5502

Fax: (315) 339-5528

Terminal emulation, fife transfer

Gradient Technologies, Inc.

577 Main Street, Suite 4

Hudson, MA 01749

Phone: (508) 562-2882

Fax: (508) 562-3549

DCE (OSF distributed computing environment)

Hummingbird Communications Ltd.

2900 John Street, Unit 4

Markham, Ontario L3R 5G3

CANADA

Phone: (416) 470-1203

Fax: (416) 470-1207

File transfer, remote process execution, terminal emulation, X Window

Hypercube, Inc.

Unit 7-419 Phillip Street

Waterloo, Ontario N2L 3X2

CANADA

Phone: (519) 725-4040

Fax: (619} 725-5193

Modeling software, remote process execution

I-Kinetics, Inc,

19 Bishop Allen Brive

Cambridge, MA 02139

Phone: (617)661-8181

Fax: (617) 661-8625

Middleware, remote process execution

John Fluke Mfg. Co.
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P.O. Box 9090

Everett, WA 98206

Phane: (206) 356-5847
Fax: (206} 356-5790
Instrument control software

JSB Computer Systems Ltd.
Cheshire House, Castle Street
Macclesfield, Cheshire
ENGLAND SK11 6AF

Phone: {+44) 625433618

Fax; (+44) 625433948

JSB Corporation [USA]

Suite 115, 108 Whispering Pines Drive

Scotts Valley, CA 95066

Phone: (408) 438-8300

Fax: (408) 438-8360

Terminal emulation, file transfer, X Window, remote process execution, virtual sockels library

Lanera Corporation

516 Valley Way

Milpitas, CA 95035

Phone: (408) 956-8344

Fax: (408) 956-8343

Terminal emulation, file transfer, X Window, remote process execution, NFS, SNMP

Microdyne Carp.

239 Littleton Road
Westford, MA 01886
Phone: (508) 392-9953
Fax: {(508) 392-9962
File transfer

NetManage, Inc.

20823 Stevens Creek Bivd.

Cupertino, CA 95014

Phore: (408) 973-7171

Fax: (408) 257-6405

Terminal emulation, file transfer, X Window, e-maiil, NFS, TN3270, BIND, SNMP

Network Computing Devices
9590 SW Gemini
Beaverton, OR 97005
Phone: (503) 641-2200

Fax: (503) 643-8642

X Window

Spry, Inc.

1319 Dexter Ave. N

Seattle, WA 98109

Phone: (206) 286-1412

Fax: (206) 286-1722

Terminal emulation, file transfer, e-mail, network printing

SunSelect

2 Elizabeth Drive
Chelmsford, MA 01824-4195
Phone: (508) 442-2300

Fax: (508) 250-2300
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E-mail

TurboSoft Pty Lid.

248 Johnston Street

Annandate, NSW 2038

AUSTRALIA

Phane: (+612) 552-1266

Fax: (+612) 552-3256

Terminal emulation, fife transfer, network printing

Unipalm Lid.

216, Science Park, Milton Road
Cambndge, Cambridgeshire
CB4 4WA ENGLAND

Phone: (+44) 223-420002

Fax: (+44) 223-426868

E-malf

VisionWare UK

57 Candiyan Lane

Leeds, ENGLAND LS4 2LE
Phone: (+44) 532-788858
Fax: (+44) 532-304676

VisionWare USA

1020 Marsh Road

Suite 220

Menlo Park, CA 94025

Phone: (415) 325-2113

Fax: (415)325-8710

Terminal emulation, fife transfer, X Window, remole process execution

VisiSoft

430 10th Street NW, Suite S008
Atlanta, GA 30318

Phone: (404) 874-0428

Fax: (404) 8746412

Neftwork managementl

Walker Richer & Quinn, Inc.

1500 Dexter Ave. N.

Seatlle, WA 98109

Phone. {206) 217-7500

Fax: {206)217-0293

Terminal emulation, fife transfer, X Window

XSoft

3400 Hifllview Ave.

Pala Alto, CA 92304
Phone: (B00) 428-2995
Fax: (415)813-7028
Document management

Internet Sources for Applications

Celloftp.law.comell.edu/pub/LIl{Cellocello zip, lview31.zip, gswin.zip, cellofaq.zip, wingif14.zip,
wplny09b.zip

Cookie Serversunsite, unc.edu/pub/microfpe-stuff /ms-windowsfwinsock/appscooksock.zip
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EINet Wais Clientftp.cica.indiana.edu/pub/pciwin3/winsockewais154.zip

Finger Daemonsunsite.unc.edu/pub/micro/pe-stuff  /ms-windows/winsock/appsfingerd.zip
Finger31ftp.cica.indiana.edu/pub/pciwin3/winsockfinger31.zip
GopherBockitp.cica.indiana.edu/pub/pciwin3/iwinscckgophbk11.zip
GopherSemwac.ed.ac.uk/pub/gophersgsi386.zip or gsalpha.zip

HGopherftp.cica.indiana.edu/pub/pc/win3/winsockhgoph24 .zip
HTTPSemwac.ed.ac.ulk/pub/httpshsi386.zip or hsalpha.zip

Internet Help Fileftp.ccs.queensu.ca/pub/msdos/icpipipwin.zip

Micro X-Winbart.starnet.com/pubxwindemo.exe or xwin287b.exe
Mosaicftp.ncsa.uiuc.edu/PC/Mosaicwmos20ai zip

NCSA Telnetftp.cica.indiana.edu/pub/pc/win3/winsockwintelb 3.zip
PCEudoraftp.qualcomm.com/pceudora/windowseudoral4.exe
QWS3270ftp.ces.queensu.ca/pub/msdos/tepipqws3270.zip
SerWebftp.cica.indiana.edu/pub/pc/win3/winsockserweb03.zip

Text Serversunsite.unc.edu/pub/micro/pe-stuff /ms-windows/winsock/appstxtsrv.zip
TimeSyncftphost.cac.washington.edu/pub/winsocktsync1_4.zip

Trumpet for Windowsftp.utas.edu.au/pub/trumpet/wintrumpwiwsk10a.zip

Trumpet Telnetpetros.psychol.utas.edu.au/po/trumpetArmpteltrmptel.exe

Trumpet Winsockftp .utas.edu.au/pe/trumpet/wintrumpwinsock.zip

USGS WAIS Clientridgisd.er.usgs.gov/software/waiswwais23.zip

Wais Managerftp.cnidr.org/pub/NIDR toolsiwais/pc/windowswaisman3.zip
WFTPDsunsite.unc.edu/pub/micro/pc-stuff/ms-windows/winsock/appswitpd18b.zip
Windows SMTPsunsite.unc.edu/pub/micro/pe-stuff /ms-windows/winsock/appswsmipd16.zip

WinFSPftp.cica.indiana.edu/pub/pc/win3/winsockwinfsp12.zip
WiniRCdorm.rutgers.edu {fip.utas.edu.au)/pub/msdos/trumpet/irc

/pc/trumpet/firc/winirc-betawinirc.exe, winirc.doc

WinLPRsunsite.unc.edu/pub/micro/pe-stuff /ms-windows/winsock/appswinlpr10.zip
WinQVT/Netsunsite.unc.edu/pub/micro/pc-stuff /ms-windows/winsock/appsqvine394.zip
WinQVT/Net for NTsunsite.unc.edu/pub/micro/pc-stuff /ms-windows/winsock/appsqvint394.zip
WinQVTNetbiochemistry.cwru.edu/pub/gvinetqvtws396.zip

WinTalkelf.com/pub/wintalkwintalk.zip
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WinVNtitan.ksc.nasa gov/pub/win3fwinvnwinvnstdS0_2.zip

WS Gophersunsite.unc.edu/pub/micro/pc-stuffl  /ms-windows/winsock/appswsg-09g.exe
WS_Fingersunsite.unc.edwpubimicro/pe-stuff  /ms-windowswinsock/appswsfinger.zip
WS_FTPitp.usma edu/pub/msdosws_fip.zip

WS_FTPbsunsite unc.edufpub/micro/pe-stuffl  /ms-windows/winsock/appsws_fipb zip, view.zip

WSArchiefip.demon.co.uk/pub/ibmpeiwinsock/appsiwsarchiewsarchie. zip
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