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H)IN'I-’I'()-I’()I N'I' IN'I'ERN E'l‘ PROTOCOL

BACKGROUND OF THE INVEN’I'ION

1. Field of the Invention

This disclosure rclatus to network comn‘wnication

prolocolsf and in particular In u point-Io-point protocol t'or
Ilb‘: will] the Inlcmcl.

Z. Duscripfinn 0F ll1t.; Rulnlu‘l Art
This iin'rczlwt'l popularity of nn—linc nuruiucs such (is

AMLRICA ONLJNLL'N. COMI’USERVEEEJ. and other scr-

vicc: such as lane-mot gateways haw: murretl applimtinm‘ In
JJt‘Uvirlr- multimedia. including vitlcti and \‘tiiu; clips. to
nnlinu users. An example ufan nnlénc \“otce clip application
is VOICE E—MAIL FOR WINFIM :InLl VGIC‘E E-MAIL
FOR AMERICA ONI_INE"""‘. availalilc l'rom Bnnzi
SOlIWflrL“ in dcncnlncd in “Simple Utilities Send Voice
E-Mail (lrrlinu". MUITI‘IMEDIA WORI D. V()l . INC 9.

ALI-gun! [995. p, 53. Using such Voice L-Muil sol'twarc. n
user may create an audio message to hc sent to a predator-
rninotl [-I—nniil utltlrusn spoullletl by the mar.

Generally. Llcvicurs interlduing Ihc In Internet untl thlm
unline services may communicate with each other upon
astalalishing respective dcvicc :ttltircssts. One typo of (lc'U'lCt:
address IH Iltt lulu-[nut Pmtm‘ul (ll‘) itddl‘ch‘ which acts as,
:1 pointur to the duwcc associated with the II’ address. A
Iypicxl LlCVlL't.‘ may haw a Scrial [.inc Imcmct l’mlmnl or
l’oint-to-l‘oint Protocol (SLII‘II’I’I‘) account with it perma-
nent lPaClCll'L'SS for receiving c-mail. voioemail, and the like
nvur IhL- lnturnut. Erma il :tntl vuiu—tnail Esgc-nurally lntuntlurl
to convey text. auciiu. etc- thh any routing uilormntlrrn
such as an ll’ address and muting hentlrrs generally lining
unnsidcrcd an artilaut ul' Lin: communication. 01' even gib-
berish to this recipient.

Devices ouch as a host computer or server of It company
may inclntlu multiple mrstlcrns t‘orconnection ot‘uwrs lo the
InturncL with :1 temporary Il" atklrcfi allr‘aL'ntctl tti catch usur,
For example, the host oomputer may have :1 general ll’
atltlrum“XXXXXXXXX”. tinrlctlch Ul-ill‘l may lll‘-}lllll-L'll|(‘tl
in successive IF itClCll'USfi of XXXXXXXXXJU,
XXXXXXXXXJI. XXX.XXX.X}{X..I2. etc. Such tam—

purttry IP tnklmwn may lat: mafiaignutl or rusyclud to the
Linc-r5. l'nr uxumplfil. (t5 ranch user in Successivcly connected to
annutside putty. For cxamplc,a hostcomputcrrJ-fauompnny
may support a maximum of 254 IP adtlrtessts which arc
pooled and shared between devices connected to tho host
trnmpnlnn

Permanent Il’iirltlregws nl'uwrs and devices 21cccxx'ing tin:
Internet readily support point-tomoint communications of
voice and video signals over the Internet For cxumplc.
ruullimu vitlutr tnla'tlnl'tércltcing Inn; 11le linPIUanlIlULl using
dedicated lP address-L's and mechanisms known :is rclloctum.

Due to the dynamic nature of tcmpnrary IP addresses of
some (luVlCGS «incoming the lltturnul. point-tn—lmrnl mnnnn—
nicatiorts in rcaltimc ol'voicc and video havc been generally .
t:|irTIt.'ull to attain.

SUIVILMARY OF THE INVENTION

A point-Io-point lnturncl protocol Is disclose-(I which
exchanges Int Brno: l’ralncnl (W) adamant:- betwnen pI'BL't‘JSR-
Eng units to cstahlish .u point-to-point communication link
between the pmcuming units. through the lnlurnut.

A rust point—101mm Internet protocol is disclosed which
Includes Iln; steps of.

(u)s.tr1rini__‘, [n n database a rcspnulivn IPntltlrum of it set 01'
pmccssmg units that Inn‘s; :lll Lin-line status with rue-(peat
la Int; Internet;
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(b) Iranurnttting a query I‘mm :1 first pmcu-sfiing unit to a
connection survur tn dutcmtinc IllLi (lrl-llnl: Hams of :1

second processing unit: and
(cl {thieving tht: IP address ot" lllC second unit from the

database using the onmlcclinn server, in rcslxnnsr' to the
tit-.Iennlnziinn of: positive t'll'l-llnr: slattmul' lht‘. sucnrtd
pmccfiing unit. for establishing a pninL-ln-p-nint com-
municntion link between the Iirfit and sccoml processA
Eng nnils through the lltlUrIlL‘l

A second pujnl—tnlmint InlcrrlC-l protocol is discltlscd.
which includes the slaps of:

(3} transmitting, an E—mail signal, including, 0 first II’
atidi‘o», hunt a lirxl prLIL‘IKSiI'Ig nnil:

(b) processing the E-mtti] signal through thc lntcmct to
delivur the Il—nttiil signal to a mound processing unit.‘
and

(c) transmitting .1 second II’ adtlrcss t0 the Inst prclcctining
unit For establishing a pm'nt-to-point communication
link bum-can the first and SCCOIIKI processing units
through tho [titumcL

BRIEF DESCRIP'IIIJN OI" 'l'llL- DRARIINGS

The (sutures; DI- the disclosed pnint-to-poinl lnlurnet pm-
tm‘ul and system will Income mom ltudily apparent and
may I»: better undcrstnod by referring to the following
dutnilctl duscriletsn 01' an illustrative umlandimcnt of lht:
prmcnl invcnlin'ni taken In canjtincticm with the accompa-
nying drawing; whore:

FILE. 1 illustralns. in hlnclt diagram format. :1 system for
this disclosed puint-tu-gminl Internet protocol:

FIG. 2 illustrates, in block diagram format, the system
using :4 Slst‘fll'ltlcll'y point-lti—txuint lnturrtcl pmtounl;

FIG 3 Illuslrulux'». in block diagram l'urnlat. tltc syslcrn of
FIGS. 1—2 with the pnint-ln-pfiinl lnlcmnl prrilocril cstah-
lishtEl:

HG. -l is umber bInCIt diagram (if the system of HUS.
[—2 with audio communications being conductor];

FIG. 5 'Llluslrutcs :1 display semen for :t processing unit;
FIG. 6 illustrates anotnur display semen tor a processing

unit;
FIG 7 illustrates a flowchart of the initiation of the

pnint-to-pnint Internal protocols;
FIG. 8 illustrates» a: llCIWCIIEHI nl' tht: pcrlbrmtmcc nl‘ lhc

primary poi nt—tu—point Internet pmlouuls; :rnd
FILE. 9 iilnstratus ti flowchart of the: pcrl'ormancc of the

SeL‘uriLhrry tminl—lu—puinl IntL'rncl pmuurl.

DESCRIPTION OF Tllli PREFERRED
EMBODIM ENTS

tic ftn'ing now in Specific detail In the drawings, with like
rcltrcncc numcntls idcntj lying, snnilar or identical olcmcnls.
as shown in FIG. 1. thu present disclosure dcsun'bcs tr
pollll-lrl-pclllll Il'llcnlcl pruluoul and hybltfilll 10 RN using such
a pmtncul.

In (H1 examplnry urnlmdimunt, the: system “I includes at
first prunes-fling unit 12 I'ur sending TIE lutmt :1 video signal
from a lirs! use: to a sccond uscr. TIN Iirst processing unit
1.2 includesa procesor ”,3 memory [6, an input dairies 18‘
and an output tluvicu 20. The output tlcviutt 20 inolmlcs :11
Icasl one mock- rn capuhtc of. for example, l4.-—l khtntcl
communications and opureitivuly connected Via \vircd ant|.-'or
wirclum‘ communication cnnncutinns In lhc internal. Ono.-

sltillud in the art would understand thal ihe input device It?
may I}: implemented at least in pan by ll'lc modern of the
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output device. 20 to allow input signals from the communi-
cation dillnuulions to lit: rt'.t.‘t:ivul_ 'l'l'tu {13(th prticusxing
unit 22 may have a procesunr. memory. and i nput and output
devices. including at least one modem and associated cont-
municulitut Ctlt‘tltL1tLtitit‘tH, :is. I.l:;‘-li.'fil‘te3tl about: t‘ur thc l'lt'fx'l r

prncunsing unil 12. in art L'xcrnplary untlindimunt. each ()l‘
the processing unit; ll. 22 may bt: 2t WEBl’l-IONE'F“ unit.
.1thth Fruit] NetSpenlt Corporation. Doca Rntnn, [’ln.
utttinhlu ul' uperuling the disclosed pointvto-pomt Internet
protncnl and system 16, us described herein. in

The first [JFOCLESSlng unit E2 and tltt secund pmccssing
ttnit 22 am:- npcrnlivtly wnttuclod to the, Internet 34 by
cnmmunication devices and mltwttre known in the art. l'hu

prams-ting units 12. 22 may he uperutively interconnected
through the lntcmcl 24 to n uttnnccliun sun'cr 36, and may '5
also he attentively connected to :1 mail server 28 Brand-sled
with tllc lllIL'l'I'lCl 24.

The: connection SCI'V'EI 26 includes a processor 30, a timer
32 for gcncrating timestamps. and :1 memory such as it
druid-tune 3'4 l'ctr N'tor‘ingi for example, E—r‘nuil and Internet
Prntnu‘tl (IP) uddrussrzs tit" hinged—in units. In iITI cxcmplary
umbuclimc-nt. lhu cunttuclion ECU/Cf 36 may be a SPAIN) S
servo-r or u SPARC 20 server. available From SUN

MICROSYSTEA-IS, le". Mtitlntuist Veiw. Calif having a
central processing unit (Cl’U) as farmer-"rim Hill operating an "
upernting system {US} such as UNIX and pmvitling timing
[ll‘tIJl'HlitIflh' such an I'I_l.'-illll:tl_l'|illl__' lll'.‘ litttor 32. a hard drivc or
Lined drive as well its dynamic random aceuss mummy
(DRAM) l'or stirring the database 363. and a keyboard and
display atndfor uthcr input urtd output deviants (not shown in
FIG. 1). Flu: dalrthtutt: 34 may be an SULdtttultuse nvttilubh'
I'rurn ()RA(.'[ E or TNFOMIX.

In rm uxu-mplary entlititlittturtl, thr- mail server 28 may lit:
a Post Ollicc Protocol {POP} Version 3 mailsen’cr including.
it prnccsst-tr. memury, and stored programs nperuting in a
UNIX cttviuinmettt. lll' :r]tuttt;t|i\'cly zttlttlllcr 03. to pmcmts
E—rnuil capabilities between processing units and devious;
(Nut the Internet 14.

The first! processing unit [2 may operate the disclosed
puinl-tu-puiltl Ittlcrt'tct [thittn'zul by it cntnputcr prugrutn
described hereinhelnw in conjunctinn with FIG. 6, which
may be implen'tctttcxt' Front compile-d ctttdrnr interpreter!
.sourct oodt: in the C++ programming language and which
mitt,r he duwnluudcd tu tlte first pmeesntng unit 12 t'rum an 45
cxtcrttetl Utllljllllcjl'. 'i‘lte (aperatittg cntttputur progrrtttt may tit:
stored in the memory 16. which may include about S MI}
RAM :‘tttd-"Of a turd ctr tixed drive having about 8 MB.
Allurnrtlivuly, the murce cudc tiny ht: itnplemcntuzl in the
Iirs-t prtnuaning unit [2 as tinnwure. Elf-l tin erasable re rid only
mentor}r (EPRUM), etc. it is. understood that one Skilled in
the art would. ht; ahlc (it use programming languages trtltcr
than C-t-+ to implement the (Enclosed point-tn—pnint Internet
protocol and system 10‘

The processor ht reucivcs input commands and data from
a first user itsfiocittlcd with the first pmccmsing unit l2
thruuglt the input device: [8. which may he. an input port
L't‘lllltt'ClCtl it); it wired, ttplicttl, (Ir a wirclrm' ctthncctirut liar
electromagnetic transmissions. or alternatively may be
unnst‘erahlr: storage media, xuctt a; floppy disks, magneLic
lupus. uttttltaul disks. or titlm’ slurugc ntcdiu including the
input dttlu from the [irst usur.

the input device 18 may include a user interface (not
known) having. l'rir example. :tl lcuszt nut.- buttnn actuated by
Ilu: user to input commands tn sulcct l'rum .1 plurality nl‘
operating mudes to operate the lira: proccsning untl L2» in
altumrttive embodiments. the input LIL-vice IS may include. :t

35

50

UI '1‘

6
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keylmard. :t mount. a touch screen. :tnd.'ur a data reading
(luviuu much as (I tlixk drive l‘ttr receiving the input data from
input data tiles stored in storage media such as a tloppy dish
or. for uxatrtplc. at! 3 mm storage UPC. 'l‘ltc input Claim 18
may alternatively include connections In other cort‘tPuwr
systL-ms tn much/Lt the input Ctll'tlltlill'ltL'i .‘trtLl tlula tlusrul‘rttnt.

The first processing unit 12 may include :1 visual inturl‘ucc
:t5 the ntltput rlevicc Ell t‘rir use in conjunction with the input
device; is and utnhodicd a5 1111‘; Lil thc scmu‘ts illustrated hy
the examples shown in FIGS. 5—6 and discuwsd balow. [t is
also understood that alternutivcinput dcv' ‘ may he used in
cnnjunct inn with :tltcrnrttiw ttttttittt rlrvices ttt met-iv: crun-
[l't'dnLlS and data from the usnr, such as lcnylmards. mouse
device's. and graphical user intort'aces (GUI) such as WIN-
DOWS“1 3.1 available from MlCROSOFT‘“ Corporation
Rcrlmnnd. “ins. executed lay ”IE. prrtcenqr'rr H using, I‘nr
example. DOS 510.09.: skilled in thc nrt would tindumtund
thztt other operating systmns and GUis. such as 0S1?- ttnd
05.22 WARP. available from “3M CORPORATION. Boca
Rntnn. Fla. may ht: used Other 'rtltur‘rtrtliv: input devices may
include microphones andt'or lDlellGl'lG handsctn lhr rccuiv-
Eng audio. unto;- (‘laltt and comrttands. with the first processing
unit l2 including speech or voice recognition devices. dual
Inm- fllltlll-ll‘utllluany (ITI‘Mlfi tanner] devices, andrttr writi-
wnru knnwn in the art In uccupt voicc dam ztncl commands
and to operate the Ilt‘st pmcessirig unit 12.

In atltlilit'in. cilhcr 111' Ill: first prowl-min; unit [2 and Ilit;
second processing unit 22 may be implemented in {4 personal
digital assistant (FDA) ltrrwit‘ling mistlctrt rind Li-tnail capri-
hilitic‘, and Internet almost-i. with lhc l’IJA providing tltc
inputr'output screens l'nr mouse interaction or lot much-
scrcun activation as shown. for example. in FIGS. 4-5, as a
cunthtnatinn {ill the- inpul duvicu 18 and output (id-vice. 20.

For clarity (it‘explanatinn. the illustrative nmbtxlit’nent (if
tilt: dint‘tnsutl puint-to-minl Internist plétttltiol and system Ill
is; presented .13 having individual t'unctionttl blocks. which
may include functional blocks labelled as. "promrfior" {incl
"ptm:c-sz<ing ttrzit'h Tit: lunctiuus rcptca'cult'd in)» tires: ltluulifi
may In: pnn'tded through the use (it either shared or dedi-
catccl hardware. including. but not limited to, hard 'arc
capable ot‘cxm‘ullng softwarv. For cxtrmplc. the functions ol‘
each of the processors and processing units presented herein
that): he provided ht- :+. shared [lltlt‘tC-S‘ttll lit by u plurality of
individual pmtxxfiors. Mnrcrwur. the Us: til the lunuliontd
blocks with accompanying labels herein is not to tic non:
Slrtlctl ttt rul‘urcxcluxivtly Iu hardware Cilptti‘llt: til‘ uxucnting
software. Illustrative embodiments may include digital Sig-
nal Timex-Igor “3313} hardware, such as the A'I'd’t‘i‘ DSPJ 6 or
DSI’BZC. mad-Only memory (ROM) fur :«Icnittg antiwar:
pcr'lorming the operations discussed below. and random
at‘ccss tnutttut‘y (RAM) For hlLlI‘llIg DSP results. Vury largr.‘
nettle integration (VI .31} hurdwnn: urnhrtdimcrtts, lt$ wall as
custom V1.5] circuitry in cuntltinuttun with Li general pur-
tuw: l‘lSPcircttit, mu}- :tlstthe [zlrtwitlt:t.l.r\n_\' tttttl till ttt‘thcw
embodiments may be deemesd to [all within the meaning of
the lube-ls for the functional blocks as used tic-rein.

'I‘itu pro-cunning units: ll, 22 are capable. nf placing calls
and Lianne-cling to other prctucssing unitn connuctcd tn the
Internet 24, for example. v13 dirtlup SLll’r'l’l’l’ lines. In an
cxctttttlaty crtllitidimcnt, each prtie'cxfiittg. unit mew-igm an
unsigned long snitsiou number. for example. a 33—bit lung
sequence in u ".irti I'll: [hr each Call. Each call may be
itflhigll‘cd :t succunsiw Scm'ltirtl numhur in Secunflttc. which
may ht: tram] by the respective presuming unit In unfinciatc
the Call with one of the: SLIP/PPP lines, In armclatr: a
<Cttttttuutth> rcsptmuc Higrml with it <CttttnuclRUL1uust>
signal. and to allow l'tir multiplexing and dcmulliplumng ul
intuiunrt {and riuthound conversatinns on unnfe FENCE line-s.
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For cnlleu {Lu called] prttcfising units with fixed IP
itt'ldrcmtx. Ihc caller (in calling) prnuuxs'ing unit may upon a
“sockm”. Lu. a tile handle or address indicating when: data
lb' [L] in: sunl. and lrflllf‘l'lill ii <CaJl> command to establish
cummunicaLian with the outlet utilizing. Irrr c3-1mple.dala—
gram sctviccs such its lntcrnul Slnmlrirrl itL-twurk Itiyuting as.
well as. transport layering, which may include .1 'l‘ransporl
{Itinlrul PltlltlL'Ul (TCP) L}! a Uscr Dutagtutu Prtatnwl (Ulll’)
on top oJ‘ 1hr: ll’. Typically. r1 prtrcesging unit Imvirtg a fixed
[P tttldrcxx may maintain tit luau! nut: l.||‘lCJ'I 5:11th ilnLl a
cattlcd pmmsing unit waits for a <Call> command to asstgn
tin: DPL‘I] smknt to tltt: inuurniugfiigfial. If all lillCSillC in um.
Illt: crtllce processing unit Sends: rt BUSY signal ctr I‘ncxsztgu
[U the caliut prtwcusirlg unit

As .slmwrl in FIG. I, ll'lL' disclose-ti pIIiIII-II,>—p0inl lulcrnul
protucol and system It] npcmtc when a calluu prriccssing
ttrtitdocs not have a lixed or predetermined ll’ address. In the
exemplary cmhtttlimunl and withIttI loss of geiucmlity. tltt;
first pnxcséing unit 12 is the caller processing unit and the
mural prttucxéittg Unit 22 is tltu L'ztllcd partnering Unit.

W'hun either of pmccssirrg unlit; [2, 22 1033‘ on tu llJt'.
lntcmct via a dial-up connection. tht: maimed-w unit is.
provided a dynamically allocated l P :tL‘lCll’E 55 hy aI cottnuulion
service provider.

Upon the first user initiating Iltc point—to-po'uu Internet
protocol when the first user is loggcrl on to Internal 24. Ihc
Iimt luncmsing unit [2 :nttuntalically transmit»; it.» axauuiutcd
E-rnuil uddrcsci and its dynamically Allocalul IP dddruss tn
the connection server 26. Thu connuction server 26 than

slums them: addrumtzs in Ile' tlululmw 34itlltlIl_|]_l\:hlétl1_llth IIIL;
stored uddrcsucs using timer 32. Thu first user operating the
first pmcesu'ng unit [3 is Ihus establichud in the database 34
ill-i iill active (in-lit]: p;trt_\' nvailalch for unrtmunicitLitt-n usury,
the disclosed point-to—patnt Internet protocol. Similarly, a
second usur operating Iht'. wcond proucssing, unit 22. Upon
unnnculinn 1.0 the lntcrnul 24 Iltrtiugh {1 connection Rurvicu
provider. is pmcessud by ”It? connection sewer '26 I0 ht-
uxlahlis‘llctl in tilt: danilxiiw 34 as ilfl ItCEll-‘t: t'rn—Iiltc party.

Thu crtnncutitm scrum 26 may use tltc Illl'lU-ilfllllpfi In
update the stutus of their pmccafiing unit. for example. tiller
2 haunt. so that the. Dl'l-llllt.‘ mains information sinned in the

database 34 is. mlalivuly uurrcnt.Otl1ut nrcdctcrrttittcd limt:
periods. such as :1 dul'aull value of 24 hours, may hi.-
Ct'lllligLIEL'tl by u sustains tiptstttlttr

Thu first user willi the first Jtmu‘ssing unit I} inilialos it
cull using. for example, :1 Send command author a command
to specddial an NT” stnrcd numlttrl. which may be labelled
[3ND] and [SPDIN]. rcspcutivcl)’. by thc input dwicc ls
andror the output dcvim 20, such as shown in Ft US. 5—6. In
rcsputisc 1U uilltct 1er Stud or spt'ctldiul L‘Ltflll'lflilmlh. llll.‘ tirut
procmtsing unit I: retrieves from memory [53 stored E-muil
address Lil the taller: t_‘-:trt't:spondin1;r to the NT” stored
numhur. Alternatively? Ihr‘: first user may directly emcr Lhc
Li-rnail address of tilt; caltuc.

'Jltc first prrtccsasing unit 1'2 Ihcn svnds a query. including:
the E-n‘tuil address utl'thQ callee, to the conneulittn server '26.
Th: connuctinn scrvcr 26 thcn scamhcs ll'tt: Lintahusu 34 to

determine whether the cuttcc is logged‘in by finding an}-r
.‘itwud inl'tlrrl'talitm corrusptltttlirtg It) the Calluc'fi E-rnuil
address indicating that tilt: duller: isactivc and on—littu. It the
caller: is active and onnlinu, the connection server 26 then
performs. the primary puint-ttr-puint lnturnut umtnml: ix.
Uta ll’ rtcldrux‘s of tin: crrllcc is rctriuvcd from th'u (husband: 34

and sent to the first pun-going unit l2. 111:: first processing.
unit ll nut}- tltun tliructl).I Establish 1hr: point—tri—Jmint lnlur-
net cttmmuntcaltnns Will: liu: calleu using the IP address of
the callut.
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it'll}: unlluu is not on-Iine when thuconnuctiun scn’cr 26

(lctct'iniucs lltt; caliuu‘x slaiuu. Iltc cutlncclinu nurvcr 26
suntlsan Dbl—LAN]; signal or merfiagc lo the first processing
Unit 12. 'l‘hr: Iirxt Drumming Unit [2 may alts-U display 3:
manage Such an "(failed Party (fill—Line" to the first USER

When a user logs- urj or gucsolF-tinc from the internal 24.
”3!. connection sen/tr 26 update.» lhu slums of tho uswr in the
database 34: for example. by removing, the usu’s
inl‘nrutatiun. rrr by [lugging IllL: Inc-r .15 hcing an-linc. Th:

) cunnt-X'tinn scn'ur 26 may be instructed to update tho umris

2’0

30

35

It"

information in thc database Bit by an nil-lint: messagu, such
as it data packet. sent automatically [mm the proccssing unit
of the user print to being dinettnuc-ctutl from thir- connectiuri
server 26. Accnrzlingly. an (ill-lint use! is el'lhctively [lis-
ablcd from making antlr'ttr receiving ixtint-tG-pninl Intern-2:
communications.

As shown in FIGS. 2—4, tbc disclosed socondtry point-
tti-puinl lntcrttcl prulrlcul may in: Hunt! us an .‘tllurnulivc In
the. primary pninl-tu-pnint Internet ptolocul described
ahnvc, for example. if the Ct'unncction server 26 is nun-
rcuponsivc. inoperative. anrlr‘w unable to perform the pri-
mary pomt—to-point Internet protocol. rts :t nun-responsive
L‘lllltlillt'lll. Alturntnively. the. tlifiClLtStld secondary mint-ru-
ptiinl lnlu-rnct protocol may be used indcpcndc-nl (if the
primary point-to-pniul Internet protocol. in the disclosed
sucumlury iminI-In-[xrinl lnlcriicl l‘irtllnctsl, the first iil'UC‘CSS‘
ing unit 12- wads :1 <L'onncctithncst> monetary.- viu E—muil
Over the lntcmct 2-1 In the mail KL‘JVCI 28. Flu: E-mail

including the <C'tinr'ircllluquusl) massage may Lutvc. for
example, the subject

[’r‘wptt‘XXXXXXXX#nnnnnmmtn.nnnficmailAtldr]
when: rtt)tt.nnn.t'lttn.nnrt ix thr.‘ cunt-n1 (its. tutuptrfitry (tr
pcrmnttcnt) ll‘ addrctis. ml Iltu lirst user. and XXXXXXXX is
3 muniun numb-er. which mat)- be unique and associated with
lllu rcquuxl nl‘ Illl: lirst user It! iniliutt~ point—Itt-ptiiut cum-
municution with thc mcond user.

As (lcscribcd ith)\'L" thc lirt-il [Humming unit 12 may send
ll'tt. <C‘t‘inncu1llcqttcstb message in response in an unsuc-
cesslul allempt In purl—urn] the primary point—tD-poinl lnler-
nut pilllt'IL'lll. AIIL'mulivcly, lht; lirsl Itrtrcuwiing Illlil. 12 may
sand tht. <ConncctRuqucsl> message in rusponsc in the first
user initiating 1 SEND utmn'tarul or Iht: like.

Alltr the <(‘nnnucthct'tUt-sb muesmrgt: via li-tnail is. Still.
lhr; first. Drumming unit [2 opens a socket and waits to detect
3 response [mm the «mom! proccuuing unit 22. A timeout
limcr. such as Iimur 32. may he sci by the first ptnccxsirtg
unit 12, in u manner known in the :u‘t. to Wait for rt
prctlcttrminerl duration In receive :t <(‘nnnect0b Sign-til.
The pnxcswr H of the first prawns-in; unit I2' may ClJll-‘ifi.
the output (levicu 20 to output a Ring signal to the uscr. such
“5 M1 uttdihlt; ringing sound, ttlmtlt duct)“ 3 $560!}ij For
example. the processor 14 may output rt 'AVKIV Illa. which
may ht: labelled RINGAVAV, which is Processed by the
output (lu'JiL‘l: 20 It) nulpul 'rll'l (“Mllblt‘ ringing mund.

'l'hc mutt Server as tltcn polls the second practising. unit
22, for example, every LS scurtndx, to deliver the lj-mnil
('Jcnctally. llic second pmmssing unit 22 chucks ll‘lt.‘ incom-
ing lines. litr example. at regular intervals in wait for and to
detect tttcurnittg E-trtail IrmIl thc thtil Survur 28 through the
lulcrrtut 24.

'l'ypically, for sending Li-mail to 95mg having associated
processing, units ulmtatiuuly connected to it ll-ttRl uii'ttpulct' tit
son'ei operating an [rite-met gulcway. E-Mail tor a upucilic
usu may be sent (We! the Internet 2% and directed to the
pc-rma nc-nl ll3 .v'lLlEll't‘fih‘ ur the SLIP-'Pl’l’ i'dL'L'tIlltll designation
ol' the host compulcr, which then asaignr. a temporary IF
lidtlrnmt tn tlit: [investing unit of the. specified use: fur
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property routing the Li-mait. The L-rnuil Signal mtty Il'lCiUdL'
it name or other designation tun-h as u ttscrnumc which
identifies this. specific user rcgttrdlcsai of the processing unit
assigned to the user: that is. the host computer may tract: and
stole tilt: xiii-.cil'tc dcviu: when: a spacing tmat' in axuignud ur
logged on. ind: pc nclc-ul of the It’ address try-stern. and so ll'll.'-
host computer (my switch the E-mait signal to thc Llcvicc of
the specific Lint-r. At that limc‘ a tcmpurury It" .tddrcus may
be generated or unsigned In the simillc user and device.

Upon detecting nntlr‘rir rear-Wing the incoming li- nil
signal from the first tlrtfiufifiltlg unit 12. the tumour] unmiss-
mg unit 22 may ngign or may in: assigned a temporary lt"
:tddruxx‘. ’l'horct'nru, tht: delivery til. the E-tnait through the
internal 24 providur. lhu z-L‘cnnd trruumsing unit 22 with a.
session number as well as ll‘ atldrc$<cs of both the tit-st

pt'ncmring unit 12 and the second prncmning unit 22.
l’oittl—to-ptiint mmmunicution may then he cslubtishud by

IJJr; proccrsing units 12, 22. For uxau‘tptu. the second pro—
mising unit 22 may process thc L-rnatil signal to chrttu-I the
<CnnrteutRequu5t> mer‘ouget including the lt’addrcss at the
in: patterning unit [2 and lint:- whsittrt nltmltur. Tilt: HUL’ttntl

procnising unit 22 may [ht-u open .1 sockcl itrul geocrtrlc a
eCnnneclOK> response signal, which includes‘ the tempo-
rary IP address ol‘ the ficurlld ptounnsittg unit 22 as Writ a.»
he session numbc-L

The sucmtd proccsuing unit 22 sends. the <CnnuectOK>
signal directly ovcr the lntcmct 2-4 In this ll‘ urlclrum nf Iln;
'irnt proccming will 12 without processingby the muil scrvur
ZR. and a timeout timer at the second procescing unit 22 may
be set to wait “it! (tote-ct a <(fall> signal expected from the
jrst processing unit 12.

Runltitrtt.‘ pt}it’ll-ll'l—[1Ult’tl communication of tttttlit't xignulx
over ”16 lulurncl 24‘ 11-5 well as video and t'niccmuilt mu};
hus he established and nupportud without requiring perma-
nent ll’ urltlt'tmx'cs In In: (Imignrtl In cithur of the users or
irmcssing units 12, 22. tin-r Ihc duration of the mntu'mc
wint-to—poinl link. the relative permanence nithc current lt‘
arlrircgscsol the procun‘iirtg unit512. 32 in sumciunt.whcthcr
he current It“ addresses were permanent lie predetermined

tll'plciaxtilghctl) ttrtumpttrttry (it; ttxfiigrtud upon ittilizttinrmt'
ht; point-to-point communication).

In lt‘tt: exemplary emhoclimcm‘ a first user operating thy.
inn processing unit I2 is not required In ha: notifier] try the
irnt prnccrfiing unit 1.2 that an Email is lming gcncrulcd and
sent 1n cstnhtiah 1hr: [\OiDl—tO-pflint link with the second umr
ill tilt: second prmcming unit 22. Similarly, Ihc second user
ts not required to be nolitied by the second processing unit
.22 that an E-mu it hashecn received :mtl’nru temporary ll’
address is associated wit I) the second proccssi rig unit 22. Thu
moccasin}; units 12. 22 may pcrt'nrm tho disclosed point
to-puinr lttturnut protocol automatically upon initintiun of
thc, point-tn‘point communication command by the first user
without diupluying the E-mui] interactions to either met.
Accordingly, the rliscloxcd pnint—to—point il'llClTl'L'l protocol
may Lu.- tmnspatcnt to the 135cm Alternatively. either of Ibo
llrlil :mrt utemnd users may retinixre> for example, a ltriel‘
message ol'T'ONNECTiON lN PROGRESS-"or tlit: liltr.‘ on
:1 display,- ot the respective output device at the prticnsstng
units 12, 22.

After the initiation nfuithcr the primary or the secondary
point-tn-puint Internet protocols described above in con-
junutinn \vitlt FIGS. 1—2.. the luiint-to‘pulnt L-otttrrtunieaticm
Lint; over the Internet 24 may tx- catnbttttucd :ts. shown in
FIGS. 3—4 in a manner known in the am. For example,
Irfurring to FIG. 3, upon rucuivirtglhu <t".unrtoutt‘t}€> signal
from Li‘te second processing unit 22. the first processing unit
t2 extracts the 1P bdllrt’fxfi of the summit prom-song tmit 22
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and the session numbtzr, and the session number sent from
the .xuuond processing unit 22 is than checked with IltL‘
session number originally sent [mm Ihc first measuring unit
L2 in the ‘C'onnccttthucsb message at: E-mstil. 11' the
session numbers sent and remitted by tltt: grounding unit l2
mulch, than this first processing unit 12 sends a dial!) signal
dir'cctty over the Internal 24 to It]: second proclaiming unit
22'. iv. using tlu: lF'udLlrcns ot'tlu: scuond proccsiing uui122
provided to the tirsl processing unit )2 in the <(.'nnneetUK>
signal.

U port rucciv'ing the «:Cttlla- Sigurd. the sartwftd [tntccsaing
unit 22 may then bugin :1 ring scqucncc, [or cxamplc‘ by
indiunlingur:-ntnuttt:i:ttirti_1 tn the suu'md user that art lltL‘Uln-
in; call is. being received. For cxamptu, the word "FALL"
may lie displayed on the output device [it the second
processing unit 22,1110 mend usor may than activate the
second processing trail 22 to receive tttc- incoming call.

Referring to FIG. 4. at'tcr the second proctusmg unit 22
receives 111C incoming call. rcaltimr‘; audio nurttor video
convematinus may be conducted in u munnct' known in the
at! between the first and VILiL'LtI'trl truism through the Internet
24. for example. by comprcsncd digital audio signals. Erich
of the [unwitting unitfi ll. 22 may also display to each
IUNFCLL'llVfi truer lllL: WLtI'LlH'. "IN USE“ to indiuutc IlILtt Ihu
ptxint-ttypoint communication link in established and audio
or video signals an: being transmitted.

in addition. oitltcr "Rut may tc—rminntc tin.- pnittt—tn—pnint
communication link by. tor nxumpttn activating a termina-
tion commrtnd, such as by activating :trt [END] button or
icon on u rCSchliVu processing unit. causing the rcspuctivc
processing unit to send an <End> signal which causes both
pmoorifiirtg unite-3 to turminutt: Ittc rusptr’tin SUL'litlx. as well
its to purlrtrrn olhcr cleanup Lornrnands ttnd functions known
in the art.

“GS. 5—11 illustrate ummplusol'rlisplay NL'l'tzLil'thsfi which
may bu output by .1 respective output rlcvtcc of each pro-
cuming unit 12. 22 of FlGS. 1-4 forprovuling the disclosed
[mint-to- pnint tnturnct protocol and Syntcm ill. Such dinnluy
screens may be displayed on a display of :t personal corn-
puttr (FF) or :t FDA in it ll'tdlttlL‘t‘ known in the. art.

As shown in FIG. 5. It first display scrcct136 includus u
status are: 38 for indicating, t'uzr example, 3 called usur by
name amtt'ur by [P addmi‘e'. lIf Iclcpl’mnc rtnmluar; .1 current
function such to; C2: 3 current time: Is current operating
SllllttS such as "1N USE". and other control icons such as a

dm-rn arrow imtt 40 tor scrolling drum .1 list of parties; on a
current conference lirw. The operating status may include
such nnrtltncirttttrs its “IN USIE'. "tDLt "BUSY", "NO
ANSWER". "OFFLINE". “CALL“, "DIALING".
"MESSACES". uud “SPEEDDIAL”.

t‘tlhrr nt '_ ”-th display screen 36 tltfl)‘ inuturlt: uCLiva—
lion uncas or iunns tor actuating oommunds drunk-ring data.
For example. the display screen 36 may include a szct of
icons 42 arranged in columns. and IUWH including, digits 0-9
and commands such its END. 5ND. l-UJ). etc. For example.
the L-‘ND and SN D command: may lie inilittlrld as neurihed
above. and the Ill.“ icon 44 may be actuated to plan: a
current line on hold. Such inuns may also be configured to
Substantially simulate a tL'lungtum: handset or a (titular
telephone interface to facilitate cast: of use. as well as to
fiimulntc function kcyu nt' :1 keyboard. For example, imn:
labelled l.t~—],4 mut- be mapped to function tun-ix |-'t—l"-'l on
Standard PC twybotrrds. :trld iconé (It —t'.'3 may be mapped to
perform its combinations of function keys, such as CTRL—
Ft, r'l'Rl..—i72. turd ("'rttt —l-"3, respectively. in urltliliott. the
icons labelled l.l—L—’t and (fl—(‘3 may include circular
regions which mu}; simutnle light emitting diodes (LL-IDS)
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which incliciitu that the fiincmrt or etcrmtnt Mirage nlL'd by
Lin: 11:51)chin icon is aclivc ur lining purlmntrd.

[cons Ll—L4 my ruprcsuntcach 0H linus available in the
caller. and icons (Tl—CB may rcprcsunL conference calla:
using, at lcns‘u LillC liuc in crunnucl. l'nr CKEli'Ilillv, [WU nr mun:
panics in a unnl'umna: call. The imns L] Li- :tnd Cl 4:3
may llltllCfllE the activity of t.‘.21(‘ll respective linr: or mnfur—
cncc lint. For example. its illustrated in FIG. 5. loom Ll—L3
may have !ighlly shaded or colored Circles, such as 3 great]
circle, indit‘nringlhul each ol‘lines l and 2 are in uscnvhilc-
icons [3—1.4 may huvu durkl}J shaded or unit” CirclL's. such
as a red or Ialauk circle. indicating. that each of lint-s 3 and
4 :tl'd nut in "WA Similarly, the lightly shaded L'irt‘lt: Di tln:
icon iaiJullcd C2 indicate-5 that the Ittnclion crrn'wpondirtg to
C2 is active, as additionally indicated in the SIRIUS- :Ju'ea JR,
Whilc darkly shaded circlrfi ni' icons labelicd Cl and C3
LI'ltliL‘lllL‘ that such corresponding functions are nol active.

"ilk icons 42 am used in conjunction with the status arm
38‘ liar cxamplc. using, a mnust: liar input, a line that is in use
as indicated by the lightly cultirt-td circle til the icon may I}:
activated lt.1 indict-nu it party's. namt' by clicking a right
muttsc hullnu for i scwnds until another mouse click is
attuned (if the [L7, ] key Lll' icon is actuated. 'l‘hLIsA. the usur
may switch liclwctzt'i multiple culls in program, Utl tragicutivr.
lines.

Using the icons :19 well as an input device such as it
nmuwu, a user may c-ntul' the mum.- on xiiu or [P tltltll'L‘sV. il’
known. ul' :1 party in Dr: culled by either manually cnluring.
the mime, is)! using the sp-aetltlittl l'caturc, or by tiriuhlu
clicking on an tsmrir in a directory stored in the memory.
such rislhc memory [6 oi the first proceaaing, unit 12, whcrc
LIIL' dirL‘L-iury untnus may i')L' scrullotl usinglhu stains ttruu 38
and lhc down arrow icon 4”.

once a called party is lislud in die status. arm! 33 as lining
34.1ch nn :1 Iinc. Ihc uscr Inn}- trutislizr Iltu callct] tinny ill
unothcr line or n cuntcrcncc liuc by clicking;r and dragging
Lhc sttu ll$ are-2t 33, which is rcpru-Scnictl by it reduced icon 46.
Draggingllti.‘ rcduucd icnn 46 lttitny Uni: of liitc iL‘tmle—[n'l
Irnnnlers the called party in USA: ID the Minded line. and
dragging llIL' I‘L'IJIICC-tl ictm 46 [(1 :ui}.r Lll'lL' tti' L'tuilbruncu liuu
icons C1—C3 Mich; thc cal led party In the sclcctul coufnrc ncu
call.

t'hlm' l‘munrtzs may ht; suppnntd, such up. it‘nns 48—52.
when: icon 43 Cnrrnsimndfi tor for example. an ALILX
command toexit thr: cmttmtnication facility of {I procL-ssing
unit. and icon 50 cru‘ruxpnnds in, in! cxamplc, art ALT-M
command to minimiz: or maximize the display semen 361w
Ilie milnul device til" the prricussing unit. icon 52 Ci'irrtspnnrli:
to tan OPEN command. which may, for example. correspond
to pressing Inc 0 key on a keyboard. in expand or contract
IL“: display screen 36 [LI rcprcstsul illc opening, and Making 01‘
n cullular Icit-phunu. An “opened" cnntigurution is shown in
FIG. 5, and :i "chanted" conliguraliurt is shown in HG. 6. in
the "npcnurl" crinligilrutitrn, uddilinnal liz'tlltlfCK-SIIL'lI (in EIUI-
put Volume (VULl controls. input microphone (MIC)
urinlrrtls, tt':tvct'tlrm (WAV) ROIII'KI L‘t‘nnimly etc.

The list; of display sun-us such as those shown in FIGS.
5—6 pruwdutl flexibility in implcmcnling various [natures
availuhlu to Iiit: Itstsr. ll i»: to lit: undurstutltl that utitlititlual

L’c-aiu rcs such its thosc known in the art may he supported by
Lhc processing units [2, 22.

Allcrnaliwijr. it is to lit: understood that Ul'lt: skilled in tilt:
art may implement the nrnccssmg units 12. 22 to haw Iht:
t‘caiurcsot'lhc clisplayewrccns in FIGS. 5—6 in hardware: i.c.
a wind Itluphtinc tir wirclum cellular lc-lcphtmc may include
variant; keys. I..L|)s\ liquid crystal displays (Lt‘lls), and
inuclu‘uccn actnnlnrs cnrrcspnntling it) the- icnns and feu-
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tum: shown in FIGS. 5—6. In addition. :1 PL' may haw: tht:
keys of a knyboml and mouse mapped [0 Jim: icons and
[CHIIJRLR shriwu in l-‘lFiS. 5—6.

Referring to FIG. 7. the disclosed pointLtoApoLnt Interact
pmlricul ill’ltl systurn 10 i.» lniliatcti :4] at first Eirtmrsaiug unit
[2 for pnini-tu‘pninl lntcrncl cammunimtions hy nturiing
lb: poiIIl-lo-poinl internal protocols in sit-:1: S4; initiating Il'ld
primary point-In—nuint lnicrrtci pmiucol in step it's by sund—
ing a query l'rntn the tin-it prnccssing unit L2 lo the urinncc-
tion server 26; determining if the connection server 26 is
operative to purlbnr: lhu point-lti-point lnlcrnul protocol in
step 53 by receiving, 711 the lir5t1 prowsqirtg unit 12. :in
un—lint; Mllltlé Sigurd l'wni Ilit: CL'IfiI'ICL‘iiUIl mar 26, which
may include the IP Ettlt'll'CS'M.‘ oi lllC cullcc or ii “Caller:
(HY-Linc" message; performing 1hr: primary puini-to-point
lnlcrnut pl'fllut‘ui in step 60. which may iut‘ltId: rcuciving. at
the first pruwafiing unil I2, the. II’ address-i ol' the unllcc il'thc
caller nautiuu ancl tan-lint": and initiating and performing the
secondary point—Io—noinl lntcrncl pmtocol in step 62 if the
callctl party is not Active rind-in tin—line.

Referring to. ["108 in L'nnliunctinn with FIGS. ! nndJ-«L
the disclosed pnint-lu-pnint Inlumgt IlIUlDL'UI and system {0
oncrnrus using Il'IL' wnncctinn newer 26 In perform stun fill
in MG. 7 h_\' starting the pcrint-to—point lntcrnct protouol in
atop 64; timestamping and storing Email and ll’ addresses
of logged-in users and pmccssing units in the.- dutabnsc 34 in
step 66; recaiving :1 query at the unnnec1inn server 26 from
a liml procus‘iiug unit [2 iii stcp 63 ID cluturminc wlittlhcr a
second user or sucrintl proccsning unit 22 is hugged—in to ll‘IL
Internet 24, with the sccontl user heing 649-2 specifier], fur
cratupiu. by :m E-muil ntldrchu; rutricving the 1P xtltlt'c‘is of
the specified list-3r i'rorn the dalnhnsc .34 in stun 70 ii tilt:
spucilicd nm- is logged—in to the internal; and Sending the
Mricvcd IP address in the first processing unit in step 72 In
establish pcint—lri-poirtl Internet mmmnnicatinns with lhe
specified user.

Referring to FIG. 9 in conjunction with l-‘IGS. 2—4, the
disulmurl sucnntlt-try pnini—ln-ptliul Irilumut nmtnml rind
system it) npcmlcs til the first tireccsning unit l210 nurturm
Hop 62 nl‘ Fl“. '1'. Tue disclnsttl Sicrsmluq [ininI-tn-pnint
lnlurnul prulucol L'lpUl'illL‘fi itS shown in HS. 9 by sirirlinglhc
secondary point-Io—nnim Internet protocol in step 74‘ gen‘
crating, url E—iuuil itiguulT including it Mbfiit'lli I'Iunilittr mu] 3
first IP ntldruss corresponding to it lirst process-sing, unit in
step 76 using the first processing unit l2: transmitting the.
lit-mail signal as 4 <(‘Lannwtltctiticsi> signal in tlic Internet
24 in step 78; delivering the E—I‘nail Signal lhrmtgh like
lnlcrncr 24 using a tutti [server 23 to a Rewind processing unit
22 in ship flfl. extracting the sussinn number it rid the first I?
address I'rnni this: E-rfittil signal in step 82; transmitting, or
sending lht: sessinr‘l number and :t sucnnrl IP giridrem curm-
sponding to tho sue-00nd prmxssing unit 22 to Ihc lirsl
processing unit 12 through lhl: lntcrmt 24 in sic-p 8-4:
\‘Ltril'ying II‘JL‘ scssittn nurrtlmr l'L'L'L‘iVL'lJ {nun tht: sucunrl
prticnssing unit 22 in stun 86; and afitiiblinhing at pointin-
puinl Internet Communication link lxctw'ccm tin: lirsl prawn;-
ing unit 12. and sumnd [Humming ttuit 22 using lhu Iirst and
second ll’ addresses in stop 38.

While the. discloscrl point—Io-poinl lutemct protocols and
system have been particularly shown and described with
n: fdl'cllw in the prcl'urrctl cmhndinmnis. it is. uudcrnttmd hy
thus-u shiltctl in t'nu art that various tnritlifictrtinns in trim: and

detail (my hr: midt-ihcreinwithouidcpartinglrom Iht.‘ Licence
and spirit til' lhu inVGllIllll'l. Accordingly. mritliliculirim such
as ”‘1me nugget-Jed above. but nnt limited thiretu, are to he
cunsiticred within Ihc scope (ii the invantirin.
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What is claimed is:

l. A utrnptttcr program product for list with n computer
rays-mm, the computer system cxccutirtg a Ijrst process and
Uttcrati\‘ct_\' cornicclaltlc it) a NCCL‘IHCl proccfiza and 21 mrt‘cr
over a computer network, the computer program product
comprising:

a computcr usable medium having program codc— cmhrid—
ldtl in Lhe medium. the. program Linda. comprising:
program code for transmitting to the scrvcr it network

protocol address received by the Jim proctor fol—
lowing connection to the computer network:

program coil-r: for transmitting, In the server, :i query as
to whether thc succinct process is conncctcd to tilt;
computer network;

program codc for receiving a network protocol tldEll'iJSS-
ot' the second process from the: server, when it“:
summit process is connectcd to the oomputcr Itct-
work; and

program codc, responsive to 1th network protocol
address til the sacrum! prong, tor establishing :i
point-to-point communication link tun-tween the tirtit
phi-mess and thc accent] promo: over the computer
notwork.

2. An apparatus. for enabling point-Io-point communica-
tions. ltclwcvn a first and u wcttttit process over u computm
network the: apparatus comprising:

(at processor;

:t nclwork interface, operatiwiy couplcd to the processor.
for Lvtnuccling tltt: tt])ptlftltll< It! tlit: cottiplttcr network:

a memory Upcrrtivcly cuuptcd to tho ttl'ocflflir. tbr
storing :1 netwi'irk protocol addrex; l'ctt' Selcddd (if a
plurality of processes, each network protocol address
storccl in thc rm: mory following. connection of :1 www—
Iivr; “003259: to the C(tmputcr network;

means‘ responsive to a query from Lite first process, for
dctun'iirting It'tt: on-Iinc status. of the wwnd process
and for transmitting a nctwork protocol address. of thc
sccorid process to thc first process in rcsponslc lo :1
pnsitivc dutcrmisintiou cur Iitc nn—linc status ot- Ihc
second power-:5.

3. Thc computer sen-tr apparatus rll' claim 2 further
comprising a timer. operatively couptcxt t0 the proccssor. for
tioic stamping lbc network protocol worms stored in the
mutnury.

4. A mclhrid titr cnaltling poinlAtonpnint communication
between a tirxt prone.“ and n sewn-:1 pmcas over ti anrnpulcr
tit-.t'wnrk. this motion] comprising Ihc xtcpx of:

A. receiving and storing into a cumpulcr mcmory it
respective network protocol address. for sci-acted 01' t1
plurality of [ll'lJC'cSStL’S that llttvc :m tin-tin: hlflltlfi with
rcspccl to the computer network. each nt' thr: network
protocol xddrcssnx FL’CCIVCd tollowing connection of
Iltc- rmpcclivu prnccis ItI Itic cutilpttlur nctwnrti;

n. moshing a query From the first prom-55 In Ltclcrminc
the (tn-tine status of the second prunufis;

C. determining the inn-tin: status at the SGCUTIU process:
and

I). transmitting nu ittrtictttiort [Ir tltc tin-lit): strum tit Iltt:
second process lo the first procms nvcr Itic computcr
network.

5. “it: method of claim 4 wllcrcin sic-p C in rthcr corn-
prL-ics Ihc Steps of:

c.l searching the computer memory for an curry rclttling
Ilic sccond Prt‘i‘tlsfi and

c2 mtricving i! nclwnrk protocol irrlrlrcxx nl' ItlL' suitor!
prudesx in resp-imtic to it positiw determination oi Llic
(ID-lint: status of the manor] pntc:s<.
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6. The mcthort of claim 4 wherein step I) furihcr corn-
prisus Illi: )lL‘Ilh of:

tt i trmumirtmg 1hr: network protocol address of the
second pr‘occsa to the first prowss wticn [th second
process is determined in step (7 to have- :i prism—w:
tin-line status with respect to the computer network.

7. Tl“: mcthoit of claim 4 wherein step D l'urtlwr com-
prism the steps of:

at gcncrriting an elf-lint: message- when the sitconcl
process is dctcrminud in step (3 to httUtfi'. a negative
on-linc status with rcspcct to tho computcr nutworit:
ttlttl

r12 lrdmmitling 1hr: till-tine mossnnc to the Iiisl process.
3. The method ot'ciaim 4 furthcr comprising the slept; 0|"

E. rccciving an E—mail signal comprising a liist network
prtttttuot dtltll'L'fui I‘rutit Iltt: ttm process: untl

F. transmitting thc E-mai] signal own the computer not—
worti to the second proccss.

9. the method of claim 8 wherein the L-muit signal
furtltur Ctlltlpl'lh'ttx a Ht-R‘iitltl numhcr nnrl wlit'rciri ship F
furtlicr comprises liic step of:

til transmitting the scgion number and nctwork protocol
address over the computer network to the second
llrfiClLfifi.

[0. In it computer system. it method for establishing n
paintAto-Apoinl communication Link from .‘t cnllcr process In
3 cttltct: process (Wtit it computer nclwurk. the caller process
having, a usur inlcrfiicr: and lacing operativcly conncclnhlc to
the callee process and :1. server over the computer network.
the rnclhiatt uatnprising the steps of:

A. providing :1 85L ii'ttterEtL'C cttslitcrtt t'cprcscnting ti lirsl
communication line:

 

[L providing a use: intcrt'acu clement representing a first
called: p‘t'DCCE-fi; and

L'. unlublishing & point-triApoirIt communication link I'rom
Ihc callerprocess tr: the tin-2| caller: process, in rufiportsc
to it IISCI' armor-lining tltc clcnicm [epicsunting this lirxt
callcc process with tttc clcmcnl rcprcscnting the Lin"!
communication liner.

11. The method of claim 10 wherein stcp C Further
comprices the steps 01':

ct querying this writer as to thc on-linc status of thc tirst
callcc process process: and

0.3 mociviug a network protocol addrcsg of the first callcc
print-ice rt\-'cr II'Ic. mirtpultsr network from IhL' ficrvcr

1.2. Thu method at claim It, l'nrlhc-r comprising thc stop 01'.
D. providing an clcmcnt topicscnling a second commu-

nication line.

13. Till: rrtcthml ol'cluim 1.2 further comprising Ihc stopS
of:

E. tcrminating tliv mint-lo-lminl communication link
Iron] the cutter gran-1&5 to the Jirsl caller.- p-mccss. in
I'l'll-LI‘II'IHSE tn the titer disnmncinling the ulnmet‘tl rcpt?-
scnling the first callu- proccaes from the clcmcnt repre-
senting, 1hr.- t'trst oommtiniculion ljnc; and

t4. establishing :i dill'crcut point—Io—point communication
link from lhi: calla pmccs; to tho first catlce prnccm,
in mspnnrit.‘ to the uscr afltcinting the Moment repre-
senting, the lirst callec process with the clcinunt rcprc-
Suiting lllL' scrum] LT.tlt]tl1LITltt_'Ht‘tUn line.

14. Thu mcthod oiclaim ll} funhcr comprising the steps
of:

I). prthdmg n utter intet'l'ncc clement representing a
second callcc pom-«:35; :tnrt
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E. establishing a conferenc: pt'tint-to—pnint Ct'tt't'll'ttLtl'llutt—
lintt link bctwcun IltL: Citllrr prttmsts and the first and
Second cullcc process. in responsu to this tract moori-
ating tltc ulcmcnt representing Ihc suuond callec pro—
(idiot with the clement rnprumnting the first uunmin'ri-
cation linu.

15. The method ofclaim 10 t'urtltcrcomprlaing the stop of:
F. rtmoving the sucond collar process from the confer—

ence l‘lttlnl'llt—fltitll communication link irt rcspttttsc m
the user disnmocintittg Iltr: elemtnl mprcsonttng the
second trnllnc prttL'LiRk' from the element representing the
first communication line.

[6. the method at claim It! titrthcr comprising the steps
ol':

D. providing, a usur iLttcrl'acr tlntttcttt rcpt'cwnting :1
communication linc ltaVing a temporarily disabled Stu-
ms; and

E. Icmpomrfly disabling a point—to-poml communication
link between tltc callur prom.“ and tltt: llthl caller.-
proccso. in rwponsc- to the user associating thu- ulcntcnl
representing the first caller: process with the element
[Spica-cutting the utttrtt‘nttiticattiurt lint: l'trtving a [cattpo‘
rarityI disabled status.

[7. "the ntetltorlot'claim 16 wltorcin thuclcmtnt provided
in step i) wprcaunts a communication lint: on hold status.

18. The ntcthorlnl‘ churn l7 where-in the element provided
Ll't SIL'p D wpruauun a mmrnunioatittn “III: on mulc status.

19. The method of claim L0 wherein the caller process
further comprises a visual display and the user interface
litllltpflhifi a graphic uscr itttcrl'acn.

20‘ The method at claim 19 wherein the steps of ostrth-
Lislting a point-to-point link as described in StL'p C is
performed in response to manipulation of the graphic cic—
rncnls on the graphic user interface.

2] . A computer program product for use with :i computcr
nysrcm comprising;

a computer usable mudium halving. pmgrttrn codu embod—
ied ttl the medium for cstablishinp a point-to—point
communication link rfl'llll u cullcr ltt‘ttL'CKS- to a CLIIIL't;
process ovc-r at computer network. the caller pro-ems
having Lt usor interface and being, operitivcly connect-
t'tl'tlt.‘ to thc uatlcc lil'tltllsxi ttItLl :t smut over lltU cunt—
ptttcr network, the medium further comprising:
program undo for generating an clement rnltrnncnting :t

first communication line;

program Lair-do t'or gzneruttng an element reprwrnting :1
first calla: pmu‘fib‘;

program code. responsiw In a user associating thc
oh: ment representing the GKI cullae pmcexs with the
chantqu reprrssettlinag thu Fust contrntmicalimt line,
for csttthlislung it point-to-point communication link
from lltt.‘. caller process to thr: first caller; process.

22. Thu computer program product ol' claim 2] wherein
the program code [or establishing a point-Io-poirtt comrnw
nication link further comprises:

program code ill! querying the server its: to the (tn-line.
status of tltc first callcc process; and

program code for mociving a network protocol add reg of
the first outlet: prowss over the computer notwork tromtltt; sum-n.

23. A computer program pn‘Jduct of claim ll further
comprising:

program code for gum-rating tin ctr-merit representing a
somnt‘l communication lint;

24. The computer program product of claim 13 further
unmprtsmg:
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program node, rc-sponsitrn to the utter (lifitumciatittg the
L'lLJlllL‘tll rcprcsutting lhu Iltsl callus prrtusss I'rum thc
clcmunl representing the timt cornmun tcal ion line; for
torntiuaJing Lht; point-tu-pttittt ctrtttmuniuntiun link
from ll'tu caller process to the lit-st oulec process: and

program code rusponsluc to tho Ubut annotating 1hr.-
clcmunl rcprcsuntirtg the first cullcc prawns with the
ElEtTlfll'll presenting thr: second corn ntnnicalinn lino, {or
establishing a dull-rent puint-to-point communication
link from the caller prowas to llJt': first caller: primers.

25. The computer program product of claim 21 turthw
Ullmpl'll-i-Il'lg'.

program wilt: for generating an cturuont rcprcxcnting a
second cullne prmunua; and

program code means, rcsprmsivc to thr: user associating
llti.‘ clement representing the second calloc procusswilh
the element representing the llrst communication line.
for csluhlishing a conference mtntnunicratiun link
ltctwu-n tltr: caller proc as and the. first and second
caller: process.

26. The computer program product of claim 25 further
comprising:

program code, ruspnnxivu to the. tIStI t-Iiszrwnrfiuting the
element ruprencnt lug Ihc sccnnd calico process l'rnrn the
elemunl rcpresurttlng tn: first communication lirx. tor
mrtttsving lht: wound calla: process [mm 1h: cunl‘cr-
enct: contmttrttcutirtn link.

3?. The computer prugritln product of claim 2] further
comprising: I

program code for gem-rating ilt'l clement rcprcsuntirtg u
communicat ion line having a temporarily disabled sta-
ms: and

program cudc. responsive: assimilation of tltc clumcnt
rcprcmnting the. first cutter: process with the clement
rtpmucnlittp, the communication lint: ltnvit‘tg a lurttpo-
11ml); (ltsaltlcd Mutual [or temporarily disabling the
pomt-Lu-poinl Communication link ltetWtzen the Cltlld-t'
itttlcct‘h and Iltt': llrsl calltru pron-c“.

23. Thu computer progrum product (rl' claim 27 “human
the communication line having :t tcmprtrarily disabled slants
CttmpFL‘ififi [I cutt'tmmticnlittn linc on hold status,

29. The computer program product of claim 27 wherein
the communication line having .a temporarily disabled :tutus
comprises at cotttmunication lint; on mutt: status.

.30. Acuntpulrr program product ul'cluim 21 \vhcrein the
cumputur systu-n l'uttltut' comp: was a visual Ltixplay and thc
user interface comprises a graphic user intcrl’uccl

31. 'I'bc computer program product of claim 30 whc rain
the clomunt representing tltr; first communication lint: and
thc olcmunl rcprcncnting the first L‘illlC'tZ‘ procusa arc graphic
clcmnnk and wherein [I]: program code for establishing a
point-tu—prtittt L'Ut't‘llltlilllljiillltll link from Iltc L'atlJcr pt'rtcca‘us lit
the first calico pron-en; l‘urtttcr comprises:

program ends, mqpcmsive to manipulation of the graphic
clatttunts on ll’tl‘ graphic uxtar itttcrlucc, I'or Establishing
tho pointAto-pnint CUTI'IITILIl'IlCEIliOfl link from the caller
pro-Jess to the first L‘ullcc process.

32. A method Hr hunting a process twct' 1: computer
network cotttpming the steps ul’:

:t. maintaining :tn ltttcruct acccxsiljlc list having a plurality
of wiudlctl uttlries, each :t‘lll'y comprising an iclcnl illur
raid :1 corrosponding, Internet protocol address of a
process currently L‘onnuctcd to the Internet, the Internet
Ptttlfiflftl :lElLlI‘ES“ adtlurl to tho list l'rtlluwing uttnnuctirtn
of the proton; In Ihu uurnputcr network; untl

h. in response to identification atom: of the list entrionlry
a requdling process, providing one. of the identifier and
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lhe corresponding Internet protocol ttddresgs ut‘ the
idcnlilicd c-rtlry In the mounting prttCL‘xs.

31A method for locttim; promo-sea having dyttumiculty
assigned network protocol addresses over a computer
network. the method comprising the steps rat"

:I. maintaining, in a computer memnry, a network truce:-
silJlt: compilation nl‘ entries. selected of tilt: entries
comprising :1 network protocol address and a corre-
sponding itlcnljllcf til 'rt putt-ow: L'UllnL‘L'ttitl tn lllL'- L'L'lnl—
ptltor rtct'work, the network prettt-ool address of thc
cnrrcsponding process assigned to the process upon
chnncclion 1n lltr; compulur network; and

b. in rusponxc to idcutiflcxtiun of one of the cntrics by a
requesting process providing one of the identifier and
the network protocol atldrum to the requesting process.

34.1%: mutltttrltat‘clttim 33 tttrlltct L'otnpt'isingthr: stepmt‘:
C. modifying Iht: mmpilalinn of entries.
35. the method of claim .34 wherein slcp c further

comprises:

c.t adding an entry to the compilation upon the occur—
rence of a predetermined evrnt.

36. The method ol‘clttim 35 wherein the prcdctcrmirtcd
event comprises notification by :1 user worms-tut an assigned
nt'thrlL protocol atltlrcxk.

37. The method 01' claim 34 wherein step c l'unhcr
comprises:

L'J deleting an entry from the. compilation upon the
occurrence of :t predetermined event.

38. A comrnttcr program product for use with a computer
syetetu [towing a memory and being operatively conneclatsle
twcr a L'ttlltptllur network to one or mun; computer
proL'cE-sttrta the computer program product comprising a
computer usable medium having program code embodied in
the medium tltt: program (:0th comprising:

a. program code configured to maintain. irt the computer
memory. a network moccasiblo compilation of entries.
selected ot' Lht: cttlrius comprising a network protocol
at‘lrlrcm and :t Ct'll'l't&§rtltltlillg identifier of n pt'rrccxk
connected to the computer network. lltc network pm—
Iocol address of the correspond ing procure. usaignod to
the pmccsi upon connection In thu computer network:
and

I). program code mfipunsiw to identification clone of the
entries by a requesting process and configured to pro-
virlt; one ui lht; identifier and the network proluc-tl
address to the requesting process.

39. The computer program product ol‘ claim 38 fun hur
uomprL-sirt ‘:

c. program cutlt‘. configured lr'I modify tht: compilation 01‘
cnt ries.

Page 16 of32

ll)

30

.'(5

=30

t> I).

50

16

40. 'llte computer program product 0!” claim 39 where-in
program unit: configured to mutiil‘y wmprises:

6.1 program code configured to add an entry to Utu
cnmpillt'irtn upon the rtcmtrrtttce nl' a predeterminedcw ntt

4L The computer program product ol— claim 4“ wherein
lltc prctictut'rninc-tl L'\'cnt comprises notification Ity .'t pmccafi
ol' rm assigned network protocol address.

~12. The computer program product of claim 38 wherein
Slcp c rurtltor CDlltPIL‘lcSI

ml program code configured to delete an entry from the
compilation upon the occurrence of :t predeterminedevent.

43. A computer program product for um; with at computer
xyslem, I he computer system executing a first prt'tL‘erm opera-
lively coupled over a computer network to a secn rtd pmccxs
and a server process. the computer program product com
prising 71: computer usable medium having computer read—
uhlc program urtdt.‘ crnl'toclicd therein the program code
comp-rising;

:1. program code configured to acccsa :1 directory database.
thc {lumbar}: having it Itclwnrk pt'ttttu.‘t'tl :tddru.“ for :1
selected plurality of prcuksscs having err-Linc Rtattts
with respect to. the computer network. Ihr: network
prottwl trdtlrtmi ol‘crtclr rtspcctiv: 1mm.“ forwarded
to the database following mnncction to the computer
ttutWork; and

1) program CULIt; responsive to unu til the netwrvrkprttttttnl
addresses and configured to establish it pt-int—lo-pnint
communicmion link from the lirrtt [ITOL’ESS to the second
prrtuum t'tvcr tht: ctttrtpulur nutwtll'k‘

44. In :1 first computer process operatively coupled over u
computer network to a second process and an addresfi server.
a method 0|“ establishing a point-to-point communication
between the first and rectum! pmcessies composing the stepsor:

A. I't'tllnwing ctrnnoction of tits: first process to the can»
pttler network forwarding to the Ml‘lfCSS server a nut-
wurt; pmtunul address at which tht.= first process is
connected to 151:: wmputcr network;

B. querying the tzldreas server as to whether the second
process is connected to the computer network:

C. receiving a network protocol addres< ot' the second
protest-t from the itdlill'5&$ mixer. wltcn lhc sccUttd
process is connected to the. computer nelwnrk: and

E). in response to the. network pKI'll'JCUI address of this
SCL'ttllll pntL'BSs. cstnltlishirtg n [minI—ttt-puittl commu-
nicotinn Link wit It the second processovcr the computer
network
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(57) ABSTRACT

A puint-lo-poinl Internet protoct‘t] exchanges Internet Prolo-
col (IF) addresses between processing units to establish {1
point-to-point communication link between the processing
units through the Internet. A first point»to—poiut internal pro—
tocol includes the steps of (a) storing in a database :1 respec—
tive IP address 01‘ a set of processing units that have an
art-tine status with respect tn the Internet; (11) transmitting a
query from a first processing unit to a connection server to
determine the on—Iine status ol'a second processing unit: and
(c) retrieving the IP address 01" the second unit lion] the
database using the connection server. in response to the
detemtinntion ol‘o positive on—line status of the second pro—
cessing unit. for establishing a point—tn—point communica—
tion link between the first and second processing units
through the Internet. A second poinl~to—poinl Internet proto—
col includes the steps of {at transmitting an l'i-tnail signal.
including a first [1’ address. from a first processing unit; (1:)
processing the E—mail signal through the Internet to deliver
the E—mail signal to a second processing unit: and (ct trans—
mitting at second IP address to the first processing unit for
establishing a point-to-pninl communication link between
the first and second processing unit through the Internet.
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ISSUED UNDER 35 U.S.C. 307

THE PATENT IS l-IEREBYAh/iENDEDAS
INDICATED BELOW.

Matter enclosed in hem-y brackets [ ] appeared in the
patent, but has been deleted and is no longer a part of the
patent; matter printed in italics indicates additions made
to the patent.

AS A RESULT 0]" RIiiiKAMlNA'l'ION. IT HAS BEEN
DETERMINED Tl-LAT:

The parcnlability ofcltiitlts' 1-7 and 32-42 is confirmed.

Claims 10. 21. 43 and 44 are cancelled.

Claims 1]. 12. l4. [5. 16. 19. 22. 23. 25. 27 'dt‘ld 30 are
determined to be palcutable as wounded.

Claims 13. 17, 18. 20. 24. 26‘ 28. 29 and 31. dependent on
an amended claim, are determined to be palentable.

Claims 8-9 were not reexamined

I]. [The method ot’claim 10] in a r'rttttprtter‘ system, ct
trietbodjbr ectabiirhiqg n ,tJrJinr-to-{mint rtitrittttmit'atiou link
from ti miter process to a rotten process over a rattnttrter
network. the c'aiier process having a user interface and
being upemtiveiy connectubic to the coffee process and a
server over the computer netti’ork. the method comprising
the steps of}

.4. providing a user interfitce element representing ttjirst
communication line:

3. providing a user intcrfitr'e element representing ajirst
cttt’iee process; and

(I. establishing rt point-m-point crittttrturticarion tinkjiotu
the toHerprocess to thefirrr enticeprocess. in response
to a user associating the element representing thefirst
entice process with the eietitent rcpmsenting they/irsi
rrnrunrtm‘r-otirm line wherein step t‘ further comprises
the steps of:

c.l querying the server as to the on—line status of the first
called [process] process: and

c.2 receiving a network protocol address of the first callee
process over the computer method: from the server.

11 The method or claim [Ill] it further comprising the
step of:

D. providing an element representth a second communi—
cation line.

[4. The mclhnd of claim [Ill] i 1 further comprising the
step of;

D. providing a user interface element representing a sec
ond callcc process: and

E, establishing a conference point—to—point conununjca—
tion link hetwucn the caller process and the first and
second callcc process. in response to the user associat-
ing the element representing the second callce process
with the element representing the first communication
line.

[5. The method of claim [Ill] i t further comprising the
step of:

F. removing the second callec process from the confer
once point-tu-puint communication link in response to
the user disassociating the element representing the
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second callce process from the element representing lhe
first eonununication line.

16. The method oi'claint [10] H litrlher comprising the
steps of:

s I). providing a user interface element representing a com-
munication line having :1 temporarily disabled status:and

E. temporarily disabling a point—to—point communication
link between the caller process and the first callcc
process. in rest-misc lo the user associating Ih ‘ clement
representing the first calle process with the element rep»
resenting the communication line having a temporarilydisable-d status.

19. The method of claim [10] it wherein the caller pro-
1 cess further comprises a visual display and the user: interface

comprises a graphic userintcrface.
22. [The computer program product nl'claim 21 ].-t cums

Jtraitor,u'm‘rmztm pmdrtntfitr use wit}? a computer system rotti-
prising:

a cmapttter trsttbte rttedittm inning program code embod—
ied in the titeditmt for estabiisiting a point-impair”
mtittttttttit‘aiidil' magnum a miter process to It r‘ttiiee’
prOce-ss over a computer network. the miter process
having a user interface and being operatfvcir Connect-
ahie to the toilet? process and a senor over the corn—
pttter rtettt’ort’t, {lite meditttrtfltrtiter L‘tltttpri.t‘ing:

program codefor generating an cictnettt representing a
first t‘utrrtntmir‘atiott tine;

program (‘0J€_fi)r generating an eietttettt representing it
first entire process:

program code, responsive to a user assoriating the ele-
mem representing titefirst caiiee process with the ole;
merit representing tire first communication titre. “for
establishing u pointrtojpofrtt CtJtttrttlthiC‘aitOtt iitticfiottt
tile roller process to titefirst miter.) processt ]whcrein
the program code For establishing a point-lo-point cont-
nrunication link further comprises:

program code for querying the server as to the on—line
status of the: first caller: process: and

program code for receiving a network protocol address of
the first callee process otter the computer network from
the server.

23. A computer program product ol‘cluint [21] 32 further
comprising: program code For generating an element repre-
senting a second communication line.

25. The computer program product of claim [21] 22 for
[her comprising: program Code For generating an element
representing a second callcc process: and program code
means. responsive to the user associating the element repre—
senting the second callee process with the element represent-
ing Lhe first communication line. for establishing a confer-
ence communication link between the Caller process and Lhc
first and second callee process.

27. The computer program product ol'clairn [21] 22 fur-
liter comprising:

program code For generating an element representing a
communication line having a temporarily disabled sta-tus: and

program code. responsive association of the element rep—
resenting the first callec process with the element repre-
senting lhe communication line having a tomporaril}r
disabled status. [or temporarily disabling the pointitoi
point communication link between the caller process
and the first callce process.

311A computer program product of claim [21] 2.? wherein
the computer system Further comprises a visual display and

as the user interface comprises a graphic user interface.
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