
0 

UNITED STATES DEPARTMENT OF COMMERCE 

United States Patent and Trademark Office 

April23, 2013 

THIS IS TO CERTIFY THAT ANNEXED IS A TRUE COPY FROM THE 

RECORDS OF THIS OFFICE OF THE FILE WRAPPER AND CONTENTS 
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r.·: PATENT 

Atty. Docket No. 649-2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Commissioner of Patents 
and Trademarks 

Washington, D.C. 20231 

UTILITY APPLICATION FEE TRANSMITTAL 

Sir: 

Transmitted herewith for filing is the patent application of 

Inventor(s) Glenn w. Hutton 

For: POINT-TO-POINT INTERNET PROTOCOL 

'·Enclosed are: 

[X] 28 page(s) of specification 

[X] 1 page(s) of Abstract 

[X] 9 page(s) of claims 

[X] 6 sheets of drawings [ ] formal [X] informal 

[X] 5 page(s) of Declaration and Power of Attorney 

[ ] An Assignment of the invention to 

[ ] Certified copy of applications 

Country Appln. No. Filed 

from which priority under Title 35 United States Code, § 119 

is claimed 

[ ] is enclosed. 

[ ] will follow. 

CERTIFICATIONUNDER37 C.F.R. A 1.10 

1 hereby cef1i1Y that this New Application Tran~mittal and tbe docwnents referred to as enclosed therein are being deposited with the United States Postal 
Service on this date September 25 1995 in an envelope as "Express Mail Post Office to Addressee" Mail Label Nwnber EM302799414US addressed to: 
Commissioner of Patents and Trademarics, Washington. D.C. 20231. 

Weridy Greenscich 
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CALCULATION OF UTILITY APPLICATION FEE 

Number Number Basic Fee 
For Fi1ed Extra Rate ~730.00 
Tota1 
C1aims* 20 -20 0 X ~22.00 ~ 
Independent 
C1aims 6 -3 3 X ~76.00 ~228.00 
Mu1tip1e [ ] yes Add'1. Fee $240.00 $ 
Dependent 
C1aims [X] no Add'1. Fee None ~ 

TOTAL ~ 958.00 

(X] Verified Statement of "Sma11 Entity" Status Under 37 C.F.R. 
§ 1.27. Reduced fees under 37 C.F.R. § 1.9(f) (50% of 
tota1) paid herewith $479.00. 

[ ] The amount of $40.00 for recording the attached Assig~ment 
is inc1uded in the enc1osed check. 

[X] A check in the amount of $479.00 to cover the 
[ ] recording, [X] fi1ing fee(s) is attached. 

[ ] Charge fee to Deposit Account No. 04-1121. 
TWO (2) COPIES OF THIS SHEET ARE ENCLOSED. 

Order No. 

[X] P1ease charge any deficiency as we11 as any other fee(s) 
which may become due under 37 C.F.R. § 1.16 and 1.17, at any 
time during the pendency of this app1ication, or credit any 
overpayment of such fee(s) to Deposit Account No. 04-1121. 
A1so, in the event any extensions of time for responding are 
required for the pending app1ication(s), p1ease treat this 
paper as a petition to extend the time as required and 
charge Deposit Account No. 04-1121 therefor. TWO (2) COPIES 
OF THIS SHEET ARE ENCLOSED. 

Date: September 25. 1995 

DILWORTH & BARRESE 
333 Ear1e ovington B1vd. 
Unionda1e, NY 11553 
Te1. No. (516) 228-8484 
Fax. (516) 228-8516 

seph J. Catanzaro 
eg. No. 25.837 

•Includes all independent and sin~lc dependent claima aud all claims referred to in multiple claims. See 37 C.P.R. I 1.7S(c). 
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PATENT APPLICATIO FEE DETERMINATION RECORD -/ ~-=i.33 I 15 
---- - --- - ---- October 1, -1-994- - --
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SERIAL NUMBER FILING DATE 

08/533,115 09/25/95 

gLENN W. HUTTON, MIAMI, FL. 

'*CONTINUING DATA********************* 
VERIFIED 

**FOREIGN/PCT APPLICATIONS************ 
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FOREIGN FILING LICENSE GRANTED 10/17/95 
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FILING FEE 
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Patent and Trademark Office 
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DOCKET NO. 
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IF REQUIRED, FOREIGN FILING LICENSE GRANTED** SMALL ENTITY ** 
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Foreign Priority claimed [J yes [J no 
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~et Allowance 
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PATENT 
Attorney's Docket No. ~ 

COMBIHED DBCLARATJ:ON AND POWER OF ATTORNEY 

(ORIGINAL, DESIGN, NATIONAL STAGE OF PCT, SUPPLEMENTAL, 
DIVISIONAL, CONTINUATION OR CIP) 

As a below named inventor, I hereby declare that: 

TYPE OF DBCLARATJ:ON 

This declaration is of the following type: 
item below} 

(check one applicable 

19 original 
0 design 
0 supplemental 

NOTE: If the declaration is for an International Application being filed as a 
divisional, continuation or continuation-in-part application do ~ 
check next item; check appropriate one of last three items. 

0 national stage of PCT 

NOTE: If one of the following 3 items apply then complete and also attach 
ADDED PAGES FOR DIVISIONAL, CONTINUATION OR CIP. 

0 divisional 
0 continuation 
0 continuation-in-part {CIP) 

DNENTORSIIXP 

WARNING: If the inventors are each not the 
explanation of the facts, includi 
at the time the last claimed inv 

entors of all the claims an 
the ownership of all the claims 

tion was made, should be 
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below next to my name, I,believe I am the original, first and 
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sought on the invention entitled: 
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POJ:NT-TO-PO:INT l:NTERNEt PROTOCOL 
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specification of which: (complete (a}, (b) or (c)) 
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or 0 Express Mail No., 
as 0 Serial No. 

as Serial No. not yet 
and was amended on 

(if applicable). 
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NOTE: Amendments filed after the original papers are deposited with the PTO 
which contain new matter are not accorded a filing date by being 
referred to in the declaration. Accordingly, the amendments involved 
are those filed with the application papers or, in the case of a 
supplemental declaration, are those amendments claiming matter not 
encompassed in the original statement of invention or claims. See 37 
C.F .R. 1.67. 

(c_)_ 0 was described and claimed in PCT 
Application No.-~---~~~~~~
and as amended under PCT Article 
(if any). 

International 
filed on 
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ACKNOWLEDGEMENT OP REVIEW OP PAPERS AND DUTY OP CANDOR 

I hereby state that I have reviewed and understand the 
contents of the above identified specification, including the 
claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose information 

0 which is material to patentability as defined in 37, Code of 
Federal Regulations, §1'.56 

(also check the following items, if desired) 

0 and which is material to the examination of this application, 
namely, information where there is a substantial likelihood 
that a reasonable examiner would consider it important in 
deciding whether to allow the application to issue as a 
patent, and 

0 In compliance with this duty there is attached an information. 
disclosure statement in accordance with 37 C.F.R. 1.98. 

·PRIORITY CLA~ (35 U.S.C. 1119) 

I hereby claim foreign priority benefits under Title 35, 
United States Code, .§119 of any foreign application(s) for patent 
or inventor's certificate or of any PCT international 
,application (s) designating at least one country other than the 
United.States of America listed below and have also identified 
below any foreign application(s) for patent or inventor's 
certificate or any PCT international application(s) designating 
at least one country other than the United States of America 
filed by me on the same subject matter having a filing date 
before that of the application(s) of which priority is claimed. 

(d) 

(e) 0 

(complete (d) or (e)) 

no such applic~tions have 

as follows .. 

NOTE: Where item (c) is entered above and th 

..,"'"" __ ._,__ 

which designated the u.s. itself claim priority check 
enter the details below and make the priority claim. 

A. PRIOR I.I'ORBIGN/PC'l' APPLICATION(S) PILED WITHIN 12 MONTHS 
(6 MON'l'BS I.I'OR DESIGN) PRIOR '1'0 THIS APPLICATION 

AND ANY PRIORITY CLAIMS UNDER 35 U.S.C. 1119 

COUNTRY (OR APIIi'LICA.TIC»l DATB OP PILIHQ PRIORITY CLAIKBD 
IlmiCA.TB IP lli'CT) NmiiiBR (day, 111012 eb, year} UHDBR 35 U.S.C. 119 
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CJ YES CJ NO 

CJ YES CJ NO 
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NOTE: If the application filed.more than 12 months from the filing date of 
this application· is a PCT filing forming the basis for this 
application entering the United States as (1) the national stage, or 
(2) a continuation, divisional, or continuation-in-part, then also 
complete ADDED PAGES TO COMBINED DECLARATION AND POWER OF ATTORNEY FOR 
DIVISIONAL, CONTINUATION OR CIP APPLICATION for benefit of the prior 
U.S. or PCT application(s) under 35 U.S.C. §120. 

POWER 01' ATTORNEY 

I hereby appoint the following attorney(s) and/or agent(s) to 
prosecute this application and transact all business in the 
'Patent and Trademark.Office connected therewith. (List name and 
registration number) 

JPBTBR a. :Dl:LWORTH, Reg. No. ~; ROCCO S. JIARRBSB, Reg. No. 2 5, 2 53; 
'JOSBPH J. 'CATANZARO, Reg. No. 25.837; DAVID II. CARTBR, Reg. No. ~ 
'PAUL J, 'I'AllRBLL, Reg. No.~~ PliTIIR DBLU'CA, Reg. No. ~~ 
ADRXAN T. •CALDBRONB, Reg. No.·~ aBORaB II. •DPLAN, Reg. No. i.11....122.; 
JBI'VRBY •. ~ •• STBBN, ·Reg. 'No. ~~ JOSBPH W. SCIIKZDT, Reg. No. ~0; 

:RAYMOND B. I'ARRBLL, Reg. No.~; RUSSBLL R. n&SNBR, Reg. No. 36,183; 
'I'RJUIIK CIIAU, ·Reg. No. ~I SCOTT D. 'WOI'SY, Reg. No. l.S...J.11.l -
ANTHONY.J. NATOLI, Reg. No.~ IIUCHABL P. DILWORTH, Reg. No. 37,311; 
RICBARD '•I'. JAWORSKI, Reg. No. ~ DARIBL B. TIBRNBY, Reg. No. ~ 

'WALTBR II. BGBBRT, l:II, Reg. No . .JL.U.2., JBAN CHOHa, Reg. No. 38,674, 
CBRISTOPHBR a. TRAINOR, Reg. No.~ and aLBRH 1', SAVIT, Reg. No . .3.L.!.U., 
.each of them of DILWORTH A IIARRBSB, 333 Earle evington Boulevard, Uniondale, 
New York 11553. 

SEND CORRESPONDENCE. 'j:'O:. 

JOSEPH I CnT~NZJPO 

DILWORIH & BbRRESE 
333 Earle Oyington Boulevard 
Uniondale, New York 11553 

DIRECT TELEPHONE CALLS TO: 
(Name and tel~phone number) 

I hereby declare that all statements made herein of my own 
knowledge are true and that all statements made on information 
and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false 
statements and the like so made are punishable by fine or 
imprisonment, or both, under Section 1001 of Title 18 of the 
United States Code, and that such willful false statements may 
jeopardize the validity of the application or any patent issued 
thereon. 
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Date 
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As a below named invento!", I hereby declare that I qualify as an independent inventor as def"med in 37 
CFR l.9(c) for purposes'of paying reduced fees under Section 41(a) and (b) of Title 35, United States 
Code, to the P/affd Trademark Office with regard to the invention entitled 

POINT-TO-POINT INTERNET PROTOCOL 

describ~ 

/ 1!1 the specification filed herewith. 

0 application serial no. ____ , filed ---------

0 patent no. ------• issued-----------

I have not assigned, granted, conveyed or licensed and am under no obligation under contract or law to 
assign, grant, convey or license, any rights in the invention to any person who could not be classified 
as an independent inventor under 37 CFR 1.9(c) if that person had made the invention, or to any 
concern which would not qualify as a small business concern under 37 CFR l.9(d} or a nonprofit 
organization under 37 CFR 1.9(e). 

Each person, concern or organization to which I have assigned, granted, conveyed, or licensed or am 
under an obligation under contract or law to assign, convey, or license any rights in the invention is 
listed below: 

0 no such person, concern, or organization 

0 persons, concerns or organizations listed below* 

NOTE: Separate verified statements are required from each named person, concern or organization 
having rights to the invention averring to their status as small entities. (37 CFR 1.27). 
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ADDRESS __________________________ _ 
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FULL NAME-------------------------
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ABSTRACT 

A point-to-point Internet protocol exchanges 

Internet Protocol (IP) addresses between processing units to 

establish a point-to-point communication link between the 

5 processing units through the Internet. A first point-to-

point Internet protocol includes the steps of (a) storing in 

a database a respective IP address of a set of processing 

units that have an on-line status with respect to the 

Internet; (b) transmitting a query from a first processing 

10 unit to a connection server to determine the on-line status 

of a second processing unit; and (c) retrieving the IP 

address of the second unit from the database using the 

connection server, in re~ponse to the determination of a 

positive on-line status of the ·second processing unit, for 

15 establishing a point-to-point communication link between the 

first and second processing units through the Internet. A 

second point-to-point Internet protocol includes the steps 

of (a) transmitting an E-mail signal, including a first IP 

address, from a first processing unit; (b) processing the E-

20 mail signal through the Internet to deliver the E-mail 

signal to a second processing unit; and (c) transmitting a 

second IP address to the first processing unit for 

establishing a point-to-point communication link between the 

first and second processing units through the Internet. 

) 
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WHAT IS CLAIMED IS: 

1. A method for establishing point-to-po' 

Internet communication comprising the steps of: 

{a) storing in a database a 

Internet Protocol {IP) address of a set of 

that have an on-line status with respect 

units 

the Internet; 

{b) transmitting 

processing unit to a connection 

from a first 

to determine the on-

line status of 

unit from the 

of the second processing 

IP address of the second 

connection server, in 

positive on-line status 

, for establishing a point-to-

point communication lin between the first and second 

15 processing units thro the Internet. 

20 

25 

2. the step (b) of 

transmitting the query includes the step of: 

server oper 

Internet; 

{b1) transmitting the query to the connection 

connected to the database and the 

wherein the step {c) of retrieving the IP 

includes the steps of: 

{c1) searching the database using the 

server; 

-29-
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(c2) determining the on-line status of he 

second processing unit; 

(c3) retrieving the IP address 

processing unit in response to the positive o line status 

5 of the second processing unit; and 

10 

(c4) transmitting the IP 

second processing unit to the first p ocessing unit for 

establishing the point-to-point unication link between 

the first and second processing the Internet. 

3. The method 

after step (c2), the ste 

response to a negativ 

2 further comprising, 

an off-line message in 

status of the second 

15 processing unit; 

20 

first 

transmitting the off-line message to the 

unit. 

The method of claim 1 further comprising the 

(d) performing a secondary communication 

response to a non-responsive condition of the 

c nection server. 

-30-
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5. The method of claim 4 wherein th 

performing the secondary communication pr includes the 

steps of: 

(d1) an E-mail signal, including 

5 a first IP address, processing unit; 

(d2) E-mail signal through the 

Internet to signal to the second 

processing 

(d3) transmitting a second IP address to the 

10 essing unit for establishing a point-to-point 

link between the first and second processing 

the Internet. 

6. An apparatus 

15 a first processing 

a program s ored in a memory for 

performing a protocol; and 

for executing the point-to..:. 

point Internet prot to generate a query to 

20 receive an Intern t Protocol (IP) address of a second 

25 

Internet t a connection server for determining an on-line 

second processing unit to the connection server, 

establishing a point-to-point communication link to 

second processing unit using the IP address. 

-31-
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7. A system for point-to-point 

over the Internet comprising: 

a database for storing a set 

Protocol (IP) addresses of at least one 

Internet 

unit that 

5 has on-line status with respect to the I ternet; 

10 

15 

20 

25 

a first processing unit including: 

a first program performing a first 

point-to~point Internet protocol; nd 

a first proc~sor for executing the 

first program and for transmit~ng a query; 

a connection ~rver, responsive to the query, 

for determining the on-l~status of a second processing 

unit by searching th2Ebase, and for transmitting an on

line message to the · s processing unit for establishing a 

ication link between the first and 

t~rough the Internet. 

8. system of claim 7 wherein the connection 

server, to a positive determination of the on-

line stat of the second processing unit, retrieves the 

IP address of the second processing unit from the 

and transmits the on-line message, including the IP 

to the first processing unit; and 

wherein the first processing unit establishes 

point-to-point communication link between the first and 

-32-
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second processing units through 

receiving the IP address of the 

the connection server. 

9. The system of claim 

• 

server, responsive to a negative deter nation of the on

line status of the second processin unit, generates an off-

line message, and transmits -line message to the 

first processing unit. 

10. The system o claim 7 wherein the connection 

server further timer for timestamping IP 

addresses of the s 

on-line status wit __ ,_,_~-

recessing units having a positive 

Internet. 

11. e system of claim 7 further comprising: 

mail server for processing a E-mail signal 

through the nternet to deliver the E-mail to a specified 

second pro essing unit for establishing a point-to-point 

communic 

units 

link between the first and second processing 

the Internet; and 

wherein the first processor of the first 

unit executes a second program to generate and 

transmit the E-mail signal, including a first IP address· 

-33-
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associated · g unit, to the ma~l 

12. A method for establishing 

5 Internet communication comprising the stea 

10 

15 

(a) transmitting an E-m 1 signal, including 

a first Internet 

processing unit; 

(b) 

Internet to 

unit; and 

first processing 

communication 

units through 

from a first 

signal through the 

a second processing 

IP address to the 

establishing a point-to-point 

between the first and second processing 

Internet. 

The method of claim 12 further comprising the 

(a1) generating the E-mail signal from the 

20 address corresponding to the first processing unit 

b fore the step (a) of transmitting the E-mail signal. 

-34-
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14. The method of claim the 

step of: 

(a1) generating the 

session number before the step (a) 

5 mail signal. 

10 

15. 

of processing 

of: 

mail server 

unit. 

16. 

12 wherein the step (b) 

further comprises the step 

the E-mail signal using a 

cted to the second processing 

method of claim 12 further comprising the 

15 step of: 

20 

the second 

the step 

(b1) generating a connection signal including 

address at the second processing unit before 

of transmitting the second IP address to the 

and 

wherein the step (c) of transmitting the 

address includes the step (c1) of transmitting the 

ction signal from the second processing unit to the 

-35-
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17. An apparatus comprising: 

a first processing unit inclu 

a program stored in a 

performing a point-to-point Internet 

a processor for 

point Internet protocol program to an E-mail 

signal, including a first Interne (IP) address, 

and for transmitting the E-mail ignal through the Internet 

to a second processing unit 

point communication link 

establishing a point-to

first processing unit. 

18. The us of claim 17 wherein the 

processor is adapted t rate the E-mail signal from the 

first IP address corrA~~mding to the first processing unit. 

over the 

to-point I 

first 

19. stem for point-to-point communications 

comprising: 

first processing unit including: 

a first program for performing a point

protocol; and 

a first processor for executing the 

for transmitting an E-mail signal, 

first Internet Protocol (IP) address; and 

a mail server for processing the E-mail 

25 nal through the Internet to deliver the E-mail to a 
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second processing unit for establishing 

communication link between the second processing 

units through the Internet. 

20. The 

the 

comprising: 

unit including: 

for performing the 

point-to-point 

mail 

a second processor for executing the 

for receiving the E-mail signal from the 

and for generating a connection signal, 

second IP address, for establishing the point

oint communication link to the first processing unit. 

-37-
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POINT-TO-POINT INTERNET PROTOCOL 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

A
DB· 533115 

This disclosure relates to network communication 

5 protocols, and in particular to a point-to-point.protocol 

for use with the Internet. 

2. Description of the Related Art 

The increased popularity of on-line services such 

as AMERICA ONLINETM, COMPUSERVE®, and other services such as 

10 Internet gateways have spurred applications to provide 

multimedia, including video and voice clips, to online 

users. An example of an online voice clip application is 

VOICE E-MAIL FOR WINCIM and VOICE E-MAIL FOR AMERICA 

ONLINETM, available from Bonzi Software, as described in 

15 "Simple Utilities Send Voice E-Mail Online", MULTIMEDIA 

20 

WORLD, VOL. 2, NO. 9, August 1995, p. 52. Using such Voice 

E-Mail software, a user may create an audio message to be 

sent to a predetermined E-mail address specified by the 

user. 

Generally, devices interfacing~e Internet and 

other online services may communicate with each other upon 

establishing respective device addresses. One type of 

device address is the Internet Protocol (IP) address, which 

acts as a pointer to the device associated with the IP 

-1-
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address. A typical device may have a Serial Line Internet 

Protocol or Point-to-Point Protocol (SLIP/PPP) account with 

a permanent IP address for receiving e-mail, voicemail, and 

the like over the Internet. E-mail and voicemail is 

5 generally intended to convey text, audio, etc., with any 

routing information such as an IP address and routing 

headers generally being considered an artifact of the 

communication, or even gibberish to the recipient. 

Devices such as a host computer or server of a 

10 company may include multiple modems for connection of users 

15 

to the Internet, with a temporary IP address allocated to 

each user. For example, the host computer may have a 

general IP address "XXX.XXX.XXX...XX.X", and each user may be 
XXX. XXX .XXX .10 

allocated a successive IP address of Je{X xxx.xxX.JEXX. :1:6, 
XXX· XXX. XX 'f.· \\ XXX. XXX .XXX·\~ A-

~x. JDDE. *X:X. JE~fU. 11, XXX, XXX. XXX. XXX. lz 1 etc. Such temporary 
A.. -"L 

IP addresses may be reassigned or recycled to the users, for 

example, as each user is successively connected to an 

outside party. For example, a host computer of a company 

may support a maximum of 254 IP addresses which are pooled 

20 and shared between devices connected to the host computer. 

Permanent IP addresses of users and devices 

accessing the Internet readily support point-to-point 

communications of voice and video signals over the Internet. 

For example, realtime video teleconferencing has been 

25 implemented using dedicated IP addresses and mechanisms 

-2-
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known as reflectors. Due to the dynamic nature of temporary 

IP addresses of some devices accessing the Internet, point

to-point communications in realtime of voice and video have 

been generally difficult to attain. 

5 SUMMARY OF THE INVENTION 

10 

15 

A point-to-point Internet protocol is disclosed 

which exchanges Internet Protocol (IP) addresses between 

processing units to establish a point-to-point communication 

link between the processing units through the Internet. 

A first point-to-point Internet protocol is 

disclosed which includes the steps of: 

(a) storing in a database a respective IP address 

of a set of processing units that have an on-line status 

with respect to the Internet; 

(b) transmitting a query from a first processing 

unit to a connection server to determine the on-line status 

of a second processing unit; and 

(c) retrieving the IP address of the second unit 

from the database usin~ the connection server, in response 

20 to the determination of a positive on-line status of the 

second processing unit, for establishing a point-to-point 

communication link between the first and second processing 

units through the Internet. 
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A second point-to-point Internet protocol is 

disclosed, which includes the steps of: 

{a) transmitting an E-mail signal, including a 

first IP address, from a first processing unit; 

(b) processing the E-mail signal through the 

Internet to deliver the E-mail signal to a second processing 

unit; and 

(c) transmitting a second IP address to the first 

processing unit for establishing a point-to-point 

10 communication link between the first and second processing 

units through the Internet. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The features of the disclosed point-to-point 

Internet protocol and system will become more readily 

15 apparent and may be better understood by referring to the 

following detailed description of an illustrative embodiment 

of the present invention, taken in conjunction with the 

accompanying drawings, where: 

FIG. 1 illustrates, in block diagram format, a 

20 system for the disclosed point-to-point Internet protocol; 

FIG. 2 illustrates, in block diagram format, the 

system using a secondary point-to-point Internet protocol; 

FIG. 3 illustrates, in block diagram_format, the 

system of FIGS. 1-2 with the point-to-point Internet 

25 protocol established; 

-4-
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FIG. 4 is another block diagram of the system of 

FIGS. 1-2 with audio communications being conducted; 

FIG. 5 illustrates a display screen for a 

processing unit; 

5 FIG. 6 illustrates another display screen for a 

processing unit; 

FIG. 7 illustrates a flowchart of the initiation 

of the point-to-point Internet protocols; 

FIG. 8 .illustrates a flowchart of the performance 

10 of the primary point-to-point Internet protocols; and 

FIG. 9 illustrates a flowchart of the performance 

of the secondary point-to-point Internet protocol. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Referring now in specific detail to the drawings, 

15 with like reference numerals identifying similar or 

identical elements, as shown in FIG. 1, the present 

disclosure describes a point-to-point Internet protocol and 

system 10 for using such a protocol. 

20 

In an exemplary embodiment, the system 10 includes 

a first processing unit 12 for sending at least a voice 

signal from a first user to a second user. The first 

processing unit 12 includes a processor 14, a memory 16, an 

input device 18, and an output device 20. The output device 

20 includes at least one modem capable of, for example, 14.4 

25 kbaud communications and operatively connected via wired 
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and/or wireless communication connections to the Internet. 

One skilled in the art would understand that the input 

device 18 may be implemented at least in part by the modem 

of the output device 20 to allow input signals from the 

5 communication connections to be received. The second 

15 

20 

processing unit 22 may have a processor, memory, and input 

and output devices, including at least one modem and 

associated communication connections, as described above for 

the first processing unit 12. In an exemplary embodiment, 

each of the processing units 12, 22 may be a WEBPHONE™ 

unit, available from~i!N'f'ERN£1 TELEPfi6NEl eeUflltN~capable of: 

operating the discl~ed point-to-point Internet protocol and 

system 10, as described herein. 

The first processing unit 12 and the second 

processing unit 22 are operatively connected to the Internet 

24 by communication devices and sof~;~e known in the art. 

The processing units 12~;2~~eratively interconnected 

through the Internet 24 ~ a connection server 26, and may 

" also be operatively connected to a mail server 28 associated 

with the Internet 24. 

The connection server 26 includes a processor 30, 

a timer 32 for generating timestamps, and a memory such as a 

database 34 for storing, for example, E-mail and Internet 

Protocol (IP) addresses of logged-in units. In an exemplary 
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embodiment, the connection server 26 may b~C 5 server 
V.UW, Cfi.J. 

or a SPARC 20 server, available from SUN MICROSYSTEMS, INC., 
,-( 

having a central processing unit (CPU) as processor 30 

operating an operating system (OS) such as UNIX and 

providing timing operations such as maintaining ~e~ 

32, a hard drive or fixed drive as well as dynamic~ead-only 

memory (DRAM) for storing the database 34, and a keyboard 

and display andfor other input and output devices (not shown 

in FIG. 1). The database 34 may be an SQL database 

10 available from ORACLE or INFOMIX. 

.15 

20 

In an exemplary embodiment, the mail server 28 may 

be a Post Office Protocol (POP) Version 3 mail server 

including a processor, memory, and store~ams operating 

in a UNIX environment, or alternatively ..ether-as, to process 
1 

E-mail capabilities between processing units and devices 

over the Internet 24. 

The first processing unit 12 may operate the 

disclosed point-to-point Internet protocol by a computer 

program described hereinbelow in conjunction with FIG. 6, 
..h'l .-:1 ~ 'o.st. 

which~~ implemented from compiled and/or interpreted 

source code in the C++ programming language and which may be 

downloaded to the first processing unit 12 from an external 

computer. The operating computer program may be· stored in 

the memory 16, which may include about 8 MB RAM andfor a 

25 hard or fixed drive having about 8 MB. Alternatively, the 
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source code may be implemented in the first processing unit 

12 as firmware, as an erasable read only memory (EPROM), 

etc. It is understood that one skilled in the art would be 

able to use programming languages other than C++ to 

5 implement the disclosed point-to-point Internet protocol and 

system 10. 

The processor 14 receives input commands and data 

from a first user associated with the first processing unit 

12 through the input device 18, which may be an input port 

10 connected by a wired, optical, or a wireless connection for 

electromagnetic transmissions, or alternatively may be 

tra_nsferable storage media, such as floppy disks, magnetic 

tapes, compact disks, or other storage media including the 

input data from the first user. 

15 The input device 18 may include a user interface 

(not shown) having, for example, at least one button 

actuated by the user to input commands to select from a 

plurality of operating modes to operate the first processing 

unit 12. In alternative embodiments, the input device 18 

20 may include a keyboard, a mouse, a touch screen, and/or a 

data reading device such as a disk drive for receiving the 

input data from input data files stored in storage media 

such as a floppy di$k or, for example, an 8 mm storage tape. 

The input device 18 may alternatively include connections to 
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other computer systems to receive the input commands and 

data therefrom. 

The first processing unit 12 may include a visual 

interface as the output device 20 for use in conjunction 

with the input device 18 and embodied as one of the screens 
,5-(f 

illustrated by the examples shown in FIGS. ~and discussed 
;\ 

below. It is also understood that alternative input devices 

may be used in conjunction with alternative output devices 

to receive commands and data from the user, such as 

10 keyboards, mouse devices, and graphical user interfaces 

(GUI) such a~ ~INDOW~™ 3.1 available from MICROSOFT™ 
~~J 

Corporation executed by the processor 14 using, for example, 
"l 

DOS 5.0. One skilled in the art would understand that other 

operating systems and GUis, such as OS~2 ~nd OS/2 WARP, 
~~\~\-

15 available from IBM CORPORATION, may be used. Other 
A 

alternative input devices may include microphones and/or 

telephone handsets for receiving audio voice data and 

commands, with the first processing unit 12 including speech 

or voice recognition devices, dual tone multi-frequency 

20 (DTMF) based devices, andfor software known in the art to 

accept voice data and commands and to operate the first 

processing unit 12. 

In addition, either of the first processing unit 

12 and the second processing unit 22 may be implemented in a 
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personal digital assistant (PDA) providing modem and E-mail 

capabilities and Internet access, with the PDA providing the 

input/output screens for mouse interaction or for 

touchscreen activation as shown, for example, in FIGS. 4-5, 

5 as a combination of the input device 18 and output device 

20. 

For clarity of explanation, the illustrative 

embodiment.of the disclosed point-to-point Internet protocol 

and system 10 is presented as having individual functional 

10 blocks, which may include functional blocks labelled as 

"processor" and "processing unit". The functions 

represented by these blocks may be provided through the use 

of either shared or dedicated hardware, including, but not 

limited to, hardware capable of executing software. For 

15 _example, the functions of each of the processors and 

processing units presented herein may be provided by a 

shared processor or by a plurality of individual processors. 

Moreover, the use of the functional blocks with accompanying 

labels herein is not to be construed to refer exclusively to 

20 hardware capable of executing software. Illustrative 

embodiments may include digital signal processor (DSP) 

hardware, such as the AT&T DSP16 or DSP32C, read-only memory 

(ROM) for storing software performing the operations 

discussed below, and random access memory (RAM) for storing 

25 DSP results. Very large scale integration (VLSI) hardware 
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embodiments, as well as custom VLSI circuitry in combination 

with a general purpose DSP circuit, may also be provided. 

Any and all of these embodiments may be deemed to fall 

within the meaning of the labels for the functional blocks 

5 as used herein. 

The processing units 12, 22 are capable of placing 

calls and connecting to other processing units connected to 

the Internet 24, for example, via dialup SLIP/PPP lines. In 

an exemplary embodiment, each processing unit assigns an 
5~-1i+ 

10 unsigned,long session number, for example, a~ bit long 
.A. 

sequence in a *.ini file for each call. Each call may be 

assigned a successive session number in sequence, which may 

be used by the respective processing unit to associate the 

call with one of the SLIP/PPP lines, to associate a 

15 <ConnectOK> response signal with a <ConnectRequest> signal, 

and to allow for multiplexing and demultiplexing of inbound 

and outbound conversations on conference lines. 

For callee (or called) processing units with fixed 

IP addresses, the caller (or calling} processing unit may 

20 open a "socket", i.e. a file handle or address indicating 

where data is to be sent, and transmit a <Call> command to 

establish communication with the callee utilizing, for 

example, datagram services such as Internet Standard network 

layering as well as transport layering, which may include a 
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Transport Control Protocol (TCP) or a User Datagram Protocol 

(UDP) on top of the IP. Typically, a processing unit having 

a-fixed IP address may maintain at least one open socket and 

a called processing unit waits for a <Call> command to 

5 assign the open socket to the incoming signal. If all lines 

are in use, the callee processing unit sends a BUSY signal 

or message to the caller processing unit. 

As shown in FIG. 1, the disclosed point-to-point 

Internet protocol and system 10 operate when a callee 

10 processing unit does not have a fixed or predetermined IP 

15 

address. In the exemplary embodiment and without loss of 

generality, the first processing unit 12 is the caller 

processing unit and the second processing unit 22 is the 

called processing unit. 

When either of processing units 12, 22 logs on to 

the Internet via a dial-up connection, the respective unit 

()./ ~ . 
is provided a ~ynapm·call allocated IP address by ~ 

~ connection~server . 

Upon the first user initiating the point-to-point 

20 Internet protocol when the first user is logged on to the 

Internet 24, the first processing unit 12 automatically 

transmits its associated E-mail address and its dynamically 

allocated IP address to the connection server 26. The 

connection server 26 then stores these addresses in the 

25 database 34 and timestamps the stored addresses using timer 
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32. The first user operating the first processing unit 12 

is thus established in the database 34 as an active on-line 

party available for communication using the disclosed point-

to-point Internet protocol. Similarly, a second user 

operating the second processing unit 22~~pon conp ction 
()._ ~ 

the Internet 24 through ~connection ·, is 
.A ·'l 

to 

processed by the connection server 26 to be established in 

the database 34 as an active on-line party. 

The connection server 26 may use the timestamps to 

10 update the status of each processing unit; for example, 

15 

20 

after 2 hours, so that the on-line status information stored 

in the database 34 is relatively current. Other 

predetermined time periods, such as a default value of 24 

hours, may be configured by a systems operator. 

The first user with the first processing unit 12 

initiates a call using, for example, a Send command and/or a 

command to speeddial an N™ stored number, which may be 

labelled [SNDJ and [SPD][NJ, respectively, by the input 

device 18 andfor the output device 20, such as shown in 

FIGS. 5-6. In response to either the Send or speeddial 

commands, the first processing unit 12 retrieves from memory 

16 a stored E-mail address of the callee corresponding to 

the N™ stored number. Alternatively, the first user may 

directly enter the E-mail address of the callee. 
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The first processing unit 12 then sends a query, 

including the E-mail address of the callee, to the 

connection server 26. The connection server 26 then 

searches the database 34 to determine whether the callee is 

5 logged-in by finding any stored information corresponding to 

the callee's E-mail address indicating that the callee is 

active and on-line. If the callee is active and on-line, 

the connection server 26 then performs the primary point-to

point Internet protocol; i.e. the IP address of the callee 

10 is retrieved from the database 34 and sent to the first 

processing unit 12. The first processing unit 12 may then 

directly establish the point-to-point Internet 

communications with the callee using the IP address of the 

callee. 

15 If the callee is not on-line when the connection 

server 26 determines the callee's status, the connection 

server 26 sends an OFF-LINE signal or message to the first 

processing unit 12. The first processing unit 12 may also 

display a message such as "Called Party Off-Line" to the 

20 first user. 

When a user logs off or goes off-line from the 

Internet 24, the connection server 26 updates the status of 

the user in the database 34; for example, by removing the 

user's information, or by flagging the user as being off-

25 line. The connection server 26 may be instructed to update 
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the user's information in the database 34 by an off-line 

message, such as a data packet, sent automatically from the 

processing unit of the user prior to being disconnected from 

the connection server 26. Accordingly, an off-line user is 

5 effectively disabled from making andjor receiving point-to

point Internet communications. 

As shown in FIGS. 2-4, the disclosed secondary 

point-to-point Internet protocol may be used as an 

alternative to the primary point-to-point Internet protocol 

10 described above, for example, if the connection server 26 is 

non-responsive, inoperative, andjor unable to perform the 

primary point-to-point Internet protocol, as a non

responsive condition. Alternatively, the disclosed 

secondary point-to-point Internet protocol may be used 

15 independent of the primary point-to-point Internet protocol. 

In the disclosed secondary point-to-point Internet protocol, 

the first processing unit 12 sends a <ConnectRequest> 

message via E-mail over the Internet 24 to the mail server 

28. The E-mail including the <ConnectRequest> message may 

20 have, for example, the subject 

[*wp#XXXXXXXX#nnn.nnn.nnn.nnn#emailAddr] 

where nnn.nnn.nnn.nnn is the current (i.e. temporary or 

permanent) IP address of the first user, and XXXXXXXX is a 

session number, which may be unique and associated with the 
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request of the first user to initiate point-to-point 

communication with the second user. 

As described above, the first processing unit 12 

may send the <ConnectRequest> message in response to an 

5 unsuccessful attempt to perform the primary point-to-point 

Internet protocol. Alternatively, the first processing unit 

12 may send the <ConnectRequest> message in response to the 

first user initiating a SEND command or the like. 

After the <ConnectRequest> message via E-mail is 

10 sent, the first processing unit 12 opens a socket and waits 

to detect a response from the second processing unit 22. A 

timeout timer, such as timer 32, may be set by the first 

processing unit 12, in a manner known in the art, to wait 

for a predetermined duration to receive a <ConnectOK> 

15 signal. The processor 14 of the first processing unit 12 

may cause the output device 20 to output a Ring signal to 

the user, such as an audible ringing sound, about every 3 

seconds. For example, the processor 14 may output a *.wav 

file, which may be labelled RING.WAV, which is processed by 

20 the output device 20 to output an audible ringing sound. 

The mail server 28 then polls the second 

processing unit 22, for example, every 3-5 seconds, to 

deliver the E-mail. Generally, the second processing unit 

22 checks the incoming lines., for example, at regular 
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intervals to wait for and to detect incoming E-mail from the 

mail server 28 through the Internet 24. 

Typically, for sending E-mail to users having 

associated processing units operatively connected to a host 

5 computer or server operating an Internet gateway, E-Mail for 

a specific user may be sent over the Internet 24 and 

directed to the permanent IP address or the SLIP/PPP account 

designation of the host computer, which then assigns a 

temporary IP address to the processing unit of the specified 

10 user for properly routing the E-mail. The E-mail signal may 

include a name or other designation such as a username which 

identifies the specific user regardless of the processing 

unit assigned to the user; that is, the host computer may 

track and store the specific device where a specific user is 

15 assigned or logged on, independent of the IP address system, 

and so the host computer may switch the E-mail signal to the 

20 

device of the specific user. At that time, a temporary IP 

address may be generated or assigned to the specific user 

and device. 

Upon detecting andfor receiving the incoming E-

mail signal from the first processing unit 12, the second 

processing unit 22 may assign or may be assigned a temporary 

IP address. Therefore, the delivery of the E-mail through 

the Internet 24 provides the second processing unit 22 with 

-17-

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 51



• 
649-2 

a session number as well as IP addresses of both the first 

processing unit 12 and the second processing unit 22. 

Point-to-point communication may then be 

established by the processing units 12, 22. For example, 

5 the second processing unit 22 may process the E-mail signal 

to extract the <ConnectRequest> message, including the IP 

address of the first processing unit 12 and the session 

number. The second processing unit 22 may then open a 

socket and generate a <ConnectOK> response signal, which 

10 includes the temporary IP address of the second processing 

unit 22 as well as the session number~ 

The second processing unit 22 sends the 

<ConnectOK> signal directly over the Internet 24 to the IP 

address of the first processing unit 12 without processing 

15 by the mail server 28, and a timeout timer of the second 

processing unit 22 may be set to wait and detect a <Call> 

signal expected f~om the first processing unit 12. 

Realtime point-to-point communication of audio 

signals over the- Internet 24, as well as video and 

20 voicemail, may thus be established and supported without 

requiring permanent IP addresses to be assigned to either of 

the users or processing units 12, 22. For the duration of 

the realtime point-to~point link, the relative permanence of 

the current IP addresses of the processing units 12, 22 is 

25 sufficient, whether the current IP addresses were permanent 
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(i.e. predetermined or preassigned) or temporary (i.e. 

assigned upon initiation of the point-to-point 

communication). 

In the exemplary embodiment, a first user 

5 operating the first processing unit 12 is not required to be 

notified by the first processing unit 12 that an E-mail is 

being generated and sent to establish the point-to-point 

link with the second user at the second processing unit 22. 

Similarly, the second user is not required to be notified by 

10 the second processing unit 22 that an E-mail has been 

received and/or a temporary IP address is associated with 

the second processing unit 22. The processing units 12, 22 

may perform the disclosed point to-point Internet protocol 
. -~·F--4 

automatically upon initiation of the ~ tu-poit~ 
.-'\ 

15 communication command by the first user without displaying 

the E-mail interactions to either user. Accordingly, the 

disclosed point-to-point Internet protocol may be 

transparent to the users. Alternatively, either of the 

first and second users may receive, for example, ·a brief 

20 message of "CONNECTION IN PROGRESS" or the like on a display 

of the respective output device of the processing units 12, 

22. 

After the initiation of either the primary or the 

secondary point-to-point Internet protocols described above 

25 in conjunction with FIGS. 1-2, the point-to-point 
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communication link over the Internet 24 may be established 

as shown in FIGS. 3-4 in a manner known in the art. For 

example, referring to FIG. 3, upon receiving the <ConnectOK> 

signal from the second processing unit 22, the first 

5 processing unit 12 extracts the IP address of the second 

processing unit 22 and the session number, and the session 

number sent from the second processing unit 22 is then 

checked with the session number originally sent from the 

first processing unit 12 in the <ConnectRequest> message as 

10 E-mail. If the session numbers sent and received by the 

processing unit 12 match, then the first processing unit 12 

sends a <Call> signal directly over the Internet 24 to the 

second processing unit 22; i.e. using the IP address of the 

second processing unit 22 provided to the first processing 

15 unit 12 in the <ConnectOK> signal. 

Upon receiving the <Call> signal, the second 

processing unit 22 may then begin a ring sequence, for 

example, by indicating or annunciating to the second user 

that an incoming call is being received. For example, the 

20 word "CALL" may be displayed on the output device of the 

second processing unit 22. The second user may then 

activate the second processing unit 22 to receive the 

incoming call. 

Referring to FIG. 4, after the second processing 

25 unit 22 receives the incoming call, realtime audio andjor 
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video conversations may be conducted in a manner known in 

the art between the first and second users through the 

Internet 24, for example, by compressed digital audio 

signals. Each of the processing units 12, 22 may also 

5 display to each respective user the words "IN USE" to 

indicate that the point-to-point· communication link is 

established and audio or video signals are being 

transmitted. 

In addition, either user may terminate the point-

10 to-point communication link by, for example, activating a 

termination command, such as by activating an [END] button 

or icon on a respective processing unit, causing the 

respective processing unit to send an <End> signal which 

causes both processing units to terminate the respective 

15 sockets, as well as to perform other cleanup commands and 

functions known in the art. 

' FIGS. 5-6 illustrate examples of display screens 

36 which may be output by a respective output device of each 

processing unit 12, 22 of FIGS. 1-4 for providing the 

20 disclosed point-to-point Internet protocol and system 10. 

such display screens may be displayed on a display of a 

personal computer (PC) or a PDA in a manner known in the 

art. 

As shown in FIG. 5, a first display screen 36 

25 includes a status area 38 for indicating, for example, a 
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called user. by name and/or by IP address or telephone 

number; a current function such as C2; a current time; a 

current operating status such as 11 IN USE", and other control 

icons such as a down arrow icon 40 for scrolling down a list 

5 of parties on a current conference line. The operating 

status may include such annunciators as "IN USE", "IDLE", 

"BUSY", "NO ANSWER", "OFFLINE", "CALL", "DIALING", 

"MESSAGES", and "SPEEDDIAL 11
• 

Other areas of the display screen 36 may include 

10 activation areas or icons for actuating commands or entering 

data. For example, the display screen 36 may include a set 

of icons 42 arranged in columns and rows including digits o-

9 and commands such as END, SND, HLD, etc. For example, the 

END and SND commands may be initiated as described above, 

15 and the HLD icon 44 may be actuated to place a current line 

on hold. Such icons may also be configured to substantially 

simulate a telephone handset or a cellular telephone 

interface to facilitate ease of use, as well as to simulate 

function keys of a keyboard. For example, icons labelled 

20 L1-L4 may be mapped to function keys F1-F4 on standard PC 

keyboards, and icons C1-C3 may be mapped to perform as 

combinations of function keys, such as CTRL-F1, CTRL-F2, and 

CTRL-F3, respectively. In addition, the icons labelled L1-

L4 and C1-C3 may include circular regions which may simulate 

25 light emitting diodes (LEOs) which indicate that the 
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function or element represented by the respective icon is 

active or being performed. 

Icons L1-L4 may represent each of 4 lines 

available to the caller, and icons C1-C3 may represent 

5 conference calls using at least one line to connect, for 

example, two or more parties in a conference call. The 

icons L1-L4 and C1-C3 may indicate the activity of each 

respective line or conference line. For example, as 

illustrated in FIG. 5, icons L1-L2 may have lightly shaded 

10 or colored circles, such as a green circle, indicating that 

each of lines 1 and 2 are in use, while icons L3-L4 may have 

darkly shaded or color circles, such as a red or black 

circle, indicating that each of lines 3 and 4 are not in 

use. Similarly, the lightly shaded circle of the icon 

15 labelled C2 indicates that the function corresponding to C2 

is active, as additionally indicated in the status area 38, 

while darkly shaded circles of icons labelled C1 and C3 

indic.ate that such corresponding functions are not active. 

The icons 42 are used in conjunction with the 

20 status area 38. For example, using a mouse for input, a 

line that is in use as indicated by the lightly colored 

circle of the icon may be activated to indicate a party's 

name by clicking a right mouse button for 5 seconds until 

another mouse click is actuated or the [ESC] key or icon is 
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actuated. Thus, the user may switch between multiple calls 

in progress on respective lines. 

Using the icons as well as an input device such as 

a mouse, a user may enter the name or alias or IP address, 

5 if known, of a party to be called by either manually 

entering the name, by using the speeddial feature, or by 

double clicking on an entry in a directory stored in the 

memory, such as the memory 16 of the first processing unit 

12, where the directory entries may be scrolled using the 

10 status area 38 and the down arrow icon 40. 

Once a called party is listed in the status area 

38 as being active on a line, the user may transfer the 

called party to another line or a conference line by 

clicking and dragging the status area 38, which is 

15 represented by a reduced icon 46. Dragging the reduced icon 

46 to any one of line icons L1-L4 transfers the called party 

in use to the selected line, and dragging the reduced icon 

46 to any one of conference line icons C1-C3 adds the called 

party to the selected conference call. 

20 Other features may be supported, such as icons 48-

52, where icon 48 corresponds to, for example, an ALT-X 

command to exit the communication facility of a processing 

unit, and icon 50 corresponds to, for example, an ALT-M 

command to minimize or maximize the display screen 36 by the 

25 output device of the processing unit. Icon 52 corresponds 
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to an OPEN command, which may, for example, correspond to 

pressing the 0 key on a keyboard, to expand or contract the 

display screen 36 to represent the opening and closing of a 

cellular telephone. An "opened" configuration is shown in 

5 FIG. 5, and a "closed" configuration is shown in FIG. 6. In 

the "opened" configuration, additional features such as 

output volume (VOL) controls, input microphone (MIC) 

controls, waveform (WAV) sound controls, etc. 

The use of display screens such as those shown in 

10 FIGS. 5-6 provided flexibility in implementing various 

features available to the user. It is to be understood that 

additional features such as those known in the art may be 

supported by the processing units 12, 22. 

Alternatively, it is to be understood that one 

15 skilled in the art may implement the processing units 12, 22 

to have the features of the display screens in FIGS. 5-6 in 

hardware; i.e. a wired telephone or wireless cellular 

telephone may include .various keys, LEOs, liquid crystal 

displays (LCDs), and touchscreen actuators corresponding to 

20 the icons and features shown in FIGS. 5-6. In addition, a 

PC may have the keys of a keyboard and mouse mapped to the 

icons and features shown in FIGS. 5-6. 

Referring to FIG. 7, the disclosed point-to-point 

Internet protocol and system 10 is initiated at a first 

25 processing unit 12 for point-to-point Internet 
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communications by starting the point-to-point Internet 

protocols in step 54; initiating the primary point-to-point 

Internet protocol in step 56 by sending a query from the 

first processing unit 12 to the connection server 26; 

5 determining if the connection server 26 is operative to 

perform the point-to-point Internet protocol in step 58 by 

receiving, at the first processing unit 12, an on-line 

status signal from the connection server 26, which may 

include the IP address of the callee or a "Callee Off-Line" 

10 message; performing the primary point-to-point Internet 

protocol in step 60, which may include receiving, at the 

first processing unit 12, the IP address of the callee if 

the callee is active and on-line; and initiating and 

performing the secondary point-to-point Internet protocol in 

15 step 62 if the called party is not active and/or on-line. 

Referring to FIG. 8 in conjunction with FIGS. 1 

and 3-4, the disclosed point-to-point Internet protocol and 

system 10 operates using the connection server 26 to perform 

step 60 in FIG. 7 by starting the point-to-point Internet 

20 protocol in step 64; timestamping and storing E-mail and IP 

addresses of logged-in users and processing units in the 

database 34 in step 66; receiving a query at the connection 

server 26 from a first processing unit 12 in step 68 to 

determine whether a second user or second processing unit 22 

25 is logged-in to the Internet 24, with the second user being 
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specified, for example, by an E-mail address; retrieving the 

IP address of the specified user from the database 34 in 

step 70 if the specified user is logged-in to the Internet; 

and sending the retrieved IP address to the first processing 

5 unit in step .72 to establish point-to-point Internet 

communications with the specified user. 

Referring to FIG. 9 in conjunction with FIGS. 2-4, 

the disclosed secondary point-to-point Internet protocol and 

system 10 operates at the first processing unit 12 to 

10 perform step 62 of FIG. 7. The disclosed secondary point

to-point Internet protocol operates as shown in FIG. 9 by 

starting the secondary point-to-point Internet protocol in 

step 74; generating an E-mail signal, including a session 

number and a first IP address corresponding to a first 

15 processing unit in step 76 using the first processing unit 

12; transmitting the E-mail signal as a <ConnectRequest> 

signal to the Internet 24 in step 78; delivering the E-mail 

signal through the Internet 24 using a mail server 28 to a 

second processing unit 22 in step 80; extracting the session 

20 number and the first IP address from the E-mail signal in 

step 82; transmitting or sending the session number and a 

second IP address corresponding to the second processing 

unit 22 to the first processing unit 12 through the Internet 

24 in step 84; verifying the session number received from 

25 the second processing unit 22 in step 86; and establishing a 
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point-to-point Internet communication link between the first 

processing unit 12 and second processing unit 22 using the 

first and second IP addresses in step 88. 

While the disclosed point-to-point Internet 

5 protocols and system have been particularly shown and 

described with reference to the preferred embodiments, it is 

understood by those skilled in the art that various 

modifications in form and detail may be made therein without 

departing from the scope and spirit of the invention. 

10 Accordingly, modifications such as those suggested above, 

but not limited thereto, are to be considered within the 

scope of the invention. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: Glenn W. Hutton 

Serial No.: 08/533,115 

Filed: 

For: 

September 25, 1995 

POINT-TO-POINT INTERNET 
PROTOCOL 

Commissioner of Patents 
and Trademarks 

Washington, D.C. 20231 

Examiner: 

Group: Art Unit 

Dated: October 25, 1995 

RECE~~JED 

INOV 2 1 i99S 

GROUP2300 

INFORMATION DISCLOSURE STATEMENT 

SIR: 

It is respectfully requested that the disclosures 

discussed below (copies enclosed) and cited in annexed Form PTO-

1449 be considered by the Examiner in connection with the above-

identified patent application, and that such art be made of 

record in said application. 

No representation is made or intended that a search of 

the art has been made or that no more relevant disclosures than 

those listed herein are available. 

The items are identified as follows: 

u.s. Patent No. Inventor Issued 

5,150,360 Perlman et al. Sept. 22, 1992 

CERTIFICATE OF MAILING 37 C.F.R. § 1.8(a) 

I hereby certify that this correspondence is being deposited with the United 
States Postal Service as first class mail, postpaid in an envelope, addressed 
to the: Commissioner of Patents and Trademarks, Washington, D.C. 20231. 

Date: fJc/oJt",.- 2-S"; f.f'75' ~;~n9...,7 ///;//a// 
(Name of person mailing paper) 

~::;;~- . 
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u.s. Patent No. Inventor Issued 

5,204,669 Dorfe et al. Apr. 20, 1993 

5,224,095 Woest et al. Jun. 29, 1993 

5,291,554 Morales Mar. 1, 1994 

5,309,433 Cidon et al. May 3' 1994 

5,321,813 McMillen et al. Jun. 14, 1994 

5,357,571 Banwart oct. 18, 1994 

5,400,335 Yamada Mar. 21, 1995 

The filing of this information disclosure statement is 

not an admission that the information cited herein is, or is 

considered to be, material to patentability as defined in 37 

C.F.R. § 1.56(b). 

[ ] This Information disclosure statement is being 

filed concurrently with this application. 

[X] This information disclosure statement is being 

filed within three (3) months of the filing date 

of this application. 

[ ] This information disclosure statement is being 

filed within three (3) months of the date of entry 

of the national stage as set forth in 

37 C.F.R. § 1.491 in an international application. 

[ ] To the best of Applicant(s) knowledge, this 

information disclosure statement is being filed 

before the date of mailing of a first Office 

Action in connection with this case. 

. [ ] Enclosed herewith is a certificate under 37 C.F.R • 

§ 1.97(e). 
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[ ] Enclosed herewith is a petition under 37 C.F.R. § 

1.97(d)(ii). 

[ J Enclosed by check is the petition fee of 

$130.00. 37 C.F.R. § 1.17(i) (1)) 

[ ] Please charge the $130.00 petition fee to 

Deposit Account No. 04-1121. 

[ ] Enclosed by check is the $200.00 fee required by 

37 C.F.R. § 1.17(p). 

[ ] Please charge the $200.00 fee required by 37 

C.F.R. § 1.17(p) to Deposit Account No. 04-1121. 

(X] Please charge any deficiency as well as any other 

fee(s) which may become due under 37 C.F.R. § 1.16 

and/or 1.17 at any time during the pendency of 

this application, or credit any overpayment of 

such fee(s) to Deposit Account 04-1121. Also, in 

the event any extensions of time for responding 

are required for the pending application(s), 

please treat this paper as a petition to extend 

the time as required and charge Deposit Account 

No. 04-1121 therefor. TWO (2) COPIES OF TBXS 

SHEET ARE ENCLOSED. 

Respectfully submitted, 

Anthony J. Natoli 
Reg. No. 36,223 
Attorney for Applicant(s) 

DILWORTH & BARRESE 
333 Earle Ovington Blvd. 
Uniondale, NY 11553 
(516) 228-8484 
AJNfrmb 
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Applicant: 
Serial No.: 
Filed: 
For: 
Examiner: 
Group: 
Art Unit: 

Glenn W. Hutton 
08/533,115 
September 25, 1995 
POINT-TO-POINT INTERNET PROTOCOL 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

RECEIVED 
APR 2 4 1996 

GROUP 2300 

AMENDMENT TRANSMITTAL LETTER 

Sir: 

Transmitted herewith for filing in the above identified patent application are the 
following papers: 

[X] Preliminary Amendment 

The fee is calculated as follows: 

Previously 
Paid 

Total Claims 

Independent Claims 

53 - 20 = 33 X $22.00 = 726.00 

12 - 6 = 6 X $78.00 = 468.00 

TOTAL $1,194.00 

The Commissioner is hereby authorized to charge any other fees under 37 C.F.R. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: 
Serial No.: 
Filed: 

Glenn W. Hutton 
08/533,115 
September 25, 1995 

For: ' POINT-TO-POINT INTERNET PROTOCOl_ 
Examiner: -- HECEIVED 
Group: 
Art Unit: APR 2 4 1996 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

GRDUP2300 

AMENDMENT TRANSMITTAL LETTER 

Sir: 
,. 

Transmitted herewith for filing in the above identified patent application are the 
following papers: 

[X] Preliminary Amendment 
/ 

The fee is calculated as follows: 

i· 

Previously 
Paid 

Total Claims 

Independent Claims 

53 - 20 = 33 X $22.00 = 726.00 

12 - 6 = 6 X $78.00 = 468.00 

TOTAL $1,194.00 

The Commissioner is hereby authorized to charge any other fees under 37 C.F.R. 
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§§ 1.16 and 1.17 that may be required, or credit any overpayment, to our Deposit 

Account No. 02-3038. 

l horetly centry that tftf.'l canellpO!Idcnoe Is beln 
WJtOIIIIed wllh the UAlted State!! Postal Servi g 
fir111 elo~~~; mall In 11n envelope addressed to: The ~ as 
moodoner or Patenlll and 'rmdema, Wash· om
D.C. 20231, on H- 5"- 4 •ngton, 

~~c~ 
L ere a, t'~ -e P11 ~c, nn r fl 

April 5, 1996 

Respectfully submitted, 

ruce D. Job , Esq. 
Reg. No. 35,518 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, MA 02108 
(617) 367-4600 
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Applicant: 
Serial No.: 
Filed: 
For: 
Examiner: 
Group: 
Art Unit: 

Glenn W. Hutton 
08/533,115 
September 25, 1995 
POINT-T<?-POINT INTERNET PROTOCOL 

CERTIFICATE OF MAILING 

RECEIVED 
APR 2 4 1996 

GROUP 2300 

I hereby certify that he following Amendment is being deposited with the United 
States Postal Service as first class mail in an envelope addressed to Assistant 
Commissioner of Patents, Washington, D.C. 20231 on April 5 996. 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

PRELIMINARY AMENDMENT 

In the Specification 

Page 6 line 11, change "Internet Telephone Company" to -NetSpeak 

Corporation, Boca Raton, FL, ; 

Page 6, line 17, chan e "arej--may be-; 

Page 7, line 2, afte~~~{" insert --Mountain View, ·cA,--; 

Page 7, line 20, chJ "are" to --may bi t 
Page 9, line 6, change "4-5" to --5-6-J _ 
Page 9, line 12, after "corporation" insert --Red and, WA,--; 

Page 9, line 15, after "CORPORATION," insert --Boca fJpJon,. f4~ii';96 08533115 
l 103 726.00 CK 
1 102 468.00 CK 

1 
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Page 19, line 14, change "point to-point" to --point-to-point--; 

In the Claims J 
Please add the following claims. 

· .) (I \7 21. A computer program product for use with a computer syste~ 
1 
-~ ~ confputer system having first and second processors and a server J:)~vely coupled 

1 ~ over a computer network, the computer program product co 1sing: 

a computer usable medium having progra 

medium for establishing a point-to-point communi 

processor and the second processor over th omputer network, the medium further 

comprising: 

r transmitting, from the first processor to the 

server, a query as to whether e second processor is connected to the computer 

network; 

ode means for receiving a network protocol address of the 

second processor. rom the server, when the second processor is connected to the 

program code means, responsive to the network protocol address of the 

processor, for establishing a point-to-point communication link between the first 

essor and the second processor over the computer network. 

22. A computer program product for use with a co ·~tem,the 
computer system having first and second pr~se s and a server operatively coupled 

over a computer network, the computer agram product comprising: 

having program code means embodied in the 

medium for establishing oint-to-point communications link between the first 

nd processor over a computer network, the medium further 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 70



r). 
~v: . . 

·.· •• • • 
ATTORNEY DOCKET NO.: 649-2 

comprising: 

program code means for transmitting an E-mai 

protocol address from the first processor e server over the computer network; 

1ving a second network protocol address from the 

means, responsive to the second network protocol address, for 

point-to-point communication link between the first processor and the 

processor over a computer network. 

~ i( 23. A computer server apparatus for enabling point-to-point com~ns 
' ~<T:etween a first and a second processor over a computer network, ~er apparatus 

{Jf- compns1ng: 

a server processor; 

a network interface means, opera · ely coupled to the server processor, 

for connecting the server apparatus to the 

pled to the processor, for storing a network 

protocol address for a plurality of rocessors connected to the computer network; 

. means, res~ 1ve to a query from the first processor, for determining the 

on-line status of the se nd processor and for transmitting the a network protocol 

address of the seco Cl processor to the first processor in response to a positive 

determination o he on-line status of the second processor. 

The computer server apparatus of claim 23 further comprising a timer 

mean . operatively coupled to the server processor, for · e stamping the network 

pro col addresses stored in the memory. 

25. The computer server appar us of claim 23 further comprising: 

3 
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mail processing means, r onsive to an E-mail signal from the first 

processor, for forwarding the E-m · signal to the second processor, the E-mail signal 

comprising the network proto I address of the first processor. 

26. In a connection server having a database and a computer netw 

Y;f/'}J ]peratively coupled thereto, a method for enabling point-to-point communi ation 

(Jf. _ between a first processing unit and a second processing unit over a co puter network, 

~· 

~ 

the method comprising the steps of: 

A. storing in the database, a respective network prot col address for each of 

a, plurality of processing units that have an on-1' e status with respect to 

the computer network; 

B. receiving a query from the first processi unit to determine the on-lin~ 

status of the second processing unit; 

C. determining the on-line status oft e second processing unit; and 

D. transmitting an indication of th on-line status of the second processing 

unit to the first processing it over the computer network. 

27. The method of claim 6 wherein step C further comprises the steps of: 

c.1 searching the dat ase for an entry relating the second processing unit; 

c.2 

28. 

and 

network protocol address of the second processing unit in 

respons to a positive determination of the on-line status of the second 

he method of claim 26 wherein step D further comprises the steps of: 

transmitting the network protocol address of the second processing unit to 

the first processing unit when the second processing unit is determined in 

4 
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step C to have a positive on-line status with respect to th 

network. 

29. The method of claim 26 wherein step D furt r comprises the steps of: 

d.1 generating an off-line message when th second processing unit is 

determined in step C to have a nega · e on-line status with respect to the 

computer network; and 

d.2 transmitting the off-line messa e to the first processing unit. 

30. rther comprising the steps of: 

E. receiving an E-mail si nal comprising a first network protocol address 

from the first proce sing unit; and 

F. transmitting the -mail signal over the computer network to the second 

31. The met d of claim 30 wherein the E-mail signal further comprises a 

session number and herein step F further comprises the step of: 

f.1 trans itting the session number and network protocol address over the 

co puter network to the second processor. 

32. 'A method for establishing a point-to-point communication link from a caller 

a callee processor over a computer network, the caller processor having a 

ce and being operatively coupled to the callee processor and a server over 

the com uter network, the method comprising the steps of: 

generating an element representing a first communication line; 

generating an element representing a first callee processor; 

establishing a point-to-point communication link from the caller processor 

5 
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to the first callee processor, in response to a user associating th element 

representing the first callee processor with the element repr 

first communication line. 

The method of claim 32 wherein step C further y mprises the steps of: 

querying the server as to the on-line status fthe first callee processor; 

and 

c.2 receiving a network protocol address f the first callee processor over the 

computer network from the server 

34. The method of claim 32 furt r comprising the step of: 

D. generating an element re resenting a second communication line. 

35. The method of claim 4 further comprising the step of: 

E. terminating the po· t-to-point communication link from the caller processor 

to the first calle processor, in response to the user disassociating the 

element repre enting the first callee processor from the element 

representin the first communication line; and 

F. establishi g a different point-to-point communication link from the caller 

process r to the first callee processor, in response to the user associating 

the el ment representing the first callee processor with the element 

repr senting the second communication line. 

36. T. e method of claim 32 further comprising the steps of: 

D. enerating an element representing a second callee processor; and 

E. establishing a conference point-to-point communication link between the 

caller processor and the first and second callee processors, in response 

6 
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to the user associating the element representing the second c~e'e 

processor with the element representing the first communi atlon line. 

37. The method of claim 32 further comprising the ste of: 

F. removing the second callee processor from th conference point-to-point 

communication link in response to the use disassociating the element 

representing the second callee proces or from the element representing 

the first communication line. 

38. The method of claim 32 furt r comprising the steps of: 

D. generating an element re resenting a communication line having a 

temporarily disabled s tus; and 

E. 

39. 

a point-to-point communication link between the 

caller processor nd the first callee processor, in response to the user 

associating th element representing the first callee processor with the 

element re esenting the communication line having a temporarily 

ethod of claim 38 wherein the element generated in step D 

represents a co munication line on hold status. 

40. The method of claim 39 wherein the element generated in step D 

a communication line on mute status. 

The method of claim 32 wherein the caller processor further comprises a 

I display and the user interface comprises a graphic user interface. 
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~ 42. The method of claim 41 wh · the elements generated in steps A and B 

are graphic elements and the of establishing a point-to-communication link as 

described in step ~ ormed in response to a user manipulating the graphic 

elements o/~raphic user interface. 

/'

- ~ 43. A computer program product comprising: 

a computer usable medium having program code 

medium for establishing a point-to-point communicati n link from a caller processor to a 

callee processor over a computer network, the ccyter processor having a user interface_ 

and being operatively coupled to the callee pr fessor and a server over the computer 

network, the medium further comprising: 

program code means for generaf g an element representing a first 

communication line; 

program code means for g erating an element representing a first callee 

processor; 

program code means responsive to a user associating the element representing 

the first callee processor 1th the element representing the first communication line, for 

establishing a point-to- oint communication link from the caller processor to the first 

callee processor. 

44. T e computer program product of claim 43 wherein the means for 

point-to-point communication link further comprises: 

pro ram code means for querying the server as to the on-line status of the first 

program code means for receiving a network protocol address of the first callee 

pr cessor over the computer network from the server. 
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45. A computer program product of claim 43 further comprisin . 

program code means for generating an element representing 

communication line. 

46. The computer program product of claim 45 f 

program code means, responsive to the user di ssociating the element 

representing the first callee processor from the ele ent representing the first 

communication line, for terminating the point-to- oint communication link from the caller 

processor to the first callee processor; and 

program code means, responsive t the user associating the element 

representing the first callee processor w· h the element presenting the second 

communication line, for establishing different point-to-point communication link from 

the caller processor to the first call e processor. 

47. The computer pr gram product of claim 43 further comprising: 

for generating an element representing a second callee 

processor; and 

program code ans, responsive to the user associating the element 

representing the sec nd callee processor with the element representing the first 

communication lin , for establishing a conference communication link between the 

caller processor nd the first and second callee processors. 

48. The computer program product of claim 47 further comprising: 

pr gram code means, responsive to the user disassociating the element 

repres ting the second callee processor from the element representing the first 

com unication line, for removing the second callee processor from the conference 

communication link. 
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49. The computer program product of claim 43 further compris· g: 

program code means for generating an element representin 

line having a temporarily disabled status; and 

program code means, responsive to user associating} e element representing 

the first callee processor with the element representin~y/communication line having a 

temporarily disabled status, for temporarily disablinye ~point-to-point communication 

link between the caller processor and the first callee processor . 

50. The computer program prod t of claim 49 wherein the communication 

line having a temporarily disabled statu comprises a communication line on hold 

status. 

51. The computer pr: gram product of claim 49 wherein the communication 

line having a temporarily di abled status comprises a communication line on mute 

status. 

52. 

interface. 

uter program product of claim 43 wherein the caller processor 

a visual display and the user interface comprises a graphic user 

The computer program product of claim 52 wherein the element 

represe ing the first communication line and the element representing the first callee 

proces or are graphic elements and wherein the program code means for establishing 

a poi t-to-point communication link from the caller processor to the first callee 

ssor further comprises: 

program code means, responsive to a user manipulating the graphic elements 

o the graphic user interface, for establishing the point-to-point communication link from 
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the_£c~a1!:11e~r~pt?_!r~O:£C~es~s~o!(rJtoo..tJthlEe~fmirFSsrt-t c:caa111tEie*efippjr~o~cees~siCo>fr~. ------

REMARKS 

Prior to examining the above-identified application on the merits, Applicant 

respectfully requests the Examiner to enter the enclosed Preliminary Amendment. 

Applicant has made minor changes to the specification for greater clarity. No new 

matter is believed added to the application by the above amendments. In addition, 

Applicant has added claims 21-53 to more particularly point out and distinctly claim 

Applicant's inventive contributions to the relevant arts. Support for these claims exists 

in the specification as filed. 

Claims 21-22 and 43-53 conform with In re Beauregard, 35 U.S.P.Q. 2d, 1383 

(Fed. Cir. 1995) and the new Patent and Trademark Office policy. 

The claims are believed allowable over any of the references cited by the 

Applicant, whether considered singularly or in combination. Accordingly, Applicant 

believes this application is in condition for allowance and a notice to that effect is 

respectfully requested. If the Examiner has any questions regarding this amendment or 

the application in general he is invited to call the Applicant's attorney at the number 

listed below. 

The Commissioner is hereby authorized to charge any other fees under 37 

C.F.R. §1.16 and 1.17 that may be required, or credit any overpayment, to our Deposit 

Account No. 20-0065. 

Respectfully submitted, 

BrJce D. Jobse 
Reg. No. 33,518 
Bookstein & Kudirka, P.C. 
One Beacon Street 
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ATTORNEY'S DOCKET NO.: N000317000 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICANT: Glenn W. Hutton 
SERIAL NO.: 08/533,115 
FILED: 
FOR: 

September 25, 1995 
POINT-TO-POINT PROTOCOL 

RECEIVED 
AUG 0 8 f996 

GROUp 23UO 
EXAMINe= 
ART UN : 2305~ 

CERTIFICATE OF MAILING 

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail 
in an envelope addressed to: Assistant Commissioner for Patents, Washington, DC 20231 on July 25, 1996. 

Debra M. Dohertv 
(Typed or printed name of person mailing correspondence) 

Assistant Commissioner for Patents 
Washington, DC 20231 

Sir: 

Transmitted herewith for filing is/are the following document(s): 

[XX] Information Disclosure Statement, PTO Form 1449, in duplicate and 
cited reference 

If the enclosed papers are considered incomplete, the Mail Room and/or the Application 
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600, 
Boston, Massachusetts. 

A check in the amount of$--- is enclosed to cover the filing fee. If the fee is insufficient, 
the balance may be charged to the account of the undersigned, Deposit Account No. 
02-3038. A duplicate of this sheet is enclosed. 

Respectfully submitted, 

6?~ 

ATTORNEY DOCKET NO.: N0003/7000 
DATE: JULY 25, 1996 

Reg. No.:33,518 
BOOKSTEIN & KUDIRKA 
One Beacon Street 
Boston, Massachusetts 021 08 
Tel.: (617) 367-4600 
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ATTORNEY'S DOCKET NO.: N000317000 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Glenn W. Hutton 
08/533,115 
September 25, 1995 
POINT-TO-POINT INTERNET PROTOCOL 

RECE\.VtO 
AUG 0 8 \996 

GROur 23U0 

Art Unit: 2305 

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a) 

The undersigned hereby certifies that this document is being placed in the United States mail with 
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on 
the 25th day of July, 1996. 

'(}AJ111 A-~ 
= Debra M. Dohert~ 

Assistant Commissioner for Patents 
Washington, DC 20231 

Sir: 

STATEMENT FILED PURSUANT TO THE DUTY OF 
DISCLOSURE UNDER 37 C.F.R. §§1.56. 1.97 AND 1.98 

Pursuant to the duty of disclosure under 37 C.F.R. §§1.56, 1.97 and 1.98, the 

applicant requests consideration of this information disclosure statement. 

Compliance with 37 C.F.R. §1.97 

This information disclosure statement has been filed before the mailing date of a 

first office action on the merits in the above-identified application. No fee or certification 

is required. 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 81



•· • • 
Serial No. 08/533,115 -2- Art Unit: 2305 

Information Cited 

The applicant hereby makes of record in the above-identified application the 

information listed on the attached form PT0-1449 (modified). The order of presentation 

of the references should not be construed as an indication of the relative importance of 

the references. 

Remarks 

A copy of each of the above-identified information is enclosed unless otherwise 

indicated on the attached form PT0-1449 (modified). It is respectfully requested that: 

• The examiner consider completely the cited information, along with any 

other information, in reaching a determination concerning the patentability 

of the present claims; 

• The enclosed form PT0-1449 be signed by the examiner to evidence that 

the cited information has been fully considered by the Patent and 

Trademark Office during the examination of this application; 

• The citations for the information be printed on any patent which issues 

from this application. 

By submitting this information disclosure statement, the applicant makes no 

representation that a search has been performed, of the extent of any search 

performed, or that more relevant information does not exist. 

By submitting this information disclosure statement, the applicant makes no 

representation that the information cited in the statement is, or is considered to be, 

material to patentability as defined in 37 C.F.R. §1.56(b). 

By submitting this information disclosure statement, the applicant makes no 

representation that the information cited in the statement is, or is considered to be, in 

fact, prior art as defined by 35 U.S.C. §1 02. 

I 
I 
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• • 
Serial No. 08/533,115 -3- Art Unit: 2305 

It is understood by applicant that the foregoing information will be considered 

and, to the extent deemed appropriate by the examiner, will be reflected in the 

examiner's communication. 

Docket No.: N0003/7000 

Date: July 25, 1996 

h:lbdjln0003\7000\\ids. wpd 

Respectfully submitted, 

~~~ 
Reg. No. 33,518 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, Massachusetts 02108 
Tel: (617) 367-4600 
Attorneys for Applicant 
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Applicant: 
Serial No.: 
Filed: 
For: 
Examiner: 

• . . 
• ! - • 

ATTORNEY'S DOCKET NO.: N0003/7000 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Glenn W. Hutton 
08/533,115 
September 25, 1995 
POINT-TO-POINT INTERNET PROTOCOL 

f\tCE\\ItO 

lUG 2' ¥)96 
GROU~23UO 

Art Unit: 2305 

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a) 

The undersigned hereby certifies that this document is being placed in the United States mail with 
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on 
the 25th day of August 7, 1996. :::::::: ~ 

-66 • 'JI ~u-~ 
LOmii~~1tcconnell 

Assistant Commissioner for Patents 
Washington, DC 20231 

Sir: 

STATEMENT FILED PURSUANT TO THE DUTY OF 
DISCLOSURE UNDER 37 C.F.R. §§1.56. 1.97 AND 1.98 

Pursuant to the duty of disclosure under 37 C.F.R. §§1.56, 1.97 and 1.98, the 

applicant requests consideration of this information disclosure statement. 

Compliance with 37 C.F.R. §1.97 

This information disclosure statement has been filed before the mailing date of a 

first office action on the merits in the above-identified application. No fee or certification 

is required. 
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' Serial No. 08/533,115 

•J ' 

-2-

. -- . . . 

Information Cited 

• 
Art Unit: 2305 

The applicant hereby makes of record in the above-identified application the 

information listed on the attached form PT0-1449 (modified). The order of presentation 

·of the references should not be construed as an indication of the relative importance of 

the references. 

Remarks 

A copy of each of the above-identified information is enclosed unless otherwise 

indicated on the attached form PT0-1449 (modified). It is respectfully requested that: 

• The examiner consider completely the cited information, along with any 

other information, in reaching a determination concerning the patentability 

of the present claims; 

• The enclosed form PT0-1449 be signed by the examiner to evidence that 

the cited information has been fully considered by the Patent and 

Trademark Office during the examination of this application; 

• The citations for the information be printed on any patent which issues 

from this application. 

By submitting this information disclosure statement, the applicant makes no 

representation that a search has been performed, of the extent of any search 

performed, or that more relevant information does not exist. 

By submitting this information disclosure statement, the applicant makes no 

representation that the information cited in the statement is, or is considered to be, 

material to patentability as defined in 37 C.F.R. §1.56(b). 

By submitting this information disclosure statement, the applicant makes no 

representation that the information cited in the statement is, or is considered to be, in 

fact, prior art as defined by 35 U.S.C. §1 02. 

LG v. Straight Path, IPR2015-00209
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• . , • 
· Serial No. 08/533,115 -3- Art Unit: 2305 

It is understood by applicant that the foregoing information will be considered 

and, to the extent deemed appropriate by the examiner, will be reflected in the 

examiner's communication. 

Docket No.: N0003/7000 

Date: August~. 1996 

h:\bdjln0003\7000\Vds. wpd 

Respectfully submitted, 

Jre~~~~~ 
Reg. No. 33,518 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, Massachusetts 02108 
Tel: (617) 367-4600 
Attorneys for Applicant 
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APPLICANT: 
SERIAL NO.: 
FILED: 
FOR: 

EXAMINER: 
ART UNIT: 

• • 
ATTORNEY'S DOCKET NO.: N000317000 

Glenn W. Hutton 
08/533,115 
September 25, 1995 
POINT-TO-POINT INTERNET PROTOCOL 

2305 

CERTIFICATE OF MAILING 

RECEIVED 
AUG 2 1 1996 

GROlJt-' 23UO 

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail 
in an envelope addressed to: Assistant Commissioner for Patents, Wa ·ngton, DC 20231 on August7, 1996. 

Lorraine McConnell 
(Typed or printed name of person mailing correspondence) 

Assistant Commissioner for Patents 
Washington, DC 20231 

Sir: 

Transmitted herewith for filing is/are the following document(s): 

[XX] Information Disclosure Statement, PTO Form 1449, and 
cited reference 

If the enclosed papers are considered incomplete, the Mail Room and/or the Application 
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600, 
Boston, Massachusetts. 

A check in the amount of$--- is enclosed to cover the filing fee. If the fee is insufficient, 
the balance may be charged to the account of the undersigned, Deposit Account No. 
02-3038. A duplicate of this sheet is enclosed. 

Respectfully submitted, 

b~~ ....... ·--

ATTORNEY DOCKET NO.: N0003/7000 
DATE: August~. 1996 

Reg. No.:33,518 
BOOKSTEIN & KUDIRKA 
One Beacon Street 
Boston, Massachusetts 02108 
Tel.: (617) 367-4600 
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• • *" .._) *?rs 
N0003/7000 c~ b -, 1 '1 0, lo 

REC IVE 

ATTORNEY'S DOCKET NO.: 

Applicant: 
Serial No.: 
Filed: 
For: 
Examiner: 
Art Unit: 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Glenn W. Hutton 
08/533,115 
September 25, 1995 
POINT-TO-POINT INTERNET PROTOCOL 

2305 

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a) 

SEP I 6 JY96} 

GROUP2300 

The undersigned hereby certifies that this document is being placed in the United States mail with 
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on 
the 6th day of September, 1996. ~- ~ 

~,--<~~ 
LOrr8ifieMCConnell 

Assistant Commissioner for Patents 
Washington, DC 20231 

Sir: 

STATEMENT FILED PURSUANT TO THE DUTY OF 
DISCLOSURE UNDER 37 C.F.R. §§1.56. 1.97 AND 1.98 

Pursuant to the duty of disclosure under 37 C.F.R. §§1.56, 1.97 and 1.98, the 

applicant requests consideration of this information disclosure statement. 

Compliance with 37 C.F.R. §1.97 

This information disclosure statement has been filed before the mailing date of a 

first office action on the merits in the above-identified application. No fee or certification 

is required. 
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Straight Path - Ex. 2023 - Page 88



• • 
Serial No. 08/533,115 -2- Art Unit: 2305 

Information Cited 

The applicant hereby makes of record in the above-identified application the 

information listed on the attached form PT0-1449 (modified). The order of presentation 

of the references should not be construed as an indication of the relative importance of 

the references. 

Remarks 

A copy of each of the above-identified information is enclosed unless otherwise 

indicated on the attached form PT0-1449 (modified). It is respectfully requested that: 

• The examiner consider completely the cited information, along with any 

other information, in reaching a determination concerning the patentability 

of the present claims; 

• The enclosed form PT0-1449 be signed by the examiner to evidence that 

the cited information has been fully considered by the Patent and 

Trademark Office during the examination of this application; 

• The citations for the information be printed on any patent which issues 

from this application. 

By submitting this information disclosure statement, the applicant makes no 

representation that a search has been performed, of the extent of any search 

performed, or that more relevant information does not exist. 

By submitting this information disclosure statement, the applicant makes no 

representation that the information cited in the statement is, or is considered to be, 

material to patentability as defined in 37 C.F.R. §1.56(b). 

By submitting this information disclosure statement, the applicant makes no 

representation that the information cited in the statement is, or is considered to be, in 

fact, prior art as defined by 35 U.S.C. §102. 
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-- • • 
Serial No. 08/533,115 -3- Art Unit: 2305 

It is understood by applicant that the foregoing information will be considered 

and, to the extent deemed appropriate by the examiner, will be reflected in the 

examiner's communication. 

Docket No.: N0003/7000 

Date: September 6, 1996 

h:\bdj\n0003\7000\lids. wpd 

Respectfully submitted, 

&r.?a~~- -
Reg. No. 33,518 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, Massachusetts 02108 
Tel: (617) 367-4600 
Attorneys for Applicant 
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• A TTOR!S DOCKET NO.: N000~/700~ b 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

PLICANT: 

EXAMINER: 
ART UNIT: 

Glenn W. Hutton 
08/533,115 
September 25, 1995 
POINT-TO-POINT INTERNET PROTOCOL 

CERTIFICATE OF MAILING 

RECEIVED 

SEP I 6 lYY61 

GROUP 2300 

I hereby certify that this correspondence is being deposited with the United States Postal Service as first class mail 
in an envelope addressed to: Assistant Commissioner for Patents, Was · on, DC 20231 on September 6, 1996. 

Lorraine McConnell 
(Typed or printed name of person mailing correspondence) 

Assistant Commissioner for Patents 
Washington, DC 20231 

Sir: 

Transmitted herewith for filing is/are the following document(s): 

[XX] Information Disclosure Statement, PTO Form 1449, and 
references cited 

(] 

If the enclosed papers are considered incomplete, the Mail Room and/or the Application 
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600, 
Boston, Massachusetts. 

A check in the amount of $-0- is enclosed to cover the filing fee. If the fee is 
insufficient, the balance may be charged to the account of the undersigned, Deposit 
Account No. 02-3038. A duplicate of this sheet is enclosed. 

Respectfully submitted, 

{f:;?a·J:e-. 

ATTORNEY DOCKET NO.: N0003nOOO 
DATE: September 6, 1996 

Reg. No.:33,518 
BOOKSTEIN & KUDIRKA 
One Beacon Street 
Boston, Massachusetts 02108 
Tel.: (617) 367-4600 
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ATTORNEY lcKET: N0003/7000 

Serial No. 08/533,115 

Filed: September 25, 1995 

PATENT AND TRADEMARK OFFICE 

For: POINT-TO-POINT INTERNET PROTOCOL 

Examiner: 

Art Unit: 

Assistant Commissioner for Patents 
Washington, DC 20231 

Dear Sir: 
LETTER 

i':5 
The enclosed Revocation and New Power of Attorney was submitted to the ::; 

United States Patent and Trademark Office on May 28, 1996 along with two patent+
assignments and accompanying covers sheets. A copy of the transmittal letter and 
stamped return postcard which accompanied these documents is enclosed. The 
Revocation and Power of Attorney form was subsequently returned, possibly 
erroneously, with a Notice of Recordation of one the assignments dated September 3, 
1996. Applicant is herewith submitting the Revocation of Power of Attorney form again 
so that it may be made of record in the above-identified application. 

If the Examiner has any questions regarding this communication or the 
application in general, he is invited to call Applicant's attorney at the number listed 
below. 

Attorney Docket No.: N0003/7000 

Date: September 17, 1996 

Respectfully submitted, 

~()·~--
lfrUCeD:JObse, ~ 
Reg. No. 33,518 
Bookstein & Kudirka, P.C. 
One Beacon Street 
Boston, MA 02108 
(617) 367-4600 
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./' aoalrJ '). 
l , sg; ~)' ATToRNEY's DocKET No.:Nooo3/7ooo 
\ \ \~G I ' 
IN~:~STATES PATENT AND TRADEMARK OFFICE 

APPLICANT: Sl~tton oP~ 
SERIAL NO.: J8/533, 115 c ' ' 
FILED: September 25, 1995 
FOR: POINT-TO-POINT INTERNET PROTOCOL 
EXAMINER: 
ART UNIT: 

Assistant Commissioner for Patents 
Box Assignment 
Washington, DC 20231 

Sir: 

Transmitted herewith for filing is/are the following document(s): 

[XX] Two Patent Assignments With Cover Sheets 
[XX} Revocation and New Power of Attorney 

If the enclosed papers are considered incomplete, the Mail Room and/or the Applicatic:Jhl 
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600,~ 
Boston, Massachusetts. 

A $40.00 check is enclosed for each Assignment to cover the filing fee. If the fee is 
insufficient. the balance may be charged to the account of the undersigned, Deposit 
Account No. 02-3038. A duplicate of this sheet is enclosed. 

ATTORNEY DOCKET NO.: N0003/7000 
DATE: May 28, 1996 
XNDD 

Respectfully submitted, 

Bruce D. Jobs Esq. 
Reg. No.: 33,5 8 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, Massachusetts 02108 
Tel.: (617) 367-4600 
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:;;,~,. ... ~-~ ~ / 
• The following, DUE -11#- in the U.S. PTO. was received in the PTO Mail Room on the dale stamped hereon. 

I I Cert. of Mailing by Express Mail (37 CFR 1.10) [ I In f. Disci. Statement, PTO Fonn 1449 and 
Express Mail Label No. References Cited 

I ,;.£1 Cert. of Mailing under 37 CFR 1.8 (a) [ I PCT Reg11~IOI (_sheets) 
I . ] Application for Patent Incl. __ pages, [ I Chapte I Deffitmd · ...• : . ': · ·. ·· ~ ~. 

( pgs) Specification, ( pgs) Abstract, [ ] PCT F alcull~~Qil:~l :· 
( pgs) Claims (_llclaims) [ I Certifi e o~S ice . 

1
1 

I Affidavit or [ 1 Declaration/Oath [ ~I Check r S • 0 0 ~·' 
I Design Patent Application & Declaration/Oath # · · · 9 0 1f"r ':' . 
I Drawings __ Sheet(s) (Figs._ - _) I I Amend em r) .-;"" J . 

I I Formal or [ ]lnfonnal drawings [ I l..eller l,, .~ill I 
I Mulliple Dependent Claim Fee Sheet [ l Dcclarllib~: MA~iSif,~~~lb$ Parts 

e 1 Priority Documenl(s) #___ [ ] Notice of Appca ...... __; 
( 1 Verified Statement to establi:tlJ-h small [ I Power of Allomey 

entity status /l '/. 1 I · I Motion/Opposition/Reply 
( XI Assignment -f ~"-- - [ IBrief(_x3) 
( I Req. for Filing I ] Cont. 1 J Div. Appln. I )Issue Fee Transmittal 

under 37 CFR 1.60 ( I Petition for Ext. of Time (x2) 
] File Wrap_peU:ontin (FW!:_) under 37 CFR _1.62 [ ,llTransmittal l..ellcr (x2) 

Ji.J Other Y~ 1'- 7'0u /?ope#?; a/ ~J' 
MAILED ti/2-f/Cfb 
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• 
ATIORNEY'S DOCKET NO.:N0003/7000 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICANT: Glenn W. Hutton 
SERIAL NO.: 08/533,115 
FILED: September 25, 1995 
FOR: POINT-TO-POINT INTERNET PROTOCOL 
EXAMINER: --
ART UNIT: 

Assistant Commissioner for Patents 
Washington, DC 20231 

Sir: 

Transmitted herewith for filing is/are the following document(s): 

Letter [XX] 
[XX] 
[XX] 

Revocation and New Power of Attorney 
Copies of Previous Submission of Transmittal Letter and Stamped Post Card 

If the enclosed papers are considered incomplete, the Mail Room and/or the Application 
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600, 
Boston, Massachusetts. 

If the fee is insufficient, the balance may be charged to the account of the undersigned, 
Deposit Account No. 02-3038. A duplicate of this sheet is enclosed. 

ATTORNEY DOCKET NO.: N0003/7000 
DATE: September !.1. 1996 
XNDD 

Respectfully submitted, 

Bruce D. Jobse 
Reg. No.: 33,51 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, Massachusetts 02108 
Tel.: (617) 367-4600 
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• • ;j; 'i\OQ~;; . . . . • 

~ S~ Ttft~\UNITED STATES 

~\ \996 . !);· . 

PATENT ~ 
N003/7000 

PATENT AND TRADEMARK OFFICE r; 
~ ~ In re . ~~~atf.~/~f: Glenn W. Hutton 

Serial No. 08/533,115 

Filed: September 25, 1995 

For: POINT-TO-POINT INTERNET PROTOCOL 

Examiner: 

Art Unit: 2305 

BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, MA 02108 

CERTIFICATE OF MAILING 

I hereby certify that the following document is being deposited with the United States Postal 
Service as first class mail in an envelope add~ed ;o: Assistant Commissioner for Patents and 
Trademarks, Washington, D.C. 20231 on :!>~If£. ~._ _ ( 

I ' ~'() t;l,.e.~. 
Bruce D. Jobs~ 

REVOCATION AND NEW POWER OF ATTORNEY 

Netspeak, Corporation, assignee of United States Patent Application Serial No. 
08/533,115, filed 9/25/95, hereby revokes all powers of attorney previously given and 
hereby appoints Arthur Bookstein, Reg. No. 22,958, Paul E. Kudirka, Reg. No. 26,931, 
Paul J. Cook, Reg. No. 20,820, Bruce D. Jobse, Reg. No. 33,518, Philip L. Conrad, 
Reg. No. 34,567, Peter M. Dichiara, Reg. No. 38,005, John F. Perullo, Reg. No. 39,498, 
Christopher S. Daly, Reg. No. 37,303, Steven G. Saunders, Reg. No. 36,265, and 
BOOKSTEIN & KUDIRKA, P.C. One Beacon Street, Boston, Massachusetts 02108 
jointly, and eachof them severally, its attorneys at law, with full power of substitution, 
delegation and revocation, to prosecute this application to register, to make alterations 
and amendments therein, to receive the patent, and to transact all business in the 
Patent and Trademark Office connected therewith. Please direct all telephone calls to 
Bruce D. Jobse at (617) 367-4600, please address all correspondence to Bruce D. 
Jobse. 

Date: ~ ~ t99& 
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Best Available Copy 

APPLICAllON NUMBER AUNODATE 

OE:/.'533115 09/25/95 

JOSEPH .J CATANZARO 
DILWORTH & BARRESE 
3:33 EARLE OVINf:lTON BLVD 
UNIONDALE NY 1155:::< 

This Is a communication from 
the Patent & Trademark Office 

-~..::( 
UNrYED BT~~:AA'JMENr IF COMMERCE 
Patent end · rtl"Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington. D.C. 20231 

ATTORNEY DOCKET NO. 

HUTTON 649-2 

EXAMINER 

PAN, DANIEL 
ARTUNrr I PAPERNUMBER 

8 

10/02/96 

10/02/96 

This Is In rasponse to the Power of Attorney flfed ----~s..,E""'Po..T._.E..,MB.,E.._R..._.?'"'o...__..i.:z.99"'6"-----

0 1. The Power of Attorney to you In this application has been revoked by the applicant. Future correspondence will' 
be mailed to the new address of record. 37 CFR 1.33. j 

lD 2. The Power of Attorney to you In this application has been revoked by the assignee who hes lnteiVened , 
as provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record. (37 CFR 1.33~. 

0 3. The withdrawal as attorney in this application has been accepted. Future correspondence will be mailed to the 
new address of record. 37 CFR 1.33. I 

r 
In 4. The Power of Attorney In this application Ia accepted. Correspondence In this application will be mailed to the 1 

below-noted address as provided by 37 CFR 1.33. 1,. 

0 5. The Powar of Attorney in this application Is not accepted for the reason(s) checked below: 

I 0 a. The Powar of Attorney Is from an assignee and the Certificate required by 37 CFR 3.73 (b) hes not been 
received. 

l 
0 b. The person signing for the assignee hes omitted their empowerment to sign on behalf of the assignee. j 

0 c. The lnventor(s) Is without authority to appoint attorneys since the assignee hes Intervened es provided by l 
37 CFR 3.71. . I 

0 d. The signature of , a co-Inventor in this 
1 

application, hes been omitted. The Powar of Attorney will be entered upon receipt of confirmation &igned . 
by seld co-Inventor. . _ . . . .. . j 

___;.®~ peilion(s) appcil~iecf"liith1ii'ower of Attorney Is not reglste~d to practice before the u.s: Patent & . ~ 
~·· .. , ·~. t 

0 f. The revocation ~IJned:by.tiJQ..applicant, the assignee of the entire lnterest,-or~ partlcular.princlpal. 
attorney having the authority to revoKe'"'""---. . · - ·! 

R.OSTCN, 

L 

' -~~~-adJa-Ro! 
~ ~ 

IYIASSACHI.ISETTS o·21 Of• · DALE A • HALL 
GROUP 2300 

RETAIN THIS COPY IN~ APPUCATlON ALE 
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I 
PATENT 

ATTORNEY DOCKET NO.N0003nOOO 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re The Application of: Glenn W. Hutton 

Serial No. 

Filed: 

/ 

08/533.115 L 
September 25, 1995 

/ 
For: POINT-tO-POINT INTERNET PROTOCOL 

I 

8) 
Examiner: 

Art Unit: 

BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, MA 021 08 
(617) 367-4600 

STATUS LETTER 

Please inform us of the status for the above-identifed patent 
application, and when you expect to examine such. 

1 hereby ~ertlly that thi• ~orresponden~e is. b, \1. 

deposited with the United States Postal Servtce"' 
first class mail in an envelope addressed to: Corn· 
missioner ol Patents and Trademar~):) Washlnston, 
I).C. 20231, OD tx:'~ /<}(,(.. /(:[, 19% 

Date: _....!/:..._0-+/;~;-,_/_'16_ ,, 

Respectfully submitted, 

Reg. No. 33,518 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, MA 021 08 
(617) 367-4600 

NuV cP 11Y6 

GtiOUP 2~100 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 98



• • 
ATTORNEY DOCKET NO. N0003/7000 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: Glenn W. Hutton 
08/533,115 
September 25, 1995 

Serial No.: 
Filed: 
For: POINT-TO-POINT INTERNET PROTOCOL 
Examiner: 
Art Unit: 2302 

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a) 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

PETITION TO ADD TO ORIGINALLY NAMED INVENTOR(S) UNDER 37 CFR 1.48(c) 

Sir: 

Applicant respectfully requests that the above-identified application be amended 

under 37 CFR 1.48(c) to add inventors for subject matter disclosed in the application but 

previously unclaimed. 

Please add the following inventors: 

Shane D. Mattaway 
826 Periwinkle Street 
Boca Raton, FL 33486 

Craig B. Strickland 
5713 NW 65th Terrace 
Tamarac, FL 33321 
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• • 
Serial No. 08/533,115 -2- Art Unit: 2302 

Attached with this petition are the following: 

A Statement of facts verified by the original-named inventor establishing when the 

claims to the previously disclosed unclaimed subject matter by the inventors not 

named in the application were added and the diligence with which this petition 

and amendment is being made with respect to these facts; 

B. Declaration by each of the actual inventors as required under 37 CFR §1.63; 

C. Written assent of the assignee; and 

D. Payment of the fee required under 37 CFR §1.17(h) of $130.00 

A check in the amount of $130.00 is enclosed to cover the filing fee. If the fee is 

insufficient, the balance may be charged to the account of the undersigned, Deposit 

Account No. 02-3038. A duplicate of this sheet is enclosed. 

April 17, 1997 

H:\BDJ\N0003\7000\PETCORR.WPD 

Respectfully submitted, 

4:·D~J:?.~.Qt-----
Reg. No. 33,518 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, MA 02108 
(617) 367-4600 
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• 

ART UNIT: 2302 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

• 
Attorney Docket No. N0003/7000 

ASSENT OF ASSIGNEE 

NetSpeak Corporation, the assignee of record for the above-identified U.S. Patent 

Application, by way of a first assignment dated November 27, 1995 from Glenn W. Hutton to the 

Internet Telephone Company, Reel 7981, Frame 0020, and a second assignment from the 

Internet Telephone Company to NetSpeak Corporation dated May 14, 1996, Reel 7981, Frame 

0053, hereby consents to the addition of Shane D. Mattaway and Craig B. Strickland as inventors 

to the application. 

t):f'fll 
Date . 

C:\ WINDOWS\TEMP\ASSENTAS. WPD 

Step 
ChiefExe tive Officer 
NetSpeak Corporation 
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Applicant: 
Serial No.: 
Filed: 
For: 
Examiner: 
Art Unit: 

• • 
ATTORNEY DOCKET NO. N0003/7000 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Glenn W. Hutton 
08/533,115 
September 25, 1995 
POINT-TO-POINT INTERNET PROTOCOL 

2302 

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a) 

'·\ The undersigned hereby certifies that this document is being placed in the United States mail with 
fir~ postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on 

~ 11. lj,=i· . ~... (\ 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

6Jt~1vsWl. lu.nn.i•~CU\1. 
Frances M. Cunningham 

STATEMENT OF FACTS IN SUPPORT OF PETITION 
TO ADD INVENTORS UNDER 37 CFR §1.48(C) 

Statement of Facts 

1. On September 25, 1995, patent application serial number 08/533,155, 

entitled "Point-to-Point Internet Protocol" was filed on my behalf, as sole inventor, by 

Anthony J. Natoli, Esq., Reg. No. 36,223, of the law firm of Dilworth & Barrese, 

Uniondale, New York, NY. 

2. On November 27, 1995 I assigned all right, title and interest in and to the 

patent application to the Internet Telephone Company, a Florida corporation having a 

place of business at One South Ocean Boulevard, Suite 305, Boca Raton, Florida 

33432. 

3. In March of 1996, NetSpeak Corporation, parent corporation of the 

Internet Telephone Company, retained the seNices of Bruce D. Jobse, Esq., Reg. No. 

33,518, of the law firm of Bookstein & Kudirka, Boston, Massachusetts, to prosecute 
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Serial No.: 08/533,115 -2-

the above-identified application. 

4. On April 5, 1996 a preliminary amendment to the patent application was 

filed adding claims 21-53, some of which were directed to subject matter previously 

disclosed but not yet claimed. 

5. I became aware of the preliminary amendment and the additional claims 

during a telephone conversation with attorney Bruce D. Jobse sometime in late 

November 1996. 

6. On December 11, 1996 I received a copy of the above-mentioned 

preliminary amendment filed AprilS, 1996. I acknowledge that both Shane D. 

Mattaway and Craig B. Strickland contributed to the subject matter of at least one 

currently pending claim of the above-identified application. The necessity of naming 

Shane D. Mattaway and Craig B. Strickland as inventors was discovered sometime 

between my subsequent review of the copy of the preliminary amendment and the date 

of this Statement of Facts. A diligent effort has been made to correct this error. 

I hereby declare that all statements made herein of my own knowledge are true 

and that statements made on information and belief are believed to be true and further 

that the statements were made with the knowledge that willful false statements and the 

like so made are punishable by fine or imprisonment, or both under Section 1001 of 

Title 18 of United States Code, and that such willful, false statements may jeopardize 

the validity of the application or any patents issued therefrom. 

f-2-97 
Gl6rul W. Hutton Date 

'1'L-_q; ..ef.:la NW 65th 'f'eilace, ToFRorec, FL 33321 
C1f--97Z.S' 1-fr-t-nnoc,tc.~ (Jc.-Ja #'2'0b_ 
/ Citizen: Canada 1"7 '4-,-, ,, rt.,. 3 :J' 9 t 
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• · · DOCKET NUMBER: N0003/7000 

DECLARATION AND POWER OF ATTORNEY FOR 
PATENT APPLICATION 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are stated below next to my name: 

I believe I am an original, first and joint inventor the subject matter which is claimed and for which a patent 
is sought on the invention entitled POINT-TO-POINT INTERNET PROTOCOL, the specification of 
which was filed on September 25, 1995 under Attorney's Docket Number N0003/7000, now U.S. Patent 
Application Serial No. 08/533,115. 

I hereby state that I have reviewed and understand the contents of the above identified patent application, 
including the claims as amended by any amendment referred to above. 

\ I acknowledge the duty to disclose information which is material to the patentability of this application in 
accordance with 37 C.P.R. 1.56. 

I hereby claim the benefit of foreign priority under 35 U.S.C. 119 of any foreign application(s) for patent or 
inventor's certificate having a filing date before that of the application the priority of which is claimed: 

Prior Foreign Application(s): Priority Claimed 

Yes No 
(Number) (Country) (Filing Date) 

I hereby claim the benefit of United States priority under 35 U.S.C. 120 of any United States application(s) 
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in a 
listed prior United States application in the manner provided by the first paragraph of 35 U.S.C. 112, I 
acknowledge the duty to disclose information material to the patentability of this application as defined in 37 
C.P.R. 1.56 which occurred between the filing date of the prior application and the national or PCT 
international filing date of this application. 

(Application Serial #) (Filing Date) (Status) 

(Application Serial #) (Filing Date) (Status) 

(Application Serial #) (Filing Date) (Status) 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made 
on information and belief are believed to be true; and further that these statements were made with the 
knowledge that willful false statements and the like so made are punishable by fine or imprisonment, or both, 
under 18 U.S.C. 1001 and that such willful false statements may jeopardize the validity ofthe application or 
any patent issued thereon. 
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POWER OF ATTORNEY: As a named inventor, I hereby appoint the following attorneys and/or agents to 
prosecute this application and transact all business in the Patent and Trademark Office connected therewith. 

Bruce D. Jobse 
Arthur Z. Bookstein 
Philip L. Conrad 
Paul J. Cook 

Reg. No. 33,518 
Reg. No. 22,958 
Reg. No. 34,567 
Reg. No. 20,280 

Paul E. Kudirka 
John F. Perullo 
Steven G. Saunders 

Reg. No. 26,931 
Reg. No. 36,265 
Reg. No. 36,265 

Send correspondence to Bruce D. Jobse, BOOKSTEIN & KUDIRKA, P.C., One Beacon Street, Boston, 
Massachusetts, 02108. 

FULL NAME OF INVENTOR: Glenn W. Hutton 

INVENTOR'SSIGNATURE: ~?&-2..........--- DATE: lf- 2-~ 7 
RESIDENCE: 9725 Hammocks Boulevard, #206, Miami, FL 33196 
CITIZENSHIP: Canada 
POST OFFICE ADDRESS: 9725 Hammocks Boulevard, #206, Miami, FL 33196 

FULL NAME OF INVENTOR: Shane D. Mattaway 

INVENTOR'S SIGNATURE:------------ DATE: __________ _ 

RESIDENCE: 826 Periwinkle, Boca Raton, FL 33486 
CITIZENSHIP: U.S.A. 
POST OFFICE ADDRESS: 826 Periwinkle, Boca Raton, FL 33486 

FULL NAME OF INVENTOR: Craig B. Strickland 

INVENTOR'S SIGNATURE:------------ DATE: ______ _ 

RESIDENCE: 5713 NW 65th Terrace, Tamarac, FL 33321 
CITIZENSHIP: Canada 
POST OFFICE ADDRESS: 5713 NW 65th Terrace, Tamarac, FL 33321 

H :\BDJ\N0003\ 7000\DECL. WPD 
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• . 'DOCKET NUMBER: N0003/7000 

DECLARATION AND POWER OF ATTORNEY FOR 
PATENT APPLICATION 

As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are stated below next to my name: 

I believe I am an original, first and joint inventor the subject matter which is claimed and for which a patent 
is sought on the invention entitled POINT-TO-POINT INTERNET PROTOCOL, the specification of 
which was filed on September 25, 1995 under Attorney's Docket Number N0003/7000, now U.S. Patent 
Application Serial No. 08/533,115. 

I hereby state that I have reviewed and understand the contents of the above identified patent application, 
including the claims as amended by any amendment referred to above. 

I acknowledge the duty to disclose information which is material to the patentability of this application in 
··; accordance with 37 C.F.R. 1.56. 

I hereby claim the benefit of foreign priority under 35 U.S.C. 119 of any foreign application(s) for patent or 
inventor's certificate having a filing date before that of the application the priority of which is claimed: 

Prior Foreign Application(s): Priority Claimed 

Yes No 
(Number) (Country) (Filing Date) 

I hereby claim the benefit ofUnited States priority under 35 U.S.C. 120 of any United States application(s) 
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in a 
listed prior United States application in the manner provided by the first paragraph of 35 U.S.C. 112, I 
acknowledge the duty to disclose information material to the patentability of this application as defined in 37 
C.F.R. 1.56 which occurred between the filing date of the prior application and the national or PCT 
international filing date of this application. 

(Application Serial #) (Filing Date) (Status) 

(Application Serial#) (Filing Date) (Status) 

(Application Serial #) (Filing Date) (Status) 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made 
on information and belief are believed to be true; and further that these statements were made with the 
knowledge that willful false statements and the like so made are punishable by fine or imprisonment, or both, 
under 18 U.S.C. 1001 and that such willful false statements may jeopardize the validity of the application or 
any patent issued thereon. 
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POWER OF ATTORNEY: As a named inventor, I hereby appoint the following attorneys and/or agents to 
prosecute this application and transact all business in the Patent and Trademark Office connected therewith. 

Bruce D. Jobse 
Arthur Z. Bookstein 
Philip L. Conrad 
Paul J. Cook 

Reg. No. 33,518 
Reg. No. 22,958 
Reg. No. 34,567 
Reg. No. 20,280 

Paul E. Kudirka 
John F. Perullo 
Steven G. Saunders 

. Reg. No. 26,931 
Reg. No. 36,265 
Reg. No. 36,265 

Send correspondence to Bruce D. Jobse, BOOKSTEIN & KUDIRKA, P.C., One Beacon Street, Boston, 
Massachusetts, 021 08. 

FULL NAME OF INVENTOR: Glenn W. Hutton 

INVENTOR'S SIGNATURE:------------ DATE: __________ __ 

RESIDENCE: 9725 Hammocks Boulevard, #206, Miami, FL 33196 
CITIZENSHIP: Canada 
POST OFFICE ADDRESS: 9725 Hammocks Boulevard, #206, Miami, FL 33196 

FULL NAME OF INVENTOR: Shane D. Ma~ _, 

INVENTOR'S SIGNATURE: ___,~=--..c:;__-=t-,...:..Z..L~fr-, __ ...:::.._ __ _ 

RESIDENCE: 
CITIZENSHIP: 

826 Periwinkle, Boca Raton, FL 33486 
U.S.A. 

POST OFFICE ADDRESS: 826 Periwinkle, Boca Raton, FL 33486 

DATE: 

FULL NAME OF INVENTO~ 

INVENTOR'SSIGNATURE: ..-/@DATE: 

RESIDENCE: 5713 NW 65th Terrace, Tamarac, FL 33321 
CITIZENSHIP: Canada 
POST OFFICE ADDRESS: 5713 NW 65th Terrace, Tamarac, FL 33321 
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ATTORNEY'S DOCKET NO.: N0003/7000 

THE UNITED STATES PATENT AND TRADEMARK OFFICE 
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CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a) 

The undersigned hereby certifies that this document is being placed in the United States mail with 
first-class postage attached, addressed to Assistant Commissioner for Patents, Washington, DC 20231 on 
the 17th day of April, 1997. t-f' (\ . 

~o..ttts 'Yn. li.tnru~* 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 

Frances M. Cunningham 

Transmitted herewith for filing are the following documents: 

[X] Declaration and Power of Attorney (2) 
[X] Assent of Assignee 
[X] Petition to Add to Originally Named lnventor(s) 
[X] Statement of Facts 

If the enclosed papers are considered incomplete, the Mail Room and/or the Assignment 
Branch is respectfully requested to contact the undersigned collect at (617) 367-4600, Boston, 
Massachusetts. 

A check in the amount of $130.00 is enclosed for filing of Petition to Add to Originally Named 
lnventor(s). If the fee is insufficient, the balance may be charged to the account of the 
undersigned, Deposit Account No. 02-3038. A duplicate of this sheet is enclosed. 

April17, 1997 

Respectfully submitted, 

~{)-~. 
Bruce D. Jobse, S: 
Reg. No.:33,518 
BOOKSTEIN & KUDIRKA, P.C. 
One Beacon Street 
Boston, Massachusetts 02108 
Tel.: (617) 367-4600 
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APPUCATION NO. FILING DATE 

08/533,115 

BOOSTEIN & KUDIRKA, PC 
ONE BEACON STREET 
BOSTON MA 02108 

,, 

'/ \ (.' 
UNITED STATE~:_!;~ ~~TMENT OF COMMERCE 
Patent and Trademark Office 
Address: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. 

HUTTON 

83M1/0602 I 

(:i 64'3-2 

EXAMINER 

l:lREGSON, R 

ART UNIT 

2302 

DATE MAILED: 

PAPER NUMBER 

lo 
06/02/97 

Please find below and/or attached an Office communication concerning this application or 
proceeding. · 

Commissioner of Patents and Trademarke 
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Application No. 

08/533,115 

Applicant(s) 

Hutton 

Office Action Sumr'nary Exam ner 

Richard J. Gregson 
Group Art 

2302 

IZJ Responsive to communication(s) filed on c:::2-=.5...:S:::..;e:..cp:........:..1-=.9-=.9..:::5 ______________________ _ 

0 This action is FINAL. 

0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed 
in accordance with the practice under Ex parte Quayle, 1935 C. D. 11; 453 O.G. 213. 

A shortened statutory period for response to this action is set to expire 3 month(s), or thirty days, whichever 
is longer, from the mailing date of this communication. Failure to respond within the period for response will cause the 
application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the provisions of 
37 CFR 1.136(a). 

Disposition of Claims 

IZl Claim(s) 1-53 ..:.......::::.:::... _________________________ is/are pending in the application . 

Of the above, claim(s) is/are withdrawn from consideration. ---------------------
0 Claim(s) ------------------------------is/are allowed. 

IZl Claim(s) 1-53 .:........:::..:::... ____________________________ is/are rejected. 

0 Claim(s) ------------------------------is/are objected to. 

0 Claims ---------------------- are subject to restriction or election requirement. 

Application Papers 

0 See the attached Notice of Draftsperson's Patent Drawing Review, PT0-948. 

0 The drawing(s) filed on is/are objected to by the Examiner. 

0 The proposed drawing correction, filed on is 0 approved 0 disapproved. 

0 The specification is objected to by the Examiner. 

0 The oath or declaration is objected to by the Examiner. 

Priority under 35 U.S.C. § 119 

0 Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d). 

0 All 0 Some* 0 None of the CERTIFIED copies of the priority documents have been 

0 received. 

0 received in Application No. (Series Code/Serial Number) ----------------
0 received in this national stage application from the International Bureau (PCT Rule 17.2(a)). 

*Certified copies not received: ----------------------------------
0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e). 

Attachment(s) 

1Zl Notice of References Cited, PT0-892 

1Zl Information Disclosure Statement(s), PT0-1449, Paper No(s). 6 

0 Interview Summary, PT0-413 

0 Notice of Draftsperson's Patent Drawing Review, PT0-948 

0 Notice of Informal Patent Application, PT0-152 

--- SEE OFFICE ACTION ON THE FOLLOWING PAGES ---

U.S. Patent and Trademark Office 

PT0-326 (Rev. 9-95) Office Action Summary Part of Paper No. 1 0 
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Serial Number: 08/533,115 

Art Unit: 2302 

Part III DETAILED ACTION 

1. Claims 1-53 are presented for examination. 

Page·2 

2. A shortened statutory period for response to this action is set to expire three (3) months from the 

date of mailing of this communication. Failure to respond within the period for response will cause the 

application to become abandoned. (35 U.S.C. § 133). Extensions of time may be obtained under the 

provisions of 37 CPR 1.136(a). 

Information Disclosure Statement 

3. In view of the extremely large humber of references submitted by the Applicant(s) for 

consideration of this application, the Applicant(s) are requested to identify any references which have 

particular significance in the prosecution of this application for further consideration by the Examiner. 

Applicant(s) should also indicate the specific features, corresponding passages, and figures of such 

references which are believed to be germane to the invention claimed in the application 

Specification 

4. The title of the invention is not descriptive. A new title is required that is clearly indicative of the 

invention to which the claims are directed. 

5. The lengthy specification has not been checked to the extent necessary to determine the presence 

of all possible minor errors. Applicant's cooperation is requested in correcting any errors of which 

applicant may become aware in the specification. LG v. Straight Path, IPR2015-00209
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Art Unit: 2302 

• 
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Claim Rejections- 35 USC§ 103 

6. The following is a quotation of 35 U.S.C. § 103 which forms the basis for all obviousness 
rejections set forth in this Office action: 

A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

Subject matter developed by another person, which qualifies as prior art only under subsection 
(f) or (g) of section 102 of this title, shall not preclude patentability under this section where the 
subject matter and the claimed invention were, at the time the invention was made, owned by the 
same person or subject to an obligation of assignment to the same person. 

7. Claims 1-4 are rejected under 35 U.S.C. § 103 as being unpatentable over Civanlar, et al, (US 

5,581 ,552) in view of Morgan, et al., (US 5,524,254). The claimed invention found within Claim 1 

consists of a method for establishing point-to-point Internet communications comprising (a) storing in 

a database a set of IP addresses for on-line nodes, (b) transmitting a query from a node to a server to 

determine the status of a second node, and ©retrieving the IP address of the second node from the 

database in to establish communication between the two nodes. Civanlar, et al., in 2-3, teaches a 

multimedia server which uses a communication protocol in which the requesting node sends a request 

for communication with another node through a address server, which contains an address database, to 

obtain the address and routing information necessary to complete the communication. Civanlar, et al., 

is silent regarding the database searching to match the address with the destination node. Morgan, et 

al, in columns in columns 3-4, teaches the look-up procedure into the database which is performed to 

retrieve the matching address from the database for use in initiating communications over an network. 
LG v. Straight Path, IPR2015-00209
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It would have been obvious to one of ordinary in the art at the time the claimed invention was made to 

include an database and search/retrieval mechanism to locate the needed network address because such 

'o 
a mechanism permits the database to ~e modified over time to allow dynamic address assignment thus 

reducing the need to larger address identifiers and thus the amount of data that needs to be transmitted 

with each packet of data. 

Regarding Claim 2, the claimed invention adds the further limitation to the invention found within 

Claim 1 that steps of obtaining the on-line status and IP address of the second node include the steps of: 

(b1) sending a query to a server, (c1) searching the server's database, (c2) determining the on-line status 

of the second node, ( c3) retrieving the IP address of the second node, ( c4) and transmitting the IP address 

of the second node from the server to the requesting node. As was discussed above regarding Claim 

1, Morgan, e1 al., in columns 3-4, teaches the look-up procedure into the database which is performed 

to retrieve the matching address from the database for use in initiating communications over an network. 

It would have been obvious to one of ordinary in the art at the time the claimed invention was made to 

include an database and search/retrieval mechanism to locate the needed network address because such 

a mechanism permits the database to me modified over time to allow dynamic address assignment thus 

reducing the need to larger address identifiers and thus the amount of data that needs to be transmitted 

with each packet of data. 

Regarding Claim 3 and 4, the claimed invention in Claim 3 adds the further limitation to the 

invention found within Claim 2 that the claimed process generate and transmit an error message which 

is sent to the requesting node when the second node's status is off-line. The claimed invention Claim 4 

adds the further limitation to the invention found within Claim 1 that secondary communications protocol 

is used when a off-line status is found. Morgan, et al., in columns 13-14 teaches the process of handling LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 114
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error condition where the requested second node is not available, that the processing terminates 

gracefully. Implicit within this operation is the transmittal of appropriate messages to the requesting node 

of this condition with the initiation of error recovery procedures .. 

8. Claims 5 and 12-16 are rejected under 35 U.S.C. 103 as being unpatentable over Civanlar, et al, 

(US 5,581,552) in view of Morgan, et al., (US 5,524,254) as applied to claims 1-5 above, and further in 

view of December, et al. (The World Wide Web Unleased) . The claimed invention in Claim 5 adds the 

further limitation to the invention found within Claim 4 that performing the secondary communication 

protocol includes (d1) transmitting an e-mail signal over Internet from the first node with its IP address, 

(d2) transmitting the message thru the Internet for delivery at the second node, and (d3) transmitting a 

second IP address to the first node for establishing the point-to-point communications. The combination 

of Civanlar, et al., and Morgan, et al. teaches the communications mechanism claimed here in utilizing 

the address server and its database to initiate communications between the two nodes. Neither of these 

two references teaches the message transport mechanism which is utilized to transmit the various 

messages between the various processors on the network. December, et al., on pages 6-9 teaches the 

various message and data types which are readily transported between two nodes attached to the Internet 

and that each type of message is a format for which blocks of data are sent between different processors. 

It would have been obvious to one of ordinary skill in the art at the time the claimed invention was made 

to utilize Internet e-mail messages as the means to transport various requests between two processors 

attached to the Internet because it is a well defmed and well supported data transport means for moving 

data between processors across the Internet and that the substitution of e-mail as the transport mechanism 

LG v. Straight Path, IPR2015-00209
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for any other message transport means would be within the ordinary skill of the art as these transport 

means are equivalent means for moving blocks of data between nodes of the network. 

Regarding Claim 12, the claimed invention consists of an independent method claim for 

establishing point-to point communications comprising transmitting an e-mail signal from the first node 

via the Internet to the second node, each message containing the appropriate IP address to establish, and 

using these addresses to establish the point-to-point communication. The claimed invention is a simplified 

version of the method contained within Claim 1 above with the specification that the messages used to 

communicate between the first and second nodes be transported using e-mail. The combination of 

Civanlar, et al., and Morgan, et al. teaches the communications mechanism claimed here in utilizing the 

address server and its database to initiate communications between the two nodes. Neither of these two 

references teaches the message transport mechanism which is utilized to transmit the various messages 

between the various processors on the network. December, et al., on pages 6-9 teaches the various 

message and data types which are readily transported between two nodes attached to the Internet and 

that each type of message is a format for which blocks of data are sent between different processors. It 

would have been obvious to one of ordinary skill in the art at the time the claimed invention was made 

to utilize Internet e-mail messages as the means to transport various ~equests between two proces~ors 

attached to the Internet because it is a well defmed and well supported data transport means for moving 

data between processors across the Internet and that the substitution of e-mail as the transport mechanism 

for any other message transport means would be within the ordinary skill of the art as these transport 

means are equivalent means for moving blocks of data between nodes of the network. 

Regarding Claim 13 and 14, the claimed invention adds the further limitation to the invention 

found within Claim 12 that the process of transmitting the appropriate email signal includes the first step LG v. Straight Path, IPR2015-00209
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of generating the signal to be sent before it is transmitted. Implicit within the teaching of Cinvanlar, et 

al. Is the step of generating all messages that need top be transmitted to other processors before the 

message is transmitted using its particular transport means. 

Regarding Claim 15, the claimed invention adds the further limitation to the invention found 

within Claim 12 that processing the e-mail message for delivery thru the Internet consists of the 

processing the e-mail message using the e-mail server connected to the second processor. Implicit with 

the teachings of December, et al. is the existence of processes running at both nodes of the Internet that 

are communicating, which includes the e-mail function, to perform the steps necessary to allow the 

communication to occur. As such, the transmission of data between two nodes must include the use of 

a process like a mail server to operate at the receiving end of the communication in order for the 

communication to be successful. It would have been obvious to one of ordinary skill in the art at the time 

the claimed invention was made to utilize Internet e-mail messages on regularly supported e-mail servers 

as the means to transport various requests between two processors attached to the Internet because it 

is a well defmed and well supported data transport mean.S for moving data between processors across the 

Internet and that the substitution of e-mail as the transport mechanism for any other message transport 

means would be within the ordinary skill of the art as these transport means are equivalent means for 

moving blocks of data between nodes of the network. 

Regarding Claim 16, the claimed invention adds the further limitation to the invention found 

within Claim 12 that step of processing the e-mail signal followed by transmitting a second IP address 

include the steps of generating a connection signal which is transmitted to the first node along with the 

second IP address. Civanlar, et al., in column 11, teaches the use of a signal to initiate the connection 

between the two nodes along with the all necessary address information needed by the nodes. December, LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 117
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et al., teaches that the communication of these messages can be accomplished using e-mail over the 

Internet. It would have been obvious to one of ordinary skill in the art at the time the claimed invention 

was made to utilize Internet e-mail messages as the means to transport various requests between two 

processors attached to the Internet because it is a well defmed and well supported data transport means 

for moving data between processors across the Internet and that the substitution of e-mail as the transport 

mechanism for any other message transport means would be within the ordinary skill of the art as these 

transport means are equivalent means for moving blocks of data between nodes of the network. 

9. Claim 6, which teaches an apparatus claims, fail to teach or defme above or beyond Claims 1-5 

above and are rejected for the same reasons set forth above in the rejections of Claims 1-5, supra. 

10. Claims 7-11, which also teaches a set of apparatus claims, fail to teach or defme above or beyond 

Claims 1-5 above and are rejected for the same reasons set forth above in the rejections of Claims 1-5, 

supra. 

11. Claims 17-18, which teaches a set of apparatus claims, fail to teach or defme above or beyond the 

apparatus found within Claims 12-16 above and are rejected for the same reasons set forth above in the 

rejections of Claims 12-16, supra. 

12. Claims 19-20, which also teaches a set of apparatus claims, fail to teach or define above or 

beyond the apparatus found within Claims 12-16 above and are rejected for the same reasons set forth 

above in the rejections of Claims 12-16, supra. LG v. Straight Path, IPR2015-00209
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13. Claim 21, which teaches a computer program product claim, fail to teach or define above or 

beyond Claims 1-5 above and are rejected for the same reasons set forth above in the rejections of Claims 

1-5, supra. 

14. Claim 22, which teaches a computer program product claim, fail to teach or define above or 

beyond Claims 12-16 above and are rejected for the same reasons set forth above in the rejections of 

Claims 12-16, supra. 

15. Claims 23-25, which also teaches a set of apparatus claims, fail to teach or define above or 

beyond Claims 1-5 above and are rejected for the same reasons set forth above in the rejections of Claims 

1-5, supra. 

16. Claims 26-31, which teaches a set of method claims, fail to teach or defme above or beyond the 

apparatus found within Claims 1-5 above and are rejected for the same reasons set forth above in the 

rejections of Claims 1-5, supra. 

17. Claims 32-42, which also teaches a set of method claims, fail to teach or defme above or beyond 

the apparatus found within Claims 12-16 above and are rejected for the same reasons set forth above in 

the rejections of Claims 12-16, supra. 

LG v. Straight Path, IPR2015-00209
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18. Claims 43-53, which teaches a set of computer program product claims, fail to teach or define 

above or beyond the apparatus found within Claims 12-16 above and are rejected for the same reasons 

set forth above in the rejections of Claims 12-16, supra. 

Conclusion 

19. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure: 

a. 
therein. 

Heylighen teaches the basics of Internet communication and the addressing means used 

20. Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to Richard J. Gregson whose telephone number is (703) 305-4392. The examiner can 

normally be reached on Monday-Thursday from 8:00a.m. to 5:30p.m., as well as on alternate Fridays 

during these same hours. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Alyssa 

H. Bowler, can be reached on (703) 305-9702. The fax phone number for this Group is (703) 308-5358. 

Any inquiry of a general nature or relating to the status of this application or proceeding should 

be directed to the Group receptionist whose telephone number. is.OQ~) 305-9700. 

(} r. -, ~. 
~ \::1---

Richard (_p~g~on, Esq. 
Patent Examiner 
Art Unit 2302 

May 22, 1997 LG v. Straight Path, IPR2015-00209
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World-Wide Web: 
a distributed hypermedia paradigm for 

· global networking 

Francis HEYLIG f;IEN· 

PO. Free University of Brussels. Pleinlaan. 2. 8·1050 Bn.wels. Belgium 
E-mail:jheyligh@llned.vub..llc./Ht 

ABSTRACT. The World-Wid~ Web (WWW) provides a unified client 
image to an enormous range and variety of information servit:es on ·the 
Internet WWW use presently undergoes a spectacular growth and seems set 
to surpass that of all other lncemet services. www combines extreme 
power with maximal simplicity and ease of use through its metaphor of 
disuibuced hy-permedia:. A WWW dOcument provides formatted text with 
possibilities of embedded graphics. sound, animation. and hyperlinks. The 
hyperlinks when selected provide automatic access to other WWW
documentS. files or services (FTP. Gopher, News, Telnet. WAlS. Email ... ) 
available anywhere on the Internet. This paper reviews some of the freely 
available WWW software: browsers, servers, and editors. An elementary 
imroduc:tion is gjven to the underlying protoCOls: HTML (HrpcrTe~t Mark
up Language) for the fonnatting of hyperdocuments, HTTP (Hypertext 
Transfer Protocol) for the ~ommunication between WWW browsers and 
ser'lr·ers. a.nd URL (Unifonn Resource Locators) as a universal addressing 
scheme for Internet files and services. 

The Internet 

The Internet. based on the TCP/IP protocol, can be defined as the .. network of 
networks ... It inten::oMects tens of thousands of computer networks in differcnr 
parts of the world, allowing them to exchange e·mail, files. and commands~ 
Presently. the number of host computers on the Internet is over 2 million. and 
the number of users is estimated at 15 to 20 million. It reaches some 140 
countries in all continents of the world. The Internet is growing at a rate of aoout 
160% per year. Although there are many computer networks (e.g. company 
networks) that are as yet not connected to the Internet, there seems to be a 
general tet:tdency to make Internet access universal. Thus, the Internet is. 

• Senior Re.s.e:an:h Assi.:»mnt NFWO (Belgian t"ational Fund for Scientific Rc:se31C;h) 
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replacing or absorbing oldermtemalional networks such as BITnet or Usenet. 
and is rapidly becoming the global network. . 

The recendy very fashionable discussions about the "Information 
Superhighway·· cannot avoid refening to the Internet. However. many people 
still feel that the Internet is not a good model for the Information Infrastructure. 
as conceived by American vice-president AI Gore. and others. The basic 
criticism is that typical Internet services are based on arcane interfaces. 
understandable only to computer specialists. These critics would prefer to found 
the Information Superhighway on simple. intuitive communit:ation systems that 
everybody understands, such as the telephone or cable TV. On the other hand. 
no one who has experienced the power of networked computer services would 
ever: like to go back to these apparently more democratic. but much less 
powerful •. media. like fax or telephone. 

There is nodling in principle that prevents Internet services to be as easy to 
use as a TV: set. Historically. the developers of the Internet were UNIX 
programmers who preferred to solve problems in a ''quick and dirty'' way. and 
who did not can: much about having to memorize complex command sequences. 
The most general way of conununicating with the Internet is still through a text
only command line interface. Typing in certain commands at ones own 
computer would open a connection or .. log-in .. to a different computer in another 
pan of the Internet~ where totally different commands might be needed. leading 
to recunent confusion. E.g. one of the most typical problems when using the 
temet (remote log-in) mechanism is being unable to close the connection: 
different systems require different commands (e.g. "bye ..... quit", .. end .. : or 
.. Control-Z") to stop the session. 

Against this background, the World-Wide Web {WWW) can be defmed as 
an attempt to defme an interface to all the different Internet services. which is so 
user-friendly that people without any knowledge of computers would be able to 
use it. Moreover. this interface should be universal, independent of the type of 
computer, operating system. or service requested. 

WWW was first conceived in 1989 by Tim Bemers-Lec, of CERN (the 
European Centre for High-Energy Physics in Geneva). Originally proposed as a 
communication medium for elementary particle physicists, who need to transfer 
huge amounts of data between countries and continents, it became quickly clear 
that WWW is useful for all types of networked communication. After a 
relatively slow stan in which the basic protocols were defined. and tested in a 
few specialised computer centres. 1993 saw a real explosion of WWW use. This 
was mainly due to the introduction of the popular Mosaic client application by 
NCSA (the US National Center for Supercomputiiig·A-ppli.cations). For 1993. 
the growth rate of WWW-traffic reached an incredible 340,000 %. i.e. 
magnitudes higher than that of any other Internet service! More and more people 
seem convinced that WWW is going to overtake all other communication 
systems on ·the Internet. thus becoming the interface to the global network. 

The reason for WWW's popularity lies in its use of an extremely simple but 
powerful paradigm for representing information available over the network: 
distributed hypermedia. 
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Hypertext can ~-~fmed as text with ''live'' references. This means that the text 
contaW highlighted~parti (WQfdS.~-·pruases,- ... ). called anchors. which refer to 
another text. In WWW highlighting is· typlcilly done by a blue color, underline, 
or index number. Whei!.ID~-ap~_Q.L~--~~le;cted by the user (e.g. by clicking on it 
with a mouse or by typing in the number), the text refemcfto' is" automatically 
fetched by the c_omp1Jter' ancf"shown on the screen. The traditional metaphor is 
that of an: encyclopaedia where relatedsubjects:are denoted in the text in bold 
face, or with a "see also'' note. Unlike an encyclopaedia. a hypertext does not 
require the user to search for the appropriate section by turning over pages: 
retrieval is done automatically and immediately by the computer (see Fig. 1 ). 

, , , 

Webster's 
Dictionary 

Hypertext is ... 

Hvofrtext is basically the same as regular text-it c;:an 

Graphic:al 
Representation 
of HyperText 

be stored, read. searched or edited-with an important_. 
~ _,. 

exception: hypenext contains connections Within 
~-

~ 

the ~Xt to other texts. pictur~ ~or even 
mov1es ~ 

' 

Fig. 1: Hypertext 
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A hypertext can also be seen as generalization of the typical menu-based or 
button-based computer interface. Sel~~jpg anchors in a text is essentially the 
s~~ -~s __ s~lecting .items. from a menu. except tha[ the surrounding. non-active 
text may provide additional information that can help the user to make the right 
choice. When the possible choices are presented on the screen there is no longer 
any need for the user to type in. commands. so that the problems of limited 
memory and incompatible conunand sets vanishes. 

A hypertext referring to ano,thc:r text is ~aid to be ••tinked .. to that text. Links 
connecting different texts form a directed graph or network, which is called a 
.. web .. in WWW terminology. The texts or documents themselves can be viewed 
as ••nodes·· in the network or web. Such a web un be extended indefmitely as 
more and more docwncnts are linked into it. 

When the document can contain more than only text, we get an integration . 
of hypertext -~d multimedia: hyper~_t:_t:!ia. The more sophisticated WWW 
ipplica.tioris pro" ide fomtiU_~~-tc:~U4:1_!ij(f~rent ~~~-· ~tyle~. or fonts. but also 
£9lQ!...iJP..~es. _SQI:II1.~s. and even_ ~ovies_ or ani~~~ions. However. the 
··hyperlinkir:ig .. is at present limited to teii'iii(f static images. Links starting from 
sound or movie flles are at present not included in W'WW. as their anchors are 
very complicated to specify. 

,4n.a.ges _i_ncluding graphic links are called "maps". When the user clicks on 
part of the image. the ~a-ordinates of his or her selection are interpreted by the 
computer as belonging to a panicular region of the image. Depending on the 
selected anchor region. different linked documents will be fetched. An 
exemplary application would be a graphical representation or map of a hypertext 
web. where nqdes are ~presented by rounded rectangles and links by connecting 
arrows. Clicking on a rectangle would automatically fetch the node document. 
Another obvious application is a real map of a region where clicking on a 
panicular country wUl get more detailed information about that country (see Fig. 
2). 
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Fic.l: 
EJtample of a WWW -hype.rmap: squares. circles and triangles when clicked 
on wiU link to other WWW documentS in different countries. 

Distributed documents 
The. hypermedia idea was conceived and implemented on different computer 
systems long before anybody thought of WWW. The originality of Berner-Lee ·s 
vision was that be integrated this idea with another idea implicit in the structure 
of the Internet. that of distributed information. The essence of a computer 
network is that a file no longer needs to be stored on one's locat computer i.n 
order to be used. With a global network. a document might be stored anywhere 
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in the world. and still its contents could be transferred to your local computer. It 
then becomes in principle possible to make direct references or links to 
hyperdocwnents residing on remote computet5. The above map example (Fig. 2) 
may then become the representation of geographically distributed information; 
each dot in a county on the rnap links to a document not only abour that country 
but residing on a computer in that country. 

The difficulty with the Internet until then was that getting a tlle from another 
computer was a quite complicated business. You would rmt need to know the 
address of the computer. use that address to open a connection to the remote 
computer. there locate the m.e in the local file' hienuchy. change the directory, 
transfer the file to your computer, and tmally close the connection. Hypertext. 
on the other hand, assumes that a simple mouse click should be sufficient to get 
a document. In order to overcome these obstacles. two things needed to be done: 
1} simplify the transfer protocol so that no separate "opening'', changing of 
directories, and "closing" of connections is needed (or at least do these actions 
automatically in the background so tltat the user does need to think about them): 
2) create a universal addressing scheme which locates not only the remote 
computer but also its files and their place in the local hierarchy of directories. 
The first problem led to the definition of the HyperText .. l'r~~(~r .~t:9toqol 
~.(I_:r). the second to the Uniform Resource Locators (U!~). · . 

The net result is that now e\:'ery document on ibefiitemet can be referred to 
by a single URL address. When the user selects a link, that address is used to 
directly contact the server computer and fetch the requested document. The user 
does not need to know or see the address: the remote document will behave 
exactly the same as a local document. This makes it possible to geographically 
distribute information on a given subject. storing it in different places around the 
globe, and still provide an integrated web of cross-linked documents. 

Of course. one remaining difference between local and remote is that it will 
take more time to transfer a document from the other side of the Earth than from 
one· s own hard disk. In practice. for good Internet lines. and for smaJ I 
documents (a few kilobytes}. the difference is hardly noticeable. On the other 
hand, communications may become frustratingly slow (of the order of minutes 
to half an hour) when using slow lines (e.g. dial-up modem lines) and 
transferring large files (e.g. movies). More interestingly, the delay seems to be 
hardly correlated with physical distance: depending on the quality of the lines. 
consulting a document on the other side of the ocean may go faster than getting 
a file from a neighbouring university. 

The task of contacting the remote .. file server•._ fetching the file. and_ 
visualising it as a hypermedia document is performed by a local application 
called .. browser" (since it browses through pages of infonnation) or .. client .. (of 
the server). Moreover. a browser will typically provide a number of .. navigation 
tools". which make it easier for the user to follow paths through the labyrinth of 
interlinked documents. These include a least a "history" or chronological list of 
recently consulted documents, and a customiz.able "hotlisf· of documents 
selected by the user as generally most interesting (see Fig. 3). 
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PrinclDia Cybemetica Web (~l 

Authpr. Editors • 

.O.Ie:Mar21, 1994 (modified.); Jul8,1qq](Cl"Bated) 

Welcome to the Principia Cybemelica Web 
This is the distributed hypertext server of the Prim:ipia C)ba:netita Project (PCP). 

whose aim can be defined u the CDmpul~upportt:ti col/al:craliw &!evelopmenl 

ot"•n t~VDlutlc.n•rrsystemk p/li1osopll_y. Put more simply. PCP tries to tadle 

age-old philosophical quesUons with th~ help of the m.O:;t n:cent cybernetic 

theories and technologies. Ifyau ue a new n.der. or-just want to understand the 

buies of wha.t PCP doa, check out the introduction. · 

There en many ways to enter PCP. For quick access to the Web, check out one of 

the following: 

• Overv1cy: formal summery of the project vitn Unb to more detailed information. 

• Tobie ofconter.u: (lo!ll) hlerercMcal outline vhic:b gj~ a kind Of ·:suJJjard 

order1 no· through the metertel. 
• ~: klltlVard 31!8reh of ell document titles (experimenta11).1f .pu an experie,.;in«J 

any problerm vith the xan:hable 1ndex, p1ea31: contac:t ~at the foHO'Anq edre.»: 
jtloUenf'Vnet3.vub.ec.tle. State the sottvere (HTTP and brw~r version) and rnochinc 
\IOU are \Ding, fl31lort ~rtption or the problems cpu have and the search strino t,pu 

Fig. 3: Scn:en shot of the Home Page of a World-Wide Web server as seen through the 
NCSA Mosaic browser. 

Underlined phrases denote hyperteJtt links. The broad mows in boxes on top of the page 
allow the user to go backwards or forwards along the sequence of documents visited before. 
Next to them is a button for the browser's Home Page. and a pop-up menu which list the 
complete hi~lory. Next to it is the search box in which keywords can be entered. The menus 
on top provide different ways to customize the presentation, navigate the network or create 
personal hodiscs (see text). 
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Interactive WWW ·~. 

Until now, all WWW functions we discussed consisted of a passive reading or 
browsing through pre~existing documents. In most cases, this is all a user 
interested in getting information needs. However, WWW also provides 
possibilities for the user to actively. enter new information. The simplest and 
oldest of those is the specification of a search string. Some WWW documents 
are defined as .. indexes", which means that when they are consulted a space 
appears where the user can type in a set of keywords to be searched for (see Fig. 
3). When the search command is given. these keywords are sent to the server. 
which typically will look up all documents that contain these keywords. in some 
fashion defined by the programmer. It will produce a list of addresses and titles 
of these documents. and present them, possibly with additional information 
(such as file sizes or dates), to the user as a list of hyperlinks. This list is called a 
''virtual hyperdocwnent'': it looks and behaves like a nonnal hypertext. but is 
generated on the fly and was previously not available on the server. 

Search boxes only allow entering maximum one line of text. A more recent 
and more sophisticated WWW application are the "electronic forms". Here the 
user can. fill in different fields (e.g. name, address, age)~ and choose pre-defined 
alternatives (e.g. ''male" or "female") through pop-up menus or check-boxes. 
This makes it possible to perform complex database searches, or to enter new 
records or documents oneself. 

Processing of user input by the server does not need to be restricted to search 
through existing data. One can imagine the most sophisticated programs 
accepting user-input through forms, and transmitting back their output in the . 
shape of a hypermedia document. A simple existing application is a currency 
converter, where one types in the amount and specifies the source and target 
currencies. The program then replies with the amoWJt in the target currency. 
calculated on the basis of the latest rates. One may envisage much more 
intelligent programs that can be consulted through a WWW interface. For 
example. one could imagine a state-of-the-art expen system. continuously 
updated with the latest medical information, which would accept user problems 
by letting them fill in forms with symptoms, age, sex. and related data, and 
re.spond with advice on possible diseases or treatments in hypermedia fonnat. 
Another, already existing example illustrates the use of the Web for very 
specialised scientific domains. Molecular biologists maintain huge databases. 
available over the Internet, with all known DNA sequences for different 
organisms. Users can enter sequences they are interested in. and a specialised 
computer program will then compute all existing sequences that are "similar" to 
it. in the (non-trivial) sense similarity is determined in genetics, and return the 
results to the user through a graphical interface. 

A most fascinating interactive application of WWW. which is still under 
development. is the possibility to make •'annotations" to existing 
hyperdocwnents. A user who rea$ a documents, and who would somehow like 
to make a conunent or criticism. can create a new hyperdocument which is 
linked to the previous one, by an anchor mentioning date, author and subject of 
the aiiDotation. This is already implemented for "personal annotations ... visible 
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only to the user, but is still experimental for ·•public'' and ''gmup .. annotations, 
readable by everybody on the Intclnet. respectively. by a selected group. This 
would make it possible for an unlimited amount of people worldng in different 
countries to have discussions and collaboratively develop a common web of 
infonnation. 

Integrating Internet Services 

The World-Wide Web was designed not only to browse through purpose-built 
hyperdocuments, but also to use most of the existing Internet services. Since 
traditional text or image flies are just special ca'Ses of hypeidocuments without 
links. this makes it possible to extend the Web of reachable data to a whole 
universe of pre-existing information. The trick that makes this possible is the 
previously mentioned URL scheme for addressing different types of resoutces 
on the Internet". A· URL has the following general form (with some small 
diff~-~~~ _~or ~aii_!~~-~:~~~-i~es}: · · · · · 

me_t:.J:lpd: I /machine.~name/pathname/filename 

Method is an abbreviation of the particular service type. e.g. '"FTP'', .. Gopher", 
.. news·· or ··Telnef'. The machine name is the normal Internet host name 
containing different domai~s -ancf"" s~bdomains separated by dots. e.g. 
info . cern . c h (home of WWW . in CERN. Switzerland) or 
ftp. ncsa. uiuc. edu (FTP archive of NCSA in the. US). It can be optionally 
followed by a port number preceded by a colon (e.g. info. cern. ch: BO). 
Pathname is normally a list of directories and subdirectories separated by 
slas~es (this is more complicated for the Gopher protocol). e.g. pub/www /~in. 
F i 1 ename is the name of a specific document. often followed by an extension 
defming tlie document type, e.g. default. html. 

Given the information in the URL, a WWW browser should be capable to 
. make the connection using the appropriare protocol. Not all . browsers are 
capable to apply all protocols as yet. bur this is just a question of implementation . 
details. not one of lack of specification. We will quickly review the most 
important setVices: 

..f:!!: this is most traditional protocol for transferring files to and from 
computers on the Internet. It is not very user-friendly. as it normally requires the 
user to open a separate cormection. does not provide much information about the 
contents of a file. and does not allow one to move immediately from one 
computer to another one. 

goph~r: is a more recent protocol for getting files which tacldc:s the above · 
problems. It is similar to WWW in the sense that no opening of connections is 
needed: it suffices to select a menu item referring to a file on a different 
computer in order to get that file. The menu gives about one line of information 
describing the file. A menu item can also link to a different menu on the same or 
a different compurer. This makes .. Gopher space··. i.e. the set of files and menu· s 
linked in that way resemble a web. However, Gopher fetches either menus of 

363 

;,; .,. 

.t 

I 

:!-LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 130



I 4. \;:II I ::l: ::lb r I"( L. I::. I 1 UK\::11:.1~ I .:>C.""'.~~ 

links without additional text: or-files without further links. There is thus no real 
hypertext. 

News: the Usenet news groups form a system of world-wide ··bulletin boards" 
on -different subjects. reachable through many different computers so as to 
spread the effort of storing and transmitting me huge amount of information they 
proc:!uce. Each day new messages are added and messages older than a pre· 
defined period (a few days to a few weeks) are deleted. WWW browsers 
automatically convert references within a message to other messages or 
newsgroups into hyperlinks. Since different people consult different host 
computers. the I /host.. name/ part of the U:RL is not used for newsgroups. 

WN$.: is a very powerful and flexible [ext retrieval system which is accessed 
by typing in a list of keywords. Different docwnents available on the server are 
ordered according to the frequency with which they contain the requested 
keywords. A list C?f the documents containing the highest density of keywords is 
returned to the·user . 

. ~t: this is the most traditional Internet protocol for logging in to remote 
computers. It is very inefficient (since a connection with the host computer 
needs to be kept open during the whole browsing session. including the time 
spent just for reading the retrieved information). and not user-friendly (since 
each host computer requires different corrunands to be typed in, and has minimal 
capacities for fonnatting or graphical representation of information). It is still 
necessary for those Internet sexvices for which no better interface has ·been 
developed as yet. The most typical application is the consulting of library 
databases. , . 

Email: is as yet available on few WWW browsers (as there ah-eady exist 
plenty()( good stand-alone email programs). Its URL has the form 
mail to: I /user@host. name. Its WWW implementation is useful for 
directly sending a message to the author of a hyperdocument by selecting his or 
her email address. 

Lots of other services are indirectly available on the World-Wide Web 
through g~J~~(Jys: intermediate computers that contact the requested service and 
automatically convert the exchanged information to the right protocol so that it 
can be understood by both client and server. Although this is less 
straightforward than a direct cormection. specified by an URL, from the browser 
to the server. there is no real difference for the user: entering and receiving 
information happens in exactly the same way. Some of the gatewayed services 
include : Archie, Veronica (flle retrieval), Finger, X-500, WHOIS (finding 
addresses). HyTelnet, HyperTech (more limited hypertext like services). etc. 

How to access WWW 

People wishing to use WVIW need at least a computer connected to the Internet. 
This means they need a physical network corutection (e.g. a phone line) to the 
rest of the world, and some implementation of the TCP!IP protocol which 
defines Internet communication. The connection will nonnally pass through a 
narrte server computer which will assign the user's computer an Internet address 
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(IP number) and name. The·'l:asiest type of connection passes through a local 
organizational network. (e.g. belonging to a company or university), connected 
via a gateway to the larger Internet. It is also possible to COMect -via a modem 
through a telephone line into a gateway computer. This requires a SLIP or PPP 
connection, which allows the use of TCP/IP over a phone line. Several 
commercial services are already proposing dial-up Internet connections, 
although these arc often limited to email exchange, lacking the interactive 
services such as Telnet, FTP and WWW. In these cases it is still possible to 
consult WWW through a gateway (see further). 

Asswning an Internet connection exists, with the possibility of remor.e log
in, one may try out the Web by using Telnet to one of the following gateways 
(in mainframe systems, the command is normally "t.elnet ··followed by one of 
the following addresses or IP numbers): 

info. cern. ch: (lP number 128.141.201.7 4) 
ukanai·x. cc. ukans. edu <Full screen browser, requires a vtlOO 

terminal. Log in as www.) 
Since these Telnet interfaces are very limited, the next thing ro do is to 

install a browser on the local machine. Browsers exist for almost all computers 
and operating systems (UNIX, X-Windows. VMS. Windows. Mac~ Amiga, ... ) 
and are freely available over the Internet {developed mostly by public 
institutions such as CERN or NCSA). The software can be retrieved by 
anonymous FrP at one of the following places: 

f tp. ncs a. u i uc. edu. in directory /Mas a ic, /Mac /Mesa ic, or 
I PC I Mosaic: Mosaic multimedia browser for X'" Windows. Mac and MS 
Windows. 

fatty .law. cornell. edu, in directory /pub/LII/cello: Cello 
Browser for MiCrosoft Windows. 

info. cern. ch. in directory /pub/www /bin: Several browsers (Mac, 
NeXT, DEC ... ). 

For more detailed instructions or for addresses of other browsers. one can 
consult the Web itself (through Telnet or email) at one of the following URL 
addresses: 

http://siva.cshl.org/-boutell/www_faq.html 
http://pulua.hcc.hawaii.edu/guide/www.guide.htrnl 
http://info.cern.ch/hypertext/WWW/TheProject.htrnl 

These hyperdocuments contain overviews of how WWW functions and how 
to get software. Texts on WWW can also be retrieved by anonymous FTP from 
info. cern. ch. directory: /pub/WW~-J /doc. 

People who are not directly connected to the Internet, yet can usc email (e.g. 
through BITnet or CompuServe) can still get WWW-files by sending a message 
to the email address: t.est-list@info.cern.ch (alternatively 
listserv@info.cern.ch). (this is the CERN mail robot. For more 
information, send a message containing HELP to the same address). The 
message should consist of one or more lines, each containing the command 
"SEND" followed by the WWW-address (URL) of a desired document. E.g. for 
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getting a list of F~equently Asked--Questions (with answers) on WWW a 
conunand line would read: 

SEND http://siva.cshl.org/-boutell/www_faq.htrnl 

This will return the hypertext document (text--only), with links numbered. A 
separate list at the end gives the document-addresses of the linked documents. 
which can then be requested by a subsequent message. In this way one can 
navigate through the web, albeit only at mail speed. 

Publishing WWW documents 

The next step, after consulting WWW documentS, is to· electronically publish 
one's own hyperd0CUments on the Internet. This is especially interesting for 
organizations (research centers. companies. ass.ociations, ... ) that have large 
amounts of complex information they want to make available to a world-wide 
public. Thanks to the simple and well-defined protocols. and· the f~eely available 
server software, this demands much less effort than one might expect. In 
principle, all documents that are available through FI'P. Gopher. W AIS, and 
similar prococols are simultaneously reachable through World-Wide Web. so it 
is possible to just use existing Internet channels. However, given the power of 
the hypermedia format, it is much more interesting to transform existing text 
files into specific WWW documents. 

In order to ~t. one must know the HyperText Mark-up Language (HTML). 
This language. developed specifically for WWW but belonging to the SGML 
(Standard Generalized Mark-Up Languages) family. is quite easy to learn. It 
uses simple ASCII text to which a number of additional formatting commands 
are added in the form of "mark-up•· tags. distinguished by reserved ASCII 
symbols such as "<> .. brackets. For example, to write a word in bold, one would 
use the following expression: 

This is <b>bold</b>. 

This will be rendered on the screen as: This is bold. 
Many styles ue defmed by different mark-up tags: different levels of headers. 

lists, emphasis, quotes, address. etc. The styles determine basically the structure 
of the document. not its visual appearance (since this will be different on 
different platforms). 

The most important function of the mark-up is the specmcation of hyperlinks. 
This is done basically as in the following example: 

This is a <a href= "URL*>link</a>. 

a stands here for "anchor•·. URL for the address of the linked document. The 
address can be absolute, including the complete specification of method. 
hostname. pathname and filename. or relative, including only the part {filename. 
or pathname/filename) which is different from the address of the present 
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document. Relative addressi9.& not only saves typing effort. but also makes it 
easier to move a complete set of linked hyperdocuments from one location to 
another one. without having to change all addresses i.n the link specifications. 

Separate images. sounds or movies can be represented by links. as above. 
where the URL refers to the file to viewed or listened to. An image can be 
.. inlined" in a HTML document with the following mark-up. inserted in that 
place of the text where the image is supposed to appear. : 

At present there is still a lack of good (and especially WYSIWYG) editors for 
liTML. But since the forinatting is so simple. everything can be done by hand. 
and the available editors are expected to become much more sophisticated in the 
following period. . 

Assuming that HTML (or plain ASCll) documents have been produced. the 
next step is to make them available through a server. Since WWW browsers can 
communicate with other services, this server might be an existing FTP or 
Gopher server. The protocol used for transferring information from the server to 
a browser. is independent from the mark-up language. so that HTML-formaned 
files residing in a traditional FTP archive can still be viewed as hypcrdocuments. 
Yet. it is more efficient to use specific WWW-servers implementing the 
HyperText Transfer Protocol (HTIP). This protocol is simple and stateless, so 
that a single message from a browser is sufficient to request any file on the 
server. No connections or directories need to be opened before a file is specified. 
and this makes HTTP transfers slightly faster than FTP transfers. The most 
fundamental H1TP command is .. get." followed by the.path name and rllename. 
Through its reliance on simple messages. an HTrP server is similar to an object. 
as in object-oriented programming. Depending on the parameterS of the received 
message. a new message will be generated by the server and sent back to the 
browser. This makes WWW efficient and modular. 

Several servers are freely available on the Internet. for different operating 
systems. Some of the most used servers are NCSA httpd, CERN httpd. and 
MacHTTP. They are generally relativeiy light to install. requiring little memory 
and processing time. Their Internet locations can be easily found tmough the 
different WWW overview documents mentioned earlier. 

Conclusion 

The World-Wide Web seems to fully deserve the popularity it has gained in a 
very short time. It provides an extremely powerful interface for the whole of the 
Internet. and is very simple to use and to install. Pr~sently we are seeing a fast 
development and elaboration of software (browsers. editors. servers) and 
underlying protocols (HTML. HTTP). which are becoming more and more 
effective. Apan from the fact that the Web's popularity will continue to grow 
very rapidly. few specific predictions can be made about its longer term future. 
The variety of potential new services (such as public annotations. different 
forms of interactivity. integration of "virtual reality .. ·like imerfaces) that it may 
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be able to provide a few years from noYr is so great that envisioning its further 
development becomes a ·mind-boggling task. The only thing that can be said at 
present is that there seems no limit to its extendibility. Of course. it is possible 
that an even more powerful and efficient set of communication protocols will 
come to replace WWW. but one may be certain that it will incorporate many of 
the lessons learned from the present WWW. 
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Introduction to th~ World Witk W~b 

Part I 

For any number of historical reasons, the Internet has emerged as a huge, rich source of 
information accessible only via a series of not-so-friendly interfaces. The basic commands 
for telnet, FTP, Archie, WAIS, and even e-mail are powerful but unintuitive, and the rapid 
growth of the Internet's user base has resulted in an increasing number of users who have 
neither the patience nor the desire to learn the intricacies of these interfaces. 

Even those who know them, however, are aware that easier systems can very quickly re
sult in greater productivity, an awareness that has spawned such eminently usable tools as 
the popular Gopher. But Gopher is limited as an information source by the restrictions of 
its display; a gopher is primarily a table of contents through which users read or download 
files, and rabies of contents are useful for some but by no means all types of information 
reservoirs. 

Enter the World Wide Web. Conceptualized not long after Gopher itself, the Web began 
life as a project designed to distribute scientific information across computer networks in 
a system known as hypertext. The idea was to allow collaborative researchers to present 
their research complete with text, graphics, illustrations, and ultimately sound, video, and 
any other means required. 

Important ideas within or across publications would be connected by a series of hypertext 
links (or just "hyperlinks"), much like the information displays made both possible and 
plentiful through the Macintosh's famous Hypercard program and similar interfaces avail
able on the NeXT, Amiga, X Window, and Microsoft Windows platforms. Users would 
be able to traverse Internet documents by selecting highlighted items and thereby moving 
to other, linked documents, and in the case of graphical displays they would see these 
documents complete with graphics and other multimedia elements. 

The World Wide Web project has made possible the idea of accessible and attractive 
interfaces on the Internet. Using the Web requires an Internet account and a piece of soft
ware known as a World Wide Web client, or browser, and it is the browser's task to 
display Web documents and allow the selection ofhyperlinks by the user. 

A few browsers exist that require only text-based displays, the most popular of which is 
the UNIX program Lynx (now available for DOS machines as well). Most, however, run 
atop graphical user interfaces such as X Window, the Macintosh, Microsoft Windows, 
NeXTStep, and Amiga. The most popular browser released to date is Mosaic (available 
for several of these platforms), but many others are available and in development, both as 
freeware and as commercially available programs. 

With a graphical Web browser, you see formatted documents that contain graphics and 
highlighted hyperlinks. These browsers let you navigate the Internet not by entering com
mands, but rather by moving the mouse pointer to the desired hyperlink and clicking. 
Instantly, the World Wide Web software establishes contact with the remote computer 
and transfers the requested file to your machine, displaying it in your browser as another 
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Chapter 1 

formatted, hyperlinked document. You can "surf' the Web by hopping from hyperlink 
to hyperlink without delving deeply into the contents of any particular document, or you 
can search the Web for specific documents with specific contents, poring over them as 
you would a book in the library. 

But what is the World Wide Web? Where did it come from, and why is it so popular and 
so potentially important? It is clearly a system of both communication and publication, 
but how does it work and what can we expect in its future? 

These are the questions answered briefly in this chapter and the next four, and examined 
through a tour in Chapter 6, "The World Wide Web: A Guided Tour." More impor
tantly, however, they're questions explored over the thousand pages of this book, across 
hundreds of documents on the Web itself, and in magazines, journals, and research re
ports the world over. The Web is among the most rapidly adopted technological entities 
of a century that has seen many, and understanding it might be crucial for understanding 
the next century. 

Let's get started. 

The Concept of the World Wide Web 
The Internet, it is said, is in need of a "killer app." It needs one tool, one program, one 
application that will take it from being a much-hyped but difficult-to-use linking of com
puters around the world to being a highly informative, highly usable database and com
munications tooL The spreadsheet was the killer app for PCs a long time ago, but so far 
the Net doesn't have one. Some have given "killer app" status to the immensely popular 
program called Mosaic-see Chapter 10, "The One You Keep Hearing About: NCSA 
Mosaic," for a lengthy discussion of Mosaic's potential as a killer app-but Mosaic still 
has its difficulties. The true killer app of the Internet remains somewhere around the cor
ner, and nobody knows if just one killer app can handle the Internet's complexity. Until 
we have one, we simply won't know. 

What the Internet does have, however, is a killer concepli--and the name of that concept 
is the World Wide Web. In only a few short years of existence, the Web has captured the 
imagination of data searchers and information surfers alike. Nor is its popularity difficult 
to understand: The World Wide Web provides the technology needed to offer a navi
gable, attractive interface for the Internet's vast sea of resources, in much the same way 
that the toolbar on a word processor screen obscures the intimidating codes that the pro
gram actually consists of. Given the Net's history of nearly impenetrable commands and 
procedures, and the trend in today's software to hide complexity behind usable interfaces, 
this capability is essential if rhe Ner is become a mainstream set of applications. 

Bur it's importanr to realize that the Web is a concept, not a program, nor a system, and 
not even a specific protocol. It might be more accurate, in fact, to call it an interface, but 
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even chat wouldn't be quite right. The most accurate terminology might be meta-inter
face-an interface chat incorporates ocher interfaces-but words with the word "meta" as 
a prefix went out of favor sometime during the early nineties. Calling it a tool would be 
far too restrictive, and calling it a set of applications and interfaces would be reasonably 
accurate but incredibly clumsy. So let's just stick with "concept," because that's as close as 
we might be able to get. 

The Conceptual Make·up of the Web 
Calling the Web a concept, however, doesn't answer the question of what the World Wide 
Web actually is. Technically, the Web is nothing more than a distributed hypermedia 
system (at least, chat's what its designers call it, as explained in Chapter 5, "Putting It All 
Together: The World Wide Web"), but distributed hypermedia system is surely no more 
understandable a term chan concept itself. 

The next four chapters examine the variety of systems that constitute the World Wide 
Web, of which there are, primarily, three: 

• The first is hypertext. 

• The second is the Internet itself. 

• And the third is that most overused of 1990s terms, multimedia. 

Important to keep in mind, however, is that the Web is truly a convergence of these sys
tems, in a way that renders the whole much greater than the sum of the parts. 

Right now, though, let's concentrate on defining the World Wide Web, or at least pro
.viding a definition that helps understand both its past and its future. To do so, we must 
turn to the three ideas mentioned above: hypertext, the Internet, and multimedia. 

Hypertext is an idea that was introduced way back in the seventies by the sometimes vi
sionary, sometimes flaky, and always provocative Ted Nelson. Hypertext is discussed in 
Chapter 3, "Hypertext," but the idea is deceptively simple. A hypertext document is one 
that provides clearly visible links to other documents, and in a hypertext computer envi
ronment selecting a link in one document moves you directly to the other. Nelson's idea 
was to link all the world's information in a huge hypertext system, and the World Wide 
Web is closer chan any ocher system so far to accomplishing that idea, even though it re
mains a long, long way from fulfilling Nelson's vision. 

The second system inherent in the Web's design is the Internet. Covered more compre
hensively in Chapter 2, "The Internet," and in fact through a large array of books on the 
shelves oflibraries and bookstores right now, the Internet is a global system of networked 
computers that allow user-to-user communication and transfer of data files from one 
machine to any other on the network. 
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The Net is the basis of the fictional matrix or web found in the science fiction of such 
authors as William Gibson and Bruce Sterling, and the basis, as well, of the Clinton 
administration's much-hyped information superhighway (or, more properly, Global In
formation Infrastructure). The World Wide Web, in fact, is the closest thing we have now 
to approximating any of those fictional or semi-fictional technologies. 

It's important to note, however, that the Web as a systnn does not require the Internet. In 
fact, a distributed information system based on the Web can be constructed on any local
area or wide-area network, and in fact such systems are being developed all the time. 

But the first two words in World Wide Web are "world wide," so it makes little sense to 
talk about the Web without basing it in the world-wide networking-and the only (rela
tively) open (relatively) world-wide network now available is the Internet. As a result, we'll 
build the Internet into our definition. 

Hypertext, and the Internet. Nice, but not good enough. There's another concept involved 
as well: multimedia. 

Again, multimedia is explored more fully in a short while (Chapter 4, "Multimedia," to 
be exact), but for now let's just say that, as its name suggests, multimedia combines vari
ous presentational technologies in an effort to appeal to as many senses as possible. (Actu
ally, the word should be multimedium-like multipart, multisession, multigerm, and 
multilane-but we'll let the linguists battle over that one.) 

Put a bit more simply, multimedia draws on graphics, sound, animation, and video to 
create a full, rich computing experience. And for the first time, through browsers like 
Mosaic, Cello, MacWeb, Viola, and others, the World Wide Web offers a multimedia 
experience for lnterner users. 

While certainly in need of further development, the Web already lets Information pre
senters place graphics, sound, and video within the page, and users with a direct, high
speed connection can download them quickly enough to feel as if they're participating in 
full multimedia. With a 14.4 kbps modem the download process is far too slow, but within 
the next couple of years high-speed access should be much more available and affordable. 
The important point is that the groundwork has been laid. 

So what is it, then? Let's try this: The World Wide Web is a convergence of computational 
concepts for presenting and linking information dispersed across the Internet in an easily acces
sible way. 

Does this help? Well, maybe. Other definitions of the Web tend to use phrases like "net
work information delivery system" and "distributed information system" and so forth, 
and no matter how technically accurate these definitions are they just don't seem very useful, 
because every term with them needs an individual definition as well. Arguably, so does 
the rather vague concept in our own definition, but we know enough about the word 
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concept not to need a firm definition. Concept is uncertain, volatile, and difficult to grasp, 
but so is the Web itself-not as a definable computer technology, but rather as a combi
nation of its specifications and its uses. Using the term concept might seem like an author's 
unnecessary avoidance, but anything more precise would almost certainly be outdated 
within months. 

In its initial proposal (discussed in Chapter 5, "Putting It All Together with the Web,") 
~e Web was simply termed "a hypertext project," but it clearly became more than that. 
What our new definition attempts to do is explain that the Web is a cleverly designed 
collection of interesting concepts, and allow for the very real possibility that other con
cepts w'ill soon merge with it. 

In fact, this is already happening. Technologies such as WAIS (Wide Area Information 
Servers) and Archie {the long-lived search engine) are already being programmed into 
Web-basc!d search tools, and this means that some of the Internet's techniques are already 
becoming integrated into the Web's conceptual framework. The most successful technolo
gies are those that make its individual components transparent; in the case of the World 
Wide Web, this seems to be happening early in its history. 

The Web contains the technologies necessary to give the Internet a pretty face. Web brows
ers that take full advantage of these technologies make the Internet easier to use. It's not 
hard to see where in the history of computing these two crucial ideas-attractiveness and 
usability--aulte from. Essentially, the Web and its browsers have done for the Internet in 
1994 what the Macintosh did for the personal computer a decade earlier. There were 
problems with the first Macs from a technological standpoint, and they were written off 
as toys by the business and computing communities, but they hung on and thrived on the 
strength of their interface. 

·Simply put, people could use Macintoshes easily, and that's something that was never true 
of the IBM PC or its mainframe predecessors. The Mac hid the difficulties of command
line computing under a bunch of objects you could click on with a funny-shaped thing 
called a mouse, and in doing so it opened computing to the masses. When Microsoft re
leased Windows 3.0 some years later, the iconic, graphic, point-and-dick interface (which 
had originally been developed by Xerox), the masses indeed took over. 

Ten years later, graphical World Wide Web browsers such as Mosaic, Win Web, and 
MidasWWW offer an interface that has its technological problems, that oversimplifies 
some important Internet procedures, and that has been ~ailed a toy for people who want 
to glide over the Net rather than delve into it. But just like the Mac, it has thrived because 
of its interface, and at this time it threatens to overtake all other Internet use, perhaps 
even the most important Internet tool, electronic mail. 

Actually, this comparison between the Mac and the Web isn't quite true, because although 
the Mac offered just one interface, the Web itself allows all kinds. Its most important in
terface, however-the graphical, multimedia, point-an~-click system offered by Cello and 
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Mosaic (and others we'll examine in Part II, "Web Browsers and Connections")-is at
tractive for precisely the same reasons as the Mac and Windows. No matter what its de
tractors might argue, the World Wide Web offers rhe Internet to rhe masses, and chat's its 
true power. No longer do people have co master the vagaries ofFTP and Archie and W AIS 
searching, and as rhe Web fully develops it should fully incorporate e-mail, newsgroups, 
telnecting, and other technologies as well. 

Different front-ends to the Web will compete for our attention---currently we have Lynx, 
Viola, Mosaic, Cello, Mac Web, Win Web, and others-but rhe principle will remain the 
same: Link the information, let che users follow whatever parh they choose, and once they 
reach their destination, let them do with the information whatever they please. 

It's entirely possible, in fact, that the term "World Wide Web" will become synonymous 
wirh the term "Internet," and that's what this book, The World Wide Web Unkashed, is 
largely about. If you wish to master the Internet rhrough the mid- to lace-nineties, you 
can't possibly do so without mastering rhe Web as well . 

Even at this early stage in its development, paying attention to the World Wide Web is 
crucial. It stands poised to become the basis for the revolution in information and con
nectivity we've all read about but are still waiting to see. You can browse it, search it, and 
add your own information to the swiftly expanding sea ofWeb materials. In many ways, 
it's there for the taking. Already, the Web has begun to change the face of marketing, 
customer service, business transactions, education, travel, publishing, information dissemi
nation, and collaborative research. What the Web changes in the future is largely up to 
us. That, so far, is what makes it so fascinating. 
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Even though the World Wide Web as a system can operate on any computer network, 
the Web as we know it is nothing without the Internet. In order to understand the Web's 
importance, in fact, it is necessary to understand the tools, the fundamentals, and even 
the history of the Net. But a book about the Web is no place for a fully comprehensive 
look at the Internet; instead, we'll examine the aspects that are especially pertinent for 
anyone who wants to know about the Web. 

A Very Brief History of the Internet 
It's been- said often, but it bears repeating once more: The Internet was originally con
ceived by the U.S. military as a means of ensuring a workable communications system in 
the event of a strike by enemy missiles or forces. It was the sixties, after all, at the height of 
the Cold War, when the fear of Soviet attack guided all kinds of military projects. If one 
central communications location was bombed out of existence, the military wanted to make 
sure that surviving locations could still talk to one another, and that no communication 
would be lost. 

Because the original network was developed by the Advanced Research Projects Agency 
of the U.S. military, it was given the name ARPAnet. Eventually, however, as increasing 
numbers of research institutes and research universities connected themselves to the net
work, ARPAnet came to handle only this kind of research data while a second network, 
MILnet, looked after military communications. In the 1980s, the National Science Foun
dation established NSF net, linking a half-dozen supercomputers at an extremely high speed 
that has since been made higher still. NSF net eventually took over the Internet (as it was 
now being called) from ARPAnet, and in 1991 the U.S. High Performance Computing 
Act established the basis for the National Research and Education Network (NREN). 
NREN's goals are to establish and maintain high-speed, high-capacity research and edu
cation networks, while helping to develop commercial presence on the Internet as well. 

This last point is immensely important for the World Wide Web, which is rapidly being 
adopted as a medium of choice for businesses in North America and, increasingly, around 
the globe. During the Internet's early years, commercial activity was severely constrained 
by the NSF's "Acceptable Use Policy~ (AUP), which directly disallowed any for-profit 
activities. The AUP has changed somewhat, but more importantly the Internet has taken 
on different forms and different policies. Although it's not actually stated anywhere, com
mercial activity is now very much accepted on the Net. Whether or not General Motors 
will begin to sell its vehicles over the World Wide Web remains to be seen, bur already the 
Web is being used for product ordering and product support-and by very sizeable cor
porations, too. 

The Internet has changed so much, in fact, that during the first half of 1994 the number 
of domain names for commercial organizations (the com domain) overtook those for edu
cational institutions (the edu domain). In the month ending June 25, over 1,300 new 
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commercial (com) names were registered with the Internet, and the following month saw 
an additional 1 ,700. That's a 30 percent jump in just one month! And these businesses 
aren't just moving onto the Net to do research or e-mail, either; they're there because the 
Internet offers enormous commercial potential. 

To be sure, the Internet is still primarily a research and academic network, at least from 
the standpoints of creative use and extent of use. There's an enormous amount of activity 
happening in the educational field as well (with the K-12 area burgeoning), and a great 
deal involving community and nonprofit issues in addii:ion. That's almost certain to change, 
however, over the second half of the 1990s. The only question now is whether or not 
governmental legislation will stop the Internet's amazing growth, and the jury's still very 
much out on that one. 

A Very Basic Knowledge of the Internet 
To understand the World Wide Web fully, it's essential to know a few significant Internet 
issues. Actually, the more you know about the Net, the better you know the Web as well, 
despite the fact that one of the Web's primary functions is to hide users from the 
difficulties regarding the interfaces of the Internet's tools. The Web is an important layer 
of functionality and accessibility riding atop the Net, but without the Net and its horde 
of concepts, the Web would simply be impossible. You can't have one without .... 

Some of the major terms and concepts associated with the Net are explained in this sec
tion. Arguably, you should know them well before even beginning your Web explora
tions, but as software like Mosaic, Cello, and Mac Web becomes increasingly popular, 
this is a bit like asking Windows users to keep their DOS commands in mind. It's just not 
going to happen. What will unquestionably happen, however, is that things will go wrong 
while you're cruising the Web, and without a good background knowledge of the Net 
you may not know whar· happened or how to proceed. 

Domain Names 
Every computer on the Internet has an Internet Protocol (IP) address associated with it. 
IP addresses have four parts, and a typical address looks like this: 198.43.7.85 (that is, 
four items all separated by periods). Happily, as a World Wide Web user you really don't 
need to know much about IP addresses, except possibly for getting connected to the Internet 
in the first place. 

What you need familiarity with, however, is the Internet's domain name system (ONS). 
If you have an Internet account, you're already familiar with DNS: your userid, which 
originally looked like so much gibberish, contains the domain name for the computer 
on which your account exisrs. The U.S. president's e-mail address is 
president@whi tehouse. gov, which contains the domain name whitehouse. gov and the 
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username president. The domain itself is gov, which tells you that it is a government or
ganization (big surprise), while the subdomain, whitehouse, tells you which pan of gov
ernment organization this address is attached to {again, big surprise). 

Not all domain names are as easy to remember as the president's. Mine, for instance, is 
nrandall@watarts. uwaterloo. ca, which when analyzed reveals the following: my userid 
is nrandall {which at least is a whole lot more obvious than some people's userids), and· 
my account is on a machine called watarts (the Arts faculty computer system) at the 
subdomain uwaterloo (the University ofWaterloo), in the domain ca (which stands for 
the country Canada). 

John December, this book's coauthor, has the address decemj @rpi. edu, which is also quite 
simple. His userid is decemj, the subdo~n is rpi (Rensselaer Polytechnic Institute), and 
the domain is edu, which signifies an educational organization. In your Internet travels, 
you'll encounter much more complex domain names as well. 

Notice the discrepancy between the domain field of my address (ca) and John's (edu). 
Mine points to a domain location, his to a domain type. The general rule of thumb is this: 
If a country code is not specified, assume the site is in the United States. There is in fact a 
domain code for the United States-not surprisingly, it's us-but it's rarely used. Simi
larly, a Canadian or Japanese university could use the edu domain suffix, but that also is 
rare. The exceptions to this, generally, are found in the net and org domains, and some
times com, where countries are often unspecified. 

Table l.l lists the U.S. domains, while Table 1.2 shows some of the many international 
domains. 

Table 1.1. Domain types (usually associated with U.S. addresses). 
com Commercial organizations 

edu Educational institutions 

gov Governmental organizations (except military) 

mil Military organizations 

net Network and service providers 

org Organizations other than those listed above 

Table 1.2. A sampling of international domains. 
ar Argentina 

au Australia 

at Austria 
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Domain names affect your use of the World Wide Web in several ways. First, you're very 
likely to encounter something like a "DNS Lookup Error"; essentially, this means that 
the "domain name server" on your local computer couldn't translate the name you typed 
into a legitimate IP address. Practically speaking, it means that the requested file isn't 
available because the domain name portion of the URL was unrecognizable. 

Next, the domain name is, of course, part of the entire filename itself, and you'll find 
yourself typing domain names plus filenames whenever you request a specific URL ad
dress. URLs, or Universal Resource Locators, contain the specific instructions for your 
Web browser to find and retrieve the file you specify. Clicking on a highlighted hyperlink 
in a Web document automatically activates the retrieval process (and effectively hides the 
URL address of the document from you), but Web browsers also allow you to type the 
URL manually. 

Third, by learning domain names you can get a good sense of where you're going on the 
Web. In Mosaic, for example, when you place the cursor over a link, the URL address for 
the link appears at the bottom of the screen. It tells you immediately whether the link 
exists on an educational site, a commercial site, a governmental site, or something else, 
and chis often affects your browsing strategy. 

UNIX Filenames 
If you want co understand the Internee thoroughly, you must develop a knowledge of UNIX. 
For a variety of reasons, mostly having to do with its strong flexibility and its excellent 
networking and multiuser capabilities, UNIX has become, in essence, the operating sys
tem of the Internet, and in fact all other operating systems must be customized to work 
with UNIX when they hook into the Net. For the time being, at least, there is no mask 
over the Net that makes UNIX invisible, although commercial service providers such as 
America Online are working hard to develop such masks. • 

To build a World Wide Web site, a good knowledge of UNIX is essential. To simply use 
the Web, however, you need to know only a tiny ponion of it. An increasing number of 
Web users do their browsing through Macintosh or Microsoft Windows machines, and 
for them a very limited knowledge of UNIX is necessary. Except for one detail, in fact, 
they can largely do without its understanding. 

That one detail is filenames. It's possible to cruise the Web without ever typing in a UNIX 
filename, but only if you do your browsing exclusively by clicking on hypenext links. At 
some point, however, you're almost guaranteed co come across an e-mail message or an
other document chat gives you a URL (Uniform Resource Locator) address, and this al
most always represents, or at lease contains, a UNIX-like filename. (Actually, the URL 
isn't a UNIX filename; it's a standard format. But URLs tend co look very much like UNIX 
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filenames, and understanding the filename structure will help you locate specific docu
ments.) In every major browser, you can enter that address to move directly to that page, 
but if you're not exactly precise in your typing, you'll find yourself unable to get there. 
That's because of UNIX's complex ftlename structure. 

Unlike, say, DOS filenames, UNIX filenames have virtually no length restriction. If you 
want to name a file This_is_an_incredibly_cool. file. man, go ahead. Of course, con
ventions do exist (otherwise nobody would be able to find anything), but there's nothing 
at all like the 8.3-character filename structure of DOS .. That's the first thing to keep in 
mind.· 

Secondly, UNIX filenames are case-sensitive. The files OJ Simpson. gi f, OJ simpson. gi f, and 
oj simpson.gif are all entirely different files. This is something that DOS users typically 
have considerable.difficulry getting to handle efficiently, because DOS is completely case
insensitive. You'll find lots of UNIX filenames that combine lower case, upper case, num
bers, and other symbols, and you must type them exactly. 

Finally, the URI. addresses you see will show the complete directory structure for the file. 
UNIX directories are very much like DOS's, except that they're separated by a forward 
slash (!) rather than a backslash (\). Here's a typical UNIX filename, for example: /u2/ 
oj simpso/proj ectstdev _ toolsttapp/mango_leaf. tiff. This simply means that the ftle 
mango_leaf. tiff can be found in the directory tapp, which is a subdirectory of dev_tools, 
which is in turn a subdirectory of projects, which is located in the oj simp so subdirectory 
of the u2 directory. Not difficult to read, but awfully tricky to type. 

On the Web, you'll find this in URI. addresses. As already mentioned, these can be typed 
manually into the Open URI. (or similar) dialog box in Web browsers. The following, for 
example, is the URI. to type in when you want to access the support page for my Sams 
book, Teach Yourself the Internet: Around the World in 21 Days: 

http://watarts.uwaterloo.ca/TYI!tyi.html 

Similarly, if you want to access the Table of Contents page for John December's well
known Internet Tools Summary, type in the following URI.: 

http://www.rpi.edu/Internet/Guides/decemj/itools/toc2.html 

In both cases, you're essentially telling your Web browser to connect to the remote server 
(that is, the computer where the document resides) and retrieve the specified file. Because 
you've done this using HITP (HyperText Transport Protocol), the Web's standard and 
exclusive protocol, the file will be displayed as hypertext, complete with selectable 
hyperlinks. Note that both files have the extension . html, the standard for a page coded 
in Hypertext Markup Language {HTML), which is explained in detail in Part V, "Weav
ing a Web." · 
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FTP-File Transfer Protocol 
FTP is both a protocol and a program. As a protocol, it's been around almost as long as 
UNIX itself, and its function is to ensure a common standard for moving files from one 
computer to another across a network. As a program, FTP accomplishes these transfers. It 
enables you to enter file directories on remote machines and retrieve files from those 
machines or place files in those directories. A full FTP implementation offers a suite of 
file utilities such as creating directories and renaming and deleting files. Although you can 
access FTP sites by having an account with a password, the most widely used FTP type 
for casual users is called "anonymous FTP"; FTP software can be set to allow access to 
users who offer the word "anonymous" as a login name and their e-mail address as a pass
word. 

The World Wide Web makes extensive use ofFTP. First, some sites do not have HITP 
software in place, so to make their information accessible across the Web they place their 
HTML documents on FTP servers instead. Second: Web clients such as Lynx, Cello, and 
Mosaic make FTP connections and perform FTP downloads of files-but not uploads. 
In the case of sites containing graphics, sound, or video files, many are currently available 
via FTP only, either through anonymous FTP directly or through Gopher FTP access. 
FTP access is so common on the Web that you're unlikely to spend more than a few minutes 
cruising before you encounter an FTP transaction. 

Figure 2.1. shows an FTP site as displayed through Mosaic. 

FIGURE 2.1 • 
FTP siu in Mosaic, 
showing ~tmd~d parsing 
(i nclw.ks .fik sius). 
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Gopher 
Gopher is the best-known interface for the Internet. Developed by the University of 
Minnesota, Gopher is in fact very much like the World Wide Web, offering a friendly 
face on such difficult tools as FfP, telnet, Archie, W AIS, Veronica, and others. The main 
difference is that Gopher is not a hypertext environment. The most common gopher cli
ent programs present information in numbered lists instead of hyper-linked documents, 
with different indicators for different kinds of files (text, sound, search dialogs, etc.). Gopher 
software for graphical user environments such as X Window, the Macintosh, and Microsoft 
Windows typically offers the same lists with icons replacing the numbers. The icons offer 
information as to the type of file or directory you're accessing. 

Gophers are directly accessible Fhrough the World Wide Web. Often this access is pre
sented in the link itself, but you can use your browser to move to a particular gopher by 
specifying the gopher: I I prefix when you enter a URL address (for example, gopher: II 
cscns. com). This yields the gopher directory, each item representing a selectable Web link. 

Figure 2.2 shows a typical gopher directory listing as seen on the Web. 

FIGURE 2.2. 
Gopher directory displayed 
in Mosaic. 
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It's hard to be on the Internet and not know about electronic mail, but it's easy to over
look the fact that the World Wide Web is mail-enabled to a certain extent. You're not 
going to find a rich, full-featured e-mail package on the Web, at least not yet, but e-mail 
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plays an important role in the Web's design. Through the use ofHTML forms, you can 
have the readers of your pages submit mail to your address, and users of some browsers 
can mail directly from within that browser. (XMosaic and Cello are examples.) 

Undoubtedly, the use of e-mail in the design of Web pages will increase in both useful
ness and frequency. There is one main reason for this: The Web itself is primarily a public 
medium, while e-mail is primarily a private medium. In order to make full use of the Web 
even now, you often have to boot up your e-mail program and fire off messages to ad
dresses you discover while browsing Web pages. At some point, a Web browser will prob
ably need to include a strong e-mail feature if it is to be considered complete. Figure 2.3 
shows the basic e-mail program contained within Cello. 

FIGURE 2.3. 
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Usenet has been in existence for a number of years, as the network through which users 
communicate in newsgroups. For some Internet users, in fact, Usenet and electronic mail 
are everything the Net has to offer. Usenet is the focus of any number oflnternet stories 
in the popular press, as newsgroup users appear in stories about online romance, online 
harassment, the assisting of the unfortunate, and the corruption of the innocent as well. 
It's a very, very popular tool. 

The Web has limited hooks into Usenet, bur they exist and they're exploitable. Already in 
existence are sites that offer newsreader capability, some with graphically rendered subject 
"threads." It's unclear at this point how the Web will further integrate newsgroups, partly 
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because they're so popular that it simply may not be necessary to do so. But many Web 
pages refer to Usenet groups as sources of additional information, so it remains imponant 
to know of their existence and their use. Keep in mind, though, that today's Web brows
ers offer newsreader capability only; at this stage, no browser lets you follow threads, post 
new messages, filter unwanted topics, or any of the other advanced capabilities of a good 
news program. 

Figure 2.4 shows a Web link to several newsgroups. 

FIGURE '2.4. 
Link through tht World 
Wilk Wtb to Ustntt 
archives. Computing News 
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Wide Area Information Servers-WAIS 
W AIS is an extremely useful tool that generates and allows you to search through a huge 
range of databases stored on the Internet. These databases in turn point you to locations 
on the Net that hold documents containing the keywords you've searched for. Among 
WAIS's most useful features are its relevance rating of documents-1000 means a direct 
hit; 100 means a marginal hit-and its ability to build, through a process called "relevance 
feedback," from one search to another. In other words, you can keep narrowing the search 
until you find exactly what you want. 

The World Wide Web works through W AIS gateways to offer full keyword searching. 
Several pages feature W AIS searches, and in fact they've become almost the standard for 
finding specific titles or headings throughout the Web. Typically, W AIS searches on the 
Web are combined with the HTML feature called "forms," boxes that you fill in by 
typing text and then you execute by clicking on a button. Fully developed forms allow 
highly specific searches, and in some cases you can even select the areas of the Net you 
want searched. 
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The interesting part is that you often don't know that you're entering a WAIS search. As 
with other Internet tools, the Web has essentially co-opted the WAIS process, incorpo
rating it into the browsers so that users can access it almost transparently. 

Figure 2.5 shows a search form at the top of the screen, and the results of theW AIS search 
throughout the rest. Notice the relevance ratings beside the items, and note also that each 
item is a hyperlink to another site or document. 

FIGURE 2.5. 
Filling in a uarch form in 
Mosaic. 

Integration 
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These aren't the only tools accessible through the World Wide Web. Archie, Veronica, 
Hyrelnet, and a host of others appear in Web pages from a variety of sources, and in many 
cases the very existence of the Web makes these tools more usable than before. None of 
this suggests, however, that the Web makes other manifestations of these tools obsolete. 
As with the newsreading capabilities of the current crop of browsers, the Web's use of the 
Internet's most important cools is often limited. If you need extensive features on any of 
these cools, you're likely better off looking elsewhere. For many users, ho~ever, the Web's 
versions of the cools are sufficiently capable. 

Remember chat the point of the World Wide Web is to offer access to the ~esources avail
able on the Nee. To this end, it has been designed not co replace the existing cools, but 
rather to integrate them into one appealing and highly usable program, caking advantage 
of the graphical user interface of today's machines. 
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There will always be those who prefer the command-line version of FTP, the richness of 
the feature set of a full Gopher client, and the multiple capabilities of a text- or graphics
based e-mail package. At this point, there seems little chance that any Web browser will 
ever fully substitute for these. Increasingly, however, the Web will integrate the Internet's 
tools into its structure to the degree that, for many people, the Web may well b~com~ the 
Internet. Not everyone likes that thought, but not everyone likes GUis, voice-mail, or 
audio COs, either. The point is that it's going to happen, and for anyone wi_shing to stay 
on top of the Internet, the Web will be an essential and unavoidable concept. 

Fonunately, that's far from a bad thing. The Web has received its share of praise and criti
cism alike, but nobody denies the imponance of providing solid, usable access to Internet 
resou!ces. Personal computers themselves took off when their user interfaces stopped try
ing to emulate something out of code-level hell, and the Internet as an information pro
vider began its rise when Archie made things findable and Gopher let you get to them. 
When high-speed access becomes commonly available, there's every reason to suspect that 
the Web will continue irs trend toward becoming the most commonly accessed Internet 
tool-or toolkit- of them all. II 
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NETWORK MONITORING 

Background of the Invention 
The invention relates to monitoring and managing 

communication networks for computers. 

5 Todays computer networks are large complex systems 

with many components from a large variety of vendors. 

These networks often span large geographic areas ranging 
from a campus-like setting to world wide networks. While 
the network itself can be used by many different types of 

10 organizations, the purpose of these networks is to move 

information.between computers. Typical applications are 
electronic mail, transaction processing, remote database, 
query, and simple file transfer. Usually, the 

organization that has installed and is running the 

15 network needs the network to be running properly in order 
to operate its ~usiness. Since these networks are 
complex systems, there are various controls provided by 
the different equipment to control and manage the 

network. Network management is the task of planning, 
20, engineering, securing and operating a network. 

To manage the network properly, the Network 

Manager has some obvious needs. First, the Network 

Manager must trouble shoot problems. As the errors 

develop in a running network, the Network Manager must 

25 have some tools that notify him of the errors and allow 
him to diagnose and repair these errors. Second, the 

Network Manager needs to configure the network in such a 

manner that the network loading characteristics provide 

the best service possib~e for the network users. To do 

30 this the Network·Manager must have tools that allow him 
visibility into access patterns, bottienecks and general 

loading. With such data, the Network Manager can 

reconfigure the network components for better service. 

There are many different components that need to 

35 be managed in the network. These elements can be, but 
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are not ~imited to: routers, bridges, PC's, workstations, 
minicomputers, supercomputers, printers, fi~e servers, 
switches and pbx's. Each component provides a protoco~ 
for reading and writing the management variab~es in the 

5 machine. These variables are usually defined by the 

component vendor and are usually referred to as a 

Management Information Base (MIB). There are some 
standard MIB's, such as the IETF (Internet Engineering 

Task Force) MIB I and MIB II standard definitions. 

~0 Through the reading and writing of MIB variables, 

software in other computers can manage or control the 

component. The software in the component that provides 

remote access to the MIB variables is usually ca~led an 

agent. Thus, an individual charged with the 
~5 responsibility of managing a large network often will use 

various tools to manipulate the MIB's of various agents 

on the network. 

Unfortunately, the standards for accessing MIBs 

are not yet uniformly provided nor are ~he MIB 
20 definitions complete enough to manage an entire network. ' 

The Network Manager must therefore use several different 

types of computers to access the agents in the network. 

This poses a problem, since the errors occurring on the 

network will tend to show up in different computers and 

25 the Network Manager must therefore monitor several 

different screens to determine if the network is running 

properly. Even when the Network Manager is able to 

accomplish this task, the tools available are not 

sufficient for the Network Manager to function properly. 

30 Furthermore, there are many errors and loadings on 

the network that are not reported by agents. Flow 

control problems, retransmissions, on-off segment 

loading, network capacities and utilizations are some of 

the types of data that are not provided by the agents. 
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Simple needs like char9ing each user for actual network 
usage are impossible. 

Summary of the Invention 
In general, in one aspect, the invention features 

5 monitoring communications which occur in a network of 

nodes, each communication being effected by a 

transmission of one or more packets among two or more 
communicating nodes, each communication complying with a 

predefined communication.protocol selected from among 

10 protocols available in the network. The contents of 

packets are detected passively and in real time, 

communication information associated with multiple 

protocols is derived from the packet contents. 

Preferred embodiments of the invention include the 

15 following features. The communication information 
derived from the,packet contents is associated with 

multiple layers of at least one of the protocols. 
In general, in another aspect, the invention 

features monitoring communication dialogs which occur in 
20 a network of nodes, each.dialog being effected by a 

transmission of one or more packets among two or more 

communicating nodes, each dialog complying with a 

predefined communication protocol selected from among 

protocols available in the network. Information about 

25 the states of dialogs occurring in the·network and which 

comply with different selected protocols available in the 
network is derived from the packet contents. 

Preferred embodiments of the invention include the 

following features. A current state is maintained for 

30 each dialog, and the current state is ~pdated in response 

to the detected contents of transmitted packets .. For 

each dialog, a history of events is maintained based on 

information derived from the contents of packets, and the 

history of events is analyzed to derive information about 

35 the dialog. The analysis of the history includes 

! 
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counting events and gathering statistics about events: 
The history is monitored for dialogs which are inactive, 

and dialogs which have been inactive for a predetermined 

period of time are purged. For example, the current 

5 state is updated to data state in·response to observing 

the transmission of at least two data related packets 

from each node. Sequence numbers of data related packets 

stored in the history of events are analyzed and 
retransmissions are detected based on the sequence 

~o numbers. The the current state is updated based on each 

new packet associated with the dialog; if an updated 

current state cannot be determined, information about 

prior packets associated with the dialog is consulted as 

an aid in updating the state. The history of events may 

15 be searched to identify the initiator of a dialog. 

The full set of packets associated with a dialog 

up to a point in time completely define a true state of 

the dialog at that point in time, and the step of 

updating the current state in response ~o the detected 

20 contents of transmitted packets includes generating a 

current state (e.g., 11unknown11 ) which may not conform to 

the true state. The current state may be updated to the 

true state based on information about prior ·packets 

transmitted in the dialog. 

25 Each communication may involve multiple dialogs 

corresponding to a specific protocol. Each protocol 

layer of the communication may be parsed and analyzed to 

isolate each dialog and statistics may be kept for each 

dialog. The protocols may include a connectionless-type 

30 protocol in which the state of a dialog is implicit in 

transmitted packets, and the step of deriving information 

about the states of dialogs includes inferring the states 

of the dialogs from the packets. Keeping statistics for 

protocol layers may be temporarily suspended when parsing 

• 
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and statistics gathering is not rapid enough to match the 
rate of packets to be parsed. 

In general, in another aspect, the invention 

features monitoring the operation of the network with 

5 respect to specific items of performance during normal 

operation, generating a model of the network based on the 

monitoring, and setting acceptable threshold levels for 

the specific items of performance based on the model. In 

preferred embodiments, the operation of the network is 

10 monitored with respect to the specific items of 

performance during periods which may include abnormal 

operation. 

In general, in another aspect, the invention 

features the combination of a monitor connected to the 

15 network medium for passively, and in real time, 

monitoring tran~mitted packets and storing information 

about dialogs associated with the packets, and a 

workstation for receiving the information about dialogs 
from the monitor and providing an interface to a user. In 

20 preferred embodiments, the workstation includes means for 

enabling a user to observe events of active dialogs. 

In general, in another aspect, the invention 

features apparatus for monitoring packet communications 

in a network of nodes in which communications may be in 

25 accordance with multiple protocols. The apparatus 

includes a.monitor connected to a communication medium of 

the network for passively, and in real time, monitoring 

transmitted packets of different protocols and storing 

information about communications associated with the 

• 30 packets, the communications being in accordance with 

different protocols, and a workstation for rece~ving the 

~ information about the communciations from the monitor and 

providing an interface to a user. The monitor and the 

workstation include means for relaying the information 
35 about multiple protocols with respect to communication in 
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the different protocols from the monitor to the 
workstation in accordance with a single common network 

manaqement protocol. 
In qeneral, in another aspect, the invention 

5 features diagnosing communication.problems between two 

nodes in a network of nodes interconnected by links. The 

operation of the network is monitored with respect to 
specific items of performance during normal operation. A 

model of normal operation of the network is qenerated 

10 based on the monitoring. Acceptable threshold levels are 

set for the specific items of performance based on the 

model. The operation of the network is monitored with 

respect to the specific items of performance during 

periods which may include abnormal operation. When 

15 abnormal operation of the network with respect to 

communication between the two nodes is detected, the 

problem is diagnosed by separately analyzinq the 

performance of each of the nodes and each of the links 

connectinq the two nodes to isolate the, abnormal 

2 0 operation. 

In qeneral, in another aspect, the invention 

.features a method of timing the duration of a transaction 

of interest occurrinq in the course of communication 

between nodes of a network, the beqinninq of the 

25 transaction beinq defined by the sendinq of a first 

packet of a particular kind from one node to the other, 

and the end of the transaction beinq defined by the 

sendinq of another packet of a particular kind between 

the nodes. In the method, packets transmitted in the 

30 network are monitored passively and in real time. The 

beqinninq time of the transaction is determined based on 

the appearance of the first packet. A determination is 

made of when the other packet has been transmitted. The 

timing of the duration of the transaction is ended upon 

35 the appearance of the other packet. 

.. 
{ 

.• J 
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In general, in another aspect, the invention 
features, tracking node address to node name mappings in 

a network of nodes of the kind in which each node has a 
possibly nonunique node name and a unique node address 

5 within the network and in which node addresses can be 

assigned and reassigned to node names dynamically using a 

name binding protocol message incorporated within a 
packet. In the method, packets transmitted in the 

network are monitored, and a table linking node names to 

10 node addresses is updated based on information contained 

in the name binding protocol messages in the packets. 

One advantage of the invention is that it enables 

a network manager to passively monitor multi-protocol 

networks at multiple layers of the communications. In 
1.5 addition, it organizes and presents network performance 

statistics in terms of dialogs which are occurring at any 

desired level of the communication. This technique of 

organizing and displaying network performance statistics 
provides an effective and useful view of network 

20 performance and facilitates a quick diagnosis of network 
problems. · 

25 

Other advantages and features will become apparent 

from the following description of the preferred 

e~iment and from the claims. 

Description of the Preferred EmbOdiments 

Fig. 1 is a block diagram of a network; 
Fig. 2 shows the layered structure of a network 

communication and a protocol tree within that layered 

environment; 

30 Fig. 3 illustrates the structure of an 
ethernet/IP/TCP packet; 

• Fig. 4 illustrates the different layers of a 

communication between two nodes; 

Fig. 5 shows the software modules within the 

35 Monitor; 
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Fig. 6 shows the structure of the Monitor software 

in terms of tasks and intertask communication mechanisms; 
Figs. 7a-c show the STATS data structures which 

3t.orc,; i:)t:::.t:formance statistics relating to the the data 

s link layer; 
Fig. 8 is a eventtstate table describing the 

operation of the state machine for a TCP connection; 
Fig. 9a is a history data structure that is 

identified by a pointer found in the appropriate dialog 

10 statistics data within STATS; 

Fig. 9b is a record from the history table; 

Fig. 10 is a flow diagram of the 

Look_for_oata_state routine; 

Fig. 11 is a flow diagram of the 

15 Look_for_Initiator routine that is called by the 

Look_for_oata_state routine; 

Fig. 12 is a flow diagram of the 

Look_for_Retransmission routine which is called by the 

Look_at_History routine; 

20 Fig. 13 is a diagram of the major steps in 

processing a frame through the Real Time Parser (RTP); 
Fig. 14 is a diagram of the major steps in the 

processing a statistics threshold event; 

Fig. 15 is a diaqram of the major steps in the 

25 processing of a database update; 

30 

Fig. 16 is a diaqram of the major. steps in the 

processing of a monitor control request; 

Fig. 17 is a logical map of the network as 

displayed by the Management Workstation; 

Fig. 18 is a basic summary tool display screen; 

Fig. 19 is a protocol selection menu that may be 

invoked through the summary tool display screen; 

Figs. 20a-g are examples of the statistical 

variables which are displayed for different protocols; 
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Fig. 21 is an example of information that is 
displayed in the dialogs panel of the summary tool 

display screen; 

Fig. 22 is a basic data screen presenting a rate 

+ 5 values panel, a count values panel and a protocols seen 

panel; 

Fig. 23 is a traffic matrix screen; 
Fig. 24 is a flow diagram of the algo~ithm for 

adaptively establishing network thresholds based upon 

10 actual network performance; 

Fig. 25 is a simple multi-segment network; 

Fig. 26 is a flow diagram of the operation of the 

diagnostic analyzer algorithm; 

Fig. 27 is a flow diagram of the source node 

15 analyzer algorithm; 

20 

Fig. 28 is a flow diagram of the sink node 

analyzer algorithm; 

Fig. 29 is a flow diagram of the link analysis 

loqic; 

Fig. 30 is a flow diagram of the DLL problem 

checking routine; 

Fig. 31 is a flow diagram of the IP problem 

checking routine; 

Fig. 32 is a flow diagram of the IP link component 

25 problem checking routine; 

30 

Fig. 33 is a flow diagram of the DLL link 

component problem checking routine; 

Fig. 34 shows the structure of the event timing 

database; 

Fig. 35 is a flow diagram of t~e operation of the 

event timing module (ETM) in the Network Monitor.;. 
Fig. 36 is a network which includes an Appletalk® 

segment; 
Fig. 37 is a Name Table that is maintained by the 

3 5 Address Tracking Module (ATM) ; 
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Fig. 38 is a flow diagram of the qperation of the 
ATM; and 

Fig. 39 is a flow diagram of the operation of the 
ATM. 

5 Also attached hereto before the claims are the 

following appendices: 
Appendix I identifies the SNMP MIB subset that is 

supported by the Monitor and the Management Workstation 

(2 pages); 
~o Appendix II defines the extension to the standard 

MIB that are supported by the Monitor and the Management 

Workstation (25 pages); 

Appendix III is a summary of the protocol 

variables for which the Monitor gathers statistics and a 
~5 brief description of the variables, where appropriate (17 

pages); 

Appendix IV is a list of the Summary Tool Values 

Display Fields with brief descriptions (2 pages); and 

Appendix V is a description of the actual screens 
20 for the Values Tool (34 pages). 

Structure and Operation 

The Network: 
A typical network, such as the one shown in Fig. 

1, includes at least three major components, namely, 
25 network nodes 2, network elements 4 and communication 

lines 6. Network nodes 2 are the individual computers on 

the network. They are the very reason the network 

exists. They include but are not limited to workstations 

(WS), personal computers (PC), file servers (FS), compute 

30 servers (CS) and host computers (e.g., a VAX), to name 

but a few. The term server is often used as though it 

was different from a node, but it is, in fact, just a 
node providing special services. 

In general, network elements 4 are anything that 

35 participate in the service of providing data movement in 

7 
. I 

• 

• 
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a network, i.e., providing the basic communications. 
They include, but are not limited to, LAN's, routers, 
bridges, gateways, multiplexors, switches and connectors. 

Bridges serve as connections. between different network 

5 segments. They keep track of the nodes which are 

connected to each of the segments to which they are 

connected. When they see a packet on one segment that is 
addressed to a node on another of their segments, they 

qrab the packet from the· one segment and transfer it to 

10 the proper segment. Gateways generally provide 

connections between different network segments that are 

operating under different protocols and serve to convert 

communications from one protocol to the other. Nodes 

send packets to routers so that they may be directed over 

15 the appropriate segments to the intended destination 

node. 

Finally, network or communication lines 6 are the 

components of the network which connect nodes 2 and 

ele•ents 4 toqether so that communicatons between nodes 2 
20 may take place. They can be private lines, satellite 

lines or Public carrier lines. They are expensive 

resources and are usually managed as separate entities. 

Often networks are organized into segments 8 that are 

connected by network elements 4. A segment 8 is a 

25 section of a LAN connected at a physical level (this may 

include repeaters). Within a segment, no protocols at 

layers above the physical layer are needed to enable 

signals from two stations on the same segment to reach 

each other (i.e., there are no routers, bridges, 

30 gateways ••• ). 
The Network Monitor and the Management Workstation: 

In the described embodiment, there are two basic 

elements to the monitoring system which is t~ tc 

described, namely, a Network Monitor 10 and a Management 
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Workstation 12. Both elements interact with each other 

over the local area network (LAN). 
Network Monitor 10 (referred to hereinafter simply 

as Monitor 10) is the data collection module which is 

5 attached to the LAN. It is a high performance real time 

front end processor which collects packets on the network 

and performs some degree of analysis to search for actual 

or potential problems and to maintain statistical 
information for use in later analysis. In general, it 

10 performs the following functions. It operates in a 

promiscuous mode to capture and analyze all packets on 

the segment and it extracts all items of interest from 

the frames. It generates alarms to notify the Management 

Workstation of the occurence of significant events. It 

15 receives commands from the Management Workstation, 

processes them appropriately and returns responses. 

Management Workstation 12 is the operator 

interface. It collects and presents troubleshooting and 

performance information to the user. It is based on the 

20 SunNet Manaqer {SNM) product and provides a graphical 

network-map-based interface and sophisticated data 

presentation and analysis tools. It receives information 

from Monitor 10, stores it and displays the information 

in various ways. It also instructs Monitor 10 to perform · 

25 certain actions. Monitor 10, in turn, sends responses 

and alarms to Management Workstation 12 over either the 

primary LAN or a backup serial link 14 using SNMP with 

the MIB extensions defined later. 

These devices can be connected to each other over 

30 various types of networks and are not limited to 

connections over a local area network. As indicated in 

Fig. 1, there can be multiple Workstations 12 as well as 

multiple Monitors 10. 

Before describing these components in greater 

35 detail, background information will first be reviewed 

I 
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regarding communicati~n protocols which specif~ how 
communications are conducted over the network and 
regarding the structure of the packets. 

The Protocol Tree: 
5 As shown in Fig. 2, communication over the network 

is organized as a series of layers or levels, each one 

built upon the next lower one, and each one specified by 

one or more protocols (represented by the boxes). Each 
layer is responsible for handling a different phase of 

10 the communication between nodes on the network. The 

protocols for each layer are defined so that the services 

offered by any layer are relatively independent of the 

services offered by the neighbors above and below. 

Although the identities and number of layers may diifec 
15 depending on the network (i.e., the protocol set defining 

communication over the network), in general, most of them 
share a similar structure and have features in common. 

For purposes of the present description, the Open 

systems Interconnection (OSI) model will be presented as 
20 representative of structured protocol architectures. The 

OSI model·, developed by the International organization 

for Standardization, includes seven layers. As indicated 
in Fig. 2, there is a physical layer, a data link layer 

(DLL), a network layer, a transport layer, a session 

25 layer, a presentation layer and an application layer, in 

that order. As background for what is to follow, the 

function of each of these layers will be briefly 

described. 
The physical iayer provides the physical medium 

30 for the data transmission. It specifies the electrical 
and mechanical interfaces of the network and deals with 
bit level detail. The data link layer is responsible for 

ensuring an error-free physical link between the 

communicating nodes. It is responsible for creating and 

35 recognizing frame boundaries (i.e., the boundaries of the 
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packets of data that are sent over the network.) The 

network layer determines how packets are routed within 

the network. The transport layer accepts data from the 
layer above it (i.e., the session layer), breaks the 

5 .packets up into smaller units, if-required, and passes 

these to the network layer for transmission over the 

network. It may insure that the smaller pieces all 

arrive properly at the other end. The session layer is 

the user's interface into the network. The user must 

~0 interface with the session layer in order to negotiate a 

connection with a process in another machine. The 

presentation layer provides code conversion and data 

reformatting for the user's application. Finally, the 

application layer selects the overall network service for 

~5 the user's application. 

Fig. 2 also shows the protocol tree which is 

implemented by the described embodiment. A protocol tree 

shows the protocols that apply to each layer and it 

identifies by the tree structure which protocols at each 
' 

20 layer can run "on top of" the protocols of the next lower 

layer. Though standard abbreviations are used to 

identify the protocols, for the convenience of the 

reader, the meaning of the abbreviations are as follows: 

ARP Address Resolution Protocol 

25 ETHERNET Ethernet Data Link Control 

30 

35 

FTP File Transfer Protocol 
ICMP 

IP 

LLC 

MAC 

NFS 

NSP 

RARP 

SMTP 

SNMP 

Internet Control Message Protocol 

Internet Protocol 

802.2 Logical Link Control 

802.3 CSMA/CD Media Access Control 

Network File System 

Name Server Protocol 

Reverse Address Resolution Protocol 

Simple Mail Transfer Protocol 

Simple Network Management Protocol 

. { 
I 

.. 
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TCP 

TFTP 

UDP 
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Transmission Control Protocol 

Trivial File Transfer Protocol 

User Datagram Protocol 
Two terms are commonly used to describe the protocol 

5 tree, namely, a protocol stack and a protocol family (or 

suite). A protocol stack generally refers to the 

underlyinq protocols that are used when sendinq a message 

over a network. For example, FTP/TCP/IP/LLC is a 

protocol stack. A protocol family is a loose association 

10 of protocols which tend to be used on the same network 

(or derive from a common source). Thus, for example, the 

TCP/IP family includes IP, TCP, UDP, ARP, TELNET and FTP. 

The Decnet family includes the protocols from Digital 

Equipment Corporation. And the SNA family includes the 

15 protocols from IBM. 

The Packet: 
' 

The relevant protocol stack defines the structure 
of each packet that is sent over the network. Fig. 3, 

which shows an TCP/IP packet, illustrates the typical 

20 structure of a packet. In general, each level of the 

protocol s.~ack takes the data from the next higher level 

and adds header information to form a protocol data unit 

(PDU) which it passes to the next lower level. That is, 

as the data from the application is passed down throuqh 

25 the protocol layers in preparation for transmission over 

the network, each layer adds its own information to the 

data passed down from above until the complete packet is 
assembled. Thus, the structure of a packet ressembles 

that of an onion, with each PDU of a given layer wrapped 

30 within the PDU of the adjacent lower level. 

At the ethernet level, the PDU·includes a 

destination address (DEST MAC ADDR), a source address 

(SRC MAC ADDR), a type (TYPE) identifying the protocol 
which is running on top of this layer, and a DATA field 

35 for the PDU from the IP layer. 
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Like the ethernet packet, the PDU for the IP layer 

includes an IP header plus a DATA field. The IP header 
includes a type field (TYPE) for indicating the type of 
service, a length field (LGTH) for specifying the total 

5 lenqth of the PDU,. an identification field (ID), a 
protocol field (PROT} for identifying the protocol which 

is running on top of the IP layer (in this case, TCP), a 

source address field (SRC ADDR) for specifying the IP 

address of the sender, a.destination address field (DEST 

10 ADDR) for specifying the IP address of the destination 

node, and a DATA field. 

The PDU built by the TCP protocol also consists of 

a header and the data passed down from the next higher 

layer. In this case the header includes a source port 

15 field (SRC PORT) for specifying the port number of the 

sender, a destination port field (DEST PORT) for 

specifying the port number of the destination, a sequence 

number field (SEQ NO.) for specifying the sequence numbe~ 

of the data that is being sent in this packet, and an 

20 acknowledgment number field (ACK NO.) for specifying the 

number of the acknowledgment being returned. It also 

includes bits which identify the packet type, namely, an 

acknowledgment bit (ACK), a reset connection bit (RST), a 

synchronize bit (SYN), and a no more data from sender bit 

25 (FIN). There is also a window size field (WINDOW) for 

specifying the size of the window being used. 

The Concept of a Dialog: 

The concept of a dialog is used throughout the 

following description. As will become apparent, it is a 

30 concept which provides a useful way of conceptualizing, 

organizing and displaying information about the 

performance of a network - for any protocol and for any 

layer of the multi-level protocol stack. 

As noted above, the basic unit of information in 

35 communication is a packet. A packet conveys meaning 

j 
1 . 

• l • 

• 
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between the sender and the receiver and is part of a 
larger framework of packet exchanges. The larger 
exchange is called a dialog within the context of this 
document. That is, a dialog is a communication between a 

5 sender and a receiver, which is composed of one or more 

packets being transmitted between the two. There can be 

multiple senders and receivers which can change roles. 
In fact, most dialogs involve exchanges in both 

directions. 

10 Stated another way, a dialog is the exchange of 

messages and the associated meaning and state that is 

inherent in any particular exchange at any layer. It 

refers to the exchange between the ~ entities 

(hardware or software) in any communication. In those 

15 situations where there is a layering of protocols, any 
particular mess~ge exchange could be viewed as belonging 
to multiple dialogs. For example, in Fig. 4 Nodes A and 

B are exchanging packets and are engaged in multiple 
dialogs. Layer 1 in Node A has a dialog with Layer 1 in 

20 Node B. For this example, one could state tJ;tat ~l .. i~ it:a 
the data link layer and the nature of the di.alog deals 

with the message length, number of messages, errors and 

perhaps the guarantee of the delivery. Simultaneously, 
Layer n of Node A is having a dialog with Layer n of node 

25 B. For the sake of the example, one could state that 

this is an application layer dialog which deals with 
virtual terminal connections and response rates. one can 

also assume that all of the other layers (2 through n-1) 

are also having simultaneous dialogs. 

30 In some protocols there are explicit primitives 

that deal with the dialog and they are generallY. referred 
to as connections or virtual circuits. However, dialogs 
exist even in stateless and connectionless protocols. 

TWo more examples will be described to help clarify the 

35 concept further, one dealing with a connection oriented 
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protocol and the other dealing with a connection1ess 

protocol. 
In a typical connection oriented protocol, Node A 

sends a connection request (CR) message to Node B. The 
5 CR is an explicit request to form a connection. This is 

the start of a particular dialog, which is no different 

from the start of the connection. Nodes A and B could 
have other dialogs active simultaneously with this 
particular dialog. Each dialog is seen as unique. A 

10 connection is a particular type of dialog. 

In a typical connectionless protocol, Node A sends 

Node B a message that is a datagram which has no 

connection paradigm, in fact, neither do the protocol(s) 
at higher layers. The application protocol desiqnates 

15 this as a request to initiate some action. For ·example, 

a file server protocol such as sun Microsystems• Network 
File system (NFS) could make a mount request. A dialog 

comes into existence once the communication between Nodes 

A and B has bequn. It is possible to ~etermine that 
20 communication has occurred and to determine the actions 

being requested. If in fact there exists more than one 

communication thread between Nodes A and B, then these 

would represent separate, different dialoqs. 

Inside tbe Network Honitor: 

25 Monitor 10 includes a MIPS R3000 general purpose 

30 

microprocessor (from MIPS Computer Systems, Inc.) running 

at 25 MHz. It is capable of providing 20 mips processing 

power. Monitor 10 also includes a 64Kbyte instruction 

cache and a 64Kbyte data cache, implemented by SRAM. 

The major software modules of Monitor 10 are 
implemented as a mixture of tasks and subroutine 

libraries as shown in Fig. 5. It is organized this way 

so as to minimise the context switching overhead incurred 
during critical processing sequences. There is NO 

35 PREEMPTION of any module in the monitor subsystem. Each 
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module is cognizant of the fact that it should return 
control to the kernel in order to let other tasks run. 

Since the monitor subsystem is a closed environment, the 

software is aware of real time constraints. 

5 Among the major modules which make up Monitor 10 

is a real time kernel 20, a boot/load module 22, a driver 

24, a test module 26, an SNMP Agent 28, a Timer module 
30, a real time parser (RTP) 32, a Message Transport 

Module (MTM) 34, a statistics database (STATS) 36, an 

10 Event Manager (EM) 38, an Event Timing Module (ETM) 40 

and a control module 42. Each of these will now be 

described in greater detail. 

Real Time Kernel 20 takes care of the general 

housekeeping activities in Monitor 10. It is responsible 

15 for scheduling, handling intertask communications via 
queues, managing a potentially large number of timers, 

manipulating linked lists, and handling simple memory 

manaqement. 

Boot/Load Module 22, which is FProm based, enables 

20 Monitor 10 to start itself when the power is turned on in 

, the box. ·It initializes functions such as diagnostics, 

and environmental initialization and it initiates down 

loading of the Network Monitor Software including program 

and configuration files from the Management Workstation. 

25 Boot/load module 22 is also responsible for reloading 

program and/or confiquration data followinq internal 

error detection or on command from the Management 

workstation. To accomplish down loading, bootjload 

module 22 uses the Trivial File Transfer Protocol (TFTP) . 

30 The protocol stack used for loading is 

TFTP/UDP/IP/ethernet over the LAN and TFTP/UDP/I~/SLIP 

over the serial line. 

Device Driver 24 manages the network controller 

hardware so that Monitor 10 is able to read and write 

35 packets from the network and it manages the serial 
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interface. It does so both for the purposes of 
monitoring traffic (promiscuous mode) and for the 
purposes of communicating with the Management Workstation 

and other devices on the network. The communication 

5 occurs through the. network contro1ler hardware of the 

physical network (e.g. Ethernet). The drivers for the 

LAN controller and serial line interface are used by the 
boot load module and the MTM. They provide access to the 

chips and isolate higher_layers from the hardware 

10 specifics. 

Test module 26 performs and reports results of 

physical layer tests {TOR, connectivity, ••• ) under 

control of the Management Workstation. It provides 

traffic load information in response to user requests 

15 identifying the particular traffic data of interest. The 

load information is reported either as a percent of 

available bandwidth or as frame size(s) plus rate. 

SNMP Agent 28 translates requests and information 

into the network management protocol being used to 

20 communicate with the Management Workstation, e.g., the 

Simple Network Management Protocol (SNMP). 

Control Module 42 coordinates access to monitor 

control variables and performs actions necessary when 

these are altered. Among the monitor control variables 

25 which it handles are the following: 

30 

set reset monitor - transfer control to reset 

logic; 

set· time of day - modify monitor hardware clock 

and generate response to Management Workstation; 

get time of day - read monitor hardware clock and 

generate response to Workstation; 

-/ 

; 

·• 

• 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 182



- 21 -

set trap permit - send trap control ITM to EM and 
generate response to Workstation; 

get trap permit - generate response to 

Workstation; 

5 control module 42 also updates parse control records 

within STATS when invoked by the RTP (to be described) or 
during overload conditions so that higher layers of 

parsing are dropped unti~ the overload situation is 

resolved. When overload is over it restores full 

10 parsing. 

Timer 30 is invoked periodically to perform 

general housekeeping functions. It pulses the watchdog 

timer at appropriate intervals. It also takes care of 

internal time stamping and kicking off routines like the 

15 EM routine whic~ periodically recalculates certain 

numbers within the statistical database (i.e., STATS). 

Real Time Parser (RTP) 32 sees all frames on the 

network and it determines which protocols are being used 

and interprets the frames. The RTP includes a protocol 

20 parser and a state machine. The protocol parser parses a 

received frame in the "classical11 manner, layer-by-layer, 

lowest layer first. The parsing is performed such that 

the statistical objects in STATS (i.e., the network 

parameters for which performance data is kept) are 

25 maintained. Which layers are to have statistics stored 

for them is determined by a parse control record that is 
stored in STATS (to be described later). As each layer 

is parsed, the RTP invokes the appropriate functions in 

the statistics module {STATS) to update those statistical 

30 objects which must be ·changed. 
The state machine within RTP 32 is responsible for 

tracking state as appropriate to protocols and 

connections. It is responsible for maintaining· and 

updating the connection oriented statistical elements in 
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STATS. In order to track connection states and events, 
the RTP invokes a routine within the state machine. This 
routine determines the state of a connection based on 

past observed frames and keeps track of sequence numbers. 
5 It is the routine·. that determines. if a connection is in 

data transfer state and if a retransmission has occurred. 
The objectives of the state machine are to keep a brief 
history of events, state transitions, and sequence 

numbers per connection; .to detect data transfer state so 
~o that sequence tracking can begin; and to count 

inconsistencies but still maintain tracking while falling 

into an appropriate state (e.g. unknown). 

RTP 32 also performs overload control by 

determining the number of frames awaiting processing and 
~5 invoking control module 42 to update the parse control 

records so as to reduce the parsing depth when the number 

becomes too large. 

Statistics Module (STATS) 36 is where Monitor ~o 
keeps information about the statistical objects it is 

' 
20 charged with monitoring. A statistical object represents 

a network parameter for which performance information is 

gathered. This information is contained in an extended 
MIB (Management Information Base), which is updated by 

RTP 32 and EM 38. 

25 STATS updates statistical objects in response to 

RTP invocation. There are at least four statistical 

object classes, namely, counters, timers, percentages 

(%), and meters. Each statistical object is implemented 

as appropriate to the object class to which it belongs. 

30 That is, each statistical object behaves such that when 

invoked by RTP 32 it updates and then generates an alarm 

if its value meets a preset threshold. (Meets means that 

for a high threshold the value is equal to or greater 

than the threshold and for a low threshold the value is 
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equal to or less than ~he threshold. Note that a si~gl.e 

object may have both high and low thresholds.) 

STATS 36 is responsible for the maintenance and 
initial analysis of the database. This includes 

5 coordinating access to the database variables, ensuring 

appropriate interlocks are applied and generating alarms 

when thresholds are crossed. Only STATS 36 is aware of 
the internal structure of the database, the rest of the 

system is not. 

10 STATS 36 is also responsible for tracking events 

of interest in the form of various statistical 

reductions. Examples are counters, rate meters, and rate 

of change of rate meters. It initiates events based on 

particular statistics reaching configured limits, i.e., 

15 thresholds. The events are passed to the EM which sends 
a trap (i.e., aq alarm) to the Management Workstation. 

The statistics within STATS 36 are readable from the 

Management Workstation on request. 
STATS performs lookup on all addressing fields. 

20 It assigns new data structures to address field values 

not currently present. It performs any hashing for fast 

access to the database. More details will be presented 

later in this document. 

Event Manager (EM) 38 extracts statistics from 

25 STATS and formats it in ways that allow the Workstation 

to understand it. It also examines the various 

statistics to see if their behavior warrants a 
notification to the Management Workstation. If so, it 

uses the SNMP Agent software to initiate such 

3 o' notifications. 
If the Workstation asks for data, EM 38 gets the 

data from STATS· and sends it to the Workstation. It also 

performs some level of analysis f.or statistical, 

accounting and alarm filtering and decides on further 
35 action (e.g. delivery to the Management Workstation). 

! 
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EM 38 is also responsible for controlling the delivery of 
events to the Management Workstation, e.g., it performs 
event filtering. The action to be taken on receipt of an 

event (e.g. threshold exceeded in STATS) is specified by 
5 the event action associated with the threshold. The 

event is used as an index to select the defined action 

(e.g. report to Workstation, run local routine xxxx, 
ignore). The action can be modified by commands from the 

Management Workstation (e.g., turn off an alarm) or by 

10 the control module in an overload situation. An update 

to the event action, however, does not affect events 

previously processed even if they are still waiting for 

transmission to the Management Workstation. Discarded 

events are counted as such by EM 38. 

EM 38 also implements a throttle mechanism to 

limit the rate of delivery of alarms to the console based 

on configured limits. This prevents the rapid generation 
of multiple alarms. In essence, Monitor 10 is given a 

maximum frequency at which alarms may b~ sent to the 

20 Workstation. Although alarms in excess of the maximum 
frequency are discarded, a count is kept of the number of 

alarms that were discarded. 

EM 38 invokes routines from the statistics module 

(STATS) to perform periodic updates such as rate 

25 calculations and threshold checks. It calculates time 

av6~a~~b, e.g., average traffic by source stations, 

destination stations. EM 38 requests for access to 

monitor control variables are passed to the control 
module. 

30 EM 38 checks whether asynchronous traps (i.e., 

alarms} to the Workstation are permitted before 

generating any. 

EM 38 receives database update requests from the 

Management Workstation and invokes the statistics module 

35 (STATS) to process these. 

·• 
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Message Transport Module (MTM) 34, which is DRAM 
based, has two distinct but closely related functions. 
First, it is responsible for the conversion of 
Workstation commands and responses from the internal 

5 format used within Monitor 10 to the format used to 

communicate over the network. It isolates the rest of 

the system from the protocol used to communicate within 
Manaqement Workstation. It translates between the 

internal representation pf data and ASN.l used for SNMP. 

10 It performs initial decoding of Workstation requests and 

directs the requests to appropriate modules for 
processing. It implements SNMP/UDP/IP/LLC or ETHERNET 

protocols for LAN and SNMP/UDP/IP/SLIP protocols for 

serial line. It receives network management commands 
15 from the Management Workstation and delivers these to the 

appropriate mod~le for action. Alarms and responses 
destined for the Workstation are also directed via this 

module. 
Second, MTM 34 is responsible for the delivery and 

20 reception of data to and from the Management Workstation 

using the.protocol appropriate to the network. Primary 

and backup communication paths are provided transparently 

to the rest of the monitor modules (e.g. LAN and dial up 
link). It is capable of full duplex delivery of messages 

25 between the console and monitoring module. The messages 

carry event, configuration, test and statistics data. 

Event Timing Module (ETM) 40 keeps track of the 

start time and end times of user specified transactions 
over the network. In essence, this module monitors the 

30 responsiveness of the network at any protocol or layer 

specified by the user.· 
Address Tracking Module 42 keeps track of the node 

name to node address bindings on networks which implement 

dynamic node addressing protocols. 
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Memory management for Monitor ~o is handled in 
accordance with following guidelines. The available 
memory is divided into four blocks during system 

initialization. one block includes receive frame 
5 buffers. They are used for receiving LAN traffic and for 

receiving secondary link traffic. These are organized as 

linked lists of fixed sized buffers. A second block 
includes system control message blocks. They are used 

for intertask messages within Monitor 10 and are 

~o organized as a linked list of free blocks and multiple 

linked lists of in process intertask messages. A third 
block includes transmit buffers. They are used for 

creation and transmission of workstation alarms and 

responses and are organized as a linked list of fixed 

15 sized buffers. A fourth block is the statistics. This 
is allocated as a fixed size area at system 

initialization and managed by the statistics module 
during system operation. 

Task Structure of Monitor; 
20 The structure of the Monitor in terms of tasks and 

intertask messages is shown in Fiq. 6. The rectangular 
blocks represent interrupt service rout~nes, the ovals 

represent tasks and the circles represent input queues. 

Each task in the system has a single input queue 

25 which it uses to receive all input. All inter-process 

communications take place via messages placed onto the 

input queue of the destination task. Each task waits on 

a (well known) input queue and processes events or inter

task messages (i.e., ITM's) as they are received. Each 
30 task returns to the kernel within an appropriate time 

period defined for each task (e.g. after processing a 
fixed number of events). 

Interrupt service routines (ISR's} run on receipt 

of hardware generated interrupts. They invoke task level 
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processing by sending an ITM to the input queue of the 
appropriate task. 

The kernel scheduler acts as the base loop of the 
system and calls any runnable tasks as subroutines. The 

5 determination of whether a task is runnable is made from 

the input queue, i.e., if this has an entry the task has 

work to perform. The scheduler scans the input queues 
for each task in a round robin fashion and invokes a task 

with input pending. Eac~ task processes items from its 

10 input queue and returns to the scheduler within a defined 

period. The scheduler then continues the scan cycle of 
the input queues. This avoids any task locking out 

others by processing a continuously busy input queue~ A 
task may be given an effectively higher priority by 

15 providing it with multiple entries in the scan table. 
Database,accesses are generally performed using 

access routines. This hides the internal structure of 

the database from other modules and also ensures that 
appropriate interlocks are applied to shared data. 

20 The EM processes a sinqle event from the input 

queue and then returns to the scheduler. 
The MTM Xmit task processes a single event from 

its input queue and then returns control to the 

scheduler. The MTM Recv task processes events from the 

25 input queue until it is empty or a defined number (e.g. 

10) events have been processed and then returns control 

to the scheduler. 
The timer task processes a single event from the 

input queue and then returns control to the scheduler. 

30 RTP continues to process frames until the input 

queue is empty or it has processed a defined nu~er (e.g. 
10) frames. It then returns to the scheduler. 

The following sections contain a more detailed 

description of some of the above-identified software 

35 modules. 

! 
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The Statistics Module CSTATSl: 

The functions of the statistics module are: 

* to define statistics records; 

* to allocate and initialize statistics records; 

5 * to provide·. routines to lookup statistics records, 

e.g. lookup_id_addr; 

* to provide routines to manipulate the statistics 
within the records, e.g. stats_age, stats_incr and 

stats_rate; 

10 * to provide routines to free statistics records, 

e.g. stats_allocate and stats deallocate 

It provides these services to the Real Time Parser 

(RTP) module and to the Event Manager (EM) module. 

STATS defines the database and it contains 
15 subroutines for updating the statistics which --it- keeps. 

STATS contains the type definitions for all 
statistics records (e.g. DLL, IP, TCP statistics). It 

provides an initialization routine whose major function 

is to allocate statistics records at st~rtup from 

20 cacheable memory. It provides lookup routines in order 

to qet at the statistics. Each type of statistics record 

has its own lookup routine (e.g. lookup_ip_address) which 

returns a pointer to a statistics record of the 

appropriate type or NULL. 

25 As a received frame is being parsed, statistics 

within statistics records need to be manipulated (e.g. 

incremented) to record relevant information about the 

frame. STATS provides the routines to manipulate those 

statistics. For example, there is a routine to update 

30 counters. After the counter is incremented/decremented 

and if there is a non-zero threshold associated with the 

counter, the internal routine compares its value to the 

threshold. If the threshold has been exceeded, the Event 

Manager is signaled in order to send a trap to the 

35 Workstation. Besides manipulating statistics, these 

.,, 
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routines, if necessary_, signal the Event Manager via an 
Intertask Message (ITM) to send a trap to the Management 
Workstation. 

The following is an example of some of the 

5 statistics records that are kept in STATS. 

10 

15 

20 

25 

30 

o monitor statistics 
o mac statistics for segment 
o llc statisics for segment 

o statistics per·ethernettlsap type for segment 

o ip statistics for segment 

o icmp statistics for segment 

0 tcp statistics for segment 

0 udp statistics for segment 

0 nfs statistics for segment 

0 ftp control statistics for segment 
o ftp data statistics for segment 
o ~elnet statistics for segment 
o smtp statistics for segment 

o arp statistics for segment 

o statistics per mac address 

o statistics per ethernet type/lasp per mac 
address 

0 statistics per ip address {includes icmp) 

0 statistics per tcp socket 

0 statistics per udp socket 

0 statistics per nfs socket 
0 statistics per ftp control socket 

0 statistics per ftp data socket 

o statistics per telnet socket 

0 statistics per smtp socket 

o arp statistics per ip address 

0 statistics per mac address pair 

o statistics per ip pair (includes icmp) 

: 
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0 statistics per tcp connection 

0 statistics per udp pair 

0 statistics per nfs pair 

0 statistics per ftp control connection 

5 0 statistics per ftp data connection 

0 statistics per telnet connection 

0 statistics per smtp connection 

0 connection histpries per udp and tcp socket 

All statistics are organized similarly across protocol 

10 types. The details of the data structures for the DLL 

level are presented later. 

As noted earlier, there are four statistical 

object classes (i.e., variables), namely, counts, rates, 

percentages (%), and meters. They are defined and 

1.5 implemented as follows. 

A count is a continuously incrementing variable 

which rolls around to 0 on overflow. It may be reset on . 
command from the user (or from software). A threshold 

may be applied to the count and will cause an alarm when 

20 the threshold count is reached. The threshold count 

fires each time the counter increments past the threshold 

value. For example, if the threshold is set to 5, alarms 

are generated when the count is 5, l.0,-1.5, ••• 

A rate is essentially a first derivative of a 

25 count variable. The rate is calculated at a period 

appropriate to the variable. For each rate variable, a 

minimum, maximum and average value is maintained. 

Thresholds may be set on high values of the rate. The 

maximums and minimums may be reset on command. The 
30 threshold event is triggered each time the rate 

calculated is in the threshold region. 

As commonly used, the % is calculated at a period 

appropriate to the variable. For each % variable a 

~ 
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minimum, maximum and a~eraqe value is maintained. A 
threshold may be set on hiqh values of the %. The 
threshold event is triqqered each time the % calculated 
is in the threshold reqion. 

5 Finally·, a meter is a variable which may take any 

discrete value within a defined range. The current value 

has no correlation to past or .future values. A threshold 
may be set on a maximum and/or minimum value for a meter. 

The rate and % fields of network event variables 

10 are updated differently than counter or meter fields in 

that they are calculated at fixed intervals rather than 

on receipt of data from the network. 

Structures for statistics kept on a per address or 

per address pair basis are allocated at initialization 

15 time. There are several sizes for these structures. 
structures of th~ same size are linked together in a free 

pool. As a new structure is needed, it is obtained from 

a free queue, initialized, and linked into an active 
list. Active lists are kept on a per st.atistics type 

20 basis. 

As an address or address pair (e.g. mac, ip, 

tcp ••• ) is seen, RTP code calls an appropriate luukup 

routine. The lookup routine scans active statistics 
structures to see if a structure has already been 

25 allocated for the statistics. Hashing-algorithms are 
used in order to provide for efficient lookup. If no 

structure has been allocated, the lookup routine examines 
the appropriate parse control records to determine 

whether statistics should be kept, and, if so, it 
30 allocates a structure of the appropriate size, 

initializes it and links it into an active list. 

Either the address of a structure or a NULL is 

returned by these routines. If NULL is returned, the RTP 
does not stop parsinq, but it will not be allowed to 
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store the statistics for which the structure was 
requested. 

The RTP updates statistics within the data base as 

it runs.· This is done via macros defined for the RTP. 
5 The macros call on internal routines which know how to 

manipulate the relevant statistic. If the pointer to the 

statistics structure is NULL, the internal routine will 

not be invoked. 
The EM causes rates to be calculated. The STATS 

10 module supplies routines (e.g. stats rate} which must be 

called by the EM in order to perform the rate 

calculations. It also calls subroutines to reformat the 

data in the database in order to present it to the 

Workstation (i.e., in response to a get from the 

15 Workstation) • 

20 

25 

30 

35 

The calculation algorithms for the rate and % 
fields of network event variables are as follows. 

The following rates are calculated in units per 

second, at the indicated (approximate) intervals: 

1. 10 second intervals: 

e.q. DLL frame, byte, ethernet, 802.3, broadcast, 

multicast rates 

2. 60 second intervals 

e.g., all DLL error, ethertypefdsap rates 

all IP rates. 
TCP packets, bytes, errors, retransmitted packets, 

retransmitted bytes, acks, rsts 

UDP packet, error, byte rates 

FTP file transfer, byte transfer, error rates 

For these rates, the new average replaces the 

previous value directly. Maximum and minimum values are 

retained until reset by the user. 

The following rates are calculated in units per 

hour at the indicated time intervals: 

1. 15 minute interval. 
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e.g., TCP- co~nection rate 
Telnet connection rate 
FTP session rate 
The hourly rate is calculated from a sum of the 

5 last twelve 5 minute readings, as obtained from the 

buckets for the pertinent parameter. Each new reading. 

replaces the oldest of the twelve values maintained. 
Maximum and minimum values are retained until reset by 

the user. 

10 There are a number of other internal routines in 

STATS. For example, all statistical data collected by 
the Monitor is subject to age out. Thus, if no activity 

is seen for an address (or address pair) in the time 

period defined for age out, then the data is discarded 

15 and the space reclaimed so that it may be recycled. In 
this manner, th~ Monitor is able to use the memory for 
active elements rather than stale data. The user can 

select the age out times for the different components. 

The EM periodically kicks off the aging mechanism to 
20 perform this recycling of resources. STATS provides the 

routines which the EM calls, e.g. stats_age. 

There are also routines in STATS to allocate and 

de-allocate Statistics, e.g., stats_allocate and 
stats de-allocate. The allocate routine is called when 

25 stations and dialogs are picked up by the Network 

Monitor. The de-allocate routine is called by the aging 
routines when a structure is to be recycled. 
The Data Structures in STATS 

The general structure of the database within STATS 

30 is illustrated by Figs. 7a-c, which shows information 

that is maintained fo~·the Data Link Layer (OLL) .and its 

organization. A set of data structures is kept for each 

address associated with the layer. In this case there 
are three relevant addresses, namely a segment address, 

35 'indicating which segment the node is on, a MAC address 
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for the node on the segment, and an address which 
identifies the dialog occurring over that layer. The 
dialog address is the combination of the MAC addresses 
for the two nodes which make up the dialog. Thus, the 

5 overall data structure has three ·identifiable components,: 

a segment address data structure (see Fig. 7a), a MAC 

address data structure (see Fig. 7b) and a dialog data 
structure (see Fig. 7c). 

The segment address structure includes a doubly 

10 linked list 102 of segment address records 104, each one 
for a different segment address. Each segment address 
record 104 contains a forward and backward link (field 

106) for forward and backward pointers to neighboring 

records and a hash link (field 108). In other words, the 

15 segment address records are accessed by either walking 

down the doubly linked list or by using a hashing 

mechanism to generate a pointer into the doubly linked 

list to the first record of a smaller hash linked list. 

Each record also contains the address qf the segment 
20 (field 110) and a set of' fields for other information. 

Among these are a flags field 112, a type field 114, a 

parse_control field 116, and an EM_control field 118. 

Flags field 112 contains a bit which indicates whether 

the identified address corresponds to the address of 

25 another Network Monitor. This field only has meaning in 

the MAC address record and not in the segment or dialog 

address record. Type field 114 identifies the MIB group 

which applies to this address. Parse control field 116 

is a bit mask which indicates what subgroups of 

30 statistics from the identified MIB group are maintained, 

if any. Flags field 112, type field 114 and parse 

control field 116 make up what is referred to as the 

parse con~rol record for this MAC address. The Network 

Monitor uses a default value for parse control field 116 

35 upon initialization or whenever a new node is detected. 
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The default value turns off all statistics gathering. 
The statistics gathering for any particular address may 

subsequently be turned on by the Workstation through a 

Network Monitor control command that sets the appropriate 

5 bits of the parse control field to one. 

EM_control field 118 identifies the subgroups of 

statistics within the MIB group that have changed since 

the EM last serviced the database to update rates and 

, other variables. This ~ield is used by the EM to 

10 identify those parts of STATS which must be updated or 

for which reca~culations must be performed when the EM 

next services STAT. 

Each segment address record 104 also contains 

three fields for time related information. There is a 
15 start_time field 120 for the time that is used to perform 

some of the rate calculations for the underlying 

statistics; a first_seen field 122 for the time at which· 

the Network Monitor first saw the communication; and a 

last_seen field 124 for the time at which tne last 

20 communication was seen. The last_seen time is used to 

age out t~e data structure if no activity is seen on the 

segment after a preselected period of time elapses. The 

first seen time is a statistic which may be of interest 

to the network manager and is thus retrievable by the 

25 Management Workstation for display. 

Finally, each segment address record includes a 

stats_pointer field 126 for a pointer to a DLL segment 
statistics data structure 130 which contains all of the 

statistics that are maintained for the segment address. 

30 If the bits in parse_control field 116 are all set to 

off, indicating that no statistics are-·to be maintained 

for the address, then the pointer in stats_pointer field 

126 is a null pointer. 

The list of events shown in data structure 130 of 

35 Fig. 7a illustrates the type of data that is collected 
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for this address when the parse control field bits are 
set to on. some of the entries in DLL segment statistics 

data structure 130 are pointers to buckets for historical 
data. In the case where buckets are maintained, there 

5 are twelve bucket~ each of which ~epresents a time period 

of five minutes duration and each of which generally 

contains two items of ipformation, namely, a count for 

the corresponding five minute time period and a MAX rate 

for that time period. ~ rate records any spikes which 

10 have occurred during the period and which the user may 

not have observed because he was not viewing that 

particular statistic at the time. 

At the end of OLL segment statistics data 
structure 130, there is a protocol_Q pointer 132 to a 

15 linked list 134 of protocol statistics records 136 

identifying all of the protocols which have been detected 

running on top of the DLL layer for the ~eqment. Each 

record 136 includes a link 138 to the next record in the 

list, the identity of the protocol (field 140), a frames 

20 count for the number of frames detected'for the 

identified protocol (field 142); and a frame rate (field 

144). 

The MAC address data structure is organized in a 

similar manner to that of the segment data structure {see 

25 Fig. 7b) • There is a doubly linked list 146 of MAC 

30 

address records 148, each of which contains the same type 

of information as is stored in 

records 104. A pointer 150 at 

address record 148 points to a 
data structure 152, which like 

DLL 

the 

OLL 
the 

segment address 

end of each MAC 

address statistics 
OLL segment address 

data structure 130, contains fields for all of the 

statitics that are gathered for that OLL MAC address. 

Examples of the particular statistics are shown in Fig. 

7b. 
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At the end of DLL address statistics data 

structure 152, there are two pointer fields 152 and 154, 

one for a pointer to a record 158 in a dialog link queue 

160, and the other for a pointer to a linked list 162 of 
5 protocol statistics records 164. Each dialog link queue 

entry 158 contains a pointer to the next entry (field 

168) in the queue and it contains a dialog_addr pointer 
170 which points to an entry in the DLL dialog queue 

which involves the MAC a~dress. (see Fig. 7c). Protocol 

10 statistics records 164 have the same structure and 

contain the same categories of information as their 
counterparts hanging off of DLL segment statistics data 

structure 130. 

The above-described design is repeated in the DLL 

15 dialog data structures. That is, dialog record ·112 

includes the sa~e categories of information as its 

, counterpart in the DLL segment address data structure and 

the.MAC address data structure. The address field 174 

contains the ad~resses of both ends of the dialog 
20 concatenated together to form a single address. The 

first and .. second addresses within the single address are 

arbitrarily designated nodes 1 and 2, respectively. In 

the stats_pointer field 176 there is a pointer to a 
dialog statistics data structure 178 containing the 

25 relevant statistics for the dialog. The entries in the 

first two fields in this data structure (i.e., fields 180 

and 182) are designated protocol entries and protocols. 

Protocol entries is the number of different protocols 

which have been seen between the two MAC addresses. The 

30 protocols that have been seen are enumerated in the 

protocols field 182. 
DLL dialog statistics data structure 178, 

illustrated by Fig. 7c, includes several additional 

fields of information which only appear in these 

35 structures for dialogs for which state information can be 
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kept {e.g. TCP connection). The additional fields 
identify the transport protocol (e.g., TCP) (field 184) 

and the application which is running on top of that 
protoco~ (field 186). They also include the identity of 

5 the initiator of the connection (field 188), the state of 

the connection (field 190) and the reason that the 
connection was closed, when it is closed (field 192). 
Finally, they also include a state_pointer (field 194) 
which points to a history data structure that will be 

10 described in greater detail later. Suffice it to say, 

that the history data structure contains a short history 

of events and states for each end of the dialog. The 

state machine uses the information contained in the 
history data structure to loosely determine what the 

15 state of each of the end nodes is throughout the.course 

of the connection. The qualifier "loosely" is used 

because the state machine does not closely shadow the 

state of the connection and thus is capable of recovering 

from loss of state due to lost packets ~r missed 

2 o communications. 
The above-described structures and organization 

are used for all layers and all protocols within STATS. 
Real Time Parser CBTPl 

The RTP runs as an application task. It is 

25 scheduled by the Real Time Kernel scheduler when received 

frames are detected. The RTP parses the frames and 

causes statistics, state tracking, and tracing operations 

to be performed. 

30 * 
* 
* 

The functions of the RTP are: 

obtain frames from the RTP Input Queue; 
parse the frames; 
maintain statistics using routines supplied by the 

STATS module; 

* maintain protocol state information; 
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notify the MTM via an ITM if a frame has been 
received with the Network Monitor's address as the 

destination address; and 
* notify the EM via an ITM if a frame has been 

5 received with any Network Monitor's address as the 

source address. 

The design of the RTP is straightforward. It is a 
collection of routines which perform protocol parsing. 

The RTP interfaces to the Real Time Kernel in order to 

10 perform RTP initialization, to be scheduled in order to 

parse frames, to free frames, to obtain and send an ITM 

to another task; and to report fatal errors. The RTP is 

invoked by the scheduler when there is at least one frame 

to parse. The appropriate parse routines are executed 

15 per frame. Each parse routine invokes the next level 
parse routine or,decides that parsing is done. 

Termination of the parse occurs on an error or when the 

frame has been completely parsed. 

Each parse routine is a separately compilable 
20 module. rn general, parse routines share very little 

data. Each knows where to begin parsing in the frame and 

the length of the data remaining in the frame. 

The following is a list of the parse routines that 
are available within RTP for parsing the different · 

25 protocols at the various layers. 

30 

35 

Data Link Layer Parse - rtp_dll_parse: 

This routine handles Ethernet, IEEE 802.3, IEEE 
802.2, and SNAP~ See RFC 1010, Assigned Numbers 

for a description of SNAP (Subnetwork Access 

Protocol). 
' 

Address Resolution Protocol Parse- rtp_arp_pars~. 

ARP is parsed as specified in RFC 826. 

Internet Protocol Parse - rtp_ip_parse 
IP Version 4 is parsed as specified in RFC 791 as 

amended by RFC 950, RFC 919, and RFC 922. 
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Internet Control Messa9e Protocol Parse - rtp_icmp_parse 
XCMP is parsed as specified in RFC 792. 

Unit Data Protocol Parse - rtp_udp_parse 
UOP is parsed as specified in RFC 768. 

5 Transmission Control Protocol Parse - rtp_tcp_parse 

TCP is parsed as specified in RFC 793. 

Simple Mail Transfer Protocol Parse - rtp_smtp_parse 

SMTP is parsed as specified in RFC 821. 

File Transfer Protocol Parse - rtp_ftp_parse 

10 FTP is parsed as specified in RFC 959. 

Telnet Protocol Parse - rtp_telnet_parse ' 

The Telnet protocol is parsed as specified in RFC 

854. 

Network File System Protocol Parse - rpt_nfs_parse 

15 The NFS protocol is parsed as specified in RFC 

1094. 

The RTP calls routines supplied by STATS to look 

up data structures. By callinq these lookup routines, 

qlobal pointers to data structures are ~et up. Following 

20 are examples of the pointers to statistics data 

structures that are set up when parse routines call 

Statistics module lookup routines. 

25 

30 

mac_seqment, mac_dst_segment, mac_this_seqment, 

mac_src, mac_dst, mac_dialog 

ip_src_seqment, ip_dst_seqment, ip_this_seqment, 

ip_src, ip_dst, ip_dialoq 

tcp_src_seqment, tcp_dst_seqment, 

tcp_this_seqment, 

tcp_src, tcp_dst, tcp_src_socket, tcp_dst_socket, 

tcp_connection 

The mac_src and mac_dst routines return pointers 

to the data structures within STATS for the source MAC 

address and the destination MAC address, respectively. 

The lookup_mac_dialoq routine returns a pointer to the 

35 data structure within STATS for the dialoq between the 

• 
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two nodes on the MAC layer. The other STATS routines 
supply similar pointers for data structures relevant to 

other protocols. 

The RTP routines are aware of the names of the 

5 statistics that must be manipulated within the data base 

(e.g. frames, bytes) but are not aware of the structure 

of the data. When a statistic is to be manipulated, the 
RTP routine invokes a macro which manipulates the 

appropriate statistics in data structures. The macros 

10 use the global pointers which were.set up during the 

lookup process described above. 

After a frame has been parsed (whether the parse 

was successful or not), the RTP routine examines the 

destination mac and ip addresses. If either of the 

15 addresses is that of the Network Monitor, RTP obtains a 

low priority ITM, initializes it, and sends the ITM to 

the MTM task. one of the fields of the ITM contains the 
address of the buffer containing the frame. 

The RTP must hand some received frames to the EM 

20 in order to accomplish the autotopoloqy function 

(described later). After a frame has been parsed 
(whether the parse was successful or not), the RTP 

routine examines the source mac and ip addresses. If 
either of the addresses is that of another Network· 

25 Monitor, RTP obtains a low priority ITM, initializes it 
· and sends the ITM to the EM task. The address data 

structure (in particular, the flags field of the parse 

control record).within STATS for the MAC or the IP 

address indicates whether the source address is that of 

~ 30 another Network Monitor. one of the fields of the ITM 

contains the address of the buffer containing th~ frame. 

The RTP receives traffic frames from the network 

for analysis. RTP operation may be modified by sending 

control messages to the Monitor. RTP first parses these 

35 messages, then detects that the messages are .destined for 
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the Monitor and passes them to the MTM task. Parameters 

which affect RTP operation may be changed by such control 

messages. 

The general operation of the RTP upon receipt of a 

5 traffic frame is a:·s follows: 

l.O 

l.5 

Get next frame from input queue 

get address records for these stations 

For each level of active parsing 
{ 

get pointer to start of protocol·header 

call layer parse routine 

determine protocol at next level 
set pointer to start of next layer protocol 

}end of frame parsing 

if this is a monitor command add to MTM input 

queue 

if this frame is from another monitor, pass 

to EM 

check for overload -if yes tell control 
20 The State Kachine: 

In the described embodiment, the state machine 

determines and keeps state for both addresses of all TCP 

connections~ TCP is a connection oriented transport 

protocol, and TCP clearly defines the connection in terms 

25 of states of the connection. There are other protocols 

which do not explicitly define the communication in terms 

of state, e.g. connectionless protocols such as NFS. 

Nevertheless, even in the connectionless protocols there 

is implicitly the concept of state because there is an 

30 expected order to the events which will occur during the 

course of the communication. That is, at the very least, 

one can identify a beginning and an end of the 

communication, and usually some sequence of_events which 

will occur during the course of the communication. Thus, 
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even though the-described embodiment involves a 

connection oriented protocol, the principles are 
applicable to many connectionless protocols or for that 

matter any protocol for which one can identify a 

5 beginning and an end to the communication under that 

protocol. 

Whenever a TCP packet is detected, the RTP parses 

the information for that layer to identify the event 

associated with that packet. It then passes the 

10 identified event along with the dialog identifier to the 

state machine. For each address of the two parties to 

the communication, the state machine determines what the 

current state of the node is. The code within the state 

machine determines the state of a connection based upon a 

15 set of rules that are illustrated by the event/state 
table shown in Fig. 8. 

The interpretation of the event/state table is as 

follows. The top row of the table identifies the six 
possible states of a TCP connection. These states are 

20 not the states defined in the TCP protocol specification. 

The left most column identifies the eight events which 

may occur during the course of a connection. Within the 

table is an array of boxes, each of which sit~ a~ the 

intersection of a particular event/state combination. 

25 Each box specifies the actions taken by the state machine 

if the identified event occurs while the connection is in 

the identified state. When the state machine receives a 

new event, it may perform three types of action. It may 

change the recorded state for the node. The state to 

30 which the node is changed is specified by the S="STATE" 
entry located at the top of the box. It may inc!ement or 

decrement the appropriate counters to record the 

information relevant to that event's occurrence. (In the 

table, incrementing and decrementing are signified by the 

35 ++ and the -- symbols, respectively, located after the 
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identity of the variab~e being updated.) Or the state 
machine may take other actions such as those specified in 
the table as start close timer, Look for Data State, or 

. - - -
Look_at_History (to be described shortly). The 

5 particular actions·which the state machine takes are 
spe~ified i~ each box. An empty box indicates that no 
action is taken for that particular event/state 
combination. Note, however, that the occurrence of an 

event is also likely to have caused the update of 
10 statistics within STATS, if not by the state machine, 

then by some other part of the RTP. Also note that it 

may be desirable to have the state machine record other 

events, in which case the state table would be modified 

to identify those other actions. 

15 Two events appearing on the table deserve further 
explanation, namely, c~ose timer expires and i·nactivity 

timer expires. The close timer, which is specified by 
TCP, is started at the end of a connection and it 

establishes a period during which any o~d packets for the 

20 connection which are received are thrown away (i.e., 

ignored). The inactivity timer is not specified by TCP 

but rather is part of the Network Monitor's resource 

management functions. Since keeping statistics for 

dia~ogs (especially old dialogs) consumes resources, it 

25 is desirable to recycle resources for a dialog if no 

activity has been seen for some period of time. The 

inactivity timer provides the mechanism for accomplishing 

this. It is restarted each time an event for the 

connection is received. If the inactivity timer expires 

30 (i.e., if no event is received before the timer period 

ends), the connection is assumed to have gone inactive 

and all of the resources associated with the dialog are 

recycled. This involves freeing them up for use by other 

dialogs. 
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· The other states and events within the table 
differ from but are consistent with the definitions 

provided by TCP and should be self evident in view of 
that protocol specification. 

5 The event/state-table can be read as foll~ws. 

Assume, for example, that node 1 is in DATA state and the 

RTP receives another packet from node 1 which it 
determines to be a TCP FIN packet. Accordinq to the 

entry in the table at the intersection of FIN/DATA (i.e., 

10 event/state), the state machine sets the state of the 

connection for node 1 to CLOSING, it decrements the 

active connections counter and it starts the close timer. 

When the close timer expires, assuminq no other events 

over that connection have occurred, the state machine 
15 sets node l's state to CLOSED and it starts the 

inactivity time~. If the RTP sends another SYN packet to 

reinitiate a new connection before the inactive timer 
expires, the state machine sets node 1's state to 
CONNECTING (see the SYN/CLOSED entry) and it increments 

20 an after close counter. 

When a connection is first seen, the Network 

Monitor sets the state of both ends of the connection to 
UNKNOWN state. If some number of data and acknowledgment 

frames are seen from both connection ends, the states of 

25 the connection ends may be promoted to DATA state. The 

connection history is searched to make this determination 
as will be described shortly. 

Referrinq to Figs. 9a-b, within STATS there is a 

history data structure 200 which the state machine uses 

30 to remember the curren~ state of the connection, the 
state of each of the nodes participating in the . 

connection and a short history of state related 

, information. History data structure 200 is identified by 

a state_pointer found at the end of the associated dialog 
35 statistics data structure in STATS (see Fig. 7c). Within 
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history data structure 200, the state machine records the 
current state of node 1 (field 202), the current state of 

node 2 (field 206) and oth~r data relating to the 

corresponding node (fields 204 and 208) •. The other data 

5 includes, for example, the window ·size for the receive 
and transmit communications, the last detected sequence 
numbers for the data and acknowledgment frames, and other 

data transfer information. 

History data structure 200 also includes a history 

10 table (field 212) for storing a short history of events 

which have occurred over the connection and it includes 

an index to the next entry within the history table for 

storing the information about the next received event 

(field 210). The history table is implemented as a 

15 circular buffer which includes sufficient memory to 

store, for example, 16 records. Each record, shown in 

Fig. 9b, stores the state of the node when the event was 

detected (field 218), the event which was detected (i.e., 

received) (field 220), the data field l$nqth (field 222), 

20 the sequence number (field 224), the acknowledgment 

sequence number (field 226) and the identity of the 

initiator of the event, i.e., either node 1 or node 2 or 

0 if neither (field 228). 

Though the Network Monitor operates in a 

25 promiscuous mode, it may occasionally fail to detect or 

it may, due to overload, lose a packet within a 

communication. If this occurs the state machine may not 

be able to accurately determine the state of the 

connection upon receipt of the next event. The problem 

30 is evidenced by the fact that the next event is not what 

was expected. When this occurs, the state machine tries 
to recover state by relying on state history information 

stored in the history table in field 212 to deduce what 

the state is. To deduce the current state from 

35 historical information, the state machine uses one or the 
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two previously mentioned routines, namely, 
Look_for_Data_State and Look_at_History. 

Referring to Fig. 10, Look_for_Data_State routine 

230 searches back through the history one record at a 

5 time until it finds evidence that the current state is 

' DATA state or until it reaches the end of the circular 

buffer (step 232). Routine 230 detects the existence of 
DATA state by determining whether node 1 and node 2 each 

have had at least two data events or two acknowledgment 

10 combinations with no intervening connect, disconnect or 
abort events (step 234). If such a sequence of events is 

found within the history, routine 230 enters both node 1 

and node 2 into DATA state (step 236), it increments the 

active connections counter (step 238) and then it calls a 

15 Look_for_Initiator routine to look for the initiator of 

the connection ($tep 240). If such a pattern of events 

is not found within the history, routine 230 returns 

without changing the state for the node (step 242). 

As shown in Fig. 11, Look_for_Initiator routine 
20 240 also searches back through the history to detect a 

telltale event pattern which identifies the actual 

initiator of the connection (step 244). More 

specifically, routine 240 determines whether nodes 1 and 

2 each sent connect-related packets. If they did, 

25 routine 240 identifies the initiator as the first node to 

send a connect-related packet (step 246). If the search 

is not successful, the identity of the connection 

initiator remains unknown (step 248). 

The Look at History routine is called to check 

30 back through the history to determine whether d~ta 

transmissions have been repeated. In the case of 

retransmissions, the routine calls a 

Look_for_Retransmission routine 250, the operation of 

which is shown in Fig. 12. Routine 250 searches back 

35 through the history (step 252) and checks whether the 
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same initiator node has sent data twice (step 254). It 
detects this by comparing the current sequence number of 

the packet as provided by the RTP with the sequence 
numbers ~f data packets that were previously sent as 

5 reported in the history table. If a retransmission is 

spotted, the retransmission counter in the dialoq 

statistics data structure of STATS is incremented (step 

256). If the sequence number is not found within the 
history table, indicating that the received packet does 

10 not represent a retransmission, the retransmission 

counter is not incremented (step 258). 

Other statistics such as Window probes and keep 

alives may also be detected by looking at the received 

frame, data transfer variables, and, if necessary, the 

15 history. 

Even if frames are missed by the Network Monitor, 

because it is not directly "shadowing• the connection, 
the Network Monitor still keeps useful statistics about 

the connection. If inconsistencies are detected the 

20 Network Monitor counts them and, where appropriate, drops 

back to UNKNOWN state. Then, the Network Monitor waits 
for the connection to stabilize or deteriorate so that it 

can again determine the appropriate state based upon the, 

history table. 

25 Principal Transactions of Network Monitor M9dules: 

The transactions which represent the major portion 

of the processing load within the Monitor, include 

monitoring, actions on threshold alarms, processing 

database get/set requests from the Management 

30 Workstation, and processing monitor control requests from 
the Management Workstation. Each of these mechanisms 

will now be briefly described. 

Monitoring involves the message sequence shown in 

Fig. 13. In that figure, as in the other figures 

35 involving message sequences, the numbers under the 
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heading SEQ. identify .the major steps in the sequence. 
The following steps occur: 

1. ISR puts Received traffic frame .ITM on RTP input 
queue 

2. 

3. 

4. 

5. 

request address of pertinent data structure from 

STATS (get parse control record for this station) 

pass pointer to RTP 
update statistical objects by call to statistical 

update routine in STATS using pointer to pertinent 

data structure 

parse completed - release buffers 

The major steps which follow a statistics 

threshold event (i.e., an alarm event) are sho~ t~ Fi~. 

14. The steps are as follows: 

15 1. statistical object update causes threshold alarm 

20 

2. STATS generates threshold event ITM to event 
manager (EM) 

3. look up appropriate action for this event 

4. 

5. 

perform local event processing 

generate network alarm ITM to MTM Xmit (if 

required) 

6. format network alarm trap for Workstation from 

event manager data 

7. send alarm to Workstation 

25 The major steps in processing of a database update 

30 

35 

request (i.e., a get/set request) from the Management 

Workstation are shown in Fig. 15. The steps are as 

follows: 

1. 

2. 

3. 

LAN ISR receives frame from network and passes it 

to RTP for parsing 

RTP parses frame as for any other traffip on 

seqment. 
RTP detects frame is for monitor and sends 
received Workstation message over LAN ITM to MTM 

Recv. 
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4. MTM Recv proce~ses protocol stack. 
5. MTM Recv sends database update request ITM to EM. 
6. EM calls STATS to do database read or database 

write with ~ppropriate IMPB 
7. STATS performs database access and returns 

response to EM. 
8. EM encodes response to Workstation ana sends 

database update response ITM to MTM Xmit 

9. MTM Xmit transmits. 

The major steps in processing of a monitor control 

request from the Management Workstation are shown in Fig. 
~6. The steps are as follows: 

1. Lan ISR receives frame from network and passes 
received frame ITM to RTP for parsing. 

2. RTP parses frame as for any other traffic on 
seqment. 

3. RTP detects frame is for monitor and sends 

4. 

received workstation message over LAN ITM to MTM 
Recv. 
MTM Recv processes protocol stack and decodes 
workstation command. 

5. MTM Recv sends request ITM to EM. 
6. EM calls Control with monitor control IMPB. 
7. control performs requested operation and generates 

response to EM. 
ts. EM sends database update response ITM to MTM Y~it. 

9. MTM Xmit encodes response to Workstation and 
transmits. 

The Monitor/Workstation Interface: 

30 The interface between the Monitor and the 

35 

Management Workstation is based on the SNMP definition 

(RFC 1089 SNMP; RFC 1065 SMI; RFC 1066 SNMP MIB - Note: 
RFC means Request for comments). All five SNMP PDU types 
are supported: 

get-request 
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5 The SNMP MIB extensions are designed such that where 

possible a user request for data maps to a single complex 

MIB object. In this manner, the get-request is simple 
and concise to create, and the response should contain 

all the data necessary to build the screen. Thus, if the 

10 user requests the IP statistics for a segment this maps 

to an IP Segment Group. 

The data in the Monitor is keyed by addresses 

(MAC, IP) and port numbers (telnet, FTP). The user may 

, wish to relate his data to physical nodes entered into 

15 the network map. The mapping of addresses to physical 
nodes is contro~led by the user (with support from the 

Management Workstation system where possible) and the 

Workstation retains this information so that when a user 

requests data for node 'Joe• the Workstation asks the 

20 Monitor for the data for the appropriate address(es). 

The node to address mapping need not be one to one. 

Loading and dumping of monitors uses TFTP (Trivial 

File Transfer Protocol). This operates over UDP as does 

SNMP. The Monitor to Workstation interface follows the 

25 SNMP philosophy of operating primarily in a polled mode. 

The Workstation acts as the master and polls the Monitor 

slaves for data on a regular (configurable) basis. 
The information communicated by the SNMP is 

represented according to that subset of ASN.1 (ISO 8824 

30 Specification of ASN.1) defined in the Internet standard 

structure of Management Information (SMI- RFC 1065). 

The subset of the standard Management Information Base 

(MIB) (RFC 1066 SNMP MIB) which is supported by the 

Workstation is defined in Appendix III. The added value 

35 provided by the Workstation is encoded as enterprise 
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specific extensions to the MIB as defined in Appendix IV. 
The format for these extensions follows the SMI 

recomendations for object identifiers so that the 

Workstation extensions fall in the subtree 

5 1.3.6.1.4.1.x.l. where x is an enterprise specific node 

identifier assigned by the IAB. 

Appendix V is a summary of the network variables 

for which data is collected by the Monitor for the 
extended KIB and which can be retrieved by the 

10 Workstation. The summary includes short decriptions of 

the meaning and significance of the variables, where 

appropriate. 

The MAnagement Workstation: 

The Management Workstation is a SUN Sparcstation 

15 (also referred to as a Sun) available from Sun· 

Microsystems, Inc. It is running the Sun flavor of Unix 

and uses the- Open Look Graphical User Interface (GUI) and 

the SunNet Manager as the base system. The options 

required are those to run SunNet Manager with some 

20 additional disk storage requireaent. 

The network is represented by a loqical map 

illustrating the network components and the relationships 

between them, as shown in Fig. 17. A hierarchical 

network map is supported with navigation through the 

25 layers of the hierarchy, as provided by SNM. The 

Management Workstation determines the topoloqy of the 

network and informs the user of the network objects and 

their connectivity so that he can create a network map. 

To assist with the map creation process, the Management 

30 Workstation attempts to determine the stations connected 

to each LAN segment to which a Monitor is attached. 

Automatic determination of segment topology by detecting 

stations is performed using the autotopoloqy algorithms 

as described in copending u.s. Patent Application S.N. 

35 ***, *** entitled 11Automatic Topology Monitor for Multi-

·•·. 
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Segment Local Area Network .. filed on January 14, 1991 

(Attorney Docket No. 13283-NE.APP), incorporated herein 
by reference. 

In normal operation, each station in the network 

5 is monitored by a single Monitor that is located on its 

local segment. The initial determination of the Monitor 

responsible for a station is based on the results of the 
autotopoloqy mechanism. The user may override this 

initial default if required. 

10 The user is informed of new stations appearing on 

any segment in the network via the alarm mechanism. As 

for other alarms, the user may select whether stations 

appearing on and disappearing from the network segment 

generate alarms and may modify the times used in the 

15 aging algorithms. When a new node alarm occurs, the user 

must add the ne~ alarm to the map using the SNM tools. 

In this manner, the SNM system becomes aware of the 

nodes. 
The sequence of events following the detection of 

20 a new node is: 

25 

30 

2. 

the location of the node is determined 

automatically for the user. 

the Monitor generates an alarm for tne 
user indicating the new node and providing 

some or all of the following information: 

mac address of node 

ip address of node 

segment that the node is believed to 

be 

located on 

Monitor to be responsible for the 

node 
3. the user must select the segment and add 

the node manually using the SNM editor 
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4. The update to the SNM database will be 
detected and the file reread. The 
Workstation database is reconstructed and 
~he parse control records for the Monitors 

5 updated if required. 
s. The Monitor responsible for the new node 

has its parse control record updated via 
SNMP set request(s). 
An internal record of new nodes is required for 

10 the autotopology. When a new node is reported by a 

Network Monitor, the Management Workstation needs to have 

the previous location information in order to kriow which 
Network Monitors to involve in autotopology. For 

example, two nodes with the same IP address may exist in 
15 separate segments of the network. The history makes 

possible the correlation of the addresses and it makes 

possible duplicate address detection. 
Before a new Monitor can communicate with the 

Management Workstation via SNMP it nee~s to be added to 
20 the SNK system files. AS the SNM files are cached in the 

database, the file must be updated and the SNM system 

forced to reread it. 
Thus, on the detection of a new Monitor the 

following events need to occur in order to add the 

25 Monitor to the Workstation: 

30 

35 

1. The Monitor issues a trap to the 

Management Workstation software and 

requests code to be loaded from the sun 
Microsystems boot/load server. 

2. 

3. 

The code load fails as the Monitor is not 

known to the unix networking software at 
this. time. 

The Workstation confirms that the new 
Monitor does not exceed the configured 

system limits (e.g. 5 Monitors per 
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Workstation) and terminates the 
initialization sequence if limits are 
exceeded. An alarm is issued to the user 

indicatinq the presence of the new Monitor 
and whether it can be support_ed. 

The user adds the Monitor to the 

SNMP.HOSTS file of the SNM system, to the 
etc/hosts file of the Unix networkinq 
system and to the SNM map. 

When the files have been updated the user 

resets the Monitor usinq the set tool 
(described later). 

The Monitor again issues a trap to the 

Management Workstation software and 
requests code to be loaded from the sun 

boot/loap server. 

The code load takes place and the Monitor 

issues a trap requestinq data from the 

Manaqement Workstation. 
The Monitor data is issued using SNMP set 
requests. 

Note that on receiving the set request, the SNMP proxy 

' rereads in the (updated) SNMP.HOSTS file which now 

includes the new Monitor. Also note that the SNMP hosts 

25 file need only -contain the Monitors, not the entire list 

of nodes in the system. 
9. on completion of the set request(s) the Monitor 

run command is issued by the Workstation to bring 

the Monitor on line. 
30 The user is responsible for entering data into the 

SNM database manually.· During operation, the Workstation 

monitors the file write date for the SNM database. When 

this is different from the last date read, the SNM 

database is reread and the Workstation database 

35 reconstructed. In this manner, user updates to the SNM 
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database are incorporated into the Workstation database 
as quickly as possible without need for the user to take 

any action. 
When the Workstation is loaded, the database is 

5 created from the data in the SNM file system (which the 
user has possibly updated). This data is checked for 

consistency and for conformance to the limits imposed by 
the Workstation at this time and a warninq is qenerated 
to the user if any prob1ems are seen. If the data errors 

~o are minor the system continues operation; if they are 

fatal the user is asked to correct them and Workstation 

operation terminates. 

The monitorinq functions of the Manaqement 

Workstation are provided as an extension to the SNM 

~5 system. They consist of additional display tools (i.e., 

summary tool, values tool, and set tool) which the user 

invokes to access the Monitor options and a Workstation 

event loq in which all alarms are recorded. 

As a result of the monitoring p~ocess, the Monitor 

20 makes a larqe number of statistics available to the 

operator. These are available for examination via the 

Workstation tools that are provided. In addition, the 

Monitor statistics (or a selected subset thereof) can be 
made visible to any SNMP manager by providi~g it with 

25 knowledge of the extended MIB. A description of the 

statistics maintained are described elswhere. 

Network event statistics are maintained on a per 

network, per seqment and per node basis. Within a node, 

statistics are maintained on a per address (as 

30 appropriate to the protocol layer - IP address, port 

number, .•• ) and per connection basis. Per network 

statistics are always derived by the Workstation from the 

per segment variables maintained by the Monitors. 

3uba~t~ ot the basic statistics are maintained on a node 

35 to node and segment to segment basis. 
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If the user requests displays of segment to 
segment traffic, the Workstation calculates this data as 
follows. The inter segment traffic is derived from the 

node to node statistics for the intersecting set of 
5 nodes. Thus, if segment A has nodes 1, 2, and 3 and 

segment B has nodes 20, 21, and 22, then summing the node 

· to node traffic for 
1 -> 20,21,22 
2 -> 20,.21,22 

10 3 -> 20~21,22 

produces the required result. on-LAN/off-LAN traffic for 
segments is calculated by a simply summinq node to node 
traffic for all stations on the LAN and then subtracting 
this from total segment counts. 

15 Alarms are reported to the user in the following 
ways: 

1. Alarms received are logged in a Workstation loq. 
2. The node which the alarm relates to is highlighted 

on the map. 
20 3. The node status change is propaqated up through 

the (map) hierarchy to support the case where the 
node is not visible on the ~creen. This is as 

. provided by SNM. 
summary Tool 

25 After the user has selected an object from the map 
and invokes the display tools, the summary tool qenerates 
the user•s initial screen at the Management Workstation. 
It presents a set of statistical data selected to give an 

overview of the operational status of the object (e.g., a 
30 selected node or segment). The Workstation polls the 

Monitor for the data required by the SUmmary Tool di$play 

screens. 
The Summary Tool displays a basic summary tool 

screen such as is shown in Fig. 18. The summary tool 
35 screen has three panels, namely, a control panel 602, a 
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values panel 604, and_a dialogs panel 606. The control 

panel includes the indicated mouse activated bottons. 
The functions of each of the buttons is as follows. The 

file button invokes a traditional file menu. The view 

5 button invokes a view menu which -allows the user to 

modify or tailor the visual protperties of the tool. The 

properties button invokes a properties menu containing 

choices for viewing and sometimes modifying the 

properties of objects. -The tools button invokes a tools 

10 menu which provides access to the other Workstation 

tools, e.g. Values Tool. 

The Update Interval field allows the user to 

specify the frequency at which the displayed statistics 

are updated by polling the Monitor. The Update Once 

15 button enables the user to retrieve a single screen 

update. When the Update Once button is invoked not only 

is the screen updated but the update interval is 

automatically set to "none". 

The type field enables the user to specify the 
' 

20 type of network objects on which to operate, i.e., 

seqment or node. 

The name button invokes a pop up menu containing 

an alphabetical list of all network objects of the type 

selected and apply and reset buttons. The required name 

25 can then be selected from the (scrolling) list and it 

will be entered in the name field of the summary tool 

when the apply button is invoked. Alternatively, the 

user may enter the name directly in the summary tool name 

field. 

30 The protocol button invokes a pop up menu which 

provides an exclusive set of protocol layers which the 

user may select. Selection of a layer copies the layer 

name into the displayed field of the summary tool when 

the apply operation is invoked. An example of a protocol 

35 selection menu is shown in Fig. 19. It displays the 
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available protocols in. the form of a protocol tree with 
multiple protocol familes. The protocol sel~ction is two 
dimensional. That is, the user first selects the 
protocol family and then the particular layer within that 

5 family. 
As indicated by the protocol trees shown in Fig. 

19, the capabilities of the Monitor can be readily 
extended to handle other protocol families. The 

particular ones which are implemented depend upon the 

10 needs of the particular network environment in which the 
Monitor will operate. 

The user invokes the apply button to indicate that 
the selection process is complete and the type, name, 

protocol, etc. should be applied. This then updates the 

15 screen using the new parameter set that the user 
selected. The ~eset button is used to undo the 
selections and restore them to their values at the last 
apply operation. 

The set of statistics for the selected parameter 

20 set is displayed in values panel 604. The members of the 

sets differ depending upon, for example, what protocol 
was selected. Figs. 20a-g present examples of the types 

of statistical variables which are displayed for the OLL, 
IP, UDP, TCP, ICMP, NFS, and ARP/RARP protocols, 

25 respectively. The meaning of the values display fields 
are described in Appendix I, attached hereto. 

Dialogs panel 606 contains a display of the 
connection statistics for all protocols for a selected 

node. Within the Management Workstation, connection 
30 lists are maintained per node, per supported protocol. 

'• 

When connections are displayed, they are sorted on "Last 

seen11 with the most current displayed first. A single 

list returned from the Monitor contains all current 

connection. For TCP, however, each connection also. 

35 contains a state and TCP connections are displayed as 
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Past and Present based upon the returned state of the 
connection. For certain dialogs, such as TCP and NFS 
over UDP, there is an associated direction to the dialog, 

i.e., from the initiator (source) to the receiver (sink). 

5 For these dialogs, ·the direction is identified in a DIR. 
field. A sample of information that is displayed in 

dialogs panel 606 is presented in Fig. 21 for current 

connections. 
Values Tool 

10 The values tool provides the user with the ability 

to look at the statistical database for a network object 

in detail. When the user invokes this tool, he may 

select a basic data screen containing a rate values panel 

620, a count values panel 622 and a protocols seen panel 

15 626, as shown in Fig. 22, or he may select a traffic 

matrix screen 628, as illustrated in Fig. 23. 
In rate values and count values panels 620 and 

622, value tools presents the monitored rate and count 
statistics, respectively, for a selecte~ protocol. The 

20 parameters which are displayed for the different 
protocols (i.e., different groups) are listed in Appendix 

II. In general, a data element that is being displayed 
for a node shows up in three rows, namely, a total for 

the data element, the number into the data element, and 

25 the number out of the data element. Any exceptions to 

this are identified in Appendix II. Data elements that 

are-displayed for segments, are presented as totals only, 

with no distinction between RX and Tx. 
When invoked the Values Tool displays a primary 

30 screen to the user. The primary screen contains what is 

considered to be the most significant information .for the 

selected object. The user can view other information for 

the object (i.e., the statistics for the other 
parameters} by.scrolling down. 
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The displayed !~formation for the count values and 
rate values panels 620 and 622 includes the following. 
An alarm field reports whether an alarm ~s currently 

active for this item. It displays as "*" if active alarm 
5 is present. A current Value/Rate field reports the 

current rate or the value of the counter used to qenerate 

threshold alarms for this item. This is reset following 
each threshold trigger and thus gives an idea of how 

close to an alarm threshold the variable is. A Typical 

10 Value field reports what this item could be expected to 

read in a "normal" operating situation. This field is 
filled in for those items where this is predictable and 

useful. It is maintained in the Workstation database and 

is modifiable by the user using the set tool. An 

15 Accumulated Count field reports the current accumulated 
value of the ite~ or the current rate. A Max Value field 
reports the highest value recently seen for the item. 
This value is reset at intervals defined by a user 

adjustable parameter {default 30 minutes).· This is not a 
20 rollinq cycle but rather represents the highest value 

since it was reset which may be from 1 to 30 minutes ago 

(for a rest period of 30 minutes). It is used only for 
rates. A Min Value field reports the lowest value 

recently seen for the item. This operates in the same 

25 manner as Max Value field and is used only for rates. 
A Percent (%) field reports only for the following 

variables: 
off seq counts: 

lOO(in count 1 tptal off seq count) 

30 lOO(out count I total off seq count) 

35 

100 (transit count 1 total·. off seq count) 
100(local count 1 total off seg count) 

off seq rates 
lOO(transit rate 1 total off seg rate), etc. 

protocols 
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100(frame rate this protoco~ I total frame 

rate) 
On the right half of the basic display, there the 

fo~lowing addtional fields: a High Threshold field and a 
5 Sample period for ·rates fie~d. 

set Tool 

The set tool provides the user with the ability to 

modify the parameters controling the operation of the 

Monitors and the Management Workstation. These 

10 parameters affect both user interface displays and the 

actual operation of the Monitors. The parameters which 

can be operated on by the set tool can be divided into 

the following categories: alarm thresholds, monitoring 

control, segment Monitor administration, and typical 

15 values. 

The monitoring control variables specify the 

actions of the segment Monitors and each Monitor can have 

a distinct set of control variables (e.g., the parse 

control records that are described else~here). The user 

20 is able to define those nodes, segments, dialogs and 

protocols in which he is interested so as to make the 

best use of memory space available for data storage. 

This mechanism allows for load sharing, where mulitple 

Monitors on the same segment can divide ~p the total 

25 number of network objects which are to be monitored so 

that no duplication of effort between them takes place. 

The monitor administration variables allow the 

user to modify the operation of the segment Monitor in a 

more direct manner than the monitoring control variables. 

30 Using the set tool, the user can perform those operations 

such as reset, time chanqes etc. which are normally the 

preroqative of a system administrator. 

Note that the above descriptions of the tools 

available through the Manaqement Workstation are not 

35 meant to imply that other choices may not be made 
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regarding the particular information which is displayed 
and the manner in which it is displayed. 
Adaptiyely setting Network Monitor Thresholds: 

The Workstation sets the thresholds in the Network 

5 Monitor based upon the performance of the system as 

observed over an extended period of time. That is, the 

Workstation periodically samples the output of the 
Network Monitors and assembles a model of a normally 

functioninq network. Then, the Workstation sets th~_ 

10 thresholds in the Network Monitors based upon that model. 
If the observation period is chosen to be long enough and 

since the model represents the "average" of the network 

performance over the observation period, temporary 

undesired deviations from normal behavior are smoothed 

15 out over time and model tends to accurately reflect 

normal network behavior. 

Referring the Fig. 24, the details of the training 

procedure for adaptively setting the Network Monitor 
thresholds are as follows. To begin training, the 

20 Workstation sends a start learning command to the Network 

Monitors from which performance data is desired (step 

302). The start learning command disables the thresholds 

within the Network Monitor and causes the Network Monitor 

to periodically send data for a predefined set of network 

25 parameters to the Management Workstation. (Disabling the 
thresholds, however, is not necessary. One could have 

the learning mode operational in parallel with monitoring 

using existing thresholds.) The set of parameters may be 

any or all of the previously mentioned parameters for 

30 which thresholds are or may be defined. 
Throughout the.learninq period, the Netw~rk 

Monitor sends "snapshots" of the network's performance to 

the Workstation which, in turn, stores the data in a 

performance history database 306 {step 304). The network 

35 manager sets the length of the learning period. 
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Typica11y, it shou1d be 1ong enough to include the fu11 
range of load conditions that the network experiences so 

that a representative performance history is generated. 

It should also be long enough so that short periods of 
5 overload or faulty behavior do not ·distort the resulting 

averages. 

After the learning period has expired, the network 

manager, through the Management Workstation, sends a stop 

learning command to the Monitor (step 308). The Monitor 

10 ceases automatically sending further performance data 

updates to the Workstation and the Workstation processes 

the data in its performance history database (step 310). 

The processing may involve simply computing averages for 

the parameters of interest or it may involve more 

15 sophisticated statistical analysis of the datal such as 

computing means, standard deviations, maximum and minimum 

values, or using curve fitting to compute rates and other 
~ertinent p~rameter values. 

After the Workstation has statistically analyzed 
' 

20 the performance data, it computes a new set of thresholds 

for the relevant performance parameters (step 312). To 

do this, it uses formulas which are appropriate to the 

particular parameter for which a threshold is being 

computed. That is, if the parameter is one for which one 

25 would expect to see wide variations in its value during 

network monitoring, then the threshold should be set high 

enough so that the normal expected variations do not 

trigger alarms. on the other hand, if the parameter is 

of a type for which only small variations are expected 

30 and larger variations indicate a problem, then the 

threshold should be set to a value that is close to the 

average observed value. Examples of formulae which may 

be used to compute thresholds are: 

* Highest value seen during learning period; 
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* Highest value seen during learning period + 

lOt; 
* Highest value seen during learning period + 

sot; 

* Highest value seen during learning period + 

user-defined percent; 

* Any value of the parameter other than zero; 

* Average value seen during learning period + 
sot; and 

* Average value seen during learning period + 
user-defined percent. 

As should be evident from these examples, there is a 

broad range of possibilities regarding how to compute a 

particular threshold •. The choice, however, should 

15 reflect the parameter's importance in signaling serious 
network problem~ and its normal expected behavior (as may 

be evidenced from the performance history acquired for 

the parameter during the learning mode). 

After the thresholds are computed, the workstation 
20 loads them into the Monitor and instructs the Monitor to 

revert to·normal monitoring using the new thresholds 

(step 314). 

This procedure provides a mechanism enabling the 
network manager to adaptively reset thresholds in 

25 response to changing conditions on the network, shifting 

usage patterns and evolving network topology. As the 

network changes over time, the network manager merely 

invokes the adaptive threshold setting feature and 

updates the thresholds to reflect those changes. 
30 The piaqnostic A»alyzer Module: 

The Management Workstation inciudes a diagnostic 
' . 

~ analyzer module which automatically detects and diagnoses 

the existence and cause of certain types of network 

problems. The functions of the diagnostic module may 

35 actually be distributed among the Workstation and the 
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Network Monitors which are active on the network. In 
principle, the diagnostic analyzer module includes the 
following elements for performing its fault detection and 

analysis· functions. 
5 The Management Workstation-contains a reference 

model of a normally operating network. The reference 

model is generated by observing the performance of the 
network over an extended period of time and computing 
averages of the performance statistics that were observed 

10 during the observation period. The reference model 

provides a reference against which future network 

performance can be compared so as to diagnose and analyze 

potential problems. The Network Monitor (in particular, 
the STATS module) includes alarm thresholds on a selected 

15 set of the parameters which it monitors.· Some-of those 

thresholds are set on parameters which tend to be 

indicative of the onset or the presence of particular 

network problems. 
During monitoring, when a Monitor threshold is 

20 exceeded, thereby indicating a potential problem (e.g. in 

a TCP connection), the Network Monitor alerts the 

Workstation by sending an alarm. The Workstation 

notifies the user and presents the user with the option 

of either ignoring the alarm or invoking a diagnostic 

25 algorithm to analyze the problem. If the user invokes 

the diagnostic algorithm, the Workstation compares the 

current performance statistics to its reference model to 

analyze the problem and report its results. (Of course, 

this may also be handled automatically so as to not 

30 require user intervention.) The Workstation obtains the 
data on current performance of the network by retrieving 

the relevant performance statistics from all of the 

segment Network Monitors that may have information useful 
to diagnosing the problem. 
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The details of a specific example involving poor 
TCP connection performance will now be described. This 
example refers to a typical network on which the 
diagnostic analyzer resides·, such as the network 

5 illustrated in Fig. 25. It includes three seqments 

labelled Sl, S2, and S3, a router Rl connecting Sl to S2, 

a router R2 connecting S2 to S3, and at least two nodes, 
node A on Sl which communicates with node B on S3. on 

each segment there is also a Network Monitor 324 to 

10 observe the performance of its seqment in the manner 

described earlier. A Management Workstation 320 is also 

located on Sl and it includes a diagnostic analyzer 

module 322. For this example, the sympton of the network 

problem is degraded peformance of a TCP connection 

15 between Nodes A and B. 

20 

25 

A TCP coqnection problem may manifest itself in a 
number of ways, including, for example, excessively high 

numbers for any of the following: 

errors 

packets with bad sequence numbers 

packets retransmitted 

bytes retransmitted 

out of order packets 

out of order bytes 

packets after window closed 

bytes after window closed 

average and maximum round trip times 
or by an unusually low value for the current window size. 

By setting the appropriate thresholds, the Monitor is 

30 programmed to recognize any one or more of these 

symptons. If any one of of the thresholds is exceeded, 

the Monitor sends an alarm to the Workstation. The 

Workstation is programmed to recognize the particular 

alarm as related to an event which can be further 

35 analyzed by its diagnostic analyzer module 322. Thus, 
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the Workstation presents the user with the option of 

invoking its diagnostic capabilities (or automatically 

invokes the diagnostic capabilities). 

In general terms, when the diagnostic analyzer is 

5 invoked, it looks at the performance data that the 

segment Monitors produce for the two nodes, for the 

dialogs between them and for the links that interconnect 
them a~e co~pares that data_to the reference model for 

the network. If a significant divergence from the 

10 reference model is identified, the diagnostic analyzer 

informs the Workstation (and the user) about the nature 

of the divergence and the likely cause of the problem. 

In conducting the comparison to "normal" network 

performance, the network circuit involved in 

15 co~unications between nodes A and B is decomposed into 

its individual components and diagnostic analysis is 

performed on each link individually in the effort to 

isolate the problem further. 

The overall structure of the diagnostic algorithm 

20 400 is shown in Fig. 26. When invoked for analyzing a 

possible TCP problem between nodes A and B, diagnostic 

analyzer 322 checks for a TCP problem at node A when it 

is acting as a source node (step 402). To perform this 

check, diagnostic algorithm 400 invokes a source node 

25 analyzer algorithm 450 shown in Fig. 27. If a problem is 

identified, the Workstation reports that there is a high 

probability that node A is causing a TCP problem when 

operating as a source node and it reports the results of 

the investigation performed by algorithm 450 (step 404). 

30 If node A does not appear to be ~xperiencing a TCP 

problem when acting as a source node, diagnostic analyzer 

322 checks for evidence of a TCP problem at node B when 

it is acting as a sink node {step 406). To perform thiS 

check, diagnostic algorithm 400 invokes a sink node 

35 analyzer algorithm 470 shown in Fig. 28. If a problem is 
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identified, the Workstation reports that there is a high 
probability that node B is causing a TCP problem when 
operating as a sink node and it reports the results of 
the investigation performed by algorithm 470 (stop ~08}. 

5 Note that source and sink nodes are concepts which 

apply to those dialogs for which a direction of the 

communication can be defined. For example, the source 
node may be the one which initiated the dialog for the 

purpose of sending data to the other node, i.e., the sink 

10 node. 
If _node B does not appear to be experiencing a TCP 

problem when acting as a sink node, diagnostic analyzer 

322 checks for evidence of a TCP problem on the link 

between Node A and Node B (step 410). To perform this 

15 check, diagnostic algorithm 400 invokes a link analysis 

algorithm 550 shown in Fig. 29. If a problem is 

identified, the Workstation reports that there is a high 

probability that a TCP problem exists on the link and it 

reports the results of the investigation performed by 
20 link analysis algorithm 550 (step 412). 

If- the link does not appear to be experiencing a 

TCP problem, diagnostic analyzer 322 checks for evidence 
of a TCP problem at node B when it is acting as a source 

node (step 414). To perform this check, diagnostic 

25 algorithm 400 invokes the previously mentioned source 

algorithm 450 for Node B. If a problem is identified, 
the Workstation reports that there is a medium 

probability that node B is causing a TCP problem when 

operating as a source node and it reports the results of 

30 the investigation performed by algorithm 450 (step 416). 

If node B does not appear to be experienqi~g a TCP 
problem when acting as a source node, diagnostic analyzer 

322 checks for a TCP problem at node A when it is acting 

as a sink node (step 418). To perform this check, 

35 diagnostic algorithm 400 invokes sink node analyzer 
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a1gorithm 470 for Node A. If a problem is identified, 

the Network Monitor reports that there is a medium 
probability that node A is causing a TCP problem when 
operating as a sink node and it reports the results of 

5 the investigation performed by algorithm ·470 (step 420). 

Finally, if node A does not appear to be 

experiencing a TCP problem when acting as a sink node, 

diagnostic analyzer 322 reports that it was not able to 
isolate the cause of a TCP problem (step 422). 

10 The algorithms which are ca1led from within the 

above-described diagnostic algorithm will now be 
described. Referring to Fig. 27, source node analyzer 

algorithm 450 checks whether a particular node is causing 

a TCP problem when operating as a source node. The 

15 strategy is as follows. To determine whether ··a TCP 

problem exists at this node which is the source node for 

the TCP connection, look at other connections for which 

this node is a source. If other TCP connections are 

okay, then there is probably not a prob~em with this 

20 node. This is an easy check with a high probability of 

being correct. If no other good connections exist, then 

look at the lower layers for possible reasons. Start at 

DLL and work up as problems at lower layers are more 

fundamental, i.e., they cause problems at higher layers 

2 5 whereas the reverse is not true. 

In accordance with this approach, algorithm 450 

first determines whether the node is acting as a source 

node in any other TCP connection and, if so, whether the 
other connection is okay (step 452). If the node is 

30 performing satisfactorily as a source node in another TCP 

connection, algorithm 450 reports that there is no 

problem at the source node and returns to diagnostic 

algorithm 400 (step 454). If algorithm 450 cannot 

identify any other TCP connections involving this node 

35 that are ~kay, it moves up through the protocol stack 
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checking each level for a problem. In this case, it then 
checks for DLL problems at the node when it is acting as 

a source node by calling an DLL problem checking routine 

510 (see Fig. 30) (step 456). If a DLL problem is found, 
s that fact is reported (step 458). If no DLL problems are 

found, algorithm 450 checks for an IP problem at the node 

when it is acting as a source by calling an IP problem 
checking routine 490 (see Fig. 31) (step 460). If an IP 

problem is found, that ~act is reported (step 462). If 

10 no IP problems are found, algorithm 450 checks whether 

any other TCP connection in which the node participates 
as a source is not okay (step 464). If another TCP 

connection involving the node exists and it is not okay, 

algorithm 450 reports a TCP problem at the node (step 

15 466). If no other TCP connections where the node is 
acting as a source node can be found, algorithm 450 

exits. 

Referring to Fig. 28, sink node analyzer algorithm 
470 checks whether a particular node is causinq a TCP 

20 problem when operatinq as a sink node. It first 

determines whether the node is acting as a sink node in 

any other TCP connection and, if so, whether the other 

connection is okay (step 472}. If the node is performing 
satisfactorily as a sink node in another TCP connection, 

25 algorithm 470 reports that there is no problem at the 

source node and returns to diagnostic algorithm 400 (step 

474). If algorithm 470 cannot identify any other TCP 

connections involving this node that are okay, it then 

checks for DLL problems at the node when it is A~tir.g ~s 

30 a sink node by calling DLL problem checking routine 510 

(step 476). If a DLL problem is found·, that fact 'is 

reported (step 478). If no DLL problems are found, 
algorithm 470 checks for an IP problem at the node when 

it is acting as a sink by calling IP problem checking 

35 routine 490 (step 480). If an IP problem is found, that 

• 
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fact is reported (step 482). If no IP problems are 

found, algorithm 470 checks whether any other TCP 
connection in which the node participates as a sink is 
not okay. (step 484). If an.other TCP connection involving 

5 the node as a sink exists and it is not okay, algorithm 

470 reports a TCP.problem at the node (step 486). If no 

other TCP connections where the node is acting as a sink 

node can be found, algorithm 470 exits. 

Referring to Fig •. 31, IP problem checking routine 

10 490 checks for IP problems at a node. It does this by 

comparing the IP performance statistics for the node to 

the reference model (steps 492 and 494). If it detects 

any siqnificant deviations from the reference model, it 

reports that there is an IP problem at the node (step 

15 496). If no siqnificant deviations are noted,·· it reports 

that there is no IP problem at the node (step 498). 

As revealed by examining Fig. 30, DLL problem 

checking routine 510 operates in a similar manner to IP 

problem checking routine 490, with the exception that it 
' 

20 examines a different set of parameters (i.e., DLL 

parameters) for significant deviations. 

Referring the Fig. 29, link analysis.loqic 550 

first determines whether any other TCP connection for the 

link is operating properly (step 552). If a properly 

25 operating TCP connection exists on the link, indicating , 

that there is no link problem, link analysis logic 550 

reports that the link is okay (step 554). If a properly 

operating TCP connection cannot be found, the link is 

decomposed into its constituent components and an IP link 

30 component problem checking routine 570 {see Fig. 32) is 

invoked for each of the link components (step 556). IP 

link component problem routine 570 evaluates the link 

component by checking the IP layer statistics for the 

relevant link component. 
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The decomposition of the link into its components 
arranges them in order of their distance from the source 

node and the analysis of the components proceeds in that 

order. Thus, for example, the link components which make 

5 up the link between nodes A and B include in order: 

seqment S1, router R1, seqment S2, router R2, and seqment 

S3. The IP data for these various components are 
analyzed in the following order: 

IP data for seqment S1 

10 IP data for address R1 

15 

IP data for source node to R1 

IP data for 51 to 52 

IP data for S2 

IP data for address R2 

IP data for S3 

IP cl.ata for S2 to S3 

IP data for Sl to S3 

As shown in Fig. 32, IP link component prpblem 

checking routine ~70 compares IP statistics for the link 

20 component to the reference model (step 572) to determine 

whether network performance deviates significantly from 

that specified by the model (step 574). If significant 

deviations are detected, routine 570 reports.that there 

is an IP problem at the link component (step 576). 

25 otherwise, it reports that it found no IP problem (step 

578). 

Referring back to Fig. 29, after completing the IP 

problem analysis for all of the link components, loqic 

550 then invokes a DLL link component problem checking 

30 routine 580 (see Fig. 33) for each link component to 

check its DLL statistics (step 558). 

DLL link problem routine 580 is similar to IP link 

problem routine 570. As shown in Fig. 33, OLL link 

problem checking routine 580 compares OLL statistics for 

35 the link to the reference model (step 582) to determine 
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whether network performance at the DLL deviates 
significantly from that specified by the model (step 

584). If significant deviations are detected, routine 

580 reports that there is a DLL problem at the link 

5 component (step 58·6). Otherwise, ·it reports that no DLL 

problems were found {step 588). 

Referring back to Fig. 29, after completing the 
DLL problem analysis for all of the link components, 

logic 550 checks whether.there is any other TCP on the 

10 link (step 560). If another TCP exists on the link 

(which implies that the other TCP is also not operating 

properly), logic 550 reports that there is a TCP problem 

on the link (step 562). Otherwise, logic 550 reports 

that there was not enough information from the existing 

15 packet traffic to determine whether there was a link 

problem (step 564) 

If the analysis of the link components does not 

isolate the source of the problem and if there were 

components for which sufficient informa~ion was not 

20 available (due possibly to lack of traffic over through 

that component), the user may send test messages to those 

components to generate the information needed to evaluate 

its performance. 

The reference model against which comparisons 

25 are made to detect and isolate malfunctions may be 

generated by examining the behavior of the network over 

an extended period of operation or over multiple periods 

of operati~n. During those periods of operation, average 

values and maximum excursions (or standard deviations) 

30 for observed statistics are computed. These values 

provide an initial estimate of a model of a properly 

functioning system. As more experience with the network 

is obtained and as more historical data on the various 

statistics is accumulated the thresholds for detecting 

35 actual malfunctions or imminent malfunctions and the 
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reference model can be revised to reflect the new 
experience. 

What constitutes a significant deviation from the 
reference model depends upon the particular parameter 

5 involved. Some parameters will not deviate from the 

expected norm and thus any deviation would be considered 

to be significant, for example, consider ICMP messages of 

type "destination unreachable," IP errors, TCP errors. 

Other parameters will no~ally vary within a wide range 

10 of acceptable values, and only if they move outside of 

that range should the deviation be considered 

significant. The acceptable ranges of variation can be 

determined by watching network performance over a 

15 

20 

25 

30 

' sustained period of operation. 

The parameters which tend to provide useful 
information for. identifying and isolating problems at the 

node level for the different protocols and layers include 

the following. 

~ 

error rate 

header byte rate 

packets retransmitted 

bytes retransmitted 

packets .after window closed 

bytes after window closed 

error rate 

header byte rate 

IP 
error rate 

header byte rate 

fragmentation rate 

all ICMP messages of type destination 

! 
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unreachable, parameter problem, 

redirection 

error rate 

5 runts 

For diagnosing network segment problems, the above
identified parameters are also useful with the addition 

of the alignment rate an~ the collision rate at the DLL. 

All or some subset of these parameters may be included 

10 among the set of parameters which are examined during the 

diagnostic procedure to detect and isolate network 

problems. 

The above-described technique can be applied to a 
wide range of problems on the network, including among 

15 others, the foll.owinq: 

20 

TCP Connection fails to establish 

UDP Connection performs poorly 

UDP not working at all 

XP poor performance/high error rate 

XP not working at all 

DLL poor performance/high error rate 

DLL not working at all 

For each of these problems, the diagnostic approach woul.d 

be similar to that described above, using, of course, 

25 different parameters to identify the potential problem 

and isolate its cause. 

The Eyent Timing Module 

Referring again to Fig. 5, the RTP is programmed 

to detect the occurrence of certain transactions for 

30 which timing information is desired. The transactions 

typically occur within a dialog at a particular layer of 

the protocol stack and they involve a first event (i.e., 

an initiating event) and a subsequent partner event or 

response. The events are protocol messages that arrive 
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at the Network Monitor, are parsed by the RTP and then 
passed to Event Timing Module (ETM) for pro~essing. A 
transaction of interest might be, for example, a read of 

a file on a server. In that case, the initiating event 
5 is the read request and the partner event is the read 

response. The time of interest is the time required to 

receive a response to the read request (i.e., the 
transaction time). The transaction time provides a 

useful measure of network performance and if measured at 

10 various times throughout the day under different load 

conditions qives a measure of how different loads affect 

network response times. The layer of the communicaton 

protocol at which the relevant dialOg takes place will of 

course depend upon the nature of the event. 
15 In general, when the RTP detects an event·, it 

transfers contr~ to the ETM which records an arrival 

time for the event. If the event is an initiating event, 

the ETM stores the arrival time in an event timing 
database 300 (see Fig. 34) for future use. If the event 

20 is a partner event, the ETM computes a difference between 

that arrival time and an earlier stored time for the 

initiating event to determine the complete tr~nccction 
time. 

Event timing database 300 is an array of records 

25 302. Each record 302 includes a dialog field 304 for 

identifying the dialoq over which the transactions of 
interest are occurring and it includes an entry type 
field 306 for identifying the event type of interest. 

Each record 302 also includes a start time field 308 for 

30 storing the arrival time of the initia~ing event and an 
average delay time field 310 for storing the computed 
average delay for the transactions. A more detailed 

description of the operation of the ETM follows. 

Referring to Fig. 35, when the RTP detects the 

35 arrival of a packet of the type for which timing 
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information is being kept, it passes control to the ETM 

along with relevant information from the packet, such as 

the dialog identifier and the event type (step 320). The 
ETM then determines whether it is to keep timing 

s information for that particular event by checking the 

event timing database (step 322). Since each event type 

can have multiple occurrences (i.e., there can be 

multiple dialogs at a given layer), the dialoq identifier 
is used to distinquish between events of the same type 

~o for different dialoqs and to identify those for which 

information has been requested. All of the dialoq 1 events 

of interest are identified in the event timing database. 

If the current dialog and event appear in the event 

timing database, indicating that the event should be 
~5 tillled, the ETM determines whether the event is a starting 

event or an ending event so that it may be processed 

properly (step 324). For certain events, the absence of 

a start time in the entry field of the appropriate record 

302_in event timing database 300 is one,indicator that 
20 the event represents a start time; otherwise, it is an 

end time event. For other events, the ETM determines if 

the start time is to be set by the event type as 

specified in the packet being parsed. For example, if 

the event is a file read a start time is stored. If the 

25 event is the read completion it represents an end time. 

In general, each protocol event will have its own 

intrinsic meaning for how to determine start and end 

times. 

Note that the arrival time is only an estimate of 

30 the actual arrival time due to possible queuing and other 

processing delays. Nevertheless, the delays are 

generally so small in comparison to the transaction times 

being measured that they are of little consequence. 

In step 324, if the event represents a start time, 

35 the ETM gets the current time from the kernal and stores 
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it in start time field. 308 of the appropriate record in 

event timing database 300 (step 326). If the event 
represents an end time event, the ETM obtains the current 

time from the kernel and computes a difference between 

5 that time and the corresponding start time found in event 

timing database 300 (step 328). This represents the 

total time for the transaction of interest. It is 

combined with the stored average transaction time to 

compute a new running average transaction time for that 

10 event (step 330). 

Any one of many different methods can be used to 

compute the running average transaction time. For 

example, the following formula can be used: 

New Avg. = [(5 *Stored Avg.) +Transaction 

15 Time]/6. 
After six transaction have been timed, the computed new 

average becomes a running average for the transaction 

times. The ETM stores this computed averaqe in the 

appropriate record of event timinq database 300, 
20 replacinq the previous averaqe transaction time stored in 

, that record, and it clears start time entry field 308 for 

that record in preparation for timinq the next 

transaction. 

After processing the event in steps 322, 326, and 

25 330, the ETM checks the aqe of all of the start time 

entries in the event timing database 300 to determine if 
any of them are too "old" (step 332). If the difference 

between the current time and any of the start times 

exceeds a preselected threshold, indicatinq that a 

30 partner event has not .occurred within.a reasonable period 

of time, the ETM deletes the old start time entr.y.for 

that dialoq/event (step 334). This insures that a missed 

packet for a partner event does not result in an 

erroneously large transaction time which throws off the 

35 running average for that event. 
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If the average transaction time increases beyond a 

prese1ected threshold set for timing events, an a1arm is 
sent to the Workstation. 

Two examp1es wi11 now be described to illustrate 

5 the operation of the ETM for spec1fic event types. In 

the first example, Node A of Fig. 25 is communicating 
with Node B using the NFS protocol. Node A is the client 
whi1e Node B is the server. The Network Monitor resides 

on the same segment as node A, but this is not a 

~0 requirement. When Node A issues a read request to Node 

B, the Network Monitor sees the request and the RTP 

within. the Network Monitor transfers control to the ETM. 

Since it is a read, the ETK stores a start time in the 

Event Timing Database. Thus, the start time is the time 

~5 at which the read was initiated. 

After some delay, caused by the transmission 
de1ays of getting the read message to node B, node B 

performs the read and sends a response back to node A. 

After some further transmission delays ~n returning the 

20 read r·esponse, the Network Monitor receives the second 

packet for the event. At the time, the ETM recognizes 

that the event is an end time event and updates the 

average transaction time entry in the appropriate record 

with a new computed running average. The ETM·then 

25 compares the average transaction time with the threshold 
for this event and if it has been exceeded, issues an 

alarm to the Workstation. 
In the second example, node A is communicating 

with Node B using the Telnet protocol. Telnet is a 

30 virtual terminal protocol. The events of interest take 

place long after the initial connection has been . 

established. Node A is typing at a standard ASCII (VT100 

class) terminal which is logically (through the network) 

connected to Node B. Node B has an application which is 

35 receiving the characters being typed on Node A and, at 
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appropriate times, indicated by the loqic of the 
applications, sends characters back to the terminal 
located on Node A. Thus, every time node A sends 
characters to 8, the Network Monitor sees the 

5 transmission. 

In this case, there are several transaction times 

, which could provide useful network performance 
information. They include, for example, the amount of 

time it takes t~ echo characters typed at the keyboard 

10 throuqh the network and back to the display screen, the 

15 

delay between typinq an end of line command and seeinq 

the completion of the application event come back or the 
network delays incurred in sendinq a packet and receiving 

acknowledgment for when it was received. 

In this example, the particular time beinq 
measured is the ~ime it takes for the network to send a 
packet and receive an acknowledqement that the packet has 

arrived. Since Telnet runs on top of TCP, which in turn 

runs on top of IP, the Network Monitor monitors the TCP 
20 acknowledqe end-to-end time delays. 

Note that this is a desiqn choice of the 

implementation and that all events visible to the Network 

Monitor by virtue of the fact that information is in the 
packet could be measured. 

25 When Node A transmits a data packet to Node B, the 

Network Monitor receives the packet. The RTP recoqnizes 
the packet as beinq part of a timed transaction and 

passes control to the ETM. The ETM recognizes it as a 
start time event, stores the start time in the event 

30 timinq database and returns control to the RTP after 

checkinq for aqinq. 

When Node B receives the data packet from Node A, 
it sends back an acknowledgment packet. When the Network 

Monitor sees that packet, it delivers the event to the 

35 ETM, which recoqnizes it as an end time event. The ETM 
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calculates the delay time for the complete transaction 
and uses that to update the average transaction time. 
The ET.M then compares the new average transaction time 
with the threshold for this event. If it has been 

5 exceeded, the ETM ··issues an alarm ·to the Workstation. 

Note that this example is measuring something very 

different than the previous example. The first example 
measures the time it takes to traverse the network, 
perfora an action and return that result to the 

10 requesting node. It measures performance as seen by the 

user and it includes delay times from the network as well 
as delay times from the File Server. 

The second example is measuring network delays 

without looking at the service delays. That is, the ET.M 

15 is measurinq the amount of time it takes to send a packet 
to a node and receive the acknowledqeaent of the receipt 

of the message. In this example, the ETM is measurinq 

transmissions delays as well as processinq delays 

associated with network traffic, but no~ anything having 

20 to do with non-network processing. 
As can be seen from the above examples, the ETM 

can measure a broad range of events. Each of these 

events can be measured passively and without the 
cooperation of the nodes that are actually participating 

25 in the transmission. 

Tbe Address Tracker Mociule CATKl 

Address tracker module (ATM) 43, one of the 

software modules in the Network Monitor (see Fiq. 5), 

operates on networks on which the node addresses for 

30 particular node ~o node connections are assiqned 

dynamically. An Appletalk~ Network, developed by Apple 

Computer Company, is an example of a network which uses 

dynamic node addressing. In such networks, the dynamic 

change in the address of a particular service causes 
35 difficulty troubleshooting the network because the 

" • 
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network manager may not know where the various nodes are 
and what they are called. In addition, foreign network 
addresses (e.g., the IP addresses used by that r.cd2 for 
communication over an IP network to which if is 

5 connected) can not be relied upon to point to a 

particular node. ATM 43 solves this problem by passively 

monitoring the network traffic and collecting a table 
showing the node address to node name mappings. 

In the following description, the network on which 

10 the Monitor is located is assumed to be an Appletalk• 

Network. Thus, as background for the following 

discussion, the manner in which the dynamic node 

addressing mechanism operates on that network will first 

be described. 

15 When a node is activated on the Appletalk• 

Network, it esta~lishes its own node address in 
accordance with protocol referred to as the Local Link 

Access Protocol (LLAP). That is, the node guesses its 
own node address and then verifies that no other node on 

20 the network is using that.address. The node verifies the 

uniqueness .. of its quess by sending an LLAP Enquiry 

control packet informing all other nodes on the network 

that it is going to assign itself a particular address 

unless another node responds that the address has already 

25 been assigned. If no other node claims that address as 

its own by sending an LLAP acknowledgment control packet, 

the first node uses the address which it has selected. 

If another node claims the address as its own, the first 

node tries another address. This continues until, the 

30 node finds an unused address. 
When the first node wants to communicate with a 

'second node, it must determine the dynamically assigned 

node address of the second node. It does this in 

accordance with ·another protocol referred to as the Name 

35 Binding Protocol (NBP). The Name Binding Protocol is 
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used to map or bind human understandable node names with 
machine understandable node addresses. The NBP allows 
nodes to dynamically translate a string of characters 

(i.e., ~node name) into a node address. The node 
5 needinq to communicate with another node broadcasts an 

NBP Lookup packet containing the name for which a node 
address is being requested. The node having the name 
beinq requested responds with its address and returns a 

Lookup Reply packet containing its address to the 

10 original requesting node. The first node then uses that 

address its current communications with the second node. 

Referring to Fig. 36, the network includes an 

Appletalk• Network segment 702 and a TCP/IP segment 704, 
each of which are connected to a larqer network 706 

15 through their respective qateways 708. A Monitor 710, 

including a Real Time Parser (RTP) 712 and an Address 

Tracking Module (ATM) 714, is located on Appletalk 
network seqment 702 along with other nodes 711. A 

Management Workstation 716 is located on segment 704. It 

20 is assumed that Monitor 7iO has the features and 
capabilities previously described; therefore, those 

features not specifically related to the dynamic node 
addressing capability will not be repeated here but 

rather the reader is referred to the earlier discussion. 

25 Suf~ice it to say that Monitor 710 is, of course, adapted 

to operate on Appletalk Network segment 702, to parse and 

analyze the packets which are transmitted over that 

seqment according to the Appletalk• family of protocols 

and to-communicate the information which it extracts from 

30 the network to Manaqement Workstation 716 located on 
segment 704. 

' 

Within Monitor 710, ATM 714 maintains a name table 

data structure 730 such as is shown in Fig. 37. Name 
Table 720 includes records 722, each of which has a node 

35 name field 724, a node address field 726, an IP address 

• 
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field 728, and a time field 729. ATM 714 uses Name Table 
720 to keep track of the mappings of node names to node 

address and to IP address. The relevance of each of the 

fields of records 722 in Name Table 720 are explained in 

5 the following description of how ATM 714 operates. 

In general, Monitor 710 operates as previously 

described. That ~s, it passively monitors all packet 
traffic over segment 702 and sends all packets to RTP 712 
for parsing. When RTP 712 recognizes an Appletalk 

10 packet, it transfers control to ATM 714 which analyzes 

the packet for the presence of address mapping 

information. 

The operation of ATM 714 is shown in greater 

detail in the flow diagram of Fig. 38. When ATM 714 

15 receives control from RTP 712, it takes the packet (step 

· 730 and strips o~f the lower layers of the protocol until 
it determines whether there is a Name Bindinq Protocol 

message inside ~e packet (step 732). If it is a NBP 

message, ·ATM 714 then determines whether it is new name 
20 Lookup message (step 734). If it is a new name Lookup 

25 

message, ATM 714 extracts the name from the message 

(i.e., the name for which a node address is being 

requested) and adds the name to the node name field 724 

of a record 722 in Name Table 720 (step 736). 

If the message is an NBP message but it is not a 

Lookup message, ATM 714 determines whether it is a Lookup 

Reply (step 738). If it is a Lookup Reply, signifying 

that it contains a node name/node address binding, ATM 

714 extracts the name and the assigned node address from 

30 the message and adds this information to Name Table 720. 
ATM 714 does this by s·earching the name fields of records 

722 in Name Table 720 until it locates the name; Then, 

it updates the node address field of the identified 

record to contain the node address which was extracted 
35 from the received NBP packet. ATM 714 also updates time 

! 
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field 729 to record the time at which the messaqe was 

-processed, 
After ATH 714 has updated the address field of the 

appropriate record, it determines whether any records 722 

5 in Name Table 720 should be aqed out (step 742). ATM 714 
compares the current time to the times recorded in the 
time fields. If the elapsed time is greater than a 

preselected time period (e.g. 48 hours), ATM 714 clears 

the record of all information (step 744). After that, it 

10 awaits the next packet from RTP 712. 

As ATM 714 is processing each a packet and it 

determines either that it does not contain an HBP message 

(step 732) or it does not contain a Lookup Reply message 

(step 738), ATM 714 branches to step 742 to perform the 

15 age out check before qoing on to the next packet from RTP 

712. 

The Appletalk to IP qateways provide services that 

allow an Appletalk Node to dynamically connect to an IP 

address for communicatinq with IP nodes, This service 

20 extends the dynamic node address mechanism to the IP 

world for all Appletalk nodes. While the flexibility 

provided is helpful to the users, the network manager is 

faced with the problem of not knowing which Appletalk 

Nodes are currently using a particular IP address and 

25 thus, they can not easily track down problems created by 

the particular node. 

30 

ATM 714 can use passive monitorinq of the IP 

address assignment mechanisms to provide the network 

manaqer a Name-to-IP address mapping. 

If ATM 714 is also keeping IP address information, 

it implements the additional steps shown in Fiq. 39 after 

completing the node name to node address mappinq steps. 

ATM 714 aqain checks whether it is an NBP messaqe (step 

748). If it is an NBP messaqe, ATM 714 checks whether it 

35 is a response to an IP address request (step 750). IP 

~ . 
• 
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address requests are typically implied by an NBP Lookup 
request for an IP gateway. The gateway responds by 

supplying the gateway address as well as an IP address 

that is assigned to the requesting node. If the NBP 

5 message is an IP address response, ATM 714 looks up the 

requesting node in Name Table 720 (step 752) and stores 

the IP address assignment in the IP address field of the 

appropriate record 722 (step 754). 

After storing the· IP address assignment 

10 information, ATM 714 locates all other records 722 in 

Name Table 720 which contain that IP address. Since the 

IP address has been assigned to a new node name, those 

old entries are no longer valid and must be eliminated. 

Therefore, ATM 714 purges the IP address fields of those 
15 records (step 756). After doing this cleanup step, ATM 

714 returns contr.ol to RTP 712. 

Other embodiments are within the following claims. 

For example, the Network Monitor can be adapted to 
identify node types by analyzing the type of packet 

20 traffic to or from the node. If the node being monitored 

is receiving mount requests, the Monitor would report 

that the node is behaving like node a file server. If 

the node is issuing routing requests, the Monitor would 

report that the node is behaving like a router. In 

25 either case, the network manager can check a table of 

what nodes are permitted to provide what functions to 

determine whether the node is authorized to function as 

either a file server or a router, and if not, can take 

appropriate action to correct the problem. 
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SNMP MIB Subset supported 

- PCf/US92/02995 

This is the subset of the standard MIB which can be 
obtained by monitoring. 

Refer to.RFC 1066 Management Information Base for an 
explanation on the-items which follow. 

System group: 
none 

Interfaces group 
if Type 
ifPhysAddress 
ifOperstatus 
ifinOctets 
ifinUcastPkts 
ifinNUcastPkts 
ifOutoctets 
ifoutucastPkts 
ifOutNUcastPkts 

Address Translation group 
none 

IP group 
ipForwarding · 
ipDefaul.tTTL 
ipinReceives 
ipinHdrErrors 
ipinAddrErrors 
ipForwDatagrams 
ipReasmReqds 
ipFragCreates 

IP Address Table 
ipAddress 
ipAdEntBcastAddr 

IP Routing Table 
none 

ICMP group 
icmpinMsqs 
icmpl.nErrors 
icmpinDestUnreachs 
icmpinTimeExcds 
icmpinParmProbs 
icmpinSrcQuenchs 
icmpinRedirects 
icmpinEchoes 
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1 

Introduction and Overview 

1.1 The Need For An Internet 

Data communication has become a fundamental part of computing. World-wide 
networks gather data about such diverse subjects as atmospheric conditions. crop pro
duction. and airline traffic. Groups establish electronic mailing lists so they can share 
information of common interest. Hobbyists exchange programs for their home comput
ers. In the scientific world. data networks are essential because they allow scientists to 
send programs and data to remote supercomputers for processing, to retrieve the results. 
and to exchange scientific information with colleagues. 

Unfortunately. most networks are independent entities. established to serve the 
needs of a single group. The users choose a hardware technology appropriate to their 
communication problems. More important. it is impossible to build a universal network 
from a single hardware technology because no single network suffices for all uses. 
Some users need a high-speed network to connect machines, but such networks cannot 
be expanded to span large distances. Others settle for a slower speed network that con
nects m3:chines thousands of miles apart. 

Recently. however. a new technology has emerged that makes it possible to inter
connect many disparate physical networks and make them function as a coordinated 
unit. The new technology. called internetworking. or internetting. accommodates multi
ple. diverse underlying hardware technologies by adding both physical connections and 
a new set of conventions. The internet technology hides the details of network 
hardware and permits computers to communicate independent of their physical network 
connections. 

The internet technology described in this book is an example of open system inter
connection. It is called an open system because. unlike proprietary communication sys
tems available from one specific vendor, the specifications are publicly available. Thus. 
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anyone can build the software needed to communicate across an internet. More impor
, tant. the entire technology has been designed to foster communication between 

machines with diverse hardware architectures. to use almost any packet switched net
work hardware. and to accommodate multiple computer operating systems. 

To appreciate internet technology. think of how it affects research. Imagine for a 
minute the effects of interconnecting all the computers used by scientists. Any scientist 
would be able to exchange data resulting from an experiment with any other scientist. 
It would be possible to establish national data centers to collect data from natural 
phenomena and make the data available to all scientists. Computer services and pro
grams available at one location could be used by scientists at other locations. As a 
result. the speed with which scientific investigations proceed would increase. In short. 
the changes would be dramatic .. 

1.2 The TCP/IP Internet 

Government agencies have realized the importance and potential of internet tech
nology for many years and have been funding research that will make possible a nation
al internet. This book discusses principles an_d ideas underlying the leading internet 
technology. one that has resulted ·from research funded by the Defense Ad\·anced 
Research Projects Agency (DARPA). The DARPA technology includes a set of network 
standards that specify the details of how computers communicate, as well as a set of 
conventions for interconnecting networks and routing traffic. Officially named the 
TCP/IP Internet Protocol Suite and commonly referred to as TCPIIP (after the names of 
its two main standards), it can be used to communicate across any set of interconnected 
networks. For example. some corporations use TCP/IP to interconnect all networks 
within their corporation, even though the corporation has no connection to outside net
works. Other groups use TCP/IP for long haul communication among geographically 
distant sites. 

Although the TCP/IP technology is noteworthy by itself. it is especially interesting 
because its viability has been demonstrated on a large scale. It forms the base technolo
gy for a large internet that connects most major research institutions, including universi
ty, corporate. and government labs. The National Science Foundation . (NSF), the 
Department of Energy (DOE). the Department of Defense (DOD), the Health and Hu
man Services Agency. (HHS) and the National Aeronautics and Space Administration 
(NASA) all participate, using TCP/IP to connect many of their research sites with those 
of DARPA. The resulting entity, known as the connected Internet, the DARPA/NSF In
ternet, the TCP!IP Internet, or just the lnternett, allows researchers at connected institu
tions to share information with colleagues across the country as easily as they share it 
with researchers in the next room. An outstanding success. the Internet demonstrates 
the viability of the TCP/IP technology and shows ho~ it can accommodate a wide 
variety of underlying network technologies. 

tWe will follow the usual convention of capitalizing lnr~.-n~r when referring specifically to the connected 
internet. and use lower case otherwise: we will also assume the term ··internet·· used without funher qualifica
tion refers to TCP/IP intemets. 
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Most of the material in this book applies to any internet that uses TCP/IP, but 
some chapters refer specifically to the connected Internet. Readers interested only in 
the technology should be careful to watch for the distinction between the Internet archi
tecture as it exists and general TCP/IP internets as they might exist. It would be a mis
take, however, to ignore sections of the text that describe the connected Internet com
pletely - many corporate networks are already more complex than the connected Inter
net of ten years ago, and many of the problems they face have already been solved in 
the connected Internet. · 

1.3 Internet Services 

One cannot appreciate the technical details underlying TCP/IP without understand
ing the services it provides. This chapter reviews internet services briefly, highlighting 
the services most users access, and leaving to later chapters the discussion of how com
puters connect to a TCP/IP internet and how the functionality is implemented. 

Much of our discussion of services will focus on standards called protocols. Proto
cols, like TCP and IP, give the formulas for passing messages, specify the details of 
message formats, and describe how to handle error conditions. Most important, they al
low us to discuss communication standards independent of any particular vendor's net
work hardware. In a sense, protocols are to communication what programming 
languages are to computation. A programming language allows one to specify or 
understand a computation without knowing the details of any particular CPU instruction 
set. Similarly. a communication protocol allows one to specify or understand data com
munication without depending on detailed knowledge of a particular vendor's network 
hardware. 

Hiding the low-level details of communication helps improve productivity in 
several ways. First, because programmers deal with higher-level protocol abstractions, 
they do not need to learn or remember as many details about a given hardware confi
guration. They can create new programs quickly. Second, because programs built us
ing higher-level abstractions are not restricted to a particular machine architecture or 
particular network hardware, they do not need to be changed when machines or net
works are reconfigured. Third, because application programs built using higher-level 
protocols are independent of the underlying hardware, they can provide direct communi
cation for an arbitrary pair of machines. Programmers do not need to build special ver
sions of application software to move and translate data between each possible pair of 
machine types. 

·we will see that all network services are described by protocols. The next sections 
refer to protocols used to specify application-level services as well as those used to de
fine network-level services. Later chapters explain each of these protocols in more de
tail. 
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Review of Underlying 
Network Technologies 

2.1 Introduction 

It is important to understand that the Internet is not a new kind of physical net
work. It is. instead. a method of iiuerconnecting physical networks and a set of conven
tions for using networks that allow the computers they reach to interact. While 
hardware technology plays only a minor role in the overall design. it is important to be 
able to distinguish between the low-level mechanisms provided by the hardware itself 
and the higher-level facilities that the Internet protocol software provides. It is also im
portant to understand how the facilities supplied by packet-switched technology affect 
our choice of high-level abstractions. 

This chapter introduces .basic packet-switching concepts and terminology and then 
reviews some of the underlying network hardware technologies that have been used in 
TCPIIP internets. · Later chapters describe how these networks are interconnected and 
how the TCPIIP protocols accommodate vast differences in the hardware. While the list 
presented here is certainly not comprehensive. it clearly demonstrates the variety among 
physical networks over which TCP!IP operates. The reader can safely skip many of the 
technical details, but should try to grasp the idea of packet switching and try to imagine 
building a homogeneous communication system using such heterogeneous hardware. 
Most important. the reader should look closely at the details of the physical address 
schemes the various technologies use: later chapters will discuss in detail how high
level protocols use these physical addresses. 

17 
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2.2 Two Approaches To Network Communication 

Whether they provide connections between one computer and another or between 
terminals and computers. communication networks can be divided into two basic types: 
circuit-switched and packet-switchedt. Circuit-switched networks operate by forming a 
dedicated connection (circuit) between two points. The U.S. telephone system uses cir
cuit switching technology - a telephone call establishes a circuit from the originating 
phone through the local switching office, across trunk lines. to a remote switching of
fice. and finally to the destination telephone. While a circuit is in place. the phone 
equipment samples the microphone repeatedly. encodes the samples digitally. and 
transmits them across the circuit to the receiver. The sender is guaranteed that the sam
ples can be delivered and reproduced because the circuit provides a guaranteed data 
path of 64 Kbps (thousand bits per second). the rate needed to send digitized voice. 
The advantage of circuit switching lies in its guaranteed capacity: once. a circuit is esta
blished. no other network activity will decrease the capacity of the circuit. One disad
vantage of circuit switching is cost: circuit costs are fixed. independent of traffic. For 
example. one pays a fixed rate when making a phone call. even when the two parties do 
not talk. · 

Packet-switched networks. the type usually used to connect computers. take an en
tirely different approach. In a packet-switched network. traffic on the network is divid- · 
ed into small pieces called packets that are multiplexed onto high capacity intermachine 
connections. A packet. which usually contains only a few hundred bytes of data. carries 
identification that enables computers ori the network to know whether it is destined for 
them or how to send it on to its correct destination. For example. a file to be transmit
ted between two machines may be broken into many packets that are sent across the 
network one at a time. The network hardware delivers the packets to the specified des
tination. where network software reassembles them into a single file again. The chief 
advantage of packet-switching is that multiple communications among computers can 
proceed concurrently. with intermachine connections shared by all pairs of machines 
that are communicating. The disadvantage. of course, is that as activity increases. a 
given pair of communicating computers receives less of the network capacity. That is. 
whenever a packet switched network becomes overloaded. computers using the network 
must wait before they can send additional packets. 

Despite the potential drawback of not being able to guarantee network capacity. 
packet-switched networks have become extremely popular. The motivations for adopt
ing packet switching are cost and performance. Because multiple machines can share a 
network. fewer interconnections are required and cost is kept low. Because engineers 
have been able to build high speed network hardware. capacity is not usually a problem. 
So many computer interconnections use packet-switching that. throughout the remainder 
of this text, the term nell-\·ork will refer only to packet-switched networks. 

ttn fact. it is possible to build hybrid hardware technologies: for our purposes. only the difference i1 
functionality is important. 
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2.3 Wide Area, Metropolitan Area, and Local Area Networks 

Packet-switched networks that span large geographical distances (e.g., the con
tinental U.S.) are fundamentally different from those that span short distances (e.g., a 
single room). To help characterize the differences in capacity and intended use, packet 
switched technologies are often divided into three broad categories: wide area networks 
(WANs), Metropolitan Area Networks (MANs), and Local Area Networks (LANs). 

WAN technologies, sometimes called long haul networks, allow endpoints to be ar
bitrarily far apart and are intended for use over large distances. Usually, WANs operate 
at slower speeds than other technologies and have much greater delay between connec
tions. Typical speeds for a WAN range from 9.6 Kbps to 45 Mbps (million bits per 
second). 

The newest type of network hardware, MAN technologies span intermediate geo
graphic areas and operate at medium-to-high speeds. The name is derived from the 
ability of a single MAN to span a large metropolitan area. MANs introduce less delay 
than WANs. but cannot span as large a distance. Typical MANs operate at 56 Kbps to 
100 Mbps. 

LAN technologies provide the highest speed connections among computers, but sa
crifice the ability to span large distances. For example, a typical LAN spans a small 
area like a single building or a small campus and operates between 4 Mbps and 2 Gbps 
(billion bits per second). 

We have already mentioned the general tradeoff between speed and distance: tech
nologies that provide higher speed communication operate over shorter distances. There 
are other differences among technologies in the three categories as well. In LAN tech
nologies, each computer usually contains a network interface device that connects the 
machine directly to the network medium (e.g .• a passive copper wire or coaxial cable). 
Often, the network itself is passive, depending on electronic dev~ces in the attached 
computers to generate and receive the necessary electrical signals. In MAN technolo
gies, a network contains active switching elements that introduce short delays as they 
route data to its destination. In WAN technologies, a network usually consists of a 
series of complex packet switches interconnected by communication lines. The size of 
the network can be extended by adding a new switch and another communication line. 
Attaching a computer to a WAN means connecting it to one of the packet switches. 
The switches introduce significant delays when routing traffic. Thus, the larger the 
WAN becomes the longer it takes to route traffic across it. 

The goal of network protocol design is to hide the technological differences 
between networks, making interconnection independent of the underlying hardware. 
The next sections present six examples of network technologies used throughout 'the In
ternet, showing some of the differences among them. Later chapters show how the 
TCP/IP software isolates such differences and makes the communication system in
dependent of the underlying hardware technology. 
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The Domain Name System 

20.1 Introduction 

So far we have used 32-bit integers called Internet Protocol addresses {IP ad
dresses) to identify machines. Although such addresses provide a convenient, compact 
representation for specifying the source and destination in packets sent across an inter
net, users prefer to assign machines pronounceable. easily remembered names. 

This chapter considers a scheme for assigning meaningful high-level names to a 
large set of machines, and it discusses a mechanism that maps between high-level 
machine names and IP addresses. It considers both the translation from high-level 
names to IP addresses and the translation from IP addresses to high-level machine 
names. The naming scheme is interesting for two reasons. First, it has been used to as
sign machine names throughout the connected Internet. Second, the implementation of 
the name mapping mechanism provides a large scale example of the client-server para
digm described in Chapter 18, because it uses a geographically distributed set of servers 
to map names to addresses. 

20;2 Names For Machines 

-The ·earliest computer systems forced users to understand numeric addresses for ob
jects like system tables and peripheral devices. Timesharing systems advanced comput
ing by allowing users to invent meaningful symbolic names for both physical objects 
(e.g .• peripheral devices) and abstract objects (e.g .• files). A similar pattern has emerged 
in computer networking. Early systems supported point-to-point connections between 
computers and used tow-level hardware addresses to specify machines. Internetworking 
introduced universal addressing, as well as protocol software to map universal addresses 

311 
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into low-level hardware addresses. Users whose computing environment contains mul
tiple machines want meaningful. symbolic names to identify them. 

Early machine names reflected the small environment in which they were chosen. 
It was quite common for a site with a handful of machines to choose names based on 
the machines' purposes. For example, machines often had names like research. produc
tion, accounting, and development. Users find such names preferable to cumbersome 
hardware addresses. 

Although the distinction between address and name is intuitively appealing. it is 
artificial. Any name is merely an identifier that consists of a sequence of characters 
chosen from a finite alphabet. Names are only useful if the system can efficiently map 
them to the object they denote. Thus. we think of an lP address as a low-level name, 
and we say that users prefer high-level names for machines. 

The form of high-level names is important because it determines how names are 
translated to lower-level names or bound to objects, as well as how name assignments 
are authorized. When only a few machines interconnect, choosing names is easy. and 
any form will suffice. On the Internet. to which over one hundred thousand machines 
connect. choosing symbolic names becomes difficult. For example. when the Computer 
Science Department at Purdue University connected to the Internet in 1980. it chose the 
name purdue to identify the co~nected machine. The list of potential conflicts con
tained only a few dozen names. By mid 1986. the official list of hosts on the Internet 
contained 3100 officially registered names and 6500 official aliases. By 1990. the list 
contained nearly 6400 namest. Although the list was growing rapidly, most sites had 
additional machines (e.g;, personal computers) that were not registered. 

20.3 Flat Namespace 

The original set of machine names used throughout the Internet formed a flat 
namespace in which each name consisted of a sequence of characters without any furth
er structure. In the original scheme, a central site. the Internet Network Information 
Center (NIC), administered the namespace and determined whether a new name was ap
propriate (i.e .• it prohibited obscene names or names that conflicted with existing ones). 

The chief advantage of a flat namespace is that names are convenient and short; the 
chief disadvantage of a flat namespace is that it cannot generalize to large sets of 
machines for both technical and administrative reasons. First, because nall)eS are drawn 
from a single set of identifiers, the potential for conflict increases as the number of sites 
increases. Second. because authority for adding new names must rest at a single site, 
the administrative workload at that central site also increases with the number of sites. 
To understand the severity of the problem. imagine a rapidly growing internet with 
thousands of sites, each of which has hundreds of individual personal computers and 
workstations. Every time someone acquires and connects a new personal computer. its 
name must be approved by the central authority. Third, because the name-to-address 
bindings change frequently. the cost of maintaining correct copies of the entire list at 
each site is high and increases as the number of sites increases. Alternatively. if the 

tin 1990. the list of names maintained by the NIC was obsolete: at that time the Internet domain name 
system contained more than 13 7.000 host names. 
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name database resides at a single site. traffic to that site increases with the number of 
sites. 

20.4 Hierarchical Names 

How can a naming system accommodate a large. rapidly expanding set of names 
without requiring a central site to administer it? The answer lies in decentralizing the 
naming mechanism by delegating authority for pans of the namespace and distributing 
responsibility for the mapping between names and addresses. TCP!IP intemets now use 
such a scheme. Before examining the details of the TCP/IP scheme. we will consider 
the motivation and intuition behind it. 

The panitioning of a namespace must be defined in such a way that it suppons ef
ficient name mapping and guarantees autonomous control of name assignment. Optim
izing only for efficient mapping can lead to solutions that retain a flat namespace and 
reduce traffic by dividing the names among multiple mapping machines. Optimizing 
only for administrative ease can lead to solutions that make delegation of authority easy 
but name mapping expensive or complex. 

To understand how the namespace should be divided. think of the internal structure 
of large organizations. At the top. the chief executive has overall responsibility. Be
cause the chief executive cannot" oversee everything. the organization may be panitioned 
into divisions. with an executive in charge of each division. The chief executive grants 
each division autonomy within specified limits. More to the point. the executive in 
charge of a panicular division can hire or fire employees. assign offices, and delegate 
authority. without obtaining direct permission from the chief executive. · 

Besides making it easy to delegate authority, the hierarchy of a large organization 
introduces autonomous operation. For example, when office workers need information 
like telephone numbers of new employees. they begin by asking local clerical workers 
(who may contact clerical workers in other divisions). The point is that although au
thority always passes down the corporate hierarchy. information can flow across the 
hierarchy from one office to another. 

20.5 Delegation Of Authority For Names 

A hierarchicai naming scheme works like the management of a large organization. 
The namespace is partitioned at the top level. and authority for names in the subdivi
sions is passed to a designated agent. For example. we might choose to panition the 
namespace based on site name and to delegate to each site responsibility for maintain
ing names within its panition. The topmost level of the hierarchy divides the 
namespace and delegates authority for each division; it need not be bothered by changes 
within one division. 
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The syntax of hierarchically assigned names often reflects the hierarchical delega
tion of authority used to assign them. As an example. consider a namespace with 
names of the form: 

local. site 

where site is the site name authorized by the central authority, local is the pan of a 
name controlled by the site, and the periodt (' •. · ') is a delimiter used to separate them. 
When the topmost authority approves adding a new site, X. it adds X to the list of valid 
sites and delegates to site X authority for all names that end in · . X ·. 

20.6 Subset Authority 

In a hierarchical namespace, authority may be further subdivided at each level. In 
our example of partition by sites, the site itself may consist of several administrative 
groups. and the site authority may choose to subdivide its namespace among the groups. 
The idea is to keep subdividing the namespace until each subdivision is small enough to 
be manageable. 

Syntactically. subdividing the namespace introduces another partition of the name. 
For example, adding a group subdivision to names already partitioned by site produces 
the following name syntax: 

local. group. site 

Because the topmost level delegates authority. group names do not have to agree among 
sites. A university site might choose group names like engineering, science, and arts, 
while a corporate site might choose group names like production, accounting, and per
sonnel. 

The U.S. Telephone system provides another example of a hierarchical naming 
syntax. The 10 digits of a phone number have been panitioned into a 3-digit area code, 
3-digit exchange. and 4-digit subscriber number within the exchange. Each exchange 
has authority for assigning subscriber numbers within its piece of the namespace. 
Although it is p<)ssible to group arbitrary subscribers into exchanges and to group arbi
trary exchanges into area codes, the assignment of telephone numbers is not capricious; 
they are carefully chosen to make it easy to route phone calls across the telephone net
work. 

The telephone example is important because it illustrates a key distinction between 
the hierarchical naming scheme used in a TCP/IP internet and other hierarchies: pani
tioning the set of machines owned by an organization along lines of authority does not 
necessarily imply partitioning by physical location. For example, it could be that at 
some university, a single building houses the mathematics depanment, as well as the 
computer science depanment. It might even tum out that although the machines from 
these two groups fall under completely separate administrative domains, they connect to 
the same physical network. It also may happen that a single group owns machines on 

tln domain names. the period delimiter is pronounced .. dor:· 
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several physical networks. For these reasons. the TCP/IP naming scheme allows arbi
trary delegation of authority for the hierarchical namespace without regard to physical 
connections. The concept can be summarized: 

In a TCPIIP internet. hierarchical machine names are assigned ac
cording to the structure of organi=ations that obtain authority for 
parts of the namespace. not necessarily according to the structure of 
the physical network interconnections. 

Of course, at many sites the organizational hierarchy corresponds with the structure of 
physical network interconnections. At a large university, for example, most depart
ments that have computers also have their own local area network. If the department is 
assigned pan of the naming hierarchy. all machines that have names in its part of the 
hierarchy will also connect to a single physical network. 

20.7 TCP/IP Internet Domain Names 

The mechanism that implements a machine name hierarchy for TCP/IP intemets is 
called the domain name system ( DNS ). It has two. conceptually independent, aspects. 
The first is abstract: it specifies the name syntax and rules for delegating authority over 
names. The second is concrete: it specifies the implementation of a distributed comput
ing system that efficiently maps names to addresses. This section considers the name 
syntax and later sections examine the implementation. 

The domain name system uses a hierarchical naming scheme known as domain 
names. As in our earlier examples. a domain name consists of a sequence.of subnames 
separated by a delimiter character. the period. In our examples we said that individual 
sections of the name might represent sites or groups. but the domain system simply 
calls each section a label. Thus. the domain name 

cs.purdue.edu 

contains three labels: cs. purdue, and edu. Any suffix of a label in a domain name is 
also called a domain. In the above example the lowest level domain is cs .purdue. edu, 
(the domain name for the Computer Science Department at Purdue University). the 
second level domain is purdue. edu (the domain name for Purdue University). and the 
top-level domain is edu (the domain name for educational institutions). As the example 
shows. domain names are written with the local label first and the top domain last. As 
we will see. writing them in this order makes it possible to compress messages that con
tain multiple domain names. 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 274



316 The Domain Name System Chap. ~0 

20.8 Official And Unofficial ll')ternet Domain Names 

In theory. the domain name standard specifies an abstract hierarchical namespace 
with arbitrary values for labels. Because the domain system dictates only the form of 
names and not their actual values. it is possible for any group that builds an instance of 
the domain system to choose labels for all pans of its hierarchy. For example. a private 
company can establish a domain hierarchy in which the top-level labels specify cor
porate subsidiaries. the next level labels specify corporate divisions. and the lowest level 
labels specify depanments. 

However. most users of the domain technology follow the hierarchical labels used 
by the official Internet domain system. There are two reasons. First. as we will see. the 
Internet scheme is both comprehensive and flexible. It can accommodate a wide variety 
of organizations. and allows each group to choose between geographical or organiza
tional naming hierarchies. Second, most sites follow the Internet scheme so they can at
tach their TCP/IP installations to the connected Internet without changing names. Be
cause the Internet naming scheme dominates almost all uses of the domain name sys
tem, examples throughout the remainder of this chapter have labels taken from the In
ternet naming hierarchy. Readers should remember that. although they are most likely 
to encounter these panicular labels. the domain name system technology can be used 
with other labels if desired. 

The Internet authority has chosen to panition its top level into the domains listed 
1n Figure 20.1. 

Domain Name 
COM 
EDU 
GOV 
MIL 
NET 
ORG 
ARPA 
INT 
country code 

Meaning 
Commercial organizations 
Educational institutions 
Government institutions 
Military groups 
Major network support centers 
Organizations other than those above 
Temporary ARPANET domain (obsolete) 
International organizations 
Each country (geographic scheme) 

Figure 20.1 The top-level Internet domains and their meanings. Although la
bels are shown in upper case. domain name system comparisons 
are insensitive to case. so EDU is equivalent to edu. 

Conceptually, the top-level names permit two completely different naming hierar
chies: geographic and organizational. The geographic scheme divides the universe of 
machines by country. Machines in the United States fall under the top-level domain 
US; when foreign countries want to register machines in the domain name system. the 
central authority assigns the country a new top-level domain with the country's interna-
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tiona! standard 2-leuer identifier as its label. The authority for the US domain has 
chosen to divide it into one second-level domain per state. For example, the domain for 
the state of Virginia is 

va.us 

As an alternative to the geographic hierarchy. the top-level domains also allow or
ganizations to be grouped by organizational type. When an organization wants to parti
cipate in the domain naming system. it chooses how it wishes to be registered and re
quests approvaL The central authority reviews the application and assigns the organiza
tion a subdomaint under one of the existing top-level domains. For example, it is pos
sible for a university to register itself as a second-level domain under EDU (the usual 
practice), or to register itself under the state and country in which it is located. So far. 
few organizations have chosen the geographic hierarchy; most prefer to register under 
COM. EDU, MIL. or GOV. There are two reasons. First, geographic names are longer 
and therefore more difficult to type. Second, geographic names are much more difficult 
to discover or guess. For example. Purdue University is located in West Lafayette. In
diana. While a user could easily guess an organizational name, like purdue.edu. a geo
graphic name is often difficult to guess because it is usually an abbreviation, like 
Ia[. in .us. 

Figure 20.2 illustrates a small part of the Internet domain name hi~rarchy. As the 
figure shows. Digital Equipment Et>rporation, a commercial organization, registered as 
dec. com. Purdue University registered as purdue. edu. and the National Science Foun
dation. a government agency. registered as nsj.gov. In contrast, the Corporation for 
National Research Initiatives chose to register under the geographic hierarchy as 
nri. reston. \'a. us. 

tlne standard docs not define: the term "subdomain. ·• We: have chosen to use it because: its analogy to 
··subset .. helps clarify the relationship among domains. 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 276



318 The Domain Name System 

Figure 20.2 A small part .of the Internet domain name hierarchy (tree). In 
practice. the tree is broad and flat: over one hundred thousand 
host entries appear by the fifth level. 

Chap. 20 

Another example may help clarify. the relationship between the naming hierarchy 
and authority for names. A machine named xinu in the Computer Science Department 
at Purdue University has the official domain name 

xinu. cs. purdue. edu 

The machine name was approved and registered by the local network manager in the 
Computer Science Department. The depanment manager had previously obtained au
thority for the subdomain cs. purdue. edu from a university network authority. who had 
obtained permission to manage the subdomain purdue. edu from the Internet authority. 
The Internet authority retains control of the edu domain, so new universities can only be 
added with its permission. Similarly, the university network manager at Purdue Univer
sity retains .authority for the purdue. edu subdomain. so new third-level domains may 
only be added with the manager"s permission. 
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20.9 Items Named And Syntax Of Names 

The domain name system is quite general because it allows multiple naming hierar
chies to be embedded in one system. To allow clients to distinguish among multiple 
kinds of entries. each named item stored in the system is assigned a type that specifies 
whether it is the address of a machine. a mailbox. a user. and so on. When a client asks 
the domain system to resolve a name. it must specify the type of answer desired. For 
example. when an electronic mail application uses the domain system to resolve a 
name. it specifies that the answer should be the address of a mail exchanger. A remote 
login application specifies that it seeks a machine· s IP address. It is important to under
stand the following: 

A given name may map to more than one item in the domain system. 
The client specifies the type of object desired when resol\·ing a name. 
and the server returns objects of that t}pe. 

In addition to specifying the type of answer sought. the domain system allows the 
client to specify the protocol family to use. The domain system partitions the entire set 
of names by class. allowing a single database to store mappings for multiple protocol 
suitest. 

The syntax of a name does not determine what type of object it names or the class 
of protocol suite. In particular. the number of labels in a name does not determine 
wherher the name refers to an individual object (machine) or a domain. Thus. in our 
eJtample. it is possible to have a machine named 

gwen .purdue. edu 

even though 

cs.purdue.edu 

names a subdomain. We can summarize this important point: 

One cannot distinguish the names of subdomains from the names of 
individual objects or the type of an object using only the domain name 
synra.:r. 

20.10 Mapping Domain Names To Addresses 

In addition to the rules for name syntax and delegation of authority, the domain 
name scheme includes an efficient. reliable, general purpose. discributed system for 
mapping names to addresses. The system is distributed in the technical sense. meaning 
that a set of servers operating at multiple sites 'cooperatively solve the mapping prob
lem. (t is efficient in the sense that most names can be mapped locally; only a few re-

"!"Currently. few domain servers use multiple prOtocol suites. 
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quire internet traffic. lt is general purpose because it is not restricted to machine names 
(although we will use that example for now). Finally. it is reliable in that no single 
machine failure will prevent the system from operating correctly. 

The domain mechanism for mapping names to addresses consists of independent. 
cooperative systems called name servers. A name server ·is a server program that sup
plies name-to-address translation, mapping from domain names to IP addresses. Often. 
server software executes on a dedicated processor, and the machine itself is called the 
name server. The client software, called a name resol\'er, uses one or more name 
servers when translating a name. 

The easiest way to understand how domain servers work is to imagine them ar
ranged in a tree structure that corresponds to the naming hierarchy. as Figure 20.3 illus
trates. The root of the tree is a server that recognizes the top-level domains and knows 
which server resolves each domain. Given a name to resolve. the root can choose the 
correct server for that name. At the next level. a set of name servers each provide 
answers for one top-level domain (e.g., edu). A server at this level knows which 
servers can resolve each of the subdomains under its domain. At the third level of the 
tree. name servers provide answers for subdomains (e.g .. purdue under edu). The con
ceptual tree continues with one server at each level for which a subdomain has been de
fined. 

Links in the conceptual tree do not indicate physical network connections. Instead. 
they show which other name servers a given server knows and contacts. The servers 
themselves may be located at arbitrary locations on an internet. Thus. the tree of 
servers is an abstraction that uses an internet for communication. 

Figure 20.3 The conceptual arrangement of domain name servers in a tree 
that corresponds to the naming hierarchy. In theory, each serve"r 
knows the addresses of all lower level servers for all subdomains 
within the domain it handles. 
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If servers in the domain system worked exactly as our simplistic model suggests, 
the relationship between connectivity and authorization would be quite simple. When 
authority was gramed for a subdomain. the organization requesting it would need to es
tablish a domain name server for that subdomain and link it into the tree. 

In practice. the relationship between the naming hierarchy and the tree of servers is 
not as simple as our model implies. The tree of servers has few levels because a single 
physical server can contain all of the information for large parts of the naming hierar
chy. In particular. organizations often collect information from all of their subdomains 
into a single server. Figure 20.4 shows a more realistic organization of servers for the 
naming hierarchy of Figure 20.2. 

A root server contains information about the root and top-level domains, and each 
organization uses a single server for its names. Because the tree of servers is shallow, 
at most two servers need to be contacted to resolve a name like xinu. cs .purdue. edu: 
the root server and the server for domain purdue. edu (i.e., the root server knows which 
server handles purdue. edu. and the entire domain information for Purdue resides in its 
server). 

Figure 20A A re:1listic org:1nization of servers for the naming hierarchy of 
Figure :!0.:!. Because the tree is broad and flat. few servers need 
to be contacted when resolving a name. 

20.11 Domain Name Resolution 

Although the conceptual tree makes understanding the relationship between servers 
easy. it hides several subtle details. Looking at the name resolution algorithm will help 
explain them. Conceptually. domain name resolution proceeds top-down, starting with 
the root name server and proceeding to servers located at the leaves of the tree. There 
are two ways to use the domain name system: by contacting name servers one at a time 
or asking the name server system to perform the complete translation. In either case. 

i 

:i' 
~~ 

·····-·J 
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the client software forms a domain name query that contains the name to be resolved. a 
declaration of the class of the name. the type of answer desired. and a code that speci
fies whether the name server should translate the name completely, It sends the query 
to a name server for resolution. 

When a domain name server receives a query. it checks to see if the name lies in 
the subdomain for which it is an authority. If so, it translates the name to an address 
according to its database and appends an answer to the query before sending it back to 
the client. If the name server cannot resolve the name completely, it checks to see what 
type of interaction the client specified. If the client requested complete translation (re
cursive resolution, in domain name terminology). the server contacts a domain name 
server that can resolve the name and returns the answer to the client. If the client re
quested non-recursive resolution (iterative resolmion), the name server cannot supply an 
answer. It generates a reply that specifies the name server the client should contact next 
to resolve the name. 

How does a resolver find a name server at which to begin the search? How does a 
name server find other name servers that can answer questions when it cannot? The 
answers are simple. A resolver must know how to contact at least one name server. To 
insure that a domain name server can reach others. the domain system requires that each 
server know the address of at least one root servert. In addition, a server may know the 
address of a server for the domain immediately above it (called the parent). 

Domain name servers use a well-known protocol port for all communication. so 
clients know how to communicate with a server once they know the IP address of the 
machine in which the server executes. There is no standard way for hosts to locate a 
machine in the local environment on which a name server runs; that is left to whomever 
designs the resolver software:j:. 

In some systems, the address of the machine that supplies domain name service is 
bound into application programs at compile time, while in others, the address is config
ured into the operating system at startup. In others, the administrator places the address 
of a server in a file on secondary storage. 

20.12 Efficient Translation 

Although it may seem natural to resolve queries by working down the tree of name 
servers, it can lead to inefficiencies for three reasons. First, most name resolution refers 
to local names, those found within the same subdivision of the namespace. as the 
machine from which the request originates. Tracing a path through the hierarchy to 
contact the local authority .would be inefficient. Second. if each name resolution. always 
started by contacting the topmost level of the hierarchy, the machine at that point would 
become overloaded. Third, failure of machines at the topmost levels of the hierarchy 
would prevent name resolution, even if the local authority could resolve the name. The 
telephone number hierarchy mentioned earlier helps explain. Although telephone 
numbers are assigned hierarchically, they are resolved in a bottom-up fashion. Because 
the majority of telephone calls are local, they can be resolved by the local exchange 

tFor reliability, then: arc multiple servers for each node in the domain server tree. 
~See BOOTP in Chapter 19 for one possible approach. 
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without searching the hierarchy. Furthermore, calls within a given area code can be 
resolved without contacting sites outside the area code. When applied to domain 
names. these ideas lead to a two-step name resolution mechanism that preserves the ad
ministrative hierarchy but permits efficient translation. 

We have said that most queries to name servers refer to local names. In the two
step name resolution process. resolution begins with the local name server. If the local 
server cannot resolve a name. the query must then be sent to another server in the 
domain system. 

20.13 Caching: The Key To Efficiency 

The cost of lookup for nonlocal names can be extremely high if resolvers send 
each query to the root server. Even if queries could go directly to the server that has 
authority for the name, name lookup can present a heavy load to an internet. Thus, to 
improve the overall performance of a name server system, it is necessary to lower the 
cost of lookup for nonlocal names. 

Internet name servers use name caching to optimize search costs. Each server 
maintains a cache of recently used names as weB as a record of where the mapping in
formation for that name was obtained. When a client asks the server ro .resolve a name, 
the server first checks to see if it has authority for the name according to the standard 
procedure. If nm, the server checks its cache to see if the name has been resolved re
cently. Servers report cached information to clients, but mark it as a nonauthoritative 
binding. and give the domain name of the server, S, from which they obtained the bind
ing. The local server also sends along additional information that tells the client the 
binding between S and an IP. address. Therefore, clients receive answers quickly, but 
the information may be out-of-date. If efficiency is important, the client will choose to 
accept the nonauthoritative answer and proceed. If accuracy is important. the client will 
choose to contact the authority and verify that the binding between name and address is 
still valid. 

Caching works well in the domain name system because name to address bindings 
change infrequently. However, they do change. If servers cached information the first 
time it was requested and never changed it, entries in the cache could become incorrect. 
To keep the cache correct, servers time each entry and dispose of entries that exceed a 
reasonable time. When the server is asked for the information after it has removed the 
entry from the cache. it must go back to the authoritative source and obtain the binding 
again. More important. servers do not apply a single fixed timeout to all entries, but al
low the authority for an entry to configure its timeout. Whenever an authority responds 
to a request. it includes a Time To Lil'e (TTL) value in the response that specifies how 
long it guarantees the binding to remain. Thus. authorities can reduce network overhead 
by specifying long timeouts for entries that they expect to remain unchanged, while im
proving correctness by specifying short timeouts for entries that they expect to change 
frequently. 
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Caching is important in hosts as well as local domain name servers. Manv 
timesharing systems run a complex form of resolver code that attempts to provide eve~ 
more efficiency than the server system. The host downloads the complete database of 
names and addresses from a local domain name server at startup, maintains its own 
cache of recently used names. and uses the server only when names are not found. Na
turally, a host that maintains a copy of the local server database must check with the 
server periodically to obtain new mappings. and it must remove emries from its cache 
after they become invalid. However. most sites have little trouble maintaining con-

~ sistency because domain names change so infrequently. 
Keeping a copy of,the local server's database in each host has several advantages. 

Obviously. it makes name resolution on local hosts extremely fast because it means the 
host can resolve names without any network activity. It also means that the local site 
has protection in case the local name server fails. Finally. it reduces the computational 
load on the name server, and makes it possible for a given server to supply names to 
more machines. 

20.14 Domain Server Message Format 

Looking at the details of messages exchanged between clients and domain name 
servers will help clarify how the system operates from the view of a typical application 
program. We assume that a user invokes an application program and supplies the name. 
of a machine with which the application must communicate. Before it can use proto
cols like TCP or UDP to communicate with the specified machine. the application pro
gram must find the machine's IP address. It passes the domain name to a local resolver 
and requests an IP address. The local resolver checks its cache and returns the answer 
if one is present. If the local resolver does not have an answer. it formats a message 
and sends it to the server (i.e .• it becomes a client). Although our example only in
volves one name. the message format allows a client to ask multiple questions in a sin
gle message. Each question consists of a domain name for which the client seeks an IP 
address. a specification of the query class (i.e .. internet). and the type of object desired 
(e.g.. address). The server responds by returning a similar message that contains 
answers to the questions for which the server has bindings. If the server cannot answer 
all questions. the response will contain information about other name servers that the 
client can contact to obtain the answers. 

Responses also contain information about the servers that are authorities for the re
plies and the IP addresses of those servers. Figure 20.5 shows the messag~ format. 
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IDENTIFICATION PARAMETER 

NUMBER OF QUESTIONS NUMBER OF ANSWERS 

NUMBER OF AUTHORITY NUMBER OF ADDITIONAL 

QUESTION SECTION 
... 

ANSWER SECTION 
... 

AUTHORITY SECTION 
... 

ADDITIONAL INFORMATION SECTION 
... 

Figure 20.5 Domain name server message format. The question. answer. au
thority. and additional information sections are variable length. 

325 

31 

As Figure 20.5 shows, each message begins with a fixed header that contains a 
unique IDENTIFICATION field that the client uses to match responses to queries. In 
the header, the field labeled PARAMETER specifies the operation requested and a 
response code. as shown in Figure 20.6 below. 

The fields labeled NUMBER OF each give a count of entries in the corresponding 
sections that occur later in the message. For example. the field labeled NUMBER OF 
QUESTIONS gives the count of entries that appear in the QUESTION SECTION of the 
message. 

The QUESTION SECTION contains queries for which answers are desired. The 
client fills in only the question section: the server returns the questions and answers in 
its response. Each question consists of a QUERY DOMAIN NAME followed by QUERY 
TYPE and QUERY CLASS fields. as Figure 20.7 shows. 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 284



326 

0 

Bit of PARAMETER field 
0 

1-4 

5 
6 
7 
8 

9-11 
12-15 

Operation: 
0 Query 

The Domain Name System 

Meaning 

1 Response 
Query Type: 

0 Standard 
1 lnv~rse 
2 Completion 1 (now obsolete) 
3 Completion 2 (now obsolete) 

Set if answer authoritative 
Set if message truncated 
Set if recursion desired 
Set if recursion available 
Reserved 
Response Type: 

0 No error 
1 Format error in query 
2 Server failure 
3 Name does not exist 

Figure 20.6 The meaning of bits of the PARAMETER field in a domain name 
server message. Bits are numbered left to right starting at 0. 

16 

QUERY DOMAIN NAME 

QUERY TYPE I QUERY CLASS 

Figure 20.7 The format of entries in the question section of a domain name 
· server message. The domain name is variable length. Clients 

fill in the questions; servers return them along with answers. 

Chap. 20 

31 

Although the QUERY DOMAIN NAME field has variable length, we will see in the next 
section that the internal representation of domain names makes it possible for the re
ceiver to know the exact length. The QUERY TYPE encodes the type of the question 
(e.g .. whether the question refers to a machine name or a mail address). The QUERY 
CLASS field allows domain names to be used for arbitrary objects because official Inter
net names are only one possible class. It should be noted that, although the diagram in 
Figure 20.5 follows our convention of showing formats in 32-bit multiples. the query 
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domain name field may contain an arbitrary number of octets. No padding is used. 
Therefore. messages to or from domain name servers may contain an odd number of oc
tets. 

In a domain name server message. each of the ANSWER SECTION. AUTHORITY 
SECTION. and ADDITIONAL INFORMATION SECTION consists of a set of resource 
records that describe domain names and mappings. Each resource record describes one 
name. Figure 20.8 shows the format. 

16 

RESOURCE DOMAIN NAME 
... 

TYPE. CLASS 
TIME TO LIVE - RESOURCE DATA LENGTH 

RESOURCE DATA 
... 

Figure 20.8 The format of resource records used in later sections of me?sages 
returned by domain name servers. 

31 

The RESOURCE DOMAIN NAME field contains the domain name to which this 
resource record refers. It may be an arbitrary length. The TYPE field specifies the type 
of the data included in the resource record~ the CLASS field specifies it class. The 
TIME TO LIVE field contains an integer that specifies the number of seconds informa
tion in this resource record can be cached. It is used by clients who have requested a 
name binding and may want to cache the results. The last two fields contain the results 
of the binding. with the RESOURCE DATA LENGTH field specifying the count of oc
tets in the RESOURCE DATA field. 

20.15 Compressed Name Format 

When representeq in a message. domain names are stored as a sequence of labels. 
Each label begins with an octet that specifies its length. Thus. the receiver reconstructs 
a domain name by repeatedly reading a 1-octet length. n. and then reading a label n oc
tets long. A length octet containing zero marks the end of the name. 

Domain name servers often return multiple answers to a query and. in many cases, 
suffixes of the domain overlap. To conserve space in the reply packet, the name servers 
compress names by storing only one copy of each domain name. When extracting a 
domain name from a message. the client software must check each segment of the name 
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to see whether it consists of a literal string (in the format of a 1-octet count followed by 
the characters that make up the name) or a pointer to a literal string. When it en
counters a pointer. the client must follow the pointer to a new place in the message to 
find the remainder of the name. 

Pointers always occur at the beginning of segments and are encoded in the count 
byte. If the top 2 bits of the 8-bit segment count field are l s. the client must take the 
next 14 bits as an integer pointer. If the top two bits are zero. the next 6 bits specify 
the number of characters in the•label that follow the count octet. 

20.16 Abbreviation Of Domain Names 

The telephone number hierarchy illustrates another useful feature of local resolu
tion. viz.. name abbre\'iation. Abbreviation provides a method of shortening names 
when the resolving process can supply pan of the name automaiically. Normally. a 
subscriber omits the area code when dialing a local telephone number. The resulting di
gits form an abbreviated name assumed to lie within the same area code as the 
subscriber·s phone. Abbreviation also works well for machine names. Given :i name 
like xy:. the resolving process can assume it lies in the same local authority as the 
machine on which it is being resolved. Thus. the resolver can supply missing parts of 
the name automatically. For example. within the Computer Science Department at Pur
due. the abbreviated name 

xinu 

is equivalent to the full domain name 

xinu . cs. purdue. edu 

Most client software implements abbreviations with a domain suffix list. The local net
work manager configures a list of possible suffixes to be appended to names during 
lookup. \\l'hen a resolver encounters a name. it steps through the list. appending each 
suffix and trying to look up the resulting name. For example. the suffix list for the 
Computer Science Department at Purdue includes: 

• cs. purdue. edu 
• cc. purdue. edu 
. purdue . edu 
null 

Thus. local resolvers first append cs .purdue. edu onto the name xinu. If that lookup 
fails. they append cc. purdue. edu onto the name and look that up. The last suffix in 
the example list is the null string. meaning that if all other lookups fail. the resolver will 
attempt to look up the name with no suffix. Managers can use the suffix list to make 
abbreviation convenient or to restrict application programs to local names. 
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We said that the client takes responsibility for the expansion of such abbreviations. 
but it should be emphasized that such abbreviations are not pan of the domain name 
system itself. The domain system only allows lookup of a fully specified domain name. 
As a consequence. programs that depend on abbreviations may not work correctly out
side the environment in which they were built. We can summarize: 

The domain name system only maps full domain names into ad
dresses: abbrniations are not parr of rile domain name system itself. 
bta are imroduced by client software to make local names con\'enienc 
for users. 

20.17 Inverse Mappings 

We said that the domain name system can provide mappings other than machine 
name to IP address. lm·erse queries allow the client to ask a server to map "'back
wards·· by taking an answer and generating the question that would produce that 
answer. Of course. not all answers have a unique question. Even when they do. a 
server may not be able to provide it. Although inverse queries have been pan of the 
domain system since it was first specified. they are generally not used because there is 
often no way to find the server that can resolve the query without searching the entire 
set of servers. 

20.18 Pointer Queries 

One form of inverse mapping is so obviously needed that the domain system sup
pons a special domain and a special form of question called a pointer que1}· to answer 
it. In a pointer query. the question presented to a domain name server specifies an IP 
address encoded as a printable string in the form of a domain name (i.e .. a textual 
representation of digits separated by periods). A pointer query requests the name server 
to return the correct domain name for the machine with the specified IP address. 
Pointer queries are especially useful for diskless machines because they allow the sys
tem to obtain a high-level name given only an IP address. (We have already seen in 
Chapter 6 how a diskless machine can obtain its IP address.) 

Pointer queries are not difficult to generate. If we think of an lP address written in 
dotted-decimal form. it has the follO\..-ing format: 

aaa.bbb.ccc.ddd 

To form a pointer query. the client rearranges the dotted decimal representation of the 
address into a string of the form: 

ddd. ccc. bbb. aaa. in-addr. arpa 
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The new form is a name in the special in-addr. arpa domaint. Because the local name 
server may not be the authority for either the arpa domain or the in-addr .arpa domain. 
it may need to contact other name servers to complete the resolution. To make the 
resolution of pointer queries efficient. the Internet root domain servers maintain a data
base of valid IP addresses along with information about domain name servers that can 
resolve each address. 

20.19 Object Types And Resource Record Contents 

We have mentioned that the domain name system can be used for translating a 
domain name to a mail exchanger address as well as for translating a host name to an IP 
address. The domain system is quite general in that it can be used for arbitrary 
hierarchical names. For example. one might decide to store the names of available 
computational services along with a mapping from each name to the telephone number 
to call to find out about the corresponding service. Or one might store names of proto
col products along with a mapping to the names and addresses of vendors that offer 
such products. 

Recall that the system accommodates a variety of mappings by including a type in 
each resource record. When sending a request. a. client must specify the type in its 
queryt~ servers specify the data type in all resource records they return. The type deter
mines the contents of the resource record according to the table in Figure 20.9 

Type 
A 
CNAME 
HINFO 
MINFO 
MX 

NS 
PTA 
SOA 

TXT 

Meaning 
Host Address 
Canonical Name 
CPU &OS 
Mailbox info 
Mail Exchanger 

Name Server 
Pointer · 
Start of Authority 

Arbitrary text 

Contents 
. 32-bit tP address 
Canonical Domain Name for an alias 
Name of CPU and Operating System 
Information about a mailbox or mail list 
16-bit preference and name of host that 
acts as mail exchanger for the domain 
Name of authoritative server for domain 
Domain name (like a symbolic link) 
Multiple fields that specify which 
parts of the naming hierarchy 
a server implements 
Uninterpreted string of ASCI~ text 

Figure 20.9 Domain Name System resource record types. 

Most data is of type A. meaning that it consists of the name of a host attached to the In· 
temet along with the host's IP address. The second most useful domain type. MX. i: 
assigned to names used for electronic mail exchangers. It allows a site to specify multi 
ple machines that are each capable of accepting mail. When sending electronic mail 
the user specifies an electronic mail address in the form user@domain-part. The rna: 

tThe octets of the IP address must be reversed when forming a domain name because lP addresses ha'
the most significant octets first while domain names have the least-significant octets fiiSt. 

tQueries can specify a few additional types (e.g .. there is a query type that requests all resource records· 
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system uses the domain name system to resolve domain-part with query type MX. The 
domain system returns a set of resource records that each contain a preference field and 
a host's domain name. The mail system steps through the set from highest preference 
to lowest (lower numbers mean higher preference). For each MX resource record, the 
mailer extracts the domain name and uses a type A query to resolve that name to an IP 
address. It tries to contact the host and deliver mail. If the host is unavailable, the 
mailer will continue trying other hosts on the list. 

To make lookup efficient. a server always returns additional bindings that it knows 
in the ADDITIONAL INFORMATION SECTION of a response. In the case of MX 
records. a domain server can use the ADDITIONAL INFORMATION SECTION to return 
type A resource records for domain names reported in the ANSWER SECTION. Doing 
so substantially reduces the number of queries a mailer sends to its domain server. 

20.20 Obtaining Authority For A Subdomain 

Before an institution is granted authority for an official second-level domain. it 
must agree to operate a domain name server that meets Internet standards. Of course, a 
domain name server must obey the protocol standards that specify message formats and 
the rules for responding to requests. The server must also know the addresses of 
servers that handle each subdomain (if any exist) as well as the address· of at least one 
root server. 

In practice. the domain system is much more complex than we have outlined. In 
most cases. a single physical server may handle more than one part of the naming 
hierarchy. For example. a single name server at Purdue University handles both the 
second-level domain purdue. edu as well as the geographic domain laf. in~ us. A sub
tree of names managed by a given name server forms a =one of amhority. Another 
practical complication arises because servers must be able to handle many requests, 
even though some requests take a long time to resolve. Usually. servers support con
current activity. allowing work to proceed on later requests while earlier ones are being 
processed. Handling requests concurrently is especially important when the server re
ceives a recursive request that forces it to send the request on to anmher server for reso
lution. 

Server implementation is also complicated because the Internet authority requires 
that the information in every domain name server be replicated. Information must ap
pear in at least two servers that do not operate on the same computer. In practice. the 
requirements are quite stringent: the servers must have no single common point of 
failure. ·Avoiding .common points of failure mearis that the two name servers cannot 
both attach to the same network: they cannot even obtain electrical power from the 
same source. Thus. to meet the requirements. a site must find at teast one other site that 
agrees to operate a backup name server. Of course. at any point in the tree of servers. a 
server must know how to locate both the primary and backup name servers for sub
domains. and it must direct queries to a backup name server if the primary server is 
unavailable. 
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20.21 Summary 

Hierarchical naming systems allow delegation of authority for names. making it 
possible to accommodate an arbitrarily large set of names without overwhelming a cen
tral site with administrative duties. Although name resolution is separate from delega
tion of authority, it is possible to create hierarchical naming systems in which resolution 
is an efficient process that starts at the local server even though delegation of authority 
always flows from the top of the hierarchy downward. 

We examined the Internet domain name system. an example of a distributed. 
hierarchical naming scheme. Domain name servers map high-level domain names to IP 
addresses or to mail exchanger addresses. Clients begin by trying to resolve names lo
cally. When the local server cannot resolve the name, the client must choose to work 
through the tree of name servers iteratively or request the local name server to do it re
cursively. Finally. we saw that the domain name system supports a variety of bindings 
including bindings from IP addresses to high-level names. 

FOR FURTHER STUDY 

Mockapetris [RFC l 034] discusses Internet domain naming in general. g1vmg the 
overall philosophy. while Mockapetris [RFC 10351 provides a protocol standard for 
domain naming. Mockapetris [RFC 1101} discusses using the domain name system to 
encode network names and proposes extensions useful for other mappings. Older ver
sions appeared in Mockapetris [RFC 882; 883. and 973]. Postel and Reynolds (RFC 
9201 states the requirements that an Internet domain name server must meet. Stahl 
(RFC 10321 gives administrators guidelines for establishing a domain. and Lonor [RFC 
1033] provides guidelines for operating a domain name server. Finally. Partridge [RFC 
9741 relates domain naming to electronic mail addressing. 

EXERCISES 

20.1 Machine names should not be bound into the operating system at compile time. Explain 
why. 

20.2 Would you prefer to use a machine that obtained its name from a remote file or from a 
name server? Why? 

20.3 Why should each name server know the IP address of its parent instead of the domain 
name of its parent? 

20A Devise a naming scheme that tolerates changes to the naming hierarchy. As an example. 
consider that two large companies each have an independent hierarchy and they merge. 
Can you arrange to have all previous names still work correctly? 

20.5 Read the standard and find out how the domain name system uses SOA records. 
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!0.6 The Internet domain naming system can also accommodate mailbox names. Find out 
how. 

20.7 The standard suggests that when a program needs to find the domain name associated 
with an IP address. it should send an inverse query to the local server first and use 

20.8 

20.9 

domain in-addr .arpa only if that fails. Why? 

How would you accommodate abbreviations in the domain naming scheme? Sketch 
name servers for two departments at each of two universities as well as a top-level name 
server. Explain how each server would treat each type of abbreviation. 

Obtain the official description of the domain name system and build a client program. 
Look up the name merlin.cs.purdue.edu. 

20.10 Extend the exercise above to include a pointer query. Try looking up the domain name 
for address 128.10.2.3. 

20.11 If we extended the domain name syntax to include a dot after the top-level domain. 
names and abbreviations would be unambiguous. What are the advantages and disad
vantages of the extension? 
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BACKGROUND OF THE INVENTION ; 

(1) Field of the Invention 

The present invention relates to a migration com- 5 

munication control device that controls a communica-
tion between a mobile node and a corresponding 
node to enable them to communicate continuously 
when the former migrates by managing addresses 
assigned to the former each time it migrates across ro 
networks. 

(2) Description of the Related Art 

Recent progress in the field of electronic techno!- 15 

ogy makes it possible to assemble smaller and lighter 
portable computers. These portable computers refer-
red to as mobile nodes are designed so that they can 
migrate across networks: they are unplugged from a 
network and plugged in another and communicate 20 

with a stationary node. Thus, each of them is as
signed a specific address to prove its identity. The ad
dress, in general, includes location information as to 
which network the mobile nodes are currently plug-
ged in, and for this reason, a new address is assigned 25 

each time they migrate. 
For example, the address composed of a net

work address unit for specifying a network in which 
the mobile node is currently plugged in and a node 
address unit for proving the mobile node's identity in 30 

the network, or the address used in a conventional 
network architecture such as Internet Protocol(de-
tails of which are in Internet Protocol, RFC791, Jon 
Postel, Sep., 1981 ), they must be changed every time 
the mobile nodes migrate. 35 

However, once the mobile node migrates to an-. 
other network, a communication with the stationary 
node will be terminated. This is because a packet is 
transmitted to its old address only to be wasted. 

Thus, to enable the mobile node and stationary 40 

node to communicate continuously when the former 
migrates, it is necessary to control the communica-
tion by managing the steadily changing address. 

To date, two address managing methods have 
been proposed: one by Sony Computer Science lab- 45 

orator~' lr-;. ar.c o:-:e ~Y the Department of Computer 
Science at Columbia University. 

Sony Computer Science laboratory Inc. pro
posed a method using VIP(Virtuallnternet Protocol), 
details of which are on "VIP : lower layer Internet 50 

Protocol". Fumio Teraoka, Yasuhiko Yokota, Mario To-
koro, Proceed of Data Processing Convention : Mul
timedia Communication and Distributed Processing. 

In this method, each mobile node is assigned a 
VIP(Virtual Internet Protocol) address and a 55 

PIP(Physicallnternet Protocol) address. The former 
is an unchanged address used in a communication 
application for packet transmission and reception; 

and the latter is an address changed for every migra
tion to specify an update physical location of the mobil 
node. Data related to both addresses are held, in a 
cache of a gateway. Under these conditions, the sta
tionary node transmits a packet to the mobile node to 
the VIP address thereof, and the packet is converted 
into another packet addressed to the PIP address 
when it passes the gateway, thence transmitted to 
the mobile node via the gateways placed in a route 
onwards. These gateways collect data related to a 
correlation between the VIP and PIP addresses from 
the header of the packet upon the receipt thereof, 
thus updates data in the cache, and hence are able 
to convert other packets addressed to the VIP ad
dresses into the packets addressed to the PIP ad
dresses based on the correlation entered in the 
cache. 

In this method, in short, the use of the address 
constituting with the VIP and PIP addresses enables 
the mobile node and the stationary node to commu
nicate continuously when the former migrates. 

The Department of Computer Science at Colum
bia University proposed a method using an Internet 
Protocol address of which network address unit does 
not specify the network which the mobile node is cur
rently plugged in but declares itself to be the mobile 
node, hence a certain value is given as the network 
address unit to all the mobile nodes. As well, the 
method uses an MSS{Mobile Support Station) instal
led at each network to manage the IP addresses and 
control a packet route to the mobile node. The MSS 
is designed so tl'lat it collects data related to the up
date physical location of the mobile nodes by refer
ring other MSSs. 

Given these conditions, when the stationary 
node transmits a packet to the mobile node when it 
migrates, it first transmits the packet to a first MSS in
stalled in its network; thence the first MSS transfers 
the packet to a second MSS installed in a network 
which the mobile node is currently plugged in; and fi
nally the second MSS transfers the packet to the mo
bile node. 

In this method, in short, the use of the MSS en
ables the mobile node and the stationary node to con
tinue the communication when the former migrates. 

In the first method, however, all the nodes must 
be constructed so that they understand both the VIP 
and PIP addresses, causing them to extend a scale 
functionally, otherwise making it impossible to apply 
this method to apparatuses employed in existing net
works. In addition, the communication via the gate
ways reduces communication efficiency compared 
with direct packet transmission, because the gate
ways check whether they have received the packet 
addressed to the VIP address or PIP address each 
time they receive it, as well as whether or not to col
lect the data therefrom to update those in the cache. 

In the second method, each network must have 

T 
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the MSS, and the communication via the MSSs 
makes it impossible to transmit the packet directly, 
thereby reducing the communication efficiency. 

SUMMARY OF THE INVENTION 

The present invention therefore has an object to 
provide a migration communication control device 
that is available to any apparatus employed in exist
ing networks. Also the present invention has another 
object to provide a migration communication control 
device that enables the mobile node and stationary 
node to communicate continuously when the former 
migrates by transmitting and receiving the packet di
rectly besides transferring the packet as has been 
done when the mobile node migrates across the net
works. 

The above objects are fulfilled by a migration 
communication control device constructed to control 
a communication between a mobile node and a part
ner node, the mobile node migrating across networks 
and obtaining an address assigned on each network 
while the partner node being a communication part
ner of the mobile node, comprising a first migration 
control unit. a second migration control unit, a third mi
gration control unit, the second migra~on control unit 
being placed on the mobile node and the third migra
tion control unit being placed on the partner node, 
wherein the first migration control unit comprises a 
packet transfer unit for receiving a packet which was 
destined for an outdated address of the mobile node, 
the outdated address assigned when the mobile node 
migrated to a network to which the first migration con
trol unit is attached, generating a conversion packet 
which holds an updated address instead of the out
dated address, and transmitting the conversion pack
et; and an address post unit for transmitting an ad
dress post message which indicates the updated ad
dress of the mobile node to the third migration control 
unit, the third migration control unit transmitting the 
packet received by the packet transfer unit, and the 
second migration control unit comprises a migration 
post unit for transmitting to the first migration control 
unit a migration post message which indicates the up
dated address of the mobile node when the mobile 
node migrates to another network; and a packet re
sumption unit for receiving the conversion packet 
from both the first migration control unit and the third 
migration control unit and resuming an original packet 
from the conversion packet, and the third migration 
control unit comprises a packet conversion unit for 
converting a destination address of a packet. the 
packet to be transmitted to the mobile node, into the 
updated address indicated by the address post mes
sage, the address post message sent by the first mi
gration control unit, and transmitting it to the mobile 
node. 

The migration post unit in the second migration 

control unit may transmit an identification key includ
ed in the migration post message, the identification 
key being employed to identify the mobile node. 

The identification key may be an address of the 
s mobile node assigned at one network before the net

work to which the mobile node is currently attached. 
The identification key may be an address of the 

mobile node assigned before its initial migration. 
The second migration control unit may be con-

to structed to transmit to the third migration control unit 
the packet which has the same format as the re
sumed packet. 

The first migration control unit may further com
prise an address hold unit for holding the outdated ad-

15 dress and the updated address by corresponding 
them with each other; and an address comparison 
unit for comparing the destination address of the re
ceived packet with the outdated address. wherein the 
packet transfer unit generates the conversion packet 

20 and transmits it when the address comparison unit 
detects that the destination address of the received 
packet coincides with the outdated address. 

The first migration control unit may further com
prise an address hold unit for holding the outdated ad-

25 dress and the updated address by corresponding 
them with each other; and an address comparison 
unit for comparing the destination address of the 
packet received by the packet transfer unit with the 
outdated address, wherein the address post unit 

30. transmits the address post message which indicates 
the updated address of the mobile node to the third 
migration control unit, the third migration control unit 
transmitting the packet received by the packet trans
fer unit, when the address comparison unit detects 

35 that the destination address of the packet coincides 
with the outdated address. 

The second migration control unit may further 
comprise an address hold unit for holding the outdat
ed address and the updated address by correspond-

40 ing them with each other; and an address comparison 
unit for comparing the updated address with the des
tination address of the packet received from one of 
the first migration control unit and the third migration 
control unit, wherein the packet resumption unit re-

45 sumes the original packet from the conversion packet 
when the address comparison unit detects that the 
updated address coincides with the destination ad
dress of the packet received from one of the first mi
gration control unit and the third migration control 

50 unit. 
The third migration control unit may further com

prise an address hold unit for holding the outdated ad
dress and the updated address of the mobile node by 
corresponding them with each other; and an address 

55 comparison unit for comparing the outdated address 
in the address hold unit with the destination address 
of ttfe packet to be transmit1.;d to the mobile node, 
wherein the packet conversion unit converts the des-

3 
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tination address of the packet to be transmitted to the 
mobile node into the updated address which corre· 
sponds to the outdated address in the address hold 
unit when the address comparison unit detects the 
outdated address in the address hold unit coincides 
with the destination address of the packet. 

There may be a plurality of the first migration con· 
trol units, and the second migration control unit trans· 
mits the migration post message to at least one of the 
first migration control units. · 

The migration post unit in the second migration 
control unit may transmit the migration post message 
to the first migration control unit which is attached to 
the network to which the mobile node was attached 
before its migration, each of the first migration control 
units has a migration post unit for transmitting to one 
of the other first migration control units a migration 
post message to post the same address as the updat· 
ed address indicated by the migration post message 
received from the second migration control unit, and 
each of the first migration control units has a migra· 
tion post unit for transmitting a migration post mes· 
sage from one oft he other first migration control units 
to another first migration control unit to p9st the same 
address as the updated address indicated by there· 
ceived migration post message. 

Each of the first migration control units and the 
second migration control unit may further comprise a 
pointer hold unit for holding pointers related to the first 
migration control unit to which the migration post mes· 
sage is transmitted, and wherein the migration post 
unit in each of the first migration control units and the 
migration post unit in the second migration control unit 
transmit the migration post message to each of the 
addresses related to each of the pointers. 

Each of the pointers may be a broadcast address 
of the network to which one of the first migration con· 
trol units is attached. 

Each of the pointers may be an address which is 
assigned to one of the first migration control units 
uniquely. 

Each of the pointers may be the address of the 
mobile node which is assigned when the mobile node 
is attached to the same network as is the first migra· 
tion control unit, and the migration post unit in the first 
migration control unit and the migration post unit in 
the second migration control unit obtain the broad· 
cast address of the network to which each of the first 
migration control units is attached with referring to the 
address of the mobile node, and transmits the migra· 
tion post message tot he obtained broadcast address. 

The pointer hold unit in the second migration con· 
trol unit may hold a pointer related to a first migration 
control unit for the latest migration, which is the first 
migration control unit being attached to one network 
before the network to which the mobile node is cur· 
rently attached, and the pointer hold unit in the first 
migration control unit holds a pointer related to an-

other first migration control unit attached to the same 
network as was the mobile node attached before mi· 
grating to the network to which the first migration con· 
trol unit is attached. 

5 The second migration control unit may further 
transmit to the first migration control unit the pointer 
by sending thereto the migration post message, the 
pointer to be held by the first migration control unit. 

The first migration control unit may store into the 
10 pointer. hold unit the pointer when it receives from the 

second migration control unit the migration post mes· 
sage by corresponding the pointer with the updated 
address indicated by the received migration post 
message. 

15 Each of the first migration control units may fur· 
ther comprise an address hold unit for holding the out· 
dated address and the updated address by corre· 
sponding them with each other, wherein a migration 
post message unit stores into the address hold unit 

20 the outdated address and the updated address by 
corresponding them with each other when it receives 
from the second migration control unit the migration 
post message, while converts the updated address in 
the address hold unit into the updated address indi· 

25 cated by the migration post message when it receives 
from the first migration control unit the migration' post 
message and the outdated address indicated by the 
migration post message coincides with one of the up· 
dated addresses in the address hold unit. 

30 The first migration control unit may be placed on 
a gateway, which connects networks. 

The first migration control unit may be placed on 
the network as an individual node. 

The migration post unit in the second migration 
35 control unit may transmit the migration post message 

to a home migration control unit. the home migration 
control unit being the first migration control unit which 
is attached to a network where the mobile node left 
for its initial migration, and the home migration control 

40 unit may further comprise a home migration post unit 
for transmitting a migration post message to a first mi· 
gration control unit for the latest migration, the first 
migration control unit for the latest migration being the 
first migration control unit which is attached to the 

45 network where the mobile node left for the latest mi· 
gration, to post the same updated address as is indi· 
cated by the migration post message received from 
the second migration control unit. 

The first migration control unit may further com· 
50 prise a migration post unit for transmitting the migra· 

tion post message indicating the updated address of 
the mobile node to one of the other first migration 
control units when the conversion.packet destined for 
the outdated address of the mobile node was sent 

55 therefrom to the first migration control unit 
The migration post unit in the second migration 

control unit may transmit to the home migration con· 
trol unit the migration post message where a home 

. .... 
r 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 296



address and the updated address a~e corresponded 
with each other. the home address assigned when 
the mobile node is attached to the same network as 
is the home migration control unit, and each of the 
packet transfer unit and the address post unit in the s 
home migration control unit may transmit the conver-
sion packet and the address post message respec
tively with referring to the above home address and 
the updated address. 

The second migration control unit may further 10 

comprise an outdated address post unit for transmit-
ting to the first migration control unit for the latest mi
gration an outdated address post message where the 
outdated address and the home address are corre-
sponded with each other, the outdated address being 15 

assigned to the mobile node before the latest migra-
tion, the home migration post unit in the home migra-
tion control unit may transmit to the said first migration 
control unit for the latest migration the migration post 
message where the above home address and the up- 20 

dated address are corresponded with each other, and 
the packet transfer unit and the address post unit in 
the first migration control unit for the latest migration 
may transmit the conversion packet and the address 
post message respectively in accordance with the 25 

outdated address and the updated ad{Jress. the out
dated address and the updated address being corre
sponded with each other via the home address. 

The outdated address post unit in the second mi-
gration control unit may transmit the above outdated JO 

address post message at a migration of the mobile 
node preceding the latest migration, and each of the . 
migration post units in the second migration control 
unit and the home migration post unit in the home mi-
gration control unit may transmit the above migration 35 

post message at the latest migration of the mobile 
node. 

The second migration control unit may further 
comprise a home migration control unit pointer hold 
unit for holding a pointer related to the home migration 40 

control unit, the migration post unit in the second mi
gration control unit transmits the migration post mes-
sage to the address related to the pointer. the home 
migration control unit may further comprise a pointer 
hold unit for the latest migration for holding a pointer 45 

related to the first migration control unit for the latest 
migration, and the home migration post unit in the 
home migration control unit may transmit the migra-
tion post message to the address related to the pain-
~~ ~ 

Each of the above pointers may be the broadcast 
address of the network to which each of the first mi
gration control units is attached. 

Each of the above pointers may be the address 
assigned to each of the first migration control units ss 
uniquely. 

The second migration control unit may further 
comprise a pointer obtainment unit for requesting to 

5 

the first migration control unit for the latest migration 
the pointer related to the first migration control unit for 
the latest migration, and the migration post unit in the 
second migration control unit may post the obtained 
pointer to the home migration control unit together 
with the updated address by sending thereto the mi
gration post message. 

The mi'gration post unit in the second migration 
control unit may post to the home migration control 
unit the pointer at the migration of the mobile node 
preceding the latest migration, while the migration 
post unit may post the above updated address at the 
latest migration of the mobile node. 

The first migration control unit may further com
prise an address post suppressing unit for suppress
ing transmission of the address post message from 
the address post unit to the third migration control 
unit, and the address post suppressing unit may sup
press transmission of the address post message 
when none of the first migration control units Is attach
ed to the same network as is the mobile node. 

The second migration control unit may further 
comprise a detect unit for detecting whether or not the 
first migration control unit is attached to the network 
to which the mobile node migrates, the migration post 
unit in the second migration control unit may transmit 
to the home migration cor.trol unit the migration post 
message which includes the detecting result of the 
above detect unit together with the updated address, 
the home migration post unit in the home migration 
control unit may transmit to the first migration control 
unit for the latest migration the migration post mes
sage which includes the detecting result oft he above 
detect unit together with the updated address, and 
the address post suppres"'ing uo1il in each ot the 
home migration control unit and the first migration 
control unit for the latest migration may suppress the 
transmission of the address post message in accor
dance with the detecting result of the above detect 
unit. 

The first migration control unit may further com
prise a packet transfer suppressing unit for suppress
ing transfer of the packet conducted by the packet 
transfer unit. 

The first migration control unit may further com
prise an address post suppressing unit for suppress
ing transmission of the address post message from 
the address post unit to the third migration control 
unit, and the address post suppref;sing unit in the first 
migration control unit being attached to a network to 
which the mobile node is not attached, may suppress 
the transmission of the address post message when 
the packet transfer suppressing unit in the first migra
tion control unit for the latest migration suppresses 
transfer of the packet. 

The second migration control unit may further 
comprise a detect unit for detecting whether or not the 
packet transfer suppressing unit in the first migration 
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control unit suppresses the transfer of the packet, the 
first migration control unit being attached to the net
work to which the mobile node migrates, and the mi
gration post unit in the second migration control unit 
transmits to the home migration control unit the mi- 5 

gration post message which includes the detecting re-
sult oft he above detect unit together with the updated 
address, the home migr.ation post unit in the home mi
gration control unit may transmit to the first migration 
control unit for the latest migration the migration post 10 

message which includes the detecting result of the 
detect unit together with the updated address, and 
the address post suppressing unit in each of the 
home migration control unit and the first migration 
control unit for the latest migration may suppress the 15 

transmission of the address post message in accor
dance with the detecting result of the above detect 
unit. 

The packet transfer suppressing unit in the first 
migration control unit for the latest migration may sup- 20 

press the transfer of the packet conducted by the 
packet transfer unit, when the packet transfer sup
pressing unit in the first migration control unit being 
attached to the network to which the mobile node mi-
grates suppresses the transfer of the packet. 25 

The above objects may also be fulfilled by a pack
et transfer migration control unit in a migration com
munication control device, the migration communica
tion control device being constructed to control a com-
munic?tior beh•feen :1 moui!e node and a partner 30 

node, the mobile node migrating across networks and 
obtaining an address assigned on each network while . 
the partner node being a communication partner of 
the mobile node, comprising a packet transfer unit for 
receiving a packet which was transmitted by the part- 35 

ner node to an outdated address of the mobile node, 
the outdated address being assigned when the mo-
bile node migrated to a network to which the packet 
transfer migration control unit is attached, generating 
a conversion packet which holds an updated address 40 

instead of the outdated address, and transmitting the 
conversion packet; and an address post unit for trans
mitting an address post message which indicates the 
updated address of the mobile node to the partner 
node, the partner node transmitting the packet re- 45 

ceived by the packet transfer unit. 
The above objects may further be fulfilled by a 

mobile node migration control unit in a migration com
munication control device, the migration communica-
tion control device being constructed to control a com- 50 

munication between a mobile node which migrates 
across networks and obtains an address assigned on 
each network and a partner node which is a commu
nication partner of the mobile node, being placed on 
the mobile node and comprising a migration post unit 55 

for transmitting to a packet transfer migration control 
unit a migration post message which indicates an up
dated address of the mobile node when the mobile 

node migrates to another network, the packet trans
fer migration control unit for receiving a packet which 
was transmitted by the partner node to an outdated 
address of the mobile node, the outdated address as
signed when the mobile node migrated to a network 
to which the migration control unit for packet transfer 
is attached, generating a conversion packet which 
holds the updated address instead of the outdated 
address, and transmitting the conversion packet; and 
a packet resumption unit for receiving the conversion 
packet from both the packet transfer migration control 
unit and the mobile node, and resuming an original 
packet from the conversion packet. 

The above objects are finally fulfilled by a partner 
node migration control unit in a migration communica
tion control device, the migration communication con
trol device being constructed to control a communica
tion between a mobile node which migrates across 
networks and obtains an address assigned on each 
network and a partner node which is a communica
tion partner of the mobile node, being placed on the 
mobile node and comprising an address post mes
sage receiving unit for receiving an address post mes
sage which indicates an updated address of the mo
bile node from a packet transfer migration control unit, 
the packet transfer migration control unit transmitting 
an address post message which indicates the updat
ed address of the mobile node to the partner node; 
and a packet conversion unit for converting a destin
ation address of a packet, the packet to b~ transmit
ted to the mobile node, into the updated address in
dicated by the address post message, and transmit
ting it to the mobile node. 

According to the above construction, the migra
tion communication control device of the present in
vention transfers and converts the packet using the 
address assigned to the mobile node each time it mi
grates across networks, obviating particular address
es or devices such as the VIP address used conven
tionally. For this reason, the migration communica
tion control device of the present invention can be ap
plied to the existing partner node and mobile node so 
that they can communicate continuously by transfer
ring the packet. Moreover, it is advantageous that the 
migration communication control device of the pres
ent invention is not necessarily applied to all the 
nodes to enhance communication efficiency; the 
present invention can be applied only to where nec
essary on the existing networks. More precisely, 
when any existing partner node communicates with 
the mobile node when it migrates, the packet can be 
transmitted directly from the mobile nodes to the ex
isting partner node; and it can be transferred via the 
first migration control unit from the existing partner 
node to the mobile node, thereby enhancing commu
nication efficiency. 

Furthermore, when the partner node employs 
the migration communication control device of the 

... 
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present invention, communication efficiency is fur
ther enhanced thanks to the. direct packet transmis
sion and reception made possible by posting the up
date address of the mobile node from the first migra-
tion control unit to the third migration control unit. 5 

Also, the devices such as MSS or a gateway em
ploying the VIP are not necessarily installed at every 
network to which the mobile node migrates. To be 
precise, according to the present invention, the con-
tinuous communication is implemented even when to 
the mobile node migrates to a network at which no 
special devices including above ones are installed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and the other objects, advantages and 
features of the invention will become apparent from 
the following description thereof taken in conjunction 
with the accompanying drawings which illustrate a 

15 

specific embodiment of the invention. In the draw- 20 

ings: 
FIG. 1 is a block diagram depicting a construction 
of a migration communication control device in a 
first embodiment of the present invention; 
FIG. 2 is a block diagram depicting a detailed con- 25 

struction of the migration communjcation control 
device employed as a mobile node in the first em
bodiment of the present invention; 
FIG. 3 is a block diagram depicting a detailed con-
struction of the migration communication control 30 

device employed as a gateway in the first em
bodiment of the present invention; 
FIG. 4 is a block diagram showing a detailed con
struction of the migration communication control 
device employed as a stationary node in the first 35 

embodiment of the present invention; 
FIG: 5 is a block diagram showing a detailed con
struction of the migration communication control 
device employed as an individual node in the first 
embodiment of the present invention; 40 

FIG. 6 is an illustration showing a first example of 
a network to which the migration communication 
control devices in FIG. 2, 3, 4 are attached; 
FIG. 7 is an illustration showing a second exam-
ple of the network to which the migration commu- 45 

nication control devices in FIG. 2, 3, 4 are attach-
ed; 
FIG. 8 is an illustration showing a third example 
of the network to which the migration communi-
cation control devices in FIG. 2, 3, 4 are attached; 50 

FIG. 9 is an illustration showing a fourth example 
of the network to which the migration communi
cation control devices in FIG. 2, 3, 4 are attached; 
FIG. 10 is an illustration showing (a) data in a data 
hold unit 1 in the mobile node (b) data in a data 55 

hold unit 1 in the migration communication control 
devices each employed as the gateway, the sta
tionary node, and the individual node. 

7 

FIG. 11 is an illustration showing a format of a 
packet in the first embodiment of the present in
vention; 
FIG. 12 is an illustration showing a format of a 
packet in the first embodiment of the present in
vention; 
FIG. 13 is an illustration showing a content of the 
data hold unit 1 in the migration communication 
control device employed as the gateway; 
FIG. 14 is an illustration showing a content of the 
data hold unit 1 in the migration communication 
control device employed as the individual node; 
FIG. 15 is an illustration showing an example of 
a network to which the migration communication 
control device is attached in a second embodi
ment of the present invention; 
FIG. 16 is a detailed block diagram depicting a 
home migration communication control device in 
the second embodiment of the present invention; 
FIG. 17 is an illustration showing a content of a 
home mobile host list hold unit in the second em
bodiment of the present invention; 
FIG. 18 is a detailed block diagram depicting the 
visitor migration communication control device in 
the second embodiment of the present invention; 
FIG. 19 is an illustration showing a content of a 
visitor mobile host list hold unit in the second em
bodiment of the present invention; 
FIG. 20 is a detailed block diagram depicting ami
gration address unit in the second embodiment of 
the present invention; 
FIG. 21 is an illustration showing a content of an 
address hold unit in the migration address unit in 
the second embodiment of the present invention; 
FIG. 22 is a detailed block diagram depicting ami
gration address unit in the second embodiment of 
the present invention; 
FIG. 23 is an illustration showing a content of the 
address hold unit in the migration address unit in 
the second embodiment of the present invention; 
FIG. 24 is an illustration showing a format of a 
data packet in the second embodiment of the 
present invention; 
FIG. 25 is an illustration showing a format of a 
packet transfer message in the second embodi
ment of the J)resent invention; 
FIG. 26 is an illustration showing a flow of a data 
packet transmitted between devices in the sec
ond embodiment of the present invention; 
FIG. 27 is an illustration showing a communica
tion sequence in FIG. 26; 
FIG. 28 is an illustration showing a construction 
of each data packet in FIG. 26; 
FIG. 29 is an illustration showing a change in the 
content of each hold unit in FIG. 26; 
FIG. 30 is an illustration showing a flow of each 
data packet transmitted between devices at an 
operation example in the second embodiment of 
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the present invention; ; 
FIG. 31 is an illustration showing a communica
tion sequence in FIG. 30; 
FIG. 32 is an illustration showing a construction 
of each data packet in FIG. 30; 
FIG". 33 is an illustration showing a change in the 
address hold unit in each device in FIG. 33; 
FIG. 34 is an illust~ation showing a flow of a data 
packet transmitted between devices at an opera
tion example in the second embodiment of the 
present invention; 
FIG. 35 is an illustration showing the communica
tion sequence in FIG. 34; 
FIG. 36 is an illustration showing a construction 
of each data packet in FIG. 34; 
FIG. 37 is an illustration showing a change in the 
address hold unit in each device in FIG. 34; 
FIG. 38 is an illustration showing a flow of each 
data packet transmitted between devices at an 
operation example in the second embodiment of 
the present invention; 
FIG. 39 is an illustration showing a communica
tion sequence in FIG. 38; 
FIG. 40 is an illustration showing a construction 
of each data packet in FIG. 38; 
FIG. 41 is an illustration showing a change in the 
address hold unit in each device in FIG. 38; 
FIG. 42 is an illustration showing a flow of each 
data packet transmitted between devices in the 
second embodiment of the present invention; 
FIG. 43 is an illustration showing a flow of each 
data packet transmitted between devices in the 
second embodiment of the present invention; 
FIG. 44 is an illustration showing a flow of each 
data packet transmitted between devices in the 
second embodiment of the present invention; and 
FIG. 45 is an illustration showing a flow of each 
data packet transmitted between devices in the 
second embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[Embodiment 1} 

A construction of a migration communication con
trol device in a first embodiment of the present inven
tion is described hereunder with referring to FIGs. 
Hereinafter, the mobile node and partner node in the 
related art as well as in the summary of the invention 
are referrP.d to ~s <> I'T''>hile : .ost and a stationary host. 
respectively. 

FIG. 1 is an illustration showing the construction 
of the migration communication control device com
prising a data hold unit 1, an application unit 2. a mi
gration address unit 3, and a communication control 
unit 4. 

The data hold unit 1 holds a couple of addresses 

of a mobile host by corresponding them. Each of the 
addresses in the data hold unit 1 is assigned before 
and after a migration of the mobile host. 

The application unit 2 checks a connection as 
5 well as monitors a ·timer. The unit 2 is relevant for a 

higher layer in OSI model, which includes an applica
tion layer. For example, the unit 2 operates as TCP at 
TCP/IP (Transmission Control Protocol/lnternet,Pro
tocol) or a layer which is higher than TCP. 

10 Tlie migration address unit 3 processes a migra-
tion address with referring to data in the data hold unit 
1. The concrete operation of the migration address 
unit 3 varies depending on a type of the migration 
communication control device comprising the unit 3, 

15 and this will be described in detail later. 
The communication control unit 4 controls the 

communication. The unit 4 is relevant for a lower layer 
in the OSI model. For example, the unit 4 operates as 
a layer which is lower than IP at TCP. 

20 The application unit 2 and the communication 
control unit 4 are the same units as ones implemented 
on a general host. Besides the unit 2 and 4, the mi
gration communication device in the first embodiment 
of the present invention includes the data hold unit 1 

25 and the migration address unit 3; thereby implements 
an operation unique to this case. That is, the data hold 
unit 1 and the migration address processing unit 3 are 
attached to the mobile host which migrates across 
networks, or a stationary host which is attached to a 

30 network fixedly (for example, a gateway or a server); 
otherwise, they operate alone. Each device compris
ing the unit 1 and 3 supports a continuous communi
cation unaffected by migration of the mobile host be
sides providing its own function. 

35 The data hold unit 1 and the mobile address unit 
3, which are included in the devices attached to the 
network, are described in FIGs. 2, 3, 4, 5. FIG. 2 
shows a migration communication control device 
where the unit 1 and the unit 3 are attached to the mo-

40 bile host which migrates across networks; FIG. 3 
shows a migration communication control device 
where the unit 1 and the unit 3 are attached to a gate
way which connects the networks; FIG. 4 shows ami
gration communication control device where the unit 

45 1 and the unit 3 are attached to the stationary host, 
which is the communication partner of the mobile 
host; and FIG. 5 shows a migration communication 
control device attached to the network itself. 

The migration communication control device in 
50 FIG. 2 (hereinafter referred to as a mobile host) fur

ther includes the application unit 2, the c~mmunica
tion control unit 4, and an address obtainment unit 25, 
besides the data hold unit 1 and the migration ad
dress unit 3. 

55 Each of the application unit 2 and the communi-
cation control unit 4 operates as the above; while the 
unit 2 together with the unit 4 operate as a conven
tional stationary host. 
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The address obtainment unit 25 obtains an ad
dress of the mobile host assigned when it has migrat
ed to another network. Although other options can be 
considered, such as employing a manual setting by 
an operator or communicating with a server computer 
which administrates addresses of the network, it is 
supposed here that the address is obtained in accor
dance with an instruction of a system administrator or 
the operator. The address obtainment unit 25 is also 
possessed by a general host and will not be described 
in detail. 

The addresses held in the data hold unit 1 are ob
tained by the address obtainment unit 25. 

The migration address unit 3 (enclosed with a 
broken line) consists of a response message trans
mission unit 20, a marked packet conversion unit 21, 
a migration address setting unit 26, ~ migration post 
transmission unit 27, a reception packet unit 28. and 
a marked packet resumption unit 29. 

The response message transmission unit 20 
transmits the packet which responds to the received 
packet if the response is needed. 

The marked packet conversion unit 21 converts 
a packet received from the response message trans
mission unit 20 as well as the application unit 2 into a 
marked packet by converting the addtess of there
ceived packet and marking the packet. 

The migration address setting unit 26 stores the 
address obtained by the address obtainment unit 25 
into the data hold unit 1. The address obtained by the 
unit 25 is the address of the mobile host assigned af
ter the migration, and the unit 26 stores it into unit 1 
by corresponding it to the address of the mobile host 
assigned before the migration. 

The migration post transmission unit 27 posts via 
the communication control unit4 that the address ob
tained by the unit 25 is held in the data hold unit 1 to
gether with the correspondence between a couple 
addresses each of which assigned before and after 
the migration. 

The reception packet unit 28 detects whether or 
not the received packet is marked, and sends the un
marked pa«;:ket to the application unit 2 while sending 
the marked packet to the marketed packet resump
tion unit 29. 

The marked packet resumption unit 29 resumes 
the marked packet. 

The migration communication control device in 
FIG. 3 (hereinafter referred to as a gateway) further 
includes the application unit 2 and the communication 
control unit 4 besides the data hold unit 1 and the mi
gration address unit 3 (enclosed with a broken line). 

Each of the application unit 2 and the communi
cation control unit 4 operates described the above, 
and the unit 2 together with the unit 4 operate as a 
conventional gateway. 

The data hold unit 1 holds the correspondence 
between a couple of the addresses of the mobile host 

each of which assigned before and after migration. 
The migration address unit 3 consists of a recep

tion packet unit 35, a migration post information unit 
36, an address comparison unit 37, an address con-

s version post transmission unit 38, and a marked pack
et conversion unit 39. 

The reception packet unit 35 detects whether or 
not the received packet is the packet comprising ami
gration post message, which is transmitted by the mo-

ro bile host. The unit 35 then sends the migration post 
message to the migration post information unit 36 
while sending the other packets to the address com
parison unit 37. 

In accordance with the migration post message 
15 received from the reception packet unit 35, the migra

tion post information unit 36 stores in the data hold 
unit 1 the correspondence between a couple of the 
addresses of the mobile host each of which assigned 
before and after the migration. The unit 36 also sends 

20 the migration post message to the address conver
sion post transmission unit 38. 

The address comparison unit 37 detects whether 
or not the destination address of the packet received 
from the reception packet unit 3f? coincides with the 

25 address of the mobile host assigned before migration, 
which is held in the data hold unit 1. When they coin
cide with each other, the unit 37 further sends to the 
marked packet conversion unit 39 the address as
signed after the migration, which corresponds to the 

30 address which coincides with the destination ad 6 

dress, as well as the packet received from the recep 6 

tion packet unit 35. On the other hand, when they do 
not coincided with each other, the unit 37 implements 
a function of a gateway by sending the packet to the 

35 application unit 2. 
The address conversion post transmission unit 

38 transmits to the destination address of the above 
packet received from the r~ception packet unit 35 an 
address conversion post message to inform that the 

40 address of the mobile host changes when the ad
dress comparison unit 37 detects a coincidence. Also 
the unit 38 transmits the address conversion post 
message to the network which satisfies the following 
two conditions: (1) the network where the address 

45 assigned before the migration, which is held in the 
data hold unit 1, is other than 0 (2) the migration com
munication control device employs as the gateway is 
not attached to the network. When the address con
version post message is transmitted to the network, 

so which satisfies the above ,conditions, its destination 
."address is a broadcast addr9ss u; the network. rhe 

broadcast address consists of a network part and a 
host part, and every bit of the host part is 1. 

The marked packet conversion unit 39 generates 
ss a marked packet when the address comparison unit 

37 detects a coincidence. The unit 3g generates it by 
marKing a general packet after converting the destin
ation address of the packet. Then, the unit 39 trans-

9 
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mits it. :; 
The migration communication control device in 

FIG. 4 (hereinafter referred to as a stationary host) 
further includes the application unit 2 and the com
munication control unit 4 besides the data hold unit 1 
and the migration address unit 3 (enclosed with a 
broken line). 

Each of the application unit 2 and the communi
cation control unit 4 operates as described the above, 
and the unit 2 together with the unit 4 operate as a 
conventional stationary host (not migrate). 

The data hold unit 1 holds the correspondence 
between a couple of the addresses of the mobile host 
each or .vt.;ch C~;:.si~n~::d before and after the migra
tion. 

The migration address unit 3 consists of a recep
tion packet unit 45, a marked packet resumption unit 
46, an address conversion post information unit 47, 
an address comparison unit 48, and a marked packet 
conversion unit 49. 

The reception packet unit 45 detects whether the 
received packet is the packet comprising the address 
conversion post message, the marked packet, or the 
other packets. The address conversion post message 
is transmitted by the gateway. Then the unit 45 sends 
the address conversion post message to the address 
conversion post information unit 47, the marked 
packet to the marked packet resumption unit 46, and 
the other packets to the application unit 2. 

The marked packet resumption unit 46 resumes 
the unmarked packet from the marked packet, which 
is received from the reception packet unit 45. 

The address conversion post information unit 47 
obtains from the packet comprising the address con
versions post message, which is received from there
ception packet unit 45, the correspondence between 
the address of the mobile host assigned before the 
migration and the one assigned after the migration, 
and stores it into the data hold unit 1. 

The address comparison unit 48 detects whether 
or not destination address of the packet received from 
the application unit 2 coincides with the address of 
the mobile host assigned before migration, which is 
held in the data hold unit 1. When they coincide with 
each other, the unit 48 further sends to the marked 
packet conversion unit 49 the address assigned after 
the migration, which corresponds to the address 
which coincides with the destination address, as well 
as the packet received from the application unit 2. On 
the other hand. when they do not coincided with each 
other, the unit 48 sends the packet to the communi
cation control unit 4. 

The marked packet conversion unit 49 generates 
a marked packet when the address comparison unit 
37 detects a coincidence. The unit 49 generates it by 
marking a general packet after converting the destin
ation address of the packet. Then, the unit 49 trans
mits it. 

The migration communication control device in 
FIG. 5, which is attached to the network by itself, con
sists of the data hold unit 1, the migration address unit 
3 (enclosed with a broken line), and the communica-

5 tion control unit 4. 
The data hold unit 1 holds the correspondence 

between a couple of the addresses of the mobile host 
each of which assigned before and after the migra
tion. 

10 The migration address unit 3 consists of the re-
ception packet unit 35, the migration post information 
unit 36, the address comparison unit 37, the address 
conversion post transmission unit 38, and the marked 
packet conversion unit 39. The units integrating the 

15 migration address unit 3 operate substantially same 
as equivalent units integrating the gateway in FIG. 3 
except the following. 

In FIG. 3 the address conversion post transmis
sion unit 38 transmits the address conversion post 

20 message to the network. satisfying both of the two 
conditions, which are described in the above; where
as, the address conversion post transmission unit 38 
in FIG. 5 transmits the address conversion post mes
sage to the broadcast address of ~he network as long 

25 as the network satisfies the first condition, that is it 
transmits the address conversion post message to 
the network when the address assigned before the 
migration, which is held in the data hold unit 1, is other 
than 0. 

30 FIG. 6 shows a first example of a network to 
which the migration communication control device as 
the mobile host in FIG. 2, the migration communica
tion control device as the gateway in FIG. 3, and mi
gration communication control device as the station-

35 ary host in FIG. 4 are attached. In the figure numeral 
11 denotes a mobile host In FIG. 2, which migrates • 
from a network A to a network B and obtains an ad
dress a assigned on the network A as well as an ad
dress p assigned on the network B. 

40 Numeral 12 denotes a stationary host in FIG. 3, 
which is attached to the network B and obtains an ad
dress y assigned thereon. 

Numeral 12' denotes a stationary host in FIG. 3, 
which is attached to the network A and obtains an ad-

45 dress y' assigned thereon. 
Numeral 13 denotes a gateway in FIG. 3, which 

has an address g. The gateway 13 is attached to both 
the network A and the network B. 

The address on each network is assigned by a 
so system administrator. 

FIG. 7 shows a second example of a network to 
which the mobile host in FIG. 2, the gateway in FIG. 
3, and the stationary host in FIG. 4 are attached. The 
stationary host is not illustrated in FIG. 7 since its lo-

55 cation does not affect the communication with the 
mobile host. 

In the figure the mobile host 11 migrates across 
network 1-4, and obtains an address m, m', m", m"' 
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assigned on each network respectively. 
The network 5 as well as each of the network 1-

4 (hereinafter referred to as the net 5, and the net 1-
4 respectively) are connected with each other by a 
gateway 1-4, as shown in the figure. 

A gateway 1-4 (hereinafter referred to as gw 1-gw 
4) is the migration communication control device em
ployed as the gateway in FIG. 3. 

FIG. 8 shows a third example of the network to 
which the mobile host in FIG. 2. the gateway in FIG. 
3, and the stationary host in FIG. 4 are attached. Con
struction of this network is substantially same as the 
second example of the network in FIG. 6 although op
eration thereof is different from the second example, 
which will be described later. 

FIG. 9 shows a fourth example of the network to 
which the mobile host in FIG. 2. the migration com
munication control device in FIG. 5, the stationary 
host in FIG. 4 are attached. The migration communi
cation control device as the stationary host will not be 
described here. 

In the figure, numeral11 denotes the mobile host 
which migrates across the network 1-4 and obtains 
the address m, m', m", m"' assigned on each network 
respectively. 

The network 5 as well as each of the network 1-
4 (hereinafter referred to as the net 5.' and the net 1-
4 respectively) are connected with each other by a gw 
1-4, as shown in the figure. 

Each of the migration communication control unit 
1-4 (hereinafter referred to as S1-S4) is relevant for 
the one in the FIG. 5. 

An address used in the first embodiment of the 
present invention is described hereunder. Each ad
dress consists of a network part, which is assigned on 
each network and shared by every host attached to 
that network, as well as a host part, which is assigned 
to each host uniquely. 

A broadcast address is a special kind of address, 
which can be divided into two types. The first one is 
the broadcast address used as the destination ad
dress in transmitting a packet from a network to an
other network, such as the broadcast address where 
every bit of the host part is 1. When the first type of 
the broadcast address is used as the destination ad
dress of the packet, the packet is transferred by the 
gateway to the network directed by the network part 
of the broadcast address. The other one is used in 
transmitting a packet within a network, such as the 
broadcast address where·every bit of both the host 
part and the network part is 1. When the second type 
of the broadcast address is used as the destination 
address' of the packet, the packet is transmitted to all 
the devices attached to the network, which includes 
the broadcast address. However, the gateway does 
not transfer the packet to any other network. 

Operations of the migration communication con
trol device in the first embodiment of the present in-

5 

vention are described hereunder with referring to 
drawings. 

(operation example in FIG. 6) 

In FIG. 6, when the mobile host migrates from the 
network A to the network B. the migration communi
cation control device is operated as follows. 

In a first operation. the mobiiA hf'lst :>nd t!le ;ate-
10 way operate when the mobile host migrates across 

networks. 
In a second operation, the stationary host trans

mits a packet to an address of the mobile host which 
was assigned before the migration. 

15 In a third operation, the stationary host transmits 
the packet to an address of the mobile host which has 
been assigned after the migration. 

In a fourth operation, the mobile host receives 
the packet which is transmitted by the stationary host. 

20 In a fifth operation, the mobile host sends a re-
sponse message to the stationary host. 

(first operation in FIG. 6) 

25 In FIG. 6 the mobile host 11 attached to the net-
work A (enclosed with a broken line) migrates to the 
network B to complete ongoing communication with 
the stationary host 12, which is attached to the net
work B. When migrating to the network B. the ad-

30 dress obtainment unit 25 in the mobile host 11 (FIG. 
2) obtains the address p assigned on the network B. 

Immediately after obtaining the address p, the 
address obtainment unit 25 gives the address p to the 
migration address setting unit 26 and the migration 

35 post transmission unit 27. The migration address set
ting unit 26 stores the address J3 into the data hold unit 
1 by corresponding it to the address a, which is the 
address assigned before the migration. FIG. 10 (a) 
shows the content of the data hold unit 1. The migra-

40 tion post transmission unit 27 gives to the gateway 13 
via the communication control unit 4 a packet com
prising migration post message and the correspon
dence between the address a and the address p. so 
that the gateway 13 will know that the mobile host 11 

45 has migrated to the network B. The mobile host 11 
can transmit the packet both before and after the mi
gration. In FIG. 6 a packet 51 is transmitted before the 
migration, and its format is shown in FIG. 11 (a). As 
shown in FIG. 11 (a), the packet 51 consists of a des-

50 tination address 91, a. source adCiress 92, and data 
93. The data 93 further comprise a message type 98, 
an address before migration 94, and an address after 
migration 95. 

Receiving from the communication control unit 4 
55 the packet 51, the gate way 13 sends it to the recep

tion packet unit 35, the unit 4 and the unit 35 being in 
FIG.!:3. From the message type 98 in FIG. 11 (a), the 
gateway 13 identifies the packet 51 with the migra-

11 
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tion post message, and gives the packet 51 to the mit 
gration post information unit 36. The migration post in
formation unit 36 obtains from the data 93 in the data 
packet 51 the address before migration u and the ad
dress after the migration Jl; then stores them into the 
data hold unit 1 by corresponding them with each 
other. The content of the data in the data hold unit 1 
is shown in FIG. 10 (b),. 

Additionally, the destination address 91 of the 
packet in FIG. 11 (a), can be the broadcast address 
of the network A, where the network part names the 
network A and every bit of the host part is 1. When 
the broadcast address is employed, every stationary 
host attached to the network A, including the gate 
way 13, receives the correspondence of the address
es each of which assigned before and after the migra
tion. In this case communication control unit 4 in the 
stationary host 12' receives the data packet 51, and 
gives it to the reception packet unit 45, the unit 4 and 
the unit 45 in FIG. 4. From the message type 98 in 
FIG. 11 (a), the reception packet unit 45 identifies the 
packet 51 with the migration post message, and gives 
the packet 51 to the address conversion post infor
mation unit 47. The unit 47 obtains from the data 93 
in the data packet 51 the address before migration u 
and the address after the migration p and stores them 
into the data hold unit 1 by corresponding them with 
each other. Once those addresses are stored in the 
data hold unit 1, the stationary host 12' can transmit 
a packet to the address assigned after the migration 
instead of transmitting it to the address before the mi
gration, the same to other stationary hosts attached 
to the network A. 

(second operation in FIG. 6) 

In the second operation, the stationary host 12 
transrr:~s:: pacl:et :o ::1d address assigned before the 
migration after the mobile host 11 migrates to the net
work B and obtains the address p assigned on the 
network B. It is supposed that the mobile host 11 
transmits the packet 51, which comprises the migra
tion post message, to the gateway 13 rather than to 
the broadcast address of the network A. 

The stationary host 12, which is not notified that 
the mobile host 11 has mig(ated to the network B. 
transmits the packet to the address u of the mobile 
host. which was assigned before the migration. A 
packet 52 in FIG. 6 is transmitted by the stationary 
host 12 to the address u of the mobile host 11, and 
its format is shown in FIG. 11 (f). The packet 52 is re
ceived by the gateway 13. Because the gateway 13 
is located between the source address of the packet 
52 and the address of the mobile host u assigned be
fore the migration, and also it is attached to the net
work A, to which the mobile host 11 was attached be
fore the migration. 

The gateway 13 employs its devices in FIG. 3 to 

implement its functions. including reception of the 
packet. That is, the communication control unit 4 in 
the gateway 13 receives the packet 52, and sends it 
to the reception packet unit 35 in the migration ad-

s dress unit 3. The reception packet unit 35 identifies 
the packet 52 with a general packet and gives it to the 
address comparison unit 37. The unit 37 compares 
the destination address u of the packet 52 with the 
address before the migration, which is held in the data 

10 hold unit 1; then detects whether or not they are co
incide with each other. When the destination address 
of the received packet does not coincide with the ad
dress assigned before the migration, the address 
comparison unit 37 sends the packet to the applica-

JS tion unit 2. On the other hand, when they coincide 
with each other, the address comparison unit 37 ob
tains from the data hold unit 1 the address Jl of the 
mobile host assigned after the migration, which cor
responds to the address u; then sends it both to the 

20 address conversion post transmission unit 38 and the 
marked packet conversion unit 39. 

As is described the above, the packet 52 is trans
mitted to the address u of the mobile host 11 by the 
stationary host 12. Therefore, the address conver-

25 sion post transmission unit 38 notifies the stationary 
host 12 that the address of the mobile host 11 has 
changed by transmitting thereto the packet 53. FIG. 
11 (b) shows the packet 53. Simultaneously, the 
marked packet conversion unit 39 converts the pack-

30 et 52 into the packet 53 by rewriting the destination 
address of the packet 52 to the address Jl assigned 
after the migration, returning thereto the previous 
destination address of the packet 52 as additional in
formation, and marking to show that its destination 

35 address has changed; then sends the packet to the 
communication control unit 4. Thereby, the packet 52, 
which is converted into the marked packet 52', is 
transferred from the address u of the mobile host 11 
assigned before the migration to the address J3 as-

40 signed after the migration. FIG. 12 (e) shows the 
packet 52'. 

Receiving the packet 53 from the communication 
control unit 4 in the stationary host 12, it sends its 
packet 53 to the reception packet unit 45, the unit 4 

45 and the unit 45 being in FIG. 4. From the message 
type 98 in FIG. 11 (b), the reception packet unit 45 
identifies the packet 53 with the address conversion 
post message, and gives the packet 53 to the address 
conversion post information unit 4 7: The address con-

so version post information unit 4 7 obtains from the data 
93 in the data packet 53 the address before migration 
u and the address after the migration p; then stores 
them into the data hold unit 1 by corresponding them 
with each other. Thereby, the stationary host 12 ob-

ss tains the address of the mob He host 11 assigned after 
the migration, so that a direct communication be
tween the stationary host 12 and the mobile host 11 
is implemented. 
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In the second operation the migration communi
cation control device comprisir:'lg the units in FIG. 4 is 
employed as the stationary host 12. However, a con
ventional stationary host. which is not constructed as 
the migration communication control device can also 
be communication partner of the mobile host if it is at
tached to a network. Therefore. hereunder a commu
nication between the mobile host 11 and the conven
tion stationary host is described. 

When the conventional stationary host transmits 
a packet to the address of the mobile host 11 as
signed before the migration after the mobile host 11 
has migrated to another network, the gateway 13 
transfers the packet to the address of the mobile host 
11 assigned after the migration as well as sends to 
the stationary host the packet 53 comprising the ad
dress conversion post message in FIG. 11 (c). This 
operation is same as the above. 

However. when receiving the packet 53, the sta
tionary host disposes it since it does not support the 
address conversion post message and judges the 
packet 53 is not a required packet. Thus, the conven
tional stationary host cannot utilize the packet 53 to 
detect the address of the mobile host assigned after 
the migration nor hold the correspondence of the ad
dresses each assigned before and a~ter the migra
tion. 

Therefore, the stationary host gives the packet 
only to the address of the mobile host 11 assigned be
fore the migration. Then, the gateway transfers the 
packet to the address of the mobile host 11 assigned 
after the migration, and the mobile host 11 receives 
the packet. The message from the mobile host 11, 
such as the response message, is transmitted to the 
stationary host directly, so that it is received by the 
stationary host without fail. 

Thus. the conventional stationary host transmits 
a packet to the mobile host indirectly and receives a 
packet from the mobile host directly. Continuous com
munication unaffected by the mobile host's migration 
can be implemented, even when the conventional sta
tionary host is employed. 

(third operation in FIG. 6) 

In the third operation, the stationary host 12 
transmits the packet to the address f3 of the mobile 
host 11 assigned after the migration with referrin~ to 
the correspondence of the addresses each assigned 
before and after the migration. which is held in the 
data hold unit 1. The third operation is described here
under with referring to FIG. 4. 

The stationary host 12 employs its devices in 
FIG. 4 to implement conversion of the destination ad
dress and the transmission of the packet, both of 
which integrate the third operation. That is, applica
tion unit 2 sends to the address comparison unit 48 
the packet 54, whose destination address is the ad-

5 

dress u of the mobile host 11 assigned before the mi
gration. FIG. 11 (f) shows a format of the packet 54. 
Then. the comparison unit 48 obtains the destination 
address of the packet 54 and detects whether or not 
it coincides with the address before the migration, 
which is held in the data hold unit 1. 

The comparison unit 48 sends the packet 54 to 
the communication control unit 4 when the above ad
dresses do not coincide with each other while it sends 

10 the packet 54 to the marked packet conversion unit 
49 when the above addresses coincide with each 
other. In the third operation the coincidence is detect
ed since the corresponded between the address u 
and the address p is stored in the data hold unit 1. 

t5 Therefore, the packet 54 is sent to the marked packet 
conversion unit 49. Then the marked packet conver
sion unit 49 obtains from the data hold unit 1 the ad
dress p of the mobile host assigned after the migra
tion, which corresponds to the address u as well as 

20 converts the packet 54 into the packet 54' by convert
ing the destination address a into the address p, re
turning thereto the original destination address u as 
additional information. and marking the packet 54 to 
show that its destination address has changed; then 

25 sends the packet 54' to the communication control 
unit 4. FIG. 11 (c) shows a format of the packet 54'. 
Since the destination address of the packet 54' is an 
updated address of the mobile host 11, the packet 
54' is given to the mobile host 11 without fail. 

30 

(fourth operation in FIG. 6) 

In the fourth operation, the mobile host 11 re
ceives the marked packet 54' and obtains the original 

35 unmarked packet 54 by resuming the packet 54·. This 
operation is described hereunder with referring to 
FIG.2. 

The mobile host 11 employs its devices in FIG. 2 
to implement its operation. That is, the communica-

40 tion control unit 4 receives the packet 54' and sends 
it to the reception packet unit 28. The reception pack
et unit 28 detects that the received packet 54' is 
marked. and sends it to the marked packet resump
tion unit 29. The unit 29 obtains the original destina-

45 tion address a, which is held in the additional informa
tion 97, and replaces the current destination address 
p of the packet 54' with the address a. Then it sends 
the packet 54' ~o the application unit 2. Thus, the mo
bile host 11 can receive the packet destined for its out-

50 dated address. · 

(fifth operation in FIG. 6) 

In the fifth operation, the mobile host 11 sends to 
55 the stationary host 12 a packet comprising a re

sponse message (hereinafter referred to as a re
sponse packet) or a packet excluding the response 
message (hereinafter referred to as a non-response 

13 
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packet). A type of the received packet determinElS 
whether or not it is responded with the response 
packet. 

When the packet 54' is responded with a re
sponse packet, the mobile host 11 employs its devic
es in FIG. 2 to send the response packet. That is, the 
response message transmission unit 20 builds there
sponse packet. and sends it to the marked packet 
conversion unit 21 together with the destination ad
dress a. of the packet 54'. 

The mobile host 12 also employs its devices to 
send the non-response packet 55. That is, the appli
cation unit 2 gives the address a assigned before the 
migration and the non-response packet to the 
marked packet conversion unit 21. The unit 21 sends 
the received packet to the stationary host 12 via the 
communication control unit 4 without marking it. FIG. 
11 (e) shows the packet sent by the unit 21 to the sta
tionary host 12. 

The communication control unit 4 in the station
ary host 4 receives the packet 55, and gives it to the 
reception packet unit 45. The unit 45 detects that the 
packet 55 is the non-response packet, so that it gives 
the packet 55 to the application unit 2. Thus, the sta
tionary host and the mobile host implement a contin
uous communication unaffected by mobile host's mi
gration. Although the migration communication con
trol device is employed as the stationary host 12 in 
this embodiment, the conventional host can also be 
employed to transmit the non-response packet. 

In the above, the unmarked response packet and 
the unmarked non-response packet are sent to the 
mobile stationary host 12. On the other hand, here
under the operation of the mobile host 11 at conver
sion of the response packet and the non-response 
packet into the marked ones is described. This will be 
employed effectively in a communication between 
mobile hosts. 

Receiving the unmarked packet from the applica
tion unit 2, the marked packet conversion unit 21 gen
erates a packet 55' where the destination address 
and the source address are the address y of the sta
tionary host 12 and the address J3 assigned after the 
migration respectively. Also in generating the packet 
55', the application unit 2 gives to the received packet 
the address a assigned before the migration as addi
tional information as well as marks the received pack
et to indicate that the destination address has con
verted. FIG. 11 (d) shows a format of the packet 55'. 
Then the application unit 2 sends the packet 55' to 
the stationary host 12 via the communication control 
unit4. 

The communication control unit 4 in the station
ary host 12 receives the packet 55', and sends it to 
the reception packet unit 45. Detecting the packet 
55' is the marked packet, the reception packet unit45 
sends it to the marked packet resumption unit 46. The 
unit 46 resumes the packet 55' into the packet 55 by 

unmarking it and replacing the source address there
of with the address a. assigned before the migration, 
which is held as the additional information. A format 
oft he packet 55 is shown in FIG. 11 (e). Thus, the sta-

5 tionary host and the mobile host implement a contin
uous communication unaffected by mobile host's mi
gration. 

10 

(operation example in FIG. 7) 

In FIG. 7, when the mobile host migrates across 
the network 1, 2. 3, and 4. and obtains a temporary 
address assigned on each network. the newest ad
dress of the mobile host is transmitted to the station-

15 ary host. which operates as communication partner. 

(migration from network 1 to network 2) 

The address of the mobile host is m when it is at-
20 tached to the network 1. When migrating from the 

network 1 to the network 2, the mobile host 11 replac
es its address with m' assigned on the network 2. 
Then the mobile host 11 notifies the migration com
munication control device attached to the network 1 

25 that it has migrated to the network 2 by sending 
thereto a packet comprising a migration post mes
sage. In FIG. 7 the migration communication control 
device gw 1, gw 2 attached to the network 1 receive 
the migration post packet 61, and store it into its own 

30 data hold unit 1. The operation in FIG. 7 is substan
tially same as the operation in FIG. 6 except that in 
FIG. 7 the packel_61 holds the address of the mobile 
host assigned before the last migration besides the 
correspondence of the addresses each assigned be-

35 fore and after the current migration. The address as
signed before the last migration makes the gws pre
pare for further migration of the mobile host. which 
will be described later. A format of the packet 61 is 
shown in FIG. 12 (a). Since the migration from the 

40 network 1 to the network 2 is the first migration in 
FIG. 7, the packet 61 holds 0 at the address assigned 
before the last migration. 

The gw 1 and the gw 2 store in the data hold unit 
1 the correspondence of the addresses each as-

45 signed before and after the migration, as well as the 
address assigned before the last migration. As shown 
in FIG. 13 (a), m-m· and 0 are stored in the data hold 
unit 1 of each of the gw 1 and _the gw 2. 

Then, the gw 1 and the gw 2 detects from 0 at the 
50 address assigned before the last migration that no mi

gration had been conducted before the current migra
tion. 

The broadcast address of the network 1 can be 
employed as the destination address of the migration 

55 post packet 61.1fthe packet is destined for the broad
cast address, every host attached to the network 1, 
which includes the gw 1 and the gw 2, will hold the 
correspondence of the addresses each of which as-
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signed before and after the migration as well as the 
address assigned before the last migration. Thereby, 
the hosts attached to the network 1 can communicat
ed with the mobile host directly. 

(migration from network 2 to network 3) 

When migrating from the network 2 to the net
work 3, the mobile host 11 obtains m" at the address 

5 

assigned after the migration. Then the mobile host 11 10 

notifies the gw 2 and a gw 3, both of which are attach-
ed to the network 2, that the mobile host 11 has mi
grated to the network 3 by transmitting thereto a 
packet comprising the migration post message, refer-
red to as a packet 62 in FIG. 7. FIG. 12 (b) shows a 15 

format of the packet 62, which is transmitted to the gw 
2. The broadcast address oft he network 2 can be em
ployed as the destination address of the packet 62. 
When the packet 62 is transmitted to the broadcast 
address of the network 2, every host attached to the 20 

network 2. which includes the gw 2 and the gw 3, 
holds the correspondence of the addresses each as
signed before and after the migration. 

The gw 2 employs its devices in FIG. 3 to process 
the packet 62. That is, receiving the packet 62, the gw 25 

2 sends it to the migration post information unit 36 via 
the communication control unit 4 and the reception 
packet unit 35, then refers to the data hold unit 1 
where m-+m' and 0 are still held at the address cor-
respondence and at the address assigned before the 30 

last migration respectively. The migration post infor
mation post unit 36 obtains from the packet 62 m'- . 
m" as the newly assigned <::orrespondence between 
the addresses each of which assigned before and af-
ter the current migration, the migration from the net- 35 

work 2 to the network 3. Then, it detects whether or 
not the address m' coincides with the addrel)S held In 
the data hold unit 1 as the address assigned after the 
last migration. Since the unit 36 detects the coinci-
dence, it replaces the address m' in the unit 1 with the 40 

· address m" as well as replaces the correspondence 
m-m' with the correspondence m-m". 

Also the migration post information unit 36 sends 
to the data hold unit 1 the address m assigned before 
the last migration together with the address corre- 45 

spondence m'-m" obtained from the current migra-
tion. Now the data hold unit 1 in the gw 2 holds the 
address mat the address assigned before the last mi
gration and the address correspondence m'-m" at 
the correspondence of the addresses each of which 50 

assigned before and after the migration as well as the 
address 0 at the address assigned before the last mi
gration as well as the address correspondence m-
m' at the correspondence of the addresses each of 
which assigned before and after the migration. After 55 

updating as well as adding the addresses in the data 
hold unit 1, the migration post information unit 36 
sends to the address conversions post transmission 

15 

unit 38 m'-m" as the newly obtained correspondence 
of the addresses before and after the current migra
tion. 

The address conversion post transmission unit 
38 detects the network satisfying the following con
ditions with referring to the data hold unit 1 and then 
transmits the address conversion post message to 
the broadcast address of the detected network. That 
is, the address conversion post message is transmit
ted to the network where the address assigned be
fore the migration, which is held in the data hold unit 
1, is other than 0 as well as the migration communi
cation control device employed as the gateway is not 
attached. Although in the migration from the network 
2 to the network 3, the data hold unit 1 holds mat the 
address assigned before the last migration, the gw 2 
is attached to the network 1; therefore, the unit 38 
does not transmit the address conversion post to the 
network 1. 

The packet 62 is also received by gw 3. When re
ceiving the packet 62. the gw 3 employs its own de
vices in FIG. 3 to process the packet 62, which is sub
stantially same as does the gw 2 except the following. 
That is, the address conversion post transmission 
unit 38 of the gw 3 detects t: 1at tne gw 3 is not attach
ed to the network 1. Also it is detected that the mobile 
host 11, attached to the network 1, has the address 
mas the address assigned before the last migration. 
Therefore, the unit 38 of the gw 3 transmits to the 
broadcast address of the network 1 a packet compris
ing the address conversion post message, which is 
referred to as a packet 63. FIG. 12 (c) shows the 
packet 63. 

The packet 63 is received by the gw 2, the gw 1, 
both of which are attached to the network 1. Although 
it is also received by the stationary host 11, this will 
not be described here. Obtaining the current address 
correspondence m'-m" from the packet 63, where 
m' coincides with the address which has been held in 
the hold unit 1 at the address obtained after the mi
gration, the gw 1 changes the m-m' in the data hold 
unit 1 into the m-m" by replacing m' with m" as the 
address assigned after migration. 

On the other hand, the data hold unit 1 of the gw 
2 had gained from the packet 62 the above informa
tion before receiving the packet 63. Therefore the 
content of the unit 1 of the gw 2 does not change 
across reception of the packet 63. This is because the 
gws of the present invention locate on a gateway, 
which connects a couple of networks. Due to its loca
tion, each gw receives packets from two networks. 
However, actually the packet 62 is destined for the 
network 2 and the packet 63 is destined for the net
work 1. Therefore, even though the gw 2, which are 
attached to both the network 1 and the network 2, re
ceives both the packet 62 and 63 by the gw 2, this will 
not bause ·any problem in the communication be
tween the stationary host 12 and the mobile host 11. 
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FIG. 13 (b) shows the content of the data hold uni.t 
1 in each of the gws. 

(migration from network 3 to network 4) 

When migrating from the network 3 to the net
work 4, the mobile host 11 obtains m"' as the address 
assigned after the migr,ation. Then the mobile host 11 
sends to the gw 3 and a gw 4, both of which are at-

5 

tached to the network 3, a packet comprising the mi- 10 

gration post message. The packet received by the gw 
3 is referred to as a packet 64. The broadcast address 
of the network 3 can be employed as the destination 
address of the packet 64. When the packet 64 is des-
tined for the broadcast address of the network 3, ev- t5 

ery host attached to the network 2, which includes 
the gw 3 and the gw 4, obtains from the packet the 
correspondence of the addresses each of which as
signed before and after the migration from the net-
work 3 to the network 4. 20 

The gw 3 employs its devices in FIG. 3 to process 
the pa~...:,et 34. 7i 1at is, receiving the packet 64, the gw 
3 converts the content of the data hold unit 1 by re
placing the address correspondence m-m" with m-
m"'. newly holding m" -m"' obtained from the packet 64 25 

as well as the address m' assigned before the last mi
gration. Then, the address conversion post transmis-
sion unit 38 of the gw 3 transmits the address conver-
sion post message to the network satisfying the fol-
lowing condition. That is, the address conversion post 30 

message is transmitted to the network where the ad
dress assigned before the migration, which is held in . 
the data hold unit 1, is other than 0 as well as the gw 
3 it self is not attached. The packet including the ad-
dress conversion post message is referred to a pack- 35 

et 65, and the packet is transmitted to the broadcast 
address of the network 1. FIG. 7 (c) shows the packet 
65. 

The packet 64 is also received by gw 4. When re-
ceiving the packet 64, the gw 4 renews the content 40 

of the data hold unit 1 by replacing m'-m" with m'-m'" 
as well as newly holding the address m' as the ad
dress assigned before the last migration. Further, the 
address conversion post transmission unit 38 of the 
gw 4 detects that the gw 4 is not attached to the net- 45 

work 2 which has the address other than 0 at the ad
dress assigned before the last migration; therefore, 
the unit 38 of the gw 4 transmits a packet comprising 
the address conversion post message, which is refer-
red to as a packet 66, to the broadcast address of the 50 

network 2. FIG. 7 (c) shows the packet 66. 
Receiving the packet65, 65, the gw 2 and the gw 

1 renew the content of its data hold unit 1, which is 
substantially the same as the above. 

The gw 3 and the gw 2 receives the same infor- 55 

mation twice since the former receives the packet 64 
and 65 while the latter receives the packet 65 and 66. 
This is because gws of the present invention locate on 

a gateway and receives packets from a couple of net
works, which is described the above. 

FIG. 13(c) shows the content of the data hold unit 
1 in each of the gws. Thus, according to the gws of 
the present invention, the packet transmitted to any 
of the addresses m, m', m" is transferred by the gws 
to the updated address of the mobile host, the gws 
also notify the stationary host of the updated ad
dress. 

Fo·r example, when the stationary host is not no
tified of the updated address of the mobile host and 
transmits a packet to the address m', the packet is re
ceived by the gw 2 and the gw 3, both of which are 
attached to the network 2. Then, the gw 2 and the gw 
3 transfers the packet to the updated address of the 
mobile host as well as notifies the stationary host of 
the updated address. Thereby, the stationary host 
obtains the updated address of the mobile host, so 
that it will be able to communicate with the mobile 
host directly. The packet destined for the address 
m' is received by both the gw 2 and the gw 3, since 
they are attached to the network 2. Thus, i.he mobile 
host receives the same packet twice, once from the 
gw 2 and the other time from the gw 3, and the sta
tionary host receives the same message twice; how
ever, the repeated packet or the message can be sim
ply ignored, so that this will not cause any problem in 
the communication between the stationary host and 
the mobile host. The repeated packet or the message 
is observed when the two gws are attached to each 
network in FIG. 7; whereas it is not observed when 
only one migration communication control device is 
attached to each network, which will be described lat
er at the operation in FIG. 9. 

(operation example in FIG. 8) 

In FIG. 6, FIG. 7, the stationary host transmits the 
data packet to the outdated address after'mobile host 
notifies the gws that it has migrated to another net
work. Then the gws transmit the address conversion 
post message to the stationary host. However, in FIG. 
8 the gws convert the destination address of data the 
packet from the outdated address into the updated 
address assigned after the migration instead of trans
mitting the address conversion post message. 

A packet 71, 72 in FIG. 8 are substantially same 
as the packet 51, 52 in FIG. 6. The operation conduct
ed before the packet 72 is transmitted by the station
ary host 12 and is received by the gateway 13 is sub
stantially same as the first operation in FIG. 6. The op
eration which follows reception of the packet 72 is de
scribed hereunder with referring to FIG. 3. 

The gate way 13 employs its units in FIG. 3 to 
process the packet 72. The communication control 
unit 4 receives the packet 72 and gives it to the recep
tion packet unit 35 in the migration address unit 3. De
tecting that the packet 72 is a general packet, there-
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ception pad:et unit 35 sends it to the address compar
ison unit 37. The address comparison unit 37 detects 
whether or not the destination address of the packet 
72 coincides with the address in the data hold unit 1 
at the address assigned before the migration. 

When no coincides is found, the address compar
ison unit 37 gives the packet 72 to the application unit 
2. On the other hand, a coincidence is found, the ad
dress assigned after the migration, which corre
sponds with the address identical to the destination 
address of the packet 72, is obtained from the data 
hold unit 1, and is sent to the marked packet conver
sion unit 39 together with the packet 72. The marked 
packet conversion unit 39 generates a packet 
72' where the destination address of the packet 72 is 
replaced with the address assigned after the migra
tion, which is sent by the address comparison unit 37, 
the destination address of the packet 72 is added as 
additional address, and a mark is set to indicate that 
the destination address has converted. Then the 
packet 72' is sent to the communication control unit 4. 
FIG. 12 (e) shows a format of the packet 72', where 
identical numerals denotes the same units in FIG. 11. 
The packet 72' is sent to the mobile host 11 without 
fail since its destination address is the updated ad
dress thereof. 

(operation example in FIG. 9) 

In FIG. 9, the mobile host migrates across net
work 1, 2, 3, and 4. In FIG. 7 the gw 1-gw 4 are em
ployed as the migration communication control devic
es; whereas in FIG. 9 the gw 1-gw 4 are employed 
simply as gateways to connect networks, and also an
other migration communication control device is at
tached to each network. The operation of the migra
tion communication control device, which is connect
ed to the network alone, at processing the migration 
post message or the address conversion post mes
sage is substantially same as one of the gw 1-gw 4 in 
FIG. 7. The flow of the migration post message and 
the address migration post message are mainly de
scribed hereunder. 

(migration from network 1 to network 2) 

When migrating from the netw~rk 1 to the net
work 2, the mobile host 11 sends a packet comprillling 
the migration post message to the migration commu
nication control device, which is attached to the net
work 1. In FIG. 9 (a} a migration post packet 81 is 
transmitted to a migration communication control de
vice S1, which is attached to the network 1. The des
tination address of the packet 81 can be the broad
cast address of the network 1. 

The device S1 processes the packet 81 by em
ploying its devices in FIG. 3. Receiving the packet 81, 
the device S1 stores into the data hold unit 1 the cor-

respondence of the addre::.ses each assigned before 
arid after the migration as well as the address as
signed before the last migration. The migration post 
information unit 36 transmits the packet 81 to the ad-

5 dress conversion post transmission unit 38; however, 
since the unit 38 detects that the address assigned 
before the last migration ls 0, it does not transmit the 
address conversion post message to any network. 
The content of the data hold unit 1 in the S1-S4 are 

10 shown in FIG. 14 (a}. 

(migration from network 2 to network 3) 

When migrating from the network 2 to the net-
15 work 3, the mobile host 11 notifies the S2. which is 

attached to the network 2, that it.has migrated to the 
network 3 by transmitting thereto the packet compris
ing the migration post message, which is referred to 
as a packet 82 in FIG. 9 (b). 

20 The S2 employs its devices in FIG. 3 to process 
the packet 82. That is, it converts the content of the 
data hold unit 1 by renewing and adding new informa
tion, and finally holds in the unit 1 the address m'
m" at the correspondence of the addresses each of 

25 which assigned before and after the migration as well 
as the address m assigned before the last migration. 
Then, the migration post information unit 36 gives the 
newly obtained correspondence m'-m" to the ad
dress conversion post transmission unit 38. 

JO The address conversion post transmission unit 
38 detects whether or not the address assigned be
fore the last migration, which is held in the data hold 
unit 1. is 0. lfthe address is not 0, the unit 38 transmits 
the address conversion post message to the broad-

35 cast address of the network which includes the de
tected address. In FIG. 9 (b) the address m is held at 
the address assigned before the last migration, so 
that the unit 38 transmits the packet 83 to the broad
cast address of the network 1. 

40 When receiving the packet 83, the migration 
communication control device S1, which is attached 
to the network 1, renews the content of the data hold 
unit 1 by newly holding the address correspondence 
m-m" as well as the address 0 at the address as-

45 signed before the last migration. Detecting 0 at the 
address assigned before the last migration, the ad
dress conversion post transmission unit 38 does not 
transmit the address conversion post to any network. 
The content of the data hold unit 1 in the S1-S4 are 

50 shown in FIG. 14 (b). · 

(migration from network 3 to network 4) 

When migrating from the network 3 to the net-
55 work 4, the mobile host 11 notifies the communica

tion migration control device S3, which is attached to 
the.fletwork 3, that it has migrated to the network 4 
by transmitting thereto a packet comprising the mi-

17 
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gration post message, referred to as a packet 84 ie 
FIG. 9 (c). 

The migration communication control device 53 
employs its devices in FIG. 3 to process the packet 
84. That is, it newly holds into the data hold unit 1 the 
address correspondence m"-m"" as well as the ad
dress m' assigned before the last migration. Then, 
the address conversiop post transmission unit 38 in 
the 53 transmits a packet comprising the address 
conversion post message, referred to a packet 85 in 
FIG. 9 (c), to the broadcast address of the network 2 
since the address m' is held at the address assigned 
before the last migration in the data host unit 1. 

When receiving the packet 85. the migration 
communication co~trol device 52 employs its devices 
in FIG. 3 to process it. That is, it newly holds into the 
data hold unit 1 the address correspondence m'
m" as well as the address m assigned before the last 
migration. Then, the address conversion post trans
mission unit 38 in the 52 transmits a packet compris
ing the address conversion post message. referred to 
a packet 86 in FIG. 9 (c), to the broadcast address of 
the network 2 since the address m is held at the ad
dress assigned before the last migration in the data 
hold unit 1. 

When receiving the packet 86, the migration 
communication control device 51 employs its devices 
in FIG. 3 to process it. That is, it newly holds into the 
data hold unit 1 the address correspondence m-m"' 
as well as the address 0 at the address assigned be
fore the last migration. The address conversion post 
transmission unit 38 in the 51 does transmit the ad
dress conversion post since 0 is detected at the ad
dress assigned before the last migration. The content 
of the data hold unit 1 in each of the 51-54 are shown 
in FIG. 14 (c). Thus, according to the migration com
munication control device 51-54 of the present inven
tion, the 51-54 are notified of the updated address of 
the mobile host at every migration, so that the packet 
transmitted to any of the addresses m, m'. m" is trans
ferred thereby to the updated address of the mobile 
host. The 51-54 also notify the stationary host of the 
updated address of the mobile host. 

The operation in FIG. 9 differs from the operation 
in FIG. 7 in that each network has just one communi
cation migration control device (one oft he 51-54). so 
that the migration post and the address conversion 
transmitted .to 51-54 are not duplicated. 

In the format shown in FIG. 11 and 12, the mark 
96 or the message type 93 indicates kind of packet. 
That is, mark 96 indicates whether or not the packet 
is marked while the message type 93 indicates 
whether it is the packet comprising the migration post 
message, the packet comprising the address conver
sion post message, and the general packet. Further, 
a protocol type can also be employed to indicate 
which migration communication control device is em
ployed. For example, when TCP/IP is employed, the 

protocol number at the IP header thereof distin
guishes the packet employed in the embodiment from 
other packets. That is, when the protocol number in 
the packet is identical with the one, which has been 

5 assigned to the protocol number field, the packet is 
the one employed in the embodiment. 

In the first embodiment of the present invention. 
a nonvolatile storage can be employed as the data 
hold unit 1 of the mobile host. If so, the communica-

10 tion ca·n be resumed even after the host or the gate
way is turned off as well as after the system is reset. 

Also even when the stationary host employs the 
nonvolatile storage as the data hold unit 1, it can re
sume the communication, which has interrupted by 

15 the switch off or the system reset, rather fast since it 
obtains from another host the updated address of the 
mobile host instead of receiving from the gateway the 
address conversion post message which shows the 
updated address. 

20 For example, it is supposed in FIG. 7 that the mo-
bile host 11 migrates from the network 1 to the net
work 4. The data hold unit 1 of the migration commu
nication device holds the address correspondence 
m-m"' since it has communicated with the mobile 

25 host, which is attached to the network 4, at least 
once. According to the migration communication con
trol device in the embodiment described the above. 
the packet is transferred from the outdated address 
to the updated address of the mobile host and the sta-

30 tionary host is notified of the updated address; there
fore, even when the address information in the data 
hold unit is lost tly switch off thereof, the stationary 
host will obtain the updated address. Restart of the 
communication can also be implemented by employ-

35 ing a specific host such as a server. That is, the ser
ver may be constructed to obtain the updated ad
dress of the mobile host at every migration, and give 
it to the stationary host whenever requested. In this 
case a packet comprising the address inquiry should 

40 be generated beforehand. 
Also in the fifth operation in FIG. 6, the mobile 

host 11 employs the application unit 2 and sends to 
the marked packet conversion unit 21 the address as
signed before the migration when transmitting the 

45 non-response address to the stationary host after it 
has migrated to another network. Instead of sending 

· the non-response address, the application unit 2 can 
transmit a connection identifier to the marked packet 
conversion unit 21. In this case the data hold unit of 

so the migration communication control device, em
ployed as the mobile host, holds a correspondence 
between the connection identifier and the address 
that had been assigned when the connection was es
tablished instead of holding the correspondence be-

55 tween the correspondence of the addresses each as
signed before and after the migration. Then, the unit 
21 obtains the source address of the packet by de
tecting the address which corresponds to the identi-
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fier, which is held in the data hold unit 1. 
As is described the above, the mobile host can 

employ, the broadcast address of the network when 
transmitting the migration post to the migration com-
munication control devices. When the broadcast ad- s 
dress is employed, every host attached to the net
work, to which the migration communication control 
device is also attached, obtains the updated address 
of the mobile host. This implements a direct commu-
nication between the mobile host and the stationary 10 

host, which improves efficiency of the communica-
tion. 

The address assigned before the last migration, 
which is held in the hold unit 1, can be replaced with 
the broadcast address assigned to the network to 15 

which the mobile host is attached before the last mi
gration. If the broadcast address is employed, the 
gateway employed as the migration communication 
control device (gws) or the migration communication 
control device (Ss) needs to include the broadcast ad- 20 

dress in the address conversion post message. In this 
case both devices can obtain the broadcast address 
from the data hold unit; therefore, the operation 
thereof at requesting the broadcast address will be 
eliminated. 25 

When storage capacity of the dat? hold unit 1 is 
limited, the data hold unit 1 holds only the useful data 
by disposing the unuseful data, which is least recently 
retrieved therefrom by the address comparison unit. 

[Embodiment 2] 

In FIG. 15 network A, B, and Care connected in 

30 

a line via gateways 143 arid 143', the gateway 143 
placing between the network A and B while the gate- 35 

way 143' placing between the network Band C. 
A home migration communication control device 

101 including a migration address unit 144 is attached 
to the network A; a visitor migration communication 
control device 109 including a migration address unit 40 

145 is attached to the network B; and a visitor migra-
tion communication control device 1 09' including a 
migration address unit 145' is attached to the network 
C. A mobile host 146 including a migration address 
unit 115 is attached to the network A as its home net- 45 

work, and a stationary host 151 including a migration 
address unit 125 is also attached to the network A. 

The mobile host 146 migrates across the netwprk 
A, B, and C. It has a home address a assigned when 
it is attached to the network A, as well as other ad- 50 

dresses· assigned depending on where it migrates, 
such as a temporary address 13 on the network B and 
a temporary address yon the network C. 

Also each of the home migration communication 
control device 101, the visitor migration communica- 55 

tion control device 109, 109' which are identical in its 
construction and the stationary host 151 has an ad
dress Ha, Va, Va', and Sa respectively assigned on 

19 

the network. 
Detailed function of the above devices 101, 109, 

109', 146, and 151 is described hereunder, in which 
like components are labeled with like reference nu
merals. 

[home migration communication control device 101] 

When the mobile host 146 migrates from the 
home network to another network, it is assigned the 
temporary address. However if the stationary host 
151 is not notified of that migration, it transmits an 
original data packet (hereinafter referred to as a non
capsulated data packet) to the home address a of the 
mobile host 146. When the noncapsulated data pack
et is destined for the outdated address of the home 
mobile host 146, the home migration communication 
control device 101 transfers that noncapsulated data 
packet from there to the updated address, that is the 
temporary address 13 oryofthe mobile host. Then, the 
device 101 posts to the stationary host 151 the tem
porary address f3 ory here, so that the stationary host 
151 will be able to communicate directly with the mo
bile host. The device 101 also posts the same infor
mation to the visitor migration communication control 
device 109, 1 09', so that the devices 109, 1 09' will im
plement the same function with the home migration 
communication control device 101. 

As shown in FIG. 16 the home migration commu
nication control device 101 consists of the migration 
address unit 144 and a communication control unit 
108. The migration address unit 144 further compris
es a home mobile host (MH) list hold unit 102. a pack
et transfer unit 103, a mobile host (MH) transfer unit 
1 04, an address inquiry unit 105, a packet monitoring 
unit 106, an address post unit 107. 

Next the function of each component integrating 
the device 101 will be described. The communication 
control unit 108 mainly controls the communication of 
protocols located in lower lflyer~ ::-:cLJdi.llJ a ~h~:.ical 
layer, such as the protocol lower than IP. 

The address post unit 107 receives from the mo
bile host 146 an data packet including an address post 
message. The address post message is generated 
when the mobile host 146 migrates to the network B 
or C, and posts the temporary address 13 or y of the 
mobile host to the device 101. The unit 107 sends the 
address post message to the mobile host transfer unit 
104 as well as sends a response '!lessage to the mo
bile host 146. FIG. 28 (3) is an example oft he address 
post message, which includes the home address u as 
well as the temporary address 13 or y of the mobile 
host 146, a value of an autonomous flag F, and a 
broadcast address Bba, Cba on the network B, C. 
The autonomous flag F will be described later. FIG. 28 
(4) is an example of the response message. 

A mobile host transfer unit 104 stores the address 
post message into the home mobile host list hold unit 
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102, notifies the visitor migration communication con: 
trol device 109 or 109' of the migration of the mobile 
host 146 by sending thereto a mobile host transfer 
message. and receives the data packet including the 
response. Further, according to a direction given by 
the pa<..r.et (ransler urut 103, the unit 104 transmits 
the mobile host transfer message both to the station
ary host 151 and the device 109 or 109'. The unit 103 
gives the direction whe'n the value oft he autonomous 
flag F is 1.· 

FIG. 32 (3) and FIG. 36 (5) are examples of the 
mobile host transfer message including the home ad
dress a, the temporary address j} or y, and the auton
omous flag F. Since the mobile host transfer message 
is sent to the stationary host 151 is sent only when the 
autonomous flag F is 1; therefore, it does not neces
sarily include the value of the flag F. However. the 
identical message is sent both to the stationary host 
151 and the visitor migration communication control 
device 109, 109' in this embodiment to simplify the 
construction of the mobile host transfer unit 104. FIG 
32 (4) is an example of the response message. 

As shown in FIG. 17, the home mobile host list 
hold unit 102 holds the home address a, the tempor
ary address (3. y, the value of the autonomous flag F. 
and the broadcast address Bba, Cba on the network 
B. C. all of which are obtained from the mobile host 
transfer unit 104. 

The packet monitoring unit 106 receives the 
packet destined for the home address a of the mobile 
host 146. then sends it to the packet transfer unit 103 
when the stationary host 151 transmits the packet to 
the home address a of the mobile host 146 after the 
mobile host 146 has migrated to another network. 

The packet transfer unit 103 has a payload includ
ing the noncapsulated data packet and the packet 
transfer message informing the transfer of the non
capsulated data packet, generates another data 
packet, and sends it to the temporary address 13. y of 
the mobile host 146. FIG. 32 (2) is an example of the 
packet transfer message. As is described the above, 
the packet transfer unit 103 directs the mobile host 
transfer unit 104 to transmit the mobile host transfer 
message to the stationary host 151 only when the au
tonomous flag in the home mobile host list hold unit 
102 shows the value of 1. The operation conducted 
when the flag F is 1 will be described later. 

When the stationary host 151 has problems in 
communicating with the mobile host 146 such as re
ceiving the unusual mobile host transfer message, 
the address inquiry unit 105 is employed to solve the 
problems. That is, receiving from the stationary host 
151 an address inquiry message, the address inquiry 
unit 105 transmits to the stationary host 151 a data 
packet which responds to the address inquiry by 
showing the address to be used in the communica
tion. The address inquiry message includes a type 
field 132, a flag field 133, a sequence field 134, and 

a home address field 138, each of which having value 
5, 1. a certain number, and a respectively; while the 
response message includes a temporary address 
field 139 filled with the temporary address j}. y as well 

s as the flag field with 2. besides the type field 132, the 
sequence field 134, and the home address field 138 
filled with the same values in the address inquiry 
message. 

10 [visitor migration communication control device 109] 

The visitor migration communication control de
vice 109 implements the same function with the home 
migration communication control device 1 01. That is, 

15 when the stationary host 151 transmits an encapsu
lated data packet to the temporary address p of the 
mobile host 146, which is the updated address there
of since the mobile host has migrated to the network 
C, the visitor migration communication control device 

20 109 transfers that encapsulated data packet from the 
temporary address f3 to temporary address y. Then, 
the device 109 posts to the stationary host 151 the 
temporary address y, so that the stationary host 151 
will be able to communicate directly with the mobile 

25 host 146. However, whether or not the device 109 
provides the above packet transfer service will be de
termined in accordance with a processing load put on 
the device 109 or with a initial setting given by a sys
tem operator; thus, the packet transfer service of the 

30 device 109 is not necessarily an obligation. 
As shown in FIG. 18, the visitor migration commu

nication control device 109 consists of the migration 
address unit 145 and the communication control unit 
1 08. The migration address unit 145 further compris-

35 es the packet monitoring unit 106, a visitor mobile 
host list hold unit 110, a packet transfer unit 111, a mo
bile hosttransfer unit 112, a mobile host visit unit 113, 
and an autonomous support unit 114. The unit 106 
and the unit 108 function the same as those in the 

40 home migration communication control device 101. 
Receiving an autonomous packet transfer sup

port check message inquiring if the visitor migration 
communication control device 109 provides the pack
et transfer service, the autonomous support unit 114 

45 responds to it with the response message where the 
autonomous flag F shows 1 when the device 109 pro
vides that service or 0 when it does not provide that 
service. FIG. 28 ( 1) is an example of the autonomous 
packet transfer support check message, while FIG. 

50 28 (2) is an example of the response message includ
ing the autonomous flag F and the broadcast address 
Bba. 

Receiving from the mobile host 146 the mobile 
host visit message which informs that the mobile host 

55 146 has migrated to the network B, the mobile host 
unit 113 responds it with the response message after 
storing the mobile host visit message into the visitor 
mobile host list hold unit 110. The mobile host visit 
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message includes the home address u. and the tem
porary address p of the mobile host 146. FIG. 28 (5) 
is the format of the mobile host visit message, while 
the FIG. 28 (6) is the format of the response mes
sage. 

Receiving from the mobile host transfer unit 104 
in the device 101 the mobile transfer message in
forming that the mobile host 146 has migrated to the 
network C, the mobile host transfer unit 112 stores in 
the visitor mobile host list hold unit 110 the updated 
temporary address y of the mobile host 146 and the 
value of the autonomous flag F by corresponding 
them to the home address a. The unit 112 also trans
mits to the stationary host 151 the mobile host trans
fer message in accordance with the direction from the 
packet transfer unit 111, as does the mobile host 
transfer unit 104 in the device 101. 

As shown in FIG. 19, the visitor mobile host list 
hold unit 110 holds the home address a and the tem
porary address p on the network B. which are ob
tained from the mobile host 146 via the mobile host 
visit unit 113, as well as the temporary address y and 
value on the autonomous flag F, which are obtained 
from the home migration communication control de
vice 101 via the mobile host transfer unit 112. 

The packet transfer unit 111, as dQes the packet 
transfer unit 103 in the home migration communica
tion control device 101, transmits to the temporary ad
dress y the data packet including the transfer mes
sage as well as orders the mobile host transfer unit 
112 to transmit the mobile host transfer message. 

[mobile host 146] 

As shown in FIG. 20, the mobile host 146 includes 
the migration address unit 115, an address obtain
ment unit 116, the communication control unit 108, 
and an application processing unit 124 which mainly 
controls the communication of protocols located in 
higher layers including an application layer. such as 
TCP or layers located higher than it. 

The migration address unit 115 comprises the a 
packet transmission unit 117. a transfer packet recep
tion unit 118, an address hold unit 119, a migration unit 
120, an autonomous support unit 121, an address 
post unit 122, a mobile host visit unit 123. 

The migration address unit 115 comprising the 
above units is employed in transfer of data to the tem
porary address p or y when the mobile host 146 mi
grates to the network 8 or C. Also receiving the data 
packet destined for the temporary address 13 or yin
cluding the packet transfer message and the noncap
sulated data packet, the device 115 transmits the 
noncapsulated data to the application processing unit 
124. 

In accordance with the order given by the appli
cation processing unit 124 when the mobile host mi
grates to the network 8, C. the migration unit 120 con-
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trois the address obtainment unit 116, the autono
mous support unit 121. the address post unit 122, the 
mobile host visit unit 123. and the address hold unit 
119. 

Directed by the migration processing unit 120, 
the address obtainment unit 116 obtains the tempor
ary address p, y of the mobile host 146 assigned when 
it migrates to the network B. C respectively. 800TP 
in "Bill Croft and John Gilmore, BOOTSTRAP PRO
TOCOL RFC951, Sep., 1985" is an example of obtain
ing the temporary address; besides employing the 
BOOTP, the operator may input the temporary ad
dress p, y assigned by a system administrator of the 
network B. C. 

Directed by the migration unit 120, the autono
mous support unit 121 sends the autonomous packet 
transfer support check message to inquire if the visi
tor migration communication control device 109, 
1 09' attached to the networ:, B, G provides the pack
et transfer service and receives the response mes
sage to the inquiry. The autonomous packet transfer 
support check message is also sent to obtain the 
broadcast address Bba and Cba on the network B 
and C respectively. 

Directed by the migration unit 120, the address 
post unit 122 sends the address post message to no
tify the home migration communication control device 
101 of the temporary address p, y. The address post 
message also informs whet her or not the device 109, 
1 09' provides the packet transfer service as well as 
the broadcast address Bba, Cba on the network B. C. 
If the response message from the visitor migration 
communication control device 109, 1 09' has the val
ue 1 of the autonomous flag F, the mobile host visit 
unit 123 transmits to the visitor migration communica
tion control device 109, 109' the mobile host visit 
message including the home address a as well as the 
temporary address p, y respectively. 

As shown in FIG. 21, the address hold unit 119 
previously holds the home address a of the mobile 
host 146 and the broadcast address Aba on the net
work A. Now, the unit 119 newly holds the temporary 
address p or y obtained from the address obtainment 
unit 116 via the migration unit 120 and the broadcast 
address Bba or Cba obtained from the autonomous 
support unit 121.via the migration unit 120. 

When the mobile host 146 is attached to the net
work A and receiving a data packet destined for the 
home address a, the transfer pa~et reception unit 
118 sends data etc. in the noncapsulated data packet 
to the application processing unit 124. On the other 
hand, when the mobile host 146 is attached to the 
network B and receiving a data packet destined for 
the temporary address p, the data packet including 
the packet transfer message and the noncapsulated 
data packet destined for a, the unit 118 sends to the 
applfcation processing unit 124 data etc. in the non
capsulated data. Thus, the application processing 

LG v. Straight Path, IPR2015-00209
Straight Path - Ex. 2023 - Page 313



41 EP 0 556 012 A2 42 

unit 124 receives the data without being affected by 
the migration of the mobile across the networks. 

Receiving the data to be transmitted and the in
struction from the application processing unit 124, the 
packet transmission unit 117 generates a noncapsu
lated data packet whose destination address is the 
home address u and transmits it. 

[stationary host 151] 

As shown in FIG. 22, the stationary host 151 
comprises the migration address unit 125 and the ap
plication processing unit 161 which mainly controls 
the communication of a protocol located in higher lay
ers including application layer, such as TCP or layers 
located higher than the TCP and the communication 
control unit 108. 

The migration address unit 125 comprises a 
transfer packet transmission unit 126, a packet recep
tion unit 127, an address hold unit 128, an address in
quiry unit 129, and the mobile host transfer unit 130. 

The migration address unit 125 comprising the 
above units generates a noncapsulated data packet 
and sends it to the home address u when it is not no
tified that the mobile host 146 migrate to the network 
B or C and obtained the temporary address 13 or y re
spectively. The unit 125 also generates an encapsu
lated data packet including as a payload the noncap
sulated data packet and a data transfer message, 
which informs transfer of the noncapsulated data 
packet and sends it to the temporary address 13, y, 
when it is notified of the migration. 

Receiving from the home migration communica
tion control device 101 and the visitor migration com
munication control device 109, 109' the data packet 
including the mobile host transfer message which in
forms the migration of the mobile host 146, the mo
bile host transfer unit 130 stores into the address hold 
unit 128 the home address u and the temporary ad
dress 13 or y of the mobile host 146 assigned on the 
network B or C respectively. 

As shown in FIG. 23, the address hold unit 128 
holds the home address u, the temporary address J3 
or y by corresponding them. 

Directed by the application unit 161, the transfer 
packet transmission 1111it 123 generates a data packet 
destined for the home address u, and transmits it. 
However, if the address hold unit 128 holds the tem
porary address J3 or y besides the home address u, 
the unit 126 generates an encapsulated data packet 
destined for the temporary address 13 or y, which in
cludes as a payload a noncapsulated data packet and 
a packet transfer message, which informs transfer of 
the noncapsulated data packet, and transmits it. 

As is described the above, both the home migra
tion communication control device 101 and the visitor 
migration communication control device 109, 
1 09' generate the encapsulated data packet includ-

ing the packet transfer message and the noncapsu
lated data and transmits it to the current temporary 
address of the mobile host 146. Owing to the dE!vice 
101 or 109, 109', the stationary host 151 is able to 

5 transmit to the mobile host 146 both the noncapsulat
ed data packet destined for the home address u and 
the encapsulated data packet destined for the tem
porary address 13 or y without failure even when the 
address hold unit 128 fails to hold the current temper-

to ary address 13 or y and the stationary host 151 trans
mits the data packet to the outdated address of the 
mobile host 146. 

The packet reception ·unit 127 receives a data 
packet which is sent from the mobile host 146 and has 

15 Sa as its destination address, and sends the data etc. 
in it to the application unit 161. 

When the address inquiry unit 129 has problems 
such as that it received an illegal mobile host transfer 
message or that it cannot communicate with the mo-

20 bile host 146 successfully, it transmits a data packet 
including an address inquiry message in order to in
quire of the host migration communication control de
vice 101 the address which is currently used to com
municate with the mobile host 146. 

25 

[construction of data packet] 

As shown in FIG. 24 (a), (b), (c), there are three 
kinds of data packets, each data packet 210, 220, 

30 230, includes each of header 211, 221, 231 and pay
load 212, 222. 232 respectively. 

The header 211 of the data packet 210 includes 
a destination address 201, and a source address 202. 
Also the payload 212 consists of a transmission data 

35 203. 
The header 221 of the data packet 220 includes 

the destination address 201 and the source address 
202. Also the payload 222 consists of a message 204. 

The header 231 of the data packet 230 includes 
40 the destination address 201 and the source address 

202. Also the payload 232 consists of the message 
204, which is employed as the packet transfer mes
sage, and a noncapsulated data packet 210. Also 
each header 211, 221, 231 includes information 

45 s hawing presence or absence oft he message 204 as 
a protocol number etc. 

The message 204 includes some of the fields in 
FIG. 25 in accordance with its type. 

The type of the message 204 is indicated in the 
so message type field 132. Besides the above types, 

the message 204 is also employed as an echo mes
sage for examining whether or not a host employs an 
appropriate operation in accordance with the mes
sage. 

55 A flag field 133 indicates whether or not themes-
sage 204 is a response. When the message 204 is not 
the response, the field 133 further indicates whether 
or not the message 204 requests a respo'!se. 
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A sequence field 134 gives a single number both 
to the request message and its response message, 
thereby the request message and the response mes
sage are corresponded. 

An autonomous flag field 135 contains a value of 
the autonomous flag F indicating whether or not the 
visitor migration communication control device 
1 09,109' provide the packet transfer service. 

A counter field 136 contains a counter indicating 
the number of the visitor migration communication 
control devices employed to transfer the encapsulat
ed data packet consisting of the packet transfer mes
sage and the noncapsulated data packet. The visitor 
migration communication control device increments 
the counter in the received message packet by 1, and 
gives it to the message to be transmitted. When the 
incremented number is greater than the predeter
mined number, the received message packet is dis
posed., 

A status field 137 of the response message indi
cates presence or absence of an error in a transmis
sion/reception of the data packet. For example, it in
dicates an error in authentication information, which 
will be described later, or the address inquiry mes
sage which cannot or should not be responded. 

A home address field 138, a temporary address 
field 139, and a broadcast address field 140 indicates 
the home address as well as the temporary address 
of the mobile host 146 or the broadcast address on 
its home network or on the network it migrates. How
ever, what the broadcast address field 140 indicates 
depends on type of the message 204. Whether the 
message 204 is the request or the response also de
vices the content of the broadcast address field 140. 

The authentication information field 141 indi
cates if a source address coincides with the sender's 
address. 

[outline of communication operation] 

The home migration communication control de
vice 101 and the visitor migration communication con
trol device 109,1 09' is basically employed to transfer 
the data packet transmitted by the stationary host 151 
as well as post to the stationary host 151 the updated 
temporary address of the mobile host 146. Under
standing of such operations will be helped by the fol-
lowing two points. . 

1. Transfer of the data packet and posting of the 
updated temporary address are conducted only 
when the mobile host 146 migrates from its home 
network to another network. The home network 
refers to the one to which the home migration 
communication control device is attached. 
2. Posting of the updated temporary address is 
conducted only when the autonomous flag F is 1, 
which indicates the visitor migration communica
tion control device 109, attached to the same net-
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work as is the mobile host 146. provides the 
packet transfer service. Otherwise. the data 
packet transmitted by the stationary host 151 to 
the posted temporary address will not be re
ceived by the mobile host 146 when the mobile 
host 146 migrates to another network. 

[communication operation 1] 

An example of the communication operation is 
described hereunder. In the communication operation 
1 the visitor migration communication control device 
109, 109' provides the packet transfer service when 
the mobile host 146 migrates from the network A to 
the network B. further from the network B to the net
work C. 

(migration from network A to network B) 

The operation at the migration of the mobile host 
146 from the network A to the network B is described 
with referring to FIGs. 26-29. FIG. 26 shows a flow of 
the data packet transmitted between the devices; 
FIG. 27 shows a communication sequence of the data 
packet; FIG. 28 shows construction of each data 
packet; and FIG. 29 shows the content of the address 
hold unit 119 etc. 

When the mobile host 146 is attached to the net
work A, the home mobile host list hold unit 102 in the 
home migration communication control device 101 
holds the home address a both as the home address 
and the temporary address of the mobile host 146. 
Thereby the home migration communication control 
device 101 detects thatthe mobile host 146 is attach
ed to the network A. 

The address hold unit 119 in the mobile host 146 
holds the home address a and the broadcast address 
Aba on the network A. 

When the mobile host 146 migrates to the net
work B, the application unit 124 orders the operation 
of the migration unit 120 in accordance with the in
struction given by the operator. The temporary ad
dress pis assigned to the mobile host 146 on the net
work B, and the address obtainment unit 116 obtains 
it. The migration unit 120 stores into the address hold 
unit 119 the temporary address p together with the 
home address a and the broadcast address Aba. 

(1) The autonomous support unit 121 transmits to 
the visitor migration communication control de
vice 109, which is attached to ·the network B, the 
data packet including the autonomous packet 
transfer support check message 14 7 which holds 
the home address a and the temporary address 
p. The destination address of the data packet is 
the broadcast address shared by every network, 
such as an address where every ,..it i~ 1. T~e ;-:-.es
~age 147 does not necessarily hold the home ad
dress a and the temporary address P although 
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they can be used in checking the security of the 
network if it does. Also the message 147 holding 
the home address u and the temporary address 
y can take the place of a mobile host visit mes-
sage 146, which will be described later. 5 

(2) The autonomous support unit 114 in the visitor 
migration communication control device 109 re
sponds to the autQnomous support unit 121 with 
the response message 147R where broadcast 
address Bba is set and the autonomous flag Fin 10 

the autonomous flag field 135 indicates 1 to in-
form that the device 109 provides the packet 
transfer service. 

The mobile host 146 transmits the data pack-
et to the visitor migration communication control 15 

device 109. The broadcast address Bba is em
ployed as the destination address of the data 
packet and it is set in the response message 
147R; however, this is not an obligation. 

That is, when the response message 147R 20 

does not hold the broadcast address Bba, the fol
lowing means can be employed. First, the broad-
cast address shared by every network can be 
employed, which is described in the above. Sec-
ond, the source address, which is set in the head- 25 

er of the data packet comprising the response 
message 147R. can be employed. Third, a so 
called name service can be employed, where a 
server device on the network system informs the 
broadcast address Bba. Finally, when the ad- 30 

dress assigned to each of the devices. which are 
attached to the network, consists of the network 
address being unique for the network and a de-
vice address being unique for the devices, and 
the broadcast address on each network consists 35 

of such network address and the device address 
where the value of every bit is 1, the network ad
dress Bba can be generated by employing the 
network address included in the temporary ad-
dress Jl of the mobile host 146. 40 

(3) The address post unit 122 transmits to the 
home migration communication control device 
101 the address post message 148. The mes~ 
sage 148 includes the value 1 ofthe autonomous 
flag F, which is obtained from the response mes- 45 

sage, home address a, the temporary address Jl 
on the network B. and the broadcast address 
Bba, and the broadcast address Aba is the des
tination address of the address post message 
14& ~ 

When the address post unit 107 in the home 
migration communication control device 101 re
ceives the address post message 148, the mo
bile host transfer unit 104 stores in the home mo-
bile host list hold unit 102 the temporary address 55 

~. the value 1 of the autonomous flag 1, and the 
broadcast address Bba by corresponding them to 
the home address a. Since the home address u 

·had been stored as the temporary address before 
the temporary address J3 was stored, the mobile 
host transfer unit 104 knows that the mobile host 
146 has migrated from the network A to the net
work B; therefore, it does not transmit the mobile 
host transfer message to the visitor migration 
communication control device 109,109'. That is, 
the data packet transmitted by the stationary host 
151 to the home address u of the mobile host 146 
is ·received by the home migration communica
tion control device 101 and transferred thereby to 
the temporary address ~; therefore, the visitor 
migration communication control device 
109,1 09' is not employed here. 
(4) The address post unit 107 notifies the address 
post unit 122 that it has received the address post 
message 148 by sending the response message 
148R. 
(5) Since the visitor migration communication 
control device 109 provides the packet transfer 
service, the mobile host visit unit 123 transmits to 
the visitor migration communication control de
vice 109 the mobile host visit message 149 in
cluding the home address a and the temporary 
address~. so that the device 109 is notified that 
the mobile host 146 has migrated to the network 
B. The mobile host visit message 149 is destined 
for the broadcast address Bba. 

The mobile host visit unit 113 in the visitor mi
gration communication control device 109 re
ceives the mobile host visit message 149 and 
stores into the visitor mobile hostlist hold unit 110 
the home address a as well as the temporary ad
dress Jl. The temporary address p is stored also 
as the updated temporary address of the mobile 
host 146, which will be assigned when the mobile 
host 146 migrates from the network B to another 
network; thereby, the visitor migration communi
cation control device 109 detects that the mobile 
host is currently attached to the network B. 
(6) The mobile host visit unit 113 notifies the mo
bile host visit unit 123 by sending the response 
message 149R that it has received the mobile 
host visit message 149. 

[communication between the stationary host 151 
and the mobile host 146 on the network B] 

The operation at the communication between the 
stationary host 151 and the mobile host 146 when the 
mobile host is attached to the network B is described 
hereunder with referring to FIGs. 30-33, which are rel
evant for FIGs.26-29. 

(1) The application unit 161 in the stationary host 
151 directs the transmission of the noncapsulat
ed data packet, whose destination is the home 
address a, despite the migration of the mobile 
host 146. Immediately after the mobile host 146 
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migrates to the network B. that is, when the ad
dress hold unit 128 does not hold the home ad
dress u. and the temporary address p, the trans
fer packet transmission unit 126 is not notified of 
the migration; therefore, it generates the noncap- 5 

sulated data packet 152 and transmits it to the 
home address u. in accordance with the direction 
from the application unit 151. 

The noncapsulated data packet 152 is notre-
ceived by the mobile host 146, which is not at- to 
tached to the network A. but by the packet mon
itoring unit 106 in the home migration communi
cation control device 101 since the home mobile 
host list hold unit 102 in the device 101 holds the 
home address u. as well as the temporary ad- t5 

dress J3, which coincides with the destination ad
dress of the noncapsulated data packet 152. 
(2) The packet transfer unit 103 in the home mi
gration communication control device 101 gener-
ates an encapsulated data packet including the 20 

noncapsulated data packet 152, which is re
ceived by the packet monitoring unit 106, and the 
packet transfer message 153, which informs the 
transfer of the noncapsulated data packet 152; 
and transmits it to the temporary address J3. The 25 

packet transfer message 153 inclu,des the value 
0 in the field 133, which indicates that no re
sponse is requested, as well as the value 0 on the 
counter in the field 136, which indicates that the 
packet transfer message is the first message 30 

added to the noncapsulated data packet 152. As 
is described. no response is requested by the . 
packet transfer message 153. That is, the appli
cation unit 161 ofthe stationary host 151 and the 
application unit of the mobile host 146, rather 35 

than the home migration communication control 
device 101 and the migration address unit 115. 
confirm that the mobile host 146 receives the 
noncapsulated data packet 152. 

The transfer packet reception unit 118 in the 40 

mobile host 146 receives the encapsulated data 
packet including the packet transfer message 
153 and the noncapsulated data packet 152, 
since it is destined for the temporary address J3, 
which is held in the address hold unit 119. The 45 

unit 118 then detects that the destination address 
of the noncapsulated data packet 152 is the 
home address a, and sends the data etc. in ~he 
noncapsulated data packet 152 to the application 
unit 124. 50 

Thus, the communication between the appli
cation unit 124 and the application unit 161 is not 
affected by the migration of the mobile host 146. 
(3) The packet transfer unit 1 03 transmits the en-
capsulated data packet including the data packet 55 

transfer message. It also directs, after detecting 
that the autonomous flag F indicates 1, the mo-
bile host transfer unit 104 to transmit to the sta-

25 

tionary host 151 the data packet including the 
mobile host transfer message 154 where the 
home address u. and the temporary address pare 
set. Finally, the unit 104 transmits the data packet 
to the stationary host 151. 

The mobile host transfer unit 130 in the sta
tionary host 151 receives the mobile host transfer 
message and stores into the address hold unit 
128 the home address u. and the temporary ad
dress p. 
(4) The mobile host transfer unit 130 responds to 
the mobile host transfer unit 104 with the re
sponse message 154R. 
(5) When the application unit 161 directs the 
transmission of the noncapsulated data packet to 
the home address u. after the address hold unit 
128 holds the home address u. and the temporary 
address p, the transfer packet transmission unit 
126 first generates a noncapsulated data packet 
destined for the home address a, then generates 
an encapsulated data packet including it and a 
packet transfer message 155. The encapsulated 
data packet is then transmitted to the temporary 
address p. Thus, once the home migration com
munication control device 101 notifies the sta
tionary host 151 of the home address u. and the 
temporary address J3, the stationary host 151 is 
able to transmit the data pa~k<>t t'l tr.c ter.pc~ary 
address p of the mobile host 146, and the home 
migration communication control device 101 is 
not employed. 
On the other hand, when data is transmitted from 

the mobile host 146 to the stationary host 151, the Sa 
is employed as the destination address u. and the 
home address is employed as the source address; 
and the noncapsulated data packet is transmitted 
from the address u. to the address Sa. 

Thus, even when all the noncapsulated data 
transmitted by the stationary host 151 is destined for 
the home address a. the home migration communica
tion device 101 transfers the data to the updated tem
porary address of the mobile host; thereby, the com
munication between the mobile host 146 and the sta
tionary host 151 is implemented, and the convention
al device can be employed as the stationary host 151, 
which broadens a practicability of the network sys
tem. 

Whereas, when the network system checks the 
original source address of the data packet or a trans
fer path oft he data packet, the tra'nsmission unit may 
be built in the mobile host 1461ike the transfer packet 
transmission unit 126 in the stationary host 151, and 
also the reception unit may be built in the stationary 
host 151 like the transfer packet reception unit 118 in 
the mobile host 146; and the encapsulated data pack
et including the packet transfer message and the non
caps\Jiated data packet may be transmitted there
between. 
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[migration from network B to network C) 

The operation at the migration of the mobile host 
146 from the network B to the network Cis described 
hereunder with referring to FIGs. 34-37, relevant for 
FIGs. 26-29. 

( 1 )-( 4) The operation related to transmission of an 
autonomous packet transfer support check mes
sage 147', a response message 147R', an ad
dress post message 148', and a response mes
sage 148' between the mobile host 146 and the 
visitor migration communication control device 
1 09' is substantially same as the operation relat
ed to transmission of messages between the mo
bile host 146 and the visitor migration communi
cation control device 109, which is conducted 
when the mobile host 146 migrates to the net
work B. However, the operation at the migration 
from the network A to the network B and the op
eration at the migration from the network Band 
the network C are different from each other in 
part of the operation of the home migration com
munication control device 101 conducted after it 
responds to the received address post message 
148' with the response message 148R. 
(5) When the address post unit 107 receives the 
address post message 148', the mobile host 
transfer unit 104 in the home migration commu
nication control device 101 detects that the mo
bile host been attached to the network B before 
migrating to the network C since the temporary 
address 13 has been stored as the temporary ad- . 
dress. Then, the mobile host transfer unit 104 
sends to the visitor migration communication 
control device 109 the data packet including both 
the home address u and the temporary address 
y, so that the device 109 transfers the data packet 
transmitted _by the statirmary host 151 from the 
temporary address 13 to the temporary address y. 
The data packet received by the visitor migration 
communication control device is destined for the 
broadcast address Bba. 

In accordance with the address post mes
sage 148', the mobile host transfer unit 104 
stores into the home move host list hold unit 1 02 
the temporary address y, the value 1 of the au
tonomous flag F. and the broadcast address Cba 
by corresponding them to the home address a.. 

Receiving the data packet including the mo
bile host transfer message 150, the mobile host 
transfer unit 112 in the visitor migration commu
nication control device 109 stores into the visitor 
mobile host list hold unit 110 the temporary ad
dressy newly assigned to the mobile host 146 
and the value 1 of the autonomous flag F by cor
responding them to the home address u. 
(6) The mobile host transfer unit 112 notifies the 
mobile host transfer unit 104 that it has received 
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the mobile host transfer message 150 by sending 
thereto the response message 150R. 
(7). (8) The transmission of a mobile host visit 
message 149' and a response message 
149R' between the mobile host 146 and the vis
itor migration communication control device 1 09'. 
which is conducted when the device 109' pro
vides the packet transfer service, is substantially 
same as the transmission of messages between 
the mobile host 146 and the visitor migration 
communication control device 1 09, which is con
ducted when the mobile host 146 migrates to the 
network B. 

[communication between mobile host 146 attached 
to network C and stationary host 151} 

Transmission of the data packet from the station
ary host 151 to the mobile host 146 when the mobile 
host is attached to the network C is described with re
ferring to FIG. 38-41, which are relevant for FIG. 26-
29. 

The transmission is substantially same as the 
transmission between the stationary host 151 and 
the mobile host 146 when the mobile host 146 is at
tached to the network B, except that the visitor migra
tion communication control device 1 09 instead of the 
home migration communication control device 101 is 
employed. 

(1) When the stationary host 151 is not notified 
that the mobile host 146 has migrated from the 
network B to'the network C, the stationary host 
151 generates the encapsulated data packet in
cluding the noncapsulated data packet. which is 
destined for the home address u, and the packet 
transfer message 156; then transmits it to the 
temporary address 13. This is substantially the 
same as (5) in the communication between the 
stationary host 151 and the mobile host 146 at
tached the network B. 

The data packet transmitted by the station
ary host is not received by the mobile host 146 
since the mobile host is not attached to the net
work B. The data packet is received by the packet 
monitoring unit 106 in the visitor migration com
munication control device 109 since the visitor 
mobile host list hold list unit thereof holds the 
temporary address 13 besides the temporary ad
dressy. 
(2) The visitor migration communication control 
device 109 transmits to the temporary address y 
of the mobile host 146 the data packet including 
the packet transfer message 157, which is sub
stantially same as (2) in the communication be
tween the stationary host 151 and the mobile 
host 146 on the network 8 except a difference 
described hereunder. 

The home mobile host migration communi-
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cation control device 101 receives the noncapsu
lated data packet 152 and generates an encapsu
lated data packet comprising the received non
capsulated data packet 152 and the packet trans
fer message 153. On the other hand, the visitor 
migration communication control device 1 09 re
ceives the encapsulated data packet comprising 
the packet transfer message 156 and the packet 
transfer unit 111 converts the data packet by 
changing the destination address from the tem
porary address J3 into the temporary address y as 
well as converting the packet transfer message 
156 into the packet transfer message 157, whose 
value on the counter is incremented by 1. 
(3)-(5) The visitor migration communication con
trol device 109, the stationary host 151, and the 
mobile host 146 on the network C operate sub
stantially same as the home migration communi
cation control device 101, the stationary host 
151, and the mobile host 146 on the network B. 
which is described the above in (3)-(5); thereby 
the mobile host transfer message 158 and there
sponse message 158R are transmitted, and the 
data packet including the packet transfer mes
sage 160 is transmitted by the stationary host 
151 to the mobile host 146 attac~d to the net
work C. 
If the stationary host 151 does not transmit any 

data packet to the mobile host 146, which is attached 
to the network B. the stationary host is not notified of 
either the temporary address p or the temporary ad
dressy; therefore, the stationary host 151 transmits 
the data packet to the home_ address a even when the 
mobile host 146 has migrated from the network B to 
the network C. When this occurs, the home migration 
communication control device 101, as does the visitor 
migration communication device 109, transfers the 
data packet from the home address a to the tempor
ary address y; then notifies the stationary host 151 of 
the updated temporary address y of the mobile host 
146 so that the stationary host 151 will be able to di
rectly transmit the data packet. which comprises the 
packet transfer message, to the mobile host 146 at
tached to the network C. 

Further, when the mobile host 146 migrates to 
the network, to which the visitor migration communi
cation control device Is attached to provide the packet 
transfer service, the stationary host 151 may transmit 
the data packet destined for any of the addresses a. 
p, or y. When the data packet is transmitted to the 
home address a or the temporary address y, the 
home migration communication control device 101 or 
the visitor migration communication control device 
1 09', which is notified of the updated temporary ad
dress of the mobile host 146, transfers the data pack
et to the updated temporary address; then it notifies 
the stationary host 151 of the updated temporary ad
dress of the mobile host. 
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When the data packet is transmitted to the tem
porary address p of the rnobile host 146. the visitor 
migration communication control device 109 receives 
it. Since the device 109 is notified of only the tempor
ary address y, it transmits the data packet comprising 
the packet transfer message to the temporary ad
dress y as well as transmits the mobile host transfer 
message to notify the stationary host 151 of the tem
porary address y. The visitor migration communica
tion control device 1 09' receives the data packet com
prising the packet transfer message, which is des
tined for the temporary address y, and transmits it to 
the updated temporary address of the mobile host 
146; then transmits the mobile host transfer message 
to notify the stationary host 151 of the updated tem
porary address. Also the visitor migration communi
cation control device 1 09' obtains the address of the 
visitor migration communication control device 109 
from the source address of data packet transmitted 
thereby, and transmits the mobile host transfer mes
sage to the device 109. Thus, the visitor migration 
communication control device 109' obtains the updat
ed temporary address of the mobile host 146, and 
transfers the data packet to the mobile host 146 as 
well as notifies stationary host 151 of the obtained up
dated temporary address. 

{communication operation 2] 

30 Another example of the communication opera-
tion is described hereunder. In the communication op
eration 2 the visitor migration communication control 

· d,evice 109 does not provide the packet transfer ser
vice when the mobile host 146 migrates from the net-

35 work A to the network B. further from the network B 
to the network C. 

As shown in FIG. 42, when the device 109 does 
not provide the packet transfer service, the autono
mous packet transfer support check message 181, 

40 transmitted by the mobile host 146 which has migrat
ed from the network A to the network B. is responded 
with the response message 181R where the autono
mous flag F in the autonomous flag field 135 indi
cates 0. Thereby, the autonomous flag field 135 in 

45 the address post message 182, which is transmitted 
by the mobile host 146 to the home migration commu
nication control device 101, obtains the value 0, and 
the value 0 is held in the home mobile host list hold 
unit 102 in the device 101. The mobile host 146 does 

50 not transmit the mobile host visit message to the vis
itor migration communication control device 1 09. 

As shown in FIG. 43, receiving from the station
ary host 151 the noncapsulated data packet 183, 
which is destined for the home address a. the home 

55 migration communication control device generates 
the encapsulated data packet comprising the re
ceive1:f noncapsulated data packet 183 and the p·ack
et transfer message 184, and transmits it to the tern-
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porary address p, as is in the communication open~
tion 1. 

However, recognizing the value 0 on the autono
mous flag F. which is held in the home mobile host list 
hold unit 102. the device 101 does not transmit to the 
stationary host 151 the mobile host transfer message 
including the temporary address p. Therefore, every 
data packet transmitte.d by the stationary host 151 is 
destined for the home address u, and it is transferred 
to the mobile host 146 by the home migration commu
nication control device 101. Thus, the stationary host 
151 is not notified of the temporary address p since 
the data packet transmitted to the address other than 
the home address a is not transferred by the device 
1 09; therefore it is not received by the mobile host 146 
when it departs the network a to migrate to the net
work C. 

When the visitor migration communication co.n
trol device 109', which is attached to the network, pro
vides the packet transfer service, the home migration 
communication control device 101 notifies the sta
tionary host 151 of the temporary address y when it 
transmits the noncapsulated data to the home ad
dress u, so that the stationary host 151 is able to di
rectly transmit the data packet comprising the non
capsulated data packet and the packet transfer mes
sage to the mobile host 146 on the network C. 

When the visitor migration communication con
trol device 109 does not provide the packet transfer 
service, the home migration communication control 
device 101 does not necessarily notify the device 109 
of the temporary address y of the mobile host 146 as
signed when it has migrated from the network B to the 
network C. However, the construction of the device 
101 will be simplified if it conducts the same operation 
either or not the packet transfer service is provided 
since the visitor migration communication control de
vice 1 09 ignores the mobile host transfer message. 

Also the device 109 may respond to the autono
mous packet transfer support check message 181 
only when it provides the data packet transfer service; 
therefore, the presence or absence of the response 
message 181 R indicates to the mobile host 146 
whet her or not the data packet transfer service is pro
vided. In the above operation the value 0 of the au
tonomous F also indicates that the packet transfer 
service is not provided, whereas absence of there
sponse message to the message 181 can indicate the 
absence of the packet transfer service. which will sim
plify construction of mobile host 146. 

[communication operation 3j 

The final example of the communication opera
tion is described hereunder. In the communication op
eration 3 the visitor migration communication control 
device 109' does not provide the packet transfer ser
vice while the visitor migration communication control 

device 1 09 does. 
As shown in FIG. 44, when the packet transfer 

service is not provided by the visitor migration com
munication control device 109', the mobile host 146 

s transmits to the home migration communication con
trol device 101 the address post message 182' where 
the value 0 is set at the autonomous flag F. Then, the 
home migration communication control device 101 
transmits to the device 109 the mobile host transfer 

10 message 185 by setting the value 0 at the autono
mous flag F. 

When detecting the value 0 at the autonomous 
flag F, the visitor migration communication control de
vice 109 ceases to provide the packet transfer ser-

ts vice. 
As shown in FIG. 45, even after cease ofthe data 

packet transfer service, the stationary host 151 may 
transmit to the temporary address the data packet 
comprising the noncapsulated data packet and the 

20 packet transfer message 186. 
When this happens, the visitor migration commu

nication control device 109 obtains the noncapsulat
ed data packet 1 87 from the received encapsulated 
data packet and transmits it to its destination address, 

25 the home address a. The noncapsulated data packet 
187 is then received by the home migration commu
nication control device 101, which is attached to the 
network A. Finally, the home migration communica
tion control device 101 transfers the noncapsulated 

30 data packet 187 together with the packet transfer 
message 188 to the temporary address y of mobile 
host 146, which ls attached to the network C. 

The visitor migration communication control de
vice 109 notifies the stationary host 151 that the mo-

35 bile host 146 is attached to the network A instead of 
the network C by sending the mobile host transfer 
message 189 where the home address u is set in the 
temporary address field 139. Then, the stationary 
host 151 transmits the noncapsulated data packet 

40 187 to the home address a, and it is transferred by the 
home migration communication control device 101, 
which is employed to take the place of the visitor mi
gration communication control device 109. As an
other option, the device 109 may send the mobile 

45 host transfer message 189 where the invalid address 
is set. such as the address where every bit is 1. Then, 
the home migration communication control device 
101 may notify the stationary host 151 of the home 
address a in accordance with the address inquiry ob-

so tained from the stationary host 151. 
The operation described the above will be em

ployed when the visitor migration communication 
control device 109 ceases to provide the packet 
transfer service operation regardless whether or not 

55 the device 109' provides the packet transfer service. 
On the other hand, the visitor migration commu

nication device 109 may restart the packet transfer 
service even when the device 109' ceases to provide 
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the service. 
In this case, the home migration communication 

control device 101 needs to provide the visitor migra
tion communication control device 109 with the up
dated temporary address at every migration of the 
mobile !;lost 146 unless the mobile host migrates to 
the network to which another visitor migration com
munication control device is attached and provides 
the packet transfer service. To realized it, for exam
ple, when the value of the autonomous flag Fin the 
address post message is 0 to indicate that the device 
1 09' does not provide the packet transfer service, the 
broadcast address Bba as the destination address of 
the mobile host transfer message, which is transmit
ted to the device 109, will not be renewed. 

Additionally, the broadcast address as the des
tination address of the data packet, which is transmit
ted by the mobile host 146, can be replaced with the 
address Ha, Va, Va', each of which is unique to each 
device. The address unique to each device will be ob
tained by detecting the source address of the data 
packet received from each device, or by employing a 
so called name service. 

Also in the second embodiment, the home migra
tion communication control device 101 detects 
whether or not the mobile host 146 is ~ttached to the 
same network from what is held as the temporary ad
dress in the address hold unit; to be precise, whether 
or not the home address a is held as the temporary 
address. However, this can also be detected by know
ing in which table the temporary address is held. For 
example, when the device 101 and the mobile host 
146 are attached to the same network, the first table 
holds the addresses, such as the home address a; 
whereas, the second table holds the addresses when 
the device 101 and the mobile host 146 are attached 
to the different network from each other. Value of the 
autonomous flag F, 0 or 1, can also be utilized in the 
same way. 

Further, the home migration communication con
trol device 101 and the visitor migration communica
tion control device 109, 109' may be employed as a 
host such as the mobile host 146 or the stationary 
host 151. 

Finally, the home migration communication con
trol device 101, the visitor migration communication 
control device 10g, the mobile host 146, and the sta
tionary host 156 may be constructed identically ~nd 
can be replaced with each other. 

Although in the embodiment the application unit 
124 starts its operation before being notified of updat
ed temporary address p; therefore it always transmits 
the data packet to the home address a of the mobile 
host 146, it can transmit the data to the temporary ad
dress J3 if is starts its operation after obtaining the 
temporary address p. 

Although the present invention has been fully de
scribed by way of examples with reference to the ac-

companying drawings, it is to be noted that various 
changes and modifications will be apparent to those 
skilled in the art. Therefore, unless otherwise such 
changes and modifications depart from the scope of 

5 the present invention, they should be constructed as 
being included therein. 

10 

Claims 

1. A migration communication control device con
structed to control a communication between a 
mobile node and a partner node, the mobile node 
migrating across networks and obtaining an ad-

t5 dress assigned on each network while the part
ner node being a communication partner of the 
mobile node, comprising a first migration control 
unit. a second migration control unit, a third mi
gration control unit, the second migration control 

20 unit being placed on the mobile node and the 
third migration control unit being placed on the 
partner node, 

wherein the first migration control unit 
comprises: 

25 packet transfer means for rece1v1ng a 
packet which was destined for an outdated ad
dress of the mobile node, the outdated address 
assigned when the mobile node migrated to a 
network to which the first migration control unit is 

30 attached, generating a conversion packet which 
holds an updated address instead of the outdated 
address, and transmitting the conversion packet; 
and 

address post means for transmitting an ad-
35 dress post message which indicates the updated 

address of the mobile node to the third migration 
control unit, the third migration control unit trans
mitting the packet received by the packet transfer 
means, and 

40 the second migration control unit compris-
es: 

migration post means for transmitting to 
the first migration control ,,,a f' rr.:grati.:m ;:.ost 
message which indicates the updated address of 

45 the mobile node when the mobile node migrates 
to another network; and 

packet resumption ~eans for receiving the 
conversion packet from both the first migration 
control unit and the third miwation control unit 

50 and resuming an original packet from the conver
sion packet, and 

the third migration control unit comprises: 
packet conversion means for converting a 

destination address of a packet, the packet to be 
55 transmitted to the mobile node, into the updated 

address indicated by the address post message, 
t-he address post message sent by the first migra
tion control unit, and transmitting it to the mobile 
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node. ; coincides with the outdated address. 

2. The migration communication control device of 
Claim 1, wherein the migration post means in the 
second migration control unit transmits an identi
fication key included in the migration post mes
sage, the identification key being employed to 
identify the mobile. node. 

3. The migration communication control device of 
Claim 2. wherein the identification key is an ad
dress of the mobile node assigned at one net
work before the network to which the mobile 
node is currently attached. 

4. The migration communication control device of 
Claim 2. wherein the identification key is an ad
dress of the mobile node assigned before its ini
tial migration. 

5. The migration communication control device of 
ClPirn 1; wr.ercir. t!le l::>econd migration control 
unit is constructed to transmit to the third migra
tion control unit the packet which has the same 
format as the resumed packet. 

6. The migration communication control device of 
Claim 1, wherein the first migration control unit 
further comprises: 

address hold means for holding the out
dated address and the updated address by cor
responding them with each other; and 

address comparison means for comparing 
the destination address of the received packet 
with the outdated address, wherein 

the packet transfer means generates the 
conversion packet and transmits it when the ad
dress comparison means detects that the destin
ation address of the received packet coincides 
with the outdated address. 

7. The migration communication control device of 
Claim 1, wherein the first migration control unit 
further comprises: 

address hold means for holding the out
dated address and the updated address by cor
responding them with each other; and 

address comparison means for comparing 
the destination address oft he packet received by 
the packet transfer means with the outdated ad
dress, wherein 

the address post means transmits the ad
dress post message which indicates the updated 
address of the mobile node to the third migration 
control unit. the t.hird migration control unit trans
mitting the packet received by the packet transfer 
means, when the address comparison means de
tects that the destination address of the packet 

5 

10 

15 

20 

8. The migration communication control device of 
Claim 1, wherein the second migration control 
unit further comprises: 

address hold means for holding the out
dated address and the updated address by cor
responding them with each other; and 

address comparison means for comparing 
the updated address with the destination ad
dress of the packet received from one of the first 
migration control unit and the third migration con
trol unit, wherein 

the packet resumption means resumes 
the original packet from the conversion packet 
when the address comparison means detects 
that the updated address coincides with the des
tination address of the packet received from one 
of the first migration control unit and the third mi
gration control unit. 

9. The migration communication control device of 
Claim 1, wherein the third migration control unit 
further comprises: 

25 address hold means for holding the out-
dated address and the updated address of the 
mobile node by corresponding them with each 
other; and 

address comparison means for comparing 
30 the outdated address in the address hold means 

with the destination address of the packet to be 
transmitted to the mobile node, wherein 

the packet conversion means converts 
the destination address of the packet to be trans-

35 mitted to the mobile node into the updated ad
dress which corresponds to the outdated address 
in the address hold means when the address 
comparison means detects the outdated address 
in the address hold means coincides with the 

40 destination address of the packet. 

1 0. The migration communication control device of 
Claim 1. wherein there are a plurality of the first 
migration control units. and the second migration 

45 control unit transmits the migration post message 
to at least one of the first migration control units. 

11. The migration communication control device of 
Claim 10, wherein the migration post means in 

50 the second migration control unit transmits the 
migration post message to the first migration con
trol unit which is attached to the network to which 
the mobile node was attached before its migra
tion. 

55 each of the first migration control units has 
migration post means for transmitting to one of 
the other first migration control units a migration 
post message to post the same address as the 
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updated <3ddress indicated by the migration post 
message received from the second migration 
control unit, and 

each of the first migration control units has 
migration post means for transmitting a migration 
post message from one of the other first migra-
tion control units to another first migration control 
unit to post the same address as the updated ad-
dress indicated by the received migration post 
message. 

12. The migration communication control device of 
Claim 11, wherein each of the first migration con-
trol units and the second migration control unit 
further comprise pointer hold means for holding 
pointers related to the first migration control unit 
to which the migration post message is transmit-
ted, and wherein 

the migration post means in each of the 
first migration control units and the migration post 
means in the second migration control unit trans-
mit the migration post message to each of the ad-
dresses related to each of the pointers. 

13. The migration communication control device of 
Claim 12, wherein each oft he pointers is a broad-
cast address of the network to wnich one of the 
first migration control units is attached. 

14. The migration communication control device of 
Claim 12, wherein each of the pointers is an ad-
dress which is assigned to one of the first migra-
tion control units uniquely. 

15. The migration communication control device of 
claim 12, wherein each of the pointers is the ad-
dress of-the mobile node which is assigned when 
the mobile 'nbd~ is attached to the same network 
as is the first migration control unit, and 

the migration post means in the first mi-
gration control unit and the migration post means 
in the second migration control unit obtain the 
broadcast address of the network to which each 
of the first migration control units is attached with 
referring to the address of the mobile node, and 
transmits the migration post message to the ob-
tained broadcast address. 

16. The migration communication control device· of 
Claim 12, wherein the pointer hold means in the 
second migration control unit holds a pointer re-
lated to a first migration control unit for the latest 
migration, which is the first migration control unit 
being attached to one network before the net-
work to which the mobile node is currently attach-
ed,and 

the pointer hold means in the first migra-
tion control unit holds a pointer related to another 
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first migration control u:1it altdched to the same 
network as was the mobile node attached before 
migrating to the netwo.-k to which the first migra
tion control unit is attached. 

17. The migration communication control device of 
Claim 12. wherein the second migration control 
unit further transmits to the first migration control 
unit the pointer by sending thereto the migration 
post message. the pointer to be held by the first 
migration control unit. 

18. The migration communication control device of 
Claim 17, wherein the first migration control unit 
stores into the pointer hold means the pointer 
when it receives from the second migration con
trol unit the migration post message by corre
sponding the pointer with the updated address 
indicated by the received migration post mes
sage. 

19. The migration communication control device of 
Claim 11. wherein each of the first migration con
trol units further comprises: 

address hold means for holding the out
dated address and the updated address by cor
responding them with each other, wherein 

migration post message means stores into 
the address hold means the outdated address 
and the updated address by corresponding them 
with each other when it receives from the second 
migration control unit the migration post mes
sage, while converts the updated address in the 
address hold means into the updated address in
dicated by the migration post message when it re
ceives from the first migration control unit the mi
gration post message and the outdated address 
indicated by the migration post message coin
cides with one of the updated addresses in the 
address hold means. 

20. The migration communication control device of 
Claim 1, wherein the first migration control unit is 
placed on a gateway, which connects networks. 

21. The migration communication control device of 
Claim 1, wherein the first migration control unit is 
placed on t_he network as an individual node. 

22. The migration communication control device of 
Claim 10, wherein the migration post means in 
the second migration control unit transmits the 
migration post message to a home migration con
trol unit, the home migration control unit being the 
first migration control unit which is attached to a 
network where the mobile node left for its initial 
migration, and 

the home migration control unit further 
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comprises home migration post means for tran~
mitting a migration post message to a first migra
tion control unit for the latest migration. the first 
migration control unit for the latest migration be-
ing the first migration control unit which is attach- 5 

ed to the network where the mobile node left for 
the latest migration. to post the same updated ad
dress as is indicated by the migration post mes
sage received from the second migration control 
unit. 10 

23. The migration communication control device of 
Claim 22. wherein the first migration control unit 
further comprises migration post means for trans-
mitting the migration post message indicating the 15 

updated address of the mobile node to one of the 
other first migration control units when the con
version packet destined for the outdated address 
of the mobile node was sent therefrom to the first 
migration control unit. 20 

24. The migration communication control device of 
Claim 22, wherein the migration post means in 
the second migration control unit transmits to the 
home migration control unit the migration post 25 

message where a home address and the updated 
address are corresponded with each other, the 
home address assigned when the mobile node is 
attached to the same network as is the home mi-
gration control unit, 30 

and each oft he packet transfer means and 
the address post means in the home migration 
control unit transmits the conversion packet and 
the address post message respectively with re-
ferring to the above home address and the updat- 35 

ed address. 

25. The migration communication control device of 
Claim 24, wherein the second migration control 
unit further comprises an outdated address post 40 

means for transmitting to the first migration con-
trol unit for the latest migration an outdated ad
dress post message where the outdated address 
and the home address are corresponded with 
each other, the outdated address being assigned 45 

to ttle mobile node before the latest migration, 
. the ~o:nc. 1.1igration post means in the 

home migration control unit transmits to the said 
first migration control unit for the latest migration 
the migration post message where the above 50 

home address and the updated address are cor
responded with each other, and 

the packet transfer means and the ad
dress post means in the first migration control 
unit for the latest migration transmit the conver- 55 

sion packet and the address post message re
spectively in accordance with the outdated ad
dress and the updated address, the outdated ad-

dress and the updated address being corre
sponded with each other via the home address. 

26. The migration communication control deviee of 
the Claim 25, wherein the outdated address post 
means in the second migration control unit trans
mits the above outdated address post message 
at a migration of the mobile node preceding the 
latest migration, and 

each of the migration post means in the 
second migration control unit and the home mi
gration post means in the home migration control 
unit transmits the above migration post message 
at the latest migration of the mobile node. 

27. The migration communication control device of 
Claim 22, wherein the second migration control 
unit further comprises home migration control 
unit pointer hold means for holding a pointer re
lated to the home migration control unit, 

the migration post means in the second 
migration control unit transmits the migration post 
message to the address related to the pointer, 

the home migration control unit further 
comprises pointer hold means for the latest mi
gration for holding a pointer related to the first mi
gration control unit for the latest migration, and 

the home migration post means in the 
home migration control unit transmits the migra
tion post message to the address related to the 
pointer. 

28. The migration communication control device of 
Claim 27, wherein each of the above pointers is 
the broadcast address of the network to which 
each of the first migration control units is attach
ed. 

29. The migration communication control device of 
Claim 27, wherein each of the above pointers is 
the address assigned to each of the first migra
tion control units uniquely. 

30. The migration communication control device of 
Claim 27, wherein the second migration control 
unit further comprises pointer obtainment means 
for requesting to the first migration coutrol unit for 
the latest migration the pointer related to the first 
migration control unit for the latest migration, and 

the migration post means in the second 
migration control unit posts the obtained pointer 
to the home migration control unit together with 
the updated address by sending thereto the mi
gration post message. 

31. The migration communication control device of 
Claim 30, wherein the migration post means in 
the second migration control unit posts to the 
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