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Welcome

Welcome to Microsofte TCP/IP for Windows NT™.

Transmission Control Protocol/Intemnet Protocol (TCP/IP) is a networking protocol
that provides communication across interconnected networks. This manual,
Microsoft Windows NT Server TCP/IP, describes how to install, configure, and
troubleshoot Microsoft TCP/IP on a computer running the Microsoft Windows NT
Workstation or Windows NT Server operating system. It also provides a reference
for the TCP/IP utilities and information about how to install and use the other
TCPAP services such as the File Transfer Protocol (FTP) Server service, TCP/1P
printing, and Simple Network Management Protocol (SNMP), plus the software to
support new dynamic configuration and name resolution services.

This manual assumes that you are familiar with the Microsoft Windows NT
operating system. 1f you are not familiar with this product, refer to your
Microsoft Windows NT documentation set.

This introduction provides the following basic information:

s What's new in this release
» How to use this manuai

= Document conventions

»  Finding more information
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What's New in This Release?

In this new version of Windows NT, TCP/IP capabilities have been expanded to
include automatic TCP/IP configuration and powerful name resolution capabilities
through the addition of new protocols and supporting administrative tools. New
TCP/IP utilities plus the addition of performance counters for TCP/IP and related
services will also help make administrative tasks easier. New elements include the
following:

Enhanced speed and performance
Dynamic Host Configuration Protocol (DHCP)

Microsoft TCP/IP supports automatic TCP/IP configuration through the new
DHCP service. When DHCP servers are installed on the network, users can take
advantage of dynamic IP address allocation and management.

Windows Internet Name Service (WINS)

Microsoft TCP/IP provides a powerful, new name resolution service for easy,
centralized management of computer name-to-IP address resolution in medium
and large internetworks.

New TCP/IP utilities and commands

This version includes a new Windows-based Telnet accessory for connecting to
remote systems. The utilities provided with Microsoft TCP/IP have been
expanded to include ipconfig for displaying current TCP/IP network
configuration values, tracert for determining the route taken to a destination,
Ipq for showing print queue status for TCP/IP printing, and Ipr for printing a
file in TCP/IP printing.

Performance counters

You can use Performance Monitor to track performance of the IP protocols, FTP
Server service traffic, and WINS servers. You can also use SNMP to monitor
and manage WINS and DHCP servers.

Multiple default gateways

You can configure multiple default gateways for Windows NT computers. This
ensures maximum reliability in networks that offer redundant routes.

TCP/IP printing

With TCP/IP printing installed on a single Windows NT computer on the
network, other Windows networking computers can print to a direct-connect
TCP/IP printer or a UNIXe-connected printer, without any special client
software.
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How to Use This Manual

This manual contains the following chapters and appendix:

Chapter 1, “Overview of Microsoft TCP/AP for Windows NT”
Describes the elements that make up Microsoft TCP/IP and provides an
overview of how you can us¢ Microsoft TCP/IP to support various networking
solutions.

Chapter 2, “Installing and Configuring Microsoft TCP/IP and SNMP”
Describes the process for installing and configuring Microsoft TCP/IP, SNMP,
and Remole Access Service (RAS) with TCP/IP on a computer running
Windows NT.

Chapter 3, “Networking Concepts for TCP/IP”
Presents key TCP/IP networking concepts for network administrators interested
in a technical discussion of 1he elements that make up Microsoft TCP/IP.

Chapter 4, “Installing and Configuring DHCP Servers”
Presents the procedures and strategies for setting up servers to support the
Dynamic Host Configuration Protocol for Windows networks.

Chapter 5, “Installing and Configuring WINS Servers”
Presents the procedures and strategies for setting op Windows Internet Name
Service servers.

Chapter 6, “Setting Up LMHOSTS”
Provides guidelines and tips for using LMHOSTS files for name resolution on
networks.

Chapter 7, “Using the Microsoft FTP Server Service”
Describes hiow 10 install, configure, and administer the Microsoft FTP Server
service.

Chapter 8, “Using Performance Monitor with TCP/IP Services”
Describes how 10 use the performance counters for TCP/TP, FTP Server service,
DHCP servers, and WINS servess.

Chapter 9, “Internetwork Printing and TCP/IP”
Describes how to install TCP/IP printing and create TCP/IP printers on
Windows NT computers with Microsoft TCP/IP.

Chapter 10, “Troubleshooting TCP/TP”

Describes how to troubleshoot [P connections and use the diagnostic utilities to
get information that will help solve networking problems.
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Chapter 11, “Uilities Reference”
Describes the TCP/IP utilities and provides syntax and notes.

Appendix A, “LAN Manager MIB II for Windows NT Objects”
Describes the LAN Manager MIB II objects provided when you install SNMP
with Windows NT.

Appendix B, “Windows Sockets Application Vendors”
Lists third-party vendors who have created software based on the Windows
Sockets standard to provide utilities and applications that run in heterogeneous
networks that use TCP/IP. This appendix also lists Internet sources for public-
domain software based on Windows Sockets.

The Glossary provides definitions of TCP/IP and networking lechnical terms used
in this manual.

You can get online Help by pressing F1 in all dialog boxes for installing and
configuring TCP/IP and related components. You can also get online Help about the
Microsoft TCP/IP networking solutions and for the TCP/TP wtilities.

To get help on Microsoft TCP/IP networking solutions

¢ In File Manager, double-click TCPIP.HLP in \systemroofASYSTEM32 (this
could be C:AWINNT3S\SYSTEM32, or wherever you wnstalled the Windows
NT sysiem files).

P To get help on TCP/IP nilities

e At the command prompt, type a TCP/IP commangd name followed by the -?
switch. For example, type ping -? and press ENTER to get help on the ping
command.

~Or-
L. In the Program Manager Maia group, double-click the Windows NT Help icon.
2. In the Windows NT Help window, click the Command Reference Help bution.
3. [n the Commands window, click 2 command name.

~0r-

In the Command Reference window, choose the Search button, and then type a
command name in the box or select a command name from the list.
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Documentation Conventions

This manual uses several type styles and special characters, described in the

following list:

Convention Use

bold Represents commands, command options, and file entries. Type
bold words exactly as they appear (for example, net use).

italic Introduces new terms and represents variables. For example, the
variable computer name indicates that you type the name of a
workstation or a server.

ALL UPPERCASE  Represents filenames and paths. (You can, however, type such
entries in uppercase or lowercase letters, or a combination of the
two.)

SMALL CAPITALS Represents keyboard names (for example, CTRL, ENTER, and F2).

[brackets] Encloses optional items in syntax statements. For example,
[password] indicates that you can choose to type a password with
the command. Type only the information within the brackets, not
the brackets themselves.

..(ellipsis) Indicates a command element may be repeated.

> Indicates a procedure.

Windows NT Refers to operating system and networking functionality that is
available in both Windows NT Server and Windows NT
Workstation.

\WINNT or Refers to the Windows NT system tree. This can be \WINNT,

\systemroot \WINNTS35, \WINDOWS, or whatever other directory name you

specified when installing Windows NT.

Finding More Information

In addition to the standard ways for receiving technical support from Microsoft (as
described in the Windows NT Server Installation Guide), you can get support for
Windows NT via the Internet.

Note Your computer must be connected to the Internet to take advantage of this

service.

» To get Windows NT support via the Internet

e Start ftp and connect to ftp.microsoft.com

This support service uses anonymous FTP under Windows NT to provide
documentation, utilities, updated drivers, and other information for many
Microsoft systems products.
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For a more technical discussion of the topics mentioned in this manual, refer to the
following texis and articles:

Allard, J. “DHCP—TCP/IP Network Configuration Made Easy,” ConneXions,
Volume 7, No. 8, August 1993.

Allard, ]., K. Moore, and D. Treadwell. “Plug into Serious Network Programming
with the Windows Sockets API” Microsoft Systems Journal, July: 35-40, 1993.

Comer, D. Internesworking with TCP/IP Volume [ : Principles, Protocols, and
Architecture. Second edition. Englewood Cliffs, NI: Prentice Hall, 1991.

Comer, D. and D. Stevens. Internetworking with TCP/IP Volume II: Design,
Implementation, and Internals. Englewood Cliffs, NJ: Prentice Hall, 1991.

Comer, D. and D. Stevens. Internetworking with TCP/IP Volume III: ClientServer
Programming and Applications. Englewood Cliffs, NJ: Prentice Hall, 1991,

Hall, M., et al. Windows Sockets: An Open Interface for Network Programming
Under Microsoft Windows, Version 1.1, Revision A, 1993.

Krol, EB. The Whole Internet User’s Guide and Catalog. Sebastopol, CA: O'Reilly
and Associates, 1592,

Rose, M.T. The Simple Book. Englewood Cliffs, NJ: Prentice Hall, 1991.
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CHAPTER

Overview of Microsoft TCP/IP
for Windows NT

Transmission Controt Protocol/Internet Protocol (TCP/IP) is a networking protocol
that provides communication across interconnected networks made up of computers
with diverse hardware architectures and various operating systems. TCP/IP can be
used (o communicate with Windows NT systems, with devices that use other
Microsoft nefworking products, and with non-Microsoft systems, such as UNIX.

This chapter introduces Microsoft TCP/IP for Windows NT. The topics in this
chapter inctude the following:

«  What is TCP/IP for Windows NT?
s What does Microsoft TCP/IP include?
«  Windows NT solutions in TCP/IP intecnetworks

For more detailed information on TCP/IP and its integration with Microsoft

Windows NT and other networking products, see Chapter 3, “Networking Concepts
for TCP/IP.”
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What Is TCP/IP for Windows NT?

The TCP/IP protocol family is a standard set of networking protocols, or rules, that
govern how data is passed between computers on a network. TCP/IP is used to
connect the Internet, the worldwide internetwork connecting over two million
universities, research labs, U.S. defense installations, and corporations. (By
convention, “Intemet” is capitalized when referring 10 the worldwide internetwork.)
These same protocols can be used in private intemetworks that connect several
local area networks.

Microsoft TCP/IP for Windows NT enables enterprise networking and connectivity
on Windows NT computers. Adding TCP/IP to a Windows NT configuration offers
the following advantages:

s A standard, routable enterprise networking protocol that is the most complete
and accepted protocol available. All modern operating systems offer TCP/IP
support, and most large networks rely on TCP/IP for much of their network
traffic.

» A technology for connecting dissimilar systems. Many standard connectivity
utilities are available to access and transfer data between dissimilar systems,
including File Transfer Protocol (FTP) and Terminal Emulation Protocol
(Telnet). Several of these standard utilities are included with Windows NT.

A robust, scalable, cross-platform client-server framework. Microsoft TCP/IP
supports the Windows Sockets 1.1 interface, which is ideal for developing
client-server applications that can run with Windows Sockets-compliant stacks
from other vendors. Many public-domain [ntemet tools are also written to the
Windows Sockets standard. Windows Sockets applications can also take
advantage of other networking protocols such as Microsoft NWLink, the
Microsoft implementation of the [PX/SPX protocols used in Novelle NetWares
networks.

v The enabling technology necessary to connect Windows NT to the global
(ntemet. TCP/IP, Point to Point Protocol (PPP), and Windows Sockets 1.1
provide the foundation needed to connect and use [ntemnet services.

Page 19 of 290



Chapter 1 Overview of Microsoft TCP/P for Windows NT 3

What Does Microsoft TCP/IP Include?

Microsoft TCP/IP provides all the elements necessary to implement these protocols
for networking. Microsoft TCP/IP includes the following:

Page 20 of 290

Core TCP/IP protocols, including the Transmission Control Protocol (TCP),
Internet Protocol (IP), User Datagram Protocol (UDP), Address Resolution
Protocol (ARP), and Internet Control Message Protocol (ICMP). This suite of
Internet protocols provides a set of standards for how computers communicate
and how networks are interconnected. Support is also provided for PPP and
Serial-Line IP (SLIP), which are protocols used for dial-up access to TCP/IP
networks, including the Internet.

Support for application interfaces, including Windows Sockets 1.1 for network
programming, remote procedure call (RPC) for communicating between
systems, NetBIOS for establishing logical names and sessions on the network,
and network dynamic data exchange (Network DDE) for sharing information
embedded in documents across the network.

Basic TCP/IP connectivity utilities, including finger, ftp, lpr, rcp, rexec, rsh,
telnet, and tftp. These utilities allow Windows NT users to interact with and
use resources on non-Microsoft hosts, such as UNIX workstations.

TCP/IP diagnostic tools, including arp, hostname, ipconfig, Ipq, nbtstat,
netstat, ping, route, and tracert. These utilities can be used to detect and
resolve TCP/IP networking problems.

Services and related administrative tools, including the FTP Server service for
transferring files between remote computers, Windows Internet Name Service
(WINS) for dynamically registering and querying computer names on an
internetwork, Dynamic Host Configuration Protocol (DHCP) service for
automatically configuring TCP/IP on Windows NT computers, and TCP/IP
printing for accessing printers connected to a UNIX computer or connected
directly to the network via TCP/IP.

Simple Network Management Protocol (SNMP) agent. This component allows a
Windows NT computer to be administered remotely using management tools
such as Sune Net Manager or HP® Open View. SNMP can also be use to
monitor and manage DHCP servers and WINS servers.

The client software for simple network protocols, including Character
Generator, Daytime, Discard, Echo, and Quote of the Day. These protocols
allow a Windows NT computer to respond to requests from other systems that
support these protocols. When these protocols are installed, a sample QUOTES
files is also installed in the \systemrooASYSTEM32\DRIVERS\ETC directory.

Path MTU Discovery, which provides the ability to determine the datagram size
for all routers between Windows NT computers and any other systems on the
WAN. Microsoft TCP/IP also supports the Internet Gateway Multicast Protocol
(IGMP), which is used by new workgroup software products.
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The following diagram shows the elements of Microsoft TCP/IP alongside the
variety of additional applications and conneclivity utilities provided by Microsoft
and other developers.

Gopher, WAIS

pd

X Window NFS

Development tools
(XLib, ONC/RPC)

Enhanced connectivity }
applications

Integrated with Windows NT
D Developed by third parties or the resesrch community

Microsoft TCPAIP: Core Technology and Third-Party Add-ons
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Chapter 1 Overview of Microsoft TCP/IP for Windows NT 5

TCP/IP standards are defined in Requests for Comments (RFCs), which are
published by the Internet Engineering Task Force (IETF) and other working groups.
The relevant RFCs supported in this version of Microsoft TCP/IP (and for
Microsoft Remote Access Service) are described in the following table.

Requests for Comments (RFCs) Supported by Microsoft TCP/IP

RFC Title

768 User Datagram Protocol (UDP)

783 Trivial File Transfer Protocol (TFTP)

791 Internet Protocol (IP)

792 Internet Control Message Protocol (ICMP)
793 Transmission Control Protocol (TCP)

826 Address Resolution Protocol (ARP)

854 Telnet Protocol (TELNET)

862 Echo Protocol (ECHO)

363 Discard Protocol (DISCARD)

864 Character Generator Protocol (CHARGEN)
365 Quote of the Day Protocol (QUOTE)

867 Daytime Protocol (DAYTIME)

894 IP over Ethernet

919,922 IP Broadcast Datagrams (broadcasting with subnets)
959 File Transfer Protocol (FTP)

1001, 1002 NetBIOS Service Protocols
1034, 1035 Domain Name System (DOMAIN)

1042 IP over Token Ring

1055 Transmission of IP over Serial Lines (IP-SLIP)

1112 Internet Gateway Multicast Protocol (IGMP)

1122, 1123 Host Requirements (communications and applications)

1134 Point to Point Protocol (PPP)

1144 Compressing TCP/IP Headers for Low-Speed Serial Links
1157 Simple Network Management Protocol (SNMP)
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Key Requests for Comments (RFCs) Supported by Microsoft TCP/IP (Continued)

RFC

Title

1179
1188
1191
120
1231
1332
1334
1533
1534
1541
1542
1547
1548
1549
1552
1553
1570
Draft RFCs

Line Printer Daemon Protocol

IP over FDDI

Path MTU Discovery

1P over ARCNET

(EEE 802.5 Token Ring MIB (MIB-II)

PPP Iniernet Protocol Control Protocol (IPCP)

PPP Authentication Protocols

DHCP Options and BOOTP Vendor Extensions
{nteroperation Berween DHCP and BOOTP

Dynamic Host Configuration Protoco! (DHCP)
Clarifications and Extensions for the Bootsirap Protocol
Requirements for Point to Point Protocol (PPP)

Point to Poinl Protocol (PPP)

PPP in High-level Data Link Control (HDLC) Framing
PPP Internetwork Packet Exchange Control Protocol (IPXCP)
[PX Header Compression

Link Control Protocol (LCP) Extensions

NetBIOS Frame Control Protocol (NBFCP); PPP over ISDN; PPP aver
X.25; Compression Control Protocol

All RFCs can be found on the Internet via ds.internic.net.

[n this vession of Windows NT, Microsoft TCP/IP does not include a complete suite
of TCP/IP connectivity utilities, Network File System {NFS) support, or some
TCP/IP server services (daemons) such as routed and telnetd. Many such
applications and utilities that are available in the public domain or from third-party
vendors work with Microsoft TCP/IP.

Tip For Windows for Workgroups computers and MS-DOS-based computers on a
Microsoft network, you can install the new version of Microsoft TCP/1P—32 for
Windows for Workgroups and the Microsoft Network Client version 2.0 for MS-
DOS from the Windows NT Server 3.5 compact disc. This software includes the
DHCP and WINS clients and other elements of the new Microsoft TCP/IP
software, For information about installing these clients, see Chapter 9. *Network
(‘lient Administeator,” in the Windows NT Server Installation Guide.
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Windows NT Solutions in TCPAP Internetworks

When TCP/IP is used as a transport protocol with Windows NT, Windows NT
computers can communicate with other kinds of systems without additional
networking software. Microsoft TCP/IP in combination with ather parts of
Windows NT provides a scalable sotution for enterprise networks that inctude a
mix of system types and software on many platforms.

This section summarizes how TCP/IP works with Windows NT to provide
enterprise networking solutions. For information about how the elements discussed
in this section fit within the networking architecture, see “TCP/TP and Windows NT
Networking” in Chapter 3, “Networking Concepts for TCPAP.”

Using TCP/IP for Scalability in Windows Networks

TCP/IP delivers a scalable internetworking technology widely supported by
hardware and software vendors.

When TCP/IP is used as the enterprise networking protocol, the Windows
networking solutions from Microsoft can be used on an existing internetwork to
provide client and server support for TCP/IP and connectivity wtilities. These
solutions include:

*  Microsoft Windows NT Workstation 3.5, with enhancements to support wide
area networks (WAN), TCP/IP printing, extended LMHOSTS, Windows
Sockets 1.1, FTP Server service software, and DHCP and WINS client
software.

s Microsoft Windows NT Server 3.5, with the same enhancements as Windows
NT, plus DHCP server and WINS server software to support the implementation
of these new protocols.

« Microsoft TCP/IP-32 for Windows for Workgroups 3.11, with Windows
Sockets support, can be used to provide access for Windows for Workgroups
computers to Windows NT, LAN Manager, and other TCP/IP systems.
Microsoft TCP/IP-32 inctudes DRCP and WINS client software.

v Microsoft LAN Manager, including both client and server support for Windows
Sockets, and MS-DOSe-based connectivity utitities. The Microsoft Network
Client 2.0 software on the Windows NT Server compact disc includes new
Microsoft TCP/IP support with DHCP 2nd WINS clients.
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The current version of TCP/IP for Windows NT also supports IP routing in systems
with multiple network adapters attached o separate physical networks (multihomed
systems).

Using TCP/IP for Connectivity to the Internet

Microsoft TCP/IP provides Windows networking with a set of internetworking
protocols based on open standards.

Microsoft TCP/IP for Windows NT includes many common connectivity
applications such as fip, rsh, and telnet that support file transfer, remote process
execution, and terminal emulation for communication on the Intemet and between
non-Microsoft network systems.
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TCP/IP applications created by researchers and other users. such as Gopher and
NCSA Mosaic, are in the public domain or are available through other vendors as
both 16-bit and 32-bit Windows-based applications. Any of these applications that
follow the Windows Sockets 1.1 standard are compatible with Windows NT. Such
upplications allow a Windows NT computer to act as a powerful Intemet client
using the extensive iniemetworking components with public-domain viewers and
applications to access Internet resousces.

~ NCSAMosalcior MSWindows

§=Mis:ellaneous Internet Resouices an the U.S. Congnssﬂn?
™ Commands Qptions Qookmarks Help

Previaus Menu { L skeside School, Sesfile, Weshinglon )
Congresasional Commifias Assighments for 153 Congress
Boctronic Mall Addresses for Members of Congress
Gowernmenl Manuak |_egisistive Branch (UMch)

Lis( of Fireta for @3¢ Congress (UM

| I}

Mol Mdsdada Rinil She ol € acabn occlnan JbC Cuotal

" R T 2 ¥is
Duscriptior -~ |- e . Y4 |2
= S

The Locenz Atract it bokion o 8 s of iferental ciuations which plys some racher

remarkubie behavier end rtpreaentt ok of the fuodparky bn the fickd of Cheon. The equativns.
descrbe the 2D flow of Bd i & scople reitiogidar bist whichis beated abong the botzom. This

nenple model way ntendid 1o exotgs medine-10aé atosphetic convection. - £

Tlp Public-domain Windows-based utilities such as LPR and Gopher can be
obtained on the Internet via fip.cica.indiana.edu in the /pub/win3/nt or
/pubjwin3/winsock directory, or via the same directones on ftp.cdrom.com.
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TCP/IP for Heterogeneous Networking

Because most modem operating systems (in addition to Windows NT) support
TCP/P protocols, an internetwork with mixed system types can share information
using simple networking applications and utilities. With TCP/IP as a connectivity
protocol, Windows NT can communicate with many non-Microsoft systems,
including:

» Intemet hosts

s Apples Macintoshe systems

[BMe mainframes

UNIX systems

Open VMSe systems

Printers with network adapters connected directly to the network

Intemet rescurces
Windows NT LAN Manager
(Inchuding RAS) Wicrosoft TCPAP for UNIX host
e

Pathworks for VMS

Microsoft TCP/IP Connectivity

Microsoft TCP/1P provides a framework for interoperadle heterogeneous
networking. The modular architecture of Windows NT networking with its
transport-independent services contributes to the strength of this framework. For
example, Windows NT supports these transport protocols, among many others:

= [PX/SPX for use in NetWare environments, using the Microsoft NWLink
transport. Besides providing interoperability with NetWare networks, IPX/SPX
is a fast LAN transport for Windows networking as well.

TCP/IP for internetworks based on IP technologies, TCP/AP s the preferred
transport for internetworks and provides interoperability with UNIX and other
TCP/IP-based networks.

Page 27 of 290



Chapler 1 Overview af Micrasoft TCPP tor Windows NT 11

o NetBEUI as the protocol for local area networking on smaller networks and
compatibility with existing LAN Manager and Lan Server networks.

s AppleTalks for connecting to and sharing resources with Macintosh systems.

Other transport protocols provided by third-party vendors, such as DECnet™ and
OS], can also be used by Windows NT networking services.

Windows NT provides standard network programming interfaces through the
Windows Sockets, RPC, and Ne1BIOS interfaces. Developers can take advantage
of this heterogeneous client-server plaiform (o create custom applications that will
run on any system in the entesprise. An example of such a service is Microsoft SQL
Server, which uses Windows Sockets 1.1 to provide access to NetWare,
MS-DOS-based, Windows NT, and UNIX clients.

Using TCP/IP with Third-Party Software

JCPAP is a common denominator for hetetogeneous networking, and Windows
Sockets is a standard used by application developers. Together they provide a
Iramework for cross-plaiform client-server development. TCP/TP-aware
applications from vengors that comply with the Windows Sockets standards can run
over virtually any TCPAP implementation.

The Windows Sockets standard ensures compatibility with Windows-based TCP/IP
utilities developed by more than 30 vendors. This includes third-party applications
for the X Window System, sophisticated terminal emulation software, NFS,
electronic mail packages, and more. Because Windows NT offers compatibility
with 16-bit Windows Sockets, applications created for Windows 3.x Windows
Sockets will run over Windows NT without modification or recompilation.

For example, third-party applications for X Window provide strong connectivity
solutions by means of X Window servers, database servers, angd terminal emulation.
With such applications, a2 Windows NT computer can work as an X Window secver
platform while retaining compatibility with apphcations created for Windows NT,
Windows 3.1, and MS-DOS on the same systemn. Other third-party software
includes X Window clieat libraries for Windows NT, which allow developers 1o
write X Window client apptications on Windows NT that can be run and displayed
remotely on X Window server systems.

The Windows Sockets API is a networking APl used by programmers creating
applications for both the Microsoft Windows NT and Windows operating systems.
Windows Sockets is an open standard that is part of the Microsoft Windows Open
System Architecture (WOSA) initiative. It 18 2 public specification based on
Berkeley UNIX sockets, which means that UNIX applications can be quickly
ported to Microsoft Windows and Windows NT. Windows Sockets provides a
single standard programming interface supported by all the major vendors
implementing TCP/IP for Windows systems.
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The Windows NT TCP/IP utilities use Windows Sockets, as do 32-bit TCP/IP
applications developed by third parties. Windows NT also uses the Windows
Sockets interface to suppont Services for Macintosh and [PX/SPX in NWVLink.
Under Windows NT, 16-bit Windows-based applications created under the
Windows Sockets standard will run without modification or recompilation. Most
TCP/IP users will use programs that comply with the Windows Sockets standard,
such as Rp or telnet or third-party applications.

The Windows Sockets standard allows a developer 1o create an application with

a single common interface and a single executable that can run over many of the
TCP/IP implementations provided by vendors. The goals for Windows Sockets are
the following;

v Provide a familiar networking API to programmers using Windows NT,
Windows for Workgroups, or UNIX

» Qffer binary compatibility between vendors for heterogeneous Windows-based
TCP/P stacks and vtilities

= Support both connection-oriented and connectiontess protocols

Typical Windows Sockets applications include graphic connectivity utilities,
terminal emulation software, Simple Mail Transfer Protocol (SMTP) and electronic
mail clients, network printing utilities, SQL client applications, and corporate
client-server applications.

[f you are interested in developing 2 Windows Sockets application, specifications
for Windows Sockets are available on the Internet from ftp.microsoft.com, on
CompuServea in the MSL library, and in the Microsoft Win32s Software
Developers Kit.

To get a copy of the Windows Sockets specification via anonymous FTP
. Make sure you have write permission in your current working directory.
. Start ftp and connect to ftp.microsoft.com (or 198.105.232.1).
. Log on as anopymous.

l
2
3
4. Type your electronic mail address for the password.
5. Type cd \advsys\winsock\specl 1 and press ENTER.
6

. Use the dir command to see the list of available file types. If you want binary
data such as in the Microsoft Word version, type bin and press ENTER.

6. Determine the file with the format you want [for example, ASCII (.TXT),
PostScripte (.PS), or Microsoft Word (.DOC)], and then type get winsock.ext
where ext is the format that you want, such as winsock.doc for the Microsoft
Word version.
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P To get a copy of the Windows Sockets specification from CompuServe
[. Type go msl and press ENTER.
2. Browse using the keywords windows sockets.

3. Choose the file with the format you want [ASCIl (. TXT), PostScript (.PS), or
Microsoft Word for Windows (.DOC)], and then type get winsock ext.

There is also an electronic mailing list designed for discussion of Windows Sockets
programming.
» To subscribe to the Windows Sockets mailing list

» Send electronic mail to listservi@sunsite.unc.edu with 2 message body that
contains subscribe winsock user's-email-address.

You can vse the same procedure (o subscribe to two mailing lists called
winsock-hackers and winsock-users.
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CHAPTER

Installing and Configuring
Microsoft TCP/IP and SNMP

2

This chapter explains how to install TCP/IP and the SNMP service for
Windows NT and how to configure the protocols on your computer.

The TCP/IP protocol family can be installed as part of Custom Setup when you
install Windows NT, following the steps described in this chapter. Also, if you
upgrade (o a new version of Windows NT, Setup automatically installs the new
TCP/IP protocol and preserves your previous TCP/IP settings. This chapter assumes
that Windows NT has been successfully instatled on your computer but TCP/IP has
not been installed.

The following topics appear in this chapter:

Before installing Microsoft TCP/IP

[nstalling TCP/IP

Configuring TCP/IP

Configuring TCP/IP to use DNS

Configuring advanced TCP/IP options

Configoring SNMP

Removing TCP/IP components

Configuring Remote Access Service (RAS) for use with TCP/IP

El You must be logged on as a member of the Administrators group 1o instalt and
configure all elements of TCP/IP.
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Before Installing Microsoft TCP/IP

Important The values that you will use for manually configuring TCP/IP and
SNMP must be supplied by the network administrator.

Check with your network administrator to find out the following information
before you install Microsoft TCP/IP on a Windows NT computer:

Whether you can use Dynamic Host Configuration Protocol (DHCP) to
configure TCP/IP. You can choose this option if a DHCP server is installed on
your internetwork. You cannot choose this option if this computer will be

a DHCP server. For information, see “Using Dynamic Host Configuration
Protocol” later in this chapter.

Whether this computer will be a DHCP server. This option is available only for
Windows NT Server. For information, see Chapter 4, “Installing and
Configuring DHCP Servers.”

Whether this computer will be a Windows Internet Name Service (WINS)
server. This option is available only for Windows NT Server. For information,
see Chapter 5, “Installing and Configuring WINS Servers.”

Whether this computer will be a WINS proxy agent. For iﬁformation, see
“Windows Internet Name Service and Broadcast Name Resolution” in
Chapter 3, “Networking Concepts for TCP/IP.”

If you cannot use DHCP for automatic configuration, you need to obtain these
values from the network administrator so you can configure TCP/IP manually:
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The IP address and subnet mask for each network adapter card installed on the
computer. For information, see “IP Addressing” in Chapter 3.

The IP address for the default local gateways (IP routers).

Whether your computer will use Domain Name System (DNS) and, if so, the IP
addresses and DNS domain name of the DNS servers on the internetwork. For
information, see “Domain Name System Addressing” in Chapter 3.

The IP addresses for WINS servers, if WINS servers are available on your
network.
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You need to know the following information before you install the Simple
Network Management Protocol (SNMP) service on yoar computer, as described in
“Configuring SNMP” later in this chapter:

«  Community names in your network

v Trap destination for each community

1P addresses or computer names for SNMP management hosts

Installing TCP/IP

You must be logged on as a member of the Administrators group for the local
computer to install and configure TCP/IP.

P To

install Microsoft TCP/IP on 2 Windows NT computer

1. Stant the Network option in Control Panel.

2
3.

4,
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[n the Network Settings dialog box, choose the Add Software button.

In the Add Network Software dialog box, setect TCP/IP Protocol And Related
Components from the Network Software list, and then choose the Continue
button.

In the Windows NT TCP/IP [nstatlation Options dialog box, check the options
for the TCP/IP components you want to install, as described in the table that
follows this procedure, and then choose the Continue button.

[f any TCP/IP elements have been installed previously, these are dimmed and
not available in the Windows NT TCP/IP Installation Options dialog box.

You can read the hint bar at the bottom of each TCP/IP dialog box for
information about a selected itern, or choose the Help button to get detailed
online information while you are installing or configuring TCP/IP.



18

TCPAP

5. Windows NT Setup displays a message asking for the full path o the
Windows NT distribution files. Provide the appropriate location, and choose the
Continue button.

You can specify a drive letter for floppy disks, a CD-ROM drive, or a shared
network directory, or you can specify the Universal Naming Convention (UNC)
path name for a network resource, such as \NTSETUPMASTER.

All necessary files are copied 10 your hard disk.

Note If you are installing from floppy disks, Windows NT Setup may request
disks more than once. This is normal and is not 2n error condition.

6. If you selected the options for installing the SNMP and FTP Server services, you
are automatically asked to configure these services. Follow the directions
provided in the online Help for these dialog boxes. For additional details, see
“Configuring SNMP” later in this chapter, and see also Chapter 7, “Using the
Microsoft FTP Server Service.”

7. Inthe Network Settings dialog box, choose OK.

If you checked the Enable Automatic DHCP Configuration option and a DHCP
server is available on your network, all configuration seitings for TCP/P are
completed automancally, as described in “Using Dynamic Host Configuration
Protocol” later in this chapter.

If you did not check the Enable Automatic DHCP Configuration option,
continue with the configuration procedures described in “Configuring TCP/1P
Manually” later in this chapter. TCP/IP must be configured in order to operate.

If you checked the DHCP Server Service or WINS Server Service options, you
must complete the configuration steps described in Chapters 4 and S.

Windows NT TCP/IP Installation Options

Option Usage

TCP/IP Internetworking Includes the TCP/IP protocol, NetBIOS over TCP/IP and
Windows Sockets interfaces, and the TCP/IP diagnostic
utilities. These elements are instalied antomatically.

Connectivity Utilities lnstalls the TCP/IP utilities. Select this option to install the
connectivity utilities described in Chapter 11, “Utilities
Reference.”

SNMP Service Tnstalls the SNMP service. Select this option to allow this

computer 10 be administered remotely usiog management
tools such as Sun Net Manager or HP Open View. This
option also allows you to monitor statistics for the TCP/TP
services and WINS servers using Performance Monitor, as
described in Chapter 8, “Using Performance Monitor with
TCP/P Services.”
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Windows NT TCP/IP Installation Options (continued)

Option

Usage

TCP/P Network Printing
Suppont

FTP Server Service

Simple TCP/IP Services

DHCP Server Service

WINS Server Service

Enable Avtornatic DHCP
Configuration

Allows this computer to print directly over the network
using TCPAP. Select this option if you wanl to print to
UNIX print queves or TCP/IP printers that are connected
directly to the network, as described in Chapter 9,
“Intermetwork Printing with TCP/IP.”

This option must be installed if you want to vse the Lpdsvr
service so that UNIX computers can print to Windows NT
printers.

Allows files on this compuier to be shared over the network
with cemote compulers that suppon FTP and TCP/IP
(especially non-Microsoft network computers). Select this
option if you want to vse TCP/IP to share files with other
computers, as described in Chapter 7, “Using the Microsoft
FTP Server Service.”

Provides the client software for the Characler Generator,
Daytime, Discard, Echo, and Quole of the Day services.
Select this option to allow this computer 1o respond (o
requests from other systems that support these protocols.

[nstalls the server software to suppori automatic
configuration and addressing for computers using TCP/IP
on your internetwork. This option is available only for
Windows NT Server. Select this option if this compuler is
to be a DHCP Server, as described in Chapler 4, “Installing
and Configuring DHCP Servers.”

T you select this option, you must maaually configure the
IP address. subnet mask, and default gateway for this
compuler.

Installs the server software to suppont WINS. a dynamic
name resolution service for computers on a Windows
inlernetwork. This option is available only for Windows
NT Server. Select this option if this computer 1s 1o be
installed as a primary or secondary WINS server, as
described 10 Chapler 3, “Instatling and Configuring WINS
Servers.”

Do not select this oplion if this computer will be 2 WINS
proxy agent.

Tums on avtornanc coatiguration of FCP/IP parameters for
this computer. Select this option if there is a DHCP server
on your internetwork to support dynamic host
configuration. This is the preferred method for configuring
TCPAP on most Windows NT computers.

This option is not available if the DHCP Server Service or
WINS Server Service option is selected.
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» To configure TCP/IP using DHCP

I. Make sure the Enable Automatic DHCP Configuration option is checked in
cither the Windows NT TCP/IP [nsialfation Options dialog box or the TCPAP
Configuration dialog box.

2. When you restart the computer after completing TCP/IP installation, the DHCP
server automatically provides the correct configuralion information for your
compuler,

If you subsequently attempt wo configure TCP/IP in the Network Seltings dialog
box, the system will warn you that any manual settings will override the automalic
setiings provided by DHCP. As a general rule, you should not change the automatic
settings unless you specifically wanl to overiide a setting provided by DHCP. For
detailed information about DHCP, see **Dynamic Host Configuration Protocol™ in
Chapter 3, “Networking Concepts for TCP/IP.”

Configuring TCP/IP Manually

o

After the Microsoft TCP/IP protocol software is installed on your computer, you
must manually provide valid addressing information if you ar¢ installing TCP/IP on
2 DHCP server or if you cannol use automatic DHCP configuration.

You must be logged on as a member of the Administralors group for the local
computer to configure TCP/IP.

Caution Be sure (o use the values for [P addresses and subnet masks that are
supplied by your network administrator to avoid duplicale addresses. If duplicate
addresses do occur, this can cause some computers on the network to funclion
unpredictably. For more information, see “IP Addressing” in Chapter 3,
“Networking Concepts for TCP/IP."
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» To manually configure the TCP/IP protocol
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When you are installing TCP/IP, the Microsoft TCP/IP Configuration dialog
box appears automatically when you choose the OK button in the Network
Settings dialog box after completing all options in the Windows NT TCP/IP
Installation Options dialog box.

-0Or-

If you are reconfiguring TCP/IP, start the Network option in Control Panel to
display the Network Settings dialog box. In the Installed Network Software list
box, select TCP/IP Protocol, and choose the Configure button.

TCPJIP Configurstion
[ Adapter:

Enable Automatc DHCP Configuiation
{P Address. LN [V £ T Y 4

Subnel Mask: % 7% 2% 0

Dol maik Galeway: U 00 42
Einay VIS S

In the Adapter list of the TCP/IP Configuration dialog box, select the network
adapter for which you want 1o set [P addresses.

The Adapter list contains all nefwork adapters to which [P is bound on this
comnputer. This list includes al} adapters installed on this computer.

You must set specific IP addressing information for each bound adapter with
correct vafues provided by the network administrator. The bindings for a
network adapter determine how network protocols and other layers of network
software work together.
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X For cach bound network adapter, type values in the [P Address and Subnet Mask
hoxes.

s The value in the [P Address box identifies the 1P address for vour local
computer or. if more than one network card is installed in the computer. for
the network adapter card selected in the Adapler box.

= The value in the Subnet Mask box identifies the network membership for the
selected actwork adapter and its bost 1D, This allows the computer to
separate the [P address into host and network 1Ds. The subnel mask defaulis
to an appropriate value, as shown in the following list:

Address class Range of first octet in [P address Suhnet mask
Class A I-126 253.0.0.0
Class B 128-191 255.255.00
Class € 192-223 258.255.255.0

4, For cach nework adapler on the computer, type the correcl [P address value in
the Default Gateway box. as provided by the network adminisirator.

This value specifies the [P address of the default gateway (or [P router) used 1o
forward packets to other networks or subnets. This value should be the 1P
address of your local galeway.

This parameter is required only for systems on internetworks, If this purameter
is not provided. 1P functionality will be limited to the local subnet unless a rowe
15 specified with the TCP/IP route utility, as described in Chapier | 1. *Utilitics
Reference.”

If your compuier has multiple network cards, additional default gateways can be
added using the Advanced Microsoft TCP/IP Configuration dialog hox, as
described laler in this chapter.
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5. If there are WINS servers installed on your network and you want to use WINS
in combination with broadcast name quenes to resolve computer names, type [P
addresses in the boxes for the primary and, optionally, the secondary WINS
servers. The network administrator should provide the correct values for these
parameters. These are global values for the computer, not just individual
adzapters.

If an address for a WINS server is not specified, this computer will use name
query broadcasts (the b-node mode for NetBIOS over TCP/IP) plus the local
LMHOSTS file to resolve computer names to P addresses. Broadcast resolution
is limited to the local network.

Note WINS name resolution is enabled and configured automatically for a
computer that is configured with DHCP.

On 2 WINS server, NetBIOS over TCP/AP (NETBT.SYS) uses WINS on the
local computer as the pnmary name server, regardless of how name resolution
may be configured. Also, NetBIOS over TCP/IP binds to the first [P address on
a network adapter and ignores any additional addresses.

For overview information about name resolution options, see “Name Resolution
for Windows Networking” in Chapter 3. For detailed information about
installing and configuring WINS servers, see Chapter 5.

6. If you want to configure the advanced TCP/IP options for multiple gateways and
other items, choose the Advanced button, and continue with the configuration
procedure, as described in “Configuring Advanced TCP/IP Options” later in this
chapfer.

7. If you want 10 use DNS for host name resolution, choose the DNS button, and
continue with the configuration procedure, as described in the next section.

8. If you do not want to configure DNS or advanced options, or if you have
completed the other configuration procedures, choose the OK button. When the
Network Settings dialog box reappears, choose the OK button.

Micrasoft TCP/IP has been configured. If you are installing TCP/IP for the first
time, you must restart the computer for the configuration to take effect. If you
are changing your existing configuration, you do not have to restart your
computer.

Afler TCP/IP is installed, the \systemrooASYSTEM32\DRIVERS\ETC directory
contains a default HOSTS file and a sample LMHOSTS.SAM file. The network
administrator may require that replacement HOSTS and LMHOSTS files be used
instead of these default files.
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Configuring TCP/IP to Use DNS

4

Although TCP/IP uses [P addresses to identify and redch computers, users typically
prefer (o use computer names. NS is o numing service geaeratly used in the UNIX
aciwarking community to provide standard naming conventions for 1P workslations.
Windows Sockets applications and TCP/IP wiilies, such as ftp and telnet, can also
use DN in addition to the HOSTS file to find systems when connecting to foreign
hosts or avsiems on your network,

Contact the actwork administrator 10 find ot whether you should configure your
computer (o use DNS. Usually you will use DNS if you are using TCPAP 10
vommunicate over the Internet or if your private internetwork uses DNS (o
disirtbute hast information. For information, see “Domain Name System
Addressing™ in Chapter 3.

Micrasoft TCP/IP includes DNS client software for resolving Interaet or UNIX
ssstem mames. Microsoft Windows networking provides dynamic name resolution
for NetBIOS computer names via WINS servers and NetBIOS over TCP/IP.

DNS configuration is global for all network adapters installed on a compuler.

To configure TCP/IP DNS connectivity

£ Srtihe Netwark option i Control Panel to display the Network Seitings dialog
v Iy the Inatalled Network Sottware list box, select TCP/IP Protocol, and
then choose 1he Conligure button,

D Inthe TP Cooliguration dialog box. choose the DNS button.

“Domain Name Servica [DNS] Search Drder

10101
] '
< Romove]

{ Domain Suifa Search Order 3

Dider

Thes kst specifies, in pronty order, the doman suffees Lo be acpled to hostnames duing
hosiname resoluion

AN I g A A GV ENE L e L s ANy gV e m g i s bas o
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In the DNS Configuration dialog box, you can, optionally, type a name in the
Host Name box (usually your computer name).

The name can be any combination of A-Z letiers, 0-9 numerals, and the hyphen
() plus the period (.) character used as a separator. By default, this value is the

Windows NT computer name, but the network administrator can assign another

host name without affecting the computer name.

Note Some characters that can be used in Windows NT computer names,
particularly the underscore, cannot be used in host names.

The host name is used to identify the local computer by name for authentication
by some utilities. Other TCP/IP-based utilities, such as rexec, can use this value
to learn the name of the local computer. Host names are stored on DNS servers
in 2 table that maps names to [P addresses for use by DNS.

Optionally, type a name in the Domain Name box. This is usually an
organization name followed by a period and an extension that indicates the type
of organization, such as microsoft.com.

The name can be any combination of A-Z letters, 0-9 numerals, and the hyphen
(-) plus the period (.) character used as a separator.

This DNS Domain Name is used with the fost name to create a fully qualified
domain name (FQDN) for the computer, The FQDN is the host name followed
by a period (.) followed by the domain name. For example, this could be
corpl).research.trey.com, where corp01 is the host name and
research.trey.com is thie domain name, During DNS queries, the local domain
name is appended 10 short names.

Note A DNS domain is not the same as a Windows NT or LAN Manager
domain.

In the Domain Name Systern (DNS) Search Order box, type the [P address of
the DNS server that will provide name resolotion. Then choose the Add bution
to move the [P address 10 the list on the right. The network administrator should
provide the correct values for this parameter.

You can add up to three P addresses for DNS servers. The servers running
DNS will be queried in the order listed. To change the order of the [P addresses,
select an [P address to move, and then use the up- and down-arrow buttons. To
remove an [P address, select it and choose the Remove button.
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0. hohe Domuan Suliix Search Order box. type the domam sulfixes 1o add w vour
doontin sutlix search list, and then choose the Add bunton.
[hix list speetlies the NS donvain suffixes @ be appended 1o host names durmg
name tesolution, You can idd up to six domain sulfixes, To chimge the search
order of the domain sutfixes, select a domain name 0 move, and use the up- and
down-arrow buttons. To remove a domain nanme. selectitand choose the
Remove button,

When vou are done setting DNS options. choose the OK buton.

S When the TCPAP Contiguration diadog box reappears. choose the OK buton,
When the Network Settings dialog box reappears. choose the OR button.

[he settings take ¢ftect alter vou restart the computer.

Configuring Advanced TCP/IP Options

It vour compuler fiis multiple network adapters connected to different networks
using TCPAP. vou can choose the Advaneed button in (he TCP/IP Conhguration
dialog box 10 coniigure options foc the adaplees or to configure alternate defauh
galewiys,

» To configure or reconfigure advanced TCP/IP options

L. Start the Network option in Control Panel to display the Network Seuings dialog
box. In the Installed Network Sofware list box, seleet TCP/IP Protocol and
choose the Contigure button.

2. Inthe TCPAP Configaration dialog box, choose the Advanced button.
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3. In the Adapter box of the Advanced Microsoft TCP/IP Configuration dialog
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box, select the network adapter for which you want to specify advanced
configuration values. The [P address and default gateway settings in this dialog
box are defined only for the selected network adapter.

. In the IP Address and SubnetMask boxes, type an additional IP address and

subnet mask for the selected adapter. Then choose the Add button to move the IP
address to the list on the right. The network administrator should provide the
correct values for this parameter.

Optionally, if your network card uses multiple IP addresses, repeat this process
for each additional IP address. You can specify up to five additional IP
addresses and subnet masks for identifying the selected network adapter. This
can be useful for a computer connected to one physical network that contains
multiple logical IP networks.

In the Default Gateway box, type the [P address for an additional gateway that
the selected adapter can use. Then choose the Add button to move the IP address
to the list on the right. Repeat this process for each additional gateway. The
network administrator should provide the correct values for this parameter.

This list specifies up to five additional default gateways for the selected network
adapter.

To change the priority order for the gateways, select an address to move and use
the up- or down-arrow buttons. To remove a gateway, select it and choose the
Remove button.

. If you want to use DNS for DNS name resolution on Windows networks, check

the Enable DNS For Windows Name Resolution option.

If this option is checked, the system finds the DNS server by using the [P
address specified in the DNS Configuration dialog box, as described earlier in
this chapter. Checking this option enables DNS name resolution for use by
Windows networking applications.

If you want to use the LMHOSTS file for NetBIOS name resolution on
Windows networks, check the Enable LMHOSTS Lookup option. If you already
have a configured LMHOSTS file, choose the Import LMHOSTS button and
specify the directory path for the LMHOSTS file you want to use. By default,
Windows NT uses the LMHOSTS file found in
\systemroof\SYSTEM32\DRIVERS\ETC.

For any method of name resolution used in a Windows NT network, the
LMHOSTS file is consulted last after querying WINS or using broadcasts, but
before DNS is consulted.
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In the Scope 1D box, type the computer’s scope identifier, if required on an
internetwork that uses NetBIOS over TCP/IP.

To communicate with each other, all computers on a TCP/IP internetwork must
have the same scope 1D. Usually this value is left blank. A scope ID may be
assigned to a group of computers that will communicate only with each other
and no other systems. Such computers can find each other if their scope [Ds are

identical. Scope IDs are used only for communication based on NetBIOS over
TCP/IP.

The network administrator should provide the correct value, if required.

. To turn on static IP routing, check the Enable [P Routing option.

This option allows this computer to participate with other static routers on a
network. You should check this option if you have two or more network cards
and your network uses static routing, which also requires the addition of static
routing tables. For information about creating static routing tables, see the route
utility in Chapter 11, “Utilities Reference.”

This option is not available if your computer has only one network adapter and
one [P address. Also, Lhis option does not support routers running the Routing
Information Protocol (RIP).

. If you want this computer 1o be used to resolve names based on the WINS

database, check the Enable WINS Proxy Agent option.

This option allows the computer to answer name queries for remote computers.
so other computers configured for broadcast name resolution can benefit from
the name resolution services provided by a WINS server.

This option is available only if you entered a value for a primary WINS server
in the TCP/IP Configuration dialog box, as described in “Configuring TCP/IP”
earher in this chapter. However, the proxy agent cannot be run on a computer
that is also a WINS server.

Consult with the network administrator to determine whether your computer
should be configured as a WINS proxy agent, as only a few computers on each
subnerwork should be configured for this feature.

. When you are done setting advanced options, choose the OK button. When the

TCP/IP Configuration diatog box reappears, choose the OK button. When the
Network Settings dialog box reappears, choose the OK button to complete
advanced TCP/IP configuration.

You must restart the computer for the changes lo take effect.
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Configuring SNMP

The SNMP sevice is installed when you check the SNMP Service option in the
Windows NT TCP/IP Installation Options dialog box. Adter the SNMP service
software is installed on your computer, you must configure it with valid information
for SNMP 1o operate.

You must be logged on 4s a member of the Administrators group for the local
computer to configure SNMP.

The SNMP configuration information identifies communities and trap destinations.

» A community is a group of hosts to which a Windows NT computer running the
SNMP service belongs. You can specify one or more communities to which the
Windows NT computer using SNMP will send traps. The community name is
placed in the SNMP packet when the trap is sent.

When the SNMP service teceives a request for information that does not contain
the correct community name and does not match an accepted host name for the
service, the SNMP service can send a trap to the trap destination(s), indicanng
that the request failed authentication.

« Trap destinations are the names or |P addresses of hosts to which you want the
SNMP service to send traps with the selected community name.

You might want to use SNMP for statistics, but may not care about identifying
communities or traps. In this case, you can specify the “public” community name
when you configure the SNMP service.

» To configure the SNMP service

. Start the Network option in Control Panel to display the Network Settings dialog
boz. In the Installed Network Software list box, select SNMP Service, and
choose the Configure button. The SNMP Service Configuration dialog box

appears.

SNMP Service Canfiguration

(Send Trap wth Conmunsty Names

[ T1ap Destmation (of engmeerng
IP Hos/Addiaxs of

h -
. | H

B
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To identify each community 1o which you want this computer to send traps, type
the name in the Community Names box. After typing each name, choose the
Add button to move the name to the Send Traps With Community Names list on
the lefi.

Typically, all hosts belong to public, which is the standard name for the common
community of all hosts. To delete an entry in the list, select it and choose the
Remove button.

Note Community names are case sensitive.

Ta specify hosts for each community you send traps to, after you have added the
community and while it is still highlighted, type the hosts in the IP Host/Address
Or IPX Address box. Then choose the Add button to move the host name or 1P
address 1o the Trap Destination for the selected community list on the left.

You can enter a host name, its [P address, or its IPX address.
To delete an entry in the list, select it and choose the Remove button,

To enable additional security for the SNMP service, choose the Security button.
Continue with the configuration procedure, as described in the next section,
“Configuring SNMP Security.”

To specify Agent information (comments about the user, location, and services),
choose the Agent button. Continue with the configuration procedure, a3
described in “Configuring SNMP Agent Information” later in this chapter.

When you have completed all procedures, choose the OK button. When the
Network Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service has been configured and is ready to stast. 1t is not
necessary to reboot the computer.
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Configuring SNMP Security

SNMP security allows you to specify the communities and hosts a computer will
accept requests from, and to specify whether to send an authentication trap when an
unauthorized community or host requests informalion.

» To configure SNMP security

1. Start the Network option in Control Pane! to display the Network Settings dialog
hox. In the Installed Network Software list box, select SNMP Service and
choose the Configure button.

2. Inthe SNMP Service Configuration dialog box, choose the Security button.

O Agcept SKWP Packels from Ang Host
—® 0oy Accepl SNMP Packots hom Thess Hoaix
1P Host/Addsets o1

m 1PX Addrwss;

3. If you want to send a trap for failed authentications, select the Send
Authentication Trap check box in the SNMP Security Configuration dialog box.
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In the Community Name box, type the community names you will accept
requests from. Choose the Add button after typing each name 1o move the name
10 the Accepled Community Names list on the lefi.

A host must befong to a communily that appears on this list for the SNMP
service 1o accept requests from that host. Typically, all hosts beloag to public,
which is the standard name for the common community of all hosts. To delete an
entry in the list, sefect it and choose the Remove bulton.

Select an option to specify whether to accept SNMP packets from any host or
from only specified hosts.

» ifthe Accept SNMP Packets From Any Host option is selected, no SNMP
packets are rejected on the basis of source host ID. The list of hosts under
Only Accept SNMP Packets From These Hosts has no effect.

» [fthe Only Accept SNMP Packets From These Hosts oplion is selecled,
SNMP packets will be accepted only from the hosts listed. In the [P
Host/Address Or IPX Address box, type the host names, IP addresses, or
(PX addresses of the hosts from which you will accept requests. Then choose
the Add button to move the host name or [P address to the list box on the left.
To delete an entry in the list, select it and choose the Remove button.

Choose the OK button. The SNMP Service Configuration dialog box reappears.

To specify Agent information (commenis about the user, location, and services),
choose the Agent button. Continue with the configuration procedure, as
described in the next section.

Afier you complele all procedures, choose the OK button. When the Network
Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service and SNMP security have been configured and are
rcady o stan. You do not need lo reboot the computer.
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Configuring SNMP Agent Information

SNMP agent information allows you to specify commegnts about the user and the
physical focation of the computer and to indicate the types of service to report. The
types of service that can be reported are based on the computer’s configuration.

» To configure SNMP agent information

1. Start the Network option in Control Panel to display the Network Settings dialog
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box. In the [nstalled Network Software list box, select SNMP Service and
choose the Configure button.

In the SNMP Service Configuration dialog box, choose the Agent button.

| = SNMP Agent

Contact: [Etnest Apdoiotte |

Locationc |Blth, 1. toom 823 |

Jjj

Service
O Pysica O Datalnk / Subnetwork
O Inmemet B EndHoEnd

In the SNMP Agent dialog box, type the computer user’s name in the Contact
box and the computer’s physical location in the Location box. These are
comments that will be used as text and cannot include embedded contro!
characters.

Select the services to report in the Service box. Check all boxes that indicate
network capabilities provided by your Windows NT computer. SNMP must
have this information to manage the enabled services.

1f you have installed additional TCP/IP services, such as a bridge os couter, you
should consult RFC 1213 for additional information.

Option Meaning

Physical Select this option if this Windows NT compuler manages any
physical TCP/IP device, such as a repealer.

Dalatink/Subsietwork  Select this option if this Windows NT compuler manages a
TCP/IP subnetwork or datatink, such as a bridge.
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Option Meaning

Intermet Select this option if this Windows NT computer acts as an [P
gateway.

End-to-End Select Lhis option if this Windows NT computer acts as an 1P

host. This option should be selected for all Windows NT
installations.

Applications Select this option if this Windows NT computer includes any
' applications that use TCP/IP, such as electronic mail. This
option should be selected for all Windows NT instalfations.
5. Choose the OK button.

6. When the SNMP Service Configuration dialog box reappears, choose the OK
button. When the Network Settings dialog box reappears, choose the OK button.

SNMP is now ready to operate without rebooting the computer.

Removing TCP/P Components

If you want to remove the TCP/IP protocols or any of the services installed on a
computer, use the Network option in Control Panel to remove it.

When you remove any network software, Windows NT wams you that the action
permanently removes that component. You cannot reinstall 2 component that has
been removed until after you restart the computer.

» To remove any TCP/IP component
[. In Control Panel, choose the Network option.

2. Inthe Installed Network Software list in the Network Settings dialog box, select
the component that you want to remove.

3. Choose the Remove buston.
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Configuring RAS for Use with TCP/IP

Windows NT users who install Remote Access Service (RAS) for remote
networking maintain all the benefits of TCP/IP networking, including access lo the
WINS and DNS capabilities of Microsoft TCP/IP. RAS clients can be configured
1o use Point to Point Protocol (PPP) or Senal Line [nternet Protocol (SLIP) to allow
TCPAP dial-up support for existing TCP/IP imternetworks and the Internel. When
PPP is configured on a Windows NT Remote Access server, it can function as a
router for RAS clients. SLIP client software is provided 1o support older
implementations: it does not support muitsple protocols.

As with all network services, you instali RAS by using the Network option in
Conuo) Panel. During RAS installation and configuration, you can specify the
nefwork prolacol settings to use for RAS connections. which zlso allows you to
specify TCP/IP configuralion settings. When the network administrator installs a
Microsoft RAS server, 1P addresses are reserved for use by RAS clients.

Users with RAS client computers can use the Remote Access progeam o enter and
maintain names and telephone numbers of remole aectworks. RAS clients can
connect to and disconnect from these networks through the Remote Access
program. You can also use the Remote Access Phone Book application 1o select the
network protocols to use for a specific Phone Book entry. If TCP/IP is installed, the
Phone Book automatically selects TCP/IP over PPP as the protocol.

If a RAS client computer has a serial COM port, you can use the Remote Access
Phone Book application to configure SLIP for use with a selected Phone Book
entry. If you configure a RAS client computer to use the SLIP option, when you dial
in for a connection 1o the selected Phone Book entry, the Terminal screen appears,
and you can begin an interactive session with a SLIP server. When you use SLIP,
Remote Access Phone Book bypasses user authentication. You will not be asked for
a username and password.

For complete information about setting up RAS servers and clients and vsing RAS
with Windows NT, see Windows NT Server Remote Access Service.
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Networking Concepts for TCP/IP

3

This chapter describes how TCP/IP fits in the Windows NT network architecture
and explains the various components of the Internet Protocol suite and IP
addressing. As part of the discussion on name resolution in Windows networking,
this chapter also describes NetBIOS over TCP/IP and Domain Name System
(DNS). For additional information about these 1opics, see the books listed in
“Finding More Information” in “Welcome.”

This chapter ulso provides conceptual information about two key features for
Microsoft TCP/IP: Dynamic Host Configuration Protocol (DHCP) and Windaws
Intemet Name Service (WINS).

The following topics appear in this chapler:
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TCP/IP and Windows NT networking
Internet protocol suite

IP addressing

Name resolution for Windows networking
SNMP
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TCP/IP and Windows NT Networking

The architecture of the Microsoft Windows NT operating system with integrated
nerworking is protocol-independent. This architecture, illustrated in the following
figure, provides Windows NT file, print, and other services over any network
protocol that uses exports from the TDI interface. The protocols package network
requests for applications in their respective formals and send the requests 1o the
appropriate network adapter via the network device interface specification (NDIS)
interface. The NDIS specification allows multiple network protocols to reside over
a wide variety of nerwork adapters and media types.

SNMP RPC
Windows Windows Sockets
NetBIOS Applications Applications |
Windows Sockets
NetBIOS Interface \ntert
c-c-------o NetBIOSoverTCPAP - ---------e-----
Transport Dewice — —
inerace L. Tcenoe
Standard — — ——
TCPIP 1 | gz siigifews whv g 0 ) KM
Modules s —
Network Onver
nerfae NDIS Drivers, SUIP, PPP
Physicat Network Layer

Architectural Model of Windows NT with TCP/[P

Under the Windows NT transport-independent architecture, TCP/IP is a protocol
family that can be used to offer Windows networking capabilities. The TCP/IP
protocol gives Windows NT. Windows for Workgroups, and LAN Manager
computers transparent access (o each other and allows communication with non-
Microsoft systems in the enterprise network.
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Internet Protocol Suite

TCP/IP refers to the Intemet suite of protocols. It includes a set of standards
that specify how computers communicate and gives conventions for connecting
networks and routing traffic through the consections.

The [nternet protocols are a result of a Defense Advanced Research Projects
Agency (DARPA) research project on network interconnection in the late 1970s. It
was mandated on all United States defense long-haul networks in 1983 but was not
widely accepted until it was integrated with 4.2 Berkeley Software Distribution
(BSD) UNIX. The popularity of TCP/IP is based on:

» Robust client-server framework. TCP/IP is an excellent client-server application
platform, especially in wide-area network (WAN) environments.

» Information sharing. Thousands of academic, military, scientific, and
commercial organizations share data, electronic mail, and services on the
Internet using TCP/IP.

» General availability. [mplementations of TCP/IP are available on nearly every
popular computer operating system. Source code is widely available for many
implementations. Vendors for bridges, routers, and network analyzers all offer
support for the TCP/IP protocol suite within their products.

The following discussion introduces the components of the [P protocol svite. Some
knowledge of the architecture and interaction besween TCP/IP components is useful
for both administrators and users, but most of the details discussed heze are
(ransparent when you are actually using TCP/IP.

Transmission Control Protocol and Internet Protocol

Transmission Control Protocol (TCP) and Internet Protocot (IP) are osily two
members of the IP protocol suite. IP is a protocol that provides packet delivery tor
all other protocols within the TCP/TP family. IP provides a best-etfort,
connectionless delivery system for computer data. That is, IP packets are not
guaranteed to arrive at their destination, nor are they guaranteed to be received in
the sequence in which they wee sent. The protocol’s checksum feature confirms
only the IP header’s integrity. Thus, responsibility for the data contained within the
[P packet (and the sequencing) is assured only by using higher-level protocols.

Perhaps the most common higher-level [P protocol is TCP. TCP suppies a reliable,
connection-based protocot over (or encapsulaied within) 1P. TCP guarantees the
delivery of packets, ensures proper sequencing of the data, and provides a checksum
feature that validales both the packet header and its data for accuracy. In the event
that the network either corrupts or loses a TCP/IP packet during transmission, TCP
is responsible for retransmitting the faulty packet. This reliability makes TCP/IP the
protocol of choice for session-based data transmission. ctient-server applications,
and critical services such as electronic mail.
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This reliability has a price. TCP headers require the use of additional bits to provide
proper sequencing of information, as well as a mandatory checksum to ensure
reliability of both the TCP header and the packet data. To guarantee successful data
delivery, the protocol also requires the recipient to acknowledge successful receipt
of data.
Such acknowledgments (or ACKs) generate additional network traffic, diminishing
the level of data throughpuot in favor of reliability. To reduce the impact on
performance, most hosts send an acknowledgment for every other segment or when
an ACK timeout expires.

User Datagram Protocol

If refiability is not essential, User Datagram Protoco! {UDP), a TCP complement,
otfers a connectionless datagram service that guarantees neither delivery nor correct
sequencing of delivered packets (much like 1P). Higher-level protocols or
applications may provide reliability mechanisms in addition to UDP/IP. UDP data
checksums ure optional, providing a way to exchange data over highly reliable
networks without unnecessarily consuming netwosk resources ar processing time.
When UDP checksums are used, they validate both header and data. ACKs are also
not enforced by the UDP protocol; this is left to higher-level protocols.

UDP also offers one-to-many service capabifities, because it can be either
broadcast or muiticast.

Address Resolution Protocol and
Internet Control Message Protocol

Two other protocols in the [P suite perform important functions, although these are
not directly retated 10 the transport of data: Address Resolution Protocol (ARP) and
Internet Control Message Protocol (ICMP). ARP and ICMP are maintenance
protocols that support the [P framework and are usually invisible to users and
applications.

[P packets contain both source and destination [P addresses, but the hardwase
address of the destination computer system must also be known, [P acquires a
system’s hardware address by broadcasting a special inquiry packet (an ARP
request packef) containing the [P address of the system with which it is atlempting
to communicate. All of the ARP-enabled nodes on the local [P network detect these
broadcasts, and the system that owns the IP address in question replies by sending
its hardware address to the requesting computer system in an ARP reply packet.
The hardware/TP address mapping is then stored in the requesting system’s ARP
cache for subsequent use. Because the ARP reply can also be broadcast to the
network, it is likely that other nodes on the network can use this information to
update their own ARP caches. (You can use the arp utility to view the ARP tables.)
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[CMP allows two nodes on an [P network to share IP status and error information.
This information can be used by higher-level protocols to recover from transmission
problems or by network administrators to detect network trouble. Although ICMP
packets are encapsulated within IP packets, they are not considered to be a higher-
level protocol (ICMP is eequired in every TCP/AP implementation). The ping wility
makes use of the ICMP echo request and echo reply packets to determine whether
a particular [P node (computer system) on a network is functional. This is useful for
diagnosing [P network or gateway failures.

IP Addressing

A host is any device attached to the network that uses TCP/AP, To receive and
deliver packets successfully between hosts, TCP/IP relies on three pieces of
information that the user provides: IP address, subnet mask, and default gateway.

The network administrator provides each of these pieces of information for
configuring TCP/IP on a computer. Windows NT users on networks with DHCP
servers can take advantage of automatic system configuration and do not need to
manually configure TCP/IP parameters. This section provides details about [P
addresses, subnet masks, and |P gateways.

|P Addresses

Every host interface, or node, on a TCP/IP network is identified by a vnique [P
address. This address is used to identify a host on a network; it also specifies
routing information in an intemetwork. The /P address ideatifies a computer as a
32-bit address that is unique across a TCP/IP network. An address is usvally
represented in dotted decimal notation, which depicts each octet (eight bits, or one
byte) of an )P address as its decimal value and separates each octet with a period.
An [P address looks like this:

192.54.94.87

Important Because 1P addresses identify nodes on an interconnected network, each
host on the internetwork must be assigned a unique 1P address, valid for its
particular network.
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Network ID and Host ID

Although an IP address is a single value, it contains two pieces of information: the
network [D and the host (or system) iD for your computer.

» The network ID identifies a group of computers and other devices that sre all
located on the same logical network, which are separated or interconnected by
routers. In internetworks (networks formed by a collection of local area
networks), there is a unique network [D for each network.

= The host ID ydentifies your compuler within a particular network {D. (A host is
any device that is attached to the network and uses TCP/IP.)

Networks that connect to the public Internet must obtain an official network 1D
from the InterNIC to guarantee IP nerwork [D uniqueness. The [nterNIC can be
contacted via electronic mail at fo@internic.net (for the United Stales,
[-8(K)-444-4345 or, for Canada and overseas, 6 [9—455-4600). Intenet
registration requests can be sent to hostmaster@internic.net. You can also use FTP
to connect 1o is.1nternic.net, then log in as anonymons, and change (o the
/INFOSOURCE/FAQ directory.

After receiving a network ID, the local network administrator must assign unique
host [Ds for computers within the local network. Although privale networks not
connected to the [ntemnet can choose (o use their own network identifier, oblaining a
valid network [D from InterNIC allows a privale network to connect to the [nternet
in the future without reassigning addresses.

The [nlernet community has defined address classes to accommodale networks of
varying sizes. Each network class can be discerned from the first octet of its IP
address. The following table summarizes 1he retationship between the first octet of
a given address and its network [D and host 1D fields. It also identifies the total
number of network 1Ds and host IDs for each address class that participates in the
Intemel addressing scheme. This sample uses w.x.y.z to designate the bytes of the
[P address.
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IP Address Classes

Available  Available
Class w valuesiz  Network ID  Host ID networks  hosts per net
A 1-126 w X.y.Z 126 16,777,214
B 128-191 w.X yz 16,384 65,534
C 192-223 WXy z 2,097,151 254

I Inclusive range for the first octet in the 1P address.

2 The address 127 is reserved for loopback testing and interprocess communication on the local
computer; it is not a valid network address. Addresses 224 and above are reserved for special
protocols (IGMP multicast and others), and cannot be used as host addresses.

A network host uses the network ID and host ID to determine which packets it
should receive or ignore and to determine the scope of its transmissions (only nodes
with the same network ID accept each other’s IP-level broadcasts).

Because the sender’s [P address is included in every outgoing IP packet, it is useful
for the receiving computer system to derive the originating network ID and host D
from the [P address field. This is done by using subnet masks, as described in the
following section.

Subnet Masks

Subnet masks are 32-bit values that allow the recipient of [P packets to distinguish
the network ID portion of the IP address from the host ID. Like an IP address, the
value of a subnet mask is frequently represented in dotted decimal notation. Subnet
masks are determined by assigning 1’s to bits that belong to the network ID and (’s
to the bits that belong to the host ID. Once the bits are in place, the 32-bit value is
converted to dotted decimal notation, as shown in the following table.

Default Subnet Masks for Standard IP Address Classes

Address class  Bits for subnet mask Subnet mask
Class A 11111111 060000000 00000000 00000000  255.0.0.0
Class B 11111111 11111111 00000000 00000000 255.255.0.0
Class C T 11111111 11111111 00000000 255.255.255.0

The result allows TCP/IP to determine the host and network IDs of the local
computer. For example, when the IP address is 102.54.94.97 and the subnet mask is
255.255.0.0, the network ID is 102.54 and the host ID is 94.97.
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Although configuring a host with a subnet mask might seem redundant after
cxamining the previous tables (since the class of a host is easily determined), subnet
masks are also used to further segment an assigned network ID among several local
networks.

For example, suppose a network is assigned the Class-B network address 144.100.
This is one of over 16,000 Class-B addresses capable of serving more than 65,000
nodes. However, the worldwide corporate network to which this ID is assigned is
composed of 12 international LANs with 75 to 100 nodes each. Instead of applying
for 11 more network [Ds, it is better to use subnetting to make more effective use of
the assigned ID 144.100. The third octet of the IP address can be used as a subnet
ID, to define the subnet mask 255.255.255.0. This splits the Class-B address into
254 subnets: 144.100.1 through 144.100.254, each of which can have 254 nodes.
(Host IDs 0 and 255 should not be assigned to a computer; they are used as
broadcast addresses, which are typically recognized by all computers.) Any 12 of
these network addresses could be assigned to the international LANS in this
example. Within each LAN, each computer is assigned a unique host 1D, and they
all have the subnet mask 255.255.255.0.

The preceding example demonstrates a simple (and common) subnet scheme for
Class-B addresses. Sometimes it is necessary to segment only portions of an octet,
using only a few bits to specify subnet IDs (such as when subnets exceed 256
nodes). Each user should check with the local network administrator to determine
the network’s subnet policy and the correct subnet mask. For all systems on the
local network, the subnet mask must be the same for that network ID.

Important All computers on a logical network must use the same subnet mask and
network ID; otherwise, addressing and routing problems can occur.

Routing and IP Gateways

TCP/IP networks are connected by gateways (or routers), which have knowledge of
the networks connected in the internetwork. Although each IP host can maintain
static routes for specific destinations, usually the default gateway is used to find
remote destinations. (The default gateway is needed only for computers that are
part of an internetwork.)
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When 1P prepares to send a packel, it inserts the local (source) [P address and the
destinalion address of the packet in the [P header and checks whether the network
1D of the destination matches the network 1D of the source. If they match, the
packet is sent directly 1o the destination computer on the local network. If the
network IDs do not match, the routing table is examined for static routes. 1f none
are found, the packet is forwarded to the default gateway for delivery.

The default gateway is a computer connected to the local subnet and other networks
that has knowledge of the network 1Ds for other networks in the intemetwork and
how 10 reach them. Because the default gateway knows the networtk [Ds of the other
networks in the intemetwork, it can forward the packet to other gateways until the
packet is eventually delivered to a gateway connected to the specified destination.
This process is known as routing.

[nternetwork Routing Through Gateways

On networks that are not part of an internetwork, [P gateways are not required. [f a
network is part of an internetwork and a system does not specify a default gateway
(or if the gateway computer is not operating propetly), only communication beyond
the local subnet is impaired. Users can add static routes by using the route utility to
specify a route for a particular system. Static routes always overnide the use of
default gateways,
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If the default gateway becomes unavaitable, the computer cannot communicate
outside its own subnet. Multiple default gateways can be assigned to prevent such a
problem. When a computer is configured with multiple defaull gateways,
retransmission problems result in the system trying the other routers in the
configuralion to ensure intemetworking communications capabilities. To configure
multiple default gateways in Windows NT, you must provide an [P address for each
gateway in the Advanced Microsoft TCP/IP Configuration dialog box, as described
in Chapter 2, “Installing and Configuring Microsoft TCP/IP and SNMP.”

Dynamic Host Configuration Protocol

Assigning and maintaining [P address information can be an administrative burden
for network administrators responsible for internetwork connections. Contributing
to this burden is the problem that many users do not have the knowledge necessary
to configure their own computers for internetworking and must therefore rely on
their admimisteators.

The Dynamic Host Configuration Protocol (DHCP) was established to relieve this
administrative burden. DHCP provides safe. reliable, and simple TCP/IP network
configuration, ensuses that address conflicts do not occur, and helps conserve the
use of [P addresses through centralized management of address allocation. DHCP
offers dynamic configuration of IP addresses for computers. The system
administrator controls how [P addresses are assigned by specifying lease durations,
which specify how long a computer can use an assigned 1P address before having lo
renew the lease with the DHCP server.

Asan éxample of how maintenance (asks are made easy with DHCP, the IP address
is released automatically for a DHCP client computer that is removed from a
subnet, and a new address for the new subnet is automaticaily assigned when that
computer reconnects on another subnet. Neither the user nor the network
administrator needs to intervene 1o supply new configuration information. This is a
most significant feature for mobile computer users with portables that are docked at
different computers, or for computers that are moved to different offices frequently.

The DHCP client and server services for Windows NT are implemented under
Requests for Comments (RFCs) 1533, 1534, 1541, and 1542.
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The following illustration shows an example of a DHCP server providing
configuration information on two subnets. If, for example, ClientC is moved to
Subnet 1, the DHCP server will automatically supply new TCP/IP configuration
information the next ime that ChientC 1s started.

Router
(with BOOTP forwarding enabled)

S

DHC?P cfient8
DHCP chentC

DHCP Clients and Servers on a Routed Network

DHCP uses a client-server model and is based on leases for IP addresses. During
system startup (the initializing state), s DHCP client computer sends a discover
message that is broadcast (o the local network and may be relayed (o all DHCP
servers on the private internetwork. Each DHCP server that receives the discover
message responds with an offer message containing an IP address and valid
configuration information for the client that sent the request.

The DHCP client collects the configuration offerings from the servers and enters

a selecting state. When the client enters the requesting state, it chooses one of the
configurations and sends a request message that identifies the DHCP server for the
selected configuration.

Page 63 of 290



48

TCPAP

The setected DHCP server sends a DHCP acknowledgment message that contains
the address first sent during the discovery stage, plus a valid lease for the address
and the TCP/IP network configuration parameters for the client. After the client
receives the acknowledgment, it enters a bound state and can now participate on the
TCP/IP network and complete its system startup. Client computers that have local
storage save lhe received address for use during subsequent system startup. As the
lease approaches its expiration date, it aftempts 1o renew ils lease with the DHCP
server, and is assigned a new address if the current 1P address lease cannot be
renewed.

giscover (-( initializing 4\ Lease expires

ofer Q Selecting | Rebinding '|
— Lease approachas
reques ! L oxoiation (87.5%)
Requesting Renewing acknowledgment

K ‘j Lease approaches
ackrowedgment Bound expiraion (50%)

DHCP Client State Transition During System Startup

In Windows NT Server, the network administrator uses DHCP Manager to define
local poticies for address allocation, ieases, and other options. For information
about using this tool, see Chapter 4, “Installing and Configuring DHCP Servers.”
For information about the steps for setting up TCP/IP using DHCP, see
“Configuring TCP/IP” in Chapter 2, “Installing and Configuring Microsoft TCP/1P
and SNMP.” For information about setting up DHCP relaying, see the
documentation for your router,

Name Resolution for Windows Networking

Configuring Windows NT with TCP/IP requires the IP address and computer name,
which are unique identifiers for the computer on the network. The 1P address, as
described earlier in this chapter, is the unique address by which all other TCP/IP
devices on the internetwork recognize that computer. For TCP/IP and the Intemet,
the computer name is the globally known system name plus a DNS domain name.
(On the local network, the computer name is the NetBIOS name that was defined
during Windows NT Setup.)
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Computers use [P addresses to ideatify each other, but users usuaily find it easier 10
work with computer names. A mechanism must be available on a TCP/IP network
to resolve names to IP addresses. To ensure that both name and address are unique,
the Windows NT computer using TCP/IP registers its name and [P address on the
network during system startup. A Windows NT computer can use one or more of
the following methods to ensure accurate name resolution in TCP/IP internetworks:

Windows [nternet Name Service

Windows NT computers can use WINS if one or more WINS servers are
available that contain a dynamic database mapping computer names to [P
addresses. WINS can be used in conjunction with broadcast name resolution for
an internetwork where other name resolution methods are inadequate. As
described in the following section, WINS is a NetBIOS over TCP/IP mode of
operation defined in RFC 1001/1002 as p-node.

Broadcast name resolution

Windows NT computers can also use broadcast name resolution, which is a
NetBIOS over TCP/TP mode of operation defined in RFC 1001/1002 as b-node.
This method relies on a computer making [P-level broadcasts to register its
name by announcing it on the network. Each computer in the broadcast area is
responsible for challenging attempts to register a duplicate name and for
responding o name queries for its regisiered name.

DNS name resolution

The Domain Name System (DNS) provides a way to look up name mappings
when connecting a computer 10 foreign hosts using NetBIOS over TCP/IP or
Windows Sockets applications such as FTP. DNS is a distributed database
designed to relieve the traffic problems that arose with the exploding growth of
the Internet in the early 1980s.

An LMHOSTS file to specify the NetBIOS computer name and [P address
mappings, or a HOSTS file to specify the DNS name and IP address

On a local computer, (he HOSTS file (used by Windows Sockets applications to
find TCP/IP host names) and LMHOSTS file (used by NetBIOS over TCP/IP 1o
find Microsoft networking computer names) can be used to list known [P
addresses mapped with corresponding computer names. LMHOSTS is still used
for name resolution in Windows NT for small-scale networks or remote subnets
where WINS is not available.

This section provides details about name resolution in Windows NT after first
presenting some background information about the modes of NetBIOS over TCP/IP
that can be vsed in Microsoft networks.
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NetBIOS over TCP/IP and Name Resolution

NetBIOS over TCP/IP is the session-layer network service that performs name-to-
1P address mapping for name resolution. This section describes the modes of
NetBIOS over TCP/IP, as defined in RFCs 1001 and 1002 to specify how NetBIOS
should be implemented over TCP/IP.

The modes of NetBIOS over TCP/IP define how network resources are identified
and accessed. The two most important aspects of the related naming activities are
registration and resolution. Registration is the process used o acquire a unique
name for each node (computer system) on the network. A computer typically
registers ilself when it starts. Resolution is the process used 1o determine the
specific address for 2 computer name.

The NetBIOS over TCP/TP modes include the following:

1 b-pode, which uses broadcasts 1o resolve names

v p-node, which uses point-10-point commuaications with a name server 10 resotve
names

1 m-node, which uses b-node first (broadcasts), then p-node (name queries) if the
broadcast fails 10 resolve a name

»  h-node, which uses p-node first for name queries, then b-node if the name
service is unavailable or if the name is not registered in the WINS database

For DHCP users on a Windows NT network, the node type is assigned by the
DHCP server. When WINS servers are in place on the network, NetBIOS over
TCP/IP resolves names on a cbieat computer by communicating with the WINS
server. When WINS servers are not in place, NetBIOS over TCP/IP uses b-node
broadcasts to resolve names. NetB10S over TCP/IP in Windows NT can also use
LMHOSTS files and DNS for name resolution, depending on how TCP/IP is
configured on a particular computer. in Windows NT 3.5, the NETBT.SYS module
provides the NetBIOS over TCP/IP functionality that supports name registration
and resolution modes.

Windows NT version 3.5 supports all of the NetBIOS over TCP/IP modes
described in the following sections. NetBIOS over TCP/IP is also used with the
LLAN Manager 2.x Server message protocol.
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B-Node

The b-node mode uses broadcasts for name registration and resolution. That is, if
NT_PC1 wants to communicate with NT_PC2 it will broadcast to all machines that
itis looking for NT_PC2 and then wait a specified time for NT_PC2 (o respond.
B-node has two major problems:

» [n alarge environment, it loads the network with broadcasts.

v Routess do not forward broadeasts, so computers that are on opposite sides of a
router will never hear the requests.

P-Node

The p-node mode addresses the issues that b-node does not solve. [n a p-node
cnvironment, computers neither create nor respond to broadcasts, All computers
register themselves with the WINS server, which is a NetBIOS Name Server
(NBNS) with enhancements. The WINS server is responsible for knowing
computer names and addresses and for ensuring no duplicate names exist on the
network. All compulers must be configured to know the address of the WINS
SErver.

In this environment, when NT_PC1 wants to communicate with NT_PC2, it queries
the WINS server for the address of NT_PC2, When NT_PC1 gets the appropriate
address from the WINS server, it goes directly to NT_PC2 without broadcasting.
Because the name queries go directly to the WINS server, p-node avoids loading
the network with broadcasts. Because broadcasts are not used and because the
address is received directly, computers can span routers.

The most significant problems with p-node are the following:

= All computers must be configured to know the address of the WINS server
(although this is typically configured via DHCP)

» If for any reason the WINS server is down, computers that rely on the WINS
server to resolve addresses cannot get to any other systems on the network, even
if they are on the local network
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M-Node

The m-node mode was created primarily 10 solve the problems associated with
b-node and p-node. This mode uses a combination of b-node and p-node. In an
m-node environment, a computer first atiempts registration and resolution using
b-node. If that 1s Successful, it then switches to the p-node. Because this vses
b-node first, it does not solve the problem of generating broadcast traffic on the
network. However, m-node can cross routers. Also, because b-node is always tried
first, computers on the same side of a souter continue 10 operate as usual if the
WINS server is down.

M-node uses broadcasts for performance optimization, because in most
environments local resources are used mose frequently than remote resources. Also,
in a Windows NT network, m-node can cause problems with NetLogon in routed
environments.

H-Node

The h-node mode, which is currently in RFC draft form, is also a combination of
b-node and p-node that uses broadcasts as a last effort. Because p-node is used first,
no broadcasts are generated if the WINS server is running, and computers ¢an span
routers. [f the WINS server is down, b-node is used, so computers on the same side
of a router continue to operate as usual.

The h-node mode docs more than change the order for using b-node and p-node. 1t
the WINS server is down so that local broadcasts (b-node) must be used, the
computer will continue to poll the WINS server. As soon as the WINS server can
be reached again, the system switches back to p-node. Also, optionally on a
Windows network, h-node can be configured to use LMHOSTS after broadeast
name resolution fails.

The h-node mode solves the most significant problems associated with broadcasts
and operating in a routed environment. For Microsoft TCP/IP users who configure
TCP/IP manually, h-node is used by default, unless the user does not specify
addresses for WINS servers when configuring TCP/IP.

B-Node with LMHOSTS and Combinations

Another vaniation is also used 1n Microsoft networks to span routers without a
WINS server and p-node mode. In this mode, b-node uses a list of computers and
addresses stored in an LMHOSTS file. If a b-node attempt fails, the system [ooks in
LMHOSTS to find a name and then uses the associated address to ctoss the router.
However, each computer must have Lhis list, which creates an administrative borden
in maintaining and distributing the list. Both Windows for Workgroups 3.11 and
LAN Manager 2.x used such a modified b-node system. Windows NT uses this
method if WINS servers are not used on the network. In Windows NT, some
extensions have been added to (his file to make it easier to manage (as described in
(hapter 6, “Sctting Up LMHOSTS™), but modified b-node is not an ideal sohstion.
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Some sites may need to use both b-node and p-node modes at the same site.
Although this configuration can work, administrators must exercise extreme caution
in doing o, using it only for transition situations. Because p-node hosts disregard
broadcasts and b-node hosts rely on broadcasts for name resofution. the two hosts
can potentially be configured with the same NetBIOS name, leading to
unpredictable results. Notice that it a computer configured 10 use b-node has a static
mapping in the WINS database, a computer configured to use p-node cannot use \he
Same computer name.

Windows NT computers can also be configured as WINS proxy agents to help the
transition to using WINS. For more details, see the nex1 section.

Windows Internet Name Service and Broadcast Name Resolution

WINS provides a distributed database for registering and querying dynamic
computer name-to-1P address mappings in a routed network environment. If you are
administering a routed network, WINS is your best {irst choice for name resolution,
because it is designed to solve (he problems that occur with name resolution in
complex intemerworks.

WINS reduces the use of local broadcasts for name resolution and allows users to
easily locate systems on remote networks. Furthermore, when dynamic addressing
through DHCP results in new IP addresses for computers that move between
subnets, the changes are automalically updated in the WINS database. Neither the
user nor the network administrator needs to make manual accommadations for name
resolution in such a case.

The WINS protoool is based on and is compatible with the protocols defined for
NBNS in RECs 1001/1002, so it is interoperable with any other implementations of
these RFCs.

This section provides an overview of how WINS and name query broadcasts
provide name resolution on Windows networks. For information about setting up
WINS servers, see Chapter S, “Installing and Configuring WINS Servers.”

WINS in a Routed Environment

WINS consists of two components: the WINS server, which handles name queties
and registrations, and Lhe client sottware, which queries for computer name
resolution.

Windows networking clients (WINS-enabled Windows NT or Windows for
Warkgroups 3.1 | computers) can use WINS directly. Non-WINS computers on the
internetwork that are b-node compatible as described in RFCs 1001 and 1002 can
access WINS through proxies, which are WINS-enabled compuless that listen to
name query broadcasts and then respond for names that are not on the local subnet
01 are p-node computers.
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On a Windows NT network, users can browse transparently across routers. To
allow browsing without WINS, the network administrator must ensure that the
users’ primary domain has Windows NT Server or Windows NT Workstation
computers on both sides of the router to act as master browsers. These computers
need correctly configured LMHOSTS files with entries for the domain controllers
across the subnet.

With WINS, such strategies are not necessary because the WINS servers and
proxies lransparently provide the support necessary for browsing across routers
where domains span the routers.

The following illustration shows a small internetwork, with three local area
networks connected by a router. Two of the subnets include WINS name servers,
which can be used by clients on both subnets. WINS-enabled computers, including
proxies, access the WINS server directly, and the computers using broadcasts
access the WINS server through proxies. Proxies only pass name query packets and
verify that registrations do not duplicate existing systems in the WINS database.
Proxies, however, do not register b-node systems in the WINS database.

Non-WINS enabled

Example of an [nternetwork with WINS Servers
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The proxy communicates with the WINS server to resolve names (rather than
maintaining its own database) and then caches the names for a centain time. The
proxy serves 4s an intermediary, by either communicating with the WINS server or
supplying a name-to-1P address mapping from its cache. The following illustration
shows the relationshaps among WINS servers and clients, including proxies for non-
WINS computers and the replication hetween WINS servers.

WINS servert

ClientA [WINS)
Query WINS, than broadcast quary

++. foplcaron WINS server2

ClientC (WINS proxy)

O
CiientB (non-WINS)
Broadeast

Example of Clients and Servers Using WINS

[n the above 1llustration, ClientA can resolve names by first querying the WINS
server and, if that fails, then using broadcast name queries. ClientB, which is not
WINS-enabled, can only resolve names using broadcast name queries. but when
ClientC receives the broadcast, it forwards the request to the WINS server and
returns the address 10 ClientB.

However, a complex environment presents additional problems. For example, an
internetwork might consist of two subnets, with all the computers belonging to
DomainA attached to Subnet(, all the computess in DomainB attached to Subret2,
and computers from DomainC attached 10 either of the subnets. In this case, without
WINS, DomainA computers can browse Subnet |, DomainB computers can browse
Subnet2, and DomainC computers can browse both subnets as long as the primary
domain controller for DomainC is available. With WINS, computess from all
domains can browse all subnets if their WINS servers share databases.
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If the Windows NT client computer is also DHCP-enabled and the administrator
specifies WINS server information as part of the DHCP options, the computer will
usually be automatically configured with WINS server information. You can
manually configure WINS settings, as described in Chapter 2, “Installing and
Configuring Microsoft TCP/IP and SNMP”;

» To enable WINS name resolution for a computer that does not use DHCP,
specify WINS server addresses in the TCP/IP Configuration dialog box

» To designate a proxy, check the Enable WINS Proxy Agent option in the
Advanced Microsoft TCP/IP Configuration dialog box

With WINS servers in place on the internetwork, names are resolved using two
basic methads, depending on whether WINS resolution is available and enabled on
the particular computer. Whatever name resolution method is used, the process is
transparent (o the user after the system is configured.

H WINS Is not enabled The computer registers its name by broadcasting name
registration request packets to the local subnet via UDP datagrams. To find a
particular computer, the non-WINS computer broadcasts name query request
packets on the local subnet, although this broadcast cannot be passed on through IP
routers. If local name resolution fails, the locat LMHOSTS file is consulted. These
processes are followed whether the computer is a network server, a workstation, of
other device.

it WINS s enabled The computer first queries the WINS server, and if that does not
sucoeed, it broadeasts its name registration and query requests via UDP datagrams
(h-node), in the following series of steps:

1. During TCP/IP configuration, the compuler’s name is registered with the WINS
server, and the [P address of the WINS server is stored locally so the WINS
server can be found o the internetwork. The WINS database is replicated
among all WINS servers on the internerwork,
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2. A name query request is sent first o the WINS server, including requests from
remote clients that are routed theough an 1P router. This request is a UDP
datagram. [f the name is found in the WINS database, the client can estabfish a
session based on the address mapping received from WINS.

3. If querying the WINS server does not succeed and if the client computer is
configured as an h-node, the computer broadcasts name query request packets
in the same manner as 2 non-WINS-enabled computer.

4. Finally, if other methods fail, the local LMHOSTS file is checked. This also
includes a search of any centralized LMHOSTS files referred to in #INCLUDE
statements, as described in Chapter 6, “Setting Up LMHOSTS.”

WINS servers accept and respond to UDP name queries. Any name-to-[P address
mapping registered with a WINS server can be provided reliably as a response 10 a
name query. However, a mapping in the database does not ensure that the related
device is currently running, only that a computer claimed the particular [P address
and it is a curremtly valid mapping.
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WINS Name Registration

Name registration ensures that the computer's name and IP address are unique for
cach device.

If WINS is enabled The name registration request is sent directly to the WINS
server (o be added to the database. A WINS server accepts or rejects a computer
name registration depending on the current contents of its database. If the database
contains a different address for that name, WINS challenges the current entry to
determine whether that device still claims the name. If another device is using that
name, WINS rejects the new name registration request. Otherwise, WINS accepts
the entry and adds it (o its local database together with a timestamp, an incremental
unique version number, and other information.

[ WINS is not enabled Fora non-WINS computer to register its name, a name
registration request packes is broadcast to the local network, stating its computer
name and [P address. Any device on the network that previously claimed that name
challenges the name registration with a negative name registration response,
resulting in an error. [f the registration request is not contested within a specific
time period, the computer adopts that name and address.

Once a non-WINS computer has claimed a name, it must challenge duplicate name
registration attempts and respond positively to name queries issued on its registered
name by sending a positive name query response. This response contains the IP
address of the computer so that the two systems can establish a session.

WINS Name Release

When a computer finishes with a particular name (such as when the Workstation
service or Server service is stopped), it no longer challenges other registration
requests for the name. This is referred to as releasing a name.
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It WINS is enabled Whenever a computer is shut down properly, it releases its
name (o the WINS server, which marks the related database eniry as released. If
the entry remains released for a certain period of time, the WINS server marks it as
extinet, and the version number is updated so that the database changes will be
propagated among the WINS servers. Extinct entries remain in the database for a
designated period of time to enable the change to be propagated 1o all WINS
\ervers,

[f a name is marked released at a WINS server and a new registration arnives using
that name but a different address, the WINS server can immediately give that name
to the requesting clieni because it knows hat the old client is no longer using, that
nare. (This might happen, for example, when a DHCP-enabled laptop changes
subnets.) If that compuier refeased its name during an ordedy shutdown, the WINS
server will not challenge the name. If the computer restarts because of a system
resel, the name registration with a new address will cause the WINS scrver 10
challenge the registration, but the challenge will fail and the registration will
succeed, because the computer no longer has the old address.

if WINS is not enabled When a non-WINS computer releases a name, a broadcast
is made to allow any systems on the network that might have cached the name to
remove it. Upon receiving name query packets specifying the deleted name, the
computer simply ignores the request, allowing other computers on the network to
acquire (he name that it has released.

For non-WINS computers to be accessible from other subnets. their names must be
added as static entries (o the WINS database or in the LMHOSTS file(s) on the
remote system(s), because they will only respond to name queries that originate on
their local subnet.

WINS Name Renewal

A renewal 18 a timed reregistration of a computer's name with the WINS server.
When the WINS servers registers a name, it returns a renewal interval for the name,
and the client must reregister within that time; otheswise. the WINS server will
mark the name as released and available for use. A request for name renewal is
Ireated the same 4s a new name registration.

Renewal provides registration reliability through periodic reregistering of names
with the WINS servers.
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IP Addressing for RAS

Remote Access Service (RAS) provides remote networking for telecommuters,
mobile workers, and system administrators who monitor and manage servers at
multiple branch offices. Users with RAS on a Windows NT computer can dial in to
remotely access their networks for services such as file and printer sharing,
electronic mail, scheduling, and SOL database access.

Windows NT RAS works with [P routing for RAS servers so that RAS clients can
use TCP/IP networks. (RAS can also work with 1PX routing for clients that use
NetWare networks.) Windows NT also uses the industry-standard Point to Point
Protocol (PPP) and Senal Line IP (SLIP) standards. These standards ensure that
Windows NT is interoperable with third-party remote-access server and client
software, RAS clients can use DNS and WINS for name resolution services, and it
can create TCP sessions with systems on the local network.

Windows NT NetBEUI host
(or LAN Manager)

Windows NT running IPX
{or NetWare)

Windows NT running TCPAP
(or UNIX, VMS, and others)

(or thind party)

NaIBEUI over PPP
TCRIP over PPP
Windows (PX over PPP
NT { . "
RAS client Earlier versions of Microsoft RAS
(of Ihird party with (Windows NT 3.1, LAN Manager 2.x}
PPP or SLIP)
NelBEUI over PPP
TCPAP over PPP
12X over PPP
SupP

Network Access with RAS in Windows NT
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The RAS server provides a pool of [P addresses that are reserved for static
configuration during RAS installation. The P addresses are automatically assigned
to RAS clients using PPP when they dial in. If the administrator sets up the RAS
server to use a static pool of addresses, all clients dialing into a particular RAS
server are assigned the same network 1D as the RAS server plus unique host 1Ds.
(Of course, the network administrator must also reserve that range of static
addresses on the DHCP server, if present, to make sure that those addresses are not
assigned.)

RAS clients can connect to multiple TCP/IP networks thal are logically joined (but
physically separate) networks shanng the same address space. When using multiple
connections, the RAS client can still use DNS and WINS for name resolution.

For complete details aboul RAS, sce the Windows NT Server Remote Access
Service manual.

Name Resolution with Host Files

For computers located on remote subnets where WINS is not vsed, the HOSTS and
LMHOSTS files provide mappings for names to 1P addsesses. This is the name
resolution method used on internetworks before DNS and WINS were developed.
The HOSTS file can be used as a local DNS equivalent. The LMHOSTS file can
be used as a local WINS equivalent. Each of these files is also known s a host
table. Sample versions of LMHOSTS and HOSTS files are added to the
\systemroonSYSTEM3Z\DRIVERS\ETC directory when you install Microsoft
TCP/IP. These files can be edited using any ASCHI editor, such as Notepad or Edit,
which are part of Windows NT.

Microsoft TCP/AP can be configured to search HOSTS, the local host table file, for
mappings of remote host names to [P addresses. The HOSTS file format is the same
as the format for host tables in the 4.3 Berkeley Software Distribution (BSD)
UNIX Jetc/hosts file. For example, the entry for a computer with an address of
192.102.73.6 and a host name of trey-research.com looks like this:

192.102.73.6 trey-research.com

Edit the sample HOSTS file that is created when you install TCPAP 10 include
remote host names and their 1P addresses for each computer with which you will
communicate. This sample file also explains the syntax of the HOSTS file.

The LMHOSTS file is a local text file that maps [P addresses to NetBIOS computer
names for Windows-networking computers that you will commuynicate with outside
of the local subnet. For example, the LMHOSTS table file eniry for a computer
with an address of 192.45.36.5 and a computer name of Finance I Tooks like this:

182.45.36.5 financel
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The LMHOSTS file is read when WINS or broadcast name resolution fais, and
resolved entries are stored in a system cache for fater access.

When the computer vses the replicator service and does not use WINS, LMHOSTS
cniries are required on import and export servers for any computers on different
subnets participating in the replication. LMHOSTS is also used for small-scale
networks that do not have servers. For more information about the LMHOSTS file,
see Chapter 6, “Setting Up LMHOSTS.”

Domain Name System Addressing

The Domain Name System (DNS) is a distributed database providing a hierarchical
naming system for identifying hosts on the Internet. DNS was developed to solve
the problems that arose when the number of hosts on the Intemet grew dramatically
in the early 1980s. The specifications for DNS are defined in RFCs 1034 and 1035.
Although DNS may seem similar to WINS, there is a major difference: DNS
requires static configuration for computer name-io-1P address mapping, while
WINS is fully dynamic and requires far less administration.

The DNS database is a tree structuse called the domain name space, where each
domain (node in the tree structure) is named and can contain subdomains. The
domain name identifies the domain’s position in the database in relation to its
parent domain, with a period () separating each part of the names for the network
nodes of the DNS domain.

The oot of the DNS database is managed by the Internet Network Information
Center. The top-level domains were assignied organizationally and by country.
These domain names follow the intemational standard ISO 3166. Two-letter and
three-letter abbreviations are used for countries, and various abbreviations are
reserved for use by organizations, as shown in the following example.

DNS domain name abbreviation  Type of organization

com Commerciat (for example, microsoft.com)

edu Educational (for example, mitedu for Massachusetts
Institute of Technology)

gov Government (for example, nsf.gov for 1he National
Science Foundation)

org Noncommercial organizations (for exampie,
fidonet.org for FidoNet)

ned Networking organizations (for example nsf.net for
NSFNET)
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Each DNS domain is administered by different organizations, which usually break
thesr domains inlo subdomains and assign administration of the subdomains Lo other
organizations. Each domain has a unique name, and each of the subdomains have
unigue names within their domains. The fabel for each network domain is a aame of
up to 63 characters. The fully qualified domain name (FQDN), which includes the
names of all network domains leading back to the root, is unique for each host on
the Internet. A particutar DNS name could be simitar to the following, for a
commercial hosl:

accounting.trey,com

DNS uses a clieat-server moded, where the DNS servers contain information about
a portion of the DNS database and make this information available 10 clienis, called
resolvers, thal query the name server across the network. DNS name servers are
programs thal store information about parts of the domain name space called zones.
The administrator for 3 domain sets up name servers that contain the database files
with all the resource records describing all hosts in their zones. DNS resolvers are
clients that are Irying 10 use name servers to gain information about the domain
name space.

Windows NT includes the DNS resolver functionality used by NetBIOS over
TCP/IP and by Windows Sockets connectivity applications such as ftp and telnet 1o
yuery the name server and interpret the responses.

The key task for DNS is to present friendly names for users and then tesolve those
names to IP addresses, as required by the internetwork. Name resolution is provided
through DNS by the name servers, which interpret the information in a FQDN 1o
find its specific address. If a local name server doesn’t contain the data requested in
1 query, it sends back names and addsesses of other name servers that could contain
the information. The resolver then queries the other name servers until it finds the
specific name and address it needs. This process is made faster because name
servers continuously cache the information leamed about the domain name space as
the result of queries.

All the resolver software necessary for using DNS on the Internet is installed with
Microsoft TCP/IP. To use DNS for TCP/IP name resolution, you specify options in
the DNS Configuration dialog box. For more information, see Chapter 2,
“Installing and Configuring Microsoft TCP/IP and SNMP.”

On computers with Windows NT Server 3.5, Windows NT Workstation 3.5, or
Windows for Workgroups 3.11 with Microsoft TCP/IP-32 installed, Windows
Socket applications can use either DNS or NetBIOS over TCP/IP for name
resolution.
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The following table compares DNS versus WINS name resolution.

WINS Versus DNS Name Resolution

Name provider capabilities WINS DNS

Provides scalable naming authority for large Yes Yes

internetwotks

Provides a dynamic, distributed naming authority Yes Not dynamic

for TCP/IP network names

Sapports MX records for electronic mail No Yes

Supports recursion and referral for name resolution  No Yes

Provides hierarchical naming and resofution No Yes

scheme

Includes DNS naroe server No Yes

Tncludes DNS narue resolution client Yes Yes

Provides static name resolution Yes (optional)  Yes (only)

Queries DNS servers Yest Yes

Provides name server in operating system Yes No

Resolves NetBIOS-compatible names Yes No

Provides a name resolution solution for large peer-  Yes No

based TCP/IP networks (50,000+ systems)

Supports avtomatic name registration For WINS No
clients only

Suppons dynarnic NetBIOS name registration and ~~ Yes No

resolution

Supports managng hosts configured via DHCP Yes No

Supports easy administration, including browsing ~ Yes No

and managing dynamic and static registrations

Centralizes management of the name database Yes No

Defines server replication partners and policies Yes No

Alleviates LMHOSTS management requirements  Yes No

Reduces IP broadeast traffic in Windows-based Yes No

internetworks

I Queries DNS servers via Windows Sockets applications or, for Windows networking applications,

vig NetBIQS over TCP/TP (after using WINS firsi)
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SNMP

Simple Network Management Protocol (SNMP) is used by adminsstrators to
monitor and control remote hosts and gateways on an internetwork. The

Windows NT SNMP service allows a Windows NT computer to be monitored
remotely but does not include an application to monitor other SNMP systems on the
network.

Note You must install the SNMP service 1o use the TCP/IP performance counters
in Performance Monitor, as described in Chapter 8, “Using Performance Monitor
with TCP/IP Services.”

SNMP is a network management protocol widely used in TCP/IP networks. These
kinds of protocols are vsed o communicate between a management program run by
an administrator and the network management agent running on a host or galeway.
These protocols define the form and meaning of the messages exchanged, the
representation of names and vatues in the messages, and administrative
relationships among hosts being managed. SNMP defines a set of variables that the
host must keep and specifies that all operations on the gateway are side effects of
getting, putting, or setting the dala variables. Because different network-
management services are used for different types of devices or for different
network-management protocols, each service has its own set of objects. The entice
set of objects that any service or protocol uses is referred to as its management
information base (MIB).

The Windows NT SNMP service includes MIB 1[ (based on RFC 1213) and LAN
Manager MIB 11 plus MIBs for DHCP and WINS servers, as descnbed in
Appendix A, *MIB Object Types for Windows NT.” The SNMP service allows
SNMP-based managers to perform standard SNMP commands, such as reading the
counters in the standard M1Bs included with the service. Windows NT SNMP has
an extensible architecture, so it can be used to create custom functionality on a
Windows NT computer, such as starting and stopping specific services or shutting
down the system.
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The SNMP service works with any computer running Windows NT and the TCP/IP
protocol. With the SNMP service, a Windows NT computer can repont its current
status to an SNMP management system on a TCP/IP network. The service sends
status information to a host in two cases:

= When a management system requests such information

»  When a significant event occurs on the Windows NT computer

The SNMP service can handle cequests from one or more hosts, and it can also
report network-management information to one or more hosts, in discrete blocks of
data called traps.

The SNMP service uses the unique host names and [P addresses of devices to
recognize the host(s) to which it reports information and from which it receives
requests.

When a network manager requests information about a device on the network,
SNMP management software can be used to determine object values that represent
network status. MIB objects represent various types of information about the
device. For example, the management station might request an object called
SvStatOpen, which would be the total number of files open on the Windows NT
computer.

The SNMP service for Windows NT supports multiple MIBs through an agent
Application Programming Interface (API) extension interface. At SNMP service
startup time, the SNMP service loads all of the extension-agent dynamic link
libraries (DLLs) that are defined in the Windows NT Registry. Two extension-
agent DLLs come with Windows NT; others may be developed and added by users,



CHAPTER 4

Installing and Configuring DHCP

Servers

A Dynamic Host Configuration Protocol (DHCP) server 1s a Windows NT Server
computer running Microsoft TCP/IP and the DHCP-compatible server software.
DHCP is defined in Requests for Comments (RFCs) 1533, 1534, 1541, and 1542.

This chapter describes how (o install and ranage servers to support DHCP in
Windows NT and also presents strategies for implementing DHCP. The following
topics are included in ths chapter:

= Overview of the DHCP client-server model

o Installing DHCP servers and using DHCP Manager

1 Defining DHCP scopes

* Configuring DHCP options

= Administering DHCP clients

= Managing the DHCP database files

« Troubleshooting DHCP

= Advanced configuration parameters for DHCP

»  Guidelines for setting local policies

« Planning a strategy for DHCP

Important If you want to use a DHCP server to support subnetworks that span
multiple routers, you may need a firmware upgrade for your routers. Your routers
must support RFCs 1533, 1534, 1541, and 1542.

To find out about DHCP-relay agent support, contact your router vendor. For more
information, refer to RFC1542.TXT available via anonymous FTP from
fip.internic.net:/rfc.
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Overview of DHCP Clients and Servers
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Configuring DHCP servers for a network provides these benefits:

» The administrator can centrally define global and subnet TCP/IP parameters for
the entire intemetwork and define parameters for reserved clients.

s Client computers do not require manual TCP/IP configuration. When a client
computer moves between subnets, it is reconfigured for TCP/IP automatically at
system startup time.

DHCP uses a client-server model. The network administrator establishes one or
more DHCP servers that maintain TCP/IP configuration information to be provided
to clients that make requests.

The DHCP server database includes the following:

» Valid configuration parameters for all clients on the internetwork.

« Valid IP addresses maintained in a pool for assignment to clients, plus reserved
addresses for manual assignment.

» Duration of leases and other configuration parameters offered by the server. The
lease defines the length of time for which the assigned IP address can be used.

A Windows NT computer becomes a DHCP clieat if the Enable Automatic DHCP
Configuration option is checked in the Windows NT TCP/IP Installation Options
dialog box. When a DHCP client computer is started, it communicates with a
DHCP server to receive the required TCP/IP configuration information. This
configuration information includes at least an 1P address and submask plus the lease
associated with the configuration.

Note DHCP clieat software is part of the Microsofi TCP/IP-32 for Windows for
Workgroups software and the Microsoft Network Client 2.0 software that are
included on the Windows NT Sesver compact disc. For information about installing
this software, see the Windows NT Server [nstallation Guide.

For an overview of how DHCP works, see “Dynamic Host Configuration Protocol”
in Chapter 3, “Networking Concepts for TCP/IP.”

Note DHCP can be monitored using SNMP, For a list of DHCP MIB object types,
see Appendix A, “MIB Object Types for Windows NT.”
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Installing DHCP Servers

You install a DHCP server as part of the process of tnstalling Microsoft TCP/IP.
These instructions assume you have already installed the Windows NT Server
operaling system on the computer.
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Caution Before installing a new DHCP server, check for other DHCP servers on
the network o avoid interfering with them.

You must be a member of the Administrators group for the computer you are
installing or administering as a DHCP server.

To install a DHCP server

L.

Start the Network option in Control Panel. When the Network Settings dialog
box appears, choose the Add Software button to display the Add Network
Software dialog box.

. In the Network Software List box, select TCP/TP Protocol And Related

Componeats, and then choose the Continue button,

. In the Windows NT TCP/IP [nstallation Options dialog box, check the

appropniate options to be installed, including at least DHCP Server Service.
Also check SNMP Service if you want to use Performance Monitor or SNMP to
monitor DHCP.

Choose the OK button. Windows NT Setup displays a message asking for the
full path to the Windows NT Server distribution files. Provide the appropriate
location, and choose the Continue button.

Al necessary files are copied to your hard disk. When the Network Settings
dialog box reappears after you fimishing configuring TCP/IP, choose the OK
button.

Complete all the required procedures for manually configuring TCP/IP as
described in “Configuring TCP/IP” in Chapter 2, “Installing and Configuring
Microsoft TCP/IP and SNMP.”

[f this DHCP server is multihomed (has multiple network adapters), you must

use the Advanced Microsoft TCP/IP Configuration dialog box to specify [P
addresses and other information for each network adaper.

Also, if any adapter on the DHCP server is connected to 2 subnet that you do not
want this server to support, then you must disable the bindings to that subnet for
the particular adapter. To do this, choose the Network option in Control Panel,
then choose the Bindings button in the Network Settings dialog box and disable
the related binding.

Note You cannot use DHCP to automatically configure a new DHCP server,
because a computer cannot be a DHCP client and server simultaneously.
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All the appropriate TCP/IP and DHCP software is ready for use after you reboot
the computer.

The DHCP Client service is 2 Windows NT service running on a Windows NT
computer. The supporting DHCP client software is automatically instalied for
computers ruaning Windows NT Server or Windows NT Workstation when you
install the basic operating system software.

The Microsoft DHCP Server service starts automatically during system startup if
you have inslalled this service. You will probably want 1o pause the service while
you are configuring scopes for the first time.

To pause the DHCP Server service at any Windows NT computer
1. In Control Panel, choose the Services icon.

—0r—

In Server Manager, choose Services from the Computer menu.
2. Inthe Services dialog box, select the Microsoft DHCP Server service.
3, Choose the Pause button, and then choose the Close button.

You can also start, stop, and panse the DHCP service at the command prompt using
the commands net start dhcpserver or net stop dhepserver or net pause
dhcpserver.

Using DHCP Manager
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The DHCP Manager icon is added to the Network Administration Tools group in
Program Manager when you set up a Windows NT Server computer 1o be a DHCP
server. You must use DHCP Manager to perform these basic tasks:

» Create one or more DHCP scopes to begin providing DHCP services

» Define propetties for the scope, including the lease duration and IP addsess
ranges to be distributed o poteatial DHCP clients in the scope

» Define default values for options such as the default gateway, DNS server, or
WINS server Lo be assigned together with an [P address, or add any custom
options

The procedures for completing these tasks are described in the following sections.
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» To start DHCP Manager

@ ¢ Double-click the DHCP Manager icon in the Network Administration group in
Program Manager.

-Or-
Al the command prompt, type start dhcpadmn and press ENTER.
DHCP Manager window shows the local computer the first time you start DHCP

Manager. Subsequently, the window shows a list of the DHCP servers 10 which
DHCP Manager has connected, plus their scopes. The status bar reports the current

DHCP Manager activities.
Select a server or scope name This list shows the DHCP oplions for the
lo expand or contract the list of servers. selected scope, and the icon shows

whether it is a global or scope option.

The icon shows whether Drag the split bar to size the panes.
4 scope is activated.

Important When you are working with DHCP Manager, all computer names are
DNS host names only, such as accounting.trey.com. The NetBIOS computer
naroes vsed in Windows networking are not allowed.
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» To connect to a DHCP server

1. From the Server menu, choose the Add command.

Add DHCP Server to Server List

Enter the addsess of \he DHCP server Lo add \o
the Sist of servest:

DHCP Server: [11.101.5.43 —|

2. In the Add DHCP Seever To Known Server List dialog box, type the DNS short
name or [P address for the DHCP setver you want fo connect to, and then
choose the OK button.

For example, type an address such as 11.1.26.30 or type a DNS name such as
corp0L.trey.com in this box.

P To disconoect from a selected DHCP server
» From the Server menu, choose Remove, or press DEL.

Defining DHCP Scopes

A DHCP scope is an administrative grouping of coraputers running the DHCP
Client service. You will create a scope for each subnet on the network to define
parameters for that subnet.

Each scope has the foltowing properties:

* A unique subnet mask used to determine the subpet related to a given [P address
» A scope name assigned by the admnistrator when the scope is created
v Lease duration values to be assigned to DHCP clieats with dynamic addresses
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Creating Scopes

You must use DHCP Manager to create, manage, or remove scopes.

P Tocreate a new DHCP scope

1. Inthe DHCP Servers list in the DHCP Manager window, select the server for
which you want to create a scope.

2. From the Scope meny, choose Create.

X

[P Address Podl

Stant Address: Excluded Addesses:
Addess 11.101.0.25

Ed e e

Exchaion Pange:
Start Address: - I 2

[ Leata Duration
O Unkmited

@ Limited To: Dg(x] Hour(s) Minglas

3. To define the available range of IP addresses for this scope, type the begianing
and ending TP addresses for the range in the Start Address and End Address
boxes.

The IP address range will include the Start and End values.

Note You must supply this information before this scope can be activated.

4. In the Subnet Mask box, DHCP Manager proposes a subnet mask, based on the
IP address of the Start and Eod addresses. Accept the proposed value, unless you
know that a different value is required.
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5. To define excluded addresses within the IP address pool range, use the
Exclusion Range controls, as follows:

= Type the first [P address that is part of the excluded range in the Start
Address box, and type the last number in the End Address box. Then choose
the Add button. Continue to define any other excluded ranges in the same
way.

= To exclude a single IP address, type the number in the Start Address box.
Leave the End Address box empty and choose the Add button.

= To remove an IP address or range from the excluded range, select it in the
Excluded Addresses box, and then choose the Remove button.

The excluded ranges should include all IP addresses that you assigned manually
to other DHCP servers, non-DHCP clients, diskless workstations, or RAS and
PPP clients.

6. To specify the lease duration for IP addresses in this scope, select Limited To.
Then type values defining the number of days, hours, and seconds for the length
of the address lease.

If you do not want IP address leases in this scope to expire, select the Unlimited
option.

7. In the Name box, type a scope name.
This is any name you want to use to describe this subnet. The name can include

any combination of letters, numbers, and hyphens. Blank spaces and underscore
characters are also allowed. You cannot use Unicode characters.

8. Optionally, in the Comment box, type any string to describe this scope, and then
choose the OK button.

Note When you finish creating a scope, a message reminds you that the scope has
not been activated and allows you to choose Yes to activate the scope immediately.
However, you should not activate a new scope until you have defined the DHCP
options to be configured for this scope.

Now you can continue with the procedures described in “Configuring DHCP
Option Types” and “Administering DHCP Clients” later in this chapter. After you
have configured the options for this scope, you must activate it so that DHCP client
computers on the related subnet can begin using DHCP for dynamic TCP/IP
configuration.

» To activate a DHCP scope
¢ From the Scope menu, choose the Activate command to make this scope active.

The menu command name changes to Deactivate when the selected scope is
currently active.
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Changing Scope Properties

>

The subnet identifiers and address pool make up the propenies of scopes. You can
change the propenties of an existing scope.

To change the properties of a DHCP scope

1. In the DHCP Servers list in the DHCP Manager window, select the scope for
which yon want to change properties, and then from the Scope menu, choose
Propertics.

-0r-
In the DHCP Servess list, double-click the scope you want to change.
2. In the Scope Properties dialog box, change any values for the IP address posl,

lease duration, or name and comment as described earlier in “Creating Scopes”
or in online Help.

3. Choose the OK button.

Removing a Scope

When a subnet is no longer in use, or any other time you want to remove an existing
scope, you can remove it using DHCP Manager. If any IP address in the scope is
still leased or in use, you must first deactivate the scope until all client leases expire
or all client lease extension requests are denied.

To remove a scope

1. In the DHCP Servers list in the DHCP Manager window, select the scope you
want to remove.

2. From the Scope menu, choose Deactivate. (This commiand name changes 1o
Activate when the scope is not active.)

The scope must remain deactivated until you are sure the scope is not in use.
3. From the Scope menu, choose Delete.
The Delete command is not available for an active scape.

Configuring DHCP Options
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The configuration parameters that a DHCP server assigns to a client are defined as
DHCP options vsing DHCP Manager. Most options you will want to specify are
predefined, based on standard parameters defined in RFC 1542.

Whea you configure a DHCP scape, you can assign DHCP options to govern all
configuration parameters. You can also define, edit, or delete DHCP options. These
tasks are described in the following sections.
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Assigning DHCP Configuration Options
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Bestdes the [P addressing information, other DHCP configuration options to be
passed to DHCP clients must be configured for each scope. Options can be defined
globally for all scopes on the current server, specifically for a selected scope, or for
individual DHCP clients with reserved addresses.

x Active global options always apply unless overridden by scope options or
DHCP client settings.

= Active options for a scope apply to all computers in that scope, unless
overridden for an individual DHCP client.

The built-in options are described in “Predefined DHCP Client Configuration
Options” later in this chapter.

Note Lease duration is defined for the scope in the Create Scope dialog box.

To assign DHCP configuration options

1. Inthe DHCP Servers list in the DHCP Manager window, select the scope you
want to configure.

2. From the DHCP Options menu, choose the Global or Scope command,
depending on whether you want to define option settings for all scopes on the
currenlly selected server or the scope curently selected in the DHCP Manager
window.

DHEP Oplions: Globa)

Opbonis for: Served 11.101.136.191

Upwsed @ poons: Active (0 pliong:
002 Time Offsat 4 003 Rouler o
004 Time Sesver
006 ONS Sesvers
007 Log Sarvedt
008 Cookie Sesvers
010 Impsess Seivers
011 Rerowrce Location Servel ¥

Comment Anay o 10uter addrestes ordeted by pielerence
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3.

5.

In the Unused Optioas list in the DHCP Options dialog box, select the name of
the DHCP option that you want to apply, and then choose the Add button to
move the name to the Active Options List.

This list shows both predefined options and any custom options that you added.

For example, if you want to specify DNS servers for computers, select the
option named DNS Servers in the Unused Options list and choose the Add
button.

If you want to remove an active DHCP option, select its name in the Active
Options box, and then choose the Remove button.

To define the value for an active option, select its name in the Active Options
box, and choose the Values button. Then choose the Edit button, and edit the
information in the Current Value box, depending on the data type for the option,
as follows:

= For an [P address, type the assigned address for the selected option

»  For a number, type an appropriate decimal or hexadecimal value for the
option

s For a string, type an appropriate ASCII string containing letters and numbers
for the option

For example, to specify the DNS name servers to be used by DHCP clients,
select DNS Servers in the Active Options tist. Then choose the Edit button and
type a List of IP addresses for DNS servers. The list should be in the order of
preference.

For details about the Edit Array and Edit Address dialog boxes, see the online
Help.

When you have completed all your changes, choose the OK button.

Tip 1f you are using DHCP to configure WINS clients, be sure to set options #44
WINS Servers and #46 Node Type. These options will altow DHCP-configured
computers 1o find and use the WINS server automatically.
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Creating New DHCP Options

You can add custom parameters to be included with DHCP client configuration
information. You can also change values or other elements of the predefined DHCP
options. The option you add will appear in the list of available DHCP options in the
DHCP Options dialog boxes for defining options globally, per scope, and per
individual reserved DHCP client,

» Toadd new DHCP options
1. From the DHCP Options menu, choose Defaults.

2. In the Option Class list in the DHCP Options: Default Values dialog box, select
the class for which you want to add new DHCP options, and then choose the

New button.
The option class can include the DHCP standard options or any custom options
that you add.
Add Option Type
Clas::  Globad
Namee |

Data Irve: O ey
eniior | |

3. In the Name box of the Add Option Type dialog box, type a new option name.

Page 94 of 290



Chapter 4 Installing and Configuring DHCP Servers 79

4. From the Data Type list, select the data type for this option as described in the
following list. If this data type represents an array, check the Array box.

Data type Meaning

Binary Value expressed as an array of bytes
Byte An 8-bit, unsigned integer
Encapsulated An array of unsigned bytes

IP address An IP address of the form w.x.y.z
Long A 32-bit, signed integer

Long integer A 32-bit, unsigned integer

String An ASCII text string

Word A 16-bit, unsigned integer

If you select the wrong data type, an error message will appear or the value will
be truncated or converted to the required type.

5. In the Identifier box, type a unique code number to be associated with this
DHCP option. This must be a number between 0 and 255.

6. In the Comment box, type a description of the DHCP option, and then choose
the OK button.

7. In the DHCP Options: Default Values dialog box, select the option, choose the
Edit button, and type the value to be configured by default for this DHCP
option.

8. Choose the OK button.

You can delete custom DHCP options, but you cannot delete any predefined DHCP
options.

» To delete a custom DHCP option

1. From the DHCP Options menu, choose Defaults.

2. In the DHCP Options: Default Values dialog box, select the related class in the
Option Class list.

3. In the Option Name list, select the option you want to delete, and then choose
the Delete button.
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Changing DHCP Option Values

You can change the values for the predefined and custom DHCP options for
configuring clients. For example, you could change the default values for these
built-in options:

» 3 =Router, to specify the [P addresses for the routers on the subnet
= 6 =DNS Servers, to specify the [P addresses of the DNS name servers used at

your site

* 15 = Domain Name, 1o specify the DNS domain names to be used for host name

resolution

» Tochange a DHCP option value
1. From the DHCP Options menu, choose Defaults.
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Option Class: |DHCP Standard Opbons

Qption Nome: [005 Name Sarvars

Comment:  Array of bme rerver addiesses, by prelerence
Yalue

IP Address  [11.101.8.106
11.101.5.158
— | 11.101.12.14

. In the Option Class list in the DHCP Options: Default Values dialog box, select

the option class for which yov want to change values.

. If you want to change the default value for an option, select the option you want

to change in the Option Name list, choose the Edit button, and then type a new
value in the Value box.

Choosing the Edit button displays a special dialog box for editing strings, arrays
of [P address, or binary values. For information about using the special editing
dialog boxes, see the online Help for DHCP Manager,

. If you want to change basic efements of a custom option, select it in the Option

Name list, and then choose the Change button.

You can change the name, data type, identifier, and comment for a DHCP
option, fotlowing the procedures described earlier in “Creating New DHCP

Options.”

When you complete all the changes you want to make, choose the OK bution.
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Defining Options for Reservations

4

Page 97 of 290

You can assign DHCP options and specify custom values for DHCP clients that use
reserved IP addresses.

For information about how to reserve IP configuration information for DHCP
clients, see “Managing Client Reservations” later in this chapter.

To change DHCP options for reservations
1. From the Scope menu, choose Active Leases.

2. In the [P Address list of the Active Leases dialog box, select the reserved
address whose options you want to change, and then choose the Options button.

The Options button is only available for reserved addresses; it is not available
for DHCP clients with dynamic addresses.

DHCP Oplions: Reservalian

Options tor: 11.105.45.67

Unuzed Dphions
002 Time Ofiset
004 Tme Server
005 Name Servers
007 Log Servers
DDB Cookie Servers
010 tmpeess Servers ]
011 Resource Location Servgi

Coament: Anay of DNS sarvess, by preference

Active Oplions:
003 Router
1) 006 DNS Sesvess

IP Address 11.104.67.54

3. In the DHCP Options: Reservation dialog box, select an option name in the
Unused Opuons list, and then choose the Add button to move the name to the
Active Options list.

If you want to remove a DHCP option that has been assigned to the scope, select
its name in the Active Options box, and then choose the Remove button.

4. To change a value for an option selected in the Active Options list, choose the
Value button. Then choose the Edit button and enter a new value in the Current
Value box.
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Predefined DHCP Client Configuration Options

The tables in this section describe the predefined options available for configuration
of DHCP clients. These options are defined in RFC 1533,
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Basic Options

Code Option name Meaning

0 Pad Causes subsequent fields 1o align on word boundaries.

255 End Indicates end of options in the DHCP packet.

2 Time offset Specifies the Universal Coordinated Time (UCT) offset
in secoads.

3 Router Specifies a list of [P addresses for routers an the clieat’s
subnet.!

4 Time server Specifies a list of IP addresses for time servers available
fo the client.l

S Name servers Specifies a list of [P addresses for name servers
available to the client.!

6 DNS servers Specifies a list of [P addresses for DNS name servers
available (o the client.!

7 Log scrvers Specifies a list of [P addresses for MIT_LCS User
Dalagram Protocol (UDP} log servers available to the
client.1

8 Cookie servers Specifies a list of IP addresses for RFC 865 cookie
servers available to Lhe client]

9 LPR servers Specifies a list of IP addresses for RIC 1179 lipe-printer
servers available to the client.!

10 Impress servers Specifies a Ust of TP addresses for Imagen Impress
servers available to the clieat.!

11 Resource location  Specifies a list of RFC 887 Resource Location servers

servers available (o the client.!

12 Host name Specifies the host name of up to 63 characters for the
client. The name must start with a letter, end with a
letter or digit, and have as interior characers only
letters, numbers, and hyphens. The name can be
qualified with the locat DNS domain name.

13 Boot file size Specifies the size of the defaull boot image file for the

client, in 512-octet blocks.

I List is specified in order of preference.
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Basic Options (continued)

Code Option name Meaning

14 Merit dump file Specifies the ASCII path name of a file where the
client’s core image is dumped if a crash occurs.

15 Domain name Specifies the DNS domain name the client should use
for DNS host name resolution.

16 Swap server Specifies the IP address of the clienl’s swap server.

17 Root path Specifies the ASCII path name for the client’s root disk.

18 Exiensions path Specifies a file retrievable via TFTP containing

information interpreted the same as the vendor-extension
field in the BOOTP response, except the file length is
unconstrained and references (0 Tag 18 in the file are
ignored.

I' List is specified in order of preference.

The following table lists IP layer parameters on a per-host basis.

IP Layer Parameters per Host

Code Oplion name Meaning

19 [P layer forwarding  Enables or disables forwarding of LP packet for this
clieat. 1 enables forwarding; 0 disables it.

20 Nonlocal source Enables or disables forwarding of datagrams with non-

roufing local source routes. 1 enables forwarding; 0 disables it.

21 Policy filter masks  Specifies policy filters (hal consist of a list of paics of [P
addresses and masks specifying destination/mask pairs
for filtering nonlacal source routes. Any source roufed
datagram whose next-hop address does not match a
filter will be discarded by the client.

22 Max DG Specifies the maximum size datagram that the client can

reassembly size

23 Default time-fo-
live

24 Path MTU aging
timeoul

25 Path MTU plaicau
table

reassemble. The minimum value is 576.

Specifies the default time-lo-live (TTL) that the client
uses on outgoing datagrams. The value for the octet is a
number between 1 and 255.

Specifics the timeout in seconds for aging Path
Maximum Transmission Unit (MTU) values (discovered
by the mechanism defined in RFC 1191).

Specifies a table of MTU sizes to use when performing
Path MTU Discovered as defined in RFC 1191. The
table is sorted by size from smalles! to {argest. The
minimum MTU value is 68.
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The foliowing table lists IP paramefers on a per-interface basis. These options
affect the operation of the IP layer on a per-interface basis. A client can issue
multéple requests, one per interface, to configuse interfaces with their specific

parameters.

IP Parameters per Interface

Code Option pame Meaning

26 MTU option Specifies the MTU discovery size lor (his interface. The
minimum MTU value is 68.

27 All subnets are Specifies whether the client assumes that all subnets of

28

29

30

31

32

33

focal

Broadcast address

Perform mask
discovery

Mask supplier

Perform router
discovery

Router solicitation
address

Static route

the client’s internetwork yse (he same MTU as the local
subnet where fhe client is connected, 1 indicates that atl
subnels share the same MTU; 0 indicates that the client
should assume some subnets may have smaller MTUs.

Specifies the broadcast address used on the client’s
subaet.

Specifies whether the client should use Internet Conteol
Message Prolocol (ICMP) for subnet mask discovery.
1 indicates the client should perform mask discovery;
0 indicates the client should not.

Specifies whether the client should respond 1o subnet
mask requests using ICMP. 1 indicates (le client should
respond; O indicates the client should not respond.

Specifies whether the client should solicit routers using
the router discovery method in RFC 1256. 1 indicales
that the client should perform router discovery; 0
indicates that the client should not use it.

Specifies the TP address to which the clienl submits
router solicitalion requests,

Specifies a tist of [P address pairs that indicate the stalic
routes the client shoutd install in its routing cache. Any
multiple routes lo (he same destination are listed in
descending order or priority. The routes are
destination/router address pairs. (The default route of
0.0.0.0 is an illegal deslination for a stafic route.)
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The following table lists link layer parameters per interface. These options affect
the operation of the data link layer on a per-interface basis.

Liok Layer Parameters per Interface

Code Option name

Meaning

34 Trailer
encapsulation

35 ARP cache timeoul

36 Ethernet
encapsulation

Specifies whether the client should negotiate use of
trailers (RFC 983) when using the ARP protocol. 1
indicales the client should attempt to use trailer; 0
indicates the client should not vse trailers,

Specifies the timeout in seconds for ARP cache entries.

Specifies whether the clieat should use Ethemet v. 2
(RFC 894) or TEEE 802.3 (RFC 1042) encapsulation if
the interface is Ethemiet. 1 indicates that the client
should use RFC 1042 encapsulation; 0 indicates the
client should use RFC 894 encapsulation.

The following table shows TCP parameters. These.options affect the operation of
the TCP layer on a per-interface basis.

TCP Parameters

Code Option name

Meanlog

37 Default time-to-
live

38 Keepalive interval

39 Keepalive garbage

Specifics the default TTL the client should use when
sending TCP segments. The minimum value of the octet
is 1.

Specifies the interval in seconds the client TCP should
wait before sending a keepalive message on a TCP
connection. A value of § indicates that the client should
oot send keepalive messages on connections unless
specifically requested by an application.

Specifies whether the ctient shoutd send TCP keepalive
messages with an octet of garbage data for compatibility
with older impfementations. 1 indicates that a garbage
octet should be sent; ( indicates that it should not be
sent.
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The following table shows application layer parametess. These miscellaneous
options are used to configure applications and services.

Application Layer Parameters per

Code Option name

Meaning

40 NIS domain name
41 NI1S servers
4?2 NTP servers

Specifies (he name of the Network [nformation Scrvice
(NIS) domain as an ASCII string,

Specifies a list of 1P addresses for NIS servers available
o the client.!

Spexifies a list of [P addresses for Network Time
Protocol (NTP) servers available to the client.!

1 List is specified in order of preference.

The following options are for vendor-specific information.

Veador-Specific Information

Code Option name

Meaning

43 Vendor specific

Binary information used by clients and servers o

info exchange vendor-specific information. Servers not
equipped to interpret the information ignore it. Clients
that don’t receive the information atterpt to operate
withoul it.
Ne(BIOS over TCP/IP
Code Option name Meaning
44 WINS/NBNS Specifies a list of LP addresses for NetBIOS name
servers servers (NBNS).L
45 NetBIOS over Specifies a list of IP addresses for NetBIOS datagram
TCP/IP NBDD distribution servers (NBDD).1
46 WINS/NBT node ~ Allows configurable NetBIOS over TCP/IP clients to
type be configured as deseribed in REC 100171002, where

1=b-node, 2=p-node, 4=m-node, and 8=h-nade.
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NetBIOS over TCP/IP (continued)

Code Option name Meaning
47 NetBIOS scope [D Specifics as a string that is the NetBIOS over TCP/IP
Scope ID for the client, as specified in RFC 1001/1002.
48 X Window system  Specifics a lisl of 1P addresses for X Window font
font servers available 1o the clieat.!
49 X Window system  Specifies a list of IP addresses for X Window System
display Display Manager servers available to the client.t

¥ List is specified in order of preference.

DHCP Extensions

Code Option name Meaning

58 Renewal (Ti)time  Specifics the time in seconds from address assignment
value until the client enters the renewing stale.

59 Rebinding (T2) Specifies the time in seconds from address assignment
lime value until the client enters the rebinding state.

Administering DHCP Clients

After you have established the scope and defined the range of available and
excluded IP addresses, DHCP-enabled clients can begin using the service for
automatic TCP/IP configuration.

You can us¢ DHCP Manager to manage individual client leases, including creating
and managing reservations for clients.

Tip You can use the ipconfig utility to troubleshoot the [P configuration on
computers that use DHCP, as described in Chapter 11, “Utilities Reference.” You
can also use ipconfig on TCP/IP-32 clients on Windows for Workgroups 3.11
computers and on contputers running Microsoft Network Clieot version 2.0 for
MS-DOS.
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Managing Client Leases

The lease for the [P address assigned by a DHCP server has an expiration date,
which the client must renew if it is goiag to continue o use that address. You can
view the lease duration and other information for specific DHCP clieats, and you
can add options and change settings for reserved DHCP clients.

» To view client lease information

L. In the DHCP Servers list in the DHCP Manager window, select the scope for
which you want to view or change client information.

2. From the Scope menu, choose Active Leases.

Adiive Leases - [11.201.0.0)

@ Sort Leases by |P Address
QO Sont leases by Name

[ Show Rexervations Only

3. Io the Adtive Leases dialog box, select the computer whose lease you want {o
view in the [P Address list, and then choose the Properties button.

If you want to view only clients that use reserved IP addresses, check the Show
Reservations Only box.

4. In the Clicnt Propenties dialog box, you can view the unique identifier and other
client information, including the lease expiration date.

Unicue Identifer: | 2340837422 |
Chont Mome:  JANNIER? |
Chort Comment: [Net admin machine
Leate Expicer. V994709716 26:53

Note You can only edit the name, unique ID, and comment, or choose the
Options button n the Client Properties dialog box for clients with reserved [P
addresses.
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For information about the Options button in this dialog box, se¢ “Defining Options
for Reservations” earlier in this chapter.

You can cancel the DHCP configuration information for a DHCP client that is no
longer using an IP addsess or for all clients in the scope. This has the same effect as
if the client’s lease expired—the next time that client computer starts, it must enter
the rebinding state and obtain new TCP/IP configuration information from a DHCP
server.

important Delete only entries for clients that are no longer using the assigned
DHCP configuration, Deleting an active client could result in duplicate IP addresses
on the network, because deleted addresses will be assigned to new active clients.

You can use ipconfig /release at the command prompt for a DHCP dient computer
to delete an active client entry and safely free its 1P address for reuse.

P To cancel a client’s DHCP configuration
1. Make sure the client 1s not using the assigned IP address.

2. Inthe IP Client List of the Active Leases dialog box, select the client you want to
cancel, and then choose the Delete button.

Managing Client Reservations

You can reserve a specific [P address for a client. Typically, you will need to
reserve addresses in the following cases:

= For domain controllers if the network also uses LMHOSTS files that define [P
addresses for domain controllers

= For clients that use [P addresses assigned using another method for TCP/TP
coafiguration

n For assignment by RAS servers to non-DHCP clients
= For DNS servers

If multiple DHCP servers are distributing addresses in the same scope, the client

- reservations on each DHCP server should be identical. Otherwise, the DHCP
reserved client will receive different [P addresses, depending on the responding
Server.

Important The [P address and static name specified in WINS take precedence over
the IP address assigned by the DHCP server. For such clients, create ¢lient
reservations with the IP address that is defined in the WINS database.

Page 105 of 290



% TCPAP

» To add a reservation for a client

1. From the Scope menu, choose Add Reservations.

Uniqus |dentifier. | 080025263308 |

Add Reserved Clients

assn

Chent Name:  [MIKEMAST |

Client Comment: |

2. In the Add Reserved Clients dialog box, type information to identify the first
reserved client:

[P Address specifies an address from the reserved address pool. You can
specify any reserved, unused IP address. DHCP Manager checks and warns
you if a duplicate or nonreserved address is entered.

Unique Identifier usually specifies the media access control (MAC) address
for the client computer’s network adapter card. You can determine this
address by typing net config wksta af the command promgpt on the client
computer.

Client Name specifies the computer name for this clien. This is used for
identification purposes only and does not affect the actual computer name for
the client. This is not available for MS-DOS-based clients; 1n this case, only
the Unique Identifier appears.

Client Comment is any optional text that you enter (o describe this client.

3. Choose the Add button to add the reservation to the DHCP database. You can
continue fo add reservatioos without dismissing this dialog box.

4. When you have added all reservations, choose the Close button,

After the [P address is reserved in DHCP Manager, the client computer must be
restarted to be configured with the new [P address.

If you want to change a reserved IP address for a client, you have to remove the old
reserved address and add a new reservation. You can change any other inforraation
about a reserved client while keeping the reserved IP address.
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>

To change the reserved IP address

1. Make sure the reserved client is not using the old IP address. To do this, shut
down the client computer immediately after issuing the ip config/release
command on that client computer.

2. Inthe Active Leases dialog box, select the reserved IP address in the Client list,
and choose the Delete button. Then choose the OK button.

3. From the Scope menu, choose Add Reservations, and then enter information for
a new reservation as described earlier in this section.

To change basic information for a reserved client
1. From the Scope menu, choose Active Leases.

2. Inthe Client list of the Active Leases dialog box, select the address of the
reserved client that you want to change, and then choose the Properties button.

3. Inthe Client Properties dialog box, change the unique identifier, client name, or
comment, and then choose the OK button.

Note You can only change values in the Client Properties dialog box for
reserved clients.

You can also view and change the options types that define configuration
parameters for selected reserved clients by choosing the Options button in the
Client Properties dialog box. Changing options for a reserved client follows the
same procedure as use to originally define options, as described in “Defining
Options for Reservations” earlier in this chapter.

Managing the DHCP Database Files
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The following files are stored in the \systemrooASYSTEM32\DHCP directory that
is created when you set up a DHCP server:

s« DHCP.MDB is the DHCP database file.

» DHCP.TMP is a temporary file that DHCP creates for temporary database
information.
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= JET.LOG and the JET*.LOG files contain logs of all transactions done with the
database. These files are used by DHCP to recover dala if necessary.

» SYSTEM.MDB is used by DHCP for holding information about the structure of
its database.

Caution The DHCP.TMP, DHCP.MDB, JET.LOG, and SYSTEM.MDB files
should not be removed or tampered with.

The DHCP database and related Registry entries are backed up automatically at 2
specific interval (15 minutes by default), based on the value of Registry parameters
(as described later in this chapter).

Troubleshooting DHCP

The following error conditions can appear to indicate polential problems with the
DHCP server:

o The administrator can’t connect for a DHCP server using DHCP Manager. The
message that appears might be, “The RPC server is unavailable.”

= DHCP clients cannot renew the leases for their IP addresses. The message that
appears on the client computer is, “The DHCP clicnt could not renew the P
address lease.”

» The DHCP Client sevice or Microsoft DHCP Server service may be down and
cannot be restaried.

The first task is to make sure the DHCP services are running.

To ensure the DHCP services are running

1. Use the Services option in Control Panel to verify that the DHCP services are
unning,
[n the Services dialog box for the client computer, Started should appear in the
Status column for the DHCP Client service. For the DHCP server itself, the

Started should appear in the Status colemn for the Microsoft DHCP Server
SErvice.

2. If a necessary service is not started on either computer, start the service.

[n rare circumstances, the DHCP server may not boot or a STOP ertor may oceur.
If the DHCP server is down, follow these steps to restart.
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» To restart a DHCP server that is down
1. Tum off the power to the server and wait one minute.

2. Tum on the power, start Windows NT Server, and log on under an account with
Adruinistrator rights.

3. At the command prompt, type vet start dhepserver and press ENTER.

Note Use Event Viewer to find the possible source of problerns with DHCP
SETVICES.

Restoring the DHCP Database

If you ascestain that the DHCP services arc running on both the client and server
computers but the error conditions described earlier persist, then the DHCP
database is not available or has becomes corrupted. Lf a DHCP server fails for any
reason, you can restore the database from the automatic backup files.

» To restore a DHCP database

o Restart the DHCP server. If the DHCP database has become corrupted, it is
automatically restored from the DHCP backup directory specified in the
Registry, as described later in this chapter.

p  To force the restoration of a DHCP database

¢ Set the value of RestoreFlag in the Registry to 1, and then restart the compuler.
For information about this parameter, see “Registry Parameters for DHCP
Servers” later in this chapter.

» To manualty restore a DHCP database

¢ [fthe two restore methods described earbier do not work, manually copy all
DHCP database files from the backup directory to the \DHCP working
directory. Then restart the Microsoft DHCP Server service.

Backing up the DHCP Database onto Another Computer

You may also find a situation where you need to backup a DHCP database to
another computer. To do this, fotlow these steps.

» To move a DHCP database

o Use the Replicator service to copy the contents of the DHCP backup directory to
the new computer.
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Advanced Configuration Parameters for DHCP
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This section presents configuration parameters that affect the behavior of DHCP
servers and clients, and that can be modified only through Registry Editor. For the
changes to take effect after you modify any of these value entries, you must restan
the Microsoft DHCP Server service for server paramelers or the DHCP Client
service for client parameters.

Caution You can impair or disable Windows NT if you make incorrect changes in
the Registry while using Registry Editor. Whenever possible, use DHCP Manager
to make configuration changes, rather than using Registry Editor. If you make
errors while changing values with Registry Editor, you will not be wamned, because
Registry Editor does not recognize semantic emors.

To make changes to the DHCP server or client configuration using Registry
Editor

1. Run REGEDT32.EXE from File Manager or Program Manager, or at 2
command prorapt, type start regedt32 and press ENTER.

When the Registry Editor window appears, you can press Fi to get Help on how
to make changes in Registry Editor.

2. In Registry Editor, click the window titled HKEY LOCAL MACHINE on
Local Machine, and then click the icons for the SYSTEM subtree untif you
reach the subkey for the specific parameter, as described in the following
sections.

The following sections describe the value entries for parameters for DHCP servers
and clients that can be set only by adding an entry or changing their values in
Regisiry Editor.
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Registry Parameters DHCP Servers

When you change any of these parameters except RestoreFlag, you must restart
the computer for the changes to take effect. For the RestoreFlag parameter, you
must restart the Microsoft DHCP Server service.

The Registry parameters for DHCP servers are specified under the following key:

.. SYSTEM\corrent\currentcontrol set\servicesS\ORCPServer\Parameters

APIProtocolSupport

Data type = REG_DWORD
Range = 0x1, 0x2, Ox4, 0xS, 0x7
Default = 0x1

Specifies the supported protocols for the DHCP server. You can change this
value to ensure that different computers running different protocols can access
the DHCP server. The values for this parameter can be the following:

0x1 For RPC over TCPIP protocols

0x2  For RPC aver named pipes protocols

0x4  For RPC over local procedure call (LPC) protocols

0x5  For RPC over TCPIP and RPC over LPC

0x7 For RPC over all three protocols (TCP/IP, named pipes, and LPC)

BackupDatabasePath
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Data type = REG_EXPAND_SZ
Range = filename
Default = %SystemRoot%\system32\dhep\backup

Specifies the location of the backup database file where the database is backed
up periodically. The best location for the backup file is on another hard drive, so
that the database can be recovered in case of a system drive crash. Do not
specify a network drive, because DHCP Manager cannot access 3 network drive
for database backup and recovery.
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Backuplnterval
Data type = REG_DWORD
Range = no limit
Default = 15 minutes

Specifies the interval for backing up the database.

DatabaseCleanuplnterval
Data type = REG_DWORD
Range = No limit
Default = 0x15180 (864,000 minutes — 24 hours)

Specifies the interval for cleaming up expired client records from the DHCP
database, freeing up those IP addresses for revse.

DatabaseLoggingFlag
Data type = REG_DWORD
Range=0or1
Default = 1 (true—that is, database logging is enabled)
Specifics whether to record the database changes in the JET.LOG file. This log
file is used after a system crash to recover changes that have not been made to
the database file defined by DatabaseName. Database logging affects system
performance, so DatabaseLogging can be tumned off if you believe the system
is highly stable and if Jogging is adversely affecting system performance.

DatabaseName
Data type = REG_SZ
Range = filename
Default = dhep.radb

Specifies the name of the database file to be used for the DHCP client
information database.

DatabasePath
Data type = REG_EXPAND_SZ
Range = pathname
Default = %SystemRoot%\System32\dhep

Specifies the location of the database files that have been created and opened.

RestoreFlag
Data type = REG_DWORD
Range =0or 1
Default = () (false—that is, do not restore)

Specidies whether to restore the database from the backup directory. This flag is
reset automatically after the successful restoration of the database.
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Registry Parameters for DHCP Clients

The Registry parameters for DHCP clients are specified under the following key:

..SYSTEM\current\currentcontrolset\services\DHCP\Parameter\<optioni>

The Optioni# keys are a list of DHCP options that the client can request from the
DHCP server. For each of the default options, the following values are defined:

RegLocation

Data type = REG_SZ
Default = Depends on the Registry location for the specific option

Specifies the location in the Registry where the option value is written when it is
obtained from the DHCP server. The “?” character expands to the adapter name
for which this option value is obtained.

KeyType
Data type = REG_DWORD
Default = 0x7

Specifies the type of Registry key for the option.

Guidelines for Setting Local Policies

This section provides some suggestions for setting lease options, dividing the free
address pool among DHCP servers, and avoiding DNS naming problems.

Guidelines for Managing DHCP Addressing Policy

Allocation of IP addresses for distribution by DHCP servers can be done
dynamically or manually. These methods use the same DHCP client-server
protocol, but the network administrator manages them differently at the DHCP
Server.

Dynamic Allocation of IP Addresses

Dynamic allocation allows a client to be assigned an IP address from the free
address pool. The lease for the address has a lease duration (expiration date), before
which the client must renew the lease to continue using that address. Depending on
the local lease policies defined by the administrator, dynamically allocated
addresses can be returned to the free address pool if the client computer is not being
used, if it is moved to another subnet, or if its lease expires. Any IP addresses that
are returned to the free address pool can be reused by the DHCP server when
allocating an IP address to a new client. Usually the local policy ensures that the
same IP address is assigned to a client each time that system starts and that
addresses returned to the pool are reassigned.
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After the renewal time of the lease time has passed, the DHCP client enters the
renewing state (as described in Chapier 3, “Networking Concepts for TCP/IP”).
The client sends a request message 10 the DHCP server that provided its
configuration information. If the request for a lease extension fits the local lease
policy, the DHCP server sends an acknowledgment that contains the new lease and
configuration parameters. The client then updates its configuration values and
returns to the bound state.

When the DHCP client is in the renewing state, it must release its address
immediately in the rare event that the DHCP server seads a negative
acknowledgment. The DHCP server sends this message to inform a client that it has
incorrect configuration information, forcing it to release its current address and
acquire new inforrnation.

If the DHCP client cannot successfully renew its lease, the client enters a rebinding
state. At this stage, the client sends a request message to all DHCP servers in its
range, atlempting to renew ifs [ease. Any server that can extend the lease sends an
acknowledgment containing the extended lease and updated configuration
information. If the lease expires or if a DHCP server responds with a negative
acknowledgment, the client most release its current configuration and retumn to the
initializing state. (This happens automatically, for example, for 2 computer that is
moved from one subnet to another.)

If the DHCP client uses more than one network adapter to connect to maltiple
networks, this protocol is followed for each adapter that the user wants to configure
for TCP/IP. Windows NT allows multihomed systems to selectively configure any
combination of the system’s interfaces. You can use the ipconfig utility 1o view the
local 1P configuration for a client computer.

When a DHCP-enabled coroputer is restarted, it sends a message to the DHCP
server with its current configuration information. The DHCP server either confirms
this configuration or sends a negative reply so that the client must begin the
initializing stage again. System startup might therefore result in a new IP address
for a client computer, but neither the user nor the network administrator has to take
any action in the configuration process.
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Manual Allocation of IP Addresses

Manual allocation follows the policy used in most current TCP/IP implementations.
With this method, the network administrator defines the IP address and other
configuration options that the DHCP servers will provide for a particular computer.
The DHCP servers respond based on the client’s unique identifier, which is the
network adapter’s MAC-layer address. Any [P addresses assigned in this way
cannot be allocated by DHCP servers to other clients ustng either automatic or
dynamic allocation. The address has a permanent lease.

For example, for the range of TP addresses to be provided through RAS servers,
these addresses should be manually excluded from the range of dynamically
allocated addresses.

Guidelines for Lease Options

To define appropriate values for lease duration, you should constder the frequency
of the fotlowing events for your network:

= Changes to DHCP options and default values
» Network interface failures
= Computer removals for any purpose

» Subnet changes by users because of office moves, laptop computers docked at
different workstations, and so on

All of these types of events cause IP addresses to be released by the client or cause
the leases to expire at the DHCP server. Consequently, the IP addresses will be
returned to the free address pool to be reused.

If many changes occur on your internetwork, you should assign short lease times,
such as two weeks. This way, the addresses assigned to systems that leave the
subnet can be reassigned quickly to new DHCP client computers requesting TCP/IP
configuration information.

Another important factor is the ratio befween connected computers and available IP
addresses. For example, the demand for reusing addresses is low in a network
where 40 systems share 3 class C address (with 254 available addresses). A long
lease time such as two months would be appropriate in such a sitation. However, if
230 computers share the same address pool, demand for available addresses 1
much greater, so a lease time of a few days or weeks is more appropiate.

Notice, however, that short lease durations require that the DHCP server be
available when the client seeks to renew the lease. So backup servers are especially
iraporiant when short lease durations are specified.
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Guidelines for Partitioning the Address Pool

You will probably decide to install more than one DHCP server, so the failure of
any individual server wifl not prevent DHCP clients from starting. However, DHCP
does not provide a way for DHCP servers 10 cooperate in ensuring that assigned
addresses are unique. Therefore, you must divide the available address pool among
the DHCP servers to prevent duplicate address assignment.

A typical scenario is a local DHCP server that maintains TCP/IP configuration
information for two subnets. For each DHCP server, ihe network administrator
allocates 70 percent of the [P address pool for local clients and 30 percent for
clients from the remote subnet, and then configures a refay agent to deliver requests
between the subnets.

This scenario allows the local DHCP server to respond to requests from local
DHCP clients most of the time. The remote DHCP server will assign addresses to
clients on the other subnet only when the local server is not available or is out of
addresses. This same method of partitioning among subnets can be used in a
multiple subnet scenario to ensure the avaifabifity of a responding server when a
DHCP client requests configuration information.

Guidelines for Avoiding DNS Naming Conflicts

DNS can be used to provide names for network resources, as described in

Chapter 3, “Networking Concepts for TCP/IP.” However, DNS configuration is
static. With DHCP, a host can ¢asily have a different IP address if its lease expires
or for other reasons, but there is no standard for updating DNS servers dynamically
when [P address information changes. Therefore, DNS naming conflicts can occur
if you are using DHCP for dynamic allocation of IP addresses.

This problem will primarily affect systems that extend internetworking services to
local network users. For example, a server acting as an anonymous FTP server or
as an ¢-mail gateway ouight require users fo contact it using DNS names. In such
cases, such clients should have reserved leases with an unlimited duration..

For workstations in environments that do not require the computers to register in the
DNS name space, DHCP dynamic allocation can be used without problems.
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Using DHCP with Diskless Workstations

If your network includes diskless workstations or X terminal BOOTP clients that
need configuration information to use TCP/IP, you must build profiles. (BOOTP is
the internetworking Bootstrap Protocol used to configure systems across
internetworks. DHCP is an extension of BOOTP.)

You might decide to continue to manage these workstations using your existing
BOOTP servers. If so, you must be sure to exclude these addresses from the free
address pool maintained by the DHCP server.

Planning a Strategy for DHCP

This section describes how to develop strategies for placing DHCP servers on
small-scale and large-scale installations. Most network administrators
implementing DHCP will also be planning a strategy for implementing WINS
servers. The planning tasks described here also apply for WINS servers, and in fact,
the administrator will probably want to plan DHCP and WINS implementation in
tandem.

The following describes the general planning tasks:

1. Compile a list of a requircments, including:
»  Client support (numbers and kinds of systems to be supported)
« Interoperability with existing systerns, especially requirements for mission-
critical accounting, personnel, and similar information systems

»  Hardware support and related software compatibility (including routers,
switches, and servers)

» Network monitoring sofiware, including SNMP requirements and other tools

2. Isolate the areas of the network where processes must continve uninterrupted,
and target these areas for the last stages of implementation.

3. Review the peographic and physical structure of the network 1o determige the
best plan for defining logical subnets as segments of the internetwork.

4. Define the components in the new system that require testing, and develop a
phase plan for testing and adding components.

For example, the plan could define units of the organization to be phased into
using DHCP, and the order for types of computers to be phased in (including
Windows NT servers and workstations, Microsoft RAS servers and clieats,
Windows for Workgroups computers, and MS-DOS clients).
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5. Create a pilot project for testing. Be sure that the pilot project addresses all the
requirements identified in Task #1.

6. Create a second test phase, including tuning the DECP {and WINS) server-
client configuration for efficiency. This task can include determining strategies
for backup servers and for partitioning the address pool at each server {0 be
provided to local versus remote clients.

7. Document all aschitectose and administration issues for network administrators.

8. Implement a final phase for bringing all organizational units into using DHCP.

While planning, remember that the actual placement of the servers in the physical
network need not be a major planning issue. DHCP servers (and WINS servers) do
not participate in the Windows NT Server domain model, so domain membership is
not an issue in planning for server placement. Because most routers can forward
DHCP configuration requests, DHCP servers are not required on every subnet in
the intermetwork. Also, because these servers can be administered remotely from
any Windows NT Server computer that is DHCP- or WINS-enabled, location is not
amajor issue in planning for server placement.

Planning a Small-Scale Strategy for DHCP Servers

For a smal{ LAN that does not include routess and subnetting, the server needs for
the network can probably be provided with a single DHCP server.

Planning in this case includes determining the following:

1 The hardware and storage requirements for the DHCP server

= Which computers can immediately become DHCP clients for dynamic
addressing and which should keep their static addresses

» The DHCP option types and their values to be predefined for the DHCP clients

DHCP server

A Single Local Network Using Automatic TCP/IP Configuration with DHCP

Page 118 0f 290



Chapter 4 Instaliing and Configuring DHCP Servers 103

Planning a Large-Scale Strategy for DHCP Servers

The network administrator can use relay agents implementing RFC 1542 (usually
IP routers) so that DHCP servers located on one node of the intemetwork can
respond to TCP/IP configuration requests from remote nodes. The relay agent
forwards requests from local DHCP clients to the DHCP server and subsequently
relays responses back to the clients.

DHCP primary server

An Internetwork Using Automatic TCP/IP Configuration with DHCP

The additional planning issues for a large enterprise network includes:

= Compatibility of hardware and software routers with DHCP, as described at the
beginning of this chapter.

» Planning the physical subnetting of the network and relative placement of DHCP
servers. This includes planning for placement of DHCP (and WINS servers)
among subnets in a way that reduces b-node broadcasts across routers.

= Specifying the DHCP option types and their values to be predefined per scope
for the DHCP cfients. This may include pfanning for scopes based on the needs
of particular groups of users. For example, for a marketing group that uses
portable computers docked at different stations, or for a unit that frequently
moves computers to different locations, shorter lease durations can be defined
for the related scopes. This way, frequently changed IP addresses can be freed
for reuse.

As one example, the segmenting of the WAN into logical subnets could match the
physicaf structure of the internetwork. Then one IP subnet can serve as the
backbone, and off this backbone each physical subnet would maintain a separate IP
Subnet address.
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[n this case, for each subnet 2 single computer running Windows NT Server could
be configured as both the DHCP and WINS server. Each server would administer a
defined number of [P addresses with a specific subnet mask, and would also be
defined as the default gateway. Because the server 1s also acting as the WINS
server, it can respond to name resolution requests from all systems on its subnet.

These DHCP and WINS servers can ia turn be backup servers for ¢ach other. The
administrator can partition the address pool for each server to provide addresses to
remote clients.

There is no limit to the maximum nurnber of clients that can be served by a single
DHCP server. However, your network may have practical constraints based on the
IP address class and server configuration issues such as disk capacity and CPU

speed.
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and Configuring WINS

A WINS server is a Windows NT Server computer running Microsoft TCPAP and
the Windows Intemet Name Service (WINS) server software. WINS servers
maintain a database that maps computer names to IP addresses, allowing users to
casily communicate with other computers while gaining all the benefits of TCPAP,

This chapter describes how to install WINS servers and how to use WINS Manager
to muanage these servers. The topics include the following:
= WINS benefits

« Installing and administering WINS servers

»  Configuring WINS servers and replication partners

»  Managing static mappings

» Setting preferences for WINS Manager

» Managing the WINS database

»  Troubleshooting WINS

»  Advanced configuration parameters for WINS

» Planning a strategy for WINS servers

For an overview of how WINS works, see “Windows Internet Name Service and
Broadcast Name Resolution” in Chapter 3, “Networking Concepts for TCP/IP.”

Note WINS can also be configured and monitored using SNMP. All configuration
parameters can be set using SNMP, including configuration parameters that can
otherwise only be set by editing the Registry. For a (ist of WINS MIB object types,
see Appendix A, “MIB Object Types for Windows NT.”

You can also use Performance Monitor to track WINS server performance, as
described in Chapter 8, “Using Performance Monitor with TCPAP Services.”
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WINS Benefits

Using WINS servers can offer these benefits on your internetwork:

» Dynamic database maintenance to support computer name registration and name
resolution. Although WINS provides dynamic name services, it offers a
NetBIOS namespace, making it much more flexible than DNS for name
resolution.

n  Centralized management of the computer name database and the database
replication policies, alleviating the need for managing LMHOSTS files.

= Dramatic reduction of IP broadcasi traffic in Microsoft internetworks, while
allowing client computers to easily locate remote systems across local or wide
area networks.

» The ability for clients on 2 Windows NT Server network (including Windows
NT, Windows for Workgroups, and LAN Manager 2.x) to browse domains on
the far side of a router without a local domain controller being present on the
other side of the router.

» A scalable design, making it a good choice for name resolution for medium to
very large internetworks.

Note WINS client software is part of the Microsoft TCP/IP-32 for Windows for
Workgroups and the Microsoft Network Client 2.0 software that is included on the
Windows NT Server compact disc. For information about installing these clients,
see the Windows NT Server Installation Guide.

Installing WINS Servers

You install a WINS server as pant of the process of installing Microsoft TCP/IP in
Windows NT Server. These tnstructions assume you have already installed the
Windows NT Server operating system on the computer.

You must be logged on as a member of the Administrators group to ingtall a WINS
server.

To install a WINS server

1. Choose the Network options in Control Panel. When the Network Settings
dialog box appears, choose the Add Software button.

2. In the Network Software list in the Add Network Software dialog box, select
TCP/P Protocol And Related Components, and then choose the Continue
button.
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3. Inthe Windows NT TCP/IP Installation Options dialog box, check the
appropriate options 1o install, including at least the following:

= WINS Server Service

= SNMP Service (for configuring and monitoring WINS using SNMP or
Performance Monitor)

4. Choose the OK button. Windows NT Setup displays a message asking for the
ful! path to the Windows NT Server distribation files. Type the appropriate
location, and choose the Continue button.

All necessary files are copied to your hard disk.

5. Complete all the required procedures for manually configuring TCP/IP as
described in “Configuring TCP/IP” 1n Chapter 2. When the Network Settings
dialog box reappears after you finish configuring TCP/IP, choose the Close
button.

All the appropriate TCP/IP and WINS server software is ready for use after you
reboot the computer.

The Windows Internet Name Service is a Windows NT service running oa a
Windows NT computer. The supporting WINS client software is automatically
wstalled for Windows NT Server and for Windows NT computers when the basic
operatiag system is installed.

P To start and stop the WINS service on any Windows NT computer
1. In Control Panel, choose the Services jcon.
01—
In Server Manager, choose Services from the Computer mena.

2. Inthe Services dialog box, select the Windows Internet Name Service, and
choose the Start or Stop button. Then choose the Close button.

You can start and stop the WINS service at the command prompt using the
commands net start wins or net stop wins.

Administering WINS Servers

When you install a WINS server, an icon for WINS Manager is added to the
Network Administration group in Program Manager. You can use this tool to view
and change parameters for any WINS server on the internetwork. To administer a
WINS server remotely, you can run WINS Manager on a Windows NT Server
computer that is not a WINS server.

You must be logged on as a member of the Admunistrators group for a WINS server
to configure that server.
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P To start WINS Manager

&

1. Double-click the WINS Manager icon in Program Manager.
01—

At the command prompt, type start winsadmn and press ENTER. You can
include a2 WINS server name or 1P address with the command, for example,

start winsadmn 11.103.41.12 or start winsadmn myserver.

. If the Windows Internet Name Service is running on the local computer, that
WINS server is opened automatically for administration. If the Windows
Internet Name Service is not ruaning whea you start WINS, the Add WINS

Server dialog box appears, as described in the following procedure.

Settings in the Preferences dialog box determine whether the
IP address or computer name appears first in the list.

WINS Manager - [Local]

Server S.l:d Tme:
Databate |nitiakzed:
Statistics Cleared:

Last Replication Tmet

‘B
4 1L 103.41.92

Periodic: -
Admin Tdgger: --
Net Update: -~
Total Queries Received: 34589
Successhut 34007
Failed 468
Tolal Releases: k1)
Succersful 32
Fadedt A4
Total Registrations:

Drag the spidl bar to size the panes.

Note If you specify an [P address when connecting to a8 WINS server, the
connection is made using TCP/IP. If you specify a computer name, the connection is
made over NetBIOS. The List that appears in the WINS Server window shows the
IP address first if you connected using TCPAP, or the computer name first, if the

connection was made over NetBIOS.
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» To connect to 3 WINS server for administration

o Inthe WINS Manager window, select a server in the WINS Servers list. This
fist contains all WINS secvers that you previously connected to or that have
been reported by partners of this WINS server.

—-Or-

1. If you want to select another server that you have not previously connected to,
choose the Add WINS Server command from the Server menu.

Add Wins Serves

Enter the compues name or the IP address
of the WINS seqver Lo be added:

WINS Server: [\\aqimpl

2. In the WINS Server box of the Add WINS Server dialog box, type the [P
address or computer name of the WINS server you want to work with, and then
choose the OK button. (You do not have to include double backslashes before
the name. WINS Manager will add these for you.)

The title bar in the WINS Manager window shows the IP address or computer name
for the currently selected server, depending on whether you used the address or
name to connect to the server. WINS Manager also shows some basic statistics for
the selected server, as described in the following table. Additional statistics can be
displayed by choosing the Detailed Information command from the Server menu.

Statistics i WINS Manager

Statistie Meaning

Database Initialized The time when this WINS database was initialized.

Statistics Cleared The time when statistics for the WINS server were las!
clearcd with the Clear Statistics command from the View
menu.

Last Replication Times The tumes at which the WINS dafabase was last
replicated.

Periodic The last time the WINS database was replicated based on
the replication interval specified tn the Preferences dialog
box.

Admin Trigger The fast time the WINS database was replicated because
the adminsstrator chose the Replicatie Now button in the
Replication Partnerss dialog box.
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Statistics in WINS Manager (comtinued)
Statistic Meaning

Net Update The last time the WINS database was replicated as a
result of a network request, which is a push notification
message that requests propagation.

Total Querics Received The number of rame query request messages received by
this WINS server. Successful indicates how many names
were suceessfully matched in the database, and Failed
indicates how many names this WINS server could nol
resolve.

Tola) Releases The number of messages received that indicate a Ne(BIOS
application has shut itself down. Successful indicates how
many names were sucoessfully released, and Failed
indicates how many names this WINS server could not
release.

Total Registrations The number of messages received that indicate name
registrations for clients.

» To refresh the statistical display in WINS Manager
o From the View menu, choose the Refresh Statistics command, or press FS.
_0r-
From the View meny, choose the Clear Statistics commaad to reset all statistical
counters.
—Or-
Use automatic screen refreshing, based on the interval you specify in the

Preferences dialog box, as described in “Setting Preferences for WINS
Manager” later in this chapter.
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» To see information about the current WINS server

1. From the Server menn, choose the Detailed Information command.

X

WINS Server Address
Computer Name:
IP Addyesx
Connected Via:
Connected Since:
Laxl Addrers Change:

Last Scavenging Times:
" L
Admin Trgger:
Exnction:
Verificabon:

Unigue Registiations:
Conflicts:
Aencwaly:

Group Registrabons:
Confcts
Renewale:

Detgiled Information

\VA-ANKIEP2
11.103.41.12
TCPAP

5720734 4:19:09 PM

5720794 4:08:43 PM

5/20/94 3:38:43 PM
5720/94 10:08:48 AM

27896
0
27896

6
1
m -

The Detailed Information dialog box shows information about the selected
WINS server, as described in the table below.

2. To dismiss the Detail Information dialog box, choose the Close button.

Detailed Information Statisties for WINS Manager

Statistic

Meaning

Last Address Change

Last Scavenging Times

Periodic

Adruin Trigger

Indicates the time at which the last WINS database
change was replicated.

The Last times that the database was cleaned for specific
types of entries, (For information about database

scavenging, see “Managing the WINS Database” later in

this chapter.

Indicates when the database was cleaned based on the
renewal interval specified in the WINS Server
Configuration dialog box.

Indicates when the database was last cleaned because the

administrator chose the Initiate Scavenging command.
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Detailed [nformation Statistics for WINS Manager (continued)

Statistic Meaning

Extinction Indicates when the database was last cleaned based on the
Extinction interval specified in the WINS Server
Configuration dialog box.

Verification Indicates when the database was last cleaned based on the
Verify interval specified ip the WINS Sesver
Configuration dialog box.

Unique Registralions The numnber of name registration requests that have been
accepted by this WINS server.

Unique Conflicts The number of conflicts encountered during registration of
unique names owned by this WINS server.

Unique Renewals The number of renewals received for unique names.

Group Registralions The number of regisiration requests for groups that have

been accepled by this WINS server, For information about
groups, se¢ “Managing Special Names” later in this

chapter.

Group Conflicis The number of conflicts encounlered during regisiration of
group names.

Group Renewals The number of renewals reccived for group names.

For descriptions of the related intervals, see “Configuring WINS Servers” later in
this chapter.

Configuring WINS Servers and Replication Partners

You will want to configure multiple WINS servers to increase the availability and
balance the foad among seevers. Each WINS server must be configured with at
least one other WINS server as its replication partner.

Configuring 32 WINS server includes specifying information about when database
entries are replicated between pariners, A pull partner is a WINS server that pulls
in replicas of database entries from its partner by requesting and then accepting
replicas. A push partner is a WINS server that sends update notification messages
10 its partner when its WINS database has changed. When its partner responds to
the notification with a replication request, the push partner sends a copy of its
current WINS database to the partner.

For information about configuring preferences, see “Setting Preferences for WINS
Manager” later i this chapter.
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Configuring WINS Servers

For each WINS server, you must configure threshold imtervals for triggering
database replication, based on a specific time, a time period, or a certain number of
new records. If you designate 2 specific time for replication, this occurs one fime
only. If a time period is specified, replication is repeated at that interval.

» To configure a WINS server
1. From the Server menu, choose the Configuration command.

This command is available only if you are logged on as a member of the
Administrators group for the WINS server you want to configure.

2. To view all the options in this dialog box, choose the Advanced button.

2 VNS Server Coafiguration - \RONALDM2
" WINS Server Configuration
Renewal Interval fhonee) ::
Extinction Interval (henca). (8 [ - (008 o8
Extinclion Timeou (hoacsk [0 5] [00fS): (00 d
Venly Intecval (honcs): ::
[Pull Paametess ™| [ Push Paramelers
[ Initial Repiication & Initial Replication

Retry Coupt: [0 Rephcate on Addes Change

[ Advanced WINS Server Configuration

& {Logqmng Enabled; Statting Version Court (hesf[0 |
() Log Detaited Events Database Backup Path:

) Replicate Only With Partngrs |D:\tess\test

& Backup On Termination

[ Migrate On/0IF
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3. For the configuration options in the WINS Server Configuration dialog box,
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specify time intervals using the spin buttons, as described in the following list.

Configuration option Meaning

Renewal Interval Specifies how often a client reregisters its name. The default
is five hours.
Extinction Interval Specifies the interval between when an entry is marked as

released and when it is marked as extinct. The default is
four times the renewal interval.

Extinction Timeout Specifies the interval between when an entry is marked
extinct and when the entry is finally scavenged from the
database. The default is the same as the renewal interval.

Verify Interval Specifies the interval after which the WINS server must
verify that old names it does not own are still active. The
default is 20 times the extinction interval.

The replication interval for this WINS server’s pull partner is defined in the
Preferences dialog box, as described in “Setting Preferences for WINS
Manager” later in this chapter.

If you want this WINS server to pull replicas of new WINS database entries
from its partners when the system is initialized or when a replication-related
parameter changes, check Initial Replication in the Pull Parameters options, and
then type a value for Retry Count.

The retry count is the number of times the server should attempt to connect (in
case of failure) with a partner for pulling replicas. Retries are attempted at the
replication interval specified in the Preferences dialog box. If all retries are
unsuccessful, WINS waits for a period before starting replication again. For
information about setting the start time and replication interval for pull and push
partners, see “Setting Preferences for WINS Manager” later in this chapter.

To inform partners of the database status when the system is initialized, check
Initial Replication in the Push Parameters group. To inform partners of the
database status when an address changes in a mapping record, check Replicate
On Address Change.

Set any Advanced WINS Server Configuration options, as described in the
following table.
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7. When you have completed all changes in the WINS Server Configuration dialog
box, choose the OK button.

Advanced WINS Server Configuration Options

Configuration option

Meaning

Logging Enabled

Log Detailed Events
Replicate Only With

Partners

Backup On Termination

Migrate On/Off

Starting Version Count

Database Backup Path

Specifies whether logging of database changes to JET.LOG
should be turned on.

Specifies whether logging events is verbose. (This requires
considerable system resources and should be turned off if
you are tuning for performance.)

Specifies that replication will be done only with WINS pull
or push partners. If this option is not checked, an
administrator can ask a WINS server to pull or push from or
to a non-listed WINS server partner. By default, this option
is checked.

Specifies that the database will be backed up automatically
when WINS Manager is closed.

Specifies that static unique and multihomed records in the
database are treated as dynamic when they conflict with a
new registration or replica. This means that if they are no
longer valid, they will be overwritten by the new registration
or replica. Check this option if you are upgrading non-
Windows NT systems to Windows NT. By default, this
option is not checked.

Specifies the highest version ID number for the database.
Usually, you will not need to change this value unless the
database becomes corrupted and needs to start fresh. In such
a case, set this value to a number higher than appears as the
version number counter for this WINS server on all the
remote partners that eatlier replicated the local WINS
server’s records. This value can be seen in the View
Database dialog box in WINS Manager.

Specifies the directory where the WINS database backups
will be stored. WINS uses this directory to perform an
automatic restoration of the database in the event that the
database is found to be corrupted when WINS is started. Do
not specify a network directory.

Page 131 of 290



116

TCPAP

Configuring Replication Partners

WINS servers communicate among themselves to fully replicate their databases,
ensuring that a name registered with one WINS server is eventvally replicated to all
other WINS servers within the intemetwork. All mapping changes converge within
the replication period for the entire WINS system, which is the maximum time for
propagating changes to all WINS servers. All released names are propagated to all
WINS servers after they become extinct, based on the interval specified in WINS
Manager.

Replication is carried out among replication pantners, rather than each server
replicating to all other servers. In the following illustration, Serverl has only
Server? as a partner, but Server?2 has three parters. So, for example, Serverl gets
all replicated information from Server2, but Server2 gets information from Serverl,
Server3, and Serverd.

Replication Configuration Example for WINS Servers

Ultimately, all replications are pulled from the other WINS secvers on an
intemetwork, but triggers are sent by WINS servers to indicate when a replication
should be pulled. To achieve replication, each WINS server is 2 push partner or pull
partner with at least one other WINS server. A pull partner is a WINS server that
pulls in database replicas from its push partner by requesting and then accepting
replicas of new database entries in order to synchronize its own database. A push
partner is 2 WINS server that sends notification of changes and then sends replicas
to its pull partner upon receiving a request. When the server’s pull partner
replicates the information, it pulls replicas by asking for all records with a higher
version number than the last record stored from the last replication for that server.
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Choosing whether to configure another WINS server as a push partuer or pull

partner depends on several considerations, including the specific configuration of
servers at your site, whether the partner is across a wide area network (WAN), and
how important it is to propagate the changes.

v 1f Server2, for example, needs to perform pull replications with ServerB, make

» [f Server2 needs to push replications to Server3, it should be a pull partner of

sure it is a push partner of Serve

WINS ServerB.

3.

Replication i triggered when a WINS server polls another server to get a replica.
This can begin at system startup and can also be at a specific time, and it can then

repeat at the time interval specified for periodic replication. Replication is also

triggesed when a WINS server reaches a threshold set by the administrator, which
is an update count for registrations and changes. In this case, the server notifies its

pull partners that it has reached this threshold, and the other servers may then

decide to pull replicas.

P To add a replication partner for a WINS server

1. Fromthe Server menu, choose the Replication Partners command.

2. Tn the Replication Partners dialog box, choose the Add button.

This command is available only i you are logged on as a member of the

Adrministrators group for the local server.

WINS Server

Replication Partners - [Local)

Push Pull

i 11,101 4162

11101 5,158
&> 11,101.19%.19
B 11.103.41.12

[ Wins Servers To List
{4 Push Partnere (X Pull Partners

R other

[ Replication Options
[ Push Partner |3 Eopliouiae.

D Pyll Partner ::, '

O Push with Propagation

3. Inthe Add WINS Server dialog box, type the name or IP address of the WINS
server that you want 1o add to the list, and then choose the OK button. If WINS
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Manager can find this server, it will add it to the WINS Server List in the

Replication Partners dialog box.
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4. From the WINS Server list in the Replication Partners dialog box, select the
server you want to configure, and then complete the actions described in
“Configuring Replication Partner Properties” later in this chapter.

5. If you want to limit which WINS servers are displayed in the Replication
Partners dialog box, check or clear the options as follows:

s Check Push Partners to display push partners for the current WINS server.
v Check Pull Partners to display pull partners for the current WINS server.

s Check Other to display the WINS servers that are neither push partners nor
pull partners for the current WINS server.

6. To specify replication triggers for the partners you add, follow the procedures
described in “Triggering Replication Between Partners” later in this chapter.

7. When you finish adding replication partners, choose the OK button.

P To delete replication partners
1. From the Server menu, choose the Replication Partners command.

2. In the Replication Partners dialog box, select one or more servers in the WINS
Server list, and then choose the Delete button, or press DEL.

WINS Manager asks you to confirm the deletion if you checked the related
confirmation option in the Preference dialog box, as described in “Setting
Preferences for WINS Manager” later in this chapter.

Configuring Replication Partner Properties

When you designate replication partners, you need to specify parameters for when
replication will begin.

» To configure replication partners for a WINS server

1. In the WINS Server list of the Replication Partners dialog box, select the server
you want to configure.

2. Check either Push Partner or Pull Partner or both to indicate the replication
partnership you want, and then choose the related Configure button.

3. Complete the entries in the appropriate Properties dialog box, as described in the
following procedures.
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» To define pull partper properties
1. In the Start Time box of the Pull Partner Properties dialog box, type a time to

indicate when replication should begin.

You can use any separator for hours, minutes, and seconds. You can type AM or
PM, {or example, only if these designators are part of your time setting, as
defined using the International option in Contro] Panel.

e

< Pull Pariner Properties
Pull Pastner:  11.103.43.12
[11:30 |

3 G {oRS:[0o0f;

Siatt Time:

2. In the Replication Interval box, type a time in hours, minutes, and seconds to

indicate how often replications will occur, or use the spin buttons 10 set the time
you want.

If you want to return to the values specified in the Preferences dialog box,
choose the Set Default Values button.

3. Choose the OK button to return to the Replication Partners dialog box.

» To define push partner properties
1. Inthe Update Count box of the Push Partner Properties dialog box, type a

nurnber for how many additions and updates made 10 records in the database
will result in changes that need replication. (Replications that have been pulled
in from parmers do not count as tnsertions or updates in this context.)

The minimum value for Update Count is 5.

Push Pataer: 11.103.41.12

Update Count -_.‘

If you want to return to the value specified in the Preferences dialog box, choose
the Set Default Values button.

2. Choose the OK button to return to the Replication Partners dialog box.
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Triggering Replication Between Partners

You can also replicate the database between the partners immediately, rather than
waiting for the start time or replication interval specified in the Preference dialog
box, as described in “Setting Preferences for WINS Manager” later in this chapter.

You will probably want to begin replication immediately after you make a series of
changes such as entering a range of static address mappings.

» To send a replication trigger

e In the Replication Partners dialog box, sclect the WINS servers to which you
want 10 send a replication trigger, and then choose the Push or Pull button,
depending on whether you want to send the trigger to push partaers or pull
partners. .

Optionally, you can check the Push With Propagation box if you want the
selected WINS server to propagate the trigger to all its pull partaers.

= If Push With Propagation is not checked, the selected WINS server will not
propagate the trigger to its other partoers.

= [f Push With Propagation is checked, the selected WINS server sends a
propagate push trigger to its pull partners afier it has pulled in the latest
information from the source WINS server. If it does not need to pull in any
replicas because it has the same or more up-to-date replicas than the source
WINS server, it does not propagate the trigger to its pull partners.

» To start replication immediately
e In the Reptication Partners dialog box, choose the Replicate Now buiton.

Managing Static Mappings

Static mappings are permanent lists of computer name-to-IP address mappings that
cannot be challenged or removed, except when the administrator removes the
specific mapping. You use the Static Mappings command in WINS Manager to add,
edit, irport, or delete static mappings for clients on the network that are not WINS
enabled.

Important 1f DHCP is also used on the network, a reserved (or static) IP address
will override any WINS server settings. Static mappings should not be assigned to
WINS-enabled computers.
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P To view static mappings

f.
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From the Mappings menu, choose the Static Mappings command.

ppings - {Local) |

% \\A-ANNIEP{O0R] TnAL12
[ \A-ANNIEP{03h] 11ImAL12
X 111014112

|8 \JIMY[00h] 1.10567.56
@ \UNYTO3h] 1.105.67.5
|8 \VIMY2m] 11.105.67.56
@ \\RONALD{00K] 1,101,425

" Sort Order
QO $ont Static Mappings by (P Addrexs
@ St Slatic Mappings by Computes Name

Caution You cannot cancel changes made to the WINS database while working
in the Static Mappings dialog box. You must manually delete any entries that
are added in error or manually add back any entries that you mistakenly delete.
This is becavse all changes to the WINS database made in this dialog box take
effect immediately.

In the Static Mappings dialog box, select a Sort Order option, ¢ither by IP
address or by computer name. This selection determines the order in which
entries appear in the list of static mappings.

. Toedit or add a mapping, follow the procedures described in “Adding Static

Mappings” and “Editing Static Mappings” later in this chapter.

. To remove existing static mappings, select the mappings you want to delete from

the list, and then choose the Delete Mapping button.

. To limit the range of mappings displayed in the list of static mappings, choose

the Set Filter button and follow the procedure in “Filtering the Rapge of
Mappings” later in this chapter. To tuen off filtering, choose the Clear Filter
button.

When you finish viewing or changing the static mappings, choose the Close
bufton.
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Adding Static Mappings
You can add static mappings to the WINS dalabase for specific IP addresses using
two methods:

Type static mappings in a diatog box
Import files that contain static mappings

» Toadd static mappings to the WINS database by typing entries

1.

2

Page 138 of 290

In the Static Mappings dialog box, choose the Add Mappings button.

Add Static Mappings

Name:
maw:l
|P Address:

In the Name box of the Add Static Mappings dialog box, type the computer
name of the system for which you are adding a static mapping, (If you want, you
do not need to type two backslashes, because WINS Manager will add these for
you.)

In the IP Address box, type the address for the computer.

If Internet Group or Multihomed is selected as the Type option, the dialog box
shows additional controls for adding multiple addresses. Use the down-arrow
button to move the address you type into the list of addresses for the group. Use
the up-arrow button to change the order of a selected address in the list.

Select a Type option to indicate whether this entry is 2 unique name or a kind of
group with a special name, as described in the following list.

Type option Meaning

Unique Unique name in the database, with one address per name.

Group Normal group, wheee addresses of individual members are
not stored. The client broadcasts name packets (o normal
groups.
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Type option Meaning

Internet group Groups with NetBIOS names that have 0x1C as the 16th
byte. An internet group stores up to 25 addresses for
members. The maximum number of addresses is 25. For
registrations after the 25th address, WINS overwrites a
replica address or, if none is present, it overwrites the oldest
registration.

Multihomed Unique name that can have more than one address
(multihomed computers). The maximum number of
addresses is 25. For registrations after the 25th address,
WINS overwrites a replica address or, if none is present, it
overwrites the oldest registration.

Important For internet group names defined in this dialog box (that is, added
statically), make sure that the primary domain controller (PDC) for that domain
is defined in the group if the PDC is running Windows NT Advanced Server
version 3.1.

For more information, see “Managing Special Names” later in this chapter.

. Choose the Add button.

The mapping is immediately added to the database for that entry, and then the
boxes are cleared so that you can add another entry.

. Repeat this process for each static mapping you want to add to the database, and

then choose the Close button.

Important Because each static mapping is added to the database when you
choose the Add button, you cannot cancel work in this dialog box. If you make a
mistake in entering a name or address for a mapping, you must return to the
Static Mappings dialog box and delete the mapping there.

You can also import entries for static mappings for unique and special group names
from any file that has the same format as the LMHOSTS file (as described in
Chapter 6, “Setting Up LMHOSTS”). Scope names and keywords other than
#DOM are ignored. However, normal group and multihomed names can be added
only by typing entries in the Add Static Mappings dialog box.
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» To import a file containing static mapping entries
1. in the Static Mappings dialog box, choose the Import Mappings button.

2. Inthe Select Static Mapping File dialog box, which is similar to the standard
Windows NT Open dialog box, specify a filename for a static mappings file by
typing its narme in the box, or select one or more filenames in the list, and then
chioose the GK button to import the file.

The specified file is read, and 2 static mapping is created for each computer name
and address. If the #DOM keywaord is included for any record, an internet group is
created (if it is not already present), and the address is added to that group.

Editing Static Mappings

You can change the IP addresses in static mappings owned by the WINS server you
are currently administefing,.

» To edit a static mapping entry

L. Inthe Static Mappings dialog box, select the mapping you want to change and
choose the Edit Mapping button, or double~click the mapping entry in the list.

T T T T T S T T 1
Edil Static Mapping !

Computer Name: \\Clingfree

Mapping Type:  Umque
[P Addrers: B oy

You can view, but not edit, the Computer Name and Mapping Type option for
the mapping in the Edit Static Mappings dialog box.

2. In the IP Address box, type a new address for the computer, and then choose the
OK button.

The change is made in the WINS database immediately.

Note If you want to change the computer name or group type related to a specific
[P address, you must delete the entry and redefine it in the Add Static Mappings
dialog box.
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Filtering the Range of Mappings

You may want to limit the range of IP addresses or computer names displayed in the
Static Mappings or Show Database dialog boxes.

You can specify a portion of the computer name or IP address or both when filtering
the list of mappings.

P To filter mappings by address or name

1. In the dialog box for Static Mappings or Show Database, choose the Set Filter
button.

2. In the Set Filter dialog box, type portions of the computer name, address, or both
in the Computer Name or IP Address boxes.

You can use the asterisk (*) wildcard for portions of the name or address or
both. For example, you could type \\acct® o filter all computers with names that
begin with acct. However, for the address, a wildcard can be used only for a
complete octet. That is, you can type 11.101.%.*, but you cangot enter 11.1*.1.1
(n these boxes.

3. Choose the OK button.

The selected range is displayed in the Static Mappings or Show Database dialog
box. The filtered range will remain until you clear the filter.

A message will tell you if no mappings are found to match the range you
specified, and the list of mappings will be empty.

If a filter is in effect for the range of mappings, the Clear Filter button is available
for restoring the entire list.

» To clear the filtered range of mappings

 In the Static Mappings or Show Database dialog box, choose the Clear Filter
button.

The list now shows afl mappings found in the database.
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Managing Special Names

WINS recognizes special names for several types of groups, including a normal
group, multihomed, and intemet group. This section describes these groups and
presents some background details to help you understand how WINS manages these

groups.

Normal Group Names

A group name does not have an address associated with iL. It can be valid on any
subnet and can be registered with more than one WINS server. A group’s
timestamp shows the last time for any change received for the group. If the WINS
server receives a query for the group name, if returns FFFFFFFF (the limited
broadcast address). The client then broadcasts on the subnet. The group name is
renewed when any member of the group renews the group nare.

Multihomed Names

A multihomed name is a single, unique name storing multiple addresses. A
multihomed device is a computer with multiple network cards and/or multiple [P
addresses bound 10 NetBIOS over TCP/IP. A multihorned device with multiple TP
addresses can register one or more addresses by sending one address at a time in a
special name registration packet. A multihomed name in 2 WINS database can have
one or more addresses. The timestamp for the record reflects any changes made for
any members of the name.

Each multihomed group name can contain a maximum of 25 IP addresses.

When you configure TCP/IP manually on 2 Windows NT computer, you use the
Advanced Microsoft TCP/IP diatog box to specify the IP address and other
information for each adapter on a multihomed computer.

Internet Group Names

The internet group name is read as configuration data. When dynamic name
registrations for internet groups are received, the actual address (rather than the
subnet broadcast address) is stored in the group with a timestamp and the owner ID,
which indicates the WINS server registering that address.

The internet group name (which has a 16th byte ending in 0x1C reserved for
domain names, as described in the following section) can contain a maximurm of 25
[P addresses for primary and backup domain controllers in a domain. Dynamically
registered names are added if the List is not static and has fewer than 25 members. If
the list has 25 members, WINS removes a replica member (that is, a member
registered by another WINS server) and adds the new member. If all members are
owned by this WINS server, the oldest member is replaced by the new one.
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WINS gives precedence over remote members to members in an internet group
name that registered with it. This preference means that the group name always
contains the geographically closest Windows NT Server computers. To establish
the preference of members of internet groups registesed with other WINS servers
under the \Partners\Pull key in the Registry, a precedence is assigned for cach
WINS partner as a value of the MemberPrec Registry parameter. Preference
should be given to WINS servers near the WINS server you are configuring. For
more information about the value of this parameter, see its entry in “Advanced
Configuration Parameters for WINS” lates in this chapter.

The internet group name is handled specially by WINS, which retums the 24
closest Windows NT Server computers in the domain, plus the domain controller.
The name ending in 1C is also used to discover a Windows NT Server computer in
a domain when a computer ranning Windows NT Workstation or Windows NT
Server needs a server for pass-through authentication.

If your network still has domain controllers running Windows NT Advanced Server
version 3.1 to be included in the mternet group name, you must add these to the
group manually using WINS Manager. When you manually add such a computer to
the internet group name, the list becomes static and no longer accepls dynamic
updates from WINS-enabled computers.

For information about related issues in LMHOSTS for #DOM entries, see
“Designating Domain Controllers Using #DOM” in Chapter 6, “Sefting Up
LMHOSTS.”

How WINS Handles Special Names

Special names are indicated by a 16th byte appended to the computer name or
domain name. The following table shows some special names that can be defined
for static entries in the Add Static Mappings dialog box.

Speciat Names for Static Mappings

Name ending  Usage How WINS handles queries

Ox1E A normal group, Browsers WINS always returns the limited
broadcast 10 this name and broadcast address (FFFFFFFF).
listen on il to elect a master
browser. The broadeast is done
on the local subnel and should

10t CrOSS foulers.

Ox1D Clients resolve this name to WINS always refucns a negative
access the master browser for  response. If the node is h-node or
server lisis. There is one m-node, the client broadcasts a name
masler browser on a subnet, query o resolve the name. For

registrations, WINS returns a positive
responsc even though the names are
not put into the database.
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Special Names for Static Mappings (continued)

Name ending

Usage

How WINS handles queries

0x1C

The internet group name,
which contains a list of the
specific addresses of systems
that have registered the name.
The domain controller registers

this name.

WINS treats this as an internet group,
where each member of the group must
renew its name individually or be
released. The internet group is limited
to 25 names. (Note, however, that
there is no limit for #DOM entries in
LMHOSTS.)

WINS returns a positive response for
a dynamic registration of a static 1C
name, but the address is not added to
the list. When a static 1C name is
replicated that clashes with a dynamic
1C name on another WINS server, a
union of the members is added, and
the record is marked as static.

The following illustrates a sample NetBIOS name table for a Windows NT Server
domain controller, such as the list that appears if you type nbtstat -n at the
command prompt. This table shows the 16th byte for special names, plus the type
(unique or group).

NetBIOS Local Name Table

Type

Status

<0C298708>
ANNIEPS
ANNIEPS
ANNTEPDOM
ANNTEPDOM
ANNTEPDOM
ANNIEPS
ANNIEPS
ANNIEPS

.._MSBROWSE_.

<20>
<00>
<00>
<1c>
18>
<03>
1B
<1D>
<L

Unique
UNIQUE
UNIQUE
GROUP
GROUP
UNIQUE
UNIQUE
GROUP
UNTQUE
GROUP

Registered
Registered
Registered
Registered
Registered
Registered
Registered
Registered
Registered
Registered

Example NetBIOS Name Table for a Windows NT Domain Controller

Page 144 of 290



Chapter 5 Instalfing and Configuring WINS Servers 129

As shown in this example, several special names are identified for both the
computer and the domain. These special names include the following:

0x0 (shown as <00> in the example), the redirector name, which is used with
net view.

0x3, the Messenger service name for sending messages.

_MSBROWSE , the name master browsers broadcast to on the local subnet to
announce their domains to other master browsers. WINS handles this name by
returning the broadcast address FFFFFFFF.

0x1B, the domain master browser name, which chients and browsers use to
contact the domain master browser. A domain master browser gets the names of
all domain master browsers. When WINS is queried for the domain master
browser name, it handles the query like any other name query and returns its
address.

WINS assumes that the computer that registers a domain name with the 1B
character is the domain controller. This name is registered by the browser
running on the domain controller. This ensures that the domain controller is in
the internet group name list (hat 1s returned when a 1C name is queried, for
which WINS always retumns the address of the 1B name along with the members
of 2 1C name.

Setting Preferences for WINS Manager

You can configure several options for administration of WINS servers. The
commands for controlling preferences are on the Options menu.

P To display the status bar for help on commands
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From the Options menu, choose the Status Bar command.

When this command is active, its name is checked on the menu, and the status
bar at the bottom of the WINS Manager window displays descriptions of
commands as they are highlighted in the menu bar,
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> To set preferences for WINS Manager

1. From the Options menu, choose the Preferences command.

2. Tosee all the available preferences, choose the Partners bulton in the
Preferences dialog box.

[Addiess Display [ Server Statithes
O Computer Name Only 04 Auto Pefresh
© 1P Addrecs Onky Interval (Secondsp[s0 A

O Computer Name 1P Adivess) |~ Comounter Nowes
O 1P Addreas (Computer Name) 1 LAN Manager-Compatible

|'Mi:celaneﬂm
(O vakdate Cache of "Known" WINS Servers ai Startup Tima

& Contim Deteletion of Static Mappings & Cached WINS servess

[ New Pull Parteer Defautt Configuration
Stadt Timec [6:00am

Regkication taterval (homcsk [0 - M H
[New Push Parines Dedauht Configur tion

O

3. Select an Address Display option to indicate how you want address information
to be displayed throughout WINS Manager—as computer name, IP address, or
an ordered combinalion of both.

Note Remember that the kind of address display affects how a connection is
made to the WINS server — for [P addresses, the connection is made via
TCP/IP, for computer names, the connection is made via named pipes.
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4.

10.
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Check Auto Refresh if you want the statistics in the WINS Manager window to
be refreshed automatically. Then enter a number in the Interval box to specify
the number of seconds between refresh actions.

WINS Manager also refreshes the statistical display automatically each time an
action is initiated while you are working in WINS Manager.

Check the LAN Manager-Compatible check box if you want computer names to
adhere to the LAN Manager naming convention.

LAN Manager computer names are limited to 15 characters, as opposed to 16-
character NetBIOS names used by some other sources, such as Lotus Notese. In
LAN Manager names, the 16th byte is used to indicate whether the device is a
server, workstation, messenger, and so on. When this option is checked, WINS
adds and imports static mappings with 0, 0x03, and 0x20 as the 16th byte.

All Windows networking, including Windows NT, follows the LAN Manager
convention. So this box should be checked unless your network accepts
NetBIOS name from other sources.

Check Validate Cache Of Known WINS Servers At Startup Time if you want
the system to query the list of servers each time the system starts to find out if
each server is available.

If you want a warning message to appear each time you delete a static mapping
or the cached name of a WINS server, check the Confirm Deletion Of Static
Mappings And Cached WINS Servers option.

In the Start Time box, type a time to specify the default for replication start time
for new pull partners. Then specify values for the Replication Interval to
indicate how often data replicas will be exchanged between the partners.

The minimum value for the Replication Interval is 40 minutes.

In the Update Count box, type a number to specify a default for how many
registrations and changes can occur locally before a replication trigger is sent by
this server when it is a push partner. The minimum value is 5.

When all options are set for your preferences, choose the OK button.
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Managing the WINS Database

The following files are stoted in the \systemroof\SYSTEM32\WINS directory that
is created when you set up a WINS server:

» JET.LOG ts 2 log of all transactions done with the database. This file is used by
WINS to recover data if necessary.

« SYSTEM.MDB is used by WINS for holding information about the structure of
its database.

= WINS.MDB is the WINS database file.

« WINSTMP.MDB is 2 temporary file that WINS creates. This file may remain
in the \WINS directory after a crash.

You should back up these files when you back up other files on the WINS server.

Caution The JET.LOG, SYSTEM.MDB, WINS.MDB, and WINSTMP.MDB
files should not be removed or tampered with in any manner.

Like any database, the WINS database of address mappings needs to be cleaned
and backed up periodically. WINS Manager provides the tools you need for
maintaining the database. This section describes how to scavenge (clean), view, and
back up the database. For information on restoring and moving the WINS database,
see “Troubleshooting WINS™ later in this chapter.

Scavenging the Database

The local WINS database should periodically be cleared of released entries and old
entries that were registered at another WINS server but did not get removed from
this WINS database for some reason. This process, called scavenging, is done
automatically over intervals defined by the relationship between the Renewal and
Extinct intervals defined in the Configuration dialog box. You can also clean the
database manually.

For example, if you want to verify old replicas immediately instead of waiting the
time interval specified for verification, you can manually scavenge the database.
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» To scavenge the WINS database
o From the Mappings menu, choose the Initiate Scavenging command.
The database is cleaned, with the results as shown in the following table.

State before scavenging State after scavenging
Owned active names for which Marked released
the Renewal interval has expired

Owned released name for which Marked extinct
the Extinct interval has expiced

Owned extinct names for which Deleled

the Extinct timeout has expired

Replicas of extinct names for which Deleted

the Extinct timeout has expired

Replicas of active names for which Revalidated

the Verify intcrval has expired

Replicas of extinct or deleted names Deleted

For informalion about the intervals and timeouls that govern database scavenging,
see “Configuring WINS Servers” earlier in this chapier.

Affer WINS has been running for a while, the database may need to be compacted
to improve WINS performance.

» Tocompact the WINS database

1. Atthe WINS server, stop the Windows Internet Name Service using the Control
Panel Services option or by typing net stop wins at the command pronspt.

2. Run COMPACT.EXE (which is found in the \systemroofASYSTEM32
directory).

3. Restart the Windows Internet Name Service on the WINS server.
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Viewing the WINS Database

You can view the actual active and static mapgings stored in the WINS database,
based on the WINS server that owns the entries.

» Toview the WINS database
1. From the Mappings menu, choose the Show Database command.

2
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Shaw Database - [i.ocal)

[ Owplay Options
[ Oeenet [ Sort Drget
O Show AS Mapping: QO Saut by [P Addrexs
®Show Orie Mappnon Itom Sciecled Dned| | ) ¢ 1 ¢ ocyruer Nome
Select Owner' Highest 10 Osatbs T;
O Sort by Yermmon 1D
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Nappng: A S Temestaap
W--_NSBAOWSE_[UIn[ 11.103.41.12 v ST G143 PE
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AANNIEPDON[B0R]  11.102.41.12 vV S/ C1ed3 P
WAANNIEPOON[1BY)  11.103.41.12 v 50794 L1443 PN
@ VAANNIEPDONIICR] 11104112 v B LS U
\WAANNIEPOOMIER]  11,1@.41.12 v S/20/94 G148 PM

In the Show Database dialog box, to view the mappings in the database for a
specific WINS serves, select Show Only Mappings From Specific Owner, and
then from the Select Owner list, select the WINS server whose database you
want to view.

By default, the Show Database dialog box shows all mappings for the WINS
database on the currently selected WINS server.

Select a Sort Order optiori to sort by IP address, computer name, timestamp for
the mapping, version ID, of type. {For information about types, see “Adding
Static Mappings” earlier in this chaptes.)
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4, 1f you want to view only a range of mappings, choose the Set Filter button and
follow the procedures described in “Filtering the Range of Mappings™ earlier in
this chapter. To tumn off filtering, choose the Cfear Filter button.

5. Use the scroll bars in the Mappings box to view entries in the database. Then
choose the Close bution when you are finished viewing.

As shown in the Mappings list, each registration record in the WINS database
indudes these elements:

Item Meaning

2 Unique

.. Group, internel group, or multihomed

Computer name The NetBIOS compuier name.

[P address The assigned Internet Protocol address.

AorS Whether the mapping is aclive (3ynamic) or static.

Timestamp Shows when the record was registered or updated. When a replica is

stored in the database, its limestarnp is set to the current tiae on the
receiving WINS server.

Version D A unique hexadecimal number assigned by the WINS server during
name registration, which is used by the server’s pull partner during
replication 10 find new records.

You can also use the Show Database dialog box to remove all references to a
specific WINS server in the database, including all database entrics owned by the
WINS server.

P Todelete a specific WINS server’s entries in the database

¢ In the Show Database dialog box, setect a WINS server in the Select Owner list,
and then choose the Delete Owner button.
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Backing Up the

Database

WINS Manager provides backup tools so that you can back up the WINS databasc.
After you specify a backup directory for the database, WINS performs complete
database backups every 24 hours, using the specified directory.

1.

2.

4.

To back up a WINS database

From the Mappings menu, choose the Backup Database command.

c:\users\default
Directories:
®c\

B users

2 default

New Duectory Name:
|winshak |

Bd Pettom | actemental Backup

Drives:

|ﬁc:

In the Select Backup Directory dialog box, specify the location for saving the
backup files.

Windows NT proposes a subdirectory of the \WINS directory. You can accept
this proposed directory. The most secure location is to back up the database on
another hard disk. Do not back up to a network drive, because WINS Manager
cannot restore from a network source.

ff you want to back up only the newest version numbers in the database (that is,
changes that have occurred since the last backup), check Perform Incremental
Backup.

Note You must have performed a complete backup before this option can be
used successfully.

Choose the OK buiton.

You should also periodically back up the Registry entries for the WINS server.
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> To back up the WINS Registry entries
1. Run REGEDT32.EXE.

2. In Registry Editor, select the HKEY_LOCAL_MACHINE window, and then
sefect this key:

..SYSTEM\CurrentControlSet\Services\WINS

3. From the Registry menu, choose Save Key.

4. In the Save Key dialog box, specify the path where you store backup versions of
the WINS database files.

For information about restoring the WINS database, see the following section,
“Troubleshooting WINS.”

Troubleshooting WINS

This section describes sore basic troubleshooting steps for common problems and
also describes how 10 restore or rebuild the WINS database.

Basic WINS Troubleshooting

These error conditions can indicate potential problems with the WINS server:
» The administrator can’t connect to a WINS server using WINS Manager. The
message that appears might be, “The RPC setver is unavailable.”

» The WINS Client service or Windows Internet Name Service may be down and
cannot be restarted.

The first troubleshooting task is to make sure the appropriate services afe running.

> To ensure the WINS services are running
1. Use the Services option in Control Panel to verify that the WINS services are
running.
In the Services dialog box for the client computer, Started should appear in the

Statys colomn for the WINS Client service, For the WINS server itself, Started
should appear in the Status column for the Windows Internet Name Service.

2. If a necessary service is not started on either computer, start the service.

The following describes solutions o common WINS problems.
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» To locate the source of “duplicate name” error messages

Check the WINS database for the name. If there is a static record, remove it
from the database of the primary WINS server.

-Or-
Set the value of MigrateOn in the Regjstry to 1, so the static tecords in the

database can be updated by dynamic registrations (after WINS successfully
challenges the old address).

P To locate the source of “network path not found” error messages on a WINS
client

Check the WINS database for the name. If the name is not present in the
database, check whether the computer uses b-node name resolution. If 50, add a
static mapping for it in the WINS database.

If the computer is configured as a p-node, m-node, or h-node and if 1ts IP
address (s different from the one in the WINS database, then it may be that its
address changed recently and the new address bas not yet replicated to the local
WINS server. To get the latest records, ask the WINS server that registered the
address to perform a push replication with propagation to the local WINS
server.

» To discover why a WINS server cannot pull or push replications to another
WINS server

1.
2.

Confirm that the router is working,
Ensure that each server is correctly configured as either a pull or push partner:

[f ServerA needs to perform pull replications with ServerB, make sure it is a
push partner of ServerB.

If ServerA needs to push replications fo ServerB, it should be a pull partner of
WINS ServerB.

To determine the configuration of a replication partner, check the values under
the \Pull and \Push keys in the Registry, as described in “Advanced
Configuration Parameters for WINS” later in this chaptex.

* P To determine why WINS backup is failing consistently

Page 154 of 290

Make suze the path for the WINS backup directory is on a local disk on the
WINS server,

WINS cannot back up its database files to a remote drive.
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Restoring or Moving the WINS Database

This section describes how to restore, rebuild, or move the WINS dalabase.

Restoring a WINS Database

If you have determined that the Windows Interet Name Service is running on the
WINS server, but you cannot connect 10 the server using WINS Manager, then the
WINS database is not available or has becomes corrupted. If a WINS server fails
for any reason, you can restore the database from a backup copy.

You can use the roenu commands to restore the WINS database or restore i
manually.

> To restore a WINS database using menu commands
1. From the Mappings menu, choose the Restore Database command.

2. In the Sefect Directory To Restore From dialog box, select the location where
the backup files are stored, and then choose the OK button.

> Torestore a WINS database manually

1. In the \systemroofASYSTEM32\WINS directory, delete the JET.LOG,
JET* LOG, WINS.TMP, and SYSTEM.MDB files.

2. From the Windows NT Server installation source, copy SYSTEM.MDB on the
WINS server. The installation source can be the Windows NT Server compact
disc, the installation floppy disks, or a network directory that contains the master
files for Windows NT Server.

3. Copy an uncorrupted backup version of WINS.MDB 1o the
\systemrooASYSTEM32\WINS directory.

4. Restart the Windows [nternet Name Service oa the WINS server.

Restarting and Rebuilding a Down WINS Server

[n rare circumstances, the WINS secver may not boot or a STOP error may occur. If
the WINS server is down, follow these steps to restart.

> Torestart a WINS server that is down
1. Turn off the power fo the server and wait one minute.

2. Tum on the power, start Windows NT Server, and logon under an account with
Administrator rights.

3. At the command prompt, type net start wins and press ENTER.
If the hardware for the WINS server is malfunctioning or other problems prevent

you from running Windows NT, you will have fo rebuild the WINS database on
another computer,
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» To rebuild a WINS server

1. If you can start the original WINS server using MS-DOS, use MS-DOS to make
backup copies of the files in the \systemrooASYSTEM32\WINS directory. If
you cannot starf the computer with MS-DOS, you will have 1o use the tast
backup version of the WINS database files.

2. Install Windows NT Server and Microsoft TCP/IP to create a new WINS server
using the same hard drive location and \systemroot directory. That s, if the
original server stored the WINS files on CAWINNT3S\SYSTEM32\WINS, then
the new WINS server should use this same path to the WINS files.

3. Make sure the WINS services on the new server are stopped, and then use
Registry Editor to restore the WINS keys from backup files.

4. Copy the WINS backup files to the \systemroonSYSTEM3I2\WINS directory.
5. Restart the new, rebuilt WINS server.

Moving the WINS Database

You may find a situation where you need to move a WINS database to another
computer. To do this, follow these steps.

P To move a WINS database
1. Stop the Windows Intemnet Name Service on the current computer.

2. Copy the \SYSTEM32A\WINS directory to the new computer that has been
configured as a WINS server.

Make sure the new directory is under exactly the same drive letter and path as
on the old computer.

If you must copy the files to a different directory, copy WINS.MDB, but not
SYSTEM.MDB. Use the version of SYSTEM.MDB created for that new
computer.

3. Start the Windows [nternet Narue Service on the new computer. WINS will
antomatically use the .MDB and .LOG files copied from the old computer.
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Advanced Configuration Parameters for WINS

This section presents configuration parameters that affect the behavior of WINS
and that can be modified only through Registry Editor. For some parameters, WINS
can detect Registry changes immediately. For other parameters, you must restart the
Windows Internet Name Service for the changes to take effect.

Caution You can impair or disable Windows NT if you make incomect changes in
the Registry while using Registry Editor. Whenever possibie, use WINS Manager
to make configuration changes, rather than using Registry Editor. If you make
errors while changing values with Registry Editor, you will not be warned, because
Registry Editor does not recognize semantic errors.

» To make changes to WINS configuration using Registry Editor

1. Run REGEDT32.EXE from File Manager or Program Manager, or at a
command prompt, type start regedt32 and press ENTER.

When the Registry Editor window appears, you can press F1 to get Help on how
to make changes tn Registry Editor.

2. In Registry Editor, click the window titled HKEY_LOCAL _MACHINE On
Local Machine, and then click the icons for the SYSTEM subtree until you
reach the appropriate subkey, as described later in this section.

The following describes the value entries for WINS parameters that can only be set
by adding an entry or changing values in Registry Editor.
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Registry Parameters for WINS Servers
The Regstry parameters for WINS servers are specified under the following key:

.. \SYSTEM\CurrentControlSet\Services\Wins\Parameters

This subkey lists all the nonreplication-related parameters needed to configure a
WINS server. It also contains a \Dalafiles subkey, which lists all the files that
should be read by WINS (o initialize or reinitialize its local database.

DbFileNm
Data lype = REG_EXPAND SZ
Range = path name
Default = %SystemR oot %\system32\wins\wins.mdb

Specifies the full path name for the WINS database file.

DoStaticDatalnit
Data type = REG_DWORD
Range =Qor 1 :
Default = 0 (false—that is, the WINS server does not initialize its database)

If this parameter is set to a non-zero value, the WINS server will initialize its
database with records listed in one or more files listed under the \Datafiles
subkey. The initialization is done at process invocation and wheneves a change
is made to one or more values of the \Parameters or \Datafiles keys (unless the
change is to change the value of DoStaticDatalnit to 0).

The following parameters in this subkey can be set using the options available in
the WINS Server Configuration dialog box:

LogDetailedEvents

LogFilePath

LoggingOn

RefreshInterval

RplOnlyWCofPnrs
Tombstonelnterval (extinction interval)
TombstoneTimeout (exlinction imeout)
VerifyInterval
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Also, the \Wins\Parameters\Datafiles key lists one or more files that the WINS
server should read to initialize or reinitialize its local database with static records.
If the full path of the file is not listed, the directory of execution for the WINS
server is assumed (o comtain the data file. The parameters can have any names (for
example, DF1 or DF2). Their data types must be REG_SZ or REG_EXPAND_SZ.

Important The \Wins\Performance key contains values used for WINS
performance counters that can be viewed in Performance Moaitor. These values
should be maintained by the system, so do not change these vatues.

Registry Parameters for Replication Partners

The \Wins\Partners key has two subkeys, \Pull and {Push, under which are subkeys
for the IP addresses of all push and pull pariners, respectively, of the WINS server.

Parameters for Push Partners

A push pariner, listed under the \Partners\Pull key, is one from which @ WINS
server pulls replicas and from which it can expect update notification messages. The
following parameter appears under the IP address for a specific push partner. This
parameter can be sct only by changing the value in Registry Editor:

MemberPrec
Data type = REG_DWORD
Range =0 or 1
Default = None
Specifies the order of precedence for this WINS partner. 0 indicates low
precedence, and 1 indicates high precedence. Notice that dynamically registered
names are always high precedence. When a 1C name is pulled from this WINS
pariner, the addresses contained in it are given this precedence level. The value
can be 0 (low) or 1 (high). Set this value to 1 if this WINS server is serving a
geographic location that is nearby.
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The following parameters appear under this subkey and can be se( in the WINS
Server Configuration dialog box:

. ASYSTEM\ CurrentControlSet\Services\Kins\Partners\Pull

InitTimeReplication
ComamRetryCount

The following parameters appear under this subkey and can be set using the
Preferences dialog box:

. \SYSTEM\CurrentContro)Set\Services\Wins\Partners\Puld\CIp Addressd

SpTime (Start Time for pull partner defauit configuration)
Timelnterval (Replication Iterval)

For SpTime, WINS replicates at the sct time if it is tn the future for that day. After
that, it replicates every number of seconds specified by Timelnterval. If SpTime
is in the past for that day, WINS replicates every number of seconds specified by
Timelnterval, starting from the cucrent time (if InitTimeReplication is set to 1).

Parameters for Pull Partners

A pull parmer of a WINS server, listed under the \Partners\Push key, is one from
which it can expect pull requests to pull replicas and to which it sends update
notification messages. The following parameters appear under this subkey and can
be set using the options available in the WINS Server Configuration dialog box:

. \SYSTEM\CurrentControlSet\Services\Kins\Partners\Push

[nitTimeReplication
RplOnAddressChg

The following parameter appears under this subkey and can be set vsing the options
available in the Preferences dialog box:

CASYSTEM\CurrentControlSet\Services\Wins\Partners\Push\<lp Address>

UpdateCount
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Planning a Strategy for WINS Servers

The planning issues for implementing WINS servers are similar to those for
implementing DHCP servers, as described in Chapter 4, “Installing and
Configuring DHCP Servers.” Most network administrators will be installing both
kinds of servers, so the planning and implementation tasks will be undertaken
jointly for DHCP and WINS servers.

This section provides some additional planning issues for WINS servers.

Planning for Server Performance

A WINS server can typically service 1500 name registrations per minute and about
760 queries per minute. These is no built-in Limit to the number of records that a
WINS server can replicate or store.

Based on these numbers, and planning for large-scale power outage where many
computers will come on line simultancously, the conservative recommendation is
that you plan to include one WINS server and a backup server for every 10,000
computers on the network.

Two factors can particularly enhance WINS server performance. WINS
performance increases almost 25 percent on a computer with two processors. Also,
using NTES as the file system also improves performance.

After you establish WINS servers in the internetwork, you can adjust the Renewal
interval. Setting this interval to reduce the numbers of registrations can help fune
server response time. (The Renewal interval is specified in the WINS Server
Configuration dialog box.)

Planning Replication Partners and Proxies

In one possible configuration, one WINS server can be designated as the central
server, and all other WINS servers can be configured as both push partner and pul!
partner of this central server. Such a configuration ensures that the WINS database
on each server contains addresses for every node on the WAN.

Another option is to set up a chain of WINS servers, where each server is both the
push partner and pull partner with a nearby WINS server. In such a configuration,
the two servers at the ends of the chain would also be push and pull partners with
cach other. Other replication partner configurations can be established for your
site’s needs.

Only a limited number of WINS proxies should be designated on each domain, so
that a limited number of computers are using resources to respond to broadcast
name requests.
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Planning Replication Frequency Between Hubs

A major tuning issue for WINS servers is replication frequency. You want
replication to occur frequently enough that any server being down will not interfere
with the reliability of name query responses. However, for longer wide area
network (WAN) lengths, you do not want replication to interfere with network
throughput.

For maltiple nefwork hubs interconnected by WAN finks, replication frequency can
be configured to be low compared to the replication frequency of multiple WINS
servers at a single hub. For long WAN links, infrequent replication ensures that the
links are availabte to carry client traffic without WINS affecting throughput.

For example, the WAN servers at a central site might be configured to replicate
every 15 minutes. Replication between WAN hubs of a greater distance might be
scheduled for every 30 minutes. Replication between servers on different continents
might replicate twice a day.

North America

15 minudes

Australia

30 mintes 'y ~\

Example of an Enterprise-Wide Configuration for WINS Replication
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CHAPTER 6

Setting Up LMHOSTS

The LMHOSTS file is commonly used on Microsoft networks to locate remote
computers for network file, print, and remote procedure services and for domain
services such as logons, browsing, replication, and so on.

You will want to use LMHOSTS for smaller networks or to find hosts on remote
networks that are not part of the WINS database (since name query requesis are not
broadcast beyond the local subnet). If WINS servers are in place on an
infernetwork, users do not have (o rely on broadcast queries for name resolution,
since WINS is the preferred method for name resolution. With WINS servers in
place, therefore, LMHOSTS may not be necessary.

This chapter presents the following topics:

= Editing the LMHOSTS file
» Using LMHOSTS with dynamic name resolution
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Editing the LMHOSTS File

The LMHOSTS file used by Windows NT contains mappings of IP addresses to
Windows NT computer names (which are NetBIOS names). This file is compatible
with Microsoft LAN Manager 2.x TCP/IP LMHOSTS files.

You can use Notepad or any other text editor to edit the sample LMHOSTS file that
is automatically installed in the \systemroo\SYSTEM32\DRIVERS\ETC directory.

This section provides some basic rules and guidelines for LMHOSTS.

Rules for LMHOSTS

The following rules apply for entries in LMHOSTS:
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Each entry should be placed on a separate line.

The IP address should begin in the first column, followed by the corresponding
computer name.

The address and the computer name should be separated by at least one space or
tab.

NetBIOS names can contain uppercase and lowercase characters and special
characters. If a name is placed between double quotation marks, it will be used
exactly as entered. For example, "AccountingPDC" is a mixed-case name, and
"HumanRscSr \0x03" generates a name with a special character.

Note In Microsoft networks, a NetBIOS computer name in quotes that is less
than 16 characters is padded with spaces. If you do not want this behavior, make
sure the quoted string is 16 characters long.

The # character is usually used to mark the start of a comment. However, it can
also designate special keywords, as described in this section.
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The keywords listed in the following table can be used in LMHOSTS under
Windows NT. (LAN Manager 2.x, which also uses LMHOSTS for NetBIOS over
TCP/IP name resolution, treats these keywords as comments.)

LMHOSTS Keywords

Keyword

Meaning

#PRE

#DOM: <domain>

HINCLUDE <filename>

#BEGIN_ALTERNATE

4END_ALTERNATE
\Oxan

Added after an calry to cause that catry to be preloaded
into the name cache. By default, eatries are nol preloaded
1nto the name cache but are parsed only afier WINS and
name query broadcasts fail (o resolve a name. #PRE must
be appended for entries that also appear in INCLUDE
statements; otherwise, the ¢ntey in AINCLUDE is ignored.

Added after an eatry to associate that entry with the
domain specified by <domain>. This keyword affects how
the Browser and Logon services behave in routed TCP/IP
environmenis. To preload a #DOM enlry, you musl also
add the #PRE keyword to the line,

Forces the system lo seek the specified <fifename> and
parse it as if it were local. Specifying a Uniform Naming
Convention (UNC) <filename> allows you (o use a
centralized LMHOSTS file on a server. If the servef is
located oulside of the local broadcast area, you must add a
mapping for the server before its entry in the #INCLUDE
section and also append #PRE to ensure that il preloaded.

Used 1o group multiple #INCLUDE statements. Any
single successful #INCLUDE causes the group to
succeed.

Used 1o mark the ¢nd of an #INCLUDE grouping.

Support for nonprinting characters in Ne(BIQS names.
Eaclose the NetBIOS name in double quotation marks
and use \0xnn notation to specify a hexadecimat value for
the character. This allows custom applications that use
special names {0 function property in routed topologies.
However, LAN Manager TCP/IP does wot recognize lhe
hexadecimal format, so you surrender backward
compatibility if you use this feature.

Note that the hexadecimal notation applies only to one
character in the name. The name should be padded with
blanks so the special characler is last in the siring
(character 16).
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The following exampte shows kow all of these keywords are used:

102.54.94.98 Yocalsry fPRE

102.54.94.97 trey #PRE #00M:networking  #net group's PDC
102.54.94.182  "appname \@x14" #special app server
162.54.94.123  popular #PRE #source server

#BEGIN_ALYERNATE

FINCLUDE \\localsrv\public\Imhosts fadds LRHOSTS from this server
FINCLUDE \\irey\pubdic\Imhosts fladds LMROSTS from this server
JEND_ALTERNATE

In the above example:

» The servers named localsry and trey are specified so they can be used later in
an #INCLUDE statement in a centrally maintained LMHOSTS file.

= The server named "appname  \0x14" contains a special character after the
15 characters in its name (including the blanks), so its name is enclosed in
double quotation marks.

= The server named popular is preloaded, based on the #PRE keyword.

Guidelines for LMHOSTS

When you use a host table file, be sure to keep it up to date and organized. Follow
these guidelines:

» Update the LMHOSTS file whenever a computer is changed or removed from
the network.

» Because LMHOSTS files are searched one line at a time from the beginning, list
remote computers in priorily order, with the ones used most often at the top of
the file, followed by remote systems Jisted in #INCLUDE statements. Finally,
the #PRE entries should be left for the ead of the file, because these are
preloaded into the cache at system startop time and are not accessed later. This
increases the speed of scarches for the entries used most often. Also, any
comment lines add to the parsing time, because each dine is processed
individually.

s Use #PRE statements to preload popular entries and servers listed in
#INCLUDE statements inio the local computer’s name cache.
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Using LMHOSTS with Dynamic Name Resolution

On networks that do not use WINS, the broadcast name resolution method used by
Windows NT computers provides a simple, dynamic mechanism for locating
resources by name on a TCP/P network.

Because broadcast name resolution relies on IP-level broadeasts to locate resources,
unwanted effects can occur in routed IP topologies. In particular, resources located
on temole subnets do not receive name query requests, because routers do not pass
IP-level broadcasts. For this reason, Windows NT allows you to manually provide
computer name and JP address mappings for remote resources via LMHOSTS,

This section describes how the LMHOSTS file can be used to enhance
Windows NT in routed environments, This section includes the following topics:

»  Specifying remote servers in LMHOSTS
= Designating primary domain controllers using #DOM
»  Using centralized LMHOSTS files

Specifying Remote Servers in LMHOSTS

Compuier names can be resolved outside the local broadcast area if computer name
and 1P address mappings are specified in the LMHOSTS file. For example, suppose
the computer named ClientA wants (0 connect to the computer named ServerB,
which is outside of its [P broadcast area. Both Windows NT computers are
configured with Microsoft TCP/IP.

Under a strict b-niode broadcast protocol, as defined in RFCs 1001 and 1002,
ClientA's name query request for ServerB would fail (by timing out), because
ServerB is located on a remote subnet and does not respond to ClientA’s broadcast
requests. So an alternate method is provided for name resolution. Windows NT
maintains a limited cache of computer name and 1P address mappings, which is
initialized at system startup. Whea a workstation needs to resolve a name, the cache
15 examined first and, if there is no match in the cache, Windows NT uvses b-node
broadcast name resolution. If this fails, the LMHOSTS file is used. If this last
method fails, the name is unresolved, and an error message appears.
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This strategy allows the LMHOSTS file 1o contain a large number of mappings
without requiring a large chunk of static memory to maintain an infrequently used
cache. At system startup, (he name cache is preloaded only with entries from
LMHOSTS tagged with the #PRE keyword. For example, the LMHOSTS file could
contain the following:

182.54.94.91 accounting faccounting server
182.54.94,94 payroll fpayroll server
192.54.94.97 stockquote JPRE ¥stock quate server
102.54.%4.182 printqueue fprint server in Bldg 18

In this example, the server named stockquote is preloaded into the name cache,
because it is tagged with the #PRE keyword. Entries in the LMHOSTS file can
represent Windows NT Workstation computers, Windows NT Server computers,
LAN Manager servers, or Windows for Workgroups 3.11 computers running
Microsoft TCP/IP. There is no need to distinguish between different platforms in
LMHOSTS.

Note The Windows NT tag #PRE allows backward compatibifity-with LAN
Manager 2.x LMHOSTS files and offers added ftexibility in Windows NT. Under
LAN Manager, the # character ydentifies a comment, so all characters thereafter are
ignored. But #PRE is a valid tag for Windows NT.

In the above example, the servers named accounting, payroll, and printqueve
would be resolved only after the cache entries failed to match and after broadcast
queries failed to locate them. After nonpreloaded entries are resotved, their
mappings are cached for a period of time for reuse.

Windows NT limits the preload name cache to 100 entries by default. This limit
only affects entries marked with #PRE. If you specify more than 100 enries, only
the first 100 #PRE entries will be preloaded. Any additional #PRE entries will be
ignored at startup but will be resolved when the system parses the LMHOSTS file
after dynamic resolution fails.

Finally, you can reprime the name cache by using the nbtstat -R command to purge
and reload the name cache, reread the LMHOSTS file, and insert entries tagged
with the #PRE keyword. Use nbtstat to remove or correct preloaded entnies that
may have been mistyped or any narses cached by successful broadcast resolution.
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Designating Domain Controllers Using #DOM
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The most common use of LMHOSTS is for locating remote servers for file and
print services. But for Windows NT, LMHOSTS can also be used to find domain
controllers running TCP/IP in routed eavironments. Windows NT primary domain
controllers (PDCs) and backup domain controllers (BDCs) maintain the vser
account security database and manage other network-related services. Because
large Windows NT domains can span multiple IP subnets, it is possible that routers
coutd separatc the domain controllers from one another or separate other computers
in the domain from domain controllers.

The #DOM keyword can be used in LMHOSTS files to distinguish 2 Windows NT
domain controller from a2 Windows NT Workslation computer, a LAN Manager
server, or 2 Windows for Workgroups computer. To use the #DOM tag, follow the
name and 1P address mapping in LMHOSTS with the #DOM keyword, a colon, and
the domain in which the domain controller participates. For example:

192.54.94,97 treydc #DOM:treycorp #The treycorp POC

Using the #DOM keyword to designate domain controtlers adds entries to a special
internet group name cache that is used to limit internetwork distribution of
requests intended for the local domain controller. When domain controller activity
such as a logon request occurs, the request is sent on ¢he special internet group
name. [n the local IP-broadcast area, the request is sent only once and picked up by
any local domain controlless. However, if you use #DOM to specify domain
controllers in the LMHOSTS file, Microsoft TCP/IP uses datagrams to also
forward the request to domain controllers located on remote subnets.

Examples of such domain controller activities include domain controller pulses
(used for account database synchronization}), logon authentication, password
changes, master browser list synchronization, and other domain management
activities,
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For domains that span subnets, LMHOSTS files can be osed to map important
members of the domain using #DOM. The following lists some guidelines for doing
this.

For each local LMHOSTS file on 2 Windows NT computer that is a member in
a domain, there should be #DOM entries for alt domain controllers in the
domain that are located on remote subnets. This ensures that logon
authentication, password changes, browsing, and so on all wark praperly for the
local domain. These are the minimum entries necessary to allow 2 Windows NT
system to participate in a Windows networking internetwork.

For local LMHOSTS files on all servers that can be backup domain controllers,
there should be mappings for the primary domain controller’s name and IP
address, plus mappings for ail other backup domatn controllers. This ensures
that promoting a backup to primary domain confroller status does not affect the
ability to offer all services to members of the domain.

If trust relationships exist between domains, all domain controllers for all trusted
domains should also be listed in the local LMHOSTS file.

For domains that you want to browse from yous local domain, the local
LMHOSTS files should contain at least the name and IP address mapping for
the primary domain controller in the remote domain. Again, backup domain
controllcrs should also be included so that promotion to primary domain
controller does not impair the ability to browse remote domains.

For small to medium sized networks with fewer than 20 domains, a single common
LMHOSTS file usually satisfies all workstations and servers on the internetwork.
To achieve this, systems should use the Windows NT replicator service to maintain
synchronized local copies of the global LMHOSTS o use centralized LMHOSTS
files, as described in the following section.
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Names that appear with #DOM in LMHOSTS are placed in a special domain name
List in NetBIOS over TCP/IP. When a datagram is sent to this domain using the
DOMAIN<IC> name, the name 15 resolved first via WINS or broadcast. The
datagram is then sent to all the addresses on the list from LMHOSTS, and there is
also a broadcast on the local subnet.

Important To browse acrass domains, for Windows NT Advanced Scrver 3.1 and
Windows NT 3.1, each computer must have an entry in its LMHOSTS file for the
primary domain controller in each domain. This remains true for Windows NT
version 3.5 clients, unless the Windows NT Server computer is also version 3.5
and, optionally, offers WINS name registration.

However, you cannot add an LMHOSTS entry for a Window NT Server that is a
DHCP client, because the IP address changes dynamically, To avoid problems, any
domain controtlers whose names are entered in LMHOSTS files should have their
1P addresses reserved as slatic addresses in the DHCP database rather than renning
as DHCP clients.

Also, all Windows NT Advanced Server 3.1 computers in a domain and its trusted
domains should be upgraded to version 3.5, so that browsing across domains is
possible without LMHOSTS.

Using Centralized LMHOSTS Files

With Microsoft TCP/IP, you can include other LMHOSTS files from local and
remole coputers. The primary LMHOSTS file is always located in the
\systemroofSYSTEM32ADRIVERS\ETC directory on the local computers. Most
networks will also have an LMHOSTS file maintained by the network
administrator, so administrators should maintain one or more global LMHOSTS
files that users can rely on. This is done using #INCLUDE statemenls rather than
copying the global file locally. Then use the replicator service 1o distribute multiple
copies of the global file(s) to multiple servers for reliable access.
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To provide a redundant list of servers maintaining copies of the same LMHOSTS
file, use the #BEGIN_ALTERNATE and #END_ALTERNATE keywords. This is
known as a block inclusion, which allows multiple servers to be searched for a
valid copy of a specific file. The following example shows the use of the
#INCLUDE and #_ALTERNATE keywords to include a local LMHOSTS file (in
the C:\PRIVATE directory):

182.54.94.97 treydc #PRE  #DOM:treycorp fprimary DC
102.54.94.99 treybdc {#PRE  {#fDOM:treycorp #backup DC in domain
102.54.94.98 localsvr #fPRE  {iDOM:treycorp

#INCLUDE  c:\private\Imhosts ffinclude a local Imhosts

{#BEGIN_ALTERNATE

#INCLUDE \\treydc\public\Imhosts fsource for global file
#INCLUDE \\treybdc\public\1mhosts #backup source
#INCLUDE \\localsvr\public\imhosts #backup source
fHEND_ALTERNATE

Important This feature should never be used to include a remote file from a
redirected drive, because the LMHOSTS file is shared between local users who
have different profiles and different logon scripts, and even on single-user systems,
redirected drive mappings can change between logon sessions.

In the above example, the servers treydc and treybdc are located on remote

subnets from the computer that owns the file. The local user has decided to include
a list of preferred servers in a local LMHOSTS file located in the C:\PRIVATE
directory. During name resolution, the Windows NT system first includes this
private file, then gets the global LMHOSTS file from one of three locations:

treydc, treybdc, or localsvr. All names of servers in the #INCLUDE statements
must have their addresses preloaded using the #PRE keyword; otherwise, the
#INCLUDE statement will be ignored.

The block inclusion is satisfied if one of the three sources for the global LMHOSTS
is available and none of the other servers are used. If no server is available, or for
some reason the LMHOSTS file or path is incorrect, an event is added to the event
log to indicate that the block inclusion failed.
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CHAPTER 7

Using the Microsoft
FTP Server Service

The Microsoft FTP Sefver service allows other computers using the FTP utility (o
connect (o this computer and transfer files. The FTP Server service supports all
Windows NT ftp client commands. Noa-Microsoft versions of FTP clients may
contain commands that are not supported. The FTP Server service is implemented
as a multithreaded Win32 service that complies with the requirements defined in
Requests for Comments (RFCs) 959 and 1123.

The FTP Server service is integrated with the Windows NT security model.
Users connecting to the FTP Server service are authenticated based on their
Windows NT user accounts and receive access based on their user profiles. For
this reason, it is recommended that the FTP Server service be installed on an
NTES partition so that the files and directories made available via FTP can be
secured.

Caution The FTP Server protocol relies on the ability to pass user passwords over
the network without data encryption. A user with physical access to the network
could examine user passwords during the FTP validation process.

The following topics are included in this chapter:

» Installing the FTP Server service

» Configuring the FTP Server service

s Administering the FTP Server service

» Advanced configuration parameters for FTP Server service

For information about using performance counters to mouitor FTP Server traffic,
see¢ Chapter 8, “Using Performance Monitor with TCP/IP Services.”
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Installing the FTP Server Service

These procedures assume that you have installed any necessary devices and device
drivers.

You must be logged on as a member of the Administrators group for the local
computer to install and configure the FTP Server service.

» To install the FTP Server service
1. Choose the Network option in Control Panel.

2. Inthe Network Settings dialog box, choose the Add Sofiware button to display
the Add Network Software dialog box.

3. In the Network Software box, select TCP/IP Protocol And Related Components,
and then choose the Continue button. When the Windows NT TCP/IP
Installation Options dialog box appears, check the FTP Server Service option,
and then choose the OK button.

4. When the message prompts you to conftrm that you are familiar with FTP
security, choose the Yes button to continue with FTP Server service installation.

Vindaws NT |

The Fde Tsanater Protocol iches on the ability lo pass user
passwworde ovet the network without data encryption. A
utet with physical access 10 the netwark may be able o

@ examine users' pastwosds during FTP validation. Are pou
sure you want (o cortinue?

S. When prompted for the full path to the Windows NT distribution files, provide
the appropriate tocation, and then choose the Continue button.

6. After the necessary files are copied to your computer, the FTP Service dialog
box appears 50 that you can continue with the configuration procedure as
described in the next section. The FTP Server service must be configured in
arder to operate.

Note For disk partitions that do oot use the Windows NT file system (NTFS),
you can apply simple read/write secunity by using the FTP Server tool in the
Control Panel as described in the following section.
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Configuring the FTP Server Service

After the FTP Server service software is installed on your computer, you must
configure it to operate. When you configure the FTP Server service, your settings
result in one of the following:

= No anonymous FTP connection allowed. In this case, each user must provide a
valid Windows NT username and password. To configure the FTP Server
service for this, make sure the Allow Anonymous Connection box is cleared in
the FTP Service dialog box.

= Allow both anonymous and Windows NT users to connect. In this case, a user
can choose to use either an anonymous connection or a Windows NT username
and password. To configure the FTP Server service for this, make sure only the
Allow Anonymous Connection box is checked in the FTP Service dialog box.

» Allow only anonymous FTP connections. In this case, a user cannot connect
using a Windows NT username and password. To configure the FTP Server
service for this, make sure both the Allow Anonymous Connections and the
Allow Anonymous Connections Only boxes are checked in the FTP Service
dialog box.

If anonymous connections are allowed, you must supply the Windows NT username
and password to be used for anonymous FTP. When an anonymous FTP transfer
takes place, Windows NT will check the username assigned in this dialog box to
determine whether access is allowed to the files.
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» To configure or reconfigure the FTP Server service

1. The FTP Service dialog box appears automatically after the FTP Server service
software is installed on your computer.

—-0r-

If you are reconfiguring the FTP Server service, choose the Network option in
Control Panel. In the Installed Network Software box, select FTP Server, and
then choose the Coafigure button.

Maxmum Conneclions: mg"f (e Timeout (mink | 10 &

FIP Service

Home Dwectory: |C:\umt

—$X){ARow Ancagmous Connectionsi

Utemane: |Ml

Password: | --------

O Allow Only Anonymout Connections

The FTP Service dialog box displays the following options:

[tem

Description

Maximuro Connections

Idfe Timeout
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Specifies the maximum number of FTP users who can
oconpect (o the system simultaneously. The default value is
20; the maximom is 50. A value of 0 means no maximum,
that is, an valimited number of simultaneous users.

When the specified number of concurrent usecs ace logged
onto the FTP server, any subsequent atteropls to connect
will receive messages defined by the administrator. For
information about defining custom messages, see
“Advanced Configuration Parameters for FTP Server
Service” later in this chapter. :

Specifies how many minutes an inactive user can remain
connected to the FTP Server service. The defaalt value is
10 minutes; the maximum is 60 minutes. If the value 5 0,
users are never automatically disconnecied.
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Item Description

Home Directory Specifies the imitial directory for users.

Allow Anonymous Enables users (0 connect 1o the FTP Server using the uscr
Connections name anonymous (of fip, which is a synonym for

anonymous). A password is not necessary, but the user
will be prompted to supply 2 mail address as the
password. By defaull, anonymous conneclions are nol
allowed. Notice that you cannot use a Windows NT user
account with the name anomymous with the FTP Server.
The anonymous user namc is reserved in the FTP Server
for the anonymous logon function, Users togging on with
the username anonymous receive permissions based on
the FTP Scrver configuration for anonymous logons.

Username Specifies which locat user account o use for FTP Server
users who log on under anonymous. Access permissions
for the anonymous FTP user will be the same as the
specified locat user account. The defauil is the standard
Guest system account. If you change this, you must also
change the password. .

Password Specifies the password for the user account specified in
the Usemame box.

Allow Only Anonymous ~ Allows onty the user name anonymous to be accepled.

Connections This option is vseful if you do not wanl users Lo log on
using their own user names and passwords because FTP
passwords are unencrypted. However, all users will have
the same access privilege, defined by the anonymous
account. By defaalt, this oplion is not ¢cnabled.

2. Default values are provided for Maximum Connections, Idle Timeout, and
Home Directory. Accept the default values, or change values for each field as
necessary.

3. Choose the OK button to close the FTP Service diatog box and return to the
Network Settings dialog box.

4. To complete initial FTP Server service installation and configuration, choose the
OK button.

A message reminds you that you reust restart the computer so that the changes
you made will take effect

Note When you first install the FTP Server service, you must also complete the
security configuration as described in the following procedure for users o access
volumes on your computer.
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P To configure FTP Server security

1. After the FTP Server has been installed and you have restarted Control Panel,

start the FTP Server option in Control Panel. Windows NT Server users can also
use the FTP menu in Server Manager.

2 ' FIP User Sessions |
Connected Users from Time

sdnmishotar - 142.1.24.164 00328
& erena 142124171 00042

2. Intbe FTP User Sessions dialog box, choose the Security button.

Seculy Access

Patton ) llow et

File Systom Type: NTFS  DJiANow Wike!

Page 178 of 290



Chapter 7 Using the Microsoft FTP Server Service 163

3. in the Partition box of the FTP Server Security dialog box, select the drive letter
you want 0 set security on, and then check the Allow Read or Aliow Wit
check box, or both check boxes, depending on the security you want for the
selected partition.

Repeat this step for each partition.

Setting these permissions will affect all files across the entire pantition on file
allocation table (FAT) and high-performance file system (HPES) partitions. On
NTFS partitions, this feature can be used to remove read o write access (or
both) on the entire partition.

Any restrictions set in this dialog box are enforced in addition to any security
that might be part of the file system. That is, an administrator can use this dialog
box to remove permissions on specific volumes but cannot use it to grant
permissions beyond those maintained by the file system. For example, if a
partition is marked as read-only, no one can write to the partition via FTP
regardless of any permissions set in this dialog box.

4. Choose the OK button when you are finished sefting security access on
partitions.

The changes take effect immediately. The FTP Server service is now ready to
operate.

Administering the FTP Server Service

After initial installation is complete, the FTP Server service is automatically started

Firsene I the background each time the computer is staried. Remote computers can initiate
an FTP session while the FTP Server service is running on your Windows NT
computer. Both computers must be running the TCP/IP protocol.

You must be logged on as a member of the Administrators group to administer the
FTP Server.

Remote users can connect to the FTP Server using their account on the FTP Server,
an account on the FTP Server’s domain or trusted domains (Windows NT Server
only), or using the anonymous account if the FTP Server service is configured to
allow anonymous logons.

When making any configuration changes to the FTP Server (with the exception of
security configuration), you must restart the FTP Server by either restarting the
computer or manually stopping and restarting the seever, using the net cormand or
Services icon in Controf Panel.
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» Tostart or stop the FTP Server service

¢ Use the Services option in Control Panel, or at the command prompt use the
commands net stop ftpsvc followed by nef start ftpsvc.

Restarting the service in this way disconnects any vsers presently connected to the
FTP Server without warning—so use the FTP Server option in Control Panel 10
determine if any users are connected. Pausing the FTP Server (by using the Services
option in Control Panel or the net pause command) prevents any more users from
connecling to the FTP Server but does not disconnect the currently logged on users.
This feature is useful when the administrator wants to restart the server without
disconnecting the current vsers. After the users disconnect on their own, the
administrator can safely shut down the server without worrying that users will lose
work. When attempting to connect to a Windows NT FTP Server that has been
paused, clients receive the message “421 - Service not available, closing control
connection,”

Using FTP Commands at the Command Prompt

When you install the FTP service, a set of ftp commands are aulofnalically installed
that you can use at the command prompt. For a summary list of these commands,
see the ftp entry in Chapter 11, “Utilities Reference.”

» To get help on ftp commands
1. Double-click the Windows NT Help icon in the Program Manager group.
2. Inthe Windows NT help window, click the Command Reference Help button.
3. Click the ftp commands name in the Commands window.

4. Click an ftp commang name in the Command Reference window o see a
description of the command, plus its synlax and parameter definitions.

Managing Users

Use the FTP Server option in Control Panel to manage users connected to the FTP
Server and to set security for each volume on the FTP Server. For convenience on
Windows NT Server computers, the same dialog box can be reached from Server
Manager by choosing the FTP menu command.

In the FTP User Sessions dialog box, the Connected Users box displays the names
of connected users, their system’s IP addresses, and how long they have been
connected. For users who logged on using the anonymous user name, the display
shows the passwords used when they logged on as their user names. If the user
name contained a mail host name (for example, emesta@trey-research.com) only
the username (emesta} appears. Anonymous users atso have a question roark (?)
over their user icons. Users who have been authenticated by Windows NT security
have no question mark.
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The FTP Server allows you to disconnect one or all users with the disconnect
buttons. Users are not warned if you disconnect them.

The FTP Server displays users’ names as they connect but does not update the
display when users disconnect or when their connect time elapses. The Refresh
button atlows you to update the display (o show only users who are currently
connected.

Choosing the Security button displays the FTP Service Security dialog box, where
you can sct Read and Write permissions for each partition on the FTP Server, as
described eartier in this chapter. You must set the permissions for each partition
you want FTP users to have access to. If you do not set partition parameters, no
users will be able to access files. If the partition uses a secure file system, such as
NTFS, fite system restrictions are also in effect.

Ir addition to FTP Server partition security, if a user togs on using a Windows NT
accounl, access permissions for that account are in effect.

Controlling the FTP Server and User Access

A network admirustrator can controi several of the FTP Server configuration
variables. One such variable, Maximum Conneclions, can be sel by using the
Network option in Controi Panel fo define 2 value between 0 and 50. Any value
trom 1 to 50 restricts concurrent FTP sessions to the value specified. A value of 0
allows unlimited connections to be established o the FTP Server until the system
exhausts the available memory.

You can specify a custom message to be displayed when the maximum number of
concurrent connections is reached. To do this, enter a new vatue for
MaxClientsMessage in the Regisiry, as described in “Advanced Configuration
Parameters for FTP Server Service” later in this chapter.

Annotating Directories

You can add directory descriptions to inform FTP users of the contents of a
particular directory on the server by creating a file called ~FTPSVC~.CKM in

the directory that you wart to annotate. Usually you want to make this a hidden file
50 directory listings do not display this file. To do this, use File Manager or type the
command attrib +b ~fpsve~.ckm at the command prompt.

Directory annotation can be toggled by FTP users on a user-by-user basis with a
built-in, site-specific command called ckm. On most FTP client implementations
(including the Windows NT FTP client), users type a command at the command
prompt similar to quote site ckm to get this effect.

You can s¢t the default behavior for directory annotation by sefting a value for
AnnotateDirectories in the Registry, as described in “Advanced Configuration
Parameters for FTP Server Service” later in this chapter.
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Changing Directory Listing Format

Some FTP client software makes assumgtions based on the formatting of directory
list information. The Windows NT FTP Server provides some flexibility for client
software thal requires directory hsting similar to UNIX systems. Users can use the
command dirstyle to toggle directory listing format between MS-DOS-style (the
default) and UNTX-style listings. On most FTP client implementations (including
the Windows NT FTP client), users type a3 command at the command prompt
similar to quote site dirstyle to get this effect.

You can set the default style for directory hsting format by setting a value for
MsDosDirOutput in the Registry, as described in “Advanced Configuration
Parameters for FTP Server Service” later in this chapter.

Customizing Greeting and Exit Messages

Logging FTP
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You can create customized greeting and exit messages by seiting values for
GreefingMessage and ExitMessage in the Registry, as described in “Advanced
Configuration Parameters for FTP Server Service” later in this chapter. By default,
these value entries are not in the Registry, so you must add them 10 customize the
message text.

Greeting and exit messages are sent to users when they connect or disconnect from
the FTP Server. When you create custom messages, you can add multiline messages
of your choice.

Connections

You can log incoming FTP connections in the System event log by setling values
for LogAnonymous and LogNonAnonymous in the Registry, as described in
“Advanced Configuration Parameters for FTP Server Service” later in this chapter.
By defaull, these value entries are not in the Registry, so you must add them to tog
incoming connections.

You can specify whether event log entries are made for both anonymous and
nonanonymous users connecting to the FTP Server. You can view such entries in
the System event log by using Event Viewer.
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Advanced Configuration Parameters for
FTP Server Service

This section presents configuration parameters that affect the behavior of the FTP
Server service and that can be modified only through Registry Editor. After you
modify any of these value entries, you must restart the FTP Server service for the
changes to take effect.

Caution You can impair or disable Windows NT if you make incorrect changes in
the Registry while using Registry Editor. Whenever possible, use adrinistrative
tools such as Contro! Panet 1o make configuration changes, rather than using
Registry Editor. If you make errors while changing values with Registry Editor, you
will not be warned, because Registry Editor does not recognize semantic esrors.

» To make changes to the FTP Server service configuration using Registry
Editor
1. Run REGEDT32.EXE from File Manager or Program Manager, or at a
command prompt, type start regedt32 and press ENTER.

When the Registry Editor window appears, you can press Fi to get Help on how
to make changes m Registry Editor.

2. In Registry Editor, click the window titled HKEY_LOCAL_MACHINE On
Local Machine, and then click the icons for the SYSTEM subtree until you
reach this subkey:

- \SYSTEM\CurrentControlSet\Services\ftpsve\Parameters

All of the parameters described here are located under this Registry subkey.
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The following describes the value entries for FTP Server service parameters that
can only be set by adding an entry or changing their values in Registry Editor.
These value entries do not appear by default in the Registry, so you must add an
entry if you want to change its default value.

AnnotateDirectories

Data type = REG_DWORD
Range=0or1
Default = 0 (false—that is, directory annotation is off)

This value entry defines the default behavior of directory annotation for newly
connected users. Directory descriptions are used to inform FTP users of the
contents of a directory on the server. The directory description is saved in a file
named ~FTPSVC~.CKM, which is usually a hidden file. When this value is 1,
directory annotation is on.

ExitMessage

Data type = REG_SZ

Range = String

Default = “Goodbye."

This value entry defines a signoff message that will be sent to FTP clients upon
receipt of a quit command.

GreetingMessage

Data type = REG_MULTI_S2

Range = String

Default = None (no special greeting message)

This value entry defines the message to be sent to new clients after their
accounts have been validated. In accordance with Internet behavior, if the client
logs on as anonymous and specifies an identity that starts with a minus sign (<),
this greefing message is not sent.

LogAnonymous

Data type = REG_DWORD

Range=0or 1

Default = 0 (false—that is, do not log successful anonymous logons)

This value entry enables or disables logging of anonymous logons in the System
event log.

LogNorAnonymous
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Data type = REG_ DWORD

Range =0orl

Default = 0 (false—that is, do not log successtul nonanonymous fogons)
This value entry enables or disables loggiag of nonanonymous logons in the
System event log.
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LogFileAccess

Data type = REG_DWORD

Range=0or1

Default = 0 (do not log file accesses to FTPSVC.LOG)

If this value 13 non-zero, all file accesses are logged to the file FTPSVC.LOG in
the service’s current directory (typically \systemrooASYSTEM32). For each file

opened by the FTP Server, FTPSVC.LOG will contain a single line entry in the
following format:

{PAddress username action path date_time

» ip address is the client computer's IP address

» username is the user’s name (or password for anonymous logons)
= action is either “opened,” “created,” or “appended”

= pathis the fully qualified path of the file acted upon

¢ date_time is the date and time the action took place

Entries are also written to the log whenever the FTP Server starts or stops. For
example:

dkkaukxexxxwkx ETP SERVER SERVICE STARTING Fri Apr 29 16:28:49 1994
11.181.199.173 daveo opened d:\tmp\tst.bat Fri Apr 29 10:29:42 1994
11.101.199.173 daveo created d:\tmp\new.txt Fri Apr 29 10:308:25 1594
11.1081.199.173 daveo appended d:\tmpinew.Ext Fri Apr 29 10:33:04 1994
kxexkrkkdtkdrr £7p SERYER SERVICE STOPPING Fri Apr 29 10:33:08 1994

LowercaseFiles

Data type = REG_DWORD
Range=0o0r1
Default = 0 (do not map filenames to lowercase)

[f this value is nonzero, all filenames returned by the list and nlst commands
will be mapped (o lowercase for noncase-preserving file systems. This mapping
oaly occurs when a directory listing is requested on a noncase-preserving file
system. If this value is 0, case in all filenames will be unaltered. Currently, FAT
is the only noncase-preserving file system supported under Windows NT, so this
flag has no effect when retrieving listings on HPFS or NTFS partitions.

MaxClientsMessage
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Data type = REG_S2
Range = String
Default = "Maximym clients reached, service unavailable.”

This value entry specifies the message to be sent to an FTP client if the
maximum number of clients has been reached or exceeded. This message
indicates that the server is refusing additional clients because it is currently
servicing the maximum number of connections (as specified in the FTP Service
dialog box or the MaxConnections value in the Registry).
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MsdosDirOutput

Data type = REG_DWORD
Range =0or |
Defaul = 1 (true—that is, directory listings will look like MS-DOS)

This value entry specifies the default behavior for whether the output of the list
command will look like the output of the MS-DOS dir command or the output of
the UNIX Is command. This value also controls the direction of slashes in paths
sent by the pwd command.

When this value is 1, directory listings will look like MS-DOS listings, and the
path will contain backward slashes (\). If this value is 0, listings will look like
UNIX listings, and the path will contain forward slashes (/).

The following Registry parameters can be set using the options available when
configuring the FTP Server service in the Network Settings dialog box:

AllowAnonymous
AnonymousOnly
AnonymousUsername
ConnectionTimeout
HomeDirectory
MaxConnections

The following Registry parameters can be set using the options available when you
select the FTP Server icon in Control Panel and then choose the Security button;

ReadAccessMask
WriteAccessMask

The ranges of values that can be entered for these parameters in Registry Editor are
the same as those described in the related dialog boxes earlier in this chapter. You
should use only the FTP Server service dialog boxes to set these values.
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Using Performance Monitor with
TCP/IP Services

This chapter describes the performance counters that can be charted in Performance
Mornitor so you can track performance of the IP protocols, FTP Server service
traffic, and WINS servers.

The performance counters are described in the following topics in this chapter:
»  Using Performance Monitor with TCP/IP

= Monitoring TCP/IP performance

» Monitoring FTP Server service traffic

» Monitoring WINS server performance

Important To use the TCP/IP performance counters in Performance Monitor, you
must install the SNMP service, as described in Chapter 2, “Installing and
Configuring Microsoft TCP/IP and SNMP.”
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Using Performance Monitor with TCP/IP

After elements of Microsoft TCP/IP are installed, you can use Performance Moniop
to track performance.

» To use Performance Monitor with TCP/IP

1.

In the Administrative Tools group in Program Manager, double-click
Performance Monitor.

From the Edit menu, choose Add To Chart.

- Add to Chant

Commto [FAAPERRS [ [y
Oblect:  [FTP Server [d  Iretance: [E

Colo [ (o] Scae: [Pefak [ Wish| —— [ swe[ — 1§

Counter Debinition

i Mg remohien iof loagon allernpte thut hirs i Been ivads by tha FTP Selver

. In the Computer list in the Add To Chart dialog box, select the computer you

want t0 monitor.

. In the Object list, select the TCP/IP-related process you want to monitor: FTP

Server, ICMP, IP, Network Interface, TCP, UDP. or WINS Server.

. [n the Counter list, select the counters you want to monitor for each process, and

then choose the Add button.

For information about each counter, choose the Explain bution, or sce the
definition tables later in this chapter.

. When you have selected all the counters you want for a particular chart. chowe

the Done buttoa,

For more information about using Performance Monitor, see Chapter 19,
“*Performance Monitor,” in the Windows NT Server System Guide.
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tonitoring TCP/IP Performance

achonthe dilfaeat elements thar mitke up the TCPAP protocal siie can e
mongored separate v i Performance Montor it SNMP seivices aee iostalled on e
yOMmpuieT.

B loview counters specific fo TCPAP processes
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ICMP performance counter

Meaning

Received Address Mask Reply

Received Destination
Unreachable

Received Echo Reply/Second
Received Echo/Second

Received Parameter Problem

Received Redirect/Second

Received Source Quench
Received Time Exceeded

Received Timestamp
Reply/Second

Received Timestamp/Second
Sent Address Mask

Sent Address Mask Reply
Sent Destination Unreachable

Sent Echo Reply/Second
Seat Echo/Second
Sent Parameter Problem

Sent Redifect/Second

Sent Source Quench

Sent Time Exceeded

Sent Timestamp Reply/Second
Sent Timestamp/Second
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The number of [CMP Address Mask Reply messages
received.

The number of ICMP Destination Unreachable
messages received.

The rate of ICMP Echo Reply messages received.
The rate of ICMP Echo messages received.

The number of ICMP Parameter Problem messages
received,

The rate of ICMP Redirect messages received.

The number of [CMP Source Quench messages
received.

The number of ICMP Time Exceeded messages
received.

The rate of ICMP Timestamp Reply messages received.

The rate of ICMP Timestamp (request) messages
received.

The number of [CMP Address Mask Request messages
senl.

The number of ICMP Address Mask Reply messages
sent,

The number of [CMP Destination Unreachable
Mmessages sent.

The rate of ICMP Echo Reply messages sent.
The rate of ICMP Echo messages sent.

The number of [CMP Parameter Problem messages
sent.

The rate of ICMP Redirect messages sent.

The number of ICMP Source Quench messages sent.
The number of ICMP Time Exceeded messages sent.
The rate of ICMP Timestamp Reply messages seat.
The rate of [CMP Timestamp (request) messages senl.
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IP Performance Counters

The 1P Object Type includes those counters that describe the rates that Internet
Protocol (IP) datagrams are received and sent by a certain computer using the IP
protocol. [t also describes various error counts for the [P protocol.

[P performance counter

Meaping

Datagrams
Forwarded/Second

Datagrams Qutbound
Discarded

Datagrams Qutbound No
Route

Datagrams Received
Address Erors

Datagrams Received
Delivered/Second

Datagrams Received
Discarded

Datagrams Received Header
Ermors

Page 191 of 290

The rate of input datagrams for which this eatity was not
their final [P destination that resulied in an atternpt to (ind
aroute 10 forward them to that final destination. In entities
that do not act as IP Gateways, this rate witl include only
those packets that were Source-Routed via this entity,
when the Source-Roule option processing was successful,

The number of output IP datagrams for which no problems
were encounlered 10 prevent Lheir fransmission to their
destination, but which were discacded (for example, for
lack of buffer space.} This counter would include
datagrams counted ia Datagrams Forwarded if any such
packets met this (discretionary) discard criterion.

The number of IP datagrams discarded because no route
could be found to transmit them to their destination. This
counter includes any packels counted in Datagrams
Forwarded that meet this “no route™ criterion.

The number of input datagrams discarded because the [P
address in their [P header’s destination field was not a
valid address lo be received at this entity. This count
includes invalid addresses (for example, 0.0.0.0) and
addresses of unsupported Classes (for example, Class E).
For entities that are not [P gateways and therefore do not
forward datagrams, this counter includes datagrams
discarded because the destination address was not a local
address.

The rate at which input datagrams are successfully
delivered to [P user protocols (including ICMP).

The number of input 1P datagrams for which no problems
were encountered to prevent their continued processing,
but which were discarded (for example. for lack of buffer
space). This counter does not include any datagrams
discarded while awaiting reassembly.

The number of input datagrams discarded because of
crrors in their IP headers. including bad checksums,
version number mismatch, other format efrors, time-to-live
cxceeded, errors discovered in processing their IP options,
and so On.
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TCPP

IP performance counter

Meaning

Datagrams Received
Unknown Protocol

Datagrams Received/Second

Datagrams Sent/Second

Datagrams/Second

Fragment Re-assembly
Failures

Fragmentation Failures

Fragmented
Datagrams/Second

Fragments Created/Second

Fragments
Re-assembled/Second

Fragments Received/Second
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The number of locally addressed datagrams received
successfully but discarded because of an unknown or
unsupported protocol.

The rate at which IP datagrams are received from the
interfaces, including those in error.

The rate at which IP datagrams are supplied to IP for
transmission by local IP user protocols (including ICMP).
This counter does not include any datagrams counted in
Datagrams Forwarded.

The rate at which IP datagrams are received from or sent
to the interfaces, including those in error. Any forwarded
datagrams are not included in this rate.

The number of failures detected by the IP reassembly
algorithm (for whatever reason: timed out, errors, and so
on). This is not necessarily a count of discarded IP
fragments, because some algorithms (notably RFC 815)
can lose track of the number of fragments by combining
them as they are received.

The number of IP datagrams that have been discarded
because they needed to be fragmented at this cntity but
could not be, for example, because their “Don’t Fragment”
flag was set.

The rate at which datagrams are successfully fragmented
at this entity.

The rate at which IP datagram fragments have been
generated as a result of fragmentation at this entity.

The rate at which IP fragments are successfully
reassembled.

The rate at which IP fragments that need to be
reassembled at this entity are received.

e At
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Network Interface Performance Counters for TCP/IP

The Network Interface Object Type includes those counters that describe the rates
at which bytes and packets are received and sent over a network TCP/IP
connection, I1 lso describes various essor counts for the same connection,

Network Interface counter

Meaning

Byies Received/Second
Bytes Senl/Second
Bytes Totul/Second

Current Bandwidth

Output Queue Length

Packets Oulbound Discarded

Packets Outbound Errors

Packets Received Discarded
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The rate at which bytes are received on the interface,
including framing characters.

The raic al which bytes are sent on the interface. including
[raming characlers.

“The rate at which hytes are sent and received on the
interface, including framing characters.

An estimale of the interface’s current bandwidth in bits
per second (bps). For interfaces that do not vary in
handwidth or for those where no accurale cstimalion can
be made, this value is the nominal bandwidih,

The length of the output packel queue (in packets.) If this
i longer than 2, delays are being experienced and the
hottleneck shoutd he found and eliminated if possible,
Since the requesis are queued by NDIS in this
implementation, this will always be ().

The number of vutbound packets that were chosen to be
discarded even though no emors had been detected to
prevent (heir being 1ransmitted. One possibie reason for
discarding such a packel could be to tree up buffer space.

The number of outbound packets (hat could not be
iransmi(led because of errors,

The number of inbound packets that were chosen (o be
discarded even though no ercors had been detected to
prevenl their being deliverable to a higher-layer protocol.
One possible reason for discarding such a packel could be
to free up buffer space.
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Network Interface counter

Meaning

Packets Received Errors

Packets Received Non-
Unicast/Second

Packets Received
Unicast/Second
Packets Received Unknown

Packets Received/Second
Packets Sent Non-
Unicast/Second

Packets Sent Unicasi/Second

Packets Sent/Second

Packels/Second
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The nurnber of inbound packets that contained errors
preventing them from being deliverable to a higher-laycr
protocol.

The rate at which non-unicast (that is, subnet broadeast i
subnet multicast) packets are delivered 10 a higher-layer
protocol.

The rale at which (subnet) unicast packets are delivered
a higher-fayer protocol.

The nurnber of packets received via the interface that were
discarded because of an unknown or unsupported protecul.

The rate at which packets are received on the network
interface.

The rate at which packets are requested to be transmilted
(0 non-unicast (that is, subnet broadcast or subnet
multicast) addresses by higher-level protocols. The rule
includes the packets that were discarded or not sent.

The rate at which packets are requested to be transmitted
10 Subnel-unicast addresses by higher-tevel protocols. The
rate includes the packets that were discarded or not sent.

The rate at which packets are sent on the network
interface.

The rate at which packets are sent and received on the
nefwork interface.
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TCP Performance Counters

The TCP Object Type includes those counters that describe the rates tha
Transmission Control Protocol (TCP) segments are reecived and sent by a certam
enlity using the TCP protocol. In addition, it describes the number of TCP
connections that are in cach of the possible TCP connection states.

TCP performance counter

Meaning

Connection Failures

Conncctions Active
Connections Estabhished
Connections Passive
Connections Reset
Segments Reecived/Second
Segments
Retransmiited/Sccond

Segmenis SenvSecond

Segments/Second
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The number of times TCP connections have made i1 direcl
transitian lo the CLOSED state from the SYN-SENT state
or the SYN-RCVD state. plus the number of times TCP
connections have made a direct transition to the LISTEN
stlate {rom the SYN-RCVD slate.

The number of times TCP connections have made o direct
wransition (0 the SYN-SENT state from the CLOSED state.

The number of TCP connections tor which the current
state is cither ESTABLISHED or CLOSE-WAIT.

The number of limes TCP connections have made a direet
(ransition 10 (he SYN-RCVD s1ate from the LISTEN state.

The number of times TCP connections have made a direct
transtlion to the CLOSED staie from either the
ESTABLISHED state or the CLOSE-WAIT state.

The rate at which segments are received. including those
received in crror, This counl includes segments received
on currently established connections.

The rale at which segments are retransmiticd. that is.
segments transmitled containing one or more previously
transmitled byles,

The rate at which segmenis are senl, including those on
current conneclions, bul excluding these condaining only
re(ransmitied bytes.

The rale al which TCP segments are sent or received using
the TCP protocol.
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UDP Performance Counters

The UDP Object Type includes those counters that describe the rates that User o
Datagram Protocol (UDP) datagrams are received and sent by a certain entity using ¢8
the UDP protocol. It also describes various error counts for the UDP protocol.

UDP performance counter  Mesning

Datagrams No Port/Second ~ The rate of received UDP datagrams for which there was _
no application at the destination port.

Datagyams Received Errors  The number of received UDP datagrams that could not be
delivered for reasons other than the lack of an application
at the destination porl.

Datagrams Received/Second  The rate at which UDP datagrams are delivered o UDP
USers.

Datagrams Sent/Second The rate at which UDP datagrams are sent frorn the entity,

Datzgrams/Second The rate at which UDP datagrams are sent or received by
the entity.

Monitoring FTP Server Traffic

When you install the FTP Server services, the necessary software is also installed
so that you can monitor and graph various FTP Server statistics using Performance
Monitor. Using Performance Monitor 10 view activity on rermote Windows NT
systems makes FTP Server administration more convenient when you are
adrinistering multiple Windows NT FTP Servers.
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» T'o view counters specific to the FTP Server service

* In the Performance Monitar window, sclect FTP Server in the Object list.

‘The FTP Server performance counlers are cleared cach time vou start and stop the

FVP Server service.

FTP performance counter

Meaning

Bytes Received/Second

Bytes SenySecond

Bytes TotalSeoond

Conncection Atlcmpls
Current Anonymous Users

Current Connectiony

Curr¢ni NonAnonymous
Users

Files Received
Files Sent

Fites Total

Logon Atiempls

Maximam Anonymous
Users

Masimum Conncclions
Maximum NonAnsnvmous
Users

Total Anonvmous Users

Total NonAnonvmous Users
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[ rate at which data bytes are receved by the FTP
Server.

The rare at which data bytes are seat by the FTP Server,

I'he sum o Bytes SeniiSecond and Byles
Recerved/Second, Thes is the wial rate of bvies fransferred
by the £TP Server.

Ihe number of conneetion attempts hat have been made
(o the FTP Scrver.

The number of anonymous users currenlty conngeted t
the FTP Scrver.

The current numbgr of connections (o the FTP Server.

The number of nopandRymous tsers currentlv connecled
lo the FTP Server.

The tota) naniber of tiles recetved by the FTP Server.

The total numbser of files senl by the FTP Server.

The sum of Files Sent and Fides Received. This s the 1l
numbcr of files transterred by the FTP Server,

The number of fogon attempts that have been made (o the
FTP Server.

‘The muximum number of anonymous users
simaltaneowsly connected to the FTP Server.

The magimum number of simoltaneous connectinns 1o (he
TP Server.

The muxsmum Rumber df NONANOAVMOUS USCrs
simolancousty conaected w the FTP Server.

The wtal number of anonymous users that have ever
connccted 10 the FTP Server.

The total number of nonaneny mous users that have cver
connected Lo the FTP Server.



Monitoring WINS Server Performance

When you install a WINS secver and SNMP services, counters are automatically
installed so that you can use Performance Monitor to view WINS Server service

performance.

To view counters specific to the WINS Server service
® [nthe Performance Monitor window, select WINS Server in the Object list.

WINS performance

counter Meaning

Failed Queries/Second The total number of failed queries per second.

Failed Releases/Second The total number of failed releases per second,

Group Conflicts/Second The rate al which group registrations received by the
WINS server resulted in conflicts with records in the
database.

Group Repistrations/Second  ‘The rate at which group registrations are received by the
WINS server.

Group Renewals/Second The rat¢ at which group renewals are received by the
WINS server.

Queries/Second The tolal number of queries per second, which is the rate
at which quenes are received by the WINS server.

Releases/Second The total number of releases per second, which is the
rate at which releases are received by the WINS server.

Successfol Queries/Second ~ The total number of successful queries per sccond.

Successful Releases/Second  The total number of suocessful releases per second.

Total Number of The sum of the Unigue and Group conflicts per second,

Conflicts/Second which i he tolal rate a1 which conflicts were seen by ihe
WINS server.

Total Number of The sum of the Unigue and Group registrations per

Regisirations/Second second. This is the total rate a1 which registrations are
received by the WINS server.

Tatal Number of The sum of the Unique and Group regjsirations per

Renewals/Second second, which is the total rate at which renewals are
received by the WINS server.

Unique Conflicts/Second The rate at which unique registrations and renewals
received by the WINS server resulted in conflicts with
records in the database.

Unique Registrations/Second  The rate at which unique registrations are received by the
WINS server.

Unique Renewals/Second The rate at which unique renewals are received by the

Page 198 of 290

WINS server.
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CHAPTER 9

Internetwork Printing with TCP/IP

Page 200 of 290

Users on any Microsoft networking computer can print to direct-connect TCP/IP
printers or to printess that are physically attached to UNIX computers if at least one
Windows NT computer has Microsoft TCP/IP printing installed.

Microsoft TCP/IP printing conforms with Request for Comment (RFC) 1179.

This chapter describes how 10 create a TCP/IP printer when TCP/IP is instatled on ¢
Windows NT computer and how (o print to a Windows NT print server from a
UNIX computer.

The topics in this chapter include:

v Overview of TCP/IP printing

o Setting up Windows NT for TCP/IP pninting
& Creating a printer for TCP/IP printing

s  Printing to Windows NT from UNIX clients

For complete information about working with printers. see Chapter 6, “Print
Manager,” in the Windows NT System Guide.



