Case3:14-cv-04312-JSC Document9 Filed09/25/14 Pagel of 1

AO 120 (Rev. 08/10)
TO: M ail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
fn Compliance with 35 U.S.C. § 290 and/or 15U.S.C. § | 116 you are hereby advised that a court action has been
filed in the U.S. District Court Northern District of California on the following
] Trademarks or [ Patents. ( [0 the patent action involves 35 US.C. §292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
3:14-cv-04312 9/24/2014 Northern District of California
PLAINTIFF DEFENDANT
Straight Path IP Group, Inc., Cisco Systems, Inc.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,009,469 12/28/1999 Straight Path IP Group, Inc.,
2 6,108,704 8/22/2000 " Straight Path IP Group, Inc.,
3 6,13t1,121 10/10/2000 Straight Path IP Group, Inc.,
4 6,701,365 3/2/2004 Straight Path IP Group, Inc.,
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
O Amendment 3 Answer O Cross Bill {7 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
S
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE
Richard W.Wieking sheila Rash 9/25/2015

Copy 1—Upon initiation of action, mnil this copy to Dircctor  Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this capy to Director  Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 1




Case3:14-cv-04309-NC  Document9 Filed09/25/14 Pagelof 1

AO 120 (Rev. 08/10)
TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 US.C. § 290 andfor 15 US.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Courl Northern District of California on the following
[ Trademarks or [/ Patents.  ( [ the patent action invalves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
3:14-cv-04309 9/24/2014 Northern District of California
PLAINTIFF DEFENDANT
Straight Palh IP Group, Inc. Avaya Inc.

PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,009,469 12/28/1999 Straight Path IP Group, inc,
2 6,108,704 8/22/2000 Straight Path IP Group, Inc,
3 6,131,121 10/10/2000 Straight Path IP Group, Inc.
4 6,701,365 3/2/2004 Stralght Path IP Group, Inc.
5
In the above—entitied case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
) Amendment ] Answer {1 Cross Bill O Other Pleading
PATENT OR DATE OF PATENT i ! . :
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the follosing decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE
RICHARD WIEKING D. MERRY 9/25/14

Copy 1—Unpon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upan filing document adding patent(s), mall this copy to Director  Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 2




Case 6:14-cv-00534 Document 2 Filed 06/04/14 Page 1 of 1 PagelD #: 182

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas, Tyler Division ' on the following
[ Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
6:14-cv-534 6/4/2014 Eastern District of Texas, Tyler Division
PLAINTIFF DEFENDANT

STRAIGHT PATH IP GROUP, INC.

BLACKBERRY LTD. & BLACKBERRY CORP.

TRASE R o, B A DIAMARK HOLDER OF PATENT OR TRADEMARK
1 6,009,469 12/28/1999 STRAIGHT PATH IP GROUP, INC. |
2 6,108,704 8/22/2000 STRAIGHT PATH IP GROUP, Il;lC.
3 6,131,121 10/10/2000 STRAIGHT PATH IP GROUP, INC.
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[J Amendment ] Answer [ Cross Bill [ Other Pleading
TRABEER o, B AR HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 3




AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court ARIZONA, Phoenix Division on the following

[ Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
6/2/2014 ARIZONA, Phoenix Division
PLAINTIFF 6[3 |20 DEFENDANT
All In Wear, Inc. and Romel Bako Dallas Basketball Limited, d/b/a

The Dallas Mavericks

TRADETAe o, pegiuiavran HOLDER OF PATENT OR TRADEMARK
1 2911757 4/15/2003 Romel Bako
2
3
4
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment [ Answer {1 Cross Bill [J Other Pleading

1&3&1\5{2}; o. %?{?&Foiﬁfgg HOLDER OF PATENT OR TRADEMARK
i
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

6/3/2014

Copy 1—Upon initiation of action, mail this copy te Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 4



Trials@uspto.gov Paper 12
Tel: 571-272-7822 . Entered: May 2, 2014

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

SONY CORPORATION
| Petitioner

V.

STRAIGHT PATH IP GROUP, INC.
Patent Owner

Case IPR2014-00229 (Patent 6,131,121)
Case IPR2014-00230 (Patent 6,108,704)
Case IPR2014-00231 (Patent 6,009,469)'

Before BRYAN F. MOORE, MIRIAM L. QUINN, and STACEY G. WHITE,
.Administrative Patent Judges.

WHITE, Administrative Patent Judge.

ORDER
Motion to Terminate
37CFR §42.72

1 This Order addresses scheduling that is identical in the listed cases. We exercise
our discretion to issue a single paper to be filed in each case. The parties are not

. authowseed to-use this style heading for any subsequent papers. S I A

L
\

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 5



Cases IPR2014-00229, -230, -231
Patents 6,131,121, 6,108,704, 6,009,464

On April 28, 2014, the parties filed joint motions to terminate the trial in
each of the instant proceedings under 35 U.S.C. § 317(a).”> Along with the
motions, the parties filed copies of a document they describe as the written
settlement agreement,’ as well as separate joint requests to treat the settlement
agreement as business confidential information under the provisions of 35 U.S.C.
§ 317(b) and 37 C.F.R. § 42.74(c).* As the motions and exhibits in all three
proceedings are substahtially similar, we refer herein to the papérs filed in
IPR2014-00229 for convenience.

The instant proceedings are in the preliminary stage. Patent Owner has filed
preliminary responses in each of the instant proceedings.” The Board, however,
has not determined whether trial will be instituted for any of the requests for inter
partes review. -

Under 35 U.S.C. § 317(a), “[a]n inter partes review instituted under this
chapter shall be terminated with respéct to any petitioner upon the joint request of
the petitioner and patent owner, unless the Office has decided the merits of the
proceeding before the request for termination is filed.” In the motions to ferminate,
the parties state that they have settled their dispute with respect to the patents
ir;volved in the proceedings, and have reached agreement to terminate these
proceedings. Paper 9, 1. Furthermore, the joint motion indicates that the parties

have agreed to dismiss Petitioner and other real parties-in-interest identified by

2 IPR2014-00229, Paper 9; IPR2014-00230, Paper 10, IPR2014-00231, Paper 9.

3 IPR2014-00229, Ex. 1047; IPR2014-00230, Ex. 1047, IPR2014-00231, Ex.
1047.

4 JIPR2014-00229, Paper 10; IPR2014-00230, Paper 11, IPR2014-00231, Papér 10.
5 IPR2014-00229, Paper 7; IPR2014-00230, Paper 8; IPR2014-00231, Paper 7.

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 6



Cases IPR2014-00229, -230, -231

Patents 6,131,121, 6,108,704, 6,009,464

Petitioner as respondents in Certain Point-to-Point Network Cémmunication
Devices and Products Containing Same, Inv. No. 337-TA-892 (U.S.I.T.C.) and
Straight Path IP Group, Inc. v. Sony Corp., No. 1:13-cv-01071-AJT (E.D. Va.).
Paper 9, 1-2. The.parties argue that no other petitioner would remain in the instant
proceedings, and that termination of these proceedings promotes judicial economy
and furthers the policy of the Board. Id. '

The Board generally expects that a proceeding will terminate after the filing
of a settlement agreement. See, e.g., Office Patent Trial Practice Guide, 77 Fed.
Reg. 48,756, 48,768 (Aug. 14, 2012). Upon consideration of the parties’

~arguments and the early stage of these proceedings, we agree with the parties that
terminating the instant proceedings with respect to both Petitioner and Patent
Owner, at this early juncture, promotes efficiency and minimizes unnecessary
costs. The Board is persuaded that, under these circumstances, it is appropriate to
enter judgment® without rendering a final written decision. See 35 U.S.C. § 317(a);
37CFR.§42.72. |

Accordingly, it is: .

ORDERED that the joint motions to terminate these proceedings are
granted, and that these proceedings are hereby terminated as to all parties,
including Petitioner and Patent Owner; .

FURTHER ORDERED that the parties’ joint requests that the settlement
agreemeni (Ex. 1047) be treated as business confidential information, kept separate

from the file of the involved patents, and made available only to Federal

6 A judgment means a final written decision by the Board, or a termination of a
proceeding. 37 CF.R. §42.2.

LG v. Straight Péth, IPR2015-00198 -
Straight Path - Ex. 2025 - Page 7



Cases IPR2014-00229, -230, -231
Patents 6,131,121, 6,108,704, 6,009,464

Government agencies on written request, or to any person on a showing of good

cause under the provisions of 35 U.S.C. § 317(b) and 37 C.F.R. § 42.74(c), are

granted.

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 8



" Cases IPR2014-00229, -230, -231
Patents 6,131,121, 6,108,704, 6,009,464

PETITIONERS:

Michael Rader

Edmund Walsh

Randy Pritzker

WOKF GREENFIELD & SACKS, P.C.
MRader-PTAB@wolfgreenfield.com
EWalsh-PTAB@wolfgreenfield.com
RPritzker-PTAB@wolfgreenfield.com

PATENT-OWNER:

Patrick Lee

Michelle Chatelain

FISCH HOFFMAN SIGLER LLP
patrick.lee@fischllp.com
michelle.chatelain@fischllp.com

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 9



Case 6:13-cv-00604 Document2 Filed 08/23/13 Page 1 of 1 PagelD #: 180

AQ 120 (Rev. 08/10)

Mail Stop 8
Director of the U.S. Patent and Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court

Eastern District of Texas, Tyler Division

on the following

[ Trademarks or

[ Patents. ( [J the patent action involves 35 U.S.C. §292.):

DATE FILED
8/23/2013

DOCKET NO.
6:13-cv-604

U.S. DISTRICT COURT

Eastern District of Texas, Tyler Division

PLAINTIFF
STRAIGHT PATH IP GROUP, INC.

DEFENDANT
BLACKBERRY LTD. & BLACKBERRY CORP.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,009,469 12/28/1999 STRAIGHT PATH IP GROUP, INC.

2 6,108,704 8/22/2000 STRAIGHT PATH IP GROUP, INC.

3 6,131,121 10/10/2000 STRAIGHT PATH iP GROUP, INC.

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[0 Amendment [0 Answer [] Cross Bill [] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 10




Case 6:13-cv-00605 Document2 Filed 08/23/13 Page 1 of 1 PagelD #: 180

AO 120 (Rev. 08/10)

Mail Stop 8
Director of the U.S. Patent and Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court

Eastern District of Texas, Tyler Division

on the following

[J Trademarks or

(¥ Patents. ([ the patent action involves 35 U.S.C. § 292.):

DATE FILED
8/23/2013

DOCKET NO.
6:13-cv-605

U.S. DISTRICT COURT

Eastern District of Texas, Tyler Division

PLAINTIFF
STRAIGHT PATH IP GROUP, INC.

DEFENDANT
HUAWEI INVESTMENT & HOLDING CO., LTD., ET AL

TRADITAER o %’?ﬁ&%ﬁfﬁ; HOLDER OF PATENT OR TRADEMARK
1 6,009,469 12/28/1999 STRAIGHT PATH IP GROUP, iNC.
2 6,108,704 8/22/2000 STRAIGHT PATH IP GROUP, INC.
3 6,131,121 10/10/2000 STRAIGHT PATH IP GROUP, INC.
4
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[ Amendment  [J Answer [ CrossBill [ Other Pleading

TRADET A o, %f?&%ﬁfgg HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 11




Case 6:13-cv-00606 Document2 Filed 08/23/13 Page 1 of 1 PagelD #: 181

AO 120 (Rev. 08/10)

TO:

Mail Stop 8

Director of the U.S. Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court

[[] Trademarks or

Eastern District of Texas, Tyler Division

on the following

[ Patents. ( [ the patent action involves 35 U.S.C. § 292.):

DOCKET NO.
6:13-cv-606

DATE FILED
8/23/2013

U.S. DISTRICT COURT
Eastern District of Texas, Tyler Division

PLAINTIFF

STRAIGHT PATH IP GROUP, INC.

DEFENDANT
SAMSUNG ELECTRONICS CO., LTD., ET AL

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,009,469 12/28/1999 STRAIGHT PATH IP GROUP, INC.

2 6,108,704 8/22/2000 STRAIGHT PATH IP GROUP, INC.

3 6,131,121 10/10/2000 STRAIGHT PATH IP GROUP, INC.

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[J Amendment [J Answer [ Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upen initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 12




Case 6:13-cv-00607 Document2 Filed 08/23/13 Page 1 of 1 PagelD #: 180

AQ 120 (Rev. 08/10)

TO:

Mail Stop 8

Director of the U.S. Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court
[/ Patents.

[J Trademarks or

Eastern District of Texas, Tyler Division

on the following

( [ the patent action involves 35 U.S.C. § 292.):

DOCKET NO.
6:13-cv-607

DATE FILED
8/23/2013

U.S. DISTRICT COURT
Eastern District of Texas, Tyler Division

PLAINTIFF

STRAIGHT PATH IP GROUP, INC.

DEFENDANT
ZTE CORPORATION and ZTE USA, iNC.

TRASET ARG, R A HOLDER OF PATENT OR TRADEMARK
1 6,009,469 12/28/1999 STRAIGHT PATH IP GROUP, INC.
2 6,108,704 8/22/2000 STRAIGHT PATH IP GROUP, INC.
3 6,131,121 10/10/2000 STRAIGHT PATH IP GROUP, INC.
4
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[J Amendment [J Answer [ Cross Bill [] Other Pleading

TRAB B AR, A N HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 13




Case 1:13-cv-00936-LMB-TRJ Document 3 Filed 08/01/13 Page 1 of 1 PagelD# 193

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Virginia on the following
] Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
1:13cv936 8/1/2013 Eastern District of Virginia
PLAINTIFF DEFENDANT
Straight Path IP Group, Inc. Sharp Corp., et al.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,009,468 12/28/1999 NetSpeak Corporation
2 6,108,704 8/22/2000 NetSpeak Corporation
3 6,131,121 10/10/2000 NetSpeak Corporation
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
O Amendment ] Answer [J Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy te Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 14



Case 1:13-cv-00935-GBL-TCB Document 3 Filed 08/02/13 Page 1 of 1 PagelD# 195

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Virginia - Alexandria on the following
D Trademarks or IX Patents . ( D the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
1:13¢v935-GBL/TCB 8/1/2013 Eastern District of Virginia - Alexandria Division
PLAINTIFF DEFENDANT
Straight Path Group, Inc. Panasonic Corporation of North America, et al.
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,009,469 12/28/1999 NetSpeak Corporation

2 6,108,704 8/22/2000 NetSpeak Corporation

3 6,131,121 10/10/2000 NetSpeak Corporation

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
D Amendment Ij Answer D Cross Bill D Other Pleading
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

FERNANDO GALINDO

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 15



Case 1:13-cv-00933-CMH-TRJ Document 3 Filed 08/06/13 Page 1 of 1 PagelD# 195

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Count Eastern District of Virginia on the following
D Trademarks or Patents . ( D the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. BISTRICT COURT
1:13¢v933 8/1/2013 Eastern District of Virginia
PLAINTIFF DEFENDANT
Straight Path [P Group, Inc. LG Electronics, Inc.
LG Electronics U.S.A,, Inc.
LG Electronics MobileComm U.S.A., Inc.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
[ 6,009,469 12/28/1999 Netspeak Corporation
2 6,108,704 8/22/2000 NetSpeak Corporation
3 6,131,121 10/10/2000 NetSpeak Corporation
4
N
In the above—entitled case, the following patent(s)/ trademark(s) have been inctuded:
DATE INCLUDED INCLUDED BY
D Amendment D Answer D Cross Bill D Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
__-j D a
R i | = \
- : I i i ik
(I
; 0| ag-6208 |~
4 N !
crpe- s e o T
ALE COTIORIA VIR
5 e - e e e
In the above—entitled case, the folowing decision has been rendered or judgement issued:
DECISIONAUDGEMENT
CLERK (BY) DEPUTY CLERK DATE
Fernando Galindo 8612013

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail ¢his copy to Director
Copy 2—Upon filing decument adding patent(s), mail this copy to Director  Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 16



Case 3:13-cv-00503-REP Document 3 Filed 08/08/13 Page 1 of 1 PagelD# 194

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Virginia on the following
D Trademarks or E Patents. ( D the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
3:13CV503 8/2/2013 Richmond
PLAINTIFF DEFENDANT
Straight Path IP Group, Inc. Toshiba Corporation
Toshiba America, Inc,
Toshiba America Information Systems, Inc.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,009,469
2 6,108,704
3 6,131,121
4
5
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
D Amendment |:| Answer D Cross Bill I:l Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE
Fernando Galindo Robert L. Walker 8/8/2013

Copy 1—Upon initiation of action, mail this copy
Copy 2—Upon filing document adding patent(s),

to Director
mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
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Case 1:13-cv-00934-TSE-IDD Document 3 Filed 08/02/13 Page 1 of 1 PageiD# 193

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Virginia on the following
[J Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
1:13cv934 8/1/2013 Eastern District of Virginia
PLAINTIFF DEFENDANT

Straight Path P Group, Inc.

Vizio, Inc., et al.

IR B e HOLDE OF EXTENT O TRADEARK
1 6,009,469 12/28/1999 NetSpeak Corporation
2 6,108,704 8/22/0200 NetSpeak Corporation
3 6,131,121 10/10/2000 NetSpeak Corporation
4
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
[0 Amendment ] Answer [ Cross Bill [} Other Pleading
PATENT OR DATE OF PATENT -
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy

LG v. Straight Path, IPR2015-00198
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Case 2:13-cv-00427-AWA-LRL Document 3 Filed 08/02/13 Page 1of 1 PagelD# 196

AO 120 (Rev. 08/10)

Mail Stop 8
Director of the U.S. Patent and Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you arc hereby advised that a court action has been

filed in the U.S. District Court

for the Eastern District of Virginia - Norfolk Division

on the following

J Trademarks or

[ Patents.  ( [ the patent action involves 35 US.C. § 292.):

DATE FILED

DOCKET NO.
8/1/2013

2:13cv427

U.S. DISTRICT COURT

for the Eastern District of Virginia - Norfolk Division

PLAINTIFF
STRAIGHT PATH IP GROUP, INC.

DEFENDANT
SONY CORPORATION, et al

TR IR NO. D O MARK HOLDER OF PATENT OR TRADEMARK
1 6,009,469 12/28/1999 Straight Path IP Group, Inc.
2 6,108,704 8/22/2000 Straight Path IP Group, Inc.
3 6,131,121 10/10/2000 Straight Path IP Group, Inc.
4
5

In the above—entitled casc, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
O Amendment 3 Answer O Cross Bill O Other Pleading

TREII;'!TZIEEATR?(RN o. %A[:.ﬁg\[})l;:ﬁﬁsé 1IOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—cntitled case. the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Fernando Galindo

Brad Newell

8/2/2013

i)

Copy 1—Upon initiation of action, mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director  Copy +—Case file copy

LG v. Straight Path, IPR2015-00198
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Case 2:12-cv-00008-RGD-DEM Document 50 Filed 10/12/12 Page 1 of 1 PagelD# 1311

AQ 120 (Rev. 08/10)

REPORT ON THE

“Iro: Mail Stop 8
: Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Virginia on the following
[1Trademarks or [ Patents. ( [J the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:12cv8 1/4/2012 Eastern District of Virginia
PLAINTIFF DEFENDANT
Innovative Communications Technologies, Inc. ooVoo, LLC

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 6,513,066 12/28/1999 Innovative Communications Technologies, Inc.

2 6,701,365 3/2/12004 Innovative Communications Technologies, Inc.

3 6,009,469 1/28/2003 Innovative Communications Technologies, Inc.

4

5

In the above—entitled casc, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[ Amendment {1 Answer [O Cross Bill [J Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
10/11/2012 Stipulation of Dismissal filed
CLERK (BY) DEPUTY CLERK DATE
Fernando Galindo R. Simmons 10/12/2012

Copy 1—Upon initiation of action, mail this copy te Dircctor

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upen termination of action, mail this copy to Dircctor

Copy 4—Case file copy
LG v. Straight Path, IPR2015-00198
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Case 2:12-cv-00008-AWA-DEM Document 4 Filed 01/11/12 Page 1 of 1 PagelD# 144

AQ 120 (Rev. 08/10) . A < L.
> A v - R N
Mail swp?s REPORT ON THE
TO:  Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 . TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Virginia ~__onthe following
O Trademarksor (A Patents.  ( [ the patent action involves 35 U.S.C, § 292.):
DOCKET NO. DATE EILED U.S. DISTRICT COURT
X j2CV & / /-[ 7,/ /2 for the Eastern District of Virginia (00 <tran byStl Nor 611’%
PLAINTIFF DEFENDANT Y VAl 2 3510
INNOVATIVE COMMUNICATIONS TECHS., INC. O0VvOQ, LLC
PATENT OR DATE OF PATENT N AN (B TR AT A R
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 6,009,469 12/28/1999 INNOVATIVE COMMUNICATIONS TECHNOLOGIES, INC.
2 6,701,365 3/212004 INNOVATIVE COMMUNICATIONS TECHNOLOGIES, INC.
3 6,513,066 1/28/2003 INNOVATIVE COMMUNICATIONS TECHNOLOGIES, INC.
3
5
In the above—-entitled case. the following patent(s) trademark(s) have been included:
DATE INCLUDED - [INCLUDED BY
[0 Amendment J Answer [ Cross Bill [ Other Pleading
TaaRTENT OR o, A O A ARK HOLDER OF PATENT OR TRADEMARK
|
2
3
4
5

In the above—entitled case. the following decision has been rendered or judgement issued:

DECISIONAUDGEMENT

CLERK (BY) DEPUTY CLERK DATE
Fernando Galindo. (R . gfmmd?\s‘ | / i / ez

Copy 1—Upon initintion of uction, mail this copy te Director  Copy J—Uipon termination of action, mail this copy to Dircctor
Copy 2—Lpon filing document adding patent(s), mail this copy to Director  Copy 4—Case file copy
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LY

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

POWER OF ATTORNEY,
CORRESPONDENCE ADDRESS

Hon. ComijSionef of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
Revocation: I hereby revoke all previous powers of attorney given in the
application identified in the attached statement under 37 CFR 3.73(b).

Power of Attorney: I hereby appoint the practitioners associated with customer

number 42624, individually and collectively, as attorney(s) or agent(s) to represent the

undersigned before the United States Patent and Trademark Office (USPTO) in

connection with any and all patent applications assigned only to the undersigned

according to the USPTO assignment records or assignment documents attached to this
form in accordance with 37 CFR 3.73(b).

I authorize Davidson Berquist Jackson & Gowdey, LLP to delete names/numbers of
persons no longer with the Firm and to act and rely on instructions from and communicate
directly with the entity who first sent this case to them and by whom I hereby declare that I have
consented after full disclosure to be represented unless/until I instruct Davidson Berquist Jackson
& Gowdey, LLP in writing to the contrary. :

Correspondence Address: Please recognize or change the correspondence
address for the application identified in the attached statement under 37 CFR 3.73(b) to

the address associated with Customer Number 42624.

Assignee Name and Address:

Net2Phone, Inc.
520 Broad Street, 8" Floor
Newark, New Jersey 07102

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be filed in

each application in which this form is statement under 37 CFR 3.73(b) may be completed by one of the practitioners
appointed in this form if the appgj practitiond) is authorized to act on behalf of the assignee, and must identify the application
is to be filed. )

in which this Power of Atto

: K SIGNATURE of Assignee of Record
The individugf who! e and title is supplied below is authorized to act on behalf of the assignee

Signature Date | 3/[}/01 '

Name ANl 203“ “ Telephone l,’:; 4 gz L 2
Tite |9 Ro2 L

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 22




287213/ ¢ rr/

STATEMENT UNDER 37 CFR 3.73(B)

Applicant / Patent Owner: Net2Phone, Inc. Docket No. 2655-0063
Patent No. 6,009,469 Filed / Issued Date: 12/28/1999
Entitled: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
Assignee: Net2Phone, Inc. A corporation
(Name of assignee) (Type of Assignee: corporation, partnership, university, govemment agency, etc.)

States that it is:
1.[X] the assignee of the entire right, title, and interest; or

2.0 an assignee of less than the entire right, title and interest.
(The extent (by percentage) of its ownership interest is %)

in the patent application / patent identified above by virtue of either:

A. [ An assignment from the inventor(s) of the patent application / patent identified above. The assignment
was recorded in the United States Patent and Trademark Office at Reel , Frame , or for
which a copy thereof is attached.

OR

B. X A chain of title from the inventor(s), of the patent application / patent identified above, to the current assignee
shown below:

1. From: MATTAWAY, Shane D. et al. To: Netspeak Corporation

The document was recorded in the United States Patent and Trademark Office at Reel 008311 Frame 0785, or
for which a copy thereof is attached.

2. From: HUTTON, Gleen W. To: Netspeak Corporation

The document was recorded in the United States Patent and Trademark Office at Reel 008448 Frame 0779, or
for which a copy thereof is attached.

3. From: Netspeak Corporation To: VOIP Technology Holdings, LLC

The document was recorded in the United States Patent and Trademark Office at Reel 016522 Frame 0205, or
for which a copy thereof is attached.

[XI Additional documents in the chain of title are listed on a supplemental sheet.
XJ  Copies of assignments or other documents in the chain of title are attached.

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee
was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[Note: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to
Assignment Division in accordance with 37 CFR Part 3, if the assignment is to be recorded in the records
of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

I/LMQ/V\ 3/13/09

Signature ' Date
Michael R. Casey, Ph.D 703-894-6400
Printed or Typed Name Telephone Number

Attorney, Registration No. 40,294
Title:

LG v. Straight Path, IPR2015-00198
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STATEMENT UNDER 37 CFR 3.73(B)
Continued

From: VOIP Technology Holdings, LLC To: Net2Phone, Inc.

The document was recorded in the United States Patent and Trademark Office at Reel 016945 Frame 0858, or
for which a copy thereof is attached.

From: Netspeak Corporation To: Net2Phone, Inc.

The document was recorded in the United States Patent and Trademark Office at Reel 016945 Frame 0890, or
for which a copy thereof is attached.

From: VOIP Technology Holdings, LLC To: Net2Phone, Inc.

The document was recorded in the United States Patent and Trademark Office at Reel 017105 Frame 0240, or
for which a copy thereof is attached.

LG v. Straight Path, IPR2015-00198
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| UNITED STATES PATENT AND TRADEMARK OFFICE
UNDER SECRETARY OF COMMERCE FOR

INTELLECTUAL PROPERTY AND

DIRECTOR OF THE UNITED STATES PATENT

AND TRADEMARK OFFICE

Alexandria, Virginia 22313

Patent No. (o‘ 00 C/I, Yeh : Paper No.

NOTICE OF EX PARTE REEXAMINATION

Notice is hereby given that a request for ex parte reexamination of U.S. Patent No.

[pf (3G 4% was filedon 2.2 £-04 under 35 U.S.C. 302 and

37 CFR 1.510(a).

The reexamination proceeding has been assigned Control No. 90/ 9 /0 {2 C
A 7

This Notice incorporates by reference into the patent file, all papers entered into the

reexamination file.

Note: This Notice should be entered into the patent file and given a paper number.

LG v. Straight Path, IPR2015-00198
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_ Page 1 of 1
® )

UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT QF COMMERCE
United States Patent and Trademark Qffice
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexarndria, Vigia 22313-1450

www.uspto.gny

| APPLICATION NUMBER | FILING OR 371 (¢) DATE | FRSTNAMEDAPPLICANT |  ATTY.DOCKETNO.TITLE |
08/721,316 09/25/1996 SHANE D. MATTAWAY
CONFIRMATION NO. 2693 ‘
JEFFREY S. GINSBERG, ESQ.
R e karyon AT ATAR TR0 G SR

ONE BROADWAY *0C000000019645740*
NEW YORK, NY 10004 ‘

Date Mailed: 07/18/2006

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 02/24/2006.

e The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

NDAWN PP N

DESHAWN D DURHAM
OIPE (703) 308-9010

OFFICE COPY

LG v. Straight Path, IPR2015-00198
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’ Page 1 of 1
® @

UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark QOffice
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Viiginis 22313-1450

wwwnspto.gov
|  APPLICATION NUMBER | FILING OR 371 (c) DATE |  FmstnamEDAppLicanT | ATTY.DOCKETNOTITLE |
08/721,316 09/25/1996 SHANE D. MATTAWAY 2655-0063

CONFIRMATION NO. 2693

42624 A AR AR

DAVIDSON BERQUIST JACKSON & GOWDEY LLP ! .
4300 WILSON BLVD., 7TH FLOOR ©C000000019645760
ARLINGTON, VA 22203

Date Mailed: 07/18/2006

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 02/24/2006.

The Power of Attorney in thi.s application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

DESHAWN D DURHAM =
OIPE (703) 308-9010

OFFICE COPY

LG v. Straight Path, IPR2015-00198
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. ', DAYIDSON BERQUIST ".;70399&5430 Feb 24 . 19:09 P. 01

RECEIVED
CENTRAL FAX CENTER
FACSIMILE TRANSMISSION FEB 9 4 2006
To: . United States Patent and Trademark Office | COMPLETED

Facsimile No.: (571) 273-8300

From:Davidson Berquist Jackson & Gowdey, LLP
No. of Pages (including this page): 4

IF YOU DO NOT RECEIVE CLEARLY ALL PAGES, PLEASE CONTACT US
IMMEDIATELY BY TELEPHONE AT (703) 894-6400.

USPTO: PLEASE ACKNOWLEDGE CLEAR RECEIPT OF ALL PAGES INDICATED
ABOVE BY FAXING THIS PAGE BACK TO (703) 894-6430 i

In re Patent Application of: Attorney Docket No. 2655{0063
Shane D. Mattaway et al. Group Art Unit: 2757
Patent No. 6,009,469 Confirmation No.: 2693
Issue date: December 28, 1999 Examiner: RAMIREZ, Ellis; B.
Application Serial No. 08/721,316 Date: February 24, 2006 ‘

i

L4

Filing date: September 25, 1996

Title: GRAPHIC USER INTERFACE FOR
INTERNET TELEPHONY
APPLICATION

Name(s) of paper(s) being transmitted: o Transmittal
o General Power of Attorney
e Statement under 37 CFR 3.73(b)

CERTIFICATE OF FACSIMILE TRANSMISSION

b

I hereby certify that this correspondence is being facsimile transmitted to the United States Patent
apd Trademark Office at the above facsimile number on the date shown below.

k3
Name: | Amanda Sandusky | Signature: Qmmanda /! M Date: 92/24/2006
U .

CUSTOMER ER DAVIDSON BERQUIST JACKSON & GOWDE\:, LLP
4300 WILSON BLVD., 7TH FLOOR, ARLINGTON, VA 22203
42624 703.894.6400 (main) » 703.894.6430 (Fax)
z B 5.

PAGE 1/4* RCVD AT 212412006 7:03:03 PM [Easter Standard Time]* SYR:USPTO-EFXRF-5/6 * DNIS:2738300 * CSID:7038946430 * DURATION (min-ss):m 28
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. . DAVIDSON BERQUIST ':70389&6430 Feb 24 ‘ 19:09 P.0D2
, RECEIVED
FAX CENTE

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE FEB 2 4 2006

In re PATENT APPLICATION OF:

Shane D. Mattaway et al. Atty. Dkt. No.:  2655-0063
Patent No.: 6,009,469 Arxt Unit: 2757
Issue Date:  December 28, 1999 Confirmation No. 2693
Appln. No.: 08/721,316 Examiver: RAMIREZ, Ellis B.
Filing Date: September 25, 1996 Date: February 24, 2006
Title: GRAPHIC USER INTERFACE FOR

INTERNET TELEPHONY

APPLICATION

TRANSMITTAL

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
Attached please find the following documents, submitted for filing in connection with the above-
identified application:

IZ} Genperal Power of Attorney ;
XI Statement under 37 C.F.R. § 3.73(b)

Our Deposit Account No.: 501860 Our Order No. (Client-Matter No.): 2655-0063

CHARGE STATEMENT: The Comumissioner is hereby authorized to charge any fee specifically authorized hereafier, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed hereafter, and which

may be required under Rules 16-18 m;_o:_mfﬁgmo_tﬂy) now or hereafter relative to this application and the resulting Official
document under Rule 20, or credit any overpaywment, to our Account/Order Nos. (or Attorncy Docket No.) shown in thc heading hereof for

which purpose a duplicate copy of this paper is anar.hed )

This Charge Statement does not authorize cha;rge of the issue feo untilfunless an issue fee transmittal form is filed.
i Respectfully submitted,

CUSTOMER NUMBER
42624 n Wﬂﬁﬁ

Michael R. Casey, Ph.D.
Registration No. 40,294

Davidson Berquist Jackson & Gowdey LLP

PAGE 2/4* RCVD AT 212412006 7:03:03 PM [Eastem Standard Time]* SVRUSPTO.EFXRF 515 DNIS:2738300* CSID:T038345430° DURATION {mm-ss}:01-28
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d .
'~ DAVIDSON BERQUIST ':7038945430 Feb 24 ‘ 18:09 P.03

PTO/SB/80 (04-05)

Approved for use threugh 11/30/2005, OMB 0651-0035

- 1J.S, Patent and Trademayk Office; U.S, BEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no peraons are required to respond to & collection of information unless it displays a valid OMB controf mumber.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO J

.

1 hereby revoks all previous powers of atiorney inen in the application identified in the attached statement under

37 CFR 3.73(b).
| hereby appoint:
Practitioners associated with the Customer Number. 42624
OR
D Practitionee(s) named balow (if more than ten patant practitionars are to bs named, then a customer numbar must be used):
Name Registration Name Reglstratton
Numbar Number

as attdmeay(s) or agent(s) to represent the undersigned re the Unlted States Patent and Trademark Office (USPTO) In connaction with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or asslgrnment documents
attached ta this form in accordanca with 37 CFR 3.73(b).

Please change the correspendence address for the application identified in the attached statemant under 37 CFR 3.73(b) to:

The address associated with Customer Number: 4262 4 .
OR -
Firm or
Individual Name
Address

Clty - I State Zip

Country
Telephons ] Email

Assignee Name and Address: NEHPHONE,]NC-
520 Broad Street, 8th Floor
Newark, New Jersey 07102

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be
filed in each application In which this form is used. The statement under 37 CFR 3.73(b) may be completed by one of
the practitioners appolnted [n this form if the appointed practitioner ls authorized to act on behalf of the assignes,
and must identify the application In which this Power of Attorney Is to be fllad.

: IGNATURE of Assignoee of Record
The individual /@W supplied below is anthorized to act on behalf of the assignoc
Signature , | paw ‘?4.(}3695'
Name  |Glenp.FWilliams Talephone (973) 438-6066

TWe _iEXecutive Vice President, General Counsel _

Thiz cotlectlon of nformation is requined by 37 CFR 1.31, 1.32 and 1.33. The information & required to obtain or retaln a bensefit by the pubic which 13 to flle (and
by the USPTO to process) an applicaion. Confidentiality 1s govemed by 35 U.5.C. 122 and 37 CFR 1.11 and 1,14, This callaelion bs eatimapad to taKe 3 minias
to complate, nduding gathering, preparing, and submiiing tha complated application form to the USPTO. Time will vary depeading upon the dividug) case.. Any
comments on the amount of fime you require to complete this form andfor suggeations for redicing thia burdsn, should be sent fo the Chic! Information- Officzr,
U.S. Patert and Trdemark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

{f you naed assistance in completing the form, call 1-800-PTO-9199 and sofect gption 2

PAGE 3/4* RCVD AT 212412006 7:03:03 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-5/6 * DNIS:2738300 * CSID:7038946430 DURATION (mm-ss):01-28 \
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i S .
‘., DAVIDSON BERQUIST .:7038948430 Feb 24& 19:09 P. 04

RECEIVED
FAX CENTER
FEB 2 4 2006
STATEMENT UNDER 37 CFR 3.73(b)
Applicant / Patent Owner: Net2Phone, Inc. Attorney Docket No.: 2655-0063
Application No. / Patent No. 6,009,469 Filed / Issue Date; December 28, 1599
Entitled: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
Assignee: Net2Phone, Inc. A Delaware Corporation .
States that it is:

1. X the assignee of the entire right, title, and interest; or

2. [ an assignee of less than the entire right, title and interest. _
The extent (by percentage) of its ownership interest is % in the patent application / patent
identified above by virtue of either: )

A. [0 An assignment from the inventor(s) of the patent application / patent identified above. The assignment
was recorded in the United States Patent and Trademark Office at Reel , Frame _ or for
which a copy thereof is attached.

OR

B. X A chain of title from the inventor(s), of the patent application / patent identified above, to the current
assignee shown below: )

1. From: Shane D. Mattaway. Craig Strickland To: NetSpeak Corporation

The document was recorded in the United States Patent and Trademark Office at Reel 008311 Frame
0785, or for which a copy thereof is attached. ’

2. From: Glenn W. Hufton To: NetSpeak Corporation

The document was recorded in the United States Patent and Trademark Office at Reel 008448 Frame
0778, or for which a copy thereof is attached.

3. From: NetSpeak Corparation To: VolP Technology Holdings, LLC -

The document was recorded in the United States Patent and Trademark Office at Ree! Q16522 Frame
0205, or for which a copy thereof is attached., )

4. From: VolP Technology Holdings, LLC To: Net2Phone. Inc.

The document was recorded in the United States Patent and Trademark Office at Reel 16945 Frame
0858, or for which a copy thereof is attached. -

[0 Copies of assignments or other documents in the chain of title are attached.

The undersigned (whgse title is supplied below) is authorized to act on behalf of the assignee.
By: W ’}7 @/\ Date: February 24, 2008

Michael R. Casey, Ph.D.
Registration No. 40,294

Telephone No.: (703) 894-6406

Title: Attbrney
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TRANSMITTAL LETTER Docket No. N0003/7002 M)
4 e fO (
Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland \5 lé(
Serial No: 08/721,316
Patent No: 6,009,469 -
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
Examiner: E. Ramirez
Art Unit: 2757 i
O\FP& & o 2
| XS EREE
Assistant Commissioner for Patents 5 R O
Washington, D.C. 20231 JMoZ2001 = S T =
= =
Enclosures E
=)
] Affidavit under 37 C.F.R. 1.131 X Request for Certificate of Correction
[]  Assignment Papers [l Request for Corrected Filing Receipt
Ol Change of Correspondence Address []  Copy of Original Filing Receipt
] Extension of Time Request ] Request for Reconsideration
Ul Declaration/Power of Attorney [ Request for Refund
] Fee Transmittal Form O Response to Missing Parts
] Information Disclosure Statement X]  Return Receipt Postcard
[] Invention Disclosure Document [] Sheets Formal Drawing(s)
Il Notice of Appeal [] Small Entity Statement
] Petition and Petition Routing Slip ] Status Letter
] Power of Attorney Form [(] Terminal Disclaimer »
] PTO-1449 Form(s) XI  Other: Certificate of Correction; Copy

of Amendment After Allowance;
Copy of Approval of Amendment

0\6%:}6/2 | After Allowance
AA«_(D Q’—g—-& Date:___ 7 5./27/,,,

/\q ’Bruce D. Jobse, EsA/ Reg. No. 33,518

KUDIRKA & JOBSE/LLP
Customer Number 021 127
. Tel: (617) 367-4600 Fax: (617) 367-4656

AFPPROVED
MAR 2 9 2001 L\» Transmittal Letter — General 1of 1

LG v. Straight Path, IPR2015-00198
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REQUEST FOR CERTIFICATE OF CORRECTION Docket No. N0003/7002
Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
Serial No: 08/721,316
Patent No: 6,009,469
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
Examiner: E. Ramirez
Art Unit: 2757

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)
The undersigned hereby certifies that this document is being placed in the United States mail with first-

class postage attached, addressed to Assistant Commissioner for Patents, Washipgtgn, DC 20231 on
December 29, 2000. \ W ,
. ! /7,2 -
Frances M. Cunningham

Assistant Commissioner for Patents
Washington, D.C. 20231

ATTENTION: Decision and Certificate of Correction
Branch of the Patent Issue Division

REQUEST FOR CERTIFICATE OF CORRECTION OF PATENT
FOR PTO MISTAKE (37 C.F.R. 1.322(a))

Applicant hereby requests the issuance of a Certificate of Correction for the above-referenced
patent, the corrections being shown on the attached Certificate of Correction form. The corrections, as
outlined on the Certificate of Correction, were previously submitted by Applicants with an Amendment After
Allowance mailed July 20, 1999, a copy of which is attached. Such Amendment After Allowance was
entered by the Examiner as indicated by the Office Action, Paper No. 14, dated November 16, 1999, a copy
of which is also attached. Unfortunately, the amendments from the approved and entered Amendment after
Allowance were not present in the above-identified patent at issuance. Since these errors in the text of the
patent is the fault of the PTO, no fees are due for the filing of this request. The Commissioner is hereby
authorized to charge any additional fees to Deposit Account No. 02-3038. Any questions regarding this

matter may be directed to Attorney Bruce D. Jobse at the below-referenced number.

Respectfully submitted,

BeDGg . 12/25 /o0

/Bruce D. Jobse, Reg/No. 33,518
KUDIRKA & JOBSE AP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO :6,009,469
DATED :December 28, 1999

INVENTOR(S) :Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland

It is certified that errors appear in the above-identified patent and that said Letters Patent
are hereby corrected as shown below:

IN THE CLAIMS:

In claim 1, column 41, line 23, after "having a display", please delete "and an audio transducer";
In claim 1, column 41, line 43, after "program code", please delete "means";

In claim 3, column 41, line 60, after "program code", please delete "means";

In claim 4, column 42, line 1, after "program code", please delete "means";

In claim 4, column 42, line 5, after "program code", please delete "means";

In claim 5, column 42, lines 8 and 9, after "having a display", please delete "and an audio
transducer”;

MAILING ADDRESS OF SENDER: KUDIRKA & JOBSE, LLP PATENTNO.  6,009.469

Two Center Plaza
Boston, MA 02108 No. of additional copies

= 10
LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 34
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UNITED STATES DEPARTMENT OF COMMERCE
Patent and Trademark Office

Address : COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231

SERIAL NUMBER | FILING DATE | FIRST NAMED APPLICANT | ATTORNEY DOCKET NO.
NS/, 721 .01 9/ 2896 PATTAWOY o
W0003,/ 2442
r_ o . B ) _l EXAMINER
=117 15171118
FUIREa & JORSE . RAMIREZ . E
MU CENTER FLAZA N S " ART UNIT [ PAPER NUMBER
BOSTON MG 0i o ! L
; * 0 R 27ET /
e 0 4 - -
Q Hﬁ DATE MAILED: STV
i i
: [ S
. %..':—-.4::-:* = e Pl A B
1 /0/99 -
The amendment filed {4 / under Ruie 312 has been considered,

and has been:

1 .‘?Qntered.

2. [] entered as directed to matters of form not affecting the scope of the invention (0.3311).

3. [] disapproved. A report appears below.
ol P&

4. (O entered in part. A report appears below. ‘é
N 02y 2

By Direction of the Commissioner

Report:

PriiARY EXAMINER
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AMENDMENT TRANSMITTAL Docket No. N0003/7002

Applicant: Shane D. Mattaway, et al.
Serial No. 08/721,316

Filed: September 25, 1996

For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION

Examiner: E. Ramirez

Art Unit: 2757

CERTIFICATE OF EXPRESS MAILING

i L445948665US

"Express Mail" mallmg label number :
Date of Deposit: July 20,1999 "

, -Postal Service "Express Mail:Po
- “the date indicated above'i in‘an envelo
-'Box Issue Fee, Washlngt, 1

Assistant Commissioner for Patents
BOX ISSUE FEE
Washington, DC 20231

Transmitted herewith for filing is the following:

Enclosures

X Amendment After Allowance

H Petition fora month Extension of Time
= Return Receipt Postcard

Small Entity

Ol A small entity statement under 37 C.F.R. §1.27 has already been filed.
H A small entity statement under 37 C.F.R. §1.27 is attached

Amendment Transmittal 1 of 2
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Fees
Claims as Filed
Claims Highest | Number of | Rate Additional
Filed Number | Extra Fees Due
Paid for | Claims
Total Claims 18 -20 = 0 X $18.00 = $ 0.00
(37 CFR §1.16(c))
Independent
Claims 3 - 3= 0 X $78.00 = $ 0.00
(37 CFR §1.16(b)) '
Extension Fee $ 0.00
Reduction by 50% for filing by small entity $ 0.00
Total Filing Fee $ 0.00

Payment

] Check in the amount of the total filing fee.

O Charge Account No. 02-3038 in the amount of the total filing fee. A duplicate of this
transmittal sheet is attached.

Authorization to Charge Additional Fees

X The Commissioner is hereby authorized to charge any additional fees under 37 C.F.R.
§1.16 and §1.17 required by the attached RERP gid during the entire pendency of this
application to Account No. 02-3038.

A;D. IS % ate; 7/ 20/ 99

‘Bruce D. Jobse, Esq. Rég. No. 33,518
KUDIRKA & JOBSE, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656

Amendment Transmittal 2 of 2
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AMENDMENT AFTER ALLOWANCE Docket No. N0003/7002
UNDER 37 CFR §1.312(a)

Applicant: Shane D. Mattaway, et al.
Serial No. 08/721,316

Filed: September 25, 1996

For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION

Examiner: E. Ramirez

Art Unit: 2757

CERTIFICATE OF EXPRESS MAILING

:’:"Express Mall" malhng Iabel number EL445948665US

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir: .
Prior to issuance, Applicants request the above identified application be
amended as follows:

In the Claims

1. (Thrice Amended) A computer program product for use with a computer
system having a display [and an audio transducer], the computer system capable
of executing a first process and connecting to other processes and a server
process over a computer network, the computer program product comprising a
computer usable medium having computer readable code means embodied in
the medium comprising:

a. program code for generating a user-interface enablmg control a first

process executing on the computer system;

LG v. Straight Path, IPR2015-00198
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b. program code for determining the currently assigned network
protocol address of the first process upon connection to the
computer network;

C. program code responsive to the currently assigned network
protocol address of the first process, for establishing a
communication connection with the server process and for
forwarding the assigned network protocol address of the first
process and a unique identifier of the first process to the server
process upon establishing a communication connection with the
server process; and

d. program code [means], responsive to user input commands, for
establishing a point-to-point communications with another process
over the computer network.

3. (Thrice Amended) The computer program product of claim 2 wherein the
program code for establishing a point-to-point communication link further
comprise:

d.2 program code for transmitting, from the first process to the server
process, a query as to whether the second process is connected to
the computer network; and

d.3 program code [means] for receiving a network protocol address of
the second process from the server process, when the second
process is connected to the computer network.

4. (Thrice Amended) The computer program product of claim 2 wherein the
program code for establishing a point-to-point communication link further
comprises:
d.2 program code [means] for transmitting an E-mail message
containing a network protocol address from the first process to the
server process over the computer network;

LG v. Straight Path, IPR2015-00198
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d.3  program code [means] for receiving a second network protocol

address from the second process over the computer network.

7. (Twice Amended) In a computer system having a display [and an audio
transducer], the computer system capable of executing a first process and
communicating with other processes and'a server process over a computer
network, a method for establishing point-to-point communications with other
processes comprising:
A. determining the currently assigned network protocol address of the
first process upon connection to the computer network;
B. establishing a communication connection with the server process
once the assigned network protocol of the first process is known;
C. forwarding the assigned network protocol address of the first
process to the server process upon establishing a communication
connection with the server process; and
D. establishing a point-to-point communication with another process
ovér the computer network.

Remarks

This application is currently under Allowance. A Notice of Allowance
dated June 22, 1999 was mailed indicating that claims 1-4 and 7-20 are allowed.
Applicants submit this Amendment to resolve minor informalities in the claim
language.

Applicants have amended claims 1 and 7 to eliminate superfluous
language. Specifically, the phrase "and an audio transducer” provided a basis
for limitations recited in claims 5-6, previously cancelled. This term does not
occur elsewhere in claims 1-4 and should be deleted. A similar change has been
made to claim 7. The phrase "and an audio transducer" does not occur
elsewhere in claims 7-9 and should be deleted. In the previous response mailed
March 3,1999, claims 1-4 were amended to eliminate the term “means” from the

claim language, however, several occurrences were overlooked. Applicant's

LG v. Straight Path, IPR2015-00198
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submit additional amendments to claims 1, 3 and 4 to eliminate the term “means”
from the claim language. These amendments are offered to conform the claims
to 35 U.S.C. §112, 2" paragraph, and are not necessitated or made in response
to any rejection by the Examiner, or, in light of any reference cited by the
Examiner.

No new matter or substantive issues are believed raised by this
amendment. In light of the foregoing amendments and remarks, this application
is now believed in condition for issuance and the Examiner is respectfully
requested to advance this application to issuance. If the Examiner has any
further questions regarding this Amendment, he is invited to call Applicants’
attorney at the number listed below.

The Commissioner is hereby authorized to charge any fees or credits
under 37 C.F.R. §1.16 and 1.17 to our deposit account No. 02-3038.

Respectfully submitted

Zh‘w\-(a g&@«A— Date: Z/ZO/ 2%

Bruce D. Jobse, EJd. Reg. No. 33,518
KUDIRKA & JOBSE, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656
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Straight Path - Ex. 2025 - Page 41



e, I
7
UNITED STATES 'DEPARTMENT OF CDMMERCE
Patent and Trademark Office

Address : COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 202

SERIAL NUMBER | FILING DATE | FIRST NAMED APPLICANT ] ATTORNEY DOCKET HO.

oz/721, 316 U9 /2596 MATTAWNAY

o

M oz1127 LMS1/1116 1 EXAMINER
KURIRKA & JOBSE RAMIKEZ, E
TWO CENTER FLAZA
BOSTON MA 02108 ART UNIT [ PAPER NUMBER
2757 / L7L
DATE MAILED: P1/1679%

The amendment flled7 /D /qq

and has been:

1.‘¢\entered.

2. [1 entered as directed to matters of form not attecting the scope of the invention (0.3311).

under Rule 312 has been considered,

3. [ disapproved. A report appears below.

4. O3 entered in part. A report appears below.

By Direction of the Commissioner

Report:

ke

RiiARY EXAMINER

PLEASE FURNISH YOUR 2IP CODE (N@-wcoBESFiatNREiIth, IPR2015-00198
Fom Frowa g 4 Straight Path - Ex. 2025 - Page 42



¢

O

4N
N, O
LETTERTO OFP@PIQE“DRAFTSPERSON Docket No. N0003/7002
Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
Serial No: 08/721,316
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
Examiner: E. Ramirez
Art Unit: 2757

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL401821480US
Date of Deposit: October 22, 1999 :

| hereby certify that the following Correspondence is being deposited with the United States Postal
Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on the date
indicated above in an envelope addressed Assistant Commissioner for Patents, Box issue Fee,

Washington, D.C. 20231. ; %

J . Mellen
Assistant Commissioner for Patents
Box Issue Fee
Washington, DC 20231
1. Upon approval of the Examiner in charge of the above-identified application, please

substitute the enclosed drawing sheets containing formal versions of Figures 5-7, 9, 15A
and 15B for the corresponding drawing sheets currently in the application.

2, The Commissioner is hereby authorized to charge any other fees under 37 CFR §1.16
and §1.17 that may be required , or credit any overpayment, to our Deposit Account No.
02-3038.

Respectfully submitted,

0. %’ém— Date: /é/zf/77

Bruce D. Jobse, Esd. /Reg. No. 33,518 4
KUDIRKA & JOBSEM_LP

Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656
e (617) 3074600 Fax: (017) RECEIVED
0CT 26 1993
Publishing Division
10

heter QAR RIRMEREEI8-H61ds
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TRANSMITTAL LETTER

Docket No. NO00O3/7002

Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
Serial No: 08/721,316
+Riled: September 25, 1996
r GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
o APPLICATION
xaminer: E. Ramirez
Art Unit: 2757

Assistant Commissioner for Patents
Washington, D.C. 20231

Enclosures

Affidavit under 37 C.F.R. 1.131
Assignment Papers

Change of Correspondence Address
Extension of Time Request
Declaration/Power of Attorney
Fee Transmittal Form
Information Disclosure Statement
Invention Disclosure Document
Notice of Appeal

Petition and Petition Routing Slip
Power of Attorney Form
PTO-1449 Form(s)

DO00000O0OoOxROOO

5D

XOOOXOOOOOOO

Request for Certified Copies
Request for Corrected Filing Receipt
Copy of Original Filing Receipt
Request for Reconsideration
Request for Refund

Response to Missing Parts
Return Receipt Postcard

5 Sheets Formal Drawing(s)
Small Entity Statement

Status Letter

Terminal Disclaimer

Other: Letter to Official Draftsperson;
and Check for $110.00

Bruce D. Jobse,[Fsq. Reg. No. 33,518
KUDIRKA & JOBSE, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656

Date: /'0/277/77

RECEIVED

OCT 26 1999

Publishing Division

10

Transmittal Letter — General 1of 1
LG v. Straight Path, IPR2015-00198

Straight Path - Ex. 2025 - Page 44



46

48 —
&

36

ROGER
91.103.001.027 :
0343

0 IN USE

L (2] 3] [ue
4] 8] (6] [ 29
171 (8] o] 38~
\*1 C1ej [ C2¢| | C3e)
sPD| (MSG] | DIR
|RCL| [END| |SND/
| FWD |{MUT| [HLD |«
[LOG| |CFG] |USR]

40

— 38

42

— 50

ITC 55
[
voL (] n\
MIC (] T
WAV ] n
D)
R_52
FIG. 5

48

36"—-

SHANE | 38
195.201.00. 137
L1 0024
IDLE _

[ (2] (3] (e
(2] (5] (6] (oo

7] 18] 9] [ L3
Cie] [C2d | csj\
[sPD] [MsG| [DIR] }/

|RCL| [END] [sSND]#

NG
N

- 44
{FWD|{MuUT] [HLD
<
— 50
X ITC g)
FIG. 6

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 45



START THE POINT-TO-POINT
INTERNET PROTOCOLS

54

!

56
INITIATE PRIMARY INTERNET
PROTOCOL

J

58

IS THE CONNECTION SERVER IN A
RESPONSIVE CONDITION?

60 ' 62
\ YESl , l NO
PERFORM PRIMARY INITIATE SECONDARY
INTERNET PROTOCOL INTERNT PROTOCOL
64

START THE PRIMARY
POINT-TO-POINT INTERNET
PROTOCOL

l 66

TIMESTAMP AND STORE E-MAIL
ADRESSES AND IP ADRESSES OF

LOGGED-IN UNITS IN A DATABASE

WHETHER A SPECIFIED SECOND

RECEIVE QUERY FROM FIRST UNIT 68
UNIT 1S LOGGED-IN

y

70
RETRIEVE IP ADDRESS FROM
DATABASE IF THE SECOND UNIT IS

LOGGED-IN

v

FIRST UNIT TO ESTABLISH POINT-
TO-POINT CONNECTION

72
SEND RETRIEVED 1P ADRESS TO }f

FIG. 8

5/27

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 46



[
s

: 74
START THE SECONDARY L/> ‘
POINT-TO POINT INTERNET PROTOCOL

|

GENERATE AN E-MAIL SIGNAL, 76

INCLUDING A SESSION NUMBER AND A f

FIRST IP ADRESS CORRESPONDING TO A
FIRST PROCESSING UNIT

l 78

TRANSMIT THE E-MAIL SIGNAL AS A
<CONNECTREQUEST> SIGNAL
TO THE INTERNET

l 80

DELIVER THE E-MAIL SIGNAL THROUGH
THE INTERNET USING A MAIL SERVER TO
" A SECOND PROCESSING UNIT

l" 82

EXTRACT THE SESSION NUMBER AND
| THE FIRST IP ADRESS FROM THE E-MAIL
SIGNAL

SEND THE SESSION NUMBER AND A 84
SECOND IP ADRESS CORRESPONDING /—
TO THE SECOND PROCESSING UNIT TO

THE FIRST PROCESSING UNIT THROUGH
THE INTERNET

v

— 86
VERIFY THE SESSION NUMBER }/7

RECEIVED FROM THE SECOND
PROCESSING UNIT

v

ESTABLISH A POINT-TO-POINT INTERNET 88
COMMUNICATION LINK BETWEEN THE f
FIRST AND SECOND PROCESSING UNITS

USING THE FIRST AND SECOND IP
FIG. 9 ADDRESSES

6/27
LG v. Straight Path, IPR2015-00198

Straight Path - Ex. 2025 - Page 47



13/27
15168 1516D :
15164 / ) 1516C / 1516E 1500
02223335 _-1516F
NGINE DATABASE
A
/1512 \ 516 CIENE! i
CONNECTION "| patasase
INFORMATION
SERVER ormMATI »  SERVER
- \ ™~ 1514
! ~ \ 1508 ! \ 1510
NETWORK INTERFACE CARD
\ 1520 l
1532 FIREWALL SERVER }— 1522
1
ROUTER 1524
I
CSumsy 1526
INTERNET ) U

Figure 15A

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 48



14/27
r— " T T T T T T ———— B
| |
| 1516A 1516B 1516C 1516D 1516E |
| 2 / / / | 1500
| ¥
| |
| |
| I
| |
| A
| |
| |
| |
DATABASE
! DATABASE 1516F | “SeaRcH I
: ENGINE :
| ” |
, /1512 \1s16 1518\ '] |
| I
I | cONNECTION DATABASE I
, ‘ INFORMATION |
! SERVER SERVER SERVER !
I - - ™ 1514 I
| S, e B i e T —_—— -
<l ' 4 ) -
\ 1520 ' 1522
FIREWALL SERVER }—
1
1532 ROUTER |_~1524
‘ 1530
< CSU/DSU |- 1526
1536
INTERNET ISP
1538 1538

Figure 15B

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 49



®

UNDER 37 CFR §1.136(a) Docket No. NO003/7002
Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland
Serial No: 08/721,316
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
Examiner: E. Ramirez
Art Unit: 2757

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL401821480US
Date of Deposit: October 22, 1999

| hereby certify that the following Correspondence is being deposited with the United States Postal
Service "Express Mail Post Office to Addressee” service pursuant to 37 C.F.R. §1.10 on the date
indicated above in an envelope addressed Assistant Commissioner for Patents, Box Issue Fee,

Washington, D.C. 20231. % %
Zﬁ Mellen

Assistant Commissioner for Patents
Box Issue Fee
Washington, D.C. 20231

This is a request under the provisions of 37 C.F.R. §1.136(a) to extend the period for filing
a response in the above-identified application up to, and including, October 22, 1999.

Small Entity
O A small entity statement under 37 C.F.R. §1.27 has already been filed.
O A small entity statement under 37 C.F.R. §1.27 is attached

Extension
The requested extension and the appropriate fee are as follows:
X One month (37 C.F.R. §1.17(a)(1)) $110.00

[0  Two months (37 C.F.R. §1.17(a)(2))
[0  Three months (37 C.F.R. §1.17(a)(3))
Ol Four months (37 C.F.R. §1.17(a)(4))
[]  Five months (37 C.F.R. §1.17(a)(5))
Reduction by one-half for request by small entity

Total Fee:  $110.00
Payment

X A check in the amount of the extension fee is enclosed.
B The extension fee is included in a fee payment made in connection with papers
accompanying this petition.

Petition For Extension of Time 1 of 2

LG v. Straight Path, IPR2015-00198
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O Charge the extension fee to deposit account no. 02-3038. A duplicate of this sheet is
attached.
X The Commissioner is hereby authorized to charge any other fees under 37 C.F.R. §1.16

and §1.17 that may be required, or credit any overpayment, to deposit account no.
02-3038.

AA«(D Qeém__— Date:___7 0/2 2/55

ABruce D. Jobse, Efql Reg. No. 33,518
KUDIRKA & JOBSE, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656

Petition For Extension of Time 2 of 2
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mmwh FOR EXTENSION OF TIME
UNDER 37 CFR §1.136(a)

Docket No. N0O003/7002

Applicant: Shane D. Mattaway, Glenn W. Hutton and Craig B. Strickland

Serial No: 08/721,316

Filed: September 25, 1996

For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION

Examiner: E. Ramirez

Art Unit: 2757

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL401821480US
Date of Deposit: October 22, 1999

| hereby certify that the following Correspondence is being deposited with the United States Postal
Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on the date
indicated above in an envelope addressed Assistant Commissioner for Patents, Box Issue Fee,

Washington, D.C. 20231.

Con A el dus

ﬂ: Mellen

Assistant Commissioner for Patents
Box Issue Fee
Washington, D.C. 20231

This is a request under the provisions of 37 C.F.R. §1.136(a) to extend the period for filing
a response in the above-identified application up to, and including, October 22, 1999.

Small Entity

] A small entity statement under 37 C.F.R. §1.27 has already been filed.
[] A smallentity statement under 37 C.F.R. §1.27 is attached

Extension

The requested extension and the appropriate fee are as follows:

Two months (37 C.F.R. §1.17(a)(2))

Three months (37 C.F.R. §1.17(a)(3))

Four months (37 C.F.R. §1.17(a)(4))

Five months (37 C.F.R. §1.17(a)(5))

Reduction by one-half for request by small entity

OOO0OX

One month (37 C.F.R. §1.17(a)(1)) $110.00

Total Fee: $110.00

Payment
X A check in the amount of the extension fee is enclosed.

H The extension fee is included in a fee payment made in connection with papers

accompanying this petition.

Petition For Extension of Time 1 of 2
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O Charge the extension fee to deposit account no. 02-3038. A duplicate of this sheet is
attached.

X The Commissioner is hereby authorized to charge any other fees under 37 C.F.R. §1.16
and §1.17 that may be required, or credit any overpayment, to deposit account no.
02-3038.

A D0y e 20/22/53

Bruce D. Jobse, Esq. Reg. No. 33,518
KUDIRKA & JOBS¥, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656

Petition For Extension of Time 2 of 2
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s : - | UNITED STAY :DEPARTMENT OF COMMERCE

o \ / Patent and T. _amark Office :
. Pixres o

Address: COMMISSIONER OF PATENTS AND TRADEMARKS .
Washington, D.C. 20231

| aprucanon msen ] FILING DATE | FIRST NAMED APPLICANT | ATTORNEY DOCKET NO ]

0&8/721, 316 0%/25/9¢6 MATTAWAY S

p21127 LM51/1019 L E"‘“"":E“ J :

KUDIRKA % JOBSE RAMIREZ , :

TWD CENTER FLAZA ) [ ART UNIT | __Papernumsen ] .
S 121 05 .

BOSTON MA 02140 p— ’ 2 :

DATE MAILED: 10/19/9%

Thisis 5 from the in charge of your application. : !
COMMISSIONER OF PATENTS AND TRADEMARKS H

SV« Nomice oF aLLowasiLITY

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. Hf not included herswith (or
previously mailed), a Notice of Allowance and issue Fee Due or other appropriate communication will be mailed in due course.

%This icati is‘ ponsi! o 4he gu “U\ Ug }nn\.,\.-‘o I\me\u\lflu\ VN 8,2({/1‘(
0O The an d claim(s) is/are O v J . :
{J The drawings filed on are

d Acknowledgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).
03 an O some* [ None  of the CERTIFIED copies of the priority documents have been
O received.

O received in Application No. (Series Code/Serial Number)

a ived in this national stage lication from the International Bureau (PCT Rule 17.2(a)).
*Certified copies not received: . . !

] Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(s).

A SHORTENED STATUTORY PERIOD FOR REPLY to comply with the requirements noted below is set to EXPIRE THREE MONTHS ok
FROM THE “DATE MAILED" of this Office action. Failure to timely comply will resutt in ABANDONMENT of this application. Extensions of |
tims may be obtained under the provisions of 37 CFR 1.136(a).

{7 Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-
declaration is deficlent. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

Applicant MUST submit NEW FORMAL DRAWINGS :

152, which discloses that the cath or |

because the originally filed drawings were declared by applicant to be informat. i

inctuding changes required by the Notice of Draftperson's Patent Drawing Review, PTO-948, attached hereto or to Paper No. 1_2_

O including changes required by the proposed drawing correction filed on which has been approved
by the examiner,

) b
[ inctuding changes required by the attached E rs A /C ’

Identitying Indicla such as the application number (see 37 CFR 1.84(c)) should be written on the reverse side of the drawings.
The drawings should be filed as a ssparate paper with a transmittal (etter sddressed to the Official Draftperson.

3 Note the hed Examiner's regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any reply to this'notice should inciude, in the upper right hand comer, the APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER). It
applicant has received a Notice of Allowancs and Issue Fee Dus, the ISSUE BATCH NUMBER and DATE of the NOTICE OF
ALLOWANCE should also be included.

Attachment(s) ;
[3 Notice of References Cited, PTO-892 AN

~

[ tntormation Disclosure Statement(s), PTO-1449, Paper No(s).
)(Noﬁee of Dratsperson's Patent Drawing Review, PTO-348

[ Notice of informal Patent Application, PTO-152

O interview Summary, PTO-413

0O examiners A

O examiners ¢ 1t Regarding Req 1t for Deposit of Biological Material FQJ‘Z/ ’
O Examiners St of R for Al ' I‘E § ; .

| MEXY .
T LG v. Straighiia bR 2015-00198
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Form PTO 948 (Rev. 8-98) U.S. DEPARTMENT OF COMMERCE - Patent and Trad Office  App
ey NOTICE OF DRAFTSPERSON'S P
“* " PATENT DRAWING REVIEW

: 8(Z!!!99 L S I
The drawing(s) filed (insert datc), re:

A._CJ_spproved by the Draftsperson under 37 CFR 1.84 or 1.152.

B. objected to by the Draftsperson under 37 CFR 1.84 or 1.152 for the reasons indicated below. The Examiner will require
sabmission.of new, Corrected drawings when neeessary Comclcd drawing- @usi be i ing to the iny

on the back of this notice.
ads « o'

[N it [ R Pt [ZER IR e N )
1. DRAWINGS. 37 CFR'L84(a}: Acéeptibic. fies of drawings: 7 ' * ARRANGEMENT OF VIEWS. 37 CFR 1.84(7) o
Black ik Color. F S e LT I\Mndsdonouppuronlhonm lefi-to-right fashion '
R Color drawings are not acceptable um:l pr.mm yamed. Gt o when page is either upright ot turned so that the top,
Fig(s) . bécomes the nghl side, cxcepx for g gnpks Flg(s)
22 Pencil and nop dlack lnknotpcmmwd Fig(s) - . e ' W 9. SCALE 37CFR1.84(k) ko

2. PHO’I’OGRAPHS 37CFR 1.84 (b)

. Scale not large enough to show mechamsm  Without
I full-tone sel is required. Fig(s)

crowding when drawing is reduced in size to two-thirds in

perly (must use brystol board or reproduction.
phomgnphnc double-weight paper). Fig(s) Fig(s)
. Foor quality (half-tone). Fig(s) 10. CHARACTER OF LINES, NUMBERS & LEITERS
3 TYPE OF PAPER. 37 CFR 1.84(¢) 37 CFR 1.84(i)
.- Paper oot fiexible, sirong, whu:. and durable. {1t L B ___Lines aumbers & letters not omdformly thick and well-
, Fig(s) ., o I deﬁned, Clean, dumable, lnd black (poor, Ime qualuy) .
Erlsures, 1 nvu\vmmgs, ity , e .

Fig) "
1.'SHADING. 37.CFR 1.84(in)  "-°
Salid black areas pale, Fig(s)
Solid black shldmg no( permitted. Flg(s)
o Shade linés; ‘pele, fough and blurred. -Fig(s) - :

gED folds, copy miachine marks not scoepted. an(;) <
——=Mylar, velum paper is not acceptable (too lhm).
Figl) ___

4. SIZE OF PAPER. 37 CFR 1.84(f): Acceptable sizes: S s
—__ 210 cmby 29.7 cm (DIN size Ad) 12, NUMBERS LETTERS, & REFERENCE CHARACI'ERS
2|6cmhy27°cm(81axllmches) . o 37CFR1.84(p) .
__ All drawing sheets not the same size. - i - o : vl rNumbers and réference characters ot plain and legible.,
Sheet(s) Fig(s)
____ Drawings sheets not an P size. Fig(s) . Figure legends are poor. Fig(s)

5. MARGINS 37 CFR 1 84(3) Acceptable maryns —_ Numbers end reference characters not oriented in the

' Vo FRCT—,

. ovir

- Ler vy R [P M :- same’ direction as the.view. 37 CFR 184(pX1)
Top25cm Len z_sun Right 1.5 cm Bottom 1.0cm Fig(s)
SIZE: AdSize Enghshllphnbel ot used. 37CFRI84ﬂp)(’)
T6p 2.5 cm Left 25 em: Right 1.5 ém’ Bcl\oml(lcrn gs 2 T T4 oo EY

.32 an (l/ﬂ inch) i m hclghl 37 CFR LBd(p)(J)

< -Fig(s) RN i

13. LEAD LINES. 37 CFR |.84(q)
e Lead lines cross each other.  Fig(s)
—— Lead lines missing. Fig(s)

14. NUMBERING OF SHEETS OF DRAWINGS. 37 CFR 1. B4()

ALYt <

p.t . SIZERB1ZXIL . 5 6‘A )6@ - Tetiers and ref st be at least
ergis not lwepuble Flg(s) r) l l ]

Rxgm (R)
6. VIEWS. 37 CFR 1.84(h)
REMINDER: Specification may require revision to
correspond to drawing changes.
Pantial views. 37 CFR 1.84(h)(2)

Botlum (B)

. Sheets oot by y, and in Arabic
— Brackets aceded to show figure as one entity, beginning with number 1. Sheet(s)
Fig(s) 15. NUMBERING OF VIEWS. 37 CFR 1.84(u)
— Views not labeled separately or properly. —— Views not y. and in Arabic
Fig(s) bcgmmng with number 1. Fig(l)
—— Enlarged view not labeled separetely or properly. 16. CORRECTIONS. 37 CFR 1.84(w)
Fig(s)

—— Corvections not made from prior PTO-948
dated
17. DESIGN DRAWINGS. 37 CFR 1.152
—— Surface shading shown not appropriate. Fig(s)
___ Solid black shading ndt used for color contrast.

7. SECTIONAL VIEWS, 37 CFR 1.84 (hX3)
. Hanching not indicated for sectional porions of an object.
Fig(s)
—— Sectional designation should be noted with Arabic or
Roman numbers. Fig(s)

Fig(s)
COMMENTS
\\
REVIEWER QR D DATE QT'ELEPHONE NO.

ATTACHMENT TO PAPER NO. I 2
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KUDIRKA & JOBSE, LLP
Two Center Plaza
Boston MA 02108
Tel: (617) 367-4600
Fax: (617) 367-4656

FACSIMILE COVER SHEET

. Number of pages being transmitted (including cover sheet): 2
Date: August 31, 1999 Time: 1:19 PM
TO: Name: Ms. Terry Dyson
Company: United States Patent & Trademark Office
Facsimile No: (703) 308-6642
Telephone No:
FROM: Name: Bruce D. Jobse, Esq.
RE: Our File Number: N0003/7002
Your File Number:
Originals By: [ ] First Class Mail [_] Overnight [] Air Mail [X] Not Sent

Comments or Instructions

This transmission contains confidential information intended for use only by the above-named
recipient. Reading, discussion, distribution, or copying of this message is strictly prohibited
by anyone other than the named recipient, or his or her employees or agents. If you have
received this fax in error, please immediately notify us by telephone (collect), and return the
original message to us at the above address via the U.S. Postal Service.

IF YOU DID NOT RECEIVE ALL OF THE PAGES OF THIS TRANSMISSION

OR IF ANY OF THE PAGES ARE ILLEGIBLE, PLEASE CALL
IMMEDIATELY AT (617) 367-46Q6 v. Straight Path, IPR2015-00198
. Straight Path - Ex. 2025 - Page 56
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KUDIRKA & JOBSE, LLP
Two CENTER PLAZA
BOSTON, MASSACHUSETTS 02108
Tel.: (617) 367-4600

PAaUL E. KUDIRKA SPECIALIZING IN

BRucCE D. JoBse INTELLECTUAL PROPERTY Law

Pritip L. CONRAD

VINCENT J. BroOIO* . FaX: (617) 3674656
E-MAIL: K-IPAT.COM

OF COUNSEL

GaRY E. ROSS ‘Nmmmmmm

August 31, 1999
VIA FACSIIMLE

Ms. Terry Dyson |
United States Patent & Trademark Office
Washington, DC 20231

Re: U.S. Patent Application Serial No. 08/721,316
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
Our File No.: N0003/7002
Dear Ms. Dyson,
This is to confirm our telephone conversation today that the letters “X” as found on page
4, lines 15-16 and page 15, lines 10-12 of United States Patent Appln. Serial No. 08/721,316 do

not require further modification before the application advances to printing and issuance.

Do not hesitate to contact me or have the Examiner contact me if there are any
further questions regarding this matter.

Cordially yours,

KUDIRKA & JOBSE, LLP

Bruce D. Jobse, gsq

Attormey of Record for Applicants

BDI:fme

LG v. Straight Path, IPR2015-00198
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TRANSMITTAL DE‘F’!E?Q Docket No. N0003/7002
Applicant: Shane D. Mattaway, et al.
Serial No.  08/721,316
Filed: September 25, 1996 RECENED
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHQNY
APPLICATION AURD T 199

Examiner: E. Ramirez s
Art Unit: 2757 Publishing Division

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL401821635US

Date of Deposit: August 24, 1999

I hereby certify that the following Correspondence is being- deposited with the United States
Postal Service "Express Mail Post Office to Addressee” service pursuant to 37 C.F.R. §1.10 on
the date indicated above in an envelope addressed to‘Commissioner of Paten s\and Trademarks,

Box Issue Fee, Washington, D.C. 20231.

'ranuom,

NG

Frances M. Cunningham

Assistant Commissioner for Patents
Box Issue Fee
Washington, D.C. 20231

Enclosures

Affidavit under 37 C.F.R. 1.131
Assignment Papers :
Change of Correspondence Address
Extension of Time Request
Declaration/Power of Attorney
Fee Transmittal Form
Information Disclosure Statement
Invention Disclosure Document
Notice of Appeal

Petition and Petition Routing Slip

gooogoogoooon

Power of Attorney Form

praRny-Y.

ROOOXXOOOOO

PTO-1449 Form(s)

Request for Certified Copies
Request for Reconsideration
Request for Refund
Response to Missing Parts
Return Receipt Postcard

27 Sheets Formal Drawing(;

.Small Entity Statement

Status Letter
Terminal Disclaimer
Letter to Official Draftsperson

%,

“Bruce D. Jobse, Esq.{,Reg. No. 33,518
KUDIRKA & JOBSE, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

Transmittal Letter — General 1 of 1

LG v. Straight Path, IPR2015-00198 ’
Straight Path - Ex. 2025 - Page 58 /j
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LETTER TO OFFICIAL SPERSON | Docket No. N0003/7002

Applicant:  Shane D. Mattaway, et al.

SerialNo  08/721,316

Filed: September 25, 1996

For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY APPLICATION
Examiner. E. Ramirez

Art Unit: 2757

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL401821635US
Date of Deposit: August 24, 1999

I hereby certify that the following Correspondence is being deposited with the United States
Postal Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on
the date indicated above in an envelope addressed to Commissioner of Paten \nd Trademarks,

Box Issue Fee, Washington, D.C. 20231. /{g /m .
Tnp . ru/u@am,
8]

Frances M. Cunningham

Assistant Commissioner for Patents
BOX ISSUE FEE
Washington, DC 20231

1. Upon approval of the Examiner in charge of the above-identified application, please
substitute the enclosed drawing sheets containing formal versions of Figures 1-20D for
the corresponding drawing sheets currently in the application.

2. The Commissioner is hereby authorized to charge any other fees under 37 CFR §1.16
and §1.17 that may be required, or credit any overpayment, to our Deposit Account No.
02-3038.

Respectfully submitted,

4“'«'9 %’é“"" Date: 5;/22/7 7

“Bruce D. Jobse, Egd. Reg. No. 33,518
KUDIRKA & JOBSE, LLP
Customer Number 021127
Tel: (617) 367-4600 Fax: (617) 367-4656

Letter to Official Draftsperson 1 of 1
LG v. Straight Path, IPR2015-00198

Straight Path - Ex. 2025 - Page 59
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START THE POINT—TC-POINT
INTERNET PROTOCOLS

l 56
INITIATE PRIMARY INTERNET
PROTOCOL

I "

IS THE CONNECTION SERVER IN A
RESPONSIVE CONDITION?

60 62
\‘ YESl l NO

PERFORM PRIMARY | INITIATE SECONDARY
INTERNET PROTOCOL - | INTERNT PROTOCOL
- - - 64

START THE PRIMARY
POINT-TO-POINT INTERNET
PROTOCOL

| y cs
TIMESTAMP AND STORE E-MAIL
ADRESSES AND IP ADRESSES OF

LOGGED-IN UNITS IN A DATABASE

y

RECEIVE QUERY FROM FIRST UNIT |/ 68
WHETHER A SPECIFIED SECOND
UNIT IS LOGGED-IN
y 70

RETRIEVE IP ADDRESS FROM

DATABASE IF THE SECOND UNIT IS
LOGGED-IN

l 72

SEND RETRIEVED IP ADRESS TO
FIRST UNIT TO ESTABLISH POINT-
TO-POINT CONNECTION

FIG. 8

5/27
Straight Path - Ex. 2025 - Page 64 ~
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| 74
START THE SECONDARY L/
POINT-TO POINT INTERNET PROTOCOL

'

GENERATE AN E-MAIL SIGNAL, 76

INCLUDING A SESSION NUMBER AND A f

FIRST IP ADRESS CORRESPONDING TO A
FIRST PROCESSING UNIT

l 78

TRANSMIT THE E-MAIL SIGNAL AS A
<CONNECTREQUEST> SIGNAL .
TO THE INTERNET

¢ 80’

DELIVER THE E-MAIL SIGNAL THROUGH
THE INTERNET USING A MAIL SERVER TO
A SECOND PROCESSING UNIT

! .
EXTRACT THE SESSION NUMBER AND -
THE FIRST IP ADRESS FROM THE E-MAIL
SIGNAL »
SEND THE SESSION NUMBER AND A 84
SECOND IP ADRESS CORRESPONDING f
TO THE SECOND PROCESSING UNIT TO '

THE FIRST PROCESSING UNIT THROUGH
: THE INTERNET

|

. _ 86

VERIFY THE SESSION NUMBER L/

RECEIVED FROM THE SECOND
PROCESSING UNIT

'

ESTABLISH A POINT-TO-POINT INTERNET 88
COMMUNICATION LINK BETWEEN THE /—
FIRST AND SECOND PROCESSING UNITS
FIG. 9 ' USING THE FIRST AND SECOND IP
ADDRESSES
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t Commissioner for Patents

Washington, D.C. 20231

MAILING INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE. Blocks 1
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Receipt, the Patent, advance orders and notification of maintenance fees will be mailed to the current
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the United States Postal Service with sufficient postage for first class
mail in an envelope addressed to the Box Issue Fee address above on
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1. Change.of correspondence address or indication of “ Fee Address” (37 CFR 1.363).
Use of PTO form(s) and Customer Number are recommended, but not required.

[ change 91 correspondence address {or Change of Correspondence Address form
*  PTO/SB/122) attached.

[ “Fee Address” indication (or “Fee Address” Indication form PTO/SB/47) attached.

2. For printing on the patent front page, list
(1) the names of up to 3 registered patent
attorneys or agents OR, altemnatively, (2)
the name of a single firm (having as a

1 KUDIRKA & JOBSE, LLP

member a registered attomey or agent) 2
and the names of up to 2 registered patent
attorneys or agents. If no name is listed, no
name will be printed. 3

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent.
Inclusion of assignee data is only appropiate when an assignment has been previously submitted to
the PTO oris being submitted under separate cover. Completion of this form is NOT a subsititue for
filing an assignment.

(A) NAME OF ASSIGNEE

4a. The following fees are enclosed (make check payable to Commissioner

of Patents and Trademarks):
b Issue Fee

& Advance Order-#ofCopies___ 10

NetSpeak Corporation
(B) RESIDENCE: (CITY & STATE OR COUNTRY)

Boca Raton, Florida
Please check the appropriate assignee category indicated below (will not be printed on the patent)

[ individual [R corporation or other private group entity [ government

4b. The following fees or deficiency in these fees should be charged to:

DEPOSIT ACCOUNT NUMBER
(ENCLOSE AN EXTRA COPY OF THIS FORM)

[3 1ssue Fee
] Advance Order - # of Copies
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Trademark Office.

Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary
depending on the needs of the individual case. Any comments on the amount of time required
to complete this form should be sent to the Chief Information Officer, Patent and Trademark
Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND FEES AND THIS FORM TO: Box Issue Fee, Assistant Commissioner for
Patents, Washington D.C. 20231
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ISSUE FEE TRANSMITTAL l Docket No. NOOO3/7002

Applicant: Shane D. Mattaway, et al.
Serial No. 08/721,316

Filed: September 25, 1996 j—
For: GRAPHIC USER INTERFACE FOR’I TiER_NEJ' TELEPHONY
APPLICATION O ’\
Examiner: E. Ramirez gy @
Art Unit: 2757 A 0 4%
7%, _,,".‘.

CERTIFICATE OF EXPRESS.MAILING

"Express Mail" mailing label number: EL107667370US
Date of Deposit: August 4, 1999

| hereby certify that the following Correspondence is being deposited with the United States
Postal Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on
the date indicated above in an envelope addressed to C issioner of Pa and Trademarks,
BOX ISSUE FEE, Washington, D.C. 20231. gn Z"E

AN LQM,

Frances M. Cunnmgham g )

" Assistant Compissioner for Patents
Box Issue Fee'
Washington, D.C. 20231

In response to the Notice of Allowance and Base Issue Fee Due dated June 22, 1999 for the
, above-identified application, enclosed are the following documents (indicated by a checked box):

‘Documents

X Issue Fee Transmittal

O Letter to Official Draftsperson accompanied by formal drawings of Figures 1-20D
comprising  drawing sheets.

X Advance order of 10 soft copies of letters patent

Small Entity

| A small entity statement under 37 C.F.R. §1.27 has already been filed.
] A small entity statement under 37 C.F.R. §1.27 is attached.

O] Small entity status is no longer claimed.

Payment

X A check in the amount of $1,240.00 is enclosed to cover the issue fee due and advance
order of patent copies.

O The Commissioner is hereby authorized to charge any fees under 37 C.F.R. 1.16-1.19 to

Deposit Account No. 02-3038. A duplicate of this sheet is attached.

LG v. Straight Path, IPR2015-00198
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The Commissioner is hereby authorized to charge any additional fees under 37 C.F.R.
§§1.16-1.19 that may be required, or credit any overpayment, to Deposit Account No.
02-3038.

%A«,‘:D Q&/@w——‘ Date: é,}/f//??

ABruce D. Jobse, Esq/ Reg. No. 33,518
KUDIRKA & JOBSHK, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656

LG v. Straight Path, IPR2015-00198
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AMENDMENT AFTER ALLOWAN Docket No. NO003/7002
UNDER 37 CFR §1.312(a)
¢ Applicant: Shane D. Mattaway, et al.
' Serial No. 08/721,316
Filed: September 25, 1996
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION
Examiner: E. Ramirez
Art Unit: 2757

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL445948665US
Date of Deposit: July 20, 1999

XO. | -hereby certify that the following Correspondence is being deposited with the United States
Postal Service "Express Mail Post Office to Addressee” service pursuant to 37 C.F.R. §1.10 on
@ ( the date indicated above in-an envelope addressed to Compissioner of Patents/and Trademarks,
BOX ISSUE FEE, Washington, D.C. 20231. ‘ !
X W

QJ\S\ *\ Frances M. Cunningham x ‘

Assistant Commissioner for Patents
\\ Washington, D.C. 20231

\\ Sir:

Prior to issuance, Applicants request the above-identified application be
amended as follows:

In the Claims

1. (Thrice Amended) A computer program product for use with a computer
system having a display [and an audio transducer], the computer system capable
of executing a first process and connecting to other processes and a server
\ process over a computer network, the computer program product comprising a
D computer usable medium having computer readable code means embodied in
the medium comprising:
a. program code for generating a user-interface enabling control a first

process executing on the computer system;

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 90
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b. program code for determining the currently assigned network
protocol address of the first process upon connection to the
computer network;

C. program code responsive to the currently assigned network
protocol address of the first process, for establishing a

Q/\\ communication connection with the server process and for
forwarding the assigned network protocol address of the first
process and a unique identifier of the first process to the server
process upon establishing a communication connection with the
server process; and

d. program code [means], responsive to user input commands, for
establishing a point-to-point communications with another process

over the computer network.

3. (Thrice Amended) The computer program product of claim 2 wherein the
program code for establishing a point-to-point communication link further
comprise:

d.2 program code for transmitting, from the first process to the server
process, a query as to whether the second process is connected to
the computer network; and

d.3 program code [means] for receiving a network protocol address of

C/ the second process from the server process, when the second

process is connected to the computer network.

4. (Thrice Amended) The computer program product of claim 2 wherein the
program code for establishing a point-to-point communication link further
comprises:
d.2 program code [means] for transmitting an E-mail message
containing a network protocol address from the first process to the

server process over the computer network;

LG v. Straight Path, IPR2015-00198
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~ ¥ d.3 program code [means] for receiving a second network protocol

address from the second process over the computer network.

)

5

7 (Twice Amended) In a computer system having a display [and an audio
transducer], the computer system capable of executing a first process and
communicating with other processes and a server process over a computer
network, a method for establishing point-to-point communications with other
processes comprising:
A. determining the currently assigned network protocol address of the
first process upon connection to the computer network;
B. establishing a communication connection with the server process
once the assigned network protocol of the first process is known;
C. forwarding the assigned network protocol address of the first
process to the server process upon establishing a communication
connection with the server process; and
D. establishing a point-to-point communication with another process
over the computer network.

Remarks

This application is currently under Allowance. A Notice of Allowance
dated June 22, 1999 was mailed indicating that claims 1-4 and 7-20 are allowed.
Applicants submit this Amendment to resolve minor informalities in the claim
language.

Applicants have amended claims 1 and 7 to eliminate superfluous
language. Specifically, the phrase "and an audio transducer” provided a basis
for limitations recited in claims 5-6, previously cancelled. This term does not
occur elsewhere in claims 1-4 and should be deleted. A similar change has been
made to claim 7. The phrase "and an audio transducer" does not occur
elsewhere in claims 7-9 and should be deleted. In the previous response mailed
March 3,1999, claims 1-4 were amended to eliminate the term “means” from the

claim language, however, several occurrences were overlooked. Applicant's

LG v. Straight Path, IPR2015-00198
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submit additional amendments to claims 1, 3 and 4 to eliminate the term “means”
from the claim language. These amendments are offered to conform the claims
to 35 U.S.C. §112, 2™ parégraph, and are not necessitated or made in response
to any rejection by the Examiner, or, in light of any reference cited by the
Examiner.

No new matter or substantive issues are believed raised by this
amendment. In light of the foregoing amendments and remarks, this application
is now believed in condition for issuance and the Examiner is respectfully
requested to advance this application to issuance. If the Examiner has any
further questions regarding this Amendment, he is invited to call Applicants’
attorney at the number listed below.

The Commissioner is hereby authorized to charge any fees or credits
under 37 C.F.R. §1.16 and 1.17 to our deposit account No. 02-3038.

Respectfully submitted

4«—«—@ % Date: Z/ZO/ 7%

Bruce D. Jobse, E9d. Reg. No. 33,518
KUDIRKA & JOBSE, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656
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AMENDMENT TRANSMI L. Docket No. N0003/7002

Applicant: Shane D. Mattaway, et al.
Serial No. 08/721,316

Filed: September 25, 1996

For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY _
APPLICATION RECEIVEr

Examiner: E. Ramirez

ArtUnit 2757 JuL23 P9

Publishing D isior.
—_—

CERTIFICATE OF EXPRESS MAILING

"Express Mail" mailing label number: EL445948665US
Date of Deposit: July 20, 1999

| hereby certify that the following Correspondence is being deposited with the United States
Postal Service "Express Mail Post Office to Addressee" service pursuant to 37 C.F.R. §1.10 on
the date indicated above in an envelope addressed to C and Trademarks,
Box Issue Fee, Washington, . D.C. 20231.

Frances M. Cunningham

Assistant Commissioner for Patents
BOX ISSUE FEE

Washington, DC 20231 P\EGEN E‘D

Transmitted herewith for filing is the following: . JUL 90 \999

WiGio
pub\\S‘{\\g‘g 3 Files \43’3

corte

Enclosures

X Amendment After Allowance ,
] Petition fora month Extension of Time
X Return Receipt Postcard

Small Entity
] A small entity statement under 37 C.F.R. §1.27 has already been filed.
O A small entity statement under 37 C.F.R. §1.27 is attached

Amendment Transmittal 1 of 2
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Fees
Claims as Filed
Claims Highest | Number of | Rate Additional
Filed Number | Extra Fees Due
Paid for | Claims
Total Claims 18 -20 = 0 X $18.00 = $ 0.00
(37 CFR §1.16(c))
Independent
Claims 3 - 3= 0 X $78.00 = $ 0.00
(37 CFR §1.16(b))
Extension Fee $ 0.00
Reduction by 50% for filing by small entity $ 0.00
Total Filing Fee $ 0.00

Payment

U Check in the amount of the total filing fee.

O Charge Account No. 02-3038 in the amount of the total filing fee. A duplicate of this
transmittal sheet is attached.

Authorization to Charge Additional Fees

X The Commissioner is hereby authorized to charge any additional fees under 37 C.F.R.
§1.16 and §1.17 required by the attached paper and during the entire pendency of this
application to Account No. 02-3038.

AM(D % Date: 7/20/77

‘Bruce D. Jobse, Esq. Rég. No. 33,518
KUDIRKA & JOBSE, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656

Amendment Transmittal 2 of 2
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UNITED STAT.3y <ZPARTMENT OF COMMERCE
Patent and Tragemark Office

DR R LMED Qe
ELIDTRENA & JOB =1 ‘
TG CENTER PLAZA ’ e
BOSTON MA DZI0E § T
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i
APPLICATION NO. FILING DATE TOTALCLAIMS | EXAMINER ARD GROUP ART UNIT, | DATE MAILED
aS /721,31 U9/ 2R/96 s REMIREZ . =7R7 ne/2z2/
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ATTY'S DOCKET NO. | cLass-suscLass BATCHNO. {  APPLN.TYPE SMALLENTITY | FEEDUE- | DATE DUE
= 7ﬁ%~337.ﬂﬂﬂ 121 UTILITY ] SLAL0, 00 NS/ 227733

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED.

THE ISSUE FEE MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING DATE OF THIS NOTICE OR THIS
APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD CANNOT BE EXTENDED.

HOW TO RESPOND TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above.
If the SMALL ENTITY is shown as YES, verify your
current SMALL ENTITY status:

If the SMALL ENTITY is shown as NO:

If the status is changed, pay twice the amount of the
FEE DUE shown above and notify the. Patent and
Trademark Office of the change in status, or

. If the status is the same, pay the FEE DUE shown
above.

‘A.
A. Pay FEE DUE shown above, or

B. File verified statement of Small Entity Status before, or with,
payment of 1/2 the FEE DUE shown above.

I. Part B-Issue Fee Transmittal should be completed and returned to the Patent and Trademark Office (PTO) with your
ISSUE FEE. Even if the ISSUE FEE has already been paid by charge to deposit account, Part B Issue Fee Transmittal
should be completed and returned. If you are charging the ISSUE FEE to your deposit account, section “4b” of Part
B-Issue Fee Transmittal should be completed and an extra copy of the form should be submitted.

1. Al communications regarding this application must give application number and batch number.
Please direct all communications prior to issuance to Box ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee’s responsibility to ensure timely payment of maintenance
fees when due. LG v. Straight Path, IPR2015-00198
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This is a communication from the examiner in charge of your application.
COMMISSIONER OF PATENTS AND TRADEMARKS

NOTICE OF ALLOWASBILITY

All ctaims being allowable, PROSECUTION ON THE MERITS iS (OR REMAINS) CLOSED in this application. If not included herewith (or
previously mailed), a Notice of Allowance and Issue Fee Due or other appropriate communicauon will rnalled in due course.

gﬁ'hisoommunk:ationis ponsive to 67_.4»/0160/ @///m } 5
Q’The ) is/are /’y/ YA 7’&g

[3 The drawings filed on are

0 Acknowtedgement is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).
3 At [0 some* [J None of the CERTIFIED copies of the priority documents have been
O received.
[ received in Application No. (Series Code/Serial Number)

. O received in this national stage application from the intemationat Bureau (PCT Rule 17.2(a)).

*Certified copies not received:

{0 Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

A SHOATENED STATUTORY PERIOD FOR RESPONSE to comply with the requirements noted below is set to EXPIRE THREE MONTHS
FROM THE "DATE MAILED" of this Office action. Failure to timely comply wili result in ABANDONMENT of this application. Extensions of
time may be obtained under the provisions of 37 CFR 1.136(a).

[0 Note the attached EXAMINER'S AMENDMENT or NOTICE OF INFORMAL APPLICATION, PTO-152, which discloses that the oath or
dpclaration is deficient. A SUBSTITUTE OATH OR DECLARATION IS REQUIRED.

Applicant MUST submit NEW FORMAL DRAWINGS

O the originatly filed ings were declared by applicant to be informal.

] including changes required by the Notice of Draftperson’s Patent Drawing Review, PT0-948, attached hereto or to Paper No.

O includi h quired by the prop drawing ion filed on which has been approved Y

by the examiner.
[} including changes required by the attached Examiner's Amendment/Comment.

Identitying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the reverse side of the drawings.
The drawings should be filed as a separate paper with a ltta) letter d to the Official Draftperson.

[ Notethe hed Examiner's ing REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Any response to this Iener should include, in the upper right hand corner, the APPLICATION NUMBER (SERIES CODE/SERIAL NUMBER)
1f appli ived a Notice of All and Issue Fee Due, the ISSUE BATCH NUMBER and DATE of the NOTICE OF
ALLOWANCE shoutd alse be included.

Afttachment(s)
[J Notice of References Cited, PTO-892

O information D St (s), PTO-1449, Paper No(s).

[ Notice of Draftsperson's Patent Drawing Review, PTO-848
{J Notice of Informal Patent Application, PTO-152 Q
- 0 mterview Summary, PTO-413

0 iners Amendment/Ci
3 Examiner's Comment Regarding Requirement for Deposit of Biological Materiat
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Serial Number: 08/721,316 _ Page 2

Art Unit: 2751

1. The response filed on October 26, 1998 is informal or not fully responsive to the prior Office
actioh because of the following omission(s) c;r matter(s):

Applicants have failed to clearly point out the patentable novelty which they think each of the
claims presents, particularly newly added claims 10-20, in view of the state of the art disclosed by
the references cited, as required by 37 CFR 1.111.

Applicants are respectfully reminded that they must present arguments pointing out the
specific distinctions believed to render the claims, including any newly presented claims,
patentable over any applied references. A general allegation that the claims define a patentable
invention without specifically pointing out how the language of the claims patentably distinguishes
them from the references is not sufficient. See 37 CFR 1.111, as well as MPEP 714.02 and
714.04.

In the present case, despite the substantial differences in claim language, applicants generally
state that “none of the art of record ... disclose or suggest the subject matter as recited in clairﬁs
10-20" (résponse at page 10). Applicants only generally discuss claims 10-20 as being directed
to a “user interface” and refer to a passage spanning nine pages in the specification as providing
support for these claims, but do not discuss the references at all, and do not point out the specific-
claim language believed to render the claims patentable.

Aléo, given the differences in claim language, applicants should also point out how the newly
added claims are related to the original claims, i.e., why the newly added claims including claims

directed to a “method for establishing point to point communications,” including steps of

LG v. Straight Path, IPR2015-00198
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Serial Number: 08/721,316 Page 3

Art Unit: 2751

generating “elements” and establishing a communication link, are believed to be directed to the
same invention as the original claims, which are directed to a computer program product including
program code means for generating a user interface, establishing point to point communications,
transmitting audio data, etc. [Note that claim 1 appears to p}ovide evidence that the combination
of clam 1, including “means for establishing point to point communications,” does not require the-
details of the subcombination (a “method for establishing point to point communications”), for

patentability. See MPEP 806.05, as well as MPEP 821.03.]

Since the above-mentioned reply appears to be bona fide, but through an apparent oversight or
inadvertence failed to provide a complete response, applicant is required to complete the response
within a TIME LIMIT of ONE MONTH from the date of this letter. EXTENSIONS OF THIS

TIME LIMIT MAY BE GRANTED UNDER EITHER 37 CFR 1.136(a).

2. Any inquiry concerning this communication or earlier communications from the examiner
should be directed to Glenn Gossage whose telephone number is (703) 305-3820.

Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the Group receptionist whose telephone number is (703) 305-3900.

GLENN GOSSACE
IR AW )
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AMENDMENT Docket No. N0003/7002

Applicant: Shane D. Mattaway, et aI;. G’éi;;igji“ 4 ;au
Serial No.  08/721,316
Filed: September 25, 1996 NAK ¢ © 1999
For: GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY

APPLICATION Groun 2700
Examiner: E. Chan
Art Unit: 2751

CERTIFICATE OF MAILING UNDER 37 C.F.R. §1.8(a)
The undersigned hereby certifies that this document is being placed in the United States mail
with first-class postage attached, addressed to Assistant Commissioner for Patents,

Box Non-Fee Amendment Washington, DC 20231 on Maggh 3, 1999. a/‘
5@\ rumgmvm,

Frances M. Cunnlngham

Assistant Commissioner for Patents
Washington, D.C. 20231
Box Non-Fee Amendment

In response to the office communication dated February 3, 1999, please
amend the above-identified application as follows:

In the Claims:

£l

uiﬂ/

(Twice Amended) A computer program,ﬁroduct for use with a computer

system having a display and an audio transducer the computer system capable

of executing [one or more processes] a fi rst process and connecting to other
processes and a server process over,,é'/computer network, the computer program
product comprising a computer ugéﬁlle medium having computer readable code
means embodied in the mediul_m'/comprising:

a. program codgs-[ﬁ'leans] for generating a user-interface enabling
[through vy,h’éh a user may] control a first process executing on the
compu’;e"; system [and coupled to the computer network];

b. progré'm code [means] for determining the currently assigned
network protocol address of the first process upon connection to

~the computer network;

/
: 1
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program code [means,] responsive to the curréntly assigned

" network protocol address of the first procegs, for establishing a

communication connection with thg.s’efver process and for
forwarding the assigned net\niprk/;/)rotocol address of the first
process and a unique id/entiﬁer of the first process to the server
process upon establishing a communication connection with the
server process; and

program podé means, responsive to user input commands, for
establis’ﬂing a point-to-point communications with another process

aover the computer network.

2. (Twice Amended) The computer program product of claim 1 wherein the

program code [means] for establishing a point-to-point communication link further

(% comprises:

d.1

program code [means], responsive to the network protocol address
of a second process, for establishing a point-to-point
communication link between the first process and the second

process over the computer network.

S‘V‘y) 3. (Twice Amended) The computer program pyoduct of claim 2 wherein the
S program code [means] for establishing a point-tgépoint communication link further

comprise:
d.2

d.3

program code [means] for trahsmitting, from the first process to the
server process, a query ag to whether the second process is
connected to the computer netwbrk; and

program code means Zr receiving a network protocol address of
the second process/from the server process, when the second

process is connected to the computer network.

LG v. Straight Path, IPR2015-00198
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d&claim 2 wherein the

o-point communication link further

4. (Twice Amended) The computer program pr

program code [means] for establishing a poi

comprises: .
d.2 program code ns for transmitting an E-mail message

network protocol-address from the first process to the
server’process over the computer network;

d.3 ogram code means for receiving a second network protocol

address from the second process over the computer network.

6@/’/’. (Amended) In a computer system having a display and an audio
< /.‘

&C'

transducer, the computer system capable of executing f6ne or more processes] a
first process and communicating with other proce séand a server process over
a computer network, a method for establishing’point-to-point communications
with other processes comprising:
A. determining the cur::? assigned network protocol address of the

first process upon ¢

nection to the computer network;

B. establishing a cor{munication connection with the server process
once the assjgned network protocol of the first process is known;

C. forwarding’the assigned network protocol address of the first

to the server process upon establishing a communication

connection with the server process; and

stablishing a point-to-point communication with another process

over the computer network.

5

The method of claim #wherein the program step D comprises:

D.1  transmitting, from the first process to the server process, a query
as to whether a second process is connected to the computer
network; and

D.2 receiving a network protocol address of the second process from
the server process, when the second process is connected to the

computer network.

LG v. Straight Path, IPR2015-00198
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3. The method of claim #wherein the program step D comprises:

D.1 transmitting an E-mail message containing a network protocol
address from the first process to the server process over the
computer network;

D.2 receiving a second network protocol address from a second

process over the computer network.

10.  (Amended) |n a computer system having a display and capable of

executing a process, a [A] method for establishing a point-to-point

communication from a caller process to a callee process over a computer
network, the caller process [having] capable of generating a user interface and
being operatively [coupled] connected to the callee process and a server process
over the computer network, the method comprising the steps of:

A. generating [an] a user-interface element representing a first

communication line;
B. generating [an] a user interface element representing a first callee

process;

C. querying the server process to determine if the first callee process

is accessible; and

[C.] D. establishing a point-to-point communication link from the caller
process to the first callee process, in response to a user
associating the element representing the first callee process with
the element representing the first communication line.

1 ¢
1/( The method of claim 10 wherein step C further comprises the steps of:

C.1  querying the server process as to the on-line status of the first
callee process; and

C.2 receiving a network protocol address of the first callee process over

the computer network from the server process.
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|0 S
12.” (Amended) The method of claim 1/0/ further comprising the step of:

[D.] E. generating [an] a user-interface element representing a second
communication line.
|
}/\{ (Amended) The method of claim 1 Q/ further comprising the step of:

[E.] E. terminating the point-to-point communication from the caller
process to the first callee process, in response to the user
disassociating the element representing the first callee process
from the element representing the first communication line; and

[F.] G. establishing a different point-to-point communication from the caller

_process to the first callee process, in response to the user
associating the element representing the first callee [processor]
process with the element representing the second communication

line.

la
1 7( (Amended) The method of claim %urther comprising the steps of:

[D.] E. generating [an] a user interface element representing a second

callee process; and '

[E.] E. establishing a conference point-to-point communication between
the caller process and the first and second callee processes, in
response to the user associating the element representing the
second callee process with the element representing the first

communication line.
{

5
1ﬁ./ (Amended) The method of claim 1)§ further comprising the step of:

[F.] G. removing the second callee process from the conference point-to-
point communication in response to the user disassociating the
element representing the second callee process from the element
representing the first communication line.

Y F

187 (Amended) The method of claim # further comprising the steps of:

LG v. Straight Path, IPR2015-00198
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[D.] E. generating [an] a user interface element representing a

communication line having a temporarily disabled status; and
[E.] E. temporarily disabling the point-to-point communication between the
caller process and the first callee process, in response to the user
associating the element representing the first callee process with
the element representing the communication line having a |
temporarily disabled status.
12 g
#7.  (Amended) The method of claim ¥ wherein the element generated in
step [D] E represents a communication line on hold status.
(Y (5
¥8. (Amended) The method of claim 47 wherein the element generated in
step [D] E represents a communication line on mute status.

(1 Y
19. (Amended) The method of claim 40 wherein the [caller process] display
further comprises a visual display [and the user interface comprises a graphic
user interface].

(¥ /1
20. (Amended) The method of claim 18 wherein the user interface is a
graphic user interface and the user-interface elements generated in steps A and

B are graphic elements.

Remarks

Applicants have considered carefully the Office communication dated
February 3, 1999 (Paper No. 8). In response, Applicants have made minor
amendments to the claims and set forth the following remarks to supplement the
response submitted on October 26, 1999.

The preambles of claims 1 and 7 have been amended to provide proper
antecedent basis for all terms used in the claims. In addition, claims 1-4 have
been amended to eliminate the term “means” from the claim language. These

amendments are offered to conform the claims to 35 U.S.C. §112 and are not

LG v. Straight Path, IPR2015-00198
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necessitated or made in response to any rejection by the Examiner, or, in light of
any reference cited by the Examiner.

Claims 1-4 were originally filed with the application and amended in the
response of October 26, 1998. Remarks distinguishing claims 1-4 over the cited
references are set forth in detail in the prior response of October 26, 1998.

Claims 7-9 include limitation similar to claims 1-4 and are believed
patentable for the same reasons as claims 1-4, as set forth in the Remarks
section of the previous response. Specifically, claim 7 recites a method for
establishing a point-to-point communication comprising the step of “determining
the currently assigned network protocol address of the first process upon
connection to the computer network” (claim 7, lines 6-7). Claim 7 further recites
the steps of “establishing a communication connection with the server process
once the assigned network protocol address of the first process is know " (claim
7, lines 8-9) and " forwarding the assigned network protocol address of the first
process to the server process upon establishing a communication with the
server” (claim 7, lines 10-12). Claim 7, as amended, is believed neither
anticipated nor made obvious in light of the IPhone by Vocal Tec. Specifically,
the IPhone literature does not disclose or suggest a method comprising the
steps of i) determining the currently assigned network protocol address of the
first process upon connection to the computer network, ii) establishing a
communication connection with the server process once the assigned network
protocol address of the first process is know; and iii) forwarding the assigned
network protocol address of the first process to the server process upon
establishing a communication with the, as now recited in claim 7. Claims 8-9
include all the limitations of claim 7 and are likewise believed to be patentable
over the IPhone literature for the same reasons as claim 7.

In addition to claims 1-4 as originally filed, the Summary of the Invention
section of the specification (pages 5-6) set forth embodiments of the invention.
The specification discloses a client/server system, including a client process
having a user interface which is capable of interacting with a directory server

process and establishing point-to-point communication connections with other

7
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processes over a computer network. Claims 1-4, as amended, are computer
program product claims which recite program code limitations for performing the
client functions as disclosed. Claims 7-9 are method limitation counterparts to
the program code limitations recited in claims 1-4.

Claims 10-20 are directed to a method for establishing various point-to-
point communications with a client process utilizing a graphic user interface.

The subject application discloses a client and server system and a |
protocol in which client processes, upon connection to an Internet Protocol based
network, forward their current dynamically assigned network protocol address to
a global server which acts as a repository of directory information for all other
client processes. The global server associates with the network protocol address
of a particular client process, a unique handle, e.g. the client’s e-mail address.
With this technique, the on-line status of prospective callees may be determined
even though the callee is not currently connected to the network.

The subject matters of claims 10-20 are directed to a method performed
by a caller process having a user interface to establishment of calls, conferencing
of parties, transferring of parties among calls and disabling of calls are achieved
using elements representing communication lines and parties.

Applicants respectfully assert that none of the art of record, whether
considered singularly or in combination, disclose or suggest the subject matter as
recited in claims 10-20. Specifically, claim 10 recites a method for establishing a
point-to-point communication from a caller process to a callee process with a
caller process capable of generating a user interface. Claim 10 specifically
recites the method step of generating a user interface element representing a
first communication line, generating a user interface element representing a first
callee process, querying the server process to determine if the first callee
process is accessible, and establishing a point-to-point communication link from
the caller process to the callee process in response to a user associating the
element representing the first callee process with the element representing the
first communication line (claim 10, lines 7-12). The IPhone literature from Vocal

Tec does not disclose or suggest a method including the step of querying a
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server process to determine the availability of another process and establishing a
communication with the callee process by manipulating user interface elements,
as now recited in claim 10.

As discussed in the previous response, the Vocal Tec Internet Phone
version 2.5 as well as the NetScape Cool Talk product utilize servers executing
the IRC protocol which, for the reasons set forth previously, does not provide a
teaching or suggestion as to how to query a server process to determine if a first
callee process is accessible, i.e. on-line and current network protocol address.
None of the art of record currently are believed to recite the specific limitations of
claim 10, as now amended.. Claims 11-20 include all the limitations of claim 10
and are likewise believed patentable for the same reasons.

In light of the foregoing amendments to the claims, Applicants respectfully
assert that all claims currently under consideration now patentably distinguish
over the art of record, including the cited references, whether considered
singularly or in combination. The Examiner is respectfully requested to advance
this case to issuance and send a notice to that effect. In the event that
outstanding issues remain following the Examiner’s review of this response,
Applicants’ attorney requests that the Examiner contact Applicants’ attorney at
the number listed below to set up a telephone interview to attempt to resolve any
outstanding issues with the claims and before any further Office Actions are
issued. |

The Commissioner is hereby authorized to charge any fees or credits
under 37 C.F.R. §1.16 and 1.17 to our deposit account No. 02-3038.
Respectfully submitted

ﬁ’*"&@ Q‘W@“——— Date: ‘,3/ 5/77

Bruce D. Jobse,\Fsq. Reg. No. 33,518
KUDIRKA & JOBSE, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656
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Docket No. NO003/7002

Applicant:
Serial No.
Filed:

For:

Examiner:
Art Unit:

Shane D. Mattaway, Et Al.

08/721,316

September 25, 1996

GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY
APPLICATION

E. Chan

2751

Assistant Commissioner for Patents

Washington, DC 20231 Hroslved
Box Non-Fee Amendment ) s
MAR 10 1999
Transmitted herewith for filing is the following:
Groun 2700

Enclosures

X Amendment

O Petition fora month Extension of Time
] Return Receipt Postcard

Small Entity
H A small entity statement under 37 C.F.R. §1.27 has already been filed.
0 A small entity statement under 37 C.F.R. §1 .27 is attached

Fees
Claims as Filed
Claims Highest Number of Rate Additional
Filed Number Extra Claims Fees Due
Paid for
Total Claims 18 -20 = 0 X $18.00 =
(37 CFR §1.16(c)) $ 0.00
Independent .
Claims 3 -3 = 0 X 78.00 =
(37 CFR §1.16(b)) $ $ 0.0
Extension Fee $ 0.00
Reduction by 50% for filing by small entity $ 0.00
Total Filing Fee $ 0.00

Amendment Transmittal 1 of 2
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Payment

O Check in the amount of the total filing fee.

O Charge Account No. 02-3038 in the amount of the total filing fee. A duplicate of this
transmittal sheet is attached.

Authorization to Charge Additional Fees

X The Commissioner is hereby authorized to charge any additional fees under 37 C.F.R.
§1.16 and §1.17 required by the attached paper and during the entire pendency of this
application to Account No. 02-3038.

AA«ID ge@—w—— B Date: '?;/?/7 7

Bruce D. Jobse, €sfi. Reg. No. 33,518
KUDIRKA & JOBSE, LLP

Customer Number 021127

Tel: (617) 367-4600 Fax: (617) 367-4656

Amendment Transmittal 2 of 2
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UNITED STATES DEPARTMENT OF COVMIMERCE
Patent and Trademark Office

Address : COMMISSIONER OF PATENTS AND TRADEMARKS ? g

Washington, D.C. 20231

SERIAL NUMBER J FILING DATE I FIRST NAMED APPLICANT ] ATTORNEY DOCKET NO.
as/721.316 09/35/96 MATTAWAY =
r LMoz/0z0x EXAMINER
ERUCE [+ JOESE CHAN, E
EOOESTEIN % EUDIRKA anTonT | vAvERNUMBER
COME BEACON STREET
BOSTON MA 0103 F751 E?

DATE MAILED: ey g = g v
N2/03/99
This is a communication from the examiner in charge of your application.-

COMMISSIONER OF PATENTS AND TRADEMARKS

1. % communication filed /0 - } é - ?X is informal/non-responsive for the reason(s) checked below and should be corrected.
APPLICANT IS GIVEN ONE MONTH FROM THE DATE OF THIS LETTER OR UNTIL THE EXPIRATION OF THE PERIOD FOR -
RESPONSE SET IN THE LAST OFFICE ACTION (WHICHEVER IS LONGER) WITHIN WHICH TO CORRECT THE INFORMALITY.

a. D The amendment to claim(s) , filed , fails to comply with the
provisions of 37 C.F.R. 1.121 and is accordingly held to be non-responsive. A supplemental paper correcting the informal

portions and complying with the rule is required.
b. D The paper is unsigned. A duplicate paper or ratification, properly signed. is required.

c. D The paper is signed by , who is not of record. A ratification or a new power of
attorney with a ratification, or a duplicate paper signed by a person of record. is required.

d. D The communication is presented on paper which will not provide a permanent copy. A permanent copy, or a request that a
permanent copy be made by the Office at applicant’s expense, is required, see M.P.E.P. 714.07.

etmher See a{-‘f:\d\ed Pﬁjes,

2. D [n accordance with applicant’s request, THE PERIOD FOR RESPONSE FROM THE OFFICE ACTION DATED

IS EXTENDED TO RUN MONTH(S).
No further extension will be granted unless approved by the Commissioner. 37 C.F.R. 1.136 (b)

3. D Receipt is acknowledged of papers submitted under 35 1J.S.C. 119 which papers have been made of record in the file.

4. D Other
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Attorney Docket No. NO003/7002

Shane D. Mattaway, et al.

08/721,316

September 25, 1996
GRAPHIC USER INTERFACE FOR INTERNET TELEPHONY

APPLICATION
Examiner;  George F. Wallace
Art Unit: 2751
CERTIFICATE OF MAILING UNDER 37 C.FR. §1.8(a)

The undersigned hereby certifies that this document is being placed in the United States
mail with first-class postage attached, addressed to Assistant Commissioner for Patents,

Washington, DC 20231 on the 20™ day of October%@%

[QNQe o % }xnru/bs&am

Frances M. Cunningham

Assistant Commissioner for Patents
Washington, D.C. 20231

AMENDMENT
In response to the Office Action dated April 20, 1998, please amend the above-

identified patent application, as follows:

In the Specification
Page 2, line 8, change/‘XX/XXX XXX t0 -- 08/523,115 —;
line 10, char@ XXIXXX XXX to -- 60/024,251 --;
line 16,"changé * XX/XXX,XXX" to -- 08/719,894 --:
line 19, %ha g%(X/XXX XXX" to -- 08/719,554 --;
line 22, €harige “ XX/XXX,XXX" to -- 08/719,640 -- :
Page 3, line 1/’:\nge * XXIXXX XXX to -- 08/719,891 —; :
line 4, Change ™ XX/XXX, XXX to - 08/719,898 --. ,
line 7,Change™ XX/XXX,XXX" to -- 08/718,911 . L
line 107 change * XX/XXX,XXX" to - 08/719,639 .

Page 8, hne 5, change “a such” to --such--;
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Page 27, ling 25, change “Winsoc" to --Winsock--.

Page 28,yae/1,1, change “XX/XXX,XXX" to --08/719,554 --.
Page 39)jne 11, change”XX/XXX,XXX" to -- 08/719,891 --.
Page 46, line 23, change “XX/XXX,XXX" to -- 08/719,898 --.

In the Claims

1. (Amended) A computer program product for use with a computer system héving

ﬂdisplay and an audio transducer, the computer system capaple of executing one or

g \ ore processes and [operatively coupled] connecting to oth€r [computers] processes
% and a server process over a computer network, the computer program product

comprising a computer usable medium having computer readable code means
embodied in the medium comprising:

a. program code means for generating a user-interface through which a user

may control a first process exectdting on [coact with] the computer system

program code means for détermining the currently assigned network

=
|O‘

rotocol address of the first process upon connection to the computer
network;

rogram code means, responsive to the currently assigned network

[©

rotocol address/of the first process, for establishing a communication
connection with the server process and for forwarding the assigned
network prot@col address of the first process and a unique identifier of the

first proces$ to the server process upon establishing a communication
connection with the server process; and

[b.]d. program code means, responsive to user input commands, for
establishing a point-to-point communications [link] with another [computer]
rocess over the computer network[; and].
[c. program code means, responsive to audio data from the audio transducer,

for transmitting the audio data over the communication link to the other
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computer.]

2. (Amended) The computer program product of/claim 1 wherein the program code
means for establishing a point-to-point communicafion link further comprises: ‘
[c.1] d.1 program code means, responsive/to the network protocol address of a
second process [the second processor], for establishing a point-to-point
communication link between the first [processor] process and the second

[processor] process over the cgmputer network.

3. (Amended) The computer program product of claim 2 wherein the program code
means for establishing a point-to-point communication link further comprise:
[c.2] d.2 program code means for transmitting, from the first [processor] process
to the server process, a query as to whether the second [processor]
U& %\ process is connected tg the computer network; and
[c.3] d.3 program code meanis for receiving a network protocol address of the

second [processor] process from the server process, when the second

[processor] procesg is connected to the computer network.
4. (Amended) The computer program product of claim 2 wherein the program code
means for establishing a point-to-point communication link further comprises:

[c.2] d.2 program c@de means for transmitting an E-mail [signal] message

containing A network protocol address from the first [processor] process to

the servey process over the computer network;
[c.3]d.3 program code means for receiving a second network protocol address

second [processor] process over the computer network.

Please cancel claims 5-6 without prejudice.

Please add the following claims:
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7. In a computer system having a display and an audio transducer, the

camputer system capable of executing one or more processes and communicating with
her processes and a server process over a computer network, a method for

establishing point-to-point communications with pther processes comprising:

A. determining the currently assigned network protocol address of the first
process upon connection to the Computer network;

B. establishing a communication gonnection with the server process once
the assigned network protocof of the first process is known;

C. forwarding the assigned network protocol address of the first process to
the server process upon establishing a communication connection with

the server process; and

D. establishing a point-to-pgint communication with another process over the
computer network.

The method of claim 7 whergin the program step D comprises:
D.1  transmitting, from the first process to the server process, a query as to
whether a second process is connected to the computer network; and
D.2 receiving a network protocol address of the second process from the
server process,

network.

hen the second process is connected to the computer

The method of claim 7 wherein the program step D comprises:

D.1 transmitting an E-mail message containing a network protocol address
from the firgt process to the server process over the computer network;

D.2 receiving g second network protocol address from a second process over

the computer network.

A method for establishing a point-to-point communication from a caller process

to a callee process oyer a computer network, the caller process having a user interface

and being operatively coupled to the callee process and a server process over the
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computer network, the method comprising the steps of:

1.

12.

13.

14.

A.-  generating an element representing a first communication line;
B. generating an element representing a first callge process;
C. establishing a point-to-point communication link from the caller process to

the first callee process, in response to a usgr associating the element
representing the first callee process with the element representing the first
communication line.

The method of claim 10 wherein step C further comprises the steps of:

C.1 querying the server process as to the on-line status of the first callee
process; and

C.2 receiving a network protocol addrgéss of the first callee process over the

computer network from the servgr process.

The method of claim 10 further comprising the step of:

D. generating an element repr¢senting a second communication line.

The method of claim 10 further comprising the step of:

E. terminating the point-to/point communication from the caller process to
the first callee procesy, in response to the user disassociating the element
representing the first/callee process from the element representing the
first communication line; and

F. establishing a diff¢rent point-to-point communication from the caller
process to the first callee process, in response to the user associating the
element represe¢nting the first callee processor with the element
representing thie second communication line.

The method of claim 10 further comprising the steps of:

D. generating/an element representing a second callee process; and

E. establishing a conference point-to-point communication between the caller
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process and the first and second callee procgsses, in response to the
user associating the element representing the second callee process with

the element representing the first communjication line.

16.  The method of claim 10 further comprising the step of:
F. removing the second callee process frgm the conference point-to-point
communication in response to the use( disassociating the element

representing the second callee procégss from the element representing the

first communication line.

16. The method of claim 10 further compriging the steps of:
D. generating an element representing a communication line having a
d

E. temporarily disabling the point-to-point communication between the caller

temporarily disabled status;

process and the first calleg process, in response to the user associating
the element representing'the first callee process with the element
representing the commpunication line having a temporarily disabled status.
'\
17.  The method of claim 16 w

communication line on hold status.

rein the element generated in step D represents a

18. The method of claim 17 wherein the element generated in step D represents a

communication line on mute status.

19.  The method of c
display and the yser interface comprises a graphic user interface.

m 10 wherein the caller process further comprises a visual

20. The method o

claim 19 wherein the user interface is a graphic user interface
and the elements g/gnerated in steps A and B are graphic elements.
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REMARKS

Applicants have carefully considered the Office Action dated April 20, 1998 and
the references cited therein. - In response, the specification and claims have been
amended. New claims 7-20 have been added to more particularly point out and
distinctly claim the subject matter which Applicants regard as their invention. Applicants
respectfully request reexamination and reconsideration.

Applicants have amended the specification to supply the serial numbers of all
patent applications referenced in the specification. In addition, minor grammatical
errors have been corrected to over come the Examiner’s objections to the specification.

Claims 1-4 have been objected to as being indefinite for failing to particularly
point out and distinctly claim the subject matter which Applicants regard as the
invention. In response, claims 1-4 has been amended, where appropriate, in a manner
which is believed to overcome the objections of the Examiner.

Claims 1-3 and 5-6 have been rejected under 35 USC §102(a) as being
anticipated by Vocal Tec Internet PhonevVersion 2.5 (hereafter “IPHONE”). Prior to
discussing the specific amendments to the claims, Applicants would like to briefly
discuss the subject invention in light of the rejections.

As stated in the Background of the Invention section of the subject specification,
the locating users over a computer network has been difficult without knowing the
temporary or dynamically assigned Internet Protocol address of the user. The subject
application discloses a client and server system and a protocol in which client
processes, upon connection to an Internet Protocol based network, forward their
current dynamically assigned Internet Protocol address to a global server which acts as
a repository of directory information for all other client processes. In addition, the global
server associates with the Internet Protocol address of a particular client process, a
unique handle, e.g. the client's e-mail address. With this technique, the on-line status
of prospective callees may be determined even though the callee is not currently
connected to the network. More specifically, each client process, upon receiving an
Internet Protocol address after connection to an IP-based network, automatically and

transparently notifies the global server that it is currently on line, its E-mail address and

7

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 118



the network protocol address at which the client process may be contacted. Thereafter,
the global server monitors the status of the client process and is capable of providing
directory information including the Internet Protocol address of the client process to
other clients processes who wish to communicate therewith. |In order for a WebPhone
caller to initiate a point-to-point communication connection with a callee having an
unknown Internet Protocol address, the WebPhone caller merely selects either an entry
representing the prospective callee from the caller's personal directory or submits a
query to the global server process, the query including information identifying the
prospective callee. The global server utilizes the handle, e.g. the E-mail address, or
other identifier contained in the query, and determines whether the callee is currently
connected to the network. If so, the current dynamically assigned Internet Protocol
address of the callee is then returned to the caller's WebPhone and a point-to-point
communication is initiated. The whole process occurs transparently to the WebPhone
caller user.

ConVerser, the Vocal Tec IPhone literature cited by the Examiner, as well as the
NetScape Cool Talk product utilize servers executing the Internet Relay Chat (IRC)
protocol, such protocol provides an impractical solution to the problem of locating a
user's dynamically assigned Internet Protocol address. Specifically, the IRC protocol is
defined in the Internet Engineer Task Force (IETF) Standard RFC 1459 available at
<http://info.internet.isi.edu/in-notes/rfc/files/rfc1459.txt>. Briefly, a typical server
adhering to the IRC protocol supports approximately 24 users who are “joined” on an
individual “channel”. To initiate communications with a callee, a caller has to manually
search one or more IRC servers for the desired callee. Specifically, to locate a
particular callee, a caller needs to know (1) the server which that callee is connected to
and (2) the “channel” or “topic” that callee has “joined”. Practically, in order to find a
particular individual a prospective callee, the caller would need to know which of many
IRC servers around the world the callee frequented in an attempt to connect to the
proper IRC server. If the IRC server already had 24 users connected, any attempt to
contact that particular IRC server would be rejected until one or more users drop off the

server. If connection to the IRC server is established, the caller would need to browse
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through any “channels” in which the prospective callee may be located.

According to the IRC protocol, there is no field or identifier which “uniquely”
identifies an IRC server user. Each user connects to an IRC server using a “nickname”
which can be any character string up to nine characters in length. Note that duplicate
nicknames are possible. Accordingly, such nicknames are not unique. The IPhone
Version 2.5 provides no functionality beyond that of a conventional IRC client. A useris
presented with a list of “joined” IRC users from which a selection can be made. Once a
nickname is selected from the IRC server, information about the user, including an
Internet Protocol address are provided to the selecting party.

In contrast, the present invention provides a global server that can be queried to
locate any user anywhere using a known unique identifier or handle, e.g. the user’s e-
mail address. A perspectiVe caller does not have to go through the time-consuming
and annoying task of hunting for the correct IRC server and sifting through all joined
u‘sers and topics in search of the person to whom he or she wishes to communicate.
As disclosed in the specification, a Webphone user merely selects information
identifying the user from either a personal directory or the results of a query from the
global server to establish a point-to-point communication connection with the desired
callee.

Claim 1 has been amended to now recite the above-identified aspects of
Applicants’ invention. Specifically, claim 1 now recites a computer program product
containing program code for “determining the currently assigned network protocol
address of the first process upon connection to the computer network” (claim 1, lines
10-12). Claim 1 further recites program code for “establishing a communication
connection with the server process and for forwarding the assigned network protocol
address of the first process and a unique identifier of the first process to the server
process upon establishing a communication with the server” (claim 1, lines 10-17). All
client processes whether callers or callees “register” with the server in such a manner.
Claim 1, as amended, is neither anticipated nor made obvious in light of the IPhone by
Vocal Tec. Specifically, thé IPhone does not disclose ore suggest program code

means for forwarding to a server process the network protocol address and other
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information identifying a process once the process is coupled to the network, as now
recited in claim 1. Claims 2-4 include all the limitations of claim 1 and are likewise
believed to be patentable over the IPhone literature for the same reasons as claim 1.

The Examiner will note that the limitations recited in claim 4 are further
refinements of limitation D of claim 1, as amended. Specifically, the subject
specification discloses two techniques for establishing a point-to-point communication
with another process. A first technique, as described in the specification (pp. 12-14)
utilizes a query to the directory server. A second technique contemplates the caller
process sending its network protocol address to the prospective callee process directly
in an e-mail message, as described in the specification (pp.15-18).

Claims 5-6 have been cancelled, without prejudice.

To more particularly point out and distinctly claim the subject matter which
Applicants regard as the invention, new claims 7-20 have been added to the
specification. Claims 7-9 include limitation similar to claims 1-4 and are believed
patentable for the same reasons. The subject matter of claims 10-20 are directed to a
user interface in which establishment of calls, conferencing of parties, transferring of
parties among calls and disabling of calls are achieved using elements representing
communication lines and parties. Support for these claims can be found in the
specification, (pp. 49-58). Applicants respectfully assert that none of the art of record,
whether considered singularly or in combination, disclose or suggest the subject matter
as recited in claims 10-20.

In light of the foregoing amendments and remarks, the claims are believed
allowable over any of the references of record, whether considered singularly or in
combination. Accordingly, Applicants believe this application is in condition for
allowance and a notice to that effect is respectfully requested. If the Examiner has any
questions regarding this amendment or the application in general he is invited to call

the Applicants’ attorney at the number listed below.
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The Commissioner is hereby authorized to charge any fees or credits under 37
C.F.R. §1.16 and 1.17 to our deposit account No. 02-3038.

Respectfully submitted,

BllO G
“Bruce D. Jobse, Reg. No. 33,518
KUDIRKA & JOBSE, LLP

Two Center Plaza

Boston, MA 02108

(617) 367-4600
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Serial Number: 08/721316 Page 2

Art Unit: 2751

Part I11. DETAILED ACTION

Drawings
1. This application has been filed with informal drawings which are acceptable for
examination purposes only. Formal dfawings will be required if and when the application is
allowed.
Specification Objections
2. The disclosure is objected to because of the following informalities: on pages 2-3 and
elsewhere within the specification, references made to patent applications must be updated to
reflect their respective Serial and Patent Numbers, insofar as possible; on page 5 line 8, “a such a”
appears to have been intended as “such a;” and on page 27 line 25, “Winsoc 1.1" appears to have
been intended as “Winsock 1.1.”
The above objections are merely illustrative and do not represent all errors contained in

the specification. Applicants are required to proof read the specification and make all necessary

corrections.

Claim Objections
3. Claims 1-4 are objected to because of the following informalities: Claim 1 appears to read
more clearly and consistently if on line 8, applicants inserted --,-- after “means” and “commands.”

In Claims 2 and 3, “first processor” and “second processor” have no antecedent basis. They
would read more clearly if in Claim 1 “processors” were associated with the computer systems

claimed. In Claims 1, 3 and 4 “server” is unclear in light of reference to both a “global server”
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Art Unit: 2751

and a “connection server” on page 35 of the Specification. In Claim 4, “email signal” appears to
read more clearly as “email address.” In Claim 3, “processing” would read more clearly if
applicants specified the functions intended.
The claims have been examined insofar as clarity and reasonable certainty permits.
Appropriate correction is required.
Claim Rejections - 35 USC § 102
4, The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(a) the invention was known or used by others in this country, or patented or described in a printed publication in
this or a foreign country, before the invention thereof by the applicant for a patent.

5. Claims 1-3 and 5-6 are rejected under 35 U.S.C. 102(a) as being anticipated by VocalTec
Internet Phone™ Version 2.5 (hereinafter “IPHONE”).

IPHONE is Internet telephony software with a graphic user interface that allows real-time
Internet voice communication between two computers--having one or more speakers and at least
one microphone--via a direct computer-to-computer link using TCP/IP or SLIP/PPP. IPHONE
utilizes IRCs (Internet Relay Servers) as Internet Phone Directories to remedy the difficulty
arising from identifying another’s dynamically assigned IP address, which changes each time a
user logs into his or her Internet Service Provider.

As to Claim 1, IPHONE is a computer program product for use with a computer system

having a display and an audio transducer--it is software inherently for use with the computer
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Art Unit: 2751

systems of two users, with each system having a display, and at least one speaker and
microphone.

Moreover, each system is operatively coupled to other computers and a server over a
computer network. Inherently the systems of each user is connected to the Internet, through
which they each are coupled to a plurality of computers and an IRC (Internet Relay Server)
server.

IPHONE, a computer program product, inherently provides a computer usable medium
(one or more floppy disks, a CD-ROM, etc...) having computer readable code means (executable
code) embodied in the medium.

Furthermore, IPHONE, a computer program product, provides means, responsive (o user
input commands, for establishing a point-to-point communications link with another computer
over the computer network. Inherently, IPHONE contains executable code, which when
executed, receives a user input (the clicking of the left button of a mouse whose pointer is above a
“Quick Dial Button,” see Internet Phone Help Index, Using Internet Phone (link), Setting a Quick
Dial Button (link)) and establishes a direct (see Readme.txt file, which is bundled with

iphone25.exe, § About The Internet Phone and IRC, “The actual talk is done directly between the

PC's running the Internet Phone, and NOT via the IRC.”) point-to-point communications link
with another computer over the Internet. And as noted supra, IPHONE utilizes IRCs as Internet
Phone Directories to remedy the difficulty arising from identifying another’s dynamically assigned

IP address, which changes each time a user logs in to his or her Internet Service Provider.
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Furthermore, IPHONE, a computer program product, provides means, responsive to
audio data from the audio transducer, for transmitting the audio data over the communications
link to the other computer. Inherently, when one of the two users with an established point-to-
point communications link speaks into his or her microphone, the analog audio signal is converted
by software or hardware means to a digital signal and then sent through the Internet to the
computer of the other user.

Lastly, IPHONE provides means for generating a user-interface through which a user
may coact with the computer system. IPHONE, as a computer program product, inherently
contains executable code. This code, when executed, generates a plurality c;f windows with menu
bars and icons through which a user fully interacts with the software to fully effectuate Internet
telephony through his or her computer system. The user, as noted supra, may click the left button
of a mouse whose pointer is above a “Quick Dial Button,” which initiates and establishes a point-
to-point communications link with another computer (inherently, via its IP address) over the
Internet.

As to Claim 2, which depends on Claim 1, IPHONE, a computer program product,
provides, in conjunction with its means for establishing a point-to-point communication link,
program cbde means, responsive to the network protocol address of a second processor, for
establishing a point-to-point communication link between a first processor and a second

processor over the computer network.
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Inherently, IPHONE, a computer program product, provides program code, which in
conjunction with its means for establishing a point-to-point communication link, when executed,
initiates and establishes, in response to a user clicking the left button of a mouse, whose pointer is
above a “Quick Dial Button” (see cite supra) a point-to-point communication link with another’s
computer, which is either a TCP/IP or SLIP/PPP communication link via the other’s IP address
over the Internet (see Internet Phone Help Index, Quick Tour (link), 4th page thereof).

As to Claim 3, which depends on Claim 2, IPHONE, a computer program product,
provides, in conjunction with its means for establishing a point-to-point communication link,
program code means for transmitting, from a first processor to a server, a query as to whether a
second processor is connected to the computer network; and program code means for receiving a
network protocol address of the second processor from the server, when the second processor is
connected to the computer network.

IPHONE, a computer program product, provides program code, which in conjunction
with its means for establishing a point-to-point communication link, when executed, inherently
transmits, from a first processor to an IRC server, a query as to whether another user, whose
identity (name and email address) is contained in a Quick Dial Button, is connected to the IRC
network; and program code, which receives another’s IP address from an IRC server, when the
other is connected to the IRC network.

As to Claim 5, which depends on Claim 1, IPHONE, a program product, inherently

provides program code means for processing audio data. The analog audio data captured by a
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microphone is inherently converted to digital format before transmission across the Internet to
another user, where it is converted back to analog before directed to one or more speakers.

As to Claim 6, which depends on Claim 5, IPHONE teaches the use of VOCALTEC’s VC
Card, a voice compression card, by its users to increase the efficiency and quality of

communication (see [nternet Phone Help Index, Using Internet Phone (link), What is Internet

Phone (link), last paragraph).
Claim Rejections - 35 USC § 102/103
6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

7. Claim 4 is rejected under 35 U.S.C. 102(b) as anticipated by IPHONE or, in the
alternative, under 35 U.S.C. 103(a) as obvious over IPHONE.

8. As to Claim 4, which depends on Claim 2, IPHONE provides, in conjunction with its
means for establishing a point-to-point communication link, program code means for receiving a
second network protocol address from a second processor over the computer network,
inherently; and appears to provide program code means for transmitting an E-mail signal
containing a network protocol address from a first processor to a server over a computer

network.
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IPHONE, when executed, inherently provides program code means for receiving the IP
address from a second processor over the computer network, since a direct Internet connection
between the second and first processors is ultimately achieved. However as to the 102/103 issue,
it appears likely that IPHONE, when executed, provides program code for transmitting an E-mail
signal (E-mail address) containing a network protocol address (IP address) from a first processor
(a first user’s computer) to a server (an IRC server) over the computer network (the Internet).
Clearly, IPHONE allows a first user to query an IRC server to discover whether a particular user
is “on-line.” A user of IPHONE supplies the program with “user information” including his or her
email address, name and other information. When the user “logs on” to an IRC server, inherently
the user’s IP address and some type of identifying information is sent to the server, since another
user is able to locate the former user via a query containing some identifying information. An
email address is sufficiently unique to be efficient search criteria for locating a specific record
(user) against a list of records (users) for identification of whether a particular user is on-line, i.e.)
available to receive a “call.” It is highly likely that a user’s E-mail address is used by IPHONE as
search criteria.

Insofar as IPHONE does not use an E-mail address as search criteria, it would have been
obvious to one ordinarily skilled in the art at the time the invention was made to have used an E-
mail address as unique search criteria for determining whether a user associated with the E-mail

address was “on-line.” It would have been highly desirable to locate a specific user rather than a
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plurality of users, arising from use of common search criteria, so that a correct communication

link could be established in a minimal amount of time.

Conclusion
9. The following prior art made of record and not relied upon is considered pertinent to
applicants’ disclosure:
a. Netscape Conference and Cooltalk Meeting Room, www.q5.com. Examiner considers this website,

which works in conjunction with the Internet telephony software product Netscape®Cooltalk™, as a
potential 102(a)/102(b) bar to applicants’ claims and as a highly probative 103(a) reference.

b. Gull, Re: Getting IP address of PPP-connected Mac, <jgull-0304951005350001@pm012-
11.dialip.mich.net>.
Examiner considers this 103(a) reference as strong motivation to combine with prior art-Internet
telephony software, such as Netscape®Cooltalk™, both a central Internet database for the storage
and dissemination of dynamically assigned IP addresses of Internet telephony software users
wishing to disseminate their [P addresses to others connected to the Internet, as well as program code
to operatively interact with said database.

c. Gull, Re: Internet Phone for Mac?, <jgull-1704950116450001 @pm049-28.dialip.mich.net>.
Examiner considers this 103(a) reference as strong motivation to combine with prior art Internet
telephony software both software and/or hardware-based compression means, as well as a central
Internet database for the storage and dissemination of the dynamically assigned IP addresses of
Internet telephony software users wishing to disseminate their IP addresses to others connected to
the Internet, and program code to operatively interact with said database.

10.  Please address inquiries concerning this and earlier communications from the examiner to
George F. Wallace, whose telephone number is 703/305-2277. Examiner can be reached M-F
from 9:00 a.m. to 5:00 p.m. EST.

If attempts to reach the examiner by phone fail, Eddie P. Chan, examiner's supervisor,
can be reached at 703/305-9712.

The fax number for Art Unit 2751 is 703/308-6606.
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Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist at 703/305-3900.

corge¥. Wallace, J.D.”
March 26, 1998
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(69) Migration communication control device.

67) Disclosed is a migration communication con-
trol device constructed to control a continuous

- -~ communication between a mobile node and a

node unaffected the mobile node's migration.
The migration communication control device
comprises a first migration control unit, a sec-
ond migration control unit on the mobile node,
and a third migration control unit on the partner
node. The first migration control unit comprises
a packet transfer unit and an address post unit.
The packet transfer unit receives a packet
which was destined for an outdated address of
the mobile node, generates a conversion packet
which holds an updated address instead of the
outdated address, and then transmits the con-
version packet, while an address post unit
transmits an address post message which indi-
cates the updated address to the third migration
control unit. The second migration control unit
comprises a migration post unit and a packet
resumption unit. The migration post unit trans-
mits to the first migration control unit a mi-
gration post message which indicates the
updated address when the mobile node mi-
grates to another network while a packet re-
sumption unit receives the conversion packet
from both the first migration control unit and
the third migration control unit and resumes an
original packet from the conversion packet. The
third migration control unit comprises a packet
conversion unit which converts a destination
address of a packet into the updated address,
then transmits it to the mobile node.
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BACKGROUND OF THE INVENTION
(1) Field of the invention

The present invention relates to a migration com-
munication control device that controls a communica-
tion between a mobile node and a corresponding
node to enable them to communicate continuously
when the former migrates by managing addresses
assigned to the former each time it migrates across
networks.

(2) Description of the Related Art

Recent progress in the field of electronic technol-
ogy makes it possible to assemble smaller and lighter
portable computers. These portable computers refer-
red to as mobile nodes are designed so that they can
migrate across networks: they are unplugged from a
network and plugged in another and communicate
with a stationary node. Thus, each of them is as-
signed a specific address to prove its identity. The ad-
dress, in general, includes location information as to

- which .network the mobile nodes are currently plug-
ged in, and for this reason, a new address is assigned
each time they migrate.

" For example, the address composed of a net-
work address unit for specifying a network in which
the mobile node is currently plugged in and a node
address unit for proving the mobile node’s identity in
the network, or the address used in a conventional
network architecture such as Internet Protocol(de-
tails of which are in Internet Protocol, RFC791, Jon
Postel, Sep., 1981), they must be changed every time
the mobile nodes migrate.

However, once the mobile node migrates to an-
other network, a communication with the stationary
node will be terminated. This is because a packet is
transmitted to its old address only to be wasted.

Thus, to enable the mobile node and stationary

- node to communicate continuously when the former
migrates, it is necessary to control the communica-
tion by managing the steadily changing address.

To date, two address managing methods have
been proposed: one by Sony Computer Science Lab-
oratory Inc. and one by the Department of Computer
Science at Columbia University.

Sony Computer Science Laboratory iInc. pro-
posed a method using VIP(Virtual Internet Protocol),
details of which are on "VIP : Lower Layer Internet
Protocol”, Fumio Teraoka, Yasuhiko Yokote, Mario To-
koro, Proceed of Data Processing Convention : Mul-
timedia Communication and Distributed Processing.

In this method, each mobile node is assigned a
VIP(Virtual Internet Protocol) address and a
PIP(Physical Internet Protocol) address. The former
is an unchanged address used in a communication
application for packet transmission and reception;
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and the latter is an address changed for every migra-
tion to specify an update physical location of the mobil
node. Data related to both addresses are held in a
cache of a gateway. Under these conditions, the sta-
tionary node transmits a packet to the mobile node to
the VIP address thereof, and the packet is converted
into another packet addressed to the PIP address
when it passes the gateway, thence transmitted to
the mobile node via the gateways placed in a route
onwards. These gateways collect data related to a
correlation between the VIP and PIP addresses from
the header of the packet upon the receipt thereof,
thus updates data in the cache, and hence are able
to convert other packets addressed to the VIP ad-
dresses into the packets addressed to the PIP ad-
dresses based on the correlation entered in the
cache.

In this method, in short, the use of the address
constituting with the VIP and PIP addresses enables
the mobile node and the stationary node to commu-
nicate continuously when the former migrates.

The Department of Computer Science at Colum-
bia University proposed a method using an Internet
Protocol address of which network address unit does
not specify the network which the maobile node is cur-
rently plugged in but declares itself to be the mobile
node, hence a certain value is given as the network
address unit to all the mobile nodes. As well, the
method uses an MSS(Mobile Support Station) instal-
led at each network to manage the IP addresses and
control. a packet route to the mobile node. The MSS
is designed so that it collects data related to the up-
date physical location of the mobile nodes by refer-
ring other MSSs. )

Given these conditions, when the stationary
node transmits a packet to the mobile node when it
migrates, it first transmits the packet to a first MSS in-
stalled in its network; thence the first MSS transfers
the packet to a second MSS installed in a network
which the mobile node is currently plugged in; and fi-
nally the second MSS transfers the packet to the mo-
bile node.

In this method, in short, the use of the MSS en-
ables the mobile node and the stationary node to con-
tinue the communication when the former migrates.

In the first method, however, all the nodes must
be constructed so that they understand both the VIP
and PIP addresses, causing them to extend a scale
functionally, otherwise making it impossible to apply
this method to apparatuses employed in existing net-
works. In addition, the communication via the gate-
ways reduces communication efficiency compared
with direct packet transmission, because the gate-
ways check whether they have received the packet
addressed to the VIP address or PIP address each
time they receive it, as well as whether or not to col-
lect the data therefrom to update those in the cache.

In the second method, each network must have
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the MSS, and the communication via the MSSs
makes it impossible to transmit the packet directly,
thereby reducing the communication efficiency.

SUMMARY OF THE INVENTION

The present invention therefore has an object to
provide a migration communication control device
that is available to any apparatus employed in exist-
ing networks. Also the present invention has another
object to provide a migration communication control
device that enables the mobile node and stationary
node to communicate continuously when the former
migrates by transmitting and receiving the packet di-
rectly besides transferring the packet as has been
done when the mobile node migrates across the net-
works.

The above abjects are fulfiled by a migration
communication control device constructed to control
a communication between a mobile node and a part-
ner node, the mobile node migrating across networks
and obtaining an address assigned on each network
while the partner node being a communication part-
ner of the mobile node, comprising a first migration
control unit, a second migration control unit, a third mi-
gration control unit, the second migration control unit
being placed on the mobile node and the third migra-
tion control unit being placed on the partner node,
wherein the first migration control unit comprises a
packet transfer unit for receiving a packet which was
.destined for an outdated address of the mobile node,
the outdated address assigned when the mobile node
migrated to a network to which the first migration con-
trol unit is attached, generating a conversion packet
which holds an updated address instead of the out-
dated address, and transmitting the conversion pack-
et; and an address post unit for transmitting an ad-
dress post message which indicates the updated ad-
dress of the mobile node to the third migration contro!
unit,“the third migration control unit transmitting the
packet received by the packet transfer unit, and the
second migration control unit comprises a migration
post unit for transmitting to the first migration control
unit a migration post message which indicates the up-
dated address of the mobile node when the mobile
node migrates to another network; and a packet re-
sumption unit for receiving the conversion packet
from both the first migration control unit and the third
migration control unit and resuming an original packet
from the conversion packet, and the third migration
control unit comprises a packet conversion unit for
converting a destination address of a packet, the
packet to be transmitted to the mobile node, into the
updated address indicated by the address post mes-
sage, the address post message sent by the first mi-
gration control unit, and transmitting it to the mobile
node.

The migration post unit in the second migration
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control unit may transmit an identification key includ-
ed in the migration post message, the identification
key being employed to identify the mobile node.

The identification key may be an address of the
mobile node assigned at one network before the net-
work to which the mobile node is currently attached.

The identification key may be an address of the
mobile node assigned before its initial migration.

The second migration control unit may be con-
structed to transmit to the third migration control unit
the packet which has the same format as the re-
sumed packet.

The first migration control unit may further com-

prise an address hold unit for holding the outdated ad-
dress and the updated address by corresponding
them with each other; and an address comparison
unit for comparing the destination address of the re-
ceived packet with the outdated address, wherein the
packet transfer unit generates the conversion packet
and transmits it when the address comparison unit
detects that the destination address of the received
packet coincides with the outdated address.
_ The first migration control unit may further com-
prise an address hold unit for holding the outdated ad-.
dress and the updated address by corresponding
them with each other; and an address comparison
unit for comparing the destination address of the
packet received by the packet transfer unit with the
outdated address, wherein the address post unit
transmits the address post message which indicates
the updated address of the mobile node to the third
migration control unit, the third migration control unit
transmitting the packet received by the packet trans-
fer unit, when the address comparison unit detects
that the destination address of the packet coincides
with the outdated address.

The second migration control unit may further
comprise an address hold unit for holding the outdat-
ed address and the updated address by correspond-
ing them with each other; and an address comparison
unit for comparing the updated address with the des-
tination address of the packet received from one of
the first migration control unit and the third migration
control unit, wherein the packet resumption unit re-
sumes the original packet from the conversion packet
when the address comparison unit detects that the
updated address coincides with the destination ad-
dress of the packet received from one of the first mi-
gration control unit and the third migration control
unit.

The third migration control unit may further com-
prise an address hold unit for holding the outdated ad-
dress and the updated address of the mobile node by
corresponding them with each other; and an address
comparison unit for comparing the outdated address
in the address hold unit with the destination address
of the packet to be transmiticd to the mobile node,
wherein the packet conversion unit converts the des-

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 146



5 EP 0 556 012 A2 6

tination address of the packet to be transmitted to the
mobile node into the updated address which corre-
sponds to the outdated address in the address hold
unit when the address comparison unit detects the
outdated address in the address hold unit coincides
with the destination address of the packet.

There may be a plurality of the first migration con-
trol units, and the second migration control unit trans-
mits the migration post message to atleast one of the
first migration control units.

The migration post unit in the second migration
control unit may transmit the migration post message
to the first migration control unit which is attached to
the network to which the mobile node was attached
before its migration, each of the first migration control
units has a migration post unit for transmitting to one
of the other first migration control units a migration
post message to postthe same address as the updat-
ed address indicated by the migration post message
received from the second migration control unit, and
each of the first migration control units has a migra-
tion post unit for transmitting a migration post mes-
sage from one of the other first migration control units
to another first migration control unit to post the same
address as the updated address indicated by the re-
ceived migration post message.

Each of the first migration control units and the
second migration control unit may further comprise a
pointer hold unit for holding pointers related to the first
migration control unit to which the migration post mes-
sage is transmitted, and wherein the migration post
unit in each of the first migration control units and the
migration postunit in the second migration control unit
transmit the migration post message to each of the
addresses related to each of the pointers.

Each of the pointers may be a broadcast address
of the network to which one of the first migration con-
trol units is attached.

Each of the pointers may be an address which is
assigned to one of the first migration control units
uniquely.

Each of the pointers may be the address of the
mobile node which is assigned when the mobile node
is attached to the same network as is the first migra-
tion control unit, and the migration post unit in the first
migration control unit and the migration post unit in
the second migration control unit obtain the broad-
cast address of the network to which each of the first
migration control units is attached with referring tothe
address of the mobile node, and transmits the migra-
tion post message to the obtained broadcast address.

The pointer hold unit in the second migration con-
trol unit may hold a pointer related to a first migration
control unit for the latest migration, which is the first
migration control unit being attached to one network
before the network to which the mobile node is cur-
rently attached, and the pointer hold unit in the first
migration control unit holds a pointer related to an-
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other first migration control unit attached to the same
network as was the mobile node attached before mi-
grating to the network to which the first migration con-
trol unit is attached.

The second migration control unit may further
transmit to the first migration control unit the pointer
by sending thereto the migration post message, the
pointer to be held by the first migration control unit.

The first migration control unit may store into the
pointer hold unit the pointer when it receives from the
second migration control unit the migration post mes-
sage by corresponding the pointer with the updated
address indicated by the received migration post
message.

Each of the first migration control units may fur-
ther comprise an address hold unit for holding the out-
dated address and the updated address by corre-
sponding them with each other, wherein a migration
post message unit stores into the address hold unit
the outdated address and the updated address by
corresponding them with each other when it receives
from the second migration control unit the migration
post message, while converts the updated address in

the address hold unit into the updated address.indi-

cated by the migration post message when it receives
from the first migration control unit the migration post
message and the outdated address indicated by the
migration post message coincides with one of the up-
dated addresses in the address hold unit.

The first migration control unit may be placed on
a gateway, which connects networks.

The first migration control unit may be placed on
the network as an individual node.

The migration post unit in the second migration
control unit may transmit the migration post message
to a home migration control unit, the home migration
control unit being the first migration control unit which
is attached to a network where the mobile node left
for its initial migration, and the home migration control
unit may further comprise a home migration post unit
for transmitting a migration post message to a first mi-
gration control unit for the latest migration, the first
migration control unit for the latest migration being the
first migration control unit which is attached to the
network where the mobile node left for the latest mi-
gration, to post the same updated address as is indi-
cated by the migration post message received from
the second migration control unit.

The first migration control unit may further com-
prise a migration post unit for transmitting the migra-
tion post message indicating the updated address of
the mobile node to one of the other first migration
control units when the conversion.packet destined for
the outdated address of the mobile node was sent
therefrom to the first migration control unit.

The migration post unit in the second migration
control unit may transmit to the home migration con-
trol unit the migration post message where a home
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address and the updated address are corresponded
with each other, the home address assigned when
the mobile node is attached to the same network as
is the home migration contral unit, and each of the
packet transfer unit and the address post unit in the
home migration control unit may transmit the conver-
sion packet and the address post message respec-
tively with referring to the above home address and
the updated address.

The second migration control unit may further
comprise an outdated address post unit for transmit-
ting to the first migration control unit for the latest mi-
gration an outdated address post message where the
outdated address and the home address are corre-
sponded with each other, the outdated address being
assigned to the mobile node before the latest migra-
tion, the home migration post unit in the home migra-
tion control unit may transmit to the said first migration
control unit for the latest migration the migration post
message where the above home address and the up-
dated address are corresponded with each other, and
the packet transfer unit and the address post unit in
the first migration control unit for the latest migration
may transmit the conversion packet and the address
post message respectively in accordance with the
outdated address and the updated address, the out-
dated address and the updated address being corre-
sponded with each other via the home address.

The outdated address post unitin the second mi-
gration control unit may transmit the above outdated
- address post message at a migration of the mobile

node preceding the latest migration, and each of the .

migration post units in the second migration control
unit and the home migration post unitin the home mi-
gration control unit may transmit the above migration
post message at the latest migration of the mobile
node.

The second migration control unit may further
comprise a home migration control unit pointer hold
unit for holding a pointer related to the home migration
control unit, the migration post unit in the second mi-
gration control unit transmits the migration post mes-
sage to the address related to the pointer, the home
migration control unit may further comprise a pointer
hold unit for the latest migration for holding a pointer
related to the first migration control unit for the latest
migration, and the home migration post unit in the
home migration control unit may transmit the migra-
tion post message to the address related to the poin-
ter.

Each of the above pointers may be the broadcast
address of the network to which each of the first mi-
gration control units is attached.

Each of the above pointers may be the address
assigned to each of the first migration control units
uniquely.

The second migration control unit may further
comprise a pointer obtainment unit for requesting to
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the first migration contro! unit for the latest migration
the pointer related to the first migration control unit for
the latest migration, and the migration post unitin the
second migration control unit may post the obtained
pointer to the home migration control unit together
with the updated address by sending thereto the mi-
gration post message.

The migration post unit in the second migration
control unit may post to the home migration control
unit the pointer at the migration of the mobile node
preceding the latest migration, while the migration
post unit may post the above updated address at the
latest migration of the mobile node.

The first migration control unit may further com-
prise an address post suppressing unit for suppress-
ing transmission of the address post message from
the address post unit to the third migration control
unit, and the address post suppressing unit may sup-
press transmission of the address post message
when none of the first migration control units is attach-
ed to the same network as is the mobile node.

The second migration control unit may further
comprise a detect unit for detecting whether or notthe

. first migration control unit is attached to the network

to which the mobile node migrates, the migration post
unit in the second migration control unit may transmit
to the home migration control unit the migration post
message which includes the detecting result of the
above detect unit together with the updated address,
the home migration post unit in the home migration
control unit may transmit to the first migration control
unit for the latest migration the migration post mes-
sage which includes the detecting result of the above
detect unit together with the updated address, and
the address post suppressing unit in each of the
home migration control unit and the first migration
control unit for the latest migration may suppress the
transmission of the address post message in accor-
dance with the detecting result of the above detect
unit.

The first migration control unit may further com-
prise a packet transfer suppressing unit for suppress-
ing transfer of the packet conducted by the packet
transfer unit.

The first migration control unit may further com-
prise an address post suppressing unit for suppress-
ing transmission of the address post message from
the address post unit to the third migration control
unit, and the address post suppressing unit in the first
migration control unit being attached to a network to
which the mobile node is not attached, may suppress
the transmission of the address post message when
the packet transfer suppressing unit in the first migra-
tion control unit for the latest migration suppresses
transfer of the packet.

The second migration control unit may further
comprise a detect unit for detecting whether or not the
packet transfer suppressing unit in the first migration
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control unit suppresses the transfer of the packet, the
first migration control unit being attached to the net-
work to which the mobile node migrates, and the mi-
gration post unit in the second migration control unit
transmits to the home migration control unit the mi-
gration post message which includes the detecting re-
sultofthe above detectunit together with the updated
address, the home migration post unitin the home mi-
gration control unit may transmit to the first migration
control unit for the latest migration the migration post
message which includes the detecting result of the
detect unit together with the updated address, and
the address post suppressing unit in each of the
home migration control unit and the first migration
control unit for the latest migration may suppress the
transmission-of the address post message in accor-
dance with the detecting result of the above detect
unit.

The packet transfer suppressing unit in the first
migration control unit for the latest migration may sup-
press the transfer of the packet conducted by the
packet transfer unit, when the packet transfer sup-
pressing unit in the first migration control unit being
attached to the network to which the mobile node mi-
grates suppresses the transfer of the packet.

The above objects may also be fulfilled by a pack-
et transfer migration control unit in a migration com-
munication control device, the migration communica-
tion control device being constructed to control a com-
munication between a mobile node and a partner

- node, the mabile node migrating across networks and
obtaining an address assigned on each network while

the partner node being a communication partner of
the mobite node, comprising a packet transfer unit for
receiving a packet which was transmitted by the part-
ner node to an outdated address of the mobile node,
the outdated address being assigned when the mo-
bile node migrated to a network to which the packet
transfer migration control unit is attached, generating
a conversion packet which holds an updated address
instead of the outdated address, and transmitting the
conversion packet; and an address post unit for trans-
mitting an address post message which indicates the
updated address of the mobile node to the partner
node, the partner node transmitting the packet re-
ceived by the packet transfer unit.

The above objects may further be fulfilled by a
mobile node migration control unit in a migration com-
munication control device, the migration communica-
tion control device being constructed to control a com-
munication between a mobile node which migrates
across networks and obtains an address assigned on
each network and a partner node which is a commu-
nication partner of the mobile node, being placed on
the mobile node and comprising a migration post unit
for transmitting to a packet transfer migration control
unit a.migration post message which indicates an up-
dated address of the mobile node when the mobile
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node migrates to another network, the packet trans-
fer migration control unit for receiving a packet which
was transmitted by the partner node to an outdated
address of the mobile nade, the outdated address as-
signed when the mobile node migrated to a network
to which the migration control unit for packet transfer
is attached, generating a conversion packet which
holds the updated address instead of the outdated
address, and transmitting the conversion packet; and
a packet resumption unit for receiving the conversion
packet from both the packet transfer migration control
unit and the mobile node, and resuming an original
packet from the conversion packet.

The above objects are finally fulfilled by a partner
node migration control unitin a migration communica-
tion control device, the migration communication con-
trol device being constructed to control a communica-
tion between a mobile node which migrates across
networks and obtains an address assigned on each
network and a partner node which is a communica-
tion partner of the mobile node, being placed on the
mobile node and comprising an address post mes-
sage receiving unitfor receiving an address postmes-
sage which indicates an.updated address of the mo-
bile node from a packet transfer migration control unit,
the packet transfer migration control unit transmitting
an address post message which indicates the updat-
ed address of the mobile node to the partner node;
and a packet conversion unit for converting a destin-
ation address of a packet, the packet to be transmit-
ted to the mobile node, into the updated address in-
dicated by the address post message, and transmit-
ting it to the mobile node.

According to the above construction, the migra-
tion communication control device of the present in-
vention transfers and converts the packet using the
address assigned to the mobile node each time it mi-
grates across networks, obviating particular address-
es or devices such as the VIP address used conven-
tionally. For this reason, the migration communica-
tion control device of the present invention can be ap-
plied to the existing partner node and mobile node so
that they can communicate continuously by transfer-
ring the packet. Moreover, itis advantageous that the
migration communication control device of the pres-
ent invention is not necessarily applied to all the
nodes to enhance communication efficiency; the
present invention can be applied only to where nec-
essary on the existing networks. Moaore precisely,
when any existing partner node communicates with
the mobile node when it migrates, the packet can be
transmitted directly from the mobile nodes to the ex-
isting partner node; and it can be transferred via the
first migration control unit from the existing partner
node to the mobile node, thereby enhancing commu-
nication efficiency.

Furthermore, when the partner node employs
the migration communication control device of the
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present invention, communication efficiency is fur-
ther enhanced thanks to the direct packet transmis-
sion and reception made possible by posting the up-
date address of the mobile node from the first migra-
tion control unit to the third migration control unit.
Also, the devices such as MSS or a gateway em-
ploying the VIP are not necessarily installed at every
network to which the mobile node migrates. To be
precise, according to the present invention, the con-
tinuous communication is implemented even when
the mobile node migrates to a network at which no
special devices including above ones are instalted.

BRIEF DESCRIPTION OF THE DRAWINGS

These and the other objects, advantages and
features of the invention will become apparent from
the following description thereof taken in conjunction
with the accompanying drawings which illustrate a
specific embodiment of the invention. In the draw-
ings:

FIG. 1 is a block diagram depicting a construction

of a migration communication control device in a

first embodiment of the present invention;

FIG. 2is a block diagram depicting a detailed con-

struction of the migration communication control

device employed as a mobile node in the firstem-
bodiment of the present invention;

FIG. 3is a block diagram depicting a detailed con-

struction of the migration communication control

device employed as a gateway. in the first em- .

bodiment of the present invention;

FIG. 4 is a block diagram showing a detailed con-
struction of the migration communication control
device employed as a stationary node in the first
embodiment of the present invention;

FIG. 5 is a block diagram showing a detailed con-
struction of the migration communication control
device employed as an individual node in the first
-embodiment of the present invention;

FIG. 6 is an illustration showing a first example of
a network to which the migration communication
-control devices in FIG. 2, 3, 4 are attached;

FIG. 7 is an illustration showing a second exam-
ple of the network to which the migration commu-
nication control devices in FIG. 2, 3, 4 are attach-
ed;

FIG. 8 is an illustration showing a third example
of the network to which the migration communi-
cation control devices in FIG. 2, 3, 4 are attached;
FIG. 9is an illustration showing a fourth example
of the network to which the migration communi-
cation control devices in FIG. 2, 3, 4 are attached;
FIG. 10 is an illustration showing (a) data in a data
hold unit 1 in the mobile node (b} data in a data
hold unit 1 in the migration communication control
devices each employed as the gateway, the sta-
tionary node, and the individual node.

10

15

20

25

30

35

40

45

50

55

12

FIG. 11 is an illustration showing a format of a
packet in the first embodiment of the present in-
vention; )

FIG. 12 is an illustration showing a format of a
packet in the first embodiment of the present in-
vention,

FIG. 13 is an illustration showing a content of the
data hold unit 1 in the migration communication
control device employed as the gateway;

FIG. 14 is an illustration showing a content of the
data hold unit 1 in the migration communication
control device employed as the individual node;
FIG. 15 is an illustration showing an example of
a network to which the migration communication
control device is attached in a second embodi-
ment of the present invention;

FIG. 16 is a detailed block diagram depicting a
home migration communication control device in
the second embodiment of the present invention;
FIG. 17 is an illustration showing a content of a
home mobile host list hold unit in the second em-
bodiment of the present invention;

FIG. 18 is a detailed block diagram depicting the

_visitor migration communication control device in

the second embodiment of the presentinvention;
FIG. 19 is an illustration showing a content of a
visitor mobile host list hold unitin the second em-
bodiment of the present invention;

FIG. 20 is a detailed block diagram depicting a mi-
gration address unit in the second embodiment of
the present invention;

FIG. 21 is an illustration showing a content of an
address hold unit in the migration address unit in
the second embodiment of the present invention;
FIG. 22 is a detailed block diagram depicting a mi-
gration address unit in the second embodiment of
the present invention;

FIG. 23 is an illustration showing a content of the
address hold unitin the migration address unit in
the second embodiment of the present invention;
FIG. 24 is an illustration showing a format of a
data packet in the second embodiment of the
present invention;

FIG. 25 is an illustration showing a format of a
packet transfer message in the second embodi-
ment of the present invention;

FIG. 26 is an illustration showing a flow of a data
packet transmitted between devices in the sec-
ond embodiment of the present invention;

FIG. 27 is an illustration showing a communica-
tion sequence in FIG. 26;

FIG. 28 is an illustration showing a construction
of each data packet in FIG. 26;

FIG. 29 is an illustration showing a change in the
content of each hold unitin FIG. 26;

FIG. 30 is an illustration showing a flow of each
data packet transmitted between devices at an
operation example in the second embodiment of
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the present invention;

FIG. 31 is an illustration showing a2 communica-
tion sequence in FIG. 30;

FIG. 32 is an illustration showing a construction
of each data packet in FIG. 30;

FIG. 33 is an illustration showing a change in the
address hold unit in each device in FIG. 33;
FIG. 34 is an illustration showing a flow of a data
packet transmitted between devices at an opera-
tion example in the second embodiment of the
present invention;

FIG. 35is an illustration showing the communica-
tion sequence in FIG. 34;

FIG. 36 is an illustration showing a construction
of each data packet in FIG. 34;

FIG. 37 is an illustration showing a change in the
address hold unit in each device in FIG. 34;
FIG. 38 is an illustration showing a flow of each
data packet transmitted between devices at an
operation example in the second embodiment of
the present invention;

FIG. 39 is an illustration showing a communica-
tion sequence in FIG. 38;

--FIG. 40 is an illustration showing a construction
of each data packet in FIG. 38;

FIG. 41 is an illustration showing a change in the
address hold unit in each device in FIG. 38;
FIG. 42 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the present invention;

- FIG. 43 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the present invention;
FIG. 44 is an illustration showing a flow of each
data packet transmitted between devices in the
second embodiment of the presentinvention; and
FIG. 45 is an illustration showing a flow of each
data packet transmitted between devices in the
second:embodiment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

[Embodiment 1]

A construction of a migration communication con-
trol device in a first embodiment of the present inven-
tion is described hereunder with referring to FIGs.
Hereinafter, the mobile node and partner node in the
related art as well as in the summary of the invention
are referred to as a mobile host and a stationary host,
respectively.

FIG. 1 is an illustration showing the construction
of the migration communication controt device com-
prising a data hold unit 1, an application unit 2, a mi-
gration address unit 3, and a communication control
unit 4.

The data hold unit 1 holds a couple of addresses
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of a mobite host by corresponding them. Each of the
addresses in the data hold unit 1 is assigned before
and after a migration of the maobile host.

The application unit 2 checks a connection as
well as monitors a timer. The unit 2 is relevant for a
higher layer in OS| model, which includes an applica-
tion layer. For example, the unit 2 operates as TCP at
TCP/IP (Transmission Control Protocol/Internet Pro-
tocol) or a layer which is higher than TCP.

The migration address unit 3 processes a migra-
tion address with referring to data in the data hold unit
1. The concrete operation of the migration address
unit 3 varies depending on a type of the migration
communication control device comprising the unit 3,
and this will be described in detail later.

The communication control unit 4 controls the
communication. The unit4 is relevant for alower layer
in the OSI model. For example, the unit 4 operates as
a layer which is lower than IP at TCP.

The application unit 2 and the communication
control unit 4 are the same units as ones implemented
on a general host. Besides the unit 2 and 4, the mi-
gration communication device in the first embodiment
of the present invention includes the data hold unit 1
and the migration address unit 3; thereby implements
an operation unique to this case. Thatis, the data hold
unit 1 and the migration address processing unit 3 are
attached to the mobile host which migrates across
networks, or a stationary host which is attached to a
network fixedly (for example, a gateway or a server);

.otherwise, they operate alone. Each device compris-

ing the unit 1 and 3 supports a continuous communi-
cation unaffected by migration of the mobile host be-
sides providing its own function.

The data hold unit 1 and the mobile address unit
3, which are included in the devices attached to the
network, are described in FIGs. 2, 3, 4, 5. FIG. 2
shows a migration communication control device
where the unit 1 and the unit 3 are attached to the mo-
bile host which migrates across networks; FIG. 3
shows a migration communication control device
where the unit 1 and the unit 3 are attached to a gate-
way which connects the networks; FIG. 4 shows ami-
gration communication control device where the unit
1 and the unit 3 are attached to the stationary host,
which is the communication partner of the mobile
host; and FIG. 5 shows a migration communication
control device attached to the network itself.

The migration communication control device in
FIG. 2 (hereinafter referred to as a mobile host) fur-
ther includes the application unit 2, the communica-
tion control unit 4, and an address obtainment unit 25,
besides the data hold unit 1 and the migration ad-
dress unit 3.

Each of the application unit 2 and the communi-
cation contro! unit 4 operates as the above; while the
unit 2 together with the unit 4 operate as a conven-
tional stationary host.
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The address obtainment unit 25 obtains an ad-
dress of the mobile host assigned when it has migrat-
ed to another network. Although other options can be
considered, such as employing a manual setting by
an operator or communicating with a server computer
which administrates addresses of the network, it is
supposed here that the address is obtained in accor-
dance with an instruction of a system administrator or
the operator. The address obtainment unit 25 is also
possessed by a general host and will not be described
in detail.

The addresses held in the data hold unit 1 are ob-
tained by the address obtainment unit 25.

The migration address unit 3 (enclosed with a
broken line) consists of a response message trans-
mission unit 20, a marked packet conversion unit 21,
a migration address setting unit 26, a migration post
transmission unit 27, a reception packet unit 28, and
a marked packet resumption unit 29.

The response message transmission unit 20
transmits the packet which responds to the received
packet if the response is needed.

The marked packet conversion unit 21 converts
a packet received from the response message trans-
mission unit 20 as well as the application unit 2 into a
marked packet by converting the address of the re-
ceived packet and marking the packet.

The migration address setting unit 26 stores the
address obtained by the address obtainment unit 25
into the data hold unit 1. The address obtained by the
unit 25 is the address of the mobile host assigned af-
ter the migration, and the unit 26 stores it into unit 1
by corresponding it to the address of the mobile host
assigned before the migration.

The migration post transmission unit 27 posts via
the communication control unit 4 that the address ob-
tained by the unit 25 is held in the data hold unit 1 to-
gether with the correspondence between a couple
addresses each of which assigned before and after
the migration.

The reception packet unit 28 detects whether or
not the received packet is marked, and sends the un-
marked packet to the application unit 2 while sending
the marked packet to the marketed packet resump-
tion unit 29.

The marked packet resumption unit 29 resumes
the marked packet. -

The migration communication control device in
FIG. 3 (hereinafter referred to as a gateway) further
includes the application unit 2 and the communication
control unit 4 besides the data hold unit 1 and the mi-
gration address unit 3 (enclosed with a broken line).

Each of the application unit 2 and the communi-
cation control unit 4 operates described the above,
and the unit 2 together with the unit 4 operate as a
conventional gateway.

The data hold unit 1 holds the correspondence
between a couple of the addresses of the mabile hast
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each of which assigned before and after migration.

The migration address unit 3 consists of a recep-
tion packet unit 35, a migration post information unit
36, an address comparison unit 37, an address con-
version post transmission unit 38, and a marked pack-
et conversion unit 39.

The reception packet unit 35 detects whether or
notthe received packet is the packet comprising a mi-
gration post message, which is transmitted by the mo-
bite host. The unit 35 then sends the migration post
message to the migration post information unit 36
while sending the other packets to the address com-
parison unit 37.

In accordance with the migration post message
received from the reception packet unit 35, the migra-
tion post information unit 36 stores in the data hold
unit 1 the correspondence between a couple of the
addresses of the mobile host each of which assigned
before and after the migration. The unit 36 aiso sends
the migration post message to the address conver-
sion post transmission unit 38.

The address comparison unit 37 detects whether
or not the destination address of the packet received
from the reception packet unit 35 coincides with the -
address of the mobile host assigned before migration,
which is held in the data hold unit 1. When they caoin-
cide with each other, the unit 37 further sends to the
marked packet conversion unit 39 the address as-
signed after the migration, which corresponds to the
address which coincides with the destination ad-
dress, as well as the packet received from the recep-
tion packet unit 35. On the other hand, when they do
not coincided with each other, the unit 37 implements
a function of a gateway by sending the packet to the
application unit 2.

The address conversion post transmission unit
38 transmits to-the destination address of the above
packet received from the reception packet unit 35 an
address conversion post message to inform that the
address of the mobile host changes when the ad-
dress comparison unit 37 detects a coincidence. Also
the unit 38 transmits the address conversion post
message to the network which satisfies the following
two conditions: (1) the network where the address
assigned before the migration, which is held in the
data hold unit 1, is other than 0 (2) the migration com-
munication control device employs as the gateway is
not attached to the network. When the address con-
version post message is transmitted to the network,
which satisfies the above conditions, its destination
address is a broadcast address of the network. The
broadcast address consists of a network part and a
host part, and every bit of the host part is 1.

The marked packet conversion unit 39 generates
a marked packet when the address comparison unit
37 detects a coincidence. The unit 39 generates it by
marking a general packet after converting the destin-
ation address of the packet. Then, the unit 39 trans-
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mits it.

The migration communication control device in
FIG. 4 (hereinafter referred to as a stationary host)
further includes the application unit 2 and the com-
munication control unit 4 besides the data hold unit 1
and the migration address unit 3 (enclosed with a
broken line).

Each of the application unit 2 and the communi-
cation control unit 4 operates as described the above,
and the unit 2 together with the unit 4 operate as a
conventional stationary host (not migrate).

The data hold unit 1 holds the correspondence
between a couple of the addresses of the mobile host
each of which assigned before and after the migra-
tion.

The migration address unit 3 consists of a recep-
tion packet unit 45, a marked packet resumption unit
46, an address conversion post information unit 47,
an address comparison unit 48, and a marked packet
conversion unit 49.

The reception packet unit 45 detects whether the
received packet is the packet comprising the address
conversion post message, the marked packet, or the
other packets. The address conversion post message
is transmitted by the gateway. Then the unit 45 sends
the address conversion post message to the address
conversion post information unit 47, the marked
packet to the marked packet resumption unit 46, and
the other packets to the application unit 2.

The marked packet resumption unit 46 resumes
the unmarked packet from the marked packet, which
is received from the reception packet unit 45.

The address conversion post information unit 47
obtains from the packet comprising the address con-
versions post message, which is received from the re-
ception packet unit 45, the correspondence between
the address of the mobile host assigned before the
migration and the one assigned after the migration,
and stores it'into the data hold unit 1.

The address comparison unit 48 detects whether
or not destination address of the packet received from
the application unit 2 coincides with the address of
the mobile host assigned before migration, which is
held in the data hold unit 1. When they coincide with
each other, the unit 48 further sends to the marked
packet conversion unit 49 the address assigned after
the migration, which corresponds to the address
which coincides with the destination address, as well
as the packet received from the application unit 2. On
the other hand, when they do not coincided with each
other, the unit 48 sends the packet to the communi-
cation control unit 4.

The marked packet conversion unit 49 generates
a marked packet when the address comparison unit
37 detects a coincidence. The unit 49 generates it by
marking a general packet after converting the destin-
ation address of the packet. Then, the unit 49 trans-
mits it.
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The migration communication control device in
FIG. 5, which is attached to the network by itself, con-
sists of the data hold unit 1, the migration address unit
3 (enclosed with a broken line), and the communica-
tion control unit 4.

The data hold unit 1 holds the correspondence
between a couple of the addresses of the mobile host
each of which assigned before and after the migra-
tion. ’

The migration address unit 3 consists of the re-
ception packet unit 35, the migration post information
unit 36, the address comparison unit 37, the address
conversion post transmission unit 38, and the marked
packet conversion unit 39. The units integrating the
migration address unit 3 operate substantially same
as equivalent units integrating the gateway in FIG. 3
except the following.

In FIG. 3 the address conversion post transmis-
sion unit 38 transmits the address conversion post
message to the network satisfying both of the two
conditions, which are described in the above; where-
as, the address conversion post transmission unit 38
in FIG. 5 transmits the address conversion post mes-
sage to the broadcast address of the network as long
as the network satisfies the first condition, that is it
transmits the address conversion post message to
the network when the address assigned before the
migration, which is held in the data hold unit 1, is other
than 0.

FIG. 6 shows a first example of a network to
which the migration communication control device as
the mobile host in FIG. 2, the migration communica-
tion control device as the gateway in FIG. 3, and mi-
gration communication control device as the station-
ary host in FIG. 4 are attached. In the figure numeral
11 denotes a mobile host in FIG. 2, which migrates
from a network A to a network B and obtains an ad-
dress a assigned on the network A as well as an ad-
dress  assigned on the network B.

Numeral 12 denotes a stationary host in FIG. 3,
which is attached to the network B and obtains an ad-
dress y assigned thereon.

Numeral 12’ denotes a stationary host in FIG. 3,
which is attached to the network A and obtains an ad-
dress y’ assigned thereon.

Numeral 13 denotes a gateway in FIG. 3, which
has an address g. The gateway 13 is attached to both
the network A and the network B.

The address on each network is assigned by a
system administrator.

FIG. 7 shows a second example of a network to
which the mobile host in FIG. 2, the gateway in FIG.
3, and the stationary host in FIG. 4 are attached. The
stationary host is not illustrated in FIG. 7 since its lo-
cation does not affect the communication with the
mobile host.

In the figure the mobile host 11 migrates across
network 1-4, and obtains an address m, m’, m”, m”
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assigned on each network respectively.

The network 5 as well as each of the network 1-
4 (hereinafter referred to as the net 5, and the net 1-
4 respectively) are connected with each other by a
gateway 1-4, as shown in the figure.

Agateway 1-4 (hereinafter referred to as gw 1-gw
4) is the migration communication control device em-
ployed as the gateway in FIG. 3.

FIG. 8 shows a third example of the network to
which-the mobile host in FIG. 2, the gateway in FIG.
3, and the stationary hostin FIG. 4 are attached. Con-
struction of this network is substantially same as the
second example of the network in FIG. 6 although op-
eration thereof is different from the second example,
which will be described later.

FIG. 9 shows a fourth example of the network to
which the mobile host in FIG. 2, the migration com-
munication control device in FIG. 5, the stationary
host in FIG. 4 are attached. The migration communi-
cation control device as the stationary host will not be
described here.

In the figure, numeral 11 denotes the mobile host
which migrates across the network 1-4 and obtains

the address m, m’, m”, m” assigned on each network

respectively.

The network 5 as well as each of the network 1-
4 (hereinafter referred to as the net 5, and the net 1-
4 respectively) are connected with each other by a gw
1-4, as shown in the figure.

Each of the migration communication control unit
1-4 (hereinafter referred to as S1-S4) is relevant for
the one in the FIG. 5.

An address used in the first embodiment of the
present invention is described hereunder. Each ad-
dress consists of a network part, which is assigned on
each network and shared by every host attached to
that network, as well as a host part, which is assigned
to each host uniquely.

A broadcast address is a special kind of address,
which can be divided into two types. The first one is
the broadcast address used as the destination ad-
dress in transmitting a packet from a network to an-
other network, such as the broadcast address where
every bit of the host part is 1. When the first type of
the broadcast address is used as the destination ad-
dress of the packet, the packet is transferred by the
gateway to the network directed by the network part
of the broadcast address. The other one is used in
transmitting a packet within a network, such as the
broadcast address where every bit of both the host
partand the network partis 1. When the second type
of the broadcast address is used as the destination
address of the packet, the packet is transmitted to all
the devices attached to the network, which includes
the broadcast address. However, the gateway does
not transfer the packet to any other network.

Operations of the migration communication con-
trol device in the first embodiment of the present in-
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vention are described hereunder with referring to
drawings.

(operation example in FIG. 6)

In FIG. 6, when the mobile host migrates from the
network Ato the network B, the migration communi-
cation control device is operated as follows.

In a first operation, the mobile host and the gate-
way operate when the mobile host migrates across
networks.

In a second operation, the stationary host trans-
mits a packet to an address of the mobile host which
was assigned before the migration.

In a third operation, the stationary host transmits
the packetto an address of the mobile host which has
been assigned after the migration.

In a fourth operation, the mobile host receives
the packet which is transmitted by the stationary host.

In a fifth operation, the mobile host sends a re-
sponse message to the stationary host.

(first operation in FIG. 6)

In FIG. 6 the mobile host 11 attached to the net-
work A (enclosed with a broken line) migrates to the
network B to complete ongoing communication with
the stationary host 12, which is attached to the net-
work B. When migrating to the network B, the ad-
dress obtainment unit 25 in the mobile host 11 (FIG.
2) obtains the address B assigned on the network B.

Immediately after obtaining the address B, the
address obtainment unit 25 gives the address § to the
migration address setting unit 26 and the migration
post transmission unit 27. The migration address set-
ting unit 26 stores the address 3 into the data hold unit
1 by corresponding it to the address a, which is the
address assigned before the migration. FIG. 10 (a)
shows the content of the data hold unit 1. The migra-
tion post transmission unit 27 gives to the gateway 13
via the communication control unit 4 a packet com-
prising migration post message and the correspon-
dence between the address a and the address 3, so
that the gateway 13 will know that the mobile host 11
has migrated to the network B. The mobile host 11
can transmit the packet both before and after the mi-
gration. In FIG. 6 a packet 51 is transmitted before the
migration, and its format is shown in FIG. 11 (a). As
shown in FIG. 11 (a), the packet 51 consists of a des-
tination address 91, a source address 92, and data
93. The data 93 further comprise a message type 98,
an address before migration 94, and an address after
migration 95. .

Receiving from the communication control unit 4
the packet 51, the gate way 13 sends it to the recep-
tion packet unit 35, the unit 4 and the unit 35 being in
FIG. 3. From the message type 98 in FIG. 11 (a), the
gateway 13 identifies the packet 51 with the migra-
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tion post message, and gives the packet 51 to the mi-
gration post information unit 36. The migration postin-
formation unit 36 obtains from the data 93 in the data
packet 51 the address before migration a and the ad-
dress after the migration f3; then stores them into the
data hold unit 1 by corresponding them with each
other. The content of the data in the data hold unit 1
is shown in FIG. 10 (b).

Additionally, the destination address 91 of the
packet in FIG. 11 (&), can be the broadcast address
of the network A, where the network part names the
network A and every bit of the host part is 1. When

the broadcast address is employed, every stationary .

host attached to the network A, including the gate
way 13, receives the correspondence of the address-
es each of which assigned before and after the migra-
tion. In this case communication control unit 4 in the
stationary ‘host 12’ receives the data packet 51, and
gives it to the reception packet unit 45, the unit 4 and
the unit 45 in FIG. 4. From the message type 98 in
FI1G. 11 (a), the reception packet unit 45 identifies the
packet51 with the migration post message, and gives
the packet 51 to the address conversion post infor-
mation unit 47. The unit 47 obtains from the data 93
in the data packet 51 the address before migration o
and the address after the migration p and stores them
into the data hold unit 1 by corresponding them with
each other. Once those addresses are stored in the
data hold unit 1, the stationary host 12’ can transmit
a packet to the address assigned after the migration
instead of transmitting it to the address before the mi-
gration, the same to other stationary hosts attached
to the network A. :

(second operation in FIG. 6)

In the second operation, the stationary host 12
transmits a packet to the address assigned before the
migration after the mobile host 11 migrates to the net-
work B and obtains the address § assigned on the
network B it is supposed that the mobile host 11
transmits the packet 51, which comprises the migra-
tion post message, to the gateway 13 rather than to
the broadcast address of the network A.

The stationary host 12, which is not notified that
the mobile host 11 has migrated to the network B,
transmits the packet to the address a of the mobile
host, which was assigned before the migration. A
packet 52 in FIG. 6 is transmitted by the stationary
host 12 to the address a of the mobile host 11, and
its format is shown in FIG. 11 (f). The packet 52 is re-
ceived by the gateway 13. Because the gateway 13
is located between the source address of the packet
52 and the address of the mobile host a assigned be-
fore the migration, and also it is attached to the net-
work A, to which the mobile host 11 was attached be-
fore the migration.

The gateway 13 employs its devices in FIG. 3 to
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implement its functions including reception of the
packet. That is, the communication control unit 4 in
the gateway 13 receives the packet 52, and sends it
to the reception packet unit 35 in the migration ad-
dress unit 3. The reception packet unit 35 identifies
the packet 52 with a general packet and gives itto the
address comparison unit 37. The unit 37 compares
the destination address « of the packet 52 with the
address before the migration, which is held in the data
hold unit 1; then detects whether or not they are co-
incide with each other. When the destination address
of the received packet does not coincide with the ad-
dress assigned before the migration, the address
comparison unit 37 sends the packet to the applica-
tion unit 2. On the other hand, when they coincide
with each other, the address comparison unit 37 ob-
tains from the data hold unit 1 the address B of the
mobile host assigned after the migration, which cor-
responds to the address a; then sends it both to the
address conversion post transmission unit 38 and the
marked packet conversion unit 39.

As is described the above, the packet 52 is trans-
mitted to the address a of the mobile host 11 by the
stationary host 12. Therefore, the address conver-
sion post transmission unit 38 notifies the stationary
host 12 that the address of the mobiie host 11 has
changed by transmitting thereto the packet 53. FIG.
11 (b) shows the packet 53. Simultaneously, the
marked packet conversion unit 39 converts the pack-
et 52 into the packet 53 by rewriting the destination
address of the packet 52 to the address f§ assigned
after the migration, returning thereto the previous
destination address of the packet 52 as additional in-
formation, and marking to show that its destination
address has changed; then sends the packet to the
communication control unit 4. Thereby, the packet 52,
which is converted into the marked packet 52, is
transferred from the address o of the mobile host 11
assigned before the migration to the address B as-
signed after the migration. FIG. 12 (e) shows the
packet 52'.

Receiving the packet 53 from the communication
control unit 4 in the stationary host 12, it sends its
packet 53 to the reception packet unit 45, the unit 4
and the unit 45 being in FIG. 4. From the message
type 98 in FIG. 11 (b), the reception packet unit 45
identifies the packet 53 with the address conversion
post message, and gives the packet 53 to the address
conversion postinformation unit47. The address con-
version post information unit 47 obtains from the data
93 inthe data packet 53 the address before migration
a and the address after the migration B; then stores
them into the data hold unit 1 by corresponding them
with each other. Thereby, the stationary host 12 ob-
tains the address of the mabile host 11 assigned after
the migration, so that a direct communication be-
tween the stationary host 12 and the mobile host 11
is implemented.
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In the second operation the migration communi-
cation control device comprising the units in FIG. 4 is
employed as the stationary host 12. However, a con-
ventional stationary host, which is not constructed as
the migration communication control device can also
be communication partner of the mobile host if it is at-
tached to a network. Therefore, hereunder a commu-
nication between the mobile host 11 and the conven-
tion stationary host is described.

When the conventional stationary host transmits
a packet to the address of the mobile host 11 as-
signed before the migration after the mobile host 11
has migrated to another network, the gateway 13
transfers the packet to the address of the mobile host
11 assigned after the migration as well as sends to
the stationary host the packet 53 comprising the ad-
dress conversion post message in FIG. 11 (c). This
operation is same as the above.

However, when receiving the packet 53, the sta-
tionary host disposes it since it does not support the
address conversion post message and judges the
packet 53 is not a required packet. Thus, the conven-
tional stationary host cannot utilize the packet 53 to
detect the address of the mobile host assigned after
the migration nor hold the correspondence of the ad-
dresses each assigned before and after the migra-
tion.

Therefore, the stationary host gives the packet
only to the address of the mobile host 11 assigned be-
fore the migration. Then, the gateway transfers the

.packet to the address of the mobile host 11 assigned

after the migration, and the mobile host 11 receives
the packet. The message from the mobile host 11,
such as the response message, is transmitted to the
stationary host directly, so that it is received by the
stationary host without fail.

Thus, the conventional stationary host transmits
a packet to the mobile host indirectly and receives a
packet from the mobile host directly. Continuous com-
munication unaffected by the mobile host's migration
can be implemented, even when the conventional sta-
tionary host is employed.

(third operation in FIG. 6)

In the third operation, the stationary host 12
transmits the packet to the address B of the mobile
host 11 assigned after the migration with referring to
the correspondence of the addresses each assigned
before and after the migration, which is held in the
data hold unit 1. The third operation is described here-
under with referring to FIG. 4.

The stationary host 12 employs its devices in
FIG. 4 to implement conversion of the destination ad-
dress and the transmission of the packet, both of
which integrate the third operation. That is, applica-
tion unit 2 sends to the address comparison unit 48
the packet 54, whose destination address is the ad-
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dress a of the mobile host 11 assigned before the mi-
gration. FIG. 11 (f) shows a format of the packet 54.
Then, the comparison unit 48 obtains the destination
address of the packet 54 and detects whether or not
it coincides with the address before the migration,
which is held in the data hold unit 1.

The comparison unit 48 sends the packet 54 to
the communication control unit 4 when the above ad-
dresses do not coincide with each other while it sends
the packet 54 to the marked packet conversion unit
49 when the above addresses coincide with each
other. In the third operation the coincidence is detect-
ed since. the corresponded between the address «
and the address B is stored in the data hold unit 1.
Therefore, the packet 54 is sent to the marked packet
conversion unit 49. Then the marked packet conver-
sion unit 49 obtains from the data hold unit 1 the ad-
dress B of the mobile host assigned after the migra-
tion, which corresponds to the address a as well as
converts the packet 54 into the packet 54’ by convert-
ing the destination address a into the address f, re-
turning thereto the original destination address « as
additional information, and marking the packet 54 to
show.that its destination address has changed; then
sends the packet 54’ to the communication control
unit 4. FIG. 11 (c) shows a format of the packet 54'.
Since the destination address of the packet 54’ is an
updated -address- of the mobile host 11, the packet
54’ is given to the mobile hast 11 without fail.

(fourth operation in FIG. 6)

In the fourth operation, the mobile host 11 re-
ceives the marked packet 54’ and obtains the original
unmarked packet 54 by resuming the packet 54°. This
operation is described hereunder with referring to
FIG. 2.

The mobile host 11 employs its devices in FIG. 2
to implement its operation. That is, the communica-
tion control unit 4 receives the packet 54' and sends
it to the reception packet unit 28. The reception pack-
et unit 28 detects that the received packet 54 is
marked, and sends it to the marked packet resump-
tion unit 29. The unit 29 obtains the original destina-
tion address a, which is held in the additional informa-
tion 97, and replaces the current destination address
B of the packet 54' with the address a. Then it sends
the packet 54’ to the application unit 2. Thus, the mo-
bile host 11 can receive the packetdestined for its out-
dated address.

(fifth operation in FIG. 6)

In the fifth operation, the mobile host 11 sends to
the stationary host 12 a packet comprising a re-
sponse message (hereinafter referred to as a re-
sponse packet) or a packet excluding the response
message (hereinafter referred to as a non-response
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packet). A type of the received packet determines
whether or not it is responded with the response
packet.

When the packet 54’ is responded with a re-
sponse packet, the mobile host 11 employs its devic-
esin FIG. 2 to send the response packet. That is, the
response message transmission unit 20 builds the re-
sponse packet, and sends it to the marked packet
conversion unit 21 together with the destination ad-
dress a of the packet 54'.

The mobile host 12 also employs its devices to
send the non-response packet 55. That is, the appli-
cation unit 2 gives the address a assigned before the
migration and the non-response packet to the
marked packet conversion unit 21. The unit 21 sends
the received packet to the stationary host 12 via the
communication control unit 4 without marking it. FIG.
11 (e) shows the packet sent by the unit 21 to the sta-
tionary host 12.

The communication contro! unit 4 in the station-
ary host 4 receives the packet 55, and gives it to the
reception packet unit 45. The unit 45 detects that the
packet 55 is the non-response packet, so that it gives
the packet 55 to the application unit 2. Thus, the sta-
tionary host and the mobile host implement a contin-
uous communication unaffected by mobile host’s mi-
gration. Although the migration communication con-
trol device is employed as the stationary host 12 in
this embodiment, the conventional host can also be
employed to transmit the non-response packet.

In the above, the unmarked response packet and

the unmarked non-response packet are sent to the

mobile stationary host 12. On the other hand, here-
under the operation of the mobile host 11 at conver-
sion of the response packet and the non-response
packet into the marked ones is described. This will be
employed effectively in a communication between
mobile hosts.

Receiving the unmarked packet from the applica-
tion unit 2,-the marked packet conversion unit21 gen-
erates a packet 55 where the destination address
and the source address are the address y of the sta-
tionary host 12 and the address B assigned after the
migration respectively. Also in generating the packet
5§5', the application unit 2 gives to the received packet
the address a assigned before the migration as addi-
tional information as well as marks the received pack-
et to indicate that the destination address has con-
verted. FIG. 11 (d) shows a format of the packet 55.
Then the application unit 2 sends the packet 55’ to
the stationary host 12 via the communication control
unit 4.

The communication control unit 4 in the station-
ary host 12 receives the packet 55, and sends it to
the reception packet unit 45. Detecting the packet
85’ is the marked packet, the reception packet unit45
sends it to the marked packet resumption unit46. The
unit 46 resumes the packet 55’ into the packet 55 by
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unmarking it and replacing the source address there-
of with the address a assigned before the migration,
which is held as the additional information. A format
of the packet 55 is shown in FIG. 11 (e). Thus, the sta-
tionary host and the mobile hast implement a contin-
uous communication unaffected by mobile host's mi-
gration.

(operation example in FIG. 7)

In FIG. 7, when the mobile host migrates across
the network 1, 2, 3, and 4, and obtains a temporary
address assigned on each network, the newest ad-
dress of the mobile host is transmitted to the station-
ary host, which operates as communication partner.

(migration from network 1 to network 2)

The address of the mobile hostis m when itis at-
tached to the network 1. When migrating from the
network 1 to the network 2, the mobile host 11 replac-
es its address with m’ assigned on the network 2.
Then the mobile host 11 notifies the migration com-
munication control device attached to the network 1
that it has migrated to the network 2 by sending
thereto a packet comprising a migration post mes-
sage. In FIG. 7 the migration communication control
device gw 1, gw 2 attached to the network 1 receive
the migration post packet 61, and store it into its own
data hold unit 1. The operation in FIG. 7 is substan-
tially same as the operation in FIG. 6 except that in
FIG. 7 the packet 61 holds the address of the mobile
host assigned before the last migration besides the:
correspondence of the addresses each assigned be-
fore and after the current migration. The address as-
signed before the last migration makes the gws pre-
pare for further migration of the mobile host, which
will be described later. A format of the packet 61 is
shown in FIG. 12 (a). Since the migration from the
network 1 to the network 2 is the first migration in
FIG. 7, the packet 61 holds 0 atthe address assigned
before the last migration.

The gw 1 and the gw 2 store in the data hold unit
1 the correspondence of the addresses each as-
signed before and after the migration, as well as the
address assigned before the last migration. As shown
in FIG. 13 (a), m-m’ and O are stored in the data hold
unit 1 of each-of the gw 1 and the gw 2.

Then, the gw 1 and the gw 2 detects from 0 atthe
address assigned before the last migration that no mi-
gration had been conducted before the current migra-
tion.

The broadcast address of the network 1 can be
employed as the destination address of the migration
post packet 61. If the packet is destined for the broad-
cast address, every host attached to the network 1,
which includes the gw 1 and the gw 2, will hold the
correspondence of the addresses each of which as-
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signed before and after the migration as well as the
address assigned before the last migration. Thereby,
the hosts attached to the network 1 can communicat-
ed with the mobile host directly.

(migration from network 2 to network 3)

When migrating from the network 2 to the net-
work 3, the mobile host 11 obtains m" at the address
assigned after the migration. Then the mobile host 11
notifies the gw 2 and a gw 3, both of which are attach-
ed to the network 2, that the mobile host 11 has mi-
grated' to the network 3 by transmitting thereto a
packet comprising the migration post message, refer-
red to as a packet 62 in FIG. 7. FIG. 12 (b) shows a
format of the packet 62, which is transmitted to the gw
2. The broadcast address of the network 2 can be em-
ployed as the destination address of the packet 62.
When the packet 62 is transmitted to the broadcast
address of the network 2, every host attached to the
network 2, which includes the gw 2 and the gw 3,
holds the correspondence of the addresses each as-
signed before and after the migration.

The gw 2 employs its deyices in FIG. 3 to process
the packet 62. Thatis, receiving the packet 62, the gw
2 sends it to the migration post information unit 36 via
the communication control unit 4 and the reception
packet unit 35, then refers to the data hold unit 1
where m—m' and 0 are still held at the address cor-
respondence and at the address assigned before the
. last.migration respectively. The migration post infor-

mation post unit 36 obtains from the packet 62 m’- .

m"” as the newly assigned correspondence between
the addresses each of which assigned before and af-
ter the current migration, the migration from the net-
work 2 to the network 3. Then, it detects whether or
not the address m’ coincides with the address held in
the data hold unit 1 as the address assigned after the
last migration. Since the unit 36 detects the coinci-
denceiitreplaces the address m'’ in the unit 1 with the
address m” as well as replaces the correspondence
m-m’ with the correspondence m-m".

Also the migration post information unit 36 sends
to the data hold unit 1 the address m assigned before
the last migration together with the address corre-
spondence m’-m” obtained from the current migra-
tion. Now the data hold unit 1 in the gw 2 holds the
address m at the address assigned before the last mi-
gration and the address correspondence m’-m” at
the correspondence of the addresses each of which
assigned before and after the migration as well as the
address 0 at the address assigned before the last mi-
gration as well as the address correspondence m-
m’ at the correspondence of the addresses each of
which assigned before and after the migration. After
updating as well as adding the addresses in the data
hold unit 1, the migration post information unit 36
sends to the address conversions post transmission
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unit 38 m’-m"” as the newly obtained correspondence
of the addresses before and after the current migra-
tion.

The address conversion post transmission unit
38 detects the network satisfying the following con-
ditions with referring to the data hold unit 1 and then
transmits the address conversion post message to
the broadcast address of the detected network. That
is, the address conversion post message is transmit-
ted to the network where the address assigned be-
fore the migration, which is held in the data hold unit
1, is other than 0 as well as the migration communi-
cation control device employed as the gateway is not
attached. Although in the migration from the network
2to the network 3, the data hold unit 1 holds m at the
address assigned before the last migration, the gw 2
is attached to the network 1; therefore, the unit 38
does not transmit the address conversion post to the
network 1.

The packet 62 is also received by gw 3. When re-
ceiving the packet 62, the gw 3 employs its own de-
vices in FIG. 3 to process the packet 62, which is sub-
stantially same as does the gw 2 except the following.
That is, the address conversion post transmission
unit 38 of the gw 3 detects that the gw 3 is not attach-
ed to the network 1. Also it is detected that the mobile
host 11, attached to the network 1, has the address
m as the address assigned befare the last migration.
Therefore, the unit 38 of the gw 3 transmits to the
broadcast address of the network 1 a packet compris-
ing the address conversion post message, which is
referred to as a packet 63. FIG. 12 (c) shows the
packet 63.

The packet 63 is received by the gw 2, the gw 1,
both of which are attached to the network 1. Although
it is also received by the stationary host 11, this will
not be described here. Obtaining the current address
correspondence m’-m” from the packet 63, where
m’ coincides with the address which has been held in
the hold unit 1 at the address obtained after the mi-
gration, the gw 1 changes the m-m’ in the data hold
unit 1 into the m-m” by replacing m’ with m” as the
address assigned after migration.

On the other hand, the data hold unit 1 of the gw
2 had gained from the packet 62 the above informa-
tion before receiving the packet 63. Therefore the
content of the unit 1 of the gw 2 does not change
across reception of the packet 63. This is because the
gws of the present invention locate on a gateway,
which connects a couple of networks. Due to its loca-
tion, each gw receives packets from two networks.
However, actually the packet 62 is destined for the
network 2 and the packet 63 is destined for the net-
work 1. Therefore, even though the gw 2, which are
attached to both the network 1 and the network 2, re-
ceives both the packet 62 and 63 by the gw 2, this will
not cause any problem in the communication be-
tween the stationary host 12 and the mobile host 11.
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FIG. 13 (b) shows the content of the data hold unit
1 in each of the gws.

(migration from network 3 to network 4)

When migrating from the network 3 to the net-
work 4, the mobile host 11 obtains m™ as the address
assigned after the migration. Then the mobile host 11
sends to the gw 3 and a gw 4, both of which are at-
tached to the network 3, a packet comprising the mi-
gration post message. The packet received by the gw
3isreferredto as a packet 64. The broadcast address
of the network 3 can be employed as the destination
address of the packet 64. When the packet 64 is des-
tined for the broadcast address of the network 3, ev-
ery host attached to the network 2, which includes
the gw 3 and the gw 4, obtains from the packet the
correspondence of the addresses each of which as-
signed before and after the migration from the net-
work 3 to the network 4.

The gw 3 employs its devices in FIG. 3 to process
the packet 64. That is, receiving the packet 64, the gw
3 converts the content of the data hold unit 1 by re-
--placing the address correspondence m-m" with m-
m”, newly holding m”-m™ obtained from the packet 64
as well as the address m' assigned before the last mi-
gration. Then, the address conversion post transmis-
sion unit 38 of the gw 3 transmits the address conver-
sion post message to the network satisfying the fol-
lowing condition. That is, the address conversion post
message is transmitted to the network where the ad-

dress assigned before the migration, which is held in .

the data hold unit 1, is other than 0 as well as the gw
3 it self is not attached. The packet including the ad-
dress conversion post message is referred to a pack-
et 65, and the packet is transmitted to the broadcast
address of the network 1. FIG. 7 (c) shows the packet
65. :

The packet 64 is also received by gw 4. When re-
ceiving the packet 64, the gw 4 renews the content
of the data hold unit 1 by replacing m’-m” with m’-m™
as well as newly holding the address m’ as the ad-
dress assigned before the last migration. Further, the
address conversion post transmission unit 38 of the
gw 4 detects that the gw 4 is not attached to the net-
work 2 which has the address other than 0 at the ad-
dress assigned before the last migration; therefore,
the unit 38 of the gw 4 transmits a packet comprising
the address conversion post message, which is refer-
red to as a packet 66, to the broadcast address of the
network 2. FIG. 7 (c) shows the packet 66.

Receiving the packet 65, 65, the gw 2 and the gw
1 renew the content of its data hold unit 1, which is
substantially the same as the above.

The gw 3 and the gw 2 receives the same infor-
mation twice since the former receives the packet 64
and 65 while the latter receives the packet 65 and 66.
This is because gws of the present invention locate on
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a gateway and receives packets from a couple of net-
works, which is described the above.

FIG. 13 (c) shows the content of the data hold unit
1 in each of the gws. Thus, according to the gws of
the present invention, the packet transmitted to any
of the addresses m, m’, m" is transferred by the gws
to the updated address of the mobile host, the gws
also notify the stationary host of the updated ad-
dress.

For example, when the stationary host is not no-
tified of the updated address of the mobile host and
transmits a packet to the address m’, the packetis re-
ceived by the gw 2 and the gw 3, both of which are
attached to the network 2. Then, the gw 2 and the gw
3 transfers the packet to the updated address of the
mobile host as well as notifies the stationary host of
the updated address. Thereby, the stationary host
obtains the updated address of the mobile host, so
that it will be able to communicate with the mobile
host directly. The packet destined for the address
m’ is received by both the gw 2 and the gw 3, since
they are attached to the network 2. Thus, the mobile
host receives the same packet twice, once from the
gw -2 and the other time from the gw 3, and the sta-
tionary host receives the same message twice; how-
ever, the repeated packet or the message can be sim-
ply ignored, so that this will not cause any problem in
the communication between the stationary host and
the mobile host. The repeated packet or the message
is observed when the two gws are attached to each
network in FIG. 7; whereas it is not observed when
only one migration communication control device is
attached to each network, which will be described lat-
er at the operation in FIG. 9. :

(operation example in FIG. 8)

InFIG. 6, FIG. 7, the stationary host transmits the
data packet to the outdated address after mobile host
notifies the gws that it has migrated to another net-
work. Then the gws transmit the address conversion
postmessage to the stationary host. However, in FIG.
8 the gws convert the destination address of data the
packet from the outdated address into the updated
address assigned after the migration instead of trans-
mitting the address conversion post message.

A packet 71, 72 in FIG. 8 are substantially same
as the packet 51, 52 in FIG. 6. The operation conduct-
ed before the packet 72 is transmitted by the station-
ary host 12 and is received by the gateway 13 is sub-
stantially same as the first operation in FIG. 6. The op-
eration which follows reception of the packet 72 is de-
scribed hereunder with referring to FIG. 3.

The gate way 13 employs its units in FIG. 3 to
process the packet 72. The communication control
unit4 receives the packet 72 and gives it to the recep-
tion packet unit 35 in the migration address unit 3. De-
tecting that the packet 72 is a general packet, the re-
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ception packet unit 35 sends it to the address compar-
ison unit 37. The address comparison unit 37 detects
whether or not the destination address of the packet
72 coincides with the address in the data hold unit 1
at the address assigned before the migration.

When no coincides is found, the address compar-
ison unit 37 gives the packet 72 to the application unit
2. On the other hand, a coincidence is found, the ad-

- dress assigned after the migration, which corre-
sponds with the address identical to the destination
address of the packet 72, is obtained from the data
hold unit 1, and is sent to the marked packet conver-
sion unit 39 together with the packet 72. The marked
packet conversion unit 39 generates a packet
72’ where the destination address of the packet 72 is
replaced with the address assigned after the migra-
tion, which is sent by the address comparison unit 37,
the destination address of the packet 72 is added as
additional address, and a mark is set to indicate that
the destination address has converted. Then the
packet 72’ is sent to the communication control unit 4.
FIG. 12 (e) shows a format of the packet 72’, where
identical numerals denotes the same units in FIG. 11.
The packet 72’ is sent to the mobile host 11 without
fail since its destination address is the updated ad-
dress thereof.

(operation example in FIG. 9)

In FIG. 9, the mobile host migrates across net-
_work 1, 2, 3, and 4. In FIG. 7 the gw 1-gw 4 are em-
ployed as the migration communication control devic-
es; whereas in FIG. 9 the gw 1-gw 4 are employed
simply as gateways to connect networks, and also an-
other migration communication control device is at-
tached to each network. The operation of the migra-
tion communication control device, which is connect-
ed to the network alone, at processing the migration
post message or the address conversion post mes-
sage is substantially same as one of the gw 1-gw 4 in
FIG. 7. The flow of the migration post message and
the address migration post message are mainly de-
scribed hereunder.

(migration from network 1 to network 2)

When migrating from the network 1 to the net-
work 2, the mobile host 11 sends a packet comprising
the migration post message to the migration commu-
nication control device, which is attached to the net-
work 1. In FIG. 9 (a) a migration post packet 81 is
transmitted to a migration communication control de-
vice S1, which is attached to the network 1. The des-
tination address of the packet 81 can be the broad-
cast address of the network 1.

The device S1 processes the packet 81 by em-
ploying its devices in FIG. 3. Receiving the packet 81,
the device S1 stores into the data hold unit 1 the cor-
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respondence of the addresses each assigned before
arid after the migration as well as the address as-
signed before the last migration. The migration post
information unit 36 transmits the packet 81 to the ad-
dress conversion post transmission unit 38; however,
since the unit 38 detects that the address assigned
before the last migration is 0, it does not transmit the
address conversion post message to any network.
The content of the data hold unit 1 in the S1-S4 are
shown in FIG. 14 (a).

(migration from network 2 to network 3)

When migrating from the network 2 to the net-
work 3, the mobile host 11 notifies the S2, which is
attached to the network 2, that it has migrated to the
network 3 by transmitting thereto the packet compris-
ing the migration post message, which is referred to
as a packet 82 in FIG. 9 (b).

The S2 employs its devices in FIG. 3 to process
the packet 82. That is, it converts the content of the
data hold unit 1 by renewing and adding new informa-
tion, and finally holds in the unit 1 the address m'-
m" at the correspondence of the addresses each of
which assigned before and after the migration as well
as the address m assigned before the last migration.
Then, the migration post information unit 36 gives the
newly obtained correspondence m'-m” to the ad-
dress conversion post transmission unit 38.

The address conversion post transmission unit
38 detects whether or not the address assigned be-
fore the last migration, which is held in the data hold
unit 1, is 0. If the address is not 0, the unit 38 transmits
the address conversion post message to the broad-
cast address of the network which includes the de-
tected address. In FIG. 9 (b) the address m is held at
the address assigned before the last migration, so
that the unit 38 transmits the packet 83 to the broad-
cast address of the network 1.

When receiving the packet 83, the migration
communication control device S1, which is attached
to the network 1, renews the content of the data hold
unit 1 by newly holding the address correspondence
m-m" as well as the address O at the address as-
signed before the last migration. Detecting 0 at the
address assigned before the last migration, the ad-
dress conversion post transmission unit 38 does not
transmit the address conversion post to any network.
The content of the data hold unit 1 in the S1-S4 are
shown in FIG. 14 (b).

(migration from network 3 to network 4)

When migrating from the network 3 to the net-
work 4, the mobile host 11 notifies the communica-
tion migration contral device $3, which is attached to
the network 3, that it has migrated to the network 4
by transmitting thereto a packet comprising the mi-
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gration post message, referred to as a packet 84 in
FIG. 9 (c).

The migration communication control device S3
employs its devices in FIG. 3 to pracess the packet
84. That s, it newly holds into the data hold unit 1 the
address correspondence m"-m™ as well as the ad-
dress m’' assigned before the last migration. Then,
the address conversion post transmission unit 38 in
the S3 transmits a packet comprising the address
conversion post message, referred to a packet 85 in
FIG. 9 (c), to the broadcast address of the network 2
since the address m’ is held at the address assigned
before the last migration in the data host unit 1.

When receiving the packet 85, the migfation
communication control device S2 employs its devices
in FIG. 3 to process it. That is, it newly holds into the
data hold unit 1 the address correspondence m’-
m" as well as the address m assigned before the last
migration. Then, the address conversion post trans-
mission unit 38 in the S2 transmits a packet compris-
ing the address conversion post message, referred to
a packet 86 in FIG. 9 (c), to the broadcast address of
the network 2 since the address m is held at the ad-
dress assigned before the last migration in the data
hold unit 1.

When receiving the packet 86, the migration
communication control device S1 employs its devices
in FIG. 3 to process it. That is, it newly holds into the
data hold unit 1 the address correspendence m-m™
as well as the address 0 at the address assigned be-
fore the last migration. The address conversion post
transmission unit 38 in the S1 does transmit the ad-
dress conversion post since 0 is detected at the ad-
dress assigned before the last migration. The content
of the data hold unit 1 in each of the S1-S4 are shown
in FIG. 14 (c). Thus, according to the migration com-
munication control device S1-S4 of the presentinven-
tion, the S1-S4 are notified of the updated address of
the mobile host at every migration, so that the packet
transmitted to any of the addresses m, m’, m” is trans-
ferred thereby to the updated address of the mobile
host. The S1-S4 also notify the stationary host of the
updated address of the mobile host.

The operation in FIG. 9 differs from the operation
in FIG. 7 in that each network has just one communi-
cation migration control device (one of the $1-S4), so
that the migration post and the address conversion
transmitted to S1-S4 are not duplicated.

' In the format shown in FIG. 11 and 12, the mark
96 or the message type 93 indicates kind of packet.
That is, mark 96 indicates whether or not the packet
is marked while the message type 93 indicates
whether it is the packet comprising the migration post
message, the packet comprising the address conver-
sion post message, and the general packet. Further,
a protocol type can also be employed to indicate
which migration communication control device is em-
ployed. For example, when TCP/IP is employed, the
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protocol number at the IP header thereof distin-
guishes the packet employed in the embodiment from
other packets. That is, when the protocol number in
the packet is identical with the one, which has been
assigned to the protocol number field, the packet is
the one employed in the embodiment.

In the first embodiment of the present invention,
a nonvolatile storage can be employed as the data
hold unit 1 of the mobile host. If so, the communica-
tion can be resumed even after the host or the gate-
way is turned off as well as after the system is reset.

Also even when the stationary host employs the
nonvolatile storage as the data hold unit 1, it can re-
sume the communication, which has interrupted by
the switch off or the system reset, rather fast since it
obtains from another host the updated address of the
mobile host instead of receiving from the gateway the
address conversion post message which shows the
updated address.

For example, it is supposed in FIG. 7 that the mo-
bile host 11 migrates from the network 1 to the net-
work 4. The data hold unit 1 of the migration commu-
nication device holds the address correspondence
m-m” since it has communicated with the mobile
host, which is attached to the network 4, at least
once. According to the migration communication con-
trol device in the embodiment described the above,
the packet is transferred from the outdated address
to the updated address of the mobile host and the sta-
tionary host is notified of the updated address; there-
fore, even when the address information in the data
hold unit is lost by switch off thereof, the stationary
host will obtain the updated address. Restart of the
communication can also be implemented by employ-
ing a specific host such as a server. That is, the ser-
ver may be constructed to obtain the updated ad-
dress of the mobile host at every migration, and give
it to the stationary host whenever requested. In this
case a packet comprising the address inquiry should
be generated beforehand.

Also in the fifth operation in FIG. 6, the mobile
host 11 employs the application unit 2 and sends to
the marked packet conversion unit 21 the address as-
signed before the migration when transmitting the
non-response address to the stationary host after it
has migrated to another network. instead of sending
the non-response address, the application unit 2 can
transmit a connection identifier to the marked packet
conversion unit 21. In this case the data hold unit of
the migration communication control device, em-
ployed as the mobile host, holds a correspondence
between the connection identifier and the address
that had been assigned when the connection was es-
tablished instead of holding the correspondence be-
tween the correspondence of the addresses each as-
signed before and after the migration. Then, the unit
21 obtains the source address of the packet by de-
tecting the address which corresponds to the identi-
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fier, which is held in the data hold unit 1.

As is described the above, the mobile host can
employ the broadcast address of the netwark when
transmitting the migration post to the migration com-
munication control devices. When the broadcast ad-
dress is employed, every host attached to the net-
work, to which the migration communication control
device is also attached, obtains the updated address
of the mobile host. This implements a direct commu-
nication between the mobile host and the stationary
host, which improves efficiency of the communica-
tion.

The address assigned before the last migration,
which is held in the hold unit 1, can be replaced with
the broadcast address assigned to the network to
which the mobile host is attached before the last mi-
gration. If the broadcast address is employed, the
gateway employed as the migration communication
control device (gws) or the migration communication
control device (Ss) needs toinclude the broadcast ad-
dress inthe address conversion post message. In this
case both devices can obtain the broadcast address
from the data hold unit; therefore, the operation
thereof at requesting the broadcast address will be
eliminated. '

When storage capacity of the data hold unit 1 is
limited, the data hold unit 1 holds only the useful data
by disposing the unuseful data, which is leastrecently
retrieved therefrom by the address comparison unit.

[Embodiment 2}

In FIG. 15 network A, B, and C are connected in
a line via gateways 143 and 143’, the gateway 143
placing between the network A and B while the gate-
way 143 placing between the network B and C.

A home migration communication control device
101 including a migration address unit 144 is attached
to the network A; a visitor migration communication
control device 109 including a migration address unit
145 is attached to the network B; and a visitor migra-
tion communication control device 109’ including a
migration address unit 145’ is attached to the network
C. A mobile host 146 including a migration address
unit 115 is attached to the network A as its home net-
work, and a stationary host 151 including a migration
address unit 125 is also attached to the network A.

The mobile host 146 migrates across the network
A, B, and C. It has a home address a assigned when
it is attached to the network A, as well as other ad-
dresses assigned depending on where it migrates,
such as a temporary address f3 on the network B and
a temporary address y on the network C.

Also each of the home migration communication
control device 101, the visitor migration communica-
tion control device 109, 109’ which are identical in its
construction and the stationary host 151 has an ad-
dress Ha, Va, Va', and Sa respectively assigned on
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the network.

Detailed function of the above devices 101, 109,
109, 146, and 151 is described hereunder, in which
like components are labeled with like reference nu-
merals.

[home migration communication control device 101]

When the mobile host 146 migrates from the
home network to another network, it is assigned the
temporary address. However if the stationary host
151 is not notified of that migration, it transmits an
original data packet (hereinafter referred to as a non-
capsulated data packet) to the home address a of the
mobile host 146. When the noncapsulated data pack-
et is destined for the outdated address of the home
mobile host 146, the home migration communication
control device 101 transfers that noncapsulated data
packet from there to the updated address, that is the
temporary address  or y ofthe mobile host. Then, the
device 101 posts to the stationary host 151 the tem-
porary address 8 or y here, so that the stationary host
151 will be able to communicate directly with the mo-
bile host. The device 101 also posts the same infor-
mation to the visitor migration communication control
device 109, 109, so that the devices 109, 109’ will im-
plement the same function with the home migration
communication control device 101. .

As shown in FIG. 16 the home migration commu-
nication control device 101 consists- of the migration
address unit 144 and a communication control unit
108. The migration address unit 144 further compris-
es a home mobile host (MH) list hold unit 102, a pack-
et transfer unit 103, a mobile host (MH) transfer unit
104, an address inquiry unit 105, a packet monitoring
unit 106, an address post unit 107.

Next the function of each compaonent integrating
the device 101 will be described. The communication
control unit 108 mainly controls the communication of
protocols located in lower layers including a physical
layer, such as the protocol lower than IP.

The address post unit 107 receives from the mo-
bile host 146 an data packetincluding an address post
message. The address post message is generated
when the mobile host 146 migrates to the network B
or C, and posts the temporary address § or y of the
mobile host to the device 101. The unit 107 sends the
address post message to the mobile host transfer unit
104 as well as sends a response message to the mo-
bile host 146. FIG. 28 (3) is an example of the address
post message, which includes the home address a as
well as the temporary address B or y of the mobile
host 146, a value of an autonomous flag F, and a
broadcast address Bba, Cba on the network B, C.
The autonomous flag F will be described later. FIG. 28
(4) is an example of the response message.

A mobile host transfer unit 104 stores the address
post message into the home mobile host list hold unit
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102, notifies the visitor migration communication con-
trol device 109 or 109’ of the migration of the mobile
host 146 by sending thereto a mobile host transfer
message, and receives the data packet including the
response. Further, according to a direction given by
the packet transfer unit 103, the unit 104 transmits
the mobile host transfer message both to the station-
ary host 151 and the device 109 or 109'. The unit 103
gives the direction when the value of the autonomous
flag F is 1.

FIG. 32 (3) and FIG. 36 (5) are examples of the
mobile host transfer message including the home ad-

dress a, the temporary address 8 ory, and the auton- -

omous flag F. Since the mobile host transfer message
is sent to the stationary host 151 is sent only when the
autonomous flag F is 1; therefore, it does not neces-
sarily include the value of the flag F. However, the
identical message is sent both to the stationary host
151 and the visitor migration communication control
device 109, 109’ in this embodiment to simplify the
construction of the mobile host transfer unit 104. FIG
32 (4) is an example of the response message.

As shown in FIG. 17, the home mobile host list
hold unit 102 holds the home address a, the tempor-
ary address 8, v, the value of the autonomous flag F,
and the broadcast address Bba, Cba on the network
B. C, all of which are obtained from the mobile host
transfer unit 104. :

The packet monitoring unit 106 receives the
packet destined for the home address « of the mobile
host 146, then sends it to the packet transfer unit 103
when the stationary host 151 transmits the packet to
the home address a of the mobile host 146 after the
mobile host 146 has migrated to another network.

The packet transfer unit 103 has a payload includ-
ing the noncapsulated data packet and the packet
transfer message informing the transfer of the non-
capsulated- data packet, generates another data
packet, and sends it to the temporary address B, y of
the mobile host 146. FIG. 32 (2) is an example of the
packet transfer message. As is described the above,
the packet transfer unit 103 directs the mobile host
transfer unit 104 to transmit the mobile host transfer
message to the stationary host 151 only when the au-
tonomous flag in the home mobile host list hold unit
102 shows the value of 1. The operation conducted
when the flag F is 1 will be described later.

When the stationary host 151 has problems in
communicating with the mobile host 146 such as re-
ceiving the unusua! mobile host transfer message,
the address inquiry unit 105 is employed to solve the
problems. That is, receiving from the stationary host
151 an address inquiry message, the address inquiry
unit 105 transmits to the stationary host 151 a data
packet which responds to the address inquiry by
showing the address to be used in the communica-
tion. The address inquiry message includes a type
field 132, a flag field 133, a sequence field 134, and
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a home address field 138, each of which having value
5. 1, a certain number, and a respectively; while the
response message includes a temporary address
field 139 filled with the temporary address B, y as well
as the flag field with 2, besides the type field 132, the
sequence field 134, and the home address field 138
filled with the same values in the address inquiry
message.

[visitor migration communication controt device 109]

The visitor migration communication control de-
vice 109 implements the same function with the home
migration communication control device 101. That is,
when the stationary host 151 transmits an encapsu-
lated data packet to the temporary address 3 of the
mobile host 146, which is the updated address there-
of since the mobile host has migrated to the network
C, the visitor migration communication control device
109 transfers that encapsulated data packet from the
temporary address 8 to temporary address y. Then,
the device 109 posts to the stationary host 151 the
temporary address y, so that the stationary host 151
will be able to communicate directly with the mobile
host 146. However, whether or not the device 109
provides the above packet transfer service wili be de-
termined in accordance with a processing load put on
the device 109 or with a initial setting given by a sys-
tem operator; thus, the packet transfer service of the
device 109 is not necessarily an obligation.

As shown in FIG. 18, the visitor migration commu-
nication control device 109 consists of the migration
address unit 145 and the communication contro! unit
108. The migration address unit 145 further compris-
es the packet monitoring unit 106, a visitor mobile
hostlist hold unit 110, a packet transfer unit 111, a mo-
bile host transfer unit 112, a mobile host visit unit 113,
and an autonomous support unit 114. The unit 106
and the unit 108 function the same as those in the
home migration communication control device 101.

Receiving an autonomous packet transfer sup-
port check message inquiring if the visitor migration
communication control device 109 provides the pack-
et transfer service, the autonomous support unit 114
responds to it with the response message where the
autonomous flag F shows 1 when the device 109 pro-
vides that service or O when it does not provide that
service. FIG. 28 (1) is an example of the autonomous
packet transfer support check message, while FIG.
28 (2) is an example of the response message includ-
ing the autonomous flag F and the broadcast address
Bba.

Receiving from the mobile host 146 the mobile
host visit message which informs that the mobile host
146 has migrated to the network B, the mobile host
unit 113 responds it with the response message after
storing the mobile host visit message into the visitor
mobile host list hoild unit 110. The mobile host visit
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message includes the home address a and the tem-
porary address B of the mobile host 146. FIG. 28 (5)
is the format of the mobile host visit message, while
the FIG. 28 (6) is the format of the response mes-
sage.

Receiving from the mobile host transfer unit 104
in the device 101 the mobile transfer message in-
forming that the mobile host 146 has migrated to the
network C, the mobile host transfer unit 112 stores in
the visitor mobile host list hold unit 110 the updated
temporary address y of the mobile host 146 and the
value of the autonomous flag F by corresponding
them to the home address a. The unit 112 also trans-
mits to the stationary host 151 the mobile host trans-
fer message in accardance with the direction from the
packet transfer unit 111, as does the mobile host
transfer unit 104 in the device 101.

As shown in FIG. 19, the visitor mobile host list
hold unit 110 holds the home address a and the tem-
porary address B on the network B, which are ob-
tained from the mobile host 146 via the mobile host
visit unit 113, as well as the temporary address y and
value on the autonomous flag F, which are obtained
from the home migration communication control de-
vice 101 via the mobile host transfer unit 112.

The packet transfer unit 111, as does the packet
transfer unit 103 in the home migration communica-
tion control device 101, transmits to the temporary ad-
dress y the data packet including the transfer mes-
sage as well as orders the mobile host transfer unit
112 to transmit the mobile host transfer message.

[mobile host 146]

As shownin FIG. 20, the mobile host 146 includes
the migration address unit 115, an address obtain-
ment unit 116, the communication control unit 108,
and an application processing unit 124 which mainly
controls the communication of protocols located in
higher layers including an application layer, such as
TCP or layers located higher than it.

The migration address unit 115 comprises the a
packet transmission unit 117, a transfer packet recep-
tion unit 118, an address hold unit 119, a migration unit
120, an autonomous support unit 121, an address
post unit 122, a mobile host visit unit 123.

The migration address unit 115 comprising the
above units is employed in transfer of data to the tem-
porary address B or y when the mobile host 146 mi-
grates to the network B or C. Also receiving the data
packet destined for the temporary address 8 or y in-
cluding the packet transfer message and the noncap-
sulated data packet, the device 115 transmits the
noncapsulated data to the application processing unit
124.

In accordance with the order given by the appli-
cation processing unit 124 when the mobile host mi-
grates to the network B, C, the migration unit 120 con-

15

20

25

30

35

40

45

50

55

21

trols the address obtainment unit 116, the autono-
mous suppart unit 121, the address postunit 122, the
mobile host visit unit 123, and the address hold unit
119. .

Directed by the migration processing unit 120,
the address obtainment unit 116 obtains the tempor-
ary address §, y of the mobile host 146 assigned when
it migrates to the network B, C respectively. BOOTP
in “Bill Croft and John Gilmore, BOOTSTRAP PRO-
TOCOLRFC951, Sep., 1985" is an example of obtain-
ing the temporary address; besides employing the
BOOTP, the operator may input the temporary ad-
dress f3, y assigned by a system administrator of the
network B, C.

Directed by the migration unit 120, the autono-
mous support unit 121 sends the autonomous packet
transfer support check message to inquire if the visi-
tor migration communication control device 109,
109 attached to the network B, C provides the pack-
et transfer service and receives the response mes-
sage to the inquiry. The autonomous packet transfer
support check message is also sent to obtain the
broadcast address Bba and Cba on the network B
and C respectively. h

Directed by the migration unit 120, the address
post unit 122 sends the address post message to no-
tify the home migration communication control device
101 of the temporary address 8, y. The address post
message also informs whether or not the device 109,
109’ provides the packet transfer service as well as
the broadcast address Bba, Cba onthe network B, C.
If the response message from the visitor migration
communication control device 109, 109’ has the val-
ue 1 of the autonomous flag F, the mobile host visit
unit 123 transmits to the visitor migration communica-
tion control device 109, 109’ the mobile host visit
message including the home address a as well as the
temporary address (3, y respectively.

As shown in FIG. 21, the address hold unit 119
previously holds the home address a of the mobile
host 146 and the broadcast address Aba on the net-
work A. Now, the unit 119 newly holds the temporary
address 8 or y obtained from the address obtainment
unit 116 via the migration unit 120 and the broadcast
address Bba or Cba obtained from the autonomous
support unit 121 via the migration unit 120.

When the mobile host 146 is attached to the net-
work A and receiving a data packet destined for the
home address a, the transfer packet reception unit
118 sends data etc. in the noncapsulated data packet
to the application processing unit 124. On the other
hand, when the mobile host 146 is attached to the
network B and receiving a data packet destined for

‘the temporary address B, the data packet including

the packet transfer message and the noncapsulated
data packet destined for a, the unit 118 sends to the
application processing unit 124 data etc. in the non-
capsulated data. Thus, the application processing

LG v. Straight Path, IPR2015-00198
Straight Path - Ex. 2025 - Page 164



41 EP 0 556 012 A2 42

unit 124 receives the data without being affected by
the migration of the mobile across the networks.

Receiving the data to be transmitted and the in-
struction from the application processing unit 124, the
packet transmission unit 117 generates a noncapsu-
lated data packet whose destination address is the
home address a and transmits it.

[stationary host 151]

As shown in FIG. 22, the stationary host 151
comprises the migration address unit 125 and the ap-
plication processing unit 161 which mainly controls
the communication of a protocol located in higher lay-
ers including application layer, such as TCP or layers
located higher than the TCP and the communication
control unit 108.

The migration address unit 125 comprises a
transfer packet transmission unit 126, a packetrecep-
tion unit 127, an address hold unit 128, an address in-
quiry unit 129, and the mobile host transfer unit 130.

The migration address unit 125 comprising the
above units generates a noncapsulated data packet
and sends it to the home address a when it is not no-
tified that the mobile host 146 migrate to the network
B or C and obtained the temporary address 8 or y re-
spectively. The unit 125 also generates an encapsu-
{ated data packet including as a payload the noncap-
sulated data packet and a data transfer message,
which informs transfer of the noncapsulated data
. packet and sends it to the temporary address §, v,
when it is notified of the migration.

Receiving from the home migration communica-
tion control device 101 and the visitor migration com-
munication control device 109, 109’ the data packet
including the mobile host transfer message which in-
forms the migration of the mobile host 146, the mo-
bile host transfer unit 130 stores into the address hold
unit 128 the home address a and the temporary ad-
dress B ory of the mobile host 146 assigned on the
network B or C respectively.

As shown in FIG. 23, the address hold unit 128
holds the home address «, the temporary address
or y by corresponding them.

Directed by the application unit 161, the transfer
packet transmission unit 126 generates a data packet
destined for the home address a, and transmits it.
However, if the address hold unit 128 holds the tem-
porary address 8 or y besides the home address a,
the unit 126 generates an encapsulated data packet
destined for the temporary address $ or y, which in-
cludes as a payload a noncapsulated data packet and
a packet transfer message, which informs transfer of
the noncapsulated data packet, and transmits it.

As is described the above, both the home migra-
tion communication control device 101 and the visitor
migration communication control device 109,
109’ generate the encapsulated data packet includ-
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ing the packet transfer message and the noncapsu-
lated data and transmits it to the current temporary
address of the mobile host 146. Owing to the device
101 or 109, 109, the stationary host 151 is able to
transmit to the mobile host 146 both the noncapsulat-
ed data packet destined for the home address « and
the encapsuiated data packet destined for the tem-
porary address p or y without failure even when the
address hold unit 128 faits to hold the current tempor-
ary address B or y and the stationary host 151 trans-
mits the data packet to the outdated address of the
mobile host 146.

The packet reception unit 127 receives a data
packet which is sent from the mobile host 146 and has
Sa as its destination address, and sends the data etc.
in it to the application unit 161.

When the address inquiry unit 129 has problems
such as that it received an illegal mobile host transfer
message or that it cannot communicate with the mo-
bile host 146 successfully, it transmits a data packet
including an address inquiry message in order to in-
quire of the host migration communication control de-
vice 101 the address which is currently used to com-
municate with the mobile host 146.

[construction of data packet]

As shown in FIG. 24 (a), (b), (c), there are three
kinds of data packets, each data packet 210, 220,
230, includes each of header 211, 221, 231 and pay-
load 212, 222, 232 respectively.

The header 211 of the data packet 210 includes
a destination address 201, and a source address 202.
Also the payload 212 consists of a transmission data
203.

The header 221 of the data packet 220 includes
the destination address 201 and the source address
202. Also the payload 222 consists of a message 204.

The header 231 of the data packet 230 includes
the destination address 201 and the source address
202. Also the payload 232 consists of the message
204, which is employed as the packet transfer mes-
sage, and a noncapsutated data packet 210. Also
each header 211, 221, 231 includes information
showing presence or absence of the message 204 as
a protocol number etc.

The message 204 includes some of the fields in
FIG. 25 in accordance with its type.

The type of the message 204 is indicated in the
message type field 132. Besides the above types,
the message 204 is also employed as an echo mes-
sage for examining whether or not a host employs an
appropriate operation in accordance with the mes-
sage. ‘

Aflag field 133 indicates whether or nat the mes-
sage 204 is aresponse. When the message 204 is not
the response, the field 133 further indicates whether
or not the message 204 requests a response.
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A sequence field 134 gives a single number both
to the request message and its response message,
thereby the request message and the response mes-
sage are corresponded.

An autonomous flag field 135 contains a value of
the autonomous flag F indicating whether or not the
visitor migration communication control device
109,109’ provide the packet transfer service.

A counter field 136 contains a counter indicating
the number of the visitor migration communication
control devices employed to transfer the encapsulat-
ed data packet consisting of the packet transfer mes-
sage and the noncapsulated data packet. The visitor
migration communication control device increments
the counter in the received message packet by 1, and
gives it to the message to be ransmitted. When the
incremented number is greater than the predeter-
mined number, the received message packet is dis-
posed.

A status field 137 of the response message indi-
cates presence or absence of an error in a transmis-
sion/reception of the data packet. For example, it in-
dicates an error in authentication information, which
will be described later, or the address inquiry mes-
sage which cannot or should not be responded.

A home address field 138, a temporary address
field 139, and a broadcast address field 140 indicates
the home address as well as the temporary address
of the mobile host 146 or the broadcast address on
its home network or on the network it migrates. How-
ever, what the broadcast address field 140 indicates
depends on type of the message 204. Whether the
message 204 is the request or the response also de-
vices the content of the broadcast address field 140.

The authentication information field 141 indi-
cates if a source address coincides with the sender’s
address.

[outline of communication operation]

The home migration communication control de-
vice 101 and the visitor migration communication con-
trol device 109,109’ is basically employed to trarisfer
the data packettransmitted by the stationary host 151
as well as post to the stationary host 151 the updated
temporary address of the mobile host 146. Under-
standing of such operations will be helped by the fol-
lowing two points.

1. Transfer of the data packet and posting of the
updated temporary address are conducted only
when the mobile host 146 migrates from its home
network to another network. The home network
refers to the one to which the home migration
communication control device is attached.

2. Posting of the updated temporary address is

conducted only when the autonomous flag F is 1,

which indicates the visitor migration communica-

tion control device 109, attached to the same net-
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work as is the mobile host 146, provides the
packet transfer service. Otherwise, the data
packet transmitted by the stationary host 151 to
the posted temporary address will not be re-
ceived by the mobile host 146 when the mobile
host 146 migrates to another network.

[communication operation 1]

An example of the communication operation is
described hereunder. In the communication operation
1 the visitor migration communication contro! device
109,109’ provides the packet transfer service when
the mobile host 146 migrates from the network A to
the network B, further from the network B to the net-
work C.

[migration from network A to network B}

The operation at the migration of the mobile host
146 from the network A to the network B is described
with referring to FIGs. 26-29. FIG. 26 shows a flow of
the data packet transmitted between the devices;
FIG. 27 shows a communication sequence of the data
packet; FIG. 28 shows construction of each data
packet; and FIG. 29 shows the content of the address
hold unit 119 etc.

When the mobile host 146 is attached to the net-
work A, the home mobile host list hold unit 102 in the
home migration communication control device 101
holds the home address « both as the home address
and the temporary address of the mobile host 146.
Thereby the home migration communication control
device 101 detects that the mobile host 146 is attach-
ed to the network A.

The address hold unit 119 in the mobile host 146
holds the home address a and the broadcast address
Aba on the network A. .

When the mobile host 146 migrates to the net-
work B, the application unit 124 orders the operation
of the migration unit 120 in accordance with the in-
struction given by the operator. The temporary ad-
dress B is assigned to the mobile host 146 on the net-
work B, and the address obtainment unit 116 obtains
it. The migration unit 120 stores into the address hoild
unit 119 the temporary address f together with the
home address a and the broadcast address Aba.

(1) The autonomous support unit 121 transmits to

the visitor migration communication control de-

vice 109, which is attached to the network B, the
data packet including the autonomous packet
transfer support check message 147 which holds
the home address o and the temporary address

B. The destination address of the data packet is

the broadcast address shared by every network,

such as an address where every bitis 1. The mes-
sage 147 does not necessarily hold the home ad-
dress a and the temporary address B although
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they can be used in checking the security of the
network if it does. Also the message 147 holding
the home address a and the temporary address
y can take the place of a mobile host visit mes-
sage 146, which will be described later.

(2) The autonomous support unit 114 in the visitor
migration communication control device 109 re-
sponds to the autonomous support unit 121 with
the response message 147R where broadcast
address Bba is set and the autonomous flag F in
the autonomous flag field 135 indicates 1 to in-
form that the device 109 provides the packet
transfer service.

The mobile host 146 transmits the data pack-
et to the visitor migration communication control
device.109. The broadcast address Bba is em-
ployed as the destination address of the data
packet and it is set in the response message
147R; however, this is not an obligation.

That is, when the response message 147R
does not hold the broadcast address Bba, the fol-
lowing means can be employed. First, the broad-
cast address shared by every network can be
.employed, which is described in the above. Sec-
ond, the source address, which is setinthe head-
er of the data packet comprising the response
message 147R, can be employed. Third, a so
called name service can be employed, where a
server device on the network system informs the
broadcast address Bba. Finally, when the ad-
dress assigned to each of the devices, which are
attached to the network, consists of the network
address being unique for the network and a de-
vice address being unique for the devices, and

the brqadcast address on each network consists -

of such network address and the device address
where the value of every bit is 1, the network ad-
dress:Bba can be generated by employing the
network address included in the temporary ad-
dress'p of the mobile host 146.

(3) The address post unit 122 transmits to the
home migration communication control device
101 the address post message 148. The mes-
sage 148 includes the value 1 of the autonomous
flag F, which is obtained from the response mes-
sage, home address a, the temporary address 8
on the network B, and the broadcast address
Bba, and the broadcast address Aba is the des-
tination address of the address post message
148.

When the address post unit 107 in the home
migration communication control device 101 re-
ceives the address post message 148, the mo-
bile host transfer unit 104 stores in the home mo-
bile host list hold unit 102 the temporary address
B, the value 1 of the autonomous flag 1, and the
broadcast address Bba by carresponding them to
the home address a. Since the home address a
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"had been stared as the temparary address before
the temporary address 3 was stored, the maobile
host transfer unit 104 knows that the mobile host
146 has migrated from the network A to the net-
work B; therefore, it does not transmit the mobile
host transfer message to the visitor migration
communication control device 109,109'. That is,
the data packet transmitted by the stationary host
151 to the home address a of the mobile host 146
is received by the home migration communica-
tion control device 101 and transferred thereby to
the temporary address B; therefore, the visitor
migration  communication control  device
109,109’ is not employed here.

(4) The address post unit 107 notifies the address
postunit 122 that it has received the address post
message 148 by sending the response message
148R.

(5) Since the visitor migration communication
control device 109 provides the packet transfer
service, the mobile host visit unit 123 transmits to
the visitor migration communication control de-
vice 109 the mobile host visit message 149 in-
cluding the home address a and the temporary
address B, so that the device 109 is notified that
the mobile host 146 has migrated to the network
B. The mobile host visit message 149 is destined
for the broadcast address Bba.

The mobile host visit unit 113 in the visitor mi-
gration communication control device 109 re-
ceives the mobile host visit message 149 and
stores into the visitor mobile hostlist hold unit 110
the home address ua as well as the temporary ad-
dress B. The temporary address f} is stored also
as the updated temporary address of the mobile
host 1486, which will be assigned when the mobile
host 146 migrates from the network B to another
network; thereby, the visitor migration communi-
cation control device 109 detects that the mobile
host is currently attached to the network B.

(6) The mobile host visit unit 113 notifies the mo-
bile host visit unit 123 by sending the response
message 149R that it has received the mobile
host visit message 149.

[communication between the stationary host 161
and the mobile host 146 on the network B]

The operation at the communication between the
stationary host 151 and the mobile host 146 when the
mobile host is attached to the network B is described
hereunder with referring to FIGs. 30-33, which are rel-
evant for FIGs.26-29.

(1) The application unit 161 in the stationary host

151 directs the transmission of the noncapsulat-

ed data packet, whose destination is the home

address a, despite the migration of the mobile

host 146. Immediately after the mabile host 146
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migrates to the network B, that is, when the ad-
dress hold unit 128 does not hold the home ad-
dress a and the temporary address B, the trans-
fer packet transmission unit 126 is not notified of
the migration; therefore, it generates the noncap-
sulated data packet 152 and transmits it to the
home address a in accordance with the direction
from the application unit 151.

The noncapsulated data packet 152 is not re-
ceived by the mobile host 146, which is not at-
tached to the network A, but by the packet mon-
itoring unit 106 in the home migration communi-
cation control device 101 since the home mobile
host list hold unit 102 in the device 101 holds the
home address a as well as the temporary ad-
dress (3, which coincides with the destination ad-
dress of the noncapsulated data packet 152.

(2) The packet transfer unit 103 in the home mi-
gration communication control device 101 gener-
ates an encapsulated data packet including the
noncapsulated data packet 152, which is re-
ceived by the packet monitoring unit 106, and the
packet transfer message 153, which informs the
transfer of the noncapsulated data packet 152;
and transmits it to the temporary address 8. The
packet transfer message 153 includes the value
0 in the field 133, which indicates that no re-
sponse is requested, as well as the valueOonthe
counter in the field 136, which indicates that the
packet transfer message is the first message
.added to the noncapsulated data packet 152. As

is described, no response is requested by the .

packet transfer message 153. That is, the appli-
cation unit 161 of the stationary host 151 and the
application unit of the mobile host 146, rather
than the home migration communication control
device 101 and the migration address unit 115,
confirm that the mobile host 146 receives the
noncapsulated data packet 152.

The transfer packetreception unit 118 in the
mobile host 146 receives the encapsulated data
packet including the packet transfer message
153 and the noncapsulated data packet 152,
since it is destined for the temporary address §,
which is held in the address hold unit 119. The
unit 118 then detects that the destination address
of the noncapsulated data packet 152 is the
home address o, and sends the data etc. in the
noncapsulated data packet 152 to the application
unit 124.

Thus, the communication between the appli-
cation unit 124 and the application unit 161 is not
affected by the migration of the mobile host 146.
(3) The packet transfer unit 103 transmits the en-
capsulated data packet including the data packet
transfer message. It also directs, after detecting
that the autonomous flag F indicates 1, the mo-
bile host transfer unit 104 to transmit to the sta-
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tionary host 151 the data packet including the

mobile host transfer message 154 where the

home address a and the temporary address f are
set. Finally, the unit 104 transmits the data packet

to the stationary host 151.

The mobile host transfer unit 130 in the sta-

tionary host 151 receives the mobile host transfer
message and stores into the address hold unit
128 the home address a and the temporary ad-
dress f.
(4) The mobile host transfer unit 130 responds to
the mobile host transfer unit 104 with the re-
sponse message 154R.
(5) When the application unit 161 directs the
transmission of the noncapsulated data packet to
the home address a after the address hold unit
128 holds the home address a and the temporary
address B, the transfer packet transmission unit
126 first generates a noncapsulated data packet
destined for the home address «, then generates
an encapsulated data packet including it and a
packet transfer message 155. The encapsulated
data packet is then transmitted to the temporary
address B. Thus, once the home migration com-
munication control device 101 notifies the sta-
tionary host 151 of the home address « and the
temporary address j3, the stationary host 151 is
able to transmit the data packet to the temporary
address B of the mobile host 146, and the home
migration communication control device 101 is
not employed.

On the other hand, when data is transmitted from
the mobile host 146 to the stationary host 151, the Sa
is employed as the destination address a and the
home address is employed as the source address;
and the noncapsulated data packet is transmitted
from the address a to the address Sa.

Thus, even when all the noncapsulated data
transmitted by the stationary host 151 is destined for
the home address a, the home migration communica-
tion device 101 transfers the data to the updated tem-
porary address of the mobile host; thereby, the com-
munication between the mobile host 146 and the sta-
tionary host 151 is implemented, and the convention-
al device can be employed as the stationary host 151,
which broadens a practicability of the network sys-
tem.

Whereas, when the network system checks the
original source address of the data packet or a trans-
fer path of the data packet, the transmission unit may
be built in the mobile host 146 like the transfer packet
transmission unit 126 in the stationary host 151, and
also the reception unit may be built in the stationary
host 151 like the transfer packet reception unit 118 in
the mobile host 146; and the encapsulated data pack-
etincluding the packet transfer message and the non-
capsulated data packet may be transmitted there-
between.
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[migration from network B to network C]

The operation at the migration of the mobile host
146 from the network B to the network C is described
hereunder with referring to FIGs. 34-37, relevant for
FIGs. 26-29.

(1)-(4) The operation related to transmission of an

autonomous packet transfer support check mes-

sage 147', a response message 147R’, an ad-
dress post message 148°, and a response mes-
sage 148' between the mobile host 146 and the
visitor migration communication control device
109’ is substantially same as the operation relat-
ed to transmission of messages between the mo-
bile host 146 and the visitor migration communi-
cation ‘contro! device 109, which is conducted
when the mobile host 146 migrates to the net-
work B However, the operation at the migration
from the network A to the network B and the op-
eration at the migration from the network B and
the network C are different from each other in
part of the operation of the home migration com-
munication control device 101 conducted after it
responds to the received address post message

148’ with the response message 148R.

(5) When the address post unit 107 receives the

address post message 148’, the mobile host

transfer unit 104 in the home migration commu-
nication control device 101 detects that the mo-
bile host been attached to the network B before
~ - migrating to the network C since the temporary

address P has been stored as the temporary ad-
dress. Then, the mobile host transfer unit 104 -

sends to the visitor migration communication
control device 109 the data packet including both
the home address « and the temporary address
v, so thatthe device 109 transfers the data packet
transmitted by the stationary host 151 from the
temporary address f to the temporary address v.
The data packet received by the visitor migration
communication control device is destined for the
broadcast address Bba.

In accordance with the address post mes-
sage 148’, the mobile host transfer unit 104
stores into the home move host list hold unit 102
the temporary address y, the value 1 of the au-
tonomous flag F, and the broadcast address Cba
by corresponding them to the home address a.

Receiving the data packet including the mo-
bile host transfer message 150, the mobile host
transfer unit 112 in the visitor migration commu-
nication control device 109 stores into the visitor
mobile host list hold unit 110 the temporary ad-
dress y newly assigned to the mobile host 146
and the value 1 of the autonomous flag F by cor-
responding them to the home address a.

(6) The mobile host transfer unit 112 notifies the
mobile host transfer unit 104 that it has received
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the mobile host transfer message 150 by sending
thereto the response message 150R.

(7), (8) The transmission of a mobile host visit
message 149° and a response message
-149R’ between the mobile host 146 and the vis-
itor migration communication control device 109’,
which is conducted when the device 109’ pro-
vides the packet transfer service, is substantially
same as the transmission of messages between
the mobile host 146 and the visitor migration
communication contro!l device 109, which is con-
ducted when the mobile host 146 migrates to the
network 8.

[communication between mobile host 146 attached
to network C and stationary host 151]

Transmission of the data packet from the station-
ary host 151 to the mobile host 146 when the mobile
hostis attached to the network C is described with re-
ferring to FIG. 38-41, which are relevant for FIG. 26-
29. ,

The transmission is substantially same as the

. transmission between the stationary host 151 and

the mobile host 146 when the mobile host 146 is at-
tached to the network B, except that the visitor migra-
tion communication control device 109 instead of the
home migration communication control device 101 is
employed.
(1) When the stationary host 151 is not notified
that the mobile host 146 has migrated from the
network B to the network C, the stationary host
151 generates the encapsulated data packet in-
cluding the noncapsulated data packet, which is
destined for the home address a, and the packet
transfer message 156; then transmits it to the
temporary address B. This is substantially the
same as (5) in the communication between the
stationary host 151 and the mobile host 146 at-
tached the network B.
The data packet transmitted by the station-
ary host is not received by the mobile host 146
since the mobile host is not attached to the net-
work B. The data packet is received by the packet
monitoring unit 106 in the visitor migration com-
munication control device 109 since the visitor
mobile host list hold list unit thereof holds the
temporary address B besides the temporary ad-
dress vy.
(2) The visitor migration communication control
device 109 transmits to the temporary address y
of the mobile host 146 the data packet including
the packet transfer message 157, which is sub-
stantially same as (2) in the communication be-
tween the stationary host 151 and the mobile
host 146 on the network B except a difference
described hereunder.
The home mobile host migration communi-
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cation control device 101 receives the noncapsu-
lated data packet 152 and generates an encapsu-
lated data packet comprising the received non-
capsulated data packet 152 and the packet trans-
fer message 153. On the other hand, the visitor
migration communication control device 109 re-
ceives the encapsulated data packet comprising
the packet transfer message 156 and the packet
transfer unit 111 converts the data packet by
changing the destination address from the tem-
porary address B into the temporary address y as
well as converting the packet transfer message

156 into the packet transfer message 157, whose

value on the counter is incremented by 1.

(3)-(5) The visitor migration communication con-

trol device 109, the stationary host 151, and the

mobile host 146 on the network C operate sub-
stantially same as the home migration communi-
cation control device 101, the stationary host

151, and the mobile host 146 on the network B,

which is described the above in (3)-(5); thereby

the mobile host transfer message 158 and the re-
sponse message 158R are transmitted, and the
data packet including the packet transfer mes-
sage 160 is transmitted by the stationary host

151 to the mobile host 146 attached to the net-

work C.

If the stationary host 151 does not transmit any
data packet to the mobile host 146, which is attached
to the network B, the stationary host is not notified of
either the temporary address f or the temporary ad-
dress y; therefore, the stationary host 151 transmits
the data packet to the home address « even when the
mobile host 146 has migrated from the network B to

the network C. When this occurs, the home migration -

communication control device 101, as does the visitor
migration communication device 109, transfers the
data packet from the home address a to the tempor-
ary address y; then notifies the stationary host 151 of
the updated tempaorary address y of the mobile host
146 so that the stationary host 151 will be able to di-
rectly transmit the data packet, which comprises the
packet transfer message, to.the mobile host 146 at-
tached to the network C.

Further, when the mobile host 146 migrates to
the network, to which the visitor migration communi-
cation control device is attached to provide the packet
transfer service, the stationary host 151 may transmit
the data packet destined for any of the addresses a,
B. or y. When the data packet is transmitted to the
home address a or the temporary address y, the
home migration communication control device 101 or
the visitor migration communication control device
109', which is notified of the updated temporary ad-
dress of the mobile host 146, transfers the data pack-
et to the updated temporary address; then it notifies
the stationary host 151 of the updated temporary ad-
dress of the mobile host.
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When the data packet is transmitted to the tem-
porary address B of the mobile host 146, the visitor
migration communication control device 109 receives
it. Since the device 109 is notified of only the tempor-
ary address v, it transmits the data packet comprising
the packet transfer message to the temporary ad-
dress y as well as transmits the mobile host transfer
message to notify the stationary host 151 of the tem-
porary address y. The visitor migration communica-
tion control device 109’ receives the data packet com-
prising the packet transfer message, which is des-
tined for the temporary address vy, and transmits it to
the updated temporary address of the mobile host
146; then transmits the mobile host transfer message
to notify the stationary host 151 of the updated tem-
porary address. Also the visitor migration communi-
cation control device 109’ obtains the address of the
visitor migration communication control device 109
from the source address of data packet transmitted
thereby, and transmits the mobile host transfer mes-
sage to the device 109. Thus, the visitor migration
communication control device 109’ obtains the updat-
ed temporary address of the mobile host 146, and
transfers the data packet to the mobile host 146 as
well as notifies stationary host 151 of the obtainedvﬁp-
dated temporary address.

[communication operation 2]

Another example of the communication opera-
tion is described hereunder. In the communication op-
eration 2 the visitor migration communication control
device 109 does not provide the packet transfer ser-
vice when the mobile host 146 migrates from the net-
work A to the network B, further from the network B
to the network C.

As shown in FIG. 42, when the device 109 does
not provide the packet transfer service, the autono-
mous packet transfer support check message 181,
transmitted by the mobile host 146 which has migrat-
ed from the network A to the network B, is responded
with the response message 181R where the autono-
mous flag F in the autonomous flag field 135 indi-
cates 0. Thereby, the autonomous flag field 135 in
the address post message 182, which is transmitted
by the mobile host 146 to the home migration commu-
nication control device 101, obtains the value O, and
the value O is held in the home mobile host list hold
unit 102 in the device 101. The mobile host 146 does
not transmit the mobile host visit message to the vis-
itor migration communication control device 109.

As shown in FIG. 43, receiving from the station-
ary host 151 the noncapsulated data packet 183,
which is destined for the home address a, the home
migration communication control device generates
the encapsulated data packet comprising the re-
ceived noncapsulated data packet 183 and the pack-
et transfer message 184, and transmits it to the tem-
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porary address B, as is in the communication opera-
tion 1.

However, recognizing the value O on the autono-
mous flag F, which is held in the home mobile host list
hol!d unit 102, the device 101 does not transmit to the
stationary host 151 the mobile host transfer message
including the temporary address . Therefore, every
data packet transmitted by the stationary host 151 is
destined for the home address «, and it is transferred
to the mobile host 146 by the home migration commu-
nication control device 101. Thus, the stationary host
151 is not notified of the temporary address f§ since
the data packet transmitted to the address other than
the home address a is not transferred by the device
109; therefore itis not received by the mobile host 146
when it departs the network B to migrate to the net-
work C.

When the visitor migration comeunication con-
trol device109’, which is attached to the network, pro-
vides the packet transfer service, the home migration
communication control device 101 notifies the sta-
tionary host 151 of the temporary address y when it
transmits the noncapsulated data to the home ad-
dress a, so that the stationary host 151 is able to di-
rectly transmit the data packet comprising the non-
capsulated data packet and the packet transfer mes-
sage to the mobile host 146 on the network C.

When the visitor migration communication con-
trol device 109 does not provide the packet transfer
service, the home migration communication control

.device 101 does not necessarily notify the device 109
of the temporary address y of the mobile host 146 as-
signed when it has migrated from the network B to the
network C. However, the construction of the device
101 will be simplified if it conducts the same operation
either or not the packet transfer service is provided
since the visitor migration communication control de-
vice 109 ignores the mobile host transfer message.

Also the device 109 may respond to the autono-
mous packet transfer support check message 181
only when it provides the data packet transfer service;
therefore, the presence or absence of the response
message 181R indicates to the mobile host 146
whether or not the data packet transfer service is pro-
vided. In the above operation the value 0 of the au-
tonomous F also indicates that the packet transfer
service is not provided, whereas absence of the re-
sponse message to the message 181 canindicate the
absence of the packet transfer service, which will sim-
plify construction of mobile host 146.

[communication operation 3]

The final example of the communication opera-
tion is described hereunder. in the communication op-
eration 3 the visitor migration communication control
device 109’ does not provide the packet transfer ser-
vice while the visitor migration communication control
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device 109 does.

As shown in FIG. 44, when the packet transfer
service is not provided by the visitor migration com-
munication control device 109’, the mobile host 146
transmits to the home migration communication con-
trol device 101 the address post message 182’ where
the value 0 is set at the autonomous fiag F. Then, the
home migration communication control device 101
transmits to the device 109 the mobile host transfer
message 185 by setting the value O at the autono-
mous flag F.

When detecting the value 0 at the autonomous
flag F, the visitor migration communication control de-
vice 109 ceases to provide the packet transfer ser-
vice.

As shown in FIG. 45, even after cease of the data
packet transfer service, the stationary host 151 may
transmit to the temporary address the data packet
comprising the noncapsulated data packet and the
packet transfer message 186.

When this happens, the visitar migration commu-
nication control device 109 obtains the noncapsulat-
ed data packet 187 from the received encapsulated
data packet and transmits it to its destination address,
the home address a. The noncapsulated data packet
187 is then received by the home migration commu-
nication control device 101, which is attached to the
network A. Finally, the home migration communica-
tion control device 101 transfers the noncapsulated
data packet 187 together with the packet transfer
message 188 to the temporary address y of mobile
host 1486, which is attached to the network C.

The visitor migration communication control de-
vice 109 notifies the stationary host 151 that the mo-
bile host 146 is attached to the network A instead of
the network C by sending the mobile host transfer
message 189 where the home address a is set in the
temporary address field 139. Then, the stationary
host 151 transmits the noncapsulated data packet
187 to the home address a, and it is transferred by the
home migration communication control device 101,
which is employed to take the place of the visitor mi-
gration communication control device 109. As an-
other option, the device 109 may send the mobile
host transfer message 189 where the invalid address
is set, such as the address where every bitis 1. Then,
the home migration communication control device
101 may notify the stationary host 151 of the home
address a in accordance with the address inquiry ob-
tained from the stationary host 151.

The operation described the above will be em-
ployed when the visitor migration communication
control device 109 ceases to provide the packet
transfer service operation regardless whether or not
the device 109’ provides the packet transfer service.

On the other hand, the visitor migration commu-
nication device 109 may restart the packet transfer
service even when the device 109’ ceases to provide
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the service.

In this case, the home migration communication
controf device 101 needs to provide the visitor migra-
tion communication control device 109 with the up-
dated temporary address at every migration of the
mobile host 146 unless the mobile host migrates to
the network to which another visitor migration com-
munication control device is attached and provides
the packet transfer service. To realized it, for exam-
ple, when the value of the autonomous flag F in the
address post message is O to indicate that the device
109’ does not provide the packet transfer service, the
broadcast address Bba as the destination address of
the mobile host transfer message. which is transmit-
ted to the device 109, will not be renewed.

Additionally, the broadcast address as the des-
tination address of the data packet, which is transmit-
ted by the mobile host 146, can be replaced with the
address Ha, Va, Va', each of which is unique to each
device. The address unique to each device will be ob-
tained by detecting the source address of the data
packet received from each device, or by employing a
so called name service.

Also in the second embodiment, the home migra-
tion communication control device 101 detects
whether or not the mobile host 146 is attached to the
same network from what is held as the temporary ad-
dress in the address hold unit; to be precise, whether
or not the home address a is held as the temporary
address. However, this can also be detected by know-
ing in which table the temporary address is heid. For
example, when the device 101 and the mobile host
146 are attached to the same network, the first table
holds the addresses, such as the home address a;
whereas, the second table holds the addresses when
the device 101 and the mobile host 146 are attached
to the different network from each other. Value of the
autonomous flag F, 0 or 1, can also be utilized in the
same way. '

Further, the home migration communication con-
trol device 101 and the visitor migration communica-
tion control device 109, 109’ may be employed as a
host such as the mobile host 146 or the stationary
host 151.

Finally, the home migration communication con-
trol device 101, the visitor migration communication
control device 109, the mobile host 146, and the sta-
tionary host 156 may be constructed identically and
can be replaced with each other.

Although in the embodiment the application unit
124 starts its operation before being notified of updat-
ed temporary address 8; therefore it always transmits
the data packet to the home address a of the mobile
host 146, it can transmit the data to the temporary ad-
dress B if is starts its operation after obtaining the
temporary address 3.

Although the presentinvention has been fully de-
scribed by way of examples with reference to the ac-
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companying drawings, it is to be noted that various
changes and modifications will be apparent to those
skilled in the art. Therefore, unless otherwise such
changes and modifications depart from the scope of
the present invention, they should be constructed as
being included therein.

Claims

1. A migration communication control device con-
structed to control a communication between a
mobile node and a partner node, the mobile node
migrating across networks and obtaining an ad-
dress assigned on each network while the part-
ner node being a communication partner of the
mobile node, comprising a first migration control
unit, a second migration control unit, a third mi-
gration control unit, the secand migration control
unit being placed on the mobile node and the
third migration control unit being placed on the
partner node,

wherein the first migration control unit
comprises: . :

packet transfer means for receiving a
packet which was destined for an outdated ad-
dress of the mobile node, the outdated address
assigned when the mobile node migrated to a
network to which the first migration control unitis
attached, generating a conversion packet which
holds an updated address instead of the outdated
address, and transmitting the conversion packet;
and

address post means for transmitting an ad-
dress post message which indicates the updated
address of the mobile node to the third migration
control unit, the third migration control unit trans-
mitting the packet received by the packet transfer
means, and

the second migration control unit compris-
es:

migration post means for transmitting to
the first migration control unit a migration post .
message which indicates the updated address of
the mobile node when the mobile node migrates
to another network; and

packetresumption means for receiving the
conversion packet from both the first migration
control unit and the third migration control unit
and resuming an original packet from the conver-
sion packet, and

the third migration control unit comprises:

packet conversion means for converting a
destination address of a packet, the packet to be
transmitted to the mobile node, into the updated
address indicated by the address post message,
the address post message sent by the first migra-
tion control unit, and transmitting it to the mobile
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node.

The migration communication control device of
Claim 1, wherein the migration post means in the
second migration control unit transmits an identi-
fication key included in the migration post mes-
sage, the identification key being employed to
identify the mobile node.

The migration communication control device of
Claim 2, wherein the identification key is an ad-
dress of the mobile node assigned at one net-
work before the network to which the mobite
node is currently attached.

The migration communication control device of
Claim 2, wherein the identification key is an ad-
dress of the mobile node assigned before its ini-
tial migration.

The migration communication control device of
Claim 1; wherein the second migration control
unit is constructed to transmit to the third migra-
tion control unit the packet which has the same
format as the resumed packet.

The migration cornmunication control device of
Claim 1, wherein the first migration contro! unit
further comprises:

address hold means for holding the out-
dated address and the updated address by cor-
responding them with each other; and

address comparison means for comparing
the destination address of the received packet
with the outdated address, wherein

the packet transfer means generates the
conversion packet and transmits it when the ad-
dress-comparison means detects that the destin-
ation address of the received packet coincides
with the outdated address.

The migration communication control device of
Claim 1, wherein the first migration control unit
further comprises:

address hold means for holding the out-
dated address and the updated address by cor-
responding them with each other; and

address comparison means for comparing
the destination address of the packetreceived by
the packet transfer means with the outdated ad-
dress, wherein

the address post means transmits the ad-
dress post message which indicates the updated
address of the mobile node to the third migration
control unit, the third migration control unit trans-
mitting the packet received by the packet transfer
means, when the address comparison means de-
tects that the destination address of the packet
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coincides with the outdated address.

The migration communication control device of
Claim 1, wherein the second migration control
unit further comprises:

address hold means for holding the out-
dated address and the updated address by cor-
responding them with each other; and

address comparison means for comparing
the updated address with the destination ad-
dress of the packet received from one of the first
migration control unit and the third migration con-
trol unit, wherein

the packet resumption means resumes
the original packet from the conversion packet
when the address comparison means detects
that the updated address coincides with the des-
tination address of the packet received from one
of the first migration controf unit and the third mi-
gration control unit.

The migration communication control device of
Claim 1, wherein the third migration control unit
further comprises: )

address hold means for holding the out-
dated address and the updated address of the
mobile node by carresponding them with each
other; and

address comparison means for comparing
the outdated address in the address hold means
with the destination address of the packet to be
transmitted to the mobile node, wherein

the packet conversion means converts
the destination address of the packet to be trans-
mitted to the mobile node into the updated ad-
dress which corresponds to the outdated address
in the address hold means when the address
comparison means detects the outdated address
in the address hold means coincides with the
destination address of the packet. ‘

The migration communication control device of
Claim 1, wherein there are a plurality of the first
migration control units, and the second migration
control unit transmits the migration post message
to at least one of the first migration control units.

The migration communication control device of
Claim 10, wherein the migration post means in
the second migration control unit transmits the
migration post message to the first migration con-
trol unit which is attached to the network to which
the mobile node was attached before its migra-
tion,

each of the first migration control units has
migration post means for transmitting to one of
the other first migration control units a migration
post message to post the same address as the
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updated address indicated by the migration post
message received from the second migration
control unit, and

each of the first migration control units has
migration post means for transmitting a migration
post message from one of the ather first migra-
tion control units to another first migration control
unit to post the same address as the updated ad-
dress indicated by the received migration post
message.

The migration communication control device of
Claim 11, wherein each of the first migration con-
tro! units and the second migration control unit
further comprise pointer hold means for holding
pointers related to the first migration control unit
to which the migration post message is transmit-
ted, and wherein

the migration post means in each of the
first migration control units and the migration post
means in the second migration control unit trans-
mit the migration post message to each of the ad-
dresses related to each of the pointers.

The migration communication control device of
Claim 12, wherein each of the pointers is a broad-
cast address of the network to which one of the
first migration control units is attached.

The migration communication control device of
Claim 12, wherein each of the pointers is an ad-
dress which is assigned to one of the first migra-

- tion control units uniquely.

The migration communication control device of
claim 12, wherein each of the pointers is the ad-
dress of the mobile node which is assigned when
the mobile node is attached to the same network
as is the first migration control unit, and

the migration post means in the first mi-
gration control unit and the migration post means
in the second migration control unit obtain the
broadcast address of the network to which each
of the first migration control units is attached with
referring to the address of the mobile node, and
transmits the migration post message to the ob-
tained broadcast address.

The migration communication control device of
Claim 12, wherein the pointer hold means in the
second migration control unit holds a pointer re-
lated to a first migration control unit for the latest
migration, which is the first migration control unit
being attached to one network before the net-
work to which the mobile node is currently attach-
ed, and

the pointer hold means in the first migra-
tion control unit holds a pointer related to another
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first migration control unit attached to the same
network as was the mobile node attached before
migrating to the network to which the first migra-
tion control unit is attached.

The migration communication control device of
Claim 12, wherein the second migration control
unit further transmits to the first migration control
unit the pointer by sending thereto the migration
post message, the pointer to be held by the first
migration control unit.

The migration communication control device of
Claim 17, wherein the first migration control unit
stores into the pointer hold means the pointer
when it receives from the second migration con-
trol unit the migration post message by corre-
sponding the pointer with the updated address
indicated by the received migration post mes-
sage.

The migration communication control device of
Ciaim 11, wherein each of the first migration con-
trol units further comprises:

address hold means for holding the out-
dated address and the updated address by cor-
responding them with each other, wherein

migration post message means stores into
the address hold means the outdated address
and the updated address by correspanding them
with each other when it receives from the second
migration control unit the migration post mes-
sage, while converts the updated address in the
address hold means into the updated address in-
dicated by the migration post message whenitre-
ceives from the first migration control unit the mi-
gration post message and the outdated address
indicated by the migration post message coin-
cides with one of the updated addresses in the
address hold means.

The migration communication control device of
Claim 1, wherein the first migration control unit is
placed on a gateway, which connects networks.

The migration communication control device of
Claim 1, wherein the first migration control unit is
placed on the network as an individual node.

The migration communication control device of
Claim 10, wherein the migration post means in
the second migration control unit transmits the
migration post message to a home migration con-
trol unit, the home migration control unitbeing the
first migration control unit which is attached to a
network where the mobile node left for its initial
migration, and

the home migration control unit further
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comprises home migration post means for trans-
mitting a migration post message to a first migra-
tion control unit for the latest migration, the first
migration control unit for the latest migration be-
ing the first migration control unit which is attach-
ed to the network where the mobile node left for
the latest migration, to post the same updated ad-
dress as is indicated by the migration post mes-
sage received from the second migration control
unit.

The migration communication control device of
Claim 22, wherein the first migration control unit
further comprises migration post means for trans-
mitting the migration post message indicating the
updated address of the mobile node to one of the
other first migration control units when the con-
version packet destined for the outdated address
of the' mobile node was sent therefrom to the first
migration control unit.

The migration communication control device of
Claim 22, wherein the migration post means in
the second migration contro! unit transmits to the
home migration control unit the migration post
message where a home address and the updated
address are corresponded with each other, the
home address assigned when the mobile node is
attached to the same network as is the home mi-
gration control unit,

and each of the packet transfer means and
the address post means in the home migration
control unit transmits the conversion packet and
the address post message respectively with re-
ferring to the above home address and the updat-
ed address.

The migration communication control device of
Claim 24, wherein the second migration control
unit further comprises an outdated address post
means for transmitting to the first migration con-
trol unit for the latest migration an outdated ad-
dress post message where the outdated address
and the home address are corresponded with
each other, the outdated address being assigned
to the mobile node before the latest migration,

the home migration post means in the
home migration controt unit transmits to the said
first migration control unit for the latest migration
the migration post message where the above
home address and the updated address are cor-
responded with each other, and

the packet transfer means and the ad-
dress post means in the first migration control
unit for the latest migration transmit the conver-
sion packet and the address post message re-
spectively in accordance with the outdated ad-
dress and the updated address, the outdated ad-
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dress and the updated address being corre-
sponded with each other via the home address.

The migration communication control device of
the Claim 25, wherein the outdated address post
means in the second migration control unit trans-
mits the above outdated address post message
at a migration of the mobitle node preceding the
latest migration, and

each of the migration post means in the
second migration control unit and the home mi-
gration post means in the home migration contral

" unit transmits the above migration post message

at the latest migration of the mobile node.

The migration communication control device of
Claim 22, wherein the second migration control
unit further comprises home migration control
unit pointer hold means for holding a pointer re-
lated to the home migration control unit,

the migration post means in the second
migration control unit transmits the migration post
message to the address related to the pointer,

the home migration control unit further
comprises pointer hold means for the latest mi-
gration for holding a pointer related to the first mi-
gration control unit for the latest migration, and

the home migration post means in the
home migration control unit transmits the migra-
tion post message to the address related to the
pointer.

The migration communication control device of
Claim 27, wherein each of the above pointers is
the broadcast address of the network to which
each of the first migration control units is attach-
ed.

The migration communication control device of
Claim 27, wherein each of the above pointers is
the address assigned to each of the first migra-
tion control units uniquely.

The migration communication control device of
Claim 27, wherein the second migration control
unit further comprises pointer obtainment means
for requesting to the first migration control unit for
the latest migration the pointer related to the first
migration control unit for the latest migration, and

the migration post means in the second
migration control unit posts the obtained pointer
to the home migration control unit together with
the updated address by sending thereto the mi-
gration post message.

The migration communication control device of
Claim 30, wherein the migration post means in
the second migration control unit posts to the
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home migration control unit the pointer at the mi-
gration of the mobile node preceding the latest
migration, while the migration post means posts
the above updated address at the latest migra-
tion of the mabile node.

The migration communication control device of
Claim 22, wherein the first migration control unit
further comprises address post suppressing
means for suppressing transmission of the ad-
dress post message from the address post
means to the third migration control unit, and

the address post suppressing means sup-
presses transmission of the address past mes-
sage when none of the first migration control
units is attached to the same network as is the
mobile node.

The migration communication control device of
Claim 32, wherein the second migration control
unit further comprises detect means for detecting
whether or not the first migration control unit is at-
tached to the network to which the mobile node
migrates,

the migration post means in the second
migration control unit transmits to the home mi-
gration control unit the migration post message
which includes the detecting resuit of the above
detect means together with the updated address,

the home migration post means in the
home migration control unit transmits to the first
migration control unit for the latest migration the
migration post message which includes the de-
tecting result of the above detect means together
with the updated address, and

the address post suppressing means in
each of the home migration control unit and the
first migration control unit for the latest migration
suppress the transmission of the address post
message in accordance with the detecting resuit
of the above detect means.

The migration communication control device of
Claim 22, wherein the first migration control unit
further comprises packet transfer suppressing
means for suppressing transfer of the packet con-
ducted by the packet transfer means.

The migration communication control device of
Claim 34, wherein the first migration control unit
further comprises address post suppressing
means for suppressing transmission of the ad-
dress post message from the address post
means to the third migration control unit, and the
address post suppressing means in the first mi-
gration control unit being attached to a network to
which the mobile node is not attached, suppress-
es the transmission of the address postmessage
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36.

37.

38.
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when the packet transfer suppressing means in
the first migration control unit for the latest migra-
tion suppresses transfer of the packet.

The migration communication control device of
Claim 35, wherein the second migration control
unit further comprises detect means for detecting
whether or not the packet transfer suppressing
means in the first migration control means sup-
presses the transfer of the packet, the first migra-
tion control means being attached to the network
to which the mobile node migrates, and

the migration post means in the second
migration control unit transmits to the home mi-
gration control unit the migration post message
which includes the detecting result of the above
detect means together with the updated address,

the home migration post means in the
home migration control unit transmits to the first
migration control unit for the latest migration the
migration post message which includes the de-
tecting result of the detect means together with
the updated address, and

the address post suppressing means.in
each of the home miigration control unit and the
first migration control unit for the latest migration
suppresses the transmission of the address post
message in accordance with the detecting result
of the above detect means.

The communication control device of Claim 36,
wherein the packet transfer suppressing means
in the first migration control unit for the latest mi-
gration suppresses the transfer of the packet
conducted by the packet transfer means, when
the packet transfer suppressing means in the first
migration control unit being attached to the net-
work to which the mobile node migrates sup-
presses the transfer of the packet.

A packet transfer migration control unit in a migra-
tion communication control device, the migration
communication control device being constructed
to control a communication between a mobile
node and a partner node, the mobile node migrat-
ing across networks and obtaining an address
assigned on each network while the partner node
being a communication partner of the mobile
node, comprising:

packet transfer means for receiving a
packet which was transmitted by the partner
node to an outdated address of the maobile node,
the outdated address being assigned when the
mobile node migrated to a network to which the
packet transfer migration control unit is attached,
generating a conversion packet which holds an
updated address instead of the outdated ad-
dress, and transmitting the conversion packet;
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and

address post means for transmitting an ad-
dress post message which indicates the updated
address of the maobile node to the partner nade,
the partner node transmitting the packetreceived
by the packet transfer means.

A mobile node migration control unit in a migration
communication control device, the migration
communication control device being constructed
to control a communication between a mobile
node which migrates across networks and ob-
tains an address assigned on each network and
a partner node which is a communication partner
of the mobile node, being placed on the mobile
node and comprising:

migration post means for transmitting to a
packet transfer migration control unit a migration
post message which indicates an updated ad-
dress of the mobile node when the mobile node
migrates to another network, the packet transfer
migration control unit for receiving a packet which
was transmitted by the partner node to an outdat-
ed address of the maobile node, the outdated ad-
dress assigned when the mobile node migrated
to a network to which the migration control unit for
packet transfer is attached, generating a conver-
sion packet which holds the updated address in-
stead of the outdated address, and transmitting
the conversion packet; and

packet resumption means for receiving the
conversion packet from both the packet transfer
migration contro! unit and the mobile node, and
resuming an original packet from the conversion
packet.

A partner node migration control unit in a migra-
tion communication control device, the migration
communication control device being constructed
to control a communication between a mobile
node which migrates across networks and ob-
tains an address assigned on each network and
a partner node which is a communication partner
of the mobile node, being placed on the mobile
node and comprising:

address post message receiving means
for receiving an address post message which in-
dicates an updated address of the mobile node
from a packet transfer migration control unit, the
packet transfer migration control unit transmitting
an address post message which indicates the up-
dated address of the mobile node to the partner
node; and

packet conversion means for converting a
destination address of a packet, the packet to be
transmitted to the mobile node, into the updated
address indicated by the address post message,
and transmitting it to the mobile node.
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The migration communication. control device
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updated address when the mobile node mi-
grates to another network while a packet re-
sumption unit receives the conversion packet
from both the first migration control unit and
the third migration control unit and resumes an
original packet from the conversion packet. The
third migration contro! unit comprises a packet
conversion unit which converts a destination
address of a packet into the updated address,
then transmits it to the mobile node.
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(9 Automatic discovery of network elements.

@ Disclosed is a computer network node discovery system that provides a general way of discovering
network elements, or nodes, connected to a computer network, and a specific algorithm for discovering
nodes connected to a TCP/IP network, using the SNMP protocol available within the TCPAP network
software. Some nodes on a network, called discovery agents, can convey knowledge of the existence of
other nodes on the network. The network discovery system queries these agents and obtains the
information they have about other nodes on the network. it then queries each of the nodes obtained to
determine if that node is also a discovery agent. In this manner, most of the nodes on a network can be
discovered. The process of querying discovery agents to obtain a list of nodes known to the discovery
agents is repeated at timed intervals to obtain information about nodes that are not always active. In a
TCP/IP network, discovery agents are nodes that respond to queries for an address translation table
which translates intemet protocol (IP) addresses to physical addresses. The data from each node’s
address translation table is used to obtain both the IP and the physical address of other nodes on the
network. These nodes are then queried to obtain additional information. After all the nodes on a
network are discovered, the list of nodes is written to a database where it can be displayed by the
network manager or other users of the network.
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1 EP 0 455 402 A2 2

FIELD OF THE INVENTION

This invention relates to computer systems and
maore particularly to computer networks that intercon-
nect computers. Even more particularly, the invention
relates to determining the nodes connected to a net-
work.

BACKGROUND OF THE INVENTION

Computer networks are collections of hardware
and software that connect computers and allow them
to send information from one computer to another
electronically. A computer network is comprised of the
physical hardware connections between the various
computers, for example telephone lines or a coax
cable, and the software used to send and receive data
and to route the data to the selected computer on the
network.

A local area network (LAN) is a network connec-
tion between computers in close proximity, typically
less than one mile, and usually connected by a single
cable such as coax cable. A wide area network (WAN)
is a'network of computers located atlonger distances,
often connected by telephone lines or satellite links.
Network software may sometimes be used with both
types of networks. For example, a popular network is
the Department of Defense internetworking protocal
suite, known as Transmission Control Pratocol/Inter-
net Protocol (TCP/IP). This system was originally

" developed by the Defense Advanced Research Pro-
jects Agency (DARPA) and has now been widely dis-
tributed to Universities and industry.

When a network is fast growing, that is, network
elements or nodes are being added frequently, a net-
work administrator may not know all of the nodes con-
nected to the network. Also, a network administrator
new to his or her job may notbe familiar with the nodes
on the network. Determining the nodes manually is a
difficult problem. The administrator may contact all
the users of the network known to the administrator,
however, infrequent users may be forgotten and not
contacted. Also, if a node is connected to the network,
but not active because the computer is not powered
up or is inoperative, that node may nat be included in
the list. In a very short local area network, a network
administrator may physically trace the cable of the
network to determine which nodes are located on the
network. However, since longer local area networks
can extend as far as a mile, through many floors and
offices within a building, physical tracing may be
impossible. In a wide area network, physical tracing is
almost always impossible.

For some commonly used networks, special
equipment can be purchased that will determine the
nodes located on the network and the distance be-
tween them. This equipment, called a probe, is often
limited by the other components of the network, how-
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ever. For example, in a local area network, a repeater
unit may be used to extend the effective distance of
the local area network to a distance greater than is
capable with a single cable. A repeater unit amplifies
signals, and therefare will not allow a probe to deter-
mine the location of nodes beyond the repeater.

Other units connected to the network may
obscure nodes. For example a bridge unit connects
two similar networks but only passes messages that
are being sent from a node on one side of the bridge
to a node on the other side of the bridge. It will not
pass messages between nodes on the same side, in
order to reduce the traffic on the other side of the
bridge. A bridge will prevent a probe from determining
the nodes on the other side of the bridge. A gateway
is a unit that connects dissimilar networks to pass
messages. Because a gateway may have to reformat
a message to accommodate a different network pro-
tocol, it will prevent a probe from finding nodes
beyond the gateway.

There is need in the art then for a method of deter-
mining the nodes on a lacal area network. There is
further need in the art for determining such nodes

- without the use of special equipment. A still further

need is for a method that will determine which nodes
are located beyond the repeater units, bridges, and
gateways on a network.

SUMMARY OF THE INVENTION

It is ‘an object of the present invention to provide
a method of determining the elements or nodes con-
nected to a network.

It is another object of the invention to provide a
method of discovering network nodes on a TCP/IP
network.

Anather object of the invention is to determine
which discovered nodes are discovery agents and
can convey knowledge of the existence of other
nodes on the network.

Another object is to query all discovery agents
and ask for other nodes on the network

A further object is to query all TCP/IP nodes to ret-
rieve the address translation table from the TCP/IP
node.

The above and other objects of the invention are
accomplished in a system which provides a general
way of discovering network elements, or nodes, and
a specific algorithm for discovering nodes within a
TCP/IP network, using a standard Simple Network
Management Protocol (SNMP), which is available
within the TCP/IP network.

Some nodes on a network can convey knowledge
of the existence of other nodes on a network, and are
called discovery agents. When a network contains
discovery agents, these agents can be queried to
obtain the information they have about other nodes on
the network. By aobtaining a list of nodes from a single
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discovery agent, and querying each of the nodes
obtalned to determine if it is also a discovery agent,
most of the nodes on a network can be discovered.

The process of querying discovery agents to
obtain a list of nodes known to be discovery agents,
must be repeated at timed intervals. At any given time
on a network, one or more nodes may not be respond-
ing to the network, either because it is inoperative, or
because it is nat powered up. Therefore, if the discov-
ery process is attempted during this time, these
unavailable nodes will not be discovered. By repeat-
ing the discovery process over time at regular inter-
vals, additional nodes on a network can be
discovered.

In a TCPAP network, discovery agents are nodes
that respond to queries for an address translation
table. Within TCP/IP network, every node will have an
internet protocol (IP) address. This address is a 32 bit
number and is unique to all nodes within the TCPAP
network. Although the [P address is probably unique
to all nodes everywhere that use the TCP/IP protocol,
the physical address of a node on a particular network

- will-be different from the IP address: For exampie,

some types of LANs use an 8 bit address, and can
therefore use the low order 8 bits of the IP address,
however, some other types of LANs use a 48 bit
address and cannot use the internet address. There-
fore, every node within a TCP/IP network must have
an address translation table which translates the IP
address to the physical address. The data from each
node’s address translation table can be used to obtain
both the IP and the physical address of other nodes
on the network. Again, as described in the above gen-
eral algorithm, the queries should be repeated at
timed intervais to insure that recently activated nodes
are discovered. Another reason for repeating the dis-
cavery process over timed intervals in a TCP/IP net-
work is that some of the information within a node's
address translation table may be purged if the node
does not use the information after a period of time.
This purge is used to reduce the table size require-
ments within a node. By repeating the queries at timed
intervals, the greatest amount of translation table
infformation may be obtained.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features, and
advantages of the invention will be better understood
by reading the following more particular description of
the invention, presented in conjunction with the fol-
lowing drawings, wherein:

Fig. 1 shows a block diagram of the hardware of

the node that runs the process of the present

invention;

Fig. 2 shows a diagram of a typical computer

interconnection network;

Figs. 3 through 5 show a hierarchy diagram of the
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modules of the discovery system of the present
invention; ' '
Fig. 6 shows a flowchart of the main moduie of the
invention;
Fig. 7 shows a flowchart of the self-seed module
of the invention;
Fig. 8 shows a flowchart of the process-node
module of the invention;
Fig. 9 shows a flowchart of the process-ping mod-
ule of the invention;
Fig. 10 shows a flowchart of the process-IFIP
module of the invention;
Fig. 11 shows a flowchart of the store-IP module
of the invention;
Fig. 12 shows a flowchart of the store-IF module
of the invention;
Fig. 13 shows a flowchart of the invalidnode mod-
. ule of the invention;

Fig. 14 shows a flowchart of the findnode module
of the invention;
Fig. 15 shows a flowchart of the addnode module
of the invention;

-- -Fig. 16 shows a-flowchart of the process-AT mod-
ule of the invention; and
Fig. 17 shows a fiowchart of the store-AT module
of the invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

The following description is of the best presently
contemplated mode of carrying out the present inven-
tion. This description is not to be taken in a limiting
sense but is made merely for the purpose of describ-
ing the general principles of the invention. The scope
of the invention should be determined by referencing
the appended claims.

Fig. 1 shows a block diagram of the computer
hardware that contains the discovery system of the
present invention. Referring now to Fig. 1, a computer
system 100 contains a processing element 102. The
processing element 102 communicates to other ele-
ments within the computer system 100 over a system
bus 104. A keyboard 106 is used to input infarmation
from a user of the system, and a display 108 is used
to output information to the user. A network interface
112 is used to interface the system 100 to a network
118 to allow the computer system 100 to act as a node
on a network. A disk 114 is used to store the software
of the discovery system of the present invention, as
well as to store the data base collected by the discov-
ery system. A printer 116 can be used to provide a
hard copy output of the nodes of the network discov-
ered by the discovery system. A main memory 110
within the system 100 contains the discovery system
120 of the present invention. The discovery system
120 communicates with in operating system 122 and
network software 124 to discover the nodes on the
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network 118.

Fig. 2 shows a diagram of a network. Referring
now to Fig. 2, a netwark 202 contains a node 206.
Node 206 contains the processor 100 (Fig. 1) which
contains the discovery system software of the present
invention. Node 206 is attached to a first network seg-
ment 118. The network segment 118 is connected to
a repeater 212 which is connected to a second net-
work sequent 214. This second network system 214
has nodes 216 and 218 attached to it. A repeater,
such as repeater 212, allows network sequents to be
connected to allow a network to be extended aver a
longer distance. An impartant characteristic of a repe-
ater is that there is no translation of data passing
through it. That is, every message that is transmitted
on one network segment, will pass unchanged
through a repeater to the other network segment.
Therefore, any messages broadcast, for example, by
node 206 will be received by node 216 and node 218
after these messages pass through repeater 212.

Network segment 118 is also attached to a bridge
208 which connects it to a third network sequent 210.
A bridge will only pass messages that are being trans-
- - mitted from a node on one side of the bridge to a node
on the other side of the bridge. 1t will block messages
that are transmitted from a node on one side of the
bridge to a node on that same side of the bridge. This
characteristic reduces network traffic on various
sequents of a network.

Segment 118 is also attached to a router/gateway
220 which connects is to a fourth network segment
222. Routers are devices that connect network seg-
ments which have similar characteristics. Gateways
are devices which connect networks having different
types of characteristics. For example, a gateway
might connect a local area network to a wide area net-
work.

Because bridges, routers, and gateways, must
process the messages sent over the network, they
also must contain information about which nodes are
on the network. Therefore, bridges, routers, and gate-
ways are authoritative sources of information for
determining the nodes on the network. A protocol
defines the format of messages that are sent across
a network. One popular protocol is the Department of
Defense internetworking Protocol Suite, populary
known as TCP/IP. Because it was developed by the
Department of Defense, this protocol is widely avail-
able and used extensively, particularly in a university
environment. Also, this suite of protocols is very popu-
lar on the UNIX operating system and has seen wide
distribution there. The internet protocot (IP) uses a
single thirty-two bit address for all nodes that can be
connected to the internet at any tocation. Physical
addresses within a particular type of network, are nor-
mally different from an IP address. If a network
address is very small, perhaps eight bits, it may be the
same as the low order eight bits of the IP address. If
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a network address is large, for example, some LANs
use forty-eight bit addresses, it is impossible for these
addresses to correspond directly to IP addresses.
Therefore, bath an IP address and a physical address
exist for each node on a network. Devices such as
routers, gateways, and bridges, which can send mes-
sages from one network to another must be able to
translate between |P addresses and physical addres-
ses. Therefore, these devices have transiation tables
which allow them to translate between these two
types of addresses. By accessing these translation
tables, one of the nodes on a network can obtain infor-
mation about the other nodes on the network. The
existence of these transiation tables allow the method
of the present invention to perform its function.

A network probe 224 is also attached to the net-
work 118. A network probe 224 is a device that assists
in locating defective nodes and assists in repairing
those nodes. Since it is a testing device, it may or may
not be attached to a network at any given time. When
a probe is attached to a network, the discovery system
of the present invention can query the probe and use
information obtained from the probe to assist in dis-

-covering other nodes on the network. S

Figs. 3 through 5 show a hierarchy diagram of the

" modules of the software of the present invention. Ref-

eming now to Figs. 3 through 5, discovery module 302
is the main module of the system. Discovery calls self-
seed block 304 to start the process of building a
database about the network, and it calls process-
node block 306 to process information about each
node that it obtained from self-seed. Process-node
biock 306 calls process-ping block 308 to query a
node on the network to determine if that node is
active. Process-node block 306 also calls process-
IFIP block 310 for each IP address that it obtains. Pro-
cess-IFIP block 310 calls store-IP block 402 for each
IP address, and store-IP block 402 calls invalidnode
btock 406, findnode block 408, and addnade black
410, for each IP address. For each IF entry (physical
address) received, process-IFIP block 310 calis
store-IF block 404. For each address translation table
entry, process-node block 306 calls process-AT block
312 which in turn calls store-AT block 502. Store-AT
block 502 calls invalidnode at block 504, findnode
block 506, and addnode block 508.

Fig. 6 shows a flawchart of the discovery module
block 302 (Fig. 3). Referring now to Fig. 6, after entry
block 602 gets any options that the user wishes to
enter. Block 604 then initializes the database used to
permanently store the nodes, and loads node list from
existing entries in the database. if a database for the
network does not exist, the discovery system has the
ability to create that database. If a database of the net-
work already exists, the discovery system will use the
node information which is already available in that
database to query other nodes within the system.

Block 606 then initializes domains. A domain
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defines the fimit beyond which the user of the discov-
ery system does not wish to find nades. That is, the
domain limits the range of the discovery process. This
limitation is necessary on large networks, to keep the
amount of processing to reasonable level. Further-
more, a user usually is only interested in the nodes on
a particular network segment, or the network segment
connected by repeaters and possibly bridges.

Block 608 then calls Fig. 7 to self-seed the sys-
tem. If no entries were available in the database, the
discovery system can seif-seed by sending a broad-
cast message and determine who responds to that
message. After retuming from self-seed, block 610
points to the first node list entry. As discussed earlier,
the node list will contain a list of the nodes already
known to the system. This list can be input from the
database, or the list can be started from self-seed
module. After pointing to the first entry, block 612
determines if there are more entries to process. If
there are no more entries to process, block 612 trans-
fers to block 614 which wilt wait a predetermined
period of time before reprocessing the entire node list.
- Typically, block 614 will wait for approximately thirty

seconds. By reprocessing the node list periodically,

additional nodes can be discovered. This is because

a node may be inactive on the system at any given

time and might not be discovered by a single pass

through the network. By waiting and reprocessing the

node list, nodes that were inactive may now be active
—and additional information can be obtained.

If more entries in the node list exist, block 612
transfers to block 616 to process ane of the nodes.
After processing that node, block 616 transfers to
block 618 which points to the next node list entry and
returns to block 612 to process the next node.

Fig..7 shows a flowchart for the self-seed block
304 (Fig. 3) which abtains initial information about
nodes on the network. Referring now to Fig. 7, after
entry, block 702 sends an SP broadcast request to all
nodes on the network. SNMP stands for Simpie Net-
work Management Protocol, and is a part of the
TCPAP network software. After sending the broadcast
request, block 702 transfers to block 704 which
receives SNMP messages from the nodes. If more
SNMP messages are available, block 704 transfers to
block 706 which adds a node to the node list for each
message received. In this manner, all nodes that are
currently active on the network can be queried to
obtain initial information about the node. After all
SNMP messages have been received, block 704
returns to the caller.

Another way of self-seeding is to query the
address translation tabie for the node that is executing
the discovery system. This table will contain the
addresses of other nodes on the network, and these
addresses are then used to start the discovery pro-
cess.

Fig. 8is a flowchart of the process-node block 306
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(Fig. 3). The process-node module of Fig. 8 is called
from the discovery module of Fig. 6 once for each
entry in the node list. Therefare, whin Fig. 8 is called,
the address of a single node is passed to it. Referring
now to Fig. 8, after entry, block 802 determines
whether the node is within a domain. As discussed
earlier, the domain defines the limits beyond which
the discovery program does not wish to discover new
nodes. If the node is within the domain, block 802
transfers to block 804 which calls the process-ping
module of Fig. 9 to determine whether the node is
active. After returning from Fig. 9, block 804 transfers
to block 806 to determine whether the state of the
node has changed since the last information was
obtained. That is, when the process-ping module
queries the node, it determines the state of the node
at the present time. This state is compared, in block
806, with the state of the node as it was known previ-
ously in the database. If that state has changed, block
806 transfers to block 808 to store the new state in the
database. Control then returns to block 810 which
calls process-IFIP to retrieve the IF and IP tables from

- the node. After returning from Fig. 10, block 810 trans-

fers to block 812 which determines whether the node
responded to an SNMP request. If the node did res-
pond to the SNMP request, block 812 transfers to
block 814 which determines whether the node is cur-
rently in the database. If the node is not in the datab-
ase, block 814 transfers to block 816 to add the node
to the database. Control then continues at block 818
which calls Fig. 16 to retrieve the address translation
table from the node. Control then returns to the caller.

Fig. 9 shows a flowchart of the process-ping mod-
ule block 308 (Fig. 3). This module is called to deter-
mine whether a node is active on the network.
Referring now to Fig. 9, after entry block 902 deter-
mines whether the ping interval has elapsed. The ping
interval is used to prevent a node from being queried
too often. If the ping interval has not elapsed, block
902 returns to the caller. If the ping interval has elap-
sed, block 902 transfers to block 904 which sends an
ICMP-echo message to the node. The ICMP-echo
protocol is defined as a part of TCP/IP and is used to
cause the node to return an acknowledgement to a
message. Block 904 then transfers to block 906 which
determines whether a response has been received
from the other node. If a response has not been
received within a predetermined amount of time, typi-
cally block 906 transfers to block 310 which sets a flag
to indicates that the node failed to respond. If the node
does respond, block 906 transfers to biock 908 which
sets a flag to indicate that the node did respond and
then block 912 sets a new ping interval which will pre-
vent the node from being pinged for the period of the
interval. The ping interval is typically five minutes.
Block 912 then returns to the caller.

Fig. 10 shows a flowchart of the process-IFIP
module block 310 (Fig. 3). The IF and [P tables are
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available in a node to define the translation of physical
addresses to |P addresses. The information is avail-
able as two different tables, with an index contained
in the IF table to cross-reference to the IP table within
the node. By abtaining these two tables, the discovery
system can determine what the other interfaces to
which a node is connected, and therefore determine
other networks to which the node is connected. Ref-
emring now to Fig. 10, after entry, block 1002 deter-
mines whether the IFIP interval has elapsed. The IFIP
interval is similar to the ping interval described with
respect to Fig. 9, and is used to keep a node from
being queried too often. If the IFIP interval has not
elapsed, block 1002 returns to the caller. If the IFIP
has elapsed, block 1002 transfers to block 1004 which
sends an SNMP message torequest the node to send
its next IP table entry to the discovery node. When an
entry is received, block 1006 calls store-IP module of
Fig. 11 to store the node within the node list. Block
1007 then transfers back to block 1004 if more IP
entries are available. After all the entries are all stored
in the node list. block 1007 transfers to block 1008
which sets a new IFIP interval of typically greater than
- 10 hours. Block 1010 then sends an SNMP message
to request that the node send its next IF table entry to
the discovery node. When an IF table entry is
received, block 1012 calls the store-IF module of Fig.
12. Block 1014 then transfers back to block 101 if
more entries are available. After receiving and storing
all the IF table entries, block 1014 returns to the caller.
Each IF table entry contains an index into the IP table.
By using this index, physical addresses in the IF table
can be matched with the IP address.

Fig. 11 shows a flowchart of the store-IP process
block 402 (Fig. 4). Referring now to Fig. 11, after entry
block 1102 calis Fig. 14 to find the node in the node
list. The node will be found if the discovery system has
already encountered this node in its process. Block
1304 then determines whether the node exists, and if
the node does not exist, block 1104 transfers to block
1106 which calis Fig. 13 to determine whether the
node is valid. Block 1108 then determines if the node
is valid and if it is valid, block 1108 transfers to block
1110 to add the node to the node list. After adding the
node, or if the node already existed, control goes to
block 1112 which updates the state information about
the node. After updating the node state information or
if the node was not valid, Fig. 11 returns to the caller.

Fig. 12 is a flowchart of the store-IF process of
block 404 (Fig. 4). This module is calied for each table
entry in the IF table received from a node. Referring
now Fig. 12, after entry, block 1202 finds the IP index
within the IF record. As described earlier, each IF
table entry will have a comresponding IP table entry,
and the |IP entry is referenced by an index value con-
tained in the IF entry. Block 1204 then detemmines
whether a matching IP record exists. If a matching IP
recard does exist, block 1204 transfers to block 1206
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which moves the physical address from the IP record
to the node record in the node list. Block 1208 then
updates any state information in the node record.
After updating the state information, or if there were
no matching IP record, Fig. 12 returns to its caller.

Fig. 13 shows a flowchart of the invalidnode mod-
ule block 406 (Fig. 4). Referring now Fig. 13, after
entry, block 1302 determines whether the address of
the node is simply the icopback address of another
node. Each node has a loopback address associated
with it for use in testing the node. Because the loop-
back address refers to the same node, no additional
information can be obtained from that node and the
loapback address is never stored as a node address.
If the IP address is not equal to the loopback address,
block 1302 transfers to block 1304 to determine
whether the node is within the domain. As described
earlier, the domain is used to determine the limits
beyond which the discovery system will not attempt to
discover new nodes. If the node is within the domain,
block 1304 transfers to block 1306 which retums an
indication that the node is valid. If the node is not
within the domain or if the I[P address equals the loop-
.back address, control transfers to block 1308:which
returns an error indication indicating that node is not
valid. Control then returns to the caller.

Fig. 14 is a flowchart of the findnode module block
408 (Fig. 4). The module is used to find a node within
the node list. Referring now Fig. 14, after entry, block
1402 gets the node list entry. Block 1404 then deter-
mines whether the IP. address matches the entry in
the list. If a match does occur, block 1404 transfers to
block 1408 which returns an indication that the node
is in the node list. If the IP address does not match,
block 1404 transfers to block 1406 which gets the next
node list entry and block 1410 then determines
whether the end of table has been reached. If the end
of the list has not been reached, block 1410 transfers
back to block 1404 to check the entry just found. Ifthe
end of the list has occurred, block 1410 transfers to
block 1412 which returns an error indication indicating
that the node is not in the node list.

Fig. 15 shows a flowchart of the process of adding
a node to the node list. Referring now to Fig. 15, after
entry, black 1502 performs a hash operation on the IP
address to create a pointer into the node list. Block
1504 then allocates memory for a node record, and
biock 1506 stores the data available for the node into
the node record at the location pointed to by the
hashed IP address. Block 1506 then returns to the cal-
fer.

Fig. 16 shows a flowchart of the process-AT mod-
ule of block 312 (Fig. 3). This module is called by the
process-node module for each entry in the node list.
Referring now to Fig. 16, after entry, block 1602 deter-
mines whether the AT interval has expired. The AT
interval is used to prevent a node from being polled
too frequently. If the AT interval has not expired, block
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1602 simply retumns to the caller. If the AT interval has
expired, block 1602 transfers to block 1604 which
sends an SNMP message to request that the node
send its next address transiation table entry to the dis-
covery node. When an entry is received, block 1606
is called to store the table entry. Block 1607 then
transfers back to block 1604 if more table entries are
available. After storing all the table entries, block 1607
transfers to block 1608 which updates the node’s
state information in the node tist. Block 1610 then sets
a new AT interval, typically fifteen seconds, and
returns to the caller.

Fig. 17 shows a flowchart of the store-AT module
of block 502 (Fig. 5). Referring now to Fig. 17, after
entry, block 1702 calls the findnode module Fig. 14 to
determine whether the node is already in the node list.
If the node is in the node list, block 1704 transfers to
block 1712. If the node is not in the node list, block
1704 transfers to block 1706 which cails Fig. 13 to
determine whether the node is a valid node. If the
node is not valid, biock 1708 returns to the caller. if the
node is valid, block 1708 transfers to block 1710

..which calls Fig. 15 to add the node to the node list. .

After adding the node to the node list, or if the node
already existed, control to transfers block 1712 which
updates the state information about the node in the
node list before retuming to the caller.

in addition to querying nodes on the network, the
discovery system can also query any network probes
-. that may be attached to the network. Information
about other nodes on the network can be obtained
from these probes, and the discovery system can use
this information to assist in discovering other nodes
on the network.

Having thus described a presently preferred
embodiment of the present invention, it will now be
appreciated that the objects of the invention have
been fully achieved, and it will be understood by those
skilled in the art that many changes in construction
and circuitry and widely differing embodiments and
applications of the invention will suggest themselves
without departing from the spirit and scope of the pre-
sent invention. The disdosures and the description
herein are intended to be illustrative and are not in any
sense limiting of the invention, more preferably
defined in scope by the following claims.

Clalms

1. A computer network node discovery process
(120) for detemmining nodes (206, 216, 218) con-
nected to a computer network (118), said process
(120) comprising the steps of:

{a) obtaining (306), from one node of a set of
known nodes on said computer network (118),
a list of addresses of one or more other nodes
with which said one node communicates;
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(b) repeating step (a) for each of said other
nodes obtained; and

(c) storing said list of node addresses in a file
(808); whereby said list of node addresses
may be displayed to a user of said computer
network.

2. The process of claim 1 further comprising the step
of:
(d) repeating steps (a) through (c) at regular
time intervals.

3. The process of claim 2 further comprising the step
of:
(a1) obtaining from each bridge unit (208) con-
nected to said network (118) a list of addres-
ses of all nodes accessible by said bridge unit
(208).

4. The process of claim 3 further comprising the step

of:
(a2) obtaining from each router unit (220) con-
nected to said network (118) a list of addres-
ses of all nodes accessible by said router unit
(220).

-5. The process of claim 4 further comprising the step

of:
(a3) obtaining from each gateway unit (220)
connected to said network (118) a list of
addresses of all nodes accessible by said
gateway unit (220).

6:. The process of claim 5 further comprising the step
of:
(a4) obtaining from any network prabe device
(224) connected to said network (118) a list of
addresses of all nodes known to said network
probe device (224).

7. A computer network node discovery process
(120) for determining nodes connected to a
TCPAP computer network (118), said process
comprising the steps of:

(a) obtaining (306), from one node of a set of
known nodes on said computer network, an
address translation table containing a list of
addresses of aother nodes with which said one
node communicates;

(b) repeating step (a) for each of said other
nodes in said address translation table;

(c) storing said list of nodes in a file (808); and
(d) repeating steps (a) through (c) at regular
time intervals.

8. The process of claim 7 further comprising the
steps of:
(a1) obtaining from each bridge unit{208) con-
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nected to said network (118) an address
translation table containing a list of addresses
of nodes accessible from said bridge unit
(208);

(a2) obtaining from each router unit (220) con-
nected to said network (118) an address
translation table containing a list of addresses
of nodes accessible from said router unit
(220);

(a3) obtaining from each gateway unit (220)
connected to said network (118) an address
translation table containing a list of addresses
of nodes accessible from said gateway unit
(220); :

(a4) obtaining from any network probe
devices (224) attached to said network (118)
a list of addresses of all nodes known to said
network probe (224); and

(a5) obtaining from each node in said network
(118) an interface table and an internet pro-
tocol table which defines other networks and
nodes to which said node is connected.

© 9. A computer network node -discovery process
(120) for determining nodes connected to a com-
puter netwaork (118), said process comprising the
steps of:
(a) sending a general response message
(307) to all nodes on said network;
(b) creating a node list {410) containing the
- address of each node responding to said gen-
eral response message;
(c) obtaining (306), from each node in said
node list, a second list of addresses of other
nodes with which said node communicates;
(d) adding each node (410) in said second list
to said node list;
(e) repeating steps (c) through (d) for each of
said nodes in said second list;
(f) storing said node list in a file (808); and
(g) repeating steps (a) through (f) at regular
time intervals.

10. The process of claim 9 further comprising the
steps of:
{c1) obtaining from each bridge unit (208) con-
nected to said network (118) a list of addres-
ses of all nodes accessible by said bridge unit
(208);
(c2) obtaining from each router unit (220) con-

nected to said netwaork (118) a list of addres- . .

ses of all nodes accessible by said router unit
(220);

(c3) obtaining from each gateway unit (220)
connected to said network (118) a list of
addresses of all nodes accessible by said
gateway unit (220); and .

{c4) obtaining from any network probe devices
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(224) attached to said network {(118) a list of
addresses of all nodes known to the network
probe (224).
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