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Copyright 1993, 1994 Sun Microsystems, Inc. Printed in the United States of America. All rights reserved.

This specification is protected by copyright and is distributed under the following conditions:

The NFS Version 3 Protocol Specification is made available for your use provided that you include this provision and
copyright notice on all copies made.

Without express written consent of Sun Microsystems, Inc. (“Sun”), the names of Sun and any of its subsidiaries and
affiliates may not be used in advertising or publicity pertaining to the distribution or use of this Specification as per-
mitted herein.

THIS SPECIFICATION IS PROVIDED AS IS WITH NO WARRANTIES OF ANY KIND INCLUDING, BUT NOT
LIMITED TO, THE WARRANTIES OF DESIGN, MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE, NONINFRINGEMENT, OR ARISING FROM A COURSE OF DEALING, USAGE OR TRADE PRAC-
TICE. THIS SPECIFICATION IS NOT PROVIDED WITH ANY SUPPORT, AND SUN IS UNDER NO OBLIGA-
TION TO ASSIST IN ITS USE, MODIFICATION, OR ENHANCEMENT.

SUN OR ANY OF ITS SUBSIDIARIES OR AFFILIATES SHALL HAVE NO LIABILITY WITH RESPECT TO
THE INFRINGEMENT OF COPYRIGHTS, TRADE SECRETS, OR ANY OTHER INTELLECTUAL PROPERTY
RIGHTS OF ANY THIRD PARTIES BY THIS SPECIFICATION OR ITS USE THEREOF, NOR SHALL SUN OR
ANY OF ITS SUBSIDIARIES OR AFFILIATES BE LIABLE FOR ANY LOST REVENUE OR PROFITS OR OTH-
ER SPECIAL, INDIRECT AND CONSEQUENTIAL DAMAGES, EVEN IF SUN HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Use, duplication, or disclosure by the government is subject to restrictions as set forth in subparagraph (c)(1)(ii) of the
Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 and FAR 52.227-19.
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Introduction
The Sun Network File System (NFS™) protocol provides transparent remote access to shared file systems across net-
works. The NFS protocol is designed to be machine, operating system, network architecture, and transport protocol
independent. This independence is achieved through the use of Remote Procedure Call (RPC) primitives built on top
of an eXternal Data Representation (XDR). Implementations of the NFS version 2 protocol exist for a variety of ma-
chines, from personal computers to supercomputers. The initial version of the NFS protocol is specified in the Network
File System specification [RFC1094]. A description of the initial implementation can be found in [Sandberg].

The supporting MOUNT protocol performs the operating system-specific functions that allow clients to attach remote
directory trees to a point within the local file system. The mount process also allows the server to grant remote access
privileges to a restricted set of clients via export control.

The Lock Manager provides support for file locking when used in the NFS environment. The Network Lock Manager
(NLM) protocol isolates the inherently stateful aspects of file locking into a separate protocol.

A complete description of the above protocols and their implementation is to be found in [X/OpenNFS].

The purpose of this document is to:
• Specify the NFS version 3 protocol
• Describe semantics of the protocol through annotation and description of intended implementation
• Specify the MOUNT version 3 protocol
• Briefly describe the changes between the NLM version 3 protocol and the NLM version 4 protocol.

The normative text is the description of the RPC procedures and arguments and results, which defines the over-the-
wire protocol, and the semantics of those procedures. The material describing implementation practice aids the under-
standing of the protocol specification and describes some possible implementation issues and solutions. It is not pos-
sible to describe all implementations and the UNIX® operating system implementation of the NFS version 3 protocol
is most often used to provide examples. Given that, the implementation discussion does not bear the authority of the
description of the over-the wire protocol itself.

Scope of the NFS version 3 protocol
This revision of the NFS protocol addresses new requirements. The need to support larger files and file systems has
prompted extensions to allow 64 bit file sizes and offsets. The revision enhances security by adding support for an
access check to be done on the server. Performance modifications are of three types.

1. First, the number of over-the-wire packets for a given set of file operations is reduced by returning file
attributes on every operation, thus decreasing the number of calls to get modified attributes.

2. Second, the write throughput bottleneck caused by the synchronous definition of write in the NFS version
2 protocol has been addressed by adding support so that the NFS server can do unsafe writes. Unsafe
writes are writes which have not been committed to stable storage before the operation returns. This spec-
ification defines a method for committing these unsafe writes to stable storage in a reliable way.

3. Third, limitations on transfer sizes have been relaxed.

The ability to support multiple versions of a protocol in RPC will allow implementors of the NFS version 3 protocol
to define clients and servers that provide backwards compatibility with the existing installed base of NFS version 2
protocol implementations.

The extensions described here represent an evolution of the existing NFS protocol and most of the design features of
NFS described in [Sandberg] persist. See Changes from the NFS version 2 protocol on page 5 for a more detailed sum-
mary of the changes introduced by this revision.

Useful terms
In this specification, a server is a machine that provides resources to the network; a client is a machine that accesses

™ NFS is a registered trademark of Sun Microsystems, Inc.
® UNIX is a registered trademark of UNIX System Laboratories.
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