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Introduction

'itetitioner We it.

Welcome to the Microsoft Windows NT Resource Kit Volume 2: Windows NT

Networking Guide.

The Window NT Resource Kit also includes the following volumes:

. Volume 1: Windows NT Resource Guide, which provides information to
help administrators better understand how to install, manage, and integrate
Windows NT1” in a network or multiuser environment.

- Volume 3: ‘ Windows NT Messages, which provides information on local and
remote debugging and on interpreting error messages.

. Volume 4: Optimizing Windows NT, which provides a step—by-step approach to
understanding all the basic performance management techniques.

The Windows NT Networking Guide is designed for people who are, or who want

to become, expert users of Microsofto Windows NT Workstation and Microsoft

Windows NT Server networking features. The Windows NT Networking Guide

presents detailed, easy-to—read technical information to help you better manage how

Windows NT is used at your site. It contains specific networking information for

system administrators who are responsible for installing, managing, and integrating

Windows NT in both small and large networks.

The Windows NT Networking Guide is a technical supplement to the documentation

included as past of the Windows NT product and does not replace that information

as the source for learning how to use Windows NT networking features and
utilities.

You should also use it in conjunction with the Windows NT Resource Guide since

there are multiple cross—references between the two books. in addition, the tools

for both books are centained on a single compact disc (CD) and in a single set of

3.5—inch floppy disks. (The CD is bound into the back cover of the Windows NT

Resource Guide, and the floppy disks are available upon request from MS—Press.)

See the “Introduction” section of the Windows NT Resource Guide for a partial list

of the available tools. A complete list is available on the CD in the README.WRI
file with instructions on how to use them in the RKTOOLSHLP file.

This introduction includes two kinds of information you can use to get started:

- The first section outlines the contents of this book, so that you can quickly

find technical details about specific elements of Windows NT neIWorking.

- The second section describes the conventions used to present information in
this book.
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, About the Networking Guide
This guide includes the following chapters. Additional tables of contents are
included in each part to help you quickiyfind the information you want.

Part I, About Windows NT Networking

Chapter 1, “Windows NT Networking Architecture,” contains information

for the support professional who may not have a local area network background.

This chapter provides a technical discussion of networking concepts and

discusses the networking components included with Windows NT.

Chapter 2, “Network Interoperability,” describes how Windows NT works
together with your existing Nottelle) networks, IBMe mainframe systems, and

UNIXe systems.

Chapter 3, “Windows NT User Environments,” explains the use of home

directories and logon scripts in customizing the environment of individual users

or reiated groups of users.

Chapter 4, “Network Security and Administration,” describes how security

is implemented for workgroups and domains under Windows NT, including

local logon and pass—through validation for trusted domains and network

browsing. '

Chapter 5, “Windows NT Browser,” explains how members of a
Windows NT network can browse the resources of the network.

Part it, Using Windows NT Networking

Chapter 6, “Using NBF with Windows NT,” describes NetBEUI Frame, the

implementation of 'ie I‘ etBIOS Extended User Interface protocol under

Windows NT. including how network traffic and sessions are managed.

Chapter 7, “Using DLC with Windows NT,” presents details about the Data

Link Control (DLC) protocol device driver in Windows NT that providesn n 4-:uv' r- n D“Jmn:n""nn «Ar- «r3 J ‘r‘nn nu-nn AQ‘v-I «17 avian-than "ctr... n,1
vGHnCCu vlty EU Luvj. tuutuuuluuo flux; to luau uruu r VLVVGIA ylllllulfl uuetuhuu

directly to the network.

Chapter 8, “Client-Server Connectivity on Windows NT,” discusses how
MS—DOSo, Windowse, Windows NT, and OS/Ze client workstations

communicate with WindOWs NT databases, focusing on Microsoft SQL Server

as an example of a distributed application.

Chapter 9, “Using Remote Access Service,” explains the technical detaiis

of Windows NT RAS including security, interoperability, and scripting

capabilities.

n
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Part strep/1P
Chapter 10, “Overview of Microsoft TCP/IP for Windows NT,” describes
the elements that make up Microsoft TCPI'IP and provides an overview of how

you can use Microsoft TCP/IP to support various networkng solutions.

Chapter 11, “Installing and Configuring Microsoft TCPIIP and SNMP,”

describes the process for installing and configuring Microsoft TCP/IP, SNMP,

and Remote Access Service (RAS) with TCP/IP on a computer running
Windows NT.

Chapter 12, “Networking Concepts for TCP/IP,” presents key TCP/iP
networking concepts for networking administrators interested in a technical

discussion of the elements that make up TCPIIP.

Chapter 13, “Installing and Configuring DHCP Servers,” presents the
procedures and strategies for setting up servers to support the Dynamic Host
Configuration Protocol for Windows networks. .

Chapter 14, “Installing and Configuring WINS Servers,” presents the

procedures and strategies for Setting up Windows Internet Name Service
servers.

Chapter 15, “Setting Up LMHOSTS,” provides guidelines and tips for using
LMHOSTS files for name resolution on networks.

Chapter 16, “Using the Microsoft FTP ServerSei-vice,” describes how to

install, configure, and administer the Microsoft FTP Server service.

Chapter 17, “Using Performance Monitor with TCP/IP Services,”

describes how to use the performance counters for TCP/IP, F1"P Server service,
DHCP servers, and WINS servers.

Chapter 18, “Internetwork Printing and TCP/IP,” describes how to install

TCP/IP printing and create TCP/IP printers on Windows NT computers with
Microsoft TCP/IP.

Chapter 19, “Troubleshooting TCP/IP,” describes how to troubleshoot 1]?

connections and use the diagnostic utilities to get information that will help solve
networking problems.
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Part iv, Windows NT and the Internet

Chapter 20, “Using Windows NT on the Internet,” desctibes typical

scenarios for connecting a Wind0w NT computer or network to the Internet and

the logistical details involved in doing that.

Chapter 21, “Setting Up Internet Servers and Clients on Windows NT

Computers,” describes how to set up Internet sewers and clients on a

Windows NT computer.

Chapter 22, “Remote Access Service and the Internet,” provides technical

details about using RAS for Internet connections, including as an Internet

Gateway Server and as a router to the Internet for small networks.

Part V, Appendixes

Appendix A, “TCPIIP Utilities Reference,” describes the TCP/IP utilities and

provides syntax and notes.

Appendix B, “MIB Object Types for Windows NT,” describes the LAN

Manager MIB II objects provided when you install SNMP with Windows NT.

Appendix C, “Windows Sockets Application,” iists third-party vendors who
have created software based on the Windows Sockets standard to provide

utilities and applications that run in heterogeneous networks using TCP/IP. This

appendix also lists Internet sources for public-domain software based on
Windows Sockets.
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Conventions in This Manual

This document assumes that you have read the Windows NT documentation set

and that you are familiar with using menus, dialog boxes, and other features of

the Windows operating system family of products. It also assumes that you have
instaiied Windoxvs NT on your system and that you are using a mouse. For
keyboard equivalents to menu and mouse actions, see the Microsoft Windows NT

oniine Heip.

This document uses several conventions to help you identify information.

The following table describes the typographical conventions used in the
Windows NT Networking Guide.

Convention Used for

bold MS-DOS—style command and utility names such as copy or ping
and switches such as I? or -h. Also used for Registry value names,

such as IniFileMappiug and 08/2 application programming
interfaces (APIs).

italic Parameters for which you can supply specific values. For example,
the Windows NT root directory appears in a path name as
systemroot\SYSTEM32, where systemroot can be C:\WINNT35 or
some other value.

ALL CAPi'I‘ALS Directory names, filen‘ames, and acronyms. For example, DLC
stands for Data Link Control; C:\PAGEFILE.SYS is a file in the
boot sector.

Monospa ce Sample text from batch and .INI files, Registry paths, and screen text
in non-Windowsubased applications.

Other conventions in this document include the following:

. “MS-DOS” refers to Microsoft MS-DOS version 3.3 or later.

- “Windows—based application” is used as a shorthand term to refer to an

application that is designed to run with 16-bit Windows and does not run

without Windows. All 16-bit and 32-bit Windows applications follow similar

conventions for the arrangement of menus, dialog box styles, and keyboard andmouse use.
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“ S—DOS—based application” is used as a shorthand term to refer to an

application that is designed to run with MSwDOS but not specifically with
Windows or Windows NT and is not able to take full advantage of their

graphical or memory management features.

“Command prompt” refers to the command line where you type MS—DOS—styie

commands. Typically, you see characters such as C:\> to show the location of

the command prompt on your screen. in Windows NT, you can double-ciick the

MS-DOS Prompt icon in Program Manager to use the command prompt.

An instruction to “type” any information means to press a key or a sequence of

keys, and then press the ENTER key.

Mouse instructions in this document, such as “Click the OK button” or “Drag an

icon in File Manager,” use the same meanings as the descriptions of mouse

actions in the Windows NT System. Guide and the Windows online tutorial.

M".
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CHAPTER]

Windows NT Networking
Architecture  

Windows NT is a complete operating system with fully integrated networking

capabilities. These capabilities differentiate Windows NT from other operating

systems such as MS—DOS 08/2, and UNIX for which network capabiiities are
installed separately from the core operating system

Integrated networking support means that Windovvs NT offers these features:

- Support for both peer-to-peer and client-server networking. All Windows NT

computers can act as both network clients and servers, sharing files and printers
with other computers and exchanging messages over the network. Windows NT
Server also includes features needed for full-scale servers, such as' domain

management tools.

a The ability to easily add networking software and hardware. rThe networking -
software integrated into Windows NT lets you easily add protocol drivers,
network card drivers, and othernetwork software. WindOWs NT includes

four transport protocols—IPX/SPX (NWLink), TCP/IP, NBF (Windows NT
NetBEUI), and DLC.

.. Interoperability with existing networks. Windows NT systems can communicate
using a variety of transport protocols and network adapters. It can also
communicate over a variety of different vendors’ networks.

- Support for distributed applications. Windows NT provides a transparent

Remote Pr‘oaedure Call (RFC) facility. It also supports NetBIOS, Sockets,

and the Windows Network (WNet) APIs and named pipes and mailsiots, for

backward compatibility with LAN Manager installations and applications.

- Remote access to networks. Windows NT Remote Access ServiCe (RAS) clients

can dial into any PPP or SLIP server. Windows NT RAS servers support any
remote clients using IPX, TCP/IP, or NetBEUI using PPP. For additional

information about RAS, see Chapter 9, “Using Remote Access Service.”

a Print and File sharing, and 'AppleTalko routing for Macintosho clients.
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This chapter describes the Windows NT networking architecture and how
it achieves each of these goals. For perspective, the next section provides a

brief explanation of two industry—standard models for networkingwthe Open

System Interconnection (OSl) reference model and the Institute of Electrical and
Electronic Engineers (BEBE) 802 project model. The remainder of the chapter

describes the Windows NT networking components as they relate to the 031

and IEEE models and as they relate to the overall Windows NT architecture.

Overview of Networking
In the early years of networking, several large companies, including IBM,
Honeywell, and Digital Equipment Corporation (DECTM), each had its own standard

for how computers could be connected together. These standards described the

mechanisms necessary to move data from one computer to another. These wly

standards, hOWever, were not entirely compatible. Networks adhering to IBM

Systems Network Architecture (SNA) could not communicate directly with
networks using DEC Digital Network Architecture (DNA), for example.

In later years, standards organizations, including the International Standards

Organization (ISO) and the Institute of Electrical and Electronic Engineers (IEEE),

developed models that became globally recognized and accepted as the standards
for designing any computer network. Both models describe networking in terms of

functional layers. '

e i2
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OSI Reference Model

ISO developed a model called the Open Systems Interconnection (OSI) reference

model. It is used to describe the flow of data between the physical connection to the
network and the end-user application. This model is the best knowu and most

widely used model to describe networking environments.

  

.1“ “We.” '-..‘r«:|»
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Figure 1.1 Open Systems Interconnection (OSI) Reference Model

As shown in Figure 1.1, the OSI layers are numbered from bottom to tep. The most
basic functions, such as putting data bits onto the network cable, are on the bottom,

while functions attending to the details of applications we at the top.

In the OSI model, the purpose of each layer is to provide services to the next higher

layer, shielding the higher layer from the details of how the services are actually
implemented. The layers are abstracted in such a way that each layer believes it is
communicating with the same layer on the other computer. In reality, each layer
communicates only with adjacent layers on one computer. That is, for information

to pass from Layer 5 on Computer A to Layer 5 on Computer B, it actually follows
the mute illustrated by Figure 1.2.

'i
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Figure 1.2 Communication Between 081 Layers

The following list describes ti e purpose of each of the seven layers of the 031
model and identifies services that they provide to adjacent layers.
1J.-

ii’etittioner Wattage itsiriings {Torrie e

The Physical Layer addresses the transmission of the unstructured raw bit

stream over a physical medium (that is, the networking cable). The Physical

Layer relates the electrical/optical, mechanical, and functional interfaces to the

cable. The Physical Layer also carries the signals that transmit data generated

by all the higher layers.

This layer defines how the cable is attached to the network adapter card. For

example, it defines how many pins the connector has and what each pin is used

for. It describes the topology used to connect computers together (Token Ring,
Ethernet, or some other). It also defines which transmission technique will be
used to send data over the network cable.
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2. The Data Link Layer packages raw bits from the Physical Layer into data

frames, which are logical, structured packets in which data can be placed. The

exact format of the frame used by the network depends on the topology. That is,
a Token Ring network data frame is laid out differently than an Ethernet frame.

The Data Link Layer is responsible for providing the error-free transfer of these

frames from one computer to another through the Physical Layer. This allows
the Network Layer to assume virtually error-free transmission over the netwark

connection Frames contain source and destination addresses so that the sending
and receiving computers can recognize and retrieve their own frames on the
network.

. The Network Layer is responsible for addressing messages and translating

logical addresses and names into physical addresses. This layer also determines

the mute from the source to the destination computer. it determines which path

the data should take based on network conditions, priority of service, and other

. factors. It also manages traffic problems on the network, such as switching,
routing, and controlling the congestion of data packets.

The Network Layer bundles small data frames together for transmission across

the network. It also restructures large frames into smaller packets. On the
receiving end, the Network Layer reassembles the data packets into their

original frame structure. ,

. The Transport Layer takes care of error recognition and recovery. It also ensures

reliable delivery of host messages originating at the Application Layer. Similar

to how the Network Layer handles data frames, this layer repackages messages

—dividing long messages into several packets and collecting small messages
together in one packet—to provide for their efficient transmission over the

network. At the receiving end, the Transport Layer unpacks the messages,

reassembles the original messages, and sends an acknowledgment of receipt.

. The Session Layer allows two applications on different computers to

establish, 113e, and end a connection called a session, This layer performs

name recognition and the functions needed to allow two applications to

communicate over the network, such as security functions.

The Session Layer provides synchronization between user tasks by placing
checkpointsin the data stream This way, if the network fails, only the data after

the last checkpoint has to be retransmitted. This layer also implements dialog

- control between communicating processes, regulating which side transmits
when, for how long, and so on.
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6. The Presentation Layer determines the form used to exchange data between

networked computers. It can be called the network’s translator. At the

sending computer, this iayer translates data from a format received from the
Application Layer into a commonly recognized, intennediary format. At the

receiving end, this layer translates the intermediary format into a format useful
to that computer’s Application Layer.

The Presentation Layeralso manages network security issues by providing
services such as data encryption. It also provides rules for data transfer and

provides data compression to reduce the number of bits that need to be
transmitted.

7. The Application Layer serves as the window for application processes to access
network services. This layer represents the services that directly

suppofi the user applications such as software for file transfers, database access,
and electronic-mail.

IEEE 802 Model

Another netwurking model developed by the IEEE further defines sublayers of the

Data Link Layer. The IEEE 802 project (narned for the year and month it began—

February 1980) defines the Media Access Control, (MAC) and the Logical Link
Central (LLC) sublayers. '

As Figure 1.3 shows, the Media Access Control sublayer is the lower of the

two sublayers, providing shared access for the computers’ network adapter cards to
the Physical Layer. The MAC Layer communicates directly with the network
adapter card and'IS responsible for delivering error-free data between two

computers on the network

The Logical Link Control sublayer, the upper sublayer, manages data link
communication and defines the use of logical interface points [called Service

Access Points {SAPs)] that other computers can reference and use to transfer

information from the LLC sublayer to the upper OSI layers. Two protocols running
on the same computer would use separate SAPS.

 
  

 
 

 
Al’s Logical Link Controt (LLC)

than;
“-455 Media Access Control (MAC)
figs!‘2 Data Llnk layer

I 1. Physical layer

Figure 1.3 Logic-a! Link Control and Media Access Controi Sublayers
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Project 802 resulted in a number of documents, including three key standards
for'network topologies:

- 802.3 defines standards for bus networks, such as Ethernet, that use a

mechanism called Carrier Sense Multiple Access with Collision Detection
(CSMA/CD).

- 802.4 defines standards for token—passing bus networks. (The Ai‘cNete

architecture is similar to this standard in many ways.)

- 802.5 defines standards for Token-Ring networks.

IEEE defined functionality for the LLC Layer in standard 802.2 and defined

functionality for the MAC and Physical Layers in standards 802.3, 802.4, and

 

 

 
 
  

802.5.

802.1 OSl Model and Network Management

LLC layer [— 802.2 Logical Link Control _
MAC layer

 

 

802.4 802.5802.3
Token Token

CSMNC D bus ring

Figure 1.4 Project 802 Standards as Related to LLC and MAC Layers

This chapter describes the layered components of the Windows NT networking
architecture, beginning with an overall description of that architecture.
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As with other architecture components of Windows NT, the networking architecture

is built of layers. This helps provide expandability by allowing other functions and

services to be added. Figure 1.5 shows all of the components that make up the

Windows NT networking model.

I; __ Providers 1
7'. Application User mode
6. Presentation Kernel mode

 

 
 
 
 

 

4. Transport

 
i 3. Network

3 5 Data Link

1. Physical

Figure 1.5 Windows NT Networking Model

Each of the Windows NT networking layers performs these functions.

The Windows NT networking model begins at the MAC subiayer where

network adapter card drivers reside. These drivers link Windows NT to the

network via corresponding network adapter cards. Windows NT includes RAS to

ailow network access to computers for people who work at home or on the road. For
more information, see “Remote Access for Windows NT Clients,” later in this

chapter. , '

The network model includes two important interfacesmthe NDIS 3 .0 Interface and

the Transport Driver Interface (TDD. These interfaces isolate one layer from the

next by allowing an adjacent component to be written to a single standard rather

than many. For ex'ampie, a network adapter card driver (below the NDIS interface)

does not need to include blocks of code specifically written for each transport

protocoi it uses. Instead, the driver is written to the NDIS interface, which solicits

services from the appropriate NDIS~conforrnant transpozt protocol(s). These

interfaces are included in the Windows NT networking model to allow for portable,

interchangeable modules.
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Between the two interfaces are transport protocols, which act as data organizers
for the network. A transport protocoi defines how data should be presented to

the next receiving layer and packages the data accordingly. It passes data to the
network adapter card driver through the NDIS Interface and to the redirector

through the TDI.

Above the "FBI are redirectors, which “redirect” local requests for network
resources to the network.

For interconnectivity with other vendors” networks, WindOWS NT allows

multiple redirectors. For each redirector, the Windows NT computer must
also have a corresponding provider DLL (supplied by the network vendor). A

Multiple Provider Router determines the appropriate provider and then routes the

application request via the provider to the corresponding redireetor.

The rest of this chapter describes these Windows NT networking components
in detail.

NDlS-Compatible Network Adapter Card Drivers
Until the late 19805, many of the implementations of transport protocols were

tied to a proprietary implementation of a MAGLayer interface defining how the
protocol would converse with the network adapter card. This made it difficult for

network adapter card vendors to support the different network operating systems
available on the market, Each network adapter card vendor had to create

proprietary interface drivers to support a variety of protocol implementations for

use with several network operating system environments.

In 1989, Microsoft and 3Com jointly developed a standard defining an interface for

communication between the MAC Layer and protocol drivers higher in the 031

model. This standard is known as the Network Device Interface Specification
(NDIS). NDIS allows for a flexible environment of data exchange. It defines the

software interface—cailed the NDIS interfacewused by transport protocols to
communicate with the network adapter card driver.

The flexibiiity of NDIS comes from the standardized implementation used by the

network industry. Any NDIS -conformant protocol can pass data to any NDIS-

conformant network adapter card driver, and vice versa. A process called binding is

used to establish the initial communication channel betWeen the protocol driver and
the network adapter card driver.

Windows NT currently supports device drivers and transport protocois written to
NDIS version 3.0.
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12 PartI IIhonIWindows NT Networking

NDIS allows multiple network adapter cards on a single computer. Each

network adapter card can support multiple transport protocols. The advantage of
supporting multiple protocol drivers on a single network card is that Windows NT
computers can have simultaneous access to different types of network servers, each
using a different transport protocol. For example, a computer can have access to
both a Windows NT Server using NBF (the Windows NT implementation of

NetBEUl) and a UNIX server via TCP/IP simultaneously.

Unlike previous NDIS implementations, Windows NT does not need a protocol

manager moduie to link the various components at each Iayer together. Instead,
Windows NT uses the information in the Registry (described in Chapter 10,

“Overview of the Windows NT Registry” of the Window NT Resource Guide) and

a small piece of code called the NDIS wrapper that surrounds the network adapter
card driver. i

Transport Protocols

IeIifrioIIeI“ VoIIaIIe Moidings ICIII'IIIn eIIII-IRIIIIEI

Sandwiched between the NDIS interface and the TDI are transport protocol device

drivers. These drivers communicate with a network adapter card via

a NDIS-eompliant device driver.

  4. Transport
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Figure 1.6 Transport Protocols
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with existing LAN Manager LAN Server, and MS—Net installations (F01 more

information, see Chapter 6, “Using NBF with Windows NT”)

. TCP/IP is a popular routahle protocol for wide-area networks.

.. NWLink is an NETS—compliant version of Internetwork Packet Exchange

(IPX/SPX) compatible protocol. It can be used to establish connections between

Windows NT computers and either MS—DOS, 08/2, Windows, or other
Windows NT computers via RPC, Sockets, or Novetl NetBIOS.

. Microsoft Data Link Control (DLC) provides an interface for access to

mainframes and network attached printers. (For more information, see

Chapter 7, “Using DLC with Windows NT.”)
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- AppleTalk supports Services for Macintosh in Windows NT Server. Developers
using Windows NT Workstation can also install the AppleTalk protocol, as
needed, when developing AppleTalkncompliant programs.

Transport Protocols and Streams

Windows NT supports Streams-compliant protocols provided by third parties.
These protocols use Streams as an intermediary between the protocol and next

interface layer (NDIS on the bottom and TDI on top). Calls to the transport protocol
driver must first go through the upper layer of the Streams device driver to the

protocol, then back through the lower layer of Streams to the NDIS device driver.

Using Streams makes it easier for developers to port other protocol stacks to

Windows NT. It also encourages protocol stacks to be organized in a modular,
stackablc style, which is in keeping with the original 081 model.

Transport Driver Interface
The Windows NT networking model was designed to provide a platform on which
other vendors can develop distiibuted applications. The NDIS boundary helps to do
this by providing a unified interface at a significant break point in the model. At
another significant breakpoint, namely the Session Layer of the OSI model,

Windows NT includes another boundary layer. The TDl provides a common
interface for networking components that communicate at the Session Layer. These
boundaries allow software components above and below a level to be mixed and

matched without reprogramming.

4. Transport - 

 
 

 

 3 Nei o it Transport protocols- W t'

Figure 1.7 ' The Transport Driver Interface

The TDl is not a single program but a protocol specification to which the upper
bounds of transport protocol device drivers are written. (Windows NT also

includes a TDI driver that handles IRQ packet traffic from multiple TDI. providers.)
At this layer, networking software provides a virtual connection between the
local redirector and each local or remote destination with which the redirector

communicates. Similar connections are made between the server and the sources
of the requests it receives.

.iiieiitioner ifs-rinse lotion“ Earp. et ai .. isrrliiiiii‘ tilt} -. -
(

< 1 7 ’ C"- C23 “'1‘; 3),; re Cf? 1'3 w



14 _______F_>artt Aboutwrindows NT Networking

Windows NT Workstations and Servers

Above all, the goal of a network is to share resources in one location on the network
and to use them from another location on the network. On a network, computers can

be organized in one of‘ two ways:

- On networks using a classic client—server model, dedicated servers share
resources and client workstations can access those resources.

- On networks using the peerlto-peer networking model (also called workgroup

computing), each computer can act as both client workstation and server.
Computers running

Windows NT allows you to configure your network using either or both of these
models. Windows NT Workstation can use the peer-to—peer model with as many as

ten users simultaneously connected to each workstation.

In the Windows NT architecture, two software components—called the server

and the redirectormprovide server and workstation functionality. Both of these

components reside above the “FBI and are implemented as file system drivers.

Being implemented as file system drivers has several benefits. Applications can call
a single API (namely, Windows NT 1/0 functions) to access files on local and
remote computers. From the 110 Manager’s perspective, there is no difference
between accessing files stored on a remote networked computer and accessing
those stored locally on a hard disk. The redirector and server can directly call other
drivers and other kernel-mode components such as the Cache Manager, thus

optimizing performance. Each can be loaded and unloaded dynamically. In addition,
the Windows NT redireetor can coexist with other redirectors (discussed more fuily

in the section called “Interoperating with Other Networks,” later in this chapter).

Windows NT Redirector

The redirector is the component through which one computer gains access to

another computer. The Windows NT redireetor allows connection to other
Windows NT computers as well as to LAN Manager, LAN Server, and MS~th
servers. This redirector corrununicates to the protocol stacks to which it is bound via
the TDI. Because network connections are not entirely reliable, it is up to the

redireetor to reestablish connections when they go down.
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As illustrated by Figure 1.8; when a process on a Windows NT workstation

tries to open a file on a remote computer, these steps occur:

1. The process cells the I/O Manager, asking for the file to be opened.

2. The 1/0 Manager recognizes that the request is for a file on a remote computer,
so it passes it to the redirector file system driver.

3. The redirector passes the request to lower—level network drivers, which transmit

it to the remote server for processing.

 
 

 
 

 

Windows NT IIO
system service

User mode
Kernel mode'- ———————————————————————————————————————————————————————————————— I

: Executive services   
IIO Manager

  Redirector file system
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Figure 1.8 Client-Side Processing Using the Redirector
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Windows NT Server

The server component entertains the connections requested by client-side

redirectors and provides them with access to the resources they request. When a

Windows NT server receives a request from a remote workstation to read a file

on the server, these steps occur (as shown in Figure 1.9):

l. The low-level network drivers receive the request and pass it to the server
driver.

The server passes a file—read request to the appropriate local file system driver.

The local file system driver calls a lower~level disk driver to access the file.

The data is passed back to the locai file system driver.

The local file system driver passes the data back to the server.reviews)
The server passes the data to the lower-level network drivers for transmission
back to the client computer.

IIO Manager
 

  

 
 

  

 
 

Local file

system driver

Server

"File Systems"

  

 

Transport
drivers

 

Figure 1.9 Server-Side Processing Using the Server

 

lnteroperating with Other Networks
As mentioned before, the Windows NT redirector allows connections to LAN

Manager, LAN Server, and MS-Net servers. It can also coexist with redirectors for
other networks, such as Noveil NetWareo and Banyane VINESo.

While Windows NT includes integrated networking, its open design provides

for transparent access to other networks. For example, a Windows NT user can

concurrently access files stored on Windows NT and NetWare servers.

For details about interoperating with other networks, see Chapter 2, “Network

Interoperabiiity.”
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Providers and the Provider Interface Layer
_ For each additional type of network (NetWare, VIN BS, or some other), you must

install a component called a provider. The provider is the component that allows a
Windows NT computer to communicate with the network. Windows NT includes a

provider for the Windows NT network. It also includes the Client Service for

NetWare with Windows NT Workstation and the Gateway Service for NetWare

with Windows NT Server, with which a Windows NT computer can connect as a

client to a NetWare network. Other provider DLLs are supplied by the appropriate
network vendors.

From the application viewpoint, there are two sets of commands that can cause
network traffic—m—unifonn naming convention (UNC) commands and WNet
commands.

UNC is a method of identifying a shared resource on a network. UNC names

start with two backslashes followed by the server name. All other fields in the name

are separated by a single backslash. Although it’s enough to simply specify the
servernarne to list a server’s shared resources, a full UNC name is in this form:

\\server\share\subdirectory\ftlename

WNet is part of the Win32@ API and is specifically designed to allow applications

on Windows NT workstations to connect to multiple networks, browse the
resources of computers on those networks, and transfer data between computers
of various networks. File Manager, for example, uses the Wet interface to provide
its network browsing and connection facilities.

As shown in Figure 1.10, the provider layer spans the line between kernel and user

modes to manage commands that may cause network traffic. The provider layer

also includes two components to route UNC and WNet requests to the appropriate
provider: '

- The Multiple UNC Provider (MUI’) receives UNC commands and locates the
redirector that can make a connection to the UNC name.

. The Multiple Provider Router (MFR) receives WNet commands and passes the
request to each redirector in turn until one is found that can satisfy the request.
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Figure 1.10 Provider Interface Components
 

Note 1/0 calls, such as Open, can contain both an UNC name and WNet calls. 

Multiple UNC Provider
The MUP is a kernel-mode component whose job is to locate UNC names. When an

application sends a command containing UNC names, MUP routes each UNC name

to one of the registered UNC roviders, inhiding LanmanWorkstation and an

others that may be instalied. When a provider indicates that it can communicate
with the server, MUP sends the remainder of the command to the provider.

When applications make U0 calls that contain UNC names, the MUP directs them

to the appropriate redirector file system driver. The call is routed to its redirectorLn in A“ Ln I h an
UaSCd 011L]. a hall ID U11 {LIL- .l \J ball-

Multiple Provider Router
Through the MFR, Windows NT provides an open interface that enables consistent

access to third—party network fiie systems. The key to the MFR is that aii file

systems, regardless of type and physical location, are accessible through the same

set of file system APIs.

Applications, including File Manager, make file system requests through the
Windows NT Win32 API. The MPR ensures that requests are directed to the

proper file system. Local file requests are sent to the local disk, remote requests to
Windows—based servers are sent to the proper server by the Windows redirector,

requests to NetWare—based Servers are handled by the NetWare Client for
Windows NT and sent to the NetWare server, and so on.

Because applications access all types of files through a single set of APls, any

application can access any kind of server without affecting the user.
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Distributed Applications and Windows NT
Any appiication you run on Windows NT can take advantage of networking

resources because networking components are built into Windows NT. In addition,

Windows NT includes severai mechanisms that support and benefit distributed

applications.

A distributed application is one that has two parts—~21 front-end to run on the ciient

computer and a back-end to run on the server. In distributed computing, the goal is

to divide the computing task into two sections. The front~end requires minimal

resources and runs on the client’s workstation. The back-end requires large amounts

of data, number crunching, or specialized hardware and runs on the server. A

connection between the client and the server at a process—to-process level allows
data to flow in both directions between the client and server.

Microsoft Mail, Microsoft Sehedule+, SQL Server, and SNA Server are exampies

of distributed applications.

As described in the next section, Windows NT includes NetBIOS and Windows

Sockets interfaces for building distributed applications. In addition, Windows NT

supports peer—to—peer named pipes, mailslots, and remote procedure caiis (RFC).
On Windows NT, for example, an electronic mail product could include a

messaging service using named pipes and asynchronous communication that

runs with any transport protocol or network card.

0f named pipes, mailslots, and RFC, RFC is the most portable mechanism. RPCS

use other interprocess communication (IPC) mechanisms—including named pipes
and the NetBIOS and Windows Sockets interfacesmto transfer functions and data

between client and server computers.

Named pipes and mailsiots are implemented to provide backward compatibility

with existing LAN Manager installations and applications.

For more information about rising distributed applications with Windows NT,
see Chapter 8, “Ciient-Seiver Connectivity on Windows NT.”

NetBIOS and Windows Sockets

Besides redirectors, Windows NT includes two other components that provide
links to remote computersmNetBIOS and Windows Sockets. Windows NT

inciudes NetBIOS and Windows Sockets interfaces for building distributed

applications. (Windows NT also includes three other interprocess communication

mechanismsmnanied pipes, maiislots, and remote procedure calls—for use by

distributed appiications. These are described later in this chapter.)
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The NetBIOS and Windows Sockets APls are supplied by separate DLLs. These

DLLs communicate with corresponding drivers in the Windows NT Executive. As

shown by Figure 1.11, the NetBiOS and Windows Sockets drivers then bypass the
Windows NT redirectoi' and communicate with protocol drivers directly using the
TDI.

Applioal-io—nm\‘
process ‘

Application
process  
 

 

  
 

 

 

IIO Manager

.. NBIBIGS ‘ Windows' ' """' Sockets

NetBiOS Over TCPflP 1

a' qunk |:jTCP“P

  

  

Manager

Lredirector  
 

hietwork  

Figure 1.11 NetBIOS and Windows Sockets Support

NetBlOS

NetBIOS is the Network Basic Input/Output System—a sessiondevel interface

used by appiications to communicate with NetBIOSrcompliant transports such as
NetBEUI Frame (NBF). The network redirector is an example of a NetBIOS

application. The NetBIOS interface is responsible for establishing logical names on
the network, establishing sessions between two logical names on the network, and

supporting reliable data transfer between computers that have established a session.

This Session-Layer interface was originally developed by Sytck, Inc., for IBM’s
broadband computer network. At that time, NetBIOS was included on a ROM chip
on the network adapter card. Sytek also developed a NetBIOS for IBM’s Token-
Ring network, this time implemented as a device driver. Several other vendors have
since produced versions of this interface.
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In order to support the emerging network industry standard, Microsoft developed
the NetBlOS interface for MS—Net and LAN Manager products, and also included
this interface with the Windows for Workgroups product.

NetBIOS uses a unique logical name to identify a workstation for handling

communications between nodes. A NetBlOS name is a unique alphanutneiic name
consisting of one to 15 characters. To carry on two—way communication between
computers, thBIOS establishes a logical connection, or session, between them.

Once a logical connection is established, computers can then exchange data in the
form of NetBlOS requests or in the form of a Server Message Block (8MB).

Server Message Blocks
The SMB protocoi (developed jointly by Microsoft, Intel, and TBM) defines a series

of commands used to pass information between networked computers and can be
broken into four message typeswsession control, file, printer, and message. Session
control consists of commands that start and end a redirector connection to a shared

resourCe at the server. The file SMB messages are used by the redirector to gain
access to files at the server. The printer SMB messages are used by the redirector to

send data to a print queue at a server and to get status information about the print
queue. The message SMB type allows an application to send messages to or receive
messages from another workstation.

The redirector packages network control block (NCB) requests meant for remote
computers in a structure known as a system message block (8MB). SMBs can be
sent over the network to a remote device. The rcdirector also uses SMBs to make

requests to the protocol stack of the local computer, such as “Create a session with
the file server.”

The provider DLL listens for SMB messages destined for it and removes the data

portion of the SMB request so that it can be processed by a local device.

SMBs provide interoperability between different versions of the Microsoft family
of networking products and other networks that use SMBs, including these:

MS 08/2 LAN Manager DEC PATHWORKSTM

Microsoft Windows for Workgroups Microsoft LAN Manager for UN1X

IBM LAN Server 3Com® 3+Open®

MS-DOS LAN Manager MS—Net
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Windows Sockets

Windows Sockets is a Windows implementation of the widely used UC Berkeley
Sockets API. Microsoft ”PCP/IF, NWlsink, and AppleTalk protocols use this
interface. .

A socket provides an endpoint to a connection; two sockets form a complete path. A
socket works as a bidirectional pipe for incoming and outgoing data between

networked computers. The Windows Sockets API is a networking API tailored for
use by programmers using the Microsoft Windows family of products. Windows
Sockets is a public specification based on Berkeley UNIX Sockets and aims to do
the following:

.- . Provides. 1°11“ .stwot'kicg A?! to. pro-stat inlets usiaswiadws 07:13le
 

- Offer binary compatibility between heterogeneous Windows-based TCP/IP
stack and utilities vendors

- Support both connectionworiented and connectionless protocols

Most users will use programs that comply with Windows Sockets, such as FFP

or Telnet. (However, developers who are interested in developing a Windows

Sockets application can find specifications for Windows Sockets on the interact.)

Named Pipes and Mailslots
Named pipes and mailslots are actually written as file systems, unlike other IPC
mechanisms. Thus, the Registry lists entries for the Named Pipes File System

(NPFS) and the Mailslot File System (MSFS). As file systems they share common

functionality, such as caching, with the other file systems. Additionally, processes

on the local computer can use named pipes and mailslots to communicate with one
another without going through networking components. Remote access to named

pipes and mailslots, as with all of the fiie systems, is provided through the
redirector.

Named pipes are based on 08/2 API calls, but in Windows NT they include

additional asynchronous support and increased security.

Another new feature added to named pipes is impersonation, which allows a server

to change its security identifier so that it matches the client’s. For example, suppose
a database server system uses named pipes to receive read and write requests from

clients. When a request comes in, the database server program can impersonate the
client befOre attempting to petfonn the request. So even if the server program does

have authority to perform the function, the client may not, and the request would be
denied. (For more information on impersonation, see Chapter 2, “Windows NT

Security Model” of the Windows NT Resource Guide.)
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Mailslot APIS in WindOWs NT are a subset of those in Microsoft 08/2 LAN

Manager. Windows NT implements only second-ciass mailslots, not first~class

mailsiots. Second-class maiislots provide connectioniess messaging for broadcast
messages and so on. Delivery of the message is not guaranteed, aithough the
delivery rate on most networks is veiy high. Second—class mailslots are most useful
for identifying other computers or services on a network and for wide-scale
notification of a service.

Remote Procedure Calls
Much of the original design work for an RPC facility was started by Sun
Microsysternse This work was continued by the Open Software Foundation (03F)

as part of their overall Data Communications Exchange (DCE) standard. The
Microsoft RFC facility is compatible with the OSF/DCE—standard RPC. It is

important to note that it is compatible and not compliant. Compliance in this case
means starting with the OSF source code and building on it. The Microsoft RPC '

facilityis completely interoperable with other DCE—based RPC systems such as the
ones for HPo and IBM AIXo systems.

The RPC mechanism is unique because it uses the other IPC mechanisms to
establish Communications between the client and the server. RPC can use named

pipes, NetBIOS, or Windows Sockets to communicate with remote systems. If
the client and server are on the same computer, it can use the Local Procedure Call

(LPC) facility to transfer information between processes and subsystems. This
makes RFC the most flexible and portable of the Windows NT IPC mechanisms.

RPC is based on the concepts used for creating structured programs, which can
be viewed as having a “backbone” to which a series of “ribs” can be attached. The

backbone is the mainstream logic of the program, which should rarely change. The
ribs are the procedures the backbone calls on to do work or perform functions.

In traditional programs, these ribs are statically linked. By using DLLs, structured
programs can dynamically link the ribs. With DLLs, the procedure code and the

backbone code are in different modules. The DLL can thus be modified or updated
without changes to the backbone. RPC means that the backbone and the ribs can

exist on different computers, as shown in Figure 1.12.
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Runtime. This module is responsible for finding the server that can satisfy the RFC
command. Once found, the function and data are sent to the server, where it is

picked up by the RFC Runtime module on the server. The server piece then loads
the needed library for the function. builds the appropriate data structure, and calls
the function. The function thinks it is being called by the client application. When

the function is completed, any return values are collected, formatted, and sent back
to the client via the RFC Runtiine modules. When the function returns to the client

application it has the appropriate returned data, or it has an indication that the
function failed in stream.

Remote Access Service

Windows NT 3.5 Remote Access Service (RAS) connects remote or mobile

workers to corporate networks. Optimized for client—server computing, RAS is

implemented primarily as a. software solution, and is available on ali of Microsoft’s
operating systems.
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To understand the RAS architecture, it is important to make the distinction between

RAS and remote control solutions, such as Cubix and pcANYWHEREc-z). RAS is a

software-based inulti-protocoi router; remote control solutions work by sharing
screen, keyboard and mouse control over a WAN connection. In a remote control

solution, users share a CPU or multiple CPU’s on the server. In contrast, a

Windows NT RAS server’s CPU is dedicated to communications, not to running
applications.

Point-to-Point Protocol (PPP)
Windows NT supports the Point-to—Point Protocol (PPP) in RAS. PPP is a set of

industry standard framing and authentication protocols. PPP negotiates
configuration parameters for multiple layers of the 031 model.

PPP support in Windows NT 3.5 (and Windows 95) means that computers running

Windows can dial into remote networks through any server that complies with the

PPP standard. PPP compliance also enables a Windows NT Server to receive calls

from, and provide network access to, other vendors’ remote access software.

The PPP architecture also enables clients to load any combination of IPX, TCPHP,

and NetBEUI. Applications written to the Windows Sockets, NetBIOS, or IPX
interface can now be run on a remote Windows NT Workstation. The following

' iiiustrates the PPP architecture of RAS.

  Remote Client RAS Server 

 

 

Applications

Sockets NetBIOS

 
 

 

 
 

{P FloulerfiPX Floater

its-mu? , 
 

TCF’fIP IF'X

 WAN driver

  

Figure 113 PPP Architecture of RAS

RAS Connection Sequence
Understanding the RAS connection sequence will help you understand the PPP
protocol.

Upon connecting to a remote computer, PPP negotiation begins.

| ‘ rim,
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First, framing rules are established between the l‘Bll‘lOlf; computer and server. This
allows continued communication (frame transfer) to occur.

Next the RAS server authenticates the remote user using the PP]? authentication

protocols (PAP, CHAP, SPAP). The protocols invoked. depend on the security

configurations of the remote client and sewer.

Once authenticated, the Network Control Protocols (NCPS) are used to enable and

configure the server for the LAN protocol that will be used on the remote client.

When the PPP connection sequence has completed successfully, the remote client

and RAS server can begin to transfer data using any supported protocol, such as

Windows Sockets, RPC, or NetBIOS. The following illustrates where the PPP

protocol are onthe 031 model.

Remote Computing Applications

l Win32 HAS APl WinSockets. NetBlOS

l ‘ P9P Control Proioccle

I PAP CHAP SPAP IiPCP l EPXCP NBFCP

7. Application HAS Connection Manager User Mode

 

 

Ill E

 

 

 

 

  
 

  

  

6. Presentation Kernel Mode

5. Session

4. Transport

3, Network

2. Data Link

W

Simple HDLC Framing

1. Physical

Figure 1.14 Location of the PPP Protocol on the 081 Model

If your remote client is configured to use the NetBlOS gateway or SLIP, this
sequenCe is invalid.
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NetBlOS Gateway
Windows N'l" continues to support NetBIOS gateways, the architecture used in

previous version of Windows NT and LAN Manager. Remote users connect using
NetBEUI, and the RAS server translates packets, if necessary, to IPX or TCPIIP.

This enables users to share network resources in a multisprotocol LAN, but
prevents them from running applications which rely on IPX or TCP/IP on the client.

The NetBIOS gateway is used by default when remote clients are using thBEUI.
The foliowing illustrates the NetBIOS gateway architecture of RAS. 

 
 
 

Remote Client [ HAS Server
Apprentices NetBiOS gateway

&

HAS API NelBlOS NeiBlOS
‘.

  

 
 

Dial NeteEUI NelBEUI TOP/“3 ”3X:
hangflp f .. NelBUistatus 3 -' F

WAN driver WAN driver ' LAN driver

LAN

Figure 1.15 NetBIOS Gateway Architecture of RAS

An example of the NetBIOS gateway capability is remote network access for

Louise Noteso users. While Lotus Notes does offer dial up connectivity, dial up is

limited to the Notes application only. RAS complements this connectivity by
providing a iow~cost, high-performance remote network connection for Notes®

users which not only connects Notes, but offers file and print services, and access to

other network resources.

Serial Line Internet Protocol (SLIP)
Serial Line Internet Protocoi (SLIP), is an older communications standard found in

UNIX environments. SLIP does not provide the automatic negotiation of network

configuration and encrypted authentication that PPP can provide. SLIP requires
user intervention. Windows NT 3.5 RAS can be configured as a SLIP ciient,

enabling Windows NT users to dial into an existing SLIP server. RAS does not
provide a SLIP server in Windows NT Server.

See the RASPHONEHLP online Help file on the Windows NT distribution disks

(or, if RAS has been installed, \rysremr‘ooASYSTEM32) for more information
about RAS.
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Services for Macintosh

Through Windows NT Services for Macintosh, Macintosh users can connect to
a Windows NT server the same way they would connect to an AppleShare Server.

Windows NT Services for Macintosh will support an unlimited number of
simultaneous AFPT“ connections to a Windows NT server, and Macintosh sessions

will be integrated with Windows NT sessions. The per-session memory overhead is
approximately 15K.

Existing versions of LAN Manager Services for the Macintosh can be easily
upgraded to Windows NT Services for Macintosh. GS/Q—hased volumes that
already exist are converted with permissions intact. In addition, graphical
installation, administration, and configuration utilities are integrated with existing
Windows NT administration tools. Windows NT Services for Macintosh requires

System 6.0.7 or big .er and is APP 2.1—eompliant; however, AFP 2.0 clients are
supported. APP 2.l compliance provides support for logon messages and server
messages.

Support for Macintosh networking is ‘ouiit into the core operating system for
Windows NT Server. Windows NT Services for Macintosh includes a full APP 2.0

file server. All Macintosh file system attributes, such as resource data forks, 32~bit

directory IDs, and so on, are supported. As a file server, all filenames, icons, and
access permissions are intelligently managed for different networks. For example, a
Word for Windows file will appear on the Macintosh with the correct Word for

Macintosh icons. These applications can also be launched from the File Server as
Macintosh applications. When files are deleted, there wilt be no orphaned resource
forks left to be cleaned up.

Windows NT Services for Macintosh fully supports and complies with

Windows NT security. It presents the AFP security model to Macintosh users
and allows them to access files on volumes that reside on CD-ROM or other read—

only media. The AFP server also supports both cleartext and encrypted passwords
at logon time. The administrator has the option to configure the server not to accept
cleartext passwords.

Services for Macintosh can be administered from Control Panel and can be

started transparently if the administrator has configured the server to use this
facility.

Macintosh-accessible volumes can be created from File Manager. Services for

Macintosh automatically creates a Public Files volume at installation time;
Windows NT file and directory permissions are automatically translated into

corresponding Macintosh permissions.
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Windows NT Services for Macintosh has the same functionality as the LAN
Manager Services for Macintosh 1.0 Macl’rint. in addition, administration and

configuration are easier. There is a user interface for publishing a print queue on
AppleTalk and a user interface for choosing an AppleTalk printer as a destination

device. The Windows NT print subsystem handles AppleTalk despooling errors
gracefully, and uses the built—in printer support in Windows NT. (The PPD file

scheme of Macintosh Services 1.0 is not used.) Services for Macintosh also has

a PostSeript-compatible engine that allows Macintoslies to print to any .
Windows NT printer as if they were printing to a LaserWriter.

Additional Reading
For additional information on topics related to networking and the Windows NT
networking model, see the following resources:

ANSI/IEEE standard 802.2 — 1985 (ISO/DIS 8802/2): IEEE Standardsfor Local
Area Networks—Logical Lin/c Control Standard.

ANSI/IEEE standard 802.3 - 1985 (ISO/DIS 8802/3): IEEE Standardsfor Local
Area NewarkswCarrier Sense Maltip/e Access with Collision Detection

(CSMA/CD} Access Method and Physical Layer Specifications; American

National Standards Institute; January 12, 1989.

ANSI/IEEE standard 802.4 - 1985 (ISO/DIS 8802/4): IEEE Srana’ardsfor local
_ Area Nem01~ks~Token-Passing Bas Access Met/ted and Physical Layer
Specifications; American National Standards Institute; December 17, 1984.

ANSI/IEEE standard 802.5 — 1985 (ISO/DIS 8802/5): IEEE Standardsfor Local
Area NetwarksWToken-Ring Access Method and Physical Layer Specifications;
American National Standards Institute; June 2, 1989.

Beatty, Dana. “Programming to the 08/2 IEEE 802.2 API.” 08/2 Notebook. Ed.
Dick Conklin. Redmond, WA: Microsoft Press, 1990.

Haugdahl, J. Scott. Inside NetBIOS. Minneapolis: Architecture Technology
Corporation, 1990.

Haugdahl, J. Scott. Inside NetB/OS (2nd Edition). Minneapolis, Minn:
Architecture Technology Corporation, 1988.
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Haugdahl, J. Scott. Inside Token-Ring (3rd Edition). Minneapolis, Minn:

Architecture 'I‘echnology Corporation, 1990.

IBM Token-Ring Network Architecture Reference (6165877), November 1985.

IBM Token-Ring Network PC Adopter Technical Reference (69X78301.

International Business Machines. Local Area Network: Technical Reference

(SC30~3383u2). New York: 1988.

International Standard 7498: Information processing Sy-TZGft’iS—"0p6n Systems

Interconnection—flask Reference Model (First edition); American National

Standards Institute, November 15, 1984. The 081 model.

Martin. James. Local Areas Networks: Architecture and Implementations.

Englewood Cliffs, NJ: Prentice Hall: 1989.

Microsoft Corporation, 3Com Corporation. 3MB Specification. This may be

obtained from the files library in the Microsoft Client Server Computing forum
nn annnServe (an thMET‘UfiD VNu“ \JUALLEM \uv n 1.1.13.1 H1. H Vx\|.:.;

Microsoft Corporation. Microsofi LAN Manager Resource Kit. Microsoft
Corporation, 1992.

Microsoft, Computer Dictionary. Redmond, WA: Microsoft Press, 1991.

Microsoft. Microsoft LAN Manager MS«DLC Protocol Driver. Redmond, WA:
Microsoft Press, 1991.

Microsoft. MicrosofiBCom LAN Manager Network Driver Inteifcice

Specification. Redmond, WA: Microsoft Press, 1990.

Miller, Mark. LAN Protocol Handbook. RedWood City, CA: M & T Books, 1990.

Miller, Mark. LAN Troubleshooting Handbook. Redwood City, CA: M & T
Books, 1990.

'”rii'iéfiiiéitiifi,“ifiiaiétxl Compiler Nina-n; '(‘2'n'ii E33555). eigenstates; Ni:
Prentice Hall, 1988

The Ethernet. A Local Area Network. (Data Link Layer and Physical Layer

Specifications}; version 2.0, November 1982. Also known as the “Ethernet Blue
Book.”
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CHAPTER 2

Network Interoperability

 
In addition to Windows-based networking, Windows NT supports network

interoperability with computers running a wide range of operating systems and

network protocols. This support makes it easy to incorporate computers running

Windows NT into existing networks so you can take advantage of the advanced

features of Windows NT without disrupting your enterprise.

The networking architecture of Windows NT is protocol-independent, providing

standard interfaces for applications—such as Windows Sockets, remote procedure

calls (RFC), and NetBIOS—and device drivers. Besides making it easier to

implement a particuiar protocol stack for Windows NT, this architecture also

enables a Windows NT computer to run multiple protocols on a single network

adapter card. As a result, a Windows NT computer can simultaneously

communicate with a number of different network systems.

Of particular interest to most network administrators is how to provide access by

and to computers running Windows NT Workstation and Windows NT Server in

the following environments:

- Novell NetWare networks

- UNIX networks

- SNA networks for IBM mainframe and midrange computers

This chapter provides an overview of some of the issues and benefits involved in

using Windows NT computers in these environments.
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Using Windows NT with NetWare
Windows NT computers can easily be integrated into a predominantly NetWare

environment, making the benefits of an advanced operating system available to an

existing network.

A network administrator contemplating a mixed network environment is naturally

concerned about how the various components will be able to communicate with
each other. In the case of a mixed Windows—based networking and thWare

environment, the network administrator wants to ensure that Windows NT

Workstation computers added to the network are able to use file and print resources

on existing NetWare servers, and that existing NetWare clients can access client—

server appiications running on Windows NT Servers. The following figure shows

how the various components of the network relate to each other.
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Figure 2.1 Mixed Windows-based and NetWare Environment
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The following sections discuss how Windows NT computers can effectively

function either as a client of NetWare servers or as an application server for
NetWare clients.

Windows NT Servers on a NetWare Network

Many organizations that use NetWare are seeking solutions for downsizing or
reengincering existing applications that run on minicomputers or mainframes.

NetWare servers are designed to function primarily as file and print servers, so they
do not support such husiness~critical applications well. NetWare servers do not

feature preemptive multitasking or protected virtual memory, essential features for
client~server applications. On the other hand, Windows NT Server makes an ideal

platform for such demanding applications because of its scalability. fault tolerance,

32bit architecture, and threaded, preemptive multitasking with full memory
protection.

. NetWare administrators can take advantage of the advanced features of

Windows NT Servers on an existing NetWare network without interfering with
client systems’ access to file and printer resources on NetWare servers. For

example, a NetWare administrator can add Windows NT Server computeis running

SQL Server to the network so client workstations can take advantage of a
distributed high—performance relational database system while still being able to
use files and printers shared by their usual NetWare servers. Such a solution

requires no additional hardware or software to provide the necessary connectivity.

To function as an application server for NetWare clients, a computer running
Windows NT Server must be running the built—in NWLink IPX’SPX—compatible
protocol stack (NWLink). Connections over NWLink can be made via Remote

Procedure Calls (RFC), Windows Sockets, Novell NetBIOS, or the NWLink

NetBIOS installed with NWLink. Because NWLink is NDIS~cornpliant, the
Windows NT computer can simultaneously run other protocol stacks, such as

NetBEUI Frame (NBF) or TCP/IP, through which it can communicate with non«
NetWare computers.

Windows NT Clients on a NetWare Network

Windows NT was designed from the start with integrated network support in
mind. Because the network support built into Windows NT is independent of the
underlying network system, the same user interface and tools work with aii

networks that run on Windows NT. For example, with File Manager the user

can browse and connect to any NetWare or WindOWS-networking server on the
network.
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With the Client Service for NetWarc, a Windows NT Workstation computer can

access file and print resources on NetWarc servers as easily as it accesses resources
on Windows~based networking servers. With the Gateway Service for NetWare, a

Windows NT Server computer can not only access NetWare file and print
resources, but also share these resources with Windows-baSed networking clients
that have no NetWare connectivity software. To the Microsoft networking clients,
the NetWare resource looks like any other shared resource on the Windows NT

Server computer.

The Windows NT architecture includes an open interface called the multiple

provider router (MPR) that enables consistent access to third-party network file
systems. The MPR makes all file systems, regardless of type and physical location,
accessible through the same set of file—system application programming interfaces
(APIS). Appiications (and components or" the Windows NT sheil') make file-sysrem
requests through the Windows NT Win32 API. The MFR ensures that requests are
directed to the proper file system: local file requests are sent to the local disk,
remote requests to Windows-based servers are sent to the proper server by the
\N’ipdnixig NT wnriifccfgr and request-c fn NgtWarg QPT‘V’EES ag‘g gent- tn the
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appropriate server by the Client or Gateway Service for NetWare.

For more information about NWLink and the Client and Gateway Services for

NetWare, see the Windows NTInsrallation Guide or Windows NT Server Services

for NetWare Networks.

Windows NT

b Server computer
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Figure 2.2 Windows NT Computers as NetWarc Clients or Application Servers
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Additional Considerations Regarding Mixed Networking
Environments

Before adding computers running Windows NT (or other heirNetWare operating
systems) to a NetWare network, a NetWare administrator should anticipate some of
the potential problems that might arise.

One source of possible difficulty for NetWare administrators is that Windows NT

NetWare clients do not run NetWare logon scripts. However, Windows NT can run

its own logon scripts, and the ability of Windows NT to maintain persistent
connections through iogon scripts and user profiles provides much the same

functionality as NetWare logon scripts in many instances.

Another area of difficulty is backing up Windows NT NetWare clients. Noveil

servers do not provide tape backup services for their Windows NT clients without

third—party software. A Windows NT computer equipped with a supported tape
drive can back up other Windowr; NT computers, as well as thWare servers and

computers running WindOWS networking software.

Finally, Windows NT can act as a client only for a NetWare server running

NetWare version 3.x and earlier. Windows NT can access servers running
NetWare 4.x through the server’s Bindery Emuiation Mode that emulates
version 3.x.

Integrating Windows NT and UNIX Systems
With its advanced configuration management tools, Windows NT is especially
suited for integrating with most of the UNIX variants that are likely to be found on

many networks. Among the Windows NT features that make it easy to interoperatc
with UNIX systems are:

- Built—in TCP/IP protocol and utilities.

- Support for character and graphics terminal emulation.

- Advanced file transfer and data sharing capabilities.

- Distributed processing support.

. Application portability.

The following sections previde further information about these features. With

DHCP and WINS, combined with the DNS server and other TCP/IP tools provided

in this resource kit, integrating WindOWs NT and UNIX systems is easier than ever.
For fuil details on TCP/IP in the Windows NT environment, see Part III, “TCP/IP,”
and Part IV, “Windows NT and the Internet.”
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TCPllP Protocol

At the protocol level, Windows NT includes a fast. robust implementation of the
Transport Control Protocol/Internet Protocol (TCP/IP) protocol stack, the most

commonly used protocol among UNIX systems. Using TCP/IP, Windows NT
computers can communicate with UNlX systems without additional networking
software. (TCP/IP also provides efficient communication on wide—area networks.

even when no UNIX systems are involved.) The TCP/IP protocol stack for
Windows NT is NDIS-compliant and so can be used in conjunction with NetBEUI

Frame (NBF) and other NDlS—compliant protocols. It includes an internet protocol

(IP) router, serial line internet protocol (SLIP), and point-to—point protocol (PPP)
support.

mini“ rr“

H1 addlLIUl’l LU Lflt‘: 1MLL’J'LI’ protocol ILSCLL, WIIILLUWS .L‘E L tilt“) includes more Lll’dll :1
dozen TCP/IP utilities that make it easier for experienced UNIX users to access

UNIX systems from Windows NT and to administer the TCP/IP networking on

their ovm computer. Additional tools are included on the (JD—ROM accompanying
this resource kit.

Windows NT also provides facilities for integrating computers running
Windows NT into networks managed through Simple Network Management

Protocol (SNMP), which is commonly used to manage TCP/IP networks. Through
its SNMP serviCe, a Windows NT computer can report its current status to an

SNMP management system on a TCP/IP network, either in response to a request

from a management system or automatically when a significant event occurs on the
Windows NT computer.

For more information, see Part III, “TCP/IP.”

Character and Graphics Terminal Support

iletl’tio$6E,€

The TCPI'IP Telnet utility is built into the Windows Terminal accessory to 1 as e

it easy for a Windows NT computer to have character-oriented terminal access
' LClLJLNIASystemsviainfillld11611161.pruvrclesOasrc [orinnrarUlllulcluUllof'1'I it ‘

(scrolling), as well as emulation of DEC VT— 100 (ANSI) and VT—52 terminals.
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Even in the traditionally character-oriented UNIX environment, many applications

are moving to graphical user interfaces. X Windows is a commonly used standard

for graphical interfaces in networked UNIX environments. A number of third-party
companies are also developing X Servers to enable Windows NT users to access

and run X-based applications on UNIX systems. (In X Windows terminology, an X

Server runs On a client workstation to provide graphics output on behalf of an X

Client program running on an applications server.) Several third-party vendors are

also developing X Client libraries for Windows NT as well; this eventually will

enable UNIX (or other systems with X Server capabilities) to access clientaserver

applications running on a Windows NT computer. Companies developing X Servers

and X Client libraries for Windows NT include Hummingbird, Congruent, and

Digital Equipment Corporation.

File Transfer and Data Sharing
One of the fundamental reasons for connecting computers on a network is to enable
them to exchange files and data. Windows NT supports standard facilities for

transferring files and sharing data between Windows NT and UNIX systems.

Included with Windows NT itself are both client and server versions of File

Transfer Protocol (FTP). FI‘P makes it possible for Windows NT computers

to exchange files with diverse systems, particularly UNIX systems.

Where more advanced data sharing capabilities are required, computers running

' Windows NT can access data on UNIX systems (including data on remotely
mountable file systems, such as NFS, RFS, and AFS) through Microsoft LAN

Manager for UNIX (LMU), an implementation of Microsoft Windows networking

for servers running UNIX variants LMU is based on server message blocks

(SMBS) a set of protocols developed by Microsoft that are now part of the X/Openstandard

Finally, a number of third-party companies (including NetManage, Beame and

Whiteside, Intergraph, and Process Software) have developed versions of Sun’s

Network File System (NFS) for Windows NT. NFS is a widely used tool for

sharing files among various UNLX systems.
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Distributed Processing Support

f1:
tit“

As more and more enterprises adopt the client—server paradigm for their networks,
standards—based distributed processing becomes a key factor in the success of that

effort. Windows NT provides direct support for several types of industry-standard

distributed processing.

The Remote Procedure Call (RPC) facility of Windows NT is wire-compatibie

with the Open Software Foundation’s Distributed Computing Environment {DCE)
RPC, Using this RPC, developers can create applications that include not only
Windmvs NT computers, but all systems that support DCE—compatible RPCs,

such as systems from Hewlett Packardo and Digital Equipment Corporation.

in additin-1 tn 321.3ng ‘A’inrlnut.5; NT crinnmtg \erlnfiw QIY‘E’PIQ \Viridmvg Sgr‘imtg

provides an API thatis compatible with Berkeleystyle sockets, a mechanism that'is
widely used by different UNIX versions for distributed computing.

For more information about RFC and Windows Sockets, see Chapter 1,ant

WlfldUWb’ .01 l i‘iClWUIlfilflg MLHILLLLUI'C

Perhaps most importantly, Windows Open Services Architecture {W08 A}, whose
development is being led by Microsoft, specifies an open set of APIs for integrating
Windows~based computers with back—end services on a broad range of vendors’

systems. WOSA consists of an extensible set of APIs that enable Windowsubased
desktop applications to aCCess available information without having to know
anything about the type of network in use, the types of computers in the enterprise,

or the types of back-end services available. As a result, shouid the network,
computers, or services change, desktop applicatious built using WOSA won’t

require rewriting. The first two WOSA components address database and electronic
messaging: Open Database Connectivity (ODBC) and Messaging APE (MAPI).
Work is underway for additional standards, including directory, security, and

software licensing services.

fippiica‘ttoneupport
For most users, the key measure of interoperability is the ability to run the same

applications on multiple platforms. Three key factors are furthering this type of
interoperability between UNIX and Windows NT computers.
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One factor is the relative ease with which many UNIX independent software

vendors (ISVs) are able to port their high-end business and technical applications to
the WinBZ API of Windows NT. Aiding this process is the fact that most UNIX

applications are written in standard C and so are readily adapted to other operating
systems (such as Windows NT) for which standard C libraries have been

developed. A wide variety of third—party porting aids (including items as diverse

aleibs, GNU tools, and X Client libraries) are available through commercial

sources and from Internet. Because application developers are finding it so easy to

port their traditionally UNIX—based applications to Windows NT, increasing

numbers of such applications will be available for both UNIX platforms and for
computers running Windows NT.

Another factor is that Windows NT fully supports programs that conform to the
iEEE limit-1996 standard commonly known as POSIXJ (derived from Portable

Operating System Interface). This standard defines a basic set of operating—system
services available to character-based applications. Programs that adhere to the

POSIX standard can be easily ported from one operating system to another. See

Chapter 17, “POSIX Compatibility,” of the Windows NT Resource Guide for more
information.

Another factor is that third-party products from vendors such as Bristol

Technologies are available that enable UNIX to run Windows-based applications.
Additionally, there are tliirdnparty products, such as Consensys Portage, that enable

Windows NT to run UNIX-based applications.

Connecting Windows NT and IBM SNA Hosts

are “tritium carp er al: .. Exhibit liltlti- .. Page as ”i

A growing trend in many types of enterprises is downsizing mainframe—based

applications to run on personal computer client-server networks. Many of these

downsized applications will still require access to data and applications residing on
IBM System Network Architecture (SNA) hosts, mainframes and Inidrange

computers. Companies have invested large amounts of money, time, and effort in
their host systems and so want to be able to make the best use of that investment

even as they move toward distributed client-server computing. This section
discusses how Windows NT computers can be connected to IBM SNA hosts to

leverage the high capacity of SNA hosts in a distributed environment.
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Basic Connectivity Using the Built-in DLC Protocol
A computer running Windows NT can communicate with IBM SNA hosts (as well
as other network devices) across an Ethernet or token ring LAN through the Data

Link Control (DLC) protocoi that is built into Windows NT. The DLC protocol
device driver enables a basic level of connectivity with other computers running the

DLC protocol stack. For example, a Windows NT computer can connect to and
communicate with an 113M mainframe through its 37x5 Front—end processor (FEP)

using a 3270 terminal emulator and the DLC protocoi. See Chapter 7, “Using DLC
with Windows NT,” for more information.

SNA Server for Windows NT

Although such simple one-to—one connections can suffice for many basic operations,

most enterprises require more flexible connectivity between IBM host computers
and local area networks (LANs). To meet this need, Microsoft SNA Server exploits

client-server architecture to link desktop personal computers to IBM mainframe and-A.” L.‘IA . A..,L LL D-.-x.-..... L.-.._..‘l.
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(“NA) protocols. The client personal computers can run Windows NT, Windows,

MSDOS, 08/2 or the Macintosh operating system and can use standard LAN

protocols to connect to the server; only the computer running SNA Server must run
the SNA protocol. Each personal computer user can have multiple 3270 and 5250
sessions for concurrent terminal and printer emulation including file~transfer and

Emulator HighLevel Language API (EHLLAPI) applications. SNA Server for

Windows NT aiso provides support for the following APIs for distributed SNA
applications.

. Advanced Program-to-Program Communications (APPC) for applications that

' communicate peer—to—peer with other APPC applications using the LU 6.2

protocol

Common Programming Interface for Communications (CPImC) for appiications

that communicate peer-to-peer with iBM Systems Application Architecture

{'SAAirr-pplications using- ti—re-LE-1-pr11toeol - ‘ '

- Common Service Verbs (CSV) for applications that communicate with NetView
and enable tracing of API calls

- Logicai Unit APIs (LUA) for applications (using LUA/Request Unit Interface or
LUA/Session Level Interface APis) that need direct access to LU 0,1 2 and 3
data streams
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The client—server architecture of SNA Server makes it possible to off-load

communications processing from client systems, permitting them to use their system

resources more efficiently. Client personal computers do not have to run one
protocol to access the LAN and another to access the SNA host. Instead, each

personal computer can run Microsoft-based networking (named pipes), TCP/IP,

IPX/SPX, AppleTaiko, or Banyano V1NES®, within a single—protocol or mixed
network, to access the SNA server. The SNA server routes the connection to the

appropriate host computer via the SNA protocol. The SNA server automaticaliy

balances the user load across multiple host connections and servers to provide

optimal throughput.

The client-server architecture also provides Windows NT—based applications with

the ability to access information on IBM mainframes and midrange computers. For
example, using SNA Server, mail servers can access PROPS, and Microsoft SQL
Server can access DB2 information.
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Figure 2.3 SNA Server Connecting LANs to IBM Host Computers

Etietitioner Menage iiioiriiogs Qorgi. et: ah » Minter iiiiiié'i - lags ass?



42...... Part! About Windows NT Networking __

DSPU Support
In addition to standard personal computer connections, SNA Server supports
Downstream Physical Units (DSPUs), any SNA device or personal computer

running a full PU 2.0 {SNA cluster controller) protocol stack. These systems
use the SNA server as a concentrator gateway for connecting to IBM hosts.

Examples of some of the DSPU clients that SNA Server supports are IBM 03/2
Communications Manager/2 clients and IBM 3174 cluster controllers. The DSPU

protocols that SNA Server supports are DLC over token ring or Ethernet,
Synchronous Data Link Control (SDLC), and OSI—standard X25/QLLC (Qualified

Logical Link Control).

NetView Support
SNA Server provides API support for bidirectional communications with NetView,
1B M’s mainframe-centered network management system. SNA Server can send

application or system—defined Windows NT eventmlog messages to NetView and
can enable Windows NT commands to be executed fiorn the NetVievv console F01

example if an 31v A Server database is stopped on the LAN an aicri can be sent to
theNetView console. A data center operator can then send a command from the
NetView console to the Windows NT computei to restart the se1ve1

SNA Server also supports Response~Time Monitor (RTM) and user—defined alerts

for third~party 3270 emulators.

Centralized Management
Network administrators can administer alt SNA servers from a centralized location,

such as from a LAN workstation or a NetView console. For example, a company
with offices in several cities could have one or more SNA Servers at each site. The

MIS department at corporate headquarters can manage ail of these SNA servers,
perforating all administrative functions remotely.
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Integration with Windows NT
SNA Server is supported on all the hardware platforms supported by Windows NT.
SNA Server relies on the built—in security of Windows NT, so administrators need

to manage only a single set of user accounts. SNA Server also is fully integrated

with Windows NT system monitoring and management services, and provides
automatic server and commotion fault tolerance. SNA Server for Windows NT is

completely 32-bit and multithreaded for maximum performance, scalability, and

reliability.

SNA Server is fully compliant with Microsoft’s W’indows Open Services

Architecture (WOSA), providing a consistent interface to enterprise computing

environments and hiding the complexities of connectivity from applications

Server Capabilities
SNA Server provides for as many as 250 simultaneous host connections by each

server and up to 2,000 users and 10,000 sessions per server.
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Windows NT User Environments

 
Each riser on a Windows NT network works in a unique environment. The user

environment is composed of such things as the file and print resources that are
available, the configuration of Program Manager icons, screen wallpaper or

background, automatic network connections, and applications that run on startup.
One important element of the user environment is a directory assigned to a user or
to a defined user group on either a workstation or a server where the user can store

files. This directory is called a home directory.

A user’s environment is determined primarily by a user profile, which you can
create and maintain on a Windows NT Server computer using the User Profile
Editor administrative tool. For information on the User Profile Editor, see the
Windows NT Server System Guide. Some elements of the user environment are

more easily controlled by creating a script that is executed whenever the user logs

on to a Windows NT Workstation computer or a Windows NT Server computer.
Such a script is called a logon script.

This chapter explains how to create home directories and logon scripts. It also

describes special parameters you can use in logon scripts so the same script runs in
different user environments with the expected result for each individual user.

v a
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Home Directories

A home directory is a private storage space assigned to a user or group of users.

Users typically store their private data in their home directory, and they can

normally restrict or grant access to other users. When a user opens a Command
Prompt window, the default directory is the user’s home directory. The home
directory can also be specified as the default working directory for applications.

if hard disk space on your netWOrk’s client workstations is limited, you might want
to assign each user a home directory on a Windows NT Server computer. Or, if you
want to limit a user’s access to the files and directories on a workstation, you can

create a home directory on the workstation and give the user only List permission
on all other directories.

Assigning a Home Directory
On a Windows NT Workstation computer, home directories are assignedin User

Manager 011 a Windows NT Server ernntnr home riirnr-tnrigg arr: assigngd'1111-“.AMDVH14M‘UL, “v.1“.- “W

User Manage1 fo1 Domains. The home directory that18 used depends on whether

the user logs on to the workstation account or the domain account.

The home directory can be specified by a local path name, such as

C:\USERS\BILL, or by a universal naming convention (UNC) name, such as

“MYSERVERWSERSEILL. The UNC name is the better option for large

networks, because the system administrator can more easily see where users’
home directories are located. '

By default, the home directory is the \USERSEEFAULT directory that is created

during installation of Windows NT. The most common way to assign a home

directory is to specify it using the following syntax:

\USERSVmcotmIname

_Or.a

\USERS\gmuprtrtme

where accountrmme is the usemamc given to the account or where groupname is

the name of a iocal or global group whose members alt share the same home
directory.
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is To assign a home directory

1. From the Administrative Tools group in Program Manager, double-click the

User Manager or User Manager for Domains icon, depending on whether you

are using a Windows NT Workstation computer or Windows NT Server

computer.

2. Doublesclick the name of the user or group whose horne directory you want to

assign.

The User Properties dialog box appears.

3. Choose the Profile button to display the User Environment Profile dialog box.

4. Enter the full path specification of the home directory in the Local Path box of

the Home Directory group box.

If you are specifying a remote home directory, specify a disk drive letter and

provide the fuii path (not just the sharename) to the directory. For instance, if

the home directory is \JEFFHO on share \\SERVER1\USERS, enter the path
\\SERVER1\USERS\JEFFHO.

 

Note If you want the user to control access to the home directory, give the user Full

Control permission for the directory. You will probably also give members of the

Administrator or Domain Admins group Full Control permission and give ail other

users No Access or List permission only. For information on setting directory

permissions, see Chapter 4, “File Manager,” of the Windows NT System Guide.

If you specify a nonexistent directory when you define or modify a user account,

Windows NT automatically creates the directory.

When a user logs on to a domain, Windows NT automatically tries to connect to the

home directory defined in the user’s domain account using the following rules.

- If the computer where the home directory resides is not available, the user’s

home directory on the local computer is used (if there is one).

- If the home directory specified does not exist or the user does not have a home

directory, then the user is connected to the \USERSUDEFAULT directory of the

computer that processes the logon. '

.I If the \USERSDEFAULT directory does not exist then the user is connected to
the \USERS directory.

Note Windows NT Server connects the user to the home directory specified in the

domain user account only when the logon is from a Windows NT or Windows for

Workgroups 3.11 ciient. LAN Manager 2.x clients can connect to the home

directory by typing the following command at the command prompt:

net use <drive>: [home 
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Specifying the Home Directory in a Logon Script or Batch Fiie
Windows NT provides three environment parameters you can use in a logos script

or other batch file to specify the location of the home directory, or in Program

Manager to specify the working directory of an application. Logon scripts are

dcscri bed later in this chapter. If a home directory has not been defined for the
user, the default values are used as shown in the following table.

Table 3.1 Environment P111ameters lur Logan Scripts and Batch Files
Parameter name Definition Default value

%l1omedrive% Drive where the home Drive where the Windows NT

directory is located system files are installed

%i111mepatir% Path name'of the home \USERS‘DEFAULT
directory

%homeshare% UNC name of the shared No default value

directory containing the home
directory, or a local or
redirected drive letter

if the \USERS\DEFAULT directory does not exist on the drive specified by the

%homedrive% parameter, the value of the %homepath% parameter is set by
default to the \USERS directory on that drive. If the \USERS directory does not

exist the %homepath% parameter is set to the root directory specified by the

%homedrive% narameter

When the user opens a Command Prompt window, the default directory is the

equivalent of %homedrive% %homepath%. lf'a user’s home directory is

specified on a remote computer and that computer is not available, the default
directory of the Command Prompt on a Windows NT Workstation computer is
the user’s home directory on the local Workstation.

Youmightalsowant to specrfy theworkingdnectOI'Vofeachapplicationas
%homed1ive% %homepath% That way, all File open and Save As diaiog
boxes default to the user 3 home directory.

Logan Scripts
A logon script is a BAT, .,CMD o1.EXE file that is run automatically when a user

logs on at a Windows NT netw01k client running either Windows NT WorkstationiUiC run r- 1 nnn nut-n 111114-11 1 ’ mm” fn
or 111mMs A logon script c1111 au111111a11c1111y configme {no 113131 31111viio11111c11t 1o

perform such tasks as making netwmk connections, running applications and
setting environment variables upon startup.
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User profiles can do everything that logon scripts can do, and more. However, there
are several reasons to use logon scripts instead of, or in addition to, user profiles:

- You have users that use MS~DOS workstations. User profiles work only on
Windows NT workstations.

- You want to manage part of the user’s environment, such as network

connections, without managing or dictating the entire environment.

- You use only personal profiles, and you want to create common network

connections for multiple users.

- You already have LAN Manager 2.x1unning on your network, and you want to

continue to use the logon scripts you created for that system.

- Logon scripts are easier to create and maintain than user profiles.

You can assign a different logon script to each user or create logon scripts for use

by multiple users. Whenever that user logs on, the logon script is downloaded and

run. To assign a user a logon script, you designate the name of the logon script file

in the user environment profile defined in User Manager on a Windows NT

Workstation computer, or User Manager for Domains on a Windows NT Server

computer. Specify only the filename, not the full pathname.

The default file extension for logon scripts is .CMD for client workstations running

08/2 2.1 and .BAT for all other client computers. You, can define a different file

type as the logon script by specifying the file extension. If the same logon script
must run at both lntel~based and RISCabased workstations, it must be a BA?

file that runs the appropriate .EXE file or files on the workstation. Use the

%processor% parameter in the logon script to run the appropriate .EXE file no

matter which processor is being used.

You Specify the path to the logon script using the Server option of Control

Panel. For detailed information, see online Help. By default, Windows NT

looks for logon scripts on the primary domain controller in the directory

systemroaI\SYSTEM32\REPL\IMPORT\SCRIPTS, where systemroor is the

disk drive and directory in which Windows NT Server was installed.

If you use iogon scripts in a domain with more titan one domain controller, you

should replicate the logon scripts to all the backup domain controllers. All servers

in a domain can authorize logon requests, and the logon script for a user must be

located on the server that approves the user’s logon request. By replicating logon

scripts, you ensure that logon scripts are always available to users, yet you still

need to maintain only one copy of each script.
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The filename for each user’s logon script is defined with other user account

information in User Manager for Domains. If you change the path to the logon

scripts, this change is not replicated to the client workstations. The path must be

updated manually in the Server option of Control Panel for each client computer.

To simpiify the replication of logon scripts, Windows NT Server creates a

\SCRIPTS subdirectory under both the default impo1t and export directories

used for replication. If you replicate logon scripts, you must be sure to use the

Server option of Control panel or Server Manager to change the logon script

path to systemrooASYSTI-EMB2\REPL\IMPORT\SCR1PTS or

systemrooASYSTEM32\REPL\EXPORT\ SCRIPTS, as appropriate. For more

information, see the Server Manager chapter of the Windows NT Server System
Guide. '

When you use replicated logon scripts, you identify one of the domain controllers as

the export server and all the others as import servers. The export server for the

logon scripts is normally, but does not have to be, the primary domain controller
(PDQ.

Logon Scripts and LAN Manager 2.x
When a user at a workstation running LAN Manager 2.x logs on to a Windows NT

Server computer, LAN Manager tries to run the user’s logon script. LAN Manager

2.x does not, however, recognize the logon script parameters described earlier in

this chapter. Logon scripts for LAN Manager 2.x workstations should instead u3e
the NethstaGetInfo or NetUserGetInfo parameter to obtain the necessary
values.

Logon Scripts and Windows for Workgroups

5:»

By default, Windows for Workgroups does not run a logon script when a user logs
on to a Windows NT Server computer. To run a logon script from Windows for

Workaroups yourrtustsontigsre Wisdowsfor Worksrounstolog. on. to the

wrrrassrnransan on giant‘s " " ' ‘ 4 ' " "’ ' ' '

To log on to the Windows NT domain on startup from a Windows for

Workgroups computer

I. From Control Panel, double-click the Network option.

2. In the Microsoft Windows Network dialog box, choose the Startup button to

display the Startup Settings dialog box.

DJ . In the Options for Enterprise Networking box, select the Log On To
Windows NT or LAN Manager Domain checkbox.
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4. in the Domain box, type the name of the Windows NT domain you want to log
OH {0.

5. In the Startup Settings dialog box, choose the OK button.

6. In the Microsoft Windows Network. dialog box, choose the OK button.

Windows for Workgroups does not recognize logon script parameters, and
application programming interface (API) calls made from a logon script retum an
error.

Troubleshooting Logon Scripts
Use this list to troubleshoot the most common problems with logon scripts:

i2et'ition er hie-its

Make sure the logon script is in the directory specified in the Server option of
Control Panel. When Windows NT is installed, the logon script directory is as
follows:

systemroot\system32\repl\1mport\scripts

The only valid path option is a subdirectory of the default logon script directory.
If the path is any other directory or it uses the environment variable

%homepath%, the logon script fails.

If the logon script is on an NTFS partition, make sure the user has Read

permission for the logon script directory. If no permissions have been explicitly

assigned, the logon script might fail without providing an error message.

Make sure- the logon script has a filename extension of either .CMD or .BAT.

The .EXE extension is also supported, but only for genuine executable

programs. If you use a nondefault file extension for your processor, be sure to

Specify it with the filename of the logon script.

Attempting to use the .EXE extension fora script file results in the following
error message: '

NTVDM CPU has encountered an illegal instruction.

If this error message appears, close the window in which the logon script is
running.

If the logon script is to run on a Windows for Workgroups computer, make sure
the Windows NT domain name is specified as a startup option in the Network
option of Control Panei.

Make sure any new or modified logon scripts have been replicated to all domain

controllers. Replication of logon Scripts happens periodically, not immediately.

To manually force replication, use Server Manager. See the Server Manager
chapter of the Windows NT Server System Guide for detailed information.
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Environment Parameters tor Logan Scripts
If you want to use the same logon script for various users, you can use the

environment parameters shown in the following table to reduce development and
maintenance time.

Table 3.2 Environment Parameters for Logon Scripts

 Parameter Description

%homedir% Redirected drive letter on user’s computer that refers to
the share point for the user’s home directory

%homedrive% Local or redirected drive where the home directory is
located

sibhminepath % Path name of the home directory

%homeshare% UNC name of the shared directory containing the
. home directory, or a local or redirected drive letter

%os% The operating system of the user’s workstation

%processor_architecture % The processor architecture {such as Intel) of the user’s
workstation

%processor_ievel% The type of processor (such as 486) of the user’s
workstation

%userd0main% The domain containing the user’s account

%username% The user name of the user 

Environment Variables tor Logon Scripts
The environment variables shown in the following table can be set by the logon
script.

 Table 3.3 Environment Variables for Logan Scripts

 ”trainers " ' ‘7'" "' "eagerness ' " '

ComSpec Directory for CMDEXE _
LibPath Directories to search for dynamic link libraries (DLLS)

OSZLEbPath Directories to search for dynamic link libraries (DLLs) nnder 08/2
subsystem

Path Directories to search for execmable program files

WinDir Directory in which Windows NT is installed
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CHAPTER 4

Network Security and
Administration  

’ Each domain and computer in a workgroup maintains its own user accounts
information. Even on a multidomain network, if account information for an

individual user is coordinated across all parts of the network, the user can access

any server or domain with a single iogon. If the user’s accounts are allowed to

become unsynchronized, the following problems can occur:

- The user can’t browse a domain or server for which he or she has permissions.

. The user can’t access a shared resource.

- The user must type a password each time he or she browses or tries to access a
resource. "

This chapter provides tips for helping you avoid probiems related to network logon.
It describes how user accounts and other security inforinatiori are maintained within

workgroups and domains and how security information can be shared by trusted
domains.

Before reading this chapter, be sure to read the Windowr NT Server Concepts and.

Planning Guide for a thorough discussion of domain organization strategies and

user environment management techniques.
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Windows NT User Accounts

Windows NT needs Only a single togon, even for a heterogeneous networking

environment, in part because security in Windows NT is assigned by user rather

than by resource. Resource~based security models require a separate password for
each resource a user wants to access.

In Windows NT, the netwurk administrator creates an account for each user

wanting to use network resources. As described in Chapter 2, “Windows NT

Security Model.” of the Windows NT Resource Guide, Windows NT maintains a

user account containing a unique security ID within the user accounts database.

Windows NT also keeps track of permissions and user rights for the user. When a

person logs on, the Security Accounts Manager (SAM) checks the user’s logon
information against data in its user accounts database to authenticate the iogon.
Then, when access is granted, the Local Security Authority (LSA) creates a

security access token for that user.
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Figure 4.1 Windows NT Security Model
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Note A user who forgets his or her password might assume that he or she can gain
access to a resource via the Guest account; this is not the case. Because

Windows NT recognizes the usernamc, it compares the user’s logon infom‘iation

only with the account information for that username. If the password does not
match, no access is granted.

By default, the Guest account on Windows NT Server is disabled so that only those
users with recognized accounts can access the system. As described in the

Windows NT Server Concepts and Planning Guide, WindOWS NT uses the Guest

account for people with an unrecognized user account, including users logging on
from untrusted domains. Domains and trust relations are explained later in this
chapter.  

Depending on the way your corporation’s network is organized, a given user might,
in fact, have more than one account, perhaps one granting access to the local
computer or workgroup and another for domains on the network. The user account

database used to authenticate a logon doesn’t necessarily reside on the user’s local

computer. Its location depends on whether the computer is part of a workgroup or a E:
domain and whether the user is logging on to the local computer, to the home
domain, or to another domain.

In the Windows NT security model, there are two types of user accounts:

' . A global user account is a normal user account that fits into the Windows NT

model described in this chapter. User accounts on Windows NT Workstation

computers and on Windows NT Server computers that are not domain

controllers are global accounts. Global users are authenticated by the primary
domain controller (PDC) or backup domain controller (BBC) on a domain, or
through trust relationships.

- A local user account is a user account that fully participates in a domain but is
available only by remote logon and is authenticated only by user information

available locally on the machine that is processing the logon. For example, a
local user might be a member of a Windows for Workgroups, LAN Manager
2.x, or Novell network. Local user accounts are available only within their

domain; they cannot be authenticated through trust relationships.

'51
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Workgroups and Domains
A warkgroup is simply an organizational unit, a way to group computers that don’t
belong to a domain In a workgroup, each computer keeps track of its owu user and
group account information and does not share this information with other
computers. Each Windows NT computer that participates in a workgroup maintains
its own security policy and security account databases

Users on a workgroup are considered global users, as explained in the previous

section. Logons to another computer are authenticated on the remote computer only
by valid usemame and password.

Security policy database
User account database

 

 
Workgroup

Figure 4.2 Computers Participating in a Wcrkgroup

A workgroup is a good network configuration for a small group of computers with
not many user accounts, where network administration is not an issue, or in an
environment with a mix of Microsoft networks that does not include Windows NT

Server computers.

A domain is a group of servers that share common security policy and user account
databases. One Windows NT Server computer acts as the primary domain

controller (PDC), which maintains the centralized security databases for the
domain. Other Windows NT Server computers in the domain function as backup
domain controllers and can authenticate Iogon requests. Domains can also contain

Windows NT Server computers that do not act as domain controllers, Windows NT

Workstation computers, LAN Manager 2. x servers and other workstations such as
those running Windows for Workgroups and MS—DOS Users of a Windows NT
Server domain are authenticated by the primary domain controllei or by a backup

domain controiier. Logon credentials include the username, password, and domain
name.
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With Windows NT, administrators have full centralized control over security, To

eliminate any single point of failure on a Windows NT Server domain. the user

account database, including the logon scripts (which are discussed in Chapter 3,

“Windows NT User Environments”) is automatically replicated to the backup
domain Controllers.

 
  

Security policy database

_. User account database

Domain

Figure 4.3 Computers Participating in a Domain

Domains and workgroups can interoperate and are identical in terms of browsing. If

a Windows NT computer is not participating in a domain, it is by default part of a

workgroup (even if the workgroup is only one computer) and can be browsed as

part of that workgroup. For more information, see Chapter 5, “Windows NT
Browser.”

LAN Manager 2.x Domains

v

Periltroner Von

A Windows NT computer can connect to standalone LAN Manager 2.x servers and

LAN Manager 2.x servers participating in a LAN Manager 2.x domain. LAN

Manager 2.x and Windows NT computers interoperate because they both use

server message blocks (SMB s) to communicate between the redirector and Server

software. The NetBEUI Frame (NBF) and TCP/IP protocols used by Windows NT

are also interoperable with NetBEUI and TOP/1P protocols written f01 LAN
Manager 2.x.
 

Note LAN Manager 2.x servers can act as backup domain controllers in a _

Windows NT Server domain. Both local and global user accounts are replicated to

LAN Manager 2.x servers acting as BDCs. Because LAN Manager 2.x does not

support. trust relationships or local groups, a LAN Manager 2.x server can never be

a primary domain controller. 
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Avoiding Multiple PDCs
A common configuration problemis having multiple PDCs on a domain This type

of configuration problemis describedin the following scenario

A system administrator installs a Windows NT Server computer called
\\MAIN_UNIT, which is designated during installation as the PDC of a domain

called MyDomain. Later, the system administrator shuts down and turns off the

PDC, \MAiNmUNlT. Then the system administrator installs another server, calied

\\SECOND_UNIT, which is also instailed as the PDC. Because \\MA1'N,UNIT is

not currently on the network, MyDornain has no PDC, and the installation of

\\SECOND_UNIT proceeds without error.

Now the system administrator turns “MAINJJNIT back on. When the Netlogon
service (described later in this chapter) discovers another PDC on the network, it

fails, and \\MAIN__UNIT can no longer participate in the domain.

The system administrator now has a serious problem. It is not possible to simply
demote \\MAIN_UNIT from 3 PDC‘. to a BBC and continue. The Security ID (SID)

for \\MAIN_UNIT will not be recognized by the current PDC, \\SECOND_UN1T.

In fact, \\MAIN_UNIT cannot join MyDomain in any capacity. This happens

because when a PDC is created, a unique domain SID is also created. All BDCs

and user accounts within the domain share this domain SID as a prefix to their own

SIDS. When “SECOND"JUNIT is installed as 3 PDC, its SID prefix is different

from that of \\MAIN_UNIT, and the two computers can never participate in the
same domain.

In addition, the system administrator cannot change the name of \WEAIN_UNIT and
rejoin MyDomain, because the SID is fixed once the Windows NT Server is
installed. If \‘tMAINfUNIT is to be the PDC of MyDomairI, the system
administrator must shut down both \MAINJINIT and \\SECOND_UNIT, start up

\WIAINgUNIT, and then reinstall Windows NT Server on \\SECOND_UNIT,

designating it a BDC during setup.

'JEJGidthi-sproohiern, -\-‘\SECCNDEdi-T"s‘nottl‘db‘e‘instaiied-‘-as "a'eseksp-nornatn'
controller while \\MAIN_UN1T13 running. If \\MAIN_UNIT is taken offline at this
point, \\SECOND_UNIT can be promoted to PDC. (In genera}, it shouid not be
necessary to designate a new PDC unless the original PDC is going to be down for
a long time.) When \\MAIN_UNIT is ready to go online again, \\SECOND_UNIT
can be demoted to a BBC. The SID for \\MAIN_UNIT is recognized by

\\SECOND__UNIT, and when l5MAIhLUNI'l‘ is restarted, it becomes the PDC

again.
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With Windows NT Server, the user accounts and global groups from one domain

can be used in another domain. When a domain is configured to allow accounts

from another domain to have access to its resources, it effectively trusts the other
domain. The trusted domain has made its accounts availabie to be used in the

trusting domain. These trusted accounts are available on Windows NT Server

computers and Windows NT WorkstatiOn computers participating in the trusting
domain.

Hint By using trust relationships in your multidomain network, you reduce the need

for duplicate use1 account information and 1educe the risk. of problems caused by
unsynehmnized account information.

 

 

The trust relationship is the link between two domains that enables a user with an

account in one domain to have access to resources on another domain. The trusting

domain is allowing the trusted domain to return to the trusting domain a list of
global groups and other information about users who are authenticated in the trusted

domain. Theie1s an implicit trust 1elationship between a Windows NT Workstation
participating in a domain and its PDC.

The following figure illustrates a trust relationship between two domains, where the

London domain trusts the Topeka domain.

 

 
 
 
 

 

Because the London domain trusts the

Topeka domain, users from the Topeka domain
can be granted permissions and rights in the
London domain (even though they don‘t
have accounts in London).

Accounts

Policy

Figure 4.4 Trusted Domain

I
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In this example, the following statements are true because the London domain trusts

the Topeka domain:

. Users defined in tire Topeka domain can access resources in the London domain

without creating an account within that domain.

. Topeka appears in the From box at the initial logon screen of Windows NT

computers in the London domain. Thus, a user from the Topeka domain can

log on at a computer in the London domain.

When trust relationships are defined, user accounts and globai groups can be given

nights and permissions in domains other than the domain where these accounts are
located. Administration is then much easier, because you need to create each user

account oniy once on your entire network, and then the user account can be given

access to any computer on your network (provided you set up domains and trust

relationships to allow it).   

Note Trust relationships can be configured only between two Windows NT Server

domains. Workgroups and LAN Manager 2.): domains cannot be configured to use
trust relationships.

Changes to Computers in the Trusting and Trusted Domains
When one domain is permitted to trust another, User Manager for Domains creates
an interdomain trust account in the Security Accounts Manager (SAM) of the

trusted domain. This account is like any other global user account, except that the
USERJNTERDOMAiN_TRUST_ACCOUNT bit in the control fieid for the

account is set. The interdomain trust account is used only by the primary domain

controiler and is invisible in User Manager for Domains. The password is randomly

generated and is maintained by User Manager for Domains.

When this trust reiationship is established the Netlogon service on the trusting

domain attempts discoyery on the trusted domain, as described laterin this chaptei,
' andthe interdomain trust account is authenticated hy a domain controller on the
ousted domain.

When one domain trusts another, a trusted domain object is created in the LSA of

the trusting domain, and a Secret object is created in the LSA of the trusting
domain.
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Access to Files in a Trusting Domain
Users from the trusted domain can be given rights and permissions to objects in the

trusting domain using File Manager, just as if they were members of the trusting
domain. Subject to account privilege, users in the trusted domain can browse
resources in the trusting domain.

For example, suppose the London domain trusts the Topeka domain. User Entilyl),

who is a member of the Topeka domain, wants to access MYFILE.TXT, which is a

file located on a Windows NT Server computer in the London domain. When
EmilylD attempts to log on to the server in London, her user account information is
not transfen'ed to the London domain’s user database. Because London trusts

Topeka, the London domain has access to user information in the Topeka domain’s

user account database. uthenticating a user logon in this manner is called pass»

through authentication, a concept that is discussed in greater detail later in this
chapter.

One-way Trust Relationships
Trust relationships are defined in only one direction. In the previous example, just
because the London domain trusts the Topeka domain does not mean that the

Topeka domain trusts the London domain. For a two-way trust relationship, each
domain must be configured to trust the other.

Trust relationships are not transitive. For example, if the London domain trusts the

Topeka domain and the Topeka domain trusts the Melbourne domain, that does not
mean that the London domain trusts the Melbourne domain. For the London domain

to trust the Melbourne domain, a trust relationship must be explicitly established.

Users and computers from the trusting domain have no special status on the trusted

domain. The names of trusting domains do not appear in the From box of the Logon

dialog box, nor do users from the trusting domain appear in the File Manager of
computers in the trusted domain.

Setting Up Domains
The way you configure your network into domains depends on your administrative

resources and the size of your network. This section describes the most common
domain models:

- Single domain

- Master domain

- Multiple master domain

. Multiple trust
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Single Domain
in the single domain model, there is only one domain. Because there are no other

domains, there are no trust relationships to administer. This model is the best

implementation for organizations with fewer than 10,000 users in which trust

among departments is not an issue. This model offers centralized management of all

user accounts, and locai groups have to be defined only once. In an organization

with multiple domains where there is no need to share information among domains,

the best configuration is often multiple single domains.

If, hovvever, you anticipate significant growth in your organization, you might want

to consider a more flexible model, such as the multiple master domain model

described later in this section. If your organization grows beyond 10,000 users, the .

single. domain model can no longer support all your users, and there mi ght be a

great deal of administrative work involved in reconfiguring your user database.

Master Domain
is an issue,themasterdomain model13 asuitableoption.Inthismodel,one domain,
the master domain, is trusted by all other domains, but does not trust any of them.

Trust relationships among the other domains can bra-defined and administered as
necessary.

The master domain model offers the benefits of both central administration and

multiple domains. In an organization with a number of departments, each

department can administer its own resources, but user accounts and global groups

Still need to be defined only once, in the master domain.

As with the single domain model, however, the user population is limited to 10,000,

because all user accounts are maintained in one place, the master domain. Further,

local groups must be defined for each domain, which can require significantiy more

administration”ii you use local groupsextensively.

""ituittp1e“lnasterdomain
For large organizations, or those which anticipate substantial growth, the multiple
master domain model might be the best solution. In this model, thereis mo1e than
one master domain, each of which trusts all the other master domains, and all of

which are trusted by all the other domains. None of the master domains trusts any
of the suhdomains. '
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This model works best when computer resources are grouped in some logical

fashion, such as by department or by location. Because a multiple master domain
model can support as many as 10,000 users per master domain, it works well for

large organizations. And because all the master domains trust each other, only one
copy of each user account is needed.

The administrative requirements for a multiple master domain model can be

considerably greater than for a single domain or master domain model. Local and

global groups might have to be defined several times, there are more trust

relationships to manage, and not all user accounts reside in the same dOmain.

Multiple Trust
In the multiple trust model, all domains trust all other domains. This model is the

simplest to understand, but if many domains are involved it is the most complex to
administer.

Like the multiple master domain model, the multiple trust model is scalable as the
organization grows: it can support as many as 10,000 users for each domain (not

for each master domain, as in the multiple master domain model). Because each

domain has full control over its own user accounts, the multiple trust model can

work well for a company without a centralized management information services

(MIS) department. If, however, the organization has many domains, there can be a

very large number of trust relationships to manage. And because domain

administration is decentralized, it is harder to assure the integrity of global groups
that other domains might use.

Local and Global Groups

lletitiener

You can place a set of users with the same administrative requirements into user

groups. User groups make system administration much simpler, because you can

assign all members of a group the same logon script, file rights and permissions,
and user profile. If some aspect of the group’s administrative requirements changes,
you can make the change in just one place for all the users in the group.

User groups can be local or global. The terms local group and global group refer
not to the contents of the group, but to the scope of the group’s availability. A local
group is available only on the domain controllers within the domain in which it is

created, while a global group is available within its own domain and in any trusting
domain. A trusting domain can, therefore, uSe a global group to control rights and
permissions given members of a trusted domain.
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Global Groups
A global group contains only individual user accounts (no groups) from the domain
in which it is created. Once created, a global group can be assigned permissions and

rights, either in its own domain or in any trusting domain. A global group is a good

way to export a group of users as a single unit to another domain. For example, in a

trusting domain you can grant identical permissions to a particular file to a global

group, which then pertain to all individual members of that group.

Global groups are available only on Windows NT Server domains. When

Windows NT Server is installed on a computer, it is configured with two predefined

global groups:

- Domain Admins

- Domain Users

Local Groups
A local group IS a good way to import a group of users and global groups from
other domains into a single unit for use in the local domain. A local group can

contain user accounts or global groups from one or more domains. The group can be

assigned privileges and rights only within its own domain. Local groups created on
a Windows NT Workstation computer or a Windows NT Server computer in a

workgroup are available only on that computer.

The following predefined local groups are available on Windows NT Workstation
and ‘ v’indows NT Server computers:

- Adnunistrators

a Users

- Guests

- Backup operators

-. Restraint.

The following additional predefined local groups are available only on
Windows NT Server computers acting as primary or backup domain controllers:

- Account operators

- Print operators

- Server operators

Another predefined local group, Power Users, is available only on Windows NT

Workstation computers or on Windows NT Server computers that are not acting as
domain controllers.
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Logons and Authentication
When you log on to a workgroup computer, your logon information is compared
with the local user accounts database. When you log on to a computer that
participates in a domain, you choose whether to log on locally, or to the domain. (If

your domain trusts another domain, you can alternately choose to log on there.)
 

Note Windows NT Server computers store only domain accounts. To tog on to a
Windows NT Server computer, you must use a domain account. 

For example, suppose AnnM has an account on a domain (MyDomain), as well as

an account on a Windows NT workstation (Mkasta) belonging to that domain.

When AnnM logs onto her workstation account, the local authentication software
uses the information stored in the workstation user accounts database to

authenticate the logon. If AnnM logs onto the domain from that workstation, the

local authentication software sends the logon request to the domain for

authentication. Although they share the same username, each account has a unique
security ID.

 
Mkasta
(AnnM‘s Workstation)

Figure 4.5 Logging On Locally Versus Logging On to the Domain

As described in Chapter 2, “Windows NT Security Model,” of the Windows NT

Resource Guide, the Local Security Authority (LSA) creates a security access

token for each user accessing the system. This happens when the user fogs on and is

authenticated (that is, during interactive logon). The LSA also creates a security

access token when a user establishes a connection from a remote computer. This
procedure is called a remote logon.

r
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For example, suppose AnnM logs on and is authenticated by her local computer and
then wants to access a printer controlled by a Windows NT Server computer in

domain MyDomain. When she tries to connect to the printer {assuming she hasn’t
already connected to some other resource in the domain), she is actually performing
a remote logon. One of the servers in MyDomain checks the domain’s central user
accounts database for information to authenticate her account for the domain and

then creates a security access token for AnnM, and allows AnnM access.
 

Note This type of scenario becomes complex when AnnM uses different passwords
for different accounts. For example, if her local password doesn’t match the

password for her domain account, when she tries to browse the domain or connect
to a resource in the domain, a message like the following is displayed on the screen:.-~...1..... and,” r :r_x a-.r.... _..-
behfilll C‘I'I'Ui 1) IIGD thul (cu
Access is denied

While tools such as File Manager prompt for a valid password, the command—line

interface and some applications simply deny access. It is always a better idea to

have one set of credentials that apply everywhere in a trusted enterprise. 

From an administrative viewpoint, it is important to understand where the user
account information is stored. A user“ 5 account is either in a private local user

accounts database or in a domain user accounts database shared by all the

Windows NT Server computers in the domain.

The Nettogon Servree
The Netlogon service provides users logging on with a single access point to a

domain’s primary domain controller and all backup domain controllers. The
Netlogon service replicates any changes to the security database to all domain
controllers in the domain, including the SAM, Buiitln, and LSA databases

described in Chapter 2, “Windows NT Security Model,” of the Windows NT

. Resource Guide... IbeSAMdatabaseislimltednnlybv thesaturation.othesistty

entries permitted and by the performance limits of the computer hardware. The
maximum number of accounts of all types the SAM database supports is 10,000.

The Netlogon service on a Windows NT Server computer fully synchronizes its
user database when the domain controller is first installed, or when the domain

controller is brought back online after being offline, and the PDC’s change log is
full when the server returns online.

The Netiogon service accepts logon requests from any client and provides complete
authentication information from the SAM database. it can authenticate logon

requests as a member of a trusting or trusted domain.
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The Netlogon service runs on any Windows NT computer that is a member of a

domain. it requires the Workstation service and the “Access This Computer from

Network” right, which is set in User Manager on Windows NT Workstation

computers or servers, or User Manager for Domains on domain controllers. A

domain controller aiso requires that the Server service be running.

User Authentication

Petitioner Von

On a Windows NT Workstation computer or a Windows NT Server computer that

is not a domain controller, the Netlogon service processes logon requests for the
local computer and passes through Iogon requests to a domain server.

The Netlogon service processes authenticates a logon request in three steps:

1. Discovery

2. Secure channel setup

3. Pass~through authentication (where necessary)

Discovery
When a user logs on to a domain from a Windows NT Workstation computer or a

Windows NT Server computer that is not a domain controller, the computer must

determine the iocation of a domain controller in its domain. If the computer is part

of a workgroup, not a domain, the Netiogon service terminates. (If the workStation

is not connected to a network, Windows NT treats it like a member of a workgroup
consisting of one member.)

When a Windows NT Workstation computer or a Windows NT Server computer

that is not a domain controller starts up, it attempts to locate a Windows NT Server

computer in each trusted domain. (There is an implicit trust between the client and

domain controllers in its own domain.) In either case, the server located can be

either a primary domain controller (PDC) or a backup domain controller (BBC).

The act of locating a domain controller to connect to is called discovery. Once a

domain controller has been discovered, it is used for subsequent user authentication.

When a domain controller is started up, the Netlogon service attempts discovery

with all trusted domains. (Discovery is not necessary on the domain controller’s

own domain, because it has access to its own SAM database.) Each domain is

called three times in intervals of five seconds before discovery fails. If a trusted

domain does not respond to a discovery attempt, the domain controller attempts

another discovery every 15 minutes until it locates a domain controller on the

trusted domain. If the domain controller receives an authorization request for the

trusted domain for which discovery has not yet been successful, it attempts another

discovery immediately, no matter when the last discovery was attempted.
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Secure Communication Channel

Before a connection between two Windows NT computers is allowed, each

computer’s Netiogon service must be satisfied that the computer at the other end of
the contraction is identifying itself correctly. To do this, each computer’s Netlogon
service issues and verifies challenge and challenge response information. When this

information is successfully completed, a secure channel is established and a

communication session set up between the two computers‘ Netlogon services. The

session can be ended without terminating the secure channel. The secure channel is

used to pass subsequent network API calls between the two computers. The secure
communication channel is used to pass the username and encrypted password

during pass—through authentication. Pass~through authentication is discussed in
detail later in this chapter.

The Netlogon service maintains security on these communication channels by using
user~level security to create the channel. The following special internal user
accounts are created:

‘ nianm mac nIII/\ann-I Hum I‘vvjni‘nfl/‘nun‘h‘ (xi-11.1101“:man n firlrni-nf‘innf '\l BUAJULlll Eu3—.)
n

n H {Hnatal-Lu”. u VLIat uhulluuta, qulCu uuuvy u. uuulu. v LJII\DL(LL1U11

through authentication for a Windows NT Seerrve omputer in the domain, as
described later in this chapter

. Server trust accounts, which allow Windows NT Server computers to get copies
of the master domain database from the domain controller

a Interdomain trust accounts, which allow a Windows NT Server computer to

perform pass~through authentication to another domain

The Netlogon service attempts to set up a secure channel when it is started, as soon
as discovery is completed. Failing that, Netlogon retries every 15 minutes or
whenever an action requiring pass~through authentication occurs. To reduce
network overhead among trusted domains, the Netlogon service on a domain
controller creates a secure channel only when it is needed.
 

  
.. . c1.7(foremmple,because.the

domain controllers are offline), the Netlogon service starts anyway. If the user’s
interactive logon uses the same domain name and usemame, the user’s interactive

logon is successfully completed using cached credentials.

A Wind0ws NT computer stores the information used to authenticate the last
several (ten, by default) users who logged on interactively. That way, if all the
domain controllers are down at the same time, the last several users who connected

to the computer can still log on. Additionally the credentials of all users who have
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Pass-through Authentication
Pass~through authentication occurs when a user account must be authenticated, but

the local computer can’t authenticate the account itself. In this case, the username

and password are forwarded to a Windows NT Server computer that can

authenticate the user, and the user’s information is returned to the requesting
computer.

Pass—through authentication occurs in the following instances:

- At interactive logon when a user at a Windows NT Workstation computer or a

Windows NT Server computer that is not a domain controller is logging onto a
domain or trusted domain

- At remote logon when the domain specified is a trusted domain

Figure 4.6 illustrates pass-through authentication. In this example, AnnM wants to
access a computer in the London domain. Because the London domain trusts

AnnM’s home domain (Topeka), it asks the Topeka domain to authenticate AnnM’s
account information.

 
 

 

Security Policy database
UserAccounts database

 
Access:
usernama=AnnM
 
   
 

passwordzspecialK AnnM
home domainzTopeka {home account)

Topeka

Figure 4.6 Pass-Through Authentication

ictonr Vantage .i‘ioioiittgs tiara. er at .. ,‘iiaiiihtt ititti .. Page ii?”



70 Part | Anout Windows NT Networking”.
 

The Netlogon service provides this pass-through authentication. Each Windows NT
computer participating in the domain must be running, the Nettogon and
Workstation services. (Netlogou is dependent on the Workstation service.) The

Netlogon service communicates with the Netiogon service on the remote computer,
as illustrated in Figure 4.7.

Local Computer

Security
account «M——_—+ Netiogon
manager Pomain

 
 

Secure
Communications
Channel 

User accounts

Security
' Netiogon «am-fl» account

__ manager

 Domain Controtier

Figure 4.7 Netloguu Requirements for Domain Logons

If the user account is in a trusted domain, the request must first be passed from the

computer in the trusting domain to a domain controller in its demain. The domain
coutroiier then passes the request to a domain controller in the hosted domain,

whichauthenticatesttieuser.account inform on and then. returns thc Li.$.9i'
information lay-the reverse route; . H H I ‘ 7 ‘ I .. .. I ' '

interactive Logan
The interactive logon can occur in any user accounts database where a user has an
account. Depending on the type of Windows NT computer and how it has been
configured, the From box (in the Logon dialog box) lists the local computer and/or
domains where user accounts can be authenticated.
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Summary of interactive Logon Authentication
The following table shows the logon options for someone using a Windows NT

computer in a workgroup, a domain, and a domain with a trust reiationship. The
unique identifier used by Windows NT after logon depends on the iocation of

the database used to log on the user. The third column in this table describes the

unique identifier used in each case. Any network connection requests sent
elsewhere on the network include this unique identifier.

Table 4.1 Summary of Interactive Logan Authentication

Computer is in User can iogon at Unique identifier

Workgroup Locai database Computemame and usernatne

Domain Local database Computername and username
Domain database Domain name and username

Domain Local database Computername and usernarne
with a trust Home domain database Domain name and usemame

relationship Trusted domain database Trusted domain name and username

Domain without a Local database Computername and usemame
trust relationship Untrusting domain name and

' ' username
 

Remote Logon
A security access token created at interactive logon is assigned to the initial process

created for the user. When the user tries to access a resource on another computer,

the security access token is placed in a table in the remote server process. The

server process creates a security ID for the user and maps it to the user’s security
access token. This security ID is sent back to the client redirector and is used in all

further server message block (8MB) communication between the server and client.

Whenever a resource request comes in from the client, the security 1D identifies the
user to the server process. The security access token that maps to the user ED

identifies the user to the remote security subsystem.
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Windows NT

 
 
 

  
  

Security policy database
User accounts database

Windows it?
workstation

Table of remote user “38
UserlD1
UserlDZ 'I

workstation

Figure 4.8 Remote Logan

The following list shows the steps in a successful remote logon at a Windows NT

Workstation computer or Windows NT Server computer.

1. The usernarne, password, and domain name (the data entered in the Welcome
dialog box) of the logged on user are sent from the user’s computer to the remote
Windows NT server.

The authenticating computer’s SAM compares the logon username and

password with information in the user accounts database.

If the access is authorized, the authenticating computer’s LSA constructs a

security access token and passes it to the server process, which creates a
user ID referencing the security access token.

The user ID is then returned. to the client computer for 113:: in all subsequent

requests to the server.

After the session has been created, the client computer sends requests marked

with the user ID it received during session setup. The server matches the user ID

with the proper access token kept in an internal table. This security access token
at the remote computer is used for access authentication at the remote computer

by that user.

Remote Logon at a LAN Manager 2.x Server
Remote Iogon at a LAN Manager 2.): server is basically the same as remote logon

to a Windows NT computer. However, instead of comparing the user’s logon

information against a centralized user accounts database, the LAN Manager 2.3;

server compares the information with its local user accounts database. This
database may be the server’s own standalone database or a domain database shared

by a group of servers. LAN Manager 2.x servers cannot use pass—through
authentication.
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Accessing resources on a LAN Manager 2.x server is similar to accessing resources
on a Windows NT computer, except that the LAN Manager 2.x server does not use

a security access token to identify resource requests. Instead, the security ID maps
to the username, which is used to process resource requests.

If the LAN Manager 2.x server is in the same domain as a Windows NT Server

computer, the server logon is identical to that used when accessing another

Windows NT Server computer (except that the LAN Manager 2.16 server does not
generate or use security access tokens).

If the LAN Manager 2.x server is in another domain, the server logon is identical to

logon for a Windows NT Workstation computer that is a member of a workgroup.
This is true even for atrrusted domain, since LAN Manager 2.x servers don’t

support trust relationships. An account must exist either in the LAN Manager 2.x
server’s domain or at the stand-alone server itself.

Summary of Remote Logon Authentication
This section summarizes the various remote logon scenariosf

#- Workgroup computer connecting to a Windows NT computer in a domain

Interactive logon for the user at the workgroup computer (the client) is performed
by the local user accounts database.

The client’s username and a function of the password are passed to the specific
server in the domain to which the client is trying to corinect. This server checks the

username and password with information in its local user accounts database. If
there is a match, access to this server is ailowed.

t» Domain computer connecting to a Windows NT computer in the same domain

Interactive logon for the user at the client computer was performed by the domain 3
user accounts database

The client’s domain name, username, and a function of the password are passed to

the computer being accessed, which passes them to a Windows NT Server computer
in the domain.

The Windows NT Server computer verifies that the domain name for the client
matches this domain.

Next the Windows NT Server computer check the usemame and password against
the domain’s user accounts database. If there is a match, access is aliOWed.
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Domain client in a trusted domain connecting to a Windows NT computer

Interactive logon for the user at the client computer is performed by the domain’s
user accounts database.

' The client’s domain name, nsername, and a function of the password are passed to

the computer being accessed. That computer passes the logon information to a
Windows NT Server in the domain.

The Windows NT Server computer verifies that the client’s domain is a trusted

domain and then passes the client’s identification information to a Windows NT

Server computer in that trusted domain.

A Windows NT Server computer in the trusted domain (that is, the same domain as
the client computer) checks the nsemame and password against the domain’s user
accounts database. If there is a match, access is allowed.

Common Logos Scenarios
The following examples describe various logon scenarios in a Windows NT
environment.

Exampte t: Logging On to a Member of a Workgrouo
For a computer running Windows NT and participating in a workgroup, the
logon information is compared with the local user accounts database. When a user

logs on, the From box iists only the name of the local computer. The user cannot

specify another workgronp or domain for logon. There is no discovery, because the
Netlogon service is not running. If the user attempts access to another Windows NT

computer, authentication proceeds as discussed in “Example 4: Logging On to an
Untrusted Domain,” later in this chapter.
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Figure 4.9 Initial Logon and Local Databases for a Windows NT Workstation

After successful authentication, the username and password are cached by the

computer’ s rcdirector for use when connecting to remote resources.
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Example 2: Logging On to the Home Domain
From a Windows NT computer participating in a domain, a user can choose
to have his or her logon information authenticated by the local computer or by a
domain controller in its domain. If the user account is a domain account, a domain

controller’s SAM for the home domain or a trusted domain authenticates the logon.
The workstation itself connects to a domain with a workstation trust account.

The Front box lists the name of the local computer, the name of the home domain in

which the computer participates, and the names of any trusted domains.

.gflt’t‘lfl’fi- g......d l..   
———“ Security pciicy database

User accounts database
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controller

TrustedDomain
ccntrolter

Figure 4.10 Logging On from a Domain Workstation

The security access token generated in an interactive logon is maintained on
the computer where the user is logged on.

Example 3: Logging Onto a Trusted Domain
When a user at a Windows NT Workstation computer in a domain, or a

Windows NT Sewer computer that is participating in a domain but not as a domain
controller, attempts to log on to a trusted domain, the user’s credentials are not

authenticated on the local computer. The logon request is passed to a domain
controller on the trusted domain and is authenticated there.
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1f the username is not valid and the Guest account of the computer on the computer

the user is logging on to is enabled, the user is logged on to the trusted domain as a

guest. If the Guest account is disabled, or if the username is valid but the password
is not, the logon attempt fails with access denied. The Guest account is USed only
for remote logons.

The not use command prompts for a password if there is no corresponding user
account in the trusted domain, or if there is a corresponding user account but the

password does match the one supplied by the misting domain. in situations where
the net use command would require a password, the net View command simply
fails with access denied.

The From box lists the domain and trusted domains for this computer.

 [3"{§\'§Qgfi§§§.xw“atonement fleeusgémxfggr adminiIIIalnI
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Figure 47.1} Authentication by a Trusted-'Doniain Controller

Example 4‘: Logging On to an Untrusted Domain
If a client workstation or server connects by remote logon to a Windows NT

computer and the domain name specified is not trusted by the domain the client
workstation or server that the user is logged on to, the client computer checks its

own user account for the username and password supplied. If the credentials are

valid, the client logs the user on. lithe useruame is not valid and the client’s Guest

account is enabled, the computer logs the user on as a guest and passes the
credentials to the untrusted domain.
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Example 5: Logging on Without Specifying a Domain
Name

For Workstations running Windows for Workgroups 3.1 or LAN Manager 2.0, the

domain of the Windows NT computer being connected to might not be specified.
For a user connecting to an individual or workgroup workstation, user credentials
are authenticated only on the local computer. If the username is not valid and a

Guest account is enabled, the user is logged on as a guest.

if the client is connecting to a domain of which the workstation is a member, user

credentials are authenticated first by the workstation itself, and then by a domain
controller. If the username is not valid for the domain and the domain controller’s

Guest account is enabled, the user is logged to the Guest account of the machine

being connected to. If the username is valid but the password is not, or if the Guest

account is disabled, the user is again prompted for a password, and then the logon
attempt fails with access denied.

For a user logging onto a trusted domain from a domain workstation, it is not
obvious where the user’s domain account is defined. User credentials are

authenticated in the following order until the user is successfully logged on: first by

the workstation itself, then by the local domain server, and finally by the trusted

domain. If all these logon attempts fail, the user is connected, if possible, to the
local workstation‘s Guest account.

Troubleshooting Logon Problems
This section discusses the two categories of typical problems users might face that
relate to logons:

- Problems when trying to view a server’s shared resources

.. Problems when trying to access one of those resources

Viewing a Server’s Shared Resources
Suppose AnnM logs on to a Windows NT domain with the password Yippee. She
wants to view the shared resources on a server named “PRODUCTS, but her

password there is Yahoo. Because of this situation, Ann sees the following message
displayed on the screen:

Error 5: Access has been denied.
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AnnM asks the administrator of \\PRODUCTS to change her password, but the

administrator leaves the User Must Change Password At Next Logon checkbox
checked. When AnnM tries to view the server’s shared resources this time, she sees

the following message displayed on the screen: ‘

Error 2242: The password of this user has expired.

When the administrator of “PRODUCTS clears the User Must Change Password

At Next Logon checkhox. AnnM is finally able to see the server’s shared resources.

Accessing a Server’s Shared Resources
Suppose AnnM is iogged on to a Windows NT domain with the password Yippee
but wants to connect to a. shared directory on “PRODUCTS= where her password is

Yahoo. Even though “PRODUCTS has a Guest account because there is an
account for AnnM, she is not allowed to gain access via the Guest account. Instead,

Windows NT prompts AnnM for the valid password On \\PRODUCTS.

On the other hand, JeftH wants to access the same shared directory and has no
account on “PRODUCTS. He is allowed access to this resource via the Guest

account for “PRODUCTS and is assigned the permissions associated with that
account.

WAN Environments

:11 F1 vVAH c‘rlvaiuui‘lrcut, LiriifiO'uL parameters are EULOmfiiiCauy tul’ifidl‘uy uULn.
Windows NT Workstation and Windows NT Server. Session setup times out after
45 seconds.

Using the LMHOSTS file, a directed lnailslot can he sent directly to a computer’s
internet protocol (IP) address to establish a trust relationship. For information on
the LMHOSTS file, see Chapter 15, “Setting Up LMHOSTS.”
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CHAPTER 5

Windows NT Browser

 
Users on a Windows NT network often need to know what demains and computers

are accessible from their local computer. Viewing all the network resources

available is known as browsing. The Windows NT Browser system maintains a list,
called the browse list, of all the domains and servers available. For instance, when

a user attempts to connect to a network drive using File Manager, the list of servers

that is displayed in the Shared Directories bOX of the Connect Network Drive dialog

box is the browse list, and it is provided by a browser in the local computer’s
domain.

Note For the purposes of this discussion, the term server refers to any computer
that can provide resources to the rest of the network. A Windows NT Workstation

computer, for instance, is a server in the context of the Browser system if it can

share file or print resources with other computers on the network. The computer
does not have to be actually sharing resources to be considered a server. In this

chapter, specific references to Windows NT Server computers are always made
explicitly. '

The Windows NT browser system consists of a master browser, backup browsers,

and client systems. The master browser maintains the browse list and periodiCally
sends copies to the backup browsers. When a browser client needs information, it

obtains the current browse list by remotely sending a NetServerEnurnZ application

programming interface (API) call to either the master browser or a backup browser.

(A NetServerEnum API call is also supported for compatibility with Microsoft

LAN Manager networks.)

The centralized browser architecture reduces the number of broadcast datagrams.

A datagram is a network packet that is sent to a mailslot on a specified computer

(a directed damgram) or to a mailslot on any number of computers (a broadcast
dotagram). The centralized browser architecture also reduces the demands on the

client’s CPU and memory.
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Specifying a Browser Computer
Whether a. computer iunning Windows NT Workstation computer or a
Windows NT Server computer can become a browser is determined in the

Registry by the MaintainServerList entry under the HKEY;LOCAL_MACHINE
\SYSTEMCurrentControlSet\Services\Browse1'\Paran1ete1‘s key. The possibtc

values for the MaintainServerList entry are shown in the following table:

Table 5.1 Values for the MaintainServerList Entry  

  Value Meaning

No This computer will never be a browser.

:Yes This computer will become a browser. At startup, the server tries to contact
the master browser to get a current browse list. If the master brOWser

cannot be found, this computer forces a browser election, and can become
the master browser. For more information on browser elections, see

”Determining Browser Roles,” later in this chapter.
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Auto This computer is a potential browser. Whether it becomes a browser
depends on the number of existing browsers. This computer is notified by
the master browser it it should becomes backup browser

This is the default value for Windows NT Workstation computers. 

On any computer with a value of Yes or Auto for the MaintainServerList,
Windows NT Setup configures the Browser service to start automatically when the
computer starts.

Another setting in the

HKEY_LOCALHMACHINE\SYSTEIVI\CutrentControlSet\Scrvices\Browser\Para

meters key in the registry has a bearing on which scrversbecome master browsers
and backup browsers. Setting the IsDomainMasterBrowser entry to Tine or Yes on
a computer makes. that com_p___L_1_te_.r a.mefmted master:browserA. olcfened master
browser computer has an advantage over other computers in master browser
elections Also whenever a preferred master browser computer is started, it forces
a browser election. For more information on browser elections, see “Determining

Browser Roles,” laterin this chapter.
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Number of Browsers”in Domains and Workgroups
In a Windows NT Server domain, every Windows NT Server computer is a
browser. One Windows NT Server computer in the domain, the primary domain
controller if there is one, is the master browser, and the other Windows NT Server

computers are backup browsers. If there is more than one Windows NT Server

computer in the domain, no Windows NT Workstation computer will ever be a
master browser in the domain.

In a workgroup containing Windows NT Workstation computers, there is always

one master browser. If there are at least two Windows NT Workstation computers

in the workgroup, there is also one backup browser. For every 32 Windows NT

Workstation computers in the workgroup, there is another backup browser.

Determining Browser Roles
At certain times in each domain or workgroup, it is necessary to force an election of

the master browser. This section explains how the election works.

When a Windows NT computer needs to force a master browser election, it notifies

the other browsers on the system by broadcasting an election daragram. The
election datagram contains the sending browser’s election version and election

criteria, as explained later in this section. The election version is a constant value

that identifies the version of the browser election protocol.

When a browser receives an election datagram, the receiving browser examines the

datagram and first compares the election version with its own. If the receiving

browser has a higher election version than any other browser, it wins the election

regardless of the election criteria. If the election versions are identical for both ‘

computers, the election criteria are compared.

The election criteria is a 4—byte hexadecimal value. If there is a tie on the basis of

election version, the tie is broken by the value of the election criteria.

. . If the browser has a higher election criteria than the issuer of the election

datagrarn, the browser issues its own election datagram and enters the “election

in progress” state.

. If the browser does not have a higher election criteria than the issuer of the

election datagram, the browser attempts to determine which system is the new
master browser.
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Browsers

,7 the.
._ elec 1

Specific groups of bytes are masked and their values set according to the following
list:

Operating System Type: @xFFoflobbb
Windows NT Server: 0x2@@@@@@@
Windows NT Workstation: @xlfldbdflbb

Windows for Workgroups: bxbldobbbt

Election Version: @x@@FFFF@@

Per Version Criteria: @beQQBBFF

Primary Domain Controller: @xbbbbbGSQ
WINS client: , @xbbfibbbBb
Preferred Master browser @xQBQBGGQB

Running Master browser: @xdbwbflflfl4
MaintainServerListwyes wxGEGGGGGE

Running Backup Browser @xflfiGGGbol

If there is still a tie, the browser that has been running longest is the winner. If there

is still a tie, the browser that has a lexically lower name is the winner. For example,
a server with a name of A becomes master browser instead of a server with a name
ofB.

When a browser receives an election datagraun indicating that it wins the election,

the browser enters the running election state. In the running election state, the

browser sends an election request after 'a delay based on the browser’s current
browser role:

- Master browsers delay for 200ms.

. Backup browsers delay for 400nm

5 All other browsers delay for 800ms.

The browser broadcasts up to four election datagrams. If, after four eicction

datagrams, no other browser has responded with an election criteria that would win
ion theblowsei becomes the. master browser It thebrowser receives an
datagram indicating that another system would Win theelection the

browser demotes itself to backup browser. To avoid unnecessary network traffic, a
browser that has lost an election does not broadcast any unsent election datagrams.

  
 

The master browser and backup browsers in each domain have certain duties to
mniqtoin thei111'1urse list
L;nu M111 .-
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Role of Master Browsers

The master browser maintains the browse list, the list of all servers in the master

browser‘s domain or workgroup, and the list of all domains on the network. For a

domain that spans more than one subnetwork, the master browser maintains the
browse list for the portion of the domain on its subnetwork.

individual servers announce their presence to the master browser by sending a

directed datagram called a server announcement to the domain or workgroup’s
master browser. Computers running Windows NT Server, Windows NT

Workstation, Windows for Workgroups, and LAN Manager servers send server
announcements. When the master browser receives a server announcement from a

computer, it adds that computer to the browse list.

The master browser also returns lists of backup browsers (in the locai subnetwork

of a TCP/iP—based network, if the domain spans more than one subnetwork) to
computers running Windows NT Server, Windows NT Workstation, and Windows

for Workgroups. If a TCP/JLP subnetwork comprises more than one domain, each

domain has its own master browser and backup browsers. On networks using the

NetBEUI Frame (NBF) or NWLink lPMSPX-compatible network protocol, name

queries are sent across routers, so there is always only one master browser for each
domain.

When a computer starts and the computer’s MaintainServerList regisny entry is set

to Auto, the master browser must tell that computer whether or not to become a

backup browser.

When a computer first becomes a master browser, it. can force all servers to register

with itif its browse list is empty. The master browse computer does this by

broadcasting a Requesznnouncemem datagram. All computers that receive a

RequestAnnouncernent datagrarn must respond by sending a server announcement
at a random time within the next 30 seconds. The randomized delay ensures that the

network and the master browser itself are not overwhelmed with responses.

When a master browser receives a server announcement from another computer that

claims to be the master browser, the receiving master b'rOWSer demotes itself and

forces an election. This action ensures that there is always only one master browser

in each domain or workgroup.

Note The list of servers that the master browser maintains is limited to 64K of

data. This limits the number of computers that can be in a browse list in a Singie

workgroup or domain to 2000~3000 computers.
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Role of Domain Master Browsers

The primary domain controiler (PDC) of a domain is given a bias in browser
elections to ensure that it becomes the master browser. The browser service running

on a domain’s primary domain controller has the special additional role of being the
domain. master browser.

For a domain that uses TCP/IP and spans more than one snbnetwork, each

subnetwork functions as an independent browsing entity, with its own master

browser and backup browsers. To browse across the WAN to other subnetworks, at

least one browser running Windows NT Server is required on the domain for each
subnetwork. On the subnetwork with the PDC, this Windows NT Server computer

is typically the PDC, which functions as the domain master browser.

When a domain spans multiple subnetworks, the master browsers for each
subnetwork announces itself as the master browsers to the domain master browser

using a directed Master-BrowserAnnouncement datagram. The domain master
browser then sends a remote NetServerEnum API call to each master browser to

collect each subnetworlc’s list of Servers. The domain master browser merges the
server list from each subnetwork master browser with its own server list to form the

browse list for the domain. This process is repeated every 15 minutes to ensure that

the domain master browser has a complete browse list of all the servers in the
domain.

The master browser on each subnetwork also sends a remote thServerEnum API

call to the domain master browser to obtain the complete brOWSe list for the domain.
This browse list is thus available to browser clients on the subnetwork.
 

Note Windows NT workgroups cannot span multiple subnetworks. Any

Windows NT workgroup that spans subnetworks actually functions as two separate

workgroups, with identical names.

' "hotter "ot‘rEaettep-Ero “sere-
Backup browsers call the master brOWSer every 15 minutes to get the latest copy of
the browse list, as well as a list of domains. Each backup browser caches these lists

and returns the list of servers to any clients that send a remote NetServerEnum

API call to the backup browser. If the backup browser cannot find the master
browser, it forces an election.
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How Computers Announce Themselves
When a computer is started, it announces itself by sending a server announcement

to the domain or workgroup’s master browser every minute. As the computer

continues running, the time between server announcements is increased until it
eventually becomes once every 12 minutes.

If the master browser has not received a server announcement from a computer for

three announcement periods, the computer is removed from the browse list. 

Note There might be up to a 36—minute delay between the time a server goes down
and the time it is removed from the browse list.  

Domain Announcements
Client computers sometimes need to retrieve lists of domains, as well as lists of
servers in those domains. The Windows NT NetServerEnum API hasa level of

information to allow this.

When a browser becomes a master browser, it broadcasts a DoinainAnnouncement

datagram every minute for the first five minutes, and then broadcasts once every 15
minutes after that. Master browsers on other domains receive these

DomainAnnouncement datagrams and add the specified domain to the browse list.

Domaz'nAnnormcemem daragrams contain the name of the domain, the name of the

domain master browser, and whether the master browser is running Windows NT

Server or Windows NT Workstation. If the master browser if running Windows NT

Server, the datagram also specifies whether that browser is the domain’s PDC.

If a domain has not announced itself for three consecutive announcement periods,
the domain is removed from the browse list.
 

Note A domain might be down for as long as 45 minutes before it is removed from
the browse list.   

The domain master browser augments this list of domains with the list of domains

that have registered a domain NetBIOS address with the Windows Internet Name

Service (WINS). Checking against WINS ensures that the browser maintains a

complete list of domain names in an environment with subnetworks. For

information on special NetBIOS names, see “Managing Special Names” in
Chapter 14, “installing and Configuring WINS Servers.”
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How Clients Receive Browser Information

When an application running on a client issues a NetServerEnum APl call, the
client sends the API call to a browser.

if this is the first time a NetServerEnum API call has been issued by an

application running on the client, the client must first determine which computers
are the browsers in its workgroup or domain. The client does this by sending a

QueryBrowserServers directed datagram. This request is processed by the master
browser for the domain and subnetwork on which the client is located. The master

browser then returns a list of browsers active in the workgroup or domain being

queried. The client selects the names of three browsers from the list, and then stores
these names for future use. For future NetServerEnum API calls, a browser isnLfiafim 4 .__§-. 3..-.-- 2L. . ‘L...... L_._..-.,..-._. MAMA» ‘3. . . ..— ..—.———.1 L. v 4!... .-.’..'.s.-
bllLJDC-ll lallUUlllE)’ 11£)1ll till.) lilLUU UXUWDLA. lldUlUD LilaL WCLLr DfLYUU Uy Mic hilt/ILL.

If the eiient cannot find the master browser after three attempts, the client issues a

ForceElecrion broadcast to the domain being queried. A ForceElection broadcast
forces the election of a new master browser in the domain. To indicate that the

master browser could not be found, the client then returns an error

(ERROR_BADMNETPATH) to the application. For more information on browser

elections, see “Determining Browser Roles,” earlier in this chapter.

Browser Failures

When a server fails, it stops announcing itself. When the master browser does not
receive a sewer announcement for three of the server“ 5 current announcement

periods, the master browser removes the non-browser from the browse list. It might
take up to an additional 15 minutes for the backup browsers to retrieve the updated
browse list from the master browser, so it could take as long as 51 minutes from the
time a server fails to when it is removed from all browse lists.

Because a backup browser announces itself in the same way as a server, the

wooed-um whenahackup browser fails is..—tlie.same.,.as..that.f9r a server: Hits-name
of this backup browser has been given to any clients, attempts made by those clients

to contact this backup browser fail. The client then retries the NetServerEnurn
APi call on another backup browser on the client‘ 5 list of browsers. If allthe

backup browsa's that a client knows have failed, the client attempts to get a new list
of backup browsers from the master browser. If the client is unable to contact the
master browser, it forces a browser election.
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When a master browser fails, the backup browsers detect the failure within 15

minutes. After a master browser failure is detected, the first backup browser to
detect the failure forces an election to select-a new master browser. In addition, it is

possible that between the time the master browser fails and the election of a new

master brewser happens, thedomain will disappear from the list of domains in the

browse list. If a client performs its first NetServerEnum API call after the old

master browser has failed but before a backup browser detects the failure, the client

forces an election. If a master browser fails and there are no backup browsers,

browsing in the workgroup or domain will not function correctiy.

When a domain master browser fails, other master browsers see only servers on the

same local subnetwork. Eventually, all servers that are not on the local subnctwork
are removed from the browse list.

Browser Components
The Browser system consists of two components:

- Browser service

. Datagrarn Receiver

The Browser service is the user—mode portion that is responsible for

maintaining the browse list, remotely making API calls, and managing the
various roles a browser can have. It resides within the LanmanServer

service (\systemroot\S YSTEM32\SERVICES.EXE) and is supported by

\systemroot\SYSTEM32\BROWSER.DLL. The browser’s registry entries are
under the HKEY_LOCAL_MACHINE\S YSTEMCuL‘rentControlSet

\Services\Browser key.

The datagrarn receiver is the kenlel—mode portion of. the browser, and is simply a

datagrarn and mailslot receiver. It receives directed and broadcast datagrams of

interest to the workstation and server services. It provides kernel—level support for

the NetServerEnum API, as well as support for remote mailslot reception (second-

class datagrarn-based maiislot messages) and the request announcement services.

The datagram receiver file is \syrremrooASYSTEM32\BROWSER.SYS. The

datagram receiver” s registry entries are in the HKEY_LOCALHMACHINE

\SYSTEM\CurrcntControlSet\Services\DGRcvr key.
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Maiislot Names

All browser datagrams destined for LAN Manager, Windows for Workgroups,
Windows NT Workstation, or Windows NT Server computers are sent to the
mai lslot name \MAESLONANMAN.

Browser datagrams that are destined only for Windows NT Workstation or
Windows NT Server computers are sent to the mailslot name

\MAILSLOTMSBROWSB.

LAN Manager Interoperability
In order for Windows NT browsers and LAN Manager browsers to work together,

you might have to perform some configuration tasks.

Making Windows NT Servers Visible to LAN Manager Clients
To make a Windows NT server visible to LAN Manager ciients, you must

configure the Windows NT server to announce itself to LAN Manager 2.): servers.
You can do' this by using the Networks option in Control Panel or by changing the
LMannounce entry in the Registry.

e To make a Windows NT server visible to LAN Manager clients using the
Control Panel
-¢

1. 0n the Windows NT computer, double—click the Network option in Controi

Panel to display the Network Settings dialog box.

2. Select Sever from the Installed Network Software box, and then choose the

Configure button to display the Server dialog box.

3. Select Make Browser Broadcasts to LAN Manager 2.): Clients check box, and
then choose the OK button.

5 To" make a Windowsfi’i‘browser visiibi'e'to'LAN Manager 'cii‘ents rising the

Windows NT Registry

1. Run the REGEDT32EXE file from File Manager or Program Manager to start

the Registry Editor.

2. Locate the following key:

HKEYWLOCALJVIACHINE\SYSTEWCurrentContr‘olSet\Services\LanmanSe
rver\Parameters

3. Change the value of the LMannounee entry to 1.

For more information about the Windows NT Registry, see Chapters 10 through 14
in the Windows NT Resource Guide.
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Making LAN Manager Domains Visible to Windows NT Browsers
You can make up to four LAN Manager-only domains visible to a Windows NT

Browser. You can do this by using the Control Panel or configuring the Registry of

the Windows NT browser. The LAN Manager domains you add to the

Windows NT browse list this way will be visible to all members of the
Windows N ] browser’s domain.

is: To make LAN Manager domains visible to a Windows NT browser using the
Control Panel

1. On the Windows NT computer, double—click the Networks option in Control
Panel to display the Network Settings dialog box.

2. Select Computer Browser from the Installed Network Software box, and then
choose the Configure button to display the Browser Configuration dialog box.

3. For each LAN Manager domain you want to acid, type the LAN Manager
domain name in the box on the left, and then choose the Add button.

4. When finished adding up to four domains, choose the OK button.

9 To make LAN Manager domains Visible to a Windows NT browser using the
Windows NT Registry

1. Run the REGEDTBZEXE file from File Manager or Program Manager of the
Windows NT browser to start the Registry Editor.

2. Locate the following key:

HKEY_LOCAL_MACHINE\SYSTEMCurrentControlSet\Serviees\LanmanSe
Iver\Parameters

3. In the OtlierDomains entry, add the names of the LAN Manager domains that
you want to be made visible to the Windows NT browser.

For more information about the Windows NT Registry, see chapters 10 through 14
in the Windows NT Resource Guide.
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CHAPTER 6

Using NBF with Windows NT  
NetBEUI Frame (NBF) is the implementation of the NetBIOS Extended User

Interface (NetBEUI) protocol driver used in Windows NT. This protocol provides
compatibility with existing LAN3 that use the NetBEUI protocol.

This chapter describes how NBF handles connection——oriented and connectionless

network traffic andit also describes NBF’S unique method for handling resources

to create a virtually infinite number of connections. The tOpics include the
following:

Overview of NetBEUI and NBF

NBF and network traffic

NBF and Sessions

Session limits
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overview oi NetBEIIIIand NSF

The NetBEUI protocol, first introduced by IBM in 1985, was written to the
NetBIOS interface and designed as a small, efficient protocol for use on

department—sized LANs of 20 to 200 workstations. This original design assumed
that broader connectivity services could be added by including gateways as the

network grew. (As described later in this chapter, NBF breaks the session limit that
restricted NetBEUI‘s reach.)

The NetBEUI protocoi provides powerful flow control and tuning parameters ptus
robust error detection. Microsoft has supported the NetBEUi protocol in all of its

networking products since Microsoft’s first networking product, MS~Net, was
introduced in the mid-19803.

NetBEUl is the precursor to the NetBEUI Frame (NBF) protecol included with
Windows NT. NBF provides compatibility with existing LAN Manager and
MS—Net installations, and with IBM LAN Server installations. On Windows NT,

the NetBIOS interface is supported under MS-DOS, 16-bit Windows, and Win32
subsystem environments

BF and NGlWOI'K Traffic

The NBF protocol, like thBEUI, provides for both connectionless or connection—
oriented traffic. Connectionless communications can be either unreliable or reliabie.

NBF and NetBEUI provide only unreliable connectionless, not reliable
connectionless communications.

Unreliable communication is similar to sending a letter in the mail. No response is

generated by the receiver of the letter to ensure the sender that the letter made it to
its destination. In comparison, reliable connectionless communications is like a
registered letter whose sender is notified that the letter arrived. ‘

(‘nI-II-Ier- tigh—minnted onmjnnmmtmnq nrovirje reliabia rnmmtmtr‘atmnq between two

computers in a way thatIS analogous to a phone call, where two callers connect, a
conversation occurs, and then the connection is dropped when the conversation

ends. A reliable connection requires more overhead than connectionless
communications do.

NBF communicates via the NDlS interface at the Logical Link Control (LLC)

sublayer. A connection at the LLC sublayer is called a link, which is uniqueiy
defined by the adapter’s address and the destination service access point (DSAP). A
service access point (SAP) can be thought of as the address of a port to a layer as
defined by the 031 modci. Because NBF is a NetBIOS implementation, it uses the
NetBIOS SA}J (OXFO). While the 802.2 protocol governs the overall flow of data,

the primitives are responsibie for passing the data from one layer to the next. The
primitives are passed through the SAPS between layers.

F 4.
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7. Application
 

5. Presentation

5, Session

 4. Transport

 
 

 
 

3. Network

2. Data Link 

 
Network adapter card driver(MAC) 

1. Physical
Network adapter card

Figure 6.1 NBF Communicates via the NDIS Interface at the LLC Sublayer

Connectionless Traffic

For connectioniess traffic that requires a response from a remote computer, NBF

sends out a certain number of frames, depending on the command. The total number

is based on retry Registry value entries, such as NameQueryRetries. The time

between sending each frame is determined by timeout Registry entries, such as

NameQueryTimeout.

Three types of ‘NetBIOS commands generate connectioniess traffic: name claim and

resolution, datagrams, and miscellaneous commands. These commands are sent as
UI (Unnumbered Information) frames at the LLC sublayer.

To see how Windows NT uses retry and timeout values from theRegistry, consider
what happens when Windows NT registers computernames via NBF using the
NetBIOS AddName command. When NBF receives the AddName command, it

broadcasts ADD_NAME__QUERY frames a total of AddNameQueryRetries

times and sends these broadcasts at a time interval of AddNachueryTimcout.

This aliows computers on the network enough time to inform the sending computer

whether the name is already registered as a unique name on another computer or a
group name on the network.
 

Note All Registry values discussed in this chapter are found under the following
Registry path:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControi Set\Servi ce5\Nhf
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connection-Cristina Traffic
The net use command is an example of a connection-oriented communication, as

illustrated in Figure 6.2.

Client

"swan
NBF LEEli    

r3:.
”i .

finewasxu‘mmsm‘mmwsmxg

Figure 6.2 Connection-oriented Network Traffic

When a user types net, use at the command line to connect to a shared resource,

NBF must first locate the server by sending UI—frames, and then initialize the link.

This is handled by the redirector when it makes a connection to the NBF drivers via

the Transport Driver inte1face (TDI) boundary. NBF begins the sequence by

generating a NetBIOS Find Name frame. Once the server is found, a session is set

up with UC Class-ii frames following the standard 802.2 protocol (802.2 governs
the overall flow of data).

The cIient computer sends an SABME (Set Asynchronous Balance Mode Extended)

frame, and the server returns a UA (Unnumbered Acknowledgment) frame. Then

the client sends an RR (Receive Ready) frame, notifying the Server that it is ready

to receive l—frames whose sequence number is currently 0. The server

acknowledges this frame.

Once the LLC—level session is established, additional NetBEUI—Ievei information is

exchanged. The ciient sends a Session Initialize frame, and then the server responds
with a Session Confirm frame. At this point, the NetBEUI—level session is ready to

handle appiication—level frames (_Server Message Blocks, or SMB s).

Reliable transfer is achieved with link-oriented frames by numbering the l—frames.

This allows the receiving computer to determine whether the frames were lost and

in what order they were received.

NBF uses two techniques to improve performance for connection-oriented traffic:
use of adaptive sliding windows and use of link timers. These techniques are
described in the next two sections.
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Adaptive Stiding Window Protocol
NBF uses an adaptive sliding window algorithm to improve performance while
reducing network congestion and providing flow control. A sliding window

algorithm allows a sender to dynamically tune the number of LLC frames sent

before an acknowledgment is requested. Figure 6.3 shows frames traveiing through
a twouway pipe.

 
 

Fledireclor  
Figure 6.3 Adaptive Sliding Window

If the sender could feed only one frame into the pipe and then had to wait for an
acknowledgment (ACK), the sender’s pipe would be underused. If

the sender can send multiple frames before an ACK is returned, the sender can keep

the pipe full, thereby using the full bandwidth of the pipe. The frames Would travel
forward, and then ACKs for the received frames Would travel back. The number of

frames that the sender is allowed to send before it must wait for an ACK is referred

to as the send window. In general, NBF has no receive window, unless it detects

that the remote is a version of IBM LAN Server, which never polls; in this case,

NBF uses a receive window based on the value of MaximumlncomingFrames in
the Registry.

The adaptive sliding window protocol tries to determine the best sizes for the

send window for the current network conditions. Ideally, the windows should be big

enough so that maximum throughput can be realized. However, if the window gets

too big, the receiver could get overloaded and drop frames. For big windows,

dropped frames cause significant network traffic because more frames have to be

retransmitted. Lost frames might be a problem on slow links or when frames have

to pass over multiple hops to find the receiving station. Lost frames coupled with
iarge send windows generate multiple retransmissions. This traffic overhead might

make an already congested network worse. By limiting the send window size,
traffic is throttled, and congestion control is exercised.
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Link Timers

NBF uses three timers: the response timer (T1), the acknmvledgment timer (T2),
and the inactivity timer (Ti). These timers help regulate network traffic and are
nnfilrol1nr1 In” tho uninnn n? Han harm-HT1Timanut “0991Ili'T2Timeeul' and\JUlllrJ .uuu u} LJJU vuguvo u; LIJU ”Luann“: LAAIIIDUL-I‘, u‘tllllallI-l .a.; up, unu

DefaultTiTimeout Registry entries, respectiveiy.

The response timer is used to determine how long the sender should wait before
it assumes the I—frame is lost. After Ti milliseconds, NBF sends an RR frame that

has not been acknowledged and doubles the value for T1. If the RR frame is not

acknowiedged after the number of retries defined by the value of LLCRetries, the
link is dropped.

Where the return traffic does not aliow the receiver to send an 1—frame within a

legitimate time period, the acknowledgment timer begins, and then the ACK is sent.
The value for this timer is set by the T2 variable, with a default value of 150
miiiiseeonds. If the sender has to wait until the T2 timer starts in order to receive

a response, the link might be underused while the sender waits for the ACK. This
rare situation can occur over slow links. On the other hand, if the timer value is too

low, the timer starts and sends unnecessary ACKs, generating excess traffic. NBF

is optimized so that the last frame the sender wants to send is sent with the POLL
bit turned on. This forces the receiver to send an ACK immediately.

The inactivity timer, Ti, is used to detect whether the link has gone down. The
default vaiue for Ti is 30 seconds. if Ti milliseconds pass without activity on

the link, NBF sends an I—frame for polling. This is then ACKed, and the link is
maintained.
  

 

NBF and Sessions

Each process within Windows NT that uses NetBIOS can communicate with up to
254 different computers. The implementation of NetBIOS under Windows NT

requires the application to do a few more things than have traditionally been done
on other platforms, but the capacity for doing up to 254- sessions from within each
process is welt worth the price. Prior implementations of NetBIOS had the 254-
session limit for the entire computer, including the workstation and server

components.

Note that the 254rsession limit does not apply to the default workstation or server

components. The workstation and server services avoid the problem by writing
directly to the TD} rather than calling NetBIOS directly. This is a handie-based
(32-bit) interface.
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NBF also has a unique method of handling resources to create a virtually infinite
(memory permitting) number of connections, as described in the next section.

Session Limits
The 254-session limit is based on a key variable in the NetBIOS architecture called

the Local Session Number (LSN). This is a one—byte number (0 to 255) with

several numbers reserved for system use. When two computers establish

a session via NBF, there is an exchange of LSNs.

The LSNs on the two computers might be different. They do not have

to match, but a computer aiWays uses the same LSN for a given session. This

number is assigned when a program issues a CALL NCB (Network Control Block}.

The number is actually shared between the two computers in the initial frame sent
from the calling computer to the listening computer. Figure 6.4
shows this session-creation frame exchange.
 

 
 
 

NOB CALL

(NamezFlEMOTE)
2. SourceAddress=0286DO-12903B

NameQuery Response
  

 
 

 

1. SourCEAddreSS=0286D0—1lF784

NameQuery{LSN=5, Name=REMOTE)

NOB LISTEN

(Name:REMOTE)
 

Figure 6.4 Broadcast of NameQuery

The initial frame is a NameQuery frame. In previous implementations of NBF, this

frame was broadcast onto the network. All computers read the frame and check to
see if they have the name in their name space and if there is a LISTEN NCB

pending on the name. If there is a LISTEN NCB pending, the computer assigns a
new LSN for itself, and then adds it to the response frame and satisfies the LISTEN

NCB, which now contains just the LSN used on that computer. Even though both
computers know the LSN of the other, the information is not used. The more

important information for the two communicating partners is the network addresses

that are part of the frames. As the frames are exchanged, each partner picks up the
address of the other in the source address component

of the frame received. The NBF protocol keeps the network address of the remote

partner so that subsequent frames can be addressed directly.
 

Note This process applies for NBF connections. NethIOS connections established
via TCP/lP and RFCIGOU1002 or NBP are handled differently. 

re £124
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Windows NT has to use the same NameQueiy frame to establish connections

with remote computers via NBF; otherwise, it would not be able to talk to existing
workstations and servers. The NameQuery frame transmitted must contain the

inbyte-wide LSN to be used.

Breaking the 254-Session Limit
NBF breaks the 254-session barrier by using a combination of two matrices, one

maintained by NBF, and one maintained by NetBIOS.

The NBF system maintains a twodimensionai matrix, as shown in Figure 6.5.
Aiong the side of this matrix are the LSN numbers 1 to 254. Across the top are the
network addresses for the different computers that it has sessions with. In the cell

defined by the LSN and network address is the TDI handie, which relates back to

the process that established the connection (either the CALL or LISTEN).

  
is

Figure 6.5 _ NBF and. Its LSN Matrix
 

Note The matrix concept and its contents are for illustration purposes oniy. The

physical storage algorithm and exact contents are beyond the scope of this chapter. 

The NameQuer-y frame from Windows NT contains the LSN number associated
with the T131 handle that satisfies either the NCB CALL or the LISTEN. in the case

of 21 CALL, it is not broadcast but is addressed directly to the recipient.

The remaining mystery is how NBF gets the network address of the recipient to add
to its matrix when doing the CALL. (It’s easy on the LISTEN side because the

address is in the NameQuery frame received.)

4I? :3-
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As shown in Figure 6.6, NBF uses two NameQuery frames.

 

 
2. SourceAddress=G286D0-t29030

NameQuery Response 
 

NCB CALL

(NamezFlEMOTE)

 
4. SourceAddress=0286DO-12903B

NameOuery Response
 

1. SourceAddressril'lQBGDO-H F784

NameQuery(LSN=0, Name=REMOTE) miihtsdgthTE) 
3. SourCEAddreSs=0286i30-i1F784

NameQuery(LSN=5, Name=REMOTE)

Figure 6.6 Two NameQuery Frames in Windows'NT NBF

For the numbered items in Figure 6.6:

1. The first frame is the FindName format of the NameQuery.
However, an LSN of 0 is special; it indicates that it is a FindName. The

FindName is broadcast; when the remote computer responds to the

frame, NBF has the network address it needs to add an entry to the table.

2. The second NameQuery is then sent directly to the remote station, with the LSN
filled in as a CALL command. The FindName will be successfully returned by
the remote computer, even if no LISTEN NCB is posted against the name.

3. If no LISTEN NCB is posted against the name1 frame (3) is sent.

4. The same frame is responded to by frame (4).

NBF must aiso address another problem—the LSN from the NBF tabie cannot be

the one returned to the process issuing the CALL or LISTEN commands. NBF may
have established connections with multiple 1emote computers with LSN=5, for

example Windows NT must return each process an LSN number that uniquely
defines its session.

As stated earlier, NBF uses the TDI handle to know which LSN and network

address to send frames to, and each process has its own set of LSNs available to it.

The1efore,the1e must be a component between the originating process and the TDI

interface of NBF that translates a process ID and an LSN into a TDI handle. The
component in the middleis called NETBIOS.SYS.

This concept is illustrated in Figure 67, although the table maintained by

NETBIOSSYS is actually 254 LSNs per LANA number per process. (in
Windows NT, each binding path is represented by a LANA number}. In reality,

each process can have up to 254 sessions per LANA number, not just a total of 254
sessrons.
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Process 19
LSN

TDI Handle

 

 

 

NETBEOSBYS

 
  

2.3.}.21
mA >3rcH6hLQJn-gami-zsgg.

Figure 6.7 NETBIOSSYS Matrix

NETBIOSSYS builds a second matrix that has LSNs down the side, process IDs

along the top, and TDI handies in the cells. It is the LSN from this table that is

passed back to the originating process.

Figure 6.8 presents a top-down View of the architecture.

Process ID 2122

N08 call
143,4": .xma z IJ .2'1(4{\-'15‘.K‘v5’:l):?lfh=.

sun;

  
 

2.:"15w User mode 

  
Kemei mode

Process ID
LSN

TD! Handle

  
Figure 6.8 Another View of the NetBIOS Architecture
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For example, suppose a process needs to establish a session with a remote

computer. Before the process can issue the CALL NCB, it must issue a RESET

NCB. This command signals NE'I‘BIOSSYS to allocate space in its TDI handle

table, among other things. Once the RESET is satisfied, the process issues 3 CALL

NCB to make a connection with a specific remote computer. This NCB is directed

down to the NETBIOSSYS device driver. The driver opens a new TDl handle to
NBF and sends the command to NBF.

NBF issues the first NAME_QUERY with LSN=D to find the remote computer.
When the remote computer responds, the network address is extracted from the

frame, and a column in the NBF table is created. The second NAME_QUERY with

an LSN is sent directly to the remote computer. When that frame is returned

successfully, N131? returns from the TDI call to the NETBIOSSYS driver with a
successfui status code.

NETBIOSSYS then fills in the LSN from its table into the NCB and satisfies it

back to the calling process.
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CHAPTER 7

Using DLC with Windows NT  
A Data Link Control (DLC) protocol interface device driver is included in

Windows NT Workstation and Windows NT Server. The DLC protocol
is traditionally used to provide connectivity to IBM mainframes. It is also used to

provide connectivity to local area network printers that are directly attached to the

network, instead of to a specific computer.

This chapter provides details about the DLC protocol device driver for
Windows NT. ,
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overview

The Data Link Control (DLC) protocol driver provided with Windows NT aiiows

the computer to communicate with other computers running the DLC protocol stack
(for exampie, an EBM mainframe) and other network peripherais {for exampie,

printers such as a Hewlett—Packard HP 4Si that use a network adapter card to
connect directly to the network). '

Windows NT DLC contains an 802.2 Logical Link Control (LLC) Finite State

Machine, which is used when transmitting-and receiving type 2 connection-oriented

frames. DLC can also transmit and receive type i connectioniess frames, such as

Unnumbered Information (U1) frames. Type 1 and 2 frames can be transmitted and

received simultaneously.

WindowsNT DLC works with either token ring or Ethernet MAC drivers and can
transmit and receive Digital.Intel.Xerox (DIX) format frames when bound to an
Ethernet MAC.

The DLC interface can be accessed from 32-bit Windows NTabased programs and

from 16—bit MS~DOSibased and 16—bit Windowssbased programs. The 32-bit

interface conforms largely to the CCB2 interface, the segmented 16-bit pointers

being replaced with flat 32—bit pointers. The 16—bit interface conforms to the CCBl
interface.

 

Note For definitions of the CCB interfaces, see the IBM Local Area Nenvork

Technical Reference. - 

Loading the DLC Driver on Windows NT
The DLC driver can be loaded when the system is first installed, or any

time thereafter, using the Network option in Control Panel.

The order of the bindings section is significant to DLC because an adapter

is specified at the DLC interface as a number—typically 0 or 1 (aithongh
Windows NT DLC can support up to 16 physical adapters). The number

corresponds to the index of the adapter in the DLC bindings section. If you
have only one network adapter card installed, DLC applications use a value of t} to
refer to this adapter, and you need not make any changes to the bindings.

If you have more than one adapter card, you might want to modify the bindings.
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h To change the order of the bindings

I. From the Network Control Panel, choose Bindings.

2. From the Show Bindings For box, choose DLC Protocol;

You will see a list of bindings, such as the following:

DLC Protocol -> ARC Built-in Ethernet Adapter Driver ->
[@1] ARC Built-in Ethernet Adapter

DLC Rrotocol -> 18M Token Ring Adapter Driver —>
[@2] IBM Token Ring Adapter

The numbers in brackets refer to the order in which the adapters were installed.

In this example, DLC currently refers to the Ethernet adapter as adapter #0 and

the Token Ring adapter as adapter #1.

If you have software (such as a 3270 emulator program) that allows you to

specify an adapter number at run time, you might decide to keep the current

setup and change the adapter number when you run the software. Typically,
however, the software uses adapter #0, expecting an IBM Token Ring card

to be the primary adapter. In this case, you will need to change the order of

the bindings list.

3. To change the order of an item in the list, highlight the item, and then use
' the up~ and down—arrow buttons to reposition it in the list.

For example, suppose you wanted to change the above bindings so that the IBM

Token Ring adapter corresponds to adapter #0 and the ARC Ethernet adapter

corresponds to adapter #1. Highlight the line containing IBM Token Ring

Adapter Driver, and click once on the up—arrow button. The bindings are now

correctly ordered for your application software, and you do not need to modify

the program configuration.

4. Choose OK to keep the modified bindings list.
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ILC tiriver Parameters in the Registry
Unlike other Windows NT protocol drivers, DLC does not bind to a MAC driver

until an adapter open command is issued. When an adapter is opened for the first

time, the DLC protocol driver writes some default vaiues into the Registry for

that adapter. These vaiues control the various timers that DLC uses, whether DIX
frames should be used over an Ethernet link, and whether bits in a destination

address shouid be swapped (used when going over a bridge that swaps destination
addresses).

The timer entries in the Regist:ywe supplied because progtan:supplied timer

vaiues might not be sufficient. There are three timers used by DLC iink,
communication:

. T1 is the response timer.

. T2 is the acknowledgment delay timer.

. Ti is the inactivity timer.

Each timer is split into two groups—TxTiekOne and TxTickTwo, where x is
1, 2, or i.

Typically, these timer values are set when a program opens an adapter and/or
creates a Service Access Point (SAP).

The Registry contains entries used to modify timer values. Registry entries for DLC

are found in the following location:

HKEY_LOCALmtviACHiNE\SYSTEM\CurrentControl Set\Servi ce5\DLC\Par‘ameters

\<Adapter Name>

When you edit a timer entry value. the change takes effect the next time the adapter

is opened (for example, by rerunning the application). For more information,
including the ranges and default values for the timers, see “DLC System Driver

Entries” in Chapter 14, “Registry Value Entries.”

Communicating with SNA Hosts Using DLC and SNA

.ifeirtioner it

One of the major uses of the DLC protocol todayis connecting personal computers
to SNA hosts, thatis, IBM mainframe or midrange computers such as the ASMOO.

With the increased popularity of local area networks in the inidr19803, IBM

introduced two new connectivity options for its hosts. With the Token Ring

interface Connection (TIC), any SNA host can communicate with a token ring
network. With the LAN Interface Connection (LIC), an AS/4OO computer can
communicate with an Ethernet network.
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PC with DLC

327D emulation 
Figure 7.1 Mainframe Connectivity Path Using Token Ring

The SNA hosts already possessed a rich protocol stack in Systems Network

Architecture (SNA). SNA provides equivalent functionality to the OSI Network,

Transport, Session, and Presentation levels (although functionality might differ at

each level). Because the DLC layer and the 081 Data Link layer are almost

identical in functionality, a programming interface was developed for the DLC

layer and exposed to programmers wanting to use this level of interface. The
interface is described in the IEEE 802.2 standard.

SNA Model 03! Model
 

'2. Application layer

6. Presentation iayer

5. Session layer

 

  
Figure 7.2 Comparison of SNA and OSI Models

SNA Server uses the DLC protocol device driver when communicating to

mainframes via the token ring interface. Detailed configuration and installation

information is provided in the Microsofi SNA Server Installation. Guide and the

Microsqfl SNA Server Administration. Guide.
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Using BLC to densest to HP Printers
DLC is used to provide connectivity to local area network printers that are directly
attached to the network, not to a specific computer.

Printing via the DLC protocol device driVer starts by creating a printer that uses the

HPMONDLL printer driver. All commands are performed in the Print Manager
utility.

To connect to a printer that is directly attached to the network

1.7 From the Printer menu in Print Manager, choose Create Printer.

2. in the Print To box, select Other.

3. In the Print Destinations dialog box, select Inlewlett-Packard Network Port.

4 . In the Add Hewlett-Packard Network Peripheral Port dialog box, select the

network adapter card that will communicate with the printer.

From the Add I-Iewlett-Packard Network Peripheral Port-dialog box. yon can cause

Windows NT to automatically search for printers connected to your network. You

can also adjust the DLC Timers for this application. DLC timers are described in
“DLC Driver Parameters in the Registry,” earlier in this chapter.

For more specific information, see the onlinc Help associated with the Add
Hewlett~Packard Network Peripheral Port dialog box.

Changing the Locally Administered Address

-. erase Hoisting .5:

There might be times when you want to change or override the network address
of the network adapter card when running the DLC protocol. You might want to

do this, for example, when communicating directly to a mainframe. Certain
configurations of mainframe software require the network address of the devices
connecting to it to follow a set format, so it might be necessary to change the card’s
network address. You can do this through the Registry Editor.
 

Note The following example is for an IBM Token Ring adapter. This parameter is
supported on other network adapters as well, but not necessarily all.

The following instructions do not apply when connecting to a mainframe via SNA
Server. The modifications needed to the network address are handled during the

installation process.
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1*} To change the address of an adapter card

1. From the File menu of Program Manager, choose the Run command.

2. In the Command Line box of the Run dialog box, type REGEDTSZEXE, and
then choose the OK button.

3. When the Registry Editor starts, select the following key:
HKEYWLOCALMMACHINE\SYSTEM\CurrentC0ntrol Set\Services\1‘meGKMC@1

_ 4. From the Edit menu, choose Add Value. For Value, type NetworkAddress, and
select RECLSZ for data. Choose OK.

5. Type the lZ—digit Locally Administered Address (LAA) that you need to

communicate to the mainframe. If you don*t know this address, see your network
administrator or operations group.

6. Exit the Registry Editor and restart your computer.

(You must restart the computer for the modification to take effect.)

7. From the command prompt, run the following command to report the active
MAC address:

net cenftg rdr

If the MAC address is the one you entered in the Registry Editor, the LAA has
taken effect.

For more information about using Registry Editor, See Chapter 11, “Registry Editor
and Registry Administration,” of the Windows NT Resource Guide. For

information about specific DLC—related Registry Entries, see Chapter 14, “Registry
Value Entries,” of the Windows NT Resource Guide.
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CHAPTER 8

Client-Server Connectivity on
Windows NT  

Client—server computing systems must be able to access data that resides on

different hardware platforms, different operating systems, different network

operating systems, and different database management systems (DBMSS). This
chapter discusses specifically how client workstations communicate with databases

stored on Windows NT computers. Primarily, this chapter covers details about
MS—DOS, Windows, Windows NT Workstation, and 08/2 client workstations.

This Chapter explains client—server connectivity on Windows NT using Microsoft
SQL Server as an example. For information on other client-server databases

deveioped for Windows NT, see the appropriate vendor documentation.

f'i
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SQL Server

Microsoft SQL Server 4.21 has been completely reengineered for Windows NT.

SQL Server inciudes the following enhancements and performance improvements

that were not part of previous versions of SQL Server:

A new Symmetric Server architecture allows SQL Server to scale from

notebook computers to symmetric multiprocessor servers, with support for Intei—
based and RlSC—based computers. This architecture dynamically balances the

processor load across multiple CPUs and provides a preemptive muttithreaded
design for improved performance and reliability.

Windows NT provides preemptive scheduling, virtual paged memory

management, symmetric multiprocessing, and asynchronous HO, the foundation
of a mission—critical database server platform. Integration with the Windows NT

operating system improves operational connol and ease of use. Administrators

can manage multiple SQL Servers across distributed networks using graphical
tools for configuration, security, database administration, performance

monitoring, ve it notification, and unattended backup.

Unified logon security with Windows NT security means that authorized

users do not have to maintain separate SQL Server logon passwords and can

bypass a separate logon process for SQL Server. Additionally, SQL Server

applications can take advantage of Windows NT security features, which

include encrypted passwords, password aging, domain—wide user accounts,
and Windows-based user administration.

Windows NT provides an ideal platform for building powerful 32-bit client-

server applications for Microsoft SQL Server. The Microsoft SQL Server
mm ’ ‘1' ' ‘ ' ' A - ' 43 1n Tu‘l" fl-

an 1 n f r- I

Progra.....ter s i o ,lktr contains a 32wh1i WmSZ—basw veterou or me interest: .

DB—LibraryTM application programming interface,

Microsoft SQL Server is fully interoperable with Microsoft SQL Server for
08/2, as welt as with SYBASE SQL Server for the UNIX and VMS operating‘ ' ' ' ‘ ' (w unnln nnar! 'MI' r n H- Qf‘fi C
systems. Exastmg applications Will wed: unchanged. “aerosol. c. we serve:

operates across all corpdrate network environments, including Noveil NetWare
and TCP/IP—based LANs.

"$9
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The key to enterprise interoperability is network independence. Microsoft SQL

Server can support clients communicating over multiple heterogeneous networks

simultaneously, with no need for additional integration products. SQL Server

communicates on named pipes (over either NetBEUI or TCP/EP network protocols)

with Windows, Windows NT, MS-DOS, and 08/2 clients. In addition, SQL Server
can simultaneously support TCP/iP Sockets for communication with Macintosh,
UNIX, or VMS clients and SPX Sockets for communications in a Novell NetWare

environment. It also supports DECnet‘m Sockets, AppleTalk, and Banyan VINES.

Microsoft SQL Server leverages the power, ease of use, and scalability offered by

the Windows NT operating system to manage large databases for mission—critical
applications.

Data Access Mechanisms

Petitioner Véilé’tfi

Figure 8.1 illustrates the key interfaces used to access data in a Microsoft

SQL Server client-server environment. These include application programming

interfaces (APIs), data stream protocols, interprocess communication (113C)

mechanisms, network protocols, and the Tabular Data System (TDS) protocol.

 

  
Microsoft SQL Services

   
 

 

- SQL Server

- Open Data Services
0 .

TDS «— NP, TPCI‘IP sockets, + TDS
‘ DECnet sockets, SPX

mmxmmww-wanmmmwcu NetBEUi' TOP/I R up
Transport protocol DECnet, tPX _

.

<6 ...ring, Jonathon, 222, CA...

Figure 8.1 Levels and Interfaces Within the Microsoft SQL Server Architecture

 

The following sections describe each of these interfaces to SQL Server.
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Apptication Programming interfaces
Each back—end database typically has its own appiication programming interface

(API) through which it communicates with clients. A client application needing to

access multiple back-end databases must be able to transform requests and data
transfers into each of the corresponding APls. Clientnscrver appiications

communicate with Microsoft SQL Server through two APIsAOpen Database

Connectivity (ODBC) and DEB—Library.

ODBC is an APE for genetic database connectivity for Windows and Windows NT

platforms. It is designed to be a general-purpose call—level interface (CLI) for any
database, including nonrelational DBMSs. The ODBC interface provides the

needed functionality for applications that must access multiple DBMSs from

different vendors. Application developers can develop, compile, and ship an

application without targeting a specific DBMS, provided that DBMS~specific
features are not used. ODBC ensures interoperability by forcing all clients to

adhere to a standard interface. The ODBC driver automatically interprets a

command for a specific data source.

DB~Library is a set of API calls designed specifically so multiplatforrn client

applications can interact with Microsoft SQL Server. DB Library provides the

needed functionality for applications requiring client support for MS-DOS and
08/2, as well as for Microsoft Windows and Windows NT. It is also equivalent to

the SYBASE Open Client interface on UNIX, VMS, and Macintosh systems.

Data Stream Pretoeeis

iietitiorter Vortage iiioiriing

Every DBMS uses a logical data stream protocol that enables the transfer of

requests, data, status, error messages, and so on, between the DBMS and its clients.

The API uses interprocess corrununication (IPC) mechanisms supported by the

operating system and network to package and transport this logical protocol.

The data stream protocol for Microsoft SQL Server is called Tabular Data Stream
(IDS). 'l'Db‘ 13 also used by Open Data Services and SYBASEo software to

transfer requests and responses between the client and the server. Because TDS is a

logical data stream protocol, it requires physical network iPC mechanisms to

transmit the data. The Net-Library architecture described tater in this chapter

provides a method of sending TDS across a physical network connection.

Data stream protocols are typically proprietary, developed and optimized to work

exclusively with a particular DBMS. An application accessing multiple databases

must, therefore, be able to use multiple data stream protocols. Using ODBC helps

resolve this problem for application developers.

:32 {Surge er ail. .. exhibit ititii‘i -. tinge iii
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With ODBC implementations, the data stream protocol differences are resolved

at the driver ievel. Each driver emits the data stream using the protocol established
by the server. The SQL Server ODBC driver: emits TDS directly; it does not

translate or otherwise encapsulate DB ~Library function calls.

Interprocess Communication Mechanisms

The choice of IPC mechanism is constrained by the operating system and network

being used. For example, Microsoft SQL Server for 08/2 uses named pipes as its
IPC mechanism, SYBASE SQL Server on UNEX uses TCP/TP sockets, and

SYBASE on VMS uses DECnet Sockets. In a heterogeneous environment, multiple
IPC mechanisms might be used on a single computer.

SQL Server for Windows NT can communicate over multiple IPC mechanisms.
SQL Server communicates on named pipes (over either NetBEUl or TCP/iP

network protocols) with Windows, Windows NT, MS—DOS, and 08/2 clients. It

can also simultaneously support TCP/IP Sockets for communication with
Macintosh, UNIX, or VMS clients and SPX sockets for communications in a

Novell NetWare environment. SQL Server also supports Banyan VINES, DECnet
Sockets, and AppleTalk.

_ Network Protocols
A network protocol is used to transport the data stream protocol over a network.

It can be considered as the plumbing that supports the ll’C mechanisms used by the

data stream protocol, as well as supporting basic network operations such as file
transfers and print sharing.

Back-end databases can reside on a local area network (LAN) that connects it with

the client application, or it can reside at a remote site, connected via a wide area

network (WAN) and/or gateway. In both cases, it is possible that the network

protocols or physical network supported by the various backvend databases are

different from those supported by the client or each other. In these cases, a client

application must use different network protocols to communicate with various back—
end databases.

The network transport protocols supported within SQL Server include NetBEUI,

TCP/IP, SPX/IPX using NWLink, DECnet, AppleTalk, and VINES 1P.

Hts? Wastes Rantings atom. at: al ”inertia tans .. rear:”5’9
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Net=Lihrary architecture

Petitioner yardage field

Microsoft SQL Server Net-Library architecture for client—server applications is
based on the Net—Library concept that abstracts the client and server applications

from the underlying network protocols being used. Figure 8.2 shows how
SQL Server and related products can be accessed from practically any network
environment.

  
 

 

  
 

 
 

Windows NT
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Server-side Nettibrarv

Servers
Clients

(SYBASE) Macintosh, UNIX, VMS

 

   
 

  

 
 Net Library

CIientAPl (DB-LibrarnyDBC)

Windows, MES—DOS, OSIE

 

 
 
  

Figure 8.2 Net—Library Architecture

The Net-Library architecture provides a method of sending TDS {used by Microsoft
' SQL Server, Open Data Services, and SYBASE) via an IPC across a physical

network connection. The Net—Library architecture also provides a transparent

interface to the DB-Library APIs and the SQL Server driver for ODBC.

Net-Libraries are linked dynamically at run time. With the Microsoft Windows NT,

Windows, and 0312 operating systems, Net-Libraries are implemented as DLLs,

and multiple Net—Libraries can be loaded simultaneously. With MS-DOS , Not
I 1kror1oo urn 1mnin‘mant-nd on fawn-nnofp,.ran:i..o%r>U..‘-amr¥nni' {I QW\ hrnnt‘omo onflHAUAHALVU “Av ALLJVAVLLLVAALVIJ uu Luuuusuev uuu utH-J AVUAUUALL \LV1\) 1/1 l/bLuxlau: um.-

only one can be loaded at a time.

The Net-Library architecture can be divided into two componentsmserver—side
Net-Libraries and client—side NetwLibraries.

Server-Side Net-Library Architecture
Microsoft SQL Server uses the servernside Net~Library architecture that was first
introduced with Microsoft SQL Bridge. It can accept client requests across multiple

network protocols at the same time.

We
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Figure 8.3 iilustrates the integration of server—side Net~Libraries with the various

SQL Server~based products on the Windows NT platform.

SYBASE
SQL Server
Others
 

 
 

 

 
 

ODS applications

I Open Data Services

Server-side Net-Libraries

SQL Bridge   
 

  iPC Mechanisms (Named pipes, TCPIIP sockets, SPX) 

Figure 8.3 Server-Side NetnLibrary Architecture on the Windows NT Platform

The default Net—Library is named pipes.

When a server—side Net—Library is loaded by an application such as SQL Server,
the Net—Library implements a networkuslaecifie way of establishing communication

with clients and, in some cases, registers its presence on the network. SQL Server

looks at the Windows NT Registry to determine which Net—Library to load on
‘ startup and which parameters to pass to it. The SQL Server Monitor process also

uses a server-side Net—Library to communicate with clients and to search the

following Registry key for network~specific parameters:

HKEY_LDCAL_MACHINE\SDFTHARE\M1croseft\SQLServer\Server

At startup, SQL Server specifies a value for the .s'ervermname parameter in
the SRV_CONFIG structure of Open Data Services. This value identifies

which Registry key SQL Server will search for values of die ListenOn and

connecti0n_string Registry entiies. (By default, SQL Server looks in

HKEY_LOC%hMACHmE\SOFTWAREm/iierosofdsQLServefiServer.)

Each comtection_string Registry value is read and passed on to the associated Net-
Library (for example, named pipes) that is listed in the ListenOn field in the Server

subkey. Each Net—Library acts upon the c0mtection_string differently.

If there is no connectionmstring associated with the Net—Library, SQL Server does
one of the following:

- If the Registry entry is under the SQL#Server\Server suhkey, no connection
string is passed as the default.

- If the Registry entry is not under SQIfiServedSewer, .s'erver__name is passed as
the default.
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If the server‘Jzame subkey and the SQL#Server\Server subtree do not exist, or

the Registry cannot be accessed, SQL Server assumes that the named pipes DLL
(for the default NetuLibrary) is loaded, and no parameter is passed. (Named pipes

access can be turned off by using the Registry Editor to explicitly delete the named

pipes entry from the SQL#Server\Server subkey.)

Remote stored-procedure calls and the Microsoft SQL Administrator tool also use

the DB-Library/l‘let-Library architecture under Windows NT.

Client-Side Net-Library Architecture
When a call is made to open a connectiori to SQL Server, the API involved

(DB-Library or the SQL Server driver for ODBC) detelmines which client—side
Net-Library should be loaded to communicate with SQL Server or Open Data

Services. (This process is described in more detail later in this chapter.)

Figure 8.4 shows client-side Net-Libraries used to communicate with SQL Server
on the server side.
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Figure 8.4 Client-Side Net-Library Architecture
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Win32 DB-Library Architecture
Internally, a separate operating system thread is spawned for each connection that

DIS-Library makes with SQL Server. Each instance of the DB-Library DLL that is

loaded by a calling process gets a private data area, while sharing code.

 

The Win32 DB -Library architecture differs from the implementation with Windows

3.2:. In Windows 3.1:, the DB-Library DLL has a single data segment

that is shared among all. calling processes. W3DBLIBDLL maintains DIS-Library

connections as a linked list of connections in a single data segment. This architecture

is required, because in. Windows 3.x DLLs have a single data segment that'is shared
among all calling processes. This necessitates the initialization and clean up of the

DB-Library DLL data structures through calls to the Iihinit and (ihwinexit
functions.

The BB Library functions for Win32 are located in NTWDBLIBDLL, and the

named pipe Net—Library is located in-DBNMPNTWDLL. (Be sure to set the PATH

environment variable to include the directory where the DLLs reside.)

Another file, NTWDBLIBLIB, contains import definitions that your applications

for the Win32 API use. Set the LIB environment variable to include the directory
where NTWDBLIBLIB resides.

DB Library resolves server names differently depending on the client platform.

Resolving Server Names for Clients Based on Windows,

MS-DOS, 08/2, and Windows NT

When dbopen (the DIS—Library function that initiates a client conversation with

SQL Server) is called with the name of a SQL Server to connect to, DB -Library

uses configuration information to determine which client—side Net—Library to load.

The client-side Net-Library configuration is stored in the following locations:

 Client Net-Library configuration is stored in

Windows 3.x WINlNI

MS-DOS Environment variable

OS/2 OSZINI

Windows NT Windows NT Registry

e are
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EEetitioner ‘t/onage EerEmgrs on at. aE m Variant EEEEEEE .. E

DB—Library Scans the [SQLSERVERIJ section of WINJNL OSZJNL 01‘ the

\SQLServer\Ciient\ConnectTo subtree of the Windows NT Registry looking

for a logical name that matches the serve mama parameter specified in the call to

dbopen. All items in the [SQLSERVER] section of the .lNl file or in the Registry
subtree have this format:

logical "namezNet- Lib-DLL-name[ ,network-speeific'parameters]
 

Note Although some Net~Libraries need values for network—specific—paramerers,

this is optional for others that instead use defaults or determine the network—specific

information required themselves. 

DB«Library uses the following logic to determine which Net~Library to load:

- If a matching logical name is found in the .INI file or in the Windows NT

Registry, DES-Library loads the specified Net—Library DLL. If network-specific

parameters are present in the .TNI entry or the Windows NT Registry, these are

passed unmodified by DB —Lihrary to the Net~Library DLL.

- If no matching logical name is found in the .INI file or in the Windows NT

Registry, the DLL name (and optionally, the network—specific parameters) of the
entry named DSQUERY will be used to load the required NethLibrary. So, if

you don’t have a specific server name but do have a DSQUERY entry, that
entry will be used as the default.

. If there is neither a specific logical name nor a DSQUERY entry in the .INI file

or in the Windows NT Registry, DB—Library toads the named pipes Net-Library

(for example, DBNMPPBDLL for the Windows operating system) and passes it

the servemame parameter from dbopen. With Microsoft SQL Server using

named pipes, you typically never need to make a .INI entry. If you use any other

Net—Library, you must make at least one entry.

The following examples illustrate this logic:

I - forecast=dbnmp3

The Windows named pipe Net—Library is used, and it connects to SQL Server

\\Foreeast using the standard named pipe, \pipe\sql\query.

E‘; @332 '5?) W Jzés NJ;
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- sales=dbnn1p3,\\server1\pipe\sq12\query

The Windows named pipe Net-Library is used, and it connects to \\serveri,

where SQL Server has been started using an alternate named pipe,

\pipe\sq12\query.
 

Note SQL Server can be directed to use an alternate pipe by adding
an entry to the ListenOn field in the Registry under the following tree:

HKEYiLOCALwMACHINE\SOFTNARE\M1CF030ft\SOLServer\Server

- dsquerymdbmsspxli

The SPX Net~Library is used, and the servemame parameter from dbopen is

used. This Net—Library requires no specific network connection information

because it queries the NetWare Bindery to determine the location of the server

running the Network Manager service specified in the servemame parameter.

- unixsrv=sybtcpw,131,l07.005.21,3180

The SYB ASE TCPHP Net—Library is used, and DB—Library passes the IP
address and port number contained in the initialization string to the Net—Library.

Note The SQL Server ODBC driver uses the same Net-Libraries as

DB-Library to communicate with SQL Server, Open Data Services,

and SQL Bridge.

Resolving Server Names for MS-DOS—Based Clients
With_MS-DOS, only one Net-Library TSR can be loaded, sothere is no .INI

configuration. Instead, MS-DOS environment variables are used to specify any

network— specific connection information. Environment variables have the following
format:

logical -name=network-speeifi e-par‘arneterls'

The Net-Library used is the currently loaded TSR. If the servemame

parameter passed to dbopen corresponds to a currently set environment variable,

DIS—Library passes the information contained in the environment string to the

currently loaded Net-Library. In turn, Net—Library uses this information to

determine server location and networkepecific information parameters, if present.

If no environment variable matches the servemame passed to dbopen, DBrLibrary

passes tire servemame parameter from dbopen to the currently loaded Net-Library.

'\
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New EBB-Library Function identities SQL Servers
DB "Library version 420.20 and later inciudes a new function (dbserverenum)

that enables applications to identify SQL Servers available on the network,

regardless of which network operating system is being used. For details on the
dbserverenum function, see the Mr‘crosoft SQL Server Programmer’s Reference

for C.

Configuration of the Net-”Library
+" AID ' ,\ }r-l r+rl “IT-w‘I-‘(r

The NetnLibrary tiles anu it Cs for each network protoco. supporteu by microbe“

SQL Server are listed in the following table. These files are installed automatically 7
using the SQL Server Setup utility on the server side and the SQL Client
Configuration Utility on the Windows, Windows NT, MS-DOS, and 08/2 client
side. The AUTOEXECBAT file is used to load the MSuDOS client Net—Library.

The server-side Net—Library is used by SQL Server and ODS applications. If SQL
Server and ODS are on the same computer, ODS uses an alternate pipe.

Table 8.1 shows which files you need when installing SQL Server on various

network operating systems with various network protocols. Use the following table
to determine exactly which files need to be in place for servers and clients.

You can also use this table for troubleshooting, should there be difficulty in

connecting a client workstation to Microsoft SQL Server.

 

 

Table 8.1 Server-Side and Client-Side Net-Library Files

Network Network Network clients Client=side Serveraside

interface protocol supported Net-Library Net-Library Comments

Named NetBEUI or LAN Manager, DBNMPIPBEXE SSNMPNTWDLL This network

Pipes TCP/IP Windows for (MS DOS}, setup provides
Workgroups, DBNMPBDLL SQL Server
and Windows NT (Windows), Integrated
clients DBNMPPDLL Security with the

(OS/2), Windows NT
DBNMPNTWDLL User Account

(Windows NT) Database.

NWLink Windows NT DBNMPNTWDLL’ SSNMPNTWDLL

clients (Windows NT)

Windows TCP/IP UNIX and MAC Pent of SYBASE SSMSSOCNDLL This

Sockets clients Open Client configuration

Liiietitioner Vantage iiioitiings 53:52:?“ ct tic
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Table 8.1 Server-Side and Client-Side Net-Library Files (continued)
Network

interface

Windows
Sockets

VINES
Sockets

Network

protocol

NWLink

(IPI’QSPX)

VINES IP

Network clients

supported

PC clients: FTP

PC/TCP, HP
ARPA Services,

Wollongong
PathWay, Novell
LAN WorkPlace,
AT&T®

StarGroup, Sun
PC-NFS DEC
PATHWORKS

(DECnet),
Microsoft TCP/IP
for LAN

Manager, and
so on

Noveli NetWare

3.10+ (MS-DOS
and Windows)
and 08/2

Requester,
NSD004 (OS/2)
clients

NWLink

Banyan VINES,
4.11 (rev.5)+ and
Windows NT

clients

Client-side

Net-Library

DBMSSOCNDLL

(Windows NT),
DBMSSOCBDLL

(Windows),
DB MSSOC.EXE

(MS~DOS)

DBMSSPXEXE

(DOS),
DBMSSPXSDLL

(Windows),
DBMSSPXPDLL

(OS/2.)

DBMSSPXNDLL

(Windows NT)

DBMSVINEEXE

(DOS),
DBMSVIN3DLL

(Windows),
DBMSVINPDLL

(OS/2),
DBMSVINNDLL

(Windows NT)

Server-Side

Net-Lib rary

SSMSSOCNDLL

Novell:
SSMSSPXNDLL

Banyan VINES:
SSMSVINNDLL

Comments

The

corresponding
Net-Libraries are

available from
SYBASE.

The servername

is registered
with the Noveli

bindery service.

Registers to
StreetTalk as the

given setvice.
Banyan VlNES

will automatically
handle lockups of
partial names or
nicknames.

 

 

Notes NWLink is a Microsoft implementation of the IPX/SPX protocol.

Alternative software available through Nove-il is fully expected sometime in the
near future.
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Using NetBEUl as the network protocol, the client workstation always uses a
broadcast to locate the SQL Server{s) on the network. Also, with TCP/IP the client

workstation always uses a broadcast to locate the SQL Serve1'{s), provided that the
servername and IP address are not located in the LMHOST file on the workstations.

Novell Connectivity
As shown by Table 8.1, in a Novell NetWare environment, SQL Server requires
NWLink (installed through Network Control Panel) and the SSMSSPXNDLL.
This DLL is automatically installed on the server side, with the appropriate

Registry entties, when you use SQL Server Setup and choose Change Netwu'url'

Suppo1t then NWLink lPX/SPX.

The following is a sample of what is added to the Registry for Microsoft SQL
Server on a Novell Network:

HKEYiLOCAthACHtNE\SOFTNARE\M1crosoft\$0t3erver\$erver
ListenOn: REG_MULT1_SZ: SSNMPNTW. \\.\pipe\sql\query

SSMSSPXN. CORAL (computername)

Windows and 03/2 client workstations require the Novell NetWare 3.10 or higher

level of IPX. Tile SQL Client Configuration Utility that ships with SQLSe1Ve1 is

used to specify the default network that the Windows and 08/2 clients will use By
choosingriNoveliIPX/SPX, the required DBMSSPXB.DLL1S automatically
installed on the Windows client side, and DBMSSPXP.DLL'1s installed on the

08/2 client side. This adds the appropriate entries in the WIN.INI file 01 the

-OS:’2.INI file, respectively.

lhe iollowingis a sample of whatis added to the WIN. INI for Windows clients
communicating with Microsoft SQL Server on a Novell Network:

[SOLSERVERE
DSOUERY=DBMSSPX3
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MSeDOS clients require the same level of IPX that the Windows workstations do.
DBMSSPXEXE must be installed on the MS—DOS computer‘ This TSR can be
loaded either manually or from AUOTEXECBAT.

Windows NT client workstations use NW'Link, which is installed through Network

Control Panel. After installation, use the Client Configuration Utility to specify that
the default network is Novell lPXJSPX. This, in turn, installs the required
DBMSSPXNDLL on the Windows NT client side.

The following is a sample Registry entiy for Windows NT clients communicating
with Microsoft SQL Server on a Novell Network:

HKEYMLOCALHMACHINE\SOFTWARE\M3‘ Crosnft\SGl_Ser‘ver\,Cl ient\{lonneetTo
DSQUERY: REG_SZ: DBMSSPXN

MIX'\
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CHAPTER 9

Using Remote Access Service

 
Windows NT 3.5 Remote Access Service (RAS) connects remote or mobile

workers to corporate networks. Optimized for client—server computing, Remote
Access Service (RAS) is implemented primarily as a software solution, and is

included in all of Microsoft’s operating systems.

The goals in designing RAS were to make'it:

- Secure

- Interoperable

- Economical

- Scalable

- High performance

- Easy to use

-' Extensible 7
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RAS Capabilities and Functionality

i? - title

RAS provides transparent network access for computer running Windows NT,

Windows for Workgroups, MS—DOS version 3.}. or later (RAS versiori 1.1a}, and
MS 08/2 version 3.1 (RAS version 1.1).

Users run the RAS graphical phone book on a remote computer, and then initiate a

connection to the RAS server using a local modem, X25, or ISDN card. The RAS

server, running on a Windows NT Servenbased computer connected to the

corporate network, authenticates the users and services the sessions until tenninated

by the user or network administrator. All services that are typicaiiy available to a

LAN—connected user (including file— and print-sharing, database access and
messaging) are enabled via the RAS connection. The following figure depicts the
RAS architecture:

Printing Fiie sharing Host access Database E-mail
Scheduling

 

 

fi
/Remoie Access Server

11 "Minrlrnue MT Conn-Jr)V “mm“, w.”
Telephone,

\r X25. lSDN
w
Remote Client
(MS-DOS: Windows:
Windows NT}

Figure 9.1 RAS Architecture

Note that the remote clients use standard tools to access resources. For example, the

Windows File Manager is used to make drive connections, and Print Manager is

used to connect printers. Connections made while LAN-connected via these tools

are persistent, so users don’t need to reconnect to network resources during their
remote sessions. Since drive letters and UNC (Universal Naming Convention)

names are fully supported via RAS, most commercial and custom applications work

without any modification.

er Vantage. iieitiings {Serge e’t at; m risiiii‘rit tees w “Fargo 2%



Chapter 9 Using Remote Access Service 131 

Connectivity is achieved in one of three ways: via a standard modem, ISDN card,

or X25. The asynchronous modem is the most popular means of connecting, with
ISDN emerging as a high-speed alternative. X25 is a standard for many companies
doing business internationally.

Remote Access Versus Remote Control

In understanding the RAS architecture, it is important to make the distinction

between RAS and remote control solutions, such as Cubix and pcANYWHERE.

RAS is a software-based multi-protocol router; remote control solutions work by
sharing screen, keyboard and mouse over the wire. In a remote control solution,

users share a CPU or multiple CPU’s on the server. The RAS server’s PU is

dedicated to communications, not to running applications.

This architectural difference has significant implications in two areas: scalability
and software applications architecture. '

In the area of scalability, consider the differing approach to increasing the capacity
or performance of a remote~control server. For best performance, an additional 01'

upgraded CPU or computer would need to be purchased for every port to be added
or upgraded. With RAS, additional ports can be added without upgrading the server

computer. When it does require an upgrade, the RAS Server Would generaily
get additional RAM,.a less costly approach than with remote-control. With

Windows NT, 3. single server can scale to support hundreds of remote users,

using far fewer hardware resources than a remote control solution.

In software applications architecture, the RAS Client normally executes applications
from the remote workstation. Contrast this with the remote control client, which

runs applications from the host—side CPU. The RAS arrangement is better suited to
graphical, clicnt-server—based applications, and because network traffic is

reduced, the user achieves higher performance. Remote control, however, can be
useful in non-ciient-server environments.

s u
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HAS Features in Windows NT“o. 5

w’

Micr’osofts Remote Access Server first shipped with LAN Manager 2.1 in 1991

It was inciuded with the Windows NT 3. 1 operating system and has now been

significantiy enhanced for windows NT 3.5. RAS features the following
capabilities:

. Multiprotocol routing via PPP support

. Internet support

a Improved integration with NetWare® networks

- Increased number of simultaneous connections

- Software data compression

- Data encryption

.. Availabiiity of the RAS APIs

Multi-protocol Routing via PPP Support
The underlying RAS architecture allows clients to run any combination of the

network protocols NetBEUI, TCP/IP, or IPX during a RAS session. This means
that Windows Sockets and NetWarenaware, as well as NetBIOS applications,

can be run remotely. The Pointwto-Point Protocol (PPP) is used as the framing
mechanism on the wire. Using PPP enables a high degree of interoperability with

existing remote access services.

internet Support
RAS enables Windows NT and the next version of Windows, Windows95, to

provide complete services to the Internet. A Windows NT Server 3.5-based
computer can be configured as an Internet service provider, offering dial-up Internet
connections to a client workstation running Windows NT 3.5 or Windows95. A

cornpntcr running Windows NT Workstation 3.5 can dial into an Internet—connected -,
computer running Windows NT Server 3.5, or to any one of a variety of industry-
standard PPP or SLIP-based Internet servers.

improved integration with NetWare Networks
Windows NT 3.5 and RAS fuiiy integrate into a NetWare network. The RAS

clients are running IPX and/or NetBIOS, so all applications that typically work
when directly connected to the network, continue to work when renioteiy connected.
The RAS server now supports IPX routing, enabling remote clients to gain access to
alt NetWare resources via the RAS server.

nnage itioitiinggs tferpo ct at. ,. iishiint i808 ~ Fags ifW



Chapter9UsingRemote Access Servme 133
 

Increased Number of Simultaneous Connections

Windows NT Server 3.5 supports up to 256 simuitaneous connections. The

Windows NT Workstation provides a single RAS connection, primarily for
personal use or for very small networks.

Software Data Compression

Software data compression in RAS allows users to boost their effective throughput.
Data is compressed by the RAS client, sent. over the wire in a compressed format,

and then decompressed by the server. In typical use, RAS software compression
doubles effective throughput.

Data Encryption

Remote Access Service plovides data encryption, in addition to password
encryption to provide pnvacy for Sensitive data While most RAS users do not

need encryption, government agencies, law enforcement 01ganizauons, financial
institutions, and others benefit from it. Microsoft RAS uses the RC4 encryption
algorithm of RSA Data Security Inc.

HAS APls

In April 1994, Microsoft published the 16-bit and 32-bit RAS APIs, which allow

corporate developers and soiution providers to create custom, remote—enabled

applications that can establish a remote connection, use network resources, and re—

connect in the event of a communications iink failure. Applications developed using
these tools will be compatible with Window395, Windows NT Workstation and

Server 3 .5, and Windows for Workgroups 3.11.

Security
Microsoft’s RAS provides security at the operating system, file system, and

network layers, as weii as data encryption and event auditing. Some of the security
features are inherited from the Windows NT operating system, while others are
specific to RAS itself Every stage of the processm—such as user authentication

data transmission, 1'esoe1ce access logoff and auditingwcan be secured The next
section describes RAS security in detail.
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Windows NT Security
Windows NT, the host for RAS, is a secure operating environment. Windows NT

was designed to meet the requirements for C-2 level (1.1.8. Department of Defense)
security, meaning that access to system resources can be discretely controlled, and.
all access to the system can be recorded and audited. A Windows NT Server—based
computer, provided it is secured physically, can be locked-down using software.
Any access to the system requires a password and leaves an audit trail.

Windows NT Server provides for enterprise~wide security using a trusted
domain, single-network logon model. A domain is simpiy a collection of servers
that are administered together. Trusted domains establish relationships whereby the
users and groups of one domain can be granted access to resources in a trusting
domain. This eliminates the need for duplicate entry of user accounts across a mutu-

server network. Finally, under the singlemetwork—logon model, once a user is
authenticated, the user carries access credentials. Anytime the user attempts to gain

access to a resource anywhere on the network, Windows NT automatically presents
the user’s credentials. If trusted domains are used, the user may never have to

present a password after initial logon, even though his account. exists on one server
in one domain only.

The single-network logon model extends to RAS users. RAS access is granted from
the pool of ail Windows NT user accounts. An administrator grants a single user,
group of users, or all users the right to dial into the network. Then, users use their
domain login to connect via RAS. Once the user has been authenticated by RAS,
they can use resources throughout the domain and in any trusted domains.

Finally, Windows NT provides the Event Viewer for auditing. All system,
application, and security events are recorded to a central secure database which,
with proper privileges, can be viewed from anywhere on the network. Any attempts
to violate system security, start or stop services without authorization, or gain
access to protected resources, is recorded in the Event Log and can be viewed by
the administrator.

Authentication '

Authentication is an important concern for many corporations. This section answers
some of the mbst frequentlyuasked questions, such as:

a How can our system insure the privacy of passWOrds?

. Can our system include a security mechanism in addition to that provided by
RAS and Windows NT?

, Is the call-back feature supported?
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Authentication Protocois

The Challenge Handshake Authentication Protocol (CHAP) is used by the Remote
Access Server to negotiate the most secure form of encrypted authentication

supported by both server and client. CHAP uses a challenge—response mechanism
with one—way encryption on the response. CHAP allows the RAS server to

negotiate downward from the most—secure to the leastusecure encryption
mechanism, and protects passwords transmitted in the process.

Table 9.1 Security Levels and RAS Encryption Protocols 

  Level of security Type——of encryption ‘ RAS encryption protocol
High -- One—way CHAP. MD5

Medium Two-way SPAP

Low Clear-text PAP 

CHAP allows different types of encryption algorithms to be used. Specifically, RAS
uses DES and RSA Security lnc.’s MDS. Microsoft RAS uses DES encryption
when both the client and the server are using RAS. DES encryption, the US.
government standard, was designed to protect against password discovery and
playback. Windows NT 3.5, Windows for Workgroups, and Windows95 wili

always negotiate DES—encrypted authentication when communicating with each
other. When connecting to thirdmparty remote access servers or client software,

RAS can negotiate SPAP or clear—text authentication if the third party product does
not support encrypted authentication.

MDS, an encryption scheme used by various PPP vendors for encrypted
authentication, can be negotiated by the Microsoft RAS client when connecting to
other vendors’ remote access servers. MD5 is not available in the RAS server.

_ SPAP, the Shiva Password Authentication Protocol, is a two~way (reversible)
encryption mechanism employed by Shiva. Windows NT Workstation 3.5, when

connecting to a Shiva LAN Rover, uses SPAP; as does a Shiva client connecting to
a Windows NT Server 3.5. This form of authentication is more secure than clear
text, but less secure than CHAP.

PAP uses clear-text passwords and is the least sophisticated authentication

protocol. It is typically negotiated if the remote workstation and server cannot

negotiate a more secure form of validation.

The Microsoft RAS server has an option that prevents clear-text passwords from
being negotiated. This option enables system administrators to enforce a high level
of security.
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Thirdmparty Security Hosts

RAS supports third—party security hosts. The security host sits between the remote
user and the RAS Server.

The security host generaily provides an extra layer of security by requiring a
hardware key of some sort in order to provide authentication. Verification that the

remote user is in physical possession of the key takes place before they are given
access to the RAS Server. This open architecture allows customers to choOSe from a

variety of security hosts to augment the security in RAS.

As an additional measure of security, RAS offers call—back. Callwback security

enables administrators to require remote users to dial from a specific predetermined

location (e.g. telephone number at home) or to call back a user from any iocation, in
order to use low«cost communications lines. In the case of secured call back, the

user initiates a call, and connects with the RAS Server. The RAS Server then drops.

the call, and calls back a moment later to the premassigned call—back number. This

security method will generally thwart most impersonators.

Network Access Restrictions

Remote access to the network under RAS is controlled by the system administrator.

In addition to the tools provided with Windows NT Server (authentication, trusted

domains, event auditing, C2 security design, etc.), the RAS Admin tool gives an
administrator the ability to grant or revoke remote access privileges on a user-by-
user basis. This means that even though RAS is running on a Windows NT Server—

based computer, access to the network must. be explicitly granted for each user who
is to be authorized to enter the network via RAS.

This process ensures that remote access must be explicitly glanted, and provides a
convenient means for setting call back restrictions.

Microsoft’s RAS provides an additional measure of security. The RAS

Administrator provides a switch that allows access to be granted to ail resources

that the RAS host computer can see, Ut‘jusi resources iocai it") the computer. This

allows a customer to tightly control what information is available to remote u3ers,

and to limit their exposure in the event of a security breach.

e

Petitioner Vonage Hoist rigs skirts. et it ~» Fitti‘fl‘ rsss .. .t-tag'e int



Chapter 9 Using Remote Access Service 137

Data Encryption

Data encryption protects data and ensures secure dial—(up corrnnunications. This is
especially important for financiat institutions, law-enforcement and government
agencies, and corporations that require secure data transfer. For installations where

total security is required, the RAS administrator can set the RAS server to force

encrypted communications. Users connecting to that server automatically encrypt
all data sent.

Interoperability
Because LAN‘s are evolving quickly from islands of information to fatty-connected

networks of diverse operating systems, protocols, and file systems, Microsoft has
defined interoperability as a key feature in Windows NT and RAS and has

concentrated on the following areas to ensure smooth integration into the
heterogeneous networks of today and tomorrow:

- Flexible hardware options

- PPP, an underlying protocol for interoperability

- A ramp to the Internet

- Seamless integration with NetWare networks

Interoperability with other third-party remote access vendors

Flexible Hardware Options
Microsoft’s Remote Access Service offers the broadest hardware support of any
remote access vendor. Currently, over 1,700 computers, 300 modems, and ii multi-

port serial adapters are supported. By selecting a remote access solution with very

broad hardware support, customers can gain flexibility in their system design. A
complete listing of the hardware devices supported by RAS can be found in the

Windows NT Hardware Compatibility List (HCL). The HCL ships with
Windows NT, and canalso be found on the Microsoft Download Service

(206-936-MSDL) or on CompuServe (GO WINNT).
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Point-te-Point Protocol: The Enabling Technology
Previous versions of RAS functioned as NetBIOS gateways. Users would make

their connections using thBEUI/ NetBIOS, and then inherit other protocols from
the. server. This method enabled users to share network resources in a mule—vendor

LAN environment, but limited them from running applications which relied on the

presence of a protocol other than NetBEUl on the clientrside. The enhanced
architecture is as follows:

  

 

Remote Client
rW—“———‘—“1

1 Applications

Sockets NetBlOS

TCPIIP lPX

HAS Server —1

Figure 9.2 PPI’ Architecture

While this architecture continues to support the NetBIOS gateway, it also offers

some exciting new possibilities. This architecture enables clients to load any
combination of NetBEUl, IPX. and TCP/IP. Applications written to the Windows

Sockets, NetBIOS, or IPX interface can now be run on a Windows NT
Workstation. This architecture will be the basis for the RAS client in Windows95
as well.

l‘v’lultiaprotocol touting is11;at one of the benefits of Microsoft’ 5 move to the Point-
to-Point Protocol (PP?)111 RAS. The Point-to-Point ProtocolIS a set of industry
standard protocols that enable remote access solutions to interopetate in a multi-
venclor network. PPP support in Windows NT 3.5 and Windows95 means that
workstations running Windows can dial into remote networks through any industry—
standard PPP server. It also enables a Windows NT Server to receive calls from,

and’proviée network access to, other Vendors’ remote access workstation software.
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And while muiti—protocoi support is an important new feature of Microsoft’s RAS,
NetBlOS gateway support continues to be an important part of its feature set.

Remote Citent 7 RAS Server

Applications

FiAS API

NetBEUI Tfig‘gflx'

t .WAN driver 
Figure 9.3 NetBIOS Gateway Architecture

An example of the NetB IOS gateway capability is remote network access for Lotus

Notes users. While Lotus Notes does offer dial—up connectivity, diaE up is limited to
the Notes application only. RAS complements this connectivity by providing a low—
cost, high-petfortnance remote network connection for Noteso users, which not only
connects Notes, but offers file and print services, and access to other network
resources.

Many customers who are interested in PPP interoperability, are also concerned with
SLIP. SLIP, the Serial Line Internet Protocol, is an older communications standard

found in UNIX environments. SLIP does not provide automatic negotiation of
network configuration; it requires user intervention. It also does not support
encrypted authentication. Microsoft supports SLIP on the client side, so that the

clients running WlfldOWS NT 3.5 may dial into an existing SLIP server. RAS does
not provide a SLIP server in Windows NT version 3.5.

Using Terminal and Script Settings for Remote Logons
When you use RAS to connect to a remote computer, the remote computer wit}
probably require a specific series of commands and responses to successfuily log
you on to the remote system. The sequence is identical each time you log on to the
remote system.
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If both the remote server and client are Windows N135 computers, connection and

Eogon can be completely automated using Windows NT built—in seCurity. If you log
on to the Windows NT RAS client using a username and password that is valid on
the remote network, and select the Authenticate Using Cuirent User Name and

Password check box in the Edit Phone Book Entry dialog box, Windows NT RAS

will automaticaliy connect to the remote Windows NT 3.5 RAS server.

If the remote computer you are logging on to is not a Windows NT 3.5 computer,
you must configure the Security settings for each RAS entry to handle the log on

requirements for the remote device you are connecting to. The remote logon wili be
either manual using a Terminal screen that allows you to interact with the remote

computer, or you can automate the remote log on using scripts that are stored in
SWITCHINF or PADINF (for X25 networks).

This section explains how to use the RAS Terminal screen and also describes how
to create and use automatic scripts for logon to remote computers.

RAS Terminal for Remote Logons
If a remote computer you dialin to requires a log on procedure, you must configure
the Security settings for that RAS entry to use a. RAS Terminal leg on as described

in the procedure beiow. After RAS connects to the remote system, a character—

based window will appear and display the log on sequence from the remote

computer. You use this screen to interact with the remote computer for logging on.
Alternatively, you can automate the manual log on through RAS Terminal as
described in the next section, “Automating Remote Log Ons Using SWITCHINF

Scripts.” ,

To configure a Windows NT 3.5 RAS entry to use Terminal after diaiing

1. In Remote Access, select the entry you want to connect to.

2. Choose the Edit button.
’2 TC L.“ C‘nnnn “I. 11:11: A - --
.i. 1.1 the occurity uutton is not Visible, choose the Advanced button.

:53 Choose the Security button. (In Windows NT 3.1 and Windows for Workgroups
3.1 1, this button is labeicd Switch).

5. In the After Dialing box, select Terminal. (In Windows NT 3.1 and Windows

for Workgroups 3.11, this box is labeled Post-Connect).

6. Choose the OK button until you return to the main Remote Access Screen.

After you dial and connect to this entry, the After Dial Terminal screen will appear

and you will see prompts from the remote computer. You then log on to the remote

computer using the After Dial Terminal dialog box. After you have completed all
interaction with the remote computer, choose the Done button to close the After

Dial Terminal dialog box.

was ,. 332ng 3633:3:. my}El.



mphapter 9 tistng Remote Access Service 141

Automating Remote Log Ons Using SWITCHJNF Scripts
You can use the SWITCHJNF file (or PADJNF on X25 networks) to automate
the log on process instead of using the manual RAS Terminai describe in the

previous section, “Using RAS Terminal for Remote Log Ons.”

Creating Scripts for RAS

SWITCHINF is like a set of small batch files (scripts) contained in one file. A

SWITCHINF script has four elements: a section header, commands, responses, andcomments.

Section headers divide SWITCHENF into individual scripts. A section header starts
a script.

Each line in a script is a command or a response. A command comes from the local

RAS client. The commands you can issue from a Windows NT computer are listed
beiow.

A response is from the remote device or computer. To write an automatic script, you
must know the required responses fora specific device. The commands and

responses must be in the exact order the remote device expects them. Branching
statements, such as GOTO 0r IF, are not supported. The required sequence of
commands and responses for a specific intermediary device should be in the

documentation for the device, or if you are connecting to a commercial service,
from the support staff of that service.

The SWITCHINF file can contain scripts for each intermediary devices or oniine
service that the RAS user will call. The scripts are activatedby configuring Remote

Access phoncbook entries as described below in the section “Activating
SWITCHINF Scripts.”
 

Note RAS permits you to embed your username and password only in clear text in
the SWITCHJNF file. The ability to use macros that obtain your username and

password from your own RAS phone'book file (itsemamePBK) will be included in

an upcoming, interim release of Windows NT. This functionality may be availabie

by the time you are reading this. Check the RASPHONEHLP file on your current

system for the availability of these macros and for more information about creating
scripts with SWITCHINF. 
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Section Headers

A. section header marks the beginning of a script for a certain intermediary device
and must not exceed 31 characters. The section header is enclosed in square

brackets. For example:

[Route 66 Login]

Comment Lines

Comment lines must have a semicolon (;) in column one and can appear anywhere
, in the file. Comment lines can contain information for those who maintain the

SWITCHINF file. For example:

: This script was created by MartaG on September 29. 1995

Commands

A command comes from the local computer. A response comes from the remote

device or computer.

You use the COMMAND: statement to send commands to the intermediary

device. The COMMAND: statement can be used three ways, as described below:

COMMAND:

COMMAND: by itself causes a 2—second delay, depending on CPU speed and

whether or not caching software like SMARTDRVDRV is running. Using

COMMAND: as a delay is important because the intermediary device may not

be able to process all commands if they are send at once.

COMMAND:cusr0m string

This sends custom string but will also cause a slight delay of several hundred

milliseconds (depending on CPU speed and caching software installed) to give

the intermediary device time to process custom string and prepare for the next
command.

“All N11 N A RTFM". "us; a-“ .a...‘,, A 1...“.
bUlVllVlfll‘u-‘LMOLUH'L A)“ 5’15 \LI”

This causes custom string to be sent instantaneously because of the carriage

return (<cr>) at the end of the line.

You must consult the documentation from the remote device to determine the

required strings to be send with the COMMAND: command.

ram
“xi
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Response Related Keywords

Each command line is followed by one or more response lines. You must consult

the documentation from the remote device to determine the possible response

strings.

In addition to the response strings you obtain for the remote device (or online

service), response lines can contain one of the following keywords:

OKtcusmm response string <macr0>

The script continues to the next line.

CONNECT=cusrom response string <macr0>

Used at the end of a successful script.

ERROchusrom response string <macr0>

Causes RAS to display a generic error message.

ERROR__DIAGNOSTICSmansions response String <diagnostics>

Causes RAS to display the specific cause for an error returned by the device.

Not all devices report specific errors. Use ERROR: if you device does not

return specific errors.

NoResponse

Used when no response will come from the remote device.

These commands are usually combined. CONNECT: is usually the last line

executed unless an ERROR line follows it and the intermediary device reports an
error. '

RAS on the local computer always expects a response from the remote device and

will wait until a response is received unless a NoResponse statement follows the
COMMAND: line. If there 'is no statement for a response following a

COMMAND: line, the COMMAND: line will execute and stop.

Reserved Macro Words

Reserved macro keyword are enclosed in angle brackets

<cr>

Inserts a carriage return.

<lf>

Inserts a line feed.

.1
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<match>

Reports a match if the string enclosed in quotation marks is found in the

device response. For example, <match> "Smith" matches Jane Smith and John
Smith III.

<?> . _

Inserts a wildcard character, for example. CO<?><?>2 matches COOL2 or
COA'l‘Zl, but not (20013;.

<11XX> (XX are hexadecimal digits)

Allows any hexadecimal character to appear in a string inciuding the zero
byte, <h90>.

<ignore>

Ignores the rest of a response from the macro on. For example,

<cr><lf>CONNECTV~<ignore> reads the following responses as the same:
“crlfCONNECTV—l.l” and “crlfCONNECTV-Z.3.”

<diagnostics>

Passes specific error information from a device to RAS. This enables RAS to

display the specific error to RAS users. Otherwise, a nonspecific error
message will appear.

Activating SWITCHJNF Scripts
You can configure a RAS entry to execute a SWITCHINF script before dialing,

after dialing, or both. For example, to automate a remote log on to a remote host,

you would first create the script in SWITCHINF, and then configure the RAS entry
to use the created script after dialing. '

"I1.1‘7 CD 5‘(
S... 44 p SD cm

i. In Remote Access, select the entry you want to connect to.
2. Choose the Edit button.

3. If the Security button is not visible, choose the Advanced button.

Choose the Security button. (In Windows NT 3.1 and WindOWS for workgroups
3.11, this button is labeled Switch).

In the After Dialing box, select the name of the script. The section header in

SWITCHINF is what will appear as the name of the script. (In Windows NT

3.1 and Windows for Workgroups 3.11, this box is labeled Post-Connect).

4. Choose the OK button until you return to the main Remote Access Screen.

' When you dial this entry, the selected script will execute after RAS dials and
connects to the remote host.

0
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Troubleshooting Scripts Using DEVICELOG
Windows NT 3.1 and 3.5 (and Windows for Workgroups 3.11) allow you to log all
information passed between RAS, the modem, and the intermediate device,

including errors reported by the intermediate device. This can ailow yon to find
errors that prevent your scripts from Working.

The DEVICELOG file is created by turning logging on in the registry. The

DEVICELOG file is in the SYSTEM32\RAS subdirectory of your Windows NT
direetory.

i» To create DEVICELOG

1. Hang up any connections, and then exit from Remote Access.

2. Start the Registry Editor by running the REGEDTBZEXE program.

3. Go to HKEY_LOCAL_MACHINE, and then access the following key:
\S YSTEM\CurrentControlSet\Services\RasMan\Parametcrs

Change the value of the Logging parameter to 1. When changed, the parameter
should look like this:

LogginngEGwDWORDflxl

Logging begins when you restart Remote Access or start the Remote Access Server

service (if your computer is receiving calls). You do not need to shutdown and
restart Windows NT.

If an error is encountered during script execution, execution halts. You must
determine the problem by looking in DEVICELOG, make the necessary
corrections to the script, and then restart RAS.

To turn logging on in Windows for Workgroups 3.1 1, edit the SYSTEMINI fiie
and in the [Remote Access} section add the line LOGGING=L The text file

DEVICELOG will be created automatically in the Windows directory when RAS
is started.

Using Scripts with Other Microsoft HAS Clients
Microsoft RAS version 1,0 does not have the capability to invoke RAS Terminal or

use scripts in .INF files.

Microsoft RAS version 1.] supports PADINF only. Note that the syntax used in

the PADINF file differs slightly different from subsequent versions of Microsoft
RAS.

Microsoft RAS for Windows for Workgroups version 3.11, Windows NT

version 3.1 and version 3.5 support RAS Terminal and scripts in SWI'I‘CH.INF
and PAD.1NF.
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fiesonrce fiireciory
This resource directory provides contact information on many of the vendors that

provide RAS-related equipment and support. It is not intended'as an all—inclusive

list of RAS—related products.

Digiboai‘d

6400 Flying Cloud Drive
Eden Prairie, MN 55344

(612) 943-9020

Mulii-port Serial Adapters,

ISDN Adapters

Eicon Technology Corp.
2196 - 32nd Avenue (Lachine)

Montreal, Quebec H8T 3H7
Canada

(514) 631-2592

X25 Adapters

NeiManage, Inc.
20823 Stevens Creek Blvd.

Cupertino, CA 95014
Phone: (408) 9734171

Fax: (408) 257—6405

Terminai Emulation, Fiie Transfer,
X Windows, Email, NFS, TN3270,

BIND, SNMP

Security Dynamics
One Alewife Center -

Cambridge, MA 02140 USA

Phone (617) 547-7820

Fax (617) 354 8836

Advanced network security

and authorization products

Digital Pathways Inc
201 Ravendale Drive

Mountain View, CA 94043—5216

Phone (415) 964 0707

Fax (415) 961 7487

Advanced network security

and authorization products

Racal

480 Spring Park Place
Suite 900

Hemdon, Virginia 22070

Phone (703) 437 9333

Fax (703) 4 7] 0892

Advanced ncm’ork securiiy

and authorization products

SpartaCom, Inc.

10, avenue du Quebec
Bat. F4

B .P. 537

1391946 Counaboeuf Cedex
France

Phone (33—1) 6907.17.80

Fax(33~1) 6929.09.19
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CHAPTER 10

Overview of Microsoft TCP/IP

for Windows NT  
Transmission Controi Protocol/Internet Protocol (TCP/IP) is a networking protocoi
that provides communication across interconnected networks made up of computers
with diverse hardware architectures and various operating systems. TCP/IP can be
used to communicate with Windows NT systems, with devices that use other

Microsoft networking products, and with non-Microsoft systems, such as UNIX
systems.

This chapter introduces Microsoft TCPIIP for Windows NT. The topics in this
chapter include the foiiowing:

- Advantages of adding TCP/‘IP to a Windows NT configuration

- Microsoft TCP/IP core technology and third-party adduons

- Windows NT solutions in TCPHP internetworks

For more detailed information on "PCP/1P and its integration with Microsoft

Windows NT and other networking products, see Chapter 12, “Networking
Concepts for TCP/IP.” ‘
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Advantages of Adding TSP/3P to a Windows NT
Configuration '

The TCP/IP protocol family is a standard set of networking protocols, or rules, that
govern how data is passed between computers on a network. TCP/[P is used to
connect the Internet the worldwide internetwork connecting over two million
universities, research labs, U.S. defense installations, and corpo1ations. These same

protocols can be usedin private 1nternetw01ks that connect several local a1ea
networks.

1
ii.

.‘
at

Microsoft TCPIIP for WindOWS NT enables enterprise networking and connectivity

on Windows NT computers. Adding TCP/IP to a Windows NT configuration offers
the following advantages:

A standard routable enteiprise networking protocol that is the most complete

and accepted protocol available All modern operating systems offer TCP/IP
support, and most laige networks rely on TCP/IP for much of then network
traffic.

A technology for connecting dissimilar systems. Many standard connectivity
utilities are available to access and transfer data between dissimilar systems,

including File Transfer Protocol (FTP) and Terminal Emulation Protocol
(Telnet). Several of these standard utilities are included with Windows NT.

A robust, scalable, cross—platform clientserver framework Microsoft TCP/IP
supports the Windows Sockets 1 1 interface, whichIS ideal for deveioping
client—server applications that can run with Windows Sockets-compiiant stacks
f1om other vendors. Many public-domain Internet tools are also written to the
windows SOCKBLS standard. wii‘inWS Sockets apptieauuin can also take

advantage of other networking protocols such as Microsoft NMink, the
Microsoft implementation of the IPXJSPX protocols used in Novello thWare®
networks.

_ .. “Mani. Tl)"......... \T'T‘ Ln #L." nlnLn 1
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Internet. TCP/iP, Point to Point Protocol (PPP), and Windows Sockets 1.]

provide the foundation needed to connect and use Internet services.
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Microsoft TCP/l P Core Technology

and Third-Party Add-Ons
Microsoft TCP/IP provides all the elements necessary to implement these protocols
for networking. Microsoft TCPHP includes the following:

- Core TCP/IP protocols, including the Transmission Control Protocol {TCP),

Internet Protocol (IP), User Datagram ProtocoltUDP), Address Resolution

Protocol (ARP), and Internet Control Message Protocol (ICMP). This suite of

Internet protocols provides a set of standards for how computers communicate

and how networks are interconnected. Support is also provided for PPP and

Serial—Line IP (SLIP), which are protocols used for dial—up access to TCPIIP
networks, including the internet.

- Support for application interfaces, including WindoWS Sockets 1.1 for network

programming, remote procedure call (RFC) for communicating betWeen

systems, NetBIOS for establishing logical names and sessions on the network,

and network dynamic data exchange (Network DDE) for sharing information
embedded in documents across the network.

- Basic TCP/iP connectivity utilities, including finger, ftp, lpr, rep, rexec, rah,
telnet, and tftp. These utilities allow Windows NT users to interact with and
use resources on non-Microsoft hosts, such as UNIX workstations.

- TCP/IP diagnostic tools, including arp, hostname, ipconfig, Ipq, nbtstat,
netstat, ping, route, and tracert. These utilities can be used to detect and

resolve TCP/IP networking problems.

- Services and related administrative tools, including the FTP Server service for

transferring files between remote computers, Windows Internet Name Service

(WINS) for dynamically registering and querying computer names on an

internetwork, Dynamic Host Configuration Protocol (DHCP) service for

automaticafly configuring TCP/IP on Windows NT computers, and TCP/IP

pn'nting for accessing printers connected to a UNIX computer or connected
directly to the network via TCP/IP.

- Simpie Network Management Protocol (SNMP) agent. This component allows a
Windows NT computer to be administered remotely using management tools

such as SunNet Manager or HP Open View. SNMP can also be used to monitor

DHCP servers and to monitor and configure WINS servers.
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a The client software for simple network protocols, inciuding Character

Generator, Daytime, Discard, Echo, and Quote of the Day. These protocols

ailow a Windows NT computer to respond to requests from other systems that

support these protocols. When these protocols are installed, a sample QUOTES
files is also installed in the \systemrootls YST‘EM’BE‘xDRlVERSW'I‘C directory,

- Path MTU Discovery, which provides the ability to determine the datagram size

for all routers between Windows NT computers and any other systems on the

WAN. Microsoft TCPHP also supports the Internet Gateway Multicast Protocol

(IGMP), which is used by new workgroup software products.

The following figure snows the elements of Microsoft 'l‘CP/IP alongside the variety
of additionai applications and connectivity utilities provided by Microsoft and Other

third—party vendors.

Gopher, WAIS

Development tools
(XLib, ONO/RFC}

 
  

 
 
 

 

 
 

  

 
  

  

 

Advanced servr

Enhanced connectivity
me Service: ' applications 

 .énét‘eios‘fove‘ cert server, andre'directo'r - 

E] integrated with Windows NT

{3 Developed by third parties or the research community

Figure 10.1 Microsoft TCP/IP Core Technology and Third-party Add-one
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TCP/EP standards are defined in Requestsfor Comments (RFCs), which are

published by the Internet Engineering Task Force (IETF) and other working groups.
The relevant RFCs supported in this version of Microsoft TCP/IP (and for

Microsoft Remote Access Service) are described in the following table.

Table 10.1 Requests for Comments (RFCs) Supported by Microsoft TCP/IP
RFC Title

 

   

768 User Datagram Protocol (UDP)

783 Trivial File Transfer Protocol (TFTP)

791 Internet Protocol (IP)

792 Internet Control Message Protocol ( CL u?)

793 Transmission Control Protocol (TCP)

826 Address Resolution Protocol (ARP)

854 Telnet Protocol (TELNET)

862 Echo Protocol (ECHO)

863 Discard Protoeol (DISCARD)

864 Character Generator Protocol (CHARGEN)

865 Quote of the Day Protocol (QUOTE)

867 Daytime Protocol (DAYTIME)

894 I? over Ethernet

919, 922 IP Broadcast Dalagrams (broadcasting with subnets}

959 File Transfer Protocol (FTP)

1001, 1002 NetBIOS Service Protocols

1034, 1035 Domain Name System (DOMAIN)

1042 IP over Token Ring I

1055 Transmission of I? over Serial Lines (IF—SLIP)

1 1 12 Internet Gateway Mniticast Protocol (IGMP)

i 122, 1 123 Host Requirements (communications and applications)

1134 Point to Point Protocol (PPP)

1144 Compressing "PCP/1P Headers for Low—Speed Serial Links

1157 Simple Network Management Protocol (SNMP) 

' .‘1 1»
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Table 10.1 Key Requests for Comments (RFCs) Supoorted by Microsoft TCP/EP
(confin.tied)

  RFC Title

E 1:19 W ‘ Line Printer Daemon Protocol -
1188 I? over FDDI

l 191 Path MTU Discovery

£201 1? over ARCNET

1231 BEBE 802.5 Token Ring MlB (MIBJI)

1332 MT lntemet Protocol Control Protocol (IPCP)

i334 i’PP Authentication Protocols

1533 DHCP Options and BOOTP Vendor Extensions

1534 ‘ lnter0]_)erati0n Between DHCP and BOOT?

1541 Dynamic Host Configuration Protocol (DHCP)

1542 Clarifications and Extensions for the Bootstrap Protocol

1547 Requirements for Point to Point Protocol (9131’)

1548 Point to Point Protocol (PPP)

1549 PP? in High-level Data Link Control (HDLC) Framing

1552 PPP lnternctwork Packet Exchange Control Protocol (IPXCP)

1553 IPX Header Compression

1570 Link Control Protocol (LCP) Extensions

Draft RFCs NetBIOS Frame Control Protocol (NBFCP); PPP over ISDN; PPP over

X.25;_Coinprcssion Centrol Protocol

All RFCs can be found on the Internet via dsinternicnet.

In this version of Windows NT, Microsoft TCP/IP does not include a complete suite

of TCPHP Connectivity tlillltlcfi,1‘lClWUlt& File System (NFS) suppoti, U1 some .
TCP/IP seivei services (daemons) such as routed and telnettl. Many such

applications and utilities that are available in the public domain or from third-party
vendors are compatible with Microsoft TCP/IP.
 

Tip For Windows for Workgroups computers and MSmDOSebased computers on a

Microsoft network, you can install the new version of Microsoft TCP/IP—WBZ for

Windows for Workgroups and the Microsoft Network Client version 2.0 for

MS-DOS from the Windows NT Server 3.5 compact disc. This software includes
the DHCP and WINS clients and other elements of the new Microsoft TCP/IP

software. For information about installing these clients see Chapter 9 “Network

Client Administrator,” in the Windows NT Se:ver Installation Guide.
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Windows NT Solutions in TCP/lP Internetworks

When TCP/iP is used as a transport protocol with Windows NT, Windows NT

computers can communicate with other kinds of systems without additional

networking software. Microsoft TCP/iP in combination with other parts of

Windows NT provides a scalable solution for enterprise networks that include a

mix of system types and software on many platforms.

 

This section summarizes how TCPHP works with Windows NT to provide

enterprise networking solutions. For information about how the elements discussed

in this section fit within the networking architecture, see “TCP/fP and Windows NT

Networking” in Chapter 12, “Networking Concepts for TCP/lP.”

Using TCPllP for Scalability in Windows Networks
TCP/IP delivers a scalable internetworking technology wideiy supported by
hardware and software vendors.

When TCP/IP is used as the enterprise-networking protocol, the Windows-based

networking solutions from Microsoft can be used on an existing intemetwork to

provide client and server support for TCP/EP and connectivity utilities. These
solutions include:

-' Microsoft Windows NT Workstation 3.5, with enhancements to support wide

area networks (WAN), TCP/IP printing, extended LMHOSTS file, Windows
Sockets 1.1, FTP Server service software, and DI-ICP and WINS client
software.

- Microsoft Windows NT Server 3.5, with the same enhancements as

Windows NT, plus DHCP server and WINS server software to support the

implementation of these new protocols.

« Microsoft TCP/iP-SZ for Windows for Workgroups 3.11, with Windows

Sockets support, can be used to provide access for Windows for Workgroups

computers to Windows NT, LAN Manager, and other ”PCP/1P systems.
Microsoft TCP/IPF32 includes DHCP and WINS client software.

- Microsoft LAN Manager, including both client and server support for Windows

Sockets, and MS-DOS—based connectivity utilities. The Microsoft Network

Client 2.0 software on the Windows NT Server compact disc includes new

Microsoft TCP/IP support with DHCP and WINS clients.

it 1
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The current version of TCPIIP for Windows NT aiso supports IP routing in systems

with multiple network adapters attached to separate physical networks (multihomed
systems}.
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Network C

other
networks

'_ Using TCP/lP for Connectivity to the internet
Microsoft TCP/IP provides Windows-based networking with a set of

internetworking protecols based on open standards.

Microsoft TCPIIP for Windows NT- includes many common connectivity

applications such as ftp, rsh, and telnet that support file transfer, remote process
execution, and terminal emulation for communication on the Internet and between

non-Microsoft network systems.
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TCP/IP applications created by researchers and other users, such as Gopher and

NCSA Mosaic, are in the public domain or are available through other vendors as

both 16—bit and 32—bit Windowsubased applications. Any of these applications that

follow the Windows Sockets 1.1 standard are compatible with Windows NT. Such

applications allow a Windows NT computer to act as a powerful Internet client
using the extensive internetworiting components with public--domain viewers and
applications to access Internet resou1ces.

 
Tip Public-domain Windows-based utilities such as LPR and Gopher can be
obtained on the Internet via ftp.cica.indiana.edu in the lpub/win3/nt or

lpub/winB/winsock directory, or via the same directories on ftpcdromcom. 
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TCPiEP tor Heterogeneous Networking
Because most modem operating systems (in addition to Windows NT) snpport

"PCP/1P protocois, an internetwork with mixed system types can share information

using simple networking appiications and utilities. With 'T‘C‘P/lP as a connectivity

protocol, Windows NT can communicate with many nonvMicrosoft systems,
including:

Internet hosts

Apples) Maeintosho systems

IBM mainframes

UNIX systems

Open VMSTM systems

Plinters with network adapters connected directly to the network

LAN Manager
Microsoft TCPIIP fer umtx host

Windows for UNIX host

Workgroups W
Pathworks for VMS

   
  Windows NT

(including HAS)

Figure 10.3 Microsoft TCP/IP Connectivity

Microsoft TCPHP provides a framework for interoperable heterogeneous

networking. The modular architecture of Windows NT networking with its

transport-independent services contributes to the strength of this framework. For

example, Windows NT supports these transport protocols, among many others:

it etitioner Vania

IPX/SPX for use in NetWa're environments using the Microsoft NWLink

transport. Besides providing interoperability with NetWare networks iPX/SPX
is a fast LAN transport fo1 Windows—based networking as weli

”PCP/1P for inteinetworks based on I? technologies. TCP/IP is the preferred

transport for internetworks and provides interoperability with UNIX and other
TCPt’lP-based networks.
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- NetBEUI as the protocol for local area networking on smaller networks and

compatibility with existing LAN Manager and IBM LAN Server networks.

- AppleTaik for connecting to and sharing resources with Macintosh systems.

Other transport protocois provided by third~party vendors, such as DECnet and

031, can also be used by Windows NT networking services.

Windows NT provides standard network progrannning interfaces through the

Windows Sockets, RFC, and NetBIOS interfaces. Developers can take advantage
of this heterogeneous client~server platform to create custom applications that will

run on any system in the enterprise. An example of such a service is Microsoft SQL
Server, which uses Windows Sockets 1.1 to provide access to NetWare, '
MS—DOS—based, Windows NT, and UNIX clients.

Using TCP/IP with Third-Party Software
TCP/IP is a common denominator for heterogeneous networking, and Windows

Sockets is a' standard used by application developers. Together they provide a
framework for crossplatform client-se1ve1 development. TCP/IP--awaie

applications £10m vendors that comply with the Windows Sockets standards can run
over virtually any PCP/1P implementation.

The WindoWS Sockets standard ensures compatibility with Windows-based TCP/IP
utilities developed by more than 30 vendors. This includes third-party applications
for the X Window System, sophisticated terminal emulation software, NFS,

electronic mail packages, and more. Because Windows NT offers compatibility
with 16—bit Windows Sockets, applications created for Windows 3.x Windows

Sockets mn over Windows NT without modification or recompilation.

For example, third—party applications for X Window provide strong connectivity
solutions by means or X Window servers, database servers, and terminal emulation.

With such applications, a Windows NT computer can work as an X Window server

platform while retaining compatibility with applications created for Windows NT,

Windows 3.1, and MS—DOS on the same system. Other third-party software

includes X Window client libraries for Windows NT, which allow developers to

write X Window client applications on Windows NT that can be run and displayed
remotely on X Window server systems.

The Windows Sockets AP} is a networking API used by programmers creating
applications for both the Microsoft Windows NT and Windows operating systems.

- Windows Sockets is an open standard that is part of the Microsoft Windows Open
System Architecture {WOSA) initiative. It is a public specification based on

Berkeley UNIX sockets, which means that UNIX applications can be quickly

ported to Microsoft Windows and Windows NT. Windows Sockets provides a
single standard programming interface supported by all the major vendors
implementing TCP/lP for Windows systems.

F g 1
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The Windows NT TCPIIP utilities use Windows Sockets, as do 32~bit TCPIIP

applications developed by third parties. Windows NT also uses the Windows
Sockets interface to support Services for Macintosh and lPX/SPX in NWLink.
Under Windows NT, loibit Windows-based applications created under the

Windows Sockets standard wiii run without modification or recompilation. Most

TCPflP users will use programs that comply with the WinOWS Sockets standard,

Such asftp or telnet or third-party applications.

The Windows Sockets standard allows a developer to create an application with

a single common interface and a single executable that can run over many of the

TSP/1Plifip‘fifli’lflillaiiflfls provided by vendors. The goals for Windows Sockets are
the foliowing:

. Provide a familiar networking API to programmers using Windows NT,

Windows for Workgroups, or UNIX

- Offer binary compatibility between vendors for heterogeneous Windows-based
TCP/IP stacks and utilities

. Support both connection-oriented and connectioniess protocols

Typical Windows Sockets applications include graphic connectivity utilities,
terminal emulation software, Simple Mai} Transfer Protocol (SMTP) and electronic

mail clients, network printing utilities, SQL client applications, and corporate '
client—server applications.

If you are interested in developing a Windows Sockets application, specifications

. for Windows Sockets are available on the Internet from ftpmicrosoftcom, on
CompuServeo in the MSL iibrary, and in the Microsoft Win32 Software
Developers Kit.

t» To get a copy of the Windows Sockets specification via anonymous FTP

I. Make sure you have write permission in your current working directOIy.

b.) . At the command prompt, strut ftp, and then connect to ftp.inierosoi't.eoin
(or 198.105.2321}.

Log on as anonymous.

Type your electronic ma'd address for the password.

Type ed \advsys\winsock\specll, and then press ENTER.9???”
Use the dir command to see the list of available file types. If you want binary
data such as in the Microsoft Word version, type bin, and then press ENTER.

7'. Determine the file with the format you want [for example, ASCII (.TXT),

PostScn‘pto (.PS), or Microsoft Word (.DOC)], and then type get winsock.exr
where ex: is the format that you want, such as winsock.doe for the Microsoft
Word version.
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s To get a copy of the Windows Sockets specification from CompuServe

I. At the command prompt, type go msl, and then press ENTER.

2. Browse using the keywords windows sockets.

3. Choose the filo with the format you want [ASCII (.TXT), PostScript (.PS), or
Microsoft Word for WindOWS (.DOC)], and then type get winsock.ext.

There is also an electronic maiiing list designed for discussion of Windows Sockets
programming.

9 To subscribe to the Windows Sockets mailing list

0 Send electronic mail to listserv@sunsiteoncedu with a message body that
contains subscribe winsock user’s—email—address.

You can USe the same procedure to subscribe to two mailing lists called
winsock-hackers and winsock-usei‘s.
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CHAPTER 11

Installing and Configuring
Microsoft TCP/IP and SNMP  

This chapter explains how to install Microsoft TCP/IP and the SNMP service for

Windows NT and how to configure the protocols on your computer.

The TCP/IP protocol family can be installed as part of Custom Setup when you
install Windovvs NT, following the steps described in this chapter. Also, if you

upgrade to a new version of Windows NT, Setup automatically installs the new

TCP/IP protocol and preserves your previous TCP/IP settings. This chapter assumes
that Windows NT has been successfully installed on your computer but TCP/IP has
not been installed.

The following topics appear in this chapter:

. Before installing Microsoft TCP/IP

.. Installing TCPIIP

. Configuring TCP/IP .

- Configuring TCP/IP to use DNS

- ‘ Configuring advanced TCPKIP options

- Configuring SNMP

Removing TCP/iP components

Configuring Remote Access Service (RAS) for use with TCP/IP

You must be logged on as a member of the Administrators group to install and
configure all elements of TCP/IP.
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Before trlstatiing Microsoft res/as
 

Important The values that yOu use for manually configuring TCP/IP and SNMP

must be supplied by the network administrator.

Check with your network administrator to find out the following information
before you install Microsoft TCPI'IP on a Windows NT computer:

Whether you can use Dynamic Host Configuration Protocol (DHCP) to

configure TCP/IP. You can choose this option if a 131-103 server rs insta led on
your internetwork. You cannot choose this'option if this computer wiii be
a DHCP server. For information, see “Using Dynamic Host Configuration

Protocol” later in this chapter.

Whether this computer will be a DHCP server. This option is availabie only for
Windows NT Server. For information, see Chapter 13, “Installing and

Configuring DHCP Servers.”

Whether this computer will be a Windows Internet Name Service (WINS)
server. This option is available only for Windows NT Server. For information,
see Chanter 14, “Installing and Configuring WINS Servers.”

“.1. 1----

Whether this computer will be a WINS proxy agent. For information, see
“Windows Internet Name Service and Broadcast Name Resolution” in

Chapter 12, “Networking Concepts for TCP/IP.”

If you cannot use DHCP for automatic configuratioa, you need to obtain the
following values from the network administrator so you can configure TCPJIP

manually:
u

r" 4.

The IP address and subnet mask for each network adapter card installed on the

computer. For information, see “IP Addressing” in Chapter 12, “Networking
Concepts for TCP/IP.”

The IP address for the default local gateways (1P routers}.

Whether your computer will use Domain Name System (DNS) and, if so, the IP
addresses and DNS domain name of the DNS servers on the internetwortc. For

information, see “Domain Name System Addressing” in Chapter 12

“Networking Concepts for TCP/IP.”

The IP addresses for WINS servers, if WINS servers are available on your
network.
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You need to know the following information before you install the Simple
Network Management Protocol (SNMP) service on your computer, as described in
“Configuring SNMP" later in this chapter:

. Community names in your network

- Trap destination for each community

- IP addresses or computer names for SNMP management hosts

Although the Windows NT SNMP management agent supports management
consoles over both lPX and UDP protocols, SNMP must be installed in conjunction
with the other TCP/IP services. Once SNMP is installed, no additional

configuration is needed to manage over lPX. If IPX is installed, SNMP
automatically runs with it.

Installing TCP/IP

l7." 

You must be logged on as a member of the Administrators group for the local
computer to install and configure TCP/IP.

To install Microsoft TCPfIP on a Windows NT computer

1. Double—click the Network icon in Control Panel to display the Network Settings
dialog box.

2. Choose the Add Software button to display the Add Network Software dialog
box.

3. Select TCP/‘IP Protocol And Related Components from the Network Software
box, and then choose the Continue button.

4. in the Windows NT TCP/IP Installation Options dialog box, select the options
for the TCP/IP components you want to install, as described in the table that

follows this procedure. If any TCP/IP elements have been installed previously,
they are dimmed and not available. When you have selected the options you .
want, choose the Continue button.

While you are installing or configuring TCP/IP, you can read the hint bar at the

bottom of each TCP/IP dialog box for information about a selected item, or

choose the Help button to get detailed online information.

Windows NT Setup displays a message prompting for the full path to the
Windows NT distribution files.
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5. 111 the Windows NT Setup dialog box, enter the full path to the Windows NT
distribution files, and then choose the Continue button.

You can specify a drive letter for floppy disks, a CD~ROM drive, or a shared
network directory, or you can specify the Universal. Naming Convention (UNC)

path name for a netvvork resource, such as \WTSETUPWIASTER.

All necessary files are copied to your hard disk. 

Note If you are installing from floppy disks, Windows NT Setup might request
disks more than once. This behavior is normai and not an error condition.

6. If you selected the options for installing the SNMP and FTP Server services, you

are automatically requested to configure these services.

Follow the directions provided in the online Help for these dialog boxes. For
additional details, see “Configuring SNMP” later in this chapter, and see also

Chapter 16, “Using the Microsoft. FTP Server Service.”

7. In the Network Settings dialog box, choose the OK button.

If you selected the Enable Automatic DHCP Configuration option and a DHCP
server is available on your network, all configuration settings for TCP/IP are

completed automatically, as described in “Using Dynamic Host Configuration
Protocol” lateiin this chapter

If you did not check the Enable Automatic DHCP Configuration option,
continue with the configuration proceduies dese1ibed1n‘Conf1gurirtg TCP/IP

Manually” later in this chapter. TCPIIP must be configured in order to operate.

If you checked the DHCP Server Service or WINS Server Service options, you

must complete the configuration steps described in Chapter 13, “Instaliing and

Configuring DI—ICP Servers,” and Chapter 14, “Installing and Configuring
WINS Servets.”

Sta
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Table 11.1 Windows NT TCP/IP Installation Options

Option

TCP/TP internetworkj ng

Connectivity Utilities

. SNMP Service

TCPIIP Network Printing
Support

FTP Server Service

Simple TCP/IP Services

52"“

Petitioner “Vantage Hoisting corp. at a

 

Usage

Includes the TCP/IP protocol, NetBlOS over TCP/IP and

Windows Sockets interfaces, and the TCP/IP diagnostic

utilities. These elements are installed automatically.

 

Installs the TCP/lP utilities. Select this option to install the
connectivity utilities described in Appendix A, “TCP/IP
Utilities Reference.”

installs the SNMP service. Select this Option to allow this
computer to be administered remotely using management
tools such as Sun Net Manager or HP Open View. This
option also allows you to monitor statistics for the TCP/JP

services and WINS servers using Performance Monitor, as
described in Chapter 17, “Using Performance Monitor with
TCP/ilJ Services.”

Enables this computer to print directly over the network

using TCP/IP. Select this option if you want to print to
UNIX print queues or "PCP/1P printers that are connected

directly to the network, as described in Chapter 18,
“Internetwork Printing with TCP/IP.”

This option must be installed if you want to use the

Lpdsvr service so that UNIX computers can print to
Windows NT printers.

Enables files on this computer to be shared over the

network with remote computers that support FTP and
TCPfIP (especially non-Microsoft network computers).
Select this option it" you want to use TCP/IP to share files

with other computers, as described in Chapter 16, “Using
the Microsoft FTP Server Service.“

Provides the client software for the Character Generator,

Daytime, Discard, Echo, and Quote of the Day services.

Select this option to allow this computer to respond to
requests from other syStems that support these protocols.

w
i t

r
x
E :5 w it

me hf“
“:5 .

ini .. Sikh "tit it is .. i‘i3:
4



 

 

 

 

170 Part III TCPIIP

Table 11.1 Windows NT TCP/IP Installation Options (continued)

Option Usage

DHCP Server Service lnstails the server software to support automatic

configuration and addressing for computers using TCP/lP
on your intemetwork. This option is available only for
Windows NT Server. Select this option if this computer is
to be a DHCP Server, as described in Chapter 13,

“lnstaliing and Configuring DHCP Servers.”

if you select this option, you must manually configure the
1]? address, subnet mask, and default gateway for this

computer. '

WiNS Server Service installs the server software to support WiNS, a dynamic
name resolution service for computers on a Windows

intemetwork. This option is available only for
Windows NT Server. Select this option if this computer is

to be installed as a primary or secondary WINS server, as
described in Chapter 14, “Instailing and Configuring
WINS Servers.”

Do not select this option if this computer will be a WINS
proxy agent.

Enable Automatic DHCP Turns on automatic configuration of TCP/IP parameters for

Configuration this computer. Select this option if there is a DHCP server
on your internetwork to support dynamic host
configuration. This option is the preferred method for

configuring 'I‘CP/lP on most Windows NT computers.

This option is not available if the DHCP Server Service or
WINS Server Service Option is selected.

If you have trouble installing Microsoft TCP/IP on your computer, follow the

suggestions in the error messages displayed on the screen. You can also use

diagnostic utilities such as ping to isolate network hardware problems and
;r1r‘r\111r‘\of;i‘\lr: r-nn-Frmu-'Jf'IfinK.‘ Enu- infirmn'whrm 5gp- r‘hanler 10 “Trnnl-tiaehnntlino......................bumww. i “Mommas-, - m.pm H, “WWW-.-“.5

TCPI’IP.”

After TCP/IP is installed, the \systemroot\SYSTEM32\DRIVERS\ETC directory

contains several files, inciuding default HOSTS, NETWORKS, PROTOCOLS,

QUOTES, and SERVICES files pius a sample LMHOSTSSAM file that describes
the format for this file.
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Configuring TCP/IP
For TCP/IP to work on your computer, it must be configured with the IP addresses,

subnet mask, and default gateway for each network adapter on the computer.
Microsoft TCP/IP can be configured using two different methods:

 

- If thereis a DHCP server on your internetwo1k, it can automatically configure
TCP/IP for you1 computer using DHCP

- If thereis no DHCP sewer, or if you are configuring a Windows NT Server

computer to be a DHCP server, you must manually configure all TCP/IP
settings.

These configuration methods are described in the following sections.

Using DHCP
The best method for ensuring easy and accurate installation of TCP/IP is to use

automatic DHCP configuration, which uses DHCP to coufigure your local computer
with the correct I? address, subnet mask, and default gateway.

You can take advantage of this method for configuring TCPHP if there is a DHCP

server installed on your network. The network administrator can tell you if this

option is available. You cannot use DHCP configuration for a server that you are

installng as a DHCP server or a WINS server. You must configure TCP/IP settings

manually for DHCP servers, as described in “Configuring TCP/IP Manually” later
in this chapter.

a» To configure TCP/IP using DHCP

1. Make sure the Enable Automatic DHCP Configuration option is checked in

either the Windows NT TOP/1P Installation Options dialog box or the TCP/IP
Configuration dialog box.

2. When you restart the computer after completing TCPfIP installation, the DHCP

Server automatically provides the correct configuration information for your
computer.

If you subsequently attempt to configure TCP/IP in the Network Settings dialog
box, the system warns you that any manual settings will override the automatic

settings provided by Di{CP As a general rule, you should not change the automatic

settings unless you specifically want to override a setting provided by DHCP. F01

detailed information about DHCP see “Dynamic Host Configuration Plotocol” in

Chapter 12, “Networking Concepts for TCP/lP.”
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Configuring TSP/JP Manually
After the Microsoft TCP/IP protocol software is installed on your computer, you

must manually provide valid add1essing information if you are installing TCP/IP on
a 1‘);le SCE‘VCI or a WINS Server, or if you cannot use automatic DHCP

configuration.

For a WINS server computer that has more than one network adapter card, WINS

always binds to the first adapter in the list of adapters bound by TCP/IP. Make sure

that this adapter address is not set to 0, and that the binding order of IP addresses is
not rivah'lri'm-(‘l

L unwnusuvu

Yon must be logged on asa. member of the Administrators group orf' the local

computer to configure TCP/IP.

Caution l3esure to use the values for IP addresses and subnet masks that a1e
supplied by your network administrator to avoid duplicate addresses. If duplicate
addresses do occur, this can cause some computers on the network to function

unpredictabiy. F01 more information see “IP Addressing” in Chapter 12,

“Netwmkmg Come—pmfor TCP/IP.”

 

  

To manualiy configure the TCPIIP protocol

1. Complete one of the following tasks:

If you are installing TCP/IP, perform the following steps.

a Complete all options in the Windows NT TCP/IP Installation Options dialog
box, and then choose OK to display the Network Settings diaiog box.

Choose the OK button to display the Microsoft TCP/IP Configuration dialog
box.

#01...

If you are reconfiguring TCPFE, perform the following steps.

- Doubioclick the Network option in Control Panel to display the Network

Settings diaiog box.

.v.
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- In the Installed Network Software box, select TCP/IP Protocol, and then

choose the Configure button to display the TCP/IP Configuration dialog box.

Enable Automatic DFICP Configmalinn

iP Address: 11 .103 .41 _12

SgbnelHask: 255 255 255 .8

r~_————

flefaull Gateway: ll JUL? ‘41 .12

Erimary WINS Server: E:::f

fiecondarp WINS Server:1: 
2. In the Adapter box, select the network adapter for which you want to set IP

addresses,

The Adapter list contains all network adapters to which IP is bound on this

computer. This list includes all adapters installed on this computer.

YOu must set specific IP addressing information for each bound adapter with

correct values provided by the network administrator. The bindings for a

network adapter determine how network protocols and other layers of network
software work together.

3. For each bound network adapter, type values in the IP Address and Subnet Mask
boxes.

- The vaIue in the IP Address box identifies the IP address for your local

computer or, if more than one network card is installed in the computer, for

the network adapter card selected in the Adapter box.

fan :5s
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- The value in the Suhnet Mask box identifies the network membership for the

selected network adapter and its host ID. This allows the computer to

separate the IP address into host and network IDs. The subnet mask defaults
to an appropriate value, as shown in the following table:

Table 11.2 Subnet Mask Defaults 

  Address class Range of first octet in 1—1; address Sub-net mask
Ciass A i426 2550.0.0

Class 33 128-191 255255.00

Class C 1924223 255.255.255.13 

4. For each network. adapter on the computer, type the correct 1? address value in
the Default Gateway box, as provided by the network administrator.

This value specifies the IP address of the default gateway (or IP router) used to
forward packets to other networks or subnets. This value should be the IP
address of your local gateway.

This parameter is required only for systems on internetworks. if this parameter
is not provided, 1P functionality is limited to the local suhnet unless a route is
specified with the TCP/IP route utility, as described in Appendix A, “TCP/IP
Utilities Reference.”

If your computer has multiple network cards, additional default gateways can be
added using the Advanced Microsoft TCP/IP Configuration dialog box, as
described later in this chapter.

5. If there are WINS servers installed on your network and you want to use WINS

in combination with broadcast name queries to resolve computer names, type IP

addresses in the boxes for the primary and optionally, the secondary WlNS
SCIVCIS.

The network administrator should provide the correct values for these

parameters. These are global values for the computer, not just individual
adapters.

If an address for a WINS server is not specified, this computer uSes name query

broadcasts (the b-node mode for NetBlOS over TCP/IP) plus the local
LMHOSTS file to resolve computer names to IP addresses. Broadcast resolution
is limited to the local network.   

Note WINS name resolution is enabled and configured automatically for a

computer that is configured with DHCP.

On a WINS server, NetBlOS over TCP/IP (NETBTSYS) uses WENS on the

local computer as the primary name server, regardless of how name resolution
might be configured. Also, NetBIOS over TCP/IP binds to the first IP address
on a network adapter and ignores any additional addresses.
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For overview information about name resolution options, see “Name Resolution
for Windows Networking” in Chapter 12 “Networking Concepts for TCP/lP.”
For detailed information about installing and configuring WINS servers, see

Chapter 14, “Installing and Configuring WINS Servers.”

6. If you want to configure the advanced TCP/lP options for multiple gateways and
other items, choose the Advanced button, and then continue with the

configuration procedure, as described in “Configuring Advanced TCPfIP
Options” later in this chapter.

7. If you want to use DNS for host name resolution, choose the DNS button, and
then continue with the configuration procedure, as described in the next section.

8. If you do not want to configure DNS or advanced options, or if you have
completed the other configuration procedures, choose the OK button. When the

Network Settings dialog box is displayed again, choose the OK button.

Microsoft TCP/IP has been configured. If you are installing TCP/lP for the first

time, you must restart the computer for the configuration to take effect. If you
are changing your existing configuration, you do not have to restart your
computer.

After TCP/IP is installed, the \systemroot\SYSTEM32\DRIVERS\ETC directory
contains a default HOSTS file and a sample LMHOSTSSAM file. The network

administrator might require that replacement HOSTS and LMHOSTS files be used
instead of these default files. ‘

Configuring TCP/IP to Use DNS
Although TCP/IP uses IP addresses to identify and reach computers, users typically
prefer to use computer names. DNS is a naming service generally used in the UNIX
networking community to provide standard naming conventions for IP workstations.

Windows Sockets applications and TCP/lP utilities, such as ftp and telnet, can also
use DNS in addition to the HOSTS file to find systems when connecting to foreign
hosts or systems on your network.

Contact the network administrator to find out whether you should configure your
computer to use DNS. Usually, you can use DNS if you are using TCP/IP to
communicate over the Internet or if your private internetwork uses DNS to

distribute host information. For information, see “Domain Name System
Addressing” in Chapter 12, “Networking Concepts for TCP/IP.”

Microsoft TCP/IP includes DNS client software for resolving internet or UNIX

system names. Microsoft Windows networking provides dynamic name resolution
for NetBlOS computer names via WINS servers and NetBIOS over TCP/IP.

DNS configuration is global for all network adapters installed on a computer.

:
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1p
To configure TCP/IP DNS connectivity

l. Doublerclick the Network option in Control Panel to display the Netwurk
Settings dialog box.

_l‘~) In ”'13 Tnoinllnr: l\la1-:1:Or[, anhnova knv nalaflf TFDJ’TD Drnr-nr-n‘l nhr‘l 1-ln
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the Configure button to display the TCP/IP Configuration dialog box.

3. Choose the DNS button to display the DNS Configuration dialog box.

. WWthm‘l
1'..1'1n1wrj

  
Names are displayed in the Host Name box and Domain Name box.

4. Complete one or both of the following optional tasks:

- Type a new name in the Host Name box (usually your computer name).

The. ha of a1“3 mm been_r1v Qgrnbimafia11 9F A7.1911915 0—9 plums-“1:1rals "rid the

hyphen ()ccharacter.

(J

 

Note Some characters that can be used in Windows NT computer names.

particularly the underscore, cannot'be used in host names.  

By default, this value is the Windows NT computer name, but the network
administrator can assign another host name without affecting the computer
name. The host name is used to identify the local computer by name for

authentication by some utilities. Other TCP/lP-based utilities, such as rexec,
can use this value to learn the name of the local computer. Host names are

stored on DNS servers in a table that maps names to IP addresses for use by
DNS.
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- Type a new name in the Domain Name box.

The DNS Domain Name can be any combination cf AwZ letters, (L9

numerals, and the hyphen (—) plus the period (.) character used as a separator.

The DNS Domain Name is usually an organization name followed by a

period and an extension that indicates the type of organization, such as
microsoftcom. The DNS Domain Name is used with the host name to create

a fully qualified domain name (FQDN) for the computer. The FQDN is the
host name followed by a period (.) followed by the domain name. For

example, this could be (3011301.research.trey.com, where corpfll is the host

name and research.trey.com is the domain name. During DNS queries, the
local domain name is appended to short names. 

N_ote A DNS domain is not the same as a Windows NT or LAN Manager
domain.

, 5. In the Domain Name System (DNS) Search Order box, type the IP address of
the DNS server that will provide name resolution, and then choose the Add

button to move the IP address to the list on the right.

The network administrator should provide the correct values for this parameter.

You can add up to three IP addresses for DNS servers. The servers running
DNS will be queried in the order listed. To change the order of the IP addresses,

select an IP address to move, and then use the up- and down—arrow buttons. To
remove an IP address, select the IP address, and then choose the Remove button.

6. in the Domain Suffix Search Order box, type the domain suffixes to add to your
domain suffix search list, and then choose the Add button.

This list specifies the DNS domain suffixes to be appended to best names during

name resolution. You can add up to six domain suffixes. To change the search
order of the domain suffixes, select a domain name to move, and then use the up-
and down—arrow buttons. To remove a domain name, select the domain name,
and then choose the Remove button.

7. When you are done setting DNS options, choose the OK button.

8. When the TCP/lP Cenfiguration dialog box reappears, choose the OK button.

When the Network Settings dialog b0x reappears, choose the OK button.

The settings take effect after you restart the computer.
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Configuring entranced TCt‘EIEP Gptions

Eler'itioner Vonege Polonrm {Jory}. of sin - ‘Esirloit Tight; w P’s

To configure or reconfigure advanced TCP/IP options

Settings dialog box.

  
 

  
 

 
Adaglel 111955: EEhatWElHKS rump Adaptor E[P Addresses Subnet Hasks

n .103. 41 .12 255. 255. 255.0
 

  
1? Address:
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11.103.41.12

E] Enable tP Hunting

Cl Enable grits Proxy flagrant

Configuration dialog box.

advanced configuration values.

. Double-click the Network option in Control Panel to display the NetWork

. Choose the Advanced button to display the Advanced Microsoft TCP/IP

If your computer has multiple network adapters connected to different networks
using TCP/IP, you can choose the Advanced button in the TCPI’IP Configuration
dialog box to configure options for the adapters or to configure alternate default
gateways.

. In the Adapter box, select the network adapter for which you want to specify

. In the Installed Network Software box, select TCP/IP Protocol, and then choose

the Configure button to display the TCP/IP Configuration dialog box.

The IP address and default gateway settings in this dialog box are defined only
for the selected network adapter.

I“:it
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5. in the IP Address and SubnetMask boxes, type an additional IP address and

subnet mask for the selected adapter, and then choose the Add button to move

the IP address to the list on the right.

The network administrator should provide the correct values for this parameter.

Optionally, if your network card uses multiple IP addresses, repeat this process

for each additional IP address. You can specify up to five additional IP

addresses and subnet masks for identifying the selected network adapter. This

can be useful for a computer connected to one physical network that contains

multiple Iogicat IP networks.

6. In the Default Gateway box, type the IP address for an additionai gateway that

the selected adapter can use. and then choose the Add button to move the IP

address to the list on the right.

Repeat this process for each additional gateway. The network administrator

should provide the correct values for this parameter.

This list specifies up to five additional default gateways for the selected network

adapter.

To change the priority order for the gateways, select an address to move and use

the up— or down-arrow buttons. To remove a gateway, select it, and then choose
the Remove button.

7. If you want to use DNS for DNS name resolution on Window networks, select

the Enable DNS For Windows Name Resolution option.

If this option is selected, the system finds the DNS server by using the IP
address specified in the DNS Configuration dialog box, as described earlier in

this chapter. Selecting this option enables DNS name resolution for use by

Windows networking applications.

8. If you want to use the LMHOSTS fiie for thBIOS name resolution on

Windows networks, select the Enable LMHOSTS Lookup option.

If you already have a configured LMHOSTS file, choose the Import LMHOSTS
button and specify the directory path for the LMHOSTS file you want to use. By
default, Windows NT uses the LMHOSTS file found in

\systemro0t\SYSTEM32\DRlVERS\ETC.

For any method of name resolution used in a Windows NT network, the

LMHOSTS file is consulted last after querying WINS or using broadcasts, but
before DNS is consulted.
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9. lo the Scope 11‘) box, type the computer’s Scope identifier, if required on an
internetwork that uses NetBIOS over TCP/lP.

To communicate with each other, all computers on a TCPIIP internetwork must

have the same scope ID. Usually, this value is left blank. A scope ID might be

assigned to a group of computers that will communicate only with each other

and no other systems. Such computers can find each other if their scope IDs are

identicai. Scope IDs are used only for communication based on NetBiOS over
TCP/IP.

A computer can have only one scope 11), even if it has more than one adapter
card with access to more than one network. if such a multihomed computer is a

DHCP client, with DHCP servers on each network, the scope {D of the two

networks should be identical. if they are nor identical, the lasr adapter card to be

configured will write its scope ID to the Registry, which couid resuit in

unexpected behavior and a loss of connectivity to one of the networks. It is best
in this case to set the scope ID manually. Any manually configured value
overrides values provided by the DHCP server.

The network administrator should provide the correct value, if required.
10. To turn on static IP routing, check the Enable IP Routing option.

This option allows this computer to participate With other static routers or a
network. You should check this option if you have two or more network cards

and your network uses static routing, which also requires the addition of static

routing tables. For information about creating static routing tables, see the route

utility in Appendix A, “TCP/IP Utilities Reference.”

This option is not available if your computer has only one network adapter and
one IP address. Also, this option does not support routers running the Routing

information Protocol (BAP).

l 1. If you want this computer to be used to resolve names based 011 the WINS
database, select the Enable WINS Pr0xy Agent option.

This option allows the computer to answer name queries for remote computers,
so oiiter coriipuiers configured for broadcast 11211115 resolution can benefit from
the name resolution services provided by a WINS server.

This option is available only if you entered a value for a primary WINS server

in the TCP/IP Configuration dialog box, as described in “Configuring TCP/IP”

earlier in this chapter. However, the proxy agent cannot be run on a computer
that is also a WINS server. ’

Consult with the network administrator to determine whether your computer

should be configured as a WINS proxy agent, as only a few computers on each
subnetwork should be configured for this feature.

1w
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32. When you are done setting advanced options, choose the OK button. When the

TCP/l? Configuration dialog box reappears, choose the OK button. When the

Network Settings dialog box reappears, choose the OK button to complete
advanced TCP/IP configuration.

You must restart the computer for the changes to take effect.

Configuring SNMP

"Petitioner n- -ii.‘ vm. . a - V Elfivl‘fl‘U-q‘)\( 'i-r‘r‘rflg‘
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The SNMP service is installed when you select the SNMP Service option in the
Windows NT TCP/IP Installation Options dialog box. After the SNMP service

software is installed on your computer, you must configure it with valid information
for SNMP to operate.

You must be logged on as a member of the Administrators group for the local
' computer to configure SNMP.

The SNMP configuration information identifies communities and trap destinations.

- A community is a group of hosts to which a Windows NT computer running the
SNMP service belongs. You can specify one or more communities to which the

Windows NT computer using SNMP will send traps. The community name is
placed in the SNMP packet when the trap is sent.

When the SNMP service receives a request for information that does not contain

the correct community name and does not match an accepted host name for the

service, the SNMP service can send a trap to the trap destination(s), indicating
that the request failed authentication.

. Trap destinations are the names or IP addresses of hosts to which you want the
SNMP service to send traps with the selected community name.

You might want to use SNMP for statistics, but might not care about identifying

communities or traps. In this case you can specify the “public” community name
when you configure the SNMP service.

To configure the SNMP service

1. Double—click the Network option in Control Panel to display the Network
Settings dialog box.
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2.
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In the Instaiicd Network Software box, select SNMP Service, and then choose

the Configure button to display the SNMP Service Configuration diaiog box.

Community Names
r i ‘52:]; "“.'\(_(El_1"x13-3git-12%was.nfl£fiu

LP Hostr‘fiddtess or
{PX Address

T0 identify each community to which you want this computer to send traps. type

the name in the Community Names box. After typing each name, choose the

Add button to move the name to the Send Traps With Community Names list on
the left.

Typically, all hosts belong to public, which is thestandard name for the common
community of all hosts. To delete an entry in the list, select it, and then choose
the Remove button.
 

Note Community names are case sensitive. 

To specify hosts for each community you send traps to, after you have added the
community and while it is still highlighted, type the hosts in the I? Host/Address
Or IPX Address box. Then choose the Add button to move the host name or IP

address to the Trap Destination for the selected community list on the left.

You can enter a host name, its 1P address, or its 1in address.

To delete an entry in the list, select it, and then choose the Remove button.

To enable additional security for the SNMP service, choose the Security button.

Continue with the configuration procedure, as described in the next section,

“Configuring SNMP Security.”

To Specify Agent information (comments about the user, location, and services),
choose the Agent button, and then continue with the configuration procedure, as
described in “Configuring SNMP Agent Information” later in this chapter.

When you have completed all procedures, choose the OK button. When the

Network Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service has been configured and is ready to start. It is not

necessary to reboot the computer.

'7:
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Configuring SNMP Security
SNMP security atiows you to specify the communities and hosts a computer will

accept requests from, and to specify whether to send an authentication trap when an

unauthorized community or host requests information.

' a To configure SNMP security

1. Double—elicit the Network option in Control Panel to display the Network
Settings dialog box.

2. In the Installed Network Software list box, select SNMP Service, and then

choose the Configure button.

3. In the SNMP Service Configuration dialog box, choose the Security button.

Send Authentication Trap

Accepted Community flames

O Agcepr SNMP Packets [mm any Host
finiy Accept SNMP Packets from These Hosts:

lP HostlAddiess m[PX Address: 
4. If you want to send a trap for failed authentications, select the Send

Authentication Trap check box in the SNMP Security Configuration dialog box.

5. In the Community Name box, type the community names in which you will

accept requests. Choose the Add button after typing each name to move the
name to the Accepted Community Names list on the left.

A host must belong to a community that appears on this list for the SNMP

service to accept requests from that host. Typically, all hosts belong to public,
which is the standard name for the common community of all hosts. To delete an
entry in the list, select it, and then choose the Remove button.
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6. Select an option to specify whether to accept SNMP packets from any host or

from only specified hosts.

a if the Accept SNMP Packets From Any Host option is selected, no SNMP

packets are rejected on the basis of source host ID. The list of hosts under

Only Accept SNMP Packets From These Hosts has no effect.

u If the Only Accept SNMP Packets From These Hosts option is selected,

SNMP packets will be accepted only from the hosts listed. In the 1P

{est/Address 0r IPX Address box, type the host names, IP addresses, or

IPX addresses of the hosts from which you will accept requests. Then choose
{Inn Add button in unnve {Eva knot net-no nr ID adrlrpnc tn. H13 list lwnv mm H19 left
uv .r x uu. :1 Lu : U u us.» Aruu‘. LLuxAlv Ux xx uAvvu Lu :4 uvn uu uu.’

To delete an entry in the list, select it, and then choose the Remove button.

7. Choose the OK button.

The SNMP Service Configuration dialog box reappears.

To specify Agent information (comments about the user, location, and services),

choose the Agent button. Continue with the configuration procedure, as
described in the next section.

After you complete all procedures, choose the OK button. When the Network

Settings dialog box reappears, choose the OK buttOn.

The Microsoft SNMP service and SNMP security have been configured and are

ready to start. You do not need to reboot the computer.

Configuring SNMP Agent Information
SNMP agent information allows you to specify cornments about the user and the

physical location of the computer and to indicate the types of service to report. The
types of service that can be reported are based on the computer’s configuration.

e To configure SNMP agent information '

l. Double~ciick the Network option in Control Panel to display the Network

Settings dialog box.

In the Installed Network Software list box, select SNMP Service, and then

choose the Configure button to display the SNMP Service Configuration dialog
box.
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4. In the Contact box and Location box, type the computer user’s name and the

computer’s physical location.

These comments are used as text only. They cannot include embedded control
characters.

5. In the Service group box, select all options that indicate network capabilities

provided by your Windows NT computer.

SNMP must have this information to manage the enabled services.

If you have installed additional TCPIIP services, such as a bridge or router, you
should consult RFC 1213 for additional information.

Table 11.3 SNMP Service Options

Option Description

Physical Select this option if this Windows NT computer manages any
physical TCPfIP device, such as a repeater.

Datalinka ubnetwork Select this option if this Windows NT computer manages a
TCP/IP subnetwork or datalink, such as a bridge.

Internet Select this option if this Windows NT computer acts as an IP
gateway.

End-to-End Select this option if this Windows NT computer acts as an IP
host. This option should be selected for all Windows NT
installations.

Applications Select this option if this Windows NT computer includes any
applications that use TCP/IP, such as electronic mail. This
option should be selected for all Windows NT installations.  

a
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6. Choose the OK button.

7. When the SNMP Service Configuration dialog box reappears, choose the OK

button. When the Network Settings dialog box reappears, choose the OK. button.
I)E'0 ES‘ r—o D3 1'0 n: 7 (D

Removing TCP/lP Components
If you want to remove the TCP/lP protocol or any of the services instaiied on a
computer, use the Network option in Control Panel to remove it.

When you remove network software. Windows NT warns you that the action
permanently removes that component. You cannot reinstall a component that has
been removed until after you restart the computer.

e To remove any TCP/IP component

1. Double-click the Network option in Control Panel to display the Network

Settings dialog box.

2. In the Instaiied Network Software list, select the component that you want to
remove.

3. Choose the Remove button to permanently remove the component.

Configuring ans tor ties with: TSP/tsp
Windows NT users who install Remote Access Service (RAS) for remote

netwmking maintain all the benefits of TCPIH’ networking. including access to the
WINS and DNS capabilities of Microsoft TCPI’IP. RAS clients can be configured
to use Point to Point Protocol (PPP) or Serial Line Internet Protocol (SLIP) to allow

TCP/IP dial-up support for existing TCP/IP internetworks and the Internet. When
PPP is configured on a Windows NT Remote Access server, it can function as a
router for RAS clients. SLIP client software is provided to support older

implementations; it does not support multiple protocols.

As with ail network services, you install RAS by using the Network option in

Control Panci. During RAS installation and configuration, you can specify the

network protocol settings to use for RAS connections, which also enables you to

specify TCP/IP configuration settings. When the network administrator installs a
Microsoft RAS server, IP addresses are reserved for use by RAS clients.

5/
J'e-1 “5‘4

._
aw} rr'ue'i Ear-mt-‘e' ~ -., Jr W at . a c w r .

to n: earn VonaeA. tit-o onto Vet et at .. aantnit recs .- if ..



Chapter 11 Installing and Configuring Microsoft TCP/IP and SNMP 187

Users with RAS client computers can use the Remote Access program to enter

and maintain names and telephone numbers of remote networks. RAS ciients can

connect to and disconnect from these networks through the Remote Access

program. You can also use the Remote Access Phone Book application to seiect the

network protocols to use for a specific Phone Book entry. If TCP/IP is installed, the

Phone Book automatically selects TCP/IP over PPP as the protocol.

11" a RAS ciient computer has a serial COM port, you can use the Remote Access

Phone Book application to configure SLIP for use with a selected Phone Book
entry. If you configure a RAS client computer to use the SLIP option, when you dial

in for a connection to the selected Phone Book entry, the Terminal screen appears,

and you can begin an interactive session with a SLIP server. When you use SLIP,

Remote Access Phone Book bypasses user authentication. You will not be asked for

a nsername and password.

For complete information about setting up RAS servers and clients and using RAS

with Windows NT, see Windows NT Server Remote Access Service.
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CHAPTER

Networking Concepts for TCP/IP

 
This chapter describes how TCP/IP fits in the Windows NT network architecture

and explains the various components of the Internet Protocol suite and IP

addressing. As part of the discussion on name resolution in Windows-based

networking, this chapter also describes NetBiOS over TCP/IP (NET) and Domain

Name System (DNS). For additional information about these topics, see the books
1isted in the “Weicome” section of this manuaL

This chapter also provides conceptual information about two key features for
Microsoft TCP/IP: Dynamic Host Configuration Protocol (DHCP) and Windows '
Internet Name Service (WINS).

The following topics appear in this chapter:

TCPIIP and Windows NT networking

Internet protocol suite

IP addressing

Name resolution for Windows—based networking

SNMP
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teens and Windows NT Networking
The architecture of the Microsoft Windows NT operating system with integrated

networking is protocoi~indepcnderrt. This architecture, illustrated in the following

figure, provides Windows NT fiie, print, and other services over any network
protocol that uses exports from the TDI interface. The protocols package network

requests for applications in their respective formats, and then send the requests to
the appropriate network adapter via the network'device interface specification

(NDIS) interface. The NDIS specification allows multiple network protocols to
reside over a wide variety of network adapters and media types.

SNiv‘IP ; RFC
Windows Windows Sockets

NetBlOS Applications Applications

Windows Sockets

NetBIOS Interface Interface

- -- w w w e f u e e NetBIOSover TCPIIP -----------------
Transport Devace
interface

Standard

TCP/iP ,. _.

Modulesl '

i L

Network Driver
Interlace
 
 

Physical Network Layer '

Figure 12.1 Architectural Model of Windows NT with TCP/IP

Under the Windows NT transpmtindcpendent architecture, "PCP/1P is a protocol

family that can be used to offer WindOWS-based networking capabilities. The

TCP/IP protocol gives Windows NT, Windows for Workgroups, and LAN
Manager computers transparent access to each other and allows communication
with non~Microsoft systems in the enterprise network.
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Internet Protocol Suite

TCP/IP refers to the Internet suite of protocols. It includes a set of standards

that specify how computers conununicate and gives conventions for connecting
networks and routing traffic through the connections.

The Internet protocols are a result of a Defense Advanced Research Projects
Agency (DARPA) research project on network interconnection in the late 19705. It

was mandated on all United States defense long-haul networks in 1983 but was not

widely accepted until it was integrated with 4.2 Berkeley Software Distribution

(BSD) UNIX. The popularity of TCP/IP is based on the following features:

- Robust client-serverframework. TCP/IP is an excellent client—server

application platform, especially in wide area network (WAN) environments.

- Information sharing. Thousands of academic, military, scientific, and
commercial organizations share data, electronic mail, and services on the

Internet using TCP/IP.

- General availability. Implementations of TCP/IP are available on nearly every
popular computer operating system. Source code is widely available for many

implementations. Vendors for bridges, routers, and network analyzers all offer
support for the TCP/IP protocol suite within their products.

The following disoussion introduces the components of the IP protocol suite. Some

knowledge of the architecture and interaction between TCP/IP components is useful
for both administrators and users, but most of the details discussed here are

transparent when you are actually using TCP/IP.

Transmission Control Protocol and Internet Protocol

Transmission Control Protocol (TCP) and Internet Protocol (IP) are only two

members of the IP protocol suite. 1]? is a protocol that provides packet delivery for
all other protocols within the TCP/IP family. IP provides a best—effort,

connectionless deliveiy system for computer data. That is, IP packets are not
guaranteed to arrive at their destination, nor are they guaranteed to be received in

the sequence in which they were sent. The protocol’s checksum feature confirms

only the 1P header’s integrity. Thus, responsibility for the data contained within the

IP packet (and the sequencing) is assured only by using higher- level protocols.

P
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Perhaps the most common higher—level IP protocol is TCP. TCP supplies a reliabie,
connection—based protocol over (or encapsulated within) 1P. TCP guarantees the

delivery of packets, ensures proper sequencing of the data, and provides a checksurn
feature that validates both the packet header and its data for accuracy. In the event

that the network either corrupts or loses a TCP/lP packet during transmission, 'l‘CP

is responsible for retransmitting the faulty packet. This reliability makes ’l‘CP/IP the
protocol of choiCc for session-based data transmission, ciient—server applications,
and critical services, such as electronic mail.

This reliability has a price. TCP headers require the use of additional bits to provide«Hm».I am-u Alan

pEGpCt SGQIECHCng 01 iiiLGimfiiiOi'i,‘d3 W'Cii £13a lllalanLUl)‘ wuuCixSL‘im [0 ensure
reliability 01 both the TCP header and the packet data. to guarantee successful data
delivery, the protocol aiso requires the recipient to acknowledge successful receipt
of data.

Such acknowledgments (or ACKs) generate additional network traffic, diminishing
the level of data throughput in favor of reliability. To reduce the impact on

performance, most hosts send an acknowledgment for every other segment or when
an ACK timeout expires.

user uaragram PI'OIOCOI
If reliabilityis not essential, User Datagram Protocol (UDP), a TCP complement,
offers a connectionless datagrain service that guarantees neither delivery nor

correct sequencing of delivered packets (much like 1P). Higherlevel protocols or
appiications might provide reliability mechanismsin addition to UDP/IP. UDP data
checksums are optional, providing a way to exchange data over highly reliable
networks without unnecessarily consuming network resources or processing time.
When UDP checksums are used, they validate the integrity of both the header and

data. ACKS are also not enforced by the UDP protocol; this is left to higher-level

protocols.

UDP also offers one—to-inany service capabilities, because it can be either
broadcast or niulticast.
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Address Resolution Protocol and lnternet Control Message
Protocol

Two other protocols in the 1P suite perform important functions, although these are
not directly related to the transport of data: Address Resolution Protocol (ARP) and
Internet Control Message Protocol (ICMP). ARP and ICMP are maintenance

protocols that support the IP framework and are usually invisible to users and
applications. '

IP packets contain both source and destination IP addresses, but the hardware

address of the destination computer system must also be known. IP acquires a

system’s hardware address by broadcasting a special inquiry packet (an AR?
request packer) containing the 1P address of the system with which it is attempting
to communicate. All of the ARP—enabled nodes on the local IP network detect these

broadcasts, and the system that owns the IP address in question replies by sending

its hardware address to the requesting computer system in an ARP reply packet.
The hardware/II? address mapping is then stored in the requesting system’s ARP
cache for subsequent use. Because the AR? reply can also be broadcast to the
network, it is likely that other nodes on the network can use this information to

update their own ARP caches. (You can use the arp utility to view the ARP tables.)

ICMP allows two nodes on an IP network to share IP status and error information.

This information can be used by higher-level protocols to recover from transmission

problems or by network administrators to detect network trouble. Although iCMP

packets are encapsulated within IP packets, they are not considered to be a higher—
lcvcl protocol (ICMP is required in every TCP/lP implementation). The ping utility

makes use of the ICMP echo request and echo reply packets to determine whether
a particular 1? node (computer system) on a network is functional. For this reason,

the ping utility is useful for diagnosing IP network or gateway failures.

' lP Addressing
A host is any device attached to the network that uses TCP/IP. To receive and

deliver packets successfully between hosts, TCP/IP relies on three values, that the

user provides: IP address, subnet mask, and default gateway.

The network administrator provides each of these values for configuring TCP/IP on
a computer. Windows NT users on networks with DHCP servers can take

advantage of automatic system configuration and do not need to manually configure
TCP/lP parameters. This section provides details about IP addresses, subnet masks,
and IP gateways.

Va
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EP Addresses

Every host interface, or node, on a TCP/IP network is identified by a unique IP

address. This address is used to identify a host on a network; it also specifies

routing information in an intcmetwork. The JP address identifies a computer as a

32—bit address that is unique across a TCPJIP network. An address is usually

represented in dotted—decimal notation, which depicts each octet (eight bits, or one

byte) of an IP address as its decimal value and separates each octet with a period.
An 1P address looks like this:

10.712.54.943?

Important Because IP addresses identify nodes on an interconnected network, each
host on the internetwork must be assigned a unique IP address, valid for its

particular network. 

Network ED and Host ID

Although an IP address is a single value, it contains two pieces of infonnation: the
network ID and the host (or system) ID for your computer.

- The network ID identifies a group of computers and other devices that are all

located on the same logical network, which are separated or interconnected by
routers. In internetworks (networks fonned by a collection of local area

networks), thereis a unique netWOrk ID for each network.

- The host ID identifies your computer within a particular network ID. (A host is

any device that is attached to the network and uses TCP/IP.)

Networks that connect to the public Intemet must obtain an official network ID
from the InteerC to guarantee IP network ID uniqueness. The InterNIC can be
contacted via electronic mail at info@internic.net (for the United States,

1—200—444—4345 or, for Canada and overseas 519—455—4600). Internet

registration requests can be sent to h0stmaster®internionet You can also use FTP
to connect to is.internic.net, then log in as anonymous, and then change to the

{INFOSOURCEIFAQ directory.
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After receiving a network ID, the local network administrator must assign unique
host IDs for computers within the local network. Although private networks not
connected to the Internet can choose to use their own network identifier, obtaining a
valid network ID from InterNIC allows a private network to connect to thelnternet
in the future without reassigning addresses.

The Internet community has defined address classes to accommodate networks of

varying sizes. Each network class can be discerned from the first octet of its IP

address. The following table summarizes the relationship between the first octet of
a given address and its network ID and host ID fields. It also identifies the total

number of network IDs and host IDS for each address class that participates in the
Internet addressing scheme. This sample uses w.x.y.z to designate the bytes of the
IP address.

Table 12.1 IP Address Classes 

Available Available

 Class w valoesl.2 Network ID Host ID networks hosts per net

A 1~126 w x.y.z ' 126 16,777,214

B 128—191 w.x y.z 16,384 65,534

C 192—223 w_x.y 2 2,097,151 ‘ _ 254 

1 Inclusive range for the first octet in the IP address.

2 The address 127 is reserved for loopback testing and interprocoSS communication on the local

computer; it is not a valid network address Addiesses 224 and above are reserved for special
protocols (IGM? multicast and others}, and cannot be used as host addresses.

A network host uses the network ID and host ID to determine which packets it
should receive or ignore and to determine the scope of its transmissions (only nodes
with the same network ID accept each other’s IP—level broadcasts).

Because the sender’s IP address is included in every outgoing IP packet, it is useful
for the receiving computer system to derive the originating network ID and host ID

f10211 the IP address field. TIhis taskis done by using subnet Inasks as describedin
the following section
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Subset Masks

Subnet masks are 32bit values that allow the recipient of IP packets to distinguish

the network ID portion of the IP address from the host ID. Like an IP address, the

value of a snhnct mask is frequently represented in dotted—decimal notation. Suhnet

masks are determined by assigning 1’s to bits that belong to the netwm‘k ID and 0’s

to the bits that belong to the host 1D. Once the bits are in piace, the 32—bit value is
converted to dotted-decimal notation, as shown in the following table.

Table 12.2 Default Snbnet Masks for Standard 11’ Address Classes  

Address class Bits for subnet mask Subnet mask

Class I- 111 11 111 00000000 00000000 000%000 255.000

Class B 1 $111111 11111111 00000000 00000000 255255.00

ClassC 11111111111111111111111100000000 255.255.2550

The result enables TCPIIP to determine the host and network 1133 of the local

computer. For example, when the IP address is 102.54.94.97 and the subnet mask is
255255.00, the network ID is i02.54 and the host 11) is 94.97.

Although configuring a host with a subnet mask might seem redundant after

examining the previous tables (since the ciass of a host is easily determined), subnet

masks are also used to further segment an assigned network 1D among several locai
networks. '

For example, suppose a network is assigned the Class-B network address 144.100.
This is one of over 16,000 Class-B addresses capable of serving more than 65,000

nodes. However, the worldwide corporate network to which thi ID is assigned is

composed of 12 international LANs with 75 to 100 nodes each. Instead of applying
for l 1 more network 1133, it is better to use subnetting to make more effective use of

the assigned ID 144.100. The third octet of the IP address can be used as a subnet
ED, to define the subnet mask 255.255.2550. This arrangement splits the Class-B

address into 254 subnets: 144.1001 through 144,100,254, each of which can have

254 nodes. (Host 1138 0 and 255 should not be assigned to a computer; they are used

as broadcast addresses, which are typically recognized by all computers.) Any 12

of these network addresses could be assigned to the international LANS in this

example. Within each LAN, each computer is assigned a unique host ID, and they
all have the subnet mask 255.255.2550. 5
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The preceding exampte demonstrates a simple (and common) subnet scheme for

Class—B addresses. Sometimes it is necessary to segment only portions of an octet,

using only a few bits to specify subnet IDs (such as when subnets exceed 256
nodes). Each user should check with the local network administrator to detennine

the networks snbnet policy and the correct subnet mask. For all systems on the
local network, the subnet mask must be the same for that network ID.
  

important All computers on a logical network must use the same subnet mask and

network Ii); otherwise, addressing and routing problems can occur.

Routing and EP Gateways
TCP/IP networks are connected by gateways (or routers), which have knowledge of

the networks connected in the internetwork. Although each IP host can maintain

static routes for specific destinations, usually the default gateway is used to find

remote destinations. (The default gateway is needed only for computers that are
part of an internetwork.)

When I]? prepares to send a packet, it inserts the local (source) IP address and the

destination address of the packet in the IP header and checks whether the network

ID of the destination matches the network ID of the source. If they match, the

packet is sent directly to the destination computer on the local network. If the
network IDs do not match, the routing table is examined for static routes. If none

are found, the packet is forwarded to the default gateway for delivery.

The default gateway is a computer connected to the local snbnet and other networks

that has knowledge of the network iDs for other networks in the internetwork and

how to reach them. Because the default gateway knows the network IDs of the other

networks in the internetwork, it can forward the packet to other gateways until the

packet is eventually delivered to a gateway connected to the specified destination.
This process is known as renting.
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Figure 12.2 Internetwork Routing Through Gateways

On networks that are not part of an internetwork, 1P gateways are not required. If a

network is part of an internetwork and a system does not specify a default gateway

{or if the gateway computer is not operating property), only communication beyond

the local subnetIS impaired. Users can add static routes by using the route utility to

specify a route for a particular system. Static routes always override the use of

default gateways.

If the default gateway becomes unavailable. the computer cannot communicate

outside its own subnet. Multiple default gateways can be assigned to prevent

such a problem When a computer is configured with multiple default gatewaysA" “V‘r‘.nk‘nmn «n n.1# 3-... LL”. fitlnfnm
LSuaLlSLLuSSlUJL PLUULULILD LCDUIL lll LUJ; byDLClli llylllg LllC Uthfii IOULBIS 1U U-lU

configuration to ensure internetworking communications capabilities. To configure

multiple default gateways in Windows NT, you must provide an H) address for each

gateway in the Advanced Microsoft TCP/IP Configuration dialog box, as described

in Chapter 11. “Instaiiing and Configuring Microsoft TOP/1P and SNMP.”

Dynamic Host Configuration Protocol
Assigning and maintaining lP add1css infon‘nation can he an administrative burden

for netwoik administrators responsible 1°01 inter-network connections Contiibuting

to this burden is the problem that many users do not have the knowledge necessaiy

to configure their own computers for internetworking and must therefore rely on
their administrators.
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The Dynamic Host Configuration Protocol (DHCP) was established to relieve this

administrative burden. DHCP provides safe, reiiable, and simple TCP/IP network

configuration, ensures that address conflicts do not occur, and helps conserve the
use of IP addresses through centralized management of address allocation. DHCP

offers dynamic configuration of IP addresses for computers. The system

administrator controls how IP addresses are assigned by specifying lease durations,

which specify how long a computer can use an assigned 1? address before having to
renew the lease with the DHCP server.

As an example of how maintenance tasks are made easy with DHCP, the IP address
is released automatically for a DHCP client computer that is removed from a

snbnet, and a new address for the new subnet is automatically assigned when that
computer reconnects on another subnet. Neither the user nor the network

administrator needs to intervene to supply new configuration information. This is a

most significant feature for mobile computer users with portables that are docked at

different computers, or for computers that are moved to different offices frequently.

The DHCP client and server services for Windows NT are implemented under
Requests for Comments (RFCs) 1533, 1534, 1541, and 1542.

The following illustration shows an example of a DHCP server providing
configuration information on two subnets. If, for example, ClientC is moved to

Subnet I, the DHCP server automatically supplies new TCP/IP configuration
information the next time that ClientC is started.

DHCP serve-fl

 
 

Router

(with BOOTP forwarding enabled)

Figure 12.3 DHCP Clients and Servers on a Rooted Network
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DH'CP uses a client—server model and is based on leases for IP addresses. During

system startup (the initializing state), a DHCP client computer sends a discover

message that is broadcast to the local network and might be relayed to all DHCP

servers on the private internetwork. Each DHCP server that receives the discover

message responds with an offer message containing an 1? address and vaiid

configuration information for the client that sent the request.

The DI'ICP client coilects the configuration offerings from the servers and enters
a selecting state. When the client enters the requesting state, it chooses one of the

configurations and sends a request message that identifies the DHCP server for the
seiected configuration.

The selected DHCF server sends a DHCP acknowledgment message that contains

the address first sent during the discovery stage, plus a valid lease for the address

and the TCP/IP network configuration parameters for the client. After the client

receives the acknowledgment, it enters a bound state and can now participate on the

TCP/IP network and complete its system startup. Client computers that have local

storage save the received address for use during subsequent system startup. As the

lease approaches its expiration date, it attempts to renew its lease with the DHCP

server, and is assigned a new address if the current IP address lease cannot be
renewed.

 
 

  

Lease expiresdiscover Initializing

 

  
 

otter r;

re “as, . Lease approaches
q 5: expiration (87.5%)

acknowledgment

“ ""’ Lease approaches
expiration (50%)

acknowledgment

Figure 12.4 DHCP Client State Transition During System Startup

In Windows NT Server, the network administrator uses DHCP Manager to define

local policies for address allocation, leases, and other options. For information

about using this tool, see Chapter 13, “Installing and Configuring DHCP Servers.”

For information about the steps for setting up ”PCP/IF using DHCP, see .

“Configuring TCP/IP” in Chapter 1. 1, “Installing and Configuring Microsoft

TCP/lP and SNMP.” For information about setting up DHCP relaying, see the

documentation for your router.
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Name Resolution for Windows-Based Networking
Configuring Windows NT with TCP/IP requires the IP address and computer name,
which are unique identifiers for the computer on the network. The LP address, as
described earlier in this chapter, is the unique address by which all other TCP/IP

devices on the internetwork recognize that computer. For TCPHP and the Internet,

the computer name is the globaiiy known system name plus a DNS domain name.

(On the local network, the computer name is the NetBIOS name that was defined

during Windows NT Setup.)

Computers use IP addreSSes to identify each other, but users usually find it easier to
work with computer names. A mechanism must be available on a TCP/lP network

to resolve computer names to IP addresses. To ensure that both computer name and

address are unique, the Windows NT computer using TCP/IP registers its name and

IP address on the network during system startup. A Windows NT computer can use
one or more of the following methods to ensure accurate name resolution in TCP/IP
intemetworks:

.. Windows Internet Name Service

Windows NT computers can use WINS if one or more WINS servers are

available that contain a dynamic database mapping computer names to IP
addresses. WINS can be used in conjunction with broadcast name resolution

for an internetwork where other name resolution methods are inadequate. As

described in the following section, WINS is a NetBIOS over TCP/IP (NET)

mode of operation defined in RFC 100171002 as p-node.

. Broadcast name resolution

Windows NT computers can also use broadcast name resolution, which is a

NetBIOS over TCP/IP mode of operation defined in RFC 1001/1002 as b-node.

This method relies on a computer making IP—level broadcasts to register its

name by announcing it on the network. Each computer in the broadcast area is

responsible for challenging attempts to register a duplicate name and for
responding to name queries for its registered name.

- DNS name resolution

The Domain Name System (DNS) provides a way to look up name mappings
when cementing a computer to foreign hosts using NetBIOS over TCP/LP or

Windows Sockets applications, such as FTP. DNS is a distributed database

designed to reiieve the traffic problems that arose with the exploding growth of
the Internet in the early 19803.
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= An LMHOSTS file to specify the NetBlOS computer name and IP address

mappings, or a HOSTS file to specify the DNS name and IP address

On a local computer, the HOSTS file (used by Windows Sockets appiications to

find TCP/IP host names) and LMHOSTS file (used by NetBIOS over TCP/IP to

find Microsoft networking computer names) can be used to list known ii’

addresses mapped with corresponding computer names. The LMHOSTS file is
still used for name resolution in Windows NT for small-scale networks or
remote subnets where WINS is not available.

This section provides details about name resolution in Windows NT after first.

presenting some background information about the modes of NetBiOS over T PIT?
that can be used in Microsoft networks.

NetBlQS over TCP/EP and Name Resolution

NetBIOS over TCP/IP (NET) is the session-layer network service that performs
name-to—IP address mapping for name resolutiOn. This section describes the modes

of NET, as defined in RFCs 1001 and 1002 to specify how NetBIOS should be

implemented over TCP/IP. ' '

The modes of NET define how network resources are identified and accessed. The

two most important aspects of the related naming activities are registration and

resolution. Registration is the process used to acquire a unique name for each node

(computer system) on the network. A computer typically registers itself when it

starts. Resolution is the process used to determine the specific address for a
computer name.

' be 3"! modes includa the following:

. b-node, which uses broadcasts to resolve names

. p—nnde, which uses point-to-point communications with a name server to resolve
names

.. iii-node, which uses b-node first (broadcasts), and then p—node (name queries) if
the broadcast fails to resolve a name

- anode, which uses p-node first for name queries, and their b-node if the name

service is unavailabie or if the name is not registered in the WINS database

If WINS servers are specified by either a DHCP server or the TCP/IP configuration

specified in the Network option of Control Panel, Windows NT 3.5 defaults to

h-node. Otherwise, the default node type is b-node, unless another node type has

been set as an option by the DHCP server.
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For DHCP users on a Windows NT network, the node type is assigned by the

DHCP server. A DHCP client computer can have only one NetB IOS node type, no

matter how many adapter cards it has. On a muitihomcd computer with access to

more than one network, the node type must be the same on both netw0rks. When

WINS servers are in place on the network, NBT resolves names on a client

computer by communicating with the WINS server. If you want to configure a

multihomed computer with some network adapter cards using b—node and some

using h—node, configure WINS server addresses for the adapter cards that are to run

in h—mode. The presence of a WINS address on an adapter card effectiveiy

overrides the b-node setting.

When WINS servers are not in place, NBT uses b-node broadcasts to resoive
names. NBT in Windows NT can also use LMHOSTS files and DNS for name

resolution, depending on how TCP/IP is configured on a particular computer. In

Windows NT 3.5, the NETBTSYS module provides the NET functionality that

supports name registration and resolution modes.

WindOWS NT version 3.5 supports all of the NET modes described in the following

sections. NET is also used with the LAN Manager 2.): Server message protocol.

B-Node

The b—node mode uses broadcasts for name registration and resolution. That is, if
NT__PC1 wants to communicate with NTgPCZ, it broadcasts to all machines that it

isiooking for NT_PC2, and then it waits a specified time for NT”PCB to respond.
B—node has two major problems:

- In a large environment, it loads the network with broadcasts.

- Routers do not forward broadcasts, so computers that are on opposite sides of a
router never hear the requests.

P-Node

The p—node mode addresses the issues that b—node does not solve. In a p—node,

environment, computers neither create nor respond to broadcasts. All computers
register themselves with the WINS server, which is a NetBIOS Name Server

(NBNS) with enhancements. The WINS server is responsible for knowing

computer names and addresses and for ensuring no duplicate names exist on the

network. All computers must be configured to know the address of the WiNS
server.

In this environment, when NT_PC1 wants to communicate with NTWPCZ, it queries

the WINS server for the address of NTHPCZ. When NT_PCI gets the appropriate

address from the WINS server, it goes directly to NTWPCZ without broadcasting.
Because the name queries go directly to the WINS server, anode avoids tending
the network with broadcasts. Because broadcasts are not used and because the

address is received directly, computers can span routers.

1:
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The most significant problems with p-node are the following:

- All computers must be configured to know the address of the WINS server
(although this is typically configured via DHCP)

- if for any reason the WINS server is down, computers that rely on the WINS

server to resolve addresses cannot get to any other systems on the network, even

if they are on the local network

till-Node

The 311—11ng mode was created pfimafilv {Q solve, the. nfoblemg agsgriaied with

b—node and p--node. This mode uses a combination of b-node and p- node. in an

m—node environment, a computer first attempts registration and resolution using

b-node. If that is successful, it then switches to the p-node. Because this uses

b—node first, it does not solve the probiern of generating broadcast traffic on the

network. However, m-node can cross routers. Also, because b—node is always tried

first, computers on the same side of a router continue to operate as usual if the
WINS server is down.

M—node uses broadcasts for performance optimization, because in most

environments local resources are used more frequently than remote resources. Also,

in a Windows NT network, m—node can cause probiems with NetLogon in routed
environments.

H-Node

The h~node mode, which is currently in RFC draft form, is also a combination of

b-node and p—node that uses broadcasts as a last effort. Because p-node is used first,

no broadcasts are generated if the WINS server is running, and computers can span

routers. If the WINS server is down, b-node is used, so computers on the same side

of a router continue to operate as usual.

The h—node mode does more than change the order for using b—node and p-node. IfL. n nus Ah-.. ... hr. Ln 1“,“! fifififififi “5.1.A “M”. L“ ”ran as”
Eric "7”“, SGE'v'Oi‘ is uuw'ii DU Cunt rue-cu ULUadL-GDLS\U-nuuC} iiiubi UG usuu, tilt;

computer continues to poll the WINS server As soon as the WINS server can be

reached again, the system switches back to pnode. Also optionally onaaWiudows

network, h—node can be configured to use the LMHOSTS file after broadcast name
resolution fails.

The hnnode mode solves the most significant problems associated with broadcasts

and operating in a routed environment. For Microsoft TCP/IP users who configure

TCP/IP manualiy, il-liode is used by default, unless the user does not specify

addresses for WINS servers when configuring TCP/IP.

:
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B-Node with LMHOSTS and Combinations

Another variation is also used in Microsoft networks to span renters without a

WlNS server and p-node mode. in this mode, b-node uses a list of computers and

addresses stored in an LMHOSTS fiie. If a b—node attempt faiis, the system looks in
LMHOSTS to find a name and then uses the associated address to cross the router.

However, each computer must have this list, which creates an administrative burden

in maintaining and distributing the list. Both Windows for Workgroups 3.11 and

LAN Manager 2.): used such a modified b—node system. Windows NT uses this
method if WINS servers are not used on the network. In Windows NT, some

extensions have been added to this file to make it easier to manage (as described in
Chapter 15, “Setting Up LMHOSTS”), but modified b-node is not an ideal solution.

 

Some sites might need to use both b—node and p-node modes at the same site.

Although this configuration can work, administrators must exercise extreme

caution in doing so, using it only for transition situations. Because p—nodc hosts
disregard broadcasts and b—node hosts rely on broadcasts for name resoiution, the

two hosts can potentially be configured with the same NetBIOS name, leading to
unpredictable results. Notice that if a computer configured to use b~node has a static

mapping in the WINS database, a computer configured to use p~node cannot use the
same computer name.

Windows NT computers can also be configured as WINS proxy agents to help the
transition to using WINS. For more details, see the next section.

Windows Internet Name Service and Broadcast Name Resolution
WINS prevides a distributed database for registering and querying dynamic

computer name—to-IP address mappings in a routed network environment. If you are

administering a routed network, WINS is your best first choice for name resolution,

because it is designed to solve the problems that occur with name resolution in

complex intemetworks.

WINS reduces the use of local broadcasts for name resolution and allows users to

easily locate systems on remote networks. Furthermore, when dynamic addressing
through DHCP results in new IP addresses for computers that move between
subnets, the changes are automatically updated in the WINS database. Neither the
user nor the network administrator needs to make manual accommodations for name
resolution in such a case.
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The WINS protocol is based on and is compatible with the protocols defined for

NBNS in RFCs 1001/1002, so it is interoperable with any other implementations of
these RFCs.

This section provides an overview of how WINS and name query broadcasts

provide name resolution on Windows networks. For information about setting up
WINS servers, see Chapter 14, “Installing and Configuring WINS Servers.”

WiNS in shouted Environment

WINS consists of two components: the WINS server, which handles name queries

and registrations and the client software, which queries for computer name
resolution.

Windows-based networking clients (WINS—enabled Windows NT or Windows for

Workgroups 3.11 computers) can. use WINS directly. Non—WINS computers on the
internctwork that are b—node compatible as described in RFCs 1001 and 1002 can

access WINS through proxies, which are WINS—enabled computers that listen to

name query broadcasts and then respond for names that are not on the local subnet
or are p-node computers.

' . . 4 4 Fl . - , ‘T‘
On a Windows NT network, users can browse transparently across routers. .1 0
allow browsing without WINS, the network administrator must ensure that the

users’ primary domain has Windows NT Server or Windows NT Workstation

computers on both sides of the router to act as master browsers. These computers

need correctly configured LMHOSTS files with entries for the domain controllers
across the subnet.

With WINS, such strategies are not necessary because the WINS servers and

proxies transparently provide the support necessary for browsing across routers

where domains span the routers. '

The following figure shows a small internetwork, with three local area networks

connected by a router. Two of the subsets include WINS name servers, which can

be used by clients on both subnets. WINS—enabled computers, including proxies,
access the WINS server directly, and the computers using broadcasts access the

WINS server through proxies. Proxies only pass name query packets and verify

that registrations do not duplicate existing systems in the WINS database. Proxies,
however, do not register bnnode systems in the WINS database.
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Non-WINS enabled

 

  

 

WiNS proxy

WiNS server

Database
replication

W1NS enabled ‘ ‘‘ f

WtNS proxy

 
Figure 12.5 Example of an Inter-network with WINS Servers

The proxy communicates with the WINS server to resolve names (rather than

maintaining its own database) and then caches the names for a certain time. The

proxy serves as an intermediary, by either communicating with the WINS server or

supplying a name—to—IP address mapping from its cache The following illustration

shows the relationships among WINS Servers and clients, including proxies for non—

WINS computers and the replication between WINS servers.

WINS server?

  

 

ClientMWiNS)
Query WiNS, then broadcast query

WiNS database
‘ ‘xfepi‘camn WINS server2

 
ViientB (non-WINS)

Broadcast

Figure 12.6 Example of Clients and Servers Using WINS

enage l—ioiriings (forge: et air a iiishiliir £368 « ”age 2%}:



208 Part Ill TCPI'IP

In the above figure, Client/t can resolve names by first querying the WINS server

and, if that fails, then using broadcast name queries. ClientB, which is not WINS~
enabled, can oniy resoive names using broadcast name queries, but when ClientC
receives the broadcast, it forwards the request to the WINS server and returns the
address to ClientB.

However, a complex environment presents additional problems. For example, an
intcmetwork might consist of two subnets, with all the computers belonging to

DomainA attached to Subneti, all the computers in DomainB attached to Subnet2,
and computers from DomainC attached to either of the subnets In this case, without
VVLNS,DOHIEI11A computers can browse Subnet‘l, DomajnB computers can browse
SubnetZ, and DomainC computers can browse both subnets as long as the primary
domain controller for DomainC is available. With WINS, computers from aii
domains can browse all subnets if their WINS servers share databases.

If the Windows NT client computer is aiso DHCP-enabled and the administrator

specifies WINS server information as part of the DHCP options, the computer
usually will be automatically configured with WINS server information. You can
manually configure WINS settings, as described in Chapter i 1, “Installing and
Configuring Microsoft TCP/IP and SNMP”:

- To enable WINS name resolution for a computer that does not use DI-ICP,

specify WINS server addresses in the TCP/IP Configuration dialog box.

- To designate a proxy, check the Enable WINS Proxy Agent option in the
Advanced Microsoft TCP/IP Configuration dialog box.

With WINS servers in place on the internetwork, names are resolved using two
basic methods, depending on whether WINS resolution is available and enabled on

the particular computer. Whatever name resolution method is used, the process is
transparent to the user after the system is configured.

If WINS is not enabled The computer registers its name by broadcasting name

registration request packets to the local subnet via UDP datagraans. To find a
particular computer, the non-WINS computer broadcasts name query request
packets on the local subnet, although this broadcast cannot be passed on through 1P
routers. If local name resolution fails, the local LMHOSTS file is consulted. These

processes are followed whether the computer is a network server, a workstation, or
other device.

Petitionerifontgs E—EnEdi s €3on etatl.“ Fshiatt itidd- iitiae 2%



Chapter 12 Networking Concepts for TCPIIP 209

If WINS is enabled The computer first queries the WINS server, and if that does not
succeed, it broadcasts its name registration and query requests via UDP datagrams

(h-node), in the following series of steps:

1. During TCP/LP configuration, the computer’s name is registered with the WINS
server, and then the IP address of the WINS server is stored locally so the
WINS server can be found en the intemetwork. The WINS database is

replicated among all WINS servers on the internetwork.

WINS server WINS database

 

  

Figure 12.7 Name Registration in the WINS Database

2. A name query request is sent first to the WH‘IS server, including requests from
remote clients that are routed through an IP router. This request is a UDP

datagram. If the name is found in the WINS database, the client can establish a

session based on the address mapping received from WINS.

WINS server WINS database

Figure 12.8 Processing a Name Query Request
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3. If querying the WINS server does not succeed and if the client computer is

configured as an h-node, the computer broadcasts name query request packets
in the same manner as a non~WlNS~enabled computer.

4. Finally, if other methods fail, the local LMHOSTS file is checked. This also

includes a Search of any centralized LMHOSTS files referred to in #IN CLUDE

statements, as described in Chapter 1.5, “Setting Up LMHOSTS.”

WINS servers accept and respond to UDP name queries. Any name—to-IP address

mapping registered with a WINS server can be provided reliably as a response to a
name query. However, a mapping in the database does not ensure that the rotated

device is currently running, only that a computer claimed the particuiar IP address
""‘J

and it is a currently valid mapping.

WINS Name Registration
Name registration ensures that the computer’s name and IP address are unique for
each device.

if WINS is enabled The name registration request is sent directly to the WINS

server to be added to the database. A WINS server accepts or rejects a computer

name registration depending on the current 0 ntents of its databc se. if the database
contains a different address for that name, WINS challenges the current entry to
determine whether that device still claims the name. If another device is using that

name, WINS rejects the new name registration request. Otherwise, WINS accepts

the entry and adds it to its local database together with a timestamp, an incremental

unique version number, and other information.

if WINS is not enabled For a non»WINS computer to register its name, a name

i‘egisrmtior-t request packet is broadcast to the local network, stating its computer

name and IP address. Any device on the network that previously claimed that name

challenges the name registration with a negative name registration response,

resulting in an error. If the registration request is not contested within a specific

time period= the computer adopts that name and address.

Once a non—WINS computer has claimed a name, it must challenge duplicate name

registration attempts and respond positively to name queries issued on its registered

name by sending a positive rzomc query response. This response contains the IP

address of the computer so that the two systems can establish a session.
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WINS Name Release

When a computer finishes with a particular name (such as when the Workstation

service or Server service is stopped), it no longer challenges other registration

requests for the name. This is referred to as releasing a name.

if WINS is enabled Whenever a computer is shut down properly, it releases its
name to the WINS server, which marks the related database entry as released. If

the enny remains released fora certain period of time, the WINS server marks it as

extinct, and the version number is updated so that the database changes will be
propagated among the WINS servers. Extinct entries remain in the database for a

designated period of time to enable the change to be propagated to all WINS
servers.

If a name is marked released at a WINS server and a new registration arrives using

that name but a different address, the WINS server can immediately give that name
to the requesting client because it knows that the old client is no longer using that

name. (This might happen, for example, when a DHCP-enabled laptop changes

subnets.) If that computer released its name during an orderly shutdown, the WINS

server does not challenge the name. If the computer restarts because of a system
reset, the name registration with a new address causes the WINS server to

challenge the registration, but the challenge fails and the registration will succeed,
because the computer no longer has the old address.

If WINS is not enabled When a non—WINS computer releases a name, a broadcast
is made to allow any systems on the network that might have cached the name to

remove it. Upon receiving name query packets specifying the deleted name, the

computer simply ignores the request, allowing other computers on the network to

acquire the name that it has released.

For nonAWINS computers to be accessible from other ,snbnets, their names must be

added as static entries to the WINS database or in the LMHOSTS file(s) on the

remote syste1n(s), because they will only respond to name queries that originate on
their local subnet.
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WENS Name Renewal

A renewal is a timed reregistration of a computer’s name with the WINS server.

The timestamp for an entry indicates the entry’ s expiration date and time. If the
entry is owned by the local WINS server, the name is released at the time specified
unless the client has reregistered. An entry defined as static never expires. If the

entry is owned by another WINS server, the entry is revalidated at the time

specified. If it does not exist in the database of the WINS server that owns the

entry, it is removed fro the local WINS database A request for name renewal is
treated the same as a new name registration.

 

Renewal provides registration reliability through periodic reregistering of names
with the WINS servers. The default renewal interval. for entries in the WINS

database is four days. WINS clients register and refresh every two days. Because

this setting reduces network traffic and aliows WINS to serve many more nodes

than before, you should not lower it. The primary and backup WINS servers should
have the same renewal interval.

1P Addressing for HAS
Remote Access Service (RAS) provides remote networking for telecommuters,

mobile workers, and system administrators who monitor and manage servers at

multiple branch offices. Users with RAS on a Windows NT computer can dial in to
remotely access their networks for services such as file and printer sharing,

electronic mail, scheduling, and SQL database access.

Windows NT RAS works with IP routing for RAS servers so that RAS clients can

use TCPIIP networks. (RAS can also work with IPX routing for clients that use

NetWare networks.) Windows NT also uses the industry—standard Point. to Point

Protocol (PPP) and Serial Line IP (SLIP) standards. These standards ensure that

Windows NT is interoperable with third-party remote-access server and client
software. RAS clients can use DNS and WINS for name resolution services, and it

can create TCP sessions with systems on the local network.

a
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Windows NT NetBEUl host

(or LAN Manager)

 

 
 

 

 

 

Windows NT running [PX
{or NetWare)

' Windows NT running TCPIIP
(or UNIX, VMS, and others)

  
Windows NT Remote Access Server

(or third party)
NetBEUl overPPP
TCP/lP over PPP

. IPX over PPP

gggdzfiiiflr Earlier versions of Microsoft HAS
(or third party with (Windows NT 3.1, LAN Manager 2.x)
PPP or SLIP)

NetBEUI over PPP
TCPIIP over PPP
{PX over PPP
SLtP

Figure 12.9 Network Access with RAS in Windows NT

The RAS server provides a pool of IP addresses that are reserved for static

configuration during RAS installation. The IP addresses are automatically assigned

to RAS clients using PPP when they dial in. If the administrator sets up the RAS
server to use a static pool of addresses, all clients dialing into a particular RAS

server are assigned the same network ID as the RAS server plus unique host IDs.

'(Of course, the network administrator must also reserve that range of static

addresses on the DHCP server, if present, to make sure that those addresses are not
assigned.)

RAS clients can connect to multiple TCP/IP networks that are logically joined (but

physically separate) networks sharing the same address space. When using multiple
connections, the RAS Client can still use DNS and WINS for name resolution.

For complete details about RAS, see the Windows NT Server Remote Access
Service manual.
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Name Resolution with Host Files

For computers located on remote subnets where WINS is not used, the HOSTS and

LMHOSTS files provide mappings for names to IP addresses. This is the name
resolution method used on internetworks before DNS and WINS were developed.

The HOSTS file can be used as a local DNS equivalent. The LMHOSTS file can

be used as a local WINS equivalent. Each of these files is also known as a host

table. Sample versions of LMHOSTS and HOSTS files are added to the

\rystemroonSYS'l‘Eh/B2\DR1VBRS\ETC directory when you install Microsoft

TCP/IPL These files can be edited using any ASCII editor, such as Notepad or Edit,

which are part of Windows NT.

Microsoft TOP/[P can be configured to search HOSTS, the local host table file, for

mappings of remote host names to IP addresses. The HOSTS file fonnat is the same
as the format for host tables in the 4.3 Berkeley Software Distribution (BSD)

UNIX. /etcflzosrs file. For example, the entry for a computer with an address of

192.102.7315 and a host name of trey—research.00m looks like this:

192.102.73.6 trey~research.com

If you want a Windows NT Server to join a domain and perform domain operations,
such as browsing or acting as a backup domain controller, when the primary

domain controller (PDC) is on the other side of a router, you must add the

Windows NT computer and domain names to the DNS server or the local HOSTS
file, with the IP address of the PDC as the domain address. Here is a sample

HOSTS file entry:

11.11.11.45 controller controller.donain controller.domain.company
11.11.11.45 domain

Where controller is the Windows NT computer name of the PDC and domain is the
name of the Windows NT domain (not the DNS domain).

Edit the sample HOSTS file that is created when you install TCP/IP to include.
remote host names and their IP addresses for each computer with which you will

communicate. This sample file also explains the syntax of the HOSTS file.

The LMHOSTS file is a local text file that maps IP addresses to NetBIOS computer

names for Windowsatetworking computers that you will communicate with outside

of the local subnet. For example, the LMHOSTS table file entry for a computer
with an address of 1924-3365 and a computer name of Financel looks like this:

192.45.36.5 financel
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The LMHOSTS fiie is read when WINS or broadcast name resoiutiou fails, and

resolved entries are stored in a system cache for tater access.

When the computer uses the replicator service and does not use WINS, LMHOSTS

entries are required on import and export servers for any computers on different
subnets participating in the replication. The LMHOSTS file is also used for smali~
scale networks that do not have servers. For more information about the

LMHOSTS filegsee Chapter 15, “Setting Up LMHOSTS.”

Domain Name System Addressing
The Domain Name System (DNS) is a distributed database providing a hierarchical

naming system for identifying hosts on the Internet. DNS was developed to solve
the problems that arose when the number of hosts on the Internet grew dramatically
in the eariy 1980s. The specifications for DNS are defined in RFCs 1034 and 1035.

Although DNS might seem similar to WINS, there is a major difference: DNS
requires static configuration for computer name-to-JP address mapping, while
WINS is fully dynamic and requires far iess administration.

The UNS database is a tree structure called the domain name space, where each
domain (node in the tree structure) is named and can contain subdomains. The

domain name identifies the domain’s position in the database in relation to its

parent domain, with a period (.) separating each part of the names for the network
nodes of the DNS domain.

The root of the DNS database is managed by the Internet Network Information

Center. The top—level domains were assigned organizationaiiy and by country.
These domain names foiiow the international standard ISO 3166. Two—letter and

three-letter abbreviations are used for countries, and various abbreviations are

reserved for use by organizations, as shown in the following example.

Table 12.3 , Abbreviations Used in DNS Domain Names  

DNS domain name abbreviation Type of organization

com ‘ Commercial '(for exampie, microsoftcom)

edu Educational (for example, mitedu for Massachusetts
Institute of Technology)

gov Government (for example, nsfgov for the National
Science Foundation)

org Noncommercial organizations (for example,
fidonetorg for FidoNet) '

net Networking organizations (for example 118f.[16l for
NSFNET)
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Each DNS domain is administered by different organizations, which usually break

their domains into subdomains and assign administration of the subdomains to other

organizations. Each domain has a unique name, and each of the subdomains have

unique names within their domains. The label for each network domain is a name of
1m tn (1'3 character‘s T'l'irJ Ful'l'u nynlzfr'od ”Jamal."Vining {Pupil—1k“ xxxlwir-h innlnzlns {[15-1. -., a" ...-..-...., -uu JUUUVJ {an .1") tr LULI. Luuruuuu

names of all network domains leading back to the root, is unique for each lrost on

the internet. A particular DNS name could be similar to the following, for a
commercial host:

accounting.trey.com

DNS uses a client—server model, where the DNS servers contain information about

a portion of the DNS database and make this information available to clients, called

resolvers, that query the name server across the network. DNS name servers are

programs that store information about parts of the domain name space called zones.
The administrator for a domain sets up name servers that contain the database files

with all the resource records describing all hosts in their zones. DNS resolvers are

clients that are trying to use name servers to gain information about the domain
name space.

Windows NT includes the DNS resolver functionality used by NetBIOS over

1CP1’iP and bywindows Sockets connectivity applications such as ftp and telnet to

query the name server and interpret the responses

The key task for DNS is to present friendly names for users and then resolve those
names to IP addresses, as required by the internetwork. Name resolution is provided

through DNS by the name servers, which interpret the information in a FQDN to

find its specific address. If a local name server doesn’t contain the data requested in

a query, it sends back names and addresses of other name servers that could contain
the information. The resolver then queries the other name servers until it finds the

specific name and address it needs. This process is made faster because name

servers continuously cache the information learned about the domain name space as

the result of queries.

All the resolver software necessary for using DNS on the Internet is installed with

Microsoft TCPILP. To use DNS for TCPIIP name resolution, you specify optioris in

the DNS Configuran'on dialog box. For more information, see Chapter ll ,

“Installing and Configuring Microsoft TCP/IP and SNMP.”

On computers with Windows NT Server 35 WindoWS NT Workstation 3.5, or

Windows for Workgroups 3.l lwith Microsoft TCP/lP—BZ installed, Windows

Socket applications can use eithel DNS or NetBIOS over TCPflP for name
resolution.
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The following table compares DNS versus WINS name resolutiot .

Table 12.4 WINS Versus DNS Name Resolution 

 

 

Name provider capabilities WINS DNS

Provides scalable naming authority for large Yes Yes
internetworks

Provides a dynamic, distributed naming authority Yes Not dynamic
for TCP/IP network names '

Supports MX records for electronic mail No Yes

Supports recursion and referral for name resolution No Yes

Provides hierarchical naming and resolution No Yes
scheme

Includes DNS name server No Yes

Includes DNS name resolution client ' Yes Yes

Provides static name resolution Yes (optional) Yes (only)

Queries DNS servers Yes! Yes

Provides name server in operating system Yes No

Resolves NetBlOS~compatible names Yes 7 No

Provides a name resolution solution for large peer» Yes No
based TCPIIP networks (50,000+ systems)

Supports automatic name registration For WINS No

clients only

Supports dynamic NetBIOS name registration and Yes No
resolution '

Supports managing hosts configured via DHCP Yes No

Supports easy administration, including browsing Yes No
and managing dynamic and static registratiOns

Centralizes management of the name database Yes No

Defines server repliCation partners and policies Yes 7 No

Alleviates LMHOSTS management requirements Yes No

Reduces IP broadcast traffic in Windows-based Yes No
iota-networks 

1 Queries DNS servers via Windows Sockets applications or, for Windows-based networking
applications, via NetBIOS over TCP/lP (after using WINS first)
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Simple Network Management Protocol (SNMP) is used by administrators to
monitor and control remote hosts and gateways on an internetwork. The
‘NindGWS NT SNTAP“aCi'v'iCt-J allows a Windows 1V 1 COlirpLiifii‘ i0 OE; 1‘1101'1itUL‘CL'i

remotely but does not include an application to 1nonito1 other SNMP systems on the
network.

Note You must install the SNMP service to use the TCP/IP performance counters

in Performance Monitor, as described in Chapter 17, “Using Performance Monitor
with TCPIIP Services.” 

SNMP is a network management protocol widely used in TCP/IP networks. These

kinds of protocols are used to communicate between a management program run by
an administrator and the network management agent running on a host or gateway.

These protocols define the form and meaning of the messages exchanged, the
representation of names and values in the messages, and administrative
relationships amo hosts being managed. Sl‘li‘m dc11nCs11 set ofvariables that‘LLlle
host must keep and specifies that all operations on the gateway a1e side effects of
getting. putting. or setting the data variables. Because different network—
management services are used for different types of devices or for different
network-management protocols, each service has its own set of objects. The entire

set of. objects that any service or protocol uses is refened to as its management

information base (MIB).

The Windows NT SNMP service includes MIB ll (based on RFC 1213) and

LAN Manager MTB 11 plus MlBs for DHCP and WINS servers, as described in
Appendix A “MIB Object Types fo: Windows NT. ” The SNMP service aiicws
SNMP—based managers to peifotm standard SNMP commands, such as reading the
counters in the standard MIBs included with the service. Windows NT SNMP has

an extensible architecture so it can be used to create custom functionality on a

Windows NT computer such as starting and stopping specific services 01 shutting
down the system.
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The SNMP Service works with any computer running Windows NT and the TCP/IP

protocol. With the SNMP service, a Windows NT computer can report its current
status to an SNMP management system on a TCP/IP network. The service sends

status information to a host in the following two cases:

- When a management system requests such information

. When a significant event occurs on the Windows NT computer

The SNMP service can handle requests from one or more hosts, and it can also

report network—management information to one or more hosts, in discrete blocks of

data called traps.

The SNMP service uses the unique host names and IP addresses of devices to

recognize the host(s) to which it reports information and from which it receives
requests.

When a network manager requests information about a device on the network,

SNMP management software can be used to determine object values that represent
network status. MIB objects represent various types of information about the

device. For example, the management station might request an object calied
SvStatOpen, which would be the total number of files open on the Windows NT
computer. -

The SNMP service for Windows NT supports multiple MIBs through an agent
Application Programming Interface (API) extensiOn interface. At SNMP service

staitup time, the SNMP service loads all of the extension-agent dynamic link

libraries (DLLs) that are defined in the Windows NT Registry. Two extension-
agent DLLs come'with Windows NT; others might be developed and added by
users. .
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CHAPTER 13

Installing and Configuring DHCP
Servers '  

A Dynamic Host Configuration Protocol (DHCP) server is a Windows NT Server
computer running Microsoft TCP/IP and the DHCP-compatible server software,

DHCP is defined in Requests for Comments (RFCs) 1533, 1534, and 1541.

This chapter describes how to install and manage servers to support DHCP in

Windows NT and also presents strategies for implementing DHCP. The following
topics are included in this chapter:

- Overview of the DHCP client-server model

- Installing DHCP servers and using DHCP Manager

Defining DHCP scopes

. Configuring DHCP options

- Administering DHCP clients

- Managing the DHCP database files

. Troubleshooting DHCP

. Advanced configuration parameters for DHCP

- Guidelines for setting local policies

- Planning a strategy for DHCP

Important If you want to use a DHCP server to support subnetworks that span
multiple routers, you might need a firmware upgrade for your routers. Your routers
must support RFCs 1532, 1533, and 1541.

To find out about DHCP-relay agent support, contact your router vendor. For more

information, refer to RFC 1.541.TXT available via anonymous FTP from

ftpinternicnetzlrfc. 
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Gverview oi DHCP Ciients and Servers

Configuring DHCP servers for a network provides these benefits:
. ' '. . . r .. ' e’I‘f‘DHD o“ .+ «n l-‘rn-

= The administrator can centrally define global and suhnet , M in paramctci. rut

the entire internetwork and define parameters for reserved clients.

- Client computers do not require manual TCP/IP configuration. When a client
computer moves betvveen subnets, it is reconfigured for TCP/lP automatically at
system startup time.

DHC‘P uses a client-server model. The network administrator establishes one or

more DHCP servers that maintain TCP/IP configuration information to be provided

to clients that make requests.

The DHCP server database includes the following items:

- Valid configuration parameters for all clients on the internetwork.

- Valid IP addresses maintained in a pool for assignment to clients, plus reserved
addresses for manual assignment.

- Duration of leases and other configuration parameters offered by the server. The

lease defines the length of time for which the assigned IP address can be used.

A Windows NT computer becomes a DHCP client if the Enable Automatic DHCP

Configuration option is checked in the Windows NT TCP/IP Installation Options

dialog box. When a DHCP client computer is started, it communicates with a
DHCP server to receive the required TCP/IP configuration information. This

configuration information includes at ieast an IP address and submask plus the lease
associated With the configuration.

Note DHCP client software is part of the Microsoft TCP/IP—32 for Windows for

Workgroups software and the Microsoft Network Client 2.0 software that are
iur‘inF-d an the Winr‘lguig 1W? Servicin- finmnqnt rue-r- Far infixm-nnfinn nlnnni- :nofni1:r\

nv
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this software, see the Windows NT Server Installation Guide.  

For an overview of how DI-ICP works, see “Dynamic Host Configuration Fi‘OtOcol”

in Chapter 12. “Networking Concepts for "PCP/1P.”

1-1-1“

Note DHCP can be monitored using SNMF. For a list of Di'iLF MIB object types,

see Appendix A, “MIB Object Types for Windows NT.” 
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Installing DHCP Servers
You install a DHCP server as part of the process of installing Microsoft TCP/IP.

rl“hese instructions assume you have alr‘eady'installed the Windows NT Server

operating system on the computer.

 

  
 

Caution Before installing a newDHCPmserver check for other DHCP servers on".

the network to avoid interfering with them.
   

You must be a member of the Administrators group for the computer you are

installing or administering as a DHCP server.

a To install a DHCP server

1. Doubleclick the Network icon in Control Panel to display the Network Settings

dialog box, and then choose the Add Software button to display the Add
Network Software dialog box.

2. In the Network Software box, select TCPIIP Protocol And Related Components,
and then choose the Continue button.

3. In the Windows NT TCP/IP Installation Options dialog box, select the

appropriate options to be installed, including at least DHCP Server Service.
Also select the SNMP Service option if you want to use Performance Monitor or

SNMP to monitor DHCP.

4. Choose the OK button. When Windows NT Setup prompts you for the full path

to the WindOWs N1‘ Server distribution files, provide the appropriate location,
and then choose the Continue button.

All necessary files are copied to your hard disk.

After you finish configuring TCP/iP and the Network Settings dialog box is
displayed, choose the OK button.

5. Complete all the required procedures for manually configuring TCP/IP'as
described in “Configuring TCP/IP” in Chapter 11, “lnstaliing and Configuring
Microsoft TCP/IP and SNMP.”

If this DHCP server is multihorned (has multiple network adapters), you must

use the Advanced Microsoft TCP/IP Configuration dialog box to specify IP

addresses and other information for each network adapter.

Also, if any adapter on the DHCP server is connected to a subnet that you do not

want this server to support, then you must disable the bindings to that subnet for

the particular adapter. To do this, double-click the Network icon in Control

Panel, choose the Bindings button in the Network Settings dialog box, and then

disable the related binding. 

Note You cannot use DHCP to automatically configure a new DHCP server,
because a computer cannot be a DHCP client and server simultaneously.
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All the appropriate "PCP/1P and DHCP software is ready .or use alter you reboot

the computer.

The DHCP Client service is a Windows NT service running on a Windows NT

computer. The supporting DHCP client software is automatically instalied for
computers running Windows NT Server or Windows NT Workstation when you
install the basic operating system software.

The Microsoft DI-ICP Server service starts automatically during system startup if

you have installed this service. You will probably want to pause the service while

you are configuring scopes for the first time.

To pause the DHCP Server service at any Windows NT computer

1. Double-click the Services icon in Control Panel.

“0;;

In Server Manager, choose Services from the Computer menu.

2. In the Services dialog box, select the Microsoft DHCP Server service.

3. Choose the Pause button, and then choose the Close button.

You can also start, stop, pause, and continue the DHCP service at the command

prompt using the following commands: not start dhcpserver, net stop
dhcpsei-Ver, net pause dhepserver, and net continue dhcpserver.

Using DHCP Manager
The DHCP Manager icon is added to the Network Administration Tools group in

Program Manager when you set up a Windows NT Server computer to be a DHCP
server. You must use DHCP Manager to perform the following basic tasks:

- Create one or more DHCP scopes to begin providing DHCP services
hank“. hufiumainn 4:”... ._._L..J..-,. an-.. Ln"

- LIVJJJJU P1 upui Lula LUL the SCOPE, lubiuuiug ulC 151136 dfil‘atlofi and I? addfefit;

ranges to be distributed to potential DI—ICP clients in the scope

. Define default values for options such as the default gateway, DNS server, or

WINS server to be assigned together with an IP address, or add any custom

options

The procedures for completing these tasks are described in the following sections.
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a To start DHCP Manager

0 From Program Manager. double—click the DHCP Manager icon in the Network

Administration group.

worn

At the command prompt, type the start dhcpadmn command, and then press
ENTER.

 

DHCP Manager window shows the local computer the first time you start DHCP

Manager. Subsequently, the window shows a list of the DHCP servers to which

DHCP Manager has connected, plus their scopes. The status bar reports the current

DHCP Manager activities.

Select a server or scope name

to expand or contract the list of sewers.
This list shows the DHCP options for the
selected scope, and the icon shows
whether it is a giobal or scope option.

 
The icon shows whether Drag the Split bar to size the panes.
a scope is activated. '

Important When you are working with DHCP Manager, all computer names are

DNS host names only. The full path specification might be used, such as

accounting.trey.c0m, or a name might be specified relative to the local domain. In

the previous example, other computers in the trey.c0m DNS domain can refer

simply to accounting. The DNS host name is not necessarily the same as the

NetBIOS computer name used in Windows—based networking. , 
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To connect to a DHCP server

1. From the Server menu, choose the Add command to display the Add DHCP

Server To Known Server List dialog box.

1 Enter the address 01 Ihe DHCP sewer lo add tolhe list of servers: 
2. In the DHCP Server box, type the DNS short name or IP address for the DHCP

server in which you want to connect and then choose the OK button.

For example type an address such as 11.1.26.30 or type a DNS name, such as

c0rp01.trey.c¢)m. in this box.

a To disconner‘Pet -rora selected DHCPese1
"1

0 From theerver menu, choose Remove.

-Or—~

Press DEL.

Defining DHCP Scopes
A DHCP scopeis an administrative grouping of computers running the DHCP
Client servige_Yn1_1_ create a gcnpe fnr 13.21313 511131131 on the 11311110111; to define

parameters for that subnet.

Each scope has the following properties:

In (7-5 :12 m
. A unique snhnet mask USP-d tn dermmme the. subhet 11:213.er 1;: a give-111?

- A scope name assigned by the administrator when the scope is created

- LeaSe duration values to be assigned to DHCP clients with dynamic addresses

Each subnet can have only one scope with a singie continuous range of IP
addresses; those addresses must be valid for the subnet. To implement several

address rangesin a subnet, create a continucius range that encompasses them all,
and then exclude the addresses between the intended ranges. The range can be

expanded later if you need more addresses.
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Creating Scopes
You must use DHCP Manager to create, manage, or remove scopes.

b» To create anew DHCP scope

i. In the DHCP Servers list in the DHCP Manager window, select the server for

which you want to create a scope.

2. From the Scope menu, choose Create.

t‘saxae‘laéesifis‘fl assesses

Eggcluded Addresses:

[address 11.13.318.25 . .

"s. . .2 1.

findAddress: ‘E $101.50 .255

Subnetfiask: 255 .255 .U .0

Exclusion Range;

Start Address; .

K.

i
t

r
t

i End Address:

Lease Duration

0 Unlimited

(9 Limited To: Dams}: Hogrlsl 00 Hinges 
3. To define the available range of IP addresses for this scope, type the beginning

and ending IP addresses for the range in the Start Address and End Address
boxes.

The IP address range includes the Start and End values. This range shouid not
include addreSSes of existing statically configured machines. Either these static

addresses should be outside the range for the scope or they shoutd be

immediately excluded from the range. Because the DHCP server itself is

statically configured, be sure that its IP address is outside of, or excluded from,

the range of the scope.

Note You must supply this information before this scope can be activated.

4. In the Subnet Mask box, DHCP Manager proposes a subnet mask, based on the

IP address of the Start and End addresses. Accept the proposed value, unless you
know that a different value is required.
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5. To define excluded addresses within the I? address pool range, use the

Exclusion Range controls, as follows:

a Type the first LP address that is part of the excluded range in the Start
Address box, and then type the last number in the End Address box. Then

choose the Add button. Continue to define any other excluded ranges in the
same way. '

. To exclude a single IP address, type the number in the Start Address box.

Leave the End Address box empty, and then choose the Add button.

- To remove an IP address or range from the excluded range, select it in the
Excluded Addresses box, and then choose the Remove button.

The excluded ranges should include all IP addresses that you assigned manually
to other DHCP servers, non—DHCP clients, diskless workstations, or RAS and
PPP clients.

6. To specify the lease duration for IP addresses in this scope, select Limited To.

Then type values defining the number of days, hours, and seconds for the length
of the address lease.

If you do not want I? address leases in this scope to expire, select the Unlimited

option. As noted in “Guidelines for Lease Options” later in this chapter, infinite
leases should be used with great caution.

7. in the Name box, type a scope name.

The scope name is any name you want to use to describe this subuet. The name

can include any combination of letters, numbers, and hyphens. Blank spaces and
underscore characters are also allowed.
 

Note You cannot use Unicode characters.

8. Optionally, in the Comment box, type any string to describe this scope, and then
choose the OK button. ‘

 

Note When you finish creating a scope, a message prompts you that the scope has
not been activated, and then allows you to choose Yes to activate the scope

immediately. However, you should not activate a new scope until you have defined

the DHCP options to be configured for this scope. 

Now you can continue with the procedures described in “Configuring DHCP

Option Types” and “Administering DHCP Clients” later in this chapter. After you
have configured the options for this scope, you must activate it so that DHCP ciicnt

computers on the related suhnet can begin using DHCP for dynamic TCPIEP
configuration.
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a To activate a DHCP scope

iv From the Scope menu, choose the Activate command to make this scope active.

The menu command name changes to Deactivate when the selected scope is
currently active.

Changing Scope Properties
The subnet identifiers and address pool make up the properties of scopes. You can
change the properties of an existing scope.

You cannot exclude a range of addresses that includes an active lease. You must

first delete the active lease, as described in “Managing Client Leases” later in this
chapter, and then retry the exclusion.

a To change the properties of a DHCP scope

1. In the DHCP SerVers list in the DHCP Manager window, select the scope for

which you want to change properties, and then choose Properties from the Scopemenu.

"Of”- .

In the DHCP Servers list, double-click the scope you want to change.

2. In the Scope Properties dialog box, change any values for the IP address pool,
lease duration, or name and comment as described earlier in “Creating Scopes”

or in online Help. You can extend the address range of the scope, but you cannot
reduce it. You can, however, exclude any unwanted addresses from the range. '

3. Choose the OK button.

Removing a Scope .
When a subnet is no longer in use, or any other time you want to remove an existing
scope, you can remove it using DHCP Manager. If any IP address in the scope is
still leased or in use, you must first deactivate the scope until all client leases expire
or all client lease extension requests are denied.

When a scope is deactivated, it does not acknowledge lease or renewal requests, so
existing clients IOSe their leases at renewal time and reconfigure with another

available DHCP server. To assure that all clients migrate smoothly to a new scope,
you should deactivate the old scope for at least half of the lease time, or until all

clients have been moved off the scope manually. To move a client manually, from

the Command Prompt of the client computer use the ipconfig/rencw command, and
then restart the computer if necessary.
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a To remove a scope

I. In the DHCP Servers list in the DHCP Manager window, select the scope you
want to remove.

2. From the Scope menu, choose Deactivate. (This command name changes to
Activate when the scope is not active.)

The scope must remain deactivated until you are sure the scope is not in use.

3. From the Scope menu, choose Delete.

The Delete command is not available for an active scope.

Configuring DHCP Cptions
The configuration parameters that a DHClJ server assigns to a client are defined as

DHCP options using DHCP Manager. Most of the options that you will want to

specify are predefined, based on standard parameters defined in RFC 1541.

When you configure a Dl-ICP scope, you can assign DHCP options to govern all

configuration parameters. You can also define, edit, or delete DHCP options. These
tasks are descnlbed in the following sections.

Assigning BHGP Configuration Options
Besides the IP addressing information, other DHCP configuration options to be

‘ passed to DHCP clients must be configured for each scope. Options can be defined
globally for all scopes on the current server, specifically for a selected scope, or for
individual DHCP clients with reserved addresses.

a Active global options always apply unless overridden by scope options or

DHCP client settings.

. Active options for a scope apply to all computers in that scope, unless
overridden for an individual DHCP client.

The Microsoft DHCP network packet allocates 312 bytes for DHCP options. That

is more than enough space for most option configurations. With some DHCP
servers and clients, you can allocate unused space in the DHCP packet to additional

options. This feature, called option overlay, is not supported by Microsoft DHCP
Server. If you attempt to use more than 312 bytes, some options settings will be
lost. In that case, you should delete any unused or low—priority options.
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If you are using a thirdspaity DHCP server, be aware that Microsoft DHCP clients

do not support option overlays, either. If your option set is larger than 312 bytes, be

sure that the settings used by Microsoft DHCP clients are included at the beginning
of the option list. Settings beyond the first 312 bytes are not read by Microsoft
DHCP clients.

The built—in options are described. in “Predefined DHCP Client Configuration
Options” later in this chapter.

Note Lease duration and subnet mask are defined for the scope in the Create Scope
dialog box. You cannot configure them directly as options.

> To assign DHCP configuration options

1. In the DHCP Servers list in the DHCP Manager window, select the scope you
want to configure.

2. From the DHCP Options menu, choose the Global or Scope command,

depending on whether you want to define option settings for all scopes on the

currently selected server or the scope currently selected in the DHCP Manager
window.

. Dptions for: Server 11

' unused Options:
[302 Time fiftset _: ‘ - - ' _i [104 Time Server [105 Name Servers
OBS [HIS Servers .- ., . : ‘- J [IDS LPR Servers
BB7 Lug Servers

' BDH Cookie Servers
[ND Impress Servers
[H1 Resource Location Sew-T, 

"- Comment: Arrayof router addresses ordered by preference

3. In the Unused Options list in the DHCP Options dialog box, select the name of
the DHCP option that you want to apply, and then choose the Add button to

move the name to the Active Options list.

This list: shows both predefined options and any custom options that you added.

For example, if you want to specify DNS servers for computers, select the
Option named DNS Servers in the Unused Options list and choose the Add
button.

If you want to remove an active DHCP option, select its name in the Active

Options box, and then choose the Remove button.

’3}! ,f‘ «i, a 1" . "J! if r ‘v' r' w.- ' ’5 it“ ,1 -'A 'sn‘ .,t“ E'l' . , “-fi"
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4. To define the value for an active option, select its name in the Active Options

box, and then choose the Values button. Choose the Edit button, and then edit

the information in the Current Value box, depending on the data type for the

option, as follows:

a For an iP address, type the assigned address for the selected option

- For a number, type an appropriate decimal or hexadecimal value for the

option

. Fora string, type an appropriate ASCII string containing letters and numbers
for the option

For example, to specify the DNS name servers to he used by DHCP clients,

select DNS Servers in the Active Options list. Then choose the Edit button and

type a list of P addresses for DNS Servers. The list should be in the order of
preference.

For details about the Edit Array and Edit Address dialog boxes, see the online

Help.

5. When you have completed all your changes, choose the OK button.
 

Tip If you are using Dl-ICP to configure WINS clients, be sure to set options #44

WINS Servers and #46 Node Type. These options will allow DHCP—configured

computers to find and use the WINS server automatically.

Creating New DHCP Options
You can add custom parameters to be included with DHCP client configuration

information. You can also change values or other elements of the predefined DHCP

options. The option you add appears in the list of available DHCP options in the

DHCP Options dialog boxes for defining'options globally, per scope, and per
individual reserved DHCP client.

i» To add new DHCP options

l. From the DHCP Options menu, choose Defaults.

2. In the Option Class list in the DHCP Options: Default Values dialog box, select

the class for which you want to add new DHCP options, and then choose the
New button.

The option class can include the DHCP standard options or any custom options

that: you add.
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g“;

m...

g identifier: [:3 ,1

rem—fl...WWWWWWfl ‘ 
3. In the Name box of the Add Option Type dialog box, type a new option name.

4, From the Data Type list, select the data type for this option as described in the
following list. If this data type represents an array, select the Array box.
 Data type Meaning

Binary Value expressed as an array of bytes

Byte An 8-bit, unsigned integer

Encapsulated An array of unsigned bytes

IP address An IP address of the form w.x.y.z

Long A 32«bit, signed integer

Long integer A 32—bit, unsigned integer

String An ASCII text string

Word A 16-bit, unsigned integer

If you select the wrong data type, an error message appears or the vatue is

truncated or converted to the required type.

5. In the Identifier box, type a unique code number to be associated with this

DHCP option. This must be a number between 0 and 255 .

6. In the Comment box, type a description of the DHCP option, and then choose

the OK button.

7. In the DHCP Options: Default Values dialog box, select the option, choose the

Edit button, and then type the value to be configured by default for this DHCP

option.

8. Choose the OK button.

You can delete custom DHCP options, but you cannot delete any predefined DHCP
options.
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tr To delete a custom DHC‘P option

1. From the DHCP Options menu, choose Defaults.

2, In the DHCP Options: Default Values dialog box, select the related class in the

Option Class list.

3. In the Option Name list, select the option you want to delete, and then choose
the Delete button.

Changing DHCP Option Default Values
You can change the default values for the predefined and custom DHCP options for
configuring clients. For example, you could change the default values for these

built-in options:

- 3 x Router, to specify the IP addresses for the routers on the subnet

- 6 2 DNS Servers, to specify the EP addresses of the DNS name servers used at

your site

. 15 2 Domain Tame, to specify the DNS domain names to be used for host name
resolution

Options that take an array of IP addresses have a default value of 00.00. You
should reset the default value of any such options you intend to use or be sure to set

a different value when you assign the option either globally or for a selected scope,

as described in “Assigning DHCP ConfiguratiOn Options” earlier in this chapter.

To change a DHCP option value

1. From the DHCP Options menu. choose Defaults.

#4.... t... :

Comment: Array of time server addresses, by preference
Value

EP Addtess 11.101.13.105
111015.158
11.101.12.14 

2. In the Option Class list in the DHCP Options: Default Values dialog box, select

the option class for which you want to change values.
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3. if you want to change the default vaiue for an option, seiect the option you want

to change in the Option Name list, choose the Edit button, and then type a new
value in the Value box.

Choosingthe Edit button displays a special dialog box for editing strings, arrays
of IP address, or binary values. For information about using the special editing

dialog boxes, see the online Help for DHCP Manager.

4. If you want to change basic elements of a custom option, select it in the Option
Name list, and then choose the Change button.

You can change the name, data type, identifier and comment for a DHCP

option, foiiowing the procedures described earlierin “Creating New DHCP
Options.’

5. When you complete all the changes you want to make, choose the OK button.

Defining Options for Reservations
You can assign DHCP options and specify custom values for DHCP ciients that use
reserved IP addresses.

For information about how to reserve 1P configuration information for DI-ICP

clients, see “Managing Client Reservations” later in this chapter.

a To change DHCP options for reservations ‘

1. From the Scope menu, choose Active Leases.

2. In the IP Address list of the Active Leases dialog box, select the reserved

address whose options you want to change, and then choose the Options button.

The Options button is only available for rescrved addresses; it is not available
for DHCP clients with dynamic addresses.

" -Tiiiass-iie
Options for: 11.185.45.67

  

 mumW’- flnused Options: Active Options:
932 Time Offset : flflflflouter _ _ '
9114 Time Server mmfifififimfim’fi. . , '..'805 Name Servers [IDS LPFi Sewers
EN]? Log Servers [[12 Host Name
098 Cookie Servers '
[H [I impress Servers
31'! Resource Location Starr-E12
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3. In the DHCP Options: Reservation dialog box, select an option name in the
Unused Options list and then choose the Add button to move the name to the

1In

“I;at}

)

CD]

Active Options iist.

If you want to remove a DHCP option that has been assigned to the scope, seieet
its name in the Active Options box, and then choose the Remove button.

To change a value for an option seiected in the Active Options iist, choose the
Value button, cheese the Edit button, and then enter a new value in the Current
Vahte box.

n'CP CiiennteConfiguration options
The tablesin this section describe the piedeftned options available for configuration
of DI-ICP clients. These options are defined in RFC 1533.

You can use Microsoft DHCP Server to set any of the options described in this

section. Microsoft DHCP clients however, support only the options whose code and

option name are iisted in bold type. If you have third—party DHCP clients, you can
set any option listed that is supported by the thirdwpartj,r Ciient soft 'are.

Table 13.1 Basic Options
   

Meaning  Code Option name
0 Pad

255 End

i Snbnet mask

2 Time offset

3 Router I

4 Time server

5 Name servers

6 DNS servers

iettion that age i-initiings tie

Causes subsequent fields to align on word boundaries,

Indicates end of Options in the DHCP packet.

Specifies the subnet mask of the ctient subnet. This
option is definedin the Create Scope or Scope Properties
dialog box. It cannot be set directiy in an Option dialoglunvuun.

Specifies the Universal Coordinated Time {UCTj offset
in seconds.

Specifies a list of IP addresses for routers on the client‘snuknpr tuuunva. -

Specifies a iiSt of IP addresses for time servers available
to the client. 1

Specifies a list of IP addresses for name servers
available to the client.1

Specifies a list of IP addresses for DNS name servers
available to the client.1 Muitihomec'l computers can have

only one list per computer, not one per adapter card.
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11

12

13

14

16

17

18

an
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Option name

Log servers

Cookie servers

LPR servers

Impress servers

Resource location
SBI’VCTS

Host name

Boot file size

Merit dump file

Domain name

Swap server

Root path

Extensions path

fittings {Seesa t; 2':
.3;

Specifies a list of IP addresses for MIT_LCS User

Datagram Protocol (UDPilog servers available to the
clientl

Specifies a list of IP addresses for RFC 865 cookie
servers available to the client.1

Specifies a list of IP addresses for RFC l 179 lineprinter
servers available to the client.1

Specifies a list of IP addresses for lmagen Impress
servers available to the client]

Specifies a list of RFC 88? Resource Location servers
available to the clientl

Specifies the host name of up to 63 characters for the
client. The name must start with a letter, end with a

letter or digit, and have as interior characters only
letters, numbers, and hyphens. The name can be
qualified with the local DNS domain name.

Specifies the size of the default boot image file for the
client, in 512—octet blocks.

Specifies the ASCII path name of a file where the
client’s core image is dumped it a crash occurs.

Specifies the DNS domain name the client shoutd use
for DNS host name resolution.

Specifies the IP adchess of the client’s swap server.

Specifies the ASCII path name for the client’s root disk.

Specifies a file retrievable via TFTP containing
information interpreted the same as the vendor-extension

field in the BOOTP response, except the tile length is
unconstrained and references to Tag 18 in the file are
ignored.

1 List is specified in order of preference.
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The following table lists lP layer parameters on a per-host basis.

Table 13.2 1? Layer Parameters per Host 

  Code Option name Meaning

19 ll’ layer forwarding Enables or disables forwarding of ll3 packet for this
client. 1 enables forwarding; 0 disables it.

20 Nonloeal source Enables or disables forwarding of datagrams with non-

routing local source routes. 1 enables forwarding; O disables it.

21 Policy filter masks Specifies policy filters that consist of a list of pairs of IP
addresses and masks specifying destination/mask pairs

for filtering ncnlocal source routes. Any source routed
datagram whose next-hop address does not match a
filter will be discarded by the client.

22 Max DG Specifies the maximum size datagram that the client can
reassembly size reassemble. The minimum value is 576.

23 Default time—ton Specifies the default time~to-live (TTL) that the client

live . uses on outgoing datagrams. The value for the octet is a
number between 1 and 255.

24 Path MTU aging Specifies the timeout in seconds for aging Path

timeout Maximum Transmission Unit (MT‘U) values (discovered
by the mechanism defined in RFC 1191}.

25 Path MTU plateau Specifies a table of MTU sizes to use when performing
table Path MTU Discovered as defined in RFC 1191. The

table is sorted by size from smallest to largest. The
minimum MTU value is 68.
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The following table lists 1? parameters on a per~interface basis. These options
affect the operation of the IP layer on a per—interface basis. A client can issue

multiple requests, one per interface, to configure interfaces with their specific
parameters.

Table 13.3 11’ Parameters per Interface

Code

26

27

28

29

30

31

32

33

Option name

MTU option

All subnets are
local

Breadcast address

Perform mask

discovery

Mask supplier

Perform router

discovery

Router solicitation
address

Static route

Meaning

minimum MTU value is 68.

Specifies whether the client assumes that all subnets of
the client’s internetwork use the same MTU as the local

subset where the client is connected. 1 indicates that all
subnets share the same MTU; 0 indicates that the client

should assume some subsets might have smaller MTUs.

Specifies the broadcast address used on the client‘s
subnet.

Specifies whether the client should use Internet Control

Message Protocol (ICMP) for subnet mask discovery.
1 indicates the client should perform mask discovery;
0 indicates the client should not.

Specifies whether the client should respond to subnet
mask requests using ICMP. 1 indicates the client should

. respond; 0 indicates the client should not respond.

Specifies whether the client should solicit routers using
the router discovery method in RFC 1256. 1 indicates

that the client should perform router discovery; 0
indicates that the client should not use it.

Specifies the IP address to which the client submits

router solicitation requests.

Specifies a list of IP address pairs that indicate the static

routes the client should install in its routing cache. Any
multiple routes to the same destination are iisted in

descending order or priority. The routes are

destination/router address pairs. (The default route of
0.0.0.0 is an illegal destination for a static route.) 
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Specifies whether the client should negotiate use of

 

trailers (RFC 983) when using the AR? protocol. 1

Specifies the timeout in seconds for ARP cache entries.

Specifies whether the client should use Ethernet v. 2
(RFC 894) or IEEE 802.3 (RFC 1042} encapsulation if

should use RFC 1042 encapsulation; 0 indicates the

 

 

  

Specifies the default TTL the client should Use when
sending TCP segments. The minimum value of the octet

Specifies the interval in seconds the client TCP shouid

wait before sending a keepalive message on a TCP
connection. A value of 0 indicates that the client shouid

not send keepalive messages on connections unless

Specifies whether the client should send TCP keepalive
messages with an octet of garbage data for compatibility
with older implementations. 1 indicates that a garbage
octet should he sent; 0 indicates that it shouid not be
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The following table lists link layer parameters pet'interface. These options a.

the operation of the data link layer on a per-interface basis.

Table 13.4 Link Layer Parameters per Interface

Code Gption name Meaning

34 Trailer

encapsulation
indicates the ciient should attempt to use trailer; 0
indicates the client should not use trailers.

35 ARP cache timeout

36 Ethernet

encapsulation
‘ the interface is Ethernet. 1 indicates that the client

client should use RFC 894 encapsulation.

The following table shows TCP parameters. These options affect the operation of

the TCP layer on a perminterface basis.

Tahie 13.5 TC? Parameters

Code Gption name Meaning

37 Default time-to-
live

is 1.

38 Keepalive interval

specificaily requested by an application.

39 Keepalive garbage

sent.
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The following table shows application layer paraincteis These miscellaneous

options are used to configure applications and services.

Table 13.6 Application Layer Parameters

  Code Option name Meaning

40 N18 domain name Specifies the name of the Network Information Service

(NIS) domain as an ASCII string.

41 N18 servers ‘ Specifies a list of IP addresses for N18 servers available
to the Client.1

42 NTP servers Specifies a list of IP addresses for Network Time

Protecol (NTP) servers available to the clientl 

1 List is specified in order of preference.

The foilowing options are for vendor—specific information.

Table 13.7 Vendor-Specific Information 

 Code Option name Meaning

43 Vendor specific Binary information used by clients and servers to
info exchange vendor-specific information. Servers not

equipped to interpret the information ignore it. Clients

that don’t receive the information attempt to operate
without it.
 

Table $3.8 NetBIOS Over TCP/IP

 Code Option name Meaning

44 WENS/NBNS Specifies a list of IP addresses for NetBIOS name
servers servers (NBNSN

45 NetBIOS ovor Specifies a list of IP addresses for NetiBiOS datagram
. TCP/EP NBDD distribution servers (NBDD).1

46 WINS/NET node Allows configurable NetBIOS over TCP/IP clients to
type be configured as described in RFC 1001/1002, Where

1=b-node. 2=p-node, 4=m-node, and 8=h—node. On

multihomed computers,' the node type is assigned to the
entire computer, not to individual adapter cards.
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Table 13.8 NetBiOS Over TCP/IP (Continued) 

Part III TCPIIP

Meaning Code Option name

47 NetBIOS scope
ID

48 X Window system
font

49 X Window system
display

Specifies as a string that is the NetBIOS over TCP/IP
Scope ID for the client, as specified in RFC 1001/1002.

On :nultihorned computers, the scope ID is assigned to

the entire computer, not to individual adapter cards.

Specifies a list of IP addresses for X Window font
servers available to the clientl

Specifies a list of IP addresses for X Window System
Display Manager servers available to the client!

i List is specified in order of preference.

Table 13.9 DHCP Extensions  

Code Option name

51 Lease time

58 Renewal (Tl)
time value

59 Rebinding (T2)
time value

Meaning  

Specifies the time in seconds from address assignment
until the client’s lease on the address expires. Lease

time is specified in the Create Scope or Scope

Pi'Operties dialog box. It cannot be set directly in a
DHCP Options dialog box.

Specifies the time in seconds from address assignment
until the client enters the renewing state. Renewal time

is a function of the lease time option, which is specified
in the Create Scope or Scope Properties dialog box. It
cannot be set directly in a DHCP Options dialog box.

Specifies the time in seconds from address assignment
until the client enters the rebinding state. Rebinding

time is a function of the lease time Option. which is
specified in the Create Scope or Scope Properties
dialog box, It cannot be set directly in a DHCP Options
dialog box. 
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Administering DHCP Clients
After you have established the scope and defined the range of available and

excluded IP addresses, DHCP—enabled clients can begin using the service for
automatic TCP/LP configuration.

You can use DHCP Manager to manage individual client leases including Clearing
and managing reservations for clients.

Tip You can use the ipconfig utility to troubleshoot the 1P configuration on

computers that use DHCP, as described in Appendix A, “TCP/IP Utilities

Reference.” You can also use ipconfig on TCP/IP-32 clients on Windows for

Workgroups 3.11 computers and on computers running Microsoft Network Client
version 2.0 for MS—DOS . 

Managing Client Leases
The lease for the IP address assigned by a DHCP server has an expiration date,

which the client must renew if it is going to continue to use that address. You can

view the lease duration. and other information for specific DHCP clients, and then
you can add options and change settings for reserved DHCP clients.

Information about active leases in the currently selected scope is shown in the
Active Leases dialog box. In addition to information on individual leases and

reservations, the Active Leases dialog box also shows the total number of addreSSes

in the scope, the number and percentage of addresses that are currently unavailable

because they are active or excluded, and the number and percentage of addresses
that are currently available.

Because the Count of active leases and excluded addresses is an aggregate, it cannot

tell you want you want to know about only the active leases. The Active/Excluded

count when a scope is deactivated reflects only excluded addresses. To determine

the number of active leases and reservations, compare the Active/Excluded count

before and after the scope is activated.

Leases are retained in the DHCP server database approxirnately‘one day after

expiration. This grace period protects a client’s lease in case of client and server are

in different time zones, the two computers’ clocks are not synchronized, or the

client computer was off the network when the lease expired. These expired leases

are included in the aggregate Active/Excluded count, as Well as in the list of active

clients in the Active Leases dialog box, They are distinguished by a dimmed icon.
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1. In the DHCP Servers list in the DHCP Manager window, select the scope for

2.
which you want to View or change client infonnation.

From the Scope menu, choose Active Leases.
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Total Addtesses in Scope: 23,570
ActiveiExcluded: 15 [02!

Available: 28,554 {93°41
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In the Active Leases diaiog box, select the computer whose lease you want to
View in the IP Address list, and then choose the Properties button.

If you want to View only clients that use reserved IP addresses, check the Show
Reservations Only box.

In the Client Properties dialog box, you can View the unique identifier and other
client IanHNHllnn includina the. 19.3.55 expiration date

Qnique ldenliliel:

Client flame: EANNIEPZ 

Client _Epmmenl: Net admin machine

Lease Expires; 1394”)?!” 8 20:53

  
 

Note You can only edit the name, unique ID, and comment, or choose the

Options button in the Client Properties diaiog box for clients with :‘eserved IP
addresses.
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For information about the Options button1n this dialog box, sec “Defining Options
for Reservations” earlierin this chapter.

You can delete the lease of any DHCP client in the scope. The main reason for
doing so is to remove a lease that conflicts with an IP address exclusion or a client

reservation that you want to add. Deleting a lease has the same effect as if the

client’s lease expired—the next time that client computer starts, it must enter the
initialization state and obtain new TCP/IP configuration information from a DHCP

server. There is nothing, however, to prevent the client from obtaining a new lease
for the same IP address; you must make the address unavailable before the client

requests another lease.
 

important Delete only entries for clients that are no longer using the assigned

DHCP lease or that are to be moved immediately to a new address. Deleting an
active client could result in duplicate IP addresses on the network, because deleted

addresses will be assigned to new active clients.

After you delete a client’s lease and then set a reservation or exclusion, you should

always type the ipconfig Irelease command at the command prompt for a DHCP
client computer to force the client to free its IP address. 

To delete a ciient’s lease

1. In the IP Client list of the Active Leases dialog box, select the client lease you
want to cancel, and then choose the Delete button.

2. Make a reservation with the IP address or exclude it from the range.

3, Force the client with the existing lease to give it up.

From the Command Prompt on the client computer, use the ipconfiglrelease
command.

5. If you want, give this client a new LP address.

From the Command Prompt on the client computer, use the ipconfig/renew
command.
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Managing Client Reservations
You can reserve a specifie IP address for a client. Typically, you need to reserve
addresses in the following cases:

- For domain controllers if the network also uses LMHOSTS files that define IP
addresses for domain controllers

. For clients that use IP addresses assigned using another method for TCPI’IP

configuration

- For assignment by RAS Servers to non—DHCP clients
.- For DNS servers

If multiple DHCP sewers are distributing addresses in the same scope, the client
reservations on each DHCP server should be identical. Otherwise, the DHCP

reserved client receives different IP addresses, depending on the responding server.
 

Important The IP address and static name specified in WINS take precedence over
the IP address assigned by the DHCP server. For such clients, create client
reservations with the IP address that is defined in the WINS database. 

it To add a reservation for a client

1. From the Scope menu, choose Add Reservations.

, 1? Address: 11 185.41 .25

' uniqueldenmim; snouzszsaass
MIKEHAS'I 

2. In the Add Reserved Clients diaiog box, type information to identify the first
reserved client:

- 1P Address specifies an address from the reserved address poo}. You can

specify any reserved, unused IP address. DHCP Manager checks and warns
you if a duplicate or nonreserved address is entered.
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. Unique Identifier usually specifies the media access control (MAC) address

for the client computer’s network adapter card. You can determine this

address by typing the net config wksta command at the command prompt on
the client computer.

- Client Name specifies the computer name for this client. This is HSed for

identification purposes only and does not affect the actual computer name for

the Client. This is not available for MS-DOS—hased clients; in this case, only
the Unique Identifier appears.

. Client Comment is any optional text that you enter to describe this client.

3. Choose the Add button to add the reservation to the DHCP database.

You can continue to add reservations without closing this dialog box.

4. When you have added all reservations, choose the Close button.

After the IP address is reserved in DHCP Manager, the client computer must be
restarted to be configured with the new IP address.

If you want to change a reserved I? address for a client, you have to remove the old

reserved address, and then add a new reservation. You can change any other
information about a reserved client while keeping the reserved IP address.

Reserving an address does not automatically force a client who is currently using
the address to move elsewhere. If you are reserving a new address for a client or an

address that is different from the client’s current one, you should verify that the

address has not already been leased by the DHCP server. If the address is already

in use, the client that is using it must release the address by issuing a release

request. To make this happen, at the Command Prompt of the client computer, use

the ipconfig {release command. Clients using IVES-DOS, and possibly clients using
third»party operating systems, 'will have to restart their computers for the change to
take effect. Because the client’s current address is now reserved, the client is moved
to a different address.

Reserving an address also does not ferce the client for whom the reservation is

made to move to the reserved address. In this case, too, the client must issue a
renewal request. At the Command Prompt of the client computer, use the ipconfig
lrenew command, and then restart the computer if necessary. The DHCP server
will note that the client has a reserved address, and will move the client.
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b To change the reserved i]? address

1. Make sure the reserved ciient is not uSing the old IP address by shutting down

the client computer immediately after issuing the ip config/reiease command on
that client computer.

2. In the Active Leases diaiog box, select the reserved I? address in the Client list,
and then choose the Delete button and the OK button.

3. From the Scope menu, choose Add Reservations, and then enter information for
a new reservation as described earlier in this section.

B- Technngalias...”
mu

m;
3

I...‘ . From the Scope menu, choose Active Leases.

2. in the Client list of the Active Leases dialog box, select the address of the

reserved client that you want to change, and then choose the Properties button.

3. in the Client Properties dialog box, change the unique identifier, client name, or
comment, and then choose the OK button.
 

Note You can only change values in the Client Properties dialog box for
reserved clients. 

You can also View and change the options types that define configuration

parameters for selected reserved clients by choosing the Options button in the
Client Properties dialog box. Changing options for a reserved client follows the

same procedure as use to originally define options, as described'in “Defining
Options for Reservations” earlierin this chapter

Managing the DHCP Database Fiies
The following files are stored in the \systemrooASYSTEM32\DHCP directory that

is created when you set up a DHCP server:

a DHCP.MDB is the DHCP database file.

- DHCPTMP is a temporary file that DHCP creates for temporary database
information.
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- JETLOG and the JET*.I.,OG files contain logs of all transactions done with the

database. These files are used by DHCP to recover data if necessary.

- SYSTEM.MDB is used by DHCP for holding information about the structure of
its databaSe. ,

cannon The DHcPrMP, DHCPMDn, JETLSG, and SYS'l‘EMMDB fires"
should not be removed or tampered with.  

The DHCP database and related Registry entries are backed up automatically at a
specific interval (15 minutes by default), based on the value of Registry parameters
(as described later in this chapter).

After DHCP has been running for a while, the database might need to be compacted
to improve performance. You should compact the DHCP database whenever it
approaches 10 MB.

8» To compact the DHCP database

1. At the DHCP server; stop the Dynamic Host Configuration Protocol using the
Control Panel Services option.

_Qr_

At the command prompt, type the net stop dhcpserver command. ‘

2. Run the JETPACKEXE program (which is found in the

\rystemr‘ooASYSTEh/BZ directory) from File Manager or Program Manager.

3. Restart the Dynamic Host Configuration Protocol on the DHCP server.
 

Caution Do not compact the SYSTEMIVIDB database. 
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Troubleshooting DHCP
The following error conditions can appear to indicate potential problems with the
DHCP server:

- The administrator can’t connect for a DHCP server using DHCP Manager. The

message that appears might be “The RFC server is unavailable.”

.. DHCP clients cannot renew the leases for their IP addresses. The message that

appears on the client computer is “The DH P client could not renew the I?
address lease.” '

, The DHCP Ciient service or Microsoft DHCP Server service might be down
and cannot be restarted.-

The first task is to make sure the DHCP services are running.

9» To ensure the DHCP services are running

1. Use the Services option in Control Panel to verify that the DHCP services are
running.

In the Services dialog box for the client computer, Started should appear in the4L,»
Status column .or the DHCP Client service. For luc: DHCP server itself, the

Started should appear in the Status column for the Microsoft DHCP Server
service.

2. If a necessary service is not started on either computer, start the service.

In rare circumstances, the DHCP server cannot boot or a STOP error might occur.

If the DHCP server is down, complete the following procedure to restart it.

is To restart a DHCP server that is down

1. Turn off the power to the server, and then wait about one minute.

2. Turn on the power, start Windows NT Server, and then iog on under an account
with Adiiiiitistrator rights.

3. At the command prompt, type the net start dhcpserver command, and then
press ENTER.
  

Note Use Event VieWer to find the possible source of problems with DHCP
services. 
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Restoring the DHCP Database

, a

littfl

P-

If you ascertain that the DHCP services are running on both the client and server

computers but the error conditions described earlier persist, then the DHCP

database is not available or has become corrupted. If a DHCP server'fails for any

reason, you can restore the database from the automatic backup files.

To restore a DHCP database

0 Restart the DHCP server using the procedure described earlier in this chapter.

If the DHCP database has become corrupted, it is automatically restored from
the DHCP backup directory specified in the Registry, as described later in this
chapter.

To force the restoration of a DHCP database

0 Set the value of RestoreFlag in the Registry to 1, and then restart the computer.

For information about this parameter, see “Registry Parameters for DHCP
Servers” later in this chapter. ’

To manually restore a DHCP database

9 If the two restore methods described earlier in this chapter do not work,

manually copy all DHCP database files from the backup directory to the \DHCP
working directory. Then restart the Microsoft DHCP Server service.

If the backup database is also corrupted and you have an additional backup
stored elsewhere, copy the most recent usable backup to the \DHCP working
directory, and then restart the DHCP Server service.

Once you have restored the DI-ICP database using any of these methods, you need
to reconcile the database to add entries for any leased addresses that are not in the
restored database.

To reconcile the DHCP database

1. From the Scope menu, choose the Active Leases command.

2. In the Active Leases dialog box, choose the Reconcile button.
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Backing up the DHCP Database onto Another Computer

‘5'

The DHCP database is backed up at regular intervals, whenever the DHCP service

is stopped, and whenever Windows NT is shut down. When the DHCP service
restarts, if it detects a corrupt database it restores the database from the backup

copy stored in the \DHCP\BACKUP\JET directory. There is no guarantee,
however, that database corruption will be detected during backup; it is a good idea

to periodically back, up the database to another computer.

To back up a DHCP database to another computer

3 Use the Replicator savior; to copy the contents of the DHCP backup directory to
the new computer.

if the DHCP server fails to restart because of a database problem, save the existing

database to a different location, and then try restoring the database with the copy

you saved to another computer. Recent new leases are noted in the Registry but not
in the DHCP database; these addresses might be permanently lost from the address
range.

Creating a New DHCP Database
If the database has been corrupted and you do not have a workable backup copy,

you have to delete the database, and then create a new one.

To create a new database

1. Move the file \systemmoASYSTEM32\DHCP.MDB to another location.

Delete all files in the \S‘y.5‘tetnr00t\SYSTEM32\DHCP directory.

Delete all files in the \SysremrooASYSTEM32\DHCP\BACKUP\JET directory.

Copy the file SYSTEM.MDB from the Windows NT Server CD-ROM or
floppy disks to the \systemrooi\8YSTEM32\DHCP directory.

5. Restart the DHCP server.

P93!“

When you check DHCP- Manager, the scope still exists because'the Registry holds
the information on the address range of the scope, including a bitmap of the
addresses in use. You need to reconcile the DHCP database to add database entries

for the existing leases in the address bitniask. As clients renew, they are matched
with these leases, and eventually the database is once again complete.
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a To reconcile the DHCP database

1. From the Scope menu, choose the Active Leases command.

2. In the Active Leases dialog box, choose the Reconcile button.

Aithough it is not required, you can force clients to renew their leases in order to

update the DHCP database as quickly as possible. From the Command Prompt of
the client computer, type the ipconfig/renew command.

Advanced Configuration Parameters for DHCP
This section presents configuration parameters that affect the behavior of DHCP

servers and clients, and thatcan be modified only through Registry Editor. For the

changes to take effect after you modify any of these value entries, you must restart
the Microsoft DHCP Server service for server parameters or the DHCP Client

service for client parameters.

Caution You can impair or disable Windows NT if you make incorrect changes in
the Registry while using Registry Editor. Whenever possible, use DHCP Manager

to make configuration changes, rather than using Registry Editor. If you make
errors while changing values with Registry Editor, you will not he warned, because

Registry Editor does not recognize semantic errors.

 

  

e To make changes to the DHCP server or client configuration using Registry
Editor

1. Start the Registry Editor by running the REGEDTBZEXE program from File
Manager or Program Manager.

_Or_

At the command prompt, type the start regedt32 command, and then press
ENTER.

When the Registry Editor window appears, you can press F1 to get Help on how
to make changes in Registry Editor.

2. In Registry Editor, select the window titled HKEY_LOCALMMACHINE on

Local Machine, and then click the icons for the SYSTEM subtree until you

reach the subkey for the specific parameter, as described in the following
sections.

The following sections deselibe the value entries for parameters for DHCP servers

and clients that can be set only by adding an entry or changing their values in
Registry Editor.
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Registry Parameters for DHCP Servers
When you change any of these parameters except RestoreFlag, you must restart
the computer for the changes to take effect. For the RestoreFlag parameter, you
must restart the Microsoft DHCP Server service.

The Registry parameters for DHCP servers are specified under the following key:

..SYSTEM\current\cur‘rentcentroi set\servi ces\DHCPServer\Parameters

APIProtocoiSuppOrt

Data type = REG_DWORD

Range : Ox] , 0x2, 0x4, 0x5, 0x7
Default: 0x1

Specifies the supported protocols for the DHCP server. You can change this
value to ensure that different computers running different protocols can access

the DHCP server. The values for this parameter can be the following:

OX1 For RPC over TCPIP protocols

0x2 For RFC over named pipes protocols

0x4 For RPC over local procedure call (LPC) protocols
OX5 For RPC over TCPIP and RFC over LPC

054'] For RFC over all three protocols (TCPIIP, named pipes, and LPG)

BaekupDatabasePath

Data type = REGAEXPANQSZ

Range zfilename

Default = %SystemRoot%\system32\dhcp\backup

Specifies the location of the backup database file where the database is backed

up periodically. The best location for the backup file is on another hard drive, so
that the database can be recovered in case of a system drive crash. Do not

specify a network drive, because DHCP Manager cannot access a network drive
fnr datnhagg back'm 5|an v-pnnupm_a-ut ..._.....u Ann‘tl “um Auvv VULJ

Backuplnterval

Data type : REG_DWORD

Range : no limit
Default: 15 minutes

Specifies the interval for backing up the database.
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DatabaseCleanupinterval

Data type = RECLDWORD

Range = No limit

Default 2 0x15 180 (864,000 minutes —— 24 hours)

Specifies the interval for cleaning up expired client records from the DHCP
database, freeing up those IP addresses for reuse.

DatabaseLoggingFlag

Data type = RBG_DWORD

Range = 0 or 1

Default = l (tiuemthat is, database logging is enabled)

Specifies whether to record the database changes in the JETLOG file. This log
file is used after a system crash to recover changes that have not been made to

the database file defined by DatabaseName. Database logging affects system

performance, so DatabaseLogging can be turned off if you believe the system

is highly stable and if logging is adversely affecting system performance.

DatabaseName

Data type : {213052
Range =fileriame

Default = dhcpmdb

Specifies the name of the database file to be used for the DHCP client
information database.

DatabasePath

Data type = REG_EXPAND_SZ

Range = pathname

Default: %SystemRoot%\System32\dhcp

Specifies the location of the database files that have been created and opened.

RestoreFlag

Data type = REG_DWORD

Range is 0 or 1

Default: 0 (false—that is, do not restore)

Specifies whether to restore the database from the backup directory. This flag is
reset automatically after the successful restoration of the database.
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Registry Parameters for EHCP Clients
The Reg1st1y parameters for DHCP clients are specified unde1 the following key:

. .SYSTEM\eurrent\currentcontrolset\services\DHCP\Parameter\<opt1‘unit)

The Optiomi“ keys are a list of DHCP options that the client can request fmm the
DHCP server. For each of the default options, the following values are defineC:

RegLocation

Data type = REGMSZ

Default : Depends on the Registry location for the specific option

Specifies the location in the Registry where the option value is written when it is
obtained from the DHCP server. The “‘l” character expands to the adapter name

for which this option value is obtained.

Key'l‘ype

Data type = REG_DWORD
Default = 0x7

Specifies the type of Registry key for the option.

Guidelines for Setting Local Policies
This section provides some suggestions for setting lease options, dividing the free
address pool among DHCP servers, and avoiding DNS naming problems.

IA

[tea

I!

c for startaangiup once Addressing Foiicy
Allocation of IP addresses for distribution by DHCP servers can be done

dynamically or manually. These methods use the same DHCP client—server

protocol, but the network administrator manages them differently at the DHCP
server.

del'57)-

Dynamic Allocation of IP Addresses
Dynamic allocation enables a client to be assigned an IF address from the free
address pool. The lease for the address has a lease duration (expiration date), before
which the client must renew the lease to continue using that address. Depending on

the local lease policies defined by the administrator, dynamically allocated
addresses can be returned to the free address pool if the client computer is not being

used, if it is moved to another subnet, or if its lease expires. Any lP addresses that

are returned to the free address pool can be reused by the DHCP server when

allocating an llJ address to a new client. Usually, the local policy ensures that the
same IP address is assigned to a client each time that system starts and that

addresses returned to the pool are reassigned.

‘iiIn
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After the renewal time of the. lease time has passed, the DHCP client enters the

renewing state (as described in Chapter 12, “Networking Concepts for TCP/IP”).

The client sends a request message to the DHCP server that provided its con-

figuration information. If the request for a lease extension fits the local lease policy,
the DHCP server sends an acknowledgment that contains the new lease and

configuration parameters. The client then updates its configuration values and
returns to the bound state. ,

When the DHCP client is in the renewing state, it must release its address

immediately in the rare event that the DHCP server sends a negative acknow—
ledgment. The DHCP server sends this message to inform a client that it has

incorrect configuration information, forcing it to release its current address and
acquire new information. '

If the DHCP client cannot successfully renew its lease, the client enters a rebinding

state. At this stage, the client sends a request message to all DHCP servers in its
range, attempting to renew its lease. 'Any server that can extend the lease sends an

acknowledgment containing the extended lease and updated configuration

information. if the lease expires or if a DHCP server responds with a negative

acknowledgment, the client must release its current configuration, and then return to

the initializing state. (This happens automatically, for example, for a computer that
is moved from one subnet to another.)

If the DHCP client uses more than one network adapter to connect to multiple

networks, this protocol is followed for each adapter that the user wants to configure

for TCP/lP. Windows NT allows multihomed systems to selectively configure any

combination of the system’s interfaces. You can use the ipconfig utility to view the

local IP configuration for a client computer.

When a DHCP-enabled computer is restarted, it sends a message to the DHCP
server with its current configuration information. The DHCP server either confirms

this configuration 01' sends a negative reply so that the client must begin the
initializing stage again. System startup might, therefore, result in a new lP address

for a client computer, but neither the user nor the network administrator has to take

any action in the configuration process.

Before loading TCP/IP with an address acquired from the DHCP server, DHCP

clients check for an ll? address conflict by sending an Address Resolution Protocol

(ARP) request containing the address. If a conflict is found, TCP/IP does not start,

and then the user receives an error message. The conflicting address should be
removed from the list of active leases or it should be excluded until the conflict is

identified and resolved.
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Guidelines for Lease Options
To define appropriate values for lease duration, you should consider the frequency
of the following events for your network:

.. Changes to DHCP options and default values

- Network interface failures

- Computer removals for any purpose

- Subnet changes by users because of office moves, laptop computers docked at
different workstations, and so on

All of these types of events cause IP addresses to be released by the client or cause

the leases to expire at the DHCP server. Consequently, the IP addresses is returned
to the free address pool to be reused.

If many changes occur on your internetwork, you should assign short lease times,
such as two weeks. This way, the addresses assigned to systems that leave the

subnet can be reassigned quickly to new DHCP client Computers requesting TCPflP

configuration informatiorr.

Another important factor is the ratio between connected computers and available IP
addresses. For example, the demand for reusing addresses is low in a network
where 40 systems share a class C address (with 254 available addresses). A long
lease time, such as two months, would be appropriate in such a situation. However,

if 230 computers share the same address pool, demand for available addresses is

much greater, so a lease time of a few days or weeks is more appropriate.

Notice, however, that short lease durations require that the DHCP server be
available when the client seeks to renew the lease. Backup servers are especially

important when short lease durations are specified.

Although infinite leases are allowed, they should be used with great caution. Even

in a relatively stable environment, there is a certain amount of turnover among

clients. At a minimum, portable computers might be added and removed, desktop

computers might be moved from One office to another, and network adapter cards
might be replaced. If a client with an infinite lease is removed from the network, the
DHCP server is not notified, and then the IP address cannot be reused. A better

option is a very long lease duration, such as six months. A long lease duration
ensures that addresses are ultimately recovered.

o
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Guidelines for Partitioning the Address Pool
You will probably decide to install more than one DHCP server, so the failure of

any individual server will not prevent DHCPclients from starting. However, DHCP'

does not provide a way for DHCP servers to cooperate in ensuring that assigned

addresses are unique. Therefore, you must divide the available address pool among
the DHCP servers to prevent duplicate address assignment.

A typical scenario is a local DHCP server that maintains "PCP/1P configuration
information for two subnets. For each DHCP server, the network administrator

allocates 70 percent of the IP address pool for local clients and 30 percent for

clients from the remote subnet, and then configures a1elay agent to deliver requests
between the subnets

This scenario allows the local DHCP server to respond to requests from local
DHCP clients most of the time. The remote DHCP server will assign addresses to

clients on the other subnet only when the local server is not available or is out of

addresses. This same method of partitioning among subncts can be used in a

multiple subnet scenario to ensure the availability of a responding server when a
DHCP client requests configuration information.

(.iurdelrnes tor Avording DNS Naming Conflicts
DNS can be used to provide names for network resources, as described in

Chapter 12, “Networking Concepts for TCP/IP.” However, DNS configuration is

static. With DHCP, a host can easily have a different IP address if its lease expires

or for other reasons, but there is no standard for updating DNS servers dynamically
when 1P address information changes. Therefore, DNS naming conflicts can occur
if you are using DHCP for dynamic allocation of IP addresses.

This problem primarily affects systems that extend internetworking services to local

netvvork users For example, a server acting as an anonymous FTP server or as an

electronic mail gateway might require users to contact it using DNS names. In such
cases, such clients should have reserved leases with an unlimited duration.

For workstations in environments that do not require the computers to register in the

DNS name space, DHCP dynamic allocation can be used without problems.
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Using DHCP with BQOTP
BOOTP is the Bootstrap Protocol used to configure systems across internetworks.
DHCP is an extension of BOOTP. Although Microsoft DHCP Server does not. ’T‘D J Ann an awn (u... l... .‘_r.._n_. 1.”. .m' I- ._ .._.:... '_.._ hnhmn
support BOO r 1' , ii has in; prubiom “fistupmfliurg wliu an Gusting DUU}. I’
installation. The DHCP server simpiy ignores BOOTP packets that it receives.

You can continue to manage BOOTP clients with your existing BOOTP server

as you manage other clients on the same subnet using DHCP. If you want your
BOOTP clients to migrate to DHCP, you can take as much time as you need to do
so.

You must make sure, however, that the BOOTP server and the DHCP server do not

manage leases for the same IP addresses. The best way to ensure that there is no

overiap in managed addresses is to define the scope of the DHCP server as the
entire address range that is managed by both the DHCP server and the BOOT?
server, and then exclude the address range that is managed by the BOOT? server.

As BOOTP clients are dropped or upgraded to DHCP, the exclusion range can be

adjusted accordingly. '

For information on defining address and exclusion ranges, see “Defining DHCP

Scopes” earlier in this chapter.

Planning a Strategy for DHCP

‘i"

iiet‘itioner h”

This section describes how to deveiop strategies for piacing DHCP servers

on smali—scale and large—scaie installations. Most network administrators

implementing DHCP will also be planning a strategy for implementing WENS
servers. The planning tasks described here also apply for WINS servers. In fact, the
administrator will probably want to plan DHCP and WINS implementation in
tandem. The following procedure describes the general planning tasks for planning
DHCP and WINS implementation. -

To plan for DHCP and WINS impiementation

l. Compile a list of requirements including the following types of requirements:

- Ciient support (numbers and kinds of systems to be supported)

. Interoperability with existing systems (including your requirements for
mission-critical ac00unting, personnel, and similar information systems)

- Hardware support and related software compatibiiity (including routers,
switches, and servers)

- Network monitoring software (including SNMP requirements and other

tools)
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2. isolate the areas 01 the network where processes must continue uninterrupted,
and then target these areas for the last stages of implementation.

3. Review the geographic and physical stiucture of the network to determine the

best pian for defining logical subnets as segments of the intemetwork.

4. Define the components in the new system that require testing, and then develop a
- phaSe plan for testing and adding components.

For example, the plan could define units of the organization to be phased into
using DHCP and the order for types of computers to be phased in (including
Windows NT servers and workstations, Microsoft RAS servers and ciients,

Windows for Workgroups computers, and MS-DOS clients).

5. Creates pilot project for testing

Be sure that the pilot project addresses all the requirements identified in step I.

6. Create a second test phase, including tuning the DHCP (and WINS) server-
client configuration for efficiency.

This task can include determining strategies for backup servers and for
partitioning the address pool at each server to be provided to local versus remote

clients. 7

7. Document ail architecture and administration issues for network administrators.

8. Implement a final phase for bringing all organizational units into using DHCP.

While pianning, remember that the actual placement of the servers in the physical
network need not be a major planning issue. DHCP servers (and WINS servers) do

not participate in the Windows NT Server domain model; domain membership is
not, therefore, an issue in planning for server placement. Because most routers can

forward DHCP configuration requests, DHCP servers are not required on every
subnet in the internetwork. Also, because these servers can be administered

remotely from any Windows NT Server computer that is DHCP~ or WINS—enabled,

location is not a n‘iajor issue in planning for server placement.

9; {11'1
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Planning a Smaliaeeale Strategy ior DHCP Servers
Fora small LAN that does not include routers and subnetting, the server needs for

the network can probably be provided with a single DHCP server.

In this case, planning includes determining the following types of information:

- The hardware and storage requirements for the DHCP sewer

. Which computers can immediately become DHCP clients for dynamic

addressing and which computers should keep their static addresses
' \ n“ , '._.m n r. “t .... 1 4..., 1: .. .. 1 fl _
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Figure 13.1 A Single Local Network Using Automatic TCP/IP Configuration with
DHCP
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Planning a Large-scale Strategy-for DHCP Servers
The network administrator can use relay agents implementing RFC 1541 (usually
IP routers) so that DHCP servers located on one node of the internetwork can

respond to "PCP/[P configuration requests from remote nodes. The relay agent
forwards requests from local DHCP clients to the DHCP server and subsequently
relays responses back to the clients. '

 
 

 
DHCP primary server

IP address
database

  
Figure 13.2 An Internetwork Using Automatic TCP/IP Configuration with DHC?

The additionai pianningrissues for a large enterprise network includes:

- Compatibility of hardware and software routers with DHCP, as described at the

beginning of this chapter.

- Planning the physical subnetting of the network and relative placement of DHCP
servers. This includes planning for placement of DHCP (and WINS servers)
among subnets in a way that reduces b—node broadcasts across routers.

- Specifying the DHCP option types and their values to be predefined per scope
for the DHCP clients. This might include planning for scopes based on the needs

of particular groups of users. For example, for a marketing group that uses

portable computers docked at different stations, or for a unit that frequently
moves computers to different locations, shorter lease durations can be defined

for the related scopes. This way, frequentiy changed IP addresses can be freed
for reuse. '
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As one example, the segmenting of the WAN into logical subnets could match the
physical structure of the internetwork. Then one IP subnet can serve as the
backbone, and off this backbone each physical subnet would maintain a separate lP
subnct address.

In this case, for each subnet a single computer running WindOWs NT Server could

be configured as both the DHCP and WINS server. Each server would administer a
defined number of UP addresses with a specific subnet mask, and would also be

defined as the default gateway. Because the server isalso acting as the WINS

server, it can respond to name resolution requests from all systems on its subnet.

These DHCP and WINS servers can in turn be backup servers for each other. The

administrator can partition the address pool for each Server to provide addresses to
remote clients.

There is no limit to the maximum number of clients that can be served by a single

DHCP server. However, your network can have practical constraints based on the

IP address class and server configuration issues such as disk capacity and CPU

speed.
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CHAPTER 14

Installing and Configuring WINS
Servers  

A WINS server is a Windows NT Server computer running the Microsoft TCP/IP

protocol and the Windows Internet Name Service (WINS) server software. WINS

servers maintain a database that maps computer names to IP addresses, allowing

users to easily communicate with other computers while gaining all of the benefits
of using TCPHP.

This chapter describes how to install WINS servers and how to use WINS Manager

to manage these servers. The following topics are included in this chapter:

- WINS benefits

- Installing and administering WINS servers

- Configuring WINS servers and replication partners

- Managing static mappings

- Setting preferences for WINS Manager

- Managing the WINS database

- Troubleshooting WINS

- Advanced configuration parameters for WINS

- Planning a strategy for WINS servers

For an overview of how WINS works, see “Windows Internet Name Service and
Broadcast Name Resolution" in Chapter 12, “Networking Concepts for TCP/IPK”
 

Note WINS can also be configured and monitored using SNMP. Ali configuration

parameters can be set using SNMP, including configuration parameters that can

otherwise only be set by editing the Registry. For a list of WINS MIB object types,
see Appendix A, “MIB Object Types for Windows NT.”

You can also use Performance Monitor to track WINS server performance, as
described in Chapter 17, “Using Performance Monitor with TCP/IP Services.” 

an
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Benefits of Using Wills
WINS servers offer the following benefits for your intentetWork:

Dynamic database maintenance to support computer name registration and name
resolution. Although WINS provides dynamic name services, it offers a

NetBIOS namespace, making it much more flexible than the Domain Name

System (DNS) for name resolution.

Centralized management of the computer name database and the database
replication policies, alleviating the need for managing LMHOSTS files.

Dramatic reduction of IP broadcast traffic in Microsoft intemetworks, while

allowin client corn ' more to easil locate remote s*’stems across local or wideP 3
area networks.

The ability for clients on a WindoWS NT Server network (including
Windows NT, Windows for Workgroups, and LAN Manager 2.x) to browse
domains on the far side of a router without a local domain controller being

present on the other side of the router.

A scalable design, making it a good choice for name resolution for medium to
very large internetworks.
 

Note WINS client software is part of the Microsoft TCP/IP32 for Windows for

Workgioups and the Microsoft Network Client 2.0 software thatis included on the
WindOWs NT Servet compact disc For information abOut installing these clients,
see the Windows NT Server Installation Guide. 

installing WENS Servers
You install a WINS server as part of the process of installing Mic:osoft 'l‘CP/IPin
Windows NT Server. The following instructions assume you have already installed

the Windows NT Server operating system on the computer.

You must be logged on as a member of the Administrators group to install a WINS
server.

r> To install a WINS server
i1 .

Double-click the Network option in Coutrol Panel to display the Network
Settings dialog box.

Choose the Add Software button to display the Add Network Software dialog
box.

Ernie-rag, Voltage liloltllngs seere.atalEathilait lilil‘é l‘age Elli.
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In the Network Software box, select TCPIII3 Protocol And Related Components,

and then chooSe the Continue button to display the Windovvs NT TCP/lP

Installation Options dialog box,

La.)

4, Check the appropriate options to install, including at least one of the following
options:

- WINS Server Service

- SNMP Service (for configuring and monitoring WINS using SNMP or
Performance Monitor)

5. Choose the OK button.

Windows NT Setup prompts you for the full path to the Windows NT Server
distribution files,

, 6. Type thequ path to the Windows NT Server distribution fiies, and then choose
the Continue button.

All necessary files are copied to your hard disk.

7. Complete all the required procedures for manually configuring TCPIIP as

described in Chapter 1 1, “Installing and Configuring TCP/IP and SNMP.”

The Network Settings dialog box is displayed again after you finish configuring
TCP/IP.

8. Choose the Close button, and then reboot the computer.

The TCP/IP and WINS server software is now ready for use.

The Windows Internet Name Service is a Windows NT service running on a

Windows NT computer. The supporting WINS client software is automatically

installed for Windows NT Server and for Windows NT computers when the basic

operating system is installed.

a To start, stop, pause, or continue the WINS service on any Windows NT
computer

I. In Control Panel, double~click the Services option.
flop

In Server Manager, choose Services from the Computer menu.

2. In the Services dialog box, select the Windows Internet Name Service, and then

choose the Start, Stop, Pause, or Continue button. Then, choose the Close
button.

You can start, stop, pause, or continue the WINS service at the command prompt
using the commands net start wins, net stop wins, net pause wins, or net
continue wins.

‘57? {3‘3 H in '.‘i 3 .‘35,., i a. in». W» i, . V‘s/z, L,‘
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Administering WENS Servers
When you install a WINS server, an icon for WINS Manager is added to the
Network Administration group in Program Manager. You can use this tool to view
and change parameters for any WINS server on the intemetwork. To administer a
WINS server remotely, you can run WINS Manager on a Windows NT Server

computer that is not a WINS server.

You can also administer a WINS server remotely using SNMP. When you do so, if

some WINS queries from SNMP work and others time out, you should increase the
timeout on the SNMP too! you are using. '

You must be logged on as a member of the Administrators group for a WINS server
to configure that server.

e To start WINS. Manager

1. Double—click the WINS Manager icon in Program Manager.

wOr—

At the command prompt, type the start winsadmn command, and then press
ENTER.

You can include a WINS server name or i? address with the command, for
example, start winsadmn 11.103.41.12 or start winsadmn myserver.

 

2. If the Windows internet Name Service is running on the local computer, that

WINS server is opened automatically for administration. If the Windows
Internet Name Service is not running when you start WINS, the Add WINS

Server dialog box appears, as described in the following procedure.
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Settings in the Preferences dialog box determine whetherthe
IP address or computer name appears first in the list.

Server

Eta 151914.182 Server Start Time; 5219;94 1:38:45 PM
ifimfifimm Database Initialized: -- -—

; Statistics Cleared: -- ..

3 Last Replication Times:
' Periodic:

Admin Trigger:
Net Update:

Total Queries Received:
' Successful:

Failed:

Total Releases:
Successlul:
Failed:

T otal H egistrationx:

 
Drag the split bar to size the panes.

Note If you specify an IP address when connecting to a WINS server, the

connection is made using the TCP/IP protocol. If you specify a computer name, the

connection is made over NetBIOS. The list that appears in the WINS Server

window shows the IP address first if you connected using TCP/IP, or the computer
name first, if the connection was made over NetBIOS. 

b To connect to a WINS server for administration

0 In the WINS Manager window, select a server in the WINS Servers list.

This list contains all WINS servers that you previously connected to or that harm:

been reported by partners of this WINS server,

3t
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in To connect to a server to which you have not previously been connected

1. Choose the Add WINS Server command from the Server menu to display the

Add WINS Server dialog box.

 
Enter the computer name 0: the IP address
of the WINS server II] he added;

' wms Server: \‘taeiimp'I -

In the WINS Server box, type the IP address or computer name of th" w INSix)

 
1‘!

server you want to work with, and then choose the OK button. 

Note You do not have to include double backslashes (\\)before the name. WINS

Manager adds these for you.  

The title bar in the WINS Manager window shows the IP address or computer name

for the currently selected server, depending on whether you used the address or
name to connect to the server. WINS Manager also shows some basic statistics for

the selected server, as described in the following table. Additional statistics can be

displayed by choosing the Detailed Informatiou command from the Server menu.

Table 14.] Statistics in WINS Manager

Statistic

 

Description 

Database Initialized

Statistics Cleared

Last Replication Times

Periodic

Admin Trigger

$01: 8 a q ' Y "r i n
rcttrotet Vonage Erato;

rat
.nb

The last time static mappings were imported into the WINS
database.

The time when statistics for the WINS server were last
cleared with the Clear Statistics command from the View
menu. ‘

The times at which the WINS database was last replicated.

The last time the WINS database was replicated based on

the replication interval specified in the Preferences dialog
box.

The last time the WINS database was replicated because the
administrator chose the Replicate Now button in the

Replication Partners dialog box.
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Table 14.1 Statistics in WINS Manager (continued) 

 Statistic Description

Net Update The last time the WINS database was replicated as a result
of a network request, which is a push notification message
that requests propagation.

Total Queries Received The number of name query request messages received by
this WINS server. Successful indicates how many names
were successfully matched in the database, and Failed

indicates how many names this WINS server could not
resolve

Total Releases The number of messages received that indicate a NetBIOS
application has shut itself down. Successful indicates how
many names were successfully released, and Failed indicates
how many names this WINS server could not'release.

Total Registrations The number of messages received that indicate name
registrations for clients.

a» To refresh the statistical display in WINS Manager

0 From the View menu, choose the Refresh Statistics command (or press F5).
"or."

From the View menu, choose the Clear Statistics command to reset all statistical
counters.

_Ol'w.

Use automatic screen refreshing, based on the interval you specify in the

Preferences dialog box as describedin “Setting Preferences for WINS
Manager” laterin this chapter.

Y; 13*1
titrainer ‘1!snags. i‘iioidinggs tiers}, er :iifl ~ teaitiitit E888 titans aé‘te



272 Part III

 

”TCPIIPM . ,

9‘ To see information about the current WINS server

i. From the Server menu, choose the Detailed Information command.

 
WiNS Server Address

Compute: Name:
IP Address:
Connected Via:
Connected Since:

ammo-i.

Lasi Address Change: ~~ _.
i

i'1 Last ‘3 eavenging times:

ii

 

 

 
Exilnciion:
Verification:

U nique chistmtiens:
Conflicts:
Renewals:

Group Registrations:
Conflicis:
Renewals:Mum:

\V—k-ANNIEPZ
111 03.41.12
TEPI‘IP
SZZUISM 4:19:83 PH
 n-v‘nm".-..r"-n”Warm—m6wean;

5329,64 4:98:49 Pie

51'20134 3233313 PH
512819! 10:08:48 AM

2TBSE
I]

27896 w,n—r,ma,;-.waonrmmame-r.-
_i

true-awn;

The Detailed Information dialog box shows information about the selected
WINS server, as described in the table below.

2. To close the Detail Information dialog box, choose the Close button.

 

 

Table 14.2 Detailed information Statistics for WINS Manager

Statistic Meaning

Last Address Chaange Indicates the tn.....t ."hiCil as last WI; IS database change

'Last Scavenging Times

Periodic

Admin Trigger

Extinction

was replicated.

Indicates the last times that the database was cleaned for

specific types of entries. {For information about database
scavenging, see “Managing the WINS Database” Eater in this
chapter.

Indicates when the database was cleaned based on the

renewal interval specified in the WINS Server Configuration
diaiog box.

Indicates when the database was last cleaned because the
administrator chose the Initiate Scavenging command.

Indicates when the database was last cleaned based on the

Extinction interval specified in the WINS Server
Configuration dialog box.

at. ~ {siege i683 "flags 2%
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Table 14.2 Detailed Information Statistics for WINS Manager (continued) 

 Statistic ' Meaning

Verification Indicates when the database was last cleaned based on the
Verify interval specified in the WINS Server Configuration
dialog box.

Unique Registrations Indicates the number of name registration requests that
have been accepted by this WINS server.

Unique Conflicts The number of conflicts encountered during registration of
unique names owned by this WINS server.

Unique Renewals The number of renewals received for unique names.

Group Registrations The number or registration requests for groups that have
been accepted by this WINS server. For information about

groups, see “Managing Special Names” later in this chapter.

Group Conflicts . The number of conflicts encountered during registration of
group names.

Group Renewals The number of renewals received for group names. 

For descriptions of the related intervals, see “Configuring WINS Servers” later in
this chapter.

Configuring WlNS Servers and Replication Partners
You will want to configure multiple WINS servers to increase the availability-and
balance the load among servers. Each WINS server must be configured with at
least one other WINS server as its replication partner.

Configuring a WINS server includes specifying information about when database
entries are replicated between partners. A pull partner is a WINS server that pulls
in repiicas of database entries from its partner by requestng and then accepting
replicas. A push partner is a WINS server that sends update notification messages
to its partner when its WINS database has changed. When its partner responds to
the notification with a replication request, the push partner sends a copy of its
current WINS database to the partner. For the databases on the primary and backup
WINS servers to remain consistent, they must be both push and pull partners with

each other. It is always a good idea for replication partners to be both push and pull
partners of each other.

For information about configuring preferences, see “Setting Preferences for WINS
Manager” later in this chapter.
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Configuring WINS Servers
For each WINS server, you must configure threshold intervals for triggering

database replication, based on a specific time a time period, or a certain number of

new records If you designate a specific timp for rep‘ication this 9901113 one time

only. If a time periodIS specified, replicationis repeated at that interval.

1» To configure a WINS server

i. From the Server menu, choose the Configuration command.

This command is available only if you are logged on as a member of the

Administrators group £01 the WINS server you. want to configure.

2. To view all the options in this dialog hex, choose the Advanced button.

 
 

 
 

  
 

WINS Server Configuration

  

   
   

 
  
 

  

  

 

 

flenewal interval {hunts}: :--: 3
Extinction interval [i-r.111:s}::-:flq

E Eatinrztion Timeout lhzmts}: ---:: g
$ geriiy Interval {hurts}: W2m1fig “—J
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3. For the configuration options in the WINS Server Configuration dialog box,

specify time intervals as described in the following list.

Configuration option Description

Renewal Interval Specifies how often a client reregisters its name. The default
is five hours.

Extinction Interval - Specifies the interval between when an entry is marked as
released and when it is marked as extinct. The default is

dependent on the renewal interval and, if the WINS server has

replication partners, on the maximum replication time

interval. maximum allowable value is four days.

Extinction Timeout Specifies the interval between when an entry'is marked
extinct and when the entry is finally scavenged from the
database. The default is dependent on the renewal interval
and, if the WINS server has replication partners, on the
maximum replication time interval. minimum allowable value
is one day.

Verify Interval Specifies the interval after which the WINS server must verify
that old names it does not own are still active. The default is

dependent on the extinction interval. . The maximum

allowable value is 24 days.

The replication interval for this WINS server’s pull partner is defined in the

Preferences dialog box, as described in “Setting Preferences for WINS

Manager” later in this chapter. The extinction interval, extinction timeout, and

verify interval. are derived from the renewal interval and the replication interval

specified. The WINS server adjusts the values specified by the administrator to

keep the inconsistency between a WINS Server and its partners as small as
possible. -

4. If you want'this WINS server to pull replicas of new WINS database entries

from its partners when the system is initialized or when a replication—related
parameter changes, select the Initial Replication in the Pull Parameters

checkbox, and then type a value for Retry Count.

The retry count is the number of times the server should attempt to cenncct (in
case Of failure) with a partner for pulling replicas. Retries arc attempted at the
replication interval specified in the Preferences dialog box. If all rctries are

unsuccessful, WINS waits for a period before starting replication again. For

information about setting the start time and replication interval for pull and push
partners, see “Setting Preferences for WINS Manager” later in this chapter.

5. To inform partners of the database status when the system is initialized, select

the initial Replication checkbox in the Push Parameters group. To inform

paitners of the database status when an address changesin a mapping record
select the Replicate On Address Change checkbox.

6.
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6. Set any Advanced WINS Server Configuration options, as described in the
foilowing table.

Table 14.3 Advanced WINS Server Configuration Options  

Configuration option Description  

Logging Enabled Specifies whether logging of database changes to JET.LOG
should be turned on.

Log Detailed Events Specifies whether logging events is verbose. (This requires
considerable system resources and should be turned off if

you are tuning for performance.)

Replicate Only With Specifies that replication will be done only with WINS pull
Partners or push partners. If this option is not checked, an

administrator can ask a WINS server to pull or push from or

to a non—listed WINS server partner. By default, this option
is checked.

Backup On Specifies that the database will be backed up automatically
Termination when WINS Manager is stopped, except when the system is

being shut down.

Migrate OnfOff Specifics that static unique and multihomed records in the
database are treated as dynamic when they conflict with a

new registration or replica. This means that if they are no
longer valid, they will be overwritten by the new

registration or replica. Check this option if you are

upgrading non-Windows NT systems to WindOWS NT. By
default, this option is not checked.

Starting Version Specifies the highest version ID number for the database.
Count Usually, you will not need to change this value unless the

database becomes corrupted and needs to start fresh. In
such a case. set this value to a number higher than appears
as the version number counter for this WINS server on all

the remote partners that earlier replicated the iocal WINS
server’s records. WINS may adjust the value you specify [0

a higher one to ensure that database records are quiekly
replicated to other WINS servers. The maximum allowable
value is 231 — LThis value can be seen in the View

Database dialog box in WINS Manager.

Database Backup Specifies the directory where the WINS database backups
Path wili be stored. If you specify a backup path, WINS

automaticaliy performs a full backup of its database to this
directory every 24 hours. WINS uses this directory to

perform an automatic restoration of the database in the
event that the database is found to be corrupted when WINS

is started. Do not specify a network directory. -
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7. When you have completed all changes in the WINS Server Configuration dialog
box, choose the OK button.

Configuring Replication Partners
WINS servers communicate among themselves to fully replicate their databases,

ensuring that a name registered with one WINS server is eventually replicated to all

other WINS servers within the internetwork. All mapping changes converge within

the replication period for the entire WINS system, which is the maximum time for

propagating changes to all WINS servers. All released names are propagated to all

WINS servers after they become extinct, based on the interval specified in WINS
Manager.

Replication is carried out among replication partners, rather than each server

replicating to all other servers. In the following illustration, Server} has only

Server2 as a partner, but ServerZ has three partners. So, for example, Serveri gets
all replicated information from ServerZ, but Server2 gets information from Serverl,
SerVerB, and Server4.

Server

_

  
Figure 14.1 Replication Configuration Example for WINS Servers
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Ultimately, all replications are pulled from the other WINS servers on an
internetwork, but triggers are sent by WINS servers to indicate when a replication
should be pulled. To achieve replication, each WINS server is a push partner or pull
partner with at least one other WINS server. A pull partner is a WINS Server that
pulls in database replicas from its push partner by requesting and then accepting
replicas of new database entries in order to synchronize its owu database. A push
partner is a WINS server that sends notification of changes and then sends replicas
to its pull partner upon receiving a request. When the server’s pull partner
replicates the information, it pulls replicas by asking for all records with a higher
version number than the last record stored from the last replication with the serverrl-i . <f- _«
01' another paltilCi .

Choosing whether to configure another WINS server as a push partner or pull
partner depends on several considerations, including the specific configuration of
servers at your site, whether the partner is across a wide area network (WAN), and

how important it is to propagate the changes.

- If ServerZ, for example, needs to perform pull replications with ServerB, make
sure it is a push partner of ServerS.

- If Server2 needs to push replications to Server3, it should be a pull partner of
WINS ServerB.

Replication is triggered when a WINS server polls another server to get a replica.
This can begin at system startup and can then repeat at the time interval specified
for periodic replication. Replication is also triggered when a WINS server reaches a
threshold set by the administrator, which is an update count for registrations and
changes. In this case, the server notifies its pull partners that it has reached this
threshold, and the other servers may then decide to pull replicas. Additionally, the

administratdr can cause a replication immediately or at a specified time. Replication
at a specified time is a one-time only event. If the time specified has already passed,
replication does not occur.

' : u u “ cn—A .\ l1 1’le "nu-v n.-
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i. From the Server menu, choose the Replication Partners command to display the

Replication Partners dialog box.

This corrunand is available only if you are logged 011 as a member of the

Administrators group for the local server.
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Choose the Add button to display the Add WINS Server dialog box.

Type the name or IP address of the WINS server that you want to add to the list,
and then choose the OK button.

If WINS Manager can find this server, it adds it to the WINS Server list in the

Replication Partners dialog box.

From the WINS Server list in the Replication Partners dialog box, select the
server you want to configure, and then complete the actions described in

“Configuring Replication Partner Properties" later in this chapter.

If you want to limit which WINS servers are displayed in the Replication

Partners dialog box, check or clear the options as follows:

- Check Push Partners to display push partners for the current WINS server.

. Check Pull Partners to display pull partners for the current WINS server.

. Check Other to display the WINS servers that are neither push partners nor
pull partners for the current WINS server.

To specify replication triggers for the partners you add, follow the procedures

described in “Triggering Replication Between Partners” later in this chapter.

When you finish adding replication partners, choose the OK button.

yn’ a; .6
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e- To delete replication partners

1. From the Server menu, choose the Replication Partners command to display the

Replication Partners dialog box.
PO Select one or more servers in the WINS Sewer list, and then choose the Delete

button, or press DEL.

WINS Manager asks you to confirm the deletion if you checked the related
confirmation option in the Preference dialog box, as described in “Setting
Preferences for ‘v‘ {NS Manager” later in this chapter.

,Cenfiguring Replication Partner Properties
When you designate replication partners, you need to specify parameters for when
replication will begin.

as To configure replication partners for a WINS server

1. In the WINS Server list of the Replication Partners dialog box, select the server

you want to configure.

2. Check either Push Partner or Poll Partner or both to indicate the replication

partnership you want, and then choose the related Configure button.

3. Complete the entries in the appropriate Properties dialog box, as described in the
following procedures.

5:- To define pull partner properties

1. In the Start Time hex of the Full Partner Properties dialog box, type a time to

indicate when replication should begin.

You can use any separator for hours, minutes, and seconds. You can type AM or

PM, for example, only if these designators are part of your time setting, as
defined using the International option in Control Panel.

m ., ._.., ” _ WWI-Alt minim-x SSE-4‘5 "
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2. In the Replication Interval box, type a time in hours, minutes, and seconds to

indicate how often replications will occur, or use the spin buttons to set the time
you want.

If you want to return to the values specified in the Preferences dialog box,
choose the Set Default Values button.

3. Choose the OK button to return to the Replication Partners dialog box.

a To define push partner properties

i. In the Update Count box of the Push Partner Properties dialog box, type a
number for how many additions and updates made to records in the database

wit! result in changes that need replication.

Replications that have been pulled in from partners do not count as insertions or
updates in this context.

The minimum value for Update-Count is 5.

: 11.1fl3.41.12

.fi'

murnwwmafil-iaomu,.muua' 
If you want to return to the value specified inthe Preferences dialog box, choose
the Set Default Values button.

2. Choose the OK button to return to the Replication Partners dialog box.

Triggering Replication Between Partners
You can also replicate the database between the partners immediately, rather than
waiting for the start time or replication interval specified in the Preference dialog
box, as described in “Setting Preferences for WINS Manager" later in this chapter.

You probably want to begin replication immediately after you make a series of

changes, such as entering a range of static address mappings.

Petitions; Vans.age r-roEtEEngjs {Zorn et aE - ErariEE EETEEE‘ EEEEE ~ Page 3%
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is To send a replication trigger

0 Complete one of the following tasks using the Replication Partners dialog box.

. Select the WINS servers to which you want to send a replication trigger, and

then choose the Push or Pull button, depending on whether you want to send

the trigger to push partners or pull partners.

-Or...

a If you want the selected WINS server to propagate the trigger to all its pull
‘ partners, select the Push With Propagation checkbox.

If the Push With Propagation checkbox is not selected, the selected WINS

server does not propagate the trigger to its other partners.

If the Push With Propagation checkbox is selected, the selected WINS server

sends a propagate push trigger to its pull. partners after it has pulled in the
latest-information from the source WINS server. If it does not need to pull in

any replicas because it has the same or more uputo-date replicas than the
source WINS server, it does not propagate the trigger to its pull partners.

is ' To start replication immediately

9 In the Replication Partners dialog box, choose the Replicate Now button.

Managing Static Mappings
Static mappings are permanent lists of computer namcutoJP address mappings that
cannot be challenged or removed, except when the administrator removes the

specific mapping. You use the Static Mappings command in WINS Manager to add,
edit, import, or delete static mappings for clients on the network that are not WINS
enabled.

 

important If DI-ICP is also used on the network, a reserved (or static) IP address
will override any WINS server settings. Static mappings should not be assigned to

WINS—enabled computers. 

i» To view static mappings

1. From the Mappings menu, choose the Static Mappings command to display die
Static Mappings dialog box.

Petitioner Vintage itsldings Earp. at at. .. llilshihit loll" .. Page Sill”?
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11.191.41.12
11.101.41.12

m fiWflllL-isfiifimkmflsfimflhfiifi 1tmm‘rmuh] 11.155.19.55
\UlHYifl3h] 11.105.5156

11.135.57.55
11 .101 .4155  

Sort Order

0 Suit Static Mappings by tP Address
. © Sort Static Mappings by Computer flame

u. ‘1“: v1 ammo-nu.

 

Caution All changes made to the WINS database using the Static Mappings

dialog box take effect immediately. For this reason, you cannot cancei changes

made to the WINS database while working in the Static Mappings diaiog box.

You must manually delete any entries that are added in error or manually add
back. any entries that you mistakenly delete. 

In the Sort Order group box, indicate Whether you want to sort static mappings
by IP address or computer name.

This selection determines the order in which entries appear in the list of static
mappings.

. Compiete any of the following tasks:

- To edit or add a mapping, follow the procedures described in “Adding Static

Mappings” and “Editing Static Mappings” later in this chapter.

- To remove existing static mappings, select the mappings you want to delete
from the list, and then choose the Delete Mapping button.

- To limit the range of mappings displayed in the list of static mappings,

choose the Set Filter button, and then foliow the procedure in “Filtering the

Range of Mappings” later in this chapter.

in To turn off filtering, choose the Clear Filter button.

4. When you have finished viewing or changing the static mappings, choose the
Close button.
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Adding Static Mappings

Yr

Fetttioner Vonage liciieldrngs Lei

You can add static mappings to the WINS database for specific IP addresses using
two methods:

. Type static mappings in a dialog box

- Import files that contain static mappings

go.
u-i 1

Te add static :na . in‘ s to the WINS da auase l: t‘ sin" entriesI E:

l . In the Static Mappings dialog box, choose the Add Mappings button to display

the Add Static Mappings dialog box.

3 \KavapearflLP Address:

H .103 .41 .13 
2. In the Name box, type the computer name of the system for which you are

adding a static mapping.

You do not need to type two backslashes (\\) when entering the computer name,

because WINS Manager adds these for you.

5. In the IP Address box, type the address for the-computer.

If Internet Group or Multihorned is seiected in the Type group box, the dialog

box shows additional controls for adding multiple addresses. Use the down-

an‘ow button to move the address you type into the list of addresses for the

group. Use the up-airow button to change the order of a selected address in the
list.

4. Select an option in the Type group box to indicate whether this entry is a unique
name or a kind of group with a special name, as described in the following table.

}

 Typc option Description

Unique Unique name in the database, with one address per name.

Group Normal group, where addresses of individuai members are
not stored. The client broadcasts narne packets to normal
groups.

- «\-
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Type option Description 

tnternet group Groups with NetBlOS names that have 0x1C as the 16th
byte. An internet group stores up to 25 addresses for
members. The maximum number of addresses is 25. For

registrations after the 25th address, WINS overwrites a

replica address or, if none is present, it overwrites the oldest
registration. '

Muitihomed Unique name that can have more than one address

(multihomed computers). The maximum number of
addresses is 25. For registrations after the 25th address,

WINS overwrites a replica address or, if none is present, it
overwrites the oldest registration.  

Important For internet group names defined in this dialog box (that is, added

statically), make sure that the primary domain controller (PDC) for that domain

is defined in the group if the PDC is running Windows NT Advanced Server
version 3.1.   

For more information, see “Managing Special Names” later in this chapter.
5. Choose the Add button.

The mapping is immediately added to the database for that entry, and then the

checkboxes are cleared so that you can add another entry.

6. Repeat this process for each static mapping you want to add to the database, and
then choose the Close button.
 

important Because each static mapping is added to the database when you
choose the Add button, you cannot cancel work in this dialog box. If you make a
mistake in entering a name or address for a mapping, you must return to the
Static Mappings dialog box and delete the mapping there. 

You can also import entries for static mappings for unique and special group names
from any file that has the same format as the LMHOSTS file (as described in

Chapter 15, “Setting Up LMHOSTS”). Scope names and keywords other than

#DOM are ignored. However, normal group and multihomed names can be added

only by typing entiies in the Add Static Mappings dialog box.

Petitioner Vonnge iioidtnss (Corp. attat iishisit titties ., ireeggs fit it
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13-.
To import a file containing static mapping entries

1. In the Static Mappings dialog box, choose the Import Mappings button to
display the Seiect Static Mapping File dialog box.

2. Specify a file-name for a static mappings file by typing113 name in ti1e box.

-0:—

Solect one or more filenames in the list, and then choose the OK button to

import the file.

The specified file is read, and then a static mapping is created for each computer
name and addless. If the #DOM kevwmd1s includedfor any reocrri, an internet

"'./

group is eieated (if it is not already present) and the addressis added to that group.

Editing Static Mappings

i9

Manage iiioidintgs {Soap et at. Exit ea iiiii ii’spe

You can change the IP addresses in static mappings owned by the WINS server you

are currently administering.

To edit a static mapping entry

1. In the Statictyiappings dialog box, select the liiapping you want to change, and
then choose the Edit Mapping button, or double-click the mapping entry in the
list.

The Edit Static Mapping dialog box is displayed.

Computer Name: “Clingi’ree

.- Happingi’ype: Unique

- LPAddress: iii .101 3 
  

Note You can View, but not edit, the Computer Name and Mapping Type option

for the mapping in the Edit Static Mappings dialog box. 

2. In the IP Address box, type a new address for the computer, and then choose the
OK button. '

The change is made in the WINS database immediately.
 

Note If you want to change the computer name or group type related to a specific

IP address, you must delete the entry and redefine it using the Add Static Mappings

dialog box. 
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Filtering the Range of Mappings
You might want to limit the range of IP addresses or computer names displayed in
the Static Mappings or Show Database dialog boxes.

You can specify a portion of the computer name or IP address or both when filtering
the list of mappings.

a To filter mappings by address or name

1. In the dialog box for Static Mappings or Show Database, choose the Set Filter

button to display the Set Filter dialog box.

Criteria

1PAddress: - 1i . ~ K - * 
2. In the Computer Name or IP Address boxes, type portions of the computer

name, IP address, or both.

You can use the asterisk (*) wildcard for portions of the name or address or

both. For example, you could type \\acct* to filter all computers with names that

begin with acct. However, for the address, a wildcard can be used only for a
complete octet. That is, you can type 11.101.*.*, but you cannot enter 11.1*.1.1
in these b0xes.

3. Choose the OK button.

The selected range is displayed in the Static Mappings or Show Database dialog
box. The filtered range remains until you clear the filter.

If no mappings are found to match the range you specified, an information

message is displayed and the list of mappings wili be empty.

If a filter is in effect for the range of mappings, the Clear Filter button is available
for restoring the entire list.

s» To clear the filtered range of mappings

0 In the Static Mappings or Show Database dialog box, choose the Clear Filter
button.

The list now shows all mappings found in the database.

a n
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Managing Special Names
WINS recognizes special names for groups, multihomed devices, and internet

groups. This section describes these special names and presents some backgroundn: ,. . n .. "m. ..... .m “.4 Ln". m r w. ,. Mn mm“..-
dclatls 11’) help yuu uudfirslmru uuw w ll‘vs man-ages them: groups.

Normal Group Names
A group name does not have an address associated with it. It can be valid on any

subnet and can be registered with more than one WINS server. A group’s

timestamp shows the last time for any change received for the group. If the WINS

ervcr receive. a query for the group name, it returns FFFFFFFF (the limited

broadcast address). The client then broadcasts on the subnet. The group name is

renewed when any member of the group renews the group name.

Multihomecl Names

A inultihomed name is a single, unique name storing multiple addresses. A

multihomed device is a computer with multiple network cards and/or multiple 11’

addresses bound to thBlOS over TCP/IP. A multihomed device with multiple IP

addresses can register one or more addresses by sending one address at a time in a

special name registration packet. A multihomed name in a WINS database can have

one or more addresses. The timestamp for the record reflects any changes made for

any members of the name.

Each multihorned group name can contain a maximum of 25 IP addresses.

When you configure TCP/IP manually on a Windows NT computer, you use the

Advanced Microsoft "PCB/[P dialog box to specify the IP address and other

information for each adapter on a multihomed computer.

If WINS is running on a multihomcd computer, the IP address of the WINS service

is that of the first adapter to which Netbt is bound. When you configure clients’

WINS addresses, you must specify this address, and not another one, such as that of

an adapter that might be on the same subnet as the client. In some cases, the client

needs to determine when WINS sends a message, and all WINS messages originate

from the first adapter to which Netbt is bound.

A multihomed computer that runs on more than one network should not be used as a

WlNS server. Because a multihomed computer running WINS server always

re isters its names locally and a computer can run only one instance of WINS, tie

computer cannot register its name with two networks. Additionally,

MS—DOS-mbased clients always use the first IP address supplied by the WINS

server. When a client attempts a connection, the WINS server could give it the IP
address for the other network as the first address. In that case, the client‘s

connection attempt would fall.

it cI
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A multihonied Will ‘8 orient on more than one network can be configured to register

with a different WINS Server for each adapter card. The computers on each
network would use the WINS server on their network to resolve names.

Internet Group Names!

The internet group name is read as configuration data. When dynamic name

registrations for internet groups are received, the actual address (rather than the

subnet broadcast address) is stored in the group with a timestamp and the owner ID,
which indicates the WINS server registering that address.

The internet group name (which has a 16th byte ending in OxlC reserved for

domain names, as described in the following section) can contain a maximum of 25

IP addresses for primary and backup domain controllers in a domain. Dynamically
registered names are added if the list is not static and has fewer than 25 members. If

\ the list has 25 members, WINS removes a replica member (that is, a member
" registered by another WINS server) and then adds the new member. If all members

are owned by this WINS server, the oldest member is replaced by the new one.

WINS gives precedence over remote members to members in an internet group

name that registered with it. This preference means that the group name always
contains the geographically closest Windows NT Server computers. To establish
the preference of members of intemet groups registered with other WINS servers

under the \Partners‘iPull key in the Registry, a precedence is assigned for each

WINS partner as a value of the MemberPrec Registry parameter. Preference should

be given to W'INS servers near the WINS server you are configuring. For more
information about the value of this parameter, see its entry in “Advanced

Configuration Parameters for WINS” later in this chapter.

The internet group name is handled specially by WINS, which returns the 24

closest Windows NT Server computers in the domain, plus the domain controller.

The name ending in IC is also used to discover a Windows NT Server computer in
a domain when a computer running Windows NT Workstation or Windows NT

Server needs a server for pass-through authentication.

If your network still has domain controllers running Windows NT Advanced Server

version 3.1 to be included in the internet group name, you must add these to the

group manually using WINS Manager. When you manually add such a computer to

the internet group name, the list becomes static and no longer accepts dynamic
updates from WINS-enabled computers.

For information about related issues in LMHOSTS for #DOM entries, see

“Designating Domain Controllers Using #DOM” in Chapter 15, “Setting Up
l_.Ml-IOS'I‘S.”
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How WINS Handles Special Names

Special names are indicated by a 16th byte appended to the computer name or

domain name. The following table shows some special names that can be defined

for static entries in the Add Static Mappings dialog box.

Table 14.4 Special Names for Static Mappings
 

  Name ending Usage How WINS handles queries

0x153 A normal group. Browsers WiNS always returns the limited
broadcast to this name and broadcast address (FFFFFFFF).
listen on it to elect a master
browser. The broadcast is done
on the local Subnet and should
not cross routers.

OxlD Clients resolve this name to WINS always returns a negative

access the master browser for response. If the node is h-node or
server lists. There is one m—node, the client broadcasts a name

master browser on a snbnet. query to resolve the name. For
registrations, WINS returns a positive
reSponse even though the names are
not put into the database.

OxlC The internet group name, WINS treats this as an internet group,
which contains a list of the where each member of the group most

specific addresses of systems renew its name individually or be
that have registered the name. released. The intemet group is limited
The domain controller registers to 25 names. (Note, however, that
this name. there is no limit for #DOM entries in

LMHOSTS.) fr...

W1 is returns a positive response to;

a dynamic registration of a static 1C
name, but the address is not added to
the list. When a static 1C name is

replicated that clashes with a dynamic
[‘2 name on another WINS server, a

union of the members is added, and
the record is marked as static. If the

record is static, members of the group
do not have to renew their IP
addresses.
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The following exampleiliustrates a sample NetBIOS name table for a Windows N1"

Server domain controller, such as the list that appears if you type nbtstat -n at the

command prompt. This example shows the 16th byte for special names, plus the

type (unique or group).

NetBIOS Local Name Table

Name Type Status

<0C298708> Unique Registered
ANNIEPS <23) UNIQUE Registered
ANNIEPS <®9> UNIQU£ Registered
ANNIEPDUM (50> GROUP Registered

ANNIEPUOM <1C> GROUP Registered
ANNIEPDOM <13) UNIQUE Registered
ANNIEPS <63) UNIQUE Registered

ANNIEPS <1E> GROUP Registered
ANNIEPS (ID) UNIQUE Ragisterad
.._MSBRDNSE_. <01) GReiJP Registered

As shown in this example, several special names are identified for both the

computer and the domain. These special names include the following:

. .

ict sinner Vantage Holdingsflerpr at at, .. Esiribit trite? ,_ i‘a .

0x0 (shown as <00> in the example), the redirector name, which is used with
net view.

0x3, the MeSSenger service name for sending messages.

0x20, the LAN Manager server name.

_MSBROWSE_, the name master browsers broadcast to on the local subnet to

announce their domains to other master browsers. WINS handles this name by

returning the broadcast address FFFFFFFF.

0x18, the domain master browser name, which clients and browsers use to

contact the domain master browser. A domain master browser gets the names of

all domain master browsers. When WINS is queried for the domain master

browser name, it handles the query like any other name query and returns its
address. ‘

WINS assumes that the computer that registers a domain name with the 113

character is the primary domain controller (PDC). This name is registered by the

browser running on the PDC. This ensures that the PDC is in the intranet group

name list that is returned when a 1C name is queried, for which WINS always

returns the address of the 1B name along with the members of 21 1C name.

If the PDC is not a Windows NT Server 3.5 computer, you shoutd statically
initialize WINS with the 0x18 name of the PDC. The address should be the IP

address of the primaiy domain controller. Using OxlB in this situation is not

required, but clients will find the PDC much more quickiy and with less network
traffic.

;e§iititfi
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Setting Preferences for WENS Manager
You can configure several options for administration of WINS servers. The

commands for controlling preferences are on the Options menu.

is To display the status bar for help on commands

a From the Options menu, choose the Status Bar command.

When this connnand is active, its name is checked on the menu, and the status

bar at the bottom of the WINS Manager window displays descriptions of

commands as they(.116 highlightedin the menu bar.

9’ T0 set preferences for WINS Manager

I. From the Options menu, choose the Preferences command to display the

Preferences dialog box.

Tip To see all the available preferences, choose the Partners button. 

 

  
   

Server Stalistics

Auto fieflesh   
Address Display

0 Computer Name Only

{0) i_P Address {inn

0 Computer Name {1P Address] Computer Names
O !P Address {Computer Name] LAN ManagerCompatibie,lJ MMMMM

' Miscellaneous .

:3 [Ci Ealidate Cache of “Known" WINS Sewers at Startup Timeii

 

 

 

  
  

  
 

 

E Confirm Beietetiar‘. ”f Stati‘ mappings ’u caceadwms sewers  

 

‘ [New Full Partner Default Configuration1
filer! Time:W

[fleplicaliun Interval firms]: -:[E;]:E

New Push Partner Default-Cunliguralionilumrpdate Count:m-n»-\'«3-... w wysn-v‘.

 

 
  

2. Specify settings for the options in which you want to change, and then choose
the OK button.
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The following list describes the various preferences in which you can set using this

dialog box:

Address Display group box

Select an option to indicate how you want address information to be displayed
throughout WINS Managermas computer name, 1? address, or an ordered
combination of both.
 

Note Remember that the kind of address display affects how a connection is
made to the WINS server — for IP addresses, the connection is made via

TCP/IP; for computer names, the connection is made via named pipes.

Server Statistics group box

If you want the statistics in the WINS Manager window to be refreshed

automatically, select the Auto Refresh checkbox, and then enter a number in the

Interval box to specify the number of seconds between refresh actions. WINS

Manager also refreshes the statistical display automatically each time an action

is initiated while you are working in WINS Manager.

Computer Names

Select the LAN Manager—Compatible checkbox if you want computer names to

adhere to the LAN Manager naming convention.

LAN Manager computer names are limited to 15 characters, as opposed to 16—

character NetBlOS names used by some other sources, such as Lotus Noteso. In

LAN Manager names, the 16th byte is used to indicate whether the device is a

server, workstation, messenger, and so on. When this option is selected, WINS

adds and imports static mappings with 0, 0x03, and 0x20 as the 16th byte.

All Windows-based networking, including Windows NT, follows the LAN

Manager convention. This checkbox should, therefore, be selected unless your
network accepts NetBIOS name from other sources.

Miscellaneous group box

If you want the system to query the list of servers each time the system starts to
find out if each server is available, select the Validate Cache Of Known WINS

Servers At Startup Time checkbox. If you want a warning message to appear

each time you delete a static mapping or the cached name of a WINS server,

select the Confirm Deletion Of Static Mappings And Cached WINS Servers
checkbox.

New Pull Partner Default Configuration group box

In the Start Time box, type a time to specify the default for replication start time

for new pull partners, and then specify values in the Replication interval box to

indicate how often data replicas will be exchanged between the partners.

The Replication Interval should be the same as, or less than, the lowest refresh

time interval that is set on any of the replicating WINS servers. The minimum

value for the Replication Interval is 40 minutes.

lineage iiiiidiiigs Corp, et: at, .. limbs iillilti ~ Page 3th
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New Push Partner Default Configuration

In the Update Count box, type a number to specify a default for how many

registrations and changes can occur locally before a replication trigger is sent by
this server when it is a push partner. The minimum value is 20.

Managing the WINS Database
The following files are store in the \rystemroodSYSTEMBZWJINS directory that

is created when you set up a WINS server:

- JETLOG is a log of all transactions done with the database. This file is used by
WINS to recover data if necessary.

- SYSTEM.MDB is used by WINS for holding information about the structure of
its database.

- WINSMDB is the WINS database file.

- WINSTMP.MDB is a temporary file that WINS creates. This file may remain
in the \WINS director ’ after a crash.

You should back up these files when you back up other files on the WINS server.

Caution riie arise, SYSTEMMDi3,W1NSMosanmWINSTMP MDB

files shouid not be removed or tampered with1n any manner.

 

 

Like any database, the WINS database of address mappings needs to be

periodically cleaned and backed up. WINS Manager provides the tools you
need for maintaining the database. This section describes how to scavenge (clean),

view, and back up the database. For information on restoring and

moving the WINS database, see “Troubleshooting WINS” later in this chapter.

fl..t.,....,.r,"... _ M_I.R.. ,

neavenging the uatanase
The local WINS database should periodically be cleared of released entries and oid

entries that were registered at another WINS server but did not get remover! from
this WINS database for some reason. This process, called scavenging, is done

automatically over intervals defined by the relationship between the Renewal and
Extinct intervals defined in the Configuration dialog box. You can also clean the

database manually.

For example, if you'want to verify old replicas immediately instead of waiting the
time interval specified for verification, you can manualiy scavenge the database.

teeters Vintage;listthis};s {Jotpsi et ai ii‘sdiihit ldtlti ”and, 3th
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i» To scavenge the WINS: database

0 From the Mappings menu, choose the Initiate Scavenging command.

The database is cleaned, with the results as shown in the following table.

State before scavenging State after scavenging

Owned active names for Which Marked released

the Renewal interval has expired

Owned released name for which Marked extinct

the Extinct interval has expired

Owned extinct names for which Deleted

the Extinct timeout has expired

Replicas of extinct names for which Deleted

the Extinct timeout has expired

Replicas of active names for which Revalidated

the Verify interval has expired

Replicas of extinct or deleted names Deleted

For information about the intervals and timeouts that govern database scavenging,
see “Configuring WINS Servers” earlier in this chapter.

After WINS has been running for a while, the database might need to be compacted
to improve WINS performance. You Should compact the WINS database whenever
it approaches 30 MB.

> To compact the WINS database

1. At the WINS server, stop the Windows Internet Name Service using the Control

Panel Services option or by typing net stop wins at the command prompt.

2. Run the JETPACKEXE program (which is found in the

\SystemmoASYSTEh/BZ directory).

3. Restart the Windows Internet Name Service on the WiNS server.

Caution Do not compact the SYSTEM.MDB database. 

 {2.12: FQ
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Viewing the WENS Database
You can View the actual active and static mappings stored in the WINS database,
based on the WINS server that owns the entries.

a To view the WINS database

1. From the Mappings menu, choose the Show Database command to display the
Show Database dialog box.

 

 
  
  
  

 
 

 C) Soil. by 1P Address
Sort by Computer flame

(3 Sort by limestamp

() Sort by gersion ID

O 8an by Type 
  

 

 
Filter: None  .mwwwmm.‘ Mappings S Timestamp Version ID

§\\-—MHSBHDWS E___llJ1 h! 11.103.41.12 5f20/34 4:14:45 PM
.“A-fiNNIEPZIfiflh] 11.103.41.12 5/20/34 4:14:59 PH

1 g\\A-fiNNIEPZ[H3h! “Jail-11.1? 53?“!31 Jill-i651 PM5/20134 4:14:59 PM
5320194 4:14:43 PM
5120194 4:14:43 PM
BJZWQA 4:14:49 PM
SJZUIEN 4:14:43 PM

Q'xKA-ANNIEPZIZDIII 11,103.41)”
@“A-ANMEPDEJMWDM 11.103.41.12
g\\A-ANNIEPDI]H[1HM 111034132
@“AANNEEPDBHU Ch] 11.103.41.12
@vaANNEEPDOMUEh] 11.181413”

fi‘kkit’xfiflb-
-r en “12mm“; “.wm-lwu-ree-ufi v: -...r n- - — u t ‘w-

2. To view the mappings in the database for a specific WINS server, select Show

Only Mappings From Specific Owaer, and then from the Select Owner list,
select the WINS server whose database you want to view.

By default, the Show Database dialog box shows all mappings for the WINS
database or] the currently selected WINS server.

3. Select a Sort Order option to sort by IP address, computer name, timestamp for
the mapping, version ID, or type. (For information about types, see “Adding
Static Mappings” earlier in this chapter.)
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4. If you want to View only a range of mappings, choose the Set Filter button, and

then follow the procedures described in “Filtering the Range of Mappings”
earlier in this chapter.

Tip To turn off filtering, choose the Clear Filter button.

5. Use the scroll bars in the Mappings box to View entries in the database. Then

choose the Close button when you are finished viewing.

As shown in the Mappings list, each registration record in the WINS database
includes these elements:

Item Description

Unique

El Group, intemet group, or multihomed

Computer name The NetBIOS computer name

IP address The assigned Internet Protocol adchess

A or 8 Indicates whether the mapping is active (dynamic) or static

Timestamp Indicates when the record is set to expire.

Version ID A unique hexadecimal number aSSigned by the WINS server during

name registration, which is used by the server’s pull partner during
replication to find new records

You can also use the Show Database dialog box to remove all references to a

Specific WINS server in the database, including all database entries owned by the
WINS server.

e 'To delete a specific WINS server’s entries in the database

. In the Show Database dialog box, select a WINS server in the Select Owner list,
and then choose the Delete Owner button.

/
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Backing Up the Batabase
WINS Manager provides backup tools so that you can back up the WINS database.

After you specify a backup directory for the database, WINS performs complete
database backups every 24 hours, using the specified directory.

To back up a WINS database

1.

4.

From the Mappings menu, choose the Backup Database command to display the
Select Backup Directory dialog box.

   

 

 

fizbfi_&W?Tfi"§WWWWseesaaeam

mg
a,

E c:\users\dcfauli
pjrecloties:

.1",—

: New Directory flame: a
.

 
Specify the location for saving the backup files.

Windows NT proposes a subdireetory of the \WINS directory. You can accept '

this proposed directory. The most secure location is to backup the data age I:

another hard disk. Do not back up to a network drive, because WINS Manager
cannot restore from a network source.

. if you want to back up only the newest version numbers in the database (that is,
changes that hays grout-roll mrmn E116 133$ lv-anvnn\ naient- Dv‘Fnrmvvvvv vu uauvu uuvnhuil}, ova VI. 4.5;. LLU A

Incremental Backup checkbox. 

Note You must have performed a complete backup before this option can be

used successfully.  

Choose the OK button.

You should also periodically back up the Registry entries forthe WiNS server.
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i» To back up the WINS Registry entries

1. Run the REGEDTBZBXE program from File Manager or Program Manager to
' start the Registry Editor.

2. In Registry Editor, select the HKEY_‘LOCAL_MACHINE window, and then

select the following key:
..SYSTEM\CurrentControlSet\Serv1ces\WINS

3. From the Registry menu, choose the Save Key command to display the Save

Key dialog box.

4. Specify the path where you store backup versions of the WINS database fiies.

For information about restoring the WINS database, see the following section,
“Troubleshooting WINS.”

Troubleshooting WINS
This section describes Some basic troubleshooting steps for common problems and
also describes how to restore or rebuild the WINS database.

Basie WINS Troubleshooting
The following error conditions can indicate potential problems with the WINS
server: '

. The administrator can’t connect to a WINS server using WINS Manager. The

message that appears might be, “The RPC server is unavailable.”

. The WINS Client service or Windows Internet Name Service might be down
and cannot be restarted.

The first troubleshooting task is to make sure the appropriate services are running.

is» To ensure the WINS services are running

1. Use the Services Option in Control Panel to verify that the WINS services are
running.

In the Services dialog box for the client computer, Started should appear in the
Status column for the WINS. Client service. For the WINS server itself, Started

should appear in the Status column for the Windows Internet Name Service.

2. If a necessary service is not started on either computer, start the service.

The following describes solutions to common WINS problems.
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59 To locate the source of “duplicate name” error messages

9 Check the WINS database for the name. If there is a static record, remove it

from the database of the primary WINS server.

—Or—

Set the value of MigrateOn in the Registry to 1, so the static records in the

database can be updated by dynamic registrations (after WINS successfully

challenges the old address).

s To locate the source of “network path not found” error messages on a WINS
Flinn?~..v..-

s Check the WINS database for the name. If the name is not present in the

database, check whether the computer uses bwnode name resolution. If so, add a

static mapping for it in the WINS database.

If the computer is configured as a p-node, m-node, or h-node and if its IP
address is different from the one in the WINS database, then it may be that its

address changed recently and the new address has not yet replicated to ' 1c loeai
WINS server. To get the latest records, as ' tr e WINS server that registered the

address to perform a push replication with propagation to the local WINS
server.

To discover why a WINS server cannot pull or push replications to another
WINS server

1. Confirm that the router is working.

2. Ensure that each server is correctly configured as either a pull or push partner.

- If ServerA needs to perform pull replications with ServerB, make sure it is a

push partner of ServerB.

' a If ServerA needs to push replications to ServerB, it should be a pull partner
of WINS ServerB.

To determine the configuration of a replication partner, check the values under

the \Pull and \Push keys in the Registry, as described in “Advanced

Configuration Parameters for WINS” later in this chapter.

t» To determine why WINS backup is failing consistently

a Make sure the path for the WINS backup directory is on a local disk on the
WINS server.

WINS cannot back up its database files to a remote drive.
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Restoring or Moving the WINS Database
This section describes how to restore, rebuild, or move the WINS database.

Restoring a WINS Database

If you have determined that the Windows Internet Name Service is running on the
WINS server, but you cannot connect to the server using WINS Manager, then the
WINS database is not avaitable or has becomes corrupted. If a WINS server fails

for any reason, you can restore the database from a backup copy.

You can use the menu commands to restore the WINS database or restore it

manually.

e To restore a WINS database using menu commands

1. From the Mappings menu, choose the Restore Database command to display the
Select Directory to Restore From dialog box.

2. Select the location where the backup files are stored, and then choose the OK
button. '

a» To restore a WINS database manually

I. In the \systemrooflSYSTEI/IB2\WINS directory, delete the JETLOG,
JET*.LOG, WINSTMP, and SYSTEM.MDB files.

2. From the Windows NT Server installation source, copy SYSTEM.MDB to the
\systemmot‘tSYSTEMB 2\WINS directory on the WINS server.

The instaliation source can be the Windows NT Server compact disc, the
installation floppy disks, or a network directory that contains the master files for
Windows NT Server.

3. Copy an unconupted backup version of WINSMDB to the

\9ystemr00t\SYSTEM32\WINS directory.

4. Restart the Windovvs Internet Name Service on the WINS server.

Restarting and Rebuilding a Down WINS Server
In rare circumstances, the WINS server may not boot or a STOP error might occur.
If the WINS server is down, use the following procedure to restart it. '

Eietitioner Vantage EEEottEir. as ”Cog; at; aE .. EEZsEtiEtt:! («\v



302 Part :11 TCPIIP

a To restart a WINS server that is down

I.

2.

Tum off the povver to the server and wait one minute.

Turn on the power, start Windows NT Server, and then logon under an account

with Administrator rights.

At the command prompt, type the net start wins command, and then press
ENTER.

If the hardware for the WINS server is malfunctioning or other problems prevent

you from running Windows NT, you will have to rebuild the WINS database onnnnfl‘tpr r‘ru'nnnl'pr“havuLI-d. court/“um. .

a» To rebuild a WINS server

I. If you can start the original WINS server using MS-DOS, use MS~DOS to make
backup copies of the files in the \sysremroonSYSTEM32\WINS directory. If

you cannot start the computer with MS—DOS, you will have to use the last
backup version of the WINS database files.

Install Windows NT Server and Microsoft TCP; P to create anew WINS server

using the same hard drive location and \Systemmot directory. That is, if the

original server stored the WINS files on C:\WINNT3SISYSTEM32XWINS, then
the new WINS server shouid use this same path to the WINS files.

Make sure the WINS services on the new server are stopped, and then use

Registry Editor to restore the WINS keys from backup files.

4. Copy the WINS backup files to the \systemmo[\SYSTEM32\WINS directory.

5. Restart the new, rebuilt WINS server.

Moving the WM Database
' You may find a situation where you need to move a WINS database to another
computer. To do this, use the foiiowing procedure.

To move a WINS database

1. Stop the Windows Internet Name Service on the current computer.

2. Copy the \SYSTEM32\WINS directory to the new computer that has been

configured as a WINS server.

Make sure the new directory is under exactly the same drive letter and path as

on the old computer.

If you must copy the files to a different directory, copy W]NS.MDB, but not
SYSTEM.MDB. Use the version of SYSTEM.MDB created for that new

computer. -

Start the Windows interact Name Service on the new computer. WINS will

automatically use the .MDB and .LOG files Copied from the old computer.
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Advanced Configuration Parameters for WINS
This section presents configuration parameters that affect the behavior of WINS

and that can be modified only through Registry Editor. For some parameters, WINS

can detect Registry changes immediately. For other parameters, you most restart the

Windows Internet Name Service for the changes to take effect.

Caution You can impair ordisable Windows NT if you make incorrect changesin
the Registry while using Registry Editor. All but a few of the configuration

parameters that can be set by editing the Registry can also be set using WINS

Manager or SNMP. Whenever possible, use WINS Manager or SNMP to make

configuration changes, rather than using Registry Editor. If you make errors while

changing values with Registry Editor, you will not be warned, because Registry

Editm does not recognize semantic errors.  

It To make changes to WINS configuration using Registry Editor

1. Start the Registry Editor by running the REGEDTBZEXE file from File

Manager or Program Manager.

_0;_

At the command prompt, type the start regedt32 command, and then press
ENTER.

When the Registry Editor window appears, you can press F1 to get Help on how

to make changes in Registry Editor.

2. In Registry Editor, click the window titled HKEY_LOCAL_MACHINE On

Local Machine, and then click the icons for the SYSTEM subtree until you

reach the appropriate subkcy, as described later in this section.

The following describes the value entries for WINS parameters that can only be set

by adding an entry or changing values in Registry Editor.

Registry Parameters for WINS Servers
The Registry parameters for WINS servers are specified under the following key:

..\SYSTEM\CurrentControlSet\Servtces\w1ns\Parameters

This subkey lists all the nonrcplication-related parameters needed to configure a

WINS server. It aiso contains a \Datafiles subkey, which lists all the files that
should be read by WINS to initialize or reinitialize its local database.
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DbFilcNm

Data type = REGHSZ or RECLEXPANDWSZ

' Range : path name

Default : %SystemRoot%\system32\wins\wins.rndh

Specifies the full path name for the WINS database file.

DOStaticDataInit

Data type = REG_DWORD

Range = 0 or I

Default: 0 (false—~that is, die WINS server does not initialize its database)

If this parameter is set to a nonzero value, the WINS server will initialize its
database with records listed in one or more files listed under the \Datafiles

subkey. The initialization is done at process invocation and whenever a change
is made to one or more values of the \Parameters or \Datafiles keys (unless the

change is to change the value of DoStaticDataInit to 0).

InitTimePause

Data type = REGJDWORD

Range = 0 or 1

Default = 0 (no imhal pause)

If set to l, WINS starts in the paused state—~that is, WINS does not accept any

name registrations, releases, or queriesm—until it has replicated with its partners,

or failed in the attempt, at least once. If InitTimePause is set to I, the
\WlNS‘xPartnersWull\InitTimeReplication parameter should be either set to 1

or removed from the Registry.

LogFilePath

Data type = REGMSZ or REG_EXPAND_SZ

Default: %Sys'temRoot%\system32\wins

This parameter specifies the directory location of the log files created by WINS.
These files are used fer recovery in case of a soft failure of WINS,

McastIntvl

Data type = REG_DWORD
Default 2 2400 (seconds)

This parameter specifies the time interval at which the WINS server sends a
multicast to announce its presence to other WINS servers. The value is

expressed in seconds. The minimum allowable value is 2400 Seconds (40‘
. minutes).
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McastTtl

Data type = REGADWORD

Range : l to 32 a
Default = 6

This parameter specifies the number of times a WINS multicast announcement
can cross a router to another network.

NoOferThds

Data type = REGWDWORD

Range 2 l to 40

Default: Number of processors on the computer

This parameter specifies the number of worker threads. It can be changed
without restarting the WINS computer.

PriorityClassI—Iigh

Data type = REGMDWORD

Range = 0 or 1

Default: 0 (false—that is, the priority class is normal)

If the parameter is set to a non-zero value, WINS runs in high priority class.
This setting is useful to ensure that other processes, such as electronic mail or
other applications, do not preempt WINS.

UseSeIandPnrs

Data type = RBGgDWORD

Range = 0 or 1
Default = 0

If the parameter is set to 1 and network routers support'multicasting, WINS

Server automatically finds other WINS servers on the network and configures
them as push and pull partners. If the parameter is set to 1 and network routers

do not support multicasting, WINS finds other WINS servers only on its subnet.

By default, partnership data created in this way is maintained automatically.

When a WINS server is discovered through multicast, it is automatically
removed as a repiication partner when it shuts down gracefully. If the Registry
information about this partnership is changed manually using WINS Manager,
WINS Server no longer maintains the partnership information when there is a
change.
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The following parameters in this subkey can he set using the options available in
the WINS Server Configuration dialog box:

LngDetailedEvents'r .‘nnllnnpiL
LUEL‘ llCr aul

LoggingOn
Refreshlntervai

’l‘ombstoneinterval (extinction interval)

’l‘ombstoneTimeout (extinction timeout)

Verifylnterval '

Also, the \Wins\Parameters\Datafiles key lists one or more files that the WINS
server should read to initialize or reinitialize its local database with static records.

' If the full path of the file is not listed, the directory of execution for the WINS
server is assumed to contain the data file. The parameters can have any names (for

example, DFl or D132). Their data types must be REGWSZ or REG_EXPAND_SZ. 

important The \l’VinsU’erformance key contains values used for WINS

performance counters that can be viewed in Performance Monitor. These values
should he maintained by the system, so do not change these values, 

Registry Parameters for Replication Partners
Properties of WINS replication partners are specified under the \Wins\Partners key.

PersonaNonGrata

1Data type 2 REGMMULTLSZ
Default 2 None

This parameter specifies the Internet Protocol (1P) addresses of WTNS servers
whose records are not to be inserted into the local database during replication. If
there are incorrect records in the databases of one or more WINS servers on

your network, you can prevent those records from being replicated to your
WINS Server database by specifying the IP addresses of the WINS servers that
own them under the PersonaNonGrata parameter.

The \Wins\Partners key has two subkeys, \Pull and \Push, under which are subkeys

for the 1P addre3ses of all push and pull partners, respectively, of the WINS sewer.

P!tieritiener Verses-re rioit’msrs sierra. at at. «n Exhibit Edith .. Elias/{re 331::‘ 5'19



Chapter 14 [nstailing and Configuring WINS Servers 30?
 

Parameters for Push Partners

A push partner, listed under the \Partnersu’uil key, is one from which a WINS

server pulls replicas and from which it can expect update notification messages. The

following parameter appears under the D? address for a specific push partner. This

parameter can be set (filly by changing the value in Registry Editor:

MemberPrec

Data type : REG__DWORD

Range : O or 1
Default x O

Specifies the order of precedence of addresses in an internet group, those for

which the sixteenth byte is OxiC. Addresses in the OXIC names pulled from a

WINS partner are given the precedence assigned to the WINS server. 0

indicates low precedence, and 1 indicates high precedence. Locally registered

names always have high precedence. Set this value to 1 if this WINS server is

serving a geographic location that is nearby.

The following parameters appear under this subkey and can be set in the WINS

Server Configuration dialog box:

..\SYSTEM\CurrentControlSet\$ervices\Wins\Partners\Pu11

InitTimeReplieation

CommRetryCount

The following parameters appear under this subkey and can be set using the
Preferences dialog box:

..\SYSTEM\CurrentContr01Set\5ervices\ths\Partners\Putl\<Ip Address)

SpTime (Start Time for pull partner default configuration)

Timelnterval (Replication Interval)

For SpTime, WINS replicates at the set time if it is in the future for that day. After

that. it replicates every number of seconds specified by Timeintervai. If SpTime

is in the past for that day, WINS replicates every number of seconds specified by

Tiinelnterval, starting from the current time (if InitTimeReplication is set to 1).
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Parameters for Pat! Partners

A pull partner of a WINS server, listed under the \Partners\Push key, is one from

which it can expect pull requests to pull replicas and to which it sends update

notification messages.

OnlyDynRecs

Data type-— REGDWORD

Range— ()0W
Lu}.

Default——“-

If set to 1, only dynamicaiiy registered records are replicated to a puli partner. If set
to 0, the default, all records, both dynamic and static, are replicated.

The following parameters appear under this subkey and can be set using the options
available in the WINS Server Configuration dialog box:

. . \SlfSTEt-fleurrentControl Set\Ser-vi cesWi ns\Pa r‘tners\Push

Init’l‘imeReplication

RplOnAddressChg

The following parameter appears under this subkey and can be set using the options

available in the Preferences dialog box:

. . \SYSTEMCurrentContr‘ol Set\Serv1‘ cesWi ns\Partners\Push\<Ip Address)

UpdateCount

sing a Strategy for WHNS Servers
The planning1381168 for implementing WINS servers are similar to those for

implementing DHCP servers, as described in Chapter 13, “Installing and
Configuring DHCP Servers." Most netwurk administrators will be installing both

kinds of servers, so the planning and implementation tasks will be undertaken

jointly for DHCP and WINS servers.

This section provides some additional planning issues for WINS servers.
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Planning for Server Performance
A WINS server can typically service 1500 name registrations per minute and about

760 queries per minute. There is no built-in limit to the number of records that a

WINS server can replicate or store.

Based on these numbers, and planning for large—scale power outage where many

cornputers will come on line simultaneously, the conservative recommendation is

that you plan to include one WINS server and a backup server for every 10,000
computers on the network. '

Two factors can particularly enhance WINS server performance. WINS

performance increases almost 25 percent on a computer with two processors. Also,

using NTFS as the file system also improves performance.

After you establish WINS servers in the internetwork, you can adjust the Renewal

interval. Setting this interval. to reduce the numbers of registrations can help tune

server response time. (The Renewal interval is specified in the WINS Server

Configuration dialog box.)

Planning Replication Partners and Proxies
In one possible configuration, one WINS server can be designated as the central

Server, and all other WINS Sewers can be configured as both push partner and pull
partner of this central server. Such a configuration ensures that the WINS database

on each server contains addresses for every node on the WAN.

Another option is to set up a chain of WINS servers, where each server is both the

push partner and pull pa1tner with a nearby WINS server. In such a configuration,

the two servers at the ends of the chain would also be push and pull partners with

each other. Other replication partner configurations can be established for your
site’s needs.

Only a limited number of WINS proxies should be designated on each domain, so

that a limited number of computers are using resources to respond to broadcast
name requests.
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Planning Replication Frequency Between Hubs
A major tuning issue for WINS servers is replication frequency. You want

replication to occur frequentiy enough that any server being down will not interfere
with the reliability of name query responses. Howaver, for longer wide area

network (WAN) lengths, you do not want replication to interfere with network

throughput.

For multiple network hubs interconnected by WAN links, replication frequency can
be configured to be low compared to the replication frequency of muitipic WINS

servers at a single hub. For long WAN links, infrequent replication ensures that the
links are available to carry client traffic without WINS affecting throughput

For example, the WAN servers at a central site might be c0nfigured to replicate

every 15 minutes. Replication betWeen WAN hubs of a greater distance might be
scheduled for every 30 minutes. Replication between sewers 0n different continents

might replicate twice a day;

North America _

12 hours/.2:

i4

 

 
 
 

15 minutes

 Australia

 
 80 minutes

Figure 14.2 Example of an Enterprise-Wide Configuration for WINS Replication

Petitioner Vonage Moidreps {Zorpt et ai‘. -« Exhibit: tees m Page 3%’ £32



311

CHAPTER 15

Setting Up LMHOSTS  
The LMHOSTS file is commonly used on Microsoft networks to locate remote

computers for network file, print, and remote procedure services and for domain

services such as logons, browsing, replication, and so on.

Use the LMHOSTS file for smaller networks or to find hosts on remote networks

. that are not part of the WINS database (since name query requests are not

broadcast beyond the local subnet). If WINS servers are in place on an

internetwork, users do not have to rely on broadcast queries for name resolution

since WINS is the preferred method for name resolution. With WINS servers in

place, therefore the LMHOSTS file might not be necessary.

This chapter presents the following topics:

- Editing the LMHOSTS file

- Using LMHOSTS with dynamic name resolution
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Editing the LMHOSTS Fiie
The LMHOSTS file used by Windows NT contains mappings of IP addresses to

Windows NT computer names (which are NetBIOS names). This fiie is compatible

with Microsoft LAN Manager 2.3r TCPHP LMHOS 8 files.

You can use Notepad or any other text editor to edit the sample LMHOSTS file that

is automatically installed in the \syszemroodsYSTBM32\DRIVERS\ETC directory.

This section provides some basic rules and guidelines for LMHOSTS.

Use the foliowing rules for entries in LMHOSTS;

. Each entry should be placed on a separate line.

I The IP address should begin in the first column, followed by the corresponding
computer name.

The address and the computer name should be separated by at least one space or
tab.

. NetB'IOS names can contain uppercase and lOWercase characters and special

characters. If a name is placed between double quotation marks, it is used

exactly as entered. For example, "AccountingPDC" is a mixed~case name, and

"HumanRscSr \0X03“ generates a name with a special character.

Note With Microsoft networks, a NetBIOS computer name displayed within

straight quotation marks that is less than 16 characters long is padded with
spaces. If you do not want this behavior, make sure the quoted string is 16
characters long. 

- The pound sign (it) character is usually used to mark the start of a cement.

However, it can also designate special keywords, as described in this section.
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The keywords listed in the following table can be used in LMHOSTS an er

Windows NT. (LAN Manager 2.x, which also uses LMHOSTS for NetBlOS over

TCP/lP name resolution, treats these keywords as comments.)

Table 15.1 LMHOSTS Keywords

Keyword Description 

#PRE Added after an entry to cause that entry to be preloaded
into the name cache. By default, entries are not preloaded
into the name cache but are parsed only after WINS and
name query broadcasts fail to resolve a name. The #PRE

keyword must be appended for entries that also appear in
#INCLUDE statements; otherwise, the entry in
#lNCLUDE is ignored.

#DOM:<domrtin> Added after an entry to associate that entry with the
domain specified by <domain>. This keyword affects how
the Browser and Logou services behave in routed TCPflP

environments. To preload a #DOM entry. you must also
add the #PRE keyword to the line.

#INCLUDE <ft'lenarme> Forces the system to seek the specified <filename> and

parse it as if it were local. Specifying a Uniform Naming

Convention (UNC) <fllenome> allows you to use a
centralized LMHOSTS file on a server. If the server is

located outside of the local broadcast area, you must add a

mapping for the server before its entry in the #INCLUDE
section and also append the #PRE keyword to ensure that
it preloaded.

#BEGLNHALTERNATE Used to group multiple #INCLUDE statements. Any
single successful #INCLUDE causes the group to
succeed. ,

#END_ALTERNATE Used to mark the end of an #INCLUDE statement

grouping.

\Oxnn Support for nonprinting characters in NetBIOS names.

Enclose the NetB [OS name in double quotation marks
and use \Oxmz notation to specify a hexadecimal value for

the character. This allows custom applications that use
special names to function properly in routed topologies.

However, LAN Manager TCP/IP does not recognize the
hexadecimal format,_ so you surrender backward

compatibility if you use this feature.

Note that the hexadecimal notation applies only to one

character in the name. The name should be padded with
blanks so the Special character is last in the string
(character 16).
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The following example shows how ail of these keywords are used:

102.54.94.98 lecaisrv #?RE

102.54.94.97 trey #PRE #DOM:networking #net group's P08

162 54.94.1e2 "appname \Bxls" #special app server
132 54.94.123 pupuiar #"RE #50urce server

#BEGINMALTERNATE

#INCLUDE \\?ocalsrv\public\lmhosts
#INCLUDE \\trey\pnblic\lmhosts

#adds LMHGSTS from this server
#adds LMHOSTS from this server

#ENDgALTERNATE

In the above example:

-.—-‘

uideii

The servers named {0621!er and trey are specified so they can he used later in
an #1'NCLUDE statement in a centrally maintained LMHOSTS file.

The server named "appname \0x14” contains a special character after the
15 characters in its name (including the blanks), so its name is enclosed in

double quotation marks.

The server named popular is preloaded, based on the #PRE keyword.

nes for LMHOSTS

When you use a host table file, be sure to keep it up to date and organized. Use the
following guidelines:

iietitiener Venage iieidii

Update the LMHOSTS f'Lie whenever a computer is changed or removed from
the network.

Because LMHOSTS files are searched One line at a ti ginning, Eist

remote computers in priority order, with the ones used most often at the top of
the file, followed by remote systems listed in #fNCLUDE statements. Finally,

the #PRE keyword entries should be left for the end of the file, because these are

preloaded into the cache at system startup time and are not accessed later. This
increases the speed of searches for the entries used most often. Because each

line is processed individually, any comment lines that you add increase the
parsing time.

rah!)vuv
rm: Frnm [h
u...» Lav

Use #PRE statements to preload popular entries and servers listed in
#1NCI..UDE statements into the local computer’s name cache.

Wires: {W .'
hzéu‘ ilk/G}
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Using LMHOSTS with Dynamic Name Resolution
On networks that do not use WINS, the broadcast name resolution method used by
Windows NT computers provides a simple, dynamic mechanism for locating
resources by name on a TCP/lP network.

Because broadcast name resolution relies on IP—level broadcasts to locate resources,

unwanted effects can occur in routed 1P topologies. In particular, resources located

on remote subnets do not receive name query requests, because routers do not pass
IP—level broadcasts. For this reason, Windows NT allows you to manually provide
computer name and IP address mappings for remote resources via LMHOSTS.

This section describes how the LMHOSTS file can be used to enhance

Windows NT in routed environments. This section includes the following topics:

«i Specifying remote sewers in LMHOSTS

. Designating primary domain controllers using the #DOM keyword

- Using centralized LMHOSTS files

Specifying Remote Servers in LMHOSTS
Computer names can be resolved outside the local broadcast area if computer name

and IP address mappings are specified in the LMHOSTS file. For example, suppose
the computer named CiientA wants to connect to the computer named ServerB,

7 which is outside of its IP broadcast area. Both Windows NT computers are
configured with Microsoft TCP/IP.

Under a strict b—node broadcast protocol, as defined in RFCs 1001 and 1002,

ClienLA’s name query request for ServerB would fail (by. timing out), because

ServerB is located on a remote subnet and does not reSpond to CiientA’s broadcast
requests. So an alternate method is provided for name resolution. Windows NT

maintains a limited cache of computer name and IP address mappings, which is
initialized at system startup. When a workstation needs to resolve a name, the cache

is examined first and, if there is no match in the cache, Windows NT uses b—node

broadcast name resolution. If this fails, the LMHOSTS file is used. If this last

method fails, the name is unresolved, and an error message appears.

iietitioner Wattage iioliriinra {Tori}, et air =« Exhibit tittii‘i « tinge saidi



.319, ,, PEEJ.‘E.-I§E¥!E-

3:2.

 

This strategy allov.s the LMHOSTS file to contain a large number ofmmappings

without requiring a large chunk. of static memory to maintain an infrequently used
cache. At system startup, the name cache is preloaded only with entries from
LMHOSTS tagged with the #PRE keyword. For example, the LMHOSTS file could

contain the followmg tnfonnation:

192.54.94.91 accounting #accoanting server

162.54.94.94 payroll #payroll server

102.54.94.97 stool-(quote #PRE #stock quote server

162.54.94.192 printqneue #prtnt server in Bldg 10

In this example, the sewer named stockquote is preloaded into the name cache,

because it is tagged with the #PRE keyword. Entries in the LMHOSTS file can

represent Windows NT Workstation computers, Windows NT Server computers,

LAN Manager servers, or Windows for Workgroups 3.11 computers running

Microsoft TCP/IP. There is no need to distinguish between different platforms in
LMHOSTS.
 

Note The Windows NT tag #PRE allows backwa ‘d compatibility with LAN

Manager 2.}: LMHOSTS files and offers added flexibility in Windows NT. Under

LAN Manager, the pound Sign (#) character identifies a comment, so all characters

thereafter are ignored. But #PRE is a valid tag for Windows NT. 

in the above example, the servers named accounting, payroll, and printqueue

would be resolVed only after the cache entries failed to match and after broadcast

queries failed to locate them. After nonpreloaded entries are resolved, their

mappings are cached for a period of time for reuse.

Windowsl‘lTlirnits the preload name cache to 100 entries by default. This limit

only affects entries marked with the #PRE keyword. if you specify more than 100

entries, only the first 100 #PRE entries are preloaded, Any additional #PRE entries

are ignored at startnp but are resolved when the system parses the LMHOSTS file
after dynamic resolution fails.

Finally, you can rcprimc the name cache by using the llbtstat ~R command to purge
and reload the name cache, reread the LMHOSTS file, and then insert entries

tagged with the #PRE keyword. Use the nbtstat command to remove or correct

preloaded entries that might have been mistyped or any names cached by successful
broadcast resolution.
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Designating Domain Controllers Using #DOM
The most common use of LMHOSTS is for locating remote servers for file and

print services. Bot for Windows NT, LMHOSTS can also be used to find domain

controllers running TCP/IP in routed environments. Windows NT primary domain

controllers (PDCs) and backup domain controllers (BDCs) maintain the user

account, security database and manage other networkwrelated services. Because

large Windows NT domains can span multiple IP subnets, it is possible that routers

could separate the domain controllers from one another or separate other computers
in the domain from domain controllers.

The #DOM keyword can be used in LMHOSTS files to distinguish a Windows NT

domain controller from a Windows NT Workstation computer, a LAN Manager

server, or a Windows for Workgroups computer. To use the #DOM tag, follow the

name and IP address mapping in LMHOSTS with the #DOM keyword, a colon, and

the domain in which the domain controller participates. For example:

“2.54.94.97 treydc #DUM‘:treycorp #The treycor‘p PDC

Using the #DOM keyword to designate domain controllers adds entries to a special

interact group name cache that is used to limit internetwork distribution of

requests intended for the local domain controller. When domain controller activity

such as a logon request occurs, the request is sent on the special interact group

name. In the local IP-broadcast area, the request is sent only once and picked up by

any local domain controllers. However, if you use the #DOM keyword to specify

domain controllers in the LMHOSTS file, Microsoft TCP/IP uses datagrams to also
forward the request to domain controllers located on remote subnets.

Examples of such domain controller activities include domain controller pulses

(used for account database synchronization), logon authenticatiOn, password

changes, master browser list synchronization, and other domain management
activities.
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For domains that span subnets, LMHOSTS files can be used to map important
members of the domain using the #DOM keyword. The following list contains

guidelines for doing this task.

- For each local LMHOSTS file on a Windows NT computer that is a member in.

a domain, there should be #DOM entries for all domain Controllers in the
domain that are located on remote subnetsi This ensures that logon

authentication, password changes, browsing, and so on all work properly for the
local domain. These are the minimum entries necessary to allow a Windows NT

system to participate in a Windows networking internetwork.

For local LMHOSTS files on all servers that can be backup domain-controllers,

there Should be mappings for the primary domain controller’s name and IP

address, plus mappings for all other backup domain controllers. This ensures
that promoting a backup to primary domain controller status does not affect the

ability to offer all services to members of the domain.

In

. If trust relationships exist between domains, all dornain controllers for all trusted
domains should also belisted in the local LMHOSTS file.

. For domains that you want to browse from your local domain, the local
LMHOSTS files should contain at least the name and IP address mapping for

the primary domain controller in the remote domain. Again, backup domain
controllers should also be included so that promotion to primary domain

controller does not impair the ability to browse remote domains.

For small to medium sized networks with fewer than 20 domains, a single common

LMHOSTS file usually satisfies all workstations and servers on the internetwork.

To achieve this, systems should use the Windows NT replicator service to maintain

synchronized local copies of the global LMHOSTS file or use centralized
LMHOSTS files, as described in the following section.
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Names that appear with the #DOM keyword in LMHOSTS are pieced in a special
domain name list in NetBlOS over TCPIIP. When a datagram is sent to this domain
using the DOMAIN<1C> name, the name is resolved first via WINS or broadcast.

The datagram is then sent to all the addresses contained in the list from LMHOSTS,
and there is also a broadcast on the local subnet.
 

Important To browse across domains, for Windowa NT Advanced Server 3.1 and
Windows NT 3.1, each computer must have an entry in its LMHOSTS file for the
primary domain controller in each domain. This remains true for Windows NT

version 3.5 clients, unless the Windows NT Server computer is also version 3.5

and, optionally, offers WINS name registration

However, you cannot add an LMHOSTS entry for a Window NT Server thatis a

DHCP client, because the IP address changes dynamically. To avoid problems, any
domain controllers whose names are entered in LMHOSTS files should have their

IP addresses reserved as static addresses in the DHCP database rather than running
as DHCP clients.

Also, all Windows NT Advanced Server 3.1 computers in a domain and its trusted

domains should be upgraded to version 3.5, so that browsing across domains is
possible without LMHOSTS. 

Using Centralized LMHOSTS Files '
With Microsoft TCP/IP, you can include other 'LMHOSTS files from local

and remote computers. The primary LMHOSTS file is always located in the

\rysremrool\SYSTEMBZDRIVERSUSTC directory on the local computers.
Most networks wiil also have an LMHOSTS file maintained by the network

administrator, so administrators should maintain one or more global LMHOSTS
files that users can rely on. This is done using #INCLUDE statements rather than

copying the global file locally. Then use the replicator service to distribute multiple

copies of the global file(s) to multiple servers for reliable access. -
 

Note If network clients access a computer’s LMHOSTS file, that computer’s
Registry parameter NullSessionShares must include the share where the

LMHOSTS file is located. The NullSessionShares parameter is in the Registry key
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanManServer\P

arameters. For detailed information on Registry parameters, see Chapter 14,
“Registry Value Entries,” in the Windows NT Resource Guide.
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To provide a redundant list of servers maintaining copies of the same LMHOSTS
'file, use the #BEGlNfiALTI—ERNATE and #END_ALTERNATE keywords. This is

known as a block inclusion, which allows multiple servers to be searched for a

valid copy of a specific file. The following example shows the use of the
#INCLUDE and #_ALTEMJATE keywords to include a Meal LMHOSTS file (in

the C:\PRIVATE directory):

102.54.94.97 treydc #PRE #DOM:treycerp #prr’mary DC

102.54.94.99 treybdc #PRE #DOM:treycorp #backup DC in domain
102.54.94.98 localsvr .#PRE #DOMztreycer‘p

#INCLUDE c:\private\lmhosts #tnclude a locat inhosts

#BEGITLALTERNATE

#INCLUDE \\treydc\publ1‘c\tmhests #souree for global file
#INCLUDE \\treybdc\publtc\lmhosts #backup source

#INCLUDE \\iocalsvr\public\lmhosts #backup source
#END_ALTERNATE

 

important This feature should never be used to include a remote file from a
redirected drive, because the LMHOSTS file is shared between local users who

have different profiles and different logon scripts, and even on single-user systems,
redirected drive mappings can change between logon sessions.  

' In the above example, the servers treydc and treybdc are located on remote

suunets from the computer that owns the file. The local user has decided to include
a list of preferred servers in a local LMHOSTS file located in the C:\PRIVATE
directory. During name resolution, the Windows NT system first includes this

private file, then gets the global LMHOSTS file from one of three locations:
treydc, treyhde, or localsvr. All names of servers in the #INCLUDE statements

must have their addresses preloaded using the #PRE keyword; otherwise, the

#INCLUDE statement is ignored.

The block inclusion is satisfied if one of the three sources for the global LMHOSTS
is available and none of the other servers are used. If no server is available, or for

some reason the LMHOSTS file or path is incorrect, an event is added to the event

log to indicate that the block inclusion failed.

in
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CHAPTER 16

Using the Microsoft
FTP Server Service  

When a Windows NT Server computer is running the PTP Server service, other

computers using the FTP utility can connect to the server and transfer files. The

FTP Server service supports all Windows NT ftp client commands. Non-Microsoft

versions of PTP clients might contain commands that are not supported. The FTP

Server service is implemented as a multithreaded Win32 service that complies with
the requirements defined in Requests for Comments (RFCs) 959 and 1123.

The FTP Server service is integrated with the Windows NT security model. Users
connecting to the FTP Server service are authenticated based on theirWindows NT

user accounts and receive access based on their user profiles. For this reason, it is

recommended that the FTP Server service be installed on an NTPS partition so that
the files and directories made available via FTP can be secured.
  

Caution The FTP Server protocol relies on the ability to pass user passwords over
the network without data encryption. A user with physical access to the network

could examine user passwords during the FTP validation process.
  

The following topics are included in this chapter:

. installing the FTP Server service

- Configuring the FTP Server service

- Administering the FTP Server service

- Advanced configuration parameters for FTP Server service

For information about using performance counters to monitor FTP Server traffic,
see Chapter 17, “Using Performance Monitor with "PCP/1P Services.”
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installing the FTP Server Service
It is assumed that you have installed any necessary devices and device drivers

before trying to install the FTP Server service.

‘7
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You must be logged on as a member of the Administrators group for the iocai

computer to install and configure the FTP Server service.

To instail the FTP Server service

1.

PO

Double-click the Network option in Control Panel to display the Network
Settings dialog box.

Choose the Add Software button to displa ' the Add Network Software dialog
box.

In the Network Software box, select TCP/IP Protocol And Related Components,

and then choose the Continue button to display the Windows NT "PCP/1P

Installation Options dialog box.

Select the FTP Server Service option, and then choose the Continue button.

When prompted to confirm whether you are familiar with FTP security, choose
the Yes button to continue with the F1"? Server service installation.

 
 

 The File hamlet Protocol relies on the ability to pass usel "
passwords over the network without dala encryption. A
user with physicai access in the network may be able to
examine users' passwmds during Ff? vaiidaiirm, fire you
sure you want to continue?

 
  
  

 

When prompted for the full path to the Windows NT distribution files, provide

the appropriate location, and then choose t. 6 Continue button.

After the necessary files are copied to your computer, the FTP Service dialog

box appears so that you can continue with the configuration procedure as
described in the next section. The FTP Server service must be configured in

order to operate.
 

Note For disk pEitions that do not use the Windows NT file system (NTFS),
you can apply simpie readfwrite security by using the FTP Server tool in the
Control Panel as described in the following section.  

H,
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Configuring the FTP Server Service

,4!)' ‘L,

After the FTP Server service software is installed on your computer, you must

configure it to operate. When you configure the FTP Server service, your settings
result in one of the following situations:

. No anonymous FTP connection allowed. In this case, each user must provide a
valid Windows NT username and password. To configure the FTP Server

service for this, make sure the Allow Anonymous Connection box is cleared in

the FTP Service dialog box.

- Allow both anonymous and Windows NT users to connect. In this case, a user

can choose to use either an anonymous connection or a Windows NT username

and password. To configure the FTP Server service for this, make sure only the

Allow Anonymous Connection box is selected in the FTP Service dialog box.

- Allow only anonymous FTP connections. In this case, a user cannot connect

using a Windows NT username and password. To configure the FTP Server
service for this, make sure both the Allow Anonymous Connections and the

Allow Anonymous Connections Only boxes are selected in the FTP Service

dialog box.

If anonymous connections are allowed, you must supply the Windows NT username

and password to he used for anonymous FTP. When an anonymous FTP transfer

takes place, Windows NT checks the username assigned in this dialog box to
determine whether access is a110Wed to the files.
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is To configure or reconfigure the FTP Server service

1. The FTP Service dialog box appears automatically after the FTP Server service

software is installed on your computer.

—Or—

If you are reconfiguring the FTP Server service, double-click the Network

option in Control Panel to display the Network Settings dialog box. In the
Installed Network Software box, select FTP Server, and then choose the

Configure button to display the FTP Service dialog box.

.x'

4 . v
Maximum Connections: 29 a gale rimeauirmin]:

Home Qircctmy: Chasers

. “same-r“1 n'.. 
The FTP Service dialog box displays the following options:

Item Description 

Maximum Connections

Idle Timeout

Petitioner Vintage lirioioi‘irgs Lorri, e21: al. ~ Exhibit seas Pa; e 3.

Specifies the maximum number of FTP users who can
connect to the system simultaneously. The default value is
20; the maximum is 50. A value of 0 means no maximum,
that is, an unlimited number of simultaneous users.

When the specified number of concurrent users are logged

onto the FTP server, any subsequent attempts to connect
will receive messages defined by the administrator. For
information about defining custom messages, see

“Advanced Configuration Parameters for FTP Server
Service” later in this chapter.

Specifies how many minutes an inactive user can remain
connected to the FTP Server service. The default value is

10 minutes; the maximum is 60 minutes. If the value is 0,

users are never automatically disconnected.

Tx "fu-
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Item Description 

Home Directory

Allow Anonymous
Connections

Username

Password

Allow Only Anonymous
Connections

Specifies the initial directory for users.

Enables users to connect to the FTP Server using the user
name anonymous (or ftp, which is a synonym for
anonymous). A password is not necessary, but the user is
prompted to supply a mail address as the password. By
default, anonymous connections are not allowed. Notice

that you cannot use a Windows NT user account with the
name anonymous with the FTP Server. The anonymous
user name is reserved in the FTP Server for the anonymous
logon function. Users logging on with the username

anonymous receive permissions based on the FTP Server
configuration for anonymous logons.

Specifies which local user account to use for FTP Server

users who log on under anonymous. Access permissions

for the anonymous FTP user are the same as the specified
local user account. The default is the standard Guest

system account. If you change this, you must also change
the password.

Specifies the pas sword for the user account specified in the
User-name box.

Allows only the user name anonymous to be accepted.
This option is useful if you do not want users to log on

using their own user names and passwords because FTP
passwords are unencrypted. However, all users will have

the same access privilege, defined by the anonymous
account. By default, this option is not enabled.

2. Default values are provided for Maximum Connections, Idle Timeout, and

Home Directory. Accept the default values, or change values for each field as
necessary.

3. Choo‘se the OK button to close the FTP Service dialog box and return to the

Network Settings dialog box.

4. To complete initial ETP Server service installation and configuration, choose the
OK button.

A message reminds you that you must restart the computer so that the changes

you made can take effect.  

Note When you first install the FTP Server service, you must also complete the

security configuration as described in the following procedure for users to access

volumes On your computer.

Petitioner Vantage firidrtm sierra. at at .. iflhl‘tiiltl liltiti - “grist 35'?!










































































































































































































































































































































































