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Introduction

Welcome to the Microsoft Windows NT Resource Kit Volume 2: Windows NT'
Networking Guide.

The Windows NT Resource Kit also includes the following volumes:

«  Volume 1: Windows NT Resource Guide, which provides information to
help administrators better understand how to install, manage, and integrate
Windows N'T™ in a network or multiuser environment,

«  Volume 3: Windows NT Messages, which provides information on local and
remofe debugging and on interpreting error messages.

+  Volume 4: Optimizing Windows NT, which provides a step-by-step approach (o
understanding all the basic performance management technigues.

The Windows NT Networking Guide is designed for people who are, or who want
to become, expert users of Microsofte Windows NT Workstation and Microsoft
Windows NT Server networking features. The Windows NT Networking Guide
presents detailed, easy-io-read technicat information to help you better manage how
Windows NT is used at your site. It contains specific networking information for
system administrators who are responsible for installing, managing, and integrating
Windows NT in both small and large networks, '

The Windows NT Networking Guide is a technical supplement to the documentation
included as part of the Windows NT product and does not replace that information
as the source for learning how to use Windows NT networking features and
utilities.

You should also use it in conjunction with the Windows NT Resource Guide since
there are multiple cross-references between the two books. In addition, the tools

for both books are contained on a single compact disc {CD) and in a single set of
3.5-inch floppy disks. (The CD is bound into the back cover of the Windows NT
Resource Guide, and the floppy disks are available upon request from MS-Press.)
See the “Iniroduction” section of the Windows NT Resource Guide for a partial list
of the available tools. A complete list is available on the CD in the README. WRI
file with instructions on how to use them in the RKTOOLS.HLP file.

This introduction includes two kinds of information you can use to get started:

- The first section outlines the contents of this book, so that you can quickly
find technical details about specific elements of Windows N'T networking.

» The second section describes the conventions used to present information in
this book, :
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~ About the Networking Guide

This guide includes the following chapters. Additional tables of contents are
included in each part to help you quickly find the information you want.

Part 1, About Windows NT Networking
Chapter 1, “Windows NT Networking Architecture,” contains information
for the support professional who may not have a local area network background.
This chapter provides a technical discussion of networking concepts and
discusses the networking components included with Windows NT.

Chapter 2, “Network Interoperability,” desciibes how Windows NT works
together with your existing Novelle networks, IBMe mainframe systems, and
UNIXe systems.

Chapter 3, “Windows NT User Environments,” explains the use of home
directories and logon scripts in customizing the environment of individual users
or related groups of users.

Chapter 4, “Network Security and Administration,” describes how security
is implemented for workgroups and domains under Windows NT, including
local Jogon and pass-through validation for trusted domains and network
browsing.

Chapter 5, “Windows NT Browser,” explains how members of a
Windows NT network can browse the resources of the network.

Part ll, Using Windows NT Networking
Chapter 6, “Using NBF with Windows NT,” describes NetBEUI Frame, the
implementation of the NetBIOS Extended User Interface protocol under
Windows NT, including how network traffic and se$sions are managed.
Chapter 7, “Using DLC with Windows NT,”” presents details about the Data
Link Control {DLC) protocol device driver in Windows NT that provides
connectivity to IBM mainframcs and to local arca notwork paintors attachod
directly to the network.
Chapter &, “Client-Server Connectivity on Windows NT,” discusses how
MS-DOSe, Windowse, Windows NT, and OS/2e client workstations
communicate with Windows NT databases, focusing on Microsoft SQL Server
as an example of a distributed application.

Chapter 9, “Using Remote Access Service,” explains the technical details
of Windows NT RAS including security, interoperability, and scripting
capabilities.

€
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Part lll, TCPAP
Chapter 10, “Overview of Microsoft TCP/P for Windows NT,” describes
the elements that make up Microsoft TCP/IP and provides an overview of how
you can use Microsoft TCP/IP to supporl various networking solutions.

Chapter 11, “Installing and Configuring Microsoft TCP/IP and SNMP,”
describes the process for installing and configuring Microsoft TCP/IP, SNMP,
and Remote Access Service (RAS) with TCP/AP on a computer running
Windows NT.

Chapter 12, “Networking Concepts for TCP/IP,” presents key TCP/IP
networking concepis for networking administrators interested in a technical
discussion of the elements that make up TCP/IP,

Chapter 13, “Installing and Configuring DHCP Servers,” presents the
procedures and strategics for setting up servers to support the Dynamic Host
Configuration Protocol for Windows networks, -

Chapter 14, “Installing and Configoring WINS Servers,” presents the
procedures and strategies for setting up Windows Internet Name Service
SCIVETS.

Chapter 15, “Setting Up LMHOSTS,” provides guidelines and tips for using
LMHOSTS files for name resolution on networks.

Chapter 16, “Using the Microsoft FTP Server Service,” describes how to’
install, configure, and administer the Microsofi FTP Server service.

Chapter 17, “Using Performance Monitor with TCP/IP Services,”
describes how to use the performance counters for TCP/IP, FTP Server service,
DHCP servers, and WINS servers.

Chapter 18, “Internetwork Printing and TCP/IP,” describes how to install
TCF/IP printing and create TCP/IP printers on Windows NT computers with
Microsoft TCP/P.

Chapter 19, “Troubleshooting TCP/IP,” describes how to troubleshoot IP
connections and use the diagnostic utilitics to get information that will help solve
networking probletns.
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Part IV, Windows NT and the Internet
Chapter 20, “Using Windows NT on the Internet,” describes typical
scenarios for connecting a Window NT computer or network to the Internet and
the logistical details involved in doing that,

Chapter 21, “Setting Up Internet Servers and Clients on Windows NT
Computers,” describes how to set up Internet servers and clients on a
Windows N'T computer.

Chapter 22, “Remote Access Service and the Internet,” provides technical
details about using RAS for Internet connections, including as an Internet
Gateway Server and as a router to the Internet for small networks.

Part V, Appendixes
Appendix A, “TCP/IP Utilities Reference,” describes the TCP/IP utilities and
provides syntax and notes.

Appendix B, “MIB Object Types for Windows NT,” describes the LAN
Manager MIB II objects provided when you instali SNMP with Windows NT.

Appendix C, “Windows Sockets Application,” lists third-party vendors who
have created software based on the Windows Sockets standard to provide
utilities and applications that run in heterogeneous networks using TCP/IP. This
appendix also lists Internet sonrces for public-domain software based on
Windows Sockets.
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Conventions in This Manual

This document assumes that you have read the Windows NT documentation set
and that you are familiar with using menus, dialog boxes, and other features of
the Windows operating system family of products. It also assumes that you have
installed Windows NT on your system and that you are using a mouse. For
keyboard equivalents to menu and mouse actions, see the Microsoft Windows NT
online Help.

This document uses several conventions to help you identify information.
The following table describes the typographical conventions used in the
Windows NT Networking Guide.

Convenfion Used for

hold MS-DOS-style command and utility names such as copy or ping
and switches such as /? or -h. Also used for Registry value names,
such as IniFileMapping and O8/2 application programming
interfaces (APIs).

italic Parameters for which you can supply specific values. For example,
the Windows NT root directory appears in a path name as
systemroof\SYSTEM32, where systemroot can be CAWINNT3S or
some other value.

ALL CAPITALS Directory names, filenames, and acronyms. For example, DL.C
stands for Data Link Control; CA\PAGEFILE.SYS is a file in the
boot sector.

Monospace Sample text from batch and .INJ files, Registry paths, and screen text

in non-Windows-based applications.

Other conventions in this document include the following:

“MS-DOS” refers to Microsoft MS-DOS version 3.3 or later.

- “Windows-based application” is used as a shorthand term to refer to an
application that is designed to run with 16-bit Windows and does not run
without Windows. All 16-bit and 32-bit Windows applications foltow similar
conventions for the arrangement of menus, dialog box styles, and keyboard and
RIOUSE Use.
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“MS-DOS—based application” i used as a shorthand (erm to refer to an
application that is designed to run with MS-DOS but not specifically with
Windows or Windows NT and is not abie to take full advantage of their
graphical or memory management features.

“Command prompt” refers to the command line where you type MS-DOS—style
commands. Typically, you see characters such as C:\> fo show the location of
the command psompt on your screen. In Windows NT, you can double-click the
MS-DOS Prompt icon in Program Manager to use the command prompt.

An instruction to “type” any information means to press a key or a sequence of
keys, and then press the ENTER key.

Mouse instructions in this document, such as “Click the OK butten” or “Drag an
icon in File Manager,” usc the same meanings as the descriptions of mouse
actions in the Windows NT System Guide and the Windows online tutorial.
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CHAPTER

Windows NT Networking
Architecture

1

Windows NT is a complete operating system with fully integrated networking
capabilities. These capabilities differentiate Windows NT from other operating
systerns such as MS-DOS, 08/2, and UNIX for which network capabilities are
installed separately from the core operating system. '

Integrated networking support means that Windows NT offers these features:

Support for both peer-to-peer and client-server networking. Al Windows NT
computers can act as both network clients and servers, sharing files and printers
with other computers and exchanging messages over the network. Windows NT
Server also includes features needed for full-scale servers, such as domain
management fools.

The ability to easily add networking software and hardware. The networking -
software integrated into Windows NT lets you easily add protocol drivers,
network card drivers, and other network software. Windows NT includes
four transport protocols—IPX/SPX (NWLink), TCP/IP, NBF (Windows NT
NetBEUD, and DLC. .

Interoperability with existing networks. Windows NT systems can communicate
using a variety of transport protocols and network adapters. It can also
communicate over a variety of different vendors’ networks.

Support for distributed applications. Windows NT provides a transparent
Remote Procedure Call (RPC) facility. It also supports NetBIOS, Sockets,
and the Windows Network (WNet) APIs and named pipes and mailslots, for
backward compatibility with LAN Manager installations and apphcatlons

Remote access to networks. Windows NT Remote Access Service (RAS) clients
can dial into any PPP or SLIP server. Windows NT RAS servers support any
remote clients using IPX, TCP/IP, or NetBEUI using PPP. For additional
information about RAS, see Chapter 9, “Using Remote Access Service.”

Print and File sharing, and AppleTalke routing for Macintoshe clients.
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4 Patl About Windows NT Netwarking

This chapter describes the Windows NT networking architecture and how

it achieves each of these goals. For perspective, the next section provides a
brict explanation of two industry-standard models for networking —-the Open
System Interconnection (OSI) reference model and the Institute of Electrical and
Eicctronic Engineers (IEEE) 802 project model. The remainder of the chapter
describes the Windows NT networking components as they relate to the OS]
and IEEE models and as they relate to the overall Windows NT architecture.

Overview of Networking

In the early years of networking, several large companies, including IBM,
Honeywell, and Digital Equipment Corporation {DEC™), each had its own standard
for how computers could be connected together. These standards described the
mechanisms necessary to move data from one computer t© another. These carly
standards, however, were not entirely compatible. Networks adhering to IBM
Systems Network Architecture (SNA) could not communicate directly with

networks using DEC Digital Network Architecture (DNA), for example.

In later years, standards organizations, including the International Standards
Organization {IS0) and the Institute of Electrical and Electronic Bngineers (IEEE),
developed models that became globally recognized and accepted as the standards
for designing any compuier network. Both models describe networking in terms of
functional layers. '
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Chapter 1 Windows NT Networking Architecture 5

OS] Reference Model

ISO developed a medel called the Open Systems Interconnection (OSI) reference
medel. It is used to describe the flow of data between the physical connection to the
network and the end-user application. This model is the best known and most
widely used model to describe networking environments.

7. Apphcatlon layer

6 Presentatlon Iayer

3 Network Iayer

TR RN TP R

2 Data Lmk !ayer

R R R

Figure 1.1 Open Systems Inferconnection (OSI) Reference Model

As shown in Figure 1.1, the OSI layers are numbered from bottom to top. The most
basic functions, such as putting data bits onto the network cable, are on the bottom,
while functions attending to the details of applications are at the top.

In the OSI model, the purpose of each layer is to provide services to the next higher
layer, shielding the higher layer fromn the details of how the services are actually
implemented. The layers are abstracted in such a way that each layer believes it is
communicating with the same layer on the other computer. In reality, each layer
communicates only with adjacent layers on one computer. That is, for information
to pass from Layer 5 on Computer A to Layer 5 on Computer B, it actually follows
the route illustrated by Figure 1.2.

H
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§ Computer & Computer 8 !

A
g
t—

7. Application layer 7. Application layer E

6. Presentation layer 8. Presentation layer

5. Session layer 5. Session layer

4, Transport layer | s 4, Transpott layer

Virtual
3. Network layer c;mmunication 3. Network layer
th :
2. Data Link layer pam 2. Data Link layer
1. Physical layer 1. Physicai layer

Network cable

Figure 1.2 Communication Between OSI Layers

The following list describes the purposc of cach of the seven layers of the 051
model and identifies services that they provide to adjacent layers.

1. The Physical Layer addresses the transmission of the unstructured raw bit
stream over a physical medinm (that is, the networking cable). The Physical
Layer relates the electrical/optical, mechanical, and functional interfaces to the
cable. The Physical Layer also carries the signals that transmit data generated
by all the higher layers.

This layer defines how the cable is attached to the network adapter card. For
example, it defines how many pins the connector has and what each pin is used
for. It describes the topology used to connect computers together (Token Ring,
BEthernet, or some other). It also defines which transmission technique will be
used to send data over the network cable.

e
S
Py

o
H
-
e
o

g
g
¢
\
p—

Petitioner Vonage Holdings Corp. et ak - Exhibit 1068



Chapter 1 Windows NT Networkihg Architecture 7

wge Holdings Corp. et al, - Exhibit 1008 - Page 032

The Data Link Layer packages raw bits from the Physical Layer into data
frames, which are logical, structured packets in which data can be placed. The
exact format of the frame used by the network depends on the topology. That is,
a Token Ring network data frame is laid out differently than an Ethernet frame.
The Data Link Layer is responsibie for providing the error-free transfer of these
frames from one computer to another through the Physical Layer. This allows
the Network Layer to assume virlually error-free transmission over the network
connection. Frames contain source and destination addresses so that the sending
and receiving computers can recognize and refrieve their own frames on the
network.

The Network Layer is responsible for addressing messages and translating
logical addresses and names into physical addresses. This layer also determines
the route from the source to the destination computer. It determines which path
the data should take based on network conditions, priority of service, and other

factors, It also manages traffic problems on the network, such as switching,
routing, and controlling the congestion of data packets.

The Network Layer bundles small data frames together for transmission across
the network. It also restructares large frames into smaller packets. On the
receiving end, the Network Layer reassembles the data packets into their
original frame structure.

The Transport Layer takes care of ervor recognition and recovery. It also ensures
reliable delivery of host messages originating at the Application Layer. Similar
to how the Network Layer handles data frames, this layer lepackages messages
—dividing long messages info several packets and collecting small messages
together in. one packet—to provide for their efficient transmission over the
network. At the recetving end, the Transport Layer unpacks the messages,
reassembles the original messages, and sends an acknowledgment of receipt.

The Session Layer allows two applications on different computers to
establish, use, and end a connection called a session. This layer performs
name recognition and the funciions needed to allow two applications to
communicate over the network, such as security functions.

The Session Layer provides synchronization between user tasks by placing
checkpotnts in the data stream. This way, if the network fails, only the data after
the last checkpoint has to be retransmitted. This Jayer also implements dialog

-control between communicating processes, regulatmg which side transmits,
when, for how long, and so on.
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6. The Presentation Layer determines the form used to exchange data between
networked computers. It can be called the network’s translator. At the
sending computer, this layer transiates data from a format received from the
Application Layer into a commonly recognized, intermediary format. At the
receiving end, this layer translates the intermediary format into a format useful
1o that computer’s Application Layer.

The Presentation Layer also manages network security issues by providing
services such as data encryption. It aiso provides rules for data transfer and
provides data compression to reduce the number of bits that need to be
transmitted.

7. The Application Layer serves as the window for application processes to access
network services. This layer represents the services that directly
support the user applications such as software for file transfers, database access,
and electronic-mail.

|[EEE 802 Model

Another networking model developed by the IEEE further defines sublayers of the
Data Link Layer. The IEEE 802 project (named for the year and month it began—
February 1980) defines the Media Access Control (MAC) and the Logical Link
Control (LLLC) sublayers. '

As Figure 1.3 shows, the Media Access Control sublayer is the lower of the

two sublayers, providing shared access for the computers’ network adapter cards to
the Physical Layer. The MAC Layer communicates directty with the network
adapter card and is responsible for delivering error-free data between two
computers on the network. ' :

The Logical Link Control sublayer, the upper sublayer, manages data link
comtnunication and defines the use of logical inferface points [called Service
Access Points (SAPs)] that other computers can reference and use to transfer
information from the LLC sublayer to the upper OSI layers. Two protocols running
on the same computer would use separate SAPs.

2y

|
45 Logical Link Control (LLE
‘féﬁs’é% ’ o
'9‘5*‘5 Media Access Contre! (MAC)

} 2. Data Link layer —I

i 1. Physical layer |

Figure 1.3 Logical Link Control and Media Access Control Sublayers
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Project 802 resulted in a number of documents, including three key standards
for network topologies:

« 802.3 defines standards for bus networks, such as Ethernet, that usc a
mechanism called Carrier Sense Multiple Access with Collision Detection
{CSMASCD),

-« 802.4 defines standards for token-passing bus networks. (The ArcNete
architecture is similar to this standard in many ways.)

= 802.5 defines standards for Token-Ring networks.

LEEE defined functionality for the LLC Layer in standard 802.2 and defined
functionality fot the MAC and Physical Layers in siandards 802.3, 802.4, and

802.5.
802.1 OS! Model and Network Management
£4C layer 802.2 Logical Link Conirol
MAC layer 802.4 802.5
8023 Token Token
CSMACD bus ting

Figure 1.4 * Project 802 Standards as Related to LL.C and MAC Layers

This chapter describes the layered components of the Windows NT networking
architecture, beginning with an overali description of that architecture.

3
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Windows NT Networking Modei

As with other architecture components of Windows NT, the networking architecture
is built of layers. This helps provide expandability by allowing other functions and
services to be added. Figure 1.5 shows all of the components that make up the
Windows NT networking model.

Providers

7. Application User mode
6. Presentation Kernel mode

____________________________________________________________________________________

%VO Manager 5, Session :
3. Nework | Transport protocels B
2. Data Link 3
;; ‘ Network adapter card drivers :
"""""""""""" e

Figure 1.5 Windows NT Networking Model

Each of the Windows NT networking layers performs these functions.

The Windows NT networking model begins at the MAC sublayer where

network adapter card drivers reside. These drivers link Windows NT 1o the
network via corresponding network adapler cards. Windows NT includes RAS to
allow network access to computers for people who work at home or on the road. For
more information, see “Remote Access for Windows NT Clients,” later in this
chapter. :

The network model includes two important interfaces—the NDIS 3.0 Interface and
the Transport Driver Interface (TDI). These interfaces isolate one layer from the
next by allowing an adjacent component o be written to a single standard rather
than many. For example, a nctwork adapter card driver (below the NDIS interface)
does not nead {o include blocks of cade specifically written for each transport
protocol it uses. Instead, the driver is written to the NDIS interface, which solicits
services from the appropriate NDIS-conformant transport protocol(s). These
interfaces are included in the Windows NT networking model to allow for portable,
interchangeable modules.

~
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Between the two interfaces are transport protocols, which act as data organizers
for the network. A transport protocol defines how data should be presented to
the next receiving layer and packages the data accordingly. It passes data to the
network adapter card driver through the NDIS Interface and o the redirector
through the TDI.

Above the TDI are redirectors, which “redirect” local requests for network
resources to the network.

For interconnectivity with other vendors’ networks, Windows NT allows
multiple redirectors. For each redirector, the Windows NT computer must

also have a corresponding provider DLL (supplied by the network vendor). A
Multiple Provider Router detennines the appropriate provider and then routes the
application request via the provider 10 the correspoading redirector.

The rest of this chapter describes these Windows NT networking components
in detail.

NDIS-Compatible Network Adapter Card Drivers

Until the late 1980s, many of the implementations of transport protocols were
fied to a proprietary implementation of a MAC-Layer interface defining how the
protocol would converse with the network adapter card. This made it difficult for
network adapter card vendors to support the different network operating systems
available on the market. Bach network adapter card vendor had to create
proprietary interface drivers to support a variety of protocol implementations for
use with several network operating system environments.

In 1989, Microsoft and 3Cam jointly developed a standard defining an interface for
communication between the MAC Layer and protocol drivers higher in the OSI
model. This standard is known as the Network Device Interface Specification
(NDIS). NDIS allows for a flexible environiment of data exchange. It defines the
software interface —called the NDIS interface-—used by transport protocols to
communicate with the network adapter card driver.

The flexibility of NDIS comes from the standardized implementation used by the
network industry. Any NDIS-conformant protocol can pass data to any NDIS-
conformant network adapter card driver, and vice versa. A process called binding is
used to establish the initial communication channel between the protocol driver and
the network adapter card driver.

Windows NT currently supports device drivers and transport protocols written to
NDIS version 3.0.

Petitioner Venage Holdings Cor



12 Part! About Windows NT Networking

NDIS allows multiple network adapter cards on a singie computer. Each

network adapter card can support multiple transport protocols. The advantage of
suppotting multiple protocol drivers on a single network card is that Windows NT
computers can have simultaneous access to different types of network servers, cach
using a different transport protocol. For example, a computer can have access to
both a Windows NT Server using NBF (the Windows NT implementation of
NetBEUD and a UNIX server via TCP/IP simultancously.

Unlike previous NDIS implementations, Windows NT does not need a protocol
manager module to link the various components at each layer together. Instead,
Windows NT uses the information in the Registry {described in Chapter 10,
“Overview of the Windows NT Registry” of the Windows NT Resource Guide) and
a small piece of code called the NDIS wrapper that surrounds the network adapter
card driver.

.

Transport Profocols

Sandwiched between the NDIS interface and the TDI are transport protocot device
drivers. These drivers communicate with a network adapter card via
a NDIS-cornpliant device driver.

4, Transport

3. Network NBF DG NWLink TCPAP

2. Data Link

Figure 1.6 Transport Protocols

Windows NT includes these transports:

«  INBF iy a iranspori proivcul deiived fioi NeiBTUI and provides compativitity
with existing AN Manager, LAN Server, and MS-Net installations. (IFor more
information, sce Chapter 6, “Using NBF with Windows NT.”)

TCP/IP is a popular routable protocol for wide-area networks.

«  NWLink is an NDIS-compliant version of Internetwork Packet Exchange
(IPX/SPX) compatible protocol. It can be used to cstablish connections between
Windows NT computers and either MS-DOS, OS/2, Windows, or other
Windows NT computers via RPC, Sockets, or Novell NetBIOS.

- Microsoft Data Link Control (DLC) provides an interface for access to
mainframes and network attached printers. (For more information, see
Chapter 7, “Using DLC with Windows NT.”)

- ey
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Chapter 1 Windows NT Networking Architecture 13

«  AppleTalk supports Services for Macintosh in Windows NT Server. Developers
using Windows NT Workstation can also install the AppleTalk protocol, as
needed, when developing AppleTalk-compliant programs.

Transport Protocols and Streams

Windows NT supports Streams-compliant protocols provided by third parties.
These protocols use Streams as an intermediary between the protocol and next
interface layer (NDIS on the bottomn and TDI on top). Calls to the transport profocol
driver must first go through the upper layer of the Streams device driver to the
protocol, then back through the lower layer of Streams to the NDIS device driver.

Using Streams makes it easier for developers to port other protocol stacks to
Windows NT. It also encourages protocol stacks to be organized in a modular,
stackable style, which is in keeping with the original OSI model.

Transport Driver Interface

The Windows NT networking model was designed to provide a platform on which
other vendors can develop distiibuted applications. The NDIS boundary helps to do
this by providing a unified interface at a significant break point in the model, At
another significant breakpoint, namely the Session Layer of the OSI model,
Windows NT includes another boundary layer. The TDI provides a common
interface for networking components that comumunicate at the Session Layer. These
boundaries allow software components above and below a level to be mixed and
matched without reprogramming.

5. Session i Redirector I L Setvers |
4. Transport

[O— Transport protocols

3. Network portp “

Figure 1.7° The Transport Driver Interface

The TDI is not a single program but a protocol specification to which the upper
bounds of transport protocol device drivers are written. (Windows NT also
includes a TDI driver that handles TRQ packet traftic from multiple TDI providers.)
At this layer, networking software provides a virfual connection between the

tocal redirector and each local or remote destination with which the redirector
communicates. Similar connections are made between the server and the sources

of the requests it receives,

~;.
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Windows NT Workstations and Servers

Above all, the goal of a network is to share resources in one location on the network
and to use them from another location on the network. On a netwerk, computers can
be organized in one of two ways:

. On networks using a classic client-server model, dedicated servers share
resources and client workstafions can access those resources.

. On networks using the peer-to-peer networking model {also called workgroup
computing), each computer can act as both client workstation and server.
Computers running

Windows NT allows you to configure your network using either or both of these
models. Windows NT Workstation can use the peer-to-peer model with as many as
ten users simultaneousty connected to each workstation.

In the Windows NT architecture, two software components—-called the server
and the redirector—provide server and workstation functionality. Both of these
components reside above the TDI and are impiemented as file system drivers.

Being implemented as file systern drivers has several benefits. Applications can cail
a single API (namely, Windows NT I/O functions) to access files on local and
remote computers. From the /O Manager’s perspective, there is no difference
between accessing files stored on a remote networked computer and accessing

those stored locally on a hard disk. The redirector and server can directly call other
drivers and other kernel-mode components such as the Cache Manager, thus
optimizing performance. Each can be loaded and unloaded dynamically. In addition,
the Windows NT redirector can coexist with other redirectors (discussed more fully
in the section called “Interoperating with Other Networks,” Iater in this chapter).

Windows NT Redirector

The redirector is the component through which one computer gains access to
another computer. The Windows NT redirector allows connection to other
Windows NT computers as well as to LAN Manager, LAN Server, and MS-Net
servers. This redirector communicates to the protocol stacks to which it is bound via
the TDI. Becausc network connections are not entirely reliable, it is up to the
redirector to reestablish connections when they go down.
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As ilustrated by Figure 1.8; when a process on a Windows NT workstation
tries o open a filc on a remote computer, these steps oceur:

L. The process calls the I/O Manager, asking for the file to be opened.

&

The I/O Manager recognizes that the request is for a file on a remote computer,
50 It passes it to the redirector file system driver.

it to the remote server for processing.

Application,
subsystem, and DLL

Windows NT IO
sysiem service

User mode

1 Kernel mode

. Executive services i

X :
: /O Manager | Redirector i system |

e

} Network ]

Figure 1.8  Client-Side Processing Using the Redirector
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16 Part1 About Windows NT Networking

Windows NT Server

The server component entertains the connections requested by client-side
redirectors and provides them with access to the resources they request, When a
Windows NT server reccives a request from a remote workstation to read a file
on the server, these steps occur (as shown in Figure 1.9):

1. The low-level network drivers receive the request and pass it to the server
driver.

The server passes a file-read request to the approprate local file system driver.
The local file systern driver calls a fower-level disk driver to access the file.
The data is passed back to the local file systom driver.

The local file system driver passes the data back to the server.

A

The server passes the data to the lower-level network drivers for transmission
back to the client computer.

I§0 Manager 2 '
Server Local file
"File Systems” & system driver

Y

& &
L 4 ¥ 3

Transport ' Disk
drivers driver

1 L4 -
Network I | Disk drive

Figure 1.9 Server-Side Processing Using the Server

lnteroperating with Other Networks

As mentioned before, the Windows NT redirector allows connections to LAN
Manager, LLAN Server, and MS-Net servers. It can also coexist with redircetors for
other networks, such as Novell NetWaree and Banyane VINESe,

While Windows NT includes integrated networking, its open design provides
for transparent access to other networks. For example, a Windows NT user can
concurrently access files stored on Windows NT and NetWare servers.

For delails about interoperating with other networks, see Chapter 2, “Network
Interoperability.”
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Chapter 1 Windows NT Networking Architecture 17

Providers and the Provider Interface Layer

. Far each additional type of network {NetWare, VINES, or some other), you must
install a component called a provider. The provider is the component that allows a
Windows NT computer to cormmunicate with the network, Windows NT includes a
provider for the Windows NT network. It alse includes the Client Service for
NetWare with Windows NT Workstation and the Gateway Service for NetWare
with Windows NT Server, with which a Windows NT computer can conpect as a
client to a NetWare network. Other provider DLLs are supplied by the appropriate
network vendors,

From the application viewpoint, there are two sets of commands that can cause
network traffic—uniform naming convention (UNC) cominands and WNet
commands.

UNC is a method of identifying a shared resource on a network, UNC names

start with two backslashes followed by (he server name. All other fields in the name
are separated by a single backslash. Although it’s enough to simply specify the
servername to list a server’s shaved resources, a full UNC name is in this form;

\\serveri\share\subdirectory\filename

WNet is part of the Win32e API and is specifically designed to allow applications
on Windows NT workstations to connect to multiple networks, browse the
resources of computers on those networks, and transfer data between computers

of various networks. File Manager, for example, uses the WNet interface to provide
its network browsing and connection facilities.

As shown in Figure 1.10, the provider layer spans the line between kemnel and user
modes to manage commands that may cause network traffic. The provider layer
also includes two components to route UNC and WNet requests to the appropriate
provider:

« The Multiple UNC Provider (MUP) receives UNC commands and locates the
redirector that can make a connection to the UNC name.

»  The Muliiple Provider Router (MPR) receives WNet commands and passes the
request to each redirector in turn until one is found that can satisfy the reguest.
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User-mode

Multiple Provider Router

LANManWorkstation | | NWCWorkstation | | OtHer
oroviders
User mode
Kernel mode
Windows NT Netware Other
redirector redirector redirection

Figure 1.10  Provider Inferface Components

Note T/O calls, such as Open, can contain both an UNC name and WNet calls.

Muitiple UNC Provider

The MUP is a kernel-mode component whose job is to locate UNC names. When an
application sends a command containing UNC names, MUP routes each UNC name
to one of the registered UNC providers, including LanmanWorkstation and an
others that may be installed. When a provider indicates that i can communicate
with the server, MUP sends the remainder of the command to the provider.

When applications make I/O calls that contain UUNC names, the MUP dirccts them
to the appropriate redirector file syster driver. The call is routed fo its redirector

aeo v Ala men #lan THY A
baS\'&d on the handle on the /O call

Multiple Provider Router

Through the MPR, Windows NT provides an open interface that enables consistent
access 1o third-patty network file systems. The key to the MPR is that ali fiie
systems, regardless of type and physical location, arc accessible through the same
set of file system APIs.

Applications, including File Manager, make file system requests through the
Windows NT Win32 APIL The MPR ensures that requests are directed to the
proper file system. Local file requests are sent to the local disk, remote requests to
Windows-based servers are sent {o the proper server by the Windows sedirector,
requests to NetWare-based servers are handled by the NetWare Client for
Windows NT and sent to the NetWare server, and so on.

Because applications access all types of files through a single set of APlIs, any
application can access any kind of server without affecting the user.
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Distributed Applications and Windows NT

Any application you run on Windows N'T can-take advantage of networking
resources because petworking components are built into Windows NT. In addition,
Windows NT includes several mechanisms that support and benefit distributed
applications.

A distributed application is one that has two parts—a front-end to run on the client
computer and a back-end to run on the server. In distributed computing, the goal is
to divide the computing task into two sections. The front-end requires minimal
resources and runs on the client’s workstation. The back-end requires large amounts
of data, number crunching, or specialized hardware and runs on the server. A
connection between the client and the server at a process-to-process level allows
data to flow in both directions between the client and server.

Microsoft Mail, Microsoft Schedule+, SQL. Server, and SNA Server are examples
of distributed applications. .

As described in the next section, Windows NT includes NetBIOS and Windows
Sockets interfaces for building distributed applications. In addition, Windows NT
supports peei-to-peer named pipes, mailslots, and remote procedure calls (RPC).
On Windows NT, for example, an electronic mail product could include a
messaging service using named pipes and asynchronous communication that

runs with any transpaort protocol or network card.

Of named pipes, mailslots, and RPC, RPC is the most portable mechanism. RPCs
use other interprocess comumunication {IPC) mechanisms—including named pipes
and the NetBIOS and Windows Sockets interfaces-—to transfer functions and data
between client and server computers.

Named pipes and mailslots are implemented to provide backward compatibility
with existing LAN Manager installations and applications.

For more information about using distributed applications with Windows NT,
see Chapter 8, “Client-Server Connectivity on Windows NT.”

NetBIOS and Windows Sockets

Besides redirectors, Windows NT includes two other components that provide
links to remote computers—NetBIOS and Windows Sockets. Windows NT
includes NetBIOS and Windows Sockets interfaces for building distributed
applications. (Windows NT aiso includes three other interprocess communication
mechanisms—mnamed pipes, mailslots, and remote procedure calis—for use by
distribuled applications. These are described later in this chapter,)
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The NetBIOS and Windows Sockets APIs are supplied by separate DLLs. These
DLLs communicate with corresponding drivers in the Windows NT Executive. As
shown by Figure 1.11, the NetBIOS and Windows Sockets drivers then bypass the
Windows NT redirector and communicate with protocel drivers directly using the

TDL
Applicatio Appﬂc'gt-iahm\
process A process A .
NeBIOSDLL i Windows Sockets DLL%
G Manager
LA NetBI0S i
Menager | |- Windows

¢ ' - == | Sockels
redirector | NetBIOS Qver TCPIP |

NBF pLC MNWLink TCPAP

{ Network

Figure 1.11 NetBIOS and Windows Sockets Support

NeiBIOS

NetBIOS is the Network Basic Input/Output System—a session-level interface
used by applications fo communicate with NetBIOS-compliant transports such as
NetBEUI Frame (NBF). The network redirector is an example of a NetBIOS
application. The NetBIOS interface is responsible for establishing logical names on
the network, establishing sessions between two logical names on the network, and
supporting reliable data transfer between computers that have established a session.

This Session-Layer interface was originally developed by Sytek, Inc., for IBM's
broadband computer network. At that time, NetBIOS was included on 2 ROM chip
on the network adapter card, Sytek also developed a NetBIOS for IBM’s Token-
Ring network, this time implemented as a device driver. Several other vendors have
since produced versions of this interface.
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In order to support the emerging network industry standard, Microsoft developed
the NetBIOS interface for MS-Net and LAN Manager products, and also included
this interface with the Windows for Workgroups product,

NetBIOS uses a unique logical name to identify a workstation for handling
communications between nodes. A NetBIOS name is a unique alphanumeric name
consisting of one to 15 characters. To carry on two-way commusnication between
computers, NetBIOS establishes a logical connection, or session, between them.
Once a logical connection is established, computers can then exchange data in the
form of NetBIOS requests or in the form of a Server Message Block (SMB).

Server Message Blocks

The SMB protocol (developed jointly by Microsoft, Intel, and IBM) defines a series
of commands used to pass information between networked computers and can be
broken into four message types—session control, file, printer, and message. Session
confrol consists of commands that start and end a redirector connection (o a shared
resource at the server. The file SMB messages are used by the redirector to gain
access to files at the server, The printer SMB messages are used by the redirector to
send data to a print queue at a server and to get status information about the print
gueue. The message SMB type allows an application to send messages to or receive
messages from another workstation.

The redirector packages netwotk control block (NCB) requests meant for remote
computers in & structure known as a system message block (SMB). SMBs can be
scnt over the network to a remote device. The redirector also uses SMBs to make
requests to the protocol stack of the local computer, such as “Create a session with
the file server.”

The provider DLL listens for SMB messages destined for it and removes the data
portion of the SMB request so that it can be processed by a local device.

SMBs provide interoperability between different versions of the Microsoft family
of networking products and other networks that use SMBs, including these:

M5 O5/2 LAN Manager DEC PATHWORKS™

Micrasoft Windows for Workgroups Microsoft LAN Manager for UNIX
IBM LAN Server 3Come 3+Opens

MS-DOS LAN Manager MS-Net
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Windows Sockets

Windows Sockets is a Windows implementation of the widely used UC Berkeley
Sockets AP Microsoft TCPAP, NWLink, and AppleTatk protocols use this
interface. .

A socket provides an endpoint to a connection; two sockets form a complete path. A
socket works as a bidirectional pipe for incoming and outgoing data between
networked computers. The Windows Sockets AP is a networking API tailored for
use by programimers using the Microsoft Windows family of products. Windows
Sockets is a public specification based on Berkeley UNIX Sockets and aims to do
the following:

+ Provide a familiar networking API to programmers using Windows or UNIX

»  Offer binary compatibility between heterogeneous Windows-based TCI/IP
stack and uttlities vendors

»  Support both connection-oriented and connectionless protocols
Most users will use programs that comply with Windows Sockets, such as FTP

or Telnet. (However, developers who are interested in developing a Windows
Sackets application can find specifications for Windows Sockets on the Internet.)

Named Pipes and Mailsiots

Named pipes and mailslots are actuaily written as file systems, unlike other IPC
mechanisms. Thus, the Registry lists entries for the Named Pipes File System
(NPFS) and the Mailslot File System (MSFES). As file systems they share common
functionality, such as caching, with the other file systems. Additionally, processes
on the local computer can use named pipes and mailslots to communicate with one
another without going through networking components. Remote access to named
pipes and mailslots, as with all of the file systems, is provided through the
redirector.

Named pipes are based on 05/2 API calls, but in Windows NT they include
additional asynchronous support and increased security.

Anocther new feature added to named pipes is impersonation, which allows a server
to change its security identifier so that it matches the client’s. For example, suppose
a database server system uses named pipes to receive read and write requests from
clients. When 4 request comes in, the database server program can impetsonate the
client before attempting to perform the request. So even if the server program docs
have authority to perform the function, the client may not, and the request would be
denied. (For more information on impersonation, see Chapter 2, “Windows NT
Security Model” of the Windows NT Resource Guide.)

7 ¥ H
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Mailslot APIs in Windows NT are a subset of those in Microsoft 08/2 LAN
Manager. Windows NT implements only second-class mailslots, not first-class
mailslots. Second-class mailslots provide connectionless messaging for broadcast
messages and 50 on, Delivery of the message is not guaranteed, although the
delivery rate on most networks is very high. Second-class mailslots are most usefu}
for identifying other computers orservices on a network and for wide-scale
notification of a service.

Remote Procedure Calls

Much of the original design work for an RPC tamhty was started by Sun
Microsystemsa. This work was continued by the Open Software Foundation (OSF)
as part of their overall Data Communications Exchange (DCE) standard. The
Microsoft RPC facility is compatible with the OSF/DCE-standard RPC. Ht is
important to note that it is compatible and not compliant. Compliance in this case
means starting with the OSF source code and building on it. The Microsoft RPC
facility is completely interoperable with other DCE- based RPC systems such as the
ones for HPe and IBM AIXe systems.

The RPC mechanism is unique because it uses the other IPC mechanisms to
establish communications between the client and the sexrver, RPC can use named
pipes, NetBIOS, or Windows Sockets to communicate with remote systems, If

the client and server are on the same computer, it can use the Local Procedure Call
(LPC) facility to fransfer information between processes and subsystems. This
makes RPC the most flexible and portable of the Windows NT IPC mechanigms,

RPC is based on the concepts used for creating structured programs, which can

be viewed as having a “backbone” to which a series of “ribs” can be attached. The
backbone is the mainstream logic of the program, which should rarely change. The
ribs are the procedures the backbone calls on to do work or perform functions.

In traditional programs, these ribs are statically linked. By using DLLS, structured
programs can dynamjcally link the 1ibs. Witl DLLs, the procedure code and the
backbone code are in different modules. The DLIL can thus be modified or updated
without changes to the backbone. RPC means that the backbone and the ribs can
exist on different computers, as shown in Figure 1.12.

o
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Client

e ——
/ Application \

Client Client Client
stuby % stubs 2 stub 3
RPE runtime
Network
RPC runtime | RPC runtime J
Sarver Sarver Server
siu 1 stub 2 sub 3
\/,7 ™
L/ L \J ,/
lforary 1 forary 2 fibrary 3
Server Server

Tigure 1.12  Remote Procedure Call Facility

In this figure, the client application was developed with a specially compiled stub
library. The client application thinks it is calling its own subroutines. In reality,
these stubs transfer the data and the function down to 2 module called the RPC
Runtime. This module is responsible for finding the server that can satisfy the RPC
command, Once found, the function and data are sent to the server, where it is
picked up by the RPC Runtime module on the server. The server piece then loads
the needed library for the function, builds the appropriate data structure, and calls
the function. The function thinks it is being called by the client application. When
the function is completed, any return values are collected, formatted, and sent back
to the client via the RPC Runtime modules. When the function returns to the client
application it has the appropriate returned data, or it has an indication that the
function failed in strearm.

Remote Access Service

Windows NT 3.5 Remote Access Service {RAS) connects remote or mobile
workers to corporate networks. Optimized for client-server computing, RAS is
implemented primarily as a software solution, and is avatlable on all of Microsoft’s
operating systems.

-
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To understand the RAS architecture, it is important to rhake the distinction between
RAS and remote control solutions, such as Cubix and pcANYWHERE®. RAS is a
software-based multi-protocol router; remote control solutions work by sharing
screen, keyboard and mouse control over a WAN connection. In a remote control
solution, users share a CPU or multiple CPU’s on the server. In contrast, a
Windows NT RAS server’s CPU is dedicated to communications, not to running
applications.

Point-to-Point Protocol (PPP)

Windows NT supports the Point-to-Point Protocol (PPP) in RAS. PPP is a sct of
industry standard framing and autheniication protocols. PPP negotiates
configuration parameters for multiple layers of the OSI model.

PPP support in Windows NT 3.5 (and Windows 95) means that computers ronning
Windows can dial into remote networks through any server that complies with the
PPP standard. PPP compliance also enables a Windows NT Server to receive calls
from, and provide network access to, other vendors’ remote access software,

The PPP architecture also enables clients to foad any combination of IPX, TCP/IP,
and NetBEUL Applications written to the Windows Sockets, NetBIOS, or IPX
interface can now be run on a remote Windows NT Workstation, The following

~ illustrates the PPP architecture of RAS.

Remote Client RAS Server
l Applications |
£
| HAS API ] [Sockets Netaaosj IP Router!IPX Router
Dial TCPAP IPX
nang-up 2
status p
WAN driver l WARN driver I ; LAN driver
< i P J—
—1 WAN
LAN

Figure 1.13 PPP Architecture of RAS

RAS Connection Sequence

Understanding the RAS connection sequence will help you understand the PPP
protocol.

Upon connecting to a remote computer, PPP negotiation begins.
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First, framing rules are established beiween the remote computer and server. This
allows continued communication {frame transfer} to occur,

Next the RAS server authenticates the remote user using the PPP authentication
protocols (PAP, CHAP, SPAP). The protocols invoked depend on the security
configurations of the remote client and server.

Once authenticated, the Network Control Protocols (NCPs) are used to enable and
configure the server for the LLAN protocol that wiil be used on the remote client.

When the PPP connection sequence has completed successfully, the remote client
and RAS server can begin {o transfer daia using any supported protocol, such as
Windows Sockets, RPC, or NetBIOS. The following illustrates where the PPP
protocol are on.the OSI model.

L

Remote Computing Applications

[ Win32 RAS AP

WinSockets,

NelBIOS |

PPP Control Protocols

IS

Mpee | | PxcP | | nercr |

lr RAS Connection Manager

]

7. Application User Mode
6. Presentation Kernel Mode
5. Session | Redirgstor l 1 Server
4, Transport
3. Network TCPAR, IPX, NelBEUI
2. Data Link
a WAN Miniport Wrapper
i Comprassion i
TAP| Wrapper [ Encryplion 1
l Simpte HDLC Framing [
1. Physical
Figure 1.14 Location of the PPP Protocol on the OST Model

If your remote client is configured to use the NetBIOS gateway or SLIP, this
sequence is invalid.
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NetBIOS Gateway

Windows NT continues to support NetBIOS gateways, the architeciure used in
previous version of Windows NT and LAN Manager. Remote users connect using
NetBEUI, and the RAS server translates packets, if necessary, to [PX or TCP/IP.
This enables users to share network resources in a multi-protocol LAN, but
prevents them from running applications which rely on IPX or TCP/TP on the client.
The NeBIOS gateway is used by default when remote clients are using NetBEUL
The following iliustrates the NetBIOS gateway architecture of RAS.

Remote Client RAS Server
Applications NetBIOS gateway
a8 i ]
RAS AP ] ' NefBIOS J | NetBIOS ]
]
Dia | meseu | [ neseu ][ TORIBREX I
hang-up 2
status ¥
WAN driver ’ | WAN diiver H LAN driver l
% - s
] WAN
{AN

Figure 1,15 NetBIOS Gateway Architecture of RAS

An example of the NetBIOS gateway capability is remote network access for
Lotuse Notes® users. While Lotus Notes does offer dial up connectivity, dial up is
limited to the Notes application only. RAS complements this connectivity by
providing a low-cost, high-performance remote network connection for Notese
users which not only connects Notes, but offers file and print services, and access to
other network resources.

Serial Line Internet Protocol (SLIP)

w7

TORer Van

B

Serial Line Internet Protocol (SLIP), is an older communications standard found in
UNIX environments. SLIP does not provide the automatic negotiation of network
configuration and encrypted authentication that PPP can provide. SLIP requires
user intervention. Windows NT 3.5 RAS can be configured as a SLIP client,
enabling Windows NT users to dial into an existing SLIP server. RAS does not
provide a SLIP server inn Windows NT Server,

See the RASPHONE.HLP ontine Help file on the Windows NT distribution disks
(or, if RAS has been installed, \systemroofASYSTEM32) for more information
about RAS.
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Services for Macintosh

Through Windows NT Services for Macintosh, Macintosh users catl connect to

a Windows NT server the same way they would connect to an AppleShare seever.
Windows NT Services for Macintosh will support an unlimited number of
sirmultaneous AFP™ connections to a Windows NT server, and Macintosh sessions
will be integrated with Windows NT sessions. The per-session memory overhead 1s
approximafely 15K.

Existing versions of LAN Manager Services for the Macintosh can be easily
upgraded o Windows NT Services for Macintosh. O5/2-based volumes that
already exist arc converted with permissions intact. In addition, graphical
installation, administration, and configuration utilities are integrated with existing
Windows NT administration tools. Windows NT Services for Macintosh requires
System 6.0,7 or higher and is AFP 2.1-compliant; however, AFP 2.0 clients are
supported. AFP 2.1 compliance provides support for fogon messages and server
messages.

Support for Macintosh networking is built into the core operating system for
Windows NT Server. Windows NT Services for Maciniosh includes a full AFP 2.0
file server. Al Macintosh file system aftributes, such as resource data forks, 32-bit
directory 1Ds, and so on, are supported. As a file server, all filenames, icons, and
access permissions are intelligently managed for different networks. For example, a
Word for Windows file will appear on the Macintosh with the correct Word for
Macintosh icons. These applications can also be launched from the File Server as
Macintosh applications. When files are deleted, there will be no orphaned resource
forks feft to be cleaned up.

Windows NT Services for Macintosit fully stuppoits aind complies with

Windows NT security. It presents the AFP security model to Macintosh users

and allows them to access files on volumes that reside on CD-ROM or other read-
only media. The AFP server also supports both cleartext and encrypted passwords
af lagon time. The administrator has the option to configure the server not to accept

cleartext passwords.

Services for Macintosh can be administered from Control Panel and can be
started transparently if the administrator has configured the server (o use this
facility.

Macintosh-accessible volumes can be created from File Manager. Services for
Macintosh automatically creates a Public Files volume at installation time:
Windows NT file and directory permissions are automatically translated into
cortesponding Macintosh permissions.
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Windows NT Services for Macintosh has the same functionality as the LAN
Manager Services for Macintosh 1.0 MacPrint. In addition, administration and
configuration are easier. There is a user interface for publishing a print queue on
AppleTalk and a user interface for choosing an AppleTalk printer as a destination
device. The Windows NT print subsystem handles AppleTalk despooling errors
gracefully, and uses the buili-in printer support in Windows NT. (The PPD file
scheme of Macintosh Services 1.0 1s not used.) Services for Macintosh also has

a PostScript-compatible engine that allows Macintoshes (o print to any
Windows NT printer as if they were printing to a LaserWriter.

Additional Reading

For additional information on topics related (o networking and the Windows N'T
retworking model, see the following resources:

ANSVIEEE standard 802.2 - 1985 (ISO/DIS 8802/2): IFEE Standards for Local
Area Networks—Logical Link Control Standard.

ANSVIEEE standard 802.3 - 1985 (ISO/DIS 8802/3): IEEE Standards for Local
Area Networks—Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) Access Method and Physical Layer Specifications; American
National Standards Institute; January 12, 1989.

ANSVIEEE standard 802.4 - 1985 (ISO/DIS 8802/4): IEEE Standards for Local
. Area Networks—Token-Passing Bus Access Method and Physical Layer
Specifications; American National Standards Institute: December 17, 1984,

ANSVIEEE standard 802.5 - 1985 (ISO/DIS 8802/5): IEEE Standards for Local
Area Networks—Token-Ring Access Method and Physical Layer Specifications;
American National Standards Institute; June 2, 1989,

Beatty, Dana. “Programming to the OS/2 IEEE 802.2 APL” 05/2 Notebook. Bd.
Dick Conklin, Redmond, WA: Microsoft Press, 1990.

Haugdahl, J. Scott. Inside NetBIOS. Minneapolis: Architecture Technology
Corporation, 1990,

Haugdahl, J. Scott. Inside NetBIOS (2nd Edition). Minneapolis, Minn:
Architecture Technology Corporation, 1988.
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Haugdahl, J. Scott. fnside Token-Ring { 3rd Edition). Minneapolis, Minn:
Architecture Technology Corporation, 1990.

IBM Token-Ring Network Architecture Reference (6165877), November 1985.
IBM Token-Ring Network PC Adapier Technical Reference {69X7830).

International Business Machines. Local Area Network: Technical Reference
(§C30-3383-2). New York: 1988,

International Standard 7498: Information processing systems—QOpen Svsicms
Interconnection—Basic Reference Model (Firsi edition); American National
Standards Institute, November 15, 1984. The OSI model.

Martin, James. Local Areas Networks: Architecture and Implementations.
Englewood Cliffs, NJ: Prentice Hall: 1989.

Microsoft Corporation, 3Com Corporation. SMB Specification. This may be

obtained from the files library in the Microsoft Client Server Computing forum
on COmnn Serve (GO R{SNTET‘EIr\D h

LiapAen LR A TY SN S

Microsoft Corporation. Microsoft LAN Manager Resource Kit. Microsoft
Corporation, 1992,

Microsoft, Computer Dictionary.' Redmond, WA: Microsoft Press, 1991.

Microsoft. Microsoft LAN Manager MS-DLC Protocol Driver. Redmond, WA:
Microsoft Press, 1991,

Microsoft, Microsoft/3Com LAN Manager Network Driver Interface
Specification. Redmond, WA: Microsoft Press, 1990.

Miller, Mark. LAN Protocol Handbook. Redwood City, CA: M & T Books, 1990.

Miller, Mark. LAN Troubleshooting Handbook. Redwood City, CAAM & T
Books, 1990.

“Tanenbaum, Andrew. Computer Networks (2nd Edition). Englewood Cliffs, NJ:
Prentice Hall, 1988
The Ethernet. A Local Area Network. (Data Link Layer and Physical Layer

Specifications); version 2.0, November 1982. Also known as the “Ethernet Blue
Book.”
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CHAPTER 2

Network Interoperability

1 addition to Windows-based networking, Windows NT sapporis network
interoperability with computers running a wide range of operating systems and
network protocols, This support makes it easy to incorporate computers running
Windows NT into existing networks so you can take advantage of the advanced
features of Windows NT without disrupting your enterprise.

The networking architecture of Windows NT is protocol-independent, providing
standard interfaces for applications—such as Windows Sockets, remote procedure
calls (RPC), and NetBIOS—and device drivers. Besides making it easier to
implement a particular profocel stack for Windows NT, this architectire also
enables a Windows NT computer to run multiple protocols on a single network
adapter card. As a result, a Windows NT computer can simultaneously
communicate with a number of different network systems.

Of particular interest to most network administrators is how to provide access by
and to computers running Windows NT Workstation and Windows NT Server in
the following environments:

« Novell NetWare networks
- UNIX networks
- SNA networks for IBM mainframe and midrange computers

This chapter provides an overview of some of the issues and benefits involved in
using Windows NT computers in these enviromments.
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Using Windows NT with NetWare

windows NT computers can casily be integrated into a predomipantly NetWare
enviromment, making the benefits of an advanced operaling systern available to an
existing network.

A network administrator contemplating a mixed network environment is naturally
concerned about how the varions components will be able to communicate with
each other. In the case of 2 mixed Windows-based networking and NetWare
environment, the network administrator wants to ensure that Windows NT
Workstation computers added to the network are able to use file and print resources
on existing NetWare servers, and that existing NetWare clients can access client-
server applications running on Windows NT Servers. The following figure shows
how the various components of the network relate to each other,

NetWare server

" Windows NT Server
computer with
Gateway Service

for NetWare

NetWare server
+* NCF server (file and print)
+ IPX/SPX setver

#MS-DOSMS-DOS Netx workstation

» NCP client Windows NT Advanced Server
+ Access 1o NetWare computer
file and print . . . AL\ e » SMBs

« |PX/SPX client
*+ Access fo Windows NT
application servers

Sockets, RPC
Windows for Workgroups o TGPAP, IPX, NetBEUI

workstation

+ SMB client to access <
Windows NT E"
* Access lo NetWare
through Gateway Service \/
Windows NT
Workstation computer
+ SMB Client to access Windows NT
» NetBEL, TCPAP, IPX
» Named Pipes
» NCP Client fo access NetWare

Figure 2.1 Mixed Windows-based and NetWare Environment
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Chapter 2  Network Interoperability 33

The following sections discuss how Windows NT computers can effectively
tanction either as a client of NetWare servers or as an apphcatlon server for
NetWare clients.

Windows NT Servers on a NetWare Network

Many organizations that use NetWare are seeking solutions for downsizing or
reengincering existing applications that ran on minicomputers or mainframes.
NetWare servers are designed to function primarily as file and print servers, so they
do not support such business-critical applications well, NetWare servers do not
feature preemptive multitasking or protected virtual memory, essential features for
client-serves applications. On the other hand, Windows NT Server makes an ideal
platform for such demanding applications because of its scalability, fault tolerance,
32-bit architecture, and threaded, preemptive multitasking wnh full memory
protection.

NetWare administrators can take advantage of the advanced features of

Windows NT Servers on an existing NetWare network without interfering with
client systems’ access to file and printer resources on NetWare servers. For
cxample, a NefWare administrator can add Windows NT Server compaters running
SQL. Server to the network so client workstations can take advantage of a
distributed high-performance relational database system while still being able to
use files and printers shared by their usnal NetWare servers. Such a solution
requires no additional hardware or software to provide the necessary connectivity.

‘Fo function as an application server for NetWare clients, a computer running
Windows NT Server must be running the built-in NWLink IPX/SPX-compatible
protocol stack (NWLink), Connections over NWLink can be made via Remote
Procedure Calls (RPC), Windows Sockets, Novell NetBIOS, or the NWLink
NetBIOS installed with NWLink. Because NWLink is NDIS-compliant, the
Windows NT computer can simultaneously run other protocol stacks, such as
NetBEUI Frame (NBF) or TCPAP, through which it can communicate with non-
NetWare computers.

Windows NT Clients on a NetWare Network

Petiti

Windows NT was designed from the start with integrated network support in
mind. Because the network support built into Windows NT is independent of the
underlying network system, the same user interface and tools work with all
networks that run on Windows NT. For example, with File Manager the user
can browse and connect to any NetWare or Windows-networking server on the
network.
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With the Client Service for NetWare, a Windows NT Workstation computer can
access file and print resoutces on NetWare servers as easily as il acCesses resources
on Windows-based networking servers. With the Gateway Service for NetWare, a
Windows NT Server computer can not only access NetWare file and print
resources, but also share these resources with Windows-based networking clients
that have no NetWare connectivity software. To the Microsoft networking clients,
the NetWare resource looks like any other shared resource on the Windows NT
Server computer.

The Windows NT architecture includes an open interface called the multiple
provider router (MPR) that enables consistent access to third-party network file
systems, The MPR makes all file systems, regardless of type and physical location,
accessible through the same set of file-system application programming interfaces
(APIs). Appiications {and components of the Windows NT sheliy maie file-sysiem
requests through the Windows NT Win32 APL The MPR ensures that requests are
directed to the proper file systern: local file requests are sent to the local disk,
remote requests to Windows-based servers are sent to the proper server by the

Windows NT redirector, and reguests to NetWare servers are sent to the

L

appropriate server by the Client or Gateway Service for NetWare.

For more information about NWLink and the Client and Gateway Services for
NetWare, see the Windows NT Installation Guide or Windows NT Server Services

for NetWare Networks.
Windows NT
EQ Server computer

ET’ NetWare
Sz

« Windows NT clients can access
Novell sarvers using NetWare

~HEquestorior Windows NT
(from Novelf)

Windows for Q ' « Windows NT Server computer

Workgroups acts as an application server on
\l’ : Novell Networks using buill-in

IPX/SPX {or TCP/IP or NetBEUS)

Windows 3.1

. Windows NT
Workstation < Windows NT clients and servers
computer allow simutaneous connections

on NotWare anrl Minrnonf(' { Ahle

LEh Vo Qniu VLol L

Figure 2.2 Windows NT Computers as NetWare Chients or Application Servers
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Chapter 2 Network Interoperablmy 35

Additional Considerations Regarding Mixed Networking
Environments

Before adding computers running Windows NT (or other non-NetWare operaling
systems) to a NetWare network, a NetWare administrator should anticipate some of
the potential problems that might arise.

One source of possible difficulty for NetWare administrators is that Windows NT
NetWare clients do not run NetWare logon scripts. However, Windows NT can run
its own logon scripts, and the ability of Windows NT to maintajn persistent
connections through logon scripts and user profiles provides much the same
functionality as NetWare logon scripts in many instances.

Another area of difficulty is backing up Windows NT NetWare clients. Novell
servers do not provide tape backup services for their Windows NT clients without
third-party softwarc. A Windows NT computer equipped with a supported tape
drive can back up other Windows NT computers, as well as NetWare servers and
computers running Windows networking software.

Finally, Windows NT can act as a client only for a NetWare server rutining
NetWare version 3.x and earlier. Windows NT can access servers running
NetWare 4.x through the server’s Bindery Emulation Mode that emulates
version 3.x.

Integrating Windows NT and UNIX Systems

With its advanced configuration management tools, Windows NT is especially
suited for integrating with most of the UNIX variants that are likely to be found on
many networks. Among the Windows NT features that make it easy to 1nter0peratc
with UNIX systems are:

«  Built-in TCPAP protocol and vtilities.

= Support for character and graphics terminal emulation.

= Advanced file transfer and data sharing capabifities.

= Distributed processing support.

« Application portability.

The following sections provide further information about these features. With
DHCP and WINS, combined with the DNS server and other TCP/IP tools provided
in this resource kit, integrating Windows NT and UNIX systems is easier than ever.

For full details on TCP/IP in the Windows NT environment, see Part IT1, “TCP/IP,”
and Part IV, “Windows NT and thie Internet.”
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TCPR/IP Protocol

At the protocol level, Windows NT includes a fast, robust implementation of the
Transport Control Protocol/Internet Protocol (TCP/IP) protocol stack, the most
commuonly used protocol among UNIX systems. Using TCP/IP, Windows NT
computers can communicate with UNIX systems without additional networking
software. (TCP/IP also provides efficient communication on wide-area networks,
even when no UNIX systems are involved.) The TCP/IP protocol stack for
Windows NT is NDIS-compliant and so can be used in conjunction with NetBEUI
Frame (NBF) and other NDIS-compliant protocols. It includes an internet protocol
(IP) router, serial line internet protocol (SLIP), and point-to-point protocol (PPP)
support. -

In addiiion (o ihe TCPAP proivcod iisell, Windows NT also wciudes wore dhi a
dozen TCP/IP utilities that make it easier for experienced UNIX users to access
UNIX systems from Windows NT and to administer the TCP/IP networking on
their own computer. Additional tools are included on the CD-ROM accompanying
this resource kif,

Windows NT also provides facilities for integrating computers running

Windows NT into networks managed through Simple Network Management
Pratocol (SNMP), which is commonly used to manage TCP/IP networks. Through
its SNMP service, a Windows NT computer can report its current status to an
SNMP management system on a TCP/IP network, either in response to a request
from a management system or automatically when a significant event occurs on the
Windows NT computer.

For more information, see Part I, “TCP/IP.”

Character and Graphics Terminal Support
The TCP/AP Telnet utility is built into the Windows Terminal accessory to make
it casy for a Windows NT computer to have character-oriented terminal access
& UNE systers via TOP/IP: Telner o vides basic termmmal emalaion oO Ty

(scrolling), as well as emulation of DEC VT-100 (ANS]) and VT-52 terminals.

3
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Chapter 2 Network Interoperability 7

Even in the traditionaily character-oriented UNIX environment, many applications
are moving to graphical user interfaces. X Windows is a commonly used standard
for graphical interfaces in networked UNIX environments. A number of third-party
companies are also developing X Servers to enable Windows NT users to access
and run X-based applications on UNIX systems. (In X Windows terminology, an X
Server runs on a client workstation to provide graphics outpul on behalf of an X
Client program running on an applications server.} Several third-party vendors are
also developing X Client libraries for Windows NT as well; this eventually will
enable UNIX (or other systems with X Server capabilities) to access client-server
applications runnintg on a Windows NT computer. Companies developing X Servers
and X Client libraries for Windows NT include Hummingbird, Congruent, and
Digital Equipment Corporation.

File Transfer and Data Sharing

One of the fundamental reasons for connecting computers on a network is to enable
them to exchange files and data. Windows NT supports standard facilities for
transferring files and sharing data between Windows NT and UNIX systems.

Included with Windows NT itself are both client and server versions of File
Transfer Protoco!l (FTP). FTP makes it possible for Windows NT computers
to exchange files with diverse systems, particularty TINIX systems,

Where more advanced data sharing capabilities are required, computers running

- Windows NT can access data on UNIX systems (including data on remotely
mountable file systems, such as NFS, RFS, and AFS) through Microsoft LAN
Manager for UNIX {(LMU), an implementation of Microsoft Windows networking
for servers running UNIX variants, LMU is based on server message blocks
(SMBs), a set of protocols developed by Microsoft that are now part of the X/Open
standard.

Finally, a number of third-party companies (including NetManage, Beame and
Whiteside, Intergraph, and Process Software) have developed versions of Sun’s
Network File Systern (NFS) for Windows NT. NEFS is a widely used tool for
sharing files among various UNIX systems.

o
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Distributed Processing Support

As more and more enlerprises adopt the client-server paradigin for their networks,
standards-based distributed processing becomes a key factor in the success of that
effort. Windows NT provides direct support for several types of industry-standard
distributed processing.

The Remote Procedure Call (RPC) facility of Windows NT is wirc-compatible
with the Open Software Foundation’s Distributed Computing Environment (DCE)
RPC. Using this RPC, developers can create applications that include not only
Windows NT computers, but all systems that support DCE-compatible RPCs,
such as systems from Hewlett Packarde and Digital Equipment Corporation.

In addition to RPCy, Windows NT sunnorts Windows Sockete. Windows Sackers
provides an API that is compatible with Berkeley-style sockets, a mechanism that is
widely used by different UNIX versions for distributed computing,

For more information about RPC and Windows Sockets, see Chapter 1,

oYy 7t X T ORT

Windows INT lVClWUIM!’lg Archileclure.

Perhaps most importantly, Windows Open Services Architecture (WOSA), whose
development is being led by Microsoft, specifies an open set of APIs for integrating
Windows-based computers with back-end services on a broad range of vendors’
systems. WOSA consists of an extensible set of APIs that enable Windows-based
desktop applications to access available information without having to know
anything about the type of network in use, the types of computers in the enferprise,
or the types of back-end services available. As a result, should the network,
computers, or services change, desktop applications built using WOSA won't
require rewriting. The first two WOSA components address database and electronic
messaging: Open Database Connectivity (ODBC) and Messaging APT (MAPI}).
Work is underway for additional standards, including directory, securify, and
software licensing services.

' fﬁ.’::"—'__."—_::"-'ﬁ-' = B
Comimon Application Support
For most users, the key measure of interoperability is the ability to run the same
applications on multiple platforms. Three key factors are fusthering this type of
interoperability between UNIX and Windows NT computers.

tioney fﬂmﬂe’l Holdings Corp. e’é al. - Exhibit 1008 - Page (63

S
XY
218



Chapter 2 Network Interoperability 39

One factor 1s the relative ease with which many UNIX independent software
vendors (ISVs) are able to port their high-end business and technical applications to
the Win32 API of Windows NT. Aiding this process is the fact that most UNIX
applications arc written in standard C and so are readily adapted to other operating
systems (such as Windows NT) for which standard C libraries have been
developed. A wide variety of third-party porting aids (including items as diverse
asXlibs, GNU tools, and X Client librarics) are availlable through commercial
sources and from Intemnet. Because application developers are finding il so easy to
port their traditionally UNIX-based applications to Windows NT, increasing
numbers of such applications will be available for both UNIX platforms and for
computers running Windows NT.

Another factor is that Windows NT fully supports programs that conform to the
TEEE 1003.1-1990 standard cominonly known as POSIX.1 (derived from Portable
Operating System Interface). This standard defines a basic set of operating-system
services available to character-based applications. Programs that adhere to the
POSIX standard can be easily ported from one operating system to another. See
Chapter 17, “POSIX Compatibility,” of the Windows NT Resource Guide for more
information.

Another factor is that third-party products from vendors such as Bristol
Technologies are available that enable UNIX to run Windows-based applications.
Additionally, there are third-party products, such as Consensys Portage, that epable
Windows NT to run UNIX-based applications.

Connecting Windows NT and IBM SNA Hosts

A growing trend in many types of enterprises is downsizing mainframe-based
applications to run on personal computer client-server networks. Many of these
downsized applications will still require access to data and applications residing on
IBM System Network Architecture (SNA) hosts, mainframes and midrange
compuiers. Companies have invested large amounts of money, time, and effort in
their host systems and so want to be able to make the best use of thal investment
even as they move toward distributed client-server computing. This section
discusses how Windows NT computers can be connected to IBM SNA hosts to
leverage the high capacity of SNA hosts in a distributed environment.
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Basic Connectivity Using the Built-in DLC Protocol

A computer running Windows NT can comununicate with IBM SNA hosts (as well
as other network devices) across an Ethernet or token ring LAN through the Pata
Link Control (DLC) protocol that is built into Windows NT. The DLC protocol
device driver enables a basic level of connectivity with other computers running the
DLC protocol stack. For cxampie, a Windows NT computer can connect to and
communicate with an IBM mainframe through its 37x5 Front-end processor {FEP)
using a 3270 terminal emulator and the DLC protocol. See Chapter 7, “Using DLC
with Windows NT,” for more information.

SNA Server for Windows NT

Although such simple one-to-one connections can suffice for many basic operations,
most enterprises require more flexible connectivity between IBM host computers
and Iocal area networks (LANs}. To meet this need, Microsoft SNA Server exploits
client-server architecture to link dcsi(top per sonal computers to IBM mainframe and
midrangs COmputers that are accessible using the Systeins Network Architecture
(SNA) protocols. The client personal computers can run Windows NT, Windows,
MS-DOS, 08/2, or the Macintosh operating system and can use standard LAN
protocols to connect to the server; only the computer ranning SNA Server must run
the SNA protocol. Each personal computer user can have multiple 3270 and 5250
sessions for concurrent terminal and printer emulation, including file-transfer and
Emulator High-Level Language API (BHLLAPT) applications. SNA Server for
Windows NT also p10v1des support for the following APIs for distributed SNA

applications:

« Advanced Program-to-Program Communications (APPC) for applications that
© commumicate peet-to-peer with other APPC applications using the LU 6.2
protocol

Common Programming Interface for Communications (CPI-C) for applications
that communicate peer-to-peer with IBM Systems Apphcanon Archltecturc
- (SAA appilbdhdﬂa unug the 116 pr\}{JU\'}; : - : e

« Commeon Service Verbs (CSVY) for apphcatwns that communicate with NetView
and enable racing of API calls

= Logical Unit APIs (LUA) for applications (using LUA/Request Unit Interface or
LUA/Session Level Interface APIs) thai need direct access to LU 0, 1, 2, and 3
data streams
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Chapter2 Network Interoperability a4

The client-server architecture of SNA Server makes it possible (o off-load
commurications processing from client systems, permitting them to use their system
resources more efficiently. Client personal computers do not have to run one
protocol to access the LAN and another to access the SNA host. Instead, each
personal computer can run Microsoft-based networking (named pipes), TCP/IP,
IPX/SPX, AppleTalke, or Banyane VINESe, within a single-protocol or mixed
network, to access the SNA server. The SNA server routes the connection 1o the
appropriate host computer via the SNA protocol. The SNA server automatically
balances the user load across multiple host connections and servers to provide
optimal throughput.

The client-server architecture also provides Windows NT-based applications with
the ability to access information on IBM mainframes and midrange computers. For
example, using SNA Server, mail servers can access PROFS, and Microsoft SQL
Server can access DB2 information.

AS/400

3090

.
N

Remote Access
Service

Server

Windows NT
Workstation Qs

Figure 2.3 SNA Server Connecling LANs to IBM Host Computers
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DSPU Support

In addition to standard personal computer connections, SNA Server supports
Downstream Physical Units (DSPUs), any SNA device or personal compater
running a full PU 2.0 (SNA cluster controller) protocol stack. These systems

use the SNA server as a concentrator gateway for connecting to IBM hosts.
Examples of some of the DSPU clients that SNA Server supports are IBM OS5/2
Communications Manager/2 clients and IBM 3174 cluster controllers, The DSPU
protocols that SNA Server supports are DLC over token ring or Ethernet,
Synchronous Data Link Control (SDLC), and OSI-standard X.25/QLLC (Qualified
Logical Link Control}.

NetView Support

SNA Server provides API support for bidirectional communications with NetView,
IBM’s mainframe-centered network management system. SNA Server can send
application- or system-defined Windows NT event-log messages to NetView and
can enable Windows NT commands (o be executed from the NetView console. For
exampie, if an SNA Server database is stopped on ihe LA, an dieri can be sent i
the NetView console. A data center operator can then send a command from the

NetView console to the Windows NT computer to restart the server.

SNA Server also supports Response-Time Monitor (RTM) and user-defined alerts
for third-party 3270 emulators.

Centralized Management

Network administrators can administer all SNA servers from a centralized location,
such as from a LAN workstation or a NetView console. For cxample, a company
with offices in several cities could have one or more SNA Servers at each site. The
MIS department at corporate headguarters can manage all of these SNA servers,
performing all administrative functions remotely.
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Integration with Windows NT

SNA Server is supported on all the hardware platforms supported by Windows NT.
SNA Server relies on the built-in security of Windows NT, so administrators need
to manage only a single set of user accounts. SNA Server also is fully integrated
with Windows NT system monitoring and management services, and provides
automatic server and connection fault tolerance. SNA Server for Windows NT is
completely 32-bit and multithreaded for maximum performance, scalability, and
reliability.

SNA Server is fully compliant with Microsoft’s Windows Open Services
Architecture (WOSA), providing a consistent interface to enterprise computing
environments and hiding the complexities of connectivity from applications.

Server Capabilities

SNA Server provides for as many as 250 simultancous host connections by each
server and up to 2,000 users and 10,000 sessions per server.



Petitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Page 069



CHAPTER 3

Windows NT User Environments

Each user ot a Windows NT network works in a unigue environment., The user
environment is composed of such things as the file and print resources that are
available, the configuration of Program Manager icons, screen wallpaper or
background, automatic network connections, and applications that run on startup.
One important element of the user environment is a directory assigned to a user or
to a defined user group on either a workstation or a server where the user can store
tiles. This directory is called a home directory.

A user’s environment is determined primarily by a user profile, which you can
create and maintain on a Windows NT Server computer using the User Profile
Editor administrative tool. For information on the User Profile Editor, see the
Windows NT Server System Guide. Some clements of the user environment arc
more easily controlled by creating a script that is executed whenever the user logs
on to a Windows NT Workstation computer or a Windows NT Server computer.
Such a script is called a logon script.

This chapter explains how to create home directories and logon scripts. It also
describes special parameters you can use in Jogon scripts so the same script runs in
different user environments with the expected result for each individual user.
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About Windows NT Networking

Home Directories

A home directory is a private storage space assigned 1o a user or group of users.
Users typically store their private dala in their home directory, and they can
normally restrict or grant access to other users. When a user opens a Command
Prompt window, the default directory is the user’s home directory. The home
directory can also be specified as the default working directory for applications.

If hard disk space on your network’s client workstations is limited, you might want
to assign each user a home directory on a Windows NT Server computer, Or, if you
want to limit a user’s access to the files and directories on a workstation, you can
create a home directory on the workstation and give the user only List permission
on all other directories.

A531gnang a Home Directory

Tt

et

On a2 Windows NT Warkstation computer, home directories are assigned in User
Mnnn(mr On a Windows NT Server computer, home directories are assigned in

User Managel for Domains. The home d1rectory that is used depends on whether
the user logs on to the workstation account or the domain account.

The home directory can be specified by a local path name, such as
CAUSERSABILL., or by a universal naming convention {(UNC) name, such as
WMYSERVERWSERS\BILL. The UNC name is the better option for large
networks, because the system administrator can more easily see where users’
hoime directorics are located. ‘

By default, the home directory is the \USERS\DEFAULT directory that is created
during installation of Windows NT. The most comunon way to assign a home
directory is to specify it using the following syntax:
\USERS\accountname

—Or-
\US ERS\groupname
where accountname is the usermname given to the account or where groupname is

the name of a local or global group whose members all share the same home
directory.
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» To assign a home directory

i. From the Administrative Tools group in Program Manager, double-click the
User Manager or User Manager for Domains icon, depending on whether you
are using a Windows NT Workstation computer or Windows NT Server
computer.

2. Double-click the name of the uscr or group whose home directory you want to
assign.
The User Properties diafog box appears.

3. Choose the Profile button to display the User Environment Profile dialog box.

4. Enter the full path specification of the home directory in the Local Path box of
the Home Directory group box.

If you are specifying a remote home directory, specify a disk drive letter and
provide the full path (not just the sharename) to the directory. For instance, if
the home directory is JEFFHO on share WSERVERINUSERS, enter the path-
WSERVER INUSERSUEFFHO.

Note If you want the user to control access to the home directory, give the vser Full
Control permission for the directory. You will probably also give members of the
Administrator or Domain Admins group Full Control permission and give all other
users No Access or List permission only. For information on setting directory
permissions, see Chapter 4, “File Manager,” of the Windows NT System Guide.

1f you specify a nonexistent directory when you define or modify a user accouut,
Windows NT automatically creates the directory.

When a user logs on to a domain, Windows NT automatically tries to connect to the
home ditectory defined in the user’s domain account using the following rules.

« If the computer where the home directory resides is not available, the user’s
home directory on the local computer is used (if there is one).

-« If the home directory specified does not exist or the user does not have a home
directory, then the user is connected to the \USERS\DEFAULT directory of the
computer that processes the logon. ‘

o If the \USERS\DEFAULT directory does not exist, then the user is connected to
the VUSERS directory.

Note Windows NT Server connects the user to the horme directory specified in the
domnain nser account only when the logon is from a Windows NT or Windows for
Workgroups 3.11 client, LAN Manager 2.x clients can connect to the home
directory by typing the following command at the command prompt:

net use <drive>: fhome
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Specifying the Home Directory in a Logon Script or Batch File

Windows NT provides threc environment parameters you can use in a Jogon script
or other batch file to specify the location of the home ditectory, or in Program
Manager to specify the working directory of an application. Logon scripts are
described later in this chapter. If a home directory has not been defined for the
user, the default values are used as shown in the foliowing table.

Table 3.1  Environment Parameters for Logon Scripts and Batch Files

Parameter name Definition Default value

Yhomedrive % Drive where the home Drive where the Windows NT
directory is locared system files are installed

Gohamenath % Path narmne of the home VISERSADERATIT
directory

Yphomeshare % UNC name of the shared No default value

directory containing the home
directory, or a local or
redirected drive letter

If the \USERS\DEFAULT directory does not exist on the drive specified by the
%homedrive% parameter, the value of the %ehomepath % parameter is set by

‘default to the \USERS directory on that drive, If the \USERS directory does not
exist, the %homepath% parameter is set to the root directory specified by the
%homedrive% narameter.

Faidanil

When the user opens a Command Prompt window, the default directory is the
equivalent of % homedrive% %homepath%. If a user’s home directory is
specified on a remote computer and that computer is not available, the default
directory of the Command Prompt on a Windows NT Workstation computer is
the user’s home directory on the local workstation.

You might also want to specify the working directory of each application as
Y%homedrive% %homepath% That way, all File Open and Save As dlalog
boxes default to the user’s home directory.

Logon Scripts

A logon script is a BAT, .CMD, or .EXE file that is run automatically when a user
logs on at a Windows NT network client running either Windows NT Workstation

MO T Arint Ann anFaont tha
or ME-DOS, A logon soript can antomatically configure the wser’s environment to

perform such tasks as making network connections, running applications, and
setting environment variables upon startup.
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Chapter 3 Windows NT User Environments 49

User profiles can do everything that logon scripts can do, and more. However, there
ate several reasons to use logon scripis instead of, or in addition to, user profiles:

~  You have users that use MS-DOS workstations. User prafiles work only on
Windows NT workstations.

«  You want to manage patt of the user’s environment, such as network
connections, without managing or dictating the entire environment.

= You use only personal profiles, and you want to create common network
connections for multiple users.

= You already have LAN Manager 2.x running on your network, and you want to
continue to use the logon scripts you created for that system,

- Logon scripts are easier to create and maintain than user profiles.

You can assign a different logon script {o each user or create logon scripts for use
by multiple users. Whenever that user logs on, the logon script is downloaded and
min. To assign a user a logon seript, you designate the name of the logon script file
in the user environment profile defined in User Manager on 2 Windows NT
Workstation computer, or User Manager for Domains on a Windows NT Server
computer. Specify only the filename, not the full pathname.

The default file extension for logon scripts is .CMD for client workstations ranning
08/2 2.1 and .BAT for all other client computers. You can define a different file
type as the logon script by specifying the file extension. I the same logon script
must run at both Intel-based and RISC-based workstations, it must be a .BAT

file that runs the appropriate .EXE file or files on the workstation. Use the

%o processor % parameter in the logon script {o run the appropriate | EXE file no
matter which processor is being used.

You specity the path to the logon script using the Server option of Control
Panel. For detailed information, see online Help. By default, Windows NT
looks for logon scripts on the primary domain controller in the directory
systemroof\SY STEM32Z\REPLANMPORTASCRIPTS, where systemroot is the
disk drive and directory in which Windows NT Server was installed.

If you use logon scripts in a domain with more than one domain controller, you
should replicate the logon scripts to all the backup domain controllers. All servers
in a domain can authorize logon requests, and the logon script for a user must be
located on the server that approves the user’s logon request. By replicating logon
scripts, you ensure that logon scripts are always available to users, yet you still
need to maintain only one copy of each script.

troner Yonage Holdings Corp. et al. - Exhibit 1008 - Page 074

i



50 Part[ About Windows NT Networking

The filename for each user’s logon script is defined with other user account
information in User Manager for [Domains. If you change the path to the logon
scripts, this change is not replicated to the client workstations. The path must be
updated manuaily in the Server option of Control Panel for each client computer.

To simplify the replication of logon seripts, Windows NT Server creates a
\SCRIPTS subdirectory under both the default import and export directories
used for replication, If you replicate logon scripts, you must be sute to use the
Server option of Control panel or Server Manager to change the logon script
path to systernroof\SYSTEM32AREPLAMPORTASCRIPTS or

systemrootnSY STEM32\REPLAEXPORT\ SCRIPTS, as appropriate. For more
information, see the Server Manager chapter of the Windows NT Server System
Guide. '

When you use replicated logon scripts, you identify one of the domain controllers as
the export server and all the others as import servers. The export server for the
logon scripts is normatly, but does not have to be, the primary domain controlier
(PDC).

Logon Scripts and LAN Manager 2.x

When a user at a workstation running LAN Manager 2.x logs on to a Windows NT
Server computer, LAN Manager tries to run the user’s logon script. LAN Manager
2.x does not, however, recognize the logon script parameters described earlier in
this chapter. Logon scripts for LAN Manager 2.x workstations should instead use
the NetWkstaGetInto or NetUserGelInto parameter to obtain the necessaty

values.

Logon Scripts and Windows for Workgroups

By default, Windows for Workgroups does not run a logon script when a user logs
on to a Windows NT Server computer. To run a logon script from Windows for

. Workgroups, you must configure Windows for Workgreups {o log on to the
Windows NT domain on starup. -

v Tolog on to the Windows NT domain on startup from a Windows for
Workgroups computer

1. From Control Panel, double-click the Network option.

2. In the Microsoft Windows Network dialog box, cheose the Startup button o
display the Startup Settings dialog box.

3. In the Options for Enterprise Networking box, select the Log On To
Windows NT or LAN Manager Domain checkbox.
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Chapter 3 Windows NT User Environments 51

5.
6.

In the Domain box, type the name of the Windows NT domain you want o fog
on 1o.

In the Startup Settings dizlog box, choose the OK buiton.
In the Microsoft Windows Network dialog box, choose the OK button.

Windows for Workgroups does not recognize logon script parameters, and
application programming interface (API) calls made from a logon script return an
eITor.

Troubleshooting Logon Scripts

Use this list to troubleshoot the most common problems with logon scripts:

Make sure the logon script is in the directory specified in the Server option of
Control Panel. When Windows NT is installed, the logon script directory is as
follows:

systemrootisystem3d2\repl\imporgiscripts

The only valid path option is a subdirectory of the default logon script directory.
If the path is any other directory or it uses the environment variable
Y%ehomepath %, the logon script fails.

If the logon script is on an NTES partition, make sure the user has Read
permission for the logon seript directory. If no permissions have been explicitly
assigned, the logon script might fail without providing an etror message.

Make sure the logon seript has a filename extension of either CMD or BAT.
The EXE extension is also supported, but only for genuine cxecutable
programs. If you use a nondefault file extension for your processor, be sure to
specify it with the filename of the logon script.

Attempting to use the .EXE extension for a script file results in the following
e1Tor message:

NTVDM CPU has encountered an illegal instruction.

If this error message appears, close the window in which the logon script is
unning.

If the logon script is to run on a Windows for Workgroups computer, make sure
the Windows NT domain name is specified as a startup option in the Network
option of Control Panel.

Make sure any new or modified logon scripts have been replicated (o all domain
contrellers. Replication of logon seripts happens periodically, not immediately,
To manually force replication, use Server Manager. Sce the Server Manager
chapter of the Windows NT Server System Guide for detailed information,
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52 Part! About Windows NT Networking

Environment Parameters for Logon Scripts

If you want to use the same logon script for various users, you can use the
environment parameters shown in the foliowing table to reduce development and

maintenance time.

Table 3.2 Environment Parameters for Logon Scripts

Parameter Description

Yohomedir % Redirected drive letter on user’s compuier that refers to
the share point for the user’s home directory

% homedrive% Local or redirected drive where the home directory is

s Lo o
Golunnepain Yo

%homeshare %

% 08%

% processor_archifecture %
% processor_level %

Zeuserdomain %

%Busername %

located
Patil name of the itome directory

UNC name of the shared directory containing the
home directory, or a local or redirected drive letter

The operating system of the nser’s workstation

The processor architecture (such as Intel) of the user’s
workstation

The type of processor (such as 486) of the user’s
workstation :

The domain conlaining the user’s account

The user name of the user

Environment Variables for Logon Scripis

The environment variables shown in the following table can be set by the logon

script.

Table 3.3 Environment Variables for Logon Scripts

Variable ©  Description

ComSpec Directory for CMD.EXE

LibPath Directories to search for dynamic link libraries (DLLs)

QS2LibPath Directories to search for dynamic link libraries (DLLs) uader O5/2
subsystem

Path Directories to search for executable program files

WinDir Directory in whiclk Windows NT is instailed
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CHAPTER 4

Network Security and
Administration

Each domain and computer in a workgroup maintains its own user accounts
information. Even on a multidomain network, if account information for an
individual user is coordinated across all parts of the network, the user can access
any server or domain with a single logon. If the user’s accounts are allowed to
become unsynchronized, the following problems can occur:

« The user can’t browse a domain or server for which he or she has permissions,
» The user can’t access a shared resource. '

= The user must type a password each time he or she browses or tries to access 4
resource. A

This chapter provides tips for helping you avoid problems relaied to network logon.
It describes how user accounts and other security information are maintained within
workgroups and domains and how security information can be shared by trusted
domains,

Before reading this chapter, be sure to read the Windows NT Server Concepts and
Planning Guide for a thorough discussion of domain organization strategies and
user environment management techniques.

~
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54 Part1 Ahout Windows NT Networking

Windows NT User Accounis

Windows NT needs only a single logon, even for a heterogeneous networking
environmend, in part because security in Windows NT is assigned by user rather
than by resource. Resource-based security models require a separaie password for
each resource a user wants to access.

In Windows NT, the network administrator creates an account for each user
wanting to use network resources. As described in Chapter 2, “Windows NT
Security Model,” of the Windows NT Resource Guide, Windows NT maintains a
user accouni confaining a unigue security ID within the user accounts database.
Windows NT also keeps track of permissions and user rights for the user. When a
person logs on, the Security Accounts Manager (SAM) checks the user’s logon
information against data in its user accounts database to authenticate the iogon.
Then, when access is granted, the Local Security Authority {LSA) creates a
security access token for that user.

T Ty
LOQOH Secun(y account e
process manager ; User aceotnts
* database

EATAIC Pamaty

Secur@poiicy

1 ¥

\( Local security

authorsiy d

database

User mods

Kernel mode

Security
Reference
. Manitor

Fignre 41 Windows NT Security Model
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Chapter 4 Network Security and Administration 55

“Vonage Holding

Note A user who forgets his or her password might assume that he or she can gain
access to a resource via the Guest account; this is not the case. Because

Windows NT recognizes the username, it compares the user’s logon informatjon
only with the account information for that username. If the password does not
maich, no access is granted.

By default, the Guest account on Windows NT Server is disabled so that only those
users with recognized accounts can access the system. As described in the
Windows NT Server Concepts and Planning Guide, Windows NT uses the Guest
account for people with an unrecognized user account, including users logging on
from untrusted domains. Domains and trust relations are cxplained later in this
chapter,

Depending on the way your corporation’s network is organized, a given user might,

in fact, have more than one account, perhaps one granting access to the local

computer or workgroup and another for domains on the network. The user account

database used to authenticate a logon doesn’t necessarily reside on the user’s local
computer. Its location depends on whether the computer is part of a workgroup or a u
domain and whether the user is logging on (o the local computer, to the home

domain, or to another domain,

In the Windows NT security model, there are two types of user accounts:

" v A global user account is a nonmal user account that fits into the Windows NT
miodel described in this chapter. User accounts on Windows NT Workstation
computers and on Windows NT Server computers that are not domain
controllers are global accounts. Global users are authenticated by the primary
domain controller (PDC) or backup domain controller (BDC) on a domain, or
through trust relationships.

«  Alocal user account is a user account that fully participates in a domain but is
available only by remote logon and is authenticated only by user information
available locally on the machine that is processing the logon. For example, a
local user might be a member of a Windows for Workgroups, LAN Manager
2.x, or Novell network. Local user accounts are available only within their
domain; they cannot be authenticated through trust relationships.
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58 Part! About Windows NT Networking

Workgroups and Domains

A workgroup is simply an organizational unit, a way to group computers that don’t
belong to a domain. In a workgroup, cach computer keeps track of its own user and
group account information and does not share this information with other
computers. Each Windows NT computer that participates in a workgroup maintains
its own sccurity policy and security account databases.

Users on a workgroup are considered global users, as explained in the previous
section. Logons to another computer are authenticated on the remote computer only
by valid username and password.

g Security policy database
User account database

Workgroup
Figure 4.2 Computers Participating in a Workgroup

A workgroup is a good network configuration for a small group of computers with
not many user accounts, where network administration is not an issue, orin an
environment with a mix of Microsoft networks that does not include Windows NT
Server computers.

A domain is a group of servers that share common security policy and uscr account
databases. One Windows NT Server computer acts as the primary domain
controller (PDC), which maintains the centralized security databascs for the
domain. Other Windows NT Server computers in the domain function as backup
domain controllers and can authenticate logon requests. Domains can also contain
Windows NT Server computers that do not act as domain controllers, Windows NT
Workstation computers, LAN Manager 2.x servers, and other workstations such as
those running Windows for Workgroups and MS-DOS. Users of a Windows NT
Server domain are authenticated by the primary domain controller or by a backup
domain controller. Logon credentials include the username, password, and domain
name.
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Chapler 4 Network Security and Administration 57

With Windows NT, administrators have full centralized control over security. To
eliminate any single point of failure on a Windows NT Server domain, the user
accouil database, including the logon scripts (which are discussed in Chapter 3,

“Windows NT User Environments”) is automat[cally replicated o the backup
domain controllers.

Securily policy database
ser account dafabase

Domain
Figure 4.3 Computers Participating in a Domain

Domains and workgroups can interoperate and are identical in terms of browsing, If
a Windows NT computer is not participating in a domain, it is by default part of 4
workgroup {(cven if the workgroup is only one computer} and can be browsed as
part of that workgroup. For more information, see Chapter 5, “Windows NT
Browser.”

LAN Manager 2.x Domains

A Windows N'T computer can connect to standalone LAN Manager 2.x servers and
LAN Manager 2.x servers participating in 2 LAN Manager 2.x domain, LAN
Manager 2.x and Windows NT computers interoperate because they both use
server message blocks (SMBs) to communicate between the redirector and server
software. The NetBEUI Frame (NBF) and TCP/IP protocols used by Windows NT
are also interoperable with NetBEUI and TCP/IP protocols written for LAN
Manager 2.x.

Note LLAN Manager 2.x servers can act as backup domain controllers in a _
Windews NT Server domain. Both local and global user accounts are replicated to
LAN Manager 2.x servers acling as BDCs. Because LAN Manager 2.x does not
support trust relationships or local groups, a LAN Manager 2.x server can never be
a primary domain controller.
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Avoiding Mu!t:p!e PDCs

Pe

A common configuration problem is having multiple PDCs on a domain. This type
of configuration problem is described in the following scenario.

A system administrator installs a Windows NT Server computer called
WMAIN_UNIT, which is designated during installation as the PDC of a domain
called MyDomain. Later, the system administrator shuts down and turns off the
PDC, WMAIN_UNIT. Then the system administrator installs another server, called
WSECOND_UNIT, which is also installed as the PDC. Because WMAIN_UNIT is
not currently on the network, MyDomain has no PDC, and the installation of
WSECOND_UNIT proceeds without error,

Now the system administrator tums WMATIN_UNIT back on. When the Netiogon
service (described later in this chapter) discovers another PDC on the network, it
fails, and WMAIN_UNIT can no longer participate in the domain.

The system administrator now has a serious problem. 1t is ot possible to simply
demote WMAIN_UNIT from a PDC to a BDC and continue, The Securiry ID (SIL)
for WMAIN_UNIT will not be recognized by the current PDC, \\SECOND_UNIT
In fact, WMAIN_UNIT cannot join MyDomain in any capacity. This happens
because when a PDC is created, a unique domain SID is also created. All BDCs
and user accounts within the domain share this domain SID as a prefix to their own
SIDs. When WSECOND_UNIT is installed as a PDC, its SID prefix is different
from that of WMAIN_UNIT, and the two computers can never participate in the

same domain,

in addition, the system administrator cannot change the name of WMAIN_UNIT and
rejoin MyDomain, because the SID is fixed once the Windows NT Server is
installed. If WMAIN_UNIT is to be the PDC of MyDomain, the sysiem
adiministrator must shut down both WMAIN _UNIT and WSECOND_UNIT, start up
WMAIN_UNIT, and then reinstall Windows NT Server on WSECOND_UNIT,
designating it a BDC during setup.

Toaveiddisproblen; WSECOND AUNIT shoud-be listalled as a backup Gomain’

controller while WMAIN_UNIT is running. Tf WMAIN_UNIT is taken offline at this
point, \SECOND_UNIT can he promoted to PDC. (In general, it should not be
necessary to designate a new PDC unless the original PDC is going to be down for
a long time.) When WMAIN_UNIT is ready to go online again, WSECOND_UNIT
can be demoted to a BDC. The SID for WMAIN_UNIT is recognized by
WSECOND_UNIT, and when WMAIN_UNIT is restarfed, it becomes the PDC
again.
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Interdomain Trust Relationships

With Windows NT Server, the user accounts and global groups from one domain
can be used in another domain. When a domain is configured to allow accounts
from another domain to have access to its resources, it effectively frusts the other
domain. The trusted domain has made its accounts available to be used in the
triesting domain. These trusted accounts are available on Windows NT Server
computers and Windows NT Workstation computers participaling in the trusting
domain.

Hint By using trust relationships in your multidomain network, you reduce the need
for duplicate user account information and reduce the usk of prablems caused by
unsynchronized account information.

The trust relationship is the link between two domains that enables a user with an
account in one domain to have access to resources on another domain. The trusting
domain is allowing the trusted domain to return to the trusting domain a list of
global groups and other information about users who are authenticated in the trusted
domain. There is an implicit trust relationship between a Wmdows NT Workstation
participating in a domain and its PDC.

The following figure illustrates a trust relationship between two domains, where the
London domain trusts the Topeka domain,

Because the London domain trusts the

Topeka domain, users from the Topeka domain
can be granted permissions and rights in the
London domain (even though they don't

have accounts in London).

Accounts
Policy

Topeka

Figure 44 TFrusted Domain
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In this example, the following statements are true because the London domain trusts
the Topeka domain:

«  Users defined in the Topeka domain can access resources in the London domain
without crealing an account within that domain.

= Topeka appears in the From box at the initial fogon screen of Windows NT
computers in the London domain. Thus, a user from the Topeka domain can
log on at a computer in the London domain.

When trust relationships are defined, user accounts and global groups can be given
rights and permissions in demains other than the domain where these accounts are
located. Administration is then much easier, because you need Lo create each user
account only once on your entire network, and then the user account can be given
access to any computer on your network {provided you sef up domains and trust
relationships to allow it).

Note Trust relationships can be configured only between two Windows NT Server
domains. Workgroups and LAN Manager Z.x domains cannot be configured to use
trust relationships.

Changes to Computers in the Trusting and Trusted Domains

When one domain is permitted to trust another, User Manager for Domains creates
an interdomain trust account in the Security Accounts Manager (SAM) of the
trusted domain. This account is like any other global user account, except that the
USER_INTERDOMAIN_TRUST_ACCOUNT bit in the control field for the
account is set. The interdomain trust account is used only by the primary domain
controller and is invisible in User Manager for Domains. The password is randormly
generated and is maintained by User Manager for Domains.

thn this trust relationship i8 established the Netlogon servicc on the Uusting

trusted domain.

When one domain trusts another, a trusted domain obiect is created in the LSA of
the trusting domain, and & Secret object is created in the LSA of the frusting
domain.
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Access to Files in a Trusting Domain

Users from the trusted domain can be given rights and permissions to objects in the
trusting domain using File Manager, just as if they were members of the trusting
domain. Subject to account privilege, users in the trusted domain can browse
resources in the trusting domain.

For cxampie, suppose the London domain trusts the Topeka domain. User EmilyP,
who ts a member of the Topeka domain, wants to access MYFILE, TXT, which is a
fite located on a Windows NT Server computer in the London domain. When
EmilyP attempts to log on to the server in London, her user account information is
not transferred to the London domain’s user database. Because London frusts
Topeka, the London domain has access to user information in the Topeka domain’s
user account database. Authenticating & user logon in this manner is called pass-
through authentication, a concept that is discussed in greater detail later in this
chapter.

One-way Trust Relationships

Trust relationships are defined in only one direction. In the previous example, just
because the London domain trusts the Topeka domain does not mean that the
Topeka domain trusts the London domain. For a two-way trust relationship, each
domain must be configured to trust the other.

Trust relationships are not transitive. For example, if the London domain trusts the
Topeka domain and the Topeka domain trusts the Melbourne domain, that does not
mean that the London domain trusts the Melbourne domain. For the London domain
to trust the Melbourne domain, a trust relationship must be explicitly established.

Users and computers from the trusting domain have no special status on the trusted
domain. The names of trusting domains do not appear in the From box of the Logon
dialog box, nor do users from the trusting domain appear in the File Manager of
computers in the trusted domain.

Setting Up Domains

The way you configure your network into domains depends on your adminpistrative
resources and the size of your network. This section describes the most common
domain models:

= Single domain

»  Master domain

»  Multiple master domain

«  Multiple trust
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Single Domain

In the single domain model, there is only one domain. Because there are no other
domains, there arc no trust relationships to administer. This model is the best
implementation for organizations with fewer than 10,000 users in which trust
among departments is not an issue. This model offers centralized management of all
user accounfs, and local groups bave to be defined only once. In an organization
with multiple domains where there is no need to share information among domains,
the best configuration is often multiple single domains.

If, however, you anticipate significant growth in your organization, you might want
to consider a more flexible model, such as the multiple master domain model
described iater in this section. If your organization grows beyond 10,000 users, the .
single domain model can no longer support all vour users, and there might be a

great deal of administrative work involved in reconfiguring your user database.

Master Domain

In an organization with fewer than 16,000 ugers in which trust among departments
is an 1ssue, the master domain model is a suitable option. In this model, one domain,
the master domain, is trusted by all other domains, but does not trust any of them,
Trust relationships among the other domains can be defined and adminisiered as
necessary.

The master domain model offers the benefits of both central administration and
multiple domains. In an organization with a number of departments, each
department can administer its own resources, but user accournits and global groups

still need to be defined only once, in the master domain.

As with the single domain model, however, the user population is limited to 10,000,
because all user accounts are maintained in one place, the master domain. Further,
local groups must be defined for each domain, which can require significantly more
administration i you use local groups extensively.

Wivitipie Master Domain
For targe organizations, or those which aniicipate substantial growth, the multiple
master domain model might be the best solation. In this model, there is more than
one master domain, each of which trusts all the other master domains, and all of
which are trusted by all the other domains. None of the master domains trusts any
of the subdomains. ‘
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This model works best when computer resources are grouped in some logical
fashion, such as by department or by location. Because a muliiple master dornain
mode] can support as many as 10,000 users per master domain, it works well for
large organizations. And because all the master domains trust each other, only one
capy of each user account is nceded.

The administrative requirements for a muitiple master domain model can be
considerably greater than for a single domain or master domain model. Local and
global groups might have to be defined several times, there are more trust
relationships to manage, and not alf user accounts reside in the same domain.

Multiple Trust

In the multiple trust model, all domains trust all other domains. This model is the
simplest to understand, but if many domains are involved it is the most complex to
administer.

Like the multiple master domain model, the multiple trust model is scalable as the
organization grows: it can support as many as 10,000 users for each domain (not
for each master domain, as in the multiple master domain model). Because each
domain has full conirol over its own user accounts, the multiple trust mode] can
work well for a company without a centralized management information services
(MIS) department. If, however, the organization has many domains, there can be a
very large number of trust relationships to manage. And because domain
administration is decentralized, it is harder to assure the integrity of global groups
that other domains might use.

Local and Global Groups

You can place a set of users with the same administrative requirements into user
groups. User groups make system administration much simpler, because you can
assign all members of a group the same logon script, file rights and permissions,
and user profile. If some aspect of the group’s administrative requirements changes,
you can make the change in just one place for all the users in the group.

User groups can be local or global. The tertms local group and global group refer
1ot {o the contents of the group, but to the scope of the group’s availability. A local
group is available only on the domain controllers within the domain in which it is
created, while a global group is available within its own domain and in any trusting
domain. A trusting domain can, therefore, usc a global group to control rights and
permissions given members of a trusted domain.
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Global Groups

A global group contains only individual user accounts (no groups) from the domam
in which it is created. Once created, a global group can be assigned permissions and
rights, either in its own domain or in any trusting domain. A global group is a good
way to export a group of users as a single unit to another domain, For example, in a
trusting dornain you can grant identical permissions to a particular file to a global
group, which then pertain to all individual members of that group.

Global groups are available only on Windows NT Server domains. When
Windows NT Server is installed on a computer, it is configured with two predefined
global groups:

= Domain Admins

»  Domain Users

Local Groups

A local groun i a onod way {0 :mpn:’t a group of neers and elahal groups from

R (1wt R o LA U T A e

other domains into a smgle unit for use in the local domain. A local group can
contain user accounts or global groups from one or more domains. The group can be
assigned privileges and rights only within iis own domain. Local groups created on
a Windows NT Workstation computer or a Windows NT Server computer in a
workgroup are available only on that computer.

The following predefined local groups are available on Windows NT Workstation

and Windows NT Server coingiulers:

«  Administrators

= Users

= Guests

« Backup operators

» Replicator,

The following additional predefined Jocal groups are available only on
Windows NT Server computers acting as primary or backup domain controllers:
= Account operators

= Print operators

= Server operators

Another predefined local group, Power Users, is available only on Windows NT

Workstation computers or on Windows NT Server computers that are not acting as
domain controllers.
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Logons and Authentication

When you log on to a workgroup computer, your logon information is compared
with the local user accounts database. When you log on to a computer that
pasticipates in a domain, you choose whether to log on locally, or to the domain. {(If
your domain trusts another donzain, you can alternately choose to log on thete.)

Note Windows NT Server computers store only domain accounts. To log on to a
Windows NT Server computer, you must use a domain account.

For example, suppose AnnM has an account on a domain (MyDomain), as well as
an account on a Windows NT workstation (MyWksta) belonging to that domain.
When AnnM fogs onto her workstation account, the local authentication software
uses the information stored in the workstation user accounts database (0
authenticate the Jogon. If AnuM logs onto the domain from that workstation, the
local authentication software sends the logon request to the domain for
authentication. Although they share the same username, each account has a unigue
security ID.

MyWksta\dnnM

{Ann's Workstation)

Figure 4.5 Logging On Locally Versus Logging On fo the Domain

As described in Chapter 2, “Windows NT Security Model,” of the Windows NT
Resource Guide, the Local Security Authority (LSA) creates a security access
token for each user accessing the system. This happens when the user logs on and is
authenticated (that is, during interactive logon). The LSA also creates a security
access token when a user establishes a connection from a remote computer. This
pracedure is called a remote logon.
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For example, suppose AnnM logs on and is authenticated by her local computer and
then wants to access a printer controlled by a Windows NT Server computer in
domain MyDomain. When she tries to connect to the printer (assuming she hasn’t
already connected to some other resource in the domain), she is actually performing
a remote logon. One of the servers in MyDomain checks the domain’s central user
accounts database for information to authenticate her account for the domain and
then creates a security access token for AnnM, and allows AnnM access.

Note This type of scenario becomes complex when AnnM uses different passwords
for different accounts. For example, if her local password doesn’( match the
password for her domain account, when she tries to browse the domain or connect
to a resource in the domain, a message like the following is displayed on the screen:

L S P S PP gy
oYLl iU 2oan veLul i e

Access is denied

While tools such as File Manager prompt for a valid password, the command-fine
interface and some applications simply deny access. It is always a better idea to
have one set of credentials that apply everywhere in a trusted enterprise.

From an administrative viewpoint, it is important to understand where the user
account information is stored. A user’s account is either in a private local user
accounts database ot in a domain user accounts database shared by all the
Windows NT Server computers in the domain.

The Netlogon Service
The Netlogon service provides users logging on with a single access poini (o &
domain’s primary domain controller and all backup domain controllers. The
Netlogon service replicates any changes to the security database to all domain
controllers in the domain, including the SAM, BuiltIn, and 1.5A databases
described in Chapter 2, “Windows NT Security Model,” of the Windows NT
Resource Guide The SAM.database is limited only by, the.number of Registry
entries permitted and by the performance limits of the computer hardware. The
maximum number of accounts of all types the SAM database supporis is 10,000.

The Netlogon service on a Windows NT Server computer fully synchronizes its
user database when the domain controller is first installed, or when the domain
controller is brought back online after being offline, and the PDC’s change log is
full when the server returns online.

The Netlogon service accepts logon requests from any client and provides complete

authentication information from the SAM database. It can authenticate logon
requests as a member of a trusting or trusted domain.
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The Netlogon service runs on any Windows NT computer that is a member of a
domain. It requires the Workstation service and the “Access This Computer from
Network” right, which is set in User Manager on Windows NT Workstation
computers or servers, or User Manager for Domains on domain controllers. A
domain controller also requires that the Server service be running.

User Authentication

On a Windows NT Workstation computer or a Windows NT Server computer that
is mot a domain controller, the Netlogon service processes logon requests for the
local computer and passes through logon requests to a domain server.

The Netlogon service processes authenticates a logon request in three steps:

1. Discovery
2. Secure channel setup

3. Pass-through authentication (where necessary)

Discovery

When a user fogs on to a domain from a Windows NT Workstation computer or a
Windows NT Server computer that is not a domain controlfer, the computer must
determine the location of a domain controller in its domain. If the computer is part
of a workgroup, not a domain, the Netlogon service terminates, (If the workslation
is not connected to a network, Windows NT treats it like a member of a workgroup
consisting of one member.)

When a Windows NT Workstation computer or a Windows NT Server computer
that is not a domain controller starts up, it attempts to locate a Windows NT Server
computer in each trusted domain. (There is an implicit trust between the client and
domain controllers in its own domain.) In either case, the server located can be
either a primary domain controfler (PDC) or a backup domain controller (BDC).
The act of locating a domain controller to connect to is called discovery. Once a
domain controller has been discovered, it is used for subsequent user authentication,

When a domain controller is started up, the Netlogon service attempts discovery
with all trusted domains, (Discovery is not necessary on the domain controller’s
own domain, because it has access to its own SAM database.) Hach domain is
called three times in intervals of five seconds before discovery fails. If a trusted
domain does not respond to a discovery attemnpt, the domain confroller atlempts
another discovery every 15 minutes until it Jocates a domain controller on the
trusted domain. If the domain controller receives an authorization request for the
trusted domain for which discovery has not yet been successful, it attermpts another
discovery immedjately, no matter when the last discovery was attempted.
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Secure Communication Channel

Before a connection hetween two Windows NT computers is allowed, each
computer’s Netlogon service must be satisfied that the computer at the other end of
the connection is identifying itself correctly. To do this, each computer’s Netlogon
service issues and verifics challenge and challenge response information. When this
information is successfully completed, a secure channel is established and a
communication session set up between the two computers’ Netlogon services. The
session can be ended without terminating the secure channel. The secure channel is
used to pass subsequent network APT calls between the two computers. The secure
communication channel is used to pass the username and encrypted password
during pass-through authentication. Pass-through authentication is discussed in
detail Iater in this chapter.

The Netlogon service maintains security on these communication channels by using
user-level security to create the channel. The following special internal user
accounts are created:

ATy gadraprrts siot nnrannte which allawe o damain yarkotatiom tn nerfn nnag_
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through authentication for a Windows NT Server computer in the domain, as
described later in this chapter

. Server trust accounts, which allow Windows NT Server computers to get copies
of the master domain database from the domain controller

. Interdomain trust accounts, which allow a Windows NT Server computer o
perform pass-through authentication to another domain

The Netlogon service attempts to set up a sccure channel when it is started, as soon
as discovery is completed. Failing that, Netlogon retries every 15 minutes or
whenever an action requiring pass-through authentication occurs. To reduce
network overhead among trusted domains, the Netlogon service on a domain
controller creates a secure channel anly when it is needed.

.. Nete. Hthe-secure channel.cannet be ereated at-logon-{forexample, because.the
domain controllers are offline), the Netlogon service starts anyway. If the user’s
interactive logon uses the same domain name and username, the user’s interactive
jogon is successfully completed using cached credentials.

A Windows NT computer stores the information used to authenticate the last
several (ten, by default) users who logged on interactively. That way, if all the
domain controllers are down at the same time, the last several users who connected
to the computer can still log on. Additionaliy he credentials of all users who have
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Pass-through Authentication

Pags-through authentication occurs when a user account must be authenticated, but
the local computer can’t authenticase the account itself, In this case, the username
and password are forwarded to a Windows NT Server computer that can
authenticate the user, and the user’s information is returned to the requesting
computer.

Pass-through authentication oceurs in the following instances:

«  Atinteractive logon when a user at a Windows NT Workstation computer of a
Windows NT Server computer that is not a domain controfler is logging onto a
domain or trusted domain

- Atremote logon when the domain specified is a trusted domain

Figure 4.6 illustrates pass-through authentication. In this example, AnnM wants to
access a computer in the London domain. Because the London domain trusts
AnnM'’s home domain (Topeka), it asks the Topeka domain to authenticate AnnM’s
account information.

Security Policy database
User Accounts database

Access:
username=Annhi
password=speciaiX
here domain=Tepeka

AnnM
{home account)

Topeka

Figure 4.6 Pass-Through Authentication
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The Netlogon service provides this pass-through authentication. Each Windows NT
computer participating in the domain must be running the Netlogon and
Workstation services. (Netlogon is dependent on the Workstation service.) The
Netlogon service communicates with the Netlogon service on the remote computer,
as illustrated in Figure 4.7.

Lagin Locel Computer
¥
Security
account --—————-  Natiogen
manager Domein
v 5
Local
logon Seeure
1 Communications

Channel
User accounts 3

o dtabaee |
Security
: Netiogon |« L account
N manager
Local
v iogon

Domain Controlier

User accounts

Figure 47 Netlogon Requirements for Domain Logens

If the user account is in a trusted domain, the request must first be passed from the
computer in the trusting domain to a domain controller in its domain. The domain
controller then passes the request to a domain controller in the trusted domain,
_which authenticates the user account information and th s the user
information by the reverse route. . o

Interactive Logon

The interactive logon can occur in any user accounts database where a user has an
account. Depending on the type of Windows NT computer and how it has been
configured, the From box (in the Logon dialog box) lists the local computer and/or
domains where user accotnts can be authenticated.

"
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Summary of Interactive Logon Authentication

The following table shows the logon options for someone using a Windows NT
computer in a workgroup, a domain, and a domain with a trust relationship. The
unique identifier used by Windows NT after logon depends on the location of
the database used to log on the user, The third cofumn in this table describes the
unique identifier used in cach case. Any nctwork connection requests sent
elsewhere on the network include this unigue identifier.

Table 4.1 Swmnmary of Interactive Logon Authentication

Computer is in User can logon af Unique identifier
Workgroup Local database Computername and userpame
Domain Local database Computername and username
Domain database Dorpain name and username
Domain Local database Computername and username
with a trust Home domain database Domain name and username
relationship Trusted domain database Trusted domain name and username
Domain withouta  Local database Computername and username
trast relationship Untrusting domain name and
: ‘ username

Remote Logon

A security access token created at interactive logon is assigned to the initial process
created for the user. When the user tries to access a resource on another computer,
the security access token is placed in a table in the remote server process. The
server process creates a security I for the user and maps it to the user’s security
access token. This security 1D is sent back to the client redirector and is used in all
farther server message block (SMB) communication between the server and client.
Whenever a resource request comes in from the client, the security ID identifies the
user to the server process. The security access token that maps to the user 1D
identifies the user to the remote security subsystem.
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Security poficy daiabase
User accounts database

Windows NT
workstation

Table of remote user IDs
. UsetiD1

) UseriD2
Windows NT
wortkstation

Figure 4.8 Remote Logon

The following list shows the steps in a successful remote logon at a Windows NT
Workstation computer or Windows NT Server computer.

1. The username, password, and domain name {ihe data enfered in the Welcome
dialog box) of the logged on user are sent from the user’s computer to the remote
Windows NT server.,

2. The authenticating computer’s SAM compares the logon username and
password with information in the user accounts database.

3, If the access is authorized, the authenticating computer’s LSA constructs a
security access token and passes it to the server process, which creates a
user 1D referencing the security access token.

4. The user ID is then returned to the client computer for use in all subsequent
requests to the server.

After the session has been created, the client computer sends requests marked
with the user ID it received during session setup. The server matches the user ID
with the proper access token kept in an internal table, This security access token
at the remote computer is used for access authentication at the remote computer
by that user.

Remote Logon at a LAN Manager 2.x Server

Remote logon at a LAN Manager 2.x server is basically the same as remote logon
10 a Windows NT computer. However, instead of comparing the user’s logon
information against a centralized user accounts database, the LAN Manager 2.x
server compares the information with its local user accounts database. This
database may be the server’s own standalone database or a domain database shared
by a group of servers. LAN Manager 2.x servers cannot use pass-through
authentication.
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Accessing resources on @ LAN Manager 2.x server is similar to accessing resources
an a Windows NT computer, except that the LAN Manager 2.x server does not use
a secyrity access token to identify resource requests. Instead, the security ID maps
to the username, which is used to process resource requests.

If the JLAN Manager 2.x server is in the same domain as a Windows NT Server
computer, the server logon is identical to that used when accessing another
Windows NT Server computer (except that the LAN Manager 2.x server does not
generate or use security access tokens).

If the LAN Manager 2.x server is in another domain, the server logon is identical to
logon for a Windows NT Workstation computer that is a member of a workgroup.
This is true even for a trusted domain, since LAN Manager 2.x servers don’t
support trust relationships. An account must exist either in the LAN Manager 2.x
server’s domain or at the stand-alone server itself,

Summary of Remote Logon Authentication

This section summarizes the various remofe logon scenarios.

»  Workgroup computer connecting to a Windows NT computer in a domain

Interactive logon for the user at the workgroup computer (the client) is performed
by the local user accounts database.

The client’s username and a function of the password are passed to the specific
server in the domain to whicl the client is tryving to connect. This server checks the
username and password with information in its local user accounts database. If
there is a match, access to this server is allowed.

»  Domain computer cornecting to a Windews NT computer in the same demain

Interactive lbgon for the user at the client computer was perfosmed by the domain’s
user accounts database. '

The client’s domain name, username, and a function of the password are passed to
the computer being accessed, which passes them to a Windows NT Server computer
in the domain.

The Windows NT Server computer verifies that the domain name for the client
matches this domain.

Next the Windows NT Server computer check the username and password against
the domain’s user accounts database, If there 1s a match, access is allowed.

B e
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Domain client in a trusted domain contiecting to a Windows NT computer

Interactive Jogon for the user at the client computer is performed by the domain’s
user accounts database.

" The client’s domain name, username, and a function of the password are passed to

the computer being accessed. That compufer passes the logon information to a
Windows N'T Server in the domain.

The Windows NT Server computer verifies that the client’s domain is a trusted
domain and then passes the client’s identification information to a Windows NT
Server computer in that trusted domain.

A Windows NT Server computer in the trusted domain (that is, the same domain as
the client computer) checks the username and password against the domain’s user
accounts database, If there is a match, access is allowed.

Common Logon Scenarios

i
|
B Y B
e
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The following examples describe various logon scenarios in a Windows NT
environment.

Example 1: Logging On to a Member of a Workgroup

For a computer running Windows NT and participating in a workgroup, the

logon information is compared with the local user accounts database, When a user
logs on, the From box lists only the name of the local computer. The user cannot
specily another workgroup or domain for logon. There is no discovery, because the
Netlogon service is not running. If the user attempts access o another Windows N'T
computer, authentication proceeds as discussed in “Example 4: Logging On to an
Untrusted Domain,” tater in this chapter.

i -
. Biam. g

s ML

Figure 4.9 [Initial Logon and Local Databases for a Windews NT Workstation

After successful authentication, the username and password are cached by the
computer’s redirector for use when conneciing o remote resources.
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Example 2: Logging On to the Home Domain

From a Windows NT computer participating in a domain, a user can choose

to have his or her logon information authenticated by the local computer or by a
domain controller in its domain. If the user account is a domain account, a domain
controller’s SAM for the home domain or a trusted domain authenticates the logon.
The workstation itself connects to a domain with a workstation trust account.

The From box lists the name of the focal computer, the name of the home domain in
which the computer participates, and the names of any trusted domains,

i
i MicRosorT. -
% oy Pevswerd

— Seturlty poiicy datahase
User accounts database

MyDomain
controfler

TrustedDomain
contratler

Figure 4.10  Logging On from a Demain Workstation

The security access token generated in an interactive logon is main(ained on
the computer where the user is logged on,

Example 3: Logging On to a Trusted Domain

When a user at a Windows NT Workstation computer in a domain, or a

Windows NT Scrver computer that is participating in a domain but not as a domain
controller, attempts to log on to a trusted domain, the user’s credentials are not
authenticated on the local computer. The logon request is passed to a domain
controller on the trusted domain and is authenticated there.
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1f the username is not valid and the Guest account of the computer on the computer
the user is logging on to is enabled, the user is logged on to the trusted domain as a
guest. If the Guest account is disabled, or if the username is valid but the password
is not, the logon attempt fails with access denied. The Guest account is used only
for remote logons.

The npet use command prompts for a password if there is no corresponding user
account in the frustad domatin, or if there is a correspending user account buf the
password does match the one supplied by the trusting domain. In sifuations where
the net use command would reguire a password, the net view command simply
fails with access denied.

The From box lists the domain and trusted domains for this computer.

R R R A SR AR
[HyDamain T 4
Ky owain ﬁ

TrustedDamain

OYOIT.
SNy, Coert

N

[: = Segurily policy database
F==71 User accounts database
L

MyServer

MyDoma Trust
confroller %

TrustedDomaln
controfler 5

Figure 411 Authentication by a Trusted Domain Controller

Exampie 4: Logging On to an Untrusted Domain

If a client workstation or server connects by remotz logon (o a Windows NT
computer and the domain name specified is not trusted by the domain the client
workstation or server that the user is logged on to, the client computer checks its
oW user du.oum for the username and paseword 'supplied If the credcntialq arc
au,oun[ is enablcd, the computei logs the user on ag a guest and passes Lhe
credentials to the untrusted domain.

=
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Example 5: Logging on Without Specifying a Domain
Name

For workstations running Windows for Workgroups 3.1 or LAN Manager 2.0, the
domain of the Windows NT computer being connected to might not be specified.
For a user conneeting to an individual or workgroup workstation, user credentials
are authenticated only on the local compuier, If the username is not valid and a
Guest account is enabled, the user is logged on as a guest.

If the client is connecting to a domain of which the worksfation is a member, user
credentials are authenticated first by the workstation itself, and then by a domain
controller. If the username is not valid for the domain and the domain controller’s
Guest account is enabled, the user is logged to the Guest account of the machine
being connected to. If the username is valid but the password is not, or if the Guest
account is disabled, the user is again prompted for a password, and then the logon
attempt fails with access denied.

For a user logging onto a trusted domain from a domain workstation, it is not
obvicus where the user’s domain account is defined. User credentials are
authenticated in the following order until the user is successfully logged on: first by
the workstation itself, then by the local domain server, and finally by the trusted
domain. If all these logon attempts fail, the user is connected, if possible, to the
Jocal workstation’s Guest aceount,

Troubieshooting Logon Problems
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This section discusses the two categories of typical problems users might face that
relate to logons:

= Problems when trying to view a server’s shared resources

~ Problems when trying to access one of those resources

Viewing a Server’s Shared Resources

Suppose AnnM logs on o a Windows NT domain with the password Yippee. She
wants to view the shared resources on a server named WPRODUCTS, but her
password there is Yahoo. Because of this situation, Ann sees the following message
displayed on the screen:

Error 5: Access has been denied.
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AnnM asks the administrator of WWRODUCTS to change her password, but the
administrator leaves the User Must Change Password At Next Logon checkbox
checked. When AnnM ies to view the server’s shared resources this time, she sees
the following message displayed on the screen: '

Error 2242: The password of this user has expired.

When the administrator of WPRODUCTS clears the User Must Change Password
At Next Logon checkbox, AnnM is finally able (o see the server’s shared resources.

Accessing a Server’s Shared Resources

Suppose AnnM is logged on to a Windows NT domain with the password Yippee
bhut wants to connect to a shared directory an WPRODUCTS, where her password is
Yahoo. Even though WPRODUCTS has a Guest account because there is an
account for AnnM, she is not aflowed to gain access via the Guest account. Instead,
Windows NT prompts AnnM for the valid password on WPRODUCTS.

On the other hand, Jeffld wants to access the same shared directory and has no
account on WPRODUCTS. He is allowed access to this resource via the Guest
account for WWRODUCTS and is assigned the permissions associated with that

accouiit.

WAN Environments

Tn a WAN environment, timeout parameters are automatically tuned by both
Windows NT Workstation and Windows NT Scrver. Scssion setup times out after
45 seconds.

Using the LMHOSTS file, 2 directed mailslot can be sent directly to a computer’s
internet protocol (IP) address to establish a trust relationship. For information on
the LMHOSTS file, see Chapter 15, “Setting Up LMHOSTS.”
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CHAPTER 5

Windows NT Browser

Users on a Windows NT network often need 1o know what domains and compuiers
are accessible from their local computer. Viewing all the network resources
available is known as browsing. The Windows NT Browser system maintains a list,
called the browse list, of all the domains and servers available, For instance, when
a user attempts to connect to a network drive using File Manager, the list of servers
that is displayed in the Shared Directories box of the Connect Network Drive dialog
box is the browse list, and it is provided by a browser in the local computer’s
domain.

Note For the purposes of this discussion, the term server refers to any computer
that can provide resources to the rest of the network. A Windows NT Workstation
computer, for instance, is a server in the context of the Browser system if it can
share file or print resources with other computers on the network. The computer
does not have to be actually sharing resources to be considered a server. In this
chapter, specific references to Windows NT Server computers are always made
explicitly. '

The Windows NT browser system consists of a master browser, backup browsers,
and client systems. The master browser maintains the browse list and periodically
sends copies to the backup browsers. When a browser client needs information, it
obtains the current browse list by remotely sending a NetServerEnum2 application
programming interface (APT) call to ejther the master browser or a backup browser.
{A NetServerEnum API call is also supported for compatibility with Microsoft
LAN Manager networks.)

The centralized browser architecture reduces the number of broadeast datagrams.
A datagram is a network packet that is sent to a mailslot on a specified computer
{a directed datagram} or to a mailslot on any number of computers (a broadcast
datagram}. The centralized browser architecture also reduces the demands on the
client’s CPU and memory.
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Specifying a Browser Computer

Whether a computer running Windows NT Workstation computer or a

Windows NT Server computer can become a browset is determined in the
Registry by the MaintainServerList entry under the HKEY LOCAL_MACHINE
S YSTEM\CurrentControiSet\Services\Browser\Parameters key. The possible
values for the MaintainServerList entry are shown in the following table:

Table 5.1  Values for the MaintainServerList Entry

Value Meaning
No This computer wilk never be a browser.
Yes This computer will become a browser, Al startup, the server tries to contact

the master browser to get a current browse list. If the master browser
cannot be found, this computer forces a browser election, and can becomne
the master browser. For more information on browser eleciions, see
“Deetermining Browser Roles,” later in this chapter.

ig 1 anlt value for Windows NT Server comnuters
FRUER LR falni value Ior WiInGOWws N Servory COmMpuners.

Auto This computer is a potential browser. Whether it becomes a browser
depends on the number of existing browsers. This computer is notified by
the master browser if it should become a backup browser.

This is the default value for Windows N'T Workstation computers.

On any computer with a value of Yes or Auto for the MaintainServerList,
Windows NT Setup configures the Browser service to start antomatically when the
computer starts,

Another setting in the

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControtSet\Services\Browser\Para
mefers key in the registry has a bearing on which servers become master browsers
and backup browsers. Setting the IsDomainMasterBrowser entry to True or Yes on

. comnuter makes that. computer. a preferred master. browser. A preferred master

browser computer has an advantage over other computers in master browser
elections. Also, whenever a preferred master browser computer is started, it foxces
a browser election. For more information on browser elections, see “Determining
Browser Roles,” later in this chapter.
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Chapter 5 Windows NT Browser 81

Number of Browsers in Domains and Workgroups

In a Windows NT Scrver domain, every Windows NT Server computer is a
browser, One Windows NT Server computer in the domain, the primary domain
controller if there is one, is the master browser, and the other Windows NT Server
computers are backup browsers. If there is more than one Windows NT Server
computer in the domain, no Windows NT Workstation computer will cver be a
master browser in the domain.

In a workgroup containing Windows NT Workstation computers, there is always
one master browser. If there are at least two Windows NT Workstation computers
in the workgroup, there is also one backup browser. For every 32 Windows NT
Workstation computers in the workgroup, there is another backup browser.

Determining Browser Roles

At certain times in each domain or workgroup, it is necessary to force an election of
the master browser, This section explains how the election works.

When a Windows NT computer needs (o force a master browser election, it notifies
the other browsers on the system by broadcasting an election datagram. The
clection datagram contains the sending browser’s election version and election
criteria, as explained later in this section. The election version is a constant value
that identifies the version of the browser election protocol.

When a browser receives an election datagram, the receiving browser examines the
datagram and first compares the election version with its own. If the receiving
browser has a higher election version than any other browser, it wins the election
regardless of the election criteria. If the election versions are identical for both
computers, the election criteria are compared.

The election criteria is a 4-byte hexadecimal value. If there is a tie on the basis of
election version, the tie 1s broken by the value of the election criteria.

« If the browser has a higher election criteria than the issuer of the election
datagram, the browser issues its own election datagram and enters the “election
in progress” state.

» If the browser does not have a higher election ¢riteria than the issuer of the
election datagram, the browser attempts to determine which system is the new
master browser.
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Specific groups of bytes are masked and their values set according 1o the following

list:

Operating System Type: AXFFRR2600
Windows NT Server: Px20000000
Windows KT Workstation: Ax12000000
Windows for Workgroups: 901000000

Election Version: AxQBFFFFBO

Per Version Criteria: OxQR0BOBFF
Primary Domain Controller: Ox0p000089
WINS client: . OxQbeaen20
Preferred Master browser 2x00006088
Running Master browser: 2x00000024
MaintainServertist~yes GAB0B000EL
Running Backup Browser Bx00000001

If there is still a tie, the browser that has been running longest is the winner, If there
is still a tie, the browser that has a lexically lower name is the winner. For example,
a server with a name of A becomes master browser instead of a server with a name
of B.

When a browser receives an election datagram indicating that it wins the election,
the browser enters the running election state. In the running election state, the
browser sends an election request after a delay based on the browser’s current
browser role:

« Master browsers delay for 200ms.
= Backup browsers delay for 400ms
- All other browsers delay for 800ms.

The browser broadcasts up to four election datagrams. If, after four election
datagrams, no other browser has responded with an election criteria that would win
_ the election, the browser becomes the master browser. If the browser receives an
election datagram indicating that another system would win the election, the
browser demotes itself to backup browser. To avoid unnecessary network (raffic, a
hrowser that has lost an election does not broadcast any unsent election datagrams.

Browsers

The master browser and backup browsers in each domain have cerfain duties to

maintain the browse list,

Fiidil H s
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Role of Master Browsers

The master browser maintains the browse list, the list of all servers in the masfer
browser’s domain or workgroup, and the list of all domains on the network. For a
domain that spans more than one subnetwork, the master browser maintains the
browse list for the portion of the domain on its subnctwork.

Individual servers announce their presence to the master browscr by sending a
directed datagram called a server announcement to the domain or workgroup’s
master browser. Computers running Windows NT Server, Windows NT
Workstation, Windows for Workgroups, and LAN Manager servers send server
announcements. When the master browser receives a server announcement from a
computer, it adds that computer to the browse list.

The master browser also returns lists of backup browsers (in the local subnetwork
of a TCP/IP-based network, if the domain spans more than one subnetwork) to
computers running Windows NT Server, Windows NT Workstation, and Windows
for Workgroups. If a TCP/IP subnetwork comprises more than one domain, each
domain has its own master browser and backup browsers. On networks using the
NetBEUI Frame (NBF) or NWLink IPX/SPX-compatible network protocol, name
queries are sent across routers, so there is always only one master browser for each
domain.

When a computer starts and the computer’s MaintainServerList registry entry is set
to Auto, the master browser must tell that computer whether or not to become a
backup browser.

When a computer first becomes a master browser, it can force all servers to register
with it if its browse list is empty. The master browse computer does this by
broadcasting a RequestAnnouncement datagram. All computers that receive a
RequestAnnouncement datagram must respond by sending a server announcement
at a random time within the next 30 seconds. The randomized delay ensures that the
network and the master browser itself are not overwhelmed with responses.

When a master browser receives a server announcement from another computer that
claims to be the master browser, the receiving master browser demotes itself and
forces an election. This action ensures that there is always only one master browser
in each domain or workgroup.

Note The list of servers that the master browser maintains is limited to 64K of
data. This Hmits the number of computers that can be in a browse list in a single
workgroup or domain to 2000-3000 computers.

=3
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Role of Domain Master Browsers

The primary domain controller (PDC) of a domain is given a bias in browser
elections to ensure that it becomes the master browser, The browser service running
on a domain’s primary domain controller has the special additional role of being the
domain master browser.

For a domain that uses TCP/IP and spans meore than one subnetwork, each
subnetwork functions as an independent browsing entity, with its own master
browser and backup browsers. To browse across the WAN to other subnetworks, at
Ieast one browser running Windows NT Server is required on the domain for each
subnetwork. On the subnetwork with the PDC, this Windows NT Server computer
is typically the PDC, which functions as the domain master browser.

When a domain spans multiple subnetworks, the master browsers for each
subnetwork announces itself as the master browsers to the domain master browser
using a directed MasterBrowserAnncuncement datagram. The domain master
browser then sends a remote NetServerEnum AP call to each master browser to
collect each subnetwork’s list of servers. The domain master browser merges the
server kst from each subnetwork master browser with its own server list to form the
browse list for the domain. This process is repeated every 15 minutes to ensure that
the domain master browser has a complete browse list of all the servers in the
domain,

The master browser on each subnetwork also sends a remote NetServerEnum API
call to the domain master browser to obtain the complete browse list for the domain.
This browse list is thus available to browser clients on the subnetwork.

Note Windows NT workgroups cannot span multiple subnetworks. Any
Windows N'T workgroup that spans subnetworks actually functions as two separate
workgroups, with identical names.

oie of Backup Browsers
Backup browsers call the master browser every 15 minutes to get the latest copy of
the browse list, as well as a list of domains. Each backup browser caches these lists
and returns the list of servers to any chlients that send a remote NetServerEnum
API call (o the backup browser. If the backup browser cannot find the master
browser, it forces an election.
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How Computers Announce Themselves

When a computer is staried, it announces itself by sending a server announcement
to the domain or workgroup's master browser every minute. As the computer
continues running, the time between server announcemcms is increased untif it
eventually becomes onece every 12 minutes.

If the master browser has not received a server announcernent from a computer for
three announcement periods, the computer is removed from the browse list.

Note There might be up to a 36-minute delay between the time a server goes down
and the time it is removed from the browse list.

Domain Ahnouncements

Client computers sometimes need to retrieve lists of domains, as well as lists of
servers in those domaing. The Windows NT NetServerEnum API has a level of
information to allow this.

When a browser becomes a master browser, it broadcasts a DomainAnnouncement
datagram every minute for the first five minutes, and then broadeasts onee every 15
minutes after that, Master browsers on other domains receive these
DomainAnnouncement datagrams and add the specified domain to the browse list.

DomainAnnouncement datagrams contain the name of the domain, the name of the
domain master browser, and whether the master browser is running Windows NT
Server or Windows NT Workstation. If the master browser if nmning Windows N'T
Server, the datagram also specifies whether that browser is the domain’s PDC.

If a domain has not announced itself for three consecutive announcement periods,
the domain is removed from the browse list.

Note A domain might be down for as long as 45 minutes before it is removed from
the browse list.

The domain master browser augments this list of domains with the list of domains
that have registered a domain NetBIOS address with the Windows Internet Name
Service (WINS). Checking against WINS ensures that the browser maintains a
complete list of domain names in an environment with subnetworks. For
information on special NetBIOS names, see “Managing Special Names™ in
Chapter 14, “Installing and Configuring WINS Servers.”

Ey
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How Clients Receive Browser Information

When an application running on a client issues a NetServerEnum API call, the
client sends the API call to a browser.

If this is the first time a NetServerEnum API call has been issued by an
application ranning on the client, the client must first determine which computers
are the browsers in its workgroup or domain. The client does this by sending a
QueryBrowserServers directed datagram. This request is processed by the master
browser for the domain and subnetwork on which the client is located. The master
browser then returns a list of browsers active in the workgroup or domain being
queried. The client selects the names of three browsers from the list, and then stores
these names for future use. For future NetServerEnum AP calls, a browser is
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If the client cannot find the master browser afler three attempts, the client issues a
ForceElection broadcast to the domain being queried. A ForceElection broadeast
forces the clection of a new master browser in the domain. To indicate that the
master browser could not be found, the client then returns an error
(BRROR_BAD_NETPATH) to the application. For more information on browser
elections, see “Determining Browser Roles,” carlier in this chapter.

Browser Failures

When a server fails, it stops announcing itself. When the master browser does not
receive a server announcement for three of the server’s current announcement
periods, the master browser removes the non-browser from the browse list. It might
take up to an additional 15 minutes for the backup browsers to retrieve the updated
browse list from the master browser, so it could take as Jong as 51 minutes from the
time a server fails to when it is removed from all browse lists.

Because a backup browser announces itself in the same way as a server, the
procedure when a backup browser fails is the same as that for a server, If the name
of this backup browser has been given to any clients, attempts made by those clients
to contact this backup browser fail. The client then retries the NetServerkEnum
API call on another backup browser on the client’s list of browsers. If ail the
backup browsers that a client knows have failed, the client attempts to get a new list
of backup browsers from the master browser. if the client is unabie to contact the
master browset, it forces & browser election.
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Chapter5 Windows NT Browser 87

When a master browser fails, the backup browsers detect the failure within 15
minutes. After a master browser failure is deiected, the firsi backup browser o
detect the failure forces an election to select'a new master browser, In addition, it is
possible that between the time the master browser fails and the election of a new
master browser happens, the domain will disappear from the list of domains in the
browse list. If a client performs its first NetServerEnum APT call after the old
master browser has failed but before a backup browser detects the failure, the client
forces an election. If a master browser fails and there are no backup browsers,
browsing in the workgroup or domain will not function correctly.

When a domain master browser fails, other master browsers see only servers on the
same local subnetwork. Eventually, all servers that are not on the local subnetwork
are removed from the browse list.

Browser Components

The Browser system consists of two components:

«  Browser service

« Datagram Receiver

The Browser service is the user-mode portion that is responsible for
maintaining the browse list, remotely making API calls, and managing the
various roles a browser can have. It regides within the LanmanServer

service QsystemroofSYSTEM32\SERVICES EXE) and is supported by
\systemroonSYSTEM32\BROWSER.DLL. The browset’s registry entries are
under the HKEY_LOCAL_MACHINE\S Y STEM\CurrentControlSet
\Services\Browser key.

The datagram receiver is the kernel-mode portion of the browser, and is simply a
datagram and mailslot receiver. It receives directed and broadeast datagrams of
interest to the workstation and server services. It provides kernel-level support for
the NetServerEnum API, as well as support for remote mailslot reception (second-
class datagram-based mailslot messages) and the request announcement services.

The datagram receiver file is \systemroonSYSTEM32ABROWSER.SYS. The
datagram receiver’s registry entries are in the HKEY _LOCAL_MACHINE
\SYSTEM\CurrentControtSet\Services\DGRcevr key.

‘P
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Mailslot Names

All browser datagrams destined for LAN Manager, Windows for Workgroups,
Windows NT Workstation, or Windows NT Server computers are seil to the
mailslot name \MAILSLOT\LANMAN. :

Browser datagrams that are destined only for Windows NT Workstation or
Windows NT Server computers are senf to the matislot name
WAILSLOTWISBROWSE,

LAN Manager Interoperability

n order for Windows NT browsers and LAN Manager browsers to work togethet,
you might have to perform some configuration tasks.

Making Windows NT Servers Visible to LAN Manager Clients

To make a Windows NT server visibie to LAN Manager ciients, you must
configure the Windows NT server to announce itself to LAN Manager 2.x servers.
You can do this by vsing the Networks option in Control Panel or by changing the
LMannounce entry in the Registry.

> 'T'o make a Windows NT server visible to LAN Manager clients using the
Control Panel
1. On ihe Windows NT computer, double-click ite Neiwork option in Contcot
Panel o display the Network Settings dialog box.

2. Select Sever from the Installed Network Software hox, and then choose the
Configure button to display the Server dialog box.

3. Select Make Browser Broadcasts to LAN Manager 2.x Clients check box, and
then choose the OK bution.

» To make a Windows NT browser visibie to LAN Manager ciients using ihe
Windows NT Registry

1. Run the REGEDT32.EXE file from File Manager or Program Manager fo start
the Registry Editor.
2. Locate the following key:

HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanSe
rver\Parameters

3. Change the value of the LMannounce enfry to 1.

For more information about the Windows NT Registry, see Chapters 10 through 14
in the Windows NT Resource Guide,
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Making LAN Manager Domains Visible to Windows NT Browsers

You can make up to four LAN Manager-only domains visible to a Windows NT
Browser. You can do this by using the Control Panel or configuring the Registry of
the Windows NT browser. The LAN Manager domains you add to the

Windows NT browse list this way will be visible to all members of the

Windows NT browser’s domain.

»  To make LAN Manager domains visibie to a Windows NT browser using the
Control Panel

1. Onthe Windows NT computer, double-click the Networks option in Controt
Panel to display the Network Settings dialog box.

2. Select Computer Browser from the Installed Network Software box, and then
choose the Configure button to display the Browser Configuration dialog box.

3. Foreach LAN Mandger domain you want to add, type the LAN Manager
domain name in the box on the left, and then choose the Add button.

4. When finished adding up to four domains, choose the OK button.

» To make LAN Manager domains visible to a Windows NT browser using the
Windows NT Registry

1. Run the REGEDT32.EXE file from File Manager or Program Manager of the
Windows NT browser to start the Registry Editor.

2. Locate the following key:
HKEY_LOCAL_MACHINESYSTEM\CurrentControlSef\Services\LanmanSe
rver\Parameters

3. Inthe OtherDomains entry, add the names of the LAN Manager domains that
you want to be made visible to the Windows NT browser.

For moare information about the Windows NT Registry, see chapters 10 through 14
in the Windows NT Resource Guide.
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CHAPTER

Using NBF with Windows NT

6

NetBEUI Frame (NBF) is the implementation of the NetBIOS Extended User
Interface (NetBEUT) protocol driver used in Windows NT. This protocel provides
compatibility with existing LANs that use the NetBEUI protocol.

This chapter describes how NBF handles connection-oriented and connectionless
network traffic, and it also describes NBF’s unique method for handling resources
to create a virtally infinite number of connections. The topics include the
following:

Overview of NetBEUI and NBF
NBF and network traffic

NBF and sessions

Session limits
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Overview of NetBEU! and NBF

NBF and Network Traffic

The NetBEUI protocol, first introduced by IBM in 1985, was written to the
NetBIOS interface and designed as a small, efficient protocol for use on
depariment-sized L.ANs of 20 to 200 workstations. This original design assumed
that broader connectivity services could be added by including gateways as the
network grew. (As described later in this chapter, NBF breaks the session limit that
restricted NetBEUT’s reach.)

The NetBEUI protocol provides powerful flow control and tuning parameters plus
robust error detection. Microsoft has supported the NetBEUI protocol in all of its
networking products since Microsoft’s first networking product, M5-Net, was
introduced in the mid-1980s.

NetBEUI is the precursor to the NetBEUI Frame (NBF) protocol included with
Windows NT. NBI provides compatibility with existing LAN Manager and
MS-Net installations, and with IBM LAN Server installations. On Windows NT,
the NetBIOS interface is supported under MS-DOS, 16-bit Windows, and Win32
subsystem environments.

The NBF protocol, like NetBEUI, provides for both connectionless or connection-
oriented traffic. Connectionless communications can be either unreliable or reliable.
NBF and NetBEUI provide only unreliable connectionless, not reliable
connectionless communications.

Unreliable communication is similar to sending a letter in the mail. No response is
generated by the receiver of the letter to ensure the sender that the letter made it to
its destination. In comparison, reliable connectionless communications is like a
registered letter whose sender is notified that the letter arrived. '

Connection-ariented communications provide reliable communications hefween fwo
computers in a way that is analogous to a phone call, where two callers connect, a
conversation occurs, and then the connection is dropped when the conversation
ends. A reliable connection requires more overhead than connectionless
communications do.

NBF communicates via the NDIS interface at the Logical Link Control (LLC)
sublayer. A connection at the LLC sublayer is called a link, which is uniquely
defined by the adapter’s address and the destination service access point (DSAP). A
service access point (SAP) can be thought of as the address of a port to a layer as
defined by the OSI model. Because NBF is a NetBIOS implementation, it uses the
NetBIOS SAP (0xF(). While the 802.2 protocol governs the overall flow of data,
the primitives are responsible for passing the data from one layer (o the next. The
primitives are passed through the SAPs between layers.

)
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Figure 6.1 NBF Communicates via the NDIS Interface at the LEC Sublayer

Connectionless Traffic

For connectionless traffic that requires a response from a remote computer, NBF
sends out a certain number of frames, depending on the command. The total number
is based on retry Registry value entries, such as NameQueryRetries. The time
between sending each frame is determined by timeour Registry entries, such as
NameQueryTimeout.

Thiee types of NetBIOS commands generate connectionless traffic: name claim and
resolution, datagrams, and miscellaneous commands. These commands are sent as
UI (Unnumbered Information) frames at the LLC sublayer.

To see how Windows NT uses retry and timeout values from the Registry, consider
what happens when Windows NT registers computernames via NBF using the
NetBIOS Add.Name command. When NBF receives the Add.Name command, it
broadcasts ADD_NAME_QUERY frames a total of AddNameQueryRetries
times and sends these broadcasts at a time interval of AddNameQueryTimeout.
This allows computers on the network enough time to inform the sending computer
whether the name is already registered as a unique name on another computer or a
group name on the network.

Note All Registry values discussed in this chapter are found under the following
Registry path:

HKEY _LOCAL_MACHINENSYSTEMACurrentControlSet\Services\Nbf

"
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Connection-Oriented Trafiic

Petitioner Yonage Holding

The net use comumand is an example of a connection-oriented communication, as
illustrated in Figure 6.2.

Client

NBF [E53]

Redirector

NBF
g 5
Figure 6.2 Connection-oriented Network Traffic

When a user types net use at the command line to connect to a shared resource,
NBF must first locate the server by sending Ul-frames, and then initialize the link.
This is handled by the redirector when it makes a connection o the NBFE drivers via
the Transport Driver Interface (TDI) boundary. NBF begins the sequence by
generating a NetBIOS Find Name frame. Once the server is found, a session is set
up with UC Class-1I frames following the standard 802.2 proiocol {802.2 governs
the overall flow of data).

‘The client computer sends an SABME (Set Asynchronous Balance Mode Extended)
frame, and the server returns a UA (Unnumbered Acknowledgment) frame. Then
the client sends an RR (Receive Ready) frame, notifying the server that it is ready
to receive I-frames whose sequence number is currently 0. The server
acknowledges this frame,

Once the LLC-level session is established, additional NetBEUI-level information is
exchanged. The client sends a Session Initialize frame, and then the server responds
with 2 Session Confirm frame. At this point, the NetBEU[-level session is ready to

~ handle application-level frames {Server Message Blocks, or SMBs).

Reliable ransfer is achieved with link-oriented frames by numbering the I-frames.
This allows the receiving computer to determine whether the frames were lost and
in what order they were received.

NBF uses two techniques to improve performance for connection-oriented traffic:
use of adaptive sliding windows and use of link timers. These techniques are
described in the next two sections.

W
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Adaptive Sliding Window Protocol

NBF uses an adaptive sliding window algorithm to imnprove performance while
reducing network congestion and providing flow control, A sliding window
algorithm allows a sender to dynamically tune the number of LLC frames sent
befare an acknowledgment is requested. Figure 6.3 shows frames traveling through
a lwo-way pipe.

Client Server

Figure 6.3 Adaptive Sliding Window

If the sender could feed only one frame into the pipe and then had to wait for an
acknowledgment (ACK), the sender’s pipe would be underused. If

the sender can send multiple frames before an ACK is returned, the sender can keep
the pipe full, thereby using the full bandwidth of the pipe. The frames would travel
forward, and then ACKs for the received frames would travel back. The number of
frames that the sender is allowed to send before it raust wait for an ACK is rcferred
to as the send window. In general, NBF has no receive window, unless it detects
that the remote is a version of IBM LAN Server, which never polls; in this case,
NBF uses a receive window based on the value of MaximunilncomingFrames in
the Registry.

The adaptive sliding window protocol tries to determine the best sizes for the

send window for the current network conditions. Ideally, the windows should be big
enough so that maximum throughput can be realized. However, if the window gets
too big, the receiver could get overloaded and drop frames. For big windows,
dropped frames caunse significant network traffic because more frames have to be
retransmitted. Lost frames might be a problem on slow links or when frames have
to pass over multiple hops to find the receiving station. Lost frames coupled with
large send windows generate multiple retransmissions. This traffic overhead might
make an already congested network worse. By limiting the send window size,
traffic is throttled, and congestion control is exercised.

I <
(R
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Link Timers
NBF uses three timers: the response timer (T1), the acknowledgment timer (T2),
and the inactivity timer (Ti). These timers help regulate network traffic and are

trdlad b th 1 1 T :
controlled by the values of the DefacltTiTimeout, DofaultTITimeont, and

DefaultTiTimeout Registry entries, respectively.

The response timer is used to determine how long the sender shiould wait before

it assumes the I-frame is lost, After T1 milliseconds, NBF sends an RR frame that
has not been acknowledged and doubles the value for T1. If the RR frame is not
acknowledged after the number of rewries defined by the vatue of LLCRetries, the
link is dropped.

Where the return traffic does not allow the receiver to send an I-frame within a
legitimate time period, the acknowledgment timer begins, and then the ACK is sent.
The value for this timer is set by the T2 variable, with a default value of 150
milliseconds. If the sender has to wait untif the T2 timer starts in order to receive

a response, the link might be underused while the sender waits for the ACK. This
rare situation can occur over slow links. On the other hand, if the timer value is too
low, the timer starts and sends unnecessary ACKs, generating excess traffic. NBF
is optimized so that the last frame the sender wants to send is sent with the POLL
bit turned on. This forces the receiver to send an ACK immediately.

The inactivity timer, Ti, is used to detect whether the link has gone down. The
default value for Ti is 30 scconds. If Ti milliseconds pass without activity on
the link, NBF sends an I-frame for polling. This is then ACKed, and the link is
maintained.

NBF and Sessions

Bach process within Windows NT that uses NetBIOS can communicate with up to
254 different computers. The implementation of NetBIOS under Windows NT
requires the application to do a few more things than have traditionally been done
on other platforms, but the capacity for doing up to 254 sessions from within each
process is well worth the price. Prior implementations of NetBIOS had the 254-
session Himit for the entire computer, including the workstation and server
components.

Note that the 254-session limit does not apply to the default workstation or server
compencnts. The workstation and server services avoid the problem by writing
directly to the TDI rather than calling NetBIOS directly. This is a handle-based
{32-bit) interface.
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NBF also has a unique method of handling resources to create a virtually infinite
(memory permitting) number of conpections, as described in the next section.

Ses_sion Limits

The 254-session limit is based on a key variable in the NetBIOS architecture called
the Local Session Number (LSN). This is a one-byle number (0 to 255) with
several numbers reserved for system use. When iwo computers establish

a session via NBYF, there is an exchange of LSNs,

The L3Ns on the two computers might be different. They do not have

to match, but a computer aiways uses the same LSN for a given session. This
number is assigned when a program issues a CALL NCB (Network Control Block).
The number is actually shared between the two computers in the initial frame sent
from the calling computer to the listening computer. Figure 6.4

shows this session-creation frame exchange.

NCB GALL 2. SourceAddress=0285D0-129C3D
(Name=REMOTE) NameQuery Respongse

1. SourceAddress=0286D0-11F784 NCB LISTEN
NHWEQBBW(LSN=5, Name:ﬂEMOTE} {Name:HEMOTE)

Figure 6.4 Broadcast of NameQuery

The initial frame is a NameQuery frame. In previous implementations of NBF, this
frame was broadcast onto the network. All computers read the frame and check to
see if they have the name in their name space and if there is a LISTEN NCB
pending on the name. If there is a LISTEN NCB pending, the computer assigns a
new LSN for itself, and then adds it to the response frame and satisfies the LISTEN
NCB, which now contains just the LSN used on that computer. Even though both
computers know the LSN of the other, the information is not used. The more
important information for the two communicating partners is the network addresses
that are part of the frames. As the frames arc exchanged, each partner picks up the
address of the other in the source address component

of the frame received. The NBT protocol keeps the network address of the remote
partner so that subsequent frames can be addressed directly.

Note This process applies for NBF connections. NetBIOS connections established
via TCP/IP and RFC1001/1002 or NBP are handled differently.
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Windows NT has to use the same NameQuery frame to establish connections
with remote computers via NBF; otherwise, it would not be able to talk to existing
workstations and servers. The NameQuery frame transmitted must contain the
1-byte-wide SN to be used,

Breaking the 254-Session Limit

NBF breaks the 254-session barrier by using a combination of two matrices, one
maintained by NBE, and one maintained by NetBIOS.

The NBF systemn maintains a two-dimensional maltrix, as shown in Figure 6.5,
Along the side of this matrix are the LSN numbers 1 to 254. Across the fop are the
network addresses for the different computers that it has sessions with. In the cell
defined by the LSN and network address is the TDI handle, which relates back to
the process that established the connection (either the CALL or LISTEN).

L8N

- TDI Handle

Figure 6.5 NBF and Its LSN Matrix

Note The matrix concept and its contents are for illustration purposecs only. The
physical storage algorithm and exact contents are beyond the scope of this chapter.

The NameQuery frame from Windows NT contains the LSN number associated
with the TDI handle that satisfies either the NCB CALL or the LISTEN. In the case
of a CALL, it is not broadcast but is addressed directly to the recipient.

The remaining mys’fery is how NBF gets the network address of the recipient to add
to its matrix when doing the CALL. (It’s easy on the LISTEN side because the
address is in the NameQuery frame received.)

P
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Petitioner Yonsa

As shown in Hgure 6.6, NBF uses two NameQuery frames.

2. SourceAddress=028600-129C3D

NCB CALL NameQuery Response

{Name=REMOTE)

4. SourceAddress=0286D0-128C30
NameQuery Response

1. SourceAddress=028600-11F784

NameQuery(LSN=0, Name=REMOTE) ?:\g?n fggﬁma

3. SourceAddress=028600-11F 784
NameQuery(l.SN=5, Name=REMOTE}

Figure 6.6 Two NameQuery Frames in Windows NT NBF

IT“or the numbered items in Figure 6.6:

1. The first frame is the FindName format of the NameQuery.
However, an LSN of ( is special; it indicates that it is a FindName. The
FindName is broadcast; when the remote computer responds to the
frame, NBF has the network address it needs to add an eniry to the table.

2. The second NameQuery is then sent directly to the remote station, with the LSN
filled in as a CALL command. The FindName will be successfully returned by
the remote computer, even if no LISTEN NCB is posted against the name.

3. Ifno LISTEN NCB is posted against the name, frame (3) is sent.
4. The same frame is responded to by frame (4).

NBF must also address another problem—the LSN from the NBF table cannot be
the one returned to the process issuing the CALL or LISTEN commands. NBF may
have established connections with multiple remote computers with LSN=5, for
example. Windows NT must return each process an L3N number that uniquely
defines its session.

As stated earlier, NBF uses the TDI handle to know which LSN and network
address to send frames to, and each process has its own set of LSNs available to it
Therefore, there must be a component between the originating process and the TDI
interface of NBF that translates a process ID and an L.SN into a TDI handle The
compenent in the middle is called NETBI(GS.SYS. '

This concept is illustrated in Figure 6.7, although the table maintained by
NETBIOS.SYS is actually 254 1.SNs per LANA number per process. (In
Windows NT, each binding path is represented by a LANA number). In reality,
each process can have up to 254 sessions per LANA number, not just a total of 254
sessions.
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7 LSN
-t TDI Handle

NETBIOS.SYS

SETc)

NBF

oty

Figure 6.7 NETBIOS.SYS Matrix

NETBIOS.SYS builds a second matrix that has LSNs down the side, process IDs
along the top, and TDI handles in the cells. It is the LSN from this table that is
passed back to the originating process.

Figure 6.8 presents a top-down view of the architeclure.

Process 1D = 122

NCB call

AR ARS NI e R L)

User mode

Kernel mode

LSN
TD! Handle

A

LSN
TO! Handle

Network

Figure 6.8 Another View of the NetBIOS Architeeture
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For example, suppose a process needs to establish a session with a remote
computer. Before the process can issue the CALL NCB, it must issue a RESET
NCB. This command signals NETBIOS.SYS to allocate space in its TDI handle
table, among other things. Once the RESET is satisfied, the process issues a CALL
NCB to make a connection with a specific remote computer. This NCB is directed
down to the NETBIOS.SYS device driver. The driver opens a new TDI handle to
NBF and sends the command to NBF.

NBF issues the first NAME_QUERY with LSN=0 to find the remote computer,
When the remote computer responds, the network address is extracted from the
frame, and a column in the NBF table is created. The second NAME_QUERY with
an LSN is sent directly to the remote computer. When that frame is returned
successfully, NBF returns from the TDI cail to the NETBIOS.8YS driver with a
successful status code.

NETBIOS.SYS then fills in the LSN from its table into the NCB and satisfics it
back to the calling process.

i s o 2
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CHAPTER 7

Using DLC with Windows NT

A Data Link Contrel (IDLC) protocel interface device driver is included in
Windows NT Workstation and Windows NT Server. The DLC protocol

is traditionally used to provide connectivity to IBM mainframes. It is aiso used to
provide connectivity to local area network printers that are directly attached to the
network, instead of to a specific computer.

This chapter provides details about the DLC protocol device driver for
Windows NT.

Sempere?

?‘i“«
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Overview

The Data Link Control (DLC) protocol driver provided with Windows NT allows
the computer to communicate with other computers ruaning the DIC protocol stack
{for exampie, an IBM mainirame) and other network peripherals (for exampie,
printers such as # Hewlett-Packard HP 45i that use a network adapter card 10
connect directly to the network).

Windows NT-DLC contains an 802.2 Logical Link € onuo} (LLC) Finite State
Machine, which is used when transmitting.and receiving type 2 connection-oriented
frames. DLC can also transmif and receive type 1 connectionless frames, such ag
Unnumbered Information (UT) frames. Type 1 and 2 frames can be transmitted and
received simultaneously.

Windows NT DLC works with either token ring or Ethernet MAC drivers and can
transmit and receive Digital.Intel. Xerox (DIX) format frames when bound to an
Ethernet MAC.

The DLC interface can be accessed from 32-bit Windows NT-based programs and
from 16-bit MS-DOSbased and 16-bit Windows-based programs. The 32-bit
interface conforms largely to the CCB2 interface, the segmented 16-bit pointers
being replaced with flat 32-bit pointers. The 16-bit inlerface conforms to the CCB1
interface.

Mote For definitions of the CCB interfaces, see the IBM Local Area Network
Technical Reference.

Loading the DLC Driver on Windows NT

The DLC driver can be loaded when the system is first installed, or any
time thereafter, using the Network option in Control Panel,

The order of the bindings section is significant to DLC because an adapter

is specified at the DLC interface as a number—typically 0 or 1 (although
Windows NT DLC can support up to 16 physical adapters). The number
corresponds to the index of the adapter in the DLC bindings section. If you

have only one network adapter card instalied, DLC applications use a value of 0 to
refer to this adapter, and you need not make any changes (o the bindings.

If you have more than one adapter card, you might want to modify the bindings.

Petitioner Vonage Holdings Corp. et al. - Exhibit 1608 - Page 131



Chapter 7 Using DLC with Windows NT 107

e To change the order of the bindings
1. From the Network Control Panel, choose Bindings.
2. From the Show Bindings For box, choose DLC Protocol:
You will see a list of bindings, such as the fellowing:

CLC Protocol -> ARC Built-in Ethernet Adapter Driver -»>
[@1]1 ARC Built-in Ethernet Adapter

DLC Protocel -> IBM Token Ring Adapter Driver ->
[@2] IBM Token Ring Adapter

The numbers in brackets refer to the order in which the adapters were installed.
In this example, DLC currently refers to the Ethernet adapter as adapter #0 and
the Token Ring adapter as adapter #1.

if you have software (such as a 3270 emulator program) that allows you to

specify an adapter number at run time, you might decide to keep the current
setup and change the adapier number when you run the software. Typically,
however, the software uses adapter #0, expecting an TBM Token Ring card

to be the primary adapter. In this case, you will need to change the order of
the bindings list.

3. To change the order of an item in the list, highlight the item, and then use
~ the up- and down-arrow buttons to reposition it in the list,

For example, suppose you wanted to change the above bindings so that the IBM
Token Ring adapter corresponds to adapter #0 and the ARC Ethernet adapter
corresponds to adapter #1. Highlight the line containing IBM Token Ring
Adapter Driver, and click once on the up-arrow button. The bindings are now
correctly ordered for your application software, and you do not need to modify
the program configuration.

4. Choose OK to keep the madified bindings list.

2
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DLC Driver Parameters in the Registry

Unlike other Windows NT protocol drivers, DLC does not bind te a MAC driver
unti] an adapter open command is issued. When an adapter is opened for the first
time, the DLC protocol driver writcs some default vaiues into the Registry for
that adapter. These values control the various timers that DLC uses, whether DIX
frames should be used over an Ethernet link, and whether bits in a destination
address should be swapped (used when going over a bridge that swaps destination
addresses).

The timer entries in the Registry are supplied because program-supplied timer
values might not be sufficient. There are three timers used by DLC link
communication:

a  T1 is the response timer.
= T2 is the acknowledgment delay timer.

. Tiis the inactivity timer.

Each timer is split into two groups—TxTickOne and TxTickTwo, where x is
1,2, 0ori.

Typicaily, these timer values are set when a program opens an adapter and/or
creates a Service Access Point (SAP).

The Registry contains entries used to modify timer values. Registry entries for DLC
are found in the following location:

HKEY _LOCAL_MACHINENSYSTEMACurrentControlSet\Services\DLC\Parameters
\<(Adapter Name>

When you edit a timer entry value, the change takes effect the next time the adapter

is opened (for example, by rerunning the application). For more information,

including the ranges and default values for the timers, see “DLC System Driver

Entries” in Chapter 14, “Registry Value Entries.”

Cemmumcatmg with SNA Hosts Using DLC and SNA

One of the major uses of the DLC protocol today is connecting personal computers
to SNA hosts, that is, IBM mainframe or midrange computers such as the AS/400.
With the mcreased popularity of local area networks in the mid-1980s, IBM
introduced two new connectivity options for its hosts. With the Token Ring
Interface Connection (TIC), any SNA host can communicate with a token ring
network. With the LAN Interface Connection (LI1C), an AS/400 computer can
communicate with an Ethernet network.
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PC with BLC
3270 emulation

TFigure 7.1 Mainframe Connectivity Path Using Token Ring

The SNA hosts already possessed a rich protocol stack in Systems Network
Architecture (SNA). SNA provides equivalent functionality to the OSI Netwark,
Transport, Session, and Presentation levels (although functionality might differ at
each level). Because the DLC layer and the OSI Data Link layer are almost
identical in functionality, a programming interface was developed for the DLC
layer and exposed to programmers wanting to use this level of interface. The
interface is described in the IEEE 802.2 standard.

SNA Model 0Si Model
Function Manager 7. Application fayer
Data Flaw Control | 6. Presentation layer
Transmission Confrol 5. Session layer
' Path Control ' 4, Transport layer
Data Link Control 3. Network layer
2. Data Link layer
1. Physical fayer

Figure 7.2 Comparison of SNA and OSI Models

SNA Server uses the DLC protocol device driver when communicating to
mainframes via the token ring interface. Detailed configuration and installation
information is provided in the Microsoft SNA Server Installation Guide and the
Microsoft SNA Server Administration Guide.

B
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Using DLC to Connect to HP Printers

DLC is used to provide connectivity to local area network printers that are directly
attached to the network, not to a specific computer.

Printing via the DLC protocol device driver starts by creating a printer that uses the
HPMON.DLL printer driver. All commands are performed in the Print Manager
utility.

» Foeconnect to a printer that is directly attached to the network
1.- From the Printer meny in Print Manager, choose Create Printer.
2. Inthe Print To box, select Other,
3. In the Print Destinations dialog box, sclect Hewlett-Packard Network Port,
4

. In the Add Hewlett-Packard Network Peripheral Port dialog box, select the
network adapter card that will communicate with the printer.

From the Add Hewlett-Packard Network Peripheral Port-dialog box, you can cause
Windows NT to automatically search for printers connected to your network. You
can also adjust the DLC Timers for this application. DLC timers are described in
“DI.C Driver Parameters in the Registry,” earlier in this chapter.

For meore specific information, see the online Help associated with the Add
Hewlett-Packard Network Peripheral Port dialog box.

Changing the Locally Administered Address

There might be times when you want to change or override the network address
of the network adapter card when running the DLC profocol. You might want to

do this, for example, when communicating directly to a mainframe. Certain
configurations of mainframe software require the network address of the devices
connecting to it to follow a set format, so it might be necessary. to change the card’s
network address. You can do this through the Registry Editor.

Note The following example is for an IBM Token Ring adapter. This parameter is
supported on other network adapters as well, but not necessarily all.

The following instructions do not apply when connecting to a mainframe via SNA
Server. The modifications needed to the retwork address arc handled during the
installation process.
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# To change the address of an adapter card
i. From the File menu of Program Manager, choose the Run command,

2. Inthe Command Line box of the Run dialog box, type REGEDT32.EXE, and
then choose the OK button.

3. When the Registry Editor starts, select the following key:
HKEY _[OCAL_MACHINENSYSTEMACurrentControlSet\Services\ibmTOKMCO]

4. TFrom the Edit menu, choose Add Value. For Value, type NetworkAddress, and
select REG_SZ for data. Choose QK.

5. Type the 12-digit Locally Administered Address {LAA) that you need to
communicate to the mainframe. If you don’t know this address, see your network
administrator or operations group.

6. Exit the Registry Editor and restart your computer.
(You must restart the computer for the modification to take effect.)

7. From the command prompt, run the following command to report the active
MAC address:

net config rdr

If the MAC address is the one you entered in the Registry Editor, the LAA has
taken effect.

For more information about using Registry Editor, see Chapter 11, “Registry Editor
and Registry Administration,” of the Windows NT Resource Guide. For
information about specific DLC-related Registry Entries, see Chapter 14, “Registry
Value Entries,” of the Windows NT Resource Guide.
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CHAPTER 8

Client-Server Connectivity on
Windows NT

Client-server computing systems must be able to access data that resides on
different hardware platforms, different operating systems, different network
operating systems, and different database management systems (DBMSs). This
chapter discusses specifically how client workstations communicate with databases
stored on Windows NT computers. Primarily, this chapter covers details about
MS-DOS, Windows, Windows NT Workstation, and OS/2 client workstations.

This chapter explains client-server connectivity on Windows NT using Microsoft
SQL Server as an example. For information on other client-server databases
developed for Windows NT, see the appropriate vendor documentation.

a 5
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SGL Server

Microsoft SQL Server 4.21 has been completely reengineered for Windows NT.
SQL. Server includes the following enhancements and performance improvements
that were not part of previous versions of SQL Server:

A new Symmetric Server architecture allows SQL Server to scale from
notebook computers to symmetric multiprocessor servers, with support for Inel-
based and RISC-based computers. This architecture dynamically balances the
processor load across multiple CPUs and provides a preemptive multithreaded
design for improved performance and reliabiiity.

Windows NT provides preemptive scheduling, vireal paged memory
management, symmetric muitiprocessing, and asynchronous I/O, the foundation
of a mission-critical database server platform. Integration with the Windows NT
operating system improves operational control and ease of use. Administrators
can manage multiple SQL Servers across distributed networks using graphical
tools for configuration, sccurity, database administration, performance
monitoring, event notification, and unattended backup.

Unified logon security with Windows NT security means that authorized
users do not have to maintain separate 5QL Seiver logon passwords and can
bypass a separate logon process for SQL Server. Additionally, SQL Server
applications can take advantage of Windows NT security features, which
include encrypted passwords, password aging, domain-wide user accounts,
and Windows-based user administration.

Windows NT provides an ideal platform for building powerful 32-bit client-
server applications for Microsoft SQL Server. The Microsoft SQL Server
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DB-Library™ application programming interface,

Microseft SQL Server is fully interoperable with Microsoft SQL Server for
08/2, as well as with SYBASE SQL Server for the UNIX and VMS operating
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operales across all corporate network environments, including Novcll NetWare
and TCP/TP-based LANs.
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The key 1o enterprise interoperability is network independence. Microsoft SQL
Server can support clients communicating over multiple heterogeneous networks
simultaneously, with no need for additional integration products. SQL Server
conmumunicales on named pipes (over either NetBEUT or TCP/IP network protocols)
with Windows, Windows NT, MS-DOS, and O8/2 clients. In addition, SQL Server
can simultaneously support TCP/H? Sockets for comumunication with Macintosh,
UNIX, or VMS clicnts and SPX Sockets for comumunications in a Novell NetWare
environment. It also supports DECnet™ Sockets, AppleTalk, and Banyan VINES.
Microsoft SQL Server leverages the power, ease of use, and scalability offered by
the Windows NT operating system to manage large databases for mission-critical
applications.

Data Access Mechanisms

Figure 8.1 illustrates the key interfaces used to access data in a Microsoft
SQL Server client-server environment. These include application programming
intérfaces (APIs), data stream protocols, interprocess communication (IEC)
mechanisms, network protocols, and the Tabular Data System (TDS) protocol.

Microsoft SQL services
+ SQL Server
+ Open Data Services

=
X
B
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=
= E
=
5
=1
51l
Q

Client-side Net-library

e e T 5% ';g
08 : i-— NP, TPC/IP sockets, -~» 08
G mechanism DECnet sockets, SPX
i-«— NetBEUI, TCP/IP, -
DECnet, 1PX ;
P K
e Physical network - Ethomet, Taken ring — ; -

44@ .fing, Jonathon, 222, CA... ()

Figure 8.1 Levels and Interfaces Within the Microsoft SQL Server Architecture

The following sections describe each of these interfaces to SQL Server.
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Data Streami

Application Programming Interfaces

Each back-end database typically has i{s own application programming interface
(API) throngh which it cormmunicates with clients. A client application needing to
access multiple back-end databases must be able to transform requests and data
transfers into cach of the corresponding APIs. Client-server applications
communicaie with Microsofi SQL Server through two APIs—Open Database
Connectivity (ODBC) and DB-Library.

ODBC is an API for generic database conneclivity for Windows and Windows NT
platforms. It is designed to be a general-purpose call-level interface (CLI) for any
database, including nonrelational DBMSs. The ODBC interface provides the
needed functionality for applications that must access multiple DBMSs from
different vendors. Application developers can develop, compile, and ship an
application without targeting a specific DBMS, provided that DBMS-specific
features are not used. QDBC ensures interoperability by forcing all clients to
adhere to a standard interface. The ODBC driver automatically interprets a
command for a specific data source,

DB-Library is a set of API calls designed specifically so multiplatform client
applications can interact with Microsoft SQL Server. DB-Library provides the
needed functionality for applications requiring clent support for MS-DOS and
08/2, as well as for Microsoft Windows and Windows NT. It is also equivalent to
the SYBASE Open Client interface on UNIX, VMS, and Macintosh systems.

Protocols

Every DBMS uses a logical data stream protocol that enables the transfer of
requests, data, status, orror messages, and so on, between the DBMS and its clients.
The API uses interprocess communication (JPC) mechanisms supported by the
operating system and network to package and transport this logical protocol.

The data stream protocol for Microsoft SQL Server is called Tabular Data Stream
(1IDS). I'DS 1s also used by Open Data Services and SYBASE e software (o
transfer requests and responses between the client and the server. Because TDS is a
logical data stream protocaol, it requires physical network IPC mechanisms (o
trapsmit the data. The Net-Library architecture described later in this chapter
provides a method of scnding TDS across a physical network connection.

Data stream protocols are typically proprietary, developed and optimized to work
exclusively with a particular DBMS. An application accessing multiple databases
must, therefore, be able o use multiple data stream protocols. Using GDBC helps
resolve this problem for application developers.
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With ODBC implementations, the data stream protocel differences are resolved

at the driver level, Each driver emits the data stream using the protocol established
by the server. The SQL Server ODBC driver emits TDS directly; it does not
franslate or otherwise encapsulate DB-Library function calls.

Interprocess Communication Mechanisms

The choice of IPC mechanism is constrained by the operating system and network
being used. For example, Microsoft SQL Server for OS/2 uses named pipes as its
IPC mechanism, SYBASE SQL Server on UNIX uses TCP/IP sockets, and
SYBASE on VMS uses DECnet Sockets. In a heterogeneous environment, multiple
TPC mechanisms might be used on 2 single computer,

SQL Server for Windows NT can communicate over multiple IPC mechanisms.
SQL Server communicates on named pipes (over either NetBEUI or TCP/P
network protocols) with Windows, Windows NT, MS8-DOS, and OS/2 clients. It
can also simultaneously support TCP/IP Sockets for comrmumication with
Macintosh, UNIX, or VMS clients and SPX sockets for communications in a
Novell NetWare environment. SQL Server also supports Banyan VINES, DECnet
Sockets, and AppleTalk.

- Network Protocols

A network protocol is used to transport the data stream protocol over a network.

It can be considered as the plumbing that supports the IPC mechanisms used by the
data stream protocol, as well as supporting basic network operations such as file
transfers and print sharing.

Back-end databases can reside on a local area network (LAN) that connects it with
the client application, or it can reside at a remote site, connected via a wide area
network (WAN) and/or gateway. In both cases, it is possible that the network
protocols or physical network supported by the various back-end databases are
different from those supported by the client or each other. In these cases, a client
application must use different network protocols to communicate with various back-
end databases.

The network transport protocols supported within SQL. Server include NetBEUT,
TCP/AP, SPX/IPX using NWLink, DECnet, AppleTalk, and VINES 1P,
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Net-Library Architecture

:z:u

Microsoft SQL Server Net-Library architecture for client-server applications is
based on the Net-Library concept that abstracts the client and server applications
from the underlying network protocols being used. Figure 8.2 shows how

SQL Server and related products can be accessed from practically any network
environment.

Client AP {DB-Library/ODBC)
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Figure 8.2 WNet-Library Architecture

The Net-Library architecture provides a method of sending TDS (used by Microsoft

* SQL Server, Open Data Services, and SYBASE) via an IPC across a physical’

network connection. The Net-Library architecture also provides a fransparent
interface to the DB-Library APIs and the SQL Server driver for ODBC.

Net-Libraries are linked dynamically at run time. With the Microsoft Windows NT,
Windows, and 0S/2 operating systems, Net-Libraries are implemented as DLLs,
and multiple Net-Libraries can be loaded simultancously. With MS-DOS, Net-
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The Net-Library architecture can be divided into two components—server-side
Net-Libraries and client-side Net-Libraries.

Server-Side Net-Library Architecture

Microsoft SQL Server uses the server-side Net-Library architecture that was first
infroduced with Microsoft SQL Bridge. It can accept client requests across multiple
network protocols at the same time.

o

G
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Figure 8.3 illustrates the integration of server-side Net-Librarics with the various
SQL Server-based products on the Windows NT platform.

SYBASE -
SQL Server l
Others 1CIient Net-l_ibraries] ]MEcrosofLSOL Ser\rer! | (DS applications i
1
I SCL Bridge ] I Open Data Services I

P
IPG Mechanisms (Named pipes, TCP/P sockets, SPX) [

[ Server-side Net-Libraries I
|

Figure 8.3 Server-Side Net-Library Architecture on the Windows NT Platform

The default Net-Library is named pipes.

When a server-side Net-Library is loaded by an application such as SQL Server,
the Net-Library implements a network-specific way of establishing communication
with clients and, in some cases, registess its presence on the network. SQL Server
looks at the Windows NT Registry to determine which Net-Library to load on

. startup and which parameters to pass to it. The SQL Server Monitor process also
uses 4 server-side Net-Library to communicate with clients and to search the
following Registry key for network-specific parameters:

HKEY_LOCAL_MACHINE\SDFTWARE\Mcr‘osoft\SQLServer\Server

At startup, SQL. Server specifies a value for the server_name parameter in
the SRV_CONFIG structure of Qpen Data Services. This valoe identifies
which Registry key SQL Server will search for values of the ListenOn and
connection_string Registry entries, (By default, SQL Server looks in
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoftSQLServer\Server.)

Each connection_string Registry value is read and passed on to the associated Net-
Library (for example, named pipes) that is listed in the ListenOn field in the Server
subkey. Bach Net-Library acts upon the connection_string differently.

I there is no connection_string associated with the Net-Library, SQL Server does
one of the following:

« If the Registry entry is under the SQL#Server\Server subkey, no conniection
string is passed as the default.

« If the Registry entry is not under SQL#Serveri\Server, server_name is passed as
the default.
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if the server_name subkey and the SQL#Server\Server subtree do not exist, or

the Registry cannot be accessed, SQL Server assumes that the named pipes DLL
{for the default Net-Library) is loaded, and no parameter is passed. (Named pipes
access can be turned off by using the Registry Editor to explicitly delete the named
pipes endry from the SQL#Serven\Server subkey.)

Remote stored-procedure calls and the Microsoft SQL Administrator toof also use
the DB-Library/Net-Library architecture under Windows NT.

Client-Side Net-Library Architecture

When a call is made to open a connection to SQL Server, the API involved
(DB-Library or the SQL Server driver for ODBC) determines which client-side
Net-Library should be loaded to conwnunicate with SQL Server or Open Data
Services. (This process is described in more detail later in this chapter.)

Figure 8.4 shows client-side Net-Libraries nsed to communicate with SQL Server
on the server side.

Application
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Fignre 8.4 Client-Side Net-Library Architecture
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Win32 DB-Library Architecture

Intermally, a separate operating system thread is spawned for each connection that
DB-Library makes with SQL Server. Each instance of the DB-Library DLL that is
loaded by a calling proecess gets a private data arca, while sharing code.

The Win32 DB-Library architecture differs from the implementation with Windows
3.x. In Windows 3.x, the DDB-Library DLL has a single data segment

that is shared among all calling processes. W3DBLIB.DLL maintains DB-Library
connections as a linked list of connections in a single data segment. This architecture
is required, because in Windows 3.x DLLs have a single data segment that is shared
among all calling processes. This necessitates the initialization and clean up of the
DB-Library DLL data structures through calis to the dbinit and dbwinexit
functions.

The DB-Library functions for Win32 are located in NTWDBLIB.DLL, and the
named pipe Net-Library is located in DBNMPNTW.DLL. (Be sure to set the PATH
environment variable to include the directory where the DILLs reside.)

Another file, NTWDBLIB.LIB, contains import definitions that your applications
for the Win32 APT use. Set the LIB environment variable to include the directory
where NTWDBLIB.LIB resides.

DB-Library resolves server names differently depending on the client platform.

Resolving Server Names for Clients Based on Windows,
MS-DOS, 0S/2, and Windows NT

When dbopen (the DB-Library function that initiates a client conversation with
SQL Server) is called with the name of a SQL Server to connect to, DB-Library
uses configuration information to determine which client-side Net-Library 1o load.

The client-side Net-Library configuration is stored in the following locations:

Client Net-Library configuration is stored in
Windows 3.x WIN.INI

MS-DOS Environment variable

OS2 OS2.INI

Windows NT Windows NT Registry
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DB-Library scansthe [SQLSERVER] section of WININI, OS2INT, or the
\SQLServer\Clicnt\ConnectTo subtree of the Windows N'T Registry looking

for a logical name that matches the servername parameter specified in the call {o
dbopen. All items in the {SGLSERVER] section of the NI file or in the Registry
subiree have this format

logical-name=Net-Lib-DLL-namel[,network-specific-parameters]

Note Although some Net-Libraries need values for nemwork-specific-parameters,
this is optional for others that instead use defaults or determine the network-specific
information required themselves.

DB-Library uses the following logic to determine which Net-Library to load:

»  1f a matching logical naine is found in the .INI file or in the Windows NT
Registry, DB-Library loads the specified Net-Library DLL. If network-speceific
parameters ave present in the .INT entry or the Windows NT Registry, these are
passed unmodified by DB-Library to the Net-Library DLL.

« If no matching fogical name is found in the .INI file or in the Windows NT
Registry, the DLL pame (and optionally, the network-specific parameters) of the
entry named DSQUERY will be used to load the required Net-Library. So, if
you don’t have a specific server name but do have a DSQUERY entry, that
cntry will be used as the default.

« If there is neither a specific logical name nor a DSQUERY entry in the .INI file
or in the Windows NT Registry, DB-Library loads the named pipes Net-Library
(for example, DBNMPP3.DLL for the Windows operating systemn) and passes it
the servername parameter from dbopen. With Microsoft SQL Server using
named pipes, you typically never need to make a INI entry. If you use any other
Net-Library, you must make at least one entry.

The following examples illustrate this logic:

. forecast=dbnmp3

The Windows named pipe MNet-Library is used, and it connects to SQL Scrver
WForecast using the standard named pipe, \pipe\sql\query.

wed
o
T
-
[y
A
~X
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»  sales=dbnmp3\serverl\pipe\sql2\query

The Windows named pipe Net-Library is used, and it connects o \serverl,
where SQL Server has been started using an alternate named pipe,
\pipe\sgl2\query.

Note SQL Server can be directed to use an alternate pipe by adding
an entry to the ListenOn field in the Registry under the following tree:

HKEY_LOCAL_MACHINENSOFTWAREAMicrosoft\S0Li5erver\Server

+ dsguery=dbmsspx3

The SPX Net-Library is used, and the servername parameter from dbopen is
used. This Net-Library requires no specific network connection information
because it queries the NetWare Bindery to determine the location of the server
running the Network Manager service specified in the servername parameter.

« unixsrv=sybtepw,131,107.005.21,3180

The SYBASE TCP/IP Net-Library is used, and DB-Library passes the IP
address and port number contained in the initialization siring to the Net-Library.

Note The SQL Server ODBC driver uses the same Net-Libraries as
DB-Library {0 communicate with SQL Server, Open Data Services,
and SQL. Bridge.

Resolving Server Names for MS-DOS-Based Clients

With MS-DOS, only one Net-Library TSR can be loaded, so there is no INI
configuration. Instead, MS-DOS environment variables are used to speeify any
network-specitic connection information. Environment variables have the following
format:

Togical-name=network-specific-parameters

The Net-Library used is the currently loaded TSR. If the servername

parameter passed to dbopen corresponds to a currently set cnvironment variable,
DB-Library passes the information contained in the environment string to the
currently loaded Net-Eibrary. In turn, Net-Library uses this information t©
determine server location and network-specific information parameters, if present.
If no environment variable matches the servername passed to dbopen, DB-Library
passes the servername parameter from dbopen to the currently loaded Net-Library.

e N
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New DB-Library Function identifies SQL Servers

DB-Library version 4.20.20 and later includes a new function (dbserverenuni)

that enables applications to identify SQL Servers available on the network,
tPcard]qu of which network oper: mng cygtem 18 hmnc ngad, For detaiis on the

dbsel veremum function, sce the Micro sojf SQL Server Programmer’s Reference
for C.

Confgguration of the Net-Library

£ trym] ~tad 1 i ¢
The Net-Library files and 1PCs for cach network protocol supported by Microsoft

SOL. Server are hsted in the following table. These files are installed automatically '
using the SQL. Server Setup utility on the server side and the SQL Client
Configuration Utility on the Windows, Windows NT, MS-DOS, and O5/2 client
side. The AUTOEXEC BAT file is used to load the MS-DOS client Net-Library.

The server-side Net-Library is used by SQL Server and ODS applications. If SQL
Server and ODS are on the same computer, ODS uses an alternate pipe.

Table 8.1 shows which files you need when installing SQL Server on various
network operating systermns with various network protocols. Use the following table
to determine exactly which files need to be in place for servers and clients.

You can also use this table for troubleshooting, should there be difficulty in
connecting a client workstation to Microsoft SQL. Server.

Table 8.1 Server-Side and Clieni-Side Net-Library Files

Metwork  Network Network clients Client-side Server-side
interface  protocol supported Net-Library Net-Library Comments
Named NetBEUlor LAN Manager, = DBNMPIPEEXE SSNMPNTW.DLL  This network
Pipes TCP/P Windows for (MS-DOS), setup provides
Workgroups, DBENMP3.DLIL SQL Server
and Windows NT  (Windows), Integrated
clients DBNMPP.DLL Security with the
{08/2), Windows NT
DBNMPNTW.DLL User Account
{Windows NT)} Database.
NWLink Windows NT DBNMPNTW.DLL  SSNMPNTW.DLL
clients (Windows NT)
Windows  TCP/IP UNIX and MAC Pact of SYBASE SSMSSOCN.DLL.  This
Sockets clients Open Client ' configuration
provides multiple
vendor

mtegration.
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Table 8.1 Server-Side and Client-Side Net-Library Files ( continued}
Client-side

Network  Network Network clients Server-side

supported Nef-Library Net-Library Comments

PC clients: FTP DBMSSOCN.DLL  SSMSSOCN.DLL The

PC/TCP, HP? (Windows NT), corresponding

ARPA Services, DBMSSOC3.DLL Net-Libraries are

Wollongong {(Windows), available from

PathWay, Novell DBMSSOC.EXE SYBASE.

LAN WorkPlace, (MS-DOS)

AT&E T

StarGroup, Sun

PC.NFS, DEC

PATHWORKS

{DECnet),

Microsoft TCP/IP

for LAN

Manager, and

50 0N

Novell NetWare DBMSSPX.EXE Novell; The servername

(IPX/SPX) 3.10+ {(MS-DOS {DOS), SSMSSPXN.DLL is registered

and Windows) DBMSSPX3.DLL with the Novell

and OS/2 (Windows), bindery service.

Requestor, DBMSSPXPDLL

NSDO04 (05/2) {0O5/2)

clients

NWLink DBMSSPXN.DLL
(Windows NT)

Banyan VINES, DBMSVINE.EXE  Banyan VINES: Registers to

4.11 (rev.Sy+and  (DOS), SSMSVINN.DLL StreetTalk as the

Windows NT DBMSVIN3ADLL ‘ given service.

clients (Windows), Banyan VINES
DBMSVINP.DLL will antomatically
(08/2), handle lookups of
DBMSVINN.DLL partial names or
(Windows NT) nicknames.

Notes NWLink is a Microseft implementation of the IPX/SPX protocol.
Altermative software available through Novell is fully expected sometime in the

near future.
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Using NetBEUI as the network protocol, the client workstation always uses a
broadcast to Tocate the SQL Server(s) on the network. Also, with TCP/IP the client
warkstation always uses a broadcast to locate the SQL Server(s), provided that the
servername and [P address are not located in the LMHOST file on the workstations.

Novell Connectivity

As shown by Table 8.1, in a Novell NetWare environment, SQL Server requires
NWLink (installed through Network Control Panel) and the SSMSSPXN.DLIL.
This DLL is automatically installed on the server side, with the appropriate
Registry entries, when you use SQL Server Setup and choose Change Network

Support, then NWLink IPX/SPX.

The following is a sample of what is added to the Registry for Microsoft SQL.
Server an a Novell Network:

HKEY?LOCAL“MACHINE\SOFTNARE\Microsoft\SGLServer\Server
ListenOn: REG_MULTI_SZ: SSNMPNTW, \\.\pipe\sqliquery
SSMSSPAN, CORAL (computername)

Windows and OS/2 client workstations require the Novell NetWare 3.10 or higher

level of IPK. The SQL Client Configuration Utility that ships with SQL Server is

used to specify the default network that the Windows and OS8/2 clients will use. By

choosing Novell IPX/SPX, the required DBMSSPX3.DLL is automatically

installed on the Windows client side, and DBMSSPXP.DLL is installed on the

08/2 client side. This adds the appropriate entries in the WIN.INI file or the
-O8/2.IN1 file, respectively.

The following is a sample of what is added to the WIN.INI for Windows clients
communicating with Microsoft SQL. Server on a Novell Network: :

[SQLSERVER]
DBSQUERY=DBMSSPX3
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MS-DOS clients require the same level of IPX that the Windows workstations do.
DBMSSPX EXE must be installed on the MS-DOS computer, This TSR can be
loaded either manually or from AUOTEXEC.BAT.

Windows NT client workstations use NWLink, which is installed through Network
Control Panel. After installation, use the Client Configuration Utility to specify that
the default network is Novell IPX/SPX. This, in turn, installs the required
DBMSSPXN.DLL on the Windows NT client side.

The following is a sample Registry entry for Windows NT clients communicating
with Microsoft SQL Server on a Novell Network:

HKEY_LOCAL_MACHINEASOFTWAREAMicrosoft\SQLServer\Client\ConnectTo
DSQUERY: REG_SZ: DBBMSSPXN

oL £
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CHAPTER 9

Using Remote Access Service

Windows NT 3.5 Remote Access Service {RAS) connects remote or mobile
workers to corporate networks. Optimized for client-server computing, Remote
Access Service (RAS) is implemented primarily as a software solution, and is
included in all of Microsoft’s operating systems.

The goals in designing RAS wete to make it:

~  Secure

« Interoperable

» Economical

« Scalable

- igh performance
« Easy to use

« Extensible

Petitioner Vonage Holdings Corp. ef al, - Exhibit 1008 - Page 154

&
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RAS Capabilities and Functionality

RAS provides transparent network access for computer running Windows NT,
Windows for Workgroups, MS-DOS version 3.1 or later (RAS version 1.1a), and
MS 0O8/2 version 3.1 (RAS version 1.1).

Users run the RAS graphical phone beok on a remote computer, and then initiate a
connection to the RAS server using a local medem, X.25, or ISDN card. The RAS
server, running on a Windows N'T" Server-based computer connected to the
corporate network, authenticates the nsers and services the sessions until terminated
by the user or network administrator. All services that are typicaily available to a
LAN-connected vser (including file- and print-sharing, database access and
messaging) are enabled via the RAS connection. The following figure depicts the
RAS architecture:

Printing File sharing Host access Database E-mail
{ Echeduling

|
<
N
5
N

/ﬂemote Actess Server
- {Windows NT Servar)

V PraniaivG N

@ Telephone,
\s\/’ X.25, ISDN

Remote Client
{MS-DOS, Windows,
Windows NT)

Figure 9.1 RAS Architecture

Note that the remote clients use standard tools o access resources. For example, the
Windows File Manager is used to make drive connections, and Print Manager is
used to connect priniers. Connections made while LAN-connected via these tools
are persistent, so users don’t need 10 re-connect o network resources during their
remote sessions, Since drive letters and UNC (Universal Naming Convention)
names are fully supported via RAS, mosl commercial and custom applications work
without any modification.

-y
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Connectivity is achieved in one of three ways: via a standard modem, ISDN card,
or X.25. The.asynchronous modem is the most popular means of connecting, with
ISDN emerging as a high-speed alternative. X.25 is a standard for many companies
doing business internationally,

Remote Access Versus Remote Control

o

i

&
)‘!

ti

In understanding the RAS architecture, it is important to make the distinction
between RAS and remote control solutions, such as Cubix and pcANYWHERE.
RAS is a software-based multi-protocol router; remote control solutions work by
sharing screen, keyboard and mouse over the wire. In a remote control solution,
users share a CPU or multiple CP1Ps on the server. The RAS server’s CPU g
dedicated to communications, not to running applications.

This architectural difference has significant implications in two areas: scalability
and software applications architecture.

In the area of scalability, consider the differing approach to increasing the capacity
or performance of a remote-control server. For best performance, an additional or
upgraded CPU or computer would need to be purchased for every port to be added
or upgraded. With RAS, additional ports can be added without upgrading the server
computer. When it does require an upgrade, the RAS Server would generally

get additional RAM, a less costly approach than with remote-control. With
Windows NT., a single server can scale to support hundreds of remote users,

using far fewer hardware resotrces than a remote control solution.

In software applications architecture, the RAS client normally executes applications
from the remote workstation. Contrast this with the remote control client, which
runs applications from the host-side CPU. The RAS arrangement is better suited to
graphical, client-server—based applications, and because network traffic is
reduced, the user achieves higher performance. Remote control, however, can be
useful in non-client-server environments.
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RAS Features in Windows NT 3.5

Petitioner §

Microsoft’s Remote Access Server first shipped with LAN Manager 2.1 in 1991,
it was included with the Windows NT 3.1 opexatmg systemn, and has now been
significanily enhanced for Windows NT 3.5. RAS feaiures ihe following
capabilities:

= Multiprotocol routing via PPP suppost

« Internet support

- Improved integration with NetWare® networks
« Increased number of simultancous connections
«  Software data compression

- Data encryption

«  Availability of the RAS APIs

Multi-protocol Routing via PPP Support

The underlying RAS architecture allows clients to run any combination of the
network protocols NetBEUY, TCP/IP, or IPX during a RAS session. This means
that Windows Sockets and NetWare-awate, as weil as NetBIOS applications,
can be run remotely. The Point-to-Point Protocol (PPP) is used as the framing
mechanism on the wire. Using PPP enables a high degree of interoperability with
existing remote access services.

internet Support

RAS enables Windows NT and the next version of Windows, Windows95, to
provide complete services to the Inlernet. A Windows NT Server 3,5-based
computer can be configured as an Internet service provider, offering dial-up Internet
connections to a client workstation running Windows NT 3.5 or Windows95. A
computer ummng Windows NT Workstation 3.5 can dial into an Internet-connected
computer rupning Windows NT Server 3.5, or to any one of a variety of industry-
standard PPP or SLIP-based Internet servers.

Improved Integration with NetWare Networks

Windows NT 3.5 and RAS fully integrate into a NetWare network. The RAS
clients are running IPX and/or NetBIOS, so all applications that typically work
when directly connected to the network, continue to work when remotely connected.
The RAS server now supports IPX routing, enabling remote clients o gain access to
all NetWare resources via the RAS server.
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Increased Number of Simultaneous Connections

Windows NT Server 3.5 supports up 1o 256 simultancous connections. The
Windows NT Woarkstation provides a single RAS connection, primarily for
persenal use or for very amall networks.

Software Data Compression

Software data compression in RAS allows users to boost their effective throughput,
Data is compressed by the RAS client, sent over the wire in a compressed format,
and then decompressed by the server. In typical use, RAS software compression
doubles effective throughput.

Data Encryption

Remote Access Service provides data encryption, in addition to password
encryption, to provide privacy for sensitive data. While most RAS users do not
need encryption, government agencies, law enforcement organizations, financial
institutions, and others benefit from it. Microsoft RAS uses the RC4 encryption
algorithm of RSA Data Security Inc.

RAS APls

In April 1994, Microsoft published the 16-bit and 32-bit RAS APIs, which allow
corporate developers and solution providers to create custom, remote-enabled
applications that can establish a remote connection, use network resources, and re-
conuect in the event of a communications link failure. Applications developed using
these tools will be compatible with Windows95, Windows NT Workstation and
Server 3.5, and Windows for Workgroups 3.11.

Security

Microsoft’s RAS provides security at the operating system, file system, and
network layers, as well as data encryption and event auditing. Some of the security
features are inherited from the Windows NT operating systerm, while others are
specific to RAS itself. Every stage of the process——such as user authentication,
data transmission, resource access, logoff and auditing-—can be secured. The next
section describes RAS security in detail.
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Windows NT Security

Windows NT, the host for RAS, is a securce operating environment. Windows NT
was designed to meet the requirements for C-2 fevel (U.S. Department of Defensc)
security, meaning that access to system resources can be diseretely controlled, and
all access to the system can be recorded and audited. A Windows NT Server-hased
computer, provided it is secured physically, can be locked-down using software.

Any access to the system requires a password and leaves an audit trail.

Windows NT Server provides for enterprise-wide security using a frusted

domain, single-network logon model. A domain is simply a collection of servers
that are administered together. Trusted domains establish relationships whereby the
users and groups of one domain can be granted access o reseurces in a trusting
domain. This eliminates the need for duplicate entry of user accounts across a multi-
server network. Finally, under the single-network-logon model, once a user i
authenticated, the user carries access credentials. Anytime the user atiempts to gain
access to a resource anywhere on the network, Windows NT automatically presents
the user’s credentials. If trusted domains are used, the user may never have to
present a password after initial logon, even though his account exists on ene server
in one domain only.

The single-network fogon model extends to RAS users. RAS access is granted from
the pool of all Windows NT user accounts. An administzator grants a single user,
group of users, or all users the right to dial into the network. Then, users use their
domain login to connect via RAS, Once the user has been authenticated by RAS,
they can use resousces throughout the domain and in any trusted domains.

Finally, Windows NT provides the Event Viewer for auditing. All system,
application, and security events are recorded to a central secure database which,
with proper privileges, can be viewed from anywhere on the network. Any attempts
to violate system sccurity, start or stop services without authorization, or gain
access to protected resources, is recorded in the Event Log and can be viewed by
the administrator.

Authentication

Authentication is an important concern for many corporations. This scction answers
some of the most frequently-asked questions, such as:

» How can our system insure the privacy of passwords?

. Can our system include a security mechanism in addition to that provided by
RAS and Windows NT?

= Is the call-back feature supported?
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Authentication Protocols

The Challenge Handshake Authentication Protocol (CHAP) is used by the Remote
Access Server to negotiate the most secure form of encrypted authentication
supported by both server and client. CHAP uses a challenge-response mechanism
with one-way encryption on the response. CHAP allows the RAS server to
negotiate downward from the most-secure to the least-secure encryption
mechanism, and protects passwords transmitted in the process.

Table 9.1 Security Levels and RAS Encryption Protocols

Level of security Type of encryption " RAS encryption protocol
High One-way CHAP, MD3

Medium Two-way SPAP

Low Clear-text PAP

CHAP allows different types of encryption algorithms to be used. Specifically, RAS
uses DES and RSA Security Inc.’s MDS5. Microsoft RAS uses DES encryption
when both the client and the server are using RAS. DES encryption, the U.S.
government standard, was designed to protect against password discovery and
playback. Windows NT 3.5, Windows for Workgroups, and Windows95 will
always negotiate DES-encrypted authentication when communicating with each
other. When connecting to third-parly remote access servers or client software,
RAS can negotiate SPAP or clear-text authentication if the third party product does
not support encrypted authentication,

MD?3, an encryption scheme used by various PPP vendors for encrypted
authentication, can be negotiated by the Microsoft RAS client when connecting to
other vendors’ remote access servers. MD3 is not available in the RAS server.

- SPAP, the Shiva Password Authentication Protocol, is a two-way (reversible)
encryption mechanism employed by Shiva. Windows NT Workstation 3.5, when
connecting to a Shiva LAN Rover, uses SPAP; as does a Shiva client connecting to
a Windows NT Server 3.5, This form of authentication is more secure than clear
text, but less secure than CHAP.

PAP uses clear-text passwords and is the least sophisticated authentication
protocol. It is typically negotiated if the remote workstation and server cannot
negotiate a more secure form of validation.

The Microsoft RAS server has an option that prevents clear-text passwords from
being negotiated. This option enables system administrators to enforce a high level
of sceurity.
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Third-party Security Hosts
RAS supports third-party security hosts. The security host sits between the remote
user and the RAS Server.

The security host generally provides an extra Iayer of security by requiring a
hardware key of some sort in order to provide authentication. Verification that the
rernote user is in physical possession of the key takes place before they are given
access to the RAS Server. This open architecture allows customers to choose from a
variety of security hosts to augment the security in RAS.

Az an additional measure of security, RAS offers call-back. Call-back secucity
enables administrators to require remote users o dial from a specific predetermined
jocation (e.g. telephone number at home) or to call back a user from any location, in
order to use low-cost communications lines. In the case of secured call back, the
user initiates a call, and connects with the RAS Server. The RAS Server then drops
the call, and calls back a moment later to the pre-assigned call-back number. This
security method will generally thwart most impersonators.

Network Access Restrictions

Remote access to the network under RAS is controlled by the system administrator.
In addition to the tools provided with Windows NT Server (authentjcation, trusted
domains, event auditing, C2 security design, etc.), the RAS Admin tool gives an
administrator the ability to grant or revoke remote access privileges on a user-by-
user basis. This means that even though RAS is running on a Windows NT Server-
based computer, access to the network must be explicitly granted for each user who
is to be authorized to enter the network via RAS.

'I'his process ensures that remote access must be explicitly granted

convenient means for setting call back restrictions.

Microsoft’s RAS provides an additional measure of security, The RAS
Administrator provides a switch that allows access to be granted to all resources
that the RAS host compuier can see, ur jusi tesuurces focal (0 ihe colnpuien. This
allows a customer to tightly control what information is available to remote users,
and to limit their exposure in the event of a security breach.
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Data Encryption

Data encryption protects data and ensures secure dial-up communications. This is
especially important for financial institutions, law-enforcement and government
agencies, and corporations that require secure data transfer. For installations where
total security is required, the RAS administrator can set the RAS server to force
encrypted communications. Users connecting to that server automatically encrypt
all data sent.

Interoperability

Because LAN’s are evolving quickly from islands of information to fully-connected
networks of diverse operating systems, protocols, and file systems, Microsoft has
defined interoperability as a key feature in Windows NT and RAS and has
concentrated on the following areas to ensure smooth integration into the
heterogeneous networks of today and tomormow:

» Ilexible hardware options

« PPP, an underlying protocol for interoperability

« A ramp to the Internet

. Seamléss integration with NetWare networks

= Interoperability with other third-party remote access vendors

Filexible Hardware Options

Microsoft’s Remote Access Service offers the broadest hardware support of any
remote access vendor. Currently, over 1,700 computers, 300 modems, and 11 raulti-
port serial adapters are supported. By selecting a remote access solution with very
broad hardware support, customers can gain flexibility in their system design. A
complete listing of the hardware devices supported by RAS can be found in the
Windows NT Hardware Compatibility List (HCL). The HCL ships with

Windows NT, and can also be found on the Microsoft Download Service
{206-936-MSDL) or on CompuServe (GO WINNT).
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Paint-to-Point Protocol: The Enabling Technology

Previous versions of RAS functioned as NetBIOS gateways. Users would make
their connections using NetBEUL/ NetBIOS, and then inherit other protocols from
the server. This method enabled users to share network resources in a multi-vendor
LAN environment, but Jimited them from running applications which relied on the
presence of a protocot other than NetBEUI on the client-side. The enhanced
architecture 1s as follows:

Remote Client RAS Server
[
1 Applications JI
1 RAS AP I |Sockels NetB]OSJ P Ho‘yierﬁF‘X Router
g - o
Dial - TCPAP 1PX
nang-up
stalus
* WAN driver J ! WAN driver !l LAN driver J
e * el
jﬂ\ .
WAN
N LAN

Figure 9.2 PPP Architecture

While this architecture continues to support the NetBIOS gateway, it also offers
some exciting new possibilities. This architecture enables clients to load any
combination of NetBREUY, IPX, and TCP/IP. Applications written to the Windows
Sockets, NetBIOS, or IPX interface can now be run on a Windows NT
Waorkstation. This architecture will be the basis for the RAS client in Windows95
as well.

N AaaTe 1. nt ron £ ila b 34
xuuurl.uutuvu1 xuuuub i3 Jun O O Wis u3ﬂefus of M Microseft’s move to the Point-

to-Point Protocol (PPP) in RAS. The Point-to-Point Protocol is a set of industry
standard protocols that cnable remote access solutions to interoperate in a multi-
vendor network, PPP support in Windows NT 3.5 and Windows95 means that
workstations running Windows can dial into remote networks through any industry-
standard PPP server. It also enables a Windows INT Server to receive calls from,
and provide network access 1o, other vendors’ remole access workstation software.
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And while multi-protocol support is an important new fcature of Microsoft’s RAS,
NetBIOS gateway support continues to be an important part of its feature set.

Remote Client RAS Server
Appfications NetBIOS gateway
fErmm—y
i 1
RAS AP i LNelBIOS I I NetBIOS |
E i
TCPAP, IPX,
at [ NefEIEUI [ [ wemeu || TRRREX]
status I 1 I B | ] ;
| WHN driver | l WA driver i | LAN driver i
% % - —.
— WAN
LAN

Figure 9.3 NetBIOS Gateway Architecture

An example of the NetBIOS gateway capability is remote network access for Lotus
Notes users. While Lotus Notes does offer dial-up connectivity, dial up is limited to
the Notes application only. RAS complements this connectivity by providing a low-
cost, high-performance remote network connection for Notes® users, which not only
connects Notes, but offers file and print services, and access to other network
resources.

Many customers who are interested in PPP interoperability, are also concerned with
SLIP. SLIP, the Serial Line Internet Protocol, is an older communications standard
found in UNIX environments. SLIP does not provide automatic negotiation of
network configuration; it requires user intervention. It also does not support
encrypted authentication. Microsoft supports SLIP on the client side, so that the
clients running Windows NT 3.5 may dial into an existing SLIP server. RAS does
not provide a SLIP server in Windows NT version 3.5.

Using Terminal and Script Settings for Remote Logons

Petitioner Vonage Holdings Corp. ef al. -

When you use RAS to connect to a remote computer, the remote computer will
probably require a specific series of commands and responses to successfully log
you on to the remote system. The sequence is identical each time you log on to the
remote system.
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If both the remote server and client are Windows NT 3.5 computers, connection and
logon can be completely automated using Windows N'T built-in security. If you log
on to the Windows NT RAS client using a username and password that is valid on
the remote network, and select the Authenticate Using Current User Name and
Password check box in the Edit Phone Book Entry dialog box, Windows NT RKAS
wili automatically connect to the remote Windows NT 3.5 RAS server.

If the remote compuicr you are logging on to is not a Windows NT 3.5 computer,
you must configure the Sccurity settings for each RAS entry to handle the tog on
requirements for the remote device you are connecting to. The remote logon will be
either manual using a Terminal screen that allows you to interact with the remote
computer, 0r you can automate the remote log on using scripts that are stored in
SWITCH.INF or PAD.INF (for X.25 networks).

This section explains how to use the RAS Terminal screen and also describes how
to create and use automatic scripts for logon to remote computers.

1 RAS Terminal for Remote Logons

If a remote computer you dial in to requires a log on procedure, you must configure
the Security settings for that RAS entry o use a RAS Terminal log on as described
in the procedure below. After RAS connects to the remote system, a character-
based window will appear and display the log on sequence from the remote
computer, You use this screen to inferact with the remote computer for logging on.
Alternatively, you can automate the manual log on through RAS Terminal as
described in the next section, “Automating Remote Log Ons Usmg SWITCH.INF
Scripts.”

To configure a Windows NT 3.5 RAS enfry to use Terminal after dialing
1. In Remote Access, select the entry you want to connect {o.
Choose the Edit button.

Lo
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Choose the Security button. {In Windows NT 3.1 and Windows for Workgroups
3.11, this bution is labeled Switch).

5. In the After Dialing box, select Terminal. (In Windows NT 3.1 and Windows
for Workgroups 3.11, thig box is labeled Post-Connect).

6. Choose the OK button untif you return to the main Remote Access Screen.

A hattan
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~

Alfter you dial and connect to this entry, the After Dial Terminal screen will appear
and you will see prompts from the remote computer. You then log on to the remote
computer using the After Dial Terminal dialog box. After you have completed all
inferaction with the remote computer, choose the Done buiton to closc the After
Dial Terminal dialog box.
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Automating Remote Log Ons Using SWITCH.INF Scripts

You can use the SWITCH.INF file {(or PAD.INF on X.25 networks) to automate
the log on process instead of using the manual RAS Terminal describe in the
previous section, “Using RAS Terminal for Remote Log Ons.”

Creating Scripts for RAS

SWITCH.INF is like a set of small batch files (scripts) contained in one file. A
SWITCH.INF s_cript has four elements: a section header, corpmands, responses, and
comments.

Section headers divide SWITCH.INF into individual seripts. A seciion header starts
a script.

Each line in a script is a command or a response. A command comes from the local
RAS client, The commands you can issue from a Windows NT computer are listed
below.

A response is {from the remote device or computer. To write an automatic script, you
must know the required responses for a specific device. The commands and
responses must be in the exact order the remote device expects themn., Branching
statements, such as GOTO or IF, are not supported, The required sequence of
commands and responses for a specific intermediary device should be in the
documentation for the device, or if you are connecting to a commercial service,
from the support staff of that service,

The SWITCH.INF file can contain scripts for each intermediary devices or online
service that the RAS user wiil call. The seripts are activated by configuring Remote
Access phonebook entries as described below in the section “Activating
SWITCH.INF Scripts.”

Note RAS permits you to cmbed your username and password only in clear text in
the SWITCH.INF file. The ability to use macros that obtain your username and
password from your own RAS phone book file (username PBK) will be included in
an upcoming, interim release of Windows NT. This functionality may be available
by the time you are reading this, Check the RASPHONE. HLP file on your current
system for the availability of these macros and for more information about creating
scripts with SWITCH.INF.
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Section Headers

A section header marks the beginning of a script for a certain intermediary device
and st not exceed 31 characters. The section header is enclosed in square
brackets. For example:

fRoute 66 Login]

Comment Lines
Conmument lines must have a semicolon (;) in colunn one and can appear anywhere

_in the file. Comment lines can contain information for those who maintain the

SWITCH.INF file. For example:

: This script was created by MariaG on September 29, 1995

Commands

A command comes from the local computer. A response comes from the remote
device or computer.

You use the COMMAND= statement to send commands to the intermediary
device. The COMMAND= statement can be used three ways, as described below:

COMMAND=
COMMAND= by itself causes a 2-second delay, depending on CPU speed and
whether or not caching software like SMARTDRV. DRV is ranning. Using
COMMAND= as 2 delay is important because the intermediary device may not
be able 1o process all commands if they are send at once.

COMMAND=custom string

This sends cusiom siring but will also cause a slight delay of several hundred
milliseconds (depending on CPU speed and caching software installed) to give
the intermediary device time to process custom string and prepare for the next
command.

COMMAND=cusiom stiing <cr>
This causes custom string to be sent instantaneously because of the carriage
return {<cr>) at the end of the line.

You must consolt the documentation from the remote device to determine the
required strings to be send with the COMMAND:= command.

opim
9
jrmn
4
~3



Chapter 8 Using Remote Access Service 143

Response Related Keywords

Each command line is followed by one or more response lines. You must consult
the documentation from the remote device to determine the possible response
strings.

In addition to the response strings you obtain for the remote device (or online
service), response lines can contain one of the following keywords:

OK=custom response string <macro>
The script continues to the next line.

CONNECT=custom response string <macro>
Used at the end of & successful seript,

ERROR=custom response string <macro>
Causes RAS to display a generic error message,

ERROR_DIAGNOSTICS=custom response string <diagnostics>
Causes RAS to display the specific cause for an error returned by the device.
Not all devices report specific errors, Use ERROR= if you device does not
return specific errors.

NoResponse
Used when no response will come from the remote device.

These commands are usually combined. CONNECT= is usually the last line
executed unless an ERROR line follows it and the intermediary device reports an
error, '

RAS on the local computer always expects a response from the remote device and
will wait until a response is received unless a NoResponse statement follows the
COMMAND= line. If there is no statement for a response following a
COMMAND= line, the COMMAND:=: line will execute and stop.

Reserved Macro Words
Reserved macro keyword are enclosed in angle brackets

<Cr>
Inserts a carriage returi.

<if>
Inserts a line feed.

e S
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<match>
Reports a match if the string enclosed in quotation marks is found in the
device response. For example, <match> "Smith" matches Jane Smith and John
Smith L. '

<F= )
Inserts a wildcard character, for example, CO<?><?>2 matches COOL2 or
COAT2, but not COOL.3.

<hXX> (XX are hexadecimal digits) :
Allows any hexadecimal character to appear in a string including the zero
byte, <h00>.

<ignore>
Ignores the rest of a response from the macro on. For example,
<cr><1f>CONNECTV-<ignore> reads the following responses as the same:
“CrlfCONNECTV-1.17 and “crlfCONNECTV-2.3.7

<diagnostics>
Passes specific error information from a device to RAS. This enables RAS to
display the specific error to RAS users. Otherwise, a nonspecific eiror
message will appear.

Activating SWITCH.INF Scripts

You can configure a RAS entry to execule a SWITCH.INE script before dialing,
after dialing, or both. For example, to antomate a remote log on to a remote host,
you would first create the script in SWITCH.INF, and then configure the RAS entry
to use the created script after dialing,

1. In Remote Access, select the entry ybu want {0 connect to.
2. Choose the Edit button.
3. If the Security button is not visible, choose the Advanced button.

Choose the Security button. (In Windows NT 3.1 and Windows for Wdrkgroups
3.11, this button is labeled Switch).

In the After Dialing box, select the name of the script. The section header in
SWITCH.INF is what will appear as the name of the script. (In Windows NT
3.1 and Windows for Workgroups 3.11, this box is labeled Post-Connect).

4. Choose the OK button unti} you return to the main Remote Access Screen,

"When you dial this entry, the selected script will execute after RAS dials and

connects o the remote host.
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Troubleshooting Scripts Using DEVICE.LOG

Windows NT 3.1 and 3.5 (and Windows for Workgroups 3.11} alfow you to log all
informaltion passed between RAS, the modem, and the intermediate device,
including errors reported by the intermediate device. This can allow you to find
errors that prevent your scripts from working.

The DEVICE.LOG file is created by turning logging on in the registry. The
DEVICE.LOG file is in the SYSTEM32\RAS subdirectory of your Windows NT
directory.

+ To create DEVICE.LOG
1. Hang up any connections, and then exit from Remote Access.
2. Start the Registry Editor by running the REGEDT32.EXE program.

3. Go o HKEY_LOCAL_MACHINE, and then access the following key:
\SYSTEM\CurrentControl Set\Services\RasMan\Parameters

Change the value of the Logging parameter to 1. When changed, the parameter
should look like this:

Logging:REG_DWORD:0x1

Logging begins when you restart Remote Access or start the Remote Access Server
service (if your computer is receiving calls). You do not need to shutdown and
restart Windows NT.

If an ervor is encountered during script execution, execution halts. You must
determine the problem by looking in DEVICE.LOG, make the necessary
corrections to the script, and then restart RAS.

To turn logging on in Windows for Workgroups 3,11, edit the SYSTEM.INI file
and in the [Remote Access] section add the line LOGGING=1. The text file
DEVICE.LOG will be created antomatically in the Windows directory when RAS
is started.

Using Scripts with Other Microsoft RAS Clients

Microsoft RAS version 1.0 does not have the capability to invoke RAS Terminal or
use scripts in INF files. :

Microsoft RAS version 1.1 supports PAD.INF only. Note that the syntax used in
the PAD.INF file differs slightly different from subsequent versions of Microsoft
RAS.

Microsoft RAS for Windows for Workgroups version 3.11, Windows NT
version 3.1 and version 3.5 support RAS Terminal and scripts in SWITCH.INF
and PAD.INF.
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Hesource Direciory

This resource directory provides contact information on many of the vendors that
provide RAS-related equipment and support. It is not intended as an all-inclusive
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list of RAS-related products.

Digiboard

6400 Flying Cloud Drive
Eden Prairie, MN 553344
(612) 943-9020
Multi-port Seriai Adapters,
ISDN Adapters

Eicon Technology Corp.

2196 - 32nd Avenue {Lachine)
Montreal, Quebec H8T 3H7
Canada

(514) 631-2592

X.25 Adapters

NetManage, Inc.

20823 Stevens Creck Blvd.
Cupertino, CA 95014

Phone: (408) 973-7171

Fax: (408) 257-6405

Terminal Emulation, File Transfer,
X Windows, E-mail, NFS, TN3270,
BIND, SNMP

Security Dynamics

One Alewife Center
Cambridge, MA 02140 USA
Phone (617) 547-7820

Fax (617) 354 8836

Advanced network security
and authorization products

Digital Pathways Inc

201 Ravendale Drive

Mountain View, CA 94043-5216
Phone (415) 964 0707

Fax (415) 901 7487

Advanced network security

and authorization products

Racal
480 Spring Park Place

Suite 900

Herndon, Virginia 22070
Phone (703) 437 8333

Fax (703} 471 0892
Advanced network security
and authorization products

SpartaCom, Ine.
10, avenue du Québec

Bat. F4

B.P. 537

F-91946 Courtaboeuf Cedex
France

Phone (33-1) 69.07.17.80

Fax (33-1) 69.29.09.19
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CHAPTER 10

Overview of Microsoft TCP/IP
for Windows NT

Transmission Control Protocol/Internet Protocol {TCP/P) is a networking protocol
that provides communication across interconnected networks made up of computers
with diverse hardware architectures and various operating systems. TCP/IP can be
used to communicate with Windows NT systems, with devices that use other
Microsoft networking products, and with non-Microsoft systems, such as UNIX
systems.

This chapter introduces Microsoft TCP/IP for Windows NT. The topics in this
chapter include the following:

» Advantages of adding TCP/IP to a Windows NT configuration

= Microsoft TCP/IP core technology and third-party add-ons

= Windows NT solutions in TCP/IP internetworks

For more detailed information on TCP/IP and its integration with Microsoft
Windows NT and other networking products, see Chapter 12, “Networking
Concepts for TCP/IP.”
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Advantages of Adding TCP/IP to a Windows NT
Configuration |

The TCP/IP protocol family is a standard set of networking protocols, or rules, that
govern how data is passed between computers on a network. TCP/IP is used to
connect the Internet, the worldwide internetwork connecting over two million
universities, research labs, U.S. defense installations, and corporations. These saime
protocols can be used in private intemetworks that connect several local area
networks.

Microsoft TCP/IP for Windows NT enables enterprise networking and connectivity
on Windows NT computers. Adding TCP/IP to a Windows NT configuration offers
the following advantages:

. A standard, routable enterprise networking protocol that is the most complete
and accepted protocol available. All modern operating systems offer TCP/IP
support, and most large networks rely on TCP/IP for much of their network
traffic.

« A technology for connecting dissimilar systems. Many standard connectivity
utilities are availabic to access and transfer data beiween dissimiiar systems,
including File Transfer Protocol (FTP) and Terminal Emulation Protocol
(Telnet). Several of these standard utilities are included with Windows NT.

» A robust, scalable, cross-platform client-server framework. Microsoft TCP/IP
supports the Windows Sockets 1.1 interface, which is ideal for developing
client-server applications that can run with Windows Sockets-compliant stacks
from other vendors. Many pubhc-domam Internet tools are also written to the
Windows Sockets standard, Windows Sockets aypm.auum can also take
advantage of other networking protocols such as Microsoft NWLink, the
Microsoft implementation of the IPX/SPX protocols used in Novelle NetWarea
networks,

. The eaabling techinology necessary to connect Windows NT o the gloval
Internet. TCP/IP, Point to Point Protocol (PPP), and Windows Sockets 1.1
provide the foundation needed to connect and use Internet services.

K]
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Microsoft TCP/IP Core Technology
and Third-Party Add-Ons

Microsoft TCP/IP provides all the clements necessary to implement these protocols
for networking. Microsoft TCP/IP includes the following:

= Core TCP/IP protocols, including the Transmission Control Protocol (TCP),
Internet Protocol (IP), User Datagram Protocol (UDP), Address Resolution
Protocol (ARP), and Internet Control Message Protocol (ICMP). This suite of
Iniernet protocols provides a set of standards for how computers communicate
and how networks are interconnected. Support is also provided for PPP and
Serial-Line IP (SLIP), which are protocols used for dial-up access to TCP/IP
networks, including the Internet.

» Support for application interfaces, including Windows Sockets 1.1 for network
programming, remote procedure call (RPC) for communicating between
systems, NetBIOS for establishing logical names and sessions on the network,
and network dynamic data exchange (Network DDE) for sharing information
embedded in documents across the network.

«  Basic TCP/IP connectivity utilities, including finger, ftp, Ipr, rep, rexec, rsh,
telnet, and tftp. These utilities atlow Windows NT users to inferact with and
use resources ot non-Microsoft hosts, such as UNIX workstations.

« TCP/IP diagnostic tools, including arp, hostname, ipconfig, Ipq, nbtstat,
petstat, ping, route, and tracert. These utilities can be used to detect and
resolve TCP/IP networking problems.

« Secrvices and related administrative tools, including the FTP Server service for
transferring files between remote computers, Windows Internet Name Service
(WINS) for dynamically registering and querying computer names on an
internetwork, Dynamic Host Configuration Protocol (ODHCP) service for
automatically configuring TCP/IP on Windows NT computers, and TCP/IP
printing for accessing printers connected to a UNIX computer or connected
directly to the network via TCP/IP.

+  Simple Network Management Protocol (SNMP) agent. This component allows a
Windows NT computer to be administered remotely using management tools
such as SunNet Manager or HP Open View. SNMP can also be used to monitor
DHCP servers and to monttor and configure WINS servers.

-

Cetitioner Vonage Holdings Corp. et al. - Exhibit 1008 - Page 178

R " &



A Pantll TCPAP

- The client software for simple network protocols, including Character
Generator, Daytime, Discard, Echo, and Quote of the Day. These protocols
allow a Windows NT computer to respond to requests from other systems that
support these protocols. When these protocols are installed, a sample QUOTES
files 1s also instalied in the \systermnroofAS Y STEM3ZADRIVERS\ETC directory.

«  Path MTU Discovery, which provides the ability to determine the datagram size
for all routers between Windows NT computers and any other systems on the
WAN. Microsoft TCP/IP also supports the Internet Gateway Multicast Protocol
(IGMP), which is used by new workgroup software products.

The following figure shows the elements of Microsoft TCP/IP alongside the variety
of additional applications and connectivity utilities provided by Microsoft and other
third-party vendors.

Gopher, WAIS

N Advanced services:

TCP/iP printing; FTP X Window J NFS

Development tools l
{XLib, ONC/RPC)

: Automatic

Enhianced connectlwty ‘
applications

E] Integrated with Windows NT
D Developed by third parties or the research community

Figure 10,1 Microsoft TCP/IP Core Technology and Third-party Add-ons
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TCP/IP standards are defined in Requests for Comments (RFCs), which are
published by the Internet Engineering Task Force (IETF) and other working groups.
The relevant RFCs supported in this version of Microsoft TCP/IP (and for
Microsoft Remote Access Service) are described in the following table,

Table 16.1  Requests for Comments (RFCs) Supported by Microsoft TCP/IP

REC

Title

768

783

791

792

793

826

854

862

863

864

865

8067

894

919, 922
959

1001, 1002
1034, 1035
1042

1055

1112
1122,1123
1134

1144

1157

User Patagram Protocol (UDP)

Trvial File Transfer Protocol (TFTP)

Internet Protocot (IP)

Internet Control Message Protocol (ICMP)
Transmission Control Protocol (TCP)

Address Resolution Protocol (ARP)

Telnet Protocol (TELNET)

Echo Protocol (ECHO)

Discard Protocol (DISCARD)

Character Generator Protocol (CHARGEN)

Quote of the Day Protocol (QUOTE)

Daytime Protocol (DAY TIME)

IP over Ethernet

IP Broadcast Datagrams (broadcasting with subnets)
File Transfer Protocol (FTP)

NetBIOS Service Protocols

Domain Name System (DOMAIN)

1P over Token Ring

Transmission of IP over Serial Lines (IP-SLIP)
Internet Gateway Multicast Protocol (IGMP)

Host Requirements (communications and applications)
Point to Point Protocol (PPP)

Compressing TCP/IP Headers for Low-Speed Serial Links
Simple Network Management Protocol (SNMP}

P
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Table 10.1  Key Requests for Comments (RFCs) Supported by Microseft TCP/IP

(confinued)

RFC Title

1170 Line Printer Daemon Protoco]

1188 IP over FDDI

1191 Path MTU Discovery

1201 IP over ARCNET

1231 IEEE 802.5 Token Ring MIB (MIB-TI)

1332 PPP Internet Protocol Control Protocol (IPCP)

1334 PPP Authenticaiion Protocols

1533 DHCP Options and BOOTP Vendor Extensions

1534 ' Interoperation Between DHCP and BOQTP

1541 Dynamic Host Configuration Protocol (DHCP)

1542 Clarifications and Extensions for the Bootstrap Protocol
1547 Requirements for Point to Point Protocol (PPP)

1548 Point to Point Protocot {PPP)

1549 PPP in High-level Data Link Control (HDLC) Framing
1552 PPP Internctwork Packet Exchange Control Protocol {IPXCP)
1553 IPX Header Compression

1570 Link Control Protocol (L.CP) Extensions

Draft RFCs NetRIOS Frame Contro} Protocol (NBFCP); PPP over ISDN,; PPP over
X.25; Compressicn Control Protocol

All RFCs can be found on the Internet via ds.iniernic.net.

In this version of Windows N'T, Microsoft TCP/IP does not include a complete suite
of TCR/AR coiiieciivity utilitios, Nelwork File Sysiew (NFS) suppuri, or sume
TCP/P server services (daemons) such as routed and telnetd. Many such
applications and utilitics that are available in the public domain or from third-party
vendors arc compatible with Microsoft TCP/IP.

Tip For Windows for Workgroups computers and MS-DOS—based computers on a
Microsoft network, you can install the new version of Microsoft TCP/IP—32 for
Windows for Workgroups and the Microsoft Network Client version 2.0 for
MS-DOS from the Windows NT Server 3.5 compact disc. This software includes
the DHCP and WINS clients and other elements of the new Microsoft TCP/IP
software. For information about installing these clients, see Chapter 9, “Network
Client Administrator,” in the Windows NT Server Installation Guide.
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Windows NT Solutions in TCP/IP Internetworks

When TCP/IP is used as a transport protocol with Windows NT, Windows NT
computers can communicate with other kinds of systems without additional
networking software. Microsoft TCP/IP in combination with other parts of
Windows NT provides a scalable solution for enterprise networks that include a
mix of system types and software on many platforms.

This section summarizes how TCP/IP works with Windows NT to provide
enterprise networking solutions. For infermation about how the elements discussed
in this section fit within the networking architecture, see “TCP/IP and Windows NT
Networking” in Chapter 12, “Networking Concepts for TCPAP.”

Using TCP/IP for Scalability in Windows Networks

TCP/IP delivers a scalable internetworking technology widely supported by
hardware and software vendors.

When TCP/IP is used as the enterprise-networking protocol, the Windows-based
networking solutions from Microsoft can be used on an existing internetwork to
provide client and server support for TCP/IP and connectivity utilities. These
solutions include:

= Microsoft Windows N'T Workstation 3.5, with enhancements to support wide
area networks (WAN), TCP/IP printing, extended LMHOSTS file, Windows
Sockets 1.1, FIP Server service software, and DHCP and WINS client
software.

«  Microsoft Windows NT Server 3.5, with the same enhancements as
Windows NT, plus DHCP server and WINS server software to support the
implementation of these new protocols.

«  Microsoft TCPAP-32 for Windows for Workgroups 3.11, with Windows
Sockets support, can be used to provide access for Windows for Workgroups
computers to Windows NT, LAN Manager, and other TCP/IP systems.
Microsoft TCP/IP-32 includes DHCP and WINS client software.

«  Microsoft LAN Manager, including both client and server support for Windows
Sockets, and MS-DOS-based connectivity utilities. The Microsoft Network
Client 2.0 software on the Windows NT Server compact disc includes new
Microsoft TCP/IP support with DHCP and WINS clients.

4
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The current version of TCP/AP for Windows NT also supports IP routing in systems

with multiple network adapters attached to separate physical networks (multihomed
Systerms).

Network B

IP router

P

To othea
networks

{P router

Network A

IP router

Network ©

Qiher
networks

| Using TCP/IP for Connectivity to the internet

Microsoft TCPAP provides Windows-based networking with a set of
internetworking protocols based on open standards.

Microsoft TCP/IP for Windows NT-includes many common connectivity
applications such as ftp, rsh, and telnet that support file transfer, remote process

execution, and terminal emulation for communication on the Internet and between
non-Microsoft network systems.
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TCP/IP applications created by researchers and other users, such as Gopher and
NCSA Mosaic, are in the public domain or are available through other vendors as
both 16-bit and 32-bit Windows-based applications. Any of these applications that
follow the Windows Sockets 1.1 standard are compatible with Windows NT. Such
applications allow a Windows NT computer to act as a powerful Internet client
using the extensive internctworking components with pubhc—domam viewers and
applications to access Internet resources.

Tip Public-domain Windows-based utilities such as LPR and Gopher can be
obtained on the Internet via fip.cica.indiana.edu in the /pub/win3/nt or
/pub/win3/winsock directory, or via the same directories on ftp.cdrom.com.
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TCP/IP for Heterogeneous Networking

Because most modern operating systems (in addition to Windows NT) support
TCP/IP protocols, an internetwork with mixed system types can share information
using simpie networking applications and utilities. With TCP/IP as a connectivity
protocol, Windows NT can communicate with many nen-Microsoft systems,
including:

« Internet hosts

= Applee Macintoshe systems

= [BM mamframes

»  UNIX systems

«  Open VMSn gystems

= Printers with network adapters connected directly to the network

Windows NT . LAN Manager
-ﬁncluding RAS) i Microsoft TCRAP /‘G UNEX host
IN—
Windows for UNIX host
Workgroups v
ke for VMS

Pathwor

Tigure 10.3  Microsoft TCP/IP Connectivity

Microsoft TCPAP provides a framework for interoperable heterogeneous
networking. The modular architecture of Windows NT networking with its
transport-independent services contributes to the strength of this framework. For
example, Windows NT supports these transport protocols, among many others:

. IPX/SPX for use in NetWare environments, using the Microsoft NWLink .
transport. Besides providing interoperability with NetWare networks, IPX/SPX
is a fast LAN transport for Windows-based networking as well.

.« TCP/IP for imtemetworks based on IP technologies. TCP/IP is the preferred
transport for internetworks and provides interoperability with UNEX and other
TCP/P-based networks. '
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«  NetBEUI as the protocol for local area networking on smaller networks and
compatibility with existing LAN Manager and IBM LAN Server networks.

«  AppleTalk for connecting to and sharing resources with Macintosh systems.

Other transport protocols provided by third-party vendors, such as DECnet and
OSI, can also be used by Windows NT networking services,

Windows NT provides standard network progranuming interfaces through the
Windows Sockets, RPC, and NetBIOS interfaces. Developers can take advantage
of this heterogeneous client-server platform to create custom applications that will
run on any system in the enterprise. An example of such a service is Microsoft SQL
Server, which uses Windows Sockets 1.1 to provide access toc NetWare,
MS-DOS—based, Windows NT, and UNIX clients.

Using TCP/IP with Third-Party Software

TCP/IP is a common denominator for heterogeneous networking, and Windows
Sockets is a standard used by application developers. Together they provide a
framework for cross-platform client-server development. TCP/IP-aware
applications from vendors that comply with the Windows Sockets standards can run
over virtually any TCP/IP implementation.

The Windows Sockets standard ensures compatibility with Windows-based TCP/IP
utilities developed by more than 30 vendors. This includes third-party applications
for the X Window System, sophisticated terminal emulation software, NES,
electronic mail packages, and more. Because Windows NT offers compatibility
with 16-bit Windows Sockets, applications created for Windows 3.x Windows
Sockets run over Windows NT without modification or recompilation,

For example, third-party applications for X Window provide strong connectivity
solutions by means of X Window servers, database servers, and terminal emulation.
With such applications, a Windows NT computer can work as an X Window server
platform while retaining compatibility with applications created for Windows NT,
Windows 3.1, and MS-DOS on the same system. Other third-party software
includes X Window client libraries for Windows NT, which allow developers to
write X Window client applications on Windows NT that can be run and displayed
remotely on X Window server systems.

The Windows Sockets API is a networking API used by programmers creating
applications for both the Microsoft Windows NT and Windows operating systems.

- Windows Sockets is an open standard that is part of the Microsoft Windows Open
System Architecture (WOSA) initiative. It is a public specification based on
Berkeley UNIX sockets, which means that UNIX applications can be quickly
ported to Microsoft Windows and Windows NT. Windows Sockets provides a
single standard programming interface supported by all the major vendors
implementing TCP/IP for Windows systems,
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The Windows NT TCP/IP utilities use Windows Sockets, as do 32-bit TCP/IP
applications developed by third parties. Windows NT also uses the Windows
Sockets interface to support Services for Macintosh and IPX/SPX in NWLink.
Under Windows NT, 16-bit Windows-based applications created under the
Windows Sockets standard will ran without modification or recompilation. Most
TCPAP users will use programs that comply with the Windows Seckets standard,
such as fty or telnet or third-party applications.

The Windows Sockeds standard allows a developer fo create an application with

a single common interface and a single executable that can run over many of the

TCRIP implementations provided by vendors. The goals for Windows Sockeis aie

the following: '

«  Provide a familiar networking API to programmers using Windows NT,
Windows for Workgroups, or UNIX

«  Offer binary compatibility between vendors for heterogeneous Windows-based
TCP/IP stacks and utilities

«  Support both connection-oriented and connectionless protocols

Typical Windows Sockets applications include graphic connectivity utilities,
terminal cmulation software, Simpie Mail Transfer Protocol (SMTP) and elecironic
mail clients, network printing utilities, SQL client applications, and corporate
client-server applications.

If you are interested in developing a Windows Sockets application, specifications
~ for Windows Sockets are available on the Internet from ftp.microsoft.com, on
CompuServee in the MSL library, and in the Microsoft Win32 Software

Developers Kit,

v To get a copy of the Windows Sockets specification via anonymous F'TP
1. Make sure you have write permission in your current working directory.
2. At e coimiud prompi, starl fig, and ihen coinect (o fipanicrosolt.con

{(or 198,105.232.1).

Log on as anenymous.

Type your electronic mail address for the password.

Type ed \advsys\winsock\specll, and then press ENTER.

e kW

Use the dir command to see the list of availabie file types. If you want binary
data such as in the Microsoft Word version, type bin, and then press ENTER.

7. Determine the file with the format you want [for example, ASCIE ( TXT?,
PostScripte {(.PS), or Microsoft Word (1DOC)], and then type get winsock.ext
where ext is the format that you want, such as winseck.doc for the Microsoft
Word versien.
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»  To get a copy of the Windows Sockets specification from CompuServe
1. At the command prompt, type go msl, and then press ENTER.
2. Browse using the keywords windows sockets.

3. Choose the file with the format you want [ASCII (.TXT), PestScript (.PS), or
Microsoft Word for Windows (.DOC)], and then type get winsock.ext.

There is also an electronic mailing list designed for discussion of Windows Sockets
programming.

»  To subscribe to the Windows Sockets mailing list

* Send electronic mail to listserv@sunsite.unc.edu with a message body that
comtains subscribe winsock user 's-email-address.

You can use the same procedure to subscribe to two mailing Iists called
winsock-hackers and winsock-users.

Petitione
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CHAPTER 11

Installing and Configuring
Microsoft TCP/IP and SNMP

This chapter explains how to install Microsoft TCP/IP and the SNMP service {or
Windows NT and how to configure the protocols on your computer.

The TCP/IP protocol family can be installed as part of Custom Setup when you
install Windows NT, following the steps described in this chapter, Also, if you
upgrade to a new version of Windows NT, Setup automatically installs the new
TCP/IP protocol and preserves your previous TCP/IP settings. This chapter assumes
that Windows NT has been successfully installed on your computer but TCP/IP has
not been installed.

The following topics appear in this chapter:

= Before installing Microsoft TCP/IP
« Installing TCP/IP
«  Configuring TCP/IP ‘
= Configuring TCP/IP to use DNS
« Configuring advanced TCP/IP options
»  Configuring SNMP
Removing TCP/IP components
Configuring Remote Access Service (RAS) for use with TCP/IP

You must be logged on as a member of the Administrators group to install and
configure all elements of TCP/IP.
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Before Installing Microsoft TCP/IP

fmportant The values that you use for manually configuring TCP/IP and SNMP

must be supplied by tie network adminisiraior.

Check with your network administrator to find out the following information
before you install Microsoft TCP/IP on a Windows N'T computer:

«  Whether you can use Dynamic Host Configuration Protocol (DHCP) to
configure TCP/AP. You can choosc this option if a DHCP server is installed on
your internetwork. You cannot choose this option if this computer will be
a DHCP server. For information, see “Using Dynamic Host Configuration

Protocol” later in this chapter.

. Whether this computer will bec a DHCP server. This option is available only for
Windows NT Server. For information, see Chapter 13, “Installing and
Configuring DHCP Servers.”

. Whaether this computer will be a Windows Internet Name Service (WINS)
server. This option is available only for Windows NT Server. For information,
see Chapter 14, “Installing and Configuring WINS Servers”

«  Whether this computer will be a WINS proxy agent. For information, sec
“Windows Internet Name Service and Broadcast Name Reselution” in
Chapter 12, “Networking Concepts for TCP/IP.”

If you cannot use DHCP for automatic configuration, you need to obtain the
following values from the network administrator so you can configure TCP/IP
manually:

+ The IP address and subnet mask for each network adapter card instailed on the
computer. For information, sec “IP Addressing” in Chapter 12, “Networking
Concepts for TCP/AP.”

«  The IP address for the default local gateways (1P routers).

«  Whether your computet will nse Domain Name System (DNS) and, if so, the P
" addresses and DNS domain name of the DNS servers on the internetwork. For
information, see “Domain Name System Addressing” in Chapter 12
“Networking Concepts for TCF/IP.”

. The IP addresses for WINS servers, if WINS servers are available on your
network.
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You need to know the following information before you install the Simple
Network Management Protocol (SNMP) service on your computer, as described in
“Configuring SNMP” later in this chapter:

= Community names in your network
« Trap destination for each community

« IP addresses or computer names for SNMP management hosts

Although the Windows NT SNMP management agent supports management
consoles over both IPX and UDP protocols, SNMP must be installed in conjunction
with the other TCP/IP services. Once SNMP is installed, no additional
configuration is needed to manage over IPX. If IPX is installed, SNMP
automatically runs with it.

Installing TCP/IP

You must be logged on as a member of the Administrators group for the local
computer to install and configure TCP/P.

» To install Microsoft TCP/IP on a Windows NT computer

1. Double-click the Network icon in Control Panel to display the Network Settings
dialog box.

2. Choose the Add Software button to 'display the Add Network Software dialog
box.

3. Select TCP/IP Protocol And Related Components from the Network Software
box, and then choose the Continue button.

4. In the Windows NT TCP/IP Instafation Options dialog box, select the options
for the TCP/IP components you want to install, as described in the table that
follows this procedure. If any TCP/IP elernents have been installed previously,
they are dimmed and not available. When you have selected the options you
want, choose the Continue button.

While you are installing or configuring TCP/IP, you can read the hint bar at the
bottom of each TCP/IP dialog box for information about a selected item, or
choose the Help button to get detailed online information,

Windows NT Setup displays a message prompting for the full path to the
Windows NT distribution files.
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5. Inthe Windows NT Setup dialog box, cnter the full path to the Windows NT
distribution files, and then choose the Continue button,

You can specify a drive letter for {loppy disks, a CD-ROM drive, or a shared
network directory, ar you can specify the Universal Naming Convention (UNC)
path name for a network resource, such as WNTSETUPAMASTER.

All necessary files are copied to your hard disk,

Note If you are installing from floppy disks, Windows NT Setup might request
disks more than once. This behavior is normal and nol an error condition.

6. If vou selected the options for installing the SNMJ? and FIP Server services, you
are automatically requested to configure these services.

Follow the directions provided in the online Help for these dialog boxes. For
additional details, see “Configuring SNMP™ {ater in this chapier, and see also
Chapter 16, “Using the Microsoft FTP Server Service.”

7. In the Network Settings dialog box, choose the OX butlon.

If you selected the Enable Automatic DHCP Configuration option and a DHCP
server is-available on your network, all configuration settings for TCP/IP are
completed avtomatically, as described in “Using Dynamic Host Configuration
Protocol” later in this chapter. ,

If you did not check the Enable Automatic DHCP Configuration option,
continue with the configuration procedures described in “Configuring TCP/IP
Manually” later in this chapter. TCP/IP must be configured in order to operate.

If you checked the DHCP Server Service or WINS Server Service options, you
must complete the configuration steps described in Chapter 13, “Installing and
Configuring DHCP Servers,” and Chapter 14, “Installing and Configuring
WINS Servers.” ‘

W
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Table 11.1  Windows NT TCP/IP InstaHation Options
Option Usage

TCP/IP Internetworking Includes the TCP/IP protocol, NetBIOS over TCP/P and
Windows Sockets interfaces, and the TCP/IP diagnostic
utiities, These elements are installed automatically.

Connectivity Utilities Installs the TCP/AP utilities. Select this option (o install the
connectivity utilities described in Appendix A, “TCP/IP
Utilities Reference.”

. SNMP Service Installs the SNMP service. Select this opfion to allow this
computer to be administered remotely using management
tools such as Sun Net Manager or HP Open View. This
option also allows you to monitor statistics for the TCP/IP
services and WINS servers using Performance Monitor, as
described in Chapter 17, “Using Performance Monitor with

TCP/IP Services.”
TCP/P Network Printing Enables this computer to print directly over the network
Support using TCPAP, Select this option if you want to print to

UNIX print queues or TCP/IP printers that are connected
directly to the network, as described in Chapter 18,
“Internetwork Printing with TCP/IP.”

This option must be installed if you want to use the
Lpdsvr service so that UNIX computers can print to
Windows NT printers.

FTP Server Service Enables files on this computer to be shared over the
network with remote computers that support FTP and
TCP/AP (especially non-Microsoft network conpulters).
Select this option if you want to use TCP/IP to share files
with other computers, as described in Chapier 16, “Using
the Microsoft FTP Server Service.”

Simple TCP/IP Services Provides the client software for the Character Generator,
Daytime, Discard, Echo, and Quote of the Day services.
Select this option to allow this computer to respond to
requests from other systems that support these protocols.

Petitioner YVonage Holdings Corp. ef al - Exhibit 1008 - Page 194



170 Partlll TCPAP

Table 11,1 Windows NT TCP/IP Installation Options (continied)

Option Usage

DHCP Server Service Installs the server software to support automatic
configuration and addressing for computers using TCP/AP
on your internctwork. This option is available onky for
Windows NT Server. Select this option if this computer is
to be a DHCP Server, as described in Chapler 13,
“Installing and Configuring DHCP Servers.”

If you select this option, you must maaually configure the
1P address, subnet mask, and default gateway for this
computer. '

WINS Server Service Installs the server software to support WINS, a dynamic
name resolution service for computers on a Windows
internetwork. This option is available only for
Windows NT Server. Select this option if this computer is
to be installed as a primary or secondary WINS server, as
described in Chapter {4, “Installing and Configuring
WINS Servers.”

Do not select this option if this computer will be a WINS
proxy agent.

Enable Automatic DHCP Turns on automatic configuration of TCP/IP parameters for

Configuration this computer. Select this option if there is a DHCP server
on your internetwork to support dynamic host
configuration. This option is the preferred method for
configuring TCP/IP on most Windows NT computers,
This option is not available if the DHCP Server Service or
WINS Server Service option is selected.

If you have trouble installing Microsoft TCP/IP on your computer, follow the
suggestions in the error messages displayed on the screen. You can also use
diagnostic utilities such as ping to isolate network hardware preblems and

incnmnatihla r-nr\{"n:n ationg, Hor infor !‘n'.:lhr\r\ gen r‘han!ﬁr 10 “Tronblechooling

sV praree s Wl ]

TCP/AP.”

After TCP/IP is installed, the \sysiemroofSYSTEM32\DRIVERS\ETC directory
contains several files, including default HOSTS, NETWORKS, PROTOCOLS,
QUOTES, and SERVICES files plus a sample LMHOSTS.SAM file that describes
the format for this file.
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Configuring TCP/IP

For TCP/IP to work on your computer, it must be configured with the IP addresses,
subnet mask, and default gateway for each network adapter on the computer.
Microsoft TCP/IP can be configured using two different methods:

Chapter 11 Installing and Configuring Microsoft TCPIIF?__gmr]_d SNMP 17

+  If there is a DHCP server on your internetwork, it can automatically configure
TCPAP for your compater using DHCP.

= If there is no DHCP server, or if you are configuring a Windows NT Server
computer te be a DHCP server, you musl manualty configure all TCP/IP
seflings.

These configuration methods dre described in the following seclions.

Using DHCP

The best method for ensuring easy and accurate installation of TCE/IP is to use
automatic DHCP configuration, which uses DHCP to configure your local computer
with the correct IP address, subnet mask, and default gateway.

You can take advantage of this method for configuring TCP/IP if there is a DHCP
server installed on your network. The network administrator can tell you if this
option is available. You cannot use DHCP configuration for a server that you are
installing as a DHCP server or a WINS server. You must configure TCP/IP settings
manually for DHCP servers, as described in “Configuring TCP/IP Manually” later
in this chapter.

> To configure TCP/IP using DHCP

1. Make sure the Enable Automatic DHCP Configuration option is checked in
either the Windows NT TCP/IP Installation Options diatog box or the TCP/IP
Configuration dialog box.

2. When you restart the computer after completing TCP/IP installation, the DHCP
server automatically provides the correct configuration information for your
computer.

If you subsequently attemnpt to configure TCP/IP in the Network Settings dialog
box, the system warns you that any manual settings will override the automatic
settings provided by DHCP. As a general rule, you should not change the antomatic
settings unless you specifically want to override a setting provided by DHCP. For
detailed information about DHCP, see “Dynarmic Host Configuration Protocol” in
Chapter 12, “Networking Concepts for TCP/IP.”

Senzent
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Configuring TCP/IP Manually

After the Microsoft TCP/IP protocol software is installed on your computer, you
must manually provide valid addressing information if you are installing TCP/IP on
a DHCP server or a WINS Server, or if you cannet use automatic IXHCP
configuration.

For a WINS server computer that has more than one network adapter card, WINS
always binds to the first adapter in the list of adapters bound by TCP/IP. Make sure
that this adapter address is not set to 0, and that the binding order of IP addresses is
not disturbed,

RE S0 LAV

You st be logged on as a member of the Administrators group for the local
computer to configure TCP/P.

Caution Be sure to use the values for IP addresses and subnet masks that are
supplied by your network administrator to avoid duplicate addresses. If duplicate
addresses do accur, this can cause some computers on the network to function
unpredictably. For more information, see “IP Addressing” in Chapter 12,
“Networking Concepts for TCP/AP.”

To manually configure the TCP/IP protocol
1. Complete one of the following tasks:
If you are installing TCP/IP, perform the following steps.

« Complete all options in the Windows N'T TCP/IP Installation Options dialog
box, and then choose OK to display the Network Settings dialog box.

»  Choose the OK button to display the Microsoft TCP/IP Configuration dialog
box.

~Or—

If you are reconfiguring TCPF/IP, perform the following sicps.

« Double-click the Network option in Control Panel to display the Network
Settings dialog box.
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« In the Installed Network Software box, select TCP/IP Protocol, and then
choose the Configure button to display the TCF/IP Configuration dialog box.

Enable Aulomatic DHCP Configiuration

IP Address: [T 13 41 52
Subnel Mask: j255 785 255 0 )
Default Gateway: 708 a1 a2 |

Brimary WINS Server: | T |

Secondary WINS Server: 1 . . . I

2. In the Adapter box, select the network adapter for which you want to set IP
addresses.

The Adapter list contains all network adapters to which IP is bound on this
computer. This list includes all adapters installed on this computer.

You must set specific [P addressing information for each bound adapter with
correct values provided by the network administrator. The bindings for a
network adapter determine how network protocols and other layers of network
software work together.

3. For each bound network adapter, type values in the IP Address and Subnet Mask
boxes.

= The value in the TP Address box identifies the IP address for your local
computer or, if more than one network card is installed in the computer, for
the network adapter card selected in the Adapter box.
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« The value in the Subnet Mask box identifies the network membership for the
selected network adapter and its host ID. This allows the computer to
separate the IP address into host and network IDs. The subnet mask defaults
to an appropriate value, as shown in the following table:

Table 11.2  Subnet Mask Defaulis

Address class Range of first octet in IP address Subnet mask
Class A 1-126 255.0.0.0
Class B 128-191 255.255.0.0
Ciass C 192223 255.255.255.0

4. For each network adapter on the computer, type the correct IP address vaiue in
the Default Gateway box, as provided by the network administrator.

This value specifies the TP address of the default gateway (or IP router) used to
forward packets to other networks or subnets. This value should be the IP
address of your local gateway.

This parameter is required only for systems on internetworks. If this parameter
is not provided, IP functionality is limited to the local subnet unless a route is
specified with the TCP/IP route utility, as described in Appendix A, “TCP/IP
Utilities Reference.”

If your computer has multiple network cards, additional default gateways can be
added using the Advanced Microsoft TCP/IP Configuration dialog box, as
described later in this chapter.

5. If there arc WINS servers installed on your network and you want to use WINS
in combination with broadcast name queries to resolve computer names, type IP
addresses in the hoxes for the primary and, optionally, the secondary WINS

SCrVCIS.

The network administrator should provide the correct values for these
parameters. These are global values for the computer, not just individual
adapters.

If an address for a WINS server is not specified, this computer uses name query
broadcasts (the b-node mode for NetBIOS over TCP/IP) plus the local
[.MHOSTS file to resolve computer names to 1P addresses. Broadcast resolution
15 limited to the focal network.

Note WINS pame resolution is enabled and configured automatically for a
computer that is configured with DHCP.

On a WINS server, NetBIOS over TCP/IP (NETBT.SYS) nses WINS on the

local computer as the primary name server, regardless of how name resolution
might be configured. Also, NetBIOS aver TCP/IP binds to the first IP address
on a network adapter and ignores any additional addresses.

2
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For overview information about name resolution options, see “Name Resolution
for Windows Networking” in Chapter 12 “Networking Concepts for TCP/IP.”
For detailed information abeut installing and configuring WINS servers, sce
Chapter 14, “Installing and Configuring WINS Servers.”

6. If you want to configure the advanced TCP/IP options for multiple gateways and
other items, choose the Advanced button, and then continue with the
configuration procedure, as described in “Configuring Advanced TCP/IP
Options™ later in this chapter,

7. If you want to use DNS for host name resolution, choose the DNS button, and
then continue with the configuration procedure, as described in the next section.

8. If you do not want to configure DNS or advanced options, or if you have
completed the other configuration procedures, choose the OK bufton. When the
Network Settings dialog box is displayed again, choose the OK button.

Microsoft TCP/IP has been configured. If you are installing TCP/IP for the first
time, you must restart the computer for the configuration to take effect, If you
are changing your existing configuratior, you do not have to restart your
computer.

After TCP/IP is installed, the \systemroof\SYSTEM32\DRIVERS\ETC directory
contains a default HOSTS file and a sample LMHOSTS.SAM file. The network
administrator might require that replacement HOSTS and LMHOSTS files be used
instead of these default files. :

Configuring TCP/IP to Use DNS

Although TCP/IP uses IP addresses to identify and reach computers, users typically
prefer to use compuier names. DNS is a naming service generally used in the UNIX
networking community to provide standard naming conventions for IP workstations.
Windows Sockets applications and TCP/{P utilities, such as fip and telnet, can also
use DNS in addition to the HOSTS file to find systemns when connecting to foreign
hosts or systems on your network.,

Contact the network administrator to find out whether you should configure your
computer to usc DNS. Usually, you can use DNS if you arc using TCP/IP to
communicate over the Internet or if your private internetwork uses DNS to
distribute host information. For information, see “Domain Name System
Addressing” in Chapter 12, “Networking Concepts for TCP/IP.”

Microsoft TCP/IP includes DNS client software for resolving Internet or UNIX
system names. Microsoft Windows networking provides dynamic name resolution
for NetBIOS computer names via WINS servers and NetBIOS over TCP/IP.

DNS configuration is global for all network adapters installed on a computer.
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« To configure TCP/IP DNS connectivity

1. Double-click the Network option in Control Panel to display the Network
Settings dialog box.

b2
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the Configure button to display the TCP/IP Configuration dialog box.
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Host _f_l_ame: Domain Name: §
I~ Domain Hame Service [NS] Search Owder
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Names are displayed in the Host Name box and Domain Name box.

4. Complete one or both of the following optional tasks:

» Type a new name in the Host Name box (usually your computer name).

The host name can be anv combination of A7 letters, (-0 numeralg,

13 X nd the
hyphen (-) character.

Note Some characters that can be used in Windows NT computer names,
particularly the underscore, cannot be used in host names.

By default, this value is the Windows NT computer name, bt the network
administrator can assign another host name without affecting the computer
narne. The host name is used to identify the local computer by name for
authentication by some utilities. Other TCF/IP-based utilities, such as rexec,
can use thig value o learn the name of the local computer. Host names are
stored on DNS servers in a table that maps names to IP addresses for use by
DNS.
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« Type a new name in the Domain Name box.

The DNS Domain Name can be any combination of A-Z letters, (~9
numerals, and the hyphen (-) plus the period (.) character used as a separator.

The DNS Domain Name is usually an organization name followed by a
petiod and an extension that indicates the type of organization, such as
microsoft.com. The DNS Domain Name is used with the host name to create
a fully qualified domain name (FQDN) for the computer. The FQDN is the
host name followed by a period (1) followed by the domain name. For
example, this could be corpél.research.trey.com, where corp0i is the host
name and research.trey.com is the domain name. During DNS queries, the
local domain name is appended to short names.

Note A DNS domain is not the same as a Windows NT or LAN Manager
domain.

; 5. Inthe Domain Name System (DNS) Search Order box, type the IP address of
the DNS server that will provide name resolution, and then choose the Add
bution to move the IP address to the list on the right.

The network administrator should provide the correct values for this parameter.
You can add up to three IP addresses for DNS servers. The servers running
DNS will be queried in the order listed. T'o change the order of the IP addresses,

select an IP address to move, and then use the up- and down-arrow buttons. To
remove an IP address, select the IP address, and then choose the Remove button.

6. Inthe Domain Suffix Search Order box, type the domain suffixes to add to your
domain suffix search list, and then choose the Add button.,

This list specifies the DNS domain suffixes to be appended to host names during
name resolution. You can add up to six domain suffixes. To change the search
order of the domain suffixes, select a domain name to move, and then use the up-
and down-arrow buttons. To remove a domain name, select the domain name,
and then choose the Remove button.

7. When you are done setting DNS options, choose the QK button.

8. When the TCP/IP Configuration dialog box reappears, choose the OK bulion.
When the Network Settings dialog box reappears, choose the OK button.

The settings take effect after you restart the computer,
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Configuring Advanced TCP/iP Options

If your computer has multiple network adapters connected to different networks
using TCP/IP, you can choose the Advanced button in the TCP/IP Configuration
dialog box to configure options for the adapters or to configure alternate default
gateways.

» To configure or reconﬁgure advanced TCP/EP options
1. Double-click the Network option in Control Panel to display the Network
Settings dialog box.

2. In the Installed Network Software box, select TCP/IP Protocol, and then choose
the Configure button to display the TCP/IP Configuration dialog box.

'Adapler1[1] DEC EthetWORAKS Turbo Adepted l“éj
P Addresses Subnst Masks

P Addeess:
: 1 22 2%
L - - - S O SR
SubnetMask:
111034192

7
3
A

{1ciauit Gateway:

rWwWindows Networking Parameters
[] Enable DNS tor Windows Name Hesolution [T} £ nable 1F Rowting
Enabls LMHOSTS Lookup §i i
H Scope ID: [

[ £neble wWinSs Prox Agent

3. Choose the Advanced button to display the Advanced Microsoft TCP/IP
Configoration dialog box.

4. In the Adapter box, select the network adapter for which you want to specify
advanced configuration values.
The IP address and default gateway settings in this dialog box are defined only
for the selected network adapter.
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5. Inthe 1P Address and SubnetMask boxes, type an additional 1P address and
subnet mask for the selected adapter, and then choose the Add button to move
the IP address to the list on the right.

The network administrator should provide the correct values for this parameter.

Optionally, if your network card uses multiple IP addresses, repeat this process
for each additional IP address. You can specify up to five additional JP
addresses and subnet masks for identifying the selected network adapter. This
can be useful for a computer connected to one physical network that contains
multiple logical 1P networks.

6. In the Default Gateway box, type the IP address for an additional gateway that
the selected adapter can use, and then choose the Add button to move the IP
address to the Hst on the right.

Repeat this process for each additional gateway. The network administrator
should provide the correct values for this parameter,

This list specifies up to five additional defavlt gateways for the selected network
adapter.

To change the priority order for the gateways, select an address to move and use
the up- or down-arrow buttons. To remove a gateway, select it, and then choose
the Remove button.

7. If you want to use DNS for DNS name resolution on Windows networks, select
the Enable DNS For Windows Name Resolution option.

If this option is selected, the system finds the DNS server by using the IP
address specified in the DNS Configuration dialog box, as described earlier in
this chapter. Selecting this option enables DNS name reselution for use by
Windows networking applications.

8. I vou want to use the LMHOSTS file for NetBIOS name resolution on
Windows networks, select the Enable LMHOSTS Lookup option.

If you already have a configured LMHOSTS file, choose the Import LMHOSTS
button and specify the directory path for the LMHOSTS file you want to use. By
default, Windows NT uses the LMHOSTS file found in
\systemroofSYSTEM3I2ZADRIVERS\ETC.

For any method of name resolution used in a Windows NT network, the
LMIOSTS file is consulted last after querying WINS or using broadcasts, but
before DINS is consulted.

Petitioner Vonage Heldings Corp. ef al. - Exhibit 1608 - Page 204

&



180

Part i

TCPAP

Peti

T

13,

¥

1

s

Y

1¥

9.

10.

1.

- Vonage Heldings Corp. et al. -

in the Scope 1) box, type the computer’s scope identifier, if required on an
internetwork that uses NetBIOS over TCP/IP.

To communicate with each other, all computers on a TCP/IP internetwork must
have the same scope [D. Usually, this value is left blank. A scope 1D might be
assigned to a group of compuiers that will communicate only with each other
and no other systems. Such computers can find each other if their scope IDs arc
identical. Scope I1Ds are used only for communication based on NetBIOS over
TCPAAP.

A computer can have only one scope ID, even if it has more than one adapter
card with access to more than one netwark. Tf such a multthomed computer is a
DHCP clieit, with DHCP servers on each network, the scope ID of the two
networks should be identical. If they are not identical, the last adapter card {o be
configured will write its scope 1D to the Registry, which counld resultin
unexpected behavior and a loss of connectivity to one of the networks. It is best
in this case to set the scope ID manually. Any manually configured value
overrides values provided by the DHCP server.

The network administrator should provide the correct value, if requned

To turn on static [P routing, check the Enable IP Routing option.

This option allows this computer to participate with other static routerson a

network. You should check this option if you have two or more network cards
and your network uses static routing, which also requires the addition of static
routing tables. For information about creating stafic roufing tables, sec the route
utility in Appendix A, “TCP/AP Utilities Reference.”

This option is not available if your computer has only one network adapter and
one IP address. Also, this option does not support routers running the Routing
Information Protocol (RIP),

If you want this computer to be used to resolve names based on the WINS
database, select the Enable WINS Proxy Agent option.

This option allows the computer to answer name queries for remote computers,
s0 vilier compuiers configured fur broadeast nane resoiution can benelii rom
the name resolution services provided by a WINS server.

This option is available only if you entered a value for a primary WINS server
in the TCP/P Configuration dialog box, as described in “Configuring TCP/IP”
earlier in this chapter, However, the proxy agent cannot be run on a computer
that is also a WINS server. '

Consult with the network administrator to determine whether your compter
should be configured as a WINS proxy agent, as only a few computers on cach
subnetwork should be configured for this feature.

Ak
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12, When you are done setting advanced options, choose the QK. button. When the
TCPAP Configuration dialog box reappears, choose the QK button. When the
Network Settings dialog box reappears, choose the OK button to complete
advanced TCF/IP configuration.

You must restart the computer for the changes 1o take effect.

Configuring SNMP

The SNMP service is installed when you select the SNMP Service option in the
Windows NT TCP/IP Installation Options dialog box. After the SNMP service
software is installed onl your computer, you must configure it with valid information
for SNMP to operate.

You must be logged on as a member of the Administrators group for the local
computer to configure SNMP.

The SNMP configuration information identifies communities and trap destinations.

« A community is a group of hosts to which a Windows NT computer running the
SNMP service belongs. You can specify one or more communities to which the
Windows NT computer using SNMP will send traps. The community name is
placed in the SNMP packet when the trap is sent.

‘When the SNMP service receives a request for information that does not contain
the correct community name and does not match an aceepted host name for the
service, the SNMP service can send a trap to the trap destination(s), indicating
that the request failed authentication.

« Trap destinations are the names or IP addresses of hosts to which you want the
SNMP setvice to send traps with the selected community name.

You might want to use SNMP for statistics, but might not care about identifying
comumunifies or traps. In this case, you can specify the “public” community name
when you configure the SNMP service.

» To configure the SNMP service

1. Double-click the Netwark option in Control Panel to display the Network
Settings dialog box.
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2.

h

In the Installed Network Software box, sclect SNMP Service, and then choose
the Configure button to dispiay the SNMP Service Configuration dialog box.

iP Host/Addiess or
X Address

'
| |

PR e S brha e . QAT S

To identify each community to which you want this compuier to send traps, type
the pame in the Community Names box. After typing each name, choose the
Add button to move the name to the Send Traps With Community Names list on
the left.

Typically, all hosts belong to public, which is the standard name for the common
community of all hosts. To delete an entry in the list, select it, and then choose
the Remove button,

Note Community names are case sensitive.

To specify hosts for each community you send traps to, after you have added the
community and while it is still highlighted, type the hosts in the IP Host/Address
Or IPX Address box. Then choose the Add button to move the host name or IP
address to the Trap Destination for the selected community list on the left.

You can enter 4 host name, its [P address, or its 1P°X address.
To delete an entry in the list, select it, and then choose the Remove button.

To enable additional security for the SNMP service, choose the Security button.
Continue wiih the configuration procedure, as described in the next section,
“Configuring SNMP Security.” -

To specify Agent information {comments about the user, localion, and services),
choose the Agent button, and then continue with the configuration procedure, as
described in “Configuring SNMP Agent Information” later in this chapter.

. When you have completed all procedures, choose the OK button. When the

Network Settings dialog box reappears, cheose the OK button.

The Microsoft SNMP service has been configured and is ready to start. [t is not
necessary to reboot the computer.
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Configuring SNMP Security

SNMP security allows you to specify the communities and hosts a computer will
accept requests from, and to specify whether to send an authentication trap when an
unauthorized commusiity or host requests information.

’ #  To configure SNMP security

1. Double-click the Network option i Control Panel to display the Network
Settings dialog box.

2. Inthe Installed Network Software list box, select SNMP Service, and then
choose the Configure button. .

3. Inthe SNMP Service Configuration dialog box, choose the Security button.

Send Authentication Trap

[ Accepted Community Names

mable § .
T

. Eommunity Name

—

O Agcept SNMP Packets from Any Host
—® Only Accept SNMP Packets fiom These Hosts:

P HustlAdd-less ar
X Address:

H1.301.41.13 ]

4. If you want to send a trap for failed authentications, select the Send
Authentication Trap check box in the SNMP Security Configuration dialog box.

5. In the Community Name box, type the community names in which you will
accept requests. Choose the Add button after typing each name to move the
pame (o the Accepted Community Names list on the left.

A host must belong to a community that appears on this list for the SNMP
service to accept requests from that host. Typically, all hosts belong to public,
which is the standard name for the common community of all hosts. To delete an
entry in the list, select it, and then choose the Remove button.

LY
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6.

7.

Select an option to specify whether to accept SNMP packets from any host or
from only specified hosts.

« If the Accept SNMP Packets From Any Host option is selected, no SNMP
packets are rejected on the basis of source host ID. The list of hosts under
Only Accept SNMP Packets From These Hosts has no cffect.

« H the Only Accept SNMP Packets From These Hosts option is selected,
SNMP packets will be accepted only from the hosts listed. In the IP
Host/Address Or IPX Address box, type the host names, IP addresses, or
IPX addresses of the hosts from which you will accept requests. Then choose

the Add button to move the hagt namea nr IP addresgs to the list box on the lefy
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To delete an entry in the Iist, select i€, and ther choose the Remove button.
Choose the OK button.
The SNMP Service Configuration dialog box reappears.

To specify Agent information (comments about the user, location, and services),
choose the Agent button. Continue with the configuration procedure, as
described in the next section.

After you complete all procedures, choose the OK button. When the Network
Settings dialog box reappears, choose the OK button.

The Microsoft SNMP service and SNMP security have been configured and are
ready to start. You do not need to reboot the computer.

Configuring SNMP Agent Information

SNMP agent information allows you to specify comments about the user and the
physical location of the computer and to indicate the types of service to report. The
types of service that can be reported are based on the computer’s configuration.

»  To confignre SNMP agent information -

1.

Double-click the Network option in Control Panel to display the Network
Settings dialog box.

In the Installed Network Software list box, select SNMP Service, and then
choose the Configure button to display the SNMP Service Configuration dialog
hox.
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3. Choose the Agent button to display the SNMP Agent dialog box.

LContact: lEmest Aydelotte J

Location: |Bk|g. f.room 823 I

4

H

g .

5 Service
g {3 Physical [] Datalink ¢ Subnetwork

] intemet . B4 End-to-End

4. In the Contact box and Location box, type the computer user’s name and the
computer’s physical location.

These comments are used as text only. They cannot include embedded control
characters.

5. Inthe Service group box, select all options that indicate network capabilitics
provided by your Windows NT computer.

SNMP must have this information to manage the enabled services.

If you have installed additional TCP/IP services, such as a bridge or rouler, you
should consult REC 1213 for additional information.

Table 11.3 SNMP Service Options

Option Description

Physical Select this option if this Windows NT computer manages any
physical TCP/IP device, such as a repeater.

Datalink/Subnetwork Select this option if this Windows NT computer manages a
TCP/AP subnetwork or datalink, such as a bridge.

Internet Select this option if this Windows NT computer acts as an IP
gateway.

End-fo-Bnd Select this option if this Windows NT computer acts as an IP
host. This option should be selected for all Windows NT
instailations.

Applications Select this option if this Windows NT compuler includes any

applicalions that use TCP/IP, such as electronic mail. This
option should be selected for all Windows NT instaliations,
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6. Choose the QK. button,

7. When the SNMP Service Cenfiguration dialog box reappears, choose the OK
button. When the Network Settings dialog hox reappeass, choose the OK button.
SNMP is now ready to on

. You do not need 1o res

Removing TCP/IP Components

If you want to remove the TCP/IP protocol or any of the services installed on a
computer, use the Network option in Control Panel to remove it.

When vou remove network software, Windows NT warns you that the action
permanently removes that component. You cannot reinstall a component that has
been removed until after you restart the computer.

+» Toremove any TCP/IP component

1. Double-click the Network option in Control Panel to display the Network
Settings dialog box.

2. In the Installed Network Software list, select the component that you want {0
fenove.

3. Choose the Remove button to permanently remove the component.

C@nfagurmg RAS for Use with TCP/IP
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Windows NT users who install Remote Access Service (RAS) for remote
networking maintain all the benefits of TCPAP networking, including access to the
WINS and DNS capabilities of Microsoft TCP/AP. RAS clients can be configured
to use Point to Point Protocol (PPP) or Serial Line Internet Protocol (SLIP) to allow
TCP/IP dial-up support for existing TCP/IP internetworks and the Interoet. When
PPP is configured on & Windows NT Remote Access server, it can function as a
router for RAS clients. SLIP client software is provided to support older
implementations; it does not support multiple protocols.

As with all network services, vou install RAS by using the Network option in
Control Panel. During RAS instaliation and configuration, you can specify the
network protocol seitings to use for RAS connections, which also enables you to
specify TCPAP configuration settings. When the network administrator installs a
Microsoft RAS server, IP addresses are reserved for use by RAS clients.
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Users with RAS client computers can use the Remote Access program to enter

and maintain names and telephone numbers of remote networks. RAS clients can
connect to and disconnect from these networks through the Remote Access
program. You can also use the Remeote Access Phone Book application to select the
network protocols to use for a specific Phone Book entry. If TCP/IP is installed, the
Phone Book automatically selects TCP/IP over PPP as the protocol.

If a RAS client computer has a serial COM poxt, you can use the Remote Access
Phone Book application to configure SLIP for use with a selected Phone Book
entry. If you configure a RAS client computer to use the SLIP option, when you dial
in for a connection to the selected Phone Book entry, the Terminal screen appears,
and you can begin an interactive session with a SLIP server. When you use SLIP,
Remote Access Phone Book bypasses user authentication. You wiii not be asked for
a username and password.

For complete information about seiting up RAS servers and clients and using RAS
with Windows NT, see Windows NT Server Remote Access Service.
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CHAPTER

Networking Concepts for TCP/IP

12

This chapter describes how TCP/IP fits in the Windows NT network architecture
and explains the various components of the Internet Protocol suite and IP
addressing. As part of the discussion on name resolution in Windows-based
networking, this chapter also describes NetBIOS over TCP/IP (NBT) and Domain
Name System (DNS). For additional information about these topics, see the books
listed in the “Welcome™ section of this manual,

This chapter also provides conceptual information about two key features for
Microsoft TCP/IP: Dynamic Host Configuration Protocel (DHCP) and Windows -
Internet Name Service (WINS).

The following topics appear in this chapter:

»

TCP/IP and Windows NT networking

Internet protocol suite

1P addressing

Name resolution for Windows-based networking
SNMP
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TCP/IP and Windows NT Networking

The architecture of the Microsoft Windows NT operaling system with integrated
networking is protocol-independent. This architecture, illustrated in the following
figure, provides Windows NT file, print, and other services over any network
protocol that uses exports from the TDI interface. The protocols package network
requests for applications in their respective formats, and then send the requests to
the appropriate network adapter via the network device interface specification
(NDIS) interface. The NDIS specification allows multiple network protocels to
reside over a wide variety of network adapiers and media types.

SNMP RPC
Windows Windows Sockets
NetBIOS Applications Applications
Windows Sockets
NetBIO_S Interface - Interface
S e MetBIOSoverTCPIP -~~~ -~~~ ~~— =~~~ ==~
Transport Device

interface

Standard
TCPAP
Modules

letp

Network Driver ‘
Interface NDIS Drivers, SLIF, PPP

Physical Network Layer
Tigure 123 Architectural Model of Windows NT with TCP/IP

Under the Windows NT transport-independent architecture, TCP/IP is a protocol
family that can be used to offer Windows-based networking capabilities. The
TCP/IP protocol gives Windows NT, Windows for Workgroups, and L.AN
Manager computers transparent access t¢ cach other and allows commanication
with non-Microsoft systems in the enterprise network.
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Internet Protocol Suite

TCPAP refers to the Internet suite of protocols. It includes a set of standards
that specify how computers communicate and gives conventions for connecting
networks and routing traffic through the connections.

The Internet protocols are a result of a Defense Advanced Research Projects
Agency (DARPA) research project on network interconnection in the late 1970s. It
was mandated on all United States defense long-haul networks in 1983 but was not
widely accepted until it was integrated with 4.2 Berkeley Software Distribution
(BSD) UNIX. The popularity of TCP/IP is based on the following features:

« Robust client-server framework. TCP/P is an excellent client-server
application platform, especially in wide area network (WAN) environments.

« Information sharing. Thousands of academic, military, scientific, and
commercial organizations share data, electronic mail, and services on the
Internet using TCP/IP.

«  General availability. Implementations of TCP/IP are available on nearly every
popular computer operating system. Source code is widely available for many
implementations. Yendors for bridges, routers, and network analyzers all offer
support for the TCP/IP protocol suite within their products.

The following discussion introduces the components of the IP protocol suite. Some
knowledge of the architecture and interaction between TCP/IP components is useful
for both administrators and users, but most of the details discussed here are
transparent when you are actually using TCP/IP.

Transmission Control Protocol and internet Protocoi

Transmission Control Protoco} (TCP) and Internet Protocol (IP) are only two
members of the IP protocol suite. IP is a protocol that provides packet delivery for
all ather protocols within the TCP/AP family. IP provides a best-effort,
connectionless delivery system for computer data. That is, TP packets are not
guaranteed to arrive af their destination, nor are they guaranteed to be received in
the sequence in which they were sent. The protocol’s checksum feature confirms
only the IP header’s integrity. Thus, responsibility for the data contained within the
IP packet (and the sequencing) is assured oaly by using higher-level protocols.
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Perhaps the most common higher-level IP protocol is TCP. TCP supplies a reliable,
connection-based protocol over (or encapsulated within) IP. TCP guarantees the
delivery of packets, ensures proper sequencing of the data, and provides a checksum
feature that validates both the packel header and its data for accuracy. In the event
that the network either corrupts or loses a TCP/LP packet during transmission, TCP
is responsible for retransmitting the faulty packet. This reliability makes TCP/IP the
protocol of choice for session-based data transmission, client-server applications,
and critical services, such as electronic mail.

This reliability has a price. TCP headers require the use of additional bits to provide
proper auquuﬁClﬁg of i 'lﬁin.maU.Uu, agwellasa nuauddt\'hj' checksum (o ensuic
reliability of both the TCP header and the packet data. T'o guarantec successful data
delivery, the protocol also requires the recipient to acknowledge saccessful receipt
of data.

Such acknowledgments (or ACKs) generate additional network traffic, diminishing
the Ievel of data throughput in favor of reliability. To reduce the impact on
performance, most hosts send an acknowledgment for every other segment or when
an ACK timeout expires.

User uatagram Proiocoi
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If reliability is not essent1a1 User Datagram Protocol (UDP), a TCP complement,
offers a connectionfess datagram service that guaranices neither delivery nor
correct sequencing of delivered packets (much like IP). Higher-level protocols or
applications might provide reliability mechanisms in addition to UDP/IP. UDP data
checksuns are optional, providing a way to exchange data over highly reliable
networks without unnecessarily consuming network resources or processing {ime,
When UDP checksums are used, they validate the integrity of both the header and
data. ACKs are also not enforced by the UDP protocol; this is left to higher-levei
protocols.

UDP also offers one-lo-many service capahilities, because it can be either
broadcast or multicast.
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Address Resolution Protocol and Internet Control Message
Protocol

Two other protocols in the IP svite perform important functions, although these are
not directly related to the transport of data: Address Resolution Protocol (ARP) and
Internet Control Message Protocol (JCMP). ARP and ICMP are maintcnance
protocols that support the IP framework and arc usually invisible to vsers and
applications.

IP packets contain both source dnd destination 1P addresses, but the hardware
address of the destination computer system must also be known. IP acquires a
system’s hardware address by broadcasting a special inquiry packet {an ARE
request packef) containing the IP address of the system with which it is attempting
to communicate. All of the ARP-enabled nodes on the local IP network detect these
broadcasts, and the system that owns the IP address in question replies by sending
its hardware address to the requesting computer system in an ARD reply packet.
The hardware/IP address mapping is then stored in the requesting system’s ARP
cache for subsequent use. Because the ARP reply can also be broadcast to the
network, it is likely that other nodes on the network can use this information to
update their own ARP caches. (You can use the arp utility to view the ARP tables.)

ICMP allows two nodes on an IP network to shate IP status and error information.
This information can be used by higher-level protocols to recover from transmission
problems or by network administrators to detect network trouble. Although ICMP
packets are encapsulated within IP packets, they are not considered to be a higher-
level protocol (ECMP is required in every TCP/IP implementation). The ping utility
makes use of the ICMP echo request and echo reply packets to determine whether
a particular IP node (computer systemn) on a network is functional. For this reason,
the ping utility is nseful for diagnosing IP network or gateway failures.

IP Addressing

A host is any device attached to the network that uses TCP/IP. To receive and
deliver packets successfully between hosts, TCP/IP relies on three values, that the
user provides: IP address, subnet mask, and default gateway.

The network administrator provides each of these values for configuring TCP/IP on
a computer. Windows NT users on networks with DHCP servers can take
advantage of automatic system configuration and do not need to manually configure
TCP/IP parameters. This section provides details about IP addresses, subnet masks,
and IP gateways.
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iP Addresses

Every host interface, or node, on a TCP/IP network is identified by a unique IP
address. This address is used to identify a host on a network; if also specifies
routing informaiion in an intereiworl. The /7 address identifies a computer as 2
32-bit address that is unique across a TCP/IP network. An address is usually
represented in dotted-decimal notation, which depicts each octet (eight bits, or one
byte) of an [P address as its decimal value and separates cach octet with a period.
An IP address looks like this:

102 .54,94.97

Important Because IP addresses identify nodes on an interconnected network, each
host on the internetwork must be assigned a unique IP address, valid for its
particular network.

Network ID and Host ID

Although an IP address is a single value, it containg two pieces of information: the
network D and the host (or system) ID for your computer.

« The network ID identifies a group of computers and other devices that are all
located on the same logical network, which are separated or interconnected by
routers. In internetworks (networks formed by a collection of local area
networks), there is a unigue network ID for each network.

«» The host ID identifies your computer within a particular network ID. (A host is
any device that is attached to the network and uses TCP/IP.)

Networks that connect to the public Intemet must obtain an official network I
from the InterNIC to guarantec IP network ID uniqueness. The InterNIC can be
contacted via electronic mail at info@internic.net (for the United States,
1-R00—£44-47345 or, for Canada and overseag, 610-455-4600%. Intarnet
registration requests can be sent to hostmaster@internic.net. You can also use FTP
to connect to is.internic.net, then log in as anonymous, and then change to the
[INFOSOURCE/FAQ directory.
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After receiving a network ID, the local network administrator must assign unique
host IDs for computers within the local network. Although private networks not
connected to the Internet can choose to use their own nctwork identifier, obtaining a
valid network 1D from InterNIC allows a private network to connect to the Internet
in the future without reassigning addresses.

The Internet community has defined address classes to accommodate networks of

. varying sizes. Each network class can be discerned from the first octet of its IP
address. The following table summarizes the relationship between the first octet of
a given address and its network ID and host ID fields. It also identifies the total
number of network IDs and host IDs for each address class that participates in the
Internet addressing scheme. This sample uses w.x.y.z to designate the bytes of the
IP address.

Table 12.1 IP Address Classes

Available Available

Class w valuesi?  Network ID  Host ID networls hosts per net
A 1126 W XY.Z 126 16,777,214
B 128-191 w.X V. 16,384 65,534
C 192-223 WY Z 2,097,151 : 254

I Inclusive range for the first octet in the TP address.

2 The address 127 is reserved for loopback testing and interprocess communicaticn on the local
computer; it is not a valid network address. Addresses 224 and above ate reserved for special
profocols (leP muiticast and others), and cannot be used as host addresses.

A network host uses the network ID and host ID to determine which packets it
should receive or ignore and (o determine the scope of its transmissions (only nodes
with the same network ID accept each other’s IP-level broadcasts).

Because the sender’s IP address is included in every outgoing IP packet, it is useful

for the recetving computer system to derive the originating network ID and host ID
from the IP address field. This task is done by using ';ubnet rnasks as described in
the following section.
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Subnet Masks

Subnet masks are 32-bit values that allow the recipient of [P packets to distinguish
the network D portion of the IP addsess from the host ID. Like an 1P address, the
value of a subnot mask is frequeintly represenied in doited-decinal notation. Subnet
masks are determined by assigning 1’s to bits that belong to the network 1D and {'s
to the bits that belong to the host ID. Once the bits are in place, the 32-bit value is
converted to dotted-decimal notation, as shown in the following table.

Table 12.2  Default Subnet Masks for Standérd IP Address Classes

Address class Bits for subnet mask Subnet mask
Class / 11111111 06000000 00000000 GLO00C00 255000
Class B 13111311 111711111 00G000OG 00000000 235.255.0.0
Class C 11111111 311111121 11111111 09G0000G 255.255.255.0

The result enables TCP/IP to determine the host and network IDs of the local
computer. For example, when the IP address is 102.54.94.97 and the subnet mask is
255.255.0.0, the network 1D 1s 102.54 and the host 1D is 94.97,

Although configuring a host with a subnet mask might seem redundant after
examining the previous tables (since the class of a host is easily determined}), subnet
masks are also used {o further segment an assigned network ID among several local
networks,

For example, suppose a network is assigned the Class-B network address 144.100.
This is one of over 16,000 Class-B addresses capable of serving more than 65,000
nodes, However, the worldwide corporate network to which this ID is assigned is
composed of 12 international LANs with 75 to 100 nodes each. Instead of applying
for 11 more network IDs, it is better to use subnetting to make more effective use of
the assigned ID 144.100. The third octet of the IP address can be used as a subnet
1D, to define the subnet mask 255.255.255.0. This arrangement splits the Class-B
address into 254 subnets: 144.100.1 through 144,160,254, each of which can have
254 nodes. (Host IDs 0 and 255 should not be assigned to a computer; they are used
as broadcast addresses, which are typically recognized by all computers.) Any 12
of these network addresses could be assigned to the intermational LANSs in this
example. Within each LAN, each computer is assigned a unique host 1D, and they
all have the subnet mask 255.255.255.0. ‘
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The preceding example demonstrates a simple (and common) subnet scheme for
Class-B addresses. Sometimes it is necessary to segment only portions of an octet,
using only a few bits to specify subnet IIDs (such as when subnets exceed 256
nodes). Each user should check with the local network administrator to determine
the netwaork’s subnet policy and the correct subnet mask. For all systems on the
local network, the subnet mask must be the same for that network ID.

Important Al computers on a logical network must use the same subnet mask and
network 1D; otherwise, addressing and routing problems can occur,

Routing and IP Gateways

TCP/P networks are connected by gateways (or routers), which have knowledge of
the networks connected in the internetwork. Although each IP host can maintain
static routes for specific destinations, usually the default gateway is used to find
remote destinations. (The default gateway is needed only for computers that are
part of an internetwork.)

When IP prepares to send a packet, it inserts the local (source) IP address and the
destination address of the packet in the TP header and checks whether the network
1D of the destination matches the network ID of the source. If they match, the
packet is sent directly to the destination computer on the local network. If the
network IDs do not maich, the routing table is examined for static routes. If none
are found, the packet is forwarded to the default gateway for delivery.

The default gateway is a computer connected to the focal submet and other networks
that has knowledge of the network IDs for other networks in the internetwork and
how to reach them. Because the default gateway knows the network IDs of the other
networks in the internetwork, it can forward the packet to other gateways until the
packet is eventually delivered to a gateway connected to the specified destination.
This process is known as routing.
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Network B
IP router —
To other
networks
Network A
P rm IP router
~ ™~
e Network C

Other
networks

Figure 12.2 Internetwork Routing Through Gateways

On networks that are not part of an internetworl, IP galeways are not required. If a
network is part of an internetwork and a systemn does not specify a default gateway
(or if the gateway computer is not operating properly?, only communication beyond
the local subnet is impaired. Users can add static routes by using the route utility to
specifly a route for a particular system. Static routes always override the use of
default gateways.

It the default gateway becomes unavailable, the computer cannot communicate
outside its own subnet. Multiple default gateways can be assigned to prevent

such a problem. When a computer is configured with mu!tiplc default gateways,
retransmission pi”ublyum result in the systert u]1115 the other routers in the
configuration to ensure internetworking communications capabilities. To configure
multiple default gateways in Windows NT, you must provide an 1P address for each
gateway in the Advanced Microsoft TCP/AP Configuration dialog box, as described

in Chapter 11, “Installing and Configuring Microsoft TCP/IP and SNMP.”

Dynamlc Host Configuration Protocol

Assigning and maintaining IP address information can be an administrative burden
for network administrators responsible for internetwork connections. Contributing
to this burden is the problem that many users do not have the knowledge necessary
to configure their own compuaters for internetworking and must therefore rely on
their administrators.
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The Dynamic Host Configuration Protocol (DHCP) was established to relieve this
administrative burden. DHCP provides safe, reliable, and simple TCP/IP network
configuration, ensures that address conflicts do not occur, and helps conserve the
use of IP addresses through centralized management of address allocation. DHCP
offers dynamic configuration of IP addresses for computers. The system
administrator controls how IP addresses are assigned by specifying lease durations,
which specify how long a computer can use an assigned IP address before having to
renew the lease with the DHCP server.

As an example of how maintenance tasks arc made easy with DHCP, the IP address
is released automatically for a DHCP client computer that is removed from a
subnet, and a new address for the new subnet is automatically assigned when that
computer reconnects on another subnet. Neither the user nor the network
administrator needs to intervene to supply new configuration information, This is a
most significant feature for mobile computer users with portables that are docked at
different computers, or for computers that are moved to different offices frequently.

The DHCP client and server services for Windows NT are implemented under
Requests for Comments (RFCs) 1533, 1534, 1541, and 1542.

The following illustration shows an example of a DHCP server providing
configuration information on two subnets. If, for example, ClientC is moved to
Subnet 1, the DHCP server automatically supplies new TCP/IP configuration
information the next time that ClientC is started.

DHCP serverl

Router
{with BOOTP forwarding enabled)

Figure 12.3 DHCP Clients and Servers on a Routed Network
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DHCP uses a clieni-server model and is based on Jeases for 1P addresses. During
system startup (the initinlizing state), a DHCP client computer sends a discover
message that is broadcast to the local network and might be relayed to all DHCP
servers on the private internetwork. Each DHCP server that receives the discover
message responds with an offer message containing an I¥ address and valid
configuration information for the client that sent the request.

The DHCP client collects the configuration offerings from the servers and enters
a selecting state. When the client enters the reguesting state, it chooses one of the
configurations and sends a request message that identifies the DHCP server for the

selected configuration.

The selected DHCE server sends a DHCP acknowledpment message that contains
the address first sent during the discovery stage, plus a valid lease for the address
and the TCP/IP network configuration parameters for the client. After the client
receives the acknowledgment, it enters a bound state and can now participate on the
TCPAP network and complete its system startup. Client computers that have local
storage save the received address for use during subsequent system startup. As the
lease approaches its expiration date, it attempis to renew its lcase with the DHCP
server, and 1s assigned a new address if the current IP address lease cannot be
renewed.

discover f Initializing 4\ Lease expires
offer C Seiecfing '

request

Rehi.l_tding :
A Lease approaches
; expiration (87.5%)

-
Henewing

acknowledgment k& Bound «,—j

R R SR SO T

acknowledgment

=
Tt
£t
o
T
i
<
=t
e

% { gase approaches
expiration {50%)

Figure 124 DHCP Client State Transition During System Startup

In Windows NT Server, the network administrator uses DHCP Manager to define
local policies for address allocation, leases, and other options. For information
about using this tool, see Chapter 13, “Installing and Configuring DHCP Seivers.”
For information about the steps for setting up TCP/IP using DHCP, see .
“Configuring TCP/P” in Chapter 11, “Installing and Configuring Microsoft
TCP/IP and SNMP.” For information about setting up DHCP relaying, see the
documentation for your router.
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Name Resolution for Windows-Based Networking

Configuring Windows NT with TCP/IP requires the TP address and computer name,
which are unique identifiers for the computer on the network. The IP address, as
described carlier in this chapter, is the unique address by which all other TCP/IP
devices on the internetwork recognize that computer, For TCP/IP and the Internet,
the computer name is the globally known system name plus a DNS domain name.
(On the local network, the computer naime is the NetBIOS name that was defined
during Windows NT Setup.)

Computers use IP addresses to identify each other, but users usually find it easier to
waork with computer names. A mechanism must be available on a TCP/IP network
to resolve computer names to IP addresses. To ensure that both computer name and
address are unique, the Windows NT computer using TCP/IP registers its name and
IP address on the network during system startup. A Windows NT computer can use
one or more of the following methods to ensure accurate name resolution in TCP/IP
internetworks:

»  Windows Internet Name Service

Windows NT computers can use WINS if one or more WINS servers are
available that contain a dynamic database mapping computer names to IP
addresses. WINS can be used in conjunction with broadcast name resolution
for an infernetwork where other name resolution methods are inadequate. As
described in the following section, WINS is a NetBIOS over TCP/IP (NBT)
mede of operation defined in RFC 1001/1002 as p-node.

» Broadcast name resolution

Windows NT computers can also use broadcast name resolution, which is a
NetBIOS over TCP/IP mode of operation defined in RFC 1001/1002 as b-node,
This method relies on a computer making IP-level broadcasts to register its
name by announcing it on the network. Each computer in the broadcast area is
responsible for challenging attempts to register a duplicate name and for
responding to name queries for its registered name.

« DNS name resolution

The Domain Name System (DNS) provides a way to look up name mappings
when connecting a computer to foreign hosts using NetBIOS over TCP/IP or
Windows Sockets applications, such as FTP. DNS is a distributed database
designed to relieve the traffic problems that arose with the exploding growth of
the Internet in the carly 1980s,
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= An LMBOSTS file to specify the NetBIOS computer name and IP address
mappings, or a HOSTS file to specify the DINS name and IP address

On a local computer, the IHOSTS file (used by Windows Sockets applications to
find TCP/IP host names) and LMHOSTS file (used by NetBIOS over TCP/IP to
find Microsoft networking computer names) can be used to list known 1P
addresses mapped with corresponding computer names. The LMHOSTS file is
still used for name resolution in Windows NT for small-scale networks or
remote subnets where WINS is not available.

This section provides details about name resclution in Windows NT after first
AT

presciting some background information about the modes of NetBIOS over TCPR/P
that can be used in Microsoft networks.

NetBIOS over TCP/IP and Name Resolution

NetBIOS over TCP/IP (NBT) is the session-layer network service that performs
name-to-IP address mapping for name resolution, This section describes the modes
of NBT, as defined in RFCs 1001 apnd 1002 to specify how NetBIOS should be
implemented over TCP/IP. C

The modes of NBT define how network resources are identified and accessed. The
two most important aspects of the related naming activities are registration and
resolution. Registration is the process used 1o acquire a unique name for each node
{computer sysiem} on the network. A computer typically registers itself when it
starts. Resolution is the process used to determine the specific address for a
computer name.

The NBT modes include the following:

= b-node, which uses broadcasts to resolve names

»  p-node, which (ses point-to-point commmunications with a name server to resolve
DAITES

« m-node, which uses b-node first (broadcasts), and then p-node (name queries) if
the broadcast fails to resolve a name

»  h-node, which uses p-node first for name queries, and then b-node if the name
service is unavailable or if the name is not registered in the WINS database

If WINS servers are specified by either a DHCP server or the TCP/IP configuration
gpecified in the Network option of Control Pancl, Windows NT 3.5 defaults to
h-node. Otherwize, the default node type is b-node, unless another node type has
been set as an option by the DHCP server.
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For DHCP users on a2 Windows NT network, the node type is assigned by the
DHCEP server. A DHCP client computer can have only one NetBIOS node type, no
matter how many adapter cards it has. On a rmultihomed compater with access to
more than one network, the node type must be the same on hoth networks. When
WINS servers are in place on the network, NBT resolves names on a client
compuier by cornmunicating with the WINS server. If you want to configure a
multihomed computer with some network adapter cards using b-node and some
using h-node, configure WINS server addresses for the adapter cards that are to run
in h-mode. The presence of a WINS address on an adapter card effectively
overrides the b-node setting.

When WINS servers are not in place, NB'T uses b-node broadcasts to resolve
names. NBT in Windows NT can also use LMHOSTS files and DNS for name
resolution, depending on how TCPAP is configured on a particular computer. In
Windows NT 3.5, the NETBT.SYS module provides the NBT functionality that
supports name registration and resolution modes.

Windows NT version 3.5 supports all of the NBT modes described in the following
sections. NBT is also used with the LAN Manager 2.x Server message protocol.

B-Node

The b-node mode uses broadcasts for name registration and resolution. That is, if
NT_PC1 wants to communicate with NT _PC2, it broadcasts to all machines that it
is looking for NT_PC2, and then it waits a specified time for NT_PC2 to respond.
B-node has two major problems:

« Inalarge environment, it loads the network with broadcasts.

= Routers do not forward broadcasts, so computers that are on opposite sides of a
router never hear the requests.

P-Node

The p-node mode addresses the issues that b-node does not solve. In a p-node
environment, computers neither create nor respond to broadcasts. All computers
register themsclves with the WINS server, which is a NetBIOS Name Server
(NBNS) with enhancements. The WINS server is responsible for knowing
computer names and addresses and for ensuring no duplicate names exist on the
network. All computers must be configured to know the address of the WINS
server.

In this environment, when NT_PC1 warnts to communicate with NT_PC2, it queries
the WINS server for the address of NT_PC2. When NT_PC1 gets the appropriate
address from the WINS server, it goes directly to NT_PC2 without broadcasting.
Because the name querics go directly to the WINS server, p-node avoids loading
the network with broadeasts. Because broadcasts are not used and because the
address is received directly, computers can span routers.

*J

oot

ety

Yemwr,
g

Petitioner Vonage Heldings Corp. et al. - Exhibit 1008 - Page 228

;.



204

Part Il

TCP/P

The most significant problems with p-node are the following:

»  All computers must be configured to know the address of the WINS server
(although this is typically configured via DHCP}

= If for any reason the WINS server is down, computers that rely on the WINS
server to resolve addresses cannot get to any other systems on the network, even
it they are on the local network

M-Node

The m-node mode was created primarily to solve the problems associated with
b-node and p-node. This mode uses a combination of b-node and p-node. in an
m-hode environment, a computer first attempts registration and resclution using
b-node. If that is successful, it then switches to the p-node. Because this uses
b-node first, it does not solve the problem of generating broadcast traffic on the
network. However, m-node can cross routers. Also, because b-node is always tried
first, computers on the same side of a router continue to operate as usual if the
WINS server is down.

M-node uses broadcasts for performance optimization, because in most
environments local resources are used more frequently than remote resources. Also,
in a Windows NT network, m-node can cause problems with NetlLogon in routed
environments.

H-Node

The h-node mode, which is currenily in RFC draft form, is also a combination of
b-node and p-node that uses broadcasts as a last effort. Because p-node is used first,
no broadcasts are generated if the WINS server is running, and computers can span
routers. If the WINS server is down, b-node is used, so computers on the same side
of a router continue to operate as usual.

The h-node mode does more than change the order for using b-nide and p-node. If
the WINS sciver is down so that local broadcasts (b-node) st be useq, ilie
computer continues to poll the WINS server. As soon as the WINS server can be
reached again, the system switches back to p-node. Also, optionally on a Windows
network, h-node can be configured to use the LMHOSTS file after broadcast name

resolution fails.

The h-node mode sclves the most significant problems associated with broadcasts
and operating in a routed environment. For Microsoft TCP/IP users who configure
TCP/AP manually, h-node is used by default, unless the user does not specify
addresses for WINS servers when configuring TCP/TP.
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B-Node with LMHOSTS and Combinations

Another variation is also used in Microsoft networks to span routers without a
WINS server and p-node mede. In this mode, b-node uses a list of computers and
addresses stored in an LMHOSTS file. If a b-node attempt fails, the system looks in
LMHOSTS to find a name and then uses the associated address to cross the router.
However, each computer must have this list, which creates an administrative burden
in maintaining and distributing the list. Both Windows for Workgroups 3.11 and
1.AN Manager 2.x used such a modified b-node system. Windows NT uses this
method if WINS servers are not used on the network. In Windows NT, some
extensions have been added to this file to make it easier to manage (as described in
Chapter 15, “Setting Up LMHOSTS™), but modified b-node is not an ideal solation,

Some sites might need to use both b-node and p-node modes at the same site.
Although this configuration can work, administrators must exercise extreme

caution in doing so, using it only for transition situations. Because p-node hosts
disregard broadcasts and b-niode hosts rely on broadceasts for name resolution, the
two hosts can potentially be configured with the same NetBIOS name, leading to
unpredictable results. Notice that if a computer configured to use b-node has a static
mapping in the WINS database, a computer configured to use p-node cannot use the
same computer name.

Windows NT computers can also be configured as WINS proxy agents to help the
transition to using WINS. For more details, see the next section.

Windows Internet Name Service and Broadcast Name Resolution

WINS provides a distributed database for registering and querying dynamic
computer name-to-IP address mappings in a routed network environment. If you are
administering a routed network, WINS is your best first choice for name resolution,
because it is designed to solve the problems that occur with name resolution in
complex mternetworks.

WINS reduces the use of local broadcasts for name resolution and allows users to
easily locate systems on remote networks. Furthermore, when dynamic addressing
through DHCP results in new IP addresses for computers that move between
subnets, the changes are automatically updated in the WINS database. Neither the
useq nor the network administrator needs to make manual accommodations for name
resolution in such a case.
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The WINS protocol is based on and is compatible with the protocols defined for
NBNS in RFCs 1001/1002, so it is interoperable with any other implementations of
these RFCs.

This section provides an overview of how WINS and name query broadcasts

provide name resolution on Windows networks. For information about setting up
WINS servers, see Chapter 14, “Installing and Configuring WINS Servers.”

WINS in a Routed Environment

WINS consists of two components: the WINS server, which handles name queries
and registrations, and the client software, which queries for computer name
resclution.

Windows-based networking clients (WINS-enabled Windows NT or Windows for
Workgroups 3.11 computers) can use WINS directly. Non-WINS computers on the
internetwork that are b-node compatible as described in RFCs 1001 and 1002 can
access WINS through proxies, which are WINS-enabled compuiers that listen to
name query broadcasts and then respond for names that are not on the local subnet
or are p-node computers,

il w77 il 1N L Il YV RRLIL, oG Lall ULU VY o UL Ly diviid

allow browsing without WINS, the network administrator must ensure that the
users’ primary domain has Windows NT Server or Windows NT Workstation
computers on both sides of the router to act as master browsers. These computers
need correctly configured LMHOSTS files with entries for the domain controllers
acrass the subnet,

{Inn ‘}ftndn“yo nT network, ngers can hrawega hv;nsparel-\ﬂn ACr0ss routers. TG

With WINS, such strategies are not necessary because the WINS servers and
proxies iransparently provide the support necessary for browsing across rotters
where domains span the routers. '

The following figure shows a small internetwork, with three local area networks
connected by a router, Two of the subnets include WINS name servers, which can
be used by clients on both subnets. WINS-enabled computers, including proxies,
access the WINS server directly, and the computers using broadeasts access the
WINS server through proxies. Proxies only pass name query packets and verify
that registrations do not duplicate existing systems in the WINS database. Proxics,
however, do not register b-node systems in the WINS database.
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Non-WiNS enabled

WINS proxy

WINS server

Database
eplic_a!ig)n
WINS enabled % :
. ¥

WINS proxy

Figure 12.5  Example of an Internetwork with WINS Servers

The proxy communicates with the WINS server to resolve names (rather than
maintaining its own database) and then caches the names for a certain time. The
proxy serves as an infermediary, by either communicating with the WINS server or
supplying a name-to-IP address mapping from its cache. The following illustration
shows the refationships among WINS servers and clients, including proxies for non-
WINS computers and the replication between WINS servers.

WINS servert

CientA (WINS)
Query WINS, then broadcast query

WINS database
.. feplication WINS server2

lientB {non-WINS)

Broadcast

Figure 12.6 Example of Clients and Servers Using WINS
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