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Appendix IV - Sarnpre Data

9 ENCRYPTION KEY SAMPLE DATA

Explanation:

Key [ i]: denotes the ith sub-key in Ar or A'r;

round r: denotes the input to the rth round;

added ->1 denotes the input to round 3 in

A’r after adding original input (of round 1).

9.1 FOUR TESTS OF E1

rand :00D00000OGUODOOOOOOOUOOOOOOOOODO

address :DOODO0DDODfl0

key :D0000D00OOOODOODOODOOODOODOOOODO
round 1=D0000ODDOGDOODODDODOUOOOOODOOODD

Key 1]:00000DO0DOOODOODOODOOOOOODOODODO
2]:4697b1baa3b7100acS37b3c95a28ac64

round 2:Tadl9E930?d2476a523ecTa5aO26042a

Key 3]:ecabaacfi6795530df89af66e66dc053d
4]:3ac3d8a96ae9364943bfebd4969b68a0

3:60026524?668ddaDe81C0?bbb30edSD3

S]:5d5?S2lfd5715Cbb22c1be?bbc996394

6]:2a6lb8343219fdfb1740e6511d41448f
-1:d?552ef7c::9dbde56Sd3CIc-2215bc-42?”.-‘

7]:ddO480dee731d6?f01a2fT39da6f23Ca

8]:Badolcdl3D3e12a1cdDfe0a8af82592c
round 5:fbO6bef32b52ab8f2a4f2b6eE?f6d0cd

Key ' 9]:7dadb2efc2B7ce75061302904f2e7233
Key [10]:coadcfas31e2c4272f6c7a9f52e11533
round 6:b46b?11ebb3cf69ea47a75f0ab384bdd

Key [11] :fC2D£12<:'TOEl.e£1-D9555eB<:l4'i"660ffdfd'i‘

Key [12]:£aob2loolaf5a6b9eS9e624cd991S0d2
round 7:C5S5f3DBffl94D4294fO6b292E978994

Key [13]:1sh4ovsdea5ba4c3oecb4s594b4e9c35
Key [14]:454d54e5253cDc4a8b3fcca7db6baef4
round 8:266Sfadbl3aCf952bf74b1ab12264b9f

Key [15]=2df37c6d9db52674f293S3b0f01led83

Key [16]:h6D316733b1e8e?0bd861b477e24S6fl

Key [17]:88469?b1baa3b71DOac53?b3c95a28ac
round 1:l58fEe43352035e8aSec7a83e1ff2baB

Key [ 1]:e9eSdfc1b3aT9583e9e5dEc1b3aT9583
Key [ 2] :‘T59Sbf5760632c59f-135c1669'?d4c86-1
round 2:0b5ccT5febcdf782?ca29ec0901b6b5b

Key [ 3] :e31bS6afc:G'I-‘5d286ef0ae25'7cbbc05b'T-‘

Key [ 4]:0d2a27b4?1bcG108c6263aff9d9b3b6b
rnund 3:E42'?8526c.'3I1292l1f7f2f0Dl6220aef-1
added -:-:f11368365fd621‘:-'f952de6a8983J.fd95c

Key [ 5]=98d:I.eb5773cf59d75d3b17b3b<:37c191

Key [ 5] :fd2b792S2-1OBddd4ea0aa75l113333S.E
round -1:d03o4ad:L8337fa6o40145d37aa5c8J.53

Key [ 7] :331221".-‘S6638a41d57b0f'J'e0'J'1ee2a93
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Key I 8]:aaoddaccé8b406533dOf1d64aabacf20
round 5:84db909d213bb0172b8b6aaf7lbf14?2

Key I 9]:66929lbo?52e63fa06fce76f10e119ca

Key I10]:efabdda6be8eeO277e9bT8adef1ec154
round 6:EB35E52921e903dfa?62E1df5abd?f95

Key I11]:E3902ebD6dc409cfdTa384624964bf5l
Key [12]:?d72?02b21f97934a?21c99bO49a239d
round 7:ae6cOb4bb09f25c6a5d97a3a31b605d1

Key [13] ; 532e5ubceaE9u2c52au5c2 c:2s3ec£a32

Key I14]:181?1595192efb2a64l29668cf5d9dd4
round Sx74435235b36Cc0b853CC9f74f6b5531l

Key I15]:830l?c1434342d4290e961S?879Df45l
Key Il6I12603532f365604546ff653D3795CcCe5

Key I17]:882fTc9DTb565ea58dae1c928a0dcf41
:056cDfe6
:48aEcdd4bd40fef?6593b1l3

:bc3f306S964?cSd7c5a03caSOa91eceb

:Tca89b233c2d
:159dd9f43fc3d323efba0cdSa361faS7

round 1:bc3f3068964?c8d7c5a03ca80a91eceb

Key I 1]:159dd9f43fc3d323eEba0cdsaa61fa57
Key I 2]:326553b3Cl55Sl899a9??90e65ff669e
round 2x3e95Dedf1§76l563Bcc19cD9fBfedC9b

Key I 3]:S29379b65b9f53bbfbd020c624b1d682
Key I 4] :73-115153obacsabsl£41oadc9442992db
round 3:6a7640?91cb5366?8936c5ecd4ae5aT3

Key [ 5]:5093cfa1d31c1c43acd?6df03Dea3c31
Key I slx0b4acc2b3f1f694£c7bd91f4a7of3ao9
round 4:Eca2c022a5??e2ffb2aa0O75B9693ec?

Key I 7]:2ca4afca179-nao4ecff14ad5nd5£6c5

Key I 3]:3fcd?3524b533aO0b7f7325bea2o40a4
round 5:e97f8ea4ed1a6f4a36ffc1T9dc6bbS63

Key I 9]x6I:67bec76aeEl.c8cc:4d2B9f69-136d3506

Key I10]:S5ed95ee8cb97e6ld?5B48464bffb3?9
round 6:38b07261d7340d028?49de17?3a4lSc?

Key I11]:ff566clfcEb9da9aC502514550f3e9d2
Key [12]:ab5ce3f5cBS?d0f49b37e0d33ue12fd?
round T:58241f1aedTc1c3e04?d72433la0b774

Key (131:azcahsE95eac7d655dbes4a6cd4c47f5

Key I14]:EScaffaSaf0af8c42a20b5bbd2c8b46O
round 3xEdlaaefE53co91Dde53b9?aab13c490f

Key [15]:185099c1131cf9?D01e2E36fda415025
KEY [16]xaOebb32676bC75eB373b1S9eff3f6b1d

Key [17]:cf5b348aaee27ae332b4E1bfa1023Sa6
round 1:2e4b4l7b9a2a9cfd7d3417d9a6a556eb

Key [ 1]:fe'i'8bE|35f25468ab069fd3991l:>0B6fda

Key I 2]:095C5aS1C6fa6d3ac1dS?fa19aa382bd
round 2:b8bcaa1d6bb45af9d92beadd930of5ed

Key I 3]:laf866df81Tfd9f4ecO0bc704l92cffc
Key I 4]:E4a8a059C1f575fD76f5Ebb24bf16590
round 3:351aa16dec2c3a478T08D249ed323eae
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added ->:lb65e2167656d6bafa8c19904bd79445

Key 5}:BC9d13d93S6a9954d341b4286e88ealf
' 6]:5c958d3T01D2c9381bf753e69cTdaO29

4:2ce8fef4TddaEa5bee74372e33e478a2

7]:7eb2935c369?429fbeDda334bb51f795
8}:af900fibfi3a1l38e2874bfhTc628bTb8

:572?37f563e1643c1cB62b7555637fb4

:334c8588ddSf3d4f31l17a4S3420d69b
.bc2b9b81c15dSaBD252f3f48e9045395

:1Sbé968C5d028§3c3a43aa4Cdb5f26aC

:f0B60Bc9e39ad3147cba6l32?919c958
:2d413ldecf4fa3a959OB4T14a9e85C11

-l094120c7cccef9dd4ba4e6daB57lbO1
:C934fd319c4a2b5361fa8eef0Sae9572

:4904clTaaé?868e404?lDO7Cde3a97cD
:f9081772498fed41b6ffd72b71fcf6c6

:ea5e2368Te9Tfa3f8334D1c86e6053ef
:1168E58252c4ecfccafbdb3af85?b9f2

:b3440f69ef951bT3b5cbd68662T530lb
:Ed5205c5

:3ed75df4abd9aE638dl44e94

:0891caeeD63f5da18095?7ff94Ccdcfb

:C62f19f6ce95
:45298dO6e46baC2l&2lddfbed94CO32b

:D8Slcaeefls3fSdal8095?7ff94ccdCfb
:4S298d06e46bac21&21ddfbed94c032b

:Hfu3e1e1fe1c191cad35a39?bc40u59?

:lc6CaD134B0a6B5c1b28eD317f?167e1
:4f2ca3ao92ddeSSdefasscalzsafigeaa

-963caee2aCSd7008cO72B3daec6Tf2f2

:D6h4915f5fCClfG551a52D48fUafBa25
:ab0d5c31f94259a6bfB5ee2d22edf56c

:dfb74355COD85ce73dc17b84bfd5Da92
:O??a92bD40acc86eSeOa8TTdb19Ta1E?
:Sf888952662b3db00d4e904e?ea53bSd

:5e18bfccO7799bOl32db8Bcd6042f599
:?204S31Eb30DS14325fdcE63e8ceadf3

:bfca91ad9bd3d1a06c582bld5Slzdddf
a83bc47?e3Ea1d5a59b5e6cE?93c7a41

:27031131d86cea2d747deb4E7S6143aa

f3cfbBdac3aea2a6a8ef95af3a2a2T6?
77beb90670c5300b03aa2b2232d3d40c

:fCSc13d49149b1ce8dB6f96e44a0D065
b5?8373550af36aD6a19fe335d726d32

6bcee9lBc7d0d24dfdf4223?fcf99d53

:D4Ef5f5a7ddfB46cdaDaO77B2fC23S66
39Sf158241eb3e079f45d7b96490e7ea
1bcfbe98ecde2add52aa63ea?9Eb917a

ee8bCO3eC08722bC2bO75492373374af
:d989d7a40Cde7032d17b52f81l7b69d5

2ecc6ccT97cc41a2abO2007E6af396ae
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Key I 2]:acfaef7609c12567d537ae1cf9dc219a
round 2:8e76eb9a29b2ad5eeaT90db57aee3Tel

Key I 3]:0?9c8ff9b73d423df8?9906aOb8?a6ca

Key I 4]:19f2Tl0baf403a4Q4193d201f3a8c439
round 3:346bb?c35b25396763?5aafe3af69089

added -5:edf4BefiT57O3a955h2f0fc062b71f95c

Key [ 5]:d623a6493f915cb2cBD02?65247b2f5a

Key [ 6]:900109093319bc30103b3d9434a??a72
round 4:fafbficlE3ebbd2477be2da49dd923f69

Key I T]:e28e2ee6e72e7f4e5b5c11f10d2D4228
Key I B]:SE455c:d11fBb90'?3a2dfa5413::?a-1bC5
round 5:Tc72230dffi83060a3Cf920fSbOaD8fD6

Key I 9]123afb26e2c?a64238c4lcefc16c53e?4

Key I10]:d03dcafC2096395baOd2dddd0e4?lf4d
round 6:5599ldf99ldb26ffOD073al2baa3031d

Key I11]:fcffdcc3ad8faae091a7o55b934fa7c1

Key I12]:f8dfD32dT7060252cD2d91eS5bd6a7d6
round ?:703C632EfB6437Sf637U1fa4f6be53??

Key I13]:bef3TO6e523d708e8a44147dT508bc35
Key I14]:3a98ab2S3cazqzzdssasscfsbuscaehs
round 3:1?2E12ec933da85504b4ea5c90f8f0ea

Key I15]:s?ad9625dD6a45d2259add5af311ea2c
Key [l6]:8bd3dbOCc3168009e5da9087?el3a36f

Key [17] :oath;531:1513aa35J.ac7o39b34ac41b-12
ares :00507eSE

:2a5f19fbf609D7e69f39Ca9f

:0ecd6l7Szbd12S430c05dc45S42blb8c

address :f428fDe624b3

key :35949a914225fabad91995d226de1d92
round 1:Oecds1782b4128480c0Sdc45542blb8c

Key ( 1]:359-19a91:1225£abad9J.s95d225de1d92
Key I 2]:ea6b3dcccc8ee5d88de349fa50l04U4f
round 2:S935222263fbc4b93D2cabdfcD6bce3e

Key I 3]:920E3a0f2543Ce535d4e?f25ad80648a
Key I 4]:ad!722Tedf9c6874e80baa0ebb95d2c9
round 3:b4c8ba78675£l84a0c72f3dab51f8fO5

Key [ 5]:81a941ca?202b5e384aesfa493ecac3d

Key I 6]:bcdel52Dbee3660e86ce2f0fb78b9157
round 4:7?ced9f2fc42bdd5c6312ba7fc2377c5

Key I 7]:c3eee?423d7c6efa75ecec0d2cd969d3
Key [ 3]:91ob3faaaaozed-1-1:LfbeBs3ao2b4a1do
round 5:fe2Se3US6f3DD4d60bb20?e623b39cE2

Key [ 9]z55:64'i'<:1eB65ebo'i'83-1B9E2aeD1I'O972d

Key [10] ;333955-da77c-ass12da1o4a2b5-waecod
round 6:1f2ba92259d9e88l015l8f145a33840f

KEY [11]:61d4cb7ea1fS368a28332?306a9bd3d4d

Key I12]:9E57de3a3ff310e21dc1e696ceU603D4
round ?:cc9b5d021sd29037e8Q475l52ebebb2f

Key I13]:?aa1dBadc1aeed7l2Tef9a18f6eb2d8e
Key [14]:b4db9da3bfS65912acd1A904c7f?7SSd
round 8:bO4d352bedc02682e4a7E59dTcda1dba

29 November 1999 Encryption Key Sample Data

AFFLTD2941 92



Samsung Ex. 1119 p. 965

BLUETOOTH SPECIFICATION Version 1.0 B page 965 of1082

Appendix IV - Sarnpie Data
Key [15]:al3dTl41ef1f6cTd867e3dlT5467381b

Key [16]:O8b2bcO5Be50d6141cdd566a307e1acc
Key [17]:D57b2b4bdbe5dc0ac49e5D489h8006c9
round 1:5cfaccTT3bae995cdTf1ba1eTc9ec7df

Key [ 1]:le?1?95DfSS2BE393Dfe4a9395S533l5

Key [ 2]:d1623369b?33d98bbcB94f75366c544c
round 2:d571ffa21d9daa?9?b1a0a3c962fcaqc

Key [ 3]:4abf27664ae364cc8a7e5bcfaB214cc4
Key [ 4]:Zaaeddafldcé933dd6aeaf6e5CDd5a4B2
round 3:917c8e498aO0f125bf654c938c23f36d

added —::bdT65a3eb1aeSa796B5604adEDc1bab2

Key [ S]:bcTf8ab2d8600Df4?bl946cc8dTa7a2b
Key [ 6]:6b28544Cbl3eC6C5d93470df2cf900b?
round 4:a9T2T626f2f06bd9920e83c8605dcd76

Key [ 7}:1be840d910?f2C9S23f66bb19f5464a1

Key [ B}:61d6fblaazf0c2b26fb2a3d6de8c1?7c
round 5:aeffT51E146eab7e4626b2e2c9e2fb39

Key [ 9]:adabfc82570c563a2331?3U99f23f4C2

Key [10]:bTdf6b§5ad266c0f1ff7452101559101
round 6:cf412b95f4S4d51B5e6?ca671392e5hd

Key [11]:3e04a7282a295odcbaea23f300e22de3
Key [12] :21362c:11-1433e29bda3e4d51fa03huc:f
round 7:16165722fe4e0?ef8BfBD56b17d39567

Key [13] :710-c-Sfd5bb3::bb5f132a‘}'D61de51Bbd9

Key [14]=0T91de733§f4C87285809343f3ead3bd
round 8:28B54CdEad4a3C572bl5490d4b81bC3f

Key [15]:4E4?f0e5629a6T4bfcdl3T7Deb3a3bd9

Key [16]:58a6d9a16a234ccDaead2126c796u3a1
Key [17] :a554032aDa93399f43f535fd5cefad34
sres :a0e5629c

aco :a6fe4dcde392461ld3cc6ba1

9.2 FOUR TESTS OF E21

rand :00000000ouuonuoouoooooooooooooou

address :DODO00000000

round 1 uoooucanoouoouoooooouoouooooooou

Key [ 1]:00000ODDODOOGDOODOOOUODDOODOOOUG
Key [ 2] =-169'?b1baa3b71D0ac53'II'b3r:95a2Bdc9-1

2:986ll307ab76bbde9a86af1ce8cad412

Key [ 3]:ecabaacs6795580df89af66e665dB63d

Key [ 4]:3ac3d8396ae9364943bfebd4a2a168a0
3:820999ad2e6613f4b5?89?4beeedf9e7

->:829999ad2e6613f4bST39?4heeedf9e7

Key [ 5]:5d5792lfd5715cbb22c1bedb1C996394
Key [ 6]:2a61bs343219fdfb174ue9541d4144af
round 4:acd6edec8T581ac22dbdc64ea4ced3a2

Key [ 7}:ddoa80dee731d6?fD1ba0E39da6f23ca

Key [ 8]:3ad01cd1303e12a13dcfe0aaaf32592c
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round 5:1c?798732fO9fbfe25795a4a2fbc93c2

Key I 9]:7dadb2efc287ce?bOc13029U4f2e7233

Key {lo}ccoadcfasalezfi572f6c7a9f52e1153a
round 6:cO5b8Bb56aaT0e9c4Dc79bb81cd9l1bd

Key I11]:fc2042cTOB65BaS55e3c147660ffdfd?

Key I12]:fa0b2l0D2605a6b9e89e624cd99150d2
round ?:abacc71b4B1c34c798d1bdf3d62f?e20

Key I13]:13h4D7e44a5ba4c30eCb48694b4e9C35
Key [14]:454d57eS253cDc4a8b3fcca7db6baeE4
round 8:e620491183ae85cfl9edb2c86215b?00

Key Il5II2dDb946d9db52674f29353b0fD11edB3

Key I16]:T6C316733b1e3e70bd8G1b4T7e24Sfifl
Key IlT]:8e469Tb1baa3b7100ac537b3c95a28ac

:d14ca028545ec252cee7o0e39b5c39ee

:2dd9a55D343191304Dl3b2d7el189dD9

:caC4364303b6
round 1:cac4364303b6cac4364303b6cac43643

Key I 1]:2dd9a550343191304Dl3b2dTell89dDf
Key I 2]:14ca33Shzc4391Gc5dcc?1dS1a14242b
round 2:e16SE788aad45a9011f11db5270bl2TT

Key { 3]:55bfh712cba163d1a43f5e74cd9f43s3
Key I 4]:2a2b3aacca69Scaef2821b0fb48Cc253
round 3x54Df9c75a52e92c449B7c6l7o35o37bf
added -a:9ed3d23566e45c007fcac9a1c9l46dfc

Key I 5]:aG6aab22d9a2B73340-129‘?6b4b$b0Dee

Key I 6]:C229d0S4bbT2e8eb230e6dcdb32dl6b7
round 4:83659a:1675f71?1ea57909dc5a?9ab4

Key I 7]:23c4312ab:L9o5dd£77dedaed41o5s49a

Key [ 8]:40d87e272a7al554ae2eS5e3638cdf52
round 5:0b93B2d0ed4f2fccdbb69dDdb7b13Ua4

Key I 9]:bdcos-1csa39E6b3-use-wdb359f62a3c-1
Key I10]:5822BdbB41Ce3Cee983aa721f36aalb9
round 6:cfiebdaflf5f439792f09c1SS553226C1f

Key I11]:aalSbacdfifa?4TaOd4fS28B3ac63ebe7
Key [12]:a9ce513b33ea006c333ecaaefcf1d0Ea
round T:T5a8abaO7e69c9D65bcd831c40115116

Key [13]:3635eD747§2d412213De5b324e52cd60

Key I14]:5llbdbfi1bb28deT2a5d794bfEbf407df
round 3:5?a6e279dcb?64cf7dd6a?49dd60c735

Key I15]:a32f5f21044b6744b6d913b13cdb4C0a
Key [16] :9’f22bbaeef23l496efEl.<:23a9d41e92f-1

Key [1?]:So73?056uad?e8a13a0S4a65aD3b4049
:e52fsbacéO9139b3999aedbc9d223042

:dab3cffe9d5739dlb?bf4a667ae5ee24

address :02f8fd4cd651
round 1:02f8fd4Cd55102f3fd4Cd56102f3fd4C

Key I 1]:dab3cffe9d5?39d1b?bf4a667ae5ee22

Key I 2]:e315a8a65d809ec?c289e6Bcassfbdcc
round 2:ef35ffoalbs7094D5e19E3e2?5cec7dc

Key I 3]:df6a1l9bb50945Ec8a3394eT2l6448E3
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4]:37Ee86fb0d58b5dd0fh3b6b1dab5ldOT

3:aa25c21bfS7Td92dd97381e3e9edCCS4
->:aaldbf5T23d3dbdS24bf5782ebe5c918

5}:36cc2536506c0021c9lfac9d8c469e9O

6]:d5fdaDOEl13e303B09b7f7d?3a1a2bUe
4:9e69ce9b53caec3990394d2baed41e0d

7]:clqbsedclOcabflsbczazbaqaaaeleqo

8]:74c6131afc8dce?e11b03b1ea3610c16
round 5:a5460fa3cedca4sa14fd02209e01f02e

Key [ 9}:346cfc553c6cbc9713edb55f4dcbc96C
Key [10] =bddfO27t:b059d.5-‘3f05D9fE|963e9bdec:6
round 6:92b?3f11eadcacc5a43ddOSf13d334dd

Key [11]:8eb9eO40c36c4c0b4aTfd3dd3S4d53c4

Key [121:c6ffeCdd5e135b208T9b9dfa4b34bf51
round 7:fb0541aa5e5df1a61c5laef606eb5a41

Key [13]:bf12f5a6baDadfc4fda4bdfc68c99?d9

Key [141:3?C4656b9215f3C9S9ea68Bfb64ad32T
round S:f0bbd2b94ae37434673o5B1£c77a9c9S

Key [151:e87bbOd86bE421ea4f7T9a8eee3aB66c
Key [161:faa4?1e93dfdqlsaeqcollsecfifflasad

Key [17}:95204a80b8400e49db7Cf6fd2fd40d9a
:ho376d0a9b333c2e133c32b59cb316b3

:13ecad0Sad53c37f8a54dc56eB2f4dc1
address :9846c5ead4d9

round 1:9846c5ead4d99B46c5ead4d99B46c5ea

Key [ 1]:13ecad08ad63c3Tf8a5édcS6e82f4dcT

Key [ 2]:adU4E12?bedS0b5e6?1d6510d392eaed
round 2:97374e1Bcddoasf7a5aa49d1acB?5CB4

Key [ 3!:57ad159a5774fa222f2f3039b9cd51G1
Key [ 4}:9a1e9el068fedeO2ef90496e25fd8e79
round 3:9dd3260373edd9d5f4e7?4a26bS3fd2d
added -2:0519ebe9a7c6719331dl48Sbf3cec2c?

Key [ 5} :31|'3dCe15'i'db6292DbOb392f7::fca316e

Key [ E]:db4277T95687286faee6c9e9a6b71a93
round 4:40ec656345D299ac4e120d8S672504d6

Key [ 7]:ecolaazf5a8a793b36c1bb853d2543BD
Key [ 8]:2921a66cfa5bf?4ac535424564S3De98
round 5:57287bbbO41bd6a56c2bd931ed410cd4

Key [ S]:0701324Saabe1h3c3?26ee3d57dbd5f6

Key [10]:627331fOfa4c02b0c?d3e?dfbffc3333
round 6:66affa65a3dcd36e35bf5c3E1c6a2T6e

Key [11]:33b5?c925bd5551999f?16e133efbe79
Key [12] :a6dc‘?f9aa95bcc9243aebd126D8f65'I-‘a
round 7:450e65134fd3c?2c5?Bd5cdecb236743

Key [13]=a6a6db00fd8c72a28ea57ea542f6e1D2

Kay [14] =dcf3377daeb2e24e61f0ad662D951u:1f
round 8:e5eb18Ub519a4e673f21b7c4f4573f3d

Key [15]:621240b9506b462a7fa250da41844626

Key [161:ae29?310f01f43dc35756cd119ee73d6
Key [17]:b959335eC2SOlad3S94f8bBf1f425?f9
Ka :5b61e83ad04d23e9d1c698851fa30447
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Appendix H/- Sampie Data

9.3 THREE TESTS OF E22

(for K_master and overlay generation)

rand :0OldEl69243350245a5f7CC7fDd6d633
PIN :d5a51083a04a19?1f13649ea8bT93l1a

round 1x00lde169243S50345a5f7cc7fDd5d623

Key I 1]:d5a51083a04a1971f18649eaabT9311a
Key I 2]:731Tcdbff57f9b99f9310a2525b1?cc?
round 2:5f05c14334Tb59acae3cb002db2333Df

Key I 3]:fuabdz5Sadf1d4ae4a54d3ccb26220b2

Key I 4]:9104scbbdccc43db18d6dd36caT313eb
round 3:c3f3e3300541a25b6ac5a3flc3l05f3c4

added —>:c3l0c45921c9f2?f302424cbcldbc9e7

Key [ S]x6'i"fb2336f4d9f059da5Bd1lc:E|.2ffibd95

Key [ 6]:4fed?02c‘?Sbd72cDd3d3E3870‘.-'13c1c-50
round 4:bd5eOc3a97fa55b9la3bbbf306ebb9?8

Key [ 7] :41c:9-17fBucdcflcls-1c5DaaS90‘?Daf31-1::

Key I 8]:6Boeecfasdaf4lc7lD9cBa5Cb1f26d?5
round 5I21c1a762c3cc33E75CeS976a?39S30B7

Key I 9]:6e33fbd94d0Off8f?2e8a7aOd2Cebc4c

Key I10]:f4d726054c6b943add99Eabb5733ddc3
round 6:56d0df484345582f6b574a449ba15Seb

Key I11]:4eda2425546a24cac?90E49ef2453b53

Key I12]x<:f221362-1ed1510-103a5a3e0Ob'7333df
round 7:1206f9963fe9ff22993f?fdfB60Dd9bB

Key [l3]:dO4b1a25b0b6fec946d5ecfa526dD4c9

Key I14]:O1e56llbofOe140bdb64535fd3ae5269
round 8:a63374O0ad8cb47fefb91332f5Cb2713

Key I15]:f15b2dc433E534f61bf71a770a3698b1

Key I16]:f990d02?3d8ea2b9eDb4591Ta781c?20
Key [17]:E4lb3cc13d43D1297bb6bdfcb3eSa1dd

:539e4£2?32e5ae2de1e0401fDB13bdDd

x67ed56bfCf99325f0C6b3493E9da30ab
:7B35h5l5eB4blfO32CC4999?fif1725Ce

1:67ed56bfCf99825fOC6b349369da3Ubb

1]x7335h5lSeaéblf052CC49997Sfl?25CE
2]:T244590lfdaf506bebO36f4412S12248
2:6bl60b65a1f6c26clf3433f463ef5aal

3]:59f0e4982997633e5e7fd133af8f2:5b

4]tb4946eC?7a41bf?C729d19le33d458ab
3:3E22D48c964c3e5ca2a26ec9a76a9f67

-3I580ESad?59e5c0D3ae0da2Sace44cfdc

5]:eb0b839E97bdf53418321067852Dbbef

6]:cffObcfla94e5c8b2a2d24d9f5903le19
4:S?aa6lfc0fE83a?44cl95249b9a33632

7] ; 59243of14dsf93c1b9 5dd591afo45775d

S]:3b55b40q222bf445a6a2ef5865247695
5:83dCf592a854226C4dCd94e1eCf1bc75
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Appendix IV - Sampie Data
Key [ 9]:a9714b86319ef343a2Bb87456416bd52

Key [10]:e6593b2439Db3a0bf2982T4?993bOd78
round 6:deeodl3a52e96bcf7c72045a21609fc6

Key [11]:6205168651973073bff959bD32c6e1e2
Key [12]:29e94E¢ab73296c453c833e217a1a35b
round 1:08488005761e5cTc4dbb203ae453fe3a

Key [13]:ue2559?0b3e2fc235f59fc5acb1oe3ce

Key [14]:dodfbbi361fee6d4ffe4Sbabf1cd7ahf
round 8:DdB1eB9bddde7a7D6531Ec47574febaf

Key [151:C12eee4eb38b7a1?lfOf736003774b40
Key [15] =af962523£1coabdsaoa7aoc1fb11s-1363

Key [17]:24be1c6Scf8b022f12f1fb4C60CS3fd1
:04435771e03a9daceb6bb1a493ee9bd8

:40a94509238664f244ff8e3d13b119d3
:lce44339badde30396d03c4c36f23006

1:40394509238664f244ff8e3d13b119c3

1]:lceéa339badde3039Gd03c4c36E23006
2]:6dd9Ta8f9ld628be4bl8157afla9dcba
2:ueacsz83057d9947a24eabc1?44c45a2

3}:fef9533d5f55fd4107ad832a?25dbT44

4]:fc3s93507016d7c1db2bdu34a230aD69
round 3:60b424f10B2b0Cc3bd6lbe7b4c01S5fO

added -::205d69f82bbl703lf9604c465fb26e33

Key [ S]:0834dO4f3e7elf7f35f0Cldb685ab118
Key [ 6] =1852397f9a3'!23169058e9b63bb3682b
round 4:2c6b65a49d66af65666?5afdd6fa7d7d

Key [ 7]:6c10da21d?62ae4ac1ha22a96d90u?h4
Key [ a1 =9aa23653b90470a78d6B534l4bSa9bGe7
round 5:a2c537899665113a42f1ac2d?73bdc31

Key [ 9}:l3?dee3bfB?9fe?bdO2fe6d883e34fl6

Kay [101:466e31Sals63f4?d0f93bc6s27cf3450
round 6:e269529Bod?9b21ed3e20f8c3e?1ba96

Key [11] =ob33c£331455bb5c979ea224d7£?9£7c

Key [12}:9277066D26Bede3278l0dTOTaO9T7d?3
round T:e7b063c4e2e3110b89h7e1631c762dd5

Key [13]:7be30ae4961cf24ca17625aTTbb7a9f8
Key [141:he65574a33ae30e6e82dbd2826d3cc1a
round 8:7a963e3Tb2c2eT6b489cfe4Da2cfO0e5

Key [15]:edoba7dd30d6ua5e69225fua33011e5b

Key [16]:76Sc990E4445e52b39e6ed6105adlc4E
Key [17]:5262?bf9f35d94E30d5bo7eE159o1adc
Ka :9cde4b69f9b5S61ed9dfSD85Bbac6f7E

Encryption Key Sarnpie Data 29 November 1999

AFFLT02941 97



Samsung Ex. 1119 p. 970
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Appendix H/- Sampie Data

9.4 TESTS OF E22 WITH PIN AUGMENTING

for PIN lengths 1....,16 bytes

rand :24bl01fd5611?d42C0545a4247357048

PIN length =16 octets
PIN :fd39Tc?f5C1f937cdf82d8316CC3T7e2
round 1:24b10lfd56117d42c0545a42473S70S3

Key I 1]:fd397¢?f5c1f93?cdf32d8816cc377e2
Key I 2]:0f7aac9c9b53f3o3d9fdbf2c?3e3c30e
round 2:838edfe1226266953ccbaa3T9d8?3lD?

Key I 3]:0b3ac1ad4bb44fad2efa115e4394Saba
Key I 4]I837b16b062a33bfa469772c25b456312
round 3:Scd0c92S3l20aba39a7f9d635dd4fe3f
added w::aaalcadsfi73128ea5ad3f7211aO96e67

Key I 5] :22-1Bt:be6d299e9d3eSfd35a91l78f65b

Key I 6]:b92aE6237385bd3lf8fb5Tfb1bdd824e
round 4:2548d9c6I8a622b10ef80c4dbaf58b99

Key I T]:Zbf5ffe84a373T8ede2d4c30be6D203b

Key I 8]:cficbficecfi0Cb6a8f29b99fcf3e71e4Df
round 5:b5a7d9e96f68b14ccebf361de3914dDf

Key I 9]:SC2f8a?D2e4a4S5T5bl03b0cce8a91c6
Key I10]:d453db0c9E9ddbdl1e355d9a34d9b11b
round 6:632aD91eTeefe1336857ddafd1ff3265

Key [11]:3280Sdb7eS9c5ed4acabE3ad27e3fece
Key [12] :fde3a3eedfa3a12be09<:1aBaOD890fd'?
round T:04353199fd3efa9591DS40l5Df8bl3Tb

Key [13]:def0?eb23f3a3?3foS9039a2124bc4c2

Key I14]:2608c58E23d34a09b9ce95eScaac1ab4
round 3:161814ec?439d412d0732fua€f?99a6a

Key I15]:0a7edl64ala623e56ee1442ffa74f334
Key {16]:12addasaczaodl9532E1516s79954e359

Key [17]:dd43d02d39Efd6a386a4b93b4ac6eb23
:a5f2adf32Be4e6a2b42f19c8b74baS84

x32l954061aC49a436f9fb9B24aC63fBb

PIN length =15 octets
PIN :ad955d58b6b8857820ac1262d6l?a6
address :o314cO542S43

round 1:321964061aC49a436f9fb9824aC63fSb

Key I 1]:ad955dS8b6b835?320ac1262d61?a603

Key I 2]:f231T36f68e3d3Db2ac7c67f12Sdc416
round 2:7c4a4ece139B681f4bafd30932Sb7770

Key I 3]:43C157f4c8b360387c32ab330f9c9aa8
Key [ 4]:3a3049945a29af6d076c19219c¢7c3cb
round 3:9672b00?38bdEaf9bd92aaS5bc6E3afb

added —axa4ablau1228194bad23161d7f635796a

Key 1 5] .-cae2eaa5d73b7de1aE3223ab21’?3bc69
Key 1 6]:8623f-14-133222e66a2936‘i"?cf30bf2bb
round 4:9b30247aad3bf133712d034b46d21c63

Key I 7]:f3e500902fba31db9bae50ef3De4B4a4

Key I 8]:4Sdébl13?c18f4T52dd9955a5a8d2f43
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BLUETOOTH SPECIFICATION Version 1.0 B page 971 of 1032

Appendix IV - Sampie Data
round 5:4492c25fdaD8083aT68b4bS533966b23

Key _ 9]:9d59c4S1989e747B5cc0S7eda7e42ab8
Key '10}:251de2SE391?dcd99cl8646107a641fb
round 6:21ae346635714d2623041f2699T8c0ee

Key [11]:30b8f7Scb1a49ec0c3e32a23Be6ufddf

Key '12]:beb84fédz0a501e4a24ecfhde4B1902b
round 7:9b56a3d0f8932E2Dc6a7?a229514fb00

Key 13]:3525Tlb44f35fd9d9336d3c1d2506656
Key [14] :d0a0d510fb06ba'i"6eE9b8ee3ebc1b'i"25
round 8:6cd8492b2fd31a86973bcdf644eb0aa8

Key ‘15]=C7ffd523f32aB74ed4a93430a25976de

Key .16}:1$cdcb25e629G4876d951fdCcOT030d3
Key _17]:def32c0el2596f9582e5e3c52b303f52

:c0ec1a5694e2b48d54297911e6c98b3f

:d4ae20c8009454?dTO5l931b5cc2a3d6

PIN length =14 octets
PIN :e1232e2c5E3bB33b33D9OB8a87b6

address :fabecc58e6D9
round 1:déaezucsuo9454?d7G51931b5cc2a3c6

Key [ 1]:e1232e2c5f3b333b33D9D3Ba37b6fabe
Key [ 2]:5fos12b4?cd3e9a30d7707u50fffa1f2
round 2:1f45fl6beB9794bef33e454?c9C0916a

Key [ 3] :'371:63194-1753244ffa3cd'I1b24ab79b5

Key [ 4]:92814990904f485958ce58c9133e2be6
round 3:blfldaf4aC94l035263Cee35S2d774d2f
added -3:65bb4f82C9d5ST2f131f764e7139f5e9

Key [ S]:S2Gacad2D801dc639a2c6d66dSb?9S76
Key [ 6! =c72.255<:db61d4.2be?2bd4539Ddd25ba5
round 4:ead4dc3420?b6ea721c62166e155aaad

Key [ 7]:ebf04C02075bf459ec9c3ec06627d34?

Key [ 3]:a1363dd2312ee8oDa4491coc740744s3
round 5:f50?944f3018e20586d81d7f326aae9d

Key [ 9} =bobsba?9-193dcB33d?f435be7bSdadb6

Key [10]:O8cd23e536b9b9bS3e35eb0D4Cba3111
round 6:fEE4SOE4302a2b3571e840Se148346da

Key [11]:fec22374c6937dcd26lT1f4d2edfada3
Key [12]:Oflaaef5979c69ff44f620c2eG0?bGe4
round 7:de55877958939Tf3402a90eeT3c3f921

Key {l3}:901fb66fD779d6aadOc0fba1feS12ch5

Key [14]:a0cab3cd1Scd23603adc8d44?4efb239
round 8:b2dfoaaoc9fD7fbbaaD2f510a29cf540

Key [151:1Sedc3E4296dd6f1dea13f7c14311?a1
Key [15] =Bd3d52d”HJOa3'F9d‘:-‘2ded3l68'!f1|'545c'l'

Key [17]:5927badfe602f29345f34ubb53e1dea6
:d7b39be13e3692c65b4a9el?a9c55e1?

:2?2b73a2e40db52a6a61C6S20549T94a

PIN length =13 octets
PIN :549f2694f353f5145T72d8ae1e
address :2o4876S1eb9f

round 1:272bT3a2e4Ddb52a6a61c6S20S49?95a
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Appendix H/- Sampie Data
Key I 1]:549f2694f353f5145T?2d8ae1e2048T6
Key I 2]:42C855S93d66bOC458fd28b55b6a5fbf
round 2:d?276dcS073E76?7c3lf855bde95D1e2

Key I 3]:T5d0a69ae49a2da92e45Td76TBT9df52
Key I 4];b3aa?e74929?1afaaUfb2b6482711Udf
round 3:Tlaae503331133d19bc452da4d0e409b
added —>:5ad553a16Tleesfbflzslaasaasvbscl

Key [ 5]:9c3cfl604a9ae9a503c342e2?2de5cE6
Key [ 5]:d35bc2d£6b3554oa276421o6471057d9
round 4:f41a?09c89ea804B1aa3d2b9b2a9f8ca

Key I 7]:b454dda74aeb41eff2.2'?ba-13a53077599

Key I 8]:bcba6aec0S01l6aa9bTc6a9bT314d796
round 5:20fdda20f4a26b1bd36eb7f355a7be8T

Key I 9]:d41f8a9de0a716eb7167a1b6e321c528
Key I10]:5353449952247?82d168ab43fl?bc4d8
round 6:aT0e316997eeed49a5a9ef9ba5e913b5

Key I11]:32cbc9cf1a81e36a451S397234?ce4ac
Key [12]:5?476l9006cf4ef334c749f2c4b9feb6
round 7:e66f231Ta825f589fT6b47b6aa6e73fb

Key I13]:E9b6Sbehaoaosdza5?0a7dcSacc3c3c2

Key I14]:5571Bf9adf0b1f9484e8c6b136a4laéb
round 3:5E68E940440a9793e0747?6019804ada

Key [l5]:4ecc29be1b4d78433f6aa30db974a7fb

Key [15] x34manssffboucdanhoao59599£91s£5

Key [17]:£39a36d?4e960aD51e1ca98b77784Bf4
:9aC64309537C25C3b4a5B4fCOD2al618

:7edb65f01a2f45a2bc9b24fb339066?e

PIN length =12 octets
PIN :2e5a4279?95355?b2344?caS

address :04f0d2737f02

round 1:7edb65fo1a2f45a2bc9b24fb339o665e

Key I 1]:2e5a4279795555?b2344?ca804fOd2?3

Key’ I 2]z1sa97::s565s1eb23e71afae9e1be-n99
round 2:3436e1zdbeffdc1265cb5aB6da2fedOb

Key I 3]:7c090adcbc73201e1Tc4E?aa1ab8aeca

Key I 4]:Tcb58B33602fbe4194c7cc79Tce8c454
round 3:caed6af4226f6?e4ad19146203o3ef2a

added ->:b4Cacf04389eaC4611b433993b935544

Key I 5]tf4dCe7d6D7b5234562d0ehb2267hDBbB

Key I 6]:56Gb?5C5545T51fd8Ea99fa4346e654b
round 4:ee67c37d6f74bb75db9aE6abff0192c1

Key [ ?]:32f10cefdBd3e6424c6f91f1437808af
Key [ 8]xa93aa-16045be30fb3be3a5f3f'?b18337
round 5:7923QadcbebadlobdbD7ae3cB19e943c

Key I 9]:a0fl2e97:6?7a0e3ac415cd2c3a7ca88

Key [10]:227014c90a735f5ca03eSc6a1da3bf13
round 6:e7T8b6e0c3e8e?edf90861c?9l6d97a8

Key I11]:1b4a4303bcc0b2e0f4lc72d47654bd9f

Key I12]:ébl3D2a50046026d6C9054fc838T965a
round ?:1fafddc?efa5f04c1dec1a69d3f2d9bb

Key I13]:58c334bb543d49eca562cdbeO28De0fc
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Key [14]:bdb60d383c692d064?6b76646:8dec48
round 8:3d?c326d074bd6aa222ea050f04a3c?f

Key [151:78c0162506be0b5953e8403c01023f93

Key [16]:24dTdbbe834dbdTb6TfSTfcfOd39d60f
2e?4flE3331c0E6SS5e8?b2E?l5el37e

:d3af4C81e3E482f062999deeTB82aT3b

:26a923S8294dCe97b1d79ec32a6Te31a

PIN length =11 octets
PIN :05fbadO3f52fa9324f7?32

address :b9acO71f9d?0
round 1:263923S8294dce97b1d79ec32a67e30a

Key [ 1}:05fbad03f52fa5324fT?32b9ac07lf9d

Key [ 2]:2504c9691004a18480c8802e922093c0
round 2:0be20e3dT6883e57b6bf?Tf97a87l4Eb

Key [ 3]:5T6b2791d1212bea84082l2E2d43e?7e

Key [ 4}:90ae36dCce8724adb6l8f9l2d1b2729T
round 3:l969667060?64453257d9D6b7e58bd5b

-3:3f12392849C312C494542ea854bfa551

S]:baa92c42c9ea7E56ec31afS4?4e9226a
6]:cl35d1dbed32d9519acfb4169f3e1a10
4:ac40420511Sfa7?1a54aa6f392da1153

7}:83CCbdbbaf17389b?d18254dC9252fa1

B]:B0b90a1?67d3f2B48OBOSD2764e2l7l1
5:41795989ae9a0cf776ffeceT6f47fd1a

9]:cc34e4a36eSeed1291lBfd3d5223a1dc

Key [10]:7b1e9c0eb9dab083574be7bT015a62c9
round 6:2Qca9e2f37ca00370ef163350SbEba4b

Key [111 =B8SefidsBcfdbeb965t:f7d-1f32b696baa

Key [12]:6d642f3a551Db0bu43a44daa2cE5eec0
round 7:31fc391c3cSfd99accD0028a38?e2366

Kay [131:e224f35da2ab63a23e2a3au36e4.21353
Key [141:c8dc22aaa739e2cb85d6a0cO8226c7d0
round 8:e30b537e7aDDOe3d242§a9cGf04C4042

Key [15]:a969aa813c6b324bae391bedcdd9d335
Key [16}:6974b6f2f07e4c55f2ccO435c4Sbebdl

Key [17]:l34b925ehd9Be6b93cl4aee532062fcb
:he37b44dD79d45afl8a?1dl520Bc5cb50

:uedefus327eab5262430f21fc91ce6B2

PIN length :10 octets
PIN :B210e4?390f3f43c32b3
address :7a3cdfa377d1

round 1:Dedefflfi327eab5262430f2lfC91CeE92

Key [ 1] :3210a-17390E3E43c:32b37a3cd£e377d1
Key [ 2]=c$be4c3e425e749b620a94c??9e33a7e
round 2:D7ca3c7a7asbcbc31d79a356d9cffc0a

Key [ 3]:258Tcec2a4b8e4f996a9ed664350d5dd
Key [ 4}:7Ue4bf72834d9d3dbb7eb2c23S2lédco
round 3:TS2ad2aC4e45S9dl463714d2fl61b6f4
added ->:77OSc2fE692f0ef76267D6cd3s7d9c66

Key [ 5}:6696eleTf8ac03Te1fff3598f0c164e2

Encryption Key Sarnp1e Data 29 November 1999
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Samsung Ex. 1119 p. 974

BLUETOOTH SPECIFICATION Version 1.0 B page 974 of 1082

Appendix H/- Sampie Data
Key I 6]:23dbfe4dOb561bea08fbcef25e49b64a
round 4:Tdac?la9dTfbdCbd85lbdfOT455DblD0

Key I T]:bO364Bacdoz1550edeeSo4431ao2f0Dc

Key I 8]:cbl6922Db?39Beaf0T7730aa4bfD6baa
round S:b6fcaa45D64ffdS57e4b?b30cfbb33eD

Key I 9]:a£602c2ba16a4546499S1274c2be6527
Key [10]:5d60bDa7a09d524143eca13ad68obc9c
round 6:b3416d391a0c26c5S8a43debd06o1e9e

Key [11]:9a2f39bEe553d9f562cSf09a5c3cD263

Key [12]:?2cae8eebd?fabd9b1848333c2aab439
round 7xabeébé93d9c36ea97b3fd27d7f813913

Key I13]:1Sf2Teal1e83aS1645d48Tb81371d7dc
Key Il4II360836866544Te03d33846edf444eb12
round 8:8032104338a945ba044d102eabde3b22

Key {l5}:033a897?dd48f3b6c16685?8befadd02

Key I16]:fO6b6615d78ca0ee5b1761bdcdab516d

Key [17]:cbc8a?952d33aaD496f7ea2dD5390b23
:bf0706dT6ec3b11cce724b311bf7lff5

:S629De2S92f27Sff6c3fb9l7bD2D5?6a

PIN length = 9 octets
PIN :3dcdffcEduaaa0210?

address :?91a6a2C5cc3

round 1xa529oe2892E278ff6c3fb9l7bD2o5755

Key [ 1]:Bdcdffcfdoaé80210?791a6a2c5cc33d
Key I 2] zb49s2f4od7bb194zsootroszaacassszl
round 2:1ec59ffd3065f19991872a7863bDefD2

Key [ 3]:ab9ede6?37dd196b7e340135S62bf23c
Key I 4] :2964e5aaacE72s7d1717aa5b1noae23b
round 3:EB17406E1423fc2fe33e25152679eaaf

added —::78404E47551574d03f7ddE02959941Ca

Key I 5]:6abf9a314508fdEle4B6fa4e]76c3f93
Key I 6]:$dal48b?ee2632114521842Cbb2?43?6
round 4xe9c2a3fac22b3c?cf0c619e2b3fS90ed

Key I T]:df3B9cc34fda36fO1D96d52d1l6e62Dd
Key [ 8]:5eb04bl4?dc39d1974058?61ae7b73fc
round 5:444a8aac0efee1cO2f8d38f8274b7b28

Key [ 9]:8426cc59eee391b2bd50cf3E1efefah3

Key I10]:8b5d220a6300ade418daT9ldd3l5l941
round 6:9135E983db15ub1bccab1e5c12eh63a1

Key I11]:S2ba4ddefB33f6a4d13bOTaaOl1f2793
Key [12]:ce63d93794632054e73d0359dad35ec4
round ?:5eded2653f59l6dfdU36cD9e87902SS6

Key [13] Ida'?943576S2eB0c'i'0adabO'i‘15dbe33d6

Key [14]:732ef2c0c322Db31f3320c375e27bb29
round 8:88a529lb4acbba009a85b?dd6aB34b3b

Key [l5]:3ce75a61d4b465b70c95d7ccd5799633

Key I16]:Sdf9bd2c3a17a840cdaafb?6cl?1db?c
Key I17]:3E3364h089T33d902bccb0cd3386346f

:Cdbflccfi8fEf6fbd70b4G652de3ef3ffb

29 November 1999 Encryption Key Sample Dale
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Samsung Ex. 1119 p. 975

BLUETOOTH SPECIFICATION Version 1.0 B page 975 of1032

Appendix IV - Sampie Data
PIN length = 9 octets
PIN :d0fb9b6838d464dB
address :25a863db91ab

round 1:3ab52a65bb3b24a08eb6cd284b4b9d45

Key [ 1}:d0fb9b6338d464dB2Saafiadbslabdflfb

Key [ 2]:2573E4Tb49dad6330a7a9l55b7aeBba1
round 2:adzfEdffi03fcEah44941u16a9199251

Key [ 3]:dzcsbafbaocbal3712905aS89adaee71
Key [ 4]:5a3331511b33a719Eae242753deaD997
round 3:2ddc17e570d7931a2b1d13f6ace92aa5

added -2:179l4l80cb12b?baa5d3e0dee734c5e0

Key [ S]:e0a4d3ac27fbe2T83b7bcb3a36a6224d
Key [ 6]:949324c5864deac3eca8e324353el1c3
round 4:62c1db5cf31590d331ec40ad692e8df5

Key [ 7}:6e6?148088a0lc2d449195?cc9ddc4aa

Key [ B}:557431deabT08Tbb4c03Ea2T228f60c6
round 5:9c8933bc361f4bde4dlbda2b5f8bb235

Key [ 9]:a2S51aca53329e?0ade3fd2bb7664697

Key [10]:O5dOad35de68a364b54b56e2138T38fe
round 6:9156db34136aao6655bf23a05beU596a

Key [11]:1616a6b13ce2f2395c722e849S131520
Key [12]:b12e?aa1l14347b01f6ed2f5a1429a23
round 7:84dCc292ed836c1c2d523f2a899a2ad5

Key [13] =315.2144364sa6331944e95a£daao2abb

Key [14]:1ab551b88d39d9?ea7a9fe136dbfe2e1
round 8:B7bdcac37Bd777877f4eccf042cfee5e

Key [15]:T0e21abD8c23cT544524b64492b25Cc9

Key [16]:35f73Df2ae2bS5Ga49a1bf5c3b9f3366
Key [171 =2f16924:222db8b‘?=1e2eadflba4ebd37c

:983213713ca9aa97892e312d36dd9516

:a6dc44Tff0Bd4b366ff96e6cf20Te179

PIN length = 7 octets
PIN :9c57el0b4766CC
address :54ebd9323cb6
round 1:a6dc447EEO8d4b366ff96e6cf207e174

Key [ 1]:9c5Tel0b4766cc54ebd932Bcb69c57e1
Key [ 2]:u0a6fl9f4d61db26993cS1?7e3ee2hba8

2:led26b96a3D6dT0l4E4e5c9ee523bT3d

3]:646dTb5f9aaa5233S4hda3S53b542?64
4]:a0S1a42212c0e9ad5c2c248259aca14e

3:as3E526db13e3d7d53edbfc9711o41ed
->:031b9612411b3S4b3ce62da5331?2299

S] :d:Lbd5e6493oe7fa33dBa3399<1463d3b2

6]:5dc7e2291232435665ebd6956bec3414
4:9438be308eC83f35C560e2796f4e0559

7]:10552f4Saf53b0f15e2919ab37f64fe7
8]:C44d5T17c114a56b092U?392ebe341f8

5:b79a?b14386066d339f799c40479cb3d

Key [ 9}:6886e4TbT82325568eaf59T15aT5d8ff
Key [10]:Se1e335e659cd36b132689E7Sc14?bda
round 6:ef232462228aa166438d10c34e1T424b

Encryption Key Sarnpie Data 29 November 1999
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Samsung Ex. 1119 p. 976
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Appendix H/- Sampie Data
Key [11]:8843efeedd5c2bTc3304d647f932f4d1
Key [12]:1378Saaeddfledf67abb4fD1872392785
round 7:02d133fe40d15f1073673b36bba35abd

Key I13]:837dTCa2T224l9e6be3fae35900C3958
Key [14]:93f84429?3e?fccf2e7232d1d05?c73a
round 8:2755D6a3d08cB4e94cc58ed60054505e

Key [15]:8a7a9edEfa3c52918hc6a4SE57d91f5d

Key [16]:f214a95d777f763c56109a32c4b52cS4
Key [17] : :Loe2ee92c5ea1ddc:5ebo1oe555:Loc:403

:9Cd6650ead86323eB?cafblff5l6d1e0

:33484T0aTea6cc6eb8lb404T2133262c

PIN length = 5 octets
PIN :fCad169d7295

address :430d572f8342
round 1:33484?0a?ea6cc6eb81b40472l332620

Key I 1]:fcad169dT295430d5?2f8842fCad169d
Key { 2]:b3479d4ddEd178c43e7bc5b0c7d8983c
round 2:af9T6da9225066d5E3e10ab955e6fc32

Key I 3]:7112462b37d32dd31a2a3Sd9eb43cb7c

Key I 4]:c5a7D30E349T945ac7b84600dld161fb
round 3:doafsz6ehd55a0bd7591c19aB9ed9bde
added wa:e3d7c964c3fb6cd3cdac01dda82Dclfe

Key [ 5]x84b0c:6ef-12163e4dff19b1f545d6S3df5

Key [ 6]:£4023ed£c95d1e79ed4bb4de9b174f5d
round 4:6cd9527B5630dfc7cfB1eea635e42cSc

Key I T]:ea38dd9a093ac93559l8632c90c79993

Key [ 8]:dbbaole27Bddc?638072?f5d?l3Sa7de
round 5:93573b2971515495973264b83f33Df7f

Key [ 9]:d4dc3a31be34e41221Dfafa6eca0D7?6
Key Il0]:3Sdlel90ee92b0ff16d92a8be5Bd2faO
round E:b]f01d5E7fE1caEdaTb45dBC]BBbaf47

Key I11]:1ebOB1328d4bcf94C91l?bl2c5cf22ac

Key Il2I1TED47C2C552f9f1414dS46775fabfe3O
round 7:ObB3Bbff6106d5baeD33b4ce5af5a924

Key [13]:e?3e6aSd9b2a7e29eTf2a13d1hc3aebd

Key I14]:1b582272a312l718c4096d2d8602f215
round 3:23deObbdc70350a78u3f4f10c63b2c0f

Key {I51:8569e350530d9c3d48a08T0dac33f6T6
Key (151:69661:523fdd1dc222527052caf6cf5a6

Key I17]:a34244C757154c531T1c663bDb56dSc2
:9Sfl543ab4d37bd5ef5296fb5e3d3a21

:0f5bblS0b43?lae4e57B5393d22b7b0c

PIN length = 5 octets
PIN :b10dD6Bbca

address ‘b44775l99f29
round 1:0fSbbl50b4371ae4e57B5293d22bTbDT

Key I 1]:blodos8bcab44775199f29b10dO6abca

Key I 2]:aecTDdlO48f1bbd2c18040318a8402ad
round 2:342d2b79d7fb7cd11D379?42b9842c?9

Key I 3]:sdadscf338f29ef4420639ef488e4fa9

29 November 1999 Encryption Key Sample Data
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Samsung Ex. 1119 p. 977

BLUETOOTH SPECIFICATION Version 1.0 B page 977 of 1032

Appendix IV - Sampie Data
4]:a1584l1T541b759ba6d9f7eb2bedCbba
3:9407e3e3e810603921bf81cfda62T70a

->:9b6299b35c4?7addc437d3ScO88df2Dd

5}:09320676666aeed6f221T62T4eb433f4

6]:34G4?2cOD1add5B11a054be5f5c?4?S4
4:9a3ba953225a7862cOa842ed3d0b2679

7]:fad9e45c3bf70a972fcd9bfE0eS?51f5

8]:e8f30ff666dfd212263416496fE3b2c2
round 5:2c573b6430352e375df34b28a5c445o9

Key [ 9}:964cdbaDef8d593f2fc4Df96daf8267a
Key [10] =beds5:211b13eJ.a7obccI4aa£baas5-1fe3
round 6:2lboccéSeaB0c5811d24deeD194e6e9e

Key [11]:463C3543ea9653Cla10df6285dd03Cld

Key [12]:5d252d1Taf4b09d3f4bSf7b567Tb8211
round 7:e6d6bdcd63e1d37d9a83543baB6392fd

Key [13]:e814bf3076767423c67793dda2df95c7

Key [141:4812b979fdC20fOffD996fE16?3a42cC
round S:e3dde7ce6bd?d8a34599aa04d6a?60ab

Key [151:5b1e2033dlcd549fc4b028l46eb5b3bT
Key [161:DEZS4e14fbSfe706a5343e3aa35af7h1

Key [17}:b1f7a4b?4S6dEb577fded6dcTa6T2e3T
:cs50?Db72bc9a2adb972edaBdlavaddb

:1436a2a4baa?3cfadb55439159e476e1

PIN length = 4 octets
PIN :fb30f17T
address :a683bd0bl896

round 1:143662a4baa73cfadb554391S9e476eb

Key [ 11 =EbzoE177as33bdob1sssfbzofnvasaa

Key [ 2]:47266cefbfaa68ca7916b458155dcB25
round 2:3a942eb5271c3f4e433833a5d3fcbd2?

Kay [ 3}:688853asd6575eb2f6a2?24h0fbc133b
Key [ 4}:7810df048019634083a2d9219d0b5feO
round 3:9CB35b9Sa063701cOBB7943596?BD769
added -3:B809bd3claDaace6d3dcdca4cf5c1dB2

Key [ S]:C78f6dcf56dalbbd413823b33f5865h3

Key [ 6]:eb3f3d4D7d160d£3d293a76d1aS13c4a
round 4:7e6So4bafao20a4a59b5a1963105hab5

Key [ 7}:d330e038d6b19d5c9bb0d7285a360064
Key [ B}:9bd3ee50347oa07S3d165faced7o2d9c
round 5:227bad0cE0833bdb15b3b38T2c24f592

Key [ 91:9543adofb3Ee74fa3ene22a1c6d4f5E0

Key [10]:746cdD383c1?eOe30a6d095a37fd0290
round 6:e026e98c71121aOcb?39ef6f59e14d26

Key [11]:fa2Bbeadblcdl75366D8fl1f405ea1dd
Key [12]:3aeeOf4d2l699df9cb8caf5354a?B0ff
round 7:cd6a6d8137d5514D046fS991da1fa4oa

Key [13]:3?2b71bc6d1aa6e785358044fbCf05f4
Key [141:00301501224c0405de00aa2ce7b6ab04
round 8:52cd7257fe8d0c782c259bcb6c9f5942

Key [15]:c7015c5c1d7cU30e0G39?f1oaaoosdaa

Key [16]:26Da957T79Dc62eOT4e71e19fd2894df

Encryption Key Sarnp1e Data 29 November 1999
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Samsung Ex. 1119 p. 978

BLUETOOTH SPECIFICATION Version 1.0 B page 978 of 1082

Appendix H/- Sampie Data
Key I17]:C041b?a231493acd15ddcdaee94b9f52

:?ec864df2f1637cTe81f2315ae8f46?1

:193a1b84376cB88B2c8d3b4ee93ba8d5

PIN length 2 3 octets
PIN :a123b9
address :4459a44610f6

round 1:193a1b84376c888a2cad3b4ee93ba8dc

Key [ 1]:a123b94459a4461Df6al23b94d59a446

Key I 2]:5f6éd384c3e99OCld25080eb244dde9b
round 2x3badhd5Bfl0O331d7B1ddd3ccedefd3f

Key I 3]:Sabcooeff899lS7ScDO3D7c48f6dbea5
Key I 4]I12T521158ad6T93fb5475dld226Babe6
round 3:Ob53D75a49c6bf2df2421c655fdedf68

added —::126d22de?e324?a5decf572bb6l9B7b4

Key I 5]:f2a1f62D448b8e56655508df2ab3952f

Key I 6]:Tcaflcoafozaads1dc39205c4edd220b1
round 4:T93f4484fb592e?a78?56fd4662f990d

Key I TI:f6445b64T31TeTe493bb92bf66S5342f
Key I 8]:3cae503567c63d3595eb14uca60a34cD
round 5:9e46a3dE925916a342f299a8306220a0

Key { 9]:73-1ed5asu6eu72bbecb425-1993371579
Key I10]:Cda69ccb4b0?f65e3c3S47c11c0647b8
round 6:Sbf9cdB2c9E1be13fC5Beae0b936c75a

Key I11]:C48e531d31?5c2bd26fa25cC399De394
KEY Il2]I6d93d349a6C6e9ff5b261495E5b13d15
round 7:e96a9871471240fl988l1d4b8311e9a6

Key [13]:5C49Sle8S37Sd663526092cd4cbdh667
Key [14] :f19f‘?'i'58f5cc1e86::37.9lefaf563b3fdO
round 8:e94ca67d3721d5fb08ec06919l801a46

Key Il5]:bf0C1Tf3299b3Td9B4ac938b769dd394

Key [16] tTedfrlad']"'i"2a6b90-185El.BE9'Tbe25bde1c:
Key I17]:6ee?ba6afefc5b561abbd5d6829e8l50

:acDdaabE17?32f632e34efl93658bf5d

:1453db4d057654e8eb62d?d62ec3608c

PIN length = 2 octets
PIN :3aaf

address :411fbbb51d1e
round 1:1453db4dD57654e3ab62d?d62ec360B4

Key I 1]:3eaf411fbbb51d1e3eaf411Ebbb51d1e
Key [ 2] :c3a:La9975u9fuofb42-nah-aso71o9c54
round 2;0b7S2?6c1ebc65?D7d38c9c5fa1372bd

Key [ 3]z3:2729833ae1r:e7fB4S6J.e4dbad6305cc

Key [ 4]:cB3a43c3a65595cbB136560ed29he4Ef
round 3:23E3f0f6441563d4c202Cee0e5cb2335

added —3:3?46cbbb4lBbb73c2964a536CbBeB3b1

Key I 5]:18b2630Dba6bTOacddlcBfSCbc7c5da8
Key I 6]:O4efc?S309b9acd8f1ceE5S13c18e41e
round 4:C6lafa90d3c14bdf588320e857afdcDO

Key I 7]:51?c?a9cecadc4S5751af?3193749fb3

Key I 8]:fd9?1lf913b5c8449DOfa79dd765d0e2

29 November 1999 Encryption Key Sample Data
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Samsung Ex. 1119 p. 979

BLUETOOTH SPECIFICATION Version 1.0 B page 979 of 1082

Appendix IV - Sampie Data
round 5:aaaoeozcebs56aE8bfa32l7B9B011a3a

Key _ 9]:bbscfzOe7d3ceb930651bld16ee927S0
Key '10]:3d9Tc7862ecab4272Ge9S4972f8efd28
round 6:Ob58e922438d224db34b63fca9a5ea12

Key [1l}:doe?30344f6b09e449dcdb64cd466666

Key '12]:38828c3a56f9221B6adcd9bT13cdcc31
round 7:b90664c4ac29aSb4bb26debacSffc5f2

Key 13]:d30Ed865ea3e9edcff36a33a2c319649
Key [14]:1fdbs3354413acd963195ab5fa424ea3
round 8:6934de3D67311cefd81labc5736c163b

Key ‘:51 :a16b?c655bhaa2E2cBD7cbaBae166971

Key .16]:T9D3dd6863D105266049e23Ca6OTCdaT
Key _17]:888446f2d95e6C2d2BO3e6f4eBl5ddC9

:1674f9dc2063cc2b83d3e£8ba692ebef

:1313f7115a9db842fcedc4b10088b43d

PIN length = 1 octets
PIN :6d

address :008aa9be62d5
round 1:1313E7115a9dbS42fcedc4b1Du83h4aa

Key [ 1]:6d003aa9be62d56d003aa9be62d56d00
Key [ 2]:4sabfeafbs557b0a193¢a3dcDB93accf
round 2:839b23bB3b5701ab095bafd162ecDac7

Key [ 3]:ae15595edcfD5aaf62493ee3c1dc6098

Key [ 4]:dd409:344§e94b9ccD8396ae967542aO
round 3:c0a20l0cc44f213943?fO93f4f9?ae68
added -3:d3b5f81d9eecd97bbe6ccd8e4f1f62e2

Key [ S]:4S?deffSd519f6a648le94?b926f633c
Key [ 51 =5b4b6e3r1'i'7edSc2c01f6e6D7d341El963
round 4:1a5517aoefad35?5931daea3bee3bdo7

Key [ 7]:34b930088d2bSfd6b6a2aceeda99c9c4

Kay [ B] e7d05d05073acc4ecdbc3daaDob73073
round 5:d3ce1fdfe716d?2c1075ff3?a8a3093f

Key [ 9} :'i'd31"5bad2-15<:3b‘?5?3B002J.afBeCd-108

Key [10]:14dac4bc2f4dc4929a6cceec47f4c3a3
round 6:47e90cb55be6e8dd0f583623c2E2257b

Key [11]:66cfda3c63e4E4bO5e2eTe25fBT43adT
Key [12]:77cfccda1ad3a0b9fdf1df10346b50e7
round 7:f866ae6624fTabd4a4f5bd24b04b6d43

Key [13]:3a11ddS4c031a4?Da3b66ec52l4e44cf

Key [14]:2E03549bdb3cS11eea70b65ddbbO3253
round 3:o2e3e1?cf8be4B37c9c4o7n5b613dfa3

Key [15]:e2f331229ddfcc6e?beao3b01ab?e?Dc
Key [15] =bshoca73ac53s5bc77331b9sb3£ba3ab

Key [17]:f5b3973b636119e577c5c15c37bcfd19
Ka :38eC0258134ec3fO846lae5C328963a1
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9.5 FOUR TESTS OF E3

rand :00000000000000000OOOOODOODOOOOOD
ace :4Bafcdd4bd40faf76693b113

key :OOOOOOOOOOOOOOOOUDOODOOOOOOOOOOO
round 1:00000000000000000ODOOODOODOODOOD

Key I 1]:0000DOOOOOOOOODOUDOOOOOOOOOD0000
Key { 2]:4697b1baa3b?10Gac537b3c95a28ac64
round 2:TadlSf9307d24T6aS23ec7a8a026042a

Key I 3]:ecabaac667955SOdf39aE66e56dc053d

Key I 4]:8aC3d3896ae9364943bfebd4969b68a0
round 3:600265247663dda0a81c07hbb30ed503

Key I 5]:5d57921fd5715cbb22c1be7bbc996394
Key I 5]:2a61h3343219fdfb1740e6511d4144Bf
round 4:d?552ef7cc9dhde56Sd80c2215bc42??

Key I 7]zdam:soda-:731ds7£o1a2f739dasf23ca

Key { S]:3ad01cd13u3e12a1cdDfeOa8af82592c
round 5:fbO6bef32b52ab8f2a4f2b6ef7f6d0cd

Key [ 9]x7dadb2eEc2S?ceT505l302904f2e7233
Key [10]:Coadcfa93192c4272f6c?a9f52e11S38
round 6:b46b?11ebb3cf69e847a?5f0ah884bdd

Key I11]:fc2042cT08e409555e8C147660ffdfd7
Key I12]:EaobzloOiaf9a6b9e89a624cd99150d2
round T:c535E308ff19404294f06b292e9T8994

Key I13]:18b40734ea5ba4c30ecb4B694b4e9c35

Key I14]:454d54e5253c0c4a8b3fcca7db6baeE4
round 3:2665fadb13aCf952bf74b4ab12264b9f

Key I15]:2df3?C6d9db526?4f29353b0fD11edB3

Key I16]:b60316T33b1e3eT0bd861b4TTe2456El

Key I17]:884697b1baa3b7100ac537b3c95a28ac
round 1:5d3ecb1TE26033df0b?f2b9b29aef8?c

Key I 1]:e9e5dfc1b3a79533e9e5dfc1b3a79533

Key I 2]:7595bf57eG632C59f435c1669?d4cS64
round 2zdeéfEB5c5B27233fe22514a16f32lbd5

Key { 3]:e31b96aEcc75d286eEDae25?cbbc05b7
Key I 4]:0d2a2Tb47lbCD1DBC6263aff9d9b3b6b
round 3x7cd335b5Dd09d139Ea6702623afS5edb
added -::211100a2ff6954e6e1e62df913a656a7

Key [ 5]x9sd1eb57?3cf59d75d3b1Tb3bc37c191

Key I 6]:fd2b79282408ddd4ea0aa7S11133336f
round 4:99ldccb3201b5b1c4ceff65a3711ele9

Key I TI:331227156633a41d5Tb0E7eOTlee2a53

Key I 8]:aaoddaccé8b406533d0f1d64aabacf20
round 5:18768c7964818805fe4c6ecae8a38599

Key { 9]:659291bo752e63f305fca76f10e11Sc5

Key I10]:ef3bdd46beSee0277e9b7aadef1ec154
round 6x82f9aa127a72632af4361al7e7bd3a09

Key {11]:f3902eb06dc4D9cfd?3384624964bf51
Key Il2I:?d72?02b21f97984aT2lC99bG498239d
round 7:1543d7a7DbE2d6d6eEab3cbE52dca97d

Key Il3]:532e60bceaf902c52a06c2c283ecfa32

Key (141 :131715e51s2e£b2a64J.29s68cf5d9dd-1
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round 8:eee3e8744a5f8896de95831ed837ffd5

Key [153:33017:1434342d4250e96lST8790f4S1
Key [16]:2603532E36S604646ff65a03795ccce5

Key [171:882£Tc9DTb56Seasadaelcszaaodcfdl
:cc802aacc731223S912e90af6a1e11S4

:95oe6D4e655ea33D0fe3eb4a239130B?

:68f4f472b5586ac58S0f5f74
.3QEBE915d20c4B5D90a697793lE96df5

:9509604e655ea3800fe3eb4a2891806?

:34686915d20c435D90a6977931f96df5
:Bde259SOO3f9928efaf37eS229935bdb

'd46f5a04c967f55B40f83d1Cdb5f9afC
:46E05ec9T9a97cb6ddf842ecc159c04a

:b468f0190aOa837B352ldeae8178dO71
:elfiededescbé29?f32e1203e442ac?3a

:Ba1T1624dedbd552356094daaadCf12a
:3035e07c35e4b99313f6e0c837b5fB19

:B05144e55e1ece96683d23366fc7d24b
:feé5C2734516Sa66b6?9b209?d147715

:44e2f0c35E64S14e8bec66c5dc24b3ad

.edbaf77af07Dbd22a9304398471042f1
:0d534968f3803b6af447eaf964007e7b

f5499a32504d739edOb3C547e34157ba
:0dab1a4C8§6aef0bS5bl498812a73bSO

El7E3E45535lC4E293E5592a5311f3fb
ec6d14da05d60e8abac8D7646931711f

:1e?793cac7ES5aaab43bd33bc9c649a0

2b53dde3dS9e325e5ff80Bed505?D6ae
41034e5c3fb0c0d4E445fDcE23ba79b0

:3733768baa73b$a23§de095d995404da

e2ca373d405a7abf22b494f23a6fd247
74909c9068COe8flC6902d1b7D537C30

76?aTf1acf75c35B5a55dd4a428b21l9
:39809afbT?3efd1b?5l0Cd4Cb7c49f34
:ldOd43d485abddd3793b483a82a0f378

:aed957e600a5aed5217984dd5fef6fd8
:6436ddbahe92655c8?a?d0c12ae5e5f6

:feeO0bb0de89b6efOa289696a4faa884
.33ce2£4411dh4dd9b?c42cc536b3a2ha

:cecs90f?e0aa5E063062301eD49a5cc5

:f7462a0C97E35C1d4572fd52b35efbf1
:b5116f5c6c29e0Se4acb4dO2a46a331S

:ff4falE0f73dla3C67bC2298abC?6Sf9
:dcdfa942e9fD163fc24a471BB44b417d

:54536SOCOB19e00le48331ad0e9076e0

:D4ff3Gda77Be26CDdCeO3349bB1CD9a1
:265a16b2f766afae396e?a98c189fda9
:E638fa29442?C6ed94300fd823b3ld1D

1CCfa0bd8Ea93T9b1Td4bc457e3e03d6
:6235?6b5291d53dleb361lcS624e363e

oeaeezefii6D2ac9ca19e49d74aT6d335

Encryption Key Sarnp1e Data 29 November 1999
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Key I12]:6e1062E10a16e0d378476da3943842e9
round 7:d7b9c2e9b2d5ea5c2?O15324cae882b3

Key I13]:40be960bd22c744c5b23024683e554b9

Key I14]:9569902cb3C230b44d14ba90973Dd21l
round B:9?fb6D654SS3B5e47eb3df6e2ca439dd

Key I15]:lodibseldlds798aa0Oaa2951e32d58d
Key [16]:c5d4b91444b33ee578D04ab8376ba605

Key [17]:1663a4f9ae2a62eddd3ec2fbO3dcc3a4
:clbeafeaaeihi‘I-'e3E|=1cf0bd773a1b0a9e2

:6aBebcf5e6e4715D5be63d5ebBa32D0c
:S58dT9la9554b7TCOb2f?b9f

key 135cf?7b333C29457ld426fa79993al33
round 1:Saaebcf5e6e471505be68d5eb8a320Dc

Key I 1]:35Cf?Tb333C2946Tld426faT9993al33

Key I 2]:c4524e53b95b4bf2d?b2E095f6354Sfd
round 2:ade94ec585db0d2?e1T4?4bS8l92c8?a

Key I 3]:c99776768c6e9f9dd3a35c52cea3d18a

Key I 4]:f1295db23823ba2792f2121TfcO1d23f
round 3:da3dc1a1D241eE9e6e069267cd2c6S25

Key I 5]:9083db95a6955235hbfadaaeefec5EDb
Key I 5]:Sbabsbcz53d0d0c7e0107feab728ff63
round 4:e6665caO7?2ceecbc21222ffTbeD74f8

Key I 7]:2fail.f-1e?a4cf3ccdB76ec30:119-h:f196

Key I 8]:267364be24T184d5337S86a19df8bf84
round 5:aB57a9326c9ae9OBf53fee511c5f4242

Key I 9]:9aef2l965b1a6fa83948d10TO26134C7

Key [10]:d2DSOc751def5dc0dSea3S3cebf?b9?3
round 6:6678743a1b5f21aC05Cf1b11?a7C342f

Key [11]:d?u9a3ab?ubod5a2516S0o421u24b31e
Key Il2II49394343305fl058d6OSCSd1025f8a56
round ?:766cs6Ee9c46Dbb2ae39eco1e435f725

Key I13]:b1ed2lb?1daea03f49fe?4b2cllfcU2b

Key 114] :Oe1ded7ebf23c”J'2.324a0165a59Bc6S::‘?
round 8:396eDff?b2b9bTa3b35C9310832C7596

Key [15]:b3bf4341dc92f440fde5E024fSce3be9

Key I16]:1C69bc6c2994f4c84f72beBf6b18B963
Key [1?]:bb7b662S6dd679a471e2?922?Df3bb4d
round 1c45654f2E255496T5287200fO7cb10ec9

Key I 1]:1e2a5672e66529e4f427bO682a3a34b6

Key I 2]:9?!944f1ce0037blfebcE61a2bc961a2
round 2:99Dcd369c534e75ed4f4af7b3bfbc6c3

Key I 3]:S147631Eb1ce95d624b4S0fc?3S9f6c4
Key I 4]:6e90a2db33d2B4aa13l35f3cO32aa4f4
round 3:cebsE2E875aa6b94eB1S2b59B9abf975

added —:;Sblbbld?53feO1elc08b2ba9f55c07bc

Key [ 5]:cbad246d24e36741c46401e6337aD5f9

Key I 6]:dcf52aaecS713110345a41342c566fc8
round 4:d4ea00be5de?8cOf56ff213E3c1df61b

Key I TI:8197537aa9d27e6Td1Tc16b182C8ec65
Key I 8]:d66eGDe73d835927a307a3ed?9dU35dB
round 5:9a46D3bdef954cfaade2052604bed4e4
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Appendix IV - Sampie Data
Key [ 9]:71d4625Tecc1022bcd312ce6c114d75c

Key [10]:f91212fa528379651fbd2c32890C5eSf
round 6:Dsaofd19?ab31eb933eece2Ee0132dbb

Key [11]:283accS5159lfadce821b02fb949l8l4
Key [12]:ca5f956337B3e20d9d322f162b5a3920
round 7:494f455a2eTaSdbB61ece816d4e363e4

Key [13]:ba574aef663c462d35399efb999dDe40

Key [14]:626Tafc834513T83fef160195Sfe0628
round 8:37a319f91c33aofb7s30e640e99ca947

Key [151:fdcd9be5450eef0f873?e6838cd38e2b
Key [15] =Bcfbd9bBD5Ec6a1ce222b92b94319b38

Key [17]:4f64clD72C891C39eeb95e633l8462eO
:a3032b4dflcceba8adc1a04427224299

:Secdfid?5db322C75b6afbd799cb18668
:63fT0lcT013238bbf8B714ee

key :b9E90653206T92bl826838b435bB7d4d
round 1:Seeded?5db322c?5b6afbd799cb1366S

Key [ 1]:b9f90c53206792b1826838b43SbB7d4d
Key [ 2]:15f74bbbde4bSd1e08fSS3721f13l669
round 2:TzabbasEcaoc15e:2b00d?2873ef9ad4

Key [ 3]:ef?fb29fDb01f8270ac7439cc52f2dab
Key [ 4]:3OD3a6aecdee06b9ac295cce30dcdb93
round 3:2f10bab93aDf737421B3c6Bf712dfa24

Key [ S]=5fCdbb3afdf7df06754C954fc63402S4
Key [ 6] =ddaa9075653557957afesca1f93d4a3s
round 4:183b1453l2fd99d5adO8eTca4a52f04e

Key [ 7]:27ca3a?fa?03aa61f6d??91Ec19f704a
Key [ a1 :‘I-'02039dB::6e-1295D”J'6231'i'e?3De::5d18
round 5:cbad52d3a026b2e38b9ae6feffEecc32

Key [ 9}:ff15eaa3f73f4bc2a6cCfb9ca24ed9c5

Key [10]:D34e745246cd2e2cfc3bda39531ca9c5
round 6:ce5f159d0a1acaacd9fb46432?2033a?

Key [11] =Ga-1dEl-ff56'i‘3'?31::3dI:BfeB'Fe3Sa34b77

Key [121:637592fab43al9acOO44a21afef455a2
round T:Sa49424a10c0bea5aba52dbbffcbcce8

Key [13]:6b3fde58f4f6438B43cdbe9266T622hB
Key [141:a1obfa35013a12f39bf215?E1c9fca4e
round 8:fSelzdaoes3e26a5850251697ec0b917

Key [15]:222sfe5334e573f4sfdd19ba91f1bf57

Key [16]:Sf1T4db2bc83S25c0fbc6b5435bafc08
Key [17} :28ff9E|bdDdc31ea2b1:n179feb'?dSfe029
round 1:0c?5eed2b54c1cfb9ff522daef94ed4d

1] :a21ceb92d3c027326b-1de'?'FSE|65feE|t:i0

21:26f64553a9fDa1652f765efd546f32o3
2:48d537ac209a6aa0?b7000O016C602e8

3]:e64f9ef63021326Df1f?9745ao102ae5
4]:af6a59d7cebfd0182dcca9a53?c4add8
3:8b6d517acS93743a40lb3fbT9l1b64e1

-3:3Te23fa8Tddf90c1dflO6l6d7eaf51ac

5]:9a6304423b45da12Sab64cS80Sc324S2

6]:Baf4dle5d80cbT3ec6b44e9b6e4f39d8
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round 4:9f0512260a2f7a506?efc35bfl7D683l

Key 7]:79cc2d138606f0fca4eS49c34a1e6d19

Key 8]:803dc5cdde0efdbee7a1342b2cd4d344
round 5:ccfdT8S6edfafac51£29e86365de6f5T

Key 9]:e8fa99644Be5b6459ab51e7be101325a

Key 10]:2accTadd?b294acb444cd933f0eT4ec9
round 6:2flfa34bf352dc?7c09B3a01eab?d622

Key 11]:E5?de39e42182efd6S36b86a90c86bbl
Key 12]:E4l8dfd1bb22ebflbfc309cd27f5266c
round 7:ee4f?aS3849bf?3a?47065d35f3?52b1

Key 13] zseas959133s5653637oa54db6e04'I0b3

Key 14]:f4c1bc2fT64a0193749f5fcO9011a1ae
round B:8fec6f7243?60ebf69e3?Oe9a4bBOa92

Key 15]:d036cefTOd5470c3f52f1b5d25bDc29d
Key 16]:dO956af6b3?00888a1cc88f0?ad226dc

17]:1ce8b39c4cT6773?3c30849a3eeDB794
kc :ea52Dcfc546b00eb7c3a6cea3ecb39ed
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Appendix V - Biuetooth Audio

1 GENERAL AUDIO RECOMMENDATIONS

1.1 MAXIMUM SOUND PRESSURE

It is the sole responsibility of each manufacturer to design their audio products

in a safe way with regards to injury to the human ear. Bluetooth doesn't specify

maximum sound pressure from an audio device.

1.2 OTHER TELEPHONY NETWORK REQUIREMENTS

It is the sole responsibility of each manufacturer to design the Bluetooth audio

product so that it meets the regulatory requirements of all telephony networks

that it may be connected to.

1.3 AUDIO LEVELS FOR BLUETOOTH

Audio levels shall be calculated as Send Loudness Rating, SLR, and Receive

Loudness Rating, RLR. The caiculation methods are specified in ITU-T
Recommendation R79.

The physical test set-up for Handsets and Headsets is described in ITU-T
Recommendation R51 and R5?

The physical test set-up for speakerphones and "Vehicle handsfree systems" is

specified in ITU-T Recommendation P.34.

A general equation for computation of loudness rating (LR) for telephone sets

is given by ITU-T recommendations R79 and is given by

ml'.s'J- - 11-5]/ HI]
3

w,- = weighting ooefficient (different for the various LRs).

.\'2

Z 10
:= .x-‘.

_ [0LR — —”—Ilog,l,[

m is a constant (~ 0.2).

S; = the sensitivity at frequency F,-, of the electro-acoustic path

N1,N2, consecutive filter bank numbers (Art. Index: 200-4000 Hz)

{EC} E‘; is used for calculating the (SLR) according to Figasre 1/E :, and (RLR)

according to Figure 3.2:. When calculating LRs one must only include those

parts of the frequency band where an actual signal transmission can occur in

order to ensure that the additive property of LRs is retained. Therefore ITU-T

F-‘.79 uses only the frequency band 200-4000 Hz in LR computations.

General Audio Recommendations 29 November 1999
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Bluetooth-

1.4 MICROPHONE PATH

1.4.1 SLR measurement model

A!’D, Filter
PGA

-fie}

Figure 1.1: SLR measurement set-up.

1.5 LOUDSPEAKER PATH

1.5.1 RLR measurement model

DIA. Filter
PGA

Figure 1.2: RLR measurementset-up.

1.6 BLUETOOTH VOICE INTERFACE

The specification for the Bluetooth voice interface should follow in the first

place the i TU-T Recommendations P. 79, which specifies the loudness ratings

for telephone sets. These recommendations give general guidelines and spe-

cific algorithms used for calculating the loudness ratings of the audio signal

with respect to Ear Reference Point (ERP).

For Bluetooth voice interface to the different cellular system terminals, loud-

ness and frequency recommendations based on the cellular standards should

be used. For example, GSM 03.50 gives recommendation for both the loud-

ness ratings and frequency mask for a GSM terminal interconnection with
Bluetooth.

1- The output of the CVSD decoder are 16-bit linear PCM digital samples, at a

sampling frequency of 8 ksampleisecond. Bluetooth also supports 8-bit log

PCM samples of A-law and p-law type. The sound pressure at the ear refer-

ence point for a given 16-bit CVSD sample, should follow the sound pressure

level given in the cellular standard specification.

2- A maximum sound pressure which can be represented by a 16-bit linear

PCM sample at the output of the CVSD decoder should be specified according

990 29 November 1999 General Audio Recommendations
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Bluetooth.

to the loudness rating, in ITU R79 and at PGA value of 0 dB. Programmable

Gain Amplifiers (PGAS) are used to control the audio level at the terminals by

the user. For conversion between various PCM representations: A-law. u-law

and linear PCM, ITU-T G.711, G.712, G.?14 give guidelines and PCM value

relationships. Zero-code suppression based on ITU-T G.711 is also recom-
mended to avoid network mismatches.

General Audio Recommendations 29 November 1999
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1.7 FREQUENCY MASK

For interfacing a Bluetooth terminal to a digital cellular mobile terminal. a com-

pliance of the CVSD deooder signal to the frequency mask given in the celluiar

standard, is recommended to guarantee correct function of the speech coders.

A recommendation for a frequency mask is given in ‘iabie ‘ifs. figure ‘L3:

shows a plot of the frequency mask for Bluetooth (solid line). The GSM fre-

quency mask (dotted line) is shown in 5'-‘igure 1.3: for comparison.

| i i I I "
3.0 3.4 4.0 fkHzi0.1 0.2 0.3 1.0 2.0

0.5

Figure 1.3.’ Plot ofrecommended frequency mask for Biuetootn. The GSM send frequency
mask is given for comparison (dotted line)

Frequency Upper Limit Lower Limit
{Hz} (dB) {dB}

Table 1.1: Recommended Frequency Mask for Biuetooth

29 November 1999 General Audio Recommendations
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1 BASEBAND TIMERS

This appendix contains a list of all timers defined in this specification. Defini-
tions and default values of the timers are listed below.

All timer values are given in slots.

1.1 LIST OF TIMERS

1.1.1 inquiryTO

The inquiryTO defines the number of slots the inquiry substate will last. Its

value is determined by an HCI command.

1.1.2 pageTO

The page-TO defines the number of slots the page substate can last before a

response is received. Its value is determined by an HCI command.

1.1.3 pagerespT0

In the slave, it defines the number of slots the slave awaits the master's

response, FHS packet, after sending the page acknowledgment ID packet. In

the master, pagerespTO defines the number of slots the master should wait for

the FHS packet acknowledgment before returning to page substate. Both mas-
ter and slave units should use the same value for this timeout, to ensure com-

mon pagefscan intervals after reaching pagerespTO.

The pagerespTO default value is 8 slots.

1.1.4 inqrespT0

In the inquiry scan substate, when a device triggers on an inquiry, it waits a

RAND random number of slots and returns to inquiry scan. The inqRespTO

defines the number of slots the device will stay in the inquiry scan substate

without triggering on an inquiry after the RAND wait period. The timeout value

should preferably be in multiples of an inquiry train period. Upon reaching the

inqrespTO, the device returns to CONNECTION or STANDBY state.

The inqrespTO default value is 128 slots.

1.1.5 newconnectionT0

Every time a new connection is started through paging, scanning, master-slave

Switch or unparking, the master sends a POLL packet as the first packet in the

new connection. Transmission and acknowledgment of this POLL packet is

used to confirm the new connection. If the POLL packet is not received by the

996 29 November 1999 Baseband ‘Timers
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slave or the response packet is not received by the master for newconnectil

on T0 number of slots, both the master and the slave will return to the previous
substate.

newconnectionTO default value is 32 slots.

1.1.6 supervisionT0

The supervisionTO is used by both the master and slave to monitor link loss. If

a device does not receive any packets that pass the HEC check and have the

proper AM_ADDR for a period of supervisi'onTO, it will reset the link supervisi-

onTO will work through hold and sniff periods.

The supervisionTO value is determined by an HCI command. At the baseband

level a default value that is equivalent to 20 seconds will be used.

Baseband 1'|mers 29 November 1999
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1 GENERAL

For the access procedure, several paging schemes may be used. There is one

mandatory paging scheme which has to be supported by all Bluetooth devices.

This scheme has been described in Baseicazred Spacéficatir:-n Section ‘:03 on

page 9%} In addition to the mandatory scheme, a Biuetooth unit may support

one or more optional paging schemes. The method used for page scan is indi-

cated in the FHS payload, see Basebami SSpecifi<.:atécs‘e S3er;tier:zi.:-1.1.-3 on page

58. Three additional optional paging schemes are possible; only optional pag-

ing scheme I has been defined yet.

29 November 1999
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2 OPTIONAL PAGING SCHEME I

In this section the first optional paging scheme is described which may be used

according to the rules specified in Easebai-id Specification Section 10 on page

95 and S;3ecificati<3n Sec-tier: 3.23 on page 223. The paging code for

optional scheme I is 1 (0 is used for the mandatory scheme), see also Base-

band Spet;%i"s<:atéo:': fsecttcc 4.4.1.4 on page :56

The main difference between the first optional paging scheme and the manda-

tory scheme is the construction of the page train sent by the pager. In addition

to transmission in the even master slots, the master is transmitting in the odd
master slots as well. This allows the slave unit to reduce the scan window.

2.1 PAGE

The same 32 frequencies that are used for transmitting ID-packets in the man-

datory paging scheme are used in the optional paging scheme I (for the con-

struction of page trains, see Basepand Spscificaieori Section ‘it .32 on page

The 32 frequencies are also split into an A-train and B train. in contrast

to the mandatory scheme, the same 32 frequencies that are used for transmit-

ting are also used for reception trials, to catch the response from the
addressed device.

The construction of the page train in optional page scheme I differs from the

page train in the mandatory scheme in two ways:

- the page train consists of 10 slots. or 6.25 ms

- the first 8 slots of the train are used to transmit the ID packets, the 9th slot is

used to send a marker packet, and the 10th slot is used for the return of a

slave response

The marker packets precede the return slot, indicating the position where the

slave can respond, and with which frequency. For the marker codes M_|D, bit-

inverted page access codes are used. If a marker code is received at Tm with

frequency fk, a return is expected at nominally Tm+525pS at frequency fk.

Note: The bit-inverted code M_lD to be used as marker code is beneficial for

the implementation of the correlators, because the sign of the correlation peak

can be used to identify the mark code during page scanning. Still, the transmit-

ting party is uniquely identified, since inverted ID packets are not identical to

the ID packets for the device with bit-wise inverted LAP.

The frequency ordering in the train and the frequencies used for the marker and

receive slots change after every train. After 8 trains, all of which have a different

appearance, the entire procedure is repeated. It is, therefore, more appropriate

to talk about subtrains, each with length 6.25ms. Eight subtrains form a super-

train, which is repeated. An example of a supertrain with the eight subtrains is

20 November 1999 Optional Paging Scheme I
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illustrated in F'ig=.sr'e 23%. The supertrain length is 50ms. In this example, the A-

train is assumed with an estimated frequency of f3; as a consequence, the fre-

quencies selected for the train range from to to f15. The marker codes M_lD are

indicated as M; the receive (half) slots are indicated as R.

6.25 ms
 &

wmmulllllalaanlaalaiikfl

wmmaalaalaamlaauanllaflh

wmmaEaInnalaamIuIlnla::
wmmfllllflllfllflfllllllllav
wmmflflflllllflflllflllfllflfl I
wmmalaalaulanlnalnamlafi

wmmlElaalanlanIHamIal::
sumraina I I I I I I I I I I I I I I I I I I ,

I E

Figure 2.1: Exampie of train configuration for optional‘ page scheme i.

Corresponding to the paging modes R0, R1 and R2 of the mandatory scheme,

the optional scheme supports the same three modes as described for the man-

datory scheme in ifiasetsand Specification Section 10.6.2 on page 99

Since the subtrain length is now 10 slots, the 1.28s interval does not cover a

multiple of (sub)trains any longer. Therefore, in contrast to the mandatory

scheme, the exchange from A-train to B-train and vice versa is not based on

the 1.28s interval, but instead on a multiple number of supertrains. For the R1

and R2 modes, the repetition of a supertrain Nsup is indicated in "Estate 2.1
below.

1%
R1 N5up=7?

N3up=154

Table 2.1: Reiation between repetition duration ofA- and B-trains and paging modes R1 and
R2 when SCO iinks are present

Optional Paging Scheme I 29 November 1999
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In accordance with the phase input to the hop selection scheme Xp in (E{.} 4) on

page 135 in the Baseband Specification (Siectien 'l1..’5.2), the phase input Xp_opt

in the optional mode is determined by:

Appendix Vii‘ - Optional Paging Schemes

X;J_rJ;J;=[kQmU, up‘, + ST((:m]] mod 32 (EQ Al )

where kofigemp, is determined by the NB selection and the clock estimation of

the recipient:

kaJ(ly_;‘.£,: op! = + AA-‘tl'E.irI
I H CLK_E]{,_11 + 8 B-train {B0 A3)

and ST is a function determining the structure of the sub- and supertrain:

S'['(t.'nr) = ( cur mod [60 - 2*INT[ ((r.'m mod 160) 4' l8)i’20 ] } mod 16 (1:20 A3)

kofi5eLop,is determined once at the beginning of the repetition period.
The CLKE value as is found at the beginning of the repetition interval is taken

(the repetition interval being the interval in which the same supertrain is

repeated all the time). As long as no train change takes place, kofisewp, is not
updated. cm‘ is a counter which is reset to zero at the beginning of the repeti-

tion interval and is incremented at the half-slot rate (3200 cyclesis)

The first two ID-packets of a train are transmitted in an even numbered slot.

2.2 PAGE SCAN

The basic page scanning is identical to the mandatory scheme except that a
scan duration of 9.5 - 0.625 = 5.9375 ms is sufficient at the slave side.

If a device wants to scan concurrently for the mandatory and optional mode

(e.g. after an inquiry response was sent), the device shall try to identify whether

the paging party uses the optional scheme after an ID packet was caught. This

can be done by train tracing; i.e. the device can determine whether transmis-

sion takes place in consecutive slots (optional paging scheme 1) or in every

over slot (mandatory paging scheme), andior whether mark codes are sent.

2.3 PAGE RESPONSE PROCEDURES

The page response procedures at the master and slave sides are almost iden-

tical to the procedures described in the mandatory mode (see iieseband £3;':e::—

ification Eiection on page 10-4). There are two difierences:

- The page response routine starts after the transmission and reception of the

marker code lv1_|D

- The ID packet sent by recipient is identical to the frequency in which the
marker code was received

For the page response timing, see Figure and Figure

29 November 1999 Optional Paging Scheme I
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Master slot 2p
M M

: fik} f(k+1) :
MASTER

[TRAFFIC

«in raw) f'(m)

H7
:REsPoNsEj :RESPONSE, E TRAFFICI I I I

page hopping sequence I channel hopping sequence

Ma ster slot 2p
M M

:f(k) f(k+1}:
MASTER

I
I
I
I
I
I

f{k+1) 'f'(m)

. I I II
.RESPONSE, ,RESPONSE, I TRAFFIC .I I I |' I

page hopping sequence channel hopping sequence

Figure 2.3: Messaging when marker code is received in second haif sic! of even master slot

2.4 TRAIN TRACING

This section outlines how a slave may search for the mark code although the

current partitioning into A- and B-trains at the master side is not known. Train

tracing means that the slave tries to receive as many page access codes from

the train as possible. to catch a mark code as soon as possible. When search-

ing for the mark codes, or trying to distinguish between the mandatory paging

mode and the optional paging mode, a unit shall set up a hopping pattern for

train tracing after the reception of the first access code. The hopping pattern

Optional Paging Scheme I 29 November 1999 100?
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shall ensure that the transmission and reception is performed with a 50%

probabiiity on the same frequency regardless of the actual frequency set

(16 frequencies) used for paging.

29 November 1999 Optional Paging Scheme I
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1 BLUETOOTH BASEBAND

1.1 THE GENERAL- AND DEVICE-SPECIFIC INQUIRY

ACCESS cones (males)

The Inquiry Access Code is the first level of filtering when finding Bluetooth

devices and services. The main purpose of defining multiple |ACs is to limit the

number of responses that are received when scanning devices within range.

LAP value Usage

lJx9E8B33 Generallunlimited Inquiry Access Code (GIAC)

UXQESBUU Limited Dedicated Inquiry Access Code (LlAC}

OXQESBO1-0x9E8B32, RESERVED FOR FUTURE USE
Ox9E8B34-Dx9E8B3F

Table 1.1: The inquiry Access Codes

The Limited Inquiry Access Code (LIAC) is only intended to be used for limited

time periods in scenarios where both sides have been explicitly caused to enter

this state, usually by user action. For further explanation of the use ofthe LIAC,

please refer to the Generic Access Profile £17}.

In contrast it is allowed to be continuously scanning for the General Inquiry

Access Code (GIACJ and respond whenever inquired.

1.2 THE CLASS OF DEVICEISERVICE FIELD

The Class of DeviceiService (C0D) field has a variable format. The format is

indicated using the ‘Format Type field’ within the CoD. The length of the Format

Type field is variable and ends with two bits different from '11 '. The version field

starts at the least significant bit of the CoD and may extend upwards.

. 24 bits .i

a"ri'ri---
Formal type field

Figure 1. ‘I: General format of Class offlevice/Service

In the ‘format#1' of the CoD (Format Type field = 00), 11 bits are assigned as a

bit-mask (multiple bits can be set) each bit corresponding to a high level

generic category of service class. Currently 7 categories are defined. These

1012 29 November 1999 Bluetooth Baseband
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are primarily ofa ‘public service‘ nature. The remaining 11 bits are used to indi-

cate device type category and other device~specific characteristics.

Any reserved but otherwise unassigned bits, such as in the Major Service
Class field, should be set to O.

23 16 15 8 7 0 bittransmission order

octet 3 octet 2 octet 1 octet transmission order
11 bits - 5 bits -' 6 bits

' . . . . . I when interpreted as a
I Reserved for Service Classes Major device class We endian word

1 Networking — Format type
-— Rendering

— Capturing

Object Transfer
- Audio

-- Telephony
-— Information

Figure 1.2: The Ciass of Device/Service iieid {format type 1). Note the order in which the
octets are sent on the air and stored in rnerr.-oryc

1.2.1 Major Service Classes

Major Service Class

Limited Discoverable Mode‘

(reserved)

(reserved)

(reserved)

Networking (LAN, Adhoc. ...}

Rendering (Printing. Speaker. ...)

Capturing (Scanner. Microphone. ...)

Object Transfer (v-lnbox. v-Folder, ...}

Audio (Speaker. Microphone. Headset service. ...)

Telephony (Cordless telephony. Modem, Headset service, ...)

Information (WEB—server. WAP-server. ...)

Tebie 1.2: Major Service Ciasses

1. As defined in £7;

Bluetooth Baseband 29 November 1999
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1.2.2 Major Device Classes

The Major Class segment is the highest level of granularity for defining a Blue-

tooth Device. The main function of a device is used to determine the major

class grouping. There are 32 different possible major classes. The assignment

of this Major Class field is defined in Taste 3.3.

Code (bits) Major Device Class

bit no of COD

Miscellaneous‘

Computer (desktop, notebook, PDA, organizers, ...)

Phone (cellular, cordless, payphone, modem. ...)

LAN Access Point

Audio (headset, speaker, stereo, ...)

Peripheral (mouse,joysfck, keyboards, ...)

Range 0x06 to 0><1E reserved

Unclassified, specific device code not assigned

Table 1.3: Major Device Classes

1. Used where a more specific Major Device Class code is not suited (but only as speci-
fied in this document. Devices that do not have a major class code assigned can use
the all-1 code until classified’)

1.2.3 The Minor Device Class field

The ‘Minor Device Class field’ (bits 7 to 1 in the COD). are to be interpreted only

in the context of the Major Device Class (but independent of the Service Class

field). Thus the meaning of the bits may change, depending on the value of the

‘Major Device Class field’. When the Minor Device Class field indicates a

device class. then the primary device class should be reported, eg. a cellular

phone that can also work as a cordless handset should use ‘Cellular’ in the
minor device class field.

29 November 1999 Bluetoolh Baseband
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1.2.4 Minor Device Class field - Computer Major Class

Code (bits) Minor Device Class

6 bit no of CoD

Unclassified. code for device not assigned

Desktop workstation

Server-ciass computer

Laptop

Handheld PCIPDA (clam shell)

0

0

0

0

0

0 Palm sized PCJPDA

x Range 0x06-0x7F reserved

Table 1.4: Sub Device Class fieid for the ‘Computer’ Major Crass

1.2.5 Minor Device Class field - Phone Major Class

Code (bits) Minor Device Class

bit no of CoD

Unclassified. code not assigned

Ceilular

Cordiess

Smart phone

Wired modem or voice gateway

Range 0x05-Ox7F reserved

Tabie 1.5: Sub Device Classes for the 'Phone' Major Class

Bluelooih Baseband 29 November 1999
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1.2.6 Minor Device Class field - LAN Access Point Major Class

Code (bits) Minor Device Class

6 ' bit no of CoD

0 ' Fully available

17 - 33% utilized

7

O

0 0 1-17”/o utilized

0

O 33 - 50% utilized

1 50 - 67% utilized

6? — 83°/o utilized

83 — 99% utilized

No Service Available‘

Table 1.6: The LAN Access Point Load Factor field

1. "Device is fully utilized and cannot accept additional connections at this time. please
retry later"

The exact loading formula is not standardized. It is up to each LAN Access

Point implementation to determine what internal conditions to report as a utili-

zation percentage. The only requirement is that the number refiects an ever-

increasing utilization of communication resources within the box. As a recom-

mendation, a client that locates multiple LAN Access Points should attempt to

connect to the one reporting the lowest load.

Code (bits) Minor Device Class

bit no of Col)

Unclassified (use this value if no other apply}

range 0x01-0x0F reserved

Table 1. 7: Reserved sub-field for the LAN Access Point

29 November 1999 Bluetoolh Baseband
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1.2.7 Minor Device Class field - Audio Major Class

Code (bits) Minor Device Class

bit no of COD

Unclassified. code not assigned

Device conforms to the Headset profile

Range 0x02-Ox‘./F reserved

Table 1.8: Sub Device Classes forrhe ‘Audio’ Major Cress

Bluelooih Eiaseband 29 November 1999
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2 LINK MANAGER PROTOCOL (LMP)

2.1 THE LINK MANGER VERSION PARAMETER

Parameter name Assigned values

0 Bluetooth LMP 1.0. E21

1-255 (reserved)

Table 2.1.’ The LMF’ Version Parameter Vaiues

2.2 THE LMP__COMP|D PARAMETER CODES

This is the parameter used in the LMP Version procedure.

Company

Ericsson Mobile Communications

Nokia Mobile Phones

Intel Corp.

IBM Corp.

Toshiba Corp.

(reserved)

Unassigned. For use in internal and interoperability tests before a Company
ID has been assigned. May not be used in products.

Table 2.2: The LMP_Comp.'d parameter codes

29 November 1999 Link Manager Protocol (LMP)
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3 LOGICAL LINK CONTROL AND ADAPTATION

PROTOCOL (LZCAP)

Please see Section for assigned PSM values.

3.1 CHANNEL IDENTIFIERS

Destination CID Protocoliusage Reference

UXOUUU Illegal. should not be used

0240001 L2CAP signalling channel

0x0002 LZCA connection less data

0x0O03 - 0XUU3F (reserved)

Table 3. is Pre-defined i_2CAP Channel identifiers

3.2 PROTOCOL AND SERVICE MULTIPLEXOR (PSM)

SOP

RFCOMM

TCS~BIN

TCS-BlN—CORDLESS

Tabie 3.2: Assigned Protocol and Service Muitipiexor vaiues (PSM)

Logical Link Control and Adaptation Protocol (L2CAF']29 November 1999
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4 SERVICE DISCOVERY PROTOCOL (sop)

4.1 UNIVERSALLY UNIQUE IDENTIFIER (UUID) SHORT
FORMS

The Bluetooth Service Discovery Protocol (SDP) specification defines a way to

represent a range of UU|Ds (which are nominally 128-bits) in a shorter form. A

reserved range of 232 values can be represented using 32—bits (denoted

uuid32). Of these, a sub-range of 215 values can be represented using only 16-

bits (denoted uuid16). Any value in the 232 range that is not assigned in this
document is reserved pending future revisions of this document. In other

words, no value in this range may be used except as specified in this or future

revisions of this document. UUID values outside of this range can be allocated

as described in {"193 for any purpose the allocater desires.

4.2 BASE UNIVERSALLY UNIQUE IDENTIFIER (UUID)

The Base UUID is used for calculating 128-bit UUIDS from ‘short UU|Ds’

(uuid16 and uuid32) as described in the SDP Specification {4}.

BASE_UU ID 00000000-U000-1000-8000-00805F9B34FB

29 November 1999 Service Discovery Protocol (SDP)
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4.3 PROTOCOLS

Mnemonic

Tobie 4.1: Protocol Universafly Unique Identifiers and Names
1. ‘Short UU|D'

Service Discovery Protocol (SDP) 29 November 1999
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4.4 SERVICE CLASSES

{mnemonic UUID Abstracmame
ServiceDiscoveryserverserviceclasslD uuid16: OXTUUU

ElrowseGroupDescriptorserviceclasslD uuid16: 0.11001

Pub|icBrowseGroup uuid16: 0.21002

Seria|Port uuid16: 0x110‘!

LANAccessUsingPPP uuid16: OXHO2

Dia|upNetworking uuid16: OXHO3

|rMCSync uuid16: OXHO4

OBEXObjectPush uuid16: OXHO5

OBEXFi|eTransfer uuid16: 0x1106

|rMCSyncCommand uuid16: 0x110?

Headset uuid16: 0x1108

C'.ord|essTelephony uuid16: Ox1‘i09

Intercom uuid16: 0x1‘i‘10

Fax uuid16: 0x1‘i11

HeadsetAudioGateway uuid16: 0x1112

PnP|nformation uuid16: 0x1200

GenericNetworking uuid16: 0x120? nfa

GenericFi|eTransfer uuid16: 0x1202 nia

GenericAudio uuid16: 0x'i203 nia

GenericTelephony uuid16: Ox1204 nia

Table 4.2: Service Class identifiers and Names

1. If the specified Service Class directly and exactly implies a certain Profile, the Profile is
indicated here (ie. for concrete Service Classes). Leave empty for abstract Service
Classes.

The Profile column in "facts 4.2 indicates which Service Class identifiers that

also directly corresponds to a Bluetooth Profile. It is not allowed to use the Ser-

vice Class UUID unless the service complies with the specified Profile. These

UUlDs might also appear as Profile Identifiers in the

BluetoothProfi|eDescriptorList attribute.

29 November 1999 Service Discovery Protocol (SDP)

AFFLT0294250



Samsung Ex. 1119 p. 1023

BLUETOOTH SPECIFICATION Version 1.0 B page 1023 of 1082

Biuetoorh Assigned Numbers

4.5 ATTRIBUTE IDENTIFIER CODES

Mnemonic Attribute ID Reference

ServiceRecordHand|e OXOOUU Biuetoorh Service Discovery
Protocoi (SOP), B luetooth SIG

ServiceC|asslDList 0x0001

ServiceRecordStaIe CIX0002

Servicel D 0x0003

Protoco|DescriptorList UX0004

BrowseGroupList 0x0005

La ng uageBaseAnributelDList 0x0006

ServiceInfoTimeToLive 0x000?

Se-rviceAva i lability DX0008

BIuetoothProfi!eDescriptorList OXOOOQ

DocumentaticnURL OXOOOA

C|iemExecutab|eURL UXOOUB

Icor110 OXOCIUC

IconURL 0x000D

Reserved 0x000E-
OXO1 FF

ServiceName oxooog ... bi

ServiceDescripticn 0x000‘! + b

Providerhiame 0x0O02 + b

Versionhlumbertist 0x0200

ServiceDatabaseS1ate 0x020‘!

GrouplD OXOZDO

Remote audio volume control M03022

Externai network 0x0301

Servioe Version Ox0300

Supported Data Stores List 0x0301

Supported Fcrmais List

Tabie 4.3: Attribute identifiers

Service Discovery Protocol (SDPJ 29 November 1999
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Attribute IDMnemenic Reference

Fax Class 1 Support 0xO302 [123

Fax Class 2.0 Support 0xCl303

Fax Class 2 Support D)<U3D4

Audio Feedback Support DxCl305

Table 4. 3: Attribute identifiers

1. ‘b’ in this table represents a base offset as given by the LanguageBaseAttribute|DList
attribute. For the primary language. ‘b’ must be equal to 0x0100 as described in the
SDP specification.

2. Items in italic are tentative values in this version of the document.

4.6 PROTOCOL PARAMETERS

Parameter mnemonic

L2CAP

TCP or UDP

RFCOMM

Table 4.4: Protocol Parameters

4.7 HOST OPERATING ENVIRONMENT IDENTIFIERS

4.7.1 ClientExecutableURL substitution strings

The operating environment identifier strings have the following format”:

<cpu_type>-¢manufacturer>-[<l<erne|>-]<os>[<version>] E-<0bject_format>]

The general rule is that is that a new identifier should only be defined as

required to differentiate incompatible operating environments concerning an

executable file image. That is, for example different <version>~tags should not

be used for compatible versions of the same operating system.

1. It is based on a format used by the GNU Autoconfig tools

1024 29 November 1999 Service Discovery Protocol (SDP)
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Currently defined tags:

 

CPU-Type ID Description

alpha Digital Alpha‘ compatible

arm ARM‘ core or compatible

1'86 Any Intel‘ 80x86-family compatible CPU

i960 Entel" i960 compatible

jvm Java Virtual Machine*

mips MIPS MIPS* compatible

ppc lBMlMotorola PowerPC* compatible

sh3 Hitachi SH-3* compatible

sh4 Hitachi SH-4" compatible

sparc Sun Sparc* compatible

Kernel ID Description

chorus, linux. javaos, os9. qnx. vxworks

<os> An ‘OS identifier’ as listed below. might appear in the <kernel> field
when the requested ()8 platform is Java based.

OS+Version-Identifiers

amigaos. beos4.5. ejava, epocc, epoce. epocq, epccs. gnu. jre1.1. jre1.2, maoos. macosx.
cs2, cs9. palmos. pjava. pjava1.1. photon, plan9, qnx. rtjava, win95. win98. win2000. wince.
winnt-4l 

Object Fonnat Identifiers‘

aout. bout. coff, elf, jar

Manufacturer Identifiers

amiga*, apple‘. be‘. ericsson*, ibm*, inte|*. lucent*, microsoft*. microware*. motoroIa*.

nokia", palm‘. psion'. qnx’. sun’. symbian". toshiba'. unknown2

1. Only applicable when the object format is not othenvvise uniquely implied by the
identifier string.

2. Use when no other applies.

Service Discovery Protocol (SDP) 29 November 1999
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For Linux, the 'manufacturer‘ field may be used to indicate Linux distribution if

so required (in which case <version> indicates the version of the distribution).
Othenivise use ‘unknown’.

Linux Distribution identifiers

caldera. debian. dlx. doslinux. Iinuxpro. Iinuxware, mandrake, mklinux, redhat. slackware,

stampede. suse, turbolinux. yggdrasil

Example Operating Environment Identifier Strings

i86-rnicrosofl-win95

i86-microsoft-win98

i86-miorosof!-winnt4

al pha-microsofl-win M4

i86-microsofi—win2000

a I pha-microsoft-win2000

i86-be-beos4.5

ppc-be-beosti .5

a rm-syrnbian-epoc3

{B6-unknown-1 i n ux-gnu

sh 3-microsoft-wince

a rm-microsoft-wince

ppc—a ppie-macos

m68|<-a ppie-maoos

ppc-a ppie-macosx

i86-a pple-macosx

m68k-amiga-amigaos

ppc—am iga-arnigaos

jvm-sun-jre1 .2

jvm-sun-pjavai .1

jvm-sun-ejaVa

n168 |<-pain":-palmos-ooff

ppc-i bm-vxworks-pjava1 .2

sparc-sun-javaos-jre1 .2

i88-redhai-Iinux-gnufi

ppc-mkiinux-iinux-gnu

29 November 1999 Service Discovery Protocol (SDP)
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4.7.2 IconURL substitution strings

The IconURL operating environment identifier strings have the following

general format:

<horizon1a |_pixeIs>x<verticaI_pixels>><<coIor_depth>[m].<fi1e_format>

The optional tag ‘m’ indicates monochrome or grayscale. The host is free to try

to matchirequest any graphics file format as indicated by a <fi|e_format> tag,

however at a minimum files conforming to the Portable Network Graphic stan-

dard §‘ié§'§ should be made available at the resulting URL (indicated by

<fi|e_format>=png)2.

File format tag Description

Portable Network Graphics {'28}

Graphics Interchange File format

Windows bitmap

Currently defined IconURL Icon format identifier strings:

Example Icon format Identifier Strings

32x32x8.png 256 color 32 by 32 icon (or 255 colors + transparent}

16x16x8.png

16x16x1m.png Black and white (or monochrome + transparent)

1 Dx10x2m.png 4 gray-scales

2. The use of PNG. and whether a subset of PNG should be required, is currently pending fur-
ther investigation.

Service Discovery Protocol (SDP) 29 November 1999
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6 TERMS AND ABBREVIATIONS

LMP Link Management Protocol

LZCA Logical Link Control and Adaptation. protocol multiplexer layer for
Bluetooth

MTU Maximum Transmission Unit

SAP Service Access Points

Baseband Baseband Protocol

Service Discovery The ability to discover the capability of connecting devices or hosts.

PnP Plug and Play

SAR Segmentation and Reassembly

IP Internet Protocol

Infra Red Data Association

Point-to-Point Protocol

Internet Engineering Task Force

Request For Comments

Terms and Abbreviations 29 November 1999
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1 INTRODUCTION

The goal of this document is to show the interworkings of HCI-Commands and

LM-PDUs. It focuses on the message sequence charts for the procedures

specified in {3} "Bluetooth Host Controller Interface Functional Specification"

with regard to LM Procedures from 32} "Link Manager Protocol".

We illustrate here the most useful scenarios. but we do not cover all possible

alternatives. Furthermore, the message sequence charts do not consider the

transfer error over Air Interface or Host Interface. In all message sequence
charts it is assumed that all events are not masked, so the Host Controller will

not filter out any events.

Notation used in the message sequence charts:

Box:

- Replaces a group of transactions

- Indicates the start of a procedure or a sub-scenario

Note: in a message sequence chart where several sub-scenarios exist, the

sub-scenarios can be executed optionally, consequently, exclusively or inde-

pendently from each other.

Hexagon:

- Indicates a condition that is needed to start the transaction below this

hexagon

Arrow:

- Represents a message, signal or transaction

Comment:

- ";'* *!" indicates editor comments

Introduction 29 November 1999
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2 SERVICES WITHOUT CONNECTION REQUEST

2.1 REMOTE NAME REQUEST

The service Remote Name Request is used to find out the name of the remote

BT Device without an explicit ACL Connection request.

Sending an |-iCl_Remote_Name_Request (BD_ADDR, Page_Scan_

Repetition_Mode. Page_Scan_Mode. C|ock_Offset), the Host expects that its

local BT Device will automatically try to connect to the remote BT Device (with

the specified BD_ADDR). Then the local BT Device shouid try to get the name,

to disconnect, and finally to return the name of the remote BT Device back to

the Host (see 3:.:;‘e 2.‘: Remote Name Request: sub-scenario 1).

Note: if an ACL Connection already exists (see E"-figure 23% Remote Name

Request: sub-scenario 2), the Remote Name Request procedure will be

executed like an optional service. No Paging and no ACL Detachment need to
be done.

29 November 1999 Services wiihoutconneclion request
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HCILM-A HCILM-B

HCI Remote Name Reuest
(BB-_ADDR. .—}

HCI Command Status event

(Status. Nu n1__Crnd_
Cmd_OpCode)

Sub-scenario ‘i: No ACE-. Connection existed => create a temporary ACL Connection
"Pa e" {ID-Packet}

"Pee Res I nse" ID-Packet

FHS BD ADDR. COD...
"FHS-Ask" ID-Packet

F‘ Ll'vlP_name_reqt—res can |_Mp name ,3 Offset
be repeated several limos
dependent on the name 1-MP "ame "35
length ‘I tofiset. name_length. name_ofi'5et)

LMP detach reason

HCI Rennie Name Requesl Complete event
(Status. BD__ADDR.
Remote__Name)

Sub-scenario 2: ACL Connection already exists => No temporary ACE. Connection needed

I" '-MF'_”3m9_"9q"‘"‘-‘5 LMP name re offset

“a” be "g°°"‘°°' “"°'a' Slimes dependenton the 1-MP "ame "35
"Ema '9"QT'1 '1' Eoltset. narne_|ength. name_ofi'set)

HCI Remote Name Request Complete event
(Status. E|D_ADDR‘.

Ren1ole_Nan1e)

Figure 2.1.’ Remote Name Request

2.2 ONE-TIME INQUIRY

Inquiry is used to detect and collect nearby BT Devices. When receiving the

command HCl_lnquiry (LAP, Inquiry_Length, Num_Responses), HC will start

the baseband inquiry procedure with an inquiry Access Code (derived from the

specified LAP) and Inquiry Length. When Inquiry Responses are received, HC
will filter out and then return the information related to the found BT Devices

using one or several Inquiry Result events (Num_Responses, BD_ADDR[l].

Page_Scan_Repetition_Mode[i], Page_Scan_Period_Mode{i],

Page_Scan_Mode[i], C|ass_Of_Device[i], Clock_0ffset{i]) to the Host.

Services without connection request 29 November 1999
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The filtering of found BT Devices is specified in HCl_Set_Event_Fi|ter

(Fi|ter_Type, Fi|ter_Condition_Type, Condition) with the Fi|ter_Type = Inquiry

Result. When the Inquiry procedure is completed, Inquiry Complete event

(Status, Num_Responses) must be returned to the Host. Otherwise, the com-

mand HCl_lnquiry_Cancel( ) will be used to directly stop the inquiry procedure.

HCILM-A
Master

HCI tnuir
(LAP Inq_Lenglh. Nurn_Res]

HCI Commend Status event
(Status. Nu m_(‘. md.

Cm d_0pCode)

Sub-scenario 1; Collection of ET Devices during inquiry Procedure -
"lnuir ' [lD-Packet)

!‘ Random Access
0-10 3 ‘I

J‘ Random Access

"lnui ' [ID-Packet) ‘H023 ‘I

"lnulr [ID Ckei}

FHS [BD ADDR. COD. ..]

HCE Inquiry Result event

(Nun1_Res. BD_AEJDR{i]. .1 I‘ D ' " ""195 ‘I

Suh—sce-nario 2: explicit stop using I-iC|_|nquiry__Canoe| (J
HCI Inui Cancel

I‘ stop inquiry ‘I

HCI Command Complete event
(Num_Cmd. Cmcl_DpCode_

Status}

Sub-scenario 3: stop when lnq_Lenglh expired or Num_Res reached -
HCI In a ui Complete event

(slalus, Nu m_Res)

Figure 2.2.’ One-Time Inquiry

2.3 PERIODIC INQUIRY

Periodic inquiry is needed when the inquiry procedure is to be repeated

periodically. Receipt of the command HCI_Periodic_lnquiry_Mode

(Max_Period_Length, Min_Period_Length, LAP, Inquiry_Length,

Num_Responses) HC will start the periodic Inquiry Mode with the specified

1040 29 November 1999 Services withoutconneclion request
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parameters Iv1ax_Period_Length, Min_Period_Length, |nquiry_Access_code

(derived from LAP) and Inquiry_Length. As in the one-time Inquiry procedure,

only BT Devices that are specified in the HC|_Set_Event_FiIter (Fi|ter_Type,

Fi|ter_Condition_Type, Condition) with the Fi!ter_Type = Inquiry Result will not

be filtered out. Therefore, in the inquiry cycle, one or several Inquiry Result

events (Num_Responses. BD_ADDR[i]. Page_Scan_Repetition_

Ivlodeii], Page_Scan_Period_Mode[i]. Page_Scan_Ivlode[i], C|ass_Of_

Device[i], C|ockflOffset[i]) and Inquiry Complete event (Status.

Nurn_Responses) will be returned to the Host with one. or a list of, found BT

Devices. The periodic Inquiry can be stopped using HCl_Exit_Periodic_

Inquiry_Iv1ode( ).

HCI_Periodic_Inqu|r3.r_Mu-de
[Ma><_Period. Min_Period. _.)

HCI Command Comlete event
(Nun1_Cmr:l. Cmd_OpCode.

Status)

Sub~scenario 1: Collection of BT Devices during an Inquiry Period
"In uir " ID-Packet

J‘ Random Access

I‘ Random Access

"|nuir ' |D—F'ack.et) 04023"

FHS ED ADDR. COD, ..

"|nuiry" [ID-cket)

FHS BD ADDRCOD, ..

HCI Inui Result event In 0 n “mes _‘,(Num_Res, BD_ADDR[i]_ ..)

Sub-scenario 2: explicit exit Periodic Inquiry Mode using HC|_Exit_|nquiry_Mede ()

HCl_Exit_Periodic_Inquiry_Mode 3 I‘ stop periodic
inquiry ‘I

HCI Command Comlete event
(N um_CrncI. Cn1d_OpCode.

Status)

Sub-scenario 3: when Inq_Length expired or Num__Res reached => exit this Inquiry Period
HCI Inui Comlete event

(Status. Num_Res)

Figure 2.3: Periodic Inquiry

Services without connection request 29 November 1999
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3 ACL CONNECTION ESTABLISHMENT AND

DETACHMENT

The overview of the ACL Connection establishment and detachment is shown

in Fig-we 3.? Overview of ACL Connection establishment and detachment.

Pagei'PageRes

I

 Authentication

Encryption

Setup-Com plete

Optional
Activities

ACL-Disconnection

Figure 3.1: Overview ofACt. Connection estabtishmenr and detachment

29 November 1999 AOL connection establishment and detachment
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3.1 ACL CONNECTION REQUEST PHASE

The ACL Connection Request phase is identified between the

HCl_Create_Connection (BD_ADDR, Packet_Type,

Page_Scan_Repetition_Mode, Page_Scan_Mode, C|ock_Oi'-fset,

A||ow_Role_Switch) from the master side and the response from the slave side

with rejection or acceptation on the LM level. Three alternative sub-scenarios

are shown in Figure “mitt. Connection F€eq=.eest cs"; page 1844.

Sub-scenario 1: Slave rejects ACL Connection Request

If the ACL Connection request is rejected by slave, a Connection Complete

event (Status, Connection_Hand|e, BD_ADDR, Link_Type, Encryption_Mode)

will be then returned to Host, whereby the Status will be

copied from the Reason parameter of the command HCl_Reject_Connection_

Request (Reason, BD_ADDR). The parameters Connection_Hand|e and

Encryption_Mode will be meaningless.

Sub-sggnarig 2: Slave accepts ACL Connection Request

When the slave responds with LM P_accepted ( ) correspondent to LM P_host_

connection_req ( ), the ACL Connection Request is accepted. The master will

continue with the ACL Connection Setup, where pairing, authentication or

encryption will be executed.

Sub-scenario 3: Slave accepts ACL Connection Request with Role Change

This case is identified when the slave sends an LMP_switch_req ( ) to initiate

Role Change. If the master accepts, the baseband Master-Slave Switch will be

executed. Thereafter, the ACL Connection Setup will continue.

Note: on the slave side, an incoming connection request can be automatically

accepted by using HC|_Set_Event_Fi|ter (Filter_Type, Fi|ter_Condition_Type,

Condition) with the Fi|ter_Type = 0x02 i"Connection_Setup*i'.

ACL connection establishment and detachment 29 November 1999
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HCILM-A HCILM-B

H Cl CIeate_CorI nection
{BD_:"-\DD R. Pat-J<et_Type ..]

HCI Command Status event
[Statu5. NuIn_Cmd.

Crnd_0pCodei

J’ Muehervfiole '.r Page and Page Response

HCJ Connection Request event
[E-1D_ADDF2. CuD.
Link_Type=AcL}

Sub-scenario 1: Host-B rejects the AOL Connection Request
HC|_Rejet:t_ConnecIion_Reque5t
[Stalus=Host Flegected. BD_ADD
HCI Command Statue event

(Status. Nurn_Cn1d.
CI'nd_DpC.ode]

LMP not accepted
iunwde. reason}

LMP detach {reason}

I’ ARC!-Auk ‘I
HCE Connection Comlehe event HCI Connection Comlem event

[Status=Hoet Reiected. ..3 [Statu5=Hust Repected. ..J

Sub~scen'ario 2: Host—B accepts the ACL Connection Request
Connection Reueel

tBD_ADDR. Role =S|a1.-at
HCI Command Suatus event

Eslatus. Nurn_Crnd.
cmd__opcous1

LMP accepted [opcodej

Sub-scenario 3: Host-8 accepts lhe'ACL Connection Request but requires a Role Change before
HCI Moe! Connection Request

[ED__ADDR. Role=Maeter}
HCI Command Status event

(Status. Nurn_Cn1d.
Crnd_0pCode]

LM P_5|ot_o1‘i"set
[s[at_nfiset, B D_ADD R)

t.MF'_5wi‘tch_req [J

it (Aliow_RoIe:SwiIeh L; 1 1'
=> ac hange ' _.

LMP accepted [opcode]

Masterisiave Switch
I‘ for details see 4,9 Switch Rule fit

opoode=LMF'_hoet_oonnet:t1Dn_reqJ
HCI Role Chan e event HCI Role Chane event

[BD_ADElR. New_RD|e=S|ave] tBD_ADDFI,
New_Ro|e=Master}

Figure 3.2: AOL Connection Request phase

29 November 1999 AOL connection establishment and detachment
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3.2 ACL CONNECTION SETUP PHASE

If the ACL Connection Request phase was successful, the ACL Connection

Setup phase will start, with the goal of executing security procedures tike pair-

ing, authentication and encryption. The ACL Connection Setup phase is suc-

cessfully finished when LMP_setup_comp|ete ( ) is exchanged and the

Connection Complete event (Status=0x0O, Connection_i-iandle, BD_ADDR,

Link_Type, Encryption_Mode) is sent to the Host.

3.2.1 Pairing

if authentication is required and the BT Devices to be connected don't have a

common link key, the pairing procedure on LM Level will be executed using the

PIN Input from Host. During the pairing, the authentication- and link key cre-

ation procedures will be done. Note: the created Link Key can be stored either
in the BT Device or in the Host.

ACL connection establishment and detachment 29 November 1999
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HCILM-A I-1CfLM~B
Master

LMP features res (features

----"1%'(;&;;aa;éa;5':e';;i);m6¢L:'.a1;'ke;"'
.' '_*.?i=_‘_—'~€#}.%%_%i'?.'<_.!<~‘=>'.r~?%F!'+?r*=¢1 ' '

HClL:'nkK Request em-enl
{BD_ADDF-I}

H C |_Lin k_K.ey_Req L:eet_Negat'Ne_Reply

1fno'L|'nk Key from Host
=3 PIN required

HCI PIN Code Request event
{BD_ADDR}

HCI PIN Code Rue-st Rel
[8D_ADDR. PIN_Lengt|‘1. PIN?

HCI Commend Cum Iete event
{N urn_Cmd. Crnd_OpCode.

Status}

LMP_in rand [rand_nrJ
HCI PIN Code Request event

[BD_AElDRp

HC.I_P:N__Code_Req uest_Fzep1y
[BD_ADDR. P|N_L.ength. PIN}

HCI Cummand Com tale event

LMP awe Ed Dame [Num_Cmcl.Cmd_ODCnde.Status:

LMP au rand [rand ml
3‘ Mutual Authenllcatuorl LMP sres aLrtl1 res

based Onthelnmxeyi: LMF‘ au randirand nil
LMP sresiauln res:

LMP_comb_key :rand_nr]
LMP cornb_key (rand nr]

LMP au rand [rand nr]

based on the new LMP—sres Eauuuesl
mmhunation key ‘I LMP au rand{ranr.1 nr}

LMP_5ree1eL|tl1 res:
HCI LINK Key Nmificalnon event HCI Lmk Key Nolrficetinn event

tBD_ADDR. Lin|<_Key] {ElD_ADDR. Lnnk_Key§

Figure 3.3: ACL Connection setup with pairing
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3.2.2 Authentication

if a common link key aiready exists between the BT Devices, pairing is not

needed. Note: a Link Key created during pairing can be stored either in the BT

Device or in the Host. If the parameter Authentication_Enab|e is set, the

authentication procedure has to be executed. Here, the MSC only shows the

case when Authentication_Enab|e is set on both sides.

HC.-‘LM-A HCILM-B
Master Slave

r Auth_Enable = 1 *r J’ Auth_Enabte = 1 *.r

LMP features re features
LMP re3ILIr6$ F85 features

it rAum_EnabIa==1)AND(Link Key -. .
mis-°~edJ=> Link Key required _ -' If(Auth__Enab|e==1)AND(Link Key

He: unm Reuestevem ........9?i§%?9.!..?f..%i.=1!$..*S€%¥..r?9Hi.r?.st.. -'
(ED-ADDR) HO! Link Ke Reuest event

HC|_Link_Ke‘_.r_Request_Rep|y (BD_,q§)DR)
HCI Link Ke Reuest Rel{BD_ADDR. L|nk_KeyJ

HCJ Command Comlete event (Bo-ADD“ Li""—Ke'*')
[Num_Cmd. Cmd_0pCode. HC1Cc-mrnand Comlete event

Status] (Nun1_Cmd. (3rnd_0pCode_
Status)

Authentication

LMP_au_rand (rand_nr]
LMP ares auth res

Lit-‘IF-‘ au rand rand nr
LMP sree auth res

Figure 3.4: ACL Connection setup with authentication

3.3 ENCRYPTION AND CONNECTION SETUP COMPLETE

Once the pairingiauthentication procedure is successful. the encryption proce-

dure will be started. Here, the MSC only shows how to set up an encrypted

point-to-point connection (Encryption_Mode = 1 Ppoint-to-pointi). Note: an

encrypted connection requires an established common link key.

ACL connection establishment and detachment 29 November 1999
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HCILM-A HCILM-B
Master Slave

i‘ Encr_Mode=Pointvlo~PoinI ‘i’ i‘ Encr_Mode=Point—to—Poinl ‘i
I I

Encryption
LMP en tron mode =u

{encr_mode]
LMP acoeted ooode

LMP_encrypIion_key size_req
(key_size]LMP acoetecl ooocle

LMP start en: - nun re
(rand__nr)

LMP acoeled crcode

ACL Setup Complete

LMF’ setup complete 0

LMF' setup cornlete ]

HCI Connection Com lete event

(Slatus=t‘)xUO. ConHand1e. BD__ADDR‘. ..)

_I_

Figure 3. 5: Encryption and Setup complete

HCI CU¢1|1BC1i'DI1 CDI11
(SIatus=Cl><C|0. ConHanEl!e. BD__ADDR. . )

_L

3.4 ACL DISCONNECTION

At anytime, an established ACL Connection can be detached by an

HC|_Disconnect (Connection_Hand|e, Reason). If one or several SCO

Connections exist, they must first be detached before the ACL Connection can
be released.

Note: the disconnection procedure is one-sided and doesn't need an explicit

acknowledgment from the remote LM. So the ARC Acknowledgment from the

LC is needed, to ensure that the remote LM has received the LMP_detach

(reason).

29 November 1999 AOL connection establishment and detachment
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HCILM-A HCJLM-B

9°59E.99’T¥TfiF??99.‘?§§?!¥?F?§?T!€.F3HCI Dlsconnecl

[CunHand|e. Reason]

HCI Command 3|-BIUS Event
(stalus. Num_Cmc£.

Crnd_0pCocle)
LMP_cIetach {reason}

.I" ARQ-Auk ‘I
HCI Drsconnectlon Complete evenl HCi DlSCD|"I|"IECl|O|"I Complete even!

(5talus=0x00. Confiandle. Reason] (Stalus=Dx0D. Cor1Ham:IIe‘, Reason)

_|__|_

Figure 3.6: ACL Disconnection

ACL connection establishment and detachment 29 November 1999
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4 OPTIONAL ACTIVITIES AFTER ACL CONNECTION

ESTABLISHMENT

Message Sequence Charts

4.1 AUTHENTICATION REQUESTED

Authentication can be explicitly executed at any time after an ACL Connection

has been established. If the Link Key was missed in HCILM. the Link Key will

be required from the Host, as in the authentication procedure (see

Note: if the HCILM and the Host don't have the Link Key a PIN Code Request

event will be sent to the Host to request a PIN Code for pairing. A procedure

identical to ACL Connection Setup with Pairing (see '3.§:'.€) will be used.

ACL Connection established

HC|_Authentic.alion_Requested
{ConH andle)

HCI Command Status event
(Status. Nu rn_Crnd.

Cm d_0pCode)

If Link Key missed
=> Link Key request to Host

HCI Link K Reuestevenl
[BD_ADDFt)

HCI Link Ke Reuest Rel
[EID_ADDR. Link_Ke'y)

HCI Command Complete event
tNun1_Cmd. Cmd_OpCode.

Status)
L|\-'lF'_au_rand [rand_nr]

'“ S
=> Link Key request to Host . -

HCI Link Ke Re uesl event
{BD_ADDR)

HC|_L'rnk_|<ey_Requesl_Reply
(BD_ADDR. Link_Key]

HCI Command Com . Iele event
[Num_Cmd, Cmi:l_0pCode.

LMP_sres (auIh_re-5) status)
HCI Authentication Complete event

{Status= 0x00. ConHa note}:

Figure 4.1.’ Authentication Requested

29 November 1999 Optional activities after AC1. Connection
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4.2 SET CONNECTION ENCRYPTION

Using the command HC|_Set_Connection_Encryption (Connection_Hand|e.

EncIyption_Enab|e), the Host is able to switch the encryption of a connection

with the specified Connection_Handle to ONIOFF. This command can be

applied on both the master- and sieve sides (only the master side is shown in

Figure 4:12 Set Connection Encryption). If this command occurs on the slave

side, the only difference is that LMP_encryption_mode_req (encryption_mode)

will be sent from the HCILM Slave. LMP_encryption_key_size_req (key_size)

and LMP_start_encryption_req (rand_nr) will still be requested from the HCILM
master.

Optional activities after ACL Connection establishment 29 November 1999
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Bluetooth-

AESC Conriection established

(Status. Nu m_C met.
Cm d_OpCode}

LM P_en:: ryplion_rn ode_req
{encr_model

LMP acceted 0 ode

LMP encr otion Ke size re
(ke~,-'_si2e]

LMP acceted o ode

LMP start BFIC tron re
(rand_nr)

LMP acceted o ode

HCI Em: lion Chane event
(Status =iJ><DCl. Con Handle. (SlalLrs=0x0U. Con Handle.

E,-,.;r_E name: ON] Encr_Enab|e =ON]

Sub-scenario 2: Set Connection Encryption to "OFF
HCI Set Connection Enc: tion
(C2onHandIe. Encr_EnahIe=OFF)

HCI Command Status event
(Status. Num_Cmd.

Cmd_OnCode) Lll.-1P encr tion mode -..

(encr__n1odel
LMP accepted opcode

LMP stop arm: tion re

LMP aocepted (encode)

HCI Encryption Change event Hci Encryption Change event
(SIaILt5=O:<fl 0. Can Handle, (StaILis=0><Ui'J, ConH anclle,

Enc(_E nab|e=Ol‘-'F) Encr_E nable =OFF)

Figure 4.2.’ Set Connection Encryption

4.3 CHANGE CONNECTION LINK KEY

Using the command HCl_Change_Connection_Link__Key

(Connection_Handle), the Host can explicitly change the common link key
shared between the BT Devices.

29 November 1999 Optional activities after AOL Connection
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Note: if the connection encryption was enabled and the temporary link key was

used, it is the task of the BT Master to automatically restart the encryption (first

stop and then restart) after the link key is successfully changed.

(Status, Nu m_Cmd_

_COl'1'| _ 8')? ran _l‘IF°"’°'"°”°°”°’

LMP au rand rand nr

I‘ Mutual Authentication LMP Eras Sum resbased on the new
mm;-_-inaiion key °.r LMP an rand [rand nr

LMP ares auth res
HCI Link Ke Notification evenl HCI Link Ke Notification event

{BD_ADDR. Linl-<_Key] [BD_ADDR. Llnk_Key)

" If (Enc_r_,Ena;ble==DN) AND (Temp "
Key used) => restart encryption

(ConHandle}

HCI Command Status event

LMP st encr . ion re

LMP accepted an ode

LMP start encr lion re

(rand_nr)
LMP accepted o de

HCI Chane Connection Link Ke Complete event
I[Status=GxUD_ ConHan-file}

Figure 4.3: Change Connection Link Key

4.4 MASTER LINK KEY

The 4.4 Master Link Key shows how the Host can explicitly switch

between the temporary Link Key and the semi-permanent Link Key. Since this

command can only be used for the BT Master, the Link Key switch wilt affect all
connections.

Note: if encryption was enabled, it is the task of the BT Master to restart the

encryption separately for each stave.

Optional activities after ACL Connection establishment 29 November 1999
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HCILM-A
Master

ACL Connection established

-Sub-scenario 1: Switch from Semi-permanent Link Key to Master Link Key
HCI Master Link K

(Key_FIag=0><01!'Masler-LK"i}
HCICon1r11and Status event

(Status. Nu rn_Cn1d.
Cmd_0pCode)

LMP_lemp_ra nci (re nd_nr
LMP tern ke rend nr

i'f'{EncrmEna'bie==CiN]
=> restart ‘encryption

LMP slo encr tinn re
LMP aoceted o ode

LMF’startenc ptionre
(rand_nr)

LMP acceted D Odfi

(Status. Nu n1__C mci.
CmcI_0pCode}

LMP aoceted o ode

__ |f'(Encr_Enab1e==ON} _
=: restart encryption (see above). '

HCE Master Link Ke Com lete event HCI Master Link Ke Com Iete event
(Status=0x00. ConHanurs. I<ey_FIag) (SIaIus=I'J><00. ConHandIe. Keg.r_FIag]

_|__|_

Figure 4.4.’ Master Link Key
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4.5 READ REMOTE SUPPORTED FEATURES

Using the command HCl_Read_Remote_Supported_Features

(Connection_Hand|e) the supported LMP Features of a remote BT Device can

be read. These features contain supported packet types, supported modes,

supported audio coding modes, etc.

Note: if the LMP Features was exchanged during ACL Connection Setup, the

HCILM A may return the Read Remote Supported Features Complete event

(Status, Connection_Hand|e, LMP_Features) without exchange of LMP PDUs.

ACL Connection established
' ..____l___________________'_____________________________________________________________________________________________________________. "'

HCl_Reacl Remote Suported Features
{ConHanclle]

HCI Command Status event

(Status. l‘~lum_Cn1d.
Cmt!_OpCo1:le} LMP features re features

LMl'-"_features_res (features)

HCI Read Remote Su u u rted Features Complete event
(Si3lLES=UXOU, Cont-landle_ Ll.-'lP_ ealures]

_|_

Figure 4.5: Read Remote Supported Features

4.6 READ CLOCK OFFSET

Using the command HCl_Read_C|ock_Offset (Connection_Hand|e) the BT
Master can read the Clock Offset of the BT Slaves. The Clock Offset can be

used to speed up the paging procedure in a later connection attempt. If the

command is requested from the slave device, the HCILM Slave will directly

return a Command Status event and an Read Clock Offset Complete event

without exchange of LMP PDUs.

Optional activities after ACL Connection establishment 29 November 1999
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HCILM-A HCILM-B
Master

AOL Connection established
HCI Read Clock Offset

[CenHand|e]

HCI Command Status event
(Status. Nun'i_Cmd.

CmcI_0pCu-cie) LMP clkoffsel -.

Lh.-'IP_c|t(oifs«e1_res
(e|eck_effset]

HCI Read Clock Offset Comlete event
(Status=0xOD. CcmHand|e_ C|oi::i<_Ofisel]

_I_

Figure 4.6: Read Ciock Offset

4.7 READ REMOTE VERSION INFORMATION

Using HCl_Read_Remote_Version_lnformation (Connection_Hand|e) the ver-

sion information oonsisting of LM P_\/ersion, Manufacturer_Name and

LM P_Subversion from the remote BT Device can be read.

HCILM-A HCILM-B

ACL Connection established _. ___'___
HCI_Rad Remote Version Information

[Con Handle]
HCI Command Status evenl

(Status. Num_C mci.
Cn1d__OpCocIe)

LMP_\.rersien_req
(\."ers.N r. Cempld, Su b\.I'ereNr)

LMP version res
(\«"ersNr. Cempld. Sub\t'ersNr]

HCI Read Remote Version Information Complete event
(Stalus=Dx0D. ConHancI|e. Ltu-'|F’_VarsIon. ..}

Figure 4. 7.’ Read Remote Version infannation
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4.8 Q05 SETU P

To set up the Quality of Service, the command HCl_QoS_Setup

(Connection_Hand|e, Flags, Service_Type, Token_Rate, Peak_Banciwidth,

Latency, Delay_\/ariation) is used.

HCILM-A HCILM-B

HCI 005 Setup
(Cont-landle. Flags. Servlce_Ty'pe. ..}

HCI Command Status event
(Status. Nurn_Cn1d.

Cmd_DpCode} LMP uallt of service re
[pa-ll_inte rval, N_bc]
LMP acceted 0 code

HCI Q05 Selu Comlele evenl HCI Q08 Selu Comlele event
Sta1us=0xE)D. ConHanl:|le. Flags. .. Status=(]x00. ConHanl:IIe. Frags. ..

Figure 4.8.’ C205 Setup

4.9 SWITCH ROLE

The command HC|_Switch_Role (BD_ADDR, Role) can be used to explicitly

switch the current role of the local BT Device for a particular connection with

the specified BT Device (BD_ADDR). The local HCILM has to check whether

the switch is performed or not.

Optional activities after ACL Connection establishment 29 November 1999
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HCILM-A HCILM-B

A_Ci. Coni1eciici_i'_s_e_t‘,tabIishz=.-_§_

Sutuscenario 1: Master requires the
In Mastepacle if Masterlsiave Switch

.I"' Stave-Role "1'

HCI Switch Rule
[BD_ADDR. Rule =S|a\re)
HCI Command Status event

(Status, Nu m_Cmd.
Cmd_OpCode}

LMF’ switch re [}

LMP Slol clfsel
(slol_ol'i'seI. BD_ADDR}
LMP acceted 0 ode)

Sub-scenario 22 Siave |“8qUi|“9S the" Master}
I‘ Master—Ro|e ‘F Slave Switch

HCI Switch Role
(B D_ADDR. Role-=Masle r)

HCI Command Status even!
(Status, Num_Cmd_

LMP slot Lvffsel cmc|_opcode)
(sIol__of‘|'set. BD_ADDR}

LMP switch re

LMP_accepieci (opcaci e)

Masterlsiave Switch
' {common for sub-scenario 1 and 2)

TD D—SwiIch ...

FHS ED ADDR. COD. ..
'FHS—Ack" ID-Packet

Use newchannel ameters
I‘ Slave-Role ‘I if‘ Master~Ro|e ‘.n'

HCI Rule Change evenl HCI Rule Change event
[Slatus=Dx0D_ BD_ADDR. New_RoIe=S|ave) (Sl.alus=0>i0O. BD_ADDR. New_Roie=Masler]

_|__|_

Figure 4.9: Switch Rafe
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5 SCO CONNECTION ESTABLISHMENT AND

DETACHMENT

5.1 SCO CONNECTION SETUP

SCO Connection setup requires an established ACL Connection. It is the task
of the Host to create an ACL Connection first and then the SCO Link.

Note: On the slave side. an incoming connection request can be automatically

accepted by using HC|_Set_Event_Fi|ter (Fi|ter_Type, Fi|ter_Condition_Type,

Condition) with the Fi|ter_Type = 0x02 i*Connection_Setup*i. Furthermore, for

each SCO Link to a BT Device, a separate SCO Connection Handle is needed.

5.1.1 Master activates the SCO Connection setup

To set up an SCO Connection, the HCl_Add_SCO_Connection

(Connection#Hand|e, Packet_Type) command is used. The specified

Connection_Hand|e is related to the ACL Connection that must have been cre-

ated before the HCl_Add_SCO_Connection is issued.

HC:'LM—A

HCI Connection Reuest event

BD_ADDR. CoD. Lnnl<_Type=5CO
HCI Accel Conneclaon Ruest

(ED__ADDR. Role)
HCI Command Status event

(Status. Num_Cmd.
Cmd_OpCode)

HCI Connection Com Iele event HCI Connection Com - Iete event

(3tatus=0><00. SC0_ConHar~dIe. ..) (Status=0xD0, SCO_ConHand|e. ..)

Figure 5.1: SCO Connection setup (activated from master)

SCO Connection establishment and detachment 29 November 1999
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5.1.2 Slave activates the SCO Connection setup

The same command HC|_Add_SCO_Connection (Connection_Hand|e.

Packet_Type) can be used to create an SCO Link when the local BT Device is

a BT Slave. Here the specified Connection_Hand|e belongs to the established

ACL Connection between the BT Devices. Compared to 3?, the only differ-

ence is that the HCILM Slave starts the SCO Setup with LMP_sco_|ink_req
first.

HCILM-A HCILM-B
Master Slave

' JA<'3L"€on'nec1aon est-abIished_ '
HCI Add SCO Connection

[ACL_ConHanci|e'. Pacl-<eI_Tvpe}

HCI Command Status event
(Status. Nun1_CmcI.

Cmd_OpCooe)LMP soc lrnk ~n ..

HCI Connec1ion Request event
[BD_ADDR. CoD. Lini<_Type=SCO

HCI Accet Connection Roast
[BD_ADDR. Role]

HCI Command Status event

(Status. Nu m_Cmd.
Cmd_OoCo-do)

LMF’ acceted ooodej

HCI Connection Complete event HCI Connection Complete event
[ atLis=fl><00_

Figure 5.2: SCO Connection setup (activated from slave)

5.2 SCO DISCONNECTION

An established SCO Connection can be detached at any time. Since several
SCO Connections can exist between a BT Master and a BT Slave, an SCO

Disconnection only removes the SCO Link with the specified SCO Connection
Handle. The other SCO Connections will still exist.

29 November 1999 S00 Connection establishment and
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_ACL Connection established _ '
HCI Disconnect

(SCO_CcmHand|e, Reason)

HCI Command Status event

(Status. Num_Cmd.
Cmd_OpCode) LMP remove sco Ilflk re

I ClDIsoonr1I3ct1on Cornlele event
Status=0x0U. SCO_ConHancl|e. ..}

Figure 5.3: SCO Disconnection

SCO Connection establishment and detachment 29 November 1999
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6 SPECIAL MODES: SNIFF, HOLD, PARK

Entry into sniff, hold or park mode requires an established ACL Connection.

The following table summarizes the modes and the BT Role that can request,

force. activate or exit the modes.

Masterlsleve Mesterfsleve Masterfsleve

Master Mesterfslave Master

Activation Master Masterfslave Master

Release Masterfslave Automatic Masterfs lave

Table 6.1: Summary of modes (Sn.-‘ff, Hold, Park)

6.1 SNIFF MODE

Sniff Mode is used when a slave shall participate in the piconet only in a sniff

interval. For the Sniff Mode negotiation, the Host specifies the

Sniff_Max_lnterval and the Sniff_Min_|nterva| so that HCJLM will be able to

choose the one sniff interval in this range. The used command is

HC|_Sniff_Mode (Connection_Hand|e, Sniff_Max_|nterva|, Sniff_Min_Interva|,

Sniff_Attempt, Sniff_'|'Imeout).
Since Sniff Mode is a periodic mode, the command HC|_Exit_Sniff_Mode

(Connection_Handle) is needed to return to Active Mode.

29 November 1999 Special modes: sniff. hold. park
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HCILM-A HCJLM-B

.. ... ................... . .. ............................ .. ____'}
HCI Sniff Mode

{ConHandle_ Sn'rlf_Max_|nterva|. ..}
HCI Command Status event

(Status. No m_Cmd.
Crnc|_OpCode]

x_ hmasler _! Sub-scenario 1: Master forces Slave in
Sniff Mode _
LMP srnff

{lIm|ng_control_flags_ D_sniI“f. ._

I‘ B=S|ave ‘I

Sutrscenario 2: Master or Slave r B=5|ave

requests Sniff Mode Dr Master 'r’
LMP sniff re

{lIn1Ing_oontro!_flags. D_5nIl’f. .

LMP_a ocepted (opcode)

HCI Mode Chane event

(Status=0><U0. Cont-landle. Current Mode=SnIff. ..] Hcl Mode Chane ever“
(5taIus=0x00_ ConHancIIe. Current_Mode=Sni1°f. ..)

Sub-scenario 3: Exit Sniff "Mode

HCI Exit S|'||fiMDdS
{ConHand|e)

HCI Command Status event
(Status. Nurn_Cn1d.

Crnd_0pCocIe) LMP unsniff --
LMF’ acceted ooode

HCI Mode Chane event

(Sta‘lus=(}xflI'J. ConHancI|e. Current Mode=m:IJve, ..) HCI Mode Chan 3 ever“

‘ (StaI:Js=Ox00. ConHand|e. Currenl_Mode=Aetive. ..

Figure 6.1: Sm'fl' Mode

6.2 HOLD MODE

Hold Mode is useful when a BT Device doesn't want to participate in the

connection for a Hold Mode Length. Using the command HC|_Ho|d_Mode

(Connection_Hand|e, Hold_Max_Length, Ho|d_Min_Length), the Host speci-

fies the Hold_Max_Length and Ho|d_Min_Length. The HCILM will then be able

to negotiate a Hold Mode Length in this range. When the hold mode is started

Special modes: sniff, hold. park 29 November 1999 1063
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or complete, Mode Change event (Status, Connection_

Handle, Current_Mode, Interval) wiii be used to inform the Host about the
actual mode.

Note: the Hold Mode is exited when the Hold Mode Length has expired, so it is

no guarantee that the remote BT Device is immediately active.

HCILM-A HCILM-B

(Status, Nurn_Cmd_
Cn1d_OpCode}

J‘ A= Ma star ‘I

HCI Mode Chan e event

(5talus=0><'D0. ConHand|e. Currenl_Mode=Ho|d. J Hm Mode Chan 9 event
(ST.atus=0x00. ConHand|e. Current__Mode=HoJd. ..)

Hold Mode complete
HC! Ii.-‘lode Chan e event

(siaIus=0x0fl. ConHandIe. CurrenI_Mode=A::live. ..] HCI Mode Chan e event

‘ [S1atLIs=iJx0C|. ConHandfe, Currenl_Mode=AdJw-.1 ..)

Figure 6.2: Hoid Made

29 November 1999 Special modes: sniff. hold. park

AFFLT0294292



Samsung Ex. 1119 p. 1065

BLUETOOTH SPECIFICATION Version 1.0 B page 1065 of 1082

Message Sequence Charts

6.3 PARK MODE

Park Mode is used to render the slaves inactive but still synchronized to the

master using the beacon interval. In park mode, broadcast is performed.

6.3.1 Enter park mode

Using the command HCI_Park_lv1ode (Connection__Hand|e,

Beacon_Max_|nterval, Beacon_Min_|nterval) the Host specifies the

Beacon_Max_Interva| and Beacon_Min_lnterva| so that HCILM can set up a

Beacon-Interval in this range for the BT Slaves. In Park Mode, the BT Slave

gives up its AM_ADDR.

Special modes: sniff, hold. park 29 November 1999

AFFLT0294293



Samsung Ex. 1119 p. 1066

BLUETOOTH SPECIFICATION Version 1.0 8 page 1066 of1082

Message Sequence Charts
Bluetooth-

HCILM-A HCILM-B

. E’-&<.3..'.L..9i?9.ri?é§*?§%r?..¥%?=§%§ii$fiE%éi

(ConHani:I|e, BeatxJn_Max_|n1er'vai. ..
HCI Command Status evenl

(Status. Nun-1_CmcI.
Cmd_OpCode)

1' A=Master 'r Sub-scenario 1: Masier forces Slave into Park Mode
LMP |1rk

{timIng_contm|_f‘lags, D_b, ..l

I‘ A=Master ‘I Sub—$cenario 2: Master re uests Siave into Park Made
LMP fk re

LMP acceted oconle

LMP rk
(timnng_c::nlroI_fiags. D_b. ..)

+" A=5|ave ‘I Sub-scenario 3; Slave requests. to be put into Park Mode F‘ B=Masler ‘F

(timing_oontro|_1'1ags. D_b_ ..}

HCI Mode Chane evenl

LMF’ sei broadcast scan WIHCIOW
(timing_conlm|_fIags, D_b, _.)

LMP mndi beacon

(timing_conlroI_iiags. D_b.

Figure 6.3: Enter Park Mode

6.3.2 Exit Park Mode

Since Park Mode is a periodic mode, the command HC|_Exit_F’ark_Mode

(Connec1i0n_Hand|e) will be used to return to Active Mode. A parked BT Slave

can send an Access_Request_Message to request to leave the Park Mode.

It is the task of master HCILM to use LMP_unpark_PM_ADDR_req (..) or

LM P_unpark__BD_ADDR_req (..) to unpark a BT Slave.

1065 29 November 1999 Special modes: sniff. hoid. park
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(Status. Num_Crnd.
Cmd_OpCode]

Sub-scenario 1: Master unparks Slave
using BD_ADDR

LMP unark ED ADDR re lr_ to all Slaves fir(lImang_con1ro|_fiags. D_b. BD_.-OLDDR. ..]

I‘ A=Masler ‘F

I‘ only from Ihis stave ‘I

Sub—scanar':o 2: Master unparks Slave
using PM_ADDR

L|\-'lP_LInpar|<_PM_ADDR_re Ir. to all Slaves .1,
(IImIn__con1r'o|_flags. D_D. BD_ADDR. .]

1" A=MasIer ‘I

LMP amemed (°°°°d°) .f' only from Ihls slave ':

Sub-scenario 3: Slave unparks itself I‘ B=Masler ‘I

"Access R - .--

LMP unrk ED ADDRIPM ADDR__req
(liming_conlro|_flags. D_b. ..]
LMF‘ aweted ooode

HCI Mode Chane event

HCI Mode Chan e event
(Sta1us=0xU{'J. ConHancl|e. Cun'en1_Mode=AdJve. ..)

_|_

Figure 6.4: Exit Park Made

Speciai modes: sniff, hobd. park 29 November 1999
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7 BUFFER MANAGEMENT, FLOW CONTROL

The HC Data buffers are configured by the HC and managed by the Host. On

initialization, the Host will issue HCI_Read_Buffer_Size. This specifies the

maximum allowed length of HCI data packets sent from the Host to the HC.

and the maximum number of AC1. and SCO data packets that the HC can store

in its buffer. After a connection is created, HC will frequently inform the Host

about the number of sent packets using Number Of Completed Packets event

(Number_of_Hand|es, Connection_Hand|e[|1, HC_Num_Of_

Comp|eted_Packets[i]) (see §“§gu.re 1’ .1 Host-to-HC flow control).

HCILM-A

lnitialisation '
HCI Read Buffer Size

HCI Command Com Iele event
3tatus.ACLD£daPaL‘£ta:tLer'Ig1t1

HCILM-B

"'Act"a'mm.'r's¢'o 'Connec'tion'establish'ed' " ' ' ' ' " " '

Ba se band data acl-cets

HCI-ACL or HCI-SCO data ckets
HCI Number Of Corn ed Packets event

(NLsm_of_Hand|es. ConHand|e[I]_ ._)

Figure 7.1: Host to H6‘ flow contra.‘

Accordingly the HC to Host flow control can be applied in the same way so that

during initialization the Host configures the Buffer Size and later the Host Con-

troller will manage the Host Buffers.

Using HCl_Set_Host_Controller_To_Host_F|ow_Contro|

(F|ow_Control_Enab|e) the Host can decide to apply the HC to Host flow

control or not. For flow control itself HCl_Host_Buffer_Size

(H ost_ACL_Data_Packet_Length. Host_SCO_Data_Packet_Length,

Host_Tota|_Num_ACL_Data_Packets, Host_Tota|_Num_SCO_Data_Packets)

and HC|_Host_Number__Of_Comp|eted_Packets (Number_of_Hand|es,

Conne-ction_Handle[l]. Host_Num_Of_Comp|eted_Paci<ets[l]) will be used (for

details see Figures '}".2 HC to Host Flow Control).

29 November 1999 Buffer management, flow control
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HCILM-A HCILM-B

initialisation

HC1_ Set Hos! Cofilrdier To Host Fiaw Conird
[F|ow__ControI Enabie=0N}
HCI Command Com leia evenl

(Num_Crnd. Cmd _0pv0ode. Stains)

HCI_ Host BLrffer__Size
{Hosl ACL Data Packel LengIh...J

HCI Curnmand Curnlele even!

____»°ir2_L;E1ris::or§c5? c<i?2_o<=:cfio§n'_sesta_bJil=»h9_=_!_'HCIACL or Hcieoo data chats

Baseband data packels

HCI-ACI. or HCI-SCO data packet

HCI_Hnst Number DI Go hated Packeis
Num 0! Handles. Con}-Iandlefil. ..

Figure 7.2: HC to Host Flow Control

Buffer management. flow control 29 November 1999
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8 LOOPBACK MODE

Bluetooth-

8.1 LOCAL LOOPBACK MODE

The local Loopback Mode is used to Ioopback received HCI Commands. and

HCI AOL and HCI SCO packets sent from the Host.

The HC will send four Connection Complete events (one for ACL, three for

S00 Connections) so that the Host can use the Connection_l-fandles to re-

send HCI ACL and HCI SCO Packet to HC. To exit the local Loopback Mode,

HC|_Write_L0opback_Mode (Loopback_Mode=0x{)0] or HC|_Reset ( ) will be
used.

29 November 1999 Loopback Mode
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Enter Local Loopback Mode

HCl_Write_Loopback_Mode
(Loopbaclt_Mode=loca| loopback)

HCI Connection Ccmlele event

Status. ACL_Con Handle, BD_ADDR, Link_Type=ACi_. Encr_Mode)

HCI Connection Complete event
(Status. SCO_ConHendle1, ElD_ADDR, Link_Type=SCO, Enor_Mode}

HCI Connection Complete event
(Status, SCO_ConHandle2. ElD_ADDR, Linl-t_Tv$SCO. Enr:r_Mode}

HCI Connection Complete event
(Status. SCO_CorIHandle3. BD_ADDR. Link_Tvpe=SCO. Encr_l\l'|ode}

HCI Command Complete event
(Nurn_Cmd, Cmd_OpCode=HCl_Write_Loc-pbaok, Status)

Sub-scenario 1: loopback HCI-ACL and HCI-SCO packets ' '
HCI-AOL. HCI-SCO ackels ..

i‘ lcopback all received
HCJ-ACL and HCISCO

HCI-AOL, HCI-SCO packets ._ packets '3

Sub-scenario 2: Ioopback HCI Command packets

HCI-Command packets ..
E‘ Special commands like
HCl_Bufl‘er_Size ._ will not

HCI Loopbeck Command event be looped back '1
(HCl_Command__Packet)

Exit Local Loopback Mode
HCl_Write_Loopback_Mode

(Loopbacl-<_Mcde=no loopback)

HCI Disconnection Complete event
(Status-—‘0x0D, SCO_ConHand|e‘l, Reason)

HCI Disconnection Complete event
(Status=0x00. SCO_ConHand|e2. Reason)

HCI Disconnection Complete event
(Status=0x00, SCO__ConHand|e3. Reason)

HCI Disconnection Complete event
(Status=0x00. ACL_ConHandle. Reason)

HCI Command Complete event
(Num_Cmd. Cmd_0pCode=HC|_Write_Loopback_Mode. Status)

Figure 8. 1: Local Loopback Mode

Loopback Mode 29 November 1999
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8.2 REMOTE LOOPBACK MODE

The remote Loopback Mode is used to Ioopback all received Baseband AOL

and SCO Date received from a remote BT Device. During remote Loopback

Mode, ACL and SCO Connection can be created. The remote Loopback Mode

can be released with the command HC|_Write_Loopback_Mode

(Loopback_Mode=Ox0O).

HCILM-A HCILM-B

Enter Remote Loopback Mode
HCI Write Looback Mode

{Loopbat:k__Pt-'lode=r-arriota loopbatx)
HCI Command Com Iole event

{Nu m_Cmd, Cmd_OpCode.
Status]

Create ACL Connection _

Create SCO Connections
HCE-ACL. HCI-SCO ackels ..

Baseband ACL-. S00-Packets ..

Baseband ACL-. SCO-Packets ..

HCI-ACL. HC|—SCO n ckets.

' - Exit Remote Loopback Mode '

Remove SCO Connections

T
Remove-ACL Connection .

HCI_WriIe_LoopbacJ<_Mocie
(LoopDa ck_Mode =no loopback]

HCI Command Com late event
{Nu m_Cmd. Cmd_O1:-Code.

Status)

Figure 8.2.’ Remote Loopback Mode

29 November 1999 Loopback Mode
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9 LIST OF ACRONYMS AND ABBREVIATIONS

Host Controller

Host Controller Interface

Lower Address Part

Link Controller

Link Manager

Link Manager Protoool

Message Sequence Chart

Protocol Data Unit

List of Acronyms and Abbreviations 29 November 1999
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This rofile defines the generic procedures
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(idle : ode pEocedures) and link management
aspe ts of c nnecting to Bluetooth devices

(conéjlectinginode procedures). It also defines
procedures related to use of different security

levels. In addition, this profile includes com-

mon formfit requirements for parameters
gaxccessiye on the user interface level.
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F0 REWORD

Interoperability between devices from different manufacturers is provided for a

specific service and use case, if the devices conform to a Bluetooth SIG-

defined profile specification. A profile defines a selection of messages and pro-

cedures (generally termed capabilities) from the Bluetooth SIG specifications

and gives an unambiguous description of the air interface for specified

service(s) and use case(s).

All defined features are process-mandatory. This means that, if a feature is

used, it is used in a specified manner. Whether the provision of a feature is

mandatory or optional is stated separately for both sides of the Bluetooth air
interface.
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1 INTRODUCTION

1.1 SCOPE

The purpose of the Generic Access Profile is:

To introduce definitions, recommendations and common requirements related

to modes and access procedures that are to be used by transport and

application profiles.

To describe how devices are to behave in standby and connecting states in

order to guarantee that links and channels always can be established between

Bluetooth devices. and that multi-profile operation is possible. Special focus is

put on discovery, link establishment and security procedures.

To state requirements on user interface aspects. mainly coding schemes and

names of procedures and parameters, that are needed to guarantee a satisfac-

tory user experience.

1.2 SYMBOLS AND CONVENTIONS

1.2.1 Requirement status symbols

In this document (especially in the profile requirements tables), the following

symbols are used:

‘M’ for mandatory to support (used for capabilities that shall be used in the

profile);

'0' for optional to support (used for capabilities that can be used in the profile);

‘('3' for conditional support (used for capabilities that shall be used in case a cer-

tain other capability is supported);

‘X‘ for excluded (used for capabilities that may be supported by the unit but

shall never be used in the profile);

‘WA’ for not applicable (in the given context it is impossible to use this

capability).

Some excluded capabilities are capabilities that, according to the relevant

Bluetooth specification, are mandatory. These are features that may degrade

operation of devices following this profile. Therefore. these features shall never

be activated while a unit is operating as a unit within this profile.

In this specification, the word shall is used for mandatory requirements, the

word should is used to express recommendations and the word may is used for

options.
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1.2.2 Signalling diagram conventions

The following arrows are used in diagrams describing procedures

Figure 1.1: Arrows used in signalling diagrams

In the table above. the following cases are shown: PROC1 is a sub-procedure

initiated by B. PROC2 is a sub-procedure initiated by A. PROC3 is a sub-pro-

cedure where the initiating side is undefined (may be both A or B). Dashed

arrows denote optional steps. PROC4 indicates an optional sub-procedure ini-

tiated by A, and PROC5 indicates an optional sub-procedure initiated by B.

MSG‘! is a message sent from B to A. MSG2 is a message sent from A to B.

MSG3 indicates an optional message from A to B, and MSG4 indicates a con-

ditional message from B to A.

1.2.3 Notation for timers and counters

'Fmers are introduced specific to this profile. To distinguish them from timers

used in the Bluetooth protocol specifications and other profiles, these timers

are named in the following format: ‘TGAp{nnn)'.

Introduction 1 December 1999
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2 PROFILE OVERVIEW

2.1 PROFILE STACK

Object Exchange i
F’r_0_!9-_r_=_t_=_Li9_i_3_l_=-_§t__i

I Service Discovery
L____E!9£9£29L(§FlE)_____i

Logical Link Control and Adaptiation Protocol (LZCAP)

i______Er9_t999t_(I£?§t____* “COM” *..l I._...................................i

Link Manager Protocol (LMP)

Baseband [Link Controller (LC)]

Figure 2.1: Profile stack covered by this profile.

The main purpose of this profile is to describe the use of the lower layers of the

Bluetooth protocol stack (LC and LMP). To describe security related alterna-

tives, also higher layers (LZCAP, RFCOMM and OBEX) are included.

2.2 CONFIGURATIONS AND ROLES

For the descriptions in this profile of the roles that the two devices involved in a

Bluetooth communication can take. the generic notation of the A-party (the

paging device in case of link establishment, or initiatorin case of another pro-

cedure on an established link) and the B-party (paged device or acceptor) is

used. The A-party is the one that, for a given procedure, initiates the establish-

ment of the physical link or initiates a transaction on an existing link.

This profile handles the procedures between two devices related to discovery

and connecting (link and connection establishment) for the case where none of

the two devices has any link established as well as the case where (at least)

one device has a link established (possibly to a third device) before starting the

described procedure.
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Figure 2.2: This profile covers procedures initiated by one device (A) towards another device
(8) that may or may not have an existing Bluetooth link active.

The initiator and the acceptor generally operate the generic procedures

according to this profile or another profile referring to this profile. If the acceptor

operates according to several profiles simultaneously, this profile describes

generic mechanisms for how to handle this.

2.3 USER REQUIREMENTS AND SCENARIOS

The Bluetooth user should in principle be able to connect a Bluetooth device to

any other Bluetooth device. Even if the two connected devices don't share any

common application, it should be possible for the user to find this out using
basic Bluetooth capabilities. When the two devices do share the same applica-

tion but are from different manufacturers, the ability to connect them should not

be blocked just because manufacturers choose to call basic Bluetooth capabil-

ities by different names on the user interface level or implement basic proce-
dures to be executed in different orders.

2.4 PROFILE FUNDAMENTALS

This profile states the requirements on names, values and coding schemes

used for names of parameters and procedures experienced on the user inter-
face level.

This profile defines modes of operation that are not service or profile-specific,

but that are generic and can be used by profiles referring to this profile, and by

devices implementing multiple profiles.

This profile defines the genera! procedures that can be used for discovering

identities, names and basic capabilities of other Bluetooth devices that are in a

mode where they can be discoverable. Only procedures where no channel or

connection establishment is used are specified.

This profile defines the general procedure for how to create bonds (i.e. dedi-

cated exchange of link keys) between Bluetooth devices.
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This profile describes the general procedures that can be used for establishing
connections to other Bluetooth devices that are in mode that allows them to

accept connections and service requests.

2.5 CONFORMANCE

Bluetooth devices that do not conform to any other Bluetooth profile shall con-

form to this profile to ensure basic interoperability and co-existence.

Bluetooth devices that conform to another Bluetooth profile may use adapta-

tions of the generic procedures as specified by that other profile. They shall,

however, be compatible with devices compliant to this profile at least on the

level of the supported generic procedures.

If conformance to this profile is claimed, all capabilities indicated mandatory for

this profile shall be supported in the specified manner (process-mandatory).

This also applies for all optional and conditional capabilities for which support is

indicated. All mandatory capabilities, and optional and conditional capabilities

for which support is indicated, are subject to verification as part of the Blue-

tooth certification program.
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3 USER INTERFACE ASPECTS

3.1 THE USER INTERFACE LEVEL

In the context of this specification, the user interface level refers to places

(such as displays. dialog boxes. manuals. packaging, advertising, etc.) where

users of Bluetooth devices encounters names. values and numerical represen-

tation of Bluetooth terminology and parameters.

This profile specifies the generic terms that should be used on the user inter-

face level. These terms should be translated into languages supported by the

Bluetooth device according to tables provided by the Bluetooth SIG.

3.2 REPRESENTATION OF BLUETOOTH PARAMETERS

3.2.1 Bluetooth device address (BD_ADDR)

3. 2. 1. 1 Definition

BD_ADDR is the unique address of a Bluetooth device as defined in it}. it is

received from a remote device during the device discovery procedure.

3. 2. 1.2 Term on user interface level

When the Bluetooth address is referred to on Ul level, the term ‘Bluetooth
Device Address’ should be used.

3. 2. 1.3 Representation

On BB level the BD_ADDR is represented as 48 bits 3}}.

On the UI level the Bluetooth address shall be represented as 12 hexadecimal

characters, possibly divided into sub-parts separated by’:’.

(E.g.. '0UOC3E3A4B69‘ or '00:0C:3E:3A:4B:69‘.) At Ul level. any number shall

have the M88 -> LSB (from left to right) 'natura|‘ ordering (e.g., the number '16’

shall be shown as '0x10'}.

3.2.2 Bluetooth device name (the user-friendly name)

3. 2.2. 1 Definition

The Bluetooth device name is the user-friendiy name that a Bluetooth device

presents itself with. It is a character string returned in Llv1P_name_res as

response to a LMP_name_req.
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3.2.2.2 Term on user interface fevei

When the Bluetooth device name is referred to on Ul level, the term ‘Bluetooth
Device Name’ should be used.

;3.2.2.;3 Representation

The Bluetooth device name can be up to 248 bytes maximum according to

It shall be coded according to Unicode UTF-8 (i.e. name entered on Ul level

may be down to 82 characters if UCS-2 is used).

A device can not expect that a general remote device is able to handle more
than the first 40 characters of the Bluetooth device name. If a remote device

has limited display capabilities, it may use only the first 20 characters.

3.2.3 Bluetooth passkey (Bluetooth PIN)

g. 2. 3. 1 Definition

The Bluetooth PIN is used to authenticate two Bluetooth devices (that have not

previously exchanged link keys) to each other and create a trusted relationship

between them. The PIN is used in the pairing procedure (see 1":3e{;tiort 19.2) to

generate the initial link key that is used for further authentication.

The PIN may be entered on UI level but may also be stored in the device; e.g.

in the case of a device without sufficient MMI for entering and displaying digits.

3.2.3.2 Terms at user interface ievei

When the Bluetooth PIN is referred to on Ul level, the term ‘Bluetooth Passkey‘
should be used.

;3.2.,3.;3 Regresentafion

The Bluetooth PIN has different representations on different level. PINBB is

used on baseband level, and PINU, is used on user interface level.

PINBB is the PIN used by for calculating the initialization key during the pair-

ing procedure. PINU. is the character representation of the PIN that is entered

on Ul level. The transformation between PINBB and PIN U. shall be according to
Unicode UTF-8.

According to {T}. PINBB can be 128 bits (16 bytes). When PIN is entered on UI

level (PINUI), it is to be coded into PINBB according to Unicode UTF~8 (i.e. if a
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device supports entry of characters outside the Unicode range 0x00 - 0x7F, the

maximum number of characters in the PINUI may be less than 16).

Examples:

Usefientered code Corresponding PlNB5[D..!ength-1] . I
(value as a sequence of octets in hexadecimal notation)

‘0123’ length = 4. value = 0x30 0x31 0x32 0x33

‘Ar|ich‘ length = 7. value = 0xC:3 0x84 0x72 0x6C 0x69 0x63 0x68

All Bluetooth devices that support the bonding procedure and support PIN

handling on U] tevel shall support Ul level handling of PINS consisting of deci-

mal digits. In addition, devices may support Ul level handling of PlNs consisting

of general characters.

lfa device has a fixed PIN (i.e. PIN is stored in the device and cannot be

entered on Ul level during pairing), the PIN shall be defined using decimal dig-

its. A device that is expected to pair with a remote device that has restricted Ul

capabilities should ensure that the PIN can be entered on UI level as decimal

digits.

3.2.4 Class of Device

3.2.4. 1 Definition

Class of device is a parameter received during the device discovery procedure,

indicating the type of device and which types of service that are supported.

3.2.4.2 Term on user interface level

The information within the Class of Device parameter should be referred to as

’B|uetooth Device Class‘ (i.e. the major and minor device class fields) and

‘Bluetooth Service Type’ (i.e. the service class field). The terms for the defined

Bluetooth Device Types and Bluetooth Service Types are defined in fit}.

When using a mix of information found in the Bluetooth Device Class and the

Bluetooth Service Type, the term ‘Bluetooth Device Type’ should be used.

3. 2. 4. 3 Representation

The Class of device is a bit field and is defined in {H}. The Ul-level representa-

tion of the information in the Class of device is implementation specific.

User interface aspects 1 December 1999
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3.3 PAIRING

Two procedures are defined that make use of the pairing procedure defined on

LMP level (LMP-pairing, see Se-ct‘scn ”i{7.:??). Either the user initiates the bonding

procedure and enters the passkey with the explicit purpose of creating a bond

(and maybe also a secure relationship) between two Bluetooth devices, or the

user is requested to enter the passkey during the establishment procedure

since the devices did not share a common link key beforehand. In the first

case, the user is said to perform ‘bonding (with entering of passkey)‘ and in the

second case the user is said to ‘authenticate using the passkey‘.
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4 MODES

Procedure

Discoverability modes

Non-discoverable mode

Limited discoverable mode

General discoverable mode

Connectability modes

Non-connectable mode

Connectabie mode

Pairing modes

Non-pairable mode

Pairable mode 1
C1: If limited discoverable mode is supported. non-discoverable mode is mandatory,
otherwise optional.

C2: A Bluetooth device shall support at least one discoverable mode (limited orland
general).

C3: If the bonding procedure is supported. support for pairable mode is mandatory.
otherwise optional.

Table 4.1: Conformance requirements related to modes defined in this section

4.1 DISCOVERABILITY MODES

With respect to inquiry, a Bluetooth device shall be either in non-discoverable

mode or in a discoverable mode. (The device shall be in one. and only one,

discoverability mode at a time.) The two discoverable modes defined here are

called limited discoverable mode and general discoverable mode. Inquiry is

defined in 11;.

When a Bluetooth device is in non-discoverable mode it does not respond to

inquiry.

A Bluetooth device is said to be made discoverable, or set into a discoverable

mode, when it is in limited discoverable mode or in general discoverable mode.

Even when a Bluetooth device is made discoverable it may be unable to

respond to inquiry due to other baseband activity it}. A Bluetooth device that

does not respond to inquiry for any of these two reasons is called a silent
device.
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4.1.1 Non-discoverable mode

4.1.1.1 Definition

When a Bluetooth device is in non-discoverable mode, it shall never enter the

INQU|RY_RESPONSE state.

4.1.1.2 Term on Ui«ievei

Bluetooth device is ‘non-discoverable‘ or in ‘non-discoverable mode’.

4.1.2 Limited discoverable mode

4.1.2.1 Definition

The limited discoverable mode should be used by devices that need to be

discoverable only for a limited period of time, during temporary conditions or for

a specific event. The purpose is to respond to a device that makes a limited

inquiry (inquiry using the LIAC).

A Bluetooth device should not be in limited discoverable mode for more than

TGAp(104). The scanning for the limited inquiry access code can be done

either in parallel or in sequence with the scanning of the general inquiry access

code. When in limited discoverable mode. one of the following options shall be
used.

4.1.2.1.1 Parallel scanning

When a Bluetooth device is in limited discoverable mode. it shall enter the

lNQUlRY_SCAN state at least once in TGAp(102) and scan for the GIAC and

the LIAC for at least TGAp(101).

4.1.2.1.2 Sequential scanning

When a Bluetooth device is in limited discoverable mode, it shall enter the

lNQU|RY_SCAN state at feast once in TGAp(102) and scan for the GIAC for at

least TGAp(101} and enter the iNQUiRY_SCAN state more often than once in

TGAp(102) and scan for the LIAC for at least TGAp(101).

If an inquiry message is received when in limited discoverable mode, the entry

into the lNQUlRY_RESPONSE state takes precedence over the next entries

into lNQU|RY_SCAN state until the inquiry response is completed.
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4. 1.2. 2 Conditions

When a device is in limited discoverable mode it shall set bit no 13 in the Major

Service Class part of the Class of Deviceiservice field {'1 3}.

4.1.2. Term on i-level

Bluetooth device is ’discoverabie' or in ‘discoverable mode’.

4.1.3 General discoverable mode

4. 1.3. 1 Definition

The general discoverable mod-<3 shall be used by devices that need to be

discoverable continuously or for no specific condition. The purpose is to

respond to a device that makes a general inquiry (inquiry using the GIAC).

4. 1.3. 2 Conditions

When a Bluetooth device is in general discoverable mode, it shall enter the

lNQUlRY_SCAN state more often than once in TGAp(102) and scan for the

GIAC for at least TGAp(101).

A device in general discoverable mode shall not respond to a LIAC inquiry.

4.1. . Term on i-ievei

Bluetooth device is ‘discoverable’ or in ‘discoverable mode’.

4.2 CONNECTABILITY MODES

With respect to paging, a Bluetooth device shall be either in non-connectable

mode or in connectable mode. Paging is defined in {'1}.

When a Bluetooth device is in non-connectable mode it does not respond to

paging. When a Bluetooth device is in connectable mode it responds to paging.

4.2.1 Non-connectable mode

4.2.1. 1 Definition

When a Bluetooth device is in non-connectable mode it shall never enter the

PAGE_SCAN state.

1 December 1999

AFFLT0294341



Samsung Ex. 1119 p. 1114

BLUETOOTH SPECIFICATION Version 1.0 8 page 32 of 440

Bluetooth-
Generic Access Profile

4.2.1.2 Term on Ui-ievei

Bluetooth device is ‘non-connectable’ or in ’non-connectable mode‘.

4.2.2 Connectable mode

4.2. 2.1 Definition

When a Bluetooth device is in connectable mode it shall periodically enter the

PAGE_SCAN state.

4.2.2.2 Term on Ui-ievei

Bluetooth device is ‘connectabie' or in 'connectab|e mode‘.

4.3 PAIRING MODES

With respect to pairing, a Bluetooth device shall be either in non-pairable mode

or in pairable mode. In pairabie mode the Bluetooth device accepts paring —

i.e. creation of bonds — initiated by the remote device, and in non-pairable

mode it does not. Pairing is defined in [ ii and

4.3.1 Non-pairable mode

4.3.1.1 Definition

When a Bluetooth device is in non-pairable mode it shall respond to a received

LM P_in_rand with LM P_not_accepted with the reason pairing not aiiowed.

4.3.1.2 Term on U!-ievei

Bluetooth device is ‘non-bondab|e' or in ‘non-bendable mode’ or “does not

accept bonding".

4.3.2 Pairable mode

4.3.2.1 Definition

When a Bluetooth device is in pairable mode it shall respond to a received

LMP_in_rand with LMP_accepted (or with LMP_in_rand if it has a fixed PIN).

4.3.2.2 Term on Ui-ievei

Bluetooth device is ‘bondab|e' or in ‘bendable mode‘ or “accepts bonding".
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5 SECURITY ASPECTS

Authentication

Security modes

Security mode 1

Security mode 2

Security mode 3

C1: If security mode 1 is the only security mode that is supported, support for authentication
is optionai. otherwise mandatory. (Note: support for LMP-authentication and LMP-pairing is
mandatory according {2} independent of which security mode that is used.)

C2: If security mode 1 is not the only security mode that is supported. then support for at
least one of security mode 2 or security mode 3 is mandatory.

Tabie 5.1: Conformance requirements related to the generic authentication procedure and the
security modes defined in this section

5.1 AUTHENTICATION

5.1.1 Purpose

The generic authentication procedure describes how the LMP-authentication

and LMP-pairing procedures are used when authentication is initiated by one

Bluetooth device towards another, depending on if a link key exists or not and if

pairing is allowed or not.

5.1.2 Term on Ul level

'B|uetooth authentication’.
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5.1.3 Procedure

Authentication
start

_ - iinis yesauthenticated
already?

FID-

Y.

Lfail

-l tn1p_authentication
ok-

WS
.. _. I

fail l l- lrnp__pairing

Gk ..

- i
authentication -

failed authentication ck :I

Figure 5.1: Definition of the generic authentication procedure.

5.1.4 Conditions

The device that initiates authentication has to be in security mode 2 or in

security mode 3.

5.2 SECURITY MODES

The following flow chart describes where in the channel establishment proce-

dures initiation of authentication takes place, depending on which security
mode the Bluetooth device is in.
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Figure 5. 2: iiiustration of channei establishment using different security modes.
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When authentication is initiated towards a Bluetooth device, it shall act accord-

ing to {2} and the current pairing mode, independent of which security mode it
is in.

Generic Access Profile

5.2.1 Security mode 1 (non-secure)

When a Bluetooth device is in security mode 1 it shall never initiate any secu-

rity procedure (i.e., it shall never send LMP_au_rand, LMP_in_rand or

LM P_encryption_mode_req).

5.2.2 Security mode 2 (service level enforced security)

When a Bluetooth device is in security mode 2 it shall not initiate any security

procedure before a channel establishment request (L2CAP_ConnectReq) has

been received or a channel establishment procedure has been initiated by

itself. (The behavior of a device in security mode 2 is further described in §_'§{,*}.)

Whether a security procedure is initiated or not depends on the security

requirements of the requested channel or service.

A Bluetooth device in security mode 2 should classify the security requirements

of its services using at least the following attributes:

- Authorization required;

- Authentication required;

- Encryption required.

Note.‘ Security mode ‘i can be considered (at least from a remote device point

of view) as a special case of security mode 2 where no service has registered

any security requirements.

5.2.3 Security modes 3 (link level enforced security)

When a Bluetooth device is in security mode 3 it shall initiate security proce-

dures before it sends LMP_|ink_setup_comp|ete. (The behavior of a device in

security mode 3 is as described in E23.)

A Bluetooth device in security mode 3 may reject the host connection request

(respond with LMP_not_accepted to the LMF’_host_connection_req) based on

settings in the host (e.g. only communication with pre-paired devices allowed).
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6 IDLE MODE PROCEDURES

The inquiry and discovery procedures described here are applicable only to the

device that initiates them (A). The requirements on the behavior of B is accord-

ing to the modes specified in Sectiori 4 and to {:2}.

General inquiry

Limited inquiry

Name discovery

Device discovery

Bonding

C1: If initiation of bonding is supported. support for at least one inquiry procedure is manda-
tory, otherwlse optional.

(Note: support for LMP-pairing is mandatory {2}}

6.1 GENERAL INQUIRY

6.1.1 Purpose

The purpose of the general inquiry procedure is to provide the initiator with the

Bluetooth device address, clock, Class of Device and used page scan mode of

general discoverable devices (i.e. devices that are in range with regard to the

initiator and are set to scan for inquiry messages with the General Inquiry

Access Code). Also devices in limited discoverable mode will be discovered

using general inquiry.

The general inquiry should be used by devices that need to discover devices

that are made discoverable continuously or for no specific condition.

6.1.2 Term on UI level

‘Bluetooth Device Inquiry‘.
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6.1.3 Description

list of
Bluetooth

Device
Addresses

Figure 6. ‘i: Generai inquiry ,i-snare B is a device in non-discoverabie mode, 8' is a device in
iimited discoverabie mode and B" is a device in generai discoverable mode. (Note that aii
discoverabie devices are discovered using general inquiry, independent of which discoverabie
mode they are in.)

6.1.4 Conditions

When general inquiry is initiated by a Bluetooth device, it shall be in the

INQUIRY state for at least TGAp(100) and perform inquiry using the GIAC.

In order to receive inquiry response, the remote devices in range have to be

made discoverable (limited or general).

6.2 LIMITED INQUIRY

6.2.1 Purpose

The purpose of the limited inquiry procedure is to provide the initiator with the

Bluetooth device address. clock, Ctass of Device and used page scan mode of

limited discoverable devices. The latter devices are devices that are in range

with regard to the initiator, and may be set to scan for inquiry messages with

the Limited Inquiry Access Code, in addition to scanning for inquiry messages

with the General Inquiry Access Code.

The limited inquiry should be used by devices that need to discover devices

that are made discoverable only for a limited period of time, during temporary

conditions or for a specific event. Since it is not guaranteed that the
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