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4 ERROR RECOVERY

If the Host or the Host Controller lose synchronization in the communication
over RS232, then a reset is needed. A loss of synchronization means that an
incorrect HCI packet indicator has been detected, or that the length field in an
HCI packet is out of range.

If the UART synchronization is lost in the communication from Host to Host
Controller, then the Host Controller shall send a Hardware Error Event to tell
the Host about the synchronization error. The Host Controller will then expect
to receive an HCI_Reset command from the Host in order to perform a reset.
The Host Controller will also use the HCl_Reset command in the byte stream
from Host to Host Controller to re-synchronize.

If the UART synchronization is lost in the communication from Host Controller
to Host, then the Host shall send the HCI_Reset command in order to reset the
Host Controller. The Host shall then re-synchronize by looking for the HCI
Command Complete event for the HCI_Reset command in the byte stream
from Host Controller to Host.

See “Host Coniroller Interface Functional Specification” on page 517 for HCI
commands and HCI events.
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1 GENERAL DESCRIPTION

The test mode supports testing of the Bluetooth transmitter and receiver. It is
intended mainly for certification/compliance testing of the radio and baseband
layer, and may also be used for regulatory approval or in-production and after-
sales testing.

A device in test mode must not support normal operation. For security reasons

the test mode is designed such that it offers no benefit to the user. Therefore,
no data output or acceptance on a HW or SW interface is allowed.

1.1 TEST SETUP

The setup consists of a device under test (DUT) and a tester. Optionally, addi-
tional measurement equipment may be used.

Control commands
Test data :
Tt | | Device under

Test

| Additional | A T

| Measurement | I o ‘
| Equipment |__, Local activation/enabling
| (optional) jl_

Figure 1.1: Setup for Test Mode

Tester and DUT form a piconet where the tester acts as master and has full
control over the test procedure. The DUT acts as slave.

The control is done via the air interface using LMP commands (see Section 3
on page 817 and “Link Manager Protocol” on page 185). Hardware interfaces
to the DUT may exist, but are not subject to standardization.

The test mode is a special state of the Bluetooth model. For security and type
approval reasons, a device in test mode may not support normal operation.
When the DUT leaves the test mode it enters the standby state. After power-off
the Bluetooth device must return to standby state.
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1.2 ACTIVATION

The activation may be carried out locally (via a HW or SW interface), or using
the air interface.

» For activation over the air interface, entering the test mode must be locally
enabled for security and type approval reasons. The implementation of this
local enabling is not subject to standardization.

The tester sends an LMP command that forces the DUT to enter test mode.
The DUT terminates all normal operation before entering the test mode.

The DUT shall return an LMP_Accepted on reception of an activation com-
mand. LMP_Not_Accepted shall be returned if the DUT is not locally
enabled.

« If the activation is performed locally using a HW or SW interface, the DUT
terminates all normal operation before entering the test mode.

Until a connection to the tester exists, the device shall perform page scan
and inquiry scan. Extended scan activity is recommended.

1.3 CONTROL

Control and configuration is performed using special LMP commands (see
Section 3 on page 817). These commands must be rejected if the Bluetooth
device is not in test mode. In this case, an LMP_not_accepted is returned. The
DUT shall return an LMP_accepted on reception of a control command when in
test mode.

A Bluetooth device in test mode must ignore all LMP commands not related to
control of the test mode. LMP commands dealing with power control and the
request for LMP features (LMP_features_req) are allowed in test mode; the
normal procedures are also used to test the adaptive power control.

The DUT can be commanded to leave the test mode by an LMP_Detach com-
mand or by sending an LMP_test_control command with test scenario set to
‘exit test mode’.
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2 TEST SCENARIOS

2.1 TRANSMITTER TEST

The Bluetooth device transmits a constant bit pattern. This pattern is transmit-
ted periodically with packets aligned to the slave TX timing of the piconet
formed by tester and DUT. The same test packet is repeated for each transmis-
sion.

The transmitter test is started when the master sends the first POLL packet. In
non-hopping mode agreed frequency is used for this POLL packet.

The tester transmits at his TX slots (control commands or POLL packets). The
slave starts burst transmission in the following slave TX slot. The master’s poll-
ing interval is fixed and defined beforehand. The device under test may trans-
mit its burst according to the normal timing even if no packet from the tester
was received.

The burst length may exceed the length of a one slot packet. In this case the
tester may take the next free master TX slot for polling. The timing is illustrated
in Figure 2.1.

Burst Length Burst Length
POLL g— B POLL +—  »
l_| Test Packet H Test Packet e
] ! [
1 1 | time >
Master TX 1 Slave TX Master TX 1 Slave TX Master TX 1 Slave TX

Figure 2.1: Timing for Transmitter Test

2.1.1 Packet Format

The test packet is a normal Bluetooth packet, see Figursg 2.2. For the payload
itself see below.
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ACL Packet
(with CRC)

AUX1 Packet

SCO Packet

Figure 2.2: General Format of TX Packet

During configuration the tester defines:
+ the packet type to be used
+ payload length

For the payload length, the restrictions from the baseband specification apply
(see “Baseband Spacification” on page 33.). In case of ACL packets the pay-
load structure defined in the baseband specification is preserved as well, see
Figure 2.2.

For the transmitter test mode, only packets without FEC should be used; i.e.
HV3, DH1, DH3, DH5and AUX1packets. Support of packet type is only manda-
tory up to the longest implemented packet type.

In transmitter test mode, the packets exchanged between tester and DUT are
not scrambled with the whitening sequence. Whitening is turned off when the
DUT has accepted to enter the transmitter test mode, and is turned on when

the DUT has accepted to exit the transmitter test mode, see Figura 2.3.1

1. Note: Implementations must ensure that retransmissions of the LMP_Accepted messages
use the same whitening status.
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TESTER DUT

L_M_I_'-_"____tegtﬁgontrql
{Enter Transmitter Test

LMP_accepted Whitening on

5

LMP_test_control
(Exit Transmitter Test Whitening off

LMP_accepted

Whitening on

Figure 2.3: Use of whitening in Transmitter mode

2.1.2 Pseudorandom Sequence

In case of pseudorandom bit sequence, the same sequence of bits is used for
each transmission (i.e. the packet is repeated, see above). A PRBS-9

Sequence2 is used, see {2} and [3].

The properties of this sequence are as follows (see {3}). The sequence may be
generated in a nine-stage shift register whose 5th and 9th stage outputs are
added in a modulo-two addition stage (see Figure 2.4), and the result is fed
back to the input of the first stage. The sequence begins with the first ONE of 9
consecutive ONEs; i.e. the shift register is initialized with nine ones.

« Number of shift register stages: 9

« Length of pseudo-random sequence: 2%-1 = 511 bits

+ Longest sequence of zeros: 8 (non-inverted signal)
| UT-

Figure 2.4: Linear Feedback Shift Register for Generation of the PRBS sequence

2. Some uncertainties about Japanese regulatory requirements have been reported. If neces-
sary for regulatory type approval in Japan, some features might be added; e.g. a longer PN
sequence.
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2.1.3 Reduced Hopping Sequence

To support quick testing of the radio over the complete frequency range, a
reduced hopping mode is defined. Implementation of this mode is optional for
Bluetooth devices and modules.

Reduced hopping uses only five frequencies, on which a sequential hopping is
done (channels 0, 23, 46, 69 and 93 are used3), see Figure 2.8,

Channel » 0 »23 —»46 —» 69 —» 93

ClK,,,mod5= 0 1 2 3 4

Figure 2.5: Reduced hopping scheme

The timing is based on the Bluetooth clock of the tester. The value of CLK,7_4
(i.e. not using CLKj, representing half slots) modulo 5 is used to determine the
transmit frequency.

2.1.4 Control of Transmit Parameters

The following parameters can be set to configure the transmitter test:

1. Bit pattern:
« Constant zero
e Constant one

« Alternating 1010...4

¢ Alternating 1111 0000 1111 0000...4
¢ Pseudorandom bit pattern
e Transmission off

2. Frequency selection:
» Single frequency
« Hopping Europe/USA
* Hopping Japan
* Hopping France
¢ Hopping Spain
« Reduced Hopping (implementation in Bluetooth devices and modules is
optional)

3. TX frequency
e k= f:=(2402 + k) MHz

3. The range is chosen to test the whole frequency range, which covers the normal 79
channels, as well as Spanish, French and Japanese hopping schemes. The frequency
assignment rule is the same as for the fixed TX frequency: f = (2402 + k) MHz.

4. Itis recommended that the sequence starts with a one; but, as this is irrelevant for measure-
ments, it is also allowed to start with a zero.
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4. Default poll period in TDD frames (n * 1.25 ms)

5. Packet Type

6. Length of Test Sequence (user data of packet definition in Easeband Speaci-
fication” on page 33.)

2.1.5 Power Control

If adaptive power control is tested, the normal LMP commands will be used.
The DUT starts to transmit at the maximum power and reduces/increases its
power by one step on every command received.

2.1.6 Switch between different Frequency Settings

A change in the frequency selection becomes effective when the LMP proce-
dure is completed:

The tester switches to a new frequency or hopping pattern after the
LMP_Accepted message has been received.

The DUT switches after the LMP_accepted message has been sent.

Note: Loss of the LMP_Accepted packet will eventually lead to a loss of
frequency synchronization that cannot be recovered. Similar problems occur in
normal operation, when the hopping pattern changes.

2.2 LOOPBACK TEST

The device under test receives normal baseband packets. The received pack-
ets are decoded in the DUT, and the payload is sent back using the same

packet type. The return packet is sent back in either the TX slot directly follow-
ing the transmission of the tester, or it is delayed and sent back in the slot after
the next transmission of the tester (see Figure 2.7 to Figure 2.8 on page 8198).

Alternatively, it is possible to implement a delayed loopback instead. Then the
return packet is delayed to the following TX slot. There is no signalling to deter-
mine or control the mode. The device behavior must be fixed or adjusted by
other means, but must not change randomly.

The tester can select, whether whitening is on or off. This setting holds for both
up- and downlink. For switching the whitening status, the same rules as in Sa¢-
tiorn 2.1 on page 808 (Figure 2.3) apply.

The following rules apply (for illustration see Figura 2.8 on page 814):

+ Clearly, if the synch word was not detected, there will be no reply.

+ If the header error check (HEC) fails, the DUT replies with a NULL packet
with the ARQN bit set to NAK. It is not mandatory to return a NULL packet in
this case; the DUT may send nothing.
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+ If the packet contains an LMP message relating to the control of the test
mode this command is executed and the packet is not returned, though ACK
or NAK is still returned as usual procedure. Other LMP commands are
ignored and no packet is returned.

» The payload FEC is decoded and the payload is coded again for transmis-
sion. This allows testing of the FEC handling. If the pure bit error rate shall
be determined the tester chooses a packet type without FEC.

* The CRC is evaluated. In case of a failure, the payload is returned with
ARQN = NAK. The CRC for the return packet is calculated for the returned
payload.

« If the CRC fails the number of bytes as indicated in the (possibly erroneous)
payload header shall be looped back.
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Receive Path: lSynch found
Decode Header
fail
Packet type : Build NULL
without FEC + ARQN = NAK
]
' Payload:
' decode FEC
1

Packet type
without CRC

Transmit Path:
Packet typ
without FE

Packet typ
without CR

ol

OCD

| ARQN = ACK |

| ARQN = NAK |

|
LMP message
L CH
other l

Take payload Execute LMP
as decoded Command
Code FEC
----- P>

Build Packet
(incl. ARQN)

Figure 2.6: DUT Packet Handling in Loop Back Test
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The timing for normal and delayed loopback is illustrated in Figure 2.7 to Figure
2.8

Payiosd Payload " Payload
ARGN 4 ‘ | ARaN ¢ y | “ARGN ‘
RX Packet TX Packet RX Packet TX Packet RX Packet TX Packet
Master TX ¢ Slave TX Master TX ¢ Slave TX Master TX ¢ Slave TX time
>
Figure 2.7: Payload & ARQN handling in normal loopback.
_-Pa\,;d. . -.Payl_oad B« -Paﬂ;d
[/ ARQN ARON 4§ ARON ¢ §
RX Packet] E-‘ RX Packet| TX Packet RX Packet TX Packet
Master TX :Siave X Master TX 3 Slave TX Master TX y Slave TX time
=L S
Figure 2.8: Payload & ARQN handling in delayed loopback - start.
F’ay_!o_a;:l- =gl _P_aylca; - < -_P_etyloa;-
ARON q ¢ / ARON ¢ § ARON ¢ §
RX Packet TX Packet| RX Packet TX Packet lgl TX Packet
Master TX 3 Slave TX Master TX y Slave TX IMasler TX g SlaveTX oo
B

Figure 2.9: Payload & ARQN handling in delayed loopback - end.

The whitening is performed in the same way as it is used in normal active
mode.

The following parameters can be set to configure the loop back test:

1. Packet Class®
+ ACL Packets
¢ SCO Packets
¢ ACL Packets without whitening
e SCO Packets without whitening

5. This is included because, in the future, the packet type numbering may not remain
unambiguous.
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2. Frequency Selection
 Single frequency (independent for RX and TX)
¢ Hopping Europe/USA
e Hopping Japan
¢ Hopping France
¢ Hopping Spain
e Hopping reduced (optional)

Hopping reduced uses only five frequencies on which a sequential hopping is
done on (channel: 0, 23, 46, 69 and 93 is used).

3. Power level: (To be used according radio specification requirements)
e power control or fixed TX power

The switch of the frequency setting is done exactly as for the transmitter test
(see Section 2.1.6 on page 812).
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3 OUTLINE OF PROPOSED LMP MESSAGES

“

Tabie 3.1 lists all LMP messages used for test mode (see Link Manager Proto-
col, Section § on page 237).

PDU Possible Position
by b number | Direction Sonient in Payload
LMP_test activate 56 m-—s
LMP_test control 57 m-—s test scenario 2
hopping mode 3
TX frequency 4
RX frequency 5
power control mode 6
poll period 7
packet type 8
length of test data 9-10

LMP_detach 7 m-—s

LMP_accepted 3 mes

LMP_not_accepted 4 mes

Table 3.1: LMP messages used for Test Mode

Length
(bytes)

Test scenario 1 u_int8 0 Pause (TX off)

1 Transmitter test — O pattern

2 Transmitter test — 1 pattern

3 Transmitter test — 1010 pattern

4 Pseudorandom bit sequence

5 Closed Loop Back — ACL packets
6 Closed Loop Back — SCO packets
7 ACL Packets without whitening

8 SCO Packets without whitening

9 Transmitter test — 1111 0000 pattern
10-254 reserved

255 Exit Test Mode

Name Type Unit Detailed

Hopping mode 1 u_int8 0 RX/TX on single frequency
1 Hopping Europe/USA

2 Hopping Japan

3 Hopping France

4 Hopping Spain

5 Reduced Hopping (optional)
6-255 reserved

TX frequency (for DUT) | 1 u_int8 f=[2402 + k] MHz

Table 3.2: Parameters used in LMP_Test_Control PDU
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Length
Name (bytes) Type Unit Detailed
RX frequency (for DUT) u_int8 f=[2402 + k] MHz
Power control mode u_int8 0 fixed TX output power
1 adaptive power control
Poll period u_int8 | 1.25
ms
Packet type u_int8 numbering as in packet header,
see Basshand Specification
length of test sequence u_int16 | 1 byte | unsigned binary number
(=length of user data in
tasehand Specifiva-

Table 3.2: Parameters used in LMP_Test_Control PDU

The control PDU is used for both transmitter and loop back tests. The following

restrictions apply for the parameter settings:

Restrictions

Restrictions

Length of test sequence

depends on packet type:
DH1: < 28 byte

DH3: < 181 byte

DH5: < 339 byte

AUX1: <29 Byte

HV3: = 30 byte

ERldnalas Transmitter Test Loopback Test

TX frequency 0<k<93 0<k<93

RX frequency same as TX frequency 0<k<93

Poll period not applicable (set to 0)

not applicable (set to 0)

Table 3.3: Restrictions for Parameters used in LMP_Test_Control PDU

818
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1 SCOPE

The Bluetooth Promoters and the Bluetooth Adopters have signed the Promot-
ers’ Agreement and the Adopters’ Agreement respectively. These agreements
grant Promoters and Adopters a Bluetooth license for “products which comply
with the Specification”.

This document specifies the requirements which must be met by a Promoter or
Adopter to demonstrate that a particular product does “comply with the Specifi-
cation”, thereby qualifying that particular product to be subject to the rights
extended by the Promoters’ and Adopters' Agreements respectively.

The Bluetooth Qualification Program is the process by which a Promoter or an
Adopter demonstrates that a particular product meets the requirements speci-
fied herein. This document provides an overview of the requirements and the
Bluetooth Qualification Program. Further details are available through the
Bluetooth Web site.

Regulatory requirements and governmental type approval requirements are
outside the scope of this document.
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2 TERMS USED

Bluetooth Trademark — As defined in the Promoters’ Agreement and the
Adopters’ Agreement.

Bluetooth Brand — Covers all the brand elements specified in the “The Blue-
tooth Brand Book”. Equal to the Bluetooth Trademark.

Bluetooth Logo or Logo — the brand element referred to as the ‘figure mark’ in
the ‘The Bluetooth Brand Book'.

Bluetooth License — all the rights, defined in the Promoters’ and Adopters’
Agreements respectively, that are granted by compliance with the specification,
i.e. the Bluetooth Patent License and the Bluetooth Brand License.

Bluetooth Patent License — the applicable parts of the Bluetooth license con-
sisting of patent rights or parts thereof as defined in the Promoters’ and
Adopters’ Agreements respectively.

Bluetooth Brand License —the applicable parts of the Bluetooth license con-
sisting of trademark rights as defined in the Promoters’ and Adopters’ Agree-
ments respectively.

Protocol specification — defines the communication between two peer devices
at a certain layer.

Profile specification — defines the usage of (parts of) the protocol stack for a
certain Bluetooth usage model.

Bluetooth qualification process — the rules and procedures by which the manu-
facturer demonstrates compliance to the Bluetooth specification.

Bluetooth qualification program — the implementation of the Bluetooth qualifica-
tion process.

Bluetooth Qualification Review Board (BQRB)- responsible for managing,
reviewing and improving the Bluetooth qualification program. The original
Bluetooth SIG companies will appoint BQRB initial members.

Bluetooth Qualification Test Facility (BQTF)— a test facility that is officially
authorized by BQRB to test Bluetooth products.

Bluetooth Qualification Body (BQB)— a specific person authorized by the
BQRB to be responsible for checking declarations and documents against
requirements, reviewing product test reports, and listing products on the official
database of Bluetooth qualified products.

Bluetooth Qualification Administrator (BQA)— a person responsible for admin-
istering the Bluetooth Qualification Program on behalf of BQRB.
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Implementation Conformance Statement (ICS)— a document that the manufac-
turer attaches to the product when submitting it for qualification. It specifies all
the implemented Bluetooth capabilities in detail.

Bluetooth Compliance Requirements

Bluetooth Fellow Adopter — equal to Bluetooth Promoters + Bluetooth Adopt-
ers.
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3 LEGAL ASPECTS

Rules and guidelines on how to use the Bluetooth Brand elements are stated in
the document “The Blustooth Brand Book” which is available on the Bluetooth
Web site.

The Bluetooth Specification has been created, according to our best knowl-
edge, to meet regulatory requirements worldwide. Regulatory certification as
such is not a part of the Bluetooth qualification requirements, yet it is a require-
ment in all markets. It is the sole responsibility of each manufacturer to ensure
that their products have all necessary regulatory approvals for the markets
where their product(s) are intended to be sold or used.

A product must complete Bluetooth Qualification to meet the requirements for
“complying with the Specification”. The Bluetooth license granted by the Pro-
moters’ and Adopters’ Agreements respectively is valid only for qualified prod-
ucts and is not transferable to other products.

In this document, the ‘Bluetooth license’ is sometimes divided into the ‘Blue-
tooth patent license' and the ‘Bluetooth brand license’ for practical reasons.
These terms correspond, respectively, to the terms ‘necessary claims’ and
‘trademark’ in the Promoters’ and Adopters’ Agreements respectively.

Sanctions will be invoked against any company responsible for producing or
trading (a) products containing elements of the Bluetooth Interface, as defined
in the Bluetooth Promoters’ Agreement and Adopters’ Agreement respectively,
that do not comply with the Specification, or (b) products containing elements
of the Bluetooth Interface that have not completed Bluetooth Qualification.

The Bluetooth SIG reserves the right to define a process for adding new Blue-
tooth profiles after the release of the Specification 1.0.

A Bluetooth brand license is granted by Ericsson to all Fellow Adopters for the
use of the trademark in connection with products complying with the Specifica-
tion.

Ericsson further provides Fellow Adopters a limited indemnity for costs and
expenses incurred by the Fellow Adopter based upon the use of the trade mark
within countries where Ericsson has registered the trademark. Ericsson does
not take upon itself any liability regarding product, whether such liability is
based on damages caused by the product for persons or property, or defects in
the product itself.
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4 THE VALUE OF THE BLUETOOTH BRAND

The purpose of this document is to define the requirements for Bluetooth com-
pliance This has been done while bearing the basic Bluetooth philosophy in
mind:

“Wireless Connections Made Easy”

Examples of important end-user experiences are:

» Reliable high-quality radio links,
 Interoperability between products of any brands,
« Easily understood product capabilities.

A reliable radio link experience depends upon all products demonstrating com-
pliance with the Bluetooth radio link performance specifications. Interoperability
is achieved by protocol and profile implementation conformance. Ease of use
depends upon clear, consistent documentation of Bluetooth capabilities in
product literature. All these elements are addressed in the requirements for
Bluetooth compliance.
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5 THE BLUETOOTH QUALIFICATION PROGRAM

Bluetooth Compliance Requirements

This paragraph specifies the framework of the Bluetooth qualification program
that a Bluetooth qualification applicant must perform. When completed, the full
Bluetooth qualification program will be published at the Bluetooth web site.

The Bluetooth qualification program (‘Program’) establishes the rules and pro-
cedures by which the manufacturer demonstrates compliance to the Bluetooth
specifications, and the process by which the Bluetooth license may be used by
product manufacturers and distributors.

The Program defines the following entities:

* Bluetooth Qualification Review Board (BQRRB) —responsible for managing,
reviewing and improving the Bluetooth qualification program. The original
Bluetooth SIG companies will appoint BQRB initial members.

* Bluetooth Qualification Administrator (BQA) — responsible for administering
the Bluetooth Qualification Program on behalf of BQRB.

» Bluetooth Qualification Test Facility (BQTF) — a test facility that is officially
authorized by BQRB to test Bluetooth products.

* Bluetooth Qualification Body (BQB) — a specific person authorized by the
BQRB to be responsible for checking declarations and documents against
requirements, reviewing product test reports, and listing products on the offi-
cial database of Bluetooth qualified products.

Functions and relationships are illustrated in Figure 5.1,

Product
tested

| Fellow Adopter
| (Manufacturer) |

Declarations and Qualified
documentation Products
reviewed List

Y/

Documents
pulled from
Web site

BQTF may
be in-house
function

Qualification
Program
Documents

BQTF and BQB Test report
32Tgea:?ﬁ|§?e% may be in-house checked by
Y functions BQB

Figure 5.1: Bluetooth Qualification Process
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Summary of the Qualification process:

1. The Fellow Adopter submits the product for Bluetooth qualification to a
BQTF. The manufacturer must add temporary interfaces and/or functionality
so that all implemented Bluetooth capabilities can be tested. The BQTF is
not responsible for providing any secondary systems such as a LAN, PSTN
or GSM network to facilitate the testing. Necessary documentation shall be
provided; e.g. product description, user's manual and the Implementation
Conformance Statement (a template for this document will be available at
the Bluetooth web site). The BQTF tests each Bluetooth feature declared in
the Implementation Conformance Statement according to the current Test
Specification and BQRB policies and prepares a test report.

2. The test results and product documentation are then sent to the BQB. The
Fellow Adopter sends an application to the BQB requesting that the product
be listed as ‘Bluetooth Qualified’. The application shall contain —

a) Precise product description, and

b) Declaration of Compliance with the Bluetooth Specification
(including this entire document) and the Bluetooth Brand Book,
signed by a duly authorized official of the Fellow Adopter.

3. When the application is complete, the BQB issues a Qualified Product notice
and (with the applicant’s permission) lists the product on the official Blue-
tooth Qualified products databases which can be viewed by all Fellow
Adopters.

The BQTF may either be a third-party test house or an internal function of the
applying Fellow Adopter. Also the BQB can be either internal or external. Both
the BQTF and the BQB must always be authorized by the BQRB.

It is the responsibility of the manufacturer to establish any necessary non-
disclosure agreements with BQTF, BQB and (if required) BQA. In the event the
BQB cannot determine compliance the BQB may, with the applicant’s permis-
sion, submit information to the BQA for a ruling. In the event the BQRB must be
consulted, the applicant will be requested to prepare a submission according to
BQRB guidelines.

The Fellow Adopter will be invoiced directly from BQTF and BQB for their
respective services and expenses. The BQRB will also charge a fee to finance
the administration associated with the Qualification program. Initially, this fee
will be $3000 per listed product. It will subsequently be adjusted once per year,
to reflect the actual cost.
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6 BLUETOOTH LICENSE REQUIREMENTS FOR
PRODUCTS

This section summarizes the product requirements that must be met to com-
plete a Bluetooth Qualification.

The product requirements are divided into:
« Bluetooth radio link requirements

« Bluetooth protocol requirements

» Bluetooth profile requirements

» Bluetooth information requirements

6.1 BLUETOOTH RADIO LINK REQUIREMENTS

6.1.1 Requirement description

The Bluetooth radio link shall meet certain minimum requirements, which are
documented in the Test Specification. This is to establish and maintain the
Bluetooth technology as the preferred choice for wireless short-range links.
The Test Specification for the Bluetooth radio link requirements will be based
on the Bluetooth specification Part A (Radio specification).

6.1.2 Qualification

The BQRB will issue a list of BQTFs that are allowed to qualify products
against the Bluetooth performance requirements.

6.2 BLUETOOTH PROTOCOL REQUIREMENTS

The implementation of the lower layers of the Bluetooth protocol stack shall
meet certain minimum requirements, which are documented in the Test Speci-
fication. In order to verify that these requirements are met, individual testing of
these protocols will be performed. The verification will be done by accessing
the upper interface of these protocols through the Bluetooth Test Control Inter-
face, TCI. How this test control interface will be used during verification is
described in the Test Specification.

The Test Specification for the Bluetooth protocol requirements will be based on
the Bluetooth specification Part B, C, D and H (Base band, Link Manager, Log-
ical Link Control and Adaptation and, if applicable, the Host Controller Inter-
face).
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6.2.1 Qualification

The BQRB will issue a list of BQTFs that are allowed to qualify products
against the Bluetooth protocol requirements.

The manufacturer is allowed to modify both the HW and SW of the product, to
make it possible to perform the protocol tests. If this is done, the manufacturer
must guarantee that an identical implementation of Bluetooth specification Part
B, C, D and H (Base band, Link Manager, Logical Link Control and Adaptation
and, if applicable, the Host Controller Interface) is used in the real product.

6.3 BLUETOOTH PROFILE REQUIREMENTS

6.3.1 Requirement description

The Bluetooth products shall meet certain minimum Bluetooth profile require-
ments which, for each profile, is defined in the Test Specification. This is to
ensure that the end user can benefit from interoperability between different
products and brands. The Test Specification for the Bluetooth profile require-
ments will be based on the Bluetooth specification Part K (Profile specifica-
tions).

The following general Bluetooth profile requirements must always be met:
* The “Generic Access” profile must be complied with.

« All implemented Bluetooth services must be described in the “Implementa-
tion Conformance Statement”.

+ All Bluetooth profiles declared in the “Implementation Conformance State-
ment” must be implemented according to each profile specification.

« All mandatory features of a Bluetooth profile role shall be implemented. All
implemented optional Bluetooth features of a profile role shall be imple-
mented according to the profile specification.

« If a service, for which there exists a Bluetooth profile, shall be implemented,
it must be done according to that profile. It is permitted to make improve-
ments or add features to a profile, as long as interoperability is maintained
with other products that have implemented the standard profile as described
in the previous paragraph. Improvements or new features can only be acti-
vated after proper negotiation between two Bluetooth devices.

Notification: A Fellow Adopter that wants to implement a new service, for which
there is no sufficient standardized Bluetooth profile specification available, is
allowed to do so. However, this new service must never be referred to in a way
that it could mistakenly be interpreted as being a standard Bluetooth profile and
part of the Bluetooth specification. The manufacturer must inform the

market as well as the end user in a clear and consistent way about these limita-
tions in general interoperability.
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6.3.2 Qualification

The BQRB will issue a list of BQTF that are allowed to qualify products against
the Bluetooth profile requirements.

6.4 BLUETOOTH INFORMATION REQUIREMENTS

6.4.1 Requirement description

The manufacturer shall inform the market and end users in a clear and consis-
tent way about the implemented Bluetooth capabilities.

6.4.2 Qualification

The product will be qualified against the Bluetooth information requirements.

6.5 REQUIREMENTS ON BLUETOOTH ACCESSORY
PRODUCTS

6.5.1 Definition of ‘Bluetooth accessory products’

A Bluetooth accessory product is defined as “A product marketed to the end
user, containing at least the hardware for the Bluetooth radio and baseband,
yet not being a stand-alone Bluetooth product. After being installed in a host
system, the product acts like a complete Bluetooth product.” Examples of Blue-
tooth accessory products: PC-Cards, serial port dongles, USB dongles.

Bluetooth accessory products must also pass through the complete Bluetooth
qualification process. To facilitate testing, the Bluetooth accessory product and
the provided Bluetooth SW will be installed in a host device that is provided by
the manufacturer.

6.5.2 Qualification

Same as in Seciion 8.1 - Saciion 5.4 above.
6.6 REQUIREMENTS ON BLUETOOTH COMPONENTS

6.6.1 Definition of “Bluetooth components”

A Bluetooth component is defined as “A component product designed and mar-
keted for the enabling of a complete Bluetooth product, which component prod-
uct containing at least a subset of an existing Bluetooth Profile (see Saction 6.3
on page 833), yet not being able to function as a complete Bluetooth product”.
For example, a Bluetooth component might be a complete module designed for
integration on a PC board, or an integrated circuit implementing all Bluetooth
baseband and protocol functions.
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A Bluetooth component is typically purchased and integrated by an original
equipment manufacturer (OEM) into a product designed for sale to an end
user.

A Bluetooth component manufacturer will typically obtain a limited Bluetooth
License enabling the manufacturer to identify the component’s Bluetooth capa-
bilities. A component manufacturer may also wish to minimize their OEM cus-
tomer's qualification testing requirements through one-time qualification testing
of a reference design based on the component. Qualifying a component is not
necessary as long as the final product is qualified. The possibility has been cre-
ated only to ease the marketing of Bluetooth components.

6.6.2 Requirement description

Bluetooth components must pass through the complete Bluetooth qualification
process in a reference design configuration documented in an application note.

Bluetooth products incorporating a limitedly licensed Bluetooth component
must also pass through the complete Bluetooth qualification process. However,
certain tests may be waived if so indicated in the limited Bluetooth License
valid for the component.

A component’s limited Bluetooth License identifies specific qualification tests
that may be considered pre-qualified by an OEM manufacturer using the com-
ponent in an end-user product. Those specific qualification tests are identified
by the BQTF, which performs qualification testing of the Bluetooth component
in its reference design. BQTF identifies those tests based on the unique design
characteristics of the component in consultation with the manufacturer.

6.6.3 Qualification

A product which includes an integrated Bluetooth component must be qualified
as described in Saction 6.1 - Section 6.4 above, possibly with some of the tests
waived if so indicated in the limited Bluetooth License valid for the component.
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7 BLUETOOTH LICENSE PROVISIONS FOR EARLY
PRODUCTS

The process and conditions for qualifying early products (that may contain rea-
sonable deviations from the Bluetooth specification) will be defined and pub-
lished on the Bluetooth web site.

836 29 November 1999 Bluetooth license provisions for early products

AFFLT0294064
Samsung Ex. 1119 p. 836



BLUETOOTH SPECIFICATION Version 1.0 B page 837 of 1082

Bluetooth Compliance Requirements Bluetooth

8 BLUETOOTH BRAND LICENSE PROVISIONS FOR
SPECIAL PRODUCTS & MARKETING

This section defines the requirements for using the Bluetooth Brand elements
for special products and marketing.

8.1 BLUETOOTH DEVELOPMENT TOOLS AND DEMOS

8.1.1 Definition of ‘Bluetooth Development tools and demos’

Bluetooth Development tools and demos are products intended either for
developing commercial Bluetooth products or for demonstrating the Bluetooth
technology in a certain application. Neither one may be sold to ordinary con-
sumers.

8.1.2 Requirement description

The manufacturer and/or seller of these products shall clearly inform the
targeted audience/customer that the products are for development and/or dem-
onstration purpose only, and that they have not been qualified to the Bluetooth
specification.

8.1.3 Qualification

Qualification testing by a BQTF is not required. Qualification is based upon the
applicant's declaration of compliance with the Specification and Brand Book.

8.2 MARKETING

The Bluetooth Brand elements may be used for general marketing and product
announcements. The rules of the Bluetooth Brand Book must be followed.

If the Bluetooth Brand is used on a give-away item, where it is not obvious to
everyone that the product doesn’t contain a Bluetooth radio, then a clear dis-
claimer has to be displayed on the product (e.g. a give-away calculator with the
Bluetooth brand must have a visible disclaimer since the idea of calculators
with in-built Bluetooth actually makes sense).
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9 RECOMMENDATIONS CONCERNING INFORMATION
ABOUT A PRODUCT’S BLUETOOTH CAPABILITIES

In addition to the requirements set forth in the Brand Book, it is recommended
that at least the following pieces of information are provided for the market and
the end-user:

« The Bluetooth capabilities of the product should be stated, at least in brief,
on the product box.

« The user's manual (or corresponding information) should contain a section
where all the Bluetooth capabilities are described. A list of qualified standard
profiles using the profile names listed in Appendix B should be contained. If
applicable, revision numbers of the implemented profiles shall be included.
For early products a list of interoperable products instead of profiles should
be contained.

Important places for end-user information are user's manuals (user guides),
leaflets, boxes and other advertisement material.

An example of information in a user’s manual can be found in Appendix A on
page 840,

Itis important that new profiles, not sanctioned by the Bluetooth SIG, cannot be
mistaken for profiles contained in the Bluetooth specification. In case of new
profiles it is important that the manufacturer inform the market and the end user
about what other products that interoperability can be expected with.
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10 QUALITY MANAGEMENT, CONFIGURATION
MANAGEMENT AND VERSION CONTROL

Each manufacturer is responsible for keeping a high quality level when mass-
producing an approved product. Products that are put on the market shall meet
the requirements for which the product has been qualified.

A Bluetooth Qualification covers specific product hardware and software ver-
sions. The product’s manufacturer is responsible for ensuring that all produc-
tion units perform identically to the qualified version, by maintaining appropriate
quality management and configuration management programs.

Major hardware or software modifications related to the Bluetooth part of a
qualified product, shall be documented and submitted to the BQB for review.
Based on the manufacturer’s representations, the BQB may certify that the
product requires no further testing and allow the license to be updated to
include the new version. In other cases, the BQB may identify a limited subset
of tests that must be performed by a BQTF to qualify the new version.

Addition of Bluetooth capabilities requires a new qualification of the product.
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11 APPENDIX A - EXAMPLE OF A “BLUETOOTH
CAPABILITY STATEMENT”

This is an example of a Bluetooth Capability Statement in a User’s Manual.

Bluetooth Capability Statement

This product is manufactured to meet the Bluetooth
Specification 1.0. The following Bluetooth functions are supported:
« Service Discovery

« Cordless Telephony

+ Local Telephony

* Headset

The profiles normally use roles. In most cases it is obvious which role a certain
product has implemented. Where doubt or misunderstanding could arise, the
implemented role shall be explicitly stated after the profile name.
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12 APPENDIX B - MARKETING NAMES OF
BLUETOOTH PROFILES

Bluetooth uses profiles to ensure interoperability between products and
brands. The profile specifications are technical documents. In the marketing
communication it is strongly recommended to use the names listed in Tabie
12.1.

Profile name Marketing name Comments
Generic Access Generic Access Mandatory
Service Discovery Service Discovery

Cordless Telephony Cordless Telephony

Intercom Local Telephony

Headset Headset

Speaker phone Speakerphone

Dial-up networking Modem

Fax Fax

LAN Access Network access point

Conferencing Conferencing

Serial port Serial port

Generic Object Exchange Object Exchange

Object Push Object push

File Transfer and Browsing Data sharing

Synchronization Synchronization

Table 12.1: Marketing names for Bluetooth profiles
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TEST CONTROL INTERFACE
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1 INTRODUCTION

1.1 TERMS USED

IUT = Implementation Under Test: An implementation of one or more OSI pro-
tocols in an adjacent user/provider relationship, being that part of a real open
system which is to be studied by testing.

This term will be used when describing the test concept for Bluetooth acces-
sory products and Bluetooth components. The definition of Bluetooth acces-
sory products and Bluetooth components can be found in Fart i7¢ / Section
8.8.1 on page 834 and in Part £2 / Section 8.8.1 on page 8§34,

SUT = System Under Test: The real open system in which the IUT resides.
This term will be used when describing the test concept for Bluetooth products.

TCI = Test Control Interface: The interface and protocol used by the tester to
send and receive commands and messages to and from the upper interface of
the SUT/IUT.

1.2 THE NEEDS FOR A UNIFIED TEST INTERFACE

For all Bluetooth accessory products, Bluetooth components and Bluetooth
products, protocol testing will be used to verify the implemented functionality in
the lowest layers; i.e. conformance testing.

For this type of testing, an upper tester (UT) will be required to completely test
the implementation.

In order to shield the tester from having to adopt to each and every implemen-
tation of IUTs or SUTs, the use of a standardized control interface is mandated.
This concept puts some extra burden upon the manufacturer of the I[UT/SUT.
The manufacturer must:

« adopt the implementation-dependent interface to the TCI
= supply, with the IUT, the adapter needed (can be HW, SW or FW)
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1.3 USAGE OF THE INTERFACE

The Bluetooth Test Control Interface, TCI, will be used when verifying the Blue-
tooth protocol requirements for a Bluetooth accessory product, Bluetooth com-
ponent or a Bluetooth product. More specifically, the TCI will be used when
verifying implemented functionality of the:

« Baseband layer, BB (the protocol-related part)
« Link Manager Protocol, LMP
+ Logical Link Control and Adaptation Protocol, L2ZCAP

and, if support of the HCl is claimed by the manufacturer:
« Host Control Interface, HCI
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2 GENERAL DESCRIPTION

The interface used between the tester and the SUT/IUT will be either of two
types:

1. TCI-HCI
This interface is semantically and syntactically identical to the HCI interface
described in “Fart H:1" on page §17.

2. TCI-L2CAP
This interface is based on the HCI interface, and will be used during verifica-
tion of the L2ZCAP layer of the SUT/IUT.

The proposed physical bearer is one of the transport layers specified for the
HCI: USB, RS232 or UART, see “Fart H:2" on page 759, "Part H:3" on

page 775 or “Part Hid" on page 795, However, alternatives do exist. More
details will be given in the following sections.

2.1 BASEBAND AND LINK MANAGEMENT VERIFICATION

For the verification of the link control part of the Baseband layer and for the
Link Manager layer, the TCI-HCI interface will be used as the interface
between the test system and the upper interface of the SUT/IUT. The test sys-
tem accesses the upper interface of the SUT/IUT by sending HCl commands
and receiving HCI events from the SUT/IUT as described in the “Hast Contrai-
on the TCI-HCI interface depends on the implemented functionality of the BB
and LM layers.

The transport bearer used between the tester and the SUT/IUT can be of either
of two types:

1. A physical bearer of one of the types USB, RS232 or UART, as defined in
Part H:2, Part H:3 or Fart H:4. It is recommended to use one of these three
physical bearers as transport bearer between the SUT/IUT and the test sys-
tem.

2. A'software’ transfer bearer; i.e. there is no physical connection between the
tester and the SUT/IUT. In this case, the manufacturer of the SUT/IUT must
supply, when sending in the device for testing, a test software that can be
operated by a test operator. The operator will receive instructions from the
tester and will execute them on the SUT/IUT. The software must support the
same functionality as if using the TCI-HCI with a physical bearer. Use of the
‘software’ interface must be agreed upon between the manufacturer of the
SUT/IUT and the test facility that will perform the verification. The test facili-
ties can themselves specify requirements placed on such an interface.

A schematic example is shown in Figura 2.1 of a possible test configuration for
BB and LM verification of Bluetooth products which do not support HCI, and
which use a physical transport bearer for the TCI-HCI interface. In this figure,
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the TC (Test Control) Software represents what the manufacturer has to supply
with the SUT/IUT when sending it in for verification. The functionality of the TC
software is to adapt the implementation-dependent interface to the TCI-HCI
interface.

TCI

TC Software

*—b HCI Firmware TCIHCI HCI Driver
|
Adapter Physical Bus Physical Bus

A
Test Suite
Executor
Air
Interface
o
) LMP

Figure 2.1: Baseband and LM verification without HCI — physical transport bearer

Figure 2.2 shows a schematic example of the test configuration for the same
Bluetooth product using a ‘software’ transfer bearer for the TCI-HCI interface.
Here, the role of the TC Software is to represent the application that can be
controlled by the test operator.
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TCI
TC Software
. Test
i ! TeSt :Exec.ule ?ommand Operator
Adapter Application | 1 Interface with
MMI
A
Test Suite
Executor
Air
Interface
e
i E .
' LcP )
[ 1
i

Figure 2.2: Baseband and LM verification without HCI — software transport bearer

2.2 HCI VERIFICATION

The TCI-HCI interface may also be used for HCI signalling verification. The
HCI signalling will only be verified if support of the HCI functionality is claimed
by the manufacturer.

The transport bearer between the tester and the SUT/IUT shall be one of the
types USB, RS232, or UART, as defined in Part H:2Z, Part H:3 or Part Hi4,

A schematic example is shown in Figure 2.3 of one possible test configuration
for HCI verification of Bluetooth products, using a physical transport bearer for
the TCI-HCl interface. As can be seen from the figure, no extra test control
software is needed. Instead, the implemented HCI will be used as the interface
to the tester.
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Physical Bus
USB,RS232 or UART

HCI Firmware Air

LMP_

Figure 2.3: HCI verification

2.3 L2CAP VERIFICATION

The TCI-L2CAP interface is based on the HCI and will be used during verifica-
tion of the L2ZCAP layer of the SUT/IUT. It uses the general event and com-
mand syntax as specified in Part H:1, and the mapping to transport layers is
also identical to the ones defined in Part #H:2, Part #:3 or Fart +H:4, Commands
and events are defined according to the specified L2ZCAP service interface.
See Part I/ Section 7 on page 295,

The defined service primitives in the Logical Link and Control Layer specifica-
tion, Part £3 / Section 7 on page 295, will be used as reference. However, the
primitives for LZCAP events and commands must be converted into messages
of the same format as used for the HCI events and commands. The mapping of
the L2CAP events and commands to HCI format is described in Section 4 of
this document.

A schematic example is shown in Figure Z.4. of how the test configuration can
look for L2ZCAP verification of Bluetooth products, using a physical transport
bearer for the TCI-L2CAP interface. In this figure, the TC (Test Control) Soft-
ware represents what the manufacturer has to supply with the SUT/IUT when
sending it in for verification. The functionality of the TC software is to adapt the
implementation-dependent interface to the TCI-L2CAP interface.
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Test Control Interface
Bluetooth.
TCI
TC Software
TCI-L2CAP " ToiLacar TGH 2CAP
Firmware ] Driver
Adapter Physical Bus Physical Bus
A
Test Suite
Air Executor
Interface

Figure 2.4: L2CAP verification
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3 TEST CONFIGURATIONS

This section describes the test configurations that will be used when verifying
the different Bluetooth requirements.

3.1 BLUETOOTH RF LINK REQUIREMENTS

For the verification of the Bluetooth RF Link requirements, the defined test
mode will be used, see “Fart {:1” on page 803.

The Test Specification for the Bluetooth radio link requirements will be based
on the Bluetooth specification Parts A and B, and will contain the relevant test
instructions that should be carried out on the SUT/IUT.

3.1.1 Required Interface(s)

For this type of verification, only the air interface is required. See Figure 3.1.
As stated in Part 11 / Section 1.2 on page 807, for security reasons, the test
mode must be locally enabled. The implementation of this local enabling is not
subject to standardization.

Local activation/enabling

Used for test mode
signalling

Air
Interface

Figure 3.1: Test Configuration for RF link requirement verification

3.2 BLUETOOTH PROTOCOL REQUIREMENTS

Dependent on which Bluetooth layers BB, LM, HCI or L2ZCAP are implemented
in the product sent in for verification, the amount of testing needed to verify the
Bluetooth protocol requirements will differ. Also, the TCI used during the verifi-
cation may be different.

854 29 November 1999 Test Configurations

AFFLT0294082

Samsung Ex. 1119 p. 854



BLUETOOTH SPECIFICATION Version 1.0 B page 855 of 1082

Test Control Interface Bluetooth

The Test Specification for the Bluetooth protocol requirements will be based on
the Bluetooth specification Part A to Part D and Part H, if applicable, and will
contain the relevant test instructions that should be carried out on the SUT/IUT.

3.2.1 Required Interface(s)

For this type of verification, both the air interface of the SUT/IUT and the test
control interface are required. The latter will be one of the types described in
section 2.

3.3 BLUETOOTH PROFILE REQUIREMENTS

For each profile the Bluetooth product claims to conform to, profile testing will
be performed to verify the Bluetooth profile requirements in order to ensure
interoperability between products; i.e. interoperability testing.

The Test Specification for the Bluetooth profile requirements will be based on

the Bluetooth specification Part K Volume 2, and will contain the relevant test
instructions that should be carried out on the SUT.

3.3.1 Required Interface(s)

For this type of verification, both the air interface of the SUT and the supported
MMI, as described in the profile, will be used during verification, see Figure 3.2.

Test Operator:
Executes commands on
SUT and feedbacks
results to test system Test Operato
Interface
with MMI Application
Air
Interface

Bluetooth

I 1 Emulator

Bluetooth —:— 4 Protocol
Protocol Stack ! I ; ; Stack

Figure 3.2: Test Configuration for Profile requirement verification
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4 TCI-L2CAP SPECIFICATION

Note: This specification maps the L2CAP service interface to an appropriate
TCI. This section is based on the 0.95b version of the L2CAP specification.

4.1 EVENTS

In the L2CAP service interface, indications are mapped to callback functions.
The corresponding response parameters are submitted in the return parameter
of these functions. For the TCI, the indications are mapped to events and the
responses to commands.

A single event code is reserved for testing purposes: OxFE. To distinguish the
L2CAP events, a parameter ‘Event_ID’ is submitted as first parameter. This
parameter is a single octet, resulting in 256 possible events. The assignment is
given in Tabia 4.1.

Event_ID L2CAP event

0x00 Reserved

0x01 L2CA_Connectind
0x02 L2CA_Configind

0x03 L2CA_Disconnectind
0x04 L2CA_QoSViolationind
0x05 — OxFF Reserved

Table 4.1: Assignment of event IDs

The events in this test interface follow the HCI syntax as defined in #ast H:1/
Section 4.4.2 on page 538,

4.1.1 Connect Indication

Event Event Code Event Parameters

L2CA_Connectind OxFE Event_ID, BD_ADDR, CID, PSM, Identifier

For more details and the event parameter, see Part & / Section 7.1 on pags
295.

856 29 November 1999 TCI-L2CAP Specification
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4.1.2 Configuration Indication

Event Event Code Event Parameters

L2CA_Configind OxFE Event_ID, CID, OutMTU, InFlow, FlushTO

For more details and the event parameter, see F*art [} / Section 7.1 on page 248,

4.1.3 Disconnect Indication

Event Event Code Event Parameters

L2CA_Disconnectind OxFE Event_ID, CID

For more details and the event parameter, see Pait I3 / Section 7.1 on page 285,
p y pag

4.1.4 Violation Indication

Event Event Code Event Parameters

L2CA_QoSViolationInd OxFE Event_ID, BD_ADDR

-

For more details and the event parameter, see FPart £/ Section 7.1 on page 2085

4.2 COMMANDS

The commands in this test interface follow the HCI syntax as defined in Part
Hi1 [ Section 4.4.1 on pags 532, The return parameters are sent back using a
Command Complete event, see Part H:1 [ Sachon 5.2.14 on page 723 and
Part H:1 / Saction 4.4.1 on page 532.

To distinguish the commands used for L2CAP testing from HCI commands, a
single subgroup is reserved for the L2ZCAP test interface. Figure 4.1 shows how
to code and decode the OpCode field in the HCl command packet used for
testing.

LSB MSB

0x0001 - 0x03FF 0x3E
OCF range for testing purposes Subgroup for testing

OpCode field in HC| command packet

A

Figure 4.1: HCI Opcode field values used for testing
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Bluetooth.

The assignment of the OpCode Command Field, OCF, for the L2CAP com-
mands is summarized in Tabie 4.2, It is also detailed following the table, in a
format similar to the HCI specification, see “Fari H:1" on page 517.

OCF L2CAP command
0x0000 Reserved

0x0001 L2CA_ConnectReq
0x0002 L2CA_DisconnectReq
0x0003 L2CA_ConfigReq
0x0004 L2CA_DisableCLT
0x0005 L2CA_EnableCLT
0x0006 L2CA_GroupCreate
0x0007 L2CA_ GroupClose
0x0008 L2CA_GroupAddMember
0x0009 L2CA_GroupRemoveMember
0x000A L2CA_GroupMemebership
0x000B L2CA_WriteData
0x000C L2CA_ReadData
0x000D L2CA_Ping

0x000E L2CA_Getinfo

0x000F Reserved

0x0010 Reserved

0x0011 L2CA_ConnectRsp
0x0012 Reserved

0x0013 L2CA ConfigRsp
0x0014 — 0x03FF Reserved

Table 4.2: Assignment of Opcode Command Field values

4.2.1 Connection Establishment

Command OCF Command Parameters Return Parameters
L2CA_ConnectReq 0x0001 PSM, BD_ADDR LCID, Result, Status
858 29 November 1999 TCI-L2CAP Specification
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Description:
Requests the creation of a channel representing a logical connection to a phys-

ical address (for more details and input/output parameter definition see Fart 3/
Section 7.2 on page 298).

4.2.2 Connect Response

OCF
0x0011

Command Command Parameters Return Parameters

L2CA_ConnectRsp BD_ADDR, |dentifier,

LCID, Response, Status

Result

Description:

Issues a response to a connection request event indication (for more details
and input/output parameters definition see Part {3 / Section 7.3 on page 248)

4.2.3 Connection Release (Disconnect)

OCF
0x0002

Command Parameters Return Parameters

CID

Command

L2CA_DisconnectReq Result

Description:
Requests the disconnection of the channel. Input parameter is the CID repre-

senting the local channel endpoint (for more details and input/output parameter
definition see Part I / Bection 7.6 on page 302).

4.2.4 Configuration

Command

OCF

Command Parameters

Return Parameters

L2CA_ConfigReq

0x0003

CID, InMTU, OutFlow,
FlushTO, LinkTO

Result, InMTU, Out-
Flow, FlushTO

Description:

Requests the initial or new configuration of a channel to a new set of channel
parameters (for more details and input/output parameter definition see Fast {3/
Seaction 7.4 on page

209).
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4.2.5 Configure Response

Bluetooth.

Command

OCF

Command Parameters

Return Parameters

L2CA_ConfigRsp

0x0013

CID, OutMTU, InFlow

Result

Description:

Issues a response to a configuration request event indication (for more details
and input/output parameter definition see Part 3 / Section 7.5 on pags 301).

4.2.6 Disable Connectionless Traffic

Command

OCF

Command Parameters

Return Parameters

L2CA_DisableCLT

0x0004

N, List of PSMs

Result

Description:

For details and input/output parameter definition see Fart 0 / Sgction 7.18 on

page 311.

4.2.7 Enable Connectionless Traffic

Command

OCF

Command Parameters

Return Parameters

L2CA_EnableCLT

0x0005

N, List of PSMs

Result

Description:

For details and input/output parameter definition see Hart £ / Section 7.17 on

page 312.

4.2.8 Group Create

Command OCF Command Parameters Return Parameters
L2CA_GroupCreate 0x0006 PSM CID
860 29 November 1999 TCI-L2CAP Specification
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Description:

Request the creation of a channel identifier to represent a logical connection to
multiple devices. On creation, the group is empty (for more details and input/
output parameter definition see Part 0t / Saction 7.9 on page 305).

4.2.9 Group Close

Command OCF Command Parameters Return Parameters

L2CA_GroupClose 0x0007 CID Result

Description:

This command closes down a Group (for more details and input/output param-
eter definition see Part 1 / Section 7.10 on page 305).

4.2.10 Group Add Member

Command OCF Command Parameters | Return Parameters

L2CA_GroupAddMember | 0x0008 CID, BD_ADDR Result

Description:

This command adds a member to the group (for more details and input/output
parameter definition see FPart I3 / Section 7. 11 on page 308).
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4.2.11 Group Remove Member
Command OCF Command Parameters | Return Parameters

L2CA_GroupRemoveMember | 0x0009 | CID, BD_ADDR

Result

Description:

Remove a member from the group (for more details and input/output parame-

ter definition see Part {t / Section 7.12 on page 3067).

4.2.12 Group Membership

Command

OCF Command Parameters | Return Parameters

L2CA_GroupMembership

0x000A CID

Result, N,
BD_ADDR_Lst

Description:

Get report of the members of the group (for more details and input/output
parameter definition see Fart I} / Section 7.13 on page 308).

4.2.13 Ping

Command OCF

Command Parameters

Return Parameters

L2CA_Ping 0x000D

BD_ADDR, ECHO_DATA

Result, ECHO_DATA

Description:

For more details and input/output parameter definition see Fart I3 / Section

7.14 on page 308.
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4.2.14 Get Info

Command OCF Command Parameters Return Parameters

L2CA_Getinfo 0x000E BD_ADDR, InfoType Result, InfoData

Description:

For more details and input/output parameter definition see Part {3 / Saction
7.15 on page 318,

4.3 DATA TRANSFER

Data transfer is modelled with read and write functions. Handling is like an
L2CAP command.

To be able to send the amount of data that is needed to verify how the L2CAP
implementation handles large chunks of data (i.e. segmentation and reassem-
bly), and since it is not possible to use HClI Command packets as well as HCI
Event packets to send the data, the use of HCI ACL Data packets will be used.
The procedure/signalling used on the TCI-L2CAP interface to transfer data
packets will be described with MSCs.

4.3.1 Write
Command OCF Command Parameters | Return Parameters
L2CA_WriteData 0x000B CID, Length, OutBuffer Size, Result

Description:

Parameters are the CID, the length of the data and the data itself. The data will
be sentin a HCI ACL data packets as described in Figure 4.2, For more details
and input/output parameter definition see Part I3 / Saciion 7.7 on page 303,
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Tester | [ T

L2CA_WriteData(CID, Length) F— Fr—
mmand Pac

| |withcID and Length as parameters

HCI ACL Data Packet
with Length as Data Total Length
and OutBuffer as Data

L2C A_Data({OutBuffer)

L2CA WriteData(Size, Resul [
= i ) | HC| Command Complete Event

with Size and Result as Return_Parameters

A DA

Figure 4.2: MSC showing how to write data to L2CAP

The L2CA_Data primitive is used as an abstract name for the data transmitted
between the Tester and the IUT. The Tester will use Connection Handle 0x0001
for the data and will set the Flags-field to 0x02. The Data Total Length field will
contain the length of the OutBuffer.

After the IUT has received the data, it shall send back an HCI Command Com-
plete Event (named L2CAP_WriteData in the figure) with the N parameter set
to 0x01, the OpCode parameter set to the corresponding OCF and subgroup
(that is OCF = 0x000B and the subgroup = 0x3E). The Size and Result are
sent in the Return_Parameters field of the HClI ACL Data packet.

4.3.2 Read
Command OCF Command Parameters Return Parameters
L2CA_ReadData 0x000C CID, Length, InBuffer Result

Description:

Input parameter is the CID, length and the InBuffer. Output parameters are the
result. The data will be sent in HCI ACL data packets as described in Figure
4. 3. For more details and input/output parameter definition see Fart 3 / Section
7.8 on page 304).
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I Tester | IL_!T

L2CA_ReadData(CID,Length)
| | HCl Command Packet

with CID and Length as parameters

L2CA Data(inBuffer) | [~ Act Data Packet

| | with Length as Data Total Length
and InBuffer as Data

£20n ReadDaiReaul) | HCI Command Complete Event

with Result as Return_Parameters

A\

\

Figure 4.3: MSC showing how to read data from L2CAP

The L2CA_Data primitive is used as an abstract name for the data transmitted
between the Tester and the IUT. The IUT shall use Connection Handle 0x0001
for the data and shall set the Flags-field to 0x02. The Data Total Length field
shall contain the length of the InBuffer.

After the IUT has sent the data, it shall send back an HClI Command Complete
Event (named L2CAP_ReadData in the figure) with the N parameter set to
0x01, the OpCode parameter set to the corresponding OCF and subgroup (that
is OCF = 0x000C and the subgroup = 0x3E). The Size and Result are sent in
the Return_Parameters field of the HCI ACL Data packet.
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5 ABBREVIATIONS

Bluetooth.

BB BaseBand (see LC)
FW Firmware
HCI Host Controller Interface
HW Hardware
T Implementation Under Test
L2CA Logical Link Control And Management part of the Bluetooth protocol
stack
L2CAP Logical Link Control And Management Protocol
LC Link Controller (or baseband) part of the Bluetooth protocol stack
LCP Link Control Protocol
LM Link Manager part of the Bluetooth Protocol Stack
LMP Link Management Protocol
MMI Man-Machine Interface
OCF Opcode Command Field
RF Radio part of the Bluetooth protocol stack
SUT System Under Test
SW Software
TC Test Control layer for the test interface
TCI Test Control Interface
UART Universal Asynchronous receiver Transmitter
usB Universal Serial Bus
uT Upper Tester
866 29 November 1999 Abbreviations
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Revision History

Bluetooth.

Part A / Radio Specification

Rev | Date Comments
« System ambient temperature range
+ Power control step size
+  Transmit Spectrum mask
Jan « Frequency drift in a packet
0.8 21st « New paragraph "Receiver susceptibility to frequency drift"
1999 |+ Adjacent interference levels
« Measurement frequency for intermodulation test
+  Maximum useable level defined
« New paragraph "Reference Interference-Signal Definition"
April « Eye-diagram added
0.9 | 30th + Out-of band blocking included
1999 | . RSSlincluded
10 July . f_\ppendix A and B added, (extreme conditions definition and test condi-
d;aft 5th tions)
1999 « Tolerances of the Eye-diagram added
Dec + Revised from a linguistic point of view.
1.0B | 1st + Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.
Part B / Baseband Specification
Rev | Date Comments
Oct + Minor changes in chapter 1-9.
0.7 | 19th « "Link Monitoring” chapter removed (chapter 12 in v0.6).
1998 |« Most parts of chapter 10 - 14 re-written.
Jan « Some editorial changes in chapter 1-13.
0.8 | 21st + Chapter 14 revised and partly re-written.
1999
July « Please see revision bars in document.
1.0
draft L
1999
Dec + Revised from a linguistic point of view.
1.0B | 1st « Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.
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Part C / Link Manager Protocol

Rev | Date Comments
+ EEE address = BD_ADDR (or BD address)
+ M_ADDR = AM_ADDR
« response nbr = PM_ADDR
= Added section 3.1.4
« Added section 3.4 "Change the current link key”
= Changed section 3.5 “Encryption”. Added negotiation for encryption mode
and encryption key size.
Oct + 314 "S_niff mode”. Relmoved author’s note in italic. It is now decided how to
0.7 19th determine the first sniff slot.
1998 « 3.15"Park mode". This section is totally changed.
« 3.18 "Quality of Service". Added a parameter Ngg in one of the LMP mes-
sages.
« 3.19"SCO links". Removed author’s note in italic. It is now decided how to
determine the first SCO slot.
« Added section 4 “Connection establishment”
« 5.1 "Description of parameters” The length, type and unit of many parame-
ters changed. Especially, all time-parameters are now measured in slots.
» Added section 6 "Test modes”
« general: Changed "PDU nbr" to OpCode throughout the document. Two
errors found in 0.80 were corrected. Table5.1: It says that the length of
LMP_SCO _link_req is 7. This should be 8. Table 5.2: It says that the length
of hold_time is 1. This should be 2.
+ 2. Added transaction|D in bit0 of the byte in the payload where we have the
OpCode.
= 3.1 Removed LMP_accepted/not_accepted after receiving LMP_sres (3.1).
+  3.1.2 Removed the last sentence "It the claimant is O initiate pairing, see
3.2.17
« 3.2 Major change since the initiator of the pairing procedure does not have
to be the master.
« 3.2.3 Minor clarification.
« 3.3 Clearified that if the unit key is changed, the units must go through the
initialisation procedure in order to change the link key.
0.8 ;:;m + 3.5.3 Modified the calculation of Kc according to changes in chapter 14 of
) st S
1999 the Baseband Specification.
« 3.10 Switch can now be done anytime during the connection and it can be
initiated by both master and slave.
» 3.15 Clearified that the broadcast scan window is only valid for the current
beacon.
« 3.19.5 Added description that the PDU includes a reason parameter with
information about why the SCO link is removed.
= 3.21 This section was removed. Instead error handling is described in a
separate chapter (CH. 7)
+ 4. Added LMP_host_connection_req and removed the LMP_accepted or
LMP_not_accepted that the slave sends after the paging procedure.
« 5.1 Added reason "invalid parameters”
« B. Added sequences. The slave can return LMP_not_accepted if not
allowed to enter test or if not in test mode. Changed OpCodes for the two
test mode PDU
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Name request procedure: Coding of the characters was changed from
ASCII to UTF-8. The length of the name parameter was increased from 16
bytes to 248 bytes.
The detach reason and the reason parameter were merged into one
parameter (reason). The coding of this parameter was changed and is now
the same as in HCI.
Sniff procedure: Sniff interval and sniff offset parameters were changed
from one byte to two bytes. Two parameters, sniff offset and sniff timeout,
were also added.
The PDU LMP_slot_offset was added.
The PDU LMP_page_mode_req was added.
. The PDU LMP_page_scan_mode_req was added.
09 gg{: Caption tenltt was added to all figures, tables and sequences where such
: 1999 text was missing.
A maximum reply time was defined for response messages in LMP proce-
dures.
The pairing procedure was modified to allow a claimant with fixed PIN to
request to become verifier.
Changed some parameters in LMP_test_control to match the latest revi-
sion of "Bluetooth test modes".
The PDU LMP_supervision_timeout was added.
The parameter user data rate was removed from the PDU LMP_SCO _link
request.
The length of the parameters Compld and SubVersNr included in the PDU
LMP_version_reqg/res was increased to two bytes.
Some editorial changes and clarifications were made here and there.
Added figure 3 explaining sequence diagram conventions (Section 3).
Modified procedure to negotiate encryption key size to match changes in
the Baseband specification (Section 3.6.2).
Added further description about the parameters in the version request
(Section 3.10).
10 July Clearified name request procedur_e and changed parameter name from
d; ft 5th "name" to "name fragment" (Section 3.13).
1999 Added description that test mode can also be ended by sending
LMP_test_control (Section 6.1).
Some editorial comments.
Decoupled RSSI and power control in the features parameter. Changed
parameter "TBD" to "for future use".
Rewrote Section 3.20.
July Correction of Table 5.3:
1.0a | 26th Byte 1/Bit 1 “and power control” deleted
1999 Byte 2/Bit 2 “power control” added
Dec Revised from a linguistic point of view.
1.0B | 1st Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.
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Part D
Logical Link Control and Adaptation Protocol Specification
Rev | Date Comments
« Changes include the addition of an operational overview section, increas-
ing CID lengths to 16 bits and removing the source CID from normal data
flow. Moved all connection, termination, and configuration commands to a
Jan separate "CID". Changed the name of the "Connection ID" to the "Channel
0.8 | 21st ID".
1999 « Added the state machine
« Re-defined the timers to more clearly indicate their responsibilities. New
Flags field in Configuration Request packet defined.
« Several minor editorial corrections.
April .
0.9 | 30th
1999
« Replaced all references to "termination” with "disconnection”. KTX timer
removed - link loss results in channel loss. OSI naming terms applied to
state machine. State machine table revised to remove superfluous states.
Added some message sequence charis for clarification. Service interface
defined in more detail and no longer specified as a guideline - this interface
still needs work to complete.
July « Service interface revised corrections to state machine added, and security
1.0 5th key management removed from service interface.
drall 1999 « Editorial cleanup of various sections with the majority of the edits being in
the state machine and service interface.
» Added L2CA_Response service primitives. Clean up of state machined,
closed outstanding issues dealing with MTU,
« Implements major editorial changes to the configuration process (section
6.3), replacing SCID and DCID with RCID and LCID, removal of flush sig-
nalling PDU, and editorial comments from reviewers.
Dec « Revised from a linguistic point of view.
1.0B | 1st « Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.

29 November 1999 871

Bluetooth.

AFFLT0294099

Samsung Ex. 1119 p. 871



BLUETOOTH SPECIFICATION Version 1.0 B page 872 of 1082

Appendix | - Revision History

Part E / Service Discovery Protocol (SDP)

Rev

Date

Comments

1.0
draft

July
5th
1999

Removed the Icon10 attribute and the Icon data element type. Re-
assigned the lconURL attribute ID to be 0x000C. Updated Example 3.
Removed "notes to reviewers". Removed the list of TBD items, since itis
empty.

A few corrections to example 3. Modified the BluetoothProfileList attribute
to become the BluetoothProfileDescriptorList aftribute, which contains a
version number for each profile as well as the profile's UUID

Added a description of the protocol version number included in the Blue-
toothProfileDescriptorList attribute. No change to the 'phonebook’ and 'cal-
endar' data store indicators as the values in example 3 already match those
of the synchronization profile. Replaced the browse hierarchy diagram in
2.8.1 because the previous version triggered a bug in MS-Word.

1.0B

Dec
1st
1999

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

Part F:1 / RFCOMM with TS 0710

Rev | Date Comments
« Table 2.1 corrected.
+ Revised section 2.3.
+ Revised chapter 3.
Jan * Revised section 5.2, 5.3.
08 | 21st « Clarifications added to Figure 5.1.
1999 | .« Changed title and contents of section 5.4 (old section 5.4 not needed any
more).
»  Text removed from section 5.5 and 5.6.
+ Added text on Service Discovery in section 7.3.
= Lots of editorial changes and clarifications.
+ Added statement on baud rate settings vs. RFCOMM throughput in chapter
2.
April + Removed section 7.2 on flow control (information duplicated in TS 07.10).
o ?gg’e * Added DLC parameter negotiation command support (section 4.3, 5.7)
+ Added clarifications on session closure handling in section 5.2.
+ Major update regarding SDP; section 7.2.
« Added section 7.3 on lower layer dependencies.
10 July « Editorial changes and clarifications in chapters 5 and 7.
d; aft 5th »  Removed sections implying possibility to have more than one RFCOMM
1999 entity in a device.
Dec « Revised from a linguistic point of view.
1.0B | 1st = Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.
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Part F:2 / IrDA Interoperability
Rev | Date Comments
= Many linguistical changes made, Bluetooth OBEX related specifications
April chapter added, Separate Application profile chapters gathered into one
09 |3 [F;tr;) chapter, OBEX operation requirements moved into the profile specifica-
! 1999 tions, Refers to COMM-ports removed.
« Service Records moved into the profile specifications, and added clarifica-
tion for the use of connection-oriented OBEX
10 July » Changed reference to new version of IrOBEX specification, corrected
d; ot 5th wrong TCP port number, reference list updated
1999 |« Updated Chapter 3.2
Dec « Revised from a linguistic point of view.
1.0B | 1st
1999
Part F:3 / Telephony Control Specification (TCS)
Rev | Date Comments
10 July « Version for 1.0 Release, only editorial changes since 0.9
draft | 2T
1999
e « Revised from a linguistic point of view.
108 | 1st « Errata items previously published on the web has been included.
; 1999 These corrections and clarifications are marked with correction bars.
Figure A and Figure B in Appendix are replaced.
Part F:4
Interoperability Requirements for Bluetooth as a WAP Bearer
Rev | Date Comments
Dec « Revised from a linguistic point of view.
1.0B | 1st
1999
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Part H:1
Bluetooth Host Controller Interface Functional Specification
Rev | Date Comments
Jan + Many editorial corrections
08 | 21st
1999
April .
0.9 | 30th
1999

« Flow control for data changed.

+ Format of HCI Data Packet header changed.

+  Command Pending Event replaced by Command Status Event and func-
tionality regarding which event should be returned when a command
involving LMP actions can not start to execute due to an error changed.

+ Some commands and events have been renamed.

1.0 ;;,lly « Changed parameters, descriptions and functionality for many commands
draft 1999 and events.

«  Many new commands have been added.

« HCI_Store_Clock_Offset command has been removed. This information is
now provided at connection set up or name request as a parameter
together with other new baseband related parameters.

« Some new events have been added.

« Descriptions of error codes added.

Dec + Revised from a linguistic point of view.
1.0B | 1st « Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.
Part H:2 / HCI USB Transport Layer
Rev | Date Comments
Jan « Added info about 64 byte isochronous endpoints.
0.8 | 21st « Added a section detailing one of the mail messages - that discussed how
1999 SCO traffic would travel across the interface
April * Updated revision # & HCI Header sizes
0.9 | 30th .
1999
10 July + Updated endpoint information, interface information relating to isoch, and
d;a @ 5th Device Firmware Upgrade Requirements
1999 « Tidied up table describing interface/endpoint/alternate setting information
Dec + Revised from a linguistic point of view.
1.0B | 1st « Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.
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Part H:3 / HCI RS232 Transport Layer

Rev | Date Comments
« Assumption about error free link has been removed.
= A simple error recovery, negotiation scheme and a resynchronisation/error
indication scheme using RTS/CTS were added as proposed by IBM.
«  New document outline.
April * Added synchronisation using delimiters with COBS.
0.9 | 30th « Added a support for CCITT-CRC.
1999 |« Available Baud Rate Changed.
« Only 8 bit data length is valid.
» HCI Event packet type is added.
« Available error type has been modified.
= Editorial changes.
= Assumption about error free link has been removed.
= A simple error recovery, negotiation scheme and a resynchronisation/error
indication scheme using RTS/CTS were added .
« New document outline.
i0 July + Added synchronisation using delimiters with COBS.
d'raft 5th « Added a support for CCITT-CRC
1999 |« Available Baud Rate Changed.
= Only 8 bit data length is valid.
« HCI Event packet type is added.
« Available error type has been modified.
« Editorial changes.
Dec « Revised from a linguistic point of view.
1.0B | 1st
1999
Part H:4
HCI UART Transport Layer
Rev | Date Comments
* was nota partof 0.8
April = First revision. Based on HCI RS232 Transport Layer 0.80.
0.9 | 30th » Added Default Settings, HW flow control and Error Recovery.
1999 | « Improved description of RTS/CTS
« Changed HCI packet indicator for HC| event packet
July « No changes since 0.9
1.0
draft 5th
1999
Dec * Revised from a linguistic point of view.
1.0B | 1st
1999
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Part I:1 / Test Mode

Bluetooth.

Rev | Date Comments
« Transmitter Test: added pseudorandom bit sequence
+ Corresponding changes for LMP messages
« Editorial Changes:
Explanatory paragraph and figure added to the test packet format of the
transmitter test
« Proposal of a loopback alternative that has less demanding time con-
straints.
+ Reduced Hopping Sequence added
« Modification/Clearification of TX packet format
« Editorial changes
« Statement in introduction that test mode may be used also for regulatory
approval.
« Description of delayed loopback added
April « proposed timing for reduced hopping scheme from Ericsson
0.9 | 30th « timing for reduced hopping scheme refined
1999 « Loopback: transmission of NULL packet on failed HEC is not mandatory.
« Added AUX1 packet explicitely to Figure 3
* Included AUX1 to Table 3
«  Mentioned delayed loopback in first paragraph of Section 2.2
+ Features request command is allowed, while in test mode.
+ Added codes for LMP packets according to LMP V0.9 review document
Changed maximum packet length in Table 3
« FH timing: clearify that clock of tester is used
« editorial changes
+ Clearifications about Whitening for both TX and Loopback mode
+ Clearification that RX and TX in the control command refer to the DUT.
+ Clearification in Table 3: For ACL packets a maximum length is given, for
HV3 the exact length is given.
« Editorial Changes
July + Description over use of whitening in transmitter test mode.
;;gﬁ 5th + Added an exit command in the test mode control.
1999 |« Editorial changes to whitening in transmitter test.
Dec * Revised from a linguistic point of view.
1.0B | 1st + Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.
Part I:2 Bluetooth Compliance Requirements
Rev | Date Comments
July « The text in Section 6.6.1 “Definition of Bluetooth components” first para-
1.0A | 26th graph has been revised.
1999
Dec « Revised from a linguistic point of view.
1.0B | 1st
1999
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Part I:3 Test Control Interface

Rev | Date Comments

Dec » Revised from a linguistic point of view.
1.0B | 1st
1999

Appendix IV / Sample Data

Rev | Date Comments

Dec « Revised from a linguistic point of view.
1.0B | 1st
1999

Appendix V / Bluetooth Audio

Rev | Date Comments

Dec « Revised from a linguistic point of view.
1.0B | 1st
1999

Appendix VI / Baseband Timers

Rev | Date Comments

Dec + Revised from a linguistic point of view.
1.0B | 1st « Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.

Appendix VIl /Optional Paging Scheme

Rev | Date Comments

Dec « Revised from a linguistic point of view.
1.0B | 1st
1999

Appendix Vil / Bluetooth Assigned Numbers

Rev | Date Comments
+ Renamed some of the service class mnemonics. Added a bit to indicate if a

10 July node is in Limited Discoverable Mode (useful in a reply to GIAC).
dl.'aft 5th « Updated after review. Added the IAC LAP codes.

1999 [+ Minor editoral and clarifications, including section "Universally Unique Iden-

tifier (UUID) short forms".

Dec * Revised from a linguistic point of view.
10B | 1st + Errata items previously published on the web has been included.

1999 These corrections and clarifications are marked with correction bars.
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Appendix IX / Message Sequence Charts

Rev

Date

Comments

1.0
draft

July
5th
1999

Command and Parameter updated; Chapter 7 added; Local- and Remote
Hold-Mode removed; Chapter 8 clarified; No HCI-Num-Completed-Pack-
ets-Event in ACL- and SCO-Connection creation; LMP-feature-reg/-res
added in ACL-Connection-Setup; LMP-feature-req/-res removed in SCO-
Connection-Setup

MSC "Onetime-Inquiry" and "Periodic-Inquiry” clarified with additional ID-
Packet;

MSC "Local Loopback-Mode" exited with HCl_Write_Loopback_Mode
instead with HC|_Reset;

MSC "Remote Loopback-Mode" exited with HCI_Write_Loopback_Mode
instead with HC|_Reset;

MSC "Switch Role" updated with LMP_clkoffset_req/-res and

LMP_slot offset;

Editorial changes;

MSC "Switch Role": subscenario 2 added; Modified as Toru's proposal;
MSC "ACL-Connection Request": slot-offset and clock-offset exchange
subscenario3;

Figure 4: no loopback to Page/Page-Res in case of Role-Switch;
LMP_features_reg/-res: added in MSC "Pairing" and MSC "Authentica-
tion", removed in MSC "Encryption and Setup Complete”;

MSC "Local Loopback Mode": two additional SCO-Connections added;

1.0B

Dec
1st
1999

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.
The following figures are modified: 3.2, 3.3, 4.3 and 4.9
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Bluetooth

List of Acronyms and Abbreviations

Acronym or
abbreviation

ACK
ACL link

ACO
AM_ADDR
AR_ADDR
ARQ

B

BB

BCH

BD_ADDR
BER
BT

BT

B

CAC
cc

cL
CODEC
COF
CRC

CVSD

DAC
DCE

Writing out in full
Acknowledge

Asynchronous Connection-Less
link

Authenticated Ciphering Offset
Active Member Address
Access Request Address

Automatic Repeat reQuest

BaseBand

Bose, Chaudhuri & Hocquenghem

Bluetooth Device Address
Bit Error Rate

Bandwidth Time
Bluetooth

Channel Access Code
Call Control
Connectionless

COder DECoder
Ciphering Offset

Cyclic Redundancy Check

Continuous Variable Slope Delta
Modulation

Device Access Code

Data Communication Equipment

Which means

Provides a packet-switched con-
nection.(Master to any slave)

Type of code

The persons who discovered these
codes in 1959 (H) and 1960 (B&C)
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Acronym or
abbreviation Writing out in full Which means
DCE Data Circuit-Terminating Equip- In serial communications, DCE
ment refers to a device between the

communication endpoints whose
sole task is to facilitate the commu-
nications process; typically a

modem

DCI Default Check Initialization

DH Data-High Rate Data packet type for high rate data

DIAC Dedicated Inquiry Access Code

DM Data - Medium Rate c?:ttaa packet type for medium rate

DTE Data Terminal Equipment In serial communications, DTE
refers to a device at the endpoint
of the communications path; typi-
cally a computer or terminal.

DTMF Dual Tone Multiple

Frequency

DUT Device Under Test

DV Data Voice \I?Oa;::e; packet type for data and

£

ETS| European Telepommunications

Standards Institute

F

FCC Eici?rl;:lsggnmmunicalions

FEC Forward Error Correction code

FH Frequency Hopping

FHS Frequency Hop Synchronization

FIFO First In First Out

FSK Frequency Shift Keying type of modulation

FwW Firmware

L€

GEOP Generic Object Exchange Profile

GFSK Gaussian Frequency Shift Keying

GIAC General Inquiry Access Code

GM Group Management
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Appendix Il - Acronyms Bluetooth.
Acronym or
abbreviation Writing out in full Which means
H
HA Host Application SW using Bluetooth
HCI Host Controller Interface
HEC Header-Error-Check
HID Human Interface Device
HV High quality Voice e.g. HV1 packet
HW Hardware
f
IAC Inquiry Access Code
|EEE Insti_tute o_f Electronic and Electrical
Engineering
IETF Internet Engineering Task Force
P Internet Protocol
IrDA Infra-red Data Association
IrMC Ir Mobile Communications
ISDN Integrated Services Digital Net-
works
ISM Industrial, Scientific, Medical
T Implementation Under Tes
&
L CH Logical Channel
L2CA Logical Link Control and Adaption  Logical Link Control And Manage-
ment part of the Bluetooth protocol
stack
L2CAP Logical Link Control and Adaption
Protocol
LAP Lower Address Part
LC Link Controller Link Controller (or baseband) part
of the Bluetooth protocol stack
Low level Baseband protocol han-
dler
LCP Link Control Protocol
LCSS Link Controller Service Signalling
LFSR Linear Feedback Shift Register
LM Link Manager
28 November 1999 893
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Acronym or
abbreviation Writing out in full Which means
LMP Link Manager Protocol :T;: Cileesrto;prercommunics:
LSB Least Significant Bit
i
M Master or Mandatory
M_ADDR Medium Access Control Address
MAC Medium Access Control
MAPI m;eesr?:g;ng Application Procedure
MMI Man Machine Interface
MS Mobile Station
MS Multiplexing sublayer
MSB Most Significant Bit
MSC Message Sequence Chart
MTU Maximum Transmission Unit
MUX Multiplexing Sublayer a sublayer of the L2CAP layer
N
NAK Negative Acknowledge
NAP Non-significant Address Part
o
O Optional
OBEX OBject EXchange protocol
OCF Opcode Command Field
=
PCM Pulse Coded Modulation
PDU Protocol Data Unit a message
PIN Personal |dentification Number
PM_ADDR Parked Member Address
PN Pseudo-random Noise
PnP Plug and Play
POTS Plain Old Telephone system
894 28 November 1999
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Appendix Il - Acronyms Bluetooth.
Acronym or
abbreviation Writing out in full Which means
PPM Part Per Million
PPP Point-to-Point Protocol
PRBS Pseudo Random Bit Sequence
PRNG Pseudo Random Noise Generation
PSTN Public Switched Telephone Net-
work
&
QoS Quality of Service
K
RAND Random number
RF Radio Frequency
RFC Request For Comments
RFCOMM Serial cable emulation protocol
based on ETSI TS 07.10
RSSI Received Signal Strength Indica-
tion
RX Receiver
S
S Slave
SAP Service Access Points
SAR Segmentation and Reassembly
SCO link Synchronous Connection-Ori- Supports time-bounded informa-
ented link tion like voice.
(Master to single slave)
SD Service Discovery
SDDB Service Discovery Database
SDP Service Discovery Protocol
SEQN Sequential Numbering scheme
SRES Signed Response
SS Supplementary Services
SsSi Signal Strength Indication
SuUT System Under Test
SW Software
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Bluetooth.

Acronym or
abbreviation Writing out in full Which means
¢
TAE Terminal Adapter Equipment
TBD To Be Defined
TC Test Control Test Control layer for the test inter-
face
TCl Test Control Interface
TCP/IP Transport Control Protocol/Inter-
net Protocol
TCS Telephony Control protocol
Specification
TDD Time-Division Duplex
TTP Tiny Transport Protocol between
OBEX and UDP [TBD]
1B, Transmit
U
UA User Asynchronous Asynchronous user data
UAP Upper Address Part
UART Universial Asynchronous receiver
Transmitte
uc User Control
UDP/IP User Datagram Protocol/Internet
Protocol
ul User Isochronous Isochronous user data
UIAC Unlimited Inquiry Access Code
us User Synchronous Synchronous user data
uUsB Universal Serial Bus
uT Upper Tester
W
WAP Wireless Application Prtocol
WwWuG Wireless User Group
896 28 November 1999
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Definitions

Baseband. The Bluetooth baseband specifies the medium access and physi-
cal layers procedures to support the exchange of real-time voice and data
information streams and ad-hoc networking between Bluetooth units.

Coverage area . The area where two Bluetooth units can exchange mes-
sages with acceptable quality and performance.

Host Terminal interface. Host terminal interface is the Interface between
Bluetooth Host and Bluetooth Unit.

Inquiry. A Bluetooth unit transmits inquiry messages in order to discover the
other Bluetooth units that are active within the coverage area. The Bluetooth
units that capture inquiry messages may send a response to the inquiring
Bluetooth unit. The response contains information about the Bluetooth unit
itself and its Bluetooth Host.

Isochronous user channel . Channel used for time bounded information like
i.e. compressed audio (ACL link).

Logical Channel. The different types of channels on a Physical Link.

Bluetooth Host. Bluetooth Host is a computing device, peripheral, cellular
telephone, access point to PSTN network, etc. A Bluetooth Host attached to a
Bluetooth unit may communicate with other Bluetooth Hosts attached to their
Bluetooth units as well. The communication channel through the Bluetooth
units provides almost wire-like transparency.

Bluetooth Unit. Bluetooth Unit is a voice/data circuit equipment for a short-
range wireless communication link. It allows voice and data communications
between Bluetooth Hosts.

Bluetooth. Bluetooth is a wireless communication link, operating in the unli-
censed ISM band at 2,4 GHz using a frequency hopping tranceiver. It allows
real-time voice and data communications between Bluetooth Hosts. The link
protocol is based on time slots.

Packet. Format of aggregated bits that can be transmitted in 1, 3, or 5 time
slots.

Paging. An Bluetooth unit transmits paging messages in order to set up a
communication link to another Bluetooth unit who is active within the cover-
age area.
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Physical Channel. Synchronized RF hopping sequence in a piconet
Physical Link. Connection between devices.

Piconet. In the Bluetooth system, the channel is shared among several Blue-
tooth units. The units sharing a common channel constitute a piconet.

RFCOMM Client. An RFCOMM client is an application that requests a con-
nection to another application (RFCOMM server).

RFCOMM initiator. The device initiating the RFCOMM session, i.e.setting up
RFCOMM channel on L2CAP and starting RFCOMM multiplexing with the
SABM command on DLCI 0 (zero).

RFCOMM Server. An RFCOMM server is an application that awaits a con-
nection from an RFCOMM client on another device. What happens after such
a connection is established is out of scope of this definition.

RFCOMM Server Channel. This is a subfield of the TS 07.10 DLCI number.

This abstraction is used to allow both server and client applications to reside
on both sides of an RFCOMM session.

Service Discovery. The ability to discover the capability of connecting
devices or hosts

Scatternet. Two or more piconets co-located in the same area (with or witout
inter-piconet communication).

Time Slot. The Physical Channel is divided into 625 us long time slots.
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SAMPLE DATA

This & ppen%x contains sample data for
various parts of the Bluetooth baseband spec-
ification. All sample data are provided for
reference purpose only; they are intended as a
comjf)lemen to the definitions provided else-
where in th§ specification. They can be used
to ﬁheck the behavior of an implementation
and avoi@énisunderstandings. Fulfilling these
_ ample &ta is a necessary but not sufficient
Mw”” # conditigh for an implementation to be fully

*  Bluetgoth compliant
* 8 1]
s E@@@f ‘j’g p
f #é‘
o &
R N aﬁ e“‘ﬁ
&
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Bluetooth.

CONTENTS
;| Encryplion Sample BalE, e reeamusrsmmnmamsonss s s SUE
1.1 Generaling Ko from KG, v s a2
1.2 Fust Setof Sample Data .. SRR TR R DD
1.3  Sscond Set of Sample E}am ..................................................... 813
1.4  Third Set of Samples... e 8924
1.5  Fourth Set of Samples ..828
2 Fraguency Hopping Samp%e i}atamwﬁans:ﬁamry SCheme ovvonens 937
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o I [ T T oy 938
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Encryplion Key Sample Bata ..o.civianmarasommaasaranaoaasa 581
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1 ENCRYPTION SAMPLE DATA

Bluetooth.

This part consist of four sets of sample data for the encryption process.

With respect to the functional description of the encryption engine in the Blue-
tooth baseband specification, the contents of registers and resulting concurrent
values are listed as well. This by no means excludes different implementations
(as far as they produce the same encryption stream) but is intended to

describe the functional behavior.

In case of misunderstandings or inconsistencies, these sample data form the
normative reference.

1.1 GENERATING KC’ FROM KC,

where Kc'(x) = g2(x)(Kc(x) mod g1(x)).

Note: All polyncmials are in hexadecimal notation.

‘L' is the effective key length in bytes.

The neotation ‘p: [m]' implies that degip(x)) = m.

MSB LSB

L=1
gl: [8] 00000000 00000000 00000000 00000114
g2: [119] 00e275a0 abd218d4 cf928bsb bfechosf
K a2b230a4 93£281bb 61a85b82 ad9ddaile
Kc mod gl: [7] 00000000 00000000 00000000 0000009E
g2 (Ke mod gl): [126] 7aalef39 59836ba3 22049a7b 87f1dsas
L =2
gl: [16] 00000000 00000000 00000000 0001003f
g2: [112] 0001e3f6 3d7659b3 7£18c258 cffeefef
Ke: 64e7df78 bb7ccaa4 61433123 5b3222ad
Kec mod gl: [12] 00000000 00000000 00000000 OO0O0LEEO
g2 (Ke mod gl) : [124] 142057bb Obceacdc 58bdld42e 1e710a50
L =3
gl: [24] 00000000 000O0C0CO 00000000 010000db
g2 [104] 000001be f66c6c3a bl0Z0a5a 1919808b
Ke: 57525156 ba685dcé 112124ac edb2cl79
Kc mod gl: [22] 00000000 00000000 00000000 008ddbcs
g2 (Ke mod gl) [127] ds56doadb 8216cb39 7fe3c591 1ff95618
L=4
gl: [32] 00000000 00000000 00000001 0O000OOaf
g2: [96] 00000001 6ab899%69 del7467f d3736ads
Kc 8917b4fc 403b6db2 1596b864 lcb8adab
Ke mod gl [31] 00000000 00000000 00000000 aale78aa
g2 (Ko mod gl) [127) 91910128 boe2f5ed al32al3e afidacda
902 29 November 1999 Encryption Sample Data
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L=5

gl: [40] 00000000 00000000 00000100 000000385

g2: [88] 00000000 01630632 91daS0ec 55715247

Ke: 785c915b dd25b9cé 0102ab00 bécd2ass

Ke mod gi: [38] 00000000 00000000 0000007f 13d44436

g2 (Kc mod gl) : [126] 6fb5651c cb80cB8d7 ealee56d flec5d02

L=6

gl: [48] 00000000 00000000 00010000 00000291

g2: [77] 00000000 00002cH53 52aabccl 54468311

Kc: 5e77d19f 55ccd7d5 798f9%a32 3b83eSds

Ko med gl: [47] 00000000 00000000 000082eb 4af2illed

g2 (Kc mod gl) : [124] 16096bch afcfsdef 1d226alb 4d3f%a3id

Encryption Sample Data 29 November 1999 903
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Bluetooth.

L=7

gl: [56] 00000000 00000000 01000000 00000035
g2: [71] 00000000 000000b3 f7fffce2 79£3a073
Ke: 05454203 8ddcfbel ed024b2d 92b7f54c
Ke mod gl: [55] 00000000 00000000 00S5b8ad 8eb8leda
g2 (Ke mod gl): [126] 50f9c0dd4 e3178da% 4a09feld 34£67ble
L=28

gl: [64] 00000000 00000001 00000000 0000001b
g2: [63] 00000000 00000000 alab815b c7ecB8025
Ko: TJeceld49fc f4b3gad7 2a5d8a4l eblsSba3il
Kc mod gl: [63] 00000000 00000000 8660806c 1B865deec
g2 (Ko mod gl): [1286] 532c36d4 54095420 922989b6 826f78dc
L=23

gl: [72] 00000000 00000100 00000000 00000609
g2: [49] 00000000 00000000 0002c980 11d8b04d
Kc: Seeffica B84fc2782 9c051726 3dfefise
Kc mod gl: [71] 00000000 00000083 58cch7d0 b95d3c71
g2 (Kc mod gl): [120] 016313f6 0d3771cf 7f8edbb9 4aa6827d
L = 10

gl: [80] 00000000 00010000 00000000 00000215
g2z [42] 00000000 Q0000000 0000058e 24f9a4dbb
Ke: 7bl3846e B88beb4de 34e7160a fd44dces
Kc mod gl: [79] 00000000 0000b4de 24171767 £36981c3
g2 (Ke mod gl): [121] 023bclec 34a002%e f£798dcfb 6l18basSsd
L =11

gl: [88] 00000000 01000000 00000000 0000013b
gz2: [35] 00000000 000O0C000 0000000c a76024d47
Ke: bdasde6c 6e7d757e B8dfe2d49 9a181193
Ko mod gl: [86] 00000000 007d757e 8dfe8Baa 2fceel’l
g2 (Kc mod gl): [121] 022e08a9 3aa51dad 2£93fa78 85cclfa?
L = 12

gl: [96] 00000001 00000000 00000000 000000dd
g2: [28] 00000000 00000000 00000000 1lc9c26b9
Ke e6483blc 2cdbl040 9a658£97 c4efdond
Ke mod gil: [93] 00000000 2cdbl040 9a658fd7 5bS562e4l
g2 (Ke mod gl): [121] 030d752b 216fe29b b880275c d7e6f6fs
L = 13

gl: [104] 00000100 00000000 00000000 00000494
g2: [21] 00000000 00000000 00000000 0026d9e3
Kc: d79d281d a2266847 6b223c46 dclablee
Kc mod gl: [100] 0000001d a2266847 6b223c45 elfc5fab
g2 (Ke mod gl): [121] 03£11138 9cebf%19 00b53808 4acl58aa
904 29 November 1999 Encryption Sample Data
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Bluetooth.

L = 14

gl: [112] 00010000 00000000 00000000 0000014f

g2: [14] 00000000 00000000 00000000 00004377

Ke: cad9a6Sb 9fcalcld a2320fcf Tc4aedBe

Ke mod gl: [111] 0000a65b 9fcaleld az2320fcf 7cb6a’sng

g2 (Ke med gl) : [125] 284840fd f1305f3c 529f5703 76adf7cf

L = 15

gl: [120] 01000000 00000000 00000000 000000e7

g2: [7] 00000000 00000000 00000000 00000089

Kc 21f0cc31 049b71632 d375e9%el 06029809

Ko med gl: [119] 00f0cec31l 049b7163 d375e9el 0602840e

g2 (Kc mod gl) : [126] 7£10b53b 6dfB84b94 f22e566a 3754ai7e

L = 16

gl: [128] 00000001 00000000 Q0000000 00000000 00000QOO

g2: [o] 00000000 00000000 00000000 00000001

Ke: 35ec8fc3 dS0ccd32 5f£2fd907 bde20éde

Kc med gl: [125] 3S5ec8fc3 d50ccd32 5£2£d907 bde20éde

g2 ({Kc mod gl) : [125] 35ec8fc3 d50ccd3z 5£2fd907 bdezOé6de

1.2 FIRST SET OF SAMPLE DATA

Initial values for the key, pan address and cleck

E'elfo] a0 Efel[1] = 00 K'ecl[2] = 00 K'el[3] = 00

E'el[4] oo Kfel[5) = 00 K'cl[6] = 00 K'cl[7] = 00

K'cl[8] oo K'el[9] = 00 K'el[10] = 00 K'ecl[l1] = 00

Krel[12] 00 K'el[13] = 00 K'el[14] = 00 K'cl[15] = 00

Addrl (o] 00 Addrl[1] = 00 Addrl([2] = 00

Addrl[2) 00 Addri[4] = 00 Addr1([5] = 00

Clki([o] 00 Clki[1] = 00 Clki[2] = 00 Clki[3] = 00

Fill LFSRs with initial data

t clk# LFER1 LFSR2 LFSR3 LFSR4 X1 X2 X3 X4 2 ¢C[t+1] clt] clc-1])
0 0 0000000* 00000000% 000000000* 0000000000 0 0 0 0 o0 o0 00 00
1 1 0000000% 00000001* 000000000* 000000000L* o 0 0 0 o0 00 00 00
2 2 0000000* 00000002+% 000000000* 0000000003 % o 0 0 o0 o o0 oo 00
3 3 0000000* 00000004* 000000000* 0000000007 * g 0 0 0 0 oo 00 00
4 4 0000000* 000000DE* 000000000* 00DDODOOCE* o 0 0 0 o oo 00 00
5 5 0000000* 00000010* 000000D000* 00000OOOLCH 00 ¢ 0 o o0 00 00
3 & 0000000* 00000020% 000000000* Q000000038+ o 0 0 0 o 00 00 00

Encryption Sample Data 29 November 1999 905
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Bluetooth.

7 7 0000000* 00000040* 000000000* 0000000070 0o 0 0 o0 0 00 00 00
8 8 080* * 00000000ED* 0 0 0 0 0 00 00 00
9 9 0000000* 00000100* 000000000* 0000000LCO* 0 0 0 0 0 00 00 00

10 10 0000000+ 00000200* 000000000* 0000000380*% 0o 0 0 0 0 00 00 00
11 11 0000000* 00000400* 000000000* 0000000700 0o 0 0 0 0 00 00 00
12 12 0000000* 00000800* 000000000* OO0ODOOEDO* o 0 0o o0 0 00 00 00
13 13 0000000* 00001000* 0Q00000000* 000000LCOO* o 0 0 0 0o o0 [1]1] [1]:]
14 14 0000000* 00002000* 000000000* 0000002800 0 0 0 0 0 00 00 00
15 15 0000000* 00004000* 000000000* 0000007000 0o 0 0 0 0 00 00 00
16 le 0000000* 00008000* 000000000* OOOO0OOEQOQO* o 0 0 0O 0 00 o0 00
17 17 0000000* 00010000* 000000000* 00000LCO00* 0o 0 0 o0 0 00 00 00
18 18 0000000* 00020000* 000000000* 0000038000 0o 0 0 0 0 00 00 00
19 19 0000000* 00040000* 00000D000* 0000070000 0 0 0 0 0 00 00 00
20 20 0000000* 000B0000* 000000000* 00000EQOOO* 0o 0 0 0 0 00 00 00
21 21 0000000* 00100000* 000000000* 00001CO000* o 0 0 o0 0 o0 00 00
22 22 002 * 0000380000 0o 0 0 © 0 00 00 00
23 23 0000000* 00400000* 000000000* 0000700000% 0 0 0 0 0 00 00 00
24 24 0000000* 00800000* 000000000* 0000EO0000* 0o 1 0 0 1 00 00 00
25 25 0000000* 01000000* 000000000* 000LCOO000* 0o 0 0 o 0 00 00 00
26 26 0000000 02000000* 000000000* 0003800000 0o 0 0 © 0 00 0o o0
27 27 0000000 04000000* 000000000* 0007000000% 0 0 0 0 0 00 00 00
28 28 000E000000* 0 0 0 o0 0 00 00 00
29 29 1 0 001C0 o 0 0 0 0 00 00 00
30 30 0000000 20000000* 000000000* 0038000000% o 0 0 0 0 00 00 00
31 31 0000000 40000000* 000000000* 0070000000% o 0 0 0 0 00 [t]:] o0
32 32 0000000 00000001 000000000* 0OEOO00D000* 0 0 0 1 1 00 00 00
33 33 2 * 01C00 0 0 0 1 1 00 00 00
34 34 0000000 00000004 000000000 0380000000% o 0 0 1 1 00 00 a0
ED) 15 0000000 00000008 000000000 0700000000% 0o 0 0 o0 0 00 00 00
16 16 0000000 00000010 000000000 OEO0000000* 0 0 0 O 0 00 00 00
37 37 020 1C00000000*% o 0 0 o0 0 00 00 00
38 38 0 0 38000 0o 0 0 0 0 00 00 00
39 39 0000000 00000080 000000000 7000000000* 0 0 0 0 0 00 00 00
R
Start clecking Summation Combiner
40 1 0000000 00000100 000000000 6000000001 0o 0 0 0 0 00 00 00
41 2 0000000 00000200 4 3 0o 0 0 o0 0 00 00 00
42 3 0000000 00000400 000000000 0000000007 0 0 0 o0 0 00 00 00
43 4 0000000 O 0 00000 E 0 0 0 0 0 00 00 00
44 5 oo00OO0O00 00001001 OO0O000O00O00 0O00000001D o o0 0 0 0o 00 [1]1] (114}
45 6 0000000 00002002 000000000 000000003B 0o 0 0 0 0 00 00 00
46 7 0000000 00004004 000000000 0000000077 0o 0 0 0 0 00 00 00
47 B 0000000 00008008 000000000 OOOO0000CEE 0o 0 0 0 0 00 o0 [1]4]
48 9 oo0Q0000 00010011 000000000 0O0000001DD o 0 0 0 0o 00 [1]4] [1]4]
49 10 0000000 00020022 000000000 00000003BB 0 0 0o 0 0 00 00 00
50 11 0000000 00040044 000000000 0000000777 0 0 0 0 0 00 00 00
51 12 0000000 0OOB0088 000000000 000OO00OEEE o 0 0 o 0 00 00 00
52 13 0000000 00100110 000000000 0000001DDD o 0 0 o0 0 00 00 00
53 14 0000000 00200220 000000000 0O000003EBB 0 0 0 0 0 00 00 00
54 15 0000000 00400440 000000000 0000007777 0 0 0 0 0 00 [T
55 16 0 000000EEEE 0o 1 0 o0 1 00 00 00
56 17 0000000 01001100 000000000 000001DDDD 0o 0 0 o0 0 00 00 00
57 18 0000000 02002200 000000000 000003BEEB 0 0 0 0 0 00 00 00
58 19 0000000 04004400 000000000 0000077777 0 0 0 0 0 00 00 00
59 20 0000000 08008800 000000000 000OOEEEEE 0o 0 0 0 0 00 00 00
60 21 0000000 10011000 000000000 ©00001DDDDD 0o 0 0 0 0 00 00 00
906 29 November 1999 Encryption Sample Data
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.
61 22 0000000 20022000 000000000 00002BEEEB 0o 0 0 0 0 00 00 00
62 23 0000000 40044000 000000000 0000777777 o 0o o0 o 00 oo oo
63 24 0000000 00088001 000000000 O0OCOEEEEEE 0o 0 0 0 o 00 00 00
64 25 0000000 00110003 000000000 0001DDDDDD 0o 0 0 0 0 00 00 00
&5 26 0000000 00220006 000000000 O0002BBEEBB 0o 0 0 0 0 0o 00 00
(-1 27 0000000 0044000C 000000000 OQOOQT777777 {+ S E ¢ R ¢ o 00 0o oo
87 28 0000000 00880018 000000000 OQOOEEEEEEE o 1 0 0 1 00 00 oo
68 29 0000000 01100031 000000000 001DDDDDDC 0o 0 0 0 0 00 00 00
69 20 0000000 02200062 000000000 O003BBBBEBS 0o 0 0 0 0 00 00 00
70 31 0000000 04400004 000000000 0077777770 o 0 0 0 0 o0 oo oo
71 32 0000000 0B800188 000000000 OOEEEEEEED S T 0 o1 00 00
72 33 0000000 11000311 000000000 01DDDDDDCL 00 0 1 0 00 01 00
73 24 0000000 22000622 000000000 O03BBBBEBS3 0o 0 0 1 111 00 01
74 15 0000000 44000044 000000000 0777777707 0o 0 0 0 1 10 11 0o
75 26 0000000 0BOOL8B8 000000000 OEEEEEEEOE 0o 0 0 1 1 o1 10 11
76 37 0000000 10003111 000000000 1DDDDDDCLD 0 0 0 1 0 o1 01 10
77 38 0000000 20006222 000000000 3BEBBBBE22B 00 0 1 0 11 01 o1
78 29 0000000 4000C444 000000000 7777777077 0 0 0 0 1 o1 11 01
79 40 0000000 00018888 000000000 EEEEEEECEF 00 0 1 o 10 o1 11
80 a1 0000000 00031110 000000000 SDDDDDCLDE 00 0 1 1 00 10 01
81 a2 0000000 00062220 000000000 3BBEBBB3EC 00 0 1 1 01 00 10
82 43 0000000 000C4440 000000000 7777770779 00 0 0 1 o1 oL 00
83 44 0000000 00188880 000000000 EEEEEEOEF2 00 0 1 0 11 o1 01
84 45 0000000 00311100 000000000 SDDDDCLDES o & 0 1 o 10 11 01
-1 46 0000000 00622200 000000000 3BBEBB3IBCB o o o 1 1 01 10 11
86 47 0000000 00C44400 000000000 7777707797 0o 1 0 0 0 o1 oL 10
87 48 0000000 01888801 000000000 6EEEEOEF2F 0 1 0 1 1 11 01 01
:1-3 49 0000000 ©03111003 000000000 SDDDCL1DESE o 0 0 1 0 10 11 o1
89 50 0000000 06222006 000000000 3BBEB3BCBC 0o 0 0 1 1 01 10 11
20 51 0000000 0C44400C 000000000 7777077979 00 0 0 1 00 oL 10
91 52 0000000 18888018 000000000 GEEEQOEF2ZF2 {+ S TR - S o 1o oo o1
92 53 0000000 321110030 000000000 S5DDCLDESES 00 0 1 111 10 00
93 54 0000000 62220060 000000000 3BB83BCECB o 0 0 1 0 00 11 10
94 55 0000000 444400CL 000000000 7770779797 0o 0 0 0 0 10 00 11
95 56 0000000 08880183 000000000 GEEOEF2F2F 6 1 0 1 0 00 10 00
96 57 0000000 11100307 000000000 S5SDCLDESESF 0 0 0 1 1 01 00 10
97 se 0000000 2220060E 000000000 3B83BCBCEF 00 0 1 o 00 01 00
98 59 0000000 44400CLC 000000000 770779797E 0o 0 0 0 0 11 00 o1
99 60 0000000 08801838 000000000 GECEF2F2FC o 1 0 o0 0 o1 11 00
100 61 0000000 11003070 000000000 S5SCLDESESFE o 0 0 0 111 o1 11
101 82 0000000 220060E0 000000000 3B3BCBCBFO o6 0 0 0 1 01 11 01
102 63 0000000 4400C1CO 000000000 70779797E0 0o 0 0 0 111 oL 11
103 64 0000000 0B018280 000000000 EOEF2F2FCL 0o 0 0 1 0 10 11 01
104 65 0000000 10030701 000000000 41DESESF82 oo 0 1 1 01 10 11
105 66 0000000 20060EQ02 000000000 O3BCECEFO4 [+ S T ¢ TR R 0 01 o1 10
106 67 0000000 400CLCO5 000000000 0779797E09 0o 0 0 0 1 10 oL o1
107 68 0000000 O001B380A 000000000 OEF2F2FCL2 o 0 0 1 1 00 10 01
108 &9 0000000 00307015 000000000 1DESESFB25 a0 0o 1 1 01 oo 10
io09 70 0000000 OO0GOE02A 000000000 3BCBCBFO4B e o 0 1 o oo o1 oo
110 71 0000000 00CLCO55 000000000 779797E097 0 1 0 1 0 10 00 o1
111 72 0000000 018380AR 000000000 6F2F2FCL2F o1 0 0 111 10 00
112 73 0000000 02070154 000000000 S5ESESF825E 0o 0 0 0 1 11 11 10
113 74 0000000 060E02A8 000000000 3CECBFO4BC 0o 0 0 1 0 11 1L 13
114 75 0000000 ©0CLCO550 000000000 79797E0979 o 0 0 0 1 00 11 11
115 76 0000000 1B3BOAAO 000000000 72F2FCL2F2 0 0 0 1 1 10 00 11
116 77 0000000 20701541 000000000 E5ESFB25ES 0 0 0 1 1 11 10 00
117 78 0000000 GOEO2AB2 000000000 4BCBFO4BCE 01 0 1 1 00 11 10
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118 78 0000000 41C05505 000000000 L1797E0S796 0 1L 0 1 0 11 00 11
119 80 0000000 O03BOAAOA 000000000 2F2FCL2F2C 0o 1 0 0 0 01 11 00
120 81 0000000 07015415 000000000 SESFS825E59 0o 0 0 o0 1= 31 o1 11
121 82 0000000 OEO2A82A 000000000 3CBFO4BCB2 0o 0 0 1 o 10 11 o1
122 83 0000000 1C055054 000000000 797E097964 o 0 0 0 0 o1 10 11
123 84 0000000 380AAOAS 000000000 7T2FCL2F2CY 0 0 0 1 0 o1 01 10
124 85 0000000 70154151 000000000 6S5F825E593 0 0 0 1 0 11 01 01
125 86 0000000 602AB2A3 000000000 4BFO4BCB26 o 0 0 1 0 10 11 o1
126 87 0000000 40550546 000000000 17E097964C o 0 0 1 1 01 b I Iy
T2 88 0000000 OOAAOABD 000000000 2FCL2F2C99 o 1 0 1 1 01 o1 10
128 EE 0000000 0154151A 000000000 SFB25E5932 0o 0 0 1 0 11 01 o1
129 20 0000000 O2AB2A34 000000000 3FO4BCB264 o1 0 0 0 10 11 o1
130 91 0000000 05505468 000000000 7E097964C9 o0 0 0 0 01 10 11
131 92 0000000 OAAOASDO 000000000 7CL2F2C992 o 1L 0 o0 o o1 01 10
132 93 0000000 154151A1 000000000 7825E53324 0o o 0 0 1 10 01 o1
133 94 0000000 2AB2A342 000000000 TO4ECE2648 o 1L ¢ 0 1 00 10 o1
134 95 0000000 55054684 000000000 6097964C91 0o 0 0 1 1 01 00 10
135 96 0000000 2AO0ABDOS 000000000 412F2C9923 o 0 0 0 1 01 o1 00
136 97 0000000 54151A12 000000000 O025E593246 o 0 0 0 1 10 o1 o1
137 98 0000000 282A3424 000000000 O04BCE2648D 00 0 1 1 00 10 01
138 99 0000000 50546848 000000000 O097964C91A o 0 0 0 0 01 00 10
132 100 0000000 20ABD0OS0 000000000 12F2C99235 o 1L 0 1 1 o0 o1 00
140 101 0000000 4151A120 000000000 25E593246A o 0 0 1 s i % 00 01
141 102 0000000 02A34240 000000000 4BCB2648DS 01 0 1 1 01 11 o0
142 103 0000000 05468481 000000000 17964C91AB 0 0 0 1 0 10 01 11
143 104 0000000 OASDO203 000000000 2F2C992357 o1 0 0 1 00 10 o1
144 105 0000000 151A1206 000000000 SE593246AE o 0 0 0 o 01 00 10
145 106 0000000 2A34240C 000000000 3CB2648DSC 0 0 0 1 0 00 oL 00
146 107 0000000 S46B4818 000000000 7964C31ABE o0 o 0 0 11 00 o1
147 108 0000000 28D0S030 000000000 7209923571 o 1 0 1 1 o1 11 00
148 108 0000000 S1AL2060 000000000 6593246AE2 0 1 ¢ 1 1 10 01 11
142 110 0000000 234240C0 000000000 4B2648D5CS o0 0 0 0 00 10 o1
150 111 0000000 46848180 000000000 LE64CILABBA o 1L 0 0 1 o1 00 10
151 112 0000000 0DOSO201 000000000 2099235714 o 0 0 1 o oo o1 00
152 113 0000000 1A120602 000000000 593246AE28 o 0 0 0 0 11 00 o1
152 114 0000000 34240C04 000000000 32648D5C51 o0 0 0 1 10 11 00
154 115 0000000 68481809 000000000 64CILABBA2 0 0 0 1 1 01 10 11
155 116 0000000 50903012 000000000 4992357144 0 1 0 1 1 01 01 10
156 117 0000000 21206024 000000000 13246AE288 o 0 0 0 1 10 01 01
157 118 0000000 4240C048 000000000 2648D5C511 0 0 0 0 0 00 10 o1
158 11% 0000000 04818090 000000000 4C9LABSA23 0 1 0 1 0 00 00 10
158 120 0000000 09030120 000000000 1923571446 o0 0 0 o o0 00 00
160 121 0000000 12060240 000000000 3246AE288D o0 0 0 o 00 00 00
161 122 0000000 240C0480 000000000 648DSC511B 0 0 0 1 1 00 00 00
162 123 0000000 481B0S00 000000000 491ABBA237 0o 0 0 0 o oo 0o 00
163 124 0000000 10301200 000000000 123571446F o 0 0 0 0 o0 00 00
164 125 0000000 20602400 000000000 246AE288DF o 0 0 0 0 00 00 00
165 126 0000000 40C04800 000000000 48DSCS11BE 0 1 ¢ 1 0 01 0o 00
166 127 0000000 01809001 000000000 11ABBA237D o 1 0 1 1 00 o1 00
167 128 0000000 03012002 000000000 23571446FA o0 0 0 0 11 00 o1
168 129 0000000 06024004 000000000 4BAE288DFS o 0 0 1 0 o1 11 00
169 130 0000000 0C048008 000000000 ODSCS511BEA o 0 0 o0 o R & 01 11
170 131 0000000 18050011 000000000 1ABS8A237DS o 0 0 1 o 10 11 o1
171 132 0000000 30120022 000000000 3571446FAA 0 0 0 0 0 01 10 11
172 133 0000000 60240044 000000000 6GRE288DF55 0 0 0 1 0 o1 oL 10
173 134 0000000 404B0089 000000000 55C511BEAA o 0 0 1 o 11 oL 01
174 135 0000000 00500113 000000000 2BBA237DS54 o 1L 0 1 1 10 11 o1
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175 136 0000000 01200227 000000000 571446FAAS 0o 0 0 0 0 o1 10 11
176 137 0000000 0240044E 000000000 2E288DFS50 0o o0 o0 1 00 01 10
177 138 0000000 0480089C 000000000 S5CS511BEAAD 0o 1 0 0 111 00 o1
178 139 0000000 09001138 000000000 38A237D540 0 0 0 1 0 o1 11 00
179 140 0000000 12002270 000000000 71446FAASL 0o 0 0 0 111 o1 11
180 141 0000000 240044E0 000000000 &2BBDFS5503 o o o 1 0 10 11 01
181 142 0000000 4B0O0B9CO 000000000 4511BEAADG o 0 0 0 0 01 10 11
182 143 0000000 10011281 000000000 OA237D540D 0o 0 0 0 1 00 oL 10
183 144 0000000 20022702 000000000 1446FAASLA 0o 0 0 0 0 11 00 o1
184 145 0000000 40044E04 000000000 2BBDFS55035 o 0 0 1 0 01 11 oo
i85 146 0000000 OO00B2CO8 000000000 S11BEAAODGA o 0 @ 90 1 11 o1 11
186 147 0000000 00113810 000000000 2237D540D5 00 0 0 1 01 11 o1
187 148 0000000 00227021 000000000 446FAASLAA 0o 0 0 0 111 01 11
188 149 0000000 0044E042 000000000 O08DF550355 0 0 0 1 0 10 11 01
189 150 0000000 0089COB5 000000000 11BEAAOGAA 0o 1 0 1 0 10 10 11
190 151 0000000 0113810A 000000000 237D540D54 00 0 0 0 10 10 10
191 152 0000000 02270215 000000000 46FAABLAAY 00 0 1 1 10 10 10
192 153 0000000 044E042A 000000000 ODF5503553 0 0 0 1 110 10 10
193 154 0000000 0B9CO854 000000000 1BEAAOGAAT? 01 0 1 0 o1 10 10
194 155 0000000 113810A8 000000000 37D540DS4E 00 0 1 0 o1 oL 10
195 156 0000000 22702150 000000000 EFAABLAAID 00 0 1 0 11 oL o1
196 157 0000000 44E042A0 000000000 5F5503553A o1 0 0 0 10 11 01
197 158 0000000 09C08540 000000000 3EAROGAATS (I R S § 0 10 10 11
198 155 0000000 13810AEB0 000000000 TDS40DS4EA o 1 0 0 1 10 10 10
19% 1le0 0000000 27021500 000000000 TAABLAASDS o o o 1 1 10 10 10
200 161 0000000 4E042A00 000000000 75503553AB 0o 0 0 0 0 10 10 10
201 162 0000000 1C085400 000000000 EAACEARTSE 0o 0 0 1 1 10 10 10
202 163 0000000 3BLOAB00 000000000 S5540D54EAC O 0 O 0 0 10 10 10
203 164 0000000 70215000 000000000 2ABLlAASDSE 0o 0 0 1 1 10 10 10
204 165 0000000 €042A001 000000000 5502553AB0 00 0 0 0 10 10 10
205 166 0000000 40854002 000000000 2A0BAATSEL {+ S TR - S < 1 10 10 10
206 167 0000000 O0LOAB004 000000000 540D54EAC3 0o 0 0 0 0 10 10 10
207 168 0000000 02150009 000000000 281AAID586 o0 0 0 0 10 10 10
208 169 0000000 042A0012 000000000 503553ABOC 0o 0 0 0 0 10 10 10
209 170 0000000 08540024 000000000 206AA75618 o 0 0 0 0 10 10 10
210 171 0000000 10AB0048 000000000 40DS4EAC3O 0 1 0 1 0 o1 10 10
211 172 0000000 21500091 000000000 OLAAIDSEEL 00 0 1 0 o1 0L 10
212 173 0000000 42A00122 000000000 03553AB0C3 0o 1 0 0 0 11 oL o1
213 174 0000000 05400244 000000000 O0GAA756186 0 0 0 1 0 10 11 01
214 175 0000000 OAB004B8 000000000 ODS4EAC30D o 1 0 0 1 01 10 11
215 176 0000000 15000911 O0O00000000 1ARASDSEBELA & 0 0 1 o o1 o1 10
216 177 0000000 2A001223 000000000 3553ABOC3S 0o 0 0 0 1 10 oL o1
217 178 0000000 54002446 000000000 EAA7S6186A 0o 0 0 1 1 00 10 01
218 179 0000000 2B0048BD 000000000 S54EACI0DS o o 0 D0 o0 01 oo 10
219 180 0000000 5S5000911E 000000000 2ASDSEGLAA [+ S T ¢ TR R o oo o1 oo
220 181 0000000 20012236 000000000 553AB0OC3S55 0o 0 0 0 0 11 00 o1
221 182 0000000 4002446C 000000000 2AT56186AA 0 0 0 0 1 10 11 00
222 183 0000000 O000488DS 000000000 S4EAC3I0DS4 a0 0o 1 1 01 10 11
223 184 0000000 000911B2 000000000 29DSE61AAS o 0 0 1 o o1 o1 10
224 185 0000000 00122364 000000000 53ABOC3550 0 0 0 1 0 1l o1 o1
225 186 0000000 002446C8 000000000 27561BEARD 0o 0 0 0 1 01 11 01
226 187 0000000 00488D30 000000000 4EAC20D540 0o 0 0 1 0 10 0L 11
227 188 0000000 00911B20 000000000 1D586LAASL 0 1 0 o0 1 00 10 01
228 189 0000000 01223640 000000000 3RBOC35502 0o 0 0 1 1 01 00 10
229 190 0000000 02446CB0 000000000 7561BEAAOS 0o 0 0 0 1 01 01 00
230 191 0000000 0488D901 000000000 GACI0D540B 0 1 0 1 1 11 oL o1
231 192 0000000 0911B203 000000000 55861AABL7 0 0 0 1 0 10 11 01
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232 193 0000000 12236407 000000000 2BOC3IS5502F 0O 0 0 o o 01 10 11
233 194 0000000 2446CB0E 000000000 S&1B6AROSF 0o 0 0 O 1 00 ol 10
234 135 0000000 488D201C 000000000 2C30DS40BF o1 0 0 1 11 00 01
235 196 0000000 111B203% 000000000 S5861AASBLTE 0o 0 0 o 1 10 1i 00
236 197 0000000 22364072 000000000 30C35502FD o 0 0o 1 1. 01 10 11
237 198 0000000 446CBOE4 000000000 G&1BEAAOSFE o 0 0 1 o 01 01 10
238 199 0000000 OBDS01C8 000000000 430DS540BF6 o 1 0 o0 o 11 [1h8 01
239 200 0000000 11B203%1 000000000 OGLAABLTEC 0 1 0 0o o 10 11 oL
Z[(0] = 3D
Z{1] =c1
Z[2] = FoO
Z[3] = BB
Z[4] = 58
Z[5] = 1E
Z[e]l = 42
Z[71 = 42
Z(8] = 4B
Z[9] = 8E
Z[10] = C1
Z[11] = 2A
Z[12] = 40
Z[13] = 63
Z[14] = 7A
zZ[15] = 1E
sssssssssssssssssssss

Reload this pattern into the LFSRs

Hold content of Summation Combiner regs and calculate new C[t+l] and Z values
LFSR1 <= 04B583D
LFER2 <= 20BELECL
LFERZ <= 063CLl42F0
LFSR4 <= OFT7A2A42BB
Clt+l] == 10

Generating 125 key symbols (encryption/decrypticn sequence)

- O

240 1 04B583D 20BEL1ECL 063CL42F0 OFTA2A42BB o 1 0 0 o 10 IL 01
241 2 096BE07A 411C3DEB2 OCT7B2B5E1l 1EF4548577 I § L E 1 10 10 11
242 3 12D60F4 02387B04 1BFOS50BC3 3DESAS0AEF o 0 1 1 0 01 10 10
243 4 05ACLESY 0470F60% 11EOAl786 7BD15215DF o 0 0 1 0 01 01 10
244 5 0BS583D2 OBELEC13 03CLl42F0C 77A2A42BEF i I & -1 0 00 o1 o1
245 6 16BO7AS 11C3D827 0TB285EL8 6F4548B577E o 1L 0 0 g 7 (1]} 01
2486 T O0D&eOF4B 2387BO4F OFO0S50BC30 SEBASOAEFD I & -6 =X 1 00 11 o0
247 B 1ACLEST 470F60%E 1ECAL7860 3D15215DFA 1 0 1 0 0 11 00 11
248 9 1583D2E OELEC13D 1C142F0C0 T7AZA42BBF4 o 0 1 0 0o 01 11 a0
249 10 O0BO7ASD 1C3DB27BE 18285E181 74548577ES i 0 1 0 1 10 o1 11
250 11 160F4BE 387B04F7 1050BC302 6BAS0AEFD2 0 0 0 1 1 00 10 ol
251 12 0OCLES76 T7OF&09EE OO0AL78605 S15215DFAS 11 0 o o 00 o0 10
252 13 183D2ED 61EC13DD 0142F0COB 22A42BBEF4B 11 0 1 1 01 a0 00
253 14 107ASDA 43D827BA 0285E1817 4548577ES97 o 1 0 o o0 o0 01 00
254 15 OOF4BB4 OTBO4F74 OS0OBC302F OAS0AEFD2ZE 0 1 0 1 o 10 00 01
255 1e 01E976% OF60SEES8 OAl78605E 15215DFASC o 0 1 0 1 11 10 00
256 17 03D2ED3 1ECL13DDO 142F0COBD 2A42BBF4B9 o 1 o0 o o o0 11 10
257 18 07ASDA7 3D827BA0 O0B5E1817B 548577ES72 0 1 1 1 1 11 00 11
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258 19 OF4BB4F 7BO4F740 10BC202F6 290AEFD2ES 10 0 0 0 o1 11 00
259 20 1E9769F 7609EEB0 0178605ED 5215DFASCA 1 0 0 0 0 10 01 11
260 21 1D2ED3F 6CL3DD0L 02F0COBDA 242BBF4B94 1 0 0 0 1 00 10 01
261 22 1ASDA7E 5827BA03 05EL817B4 48577E9729 1 0 0 0 1 01 00 10
262 23 14BB4FC  204F7407 0BC302F69 10AEFD2ES2 0 0 1 1 1 00 oL 00
263 24 09769F9 6O0SEEEBQOE 17B60S5ED2 21S5DFASCAT7 i 1 0 0 0 10 00 o1
264 25 12ED3F2 413DD01C OFOCOBDA4 42BBF4B94F o 0 1 1 0 o0 10 oo
265 26 0SDA7ES 027BA038 1EL817B49 0577E9729F 0o 0 1 0 1 o1 00 10
266 27 OBB4FCA 04F74071 1C302F693 OAEFD2ES3F S H S 111 o1 00
267 28 1769F95 O0SEESB0E3 18605ED27 15DFASCATF o1 1 F 0 11 1l o1
268 29 OED3F2E 13DD01C6 1OCOBDA4F 2BBF4BI4FE : D T R § 0 10 11 11
269 20 1DATES6 27BA03BD 01817B49F 577TE9729FD 11 0 0 0 10 10 11
270 31 1B4FCAD 4F74071B 0302F693E 2EFD2ES3FB T 0 A 0 o1 10 10
271 32 169F958 1EES0E37 0605ED27D S5SDFASCATE? 0 1 0 1 1 01 oL 10
272 23 0D3F2B7 2DDOLCEE OCOBDA4FE 3BF4BS4FEF - <l (e T 1 1 00 oL o1
273 34 1ATESEF 7BA038DC 1B17B49F6 77E9729FDE O el | 0 o1 00 o1
274 35 14FCADF 774071B9 102F693ED 6FD2ES3FBD 00 0 1 0 00 01 00
275 26 09F95BE GESOE273 005ED27DE S5FASCATF7B : S I 110 00 o1
276 27 13F2B7C 5D0LC6E7 O0OBDA4FEE 3F4B94FEF7 0o 0 0 0 0 11 10 00
277 38 07ES6F9 3A03SDCE 017B49F6C 7EI729FDEE 00 0 1 0 00 11 10
278 a9 OFCADF2 74071B9C 02F693ED2 7D2ES3FBDD 10 00 1 10 00 11
279 40 1F9SBES 6B0E3738 05ED27DBO  7ASCATFTBA 10 0 0 111 10 00
280 41 1F2B7CA 501C6E71 OBDA4FBS0 74B94FEF74 10 1 1 0 o1 11 10
281 42 lES6F94 203BDCE2 17B49F&C0 6&9729FDEER I 9 4 0 0 10 o1 11
282 43 1CADF29 4071B9C4 OF693EDS80 52ES3FBEDDL i 9 11 1 1l 10 o1
283 44 195BE53 00E37289 1ED27DBO1l 25CA7F7BA2 T4 a a 1 01 11 10
284 45 12B7CA6 O0L1C6E713 1DA4FB602 4BS4FEFT47 I T Bl 0 o1 01 11
285 46 0S6F94C 038DCE26 1B49F6C04 1729FDEESE o 1 1 @ 1 11 o1 o1
286 47 OADF29% 071B9C4D 1693EDBO8 2ES3IFBDDLC i 0 0 0 o 10 11 o1
287 ie 1SBE532 O0E37289A O0D27DBOLl SCATF7BA2E 00 1 1 0 10 10 11
288 49 OB7CAG4 1C6E7135 1A4FBE022 394FEF7471 1010 0o o1 10 10
289 50 16F94C9 3BDCE26A 149F6C044 729FDEESE2 0o 1 0 1 1 01 oL 10
290 51 ODF2993 71B9C4D4 093EDB08Y 653FBDDICA 1110 0 00 oL o1
291 52 1BES327 637389A9 127DBOL112 4ATF7BA3SE s SR T 111 0o o1
292 53 17CAG4E 46ET71353 04FB60224 14FEF74710 6 1 0 1 1 o1 11 00
293 54 OF94C9C ODCE26A6 09F6C0448 29FDEESE21 ia a3 a 1 01 oL 11
294 55 1F29939 1B9C4D4D 13ED20B90 S5S3FBDDLC42 L I T T | 0 0o o1 o1
295 56 1E53272 27389ASA 07DBOL121 27F7BA3884 10 8 2 0 10 00 o1
296 57 1CAG4ES GE713534 OFB602242 4FEF747108 101 1 1 00 10 00
297 se 194C9CE S5CE26A69 1F6C04485 1FDEEBE210 i1 1 0 11 00 10
298 59 1299397 395C4D4D2 1EDBOBS0OA 3IFBDD1C420 {+ Qi P E R o oo 11 oo
299 60 053272F 7389A9A6 1DBO11214 7F7BA38840 6 1 1 0 0 11 00 11
200 61 ORG4ESE 6713534C 1B6022428 7EF7471081 101 1 0 00 11 00
301 82 14C3CBD 4E26A659 16C044850 7DEEBE2102 oo 0 1 1 10 oo 11
302 &3 099397A 1C4D4D32 0DB08390A0 T7BDD1C4205 1 I A= 1 00 10 oo
302 64 13272F4 3B9A9A65 1BO112141 77BA28840B 0 1 1 1 1 00 00 10
304 65 064E5E8 713534CB 160224283 6F74710817 0 0 0 0 0 00 00 00
305 66 0C9CBD1 6&26A6997 0C0448507 SEESE2102E : I« R B B 1 01 oo oo
306 67 19397A3 44D4D32E 1B0B90A0E 3DD1C4205C 2 Sy I ES 1 11 o1 oo
307 68 1272F46 09ASAE5D 10112141D 7BA2BB40BE 0 1 0 1 1 10 11 01
308 69 04ESEBC 13534CBA 002242837 7747108171 0o 0 0 0 0 o1 10 11
309 70 09CBD19 26A69975 004485075 GESE2102E3 RS TR Tl | 0 10 oL 10
210 71 1397A32 4D4D32EE  00890A0EA 5D1C4205C7 0o 0 0 0 0 00 10 01
311 72 072F465 1A9A65D7 0112141D5 3R38B40BSF o 1 0 0 1 01 00 10
312 73 OESESCA 3534CBAF 0224283ARA 74710B171F 10 0 0 0 00 01 00
313 74 1CBD194 GA69975E 044850755 G8E2102E2E 10 0 1 0 10 00 o1
314 75 1974329 54D32EBC 0B90AOEAE 51C4205C7D : (G TS R 0 o1 10 00
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315 76 12F4653 29A65D79 112141D56 238840BE8FA 0 1 0 1 1 01 oL 10
316 77 0SEBCA6 534CBAF2 024283AAD 47108171F4 0o 0 0 0 1 10 oL o1
317 78 0BD194D 269975E5 048507558 O0E2102E3E9 110 0 0 11 10 ol
318 79 17A329A 4D32EBCB 090AOEAB6é 1C4205C7D2 0o 0 1 0 0 00 11 10
319 80 0F46535 1A65D797 12141D56D 38840BSFAS 1 0 0 1 0 11 00 11
320 81 1EBCA6A 34CBAF2F 042B3AADA 7108171F4B 110 0 1 01 11 00
izl 82 1D194D5 69975E5F 0850755B4 62102E3ES7 1 1 1L 0 o 01 ol 11
322 83 1A329AR 532EBCBF 1OAOEAB6E 44205CTD2F 1 00 0 0 11 o1 o1
323 84 1465355 265D797F 0141D56D1 0840B8FASE o 0 0 0 1 01 11 o1
324 as OBCAGAE 4CBAF2FF 0283AADA2 108171F4BC 1 i 0 1 0 01 ol 11
325 86 1194D56 1975ESFF 050755B45 2102E3E979 0o 0 0 0 1 10 oL o1
326 87 0329AAD 32EBCBFF OAOEAB68A 4205C7D2F3 0o 1 1 0 0 11 10 o1
327 s 065355A 65D797FF 141D56D14 040BBFASE7 o1 0 0 0 00 11 10
328 8 0CAGAB4 4BAF2FFF 083AADA28 08171F4BCF 111 0 111 00 11
329 90 194D569 17SESFFF 10755B450 102E3E979E 1 0 0 0 0o o1 11 00
330 91 129AAD3 2EBCBFFF 0OEAB68BAL 205C7D2F3C o1 0 0 0 10 o1 11
331 92 05355A6 SD797FFF 01D56D142 40B8FASETS 0 0 0 1 1 00 10 ol
332 93 OAGAB4D 3AF2FFFE 03AADA285 O0171F4BCF1 110 0 0o 00 00 10
333 94 14D569B 7SESFFFD 0755B450A 02E3ES79E2 0 1 0 1 0o o1 00 00
334 95 0SAAD37 6BCBFFFA OEAB6BALS 05CT7D2F3C4 T T LA 111 o1 o0
335 96 1355A6E 5797FFF4 1D56D142A OBBFASETSS 0o 1 1 1 0 11 11 ol
336 97 06ABADC 2F2FFFES 1AADA2854 171F4BCFLl 0o 0 1 0 0 11 11 11
337 98 0D569B8 SESFFFDO 155B450A9 2E3E979E23 1 00 0 0 11 1 3
338 99 1AAD370 2CBFFFAL OABEB8ALS53 SCTD2F3C46 111 0 0 10 i Ay
339 100 1S5A6E0 797FFF43 156D142A7 38FASET88D o o 0o 1 1 01 10 11
340 101 OAB4DCO 72FFFE87 OADA2Z854E 71F4BCFL1B : S R | 110 01 10
341 102 1569B81 65FFFDOE 15B450A9D 63E979E236 o 1 0 1 o 11 10 o1
342 103 OAD3I703 4BFFFALC O0B6BA153B 47D2F3C46C 1 1 RS | 1 01 11 10
343 104 1SAGEQ7 17FFF438 16D142A76 OFASE73BDE g ¥ O -1 1 10 o1 11
344 105 0B4DCOF 2FFFES70 ODA2854EC 1F4BCFLLEO 1 11 0 111 10 01
345 106 169B81F SFFFDOEL 1B450ASDE 3E979E2360 [ T 0 o1 11 10
346 107 0D3703F 3FFFALC3 168AL53B0 7D2F3C46CL 1 10 0 1 10 01 11
347 108 1AGEOTE 7FFF4386 OD142A761 T7ASE788D83 1110 i i3 10 ol
348 109 14DCOFD 7FFES70C 1A2854EC2 74BCFL1BO7 I TG S € 0 o1 11 10
349 110 09BE81FB 7FFDOEL® 1450A9D84 6979E2360E 110 0 1 10 o1 11
350 111 13703F6 7FFALC33 0BAL53B09 52F3C46CLC 0 1 1 1 1 11 10 o1
351 112 06EOTEC 7FF43867 1142A7612 25E788D838 0 1 0 1 1 00 11 10
352 113 ODCOFDS 7FEBTO0CF 02854EC25 4BCF11BO71 £ L 0 X 111 00 11
353 114 1BE1FBL 7FDOELSE 050A9DS84E 179E2360E3 11 0 1 0 0o 11 00
354 115 1703F62 7FALC33D O0ALS3B096 2F3C46C1C7 o1 1 0 0 11 00 11
355 116 OEQTECY TF43867E 142A7612C SET788D838E 1 o 0o o0 o 01 11 (114}
356 117 1COFDB8 7E8TOCF6 0854EC259 3CFL1BO71C 1 11 a 1 01 o1 11
357 118 181FB1l 7DOEL9ED 10A9D84B3 79E2360E38 10 0 1 111 oL o1
iss 119 103F622 JALC33DA 0153B0967 73C46C1CT71 o 0 0 1 0 10 11 o1
is59 120 007EC45 743867B5 02ATel2CE 6788BDE3BE3 o o0 0 1 1 01 10 1L
360 121 00FD88B 6870CFEB 054EC259C 4F11BO71CE o 0 0 0 1 00 oL 10
361 122 01FB117 50EL9ED7 OASD84B38 1E2360E38C o1 1 0 0 10 00 o1
362 123 03F622F 21C33DAE 153B09671 3C46C1C718 o 1 ¢ 0 1 11 10 o0
363 124 07EC45F 43867B5C O0AT612CE2 788D83IBE30 0o 1 1 1 0 o1 11 10
364 125 OFD8SBF 070CF6BY 14EC259C4 711BO71Cel 1 00 0 0 10 0L 11
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1.3 SECOND SET OF SAMPLE DATA

Initial values for the key, BD ADDR and cleck

E'e2[0] =00 K'e2[l] = 00 K'c2[2] = 00 K'ec2[3] = 00
K'c2[4] = 00 K'e2[5] = 00 K'c2[6] = 00 K'c2[7] = 00
K'e2(8] = 00 FK'e2[9] = 00 K'e2(10] = 00 K‘e2[11] = 00
K'e2{12] = 00 K'e2[13] = 00 K'e2[14] = 00 K‘e2[15] = 00

Addr2[0] = 00 Addr2[l] = 00 Addr2([2] = 00
Addr2[3] = 00 Addr2(4] = 00 Addr2[5] = 00

Clk2[0] = 00 Clk2[1] = 00 Clk2[2] = 00 Clk2[3] = 03

Fill LFSRs with initial data

t clk# LFSR1 LFSR2 LFSR3 LFSR4 X1 X2 X2 X4 2 Clt+1] cle] cle-1)
o o 0000000% 00000000* QOOOOO0O000* QOOOODOOOOOW o o o o o oo oo oo
1 1 0000001* 00000001* 000000001* 000000000L* o 0 0 0 0 00 00 00
2 2 0000002% 00000002* 000000002* 0000000003 * 00 0 0 0 00 00 00
2 3 0000004% 00000004* 000000004* 0000000007* 0o 0 0 0 0 00 00 00
4 4 0000008* 00000008* 000000008* 000000000E* 0o 0 0 0 0 00 00 00
5 5 0000010* 00000010* 000000010* 00000000LCH 0o 0 0 0 0 00 00 00
6 6 0000020% 00000020% 000000020* 0000000038* 0o 0 0 0 0 00 00 00
7 7 0000040% 00000040% 000000040*% 0000000070% 00 0 0 0 00 00 00
8 8 00000B0* 00000080% 000000080* 00000000EQ* 0o 0 0 0 0 00 00 00
E) 9 0000100* 00000100% 000000100* 00000001C0* 0o 0 0 0 0 00 00 00
10 10 0000200* 00000200% 000000200* 0000000380% 0o 0 0 0 0 00 00 00
11 11 0000400* 00000400% 00000O0400* 0OOOOOO700* o o o v] o 00 oo oo
12 12 oooo200* QOOOOBOO* OODOOOOBOO* QOOOOOOEOOW™ a (4] o (o] 0 oo oo 0o
12 13 0001000% 00001000* 000001000* 0000001CO0* 0o 0 0 0 0 00 00 00
14 14 0002000% 00002000% 000002000* 0000003800* 0o 0 0 0 0 00 00 00
15 15 0004000* 00004000* 000004000* 0000OQD7000% o 0 o o o oo oo oo
lé 16 0008000* OOOO0B000* QOOO0OOB000* OQOOOOODEQQO* ] o o o o oo oo oo
17 17 0010000* 00010000% 000010000* 000001CO00* 0o 0 0 0 0 0o 00 00
18 18 0020000* 00020000% 000020000* 0000038000* 0o 0 0 0 0 00 00 00
19 19 0040000* 00040000% 000040000* 0QO0OO0TOO0O00* o 0 v] o o oo oo oo
20 20 0080000+ 00080000% 000080000* 00000E0000* 0o 0 0 0 0 00 00 00
21 21 0100000% 00100000% 000100000* 0000LCO000* 0o 0 0 0 0 00 00 00
22 22 0200000% 00200000% 000200000* 0000380000* 0o 0 0 0 0 00 00 00
23 23 0400000% 00400000% 000400000* 0000700000% o o a4 0 o 00 00 00
24 24 0800000* 00800000% 000800000* 0000E00000* 11 0 0 0 o1 00 00
25 25 1000000* 01000000* 001000000* 000LC0O0000* 0o 0 0 0 0 00 00 00
26 26 0000001 02000000* 002000000* 0003EB00000* 0 0 0 0 0D 00 00 00
27 27 0000002 04000000% 004000000* 0007000000% 0o 0 0 0 0 00 00 00
28 28 0000004 0B000000* 008000000* 000E000000* 0o 0 0 o 0 00 00 00
29 29 0000008 10000000% 010000000* 001C000000% 0o 0 0 0 o 00 00 00
30 30 0000010 20000000* 020000000* QO3BOOOOOO™ 0 o o v} o oo oo oo
31 31 0000020 40000000% 040000000* 0070000000% 0o 0 0 0 0 0o 00 00
32 32 0000040 00000001 0B0000000* O0ECO00000* 0 0 1 1 0 o1 00 00
33 33 00000B0 OOOOOQOOD2 100000000% 01CO000000% (1} o o 1 1 00 oo oo
34 34 0000101 00000004 oogoooool 0380000000 o 0 o 1 1 00 oo 00
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35 35 0000202 8 0 07000 * 0 0 0 o0 0 00 00. 00
36 36 0000404 00000010 000000004 OEQO000000* o 0 ¢ 0 o 00 00 00
37 37 0000808 00000020 000000008 1C00000000* 0 0 0 0 o0 00 00 00
38 38 0001011 00000040 000000011 3800000000* 0 0 0 0 0 00 00 00
39 39 0002022 00000080 000000022 7000000000* 0 0 0 0 0 00 00 00
Start clocking Summation Combiner
EmmEssssssssssssssssssasssssssssaEsEEn
40 L 0004044 00000100 000000044 6000000001 0o 0 0 0 0 00 00 00
41 2 000BOBE 00000200 O0O0O0CO0BE 4000000003 0 0 0 o0 0 00 00 00
42 3 0010111 00000400 000000111 0000000007 0 0o 0 0 0 00 00 00
432 4 0020222 00000800 000000222 000000000E 0o 0 0 0 0 00 00 00
44 5 0040444 00001001 000000444 00000000LD 0 0 0 0 0 00 00 00
45 6 0080888 00002002 000000888 000000003B 0 0o 0 o0 0 00 00 00
46 7 0101111 00004004 000001111 0000000077 0o 0 0 o0 0 00 oo 00
47 8 0202222 00008008 000002222 00000000EE 0o 0 0 0 0 00 00 00
48 9 0404444 00010011 000004444 00000001DD 0o 0 0 0 0 00 00 00
49 10 0808888 00020022 000008888 00000003BB 1 0 0 0 1 00 00 00
50 11 1011110 00040044 000011111 0000000777 0 0 0 0 0 00 00 00
51 12 0022221 00080088 000022222 0000000EEE 0o 0 0 0 0 00 00 00
52 13 0044442 00100110 000044444 0000001DDD o 0 0 0 o 00 00 00
53 14 0088884 00200220 000088888 0000003EEB 0o 0 0 o0 0 00 00 00
54 15 0111109 00400440 000111111 0000007777 0o 0 0 0 0 00 00 00
55 16 0222212 00800880 000222222 000000EEEE o1 0 0 1 00 00 00
56 17 0444424 01001100 000444444 000001DDDD 0 0 0 0 0 00 0o 00
57 18 0888848 02002200 000888888 000003BEEB 1L 0 0 0 1 00 00 00
58 19 1111090 04004400 001111110 0000077777 0 0 0 0 0 00 00 00
59 20 0222120 0B008800 002222220 O00000EEEEE 0 0 0 o0 0 00 00 00
60 21 0444240 10011000 004444440 00001DDDDD 0 0 0 0 0 00 0o 00
61 22 0888480 20022000 00SBB8BS0 00003BBEBB 1L 0 0 0 1 00 00 00
62 23 1110900 40044000 011111100 0000777777 0 0 0 0 0 00 00 00
63 24 0221200 00088001 022222200 O0000EEEEEE 0o 0 0 0 0 00 00 00
64 25 0442400 00110003 044444400 0001DDDDDD 0 0 0 0 0 00 00 00
65 26 0884800 00220006 088888800 O003BBBEBB I o L 0 01 00 00
66 27 1109000 0044000C 111111000 0007777777 0o 0 0 0 1 01 oL 00
67 28 0212001 00880018 022222001 O00OEEEEEEE 01 0 0 0 11 oL o1
68 29 0424002 01100031 044444002 001DDDDDDC 0 0 0 0 1 01 1L o1
69 30 0848004 02200062 088888004 O003BBBBEES 101 0 1 10 o1 11
70 31 1090008 04400004 111110008 0077777770 0o 0 0o o0 0 00 10 o1
7L 32 0120010 08800188 022220010 OOEEEEEEEQ 01 0 1 o 0o 00 10
72 33 0240020 11000311 044440020 01DDDDDDCL 0 0 0 1 1 00 0o 00
73 34 0480040 22000622 088880040 O03BEBBBES3 (I L 0 o1 00 00
74 35 0900081 44000C44 111100080 0777777707 1L 0 0 0 0 00 o1 00
75 36 1200103 08001888 022200101 OEEEEEEEOE o 0 0 1 1 11 o0 o1
76 37 0400207 10003111 044400202 1DDDDDDCLD N W o 01 11 00
7 38 080040E 20006222 088800404 3BEEBEES83B - e T 0 o1 oL 11
78 29 100081C 4000C444 111000808 7777777077 o 0 0 0 1 10 oL o1
79 40 0001038 00018888 022001010 6EEEEEEOEF 0 0 0 1 1 00 10 o1
80 41 0002070 00031110 044002020 SDDDDDCLDE 0 0o 0 1 1 01 00 10
81 42 00040E0 00062220 088004040 3BEBBES3BEC 0o 0 1 1 L 00 oL 00
82 43 D00BLCL 000C4440 110008081 7777770779 o 0 0 0 0 11 oo o1
83 44 0010383 00188880 020010103 GEEEEEOEF2 0 0 0 1 0 01 11 00
84 45 0020707 00311100 040020206 S5SDDDDC1DES 0 0 0 1 0 10 [ S
85 46 O040EOE 00622200 08004040C 3EEBB83ECB [ K LS ¥ 0 11 w0 o1
86 47 00B1CLD 00C44400 100080819 7777707797 0o 1 0 0 0 00 11 10
87 48 010383A 01888801 000101032 6EEEEQEF2F 0o 1 0 1 0 11 oo 11
88 49 0207075 03111003 000202064 SDDDCLDESE 0 0 0 1 0 01 11 00
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.
89 50 040EOEA 06222006 0004040C8 3BBBEB3IBCBC 0 0 0 1 0 10 oL 11
20 51 081C1D5 0C44400C 000BOBL9L 7777077979 10 0 0 1 00 10 o1
91 52 10383AB 18888018 001010323 6EEEOEF2F2 o 1 0 1 o 00 00 10
92 52 0070756 31110030 002020646 S5DDCLDESES 0 0 0 1 1 00 00 00
93 54 00EQEAC 62220060 004040C8C 3BES2BCECE 0 0 0 1 1 00 00 00
94 55 01ClD59 444400C1L 00BOBl913 7770779797 {+ S E ¢ R ¢ o 00 0o oo
a5 56 03IB3AB2 0B8BOLlB3 010103232 GEEOEF2F2F o 1 0 1 o 01 00 oo
96 57 0707565 11100207 020206464 5DCLDESESF 0o 0 0 1 0 00 oL 00
97 58 OEOEACA 2220060E 04040CEBC8 3B83BCBCBF 10 0 1 0 10 00 o1
98 55 1C1D594 44400C1C 0BOB19191 770779797E I 0 1 4 0 o0 10 oo
EE) 60 183AB28 08801838 101032323 EEOEF2F2FC : D T 0 00 00 10
100 61 1075650 11003070 002064647 S5SCLDESESFS 00 0 0 0 00 00 00
101 62 00EACAL 220060E0 0040C8CSE 383BCBCBFO 0o 0 0 0 0 00 00 00
102 63 01D5943 4400CLCO  00819191D 70779797E0 0o 0 0 0 0 00 00 00
103 64 03AB286 0B0183B0 01032323A GOEF2F2FCL 0o 0 0 1 1 00 00 00
104 65 075650C 10030701 020646475 41DESESF82 0 0 0 1 1 00 0o 00
105 66 OEACAL8 20060E02 040CS8CEBEA 03BCBCBFO4 10 0 1 0o o1 0o 00
106 &7 1D59430 400CLC05 0B19191D4 0779797E09 101 0 1 00 oL 00
107 &8 1AB2861 O0018380A 1032223A9 OEF2F2FCL2 : S T T | o 10 00 01
108 69 15650C3 00307015 006464752 1DESESF825 00 0 1 111 10 00
109 70 OACALBE 00G0E02A 0OCECBEA4 3BCBCBFO4B 10 01 1 00 11 10
110 71 159420C 00CLC055 019191D48 779797E097 01 0 1 0 11 00 11
111 72 0B28618 018380AA 032323A90 EF2F2FCL2F G G 1 o1 11 00
112 73 1650C30 03070154 064647520 SESESF225E o 0 0o 0 1 11 o1 11
113 74 OCAl860 O060EO2A8 OCBCBEA40 3CBCBFO4BC i 9 11 0 1l 11 o1
114 75 19430C0 0CLCO550 19191D480 79797E0979 10 1 0 111 11 11
115 76 1286180 1B380AA0 12323A900 72F2FCL2F2 0o 0 0 1 0 11 11 11
1le 77 0500301 30701541 046475201 65ESFB25ES o 0 0 1 0 11 11 11
117 78 OA18602 GOED2AB2 O0OBCBEA402 4BCEF04BCB s IR ERg X 1 10 11 11
118 79 1430C04 41C05505 1191D4804 1797E09796 01 0 1 0 10 10 11
119 80 0861808 O0380AADA 0323A9008 2F2FCLl2F2C i 1 9 0 o 01 10 10
120 81 10C3011 07015415 064752011 S5ESF825E59 0o 0 0 0 1 00 oL 10
121 82 0186022 OEO2AB2A O0CSEA4022 3CBF04BCB2 o 0 1 1 0 10 00 o1
122 83 030C045 1C055054 191D48044 797E097964 0o 0 1 0 111 10 00
123 84 06180BA 2BOAAOAS 123A90088 72FCL2F2C9 6 0 0 1 0 00 11 10
124 85 0C30115 70154151 047520111 65F825E593 i o9 1 0 11 00 11
125 86 186022A 602A82A3 0BEA40222 JBF04BCB26 101 1 o 00 11 00
126 87 10C0455 40550546 11D480444 17E097964C 0o 0 0 1 1 10 00 11
127 8e 01808AR OOAROABD 03A900888 2FCL2F2C99 o 1 0 1 0 00 10 00
128 89 0301155 0154151A 075201111 5FB25E5932 0o 0 0 1 1 01 00 10
129 20 06022AR O02AB2A34 OER40222Z2 3F04BCBZ264 & -1 19 1 00 o1 oo
130 91 0C04555 05505468 1D4804445 7E097964C9 101 0 0 10 00 o1
131 92 1808AAA OAROABDO 1A9008B8A 7CL2F2C992 : EAE T N 1 00 10 00
132 83 1011555 154151A1 152011115 7825ES59324 o o 0 D0 o0 01 oo 10
133 94 OD022AAB 2AB2A342 OA402222B T7O04BCB2648B [+ S R ES : | 1 00 o1 oo
134 95 0045556 55054684 148044457 6097964C91 0o 0 0 1 111 00 o1
135 96 00BAAAC 2A0ASD09 090088BAE d412F2C9923 0 0 1 0 0 o1 11 00
136 97 0115559 54151A12 12011115D 025E593246 o 0 o o0 1 11 o1 11
137 98 022AAB2 282A3424 0402222BA 04BCB2648D o 0 0 1 0 10 11 o1
138 99 0455564 50546848 080444575 097964CI1A 0 0 1 0 1 o1 10 11
139 100 0BARACS 20ABD090 10088BAEA 12F2C99235 11 0 1 0 10 oL 10
140 101 1155591 4151A120 0011115D5 25E593246A 0o 0 0 1 1 oo 10 01
141 102 02AAB22 02A34240 002222BAA 4BCB2648D5 0 1 0 1 0 00 00 10
142 103 0555644 05468481 004445755 17964C91AB 0o 0 0 1 1 00 00 00
143 104 OARACES O0ASD0903 O008BSAEAA 2F2C992357 11 0 0 0 o1 00 00
144 105 1555911 151A1206 011115D55 5E592246AE o 0 0 0 1 o1 oL 00
145 106 OAAB222 2A34240C 02222BAARA  3CB2648D5C 1.6 0 1 111 oL o1
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146 107 1556445 54684818 044457555 7T964C91ABS 0o 0 0 o0 1 01 11 ol
147 108 ODAACBBE 28BD0S030 OBBBAEAAA 7209923571 11 1 1 1 01 oL 11
148 109 1559117 G51AL2060 11115D555 6593246AE2 0 1 0 1 111 oL o1
149 110 OAB222F 234240C0 0222BAAAB 4B2648D5CS 1 0 0 0 0 10 11 o1
150 111 156445F 46848180 044575557 164C91ABSA 0 1 0 0 1 01 10 11
151 112 OACS8B8BF 0D090301 O0SBAEARAE 2099235714 10 1 1 0 10 01 10
152 113 159117F 1Al20602 1115D555D 593246AE28 0 0 0 0 0 00 10 o1
153 114 OB222FE 34240C04 022BARABA 32648D5CS51 1 0 0 0 1 01 00 10
154 115 16445FD 68481809 045755574 64C9LABBA2 0 0 0 1 0 00 oL 00
155 lle OCBBEFA 50903012 OBAEAAAER 4952357144 1 1 1 1 0 01 o0 o1
156 117 19117F5 21206024 115D555D1 13246AE288 1 0 0 0 0 00 o1 00
157 118 1222FEA  4240C048 O02BAAABA? 2648D5C511 0o 0 0 0 0 11 00 o1
158 119 0445FD5 04818090 057555744 4C91ABBA23 0 1 0 1 1 01 11 00
159 120 0SBBFAA 09030120 OAEAAAESS 1922571446 1 0 1 0 1 10 oL 11
160 121 1117F55 12060240 15D555D11 3246AE288D o 0 0 o0 0 o0 10 o1
161 122 022FEAR  240C0480 OBAAABA22 648D5C5L1B 0 0 1 1 0 00 00 10
162 123 045FD54 48180900 175557444 491ABBA237 0o 0 0 o0 0 00 00 00
162 124 0S8BFARS 10301200 OEAAAEES89 123571446F 1 01 0 0 o1 00 00
164 125 117F553 20602400 1D555D113 246AE288DF 0 0 1 o0 0 00 0L 00
165 126 02FEAAT 40C04800 1ARABA227 48DSCS11EBE 0 1 1 1 1 10 00 o1
166 127 OSFDS4F 01809001 15557444F L1ABBA237D 0 1 0 1 0 00 10 00
167 128 OBEFAASF 03012002 OAAAESS89E 23571446FA 1 01 0 0 00 00 10
168 129 17F553F 06024004 1555D113D 46AE288DFS 0 0 0 1 1 00 00 00
169 130 OFEAATE O0CO48008 OAABA227A ODSCSL1BEA 1 01 0 0 o1 00 00
170 131 1FDS4FC 18090011 1557444F5 1ABSA23I7DS I 0 0.1 1 00 o1 o0
171 132 1FAASFS 30120022 OARES8SSEE 3571446FAA 1 01 0 0 10 00 ol
172 133 1F553F2 60240044 155D113D7 6AE288DF55 1 0 0 1 0 00 10 00
172 134 1EAATE4 404B008% OABA227AE S5C511BEAA 1 o 1 1 1 00 oo 10
174 135 1DS4FCY 00900113 157444FSD 2BBA237D54 1 1 0 1 1 01 00 00
175 136 1AM9F93 01200227 OAEBS89EBA 571446FARS 1 01 0 1 00 oL 00
176 137 1553F26 0240044E 15D113D75 2E288DFS50 o 0 0 o0 0 11 00 o1
177 138 OARTE4C 0480089C O0BA227AEA 5C511BEAAO 1110 0 00 11 00
178 139 154FC98 09001138 17444FSD4  3BA237D540 0 0 0 1 1 10 00 11
179 140 OA9F931 12002270 OEBE9EBAS 7T1446FAASL 1 01 0 0 00 10 00
180 141 153F262 240044E0 1D113D753 6288DF5503 0 0 1 1 0 00 00 10
181 142 OATE4CS 4B0089C0 1A227AEAT 4511BEAAOE 1 01 0 0 o1 00 00
182 143 14FC98E 10011381 1444F5D4F OA237D540D 0o 0 0 0 1 01 0L 00
183 144 09F9316 20022702 088SEBAYE 1446FAASLA 101 0 111 o1 o1
184 145 13F262D 40044E04 1113D753D 288DF55035 0 0 0 1 0 10 11 o1
185 146 07E4CSA  00089C08 022TAEA7A S11BEAROGA 0 0 0 0 0 o1 w0 11
186 147 OFC98B4 00113810 O044FSD4F5 2237D540D5 4 8 o 0o o0 o 01 ol 10
187 148 1F93169 00227021 O0BYEBAYEBE 446FARSIAA 1 01 0 1. 11 01 o1
188 149 1F262D2 0044E042 113D753D7 08DF550355 10 0 1 1 10 11 o1
189 150 1E4C5A4 0089C0B5 O027AEATAE 11BEAROGAA 11 0 1 1 10 w0 11
190 151 1C98EB48 O0L13810A 0O4FSD4FSC  237D540D54 1 o 0 0 1 10 10 10
191 152 1931691 02270215 O09EBASEBE 46FAABLAAY 1 0 1 1 1 01 10 10
192 153 1262D22 044E042A 13D753D71 ODF5503553 0 0 0 1 0 01 oL 10
192 154 04C5A44  0B9C0854 OTAEATAE2 1BEAAOGAAT o 1 0 1 111 o1 o1
194 155 098B488 113810A8 OFSD4FSC4 37D540DS4E 10 1 1 0 11 11 o1
195 156 1316910 22702150 L1EBA9EBS9 6FAASLAAID 0 0 1 1 L1l 1 11
196 157 062D220 44E042A0 1D753D712 SF5503553A 0o 11 0 111 1 At
197 158 OCS5A440 09C08540 1AEATAE2S 3EAROGAATS 1 kXA 1 10 11 11
198 159 18B4880 13810A80 15D4F5C4B  7D540D54EA 1 1 0 0 0 10 10 11
199 160 1169100 27021500 OBASEB897 T7AABLAA9IDS 0 0 1 1 0 01 10 10
200 161 0202201 4E042A00 1753D712E 75503553AB 0 0 0 0 1 00 oL 10
201 162 05A4403 1CO85400 OEATAE25C 6AAOGAATSE 0o 0 1 1 0 10 00 o1
202 163 0B48807 381l0A800 1D4FSC4B8 5540D54EAC 1 01 0 0 00 10 00
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203 164 169100F 70215000 1A9EB8971 2AB1AAIDSS 0 0 1 1 0o 00 00 10
204 165 0D2201E 6042R001 153D712E3 5503553AB0 1 0 0 0 1 00 00 00
205 166 1A4403C 40854002 OATAE25C6 2A06AATS6L 1110 1 o1 00 00
206 167 1488079 010A8004 14F5C4B8D 540DS4EACI 0 0 0 0 1 o1 o1 00
207 168 09100F2 02150009 OSEBS8971B 281AASDS86 10 1 0 1 11 o1 o1
208 169 12201E5 042A0012 13D712E37 503553ABOC o 0 0 0 1 01 11 o1
209 170 04403CA 0B540024 O7AE25C6E 206AATS5618 o 0 o o 1 1l 01 11
210 171 0880795 10AB0048 OFS5C4BBDD 40DS4EAC30 S S K W | 1 11 11 01
211 172 1100F2A 21500091 1EB8971BA O0LlAR9IDS861 0 0 1 1 1 11 11 11
212 173 0201E54 42A00122 1D712E374 D3553ABOC3 o 1 1 o 1 11 1l 11
213 174 0403CAS 05400244 1AE25C6ES ODBAATSE186 0 o L 1 1 11 1L 11
214 175 0807952 O0A800488 15C4B8DD3 ODS4EAC30D 11 0 0 1 11 11 11
215 176 100F2A5 15000911 O0B8971BA6 LAA9IDS861A 0 0 1 1 1 11 11 11
216 177 00LES4A 2A001223 1712E374C 3553AB0C3S 0o 0 0 0 1 o0 11 11
217 178 003CAS4 54002446 OE25C6ESE8 6AATS6186A 000 1 1 0 11 00 11
218 179 0079528 2800488D 1C4B8DD31 554EAC30DS 0 0 1 0 0 o1 11 00
219 180 DOF2A50 5000911B 1B971BA62 2AIDSB61AA 0 0 1 1 1 10 01 11
220 181 OLES4A0 20012236 112E374C4 553ABOC3SS 0o 0 0 0 o 00 10 o1
221 182 03CAS40 4002446C 025C6E98E8 2AT56186AA 0o 0 0 0 o 01 00 10
222 183 0795280 000488D9 04BEDD310 S4EAC30D54 0 0 0 1 0 00 01 00
223 184 OF2A500 000911B2 0971BA620 29D5861AAB ; SR T IO | 1 10 oo o1
224 185 1E54A00 00122364 12E374C40 53ABOC3550 b S T T | 0 00 10 00
225 186 1CA9400 002446C8 O05C6E9B80 27561B6AA0 1 0 0 0 1 o1 00 10
226 187 1952800 00488D90 O0BBDD3I101 4EACIODS540 1 o 1 1 o 11 o1 oo
227 188 12A5000 00911B20 171BA&202 1D5861AA81 o 1 o o o 10 11 o1
228 189 054A000 01223640 OE374C404 3ABOC35502 0 0 1 1 0 10 10 11
229 190 DA4000 02446CB0 1C6E98B08 756186AA0S L 500 1 0 0 01 10 10
230 191 1528001 0488D901 18DD31011 SAC3I0DS40B o 1 1 1 o 10 o1 10
231 192 OAS0002 0911B203 11BAG2023 S5E861AABLY 1 o o 1 o 11 10 o1
232 193 140006 12236407 0374C4047 2BOC3S502F 0 0 0 0 111 11 10
233 194 094000C 2446CB0E O06ES8B808E S6186AA0S5F 1 0 o o o 11 11 11
234 195 1280018 488DI0DLC 0DD31011D 2C30D54 0BF 6 1 1 0 111 11 11
235 196 0500030 111B2039 1BA62023A 5861AASL7E 0 0 1 0 0 11 11 11
236 197 DADOO60 22364072 174040475 30C35502FD 1 6 0 L 111 11 11
237 198 14000C0 446C80E4 OEYB80BEA 6186AAOSFB o 0 1 1 1 11 11 11
238 199 0800180 0BD90LCS 1D31011D5 430DS40BF6 11 1 0 0 10 11 11
233 200 1000301 11B20391 1AG2023AB O0GLAABLTEC 01 1 0 0 10 10 11
Z[o] = 25
Z[1] = as
z[2] = 6B
Z[3] = 55
Z[4] = 5F
z[5] =2
z[6] = 20
Z[7) = ES
zZ[g] = C4
zZ{9] = F8
Z[10] = 3A
Z[11] = F1
Z{12] = FF
Z{13] = 89
Z{14] = 02
Z[15] = 35
S SRS RSP ———r—

Reload this pattern into the LFSRs
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Hold content of Summation Combiner regs and calculate new C[t+l] and Z values

LFSR1 <= 1C45F25
LFESR2 <= TFFBC245
LFERZ <= 1893A206B
LFESR4 <= LAO2F1ES55
Clt+l] == 10
ssEssasssssassssan

Generating 125 key symbols (encryption/decryption seguence)
240 1 1C45F25 7FFBC245 1893A206E LAD2FLES55 1110 1 10 10 11
241 2 188BE4A 7FF1l848E 1127440D7 3405E3CAAB 11 0 0 0 01 10 10
242 3 1117C95 7FE30917 024E881AF 680BC73557 0 1 0 0 0 o1 01 10
243 4 022F92B 7FC6122F 049D1035E S50178F2AAF 0o 1 0 0 0 11 01 01
244 5 045F257 7TFBC245E 093A206BD 202F1ESS55E 9 1 1 0 1 10 11 01
245 ] OBEE4AE 7F1B48BC 127440D7A J05E3CAABC 1 0 0 0 1 o1 10 11
246 7 117C95C 7E309178 O0O4EB81AF4 00BC79557%9 0o 0 0 1 0 o1 01 10
247 B8 02F92B8 7C6122F0 09D1035EE O0178F2AAF2 o 0 1 0 0 11 01 01
248 8 05F2570 78C245E1 13A206EDD O02FLES55ES o 1 0 1 1 10 11 01
249 10 OBE4AEl 71848BC2 07440D7A0 OSE3CAABCA 1 1 0 1 1 10 10 11
250 11 17C95C2 63091784 OE8BlAF40 OBC7955795 0 0 1 1 0 01 10 10
251 12 O0F52B87 46122F09% 1D1035E80 178F2AAF2B 1 0 1 1 0 10 01 10
252 13 1F2570F O0C245E12 1A206BDO1 2F1ES55ES6 1 01 0 o 11 10 01
253 14 1E4AELF 1848BC25 1440D7A03 SE3CAABCAC 1 0 0 o o 00 X 10
254 15 1C95C3E  3091784A O0BBLAF407 3C79557958 1 110 s . = 00 11
255 16 192B87D 6122F0%4 11035E80F 78F2AAF2EL 1 0 0 1 1 o1 11 00
256 17 12570FA 4245E128 O0206BDO1lE 71ES55E562 e 0 0 1 0 10 01 11
257 is 04AELF4 048BC250 040D7A03D 63CAABCACS 0 1 0 1 0 11 10 01
258 19 095C3E8 091784A0 O0BLlAF407A 475557958A 1 01 1 0 o1 11 10
259 20 12B87D1 122F0941 1035E80F4 OF2AAF2Bl14 o 0 0 o0 i 11 01 11
2860 21 0570FAZ 245E1283 006BDOLE® 1ES555E5628 o 0o 0 0 1 o1 11 01
261 22 OAELF46 4BBEC2506 00D7TAO3D2 3CAABCACSO 11 0 1 0 o1 01 11
262 23 15C3EBC 11784A0C OLlAF407AS 79557958A0 o 0 0 o0 1 10 01 01
263 24 OBE7D1E8 22F09419 O035E80F4A 72AAF2B140 1 1 0 1 b S 5 i 10 01
264 a5 170FA30 45EL2832 O06BDOLE94 6555E56280 o 1 0 0 0 00 11 10
265 26 DELF460 OBC25065 ODTAOQ3ID2E 4AABCACSOL 1 111 0 00 oo 11
266 27 1C3E8CO 1784A0CE 1AF407A50 1557958A03 111 0 1 01 00 0o
287 28 187D181 2F0941%6 15EBOF4A0 Z2AAF2B1406 1 0 0 1 1 oo 01 0o
268 29 10FA302 SE12832C O0BDO1ES41 555E56280C 0 0 1 0 1 11 00 01
269 30 01F4604 30250658 17A03D283 2ABCACS01S o 0o 0 1 0 o1 11 o0
270 31 03E8C0% 784A0CEQ0 OF407A506 557958A033 0o 0o 1 0 0 10 01 11
271 32 0701812 70941960 1E8S80F4A0C 2AF2BLl4066 0 1 1 1 1 11 10 01
272 33 OFA3024 612832C1 1DO1E®415 S55ES56280CD I o0 12 0 o1 11 10
273 34 1F46049% 42506583 1A03D2832 2BCACS01%A 1 0 1 A 0 01 [ K 6
274 35 1EBC093 O4A0CBO7 1407A5065 57958A0335 1 1 0 1 0 00 01 01
275 36 1D18127 0%41960F O0B0F4AO0CE 2F2B14066B 1 01 0 o 10 00 01
276 37 1A3024F 12832C1F 101E%4196 5E56280CD7 i1 0 0 o 00 10 oo
277 38 146049F 2506583E 003D2832C 3CACS501%AE 0 0 0 1 1 o1 00 10
278 39 08COS93E 4AOCBOTD 007AS0858 T958A0335D 1 0 0 0 0 00 ol 00
279 40 118127C 141960FA OOF4AOCB0 72Bl4066BA o o 0 1 1 11 o0 01
280 41 03024F8 2832C1lF4 O01E%419%61 656280CD74 0 0 0 0 1 10 11 00
281 42 06049F1 506583E9 03D2832C2 4ACS5019AES 0 0o 0 1 i 01 io 11
282 43 OCO93E2 20CBO7D2 OTAS06585 158BA0335D3 11 0 1 o 10 01 10
283 44 18127C5 41960FAS OF4AOCEBOE 2EL4066BA7 1 110 1 11 10 01
284 45 1024FBA 032C1F4BE 1ES4196le 56280CD74F o 0o 1 0 0 o0 11 10
285 46 0049F15 06583E97 1D2832C2C 2CS5019AESF o 0o 1 0 1 10 00 11
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286 47 0093E2B OCBO7D2F 1A5065B59 58A0235D3E 01 1 1 1 00 10 00
287 aB 0127C56 1960FASE 14A0CBOB2 314066BA7D 0o 0 0 0 o1 00 10
288 a9 024FBAD 32C1F4BC 094196164 62B0CD74FB 01 1 1 0 11 01 00
289 50 049F15A 6583E978 12832C2C8 45019AESFE 0 1 0 0 0 10 11 01
290 51 093E2B5 4BOTD2F0 050658591 OA0225D3ED 10 0 0 1 01 10 11
291 52 127C56E 160FASE0 OAOCBOB22 14066BATDA o o 1 0 o0 01 o1 10
292 53 04FBAD7 2CLlF4BCl1 141961645 2B0CD74FBS o 0 0 0 1 10 01 01
292 54 09FL5AF 5B83E9783 0B32C2C8A 5019AE9F6A 10 1 0 0 11 10 01
294 55 13E2B5E 207D2F06 106585915 20335D3EDS 0o 0 0 0 111 11 10
295 56 07C56BD GOFASEOD OO0CBOB22B 4066BATDAA a1 0 0 0 11 1l 11
296 57 OFBAD7A 41F4BC1B 019616457 00CD74FB54 i1 o 1 o 10 11 11
297 58 1F15AF4 03E97836 032C2CBAF O0L9AE9FEA9 - e T T 1 1 10 10 11
298 59 1E2B5E9 07D2F06C 06585915E 0335D3ED52 TG TR 0 o1 10 10
299 60 1C56BD2 OFASEODS O0CBOB22BC 066BA7DAA4 1110 0 10 oL 10
200 61 18AD7A5 1F4BCLBO 196164578 OCD74FB549 101 1 111 10 01
301 62 115AF4B  3E978361 12C2CBAF0 19AE9F6A92 0 1 0 1 1 00 11 10
302 63 02BSE96 7D2F06C2 0585915E0 335D3EDS24 00 0 0 0 10 o0 11
203 64 056BD2D 7ASEODBS O0BOB22BCl 6GEA7DAR4S 06 0 1 1 0 00 10 00
204 &5 OAD7ASE 74BCLBOA 161645783 4D74FB5492 11 0 0 0 00 00 10
305 66 15AF4B6 69783615 OC2CBAF07 LAEIFEAI26 0 0 1 1 0 o1 oo 00
306 &7 OBSE96D 52F06C2B  1BS5915EOF 35DIED524C - L U T 111 oL 00
207 68 16BD2DB 25E0D857 10B22BCLF 6BA7DAR499 01 0 1 1 10 11 01
208 69 OD7A5B7 4BCLBOAF 01645783F 574FB54923 G G 0 10 10 11
309 70 1AF4B6F 1783615F O02CBAFO0T7F 2ESF6A9266 b I ER ¢ L R 1 01 10 10
310 Tl 15E96DF 2F06C2BF 05915E0FF SD3EDS24CC o o o 0 1 00 01 10
211 72 OBD2DBF 5EOD857F 0B22BCLFE 3ATDAA4998 10 1 0 0 10 00 o1
312 73 17ASB7F 23CLBOAFE 1645783FD 74FB549331 0o 0 0 1 1 11 10 00
313 74 OF4B6FF 7B31615FD OCBAFO07FA 69F6A92662 1 0 1 1 0 01 11 10
314 75 1E96DFF 706C2BFE 1915EQ0FF5 S3ED524CC4 i & 1 14 o o1 o1 11
315 76 1D2DBFE 60D857F6 122BCLFEE 27DAA49988 s COD R T | 0 00 oL 01
316 77 1ASE7FD 41BOAFEC 045783FD7 4FB5493310 i1 00 1 1 10 00 01
317 78 14B6FFA 03615FD8 0BAFO7FAE 1F6A926620 0o 0 1 0 111 10 00
318 79 096DFF4 06C2BFBlL 115EQFFSD 3ED524CC40 1 1 9 0o o1 11 10
319 80 12DBFES 0D857F63 02BCLFEBE 7DAA499881 S - T § 1 10 o1 11
320 81 05B7FDO  1BOAFECG 05783FD77 7B54933102 o 0 0 0 0 00 10 01
321 82 OBE6FFAL 2615FDBC OAFO7FAEF 76A9266206 101 1 1 00 00 10
322 83 16DFF42 6C2BFB18 15E0FFSDE  6D524CC40C o0 0 0 0 0o 0o 00
323 84 ODBFEB5 5857F631 OBCLFEBBD 5AR4998819 10 1 A 1 o1 00 00
324 85 1B7FDOB 30AFECE2 1783FD77A 3549221032 11 0 0 1 00 oL 00
325 86 16FFAl6 615FDBCS OF07FAEFS 6A92662067 0 0 1 1 0 10 oo o1
i2& 87 ODFF42D 42BFB1lBB 1EOFFSDEA 5524CC40CE E I P C ¢ | 1 00 10 oo
327 88 1BFES5B 057F6317 L1CLFEBBDS 2A4998819C 101 0 0 00 00 10
328 89 17FDOB7 OAFEC62E 183FD77AA 5493210329 01 1 1 1 o1 00 00
329 g0 OFFAL6F 15FDBCSC 107FAEFS5 2926620672 b RS IR O 1) 1 00 o1 oo
330 91 1FF42DF 2BFB1BBY9 OOFFSDEAA 524CC40CES L A o A o 1o oo oL
321 92 1FE85BF 57F63172 O01FEBBDSS 24998B19CA S T T 1 00 10 00
332 93 1FDOB7F 2FEC62E4 03FD77ARA 4933103394 11 0 0 0 00 00 10
333 24 1FA16FF GSFDBCSCS O7FAEFS555 1266206728 1 1 0 Q0 o 01 oo oo
334 95 1F42DFF 2FB18B53 OFFSDEARA 24CC40CESL s S T BN 3 111 oL 00
335 96 1EBSBFF 7F631727 1FEBBD554 4998819CA3 101 1 0 1l 11 01
236 97 1IDOB7FE 7EC62E4F 1FDTTAARS 1331033947 11 1 0 0 10 11 11
337 98 1Al6FFC 7D8CSCSF 1FAEF5553 266206728E IS TE B 1 10 10 11
238 99 142DFF9 7B18B93F 1FSDEAART 4CC40CESLD 0 0 1 1 0 o1 10 10
339 100 085BFF3 7631727F 1EBBD554E 198819CA3B 10 1 1 0 10 oL 10
340 101 10BTFE6 GC62E4FF 1D77AAASC 3310339477 00 1 0 1 00 10 01
341 102 016FFCC 5BC5C9FE  LAEF55538 66206728EE 0 1 1 0 0 0o 00 10
342 103 02DFF98 218B93FC 15DEAAATO 4C40CE51DC 0 1 0 0 1 00 00 00
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343 104 05BFF31 631727F8 OBBD554El 18819CA3IBS 0 0 1 1 o o1 00 00
344 105 OBTFEE2 462E4FFL  177ARAA9CZ 3103384772 1 0 0 0 0 00 oL 00
345 106 16FFCCS OCSCOFE2  OEFS55384 6206728EE4 00 1 0 111 00 ol
346 107 ODFF98A 18B93FC4 1DEAAATO09 440CE51DCS 111 0 0 00 11 00
347 108 1BFF215 21727F88 1BD554El2 0819CA3ES2 101 0 0 11 00 11
348 109 17FE62A 62E4FF1l 1TAAASC24 1032947726 o 1L 0 0 0o 01 11 a0
349 110 OFFCCS54 45C9FE22 0F5553849% 20672BEE4C 1 1 1L 0 o 01 ol 11
350 111 1FF98A8 OB93FC44 1EARA7093 40CE51DC29 » S L D | 1 00 o1 o1
351 112 1FF3150 1727F889 1DS54E127 019CA3B933 1 0 1 1 1 10 00 o1
352 113 1FE62A0 2E4FF112 1ARASC24F 0339477267 1 o 1 0 0 00 10 [1]1]
353 114 1FCCS41 S5C9FE225 15553849E 06728EE4CF 1 1 0 o0 o 00 oo 10
354 115 1F98AB2 293FC44B OARAT093C OCES1DCS9F 10 1 1 1 o1 00 00
355 116 1F31504 727F8897 1554E1279 19CA3B933E 1 0 0 1 1 00 o1 00
356 117 1E62A09 64FFL12F OAA9C24F2 339477267D - R R 0o o1 00 o1
357 118 1005412 49FE225E  1553849E4 6728EE4CFB 110 0 1 00 oL 00
358 119 198A824 13FC44BC OAATO093C9 4ESLDCISFT 111 0 110 00 o1
359 120 1315049 27F88979 154E12792 1CA3B933EE 01 0 1 0 00 10 00
360 121 062A093 4FFL12F3 OASC24F24 39477267DC o 1 1 0 0o 00 00 10
361 122 0054127 1FE225E6 153849E48 728EE4CFES 110 1 1 01 00 00
362 123 18AB24E 3IFC44BCD OA7093C91 65LDCSIFT7L T T 1D 0 11 o1 o0
363 124 115049C 7F88979A 14E127922 4A3IBIIZEE2 o 1 0 0 0 10 11 o1
364 125 02A0938 7FL12F35 09C24F244 1477267DC5 0o 0 1 0 1 01 10 11
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1.4 THIRD SET OF SAMPLES

Initial values for the key, pan address and clock

K'c3{0] = FF K'c3[l] = FF K'c3[2] = FF K'c3[3] = FF
K'c3[d] = FF K'ci[5] = FF K'c3[6] = FF K'c3[7] = FF
K'e3(8] = FF K'e3[9) = FF K'c3[10] = FF K'ci[11] = FF

K‘e3[12] = FF K'e3[13] = FF E'c3[14] = FF K'ci[15] = FF

Addr2[0] = FF Addri[l] = FF Addr3[2] = FF
Addr3[3] = FF Addr3[4] = FF Addr3[5] = FF

Clk3[0] = FF Clk3[1] = FF Clk3[2] = FF Clk3[3] = 03

Fill LFSRs with initial data

t clk# LFSR1 LFSR2 LFSR3 LFSR4 X1 X2 X2 X4 2 Clt+1] cle] cle-1)
0 0 0000000% 00000000% 000000000* 0000000000* o 0 0 0 0 00 00 00
1 1 0000001* 00000001* 000000001* 000000000L* o 0 0 0 0 00 00 00
2 2 0000003* 00000002* 000000003* 0000000003 * 00 0 0 0 00 00 00
2 3 0000007+ 00000004* 000000007* 0000000007* 0o 0 0 0 0 00 00 00
4 4 000000F* 00000009* 00000000F* 000000000F* 0o 0 0 0 0 00 00 00
5 5 000001F* 00000013* 0000000LF* 000QO000LF* 0o 0 0 0 0 00 00 00
6 6 000003F* 00000027* 00000003F* 000000003F* 0o 0 0 0 0 00 00 00
7 7 00D00TF* 0000004F* 0000000TF* 00000000TF* 00 0 0 0 00 00 00
8 8 D000OFF* 0000009F* 0000000FF* 00000000FF* 0o 0 0 0 0 00 00 00
E) 9 0000LFF* 0000013F* 0000001FF* 00000001FF* 0o 0 0 0 0 00 00 00
10 10 00002FF* 0000027F* 0000003FF* 00000003FF* 0o 0 0 0 0 00 00 00
11 11 O0007FF* OO0004FF* O0O00007FF* OOOOOOO7FF* [+ S ¢ o o o 00 oo oo
12 12 ODOOFFF* 000009FF* OODOOQOOQOFFF* QO00000OFFF¥ 0 o o (o] 0 oo oo 0o
12 13 000LFFF* 0000L2FF* 00000LFFF* 000000LFFF* 0o 0 0 0 0 00 00 00
14 14 0003FFF* 000027FF* 000003FFF* 0000003FFF* 0o 0 0 0 0 00 00 00
15 15 0007FFF* 0O0004FFF* Q00007FFF* QO000007FFF* o 0 v} v} 0 00 oo oo
lé 16 O0OFFFF* O0009FFF* Q00000FFFF* Q0000O0OFFFF+ ] o o o o oo oo oo
17 17 001FFFF* 00013FFF* 0000LFFFF* 000001FFFF* 0o 0 0 0 0 0o 00 00
18 18 003FFFF* 00027FFF* 00003FFFF* 000003FFFF* 0o 0 0 0 0 00 00 00
19 19 00TFFFF* 0004FFFF* 00007FFFF* 000007FFFF* 0o 0 0 0 0 00 00 00
20 20 00FFFFF* 0009FFFF* 0000FFFFF* 00000FFFFF* 0o 0 0 0 0 00 00 00
21 21 0LFFFFF* 0013FFFF* 0001FFFFF* 0000LFFFFF* 0o 0 0 0 0 00 00 00
22 22 03FFFFF* 0027FFFF* 0003FFFFF* 00003FFFFF* 0o 0 0 0 0 00 00 00
23 23 07FFFFF* 004FFFFF* 0007FFEFF* 00007FFFFF* o o a4 0 o 00 00 00
24 24 OFFFFFF* 009FFFFF* 000FFFFFF* 0000FFFFFF* 11 0 0 0 o1 00 00
25 25 LFFFFFF* 013FFFFF* 00LFFFFFF* 000LFFFFFF* 10 0 0 1 00 00 00
26 26 LFFFFFF 027FFFFF* 003FFFFFF* 0003FFFFFF* 10 0 0 1 00 00 00
27 27 LFFFFFF 04FFFFFF* 007FFFEFF* 0007FFFFFF* 1A e 0 o1 00 00
28 28 LFFFFFF 09FFFFFF* Q0FFFFFFF* 000FFFFFFF* F S i 0 o1 00 00
29 29 1FFFFFF  13FFFFFF* OLlFFFFFFF* O0LFFFFFFF* 11 0 0 o o1 00 00
30 30 1FFFFFF 27FFFFFF* 03FFFFFFF* 003FFFFFFF* 1 1 o v} o 01 oo 0o
31 31 LFFFFFF 4FFFFFFF* 07FFFFFFF* 007FFFFFFF* 11 0 0 0 o1 00 00
32 32 LFFFFFF 1FFFFFFF OFFFFFFFF* O0FFFFFFFF* - S LR SRl | 0 10 00 00
33 33 1FFFFFF 3FFFFFFE 1FFFFFFFFY 0OlFFFFFFFF* 1 1 1 1 0 10 oo oo
34 34 1FFFFFF 7FFFFFFC 1FFFFFFFF O03iFFFFFFFF* 1 1 1 1 o 10 oo 00
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15 15 LFFFFFF 7FFFFFFY LFFFFFFFF 07FFFFFFFF* A S T | 0 10 00 00
36 36 LFFFFFF 7FFFFFF3 1FFFFFFFF OFFFFFFFFF* 111 1 0 10 00 00
37 37 LFFFFFF 7FFFFFE7 1FFFFFFFF 1FFFFFFFFF* LS O L ¢ 0 10 00 00
38 38 LFFFFFF 7FFFFFCF 1FFFFFFFF 3FFFFFFFFF* 1 1 1 0 10 00 00
39 39 LFFFFFF 7FFFFF9F 1FFFFFFFF 7FFFFFFFFF* - GO T { 0 10 00 00

Start clocking Summation Combiner
S S S S SR R ——
40 1 LFFFFFF 7FFFFF3F 1FFFFFFFF 7FFFFFFFFF 1 L 424 0 o1 10 00
41 2 1FFFFFF 7FFFFETF 1FFFFFFFF 7FFFFFFFFF I % I X 1. 1D o1 10
42 3 1FFFFFF 7FFFFCFF 1FFFFFFFF  TFFFFFFFFF i 113 0 10 10 o1
43 4 1FFFFFF 7FFFFOFF LFFFFFFFF 7FFFFFFFFF - (. T | 0 00 10 10
44 5 LFFFFFF 7FFFF3FF 1FFFFFFFF TFFFFFFFFF T S R ¢ 0 11 00 10
45 6 1FFFFFF 7FFFETFE LFFFFFFFF TFFFFFFFFF i 1x A 1 00 11 00
46 7 LFFFFFF 7FFFCFFC 1FFFFFFFF  TFFFFFFFFF L . s Y 0 o0 00 11
47 8 LFFFFFF 7FFF9FF9 1FFFFFFFF 7FFFFFFFFF 11 1 1 0 10 00 00
48 9 LFFFFFF 7FFF3FF3 1FFFFFFFF 7FFFFFFFFF S S i | 0 o1 10 00
49 10 LFFFFFF 7FFE7FE6 LFFFFFFFF 7FFFFFFFFF 1 112 1 10 oL 10
50 11 1FFFFFE 7FFCFFCC 1FFFFFFFE  TFFFFFFFFF i taAa 0 10 10 o1
51 12 1FFFFFC 7FF9FF9% 1FFFFFFFC 7FFFFFFFFF T S i © 0 00 0 10
52 13 LFFFFF8 7FF3FF33 LFFFFFFF8 7FFFFFFFFF « S S g : 0 11 00 10
53 14 1FFFFF0 7FETFE67 LFFFFFFF0 TFFFFFFFFF i X2 1 00 11 00
54 15 LFFFFEC 7FCFFCCF LFFFFFFEL 7FFFFFFFFF 1 &1 1 0 00 00 11
55 le 1FFFFC0 T7F9FF99F 1FFFFFFC2 7TFFFFFFFFF I I -1 3k 0o 10 oo oo
56 L7 1FFFF80 7F3FF33E 1FFFFFF87 7FFFFFFFFE I &1 -1 1 00 10 o0
57 18 1FFFF00 7E7FE67C 1FFFFFFOF 7FFFFFFFFC 1 0 1 1 1 00 00 10
58 19 1FFFE0L 7CFFCCF8 1FFFFFELE 7FFFFFFFF8 1 %1 a 0 10 00 00
59 20 1FFFC03 79FF99F0 1FFFFFC3C 7FFFFFFFFO T I vE 5k o 01 10 ao
60 21 1FFF807 73FF33E0 1FFFFF878 7FFFFFFFEL T % 2k X 1 10 o1 10
61 22 LFFFOOF 67FEE7C0 1FFFFFOF0 TFFFFFFFC3 1 &Y 3 0 10 10 01
62 23 1FFEOLE 4FFCCF80 1FFFFELEL TFFFFFFF87 - S O G ¢ 0 00 10 10
63 24 LFFCO3C 1FF99F00 1FFFFC3C3 7FFFFFFFOF - S e | 0 11 00 10
64 25 1FF8078 3FF33E0L 1FFFF8787 T7FFFFFFELE 11 1 1 1 00 11 00
65 26 1FFOOF0 7FE67C02 1FFFFOFOF 7TFFFFFFC3C T 11 R 0 00 00 11
66 27 1FEOLELl 7FCCF805 1FFFELELE 7FFFFFFE78 i LA 0 10 00 00
67 28 1FC03C3 7F99F00A 1FFFC3C3C 7FFFFFFOFO i L% 3 0 o1 10 00
68 29 1FB0787 7F33E015 1FFF87878 7FFFFFELEL S I e § 0 10 0L 10
69 30 1FOOFOF 7E67C02A 1FFFOFOF0 7TFFFFFC3C3 10 1 1 111 10 o1
70 31 1E0LELE 7CCF8054 1FFELELEl T7FFFFF8787 t 1y a2 1 01 11 10
71 32 1C03C3C  799F00A9 1FFC3C3C3  7FFFFFOFOF S SR s | 1 01 oL 11
12 33 1807878 733E0152 1FF878787 7FFFFELELE I § L E o 00 ol oL
73 34 100FOF0 667CO2AS5 1FFOFOFOF 7JFFFFC3C3C 0 0 1 1 0 10 00 o1
74 35 00LELE0 4CFBOS4B 1FELELELF 7FFFF87878 0 1 1 1 1 00 10 00
75 36 003C3C1 1%FO00OA96 1FC3C3C3F 7TFFFFOFOFO 2 Ik -1 1 00 [e]:] 10
Te 37 0078783 33E0152C 1F878787F 7FFFELElEl D I L & 1 0L (1]} ao
77 38 0OFOF07 67C02A59 1FOFOFOFF 7FFFC3C3C3 0 1 1 1 0 11 oL 00
78 39 O1ELEOE 4F8054B3 1ELELELFF TFFF878787 0 1 1 1 0 11 11 ol
79 40 03C3C1C 1FO00A%66 1C3C3C3FF TFFFOFOFOF o0 o0 1 1 - I 11 1L
80 41 0787838 2E0152CC 1878787FF 7TFFELELELE o 0 1 1 111 11 11
8l 42 OFQF070 7CO2A598 L1OFOFOFFF 7FFC3C3C3C 1 0 0 1 L1l 1 11
82 43 1ELEOEO 78054B30 OLELELFFF 7FF8787878 1 0 0 1 111 1 At
83 44 1C3C1C0 700A9660 03C3C3FFE  TFFOFOFOFO 10 0 1 111 11 11
84 45 1878380 60152CC0 O078787FFC 7FELELELEQ 1 0 0 1 111 11 11
85 a6 10FO700 402A5980 OFOFOFFF8 7FC3C3C3CO 0 0 1 1 1. A1 11 11
86 47 01EOE00 0054B300 1ELELFFFO 7F87878780 0 0 1 1 111 11 11
87 48 03C1C00 00A96601 1C3C3IFFEO0 TFOFOFOF0O 0o 1 1 0 111 b
88 49 0783800 0152CC03 18787FFCO 7ELELELEOL o 0 1 0 0 11 11 11
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.
89 50 OF07000 02A59806 LOFOFFFS0 7C3C2C3C02 b Sl GO T 111 11 11
S0 51 lEQOEQOQQ0 054B300D OLlELFFFO0 7878787807 i1 90 0o 0 0 11 11 11
91 52 1C1C001 0A96601A 03C3FFEOL 70FOFOFOOF 11 0 1 0 10 11 11
92 52 1838003 152CC035 0787FFC03 61ELELEOLE : KL 0 10 10 11
93 54 1070007 2AS59806B OFOFFFB07 43C23C3C03C 0 0 1 1 0 o1 10 10
94 55 O0OEOQOF 54B300D7 1ELFFFOOF 0787878078 o 1 1 1 0 10 o1 10
a5 56 0LCO01lF 296601AE 1C3IFFEOLF OFOFOFOOFL o 0 1 0 1 00 10 o1
96 57 038003F 52CC025C 187FFCO3F 1E1ELE01E2 0o 1 1 0 0 00 00 10
97 58 070007F 259806B8 10FFF807F 3C3C3C03C4 01 0 0 1 00 00 00
98 55 OEOOOFE 4B300D71 OLFFFOOFE 7878780788 1 0 0 0 1 00 oo oo
as &0 1CO001FD 16601AE2 O03FFEQLFD 70FOFO00F10 i 0 0 1 o o1 oo o0
100 61 18003FA 2CC035C5 O07FFCO3FB 61ELEOLE21 - e T T 1 0 11 01 00
101 62 10007F4 59806BBEB OFFF807F7 43C3C03C43 0 1 1 1 0 11 11 01
102 63 0000FE8 33000717 LFFFOOFEE 0787807887 0 0 1 1 111 11 11
103 64 000LFD0 6601AE2F 1FFEOLFDC OFOF00F10E 0o 0 1 0 0 11 11 11
104 65 0003FAO0 4C035C5F 1FFCO3FBE 1ELE0LE21D 0 0 1 0 0 11 11 11
105 66 D007F40 1B06B8BE 1FF807F70 3C3C03C43B 00 1 0 0 11 11 11
106 &7 000FEBL 200D717C 1FFOOFEEL 7878078877 0 0 1 0 0 11 11 11
107 &8 001FD02 6OLAE2FS 1FEOLFDC2  70F00FLOEF 000 1 1 111 11 11
108 69 D03FADS 4035C5F0 1FCO3FB84 61E0LE21DE 0 0 1 1 111 11 11
109 70 D07F40B 006BSBE0 1FS807F708 43C03C43BC 0 0 1 1 111 11 11
110 71 00OFES16 00D717C0 1FOOFEELl 0780788778 0 1 1 1 0 10 11 11
111 72 0LFDO2C O0LlAE2FEl 1E0LFDC23 OF0OFLOEF1 0 11 0 0 10 10 11
112 73 O3IFAD59 035CSF02 1CO3FBB47 1EO1E21DE3 o 9 1 0 1 10 10 10
113 74 07F40B3 O06BBBEOS 1BOTF708F 3C03C43BCT o1 1-9 o 01 10 10
114 75 OFE8166 O0D717COB 10OOFEELLE 78078B778F 10 0 0 0 o1 oL 10
115 76 1FDO2CD 1AE2F817 001FDC23D T700FLOEFLF 1 1 0 0 1 11 01 01
1le 77 1FAOS9B 35C5F02F O0O03FBB47A 601E21DE3F 1 1 0 @ 1 10 11 01
117 78 1F40B37 GBBBEOSE O007F70BF4 403C43BCTF i 1 O 0 0 10 10 11
118 79 1E8L66E 57L7COBD O0OFEELLES 00788778FF 1 0 0 0 1 10 10 10
119 80 1D02CDC  2E2F817A 01FDC23D3  0OFLOEF1FE 10 0 1 0o o1 10 10
120 81 1A059B9 5CSFO2FS 03FB847A6é O0LE21DE3FD 10 0 1 1 01 oL 10
121 82 140B373 3BBEOSER 07F708F4C 03C43BCTFB 0o 1 0 1 111 oL o1
122 83 08166E7 717C0BD7 OFEELLE98 0788778FF7 s S T G & 0 11 11 01
123 84 102CDCF  62F817AE 1FDC23D31 OF10EFLFEF 6 1 1 0 111 11 11
124 85 0059B9F 45F02F5C 1FB847A63 1E21DE3FDE o1 1 0 111 11 11
125 86 00B373E O0BEOSEBY 1F708F4C7 3C43BCTFBC 01 1 0 111 11 11
126 87 0166E7D 17COBD72 1EE11ESS8F 78877BFF78 L O Y § 0 10 11 11
127 8e 02CDCFE  2F817AES 1DC23D31F 710EFLFEF1 06 1 1 0 0 10 10 11
128 89 059B9F7 S5SFO2FSCA 1B847A63F 621DE3FDE2 0o 0 1 0 1 10 10 10
129 20 OB373EF 3EOSEB%4 170BF4C7F 443BCT7FBC4 1 B 90 1 1o 10 10
130 91 166E7DF 7COBD728 OEL1E9BFF 08778FF788 0o 0 1 0 1 10 10 10
131 92 OCDCFBE 7B81l7AE50 1C23D31FF 10EFLFEFL0 101 1 1 o1 10 10
132 83 19B9F7D 702FS5CAl 1B47A63FE 21DE3FDE21 b L« T N o 10 01 10
133 94 1373EFE 60S5EB942 10BF4C7FC 43BC7FBC43 [+ S T ¢ TR R 1 00 10 oL
134 95 06E7DF7 40BD7285 O011E98FF8 0778FF7886 o1 0 0 1 o1 00 10
135 96 ODCFBEF 017AES0A 023D31FF0 OEFLFEF10D 1 0 0 1 1 00 oL 00
136 97 1B9F7DF 02F5CAL1l5 047A63IFEL 1DE3FDE21A : S S ¢ R R 1 10 oo 01
137 98 173EFBF 0SEB942B 0BF4C7FC3  3BCTFBC424 6 1 1 1 1 00 10 00
138 99 OETDF7F 0BD72856 11E98FF87 778FF78869 KNG T 1 00 00 10
139 100 1CFBEFF 17AES0AC 03D31FFOF 6F1FEF10D3 11 0 0 0 o1 00 00
140 101 19F7DFE 2FS5CAL59 07A63FELE SE3FDE21A7 10 0 0 0 oo oL 00
141 102 13EFBFC 5EB942B3 O0F4C7FC3IC  3CTFBC434F 0 1 1 0 0 10 00 o1
142 103 07DF7F8 3D728566 1E98FFBT8 T78FF7B869F 0 0 1 1 0 00 10 00
143 104 OFBEFF0 7AESOACD 1D31FFOF0 71FEFL0D3E 111 1 0 11 00 10
144 105 1F7DFEL 75CAL59B 1AG3IFELEl 63FDE21A7D - (S T TR 1 00 11 00
145 106 1EFBFC3  6B942B36 14CTFC3C3  47FBC434FB : L T O 111 00 11
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146 107 1DFTF86 5728566D 098FF8786 OFF78869F7 1 0 1 1 0 00 11 00
147 108 1BEFFOC 2ESOACDE 131FFOFOC 1FEF10D3EF 1 0 0 1 0 11 00 11
148 109 17DFEL® 5CA159B6 063FELELS 3FDE21ATDF 01 0 1 1 01 11 00
149 110 OFBFC32 3942B36D 0C7FC3C32 7FBC434FBF 1 01 1 0o o1 o1 11
150 111 1FTF866 728566DB 18FF87865 7F78869F7E 111 0 0 00 oL o1
151 112 1EFFOCC 650ACDB6 11FFOFOCE 7EF10D3EFC 10 0 1 0 10 00 01
152 113 1DFE199% 4Al159BeD 03FEL1lE1%6 T7DE21A7DF9 1 o 0 1 0 00 10 [1]:]
153 114 1BFC333 142B36DB 07FC3C32C 7BC424FBF2 1 0 0 1 o 00 00 10
154 115 17F8666 28566DB6 OFF878659 778869F7TE6 o 0 1 1 o 01 00 00
155 lle OFFOCCC SOACDEED 1FFOFOCE3 6FLO0D3EFCC 1 1 1 0 o 11 ol 00
156 117 1FE1999 2159B6DA 1FELE1966 SE21ATDF99 10 1 0 1 10 11 o1
157 118 1FC3332 42B36DB5 1FC3C32CC 3C434FBF22 1110 1 10 10 11
158 119 1FE6664 0566DB6B 1F8786599 TBR6IFTE6T 1 0 1 1 1 01 10 10
159 120 1FOCCCS  OACDE6DS 1FOFOCB33  710D3EFCCE 111 0 0 10 oL 10
160 121 1E19991 159B6DAC 1E1E19666 621A7DF99D 111 0 111 10 o1
161 122 1033323 2B36DB58 1C3C32CCC  4434FBF32B 10 1 0 1 00 11 10
162 123 1866647 566DBEB0 187865999 0869FTEET6 10 1 0 0 11 00 11
163 124 10CCCS8F  2CDB6D60 10FOCB333  10D3EFCCEC 0o 1 0 1 1 01 11 00
164 125 019991E 59B6DACO 01E196666 21A7DF99DS 0 1 0 1 1 10 oL 11
165 126 033323C 336DB580 03C32CCCD  434FBF33B3 0o 0 0 0 0o 00 10 01
166 127 0666478 GEDBGBOL 078659997 O069F7E6TE6 01 0 1 0 00 00 10
167 128 0CCC8FO  4DB6D602  OFOCB2334 ODIEFCCECD 111 0 1 01 00 00
168 129 19991E1 1B6DACO7 1E1966669 LATDF99DIB 1 01 0 1 00 oL 00
169 130 13323C3 26DBS80E 1C32CCCD3  34FBF33B37 0 1 1 1 1 10 00 01
170 131 0664786 GDBGEOLC 1B65999A7 69FT7E6766F o 1 1 (T 1 00 10 o0
171 132 0CC8FOD 5B6D6039 10CB3334F 53EFCCECDF 1 0 0 1 0 00 00 10
172 133 1991E1A 36DACO73 01966669E 27DF99DSBF 1 X0 a2 1 01 00 00
173 134 1323035 6DBS580E6 032CCCD3C  4FBF33B37E 0 1 0 1 1 00 oL 00
174 135 064786A SBEBOLCD 065999A78 LF7EG766FC 0o 0 0 0 0 11 00 o1
175 136 0CBFODS 36D6039B OCB3334F0 3EFCCECDFI G T 1 00 11 00
176 137 191E1AA 6DACO737 1966669EL 7DF99DIBF3 - S S T 0 00 00 11
177 138 123C354 5BS80EGE 12CCCD3C3  7BF33B37E7 0 0 0 1 1 00 00 00
178 139 04786A% 36BOLCDC 05999A787 T7E6766FCE 0 1 0 1 0 o1 00 00
179 140 08FOD52 6D6039BS 0B3334FO0E 6FCCECDFSC 1 06 1 1 0 11 oL 00
180 141 11E1AAG 5AC07370 166669ELD 5F99D9BF3E o 1 0 1 1 10 11 o1
181 142 03C354C 3580E6E0 O0CCCD3C3A  3F33B37E70 o1 1 0 0 10 10 11
182 143 0786A99 GBOLCDCO 1999A7875 TE6T66FCEL 0o 0 1 0 1 10 10 10
183 144 OFOD533 56039B81 13334F0EB 7CCECDF9C2 10 0 1 0 01 10 10
184 145 1ELAAG6 2C073702 06669ELD6 799DIBF385 1 0 0 1 1 01 oL 10
185 146 1C354CC 580E6E06 OCCD3IC3AC 733B37E70B 10 1 0 111 oL ol
186 147 186A998 301CDCOC 199A78759 6&6766FCEL7 1 e 1 0 1 10 11 oL
187 148 10D5231 60398818 1334FOEB2 4CECDFIC2F 0o 0 0 1 1 01 10 11
188 149 01AR662 40737031 0669EL1DS5 19D9IBFIE5E 0 0 0 1 0o o1 oL 10
189 150 0354CC5 O0E&E0Q63 OCD3C3ACB 33B3IT7ETOBD o 1 11 0 00 o1 o1
190 151 O0GAS98A 01CDCOCEe 19A787596 6766FCELTE o 1 1 0 0 10 (1]} 01
191 152 0D53315 039B818C 134FOEB2C 4ECDF9C2F6 1 %0 1 00 10 00
192 153 1AR662A 07370318 069ELD65S 1DIBF38SED 1 0 0 1 0 00 00 10
193 154 154CC54 OEGE0630 0D3C3ACE3 3B37E70BDE o 0 1 0 1 00 00 00
194 155 0AS98AS 1CDCOCE0 1A7875967 766FCELTEG 11 1 0 1 01 00 00
195 156 1533151 39B818CO 14FOEB2CE 6CDFIC2F6C 0 1 0 1 1 00 oL 00
196 157 OA662A3 73703180 0SELD659D 59BF3BSEDS 10 1 1 1 10 00 ol
197 158 14CC547 66E06301 13C3ACB3A  337E70BDEO o1 0 0 111 10 00
198 159 0998ASE 4DCOCE02 078759675 66FCEL7B6L 1 1 0 1 0o o1 11 10
199 160 133151D 1B818C05 OFOEB2CEB 4DF9C2F6C2 0 1 1 1 0 01 01 11
200 161 0662A3B 3703180B 1ELD659D6 1BF385EDSS 00 1 1 111 oL o1
201 162 0CC5477 6E063017 1C3ACB3AC 37E70BDEOB 10 1 1 0 11 11 o1
202 163 198ASEF 5C0C602F 187596759 6FCEL7B617 10 1 1 0o 10 11 11
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203 164 13151DE 381BCO5F 10EB2CEB2 SF9C2F6C2F 0 0 0 1 1 01 10 11
204 165 062A3BC 703180BF 01D659D65 3IF3B5EDBSE 0o 0 0 0 1 00 01 10
205 166 0C54779 6063017E 03ACB3ACE 7ET0BDBOBD 1 0 0 0 111 00 o1
206 167 18ABEF2 40C602FD 075967597 7CEL7B617B £ A0 1 0 00 11 00
207 168 1151DE4 018COSFA OEB2CEB2F 79C2F6C2F7 6 1 1 1 1 11 00 11
208 169 O2A3BCS 031BOBFS 1De59D65E T73IBSEDBSEE o o 1 1 1 01 11 oo
209 170 0547793 0630L7EE 1ACB3IACBC 6&70BDBOBDC o 0 1 (v] o 10 01 11
210 171 OABEF27 0C602FD6 159675978 4ELTB617BY 1 0 0 0 1 00 10 01
211 172 151DE4E 1BCOSFAD 0B2CEB2F1 1C2F6C2F73 01 1 0 0 00 00 10
212 173 DA3IBCIC 3180BFSA 1659D65E3 38S5EDBSEEG X 1 o o o 01 oo oo
213 174 1477938 63017EBS O0CB3ACBCE 70BDBOBDCC [ T T ) 1 o0 01 00
214 175 08EF270 4602FD6A 19675978D 617B617B99 10 1 0 0 10 00 o1
215 176 11DE4El O0COSFADS 12CEB2FLA 42F6C2F733 0 0 0 1 1 11 10 00
216 177 03BCIC3  1BOBFSAA 059D65E34 O05SEDBSEES? 0o 0 0 1 0 00 11 10
217 178 0779387 3017EB55 O0B3ACBC68 OBDBOBDCCF 000 1 1 0 11 00 11
218 179 OEF270F 602FD6AA 1675978D0 17B617B9YSF 1 0 0 1 1 o1 11 00
219 180 1DE4ELF 405FADS4 OCEB2F1Al 2F6C2F733F 1 0 1 0 1 10 01 11
220 181 1BC9C3F  00BFSAAY9 19D65E342 SEDSSEEE7F - SR 5 T 1 0 10 10 o1
221 182 179387F 017EB552 13ACBC684 3DBOBDCCFE 0 0 0 1 1 10 10 10
222 183 OF270FF 02FD6AAS 075978D09 T7B&17BIYFC 11 0 0 0 o1 10 10
223 184 1E4ELFF O0SFADS4A OEB2F1Al2 76C2F733F9 - 2 U TR 1 10 01 10
224 185 1C9C3IFE OBF5AA94 1D65E3425 6DBSEE6TF2 3 oaa 0 10 10 01
225 186 19387FD 17EB5529 1ACBC6B4B S5SBOBDCCFE4 : L O S 1 o1 10 10
226 187 1270FFA 2FD6AAS2 15978D09%¢6 3617B99FCH o 1 o ] 0 01 o1 10
227 188 O4ELFFS SFADS4A7 0B2FlAl2C 6C2F733F93 o -1 1 v} 1 1l 01 o1
228 189 09C3FEB 3FSAA94E 165E34258 585EE67F27 1 0 0 0 0 10 11 o1
229 190 1387FD7 7EB5529C 0CBC684Bl 30BDCCFE4F {2 s Bl 1 10 10 11
230 191 O70FFAE 7D6AAS3S8 1978D0S62 617B9SFC9E 0o 0 1 o 1 10 10 10
231 192 ODE1FFSC 7ADS4A70 12F1Al12C4 42F733F93D 1 1 o 1 1 01 10 10
232 193 1CIFEBY 75AA94El 0SE342588 OSEE6TF27A s T S | 0 10 0L 10
233 194 187FD732 6BS5529C3 0OBCE84Bl0 OBDCCFE4F4 1 0 1 1 1 11 10 o1
234 195 10FFAE6 56AA53B6 178D09621 17B99IFCIES 0 1 0 1 1 00 11 10
235 196 OLFFSCC 2D54A70C OFLAl2C43 2F733F93D0 0 0 1 0 1 10 00 11
236 197 03FEBS8 SAA94EL9 1E3425887 SEE67F27AL o 1 11 1 00 10 00
237 198 07FD731 35529033 1C684B10F 3DCCFE4F42 o 0 1 1 0 00 00 10
238 199 OFFAE63 6AA53866 1BD09621F 7B9IFCIESH i1 a1 0 10 00 00
239 200 1FF5CC6 554A70CD  11A12C43F  7733F93D09 10 0 0 111 10 00
Z[0] = 59

z[1] = 3B

z[2] = EF

Z[3] = 07

Z[4] = 13

EZ[5] = 70

z[6] = 9B

Z[7] = B7

z[g] = 52

zZ{9] = BF

Z[10] = 3E

Z[11] = B9

Z[12] = As

Z{13] = AC

Z{14] = EA

Z[15] = 9E
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Reload this pattern into the LFSRs

Hold content of Summation Combiner regs and calculate new Clt+l] and Z values

Bluetooth.

LFER1 <= 1521359
LFSR2 <= S528F703B
LFSRI <= QAC3ESBEF
LFSR4 <= 4FEABSE707
Clt+l] <= 00

Generating 125 key symbols (encryption/decryption seguence)
240 1 152135% B528F703B OAC3ESBEF 4FEAB9B707 (1 N S B 1 oo 10 o0
241 2 0A426B3 251EE076 1587D37DE 1FDS5736EOF i 0 0 1 0 o0 a0 10
242 3 1484De7 4JAIDCOED OBOFAGFED 3FARESDCLE 0 0 1 1 o 01 o0 00
243 4 0%09ACF 147B8lDA 16lF4DF7A TFS55CDBE3D i1 0 0 0 0 00 ol 00
244 5 121359E 28F703B5 OC3ESBEFS 7EABSB707B 0 ¥ %L 1 1 10 a0 01
245 3 0426B3C S51EE076E 187D37DEE 7D5736EOF6 o 1 1 o 0 00 io0 00
2486 7 084D672 23DCOEDEe 10FAGFED7 TAAEGDCLEC 1 10 1 1 00 o0 10
247 B 10SACF2 47BBlDAC OLlF4DFTAF 755CDB83D8 o 1 0 0 1 00 00 a0
248 9 01359E4 OF703B5% O03ESBEFSE 6ABSB70TBELl 0 0 0 1 1 o0 00 o0
249 10 026B3C8 1EEO076B3 O0O7TD37DEBD 55736EQF&63 o 1 0 0 1 00 o0 00
250 11 04D6791 3DCOED67 OFASFBD7A 2AE6DCLECT P 1 1 1 1 01 o0 oo
251 12 09ACF22 7BB81DACF 1F4DF7AF4 SS5CDBBIDEF 11 11 11 oL 00
252 13 1359E44 7703E5%E 1ESBEFSEE 2BSE707ELF o o 1 1 1 10 L2 0l
253 14 06B3C88 6BE0T6B3C 1D3TDEED0 S5736E0F63F 0O 0 1 o 1 01 10 11
254 15 0D67911 SCOED678 1AGFBDTAL 2E&DCLECTE 1 0 1 0 1 01 01 10
255 le 1ACF223 381DACFO 14DF7AF42 SCDBS3DBFD ¥ 0 02 b s § oL o1
256 17 159E446 703BS5%E0 O09BEFSE85 39B707BLlFA 0 0 1 1 1 10 11 (138
257 18 0B3C8BC 6076B3CO 137DEBDOA 736E0F63F4 1 0 0 o 1 01 10 11
258 19 1679118 40ED&780 06FBD7ALS 6&6DCLECTES o 1 0 1 1 01 oL 10
258 20 OCF2231 OlDACFO0 ODFTAF42A 4DB83D8FDL i 1 1 1 1 00 ol ol
260 21 19E4463 03B59E01 1BEFSE854 1B707B1FA3 T T 1 e 1 10 a0 o1
261 22 13C88Ce 076B3C03 17DEBDOAS 36EO0F63F47 o 0 0 1 1 XL 10 00
262 23 079118C OED&7807 OFBDTALS2 6DCLECT7ESE 0 1 1 1 0 01l b 53 10
263 24 0F22318 1DACFOOE 1FTAF42A4 SBEIDBFDID ¥ 1L X 1 01 o1 11
264 25 1E44630 3B59E0LC 1EFS5E8548 3707BLlFA3B i 0 1 0 x: AL 01 01
265 26 1cesCél 7e6B3C039 1DEBDOAS1 6EOFG63F477 T L )% .0 0 11 1k oL
266 27 19118C3 &D678073 1BDTALS523 SCLECTEBEF 1 0 1 0 1. 1L IL 11
267 28 1223187 GSACFO0E6 17AF42A46 383DSFDLDE ¢ 1 0 0 0 11 11 11t
268 29 044630E 359E0LCC OFSE8548D 7O0TB1FA3ED o0 1 1 o 1. 11 11 11
269 30 088BCE1C &B3C0399 1EBDOAS1A 60F63F477B i 9 1 1 o 10 1L 11
270 31 1118C39 56780733 1D7A15234 41ECTEBEF6 o 0 1 1 0 10 10 11
271 32 0231872 2CF00E67 1AF42A468 03DS8FDLDEC 0 & 0k & 1 01 10 10
272 33 04630E5 GS9E0LCCE 15EBS548D1L O07ELFA3EDS o 1 0 1 1 01 oL 10
273 34 08Ce1lCE 33C0399D OBDOASLAZ OF63F477Bl i 1 X 0 o 00 ol oL
274 35 118C39%6 6780733A 17A152347 1ECT7EBEF&3 o 1 0 1 o 10 a0 (138
275 36 0318720 4FO00E674 OF42A468E 3DBFDLDECT o 0 1 1 0 00 10 00
276 37 0630ESA 1EQOLCCES8 1EBS548DLID 7BLlFAZBDSE o 0 1 0 1 ol 00 10
277 k3 0CelCBS 3C039%9D0 1DOASLAZE 763F477BLC 1 0 1 0 1 00 oL 00
278 39 18C39%6A 780733A0 1A1523477 6CTEBEF639 i 0 1 o o 10 a0 (138
279 40 11872D5 700E6741 142A468BEF S58FDLDECT2 o 0 o0 1 1- 21 10 00
280 41 030ESAE 60LCCEB2 0B548DLDF 31FA3BDBES 0 0 1 1 1 00 1l 10
281 42 061CBS7 4039%D07 10ASLA3BF 6&3F477BLCE o 0 0 1 1 10 o0 11
282 43 O0C3%96AF O00733A0F O01523477E 47E8EF6396 1 0 0o 1 o o0 10 00
283 44 1872D5F 00E6741F 02A46BEFD OFD1DECT2C 11 0 1 1 o0 00 10
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284 45 10ESABE 01CCE83F 0548BD1DFA 1FA3BDSESS 0 1 0 1 o 01 00 00
285 a6 01CBS7C 0399D07F OA91A3BF4 3F477B1CBO 110 1 00 oL 00
286 a7 0396AF9 O0733A0FE 1523477E9 7EBEF63961 0 0 0 1 1 11 00 o1
287 48 072DS5F3 0E6741FD OA46SEFD2 7DLDEC72C3 0 0 1 0 o 01 11 00
288 49 OESABE7 1CCE83FA 148D1DFA4 T7A3BDBESS7 11 0 0 1 10 o1 11
289 50 1CBSTCE 399D07F4 091A3BF49 7477B1CBOF : I BN 1 11 10 01
290 51 196AFSD 733A0FES 123477E92 6BEF63961E i o o 1 1 00 11 10
291 52 12D5F3B 66741FD2 0468EFD25 51DECT2C3C 0 0 0 1 1 10 00 11
292 53 OSABE77 4CES83FA4 0BDIDFA4B 23BD8ES879 0 1 1 1 1 00 10 00
293 54 OBS7CEE 1SDO7F49 11A3BF4%6 477B1CBOF2 X 1 o o o oo oo 10
294 55 16AFIDC 33A0FES2 03477E92C OEF63961E4 o 10 1 0 o1 00 00
295 56 OD5F3B8 6741FD25 068EFD259 1DEC72C3C9 10 0 1 1 00 01 00
296 57 1ABE771 4E83FAJE ODLDFA4B3 3BDSBES58793 : S E S 0 o1 00 01
297 58 157CEE2 1D07F496 1A3BF4967 77B1CBOF26 0o 0 1 1 1 o0 0L 00
298 59 OAF9DCS 3AOFES2D 1477E92CE  6F63961E4D 1 0 0 0 1 11 0o o1
299 60 15F3BBE 741FD25A 0BEFD259C SEC72C3C9B 0 0 1 1 1 o1 11 00
300 61 OBE7716 6B83FA4B4 11DFA4B39 3DBESB7937 1 0 0 1 1 10 01 11
301 62 17CEE2D 507F45968 03BF49672 7B1CBOF26E 0o 0 0 0 o 00 10 o1
302 63 OFSDCSE  20FE92D0  077E92CE4  763961E4DC 11 0 0 o 00 00 10
303 64 1F3B8B6 41FD25A0 OEFD259C9 6C72C3C9BY 11 1 0 1 01 00 00
304 65 1E7716D 03FA4B40 1DFA4B393 58ES5879373 - 2 U TR 111 01 00
105 66 1CEE2DE 07F49680 1BF496727 31CBOF26E6 3 oaa 1 11 11 o1
306 67 19DC5B7 OFE92D00 17E92CE4E  63961E4DCD : S D o 0 10 11 11
307 [=1:1 13B8B6F 1FD25A00 OFD259C9C 472C3C9B9A o 1 . A ] 0 10 10 11
o8 B89 07716DF 3FA4B400 1FA4B3I93B DES8793735 o -1 1 v} o 01 10 10
309 70 OEE2DBF 7F496800 1F4967271 1CBOF26E6A : TN S W | 0 10 01 10
310 71 1DCSBTF  7E92D000 1E92CE4E2 3961E4DCD4 Lo 0 1 11 10 01
311 T2 1BBB6FF 7D25A001 1D259C9C4 72C3C9B9AT 1 o 1 1 o 01 11 10
312 73 1716DFF T7A4B4002 1A4B29389 6£5879373152 o 0 1 1 1 10 o1 11
312 74 OE2DBFF 74968005 149672713 4BOF26E6GAS s T 0 11 10 01
314 75 1C5B7FE  692DO00OE 092CE4E26 161E4DCD4B 10 1 0 1 00 11 10
315 76 18B6FFC 525A0017 1259C9C4D 2C3CIBIAIE 1 0 0 0 1 10 00 11
316 77 116DFF8 24B4002F 04B39389B 587937352C o 1 0 0 111 10 00
317 78 02DBFFl 4968005F 086727136 30F26EGASS 0o 0 1 1 1 00 11 10
318 79 05B7FE3 12D000BF 12CE4E26C 61E4DCD4BL 0 1 0 1 0 11 00 11
319 80 0BGFFC7 25A0017F 059C9C4D8 43CI9BIAIEI i1 0 1 0 00 11 00
320 81 16DFFEE 4B4002FF 0B39389B1 0793735206 0 0 1 1 0 11 00 11
321 82 ODBFFLC 168005FF 167271363 OF26E6A58C i1 0 o0 1 o1 11 00
322 83 1B7FE38 2D000BFF OCE4E26C7 1E4DCD4BL8 1 0 1 0 1 10 o1 11
323 84 16FFC70 5A0017FF 19C9C4D8F 3CYBIAIE3L 0 0 1 1 0 11 10 01
324 85 ODFFEE1l 34002FFF 139389B1E 7937352C62 ;1 o o o o 00 11 10
325 86 1BFF1C3 6BOOSFFF 07271363D 726E6A58C4 1 0 0 0 1 10 00 11
326 87 17FE387 5000BFFE OE4E26C7B 64DCD4B188 0 0 1 1 0 00 10 00
327 88 OFFC70F 20017FFD 1C9C4DBF6 49BIASE311 9 1 1 1 00 oo 10
328 89 1FFBELF 4002FFFBE 193B9B1lED 137352C623 1 o 1 o o 01 oo oo
329 90 1FFLC3F O0005FFF7 1271363DB 26E6A58C46 1 0 0 1 1 00 oL 00
330 91 1FE387F O0O0OBFFEE 04E26C7B6 d4DCD4B188C 1 0 0 1 0 10 00 o1
321 a2 1FCTOFF O0OO017FFDC  09C4DBFED 1B9AS63118 : o 1 1 1 00 10 oo
132 93 1FBELFF O002FFFB8 1389B1EDA 3735206231 1 0 0 0 1 o1 00 10
333 94 1FLC3FF O005FFF70 071363DB4 6EGASBC462 1 0 0 0 0 00 01 00
334 95 1E387FE O0OBFFEE0 OE26C7B68 5SCD4BL8ECS s S T T | 0 o1 00 o1
135 96 1CT0FFC 017FFDCL 1C4D8FEDL  39A963118A i 0 11 0 11 oL 00
136 97 18ELFF9 02FFFBB2 1B9B1EDA2 7352062315 i 132 o 0 11 11 o1
327 98 1LC3FF2  0S5FFF705 11363DB45 66A58C462B 0o 1 0 1 111 11 11
338 99 03B7FE4 OBFFEEOA 026C7B68B 4D4BLBBCS6 0 1 0 0 0 11 11 11
3138 100 070FFCY 17FFDCLS  04DBFEDL6 1A96311BAD 0 1 0 1 1 11 11 11
340 101 OELFF92 2FFFBB2B 09B1EDA2C 352C62315A £ 1 1.0 o 10 11 11
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341 102 LC3FF24 S5SFFF7057 1363DB458 GAS8C462B4 110 0 0 10 10 11
342 103 187FE48 3IFFEEOAE 06C7B68BO 54B1BBC569 > S R © A 10 10
343 104 LOFFCS0 7FFDCL5C OD8FEDLEl  2963118AD2 0 1 1 0 1 01 01 10
344 105 01FF920 7FFB82BS 1B1EDA2C2Z 52C62315A5 0o 1 1 1 0 00 oL o1
345 106 03FF240 7FF70572 163DB4584 258C462B4B o 1 0 1 0 10 00 ol
346 107 07FE48l1 T7FEEOAEe OCT7EGBBOE 4EBELlBBCS5696 o 1 1 0 0 00 10 a0
347 108 OFFC902 JFDC15CD 1BFeDlel0 16311BAD2D 1 1 1L 0 1 00 [1]1] 10
348 109 1FF9204 7FB82BO9A 11EDA2C20 2062315A5B 110 0 o o1 00 00
349 110 1FF2408 7F705735 03DB45841 58C462B4B6 1 0 0 1 1 00 oL 00
350 111 1FE4810 7EEOAEGE O7B&6BE082 318805696C 1 L% 1 1 10 o0 o1
3is1 112 1FC9021 7DC1SCDe O0OF6D16105 63118AD2DS 1 L 1 0 1 00 10 00
352 113 1F92042 7B82B9AD 1EDA2C20B 462315A5B0 1110 1 00 00 10
353 114 1F24084 7705735A 1DB458416 O0C462B4B6l 101 0 0 01 00 00
354 115 1E48108 6GEOAEGBS 1BGBE0S2C 188C5696C3 i 0% 0 11 oL 00
3155 116 1090211 SCLSCD6A 16D161059 3118AD2DS86 1 0 0 0 0 10 11 o1
356 117 1920422 382BYADS ODA2C20B3 62315ASBOD 1 01 0 0 10 w0 11
357 118 1240845 705735AA 1B4584167 4462B4B61A 0o 0 1 0 1 10 10 10
358 118 048108A 60AEG6B55 168BOS2CF 08C5696C34 0o 1 0 1 0o o1 10 10
359 120 0902114 415CD6AE OD1610S9E 118AD2DE6S 10 1 1 0 10 oL 10
360 121 1204228 02B9ADS6 1A2C20B3D 2315A5BOD2 0 1 1 0 0 11 10 o1
361 122 0408451 05735AAD 14584167B 462B4B61A4 o 0 0 0 111 11 10
362 123 08108A2 OAEGB55B 08BO82CFT 0C5696C348 111 0 0 10 11 11
363 124 1021144 15CD6AB6 1161059EF 18AD2D8690 01 0 1 0 10 10 11
364 125 0042289 2B9ADSeC O02C20B2DE 31S5ASBOD20 o 1 0 0 1 10 10 10
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1.5 FOURTH SET OF SAMPLES

Initial values for the key, pan address and clock

K'e4[0] =21 K'cd[l] =87 K'cd4[2] = Fo K'cd[3] = 4a
K'c4(4] = BAa K'cd[5] = 90 K'cd[6] = 31 K'ca[7] = DO
K'ed4(8] =78 K'ed4[9) = 0D K'ed4f10] = 4cC K'ed[11] = 53
K'ed4[12] = E0 K'ed4[13] = 15 K'e4[14] = 3A K'c4[15] = 63

Addrd [0] = 2C Addr4[l] = 7F Addr4 [2] = 94
Addr4 [3] = 56 Addr4 (4] = OF Addr4[5] = 1B

Clk4[0] = SF Clkd[1] = 1A Clk4[2] = 00 Clk4[3] = 02

Fill LFSRs with initial data

t clk# LFSR1 LFSR2 LFSR3 LFSR4 X1 X2 X2 X4 2 Clt+1] cle] cle-1)
0 0 0000000% 00000000% 000000000* 0000000000* o 0 0 0 0 00 00 00
1 1 0000000* 00000001* 000000001* 000000000L* o 0 0 0 0 00 00 00
2 2 0000001* 00000002* 000000002* 0000000003* 00 0 0 0 00 00 00
2 3 0000002% 00000004* 000000004* 0000000007* 0o 0 0 0 0 00 00 00
4 4 0000004* 00000009* 000000008* 000000000F* 0o 0 0 0 0 00 00 00
5 5 0000008* 00000013* 000000010* 00DCO000LE* 0o 0 0 0 0 00 00 00
6 6 0000010* 00000027* 000000021* 000000003D* 0o 0 0 0 0 00 00 00
7 7 0000021*% 0000004F* 000000043* 00000000TA* 00 0 0 0 00 00 00
8 8 0000042% 0000009F* 000000087* 000000OOF4* 0o 0 0 0 0 00 00 00
E) 9 0000084* 0000013F* 00000010F* 00000001ES* 0o 0 0 0 0 00 00 00
10 10 0000108* 0000027F* 00000021F* 00000003D2* 0o 0 0 0 0 00 00 00
11 11 0000211* OOO0O4FE* O0000O043E* OOOOOOOTAS* [+ S ¢ o v] o 00 oo oo
12 12 0000422* QO00009FC* ODOO0OOB7C* QOOOODOOF4AY 0 o o (o] 0 oo oo 0o
12 13 0000845% 0000L2F8* 00000LOF8* 000000LES4* 0o 0 0 0 0 00 00 00
14 14 000108B* 000027F0* 0000021F1* 0000003D29+* 0o 0 0 0 0 00 00 00
15 15 0002117+* QO004FEL* 0000043E3* 000000TAS2* o 0 o o o oo oo oo
lé 16 000422E* Q0009FC2* Q0000B7CEe* QO0DOOOF4A4™ ] o o o o oo oo oo
17 17 000845D* 00013F84* 0000LOFSC* 00000LE948* 0o 0 0 0 0 0o 00 00
18 18 00108BA* 00027F08* 000021F18* 000003D290* 0o 0 0 0 0 00 00 00
19 19 0021174* 0004FELO* 000042E30* 000007A520+% 0o 0 0 0 0 00 00 00
20 20 00422E8+* 0009FC21* 000087C61* 00000F4A41* 0o 0 0 0 0 00 00 00
21 21 00845D1* 00L13F842* 000L0FBC3* 0000LE9482% 0o 0 0 0 0 00 00 00
22 22 0108BA3* 0027F084* 00021F186* 00003D2905% 0o 0 0 0 0 00 00 00
23 23 0211747% 004FEL09* 00043E30C* 00007A520B* o o a4 0 o 00 00 00
24 24 0422EBF* 009FC213* 00087C619* O0000F4A417+ 01 0 0 1 00 00 00
25 25 0845D1E* 013F8426* 00L0F8C32* 000LE94B2F* 10 0 0 1 00 00 00
26 26 108BA3D 027F084D* 0021F1B64* 0003D2905E* 00 0 0 0 00 00 00
27 27 0117478 04FEL0SB* 0043E20C9* 0007A520BC* 01 0 0 1 00 00 00
28 28 022E8F6 09FC2136% 0087C6192* 000F4A4179+ 01 0 o0 1 00 00 00
29 29 045DLEC 13FB426C* 010F8C325* O0LE94B82F2% 0o 1 0 0 1 00 00 00
30 30 08BA3DS 27F084D8* 021F1864B* 003DZ2S05ES™ 1 1 o v} o 01 oo 0o
31 31 11747B3 4FE109BO* 043E20C97* 007A520BCA* 01 0 0 1 00 00 00
32 32 02E8F67 1FC21360 0B7C6192E* O00F4A41795+% 0 1 1 1 1 o1 00 00
33 33 OSD1ECF 3F8426C1 1OFBC3I25C* 01LE9482F2Bv (1} 1 o 1 o 01 oo oo
34 34 OBAIDSF T7FOB4DE2 01F1864E8 03D2905ES56* 1 (1] o 1 o 01 oo 00
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35 35 1747B3E 7E109B04 03E30C970 O7AS20BCAC* 0 0 0 1 1 00 00. 00
36 36 OEBF67C 7C213608 07C6192EL OF4A417958* 1L 0 0 0 1 00 00 00
37 37 LD1ECF8 78426Cl1 O0F8C325C3 1E9482F2Bl* E oA 1 01 00 00
38 38 1A3D9F0 7084D822 1F1864B86 3D2905E563* 3 kL o0 1 01 00 00
39 39 147B3El 6109B044 1E30C970C 7AS520BCACE* 0 0 1 0 1 00 00 00
Start clocking Summation Combiner
EmmsEsEsEssEsEsssEssssAEsSEEssSsssssssssEssESEEn
40 L 08F67C2 42136088 1C6192E18 74A417958D I 0% 1 01 00 00
41 2 11ECF84 0426C111 18C325C30 69482F2B1B 0 0o 1 0 0 00 o1 00
42 3 03D9FOB 084D8222 11864BB61 52905E5637 0 0 0 1 1= 00 01
432 4 07B3EL0 109B0444 030C970C3 2520BCACEE 0o 1 0 0 0 o1 11 00
44 5 OF67C21 21360889 06192EL86 4A417958DC 1L 0 0 0 0 10 0L X
45 6 1ECF843 426C1112 0C325C30C 14B2F2B1B8 E DL < s O 10 01
46 7 1DSF086 04DB2225 1864B8B619 2905E56370 T 1 1 0 0 01 11 10
a7 8 1B3ELOD 09B0444E 10C970C32 520BCACEEL 1 100 1 10 oL 11
48 9 167C21E 13608897 0192E1865 2417958DC3 0o 0 0 0 0 00 10 o1
49 10 OCF8436 26C1112F 0325C30CB 482F2B1B87 1 1 0 0 0 00 00 10
50 11 19F086D 4DB2225E 064B86197 105E56370F S T 0 o1 00 00
51 12 13E10DE 1B0444BC 0C970C32F 20BCACGELF I - ) Gl € 1 00 oL o0
52 13 07C21B7 36088979 192ELB65E d417958DC3F 0 0 1 0 L B 2 B 00 01
53 14 OFB436E 6CL112F2 125C30CED 02F2B1B87F O S 1 01 11 oo
54 15 1F086DD 582225E4 04BB6197B 05E56370FF s S - e € 1 10 o1 11
55 16 1E1ODBA 20444BC% 0970C32F7 OBCACGELFF E B8 @ A i B 10 01
56 17 1C21B75 60889793 12E1865EE 17958DC3FF s S F e 0 o1 i1 10
57 18 18436EA 41112F27 05C30CBDD 2F2B1E87FF 1L 0 0 0 0 10 [} T 5 ¢
58 19 1086DD4 02225E4E OBB6197BA S5ES5637OFFF 0 0 1 0 1 00 10 o1
59 20 010DBAB 0444BC9D 170C32F74 2CACGELFFF 0 0 0 1 1 01 00 10
60 21 021B750 0889793A OE1B65EES 7958DC3FFF 01 1 0 1 00 oL 00
61 22 0436EA0 1112F274 1C30CBEDDO 72B1BB7FFE 0 0 1 1 0 10 00 01
62 23 086DD40 2225E4E9 1B86197BAl 6563 70FFFC 1 0 1 0 0 00 10 00
63 24 10DEABL 444BCID3 10C32F743 4ACGELFFF8 0 0 0 1 1 o1 00 10
64 25 01B7502 089793A7 OlBE5EES6 158DC3IFFF1 0 1 0 1 1 00 oL 00
65 26 036EA05 112F274E 030CEDDOD 2B1B87FFE3 0 0o 0 o0 0 11 00 o1
66 27 06DD40E 225E4ESC 06197BAlA 56370FFFC6 0o 0 0 0 1 10 11 00
67 28 ODBABL7 44BC9D39 OC32F7434 2C6ELFFF8D T LA 1 10 o0 11
68 29 1BT502E 09793A72 1B6SEE868 S58DC3IFFFLB ¥ B 0 1 01 10 10
69 30 16EA0SD 12F274E5 10CEDDODO 31B87FFE36 T 1 01 01 10
70 31 ODD40BA 25E4ESCB O0197BALAL 6370FFFC6D 1 1 0 0 p C - B oL o1
71 32 1BABL74 4BC9D397 032F74343 46ELFFFSDA 1 1 0 1 0 11 it iox
72 33 17502E8 1793A72F 065EE8687 ODC3IFFF1B4 0 1 0 1 1 11 b DR 5
73 34 OEAO5DO 2F274ESE OCBDDODOF 1BB87FFE369 G L 0 10 o
74 35 1D40BA0 SE4E9CBD 197BALALF 370FFFC6D2 1 01 0 0 10 10 11
75 36 1AB1741 3C9D397B  12FT74343F 6GELFFF8DAS 1 1 0 0 0 o1 10 10
76 37 1502E82 793A72F6 0SEE8G687F SC3FFFLB4B 0o 0 0 0 1 00 01 10
7 38 OAO5D05 7274ESED OBDDODOFF 387FFE3696 1L 0 1 0 0 10 o0 01
78 39 140BAOE 64E9CBDA 17BALALFF TOFFFC6D2C 0 1 0 1 0 00 10 00
79 40 0817416 49D397B4 OF74343FE 61FFFBDASY S S s 0 11 00 10
80 41 102E82C 13A72F69 1EE8687FD 43FFFLB4B3 T Y D 0 00 11 00
81 42 005D058 274ESED2 1DDODOFFA 07FFE36966 0o 0 1 1 0 11 00 11
82 43 OOBAOBO 4E9CEDAS 1BALALFFS OFFFCED2CD 0 111 0 00 11 00
83 44 0174160 1D397B4A 174343FEA 1FFFS8DAS9B 0 0 0 1 1 10 00 11
84 45 02EB2CO0 3A72F695 OEB6B7FD4 3FFF1B4B37 0 0 1 1 0 00 10 00
85 46 05D0580 74ESED2B 1DODOFFAS 7FFE36966E {2 I MK, LS ¥ 1 00 00 10
86 47 OBAOBOO 69CBDAS6 1ALALFF53 7FFCeD2CDC X E N E 0 10 00 00
87 48 1741600 5397B4AC 14343FEAé 7TFF8DASYEBS 0o 1 0 1 0 00 10 00
88 49 OEB2C01 272F6959 086B7FD4D 7FF1B4B370 LI i A 1 00 00 10
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.
89 50 1D05802 4ESED2B3  1ODOFFA9A 7FE26966E0 10 0 1 0 o1 00 00
90 51 1A0B004 1CBDAS66 OLALFF535 7FC6D2CDCO T Tl 0 11 oL 00
91 52 1416009 397B4ACC 0343FEA6B 7F8DA59B30 0o 0 0 1 o 10 11 o1
92 52 082C013 72F69599 0687FD4DT 7F1B4B3701 : K T O 0 10 10 11
93 54 1058026 65ED2B23 ODOFFASAF 7E36966E02 0 1 1 0 0 o1 10 10
94 55 00BOO4D 4BDAS667 1AlFFS35E 7CeD2CDCO06 o 1 1 © 1 01 o1 10
a5 56 0160098 17B4ACCE 143FEAGBD 7BDASSBEOD o 1 0 1 1 11 01 01
96 57 0200137 2F69599D O0BTFD4DTE 71B4B3701A 0 0 1 1 1 10 11 01
97 58 058026F S5SED2B23B 10FFA9AF6 636966E034 01 0 0 1 o1 10 11
98 59 OBOO4DF 3DAS6677 OLFFS3ISED 46D2CDC0OGS b I R ¢ L R 0 10 o1 10
EE) 60 16009BF 7B4ACCEF 03FEAGEDE O0DAS9BS0D0 0 0 0 1 1 00 10 01
100 61 0COL37F 769599DF O07FD4D7BT 1B4B2701Al 11 0 0 0 00 00 10
101 62 18026FE 6D2B32BE OFFASAFGE 36966E0342 1 01 1 1 01 00 00
102 63 1004DFC 5A56677D 1FF535EDD 6D2CDC0684 0 0 1 0 0 00 oL 00
103 64 0009BF9 24ACCEFE 1FEAGBDEE S5A59BE0DOS 01 1 0 0 10 00 o1
104 65 00137F2 69599DF7 1FD4D7B76 34B3701A12 0 0 1 1 0 00 10 00
105 66 D026FES 52B33BEF 1FASAFEEC 6966E03424 o 11 0 0 00 00 10
106 &7 004DFCA 256677DF 1F535EDDS 52CDC06848 06 0 1 1 0 o1 00 00
107 &8 009BF94 4ACCEFBE 1EAGEDBEB0 259B80D0S1 0 1 1 1 0 11 oL 00
108 69 0137F29 1599DF7C 1D4D7B760 4B3701A123 01 1 0 110 11 01
109 70 026FE5S3 2B33BEFY 1ASAFGECO 166E034246 00 1 0 1 01 10 11
110 71 04DFCA7 56677DF2 1535EDDS81 2CDC06848D 00 0 1 0 o1 oL 10
111 72 09BF94F 2CCEFBE4 O0AGEDBBO3 59B80D0YLB r O R S § 1 00 o1 o1
112 73 L37F29E G599DF7C9 14D7B7607 33701Al236 o 1 0 0 1 11 oo 01
113 74 06FES3C 333BEF93 0SAFGECOE 66E034246C [+ S + T IS K 1 01 11 00
114 75 ODFCA79 6677DF26 135EDDBLD d4DCO6B48D8 10 0 1 1 10 o1 11
115 76 1BF94F2 4CEFBE4D 06BDBBO3E 1BS0D091Bl : LR T T 1 11 10 01
1le 77 17F29%ES 1S9DF7CSA O0D7B76077 3701Al2363 o 1 1 @ 1 00 11 10
117 78 OFES53CA 33BEF234 1AFGECOEF 6E034246C6 i 1 1 0 1 11 oo 11
118 79 1FCA794 677DF269 1SEDDBIDF 5C06B48D8C 1 0 0 0 0 o1 11 00
119 80 1F94F29 4EFBE4D2 OBDBEO3BE 380D091B19 L A Al W o 01 o1 11
120 81 1F29E53 1DFTC9AS 17B76077D 701A123633 11 0 0 111 oL o1
121 82 1ES3CA6 3BEF934B OFGECOEFB 6034246066 1110 0 11 11 01
122 83 1CA794D 77DF2696 1EDDS1DF6 40684BDECD 111 0 0 10 11 11
123 84 194F298 GFBE4D2C 1DBBO2BED 00D0S1B19B - 4O TS R 0 11 10 11
124 85 129E536 S5F7C9A59 1B76077DA 0LAL236337 0 0 1 1 1 00 11 10
125 86 053CA6C 2EF924B3 16ECOEFB4 034246C66E o1 0 0 110 o0 11
126 87 OA794D9 7DF26967 O0DDS8LDF6S 06848DSCDD - S G Y § 0 o1 10 00
127 8e 14F29B3 7BE4D2CF 1BBO2BED3 0DO91BLSBB 06 1 1 0 1 01 oL 10
128 89 09E5366 77CIAS9F 176077DA6 1A12363377 11 90 111 o1 o1
129 20 13CA6GCD 6F934B3F OECOEFB4D 34246C66EF & -1 19 1 1o 11 o1
130 91 0794D9B 5F26967F 1D81DFE9A 6848DBCODF 0o 0 1 0 1 o1 10 11
131 92 OF29B37 3E4D2CFE 1BO3BED35 5091B19BBE 101 1 0 10 oL 10
132 83 1E5366F 7C9AS9FD 16077DA6B 212363377C b RS IR O 1) 0 11 10 o1
133 94 1CA6CDF 7934B3FE OCOEFB4D6 4246C66EF3Z L e 10 1 00 11 10
134 95 194D9BE 726967F6 1BLDFESAD 048DEBCDDF2 10 1 1 111 00 11
135 96 129B37D 64D2CFED 103BED35B 091B19BBES 01 0 0 0 o1 11 00
136 97 05366FA 49ASSFDA 0077DAGBT 12363377CA o 1 0 0 0 10 o1 11
137 98 OAGCDFS 134B3FB4 O0OEFB4D6E 246C66EFSS 1 0 0 0 1 00 10 01
138 99 14D9BER 26967F69 O0LDF69ADD 48DS8CDDF2B 0 1 0 1 0 00 00 10
139 100 09B37D4 4D2CFED2 03BED35BE  11B19BBES6 10 0 1 0 o1 00 00
140 101 1366FA8 1AS9FDAS 077DA6B77 2363377CAC 0o 0 0 0 1 01 oL 00
141 102 06CDF51 24B3FB4A OEFB4DGEF 46C66EFS59 0 1 1 1 0 00 oL o1
142 103 OD9BEA2 6967F695 1DFEYADDF ODBCDDF2B2 10 1 1 1 10 00 o1
143 104 1B37D45 52CFED2A 1BED35BBF 1B19BBES64 1110 1 00 10 00
144 105 166FABA 259FDA54 17DAEB77E 363277CACE o 1 0 0 1 o1 00 10
145 106 OCDF515 4B3FB4A9 OFB4DEEFC 6C66EF9591 1010 1 00 oL 00
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146 107 19BEA2E 167F6952 1F69ADDFE 5S8CDDF2B22 1 0 1 1 1 10 00 o1
147 108 137D457 2CFED2AS 1ED35BBFl 319BBES645 0 1 1 1 1 00 10 00
148 109 06FABAF 59FDAS4A 1DAGB77E2 63377CACSB 0o 1 1 0 0 00 00 10
149 110 ODF515F 33FB4A95 1B4D6EFCY 466EF95916 111 0 1 01 00 00
150 111 1BEA2BF 67F6952A 169ADDFS8 OCDDF2B22C 11 0 1 0 11 01 00
151 112 17D457F 4FED2AS5 O0D3SBBFL0 19BBES6459 0 1 1 1 0 11 I 01
152 113 OFABAFE 1FDAS4AB 1A6B77E20 3377CACBE3 1 1 1L 0 0 10 11 11
153 114 1F515FD 3FB4A957 14DEEFC40 66EF959166 » S Y A | 1 10 10 11
154 115 LEA2BFA 7F6952AF O0OADDF8S0 4DDF2B22CC 1 0 1 1 1 01 10 10
155 1l1le 1D457F4 TED2ASSF 13S5BEF100 1BBES645%8 1 L% 1 0o 10 ol 10
156 117 1ABAFES 7DAS4ABF 06B77E200 377CACSE3L 110 0 0 11 10 o1
157 118 1515FD0  7B4A957F ODGEFC401 6EF9591663 0o 0 1 1 1 00 11 10
158 119 OA2BFAL 76952AFE 1ADDF8803 SDF2B22CC7 I T 0 00 00 11
159 120 1457F42 6D2ASSFD 1SBBF1007 3BE564598E 0o 0 0 1 1 00 00 00
160 121 0SAFES4 SAS4ABFE OB77E200F 77CACBE3LC S I § 1 o1 00 00
161 122 115FD09 34A957F7 16EFC40LF 6F95916639 0o 1 0 1 1 00 oL 00
162 123 02BFAl2 6952AFEF ODDF8803E S5F2B22CCT73 0o 0 1 0 111 00 01
163 124 057F424 52A55FDF 1BEFL007D 3E564598E7 o 1 1 0 1 01 11 00
164 125 OAFES48 254ABFBF 177E200FA 7CACEBB31CF 1 0 0 1 1 10 oL 11
165 126 15FD090 4A9STF7E OEFC401FS 795916639E 0o 1 1 0 0 11 10 o1
166 127 OBFAL21 152AFEFD 1DF8803EA 72B22CC73C 1 0 1 1 0o 01 11 10
167 128 17F4243 2A55FDFA 1BF1007D4 6564598E78 0o 0 1 0 0 10 o1 11
168 129 OFE8486 54ABFBF4 17E200FA8 4AC8B31CFO 11 0 1 111 10 o1
169 130 1FDOS0C 2957F7E8 OFC401F51 15916639EL f 01 A 0 o1 13 e
170 131 1FAl1219 GS2AFEFD1 1F8B803EA3 2B220C73C2 I 1 1 0 o 01 o1 11
171 132 1F42432 255FDFA2 1F1007D47 564598ET785 101 0 111 01 ol
172 133 1EB4865 4ABFEF44 1E200FASF 2C8B31CFOB 1 X1 a 1 31 11 o1
173 134 1D0S0CE 1S57F7E88 1C401F51E S591663%E17 2 4 0 1 0 i o, 2 11 11
174 135 1A12196 2AFEFDIL 18803EA3C 322CC73C2E 111 0 0 10 11 11
175 136 142432C G5SFDFA23 11007D479 64598E785C 0o 1L 0 0 1 01 10 11
176 137 0848659 2BFBF446 0200FASF2 48B31CFOBS 110 1 0 10 0L 10
177 138 1090CB2 57FTES88C 0401F51E4 116639E173 o1 0 0 1 00 10 ol
178 139 0121964 2FEFDL18 0803EA3C8 22CC73C2E6 0 1 1 1 1 00 00 10
179 140 0243209 SFDFA230 1007D4791 4598E785CD 0o 1 0 1 0 o1 00 00
180 141 0486593 3FBF4461 000FASF23 O0B3LCFOBSE o1 0 0 0 00 o1 00
181 142 090CB26 7FTE88C3 00lFS51E47 16639E1736 100 0 i. 41 00 o1
182 143 121964D 7EFD1187 003EA3CSF 2CC73C2E6C 0 1 0 1 1 01 11 00
183 144 0432C9B 7DFA230E 007D4791E 598E785CDS 01 0 1 1 10 oL 11
184 145 0865936 7BF4461C O00FAS8F23C 331CFOB9BO 11 0 0 0 11 10 o1
185 146 10CB26D 77EBSC38 O0LFS51E479 6639E17361 0o 1 0 0 0 00 11 10
186 147 01964DA 6FD11870 O3EA3CBF2 4C73C2ERC2 o 1 0o 0 1 10 [1]1] 11
187 148 0320984 5FA230EL 07D4791E4 1SE785CD84 0o 1 0 1 0o 00 10 00
188 149 0659368 3F4461C2 OFABF23C9 31CFOB9BOY 0 0 1 1 o 00 00 10
189 150 OCB26D0 7ESBC384 1FS1E479%3 6B39E173612 - 1 4 L 0 10 [e]:] [1]4]
190 151 1964DA0 7D118709 1EA3CBF2T 473C2E6C24 1 g 1 0 0o 00 10 [1]4]
191 152 12C9B41 7A230EL2 1D4791E4E OE785CD848 o 0 1L 0 1 o1 00 10
192 153 0593683 74461C24 1ASF23C9C 1CFOBSBO9L 0o 0 1 1 1 00 oL 00
193 154 0B26D0& 688C3848 151E47938 39E1736123 i i -1 i 10 1143 o1
194 155 164DA0D 51187091 OA3CSF271 73C2E6C247 0 o0 1 1 0 00 10 00
195 156 0C9B41A 2230E123 14791E4E3 6785CD848F 1 0 0 1 0 00 00 10
196 157 1936835 4461C247 0BF23C9C6 4FOBIBOSLE 1 01 0 0 o1 00 00
197 158 126D06A 08C3848E 11E47938D 1E1736123C o1 0 0 0 00 oL 00
198 159 04DAOD5 1187091C 03C8F271B 3C2E6C2478 o 1L 0 0 1- 31 00 o1
199 160 D9B41AR 230EL238 0791E4E37 785CDB4EFL 1 00 0 0 01 11 00
200 161 1368354 461C2470 OF23C9C6F TOBYBOILE2 00 1 1 1 10 oL 11
201 162 06D0GAS 0C3848E1 1E47938DF 61736123C6 o 0 1 0 1 00 10 o1
202 163 0DAODS2 187091C3 1CS8F271BE 42E6C2478D 10 1 1 1 00 00 10
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203 164 1B41AA4 20E12287 191E4E37C 05CDB48FLA : S (A W | 0 10 00 00
204 165 1683549 61C2470F 123C9C6F9 OBIBO9LE4 o 1 0 1 0 00 10 00
205 166 0DO6A92 43848ELE 047928DF3 1736123C68 11 0 0 o 00 00 10
206 167 1AOD524 07091C3C 0BF271BE7 2E6C2478D1 1010 0 o1 00 00
207 168 141AA49 OEL23879 11E4E27CF 5CD84BF1A2 0 0 0 1 0 0o oL 00
208 169 0835492 1C2470F3 O03C9C&F9F 39BOS1E345 b ISR - ERL ¢ i B o 10 0o 01
209 170 106A925 3B4BELE6 O07938DF3F 736123C68B o 0 0 0 0 11 10 oo
210 171 00D524A 7091C3CD OF271BETE 66C2478D16 0 1 1 1 0 ol 11 10
211 172 01AR495 61238798 1E4E37CFD 4D848FLA2D 00 1 1 1 10 01 11
212 173 035492A 42470F36 1C9C6FSFE 1BOS1E345B g 0 1 D0 1 00 10 o1
213 174 06A9255 O048BE1E6C 193BDF3F6 36123C68BB7 o149 o oo oo 10
214 175 OD524AB  091C3CD8 1271BE7EC 6C2478D16E 10 0 0 1 00 00 00
215 176 1AR4957 123879B1 04E37CFD8 5848F1lA2DD 10 0 0 1 00 00 00
216 177 15492AF 2470F263 0SC6FSFBO0 3091E345BA 0 0 1 1 0 o1 00 00
217 178 OR9255E 4BELEECT 138DF2F6l 6123CE8B75 - i (e (T 1 00 oL 00
218 179 1524ABD 11C3CDBF 071BE7EC3 42478D16EB 01 0 0 111 00 o1
219 180 DA4957B 23879BLF OE37CFD87 048FLA2DD6 : Sl U R 1 00 11 00
220 181 1492AF6 470F363F 1C6FSFBOE 091E245BAD 0 0 1 0 110 00 11
221 182 09255EC OELE6C7F 1BDF2F6LD 123C6BB75B 1 0 1 0 0 00 10 00
222 183 124ABD9 1C3CDBFF 11BETEC3A 2478D16EB6 00 0 0 0 o1 00 10
223 184 04957B3 3B79BLFE 037CFDEB74 48FLA2DDED 00 0 1 0 00 oL 00
224 185 092AF66 70F363FD 06FSFBOES 11E345BADB p S A T 1 10 oo o1
225 186 1255ECD 61E6C7FA ODF3F61D3 23C68B7SB7 0 1 1 1 1 00 10 00
226 187 O4ABDSE 43CDBFFS 1BETEC3A7 47BD16EBGE [+ S EL: B R 1 00 oo 10
227 lse 0957B37 O079B1lFEA 17CFDB74E OFlAZ2DDEDD . -1 09 9 0 01 oo oo
228 189 12AF66F OF363FD4 OF9FBOESC 1E345BADBB 00 1 0 0 00 oL 00
229 190 055ECDE 1EG6CTFA9 1F3F61D39 3C68B75B76 0o 0 1 0 1 11 00 01
230 191 OABDSBC 3ICDBFFS53 1E7EC3A73 7BD16EBGEC ) DL EFR 1 1 00 11 oo
231 192 1578373 7SB1FEA7 1CFD874E6 71A2DDeDDS o1 1 4 1 11 oo 11
232 193 OAFGEF3 7363FD4E  19FBOESCD 6345BADEE2 1 0 1 0 1 o1 11 00
233 194 15ECDE& 6&6CT7FASD 13F61D33A 46BB75B765 {+ S TR - S 1 10 o1 11
234 195 OBDYBCC 4D8FF53A 07EC3A735 OD16EB6ECA 11 0 0 0 11 10 01
235 196 17B3799 1BLFEA7S OFD874E6A 1A2DD6DDI4 o 0 1 0 0 00 11 10
236 197 OF66F33 263FD4EA LFBOESCDS 345BADBE28 1 0 1 0 0 11 00 11
237 198 1ECDE67 6C7FASDS 1F61D3SAA 68B75B7650 10 1 1 0 00 11 00
238 199 1D9BCCF 5BFFS3AB  1EC3A7354 516EBGECAD 11 1 0 111 00 11
239 200 1B3799E 21FEA756 1DS8T4E6AS 22DDEDDI40 b I T T | 1 o0 11 00
zZ[0] = 3F
z[1] = BL
z[2] = &7
Z[3) = D2
zZ[4] = 2F
E[5] = A&
z[6] = 1F
zZ[7] = B9
z[s] = E6
zZ[9] = 84
Z[10] = 43
z[11] = 07
z{12] = D8
Z[13] = 1E
z{14] = E7
z[15] = c2
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Reload this pattern into the LFSRs

Hold content of Summation Combiner regs and calculate new Clt+l] and Z values

Bluetooth.

LFER1 <= QE&2F3F
LFSR2 <= 6CB4AGBL
LFSR3 <= 11E421F67
LFSR4 <= G6LETO7BSD2
Clt+l] <= 00

Generating 125 key symbols (encryption/decryption seguence)
240 1 OE62F3F 6C84A6B1 11E431F6e7 61E707BSD2 i L 9 2 0 o0 11 o0
241 2 1CCSETF 55094D63 03CB63ECE 43CEOF73AS5 i 0 0 1 0 11 a0 11
242 3 198BCFF 3212%ACs 0790C7DID O07SClEET4A 1 0 0 1 1 01 1l 00
243 4 13179FE 6&425358C OF218FB3A OF383DCES4 o 0o 1 0 0 10 ol 11
244 5 062F3IFD 484A6B1% 1E431F675 1E707BSD28 0 0 1 0 1 o0 10 01
245 3 OCSE7FE 1094D632 1C863ECEE 3CEOF73AS50 e S I R & 0 11 a0 10
2486 7 18BCFF7 2129%ACed 1%0C7DSD7 TSCLEET4Al 1 & 1 A o 00 1l a0
247 B 1179FEE 425358C8 1218BFB3AE 7383DCE942 o 0 0 1 1. 10 00 11
248 9 O02F3FDD 04A6B19%0 0431F675D 6707B9D285 0 1 0 o 1. 11 10 o0
249 10 OSETFEE 0%4D6320 0863ECEBE 4EOF73AS50B 0 0 1 0 o 00 11 10
250 11 OBCFF77 123AC640 10C7DID77 1CLEET74Alé i 1 o 0 0o 11 oo 11
251 12 179FEEE 25358C80 018FB3AEE 383DCES42C o 0o 0 o 1 10 11 o0
252 13 OF3FDDC 4A6B1900 031F675DD 707BSD285% 1 0 0 o 1 01 10 11
253 14 1ETFBES 14D63200 063ECEEBA 60F73AS0B3 11 01 0 10 0l 10
254 15 1CFF771 2%ACe6401 0CTDSD774 41EE74Ale7 I I 'k X 0 10 10 ol
255 16 19FEEE2 5358C803 18FB3AEES 03DCE942CE T o 1 3 i 01 10 10
256 17 13FDDC4 26B19007 11F&75DD2 0O7BSD2859C 01 0 1 1 01 oL 10
257 18 O07FBEB88 4D63200E O03ECEBBA4 OF73AS50B38 0o 0 0 o 1 10 o1 a1
258 19 OFF7711 1ACe401lD O07DSD7748 LEE74Ale70 11 0 1 1 11 10 0l
258 20 1FEEE23 358C803E OFB3AEE91l 3DCES42CEL i 1 1 1 1 01 1l 10
260 21 1FDDC47 6B190076 1F675DD23 7TB9D2859C2 1 & 1 X o 01 o1 1L
261 22 1FBB88BF 563200ED 1ECEBBA47 773A50B385 i1 0 1 o 1 XL o1 o1
262 23 LF7711E 2Ce401DB 1DID7748F 6ET4ALETOA i 0 1 0 1 10 b 53 ol
263 24 1EEE23D G5BCBO3ZBs 1B3AEES1E SCES42CELS ¥ 1L X o 11 10 11
264 25 1DDC47A  3190076C 1675DD23D 39D2859C2B i1 0 1 o 01 11 10
265 26 1BB88F4 63200EDS OCEEBA47A 73A50B3856 1 06 1 1 0 01 [38 11
266 27 17711E8 46401DB2 19D7748F5 674A1670AD o 0 1 0 0 11 ol ol
267 28 OEE23D0 0C803B64 13AEE91EA 4ES42CELSB 11 0 1 0 11 11 o1
268 29 1DC47A0 150076C8 0O75DD23D4  1D2859C2E7 i 0 o0 o 0o 11 11 11
269 30 1BEB8F41 3200EDS90 OEBBA47AS 3AS50B3856E 1 © 1 0 1. 11 1L 11
270 31 1711E83 6401DB20 1D7748F53 74A1670ADC o 0 1 1 111 1T 11
271 32 OE23D07 4803B641 1AEES1EA7 6942CE1SES T 0 Ll 1 1l i1 11
272 33 1C47AOF 10076CB2 15DD23D4F S52859C2B71 1 0 0 1 1 1L 11 11
273 34 188F41E 200ED905 OBBA47ASE 250B3856E2 1 0 1 0 1. i 1l 11
274 35 111E83C 401DB20A 17748F53D 4Al670ADCT ¢ 0o 0 o0 1 00 p o &
275 36 0230078 003Be414 OEES1EA7A 142CE15B8E o 0 1 o0 1 10 a0 11
276 37 047TAQOF0 0076C828 1DD23D4F5 28B59C2B71C o 0 1 0 1 11 10 00
277 k3 08F41E1l OOCED2050 1BA47ASEA SOB3IB56E39 T I 1 0l 1l 10
278 39 11E83C2 01DB20A0 1748F53D5 21670ADCTZ2 0o 1 0 o o 10 o1 11
279 40 03D0785 03B64141 OESLEATAA 42CE15BBE4 o 1 -1 1 1- 21 10 oL
280 41 O7A0OFOA 076C8283 1D23D4FS54 059C2B71CE 0 0 1 1 1 00 1l 10
281 42 OF41EL4 OEDS0507 1A47ASEAS OB3856E390 1 1 1 0 1 11 o0 11
282 43 1EB3C29 1DB20AOF 148F53D52 1670ADCT20 11 0 o 1 o1 11 00
283 44 1D07853 3B64141E 091EATAAS 2CELSBSE40 1 0 1 1 0 01 [38 11
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284 45 1AOFO0AS 76C8283C 123D4F54B 59C2B71C81 Sl . T 0 00 oL o1
285 a6 141E14C 6D905079 O47A9EA97 3I3IB56EIDO2 o 1 0 1 0 10 o0 o1
286 47 083C299 5B20AO0F2 0BFS3D52F 670ADCT204 101 0 o 00 10 00
287 48 1078533 264141E4 11EA7AASE 4E15BBE408 0o 0 0 0 0 o1 00 10
288 49 00FOA67 6C8283C8 03D4F54BC  1C2B71CBL1 0o 1 0 0 0 0o oL 00
2889 50 O1lE14CE 595050791 O7ASEAS7E8 3BS6E39022 {+ S E ¢ R ¢ o 11 00 o1
290 51 03C299C 320A0F23 OFS53D52F1 70ADCT72045 o 0 1 1 1 01 11 oo
291 52 0785339 64141E47 1EATAASE2 615BBE408A 0o 0 1 0 0 10 oL 11
292 53 OFOA673 4B283CBE 1D4F54BC4 42B71C8115 101 1 111 10 01
293 54 1E14CE6 1050791C 1A9EAS788 056E35022B I 0 1 4 1 00 11 10
294 55 1C2939CD 20A0F239 153DS52F10 O0OADC720456 i1 o 1 1 11 oo 11
295 56 1853298 4141E472 OATAASE20 15SBS8E408AC 101 1 0 00 11 00
296 57 10A6736 0283C8E4 14F54BC41 2B71CE1158 0o 1 0 0 1 10 00 11
297 58 0L4CEEC 050791C9 0SEAS7882 56E39022B0 0 0 1 1 0 00 10 00
298 59 0299CD3  0AOF2293 13D52F104 2DC7204561 0o 0 0 1 1 01 00 10
299 60 0533983 141E4726 O07AASE208 SBEE408AC3 0 0 0 1 0 00 o1 00
300 61 DA67366 2B3CB8E4C OFS4BC411 371CB11587 10 1 0 0 10 oo o1
201 62 14CE6CC 50791C98 1EA978822 GE39022BO0F 0 0 1 0 111 10 00
202 63 099CD99 20F23930 1D52FL045 5C7204561E 11 1 0 0 o1 11 10
303 64 1339B33 41E47260 1AASE208B 38E40BACID 0 1 1 1 0 o1 o1 11
304 &5 0673666 03CBE4CO 154BC4117 71C811587A 01 0 1 111 oL o1
205 66 OCE6CCC 0791C980 O0A978822E 639022BOFS p K CT, N | 111 11 01
206 67 19CD999 0F239301 152FL045C 47204561EB 1 0 0 0 0 11 11 11
307 6B 139B332 1E472602 OASE208B9 OE40BAC3D& o 9 1 0 0 11 11 11
308 69 0736664 3CBE4CO6 14BC41172 1CB1l1587AD [+ N O + BN K 1 1l 11 11
209 70 DE6CCCS  791C980C 0978822E5 39022BOF5A 10 1 0 111 11 11
310 71 1CD9990 72393019 12F1045CE  7204561EB4 1 0 0 0 0 11 11 11
31t T2 19B3320 64726032 0SE208B37 640BAC3ID6Y 1 0 O 0 0 11 11 11
312 73 1366640 4BE4C067 O0OBC41172F 4811587AD3 o 1 1 0 1 11 11 11
213 74 06CCCBL  11C980CF 178822ESE  1022BOFSAG 01 0 0 0 11 11 11
314 75 0D99903 2393019E OFl045CBC 204561EB4C L A Al W o 1o 11 11
315 76 1B33206 4726033D 1E208B979 40BAC3DE99 101 1 1 10 10 11
316 77 166640D OE4C067B 1C41172F2 0L15B87AD33 o 0 1 0 110 10 10
317 78 0CCCE1BE  1C980CF6 1BS22ESES 022BOFSAGE 111 0 1 o1 10 10
318 79 1999036 293019EC 11045CBCA D04561EB4CD 10 0 0 0 o1 oL 10
319 80 133206C 726033D9 0208B9794 0BAC3IDEI9B 0 0 0 1 0 11 o1 o1
320 81 06640D9 64C067B3 041172F29 11587AD327 o1 0 0 0 10 11 01
321 82 0CC81B3  4980CF66 0B22E5ES3 22BOF5A66F - S G Y § 0 11 10 11
322 83 1990266 13019ECC 1045CBCA6 4561EB4CDF 1 0 0 0 0 00 11 10
323 84 13206CC 26033D98 008B3794D OACIDEISBE 0o 0 0 1 1 10 00 11
324 85 0640D98 4CO067B31 O0OL1172F29B 15B7AD3I37C & 0 0 1 1 11 10 oo
325 86 0C81B30 1BOCF662 022E5E537 2BOF5AG6F9 1.0 ‘0 0 0 00 11 10
326 87 1903660 3019ECCS 045CBCAGF 561EB4CDF3 1 0 0 0 1 10 00 11
327 gge 1206CC1 6033D9BA OBBS794DE 2C3D699BE6 oo 1 D0 1 1l 10 oo
328 89 040D9B2 4067B315 1172F25BD 5BTAD33I7CC {+ S T ¢ T ¢ 1 11 11 10
329 90 081B206 O0O0CF662A O02ESE537A 30FSAE6F98 S T T 0 10 11 11
330 91 103660C 019ECC55 05CBCA6F4 61EB4CDF31 0 1 0 1 0 10 10 11
321 92 006CC19 033D98BAB 0B9794DE8 43D699BEG2 & 0 1 1 o 01 10 10
332 93 00D2833 067B3156 172F29BD0 07AD3I37CCS o 0 0 1 o o1 o1 10
333 94 01B3066 OCF&62AC OESES37A0 OFSA66F98B 0o 1 1 0 111 o1 o1
234 95 03660CD 19ECC559 1CBCA6F41 1EB4CDF317 0 1 1 1 0 11 11 01
135 96 06CCL98 23D98AB2 19794DES3 3D699BEE2F 0 1 1 0 1 11 11 11
236 97 0D98236 ©7B31565 12F29BD06 7AD237CCSF 11 0 1 0 10 1L 13
337 98 1B3066D 4F662ACA 05ES537A0C 7SA66FI8BF 10 0 1 0 10 10 11
338 99 1660CDE 1ECC5594 OBCA6F418 6B4CDF3L17E 01 1 0 0 o1 10 10
3139 100 0CCL9B7 3D9SAB29 1794DEB31 5699BE62FC U T T ! 0 10 oL 10
240 101 198336F 7B315653 O0F29BD062 2D337CC5F9 1010 0 11 10 01
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341 102 13066DE 7662ACAT 1ES37A0CS S5A66F98BF2 0o 0 1L 0 0o 00 11 10
342 103 060CDBC 6CC5594F 1CAG6F418B 34CDF317E4 0 1 1 1 1 31 00 11
343 104 0C19B78 598AB29F 194DES317 699BE62FCY I 1A 1 00 11 00
344 105 18336F1 3315653F 129BD062E 5337CC5F92 100 0 1 10 00 11
345 106 1066DE2 662ACATE 0537AOCSC 266F98BF25 0o 0 0 0 0 11 10 00
346 107 OO0CDECS 4CS594FD OAGF41BBYS 4CDFI17E4B o 0 1 1 1 00 11 10
347 108 019E7BE 1BAB29FA 14DEB3172 19BEG2FCS6 L I S 1 Fen B 0o 11 oo 11
348 109 0336F16 315653F4 09BDO62ES 337CC5F92C o 0 1 0 o o1 11 00
349 110 066DE2D 62ACATES 137A0CSCA 66F98BF258 o 1 0 1 1 10 oL 11
350 111 OCDECSE 45594FD1 06F418B35 4DF317E4Bl 1 o 0o 1 o 11 10 o1
3is1 112 19B78E6 OAB29FA2 ODEB2172B 1BEG2F(C962 1 L 1 1 1 01 11 10
352 113 136F16C 15653F45 1BD062E57 37CCS5F92C5 0o 0 1 1 1L 10 01 11
353 114 06DE2D9 2ACATEBE 17ROCSCAE 6F98BF258B 0 1 0 1 0 11 10 o1
354 115 0DBCSB2 5594FDL6 OF418B95D S5F317E4Bl6 111 0 0o o1 11 10
3155 116 1B78B64 2B29FA2C 1E83172BE 3E62FC962C 1 0 1 0 1 10 o1 11
356 117 16F16C8 5653F458 1DO62E577 TCCS5F92C58 0 0 1 1 0 11 10 ol
357 118 ODE2D91 2CATES8BO 1AOCSCAEF 798BF258BL I S s © 1 01 11 10
358 118 1BCSB23 594FD16l 1418B95DF 7317E4Blé3 10 0 0 0 10 oL 11
359 120 178B647 329FA2C2 083172BBF  662FC962C7 0 1 1 0 0 11 10 o1
360 121 OF16CBE 653F4584 1062E577F 4CSF92C58E 100 0 0 00 11 10
361 122 1E2D91C 4ATES8B0S O0OCSCAEFE 18BF258BLC 1 0 0 1 0 11 00 11
362 123 1C5B238 14FD1613 018B95DFC  317E4B1639 110 0 1 01 11 00
363 124 18B6471 29FA2C27 03172BBF9 62FC962C72 11 0 1 0 o1 or 11
364 125 116CBE2 S3F4S84E 062ES577F3 45F92C58E4 o0 1 0o 1 1 11 ol ol
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Bluetooth.

Appendix 1V - Sample Data

2 FREQUENCY HOPPING SAMPLE DATA—
MANDATORY SCHEME

These sets of sample data show the mandatory frequency hopping scheme for
three different combinations of addresses and initial clock values. The first part
is for the 79-hop system, the second is for the 23-hop system.

2.1 THE 79-HOP SYSTEM SAMPLE DATA

Frequency Hopping Sample Data—Mandatory Scheme29 November 1999 937
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2.1.1 First set

Hop sequence

Bluetooth.

79 HOP SYSTEM

{k} for PRGE SCAN/INQUIRY SCAN:

s EESEEEEES S EEEOEEEEESEEEEENEEEEESEEEEEEE

CLKN start: 0x0000000
ULAP: 0x00000000

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000 | 7000 |
0x0000000: 0 2 4 6 8 10 12 14
0X0008000: 16 18 20 22 24 26 28 30
0x0010000: 32 34 36 38 40 42 44 48
0x0018000: 48 50 52 54 56 58 60 62
0x0020000: 0 2 i 6 8 10 12 14
0x0028000: 16 18 20 22 24 26 28 30
0x0030000: 32 34 36 38 40 42 44 46
0x0038000: 48 50 52 54 56 58 60 62

Hop sequence {k} for PAGE STATE/INQUIRY STATE:

CLKE start: 0x0000000

ULAP: 0x00000000

#ticks: 00 01 02 03 | 04 05 06 07 | 08 09 0a Ob | Oc 0d Oe Of |
0X0000000: 48 50 09 13 | 52 54 41 45 | 56 58 11 15 | 60 62 43 47
0x0000010: 00 02 64 68 | 04 06 17 21 | 08 10 66 70 | 12 14 19 23
0x0000020: 48 50 09 13 | 52 54 41 45 | 56 58 11 15 | 60 62 43 47
0x0000030: 00 02 64 68 | 04 06 17 21 | 08 10 66 70 | 12 14 15 23
0x0001000: 48 18 09 05 | 20 22 33 37 | 24 26 03 07 | 28 30 35 29
0x0001010: 32 34 72 76 | 36 38 25 29 | 40 42 74 78 | 44 46 27 31
0x0001020: 48 18 09 05 | 20 22 33 37 | 24 26 03 07 | 28 30 35 39
0x0001030: 32 34 72 76 | 36 38 25 29 | 40 42 74 78 | 44 46 27 31
0x0002000: 16 18 01 05 | 52 54 41 45 | 56 58 11 15 | 60 62 43 47
0x0002010: 00 02 64 68 | 04 06 17 21 | 08 10 66 70 | 12 14 19 23
0x0002020: 16 18 01 05 | 52 54 41 45 | 56 58 11 15 | 60 62 43 47
0x0002030: 00 02 64 68 | 04 06 17 21 | 08 10 66 70 | 12 14 19 23
0x0003000: 48 50 09 13 | 52 22 41 37 | 24 26 03 07 | 28 30 35 39
0X0003010: 32 34 72 76 | 36 38 25 29 | 40 42 74 78 | 44 46 27 31
0x0003020: 48 50 09 13 | 52 22 41 37 | 24 26 03 07 | 28 30 35 39
0X0003030: 32 34 72 76 | 36 38 25 29 | 40 42 74 78 | 44 46 27 31

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:

CLKN* = 0x0000010

ULAP: 0x00000000

#ticks: 00 | 02 04 | 06 08 | 0a Oc | Oe 10 | 12 14 | 16 18 | la 1lc | 1le
0x0000012: 64 | 02 68 | 04 17 | 06 21 | 08 66 | 10 70 | 12 19 | 14 23 | 16
0x0000032: 01 | 18 05 | 20 33 | 22 37 | 24 03 | 26 07 | 28 35 | 30 39 | 32
0x0000052 : 72 | 34 76 | 36 25 | 38 29 | 40 74 | 42 78 | 44 27 | 46 31 | 48
0x0000072: 09 | 50 13 | 52 41 | 54 45 | 56 11 | 58 15 | 60 43 | 62 47 | 00
Hop sequence {k} for MASTER PAGE RESPONSE STATE:

Offset wvalue: 24

CLKE* = 0x0000012

ULAEP: 0x00000000

#ticks: 00 02 | 04 06 | 08 0a | Oc 0e | 10 12 | 14 16 | 18 la | 1c le
0x0000014 : 02 68 | 04 17 | 06 21 | 08 66 | 10 70 | 12 19 | 14 23 | 16 01
0x0000034 : 18 05 | 20 33 | 22 37 | 24 03 | 26 07 | 28 35 | 30 39 | 32 72
0x0000054 : 34 76 | 36 25 | 38 29 | 40 74 | 42 78 | 44 27 | 46 31 | 48 09
0x0000074 : 50 13 | 52 41 | 54 45 | 56 11 | 58 15 | 60 43 | 62 47 | 00 64
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Hop sequence {k} for CONNECTION STATE:

Bluetooth.

CLK start: 0x0000010
ULAP: 0x00000000

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10
0x0000010: 08 66 | 10 70 | 12 19 | 14 23 | 16
0X0000030: 24 03 | 26 07 | 28 35 | 30 39 | 32
0x0000050: 40 74 | 42 78 | 44 27 | 46 31 | 48
0x0000070: 56 11 | 58 15 | 60 43 | 62 47 | 32
0x0000090: 40 21 | 44 23 | 42 53 | 46 55 | 48
0x00000b0: 56 37 | 60 39 | 58 69 | 62 71 | 64
0x00000d0: 72 29 | 76 31 | 74 61 | 78 63 | 01
0x00000£0: 09 45 | 13 47 | 11 77 | 15 00 | &4
0x0000110: 01 51 | 03 55 | 05 04 | 07 08 | 72
0x0000130: 09 59 | 11 63 | 13 12 | 15 16 | 17
0x0000150: 33 67 | 35 71 | 37 20 | 39 24 | 25
0x0000170: 41 75 | 43 00 | 45 28 | 47 32 | 17
0x0000190: 33 06 | 37 08 | 35 38 | 39 40 | 25
0x00001b0: 41 14 | 45 16 | 43 46 | 47 48 | 49
0x00001d0: 65 22 | 69 24 | 67 54 | 71 56 | 57
0x00001£0: 73 30 | 77 32 | 75 62 | 00 €4 | 49
0x0000210: 53 36 | 55 44 | 61 68 | 63 76 | 65
0x0000230: 69 52 | 71 60 | 77 05 | 00 13 | 02
0x0000250: 06 40 | 08 48 | 14 72 | 16 01 | 18
0x0000270: 22 56 | 24 64 | 30 05 | 32 17 | 02
0x0000290: 04 70 | 08 78 | 12 23 | 16 31 | 18
0x00002b0: 20 07 | 24 15 | 28 39 | 32 47 | 34
0x00002d0: 36 72 | 40 01 | 44 25 | 48 33 | 50
0x00002£0: 52 09 | 56 17 | 60 41 | 64 49 | 34
0x0000310: 38 21 | 40 37 | 54 53 | 56 69 | 42
0x0000330: 46 29 | 48 45 | 62 61 | 64 77 | 66
0x0000350: 70 25 | 72 41 | 07 57 | 09 73 | 74
0X0000370: 78 33 | 01 49 | 15 65 | 17 02 | 66
0%0000390: 68 55 | 72 71 | 05 08 | 09 24 | 74
0x00003b0: 76 63 | 0L 00 | 13 16 | 17 32 | 19
0x00003d0: 21 57 | 25 73 | 37 10 | 41 26 | 27
0X00003£0: 29 65 | 33 02 | 45 18 | 49 34 | 19

12 | 14
o1 | 18
72 | 34
0s | 50
17 | 36
33 | 52
25 | 68
41 | o0s
49 | 686
57 | 74
65 | 19
73 | 27
02 | 21
10 | 29
18 | 53
26 | 61
34 | 51
50 | 67
38 | 04
54 | 20
66 | 06
03 | 22
68 | 38
05 | 54
19 | 36
27 | 44
23 | &8
31 | 76
51 | 70
59 | 78
53 | 23
61 | 31
04 | 21
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2.1.2 Second set

Bluetooth.

Hop sequence

{k} for PAGE SCAN/INQUIRY SCAN:

CLKN start: 0x0000000

ULAP: 0x2a96ef25

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000 | 7000 |
0x0000000: 49 b} 17 51 55 19 23 53
0x0008000: 57 21 25 27 31 74 78 29
0x0010000: 33 76 1 35 39 3 7 37
0x0018000: 41 5 9 43 47 11 15 45
0x0020000: 49 13 17 51 55 19 23 53
0x0028000: 57 21 25 27 31 74 78 29
0x0030000: 33 76 1 35 39 3 7 37
0x0038000: 41 5 9 43 47 11 15 45

Hop sequence {k} for PAGE STATE/INQUIRY STATE:

CLKE start: 0x0000000

ULAP: 0x2a96ef25

#ticks: 00 01 02 03 | 04 05 06 07 | 08 09 0a 0b | Oc 0d Oe Of |
0x0000000: 41 05 10 04 | 09 43 06 16 | 47 11 18 12 | 15 45 14 32
0x0000010: 49 13 34 28 | 17 51 30 24 | 55 19 26 20 | 23 53 22 40
0x0000020: 41 05 10 04 | 09 43 06 16 | 47 11 18 12 | 15 45 14 32
0x0000030: 49 13 34 28 | 17 51 30 24 | 55 19 26 20 | 23 53 22 40
0x0001000: 41 21 10 36 | 25 27 38 63 | 31 74 65 59 | 78 29 61 00
0x0001010: 33 76 02 75 | 01 35 77 71 | 39 03 73 67 | 07 37 69 08
0x0001020: 41 21 10 36 | 25 27 38 63 | 31 74 65 59 | 78 29 61 00
0x0001030: 33 76 02 75 | 01 35 77 71 | 39 03 73 €7 | 07 37 69 08
0x0002000: 57 21 42 36 | 09 43 06 16 | 47 11 18 12 | 15 45 14 32
0x0002010: 49 13 34 28 | 17 51 30 24 | 55 19 26 20 | 23 53 22 40
0x0002020: 57 21 42 36 | 09 43 06 16 | 47 11 18 12 | 15 45 14 32
0x0002030: 49 13 34 28 | 17 51 30 24 | 55 19 26 20 | 23 53 22 40
0x0003000: 41 05 10 04 | 09 27 06 63 | 31 74 65 59 | 78 29 61 00
0x0003010: 33 76 02 75 | 01 35 77 71 | 39 03 73 67 | 07 37 69 08
0x0003020: 41 05 10 04 | 09 27 06 63 | 31 74 65 59 | 78 29 61 00
0x0003030: 33 76 02 75 | 01 35 77 71 | 39 03 73 €7 | 07 37 69 08

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:

CLKN* = 0x0000010

ULAP: 0x2a96ef25

#ticks: 00 | 02 04 | 06 08 | 0a Oc | 0e 10 | 12 14 | 16 18 | 1la 1lc | 1le
0x0000012: 34 | 13 28 | 17 30 | 51 24 | 55 26 | 19 20 | 23 22 | 53 40 | 57
0x0000032: 42 | 21 36 | 25 38 | 27 63 | 31 65 | 74 59 | 78 61 | 29 00 | 33
0x0000052: 02 | 76 75 | 01 77 | 35 71 | 39 73 | 03 67 | 07 69 | 37 08 [ 41
0x0000072: 10 | 05 04 | 09 06 | 43 16 | 47 18 | 11 12 | 15 14 | 45 32 | 49
Hop sequence {k} for MASTER PAGE RESPONSE STATE:

offset value: 24

CLKE* = 0x0000012

ULAP: 0x2a96ef25

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 la | 1c le |
0x0000014 : 13 28 | 17 30 | 51 24 | 55 26 | 13 20 | 23 22 | 53 40 | 57 42
0x0000034 : 21 36 | 25 38 | 27 63 | 31 65 | 74 59 | 78 61 | 29 00 | 33 02
0x0000054 : 76 75 | 01 77 | 35 71 | 39 73 | 03 67 | 07 €9 | 37 08 | 41 10
0x0000074 : 05 04 | 09 06 | 43 16 | 47 18 | 11 12 | 15 14 | 45 32 | 49 34
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Hop sequence {k} for CONNECTION STATE:

Bluetooth.

CLK start: 0x0000010
ULAP: 0x2a9%6ef25

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10
0x0000010: 55 26 | 19 20 | 23 22 | 53 40 | 57
0x0000030: 31 65 | 74 59 | 78 61 | 29 00 | 33
0x0000050: 39 73 | 03 67 | 07 69 | 37 08 | 41
0x0000070: 47 18 | 11 12 | 15 14 | 45 32 | 02
0x0000090: 06 58 | 51 52 | 53 56 | 08 70 | 10
0x00000b0: 61 18 | 27 12 | 29 16 | 63 30 | 65
0x00000d0: 69 26 | 35 20 | 37 24 | 71 38 | 73
0x00000£0: 77 50 | 43 44 | 45 48 | 00 62 | 26
0x0000110: 40 19 | 04 13 | 08 15 | 38 25 | 42
0x0000130: 16 50 | 59 44 | 63 46 | 14 56 | 18
0X0000150: 32 66 | 75 60 | 00 62 | 30 72 | 34
0x0000170: 24 03 | 67 76 | 71 78 | 22 09 | 58
0x0000190: 70 51 | 36 45 | 38 49 | 72 55 | 74
0x00001b0: 46 03 | 12 76 | 14 01 | 48 07 | 50
0x00001d0: 62 19 | 28 13 | 30 17 | 64 23 | 66
0x00001£0: 54 35 | 20 29 | 22 33 | 56 39 | 19
0x0000210: 11 10 | 54 69 | 58 06 | 23 75 | 27
0x0000230: 01 49 | 44 29 | 48 45 | 13 35 | 17
0x0000250: 09 57 | 52 37 | 56 53 | 21 43 | 25
0x0000270: 03 02 | 46 61 | 50 77 | 15 €7 | 51
0x0000290: 43 40 | 09 22 | 11 38 | 57 28 | 59
0x00002b0: 31 00 | 76 61 | 78 77 | 45 &7 | 47
0x00002d0: 39 08 | 05 69 | 07 06 | 53 75 | 55
0x00002£0: 35 32 | 01 14 | 03 30 | 49 20 | 75
0x0000310: 04 74 | 47 62 | 51 70 | 08 &8 | 12
0x0000330: 65 26 | 29 14 | 33 22 | 69 20 | 73
0X0000350: 02 42 | 45 30 | 49 38 | 06 36 | 10
0x0000370: 67 58 | 31 46 | 35 54 | 71 52 | 28
0x0000390: 36 25 | 02 15 | 04 23 | 42 21 | 44
0x00003b0: 16 56 | 61 46 | 63 54 | 22 52 | 24
0x00003d0: 32 72 | 77 62 | 00 70 | 38 €8 | 40
0X00003£0: 20 09 | 65 78 | 67 07 | 26 05 | 44
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2.1.3 Third set

Set mode:
Set clock:
Set ULAP:

79 HOP SYSTEM

e e L LT

Hop sequence {k} for PAGE SCAN/INQUIRY SCAN:

CLKN start: 0x0000000

ULAP: 0x6587cba?

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000 | 7000 |
0x0000000: 16 65 67 18 20 53 55 s
0x0008000: 8 57 59 10 12 69 71 22
0x0010000: 24 73 75 26 28 45 47 77
0x0018000: 0 49 51 2 4 61 63 14
0x0020000: 16 65 67 18 20 53 55 6
0x0028000: 8 57 59 10 12 69 71 22
0x0030000: 24 73 75 26 28 45 47 77
0x0038000: 0 49 51 2 4 61 63 14
Hop sequence {k} for PAGE STATE/INQUIRY STATE:

CLKE start: 0x0000000

ULAP: 0x6587chad

#ticks: 00 01 02 03 | 04 05 06 07 | 08 09 0a Ob | Oc 0d Oe Of |
0x0000000: 00 49 36 38 | 51 02 42 40 | 04 61 44 46 | 63 14 50 48
0x0000010: 16 65 52 54 | 67 18 58 56 | 20 53 60 62 | 55 06 66 64
0x0000020: 00 49 36 38 | 51 02 42 40 | 04 61 44 46 | 63 14 50 48
0x0000030: 16 65 52 54 | 67 18 58 56 | 20 53 60 62 | 55 06 66 64
0x0001000: 00 57 36 70 | 59 10 74 72 | 12 69 76 78 | 71 22 03 01
0x0001010: 24 73 05 07 | 75 26 11 09 | 28 45 13 30 | 47 77 34 32
0x0001020: 00 57 36 70 | 59 10 74 72 | 12 69 76 78 | 71 22 03 01
0x0001030: 24 73 05 07 | 75 26 11 09 | 28 45 13 30 | 47 77 34 32
0x0002000: 08 57 68 70 | 51 02 42 40 | 04 61 44 46 | 63 14 50 48
0x0002010: 16 65 52 54 | 67 18 58 56 | 20 53 60 62 | 55 06 66 64
0x0002020: 08 57 68 70 | 51 02 42 40 | 04 61 44 46 | 63 14 50 48
0x0002030: 16 65 52 54 | 67 18 58 56 | 20 53 60 62 | 55 06 66 64
0x0003000: 00 49 36 38 | 51 10 42 72 | 12 69 76 78 | 71 22 03 01
0x0003010: 24 73 05 07 | 75 26 11 09 | 28 45 13 30 | 47 77 34 32
0x0003020: 00 49 36 38 | 51 10 42 72 | 12 €9 76 78 | 71 22 03 01
0x0003030: 24 73 05 07 | 75 26 11 09 | 28 45 13 30 | 47 77 34 32

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:

CLKN* = 0x0000010

ULAP: 0x6587chad

#ticks: 00 | 02 04 | 06 08 | 0a Oc | Oe 10 | 12 14 | 16 18 | 1la 1lc | 1le
0x0000012: 52 | 65 54 | 67 58 | 18 56 | 20 60 | 53 62 | 55 66 | 06 64 | 08
0X0000032: 68 | 57 70 | 59 74 | 10 72 | 12 76 | 69 78 | 71 03 | 22 01 | 24
0x0000052 : 05 | 73 07 | 75 11 | 26 09 | 28 13 | 45 30 | 47 34 | 77 32 | 00
0x0000072: 36 | 49 38 | 51 42 | 02 40 | 04 44 | 61 46 | 63 50 | 14 48 | 16
Hop sequence {k} for MASTER PAGE RESPONSE STATE:

Offset wvalue: 24

CLKE* = 0x0000012

ULAP: 0x6587cbay

#ticks: 00 02 | 04 06 | 08 0a | Oc 0e | 10 12 | 14 16 | 18 la | 1c le
0x0000014 : 65 54 | 67 58 | 18 56 | 20 60 | 53 62 | 55 66 | 06 64 | 08 &8
0x0000034 : 57 70 | 59 74 | 10 72 | 12 76 | 69 78 | 71 03 | 22 01 | 24 05
0X0000054 : 73 07 | 75 11 | 26 09 | 28 13 | 45 30 | 47 34 | 77 32 | 00 36
0x0000074 : 49 38 | 51 42 | 02 40 | 04 44 | 61 46 | 63 50 | 14 48 | 16 52
942 29 November 1999 Frequency Hopping Sample Data—Mandatory

AFFLT0294170

Samsung Ex. 1119 p. 942



BLUETOOTH SPECIFICATION Version 1.0 B

page 943 of 1082

Appendix IV - Sample Data

Hop sequence {k} for CONNECTION STATE:

Bluetooth.

CLK start: 0x0000010
ULAP: 0x6587chag
#ticks: 00 02 | 04
0x0000010: 20 60 | 53
0x0000030: 12 76 | &9
0x0000050: 28 13 | 45
0x0000070: 04 44 | 61
0x0000090: 52 13 | 06
0x00000b0: 44 29 | 22
0x00000d0: 60 45 | 77
0X00000£0: 36 76 | 14
0x0000110: 76 45 | 46
0x0000130: 05 69 | 54
0x0000150: 13 77 | 30
0x0000170: 68 37 | 38
0x0000190: 29 77 | 78
0x00001b0: 37 22 | 07
0x00001d0: 45 30 | 62
0X00001£0: 21 69 | 70
0x0000210: 69 30 | 23
0x0000230: 73 58 | 27
0x0000250: 77 62 | 15
0x0000270: 65 26 | 19
0x0000290: 22 62 | 55
0x00002b0: 28 13 | 57
0x00002d0: 30 15 | 47
0%00002£0: 20 60 | 49
0x0000310: 46 15 | 186
0x0000330: 58 43 | 20
0x0000350: 62 47 | o0
0x0000370: 42 11 | 04
0x0000390: 78 47 | 48
0x00003b0: 13 77 | s0
0x00003d0: 15 00 | 32
0x00003£0: 76 45 | 34

2.2 THE 23-HOP SYSTEM SAMPLE DATA

2.2.1 First set

06 | o8
62 | 55
78 | 71
30 | 47
46 | 63
15 | 10
31 | 26
62 | o2
78 | 18
47 | 48
55 | 56
15 | 32
23 | 40
00 | 03
08 | 11
a7 | 66
55 | 74
32 | 25
36 | 29
00 | 17
04 | 21
64 | 59
66 | 61
3z | 51
34 | 53
17 | 18
21 | 22
64 | 02
68 | 06
49 | 52
51 | 54
17 | 36
19 | 28

Frequency Hopping Sample Data—Mandatory Scheme29 November 1999

943

AFFLT0294171
Samsung Ex. 1119 p. 943



BLUETOOTH SPECIFICATION Version 1.0 B

page 944 of 1082

Appendix IV - Sample Data

Set mode:
Set clock:
Set ULAP:

Bluetooth.

S o P e B A S e NGNS AN Rw A

23 HOP SYSTEM

Hop sequence {k} for PAGE SCAN/INQUIRY SCEN:

CLKN start: 0x0000000

ULAP: 0x00000000

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000 | 7000 |
0x0000000: 0 2 B 6 8 10 12 14
0x0008000: 16 18 20 22 1 3 5 7
0x0010000: 0 2 4 6 8 10 12 14
0x0018000: 16 18 20 22 1 3 5 7
0x0020000: 0 2 4 6 8 10 12 14
0x0028000: 16 18 20 22 1 3 5 7
0x0030000: 0 2 4 6 8 10 12 14
0x0038000: 1s 18 20 22 1 3 5 7

Hop sequence {k} for PAGE STATE/INQUIRY STATE:

CLKE start: 0x0000000

ULAP: 0x00000000

#ticks: 00 0L 02 03 | 04 05 06 07 | 08 09 0a 0b | Oc 0d Oe Of |
0x0000000: 16 18 02 10 | 20 22 06 14 | 01 03 04 12 | 05 07 08 16
0x0000010: 00 02 09 17 | 04 06 13 21 | 08 10 11 19 | 12 14 15 00
0x0000020: 16 18 02 10 | 20 22 06 14 | 01 03 04 12 | 05 07 08 16
0x0000030: 00 02 09 17 | 04 06 13 21 | 08 10 11 19 | 12 14 15 00
0x0001000: 18 20 10 06 | 22 01 14 04 | 03 05 12 08 | 07 00 16 09
0x0001010: 02 04 17 13 | 06 08 21 11 | 10 12 19 15 | 14 16 00 02
0x0001020: 18 20 10 06 | 22 01 14 04 | 03 05 12 08 | 07 00 16 09
0x0001030: 02 04 17 13 | 06 08 21 11 | 10 12 19 15 | 14 16 00 02
0x0002000: 20 22 06 14 | 01 03 04 12 | 05 07 08 16 | 00 02 09 17
0x0002010: 04 06 13 21 | 08 10 11 19 | 12 14 15 00 | 16 18 02 10
0x0002020: 20 22 06 14 | 01 03 04 12 | 05 07 08 16 | 00 02 09 17
0x0002030: 04 06 13 21 | 08 10 11 19 | 12 14 15 00 | 16 18 02 10
0x0003000: 22 01 14 04 | 03 05 12 08 | 07 00 16 09 | 02 04 17 13
0x0003010: 06 08 21 11 | 10 12 19 15 | 14 16 00 02 | 18 20 10 06
0x0003020: 22 01 14 04 | 03 05 12 08 | 07 00 16 09 | 02 04 17 13
0x0003030: 06 08 21 11 | 10 12 19 15 | 14 16 00 02 | 18 20 10 08

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:

CLKN* = 0x0000010

ULAP: 0%00000000

#ticks: 00 | 02 04 | 06 08 | 0a Oc | Oe 10 | 12 14 | 16 18 | 1a 1lc | 1e
0x0000012: 09 | 02 17 | 04 13 | 06 21 | 08 11 | 10 19 | 12 15 | 14 00 | 18
0x0000032: 02 | 18 10 [ 20 06 | 22 14 | 01 04 | 03 12 | 05 08 | 07 16 | 00
0x0000052: 09 | 02 17 | 04 13 | 06 21 | 08 11 | 10 19 | 12 15 | 14 00 | 16
0x0000072: 02 | 18 10 | 20 06 | 22 14 | 01 04 | 03 12 | 05 08 | 07 16 | 00
Hop sequence {k} for MASTER PAGE RESPONSE STATE:

offset value: 24

CLKE* = 0x0000012

ULAP: 0x00000000

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 la | 1c le |
0x0000014 : 02 17 | 04 13 | 06 21 | 08 11 | 10 19 | 12 15 | 14 00 | 16 02
0x0000034 : 18 10 ‘ 20 06 ‘ 22 14 ‘ 01 04 | 03 12 I 05 08 ‘ 07 16 | 00 09 [
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0x0000054 : 02 17 | 04 13 | 06 21 | 08 11 | 10 19 | 12 15 | 14 00 | 16 02
0x0000074 : 18 10 ‘ 20 08 | 22 14 1 01 04 l 03 12 ‘ 05 08 ‘ 07 16 | 00 09
Hop sequence {k} for CONNECTION STATE:

CLK start: 0x0000010

ULEP: 0x00000000

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 1a | le 1le
0X0000010: 08 11 | 10 12 | 12 15 | 14 00 | 16 02 | 18 10 | 20 06 | 22 14
0x0000030: 01 04 | 03 12 | 05 08 | 07 16 | 16 02 | 18 10 | 20 06 | 22 14
0x0000050: 01 04 | 03 12 | 05 08 | 07 16 | 09 18 | 11 03 | 13 22 | 15 07
0x0000070¢ 17 20 | 19 05 | 21 01 | 00 09 | 09 18 | 13 03 | 11 20 | 15 05
0x0000090: 17 22 | 21 07 | 19 01 | 00 09 | 02 11 | 06 19 | 04 13 | 08 21
0x00000b0: 10 15 | 14 00 | 12 17 | 16 02 | 02 11 | 06 19 | 04 13 | 08 21
0x00000d0: 10 15 14 00 12 17 16 02 18 04 22 12 20 0s 01 14
0x00000f0: 03 08 [ 07 16 | 05 10 | 09 18 | 18 04 | 20 20 | 22 08 | 01 01
0X0000110: 11 06 | 13 22 | 1510 | 17 03 | 03 12 | 05 05 | @7 16 | 09 09
0x0000130: 19 14 | 21 07 | 00 18 | 02 11 | 11 20 | 13 13 | 15 01 | 17 17
0x0000150: 04 22 | 06 15 | 08 03 | 10 19 | 19 05 | 21 21 | 00 09 | 02 02
0x0000170: 12 07 | 14 00 | 16 11 | 18 04 | 04 13 | 08 06 | 06 15 | 10 08
0x0000190: 20 17 | 01 10 | 22 19 | 03 12 | 12 21 | 16 14 | 14 00 | 18 16
0x00001b0: 05 02 | 09 18 | 07 04 | 11 20 | 20 06 | 01 22 | 22 08 | 03 01
0x00001d0: 13 10 [ 17 03 | 15 12 | 19 05 | 05 14 | 09 07 | 07 16 | 11 0%
0x00001f0: 21 18 | 02 11 | 00 20 | 04 13 | 13 22 | 06 07 | 17 03 | 10 11
0x0000210: 21 .15 14 00 02 13 18 04 15 01 08 09 19 05 12 13
0x0000230: 00 17 | 16 02 | 04 21 | 20 06 | 06 15 | 22 00 | 10 19 | 03 04
0x0000250: 14 08 | 07 16 | 18 12 | 11 20 | 08 17 | 01 02 | 12 21 | 05 06
0x0000270: 16 10 | 09 18 | 20 14 | 13 22 | 22 08 | 15 16 | 01 10 | 17 18
0x0000290: 07 0L | 00 09 | 02 03 | 02 11 | 03 12 | 19 20 | 05 14 | 21 22
0x00002b0: 11 05 | 04 13 | 13 07 | 06 15 | 15 01 | 08 09 | 17 03 | 10 11
0x00002d0: 00 17 | 16 02 | 02 19 | 18 04 | 19 05 | 12 13 | 21 07 | 14 15
0x00002£0: 04 21 | 20 06 | 06 00 | 22 08 | 08 17 | 16 10 | 12 21 | 20 14
0X0000310: 01 02 | 09 18 | 05 06 | 13 22 | 10 19 | 18 12 | 14 00 | 22 16
0x0000330: 03 04 | 11 20 | 07 08 | 15 01 | 01 10 | 09 03 | 05 14 | 13 07
0x0000350: 17 18 | 02 11 | 21 22 | 06 15 | 03 12 | 11 05 | 07 16 | 15 09
0x0000370: 19 20 | 04 13 | 00 01 | 08 17 | 17 03 | 02 19 | 19 05 | 04 21
0x0000390: 10 11 | 18 04 | 12 13 | 20 06 | 21 07 | 06 00 | 00 09 | 08 02
0x00003b0: 14 15 | 22 08 | 16 17 | 01 10 | 10 19 | 18 12 | 12 21 | 20 14
0x00003d0: 03 04 | 11 20 | 05 06 | 13 22 | 14 00 | 22 16 | 16 02 | 01 18
0x00003£0: 07 08 | 15 01 | 09 10 | 17 03 | 03 12 | 05 16 | 11 20 | 13 01
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2.2.2 Second set

Set mode:
Set clock:
Set ULAP:

Bluetooth.

Hop sequence {k} for PAGE SCAN/INQUIRY SCAN:

CLKN start: 0x0000000
ULAP: 0x2a96ef25

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000 | 7000
0x0000000: 7 18 3 8 16 4 12 1
0x0008000: 9 20 5 6 14 2 10 22
0x0010000: 7 18 3 8 16 B 12 1
0x0018000: 9 20 5 6 14 2 10 22
0x0020000: 7 18 3 8 16 i 12 1
0x0028000: 9 20 5 6 14 2 10 22
0x0030000: 7 18 3 8 16 4 12 1
0x0038000: 9 20 5 6 14 2 10 22

Hop sequence {k} for PAGE STATE/INQUIRY STATE:

CLKE start: 0x0000000

ULAP: 0x2a96ef25

#ticks: 00 01 02 03 | 04 05 06 07 | 08 09 0a Ob | Oc 0d Oe Of |
0x0000000: 09 20 18 00 | 05 06 02 04 | 14 02 06 11 | 10 22 13 12
0x0000010: 07 18 14 19 | 03 08 21 08 | 16 04 10 15 | 12 01 17 16
0x0000020: 09 20 18 00 | 05 06 02 04 | 14 02 06 11 | 10 22 13 12
0x0000030: 07 18 14 19 | 03 08 21 08 | 16 04 10 15 | 12 01 17 16
0x0001000: 20 05 00 02 | 06 14 04 06 | 02 10 11 13 | 22 07 12 14
0x0001010: 18 03 15 21 | 08 16 08 10 | 04 12 15 17 | 01 09 16 18
0x0001020: 20 05 00 02 | 06 14 04 06 | 02 10 11 13 | 22 07 12 14
0x0001030: 18 03 195 21 | 08 16 08 10 | 04 12 15 17 | 0L 09 16 18
0x0002000: 05 06 02 04 | 14 02 06 11 | 10 22 13 12 | 07 18 14 19
0x0002010: 03 08 21 08 | 16 04 10 15 | 12 01 17 16 | 09 20 18 00
0x0002020: 05 06 02 04 | 14 02 06 11 | 10 22 13 12 | 07 18 14 19
0x0002030: 03 08 21 08 | 16 04 10 15 | 12 01 17 16 | 09 20 18 00
0x0003000: 06 14 04 06 | 02 10 11 13 | 22 07 12 14 | 18 03 1% 21
0x0003010: 08 16 08 10 | 04 12 15 17 | 01 09 16 18 | 20 05 00 02
0x0003020: 06 14 04 06 | 02 10 11 13 | 22 07 12 14 | 18 03 19 21
0x0003030: 08 16 08 10 | 04 12 15 17 | 01 09 16 18 | 20 05 00 02

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:

CLKN* = 0x0000010

ULAP: 0x2a96ef25

#ticks: 00 | 02 04 | 06 08 | 0a Oc | 0e 10 | 12 14 | 16 18 | la 1lc | 1le
0x0000012: 14 | 18 19 | 03 21 | 08 08 | 16 10 | 04 15 | 12 17 | 01 16 | 09
0x0000032: 18 | 20 00 | 05 02 | 06 04 | 14 06 | 02 11 | 10 13 | 22 12 | 07
0x0000052: 14 | 18 19 | 03 21 | 08 08 | 16 10 | 04 15 | 12 17 | 01 16 | 09
0x0000072: 18 | 20 00 | 05 02 | 06 04 | 14 06 | 02 11 | 10 13 | 22 12 | 07
Hop sequence [k} for MASTER PAGE RESPONSE STATE:

Offset wvalue: 24

CLKE* = 0x0000012

ULAP: 0x2a96ef25

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 la | 1c le |
0x0000014 : 18 19 | 03 21 | 08 08 | 16 10 | 04 15 | 12 17 | 01 16 | 09 18
0x0000034 : 20 00 ‘ 05 02 ‘ 06 04 ‘ 14 06 | 02 11 | 10 13 ‘ 22 12 | 07 14 [
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LIl £3 D.LXL

04
02

15
11

12
10

Bluetooth.

16
12

09
07

18
14

0x0000054 : 18 19 ‘ 03 21 | 08 08 | 16 10
0X0000074: 20 00 | 05 02 | 06 04 | 14 06
Hop sequence {k} for CONNECTION STATE:

CLK start: 0x0000010

ULAP: 0x2a96ef2s

#ticks: 00 02 | 04 06 | 08 0a | 0c ove
0x0000010: 16 10 | 04 15 | 12 17 | o1 16
0x0000030: 14 06 | 02 11 | 10 13 | 22 12
0x0000050: 09 03 | 20 08 | 05 10 | 17 09
0x0000070: 07 22 | 18 04 | 03 06 | 15 05
0x0000090: 02 19 | 15 22 | 00 03 | 10 00
0x00000b0: 21 17 | 11 20 | 19 01 | 06 21
0x00000d0: 18 12 | 08 15 | 16 19 | 03 16
0x00000£0: 14 10 | 04 13 | 12 17 | 22 14
0x0000110: 19 20 | 22 10 | 15 12 | 11 11
0x0000130: 17 16 | 20 06 | 13 08 | 09 07
0x0000150: 12 13 | 15 03 | 08 05 | 04 04
0x0000170: 10 09 | 13 22 | 06 01 | 02 00
0x0000190: 05 06 | 10 17 | 03 21 | 20 18
0%00001b0: 0L 04 | 06 15 | 22 19 | 16 186
0x00001d0: 21 22 | 03 10 | 19 14 | 13 11
0x00001£0: 17 20 | 22 08 | 15 12 | 09 09
0%0000210: 06 04 | 17 09 | 21 11 | 18 08
0x0000230: 04 19 | 15 01 | 19 03 | 16 21
0x0000250: 22 20 | 10 02 | 14 04 | 11 22
0x0000270: 20 12 | 08 17 | 12 19 | 09 14
0x0000290: 15 15 | 05 18 | 07 22 | 06 13
0x00002b0: 11 07 | o1 10 | 03 14 | 02 05
0x00002d0: 08 08 | 21 11 | 00 15 | 22 06
0x00002£0: 04 00 | 17 03 | 19 07 | 18 21
0x0000310: 09 22 | 12 12 | 16 14 | 13 o1
0x0000330: 07 06 | 10 19 | 14 21 | 11 08
0x0000350: 02 15 | 05 05 | 09 07 | 06 17
0x0000370: 00 22 | 03 12 | 07 14 | 04 01
0x0000390: 18 10 | 00 21 | 02 02 | o1 08
0x00003b0: 14 17 | 19 05 | 21 09 | 20 15
0x00003d0: 11 03 | 16 14 | 18 18 | 17 01
0X00003£0: 07 10 | 12 21 | 14 02 | 13 08

17 | o1
13 ‘ 22
16 | 18
00 | 05
12 | 19
16 | 21
05 | 12
07 | 16
21 | o5
00 | 09
22| 2
03 | 00
15 | 14
9 | 16
oa | 07
10 | 11
01 | o0
03 | 04
05 | 12
13 | 14
21 | o5
06 | 07
12 | 19
20 | o0
05 | 12
13 | 16
00 | 22
16 | o1
16 | 15
09 | 17
07 | 08
00 | 10
0o | 22
16 | 03
22 | 15
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2.2.3 Third set

Set mode:
Set clock:
Set ULAP:

Bluetooth.

Hop sequence {k} for PAGE SCAN/INQUIRY SCEN:

CLKN start: 0x0000000
ULAP: 0x6587cba’

#ticks: 0000 | 1000 | 2000 | 3000 | 4000 | 5000 | 6000
0x0000000: 0 10 14 12 16 9 13
0x0008000: 15 2 6 B 8 17 21
0x0010000: 0 10 14 12 16 9 13
0x0018000: 15 2 6 4 8 17 21
0x0020000: 0 10 14 12 16 9 13
0x0028000: 15 2 3 4 8 17 21
0x0030000: 0 10 14 12 16 9 13
0x0038000: 15 2 6 4 8 17 21

Hop sequence {k} for PAGE STATE/INQUIRY STATE:

CLKE start: 0x0000000

ULAP: 0x6587cbas

#iticks: 00 01 02 03 | 04 05 06 07 | 08 09 0a 0b | 0c o0d
0x0000000: 15 02 05 11 06 04 19 13 08 17 21 22 21 19
0x0000010: 00 10 09 15 14 12 00 17 16 09 02 18 13 11
0x0000020: 15 02 05 11 06 04 19 13 08 17 21 22 21 19
0x0000030: 00 10 03 15 14 12 00 17 16 09 02 18 13 11
0x0001000: 02 06 11 198 04 08 13 21 17 21 22 07 13 00
0x0001010: 10 14 15 00 12 16 17 02 09 13 18 03 11 1S
0x0001020: 02 06 11 19 04 08 13 21 17 21 22 07 13 00
0x0001030: 10 14 15 00 12 1e 17 02 02 13 18 03 1115
0x0002000: 06 04 19 13 08 17 21 22 21 19 07 01 00 10
0x0002010: 14 12 00 17 le 09 02 18 13 11 03 20 15 02
0x0002020: 06 04 19 13 08 17 21 22 21 19 07 01 00 10
0x0002030: 14 12 00 17 ls 09 02 18 13 11 03 20 15 02
0x00032000: 04 08 13 21 17 21 22 07 19 00 01 09 10 14
0x0002010: 12 16 17 02 0% 13 18 03 11 15 20 05 02 06
0x0003020: 04 08 13 21 17 21 22 07 19 00 01 09 10 14
0x00032030: 12 16 17 02 02 13 18 03 11 15 20 05 0z 06

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:

CLKN* = 0x0000010

ULAP: 0x6587cba’

#ticks: 00 | 02 04 | 06 08 | 0a Oc | Oe 10 | 12 14 | 16
0x0000012: 09 | 10 15 | 14 00 | 12 17 | 16 02 | 09 18 | 13
0x0000032: 05 | 02 11 | 06 19 | 04 13 | 08 21 | 17 22 | 21
0x0000052: 09 | 10 15 [ 14 00 | 12 17 | 16 02 | 09 18 | 13
0x0000072: 05 | 02 11 | 06 19 | 04 13 | 08 21 | 17 22 | 21

Hop sequence {k} for MASTER PAGE RESPONSE STATE:

offset value: 24

CLKE* = 0x0000012

ULAP: 0x6587chag

#ticks: 00 02 | 04 06 | 08 0a | Oc Oe | 10 12 | 14 16 | 18 la | 1c le |
0x0000014 : 10 15 14 00 12 17 16 02 09 18 13 03 11 20 15 05
0x0000034 : 02 11 0s 19 04 13 08 21 17 22 21 07 19 01 00 09
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0xX0000054: 10 15 14
0x0000074 : 02 11 06

00
19

12
04

17
13

Hop sequence {k} for CONNECTION STATE:

16
08

[P .

02
21

09
17

18
22

‘ 13

03
07

11
19

Bluetooth.

20
o1

15
o0

05
09

CLK start: 0x0000010
ULAP: 0x6587cba’
#ticks: 00 02 | 04
0x0000010: 16 02 | 09
0x0000030: 08 21 | 17
0x0000050: 09 18 | 02
0x0000070: oL 14 | 10
0x0000090: 02 11 | 18
0x00000b0: 17 09 | 03
0x00000d0: 18 04 | 11
0X00000£0: 10 02 | 19
0x0000110: 11 20 | 04
0x0000130: 18 16 | 20
0X0000150: 04 13 | 20
0x0000170: 11 09 | 13
0x0000190: 20 06 | 13
0x00001b0: 04 04 | 08
0x00001d0: 13 22 | 06
0x00001E0: 20 20 | 22
0x0000210: 06 15 | 22
0x0000230: 04 11 | 01
0x0000250: 22 08 | 15
0x0000270: 20 04 | 17
0x0000290: 15 01 | o8
0x00002b0: 11 22 | 12
0%00002d0: 08 17 | o1
0x00002£0: 04 15 | 05
0x0000310: o1 10 | 17
0x0000330: 22 06 | 19
0x0000350: 17 03 | 10
0x0000370: 15 22 | 12
0x0000390: 10 19 | 03
0x00003b0: 06 17 | 07
0x00003d0: 03 12 | 19
0X00003£0: 22 10 | 00

06 | 08
18 | 13
22 | 21
11 | 06
15 | 14
04 | 20
06 | 05
20 | 13
22 | 21
13 | o8
17 | o1
06 | 01
10 | 17
22 | 15
01 | os
15 | 08
17 | o1
08 | 03
12 | o5
01 | 19
05 | 21
17 | 10
19 | 14
10 | 03
12 | 07
03 | 21
07 | oo
19 | 14
00 | 16
12 | 05
