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4 ERROR RECOVERY

If the Host or the Host Controller lose synchronization in the communication

over RS232, then a reset is needed. A loss of synchronization means that an

incorrect HCI packet indicator has been detected, or that the length field in an

HCI packet is out of range.

If the UART synchronization is lost in the communication from Host to Host
Controller. then the Host Controller shall send a Hardware Error Event to tell

the Host about the synchronization error. The Host Controller will then expect

to receive an HCl_Reset command from the Host in order to perform a reset.

The Host Controller will also use the HCl_Reset command in the byte stream

from Host to Host Controller to re-synchronize.

If the UART synchronization is lost in the communication from Host Controller

to Host, then the Host Shall send the HCl_Reset command in order to reset the

Host Controller. The Host shall then re-synchronize by looking for the HCI

Command Complete event for the HCl_Reset command in the byte stream
from Host Controller to Host.

See “Host =If3o:‘=t.roElsr le'2tarfar;e F:.=r:r:tionat 53;;e=;‘;ifi{:ati(_m"' ore :31? for HCI
commands and HCI events.

Error Recovery 29 November 1999
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1 GENERAL DESCRIPTION

The test mode supports testing of the Bluetooth transmitter and receiver. It is

intended mainly for certificationicompliance testing of the radio and baseband

layer, and may also be used for regulatory approval or in-production and after-

sales testing.

A device in test mode must not support normal operation. For security reasons

the test mode is designed such that it offers no benefit to the user. Therefore.

no data output or acceptance on a HW or SW interface is allowed.

1.1 TEST SETUP

The setup consists of a device under test (DUT) and a tester. Optionally. addi-

tional measurement equipment may be used.

Control commands
......._._.._._...._:_’.

Test data Device under
Test

Local activationienabling

,r—_;=Edi:i3rEI_ _'
| Measurement

Eq ui pment

Figure 1.1: Setup for Test Mode

Tester and DUT form a piconet where the tester acts as master and has full

control over the test procedure. The DUT acts as slave.

The control is done via the air interface using LMP commands (see Section 3

on page 83?’ and "‘t..in§< tviana-gar P:'otc.r;ol" on 185). Hardware interfaces

to the DUT may exist. but are not subject to standardization.

The test mode is a special state of the Bluetooth model. For security and type

approval reasons, a device in test mode may not support normal operation.

When the DUT leaves the test mode it enters the standby state. After power-off

the Bluetooth device must return to standby state.

29 November 1999 General Description
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1.2 ACTIVATION

The activation may be carried out locaily (via a HW or SW interface), or using
the air interface.

- For activation over the air interface, entering the test mode must be locally

enabled for security and type approval reasons. The implementation of this

local enabling is not subject to standardization.

The tester sends an LMP command that forces the DUT to enter test mode.

The DUT terminates all normal operation before entering the test mode.

The DUT shall return an LMP_Accepted on reception of an activation com-

mand. LMP_Not_Accepted shall be returned if the DUT is not locally
enabled.

If the activation is performed locally using a HW or SW interface, the DUT

terminates all normal operation before entering the test mode.

Until a connection to the tester exists, the device shall perform page scan

and inquiry scan. Extended scan activity is recommended.

1.3 CONTROL

Control and configuration is performed using special LMP commands (see

Section 3 on page 83?). These commands must be rejected if the Bluetooth

device is not in test mode. in this case, an LMP_not_accepted is returned. The

DUT shall return an LMP_accepted on reception of a control command when in
test mode.

A Bluetooth device in test mode must ignore all LMP commands not related to

control of the test mode. LMP commands dealing with power control and the

request for LMP features (LlvlP_features_req) are allowed in test mode; the

normal procedures are also used to test the adaptive power control.

The DUT can be commanded to leave the test mode by an Llv1P_Detach com-

mand or by sending an LM P_test_contro| command with test scenario set to
‘exit test mode’.

General Description 29 November 1999
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2 TEST SCENARIOS

2.1 TRANSMITTER TEST

The Bluetooth device transmits a constant bit pattern. This pattern is transmit-

ted periodically with packets aligned to the slave TX timing of the piconet

formed by tester and DUT. The same test packet is repeated for each transmis-
sion.

The transmitter test is started when the master sends the first POLL packet. In

non-hopping mode agreed frequency is used for this POLL packet.

The tester transmits at his TX slots (control commands or POLL packets). The

slave starts burst transmission in the following slave TX slot. The masters poll-

ing interval is fixed and defined beforehand. The device under test may trans-

mit its burst according to the normal timing even if no packet from the tester
was received.

The burst length may exceed the length of a one slot packet. In this case the

tester may take the next free master TX slot for polling. The timing is illustrated

in Fig=..sre

Burst Length

Test Packet

I

Master TX I SiaveT>( Master TX I 5laveTX Master TX I S|aveT>(

Burst Length
POLL «a»

Figure 2.1: Timing for Transmitter Test

2.1.1 Packet Format

The test packet is a normal Bluetooth packet, see Figure For the payload
itself see below.

29 November 1999 Test Scenarios
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ACL Packet

(with CRC)

AUX1 Packet

SCO Packet

Figure 2.2: General Format of TX Packet

During configuration the tester defines:

- the packet type to be used

- payload length

For the payload length, the restrictions from the baseband specification apply

(see "‘E3aset.>and f3pecification" on 33.). In case of AOL packets the pay-

load structure defined in the baseband specification is preserved as well, see

§‘§guz'e-

For the transmitter test mode, only packets without FEC should be used; i.e.

HV3, DH1, DH3, DH5and AUX1 packets. Support of packet type is only manda-

tory up to the longest implemented packet type.

In transmitter test mode, the packets exchanged between tester and DUT are

not scrambled with the whitening sequence. Whitening is turned off when the

DUT has accepted to enter the transmitter test mode, and is turned on when

the DUT has accepted to exit the transmitter test mode, see Fig-..tre 2.3.1

1. Note: implementations must ensure that retransmtsslons of the LMP_Accepted messages
use the same whitening status.

Test Scenarios 29 November 1999
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Bluetooth-

TESTER

L.MF‘.4.?$L9°"".°'
{Enter Transmitter Test

LMP_accepted Wh“e”i”9 9”

LMP_test_oontrol

{Exit Transmitter Test

Whitening on

Figure 2.3: Use of whitening in Transmitter mode

2.1.2 Pseudorandom Sequence

In case of pseudorandom bit sequence, the same sequence of bits is used for

each transmission (i.e. the packet is repeated, see above). A PRBS—9

Sequence2 is used, see {2} and E3}.

The properties of this sequence are as follows (see 333). The sequence may be

generated in a nine-stage shift register whose 5th and 9th stage outputs are

added in a modulo-two addition stage (see E‘~"igure 2.4), and the result is fed

back to the input of the first stage. The sequence begins with the first ONE of 9

consecutive ONES; i.e. the shift register is initialized with nine ones.

- Number of shift register stages: 9

- Length of pseudo-random sequence: 29-1 = 511 bits

- Longest sequence of zeros: 8 (non-inverted signal)

Figure 2.4.’ Linear Feedback Shift Register for Generation of the PRBS sequence

2. Some uncertainties about Japanese regulatory requirements have been reported. It neces-
sary for regulatory type approval in Japan. some features might be added; eg. a longer PN
sequence.

81 0 29 November 1999 Test Scenarios
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2.1.3 Reduced Hopping Sequence

To support quick testing of the radio over the complete frequency range, a

reduced hopping mode is defined. Implementation of this mode is optional for
Bluetooth devices and modules.

Reduced hopping uses only five frequencies, on which a sequential hopping is

done (channels 0, 23, 46, 69 and 93 are used3), see i—"'ag=.,:r£-3 2.5.

Channel

CLKQM mod 5 =

Figure 2.5: Reduced hopping scheme

The timing is based on the Bluetooth clock of the tester. The value of CLK274

(i.e. not using CLKO, representing half slots) modulo 5 is used to determine the

transmit frequency.

2.1.4 Control of Transmit Parameters

The following parameters can be set to configure the transmitter test:

1. Bit pattern:
- Constant zero

- Constant one

- Alternating 1010...‘

0 Alternating 1111 0000 1111 0000...‘
- Pseudorandom bit pattern
- Transmission off

. Frequency selection:

a Single frequency

o Hopping Europei'USA

- Hopping Japan

- Hopping France

0 Hopping Spain

o Reduced Hopping (implementation in Bluetooth devices and modules is

optional)

3. TX frequency

o k=>f:= (2402 + k) MHz

. The range is chosen to test the whole frequency range, which covers the normal 79
channels, as well as Spanish. French and Japanese hopping schemes. The frequency
assignment rule is the same as for the fixed TX frequency: f = (2402 + K) MHZ.

. It is recommended that the sequence starts with a one‘. but. as this is irrelevant for measure-
ments. it is also allowed to start with a zero.

Test Scenarios 29 November 1999
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4. Defautt poll period in TDD frames (n * 1.25 ms)

5. Packet Type

6. Length of Test Sequence (user data of packet definition in Beseband Speci-

fication” on page 33.)

2.1.5 Power Control

If adaptive power control is tested, the normal LMP commands will be used.

The DUT starts to transmit at the maximum power and reducesiincreases its

power by one step on every command received.

2.1.6 Switch between different Frequency Settings

A change in the frequency selection becomes effective when the LMP proce-

dure is completed:

The tester switches to a new frequency or hopping pattern after the

LM P_Accepted message has been received.

The DUT switches after the LMP_accepted message has been sent.

Note: Loss of the LMP_/iccepted packet wiii eventuaiiy lead to a toss of

frequency synchronization that cannot be recovered. Similar prob.-‘ems occur in

normai operation, when the hopping pattern changes.

2.2 LOOPBACK TEST

The device under test receives normal baseband packets. The received pack-

ets are decoded in the DUT, and the payload is sent back using the same

packet type. The return packet is sent back in either the TX slot directly follow-

ing the transmission of the tester, or it is delayed and sent back in the slot after

the next transmission of the tester (See F“igs_sre 2.?” to Figttre 2.9 an page 8'15}.

Alternatively, it is possible to implement a delayed loopback instead. Then the

return packet is delayed to the following TX slot. There is no signalling to deter-

mine or control the mode. The device behavior must be fixed or adjusted by

other means, but must not change randomly.

The tester can select, whether whitening is on or off. This setting holds for both

up- and downlink. For switching the whitening status, the same rules as in Sec-

tion on page 808 (Figure 3-3.3) appiy.

The foilowing rules apply (for illustration see Figure on «'1-):

- Clearly, if the synch word was not detected, there will be no reply.

- If the header error check (H EC) fails, the DUT replies with a NULL packet

with the ARON bit set to NAK. It is not mandatory to return a NULL packet in

this case; the DUT may send nothing.

29 November 1999 Test Scenarios
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If the packet contains an LMP message relating to the control of the test

mode this command is executed and the packet is not returned, though ACK

or NAK is still returned as usual procedure. Other LMP commands are

ignored and no packet is returned.

The payload FEC is decoded and the payload is coded again for transmis-

sion. This allows testing of the FEC handling. If the pure bit error rate shall

be determined the tester chooses a packet type without FEC.

The CRC is evaluated. In case of a failure, the payload is returned with

ARON = NAK. The CRC for the return packet is calculated for the returned

payioad .

- If the CRC fails the number of bytes as indicated in the (possibly erroneous)

payload header shall be looped back.

Test Scenarios 29 November 1999
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Receive Path: Synch found

Decode Header

Packet type ' ‘ Build NULL
without FEC + ARQN = NAK

Packet type
without CRC

ARQN = ACK ARON = NAK

LMP message

Execute LMP

Command

Transmit Path:

Build Packet

(incl. ARON)

Figure 2.6: DUT Packet Handling in Loop Back Test

29 November 1999 Test Scenarios
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The timing for normal and delayed loopback is illustrated in 1”-‘ig.}=u:re 2.? to Féggure
2.9:

Payload

ARON

TX Packet RX Packet TX Packet

Master TX ' Slave TX Master TX ' Slave TX Master TX ' Slave TX fime

Figure 2. 7: Paytoad & ARON handiing in norrnai toopback.

Master TX ' Slave TX Master TX ' Slave TX

Master TX . Slave TX Master TX ' Slave TX Master TX ' Slave TX time

Figure 2.9: Payload 8 ARQN handting in detayed ioopback - end.

The whitening is performed in the same way as it is used in normal active
mode.

The following parameters can be set to configure the loop back test:

1. Packet C|a5s5
- ACL Packets

0 SCO Packets

0 ACL Packets without whitening

o SCO Packets without whitening

5. This is included because. in the future, the packet type numbering may not remain
unambiguous.

Test Scenarios 29 November 1999
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2. Frequency Selection

- Single frequency (independent for RX and TX)

0 Hopping EuropeiUSA

- Hopping Japan

0 Hopping France

0 Hopping Spain

- Hopping reduced (optional)

Hopping reduced uses oniy five frequencies on which a sequentiei hopping is

done on (channei: 0, 23, 46, 69 and 93 is used).

3. Power level: (To be used according radio specification requirements)

- power control or fixed TX power

The switch of the frequency setting is done exactly as for the transmitter test

(see Sectiet: 2.1% on page 8113).

29 November 1999 Test Scenarios
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3 OUTLINE OF PROPOSED LMP MESSAGES

‘Fabio 3.‘: lists all LMP messages used for test mode (see Link Manager Proto-

col, Sieotiori E5 on page 23?‘).

PDU

LMP PDU number

LM F’_tesl_activate

LM P_test_control

LM P_detach

LM P_accepted

LM P_not_accepted

Possible
Direction

test scenario

hopping mode
TX frequency
RX frequency
power control mode
poll period
packet type
length of test data

<.DOO"-s.IO')U‘I-h(JI\J

Test scenario

Hopping mode

TX frequency (for DUT)

0 Pause {TX ofi}
1 Transmitter test — 0 pattern
2 Transmitter test — 1 pattern
3 Transmitter test — 1010 pattern
4 Pseudorandom bit sequence
5 Closed Loop Back - ACL packets
6 Closed Loop Back ~ SCO packets
7 AC]. Packets without whitening
8 SCO Packets without whitening
9 Transmitter test — 1111 0000 pattern
10-254 reserved
255 Exit Test Mode

0 RXITX on single frequency
1 Hopping Europe;‘USA
2 Hopping Japan
3 Hopping France
4 Hopping Spain
5 Reduced Hopping {optional}
6-255 reserved

1‘: [2402 + k] MHz

Table 3.2: Parameters used in L.-‘l/.'P_ Test_Controi PDU

Outline of Proposed LMP Messages 29 November 1999
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Name Detailed

RX frequency (for DUT) ’ f = [2402 + k] MHZ

Power control mode ' 0 fixed TX output power
1 adaptive power control

Poll period

Packet type ‘ numbering as in packet header.
see Baseriaria Specificaticc

length of test sequence unsigned binary number
(=length of user data in
Brizsriiiaanrti S;>ei:i€ir;a--
tirl. )

Table 3.2: Parameters used in i_MP_ Test_Controi PDU

The control PDU is used for both transmitter and loop back tests. The following

restrictions apply for the parameter settings:

Restrictions Restrictions

Parameter Transmitter Test Loopback Test

TX frequency 0 5 k s 93 0 E k 3 93

RX frequency same as TX frequency 0 5 K S 93

Poll period not applicable {set to 0)

Length of test sequence depends on packet type: not applicable {set to 0)

DH1: 3 28 byte

DH3:s 181 byte

DH5: 5 339 byte

AUX1: s 29 Byte

HV3: = 30 byte

Table 3.3: Restrictions for Parameters used in LMP__ Test; Control’ PDU

29 November 1999 Outline of Proposed LMP Messages
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1 SCOPE

The Bluetooth Promoters and the Bluetooth Adopters have signed the Promot-

ers‘ Agreement and the Adopters’ Agreement respectively. These agreements

grant Promoters and Adopters a Bluetooth license for “products which comply

with the Specification“.

This document specifies the requirements which must be met by a Promoter or

Adopter to demonstrate that a particular product does “comply with the Specifi-

cation", thereby qualifying that particular product to be subject to the rights

extended by the Promoters‘ and Adopters’ Agreements respectively.

The Bluetooth Qualification Program is the process by which a Promoter or an

Adopter demonstrates that a particular product meets the requirements speci-

fied herein. This document provides an overview of the requirements and the

Bluetooth Qualification Program. Further details are available through the
Bluetooth Web site.

Regulatory requirements and governmental type approval requirements are

outside the scope of this document.

29 November 1 999
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2 TERMS USED

Bluetooth Trademark —As defined in the Promoters‘ Agreement and the

Adapters’ Agreement.

Bluetooth Brand — Covers all the brand elements specified in the "The Blue-

tooth Brand Book". Equal to the Bluetooth Trademark.

Bluetooth Logo or Logo —the brand element referred to as the ‘figure mark’ in
the ‘The Bluetooth Brand Book‘.

Bluetooth l_icense— all the rights, defined in the Promoters’ and Adopters'

Agreements respectively, that are granted by compliance with the specification,
i.e. the Bluetooth Patent License and the Bluetooth Brand License.

Bluetooth Patent License — the applicable parts of the Bluetooth license con-

sisting of patent rights or parts thereof as defined in the Promoters‘ and

Adopters' Agreements respectively.

Bluetooth Brand License — the applicable parts of the Bluetooth license con-

sisting of trademark rights as defined in the Promoters‘ and Adopters’ Agree-

ments respectively.

Protocol specification — defines the communication between two peer devices

at a certain layer.

Profile spa-cification— defines the usage of (parts of) the protocol stack for a

certain Bluetooth usage model.

Bluetooth qualification process — the rules and procedures by which the manu-

facturer demonstrates compliance to the Bluetooth specification.

Bluetooth qualification program — the implementation of the Bluetooth qualifica-

tion process.

Bluetooth Qualification Review Board (BQRB)— responsible for managing,

reviewing and improving the Bluetooth qualification program. The original

Bluetooth SIG companies will appoint BQRB initial members.

Bluetooth Qualification Test Facility (BQ TF) — a test facility that is officially

authorized by BQRB to test Bluetooth products.

Bluetooth Qualification Body (BQB)— a specific person authorized by the

BQRB to be responsible for checking declarations and documents against

requirements. reviewing product test reports, and listing products on the official

database of Bluetooth qualified products.

Bluetooth Qualification Administrator (BQA) — a person responsible for admin-

istering the Bluetooth Qualification Program on behalf of BQRB.

29 November 1999
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fmpiementarfon Conformance Statement (ICS)— a document that the manufac-

turer attaches to the product when submitting it for qualification. It specifies all

the implemented Bluetooth capabilities in detail.

Biuetooth Fellow/1doprer— equal to Bluetooth Promoters + Bluetooth Adopt-
ers.

Terms used 29 November 1999
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3 LEGAL ASPECTS

Rules and guidelines on how to use the Bluetooth Brand elements are stated in
the document “'T'rae Bluetooth Brand frock" which is available on the Bluetooth

Web site.

The Bluetooth Specification has been created. according to our best knowl-

edge, to meet regulatory requirements worldwide. Regulatory certification as

such is not a part of the Bluetooth qualification requirements, yet it is a require-

ment in all markets. It is the sole responsibility of each manufacturer to ensure

that their products have all necessary regulatory approvals for the markets

where their product(s) are intended to be sold or used.

A product must complete Bluetooth Qualification to meet the requirements for

"complying with the Specification". The Bluetooth license granted by the Pro-

moters‘ and Adopters’ Agreements respectively is valid only for qualified prod-

ucts and is not transferable to other products.

In this document, the ‘Bluetooth license’ is sometimes divided into the ‘Blue-

tooth patent license’ and the ‘Bluetooth brand license’ for practical reasons.

These terms correspond, respectively, to the terms ‘necessary claims‘ and

‘trademark’ in the Promoters’ and Adopters' Agreements respectively.

Sanctions will be invoked against any company responsible for producing or

trading (a) products containing elements of the Bluetooth Interface, as defined

in the Bluetooth Promoters’ Agreement and Adopters' Agreement respectively,

that do not comply with the Specification, or (b) products containing elements

of the Bluetooth Interface that have not completed Bluetooth Qualification.

The Bluetooth SIG reserves the right to define a process for adding new Blue-

tooth profiles after the release of the Specification 1.0.

A Bluetooth brand license is granted by Ericsson to all Fellow Adopters for the

use of the trademark in connection with products complying with the Specifica-
tion.

Ericsson further provides Fellow Adopters a limited indemnity for costs and

expenses incurred by the Fellow Adopter based upon the use of the trade mark

within countries where Ericsson has registered the trademark. Ericsson does

not take upon itself any liability regarding product, whether such liability is

based on damages caused by the product for persons or property, or defects in

the product itself.

29 November 1999 Legal aspects
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4 THE VALUE OF THE BLUETOOTH BRAND

The purpose of this document is to define the requirements for Bluetooth com-

pliance This has been done while bearing the basic Bluetooth philosophy in
mind:

"Wireless Connections Made Easy"

Examples of important end-user experiences are:

- Reliable high-quality radio links.

- Interoperability between products of any brands,

- Easily understood product capabilities.

A reliable radio link experience depends upon all products demonstrating com-

pliance with the Bluetooth radio link performance specifications. Interoperability

is achieved by protocol and profile implementation conformance. Ease of use

depends upon clear, consistent documentation of Bluetooth capabilities in

product literature. All these elements are addressed in the requirements for

Bluetooth compliance.

The value of the Bluetooth Brand 29 November 1999

AFFLT0294057



Samsung Ex. 1119 p. 830

BLUETOOTH SPECIFICATION Version 1.0 8 page 830 of1082

Biuetooth Compliance Requirements
Bluetooth-

5 THE BLUETOOTH QUALIFICATION PROGRAM

This paragraph specifies the framework of the Bluetooth qualification program

that a Bluetooth qualification applicant must perform. When completed, the full

Bluetooth qualification program will be published at the Bluetooth web site.

The Bluetooth qualification program (‘Program’) establishes the rules and pro-

cedures by which the manufacturer demonstrates compliance to the Bluetooth

specifications, and the process by which the Bluetooth license may be used by

product manufacturers and distributors.

The Program defines the following entities:

- Bluetooth Quaiification Review Board (BQRB) — responsible for managing,

reviewing and improving the Bluetooth qualification program. The original

Bluetooth SIG companies will appoint BQRB initial members.

Biuetooth Qualification Administrator (BOA) — responsible for administering

the Bluetooth Qualification Program on behalf of BQRB.

Bluetooth Qualification Test Facihty (BO TF) ~ a test faciiity that is officially

authorized by BQRB to test Bluetooth products.

Biuetooth Quaiification Body (808) — a specific person authorized by the

BQRB to be responsible for checking declarations and documents against

requirements, reviewing product test reports, and listing products on the off-

cial database of Bluetooth qualified products.

Functions and relationships are illustrated in Figure :3. '3.

Declarations and Qualified
documentation Products

reviewed List

Fellow Adopter ;
(Manufacturer) _

D°C”m“3"L°' BQTF and B08 Test report Qualification

plmed “Pm nB1(:T:ea:;jfi||i:?E% may be in-house checked by Programweb 5'!“ Y functions BOB Documents

Figure 5.1: Biuetooth Quaiification Process

29 Ncvember19Q9 The Bluetooth qualification program
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Summary of the Qualification process:

1. The Fellow Adopter submits the product for Bluetooth qualification to a

BQTF. The manufacturer must add temporary interfaces andior functionality

so that all implemented Bluetooth capabilities can be tested. The BQTF is

not responsible for providing any secondary systems such as a LAN, PSTN

or GSM network to facilitate the testing. Necessary documentation shall be

provided; e.g. product description, user's manual and the Implementation

Conformance Statement (a template for this document will be available at

the Bluetooth web site). The BQTF tests each Bluetooth feature declared in

the Implementation Conformance Statement according to the current Test

Specification and BQRB policies and prepares a test report.

. The test results and product documentation are then sent to the BQB. The

Fellow Adopter sends an application to the BQB requesting that the product

be listed as ‘Bluetooth Qualified‘. The application shall contain —

a) Precise product description, and

b) Declaration of Compliance with the Bluetooth Specification

(including this entire document) and the Bluetooth Brand Book,

signed by a duly authorized official of the Fellow Adopter.

. When the application is complete, the BQB issues a Qualified Product notice

and (with the applicant's permission} lists the product on the official Blue-

tooth Qualified products databases which can be viewed by all Fellow

Adopters.

The BQTF may either be a third»party test house or an internal function of the

applying Fellow Adopter. Also the BOB can be either internal or external. Both

the BQTF and the BOB must always be authorized by the BQRB.

it is the responsibility of the manufacturer to establish any necessary non-

disciosure agreements with BQTF. BQB and (if required) BQA. In the event the

BQB cannot determine compliance the BQB may. with the applicant's permis-

sion, submit information to the BOA for a ruling. In the event the BQRB must be

consulted. the applicant will be requested to prepare a submission according to

BQRB guidelines.

The Fellow Adopter will be invoiced directly from BQTF and BOB for their

respective services and expenses. The BQRB will also charge a fee to finance

the administration associated with the Qualification program. Initially, this fee

will be $3000 per listed product. It will subsequently be adjusted once per year,
to reflect the actual cost.

The Bluetooth qualification program 29 November 1999
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6 BLUETOOTH LICENSE REQUIREMENTS FOR

PRODUCTS

This section summarizes the product requirements that must be met to com-

plete a Bluetooth Qualification.

The product requirements are divided into:

- Bluetooth radio link requirements

- Bluetooth protocol requirements

- Bluetooth profile requirements

- Bluetooth information requirements

6.1 BLUETOOTH RADIO LINK REQUIREMENTS

6.1.1 Requirement description

The Bluetooth radio link shall meet certain minimum requirements, which are

documented in the Test Specification. This is to establish and maintain the

Bluetooth technology as the preferred choice for wireless short-range links.

The Test Specification for the Bluetooth radio link requirements will be based

on the Bluetooth specification Part A (Radio specification).

6.1.2 Qualification

The BQRB will issue a list of BQTFs that are allowed to qualify products

against the Bluetooth performance requirements.

6.2 BLUETOOTH PROTOCOL REQUIREMENTS

The implementation of the lower layers of the Bluetooth protocol stack shall

meet certain minimum requirements. which are documented in the Test Speci-

fication. In order to verify that these requirements are met, individual testing of

these protocols will be performed. The verification will be done by accessing

the upper interface of these protocols through the Bluetooth Test Control Inter-

face, TCl. How this test control interface will be used during verification is

described in the Test Specification.

The Test Specification for the Bluetooth protocol requirements will be based on

the Bluetooth specification Part B, C, D and H (Base band, Link Manager, Log-

ical Link Control and Adaptation and, if applicable, the Host Controller Inter-

face).

29 November 1999 Bluetooth license requirements for products
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6.2.1 Qualification

The BQRB will issue a list of BQTFs that are allowed to qualify products

against the Bluetooth protocol requirements.

The manufacturer is allowed to modify both the HW and SW of the product, to

make it possible to perform the protocol tests. If this is done, the manufacturer

must guarantee that an identical implementation of Bluetooth specification Part

B, C, D and H (Base band, Link Manager, Logical Link Control and Adaptation

and, if applicable, the Host Controller Interface) is used in the real product.

6.3 BLUETOOTH PROFILE REQUIREMENTS

6.3.1 Requirement description

The Bluetooth products Shall meet certain minimum Bluetooth profile require-

ments which, for each profile, is defined in the Test Specification. This is to

ensure that the end user can benefit from interoperability between different

products and brands. The Test Specification for the Bluetooth profile require-

ments will be based on the Bluetooth specification Part K (Profile specifica-

tions).

The following general Bluetooth profile requirements must always be met:

- The “Generic Access” profile must be complied with.

- All implemented Bluetooth services must be described in the "Implementa-
tion Conformance Statement".

All Bluetooth profiles declared in the "Implementation Conformance State-

ment" must be implemented according to each profile specification.

All mandatory features of a Bluetooth profile role shall be implemented. All

implemented optional Bluetooth features ofa profile role shalt be impis-

mented according to the profile specification.

If a service, for which there exists a Bluetooth profile, shall be implemented,

it must be done according to that profile. It is permitted to make improve-

ments or add features to a profile, as long as interoperability is maintained

with other products that have implemented the standard profile as described

in the previous paragraph. Improvements or new features can only be acti-

vated after proper negotiation between two Bluetooth devices.

Notification: A Feliow Adopter that wants to implement a new service, for which

there is no sufficient standardized Bluetooth profile specification available, is

allowed to do So. However, this new service must never be referred to in a way

that it could mistakenly be interpreted as being a standard Bluetooth profile and

part of the Bluetooth specification. The manufacturer must inform the

market as well as the end user in a clear and consistent way about these limita-

tions in general interoperability.

Bluetooth license requirements for products 29 November 1999
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6.3.2 Qualification

The BQRB will issue a list of BQTF that are allowed to qualify products against

the Bluetooth profile requirements.

6.4 BLUETOOTH INFORMATION REQUIREMENTS

6.4.1 Requirement description

The manufacturer shall inform the market and end users in a clear and consis-

tent way about the implemented Bluetooth capabilities.

6.4.2 Qualification

The product will be qualified against the Bluetooth information requirements.

6.5 REQUIREMENTS ON BLUETOOTH ACCESSORY

PRODUCTS

6.5.1 Definition of ‘Bluetooth accessory products’

A Bluetooth accessory product is defined as "A product marketed to the end

user, containing at least the hardware for the Bluetooth radio and baseband,

yet not being a stand-alone Bluetooth product. After being installed in a host

system, the product acts like a complete Bluetooth product." Examples of Blue-

tooth accessory products: PC-Cards, serial port dongles, USB dongles.

Bluetooth accessory products must also pass through the complete Bluetooth

qualification process. To facilitate testing, the Bluetooth accessory product and

the provided Bluetooth SW will be installed in a host device that is provided by
the manufacturer.

6.5.2 Qualification

Same as in Session 6.‘: - Serstiorr 8.4 above.

6.6 REQUIREMENTS ON BLUETOOTH COMPONENTS

6.6.1 Definition of “Bluetooth components”

A Btuetooth component is defined as "A component product designed and mar-

keted for the enabling of a complete Bluetooth product. which component prod-

uct containing at least a subset of an existing Bluetooth Profile (see ?3s=.r.::'.ion $.13

en page 833), yet not being able to function as a complete Bluetooth product".

For example, a Bluetooth component might be a complete module designed for

integration on a PC board, or an integrated circuit impiementing all Bluetooth

baseband and protocol functions.

834 29 November 1999 Bluetooth license requirements for products
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A Bluetooth component is typically purchased and integrated by an original

equipment manufacturer (OEM) into a product designed for sale to an end
usen

A Bluetooth component manufacturer will typically obtain a limited Bluetooth

License enabling the manufacturer to identify the component's Bluetooth capa-

bilities. A component manufacturer may also wish to minimize their OEM cus-

tomer's qualification testing requirements through one-time qualification testing

of a reference design based on the component. Qualifying a component is not

necessary as long as the final product is qualified. The possibility has been cre-

ated only to ease the marketing of Bluetooth components.

6.6.2 Requirement description

Bluetooth components must pass through the complete Bluetooth qualification

process in a reference design configuration documented in an application note.

Bluetooth products incorporating a limitedly licensed Bluetooth component

must also pass through the complete Bluetooth qualification process. However.

certain tests may be waived if so indicated in the limited Bluetooth License

valid for the component.

A component‘s limited Bluetooth License identifies specific qualification tests

that may be considered pre-qualified by an OEM manufacturer using the com-

ponent in an end-user product. These specific qualification tests are identified

by the BQTF, which performs qualification testing of the Bluetooth component

in its reference design. BQTF identifies those tests based on the unique design

characteristics of the component in consultation with the manufacturer.

6.6.3 Qualification

A product which includes an integrated Bluetooth component must be qualified

as described in Sectien 8.1 - 73.»:-action 6.4 above, possibly with some of the tests

waived if so indicated in the limited Bluetooth License valid for the component.

Bluetooth license requirements for products 29 November 1999
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7 BLUETOOTH LICENSE PROVISIONS FOR EARLY

PRODUCTS

The process and conditions for qualifying early products (that may contain rea-

sonable deviations from the Bluetooth specification) will be defined and pub-
lished on the Bluetooth web site.

29 November ‘[999 Bluetoolh license provisions for early products

AFFLT0294-084



Samsung Ex. 1119 p. 837

BLUETOOTH SPECIFICATION Version 1.0 B page 837 of 1082

Bluetooth Compiiance Requirements

8 BLUETOOTH BRAND LICENSE PROVISIONS FOR

SPECIAL PRODUCTS 8: MARKETING

This section defines the requirements for using the Bluetooth Brand elements

for special products and marketing.

8.1 BLUETOOTH DEVELOPMENT TOOLS AND DEMOS

8.1.1 Definition of ‘Bluetooth Development tools and demos’

Bluetooth Development tools and demos are products intended either for

developing commercial Bluetooth products or for demonstrating the Bluetooth

technology in a certain application. Neither one may be sold to ordinary con-
sumers.

8.1.2 Requirement description

The manufacturer andior seller of these products shall clearly inform the

targeted audienceicustomer that the products are for development andfor dem~

onstration purpose only, and that they have not been qualified to the Bluetooth

specification.

8.1.3 Qualification

Qualification testing by a BQTF is not required. Qualification is based upon the

applicants declaration of compliance with the Specification and Brand Book.

8.2 MARKETING

The Bluetooth Brand elements may be used for general marketing and product
announcements. The rules of the Bluetooth Brand Book must be followed.

if the Bluetooth Brand is used on a give-away item, where it is not obvious to

everyone that the product doesn't contain a Bluetooth radio, then a clear dis-

claimer has to be displayed on the product (e.g. a giveaway calculator with the
Bluetooth brand must have a visible disclaimer since the idea of calculators

with in-buiit Bluetooth actually makes sense}.

Bluetooth Brand Lioense provisions for special products 8: markeling29 November 1999
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9 RECOMMENDATIONS CONCERNING INFORMATION

ABOUT A PRODUCT’S BLUETOOTH CAPABILITIES

Bluetooth Compliance Requfremenis

In addition to the requirements set forth in the Brand Book. it is recommended

that at least the following pieces of information are provided for the market and
the end-user:

- The Bluetooth capabilities of the product should be stated, at least in brief,

on the product box.

The user's manual (or corresponding information) should contain a section

where all the Bluetooth capabilities are described. A list of qualified standard

profiles using the profile names listed in Appendix B should be contained. If

applicable, revision numbers of the implemented profiles shall be included.

For early products a list of interoperable products instead of profiles should
be contained.

Important places for end-user information are user's manuals (user guides),
leaflets. boxes and other advertisement material.

An example of information in a user's manual can be found in Appendix A on

pagge fez?-f}.

It is important that new profiles, not sanctioned by the Bluetooth SIG, cannot be

mistaken for profiles contained in the Bluetooth specification. In case of new

profiles it is important that the manufacturer inform the market and the end user

about what other products that interoperability can be expected with.

29 November 1999 Recommendations ooncerning information
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10 QUALITY MANAGEMENT, CONFIGURATION

MANAGEMENT AND VERSION CONTROL

Each manufacturer is responsible for keeping a high quality level when mass-

producing an approved product. Products that are put on the market shall meet

the requirements for which the product has been qualified.

A Bluetooth Qualification covers specific product hardware and software ver-

sions. The product's manufacturer is responsible for ensuring that all produc-

tion units perform identically to the qualified version, by maintaining appropriate

quality management and configuration management programs.

Major hardware or software modifications related to the Bluetooth part of a

qualified product, shall be documented and submitted to the BOB for review.

Based on the manufacturer's representations, the BOB may certify that the

product requires no further testing and allow the license to be updated to

include the new version. In other cases, the BOB may identify a limited subset

of tests that must be performed by a BQTF to qualify the new version.

Addition of Bluetooth capabilities requires a new qualification of the product.

Quality management. configuration management and version contro|29 November 1899
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11 APPENDIX A — EXAMPLE OF A “BLUETO0TH

CAPABILITY STATEMENT”

This is an example of a Bluetooth Capability Statement in a User's Manual.

Bluetooth Capability Statement

This product is manufactured to meet the Bluetooth

Specification 1.0. The following Bluetooth functions are supported:

- Service Discovery

- Cordless Telephony

- Local Telephony

- Headset

The profiles normally use roles. In most cases it is obvious which role a certain

product has implemented. Where doubt or misunderstanding could arise, the

implemented role shall be explicitly stated after the profile name.

29 November ‘[999 Appendix A — Example of a "Bluetooth
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12 APPENDIX B - MARKETING NAMES OF

BLUETOOTH PROFILES

Bluetooth.

Bluetooth uses profiles to ensure interoperability between products and

brands. The profile specifications are technical documents. In the marketing

communication it is strongly recommended to use the names listed in Table
123?.

Profile name Marketing name Comments

Generic Access

Service Discovery

Cordless Telephony

Intercom

Headset

Speaker phone

Dial-up networking

Fax

LAN Access

Conferencing

Serial port

Object Push

Synchronization

Generic Object Exchange

File Transfer and Browsing

Generic Access

Service Discovery

Cordless Telephony

Local Telephony

Headset

Speakerphone

Modem

Fax

Network access point

Conferencing

Serial port

Object Exchange

Object push

Data sharing

Synchronization

Mandatory

Table 12.1: Marketing names for Biuetooth profiles
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1 INTRODUCTION

1.1 TERMS USED

IUT = Implementation Under Test: An implementation of one or more OSl pro-

tocols in an adjacent useriprovider relationship. being that part of a real open

system which is to be studied by testing.

This term will be used when describing the test concept for Bluetooth acces-

sory products and Bluetooth components. The definition of Bluetooth acces-

sory products and Bluetooth components can be found in Part 5:}? 1 Section

Ei.:'$.1 on page 834 and in F’:-art i:2 I Section fits.-t on page 834.

SUT = System Under Test: The real open system in which the IUT resides.

This term will be used when describing the test concept for Bluetooth products.

TCI = Test Control Interface: The interface and protocol used by the tester to

send and receive commands and messages to and from the upper interface of
the SUTIIUT.

1.2 THE NEEDS FOR A UNIFIED TEST INTERFACE

For all Bluetooth accessory products. Bluetooth components and Bluetooth

products, protocol testing will be used to verify the implemented functionality in

the lowest layers; i.e. conformance testing.

For this type of testing, an upper tester (UT) will be required to completely test

the implementation.

in order to shield the tester from having to adopt to each and every implemen-
tation of IUTs or SUTs. the use of a standardized control interface is mandated.

This concept puts some extra burden upon the manufacturer of the IUTISUT.
The manufacturer must:

- adopt the implementation-dependent interface to the TCI

- supply, with the IUT, the adapter needed (can be HW, SW or FW)

29 November 1999
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1.3 USAGE OF THE INTERFACE

The Bluetooth Test Control Interface, TCI, will be used when verifying the Blue-

tooth protocol requirements for a Bluetooth accessory product, Bluetooth com-

ponent or a Bluetooth product. More specifically, the TCI will be used when

verifying implemented functionality of the:

- Baseband layer, BB (the protocol-related part)

- Link Manager Protocol, LMP

- Logical Link Control and Adaptation Protocol, LZCAP

and, if support of the HCI is claimed by the manufacturer:

- Host Control Interface, HCI

29 November 1999 Introduction
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2 GENERAL DESCRIPTION

The interface used between the tester and the SUTIIUT will be either of two

types:

1. TCI-HCI

This interface is semantically and syntactically identical to the HCI interface

described in “Part i-tzt" on page 51?’.

. TCI-LZCAP

This interface is based on the HO] interface, and will be used during verifica-

tion of the L2CAP layer of the SUTIIUT.

The proposed physical bearer is one of the transport layers specified for the

HCI: USB, RS232 or UART, see “Part l--E:2” on page ?‘:":9, t-+:,-3“ an

?‘?‘5 or ""Psr‘: t-<1:!t~“ on However, alternatives do exist. More

details will be given in the following sections.

2.1 BASEBAND AND LINK MANAGEMENT VERIFICATION

For the verification of the link control part of the Baseband layer and for the

Link Manager layer, the TCI-HCI interface will be used as the interface

between the test system and the upper interface of the SUTIIUT. The test sys-

tem accesses the upper interface of the SUTIIUT by sending HCI commands

and receiving HCI events from the SUTIIUT as described in the “Host (3ontr(}§--

let inter‘;3::e Eiiasnctiortai E5pet:':t§cat:on" on page The supported functionality

on the TCI-HCI interface depends on the implemented functionatity of the BB

and LM layers.

The transport bearer used between the tester and the SUTIIUT can be of either

of two types:

1. A physical bearer of one of the types USB, RS232 or UART, as defined in

Part H32, Fart H3 or Far“: it-Ext. It is recommended to use one of these three

physical bearers as transport bearer between the SUTIIUT and the test sys-
tem.

. A 'scftware‘ transfer bearer; i.e. there is no physical connection between the
tester and the SUTIIUT. In this case, the manufacturer of the SUTIIUT must

Supply, when sending in the device for testing, a test software that can be

operated by a test operator. The operator will receive instructions from the

tester and will execute them on the SUTIIUT. The software must support the

same functionality as if using the TCI-HCI with a physical bearer. Use of the

‘software’ interface must be agreed upon between the manufacturer of the

SUTJIUT and the test facility that will perform the verification. The test facili-

ties can themselves specify requirements placed on such an interface.

A schematic example is shown in Figtare 2.? of a possible test configuration for

BB and LM verification of Bluetocth products which do not support HCI, and

which use a physical transport bearer for the TCI-HCI interface. In this figure,
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Bluetooth.

the TC (Test Control) Software represents what the manufacturer has to supply

with the SUTilUT when sending it in for verification. The functionality of the TC

software is to adapt the implementation-dependent interface to the TCI-HCI
interface.

Test Controi interface

HCI Firmware HCI Driver

Physical Bus

Test Suite

Executor

Physical BusAdapter

Air

Interface

Figure 2. 1: Baseband and LM verification without HCI — physicai transport bearer

Figure 2.2 shows a schematic example of the test configuration for the same

Bluetooth product using a ‘software’ transfer bearer for the TCI-HCI interface.

Here, the role of the TC Software is to represent the application that can be

controlled by the test operator.

29 November 1999 General Description
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Bluetooth.
Test Control Interface

Test

Operator
Interface with I

MMI

'Exe-:'.Lrte €2omrnandTGSII ' I _
Application I

F_?3I£if Elsi!
1- .

Adapter

Test Suite

Executor
Air

Interface

Figure 2.2: Baseband and LM verification without HCI - software transport bearer

2.2 HCI VERIFICATION

The TCI-HCI interface may also be used for HCI signalling verification. The

HCI signalling will only be verified if support of the HCI functionality is claimed

by the manufacturer.

The transport bearer between the tester and the SUTIIUT shall be one of the

types USB, RS232, or UART_ as defined in Part H22, Part H13 or Part ¥«I:-3.

A schematic example is shown in ?3Er_:;z.:re 2.3 of one possible test configuration

for HCI verification of Bluetooth products, using a physical transport bearer for

the TCI-HCI interface. As can be seen from the figure, no extra test control

software is needed. Instead, the implemented HCI will be used as the interface
to the tester.

General Description 29 November 1999
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Test Control Interface
Bluetooth.

Physical Bus
usB.Rs232 or UART

Test Suite

Executor

Figure 2.3: HCI verification

2.3 LZCAP VERIFICATION

The TCI-L2CAP interface is based on the HCI and will be used during verifica-

tion of the L2CAP layer of the SUTIIUT. It uses the general event and com-

mand syntax as specified in Part i-~i:'l, and the mapping to transport layers is

also identical to the ones defined in Part i-£12, :?’art H13 or Part H34. Commands

and events are defined according to the specified L2CAP service interface.

See Part C: .1 Section ‘E’ on

The defined service primitives in the Logical Link and Control Layer specifica-

tion. Part _.=' Section T on page 295, will be used as reference. However, the

primitives for L2CAP events and commands must be converted into messages

of the same format as used for the HCI events and commands. The mapping of
the L2CAP events and commands to HCI format is described in &3ection 4 of

this document.

A schematic example is shown in Eiigure 24. of how the test configuration can

look for LZCAP verification of Bluetooth products, using a physical transport

bearer for the TCI-L2CAP interface. In this figure, the TC (Test Control) Soft-

ware represents what the manufacturer has to supply with the SUTIIUT when

sending it in for verification. The functionality of the TC software is to adapt the

implementation-dependent interface to the TCI-L2CAP interface.
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Test Contra! Interface

TCI-L2CAP

Firmware

Adapter Physical Bus

Figure 2.4: L2CAP venficarfon

TCl—L2 CAP

Bluetooth.

TCI-LZCAP

DFNBF

Physical Bus

Test Suite

Executor
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3 TEST CONFIGURATIONS

Bluetooth-

This section describes the test configurations that will be used when verifying

the different Bluetooth requirements.

3.1 BLUETOOTH RF LINK REQUIREMENTS

For the verification of the Bluetooth RF Link requirements. the defined test

mode will be used, see izi” on page 863.

The Test Specification for the Bluetooth radio link requirements will be based

on the Bluetooth specification Parts A and B, and will contain the relevant test
instructions that should be carried out on the SUTIIUT.

3.1.1 Required |nterface(s)

For this type of verification, only the air interface is required. See Figure 3.1.

As stated in F’:-trt 3:1 ;' Eisctien 1.133 on page 80?. for security reasons, the test

mode must be locally enabled. The implementation of this local enabling is not

subject to standardization.

Local activationienabling

Used for test mode

signalling

Air

InterfaceI

Figure 3.1.’ Test Configuration for RF fink requirement verification

3.2 BLUETOOTH PROTOCOL REQUIREMENTS

Dependent on which Bluetooth layers BB, Llvi, HCI or L2CAP are implemented

in the product sent in for verification, the amount of testing needed to verify the

Bluetooth protocol requirements will differ. Also, the TCI used during the verifi-

cation may be different.

29 November 1999 Test Configurations
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The Test Specification for the Bluetooth protocol requirements will be based on

the Bluetooth specification Part A to Part D and Part H, if applicable, and will
contain the relevant test instructions that should be carried out on the SUTIIUT.

3.2.1 Required lnterface(s)

For this type of verification, both the air interface of the SUTIIUT and the test

control interface are required. The latter will be one of the types described in
section 2.

3.3 BLUETOOTH PROFILE REQUIREMENTS

For each profile the Bluetooth product claims to conform to, profile testing will

be performed to verify the Bluetooth profile requirements in order to ensure

interoperability between products; i.e. interoperability testing.

The Test Specification for the Bluetooth profile requirements will be based on

the Bluetooth specification Part K Volume 2, and will contain the relevant test
instructions that should be carried out on the SUT.

3.3.1 Required Intel-face(s)

For this type of verification, both the air interface of the SUT and the supported

MMI, as described in the profile. will be used during verification, see ixigure

Test Operator:
Executes commands on
SUT and feedbacks

results to test system Test Qperatg
Interface ~———-~—v

with MMI Application

Bluetooth
Protocol Stack

Figure 3.2: Test Configuration for Profi.-‘e requirement verification
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Bluetooth-
Test Confro! Interface

4 TCI-L2CAP SPECIFICATION

Note: This specification maps the L2CAP service interface to an appropriate

TCI. This section is based on the 0.95b version of the L2CAP specification.

4.1 EVENTS

In the L2CAP service interface, indications are mapped to callback functions.

The corresponding response parameters are submitted in the return parameter

of these functions. For the TCI. the indications are mapped to events and the

responses to commands.

A single event code is reserved for testing purposes: 0:-(FE. To distinguish the

LZCAP events. a parameter ‘Event_ID’ is submitted as first parameter. This

parameter is a single octet, resulting in 256 possibie events. The assignment is

given in Tabie ttfl.

Event_ID LZCAP event

0x00 Reserved

0x01 L2CA_Cennecil nd

0x02 L2CA_Config I nd

0x03 L2CA_Discon nectlnd

0x04 L2CA_CJ0SViolation I nd

0x05 — 0><FF Reserved

Table 4. 1: Assignment of event ms

The events in this test interface follow the HCI syntax as defined in .5‘»‘az't Hr‘? I

Section 4.4.2 on page

4.1.1 Connect Indication

 Event Code Event Parameters
L2CA_Connectlnd Even2_lD. BD_ADDR. CID. PSM. identifier

For more details and the event parameter. see :»"’.=,=:2't 1’ Section ?.1 on
3395.

29 November 1999 TCI-LZCAP Specification
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4.1.2 Configuration Indication

Event Event Code Event Parameters

i L2CA_Conflg1nd ‘ DXFE i Event_|D. cre. ouuvnu, inF|ovv, F|ushTO

For more details and the event parameter, see Part D I Section '}’.E on page .'-3855-.

4.1.3 Disconnect Indication

Event Code Event Parameters

L2CA_Disconnecl|nd Event_|D. can

For more details and the event parameter, see Part E? 1' Section "if on

4.1.4 Violation Indication

Event Event Code Event Parameters

L2CA_QoSVio|ation|nd UXFE Event__|D. BDHAD DR

For more detaiis and the event parameter, see Peri if} I {Se-.*;=:éon en page

4.2 COMMANDS

The commands in this test interface follow the HCI syntax as defined in Part

H73 {Se rtion $4.1 on page 53.2. The return parameters are sent back using a

Command Complete event, see Part Hit rfseaziaon 5.2.14 on page ‘F23 and

Part :1--1:1 I Sectéen «:1-.»’i.‘i on page 532.

To distinguish the commands used for LZCAP testing from HCI commands, a

single subgroup is reserved for the L2CAP test interface. Figure 4.1 shows how

to oode and decode the Opcode field in the HCI command packet used for

testing.

LSB MSB

0 4 8 12 1

IIIIIIIIIIIIII
DXDOD1 - DxD3FF Dx3E

OCF range for testing purposes Subgroup for testing

OpCode field in HCI command packet

Figure 4.1: HCI Opcode field vaiues used for testing
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The assignment of the OpCode Command Field, OCF, for the L2CAP com-

mands is summarized in Tame It is also detailed following the table, in a

format similar to the HO! specification, see t-s‘:’$" sags 51.7.

LZCAP command

OXOODO Reserved

OXOUU1 L2CA__ConnectReq

OXOOD2 L2CA_DisconnectReq

0x00O3 L2CA__ConfigReq

OXOOD4 L2CA_Disa b|eC LT

0x0005 L2CA_EnableCLT

OXOUUG L2CA_GroupCreate

0x000? L2CA_G rou pC|ose

0x0008 L2CA_Grou pAdd Member

OXOUUQ L2CA_GroupRemoveMember

Ox-SODA L2CA_GroupMemebe-rship

UXOUUB L2CA_WriteDala

DXOOUC L2CA_ReadData

Ox000D L2CA_Ping

OXOOUE L2CA_Get|nfo

OXOUOF Reserved

0x0010 Reserved

OXOU11 L2CA_ConnectRsp

0x0012 Reserved

UXU013 L2CA_ConfigRsp

CIX0014 — 0x03FF Reserved

Table 4.2: Assignment of Opcode Command Field values

4.2.1 Connection Establishment

ECommand Parameters Return Parameters
L2CA_ConnectReq PSM, BD_ADDR LCID. Result, Status

29 November 1999 TCI-LZCAP Specification

AFFLT0294086



Samsung Ex. 1119 p. 859

BLUETOOTH SPECIFICATION Version 1.0 B page 859 of 1082

Bluetooth.
Test Contra! interface

Description:

Requests the creation of a channel representing a logical connection to a phys-

ical address (for more details and inputfoutput parameter definition see Part E)!

$er:tion ?'..i3 on 296).

4.2.2 Connect Response

0 Command Parameters Return ParametersCF

L2CA_ConnectRsp UX0011 BD_ADDR, Identifier, Result
LCID, Response, Status

Description:

Issues a response to a connection request event indication (for more details

and inputfoutput parameters definition see Part I Section "33 on page 2&8)

4.2.3 Connection Release (Disconnect)

Command Parameters Return Parameters

L2CA_DisconnectReq

Description:

Requests the disconnection of the channel. Input parameter is the CID repre-

senting the local channel endpoint (for more details and inputfoutput parameter

definition see Part D I Sectiori ?.f:‘ on page

4.2.4 Configuration

Command Command Parameters Return Parameters

L2CA_ConfigReq CID. |nMTU, OutF|ow.
F|ushTO, LinkTO

Result. |nMTU, Out-
Flow, F|ushTO

Description:

Requests the initial or new configuration of a channel to a new set of channel

parameters (for more details and inputioutput parameter definition see Part D!

S3ectio="s ?’.e§ on W19).
(‘nu-\J
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Test Controt Interface
Bluetooth-

4.2.5 Configure Response

Command Command Parameters Return Parameters

L2CA_ConfigRsp CID. OutMTU. lnF|ow Result

Description:

Issues a response to a configuration request event indication (for more details

and inputioutput parameter definition see Part I Section 7.5 on I303).

4.2.6 Disable Connectionless Traffic

Command Command Parameters Return Parameters

L2CA_DisableCLT N. List of PSMs Result

Description:

For details and inputloutput parameter definition see Part. D 2' Eriectien ?.‘!€: 0:“:

page 3'§'i.

4.2.7 Enable Connectionless Traffic

Command Command Parameters Return Parameters

L2CA"EnableCLT N. List of PSMs Result

Description:

For details and inputioutput parameter definition see Part E} I Section "_?.'i?’ an

332.

4.2.8 Group Create

ECommand Parameters Return Parameters
L2CA_GroupCreate 0x000B PSM CID

29 November 1999 TCI-LZCAP Specification
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Description:

Request the creation of a channel identifier to represent a logical connection to

multiple devices. On creation, the group is empty (for more details and input!

output parameter definition see E) I Sensor: ?.9 on page

4.2.9 Group Close

Command Parameters Return Parameters

L2CA_GroupCiose

Description:

This command closes down a Group (for more details and inputfoutput param-

eter definition see Part E} I Séeotésan 7.18 on page 305).

4.2.10 Group Add Member

Command Parameters Return ParametersOCF

L2CA_GroupAddMember EIx0008

Description:

This command adds a member to the group (for more details and inputioutput

parameter definition see Part E} I 8er:Iion 7. Ti on pagge 396).
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Bluetooth-

4.2.11 Group Remove Member

Command Command Parameters Return Parameters

CID. BD_ADDR l ResultL2CA_GroupRemoveMember

Description:

Remove a member from the group (for more details and inputfoutput parame-

ter definition see Part E}! $t7."x'.‘iii'.§!‘i 7.12 on page 3(}?).

4.2.12 Group Membership

Command Command Parameters Return Parameters

CID Result, N.

BD_ADDR_Lst
L2CA_GroupMembership

Description:

Get report of the members of the group (for more details and inputfoutput

parameter definition see Part E3! Efieetion ?.’l:'3 on page 31362).

4.2.13 Ping

Command OCF Command Parameters Return Parameters

Result. ECHO_DATAL2CA_Ping OXOOOD BD_ADDR. ECHO__DATA

Description:

For more details and inputioutput parameter definition see Part E} I Sectiorr

?.'i-'3 no page 30?.
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4.2.14 Get Info

Command OCF Command Parameters Return Parameters

L2CA_Get|nfo OXUUUE BD_ADDR. lnfoType Result, lnfoDala

Description:

For more details and inputfoutput parameter definition see Part {.3} Séerxséran

?'.‘55 as page 31%.}.

4.3 DATA TRANSFER

Data transfer is modelled with read and write functions. Handling is like an
L2CAP command.

To be able to send the amount of data that is needed to verify how the L2CAP

implementation handles large chunks of data (i.e. segmentation and reassem-

bly), and since it is not possible to use HCI Command packets as well as HCI

Event packets to send the data, the use of HCI ACL Data packets will be used.

The procedureisignalling used on the TCI-L2CAP interface to transfer data

packets will be described with MSCs.

4.3.1 Write

l.2CA_WriteData oxooos CID. Length. OutBuffer

Description:

Parameters are the CID, the length of the data and the data itself. The data will

be sent in a HCI ACL data packets as described in iiagure For more details

and inputfoutput parameter definition see :3’art 2' Section "f.?‘ on page 3&3.
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Bluetooth-

T.es.1§r

HCI Comm and PacketL2CA_Wn'teData{C|D. Length]

I with CID and Length as parameters

HCi ACL Data Packet
wilh Length as Data Total Lengthand Outfluffer a s Data

L2C A_DaIa{Ou1Bu Her)

LZC A_WrileDala[Size. Result;
.HCtCor-nmand Complete Event
with Size and Result as Return_Parameters

Ia

Figure 4.2: MSC showing how to write data to l_2CAF'

The L2CA_Data primitive is used as an abstract name for the data transmitted
between the Tester and the IUT. The Tester will use Connection Handle 0x0001

for the data and will set the Flags-field to 0x02. The Date Total Length field will

contain the length of the 0utBuffer.

After the IUT has received the data, it shall send back an HCI Command Com-

plete Event (named L2CAP_WriteData in the figure) with the N parameter set

to 0x01. the Opcode parameter set to the corresponding OCF and subgroup

(that is OCF = UXUUUB and the subgroup = Ox3E). The Size and Result are

Sent in the Return_Parameters field of the HCI ACL Data packet.

4.3.2 Read

Return ParametersOCF Command Parameters

L2CA Readflata OXUUUC CID. Length. |nBuffer

Description:

Input parameter is the CID, length and the |nBuffer. Output parameters are the

result. The data will be sent in HCl ACL data packets as described in Figure

4.3. For more details and inputfoutput parameter definition see Part D I ffiection

'?.8 on page 304).
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l Tester

L2C A_Re ad Data(C|D.L engt h)

L2CA__ReadData(Result)

L2C A_Data(lnBu1"Fer}

Figure 4.3: MSC showing how to read data from t_2CAP

Bluetooth.

HCI Command F'ao|-rel
with CID and Length as parameters

HCI ACL Data Packet

with Length as Data Total Lengthand |nBuffer as Data

I HCI Command Compleb Event
with Result as Return_F'arameters

§

The L2CA_Data primitive is used as an abstract name for the data transmitted
between the Tester and the IUT. The IUT shall use Connection Handle Ox00O1

for the data and shall set the Flags-field to 0x02. The Data Total Length field

shall contain the length of the |nBuffer.

After the IUT has sent the data, it shall send back an HCI Command Complete

Event (named L2CAP_ReadData in the figure) with the N parameter set to

0x01, the OpCode parameter set to the corresponding OCF and subgroup (that

is OCF = OXOOOC and the subgroup = 0x3E). The Size and Result are sent in

the Return_Parameters field of the HCI ACL Data packet.
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5 ABBREVIATIONS

Basefland (see LC)

Firmware

Host Controller Interface

Hardware

implementation Under Test

Logical Link Control And Management part of the Biuetcoth protocol
stack

Logical Link Controi And Management Protocol

Link Controller (or basebend) part of the Bluetooth protocol stack

Link Control Protocol

Link Manager part of the Bluetooth Protocol Stack

Link Management Protocol

Man-Machine Interface

Opcode Command Field

Radio part of the Bluetooth protocol stack

System Under Test

Software

Test Control layer for the test interface

Test Control Interface

Universal Asynchronous receiver Transmitter

Universal Serial Bus

Upper Tester

29 November 1999 Abbreviations
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Revision History

Part A i Radio Specification

Rev Date Comments

I System ambient temperature range
Power control step size

Transmit Spectrum mask

Frequency drilt in a packet

New paragraph "Receiver susceptibility to frequency drift"

Adjacent interference levels

Measurement frequency for intermodulation test
Maximum useable level defined

New paragraph “Reference Interference-Signal Definition“

April Eye-diagram added
30th Out-of band blocking included
1999 RSSI included

July Appendix A and B added, (extreme conditions definition and test condi-
szh tions)

1999 Tolerances of the Eye-diagram added

Dec Revised from a linguistic point of view.

151 Errata items previously published on the web has been included.
1999 These corrections and clarifications are marked with correction bars.

Part B i Baseband Specification

Minor changes in chapter 1-9.

"Link Monitoring” chapter removed (chapter 12 in v0.6).

Most parts of chapter 10 - 14 re-written.

Some editorial changes in chapter 1-13.

Chapter 14 revised and partly re-wntten.

Please see revision bars in document.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.
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Part C I Link Manager Protocol

EEE address :9 BD_ADDR (or BD address)

M_ADDR =9 AM_ADDR

response nbr =» PM_ADDR
Added section 3.1.4

Added section 3.4 "Change the current link key’

Changed section 3.5 "Encryption". Added negotiation for encryption mode
and encryption key size.
3.14 "Sniff mode". Removed author's note in italic. It is now decided how to
determine the first sniff siot.

3.15 "Park mode". This section is totally changed.

3.18 "Quality ofService". Added a parameter NBC in one ofthe LMP mes-
sages.
3.19 "SCO links”. Removed author's note in italic. It is now decided how to
determine the tirst SCO slot.

Added section 4 "Connection establishment"

5.1 “Description of parameters" The length. type and unit of many parame-
ters changed. Especially, all time-parameters are now measured in slots.
Added section 6 "Test modes"

general: Changed "PDU nbr" to Opcode throughout the document. Two
errors found in 0.80 were corrected. Tab|e5.1: it says that the length of
LMP_SC:O_link_req is Tr’. This should be 8. Table 5.2: It says that the length
of holdmtime is 1. This should be 2.

2. Added transactionlfl in bit!) of the byte in the payload where we have the
Opcode.

3.1 Removed LMP_acoeptedinot_acoepted after receiving LMP_sres (3.1).

3.1.2 Removed the last sentence ''It the claimant is O initiate pairing, see
3.2.1"

3.2 Major change since the initiator of the pairing procedure does not have
to be the master.

3.2.3 Minor clarification.

3.3 Clearified that if the unit key is changed, the units must go through the
initialisation procedure in orderto change the iinic key.

3.5.3 Modified the calculation of Kc according to changes in chapter 14 of
the Baseband Specification.

3.10 Switch can now be done anytime during the connection and it can be
initiated by both master and stave.

3.15 Clearified that the broadcast scan window is only valid for the current
beacon.

3.19.5 Added description that the PDU inciudes a reason parameter with
information about why the SCO link is removed.

3.21 This section was removed. Instead error handling is described in a
separate chapter{C|-l. 7)

4. Added Llv'lP_host_conriection_req and removed the LlvtP_acoepted or
LMP_not_accepted that the slave sends after the paging procedure.

5.1 Added reason "invalid parameters"

6. Added sequences. The slave can return LMP_not_acce-pted if not
atlowed to enter test or if not in test mode. Changed Opcodes for the two
test mode PDU
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Name request procedure: Coding of the characters was changed from
ASCII to UTF-8. The length of the name parameter was increased from 16
bytes to 248 bytes.

The detach reason and the reason parameter were merged into one
parameter(reason). The coding ofthis parameter was changed and is now
the same as in HCI.

Sniff procedure: Sn iff interval and sniff offset parameters were changed
from one byte to two bytes. Two parameters. sniff ofiset and sniff timeout,
were also added.

The PDU LMP_slot_offset was added.

The PDU LMP_page_mode_req was added.

The PDU LMP_page_scan_mode_req was added.

Caption text was added to all figures. tables and sequences where such
text was missing.

A maximum reply time was defined tor response messages in LMP proce-
dures.

The pairing procedure was modified to allow a claimant with fixed PIN to
request to become verifier.

Changed some parameters in LMP_test_contro| to match the latest revi-
sion of "Bluetooth test modes".

The PDU LMP__supervision__timeout was added.

The parameter user data rate was removed from the PDU LMP_SCO_|inK
request.

The length of the parameters Compld and SubVersNr included in the PDU
LMP_version_reqires was increased to two bytes.

Some editorial changes and clarifications were made here and there.

Added figure 3 explaining sequence diagram conventions {Section 3).

Modified procedure to negotiate encryption key size to match changes in
the Baseband specification (Section 3.6.2).

Added further description about the parameters in the version request
{Section 3.10).

Clearified name request procedure and changed parameter name from
“name" to "name fragment" (Section 3.13}.

Added description that test mode can also be ended by sending
LMP__tesL_contro| (Section 6.1).
Some editorial comments.

Decoupled RSSI and power control in the features parameter. Changed
parameter "TBD" to "for future use".
Rewrote Section 3.20.

Correction ofTable 5.3:

Byte 1iBit 1 “and power control" deleted
Byte 2iBit 2 "power control" added

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999
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Part D

Logical Link Control and Adaptation Protocol Specification

Rev Comments

- Changes include the addition of an operational overview section. increas-
ing CID lengths to 16 bits and removing the source CID from normal data
flow. Moved all connection. termination. and configuration commands to a
separate "CID". Changed the name of the "Connection lD" to the "Channel
ID".

Added the state machine

Re-defined the timers to more clearly indicate their responsibilities. New
Flags field in Configuration Request packet defined.
Several minor editorial corrections.

Replaced all references to "termination" with "disconnection". KTX timer
removed - link loss results in channel loss. OSI naming terms applied to
state machine. State machine table revised to remove superfluous states.
Added some message sequence charts for clarification. Service interface
defined in more detail and no longer specified as a guideline - this interface
still needs work to complete.

Service interface revised corrections to state machine added. and security
key management removed from service interface.

Editorial cleanup of various sections with the majority of the edits being in
the state machine and service interface.

Added L2CA_Response service primitives. Clean up of state machined.
closed outstanding issues dealing with MTU,

Implements major editorial changes to the configuration process {section
6.3), replacing SCiD and DCiD with RCID and LCID. removal of flush sig»
nailing PDU. and editorial comments from reviewers.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999

Bluetooth.
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Part E i Service Discovery Protocol (SDP)

Removed the |con‘t0 attribute and the Icon data element type. Re-
assigned the |conURL attribute ID to be ClxDO0C. Updated Example 3.
Removed "notes to reviewers“. Removed the list of TBD items, since it is
empty.

A few corrections to example 3. Modified the BluetoothProfi|eList attribute
to become the BluetoothProfi|eDescriptorList attribute, which contains a
version number for each profile as well as the proti|e's UUID

Added a description of the protocol version number included in the Blue-
toothProfileDescriptorList attribute. No change to the 'phonebool<' and 'cal—
endar' data store indicators as the values in example 3 already match those
of the synchronization profile. Replaced the browse hierarchy diagram in
2.8.1 because the previous version triggered a bug in MS-Word.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

Comments

Table 2.1 corrected.

Revised section 2.13.

Revised chapter 3.
Revised section 5.2, 5.3.

Clarifications added to Figure 5.1.

Changed title and contents of section 5.4 (old section 5.4 not needed any
more).
Text removed from section 5.5 and 5.6.

Added text on Service Discovery in section 7.3.

Lots of editorial changes and clarifications.

Added statement on baud rate settings vs. RFCOMM throughput in chapter
2.

Removed section 7.2 on flow control {information duplicated in T8 07.10).

Added DLC parameter negotiation command support (section 4.3, 5.?)

Added clarifications on session closure handling in section 5.2.

Major update regarding SDP; section 7.2.

Added section 7.3 on lower layer dependencies.

Editorial changes and clarifications in chapters 5 and 7.

Removed sections implying possibility to have more than one RFCOMM
entity in a device.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999
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Part F:2 i lrDA Interoperability

Many linguistical changes made, Bluetooth OBEX related specifications
chapter added, Separate Application profile chapters gathered into one
chapter, OBFJ< operation requirements moved into the profile specifica-
tions. Refers to COMM-ports removed.

Service Records moved into the profiie specifications, and added clarifica-
tion fcr the use of connection-oriented OBEX

Changed reference to new version of |rOBEX specification, corrected
wrong TCP port number. reference list updated

Updated Chapter 3.2

Revised from a linguistic point of view.

Part F:3 I Telephony Control Specification (TCS)

Date Comments

July - Version for 1.0 Release. only editorial changes since 0.9
5th
1999

Rev

1 .0
draft

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

FigureA and Figure B in Appendix are replaced.

Dec
1 st
1999

Part F:4

Interoperability Requirements for Bluetooth as a WAP Bearer

29 November 1999

AFFLT0294101



Samsung Ex. 1119 p. 874

BLUETOOTH SPECIFICATION Version 1.0 8 page 874 of 1082

Appendix i - Revision History

Part H:1

Bluetooth Host Controller Interface Functional Specification

Flow control for data changed.

Format of HCI Data Packet header changed.

Command Pending Event replaced by Command Status Event and func-
tionaiity regarding which event should be returned when a command
involving LMP actions can not start to execute due to an error changed.
Some commands and events have been renamed.

Changed parameters. descriptions and functionality for many commands
and events.

Many new commands have been added.

HC|__Store_Clocl<_Oifset command has been removed. This information is
now provided at connection set up or name request as a parameter
together with other new base-band related parameters.
Some new events have been added.

Descriptions of error codes added.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

Comments

Added info about 64 byte isochronous endpoints.

Added a section detailing one of the mail messages - that discussed how
SCO traffic would travel across the interface

Updated revision # & HCI Header sizes

Updated endpoint information. interface information relating to isoch, and
Device Firmware Upgrade Requirements

Tidied up table describing interface/endpointialternate setting information

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999
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Part H:3 I HCI RS232 Transport Layer

Assumption about error free link has been removed.

A simple error recovery. negotiation scheme and a resynchronisationierror
indication scheme using RTSICTS were added as proposed by IBM.
New document outline.

Added synchronisation using delimiters with COBS.

Added a support for CCITT-CRC.

Available Baud Rate Changed.

Only 8 bit data length is valid.

HCI Event packet type is added.

Available error type has been modified.

Editorial changes.

Assumption about error free link has been removed.

A simple error recovery. negotiation scheme and a resynchronisationierror
indication scheme using RTSICTS were added .
New document outline.

Added synchronisation using delimiter-s with COBS.

Added a support for CCITT-CRC

Available Baud Rate Changed.

Only 8 bit data length is valid.

HCl Event packet type is added.

Available error type has been modified.

Editorial changes.

Revised from a linguistic point of view.

Part H:4

HCI UART Transport Layer

Comments

was not a part of 0.8

First revision. Based on HCI RS232 Transport Layer 0.80.

Added Default Settings, HW flow control and Error Recovery.

Improved description of RTSICTS

Changed HCI packet indicator for HCI event packet

No changes since 0.9

Revised from a linguistic point of view.

29 November 1999
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Part l:1 iTest Mode

Transmitter Test: added pseudorandom bit sequence

Corresponding changes for LMP messages

Editorial Changes:
Explanatory paragraph and figure added to the test packet format of the
transmitter test

Proposal of a Ioopback alternative that has less demanding time con-
straints.

Reduced Hopping Sequence added

lvtodificationiclearification of TX packet format

Editorial changes

Statement in introduction that test mode may be used also for regulatory
approval.

Description of delayed loopback added

proposed timing for reduced hopping scheme from Ericsson

timing tor reduced hopping scheme refined

Loopback: transmission of NULL packet on failed HEC is not mandatory.

Added AUX1 packet explicitely to Figure 3
Included AUX1 to Table 3

Mentioned delayed loopback in first paragraph of Section 2.2

Features request command is allowed. while in test mode.

Added codes for LMP packets according to LMP V0.9 review document
Changed maximum packet length in Table 3

FH timing: clearify that clock 01 tester is used

editorial changes

Clearifications about Whitening for both TX and Loopback mode
Clearification that RX and TX in the control command refer to the DUT.

Cleantication in Table 3: For ACL packets a maximum length is given, for
HV3 the exact length is given.

Editorial Changes

Description over use of whitening in transmitter test mode.
Added an exit command in the test mode control.

Editorial changes to whitening in transmitter test.

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

The text in Section 6.6.1 "Definition of Bluetooth components" first para-
graph has been revised.

Revised from a linguistic point of view.

29 November 1999
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Part I:3 Test Control Interface

Appendix Ni Sample Data

Comments

- Revised from a linguistic point of view.

Appendix Vi Bluetooth Audio

Rev Date Comments

Dec -
1 st
1999

Revised from a linguistic point ofview.
1.0B

Appendix VI i Baseband Timers

Rev Comments

- Revised from a linguistic point of view.

1.0B - Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

Appendix VII ioptional Paging Scheme

Renamed some of the service class mnemonics. Added a bit to indicate if a

node is in Limited Discoverable Mode {useful in a reply to GIAC).

Updated afler review. Added the IAC LAP codes.

Minor editoral and clarifications. including section "universally Unique Iden-
tifier {UUlD) short forms".

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

29 November 1999

Bluetooth.
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Appendix IX! Message Sequence Charts

Command and Parameter updated; Chapter? added; Local- and Remote
Hold-Mode removed; Chapter 8 clarified; No HC|-Num-CompIeted-Pack-
ets-Event in ACL- and SCO-Connection creation; LMP-feature-reqi-res
added in ACL-Connection-Setup; LMP-feature-reqi-res removed in SCO-
Connection-Setup

MSC "Onetime-1 nquiry” and "Periodic-Inquiry" clarified with additional ID-
Packet;

MSC "Local Loopback-Mode“ exited with HCi_Write_Loopback_Mode
instead with HCl_Reset;

MSG "Remote Loopback-Mode" exited with HC|_Write_Loopback_Mode
instead with HCl_Reset‘.

MSC "Switch Role" updated with LMP_c|i<offset_reqi-res and
LMP_s|ot_ofiset;

Editorial changes;

MSC "Switch Role": subscenario 2 added; Modified as Toru‘s proposal;

MSC "ACL-Connection Request": slot-offset and clock-offset exchange
subscenario3:

Figure 4: no Ioopback to PageiPage-Res in case of Role-Switch;

LMP_features_reqi-res: added in MSC "Pairing" and MSC "Authentica-
tion", removed in MSC "Encryption and Setup Complete";

MSC "Local Loopback Mode“: two additional SCO-Connections added;

Revised from a linguistic point of view.

Errata items previously published on the web has been included.
These corrections and clarifications are marked with correction bars.

The following figures are modified: 3.2, 3.3, 4.3 and 4.9

29 November 1999
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Bluetooth

List of Acronyms and Abbreviations

Acronym or
abbreviation

ACK

ACL link

AGO

AM_ADDR

AR_ADDR

ARQ

s

as

BCH

BD__ADDR

BER

BT

BT

C

Writing out in full

Acknowledge

Asynchronous Connection-Less
link

Authenticated Ciphering Offset

Active Member Address

Access Request Address

Automatic Repeat recluest

BaseBand

Bose. Chaudhuri & Hocquenghem

Bluetooth Device Address

Bit Error Rate

Bandwidth Time

Bluetooth

Channel Access Code

Call Control

Connectionless

COder DECoder

Ciphering Offset

Cyclic Redundancy Check

Continuous Variable Slope Delta
Modulation

Device Access Code

Data Communication Equipment

Which means

Provides a packet-switched con-
nection.(Master to any slave]

Type of code

The persons who discovered these
codes in 1959 (H) and 1960 (B&C)

28 November 1999
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Acronym or
abbreviation

DCE

Writing out In full

Data Circuit-Terminating Equip-
ment

Default Check Initialization

Data-High Rate

Dedicated Inquiry Access Code

Data - Medium Rate

Data Terminal Equipment

Dual Tone Multiple
Frequency

Device Under Test

Data Voioe

European Telecommunications
Standards institute

Federal Communications
Commission

Fomrard Error Correction code

Frequency Hopping

Frequency Hop Synchronization

First In First Out

Frequency Shift Keying

Firmware

Generic Object Exchange Profile

Gaussian Frequency Shift Keying

General Inquiry Access Code

Group Management

Bluetooth-

Which means

In serial communications. DCE
refers to a device between the

communication endpoints whose
sole task is to facilitate the commu-

nications process; typically a
modem

Data packet type for high rate data

Data packet type for medium rate
data

In serial communications. DTE

refers to a device at the endpoint
of the communications path; typi-
cally a computer or terminal.

Data packet type for data and
voice

type of modulation

28 November 1999
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Acronym or
abbreviation

{*5

HA

HCI

Writing out in full

Host Application

Host Controller interface

Header-Error-Check

Human Interface Device

High quality Voice

Hardware

Inquiry Access Code

Institute of Electronic and Electrical

Engineering

Internet Engineering Task Force

Internet Protocol

Infra-red Data Association

Ir Mobile Communications

Integ rated Services Digital Net»
works

Industrial, Scientific, Medical

lm piementation U rider Tes

Logical Channei

Logical Link Control and Adaption

Logical Link Control and Adaption
Protocol

Lower Address Part

Link Controller

Link Control Protocol

Link Controller Service Signalling

Linear Feedback Shift Register

Link Manager

Bluetooth.

Which means

SW using Bluetooth

e.g. HV1 packet

Logical Link Control And Manage-
ment part of the Bluetooth protocol
stack

Link Controller (or baseband) part
of the Bluetooth protocoi stack

Low level Baseband protocol han-
dier

28 November 1999
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Acronym or
abbreviation Writing out in full Which means

LMP Link Manager Protocol 5;: I'M peer to peer c0mmUnica'

LSB Least Significant Bit

M

M Master or Mandatory

Medium Access Control Address

Medium Access Control

Messaging Application Procedure
I nterface

Man Machine Interface

Mobile Station

Multiplexing sublayer

Most Significant Bit

Message Sequence Chart

Maximum Transmission Unit

Multiplexing Sublayer a sublayer of the LZCAP layer

Negative Acknowledge

Non-significant Address Part

Optional

OBject Exchange protocol

Opcode Command Field

Pulse Coded Modulation

Personal Computer Memory Card
International Association

Protocol Data Unit a message

PIN Personal identification Number

PM_ADDR Parked Member Address

PN Pseudo-random Noise

Plug and Play

Plain Old Telephone system

28 November 1999
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Acronym or
abbreviation Writing out in full which means

PPM Part Per Million

PPP Point-to-Point Protocol

PRBS Pseudo Random Bit Sequence

PRNG Pseudo Random Noise Generation

Public Switched Telephone Net-PSTN
work

Q

Quality of Service

Random number

RF Radio Frequency

RFC Request For Comments

RFCOMM Serial cable emulation protocol
based on ETSI TS 07.10

RSSI Received Signal Strength Indica-
tion

RX Receiver

3

S Slave

Service Access Points

Segmentation and Reassembly

Synchronous Connection-Ori- Supports time-bounded informa-
ented link tion like voice.

(Master to single slave)

Service Discovery

Service Discovery Database

Service Discovery Protocol

Sequential Numbering scheme

Signed Response

Supplementary Services

Signal Strength Indication

System Under Test

Software

28 November 1999
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Acronym or
abbreviation Writing out In full Which means

‘i

Terminal Adapter Equipment

To Be Defined

Test Control Test Control layer for the test inter-
face

Test Control interface

Transport Control Protoco|ilnter~
net Protocol

Telephony Controi protocol
Specification

Time-Division Duplex

Tiny Transport Protocol between
OBEX and UDP [TED]

Transmit

User Asynchronous Asynchronous user data

Upper Address Part

Universial Asynchronous receiver
Transmitte

User Control

User Datagram Protocolilnternet
Protocol

User lsochronous lsochronous user data

Unlimited Inquiry Access Code

User Synchronous Synchronous user data

Universal Serial Bus

Upper Tester

Wireless Application Prtocol

Wireless User Group

28 November 1999
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Definitions

Baseband. The Bluetooth baseband specifies the medium access and physi-

cal layers procedures to support the exchange of real-time voice and data

information streams and ad-hoc networking between Bluetooth units.

Coverage area . The area where two Bluetooth units can exchange mes-

sages with acceptable quality and performance.

Host Terminal interface. Host terminal interface is the Interface between

Bluetooth Host and Bluetooth Unit.

Inquiry. A Bluetooth unit transmits inquiry messages in order to discover the

other Bluetooth units that are active within the coverage area. The Bluetooth

units that capture inquiry messages may send a response to the inquiring

Bluetooth unit. The response contains information about the Bluetooth unit
itself and its Bluetooth Host.

Isochronous user channel . Channel used for time bounded information like

i.e. compressed audio (ACL link).

Logical Channel. The different types of channels on a Physical Link.

Bluetooth Host. Bluetooth Host is a computing device, peripheral, cellular

telephone, access point to PSTN network, etc. A Bluetooth Host attached to a

Bluetooth unit may communicate with other Bluetooth Hosts attached to their

Bluetooth units as well. The communication channel through the Bluetooth

units provides almost wire-like transparency.

Bluetooth Unit. Bluetooth Unit is a voiceidata circuit equipment for a short-

range wireless communication link. it allows voice and data communications
between Bluetooth Hosts.

Bluetooth. Bluetooth is a wireless communication link. operating in the unli-

oensed ISM band at 2,4 GHz using a frequency hopping tranceiver. It allows
real-time voice and data communications between Bluetooth Hosts. The link

protocol is based on time slots.

Packet. Format of aggregated bits that can be transmitted in 1, 3, or 5 time
slots.

Paging. An Bluetooth unit transmits paging messages in order to set up a
communication link to another Bluetooth unit who is active within the cover-

age area.

28 November 1999
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Bluetooth-

Physical Channel. Synchronized RF hopping sequence in a piconet

Physical Link. Connection between devices.

Piconet. In the Bluetooth system, the channel is shared among several Blue-

tooth units. The units sharing a common channel constitute a piconet.

RFCOMM Client. An RFCOMM client is an application that requests a con-

nection to another appiication (RFCOMM server).

RFCOMM initiator. The device initiating the RFCOMM session, i.e.setting up

RFCOMM channel on L2CAP and starting RFCOMM multiplexing with the

SABM command on DLCI 0 (zero).

RFCOMM Sewer. An RFCOMM server is an application that awaits a con-

nection from an RFCOMM client on another device. What happens after such

a connection is established is out of scope of this definition.

RFCOMM Sewer Channel. This is a subfield of the TS 07.10 DLCI number.

This abstraction is used to allow both server and client applications to reside
on both sides of an RFCOMM session.

Service Discovery. The ability to discover the capability of connecting
devices or hosts

Scatternet. Two or more piconets co-located in the same area (with or witout

inter-piconet communication).

Time Slot. The Physical Channel is divided into 625 ps long time slots.

28 November 1999
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SAMPLE DATA

I

This ppengx contains sample data for
vari -Z s parté of the Bluetooth baseband spec-
ificaton. All §ampIe data are provided for
refer me p pose only; they are intended as a

comjblemen to the definitions provided else-
whete in th§ specification. They can be used

tofheck tré behavior of an implementationa_- d avoi 5-nisunderstandings. Fulfilling these
gample _ ta is a necessary but not sufficient

gfconditigfn for an implementation to be fully
«~*”’ Bluetyoth compliant.
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CONTENTS

Ezscrymian $amy3e mafia ............................................................ .......9{32

1.’! £‘:°::-merating Kc’ from Kc. ......................................................... ..9s’}2

1.2 Sea‘: of Sarngaéa Data

1.3 Ssemnd Set of Sars‘:p%$: [}.::zt;=: ................................................... .913

1.4 Third Set 91''

1.5 Fourth Set cf ffiamgsiea

Frequency Haaazspitsg Sampie flatamfliandatary ficheme ............“Q3?

2.1. The ?9~'no;J System Sampie ‘Jaw .......................................... .937
2.1.1 First set...................................................................... .938

2.1.2 Saccsnriset ................................................................

2.3.3 Third

The 23—ho;*.» System 55§£~1!'E‘i§3E€:i
2.2.‘? First set ...................................................................... .943

2.2.2 Sec:a.'1u‘set ................................................................ ..9-46

2.2.3 Third sat .................................................................... ..94&'.’=

Access Code Sampfie {Data ............................................................ "959

HES and fiacket Header $amp§e flake .......................................... .353

{ERG fiamme Qaia ........................................................................... "Q54

Cmmpieta Sampie Packets............................................................. "955

6.1 Exampie of BH? Pack=3E ......................................................... .355

5.2 Exampie cf a“}fv‘i‘i F>:ac1<.et ..................................... .................. .856

Whitening Sequence $am;::§e Sara ............................................... ‘K195?

FEC Samme {Ema............................................................................ "998

Erscryptiera Key Sampfie fiata ..
9.‘? Fzzur Tests of E1 ..................................................................... ..

9.2 Four Tests :21’ E2? ................................................................... ..

$3.3 Thr-:3 Tests of

9.4 Tests of $522 ‘With Pin
9.5 Four Tests of ........................... .......................................
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Appendix IV - Sarnpie Data

1 ENCRYPTION SAMPLE DATA

This part consist of four sets of sample data for the encryption process.

With respect to the functional description of the encryption engine in the Blue-

tooth baseband specification, the contents of registers and resulting concurrent

values are listed as well. This by no means excludes different implementations

(as far as they produce the same encryption stream) but is intended to
describe the functional behavior.

In case of misunderstandings or inconsistencies, these sample data form the
normative reference.

1.1 GENERATING KC’ FROM KC,

where Kc‘(x) = g2(><)(Kc(x) mod g1( )).

Note: All polynomials are in hexadecimal notation.

‘L’ is the effective key length in bytes.
The notation ‘p: Imi‘ implies that degipixii = m.

MSB

00000000 00000000 00000000 0000011d

00e2T5a0 abd2l8d4 Cf923b9b bf6Cb08f

a2b23Da4 93f281bb 6la35bB2 a9d4a30e
00000000 00000000 00000000 0000009f

7aal5f39 59336ba3 22049a?b S7f1dBa5

00000000 00000000 00000000 0001003f
000le3f6 3dT659b3 7f1Bc25B Cfffiefef

64e7df78 bbiccaaa 61433123 Sb3222ad
00000000 00000000 00000000 0000lff0

142057bb obceacdc ssbdlqze 1e71Da5o

00000000 00000000 00000000 010000db

000001be f66C6C3a bl030a5a 19l9308b
57595156 ba685dc6 1l2124ac edb2c1?9

00000000 00000000 00000000 00BddbcB
d56d0adb B216Cb39 ?fe3cS9l 1ff95613

00000000 00000000 00000001 000000af

00000001 6ab39969 de1746Tf d3736ad9

S9l7b4fC 403b6db2 l595bS5d lcbsadab
00000000 00000000 00000000 aa1e7Baa

91910128 b0e2f5ed al33a03e afldacda

29 November 1999 Encryption Sample Data
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Kc mod g1:

g2(Kc mod g1]:

Kc mod g1:
g2{Kc mod g1J:

00000000
00000000

T35C9l5b
00000000

6fb5651c

00000000

00000000

5e77dl9f
00000000

16095bCb

00000000 00000100

01630632 91da50ec

dd25b9C6 0102ab00
00000000 000000?f

cb8Dc8d1 ealeeséd

00000000 00010000

00002C93

55ccd7d5
00000000

afcfadef

52aa6Cc0

TQBEQB32
ooooezeb

ld226aIb

00000039
55715247

bficdzafia
13d44436

flec5d02

00000291

54468311

3b83E5d3
4af2l3ed

4d3f9a3d

Bluetouth.

Encryplion Sample Data 29 November 1999
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L = T

g1: 00000000 00000000 01000000 00000095

g2: 00000000 000000b3 f7Effce2 79f3a0T3
KC: 054S4e03 8ddcfbe3 ed024b2d 92b7fS4C

KC mod 91: 00000000 00000000 0095bSa4 Seb8l6da

g2EKc mod gl}: 50f9c0d4 e3178da9 4a09fe0d 34f67b0e

gl: 00000000 00000001 00000000 0DO0D01b
g2: 00000000 00000000 a1ab815b c7ec8025
KC: ?Ce149fc f4b38ad7 2a5dBa4l ebl5ba31

KC mod gl: 00000000 00000000 86608066 1365deec
QZIKC mod 91}: 532C36d4 5d0954E0 922909b6 B26f70dC

00000000 00000100 00000000 00000609

00000000 00000000 0002c980 11d8b04d
5eeff7ca a4£c27a2 9c051T26 3df6f36e

Kc mod g1: 00000000 00000033 58ccbTd0 b95d3:T1
g2tKc mod gll: 016313f6 0d3771cf 7f8e4bb9 4aa6327d

00000000 00010000 00000000 00000215

00000000 00000000 00000538 24f9a4bb
7b13846e 88beb4de 34e?l60a fd44dC65

Kc mod 91: 00000000 0000b4de 341?l767 f36981C3

g2EKc mod g1}: 023bclec 34a0029e f79adcfb 6l8ba58d

00000000 01000000 00000000 o00o013b

00000000 00000000 0000000c a76024d7

Kc: bda6de6c 6e7d757e 5dfe2d49 9a131193

Kc mod gl: 00000000 007d?57e Sdfeaaaa 2fcee3?1

g2EK:: mod gl}: ozzeoaas 3aa51d3d 2f93fa'?'B 35<::clf8'?

00000001 00000000 00000000 000000dd
00000000 00000000 00000000 1c9c26b9

Kc: e6483blc 2Cdb1040 9a658f97 c4efd90d

KC mod gl: 00000000 2Cdbl040 9a653fd7 5b552e41

g2lKc mod gl}: 030d?52b 216fe29b b880275c d7e6f6E9

00000100 00000000 00000000 0000O49d
00000000 00000000 00000000 0026d9e3

KC: d79d28ld a226$647 6b223C46 dC0ab9ee

KC mfld g1: 00000Dld a2266347 6b223C45 elfc5fafi

g2EKc mod gl}: 03fl113B 9cebf919 00b93806 4ac150aa

29 November 1999 Encryption Sample Data
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00010000 00000000 00000000 00000l4f
00000000 00000000 00000000 0000437?

cadsafisb Sfcalcld a2320fcf Tcslaevlae

Kc mod g1: u00oa65b Sfc-alcld a2320Ecf ‘?c:b6a9L‘J9

g2{Kc mod g1}: 284040fd fl305f3c 529f5T03 76adf7cf

01000000 00000000 00000000 000000e7

00000000 00000000 00000000 00000089

2lf0Cc31 049b71E3 d375e9el 06029309

KC mod g1: 00f0CC3l 049bT163 d3?5e9e1 06020406
g2{KC mod 91!: 7f10b53b 6df34b94 f22e566a 37543372

00000001 00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000001

35ec3fc3 d50ccd32 5f2fd907 bde206de

Kc mod g1: 3Se<:8fc3 d50ccd32 5f2fcI90‘.l' bdezofide
gzilic mod g1] : 35e<:SEc3 d5t‘Jc:cd32 5f2fd9D7

1.2 FIRST SET OF SAMPLE DATA

Initial values for the key. pan address and clock

K‘c1[0J K'c1[1] R‘c1[2] R'c1E3]
K‘c1[4J K'c1I5] K‘c1[6} K‘c1IT]
I£'c1[E1] I{'r.'1-[SI] K'r:1[lo] K‘:-:1{11I
K'c1[12] K'cl[l3] K'c1[14] K‘clf15I

AddrL[D] u 00 Addrlil} - 00 Addr1[2} - 00
addrlla] . no Rddr1[4} n on Addr1[51 - on

Clki[0] - 00 Clkilll - 00 Clkl[2] -

Pill LPSRS with initial data

LFSR1 LFSR2 LFSR3 X1 X2 X3 X4 2 C[t+L] Clt] C[t—H

0000000‘ 00000000‘ 000000000‘ 0000000000‘
0000000‘ 00000001‘ 000000000‘ 0000000001‘
0000000‘ 00000002‘ 000000000‘ 0000000003‘
0000000‘ 00000004‘ 000000000‘ 000000000?‘
0000000‘ 00000000‘ 000000000‘ 0000000003’
0000000‘ 00000010‘ 000000000‘ 00000000lC‘
0000000‘ 00000020‘ 000000000‘ 0000000033‘

Encryplion Sample Data 29 November 1999
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00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 DO 00

7 0000000‘ 00000000’ 000000000‘ 0000000070*
0 0 0000000‘ 00000080’ 000000000‘ 0000000030‘
9 9 0000000‘ 00000100‘ 000000000’ 00000001C0’

10 10 0000000* 00000200’ 000000000* 0000000380*
11 11 0000000‘ 00000400‘ 000000000* 0000000?00*
12 12 oo00000- 00000000‘ 000000000v 0000000000-
13 13 0000000‘ 00001000‘ 000000o00v 0000001C00-
14 14 0000000‘ 00002000‘ 000000000‘ 0000003800*
15 15 0000000‘ 00004000‘ 000000000‘ 0000007000‘
15 15 0000000- 0000a000- 000000000* 0000002000-

00 00 00
00 00 00
00 00 00
DCI D0 D0

1? 1? 0000000‘ 00010000‘ 000000000‘ 0000010000‘
18 l3 0000000‘ 00020000‘ 000000000‘ 0000030000’
19 19 0000000* 00040000’ 000000000‘ 0000070000‘
20 20 0000000‘ 00080000‘ 000000000‘ 0000030000‘

00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
D0 D0 D0
00 00 00
00 00 00
00 00 00

21 21 0000000‘ 00100000’ 000000000‘ 0000100000‘
22 22 0000000’ 00200000’ 000000000‘ 0000390000’
23 23 0000000* 00400000’ 000000000’ 0000700000‘
24 24 0000000‘ 00800000‘ 000000000* 0000E00000*
25 25 0000000* 01000000‘ 000000000‘ 0001C00000*
26 26 0000000 02000000‘ 000000000’ 0003000000’
27 27 0000000 04000000‘ 000000000’ 0007000000’
28 28 0000000 08000000* 000000000‘ 000E000000*
29 29 0000000 10000000‘ 000000000‘ 001C000000*
30 30 0000000 20000000‘ 000000000‘ 0030000000’
31 31 0000000 40000000‘ 000000000‘ 0000000000-
32 32 0000000 00000001 000000000* 00E0000000*
33 33 0000000 00000002 000000000* 01C0000000*
34 34 0000000 00000004 000000000 0330000000-
35 35 0000000 00000008 000000000 0700000000‘
36 36 0000000 00000010 000000000 0E00000000*

00 00 00
00 00 00

37 3? 0000000 00000020 000000000 1C00000000‘
38 38 0000000 00000040 000000000 3800000000‘
39 39 0000000 00000000 000000000 7000000000*

00 00 00
00 00 00
00 00 00

0
O

0
0
0
O

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
O

0
0
0
0
0
0
0
0
O

OODDDDODDODOCHODI-‘CIOODOODOOOQDDOCIOCI OODODDOOOOOOOOOOOODOOOODOOOOOOOOO OODDDHWVDDOQOOODOODOOODDOflDOflOOOO OODODHVWD|3ODOOOI"‘OODDOODDOO|3OOD|3|:lD
xxan------an-unnn-.-unxuxxnuan--nu.anan-.--an-x-:---nu...anan--—.nu.‘---.-ux-.-mg.-—nxun----.-.n..n..n

Start clocking Summation Cumhincr

40
41
02
43
44
45
46
47
4B IJIJDIJODD 00010011 OOIJDIJODDD DODIJODOIDD

0000000 00000100 000000000 6000000001
0000000 00000200 000000000 4000000003
0000000 00000400 000000000 0000000007
0000000 00000800 000000000 0000000003
DDDIJOBD 00001001 000000000 DODIJCIDODID
0000000 00002002 000000000 0000000035
0000000 00004004 000000000 000000007?
DDDDODD ODIJDBCNJB CHJODDCHJIJD CIDDDCIDOCIEE

O O O O O 00 00 00
00 00 00
00 00 00
00 00 00
00 D0 D0
00 00 00
00 00 00
OCI D0 D0

G--IUNIIIAIIIIMI-'
D0 DO 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

49 0000000 00020022 000000000 0000000333
50 0000000 00040044 000000000 000000077?
51 0000000 00030088 000000000 0000000EEE
52 0000000 00100110 000000000 000000lDDD
53 0000000 00200220 000000000 0000003333
54 0000000 00400440 000000000 000000777?
55 0000000 00800880 000000000 000000EEEE
56 0000000 01001100 000000000 0000O1DDDD
57 0000000 02002200 000000000 0000033338
58 0000000 04004400 000000000 0000077777
59 0000000 08008800 000000000 00000EEBEE
60 0000000 10011000 000000000 00001DDDDD

OOOOODOODOOOOOOODOOO D0000}-‘CIOODOODDOODQOO OOOOODOODDOOGOOOOOOO ODOODDOODDOO|DOflODOOO DOOODHOODDOOQOOOCIOOO
906 29 November 1999 Encryption Sample Data
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0000000
0000000
0000000
0000000
0000000
0000000

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

Encryption Sample Data

20022000
40040000
00038001
00110003
00220006
0044000C
00830018
01100031
02200062
OQQDOGC4
03800138
11000311
22000622
44000044
03001838
10003111
20005222
4000C444
00018338
0003lll0
00062220
000C4440
00138330
0031ll00
00622200
00044400
01388301
03111003
06222006
0C44400C
1B838018
31110030
62220060
444400C1
03830183
lll00307
22200603
4d400C1C
03801338
11003070
22006030
4400C1C0
08018330
10030701
20060302
400C1C05
0013330A
00307015
0060E02A
00ClC055
0l3380AA
03070154
06030238
0ClC0550
10330330
30701541
60E02A32

000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000

0000333333
0000777777
0000333383
0001333333
0003333333
0007777777
DOOEEEEEEE
00lDDDDDDC
0033333333
DO7777777U
0033333330
ULDDDDDDCL
0333333383
0777777707
0333333303
1DDDDDDClD
3333333033
7777777077
6333333033
5DDDDDClDE
3BHBBE03BC
7777770779
6333330332
5DDDDClDE5
BBBBBBBBCB
7777707797
633E303P2F
5DDDC1D35E
BBBBEBBCBC
7777077979

0
0
0
O

0
0
0
O
0
0
0
0
0
0
0
0
0
0
0
0
0
0
O
0
0
0
0
0

6333033232
SDDCLDESES
3BB833CBCB
7770779797
6E303F2F2F
SDCLDEEESF
3BB3BCBCBF
7707797973
6EOEF2P2FC
5C1DE5E5F8
3B3BCECBFO
7077979730
603F2F2FCl

DDOCICIOCIOODOOCID
llDE5E5Ffi2
03HCBCBFO4
0779797309
0EF2F2FC12
1D3S35FB25
3BCBC3F04B
7797973097
6F2F2FCl2F
5353538253
BCECBFOABC
7979730979
72F2FCl2F2
6535F325E5
dBCBF043C3

ODOOOOOODDOCID
29 November 1999

HHH0Ho0HHHH0HHH0UCo0HHHoHHHDHHH0HHHOHHHoHHHoHHHU00UD00U HHHHoHH0aHHHDH0HHHo0OHoo0HUHHUH0HOoHHHDHO0HHH0aU00HD0oC
Bluetouth.

00
00
00
00
00
00
D0
00
00
DU
00
00
01
00
11
10
01
O1
11
01
10
00
01
D1
11
10
01
D1
11
10
D1
00
10
11
00
10
00
O1
00
11
D1
11
01
11
10
01
01
10
DO
01
00
10
11
11
ll
00
10
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0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

41005505
0380EAOk
07015415
0E02A82A
1C055054
3BOAROR8
73154151
602A82A3
40550546
33aA3A3D
0154151A
02AB2A34
05505468
0AAOA8D0
154151A1
2A82A342
55054684
2AOA8D09
54151A12
282A3424
50546848
20ASD090
4151A120
02334240
35433431
0A8D0903
151A1206
23342433
54634818
28D09030
51A12060
23424000
46848180
0D090301
1A120602
34240C04
53481809
50903012
21206024
4240C048
34313393
09030120
12060240
24333433
43133933
10301200
20602400
43334333
01809001
03012002
06024004
0C048008
18090011
30120022
50240044
40430089
00900113

000000000
000000000
000000000
000000000
000000000
033333333
333333333
000000000
000000000
333333333
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
333330030
000000000
000000000
333333333
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
333333333
000000000
000000000
333333333
333333333
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000

1797E09796
2F2FC12F2C
5E5F825E59
3CBP04BCB2
797E097964
7233123239
5533258593
43P04BCB26
1730979640
2331232399
5F325E5932
3904303264
7E097964C9
7C12F2C992
7825059324
704BCB264S
6097964C91
412F2C9923
025E593246
04BCB2648D
097964C91A
12P2C99235
25B593246A
4333234335
1795439133
2F2C992357
5E593246AE
3332643053
?964C9lAB8
72C992357l
6593246AE2
4326480505
164C91AB8R
2099225714
593246AE28
3264805051
64C91kB8A2
4992357144
13246AE288
2648D5C511
4C91flB8R23
1923571446
3246AE288D
6480505113
4913333237
123571446?
246AE288DP
48DSC511BE
11AB8A237D
23571446PL
46AE288DP5
0D5C511BEA
1AB8A237D5
3571446PAl
6hE288DF55
55C511BEAA
2B8A237D54

OODOODOODOOOOOOODOOOOODOOOQ009000OOOOOOOOOOOOODDOOOOOOODO
29 November 1999

1
1
0
0
0
0

0
0
0
1
0
1
0
1
0
1
0
0
0
0
0
1
0
1
0
1
0
0
0
1

HOCIODDCIOI-‘HOODDOD!-‘ODD-‘GOOD!-‘OH OOOOODOODDOOGOOOOOOOOOOOOODODDOOOOOOOOOOOODOOOODOOOOOOOOO HHPOHDWOHHOOQPOOHOOIWWODIMOOHI"'DI"‘OflI"I"‘I"'I"'Ol-"DDl"'ODOOOI"‘I"‘P-'D"I"‘P‘flHOOH HOOODI"‘OOI"'DOOQHOO|:lOP"P"l"'l'*‘ODI-‘OHI"'D|DOD'*|Di"'P-'P"C|l"P"I-‘I-‘Iv-II»-‘DOODI"'P"O|3OODWQD
00
11
01
11
10
01
01
11
10
01
01
11
10
01
01
10
00
01
01
10
00
01
00
ll
01
10
00
01
00
11
01
10
00
01
00
11
10
01
01
10
00
00
00
00
00
00
00
00
01
00
11
01
11
10
01
01
11

Bluetonth.
11
00
11
01
11
10
01
01
11
10
01
01
11
10
01
01
10
00
01
01
10
00
01
00
11
01
10
00
01
00
ll
01
10
00
01
00
11
10
01
01
10
00
00
00
00
00
00
00
00
01
00
ll
01
11
10
01
01

Encryption Sample Data
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Samsung Ex. 1119 p. 909

BLUETOOTH SPECIFICATION Version 1.0 B page 909 of 1002

Appendix IV - Sampie Data

0000000
0000000
0000000
0000000
0000000
0000000

0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000
0000000

Encryption Sample Data

01200227
02400445
0€000B9C
09001130
12002270
2l004dE0
4BO0B9C0
10011301
20022702
4004dE00
OOOBQCUE
00113310
00227021
0044E042
0089COBS
01138103
02270215
044E042A
0S9C0054
11331030
22702150
44E042A0
09008540
13010030
27021500
4E042A00
lCOS5400
33103800
70215000
E042A00l
40954002
01000004
02150009
042A0012
03540024
10RB0048
21500091
42300122
05400244
0A0004BE
15000911
2A001223
54002446
2BO04BBD
50009113
20012236
40024460
0004BBD9
00091102
00122364
0024d5CS
00488090
00911320
01223540
02446CBO
04089901
09113203

000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000
000000000

571446FAA3
2E2BBDF550
5C511BEARO
30A237D540
71446FAA81
62BEDF5503
051lBERROG
0R237D540D
1446FflA81A
2EBDF55035
511BEAA05A
2237D540D5
446PAA01AA
DBDFSSOBSS
11BEAA06Afi
237D540D54
45FAABlAA9
0DF5503553
IBEAAOGAA7
37D540D54E
GFAABIRASD
5P5503553A
3EAA06AA75
7D540D5lEfi
7fiABlfiA9D5
75503553RB
6AA06AA756
5540D54EAC
2AE1AA9D5B
55035S3ABO

0
0
0
O

0
0
0
O
0
0
0
0
0
0
0
0
0
0
0
0
0
0
O
0
0
0
0
0

2A06AA7S61
540D54EAC3
281MA9D586
503S53ABOC
206AA75610
40D543AC30
01AA9D5B61
03553ABOC3
06AA756186
0D54EfiC30D
1RA3D5E6lR
3553ABOC35
SAA75E10SA
554ERC30D5

DDOCICIOCIOODOOCID
ZRQDEBEIRR
5533300355
2A756186RA
54EAC30D54
2§D§B61kA8
53ABOC3550
27551B5ARO
4EAC30DS40
IDBEGLAABI
3RBOC35502
7561863305
6AC30D540B
55361AA317

ODOOOOOODDOCID
29 November 1999

HHDHoH0HHH00HUH0HCH0HHOo00aDHDH0HUHOHHHHHOHHD0DH00UH0HU oHHHHOH0aHH0DOHHUHo0OOoo00H0HUH0HHoOGDDHH0oDHHHU0HUDHoHHo
Bluetouth.

11
10
01
00
11
01
11
10
01
D0
11
01
11
01
11
10
10
10
10
10
01
01
11
10
10
10
L0
10
10
10
10
L0
10
10
10
10
10
01
01
11
10
01
01
10
D0
01
00
11
10
01
01
11
01
L0
00
01
01
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Samsung Ex. 1119 p. 910

BLUETOOTH SPECIFICATION Version 1.0 B page 910 of 1082

Appendix H/- Sampre Data
0000000 12236407 000000000 2BOC3S502F
0000000 2¢46C80E 000000000 561063305?
0000000 400D901C 000000000 2C30D540BF
0000000 11132039 000000000 5861AAB17E
0000000 22364072 000000000 30C35S02FD
0000000 4-USCSOEQ 000000000 61350005173

10 ll
01 10
00 01
11 00
10 11
D1 10
01 01
11 01

0000000 03D30lCB 000000000 4130135-3OBFG
0000000 11B20391 000000000 OGIAASITEC

OOOOOODO OOOOOOOO OOHHOOOO O|3OP"P"l"'|-‘D
mo]
241]
ZIN
ZIN
z[4]
z[sJ
ZIGJ
Zlfl
z[a]
ZIN
Z[J.0]
zlul
zuzi
M13!
M14]
zllsl

Reload this pattern into the LFSRs
Hold cantent of summation combiner regs and calculate new C{t+1] and Z values

LFSR1 en 0435830
LPSR2 <- 20SB1BC1
LPSR3 <- 063Cl42F0
LFSR4 ex 0F7A2Ad2BB

C[t+1] 4- 10

Generating 125 key symbols {encryptionfdecryption sequence!

240 1 0435330 200ElECl 063Cl42F0 0F7fi2R42BB O H 0 O O 10 ll 01
10 10 ll
01 10 10
01 01 10
00 01 01

241
202

095307: 411r:3DB2 0r_‘7B285E1 1234543577
12D60P-'1 02337304 1a1=o5oB::3 3nsaJ\9oAE:E

2-13
234

05AC1S9 0470F609 115001786 7BD15215DF
0358302 OBEIECI3 03C142FOC 77R2i42BBF

245 1650715 l1C3D027 07B285ElB 6F4508577E ll 00 01
00 11 00
11 00 11
01 11 00

2&5 0D60?4B 2387304? 0P050EC30 SESASOREPD
IACLEQT 4TOP609E 1EOA17S60 3D15215DPA
1SB3D2E 0ElEC13D 1Cl¢2FOC0 ?A2A42BBF4

247 |O01-.'I0’IIJ|fiKuM HHPGOOPH
248
2&9 0B07ASD lC3D82?B 102353181 7454fiS7?E9 10 01 11

00 10 01
00 00 10
01 00 00
00 01 00
10 00 01
ll 10 00
00 11 10
11 00 ll

160P4BB 387B04P7 1050BC302 SSAQOAEPD2
0C1E976 70F609EE 00A178605 5l5215DPA5
1B3D2ED 61EC13DD 01d2FOCOB 22A42BBF4B
l07A5DA 43062730 0285E18l? 4548577E97
OOPIBBJ OTBOQFTI 050BC302P 0R90REPD2E
0189769 0F609EB8 0Rl70505E 152l5DFR5C
03D2ED3 lEC13DDO 142FOCOBD SAJZBBFQBS
07A5DA7 3D827BAO 085318175 5485775972

OODOOD-‘I—'OI-‘OI-i—'OI"OOi-‘ HHaHHHH0ODOHHH0OD I-‘OI-‘C9000!-' HOOWDHOHDDOVQWHHH I"‘Ol"‘ODI"‘OI-vI'-'DOD"I"‘fiOOI"'
29 November 1999 Encryption Sample Data

AFFLT02941 38



Samsung Ex. 1119 p. 911

BLUETOOTH SPECIFICATION Version 1.0 B page 911 of 1032

Appendix IV - Sampie Data

034334?
1E9769F
lD2ED3F
1A5DA72
14334FC
0§765F9
12ED3F2
05DA725
0B34PCA
1769355
0ED3P2B
1DA7E56
1B4PCAD
1693953
0D3F237
1A7E56F
14FCADF
0929532
13F2B7C
07B55F9
UFCRDF2
1395325
1F237CA
IESEFS4
1CADF29
1953253
12B7CA6
056394:
oADF299
1532532
o37cn64
15P94C9
0DF2993
1325327
17CA64E
0P94C9C
1F29939
1253272
1033425
194C9CB
1299397
053272?
0A64E5E
l4C9CED
099397A
13272F4
0642533
OCSCBD1
19397A3
1272F46
04E5E3C
UQCBDI9
1397A32
072F465
OEEESCA
1CBD194
197A329

Encryption Sample Data

73043740
7609EEBO
6C13DD0l
5327Bh03
30427407
GOSEEBOE
413DDo1c
0273A033
04374071
09233033
l3DD0lCG
27BAO33D
4F74071B
12230237
3DD01C6E
7BA038DC
77407139
62802373
5D01CG27
BAOBBDCE
74071B9C
63023733
501C6E71
203BDCE2
4u11BsC4
00237339
01C6E713
uaancaza
O71B9C4D
0E37389A
1C627135
33DCE26A
71B9C4D4
637339A9
46271353
0DCE26A6
1B9C4D4D
37339A9A
62713534
ECEBSISS
39C4D4D3
7339A9A3
67135340
42263699
1C4D4D32
339A9A65
713534CB
GZSAESB7
44D4D32E
09393650
13534C3A
26AG9975
4D4D322B
1A9A65D7
3534CBAF
6A69975E
54032230

103630236
017B605ED
OZFOCOBDA
052131734
03C302P69
l7Efi0EED2
OFOCOBDA4
121317349
1C302F693
1B60SED27
1UCOBDA4F
01817349?
030236933
0605ED27D
OCOBDAIFB
1317B49F6
102F693ED
005202703
OUBDAAFBG
017B49F6C
OZFSSBEDB
052327330
03DA4F3$0
l7B{9F6C0
arsgzanno
1271330 1
1DA4PB602
1B49FfiC04
IGQBEDBOE
0D27DE011
134986022
149P6C044
093338089
127DB0112
043360224
09P6C044B
13ED30B90
07D301121
023602242
1F6CO4€fl5
lznaaagon
1D3011214
135022423
l6C044B50
unaoasoao
130112141
160224233
0C044B5G7
1BOB90AO2
10112141D
00224233A
004435075
008903023
0112141D5
022428333
044350755
039030233

290A2FD2E5
5215DFR5CA
242BBF4B9€
4357739729
10A2PD2253
ZISDFASCA7
l2BBFlB9dF
057729729?
0AEPD2E53F
1§DFn5CA7F

DI-'01}!-‘OD-I-I-‘D-
2BBF43S4FE
577E9729PD
2EFD2E53PB
5DFA5CA7F7
3BF4B94FEP
77E9729FDE
6FD2E53FBD
5FA5CA7F73
3F4B94F2F7
7E9729FDEE
7D2E53FHDD
7A5CA7F73A
7439432274
69729FDEEB
52E53FBDD1

|—->->-I—-oo>—CII-n—DI-|-|—-
25CA7F73A3
4B94FBF747
1729FDEEBE
2E53FBDD1C
5CA7F7BA38 Cl|-'I3DI-J-
394F2F747l
729PDEEBE2
653?BDD1C4
4A7P7EA383
14FEF74710
ZQFDEESE21
53FBDDlC42
27F7BA3334
4F2F747103
lFDEEBE2l0
3F'EDD1C'd2O
7F7BA33340
7EF7471081
TUEEIBE2 102
TBDDIC-I205
773A333403
6F74710317
5228221022

HOOHDb-0:3!->-r-n-I-OHI-OH
3DD1C4205C
7BA38B40BB
7747108171
6232210223
5D1C4205C7
333384033?
74710B171F
6822102232
51C4205C7D

>-Ho-ODHOOH
29 November 1999

an-ocal-or-I-I-r-r-I-can-r-r-an-can-on
1
1
1
0
D
1

r-r-c:oor-c:|-r-r-an-r-v-I-or-I-r-r-n-I-r-our-a coca:-oool-Hr-on-r-1-ocncacal-DOHHr-on-Uclot-or-r-caor-I-can»-OOHI-Doaczr-r-our-I-I-no
Bluetouth.

00
11
D1
10
O0
01
DO
10
D0
D1
11
11
10
10
01
O1
O0
01
00
10
11
00
10
11
01
10
11
D1
D1
11
10
10
01
01
00
11
01
01
00
10
D0
11
O0
11
D0
10
00
D0
D0
01
11
10
01
10
D0
01
O0
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Samsung Ex. 1119 p. 912

BLUETOOTH SPECIFICATION Version 1.0 B page 912 of 1082

Appendix H/- Sampre Data

12F4653
05E8CR6
DBDIQID
1TA329A
0P46535
IEBCRSA
1D194D5
1A329RA
1465355
DSCRSRB
1194D56
0329AAD
065355A
OCASAE4
194D569
129hAD3
05355R6
0A6AB4D
14D569B
OQRRDJ7
1355R6E
06AB4DC
OD569B8
1fiAD3?0
ISSRSED
0AE¢DCO
1569331
0RD3703
153680?
DBlDCDF
169381?
ODBTOSP
1A5EO7E
14DCOFD
OQEBIFB
13703P5
0530725
ODCOFDB
1BB1FB1
1703562
0 ED 7 ECII
ICOPDSS
181F311
1 D3 1752 2
D D‘? E Cal 5
OOFDSSB
01FB117
03F622F

0?EC45F
OPDSSBP

29A55DT9
534CBRF2
269975E5
4D32EBCB
1A65D79T
3¢CBRF2F
699?5E5F
SSZSBCBP
265D79TP
QCBAFZFF
19?5E5FF
32EBCBPP
S5D?97PF
4BAF2PFF
1?5E5FFF
2BBCBFFP
5D797FPF
SAFRFFFE
75E5FFFD
SBCBFFFA
579?FFF4
2F2FFFE8
5B5FFFDO
3CBFFFRl
797FFFn\'i3
72PFPE8T
SSPPPDOE
4BFFFA1C
IYFFFQSB
2FFFE870
SFFFDOE1
3FPPA1C3
7PFPd3fi5
7FFE870C
7FFDOE19
7PFA1C33
7PF43867
7PE8?OCF
7FDOE19E
7FR1C33D
'i‘F438E'J'B
7E8TOCF6
7DOS19ED
7R1C33DR
70336735
SSTOCFSB
50E19ED7
21C33DAE
d3B6?B5C
OTDCPSBQ

112141D56
02d283EAD
045507555
OQOAOEABS
12141D56D
O¢2B3RRDR
035o755Ba
LOAOEABSS
O141D56D1
OEBERRDA2
050?55B45
OAOEABSBA
14lD5SDll
083AADA23
107553450
ODEABSSAI
O1D56D142
03AADA285
O755B450A
OEAB68A15
1D56Dli2R
LAADA2854
155345039
0RB68A151
156014237
OADA2854B
15B45OA9D
OBSBRISEB
16D142R76
0DA28S4EC
1B4SOA9D8
168A153B0
0D142R751
1A2BS4EC2
1450A9D84
08A153BO9
1142R7612
O2854EC25
O5OA9D84B
031533096
1n2A7s12c
O854EC259
10A3D84B3
315330957
02RT6l2CE
O54SC259C
0A9D84B38
153B0§6?1
0A7612CE2
1¢EC259C¢

238840BBFA
¢7108171Fd
DE2102E3E9
1C4205C7D2
3884OBSFA5
7103171343
5210233297
44205C7D2P
08¢0B8PA5E
1o3171F¢3c
21D2E3E979
4205C7D2P3
040B8PR5E7
081?1F4BCF
102E3E9?9E
205C7D2P3C
i0BBFR5E7B
01?1F4BCF1
02E3E979E2
05C7D2F3C4
0B8Fl5E7BB
171F4BCF1l
2E3E9T9E23
5C7D2F3C4fi
33FA5E733D
71F4BCP11E
63B979E236
47D2F3ca5c
0FA5E?aBDE
1F¢BCF11BO
3E979E2360
?D2P3C46C1
7A5E7S8DS3
?4BCP11B07
69?9E2360E
52F3C46C1C
2527880638
4BCF11B0?1
179E2360E3
2F3C16C1C7
5E?8aD33BE
3CP11B0?1C
79E2360E38
73Cdsc1c71
5733333333
¢P11B0?1C6
1E2360E38C
3c:6c1c?1a

?B8D83BE30
711B071C61

0
0

1
O
1
1
1
1
0
1
0
O
0
1
1
O
O
1
0
1
O
0
1
1
0
1
O
1
0
1
0
1
1
O
1
O
O
1
1
O
1
1
1
O
0
O
O
0
0
1

29 November 1999

OH!-‘I-‘ODEDD!-‘DI-‘I-‘HI-‘I-I-‘I-‘I-I-I-'I-I-‘I-‘I-‘I-‘DJ-‘€30!-‘I-‘P-‘I-‘CBI-‘(DI-‘I-‘I-K3!-‘O0!-‘I-‘DO!-‘OH HOI-'00OOI-‘O!-‘DOG!-‘OI-‘I-‘OI-'I-‘OJ-‘OI-‘OJ-‘OI-‘I-‘I-‘D0000!-‘OI-IOGOO!-‘GOD-‘GOO
O

O"PDOOI"1'-'l"P*OOI"‘I"*l"l"DI"‘OOHOHI"‘I~‘D"I"DOQl'-'l"'I-*Dl"'ODOOOOI"‘OflOO|-*OOOH ODHOVHOP"I"'|:lOOP-'l"'l"I'-‘DI--I-vDIr~HHOP‘!-"|3OD|:|l"ODIHODI-‘OOH|3P*O|3I-‘ODIDHH
01
D1
10
11
00
11
D1
01
11
D1
01
10
11
00
11
01
10
00
00
01
11
11
11
11
10
01
10
ll
01
10
ll
01
10
11
01
10
11
O0
11
DO
11
01
01
11
10
01
00
10
11
01

Bluetonth.
10
01
D1
10
11
00
11
O1
01
11
D1
01
10
11
00
11
D1
10
00
00
01
11
11
11
ll
10
01
10
ll
01
10
11
01
10
11
01
10
1.1
00
11
D0
11
D1
01
11
10
D1
00
10
11

Encryption Sample Data

AFFLTD294140



Samsung Ex. 1119 p. 913

BLUETOOTH SPECIFICATION Version 1.0 B page 913 of1082

Appendix IV - Sarnpie Data

1.3 SECOND SET OF SAMPLE DATA

Initial values for the key, BIJ__ADDR and clock

R’c2[0] on R‘c2[.1.] on R'c2[2} K‘c2 [3]
K‘ c'2[4] on K‘c2[5] on K‘r:2[6} I:-c2 {7}
I:-cztsa an IC‘c'2{S] on K‘c2[10] }{'c2[11}
|C‘c2[12] an |{‘c'2{13] on |(‘c'2[14] K‘c2[}.5I

Adctrzlol - oo Mdrzll} - on J\dd.r'.’[2I = on
mm-2:3] . oo Addr2[-1] . on man: [51 . on

Clk2[0} = 00 C1k2[1] - 00 C1k2[2] = C1k2[3] = 03

...................-...................-..u....................................................

1711.1 LFSR$ with initial data

t Clkfl LFSR2 LFSR3 K1 K2 K3 K4 2 C{t+1] Cit] C[t—H

0000000‘ 00000000‘ 000000000‘ 0000000000‘
0000001‘ 00000001‘ 000000001‘ 0000000001‘
0000002‘ 00000002‘ 000000002‘ 0000000003‘
0000004‘ 00000004‘ 000000004‘ 000000000?‘
0000008‘ 00000008‘ 000000008‘ 0000000005‘
0000010‘ 00000010‘ 000000010‘ 000000001C‘
0000020‘ 00000020‘ 000000020‘ 0000000033‘
0000040‘ 00000040‘ 000000040‘ 0000000070‘
0000030‘ 00000030‘ 000000080‘ 0000000000‘
0000100‘ 00000100‘ 000000100‘ 0000000100‘
0000200‘ 00000200‘ 000000200‘ 0000000380‘

DODCHOOOGDOGO
0
0
0
0
0
0
0
0
0
0
0
00000400‘ 00000400‘ 000000400‘ 0000000700‘

0000300‘ 00000300‘ 000000300‘ 0000000E00‘
0001000‘ 00001000‘ 000001000‘ 000000lC00‘
0002000‘ 00002000‘ 000002000‘ 0000003300‘ DOOD U00C

5o0CDDoCDOOoD000
0004000‘ 00004000‘ 000004000‘ 0000007000‘
0008000‘ 00003000‘ 000003000‘ 000000E000‘
0010000‘ 00010000‘ 000010000‘ 0000010000‘
0020000‘ 00020000‘ 000020000‘ 0000038000‘
0040000‘ 00040000‘ 000040000‘ 0000070000‘
0080000‘ 00080000‘ 000080000‘ 0000030000‘
0100000‘ 00100000‘ 000100000‘ 00001C0000‘
0200000‘ 00200000‘ 000200000‘ 0000330000‘
0400000‘ 00400000‘ 000400000‘ 0000700000‘
0800000‘ 00800000‘ 000300000‘ 0000300000‘
1000000‘ 01000000‘ 001000000‘ 0001C00000‘
0000001 02000000‘ 002000000‘ 0003300000‘
0000002 04000000‘ 004000000‘ 0007000000‘
0000004 03000000‘ 003000000‘ 000E000000‘
0000003 10000000‘ 010000000‘ 0010000000‘
0000010 20000000‘ 020000000‘ 0035000000‘

0OOaoHO0oDDDan U0OCOoo00ODD05
0000020 40000000‘ 040000000‘ 00T0000000*
0000040 00000001 030000000‘ 0030000000‘
0000030 00000002 100000000‘ 01C0000000' n00n HH0U

H00UCooGODoO0oD005
0000101 00000004 000000001 0330000000‘ 9 H I-'

Encryplion Sample Data 29 November 1999
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Samsung Ex. 1119 p. 914

BLUETOOTH SPECIFICATION Version 1.0 B page 914 of 1082

Appendix H/- Sampre Data
35 0000202 00000008 000000002 0700000000‘ 00 00 00
35 36 0000404 00000010 000000004 0800000000’ 00 00 00
37 37 0000808 00000020 000000003 1000000000’ 00 00 00
38 38 0001011 00000040 000000011 3800000000’ 00 00 00
39 39 0002022 00000080 000000022 7000000000‘ 00 00 00

start clocking Summation cnmhiner

40 0004044 00000100 000000044 6000000001 0 0 O O O 00 00 00
41 0008088 00000200 000000083 4000000003 00 00 00
42 0010111 00000400 000000111 0000000007 00 00 00

00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 D0
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

43 0020222 00000800 000000222 0000000008
44 0040444 00001001 000000444 0000000010
45 0080888 00002002 000000888 0000000038
46 0101111 00004004 000001111 0000000077
47 0202222 00008008 000002222 0000000088
48 0404444 00010011 000004444 0000000100
49 0808888 00020022 000008888 0000000388
50 1011110 00040044 000011111 0000000777
51 0022221 00080088 000022222 0000000888
52 0044442 00100110 000044444 0000001000
53 0088884 00200220 000088888 0000003888
54 0111109 00400440 000111111 0000007777
55 0222212 00800880 000222222 0000008888
55 0444424 01001100 000444444 0000010000
57 0888848 02002200 000888888 0000033888
58 1111090 04004400 001111110 0000077777
59 0222120 08008800 002222220 0000088888
60 0444240 10011000 004444440 00001DDDDD
61 0888480 20022000 008888880 0000388888

00 00 00
00 00 00

62 1110900 40044000 011111100 0000777777 00 00 00
00 00 00
00 00 00
01 00 00
01 01 00
11 01 01
01 11 01
10 01 11
00 10 01
00 00 10
00 00 00
01 00 00
00 01 00
ll 00 01

63 0221200 00088001 022222200 0000888888
64 0442400 00110003 044444400 0001DDDDDD
65 0884800 00220006 088888800 0003888888
66 1109000 00440000 111111000 0007777777
67 0212001 00830018 022222001 0008888888
68 0424002 01100031 044444002 001DDDDDDC
69 0848004 02200062 088888004 0038888888
70 1090008 04400004 111110008 0077777770
71 0120010 08800188 022220010 0088888880
12 0240020 11ooo311 044440020 o1DDDDDDc1
73 0480040 22000622 088880040 0388888883
74 0900081 44000844 111100080 0777777707
75 1200103 03001333 022200101 0888888808
75 0400207 10003111 044400202 1uDDDDDC1D 01 11 no

01 01 11
10 01 01
no 10 01

77 0800408 20006222 088800404 3888888838
78 1000810 40000444 111000808 7777777077
79 0001038 00018888 022001010 688888808?
80 0002070 00031110 044002020 5DDDDC1DE 01 00 10

00 01 00
11 00 01
01 11 00
10 01 11
11 10 01
00 11 10
11 00 11
01 11 00

81 0004080 00062220 088004040 3388888388
82 00081C1 000C4440 110008081 7777770779
83 0010383 00188880 020010103 6EEE880EF2
84 0020707 00311100 040020206 SDDDDCIDES
85 0040808 00622200 080040400 3BBBB83BC8
85 0031C1D 00C44400 100080819 7777707797
87 0103838 01888801 000101032 6888808828
88 0207075 03111003 000202064 5DDDC10858

OODOODOODOOI-‘OOI-‘ODOOD-‘GOOD-‘O03I"DDOD-‘OOOOOOOI-‘OOOOOODD Dr-‘I-‘ODDCIOODOODGOOD!-OOOI-‘D0000DDDOODJ-‘OOCIODCICODDOODD O00!-‘O00!-‘GOO!-‘GOOFOOOHOOOHOOOODDOOOOOOOOOOOODOOOOD ‘PHOI"I"HOI-vHHOPHPOHHHOOOODDOODDDOOQDDOOOODDOODOOODD DOOODO0I-vHHHOQHOOHOOP‘l"'OI"‘DOODI"'D|3OD'*|Di"'ODC|OOI"‘OODDOODD
29 November 1999 Encryption Sample Data
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Samsung Ex. 1119 p. 915

BLUETOOTH SPECIFICATION Version 1.0 B page 915 0f1032

Appendix IV - Sampie Data

0405083
0S1C1D5
1038333
0070756
0050530
0101059
0333382
0707565
0508303
1C1D594
1833828
1075650
0003031
01D5943
0338286
0756500
0E3C316
1059430
1382861
1565003
0303136
1594300
0828618
l650C30
0031860
1943000
1286180
0500301
0318602
1430004
0861808
1003011
0186022
0300045
0618083
0030115
1360223
1000455
0180833
0301155
0502233
0004555
1808333
1011555
0022423
0045556
0083330
0115559
0223382
0455564
0833308
1155591
0233822
0555644
0333038
1555911
0333222

Encryption Sample Data

06222006
00444000
13338018
31110030
62220060
4444DOCl
03830133
11100307
22200605
444flOC1C
03801838
11003070
22006080
4400C1C0
08018380
10030701
20060202
400C1C05
00183803
00307015
0060E023
00010055
01838033
03070154
OGOEDZAE
00100550
18380330
30701541
60802332
41005505
03803303
07015415
0E023623
lC055054
38033038
70154151
60238233
40550546
00330388
01541518
02132834
05505468
033038D0
15415131
23823342
55054684
23038D09
54151312
28233424
50546848
20389090
41513120
02334240
05463431
033D0903
15131206
23342408

000404008
000303191
001010323
002020646
004040080
008081919
010103232
020206464
040400808
030015191
101032323
002064647
004008088
008191910
010323233
020646475
040030383
081919104
103232339
006464752
000303384
019191848
032323390
064647520
acacaanao
191910480
123233900
045475201
0BCBE3402
119104304
032339008
064752011
008834022
191D48044
123390088
047520111
033340222
110430444
033900888
075201111
0EA402222
1D4804445
139008883
152011115
034022220
148044457
090088833
120111150
040222283
080444575
1008883E3
001111505
002222833
004445755
000383833
011115855
022228333

3888838080
7777077979
GEEEOEFZFZ
5DDC1DE5E5
3888380808
7770779797
GEEOEFZFZF
5DC1D35E5P
BBBZBCBCBF
7707797978

HHOGD0ODHO
6EOEF2P2FC
501DE5E5P8
383BOB03P0
7077979780
60EF2F2FC1
41DE5B5PS2
03BOBCBF04
0779797809
0EF2P2FC12
1DE5E5F325
3BCBCEF04B
7797975097
6F2F2PC12F
5E5E5F825E
3CBCBFO4BC
7979720979
72F2FC12P2
65E5FB25E5

DDHHOHOH0HHHODGoOH
4BC8F048C8
1797809796 DH
2F2FC12F2C
5E5P825E59
30RP04BOB2
797E097964
72FC12F2C9
65F825E593
4BFU4BCB26
1780979640
2FC12F2C99
5F325E5932
3F04BCB254
7E09796409
7012F20992

DI-D-‘CICIOCII-I-‘D000!-‘
7B25E59324
704BCB2E43
6097964091
412P209923
U25E59324fi
D48C82648D
0979640913
12F2099235
2585932463
48CB2648D5
1796409133
2F2C992357
5859324638
3082648D5C

HO!-‘OODI-OODOCID
29 November 1999

HODHHHH0Ha0HUU00UHHHHHHoH0aHHHH0HU0HHHHoHHHoD0DUHHHDHHH HHDHoH0HaH0HHOH0HHoHOOoH0HU0HU0HUHHOHHDHOHHDD0aU00UDHHCHo
Bluetouth.

11
D1
10
00
O0
00
DO
00
01
DO
10
00
00
00
00
00
00
O0
O1
00
10
11
00
11
D1
11
11
11
11
11
10
10
01
00
10
11
00
11
00
10
D0
01
00
10
D0
01
O0
11
01
11
10
D1
10
00
00
00
01

AFFLT0294143



Samsung Ex. 1119 p. 916

BLUETOOTH SPECIFICATION Version 1.0 B page 916 of 1082

Appendix H/- Sampre Data

1556445
03AC83B
1559117
035222?
156445?
03CB8BF
159117?
0B222PE
16445PD
0CB8BF3
19117F5
1222FE3
0445FD5
08BBF33
1117855
022FEA3
045F054
085F339
117F553
02FE337
05FD54F
0BF339F
17F553P
0FB337E
1F054FC
1PA39P9
1P553P2
1EAR7E4
1D64FC9
13A9F93
1553526
03A7E4C
154FC98
039F931
153F262
037E4C5
14?C93B
09F9316
13F262D
07B4C53
DFCQEB4
1P93169
1P262D2
1E4C534
1C98B48
1931691
1262022
04C5344
098E438
1316910
0620220
0C53440
1884830
1169100
0202201
0534403
0348807

54684818
28009030
51312060
234240C0
46848180
00090301
13120602
34240004
53481809
50903 012
21206024
4240C048
04818090
09030120
12060240
240C0480
48180900
10301200
20602400
40C04800
01809001
03012002
06024004
0C048008
13090011
30120022
60240044
40430089
00900113
01200227
024004dE
0480089C
09001138
12002270
240044E0
48008900
10011381
20022702
40044E04
00089C08
00113810
00227021
0044E042
0089C'0B5
01138103
02270215
04430423
089COE54
11331038
22702150
44E04230
09C08540
13810330
27021500
4E042300
1C035400
33103800

044457555
088838333
111150555
022283338
044575557
088AE333E
1115D555D
022833333
045755574
OBRERAREB
115055501
023333332
057555744
03E333E83
150555011
0B333B322
175557444
053335889
105550113
133333227
15557444?
033328898
155501130
033332273
155744dF5
033B889EE
155011307
oaBA22?aE
157444F50
OAEEBSEBA
150113075
0B32273EA
17444F5D4
0E889EB39
101130753
132273E37
1444F5D4P
088953396
111307530
022733373
044F5D4F5
089883958
113075307
027383732
04F5D4F5C
09EB39EB8
130753071
073237302
0F504F5Cd
1EBA9EB89
107530712
133373525
15D4F5C4B
0B39EB897
175307128
0E373E25C
104F5C4B8

7964091338
72C992357l
65932453E2
4B264805C5
1640913883
2C992357l4
5932453223
3264805C51
64C9133832
4992357144

I"OI-OJ-‘UFO!-‘O
1324630268
264805C511
4C913B8323
1923571446
32463E2880
6480505113
4913583237
123571446F
2463E2880F
48D5C511BE
1133832370
23571446F3
463E2880F5
0DSC51lBE3
lnaanzlwns
3571446P33
63E288DP55
55C5l1BE33
2333237054
5714469338
2E2880F550
5C511BE330
3832370540
71446F3381
62380F5503
4511BE3306
0323705400
1446F33313
2880F55035
511BE33D63
2237054005
446P338133
08DP550355
11BE33063R
2370540054
46P3381A39
0DP5503553
1BE3306337
3705400543
6P3381339D
5P55035533
3E33063A75
7054005453
7338133905
7550355333
6330633756
5540054B3C

HODOI-‘Iv-‘O0!-‘OOH!-‘I-‘I-‘D-‘HOOD-‘OI-‘Div-‘OFQI-‘I-‘J-‘I-D-‘J-‘!"OD-‘OOOI-‘OOOI-‘O0!-‘
29 November 1999

OOOOHHI-00HOODHOODOOOOODDOI-DDH0000000!-HDOCIODDI-ODHOOQDI-*oI—'I-ca PPOHOI-II-II-‘I-'DO!-‘GOOI-'OOOI-'OI-'I-'I-‘OI-DI-'9!-‘OI-‘OJ-‘OI-‘OI-‘I-‘I-‘OI-‘DI-‘GOOHOOOJHOOOFO OHOWDI'*OI-vI"‘I"'r'P‘|:l1'-'i"OOOI"‘OOOI'-‘Db-ODD?"I"‘P"flI"DI"'Ql'-‘I-‘DOG!-‘DOD-IODI"‘P-'flOP‘flOHHO
1
1
1
0
1
0
0
1
0
0
0
0
1
1
0
0
0
0
0
1
0
0
1
0

1
0
0
I
1
1
0
0
1
0
0
0
1
1
0
0
0
1
1
I
1.
1
0
1
0
1
1
1.
0
0
1
0
0

11
01
01
11
10
01
10
00
01
00
01
00
11
01
10
00
00
00
01
00
10
00
00
00
01
00
10
00
00
01
00
11
00
10
00
00
01
01
11
10
01
01
11
10
10
10
01
01
11
11
11
ll
10
10
01
00
10

Bluetonth.
01
11
01
01
11
10
01
10
00
01
00
01
00
11
01
10
00
00
00
01
00
10
00
00
00
01
00
10
00
00
01
00
11
00
10
00
00
01
01
11
10
01
01
ll
10
10
10
01
01
11
11
ll
11
10
10
01
00

Encryption Sample Data

AFFLT0294144



Samsung Ex. 1119 p. 917

BLUETOOTH SPECIFICATION Version 1.0 B page 917 of1032

Appendix IV - Sampie Data
169100? 70215000 1A9EB3971 2A31AA9D53
OD220lE 6042R00l 153D7l2E3 5503553ABO

10
D0

lh4403C 40054002 0A7AE25C6 2A05RA7561
1438079 010A0004 1dF5C4B3D 540D54EAC3
09100F2 02150009 09EES9715 2313390536
1220135 042nou12 13D712E37 503553RBOC

D0
00
01
01
11
01
11
11

0005 I-‘D-‘I-3-‘I-‘O
04d03CR 0B5«l0024 UTREESCEE ZUERATEEIE
0330795 10R300d3 0F5C4B3DD 40D54BRC30
1100F2R 21500091 1BB3971BA 01AA9D5861
02C|lE54 42A00l22 lD7l2E37»l D3553ABOC3
0403CR9 05400244 IAEZSCEES 05MA75G18fi
0807952 0A80043S l5C4B3DD3 0D54EAC30D
100P2A5 15000911 0B3971BA6 LAASDSSGLA
001E54A 2A001223 l712E374C 3553AEOC35
003CA94 54002446 022506393 6AA756l86A
0079528 23004330 1C4B8DD31 554EAC30D5
00F2A50 50009113 l397lBA32 2A9D5B61RA
0135430 20012236 112237404 553ABOC355
03CA940 40024460 025C6E933 2A756136AA
0795230 000403D9 04B3UD3l0 54EAC30D54
0F2R500 00091132 097133620 29D5B6lAA3
1E54A00 00122364 12E374C40 53MBOC3550
1039400 002446C3 05C6E9330 2756136ARO
1952300 003B8D90 03313133101 «lEllC'3DD540

an-r-ca r-r-r-H
11
11
11
11on-car
11
00
11
01
10
00
01
00
10
D0

D1
11
L0
10

H»->—;—-00000000:-ODD»-ODHOHHO
1235000 009111320 l7lElRE202 lU5EE1RAEl
054A000 01223640 0E374C404 3RBOC35502
0A94000 02446030 1C6E93303 7561363305
1528001 0118313901 lBDD3l0ll 6AC30D540H
0ASD003 09113203 11BA52023 55B61AABl7

14R000E 12236407 037404047 2BOC3S502F
094DO0C 2446C30E OEESBSOEE 56186AA05F
1230013 438D901C 0DD3101lD 2C30D540BF
0500030 11132039 1BA62023A 5861338173
0A00060 22364072 l74C40475 30C35502FD
1400000 446C80E4 OEQSBOBEA 6l36AA05FB
0000130 0BD90lC3 lD31011D5 430D540BF6
1000301 11320391 1A32023RB 031AAB17EC

Db-OD
r-aI-a1-cnr-n-|-ooI-c:r-

01
10

1
L
L
1
0
0
1
0
D
0
1
0
1
0
D
0
0
D
D
109- car-

11
L1
11
11r-ooa r-on-U
11
11
11

C)!-‘K3?-‘C30!-‘
zlol
zlll
Z{2l
zI3l
Z!-U
ZISJ
zis]
z['!l
ztsl
z[s]
2:10]
zI.1..1.]
M12]
2113]

mm]
z[J.5]

Reload this pattern into the LFSR5

Encryption Sample Data 29 November 1999
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Samsung Ex. 1119 p. 918

BLUETOOTH SPECIFICATION Version 1.0 B page 918 of 1082

Appendix H/- Sampre Data
Hold content of Summation Combiner reg: and calculate new CIt+1] and 2 values

LFSRL ex 1C45F?5
LPSR2 <0 TPFSCQJE
LPSR3 cu 1893A20SB
LFSR4 ex 1RD2F1E555

C [I:+1] 4- 10

uu-u--nan--n-uaxu--uuunu--n.u.-.--nu-—-nuu.u.—..n.-.-.nu---nu-gun--.-nu.-an-uunnu--an-u-n----up

Generating 125 key symbols Iencryptinnfdecryption sequence?

240 1C45P25 7PP8C2i5 LS93A206B 1A02P1E555 I- I- O 10 10 ll
01 10 10
01 01 10
11 01 01
10 ll 01
01 IO ll
01 01 10
11 01 01
10 ll 01
10 10 ll
01 10 10
10 01 10
ll 10 D1
DU 11 ll}
11 00 L1
01 I1 00
10 01 11

241 188BE4A 7FP1S4SB 112744007 3405E3CAAB
242 1117C9S 7FE30917 024EB81AF 680BC79S57
243 022F923 7FC6122F 049D103SE 50178F2AAF
2&4 045F257 7FSC245E O93A206BD 202FlE555E
245 OSBEQRE 7Pl348BC l27I4OD7A IOSEBCARBC
246 117C95C 7E309178 O4EB81AP4 00BC795579
247 0239238 7C6122F0 O9D1035E8 0178F2nAF2
248 05F2570 78C215El l3A206BDO 02FlE555E5
2&9 0BEdAEl 71848BC2 O74l0D7A0 OSEJCRAECA
250 17C95C3 63091784 DE881nF40 0BC7955795
251 0P92BB7 46122909 lD1035E80 178F2AAF2B

1F257DF 0C215E12 lR2D6BD01 EFIESSSESE
1E»1aE1F :L343Bc25 1440137303 SEJCRRBCRC
1C95C3E 309178flA O881AP¢O7 3579557953
192B87D 6122PO94 l1035E80P 78F2AAP2B1
125?0FA 42¢5E128 OQOSBDDIE 71E555E562
04AE1F4 04BBC25D 040D7A03D 63CAABCACS
095C3E8 091784A0 O81AFd07A 4795579581

DO!-DCIDOI-‘I-‘D00!-HI-‘I-‘
11 1.0 O1
01 L1 10

1233701 12290961 1035EEOF4 0F2AAF2B14 11 01 11
01 Ll 01
Ol 01 Ll
10 01 01
11 10 01
00 ll l0
DO 00 ll
01 00 00
00 01 00
ll 00 D1
01 ll 00
10 01 11
11 IO 01
01 ll 10
D1 D1 11
00 01 01
10 00 01
O0 10 00

0570FA3 21531283 O06BD01E9 1E555E562S
0AB1Fl6 48BC250$ 00D7A03DQ 3CAA3CRC5O
15C3E8C 117B4AOC 01AF407AS 795S7958AO
0BB7D18 22F09419 03SE8OF4A 72AAF2B14O
170FA30 45E12832 06BD0lE94 6555255280
0E1F46O OBC25065 OD7A03D23 4AABCRC50l
1C3E8C0 1784AOCB 1AF407A50 155795BA03
187D181 2F09¢196 15EBOF4A0 2flAF2B1§06
1OFR302 5El2332C OBD0lE941 555E562SOC
Bl?-I504 3C25D65B 1710313283 2RBC'RC'5Dl§
0338509 7B4AOCBO 0F407R506 557953A033
07D1812 70941960 lE80P4AOC 2332314066
017313024 S12332Cl lDDl.E‘9¢l9 55E5fi2BOC'D
11746049 425136583 lA'\O3D2832 EBCRCSOISR
1E8CO93 O¢ROCB07 l407A5065 5795BAO335
1D1Sl27 0941960? O80F¢AOCB 2F2B1flO6SB
133024? 12832C1F 101E94196 5E56280CD7
146049F 2506583E O03D2832C 3CAC§0l9RE
08C093E IADCB07D O07A50658 795SR0335D
1131270 l4l96OPA O0P4AOCBO 72Bl4066BR
0302dFB 2332ClF4 O1E94l961 6S62SOCD74
06049F1 506583E9 03D2832C2 4AC5019AE9

01 00 10
O0 01 00
ll 00 Ol
10 11 00
01 10 11
10 01 10
ll 10 01
00 11 10
10 00 11

0CU93E2 20CB07D2 073505585 158RO335D3
1S127C5 4196DFA5 OFIAOCBOB 23140653}?
1024F8A O32C1F4B 1E9419616 5628OCD74F

OOI-I-000!-‘DI-‘I-HI-‘I-‘OOOOD-‘D-‘I-‘Ob-‘OI-'03I-‘DOD-DJI-‘)-‘P‘OI-‘O00!-'OOOI= OD!-‘I-‘D0000!-‘OI-‘DDD"'ODQOr-‘I-‘I-r-‘OI-'09:)!-' I-'I-‘I-'OODOODOI-'0!-'0-‘I-‘I-‘O!-‘OI-‘I-'OOOOOOI-‘OGOD-‘OJ-‘I-‘I-‘GO!-‘O0!-‘DOG!-I OO0I"HDI-vOI"‘DOP‘I"1'-'i"OI"'OI"‘Ol"OI"*DI-vO|:}I"'I"'I"'I"‘flDDI"'I"'l'-'l"'DI"*OODOO I"‘Ol"‘OI"‘I-‘I-'OI'-‘D009OP"O|:l!"‘P"P"OOI"‘I-‘OI-vHODDD"D"|3|3ODl"l"OOI-1|»-IDDOI-I
0049F15 O65S3E97 lD2832C2C 2CS019flE9F

29 November 1999 Encryption Sample Data
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0093323
01?7C56
024F8AD
049F15R
0935235
127C563
UQFBAD7
09F15AP
1332355
07C56BD
UFBAD7A
1F15AFd
1E2B5E9
ICSSBD2
13nD7AS
115AF4B
0235596
OSGBDZD
0AD7A5B
15AF4B6
UBSEQGD
1630233
0D7A5B7
lEF4B6F
15E96DF
0BD2D3?
173537?
UF4B6FF
1E§6DFF
1D2DBFE
1ASB7FD
1dB6FFA
096DFF4
12DBFE3
05B7FDO
0B6FFAl
16DFF42
DDBFEBS
1B7FDOB
16FFR15
oDrF42D
1BFE35B
17FDOB7
uvrales
1FFd2DF
1PE35B?
1FDOB7?
1FRl6FF
1F42DFF
1E85BFP
1DOB7FE
1A16PFC
142DPF9
OSSBFFB
10B7FE6
016FFCC
02DFF93

Encryption Sample Data

0CB07D2F
l960FA5E
32ClF4HC
6533E973
4307D2F0
160FR5E0
2C1F4BC1
53329783
307D2F06
GUFASEUD
41F4BC1B
03E97836
07D2P06C
OFASEODE
1F4BC1B0
33978361
7D2F06C2
7A5EOD35
74BC1BOA
69733615
52Fn6C2B
25EOD357
4BC1BOAP
l7B36lSF
2F06C2BF
5EOD357P
3C1B0hFE
7B3E15FD
706C2BFB
60DB57F6
AIBOAFEC
03615PDS
06C2BFB1
0D357F63
IBOAFECG
3615PDBC
6C2BFB18
53573631
30AFEC62
615FDBCE
42BFB1aB
057F6317
0AFEC62E
l5FDBCSC
25531359
57F63172
2FEC62E4
SFDECSC9
3FB18BB3
7F631727
7EC62E4F
7D8C5C9F
7313393?
7631727F
6C62E4FF
53C5C9FE
313B93FC

1A5065359
l4AOCBDB2
094196164
12333C2C3
050653591
OAOCBOB22
131961645
0832C2C3h
106535915
CIUCBOBZZB
019616457
032C2CBAF
065859153
0CBOB22BC
196164573
12C2CSAPO
0535915E0
030322361
161645733
OCZCSRFO7
lB59l5EOF
10B22BC1F
01645733?
C|2CBRl7D7F
O5S15EUFF
0B22BC1FE
1645783FD
OCEnF07FA
191 SECIFFS
122EC1FEE
OlS783FD7
OBAFOTFAE
115EOFF5D
02BC1FEBB
05733FD77
0AP07FAEF
l5EOFF5DE
OBCIFEBBD
1733FD77A
0FO7FAEF5
lEC|FF5DER
1C1FEBBD5
133PD77AA
lD7FREF55
OOFFSDERR
01FEBBD55
03PD77MAA
07FREFS55
OFFSDERAA
1FERBD554
1FD77AAA9
IFAEFSSS3
1F5DEAAA7
1EBBD554E
lD77hAA9C
1AEF55533
15DERAA70

53A0335D3E
3l4066BA7D
62BOCD74FB
d5019AE9F6
0R0335D3ED
14n66EA7DR
2BOCD7dFB5
5019AB9F6A
203351335 DOD-C39!-OCIOCI
l066BA7DAn
00CD74FB54
019AE9P6A9
0335D3ED52
D66BA7DAA4
0CD74FB549
19AE9F6A92
335D3BD524
66BA7DAA49
4D74FB5493
IAEQFGAQ26
35D3ED524C
6BA7DAA499
5749554933
2E9F6A9266
5D3ED524cc
3A7DAA4993
74FB5d933l
ssrsngzesz

|—Aa|-DI—->—-OI—-o>-OCIcII—-»—A|-|-»—-
53RDS24CC4

|—-|—-27DAAl9988
4FBS493310
1F6A926620
3ED524CC40
7DAA49938l
7B54933103
7639266206
6D524CC4OC
5hA4993319
3549331033
6392662067
SEZQCCQOCE
2A4993319C
5493310339
3925620672
524CC<lGCE!5
2499331903
4933103394
1266206728

I-‘I-I-J-'0-DD-‘I-‘CID-I-‘C3!-‘€30!-‘OI-‘
24CC40CES1
4998S19CA3
1331033947
2662067233
4CC40CE51D
19B819CA3B
3310339477
6620672352
4C40CE51DC

Onon-Cai—I|-I-n—I
29 November 1999

cool-Hool-Hcan-Uc3|-oc:a-or-c:|-or-|-or-r-Hr-I-out-or-n-Hon-on-Hoc:|-r-Uaac:c:I:Io)-
car-ova»-ocaoh
U
1
0
0
1
1
0
0
0
D
1
1
0
1
1
0
1
D
0
0

I-OI-‘CID!-‘OD!-'OD!-DI-‘I-‘CI!-‘CID-‘I-‘C3!-‘OI-‘DI-I-'

Bluetouth.
00
10
D0
01
11
10
D1
01
10
11
11
11
10
10
D1
10
11
O0
10
O0
00
01
11
10
10
01
00
10
11
01
D1
00
10
11
01
10
O0
O0
00
D1
D0
10
00
D0
D1
00
10
D0
D0
01
11
11
10
10
D1
10
00

AFFLT0294147
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OSBFFSL
DBTFEGE
IBFFCCS
ODFFQSA
1BPF315
17FE52i\
DFFCC54
LPFQSAS
1PF3150
11736230
IFCCSGL
IPQSAE2
1F31504
1E62AD9
1CC5412
1933824
1315049
062A093
0C54127
1flAS24E
115D49C
02AO938

631T27F8
462E4FF1
OCSCQFE2
lBB53FC4
31727F88
52 EJ171711
45C9FEI22
OBSBPCQ4
LTETPSSQ
2E4FFl12
5C9FE225
393FC44B
727F889?
64FFLl2F
49FE225E
13PC44BC
ETFBSSTQ
4FF112F3
1FE225E6
3FC44BCD
7FfiB979R
7FL12F35

OBBD554E1
l?7AAA9C?
OEFSSSEB4
LDEAAATOS
LBD554E12
l73AR9C2¢
0175553349
lEAAA7093
lD554E12T
lR.3\A9C24F
l55S3E49E
OAAA?D93C
1554E1279
0AA9C24F2
155384934
OAA7093C9
154E12?92
OA9C24F24
153349548
OR7093C91
14E127922
O9C24F244

18Sl9CA3B9
3103394???
62D6728EE4
44OCE5lDC9
O819CA3B93
103394 7725
205728EE4C
JOCESKDCQS
019CM3B933
0339477267

I-‘D-D-J-‘OD-Iv-‘OI-'0
DB?2EEE4CF
0CB51DC99F
19CA3B933E
33947?26?D
6?28EE4CFB
4E51DC99P7
1CR3B933EE
3947726?DE
723EE4CFB9
651DC99F7l
4R3B933EE3
14T7267DC5

Ocu-H00:-9-‘!-‘b-|—-H D1—II—-r-I-:-n-I—A|—-u::cII—'Dor-I-I—'I:‘aHCIoO r-oa-Or-OI-Or-on-cIr-r-I-a-IcIr-I-n-ar- OOClI"‘Dl"ODI'-‘Iv-vl-vOOI'-'|—fifiOODOI'— I"‘|:lOP"OOIv-vI-‘DI-vl-'DDP"P"|3000i"l:lO
00
D1
D0
11
00
11
D1
01
00
10
DO
00
01
DO
01
00
10
00
00
01
ll
10

Bluetonth.
O0
00
O1
00
L1
00
ll
01
01
DO
10
00
00
O1
00
01
00
10
O0
O0
O1
11

29 November 1999 Encryption Sample Data
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1.4 THIRD SET OF SAMPLES

Initial values for the key, pan Address and clock

R'r.'3[0] R‘c3[J.] R'c3[2} K‘c3 E3]
K‘c3[4] K‘c3[5] K‘r:3[S} }\'.'C3{7]
|{‘c3[E] |C‘c'3IS} 1:‘;-3[1o] 1:-c3[111
|C‘c'3[12] |{'c3I13] |(‘c3[1-1] K‘c3[}.5I

Adctrslol - FF Mdzall} - FF .mid.r3[2I - FF
mm-3:3] . FF Addr3[-1] . rs Addr3 [51 . rr

Clk3[0} = FF C1k3[l] - FF C1k3[2] =

...................-...................-..u....................................................

1711.1 LFSR$ with initial data

t Clkfl LFSR2 LFSR3 K1 K2 K3 K4 2 C{t+1] Cit] C[t—H

0000000‘ 00000000‘ 000000000‘ 0000000000‘
000000l‘ 00000001‘ 000000001‘ 0000000001‘
0000003‘ 00000002‘ 000000003‘ 0000000003‘
0000007‘ 00000004‘ 000000007‘ 000000000?‘
000000?‘ 00000009‘ 00000000?‘ 000000000?‘
00000lF‘ 00000013‘ 00000001?‘ 00000000lF‘
000003F‘ 00000027‘ 00000003F‘ 000000003?’
000007?‘ 0000004F‘ 00000007F‘ 000000007F‘
00000FF‘ 0000009?‘ 0000000FF‘ 00000000FF'
00001FF* 0000013?‘ 0000001FF* 00000001FF‘
00003FF‘ 0000027?‘ 0000003FF* 00000003FP‘
00007FF‘ 00000JFF* 0000007FF‘ 0000000???‘
0000FFF' 000009FF‘ 0D0000FFF' 0000000FFF‘
000lPPF* 0000L3FF‘ 000001???‘ 0000001???‘
0003FFF‘ 00002???‘ 000003???‘ 0000003FPF‘
OOUTFFF‘ 00004FFF' 0D00O7FFF‘ D00O0D7FFF'

DooODO0oo0Da
O
0
0
0
0
0
0
0
0
0
0
0

0
0
0
O U00C

5ooCDDoCDOOoD00o
UOOFFFF‘ 00G09FFF' OUGOOFFFF‘ 000OUDFFFF'
00lPFFP‘ 00013???‘ 0000LPFFF‘ 000001FFPF‘
003PFFF‘ 00037PFF‘ 00003FFFF‘ 000003PPPF‘
007FFFF' 0004????‘ 0000?FFFF' 000007FFFF'
00FFFFF' 0009????‘ OUOUFFFPFV 00000FPFFP‘
DLFPFFF‘ 0013FFFP‘ 000lFFFFF* 0000lFPFPF‘
03FPFFF‘ 0027FFFP‘ 0003PFFFF* 00003FFFFF‘
07FFPFF' 004FFPFF' OUOTFFFFF‘ 00007FFFFP*
0FFFPFF' 009FFFFF' 000FFFFFF' DOUOFFFFFF‘
lFFFFFF‘ 0l3FFFFF‘ 00lFFFFFF‘ 000lFFFFFF’
LFFFFFF 027FFFFF‘ 003FFFFFF‘ 0003FFFFFF‘
IFPFFPF 04FFFFFF‘ 007PFPFFF* 0007FFFFFF'
LFFFFFF 09FFFPFF' 00FFFFFFF* UOUFFFFPPF‘
IFFFFFF LBFFFFFFV 0lFFFFFFF' 00lFFFFFFF'
IFFFFFF 27FFFFFF* OBFFFFFFF’ 003FFFFFFF'

U0OGOoo00ODD0U
IFFPPFF 4FPPPPFF‘ DTFPPFFPF‘ 007PP?FPPF*
1FFPFFF LPFFFFPP DFPFPFFFP‘ UDPFFFFPPF‘
IFFFFFF 3FFFFFFE IFFFFFFFF‘ 0lFFFFFFFF'
1FFFFFF 7FFFFFFC IFFFFFFFF 03FFFFFFFF'

HHHHHHHHHHHO0oDDD0n
HHH0O

UU00UCooHHDoO0oD00U
Encryption Sample Data 29 November 1999
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35 1FFFFFF 7FFFFFF9 LFFFFFFFF 07FFFFFFFF* 10 00 00
35 36 IFFFFFF ?FFFFFF3 lFFFFFFFF OFFFFFFFFF’ 10 00 00
37 37 IFFFFFF 7FFFFFE7 IFFFFFFFF IFFFFFFFFF’ 10 00 00
38 38 1FFFFPF 7FFFPFCF LFFFFFFFF 3FFFFFFFPF* 10 00 00
39 39 1PFFFPP 7PFFPP9F LFPFPFPPF TPFPFPPFFF* 10 00 00

start clocking Summation Cnmhiner
uuuuuuuupu.-uuuuuunuuuuuuuunuunuuuuuuuuuu-unau---unuuuuuuu-um-u.-uuu--.--"nun.-uuunuuuun-.--"mu.

£0 IPFPFPP 7PPPPF3F LFPFPFPPP TPPPFPPPPP 1 1 1 1
61 1FFFFFF 7FFFFE?F IFFFFFFFF ?FFFFFFFFP
42 1FFFFFF 7FFFFCFF IFFFFFFFF 7FFFFFFFFF
43 IPPFPPP 7FPFP9PP LPPFPPPPP TPPPPPPPPF
44 IPFFFPP 7FPFP3PF lPPFFFPPP TPFFFPPPPF
£5 1FFFFFF 7FFFE7FE lFFFFFFFF ?FFFPFFFFF

O 01 L0 00
10 01 10I-‘ I-‘ F‘ I''‘
10 10 D1
00 10 L0
11 00 10
00 11 00I-‘I-II-II-'

46 1FFFFFF 7FFFCFFC IFFFFFFFF TFFFFFFFFF
47 IPPFFPP 7FFF9FP9 LPPPFPFFP TPPPFPFPPP
48 IFFFFFF 7PPF3FP3 LFFFFFFFP TFFFFFFPFF
49 1FFFFFF 7FFE?FE6 lFFFFFFFF ?FFFFFFFFF
S0 1FFFFFE TFPCFFCC IFFFFFFFE ?FFPFFFFPF
51 IPFFFFC 7PF9FF99 lFFFFFFFC TFFPFFFFFF
52 IFFFFFB 7FF3FF33 LFFFFFFFS TFFFFFFFFF
53 1FFFFFO 7FETFE6T LFFFFFFFO TFPFFPFFFF
54 1FFPFEO 7PCFPCCF lFFFFFPE1 TFPFPPFFFF
55 IFFFFCD 7F9FF99F IFFFFFFCI TFFFFFFFFF
56 IFFFFBD 7F3FF33E lFFFFl7FB']" '?FFFFFFFFE
57 1PPPF00 7E?FE67C LPPPPFPDF TPPPFPPPPC
58 IPFPEOL 7CPFCCP8 LPPFPPELB TPPPFPFPFS
59 1FFFCD3 79FF99FD 1FFFFFC3C ?FFFFFFFFO
60 IFFFBD? 73FF33ED 1FFFFFB76 YFFFFFFFEI
61 1PFFO0F 67FE67CO IFPFFFDFO TFFFFFFFCE

00 00 11
L0 00 00
01 10 00
10 01 10
10 10 01
00 10 10
ll 00 L0
00 11 00
00 00 ll
10 00 00
D0 10 DO
00 00 L0
10 00 00
01 10 DO

I-‘I-D‘I-‘I-‘P-‘D-‘Q-‘I-‘Iv-‘I-‘I-I-I-‘I-‘I-I-I-‘ I-‘D-‘OD!-‘D-‘R-‘l-‘I-‘r-‘I-‘I-I-I-‘I-‘I-‘I-I-‘
10 01 1.0
10 L0 01

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1I-H I-I-‘

62 IFFEOIE QFFCCFSO IFFFFEIE1 7FPFFFFF87
63 LPFCOSC lFP99?00 LPPFPCSCS 7PFPFPFFOF
61 LFF8078 3PF33E01 LPFFFSTBT 7FFPFF?ElE
65 1FFO0F0 7FE6?C03 IFFFFOFOF ?FFFFFFC3C

00 10 1.0
11 00 L0
00 ll 00
00 00 11
10 00 00
01 10 00
10 01 LG
11 1.0 01
O1 11 10
D1 01 ll
00 D1 01
10 00 01
00 IO 00
OCI DCI LG

66 1FE01E1 TFCCFBOS IFFFEIELE ?FFFFFFB?8
67 1FC03C3 7F99PO0A lFFPC3C3C TFFPFFFOFO
68 1FB0737 7F33EO15 lFFF87873 7FFFFFE1El
69 1FO0FOP 7E6?C02A IFFFOFOFO ?FFFFFC3C3
70 1E01E1E 7CC?8054 lFFBLE1E1 TFFFFFSTS7
?l 1CO3C3C 799FOOR9 lFFC3C3C3 7FFFFFOFOF
T2 IQDTBTB 73380152 lFFB7E'}'8']|' '?FFFFElE'lE
T3 100FOP0 SSTCOZAS IFFOPOPDF TFFPFC3C3C
T4 00LE1S0 4CP305¢B LFEIEIELP TPPFF8?878
75 0D3C3Cl 191700396 lFC'3C3C3F TFFFFCIFDFCI

01 DO OCI
11 01 00
11 L1 01
11 11 1.1

76 0078783 33E'D1.52C lF8'?'8787F TFFFEIEIIEI
77 00F0?0? 6TC02R59 LPOFOFOFF TPPPCECEC3
T8 0LBlEOE 4P8054B3 LEIBLEIPF 7PPP878787
?9 D3C3C1C lFO0R966 lC3C3C3FF ?FFFOFOFOF

r-I-|-r-o-I-I-r-n-r-r-I-I-r-r-I-I-r-
80 0?3?83B 3E01S2CC l673?8?FF ?FFE1ElElE 11 11 11

ll ll 11
ll 11 11
11 1.1 1.1
11 11 11
ll 11 Ll
ll 11 ll
11 11 11
11 11 ll

91 OFOPOTO 7C02A598 l0FOPOFFP 7PPC3C3C3C
82 IELEOE0 78054330 OLEIELFFP 7FPS7S7878
63 1C3ClCO 700A966O GJCZCBFFE ?FFOPOPOFO
64 18?B380 60152CCO 0?8?87FFC ?FE1E1E1E0
85 10F0700 40285980 OPOPOFPFE 7FC3C3C3C0
85 0l80E00 00543300 IBIELFFFO 7F3787378O
67 03C1C00 00396601 lC3C3FFEO TFOFOFOFDO
88 0783800 O152CC03 l878?FFCO ?E1E1E1B01

OODOI-‘Iv-‘I-I-‘D0003000I-‘I-‘D-‘Iv-‘I-‘I-HI»-‘I-I—|-‘ DHCIODDOOODI-I-H4-‘I-‘OD!-r-‘OCBI-‘I-‘I-‘I-I-I-‘
I-I-I-I-l:voooH

OOP‘l"P*I-*IwI~P-‘Hr-P‘I"1"i"P"P"I"P"P"l"‘l"HI-‘IwI~HI-'HI'*I'*D"I"I"‘I"'I"l'-'l"I"I"‘r'I-'HI~*wI"I‘ DWWI-0IF‘II-‘I--I-vlv-|I-‘OOI"‘i"‘P"O|:li"‘P"P"OOODI-FODOHDOD"!-"|3OP"C|OQI"‘OODI"OODH
29 November 1999 Encryption Sample Data

AFFLTD2941 50



Samsung Ex. 1119 p. 923

BLUETOOTH SPECIFICATION Version 1.0 B page 923 of1032

Appendix IV - Sampie Data

UF07OU0
1EOEUOO
lClCO0l
1838003
1070007
OOEDOOF

D1CD01F
033003?
070007?
OECIDOFE
1CCllJ1F'D
ISDOBFR
l0007F4
U000PE8
UOOIPDO
D0O3FAO
D0O7F4O
000F331
UOIFDU2
OOBFADE
007F403
00PE31§
0LFD02C
03171059
0717-1053
DFESIGS
LPDOZCD
1FRD5SB
11740337
IEBLEGE
1D02CDC
lAO59B9
1403373
0816637
IOZCDCF
005939?
OOB373E
Ul66E7D
DZCDCFB
05939177
03373317
166E7DF
DCDCFEE
l9E|9F7D
13 73 E173
06E7DP7
DDCFBEP
1B9F7DF
l73EFBF
0E7DF7F
lCFBEFF
19F7DFE
ISBFBFC
O7DP7F8
OFBEFFO
1F7DFE1
IEFBFC3

Encryption Sample Data

O2A598U6
OSQBSOOD
OA96601A
152CCO35
2A59806B
E4B3DOD7
29550185!
EICCOSSC
25930638
4B3C|DD'?1
166U1AE2
2CC035C5
59806333
330OD717
G60lAE2F
4CO35C5F
LBOSBBBE
3DOD717C
6U1AE2F8
4035C5FO
ODSBBBEO
00D717C0
O1AE2P31
CIBSCSFD2
DEBBBED5
0D7l7COE
lAE2PSl7
JSCSFOZF
GBEBEOSE
S717COBD
2E2FBl7A
5C5F02F5
IBBEOEEB
717COBD7
62F8l7flE
45PO2P5C
OBEOSEBQ
17COBD72
2F817AE5
EFOZFSCR
3EO5EBQ4
7C03D728
73l7AE50
702F5Cll_'|.
EO5EBS»l2
40BD7235
01782503
O2FSCA15
05E8942B
0BD72S56
l7AE50AC
ZFSCAISS
5EB942B3
3D72B56S
7AE5DACD
75CRl59B
68942336

IDFUFPFSO
01ElFFFO0
UBCEFFEOI
0737FFC03
0FOPFF307
IEIFFFOOF
lC3FFEDlF
l37FPC03F
l0FFF307F
OIFFFOUFE
OBFFEOIFD
07PFC03PE
OFFPSOTF7
IFFFOOFEE
IFPEOIFDC
LFFCOSFES
lFF3D7F70
IFFUOPEEI
IFEUIFDCR
lFCO3FB84
lF807F703
1FOUFEE11
lE0lFDC23
1CO3FBBd7
130717703?
lUOFEE1lE
UULFDCQBD
ClD3FB347R
OD7F7C|BF4
OUFEEIIEQ
OIFDCZBD3
O3FB847M6
07F703?4C
OFEEIIESB
1FDC23D31
lFB3I7A53
lF708F{C7
1EE1lE98F
1DC23D31P
lBB47fl63F
l7C|3F4C7F
0El1E93FF
1C23D31FF
lB47Afi3FE
l0EFdC7FC
U1lE93FF3
U23D31FFO
O§7R63FEl
0BF4C7?C3
LLESSFFS7
OSDBLFFOF
07A63FElE
0P4C7FC3C
1E93FF373
lD31FFUFO
IAEBFEIEI
l4C7FC3C3

7C3C3C3CO3
7878737307
70FOFOFO0F
6lElE1E0lE
43C3C3C03C
0737373073
DFUFCIFOUF1
1E1E1B0lE2
3C3C3C03C4
7878730783

HOOCIDOD-I-I-‘>-
70FOFDUF1O
6121301321
d3C3CO3CI3
D7378D7B87
OFOFODFIOE
lElEO1E2lD
3C3CO3C43B
7878078377
70FO0F1OEF
6lE0lE2lDE
43C03C43BC
0730733773
DFUOFIOEFI
1EOlE2lDE3
3CD3C¢3ElC7
730733778F
700P10EF1P
601E21DE3F
403C43BC7F
0O78B77BFF

|—-|—-|—-u-b-DOoOc:ooOCIOOGo|-n—-
DOFIOEFIFE
DlE2lDE3PD
D3C43BC7FB
U7B8778FF7
DFIOEFIFEF
lE2lDE3FDE
3C{3BC7FBC
783773FF73
710EP1FEF1
63lDE3FDE2
I43BC7FEC'4
U8773FF783
IOEFIFEPLU
'21DE3FDE2l
I3ElC7FBCd3
0778FF7386
DEPLFBPLOD
1DE3FDE21R
3BC7F8C434
773PF78359
GPLFEFLUDS
SE3?DE2lA7
3C7FBC434F
78FF73869F
71FEF1OD3E
63FDE21A7D
d7FBCd34FB

>-L-to-ODH|—|-OH»-Ono-u-DHOODOODHOI-H
29 November 1999

acnr-n-|-r-oc:c:or-I-|-r-aaac:r-I-r-v-
D
0
0
D
D
D

I-‘I-‘O-‘I-DOC)!-‘I-'I-‘D-Ell-'1-‘I-‘CIUCSDI-'C)C)Ol-‘I-I-I-' r-r-cacaoool-Hr-I-I-Hc:I-b-r-n-ooI-|-r-on-I-Ur-or-r-onr-ooa-I-I-oooor-Door-r-or-Dcnoc:
Bluetouth.

11
11
11
11
10
10
D1
10
D0
DU
00
O0
01
11
11
11
11
11
11
11
Ll
11
11
10
10
10
01
D1
11
10
10
L0
01
01
11
11
ll
11
11
10
10
10
10
10
D1
L0
00
D1
D0
10
00
DU
01
O0
10
00
11
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Appendix H/- Sampre Data

1DF?F86
IBEFFOC
17DFE19
0FBFC33
1F?P866
IEFFOCC
1DFE199
1BFC333
1?F8666
DFFDCCC
1FE1999
1FC3332
1FB6661
1FOCCC8
1E19991
LC33323
1866647
10CCC8F
0L9991E
033323C
0666478
OCCCBFO
1999151
13323C3
0664736
OCCSPOD
1991E1A
1323C35
0647863
DCBFODS
191ElAA
123C354
OQTSSRQ
08FOD53
11E1AA6
03C351C
0786399
0PODS33
IEIAASS
1C354CC
136E998
10D§33l
0LAA662
0354CC5
DSAQSBR
0D63315
1AA662A
154CC54
0A998A8
1533151
0A662A3
14CCS¢?
0998A8E
133151D
0662A3B
0CC54?7
19SA8BF

57285660
2E50RCDB
5CA159B6
3942B36D
728566DB
SSOACDBS
4A1$9B6n
l42836DB
28566DB5
SDACDBSD
2159B6DA
42336035
0566DB6B
OACDBGD6
l59B6DAC
2B36DB5S
566DB6B0
2CDB6D60
SQBGDACO
336DB580
66DB6B0l
4DB6D603
IBSDACOT
36DB5BDE
sunaaolc
58606039
36DAC073
6DB580E6
SB6BO1CD
36D6039B
6DACD737
5B580E6E
36BO1CDC
6D6039B8
5ACO?3?0
3580E6EO
SBDICDCO
56039381
2C073703
SBOBEEDS
zolcncoc
60393818
40?3?03L
00E6EG63
o1cncoc5
039B818C
07370318
0E6E063D
1CDCOC60
39B31SCO
73703180
66ED6301
4DCOC602
lB818C05
37031803
66063017
5COC602P

098FF8786
l3lFFOFOC
063FElEl9
0C7FC3C32
l8FF87865
IIFFDFBCB
O3FE1E196
0TPC3C32C
0PP878659
IFFDFOCBZ
1PE1E1966
1FC3C32CC
lP8786599
IFOFOCEIS
1E1E19666
lC3C32CCC
187865999
l0FOCB333
01E196666
O3C32CCCD
078659991
0FOCB3334
lEl966669
lC32CCCD3
1as5999A7
l0CB3334F
019666693
032CCCD]C
06599SA73
0CB333¢F0
196666991
l2CCCD3C3
05999R787
OB3334FOE
166669ElD
OCCCDBCJA
199987875
1333dFOE8
06669E1D6
OCCD3C3fiE
199A7s759
1334FOEB2
0669E1DS5
OCDJCBRCB
193737595
134FOEB2C
069BLD659
0D3C3AEB3
LA?37S96?
l¢FOEB2CE
09E1D659D
13C3ACB3A
078759675
0POEB2CEB
lBlD659D6
1C3ACB3AC
187596759

0FF78869P7
1FBFlDD3EF
3FDE21A7DF
7FBC434PBF
7P?8869PTE
7EFl0D3EFC
7BE2lA7DF§
7BC434FBP3
778869P7E6
6F1DD3EFCC
5E2lA7DF99
3C43dPBP33
78S69P7E67
?10D3EFCCE

I"O|-J-‘J-‘D-‘P-‘OI-‘Iv-
621A7DF99D
4434PBP33B
0869P7E676
10D3EFCCEC
21A?DF99D9
¢34FBF33B3
069FTE6766
ODZEFCCBCD
1A7DP99D9B
34FBF33B37
69F7E6766F
53BPCCECDP
27DP99D9BP
¢FBF33B37E
1F?E6?66FC
EEFCCECDFQ
?DF99D9BF3
7BP33B37E7
77B6766FCE
6FCCECDF9C
5F99D9BF38
3F33B37E70
7E6766FCEl
?CCECDF9C2
?99D9BF385
7333375703
6676fiFCEl7
GCECDFSCZF
19D9EP385E
33B37E70BD

1
l
l
1
1
l
l
0
0
O
O
1
L
O

0
1
1
0
0
1

6766FCE17B
4ECDF9C2P6
1D9BF385ED
3B37E7OBDB
?66FCEl?B6
6CDP9C2P6C
59BP385ED8
33?E70BDBO
66FCE17B6l
4DP9C2F6C2
1BF385ED85
37B?0BDBOB
6FCE1TB617

D-‘Ir-‘DOI-‘DI-‘OI-‘OI-i—'OOOOI-‘I-‘P-‘D-‘GOOD-‘OOL-‘
29 November 1999

ODaHHHOHHDOHHHOODOOOOHHoHOHHDHHOHH0HHOHHOOHHOHDH0OODHoH0O PPHHOOI-IO!-'I-'00!-'0-‘O0!-‘I-‘DO!-‘I-‘OI-‘O0!-'IHDDOOI-‘J-‘I-‘I-‘GOOD!-‘I-‘I-'I-‘I-II-II-II-‘I-'OOOFPOOP HHPWHO!-vl-vDDr-P‘|:l1"'i"P‘OOI"‘I"*OOI'-‘I-'*I-I-vI-II-VDI"'WVI"HOQIHOHIHOODDHODDWHHHQHHHH DOHODIr-‘I--'I-vI-5I-IOP’QOOHH1"‘P”OF‘OI"‘DOI-vDI"'DI"‘D"OI-"i"'P-'P"l:lOP"I"‘OI-II-‘DI-‘I-‘HDOODOODW¢D
11
00
ll
01
01
DO

10
00
00
D1
11
10
10
01
10
ll
00
11
01
10
D0
00
01
D0
10
00
00
01
00
ll
00
00
00
01
11
10
10
10
01
01
ll
10
01
D1
DO
10
00
DO
00
Ol
00
10
11
Dl
01
11
11

Bluetonth.
00
ll
00
L1
01
01
DO
10
00
D0
01
ll
10
10
01
L0
ll
00
11
01
L0
00
00
D1
DO
10
00
DO
01
00
ll
00
00
00
01
11
L0
10
10
01
01
L1
10
D1
D1
00
10
00
00
00
Ol
00
10
ll
01
01
LL

Encryption Sample Data
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Appendix IV - Sarnpie Data

13151DE
OSZRBBC
0C547T9
IBABEPB
1l51DE4
o2l3BC9
0547793
DASEP27
151DE4E
oA3Bc9c
147?s3a
DSEP2?O
llDE4E1
U3BC9C3
0779387
DEF270F
lDE4E1F
IBCQCSF
179391?
0F27OFF
lE4ElFF
ICSCSFE
19387FD
127oFFA
oazlrrs
D9C3F
ISBTFD7
U7oFrAE
OEIFFSC
ICEFEEQ
187FD73
LOPPAES
OLFPSCC
UBFEBQE
0?FD731
OPFAEG3
lFF5CCS

Encryption Sample Data

3B18CO5F
7031803?
EO53DlTE
40C602FD
O1SC05Fh
U3lBDBF5
OG3Ul7EB
OCSUEFDS
LSCUSFAD
31EOBF5R
EBOIYEBS
4602PD6A
OCOSPADE
IBOBFSAA
3Ul7EB55
SD2FDSAA
405FAD54
OUBFSAAS
01733552
OZFDSAAS
UEFADEGR
OBFSAAB4
lTEB5529
2FDfi3A53
EFQDSQA7
3F5AA94E
73355293
TDERRSBE
7AD§4A70
7SAA94El
EBSSZQC3
SGAASSBS
2D54A7OC
5AAS4E19
35529C33
EAA5386S
554A7OCD

1DEB2CEB2
01D659DE5
OBACBBACB
015967591
OE32CEB2P
IDSSSDGSE
1ACB3ACBc
159675973
DB2CEB2Fl
IGSSDESEB
OCBBACBCE
l9ST59T8D
l2CEB2F1A
OSQDGSEB4
0B3AEBCGE
l67597BDO
0CEB2P1Al
l9D6SE342
LSACBCGE4
OT597BD09
0EB2FlAl2
1D65E3425
1ACBC€34B
1597aDnss
uH2F1A12C
165334253
DCBC6S4Bl
l97BDO9E2
12F1A12C4
0SE342S88
OBCE84Bl0
l?8DO962l
0FlAl2C43
1E342SB87
1C6B4B10F
lBD09S21F
llAl2C43F

5F9C2F6C2F
EFBBEBDBEE
7E7OBDBOBD
TCEl7E617B
TSCZPGCEFT
TBBSEDSSEE
67UBDEOHDC
4El7B6l?B9
lC2F6C2P73
BESEDBSEEE
?0BDBDBDCC
6173617399
42F6C2P?33
DSEDBSEEST
UBDBOBDCCF
17BSl7B99F
2F6C2FT33F
5ED85EE67F
3DBOBDCCFE
7B6lTB99FC
76C2F?33F9
GDSEEESTFZ
SBUBDCCPE4
3a17H9SFC9
6C2F733F93
585EE67P2T
BDBDCCFEEP
617B99FC9E

D0HDDHHFHoHFHODoHDH0H0D0HH
l2F733F93D

HH0SEEG7P27R
DBDCCFE4F4
l7B99PC9ES
2FT33F93D0
5EE67F27Al
3DCCFE4F42
TBBQFCQES4
7733F93DO9

HHOOOOH

29 November 1999

HOoHHHH0HHH0HOHOHDHoHHoDH0HU0HUHHoHHH
Bluetouth.

11
10
D1
D0
11
D0
11
O1
10
DU
00
O1
O0
10
11
O0
11
O1
10
10
10
O1
10
10

D1
D1
11
10
10
10
D1
LO
ll
00
10
00
DO
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Appendix H/- Sampre Data

Reload this pattern into the LFSRs
Hula content of Summation Combine: reg»: -and calculate new CIl:+:I.] -and 2 values

uuupunnunuuuununnununuunuuuununuununuunnnugnu.-unnnuununuunupuupunuuuupuuuuouuun------------n-o

LPSR1 no 1521359
LFSR2 ¢— 52EF703B
LFSR3 0RC3E9BEF
LFSR4 4PEAB9B70T

CIt+1I O0

Generating 125 key symbols lencryptionfdecryption sequence!

240
241

1521359 528F?03B 0AC3E9BEF 4FEAB9B?O7 0 1 1 1 1 O0 10 00
0A426B3 25lBEO?6 l58?D3?DE 1FD5736EOF DO 00 10
1434D67 4R3DCOED OBOFASFBD SFAAESDCIE Ol 00 00
090935? l47BBlDA l6lF4DF7A 7P55CDB33D 00 01 00
1213595 28FT03B5 OC3E9BEF5 ?EAB9B707E 10 00 O1
O426B3C 51EB076B 187D37DEE ?D5T36EOF6 O0 10 00
OBIDSTS 23DCOED6 l0FA6FBD? TARESDCIEC 00 00 L0
IOQRCFE 47BB1DRC O1F4DF7flF 755CDBE3DB 00 00 00
0135934 OFTO3B59 O3E9BEF5E 6AE9ETO7B1 O0 00 O0
O26B3C8 LBEOTSB3 O?D3?DEBD 55736EOP63 O0 00 DO
D4D679l 3DCDED67 0FE6FBD7fi ZREGDCIEC7 01 D0 D0
DQACFZ2 7B81DRC'F lF4DF7R.F'd 55CDB83DBF 11 D1 D0
1359E44 ??03B59E 1E9BEP5E8 239370731? 10 11 D1
O6B3C88 SBOTSBBC 1D37DEBDO 5736EOF63P D1 10 11
DD6?911 5COED6?8 lR6FBD?A1 2E6DC1EC7E 01 O1 10

242
243
244
245
245
247
248
249 I'-

Olbm-lG|IJ|fllIJI\-II-'
I" 1-‘
J" N
P" so
u-- up
I- U‘

1RCF223 3B1DACFD l4DF7AF42 SCDBEEDBFD
159E446 703B59EO OQBEFSEBS BQBTOTBIFR

ll 01 O1
10 ll 01

1
O
l
0
O
1
O
0
O
O

1
O
O
1
1
0

0B3CE8C 6D76B3CO l37DEBDDA ?36EOF63F4
1679118 40ED67fi0 O6PBD7A15 GSDCIECTES
0C?2231 OIDRCFOO 0DP7AF42R 4DB83D8FDl
1934463 03B59E0l IBEFSEBS4 1B?O7B1FA3

D1 10 ll
01 01 10
O0 01 01
10 O0 01
11 10 00
01 ll l0
Di 01 ll
11 01 O1
11 11 01
11 11 ll
11 11 ll
11 11 11
10 11 11
10 10 11
D1 10 ll}
01 01 10
O0 01 D1
10 DO 01
D0 10 00
D1 00 10
00 Ol 00
10 O0 01
11 10 O0
00 ll 10
10 00 ll
00 10 00
O0 O0 10

13CB8C6 O?6E3C03 ITDEBDOAQ JEEOFSSF47
0791180 OBD6?307 0PBD7l152 GDCLECTBSE
0F22318 IDRCFOOE lF7RF4234 SBSSDSFDLD
1E4463O 3B59EO1C 1EF5E8543 370?B1FA3B
1CS8C6L 76B3CO39 1DEBDOA91 SEOFSBF477
19113C3 ED578073 lBD?Rl523 SCIECTEBEF
1223187 53C'FDOE5 ITRFIZRIS JSEDEFDIDE
O4463OE 359E01CC OP5B8548D TOTBIFABBD
OSBCSIC 6B3C0399 1EBDOfl91A 6DP63P4T7B
1l18C39 56730733 lD7fil52341 4lEC'7EEEFE

EDD!-‘I-‘£3?-‘OI-‘I-‘CI?-‘I-I-‘DCIIDDODI-‘J-‘D-OI-‘I-‘r-‘I-‘CIO‘3
D231E'1"2 ZCFDDEES7 lRF42l\4SB D3D3F'D3—DEC
0463035 59EO1CCE 15E854SD1 07B1FA3BDS
OSCSLCB 33CD399D OBDOA91R3 0P63F47TBl
113C396 6?BD?33A 1?A15234? 1EC7E8EF63

OI-'0I-'0-‘I-'D-‘OI-'I-‘I-'I-‘I-‘OI-‘I-‘OD!-'C|l-‘I-‘I-‘I-‘J-‘DOUG!-‘I-‘OI-‘CD
031872D 4FO0EG?4 OF42A46BE 3D8FD1DEC7
OSBOESA IEOICCES lE854SDlD TBLPABBDSE
OCEICBS 3C0399D0 lDOR9lR3B 763P477BLC
1BC396A ?80?33AO LAl5234?? 6C?EfiEF639
113?2DS 70056741 142A468EF 58FDlDEC?2
OSOESRB SOICCES3 OESISDIDP 3lFR3BD3E5
061C357 40399DD7 lOA9ll3BF 63F477B1CB
OC396AF OO733AOF O1523477E 47E8EF6396
187255? O0E6741P OSAASBEPD OFDIDECTZC

D-‘I-‘DOOD-‘I-‘ODD!-'03DI-‘OD!-‘P-‘D-‘I-‘ODD-‘I-‘Ob-‘ HOCIODDCIOOI-‘I-I-I-‘ O00!-‘OI-II-II-'l-'
I"HI’-'I"I"DOOI"‘I"'OP‘I"1'-'l"OOOOOl"l"I'-‘DI-I-vDIr-VIHOOD"I"I"‘OI"'Ol-"DI"*OIv-III" I"Ob‘I-UIHDI-'rvDDOP'I"‘OOI"'|:l!"‘OP"l"'OI"‘I-‘I-I-vlr-IIIWI-‘HD"D'*I-"i"‘P"P"l"l"OI"‘OOD

29 November 1999 Encryption Sample Data
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IOESABE
0lCB51C
0396RF9
072D5P3
0E5A3E7
lCB57CE
lsenrsn
12D5F3B
OEABE17
0B§7CEE
lsnfisnc
0D5P3ES
1ABE71l
157CEE2
UAFQDCS
LSFSBBB
0337716
17CEE2D
UFSDCSB
1F3B8B6
lE77l6D
1CEE2DB
190C537
133836?
0771533
0EE2D3?
LDCBBTP
1BBB6FF
1716DFF
OEZDBFF
1CSB7FE
18B6FFC
116DFF8
UZDBFFI
05B7FE3
OBSFFC7
LSDFFBE
0DBPF1C
1B7FE3S
16FFC7O
ODFFBE1
IBFPIC3
17FE3B7
nFFc7oF
1FF8E1F
LPPLCSF
1FE381?
1FC1OFF
IFBEIFF
1P1C3FP
lE387FE
1C70PFC
IBEIPF9
1lC3FF2
03B7FE4
070FFC9
0E1FF92

Encryption Sample Data

01CCE93F
0399907?
0733AOFE
0E614lFD
LCCEBBFA
399Do7F4
133AnrE9
6674LPD2
4CEB3PA4
19DU7F49

33AUFE92
S141PD25
4E63PA4B
1D07F496
3AOFE92D
14lFD25A
6B3FA4B4
507F4968
20FE92DO
41FD25A0
O3FA4B¢0
01F496B0
0FE92D0O
IFDESRDG
3rA4B4nu
7F496S0O
73920000
7D25RUD1
7A4B40D2
14968005
692D0O0B
525A0017
24B4002F
4968005?
IZDUOOBF
2530017?
43400???
IGBUOSFF
ZDOODBFF
5AOOl7FF
3aoo2rrF
S3005???
5000BFFE
2oo17FFD
4002FFFB
00O5PPF1
OOOBPFEE
OO17FPDC
OUZFFPBE
005FPF70
OOBFPEEO
O17FFDC1
OZFFFBBZ
05FFF705
OBFFEEDA
11FFDC15
ZFFFBSZB

0548D1DFA
0A9lA3BFl
l523477E9
0A468EFD2
14aDlDFA4
09lA3BF49
123477392
046BEFD25
03D1DFA4B
l1A3BFdS6
O3471E92C
06SEPD259
0DlDPAAB3
1A3BF4967
1477E92CE
0BEFD259C
11DFA4B39
03BF49672
077E92CE4
0EFD259C9
IDFAABBQE
1BP496121
11E92CE4E
UFDQSQCQC
1FA4B393B
1F49S7271
1B92CE4E2
1n259c9c4
1A4B39385
149672113
092CE4E26
1259C9C4D
043393393
096727136
12CE4E26C
059C9C4DB
033938931
167271363
0CE4E2éC1
l9C9C4DBF
139339512
012113633
0E4E26C73
lC9C4DBF6
l93B9B1ED
127136303
04E26C1B6
O9C4DBF6D
1389B1EDA
0713S3DB4
0E26C7B68
ICGDBFGDI
1B9B1EDA2
1L363DB45
025C7B68B
OIDBFGDIG
09E1EDA£C

IFAJBDSEEB
3F€77ElCBO
7EBEF6396l
1D1DEC72C3
1333085581
7d77B1CBOF
6nEF63s61E
51DEC12C3C
233DS35S79
l77BlCBOF2
0EF63961E4
1DEC12C3C9
3BD8E5S793
77B1CEOF26
éPé3961E4D
5EC72C3C9B
3DBE5B7937
1B1CBOF26E
763961E4DC
6C72C3C9R9
5EE5B79373
31CBOF2éE6
63961E4DCD
{72C3C9B9fi
nE5a793735
1CBOF2€€SA
396lE4DCDd
72C3C9B9A9
6537537352
dBOF2GEERS

O
0
O
0
L
1
1
0
0
1
O
1
l
O
1
0
l
O
1
1
l
1
1
0
O
1
1
1
O
1

161E4DCD4B
2C3C9B9A96
587937352C
3OF26EGAS3
61E4DCD4B1
43C9B9i9S3
07937352C6
DFZSEERSEC
1E4DCD4Bl3
3C9B93353l
T937352C52
TZGEGASSC4
S4DCD4B18B
l9B9R9E3l1
137352CG23
26B6A5SC46
dDCD4BlS8C
1B9A9G31l8

HHHHH0HH0HHoHOOOHH
373S2CG23l
6E6A5BC4S2
5CD4B1SBC5
39A963llaA
7352C623l5
66A58C462B
4D4BlB8C5S
1A963113AD
352C62315A

HOOOHHHHH
29 November 1999

oHDHoHH0oHHHUHH0UHo0HHHH00a0HH0HUUHHHOooHHDHHHHUHHHDDoH oHDHoO00HH0HDH0HUCHHOOOHHHHOHUH0DOoHHHDoHHHHDHaUHHHHH0HHo
Bluetouth.

00
D0
D1
00
11
D1
10
11
O0
10
00
O0
O1
00
D1
D0
11
01
10
O0
00
01
11
11
10
10
01
10
11
01
10
L1
00
10
11
00
ll
00
11
D1
10
11
00
10
D0
00
01
DO
10
O0
01
D0
01
L1
11
11
11
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1C3FF24
187FE4B
IDFFCSD
0lFF920
O3PF2¢0
D7FE4Bl
DFFCQUQ
lPF9204
1PF2408
117343310
1FC902l
1P92042
1P240€4
1E48l0B
1C9021l
1920422
1240845
043103A
0902114
1204228
0408451
OSIOSA2
1021144
[$042239

EFFFTOS?
EFFEEGRE
7FFDCl5C
7FFB82B9
7PP10573
717 EE DRE 5
TFDCILSCD
7FBB2B9A
7PTO5?35
7EEDAE6B
7DC15CD6
7B82B9AD
77057351
BEOAESBS
SCISCDGA
392B9AD5
70573533
GOAEEBSE
415CD6AB
02B93D56
05?35RRD
OAEGBSSB
LSCDGABS
2 3 931356 C

l363DB453
OGCTBESBD
ODBFGDIE1
lBlEDA2C2
l63DB4584
CICTIBEBBDS
13176131610
11EDA2C20
039545841
0736831382
0176015105
1EDfl2C2OB
1DB458416
lB63B082C
16D16lOS9
ODA2C20B3
1B458416T
LBBBOEECF
ODl6lO59E
lR2C2OB3D
145341673
OSBOSZCFT
l161059EF
02 CQDBEDE

6A58C4S2B4
54B1B8C569
2963l1ERD2
53C633l5A5
258C462B4E
-4B'188C569E
IEJLIBRDEU
2C62315A5B
58C462B4B6
3lB8C5E96C

I->->-H0000!-L-
63 11 8315208
4623153530
0C462B4B61
188C5696C3
3l18AD2D86
62315A5BOD
4462343613
OBCSGQSC34
1l3AD2DB69
2315A5BOD2
4623436134
OCS§96C34S
18AD2DS690
3l5A5BOD20

ODD-ODD-‘O0!-I-‘I-‘I-I-I-' |—->-r—c:I—-oI—oOoDc:I-I—II—Ior-I—-|—-u-r-a—-n-r- ODD-‘OI-‘I-‘OI-II-‘OI-‘I-I-II-‘O00!-‘I-‘OI-‘O-‘GO DHOOOIMHOODHOOOHIWOQOIMHOWO I"OOl"OOOl-'ODDOI-‘HI-'P"OI"O90i-‘HO
10
10
01
01
00
16
D0
00
01
00
1.0
00
00
O1
11
10
10
10
01
10
ll
11
10
10

Bluetonth.
ll
10
10
01
01
00
ll]
00
00
O1
O0
10
00
00
O1
11
10
10
10
01
10
11
ll
10
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1.5 FOURTH SET OF SAMPLES

Initial values for the key, pan Address and clock

R'r.'4[0] R‘c4[J.] R‘:-1 I2} }«'.‘c-1 E3]
K‘c-H4] K‘c4[5] K‘c-HS} }\'.'C4{7]
K*c4[a] K'c4{S1 K‘cl[10] K'c4[11I
|C‘c's1[12] |{'c'4I13] |(‘c:1[1-1] K'c4[}.5I

Add:-HO] = 2:: Mdrell} - 71? m:tdr4[2} - 94
mm-4:3] . as Add:-1[4] . or Addrzl. [51 . 15

C1k4[0} = 5F C1k4[1] - 1A C1k4[2] =

...................-...................-.......................................................

Fill LFSR$ with initial data

t Clkfl LFSR2 LFSR3 K1 K2 K3 K4 2 C{t+1] Cit] C[t—H

0000000‘ 00000000‘ 000000000‘ 0000000000‘
0000000‘ 00000001‘ 000000001‘ 0000000001‘
0000001‘ 00000002‘ 000000002‘ 0000000003‘
0000002‘ 00000004‘ 000000004‘ 000000000?‘
0000004‘ 00000009‘ 000000008‘ 000000000?‘
0000000‘ 00000013‘ 000000010‘ 0000000013‘
0000010‘ 00000027‘ 000000021‘ 000000003D‘
0000021‘ 0000004F‘ 000000043‘ 000000007A‘
0000042‘ 0000009?‘ 000000087‘ 00000000F4‘
0000034‘ 0000013?‘ 00000010?‘ 00000001E9‘
0000108‘ 0000027?‘ 00000021?‘ 0000000332‘
0000211‘ 00000JFE‘ 000000433‘ 0000000715‘

caoocacaooooooa
0000422‘ C|00009FC‘ ODOOOCIBTC‘ 00000001740‘
0000845‘ 000013P8‘ 0000010F0* 0000001894‘
0001083‘ 000027F0* 0000021F1‘ 0000003D29‘

O
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0 GOOD

aoocacaoocaaoooooao
0002117‘ 00C|04FEl‘ C|000043E!3‘ 0C|0OCID73l52"
UOCHZZEI‘ CIOGOQFCZ‘ CIUGOOBTFCE‘ 0C|0OCIDF4J\4'
000845D‘ 00013F34‘ 000010F8C‘ 000001E94B‘
0010SBA‘ 00027FOS‘ 000021F18‘ 0000030290‘
0021174‘ 0004FE10' 000043E30' 000007A520'
0042238‘ 000SFC21' 000087C6l' 00000F4A41‘
00815D1‘ 0013PS42‘ 00010PBC3* 0000139482‘
0108333‘ 002TPOBd‘ 00021F186* 00003D2905‘ ocaoooaoa
0211747‘ 004FEl09* 00043E30C‘ 00007A520B*
0422E3F' 009FC213' 000370619‘ 0000FdA417‘
0S45D1E‘ 013F8426‘ 0010F8C32‘ 0001E94B2F‘
LOBBRBU 027F034D‘ 0021F1B54‘ 0003D2905E‘
0117413 04FE109B* 0043E30C9* 0007A520BC‘
022ESF6 09FC213E' 003706192‘ 000F4A4179*

noncr-000000000 acnocaoooooooooa r-r-I-can-H
OASDIEC 13FBI26C* 010F8C325' 001E94E2F2'
03333139 2':"FOE4DE‘ 0211713603" 0C|3D2905E!5‘
11T4733 4FE109B0‘ 043E30C9T‘ 00TA520BCR*
02E8F67 1FC2l360 087C6192B‘ 00F4Ad1795‘ 0001- r-r-no an-r-UOSDILECF 3FE42fiCl l0FBC32§C‘ 01E9AlB2F2E|‘
0BR3D9F '?FOB4DB2 0l.F1B64EB 03D2S05E5fi' I- r- U

Encryption Sample Data 29 November 1999
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35 1747333 73109304 03E30C970 07A5203CAC* 00 00 00
35 36 OEBFSTC 7C213508 O7C6192E1 OF4R417958’ DO 00 00
37 37 IDIECFS 78426C11 OF8C325C3 1E9482F2B1’ 01 00 DO
38 38 1A3D9F0 7084D322 lF1864386 3D2905E563* 01 00 00
39 39 1473331 61093044 1E30C970C 7R5203CAC€* 00 00 00

start clocking Summation Cnmhiner
IIuIIuunIIUnuIuwunuuuunuuunnuuuunuuwuuuuuuuuuunIunuuuunwnluuuuuuuunIlnuunuuunluuunuuuunIlnununw

40 08F67C2 42136088 1C6192E18 74A417958D
41 1l.ECF84 0426Cl1J. l8C325C3D 69482172313

>- 0 1 1 P‘ 01 00 00
OCI D1 00F‘ D

42 03D9F08 O84D8222 118643861 5290535637
43 07B3E10 10930444 O30C970C3 25203CAC6E
44 0F67C21 21360889 06192E186 4R41795SDC
45 1ECF843 426C1112 0C325C30C 1482323138

11 D0 D1
01 11 00
10 01 11
11 10 01
01 11 10
10 01 11
00 10 D1
00 00 10
01 00 00
00 01 00
11 00 01
01 11 00
10 01 11
ll 10 O1
01 11 ll}
10 01 L1
00 L0 01
01 00 10

I-‘GOO
46 1D9FOB6 04DB2225 186488619 2905356370
47 1B3E10D 09304443 10C97OC32 520BCAC6E1
48 167C213 13603897 019221865 2417958DC3
49 0CF8436 26C1112F 0325C30C8 482F2B1B87
S0 19F086D 4D82225E 064886197 1053563705
51 13B10DB 1B0444BC OC970C32P ZOBCACSEIF
52 07C21B7 36038979 192B1865E 417958DC3F
53 0PB436E 6C1112F2 l25C30CBD 02P2E1BB7F
54 1F086DD 58222564 043861973 05B56370FF
55 LEIDDBA 3D444BC9 O97DC32F? oBCAc6E1FF
55 1C21B?5 50339793 12E1865EE 1795aDc3FF
57 18436EA 41112P27 OSCSOCBDD 2P231387FP
58 IOBSDD4 02225E4E 0BS6L973A 5E56370PPP
59 o1oDBAa oaaaacsn 1?oc32F7q ECACEEIFFF
60 0213750 0889793A 0E1365EE3 ?958DC3FFF

61 D436ERO 1112F274 LCJOCBDDO 72B1B87FFE
62 086DD4D 222SE4E9 186197631 656370FFFC
63 10D3A£1 444BC9D3 10C32P743 4A£5Ei?PP3
64 0137502 089793A7 01865EES6 L58DC3PFF1
65 OBEEAOS 112F274E OSOCBDDOD 2B1B87FFE3
66 06DD40B 225E4E9C 06197BA1A 5637OFFFC6
67 ODBRSLT 44BC9D39 0C32F7434 2C6E1FFP8D
68 1B7502E O9793A72 1855EE863 5BDC3FPF1B
69 16EA05D 12827435 IOCBDDODO 31B87FFE36
70 0DD403A 25E4E9C3 019738131 6370FFPC6D
Y1 1BAB1?4 4BC9D397 O32F74343 46ElFFF3Dl
?2 1750288 1?93A72F osssessav DDC3FFF1B4

DOD!-‘CIDOCIOHI-‘OI-r-‘DO!-DD OI-‘DO!-‘DO!-‘I-‘D000!-'
D0 D1 D0
10 00 01

0
0
O
1
1
1
1
O
1
1
O
O
1
1
1
l
1
0
0
0
0 I-'l-'

D0 10 00
01 00 10
O0 01 00
11 00 01
10 11 00
10 10 11
D1 10 10
01 01 10
11 01 01
11 11 D1
11 11 11
10 11 11
10 10 11
01 10 10
D0 01 10
10 00 01
00 10 00
11 00 10

73 0EA05D0 2P274E5E 0C3DDODOF 1387FPE3S9
74 1D403A0 5B4B9C3D l973A1A1P 370PFFC6D2
75 1331731 3c9n397B 12F74343F 5E1FFFaDA5
75 1502232 793A72F6 05233537? 5C3FFF1B4B
77 0A05D05 7274E5ED OBDDDDOFF 387PPE3696
78 1403803 S4E9CBDA LTBALAJPF 70PPFC$D2C
79 0817416 49D397B4 0F7d343FE 61FFP8nA5S

I-‘OI-‘GOD-‘I-'OOOOl-‘I-‘D000!-'
80 102E82C 13A?2F69 1EEB687FD 43FFP1B4B3 00 11 00

11 00 11
00 ll 00
10 00 11
00 10 00
00 00 10
10 00 00
00 10 00
00 00 10

91 005DO58 274B5ED2 1DDODOFFA 07PPE36966
82 00BAOB0 4E9CBDR5 1BA1A1FF5 OFFPCGDQCD
83 0174160 1D397B4A 1?4343FEA 1FFF8DAS9B
84 02E82C0 3A72F695 038687334 3FFF134B37
85 05D0580 74E5ED2B 1DODOFPA9 7FPE36966E
85 OBAOBOO 59CBDR56 1R1R1FF53 7FFC6D2CDC
87 1741600 539734AC 14343FEA6 7FF8DA5938

HOI-'OODOOOI-‘OFOI-‘I-‘D-‘OI-‘D-‘OI-‘I-‘D000!-‘ Dr-‘I-‘I-'(DID!-‘OI-‘I-‘I-‘ODS-‘ODD-‘I-r-‘F-‘OI-'Cl¢3I-‘C39DH
I-on-I-I-on-|-vH

I'*|"'l'-'l"I"‘I-‘I-vl-vlv-‘Ir-‘Ir-OIIIDOP‘IN‘I"OIN!"ODDlvvl-vl:IIr-VDI-'OflI-‘I"'I'*I"'Ol"'DDOODI"‘OOIr-‘ HODHDHOODDOOIF‘OOOI"‘OP"P"l"'l"I'-‘DI--I-vDOHHD"O|3I"‘I"'P"l-‘l"OOO|v-IDI-‘OOI"‘|3
88 0EB2C01 272F6959 08687FD4D 7FFl343370

29 November 1999 Encryption Sample Data
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xnosaoz
1k0BO04
1416009
082C013
1058026
ooHoo4D
0160093
02C0137
053026?
0B0O4DF
16a0SBF
0C0l31?
lS026FE
1004DFC
0009BF9
0Ol37F2
0025FE5
00dDFCA
UOSBFS4
0l37F29
n26FE53
04DFCA7
09BF94F
l37F29E
OSFESBC
0DFCA19
1BF94F2
17r29Es
OFESBCA
1FCA794
1594929
lP29E53
lE53CA6
1CA?S4D
194F293
129E536
O53CA£C
0A794D9
14F29B3
0925365
lzcascn
0794D9B
0F29E37
125356?
1cn5cDF
194D93E
l29B31D
OSEBGFA
OAGCDFS
ldD9BEA
09B37D4
1366PRE
OGCDFS1
ODQBEA2
1B37D45
ISGFASA
0CDF515

Encryption Sample Data

42530233
lCBDA566
397B4RCC
72F69599
65ED2B33
4HDn5sa7
l7B4RCCE
2F69599D
5233 33
3Dasss77
7B4nCCEF
769599DP
6D2B33BE
5A5G677D
34ACCEFB
69599DF7
5233333?
256G77DF
4ACCEFBE
lE99DF7C
2B33BEF9
56677DF2
ZCCEFBE4
59§DF7C9
333BEF93
66773926
4CEFBE4D
15DF?C9A
33BEFS34
E77DF2G9
AEFBEAD2
LDFTCSAE
3BEF934E
TTDFZGQG
€FBE4D2C
5F7C9R59
3EF93flB3
TDFZSSG?
7BE4D2CF
7TC9A59F
GF934B3F
5F2696TP
3E4D2CFE
7C9n55FD
7934B3FB
72696TF6
64D2CFED
49AS9PDA
134B3PB4
26967F69
4D2CPED2
IASSFDAS
3fiB3FB4A
6967F695
SZCFEDZR
ZSQFDAS4
433FB4A9

10DOFPASA
O1R1FF535
03d3FEA6B
OGSTPDJDT
ODOFPAQRF
lhlFF535E
1§3FEiEBD
087FD4D7B
LOFFRSAF6
OIFFSBSED
O3FEAfiBDB
0TFDdD7ET
OFFAQAFSE
IFFSSSEDD
IFEASBDBB
lFD4D7B76
LFRQAFGEC
IFSBSEDDS
IERGBDBEU
lD4D7B76O
IASLFEECO
1535EDD81
OASBDEBOE
1413737607
O9fiF6ECOE
.1.35D31D
06BDBB03B
OD7B?fiU77
IAFGECDEF
ISEDDSIDF
OBDEBOBBE
lTB760T7D
OFSECOBFE
IRDDBIDFG
IDBBOSBED
lB?607TDA
l6ECOEFB4
ODDSIDFSQ
1330353
175 KTITDRE
OECOEIFBGD
1D31DF69A
IBOZBEDSS
lfiG'?7D«REE|
CICOEFBIDE
1B1DP69MD
l03BED35B
O077DM6B?
00EFB4D6E
OLDFSSADD
03BED35BB
O?7DA6B77
0EFB4D6EF
IDFSQADDF
lBED35BEF
lTDA6BT7E
0F54D63FC

TFE36966E0
TFCSDZCDCO
TFBDRSQBBO
TF1B4B3T01
TE36966E03
TCSDZCDCOG
7nDA59BBOD
T134B310lA
6369669034
4ED2CDC06E
UDASBEBUDO
1B4B3T0lAl
3696630342
GDZCDCOGB4
SABQBBODOS
34B370lAl2
GQGSEO3424
52CUC06S48
2593800091
4B3701Rl23
1S6E03424fi
2CDC06848D
SSBSUDOQLB
337o1n123s
e5Eo3d245C
4DCO6Bd8D3
1B80D091Bl
37u1a12363

Dr-D-DOFOGOOOGODDFFOHOOGDOHDHH
GEU34246Cfi
SCOSEJBDBC |—-|—-
3805091319
?OlAl23633
603I246C66
40634BD3CD
00D091E19B
OlAl23S33T
D34246C66E
06B48DECDD
0D091Bl9BB
1312363377
BQZQGCESEF
6848D3CDDF
SOQLEISBBE
21235 33 77C
l246CGEEF9
UQBDSCDDP2
09lB19BBE5
12363377CA

DCII-J-4-b-0:39-I:>r-IoOI—tr-AI-I-»—I
24GCG6EF95
48D8CDDF23
llBl9BBE56
23G3377CAC
4EC6GEF959
DDBCDDFQB2
lB19BBE5E4
36337TCAC3
GCGSEFSSQI

>—Oo-I-Don-OH
29 November 1999

ar-r-c:c:r-r-c:I-ooI-A‘_'nr-r-au-r-c:I:II:I)-n-r-
1
1
1
D
D
0

cool-Hon-I-coal-can-acacia»-can-r-oooa I-I-I-I-or-OOHcan-Hooh-r-I-I-on-I-oool-Ucil-r-I-b-H:-r-an-Hooooool-OHUr-r-r-r-cnocaoo
Bluetouth.

00
D0
D1
11
10
10
D1
01
11
10
01
10
00
00
01
00
10
O0
00
Ol
ll
10
01
D1
00
11
Ol
10
11
00
11
Oi
Ol
11
11
10
ll
00
10
D1
D1
11
10
D1
10
11
00
11
D1
10
O0
00
01
Ol
00
10
00
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19BEh2B
137D457
DSFREAF
0DF515F
IBBAZBP
17Dd57F
DFABRFE
1P515PD
1EA2BPA
1Ufl57Fd
1ABRFE8
1515PDO
0A2BFA1
145?F42
OBAFES4
115PD09
02BFAl2
OSTF424
OAFEB48
15FD090
0BFR121
17F42¢3
OPB8486
IFDDSDC
11731219
1P42432
1E8¢S65
IDOQOCB

1312196
1d2d32C
0813659
IDBOCB2
0121964
02432C9
0436593
090C326
121954D
O432C9B
0865936
10CB26D
DJ.964Di\
032C934
0659368
0CB26DD
196dDRD
12C9B41
0593683
DBZBDDB
164DAOD
0C9B41A
1936835
126D06A
04DAOD§
09B41RA
1368354
OEDOEAQ
ODAODSZ

16?FG952
2CF3D2A5
59FDA5¢R
33FB4A95
S7F6952A
QFEDERSS
lFDA54RB
3FB4A95T
7P6952AP
7EDQR5SF
7DA54ABF
7B4A957P
76952APE
BDEASSFD
SASJABFB
3iA957P7
5952AFEF
SEASSFDF
2S4ABFBF
4R957F?E
152AFBFD
ZASSPDFA
SQABFBF4
295?F7EE
SZEFEFDI
255FDFA2
4fiBPBF¢d
l5?F?EB8
2AFEFD11
S5FDFA23
ZEFBFQGB
STPTESSC
2PEFD1l8
SFDFA230
3FBF4461
7F7BSSC3
7EFD1187
7DFA23OE
7BF4461C
77EB8C38
SFD1.L3']"D
5FA23OE1
3P4461C2
7EBBC38fl
7Dll.87D9
7A230E12
7¢461C24
688C3Ed8
S1l3?091
223OE123
4461C2i7
08C3848E
118TO91C
23031238
461C247D
OCSBQSE1
187091C3

LFSSADDFB
1ED35BBF1
1DR6BT?E2
lB4D6EPC4
LSQADDFSS
OD35BBFlD
la6B77E2o
l4D6EFC40
OQADDFSSO
135BBF10D
06B??E20D
OD6BPC4D1
1RDDP8803
LSBBFIOO?
0B7?E200F
16EFC401P
ODDF88032
LBBFLOOTD
1TTfi200FA
OEFC101F5
1DFB803ER
lBF100?Dd
lTE20OFA8
OFCJDIFSI
1Fa3o3EA3
lP1007D4T
LEZOOPASP
1c4o1r51E
18803ER3C
l1OD7D4T9
OEODFABFZ
0¢01F51E¢
OSOSEASCB
lO0?D4?91
OOOFASFZS
001P51Ed?
00383358?
O07D4791E
O0FA8F23C
O1F51E$79
G3EA3CBF2
0TDfl791E¢
0FASP23C9
1F51E4?93
IERJCBF2?
1D4T91E4E
lA8P23C9C
151247933
0A3CBF2?1
1479LE4E3
OSP23C9C6
11E4?93BD
03C8F2?1B
O791E4E3T
OF23C9C6F
1E4?93BDP
lC8F271BE

58CDDF2B22
3l9BBE5645
63377CiCBB
466EF95916
0CDDP2B22C
ISBBESSISS
3377CRCBB3
66BP959166
4DDF2B22CC I-‘D-I-J-‘OD-‘D-‘CEL-
IBEESEQSSE
3??CACBB31
6EF9591663
5DF2B22CC7
3BE5GdS9BE
?7CAC8B31C
6F95915639
5F2B22CC73
3E56459BE7
?CACSB31CF
7959166393
72B22CC?3C
656459837!
4AC8B31CFO
1591E639El
2B22CC73C2
56459SET85
ZCBBBICFOB
5916G39El7
322CC?3C2E
6dS98E7S5C

1
O
1
0
1
O
O
0
1
O
1
0
1
1
l
1
1
1
1
O

48B31CFOB9
L16639E173
22CC73C2E6
dS98E?8SCD
OBSLCFOBQB
16639E1736
2CC73C2E6C
59BE785CD3
331CFOB9BO
6639E1736l
4C73C2E6C2
IBBTSSCDS4
31CPDB9BD9
639E'l'J"]6l2
G73 CZEECEG
0E785CD848
1CPOB9BO91
395173 6123
?3C2E6C247
67E5CD848F
4?0B9B091E
1E1736123C
3C2E6C24?8
785CDS48F1
TOBQBOQIE3
61T36123C6
42E6C2478D

HODI-00!-I-‘OI-‘O0!-‘I-‘OOOOD-‘OOI-D000!-‘
29 November 1999

ODOOHHOOOI-‘ODDS-‘DI-‘I-‘I-P-‘P-‘I-‘C3?-‘I-‘I-I-I-‘I-I-‘DI-‘OI-‘CED-‘OCII-‘EDI-‘CHI-‘(SDI-‘OI-‘I-‘Oi-I-‘HHHFHO PPHOOOI-IO!-'OI-'l-‘I-'0-‘I-‘ODOOOOOOOI-‘ODD!-‘J-‘I-‘I-‘I-‘J-‘OI-‘I-‘I-‘OI-‘I-‘OI-'OI-II-IOU!-'0!-‘J-'OPfiFP HOWODDOI-vI"‘IN'I"O|:l1'-'i"P*OOOI"*l"ODI-"I-val"ODOP‘QDI"'I"'Ql'-‘OI-‘DOD-III-*I~*Iv-'|"OI"'|'-'D"OP‘HOOHH HPHOHQOODI-‘I-FDWQOOOI"‘OOP"l"'l"ODI--I-vDIr~DI"‘D"D"|3DHDOOHIMHHHHOHDDHHDOOHDHH
O0
10
DO
00
01
11
11
10
10
D1
10
11
00
00
00
01
DO
11
O1
10
11
01
10
11
D1
01
11
ll
11
10
01
L0
00
O0
O1
O0
11
O1
10
11
DO
10
00
DO
10
00
01
DO
10
00
00
O1
O0
11
01
10
O0

Bluetonth.
01
O0
10
D0
D0
01
ll
11
10
10
D1
10
11
O0
O0
00
D1
00
11
01
10
11
01
10
11
D1
01
ll
11
11
10
01
10
O0
00
01
00
1.1
01
10
11
DO
10
DO
OCI
10
DD
01
00
10
00
O0
O1
00
11
01
10

Encryption Sample Data
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1B41nA4
1633549
ODOSAQ2
IADDSZ4
141AA49
0835492
l0GA§25
DOD524A
01AA495
0354923
USA9255
DD524AB
lAA4957
15492AF
UA9255E
1524ABD
0349573
1492AF6
USZSSEC
124EBD9
n4957B3
D92AF6§
1255ECD
o4ABD9B
0957337
12AP66F
DSSECDE
UABDQBC
1573319
OAFGSFJ
ISECDEG
DBDQBCC
1733799
UFESPSB
IECDEGT
LDQBCCF
lB3799E

Encryption Sample Data

3DE123B7
61C347DF
QBEJBEIE
O7091C3C
08123379
lC247C|F3
3B4BElEE
7U91C3CD
61238793
424701736
O¢8ElE6C
091C3CDS
l23879Bl
24709363
4EElEGC7
LLCSCDBP
2387931?
470F363?
OEIESCTF
lC3CDBFF
3B79BlFE
70F363FD
S1E6C7PA
JBCDBFF5
07951 FER
OFBGBPD4
1B6C7FA9
3CDBFF53
79BlFEA7
7363FD4E
66C7FABD
4D8FP53A
lBlFEA75
363FD4EA
6C7FA9D5
5BFF53AB
3lFEA75E

191E4E37C
l23C9C6F9
O€7Q3BDF3
O3F271BE7
11E4E3TCP
03C9C'EF9F
UTSBEDFBF
DF2T1EB7E
1R4E37CFD
lC9C6l79FE|
IQSBDFBFE
l27lBETEC
0{E37CFD8
OBCGFQFBO
IBBDFBFG1
O7lBE7EC3
OEETCFDBT
ICGFQFBOE
l3DF3F61D
l1BE7EC3A
037CFDB74
OGPQFEDEQ
ODF3F61D3
IEETECBA7
ITCFDBTAE
DFSFBOESC
1F3F61D39
lE7EC3A73
1CFD87lE6
IQFEOEQCD
l3F6lD39}\
OTEC3M735
OFDB74E6A
IFBUESCDS
IFSIDBQAA
LECSATBS4
lDST4E6RB

D5CD8dSF1A
0393091334
1735l23C6B
2E€C2d73D1
5CDS43FlA2
39BO91E345
"J'3El23CGfiB
66C24T8D1E
4D34SF1A2D
13091334513
3G123C6BB7
6C247BDlSE
5848FLR2DD
30S1E345Bh
6123C6BB75
4247SDl6EB
O4BFlfl2DD€
09lE345BAD
IZBCGSBTSB
247ED1EEB6
IEFIAZDDSD
11E345BhDE
23C6SB75B7
l7BDl6EB5E
DF'1R2DDEDD
1E345BADBE
3C6SBT5376
7ED1fiEB6EC
TIRZDDGDDB
6345393382

1
1
O
1
O
O
O
O
O
l
l
O
l
O
l
O
1
O
O
1
0
0
l
O
D
l
O
1

4633753765
ODISEBEECA
LMEDDGDDQ4
345BADBB23
6837537650
5l6EB6ECAO I-I-I-‘P-‘C3!-‘O
22DD6DD940

29 November 1999

anor-car-r-clout-r-r-n-cool-czar-cacnoar-r-car-I-oan-r- I-|-oooc:r-r-Hr-r-onr-r-r-cacao»-I-I-I-on-I-an-r-oaocnoca
Bluetouth.

00
D0
10
00
00
D1
DU
10
11
D1
10
O0
00
DU
00
Ol
00
11
O0
10
00
O1
O0
10

D0
D0
D1
DU
11
D0
11
Ol
10
11
00
ll
00

AFFLT02941 61



Samsung Ex. 1119 p. 934

BLUETOOTH SPECIFICATION Version 1.0 B page 934 of 1082

Appendix H/- Sampre Data
......... ....................................................................................

Reload this pattern into the LFSRs
Hula content of Summation Combine: regs and calculate new CIt+1] and 2 values

.-unsung...-unsung...-nun.-noun-noun-unno-up..-nun.-nun.-non.-nun.---un-nunnnnununnnnnnnnnnnnun

LPSR1 cu OESRPBF
LFSR2 ¢— ECEGRBBI
LFSR3 <.x 11E»! 3 1176'?
LFSR4 an 61E7D?B9D2

CIt+lI ca 00

Generating 125 key symbols lencryptionfdecryption sequence!

240
241

OE62F3F 6C84A6Bl l1E431F6? 6lE70?B9D2 1 1 0 1 0 O0 11 00
1CCSE?F S9094D63 03CB63ECE 43CEOF73A5
19BBC?P 32l29AE6 O79OC7D9D 079ClEE74M

11 DO 11
Ol ll 00
l0 01 ll
00 10 01
11 00 10
00 ll 00
10 00 ll
11 10 O0
00 ll 10
11 00 ll
10 11 D0
D1 10 L1
10 01 L0
10 10 D1

242
243
244
245

13179PE 6425358C OF218FB3A OFSBSDCEQ4
062F3FD 4B4A6B19 lE43lF675 1E?O7B9D2a
0CSE7FB 1094D532 1C863ECEB 3CEOF?3A5O
IBBCFF7 2129RC64 l90C?D9D? 79ClEE74Al
1l79FEE 42515305 l2l8FB33E 7383002942
O2F3FDD O4A6B19O O431F6T5D 6707B9D285
DSBTFBB O94D6320 OSSSECEBB 4EOF73A50B
DBCFF77 l29ACs¢o 1Dc7D9D7? 1C1EE74A1s
179FEEE 2535ac8o GIEFBBREB 3n3DCE942c
OPBPDDC 43531900 O3LP675DD TOTBSDZSBS
IETPBBS l4D€3200 O63BCEBBA SOPTSASOB3
1CFF7?1 29AC64Dl 0C7D9D?7d ¢lEE74A167
19FEEE2 SESBCEOZ 18FB3AEE9 03DCE942CE
13FDDC4 26B19007 l1F6TSDD2 D7B9D2859C

246
247
248
249 I'-

Olbm-lG|IJ|fllIJI\-II-'
I" 1-‘
J" N
P" so
u-- up
I- U‘

01 1.0 1.0
01 D1 10

0733338 4D6320DE OEECEBBAG 0F?3ASOB38
0PF771l lACE401D O7D9D7748 1EB74Al670
LFBEEZS 358CSO3B OPBSAEEQI 3DCE942CEl
1FDDC4? 6B1900?6 1F6?SDD23 ?B9D2859C2

10 O1 01
11 L0 Oi
Oi ll 10
01 O1 11
11 01 01
l0 ll 01
ll 10 ll
01 11 10
O1 01 11
ll 01 D1
11 11 D1
11 11 L1
11 11 11
ll 11 ll
11 11 ll
11 11 Li
ll Ll L1
00 11 1.1

1FBBB8F 5632OOED 1ECEBBA4? ?73A5OB385
1F77l1E 2C540lDB lD9D774SP SETIAISTOR
1EEE23D 53C303B5 lB3AEE9lE 5CE942CEl5
1DDC4?A 3190076C 16?5DD23D 39D23S9C2B
1BB88F4 63200ED9 OCEBBR47A ?3A5OB3856
1771133 46401332 l9DT743F5 671Rl670fiD
DE'B23|'JlJ OCBDZBSQ l3REE91E-R -iE942CE15B
1DC47A0 IBOOTSCS OTEDDZBB4 1D2859C2B7
1B88F4L 320OED90 OEBBA47A3 3A50E385SE

DI-‘Hi-‘OP-‘D-‘I-‘I-‘Iv-‘Iv-‘I-I—'ODI-‘J-‘I-D-‘O!"OOOI-‘Iv-‘DO!-H
1711883 5-IUJIDBZD lD774BF53 74RlE70R.DC
DE23DD7 43033651 IREESIERT 69¢2C'El5BE
ICJTROP l00?6C82 l5DD23D4F 52S59C2B71
188P41E 200BD905 OBBA47A9B 250B3S56E3

CID-'0!-'0-‘I-‘OD!-‘I-‘OI-‘I-‘I-‘I-‘I-‘ODD!-‘J-‘O06OI-‘O0!-‘I-‘I-‘I-‘OED
1l1E83C 4D1DB2DA 1?7d8F53D ¢R167OADC7
D23DO?B 00336414 OEE91EA7A 142CE15BBE 10 00 11

ll L0 00
Ol ll 10
1.0 01 ll
11 10 O1
00 Ll 10
ll 00 ll
01 11 O0
O1 01 LL

OITAOPD O076CS2S lDD23D4P5 2859C2B7lC
O8F4lEl OOEDQOSO LBAATRSEA 5OB3S55E39
11E83C2 01DE20AO l?48FS3DS 216?0ADC?2
03DO735 03564141 0E91EA?AA 42CE15BBE4
07AOFOA O?6C82S3 lD23D4F54 059C2B71CS
OFIIEI4 OEDBDSD7 lR4?R9Ek9 DBJBESESQO
1E83C29 IDBROAOF 148F53D52 16TOADC?2O

D-‘Ir-‘I-‘O00!-'ODOI-I—'|-‘
Dr-‘I-‘OI-‘r-‘P000000DOD!-‘ODD-‘I-‘ODD!-I-‘DI-‘DI-‘I-‘OD!-‘Oh-‘CIOHCICIOD

I-‘OI-‘I-‘I-‘OI-II-'l-'
I"OOI"I"DI-vODDOP‘|:l1'-'OOI"'OI"‘I"‘l"ODIr-‘I-I-vDIr-VHI"‘P"flDDOOl'-‘I-"I-‘DOD-III" DPl!-Jl-UIHDI-¢rvI-‘I-‘I--P'I"‘i"‘P"O|:lOOOOl"I"Dr-Iwlr-IIr-'HDOD"I-"GOP"!-'OOI"‘OI-ID

1DO7853 3B64141E O9lBA7AAS 2CEl5B8B4O

29 November 1999 Encryption Sample Data
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IAOFOAS
141El4C
083C299
1078533
0OF0h67
01El4CE
U3C2§9C
0735339
0POA673
1E14CE6
1C299CD
1853393
1036736
014C5GC
0299CD9
0533933
0367366
14C5GCC
099CD99
1339333
0673665
0556556
19CD999
1393332
0735664
056CCC3
1CD999O
1933320
1366640
OECCCBI
0D99903
1B33206
1666400
0CCC31B
1999035
1332060
06640D9
0CC81B3
1990366
13306CC
05401398
0531330
1903660
12 OSCCI
OQCIDQB3
0313306
1036605
00fiCC19
00D9833
0153066
03660CD
06CC19B
0D98336
1B3066D
1660CDB
0CC19B7
193336?

Encryption Sample Data

76532338
SD905079
5B20AOF2
36414124
6C3283C3
59050791
320ADF23
64141547
43233C35
105079 1C
2UAOF239
41415472
02835334
050791C9
0AOF2393
14154726
2B3C8E4C
50791598
20F23930
41547260
O3CEEdC0
0791C930
0F239301
lE472E03
3C5 EQCOE
791C930C
72393019
64726033
4BE4CUG7
1109800?
23930195
47260330
0E4C067B
1C980CF6
393019EC
726033D9
6{C057B3
4930CF66
130195CC
26033D9fi
4Cl}E7E|3l
130CF662
30195CC5
603 313933
40573315
00CP662A
019ECC55
O33D98AB
06733156
0CF662AC
195CC559
33D9BfiB2
67531565
4F662ACR
1ECC5594
3D93AB29
73315653

123D4P54B
0{7A9EA97
0BF53D52F
l15A7nA5E
03D4P54BC
071953973
0F53D52F1
15A7AA552
1D4F543C4
lnsfiksvaa
153052310
0A7AA5E20
14F543C41
095A97B82
13D52F104
073355203
0F54BC411
1EA97a322
1D52P1045
1AA55208B
l54BC41l7
0A9733223
152510455
uA5E2ua39
1uHc41172
097832255
12P1045CB
052203391
oEc41172F
178822255
0F1045CBC
132083979
1C41172?2
188225555
11045CBCA
020839794
04l172F29
032255553
1045CBCAG
0D3B9794D
01172F29B
022555537
0d5CBCA6F
uBB97s4Dz
l172F29BD
02555537A
05CBCA6P4
OB9794DEB
172F29EDU
0E5E537A0
1CBCA6F41
197940593
12F29BDO6
055537AOC
0BCA6F4lB
179455831
0F29BD062

59C2B7lC81
3335633902
67nADC720€
4515335403
1523715311
3356539022
70nDC72oas
615B33403A
d2371C8115
D56E39G22E

I-p-OGClcnI:‘ai—-ob-
OADC72045fi
15B35403RC
2E71C31153
56E39022B0
2DC7204561
5B3E40SAC3
371CB11587
653902250?
5C72045615
3flE40BAC3D
7lCB115B7fi
639022EOF5
4720456153
0E€0BAC3DE
1CBll5E7J\D
39022BOF5R
72 04 561-1
64OEAC3D69
lE115B7Afl3
1022BOP5RG

l
1
0
0
0
0
1
O
1
0
0
1
1
0
O
1
1
1
0
0

2045G15B4C
403AC3D699
011537RD33
022BOF5A66
04561EB4Cfi
03AC3D699B
11587AD337
RZBOPSAGSF
d561EB4CDF
0RC3D699BR
15371133 37C
2BOP5Aé6P9
56l5B4CDP3
2C3Dfi99BE6

D|->-c:o>-r-ooHr—*OI-|—-
5E7i\D337C'C
30F5A66F93
61EB4CDF31
43D699BE62
D7RD337CC5
0P5A66F933
15B4CDF317
3D699B562F
7AD337CC5F
75A66F93BF
6B4CDF317E
5699BE62FC
2D337CC5F9

>-L-on-L—oOOCrDcII-:2
29 November 1999

or-can-Hon-DHr-I-I-Ucoon-I-or-can-oool-Gcacao)-acnr-n-|-ooc:I-r-r-c:|-r-Ur-ar-c:I:Ioan-r- oocacaor-on-Ocoon-1-I-or-I-ooocaor-I-I-Ucil-not-r-caor-I-can»-OOHon-or-r-r-or-Dcnocaoo
Bluetouth.

01
01
D0
10
00
01
DO
11
01
10
11
00
11
D0
10
00
O1
O0
10
11
01
01
11
11
11
11
11
11
11
11
11
11
10
10
10
O1
01
11
10
11
D0
10
11
D0
10
11
11
10
10
01
O1
11
11
11
10
10
01
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13066DE
OSOCDBC
DCISBTB
18336P1
1066352
IJOCDBC5
D 1 9 B '3‘ BB
0336P1S
OSGDEBD
DCDB C53
19E7EB6
136F160
06DE2D9
ODECSB2
1B?BB64
ISFISCS
0DE2D9l
IBCSBE3
1783647
OFIGCSE
1E?D91C
1C5B238
18B64?L
1 L6 Cali! 2

7662ACA7
5CC559¢F
59flRB29F
3315653?
SSZACATE
4 C55 9 6} FD
13332 9173
315653P4
52ACA7E8
45S9dFD1
OR.B29FA2
L5S53F45
2ACA7ESB
559lFD16
2B29FA2C
5653F45S
2CA7E8BD
594FD161
329FA2C2
653F1534
43733309
l¢FD1613
29PA2C2T
SJFISEIE

lE53?AOC5
lCR6F418B
l94DE33l?
l29BDO62E
O53?AOC5C
OR6F4l8B9
l»\'IDE'B3172
O9BD062E5
IETAOCSCA
06171118395
0DEB3l72B
LBDOS2E5?
l7AOC5CAB
flF418B9SD
lE83172BB
lDO62E57?
LROCSCREF
l413B95DF
O831?2BBF
l062E577F
OOCSCREFE
O18B95DFC
OJITZEBP9
C|62E57'1"F3

SABSFQSBFZ
34CDF3l?E4
699BE62FC9
533?CC5P92
266P98BP25
4CI:I1?317|24B
19BE62FC9E
337CC5F92C
SSPQSBFZSS
4DE31?E4B1

HOODOOH)-'DO
1BE62FC962
37CC5P92C5
6P98BP258E
5P3l7E4BlE
3E62FC962C
7CC5F92C5S
798BF258Bl
?31?E4B163
662FC9S2C7
4C5F92C58E
1EBF25fiBlC
3lTE4Bl639
62FC962C?2
-i5F92C5EE'4

OI’-‘D-J-I-‘OI-I-‘OI-‘I-‘O0!-‘ I-‘D-r-Clot-‘OI-‘ODD-‘I-‘OI-‘DI-‘OI-‘DOD:-‘I-‘Cl OOOOOI-‘OI-II-‘I-‘I-‘OI-II-‘O0!-'6!-‘O0!-‘I-‘I-' I"‘I"OI"ClDDl-‘I-—DD|v-vl-vlr-‘Ir-‘I’-'OI"I"‘flOI"‘l"‘O I"OP"|:lOOOl-'OI"‘DOI-'HDP"O|3I"‘9I"‘i-*9-‘O
11
DO

ll
00
L0
11
00
L1
01
IO
11
01
10
ll
01
10
ll
01
10
ll
00
11
01
D1

Bluetonth.
10
ll
00
ll
00
10
ll
00
L1
01
10
Ll
Ol
10
11
01
10
ll
01
10
ll
00
11
O1

29 November 1999 Encryption Sample Data
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Appendix iv - Sampie Data

2 FREQUENCY HOPPING SAMPLE DATA-

MANDATORY SCHEME

These sets of sample data show the mandatory frequency hopping scheme for

three different combinations of addresses and initial clock values. The first part

is for the 79-hop system, the second is for the 23-hop system.

2.1 THE 79-HOP SYSTEM SAMPLE DATA

Frequency Hopping Sample Data—Manda1ory Scheme2*3 November 1999
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Appendix H/- Sampie Data

2.1.1 First set

33- HOE-‘_ §.'_r§.'rEr«1_______--:I=:K::z:l21:32I:::==l=zal::=:K:u:zzz=:u::Izn=:lI::lz=I==::u=====:u=z=I==:xu:K==::u::II:=n:z:K

Hop sequence {k} for PAGE SCAN} INQUIRY scm:CLKN start: oxooooooo
ULAP: oxoooooooo

#ti<::ks: 0000 | 1000 2000 | 3000 4000 [ 5000 6000 | 7000 |
0x0000O00:
OXDODSOUD: 16 13 20 22 26 30
Ox0010000: 32 34 36 38 42 46
OXOOIBOOO: 48 S0 S2 S4 58 62
UXOOZOOOO: 0 2 4 6 10 14
OXOOEBOOO: 16 13 20 22 26 30
UXOOBOOOO: 32 34 36 38 42 46
OXOOBBOGO: 48 S0 52 54 ' 58 ' 82

Hop sequence {k} for PAGE s'rA'rE/ INQUIRY STATE:CLKE start: OXOUDUODU
ULAP: 0x00000000
#tiCkS: 00 D1 02 O3 04 05 06

OXOUOOODD:
GXOOOOOID:
0x0000020:
OXOODDOSD:

UxUOD10UD:
0x0001010:
OXOODIOZD:
OXOODIOBO:

OXOU02000:
0xD00201D:
flXO0D202D:
Ox0002030:

OXOUOBOOO:
DXU00301D: ' ‘ 33 40
0x0O03020: 22 24
OXDUDBOED: 33 40

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:CLI-{N* = 0x0o00010
ULAP: oxoooooooo
#ticks:

OXOODOOI2:
OXDODDOBZ:
OXOOOOOSE: 29
Ux0000072:

Hop sequence {k} for MASTER PAGE RESPONSE STATE:Offset value. 24
CLK.E" = 0xO000Dl2
ULAP: DXODUOOOUO
#ticks:

OXDOUDOI4:
OXOODOOB4:
UXOUDOOE4:
OXOOOOOT4:

29 November 1999 Frequency Hopping Sample Dala—Mandalory
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Appendix IV - Sampie Data

Hop sequence {K} for CONNECTION STATE:CLK start: OXUGDOOIU
ULAP: UXUOUDOUDD
#ticks:

OXOOOOOIO:
0X0000030:
OXDOODDSO:
OXDOODOTO:
UXOOODOBO:
0x0000ObD:
0x000D0dO:
0x00000fG:
0x000O110:
0x000O130:
OXOUODISO:
0x00001?0:
OXDOOOISO:
Ox000Dlb0:
0x0000ld0:
0X0000lfD:
OXOOODZID:
0x000023G:
UXOOODZSO:
OXOOUUZTO:
UXDUODZSO:
0X00002b0:
0xDO0D2dO:
0x000D2fO:
0x00U0310:
0x00OD33G:
0xOO0D350:
OXOOOOSTO:
OXDOOOESG:
0X00003b0:
OxDO0D3d0:
0XO0U03f0:

Frequency Hopping Sample Data—Manda1ary Scheme29 November 1999
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Appendix H/- Sampie Data

2.1.2 Second set

Set mode:
Set clock:

79 HOP SYSTEM

Hop sequence {k} for PAGE SCAN/ INQUIRY scamCLKN start: oxooooooo
ULAP: Dx2a96ef2S

#ticP:s: 0000 | 1.000 2000 | 3000 4000 [ 5000
OXOODOOUO:
OXOOOBOOO: ST 21 31 74 T8 29
OXOUIOOOO: 33 76 39 3 7 37
OXOOISOGD: 41 5 47 11 15 45
0x0U2000O: 49 13 55 19 23 53
0XD02SOGD: 57 21 31 74 73 29
OXOUBOUOD: 33 T6 39 3 7 37
OXOOBSOOD: 41 S 47 11 15 45

Hop sequence {k} for PAGE STATE/INQUIRY STATE:CLKE start: oxooooooo
ULAP: 0x2a96ef2S
#ticks:

OXOOOOOOO:
UXDUDDOID:
0x0000O20:
OXOOOOOBO:

OXDODIOGD:
OXOUULOIO:
0X000lO2D:
Ux0DD103D:

UXDODZOOD:
0x0002010:
DXDOD202D:
0x0002030:

OXOOUBOUO:
OXOODBOID:
UXOUOBOZO:
0xD00303D:

Hop sequence {k} for SLAVE PAGE RESPONSE sure:CLKN* = DXODOUOIU
ULAP: ox2a96ef25
#ticks:

0x0U00012:
0X0000032:
Ox0000052:
UXOODDOTZ:

Hop sequence {k} for MASTER PAGE RESPONSE STATE:Offset value: 24
CLKE‘ = 0x00000l2
ULAP: 0x2a96ef2S
#ticks:

OXDODOOI4:
OXOUOOUB4:
OXDOGDOE4:
0x0000074:

29 November 1999 Frequency Hopping Sample Dala—Mandalory
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Appendix IV - Sampie Data

Hop sequence {K} for CONNECTION STATE:CLK start: OXUGDOOIO
ULAP: 0x2a96ef25
#ticks:

OXOOOOOIO:
0X0000030:
OXDOODDSO:
OXDOODOTO:
UXOOODOBO:
0x0000ObD:
0x000D0dO:
0x00000fG:
0x000O110:
0x000O130:
OXOUODISO:
0x00001?0:
OXDOOOISO:
Ox000Dlb0:
0x0000ld0:
0X0000lfD:
OXOOODZID:
0x000023G:
UXOOODZSO:
OXOOUUZTO:
UXDUODZSO:
0X00002b0:
0xDO0D2dO:
0x000D2fO:
0x00U0310:
0x00OD33G:
0xOO0D350:
OXOOOOSTO:
OXDOOOESG:
0X00003b0:
OxDO0D3d0:
0XO0U03f0:

Frequency Hopping Sample Data—Manda1ary Scheme29 November 1999
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Appendix H/- Sampie Data

2.1.3 Third set

79 HOP SYSTEM1:: ==u==== =:=:== :2: === =x== =x===.=zx:=== ==u== ==z =:====u===:== === =:== 2:: === 2:: =52: =3

Hop sequence {k} for PAGE SCAN] INQUIRY SCAN:CLKN start: oxooooooo
ULAF: 0x653’:-'cba9

#ti<:ks: 0000 | 1000 2000 | 3000 4000 [ 5000 6000 I 7000 |
0x0000000:
OXOOOSOOO: S7 12 69 71 22
UXDUIDOOD: T3 23 45 47 77
OXOOIBOOD: 49 4 61 63 14
OXOOZOOOO: 65 20 53 55 6
OXOOZSOOD: ST 12 65 71 22
OXOUBOOOO: 24 73 ' 28 45 47 77
OXOOBBOGD: 49 4 61 63 14

Hop sequence {1-:} for PAGE STATE/INQUIRY snare:CLKE start: OXOODUGDU
ULAP: 0x6537cba9
#ticks:

OXOOUOOOO:
flxDO0D01D:
0x0000020:
UXDODDOSD:

0xDOU10UD:
0x0001010:
OXOODIOZD:
0x00D103D:

OXDOUEOGD:
OxOUO2010:
UXDODZOBD: ' 51
0x0002030: 67

OXOOOEOOO: 51
UXUODSOID: 75
0x0003020: 51
OXDUDBOED: 75

Hop sequence {In} for SLAVE PAGECLKN* = 0x0o00o10
ULAP: ox6537cba9
#ticks:

OXOOOOOI2:
UXDODDOBZ:
OXDOOOOS2:
Ux0000072:

Hop sequence {k} for MASTER PAGE RESPONSE STATE:Offset value. 24
CLKE' = 0x0000Dl2
ULAP: Dx6587Cba9
#ticks:

DXDODDOI4:
OXOODOOB4:
DXOOOOOE4:
GXOODOO74:
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AFFLTD2941 70



Samsung Ex. 1119 p. 943

BLUETOOTH SPECIFICATION Version 1.0 B page 943 of1082

Appendix IV - Sarnpie Data

Hop sequence {k} for CONNECTION STATE:CLK start: 0x0 000010
ULAP: 0x658?cba9
#ticks:

UXOOUDOIO:
Ox0O00O3D:
0x000DO50:
Ox0000070:
OXOOUDDSO:
0x00000bU:
Ox0UODUd0:
0x00000f0:
UXOOUOLIO:
OXDOODIBO:
OXOOUDIEO:
OXOOODITO:
OXOOOOISO:
0X0000lbG:
0x0000ldO:
0X000Dlf0:
UXOUODZIO:
0X0000230:
0X000025D:
0x000D270:
UXOOODZSO:
0x00002b0:
0xDO0D2d0:
0x00002fU:
OXDOODBIG:
0X0000330:
UXDOODBSO:
OXOOUOBTO:
OXDOODBSO:
OxDO0D3bO:
0x000D3d0:
Ox00003f0:

2.2 THE 23-HOP SYSTEM SAMPLE DATA

2.2.1 First set

Frequency Hopping Sample Data—Manda1ary Schen1e29 November 1999
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Set mode:
Set clock:
Set ULAP:
E5252:::uz:zzan=nI:I=:Kz::u::n:nnsaznansuuanuznzazngnzazzznzzznazz:|a!z=nz::n:::n=K::xz:In:Kn:1z:

Hop sequence
CLKN start:
ULAP:
#ticks:

0x00D000O:
OXOODBOOO:
UXOUIOOOO:
OXOOISOGD:
Ux0U2000O:
UXD0230GD:
UXDUSDOOD:
OXOOBBOOD:

Hop SequenceCLKE Start:
ULAP:
#ticks:

0x0000000:
UXDODDOID:
OXDUDDOZD:
OXOODOOBO:

OXDODIOOD:
UXOODLOIO:
OXDOOIOZD:
0x0UOl030:

UXDODZOOD:
0x0002010:
UXDODZOZD:
OXDUDZOED:

OXOOUBOUD:
0x00D301D:
UXOUOBOZO:
OxD00303D:

Hop sequenceCLKN* =
ULAP:
#tickS:

0x00O0012:
OXOODDOBE:
OXOOOOOSZ:
UXOOUDOTZ:

Hop SequenceOffset value.
CLKE* =
ULAP:
#tiCkS:

OXDODDOI4:
OXOUOOUB4:

23 HOP SYSTEM

{k} for PAGE SCANI INQUIRY SCAN:oxooooooo
oxoooooooo

0000 | 1.000 2000 | 3000 4000 [ 5000

16 13 20 22
0 2 4 6

16 18 20 22
O 2 4 6

16 13 20 22
0 2 4 5

16 18 20 22

{k} for EASE STATE/INQUIRY STATE:oxooooooo
oxoooooooo

O8
01
03

03
10
03
10

{k} for SLAVE EASE RESPONSE STATE:DXODOUOIU
0x00000000

06

{k} for MASTER PAGE RESPONSE STATE:- 24
0x0000Ol2
0x00000000

00O2|O406|0B0a]0cOe|1D
02 17 04 G6 21 08 11
18 10 20 22 14 01 04

29 November 1999 Frequency Hopping Sample Dale—Mandalory
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OXOOUOOE4: 02 17 D4 13 06 E1 03 11
OXOOODOTQ: 18 10 20 06 22 14 01 04

Hop sequence {k} for CONNECTION STATE:CLK start: oxooooolo
ULAP: oxoooooooo
#ticks:

UXOOOOOID:
OXDOODDBO:
UXOOOOOEO:
OXOOODOTO:
OXOOOOOSO:
0xO00OUb0:
0x00U00dD:
OXOUODOEO:
OXOOUOIIO:
0xDO0Dl30:
OXOOOOIEO:
OXDODDITO:
UKOOUDISO:
0x0O00lbO:
Ux0000ld0:
UXOOUDIEO:
OXOOOOZID:
UXDUUOZBO:
0x0000250:
OxDO0D270:
0X0000290:
0x000D2bO:
0xO00O2d0:
0X0O0D2fO:
0xO0OD310:
0x000O330:
UXOOOOSEO:
UXDOODBTG:
OXOOUOBSO:
OxD00O3b0:
0x00003d0:
Ux00003fO:

Frequency Hopping Sample Data—Manda1ary Scheme29 November 1999
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2.2.2 Second set

set mode:
Set clock:

Hop sequence {k} for PAGE scAN/ INQUIRY scan:CLKN start:
ULAP:
#ticks:

UXDUDDOUD:
OXOOOBOOD:
UXOOIOOOO:
0x001800D:
OXOOZOOOO:
0X00230G0:
Ox0030000:
UXD03S000:

0xODDOOO0
0x2a96ef25

0000 | 1000 2000 | 3000

14
16
14
16
14
16
14

K0-.'I\D-.I\D-IND-J U'|L.uJU'lI.nJUIl.nJL.lIl..I G“@1'.5"@U‘mO‘@
Hop sequence {R} for PAGE STATE/INQUIRY STATE:CLKE start:
ULAP:
#tiCkS:

OXOUOOUOO:
UXDODDOID:
0x0000020:
0xDOD003D:

OXOODIOGD:
0x00OlO10:
OXOUOLOZD:
0x000l03D:

OXDOOZOOD:
0x0002010:
UxDOD202D:
0x0002030:

OXOOOBOOO:
OXDODBOID:
0XO0U3020:
Ox00D303D:

DXOOOOOOO
0x2a96ef25

Hop sequence {k} for SLAVE PAGE RESPONSE STATE:CLKN* =
ULAP:
#ticks:

OXDOOOOI2:
Ux0000032:
OXOUOOUS2:
OXOODDOTE:

Hop sequenceOffset value.
CLKE‘ H
ULAP:
#ticke:

DXOOOOOI4:
GXOOOOO34:

_m

Uxooooolo
0x2a95ef25

for MASTER PAGE RESPONSE STATE:
24
OKUOOOOILZ
Dx2a96ef2S

ooo2|o4o6|o3oa]ocoe|1o
13 19
20 00

03 2l
05 02

03 03
06 04

16 10 04
14 O6 O2

4000 I soon

l\)nl=-(val:-[\.rul=-l\Jn'lh
6000 7000

Bluetonth.
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I.Klw'AJ"’J:I . LKL
Ux0000054: 18 19 O3 21 08 O3 16 10
OXDOOOOT4: 20 00 D5 02 06 04 X4 06

Hop sequence {k} for CONNECTION STATE:CLK start: DXOOODDLD
um-w: Dx2a.96ef25
#ticks:

OXOOUOOIO:
0x000D030:
OXOOOOOSO:
OXOOODOTD:
OXOOOOOSO:
0x000DOb0:
OXOOOOOGO:
OxDO0DOfO:
UXOOOOIID:
OXDOODIBO:
UXOOUDISO:
OXOOODITG:
OXOOUOISO:
0x0000lb0:
0x0O00ld0:
OXDOODIEO:
OXOOUOQIU:
OXDOODZEO:
OXOOUOQSO:
0xDO0D2?0:
UXOOUOZSO:
0x00002b0:
0x000D2d0:
0x00002f0:
0xDO0D310:
UXDUOOEBO:
0X000D350:
OxDO0D3?0:
0x0000390:
Gx000D3bD:
0xO00O3d0:
0xOU0O3f0:

Frequency Hopping Sample Data—Manda1ary Scheme29 November 1999
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2.2.3 Third set

Set mode:
Set clock:

Hop sequence {k} for PAGE SCANI INQUIRY SCAN:CLKN start: oxooooooo
ULAP: 0x653‘?::ba9

#ticks: 0000 | moo zooo | 3000 4000 I 5000 so-no ] "mac |
OXOOOOOOO:
UXOOUSOOO:
OXOOIDOGO:
OXOUISUOO: 15
UXDOEDOGD:
0x0028UO0: 15
OXOOBOOOD: D 10 14 12
UXOOBSOUD: 15 6

Hop sequence {In} for PAGE s'rA'rE/ INQUIRY STATE:CLKE start: oxooooooo
ULRP: Ox6587cba9
#1: II.Ck3 :

UXDUUDOUD:
0x0000O10:
OXOODDOZD:
UXUUDOOBD:

OXOUDLOUO:
Ox0OO1010:
0xDOD102D:
0x0001030:

0x0002000:
UXDODZOID: ‘ 09
0x0002020: 17
0x000203D: 09

OXOODBOOD: 21
UX0003010: 13
UXD00302D: 21
0x0003030: 13

Hop sequence { k} for SLAVE PAGE RESPONSE STATE:CLICN* = 0xU000O2|.0
ULAP: Dx658‘J'Gba9
#tiGks:

OXOODDOIE:
Ox0000032:
UXOODDOSE:
0x00000?2:

Hop sequence {k} for MASTER PAGE RESPONSE STATE:Offfiet value . 24
cLKEw = OXODDOOIZ
ULAP: 0x658'?cba9

#t:i.cks: 00 02 | 04 06 | 03 0a. ] oc oe | 10
0x0U00014: 10 15 14 00 12 17 16 02 D9
UXDODDO34: 02 ll 06 19 04 13 US 21 17

29 November 1999 Frequency Hopping Sample Dala—Mandalory
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0x000D054: 10 15 14 on 12 17‘ is
0xD00O074: D2 11 06 19 04 13 08

Hop sequence {k} for CONNECTION STATE:CLK start: 0x000D0lD
ULAP: axe 53 7cha9
#ticks:

OXOOOOOIU:
OXDUOOOBO:
OXOOOOOEO:
OXDUOOOTG:
UXOOOOOSD:
0xDO0DDbO:
Ux00000d0:
0x0O0DDfO:
0x0000l10:
0x0000l30:
OXOOUOISD:
0xDO0Dl70:
OXOOUOLSO:
0xDO0Dlb0:
0X00001d0:
OXDODDIEO:
0x00U0210:
0x0000230:
OXOOODZSO:
0x0000270:
OXOOOUZSG:
OxDUOO2bO:
0x00002dO:
OXDOODZEG:
0X0000310:
OXDOOOBBO:
0x0000350:
OXOOOOSTO:
0xO000390:
0XO0U03b0:
0x000U3d0:
0X000O3fO:
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3 ACCESS CODE SAMPLE DATA

Different access codes (GIAC, D|ACs, others...)
LAP with LSB as rightmost bit.

transmit order on
. . . . . . . . . . . . . _ . . _ . . _ . . . . . . . . . . . --,

Preamb1e:| Sync word: Trailer:

B00000 Te?041e3 400DO0Dd
ffffff e753bS22 7EEffff2

9e8b33 4T5c58cc T3345eT2
9e3b34 2Sed3c34 cb345e72

9e8b36 62337b64 1b345eT2
9e8b3B c05747bS e7345e72

9e8b3d 7084eab0 2f345e?2
9e8b42

9e8b48

9e8b4f
9e8b57

9e8b60
9e8b6a

9e8bTS
9e8bB1

64c36d2b 9ob45e72

e3C3?25e 04b45e?2

3C72l6a6 bCb45eT2
b2fl6C30 fab45eT2

57bd3b22 clb45e72
d0b62457 55b45e72

81843a39 abb45e?2
0ca9663l e0745e?2

aecd5a5c 1cT45eT2

17-4 53fbf cs?-1 5e72
f2o96aad f5745e72

9e8b8e
U1WWWWwWWWWWW WWWWWWWWW

9e8b9c
9EBbab
Seebbb

9eBbcc
Seabde
Qesbfl

W

Ol5f&a1e fT745e?2

d8c695a0 Gcf45e72
614efD43 def45eT2
bas1ddc7 a3f45e?2

9e8c0S 64a7dc4f 630c5eT2
9eSCla 35950221 960c5e72 WWWWWWW
9e8c30 cb35cc0d a30c5e?2
9e3C47 l2aCl3b3 73855272 W

9eSc5f 2c2f6925 3e8c5e72

9e8C78 3a35lC84 07855972
7396d0f3 124c5eT2

5bDfdfc4 6d4c5e?2

aea2eb3B e4Cc5e72

QESCQ2
U1U1U1U1U19|U1UI9'UI9|U1DI

WWWW9e8cad
WQESCCS

9e8ce6 756dc6bc 99Cc5e?2

9e8dD4
9e8d23
9e8d43

9e8d64
9eSd36

2l4cf934 83255972
37568695 bl2c5eT2
72231560 fDac5e?2

64325Dc1 c9ac5e?2
e044f493 9B6C5e72

3b8bd9l7 e56c5e72
Qesdcd ce26edeb Ecec5e72

U1WUIU’!U3U1U3DI
9e8da9 WWWWWWWWW
9e8df2 esbfezdc 13ec5e72

9e3e1B 32dcde3d C61c5e72
9e8e3E 94c6ab9c f£1c5e?2
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9e3e67 969059a6 799c5e72

c4dfccef 425c5e72
3aTfc2c3 575cSe72

seaeso

Seaeba

57985401 69dc5e72
0ae2a363 623cSe72

9e8ee5
Seflfll

9eaf3e d12d8ee7 1£3c5e72
9e3f6C 547D63a8 0dbc5e72

9e9f9b
9e3fcb

Seaffc
9e9fl2e
9e9061

063ff6e1 367cSe72
c9bc5cfe f4fc5e72

2cf00bec Cffc5e72

BeC5052f 5dD25e72
10T4b15e 61825e72

3d59ede6 2a42Se72
fDbeTb24 14c25e72

l0el0dd0 C0225e72
f5ad5ac2 fb225e72

f?fba8f8 7da25e72
2E490e5b c562Se72

9e9095
9e9oca

9e9lDO
9e913?

9e916f
9e91a9

9e91e2 94979932 91e25e72

9e921d 26cda4?S 2el2Se72

9e9259 aacbaldd 26925672
9e9296 bfac7f5b da525e72

9e92d4
Be9313

WWWWWWWWWWWWWWWWWWWWWWW
c9a7bOa7 cad25e72

c142bdde 32325e72
586a&9lf OdCdal8d

37db2de7 b5cda18d
?d056abT 65cda18d

df6l566a 99Cda13d

6fb2fb63 Slcdalad
472bE454 zecdalad

c02Deb2l bacdalad

af9l8fd9 02Cda1Bd
9112f54f 44Cda18d

4B3b2af1 bf4da1Bd
Cf803584 Zbidalfid
9eb22bea d54da1Sd

a49cb509 Qeédalsd
06fB89d4 624da1Sd

bETOec37 bflfidalfid

ed3E?97e sbadalad

Slécec

616ceb
616ce9

616Ce6

$16ce2
616Cdd

616Cd?
616CdD

WWWWWWWWW
616cc8

616Cbf
616cb5
616caa

616c9e
616C9J

616c83
616c74 WWWWWWWWW

1e695bcd 893dal8d

fb250cdf b23dalBd
42ad693c 6D8dal3d

aSb7cc1a ddodalad
9f9952f7 9EDdalBd

616664
616C53 W

616C4l W

616C2e W

616c1a

ceab4c99 6B0da1Bd

d403ddde fdffialad
314f8acC C6f5a18d
0Eccf05a 80f5a13d

25030d57 T9TSa18d
dba303?b 6c?5al9d

4439cel? 13b5a18d

616C05

616bef
$16bd8
616bc0

616ba7
616b8d

616bT2

WWWWWWWW

WWWWWWWWWWWWWWWWWWWWWWWWWWWU!WWWWWWWWWWWWWWWWWWWWWWWW
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3d417247 5ab5a18d

6a5bd?6f eT35a18d
59298166 b635a18d

28609d46 cfd5a18d
Slcbsclfi 4ed5a1Sd

7bDd71l2 b755a18d
48Tl271b e655a1Sd

24bdC8c4 9b9Sa18d
edC57494 d295a18d

f989f30f 6d15al8d

0729fd23 7B15a18d
3bfOba4f 81e5a18d

89364875 D765a1Sd
6cea1f67 3c65a18d

2549d310 29a5alBd
48ae45d2 1725a18d

T280db31 5C25a18d
ce1b9E34 61cSa18d

4b46727b T345a18d
aeOa2S69 4a45a1sd

6l6b5E

616b39
Slfiblb

6l6afc
alsadc

Slfiabb
615a9S U'|U'IU|U'|U|U'|U1W
616676
6l6a52

6l6a2d
616307

W

616990

6169b8
6l698f
616965
61693a

616909
616831

6l68b3
616834

616854

516323

6167f1
6l67be

ea5£c5a1 4a85a18d
33c61a3f bl05a1Sd

C49fb8cS 63f9al8d

5a2e0cb4 5f?9a13d
60009257 1479a18d

B6314e62 eab9al3d
Bdefdsbb be39a18d

bff?e?2B cSd9a18d

bda115l2 4359a18d
6513b3bl fb99a1Sd

decd246B af19a18d

f6542b5f dD19alSd
dC44b49b d8e9alBd

42f50Dea e469a13d
bf2385e1 34a9al8d
ec4c69bS 4c29a18d

616?8a

616755

6l67lf
6166e8

6l66bD
616677

61553d
616502

WWWWWWWWWWWWWWWWWWWWWWW
6165C6

616589

61654b
6l650c WWWW

WWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWWW
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4 HEC AND PACKET HEADER SAMPLE DATA

Test vectors for HEC and header. Note that UAP, Data, and HEC are in hexa-

decimal notation, while the header is in octal notation. The header is transmit-

ted from left to right over air.

770007 007070 000777
770007 007007 700000

007007 007007 007700
007007 007070 707077

707007 007007 077070
707007 007070 777707
077007 007007 000777

077007 007070 700000
777007 007007 070007

777007 007070 770770

770770 007007 777007
770770 007070 077770

007770 007070 770070
007770 007007 070707

707770 007070 700700

707770 007007 000077
077770 007070 777007

077770 007007 077770
777770 007070 707777

777770 007007 007000

HEC and Packet Header Sample Data 29 November 1999
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5 CRC SAMPLE DATA

Sample CRC generation

datalll

data [2]
dat.-a{3]

data [4]
data[S]

data[6]
data[7]

data [3]
data[9J

UAP : OX4?

==> CRC = Ed d2

Codeword [hexadecimal notation):

de 01 02 03 04 05 06 07 D3 09 Ed d2

NB: Over air each byte in the codeword
is sent with the LS3 first.

29 November 1999 CRC Sample Data
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6 COMPLETE SAMPLE PACKETS

6.1 EXAMPLE OF DH1 PACKET

Packet header: (MSB...LSB§

AM_ADDR = 011
TYPE = 0100 {DH1}
FLOW 0

RRQN l

SEQN 0

Payload: tMSB...L5B}

payload length: 5 bytes
logical channel = 10 [UR/I, Start L2CAP message}
Elow = 1

data byte 00000001

data byte 00000010
data byte 00000011

data byte 00000100
data byte 00000101

HEC and CRC initialization: {MSB...LSB}

uap = 01000111

NO WHITENING USED

AIR DATA ELSB...MSB}

Packet header {incl HEC}:

111111000
000000111000

000111000
000111111000000000000000

Payload {incl payload header and CRC}:

01110100
10000000

01000000
11000000

00100000
10100000

l1101l0000110110

Complete Sampie Packets 29 November 1999
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6.2 EXAMPLE OF DM1 PACKET

Packet header: IMSB...LSBI

.nM_RDDR = 011
TYPE 0011 EDMZLJ
FLOH‘ u

ARQN 1
SEQN 0

Payload: [MSB...LSBJ

payload length: 5 bytes

logical channel = 10 EUA/1, Start L2CAP message}
flow = 1

data byte 00000001
data byte 00000010

data byte 00000011

data byte 00000100
data byte 00000101

HEC and CRC initialization: tflSB...L5B}

01000111

NO WHITENING USED

AIR DATA [LSE...M B]

Packet header (incl HECJ:

111111000

111111000000
000111000

1ll000000111l1l11ll11000

Payload (incl payload header. FEC23, CRC and 6 padded zeros):

0111010010
0000000100

0000110000
0000100000

1010000011

1011000011
0110000000

29 November 1999 Complete Sample Packets
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7 WHITENING SEQUENCE SAMPLE DATA

Whitening sequence generator.

Whitening Whitening
sequence LFSH

1111111

1101111
1001111

0001111
0011110

0111100
1111000
1100001

1010011
0110111

1101110

1001101
0001011

0010110
0101100

1011000

0100001
1000010
0010101

0101010
1010100

0111001
1110010

1110101
1111011

1100111
1011111

0101111
1011110

0101101
1011010

0100101
1001010

0000101
0001010

0010100

0101000
1010000

0110001
1100010

1010101
0111011

1

1
1

0
0

0
1
1

1
0

1

1
0

0
0

1
0

1
0
0

1

0
1

1
1

1
1

0
1

0
1

0
1

0
0

0

0
1

0
1

1
0

1 1110110
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Appendix IV - Sampie Data
1111101

1101011
1000111

0011111
0111110

1111100
1101001

1000011
0010111

0101110

1011100
0101001

1010010
0110101

1101010
1000101

0011011
0110110

1101100
1001001

0000011
0000110

0001100
0011000

0110000

1100000
1010001

0110011

1100110
1011101

0101011
1010110

0111101

1111010
1100101
1011011

0100111
1001110

0001101
0011010

0110100
1101000

1000001

0010011
0100110

1001100
0001001

0010010
0100100

1001000
0000001

1

1
1

0
0

1
1

1
0

0

1
0

1
0

1
1

0
0

1
1

0
0

0
0

0
1

1

0
1

1

0
1

0

1
1
1

0
1

0
0

0
1

1
0

0

1
0

0
C

1
0

0 0000010
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Appendix IV - Sampie Data
0000100

0001000
0010000

0100000
1000000

0010001
0100010

1000100
0011001

0110010

1100100
1011001

0100011
1000110

0011101
0111010

1110100
1111001

1100011
1010111

0111111
1111110

1101101
1001011

0000111
0001110

0011100
0111000

1110000
1110001

1110011
1110111

1111111

0

0
0

0
1

0
0

1
0

0

l
1

0
1

0
0

1
1

1
1

0
1

1
1

0
0

0

0

l
1

1
1

1
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Appendix IV - Sampie Data

8 FEC SAMPLE DATA

Rate 2/3 FEC -- (15.10) Shortened Hamming Code

Data is in hexadecimal notation, the codewords are in binary notation. The codeword bits
are sent from left to right over the air interface. The space in the codeword indicates
the start of parity bits.

Data: Codeword:

1000000000
0100000000

0010000000
0001000000

0000100000
0000010000

0000001000
0000000100

0000000010
0000000001

29 November 1999 FEC Sample Data
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